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This review explores the current state of research at the 

intersection of cybersecurity and digital forensics, focusing on 

methods and models developed to ensure information security 

during the collection of digital evidence. It categorizes recent 

contributions on secure acquisition, cryptographic validation, 

volatile data, cloud and IoT environments, and anti-forensic 

challenges. Emphasis is placed on standardization, legal 

compliance, and interdisciplinary collaboration. 
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Introduction 

The digitalization of society and the growth of cybercrime 

have made secure digital evidence collection critical for 

investigations. Cybersecurity ensures protection of systems and 

data, while digital forensics manages acquisition and 

preservation of digital artifacts. The rise of technologies such as 

IoT and cloud computing, alongside anti-forensic tactics, 

complicates admissibility and integrity of digital evidence. 

Methods 

The study uses a thematic literature review approach to 

analyze publications from 2015 to 2024. Scopus was used as a 

primary data source, with queries including: ―cybersecurity 

AND digital forensics‖, ―information security AND digital 

evidence‖, and other combinations. Google was used for 

Ukrainian-language materials to capture regional perspectives. 

Inclusion criteria: peer-reviewed journals/conferences, 

English and Ukrainian sources, content addressing secure 
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evidence collection. Exclusion: physical-only forensics, non-

academic materials, and redundant or methodology-lacking 

studies. Articles were grouped into five thematic areas: (1) 

secure acquisition and cryptographic validation, (2) live 

forensics, (3) cloud/IoT/big data forensics, (4) legal standards, 

and (5) anti-forensics (Figure 1). 

 

Figure 1. Literature Review Methodology 

Results 

Thematic analysis reveals the following findings: 

 Secure Acquisition: Forensic imaging and hashing 

ensure evidence authenticity. However, challenges 

include evidence tampering risks, device diversity, and 

cross-jurisdictional issues. 

 Live Forensics: Volatile data acquisition allows real-
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time analysis but risks alteration. Tools minimizing 

system interference are essential. 

 Cloud & IoT: These platforms introduce risks of 

unauthorized access. Encryption and access control are 

required. Forensics helps trace intrusions. 

 Legal Standards: A lack of harmonized regulations 

weakens admissibility. GDPR, ECPA, and ISO/IEC 

guide best practices. 

 Anti-Forensics: Obfuscation, deletion, and counterfeiting 

pose increasing threats. Structured threat modeling is 

key to mitigation. 

Conclusion 

The convergence of cybersecurity and forensics is evident 

but faces practical gaps. Forensic readiness is underdeveloped. 

Legal inconsistencies challenge international collaboration. 

Tool validation remains insufficient. Interdisciplinary training is 

critical to ensure both technical rigor and legal compliance. 

Future work should develop standardized frameworks, 

promote AI-driven evidence collection, address legal ambiguity 

in cross-border data handling, and institutionalize forensic 

readiness.  

Stronger collaboration between legal, technical, and 

operational domains is necessary to ensure the security and 

credibility of digital evidence in modern investigative practice. 
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