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Модель виявлення шахрайства за допомогою нейронних мереж
Проведено аналіз методів виявлення шахрайства за допомогою штучних нейронних мереж. Розглянуто явище шахрайства, його види, статистику зростання випадків шахрайства в мережі Інтернет за останні роки. Визначено найбільш ефективні способи запобігання шахрайству за допомогою нейронних мереж.
Introduction

In our modern digital age, scammers are using increasingly clever and sophisticated methods to deceive people. Today neural networks have become a new tool for cybercriminals who use them to create convincing fake messages and fraudulent schemes. This paper examines how fraudsters use neural networks (NN) and how not to become a victim of their deception. Neural networks are actively used by attackers because they significantly facilitate the commission of a crime and increase the coverage of criminal activity [1].

Almost all experts agree that the number of cybercrimes will only increase in the future, as attackers quickly adapt modern technologies to increase their effectiveness. At the same time, the income of scammers in the world is estimated in millions of dollars. Of these, fraudsters received more than $70 million via the Internet in the USA alone in 2022. And these numbers will grow [2-5].

The proposed method

The purpose of the study is to identify fraud detection methods based on neural networks. To achieve this goal, the following tasks were investigated: considered the phenomenon of fraud and its types; statistics on the growth of fraud cases on the Internet in recent years were analyzed; the legislative framework in the field of fraud based on neural networks and possible actions of law enforcement agencies were determined; the psychological portrait of the fraudster and his likely victim was characterized; the most effective ways to prevent fraud based on neural networks were studied.
Logistic regression is a process of modeling the probability of a discrete outcome given an input variable.
The k-nearest neighbors’ algorithm, also known as KNN or k-NN, is a non-parametric, supervised learning classifier, which uses proximity to make classifications or predictions about the grouping of an individual data point.
Support Vector Machine or SVM, is a powerful supervised algorithm that works best on smaller datasets but on complex ones.

Random forest is a commonly-used machine learning algorithm trademarked by Leo Breiman and Adele Cutler, which combines the output of multiple decision trees to reach a single result.

Five machine learning algorithms were used in the research to classify translations:

1. Logistic regression;

2. k-nearest neighbors;
3. Support vector machine;

4. Random forest;

5. Neural networks with one inner layer with 10, 12 and 16 neurons in the inner layer.

For each classification algorithm, hyperparameters were searched and the best model was selected for each of the sampling technologies according to the selected quality metric. The best models were trained on the entire training set and the quality was checked. For the ensemble, there was a choice of those models that showed the highest quality.

The F1-measure was taken as a quality metric when choosing the best models from each group of algorithms. When comparing the ensemble of models with individual classifiers, Precision, Recall, and False Positive Rate were also taken into account.

Table 1 shows the Precision, Recall, and F1-measure values for the models that showed the highest F1-measure value on the training set. The table omitted the values of the metrics for the NearMiss-1 algorithm, except for the case of logistic regression, since the values of the F1-measure for all models trained on the sample obtained using this algorithm are significantly lower than in the case of using Synthetic Minority Oversampling Technique (SMOTE) or no sampling, and therefore such models were not used further. The Precision value for the logistic regression case indicates that only 1% of flagged transfers are indeed fraudulent.

Also, the table 1 does not show the results for the support vector model and trained on the SMOTE sample, due to the long training of this model on the sample.

Table 1 
Values of quality metrics for the best models

	
	No sampling
	NearMiss-1
	SMOTE

	
	Prec.
	Rec.
	F1
	Prec.
	Rec.
	F1
	Prec.
	Rec.
	F1

	Logistic regression
	1.00
	0.20
	0.33
	0.01
	0.87
	0.02
	0.04
	0.80
	0.07

	k-nearest neighbors
	0.37
	0.47
	0.41
	-
	-
	-
	0.35
	0.53
	0.42

	Support vector machine
	0.50
	0.33
	0.40
	-
	-
	-
	-
	-
	-

	Random forest
	1.00
	0.07
	0.12
	-
	-
	-
	0.12
	0.67
	0.20

	Neural network (39:10:1)
	0.80
	0.27
	0.40
	-
	-
	-
	0.80
	0.27
	0.40

	Neural network (39:12:1)
	1.00
	0.20
	0.33
	-
	-
	-
	0.41
	0.60
	0.49

	Neural network (39:16:1)
	0.24
	0.60
	0.35
	-
	-
	-
	0.24
	0.60
	0.35


To combine the models into an ensemble, the weights of their predictions had to be equalized. This was done by changing the threshold for the probability given by each of the models at which the transfer is considered fraudulent, so that Precision, that is, the probability that the marked transfer is indeed fraudulent, of each of the models was equal to 0.5, or, if such impossible, the value closest to 0.5. Models built using the k-nearest neighbor’s algorithm do not give out the probability of a point belonging to a particular class, so no modifications were made to them.
Table 2 shows the values of the quality metrics of the adjusted models. It can be seen from it that for neural networks and k-nearest neighbors, the F1-measure of models trained on a SMOTE sample is higher than for models trained on an unbalanced sample. For logistic regression, the quality of the model trained on an unbalanced sample turned out to be higher. 
Table 2
Values of quality metrics for models with corrected probability bounds

	
	No sampling
	NearMiss-1
	SMOTE

	
	Prec.
	Rec.
	F1
	Prec.
	Rec.
	F1
	Prec.
	Rec.
	F1

	Logistic regression
	0.50
	0.33
	0.40
	0.01
	1.00
	0.02
	0.50
	0.13
	0.21

	k-nearest neighbors
	0.37
	0.47
	0.41
	-
	-
	-
	0.35
	0.53
	0.42

	Support vector machine
	0.50
	0.33
	0.40
	-
	-
	-
	-
	-
	-

	Random forest
	0.50
	0.40
	0.44
	-
	-
	-
	0.50
	0.40
	0.44

	Neural network (39:10:1)
	0.50
	0.33
	0.40
	-
	-
	-
	0.50
	0.33
	0.40

	Neural network (39:12:1)
	0.50
	0.40
	0.44
	-
	-
	-
	0.41
	0.60
	0.49

	Neural network (39:16:1)
	0.50
	0.33
	0.40
	-
	-
	-
	0.50
	0.53
	0.52


All models, except for the random forest, occur once in the ensemble. Two random forest models were used due to the fact that out of 10 and 12 marked translations by the first and second models, respectively, only 3 translations were selected by both models simultaneously, in contrast to, for example, k-nearest neighbors, where out of 19 and 23 marked translations, 16 translations were marked two models at once.

The values in the cells of the error matrix on test sample for the ensemble of models can be seen in table 3. Here, the threshold at which the ensemble classifies the translation as fraudulent is the number of models that marked this translation. As the threshold value increases, the number of marked legal transfers (False Positive) falls, while the number of fraudulent transfers classified as legal (False Negative) grows. Depending on what type of errors it is more important to avoid, you can choose the required threshold.
                                                        Table 3
TN, FP, FN, TP for an ensemble of models

	Threshold
	TN
	FP
	FN
	TP

	1
	1759
	thirty
	8
	7

	2
	1776
	13
	8
	7

	3
	1785
	4
	9
	6

	4
	1788
	1
	10
	5

	5
	1788
	1
	10
	5

	6
	1789
	0
	13
	2

	7
	1789
	0
	13
	2

	8
	1789
	0
	14
	1


To make sure that the ensemble performs better than the individual models, let's look at the Precision, Recall, F1 and False Positive Rate for it at different thresholds and for the individual models it consists of. Table 4 shows the values of these metrics for these models and for the ensemble at thresholds 3 and 4. The table shows that the ensemble with threshold 3 gives the maximum Recall and F1 values among other models, and the ensemble with threshold 4 maximizes precision and minimizes False Positive Rate. 
Thus, we conclude that the quality of the ensemble is indeed higher than the quality of any component of its model.

Table 4
Precision, Recall, F1, FPR for ensemble and individual models

	
	precision
	Recall
	F1
	FPR

	Threshold Ensemble 3
	0.6
	0.4
	0.48
	0.0022

	Threshold Ensemble 4
	0.83
	0.33
	0.47
	0.0006

	Logistic regression
	0.46
	0.40
	0.43
	0.0039

	k-nearest neighbors
	0.57
	0.27
	0.36
	0.0017

	Support vector machine
	0.46
	0.40
	0.43
	0.0039

	Random forest

(unbalanced sample)
	0.60
	0.20
	0.30
	0.0011

	Random Forest (SMOTE)
	0.33
	0.13
	0.19
	0.0022

	Neural network (39:10:1)
	0.33
	0.13
	0.19
	0.0022

	Neural network (39:12:1)
	0.35
	0.40
	0.38
	0.0061

	Neural network (39:16:1)
	0.33
	0.40
	0.36
	0.0067


Using a training set of only legitimate transactions, we wrote a machine learning algorithm to reproduce the feature vector of each transaction. Then we made a reality check on that reproduction. If the distance between the original transaction and the replayed transaction is below a given threshold, the transaction is considered legitimate; otherwise, it is considered a candidate for fraud (generative approach). In this case, we just need a training set of normal transactions and we suspect an anomaly in the distance value.

Conclusions

Models were built, each of which was based on one of the classification algorithms (logistic regression, nearest neighbors, support vector machine, random forest, neural network), and among such models those that optimized the F1-measure were selected. Models with the highest F1-measure were combined into an ensemble. The quality of the ensemble on the test set was tested and compared to the quality of the individual models on that set to ensure that the ensemble performed better than each of its constituent models.
Good prediction results can be achieved with imbalanced datasets as well as with balanced ones. Logistic regression, k-nearest neighbors, support vector machine and random forest classifier gave us the best results being able to detect more than 99.50% fraud transactions and at the same time not classifying some of non-fraud transactions as fraud. There is no perfect model and there will always be a trade-off between precision and recall. It is up to the company and its objectives to decide which approach is the best in each particular situation.
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