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AHOTAIISA

[TosicHioBanbHA 3amUCKa TUIUIOMHOTO TIPOEKTY CKJIQJA€THCS 3 YOTHUPHOX
po3ainiB, mictuTh 50 TabyMIh, 9 pUCYHKIB Ta 7 JHKEpe — 3arajioM 65 CTOPIHKH.

MeTta po60oTH — CTBOpEHHsI yH1(DIKOBAaHOTO MIA0JI0HY XMapHOTO CEPBICY, KU
OyJie BIAMOBIIATH 32 B3a€EMO/III0 MK KOPUCTYBAauaMu Ta JIIEH31SIMHA, MK BJIACHUKOM
Ta MOro MPOIyKTOM, MK CIOKHMBAaue€M Ta MPOJYKTOM, TAKUM YMHOM MIHIMI3yBaTH
BUTpATH O13HECY HA BJIACHY PO3POOKY 1 1aTH 3MOTy C(DOKyCyBaTUCS Ha O13HEC JeTalsiX.
Bupimmtu npobiemy macmtaboBaHOCTI, BIIMOBOCTIHKOCTI Ta BapTOCTI PO3POOKH 1
HIATPUMKMA TaKOTO 3aCTOCYHKY, BHUKOPUCTAaHHS Ha BCIX CY4YaCHHUX OIEpaliitHuX
cucremax. CTBOpEHHS BIJKPUTOrO MporpaMHOro iHTepdercy 1mo 3ade3neuye
MO>KJIMBICTh IHTETpaIlili 3 CEpBICOM JIOJIATKIB 1HIINX PO3POOHUKIB.

O06’exT mociigzkeHHs1 — yHIpiKOBaHUN MIA0JIOH CEPBICY I B3AEMOJIT MK
KOPUCTYBA4€eM Ta JIUEH315IMU IPOIYKTIB YU MOCIIYT.

IIpeamer noc/igsKeHHsi: cydacHI MIAXOAM PO3POOKH XMapHHUX JOJIATKIB,
peanizanis apxXiTeKTypHHUX NATEPHIB M1 4ac poOOTH 3 XMapHUMH CEpPBICAMM.

VY nepiomMy po3/iiau HaBeICH1 3arajibHi MOJIOKEHHS, OTTUC Ta aHAI3 MPEIMETHOT
obnacTi, chopmyiboBaHi (yHKIIOHATBHI 1 He(YHKIIOHATBHI BUMOTH, TOJIOBHA META,
LTI Ta IPU3HAYEHHS TPOTPAMH.

VY npyromy po3ain omMcaHO MOJETIOBAaHHS Ta O13HEC-TIPOIICCH MPOTPAMHOTO
3a0e3reueHHs, po3pobiieHa apXiTeKTypa Ta KomnoHeHTH. HaBeneHo neranbHui ommc
MOAYJIB, KJIACIB Ta (DYHKIIIH.

Y TperboMy po3aimi IMpoaHATI30BaHO SKICTh IMPOTPAMHOTO 3a0e3IeUCHHS,
OMKCAHO MPOILIEC TECTYBAaHHS Ta HABEJICHI TPUKJIAAN TECTIB.

VY 4yeTBEepTOMY P03/l HABEJIEHO OMUC PO3TOPTaHHS Ta pOOOTH MPOrpamu.

PesynbraTom poboTu € po3poOKa IHTErPOBAHOTO MOIYJS 3 0OpOOKH JIIIeH31H
IPOJYKTIB Ta MOCIYT.

KJIFOUOBI CJIOBA: .NET, IAC, AWS, SDK, XMAPHA APXITEKTVYPA,
API, IDE.



ABSTRACT

The explanatory note of the diploma project consists of four sections and
includes 50 tables, 9 figures, and 7 references, totaling 65 pages.

The aim of the project is to create a unified template for a cloud service that
will be responsible for the interaction between users and licenses, owners and their
products, consumers and the product, thus minimizing business costs for in-house
development and enabling focus on business details. It aims to address scalability, fault
tolerance, and the cost of developing and supporting such an application, for use on all
modern operating systems. The creation of an open application programming interface
(API) will provide the ability to integrate with the services of other developers.

The object of the research is a unified service template for the interaction
between users and product or service licenses.

The subject of the research is modern approaches to developing cloud
applications and implementing architectural patterns when working with cloud
services.

The first section presents general provisions, a description and analysis of the
subject area, formulation of functional and non-functional requirements, the main goal,
objectives, and purpose of the software.

The second section describes the modeling and business processes of the
software, architecture and components. It provides a detailed description of modules,
classes, and functions.

The third section analyzes the quality of the software, describes the testing
process, and provides examples of tests.

The fourth section provides a description of the deployment and operation of the
software.

The result of the work is the development of an integrated module for processing
product and service licenses.

KEYWORDS: .NET, IAC, AWS, SDK, CLOUD ARCHITECTURE, API, IDE.
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1 HAUMEHYBAHHS TA I'AJIY3b 3ACTOCYBAHHSI

Ha3ga po3po0ku: xMapHe apXiTeKTypHE PILlICHHS CepBiCy 00pOOKH TiIeH311
MPOAYKTIB Ta IMOCIYT.

I'any3b 3acTOCyBaHHS: IHTETPOBAHUIN MOYJb sl GYHKI[IOHYBaHHS Oi3HEC
3aCTOCYHKIB.

HaBeneHne TexHiuHE 3aBIaHHS TMOMIMPIOETHCS HA PO3POOKY XMapHOTO
apxitektypHoro pimeHHs 045440, sike BUKOPHUCTOBYETHCS IS MAHIMYJIOBaHHS
CYTHOCTSIMU JIIIEH31M Ha MPOJYKTH YW TOCIIYTH, IHTETPYBaHHS y CydacHi O13HeEC

3aCTOCYHKH.

Apk.

KMI.IT-84823.045440.01.91

B3MiH,

Apk. N2 sokym. Mign. [JaTa.




2 IMIIICTABA JJIA PO3POBKH

[TincTaBoro st po3poOKH XMapHOTO apXiTEKTYpPHOTO PIIIEHHS CEepBiCy
00OpoOKH JiIeH311 MPOIYKTIB Ta MOCIYT € 3aBJaHHs Ha JUILIOMHE MPOCKTYBaHHS,
3aTBepKeHEe Kadeaporo iHPOpMATHKU Ta MporpamMHoi iHmxkeHepii HamionaasHOTO
TEXHIYHOTO yHiBepcuteTy YKpaiHu «KuiBChbKMH MOMITEXHIYHUM 1HCTUTYT IMEHI

Iropst CikopchbKoroy.

KMI.IT-84823.045440.01.91

BmiH] Apk. N2 sokym. Nign. [Jarta.




3 IIPUBHAYEHHS PO3POBKU

Po3pobka mpu3HaveHa Jj1s aBTOMaTU3aIlii poOOTH 3 JIIEH315IMHU.

Mertoro po3poOKHu € CTBOPEHHS YHI(PIKOBAHOTO MIa0JI0HY XMAapHOTO CEpBICY,
KUK OyJe BIAMOBITATH 3a B3aEMOJII0 MK KOPHUCTyBayaMHU Ta JIICH3IIMHU, MiX
BJIACHUKOM Ta HOTO MPOIYKTOM, MIXK CIIOKMBAaYeM Ta MPOAYKTOM, TAKUM UHHOM
MIHIMI3yBaTH BUTpaTH O13HECY Ha BJIACHY pO3pOOKY 1 aTh 3Mory cOKYyCyBaTHCS
Ha Oi3Hec aetansax. Bupimmru mpobiaemMy MacmTaboBaHOCTI, BIIMOBOCTIMKOCTI Ta
BapTOCTI PO3POOKM 1 MIATPUMKH TaKOTO 3aCTOCYHKY, BHKOPHCTaHHS Ha BCIX
CydyacHUX omepaniiHux cucremax. CTBOPEHHS BIIKPUTOTO MPOrPaMHOTO
1HTEepdeicy mo 3ade3nedye MOKIUBICTh IHTErpallii 3 CEpBICOM TOJATKIB 1HIIUX

PO3pOOHUKIB.

Apk.
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B3MiH,

Apk. N2 sokym. Mign. [JaTa.




4 BUMOI'M 1O IPOI'PAMHOI'O 3ABE3IIEYEHHA

4.1 Bumoru 10 GyHKIIIOHATBHUX XapaKTEPUCTHK

HpOI‘p&MHG 3a0e3IeueHHs [TOBUHHO 336€3H€‘{YB3TI/I BHUKOHAHHA HACTYIITHUX

OCHOBHUX (PyHKIII{:

4.1.1 KopucrtyBanpkoro iHTepdeiicy

[IporpamuuM 3a0e3neueHHIM He Mepe10aueHO HasiBHICTh KOPUCTYBAI[bKOTO

1HTEpPENcCy.

4.1.2 Jlns xopuctyBaya

— CTBOpGHHfI, BUOAJICHHA, OHOBJICHHA Ta Hepern;m HpOI[YKTiB;
Product

/products-api/products Gets product by ID.
/products-api/products Creates new product

/products-api/products Updates an exisiting product.

‘ p/=N3108 /products-api/products Deletes an existing product.

Pucynox 4.1 — APl npoaykris

— CTBOPCHHA, BUOAJIICHHA, OHOBJICHHA Ta IICPCIILAA KOpI/ICTYBa‘-IiB;

Apk.
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Users

GET fusers-api/users/getById Getuserwith a specific Uuid.

GET fusers-api/users/getByUsername Getuserwith a specific username.

fusers-api/users Creates anaw user

fusers-api/users Updates aspecific user.

Jusers-api/users Deletes a user with specific Uuid.

2|l 3
.: _|

Pucynok 4.2 — APl xopucrtyBauis

— CTBOPCHHS, BUJIAJICHHS, OHOBJICHHS Ta TIEPETJIIS JTICH3IH;

License

‘ flicense-api/licenses Geitslicense by ID.

‘ [license-api/licenses Creates new license

PUT flicense-api/licenses Updates an existing license.

‘ = B308 /license-api/licenses Deleies an existing license.

Pucynox 4.3 — API minensiit

— CTBOPEHHS, BUJIAJICHHS Ta MEPETJIsi MPaB Ha MPOYKTH;

KMI.IT-84823.045440.01.91

BmiH] Apk. N2 sokym. Mign. [Jarta.




ProductEntitlement

/license-api/entitlements Gets product entitement by ID.

POST /license-api/entitlements Creates new product entitlement.

|m /license-api/entitlements Deletes product entitiement by ID.

Pucynok 4.4 — API ipaB Ha poayKTH

4.1.3 Jlns agmiHiCcTpaTopa CUCTEMU

CucrteMoro He nepeidaueHo HasBHICTb POJIi aIMIHICTpaTOpA.

4.1.4 JlogaTKkoB1 BUMOTH

[HTerpanis kopuctyBaya 31 CTOpPOHHIMU CEpBICAMU.

4.2 Bumoru 10 HaIiiHOCTI

[TepenbaunTu KOHTPOJIL BBEICHHS 1H(pOPMAIIii Ta 3aXUCT BiJl HEKOPEKTHUX

N1l KopUcTyBaya. 3a0e3Ne4YnTH LUTICHICTh 1HpopMallii B 0a31 JaHUX.

4.3 YMOBH eKcrutyararii

YMmoBu ekcrutyaTtartii 3rigHo Canllin 2.2.2.542 — 96.

4.3.1 Bun oOciayroByBaHHS

Bumoru 10 Busty 06CiIyroByBaHHs HE BUCYBAIOThCH.

4.3.2 O0cayroByO4Hil IEpcoHA

Bumoru 10 006ci1yroByt040ro nepcoHany He BUCYBAOThCS.

Apk.

KMI.IT-84823.045440.01.91

BMiH,
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4.4 Bumoru A0 CKJaay 1 mapaMeTpiB TEXHIYHUX 3aC001B

HeoOxignuit goctym 10 Mepexki 1HTEepHET, 3aijis (YHKIIOHYBaHHS Ha

XMapHOMY obOumcioBagbHOMY cepBici AWS Lambda.

KrienTcpka yacTHA IPOrpaMHOTO 3a0e3MeyeHHs MOBUHHA (DYHKIIIOHYBATH Y

BeO-Opay3epi Ha [1K.

MinimanbpHa KOH(DIryparis TEXHIYHUX 3aC001B:

— 00‘em O3II: 1 T'b;

— MIKJIFOYEHHS 10 Mepexi [HTepHeT 31 mBHUAKICTIO Bij 10 Merabit.
PexomennoBana KoH(Irypauis TEXHIYHUX 3aCO01B:

— 00‘em O3II: 16 I'G;

— MIIKIIIOYEHHA 10 Mepexi [HTepHer 31 mBuakicTio Big 100 mMeradit.

4.5 Bumoru 10 iHpopMaIiiHO1 Ta IPOrpaMHOi CyMICHOCTI

HporpaMHe 3a0e31eYeHHs IOBUHHO IIpanroBaTH Ha 6y,I[B-5IKI/IX OHGpaHiﬁHHX

cUCTeMax 3 IMiATpUMKOI0 BeO-Opay3epiB Google Chrome, Microsoft Edge, Mozilla

Firefox, Opera.

4.5.1 Bumoru 10 BXIIHUX JaHUX

Bumoru 10 BXiTHUX JaHUX BIJICYTHI.

4.5.2 BuMoru 1o BUXITHUX JaHUX

BuMoru 10 BUX1THUX JTaHUX BIACYTHI.

4.5.3 BumMoru 10 MOBH pO3pOOKH

Po3poOka Bukonana Ha moBi nporpamyBants C# ((NET Core 6)

4.5.4 Bumoru cepeioBHIIa pO3pOOKH

Visual Studio 2022 (+AWS SDK), Visual Studio Code.

Apk.
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4.5.5 BuMoru 110 mpeCcTaBICHHIO BUXITHUX KOIIB

Buxinnuii kon mporpamu mMae OyTH TpPEICTaBICHUN y BUIJISI/II TEKCTOBHUX

(aiiB 3 pO3MIMPEHHSIM .CS.

4.6 BuMoru 10 MapKyBaHHSI Ta TaKyBaHHS

Bumoru 10 MapKyBaHHS Ta [TaKyBaHHS HE BUCYBAIOThCSL.

4.7 BuMoru 0 TpaHCIOPTYBaHHS Ta 30epiraHHs

Bumoru 10 TpaHcniopTyBaHHS Ta 30€piraHHsl HE BUCYBAIOThCS.
4.8 CreriajibHl BUMOTH

CrnernianbHi BAMOTH HE BUCYBAIOTHCS.

Apk.
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5 BAMOT'M 10 MPOTPAMHOI JOKYMEHTAIIII

5.1 TlomepenHiit ckIaa MPOrpaMHOI TOKyMEHTaLlii

VY cknana cynpoBOKYBaJIbHOI JOKYMEHTALlli TOBUHHI BXOJUTU HACTYIIHI
JOKYMEHTH Ha apKywax gopmary A4:

— MOSICHIOBAJIbHA 3AITHCKA;

— TEXHIYHE 3aB/IaHHS;

— TEKCT IPOrpamu;

— IpOrpaMa Ta METOJAMKA TECTYBaHHS;

— KEpIBHUIITBO KOPUCTyBaya.

I'padiuna yacTuHa noBMHHA OyTH BUKOHAHA Ha apKymiax ¢opmaty A3 Ta
MICTUTH HAaCTYIMHI JOKYMEHTH:

— CXeMa CTPYKTYpHA Bap1aHTIB BUKOPUCTAHHS;

— CX€Ma CTPYKTYpHa MOCHII0BHOCTEN CUCTEMH;

— CX€Ma CTPYKTYpHa KJ1aciB MPOrpaMHOro 3a0e3MeyeHHs .
5.2 CnermianbHi BUMOTH JI0 IPOTPAMHO1 TOKyMEHTAII11

[Iporpamui MoayJIi, KOTPi PO3POOISIOTHCS, TOBUHHI OyTH 33JI0KYMEHTOBAHI,

TOOTO TEKCTU MPOrpaM MOBUHHI MICTUTH BCl HEOOX1JJHI KOMEHTapi.

KMI.IT-84823.045440.01.91

B3MiH,

Apk. N2 sokym. Mign. [JaTa.
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6 CTAJIII I ETAIIK PO3POBKH

Ne Ha3Ba etany Crpok 3BITHICTb
3/m
BuBuenns nitepatypu 3a
L TEMAaTHUKOO TIPOEKTY 05.02.2023
2. |Po3pobxka Texniunoro 3aBganas (12.02.2023 TexHiune 3aBIaHHsI
AHaJ3 BUMOT Ta YTOUHCHHS Crnernudikaiiii mporpaMHoOro
3. crienudikarii 15.03.2023 3a0e3MeueHHS
[IpoekTyBaHHS CTPYKTYpH Cxema CTpyKTypHa
4. IPOrpaMHOIO 3a0e3TNeUCHHS, 18.03.2023 IPOTrPaMHOI0 3a0e3MeUCHHS
IIPOCKTYBAaHHS KOMIIOHCHTIB Ta crenudikaris
KOMITOHEHTIB (Jiarpama
KJIaCiB, CXe€Ma aJIrOpPUTMY)
[Iporpamna peani3artis TekcTu mporpaMHOTO
5. MPOTPAMHOTO 3a0e3TCUCHHS 29.04.2023 3a0e3MeueHHS
TecTyBaHHS TPOrpaMHOTO TecTu, pe3ynpraTn
6. 3a0e3neYeHHs 03.05.2023 TeCTyBaHHS
Po3pobka matepiasiB TEKCTOBOI
1. YaCTHHU TIPOEKTY 05.05.2023 | TlosicHrOBaJIbHA 3aMKCKa
Po3pobka matepiamniB rpadiuHoi I'padiunuii maTepian
8. YaCTUHU TIPOEKTY 11.05.2023 MIPOCKTY
OdopmieHHs TEXHIYHOT _ '
Q. JIOKyMEHTALii IPOEKTY 17.05.2023 | TexHiuHa JOKyMEHTAIis
Apk.
KMI.IT-84823.045440.01.91
BmiH] Apk. N2 sokym. Nign. [Jarta. 12




TectyBanHs po3p0o06IEHOTO MPOTPAMHOTO MPOTYKTY BUKOHYETHCS BiJITOBIAHO

7 HOPAJIOK KOHTPO.IIO TA IPUMMAHHSA

1o “IIporpamu Ta METOJMKHU TECTYBAaHHS .

B3MiH,

Apk.

Ne gokym.

Mian.

[Jara.
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INEPEJIIK YMOBHUX ITO3HAYEHD

IDE — Integrated Development Environment — inTerpoBane

CepeOBHIIE PO3POOKH.

VS — Visual Studio.

VS Code — Visual Studio Code.

AWS — Amazon Web Services.

API — Application programming interface, npuxmiagauii nporpamuuii lntepdeiic.
SDK - Software development Kit.

b/l — baza nanux.

UC — use cases — BapiaHTH BUKOPHUCTaHHS.

laC — infrastructure as a code — ingpacTpykTypa, K KOJI.

KMI.IT-84823.045440.02.81
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BCTYII

VY cydacHOMy CBITI, i€ TEXHOJIOTIT PO3BUBAIOTHCS Ta IHTErPYIOTHCS Yy Hallle
KUTTS Ty>K€ MIBUIKO, BAXKKO YSBUTHU KHUTTEIISUIBHICTh CydacHOTo Oi3Hecy 0e3 ix
aKTUBHOTO BUKOpHCTaHHA. KOHKypeHIlis BUMarae HassBHICTh MBUKHUX Ta HATIHHUAX
pillIeHh 3 PO3pOOKHM Ta PO3TOPTKHU Ol3HEC-3acTOCyBaHb. bopoThba 3a Kii€HTa,
E€KOHOMISI KOIITIB Ta OMTHMI3aIlisl YCIX MOXJIMBHUX IMPOIECIB CBO€ET chepr TaKoxX
BUMAararTh OCOOJIMBOrO MIAXOJYy 10 PO3POOKH MpOrpaMHOro 3abesrneyeHHs. Sk
MIPUKJIaJT OCHOBHOI'O 3aCTOCYBaHHS XMapHHUX 3aCTOCYHKIB JJIs1 OOpOOKH KIIIEHTIB Ta
HassBHUX MOCIYr, MOXXHa MPUBECTH OaHKIBCHKY cucTeMy. OCHOBHOIO c(heporo
BUCTyMae poOoTa 3 ¢iHAHCAMH, aje HEe MaJO3HauYHUM € caMme 30epe’KeHHS Ta
B3a€MO/I1S BEJIMKOI KUTBKOCT1 JJAHUX MK KJIIEHTaMU Ta cepBicoM. J{Jist kopucTyBaya
BKJIMBO MAaTH 3MOTY JIETKO BIJICIIJKOBYBAaTU CBOi MO>KJIMBOCTI Ta MpaIfOBaTH 31
CBOIMHU MpPUI0OAHUMHU MPOAYKTAMHU Ta HASBHUMH IOCITyraMu. Y TaKOMY BHUMAJIKY
BUHHUKAE MTPOOJIEMa YITKOTO PO3MOLTY IPaB Ta 000B’A3KIB KOPUCTYBAUIB y CUCTEMI.
[ToTpiOHO KepyBaTH Bipa3y ACKUIbKOMAa IIpolecaMy IapajesibHO a00 BHOCHUTH
KOPEKTUBH uepe3 pi3HI (akTtopu abo curyauii. Buxogsum 3 1mporo, cyyacHa
TEHJICHI[ISI BUMAarae ONTHUMIi3alli ycCiX MOXJIMBUX TpoiieciB. IcHye moTpeba y
CTBOPEHHI YHI()IKOBAHOTO IIAOJOHY JJIA TOMIOHMX 3aCTOCYHKIB, SKHH MOXKE
BUKOHYBAaTH MEBHI MOTpeOM Habararo Kpaile HIXK I1HIIl BapiaHTH Ha PHUHKY,
MOJICTIINTh Ta MPUCKOPUTH PO3pOOKY, HE 3BAXKAIOUM HAa MacCHITad MPOEKTy YU
oesmocepeHIo chepy 3aCTOCyBaHb.

Jlnst po3po6ku nmoaioHoro I13 HeoOXiAHO MaTH NMEBHY KUIBKICTh JOCBITUYEHUX
pO3pOOHUKIB Ta Ol3HEC-aHANITUKIB, SKI BpPaxOBYIOTh BCl TEXHOJIOTIYHI Ta
3aKoHOAaBYl oOMekeHHs. OCHOBHa MpoOsemMa MOJsArae B TOMY, IO MEXaHi3M
B3a€MO/I1i MIDK PI3HUMHU TUIIAMU KJIIEHTIB Ta JOCTYITHUMH M OCITyTaMH HEOOX1THO
pealli3oByBaTH KOKHOTO pa3zy Mailke OJHAKOBO. Y pe3yibTaTi LBOTO IOCTA€e
npobJieMa CTBOPEHHS YH1()1IKOBAaHOTO IA0JIOHY, SKUM MOYKHA 3aCTOCYBATH 1J1 Oy /b

SKOTO JTOJAaTKYy, Ta SKUM Oy/ie JIeTKO MacmTabyBaTHCh Y Oy/lb Ky CTOPOHY.
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MeTta 1aHOTO AMIUIOMHOTO MPOEKTY — CTBOPEHHS YHI()IKOBAHOTO MIAOIOHY
XMapHOTO CEepBiCy, KU OyJe BIAMOBIAATH 3a B3a€MOJII0 MK KOPUCTYBa4aMH Ta
JIIEH31IMHU, MK BIACHUKOM Ta HOTO MPOTYKTOM, M1’k CIIOKHBA4YEM Ta MPOJTYKTOM,
TaKMM YUHOM MIHIMI3yBaTl BUTpATH Oi3HECY Ha BJIACHY PO3POOKY 1 JHaTh 3MOTY
chokycyBaTHcs Ha O13Hec AeTaisiX. Bupimmtu nmpooiieMmy MacitaboBaHOCTI TAKOTO
3aCTOCYHKY Ta BUKOPHCTAHHS Ha BCIX CyYacCHHX OIEpaIliiiHuX CUCTeMaXx.

BBaxkato maHy Temy AMIUIOMHOTO MPOEKTY MOLIIBLHOI Ta MEPCHEKTUBHOIO
JUTSL PO3BUTKY SIKOCTI IIPOTPaMHOI0 3a0€3MeYeHHs Ta MPOCTOTH MOTO MIATPUMKH.

06 ’exm Oocnioxcenns — yH1(pIKOBaHUM 1I1a0JOH CEPBICY ISl B3AEMOIIT MK
KOPHUCTYBa4€M Ta JILIEH315IMU POAYKTIB YU MOCTYT.

IIpeomem pobomu — meroau maciuradyBanHs [13, Teopis Oi3HeC pillieHb y
B3a€EMOJIIi M1 KOPUCTYBadeM Ta CEPBICOM, BUKOPHCTAHHS XMapHHUX CEPBICIB y
CydJacHiit po3po0Oiii.

Memoro pobomu € CTBOPEHHSI XMAapHOIO CEPBICY ISl €PEeKTUBHOI poOOTH
O0i3Hecy Ta KOMQOpPTHOI poOOTOI 31 CTOPOHM KOMAaHIU, SIKa Horo Oyne
HNIATPUMYBATH.

llpaxmuune 3nauennsn 113 monsirae y peanizailii NpoayKTy, SKUH MOKHA JIETKO
IHTerpyBaTu y OyAb SKHM 1CHYIOYHH O13HEC 3aCTOCYHOK, Ma€ 3MOTy TpHUMaTH
BEJIMKY KUIBKICTh 3aIlMTIB BIJ KOPUCTYBAuiB 3 MIHIMAJIBHOK KIJIBKICTIO MOMHUJIOK
1] YaC HABAHTAKEHHS, Oy/leé THyYKUM 1 MOke OyTH Jerko macmraboBaHuM abo
3MIHEHUM 3T17HO 3 KOPIIOPATUBHUMHU BUMOTaMHU.

JIMIUIIOMHUIA TIPOEKT CKJIAIa€ThCAd 3 KUIBKOX PO3JALUTIB: BCTYI, OCHOBHI

pOBI[iJ'H/I, BHCHOBKH Ta CIIMCOK BUKOPHUCTAHHUX IKCPCII.

Apk.
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1 AHAJII3 IPEIMETHOI OBJIACTI

1.1 3aranpHi MOJOKEHHS

[IpenMeTHa 00JaCTh BU3HAYAETHCS pPeali3alli€lo MPOrpaMHOro 1HTepdeicy
THTErPOBAHOTO MOJIYITIO 3 0OPOOKH JTIIICH3IH.

CtBOpeHHs, 00poOKa Ta BUKOPUCTAHHS JILEH31M — 1€ KIIOUOBUM E€JIEMEHT
cydacHoro 0i3Hec 3acTOCyHKY. HalBaXJIMBO WITKO PO3AUIATH KUIBKICTh Ta SIKICTh
IPOMOHOBAHUX TMOCIYT MDK TpylNmaMH KOPUCTyBauiB. ICHye Benmuka KUIBKICTh
MO>KJIMBHX pealtizaliil MOIyJist 111 OOpOOKH JIIEH31H, aje i TAKOTO MOIIKUPEHOTO
nporpamMHoro 3abe3nedeHHs, Homy Opakye yHidikarmii. CydacHa 1HIyCTpis
0e3nocepeHbO 3aJlydeHa y CTBOPEHHI HOBHUX CEPBICIB TiJ] HAIJISIAOM BEIUKHX
MPOBIIHUX KOMIIaHI|, K1 HAIal0Th HU3KY MOCIYT Y MEBHUX cepax KOMEepIiHHO1
JisIBbHOCTI. By lyl0Thcsl BOHM Ha BUKOPUCTaHHI IEPEITIKY YK€ PI3HUX TEXHOJIOTIH,
aJic OCHOBHUM Ha JJaHUM MOMEHT € 11abJioH 06a3a JaHux + BeO iHTepderic.

BukopuctanHs * MIKPO CEpBICIB CTBOPIOE OUIbIIE MOXKIMBOCTEH st
aBTOMATHU3allli Ta yIpaBIiHHSA, [1JIBUILYE MOOUIBHICTH MPOTPAMHOTO 3a0€31eYEHHH,
30UTBIITyE€ THYYKICTh Ta B3a€EMO3aMIHHICTh KOMIIOHEHTIB. 3 OOKy Oi3Hecy — Iie
CKOPOYEHHSI BUTPAT Ha PO3POOKY Ta MIATPUMKY JIOTIYHO OO’€MHHUX MpOrpam,
3HIKEHHS PU3HKIB JIFOJICHKOT TOMUJIKH, JIETKa aJalTUBHICTH Ta IIBUKA PO3TOPTKA.
31 CTOPOHM KOpHCTyBaua — €KOHOMisl 4acy, BUKOPHCTAHHS €JUHOTO (CXOKOTO)
1HTEpeicy I B3aEMO/I1, IKUl Oyze BKe 3pyYHUM Ta IHTYITUBHO 3pO3YMLIUM.

Axmo gochipKyBaTH YKpaiHCBKMM PUHOK, TO caMe yKpaiHchbki (pimianu 1T
KOMITaHIi PO3pOOIIOIOTh 3HAYHY 4YaCTUHY KOPIOPATUBHUX 3aCTOCYHKIB Ta

3aJI0BOJIBHSIIOTH BEJIUKY KUIBKICTh MOTPEO CydyacHO1 KOMEPIHHOI chepH.

1.2 3MICTOBHHMII OTKC Ta aHATI3 IPEIMETHOT 00JIaCTI

ApXITEeKTypHE PpIIIEHHS [UIsi KEpyBaHHS JIUEH3ISIMU Ha MporpamHe
3a0e3MeyeHHs] — 1€ CHUCTeMa, MpHU3HAuYeHa JJs JOMOMOTW IOCTadyajbHUKaM

IpOrpaMHOro 3a0e3MeUeHHs Ta OpraHizalisiM y KepyBaHHI JOCTylaMH Ha ix
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nporpaMHi TOpoAyKTH. Bin Hamae QyHkumii p1st 30epekeHHs, MOHITOPHUHTY,
onTUMI3aIlli Ta PO3MOBCIOKEHHS JIIEH31M, 3a0e3meuyioTh JOTPUMAaHHS
JIIEH31MHUX yTOI.

He 3Baxkarouu Ha Te, 110 ICHY€ BENTUKa KUTbKICTh TOTOBUX MPOTPAaMHHUX PIIlICHb,
KOJTHE 3 HUX HE Ma€ BIJKPUTOTO KOAY, SKWA MOKHAa BUIRHO 3MIHIOBATH,
MaciTabyBaTH Ta MEPEeBUKOPUCTOBYBATH. ToMy cydacHii Oi3HeC-1HaAyCTpii Opakye
yHI(pIKOBaHOTO, JIETKO 3MIHIOBAHOTO Ta I1HTETPOBAHOIO MOAYJO, 1100
BUKOPHUCTOBYBATH IIpH Po3po0Iti. Moy, AJisl HalaIlTyBaHHS Ta PO3TOPTKH SKOTO,

HE 3HaJI0OUTHCS BEIMKA KOMaH/1a PO3POOHUKIB PI3HUX CIIEeLiaTi3allii.

1.3 Ornsapn icHy04YUX pillieHb

Ha choroaHimHii AeHb pO3pOOJSETHCS Ta BUKOPUCTOBYETHCS BeEJIMKa
KUIBKICTh CEPBICIB Ta JOJATKIB JJIS KEPyBaHHs JIIEH3ISIMUA 3 PI3HOMAHITHUMHU
apxiTeKTypaMd Ta MPOrpaMHUMHU TIAXOJaMHU. 3alieHO BiJ  MacmTady
3aCTOCYBaHHs, JI€AKl CEPBICH € BEJIMKUMHU IMPOEKTaMH, 5IKI 0OpOOJIIOIOTH THUCSUI
3aMMTIB IIOCEKYH/M, IHIII CIOPOEKTOBaHI, SK Malli PIMICHHS JUIsi BUKOHAHHS
JOKAJIbHUX 3a/a4. Y pe3ylbTaTi, mporpamMae 3a0e3neueHHs] BUKOPUCTOBYE 30BCIM
Pi3HI TEXHOJIOTI.

[IpoananizyeMo BiJiloME€ Ha CBOTOJHI TMpOTpaMHE 3a0e3MeUeHHs Y aHii
00J1acTl Ta TEXHIYHI PIIEHHS, [0 JOMOMOXYTh y peanizauii Moays Ajist 00poOKH
Ta 30epiranHs Jinensid. Jam OyayTh pO3TsHYTI JOMOMIXKHI 3acO0M Ta TOTOBI

porpamHi pillIeHHS.

1.3.1 Kpurepii 11t aHasizy ICHYIOUUX PIlLIEHb

[1i1 yac po3poOKH, METOIO 1HKEHEPIB MPOrPaMHOI0 3a0e3MeUYEHHS € peati3alis
pIIIICHHS 3 ONTUMATIBLHUM BIIHOIIIEHHSIM I[1HH, 1[0 BKJIFOYAE B ce0e SIK po3poOKy, TaK
1 MATPUMKY, IO BUXITHOTO (DYHKI[IOHATY.

3a3BuYail OIIHUTH SAKICTh CEpBICY MOXHa 3a JAONOMOIOI HACTYIHHUX
KpUTEPIiB:

— I[IHA BUKOPUCTAHHS;
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— JIETKICTh PO3TOPTKH Ta HaJaIlITyBaHHS;
— JIETKICTh 1HTETpallii;
— CTaOUIBbHICTh MPOAYKTY Y CTPECOBUX YMOBAX;

— MOXKJIMBICTh 3aMiHU Ta PO3MIMPEHHS (QYHKI[IOHATY KOMIIOHEHTIB.

1.3.2 FlexNet Manager Suite

FlexNet Manager Suite Big Flexera — 11¢ KOMIUIEKCHE pIllICHHS IS
KepyBaHHS aKTHBaMH TIporpamMHoro 3abe3medeHHs. Jlomomarae opraHizarfism
KEepyBaTH JIICH315IMHU, BIICTE)KYBATH iX BUKOPUCTAHHS 1 ONTHMI3yBaTH BUTPATH.

IlepeBaru:

— KOMILUIEKCHE pIIIEHHs 3 OaraThbMa pPO3MIMPEHUMH (QPYHKUISIMH IS
KepyBaHHS aKTUBAMH IPOTrPaAMHOTI0 3a0€3IEUCHHS Ta ONTUMI3AIIIT JIIEeH31H;

— MOBHA 3BITHICTh PO BHUKOPUCTAHHS, JO3BOJISIIOYM OpraHi3amisim
BU3HAYMUTH JIIEH31l, M0 HEJOCTaTHHO BUKOPHUCTOBYIOTHCS, Ta OINTHUMIi3yBaTH
BUTPATHU Ha MPOrpaMHe 3a0€3MCUCHHS;

— HaJlae PyHKIIOHAN JIJIsi BIJICTEKEHHSI BUKOHAHHS OPraHi3alli€l0 yMOB
TIEH31HHOT YTOJIH.

Henomniku:

— CKJIQJHE 3ampOBA/DKEHHS 1 HaJIAIITYyBaHHSA, MOTPeOye BUALICHHS
3HAYHUX PECYPCIB Ta €KCIIEPTU3H;

— BHCOKA BAapTICTh PIIIEHHS, MOPIBHSHO BaplaHTaMH KOHKYpPEHTaMH,

0COOJIMBO ISl MaJIUX OpraHizaliii 3 0OMeKCHUMU OI0KETaMH.

1.3.3 Sentinel RMS

Sentinel RMS (cucrema kepyBanns goctynamu) Bij Thales — 1e rayuke
pILIEHHST [Ji1 KEpyBaHHS JILEH3ISIMU, SIKe MIATPUMYE PI3HOMAHITHI MOZENI
JineH3yBaHHs. lle 103Bojsie mMoOcTayaqbHUKAM TMPOTPaMHOrO  3a0e3rneueHHs

KOHTPOJIIOBATH, KEPYyBAaTH Ta KOHTPOJIOBATH BUKOPUCTAHHSI JIIIICH31M.

Apk.
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IlepeBaru:

— HIATPUMYE IIUPOKHUI CIIEKTP MOJEIIEH JIIIEH3YBAaHHs, 110 3a0e3neuye
THYYKICTb JJI TOCTa4aJIbHUKIB MPOTpaMHOro 3a0e3MeyeHHs. ;

— MPOIOHYE PO3IIUPEHI MEXaHI3MU KOHTPOJIIO JIIeH31H, 11100 3arno0irTu
HECaHKI[I0HOBAHOMY BUKOPHUCTAHHIO;

— 3a0e3mnedy€e MOKIIMBICTh BIJICTE)KCHHS BUKOPHCTAHHS Ta IMATOTOBKH
3BITIB JIJII KOHTPOJIIO BUKOPUCTAHHS JIIIICH31H.

Henomiku:

— BUMara€ TJIMOOKMX TEXHIYHUX HABUYOK JUISI BIPOBAKEHHS Ta
HaJIalUTYBAaHHS;

— BAKKUI Ta OOMEXEHUH, y TNOpIBHAHHI 3 IHIIMMU PIIICHHSIMHU,

nporpamMHuil iHTepdeiic Ta inTepdeiic KopucTyBaya.

1.3.4 Open LM

OpenLM — 11e pitieHHs A1 KepyBaHHS JIIEH315IMU, PO3pOOJICHE CTIeIiaIbHO
JUIsL OpraHi3ailiii, 1o 3aliMarThCs PO3pOOKOI0 MporpaMHOro 3ade3nedyeHHs. Bix
JIOTIOMarae KepyBaTd Ta ONTHUMI3yBaTH JIIEH311 Ha MporpamMHe 3a0e3nedyeHHs Bijl
PI3HMX MOCTAYaJIbHMKIB, BIJCTEKYBaTH BUKOPUCTAHHS JILEH31H 1 3a0e3neunTu
BUKOHAHHS JIIIIEH31MHOI 3rOIH.

IIepeBarn:

— CrieliaJIbHO PO3pOOJICHU CepBiC I 1HXKEHEPIB Ta opraHizaiii, ski
3alMaroOThCA PO3POOKOI0 MPOrPaMHOrO 3a0€3MEUYeHHS, BPaxXyBYIOUH iX YHIKaJIbHI
noTpedu y JEH3yBaHHI.;

— Hajae QyHKIIIT )11 MOHITOPUHTY, ONITUMI3aIlil BUKOPUCTAHHS JIIIEH31H
Ta JJIsi KEPYBAaHHS BUKOHAHHSM JIIIEH31MHOT 3r0/u;

— OIATPUMY€E IHTErPALil0 3 PI3SHUMHU MMOCTAYaJIbHUKAMHU MPOTrPamMHOro
3a0€3MeUYCHHSI Ta MEHEKEpaMU JIICH31H.

Henomnixu:

— BUMara€ TJIMOOKWX TEXHIYHMX HABUYOK JIJI1 HAJAITYBaHHS Ta

I ITPUMKH;

Apk.
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— oOMexeHa MIATPUMKAa HEIHKEHEPHUX Taly3edl  ImporpaMHOro
3a0€e31eUeHHS;
— HEOOXITHICTh BEITUKOI KUTBKOCTI JOJATKOBUX HaJaIITyBaHb a0 IS

BUKOPHUCTAHHSA PO3IIMPEHUX (QYHKITIH.

1.3.5 Keygen

Keygen — nie xmapHa 1miatdopma KepyBaHHS JIEH31IMHU, sika Hajgae API ta
IHCTPYMEHTH JJIs1 CTBOPEHHS, aKTUBAIlll Ta KEpyBaHHs JilleH31sMHU. Bin mpomnonye
THYYKl MOJEJNI JIIeH3yBaHHA Ta (YHKIII JJI1 MOCTAaYaJIbHUKIB IMPOrPaMHOTO
3a0€3MeUeHHs /11 KOHTPOJIIO Ta BIJICTEKEHHSI ICHYIOUUX JIIICH31H.

IlepeBaru:

— XMapHa TuiaTgopMa 3 PO3LIUPEHUM IporpaMHUM iHTepdeiicoMm Ta
1HCTPYMEHTaMH JIETKO1 1HTerpanii;

— THYYKICTh HaJIAIITYBaHHS MOJIEJICH JIIIICH3yBaHHS;

— PO3pOOHHMKO-OPIEHTOBHUH MIIX1/ Ta BEJIUKA JIOKYMEHTAITIS.

Henomniku:

— XMapHe PillIeHHs TOoTpedye CTabUIbHOTO MIAKIIOYEHHS 0 MEepexi
IHTEpHET ISl aKTUBALlIT Ta KEPYBaHHS JIILICH31SIMU;

— JesiK1 opraHizailii MOXKyTb BIJJJaBaTH NiepeBary JOKaJIbHUM 0azam Jjist

3a0e3MnedeHHsI OUTBIIOTO PiBHS OE3MEKH.

Apk.
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Tabmuns 1.1 — IopiBHsuUTbHA TaOTUITS

KpuTepiii FlexNet Sentinel RMS Open LM Keygen Bmacue

pllIEHHS

[ina BHCOKA cepeHs cepelHd  HU3bKa  HU3bKa

Posroprtka HIBUJIKA JIOBTa JIOBra MIBUJKA  IIBUJKA
Po3mmpenns - - - + +

CrabinpHICT ~ BHCOKa BHUCOKA CepelHd  CcepeaHss  BUCOKa
[Tporpamunit - - + + +

iHTEepdeiic

Takum yuHOM, HaAMOUTBII OJNM3BKUM 3a 3MICTOM Ta (YHKIIOHAJIOM €

3acTocyHOK Keygen, sIKuii TaKOX BUKOPUCTOBY€E XMapHi CEPBICH Ta apXiTEKTYypy.

1.4 Anaii3z BUMOT JI0 MPOTPAMHOTO 3a0€3MeUeHHS

[Ticas mpoBeaeHOTO aHai3y, HA BAKOHAHHS J1aHOT pOOOTH OYJI0 MOCTaBJICHO
3aBJaHHS peali3yBaTd 1HTETPOBAHUN MOJYJb, JIETKO MAacIITa0OBaHUN Ta JIETKO
pPO3rOopTyBaHUI MOJIYJIb 31 3pyYHUM MPOTPAMHUM IHTEphercoM.

JlaHnii MPOAYKT MOBUHEH TAKUM BUMOTaM:

- XMapHa MIKpOCepBiCHa apXiTEeKTypa,

- KpOCIIaTQOPMHICTh

- JIETKa MacIITa0OBaHICTD,

- IIBUIKA Ta 3py4YHAa PO3TOPTKA ISt Oy Ab-SIKOTO TIPOEKTY;

- HH3bKa 3B’ A3HICTh KOMITOHEHTIB;

- PO3UIMPEHUIA TPOTpaMHUi 1HTEpdEIiC;

- MOKJIUBICTh 1HTETPyBaHHS KOPUCTYBAYiB 31 CTOPOHHIM CEpPBiCaMH;

- THYYKICTh Y pe/laryBaHHi;

- MO>KJIMBICTH 1HTerpanii yepe3s HTTP.

Jliarpama BapiaHTiB BUKOPUCTaHHS Npe/iCTaBlieHa y rpadiyHOMY JOJATKY.

KMI.IT-84823.045440.02.81

BmiH] Apk. N2 sokym. Nign. [Jarta.




B Ttabmuusx 1.2 — 1.25 HaBeneHi BapiaHTH BHUKOPHCTAHHS MPOTPaMHOTO

3a0€e3IeYeHHS.

Tabmums 1.2 — Bapiant Bukopuctanns UC-1

Use case name | Get License by ID

Use case ID UC-01

Goals Otpumaru cyTHICTB JileH3ii 3a i [D
Actors User

Trigger KopuctyBau 6akae meperisiHyT! JIEH3110

Pre-conditions

Flow of Events

KopuctyBau pobuth 3amut g0 License API ta Bkasye ID
HeoOX1THOT oMYy JIIeH31].

Extension

VY Bumanky BBeneHHs ID y HekopekTHOMY ¢opmari, TO BOHO
M1JICBIYYE€THCS YEPBOHUM 1 3aIUT HE CTBOPIOETHCS.

Post-Condition

API poOuTh 3anuT 10 BIAMOBIAHOTO CXOBHUIIIA.

Tabmums 1.3 — Bapiant Bukopuctanus UC-2

Use case name

Delete License

Use case ID UC-02

Goals Bupanutu cyTHICTb dineHsii 3a i ID
Actors User

Trigger KopucrtyBau 6akae BUIATUTH JIICH3IIO

Pre-conditions

Flow of Events

KopuctyBau pobuth 3amut 10 License APl Ta Bkazye ID
HeoOX1/1HOT HOMY JIIEeH3Ii.

Extension

VY Bunanky BBeaeHHs ID y HekopekTHOMY (opmari, TO BOHO
M1JICBIYYETHCS] YUEPBOHUM 1 3aITUT HE CTBOPIOETHCS.

Post-Condition

API mepeBipsie, un iCHye I JiIEH31s, Ta POOUTH 3aMUT [0
BIJIMOBITHOTO CXOBHIIIA.

Tabmuus 1.4 — BapianT Bukopuctanus UC-3

Use case name | Update license
Use case ID UC-03
Goals OHOBUTH CYTHICTb JIILIEH311
Actors User
Trigger KopucrtyBau 6akae OHOBUTH JILIEH31IO
Apk.
KMI.IT-84823.045440.02.81
BmiH] Apk. N2 sokym. Nign. [Jarta. 13




[Tponosxxenns Tadbmwmmi 1.4

Pre-conditions

Flow of Events

KopucrtyBau pobuts 3anut 10 License API Ta Bka3ye CyTHICTb,
AKY HEOOX1THO 3MIHHUTH.

Extension

SIKIO JiIEeH3is OHOBIIOE MPOAYKT, HAa SIKUH MOCHIIAETHCS, TO
HajcunaeThest 3amuT 10 Products API nns mepBipku HasiBHOCTI
TaKOTO MPOAYKTY.

Post-Condition

API mepeBipsie, yu ICHy€ LSl JIIEH31SA, Ta POOUTH 3aMHUT 0
BiJIITOBITHOTO CXOBHIIIA.

Tabmuusg 1.5 — BapianT Bukopucranus UC-4

Use case name

Create License

Use case ID UC-04

Goals CTBOpPUTH CYTHICTb JILEH311

Actors User

Trigger KopucrtyBau 6akae CTBOPUTH JIILIEH3110

Pre-conditions

Flow of Events

KopuctyBau pobuth 3amut 10 License API, Bkazytoum ID
MPOAYKTY Ta mapaMmeTpu JiueHsii. Haacwiaerbcs 3anmuT 10
Products API, 3a1y1s1 nepeBipku iICHYBaHHSI TAKOTO MPOTYKTY.

Extension

Post-Condition

API poOuTh 3amut 10 BIAMOBIAHOTO CXOBHIIIA.

Tabmuus 1.6 — BapianTt Bukopuctanus UC-5

Use case name | Check if product exists

Use case ID UC-05

Goals [lepeBipuTH ICHYBaHHS IPOAYKTY

Actors User

Trigger KopuctyBau 6akae mepeBipuTH iCHYBaHHS IPOAYKTY

Pre-conditions

KopuctyBau HaMara€eTbCcsi CTBOPUTH YU OHOBUTH JIIEH3110

Flow of Events

3anut Haacuwiaetbes Ha Products API

Extension

Post-Condition

Products API inentudikye icHyBaHHS TaKOTO IPOAYKTY

KMI.IT-84823.045440.02.81

B3MiH,

Apk. Ne gokym.

Mian. [JaTa.

Apk.
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Tabnuns 1.7 — Bapiant Bukopuctanusa UC-6

Use case name

Check if license exists

Use case ID UC-06

Goals [lepeBipuTH icHYBaHHS JIIEH311

Actors User

Trigger KopuctyBau 6axkae mepeBipuTH iCHYBaHHS JIILIEH311

Pre-conditions

KopucTtyBau HamaraeTscsi BUJAIUTH JTIIIEH3110

Flow of Events

Jlo cxoBuIIa HAJCUIAETHCS 3aIIUT HA OTPUMAaHHS JIIIEH311

Extension

Post-Condition

License API inentudikye icHyBaHHS Takoi JiIeH311

Tabmuug 1.8 — Bapiant Bukopuctanus UC-7

Use case name | Get user by UUID

Use case ID UcC-07

Goals OTpumaru CyTHICTh KOpUCTyBaya

Actors User

Trigger KopuctyBau 6axae 3HaiiTi npodiib B cuctemi

Pre-conditions

Flow of Events

HapncwumaeTscst 3amuT 10 IHTETPOBAHOTO CTOPOHHBOTO CEPBiCY
00poOKHM KOPUCTYBaYiB

Extension

Post-Condition

CropoHHill cepBiC MOBEPTAE CYTHICTh, SIKIIIO TaKa ICHYE

Tabmuusg 1.9 — BapianT Bukopuctanus UC-8

Use case name

Create user

Use case ID UC-08

Goals CTBOpPUTH HOBOTO KOPUCTYBaua B CUCTEMI

Actors User

Trigger KopucryBau 6axae CTBOPUTH HOBUI MPO1IIb B CUCTEMI

Pre-conditions

Flow of Events

['enepyeThcsi 3amuT HA CTBOPEHHS HOBOTO KOPHCTyBada Ta
HajzcwIaeTbes 10 SNS Tomiky.

Extension

Post-Condition

SNS orpumye HOBHII 3amuC.

KMI.IT-84823.045440.02.81

B3MiH,

Apk. Ne gokym.

Mian. [JaTa.
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Tabmums 1.10 — BapianT Bukopucranas UC-9

Use case name | Update user

Use case ID UC-09

Goals OHOBUTH KOPUCTYBaya B CUCTEMI

Actors User

Trigger KopuctyBau 6akae oHOBUTH MPOdiib B CUCTEMI

Pre-conditions

Flow of Events

FeHepyeTLc;I 3aIIiT Ha OHOBJICHHA TAa HAACHJIAETLCA J0 SNS.

Extension

Post-Condition

SNS oTpumMye HOBUI 3amuC.

Tabmums 1.11 — BapianT Bukopucranus UC-10

Use case name

Delete user

Use case ID UC-10

Goals Bunanuty kopructyBada 3 CHCTEMH

Actors User

Trigger KopucrtyBau 6axae BugainTu npodiib 3 CUCTEMU

Pre-conditions

Flow of Events

I'enepyeThcs 3anUT HAa BUIAJICHHS] KOPUCTYBavya Ta HAJACUIAEThCS
10 SNS ToriKy.

Extension

Post-Condition

SNS orpumye HOBHMII 3amuC.

Tabmuus 1.12 — Bapiant Bukopuctanas UC-11

Use case name

Push to SNS Topic

Use case ID UC-11

Goals Hanicnatu nosimomnennst 1o SNS tomiky

Actors User

Trigger Cucrema Hamaraerbcs HaJICIaTH 3alUT MPO CTBOPEHHA,

OHOBJICHHS Y1 BUIOAJICHHA KOPHUCTYBada

Pre-conditions

KopuctyBau HaMara€TbCsi CTBOPHTH, OHOBUTH YH BHUIAIHTH
npodisnb

Flow of Events

Cucrema po3sminrye 3anmut y SNS cepBici

Extension

Post-Condition

SNS 06po0:atoe Ta 30epirae HOBHIA 3aruc

KMI.IT-84823.045440.02.81

B3MiH,

Apk. Ne gokym.

Mian. [JaTa.
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Tabmums 1.13 — BapianT Bukopucranus UC-12

Use case name

Send to SQS subscribers

Use case ID UC-12

Goals Hanicnaru 3anuT BCiM MiAMCaHUM cepBicam

Actors User

Trigger Cucrema Hajacuiae 30epekeHUI 3alHUT yCIM MIAMHCAHUM Ha

SNS yepram

Pre-conditions

KopucTtyBau HamaraeTbCs CTBOPWUTH, OHOBUTH YW BUIAIUTH
npodiiab

Flow of Events

SNS 06po06ito€e Ta 30epirae HOBUM 3amuc

Extension

Post-Condition

SNS Hajcuiae 3anuT yciM MiANMKCAaHUM Ha HET cepBicam

Tabmurs 1.14 — BapianT Bukopucranus UC-13

Use case name

Get message from queue

Use case ID UC-13

Goals OTpumaru 3anuT Npo 3MIHY KOPUCTyBaya

Actors User

Trigger Cepgic orpumaB SQS noigomiieHHs BiJ SNS Tomiky

Pre-conditions

KopuctyBau Hamara€eTbCsi CTBOPUTH, OHOBUTH YU BUIAIUTH
npodisib

Flow of Events

SNS 06po0:atoe Ta 30epirae HOBHI 3amuc

Extension

Skmro cran Circuit Breaker’a:

- “BIOKpUTHIM” — TMOBIJIOMJICHHSI TOBEPTAEThCS Ha3ald Y
4epry;

- “3aKpuUTHI” — IOBIJOMJICHHS BIJIIIPABIISETHCS HA 0OPOOKY

- “HamiBBIIKPUTUN’ — CEpPBIC HAMAra€ThCs OMPAIIOBATH

MOBIJIOMJIEHHSI. Y pa3l HeBladl CTaH MEpPeXOIuTh ¥y

“BIIKpUTUIA”, y pa3l yCHIXY — Y “3aKpUTHI”

Post-Condition

3anut y SQS uep3i 00pobieHo

Tabmuug 1.15 — Bapiant Bukopuctanus UC-14

Use case name

Process message

Use case ID

UC-14

KMI.IT-84823.045440.02.81
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[Tponosxenns Tadbmmmi 1.15

Goals OO0poOUTH 3anuT 3 Yepru
Actors User
Trigger Cucrema 1o iHTerparii KOpUCTyBadiB 34UTy€e 1HPOPMALIIIO PO

3aI1uT

Pre-conditions

KopucTtyBau HamMaraetbCss CTBOPWUTH, OHOBUTH YU BUIAIUTH
npodiiab

Flow of Events

Cucrema HTETpy€e KOpHUCTyBaya 31 CTOPOHHIM CEpBiCOM

Extension

SIKIITO KIMBKICTh HECTAJIMX IIOMHJIOK OlNIbIIIEe, HiJK 3aJaHUH JIIMIT,
to cran Circuit Breaker’a mepexomuth y “BimkpuTwii” Ha Yac
TaiiMayTy, a ITOB1IOMJICHHS ITOBEPTAETHCS 0 YSPTH

Post-Condition

FO3ep ycminiHo iHTErpoOBaHUMN y CTOPOHHIN CEpBIC

Tabnuusg 1.16 — Bapiant Bukopucranas UC-15

Use case name | Open

Use case ID UC-15

Goals Ilepesectu Circuit Breaker y “Bigkputuii” ctan
Actors User

Trigger Cucrema npopaxoBye HoBuii craryc Circuit Breaker’a

Pre-conditions

KinpkicTh HeCTaIuX TOMHUIIOK O1IBIIIE 32 JIIMIT, HEB/a1a 00poOKa
3aMMTy y “HaIiBBIIKPUTOMY  CTaH1

Flow of Events

Cepsic BuMHuKae mianucky Ha SQS depry Ha 4yac TaiMayTy,
MJIAHYEThCA TOBIIOMJICHHSI TIPO TEepexiJ CTaHy MICIs Yacy
TauMayTy

Extension

Akmo mANMUCKy BXE BUMKHEHO, a00 TIIOBIIOMIICHHS BXKE
3aryIaHOBAHO, TO 11 J1ii HE BUKOHYIOTHCS

Post-Condition

Cran Circuit Breaker nepexoquts y “BiakpUTHA”

Tabmuus 1.17 — BapiaaT Bukopuctanas UC-16

Use case name | Half Open

Use case ID UC-16

Goals ITepesectu Circuit Breaker y “HamiBBinkputuii” cTan
Actors User

Trigger Cucrema npopaxoBye HoBuii craryc Circuit Breaker’a

Pre-conditions

CepBic oTpuMaB CUCTEMHE MTOBIJJOMJIEHHS PO 3MIHY CTaHy

KMI.IT-84823.045440.02.81
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[Tponosxenus Tadbmmmi 1.17

Flow of Events

CepBic HaMaraeTbcs OINpPAIIOBaTH OJHE MOBIAOMIICHHS 3 YE€prH,
y pa3i HeBAa4l CTaH MEPEXOAUTh y “BIIKPUTHIL’; y pa3l yCIixy
CTaH NEPEXOAUTH Y “3aKpUTHIA”

Extension

Km0 mMAMUCKYy BXE BUMKHEHO, a00 TIOBIJOMIICHHS BXKE
3aIuIaHOBAHO, TO 111 Jii He BUKOHYIOThCS

Post-Condition

Cran Circuit Breaker nepexoauTs y “HamiBBIIAKpUTHI™

Tabmuug 1.18 — BapianT Bukopuctanus UC-17

Use case name | Get Product

Use case [D UcC-17

Goals OTpumaTu CyTHICTb TPOAYKTY

Actors User

Trigger KopucryBau 6axae oTpuMaTu mpoayKT

Pre-conditions

Flow of Events

API sagcuinae BiADOBIAHUN 3aIIUT 10 CUCTEMU

Extension

Post-Condition

CucreMa oTpuMara 3aluT Mpo MOUIYK IPOLYKTY

Tabmuus 1.19 — Bapiant Bukopuctanas UC-18

Use case name | Delete Product

Use case ID UC-18

Goals Bupanutu cyTHICTh NPOAYKTY

Actors User

Trigger KopucrtyBau 6akae BUIAIATH TTPOIYKT

Pre-conditions

Flow of Events

API sagcuinae BiInOBIAHHUN 3a0UT 10 CUCTEMU

Extension

Post-Condition

Cucrema oTpumana 3anuT Npo BUAAICHHS MPOAYKTY

Tabmuusg 1.20 — Bapiant Bukopucranas UC-19

Use case name

Create Product

Use case ID UC-19
Goals CTBOpPUTH CYTHICTh MPOIYKTY
Apk.
KMI.IT-84823.045440.02.81
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[Tponosxenus Tadmmmi 1.20

Actors

User

Trigger

KopuctyBau 6axae CTBOPUTH MPOTYKT

Pre-conditions

Flow of Events

API sagcuitae BIIOOBIAHUN 3aIIUT 10 CUCTEMU

Extension

Post-Condition

Cucrema oTpuMalia 3amuT MNpo CTBOPEHHS NPOAYKTY

Tabmuusg 1.21 — Bapiant Bukopucranas UC-20

Use case name | Update Product

Use case ID UC-20

Goals OHOBUTH CYTHICTb MPOYKTY

Actors User

Trigger KopucrtyBau 6axae OHOBUTH IPOAYKT

Pre-conditions

Flow of Events

API sagcuinae BiADOBIAHUN 3aIIUT 10 CUCTEMU

Extension

Post-Condition

Cucrema OTpHUMaAJia 3aIIUT IIPO OHOBJICHHA IIPOAYKTY

Tabmuus 1.22 — Bapiant Bukopuctanas UC-21

Use case name

Get Product Entitlement

Use case ID UC-21

Goals CtBOpUTH MpaBa HA MPOIYKT

Actors User

Trigger KopucrtyBau 6akae CTBOPUTH MpaBa Ha MPOTYKT

Pre-conditions

Flow of Events

Cucrema 1rykae JileH3ito, MpaBa Ha Ky HAMara€TbCsi CTBOPUTHU
KOPHUCTYBay, IIyKa€ MOB’A3aHUHN 3 HEIO MPOIYKT Ta 3aBaHTAXKY€
BimmoBigH1 feranmi. [loTim, mepeBipse YW IiCHye TakKuil
KOPUCTYBau, 3aBaHTaXye€ JeTalll KOpPHUCTyBauya Ta CTBOPIOE

BINOBIIHY CYTHICTh. CyTHICTh HaJICHJIA€THCS 10 CUCTEMHU

Extension

Akmio mineHsii, MpoayKTa YW KOPHCTyBaya HE ICHY€, TO
MOBEPTAETHCS TOMUJIKA

Post-Condition

Cucrema oTpumaa 3amuT Mpo CTBOPEHHS MTpaBa Ha MPOAYKT

KMI.IT-84823.045440.02.81
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Tabmums 1.23 — BapianT Bukopucranus UC-22

Use case name

Update Product Entitlement

Use case ID UC-22

Goals OHOBUTH IpaBa Ha MPOIYKT

Actors User

Trigger KopuctyBau 6akae OHOBUTH MPaBO HA MPOAYKT

Pre-conditions

Flow of Events

SKIII0 OHOBITIOETHCS JIIIEH31S, TO CUCTeMa TepeBipse i, mIykae
OB’ sI3aHUN 3 HEIO MPOJYKT Ta 3aBaHTAXY€E BIATMOBIIHI JACTall.
[ToTim, mepeBipsie 4d ICHYE€ TaKUil KOPUCTYBay, 3aBaHTAXKYE
JeTajal KOpUCTyBa4ya Ta CTBOPIOE BIANOBIAHY CyTHICTh. CyTHICTb
HAJICUJIAE€THCS 10 CUCTEMU

Extension

Sxmo mineHsii, MNPOIyKTa YW KOPUCTyBaya HE ICHYE, TO
MOBEPTAETHCS IOMUJIIKA

Post-Condition

CucreMa oTpumara 3aruT Mpo MOUIYK TPOIYKTY

Tabnuusa 1.24 — Bapiant Bukopuctanas UC-23

Use case name

Get Product Entitlement

Use case ID UC-23

Goals OTtpumaru npasa Ha IPOAYKT

Actors User

Trigger KopucrtyBau 6axkae oTpumaru CyTHICTh TIpaBa Ha MPOIYKT

Pre-conditions

Flow of Events

API sagcuinae BiIOOBIAHUN 3a0UT 10 CUCTEMU

Extension

Post-Condition

CucreMa oTprmala 3arur Mpo NOIIYK MpaBa HA TPOIYKT

Tabmums 1.25 — BapianT Bukopucranus UC-24

Use case name

Delete Product Entitlement

Use case ID UC-24

Goals Bupanutu npaBa Ha NIpOAYKT

Actors User

Trigger KopuctyBau 6akae BUanuTH CyTHICTh MpaBa Ha MPOIYKT

Pre-conditions

Flow of Events

API Haxcuitae BIAIIOBIAHUN 3aIIUT 10 CUCTEMU

KMI.IT-84823.045440.02.81

B3MiH,

Apk. Ne gokym.

Mian. [JaTa.

Apk.
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[Tponosxenns Tadbmmi 1.25

Extension -

Post-Condition | Cuctema oTpumana 3amnuT Ipo BUAAJIICHHS IPpaBa Ha MPOILYKT

1.4.1 Po3pob6nenHs QyHKIIIOHATBHUX BUMOT

OyHKITIOHAIBHI BUMOTH CEPBICY MpeCTaBIeHO y Tabmuipix: 1.25 — 1.34

Tabmuig 1.25 — dynkuionanbHa BuMora FR-1

Hasga | 3mina minensii

Onuc | KopuctyBad Moxe CTBOPIOBATH, BUJIAJISITH Ta 3MIHIOBATH JIIIIEH311

Tabmuis 1.26 — OynkionansHa Bumora FR-2

Ha3Ba | 3miHa npomykry

Omnuc KOpI/ICTYBa‘-I MOKC CTBOPIOBATHU, BUAAJIATH Ta 3MIHIOBaTH IMIPOAYKTH

Tabmuusg 1.27 — OynkuionansHa Bumora FR-3

Ha3pa | 3mina npodinato kopucTyBaua

Onuc | KopuctyBady Mo)k€ CTBOPIOBATH, BUJAJSATH Ta 3MIHIOBAaTU MPOQLIl

KOpUCTyBaya

Tabmuug 1.28 — dynkuionansHa Bumora FR-4

Ha3Ba | 3miHa npaBa Ha MPOIYKTY

Onuc | KopuctyBad Moxe CTBOPIOBATH, BUIAISATH Ta 3MIHIOBAaTH TpaBa Ha

MIPOYKT

Tabmuns 1.29 — OynkiionansHa Bumora FR-5

Ha3Ba | Interpaiiisi kopucTyBayiB

Onuc | CucreMa MOBMHHA IHTErPYyBaTH KOPUCTYBAYiB 31 CTOPOHHIM CEpBICOM

KMI.IT-84823.045440.02.81

B3MiH,

Apk.

Ne gokym. Mian. [JaTa.

Apk.
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Tabmuis 1.30 — @ynkiionansHa Bumora FR-6

Hassa | BizMOBOCTIHKICTE

Onuc | Cucrema mnoBHHHA 30epiraTd HeEBAAJIO OOpOOJEHI 3aMUTU MO 3MiHi

KOpPHUCTYBa4iB

Ta6mug 1.31 — dynkiionansHa BuMora FR-7

Hazpa | OTpumanHs minens3ii

Onuc | KopuctyBay Moxe OTpUMyBaTH JILEH311

Tabmuis 1.32 — @ynkiionansHa Bumora FR-8

HazBa | OTpumaHHs IPOAYKTY

Onuc | KopuctyBau MOke OTpUMYBATH MPOAYKTH

Tabmuusg 1.33 — OynkuionansHa Bumora FR-9

Ha3Ba | OTrpumanns npodisis kopuctyBada

Onuc | KopuctyBad Moxe OTpUMyBaTH MpoQiiai KOPUCTYBaYiB

Tabmuus 1.34 — OynkionansHa Bumora FR-10

Haszga | OTpumaHHs npaB HAa TPOLYKT

Omunc | KopuctyBau MOKe OTpUMYBATH IPaBa HA MPOAYKT

Ha pucynky 1.1 npencraBieHa MaTpuiisi TpaCyBaHHS BUMOT.

KMI.IT-84823.045440.02.81

BmiH] Apk. N2 sokym. Nign. [Jarta.




FR-1 |[FR-2 |FR-3 |FR-4 |FR-5 |FR-6 |FR-7 |FR-8 |FR-9 |FR-10
uC-01 +

UC-02 '
uC-03 '
uC-04 '
uc-05 ! '

UC-06 ' '

uc-07 !
uC-08 |

uC-09 !

UC-10 |

uC-11 | 4

UC-12 ! !

uc-13 ! !

UC-14 ' '

uc-15 !

UC-16 '

uc-17 :

uC-18 |

uC-19 !

UC-20 !

uc-21 !

uC-22 !

uc-23 '
uc-24 !

Pucynox 1.1 — Marpuus TpacyBaHHSI BUMOT

1.4.2 Po3pob6nenHs HedyHKIIOHATBHUX BUMOT

[Iporpama noBuHHA BIAMOBIAATH TaKUM HEe(DYHKITIOHAIbHUM BUMOTAM

— J0JIaTOK HE Ma€e BUKOPUCTOBYBATH (PI3MUHHUX PECYPCIB, a TOMY Mae
3HaXOJUTUCS Y XMapHUX CepBicax;

— iH(ppacTpykTypa Mae OyTu onucana 3a gornomoroto 1aC iHCTpyMeHTIB;

— HasBHicTe CI/CD maiimumaiiHy s IIBHJAKOI  PO3TOPTKHA  Ta
HaJallTyBaHHS;

- yac BIJIMOBI1 HE TOBUHEH MEPEBUIIyBaTU | CEKYHIY;

— JOJaTOK TIOBUHEH CTBOpIOBATH, 30epiraTd Ta MaHIMyJIOBaTU

JIEH315IMU TTPOYKTIB;

Apk.

KMI.IT-84823.045440.02.81
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— mporpamMHe 3a0e3medeHHs Mae OyTH JIETKO  MacimTabOBaHUM,
KOMITOHEHTH JIETKO 3aMiHEH];

— €JIEMEHTH TMpOrpaMH TOBHHHI MAaTH JHUIIE€ TOW JIOCTYM, SIKHA
HEoOX1MHUMN A1 QYyHKI[IOHYBaHHS;

— yC1 TIOMUJIKK MaloTh OyTH MepeXoruieH1 Ta 00poOJIeHi,

— CHCTEMa Mae€ BIAMNOBIIaTH YCIM YMHHUM 3aKOHAM 1 HOpMaM;

— HASIBHICTh PO3IIMPEHOT TOKYMEHTAIlli Ta MEXaH13My JIOTyBaHHS.

1.5 IToctanoBka 3axaui

PoGota Hajm nomatkoM — CTBOpPEHHS YHI(IKOBAaHOrO IIA0JOHY XMapHOIO
cepBicy, Ikl OyJie BIJIMOBIAATH 3a B3aEMO/III0 MIDK KOPHUCTYBauaMH Ta JILECH31IMH,
BUPIMINUTU NPOOJIEMY MAcIITaOOBAHOCTI TaKOTO 3aCTOCYHKY Ta BUKOPUCTaHHS Ha
BCIX CyYaCHHX OINEpalliHUX CUCTEMAX.

Jig Toro, mo0 JOCATTH AAHOTO pe3ysbTary, Oyjlo MOCTAaBJIEHO HACTYIIHI
3a1a4il:

— pPO3pOOUTH MEXaHI3M ABTOMATHYHOI'O BIJHOBJICHHS CHUCTEMHU Y pasl
30010 third-party cucremy;

— PO3pOOUTH MEXaH13M IHTErpallii 3aCTOCYHKY 31 CTOPOHHIMU CepBicamu;

- cuctemMa Mae 30epiraTd, CTBOPIOBaTH, OHOBJIIOBATH Ta BUIAISTH
KOPHUCTYBauiB,

- cuctemMa Mmae 30epiraTd, CTBOPIOBaTH, OHOBJIIOBATH Ta BUIAISTH

MPOTYKTH;

- cucTeMa Mae 30epiraTd, CTBOPIOBaTH, OHOBIIIOBATH Ta BHUIAISATH
JILEH3IT;

- peanizyBatu CI/CD mexaHi3m i IMIBHAKOI Ta 3pY4YHOI PO3TOPTKU
3aCTOCYHKY.

Jlns1 cepBicy OyJio TOCTaBJIEHO HACTYITHI BUMOTH:
- MO>KJIUBICTh IIBUKOTO Ta 3PYYHOIO 3B 53Ky JaHI MK KOPHCTyBadeM
Ta 3aCTOCYHKOM;

- Jerka MacmTabOoBaHICTh MPOEKTY;

Apk.

KMI.IT-84823.045440.02.81

B3MiH,
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25




- 3py4Ha po3ropTka 0e3 moTpedu y BeIMKii KOMaH I pO3POOHUKIB,;

- BIJIMOBIAHICT, 32 KEpPYyBaHHS JIIEH31SIMU MPOAYKTIB YH TOCIYT
KOpHCTYyBava.

KinneBa nmporpama moBMHHa BUKOHYBaTH BCl JaHi MyHKTH Ta peai3yBaTu
yBeCh BAMOBITHUYN (GyHKITIOHAN. BOHAa MOBMHHA pearyBaTH Ha Jii KOpUCTyBaya Ta

BIJIITOBIIATH 3aJaHUM BUMOTaM.

BucHoBku 10 po3ainy

VY upomy po3aini Oyina BU3HaueHa MpeIMEeTHA 00J1acTh TEMHU, TPOBEACHUIM Ti
3MICTOBHMI OITUC Ta aHaJI13, BU3HAYEH] (PYHKI[10HAJIbHI 1 HE(PYHKIIOHATbH1 BUMOTH.

byno Bu3HaueHO TOBHUI CTEK TEXHOJIOTIM HAIIOTO MPOEKTY: XMapHHMA
3aCTOCYHOK 3 BUKopucTanusM Amazon Web Services, mikpo cepBicHa apXiTeKTypa
Ha tuiatgopmi .NET (C#) ta Bukopuctanusm Terraform i Jenkins y sixocti CI/CD
IHCTPYMEHTIB.

AHaJli3 ICHYIOUMX pIIIEHb MOKa3aB, 110 aHaJIoraM HE BUCTaya€e CTaOlIbHOCTI,
aJIeKBATHOI I[IHOBOI MOJITUKH Ta 1HCTPYMEHTIB PO3POOHMKA JJIA IHTETPYBAaHHS 1
po3mupeHHst Moy iB. ['onoBHI ¢GyHKIIIT 3aCTOCYHKY OyJM BUHECEH1 y Jiarpamy

BUKOPHUCTAaHHA.

Apk.
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2 MOAEJIOBAHHSA TA KOHCTPYIOBAHHA
ITPOI'PAMHOI'O 3ABE3IIEYEHHSA

2.1 MonemnmtoBaHHS Ta aHAII3 IPOTPAMHOTO 3a0€3MeYCHHS

OcHOBHOIO 3ajayer0 TijJ Yac PO3POOKM MPOrPaMHOrO0 MOAYJS CTayo
BUPIIICHHS MPOOJEeMH IHTErpalii KOMIIOHEHTIB CEepBiCY 3 IHIIUM MPOrpaMHUM
3a0e3reyeHHsIM Ta ctopoHHiME (third-party) cepBicamu. Y 3B’s3Ky 3 THM, IO
poboTa 1MX CEepBICIB HE 3alieKUTh BiJ Mpaie3gaTHOCTI MOMIYJIA, HEO0OXiTHO
pO3pOOUTH MeXaHI3M, SKHM OyJe KOHTPOJIOBAaTH JOCTYIHICTh HU3XIJHUX
(downstream) cepgiciB. Y sSKOCTi BUpIIICHHs OyB 00paHuil apXiTeKTypHHUI aTepH
Circuit Breaker (mam — mepeMukad) Ta peajiizoBaHo uis BukopuctanHs AWS
kommoHeHTiB. Circuit Breaker — 1ie maTepH mpoeKTyBaHHSI, SIKHI 3aCTOCOBYETHCS B
PO3MOAUIEHUX CHUCTEMax JUIsi KepyBaHHA 300iB 1 TMOMMJIOK Y B3a€MOJIT MIXK
KOMITOHEeHTaMu. | 0JIoBHA MeTa — 3a0€3IeUUTH CTAaOUILHICTD 1 HAMIMHICTh CUCTEMH
IUIIXOM 3HIDKEHHS BIUIMBY 300iB B OJIHINM 4acTUHI cucTeMu Ha iHmil. [lepemukau
Oyne 60KyBaT 00pOOKY MOBIIOMJICHB Ha Yac, 3aJJaHui TapaMeTpoM TalM-ayT.

OCHOBHI TPUYUHHM 3aCTOCYBAaHHS MMaTEPHY IMEPEMUKAY:

— 3aXMcT Big 300iB: 'y pa3l TMOMUJIKA TMEpPEeMHUKad  IIBUIKO
MEePEKIIIOYAETHCA Y "BIAKPUTUNA" CTaH, YHUKAIOYH 3aMUTIB JO HEKOPEKTHOI YaCTUHU
CUCTEMHU, HE MOITUPIOIOYN TTOMHUJIKH Ha BCIO CHUCTEMY;,

— 3MEHIIICHHsS] Yacy BIJHOBJICHHS: IIBUJKA 3MiHA CTaHy NepeMHKaya
JO3BOJISIE YHUKHYTH 3aTPUMOK, TIOB'I3aHMX 3 3alUTaMH, SKI HEMOXKIIMBO
OTIPAIlIOBATH, 1 I03BOJISIE CUCTEMI1 IIBUJIIIIE aJalITyBAaTUCH 10 30010;

— KOHTPOJIb HABAaHTAKEHHS: IMEpPEeMUKAad JO3BOJISIE KOHTPOJIIOBATH
HaBaHTAXXE€HHS Ha cucTeMy. BiH MO)Xe BCTaHOBIIIOBATH OOMEXEHHS Ha KIJIbKICTh
3aIuTIB, IO JOIIOMAarae 3ano0irTi mepeBaHTaKeHHIO,

- Jerpajiailisi 3aMiCTh BiIMOBU: 3aMiCTh TTOBHOI BIJIMOBH y BIMOBI/II Ha
3aMMTH 17 9ac 30010, IEpeMHUKay MOXKE HAJaTH abTEPHATUBHI IUIIXU 00pOOKH 3

OUTBIION 1H(POPMATUBHICTIO Ta OOMexeHOr (yHKIIoHaNbHICTIO. [le mo3BosE

Apk.
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CUCTEMI MPOJOBXKYBAaTH MPAIFOBATH, HABITh SKIIO 3 YACTUHOIO i1 KOMIIOHEHTIB
BUHUKITU TIPOOIIEMH,

— MOHITOPUHT Ta KEPYyBaHHS: NEpPEeMHKad HAJa€ I1HCTPYMEHTH IS
MOHITOPUHTY CTaHy CHCTEMH Ta BUSBJICHHS IIOMUJIOK 1 300iB, MUISIXOM peecTpartii
MOMMJIOK Ta aBTOMaTHYHUM TIEPEXO0IOM Mi’K CTaHAMH.

Ha pucynky 2.1 npeacraBiena giarpama cTaHiB IepeMHUKaYa.

Closed

entry / reset failure counter

do / if operation succeeds
return result
else
increment failure counter
return failure

exit /
Success count Failure threshold
threshold reached reached
Half-Open Open
entry / reset success counter T m;:’;:;:&mer entry / start timeout timer
<
do / if operation succeeds do / return failure
increment success counter
return result Operation failed exit /
else P

return failure

exit /

Pucynok 2.1 — Jliarpama ctaHiB nepemMukaya
JIsmOna QyHKIIISI OTpUMYE MOBIIOMIICHHS 3 UE€pPrH, Ha AKY Mianucana. SKio
CEepBIC, BiJ SIKOTO JIAMOJA 3alekUTh, HEIOCTYNMHHUMA, TO IMepeMuKad 3a0J0Kye
oOpoOKy TOBIIOMJIEHb 3aJIsi E€KOHOMIi pecypciB, dYacy Ta KOIITIB Ha
OOYHUCITIOBANIbHI MTOTYKHOCTI.
JliarpamMa TOCHIOBHOCTI pOOOTH TMepeMuKada HaBelAeHa y rpadidHux

OJaTKax.

Apk.
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2.2 ApxiTekTypa mporpaMHoOro 3a0e3rneueHHs

Po3po6itoBanuii  3acTOCYHOK OyJe BHKOPHUCTOBYBaTH MIKPO CEpBICHY
apxITEeKTypy, A€ KOKEH cepBic mpencrabieHo y Bursimi AWS namOaa QyHKIi,
SIKUH BIAMOBIZA€ 32 00pOOKY MPHUHIIUIIOBO PI3HUX CYTHOCTEH.

License Management Lambda Bukonye (yHKIIIIO 110 poOOTI 3 JIICH3IAMU Ta
MIPU3HAYEHHS X JIIEH31{ BiMOBIAHIM KOPHUCTyBadaM (CyTHICTh BJIACHOI JIIIICH311
Mae Ha3By IpaBo Ha IpoaykT). Llsg msamOpa mpartoe 3 1BoMa BiANMOBIAHUMU BJ]
tabaunsamu — Licenses ta ProductsEntitlements. Bei sioru BUKOHAaHHSA HAIXOISATh J10
BimoBiHOTO cXoBuma y AWS.

Product Management Lambda maninysroe mpoaykTaMu B CUCTEMI: CTBOPIOE,
BUJIAJISIE, OHOBIIIOE Ta MOBEPTAE AeTall BIANOBIAHUX cyTHOCTEH. s msimOa npairtoe
3 BJ] tabmuiero Products. Bci morm BHKOHAHHS HAaaXOIATh JO BIIIOBIIHOTO
cxouia y AWS.

Users Management Lambda BukoHye ¢yHKIIIFO CTBOPEHHSI KOPHCTYBadiB B
cucteMi Ta (GOpPMYBAHHSIM IMOBIIOMJIEHb MPO 3MiHY BIAMOBIIHUM CTOPOHHIM
cepBicam. Takox, 1 asaMOaa ¢yHKIS BIANOBIAA€E 3a TOBEPHEHHS JeTajieit
HEOOX1THOro cucteMi kopuctyBava. s namOna mpaimroe 3 B/l tabmuuero Users
JIUIIIEe HA 3YUTyBaHHS. BcCl Ioru BUKOHAHHS HAIXOAATh JI0 BI/IMOBITHOTO CXOBHUIIA Y
AWS.

Users Integration Lambda ctBopena asist Toro, 1100 iHTErpyBaTH KOPUCTYBaUiB
31 CTOPOHHIMU CEpBiCaMH, SIKUi B 111l poOOTI mpeacTaBieHuit 6azoro manux Users.
Came kopucTyBaul 4yacTilI€ 32 BCHOTO MalTh OyTHM IHTETPOBAHI 31 CTOPOHHIMU
cepBicaMu, TOMy Juisi (DYHKIIIOHYBaHHS 1ii€i JsiMOnu OyB peasi3oBaHHi MaTepH
nepeMuKad. Y BHIAJKy HEMOXJIMBOCTI 3’€HAHHS 31 CTOPOHHIM CEPBICOM,
nepeMuKad MPUNUHSAE OOpOOKY TIOBIJIOMJIEHb 3 YEpru 3ajjisi EKOHOMIl
OOYHMCITIOBAILHUX TOTYKHOCTEH 1 MiHIMI3allii MOXJIMBOCTI BTpaTH 3anuTiB. BrpaTta
3aIUTY 31 CTBOPCHHS, OHOBJICHHS UM BUJIAJICHHS KOPHUCTYyBaya MOKE TIPU3BECTH JI0
daTaapHUX HACHIJIKIB 1 BETUKHUX TPOIIOBUX BTPAT, TOMY BUKOPUCTAHHS TIEpEeMHUKaya

y JaHOMY BHMAJKy HaJBaXJMBe. BCl 3amUTH NpHU I[bOMY 3aJIMILAIOTHCS y 4ep3i 1

Apk.
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YyeKaloTh Ha 4ac ix oOpoOku. Uepe3 Aeskuil yac HaJalITOBAHWN IJIaHYBaJbHUM
HaJICWJIA€ TIOBIIOMJICHHS, 100 CIIpOOyBaTH OIPAIFOBATH MOBIAOMIICHHS 3 YEpPTH.
SAxio omeparris ycminmHa, TO IEpeMUKad 3aKPUBAETHCS 1 00pOOKa TPOJOBXKYETHCS
B IITATHOMY pekuMi. Bcl 10TM BUKOHAHHSA HAAXOAATH JI0 BIIMOBIAHOTO CXOBHUIIA Y

AWS. Ha pucyHky 2.2 nipeicTaBlieHa JilarpaMa KOMIIOHEHTIB MIepeMuKaya.

DynamoDb

CircuitBreakerStateTable
A

_ - - — retfiable - - _
o failed messages =~

~
-~

“~ Disable on circuit breaker opening\ ﬁ
£ ]| Message Enable on half-opening or closure | £ 1| request 3
> =  SN— h—— |
Source queue e — Lambda i External API

= e SITOE

EventSourceMapping RS e a

- “ /

~ 7 non-retriable Schedule closing attempt

/
on failed retry - [Event

- failed messages | on circuit breaker opening
7 < \
g .
Dead-letter queue EventBridge

Pucynok 2.2 — Jliarpama KOMIOHEHTIB TIepeMHUKada

3aranpHO, KOXKE€H CEpBIC PO3AUIEHO Ha TpU YMOBHI Mmapu: domain,
infrastructure Ta views. PiBeHp Views € HIYMM 1HIITUM K PiBHEM, 1110 BiJIMOBIAA€E 3a
B3aemo/ito 3 BeboM. Bin mpuitmae HTTP 3anutu, poOuTh Badigaiito Ta BUKIUKAE
013Hec Jioriky. Hactymaum micis views mapoM € domain - 1ie 613Hec jorika. [Tpu
MOJICJIIOBAaHH1 3aCTOCYHKY, OyJI0 BUKOPUCTAHO TOJIOBHE MPABWIIO MPOEKTYBAHHS —
noiiTuky (013HeC MpaBUiia) HE TTOBMHHI 3ajie’KaTu BiJ netanei. Jletamsamu € BeO
dpeitmBopk (ASP.NET), € 6a3u ganux (Dynamo DB). Knient 115 B3aemo/ii Moxe
3MIHIOBaTHCh, TOMY JIOTiKa TOBMHHA OyTH YITKO po3aiuieHa. PiBeHb maHmX,
CKJIaJlaeThcs 3 Repositories — 11e Ki1acu, 110 1HKAINCYJI0Th B cO01 IeTali 30epiraHs
MaHUX, TAKUM YMHOM, 1110 O13HEC JIOT1Ka HE 3aJIEKUTh Bl 0a3u JaHUX.

Koxxen MIkpo cepBiCc € BIIOKPEMJICHUM OJMH BIJ OJHOTO 1 MOXe

cniikyBatucsa juiie 3apaskd HTTP 3anuram. HeoOxigHO CTBOpPUTH cHUCTEMY,

Apk.
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KOMITOHEHTH SKOi MOXYTh IIBHIKO 3MIHIOBAaTUCh, 3aMIHSTHCHh a00 BIIIyYaTHCh

B3arani,

B3aeMoIii.

Route53

Product Management
Lambda

Products

ProductEntitlements

7|

CloudWatch logs

|
(]

AFI Gateway

License Management
Lambda

= I

Licenses

CloudWatch logs

@_E,

Products SNS Topic

4O\
|

License Management SQS
A

CloudWatch logs

Users SNS Topic

Users Management
La rr| bda

TOMY €IMHUM Ma€ 3aIUIIATUCA JHIIEe TporpamMHuil iHTepdeic s

Terraform State

r—m‘ﬂead

, Update Circuit

Breaker
Users 5QS

Circuit Breaker
Event Bridge

Wirite

g i

CloudWaich logs

1

Circuit Breaker
state

Users Integration Lambda

Pucynok 2.3 — ApxiTekTypa nporpaMmHOro MOIYJIs

2.3 KoHCTpytOBaHHS TPOTPaMHOTO 3a0€3MeUeHHS

JleranpHuil onuc KiaciB Ta GyHKUINA HaBeAeHUH B Tabmuisx 2.1 — 2.2

BMiH

Apk.

N2 sokym.

Mign. [JaTa.
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Tabnuis 2.1 — Onuc knaciB JogaTKy

Knac

Onuc

BaseMessage bazoBuit kimac ana cyrtHocti SNS
TTOB1JOMJICHHS

LicenseCreateModel Monenb 111 CTBOPEHHS JIIeH311

LicenseDto CyTHicTh aiis 30epekeHHs JTIEeH31T y
b/l

ProcessAction [Tepenik MOXJIMBUX MaHIMYJAIINA 3
CYTHICTIO

ProductDto CyTHICTh 151 30€peKEHHS TPOAYKTY

y bJ1

ProductEntitlementDto

CyTHicTh miisi 30epekeHHs MpaBa Ha

nponykT y b/I

UserDto

CyTHiCTh JUISt 30epeKEeHHSI

KopucryBaya y b/l

EntitlementNotFoundException

[TomMunka, 1O  CBIAYUTH  MPO

HEICHYIOYE MPaBO Ha MPOIYKT

LicenseNotFoundException

ITomMunka, 1O  CBIAYHATH  MPO

HEICHYIOUY JILIEH31I0

ProductNotFoundException

ITomMunka, 1O  CBIAYHATH  MPO

HEICHYIOUHMH MPOTyKT

UserNotFoundException

ITomunxka, 10 CBIIUUTH  TPO

HEICHYIOYOTO KOpUCTyBaya

MappingStateTransitionException

[Tomunka, 110 CBIAYUTH PO HEBAATY

3MmiHy crany Event Source Mapping

DatabaseConfigurationExtensions

Mictuth PO3LIMPEHHS JUISt

koH(pirypauii DynamoDB tabnuis

B3MiH,

Apk. N2 sokym. Mign. [JaTa.

KMI.IT-84823.045440.02.81

Apk.
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[Tponosxenns Tabmwi 2. 1

ParametersConfigurationExtensions

MicTuth PO3IIUPCHHS TUTS
1HimMamizamii 3MIHHUX CepeJIOoBHINA

MO

SnsConfigurationExtensions

MicTtutb PO3IIUPEHHS IS
HaJNAIITYBaHHA JOCTymy A0 Simple

Notification Service

SwaggerConfigrationExtensions

MicTuThb PO3LIMPEHHS JULSI
HaJIallITYBaHHS Swagger XML

JOKyMEHTAIll1

LicenseMapper

Kmac mms  xoBepramii  momeni

Ji1eH31i y CyTHITh 0a3u JaHUX

UnhandledExceptionLoggingMiddleware

Komnonent ASPNET Core
middleware s HamamTyBaHHS

JIOTYBAHH: ITIOMHJIOK

EventBridgeOptions

Mictuthb B 001 HEOOX1HI TapaMeTpu
nas  HajnamTyBaHHs  AWS  Event

Bridge

EventBridgeSchedulerService

Cepsic s poboru 3 AWS Event
Bridge Schedule

SnsClient Kmientr anga podorn 3 AWS Simple
Notification Service
SqsClient Knientr ansa podoru 3 AWS Simple

Queue Service

LambdaContextAccessor

Knac-obroptka mis  gocTtymy 10

KOHTEKCTY JIIMOIU

CircuitBreakerPolicy

[Ipencrapisiec TOMITUKY BUKOHAHHS

nepeMuKaya

B3MiH,

Apk. N2 sokym. Mign. [JaTa.

KMI.IT-84823.045440.02.81

Apk.
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[Tponosxenns Tabmwi 2. 1

CircuitState AOGCTpaKkTHHMA KJ1ac IS
MPECTABICHHS CTaHy MepeMHuKada

ClosedState Omnucye 3aKkpuUTHIl CTaH NepeMHuKada

ClosedStateConfig MictuTh yci HeoOX1/1H1 HaJIalITyBaHHS
JUTS 3aKPUTOTO CTaHy IMepeMuKada

ExecutionResult Omnucye pe3ynbTar BUKOHAHHS
BUKIIMKY TIepeMUKaIeM

HalfOpenState Onucye HaIlB3aKpUTU I CTaH
nepeMuKada

OpenCircuitException [Tommuiika, 10 CBITYUTH TTPO BIKPUTUI
CTaH TIepeMHKadya Ha JaHUH MOMEHT
qacy

OpenState Onucye BIIKPUTHIA CTaH MepeMUKadya

OpenStateConfig Mictuth yci HeoOX1/1H1 HaJIallITyBaHHS

JUTSl BIIKPUTOTO CTaHy IIEpeMHUKayua

PermanentlyClosedState

Onucye TMOCTIHHO 3aKpUTHA CTaH

nepemMuKada

LicenseController

KonTponep ayst API minensii

ProductEntitlementController

KonTponep nns API npaB Ha nponyKTH

LambdaParameters MictuTh  HaJamTyBaHHS  3MIHHUX
cepenoBuIIa JISIMOIU
LicenseRepository Peniozurtopiit  mns  po6otu 3 BJ]

JILEH311

ProductEntitlementRepository

Peniosuropiii qy1s1 podotu 3 b/ paB Ha

MPOAYKTH

LicenseManagementService

Cepgic st 00poOKH JilieH311

ProductEntitlementManagementService

CepBic g1 oOpoOKkM TIpaB Ha

MPOAYKTH

B3MiH,

Apk.

Ne gokym. Mian. [JaTa.

KMI.IT-84823.045440.02.81

Apk.
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[Tponosxenns Tabmwi 2. 1

ProductController

KonTponep aist API nmponykris

ProductManagementService

Cepgic st 00poOKHM MPOAYKTIB

ProductRepository

b1

Penosutopiit  ans  pobotu 3

MIPOTYKTIB

ServiceProviderBuilder

Knac JJIs1 HaJIallTyBaHHA 0a30BHX

3aNeXHOCTEeH A (DyHKIIOHYBaHHS
3aCTOCYHKY
NoSuitableHandlerException ITomuika, 10 CBIIYNTH po

BIJICYTHICTh OOpOOHMKA ISl BXITHUX

TaHUX

CircuitBreakerConfigurationExtensions

Mictuthb PO3LIMPEHHS JUISL

HaJIallITYBAHHA IICPEMHUKa4a

CircuitBreakerMessageHandlerStrategy

Crpareris 3 OOpOOKH CHCTEMHOTO

HOBiI[OMHeHHSI InepeMrnKada

DataHandlerStrategySelector

BinOipHuk crparerii Juisi  BXIJHUX

TaHUX

UserIntegrationHandlerStrategy

Crpareris 3 00pOOKH MOBI1IOMJICHHS

MO 1HTerpanuli KopucTyBaua

CircuitBreakerActions

[epemik MOXKJIUBUX T 3

TepEeMUKaYEM

CircuitBreakerMessage

CyTHICTh CHUCTEMHOTO TMOB1JIOMJICHHS

nepeMHKayda

CircuitStateDatabaseDto

CyTHicTh 1151 30€pekeHHS CTaHy

nepemukaya y b/[

CircuitBreakerOptions

MicTuTh HanaTyBaHHS IMEepeMHUKaua

JUISL BSMIHHUX CepeoBHIIA JISIMOIU

CircuitStateRepository

Penozutopiit jyist po6otu 3 B/ crany

KOpPHUCTyBaua

B3MiH,

Apk.

Ne gokym. Mian. [JaTa.

KMI.IT-84823.045440.02.81

Apk.
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[Tponosxenns Tabmwi 2. 1

UsersWriteRepository

Peno3uTopiit ans 3amucy Ta 3MIHH

nanuit y b/ kopucTtyBauiB

CircuitBreakingService

CepBic, 10 IHTErpye MepeMuKad i3

3daCTOCYHKOM

CircuitStateToDatabaseDtoMapper

Kmac  ngns  KoHBeprarii  cTaHy

KopucTyBada 3 cyTHocTi bJ[ y monenb

SgsEventSourceMappingClient

Kmient g poboru 3 lambda event

source mapping

SqgsEventProcessingService

Cepgic 3 06po0ku SQS mnomiii

SgsRecordProcessingService

Cepgic 3 00po0ku SQS noBiIOMICHB

UserlntegrationHandler

Cepgic 1151 iHTErpalii KopuctyBada 3i

CTOPOHHIMU CEpBicaMu

UserValidator Mictuth TpaBwiIa  Bamigaiii s
CYTHOCTI KOpUCTyBaua

Function Touka Bxoay B n1siMOa PyHKIIIIO

UsersController Kontponep aist API kopuctyBauiB

UsersReadRepository Pemniosuropiii TUTST 3YUTYBAHHS

KopucTyBauiB 3 b/[

UserManagementService

Cepgic 3 00pOoOKH KOPUCTYBaYiB

LambdaEntryPoint Touka Bxoma B BeO aml aa0Mzaa
GyHKIIO
LocalEntryPoint BukopucTtoByeThCA I JIOKAJIBHOTO

3aIycKy JiiMO/1a PyHKLIT y BUIIIsAI1 BEO

ari

Tabmuig 2.2 — Onuc MEeTo/11B OCHOBHUX KJIACIB I0JIATKY

Knac Meton

Ormuc

B3MiH,

Apk. N2 sokym. Mign. [JaTa.

KMI.IT-84823.045440.02.81

Apk.
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[TpomoBxenHus Tabmmii 2.2

DatabaseConfiguration ConfigureDynamoDB | Hanamrosye JTOCTYTI
Extensions asmOaa dynkiii 1o b/
LoggerConfiguration ConfigureLogging HanamtoBye noryBaHHs
Extensions pobotu nsMOaa QyHKIIIT
ParametersConfiguration ConfigureLambda HanamroBye 3MiHHI
Extensions Variables CepenoBHINa nsMO1a
byHKIii
SnsConfiguration ConfigureSns HanamroBye B3aemoiito
Extensions 3 Simple Notification
Service
SwaggerConfigration ConfigureSwagger Hanamrosye cBarep
Extensions Services JIOKYMEHTAIIII0
SwaggerConfigration UseSwagger Hanamrosye cBarep
Extensions iHTepdeiic
LicenseMapper MapToDto Konseprye MOJIEIIb
JieH3ii y CyTHICTh 0a3u
JTaHUX
EventBridgeScheduler Cancel Bigminse  mnmanyBaHHS
Service CircuitClosureTrial CHUCTEMHOTO
[TIOB1IOMJIEHHS
EventBridgeScheduler Schedule [Inanye yac cucTeMHOTO
Service CircuitClosureTrial MOB1JJOMJICHHS
SnsClient PublishToTopicAsync | Bianpasisie
noBigomsieHHs 110 SNS
TOMIKY
SqgsClient Enqueue Hancunae nosigomiieHHs
10 SQS uepru

B3MiH,

Apk. N2 sokym. Mign. [JaTa.

KMI.IT-84823.045440.02.81

Apk.
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[TpomoBxenHus Tabmmii 2.2

SqsClient Dequeue 3aBaHTaxye
noBiomieHHs 3 SQS
qepru

SgsClient DeleteMessage Bunmanse moBimoMIIEHHS
3 SQS uepru

CircuitBreakerPolicy Handle HanamroBye CIIHCOK
ITOMHUJIOK TUTS
pearyBaHHS
nepeMuKaIeM

CircuitBreakerPolicy Execute PoOute  BUKIHMK 1O
CTOPOHHBOTO CEPBICY

CircuitBreakerPolicy ClosePermanently [lepeBonuTh CTaH
nepeMuKada y MOCTIHHO
3aKpUTUHI

CircuitState Accept IToBeprae CYTHICTb
CTaHy IepeMuKaya

CircuitState RecordError O6pobiroe MOMUJIKY
3aJIEIKHO BIJ] CTaHy

CircuitState ExecuteAsync OO6po0ItoE  BUKITUK 10
CTOPOHHBOTO CEPBICY

LicenseController GetLicense Pobuts 3aMuT Ha
MOBEPHEHHS JIIICH311

LicenseController CreateLicense Po6uth 3aMmuT Ha
CTBOPEHHS JIIEeH311

LicenseController UpdateLicense Po6uth 3aImuT Ha
OHOBJICHHS JIIEH3I11

LicenseController DeleteLicense Pobuts 3aruT Ha

BUJAJICHHS JIIEH311

B3MiH,

Apk. Ne gokym. Mign.

[Jara.

KMI.IT-84823.045440.02.81

Apk.
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[TponmoBxenHs Tadmwmii 2.2

ProductEntitlement GetEntitlement Pobuts 3aMuT Ha
Controller MOBEPHEHHS TMpaBa Ha
MPOIAYKT
ProductEntitlement CreateEntitlement Pobuts 3aMuT Ha
Controller CTBOPEHHs IIpaBa Ha
POIAYKT
ProductEntitlement DeleteEntitlement Pobuts 3aruT Ha
Controller BUJAJICHHS IpaBa Ha
IPOAYKT
ProductEntitlement UpdateEntitlement Pobuts 3aMuT Ha
Controller OHOBJIEHHS IpaBa Ha
MPOAYKT
[ReadRepository GetByldAsync [loBeprae cyTHICTH 3
BigmmoBigHOI BJ]
[WriteRepository DeleteAsync Bunanse cytHicTh 3
B1ANOBIIHOI B/,
[WriteRepository SaveAsync 30epirae  CyTHICTb Yy
BiamoBigHy B/I
LicenseManagement CreateLicense O6pobitoe JIOTIKY
Service CTBOPEHHSI JIILEH31T
LicenseManagement DeleteLicense O6pobiroe JIOTIKY
Service BUJIAJICHHS JTIICH311
LicenseManagement GetLicenseByld O6pobitoe JIOT1KY
Service MTOBEPHEHHS JIIICH311
LicenseManagement UpdateLicense O06pobimtoe JIOTIKY
Service OHOBJICHHS JIIEH3I11

B3MiH,

Apk. Ne gokym. Mign.

[Jara.

KMI.IT-84823.045440.02.81

Apk.
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[TpomoBxenHus Tabmmii 2.2

ProductEntitlement CreateEntitlement O6pobitoe JIOTIKY
ManagementService CTBOPEHHS TpaBa Ha
POITYKT
ProductEntitlement DeleteEntitlement O6pobiroe JIOTIKY
ManagementService BUJAJICHHS TpaBa Ha
IPOTYKT
ProductEntitlement GetEntitlementByld O6pobitoe JIOTIKY
ManagementService NOBEPHEHHSI TIpaBa Ha
IPOTYKT
ProductEntitlement UpdateEntitlement O6pobitoe JIOTIKY
ManagementService OHOBJICHHS IpaBa Ha
IPOIYKT
ProductController GetProduct PoOuth 3aruT Ha
OTPUMaHHSI MMPOIYKTY
ProductController CreateProduct PoOuth 3aruT Ha
CTBOPEHHS TIPOIYKTY
ProductController UpdateProduct Po6uth 3aMmuT Ha
OHOBJICHHSI ITPOIYKTY
ProductController DeleteProduct PoOuth 3aruT Ha
BUIAJICHHS TPOIAYKTY
ProductManagement CreateProduct O6pobiroe JIOTIKY
Service CTBOPEHHSI MPOIYKTY
ProductManagement DeleteProduct O6pobitoe JIOTIKY
Service BUJIAJICHHS IPOAYKTY
ProductManagement GetProductByld O06pobimtoe JIOTIKY
Service MOBEPHEHHS MPOAYKTY
ProductManagement UpdateProduct O6pobiroe JIOTIKY
Service OHOBJICHHS MPOYKTY

B3MiH,

Apk. Ne gokym. Mign.

[Jara.

KMI.IT-84823.045440.02.81

Apk.
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[TpomoBxenHus Tabmmii 2.2

CircuitBreakerConfiguration | Configure HanamroBye
Extensions CircuitBreakerServices | 3a10:KHOCTI, HEOOX1H1
JUIS TIOBHOIIIHHOT pOOOTH
nepeMuKaJa
[DataHandlerStrategy IsSuitable IlepeBipsie um  naHa
CTpATeriio MOKE
00poOUTH BX1HI JaH1
[DataHandlerStrategy ProcessInput O6po0itoe BX1J1HI J1aHi
DataHandlerStrategy GetStrategy [ToBeprae crparerito, sika
Selector MOXK€ OOpOOWTH BXIiJIHI
JTaHl
CircuitStateRepository GetAsync IToBeprae MOTOYHUM
CTaH NepeMuKayda
CircuitStateRepository SaveAsync 30epirae MOTOYHHUM CTaH
nepemMmuKada
CircuitBreakingService ExecuteAsync O6pobiroe
MOBIJJOMJICHHS 3 YEPTHU Ta
3MIHIO€ CTaH IepeMuKadya
CircuitBreakingService Close 3MIHIOE CTaH
NepeEMHKaYa Ha 3aKPUTHI
CircuitBreakingService HalfOpen 3MiHI0€ CTaH
nepeMuKada Ha
HaMBBIAKPUTHIMA
CircuitBreakingService Open 3miHIO€ CTaH
nepeMuKada Ha
BIIKPUTHUI

B3MiH,

Apk. Ne gokym. Mign.

[Jara.
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[TpomoBxenHus Tabmmii 2.2

CircuitBreakingService PermanentlyClose 3MIHIOE CTaH MepeMuKaya
Ha MOCTIMHO 3aKPUTHIA
CircuitBreakingService Trial 3aBaHTaxye
TIOBIIOMJICHHS 3 YEpTH Ta
HaMaraeTscsi  00poOUTH
H0TO
CircuitState Visit Kongeprye CYTHICTh
ToDatabaseDtoMapper crany nepemukada 3 b/ y
MOJIEITb
SgsEventSourceMapping Disable Bumukae Bukimmk asmoOaa
Client EventSourceMapping | ¢dynxkuii Bix SQS uepru
SgsEventSourceMapping Enable Bwmukae tpirep nsamOna
Client EventSourceMapping | dynkuii Bix SQS uepru
SgsEventProcessing ProcessAsync O6po0bmroe SQS Event 3
Service yepru
SgsRecordProcessing ProcessMessage O6pobiroe SQS
Service IIOB1JOMJICHHS
SgsRecordProcessing ProcessSqsRecords OG6po0broe Bci 3amucu 'y
Service 1BEHTI
UserIntegrationHandler CreateUser CrBOpro€e KopuCTyBaya y
CTOPOHHBOMY CEpBICI
UserIntegrationHandler DeleteUser Bunanse xopucryBaua 3i
CTOPOHHBOTO CepBica
UserIntegrationHandler UpdateUser OHoBIIOE KOpHUCTyBaya y
CTOPOHHBOMY CEpBICi
UserManagementService CreateUser O6pobiroe JIOTIKY
reHepamii  3amury Ha

CTBOPEHHSI KOPUCTyBaya

B3MiH,

Apk. N2 sokym. Mign. [JaTa.

KMI.IT-84823.045440.02.81

Apk.
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[TpomoBxenHus Tabmmii 2.2

UserManagementService DeleteUser O6pobitoe JIOTIKY
reHeparii 3amuty Ha

BUJAJICHHS KOPUCTyBada

UserManagementService GetUserByUserName | O6po6itoe JIOTIKY
reHepaiii 3amuty Ha
MOBEPHEHHSI KOPUCTyBaya

3a IMEHEM

UserManagementService GetUserByUuid O6po0imtoe JIOTIKY
reHepaunii  3anmury  Ha
MOBEPHEHHSI KOPUCTYyBaya

3a [D

UserManagementService UpdateUser O6pobiroe JIOTIKY
reHeparii 3amuTy  Ha

OHOBJICHHSI KOPUCTyBava

UsersReadRepository GetByldAsync [loBeprae kopucTyBaua 3
B/l 13 3aganum 1D

UsersReadRepository GetByUsernameAsync | [loBeprae kopuctyBaua 3

B/l 13 3aganuM iM’siMm

bibmioTeku, cepBicu Ta I13, mo Oya0 BUKOPUCTAHO IiJI YaC BUKOHAHHS
poOOTH MpeICTaBICHO Yy TaOmHII 2.3

Tabnuusg 2.3 — BukopucraHi IHCTpyMEHTH

Hasga Bukopucranoro 113 | Onuc 3actocyBaHHs

Visual Studio 2022 Cepenosuiiie po3poOKU MPOrpaMHOTo 3a0e3neueHHs

B1J1 koMmaHii Microsoft .

Visual Studio Code TexkcToBuUl pemaxkTop.

KMI.IT-84823.045440.02.81

BmiH] Apk. N2 sokym. Nign. [Jarta.




[TponmoBxenus Tadmmi 2.3

Terraform

[HCTpYMEHT aJisi CTBOPEHHS, 3MIHH Ta BiJCTE)KEHHS
BepCiii iH(}ppacTpyKTypH 3a JIOTIOMOTOFO

CHELIaIbHOTO CUHTAKCUCY Ta KOJY.

Jenkins

[Iporpamua cuctema 3 BiIKpUTUM BUXIJTHUM KOJIOM,
noOynoBaamii Ha Java Virtual Machine (JVM), mo
OIATPUMY€E  THCSYl  IUIAariHIB AN pO3pOOKH,
pO3TOpPTaHHS Ta aBTOMAaTH3allii MPOrpaMHOro

3a0€e3IeueHHS.

Serilog

MexaHi3M JIOTYBAHHA 3 IIMPOKHMH MOKIIMBOCTAMHA

HaJIalITyBaHH:.

Swashbuckle

NuGet maker, mo BOymoBye y WebAPI
aBTOreHepailio iHdopmarllii mpo By3JiIH BIAMNOBIAHO

1o crienudikaii OpenAPI.

AWS Simple Notification

Ceppicauii nmaker AWS, skuil 3a0e3nedye 0oOMiH

Service MOBIJOMJICHHSAMHA y BiI'€IHAaHUX MIKpOCEpBicax,
0e3cepBEepHUX  OOUYMCIIOBAJIBLHUX CHUCTEMaxX Ta
THIIMX PO3MOJIJIEHUX CHCTEMaX.

AWS Lambda AWS Lambda — me cepsic serverless oO4uCIICHB,
KWW 3allyCKae MpOTpaMHUN KOJA Yy BIANOBiAb Ha
IMeBHI 1moaii Ta BIAIOBIZAE 32 aBTOMATUYHE
BHJIUVICHHS HEOOX1THUX 0O0YMCITIOBAIBHUX PECYPCIB.

AWS  Simple  Queue | [loBHICTIO KepoBaHa dYepra MOBIIOMJIEHb st

Service MIKPOCEPBICIB, PO3MOAIICHUX CHUCTEM Ta
0e3cepBepPHUX JIOMATKIB.

AWS Event Bridge Cepgic, 110 HaJa€ B PEKUMI pEaTbHOTO Yacy JOCTYII

no 3MiH gaHux B AWS, BrmacHux mnporpamax Ta

nporpamax SaaS 6e3 HamrcaHHS KOY.

B3MiH,

Apk. Ne gokym.

Mian.

[Jara.

KMI.IT-84823.045440.02.81

Apk.
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[TponmoBxenus Tadmmi 2.3

AWS API Gateway [loBHICTIO KepoOBaHWI cepBiC s PO3POOHUKIB,
SKAW ~ cripolnye TmyOmikarito, 00CIyroByBaHHS,
MOHITOPHHT, 3aXUCT Ta BukopuctaHus API y Oynb-

SKUX MaciuTadax.

AWS Route 53 Bucoko noctynHuii Ta MaciraboBaHuil BeO-cepBic

cuctemu J1oMeHHHUX iMeH (DNS).

AWS Dynamo DB [loBHicTIO KepoBaHa Oe3cepBepHa 0a3a JaHUX
NoSQL Ha 0CHOBI Nap «KJIIOU-3HAYEHHS», CTBOPEHA
JUTSE 3aITyCKY BUCOKOTIPOAYKTUBHUX MIPOrpaM y Oymib-
akoMy Macmrabi. Mae BOyqoBaHMM — 3aXHCT,
Oe3mepepBHE pe3epBHE KOMIIOBAHHS, aBTOMATHYHY
peIUTIKaIlil0 B KIJBKOX pErioHax, KellyBaHHS B
naMm'aTi Ta I1HCTPYMEHTH IMIOPTY Ta EKCIOpPTY

aHUX.

AWS Identity and Access | CepBic ais HanamTyBaHHS O€3MEUHOTO KepyBaHHS

Management i1eHTU(PiKallitHUMU ~ JaHUMH  Ta JOCTYNOM JIO
pecypciB AWS
AWS S3 CepBic mis 30epiraHdsi 00'€KTiB, IO IPOIOHYE

HalKpalll B raigy3l MOKa3HUKA NPOAYKTHBHOCTI,

MacITaboBaHOCTI, TIOCTYITHOCTI Ta O€3IeKH JaHUX.

AWS Console Be6-nonarok mist anminictpyBanss I'IC-cepBepiB Ta

IHIIMX pecypciB, cTBOpeHUX Ha AWS.

DynamoDB — me NoSQL 6a3a manux, Tomy moxaens b/l mpencraBnena
qoTHpMa TAONMIIMU, SIKI HE TIOB’s3aHl ojHa 3 oaHoro. Ha Tabmuimsx 2.4 — 2.7

HABEIECHO OITHC I[1X TaOIUIIb.

Apk.

KMI.IT-84823.045440.02.81

B3MiH,

Apk. N2 sokym. Mign. [JaTa.
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Taomung 2.4 — Onuc tadmuni Users

HazBa noss Tun VYHikanpHICTh | Onuc
TaHUX
Uuid Guid Taxk VYHIKaJIbHHAH
imenTudikarop
KOpPHUCTyBada
Username String Tax Im’st mpodistro
Title String Hi 3BepTaHHs
(micTep/micic)
Firstname String Hi Im’st
Lastname String Hi daminis
PhoneNumber String Hi Howmep Tenedony
Email Address String Hi Enextponna agpeca
PrefferedServiceLanguage | String Hi MoBa BUKOpHCTaHHS
3aCTOCYHKY
Type String Hi Tun (ocoba/cepsic)
UpdatedOn DateTime | Hi JlaTa OCTaHHBOI'O
Offset OHOBJICHHSI

Tabmuus 2.5 — Onuc Tadmuui Products

Ha3zBa moss Tun nanux

VHikanbHICTh | Onuc

Productid Guid

Tak

VYHikanbHUM 11eHTUDIKATOP

IPOIYKTY

B3MiH,

Apk. N2 sokym. Mign. [JaTa.
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Apk.
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[Tponmosxxenus Tadbmwmii 2.5

Name String Hi | Ha3Ba npoaykry
Description String Hi | Onme mpoxykry
ProductGroup String Hi | I'pyna npoaykTiB
Billable String Hi | Ilmatamii

Countries String Hi | Kpainu po3moBCcioKeHHS

Tabmuus 2.6 — Onuc Tadnuii Licenses

HazBa nons Tun VYHikanpHICTh | Onuc
JTaHUX
Licenseld Guid Tax YHikanpHUH 11eHTUIKATOP
JieHsii
Productld Guid Tax Inentudikarop

JUEH30BAHOIr0 MPOAYKTY

PriceAmount Decimal | Hi [ina minen3ii

Currency String Hi ['pommoBa BamroTa

Tabmuus 2.7 — Onuc tadmuui Entitlements

Ha3zBa nosns Tun VYuikanpHicTh | O1muc
TTAHUX
Entitlementld Guid Tax YHikanpHU# 11eHTHhIKATOD

mpaBa Ha MPOAYKT

Licenseld Guid Tax InenTrdikaTop mineHs3ii

KMI.IT-84823.045440.02.81

BmiH] Apk. N2 sokym. Nign. [Jarta.




[Iponos:xenus tadbmuii 2.7

Userld Guid Hi Inentudikatop KOpUCTyBaya
ProductName String Hi HasBa npoxykry
ProductDescription | String Omnwuc npoxyKTy
UserName String Im’st kopucTyBaua
Until DateTime Tepmin akTHBaIii
Ha PUCYHKY 24 MNpcaAcCTaBjaCHO CXCMY 0asu JaHUX IIPpOrpaMHOI0
3a0e3MeYeHHS.
LicenseDto A ProductEntitlementDto A UserDto A
3 3 3
a4 Properties 4 Properties 4 Properties
& Currency : string & Entitlementld : Guid & EmailAddress : string
A Licenseld : Guid A& Licenseld : string A FirstName : string
& PriceAmount : decimal & ProductDescription : string & LastName: string
v"‘ Productid : Guid 4 & Productld : string F £ PhoneMumber : string
p Methods £ ProduciName: string y PrefferedServicelanguage : string
£ Until : Nullable1 A Title: string
£ Userld : string & Type:string
P £ UserName : string # UpdatedOn ; DateTimeCffset
CircuitState DatabaseDto R b Methods & Username: string
om £ Uuid : Guid
4 Properties ¢ Methods
& EmorCounter: int? ProductDto A
A Id: string e
& OpenedAt: DateTime? .
~"" StartedAt : DateTime? 4 Properties
& Stateld : string £ Billable : bool
A Countries : List"
& Description string
A Mame: string
A ProductGroup : string
A Productld : Guid
¢ Methods

Pucynok 2.4 — CxeMa 6a3u 1aHUX CUCTEMU

BMiH,

Apk. N2 sokym. Mign.

[Jara.
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2.4 AHai3 Oe3IeKd JaHuX

3axucT JaHUX y OporpaMHii pearizaiii 3a6e3neuyots AWS cepgicu.

3aranpHU JOCTYI A0 PECYPCIB 3aCTOCYHKY HAJIAIITOBYETHCS 32 IOTTIOMOTOIO
Identity and Access Management (AWS IAM). IAM koHTposdroe, 1mo0 y
KOMIIOHEHTIB IIporpamMu OyJiu JIMIIe T1 JOCTYMH, SIKi HEOOX1IH1 JJISI TTOBHOIIIHHOTO
¢yukionyBanus. |AM Hamae MOXKITUBOCTI 1BO(AaKTOPHOT ayTeHTU]IKAIT Ta IHIITHX
MEXaH13MHU 0e3MeKH JIJIs 3aXUCTy OOJIKOBUX 3aIMCIB KOPHUCTYBAYiB.

imicHicTh 1 30epekeHHs naHux KoHTpoJwerbess AWS Dynamo DB 3a
JIOTIOMOTOI0 MEXaHI3MIB MU(pPyBaHHS, SIKI 3aXUIIAIOTh Bl HECAHKI[IOHOBAHOI'O
noctymy. JumHamiuHa wmacmTabOBaHICTh JO3BOJISIE aBTOMATHYHO 30UIbIIYBaTU
HNOTYKHICTb JUIsl 0OpOOKH 301IbIIEHOT HABAaHTAXXEHHS, @ MOYKJIMBICTh CTBOPIOBATU
pe3epBHI KOMii TaHuX 3a0€3MevyI0Th BIIHOBJICHHS Y pa3i BUMAJKOBOTO BUIAJICHHS
abo BTpaTH.

Hani, namicmani 3a pomomororo AWS Simple Notification Service
mmdpyrotbess 3 BukopuctanHsM AWS Key Management Service (KMS).
Inentudikaiis Ta aBTeHTU(IKALIS BUKOHYETHCS 32 JJOMOMOI'O0 KJIFOYiB AOCTYIYy Ta
nonituk Oe3nekn [AM. € MoxnuBiCTh BUKOpHUCTaHHS Touku aoctyny VPC misa
oOMexeHHs nocTyiy 10 SNS Ha BHYTPIIITHIO MEPEXY.

AWS Simple Queue service mmdpye moBigoMieHHs 3 BUKopucTanasM KMS
JUISL 3aXUCTY KOH(IISHIIMHOCTI JaHuX. J[ocTyn 10 4yepr KepyeThes 3a JOMOMOTOIO
|AM nomiTuk.

APl Gateway HamamrToBaHWW 3a JOIIOMOTO TOJITHKKA ayTeHTHdIKaIii Ta
aBTopu3allii. Moxnuse Takoxx Bukopuctanus SSL/TLS mis mmdpyBanHs nepenadi
nanux yepe3 API. HasBauit 3axuct Bijg atak tuimy DDOS.

Route 53 3a6e3neuye cucteMy MOXIMBICTIO HACTPOIOBaHHS OpaHaMayepiB Ta
mdpyBaHHs gaHuX 3 Bukopuctanasm SSL/TLS.

Buxigauit kon naMOma QyHKIIA 3axuineHo iHcTpyMeHTamu Amazon Web

Services Ta JOCTYIHHI TIIBKK KOPUCTYBayaM TiT PEIO3UTOPIIO.

Apk.
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Bapro Bia3HauuTH, 10 HalekHa KOHQITypalis Ta HaJalITyBaHHS IMX

CepBiCiB € BaXJIIMBUMHU JIA 3a0e3IeueHHs Oe3IeKu JaHHUX. PGKOMGHI[y€TBC}I

pETENBHO

HaJIallITOBYBAaTH

[MOJIITUKH

noctyny [AM, BHKOpPUCTOBYBaTH

mm@pyBaHHS I JaHUX y crokoi, 3axumaTta APl ta 3a0e3neuyBatu HaaiiHUIA

KOHTPOJIb JOCTYIY /10 BCIX BUKOPUCTOBYBAaHUX CEPBICIB.

BucHOBKY 710 po3ainy

VY npyromy po3aini Oyiau po3rIsIHYTI Ta MpoaHali30BaHl HACTYIHI TyHKTH:

— JIeTalll apXITeKTYpHOI peasi3aliii;

— cucTteMH1 BuMoru no 113;

— B3a€MO/IIS PI3HUX PIBHIB MPOTPAMHOTO 3a0€3MEUEHHS,

— KJIaCH Ta METOJH KOMITIOHCHTIB;

— CyTHOCTI 0a3u JJaHUX;

— YTHIITH Ta 0610;110TeKH HeoOX1aH1 11t po3poOku [13;

— aHai3 0e3MeKN KOPUCTYBAHHS 3aCTOCYHKOM.

B3MiH,

Apk.

Ne gokym.

Mian.
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3 AHAJII3 AKOCTI TA TECTYBAHHA
ITPOI'PAMHOI'O 3ABE3IIEYEHHSA

3.1 Anamnis saxocri [13

Jlnst aHamizy SKOCTI IMPOrpamMHOro 3a0e3MEeUeHHsS] MO>KHA BUKOPUCTOBYBATH
TaKi KJIIOYOB1 METPHKHU:

1) Jac BHSIBJICHHS Ta BUIIPABJICHHS Ae()EKTIB: OUIBII MIBUAKE BUSIBICHHS
Ta BUMPABJICHHS 1ePEKTIB MOKE CBITUUTH MPO €(hEeKTUBHICTH MPOLIECY PO3POOKH Ta
3JTaTHICTh CUCTEMH LIBUJIKO pe€aryBaTH Ha BUHATKOBI CUTYyallli a00 alanTyBaTUCA 10
HUX.

3a ocTaHHI# MicsIb OyJI0 BUSIBIICHO 9 e(heKTiB Mij] yac TeCTyBaHHS, CEPEIHIN
9yac BUMPABICHHS MIOMUIOK — 3 TOANHH;

2) pO3MIp HPOrpaMHOro KOJy: OOCAr MpOrpamMHOro KOAy, 3a3BUyail B
paakax (LOC). KuUIbKICTh psIIOK BUKOPUCTOBYIOTBCS JUISI OLIHKH CKJIAIHOCTI
MPOEKTY Ta HOTO 00CATY.

LOC — 4846;

3) CYMICHICTb: MOXJIMBICTb Ta €(QEKTHUBHICTh pOOOTH Ha PI3HUX
mwiatdopMax, OINepariiHuX CcucTemMax, Opay3epax Tomo. Moxe BKIIOYATU
MOKa3HUKMA CYMICHOCTI 3 PpI3HUMH BEpPCISIMM MPOTPaMHOro abo amnapaTHOro
3a0€e3MeUeHHs.

Jlanuii 3aCTOCYHOK CYMICHHM 3 OyIb-SIKOIO ONEpAaIliifHOI CHCTEMOIO Ta
Opay3epoM, OCKIIbKH € XMapHUM CEPBICOM;

4) BiJICOTOK TIOBTOPHOTO BUKOPUCTaHHS Kofy: Lls MmeTpuka BUMIpIO€, sika
YacTHHA KOJIy MOe OyTH MOBTOPHO BUKOPUCTAHA Y PI3HUX YaCTUHAX MporpamMu abo
B IHIIUX MPOEKTax. BUKOPUCTaHHS TOBTOPHOTO KOy CIIPHsIE 3MEHIICHHIO 3YCHJIb
PO3pOOKH, TTOKPAIIIEHHIO SKOCTI Ta 3a0e3MeUeHHI0 OLIBIIOI CTaOUTBHOCTI.

8.3 % KoAy € TOBTOPHO BUKOPUCTAHUM Y PI3HUX MOJYJISIX MIPOCKTY;

Apk.
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5) CKIAHICT,  Komy: mmkiaoMarnyHa  ckiagHicte  (Cyclomatic
Complexity), kinbkicTh By3IiB IpHHHATTA pimeHb (Decision Points), Bu3Havae
CKJIQIHICTh JIOT1KH MPOTPaMH Ta MOSIBY JOTIYHUX MOMUJIIOK.

Cepennst TUKIIOMaTHYHA CKIAIHICTD — 4;

6) HaAJIAHICTh Ta IOCTYIHICTh: Yac 0e3BiaMoBHOI poooT (MTBF — Mean
Time Between Failures), gac BigHoBiieHHs micis Bigmosu (MTTR — Mean Time to
Recover), yac BigHOBIcHHs micas aBapiiinoro BigmoBu (MTTF — Mean Time to
Failure) Ta iammi.

MTBF — 153 roguamu.

MTTR — 1.2 cexyHu.

MTTF — 1 roguna.

3.2 Onuc mporeciB TECTYBAHHS

[Inan TectyBaHHs HaBeAeHO Yy Tadmuiax 3.1 — 3.9.

Tadmums 3.1 — TCO001

Hasga OmpairtoBat MPOAYKT

IlepenymoBu KopuctyBau Oaxkae OTpUMAaTd, CTBOPUTH, OHOBUTH YU
BUJIAJIUTH TPOAYKT. 3aJaHO CYTHICTb, SIKa MPOXOAUTH

MpaBHJIa BaTiaarlii.

s CepBic poOUTH 3alUT A0 CXOBHINA 1 POOWUTH BIAMOBIAHI
3MIHHU.

OuikyBaHuii IIpoaykT oTpriMaHO, CTBOPEHO, OHOBJIEHO YU BUJAJIEHO.

pe3yJbTar

Tabmmis 3.2 — TC002

Hasga CUHXpOHI3yBaTH KOPUCTyBaya

[TepenymoBu KopucryBau Oaka€ CTBOpUTH, OHOBUTH YU BUIAIUTHU
npodiib KOpHUCTyBauda. 3aJaHO CYTHICTh, SIKA MPOXOIUTH

MpaBUJIa BaTigallii.

Apk.
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[TpomoBxenHus Tabmmii 3.2

Hist ChopmyBaTu 3anuT Ha 3MIHY YU CTBOPEHHS CYTHOCTI
KOpHCTyBaua Ta HAJICJAaTH JI0 IHTETpaIiiHol JAMOIH.
[ToBimOMIICHHS HATXOAUTH B YEPTy 1 0OPOOITIOETHCS.
OuikyBaHuii [Ipodinbs kopucTyBaya CTBOPEHO, OHOBJIEHO YM BHJAJICHO,
pe3yabTaT npoiib CHHXPOHI30BaHO 3 YCiMa CTOPOHHIMH CepBiCamMH.
Taomug 3.3 — TC003
Hasga 3aBaHTaXUTH NpOo(dUIL KOPUCTYBaYa
IlepenymoBH KopucrtyBau Oaxae 3aBaHTOXKUTH MPOQPUIL KOPUCTyBaya.
Inentudikarop BkazaHO Ha CyTHICTb, 1110 ICHY€E B CUCTEMI.
His CepBic poOWTH 3alUT O CXOBHMINA 1 3aBAHTAXKYE
BIAMOBIAHUMN TTPOQ1Ib.
OuikyBaHuii [Ipodinb KopUCTyBaua 3aBaHTAKEHO 3 yciMa HOTO JIeTaIsIMHU.
pe3ynbTar
Tabmuusa 3.4 — TC004
Hasga CTBOpUTH NMILIEH31IO
[lepeaymoBu KopuctyBau Oaxae cTBOpUTH JileH310. BkazaHo
11eHTU(IKATOp TPOAYKTY, M0 ICHYE€ B CHUCTEeMi. 3ajaHo
CYTHICTb, SIKa IPOXOJIUTh MpaBUiIa BajiAallii.
Hist Cepgic nepeBipsie, Un ICHY€ MPOAYKT B cucTteMi. PoOUThCs
3alHT B CUCTEMY JUIsl 30€piraHHs HOBO1 CYTHOCTI JIIICH3I].
OuikyBaHui Hoga mitien3ist 3’ BJISIETHCSL Y CXOBUII B CUCTEMI.
pe3ynbTar
Ta6muus 3.5 — TC005
Hazsa OHOBUTH HILEH3IIO
Apk.
KMI.IT-84823.045440.02.81
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[Iponossxenns Tabmuii 3.5

[TepemymoBH KopuctyBau G6akae OHOBUTH JilleH3i10. BkazaHo MpOIyKT,
[0 ICHye B cHCTeMi. 3aJaHO CYTHICTh, SIKa IPOXOJHUTh
IpaBuJia Bajiarlii.

Hist Cepgic nepeBipsie, 4d iICHy€ MPOAYKT B cucteMi. PoOuThes
3alUT B CUCTEMY JJIs 30epiranHsi HOBOi CyTHOCTI JIIEH3II.

OuikyBaHHit Jlinien3is oHOBJIEHA Ta 30epeKeHa B CXOBHILII B CUCTEMI.

pe3ysbTar

Taomuis 3.6 — TC006

Hasga Bunanutu nitensito

[TepenymoBu KopucryBau Oaxxae Bumanutu JineHsito. [neHtudikatop
BKa3ye Ha JILEH3110, 10 ICHY€ B CUCTEMI.

Hist Pobutbcs 3amuT B cucTteMy JUid BUJAJIEHHS CYTHOCTI
JLEeH31I.

OuikyBaHuii JlineH3is BUAAISIETHCS 31 CXOBHILA B CUCTEMI.

pe3yabTaT

Taomung 3.7 — TCO07

Hassa

CtBOpHUTH NPABO HA IPOIYKT

IlepenymoBu

KopucrtyBau 0axkae CTBOPUTH MpaBO Ha MPOAYKT. BkazaHo
1IeHTU(IKaTOp JUEH31l Ta KOpPHCTyBauya, L0 ICHYIOTh B
CHCTEMI.

3aaHo CYTHICThb, SIKa TIPOXOJUTH IpaBUja

BaTimari.

His

CepBic mnepeBipsi€e, 4d ICHY€ JIIEH3Is Ta KOPHUCTyBad B

cucTeMi. 3aBaHTaXYyIOThCA JeTalli KOpHUCTyBaua Ta

MPOAYKTY, TOB’S3aHOTO 3 JileH3i€l0. PoOUThCa 3amuT y

cUCTEMY JIJIsl 30epiraHHsl HOBOi CyTHOCTI IpaBa Ha MPOIYKT.

KMI.IT-84823.045440.02.81
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[Iponos:xenus tadbmuii 3.7

OuikyBaHuii

pe3yiabTaT

HoBa cyTHICTh IIpaBa Ha MPOIYKT 3’ SIBISETHCS Y CXOBUII B

CHUCTEMI.

Taomurg 3.8 — TC008

Ha3spa OHOBUTH NIPABO HA MIPOTYKT

IlepenymoBu KopuctyBau Oaxkae OHOBHTH MpaBO Ha MPOAYKT. Bkazano
imeHTudikarop JimeH3ii Ta KOpUCTyBauda, IO ICHYIOTh B
cucTteMmi. 3aJlaHO CyTHICTh, SIKa MPOXOJUTH IIpaBUiIa
BaJTimari.

Hist CepBic mepeBipsi€, 4M ICHY€ JIIEH31s Ta KOPHCTyBau B
cucTeMi. 3aBaHTAXYIOThCA JeTall KOpUCTyBadya Ta
MPOAYKTY, TOB’A3aHOTO 3 JileH3ier0. PoOuThes 3amuT y
CUCTEMY JIJIsl OHOBJIEHHS CYTHOCTI IpaBa Ha MPOJIYKT.

OuikyBaHuii [IpaBo Ha MPOAYKT OHOBJIIOETHCSA Y CXOBHUIII B CUCTEMI.

pe3yabTaT

Taomuus 3.9 — TC009

HazBa Bunanuty un 3aBaHTaKUTH MIPABO HA IPOAYKT

[lepenymoBu KopuctyBau Oaxae BHMJAIUTH YU OHOBUTH IpPaBO HAa
npoaykT. BkazaHo igeHTH(dikaTOp mpaBa Ha MPOAYKT, ILIO
ICHYIOTh B CHCTeMi. 3aJlaHO CYTHICTh, $Ka MPOXOJUTH
MIpaBHJIa BaTiaallii.

Hist PoOuThCS 3anmuT y CUCTEMy JUIsS BUJIAJICHHS/3aBaHTAXCHHS
CYTHOCTI IpaBa Ha MPOJIYKT.

OuikyBaHMit [lpaBo Ha TPOAYKT 3aBaHTAXYEThCS/BUIAIAETHCA — 3i

pe3ynbTar CXOBHIIA B CUCTEMI.

PesynbTaTu TectyBaHHs npeacTaBieHi y Tadmmii 3.10.
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Tabmuus 3.10 — Pe3ynbratu TecTyBaHHS

Koa Tecty | Haza Tecty Pesynbrar
TCO001 OnpanroBaty NpOgYKT VYemix
TC002 CuHXpOHI3yBaTH KOPUCTyBayda VYemix
TCO003 3aBaHTaXUTH MPOh1TH KOPUCTYBada VYemix
TCO004 CTBOpUTH JIICH3110 VYemix
TCO005 OHOBUTH JIIEH31I0 VYemix
TCO006 Bumanutu nirnensiro VYemix
TCO007 CrBopHTH NPaBO HA OPOTYKT VYemix
TCO008 OHOBHTH NPABO HA NPOTYKT VYemix
TCO009 Bupanuty uu 3aBaHTaKUTU IPABO HA MPOIYKT VYemix

3.3 Onuc KOHTPOJIBHOTO MPUKITATY

CTBOpUMO HOBOTO KOpHCTyBaya B cucTeMi. MokHa He BkaszyBatu Uuid

CaMOTYKH, CHCTEMa aBTOMAaTUYHO MPUCBOITh 3Tr€HEPOBAHUH 1ICHTU(IKATOP:

Jusers-api/users Creates a new user.

Parameters

No parameters

Request body

Common. Entities. UserDto

"uuid": "3Fa85f64-5717-4562-b3fc-2c063febafak"”,

"username”: "Test™,
"title": "Mr",
"firstName": "Bachelor™,

"lastName": "Test",
“"type™: "Human"

Pucynok 3.1 — 3anut Ha CTBOpEHHSI HOBOTO KOPUCTYyBayda

Apk.
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Curl

curl -X "POST" %
'hittps: /fr2mubcavab . execute-apl. eu-central-1. amazonaws . com/dev/users-apifusers" \
-H "accept: */*" \
-H 'Content-Type: applications/json’ \
-d -{
"puid": “3IfaB5f64-5717-4562-b3Ifc-2c963f66afab™ ,

"username": "Test",
"title™: "Mr",
“firstMame": "Bachelor®,
"lastName": "Test",
lltype L] : IIH umnll

1r
i)

Request URL

https://r2mubcavab.execute-apl. eu-central-1. amazonaws . com/dev/users-api/fusers

Server response

Code Details

202

documented

Response body

LAY,

"wuid": "3IFaB5F64-5717-4562-b3fc-2cI63f66afab™,
"username": "Test™,

"title™: "Mr",

"firstMame™: "Bachelor",

“lastName™: "Test™,

"phoneNumber": null,

"emailAddress™: null,
"prefferedservicelanguage™: “en-Us",

“type”: "Human™,

"updatedBy": null,

"updatedOn®™: "2823-06-81T19:13:39.06684562+00:00"

Pucynok 3.2 — Pe3ynbpTaT BUKIUKY
Kon 202 no3navae, mio 3anuT Ha iHTErpauito O0ysiao npuiiHaro. IlepeBiprumo
SQS uepry:
Queues (2)

Q

Name ry Type v Created v Messages available v Messages in flight

LicenseManagement-
May 28, 2023, 19:33:07

s-integration- Standard
users-integration andar GMT+3

lambda-deadletterqueue
LicenseManagement-
May 28, 2023, 19:33:32

rs-int tion- Standard
users-integration andar EMT+3

lambda-sgs

Pucynox 3.3 — SQS uyepra 3 iHTerpailii KOpucTyBayiB

KMI.IT-84823.045440.02.81
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Ha pucynky 3.3 BugHO, 1110 HOBE MOBiAOMIICHHS 0yJi0 cPOpMOBaHO Ta

MOTPANKUIO JI0 YeprH 3 1HTerpailii kopuctyBauis. IlepeBipumo jgoru podotu

IHTerpamiHol JIIMOIH:

v

2023-96-01T722:13:42.447+03:00 [19:13:42 INF] Received sQS Event: { "Records": [ { "messageId”: "b7cd4a@2-5168-4496-b3..

[19:13:42 INF] Received SQS Event:
{
"Records”: [
{

"messageId”: "b7cd4a@2-5f68-4496-b3f2-3a@30blcaad2"”,

"receiptHandle":

" AQEB5XX5MPBNnUoereNL4RCEL/hBSRUqUZVAKYkcGhUuOq5dDNORqWNn7xylezZrpPve+iiumjsxX31A7PnQvIowTeTizLFVWrzp@ovHtfayendQDL75yzHUA2F /ULSIVSrg/
dRc/oYaFv3f6QZgoDP+q8XKBo7zThC7EQ/LuywRilul/iB1/SOIHVP89L5gwrjly4APtPD3]duBgGGackreTTEshdee+5ZDvVgxNhDmvE/NOeKEkbEOYE9YdUM3RDYEEfsZ 2
eYoV6Z9EFRIVD81fLE6NBbNM1Gr1cInB",

"body": "{\"EntityId\":\"3fa85f64-5717-4562-b3fc-2c963f66afas\",\"Action\":\"Create\",\"MessageSenton\":\"2023-06-01T19
2c963f66afac\”, \"Username\ " :\"Test\",\"Title\": \"Mr\", \"FirstName\": \"Bachelor\",\"LastName\": \"Test\", \"PhoneNumber\ " :null, \"Email
us\",\"Type\" :\"Human\", \"UpdatedBy\" :null,\"Updatedon\":\"2023-06-01719:13:39.0668462+00:00\" }}",

"attributes": {

"ApproximateReceiveCount™: "1",

"AWSTraceHeader”: "Root=1-6478eded-16933d150f07434f2a94adec;Parent=21232e302220fb22;Sampled=1;Lineage=7adb6a34:0",
"SentTimestamp": "1685646820793",

"SenderId”: "AIDAISDDSWNBEXIA6J64K",

"ApproximateFirstReceiveTimestamp": "1685646820798"

T

"messageAttributes”: {},

"md50fBody": "f176aefc5bc40511c4d9403bcdede719",

"eventSource": "aws:sqs"”,
"eventSourceARN": "arn:aws:sqgs:eu-central-1:812040966008:LicenseManagement-users-integration-lambda-sqs”,
"awsRegion": "eu-central-1"

Pucynok 3.4 — OTpumaHe MoBiIOMIICHHS

VY noBiIOMJICHHI NpeICTaBICHUHN 1IeHTU(IKATOP CYyTHOCTI, Alsl Jyisi 0OpOOKHU

1 getauni. [licns orpumanss, nssM0a GyHKITIS CTBOPUTH KOPUCTYyBaya 3 Tijia

MOBIJJOMJICHHS Ta IHTETPY€E HOro 3 yciMa CTOPOHHIMU cepBicaMu (y HallloMy

BUMIAKY 11 Oyae 6a3a nanux). [lepeBipumo HasiBHICTh HOBOTO KopucTyBaya GET

3aIlIUTOM.

Apk.
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Curl

curl -X "GET" \

'https://r2mubcavab . execute-api.eu-central-1.amazonaws . com/dev/users-api/users?id=3faB5f64-5717-4562-b3fc-2c963f66afa6” \
-H 'accept: #/+'

Request URL

https://r2mubcavaé.execute-api.eu-central-1.amazonaws . com/dev/users-api/usersid=3faB5f64-5717-4562 -b3fc-2c963fa6atab

Server response

Code Details

=l Response body

"uuid": "3faB5f64-5717-4562-b3fc-2c063f66atat",

" phoneNumber" :

“emailAddress™: null,
“prefferedServicelanguage™: “en-U5",

“type™: "Human™,

“updatedBy™: null,

“updatedOn®: "2823-86-81T19:21:43.3943513+08:08"

Pucynok 3.5 — 3anuT kopucTyBaua 3 IIyKaHUM 1I€HTU(IKATOPOM
KopuctyBau ycninHo ctBopeHuil. [IopiBHAIOYM MO CYyTHOCTI, MOKHA

3pO6I/ITH BHUCHOBKH, 1110 BOHA Ta K CaMa.

BucnoBok: OuikyBaHHil pe3yJIbTaT MOBHICTIO CIIBHaAa€ 3 (HAKTUYHUM, TECT

MPONICHUH YCHIIIHO.

BucHoBKku 10 po3auty

VY nanomMy po3aini Oyso0 IeTalbHO OMKMCAHO MPOIEC TECTYBAHHS 3aCTOCYHKY.
[IpencraBieni TecT Keiicu, aHalli3 MPOrPaMHOTo 3a0€3MeUYeHHs], 3T1IHO 3 METPUK
SKOCT1 KOy, P13H1 MOKJIMBI CTAaHU CUCTEMHU Ta KOHTPOJbHUN MPUKIIAI, IKUN

JIEMOHCTPY€E poOOTY 1HTETpallli KOPUCTYBAUIB.

Apk.
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4 BIIPOBA/I’KEHHSA TA CYITPOBIJA TIPOI'PAMHOI'O
3ABE3IIEYEHHA

4.1 PosroptaHHs MPOTpaMHOTO 3a0€3MeUCHHS

Oxpemy yBary Iij 4ac po3poOKH 3aCTOCYHKY OyJIO BUAIIEHO caMe Ha 3py4HY
PO3rOPTKY 3aCTOCYHKY Ha OyIb-saKiii MamuHi. st boro ycst HeoOXigHa XMapHa
iHppacTpykTypa Oyina ommcana 3a gornomoror laC incrpymentis (Terraform y
HaIIoMy Bumaaky). Jlis cTtBopeHHs x wi€i iHppacTpykTypu 0yno ctBoperno CI/CD
naiIuIaiiH 3a J0IoMOororo cepsicy Jenkins.

HeoOxigHO nuiie CTBOPUTH akkayHT y Jenkins Ta 3amyCTHTH iHCTaHC Ha
BracHid MamuHi. [Totim ctBoputH akkayHT B AWS Ta Hamatu 00JiKOBI AaHi y
Jenkins Credentials Manager. HanamtyBary Iuisix 10 pero3HTOPItO i 3aITyCTUTH.

Pe3ynbTaT 3amycKky noka3aHo Ha pUCyHKY 4.1.

N N N . Publish
Publish User Publish User Publish License Product Prepare Terraform Declarative:
Checkout i

Integt Lambda Terraform init -
Management N apply Post Actions
Lambda Lambda Lambda Source Files
Lambda

Average stage times: 1s 1s 1s is 1s as 4s 36s 349ms

*" ‘ s 2s s 15 15 7s 4s 35s

Pucynok 4.1 — 3amyck Jenkins maimraiiny

CnoyaTky Oyze 3aBaHTa)KE€HO BUXIIHHUU KOJI 3 PENO3UTOPII0, CTBOPEHO
TUMYACOBY JIMPEKTOPIIO, Y AKY OyayTh CKOMITLIOBaHI YC1 CEPBICH TIPOCKTY.
301pKu apXiBYIOThCS, IIUISIX 10 HUX MIEPEAAETHCS, IK 3MIHHA Y BUKJIUK KOMaH/IH
terraform apply, sika nepeBipsie Ta CTBOPIOE yCio iHPACTPYKTYpyY. Y KiHII
TUMYacoBa AUPEKTOPIsE BUIATSETHCSA HE3AJIEAKHO BiJ YCIIXY MOMEPEAHIX €TalliB
BUKOHAHHS.

[Tporec aBTOMaTHYHOTO PO3TOPTAaHHS MPOrpaMHOro 3a0e3MeueHHs 3a
noromororo CI/CD naiimnaiigiB 3aiiMae OJIM3HbKO0 XBUJIMHU I OHOBJICHHS

1H(DpacTpyKTypy, 1 01M3bKO 4 XBWJIHH IT1J1 YaC PO3TOPTKH 3 HYJIS.
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4.2 TlinTpumKa mporpaMHOro 3a0e3rneueHHs

AWS nHanae BeNMMKY KUIBKICTh 1HCTPYMEHTIB JUISI MIATPUMKH IPOTPAMHOTO
3a0e3neyeHHsl, siki OyJM HaJlallTOBaHI MPOTATOM Lii€i podotu. Jlyia 3abe3neueHHs
MOHITOPHUHTY Ta YpPHAJIIOBaHHs 3aCTOCYHKY HAJAIITOBAHO 1HTErparito 3 Amazon
CloudWatch, sikuit BUKOHY€ JIOryBaHHS BUKOHAHHS KOXHOT tsamOqu. AWS X-Ray
HaJa€ 3MOTY s 300py Ta BIJICTEKEHHA METPHUK MPOIYKTHUBHOCTI Ta TpacyBaHHS
3anuTiB. 3a0e3MeYeHHs] MACIITa0OBAaHOCTI BalllOTO 3aCTOCYHKY MOXKE BKJIIOYATH
HaJIaIITyBaHHS aBTOMAaTUYHOTO maciTaOyBaHHs sl Lambda ¢yHkiii, Tak 1mo0
BOHHU MOTJIM 00po0isATH 3pocTatoue HaBaHTaxeHHsa. AWS Lambda Auto Scaling ta
AWS Application Auto Scaling, 103BoJisle aBTOMaTUYHO HAJAIITOBYBATU KUIbKICTh
pecypciB il KOKHOI (DYyHKIIIT 3aJIKHO BiJ MOTpeO HaBaHTAKEHHA. 3a POYTHUHT 1
roro 3miny Bianosigae APl Gateway, 3a DNS — Route 53.

VY pasi HeoOxigHOCTI BHeceHHs 3MiH y AWS pecypcu Ta iHppacTpykTypy,
HEOOXITHO 3HAWTH BimNOBiTHUI Momysb y Terraform ckpunrax ta BuryduTd abo
3MIHUTH Horo. 3a OaxaHHsSM 1HGpaACTpyKTypa MOKe OyTH pO3IIMpPEHa NUITXOM
JOJJaBaHHS HOBUX MOJIYJIIB Ta pecypciB. Terraform aBTOMaTHYHO BHUKOHYE
BEPCIIOBAaHHS MIPOrpaMHOTro 3a0e3meueHHsI.

Buxigauii xox Moke OyTH BUIBHO 3MIHCHHMH Ta 3aBaHTaXCHUU y HOBHUH
PEMO3UTOpPIN, SIKIIO BKa3aTH HOBUM HUIAX JO0 HboOro y mnadmnaixi. Ilig yac
PO3ropTKH, OyJie 3aBaHTa)KeHA HOBA BEpCis Ta 3aMiHEHA y JIAMO1ax.

XML nokymenTariist mpeAcTaBieHa OIMMMCOM YCiX KJIaciB Ta METOIIB JJ0aTKa
Ta F€HEPYEThCS aBTOMATUYHO. /[ CTOpOHHIX PO3POOHUKIB CTBOPEHUN OKpEeMHUI
Swagger enamnoinT, mo onucye koxHy Rest APl, Moaeni 3anuTy Ta BiANOBIII Ta

Mokl nosepueni HTTP konwu.

BucHoBKku 10 po3auty

VY upomy po3auii Oyiau moka3aHi IHCTPYKIi, HEOOX1H1 ISl BOPOBAKEHHS Ta

CYMPOBOJIY TIPOTPAMHOTO 3a0€3MeUeHHSI.
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PO3TOPTKHY HAIIOTO J0JaTKy. Takox, OyJjia onmucaHa MOCIIIOBHICTh A1l Y BUMAAKY

Bbynu BukopucrtaHi Taki iHCTpyMeHTH, sk Jenkins Ta Terraform mis 3py4noi

OHOBJICHHSI, 3MiHH YU PO3LIMPEHHS IPOrPAMHOTO 3aCTOCYHKY.

B3MiH,
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BUCHOBKHA

VY pe3yibTati BUKOHAaHHS pOOOTH, OyB CTBOPEHHM IHTETPOBAHUI MOAYb JIJIs
00poOKH 1 30epekeHHs JineH3ii. [IpoananizoBaHi iICHYIOY1 aHAJIOTH Ta peaiizarii
1o1IGHOTO MpoTrpaMHOro 3abe3neueHHs Ha puHKY. OnucaHa comialbHO-€KOHOMIYHA
3HAYYIIICTh POOOTH.

bynu migkpecieHi MOXKIMBI pIlIEHHs 3 iX IepeBaraMu Ta HEAOJIKaMH, Y
pe3ynbpTaTi 4oro OyB 3pOOJICHHWI BHCHOBOK, IIOJI0 MIHIMaJIbHOTO HaAOOpPY
HEeOoOX1THUX 1HCTpyMeHTIB. JlaHa mporpama Oya po3po0JsieHa 3a JOIOMOT0I0 MOBHU
nporpamyBaHHs C# Ha matdopmi .NET Bin komnanii Microsoft, xMapHoro cepsicy
AWS (Amazon Web Services) Ta Terraform — iHcTpyMeHT Bijx kommanii Hashicorp,
0 J0TIOMarae JeKJIapaTuBHO KepyBaTu 1H(pacTpykTyporo. [IpoBeaeHo po3oip
apXITEKTYpH, i CKJIaJIOBUX YACTUH Ta €TalK PO3POOKH.

[Ticns peanizarii 3acTOCYHOK OyB NMPOTECTOBAHUI HA MPUCTPOAX 3 PI3HUMHU
BEPCISIMU OTEpaIlifHuX CUCTEM Ta Opay3epiB, 100 MepeKOHATUCS Y TTOBHOIIIHHOMY
(yHKIL1OHYBaHHI JOJIATKY.

[IporpamnHe 3a0e3mnedeHHs IpaIlo€ MIBHJAKO Ta 3abes3reuye 3aq0BUIbHY
MPOIYKTUBHICTb, JIETKO MACIITA0YETHCSI Ta PO3TOPTAETHCS, 3PYUYHO THTEIPYETHCH,
aIanTy€eThCS 10 3MiHU HaBaHTakeHHsI. [Iporiec po3ropTanHs Ta KepyBaHHS 3MiHAMHU
OyB epeKkTHBHUM 1 3a0e3MeYnB CTAOUIBHICTh Ta HAIIMHICTH cepenoBuina. bymm
BUKOPHUCTAHI HAJIe)KHI MEXaHI3MHM 3aXMCTy, HaJallTOBaHI MpaBa JOCTYIy Ta

mrdpyBaHHs KOHDIIEHIIIHOT 1HOpMaIrii.
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daiin AwsEventSourceMappingState.cs

namespace UserIntegrationLambda.Services.CircuitBreaker

{
public static class AwsEventSourcelappingState
{
public const string Enabled = "Enabled";
public const string Disabled = "Disabled";
public const string Enabling = "Enabling";
public const string Disabling = "Disabling";
}
}

daiin EntityTypes.cs

namespace Common.Constants

{
public class EntityTypes
{
public const string User = "User";
public const string Product = "Product";
public const string License = "License";
public const string Deleted = "[deleted]";
}
}

®daiinn ValidationConstants.cs

namespace Common.Constants

{

public static class ValidationConstants

{
public const string GuidRegexPattern = @"(?im)"[{(]1?[0-9A-F]1{8}[-17(?:[0-9A-
F]{Hi[-]?){3}[0—9A—F]{12}[)}]?$";

}
daiin BaseMessage.cs

using Common.Interfaces;
using Newtonsoft.Json;
using Newtonsoft.Json.Converters;

namespace Common.Entities

{

public class BaselMessage<T> : IMessage<T>

{
public BaselMessage(string entityId, string entityType, ProcessAction action)
{
EntityId = entityld;
EntityType = entityType;
Action = action;
}

public string EntityId { get; }
public string EntityType { get; }

[JsonConverter(typeof(StringEnumConverter))]
public ProcessAction Action { get; }

public DateTimeOffset MessageSentOn { get; set; } = DateTimeOffset.UtcNow;

public T Content { get; set; } = default!;
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}

}

object IMessage.Content => Content!;

®daiia LicenseCreateModel.cs

namespace Common.Entities

}

/// <summary>

/// License model for create request.
/// </summary>

public class LicenseCreateModel

{

}

/// <summary>

/// License cost value.

/// </summary>

public decimal PriceAmount { get; set; }

/// <summary>
/// Currency used to pay for license.
/// </summary>
public string? Currency { get; set; }

®daiin LicenseDto.cs

using Amazon.DynamoDBv2.DataModel;

namespace Common.Entities

{

/// <summary>

/// Represents license definition.

/// </summary>
[DynamoDBTable("LicenseManagement-Licenses")]
public class LicenseDto

{

private string? currency;

/// <summary>

/// License's unique indentifier.

/// </summary>

[DynamoDBHashKey]

public Guid LicenseId { get; set; } = Guid.NewGuid();

/// <summary>

/// Id of a product this license is assigned to.
/// </summary>

public Guid ProductId { get; set; }

/// <summary>

/// License cost value.

/// </summary>

public decimal PriceAmount { get; set; }

/// <summary>

/// Currency used to pay for license.

/// </summary>

public string Currency

{
get => currency ?? PriceAmount.ToString("C");
set => currency = value;
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®daiia ProcessAction.cs

namespace Common.Entities

{

/// <summary>
/// Action being performed on an entity.
/// </summary>
public enum ProcessAction

{

/// <summary>
/// Entity is being created.

/// </summary>

Create,

/// <summary>
/// Entity is being

/// </summary>

Read,

/// <summary>

/// Entity is being

/// </summary>

Update,

/// <summary>

/// Entity is being

/// </summary>

Delete,

/// <summary>

/// Entity is being

/// </summary>

Reinstate,

/// <summary>

/// Entity is being

/// </summary>

Relocate

}
}

®daiia ProductDto.cs

read.

updated.

deleted.

reinstated.

relocated.

using Amazon.DynamoDBv2.DataModel;

namespace Common.Entities

[DynamoDBTable("LicenseManagement-Products")]
public class ProductDto

[DynamoDBHashKey]
public Guid ProductId { get; set; } = Guid.NewGuid();

{
{
public
public
public
public
public
}
}

string Name { get; set; } = null!;

string Description { get; set; } = null!;

string ProductGroup { get; set; } = null!;

bool Billable { get; set; 1}

List<string> Countries { get; set; } = new() { "UA" };
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®dDaii1 ProductEntitlementDto.cs

using Amazon.DynamoDBv2.DataModel;

namespace Common.Entities
{
[DynamoDBTable("LicenseManagement-Entitlements")]
public class ProductEntitlementDto
{
[DynamoDBHashKey]
public Guid EntitlementId { get; set; 1}

Guid.NewGuid();
public string LicenseId { get; set; }

public string UserId { get; set; }

public string ProductName { get; set; } = null!;

public string ProductDescription { get; set; } = null!;
public string UserName { get; set; } = null!;

public DateTime? Until { get; set; }
}
}

daiia SgsEventSourceArn.cs

using System.ComponentModel.DataAnnotations;
using System.Text.RegularExpressions;

namespace Common.Entities

{

public class SqsEventSourceArn

{
private const string SqsEventSourceArnPattern = @""(arn):(aws):(sqs):[A-Za-
z0-9\-:]+";
public string Value { get; }
public SqsEventSourceArn([RegularExpression(SqsEventSourceArnPattern)]
string value)
{

if (value == null) throw new ArgumentNullException(nameof(value));

if (!Regex.IsMatch(value, SqsEventSourceArnPattern)) throw new
ArgumentException($"{value} doesn't match {SqsEventSourceArnPattern} pattern.");

Value = value;

}
public static bool IsMatch(string value)
{
return Regex.IsMatch(value, SqsEventSourceArnPattern);
}

3
}

®aii UserDto.cs

using Amazon.DynamoDBv2.DataModel;

namespace Common.Entities
{
/// <summary>
/// Represents model for user definition.
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/// </summary>
[DynamoDBTable("LicenseManagement-Users")]
public class UserDto
{
/// <summary>
/// Unique-id created by the api processor.
/// </summary>
[DynamoDBHashKey]
public Guid Uuid { get; set; } = Guid.NewGuid();

/// <summary>

/// Unique Id that a user logs in to their system with, often an email
address.

/// </summary>

public string Username { get; set; } = null!;

/// <summary>

/// Title of the user.

/// </summary>

public string? Title { get; set; }

/// <summary>

/// First name of a user.

/// </summary>

public string? FirstName { get; set; }

/// <summary>

/// Last name of a user.

/// </summary>

public string? LastName { get; set; }

/// <summary>
/// Phone number os a user/machine owner.
/// </summary>
public string? PhoneNumber { get; set; }

/// <summary>
/// Email address of a user/machine owner.
/// </summary>
public string? EmailAddress { get; set; }

/// <summary>
/// Preferred language services should use.

/// </summary>
public string PrefferedServiceLanguage { get; set; } = "en-US";

/// <summary>

/// User type (e.g Human, Service).

/// </summary>

public string Type { get; set; } = "Human";

/// <summary>

/// Last update date.

/// </summary>

public DateTimeOffset UpdatedOn { get; } = DateTimeOffset.UtcNow;

}
}

daiin EntitlementNotFoundException.cs

using System.Runtime.Serialization;
namespace Common.Exceptions

/// <summary>
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/// Represents an error during user retrieving operation.
/// </summary>
[Serializable]
public class EntitlementNotFoundException : Exception
{
/// <summary>
/// Initializes a new instance of <see cref="EntitlementNotFoundException"/>

class.

/// </summary>
public EntitlementNotFoundException() : this("Product Entitlement is not

found.")

{
}

/// <summary>
/// Initializes a new instance of <see cref="EntitlementNotFoundException"/>

class.

/// </summary>

/// <param name="message">Exception message.</param>

public EntitlementNotFoundException(string? message) : base(message)
{

}

/// <summary>
/// Initializes a new instance of <see cref="EntitlementNotFoundException"/>

class.

/// </summary>

/// <param name="message">Exception message.</param>

/// <param name="innerException">Inner exception.</param>
public EntitlementNotFoundException(string? message, Exception?

innerException) : base(message, innerException)

{
}

/// <summary>
/// Initializes a new instance of <see cref="EntitlementNotFoundException"/>

class.

/// </summary>

/// <param name="info"><see cref="SerializationInfo"/></param>
/// <param name="context"><see cref="StreamingContext"/></param>
protected EntitlementNotFoundException(SerializationInfo info,

StreamingContext context) : base(info, context)

}

{
}

daiin LicenseNotFoundException.cs

using System.Runtime.Serialization;

namespace Common.Exceptions

{

/// <summary>
/// Represents an error during license retrieving operation.
/// </summary>
[Serializablel
public class LicenseNotFoundException : Exception
{
/// <summary>
/// Initializes a new instance of <see cref="LicenseNotFoundException'/>

class.

/// </summary>
public LicenseNotFoundException() : this("License is not found.")

{
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}

/// <summary>

/// Initializes a new instance of <see cref="LicenseNotFoundException"/>
class.

/// </summary>

/// <param name="message">Exception message.</param>

public LicenseNotFoundException(string? message) : base(message)

{

3

/// <summary>

/// Initializes a new instance of <see cref="LicenseNotFoundException"/>
class.

/// </summary>

/// <param name="message">Exception message.</param>

/// <param name="innerException">Inner exception.</param>

public LicenseNotFoundException(string? message, Exception? innerException)

: base(message, innerException)
{
}

/// <summary>

/// Initializes a new instance of <see cref="LicenseNotFoundException"/>
class.

/// </summary>

/// <param name="info"><see cref="SerializationInfo"/></param>

/// <param name="context"><see cref="StreamingContext"/></param>

protected LicenseNotFoundException(SerializationInfo info, StreamingContext

context) : base(info, context)
{
}

}
daiin MappingStateTransitionException.cs

using System.Runtime.Serialization;

namespace Common.Exceptions
{
/// <summary>
/// Represents lambda configuration validation failure.
/// </summary>
[Serializablel
public class MappingStateTransitionException : Exception
{
/// <summary>
/// Initializes a new instance of <see
cref="MappingStateTransitionException"/> class.
/// </summary>
public MappingStateTransitionException()
{

}

/// <summary>

/// Initializes a new instance of <see
cref="MappingStateTransitionException"/> class.

/// </summary>

/// <param name="message">Exception message.</param>

public MappingStateTransitionException(string? message) : base(message)

}

/// <summary>
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cr

in

cr

/// Initializes a new instance of <see
ef="MappingStateTransitionException"/> class.

/// </summary>

/// <param name="message">Exception message.</param>

/// <param name="innerException">Inner exception.</param>

public MappingStateTransitionException(string? message, Exception?
nerException) : base(message, innerException)

{

3

/// <summary>

/// Initializes a new instance of <see
ef="MappingStateTransitionException"/> class.

/// </summary>

/// <param name="info"><see cref="SerializationInfo"/></param>

/// <param name="context"><see cref="StreamingContext"/></param>

protected MappingStateTransitionException(SerializationInfo info,

StreamingContext context) : base(info, context)

}
()

us

{
}

aitn ProductNotFoundException.cs

ing System.Runtime.Serialization;

namespace Common.Exceptions

{
/// <summary>
/// Represents an error during product retrieving operation.
/// </summary>
[Serializablel
public class ProductNotFoundException : Exception
{
/// <summary>
/// Initializes a new instance of <see cref="ProductNotFoundException"/>
class.
/// </summary>
public ProductNotFoundException() : this("Product is not found.")
{
}
/// <summary>
/// Initializes a new instance of <see cref="ProductNotFoundException"/>
class.
/// </summary>
/// <param name="message">Exception message.</param>
public ProductNotFoundException(string? message) : base(message)
{
}
/// <summary>
/// Initializes a new instance of <see cref="ProductNotFoundException'/>
class.

/// </summary>

/// <param name="message">Exception message.</param>

/// <param name="innerException">Inner exception.</param>

public ProductNotFoundException(string? message, Exception? innerException)

: base(message, innerException)

}

/// <summary>
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/// Initializes a new instance of <see cref="ProductNotFoundException'/>
class.

/// </summary>

/// <param name="info"><see cref="SerializationInfo"/></param>

/// <param name="context"><see cref="StreamingContext"/></param>

protected ProductNotFoundException(SerializationInfo info, StreamingContext
context) : base(info, context)

{

3

}
daiin UserNotFoundException.cs

using System.Runtime.Serialization;

namespace Common.Exceptions
{
/// <summary>
/// Represents an error during user retrieving operation.
/// </summary>
[Serializablel
public class UserNotFoundException : Exception
{

/// <summary>

/// Initializes a new instance of <see cref="UserNotFoundException"/> class.

/// </summary>

public UserNotFoundException() : this("User is not found.")
{

}

/// <summary>

/// Initializes a new instance of <see cref="UserNotFoundException"/> class.

/// </summary>

/// <param name="message">Exception message.</param>

public UserNotFoundException(string? message) : base(message)
{

}

/// <summary>

/// Initializes a new instance of <see cref="UserNotFoundException"/> class.

/// </summary>

/// <param name="message">Exception message.</param>

/// <param name="innerException">Inner exception.</param>

public UserNotFoundException(string? message, Exception? innerException)
base(message, innerException)

}

/// <summary>

/// Initializes a new instance of <see cref="UserNotFoundException"/> class.

/// </summary>

/// <param name="info'"><see cref="SerializationInfo"/></param>

/// <param name="context"><see cref="StreamingContext"/></param>

protected UserNotFoundException(SerializationInfo info, StreamingContext
context) : base(info, context)

{

}

}
daiin DatabaseConfigurationExtensions.cs

using Amazon.DynamoDBv2;
using Amazon.DynamoDBv2.DataModel;
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using Microsoft.Extensions.Configuration;
using Microsoft.Extensions.DependencyInjection;

namespace Common.Extensions
{
/// <summary>
/// DynamoDB configuration extension class.
/// </summary>
public static class DatabaseConfigurationExtensions
{
/// <summary>
/// Configures dynamoDB services in the DI container.
/// </summary>
/// <param name="services"><see cref="IServiceCollection"/></param>
/// <param name="configuration"><see cref="IConfiguration"/></param>
/// <returns><see cref="IServiceCollection"/></returns>
public static IServiceCollection ConfigureDynamoDB(this IServiceCollection
services, IConfiguration configuration)

{
return services
.AddDefaultAwWSOptions(configuration.GetAWSOptions())
.AddAwWSService<IAmazonDynamoDB>()
.AddTransient<IDynamoDBContext, DynamoDBContext>();
}

}
}

daiin LoggerConfigurationExtensions.cs

using Microsoft.Extensions.DependencyInjection;
using Microsoft.Extensions.Logging;

using Serilog;

using Serilog.Events;

namespace Common.Extensions

/// <summary>
/// Logger configuration extension class.
/// </summary>
public static class LoggerConfigurationExtensions
{
/// <summary>
/// Configure Serilog logger.
/// </summary>
/// <param name="serviceCollection"><see cref="IServiceCollection"/></param>
/// <returns><see cref="ServiceCollection"/></returns>
public static IServiceCollection ConfigurelLogging(this IServiceCollection
serviceCollection, LogEventLevel logEventLevel = LogEventLevel.Debug)

{
var logger = new LoggerConfiguration()
.Enrich.FromLogContext()
.MinimumLevel.Debug()
.WriteTo.Console()
.CreatelLogger();
serviceCollection.AddLogging(builder =>
{
builder.ClearProviders();
builder.AddSerilog(logger);
B
return serviceCollection;
3
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daiin ParametersConfigurationExtensions.cs

using Microsoft.Extensions.Configuration;
using Microsoft.Extensions.DependencyInjection;

namespace Common.Extensions
{
/// <summary>
/// Extension class to work with lambda environment variables.
/// </summary>
public static class ParametersConfigurationExtensions
{
/// <summary>
/// Injects lambda parameters in the DI container.
/// </summary>
/// <typeparam name="TOptions">Type of options being configured.</typeparam>
/// <param name="services"><see cref="IServiceCollection"/></param>
/// <param name="configuration"><see cref="IConfiguration"/></param>
/// <returns><see cref="IServiceCollection"/></returns>
public static IServiceCollection ConfigurelLambdaVariables<TOptions>(this
IServiceCollection services, IConfiguration configuration) where TOptions : class
{

services.Configure<TOptions>(configuration.GetSection("Parameters"));
return services;

}
}

dajin SnsConfigurationExtensions.cs

using Amazon.SimpleNotificationService;
using Microsoft.Extensions.Configuration;
using Microsoft.Extensions.DependencyInjection;

namespace Common.Extensions
{
/// <summary>
/// Sns configuration extension class.
/// </summary>
public static class SnsConfigurationExtensions
{
/// <summary>
/// Configures sns in the DI container.
/// </summary>
/// <param name="services"><see cref="IServiceCollection"/></param>
/// <param name="configuration"><see cref="IConfiguration"/></param>
/// <returns><see cref="IServiceCollection"/></returns>
public static IServiceCollection ConfigureSns(this IServiceCollection
services)
{
return services
.AddTransient<IAmazonSimpleNotificationService,
AmazonSimpleNotificationServiceClient>();
}
}
}
daiin SwaggerConfigrationExtensions.cs

using Common.Extensions;

using Microsoft.AspNetCore.Builder;

using Microsoft.Extensions.Configuration;

using Microsoft.Extensions.DependencyInjection;
using Microsoft.OpenApi.Models;

using Swashbuckle.AspNetCore.SwaggerGen;
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namespace Common.Extensions
{
public static class SwaggerConfigrationExtensions
{
public static IServiceCollection ConfigureSwaggerServices(this
IServiceCollection services, OpenApiInfo swaggerInfo)

{ services.AddSwaggerGen(options =>
‘ options.SwaggerDoc("v1l", swaggerInfo);
AddSwaggerXmlComments(options);
});
) return services;

public static IApplicationBuilder UseSwagger(this IApplicationBuilder app,
string projectPrefix, IConfiguration configuration)

app.UseSwagger(c =>

c.RouteTemplate = $"{projectPrefix}/{{documentName}}/swagger.json";
1))
.UseSwaggerUI(c =>

c.SwaggerEndpoint("vl/swagger.json", "Users API implementation
for License Management Service.");
c.RoutePrefix = projectPrefix;

b;

return app;

}

private static void AddSwaggerXmlComments(SwaggerGenOptions options)
{
foreach (var xmlDocFile in
Directory.EnumerateFiles(AppContext.BaseDirectory, "*.xml"))

options.IncludeXmlComments(xmlDocFile);

}
}

daiin |EventBridgeSchedulerService.cs

namespace Common.Interfaces
{
/// <summary>
/// Interface for Event Bridge Scheduler service.
/// </summary>
public interface IEventBridgeSchedulerService
{
/// <summary>
/// Sets Event Brdige rule state to DISABLED.
/// </summary>
/// <returns></returns>
Task CancelCircuitClosureTrialAsync();

/// <summary>

/// Sets Event Bridge rule state to ENABLED.
/// </summary>

/// <returns></returns>
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}

Task ScheduleCircuitClosureTrialAsync(DateTimeOffset trialDate);

daiin |IEventSourceMappingClient.cs

namespace Common.Interfaces

{

}

/// <summary>
/// Interface of lambda event source mapping service.
/// </summary>
public interface IEventSourceMappingClient
{
/// <summary>
/// Disables event source mapping for lambda.
/// </summary>
/// <returns></returns>
public Task DisableEventSourceMappingAsync();

/// <summary>

/// Enables event source mapping for lambda.
/// </summary>

/// <returns></returns>

public Task EnableEventSourceMappingAsync();

®daii |LambdaContextAccessor.cs

using Amazon.Lambda.Core;

namespace Common.Interfaces

{

}

/// <summary>
/// Interface for lambda function context wrapper.

/// </summary>
public interface ILambdaContextAccessor

{
/// <summary>
/// <see cref="ILambdaContext"/>
/// </summary>
ILambdaContext Context { get; }
}

daiin IMessage.cs

using Common.Entities;

namespace Common.Interfaces

{

/// <summary>
/// Represents a message in SNS or SQS.
/// </summary>
public interface IMessage
{
/// <summary>
/// Gets the Id of the entity message refers to.
/// </summary>
public string EntityId { get; }

/// <summary>

/// Gets the action being performed of the Entity.
/// </summary>

public ProcessAction Action { get; }
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/// <summary>

/// Gets the body of the message.
/// </summary>

public object Content { get; }

/// <summary>
/// Gets or sets the datetime that the message was sent.
/// </summary>
public DateTimeOffset MessageSentOn { get; set; }
3

/// <summary>

/// Represents a strongly typed instance of a message.

/// </summary>

/// <typeparam name="T">The type of the content.</typeparam>
public interface IMessage<T> : IMessage

{
/// <summary>
/// Gets or sets the message body.
/// </summary>
new T Content { get; set; }
}

}
daiin IReadRepository.cs

namespace Common.Interfaces
{
/// <summary>
/// Interface of datastore read service.
/// </summary>
/// <typeparam name="TEntity">Data transfer object.</typeparam>
public interface IReadRepository<TEntity>
{
/// <summary>
/// Gets entity by id.
/// </summary>
/// <param name="id">Entity unique indentifier.</param>
/// <returns>Entity dto.</returns>
Task<TEntity> GetByIdAsync(Guid id);
}
}

®daiia 1SnsClient.cs

namespace Common.Interfaces

{
/// <summary>
/// Interface of SNS message publisher service.
/// </summary>
public interface ISnsClient
{
/// <summary>
/// Publishes a message to the bus.
/// </summary>
/// <typeparam name="T">Type of the message payload.</typeparam>
/// <param name="topicArn">Target topic arn.</param>
/// <param name="message">The message to be sent.</param>
/// <returns></returns>
Task PublishToTopicAsync<T>(string topicArn, IMessage<T> message);
}
}

®aiin 1SqgsClient.cs

using Amazon.SQS.Model;
using static Amazon.Lambda.SQSEvents.SQSEvent;
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namespace Common.Interfaces

{

}

/// <summary>

/// Interface of service to work with AWS SQS queues.
/// </summary>

public interface ISgsClient

{

}

/17
/17
/17
/17
/17
/17

<summary>

Adds message to the SQS queue.

</summary>

<param name="message'"><see cref="SQSMessage"/></param>

<param name="queueUrl">Queue url.</param>
<returns>Task.</returns>

Task EnqueueAsync(SQSMessage message, Uri queueUrl);

/1/
/1/
/17
/17
/17

<summary>

Takes last message from the SQS queue.
</summary>

<param name="queueUrl">Queue url.</param>

<returns><see cref="Message"/></returns>

Task<Message?> DequeueAsync(Uri queueUrl);

/17
/17
/17
/17
/17
/17

<summary>

Deletes message from the SQS queue.

</summary>

<param name="receiptHandle">Receipt handle.</param>

<param name="queueUrl">Queue url.</param>
<returns>Task.</returns>

Task DeleteMessageAsync(string receiptHandle, Uri queueUrl);

daiin 1SgsEventProcessingService.cs

using Newtonsoft.Json.Ling;

namespace Common.Interfaces

}

/// <summary>

/// Interface of SQS Event processor service.
/// </summary>

public interface ISqgsEventProcessingService

{

/17
/17
/17
/17
/17

<summary>

Processes the SQS Event and logs incomming message.
</summary>

<param name="input">JSON input.</param>

<returns>Task.</returns>

Task ProcessAsync(JObject input);

daiia IWriteRepository.cs

namespace Common.Interfaces

{
/// <summary>
/// Interface of datastore write service.
/// </summary>
/// <typeparam name="TEntity">Data transfer object.</typeparam>
public interface IWriteRepository<TEntity>
{
/// <summary>
/// Creates or updates entity in the datastore.
Apk.
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/// </summary>

/// <param name="entity">Entity to be created.</param>
/// <returns>Saved user dto.</returns>

Task<TEntity> SaveAsync(TEntity entity);

/// <summary>
/// Deletes entity from the datastore.
/// </summary>
/// <param name="id">Entity unique identifier.</param>
/// <returns>Deleted entity dto.</returns>
Task<TEntity> DeleteAsync(Guid id);
3
}

daiin LicenseMapper.cs

using Common.Entities;

namespace Common.Mappers

{
public static class LicenseMapper
{
public static LicenseDto MapToDto(this LicenseCreateModel licenseModel, Guid
productId)
{
var licenseDto = new LicenseDto
{
ProductId = productId,
PriceAmount = licenseModel.PriceAmount,
Currency = licenseModel.Currency
}
return licenseDto;
}
}
}

daiin UnhandledExceptionLoggingMiddleware.cs

using Common.Exceptions;

using FluentValidation;

using Microsoft.AspNetCore.Http;
using Microsoft.Extensions.Logging;

namespace Common.Middleware
{
/// <summary>
/// Logs unhandled exceptions during request lifetime.
/// </summary>
public class UnhandledExceptionLoggingMiddleware
{
private readonly RequestDelegate _next;
private readonly ILogger<UnhandledExceptionLoggingMiddleware> _logger;

/// <summary>

/// Initializes a new instance of <see
cref="UnhandledExceptionLoggingMiddleware"/> class.

/// </summary>

/// <param name="next"><see cref="RequestDelegate"/></param>

/// <param name="logger"=>Logger instance.</param>

/// <exception cref="ArgumentNullException"></exception>

public UnhandledExceptionLoggingMiddleware (RequestDelegate next,
ILogger<UnhandledExceptionLoggingMiddleware> logger)

{

_next = next ?? throw new ArgumentNullException(nameof(next));
_logger = logger;
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}

/// <summary>

/// Invokes http context and handles exceptions.

/// </summary>

/// <param name="context"><see cref="HttpContext"/></param>
/// <returns>Task.</returns>

/// <exception cref="ArgumentNullException">Context is null.</exception>

public async Task InvokeAsync(HttpContext context)

{

if (context == null)

{
throw new ArgumentNullException(nameof(context));

}

try

{
await _next(context);

}

catch (vValidationException ex)

{
const string message = "Entity validation failed.";
_logger.LogWarning(ex, message);
context.Response.StatusCode = StatusCodes.Statusd00BadRequest;

}

catch (Exception ex) when (ex is UserNotFoundException ||
ex is ProductNotFoundException ||
ex is LicenseNotFoundException)

{
const string message = "Entity does not exist";
_logger.LogWarning(ex, message);
context.Response.StatusCode = StatusCodes.StatusdOUNotFound;
}
catch (Exception ex)
{

const string message = "An unhandled exception occured during
request processing.";

_logger.LogError(ex, message);

context.Response.Clear();

context.Response.StatusCode =
StatusCodes.Status500InternalServerError;

}
}
}

}

daiin EventBridgeOptions.cs

using System.Diagnostics.CodeAnalysis;

namespace Common.Options
{
/// <summary>
/// Contains configuration parameters for Event Bridge Rule.
/// </summary>
[ExcludeFromCodeCoverage]
public class EventBridgeOptions
{
/// <summary>
/// Gets or sets the Event Bridge Rule name.
/// </summary>
public string RuleName { get; set; } = null!;
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daiia EventBridgeSchedulerService.cs

using Amazon.EventBridge;

using Amazon.EventBridge.Model;
using Common.Interfaces;

using Common.Options;

using Microsoft.Extensions.Logging;
using Microsoft.Extensions.Options;
using System.Net;

namespace Common.Services

{
/// <summary>
/// Event Bridge Scheduler service.
/// </summary>
public class EventBridgeSchedulerService : IEventBridgeSchedulerService
{
private readonly IAmazonEventBridge _amazonEventBridge;
private readonly EventBridgeOptions _eventBridgeOptions;
private readonly IlLogger<EventBridgeSchedulerService> _logger;
/// <summary>
/// Initializes a new instance of <see cref="EventBridgeSchedulerService"/>
class.

/// </summary>

/// <param name="amazonEventBridge'"><see cref="IAmazonEventBridge"/></param>

/// <param name="eventBridgeOptions"><see
cref="EventBridgeOptions"/></param>

/// <param name="logger">Logger instance.</param>

public EventBridgeSchedulerService(IAmazonEventBridge amazonEventBridge,
IOptions<EventBridgeOptions> eventBridgeOptions,
ILogger<EventBridgeSchedulerService> logger)

_amazonEventBridge = amazonEventBridge;
_eventBridgeOptions = eventBridgeOptions.Value;
_logger = logger;

/// <inheritdoc/>
public Task CancelCircuitClosureTrialAsync()

{

days)");
}

return ChangeEventBridgeRuleStateAsync(RuleState.DISABLED, "rate(365

/// <inheritdoc/>
public Task ScheduleCircuitClosureTrialAsync(DateTimeOffset trialDate)
{
return ChangeEventBridgeRuleStateAsync(RuleState.ENABLED,
GetCronExpression(trialDate));

private async Task ChangeEventBridgeRuleStateAsync(RuleState state, string
scheduleExpression)
{
_logger.LogDebug("Changing EventBridge {rule} rule to state {statel}",
_eventBridgeOptions.RuleName, state);
var request = new PutRuleRequest

{
Name = _eventBridgeOptions.RuleName,
ScheduleExpression = scheduleExpression,
State = state

3
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PutRuleResponse? response = await
_amazonEventBridge.PutRuleAsync(request);

if (response.HttpStatusCode != HttpStatusCode.OK)

{

throw new HttpRequestException($"Failed to change EventBridge

{_eventBridgeOptions.RuleName} rule to {state} state", null,
response.HttpStatusCode);

}

_logger.LogInformation("Changed EventBridge {rule} rule to {state}
state", _eventBridgeOptions.RuleName, state);

private static string GetCronExpression(DateTimeOffset trialDate)

{
return trialDate - DateTimeOffset.UtcNow <= TimeSpan.FromMinutes(1)
? "cron(OQ/1 * * x ? *)"
: $"cron({trialDate.Minute} {trialDate.Hour} {trialDate.Day} * ?
*)u;
}
}
}

®daiia SnsClient.cs

using Amazon.SimpleNotificationService;

using Amazon.SimpleNotificationService.Model;
using Common.Interfaces;

using Microsoft.Extensions.Logging;

using Newtonsoft.Json;

namespace Common.Services
{
/// <summary>
/// Sns message publisher service.
/// </summary>
public class SnsClient : ISnsClient
{
private readonly IAmazonSimpleNotificationService
_simpleNotificationService;
private readonly ILogger<SnsClient> _logger;

/// <summary>

/// Initializes a new instance of <see cref="SnsClient"/> class.

/// </summary>

/// <param name="simpleNotificationService"><see
cref="IAmazonSimpleNotificationService"/></param>

/// <param name="logger">Logger instance.</param>

public SnsClient(IAmazonSimpleNotificationService simpleNotificationService,
ILogger<SnsClient> logger)

_simpleNotificationService = simpleNotificationService;
_logger = logger;

/// <inheritdoc/>
public async Task PublishToTopicAsync<T>(string topicArn, IMessage<T>
message)

{
_logger.LogDebug("Started publishing the content: {@content} to the SNS
topic: {topicArn}", message, topicArn);

var content = JsonConvert.SerializeObject(message, Formatting.None);

KMI.IT-84823.045440.03.12

BMiH,

Apk. N2 sokym. Mign. [JaTa.

Apk.

20




_logger.LogDebug("Serialized content: {content}", content);

var request = new PublishRequest
{
TopicArn = topicArn,
Message = content
¥
_logger.LogDebug("Created a new SNS publish request: {@request}",

request);

await _simpleNotificationService.PublishAsync(topicArn, content);
_logger.LogInformation("Successfully published message: {@content} to

the SNS topic: {topicArn}", content);
3

}

daiiax SqsClient.cs

using Amazon.Lambda.SQSEvents;
using Amazon.SQS;

using Amazon.SQS.Model;

using Common.Interfaces;

using Microsoft.Extensions.Logging;

namespace Common.Services

{

/// <summary>

/// Service to work with Amazon SQS queues.
/// </summary>

public class SqgsClient : ISqsClient

{

private readonly IAmazonSQS _sqs;
private readonly ILogger<SqsClient> _logger;

public SqsClient(IAmazonSQS sqs, ILogger<SqsClient> logger)
{
_sqs = sqs ?? throw new ArgumentNullException(nameof(sqs));
_logger = logger ?? throw new ArgumentNullException(nameof(logger));

/// <inheritdoc/>
public async Task EnqueueAsync(SQSEvent.SQSMessage message, Uri queueUrl)

{

if (message == null) throw new ArgumentNullException(nameof(message));

await _sqgs.SendMessageAsync(new SendMessageRequest { QueueUrl =

queueUrl.AbsoluteUri, MessageBody = message.Body });

_logger.LogInformation("Message {messageId} added to {queueUrl}",

message.MessageId, queuelrl);

/// <inheritdoc/>
public async Task<Message?> DequeueAsync(Uri queueUrl)

_logger.LogDebug("Trying to get message from the queue: {queueUrl}",

queuelrl);
var receivelMessageRequest = new ReceivelMessageRequest
{
AttributeNames = { "All" },
MaxNumberOfMessages = 1,
QueueUrl = queueUrl.AbsoluteUri,
VisibilityTimeout = 15,
Apk.
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WaitTimeSeconds = @

}

ReceivelMessageResponse receiveMessageResponse = await
_sqgs.ReceiveMessageAsync(receiveMessageRequest);

_logger.LogDebug("Received message response from the SQS queue:
{@response}", receiveMessageResponse);

return receiveMessageResponse.Messages.FirstOrDefault();

}

/// <inheritdoc/>
public async Task DeleteMessageAsync(string receiptHandle, Uri queueUrl)
{
await _sqs.DeleteMessageAsync(new DeleteMessageRequest { QueueUrl =
queueUrl.AbsoluteUri, ReceiptHandle = receiptHandle });
_logger.LogInformation("Message {receiptHandle} deleted from the
{queueUrl}", receiptHandle, queueUrl);

}

®daii1 LambdaContextAccessor.cs

using Amazon.Lambda.Core;
using Common.Interfaces;

namespace Common.Utils

{
/// <summary>
/// Lambda context wrapper.
PP
/// </summary>
public class LambdaContextAccessor : ILambdaContextAccessor
{
private static readonly AsynclLocal<ILambdaContext> AsyncStore = new ();
/// <inheritdoc/>
public ILambdaContext Context
{
get => AsyncStore.Value;
set => AsyncStore.Value = value;
}
}
}

daiin CircuitBreakerPolicy.cs

namespace Resiliency.CircuitBreaker

{

public class CircuitBreakerPolicy

{
private Func<Exception, bool> _exceptionFilter = _ => true;
public CircuitState State { get; private set; }

public CircuitBreakerPolicy(CircuitState currentState)

{
State = currentState ?? throw new
ArgumentNullException(nameof(currentState));

public CircuitBreakerPolicy Handle(Func<Exception, bool> exceptionFilter)
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{
_exceptionFilter = exceptionFilter ?? throw new
ArgumentNullException(nameof(exceptionFilter));
return this;

3
public Task ExecuteAsync(Func<Task> action)
{ if (action == null)
: throw new ArgumentNullException(nameof(action));
return InnerExecuteAsync(action);
3
public Task ExecuteAsync<TResult>(Func<Task<TResult>> action)
{ if (action == null)
: throw new ArgumentNullException(nameof(action));
return InnerExecuteAsync(action);
}
public void ClosePermanently()
: State = new PermanentlyClosedState();
private async Task InnerExecuteAsync(Func<Task> action)
{ try
{
) State = await State.ExecuteAsync(action);

catch (Exception exception) when (_exceptionFilter(exception) &&
exception is not OpenCircuitException)

State = State.RecordError();

throw;

}
}
private async Task<TResult> InnerExecuteAsync<TResult>(Func<Task<TResult>>

action)

{

try

{

ExecutionResult<TResult> executionResult = await
State.ExecuteAsync(action);
State = executionResult.State;
return executionResult.Result;
}
catch (Exception exception) when (_exceptionFilter(exception) &&
exception is not OpenCircuitException)

State = State.RecordError();
throw;
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®daiin CircuitState.cs

namespace Resiliency.CircuitBreaker

{

public abstract class CircuitState

{

public abstract void Accept(ICircuitStateVisitor visitor);

internal abstract CircuitState RecordError();

internal abstract Task<CircuitState> ExecuteAsync(Func<Task> action);

internal abstract Task<ExecutionResult<TResult>>
ExecuteAsync<TResult>(Func<Task<TResult>> action);

}
}
®daiia ClosedState.cs

using System.ComponentModel.DataAnnotations;

namespace Resiliency.CircuitBreaker
{
public class ClosedState : CircuitState
{
private readonly OpenStateConfig _openStateConfig;
private readonly ClosedStateConfig _closedStateConfig;

public int ErrorCounter { get; private set; }
public DateTimeOffset StartedAt { get; private set; }

public ClosedState(OpenStateConfig openStateConfig, ClosedStateConfig
closedStateConfig)
this(0, DateTimeOffset.UtcNow, openStateConfig, closedStateConfig)
{1

public ClosedState([Range(@, int.MaxValue)] int errorCounter, DateTimeOffset
startedAt, OpenStateConfig openStateConfig, ClosedStateConfig closedStateConfig)
{

if (errorCounter < 0)
{
throw new ArgumentOutOfRangeException(nameof(errorCounter),
errorCounter, "Error counter must be a non-negative integer.");

}

ErrorCounter = errorCounter;

if (startedAt > DateTimeOffset.UtcNow)

{
throw new ArgumentOutOfRangeException(nameof(startedAt), startedAt,
"Sampling start date must be in the past.");
}

StartedAt = startedAt;

_openStateConfig = openStateConfig ?? throw new
ArgumentNullException(nameof(openStateConfig));

_closedStateConfig = closedStateConfig ?? throw new
ArgumentNullException(nameof(closedStateConfig));

public override void Accept(ICircuitStateVisitor visitor)

{
if (visitor == null)

{
}

throw new ArgumentNullException(nameof(visitor));

visitor.Visit(this);
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}

internal override CircuitState RecordError()

{
if (DateTimeOffset.UtcNow - StartedAt <
_closedStateConfig.SamplingDuration)
{

if(++ErrorCounter > _closedStateConfig.ErrorThreshold)

{
return new OpenState(_openStateConfig, _closedStateConfig);
}
}
else
{
ErrorCounter = 1;
StartedAt = DateTimeOffset.UtcNow;
}
return this;
}
internal override async Task<CircuitState> ExecuteAsync(Func<Task> action)
{
await action();
return this;
}

internal override async Task<ExecutionResult<TResult>>
ExecuteAsync<TResult>(Func<Task<TResult>> action)

{

TResult result = await action();

return new ExecutionResult<TResult>(this, result);

}
daiin ClosedStateConfig.cs

using System.ComponentModel.DataAnnotations;

namespace Resiliency.CircuitBreaker

{
public class ClosedStateConfig

{
public int ErrorThreshold { get; }
public TimeSpan SamplingDuration { get; }

public ClosedStateConfig([Range(®@, int.MaxValue)] int errorThreshold,
TimeSpan samplingDuration)

if (errorThreshold < 0)
{

throw new ArgumentOutOfRangeException(nameof(errorThreshold),
errorThreshold, "Error threshold must be a non-negative integer.");

}

ErrorThreshold = errorThreshold;

if (samplingDuration <= TimeSpan.Zero)

{

throw new ArgumentOutOfRangeException(nameof(samplingDuration),
samplingDuration, "Sampling duration must be greater than zero.");

SamplingDuration = samplingDuration;
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}

®daiia ExecutionResult.cs

namespace Resiliency.CircuitBreaker

{

}

public class ExecutionResult<TResult>

{

public CircuitState State { get; }
public TResult Result { get; }

public ExecutionResult(CircuitState state, TResult result)

{
State = state ?? throw new ArgumentNullException(nameof(state));
Result = result;

dajin HalfOpenState.cs

namespace Resiliency.CircuitBreaker

{
public class HalfOpenState : CircuitState
{
private readonly OpenStateConfig _openStateConfig;
private readonly ClosedStateConfig _closedStateConfig;
public HalfOpenState(OpenStateConfig openStateConfig, ClosedStateConfig
closedStateConfig)
{

_openStateConfig = openStateConfig ?? throw new

ArgumentNullException(nameof(openStateConfig));

_closedStateConfig = closedStateConfig ?? throw new

ArgumentNullException(nameof(closedStateConfig));

public override void Accept(ICircuitStateVisitor visitor)

{

if (visitor == null)
: throw new ArgumentNullException(nameof(visitor));
visitor.Visit(this);

}

internal override CircuitState RecordError()

i return new OpenState(_openStateConfig, _closedStateConfig);

internal override async Task<CircuitState> ExecuteAsync(Func<Task> action)

{

await action();

return new ClosedState(_openStateConfig, _closedStateConfig);
}

internal override async Task<ExecutionResult<TResult>>

ExecuteAsync<TResult>(Func<Task<TResult>> action)

{

TResult result = await action();
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return new ExecutionResult<TResult>(new ClosedState(_openStateConfig,
_closedStateConfig), result);
}

}
}

®daiin ICircuitStateVisitor.cs

namespace Resiliency.CircuitBreaker

{
public interface ICircuitStateVisitor
{
void Visit(OpenState state);
void Visit(ClosedState state);
void Visit(HalfOpenState state);
void Visit(PermanentlyClosedState state);
}
}

dajiia OpenCircuitException.cs

using System.Runtime.Serialization;

namespace Resiliency.CircuitBreaker
{
/// <summary>
/// Signals the upstream code that circuit is open and execution isn't allowed.
/// </summary>
[Serializable]
public class OpenCircuitException : Exception
{

private const int DefaultBreakDurationInMinutes = 5;

/// <summary>

/// Default is 5 minutes from <see cref="DateTimeOffset.UtcNow"/>

/// </summary>

public DateTimeOffset OpenUntil { get; } =
DateTimeOffset.UtcNow.AddMinutes(DefaultBreakDurationInMinutes);

public OpenCircuitException(DateTimeOffset openUntil)
{

}

OpenUntil = openUntil;

public OpenCircuitException() : base("Circuit is open.") { }

public OpenCircuitException(Exception inner) : base("Circuit is open.",
inner) { }

protected OpenCircuitException(SerializationInfo info, StreamingContext
context) : base(info, context)

{
if (info == null)
{
throw new ArgumentNullException("info");
}
OpenUntil = info.GetDateTime("OpenUntil");
}

public override void GetObjectData(SerializationInfo info, StreamingContext

{

context)

if (info == null)
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{
}

throw new ArgumentNullException(nameof(info));

base.GetObjectData(info, context);
info.AddValue("OpenUntil", OpenUntil.UtcDateTime, typeof(DateTime));

}
daiia OpenState.cs

namespace Resiliency.CircuitBreaker

{
public class OpenState : CircuitState

{
private readonly OpenStateConfig _openStateConfig;
private readonly ClosedStateConfig _closedStateConfig;

public DateTimeOffset OpenedAt { get; 1}

public OpenState(OpenStateConfig openStateConfig, ClosedStateConfig
closedStateConfig) : this(DateTimeOffset.UtcNow, openStateConfig, closedStateConfig)
{1

public OpenState(DateTimeOffset openedAt, OpenStateConfig openStateConfig,
ClosedStateConfig closedStateConfig)

if (openedAt > DateTimeOffset.UtcNow)

throw new ArgumentOutOfRangeException(nameof(openedAt), openedAt,
"Opening date must be in the past.");

OpenedAt = openedAt;
_openStateConfig = openStateConfig ?? throw new
ArgumentNullException(nameof(openStateConfig));
_closedStateConfig = closedStateConfig ?? throw new
ArgumentNullException(nameof(closedStateConfig));
}

public override void Accept(ICircuitStateVisitor visitor)

{
if (visitor == null)
{
throw new ArgumentNullException(nameof(visitor));
}
visitor.Visit(this);
}
internal override async Task<CircuitState> ExecuteAsync(Func<Task> action)
{
CircuitState state = EvaluateNextState();
await action();
return state;
}

internal override async Task<ExecutionResult<TResult>>
ExecuteAsync<TResult>(Func<Task<TResult>> action)

{

CircuitState state = EvaluateNextState();

TResult result = await action();

return new ExecutionResult<TResult>(state, result);
}
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internal override CircuitState RecordError()

{
return this;
}
private CircuitState EvaluateNextState()
{
DateTimeOffset openUntil = OpenedAt.Add(_openStateConfig.Timeout);
if (openUntil <= DateTimeOffset.UtcNow)
{
return new HalfOpenState(_openStateConfig, _closedStateConfig);
}
throw new OpenCircuitException(openUntil);
}

}
daiin OpenStateConfig.cs

namespace Resiliency.CircuitBreaker
{

public class OpenStateConfig

{

private const int DefaultUpperLimitInMinutes = 30;

/// <summary>

/// The time frame circuit stays open until next trial.
/// </summary>

public TimeSpan Timeout { get; }

public OpenStateConfig(TimeSpan timeout)

{
TimeSpan upperLimit = TimeSpan.FromMinutes(DefaultUpperLimitInMinutes);
if (timeout <= TimeSpan.Zero || timeout > upperLimit)
{

throw new ArgumentOutOfRangeException(nameof(timeout), timeout,
$"Timeout must be positive and less than {upperLimit}.");

Timeout = timeout;

}
}

daiin PermanentlyClosedState.cs

namespace Resiliency.CircuitBreaker
{
public class PermanentlyClosedState : CircuitState

{
public DateTimeOffset StartedAt { get; private set; }

public PermanentlyClosedState() : this(DateTimeOffset.UtcNow) { }

public PermanentlyClosedState(DateTimeOffset startedAt)

{
if (startedAt > DateTimeOffset.UtcNow)
{
throw new ArgumentOutOfRangeException(nameof(startedAt), startedAt,
"Starting date must be in the past.");
}

StartedAt = startedAt;
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}

public override void Accept(ICircuitStateVisitor visitor)

{ if (visitor == null)
: throw new ArgumentNullException(nameof(visitor));
visitor.Visit(this);

3

internal override CircuitState RecordError()

{ return this;

3

internal override async Task<CircuitState> ExecuteAsync(Func<Task> action)

{ await action();

) return this;

internal override async Task<ExecutionResult<TResult>>
ExecuteAsync<TResult>(Func<Task<TResult>> action)
{

TResult result = await action();

return new ExecutionResult<TResult>(this, result);

}
®daiia ServiceProviderBuilder.cs

using Common.Extensions;

using Common.Interfaces;

using LicenseManagementLambda.Interfaces;
using LicenseManagementLambda.Options;
using LicenseManagementLambda.Repositories;
using LicenseManagementLambda.Services;
using System.Diagnostics.CodeAnalysis;

namespace LicenseManagementLambda.Builders

/// <summary>

/// Provides a creation service of <see cref="IServiceProvider"/> instance.
/// </summary>

[ExcludeFromCodeCoverage]

public class ServiceProviderBuilder

{
private readonly IConfiguration _configuration;
public ServiceProviderBuilder()
{

_configuration = new ConfigurationBuilder()
.SetBasePath(Directory.GetCurrentDirectory())
.AddJsonFile("appsettings.json", optional: false, reloadOnChange:

true)
.AddEnvironmentVariables()
.Build();
}

/// <summary>

KMI.IT-84823.045440.03.12

B3MiH,

Apk. N2 sokym. Mign. [JaTa.

Apk.

30




/// Creates a <see cref="IServiceProvider"/> containing services provided
for solution.

/// </summary>

/// <param name="serviceCollection"></param>

/// <returns><see cref="ServiceProvider"/></returns>

/// <exception cref="ArgumentNullException"></exception>

public IServiceProvider Build(IServiceCollection serviceCollection)

{

if (serviceCollection == null)

{
}

throw new ArgumentNullException(nameof(serviceCollection));

serviceCollection.ConfigureLambdaVariables<LambdaParameters>(_configuration);
serviceCollection.ConfigureLogging();
serviceCollection.ConfigureDynamoDB(_configuration);

AddServices(serviceCollection);

serviceCollection.AddHttpClient("ProductsAPI", httpClient =>
{
httpClient.BaseAddress = new
Uri(_configuration.GetSection("Parameters:ProductsApiUrl").Value);
httpClient.DefaultRequestHeaders.Add("Accept", "application/json");
});

serviceCollection.AddHttpClient("UsersAPI", httpClient =>
{
httpClient.BaseAddress = new
Uri(_configuration.GetSection("Parameters:UsersApilrl").Value);
httpClient.DefaultRequestHeaders.Add("Accept", "application/json");
});

var serviceProvider = serviceCollection.BuildServiceProvider();

return serviceProvider;

}

private static void AddServices(IServiceCollection services)
{
services.AddScoped<ILicenseManagementService,
LicenseManagementService>();
services.AddScoped<ILicenseRepository, LicenseRepository>();
services.AddScoped<IProductEntitlementManagementService,
ProductEntitlementManagementService>();
services.AddScoped<IProductEntitlementRepository,
ProductEntitlementRepository>();
services.AddScoped<ISqsEventProcessingService,
SqsEventProcessingService>();

}

daiin LicenseController.cs

using Common.Entities;

using LicenseManagementLambda.Interfaces;
using Microsoft.AspNetCore.Mvc;

using System.ComponentModel.DataAnnotations;
namespace LicenseManagementlLambda.Controllers;

/// <summary>
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/// API controller for licenses management in License Management Service.

/// </summary>

[ApiController]

[Route("license-api/licenses")]

[Produces("application/json")]

public class LicenseController : ControllerBase

{
private readonly ILicenseManagementService _licenseManagementService;
private readonly ILogger<LicenseController> _logger;

/// <summary>
/// Initializes a new instance of <see cref="LicenseController"/> class.
/// </summary>
/// <param name="licenseManagementService"><see
cref="ILicenseManagementService"/></param>
/// <param name="logger">Logger instance.</param>
public LicenseController(ILicenseManagementService licenseManagementService,
ILogger<LicenseController> logger)
{
_licenseManagementService = licenseManagementService;
_logger = logger;
}

/// <summary>

/// Gets license by ID.

/// </summary>

/// <param name="licenseId">License unique identifier.</param>

/// <returns>License entity.</returns>

/// <remarks>

/// Example url call:

///

/// GET <code>license-management/license-api/licenses?licenseld=ebff8adu-2u4f9-
Ube7-al5d-529f6Uede7c6</code>

/// </remarks>

[HttpGet]

public async Task<IActionResult> GetLicense([Required, FromQuery] Guid
licenseId)

{

var license = await

_licenseManagementService.GetLicenseByIdAsync(licenseId);

return Ok(license);

}

/// <summary>

/// Creates new license.

/// </summary>

/// <param name="productId">Product unique identifier.</param>

/// <param name="licenseModel"><see cref="LicenseCreateModel"/></param>

/// <returns>Created license definition.</returns>

/// <remarks>

/// Example url call:

///

/// POST <code>license-management/license-api/licences?productId=ebff8adu-2Uf9-
Ube7-al5d-529f6Uede7c6</code>

/// </remarks>

[HttpPost]

public async Task<IActionResult> CreatelLicense([FromQuery, Required] Guid
productId, [FromBody, Required]LicenseCreateModel licenseModel)

{

var license = await _licenseManagementService.CreatelLicenseAsync(productId,
licenseModel);

return CreatedAtAction(nameof(CreatelLicense), license);
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}

/// <summary>

/// Updates an existing license.

/// </summary>

/// <param name="licenseDto"><see cref="LicenseDto"/></param>

/// <returns>Updated license definition.</returns>

/// <remarks>

/// Example url call:

///

/// PUT <code>license-management/license-api/licences</code>

/// </remarks>

[HttpPut]

public async Task<IActionResult> UpdateLicense([FromBody, Required] LicenseDto
licenseDto)

{

var license = await

_licenseManagementService.UpdateLicenseAsync(licenseDto);

return Ok(license);

}

/// <summary>

/// Deletes an existing license.

/// </summary>

/// <param name="licenseId">License unique identifier.</param>

/// <returns>Deleted license definition.</returns>

/// <remarks>

/// Example url call:

///

/// DELETE <code>license-management/products-api/products?licenseld=ebff8adu-
2Uf9-Ube7-al15d-529f6Uede7c6</code>

/// </remarks>

[HttpDelete]

public async Task<IActionResult> DeleteLicense([Required, FromQuery] Guid
licenseId)

{

var license = await _licenseManagementService.DeletelLicenseAsync(licenseId);
return Ok(license);

}
®daiin ProductEntitlementController.cs

using LicenseManagementLambda.Interfaces;
using Microsoft.AspNetCore.Mvc;
using System.ComponentModel.DataAnnotations;

namespace LicenseManagementLambda.Controllers;

/// <summary>
/// API controller for product entitlement management in License Management Service.
/// </summary>
[ApiController]
[Route("license-api/entitlements")]
[Produces("application/json")]
public class ProductEntitlementController : ControllerBase
{
private readonly IProductEntitlementManagementService
_productEntitlementManagementService;
private readonly ILogger<ProductEntitlementController> _logger;

public ProductEntitlementController(IProductEntitlementManagementService
productEntitlementManagementService, ILogger<ProductEntitlementController> logger)
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_productEntitlementManagementService = productEntitlementManagementService;
_logger = logger;
}

/// <summary>

/// Gets product entitlement by ID.

/// </summary>

/// <param name="entitlementId">Product's entitlement unique identifier.</param>

/// <returns>Product entitlement entity.</returns>

/// <remarks>

/// Example url call:

///

/// GET <code>license-management/license-
api/entitlements?entitlementId=ebff8adu-2uf9-Ube7-al5d-529f6Uede7c6</code>

/// </remarks>

[HttpGet("{id}")]

public async Task<IActionResult> GetEntitlement([Required, FromQuery] Guid
entitlementId)

{

var entitlement = await

_productEntitlementManagementService.GetEntitlementByIdAsync(entitlementId);

return Ok(entitlement);

}

/// <summary>

/// Creates new product entitlement.

/// </summary>

/// <param name="licenseId">License unique identifier.</param>

/// <param name="userId">User's unique identifier.</param>

/// <returns>Created product entitlement definition.</returns>

/// <remarks>

/// Example url call:

/17

/// POST <code>license-management/license-
api/entitlements?licenseld={id}&amp;userId={id}</code>

/// </remarks>

[HttpPost]

public async Task<IActionResult> CreateEntitlement([FromQuery, Required] Guid
licenseId, [FromQuery, Required] Guid userId)

{

var license = await

_productEntitlementManagementService.CreateEntitlementAsync(licenseId, userId);

return CreatedAtAction(nameof(CreateEntitlement), license);

}
daiin ILicenseManagementService.cs

using Common.Entities;
namespace LicenseManagementLambda.Interfaces

/// <summary>
/// Interface of license CRUD management service.
/// </summary>
public interface ILicenseManagementService
{
/// <summary>
/// Gets license from the datastore.
/// </summary>
/// <param name="licenseIld">License's unqiue indentifier.</param>
/// <returns>License entity.</returns>
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Task<LicenseDto> GetLicenseByIdAsync(Guid licenseld);

/// <summary>

/// Manages license creation operation.

/// </summary>

/// <param name="productId">Product's unqiue indentifier.</param>

/// <param name="licenseModel"><see cref="LicenseCreateModel"/></param>

/// <returns>Created entity.</returns>

Task<LicenseDto> CreatelLicenseAsync(Guid productId, LicenseCreateModel
licenseModel);

/// <summary>

/// Manages license deletion operation.

/// </summary>

/// <param name="licenseld"><see cref="LicenseDto"/></param>

/// <returns>Deleted entity.</returns>

Task<LicenseDto> DeletelLicenseAsync(Guid licenseId);

/// <summary>

/// Manages license update operation.

/// </summary>

/// <param name="licenseDto"><see cref="LicenseDto"/></param>

/17

<returns>Updated entity.</returns>

Task<LicenseDto> UpdatelLicenseAsync(LicenseDto licenseDto);

dajia IProductEntitlementManagementService.cs

using Common.Entities;

namespace LicenseManagementLambda.Interfaces

{

public interface IProductEntitlementManagementService

{

userId);

/17
/17
/17
/17
/17

<summary>

Gets entitlement from the datastore.

</summary>

<param name="entitlementId">Entitlement's unqiue indentifier.</param>
<returns>Product entitlement entity.</returns>

Task<ProductEntitlementDto> GetEntitlementByIdAsync(Guid entitlementId);

/17
/17
/17
/17
/17
/17

<summary>

Manages entitlement creation operation.

</summary>

<param name="licenseId">License's unqiue indentifier.</param>
<param name="userId">Users's unqiue indentifier.</param>
<returns>Created entity.</returns>

Task<ProductEntitlementDto> CreateEntitlementAsync(Guid licenseId, Guid

/17
/17
/17
/17
/17

<summary>

Manages entitlement deletion operation.

</summary>

<param name="entitlementId">Entitlement's unqiue indentifier.</param>
<returns>Deleted entity.</returns>

Task<ProductEntitlementDto> DeleteEntitlementAsync(Guid entitlementId);

/17
/17
/17
/17
/17

<summary>

Manages entitlement update operation.

</summary>

<param name="entitlementDto"><see cref="ProductEntitlementDto"/></param>
<returns>Updated entity.</returns>
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Task<ProductEntitlementDto> UpdateEntitlementAsync(ProductEntitlementDto
entitlementDto);

Task UpdateUserDetails(BaseMessage<UserDto> details);

Task UpdateProductDetails(BaseMessage<ProductDto> details);

}
daiin IProductEntitlementRepository.cs

using Common.Entities;
using Common.Interfaces;

namespace LicenseManagementLambda.Interfaces

/// <summary>

/// Interface of product entitlement datastore.

/// </summary>

public interface IProductEntitlementRepository :
IReadRepository<ProductEntitlementDto>, IWriteRepository<ProductEntitlementDto>

{

/// <summary>

/// Return entitlements corresponding to user.

/// </summary>

/// <param name="userId">User's unique identifier.</param>
/// <returns><see cref="ProductEntitlementDto"/></returns>

Task<IList<ProductEntitlementDto>> GetByUserIdAsync(Guid userId);

/// <summary>

/// Return entitlements corresponding to product.

/// </summary>

/// <param name="productId">Product's unique identifier.</param>

/// <returns><see cref="ProductEntitlementDto"/></returns>
Task<IList<ProductEntitlementDto>> GetByProductIdAsync(Guid productId);

®daiin LambdaParameters.cs

namespace LicenseManagementlLambda.Options

{
/// <summary>
/// Contains lambda parameters.
/// </summary>
public class LambdaParameters
{
/// <summary>
/// Products API url.
/// </summary>
public string ProductsApiUrl { get; set; }
/// <summary>
/// Users API url.
/// </summary>
public string UsersApiUrl { get; set; }
}
}

daijia LicenseRepository.cs

KMI.IT-84823.045440.03.12

BMiH

Apk. N2 sokym. Mign. [JaTa.

Apk.

36




using Amazon.DynamoDBv2.DataModel;

using Common.Entities;

using Common.Exceptions;

using LicenseManagementlLambda.Interfaces;

namespace LicenseManagementLambda.Repositories
{
/// <summary>
/// Licenses datastore service.
/// </summary>
public class LicenseRepository : ILicenseRepository
{
private readonly IDynamoDBContext _dynamoDbContext;
private readonly ILogger<LicenseRepository> _logger;

/// <summary>

/// Initializes a new instance of <see cref="LicenseRepository"/> class.

/// </summary>

/// <param name="dynamoDbContext"><see cref="IDynamoDBContext"/></param>

/// <param name="logger">Logger instance.</param>

public LicenseRepository(IDynamoDBContext dynamoDbContext,
ILogger<LicenseRepository> logger)

_dynamoDbContext = dynamoDbContext;
_logger = logger;

/// <inheritdoc/>
public async Task<LicenseDto> GetByIdAsync(Guid id)

{
_logger.LogDebug("Trying to get license entity with id: {id}", id);
LicenseDto license = await _dynamoDbContext.LoadAsync<LicenseDto>(id);

_logger.LogInformation("Successfully retrieved license entity:
{@entity}", license);

return license;

}

/// <inheritdoc/>
public async Task<LicenseDto> DeleteAsync(Guid id)

_logger.LogDebug("Trying to delete license entity with id: {id}", id);

var config = new DynamoDBOperationConfig

{
IgnoreNullValues = false
H
LicenseDto license = await _dynamoDbContext.LoadAsync<LicenseDto>(id,
config);
if (license is null)
{
throw new LicenseNotFoundException();
}

await _dynamoDbContext.DeleteAsync<LicenseDto>(id);
_logger.LogInformation("Successfully deleted license entity:
{@entity}}", license);

return license;
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/// <inheritdoc/>
public async Task<LicenseDto> SaveAsync(LicenseDto license)

{
_logger.LogDebug("Trying to save license entity: {@entity}", license);
var config = new DynamoDBOperationConfig
{
IgnoreNullValues = false
i
await _dynamoDbContext.SaveAsync(license, config);
_logger.LogInformation("Successfully save a user entity: {@entity}",
license);
return license;
}

daiian ProductEntitlementRepository.cs

using Amazon.DynamoDBv2.DataModel;

using Amazon.DynamoDBv2.DocumentModel;
using Common.Entities;

using Common.Exceptions;

using LicenseManagementlLambda.Interfaces;

namespace LicenseManagementLambda.Repositories

{
/// <summary>
/// Product entitlement datastore service.
/// </summary>
public class ProductEntitlementRepository : IProductEntitlementRepository
{
private readonly IDynamoDBContext _dynamoDbContext;
private readonly ILogger<ProductEntitlementRepository> _logger;
/// <summary>
/// Initializes a new instance of <see cref="ProductEntitlementRepository"/>
class.

/// </summary>

/// <param name="dynamoDbContext"><see cref="IDynamoDBContext"/></param>

/// <param name="logger">Logger instance.</param>

public ProductEntitlementRepository(IDynamoDBContext dynamoDbContext,
ILogger<ProductEntitlementRepository> logger)

{

_dynamoDbContext = dynamoDbContext;
_logger = logger;

/// <inheritdoc/>
public async Task<ProductEntitlementDto> GetByIdAsync(Guid id)
{

{id}", id);

_logger.LogDebug("Trying to get product entitlement entity with id:

ProductEntitlementDto entitlement = await
_dynamoDbContext .LoadAsync<ProductEntitlementDto>(id);

_logger.LogInformation("Successfully retrieved product entitlement
entity: {@entityl}", entitlement);

return entitlement;
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}

/// <inheritdoc/>
public async Task<ProductEntitlementDto> DeleteAsync(Guid id)

{
_logger.LogDebug("Trying to delete product entitlement entity with id:
{id}", id);
var config = new DynamoDBOperationConfig
{
IgnoreNullValues = false
h

ProductEntitlementDto entitlement = await
_dynamoDbContext.LoadAsync<ProductEntitlementDto>(id, config);

if (entitlement is null)

{

}

throw new EntitlementNotFoundException();

await _dynamoDbContext.DeleteAsync<ProductEntitlementDto>(id);
_logger.LogInformation("Successfully deleted product entitlement entity:
{@entity}}", entitlement);

return entitlement;

}

/// <inheritdoc/>
public async Task<ProductEntitlementDto> SaveAsync(ProductEntitlementDto
entitlement)
{
_logger.LogDebug("Trying to save product entitlement entity: {@entity}",
entitlement);

var config = new DynamoDBOperationConfig

{
b

IgnoreNullValues = false

await _dynamoDbContext.SaveAsync(entitlement, config);
_logger.LogInformation("Successfully saved a new product entitlement
entity: {@entity}", entitlement);

return entitlement;

}

/// <inheritdoc/>
public async Task<IList<ProductEntitlementDto>> GetByUserIdAsync(Guid
userId)
{
_logger.LogDebug("Trying to get product entitlement entity by user ID:
{user}", userId);

List<ScanCondition> scanConditions = new() { new ScanCondition("UserId",
ScanOperator.Equal, userId) };

var scanResult =
_dynamoDbContext.ScanAsync<ProductEntitlementDto>(scanConditions);

_logger.LogDebug("Scan Result: {result}", scanResult);

var searchResult = await scanResult.GetRemainingAsync();

_logger.LogInformation("Retrieved product entitlements: {searchResult}",
searchResult);
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if (searchResult is null || !searchResult.Any())
{

}

throw new EntitlementNotFoundException();

return searchResult;

}

/// <inheritdoc/>
public async Task<IList<ProductEntitlementDto>> GetByProductIdAsync(Guid
productId)
{
_logger.LogDebug("Trying to get product entitlement entity by product
ID: {product}", productId);

List<ScanCondition> scanConditions = new() { new
ScanCondition("ProductId", ScanOperator.Equal, productId) };

var scanResult =
_dynamoDbContext.ScanAsync<ProductEntitlementDto>(scanConditions);

_logger.LogDebug("Scan Result: {result}", scanResult);

var searchResult = await scanResult.GetRemainingAsync();

_logger.LogInformation("Retrieved product entitlements: {searchResult}",
searchResult);

if (searchResult is null || !searchResult.Any())
{

}

throw new EntitlementNotFoundException();

return searchResult;

daiia LicenseManagementService.cs

using Common.Entities;

using Common.Exceptions;

using Common.Mappers;

using LicenseManagementLambda.Interfaces;
using LicenseManagementLambda.Options;
using Microsoft.Extensions.Options;

namespace LicenseManagementLambda.Services

{
/// <summary>
/// Manages license CRUD requests.
/// </summary>
public class LicenselManagementService : ILicenseManagementService
{
private readonly ILicenseRepository _licenseRepository;
private readonly HttpClient _httpClient;
private ILogger<LicenseManagementService> _logger;
/// <summary>
/// Initializes a new instance of <see cref="LicenseManagementService"/>
class.

/// </summary>

/// <param name="licenseRepository'"><see cref="ILicenseRepository"/></param>
/// <param name="httpCLientFactory"><see cref="IHttpClientFactory"/></param>
/// <param name="lambdaParameters"><see cref="LambdaParameters"/></param>
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/// <param name="logger">Logger instance.</param>

public LicenseManagementService(ILicenseRepository licenseRepository,
IHttpClientFactory httpCLientFactory, IOptions<LambdaParameters> lambdaParameters,
ILogger<LicenseManagementService> logger)

_licenseRepository = licenseRepository;
_httpClient = httpCLientFactory.CreateClient("ProductsAPI");
_logger = logger;

/// <inheritdoc/>
public async Task<LicenseDto> CreatelLicenseAsync(Guid productId,
LicenseCreateModel licenseModel)
{
_logger.LogDebug("Trying to create a new license entity from: {@model}",
licenseModel);

_logger.LogDebug("Checking the product. Target URL is {httpClientUrl}",
_httpClient.BaseAddress);

var response = await _httpClient.GetAsync($"products?id={productId}");

_logger.LogInformation("Received http response from products API:
{@response}", response.StatusCode);

if (!response.IsSuccessStatusCode)

throw new ProductNotFoundException("Unable to create license:
product doesn't exist");

}

var licenseDto = licenseModel.MapToDto(productId);
return await _licenseRepository.SaveAsync(licenseDto);

}
/// <inheritdoc/>
public async Task<LicenseDto> DeletelLicenseAsync(Guid licenseId)

{
}

return await _licenseRepository.DeleteAsync(licenseId);

/// <inheritdoc/>
public async Task<LicenseDto> GetLicenseByIdAsync(Guid licenseId)

{ var license = await _licenseRepository.GetByIdAsync(licenselId);
if (license is null)
{ throw new LicenseNotFoundException();
}

) return license;

/// <inheritdoc/>
public async Task<LicenseDto> UpdateLicenseAsync(LicenseDto licenseDto)

var currentlLicense = await
_licenseRepository.GetByIdAsync(licenseDto.LicenseId);

if (currentLicense is null) throw new LicenseNotFoundException();
if (licenseDto.ProductId != currentlLicense.ProductId)

{
_logger.LogDebug("Product update requested. Checking the product
with ID: {id}", currentLicense.ProductId);
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var response = await
_httpClient.GetAsync($"products?id={currentLicense.ProductId}");

_logger.LogDebug("Received http response from products API:
{@response}", response);

if (!response.IsSuccessStatusCode)

{

throw new ProductNotFoundException("Unable to update license:

product doesn't exist");
}
}

return await _licenseRepository.SaveAsync(licenseDto);

dajia ProductEntitlementManagementService.cs

using Common.Constants;

using Common.Entities;

using Common.Exceptions;

using LicenseManagementlLambda.Interfaces;
using Newtonsoft.Json;

namespace LicenseManagementLambda.Services
{
public class ProductEntitlementManagementService
IProductEntitlementManagementService
{
private readonly IProductEntitlementRepository
_productEntitlementRepository;
private readonly ILicenseRepository _licenseRepository;
private readonly HttpClient _productsHttpClient;
private readonly HttpClient _usersHttpClient;
private readonly ILogger<ProductEntitlementManagementService> _logger;

/// <summary>

/// Intiializes a new instance of <see
cref="ProductEntitlementManagementService"/> class.

/// </summary>

/// <param name="productEntitlementRepository"><see
cref="IProductEntitlementRepository"/></param>

/// <param name="licenseRepository"><see cref="ILicenseRepository"/></param>
/// <param name="httpClientFactory"><see cref="IHttpClientFactory"/></param>

/// <param name="logger">Logger instance.</param>

public ProductEntitlementManagementService(
IProductEntitlementRepository productEntitlementRepository,
ILicenseRepository licenseRepository,
IHttpClientFactory httpClientFactory,
ILogger<ProductEntitlementManagementService> logger)

{
_productEntitlementRepository = productEntitlementRepository;
_licenseRepository = licenseRepository;
_productsHttpClient = httpClientFactory.CreateClient("ProductsAPI");
_usersHttpClient = httpClientFactory.CreateClient("UsersAPI");
_logger = logger;

}

/// <inheritdoc/>
public async Task<ProductEntitlementDto> CreateEntitlementAsync(Guid
licenseId, Guid userId)
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var license = await _licenseRepository.GetByIdAsync(licenseld);
if (license is null) throw new LicenseNotFoundException();

var productsResponse = await
_productsHttpClient.GetAsync($"products?id={license.ProductId}");
productsResponse.EnsureSuccessStatusCode();

_logger.LogInformation("Received http response from Products API:
{response}", productsResponse.StatusCode);

var productDetails = JsonConvert.DeserializeObject<ProductDto>(await
productsResponse.Content.ReadAsStringAsync());
if (productDetails is null)
{
throw new ProductNotFoundException("Entitlement creation failed.
Unable to deserialize product entity.");
}

_logger.LogInformation("Received entity: {@response}", productDetails);

var usersResponse = await
_usersHttpClient.GetAsync($"users?id={userId}");

usersResponse.EnsureSuccessStatusCode();

_logger.LogInformation("Received http response from Users API:
{response}", usersResponse.StatusCode);

var userDetails = JsonConvert.DeserializeObject<UserDto>(await
usersResponse.Content.ReadAsStringAsync());
if (userDetails is null)
{
throw new UserNotFoundException("Entitlement creation failed. Unable
to deserialize user entity.");
}

_logger.LogInformation("Received entity: {@response}", userDetails);

ProductEntitlementDto productEntitlementDto = new()

{
UserId = userId.ToString(),
LicenseId = licenseld.ToString(),
ProductName = productDetails.Name,
ProductDescription = productDetails.Description,
UserName = userDetails.Username

3

_logger.LogInformation("Successfully created a new entitlement entity:
{@entitlement}", productEntitlementDto);

return await
_productEntitlementRepository.SaveAsync(productEntitlementDto);
}

/// <inheritdoc/>

public async Task<ProductEntitlementDto> DeleteEntitlementAsync(Guid
entitlementId)

{

}

/// <inheritdoc/>

public async Task<ProductEntitlementDto> GetEntitlementByIdAsync(Guid
entitlementId)

{

}

return await _productEntitlementRepository.DeleteAsync(entitlementId);

return await _productEntitlementRepository.GetByIdAsync(entitlementId);
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/// <inheritdoc/>
public async Task<ProductEntitlementDto>
UpdateEntitlementAsync(ProductEntitlementDto entitlementDto)

{
return await _productEntitlementRepository.SaveAsync(entitlementDto);
3
public async Task UpdateUserDetails(BaseMessage<UserDto> details)
{

_logger.LogDebug("Received user details: {@details}", details);

UserDto content = details.Content;

IList<ProductEntitlementDto> entitlements = await
_productEntitlementRepository.GetByUserIdAsync(new Guid(details.EntityId));

switch (details.Action)
{
case ProcessAction.Delete:
foreach (ProductEntitlementDto entry in entitlements)
{
entry.UserId = EntityTypes.Deleted;
entry.UserName = EntityTypes.Deleted;
await _productEntitlementRepository.SaveAsync(entry);
}

break;

case ProcessAction.Update:
foreach (ProductEntitlementDto entry in entitlements)

{

entry.UserId = details.EntityId;

entry.UserName = content.Username;

await _productEntitlementRepository.SaveAsync(entry);
}

break;

default:
break;

}

public async Task UpdateProductDetails(BaseMessage<ProductDto> details)
{
_logger.LogDebug("Received product details: {@details}", details);
ProductDto content = details.Content;
IList<ProductEntitlementDto> entitlements = await
_productEntitlementRepository.GetByProductIdAsync(new Guid(details.EntityId));

switch (details.Action)
{
case ProcessAction.Delete:
foreach (ProductEntitlementDto entry in entitlements)

{
entry.ProductDescription = EntityTypes.Deleted;
entry.ProductName = EntityTypes.Deleted;
await _productEntitlementRepository.SaveAsync(entry);
}
break;

case ProcessAction.Update:
foreach (ProductEntitlementDto entry in entitlements)

{
entry.ProductDescription = content.Description;
entry.ProductName = content.Name;
await _productEntitlementRepository.SaveAsync(entry);
}

KMI.IT-84823.045440.03.12

B3MiH,

Apk. N2 sokym. Mign. [JaTa.

Apk.

44




break;

default:
break;

}
}

daiin SqsEventProcessingService.cs

using Amazon.Lambda.SQSEvents;

using Common.Constants;

using Common.Entities;

using Common.Interfaces;

using LicenseManagementLambda.Interfaces;
using Newtonsoft.Json;

using Newtonsoft.Json.Ling;

using static Amazon.Lambda.SQSEvents.SQSEvent;

namespace LicenseManagementLambda.Services

{
/// <summary>
/// SQS Event processor.
/// </summary>
internal class SqsEventProcessingService : ISqsEventProcessingService
{
private readonly IProductEntitlementManagementService _entitlementService;
private readonly ILogger<SqsEventProcessingService> _logger;
/// <summary>
/// Initializes a new instance of <see cref="SqsEventProcessingService"/>
class.

/// </summary>
/// <param name="strategySelector"><see
cref="IDataHandlerStrategySelector"/></param>
/// <param name="logger">Logger instance.</param>
public SqsEventProcessingService(IProductEntitlementManagementService
entitlementService, ILogger<SqsEventProcessingService> logger)
{
_entitlementService = entitlementService;
_logger = logger;

/// <inheritdoc/>
public Task ProcessAsync(JObject input)

{
if (input is null)
{
throw new ArgumentNullException(nameof(input));
}
return ProcessInternalAsync(input);
3

private async Task ProcessInternalAsync(JObject input)
{
_logger.LogDebug("SQS message processing started. Message: {message}",
input.ToString());
var sqsEvent = input.ToObject<SQSEvent>();

foreach (SQSMessage message in sqsEvent.Records)
{
_logger.LogDebug("Started processing SQSMessage {MessageId}",
message.MessageId);
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var body = JObject.Parse(message.Body);
var entityType = body["EntityType"].ToString();
_logger.LogDebug("Entity type is {type}", entityType);

switch (entityType)
{
case EntityTypes.User:
BaseMessage<UserDto> userMessage =
JsonConvert.DeserializeObject<BaseMessage<UserDto>>(message.Body);
_entitlementService.UpdateUserDetails(userMessage);
break;
case EntityTypes.Product:
BaseMessage<ProductDto> productMessage =
JsonConvert.DeserializeObject<BaseMessage<ProductDto>>(message.Body);
_entitlementService.UpdateProductDetails(productMessage);
break;

}

_logger.LogInformation("Processed SQSMessage {MessageId}",
message.Messageld);

}

®daii1 Function.cs

using Amazon.Lambda.APIGatewayEvents;
using Amazon.Lambda.Core;

using Amazon.Lambda.Serialization.Json;
using Amazon.Lambda.SQSEvents;

using Common.Interfaces;

using LicenseManagementLambda.Builders;
using Newtonsoft.Json.Ling;

namespace LicenseManagementLambda
{
public class Function
{
/// <summary>
/// Default constructor. This constructor is used by Lambda to construct the
instance. When invoked in a Lambda environment
/// the AWS credentials will come from the IAM role associated with the
function and the AWS region will be set to the
/// region the Lambda function is executed in.
/// </summary>
public Function() { }

/// <summary>

/// This method is called for every Lambda invocation. This method takes in
an SQS event object and can be used

/// to respond to SQS messages.

/// </summary>

/// <param name="input"></param>

/// <param name="lambdaContext"></param>

/// <returns></returns>

[LambdaSerializer(typeof(JsonSerializer))]

public async Task<APIGatewayProxyResponse> FunctionHandlerAsync(JObject
input, ILambdaContext lambdaContext)

var sqsEvent = input.ToObject<SQSEvent>();
var request = input.ToObject<APIGatewayProxyRequest>();
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if (sqsEvent.Records is not null)
{
var services = new ServiceCollection();
IServiceProvider _serviceProvider = new
ServiceProviderBuilder().Build(services);

var service =
_serviceProvider.GetRequiredService<ISqsEventProcessingService>();

await service.ProcessAsync(input);

return new APIGatewayProxyResponse

{
StatusCode = 200,
H
}
if (request.Resource is not null)
{
LambdaEntryPoint lambdaEntryPoint = new();
return await lambdaEntryPoint.FunctionHandlerAsync(request,
lambdaContext);
}
else
{

throw new ArgumentException("Input type is unknown and can't be
processed.");

}
}

daiia Startup.cs

using Common.Extensions;

using Common.Middleware;

using LicenseManagementLambda.Interfaces;
using LicenseManagementLambda.Options;
using LicenseManagementlLambda.Repositories;
using LicenseManagementLambda.Services;
using Microsoft.OpenApi.Models;

namespace LicenseManagementLambda;

/// <summary>

/// Startup class.
/// </summary>
public class Startup
{

private readonly IConfiguration _configuration;

/// <summary>

/// Intializes a new instance of <see cref="Startup"/> class.

/// </summary>

/// <param name="configuration"><see cref="IConfiguration"/></param>

/// <exception cref="ArgumentNullException"></exception>

public Startup(IConfiguration configuration)

{

_configuration = configuration ?? throw new

ArgumentNullException(nameof(configuration));

}

/// <summary>
/// Adds services to the DI container. This method gets called by the runtime.
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/// </summary>

/// <param name="services"><see cref="IServiceCollection"/></param>
public void ConfigureServices(IServiceCollection services)

{

services.ConfigureLambdaVariables<LambdaParameters>(_configuration);

services.ConfigurelLogging();
services.ConfigureDynamoDB(_configuration);
services.AddControllers();
services.ConfigureSwaggerServices(new OpenApiInfo
{
Version = "v1",
Title = "License Management Lambda",
Description = "License API Lambda implementation for License Management
Service."

1

services.AddHttpClient("ProductsAPI", httpClient =>
{
httpClient.BaseAddress = new
Uri(_configuration.GetSection("Parameters:ProductsApiUrl").Value);
httpClient.DefaultRequestHeaders.Add("Accept", "application/json");
3

services.AddHttpClient("UsersAPI", httpClient =>
{
httpClient.BaseAddress = new
Uri(_configuration.GetSection("Parameters:UsersApilUrl").Value);
httpClient.DefaultRequestHeaders.Add("Accept", "application/json");
B;

services.AddScoped<ILicenseManagementService, LicenseManagementService>();
services.AddScoped<ILicenseRepository, LicenseRepository>();
services.AddScoped<IProductEntitlementManagementService,
ProductEntitlementManagementService>();
services.AddScoped<IProductEntitlementRepository,
ProductEntitlementRepository>();
}

/// <summary>

/// Adds services to the DI container. This method gets called by the runtime.
/// </summary>

/// <param name="app"><see cref="IApplicationBuilder"/></param>

public void Configure(IApplicationBuilder app)

{
app.UseHttpsRedirection();
app.UseRouting();
app.UseMiddleware<UnhandledExceptionLoggingMiddleware>();
app.UseEndpoints(endpoints =>
endpoints.MapControllerRoute(
name: "default",
pattern: "license-api/{controller}/{id?}");
B;
app.UseSwagger("license-api", _configuration);
}

}
®aita ProductController.cs

using Common.Entities;
using Microsoft.AspNetCore.Mvc;
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using ProductManagementLambda.Interfaces;
using Swashbuckle.AspNetCore.Annotations;
using System.ComponentModel.DataAnnotations;

namespace ProductManagementLambda.Controllers;

/// <summary>

/// API controller for products management in License Management Service.

/// </summary>

[ApiController]

[Route("products—api/products")]

[Produces("application/json")]

public class ProductController : ControllerBase

{
private readonly IProductManagementService _productManagementService;
private readonly ILogger<ProductController> _logger;

/// <summary>
/// Initializes a new instance of <see cref="ProductController"/> class.
/// </summary>
/// <param name="productManagementService"><see
cref="IProductManagementService"/></param>
/// <param name="logger">Logger instance.</param>
public ProductController(IProductManagementService productManagementService,
ILogger<ProductController> logger)
{
_productManagementService = productManagementService;
_logger = logger;
}

/// <summary>

/// Gets product by ID.

/// </summary>

/// <param name="id">Product's unique identifier.</param>

/// <returns>Product entity.</returns>

/// <remarks>

/// Example url call:

///

/// GET <code>license-management/products—api/products?id=ebff8adu-2uf9-Ube7-
al5d-529fe6Uede7c6</code>

/// </remarks>

[HttpGet]

[SwaggerResponse(StatusCodes.Status201Created, "Successfully returned item",
typeof (ProductDto))]

[SwaggerResponse(StatusCodes.Statusl0OBadRequest, "Incorrect input field
value")]

[SwaggerResponse(StatusCodes.StatusUOuUNotFound, "Item does not present in the
system")]

[SwaggerResponse(StatusCodes.Status500InternalServerError, "Unhandled exception
occured")]

public async Task<IActionResult> GetProduct([Required, FromQuery] Guid id)

{

var product = await _productManagementService.GetProductByIdAsync(id);

return OKk(product);

/// <summary>

/// Creates new product.

/// </summary>

/// <param name="productDto"></param>

/// <returns>Created product definition.</returns>
/// <remarks>

/// Example url call:
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///

/// POST <code>license-management/products-api/products</code>

/// </remarks>

[HttpPost]

[SwaggerResponse(StatusCodes.Status201Created, "Returned successfully created
item", typeof(ProductDto))]

[SwaggerResponse(StatusCodes.Statusu@OBadRequest, "Incorrect input field
value")]

[SwaggerResponse(StatusCodes.Status500InternalServerError, "Unhandled exception
occured")]

public async Task<IActionResult> CreateProduct([Required, FromBody] ProductDto
productDto)

{

var product = await
_productManagementService.CreateProductAsync(productDto);

return CreatedAtAction(nameof(_productManagementService.CreateProductAsync),
product);
}

/// <summary>

/// Updates an exisiting product.

/// </summary>

/// <param name="productDto"><see cref="ProductDto"/></param>

/// <returns>Updated product definition.</returns>

/// <remarks>

/// Example url call:

///

/// PUT <code>license-management/products-api/products</code>

/// </remarks>

[HttpPut]

[SwaggerResponse(StatusCodes.Status201Created, "Returned successfully updated
item", typeof(ProductDto))]

[SwaggerResponse(StatusCodes.Statusd@OBadRequest, "Incorrect input field
value")]

[SwaggerResponse(StatusCodes.StatusUOuUNotFound, "Item does not present in the
system")]

[SwaggerResponse(StatusCodes.Status500InternalServerError, "Unhandled exception
occured")]

public async Task<IActionResult> UpdateProduct([Required, FromBody] ProductDto
productDto)

{

var product = await

_productManagementService.UpdateProductAsync(productDto);

return CreatedAtAction(nameof(_productManagementService.UpdateProductAsync),
product);
}

/// <summary>

/// Deletes an existing product.

/// </summary>

/// <param name="id">Product unique identifier.</param>

/// <returns>Deleted product definition.</returns>

/// <remarks>

/// Example url call:

///

/// DELETE <code>license-management/products-api/products?id=ebff8adu-2uf9-Ube7-
al5d-529fe6lede7c6</code>

/// </remarks>

[HttpDelete]

[SwaggerResponse(StatusCodes.Status2000K, "Returned successfully deleted item",
typeof(ProductDto))]
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[SwaggerResponse(StatusCodes.StatusU400BadRequest, "Incorrect input field
valu?S\:)\IliggerResponse(StatusCodes.StatusLlOLlNotFound, "Item does not present in the
syStﬁgw%;gerResponse(StatusCodes.StatusSOOInternalServerError, "Unhandled exception
occu;ﬁglgi async Task<IActionResult> DeleteProduct([Required, FromQuery] Guid id)

var product = await _productManagementService.DeleteProductAsync(id);
return OKk(product);

}
daiin IProductManagementService.cs

using Common.Entities;

namespace ProductManagementLambda.Interfaces
{
/// <summary>
/// Interface of product CRUD management service.
/// </summary>
public interface IProductManagementService
{
/// <summary>
/// Gets product from the datastore.
/// </summary>
/// <param name="productId">Product's unqiue indentifier.</param>
/// <returns>Entity.</returns>
Task<ProductDto> GetProductByIdAsync(Guid productId);

/// <summary>

/// Manages product creation operation.

/// </summary>

/// <param name="productDto"><see cref="ProductDto"/></param>
/// <returns>Created entity.</returns>

Task<ProductDto> CreateProductAsync(ProductDto productDto);

/// <summary>

/// Manages product deletion operation.

/// </summary>

/// <param name="productId"><see cref="ProductDto"/></param>
/// <returns>Deleted entity.</returns>

Task<ProductDto> DeleteProductAsync(Guid productId);

/// <summary>

/// Manages product update operation.

/// </summary>

/// <param name="productDto"><see cref="ProductDto"/></param>
/// <returns>Updated entity.</returns>

Task<ProductDto> UpdateProductAsync(ProductDto productDto);

dajin ProductManagementService.cs

using Common.Entities;
using Common.Exceptions;
using ProductManagementLambda.Interfaces;

namespace ProductManagementLambda.Repositories

{
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/// <summary>

/// Manages product operations.

/// </summary>

public class ProductlManagementService : IProductManagementService

{

class.

private readonly IProductRepository _productRepository;
private readonly ILogger<ProductManagementService> _logger;

/// <summary>
/// Initializes a new instance of <see cref="ProductManagementService"/>

/// </summary>

/// <param name="productRepository"><see cref="IProductRepository"/></param>
/// <param name="logger">Logger instance.</param>

public ProductManagementService(IProductRepository productRepository,

ILogger<ProductManagementService> logger)

_productRepository = productRepository;
_logger = logger;

/// <inheritdoc/>
public async Task<ProductDto> CreateProductAsync(ProductDto productDto)

{
}

return await _productRepository.SaveAsync(productDto);

/// <inheritdoc/>
public async Task<ProductDto> DeleteProductAsync(Guid productId)

{
}

return await _productRepository.DeleteAsync(productId);

/// <inheritdoc/>
public async Task<ProductDto> GetProductByIdAsync(Guid productId)

{
var product = await _productRepository.GetByIdAsync(productId);
if (product is null)
{

throw new ProductNotFoundException();

}

return product;

}

/// <inheritdoc/>
public async Task<ProductDto> UpdateProductAsync(ProductDto productDto)
{

var product = await

_productRepository.GetByIdAsync(productDto.ProductId);

if (product is null) throw new ProductNotFoundException();

return await _productRepository.SaveAsync(productDto);

daiia ProductRepository.cs

using Amazon.DynamoDBv2.DataModel;
using Common.Entities;
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using Common.Exceptions;
using ProductManagementLambda.Interfaces;

namespace ProductManagementLambda.Repositories
{
/// <summary>
/// Products datastore service.
/// </summary>
public class ProductRepository : IProductRepository
{
private readonly IDynamoDBContext _dynamoDbContext;
private readonly ILogger<ProductRepository> _logger;

/// <summary>

/// Initializes a new instance of <see cref="ProductRepository"/> class.

/// </summary>

/// <param name="dynamoDbContext"><see cref="IDynamoDBContext"/></param>

/// <param name="logger">Logger instance.</param>

public ProductRepository(IDynamoDBContext dynamoDbContext,
ILogger<ProductRepository> logger)

{

_dynamoDbContext = dynamoDbContext;
_logger = logger;

/// <inheritdoc/>
public async Task<ProductDto> GetByIdAsync(Guid id)
{
_logger.LogDebug("Trying to get product entity with id: {id}", id);

ProductDto product = await _dynamoDbContext.LoadAsync<ProductDto>(id);

_logger.LogInformation("Successfully retrieved product entity:
{@entity}", product);

return product;

}

/// <inheritdoc/>
public async Task<ProductDto> DeleteAsync(Guid id)

{
_logger.LogDebug("Trying to delete product entity with id: {id}", id);

var config = new DynamoDBOperationConfig

{
b

IgnoreNullValues = false

ProductDto product = await _dynamoDbContext.LoadAsync<ProductDto>(id,
config);

if (product == null)

{

throw new ProductNotFoundException();

}

await _dynamoDbContext.DeleteAsync<ProductDto>(id);
_logger.LogInformation("Successfully deleted product entity:
{@entity}}", product);

return product;

}

/// <inheritdoc/>
public async Task<ProductDto> SaveAsync(ProductDto product)
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_logger.LogDebug("Trying to save product entity: {@entity}", product);

var config = new DynamoDBOperationConfig

{
b

IgnoreNullValues = false

await _dynamoDbContext.SaveAsync(product, config);
_logger.LogInformation("Successfully save a product entity: {@entity}"
product);

return product;

daiia Startup.cs

using Common.Extensions;

using Microsoft.OpenApi.Models;

using ProductManagementLambda.Interfaces;
using ProductManagementLambda.Repositories;
using System.Diagnostics.CodeAnalysis;

namespace ProductManagementLambda;

/// <summary>

/// Startup class.

/// </summary>
[ExcludeFromCodeCoverage]
public class Startup

{

private IConfiguration _configuration;

/// <summary>

/// Intializes a new instance of <see cref="Startup"/> class.

/// </summary>

/// <param name="configuration"><see cref="IConfiguration"/></param>

/// <exception cref="ArgumentNullException"></exception>

public Startup(IConfiguration configuration)

{

_configuration = configuration ?? throw new

ArgumentNullException(nameof(configuration));

}

/// <summary>
/// Adds services to the DI container. This method gets called by the runtime.
/// </summary>
/// <param name="services"><see cref="IServiceCollection"/></param>
public void ConfigureServices(IServiceCollection services)
{
services.ConfigurelLogging();
services.ConfigureDynamoDB(_configuration);
services.AddControllers();
services.ConfigureSwaggerServices(new OpenApiInfo
{
Version = "v1",
Title = "Product Management Lambda",
Description = "Products API Lambda implementation for License Management
Service."

1,
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services.AddScoped<IProductManagementService, ProductManagementService>();
services.AddScoped<IProductRepository, ProductRepository>();

}

/// <summary>
/// Adds services to the DI container. This method gets called by the runtime.
/// </summary>
/// <param name="app"><see cref="IApplicationBuilder"/></param>
public void Configure(IApplicationBuilder app)
{
app.UseHttpsRedirection();

app.UseRouting();
app.UseEndpoints(endpoints =>

endpoints.MapControllerRoute(
name: "default",
pattern: "products-api/{controller}/{id?}");
B;

app.UseSwagger("products-api", _configuration);

}
®daiia ServiceProviderBuilder.cs

using Common.Extensions;

using Common.Interfaces;

using Common.Utils;

using Microsoft.Extensions.Configuration;

using Microsoft.Extensions.DependencyInjection;
using System.Diagnostics.CodeAnalysis;

using UserIntegrationLambda.Extensions;

using UserIntegrationLambda.InputProcessStrategies;
using UserIntegrationLambda.Interfaces;

using UserIntegrationLambda.Options;

using UserIntegrationLambda.Repository;

using UserIntegrationLambda.Services;

namespace UserIntegrationLambda.Builders

{
/// <summary>
/// Provides a creation service of <see cref="IServiceProvider"/> instance.
/// </summary>
[ExcludeFromCodeCoverage]
public class ServiceProviderBuilder
{
private readonly IConfiguration _configuration;
public ServiceProviderBuilder()
{

_configuration = new ConfigurationBuilder()
.SetBasePath(Directory.GetCurrentDirectory())
.AddJsonFile("appsettings.json", optional: false, reloadOnChange:

true)
.AddEnvironmentVariables()
.Build();
3

/// <summary>

/// Creates a <see cref="IServiceProvider"/> containing services provided
for solution.

/// </summary>

/// <param name="serviceCollection"></param>
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/// <returns><see cref="ServiceProvider"/></returns>
/// <exception cref="ArgumentNullException"></exception>
public IServiceProvider Build(IServiceCollection serviceCollection)
{
if (serviceCollection == null)

{
}

throw new ArgumentNullException(nameof(serviceCollection));
serviceCollection.ConfigureLogging();

serviceCollection.ConfigureLambdaVariables<LambdaParameters>(_configuration);
serviceCollection.ConfigureDynamoDB(_configuration);
serviceCollection.ConfigureCircuitBreakerServices(_configuration);

AddServices(serviceCollection);
var serviceProvider = serviceCollection.BuildServiceProvider();

return serviceProvider;

}

private static void AddServices(IServiceCollection services)

{
var lambdaContextAccessor = new LambdaContextAccessor();
services.AddSingleton<ILambdaContextAccessor>(lambdaContextAccessor);
services.AddSingleton(lambdaContextAccessor);

services.AddScoped<ISqsEventProcessingService,
SqsEventProcessingService>();

services.AddScoped<IDataHandlerStrategySelector,
DataHandlerStrategySelector>();

services.AddScoped<ISqsRecordProcessingService,
SqsRecordProcessingService>();

services.AddScoped<IUserIntegrationHandler, UserIntegrationHandler>();

services
.AddScoped<IDataHandlerStrategy, UserIntegrationHandlerStrategy>()
.AddScoped<IDataHandlerStrategy,
CircuitBreakerMessageHandlerStrategy>();

services.AddScoped<IUsersWriteRepository, UsersWriteRepository>();

daiia NoSuitableHandlerException.cs

using System.Runtime.Serialization;

namespace UserIntegrationLambda.Exceptions
{
/// <summary>
/// Represents absence of suitable handler for SQS message.
/// </summary>
[Serializable]
internal class NoSuitableHandlerException : Exception
{
/// <summary>
/// Initializes a new instance of <see cref="NoSuitableHandlerException"/>
class.
/// </summary>
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public NoSuitableHandlerException() : base("No appropriate handler has been
found for the incoming message type.")

{

}

/// <summary>

/// Initializes a new instance of <see cref="NoSuitableHandlerException"/>
class.

/// </summary>

/// <param name="message">Exception message.</param>

public NoSuitableHandlerException(string? message) : base(message)

{

}

/// <summary>

/// Initializes a new instance of <see cref="NoSuitableHandlerException"/>
class.

/// </summary>

/// <param name="message">Exception message.</param>

/// <param name="innerException">Inner exception.</param>

public NoSuitableHandlerException(string? message, Exception?
innerException) : base(message, innerException)

{

}

/// <summary>

/// Initializes a new instance of <see cref="NoSuitableHandlerException"/>
class.

/// </summary>

/// <param name="info"><see cref="SerializationInfo"/></param>

/// <param name="context"><see cref="StreamingContext"/></param>

protected NoSuitableHandlerException(SerializationInfo info,
StreamingContext context) : base(info, context)

{

}

}
daiin CircuitBreakerConfigurationExtensions.cs

using Amazon.EventBridge;

using Amazon.Lambda;

using Amazon.SQS;

using Common.Interfaces;

using Common.Options;

using Common.Services;

using Microsoft.Extensions.Configuration;

using Microsoft.Extensions.DependencyInjection;
using UserIntegrationLambda.Interfaces.CircuitBreaker;
using UserIntegrationLambda.Options;

using UserIntegrationLambda.Repository;

using UserIntegrationLambda.Services.CircuitBreaker;

namespace UserIntegrationLambda.Extensions

public static class CircuitBreakerConfigurationExtensions

{
public static IServiceCollection ConfigureCircuitBreakerServices(this
IServiceCollection serviceCollection, IConfiguration configuration)

{

serviceCollection.Configure<CircuitBreakerOptions>(configuration.GetSection("Circuit
Breaker"));
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serviceCollection.Configure<EventBridgeOptions>(configuration.GetSection("EventBridg

eu));

serviceCollection.AddAWSService<IAmazonEventBridge>();
serviceCollection.AddAWSService<IAmazonSQS>();

serviceCollection.AddScoped<ICircuitStateRepository,
CircuitStateRepository>();

serviceCollection.AddScoped<ICircuitStateToDatabaseDtoMapper,
CircuitStateToDatabaseDtoMapper>();

serviceCollection
.AddScoped<IEventBridgeSchedulerService,
EventBridgeSchedulerService>()
.AddScoped<IAmazonLambda, AmazonLambdaClient>()
.AddScoped<ISqsClient, SqsClient>()
.AddScoped<IEventSourceMappingClient,
SqsEventSourceMappingClient>();

serviceCollection.AddScoped<ICircuitBreakingService,
CircuitBreakingService>();

return serviceCollection;

daiia CircuitBreakerMessageHandlerStrategy.cs

using Microsoft.Extensions.Logging;

using Newtonsoft.Json.Linq;

using UserIntegrationLambda.Interfaces;

using UserIntegrationLambda.Interfaces.CircuitBreaker;
using UserIntegrationLambda.Models;

namespace UserIntegrationLambda.InputProcessStrategies
{
/// <summary>
/// Processes circuit breaker maintenance messages.
/// </summary>
public class CircuitBreakerMessageHandlerStrategy : IDataHandlerStrategy
{
private readonly ICircuitBreakingService _circuitBreakingService;
private readonly ISqsRecordProcessingService _sqsRecordProcessingService;
private readonly ILogger<CircuitBreakerMessageHandlerStrategy> _logger;

/// <summary>

/// Initializes a new instance of <see
cref="CircuitBreakerMessageHandlerStrategy"/> class.

/// </summary>

/// <param name="circuitBreakingService"><see
cref="ICircuitBreakingService"/></param>

/// <param name="sqsRecordProcessingService"><see
cref="ISqsRecordProcessingService"/></param>

/// <param name="logger">Logger instance.</param>

public CircuitBreakerMessageHandlerStrategy(ICircuitBreakingService
circuitBreakingService, ISqsRecordProcessingService sqsRecordProcessingService,
ILogger<CircuitBreakerMessageHandlerStrategy> logger)

_circuitBreakingService = circuitBreakingService;
_sqsRecordProcessingService = sqsRecordProcessingService;
_logger = logger;
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}

/// <inheritdoc/>
public bool IsSuitable(JObject input)
{
return input.ContainsKey("IsMaintenance") &&
input.Value<bool>("IsMaintenance");

}

/// <inheritdoc/>
public async Task ProcessInputAsync(JObject input)

{

_logger.LogDebug("Received maintenance message.");

if (input == null) throw new ArgumentNullException(nameof(input));

CircuitBreakerMessage? message =
input.ToObject<CircuitBreakerMessage>();

_logger.LogDebug("Deserialized circuit breaker message into:
{@message}", message);

if (message == null) throw new ArgumentNullException(nameof(input));

switch (message.Action)

{

case CircuitBreakerActions.Open:
await _circuitBreakingService.Open(message.Timeout);
break;

case CircuitBreakerActions.Close:
await _circuitBreakingService.Close();
break;

case CircuitBreakerActions.CircuitBreakerTrial:
await

_circuitBreakingService.Trial(_sqsRecordProcessingService.ProcessMessageAsync);

break;

case CircuitBreakerActions.PermanentlyClose:
await _circuitBreakingService.PermanentlyClose();
break;
default:
throw new NotSupportedException($"Action {message.Action} is not
supported.");
}

}

dajin DataHandlerStrategySelector.cs

using Microsoft.Extensions.Logging;
using Newtonsoft.Json.Ling;

using UserIntegrationLambda.Exceptions;
using UserIntegrationLambda.Interfaces;

namespace UserIntegrationLambda.InputProcessStrategies
{
/// <summary>
/// Picks the correct strategy to handle specific input.
/// </summary>
public class DataHandlerStrategySelector : IDataHandlerStrategySelector
{
private readonly ILogger<DataHandlerStrategySelector> _logger;
private readonly IEnumerable<IDataHandlerStrategy> _handlers;
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/// <summary>

/// Initializes a new instance of <see cref="DataHandlerStrategySelector"/>
class.

/// <param name="logger">Logger instance.</param>

/// <param name="handlers">The collection of all available input
handlers.</param>

/// </summary>

public DataHandlerStrategySelector(ILogger<DataHandlerStrategySelector>
logger, IEnumerable<IDataHandlerStrategy> handlers)

{

_logger = logger;
_handlers = handlers;

}

/// <inheritdoc/>
public IDataHandlerStrategy GetStrategy(JObject input)
{
_logger.LogDebug("Getting strategy for input: {input}",
input.ToString());

var strategy = _handlers.FirstOrDefault(h => h.IsSuitable(input));

if (strategy is null)
{

}

throw new NoSuitableHandlerException();

_logger.LogInformation("Chosen input handler is {strategyHandler}",
strategy.GetType());
return strategy;
}

daiin UserIntegrationHandlerStrategy.cs

using Amazon.Lambda.SQSEvents;

using Microsoft.Extensions.Logging;
using Newtonsoft.Json.Ling;

using UserIntegrationLambda.Interfaces;

namespace UserIntegrationLambda.InputProcessStrategies
{
/// <summary>
/// Processes user integration requests SQS messages.
/// </summary>
public class UserIntegrationHandlerStrategy : IDataHandlerStrategy
{
private readonly ISqsRecordProcessingService _sqsRecordProcessingService;
private readonly ILogger<UserIntegrationHandlerStrategy> _logger;

/// <summary>

/// Initializes a new instance of <see
cref="UserIntegrationHandlerStrategy"/> class.

/// </summary>

/// <param name="sqsRecordProcessingService"></param>

/// <param name="logger"></param>

public UserIntegrationHandlerStrategy(ISqsRecordProcessingService
sqsRecordProcessingService, ILogger<UserIntegrationHandlerStrategy> logger)

_sqsRecordProcessingService = sqsRecordProcessingService;
_logger = logger;
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/// <inheritdoc/>
public bool IsSuitable(JObject input)
{

}

return input.ContainsKey("Records");

/// <inheritdoc/>
public async Task ProcessInputAsync(JObject input)

{
var sqsEvent = input.ToObject<SQSEvent>();
if (sqsEvent is null) throw new ArgumentNullException(nameof(input));
_logger.LogDebug("Deserialized input into SQS Event: {@sqsEvent}",
sqsEvent);
await _sqsRecordProcessingService.ProcessSqsRecordsAsync(sqsEvent);
3

}
daiin ICircuitBreakingService.cs

using static Amazon.Lambda.SQSEvents.SQSEvent;

namespace UserIntegrationLambda.Interfaces.CircuitBreaker
{
/// <summary>
/// Interface of a circuit breaker service adapter.
/// </summary>
public interface ICircuitBreakingService
{
/// <summary>
/// Processes sqs message and breaks execution circuit if necessary.
/// </summary>
/// <param name="sqsMessage">Incoming sqs message.</param>
/// <param name="action">Call to the external service.</param>
/// <returns>Task.</returns>
Task ExecuteAsync(SQSMessage sqsMessage, Func<SQSMessage, Task> action);

/// <summary>

/// Changes the circuit breaker to open state.

/// </summary>

/// <param name="customTimeout">Overrided value for circuit breaker
timeout.</param>

/// <returns>Task.</returns>

Task Open(TimeSpan? customTimeout);

/// <summary>

/// Changes the circuit breaker to closed state.
/// </summary>

/// <returns>Task.</returns>

Task Close();

/// <summary>

/// Permanently close the circuit breaker.
/// </summary>

/// <returns>Task.</returns>

Task PermanentlyClose();

/// <summary>

/// Changes the circuit breaker to half-open state.
/// </summary>

/// <returns>Task.</returns>

Task HalfOpen();
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/// <summary>

/// Tries execution of one message.

/// </summary>

/// <param name="action">Call to the external service.</param>
/// <returns>Task.</returns>

Task Trial(Func<SQSMessage, Task> action);

}
daiin ICircuitStateRepository.cs

using Resiliency.CircuitBreaker;
namespace UserIntegrationLambda.Interfaces.CircuitBreaker

/// <summary>
/// Interface of Circuit Breaker State datastore.
/// </summary>
public interface ICircuitStateRepository
{
/// <summary>
/// Gets the state of circuit breaker.
/// </summary>
/// <returns>Task.</returns>
Task<CircuitState> GetAsync();

/// <summary>

/// Saves an item to the datastore.

/// </summary>

/// <param name="circuitState">New state of the circuit breaker.</param>
/// <returns></returns>

Task SaveAsync(CircuitState circuitState);

daiin ICircuitStateToDatabaseDtoMapper.cs

using Resiliency.CircuitBreaker;
using UserIntegrationLambda.Models;

namespace UserIntegrationLambda.Interfaces.CircuitBreaker

{
/// <summary>
/// Interface for circuit state database DTO mapper.
/// </summary>
public interface ICircuitStateToDatabaseDtoMapper : ICircuitStateVisitor
{
/// <summary>
/// Returns circuit state DTO.
/// </summary>
CircuitStateDatabaseDto? CircuitStateDatabaseDto { get; }
}
}

dajin |IDataHandlerStrategy.cs

using Newtonsoft.Json.Ling;

namespace UserIntegrationLambda.Interfaces
{
/// <summary>
/// Interface of a message handler for an appropriate incoming message type.
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}

/// </summary>
public interface IDataHandlerStrategy

{

/17
/17
/17
/17
/17

<summary>

Runs input message handler.

</summary>

<param name="input">Incomming message.</param>

<returns>Task.</returns>

Task ProcessInputAsync(JObject input);

/17
/17
/17
/17
/17

<summary>

Checks if this particular handler fits the input.
</summary>

<param name="input">Incomming JSON message.</param>

<returns>True/False.</returns>

bool IsSuitable(JObject input);

daiin IDataHandlerStrategySelector.cs

using Newtonsoft.Json.Ling;

namespace UserIntegrationLambda.Interfaces

}

/// <summary>

/// Interface for strategy pattern selector service.
/// </summary>

public interface IDataHandlerStrategySelector

{

/17
/17
/17
/17
/17

<summary>

Picks strategy to process given input.
</summary>

<param name="input">JSON object.</param>

<returns>Strategy to handle input JSON.</returns>

IDataHandlerStrategy GetStrategy(JObject input);

daiia 1SgsRecordProcessingService.cs

using Amazon.Lambda.SQSEvents;
using static Amazon.Lambda.SQSEvents.SQSEvent;

namespace UserIntegrationLambda.Interfaces

{
/// <summary>
/// Interface of SQS record processing service.
/// </summary>
public interface ISqgsRecordProcessingService
{
/// <summary>
/// Processes all records from an SQS Event.
/// </summary>
/// <param name="sQSEvent"><see cref="SQSEvent"/></param>
/// <returns>Task.</returns>
Task ProcessSqsRecordsAsync(SQSEvent sqsEvent);
/// <summary>
/// Processes one SQS message.
/// </summary>
/// <param name="sqsMessage'"><see cref="SQSMessage"/></param>
/// <returns>Task.</returns>
Task ProcessMessageAsync(SQSMessage sqsMessage);
}
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}
daiin IUserIntegrationHandler.cs

using Common.Entities;

namespace UserIntegrationLambda.Interfaces
{
/// <summary>
/// Interface of user synchronization service between lambda and downstream
consumer.
/// </summary>
public interface IUserIntegrationHandler
{
/// <summary>
/// Creates a new user.
/// </summary>
/// <param name="user">User to be created.</param>
/// <returns></returns>
Task CreateUser(UserDto user);

/// <summary>

/// Updates existing user.

/// </summary>

/// <param name="user">User to be updated.</param>
/// <returns></returns>

Task UpdateUser(UserDto user);

/// <summary>

/// Deletes existing user.

/// </summary>

/// <param name="uuid">User's ID.</param>
/// <returns></returns>

Task DeleteUser(Guid uuid);

}
®daiix CircuitBreakerActions.cs

namespace UserIntegrationLambda.Models

{
/// <summary>
/// Represents Circuit Breaker possible change actions.
/// </summary>
internal enum CircuitBreakerActions
{
Open,
Close,
CircuitBreakerTrial,
PermanentlyClose,
ReturnState,
Retry
}
}

daiin CircuitBreakerMessage.cs

namespace UserIntegrationLambda.Models
{
/// <summary>
/// Model used to describe Circuit Breaker maintenance message.
/// </summary>
internal class CircuitBreakerMessage
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/// <summary>

/// Gets or sets the flag if this the message is maintenance.
/// </summary>

public bool IsMaintenance { get; set; }

/// <summary>

/// Gets or sets the message action.

/// </summary>

public CircuitBreakerActions Action { get; set; 1}

/// <summary>

/// Gets or sets the Circuit Breaker timeout in minutes.
/// </summary>

public TimeSpan? Timeout { get; set; }

®daiia CircuitStateDatabaseDto.cs

using Amazon.DynamoDBv2.DataModel;

namespace UserIntegrationLambda.Models

{

/// <summary>

/// Model used to save the CircuitState into the database.
/// </summary>
[DynamoDBTable("LicenseManagement-CircuitBreakerState")]
public class CircuitStateDatabaseDto

{

/// <summary>

/// Entity ID value.

/// </summary>

[DynamoDBHashKey]

public string Id { get; set; } = null!;

/// <summary>

/// Circuit Breaker state.

/// </summary>

public string StateId { get; set; } = null!;

/// <summary>

/// Opening date.

/// </summary>

public DateTime? OpenedAt { get; set; }

/// <summary>

/// Starting date.

/// </summary>

public DateTime? StartedAt { get; set; }

/// <summary>

/// Number of errors occured.

/// </summary>

public int? ErrorCounter { get; set; }

daijia CircuitBreakerOptions.cs

namespace UserIntegrationLambda.Options
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/// <summary>

/// Contains configuration parameters for circuit breaker.
/// </summary>

public class CircuitBreakerOptions

{
/// <summary>
/// Name of circuit state Dynamo DB table.
/// </summary>
public string CircuitStateTableName { get; set; } = null!;
/// <summary>
/// Max number of errors before opening.
/// </summary>
public int ErrorThreshold { get; set; } = default!;
/// <summary>
/// Timeout value.
/// </summary>
public TimeSpan Timeout { get; set; } = default!;
/// <summary>
/// Sampling duration in minutes.
/// </summary>
public TimeSpan SamplingDuration { get; set; } = default!;
/// <summary>
/// Dead Letter Queue url.
/// </summary>
public Uri DeadLetterQueueUrl { get; set; } = null!;
/// <summary>
/// SQS source queue url.
/// </summary>
public Uri SourceQueueUrl { get; set; } = null!;
}

}
®daiin LambdaParameters.cs

namespace UserIntegrationLambda.Options
{
/// <summary>
/// Contains lambda parameters.
/// </summary>
public class LambdaParameters
{
/// <summary>
/// Name of users Dynamo DB table.
/// </summary>
public string UsersTableName { get; set; } = null!;

dajin CircuitStateRepository.cs

using Amazon.DynamoDBv2;

using Amazon.DynamoDBv2.DataModel;

using Microsoft.Extensions.Logging;

using Microsoft.Extensions.Options;

using Resiliency.CircuitBreaker;

using UserIntegrationLambda.Interfaces.CircuitBreaker;
using UserIntegrationLambda.Models;
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using UserIntegrationLambda.Options;

namespace UserIntegrationLambda.Repository
{
/// <summary>
/// Circuit breaker state datastore.
/// </summary>
public class CircuitStateRepository : ICircuitStateRepository

{
private static readonly string Stateld = "7b5523ce-uU4b60-4U41d-98d5-
a23bdeld7f7ae";

private readonly ICircuitStateToDatabaseDtoMapper _dbMapper;
private readonly IDynamoDBContext _dynamoDBContext;

private readonly CircuitBreakerOptions _options;

private readonly ILogger<CircuitStateRepository> _logger;

/// <summary>

/// Initializes a new instance of <see cref="CircuitStateRepository"/>
class.

/// </summary>

/// <param name="dbMapper"><see
cref="ICircuitStateToDatabaseDtoMapper"/></param>

/// <param name="dynamoDBContext"><see cref="IDynamoDBContext"/></param>

/// <param name="circuitBreakerOptions"><see
cref="CircuitBreakerOptions"/></param>

/// <param name="logger">Logger instance.</param>

public CircuitStateRepository(ICircuitStateToDatabaseDtoMapper dbMapper,
IDynamoDBContext dynamoDBContext, IOptions<CircuitBreakerOptions>
circuitBreakerOptions, ILogger<CircuitStateRepository> logger)

{
_dbMapper = dbMapper;
_dynamoDBContext = dynamoDBContext;
_options = circuitBreakerOptions.Value;
_logger = logger;

}

/// <inheritdoc/>
public async Task<CircuitState> GetAsync()
{

var openStateConfig = new OpenStateConfig(_options.Timeout);
var closedStateConfig = new ClosedStateConfig(_options.ErrorThreshold,
_options.SamplingDuration);

try
{
CircuitStateDatabaseDto databaseDto = await
_dynamoDBContext.LoadAsync<CircuitStateDatabaseDto>(StateId) ?? GetClosedStateDto();

CircuitState circuitState = databaseDto.Stateld switch
{

"Open" => new
OpenState(databaseDto.OpenedAt.GetValueOrDefault(DateTime.UtcNow), openStateConfig,
closedStateConfig),

"HalfOpen" => new HalfOpenState(openStateConfig,
closedStateConfig),

"Closed" => GetClosedState(databaseDto, openStateConfig,
closedStateConfig),

"PermanentlyClosed" => new PermanentlyClosedState(),

_ => throw new NotSupportedException($"{databaseDto.StateId} is
not supported.")

return circuitState;
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}

catch (AmazonDynamoDBException ex)

{

_logger.LogCritical(ex, "Failed to load circuit state from database.

Falling back to default (Closed) state.");
CircuitStateDatabaseDto closedStateDto = GetClosedStateDto();
return GetClosedState(closedStateDto, openStateConfig,
closedStateConfig);

}
}
/// <inheritdoc/>
public async Task SaveAsync(CircuitState circuitState)

{
circuitState.Accept(_dbMapper);
try
{
if (_dbMapper.CircuitStateDatabaseDto != null)
{
_dbMapper.CircuitStateDatabaseDto.Id = Stateld;
await
_dynamoDBContext.SaveAsync(_dbMapper.CircuitStateDatabaseDto);
}
}
catch (AmazonDynamoDBException ex)
{
_logger.LogCritical(ex, "Failed to save circuit state to
database.");
}
}
private static CircuitStateDatabaseDto GetClosedStateDto()
{
return new CircuitStateDatabaseDto
{
Id = Stateld,
StateId = "Closed"
H
}

private static ClosedState GetClosedState(CircuitStateDatabaseDto
databaseDto, OpenStateConfig openStateConfig, ClosedStateConfig closedStateConfig)
{

return new ClosedState(databaseDto.ErrorCounter.GetValueOrDefault(0),
databaseDto.StartedAt.GetValueOrDefault(DateTime.UtcNow), openStateConfig,
closedStateConfig);
}
}

daiia UsersWriteRepository.cs

using Amazon.DynamoDBv2.DataModel;
using Common.Entities;

using Common.Exceptions;

using Microsoft.Extensions.Logging;
using Microsoft.Extensions.Options;
using UserIntegrationLambda.Interfaces;
using UserIntegrationLambda.Options;

namespace UserIntegrationLambda.Repository

{
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/// <summary>

/// Users datastore write service.

/// </summary>

public class UsersliriteRepository : IUsersWriteRepository

{
private readonly IDynamoDBContext _dynamoDbContext;
private readonly ILogger<UserslWiriteRepository> _logger;
private readonly LambdaParameters _lambdaParameters;

/// <summary>

/// Creates a new instance of <see cref="UsersWriteRepository"/> class.

/// </summary>

/// <param name="dynamoDbContext"><see cref="DynamoDBContext"/></param>

/// <param name="logger">Logger instance.</param>

public UserslWiriteRepository(IDynamoDBContext dynamoDbContext,
ILogger<UsersWiriteRepository> logger, IOptions<LambdaParameters> lambdaParameters)

_dynamoDbContext = dynamoDbContext;
_logger = logger;
_lambdaParameters = lambdaParameters.Value;

}

/// <inheritdoc/>
public Task<UserDto> SaveAsync(UserDto user)

{
if (user == null)
{
throw new ArgumentNullException(nameof(user));
}
return SaveInternalAsync(user);
}

/// <inheritdoc/>
public Task<UserDto> DeleteAsync(Guid id)

{
if (string.IsNullOrEmpty(id.ToString()))
{
throw new ArgumentNullException(nameof(id));
}
return DeleteUserInternalAsync(id);
}

private async Task<UserDto> SaveInternalAsync(UserDto user)
_logger.LogDebug("Trying to save user entity: {Quser}", user);

var config = new DynamoDBOperationConfig

{
OverrideTableName = _lambdaParameters.UsersTableName,
IgnoreNullValues = false

H

await _dynamoDbContext.SaveAsync(user, config);
_logger.LogInformation("Successfully created a new user entity:
{Quser}", user);

return user;

}

private async Task<UserDto> DeleteUserInternalAsync(Guid id)

{
_logger.LogDebug("Trying to delete user entity with id: {id}", id);
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var config = new DynamoDBOperationConfig

{
OverrideTableName = _lambdaParameters.UsersTableName,
i
UserDto user = await _dynamoDbContext.LoadAsync<UserDto>(id, config);
if (user == null)
{

throw new UserNotFoundException();

}

await _dynamoDbContext.DeleteAsync<UserDto>(id, config);

_logger.LogInformation("Successfully deleted user entity: {@userDto}",
user);

return user;

dajia CircuitBreakingService.cs

using Amazon.DynamoDBv2;

using Amazon.DynamoDBv2.Model;

using Amazon.SQS.Model;

using Common.Interfaces;

using FluentValidation;

using Microsoft.Extensions.Logging;

using Microsoft.Extensions.Options;

using Resiliency.CircuitBreaker;

using System.Net;

using UserIntegrationLambda.Interfaces.CircuitBreaker;
using UserIntegrationLambda.Options;

using static Amazon.Lambda.SQSEvents.SQSEvent;

namespace UserIntegrationLambda.Services.CircuitBreaker
{
/// <summary>
/// Circuit Breaker service adapter.
/// </summary>
public class CircuitBreakingService : ICircuitBreakingService
{
private readonly ICircuitStateRepository _circuitStateRepository;
private readonly IEventBridgeSchedulerService
_circuitBreakerClosureScheduler;
private readonly IEventSourceMappingClient _eventSourceMappingClient;
private readonly CircuitBreakerOptions _circuitBreakerOptions;
private readonly ISqsClient _sqsClient;
private readonly ILogger<CircuitBreakingService> _logger;

/// <summary>

/// Initializes a new instance of <see cref="CircuitBreakingService"/>
class.

/// </summary>

/// <param name="circuitStateRepository">Circuit state datastore.</param>

/// <param name="circuitBreakerClosureScheduler">Service to work with Event
Bridge Schedule.</param>

/// <param name="eventSourceMappingClient">Service to manage lambda event
source.</param>

/// <param name="circuitBreakerOptions"><see
cref="CircuitBreakerOptions"/></param>

/// <param name="sqsClient"></param>

/// <param name="logger"=>Logger instance.</param>
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public CircuitBreakingService(ICircuitStateRepository
circuitStateRepository,
IEventBridgeSchedulerService circuitBreakerClosureScheduler,
IEventSourceMappingClient eventSourceMappingClient,
IOptions<CircuitBreakerOptions> circuitBreakerOptions,
ISgsClient sqgsClient,
ILogger<CircuitBreakingService> logger)

{
_circuitStateRepository = circuitStateRepository;
_circuitBreakerClosureScheduler = circuitBreakerClosureScheduler;
_eventSourceMappingClient = eventSourceMappingClient;
_circuitBreakerOptions = circuitBreakerOptions.Value;
_sqsClient = sqsClient;
_logger = logger;

3

/// <inheritdoc/>
public async Task ExecuteAsync(SQSMessage sqsMessage, Func<SQSMessage, Task>
action)
{
CircuitState currentState = await _circuitStateRepository.GetAsync();
CircuitBreakerPolicy circuitBreakerPolicy = new(currentState);

try
{
await circuitBreakerPolicy
.Handle(IsTransientError)
.ExecuteAsync(() => action(sqsMessage));
}

catch (OpenCircuitException openCircuitException)

await _eventSourceMappingClient.DisableEventSourceMappingAsync();
await
_circuitBreakerClosureScheduler.ScheduleCircuitClosureTrialAsync(openCircuitExceptio
n.OpenUntil);
await _sqsClient.EnqueueAsync(sqsMessage,
_circuitBreakerOptions.SourceQueueUrl);
}
catch (Exception ex) when (IsPermanentError(ex))
{
_logger.LogError(ex, "Failed to handle SQS message due to permanent
error");
await _sqsClient.EnqueueAsync(sqsMessage,
_circuitBreakerOptions.DeadLetterQueueUrl);

}
finally
{
await _circuitStateRepository.SaveAsync(circuitBreakerPolicy.State);
}

}

/// <inheritdoc/>

public async Task Close()

{
_logger.LogDebug("Switching the CB state to closed.");
await _eventSourceMappingClient.EnableEventSourceMappingAsync();
await _circuitBreakerClosureScheduler.CancelCircuitClosureTrialAsync();
OpenStateConfig openStateConfig = new(_circuitBreakerOptions.Timeout);
ClosedStateConfig closedStateConfig =

new(_circuitBreakerOptions.ErrorThreshold, _circuitBreakerOptions.SamplingDuration);

var circuitState = new ClosedState(openStateConfig, closedStateConfig);
await _circuitStateRepository.SaveAsync(circuitState);
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/// <inheritdoc/>
public async Task HalfOpen()
{
_logger.LogDebug("Switching the CB state to half-open.");
await _eventSourceMappingClient.EnableEventSourceMappingAsync();
await _circuitBreakerClosureScheduler.CancelCircuitClosureTrialAsync();
OpenStateConfig openStateConfig = new(_circuitBreakerOptions.Timeout);
ClosedStateConfig closedStateConfig =
new(_circuitBreakerOptions.ErrorThreshold, _circuitBreakerOptions.SamplingDuration);
var circuitState = new HalfOpenState(openStateConfig,
closedStateConfig);
await _circuitStateRepository.SaveAsync(circuitState);
3

/// <inheritdoc/>
public async Task Open(TimeSpan? customTimeout)
{
_logger.LogDebug("Switching the CB state to open.");
await _eventSourceMappingClient.EnableEventSourceMappingAsync();
TimeSpan timeout = customTimeout ?? _circuitBreakerOptions.Timeout;
await
_circuitBreakerClosureScheduler.ScheduleCircuitClosureTrialAsync(DateTimeOffset.UtcN
ow + timeout);
OpenStateConfig openStateConfig = new(timeout);
ClosedStateConfig closedStateConfig =
new(_circuitBreakerOptions.ErrorThreshold, _circuitBreakerOptions.SamplingDuration);
OpenState circuitState = new(openStateConfig, closedStateConfig);
await _circuitStateRepository.SaveAsync(circuitState);

}

/// <inheritdoc/>
public async Task PermanentlyClose()

{
_logger.LogDebug("Switching the CB state to permanently closed.");
await _eventSourceMappingClient.EnableEventSourceMappingAsync();
await _circuitBreakerClosureScheduler.CancelCircuitClosureTrialAsync();
var circuitState = new PermanentlyClosedState();
await _circuitStateRepository.SaveAsync(circuitState);

}

/// <inheritdoc/>
public async Task Trial(Func<SQSMessage, Task> action)
{
_logger.LogDebug("Starting Circuit Breaker trial.");

Message? message = await
_sqsClient.DequeueAsync(_circuitBreakerOptions.SourceQueuelUrl);

_logger.LogDebug("Retrieved the message: {@message} from the source
queue", message);

if (message is not null)

var sgsMessage = new SQSMessage

{
Attributes = message.Attributes,
Body = message.Body,
MessageId = message.Messageld,
ReceiptHandle = message.ReceiptHandle
3
try
{

await ExecuteAsync(sqsMessage, action);
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await _sqsClient.DeleteMessageAsync(message.ReceiptHandle,
_circuitBreakerOptions.SourceQueueUlrl);

await _eventSourceMappingClient.EnableEventSourceMappingAsync();

await
_circuitBreakerClosureScheduler.CancelCircuitClosureTrialAsync();
}
catch (Exception ex)
{

_logger.LogError(ex, "Circuit Breaker Trial has failed.");

await
_circuitBreakerClosureScheduler.ScheduleCircuitClosureTrialAsync(DateTimeOffset.UtcN
ow + _circuitBreakerOptions.Timeout);

}
}
else

{

_logger.LogInformation("No messages found in the source queue.

Switching the state to half-open.");
await HalfOpen();

}
}

private static bool IsTransientError(Exception exception)

{

var transientErrorCodes = new HashSet<HttpStatusCode>

{

HttpStatusCode.
HttpStatusCode.
HttpStatusCode.
HttpStatusCode.
HttpStatusCode.
.GatewayTimeout

HttpStatusCode
H

NotFound,
RequestTimeout,
TooManyRequests,
BadGateway,
ServiceUnavailable,

return exception is ResourceNotFoundException or

AmazonDynamoDBException;

private static bool IsPermanentError(Exception exception)

{
var permanentErrorCodes = new HashSet<HttpStatusCode>
{
HttpStatusCode.BadRequest,
HttpStatusCode.Forbidden,
HttpStatusCode.Unauthorized,
HttpStatusCode.MethodNotAllowed,
HttpStatusCode.Conflict,
HttpStatusCode.RequestEntityToolarge
H
return exception is ValidationException;
}

daiia CircuitStateToDatabaseDtoMapper.cs

using Resiliency.CircuitBreaker;
using UserIntegrationLambda.Interfaces.CircuitBreaker;
using UserIntegrationLambda.Models;

namespace UserIntegrationLambda.Services.CircuitBreaker
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/// <summary>
/// Mapper class for Circuit State Database DTO.
/// </summary>

public class CircuitStateToDatabaseDtoMapper : ICircuitStateToDatabaseDtoMapper

{
/// <inheritdoc/>
public CircuitStateDatabaseDto? CircuitStateDatabaseDto { get; private set;
}
/// <inheritdoc/>
public void Visit(OpenState state)
{
CircuitStateDatabaseDto = new CircuitStateDatabaseDto
{
StateId = "Open",
OpenedAt = state.OpenedAt.DateTime
H
}
/// <inheritdoc/>
public void Visit(ClosedState state)
{
CircuitStateDatabaseDto = new CircuitStateDatabaseDto
{
StateId = "Closed",
ErrorCounter = state.ErrorCounter,
StartedAt = state.StartedAt.DateTime
H
}
/// <inheritdoc/>
public void Visit(HalfOpenState state)
{
CircuitStateDatabaseDto = new CircuitStateDatabaseDto
{
StateId = "HalfOpen"
B
}
/// <inheritdoc/>
public void Visit(PermanentlyClosedState state)
{
CircuitStateDatabaseDto = new CircuitStateDatabaseDto
{
StateId = "PermanentlyClosed",
StartedAt = state.StartedAt.DateTime
H
}
}
}

daiin SqsEventSourceMappingClient.cs

using Amazon.Lambda;

using Amazon.Lambda.Model;

using Common.Entities;

using Common.Interfaces;

using Common.Exceptions;

using Microsoft.Extensions.Logging;
using System.Net;

namespace UserIntegrationLambda.Services.CircuitBreaker

/// <summary>
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/// SQS event source mapping switcher (on/off).
/// </summary>
public class SqsEventSourceMappingClient : IEventSourceMappingClient
{
private readonly IAmazonLambda _amazonLambdaClient;
private readonly ILambdaContextAccessor _lambdaContextAccessor;
private readonly ILogger<SqsEventSourceMappingClient> _logger;

/// <summary>

/// Initializes a new instance of <see cref="SqsEventSourceMappingClient"/>
class.

/// </summary>

/// <param name="amazonLambdaClient"><see cref="IAmazonLambda"/></param>

/// <param name="lambdaContextAccessor'"><see
cref="ILambdaContextAccessor"/></param>

/// <param name="logger">Logger instance.</param>

public SqsEventSourceMappingClient(IAmazonLambda amazonLambdaClient,
ILambdaContextAccessor lambdaContextAccessor, ILogger<SqsEventSourceMappingClient>
logger)

_amazonLambdaClient = amazonLambdaClient;
_lambdaContextAccessor = lambdaContextAccessor;
_logger = logger;

/// <inheritdoc/>
public async Task DisableEventSourceMappingAsync()
{
_logger.LogDebug("Trying to disable EventSourceMapping for
{FunctionName} function", _lambdaContextAccessor.Context.FunctionName);
EventSourceMappingConfiguration currentState = await
GetMappingConfiguration(_lambdaContextAccessor.Context.FunctionName);

if (currentState.State == AwsEventSourceMappingState.Enabling)
{

throw new MappingStateTransitionException($"EventSourceMapping can't
be disabled as it's in {currentState.State} state.");

}

if (currentState.State is not (AwsEventSourceMappingState.Disabling or
AwsEventSourceMappingState.Disabled))
{

await SwitchEventSourceMappingAsync(currentState, false);

}

/// <inheritdoc/>
public async Task EnableEventSourceMappingAsync()
{

_logger.LogDebug("Trying to enable EventSourceMapping for {FunctionName}
function", _lambdaContextAccessor.Context.FunctionName);

EventSourceMappingConfiguration currentState = await
GetMappingConfiguration(_lambdaContextAccessor.Context.FunctionName);

if (currentState.State == AwsEventSourceMappingState.Disabling)
{

throw new MappingStateTransitionException($"EventSourceMapping can't
be enabled as it's in {currentState.State} state.");

}

if (currentState.State is not (AwsEventSourceMappingState.Enabling or
AwsEventSourceMappingState.Enabled))
{

await SwitchEventSourceMappingAsync(currentState, true);
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}

private async Task
SwitchEventSourceMappingAsync(EventSourceMappingConfiguration currentState, bool
enable)
{
if (currentState == null) throw new
ArgumentNullException(nameof(currentState));

UpdateEventSourceMappingResponse updateResponse =
await _amazonLambdaClient.UpdateEventSourceMappingAsync(new
UpdateEventSourceMappingRequest
{

UUID = currentState.UUID,
Enabled = enable,

});
string targetState = enable ? "enable" : "disable";
if (updateResponse.HttpStatusCode == HttpStatusCode.Accepted)

{
_logger.LogInformation("Request to {targetState} {arn}
EventSourceMapping is accepted", targetState, currentState.EventSourceArn);

else
{
throw new MappingStateTransitionException($"Request to {targetState}
{currentState.EventSourceArn} EventSourceMapping responded with
{updateResponse.HttpStatusCode}");
}

}

private async Task<EventSourceMappingConfiguration>
GetMappingConfiguration(string functionName)
{

ListEventSourceMappingsResponse listEventSourceMappings =
await _amazonLambdaClient.ListEventSourceMappingsAsync(new
ListEventSourceMappingsRequest { FunctionName = functionName });
EventSourceMappingConfiguration? mappingConfiguration =
listEventSourceMappings.EventSourceMappings.FirstOrDefault(m =>
SqsEventSourceArn.IsMatch(m.EventSourceArn));
return mappingConfiguration ?? throw new
MappingStateTransitionException($"Failed to find SQS EventSourceMapping for
{functionName}");

}
}

daiin SqsEventProcessingService.cs

using Common.Interfaces;

using Microsoft.Extensions.Logging;
using Newtonsoft.Json.Ling;

using UserIntegrationLambda.Interfaces;

namespace UserIntegrationLambda.Services
{
/// <summary>
/// SQS Event processor.
/// </summary>
internal class SqsEventProcessingService : ISqsEventProcessingService

{
private readonly IDataHandlerStrategySelector _strategySelector;
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private readonly ILogger<SqsEventProcessingService> _logger;

/// <summary>

/// Initializes a new instance of <see cref="SqsEventProcessingService"/>
class.

/// </summary>

/// <param name="strategySelector"><see
cref="IDataHandlerStrategySelector"/></param>

/// <param name="logger">Logger instance.</param>

public SqsEventProcessingService(IDataHandlerStrategySelector
strategySelector, ILogger<SqsEventProcessingService> logger)

_strategySelector = strategySelector;

_logger = logger;

/// <inheritdoc/>
public Task ProcessAsync(JObject input)

{
if (input is null)
{
throw new ArgumentNullException(nameof(input));
}
return ProcessInternalAsync(input);
}

private async Task ProcessInternalAsync(JObject input)
{
_logger.LogDebug("SQS message processing started. Message: {messagel}",
input.ToString());

IDataHandlerStrategy dataHandler = _strategySelector.GetStrategy(input);

await dataHandler.ProcessInputAsync(input);

daiin SqsRecordProcessingService.cs

using Amazon.Lambda.SQSEvents;

using Common.Entities;

using Microsoft.Extensions.Logging;

using Newtonsoft.Json;

using UserIntegrationLambda.Interfaces;

using UserIntegrationLambda.Interfaces.CircuitBreaker;
using static Amazon.Lambda.SQSEvents.SQSEvent;

namespace UserIntegrationLambda.Services

{
/// <summary>
/// SQS record processing service.
/// </summary>
public class SqsRecordProcessingService : ISqsRecordProcessingService
{
private readonly ICircuitBreakingService _circuitBreakingService;
private readonly IUserIntegrationHandler _userIntegrationHandler;
private readonly ILogger<SqsRecordProcessingService> _logger;
/// <summary>
/// Initializes a new instance of <see cref="SqsRecordProcessingService"/>
class.
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/// </summary>

/// <param name="circuitBreakingService"></param>

/// <param name="userIntegrationHandler"></param>

/// <param name="logger">Logger instance.</param>

public SqsRecordProcessingService(ICircuitBreakingService
circuitBreakingService, IUserIntegrationHandler userIntegrationHandler,
ILogger<SqsRecordProcessingService> logger)

_circuitBreakingService
_userIntegrationHandler
_logger = logger;

circuitBreakingService;
userIntegrationHandler;

/// <inheritdoc/>
public async Task ProcessMessageAsync(SQSMessage sqsMessage)
{
if (sgsMessage is null) throw new
ArgumentNullException(nameof(sqsMessage));

BaseMessage<UserDto>? messageBody =
JsonConvert.DeserializeObject<BaseMessage<UserDto>>(sqsMessage.Body);

_logger.LogDebug("Deserialized SQS message body into: {@messageBody}",
messageBody) ;

if (messageBody is null)
{
throw new ArgumentNullException(nameof(sqsMessage), "SQS Message
body is empty");
}

if (string.IsNullOrEmpty(messageBody.Action.ToString()))
{
throw new ArgumentException(nameof(sqsMessage), "Action is not
defined");
}

_logger.LogDebug("Executing {action} for User ID: {uuid}",
messageBody.Action, messageBody.EntityId);

Dictionary<string, Func<Task>> defaultActions =
LoadDefaultActions(messageBody);

if (!defaultActions.ContainsKey(messageBody.Action.ToString()))
{
string supportedActions = string.Join(',', defaultActions.Select(a
=> a.Key));
_logger.LogWarning("Action {action} is not supported. See suported
actions: [{supportedActions}]", messageBody.Action, supportedActions);
return;
}

Func<Task> function = defaultActions[messageBody.Action.ToString()];
await function();

_logger.LogInformation("{action} successfully executed for user:
{uuid}", messageBody.Action, messageBody.EntityId);
}

/// <inheritdoc/>
public async Task ProcessSqsRecordsAsync(SQSEvent sqsEvent)
{

foreach (SQSMessage message in sqsEvent.Records)
{
_logger.LogDebug("Started processing SQSMessage {MessageId}",
message.MessageId);
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await _circuitBreakingService.ExecuteAsync(message,

ProcessMessageAsync);

_logger.LogInformation("Processed SQSMessage {MessageId}",

message.MessageId);

}

private Dictionary<string, Func<Task>>

LoadDefaultActions(BaseMessage<UserDto> message)

{
var defaultActions = new Dictionary<string, Func<Task>>()

{
{ "Create", () =>

_userIntegrationHandler.CreateUser(message.Content) 1},

{ "Update", ) =>

_userIntegrationHandler.UpdateUser(message.Content) },

{ "Delete", () =>

_userIntegrationHandler.DeleteUser(Guid.Parse(message.EntityId)) },

}

Y

return defaultActions;

daiin UserlIntegrationHandler.cs

using Common.Entities;

using FluentValidation;

using Microsoft.Extensions.Logging;
using UserIntegrationLambda.Interfaces;
using UserIntegrationLambda.Validation;

namespace UserIntegrationLambda.Services

{

class.

/// <summary>

/// User synchronization service between lambda and downstream consumer
/// </summary>

public class UserIntegrationHandler : IUserIntegrationHandler

{

private readonly UserValidator _userValidator = new();

private readonly IUsersWriteRepository _usersWriteRepository;
private readonly ILogger<UserIntegrationHandler> _logger;

/// <summary>
/// Initializes a new instance of <see cref="UserIntegrationHandler"/>

/// </summary>
/// <param name="usersWriteRepository">Performs write operations with the

datastore.</param>

/// <param name="logger">Logger instance.</param>
public UserIntegrationHandler(IUsersWriteRepository usersWriteRepository,

ILogger<UserIntegrationHandler> logger)

_usersWiriteRepository = usersWriteRepository;
_logger = logger;

/// <inheritdoc/>
public async Task CreateUser(UserDto user)
{
_userValidator.ValidateAndThrow(user);
await _usersWriteRepository.SaveAsync(user);
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/// <inheritdoc/>
public async Task DeleteUser(Guid uuid)

{
}

await _usersWriteRepository.DeleteAsync(uuid);

/// <inheritdoc/>
public async Task UpdateUser(UserDto user)
{
_userValidator.ValidateAndThrow(user);
await _usersWriteRepository.SaveAsync(user);

}
®daiin UserValidator.cs

using Common.Constants;
using Common.Entities;
using FluentValidation;

namespace UserIntegrationLambda.Validation

public class UserValidator : AbstractValidator<UserDto>
{
public UserValidator()
{
RuleFor(x => x.Uuid.ToString()).Cascade(CascadeMode.Stop)
.NotEmpty() .WithMessage("Uuid should not be empty")
.Matches(ValidationConstants.GuidRegexPattern).WithMessage("Uuid
should of guid type");
RuleFor(x => x.FirstName)
.NotEmpty() .WithMessage("First name should not be empty");

®aiia Function.cs

using Amazon.Lambda.Core;

using Amazon.Lambda.Serialization.Json;

using Common.Interfaces;

using Common.Utils;

using Microsoft.Extensions.DependencyInjection;
using Microsoft.Extensions.Logging;

using Newtonsoft.Json.Ling;

using System.Diagnostics.CodeAnalysis;

using UserIntegrationLambda.Builders;

// Assembly attribute to enable the Lambda function's JSON input to be converted
into a .NET class.

[assembly: LambdaSerializer(typeof(JsonSerializer))]

namespace UserIntegrationLambda;

/// <summary>

/// Lambda function class.
/// </summary>
[ExcludeFromCodeCoverage]
public class Function

KMI.IT-84823.045440.03.12

B3MiH,

Apk. N2 sokym. Mign. [JaTa.

Apk.

80




private readonly IServiceProvider _serviceProvider;

/// <summary>
/// Default constructor. This constructor is used by Lambda to construct the
instance. When invoked in a Lambda environment
/// the AWS credentials will come from the IAM role associated with the function
and the AWS region will be set to the
/// region the Lambda function is executed in.
/// </summary>
public Function()
{
var services = new ServiceCollection();
_serviceProvider = new ServiceProviderBuilder().Build(services);

}

/// <summary>
/// This method is called for every Lambda invocation. This method takes in an
SQS event object and can be used
/// to respond to SQS messages.
/// </summary>
/// <param name="evnt"></param>
/// <param name="context"></param>
/// <returns></returns>
public async Task FunctionHandler(JObject input, ILambdaContext context)
{
ArgumentNullException. ThrowIfNull(input);
ArgumentNullException. ThrowIfNull(context);

var logger = _serviceProvider.GetRequiredService<ILogger<Function>>();

try
{
var lambdaContextAccessor =
_serviceProvider.GetRequiredService<LambdaContextAccessor>();
lambdaContextAccessor.Context = context;

logger.LogInformation("Received SQS Event: {evnt}", input.ToString());

var sqsEventProcessingService =
_serviceProvider.GetRequiredService<ISqsEventProcessingService>();

await sqsEventProcessingService.ProcessAsync(input);
}
catch (Exception ex)
{
logger.LogCritical(ex, "An unhandled error has occured. Check the
exception details for further details.");
throw;
}

}
®dDaiin UsersController.cs

using Common.Entities;

using Microsoft.AspNetCore.Mvc;

using Swashbuckle.AspNetCore.Annotations;
using System.ComponentModel.DataAnnotations;
using UserManagementLambda.Interfaces;

namespace UserManagementLambda.Controllers;

/// <summary>
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/// API controller for users management in License Management Service.

/// </summary>

[ApiController]

[Route("users—-api/users")]

[SwaggerTag("Controller for users management")]

public class UsersController : ControllerBase

{
private readonly IUserManagementService _userManagementService;
private readonly ILogger<UsersController> _logger;

/// <summary>
/// Initializes a new instance of <see cref="UsersController"/> class.
/// </summary>
/// <param name="userManagementService'"><see
cref="IUserManagementService"/></param>
/// <param name="logger">Logger instance.</param>
public UsersController(IUserManagementService userManagementService,
ILogger<UsersController> logger)
{
_userManagementService = userManagementService;
_logger = logger;
}

/// <summary>

/// Get user with a specific Uuid.

/// </summary>

/// <param name="id">User's unique identifier.</param>

/// <returns><see cref="IActionResult"/></returns>

[HttpGet]

public async Task<IActionResult> GetUser([Required, FromQuery] Guid id)
{

UserDto user = await _userManagementService.GetUserByUuid(id);

return Ok(user);

}

/// <summary>

/// Creates a new user.

/// </summary>

/// <param name="user"><see cref="UserDto"/></param>

/// <returns><see cref="IActionResult"/></returns>

[HttpPost]

public async Task<IActionResult> CreateUser([FromBody, Required] UserDto user)
{

var createdUser = await _userManagementService.CreateUser(user);

return Accepted(createdUser);

}

/// <summary>

/// Updates a specific user.

/// </summary>

/// <param name="user"><see cref="UserDto"/></param>

/// <returns><see cref="IActionResult"/></returns>

[HttpPut]

public async Task<IActionResult> UpdateUser([FromBody, Required] UserDto user)
{

var updatedUser = await _userManagementService.UpdateUser(user);

return Accepted(updatedUser);
}

/// <summary>
/// Deletes a user with specific Uuid.
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/// </summary>

/// <param name="id">User's unique indentifier.</param>
/// <returns><see cref="IActionResult"/></returns>
[HttpDelete("{id}")]

public async Task<IActionResult> DeleteUser(Guid id)

{

await _userManagementService.DeleteUser(id);

return Accepted();

}
daiin lUserManagementService.cs

using Common.Entities;

namespace UserManagementLambda.Interfaces

{

/// <summary>

/// Interface of user synchronization adapter.

/// </summary>

public interface IUserlManagementService

{
/// <summary>
/// Gets user by uuid from the datastore.
/// </summary>
/// <param name="uuid">User's ID.</param>
/// <returns></returns>
Task<UserDto> GetUserByUuid(Guid uuid);
/// <summary>
/// Gets user by username from the datastore.
/// </summary>
/// <param name="userName">User's name.</param>
/// <returns></returns>
Task<UserDto> GetUserByUserName(string userName);
/// <summary>
/// Sends user creation request to the SNS topic.
/// </summary>
/// <param name="user'"><see cref="UserDto"/></param>
/// <returns></returns>
Task<UserDto> CreateUser(UserDto user);
/// <summary>
/// Sends user updation request to the SNS topic.
/// </summary>
/// <param name="user"><see cref="UserDto"/></param>
/// <returns></returns>
Task<UserDto> UpdateUser(UserDto user);
/// <summary>
/// Sends user deletion request to the SNS topic.
/// </summary>
/// <param name="uuid">User's ID.</param>
/// <returns></returns>
Task DeleteUser(Guid uuid);

}

}

daiin |IUsersReadRepository.cs

using Common.Entities;
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using Common.Interfaces;

namespace UserManagementLambda.Interfaces

{
/// <summary>
/// Interface of Users datastore read service.
/// </summary>
public interface IUsersReadRepository : IReadRepository<UserDto>
{
/// <summary>
/// Gets user by username.
/// </summary>
/// <param name="username">Username.</param>
/// <returns>User dto.</returns>
Task<UserDto> GetByUsernameAsync(string username);
}
}

®daiin LambdaParameters.cs

namespace UserManagementLambda.Options
{
/// <summary>
/// Contains lambda parameters.
/// </summary>
public class LambdaParameters
{
/// <summary>
/// Amazon Resource Number for Simple Notification Service.
/// </summary>
public string SnsTopicArn { get; set; } = null!;

daiin UsersReadRepository.cs

using Amazon.DynamoDBv2.DataModel;
using Amazon.DynamoDBv2.DocumentModel;
using Common.Entities;

using Common.Exceptions;

using UserManagementlLambda.Interfaces;

namespace UserManagementLambda.Repositories
{
/// <summary>
/// Repository that represents user entity datastore.
/// </summary>
public class UsersReadRepository : IUsersReadRepository
{
private readonly IDynamoDBContext _dynamoDbContext;
private readonly ILogger<UsersReadRepository> _logger;

/// <summary>

/// Creates a new instance of <see cref="UsersReadRepository"/> class.

/// </summary>

/// <param name="dynamoDbContext"><see cref="DynamoDBContext"/></param>

/// <param name="logger">Logger instance.</param>

public UsersReadRepository(IDynamoDBContext dynamoDbContext,
ILogger<UsersReadRepository> logger)

_dynamoDbContext = dynamoDbContext;
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_logger = logger;

/// <inheritdoc/>
public Task<UserDto> GetByIdAsync(Guid id)

{
if (string.IsNullOrEmpty(id.ToString()))
{
throw new ArgumentNullException(nameof(id));
}
return GetUserByIdInternalAsync(id);
}

/// <inheritdoc/>
public Task<UserDto> GetByUsernameAsync(string username)

{
if (string.IsNullOrEmpty(username))
throw new ArgumentNullException(nameof(username));
}
return GetUserByUsernameInternalAsync(username);
}

private async Task<UserDto> GetUserByIdInternalAsync(Guid id)

{
_logger.LogDebug("Trying to get user entity with id: {id}", id);
UserDto user = await _dynamoDbContext.LoadAsync<UserDto>(id);

_logger.LogInformation("Successfully retrieved a new user entity:
{QuserDto}", user);

return user;

}
private async Task<UserDto> GetUserByUsernameInternalAsync(string username)
{
_logger.LogDebug("Trying to get user entity with username: {username}",
username) ;
var scanCondition = new ScanCondition("Username", ScanOperator.Equal,
username) ;

var searchResult = await _dynamoDbContext.ScanAsync<UserDto>(new[] {
scanCondition })

.GetRemainingAsync();
if (searchResult is null || searchResult.FirstOrDefault() is null)
{

throw new UserNotFoundException();
}

_logger.LogInformation("Successfully retrieved a new user entity:
{QuserDto}", searchResult);

return searchResult.First();

daiin UserManagementService.cs
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using Common.Constants;

using Common.Entities;

using Common.Exceptions;

using Common.Interfaces;

using Microsoft.Extensions.Options;
using UserManagementlLambda.Interfaces;
using UserManagementLambda.Options;

namespace UserManagementLambda.Services
{
/// <summary>
/// User synchronization adapter between service and SNS.
/// </summary>
public class UserManagementService : IUserManagementService
{
private readonly IUsersReadRepository _usersRepository;
private readonly ISnsClient _snsService;
private readonly LambdaParameters _environmentVariables;
private readonly ILogger<UserManagementService> _logger;

/// <summary>

/// Initializes a new instance of <see cref="UserManagementService"/> class.

/// </summary>

/// <param name="usersRepository"><see cref="IUsersReadRepository"/></param>

/// <param name="snsService'"><see cref="ISnsClient"/></param>

/// <param name="environmentVariables">Lambda environment variables.</param>

/// <param name="logger">Logger instance.</param>

public UserManagementService(IUsersReadRepository usersRepository,
ISnsClient snsService, IOptions<LambdaParameters> environmentVariables,
ILogger<UserManagementService> logger)

_usersRepository = usersRepository;
_snsService = snsService;
_environmentVariables = environmentVariables.Value;
_logger = logger;
}

/// <inheritdoc/>
public async Task<UserDto> CreateUser(UserDto user)

var userMessage = new BaseMessage<UserDto>(user.Uuid.ToString(),
EntityTypes.User, ProcessAction.Create)

Content = user

b

await _snsService.PublishToTopicAsync(_environmentVariables.SnsTopicArn,
userMessage);

return user;

}

/// <inheritdoc/>
public async Task DeleteUser(Guid uuid)

var userMessage = new BaseMessage<UserDto>(uuid.ToString(),
EntityTypes.User, ProcessAction.Delete);

await _snsService.PublishToTopicAsync(_environmentVariables.SnsTopicArn,

userMessage);

/// <inheritdoc/>
public async Task<UserDto> GetUserByUserName(string userName)
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var user = await _usersRepository.GetByUsernameAsync(userName);

return user;

}

/// <inheritdoc/>
public async Task<UserDto> GetUserByUuid(Guid uuid)

{
var user = await _usersRepository.GetByIdAsync(uuid);
if (user is null)
{
throw new UserNotFoundException();
}
return user;
}

/// <inheritdoc/>
public async Task<UserDto> UpdateUser(UserDto user)

{

var existingUser = await _usersRepository.GetByIdAsync(user.Uuid);
if (existingUser is null) throw new UserNotFoundException();

var userMessage = new BaseMessage<UserDto>(user.Uuid.ToString(),
EntityTypes.User, ProcessAction.Update)
{

Content = user

b

await _snsService.PublishToTopicAsync(_environmentVariables.SnsTopicArn,
userMessage);

return user;

daiia Startup.cs

using Common.Extensions;

using Common.Interfaces;

using Common.Middleware;

using Common.Services;

using Microsoft.OpenApi.Models;

using System.Diagnostics.CodeAnalysis;
using UserManagementlLambda.Interfaces;
using UserManagementLambda.Options;
using UserManagementlLambda.Repositories;
using UserManagementLambda.Services;

namespace UserManagementLambda;

/// <summary>

/// Startup class.

/// </summary>
[ExcludeFromCodeCoverage]
public class Startup

{

private readonly IConfiguration _configuration;
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/// <summary>

/// Intializes a new instance of <see cref="Startup"/> class.

/// </summary>

/// <param name="configuration"><see cref="IConfiguration"/></param>

/// <exception cref="ArgumentNullException"></exception>

public Startup(IConfiguration configuration)

{

_configuration = configuration ?? throw new

ArgumentNullException(nameof(configuration));

}

/// <summary>

/// Adds services to the DI container. This method gets called by the runtime.
/// </summary>

/// <param name="services"><see cref="IServiceCollection"/></param>

public void ConfigureServices(IServiceCollection services)

{

services.ConfigureLambdaVariables<LambdaParameters>(_configuration);
services.ConfigureLogging();

services.ConfigureDynamoDB(_configuration);
services.ConfigureSns();

services.AddControllers();

services.ConfigureSwaggerServices(new OpenApiInfo
{
Version = "v1",
Title = "User Management Lambda",
Description = "Users API Lambda implementation for License Management
Service."

1

services.AddScoped<ISnsClient, SnsClient>();
services.AddScoped<IUsersReadRepository, UsersReadRepository>();
services.AddScoped<IUserManagementService, UserManagementService>();

}

/// <summary>

/// Adds services to the DI container. This method gets called by the runtime.
/// </summary>

/// <param name="services"><see cref="IServiceCollection"/></param>

public void Configure(IApplicationBuilder app)

{
app.UseHttpsRedirection();
app.UseRouting();
app.UseMiddleware<UnhandledExceptionLoggingMiddleware>();
app.UseEndpoints(endpoints =>
endpoints.MapControllerRoute(
name: "default",
pattern: "users—api/{controller}/{id?}");
B;
app.UseSwagger("users-api", _configuration);
}

}
dajis api_gateway main.tf
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resource "aws_api_gateway rest_api" "lambda_api" {
name = var.name

description = "Automated deployment of API Gateway for Lambda"

# Users API endpoint

resource "aws_api_gateway_ resource" "users-api" {
rest_api_id = aws_api_gateway_ rest_api.lambda_api.id

parent_id = aws_api_gateway_rest_api.lambda_api.root_resource_id

path_part "users-api"

resource "aws_api gateway method" "users-api-get-method" {

rest_api_id = aws_api_gateway_rest_api.lambda_api.id
resource_id = aws_api_gateway_resource.users-api.id
http method = "GET"
authorization = "NONE"

resource "aws_api gateway_ integration" "users-api-root-get-integration” {

rest_api_id = aws_api_gateway_rest_api.lambda_api.id
resource_id = aws_api_gateway_method.users-api-get-method.resource_id

http_method

aws_api_gateway_method.users-api-get-method.http_method

integration_http method = "POST"
type = "AWS_PROXY"
uri = var.users_uri

resource "aws_api_gateway_resource" "users-api-proxy" {

rest api_id

aws_api gateway rest api.lambda_api.id

parent_id

aws_api_gateway resource.users-api.id

path_part "{proxy+}"

resource "aws_api_gateway_method" "users-api-proxy-method" {

rest api_id = aws_api gateway rest _api.lambda api.id
resource_id = aws_api gateway_ resource.users-api-proxy.id
http_method = "ANY"
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resource "aws_api_gateway_integration

authorization

rest api_id
resource_id =

http_method =

integration_http_method

type

uri

" NON E n

users-api-integration” {

aws_api_gateway_rest_api.lambda_api.id

aws_api_gateway method.users-api-proxy-method.resource_id

aws_api_gateway method.users-api-proxy-method.http_method

# Products API endpoint

resource "aws_api_gateway_resource

rest api_id =
parent_id =

path_part =

resource "aws_api

rest_api_id
resource_id
http_method

authorization

resource "aws_api

resource "aws_api gateway resource

rest_api_id =
resource_id =

http_method

integration_http method

type
uri

"POST"
"AWS_PROXY"

var.users_uri

products-api" {

aws_api_gateway_rest_api.lambda_api.id

aws_api_gateway_rest_api.lambda_api.root_resource_id

"products-api”

_gateway_method" "products-api-get-method” {

_gateway_integration

aws_api_gateway rest_api.lambda_api.id

aws_api_gateway_resource.products-api.id

IIGETII
"NONE"

aws_api_gateway_rest_api.lambda_api.id

aws_api_gateway_method.products-api-get-method.resource_id

aws_api_gateway method.products-api-get-method.http method

"POST"
"AWS_PROXY"

var.products_uri

products-api-proxy" {

rest api_id = aws_api_gateway rest api.lambda_api.id

products-api-root-get-integration” {

BMiH

Apk.

Ne gokym.

Mign.

[Jara.

KMI.IT-84823.045440.03.12

Apk.

90




parent_id

aws_api_gateway resource.products-api.id

"{proxy+}"

path_part

resource "aws_api_gateway_method" "products-api-proxy-method" {

rest_api_id = aws_api_gateway_rest_api.lambda_api.id
resource_id = aws_api_gateway_resource.products-api-proxy.id
http_method = "ANY"

authorization = "NONE"

resource "aws_api gateway integration” "products-api-integration” {

rest_api_id

aws_api_gateway rest_api.lambda_api.id
resource_id = aws_api_gateway_method.products-api-proxy-method.resource_id

http_method

aws_api_gateway_method.products-api-proxy-method.http_method

integration_http_method = "POST"
type = "AWS_PROXY"
uri = var.products_uri

#License API endpoint
resource "aws_api_gateway_resource" "license-api" {
rest_api_id = aws_api_gateway_rest_api.lambda_api.id
parent_id = aws_api_gateway rest api.lambda_api.root_resource id

path_part

"license-api"

resource "aws_api_gateway_method" "license-api-get-method" {

rest_api_id = aws_api_gateway_rest_api.lambda_api.id
resource_id = aws_api_gateway_ resource.license-api.id
http _method = "GET"
authorization = "NONE"

resource "aws_api_gateway_integration" "license-api-root-get-integration" {
rest api_id = aws_api_gateway rest api.lambda_api.id
resource_id = aws_api_gateway method.license-api-get-method.resource_id

http_method

aws_api_gateway_method.license-api-get-method.http_method
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integration_http_method

type

uri

"POST"
"AWS_PROXY"

var.license uri

resource "aws_api_gateway_ resource" "license-api-proxy" {

rest_api_id =

parent_id =

path_part

resource "aws_api
rest_api_id
resource_id
http_method

authorization

resource "aws_api

rest_api_id

resource_id =

http_method

integration_http method

type

uri

aw

aw

{

s_api_gateway rest_api.lambda_api.id
s_api_gateway_resource.license-api.id
proxy+}"

_gateway_method" "license-api-proxy-method” {

aws_api_gateway rest_api.lambda_api.id
aws_api_gateway_resource.license-api-proxy.id
"ANY"

"NONE"

_gateway_integration” "license-api-integration” {

aw

aw

aw

s_api_gateway rest _api.lambda_api.id
s_api_gateway_method.license-api-proxy-method.resource_id

s_api_gateway_method.license-api-proxy-method.http_method

"POST"
"AWS_PROXY"

var.license_uri

# REST API Deployment in AWS

resource "aws_api gateway deployment

depends_on =

[

api_deploy" {

aws_api gateway method.users-api-get-method,

aws_api_gateway method.users-api-proxy-method,

aws_api_gateway method.license-api-get-method,

aws_api_gateway method.license-api-proxy-method,

aws_api_gateway method.products-api-get-method,

aws_api_ gateway method.products-api-proxy-method
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rest_api_id = aws_api_gateway_ rest_api.lambda_api.id
triggers = {

redeployment = shal(jsonencode(aws_api_gateway rest_api.lambda_api.body))

lifecycle {

create_before_destroy = true

resource "aws_api_ gateway stage" "development stage" {

deployment_id = aws_api_gateway_deployment.api_deploy.id

rest api_id aws_api_gateway rest_api.lambda_api.id

stage_name = var.stage_name

# Add permissions for API Gateway to call all lambdas
resource "aws_lambda_permission” "function_permission_for_apigateway"” {

for_each

var.lambda_names

statement_id "AllowAPIGatewayInvoke"
action = "lambda:InvokeFunction"

function_name

each.key

principal

"apigateway.amazonaws.com"

source_arn "${aws_api_gateway rest_api.lambda_api.execution_arn}/*/*"
}
dajia api_gateway output.tf
output "invoke url" {
description = "URL to invoke API pointing to the stage"
value =
"${aws_api_gateway deployment.api_deploy.invoke url}${var.stage name}/"
}
dajis api_gateway variables.tf
output "invoke_url" {

description = "URL to invoke API pointing to the stage"
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value =
"${aws_api_gateway deployment.api_deploy.invoke url}${var.stage name}/"

}
dajin dynamodb main.tf

resource "aws_dynamodb_table" "dynamoDB" {
name = var.name
billing mode = var.billing mode
hash_key = var.hash_key
read capacity = var.read_capacity

write capacity = var.write capacity

dynamic attribute {

for_each = var.attributes

content {
name = attribute.value.name
type = attribute.value.type
}
}
}
daiin dynamodb output.tf
output "arn" {
description = "Dynamo DB table ARN"
value = aws_dynamodb_table.dynamoDB.arn
}

output "name" {

description "Dynamo DB table name"

value

aws_dynamodb_table.dynamoDB.1id

}
dajin dynamodb variables.tf

variable "name" {
description = "Name of the DynamoDB table"

type = string

variable "hash_key" {
description = "The attribute to use as the hash (partition) key. Must also be
defined as an attribute”

type = string
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variable "billing mode" {
description = "Controls how you are billed for read/write capacity"”
type = string
default = "PAY_PER_REQUEST"

variable "read capacity" {
description = "The number of read units for this table"
type = number

default = 0

variable "write_capacity" {
description = "The number of write unites for this table"
type = number

default = 0

variable "attributes"” {
description = "List of nested attribute definitions. Only required for hash_key
and range_key attributes"”
type = list(map(string))
default = []
}
®aiin lambda main.tf

resource "aws_lambda_function" "lambda_function"{

"${var.prefix}-${var.name}"

function_name

description = var.description

filename = var.filename

source_code_hash = filebase64sha256(var.filename)
handler = var.handler

runtime = var.runtime

memory_size = var.memory_size

timeout = var.timeout

role = var.role_arn

publish = var.publish
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tracing config {

mode = "Active"

dynamic "environment" {
for_each = length(var.environment_variables) > 0 ?
[var.environment_variables] : []
content {

environment.value

variables

vpc_config {

subnet_ids var.subnet_ids

security_group_ids = var.security_group_ids

depends_on = [ aws_cloudwatch_log group.log group ]

resource "aws_lambda_alias" "lambda_alias_current" {

name var.lambda_alias_current

function_name aws_lambda_function.lambda_function.arn

function_version aws_lambda_function.lambda_function.version

resource "aws_cloudwatch_log _group" "log_group" {

name "/aws/lambda/${var.prefix}-${var.name}"

365

retention_in_days
}
dajiax lambda output.tf

output "lambda_name" {
description = "Name of the Lambda function"

value = aws_lambda_function.lambda_function.function_name

output "lambda_arn"™ {
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description

value

"Amazon Resource Name of the Lambda function”

aws_lambda_function.lambda_function.arn

output "lambda invoke_arn" {

}

description

value

"ARN used to invoke Lambda Function from API Gateway"

aws_lambda_function.lambda_function.invoke_arn

®daiia lambda variables.tf

variable "prefix"

description

type

variable "name"
description
type

{

"Prefix for project name"

string

"Prefix for the name of the lambda"

string

variable "description" {

= "Description for the lambda (displayed in AWS console)"

string

description
type
}
variable "filename" {

description

local filesystem"

= "The path for the function's deployment package within the

type = string
}
variable "handler" {
description = "Name of the handler function in the code"
type = string
}
variable "runtime" {
description = "Name of the runtime. Defaults to 'dotnetcore2.1'"
type = string
Apk.
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default = "dotnetcore2.1"

variable "memory size" {

description = "Memory allocation for the Lambda in Megabytes"
type = number
default = 256

variable "timeout" {

description "Timeout period in seconds"

number

type

variable "role arn" {

description = "ARN of the role under which the Lambda should execute"

type string

variable "publish" {

description = "Whether to publish creation/change as new Lambda Function
Version"

type = bool

default = false

variable "environment_variables" {

description = "Environment variables for the lambda. Use to supply
configuration information"

type = map

default {}

variable "lambda_alias_current" {
description = "Name of the alias being created."

type = string

variable "subnet_ids" {
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description = "A list of subnet IDs associated with the Lambda Function"
list
[]

type
default

variable "security group_ids" {

description = "A list of security group IDs associated with the Lambda
Function"

type = list

default =[]

}
daiin lambda_role main.tf

data "aws_iam_policy document” "lambda_can_assume_role" {
statement {
actions = [ "sts:AssumeRole" ]
principals {
type = "Service"

identifiers = [ "lambda.amazonaws.com" ]

resource "aws_iam_role" "lambda role" {
name = var.iam_role_name
assume_role policy =
data.aws_iam_policy document.lambda_can_assume_role.json
force_detach_policies = true
tags = var.tags
}
daiin lambda_role output.tf

output "name" {
description = "AWS IAM Role name"

value = aws_iam_role.lambda_role.name

output "arn" {
description = "AWS IAM Role arn"

value = aws_iam_role.lambda_role.arn
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}
daiia lambda_role variables.tf

variable "iam_role_name" {

description = "IAM role name"

type string

variable "tags" {
description = "Addition tags for resources"
type = map
default = {}

}

®aiin sns main.tf

resource aws_sns_topic "sns" {

name = var.sns_name

}
daiin sns output.tf

output "arn" {
description = "SNS topic ARN"

value

aws_sns_topic.sns.arn
}
®daiia sns variables.tf

variable "sns_name" {

description = "SNS Topic name’

type string

}
dajia sgs main.tf

resource "aws_sqs_queue" "sgs" {

name

var.sqs_name

visibility timeout_seconds

var.visibility timeout_ seconds

redrive_policy

var.redrive policy

}

daiia sns output.tf

output "arn" {
description = "SQS Amazon Resource Number"
value = aws_sgs_queue.sqgs.arn

}
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output "url" {

description "The URL for the created Amazon SQS queue"

value

aws_sgs_queue.sqgs.id
}
daijia sns variables.tf

variable "sqgs_name" {

description = "SQS name"

type string

variable "visibility timeout_seconds™ {

description = "The visibility timeout for the queue. Default is 30."
type = number
default = 30

variable "redrive_policy" {

description = "JSON policy to set up the Dead Letter Queue"

string

null

type
default

}
daiin _api-gateway.tf
module "api_gateway" {

source = "./modules/api_gateway"

name = "${var.prefix}-api-gateway"
stage name = "dev"
lambda_names = [

module.user-management-lambda.lambda_name,
module.license-management-lambda.lambda_name,

module.product-management-lambda.lambda_name

users_uri = module.user-management-lambda.lambda_invoke_arn
license_uri = module.license-management-lambda.lambda_invoke_arn

products_uri = module.product-management-lambda.lambda_invoke_arn

KMI.IT-84823.045440.03.12

BMiH,

Apk. N2 sokym. Mign. [JaTa.

Apk.

101




®@ajin _dynamodb.tf

module "dynamodb users table" {

source = "./modules/dynamodb”

name = "${var.prefix}-Users"
billing mode = var.billing mode
read_capacity = var.read_capacity
write capacity = var.write capacity

hash_key = "Uuid"

attributes = |

{
"Uuid"
IISII

name

type

module "dynamodb product_table" {

source = "./modules/dynamodb"

name = "${var.prefix}-Products”
billing mode = var.billing_mode
read _capacity = var.read_capacity
write_capacity = var.write_capacity
hash_key = "ProductId"

attributes = [

{
"ProductId”
IISII

name

type

module "dynamodb license_ table" {

source = "./modules/dynamodb”
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name = "${var.prefix}-Licenses"”
billing mode = var.billing mode
read capacity = var.read_capacity
write capacity = var.write capacity

hash_key = "LicenseId"

attributes = |
{

"LicenseId"

Ilsll

name

type

module "dynamodb_state_table" {

source = "./modules/dynamodb"

name = "${var.prefix}-CircuitBreakerState"
billing mode = var.billing mode
read_capacity = var.read_capacity
write_capacity = var.write_capacity

hash_key = var.hash_key

attributes = var.attributes

module "dynamodb_entitlements_table" {

source = "./modules/dynamodb"

name = "${var.prefix}-Entitlements"”
billing mode = var.billing_mode
read _capacity = var.read_capacity
write_capacity = var.write_capacity

hash_key = "EntitlementId"

attributes = [

{
"EntitlementId"
IISII

name

type
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}
dajin _eventbridge.tf

resource "aws_cloudwatch_event_rule" "lambda_schedule" {

name

"${var.prefix}-schedule"
false

"rate(300 days)"

is_enabled

schedule_expression

resource "aws_cloudwatch_event_target" "lambda_target" {
rule = aws_cloudwatch_event_rule.lambda_schedule.name

target_id = aws_cloudwatch_event_rule.lambda_schedule.name

arn = module.user-integration-lambda.lambda_arn
input = jsonencode({

"IsMaintenance" = true,

"Action": "CircuitBreakerTrial”
})

resource "aws_lambda_permission"” "allow_cloudwatch_to call_lambda" {
statement_id = "AllowExecutionFromCloudWatch"
action = "lambda:InvokeFunction”
function_name = module.user-integration-lambda.lambda name
principal = "events.amazonaws.com"

source_arn = aws_cloudwatch_event_rule.lambda_schedule.arn

}
dajia _license-management-lambda-addition.tf

resource "aws_iam_policy" "license_management_dynamoDB_policy" {

name = "${var.prefix}-${var.license_management_lambda_name}-dynamodb-policy"

policy = jsonencode({
Version = "2012-10-17"
Statement = [
{
Effect = "Allow"
Action = [

"dynamodb:DescribeTable",
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"dynamodb:DeleteItem",
"dynamodb:UpdateItem",
"dynamodb:PutItem",
"dynamodb:GetItem",
"dynamodb:Scan"
]
Resource = [ "${module.dynamodb_license_table.arn}",

"${module.dynamodb_entitlements_table.arn}" ]
}

})

resource "aws_iam_policy" "license_management_sqgs_policy" {

name = "${var.prefix}-${var.license_management_lambda_name}-sqs-policy"

policy = jsonencode({
Version = "2012-10-17"
Statement = [
{
"Allow"

[

sqgs:ReceiveMessage",

Effect

Action

sqs:DeleteMessage",

"sqs:GetQueueAttributes™
]

Resource = [ "${module.license-management-lambda-sqgs.arn}" ]

1)

resource "aws_iam _role policy attachment” "license-management-dynamodb-access" {

role

module.license-management-lambda-role.name

policy arn = aws_iam_policy.license_management_dynamoDB_policy.arn

resource "aws_iam_role policy attachment” "license management_sqgs_access" {

role = module.license-management-lambda-role.name
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policy arn = aws_iam_policy.license_management_sqgs_policy.arn

resource "aws_iam_role_policy_attachment” "license_management_lambda_logs" {

role module.license-management-lambda-role.name
policy_arn = "arn:aws:iam::aws:policy/service-
role/AWSLambdaBasicExecutionRole"

}
dajia _license-management-lambda.tf

module "license-management-lambda-role" {

"./modules/lambda-role"

source

iam_role_name

"${var.prefix}-role-${var.license_management_lambda_name}-
${var.aws_region}"

}

module "license-management-lambda" {

source = "./modules/lambda"

prefix = var.prefix

name = var.license_management_lambda_name
role_arn = module.license-management-lambda-role.arn
description = var.license_management_lambda_description
filename = var.license_management_lambda_filename
runtime = var.runtime

handler = var.license_management_lambda_handler
memory_size = var.memory_size

timeout = var.lambda_timeout

publish = var.publish

lambda_alias_current = var.lambda_alias_current

environment_variables

"SWAGGER_ENABLED"

{

true

"Parameters__ProductsApiUrl" =
"${module.api_gateway.invoke url}${var.products-prefix}/"
"Parameters__UsersApiUrl" =

"${module.api_gateway.invoke url}${var.users-prefix}/"

}
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# SQS Lambda Event Source

resource "aws_lambda_event_source_mapping" "license-management-sqgs-event-source"

{

event_source_arn = module.license-management-lambda-sqgs.arn

function_name module.license-management-lambda.lambda_arn
batch_size =1

}
dajin _product-management-lambda-addition.tf

resource "aws_iam_policy" "product_management_dynamoDB_policy" {

name = "${var.prefix}-${var.product_management_lambda_name}-dynamodb-policy"

policy = jsonencode({
Version = "2012-10-17"
Statement = [

{

Effect = "Allow"

[

"dynamodb:DescribeTable",

Action

"dynamodb:DeleteItem",
"dynamodb:UpdateItem",
"dynamodb:PutItem",
"dynamodb:GetItem",
"dynamodb:Scan"

]

Resource = [ "${module.dynamodb_product_table.arn}" ]

1)

resource "aws_iam_policy" "product _management snsPublish policy" {

name = "${var.prefix}-${var.product_management_lambda_name}-sns-policy"

policy = jsonencode({
Version = "2012-10-17"
Statement = [

{
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Effect = "Allow"
Action = [
"sns:Publish"

]

Resource = [ "${module.product-management-lambda-sns.arn}" ]

1))

resource "aws_iam role policy attachment product_management_dynamodb_access" {
role = module.product-management-lambda-role.name

policy_arn = aws_iam_policy.product_management_dynamoDB_policy.arn

resource "aws_iam_role_policy_ attachment product_management_sns_access" {
role = module.product-management-lambda-role.name

policy_arn = aws_iam_policy.product_management_snsPublish_policy.arn

resource "aws_iam_role_policy_attachment product_management_lambda_logs" {

role = module.product-management-lambda-role.name

policy_arn "arn:aws:iam::aws:policy/service-

role/AWSLambdaBasicExecutionRole"
}
daijin _product-management-lambda.tf
module "product-management-lambda-role" {
source = "./modules/lambda-role"
iam_role_name = "${var.prefix}-role-${var.product_management_lambda_name}-
${var.aws_region}"

}

module "product-management-lambda" {

source = "./modules/lambda"

prefix = var.prefix

name = var.product_management_lambda_name

role arn = module.product-management-lambda-role.arn
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}
)]

description = var.product_management_lambda_description

filename = var.product_management_lambda_filename
runtime = var.runtime

handler = var.product_management_lambda_handler
memory_size = var.memory_size

timeout = var.lambda_timeout

publish = var.publish

lambda_alias_current = var.lambda_alias_current

environment_variables

{
"SWAGGER_ENABLED" = true

"Parameters__SnsTopicArn" = module.product-management-lambda-sns.arn
}
aitn _sns.tf
module "user-management-lambda-sns" {
source = "./modules/sns"
sns_name = "${var.prefix}-${var.user_management_lambda_name}-sns"

module "product-management-lambda-sns" {

data "aws_iam_policy document

source = "./modules/sns"

sns_name = "${var.prefix}-${var.product _management_lambda_name}-sns"

users_integration_put_to_sqgs" {
statement {
sid
effect

"PutMessagesToSQS"
"Allow"

principals {

type
identifiers = ["sns.amazonaws.com"

"Service"

actions = ["sgs:SendMessage"]
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resources = [ module.user-integration-lambda-sqgs.arn ]

condition {

test = "ArnEquals"

variable = "aws:SourceArn"

values = [ module.user-management-lambda-sns.arn]
}

resource "aws_sqs_queue_policy" "users_subscription” {
queue_url = module.user-integration-lambda-sqgs.url

policy = data.aws_iam_policy document.users_integration_put_to_sqs.json

data "aws_iam_policy document" "license_management_put_to_sqgs" {
statement {
sid = "PutMessagesToSQS"
effect "Allow"

principals {
type = "Service"

identifiers = ["sns.amazonaws.com"

actions = ["sgs:SendMessage"]

resources = [ module.license-management-lambda-sqgs.arn ]

condition {

test = "ArnEquals"
variable = "aws:SourceArn"
values = [ module.user-management-lambda-sns.arn, module.product-

management-lambda-sns.arn]

}

resource "aws_sqs_queue_policy" "license subscription” {

queue_url = module.license-management-lambda-sqgs.url
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policy = data.aws_iam_policy document.license_management_put_to_sqgs.json

}
dajisn _sqs.tf
module "user-integration-lambda-sqs" {

source = "./modules/sqgs"

sgs_name

"${var.prefix}-${var.user_integration_lambda_name}-sqgs"
redrive_policy = "{\"deadLetterTargetArn\" : \"${module.user-integration-

lambda-dlg.arn}\", \"maxReceiveCount\": 4}"
}

module "user-integration-lambda-dlq" {

source = "./modules/sqgs"
sqs_name = "${var.prefix}-${var.user_integration_lambda_name}-
deadletterqueue”

}

resource "aws_sns_topic_subscription” "user_integration_sqs_target"” {

topic_arn = module.user-management-lambda-sns.arn
protocol = "sqgs"
endpoint = module.user-integration-lambda-sqs.arn

raw_message_delivery = true

module "license-management-lambda-sqgs" {

source = "./modules/sqgs"

sqs_name = "${var.prefix}-${var.license_management_lambda_name}-sqs"

redrive_policy = "{\"deadLetterTargetArn\" : \"${module.license-management-
lambda-dlg.arn}\", \"maxReceiveCount\": 4}"

}

module "license-management-lambda-dlq" {

source = "./modules/sqgs"
sgs_name = "${var.prefix}-${var.license _management_lambda_name}-
deadletterqueue”
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resource "aws_sns_topic_subscription” "license_management_sqgs_users_target" {

topic_arn = module.user-management-lambda-sns.arn
protocol = "sqgs"
endpoint = module.license-management-lambda-sqgs.arn

raw_message delivery = true

filter_policy = "¢${jsonencode(tomap({"Action" = tolist(["Delete",
"Update”])}))}"
}

resource "aws_sns_topic_subscription” "license_management_sqs_products_target" {

topic_arn = module.product-management-lambda-sns.arn

protocol = "sqgs"

endpoint = module.license-management-lambda-sqs.arn
raw_message_delivery = true

filter_policy = "${jsonencode(tomap({"Action" = tolist(["Delete",

"Update"])}))}"
}

dajiax _user-integration-lambda-addition.tf

resource "aws_iam_policy" "user_integration_dynamoDB_policy" {

name = "${var.prefix}-${var.user_integration_lambda_name}-dynamodb-policy"

policy = jsonencode({
Version = "2012-10-17"
Statement = [

{
Effect

"Allow"

[

"dynamodb:DescribeTable",

Action

"dynamodb:DeleteItem",
"dynamodb:UpdateItem",
"dynamodb:PutItem",
"dynamodb:GetItem",
"dynamodb:Scan"
]
Resource = [ "${module.dynamodb_state_table.arn}",

"${module.dynamodb_users_table.arn}" ]
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})

resource "aws_iam_policy" "user_integration_sqs_policy" {

name = "${var.prefix}-${var.user_integration_lambda_name}-sqs-policy"

policy = jsonencode({
Version = "2012-10-17"
Statement = [

{

Effect = "Allow"

[

sqgs:ReceiveMessage",

Action

sqgs:DeleteMessage",
"sqgs:GetQueueAttributes™
]
Resource = [ "${module.user-integration-lambda-sqs.arn}" ]
¥
{
"Allow"

[

sgs:SendMessage"

Effect

Action

]

Resource = [ "${module.user-integration-lambda-dlq.arn}" ]

1)

resource "aws_iam _policy" "user_integration_event mapping policy" {

name = "${var.prefix}-${var.user_integration_lambda_name}-event-mapping-policy"

policy = jsonencode({
Version = "2012-10-17"
Statement = [

{
Effect = "Allow"
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Action = [
"lambda:ListEventSourceMappings",

"lambda:UpdateEventSourceMapping"

]
Resource = [ "*" ]
s
{
Effect = "Allow"
Action = [
"events:PutRule"
]
Resource = [ aws_cloudwatch_event_rule.lambda_schedule.arn ]
}
]
1)

resource "aws_iam_role_policy_attachment user_integration_dynamodb_access” {
role = module.user-integration-lambda-role.name

policy_arn = aws_iam_policy.user_integration_dynamoDB_policy.arn

resource "aws_iam_role_policy_ attachment" "user_integration_sqs_access" {

role

module.user-integration-lambda-role.name

policy_arn = aws_iam_policy.user_integration_sqs_policy.arn

resource "aws_iam_role_policy_ attachment" "user_integration_lambda_logs" {

role

module.user-integration-lambda-role.name
policy arn = "arn:aws:iam::aws:policy/service-
role/AWSLambdaBasicExecutionRole"

}

resource "aws_iam_role_policy attachment" "user_integration_event_mapping" {

role = module.user-integration-lambda-role.name

policy arn aws_iam_policy.user_integration_event_mapping_policy.arn

}
dajia _user-integration-lambda.tf
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module "user-integration-lambda-role" {

source = "./modules/lambda-role"

iam_role_name
${var.aws_region}"

}

module "user-integration-lambda" {

"${var.prefix}-role-${var.user_integration_lambda_name}-

source = "./modules/lambda"

prefix = var.prefix

name = var.user_integration_lambda_name
role_arn = module.user-integration-lambda-role.arn
description = var.user_integration_lambda_description
filename = var.user_integration_lambda_filename
runtime = var.runtime

handler = var.user_integration_lambda_handler
memory_size = var.memory_size

timeout = var.lambda_timeout

publish = var.publish

lambda_alias_current = var.lambda_alias_current

environment_variables = {
"SWAGGER_ENABLED"
"Serilog_ MinimumLoglLevel"
"Parameters__UsersTableName"
module.dynamodb _users_ table.name
"EventBridge__ RuleName"
aws_cloudwatch_event_rule.lambda_schedule.id
"CircuitBreaker__CircuitStateTableName"
module.dynamodb_state_table.name
"CircuitBreaker__ErrorThreshold"
"CircuitBreaker__SamplingDuration"
"CircuitBreaker_ _Timeout"
"CircuitBreaker__DeadlLetterQueueUrl"
dlqg.url
"CircuitBreaker__SourceQueueUrl"

sgs.url

true

"Debug"

1
"00:05:00"
"00:01:00"

module.user-integration-lambda-

module.user-integration-lambda-
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# SQS Lambda Event Source

resource "aws_lambda_event_source_mapping" "users-integration-sqgs-event-source" {
event_source_arn = module.user-integration-lambda-sqgs.arn

function_name = module.user-integration-lambda.lambda_arn

batch_size =1

}
dajix _user-management-lambda-addition.tf

resource "aws_iam_policy" "user_management_dynamoDB_policy" {

name = "${var.prefix}-${var.user_management_lambda_name}-dynamodb-policy"

policy = jsonencode({
Version = "2012-10-17"
Statement = [

{

Effect = "Allow"

Action = [
"dynamodb:DescribeTable",
"dynamodb:DeleteItem",
"dynamodb:UpdateItem",
"dynamodb:PutItem",
"dynamodb:GetItem",
"dynamodb:Scan"

]

Resource = [ "${module.dynamodb_users table.arn}" ]

1)

resource "aws_iam_policy" "user_management _snsPublish policy" {

name = "${var.prefix}-${var.user_management lambda_name}-sns-policy"

policy = jsonencode({
Version = "2012-10-17"
Statement = [

{
Effect = "Allow"
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Action = [
"sns:Publish"

]

Resource = [ "${module.user-management-lambda-sns.arn}" ]

1))

resource "aws_iam _role policy attachment user-management-dynamodb-access"” {

role

module.user-management-lambda-role.name

policy_arn = aws_iam_policy.user_management_dynamoDB_policy.arn

resource "aws_iam_role_policy_ attachment user-management-sns-access" {

role

module.user-management-lambda-role.name

policy_arn = aws_iam_policy.user_management_snsPublish_policy.arn

resource "aws_iam_role_policy_attachment user_management_lambda_logs" {

role

module.user-management-lambda-role.name
policy arn = "arn:aws:iam::aws:policy/service-

role/AWSLambdaBasicExecutionRole"

}

dajin _ user-management-lambda.tf

module "user-management-lambda-role" {

source "./modules/lambda-role"

iam_role_name "${var.prefix}-role-${var.user_management_lambda_name}-
${var.aws_region}"

}

module "user-management-lambda" {

source = "./modules/lambda"

prefix = var.prefix

name = var.user_management_lambda name

role arn = module.user-management-lambda-role.arn
description = var.user_management_lambda_description
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filename = var.

runtime = var.
handler = var.
memory_size = var.
timeout = var.
publish = var.

lambda_alias_current = var.

environment_variables = {

"SWAGGER_ENABLED"

"Serilog_ MinimumLoglLevel™

"Parameters__SnsTopicArn"

}
®daiia infra.auto.tfvars

# Providers

aws_region = "eu-central-1"
# Shared
prefix = "LicenseManagement"

# Lambda Common

runtime =
memory_size =
lambda_timeout =
publish =

lambda_alias_current =

# Users Management Lambda

user_management_lambda_name

user_management_lambda _description

Lambda"

user_management_lambda_handler

user_management_lambda_filename
runtime
user_management_lambda_handler
memory size

lambda_timeout

publish

lambda_alias_current

true

"Debug"

module.user-management-lambda-sns.arn

"dotnet6"
"512"
g

true

"current_version"

"users-management-lambda"

"Automated deployment of Users Management

"UserManagementLambda: :UserManagementLambda.LambdaEntryPoint: :FunctionHandlerAsyn

C

# Users Integration Lambda

user_integration_lambda_name

= "users-integration-lambda"

BMiH

Apk. N2 sokym. Mign. [JaTa.

Apk.

KMI.IT-84823.045440.03.12

118




user_integration_lambda_description

Lambda"

user_integration_lambda_handler

"Automated deployment of Users Integration

"UserIntegrationLambda: :UserIntegrationlLambda.Function: :FunctionHandler"

# License Management Lambda

license_management_lambda_name

license_management_lambda_description

Management Lambda"

license_management_lambda_handler

"license-management-lambda"

"Automated deployment of License

"LicenseManagementLambda: :LicenseManagementLambda.Function: :FunctionHandlerAsync"

# Product Management Lambda

product_management_lambda_name

product_management_lambda_description

Management Lambda"

product_management_lambda_handler

"product-management-lambda"

"Automated deployment of Product

"ProductManagementLambda: :ProductManagementLambda.LambdaEntryPoint: :FunctionHandl

erAsync"

# Dynamo DB
billing_mode
read_capacity
write_capacity

hash_key

attributes

{

name

type

]

®aita main.tf

terraform {

Ilell
Ilell
"Id"

IIIdll
"S"

"PAY_PER_REQUEST"

required_providers {

aws = {
source = "hashicorp/aws"
}
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backend "s3" {

bucket = "licensemanagement-tfstate”
key = "state/terraform.tfstate”
region = "eu-central-1"
encrypt = true
}
}
provider "aws" {
region = var.aws_region
shared_credentials_files [ "~/.aws/credentials" ]
}

®daiia variables.tf

# Provider
variable "aws_region" {

type = string

# Shared
variable "prefix" {

type = string

variable "products-prefix" {

type = string
default = "products-api”

variable "users-prefix" {
type = string

default = "users-api"

variable "licenses-prefix" {

type = string

default = "license-api”
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# User Management Lambda

variable

type =
}
variable

type =
}
variable

type =
}

variable

type =

"user_management_lambda_name" {

string
"user_management_lambda_description” {
string
"user_management_lambda_handler" {
string
"user_management_lambda_filename" {
string

#User Integration Lambda

variable

type =
}
variable

type =
}
variable

type =
}

variable

type =

#License
variable
type =
}
variable
type =
}

variable

type =

"user_integration_lambda_name" {

string

"user_integration_lambda_description” {

string

"user_integration_lambda_handler" {

string

"user_integration_lambda_filename" {

string

Management Lambda

"license_management_lambda_name" {

string
"license_management_lambda_description" {
string
"license_management_lambda_handler" {
string
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}

variable "license_management_lambda_filename" {

type = string

#Product Management Lambda

variable "product_management_lambda_name" {
type = string

}

variable "product_management_lambda_description" {
type = string

}

variable "product_management_lambda_handler" {
type = string

}

variable "product_management_lambda_filename" {

type = string

# Lambda Common

variable "runtime" {
type = string
default = "dotnet6"

}

variable "memory size" {
type = string
default = "512"

}

variable "lambda_timeout" {
type = string
default = "15"

}

variable "publish" {
type = bool
default = true

}

variable "lambda_alias_current” {
type = string

default = "current_version”
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# DynamoDB
variable "billing mode" {
type = string
}
variable "read_capacity" {
type = string
}
variable "write capacity" {
type = string
}
variable "hash_key" {
type = string
}
variable "attributes" {
type = any
}
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1 OB’EKT BUIIPOBYBAHD

OG’exToM BUIPOOYBaHHS € IHTETPOBAHUM MOJYJIb 3 OOpPOOKH JileH3iH
IpOAYKTiB Ta mociyr. Po3pobieno 3 Bukopucranusam cepenosuiia .NET Core 6 Ta
AWS. TlporectoBanmii y BeO-Opay3epax Google Chrome Ta Microsoft Edge 3

orepariiiiHoro cuctemoro Windows 11.

KMI.IT-84823.045440.04.51

SMiH|

Apk. Ne gokym. Mign. [arta.

Apk.




2 META TECTYBAHHSA

MeToro TecTyBaHHS € HACTYITHE:

— MepeBipka MPaBUIBLHOCTI poOOOTH TPOrpaMHOro  3abe3nmedeHHS
BIIMOBIHO 10 (DYHKI[IOHATLHUX BUMOT;

— nepeBipka 30epeKeHHsI TaHUX;

— mepeBipka CyMiCHOCTI BeO-I0IaTKy 3 OCTaHHIMHU BEpPCISIMH CyYaCHUX
opay3epiB (Chrome, Opera, Firefox, Microsoft Edge);

— MepeBipka CYMICHOCTI 3aCTOCYHKY 3 PI3HUMH ONEpaitHUMHU
CUCTEMaMU;

— 3HAXOXKEHHSI MPO0JIeM, TOMUJIOK 1 HEJIOMIKIB 3 METOIO 1X YCYHEHHS;

— MepeBIPKA 3pyUHOCTI rpadiyHOro iHTepdeicy.

KMI.IT-84823.045440.04.51

SMiH|

Apk. Ne gokym. Mign. [arta.
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3 METOIU TECTYBAHHA

JUist TecTyBaHHS MPOrpamMHOro 3a0e3MeyYeHHsI BUKOPUCTOBYIOTHCS Taki
METOJIH:

— CTaTUYHE TECTyBaHHA — IMEPEBIPAEThCA IporpamMa pa3oM 3 YCI€l0
JOKYMEHTAIlI€I0, SKa aHali3yeTbCcsd Ha MpeaMeT JOTPUMaHHS CTaHAApTIB
porpamMyBaHHS;

— JMHAMIYHE TECTyBaHHS — 3aCTOCOBYETHCS B MPOIECI BUKOHAHHS
nporpamu. KopekTHiCTh TporpaMHOro 3aco0y MepeBIpsS€ThCS HA MEeBHINH KUJTBKOCTI
TecTiB. [Ipn MpOroHi KOXKHOrO 3 HUX 30MPAIOThCA Ta AHANIZYIOTHCS AaHl IPO
poOJIeMu Ta MIOMUIIKA B pOOOTI IIpOTrpamu;

- CUCTEMHE TECTYBaHHS — IEPEBIPSIETHCS yCe MPOrpaMHe 3a0e3MeUCHHS
B LIVIOMY;

- MaHyallbHE TECTyBaHHS — TeCcTyBaHHI 0e3  BHUKOpPUCTaHHS
aBTOMAaTHU3allli, TeCT-Keilcu nuuie oco0a, 110 TECTY€E MPOrpaMHe 3a0e3MeUeHHS];

- TECTYBaHHA «HYOPHOI CKPUHBKI» — 00’ €KTOM TECTYBAaHHS TYT € PYHKIIT
NpUCYTHI y nporpami. [lepeBipseTbcs KOPEKTHICTh BUXIAHUX JTAHUX MPU 3aJaHUX
BXI1JTHUX

— TECTyBaHHS «O1710i CKPUHBKM» — OO €KTOM TECTyBaHHA TYT €
BHYTPIIIHS TOBENIHKa mporpamu. [lepeBipseTbcs KOPEKTHICTH MOOYIOBU BCIX
€JIEMEHTIB MPOrpaMu Ta MPaBWIBHICTh iXHbOT B3a€MO/IiT OJMH 3 OJHUM;

— TECTYBaHHSI «CIpOi CKPUHBKU» — O0’€KTOM TE€CTYBaHHS TYT € JIEsIKI
OCOOJIMBOCTI BHYTPIIIHBOI MOBEAIHKM Mporpamu. llepeBipsieTbcsi KOPEKTHICTb
BUXIIHUX JAHUX MPH 33aJJaHUX BX1JHUX, 3aCTOCOBYETHCS JJIsl TECTYBaHHS OKPEMUX

aNropuTMiB ((PyHKIIIH).

KMI.IT-84823.045440.04.51

SMiH|

Apk. Ne gokym. Mign. [arta.
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4 3ACOBU TA HOPAJOK TECTYBAHHSA

TectyBaHHS BHKOHYETHCS MaHyaJIbHO 3 BHUKOPHUCTAHHSIM HACKPI3HOTO
tectyBanHs (End-to-end, E2E), 3 MeTo10 3HaX0I)KSHHSI IIOMUJIOK Ta HEAOIKIB SK Y
GyHKIIIOHATBHIM YacTHHI TPOTPAMHOr0 3a0e3MedyeHHs TaK 1 B 3pYy4YHOCTI
KopucTyBaHHs. [[7s1 Toro, mo0 mepeBipuTH Ipare3IaTHICTh Ta BIAMOBOCTIHKICTh
3aCTOCYHKY, HEOOX1THO TPOBECTH HACTYITHI TECTyBaHHS:

- TUHAMIYHE TECTYBaHHS Ha BIAMOBIAHICTh (YHKIIIOHATLHUM BUMOTaM;

- TECTyBaHHS Ha BUBEICHHS IOBIJIOMJICHH MPO TMOMMJIIKY, KOJH II€
HEOOXI1HO;

- TECTYBaHHA 3pYYHOCTI BUKOPHUCTAHHS.

Apk.

KMI.IT-84823.045440.04.51

3miH| Apk. Ne gokym. Mian. [aTa. 6
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1 NNPU3HAYEHHA ITPOT'PAMUAU

XMapHe apXiTeKTypHE PIllICHHS CepBicy OOpOOKH JIEH31M MPOAYKTIB Ta
MOCIYr — II¢ IHTETPOBAHUW MPOTPaAMHHUI MOAYJb, CTBOPEHUH masi yHiikarii
0o0poOKM JOCTYyMmiB y OI3HEC 3acTOCyHKY. Peamizaliis J€rko po3ropTyeThcs,
MacIITa0y€eThCsl, B3a€EMO 3aMIHAETHCS Ta IHTETPYEThCS y Cy4YacHE MPOTpPaMHE

3a0e3neyeH s, MoTpedy€e MiHIMAIBHHUX 3yCHIIb y MiATPUMAaHHI.




2 NMIATI'OTOBKA 10 POBOTHU 3 ITPOI'PAMHUM
SABE3IIEYEHHAM

2.1 CucreMH1 BUMOTH JAJIsl KOPEKTHOT pOoOOTH

Jlnst yenimHoi poOOTH JaHOTO 3aCTOCYHKY HEOOXiTHE BUKOHAHHS HACTYITHUX
MIHIMaJbHUX BUMOT'

— I1IK 3i BcranoBienuM Opayszepom Google Chrome, Microsoft Edge,
Mozilla Firefox, Opera ocrannix Bepcii;

- 00’em O3I1: 1 T'6;

— HasIBHICTB AOCTYIy 70 [HTEepHeTY;

- nporiecop cimeiicta Intel Core i3.

Jns onTUMabHOT pOOOTH TAHOTO 3aCTOCYHKY TaK0XK HEOOXiHE BUKOHAHHS
HACTYIHUX PEKOMEH/IOBAHUX BUMOT':

— 00‘em O3I1: 16 I'0;

- HIIKIFOYEHHS 10 Mepeski [HTepHeT 31 mBuakicTio Bijg 100 meraoir.
2.2  3aBaHTa)XEHHS 3aCTOCYHKY

3aCTOCYHOK MOYKHa PO3TOPHYTH 3a A0moMoror Jenkins mauriaiHy, Kog
SKOTO MPHUBEICHHUI y TeKCTI mporpamu. i mboro HeoOXigHO cTBOpuUTH Jenkins
aKkayHT, Hagatu Homy AWS 001iKOBHII 3amKC Ta 3aIyCTUTH. Y Ci HeoOXiaH1 (aiimm
Ta iHppacTpykTypa Oy/Jie CTBOPEHI aBTOMATUYHO.

Takox, 1HppacTpyKTypy MOJIyJii MOXHa PO3TOPHYTH BPYUHY: JIJISI LIbOTO
HEOOXI1JTHO 3aBaHTAXKUTH Tepa(OpM CKPUIITH 3 PEMO3UTOPIIO1 1 BAKOHATH KOMAaHIU
terraform init ra terraform apply y ix ronoBHili gupekTopii (e 3HaX0AuThCs (hain

main.tf).
2.3 IlepeBipka KOpeKTHOI poOOTH

J1J1s mepeBIpUTH KOPEKTHOT pOOOTH 3aCTOCYHKY, MOXKHA TEPENTH 32 aJpecolo,
Ky CcTBOpUTh posropuytudi APl Gateway, Ta mnepekoHaTuch y HOCTYMHOCTI

eranointiB {url}/users-api {url}/license-api {url}/products-api.




3 BHUKOHAHHJS IMTPOTPAMU

Jlane mporpamHe 3a0e3rleueHHsT HE € TOBHOILIHHMUM JOJATKOM, a JIMIIE
apXITEKTYpHUM PILLIEHHSM 3 IPOrpaMHUM 1HTepdeiicoM. BoHO € iHTerpoBanuM
open-source mopayJieM, TOMY IHCTPYKII MO HOro poOOTI MOXYTh 3HAYHO

BIJIPI3HATUCS IIPU BUKOPUCTAHHI y PI3HUX CUCTeMaXxX Ta 013HEC 3aCTOCYHKY.




