IV BuchoBoxk

[Minmucanus Ykpainoro KoHBeHLIT nmpo KiOEp3JIOYMHU CTaI0 BaXJIMBUM €TAallOM Ha WUIAXY JO0 iHTerpatii B
€Bporny. HacTynmHUM JIOTIYHIM KPOKOM Mae cTaTi paTudikalis 3a3HaueHoi KoHBeHLiT BepxosHoto Paioro Ykpainu
Ta MPaKTHYHI pilleHHs Moo i1 peanizamii. Y 3B’S3Ky 3 MM CIIiJ 3a3HAYMTH, IO PO3poOKa e(EeKTHBHHUX 3aXO0JliB
npotuaii 3704nHaM y cdepi BUCOKMX TEXHOJOTIH BHMarae CHiBpPOOITHHIITBA MIX JEp)KaBOIO 1 KOMEpIiHHUMH
MiATPHEMCTBAMH, IO TPAIIOIOTh Ha PpHUHKY [HTEepHEeT-mocmyr. JlepikaBa MOXKe TLTBKH TOAI €()eKTUBHO OOPOTHCS 3
KiOep3MOYMHAMH, KOJH i€ B TAPTHEPCTBI 3 MIANPHEMIIIMH, IO 3MIHCHIOIOTH CBOIO MISUTBHICTH B TIIOOATBHUX
iH(pOpMaIifHUX Mepekax. BinmoBigHO 10 1OTO, MPABOOXOPOHHUM OpraHaM CIIifi OPTaHi3yBaTH CIiBPOOITHUIITBO 3
IHTepHeT-IpOBaliiepaMy, KOHTEHT-NIpoBaiinepaMy, (GiHAHCOBMMH KOMIIaHISIMH, L0 HaJalOTh IOCIYTH B Mepexi
[aTepHeT, a2 TaKOX 3 EIEKTPOHHUMH MarasMHaM{ IO peaiizamii CHilbHOI MpOTHAIl KOMITIOTEpHIN 37I0YMHHOCTI,
0COOJIMBO B YACTHHI, 1[0 CTOCY€ETHCS BUSBICHHS Ta 1IeHTU(DIKAIIIT 37I0YHHIIIB.

Jlimepamypa: 1. M. B. I'yyamox [Ipobremu npomudii xomn romepnit 3nouunnocmi // Bioremenv 3 00MiHy
docgioom pobomu. Haykoso-npaxmuune eudanna: MBC. — 2001. Ne 135. — C. 26-31. 2. KomnviomepHole
meppopucmei: Hogetiwue mexnonoeuu Ha ciyacobe npecmynnozo mupa./Aemop- cocmasum. T. U. Pessxo. - Mu.:
Jlumepamypa, 1997. — 640 c. 3. Komn'tomepna s3nouunnicmo. — K.: Amixa. — 2002. — 240 c. 4. M. Becm-Epayn,
K. Koccakosckuii Meswcoynapoonas ungpacmpykmypa 3a 2100anvHylo 0e30nacHoCmb U peazuposarue 8 cgepe
ungopmayuonnvix mexnonrozuti. — 1999 // http://bezpeka.com. 5. Va3 Ilpesuoenma Ykpainu 6io 6 epyona 2001 poxy
Ne 1193/2001 Ilpo piwenns Paou nayionanvroi 6esnexu i oboponu Yrpainu 6io 31 swcoemus 2001 poky "lIpo 3axoou
U000 800CKOHANEHHS 0epiHCcasHoi inghopmayiinoi nonimuxu ma 3abe3neyenns iHgopmayiinoi besnexu Yxpainu".
6. [locmanosa KM Yxpainu 6io 14 epyona 2001 p. Ne 1694 Ilpo 3ameepdocenns Ilpoepamu peanizayii nonodcens
Bapwascokoi kongepenyii wooo cninbroi bopomvobu npomu mepopusmy.
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KOMEHTAP 10 CTATEM 361 - 363 KK YKPATHU

Ilempo Anopywko
Kuiscoxuii Hayionanvnui Yuisepcumem Ykpainu im. T. [llesuenka

Anomayis: Jla€Tbcsi HAYKOBO-NPAKTHYHMIT koMmeHTap a0 crarteii 361 — 363 nHoBoro KK VYkpainm, ski
BCTAHOBJIIOIOTH BiANOBIAAIbHICTH 32 BUMHEHHSI KOMII'IOTePHUX 3JI0YUHIB.

Summary: This article is dedicated commenting the articles 361 — 363 of the new Crime Code of Ukraine,
which dispose responsibility for committing computer crimes.

Kuwouosi  cnosa: 3004MHHICTb, KPUMIHAJBHUN KOJEKC, 3JI0YMH, AaBTOMATH30BaHi eJeKTPOHHO-
00YHUCTIOBAJILHI MAIIMHY (KOMITI'IOTEPH), IX CHCTEMHU Ta Mepexi, BilnoBinaabHicTb, indopmais.

“Komm’'toTepHa” 3II0YMHHICTH CTajla OJHIE€I0 3 MDKHAPOIHUX MPOOIeM, IO 3yMOBIIEHO CTBOPEHHSIM MIKHAPOIHHUX
iHdopMaLiifHUX CHCTEM, TaKMX, HANPUKIAM, sIK Mepexa “IHTepHeT”, sika 00’€Hye OOYMCITIOBAIBHI LEHTPU 1 CUCTEMHU
Oumbin sk 70 kpaiH 1 3abe3rneuye OOMIH AaHMMH MDK PI3HOMaHITHUMH JDKEpENIaMH | KOPHCTYBayaMH, SIKMX AECATKA
MinbHOHIB. B po3BrHEHHX KpaiHax “KOMIT I0TepHA’ 3IIOYMHHICT 3aB/a€ BEJINYE3HUX 30MTKIB BIACHUKAM 1 KOPHCTyBadyaM
ABTOMATH30BaHUX CHCTEM, NPHUMYILIye iX BHTpayaTd 3HAYHI KOIITH Ha PO3POOKY 1 BIPOBA/DKEHHS IPOTPAMHHUX,
OcranHiM 4yacoM i B YKpaiHi CIIOCTepiraeTbCs CTpIMKE 3POCTaHHS 3JIOYHHIB, TIOB’SI3aHUX 3 BTPYYaHHAM B POOOTY
ABTOMATH30BaHUX CHCTEM, 30KpeMa, B CHCTEMy OaHKIBCHKHX CJIEKTPOHHMX IUIaTEXiB. SIK IpaBWio, BTpydYaHHSI B iX
poOOTY 3IMIMCHIOETHCS 3 METOIO BUMHCHHSI 1HIIHX, OLTHII TSHKKHUX 37I0YMHIB: PO3KPAJAHHS MaifHa; HOro BUMaraHHS ITij
MOTPO30I0 3HHUILICHHS YU CHOTBOpeHHs iH(opMallii, sika 0OpoOISIEThCS YU 30epiracThCsi B aBTOMATU30BAHUX CHCTEMaX;
O3HAOMIIEHHS 3 TaKOIO iH(OpMAIIi€ro, 1i BUKpaAeHHs, 3HUIIIEHHS TOIIO.

Hoswit KK VYkpainm Big 05. 04. 2001 p. micturs 3 crarTi, mo nepeadadaroTh BiNOBITATBHICTS 32 BUMHEHHS TaK
3BaHMX ‘‘KOMIT FOTEpHUX 3JI0YMHIB” — BTPYYaHHS 0 pPOOOTH aBTOMATHW30BAaHUX €JIEKTPOHHO-OOYMCITIOBAIGHUX MAIITHH
(xomrr’rorepiB, AEOM), ix cuctem Ta Mepex: 1. 361, 362, 363 KK Vkpainu.

Crarreto 361 mnepenbaueHa BiNOBINAJBHICTh 32 [BI CaMOCTIHI (OPMH HE3aKOHHOTO BTPY4YaHHS B poOOOTY
ABTOMATH30BaHHX EJIEKTPOHHO-OOUKCITIOBAIBHUX MalMH (KOMIT'I0TepiB), iX cucteM um Komm toTepHux Mmepex (KC):
1) HezakonHe BTpy4aHHs B poOoty KC, mo nmpusBeno 10 nepeKpydeHHs UM 3HUIIEHHs KOMIT IoTepHoi iHdopmartii abo
HOCIiB Takoi iH(opMarii; 2) po3MOBCIOKEHHS KOMIT IOTEPHOTO BIpyCy IUIIXOM 3aCTOCYBAaHHS POTPaMHUX 1 TEXHIYHUX
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3aco0iB, MPU3HAYCHUX TS HE3aKOHHOTO NpoHUKHEHHA B KC 1 3MaTHUX CHPUYMHUTH TIEpeKpYUIeHHS a00 3HHIICHHS
KOMIT FOTEPHOI iH(OpMaIIil 91 TO HOCITB Takol iHdopMartii.

IIpeamMeToM LBOTO 3IOYHHY €:

1) ABTOMaTH30BaHI ENEKTPOHHO-O0UNCITIOBAIBHI MAIIMHA (KOMIT IOTEPH) — 116 KOMIDIEKCH €JICKTPOHHHX IPHCTPOIB,
noOyI0BaHMX Ha OCHOBI MIKPOIIPOLIECOPA, 32 IOTIOMOT'OIO SIKUX 3[IHCHIOIOTHCS] BU3HAYEHI KOMIT FOTEPHOIO TIPOrPaMol0 Y1
KOpHUCTyBa4eM orepallii (IOoCIiIOBHICTh Nl 3 00poOku iH(opMallii 1 KepyBaHHS €IEKTPOHHUMHU IPUCTPOSIMH) ILIOJI0
CHMBOJIBHOT 1 0OpasHoi iH(opMallii, 30kpeMa, 3IIHCHIOIOThCS 1 BBEICHHS Ta BUBCICHHS, 3HMIICHHS, KOIMIIOBAHHS,
Moaudikamis, nepenaya indopmarii y cucremi un Mepexxi AEOM Ta inmni indopmarniiini nponecu. AEOM cknagaerses,
SIK TIPABUJIO, 13 TPHOX YacCTHH: CUCTEMHOT'O OJIOKY, SIKMH BKJIFOYaE B ceOe MIKpOIPOIIECcop 1 iHII MPUCTPoi, HEOOXiAHI 11
Horo po0oTH (HarpoMa/KyBadi MaHUX, OJIOK JKHBJICHHS TOIIO), KJIABiaTypH, 3a JOTIOMOTOI0 sIKOi BBOJAThCS B AEOM
CHMBOJIH, T2 MOHITOpA, Ha IKOMY BiJoOpa)kaeThcsl TEKCTOBA i rpadivHa iH(opmartis.

2) CucreMH aBTOMAaTH30BaHHX EIEKTPOHHO-0OUHCIIOBaNbHUX MammuH (cuctemun AEOM) abo aBTOMaTH30BaHi
cuctemu (AC) — 11e CHCTEeMH, IO 3IHCHIOIOTh aBTOMAaTH30BaHy OOpOOKY HaHWX, 10 CKIagy SKUX BXOJSTh TEXHIYHI
3acobu ix 06poOKH (3aCO0M OOUNCITIOBATFHOT TEXHIKH 1 3B I3KY), @ TAKOK METOAM 1 POLEAYPH, IIPOrpaMHe 3a0e3NeIeHHS
[1]. Jo cknagy cucremu AEOM BxoauTh, npuHaiiMHi, oqHa AEOM (komm’'iotep) Ta nepudepiitHi npucTpoi, Mo
NpaloloTh Ha 0cHOBI Takoi AEOM: npuHTep, ckaHep, MOJIeM, CIThOBHH aJianTep, CTpUMEp Ta iH.

3) Komrr’roTepHa Meperxa — Iie KOMITDIEKC 3’ €JHAHNX JIHIIMHA e1eKTpo3B’ 13Ky AEOM um ix cucrem.

4) Hocii xomm’totepHoi iHdopmarii — ¢izuyHi 00’€KTH, MO 1 CUTHAIM, XIMI4HI CepeIOBHINA, HAarpoMapKyBadi
JlaHuX B iH(MOpMaIHHUX crcTeMax [2].

5) Komm’iorepHi Bipycm — 1me KOMITIOTEpHI MporpaMi (IpOrpaMHu-BipycH), sIKi 3apaKaioTh €JIEKTPOHHI
OOYHCITIOBAIGHI MAIlIMHA (KOMIT'IOTEPH), BHACTIZIOK YOr0 KOMIT'IOTED BHKOHYE HECAHKIIOHOBaHi, HeOaxkaHi il
Po3pizHsitoTbes “KOMI’toTepHi Bipycw” 1 “yorigni 6omOn”. OcoONMBICTIO “KOMITIOTEpHMX BIpYyCiB” € iX 31aTHICTH
BITBOPIOBAaTH ceOe B JICKUIBKOX NPHUMIPHHUKAX, 3MiHIOBAaTH (MOIM(]IKyBaTH) KOMII'FOTEPHY MpOrpamy, 10 SIKOi BOHH
TIPUETHAINCE, TUM CaMHM TOPYLIYyIOYH HOpMajJbHe (YHKI[IOHYBaHHSI KOMIT FOTEPHOI IPOrpaMH, 110 BUKOPHCTOBYETHCS
KOHKPETHHM, “3apa’keHAM’” KoMIT FoTepoM. “Komrr’toTepHi Bipycr™ 1 “noridai 60MOHM™ IIOBHICTIO Y YaCTKOBO BUBOIATH i3
Jay TIporpamy 3a IeBHUX YMOB, HATIPUKJIA, TIPH HACTAaHHI MIeBHOTO Yacy. Ha BinMiHy Bif “KOMITIOTEpHHX BipyCiB”, sIKi
MOXXYTh PO3MOBCIOIKYBATHCS KOMIT FOTEPHUMH MepekaMH, “IIoridHi 00MOK™ He TIepeXOoATh B iHIII MPOTpaMu, a iICHYIOTh
y TIeBHil KOMIT IOTepHill mporpami. KpruminamsHO-IpaBOBE 3HAUCHHS MAIOTH JIMIIE Ti BUIM KOMIT IOTEPHHX BIPYCIB, SKi
MpU3HAYeH] He JuIIe sl HesakoHHOTO mpoHukHeHHS B KC, ame #f s mepexpydeHHs ab0 3HMIIEHHS KOMIT IOTEPHOI
iH}opMmartii ui HOCIiB Takoi iHpopMaIIii.

6) Komm’totepna indopmariis — e indopmairis, mo BukopuctoByeTbess B AEOM, sika € CyKyNHICTIO BCIX AaHMX 1
nporpam, siki BAKOpUCToBYI0ThCs B AEOM He3asiexxHo Bill criocoOy iX (hi3MYHOro Ta JIOriYHOro npeactapieHHs [ 1], Tooto
e iH(opmarlisi, 0 BUKOPUCTOBYEThCS 3a oromMororo AEOM (komrr’toTepa), sika MICTUTB BiJIOMOCTI TIpO TEBHI (hakTH,
Nojii, MPEAMETH, SBHIIA, MPOIECH, OKpeMuX oci0 Tomo, a Takok mporpamu i AEOM 1 0a3u maHuX, Mae
iIleHTHQIKALHHI PEeKBI3UTH BIACHHKA, SIKMH BU3HAYMB PEXHM (MpaBuia) iX BUKopHcTaHHs. KoM 'torepHa iHpopMmariis
MO>Ke 3HaXOJMTHCH Ha Hocisx iHpopmartii, B AEOM, cucremi AEOM un mepexxi AEOM.

7) Hporpamui i TexHi4HI 3aco0M, NMPHU3HAYEHI JUI HE3aKOHHOTO NPOHWUKHEHHS B aBTOMATH30BaHI EJIEKTPOHHO-
00YHMCITIOBAITBHI MAIIIMHY, IX CHCTEMH Y1 KOMIT FOTEPHI MEpeiKi.

O0’eKTHBHA CTOPOHA 3JIOYMHY XapaKTepH3yeThCs JABOMAa BHmaMu miid: 1) BTpywamHs B poboty KC;
2) pO3MOBCIOKEHHS KOMIT FOTEPHOTO BipyCy IIITIXOM 3aCTOCYBaHHS IPOTPAMHIX i TEXHIYHHUX 3aCO0IB, IPH3HAYCHUX JUIS
He3akoHHOTO TpoHUKHEeHHS B KC 1 3MaTHUX CHIPUYMHATH TEepeKpydeHHS a00 3HUIIEHHS KOMIT I0TepHOi iH(opMartii ui
HOCI{B Takoi iHpopmarii.

Hesakonne Brpy4anns B po6oty KC € 3/104MHOM 3 MaTepiaJbHUM CKJIA/I0M, OCKUTBKH, KPIM PI3SHOMAaHITHUX Tl y
BUIVBSIJI PI3HOTO BIUIMBY Ha iX pPOOOTY, OOOB’SI3KOBUMH O3HAKaMH 00 ’€KTUBHOI CTOPOHH IHOIO 3JIOYMHY € TaKOX
HACHIAKK Yy BHUIVIAAI TEpeKpyYeHHS YW 3HHUILEHHS KOMITIOTEpHOI iH(opmallii, TOOTO mopyuieHHs ii iTiCHOCTI
(py¥iHyBaHHS, COTBOPEHHS, MOM(IKaLisl 1 3HUIIEHHST) [2] 1 NPUYMHHMI 3B’S30K MiXK BUMHEHUMH JIiSIMU 1 HACII1AKaMH.
BixcyTHicTh HACHiAKIB Y BUIVIAMI NTEPEKPYUYEHHs a00 3HMILEHHS KOMIT FoTepHOI iH(popMalii 4n HOCiiB Takoi iHpopmarlii
pu BTpydaHHi B podoty KC, 3aexHo BiJi METH Takoro BTpydyaHHs, Moxe KBaitiikyBarucs: 1) sk 3aMax Ha BUMHEHHS
3T0YHHY, TependadeHoro cT. 361, K10 METOr BTpYYaHHS OyIJIo CIIOTBOPUTH ab0 3HMINUTH iH(opMarlito, ii Hocii; 2) 3a
crartsimu 114, 231 KK (3a HasBHOCTI 03HAK IMX 3JIOYHHIB), SIKIIO METOIO BTpy4aHHSA B poboty KC Oymo HezakoHHE
O3HafoMIICHH! 3 iH(OopMaIli€ro, sika B HUX 00po0isieThest un 30epiraeThes; 3) 3a inmmmu crarrsmu KK, siki mepenbagarotsh
BI/IMOBIZIAVIBHICTD 32 3JI0YMHH, CIIOCIO BUMHEHHS SIKUX MOXKE BHUPaXKaTHCh Y HE3aKOHHOMY BTpyuaHHi B podoty KC,
HAIpUKIaZ, SK PO3KpaJaHHs MaiiHa, BHTOTOBJICHHSA 3 METOIO 30yTy UM BHKODHCTaHHS HiZpoOJIEeHHX HeNep)KaBHHX
ninaux manepis (ct. 224 KK), He3akoHHI Iii 3 TOKyMEHTaMH Ha Mepeka3 Ta iHIINMH 3ac00aMy JIOCTYITy 10 OaHKiBCBKHIX
paxyskiB (ct. 200 KK).

Po3mnoBcIokeHHsT KOMIT IOTEPHOTO BIpyCy HIISIXOM 3aCTOCYBAaHHSI NPOTPaMHMX 1 TEXHIYHUX 3aC00IB, MPH3HAYEHHX
JULsl He3aKOHHOTO NpoHUKHEeHHs B KC 1 31aTHUX CIIPUYMHHUTH NepeKpydYeHHs a00 3HUILECHHSI KOMIT FOTepHOT iHpopmarii
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YH HOCIiB Takoi iH(opmarlii, € 3JI04HMHOM 3 (POPMATBHUM CKJIATOM, OCKUTGKH 00’€KTHBHA CTOPOHA IBOTO 3IIOYHHY
BUPAKAETHCS B CAMUX IisIX, HE3AJIEKHO BiJ TOro, CIPUYMHWIM BOHHM UM Hi HACIiAKM Yy BUITLIAI HEpeKpydeHHS abo
3HHUIIIEHHs KOMIT FOTepHOI iH(opMartii 9u HOCITB Takoi iHhopmariii.

[Tin He3aKOHHMM BTpy4YaHHAM Y po6oTy AEOM, iX cucTeM 4i KOMIT'IOTEPHHMX Mepe:k Tpeda po3yMiTi Oymb-sKi
Jlii, 10 BIUTMBaIOTh Ha OOpOOKY iH(opMallil, sika B HUX BBOAWTHCS, 30€piraeThcs, 4u mepenaerbes st 00podku B KC,
TOOTO [ii, IO BIUIMBAIOTh HAa BCIO CYKYIHICTh oOIllepaliii (BBEJCHHs, 3alMCyBaHHS, IEPETBOPEHHS, 3UMTYBaHHS,
30epiraHHsi, 3HUILCHHSI, PEECTPAIlis), [0 3IIMCHIOIOTHCS 3a IOMOMOIOK0 TEXHIYHMX 1 MPOrpaMHUX 3ac00iB, BKIIIOUAOYU
00MiH KaHasmamu riepezadi ganux. [Ipu BrpydanHi B poooty KC 31ilCHIOETECS MOpYIIEeHHs X poOOTH, SIKE CIIPUYHHSIE
CIIOTBOPEHHSI Tporiecy 0OpoOku iH(opMalii, BHACTIZOK YOTO IMEpPEeKpydyeThcss abo 3HHIIYETHCS camMa KOMIT I0TEpHA
indopmartist uu 1i HOCII.

3unienns ingopmaii — ue ii BTpara, komm iHdopmariis B KC nepecrae icHyBatr s (i3HYHNX 1 FOPHIMYHUX OCIO,
sIKi MAarOTh TIPaBO BIIACHOCTI Ha Hei B MOBHOMY 4mM OOMekeHOMy o0cs3i. SIk 3HHWIIEHHS, BTpary iH(opmamii Tpeda
po3rsaaTH i i 6G;oKyBaHHS, TOOTO MPUIMHEHHS NOCTYyIy a0 iH(opmarii kopuctyBadam KC. Brpydanns B poboty KC
Moxe OyTH 1 B (hopMi BIDIMBY Ha KaHAIM mepenadi iHdopmarii sk MK TeXHIYHUMHA 3aco0amu il 0OpoOKH 1 30epiranHs
BeepequHi KC, Tak i Mk okpemumu KC, BHacminok woro iHpopMariis, Mo MepeaacTbest sl 00pOOKH, 3HUIILYETHCS UH
nepekpydyerbesi. Taki Aii MOXKyTh BUP@KaTHCh, HAINPHKIIA/A, B €JIEKTPOMArHiTHOMY, J1a3epHOMY Ta IHIIOMY BIUIMBI Ha
HOCIT iH(opMmallii, B IKUX BOHA Marepiali3yeTbest a00 SIKUMU BOHA NEPEAAETHCS; B POPMyBaHHI CUTHAIB, TIOJIB, 3aCO0IB 1
OJIOKIB Mporpam, BIUIMB SIKMX Ha iH(OpMAIIifo, T HOCIT 1 3aCO0M TEXHIYHOTO 3aXHCTy BHKJIMKAE MOPYIICHHS IUTICHOCTI
MIPOrPaMHOTr0 3a0€3MeUeHHS Ta IHIIMX MOAIOHNX JIisIX, 110 MPU3BOIATH J0 TOPYILIEHHS LUTICHOCTI iHpopMartii.

Iepexpyuenns indopmanii — rie 3Mina ii 3MicTy, MOpyIIEHH 1i HUTICHOCTI, B TOMY YHCJIi 1 YaCTKOBE 3HHIIICHHSL.

[lix po3mOBCIOMKEHHAM KOMIT FOTEPHOTO BIpyCYy IIIIXOM 3aCTOCYBaHHS MPOTPaMHUX 1 TEXHIYHHX 3aco0iB,
NpU3HAaYeHNX 11 He3aKoHHOro npoHukHeHHS B KC, 1 31aTHMX CHPHYMHATHA TIEPEKpydeHHs a00 3HUILECHHS
KOMIT FoTepHOi iH(opMarii uu HOCIiB Takoi iHdopMmarrii, Tpeba posymit: 1) iX mepenady Oyab-sIKiIM criocoOoM i Ha Oy 16~
SKAX TijacTaBax (TMponxax, JapyBaHHS, OOMiH, HaJaHHA MOJJIMBOCTI CKOIMIIOBAaTH TOIIO) 3 METOK BHKOPHCTAHHA
ocobamu, SKi 3TiITHO 3 MPaBHUJIAMH PO3MEXYBaHHS JOCTYIY 10 iH(pOpMAaIlii, BCTAHOBICHUMH BIACHUKOM iH(opMamii un
YIIOBHOBKEHOIO HUM 0C000I0, HE MAlOTh IpaBa IOCTYITy N0 Takoi iHdopmarii; 2) ix “3axmagky” B KC Ha craxii ix
BUTOTOBJICHHSI, PEMOHTY, peaji3ailii, KOPUCTYBaHHS 3 METOK BHKOPUCTaHHS B MalOyTHbOMY JUIsl 3IiHCHEHHS
HECAHKI[IOHOBAHOTO JIOCTYMy 10 iH(opMalrii; 3) O3HAOMIICHHS IHIIMX OCI0 13 3MICTOM MPOTPAMHUX 3aco0IiB YU
TEXHIYHUMHU XapaKTEPUCTUKAMH a00 TEXHOJIOTIEI0 BUT'OTOBJICHHS 1 BUKOPHUCTaHHS TEXHIYHHMX 3aCO0IB JUIsi HE3aKOHHOTO
nponukHeHHs B KC.

IIporpamui 3aco0u, nMpu3HaYeHi 111 He3aKOHHOro MpoHukHeHHA B AEOM, iX cucTeMH 4M KOMIT'IOTepHi
Mepe:ki — IIe cIieniaabHi KOMIT IOTepHI mporpaMu (TIporpaMHi OJOKH, TIporpamMHe 3a0e3MeUeHHsT), 3a JOTIOMOTOI0 SIKHX
MOYKHA 3[IIMCHATH HECAHKIIOHOBAHWH JOCTyn A0 iHdopmarii, sika 30epiraerbes uun o0podmserses B KC 1 ski 31aTHI
CIIOTBOPUTH 200 3HUIIUTH iH(popMartiro (il HOCIT) MIITXOM CIIOTBOPEHHS IIpoLiecy 0OpoOKH iHpOopMaTrIii.

[1ix KOMIT FOTEpHOIO MIPOTPaMOI0 PO3YMIEThCA HaOip IHCTPYKIUNA Y BUTILIAL CITiB, (P, KOIIB, CXEM, CHMBOJIB 9H y
OyIp-KOMY 1HITIOMY BHIJISII, BUPKEHHUX Y GOpMI, IPUAATHIN I 3UUTYBAaHHS KOMIT FOTEPOM, SKi IIPUBOAATE HOTO Y JTiF0
JUTSL OCSATHEHHS TIEBHOI METH ab0 pe3ysbTaTy (1€ IIOHATTS OXOIUIIOE SIK OIepaIlifHy CHCTeMY, TaK 1 MPUKIAIHY [IpOrpamy,
BUPaKCHI y BUXiTHOMY a00 00’ ekTHOMY Kojax) [3].

Texuiuni 3aco0u, MpU3HAYEHI ISl HE3aKOHHOT0 MpoHNKHeHHs1 B AEOM, ixX cucreMu 4n KoMIT'10TepHi Mepe:xi —
e pI3HOro pojay Npuiaav, OoOJiaJHAHHS, YCTaTKyBaHHS TOIIO, 3a JONOMOTOI0 SKHUX MOXJIMBE abo Oe3rmocepenHe
nimkmodeHss g0 KC um kaHaniB mepenadi TaHuX, abo sKi 3[aTHI IUBIXOM (OPMYBAHHS CHUTHANIB, MOJIB, CEPEAOBHII]
CTBOPUTH YMOBHU Ul HECAHKI[IOHOBAHOTO JOCTYITy N0 iH(opMmalii 3 MeTolo O03HalOMJICHHS 3 TaKowo iH(opMalieo
ocobamy, sIKI HE MarOTh IpaBa JOCTYIy JI0 Hei, abo 3 METOI0 BIUIMBY Ha mporuec oOpoOku iHdopmaiii B AEOM,
nopymeHHst pobotu KC, mepexpydeHnst ab0 3HHUIIEHHS KOMIT FoTepHOi iH(opMartii un 1 HociiB.

OOOB’SI3KOBOI0  O3HAKOIO (BIIACTHBICTIO) TPOTPAMHUX 1 TEXHIYHMX 3aco0iB, TMPH3HAYCHWUX IS HE3aKOHHOTO
nporukHeHHs B KC i BU3HaHHS 1X NPEIMETOM 3JI0YMHY, IO KOMEHTYEThCS, € 1X 3AaTHICTh BIUIMBATH Ha IIPOLIEC
00po0OKH iHdopMaltii, HOoro CrioOTBOPEHHs, B pe3yJbTaTi yoro iHdopmattis (i Hocii) MoXke OyTH 3HHIIEHA UM TIepEeKpyUeHA.
SIkmo k Taki 3aco0M 3a CBOIMH TEXHIYHMMH XapaKTEPHCTHKAMH HE MAlOTh TaKOi BJIACTHUBOCTI, iX PO3MOBCIOIKECHHS
CKIaxy 37104mHy, nependaderoro cr. 361 KK, He yrBOproe. BHKOpHCTaHHA TakMX MPOrpaMHMX 1 TEXHIYHMX 3ac00iB,
HANPUKJIAM, U HE3aKOHHOTO O3HAMOMIICHHS 3 iH(opMalli€ro, ska o0poOisieThess un 30epiraethes B KC, moxe
kBayiikyBaTHcs 3a crarrsimu 114 a6o 231 KK.

Cy0’ekTHBHA CTOpPOHA 370uMHIB, nependadeHux 4.1 cr. 361 KK, xapakrepusyerbcst yMuCIOM MIONO MiH, sIKi
BUMHIOIOTBCSl BMHHMM, a IICHUXIYHE CTaBJICHHS BHHHOIO JI0 HACTIAKIB Yy BHIVIAAI HEPEeKPYUCHHS YW 3HHUILCHHS
KOMIT'FOTepHOI iH(opmManii abo 1 HOCIIB MOXE XapaKTepH3yBaTHCh SIK TPSMUM YW HETPSIMUM YMHCJIOM, TaK 1
HeoOepeXxHicTIO B 000X ii Buaax. [Ipu po3noBcIoKeHHI KOMIT IOTEPHOTO BipyCy IIIIXOM 3aCTOCYBAaHHS TPOTPaMHUX 1
TEXHIYHUX 3ac00iB, IPH3HAUCHUX UI HE3aKOHHOTO MpoHHUKHEeHHs B KC, yMucen e npsiMiiA, OCKUTBKH CyO’ €KTHBHY
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CTOPOHY IIHOTO 3JIOYHMHY BH3HAUAE INCHXIYHE CTABJICHHS BUHHOTO JO BUMHIOBAHMX HUM Aiil. MOTHBH 1 METa BUMHEHHS
3JI0YMHIB MOXYTh OyTH PI3HUMH 1 CBITYUTH TPO Te, 1110 pobora KC mopyiieHa, HapUKIIa, 3 METOI0 BUMHEHHS HIINX
37I04YHHIB.

[psmuii ymucen mpu yMHCHOMY BTpydaHHi B poOoty KC, mo mpusBeno 10 mNepekpydeHHS Ui 3HUILCHHS
KOMIT'FoTepHOI iH(popMarii abo HociiB Takoi iH(opmallii, MaTuMe Micle TOAi, KOJM METOK TaKoro BTPY4YaHHsS €, B
KIHLIEBOMY IiICYMKY, IIEpEKPYyUYCHHS UM 3HHIICHHS KOMIT I0TepHOI iH(popMallil, 110 BUKOPUCTOBYETHCS (00pOOISETHCS)
KC, ab0 » 3HHUIIIEHHS HOCITB TaKoi iH(popMmarIil.

Henpsimuii ymucen npu Brpy4anHi B poooty KC mMatuMme Micie y BUIIaKax, KOJIM BTpyYaHHS! Majlo METOIO 3/1IHCHUTH
HECaHKIIOHOBaHWH J0CTyN 10 iH(opMalii /s HE3aKOHHOTO O3HAHOMIJIGHHS 3 HEIO, HANPHUKIIAMA, 3 METOI0 OJepiKaTh
BIZIOMOCTI, 1110 MICTSTB JiepKaBHY 4H iHIITy, OXOPOHIOBaHY 3aKOHOM, TAEMHHUIIIO, HAIIPHKJIa/1, KOMEPLIHHY TAEMHHUIIIO Y1
BiZIOMOCTi KOH(]iICHIIIHOTO XapaKTepy, O3HAHOMIICHHS 3 SIKOIO, ii BUKOPHCTAHHS UM PO3TOJIOMICHHS MOYE 3aIlOMisTH
KOy CYCHIIBCTBY 1 JIepiKaBi, FOPHIMIHIM i QisndaHIM ocodaM. HempaBomipHe omepxaHHs iHpopMarii 3 00MexeHIM
JIOCTYTIOM, TOOTO OTpUMaHHSI 1i 3 MOPYIIEHHSM IPaBHII PO3MEIKYBAHHS IOCTYITy, BCTAHOBJIGHUX BJIACHHKOM iH(popMarii
YH YMOBHOBAXXEHOIO HUM OCO0OI0, MOXKE 3IIMCHIOBATUCH TEXHIYHMMH 3aco0aMM KOCMIYHOI, TOBITPSHOI, MOPCBHKOI,
HA3eMHOI PO3BIIOK ab0 IIISXOM MOPYIICHHS IPaBHJ PO3MEXYBAHHS AOCTYITY A0 iH(pOpMAIlil 3 0OMEKEHUM JIOCTYIIOM B
KC, 3acobax OOYMCIIOBAIBHOI TEXHIKH, JIHIAX 3B’S3Ky — UUIIXOM HECAHKI[IOHOBAHOTO JocTymy no Hei [2].
HenpaBomipae opeprkanus iHdopMaiii Moke CyNpOBOMKYBaTUCh IEPEKPYUCHHSM ab0 3HHUINEHHSM KOMI HOTEpPHOI
indopmauii un HociiB Takoi iHdopmauii. [Tpyu upoMy ocoba ycBiIOMITIOE, 0 HENPABOMIPHE OTPUMaHHS KOMIT FOTEPHOT
iHdopmarii Moxxe OyTH To€eTHAHE 3 TIEPEKPYUCHHSIM a00 3HHIIEHHSIM caMoi KOMIT FoTepHOI iH(opMarlii uu ii HocliB, i, He
Oa)karouu TaKUX HACIIJKIB, CBIZIOMO JIOITyCKAe iX HacTaHHA. Brpyuanns B poboty KC, mio npusBeno 10 mepeKpydcHH
a0o0 3HuIIeHHs iH(opMalii uM il HOCIiB, BUMHEHE 3 METOI0 HE3aKOHHOTO OTPMMAaHHS iH(opMallii, 3aJIeXHO Bil 3MiCTy
TaKoi iH(popMarii i MeTH i HelpaBOMIPHOTO OfepKAaHHA, IIOBUHHO KBaTi(hiKyBaTHCS 32 CYKYIIHICTIO 3JI0YHHIB: 3a CT. 361
KK i, BignosifHo, 3a cT. cT. 114 yn 231 KK.

Cy6’exTOoM 31109MHY MOKe OyTH Oyb-sKa (i3udHa 0c00a, sika qocsaraa 16-pigHoro Biky. Hum MoxyTs OyTH i 0co0m 3
nepconary KC — ¢izuuni ocobwu, sikux BiaacHuK Takoi KC abo yrmoBHOBaXkeHa HIM ocoba un posnopsaauk KC BusHaummm
Ui 3aidicHeHHsT (yHKIA ympasninHA Ta obcmyroByBaHHA KC, 1 croponHi ocobm. CyO’exTamm 3mounHy y (opmi
PPO3IOBCIO/KEHHS KOMIT FOTEPHOTO BipYyCy HUITXOM 3aCTOCYBAaHHS NMPOTPAMHMX 1 TEXHIYHHX 3ac00iB, IPHM3HAYCHUX I
He3akoHHOTo npoHuKHeHHs B KC 1 31aTHUX CIIPUYMHKTH TIePeKPyUeHHs 200 3HUIIEHHS KOMIT 10TepHoi iH(popMmarii uu i
HOCIiB, MOXYyTbh OyTH PO3POOHHMKH TaKuX MPOrPaMHHX 1 TEXHIYHUX 3ac00iB, IX BUIOTOBJIIOBAYi, 30KpeMa, BUPOOHUKU
(po3pOOHKKH) TpOrpaM 3 KOMIT IOTEPHHUMH BIpyCaMH, TaK 3BaHi “TEXHOMAIIOKK”, “Xakepu” Ta 1HII, B CEPEIAOBHII SKHX
BB2)KAETHCS, 110 UMM CKJIAJHIIIA CHCTEMa 3aXHCTy B aBTOMATH30BaHIM CHCTEMi, TUM MPECTIDKHINIE il 37aMarty, 1 sKi
BUTPAYalOTh HA TaKy AISUTBHICTH BEJIMYE3HY MPALlI0, CTABIIYM IIepe COOO0I0 €ANHY METY — CIIPHUYMHHTH IIKOY 3HAYHIN
KibKocTi KopuctyBauiB KC.

B. 4.2 cr. 361 KK mepenbadeHa BiAMOBITANBHICTD 32 TPH KBATI(PIKOBAHIX BUAW CKJIaAy 3JI0YMHY: 1) CHIPHIMHCHHS
ICTOTHOT IIKOI¥T; 2) BUMHEHHS 3JI0YMHY TIOBTOPHO; 3) BUMHEHHS 3JI0YMHY 32 IONEPEAHBOI0 3MOBOIO TPYIIOO OCI0.

Busnanns 3anogisiHol mkoau mpu nopymerHi poootu KC icToTHOO 3anexuTh Bin 6aratbox oOctaBuH: 1) BapTocTi
KOMIT'FOTepHOT iH(popMallii 4u T HOCIIB, 3HMINCHHX Y TMEPEKPy4YeHHX; 2) 30HMTKIB, CIPHYMHEHHX HEMOXKIUBICTIO
BUKOPHCTaHHsI 3HUILEHOT ab0 repekpydeHol koMl oTepHol iHpopMarlii un i HocIiB; 3) 3aTpaT Ha BiJHOBJICHHS 3MICTy
HepeKpy4eHoi ab0 3HUIIIEHOI KOMIT I0TepHOT iHdopMmaltii uu ii HOCIiB; 4) 30MTKIB BHACIIZIOK BUKOPHCTaHHSI HEIPABOMIPHO
oJiepaHol KoMl 1oTepHoi iHpopmanii Tommo. [Ipu 1boMy He MOBHHHI BpaxOBYBaTUCh BUTPATH, SIKI HECYTh BIACHHKH,
posnopsimHuky 1 kopuctyBaui KC it TexHiuHOro 3axucty iHdopmariii B HUX BiJ] HECAaHKI[IOHOBAHOTO JOCTYILY JIO

Cutijt pO3IIISIHYTH TaKOXK KBaITihiKyroui 03HAaKH 31104MHY, repeadadeHoro ct. 361 KK.

IToBTOPHUM € 37104MH, BUMHEHHI 0CO0OI0, siKa paHille BUMHIIA Oy/Ib-sIKWH 13 3JI0YMHIB, nependadeHux 4. 1 um 4. 2
cT. 361, He3aNeKHO Bif TOro, M Oyfla BOHA paHille 3acy/PKCHa 3a BUMHCHWH 3mounH. [Ipy 1boMy HEeoOXimHO, 1100
CYAMMICTP 32 paHillle BUNHSHHUI 37I0YMH He OyIa 3HATA UM MOTAIlIeHA 1 He CKIHYMIIMCH CTPOKH TABHOCTI IPUTSATHEHHS 10
KpPUMIHAIBHOI BiIOBITAIGHOCTI UM CTPOKH TABHOCTI BUKOHAHHS BUPOKY.

Bunnennst mopymenas po6oru KC 3a monepeaHbo10 3M0BOI0 Ipynoro ocid mepexgbadae JOMOBICHICTh TBOX abo
Oinpmie oci® mpo cminbHE BYMHEHHS HE3aKOHHOTO BTpy4YaHHA B poboTy KC, 4m mpo crmimpHE pO3MOBCIOKEHHS
KOMIT FOTEPHOTO BIipyCy LUIIXOM 3aCTOCYBaHHA MPOTPaMHMX 1 TEXHIYHHMX 3ac00iB, MPU3HAYCHHX UISI HE3aKOHHOTO
nponukHeHHs B KC 1 37aTHUX CHPUYMHUTH NEpeKpy4eHHs a00 3HUILECHHST KOMIT'I0TepHOi iHdopMarii 4n HoCIiB Takol
iHdopwmarrii. [Ipu oMy He 000B’SI3K0BO, 11100 yci 0cO0HM Ge3nocepeIHbO BUKOHYBAIM B TIOBHOMY OOCSI31 J1il, 3a3HAYUCHI B
4. 1 c1. 361 KK (Hanpukian, ogHa ocoda Moke 3aiMaTHCh BUTOTOBJIEHHSIM IIPOTpaM 3 KOMIT IOTEpHUMH Bipycamu, Apyra
— iX THpaXKyBaHHSIM, TPETS — iX pealti3ali€ro, YeTBepTa — pO3pOOKOI0 TEXHIYHHX 3aCO0IB 111 HE3aKOHHOTO TIPOHUKHEHHS B
KC, nenpaBomipHOoro oxepxanHs iHdopmarii, sika 30epiraerbcs um 00poOmsersess B AEOM). Ilpm mpomy mii
CHIBYYaCHHKIB, sIKi OE3IIOCEpPEIHRO HE BUMHIUIM [, 0 YTBOPIOIOTh 00’ €KTHBHY CTOPOHY HE3aKOHHOTO BTPYYAHHS B
poboty KC, mounHI kBamiikyBaTrcs 3 mocwmianaaM Ha cT. 27 KK. Y pasi BunHeHHs 3mounHy, riepeadadeHoro cr. 361,
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OPraHi30BaHOO TPYIIOKO 3 PO3IIOILIOM POJIeH, il BCIX WICHIB TaKoi TPpyIi MOBHHHI KBasti(ikyBaTHCs Oe3mocepenHpo 3a
cr. 361.

Hesakonne Brpy4anss B podoty KC moxe Oyt crmoco60M BUMHEHHS 1HINMX, HaifgacTilne OUTBII TSDKKHX, 3TTOYHHIB:
musepcii (ct. 113 KK), mmurynctsa (ct. 114 KK), poskpananss maitaa (ct. 190 KK), Burorosnenss 3 metoro 30yTy abo
BUKOPHCTaHHS MMiJpoOJIeHNnX HenepykaBHUX LiHHUX mnanepiB (cT. 224 KK) Ta iHmmx. Y Takux BHIIaJKax Jii BUHHOTO
MOBHMHHI KBauTipikyBaTucsi 3a CyKynHicTio 3jiounHiB: 3a cr.361 KK i BigmosimHoro crarreto KK, ska nepenbauae
BIJIMOBIAJTBHICTH 32 3JI0YMH, BUMHCHHUH IIIIIXOM HE3aKOHHOTO BTpy4aHHs B podoTy KC.

IIpeamerom 3104uuny, nependauenoro cr. 362 KK Vkpainu, € koM ’orepHa iH(opmaris, HOHATTS KO BXe
PO3IIIsAAIOCS BUIIE.

Indopmarnis, B T. 4. 1 KOMIT'IOTepHA, € 00 €KTOM IIpaBa BJIACHOCTI TPOMaJIsIH, OpraHizaliil (IopuaAn4HUX 0ci0) i
JIepKaBH, BOHA MOXe OyTH 00’€KTOM TpaBa BIACHOCTI SK y IMOBHOMY 00Cs3i, Tak i 00’€KTOM IUIIE BOJOIIHHSA,
KOPUCTYBaHHS YW po3nopsypkeHHs. IlizcTaBamMy BHHMKHEHHS MpaBa BJIACHOCTI Ha iH(GOpMAIiio € i CTBOpEHHS
CBOIMH CHJIaMH 1 3a CBiif paXxyHOK, JOTOBip Ha CTBOpPEeHHs iH(popMamii abo JOTroBip, IO MICTHTh YMOBH IEPEXOIy
npasa BIACHOCTI Ha iH(opmarito 10 iHo1 ocobu. BracHuk iHpopMmalii Mae mpaBo 3aiiicHIOBaTH 100 Hel OYIb-sIKi
3aKoHHI 1ii [4].

Komm’rorepHa iHpopmarisi He € OKpeMUM BHAOM iH(popmallii, BoHa € (GopMor 30epiraHHs CTaTUCTUYHOI,
MacoBOi, PaBOBOI, comioyoriyHoi iHdopmaii, iHGopMallii JOBIIKOBO-SHIMKIONEIUYHOTO XapakTepy, iHdopmarii
NpO IiSUIGHICTh JEP)KaBHUX OpraHiB BJIAM Ta OPraHiB MICHEBOrO i PErioHaJbHOrO CaMOBPSAYBaHHS, HAYKOBOI,
TEXHIYHOI Ta iHIIOT iH(QOopMAIlii Ha HOCISIX KOMIT FOTepHOI iH(popMalrii.

[TpaBo BiacHOCTI Ha KOMIT'IOTEpHY iH(pOpMAIlilo, CTBOpEHYy SK BTOpPMHHY B mpomueci o6pookn B KC,
BCTAHOBJIIOETHCS 3 YpaxyBaHHSIM HOPM aBTOPCHKOTO IIpaBa Ha MiJCTaBl yroJu MiX BIACHUKOM BXiHOI iH(opmarii i
kopuctyBadeM AEOM. Skmo Takoi yrogm Hemae, TO Taka iHpopMamis HaluexuTh KopuctyBadwy AEOM, skuit
3nificHuB 10 00poOKky. [loctym mo iHdopmamii, sika 30epiraeTscsi, oOpoOmseTscs 1 mepemaerbess B AEOM,
3IHCHIOETBCS JIMIIE 3TiAHO 3 MPaBWJIAMH PO3MEXYBAHHS JIOCTYITy, BCTAHOBJICHMMHM BJIACHUKOM iH(poOpMaIli 4n
YHOBHOBa)KEHOIO HIM 0c06010 [1].

Komm’rorepHa inpopmaliisi € 00’€KTOM MpaBa IHTENEKTYalbHOI BJIACHOCTI, aje He € MalHOM, TOOTO He €
MpeIMETOM 3JI0YNHIB, TependadeHux crartamu 185—-187, 189-191 KK, a Tomy, He3ae:KHO BiJ BAPTOCTI BUKPAICHOT
iHpopMmarlii un iHpopMaliiHOT mpoayKuii Yi po3Mipy 3aBAaHol 1l BUKpaJEHHSM IIKOJAHU, Aii BUHHOTO HE MOXYTh
KBaJiikyBaTuCs AK po3KpamaHHs 3a cT. cT. 185—187 um 189-191. B Toii e uwac BHKpaaeHHS KOMI IOTEPHOL
CJIy>)KOOBMM CTaHOBHILIEM Pa3oM 3 MaTepialibHUM HOCIEM, Ha SIKOMY BOHa 3a(ikcoBaHa, 3aJI€KHO BijJ BAPTOCTI HOCIS
iHpopMmaii Ta cioco0y HE3aKOHHOTO 3aBOJIOJIIHHS TaKMM HOCIEM Mae KBajiiKyBaTucs, 32 HasiBHOCTI IIJICTaB, 3a
CYKYIHICTIO 3104MHIB — 3a cT. 362 Ta ctartamu 185-187, 189—-191 KK um cr. 51 KnAIl Ykpainu, OCKUIBKH
MarepialbHUI HOCIH € MaifHOM, TOOTO NMPEMETOM 3JI0YHHIB IIPOTH BIIACHOCTI.

3 00’€KTMBHOI CTOPOHM 3JOYMH BHPAXKAETHCS Y BHKPAJCHHI, TOOTO y 3aBOJIOJIHHI KOMI IOTEPHOIO
iHpOpMaIi€l0 IUIIXOM KpalbKKH, Tpadexy 4n po300ro, il mpuBIacHeHH! abo 3aBOJIOIHHI HEIO IIUIIXOM IaxpaiicTea
YU 3JIOBXKUBaHH CIyK00BOIO 0COO0I0 CBOIM CITYKOOBHM CTAaHOBUINEM, a00 Y BUMaraHHi Takoi iH(opMarrii.

[onsarts “Bukpanenss” BxuBaeThes y KK sk pomoBe mom0 MO3HAYEHHS TaKUX CHOCOOIB 3aBONIOMIHHS TYKUM
MaiHOM SIK “Kpagikka”, “Tpadix” Ta “po30ii”.

IIpo monsTTS “Kpamikka”, “rpabix”, “po30iii”, “BuMaraHHs’, “mIaxpaicTBO”, “NpHUBIACHEHHS , ‘3aBOJOMIHHS
IUISIXOM 3JI0OBXKHBAHHS CITy>KOOBOIO 0CO00I0 CBOIM CITy’)kKOOBHM CTaHOBHUINEM Ta MPO MOMEHT 3aKiHYCHHS TaKUX il
JIMB. KOMEHTapi 70 cT. cT.185-187, 189-191 KK.

CriocoOu BHKpaJeHHSI KOMIT'IOTepHOT iH(opMallii 4 3aBOJOAIHHS HE MOXYTh OYTH PI3HHMH: KOIIIOBaHHS
iHpopMallii, BUIyueHHs MaTepiajbHUX HOCIIB iH(opMallil, Ha SIKMX BOHA 30epiracThCsi, Y 3aBOJOIIHHS HUMHU.
31e01IbIIOro BUKpaJeHHsT KOMIT I0TepHOI iHpopMallii BUMHIOETHCS TAEMHO NUIIXOM HECAHKIIOHOBAHOTO JIOCTYILY
(BTpyuanus B pooory) no KC, y sikux BoHa 30epiractbcst ui 00po0JsieThesl. SIKIIO Takuii HeCaHKI[IOHOBaHUH TOCTYI
OyJic TMOB’sI3aHMIA 13 MEPEKPYUCHHAM Y 3HUINCHHIM KOMIT IOTepHOI iH(opMalli yu 11 HOCIiB, Ji1 BUHHOIO MAlOTh
nmonaTkoBo kBamidikyBatues i 3a ¢T. 361 KK 3a HasBHOCTI BCiX iHIMMX HEOOXITHHUX O3HAK IEpea0aueHOro HEHO
3JI0YHHY.

3acToCcyBaHHS HAacWJIBCTBA MpPU BIAKPUTOMY BHKpaJCHHI KOMIT'IOTepHOi iH(popMamii uu i BUMaraHai He
oxorroeTbes cT. 362 KK i mae kBanidikyBaTrcs monatkoBo 3a cratrtsimu KK, mo mependavyaroTs BiAMOBiIATBHICT
32 37I0YMHH TIPOTH 3/I0POB’ .

BukpaneHHs KOMIT I0TepHOI iH(popMaii TUITXOM HE3aKOHHOTO BHKOPHCTAHHS CHEMiaJbHUX TEXHIYHUX 3ac00iB
HETJIaCHOTO OTpUMaHHA iHpopMaIii Mae KBai(piKyBaTHCS 3a CYKYITHICTIO 3JI0YMHIB — 3a cT. 362 Ta cT. 359 KK.

He3zaxonne o3naiiomieHHs 3 iHpOpMaLi€elo, HE OB’ sI3aHe i3 il BUKPAJCHHAM UM 3aBOJIOJIHHIM HEIO, a TaKOX ii
HE3aKOHHE PpO3TOJIOIICHHS, He MoKe KBamiikyBaTuch 3a cT. 362. Taki nii, 3a HasgBHOCTI MiJACTaB, MOXYTh
KBaJigikyBarucs 3a ct. cT. 114, 163, 182, 231 un 330 KK.

Ilpasose, HopmamusHe ma memponociune 3abe3neyents cucmemu saxucmy ingopmayii 6 Yrpaini, sun. 4, 2002 p. 27



I3 cy0’€KTHMBHOI CTOPOHM 3JIOYMH XapaKTEPU3YETHCS JIHMINE YMHCHOI BHHOK, BHA YMHCIY MpsaMmuid. Sk
npasuiio, nependaueni 4. 1 cr. 362 KK il BUMHIOIOTHCS 3 KOPUCIUBUX MOTHBIB 1 METH, ajie MOXKYTh OyTH BUMHEHI 1
3 1HIIOI0 METOI0, HAIPUKJIA/l, 3 METOI0 PO3TOJIOMICHHS BiIOMOCTEH, 1110 MICTATHCS y KOMI FOTEpHIN iHpOpMaii.

Cy0’exTOM 37104uHy y (OpMi BUKPAJCHHS KOMIT FOTEPHOI iH(pOPMALT IUIIXOM KPaIiKKH, rpadexy 41 po30oro,
3aBOJIOJIIHHSl HEI0 MISIXOM IIaxpaicTBa, a TakoX BHMaraHHsi KoMIl'toTepHoi iHdopmauii Moxe Oyt Oyib-sika
ocoba, mo nocsria 16-pivnoro Biky. CyO’ekT 370unHY y (opMi NpHBIAcCHEHHS KoMmIl'toTepHoi iHdopmanii Ta
3aBOJIOJIIHHS HEIO NIISIXOM 3JI0BKHBAHHS CIIY’KOOBOIO 0CO00I0 CBOIM CITy’KOOBHM CT@HOBHILEM CIHeELiIbHUNA: 0co0a,
10 Ma€ JOCTYII A0 KOMI'I0TepHOI iHdopMaii y 3B’43Ky 3 BUKOHaHHSAM HEIO poOOTH 3 YIIpaBiIiHHS, eKCIUTyaTalil 4n
obciyroByBanHs KC abo ciyx00Ba ocoba.

KBanidikoBannmMu BUJIaMH 3JI0YMHY € BUKDAJCHHS, NPHUBJIACHEHHs, BUMaraHHs KOMII'IOTepHOI iHpopMalii uu
3aBOJIOJIIHHS HEIO0 IUIIXOM IIaxpaicTBa YW 3JIOBKMBAHHS CIY’KOOBUM CTaHOBHIIEM, BUMHEHE IOBTOPHO abo 3a
MIOTIePETHHOI0 3MOBOIO TPYIIOI0 OCi0 200 SIKIIO BOHO 3aIOisUI0 iCTOTHY HIKOY.

IloBTOPHUM CITiZ] BBa)KaTH MOBTOPHE BUMHEHHS 0CO00I0 Y OyIb-AKii mocmigoBHOCTI nepeabaveHux 4. 1 cr. 362
KK niit 3a yMOBH, III0 BOHH HE OXOIUTIOIOTHCS €JMHAM YMHCIIOM i HE YTBOPIOIOTH Y CBOIH CYKYITHOCTI €IHHOTO
MPOJIOBXKYBAHOTO 3JI0YMHY, TOOTO yMHUCEN Ha {X BUMHEHHS KOXEH pa3 BUHUKAaB CaMOCTIHHO.

BunHeHrM 32 momepeIHbHOI0 3MOBOIO TPYIOI0O 0Ci0 BUKpaJCHHs, NMPUBJIACHEHHS, BUMAaraHHs KOMIT IOTEPHOI
iHpopMarlii yu 3aBOJOAIHHS HEKO HUIIXOM IIaxpaiicTBa YW 3JI0BXKHMBaHHS CIY)XOOBOIO 0CO0O0I0 CBOIM CITyKOOBHM
cTaHoBuIeM OyJie y pa3i, KOJIM 3a3HaveHi Jii BUMHEHI JBoMa abo Oinbie ocoOamu, siKi MONEepeIHbO JTOMOBHIINCH
PO CHiJIbHE X BUNHEHHS.

Komrm’rorepHi mporpaMu i KOMI'IOTepHI 0a3uM JaHUX € 00’€KTaMM aBTOPCHKUX 1 CyMDKHHX IIpaB, a TOMY iX
BUKPAJICHHS, TIPUBJIACHEHHS YW HE3aKOHHE 3aBOJIOAIHHS HHMMH 1 HACTyIHE HE3aKOHHE BiJTBOPEHHS YH
PO3MOBCIOKEHHSI Mae KBaTi(hiKyBaTHCh 3a CYKYITHICTIO 3T09HHIB 3a cT. 362 Ta cT. 176 KK.

Bukpanenns indopmartii, ii mpuBIacHeHHS 91 He3aKOHHE 3aBOJIOTIHHS iHPOPMAIII€T0, IO MICTHTH BiIOMOCTI IIPO
00’€KTH TIpaBa TIPOMHUCIIOBOi BIIACHOCTiI (BHWHAXiJ, KOPHCHA MOJENb, MPOMUCIOBHN 3pa30K, KBami(ikoBaHE
3a3HaYeHHS TIOXO/KEHHS TOBapiB, Tomorpadis iHTErpalbHUX CXEM, COPT POCIHH) Ta ii HAaCTymHEe HE3aKOHHE
BUKOPHCTAHHS, Ma€ KBaJi(iKyBaTHUCh 3a CYKYNHICTIO 3104MHIB 3a cT. 362 T1a c1. 177 KK. baza manmx — me
CYKYIHICTb TBOpIB, AaHMX ab0 Oynab-sKoi iHImIoi HezanexHoi iHdopmauii y HOBUIBHIA (GopMmi, B TOMy 4uCIi —
CJICKTPOHHIMH, Mi0ip 1 po3TamlyBaHHs CKIa0BUX YaCTHH SKOI Ta ii ymops/AKyBaHHs € pe3yJIbTaToM TBOPUOI mpaili, 1
CKJIaZIOBI YacTUHHM SKOI € JOCTYHNHHMH IHIMBIJyaJlbHO 1 MOXYTb OYyTH 3Hai/ieHI 3a JIONOMOIOI0 CIeLialbHOT
MOIITYKOBOT CHCTEMH Ha OCHOBI €JICKTPOHHHUX 3ac00iB (KOMIT' F0Tepa) UM iHIuX 3aco0iB [3].

Crarrs 363 KK BcTaHOBIIOE BiAMOBINATIBHICTD 32 MOPYIIEHHS MpaBmi ekcruryatanii AEOM.

Texuiunnii 3axuct komm toTepHoi iHpopmanii B KC 3a0e3medyeTscsi KOMIIEKCOM KOHCTPYKTOPCHKHX,
OpraHi3alifHUX, MPOTPAMHMAX | TEXHIYHWX 3aXO[iB Ha BCIX eTamax iX CTBOpeHHs H ekciuryararii. OCHOBHUMH
METOJaMH Ta 3aco0aMH TEXHIYHOTO 3aXHCTy KOMII IOTepHOI iH(popMamii €: BUKOPHUCTaHHS 3aXHIICHUX 3acO00iB;
perIaMeHTyBaHHS POOOTH KOPUCTYBadiB, TEXHIYHOTO IIEPCOHANY, MPOTpaMHHX 3aco0iB, eJIeMEHTIB 0a3 MaHWX i
HOCITB iH(opMarii (po3MeKyBaHHS JOCTYIY); PETJIAaMEHTYBAHHS apXiTEKTYpHU aBTOMAaTH30BaHHX CHCTEM i 3ac00iB
00YHCITIOBAIEHOI TEXHIKH; IHKCHEPHO-TEXHIYHE OCHALICHHS CIIOPY/ 1 KOMYHIKaIlii, MpU3HAYSHNX IS eKCIUTyaTamii
ABTOMATH30BAaHMUX CHCTEM 1 3aco0iB OOYMCITIOBAIbHOI TEXHIKH, IONIYK, BUSBICHHS 1 ONOKYBaHHS 3aKJIQTHHUX
npUcTpoiB [2].

3 00’€KTHBHOI CTOPOHH 3JI0YMH BUPAXAEThCs y mMopyuieHH] npasui exciuryaranii KC (mis un 0e3aisibHICTb),
BU3HAYCHUX iX 1) BIACHUKOM, YIIOBHOBa)XCHOIO HUM 0c00010 4K po3nopsaaHukoM Takux KC um 2) Bupoonrnkom KC
yu iX mporpamHoro 3abesnedeHHs. OOOB’SI3KOBUMH O3HaKaMu 00’€KTHBHOI CTOPOHHM € HACHIAKH Yy BUTIIN: 1)
BUTOKY iH(opMalii BHacHilOK ii BUKpaJEeHHS YW KOMIIOBAaHHS; 2) BUKPaZEHHs 3ac00iB 3aXHCTy KOMII IOTEPHOI
iHpopMmarii; 3) mepexpydeHHs abo 3HUILIEHHS KOMIT'IOTepHOI iH(opMmauii um 3acobiB ii 3axucry; 4) icToTHOTO
nopymierHs: pobotu KC, a Takokx MpHUYUHAAN 3B’ 30K MiXK 3a3HAUCHUMH JTiTHHSIMH 1 Hacrmigkamu. Butik indopmarii
MoOJke OyTH TIOB’I3aHUI TaKOXK 13 11 BTPATOIO (3HUIICHHSAM Y TTOIIKOIKEHHSIM).

Hacminku y Burmsagi mepekpydeHHs abo 3HHUIIEHHS KOMI'FOTepHOI iH(popmamii um 3acobiB ii 3axmcTy Ta
icrotHOrO TOpyIIeHHs podotn KC, MoxyTs OyTH cipuanHeHi HissMu (Oe3MisIIBHICTIO) SIK OCi0, SKi 3AIHCHIOIOTH iX
eKCIUTyaTallilo 9 BiAMOBIAAIOTh 3a TEXHIUHE UM iHIIe 3a0e3MeYeHHs iX HaNe)KHOI eKCIUTyaTarlii, Tak 1 JisIMA 1HIIHX,
CTOPOHHIX 0Ci0, a y BUIJISAAI BHKpaJeHHS KOMII'IOTepHOI iH(popMalii, il KOIMIOBaHHS 4YM BHUKPAJCHHS 3aco0iB
3aXHMCTY KOMI'IOTepHOI iH(popMaIlil — JInIe isIMA CTOPOHHIX 0Ci0, sIKi He € BiIOBiaIbHUMU 3a ekciutyarariio KC.

[Mopymenns npasun excrutyaranii KC Moxe BupakaTHCh y MOPYIICHHI MPaBUIl eKCIUTyaranii abo anapaTtHOro
3a0e3mnedeHHs, abo mporpaMHoro 3abesmneucHHs. [lopyineHHsm mpaBuin ekcrutyararii AEOM mae BH3HaBaTHUCh
TaKOXX HEBUKOHAHHS YW HEHAJIe)KHE BUKOHAHHS OOOB’SI3KIB 3 TEXHIYHOTO 3a0€3MEYEHHS 3aXHCTY KOMII IOTEpHOI
iHpopMarii, 30kpeMa 3 MOLTyKy, BUSBJICHHIO i OJIOKYBaHHIO 3aKJIaJHUX MPUCTPOIB TOLIO.

[MopymieHHsT BCTaHOBJICHHX HOPM 1 BUMOT TEXHIYHOT'O 3aXHMCTy KOMIT IOTEPHOI iHpopMamii MOALISIOTECS Ha TPH
KaTeropii: mepiia — HeBUKOHAHHS HOPM 1 BUMOT TEXHIYHOTO 3aXHCTy KOMIT I0TepHOi iH(opMallii, B pe3ybTaTi 4oro
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CTBOPIOETHCS peaybHa MOXKJIMBICTH MOPYIICHHS IUTICHOCTI i€l iHpopmarii abo ii BUTOKY TEXHIYHHMH KaHAJaMH,
Ipyra — HEBUKOHAHHS HOPM 1 BHMOT TEXHIYHOTO 3aXHCTy KOMIT IOTepHOi iH(opmarmii, B pe3yibTaTi Yoro
CTBOPIOIOTHCS TIEPETyMOBH ISl IIOPYIIEHHSI MUTICHOCTI Wi€l iHpopMarii abo ii BUTOKY; TpeTs — HEBUKOHAHHS 1HIIIHX
BHUMOT TEXHIYHOTO 3aXHCTy iHpopMarii 3 00MeKeHUM JOCTyIIoM [2].

IIpo moHATTS “BHKpafeHHs” KOMIIIOTepHOi iH(OpMarii, “mepekpydeHHs UM 3HHUIIEHHS  KOMII I0TEpHOL
iHpopMmarlii Bxe WHHUIOCS BHIIe. BHKpaJeHHs KOMITIOTEpHOI iH(opMmaiii Moxe OyTH BYHMHEHE MIISIXOM
HECAHKIIOHOBAHOT'O JOCTYIy A0 Hei, mpuiitMaHHA I aHami3y NOOIYHMX eNEeKTPOMArHITHHX BHUIIPOMIHIOBAaHB i
HaBOJIOK, BUKOPHUCTAHHS 3aKJIaIHUX MPUCTPOIB.

3acobu 3axucTy KOMIT IOTepHOI iH(popMamii — e TeXHiYHI mpUCTPOi i (a00) TEXHOIOTIYHI po3pOOKH, MPHU3HAYECH]
JUTSL CTBOPCHHS TEXHOJIOTTYHOI IIEPEIIKOAM HECAHKIIIOHOBAHOTO JIOCTYILY 10 KOMIT FOTepHOT iH(opMarrii.

KomitoBanus koM’ toTepHol iHpopMallii — 1ie 11 BIATBOPEHHS y €IEKTPOHHOMY BUTJISII, TIEPEHECEHHS Ha 1HIINI
HOCI# iH}opMarii 3 BUKOpHCTaHHSIM IporpaMHux Ta (abo) texHiuHux 3aco6iB AEOM. KomnitoBaHHS KOMII IOTEpHOT
iHpopMmanii 0e3 BUKOPHUCTaHHS NPOrpaMHO-TeXHIYHUX 3aco0iB AEOM, Hanpukiag, OUISIXOM CKaHyBaHHS
BUIPOMIHIOBaHHSI MOHITOPA CIIEIIaJIbHUM TEXHIYHUM 3aCO000M, Ma€ pO3TIBIIATUCH SIK ii BUKpPAJICHHSI.

Buznanns nopymenas po6orn KC icTOTHO 3aleXUTh Bifi TPUBAJIOCTI NepepuBaHHs iX poOOTH, CKIaJHOCTI i
TPUBAJIOCTI iX PEMOHTY TOLIO.

I3 cy®’exkTHBHOL cTOpoHHM 37m0unH, nependadeHmii 4. 1 ct. 363 KK, xapakTepu3yeThcsi HENPSIMUAM YMECIOM Yd
HEOOEPEeXKHICTIO MO0 HACTIIKIB y BUIIIAAI BUKPAICHHS, IEPEKPYICHHS UM 3HUIIECHHS KOMIT FOTEPHOI iH(popMaii,
3aco0iB ii 3aXMCTy, HE3aKOHHOTO KOIIIOBaHHs KOMIT I0TepHOI iH(popMalil 4u icroTHoro mopyiieHus poboru KC.
Cawme x nopymeHHs npasmi ekcruryatanii KC Moxxe OyTH K yMHCHUM, Tak 1 HEOOEpeKHNM.

Cy0’ekT 37104MHY cremiaabHHA — ocola, sika Biamosimae 3a ekcioryaTamito KC. Jlo Takux oci® BiZHOCSTBCS
ocobu, sKi Oe3nocepeHbo 3MICHIOITh ekciutyartarito KC, ynpaBmiHHS HUMH, a TaKOXK OCOOH, AKi 3a0e3MmedyoTh
HaJIe)KHY 1X eKCIUTyaTallifo abo 3iiCHIOIOTH iX 00CITyTOBYBaHHS 1 Ha SKHX MOKJIAaJEHA BiAMIOBIAaIbHICTS 32 HAIEKHY
ix excruryatauito. Lle moxxe Oytu oneparop AEOM, ocoba TeXHIYHOTrO MepcoHally, Ha sIKy HOK/IafeHi 000B’s3KH 3
3abe3neuenHst Oesmeunoi ekcrutyatanii AEOM, iX peMoOHTY, MpoQilakTHYHOrO OOCIYroBYBaHHS, OXOPOHH BiX
HECaHKI[IOHOBAHOTO JIOCTYIly JO HHX, 3a0e3NeyYeHHs TEXHIYHOro 3axHCTy KoMIT'IoTepHoi iHdopmanii, il
NPUXOBYBaHHS Ta iH.

KBamiikoBaHUM BHAOM 3704MHY € THOpymeHHs npaBwi ekciuryaranii KC, sSKmo BOHO 3amofisiio icToTHY
mkoxy. [lIkomga Moxke OyTH sIK MaTepiaabHOIO, TaK i HE MaTePiaIbHOKO.

Hopymenns mpasun ekcruryararii KC oco0oro, ska BimmoBimae 3a iX eKCIDIyaTalilo, 3 METOK HE3aKOHHOTO
KOTIIOBaHHS KOMII'FOTepHOI iHQoOpMalii, I MPUBIACHCHHS YH 3aBOJIOMIHHS HEIO CIYKOOBOIO OCO0OI0 IUISTXOM
3JIOBKMBAaHHS CBOIM CITy’KOOBHMM CTaHOBHILEM, 32 BiJICYTHOCTI IHIIMX HaciiakiB, mepexbadenux ct. 363 KK, mae
kBanidikyBarucs nuie 3a cT. 362 KK, ockijbky Take MOPYIIECHHS € CIOCOOOM BUMHEHHSI 3JI04MHY, Hepe0aueHOro
cT. 362, i momatkoBoi kBamigikamii 3a cr. 363 KK He motpebye. SKmo X BHACTIZOK 3a3HAYCHOTO MOPYIICHHS
MaTUMe MICIle BUTIK, BHUKPAJCHHS, NMEPEeKpPyYeHHs YK 3HUILIEHHS KOMII'IOTepHOi iH(opMamii, abo BHKpaJeHHS
3aco0iB 1 3aXUCTy iHIMIUMH ocobamu, abo icroTHe nopyueHHs: podoru KC, To aii ocobu mMaroTh KBastiikyBaTHCs 32
CYKYIIHICTIO 3JI04MHIB 3a cT. 362 Ta cT. 363 KK.
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AYJIUT CUCTEM UH®OPMAIIMOHHOMU BE3OIMACHOCTMU -
HHPOBJEMbI U PEHIEHUSA

FOpuit bopcykoeckuii
Qupma «bapmek»
Annomayus: PaccMoTpeHbl BONPOCHI ayIUTa CUCTeM HH(OPMALHOHHON 0€30MacHOCTH.

Summary: The audit questions of information safety are considered in the given report.
Knouegvie cnosa: Undopmanus, uHpopMannoHHas 6€30NaCHOCTD, TECT, ay/UT, 00C/IeI0BaHHe.
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