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COMPUTATIONAL METHODS

Y JIK 003.26:511.337

CTEIIAH BUHHUUVK,
BITAJII MICBKO

YAOCKOHAJIEHHA METOAY KBAJIPATHYHOI'O PEHIETA HA OCHOBI
BUKOPUCTAHHS PO3IIUPEHOI ®AKTOPHOI BA3HM TA ®OPMYBAHHA
JTOCTATHBOI KIJIbKOCTI B - TJIAJIKMX YUCEJI

B indopMamiitHO-TeIeKOMYHIKAIIMHUX CUCTeMax JJIsg PIIICHHS 3a/1adi 3axucTy iHdopMmarii
4acTO BUKOPUCTOBYIOTH RSA anroputm. B 0CHOBI KpuNTOCTIHKOCTI HAWOUIBII MOMYJISPHOTO
ChOTOJTHI ACUMETPUYHOTO KPUNTOAITOPUTMY RSA € ckitaiHicTh (haKTOpHU3aIlil BETUKHUX IUTHX YUCEI.
MeTtoa KBapaTHYHOTO pelieTa € HAaHKpamuM BiJOMHUM METOJ0M (aKTOpH3aIlil Ynuces, po3MipoM
menme 110 necsatkoBux 3HakiB. HaiiOineIn 3arpaTHO0 3a YacoOM YacTHHOIO aJTOPUTMY
KBaJPaTUYHOr0 peleTa € npouec npocitoBaHHa. Po3Mip ¢gakTopHOi 6a3u — e OJUH 3 KIHYOBUX
napameTpiB, 10 BH3HAYAIOTh €()EKTUBHICTH aJTOPUTMY IpOCitoBaHHSA. Hanro Benmmkwii po3Mip
dakTopHOi 0a3u MoTpedye MOUTYKY BEIHKOI KIJIBKOCTI B-TTIaJKUX YHCEN, 10 30UIbIIYye 3arajabHuil
yac BUKOHAHHS anroputMmy. Komm po3mip MeHmmil 3a HeOOXiHUHN, HE BIACThCS 3HANTH JOCTATHIO
KUIBKICTh B-Tnafikux yucen. Y JaHiil cTaTTi 3alIpolIOHOBAHO METOJ| BU3HAUEHHS Ta 3aCTOCYBAHHS
JOCTaTHBOTO po3Mipy B-rmamkux uwmcen mpu 30UmbIIeHHI po3mipy ¢akTopHOi 0a3u BABidi B
MOPIBHSAHHI 3 0a30BUM aJTOPUTMOM KBaJpaTHYHOro pemieta. [Ipu posmupenHi (akTopHOi 6aszu
301IBIIY€ETHCS KUTBKICT urcen N, sSiKi MOXKHA PO3KJIACTH Ha MHOYKHHKH METOJIOM KBJIPaTHYHOTO
pemiera. Bigmidaerbcs Takox, MO 11 30UIbLIEHHS MPHU3BOAUTH [0 POCTY OOYHUCIIOBAIBHOI
CKJIaTHOCTi, OCKUIbKHM JOIUIBHO 3HAXOIWTH OiNbIy KiIbKICTh B-Tmankux uucen. [Ipore mpu
NPOBE/ICHH] YHCEIbHUX EKCIIEPUMEHTIB, J1e po3Mip (hakTopHOi 6a3u 301IbIIYBaBCS ABi4i, BUSBHIIOCH,
10 3 BUKOPUCTAHHSAM 3alPONOHOBAHOIO JIrOPUTMY 4Yac, HEOOXITHHUM A MOLIYKY JOCTaTHHOT
KUIBKOCT1 B-TJTaIkuxX 4uCell, HaBIIaKW 3MEHIIYBaBCs. 3a pe3yabTaTaMi 00UHCIEHb BCTAHOBJIEHO, 110
OpyU BHUKOPHUCTaHHI BABIUI poO3IUpPeHOi (akTopHOI 0a3u dYac, HeOOXigHMH s (OopMyBaHHS
JIOCTaTHBOI KIJTLKOCTI €JIeMEeHTIB (pakTopHOi 0a3u 3MeHIuBCes Ha 29%, 3araibHa KUTbKICTh TPOOHUX
3Ha4YeHb, IO JOCTIJKYIOThCS, 13 IHTEpBaly IMPOCIIOBAHHS NPHU 3HAXO/DKEHH! B-TNIaJKUX 4YHCel
3MeHIImIacs B 2,85 pasu.

KirouoBi cjioBa: kBajpaThyHe pelIeTo, po3uMpeHa ¢akTopHa 0as3a, AOCTATHSA KUIBKICTb
B-rnaaxux, IHTEpBaJl MPOCIIOBAHHS, IPOCTI YHCIIA.

Beryn. [Ipotarom 6aratbox pokiB anroput™ RSA akTUBHO BUKOPUCTOBYETHCS K Yy BHUIJISAL
CaMOCTIMHUX KpUNTOrpaiuHUX MPOAYKTIB, TaK 1 B SKOCTI BOyIOBaHUX 3aco0IB B MOMYJISPHUX
nojatkax. Binkpure mudpyBanHs Ha 6a3i anroputMy RSA 3acToCOBY€eThCS B MOMYISIPHOMY MAKeTi
mmdpyBanHs PGP, onepauiiiniii cucremi Windows, pisHux IHTepHer-Opaysepax, OGaHKIBCHKHX
KOMIT'IOTepHUX cucTemax. KpiM Toro, pi3Hi MDKHapOIHI CTaHAapTH HM(pYyBaHHS 3 BIAKPUTUM
KJItoueM 1 (popMyBaHHS LIUPPOBOTO MIJNUCY BUKOPUCTOBYIOTh RSA B IKOCTI OCHOBHOT'O alIrOPUTMY.
Haiibinpi mommpena ataka Ha Il KpPUITOAJITOPUTM 3aCHOBaHA Ha (akTopu3alii myOIidHOro
wiroya [7], [8]. Skmio ¢akropusaiis ycminiHa, TO BCi MOBIIOMIICHHS 3ami(poBaHi BIAKPUTAM
KJIFOYEeM MOXYTh YUTATUCH.

Meton kBaapaTuaHoro pernrera (Quadratic sieve algorithm, QS) BiTHOCUTBCS 10 HAWIIIBUIIAX
anroput™MiB (akropuzanii [1]. [ToctymaeTscst MeTony pemera yuciaoBoro mnois. [Iporte st uucen
po3Mmipom 110 110 gecsITKOBUX 3HAKIB 1 JOCI € HAMKPAIIMM. 3MEHIIICHHSI 00YHUCITIOBAIBHOT CKIIATHOCTI
METOAY KBaJpaTHYHOTO PEIIeTa, JaCTh 3MOTY MOKPAIIUTH MPOIec KpUNToaHawizy anroputmy RSA.
ToMmy gocmiIKeHHsI HOBUX CITOCO0IB 3MEHIIEHHS 0ro 0OUMCIIIOBATIBHOI CKIIAHOCTI € aKTyalbHHUM.
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AHami3 ocTaHHiX JocailzkeHb i myoOaikamiid. B mMeToal kBajgpaTHYHOTO pemieTa IIyKarTh
4yucia, KBajapaTH sSkux 3a moayieMm N (ducio, sike pakTopu3yeThes) CiBManamTh. Lle 3mebiabimoro
NpUBOANTH J10 dakTopu3zaiii N.

Anroputm Metony QS mpairoe B 1Ba eTamnu: eramn 300py JIaHuX, e 30upaeThcs iHbopmarlis,
10 MO>KE MTPUBECTHU JI0 PIBHOCTI KBaapaTiB 3a MoaysieM N, Ta erarm 0OpoOKH TaHMX, JI€ BIH PO3MIIILYE
BCIO 310paHy iH(pOopMaIlil0 y MAaTPHUIIIO Ta 0OPOOITIOE 1i JUIsl OTpUMaHHS piteHHs [2].

Ha mepmomy erami BUOMpaeThCs 1HTEpBAJI NPOCIIOBaHHA, OyayeTbes (akTopHa 0Oa3a Ta
peai3yeThes Mpoueaypa NpOoCiFOBaHHS.

s 3arampHOro Bumaaky (3rigHo 3 [3]), oTpuMartd iHTepBal MpPOCIIOBaHHS MOYKHA 3a
dbopmyIoro:

b= (eqlln(N)InIn(N))SﬁM — L(N)Sﬁm — | 3V214 1)
Posmip dakropHoi 6a3u 3rigHo [2, 4, 6] peKOMeHayeThcs BHOMpaTH 3a (hOPMYIIO0
L2 = (e«/ln(N)InIn(N))\/EM _ L(N )ﬁu — 2 2

Haiibinpin 3aTpaTHOIO 3a 4acOM YaCTHHOIO aJTOPUTMY KBAJIPAaTUYHOTO pPEIIeTa € IpOIec

npocitoBarHsl. [1i7 9ac mpocitoBaHHS MIyKarOTh apu uucen (A,B), sSKi 3aI0BOJBHSIIOTh YMOBI

B=A?*mod N), 3)
ne  umcio B posknamaerbes Ha MHOKHHKH, IO € eleMeHTaMu (akTopHoi 0a3u. Taxi yucna B
Ha3UBalOTh B-rIaJKUMHU.

Posmip dakTopHoi 6azu — 11 OJIMH 3 KIFOYOBHMX IapaMeTpiB, 110 BU3HAYAOTh €(hEKTUBHICTD
anroputMy mpocitoBanHs. Haaro Bemukuii po3mip ¢aktopHoi 6azu morpeOye MOUIyKy BeTHKOT
KUTBKOCTI B-TJTaikux 4mced, o 30UIblIye 3aralbHUN Yac BUKOHAHHA aaroputmy [2], [5], [6]. Konu
pO3Mip MEHIIMKA 3a HEOOXIJHHMHA, HE BIACTHCA 3HAWTH JIOCTATHIO KIIBKICTh B-TJIaJIKUX YHCEIL.
CriBBigHOLIEHHS (2) — 116 pEeKOMEHI0BaHA BETMYMHA YKCia €JIeMEHTIB pakTopHOi 0a3u, OTpuMaHa
Ha OCHOBI YHCEIbHUX eKcriepuMeHTIB. Toi anroputm merony QS mrykae B-rnaaki yucia y KUIbKOCTi
He meHmre Hixk L* + 2. SIKimo % J0CTaTHLOI KiLKOCTI B-IiIaJKuX 4Mcesl He 3HalIeHo Ha iHTepBali
NPOCIFOBaHHS, MOYKHA 301IBIIYBATH K PO3Mip (akTOpHOI 0a3M, Tak i iHTEpBAJ MPOCIIOBAHHS, IO
MPHU3BOIUTH J0 CYTTEBOTO POCTY YaCy BUKOHAHHS aJITOPHTMY.

Inesa nmocnikeHb, pe3yiabTaTH SKUX MOJAIOThCS B JaHIN CTATTl, MOJSAra€ y BUKOPUCTAHHI
TI0YaTKOBOTO PO3Mipy (akTopHOi 6a3u Lmax > L? Ta BU3HaYeHHI 10CTaTHROTO po3mipy L, skuit Moxke
BUSIBUTHCS MEHIITNM 3a L2,

IlocTranoBka 3agayi. J[Jis TOCATHEHHS TOCTABJICHOI METH BUPINIYBAIKMCS HACTYIIHI 3a/1a4i:

1. Po3poOutu anropuT™ BU3HAYEHHS MIHIMAJIbHOI KUIBKOCTI B-TIaIKUX YHCE.

2. Jna eramy TPOCIIOBaHHS, TIPOBECTH TMOPIBHIBHUK aHal i3 METONy BH3HAYCHHS
MIHIMQJIBHOI KUTBKOCTI B-TJIaJIKUX YUCEN 31 CTAaHIaPTHUM aJITOPUTMOM.

BuKJ/1a] 0CHOBHOI0 MaTepiajly A0C/IiIKeHHS.

Metoa BuOOpPY MiHIMAIBHOI T10CTATHHOI KiIbKOCTI B-rjaakux umces. Y pamMKax I[bOTO
JOCTIP)KEHHS BBaKaTUMEMO BHpIIICHOIO 3a/ady MOILIYKY pO3MIpiB 1HTEpBajly IpPOCIIOBAHHS Ta
dakTopHOi 6a3u 3 Lmax €1€MEHTIB.

B anroput™i MiHIMaIbHOT 10CTaTHROT KiTbKOCTI B-rimaakux uncen (Method of least B-smooth,
MLB), o mpomnoHyeThCs, peali3yeThcst BUOIp JOCTATHBOI KUTBKOCTI B-TIaJKUX YUCes IPU PO3Mipi
¢akroproi 6a3u Lmax > L2, BukOpHCTOBYIOTHCS 1Ba 104aTKOBI BekTOpH Ve[Lmax+1] Ta V[Lmax+1].
KoxeH X emeMeHT MmocTaBlIeHWH Yy BIAMOBIAHICTH eleMeHTy (akTopHOi 0azu. B mmx BekTopax
HYJIbOBIM KJTITHHIII BIAMOBIAA€ 3HAK B-TIaKOTO YUCIIA, a TOBUTbHIN 1HIIN KIITHHII — BIATOBIIHUI
MOPSAIKOBUI HOMEp enieMeHTa (pakTopHOi 6a3u, /ie eneMeHTH (paKkTOpHOI 0a3u PO3MIllEH]I B MOPSIIKY
3pOCTaHHSA 1X 3HAYEHb.

Bektop Ve[Lmax+1l] — me iHdopmamis mpo MOKa3HUKH CTENEHIB OTPUMAHOTO HOBOTO
B-rmankoro 4mcia, 1€ B HYIbOBIM KIITHHII 3HAa4YeHHIO | BiAmoBijae Big’€MHE 3HAYCHHS
B-rnaakoro uncia, a 3HaueHHio 0 — qonatHe. B moBunbHIN 1HIIH KTiTHHI K BekTOpa Ve BkazaHo
MOKa3HUK CTEIeHs eJieMeHTa (akTOopHOi 0a3u 3a HOMEepoM K, 10 € JIIbHUKOM B-TIIaKOTro
qucla, a 1HaKIIe HyTb.
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B koxwiit kimituaii K Bekropa Vf[Lmaxtl] Bka3aHo KUIbKICTh B-TNIAAKUX YHCEN, IS SKUAX
MOPSIIKOBUH HOMEDP S MAaKCHMAJIBHOTO 3a 3HAYEHHSM eJIeMeHTa (PakTOpHOi 0asu, 10 € MITbHUKOM
B-riamkoro ymucia 3 HEMapHUM MOKa3HUKOM creneHs, He mepeBumrye K (S <Kk).

B anropurmi MLB, 1110 pomoHy€eThes, BAKOPHCTOBYBATHMETHCS TaK0XK BEKTOP VB[Lmaxt2] —
B KOXKHIH Horo KmituHIi t MicTUTBCA iH(OpMAIIis PO 3HAYEHHS YMCIIa 3 IHTEpBAY MPOCIIOBAHHS
(- L®, L) Ha ocHOBI sIKOro OTpHMaHO B-TTajke 4HCIO 3 HOMepoM t, a Takox BekTop VM[Lmax+2].
Knitunui t Bexktopa VM Bianosigae B-rnanke 4uciao 3 HOMEpoM t, 17 sIKOTO 334a€ThCSI MOPSAKOBHIA
HOMEP S MAaKCHMAaJBbHOTO 3a 3HAYCHHSM elieMeHTa (akTopHOi 0a3u, MO0 € JUTBHHKOM IIbOTO
B-Tnankoro yucia 3 HemapHUM OKa3HUKOM CTETICHS.

Bu3HaueHHs MO4aTKOBUX 3HaYeHb eneMeHTiB BekTopiB VI, VM ta VB, iX 3MiHHM 1IpU OTpUMaHHi
HOBOT'O B-TJaJIKOTO YHClia Ta YMOBH JOCTATHOCTI KIJIBKOCTI B-TNIaIKMX YMCeNl MPEICTaBICH] TAKUMHU
Kpokamu anroputmy MLB:

1. TIIpucsoiru goBinmsHOMY K-y erementy BekTopa Vf 3sHauenHs K + 2, 10BiIBHOMY 3 €JIEMEHTIB
BekTopiB Ve ta VB 3naueHus 0. JliunnbHUKY ND B-rimagkux 4rces MprCBOiTH 3HaYCHHS (.

2. Ha erami npopimkyBaHHs pu OTpUMaHHI B-riaakoro yucia B 3 Homepom Nb, Ha 0CHOBI
qrcia X 3 iHTepBaly IpOCifoBaHHs, CPopMyBaT BEeKTOp Ve NOKAa3HMUKIB CTETEHIB IJIs AUTFHUKIB B
Ta BU3HAYUTH HAHOILIBIINI TOPSIAKOBUH HOMEP S HEHYJIHOBOTO HEMAPHOTO €IEMEHTa B HHOMY.
[Mpuceoitu nb = nb +1; VB[nb] = x; VM[nb] =s.

3. Jlnst Bcix enemeHTiB Bektopa VI, mounmHaroum 3 HOMepa S, 3MEHIIHMTH 1X 3HAYCHHS Ha
OJTUHHMIIIO.

4. Kpoku 2 Ta 3 mpoJoBXKyBaTH A0 THX Iip, IMOKK I OJHOTO 3 eneMeHTiB Bektopa Vi |
Hanpukian K, He Oymne Bukonana ymosa VI[K] = 0, abo ans qogatHoro B BCi mOKa3HUKM CTEMCHIB Y
BeKTOpi Ve mapHi. SKiio s 1oaaTHoro B Bei MOKa3HHUKY CTENEHIB y BeKTOpi Ve mapHi, nepeitu 10
kpoky 5, anpu Vf[K] =0 — 10 kpoky 6.

5. Otpumyemo muoxHuKU N 3rigHo 3 MeTogoM (akropuzanii depma i 3aBepUIUTH POOOTY

AITOPUTMY.
6. Ilpwuitasatu L"=k. Cdhopmysaru MaTpuito M, mio Bianosigae K + 2 - M B-riajikuM 4uciiam,
JUTS1 KOYKHOTO 3 SIKUX 3 opsiikoBuM HomepoM t VM[t] < k. [lns popmyBanHs j-ro psiaka matpuii M
HEeoOX1/1HO:
a. 3Haiitu tj, 1 skoro VM[t] < k;
b. s3HaiiTu 3HaueHHs B-rmajakoro yucna 3a gopmynoro B=x*—N, ne x =VM[t];
C. chopmyBaTu BeKTOp Ve MOKa3HUKIB CTEINEHIB eIeMEHTIB (PakTOpHOi 0a3u, NIbHUKIB
B Ta U1 HeMapHUX 1X 3HA4YEHb Y BIAMOBITHOMY CTOBITYMKY MaTpuili M 3anucatu 1, a
B IHIIKMX BUmnaakax 0.

7. OmnpalioBaTd MaTpULIO Ta 3’5CyBaTH YU OTpUMaHE 3HAUYEHHS KOpeHs He AopiBHIOE N.
Sxmio Hi, TO 3a7a4ya GakTopusauii BUpilIeHa, a 1HaKIIe MepeuTH 10 KpPoKy 7.

8. Bupamutu iHdopmamio mpo B-Thamke YHCIo, MO BiAmoBigae psaaky jO 3 HyIbOBHMH
3HAUEHHSMU €JIEMEHTIB IepeTBopeHoi maTpul. [IpucBoitu:

a. VA[i] = VI[i] + 1, ne i >VM[tjo];
b. VM[tjo] = VM[nb]; VM[nb] = 0;
c. Vb[tj] = Vb[nb]; Vb[nb] = 0;

d. nb=nb-1

e. IlepeiTtu 1o Kpoky 2.

IMpukaaau 3acrocyBanns aaroputmy MLB. Tlpuxman 1. Hexait p =23, q =97, N = 2231,
po3mip (paxTopHoi 6asu: L2 = 4, inteppan npocitoBanns: L® = 67, mouarkose 3HaueHHS X0 = XX =

JN =48

Enementu dakropnoi 6asu: 2, 5, 11, 17.

EnemenTu dakropHoi 6a3u moaBoeHoi nosxunu: 2, 5, 11, 17, 37, 43, 59, 71.

JaHni nipo B-riiajki yucia, iX MHOXKHHKHM Ta 3Ha4eHHs eleMeHTiB BektopiB Ve[] Ta VI[] 3a
eJlIeMeHTaMHu 0a3u HaBeaeHO B Ta0i. 1.

69



P-ISSN 2411-1031. Information Technology and Security. July-December 2017. Vol. 5. Iss. 2 (9)

Tabmuus 1 — Jlani npo B-rmanki uncna mist N = 2231

Howmep dx | e N Bektopu | 3mnax | Enementu gakxropHoi 0azu
B-rnaaxoro T Ve ta Vf R 2(5(11|17|37]|43|59]| 71
0 Ve 0 0/0|{0|0]0]|0|0] O

B} - Vf 2 3/4/5/6]7(8]|9]10

Ve 0 1/1/0/1/0]0]0| O

! ! 170 Vi 2 3/4/5|5/6[7|8]9
Ve 0 1/1/0/0|1]0]0| O

2 3 370 Vi 2 3/4|5|5|5[|6|7] 8
Ve 0 0/0{1/0]0]21|0]O0

3 4 473 Ve 2 3/4|5|5|5[5|6]7
Ve 0 1/0/0]2|0]0]0| O

4 > | o Vi 2 [2(3|4]4]4]4]5]6
Ve 0 1/4/0/{0/0]0]|0| O

> 11 1250 Vi 2 1121333345

6 12 1369 \\//(: 0 0/0{0|0]2]0|0] 0

Jlns OCTaHHBOTO 3 B-THNaJKuX YMCeNl OTPHMAaHO BEKTOp HOro MHOXKHHUKIB V€, B SIKOMY BCi
NOKa3HHUKH CTETICHIB MapHi, 0 BiIOBia€ yMOBaM Kpoky 5 anroputmy MLB.

Otpumani MHOKHUKH NI p=X-Y =60-37=23, p=X+Y=60+37= 97.

Ipuxnao 2. p =277, q=2917, N = 808009,

La=8, L°=555x0=xx=vN = 8990
EnemenTtu dakropnoi 6asu: 2, 3, 5, 11, 17, 31, 37, 47.
EnemenTu ¢dakropHoi 6a3u moaBoeHoi qowxunu: 2, 3, 5, 11, 17, 31, 37, 47, 53, 59, 61, 67, 71,
79, 83, 89.
Jani npo B-riafki 4ucia, iX MHOKHMKH Ta 3Ha4eHHs eleMeHTiB BektopiB Ve[] Ta VI[] 3a
elleMeHTaMu 0a3u HaBEACHO B Ta0JI. 2.

Tabmuis 2 — [ani npo B-rnaaxi uucna ans N = 808009

No | dx R Ve, 3Hak Enementu daxkropHoi 6a3u
- Vf R [2]5]11]17[37[43[59]71] 2| 5 [11]17]37]43[59]71
ol | Ve 0 |olofofo]olololololo]olofolof0]0
Vf 2 3/4[5]6[7|8|9/1011]12[13|14|15]16(17|18
Lol 100 Ve o0 |6|l1]/o]oflolojolololo]lolo]olo]0]0
Vf 2 3/3[4[5(6|7|8|9]10[11]12[13]14[15|16(17
5| o | 3700 | Ve 0 |6|/1]/o]ofololo]lololo]olofof1]0]0
Vf 2 3/3/4|5|6|7|8]9/(10[11]12|13]14|14|15|16
3 | 2 | 3400 Ve 1 |3lo]2|ol1]ololo|o]lofo|0]0O|0|0O]O
Ve 2 3/3|4]5|5(|6|7]8|9](10[11]12[13|13]14|15
Ve 0 [3]/o]2]o]olol1]ololo]olofolof0]0
4|4 | 7400 =7 2 3/3[4|5(5|6|6|7[8]9]10/11]12[12|13]14
Ve 0o [o|/3]of1]ol1]o]ololo]olofolof0]0
5 |5 | 9207 2 3/3[4[5(|5|5|5|6|7|8]9](10[11]11[12[13
Ve 0 [3|lalo]o]1lo]o]ololo|o|o]0]0]0]O
6 |6 |11016 — 2 3/3/4|5(44al4a]5]|6]7]8]9]10/10{11]12
Ve 1 |el1]1]1]/o]ololo|o]lolo|o]ol0|0O]O
7'6'1056()Vf 2 3/3[4]4|3[3[3|4|5]6]7]8]9]9]10/11
Ve 0 [4]/1]1]o]olololololo]1]of0lof0]0
818 | 14640 15 131314(4(33(34(5/6167/8/8|9]10

~
o
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[Iponosxenns Tabmuiii 1

o 110|768 v |5 155 4 4 3]53 4|5 6 5 677 |5]9
10|12 | 21902 i |5 5544|3155 a]s 6 5 677 |7]8
13 1220290 i |5 155 4 4|5 3]s 4 5 5|55 6 6 6|7
12|14 |25560| i |5 |5/5 4 4|5 3]s 4 5|5 5|5 5|55 6
13|16 | 29216 i |5 |55 4| a|3]55 4|55 5 5 5|5 4|5
14116263200 i |5 515 4 455 5 a5 44 l4 4 45 a
1521 [47125 i |5 |55]4|5[2]2[2]3|4[3]3]3[3]32]3
16 -22 36980 i |5 |5515 o[ 1]1[1]2]3 2 2 0 2]2]1[2
17|28 42075 i |5 55|51 o 0l0 0] 11011 1 1T ]0] T

VY pesynbTati 3HaifeHo 17 B-rmaakux ducen, cepea sikux ans 7 (B Tabn. 2 creneHi AUIbHUKIB
JUISl HUX BUJUICHI HAIIBXAPHUM) MaKCHMaJbHUN 32 3HAUEHHSM UIBHUK HE IEPEBHUIIYE 5-TO
eneMmeHTa dakTopHoi 6a3u, piBHOro 37. Taki B-rianaki uncia GopmyroTs MaTpULro M, 110 MiCTUTH 6
CTOBITYMKIB Ta 7 PSJIKIB, 7ic 4 Ta 5 PAIKA CHIBIAIAIOTh:

Ta6mums 3 — Marpuns M

3nax 1117 37| B~
quciia TJIagK1
0 102
23400
11016
210560
137125
238880
42075

OFRIFFP OOk O

OolRr|k ik o
olr|lolo|r|rkrlol N
o|k|r|r|lololo
ok |k|lololo
=== =]

Ipuxnao 3. p =509, q = 2857, N = 1454213, L* =8, L =669, X0 = xx =\/N = 1206.

EnemenTtu dakxropnoi 6a3u: 2, 17, 41, 53, 61, 89, 97, 103.

Enementu ¢akropHoi 0a3u MOJBOEHOI JOBXKMHU (B IYXKKax BKa3aHO IMOPSIKOBHA HOMEp
€JIeMEHTA):

2 (1), 17 (2), 41 (3), 53 (4), 61 (5), 89 (6), 97 (7), 103 (8), 107 (9), 113 (10), 131 (11), 163 (12),
167 (13), 173 (14), 179 (15), 181 (16), 191 (17).

[Ipu oxHakoBOMYy IHTEpBajll MPOCIIOBaHHSA y BHUMAAKy (GakTOpHOI 0a3u, M0 MICTUTH 8
€JIEMEHTIB, HE 3HAWJIEHO JIOCTATHBOI KUIBKOCTI B-Tiankux yucen. [Ipy BUKOpUCTaHHI pO3MIMPEHOT
¢dakrtopHoi Oazu oTpuMaHo 18 B-rnajkux 4Hced, Cepel SIKUX BHUSBHIOCS YOTUPH, Yy SKHUX
MaKCHUMaJibHe 3HaYeHHs AUbHUKA 3 HEMApHUM IOKAa3HUKOM cTerneHs He nepesuirye 17. Jlani mpo
Taki B-TyIajiKi 4nciia, X MHOKHHKH Ta 3HAYCHHS eJIEMEHTIB BekTopiB Ve Ta VI 3a emementamu 0asu
HaBesleHO B Tabi. 4.Buaineni B-rnaaki yucna GopmMyroTs MaTpuiro M (1uB. Tadi. 5), 0 MiCTUTH 3
CTOBITYUKHU Ta 4 pANKH, 1€ 2 Ta 3 pSIKU CIIBIAIAI0Th.

[Tpu po3mmpenHi hakTopHOI 6a3u 301IbIIY€ETHCS KUTbKICTh uncen N, siki MOJKHA pO3KJIACcTH Ha
MHOXHHMKH METOJIOM KBaJIpaTUYHOTO peliera. BiqMidaeTbes Takox, IO ii 301IbIIEeHHS TPU3BOANUTh
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JI0 POCTY OOYHCIIIOBATILHOT CKJIQIHOCTI, OCKUTBKY JOUUIBHO 3HAXOIUTH OUTBITY KUIBKICTD B-TIaIKUX
yucen. [Ipore npu npoBeeHHI YUCETBHUX EKCIIEPUMEHTIB, JIe po3Mip GakTopHOi 6a3u 301JIbITyBaBCS
JIB141, BUSBUJIOCS, 110 3 BUKOPUCTAHHAM asiroputMy MLB vac, HeoOX1IHH 715 TIOMTYKY TOCTaTHHOT
KUTBKOCTI B-TJIaJIKUX YHCEJT, HAaBIIAKH 3MCHIIYBaBCS.

Tabmuus 4 — dani npo B-rnanki uncna s N = 1454213

Ne | dx R Ve, |3nak ITopsiikoBi HOMEpH eIeMeHTIB (PaKTOpHOI Oa3u
- Vil R [1]2]3]4|5]6]7]8|9]10[11]12]13]14|15]16]17
o | ~ |ve|loJofoJofo]oJo]o]ofof[o[0[0]O]O]O]O]O
vi| 2 [3]4]5]6]7|8|910]/11]/12]13]14|15]16]17]18]19
> | 4 | ga09 Ve | L [O]0J0J0JO]O[2]0]0]0]0[0[0[0[0][0]O
vi|l 1 [2]3]4]5]6|7|8|8]9/10[11]12]13]14]15]16|17
vel 1 |ol12]l2]/0]/0]0/0|l0]0]|0]|0]0|lO]O|O]O]|O
4 | -12 | -28577 Vil 1 [2]/2[3[4|5|6|7|7|8|9/(10/11(12(|13]13/|14|15
vel 1 |ol1]lo]o]o]o|o|lo]0]|0]|0]0|2]0|l0]0]0O
16'216'474113Ve121223455556764433
vel o [2]l12]o]o]o]ofol2]o]lo]o]olo]0olo0]0O]O
18 1269 |\ 721412 oo Tt (11231414445 6(5 12211

Tabmuus 5 — Marpuns M

3nax 2 17 B — rnaaki
yucia
1 0 0 -9409
1 0 1 -28577
1 0 1 -474113
0 0 1 721412

Y 4ucenbHUX eKCepuMeHTax aociimKkysamics 108 BinHocHO Manux ymcen, mo € 106yTKaMu
MIPOCTHUX P B Aiama3oHi p = 277 + 8369 ta npoctux q B giana3oni = 37811+ 48589. 3a pesynpraramu
00YMCIIeHb BCTAHOBIIEHO, 1[0 TPY BUKOPUCTAHHI BJIB1Yl PO3LINPEHOI (PaKTOpHOT 0a3u:

— yac, HeoOXigHMH a1 (OpMYyBaHHS JIOCTATHBOI KUIBKOCTI €l1eMEHTIB (pakTopHOi Oa3u
3MEeHIINBCA Ha 29%;

— 3arajbHa KUIbKICTh NMPOOHMX 3HAYEHb, L0 JOCITIKYIOThCS, 13 IHTEpBay NMPOCIIOBAHHSA
IpY 3HAXO/DKEHHI B-TNIafkuX yKcen (SKIIO JOCTAaTHIO iX KUIBKICTh HE BAAJIOCS 3HAMTH, BBAaXAJOCH,
10 BUKOPHCTAHO BECh 1HTEpPBAJ MPOCIIOBAHHS Bij —LP 1o Lb) sMmenmuiacs Bix 1056931741 no
370331821, To6T10 B 2,85 pazu;

—  KUIBKICTB uMcel N, IId SKuX He BJAJ0CS 3HAWTH iX MHOXKHMKM 3MeHIIuaacs 13 39612 o
227, To6to Ha 3.96% Bin 3aranpHOi KuibkocTi N. ¥V Bumaaky uucia enemeHTiB (akTOpHOI 0a3u,
piBaOrO L%, KOJNIM HE BHKOPHCTOBYBAaBCS CIOCIO BHOOPY JOCTAaTHBOI KiTBKOCTI B-TTIaJKUX YHCE,
KIIBbKiCcTh yncen N, I SIKHUX He BAAJIOCs 3HANTH 1X MHOKHHUKHU, cTaHoBmia 40084;

—  po3MipHicTh MaTpulli M npu 30iab1IeHH] (hakTOpHOT 6231 BIBIUI 3pOCTA€ B CEPETHHOMY B
1,8 pazmn.

BucHoBKH. B pe3ynbTarti yncenbHIX €eKCIIEPUMEHTIB [TOKa3aHo, 110 I HAHOIbIIT 3aTPaTHOTO
3a 4acoM eTamry METOAY KBaJPaTWYHOTO pelleTa, — MOIIYKY B-TIHagkhX YHCeld, — y BHIAAKY
301uIbIIeHHS (PakTOpHOI Oa3u BABIYI Ta (JOpMyBaHHS AOCTATHBHOI KIJTBKOCTI B-TJIaJKUX YHCEN:

— y cepenHboMy B 2,85 pa3u 3MeHIIMJIACA KiIbKICTh BUKOPHUCTaHHUX MPOOHMUX 3HAYEHDb 3
1HTepBaly MPOCIIOBaHHS MPH 301IbIIeHH] po3Mipy Matpuui M B 1.8 pasu;

— Ha 29% 3MeHIIMBCS 3arajbHUI Yac Ha MPOCIIOBAaHHS MPOOHMX 3HAUYEHb Ta (GOPMYBaHHS
JOCTaTHBOI KimbKocTi B-rmaaxux a1s 10° BapianTis paxropusopannx uncen N;

— Ha 3,96 BiICOTKIB BiJ 3aranbHOi KITbKOCTI N, M0 po3KIamanucs Ha MHOXKXHUKH,
301LIBIIMIIACH KUTBKICTh BAANUX (DaKTOpPHU3AIliil MOPIBHAHO 3 0a30BUM METOJOM KBaJpPaTUYHOIO
peuera.

72



P-ISSN 2411-1031. Information Technology and Security. July-December 2017. Vol. 5. Iss. 2 (9)

[1]

[2]
[3]

[4]
[5]

[6]
[7]
[8]

[1]

[2]
[3]

[4]
[5]

[6]
[7]
[8]

CIIMCOK BUKOPUCTAHOI JIITEPATYPU

C. Pomerance, “The quadratic sieve factoring algorithm”, in Proc. of EUROCRYPT 84. A
Workshop on the Theory and Application of Cryptographic Techniques, Paris, 1984. pp. 169-182.
doi: 10.1007/3-540-39757-4 17.

Landquist E. “The Quadratic Sieve Factoring Algorithm”. [Online]. Available:
http://www.cs.virginia.edu/crab/QFS_Simple.pdf . Accessed on: Sept. 19, 2017.

C. Pomerance “Analysis and comparison of some integer factoring algorithms”, in
Computational Methods in Number Theory, vol. 154, Amsterdam, Netherlands: Math. Centre
Amsterdam, 1982, pp. 89-139.

C. Pomerance, “Smooth numbers and the quadratic sieve”, Algorithmic Number Theory,
vol. 44, pp. 69-81, 2008.

Y.Y.Song, Primality testing and integer factorization in public-key cryptography, New York,
USA: Springer Publishing, 2009.

doi: 10.1007/978-0-387-77268-4.

R. Crandall, and C. Pomerance, Prime Numbers. A Computational Perspective, New York,
USA: Springer Publishing, 2005.

N.A. T'opoenko, B.M. Jlonros, A.B. Ilotmiti, u B.H. ®enopuenko, “AHanu3 KaHaJIOB
ysI3BUMOCTH cucteMbl RSA”, bezonacnocmo ungpopmayuu, Ne 2, ¢. 22-26, 1995.

Daniel R. L. Brown, “Breaking RSA may be as difficult as factoring”. [Online]. Available:
https://eprint.iacr.org/2005/380.pdf. Accessed on: Sept. 19, 2017.

Crarts Hagidnuia g0 penakiii 26 Bepecust 2017 poky.

REFERENCE

C. Pomerance, “The quadratic sieve factoring algorithm”, in Proc. of EUROCRYPT 84. A
Workshop on the Theory and Application of Cryptographic Techniques, Paris, 1984. pp. 169-182.
doi: 10.1007/3-540-39757-4_17.

Landquist E. “The Quadratic Sieve Factoring Algorithm”. [Online]. Available:
http://www.cs.virginia.edu/crab/QFS_Simple.pdf . Accessed on: Sept. 19, 2017.

C. Pomerance “Analysis and comparison of some integer factoring algorithms”, in
Computational Methods in Number Theory, vol. 154, Amsterdam, Netherlands: Math. Centre
Amsterdam, 1982, pp. 89-139.

C. Pomerance, “Smooth numbers and the quadratic sieve”, Algorithmic Number Theory,
vol. 44, pp. 69-81, 2008.

Y.Y.Song, Primality testing and integer factorization in public-key cryptography, New York,
USA: Springer Publishing, 2009.

doi: 10.1007/978-0-387-77268-4.

R. Crandall, and C. Pomerance, Prime Numbers. A Computational Perspective, New York,
USA: Springer Publishing, 2005.

I.D Gorbenko, V.I. Dolgov, A.V. Potiy, and V.N. Fedochenko, “Analysis of RSA system
vulnerability channels”, Information security, no. 2, pp. 22-26, 1995.

Daniel R. L. Brown, “Breaking RSA may be as difficult as factoring”. [Online]. Available:
https://eprint.iacr.org/2005/380.pdf. Accessed on: Sept. 19, 2017.

CTEIIAH BUHHINY VYK,
BUTAJIMA MUCBKO

YCOBEPHIEHCTBOBAHHUE METOJA KBAJIPATHUYHOI'O PEIIETA HA

OCHOBE MCIIOJIb30BAHUSI PO3IIMPEHHOM ®AKTOPHOM BA3Bl W
O®OPMUPOBAHUSA JOCTATOYHOTI'O KOJIMYECTBA B-TJIAAKUX YNUCEJI

B I/IH(1)OpMaHI/IOHHO-TG.]'ICKOMMYHI/IKaI_[I/IOHHI)IX CUCTEMAX JJIA PCUHICHUA 3aJa4dd 3alluThbl

uHpopMalMu dYacTo HCHoib3yloT RSA anroputM. B ocHoBe kpumnrocToiikocTH Haubosee
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MOIMYJISIPHOTO CETOAHSI ACCUMETPUYHOTO KpUNTOANropuTMa RSA JIeXUT ClnoXHOCTh (pakTopu3anuu
OOJIBIINX HENBbIX Yncen. MeTol KBaApaTUYHOTO pellieTa sIBIsIeTCs Ty4YIIUM METOI0OM (pakTopu3aluu
yucen, pasmMepoM MeHble 110 mecaTnuHbiX 3HaKoB. Hawmbosee 3arpaTHON MO BpEMEHH YacThIO
aIropuTMa KBaJApaTUYHOIO pelieTa SBiseTcs mpolecc npoceuBanus. Pazmep paxTopHoii 6a3b1 — 3TO
OJIMH U3 KIFOUYEBBIX MapaMeTpoOB, KOTOPBINA ompesenseT d3PpGEeKTUBHOCTh allTOPUTMA MTPOCEUBAHUS.
Bonbioit pazmep dakTopHOl 6a3bl TpeOyeT MOMCKa OONBIIOTO KOJUYECTBA B-TIAAKUX YUCEI, YTO
yYBEJIMYUBAET o0IIee BpeMs BBIITOJIHEHU anroputMa. Korna pasmep MeHbie Heo0X0IMMOoro, Tor1a
HE yJacTcsl HalTH JOCTaTOYHOTO KOJIMYECTBA B-riaakux uucesl. B 1aHHOW cTaThe MpeioxKeHO
METO/1 OTIPEICICHUSI U UCIIOJIH30BAaHUS JOCTATOYHOIO pa3Mepa B-riiaikux 4ucel, Ipyu yBEIMUYCHUN
pasMepa GhakTOpHOU Oa3bl BABOES, B CPABHEHUH C 0a30BBIM AJITOPUTMOM KBaApaTUIHOTO penrera. [Tpu
pacmmpeHnu (GakTOpHOH 0a3bl yBEIMYUBACTCS KOTMIECTBO Yrcel N, KOTOphIe MOYKHO Pa3JIOKHUTh Ha
MHOKHUTEJIM METOJIOM KBaJIpaTUYHOTrO pemiera. OTMeuaeTcs: TakKe, 4To €€ yBeJIMueHUEe MPUBOIUT K
POCTY BBIYMCIUTEIBHON CIOXKHOCTH, MOCKOJIBKY IEJIeCO00pa3HO HAXOAUTh OOJbIIee KOJIMYECTBO
B-rnankux yucen. Ho, mpu npoBeeHNN YUCICHHBIX YKCIIEPUMEHTOB, T/ie pa3Mep (GaKTOpPHOUH Oa3bl
YBEJIMYMBACTCSL BJBOE, OOHAPY>KEHO, UYTO C HCIOJIb30BAHUEM MPEJI0KEHHOIO alropuTMa Bpems,
HE00X0UMOE I [TOMCKA I0CTATOYHOI'0 KOJIMYECTBA B-TiIaIkuX 4Kcesl, HI0OOPOT yMEHBIIAETCS.

KuroueBble cjioBa: KBaJpaTHMUHOE pPEIIETO, pacliupeHHas (akTopHas 0a3a, J10CTaTOYHOE
KOJM4YEeCTBO B-rnaaxux, HHTEpBaJl MPOCEUBAHUs, TPOCTHIE YHCIIA.

STEPAN VYNNYCHUK,
VITALII MISKO

IMPROVEMENT OF THE QUADRATIC SIEVE METHOD ON THE BASIS OF THE
EXTENDED FACTOR BASE AND USING AVAILABLE QUANTITY OF B - SMOOTH
NUMBERS

In information and telecommunication systems, RSA algorithms are often used to solve
information security problems. At the core of the cryptostability of the most popular today
asymmetric cryptographic algorithm RSA is the complexity of the factorization of large integers.
Quadratic sieve method is the best for factorization of integers under 110 decimal digits or so. The
most time consuming part of the algorithm of a quadratic sieve is the sieving process. The size of the
factor base is one of the key parameters that determine the effectiveness of the sieving algorithm. Too
large factor base requires the search for a large number of B-smooth numbers, which increases the
total execution time of the algorithm. When the size is less than necessary, it will not be possible to
find a sufficient number of B-smooth numbers. In this paper, the method for determining and applying
a sufficient size of B-smooth numbers with doubling the factor base size in comparison with the basic
algorithm of a quadratic sieve is proposed. With the expansion of the factor base, the number of N
numbers increases, which can be decomposed into factors by the quadratic sieve method. It is also
noted that its increase leads to an increase in computational complexity, since it is advisable to find a
greater number of B-smooth numbers. However, when conducting numerical experiments, where the
size of the factor base increased twice, it turned out that using the proposed algorithm, the time
necessary to find a sufficient number of B-smooth numbers, on the contrary, decreased.

Keywords: quadratic sieve, extended factor base, available quantity of B-smooth, sieving
interval, prime numbers.
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