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AHOTAILUS

VY Xxoal BHUKOHaHHS JUIIOMHOI poOOTH OyJi0 peani3oBaHO CepBIC A
BIJAJICHOTO MOHITOPHUHTY Ta KEpyBAaHHA MPHUCTPOSIMH Yy peEaIbHOMY 4Yacy.
Apxitektypa npoekty noeguye REST ta WebSocket nporokomnu st 3a6e3neueHHs
JIBOCTOPOHHBOI KOMYHIKaIlli Mk CEpBEpPOM 1 KIIEHTCBKUMU 3aCTOCYHKaMHU.
CepBepHa yacTMHa peanizoBaHa 3 BukopuctanHsMm NestJS, PostgreSQL 3
PO3MIMUPCHHAM JIA p060TI/I 3 9aCOBUMH pPiAdaMH, a TAKOK KGHIYIO‘IOI CUCTCMU Ha
0a3i Redis, mo 3abe3nedye BUCOKY MIBUAKONIO. Y (OKyci peamizamii nepedyBae
yHi(iKOBaHa apXITEKTypa, 1110 3a0e3Meuye B3aEMO/III0 MK KIIEHTAMU Ta CEPBEPOM
3a gonomMoror mnporokony gRPC — cydacHOTO BHUCOKOMPOAYKTUBHOTO PIllICHHS
uisi OOMIHY MOBiToMJIEHHSAMU. Po3pobiieHo HaOip iHTepdeiciB ans 30MpaHHs,
oOpoOKM Ta 30epiraHHs TEJIEMETPUYHUX JaHUX Yy PEKHUMI peasbHOro yacy,
BKJIFOYAOYM HIATPUMKY PI3HHMX KJIACIB MPUCTPOIB.
KitouoBi ciioBa: aaMiHiCTpyBaHHS MPOEKTIB, MOHITOpUHT mpuctpoiB, JRPC, 10T,
TeJIEMETpis, ayTeHTH]IKaIlis, KellyBaHHs, poiboBuil goctym, WebSocket, REST,
NestJS, NodeJS

ANNOTATION
During the thesis, a service for remote monitoring and control of

[Mpuctpoi with real-time support was implemented. The project architecture
integrates the REST and WebSocket protocols, thereby facilitating bidirectional
communication between the server and client applications. The server side employs
NestJS, PostgreSQL with an extension for working with time series, and a Redis-
based caching system that provides high performance. The implementation is
centered on a unified architecture that facilitates client-server interaction through the
utilization of the gRPC protocol, a contemporary high-performance messaging
solution. A set of interfaces has been developed for the collection, processing and
storage of telemetry data in real time, including support for various classes of
devices.
Key words: project administration, device monitoring, gRPC, loT, telemetry,

authentication, caching, role-based access, WebSocket, REST, NestJS, NodelJS
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1 HAUMEHYBAHHS TA OBJIACTH 3ACTOCYBAHHSA

JlaHe TexHiuHe 3aBJlaHHS TIOITHUPIOETHCS Ha PO3POOKY CepBicy s BiJIaIeHOTO
MOHITOPHHTY CTaHy Ta KEpPyBaHHS TPUCTPOSMHU Ta HOTo TMOMANBITy MIATPUMKY
BJIOCKOHAJICHHS CUCTEMH.

OOGrnacTi0O 3acTOCyBaHHS IIl€1 CHUCTEMU € aJMIHICTPYBaHHS Ta MOHITOPUHT
poOOTH CHCTEM IHTEPHETY pedeil B PI3HUX JOMEHAaX, a caMe: PO3YMHHX OyJHHKaX,
MIPOMUCIIOBUX a00 CKJIAJACBKHX 00’€KTax, MICBKIM 1H(PACTPyKTypli Ta CHUCTEMax

OXOpOHH.

2 IIIACTABU IJIA PO3POBKU

[TincTaBoto st po3pOOKHU TaHOT CUCTEMH € 3aBIaHHs JUJIsl BAKOHAHHS poOOTH
KB (PIKALIITHO-OCBITHBOIO  PIBHS «OakaaBp IHKEHepll  MpOorpamMHOro
3a0e3nedeHHs», sSKkuil OyB 3aTBep/keHuil (Qaxkynprerom “IHpopMaTtuku Ta
O00UYHCITIOBAILHOI TEXHIKK Kadeaporo oO0UMCIOBaIbHOI TexHIKM HarioHansHOTO
TeXHIYHOro YHiBepcutTeTy Ykpainu «KuiBcbkuii [lomiTexHIuHMi IHCTUTYT IM. [rops

CiKOpCBKOTOY.

3 META TA IPU3HAYEHHSA PO3POBKU

Meroro Ta npu3HAYEHHSM J1aHOi poOOTHM € yHH}IKAlisd Ta CHPOLICHHS
aJMIHICTPYBaHHS 1 MOHITOPUHTY CHCTEM IHTEpPHET peyYel NUISIXOM CTBOPEHHS
CTaHAApTU30BaHOi Mmiuat@opmu, sika OyAe CIyryBaTH YHIBEPCAIbHHM «ILAPOM

abcTpakiii» MK (PI3UYHUM IPUCTPOEM Ta KIHLIEBUM KOPHUCTYBAaYEM.

4 TKEPEJIA PO3POBKU

JI>xepenom po3poOKH TaHOTO JUIIJIOMHOTO MPOEKTY € O(iliifHI TOKyMEHTaIlii,
nyOJikalli Ta cTaTTi B Mepexi [HTepHeT Ha JaHy TeMy, HayKOBO-TEXHIYHA

JiTeparypa.

Apk.

3m.

[AJI11.467200.002 T3 9
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S TEXHIYHI BUMOI'N

5.1. Bumoru 10 po3po0JieHOro NPOAYKTY
P03p06neHa CUCTCMA Ma€ BUKOHYBATH TaKl BUMOTH:

e [IpocTuii 1 iHTYITUBHO-3pO3yMUINI cepBepHUl 1HTEpdENC A B3a€EMOIII.

e Hamatu MOXIMBICTH KOPUCTYBady MIAKIIOUEHHS (i3MYHUX MPUCTPOIB 3
CHCTEMHU IHTEPHET peuei.

e CrBopUTH YyHIBEepcaJdbHUM 1HTEepdENC ISl MIAKIIOYEHHS MPUCTPOIB Ta
MOXJIMBICTIO JIETKO1 1HTErpaiii HOBHUX HE3aJIEKHO BIJI IPOTOKOIY
B3aEMO/III.

e Hagatu BuuepnHy Ta 3pO3yMUTy JOKYMEHTALII0 1O pPO3pO30JIEHOro
IPOAYKTY.

5.2. Bumoru 10 nporpamMHoro 3aée3ne4yeHHs

e OC Windows, Mac uu Linux.

e Node.js Bepcii 20.X abo Buiie

e Yarn Bepcii 4.9.X abo Buiie

e PostgreSQL Bepcii 16.X abo Buiie
e Redis Bepcii 7.X abo Buie

5.3. Bumoru 10 anapaTHOI YaCTHHHU

e [IIT na apxitekrypi AMDG64 (x86_64) abo ARM.
e RAM Hne menmie Hix 4 T'b.

Apk.

3m.

Apk.
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6 ETAIIN PO3POBKH

Ha3Ba eTamiB BUKOHAHHSA

TepMiH BUKOHAHHS

3aTBepIKEHHS TEMH POOOTH

10.01.2025 - 17.01.2025

BuBuenns ta anani3 3aBIaHHs

24.01.2025 - 16.03.2025

Po3po0ka apxiTekTypu Ta 3araibHOI
CTPYKTYPH CHCTEMHU

16.03.2025 — 01.04.2025

Po3pobka cTpyKTyp OKpEMHUX YaCTUH CUCTEMU

01.04.2025 — 11.04.2025

[Iporpamua peanizaiiisi CHCTEMHU

11.04.2025 — 01.05.2025

BunpasneHHs NOMWIOK

01.05.2025 — 25.05.2025

OdopmieHHs MOSCHIOBATILHOT 3aMUCKU

29.05.2025

3m.

Apk. Ne moxym. Mignuc | dara
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IHEPEJIIK CKOPOYEHDb

(Internet of Things) IaTepuet peuei

(Application Portable Interface) ITpuknagawmii inTepdeiic qomaTky
(JavaScript Object Notation) O6’exT 3anmcy JavaScript

(Remote Procedure Call) BignaneHuit BUKJIMK IpoOLEIypr
(Representational State Transfer) [Tepenada penpe3eHTaTHBHOTO CTaHy
Cuctema Ynpasniaas bazoro [{anux

(Simple Query Language) IIpocta MoBa 3amnuTiB

(Amazon Web Services) Mepesxesi cepicu Amazon

(Message Queue Telemetry Transport) Tpancmopt TeaemeTpii yepru
MIOB1JIOMJICHb

(Hyper Text Transport Protocol) TpancmopTHuii mpOTOKOJ Trimep-
TEKCTY

(Transport Layer Security) besneka TpaHCIOPTHOTO PiBHS

(Time To Live) Yac sxutts

(Standard Developer Kit) Crannaptauit Habip po3poOHHKA

(google Remote Procedure Call) Bigmanenuii BUKIUK Hporieaypu 3a
crangaptom Google
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(Universally  Unique Identifier)  VHiBepcambHO-yHIKATbHHMA
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BCTYII

TexHonorii cTpiMKO 3MIHIOIOTBCSI Ta pPO3BUBAIOThCA. [loOyTOBI mpuiany,
KOHBEEPHI JIHI{, TPAaHCIIOPTHI 3aCO0U ¥ HaBITh JIIXTapi MICLKOT'O OCBITJICHHS Jeai
yacTiie Ha0yBalTh 3JJaTHOCTI aBTOHOMHO 30MpaTH JaH1, IepeaaBaTh iX Y MEepexy
Ta pearyBaTH Ha BigjayieHl koMaHau. Llei 3cyB BijJ JOKanpHOI aBTOMATH3AIli A0
OB’ SI3aHUX MIX COO0I0 «PO3YMHHX» 00’ €KTIB € OCHOBOIIOJIOKHUM ISl BAHUKHEHHS
TAKOTO MOHSATTH, 5K «IHTepHeT peueit». Lle cTBOpIOE SIK 1 BETMKI MOMXJIMBOCTI, TaK 1
HOBI BUKJIMKU OJTHUM 13 IKMX MOXK€ OyTH CKJIQJHICTh IHTErpallii pi3HUX MPUCTPOIB y

€MHY CUCTEMY.

OpHi€l0 3 TOJIOBHUX MPOOJIEM MpU CTBOPEHHI CUCTEM IHTEPHETY pedell sBIisie
co00I0 MUTAHHS CYyMICHOCTI OKpEMUX MIPHUIIAJIIB BiJl pi3HUX BUPOOHUKIB. KokeH 3 Hux
IIPOCYBAa€ BJIACHY LIUHY 3B 3Ky, BIaCHUN (pOpMAaT OB1IOMIIEHD 1 HEPIAKO — BIIACHY
iH(DpacTpyKTypy JUIs 30epiraHHs JaHux. [HXKeHep, sSIKUil HamaraeTbcs MoOymayBaTH
KOMILJIEKCHY CHCTEMY MOHITOPUHTY, 3MYIICHHA MIATPUMYBATH BEJIUKY KUIBKICTh
NpaiiBepiB, IUIO31B Ta KOHBepTOpiB. Lle He numie yckinaaHioe MacmTaOyBaHHS i

00CITyroByBaHHs, a i1 MOK€ MIJABUILUTH (DIHAHCOBI BUTPATH.

Came TOMY HEOOXIZIHO CTBOPUTH CEpBIC SIKUI JO3BOJHMTH YHHU(IKYBaTH
MIIKIIOUYEHHS TPUCTPOIB Ta CHPOCTUTH iX KOHTpodb. CepBic il BiAIaJIE€HOTO
MOHITOPUHTY CTaHy Ta KEpyBaHHS IMPUCTPOSMH, Ma€ JIO3BOJIMTU MIAKIIOUUTH
JeKUIbKa TPUCTPOIB 0€3 TPUB’S3KH A0 JpaiiBepy ab0 MPOTOKOJIB 3’€qHAHHS.
OcHOBHA i7iesl TOJSTa€E B PO3JAUICHHI CHCTEMH Ha JBa 4YiTKi mapu. llepmuit —
yHIBEpCalbHUM CEpBIC, SIKUW 30Hupae U 30epirae moAii Ta TeIEMETPIO 3 MPUCTPOIB,
BIJICUJIA€ CIIOBIIIEHHS 32 BCTAHOBJIICHUMH KOPHUCTYBadeM YMOBaMHU Ta 3a0e3neuye
0e3neKy 3a IOIOMOT 010 YITKOT POJIbOBOI MOJIEN 10CTyITy. Jpyruii — 1ie anantep saxkuii
yHi(ikye iH(hopMaIlito OTpUMaHy 3 MPUCTPOIB A0 CTAHAAPTY, AKE MIATPUMYE SAPO, Ta
BiJIIpaBJsi€e ii Ha 30epexeHHs B Aapo. BiH Mae OyTr MpOCTUM Ta BUKOHYBATH JIUIIIC

MOCEPEAHUIIBKY (PYHKIIITO.
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Takuii miaxiag MOKe 3HaYHO CIIPOCTUTH MOAAJIbIIE MAaCIITa0yBaHHS MPOEKTY.

Hampukinaa, mosBa HOBOTO Kjacy MPUCTPOIB MOXKE MOTPeOyBaTU PO3IIUPEHHS

nporpaMHoi 6a3u 6e3 mepeOymoBu Bci€l apxiTekTypH. LleHTpamizoBanuii noctyn

CIIpOIIy€ aaMIHICTPYBaHHS Ta MOHITOPHHT, a Y3TO/DKEHHUM ¢opmaT TenemeTpii

MOJIETIIy€ 11 ToJaiblry oOpoOKy Ta BHUBYCHHS, TaK sIK 30epiraeTrbcsi B OAHIN 0asi

JaHHUX. TOMy, 3 HAIIMCAHOI'o0 BHIIC, MOXHA 3p06I/ITI/I BHUCHOBOK, IIIO IIMTaHHA

CTaHJapTU3aIlil

MOHITOPHHTY CHCTEM 1HTEPHET peyeil € BaKIIMBHUM.

MiJKII0YEHb TPUCTPOIB Ta CHOPOLIECHHS aJMIHICTpYBaHHSA W

3m.
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PO3ALJI 1 OI'JIAA A ICHYIOUUX CUCTEM

1.1 OcHOBHI NOHATTS Ta BUMOTH

[arepuer peueir (I0T) me cykynHicTh (i3MYHHX HPUCTPOIB, OCHAMICHHUX
3aco0aMHu MEpEeKEBOTo 3B’ 3Ky, BOY0BAHOIO JIOTIKM Ta ineHTudikalii. 11 mpuctpoi
3J1aTHI CAMOCTIMHO CTBOPIOBATH, MPUUMATHU J1a 0OMiHIOBaTHCS JaHUMU. KoxeH Takuit
IPUKIIA] Ma€ CBiil HA0Op ceHcopiB a00 aKTOPIB Ta MPALIIOE 3a BIACHUM MPOTOKOJIOM
[1].

Habopu ceHcopiB 30uparoTh JaHi, SKi IOTIM ITOTOKOBO IE€PEIAIOTHCS
npuctpoeM. Lli naHi Ha3uBaKwTh Tenemerpiero. TemeMeTpuyHe MOBIIOMIIEHHS Mae
OyTH MIBHJIKUM, CTPYKTYPOBAaHUM Ta CEMaHTHYHHUM. Takoxk, Taki MPUCTPOI 3/1aTHI
OoOpoOJISITH KOMaHIW BIJ aKTOPiB 1 BIJMNOBIAATH HA HUX IMIJTBEP/KYIOUU YU
BIIXWISIIOYM TaKy KOMaHJy, SIKIIO BOHA HE MpaBWJIbHA, YM IIOChH IMIIIIO HE TaK.
Komanaum MoOXyTh BIAMOBIIATH 3a YBIMKHEHHS YW BHUMKHEHHS MPHUCTPOIO,
KaJIIOpyBaHHS CEHCOPIB UM MIPOCTO OTPUMYBAHHS TIOTOYHOT'O CTAaTyCy.

OCHOBHMMH BUMOTaMH JI0 CEpBICY OyJe MiATPUMKA HAWMOMIUPEHIITNX
MPOTOKOJIIB 3’€QHAHHSA, Ta JIeTKA MOXJIMBICTh JJIsl i PO3IIMPEHHS, sKka He Oyje
noTpeOyBaTH BEIMKHUX 3MiH Yy apxiTekTtypi. CepBic Mae OyTH CTaOUIHLHUM Ta OyTH
TOTOBUM JI0 CTPIMKOTO 30LJBIIEHHS KUIBKOCTI PO3YMHHX MPHUCTPOIB Ta KIHIIEBUX
KOpPHUCTYBauiB. {151 1[bOro cucTemMa Ma€ MaTu rapHy 3410HICTh A0 MacITaOyBaHHS,
SIK BEpTUKAJIBHOTO, TaK 1 TOPU30HTAIBHOTO.

KpimM BHII€3a3HAUYEHOT 0, BAKIIMBO TaKOXkK M010aTH U mipo Oe3nexy. OTpuMaHHs
TEJIEMETPUYHUX JAHMX Ta 1HIIA B3aEMOJIS 3 NPHUCTPOSIMU Mae BiAOyBaTHCS B
1301p0BaHI Mepexi. KiHleBuii KOpUCTyBad Ma€ JOCTYI JIMIIE O MPHUKIATHOTO
piBHs APl skuii € 3aXHILEHUM Ta PEryJro€ AOCTYI O BHYTPIIIHIX JaHUX HAa OCHOBI
YITKOI POJIbOBOI MOJIENI «KOpHUCTyBau/aaMmiHicTpaTop». KoMmyHikarlisi Ha piBHI MK

CEpBEPOM 1 IPUCTPOSMHU MAE UTHU N0 3aXUILEHOMY KaHaTYy.
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[Ile omniero BUMOTOK MOXKe OyTH 30epiraHHs TEJIEMETPUYHUX JIaHUX Ta
MO>KJIMBICTb iX 3aMUTY JIJISl MOAANIBIIOTO aHali3y. A TakoX, GyHKIIIOHAT CTBOPEHHS
ABTOMATUYHHX CITOBIIIICHB 32 BCTAHOBJICHUMHU YMOBaMH.

1.2 Ilpukaaau iCHylOUMX pillleHb

Ha punky icHye ynMana KijabkicTh pimeHb aisa 10T cuctem. KokHe Mae cBoi
nepeBaru Ta Hemomiku. PosrisHemo HasiBHI miaTdopMu, aOu BH3HAYUTH Ha SIKI
€JIEMEHTHU BapTO 3BEPHYTH yBary, a sKi HamucaTu camocTiiiHo. byno posrisHyTo 3
3arajibHOJIOCTYITHUX PIIICHHS, 3 AKUX 2 MPOMNpIETApHUX Bl Kopriopallii Amazon ta
Microsoft, ¥ oaHe 3 BIIKPUTUM BUXITHUM KOJOM.

1.2.1 Sinpo po3ymuux npuctpoiB Amazon

AWS loT Core mno3uIlioHyeTbcs SIK KepOBaHa XMapHa IulaTgopma, 3/aTHa
OJTHOYACHO OOCITyTOBYBAaTH MUIBSPIU MPHUCTPOIB Ta MAPIIPYTU3YBATH TPUIHHOHU
MOB1JIOMJIeHb 0€3 MoTpeOu B aJMIHICTpyBaHHI cepBepHOi 1HPpacTpykTypH. CepBic
Hamae HaOip BucokopiBHeBUX APl it SDK, mo cnpormrytoTs iHTerpailito BOyA0BaHUX
cucteM, BeO Ta MOOUIBHHX 3aCTOCYHKIB 3 ekocuctemoro AWS, 3amumraroun 3a
Amazon BIANMOBIJATBHICT, 32 aBTOMAaTUYHE MAacCIITa0yBaHHS, OHOBJICHHS Ta
MOHITOPUHT sijipa mardopmu [2].

KitouoBrMHM JTaHKaMU apXITEKTYPH € IUTI03 IPUCTPOIB Ta OPOKEP MOB1IOMIICHb.
[I71:03 BUKOHYE pOJb TOYKU BXOAY i MIATPUMYE TOBTOTPUBAJIL IBOOIYHI 3’ €ITHAHHS
yepes npotokoi Tenemerpii MQTT, fioro BapianT moBepx BeO-COKETIB 1 3aXUIICHUN
MPOTOKOJ TepelaBaHHs TinepTekcTy. KoOMIoHeHT aBToMaTuyHO MaciTabyeThes 3i
3pOCTaHHSIM HABAaHTAXXEHHA, 3a0€3Meuyloud HU3bKY 3aTPUMKYy OOMIHY JaHUMH,

CITpOIIIeHa cXxema HaBeJieHa Ha Puc. 1.1.

AWS IoT Architecture

Data services) Control services\ Device software\

‘ AWS loT SiteWise | ‘ AWS loT Events | ‘ Amazon Kinesis Video Streams ‘ AWS loT Device Defender ‘ ‘ AWS loT Core ‘ | FreeRTOS | ‘ AWS loT ExpressLink ‘ AWS loT Device SDKs ‘

l f l l i

‘ AWS loT TwinMaker ‘ ‘ AWS loT FleetWise ‘ AWS loT Analytics ‘ AWS loT Device Mgmt ‘ | AWS loT Device Advisor ‘ ‘ AWS loT Greengrass ‘ | AWS loT Device Tester ‘

Pucynok 1.1 — 3agBnena apxitekrypa AWS loT
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Bpokep moBigomIiieHb, CBOEIO UEPror, peaiisdye IadiioH «omyOsaikyBaTu /
mianucatucs» y  Mexax cnenudikamii MQTT 5.0, no3Bosisitoun  A€TaabHO
PO3MEXKOBYBATH OCTYII A0 TEM 3a MOJITHKAMH Ta TapaHTYIOUYH BUCOKY MPOITYCKHY
3JIaTHICTb 1] Yac MIMPOKOMOBHHUX PO3CHUIIOK.

Y 1pOMy KOHTEKCTI BapTO 3rajJlaTd MeEXaHi3M TNpaBWi: BiH 30arauye
MOBIIOMJICHHS, 3acTocoBye GinmbTpu 3 bJ/l-momibHum cuHTakcucoMm 1 Hajgami
MepPEeCIPSIMOBYE Pe3yIbTaTH JI0 1HIIMX CIYK0 XMapHOi maTdopmMu abo 10 CepBiciB
KIHIICBOTO KOpHCTyBaua. besmeka BuOyIyBaHa 3a MPUHIUAIIOM HACKPI3HOTO
mudpyBaHHs 1 B3aeMHO1 aBTeHTU(ikamii. XMapHHUI CepBIC I1HTEPHETY pedeit
npuitmae ceptudikaru  X.509, mignucaHi BIACHUM YA CTOPOHHIM IEHTPOM
ceptudikaiii, TATPUMY€E MIAMUC 3aMUTy YETBEPTOI Bepcii sl BEO-KIIEHTIB 1
JI03BOJISIE BIPOBAKYBAaTH KOPUCTYBAIIbKI MEXaHI3MHM aBTOPH3allii JIs TOKEHOBHUX
cxeM [3]. [Toennanus pykoctruckanHs TLS 1 MomiTHK iHTEpHETY pedei Ha/lae 3MOTy
JIETaIbHO pErJIaMEHTYBAaTH IpaBa ax JI0 OKPEeMOi TEeMH YU KOHKPETHOi il
(omyOGaikyBaTH, migmucatucs, mia’emHatucs). IloBimoMieHHs, 10 HAAXOIATH 31
IUTI03Y, MOXKYTh 0/ipa3y 00poOisTUCS MexaH13MOM npaBui. [IpaBuia 3anucyroTbes
y dopmi nceBao-SQL-BupaziB 1 103BOJAIOTH (DUIBTpYyBaTH, TpaHCPOpPMYBaTH Ta
MapuIpyTH3yBaTH JaH1 A0 MOHAJ JIECSITH CITyKO XMapHO1 eKocucteMu (Oe3cepBepHi
¢byHkuii, HepensuiiHa 0a3a, OO0’€KTHE CXOBHIE, MOTOKOBUW CEpBIC, CEPBIC
CHOBIIIEHb TOIO), & TAKOX 1HIIIIOBATH O13HEC-TIPOIIECH YU 3allyCKaTH BHUCHOBKH
MalIMHHOTO HaBYAaHHS — 0€3 PO3rOpTaHHs BJIACHUX BY3JI1B 00OpoOKH moaiil. Omiis
«0a30Be 3aBaHTAXKEHHS» JI0MIOMArae 3MEHIIIUTH BUTPATH, OMUHAIOYH OpPOKED IiJT 9ac
MPSIMOTO 3aMUCy JaHuX. Mojenb IIHOYTBOPEHHS JOTPUMYEThCS IPUHITUITY OIUIATH
3a (paKTUYHE CIIOKUBAHHS: OKPEMO TapuU(DIKyIOThCS XBUJIMHN aKTUBHOTO 3’ € THAHHS,
noBigomsieHHs (iHkpementrn mo 5 Kb), omepamii peectpy / TIHBOBOTO CTaHy
IPUCTPOIO T4 BUKJIMKU MEXaHI3My MpaBWI, TPUUOMY OOOB’S3KOBUX MIHIMAaJbHUX
IJIaTEeXIB HEMAE.

VY miacyMKy, pO3TISIHYTHH XMapHUN CEepBIC IHTEpHETY pedeil NEeMOHCTPYE

BHUCOKHI piBEHb 3piiocTi. MoysibHa apXITeKTypa, 0araTonpoTOKOJIbHA MIATPUMKA,
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THYYKl MexXaHI3MU O€3IleKd Ta IHTErpaiii, a TakoXX Mpo3opa cucrema OUIIHTY
pOOJISITH pIlICHHS NPUBAOIMBUM [JIsi CTapTamiB 1 BEJIUKUX IMANPUEMCTB, IO
NparHyTh IIBUKO BUBECTU MPOAYKT Ha PUHOK 0€3 3HAYHMX KaliTaJbHUX BUTpPAT Ha
iHGpacTpykTypy npomnpierapaux API 1 momituk AWS Moke BUMaratu peTesbHOro
IUTAHYBaHHS TpH Mmirpaimii abo moOyaoBI MyJIbTHXMAapHHUX pillleHb, OCOOJIMBO Y
BUIMAJKY CYBOPUX PETYISATOPHUX OOMEXKEHb 11010 30epiraHHs JaHUX.

1.2.2 Xa0 po3yMHuX npucTpoiB Azure

€ miacraBu BBaxatu, mo Azure loT Hub mocwmue koHKypeHIiro Mix
XMapHUMH €KOCHUCTeMaMM [HTepHeTy peueil, 00 BiH MPOIOHY€E €IMHUN KEpOBaHUI
ILTEO3 JUTS IPUAMAaHHS TeJIeMeTpil Ta BUKOHAHHS KOoMaH [4].

Xab IHTepHeTY peuell BUKOHY€ MO/IBliTHE TPU3HAYEHHS: 3 OHOTO OOKY, CIIyTye€
LHEHTPaJbHUM PEECTPOM 1IEHTUUYHOCTEM MPHUCTPOiB, 3 IHIIOr0 — 3a0e3neuye
HACKpI3HUHI KaHal OOMiHY JAaHUMH, FapaHTYIOUM JOCTaBKY TEJIEMETpii Ta KOMaH]
HE3aJIe)KHO BiJi OOpaHOr0 MPOTOKONY crodayudeHHs. CHpomieHud mnpuKiiaj
pO3TrOpTaHHs HaBeaeHO Ha Puc. 1.2.

ApXITEKTypHO cHUCTEMa TMOAUIETbCS Ha JABI IwomuHA. [lepma —
«IPUCTPOEOPIEHTOBAHA» — 00 €HYE BXIJIHI TOYKOBI 3’ €IHAHHS 3a JOIMOMOTOIO
MPOTOKOIY TEJIEMETpli, MPOTOKOJIY YEpr MOBIAOMJIEHb 1 3aXUUIEHOTO MPOTOKOIY
nepeaaBaHHs rinepTekcTy (yci B KIIaCHYHOMY Ta Be0-COKETHOMY BapiaHTax). [pyra
— CepBiCHa — HAJa€ MOTOKOBUW KypHAl TOJIi, CyMICHUU 31 IIIHO30M TOJIN
XMapHOi TaTtQopMu, TNPU3HAYEHUW /I CHOXKMBaudiB AaHuX. JKypHanm mnopii
PO30MBAETHCS HA YaCTUHU (710 TPUISATH IBOX ), 1110 MIHIMI3y€ HAaBAHTAXEHHS 32 YMOB
napajesibHUX Olepaliil YNTaHHS-3amucy 1 J1a€ 3MOTy TOPU30HTAIbHO HAPOLLYBaTH
MPOIYCKHY CIPOMOXHICTh 0Oe3 mpocToiB. bazoBa koHdirypamiss S1 rapaHTye
YOTUPHUCTAa THUCAY MOBIAOMJICHb Ha A00Y IJs OJHOTO €K3eMIUIApa, Tolal Ak S3
MacmTaOyeThes 10 TPHOXCOT MUTBHOHIB [5].

[linTpumKa 3rajlaHux TPOTOKOIIB OXOIUIIOE SIK CTaHAApPTHI, TaK 1 BapiaHTH
MOBEPX BEO-COKETIB: I1€ CYTTEBO TOJIETIIyE POOOTY uYepe3 KOPIMOPATUBHI MPOKCI.

[IpoTokon TeneMerpii i MPOTOKOJ Yepr MOBIAOMIIEHb 3a0€3MeuyloTh MIHIMAaJIbHY

3m.

Apk. Ne nokym.

ITinnuc

JHara

[AJIL.467200.003 113

Apk.

10




3aTPUMKY, TOMI SK 3aXWIIEHUH TiMEepPTeKCTOBUNM MPOTOKON TPU3HAUEHO JIJIsI
MaJoOpecypcHUX abo emi30AMYHO ITiJ €IHAHUX TMPHUCTPOIB. Pexomenmamii momo
BUOOpY OepyTh 10 YyBarm po3Mip KIIEHTCHKUX Oi0TI0TeK, HEOOXIIHICThH

MYIJIBTUIINICKCYBAHHA Td BUMOI'H 1O HOpTiB.

Edge-based solution

Devices
OPCUA server-02\ OPCUA server-01\
a a a1 a a
Camera-03 Camera-01 Asset-04 Asset-03 Asset-02 Asset-01
_ . V V
Camera-04 Camera-02

ﬁdg; runtime environment\

Southbound connectivity\

£1
Connectors

a1
Discovery agents

7 ;\\\;“«\

fa)
Message broker
(pub/sub)

]
Enrich

a1
Process

SecurityinSolution managementinHigh availability and disaster recoveryinScalability

Cloud)

e
OT management

]
IT management

Connect

Cloud services
£1 £1
Routing Storage

a
Analysis

]
Visualization

Pucynok 1.2 — [pukiazn apxitekTypH 3 Bukopuctanasm Azure 0T Hub
Mogens Oe3rnexku BUOyyBaHO Ha MOEAHAHHI CHMETPUYHUX TOKEHIB CITUIHHOTO
noctymy ta ceptudikariB popmary X.509. Jlyis mpoMHCIIOBUX CIICHAPIiB KOpIIOparlis
PEKOMEHyE CXeMy 3 MiMUCOM IIEHTPOM cepTudikalii, mo CHPOILyE POTAIIIO
KJIFOYiB 1 IIEeHTpaTizoBaHui ayauT. [1oMITHKY JOCTYMy peai3yrThCsl Yepe3 POIhOBE
KepyBaHHS pecypcaMH i JeTai30BaHl MOJITUKH caMoro Xaba, ki 0OMEXYyITh il

(omy0JiKyBaTH, OTPUMATH, BUKJIMKATH METOJ) Ha PIBHI OKPEMOT CYTHOCTI.
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KommoneHT MapuipyTu3aiii MmoBIJOMIIEHb Ja€ 3MOry 3a jgomnoMoror SQL-
noAiOHUX BHpa3iB BiA(PIILTPOBYBATH TEIEMETPIO, MOJIi KUTTEBOTO IMKIY abo
3MiHM UU(POBUX ABIMHHUKIB 1 CHPSIMOBYBAaTH iX 1O CTAaHAAPTHOTO MOTOKY YH
BU3HAYCHUX KIHIIEBUX TOYOK — 30KpeMa 00’ €KTHOIO CXOBHINA, CEpPBICY depr,
posmojinenoi Oasu ganux abo numo3y moxii. IliaTpumyerscs 30aradeHHS
3aroJIOBKiB, PE3€pBHI MapIIPYTH Ta 1HTErPaIlisl 3 MEPEKEI0 TOMINA I peaKTHBHOI
aBTOMAaTH3aIll.

OTxe, MOKHA JINTH BUCHOBKY, IO XMapHHH Xa0 1HTEpHETY peder dopmye
[UTICHE CEpPEeAOBUINE, JIe 3aXHCT, MapUIpyTH, HU(PPOBI ABIMHUKH, OHOBIICHHS W
aHATITHKA B3a€MOJIIIOTH y3roJi>KeHO. [IopIBHSIHO 3 MPOIMO3UINIEI0 1HIIOTO BETUKOTO
nocrayajibHUKa, rmiatgopMa poOUTh OCOOJIMBHUI aKIEHT HAa THYYKOCTI MEXaHi3MiB
aBTeHTH(}IKAIll Ta HaCHMYCHIN 1HTErparli 13 cepBicCaMHM «BEJIIMKUX JaHUX» BIIACHOL
EKOCUCTEMH.

1.2.3 ThingsBoard

PosrasinyTa BigkpuTa ¥ po3mMproBaHa IuiatrgopMma sk «IHTEPHETY pedeiiy
noOy/loBaHa Ha MIKPOCEPBICHUX 3acajax 1 Opi€HTOBaHA Ha 0araTOHOBUU PEKHUM
00CJIyrOBYBaHHS MPUCTPOIB, AKTUBIB 1 KOPHCTYBadiB. li SAPO HAMMCAHO s
BUKOHAHHS Ha BIPTyaJbHIN MaIIMHI Ta MOBH sIKa MIATPUMYE SIK MOHOJITHHM, TaK i
KJIACTEPHUI CIIOCOOM PO3TOpPTaHHS: Yy KJIACTEPl TOJOBHI KOMIOHEHTH B3a€EMOIIIOTh
gyepe3 Cclyk0y KoOopauHaIlli Ta CIHUIbHI 4Yeprd MOoAid, 1o 3abe3mnedye JiHiiHEe
rOpU30HTaJIbHE MacITA0yBaHHS 0€3 3yNHHOK.

3 mornAny mia’eqHaHHS OOJaJHAHHS MUaTGopMa OXOIUTIOE IIUPOKHUI HalIp
nporokoniB: MQTT (3okpema npodins «Crnapkiiary), TiNepTeKCTOBUH, TTPOTOKOI
00OMEKEHHX 3aCTOCYHKIB, TIPOTOKOJI KEPYBaHHS O3HaKaMHU Ta MEPEKEBE KepyBaHHS
npucTposiMu. JJis Mepex 13 BEIMKOI KUTBKICTIO BY3JIIB MEpea0adyeHo IMITI030BUI
MEXaHi3M, SIKMM arperye TeJIeMETpPilo BiJl MiJIETIIUX CEHCOPIB 1 mepeaac ii OHUM
3’€JHAaHHSM, 3MEHUIYIOUM BUTpaTH Ha aBTeHTH(]ikamito. [loBHa miaTpuMKa
MIPOTOKOTY KepyBaHHS O3HAKaMH, 30KpeMa cepBepa MOYaTKOBOTO HAJNAIITYBaHHS i

3aXUIIEHOT0 TPAHCHOPTHOTO PIBHS, pOOUTH PIMIEHHS OPUBAOIUBUM IS
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€HEProoaHUX CTUTLHUKOBUX CHUCTEM BY3bKOi cMyrd. Momaysbs oOpoOKH mpaBuil
IPYHTYETHCSl Ha JIAHIIOrax MpaBuil — Tpadi By3IiB, /1€ KOKEH €JIEMEHT BUKOHYE
aToMapHy Aito QinbTparii, 30araueHHs Y1 BUKJIMKY 30BHINIHBOI CITy:KOU. [HxKEHEp
dbopMye Takuil JIaHLIOT y TpapiyHOMY PEIaKTOpi, a CHCTeMa OJpa3y 3aCTOCOBYE
3MiHM 0€3 Tmepe3amycKy KoOHTelHepiB. besmeka opranizoBaHa OaraTopiBHEBO.
KoxHOMY IpHCTpOI0 MOXKYTh OyTH IpU3HAYEH1 TOKEHU JOCTYITY, CHMETPUYHI KITI0ul,
X.509-ceprudikaru abo o6mikosi 3anucu 3 JWT s B3aemHoi TLS ayrenTudikartii.
JlonaTkoBO peani3oBaHO KOHTPOJb MpaB Ha PIiBHI KIIEHTCHKUX 3aCTOCYHKIB 1
OKpeMHUX orepailii [6].

PonroBa Moenb TIPYHTYEThCS HA MaTpUIll JO3BOJIB, a MeXaHi3M CyO-
OpEeH/apiB JeNerye YacTUHY IMpaB MapTHEPCHKUM OpraHi3allisiM, MOKPAIlyldH
MPO30PICTh BIAMOBIIATBHOCTI. ApXITEKTYypy MiaaTdhopMu MOXHaA Tobauutu Ha Puc.
1.3.

Jlist cuenapiiB ouiaiiH-poOoTu po3pobieno komnoneHT ThingsBoard Edge.
Bin posropraerbcsa Ha nepudepii (Hanpukiaz, y mexy 4 Ha BiJJaJeHi MmiACcTaHIIil)
1 MICTUTB JIOKaJIbHY KOO PYILIisi MPaBUJI Ta Bi3yali3alli. CHHXPOHi3alis 13 XMapHUM
KJIACTEPOM B110YBAETHCS ACHHXPOHHO, 1110 3HUKYE 3aTPUMKY 1 3MEHIITy€ Tpadik Mix
cerMeHTamMu Mepexi. MoxkHa 3poOutu BHUCHOBOK, 10 ThingsBoard mnoennye
TPAHCIIOPTHI UUTIO3U, IU(POBI JNBIMHUKH, AHAIITUKY Ta CIHOCTEPEXKIIUBICTD Y
enuHOMYy BiakputoMy cteky [7]. Tlmatdopma 3a0e3medye TOpHU30OHTAIbHE

MacmTadyBaHHs, THYYKY MOIENb O€3MEKH Ta NIATPUMKY P13HOMaHITHUX IPOTOKOJIB.
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Pucynok 1.3 — 3asBiena apxirekrypa ThingsBoard

1.3 HopiBHsuIbHUIT aHATI3 ILIATHOPM

[TopiBusinaa Ttprox mnathopm — AWS IoT Core, Azure [oT Hub 1
ThingsBoard — mae 3mory rimbIne ycBiAOMHUTH, sika iH(GpaACTPyKTypa HauIimie
MIATPUMYE CEpPBIC BIAJICHOTO MOHITOPUHTY Ta KEpYBaHHS MPUCTPOSIMH. € MiICTaBU
BBAXKATH, [0 KOXKHA 3 HUX 3aKpUBa€ 0a30Bi MOTPeOW MiAKIIOUEHHS, 30epiraHHs Ta
00poOeHHs TeneMeTpii, OIHaK POOUTH L1€ PISHUMHU APXITEKTYPHUMHU HUIIXaMU, TOMY
BUOIp Oe3mocepeHhO BIUIMBATUME HAa BUTPATH, IIBUIAKICTH MPOTOTUITYBAaHHS M

pIBEHb KOHTPOJIIO HAJl JAHUMH.

Apk.
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Moskna takox 3a3HaunTH, 1110 AWS IoT Core ta Azure IoT Hub naparoth
MOBHICTIO KEpOBaHI OpOKEpH, OTKE TMOTCHIIWHUM KIIEHT (HAKTUYHO JeJIerye
MacmTabyBaHHS Ta 30epeXeHHS NaHMX XMapHOMY mpoBaiaeposi. ThingsBoard
HATOMICTh IIPOIIOHYE BIAKPUTHI KO/, 1110 pO3TOPTAETHCS Y IPUBATHOMY cepBepi abo
Ha MyOJIYHIX XMapHUX pecypcax. 3 1bOTO BUXOIUTD, 10, SKIIIO, MIATPUEMCTBO Ma€

BHCOKI BUMOTH 10 KOH(DIAEHIIHOCTI AaHWX abo Oakae amamTyBaTH SAPO TIiJ

HECTaHIAPTHHI ITPOTOKOJI, TO BOHM OLjIbII 0xoue BuOepyTh Self-hosted crienapii.

[Ilo6 3i0paTH KIIOYOBI XapaKTEPUCTHUKU Yy CTUCTIH

MPEACTaBUTH iX y TAOJTUYHOMY BUTJISI]II

dopmi,

JIOILJIBHO

Tabmuus 1.1 — ITopiBHAHHS KIIFOUOBUX XapaKTEPUCTUK KOKHOIO 3 CEpPBICIB

Kpurepiii AWS loT Core Azure loT Hub | ThingsBoard
Mooenv [ToBHICTIO [ToBHICTIO Biakputnii kon
DO320pMAanHs KEpOBAaHUI CEPBIC KEpOBaHUM CepBIC
lliompumyesani MQTT, MQTT WSS, | MQTT, MQTT | MQTT, HTTP
NPOMOKOIU HTTPS WSS, HTTPS
Macwmabysanns | ABTOMaTUYHE, JlomaBanus JlomaBanHsa HOJX
OpoKep MapTHUIIIOE | EIEMEHTIB t
TOIIKH
besneka TLS, X.509, TLS a6o X.509 TLS, TOKEHHU
abo X.509,
Bapmicmu Ormara 3a | Omnara 3a | Butpatu Ha
ITOB1JTOMJICHHS, ITOB1JTOMJICHHS, XOCTHUHT
Tpadik

3 bOTO BUXOAMUTH, IO MIBUAKWNA MPOTOTHI JOLUIBHO OymayBaTu Ha AWS a6o
Azure, 60 XMapHHI1 OpOKEp J103BOJISIE 30CEPEAUTHUCS HA O13HEC-JIOTII Ta IHTepderci
KopucTtyBada. Konu x cucreMa nepexoauth y a3y IpoOMHUCIOBOI eKCIuTyaTalli i
CTUKAEThCA 3 TOHKMMH BHMOTaMHU IIOJO JOKami3allli aHWuX, pPO3MIUPIOBAHOCTI
npaBui pyiist 1 BracHoro openayBanHs, ThingsBoard nae mmpmmii nmpocTip s

KacroMmizarii.
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BUCHOBOK 10 PO3JI1JIY 1

[IpoBeneHe nociiKeHHs J03BOIMIIO 310paTH LUTICHY KapTuHY JaHamadrty [oT-
m1aTGOpM, OKPECIIUBIIN KIFOUOBI MOHATTS, 0€3 AKUX HEMOXJIMBO PO3MOBIISITH PO
Cy4yacH1 CUCTEMH BiIJaJICHOTO MOHITOPHUHTY. ByJo 3’sicOBaHO, 1110 BUMOTH J0 TaKUX
pilieHb (QOPMYIOTBCSI Ha TMEpeTHHl O€3MeKH, MacmTaboBaHOCTI, THYYKOCTI
IIPOTOKOJIIB T4 PO3BUHEHOI €KOCUCTEMH THCTpyMeHTIB. CaMe 111 KpuTepii CIIyryBaiu
«JIAKMYCOBHM TaIipIieM» Mij] 4ac MOPIBHAHHSA IIaT()opm.

Ananiz AWS IoT Core npoaemMoHCTpyBaB, 110 XMapHI cepBicu Amazon
(aKTUYHO 3a/Jal0Th IHIYCTPIAJIbBHUNA CTaHAApPT. ABTOMATH30BaHE KEpPyBaHHS
ceprudikaramu, MiATPUMKA 0araTb0X MPOTOKOMIIB, a TaKOXK TIMOOKa 1HTErpaiis 3
iHmmMu cepicamu AWS 3a0e3reuyroTh MBUAKUN CTapT 1 Maike HEOOMEXKEHY
ropu30oHTaIbHy MaciTaboBaHicTh. Azure loT Hub, cBo€ro yeproro, poOUTh akIEHT
Ha KOPIOPATUBHUX CIieHapisx, npornonyoun «Digital Twinsy Ta noryxHuit Hadip
aHAMITUYHUX 1HCTPYMEHTIB. BOJHOYAC ySBHA JIETKICTh TIOYaTKy pPOOOTH
KOMIIEHCYEThCS JOBOJI ckiaaHoro Mmozaewno OumHry. ThingsBoard BupizHsieThes
BIJIKDUTUM KOJIOM 1 MOKJIMBICTIO CAMOCTIMHOTO XOCTHHTY, IO BIAKPHUBAE IIISAX 10
BUKOPHUCTAHHSA TUIAT(GOPMHU B CEPEIOBHUIIAX 13 CYBOPUMHU BUMOTAaMH JI0 JIOKAJTHLHOTO
KOHTPOJTIO JJAHUX, TPOTE HAKIIAJA€E BIAMOBINABHICTD 32 MIATPUMKY 1HOPACTPYKTYpHU
Ha BJIACHUKA PIIICHHS.

[TopiBHSAIBHUE aHAI3 MIATBEPIUB BICYTHICTh TaK 3BaHO1 «CPiOHOI KyJi». AWS
MOKa3aB HaMKpall pe3yibTaTH y MIBUIKOCTI PO3TOPTAaHHS Ta MIMPUHI CEPBICHOI
eKOCHCTEMH, TPOTEe BUSBUBCA UYYyTJIIMBUM JO BapTOCTI NpU BEIMKUX 0OcsaTax
TejaeMeTpii. Azure NepeKOHIMBO BUTIIAIA€ Y IPOEKTAX, 1€ MOTPiOHA TiCHA IHTETpaIlis
3 KOPIOPAaTUBHUM cTeKOM Microsoft, ane mocTynaeTbcsi KOHKYpEHTaM y MPOCTOTI
koH(pirypaii. ThingsBoard neMoHCTpye BUCOKY afanTUBHICTh 3aBJISIKU BIIKPUTOMY
KOy Ta MOJIYJIBHOCTI, IPOTE MOTPEOy€E MOMATKOBUX 3YCUJIb JJIsL JOCSITHEHHS PiBHS

B1JIMOBOCTINKOCTI, SIKUM «13 KOPOOKH» MPOIMOHYIOTh XMapHI MPOBaACPH.
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TakuM YuHOM,

3p06J'ICHO BHUCHOBOK,

mo BuOip MmIaTGopMu TOBUHEH

IPYHTYBaTUCA HE TUIBKM HA TEXHIYHUX XapaKTEPUCTUKAX, a W Ha CTpaTEeridyHUX

OOMEKEHHSAX TMPOEKTy, a came OIOKEeTi, BUMOTrax J0 MPUBATHOCTI JaHUX Ta

OUIKYBaHOMY HaBaHTaxxeHHI. OTpuMaH1 pe3yJbTaTH CTBOPIOIOTH OCHOBY JJif

OOIPYHTOBAHOTO PIMICHHS IIOAO apXiTeKTypH MailOyTHHOI CHCTEMH Ta JIOTIYHO

NEPEXOIATh O HACTYMHOIO PO3JALUTY, /e yBary Oyze 30CepeIKEeHO Ha JIETAIbHOMY

aHaJi31 TEXHOJOT1HM, HEOOXITHUX IS pealti3allii MOCTaBICHUX ITiJICH.
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PO3/11J1 2 OI'JISAJ], TEXHOJIOI'IA 151 PO3POBKU CUCTEMUA

2.1 MoBu po3po0ku

[lepmr HIK 3aHYpIOBATHUCA Y KOHKPETHKY AapXITEKTYpHUX pillleHb, BapTO
OKpECIUTH MOBHUHM JaHAIA(T, HAa SKUA CIIUPATUMETHCS IMOAAJbIIA po3podKa. Y
bOMY O3l PO3IIIHYTO YOTUPH IpoBiaHI MoBM — Python, Java, JavaScript Ta
TypeScript — kpi3p npu3My IXHIX [apajurM, CBOJIOMIMHUX TEHACHIINH Ta
exocucTeM. Takuid miaxij AO3BOJISE OIIHUTH HE JIUIIEC «IMPUIAATHICTHY» O MEBHOTO
MPOEKTY, a W TIIMOWHHI OCOOJIMBOCTI, M0 (POPMYIOTH MHUCIEHHS pO3pOOHHMKA Ta
BH3HAYAIOTh JOBTOCTPOKOBI BUTPATH HA MIATPUMKY KOIY.

2.1.1 Python

3 momeHTy odimiitHoro penizy 1991 poky Python ytpumye pemnyrtartiito
«pinocodii 3po3ymMuIOro KOAy», Yy SKIM 4YUTaOENbHICTh CTAaBUTHCS BHILE 3a
CUHTAKCUYHY E€KOHOMIIO [8]. dopmanbHO MOBa  HAJIEKUTh 10
MyJIbTHIIApAaIUTrMalbHUX. BoHa miATpUMYy€e iMIIepaTUBHUM, 00’ €KTHO-OPIEHTOBAHUH,
(yHKILIOHATBHUH Ta MPOLIEAyPHUM cTWIIl. /[[MHaMIYHa cUCTEMa THITIB Y CIIOJyYEHHI 3
aBTOMATUYHUM 30UpPAaHHAM CMITTSI CHPOILYE MPOTOTUITYBaHHS, IMPOTE BOAHOYAC

YCKJIQAHIOE CTATUYHHUIA aHaJl3 MPOAYKTHUBHOCTI.

CranpaptHa Oi0mioreka MoBU mporpamyBaHHs Python  TpaauumiitHO
OIMUCYETHCSA SIK «MIOCTAYAETHCA 3 YCIM HEOOXITHUMY», OCKITBKH OXOIUTIOE IIHPOKUMA
CIEKTP MOJIYIIB JJIT POOOTH 3 MEPEKEr0, 0a3aMu TaHWX, TEKCTOBUMHU (hOpMaTamH,
GailloBUMH  CHUCTEMaMM, OMEpaI[ifHOI0 CHUCTEMOI0 Ta HaBiTh 0a30BUMH
KpunrorpadiuHuMHU ornepaisiMu. Takuil miaxia iICTOTHO CIPOIY€E MOYaTKOBHMA eTar
pO3pOOKHU Ta 3MEHIIyE MOTPeO0y B CTOPOHHIX 3JICKHOCTSIX, OCOOIMBO JIJIsi TUTTOBUX
3a/lay MPUKIAIHOTO piBHA. Pasom 13 tumMm, inTepnperarop CPython — ocHoBHa #
BogHouac pedepeHcHa peamizamisi Python — oOmexeHHii O0ITHOMOTOKOBUM
BUKOHAHHSIM 4Yepe3 MeXaH13M IJ100alIbHOTO 1HTepIpeTaTopHoro 3amMka. Lleit 3amox

(aarn. Global Interpreter Lock) mo3Boinsie ogHOYacHE BUKOHAHHSI JIMIIE OJHOTO
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NOTOKY OalTKOMy, HaBITh Ha 0araTOsIIEPHUX CUCTEMAX, IO CTPUMY€E €PEKTHUBHE
BUKOPHUCTAHHS alapaTHUX PECypCiB IS 3aJlay 13 BUCOKUM CTYIIEHEM Mapayelizmy
[8]. s wacTkoBOrO 00XO0My IIi€l apXiTeKTypHOI ocobmmBocTi Python migrpumye
CTBOPEHHS M1IPOIIECiB, aACHHXPOHHE ITPOrpaMyBaHHs Ha OCHOB1 010J110TEKH asyncio,
a TAaKOK Ma€ ajbTepHATUBHI peaiizailii, 3o0kpema PyPy (3 JIT-komminsuiero), Jython
(mmst iHTETparii 3 BIpTyaldbHOIO MammHOKW Java) Ta IronPython (opienToBany Ha
NET-mmnarpopmy). Ilpore xomHa 3 HUX HE ycCyBae OOMEXKEHHS IOBHICTIO Y
3aralbHOMYy BHUMNAJAKy — KOXXHa Ma€ CBOI KOMIIPOMICH MO0 CYMICHOCTI,
MPOYKTUBHOCTI UM cTabiIbHOCTI. Takum ynHoM, Python nemoHcTpye mparueHss 1o
JIOCSITHEHHST OallaHCy MiX 3pY4YHICTIO PO3POOKH, MIBUAKICTIO MPOTOTUITYBaHHS Ta
oOuncmoBanbHOl0 edexTuBHicTIO. Came 3aBAsku 1bOMy OallaHCy MoOBa cTajia
HAJ3BUYAfHO TMOMYJSIPHOIO B Taly3sdx, J€ BaXXJIMBa HE CTUIBKM IKOBa
POIYKTUBHICTh, CKIJIbKA THYUYKICTh 1 HASIBHICTh TOTOBUX IHCTPYMEHTIB — TAKHUX SIK

HAyKOBI 00uUncIeHHs, 00poOKa TaHHUX 1 MAalllUHHE HABYaHHS.
2.1.2 Java

Java mnoswumionyerbcs Oracle sk «3araqbHOrOo TMPU3HAYEHHS, CYBOPO
tum3oBaHa, kmacuyHa OOII-moBa», 10 KOMIIUIIOETBCS y OaWT-KOA  IIiJI
cnenudikarito BipryaasHoi Marmuau Java (JVM) [9]. Cratnyna Tumizaris Ta 30upay
CMITTS BOJIHOYAC ()OPMYIOTH CTAOUTHHUM PIBEHb MPOAYKTUBHOCTI i O€3MeKH mam’sITi,
o0 poouTh Java npuBabIMBOIO HA PUHKY pimieHb. [lapaneniam peanizyeTbcs yepes
Oararormoro4Hicth JVM ki BiUyTHO CIPOINYIOTh KOHKYpEeHTHI creHapii. IIpote
CYBOpIIIUN CHUHTAKCUC 1 TPOMI3JIKa KOH(ITypallis 4acTo moTpedyroTh J0IaTKOBUX
iHcTpyMeHTiB (Maven, Gradle), 1o BruiMBaroTh Ha MOPIT BXOAXKEHHS] HOBAUKIB.

2.1.3 JavaScript

JavaScript HapoguBcs Sk Opay3epHUIl CKPHIIT, OJHAK E€BOJIOI[IOHYBaB Yy
OararonapaJurMOBUN THCTPYMEHT, SIKMI IEMOHCTPY€ NMPOTOTHIHE yCHaJKyBaHHS,
Nepiry KiIacHICTh (YHKIIN Ta MOJIE€BUM ITUKI 13 HEOJOKYBaJIbHUM BB1JI-BUBOJIOM

[10]. € migctaBu BBakath, 1o cranmapTu3amis uepes «ECMASCcripty mopoky
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M1JKKBIIFOE MOBY HOBUMHM KOHCTPYKITISIMH, 3a0€311eUy0Ur MOCTYIIOBY TapMOHI3alIik0

CUHTAKCUCY 3 CYYaCHUMHU BUMOTaMH pPO3POOHUKIB.

VYHiBepcanbHICTh JS 3yMOBIIeHa MOXKIIMBICTIO 3aITyCKY K y Opay3epi, Tak 1 Ha
cepBepi uepe3 wiarpopmy Node.js. [IpoTe BiACyTHICTH cTaTUYHOI TUII3AMIl YacTO
BUKIIMKAE «KpaaiKKy dYacy» Ha eTami nedary, 30KpemMa y BEIMKHX KOMaHJaX.
VYHiBepcanbHUN TakeTHUH MeHemxkep Ta cuctema wmoaylniB ECMAScript
KOMIICHCYIOTh 1€l HEJOTIK 3HAYHOI0 €KOCHCTEMOIO, SIKa OXOILUTIOE MPAKTUYHO BCI
chepu — BiJI IHTEPHETY peUeH JI0 ITYYHOTO 1HTEJICKTY.

2.1.4 TypeScript

TypeScript no3unionyerbest Microsoft sik «cTporo TunizoBaHa Haa0y/10Ba Haj
JavaScripty, 1110 KOMITUTIOETHCS Y YUCTHM JS 1 JHUIIA€THCS CYMICHOIO 3 OY/b-SIKHUM
pymriem JavaScript [11]. CtpykrypHa cuctema TumiB, iHTepdelcH Ta «3araibHi
TUTIN 3aIIPOBADKYIOTH €JIEMEHTH, XapaKTepH1 sl KIaCHUYHUX MOB Ha KIITaNT Java
abo C#, 1 BojHOYac 30epiraroTh THYYKICTh JuHaMiyHOi mipupoau JS. HasBHICTB
CTATUYHUX AaHOTAIllil HE JHIIE TOKPAILye€ aBTOAOMOBHEHHS W pedaxTOpuHr y
cyuacaux IDE, a it miniMizye nomuiku. [Ipu nboMy KoMmiiarop «tSC» mpomoHye
CYBOpHUH PEXUM, SIKUH, X0U 1 MOJOBXKYE 4ac 301pkH, 3a0e3euye paHHE BUSBICHHS
noTeHiitHux aedekris. [losBa nekopaTopiB, aCHHXPOHHUX 1T€PATOPIB Ta MIATPUMKA
30BHIIIHIX JEKJIApAaTUBHUX (aliIiB CBIAYUTH MPO TOCTIMHY EBOJIOIII0 MOBU Y
HaIpPsMKY Kpaujoi eKCIpecUBHOCTI 0€3 BTPATH CYMICHOCTI.

2.1.5 BucHoBOK

Ctucno miACyMOBYIOYM, MOKHA CTBepAWTH, 110 Python BupizHseThCs
EKCIIPECUBHICTIO Ta 0araTor0 CTaHIapTHOIO 010710TeKO010, Java — CTabUIbHICTIO Ta
IPOMHUCIIOBOIO 3pLTICTIO, JavaScript — yHIBEpCATbHICTIO BUKOHAHHS 1 PEaKTUBHOIO
ekocuctemoro, a TypeScript moeanye mnepeBaru JS 13 TapaHTisIMH CTaTUYHOI
TUMI3aIii. Y CBIIOMJIEHHS IUX PUC JTO3BOJIUTH Y MOJAIBIINX PO3/ILJIax OOIPyHTOBAHO
MOEIHYBATH MOBH y 0aratopiBHEBOMY pIIlIEHHI, BPaXOBYIOUH SIK TPOTYyKTHUBHICTH,

TaK 1 eKCIUTyaTalllliHi BUTPATH.
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Tabnuus 2.1 — [TopiBHSHHS OCHOBHUX XapaKTEPUCTUK

Kpurepiii Python Java JavaScript TypeScript
Tumi3zaris JUHAMIYHA, cratuuHa, JVM JWHaMIi4YHa, 0e3 CTaTUYHa,
duck typing BOY10BaHOT Haa0y/10Ba
CTaTUYHOIL
THANOI3ai
[Tapagurmu imneparuBna, | OOII IIPOTOTHUIIHE MOJYJIbHA,
OOIl, ¢yHKII., yCIaJIKyBaHHS, OOII
IpoLeaypHa ¢byHKIIOHATBHE,
MOIi€Ba MOJEINb,
OOIl
[TponyktuBHicTs | GIL, BHCOKa, HEOJIOKYBaIbHUI IIOHaTKOBI1
0OMEKeHH 0araTomoTOKOBICTh | BBi/I/BHBIiJ 4uepes3 BUTpaTH Ha
OJIMH IIOTIK, JVM, Loom-threads | Event Loop KOMITLISLII O
asyncio
CranmapTtHa mepexa, BJI, | 6a3oBa, enterprise- MiHiMajJbHa, MACUB | THIIOBI
6i0moTexa TEKCT, KPUITO | [aKETH Yepes MOJyJIiB neKnapanii
EKOCUCTEMY

2.2 CepenoBuille BUKOHAHHA

[Tin cepenoBuilieM BUKOHAHHS 3a3BUYail PO3yMIIOTh MPOTpaMHUN 1Iap, KU
BIIMOBIZIA€ 3a I1HTEpIpETaIil0 a00 KOMIUISII0 BUXITHOIO KOAY B MAIIMHHI
IHCTPYKIIii, Kepye€ J>KUTTEBUM IMKJIOM BHKOHYBAaHOTO IIPOIIECY, B3aEMOJIIE 3
OTIepaIlifHOI0 CHCTEMOI0, 3a0e3neuye BUAUICHHS PeCypCiB, YIIPaBIIHHS MMaM ATTIO,
IJIaHYBaHHS MIOTOKIB Ta 0OPOOKY CUCTEMHUX BUKJIUKIB.

Y KOHTEKCTI TEeXHOJIOTIH, OpiEHTOBaHWUX Ha MOBY JavaScript, cepemoBuiie
BUKOHAHHS MPOUIIIO 3HaYHYy €BOJIOIII0 — BiJl BOYJOBaHHUX PYIIIiB, MIPU3HAUYECHUX
BUKJIFOYHO JIJIs1 pOOOTH B Mexax Opay3epa, 10 CaMOCTIMHUX MOBHO(PYHKIIOHATBHUX
mwiaThopM, 3MaTHUX €(PEKTUBHO BUKOHYBAaTH POJb CEPBEPHOI JIOTIKH, 0OpOOKH
3aMuTIB, ACHHXPOHHOI B3a€MO/I1i Ta MaciTaboBaHoi 00poOku gaHuXx. e Habam3uio
iX JT0 piBHS CKJIQJIHOCTI ¥ MOMJIMBOCTEH TaKMX TOTYXKHUX BIPTyaJIbHHX MAIIIHMH, K
cepeoBuIlle BUKOHAHHS 711 MOBH Java abo indpactpykrypa .NET.

Ha cywacnomy etami po3BuTky JavaScript eKOCHCTEMHU CHOCTEPIraeThCs
KOHKYPEHI[I MK JIEKUTbKOMa KITFOUOBHMHU peajizallisiMUu CEPBEPHOTO CEpeIOBUIIA
BUKOHAHHSI, K1 BTUTIOIOTh Pi3HI apXITEKTYPHI MiAX0AH, TPIOPUTETH MPOAYKTUBHOCTI

i Mmogieni Oe3rneku. Y 1ibOMY pO3LUTi PO3MIIIHYTO TpU HalmomiTHi 3 Hux — Node.js,

3m.

Apk.

Ne nokym.

ITinnuc

JHara

[AJIL.467200.003 113

Apk.

21




Bun Ta Deno. Koxxne 3 1ux cepeoBUIl JEMOHCTPYE BIAacCHE OaueHHS PO3BUTKY
CEpBEPHUX TEXHOJIOTIN: BiJl KIACHYHOI CYMICHOCTI 3 IIMPOKOIO €KOCHCTEMOIO 10
¢dboxycyBaHHs Ha MBUIKOAII, Oe3melll Ta BOyAOBaHOMY 1IHCTPYMEHTAapii.

2.2.1 Node.js

Node.js — HaliaBHile 3 pO3IIIIHYTUX CEPEIOBUII BUKOHAHHS, 1110 0a3y€EThCs
Ha pymii V8 1 6i0miorerti libuv. ¥V 0oro ocHOBI — OJHOMIOTOYHA MOJAEIH 3 MOIHHOIO
neTyielo, ska Jenerye OJOKyBalibHI omepamii myiay poOounx moTokiB. Taka
apxiTeKTypa Ja€ 3MOry JOCSITH HEOJOKYBAJIbHOIO BBEJICHHSI-BUBEIACHHS i
e(peKTUBHO OOCITYyroByBaTH THUCAYl MapaJIeIbHUX KIIIEHTIB ©0€3 1CTOTHOIO

HABaHTAKEHHA Ha mam’siTh abo mporecop. [Ipunimn po6otu MoxHa nodauntu Puc.

2.1.

Node.js Event Loop (cnpolweHa nocnigoBHICT)

Web APIs
(setTimeout, fs.readFile, etc.) | Callback Queue ‘ ‘ Event Loop

A,

KopucTyBad

Call Stack ‘

] ]
i console.log{"MovaTok")
r -

setTimeouticallback, 0)

1
|
]
| v ® -
i IHLwi CUHXPOHHI onepaLll
1
¥
1
1

console.log("KiHeus")

CTek nopomHie Iﬁ

Mepeeipka cTeka

-
-

_ MNepeeipka Yepru

_ callback()

BwkoHaHHA callback

KopucTysad | Call Stack |

| ]
Ry

Web APls | Callback Queue ‘ ‘ Event Loop
(setTimeout, fs.readFile, etc.) -

Pucynok 2.1 — CnpoieHa cxema poootu EventLoop y Node.js

Anpo Node.js cknagaeTbest 3 TPHOX KIFOUOBUX KOMITOHEHTIB: pymist V8, axuit

TPAHCIIOE ClIeHapii B MAIIMHHUNA KOJ 1 YTNpaBiisie 30MpaHHSAM CMITTS; 010110TEeKH

Apk.
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libuv, mo 3abe3neuye kpocmiaaThopMeHy aOCTPakilil0o aCMHXPOHHOI'O BBEJICHHS-
BUBEJICHHSI; Ta mapy 3B’s13Ky MoBoto Ci/Cit+, mo ¢opMye npukiagHuil iHTepdeiic
Node API [12]. bibmioTeka libuv peanizye MexaHi3M MOIIHHOI MeTi, MyJ MOTOKIB,
yepru TaiiMepiB Ta 1HIII HHU3BKOpIBHEBI aOctpakiii. OCHOBHUN cIleHapiid
KOpHCTyBa4a BUKOHYETHCSI B OJJHOMY TOTOII, ajie¢ BUKIUKU 70 (PailyioBoOi cuctemu,
Mepexi, kpuntorpadiuHux (yHKIIH aBTOMAaTHYHO MEpPEaloThCs B TpeA-myd abo
A7Ipo omepailiitHoi cucreMu. Lle 103BosIsle yHUKATH OJIOKYBAaHHS TOJIOBHOTO ITUKITY.
[Tounnaroun 3 ABaHaAIATOI Bepceii, Node.js miaTpumye pobodi MOTOKH, IO JAE 3MOTY
BUHOCUTH PECYPCOEMHI OOYMCIICHHSI B OKpeMi MOTOKH 0€3 CTBOPEHHS 30BHIIIHIX
mpoieciB. Y TO€IHAHHI 3 KJacTepusaliero (MEXaHi3MOM CTBOPEHHS OKPEMUX
MPOIIECIB) 1 OMIIEI0 aBTOMATUYHOTO IMepe3anycky, i ¢GyHKIii pobuars Node.js
MPUAATHUM JIsl TOOYJIOBH BHUCOKOIPOAYKTUBHUX CEPBEPHUX 3aCTOCYHKIB, 3/JATHUX
1o macmradyBaHHa. OKpeMO BapToO BII3HAYUTH MEXaHI3M 3alyCKy: pO3pOOHHUK HE
BUKJIMKA€E SIBHO TOJIMHY METJII0 — TICIs MOYATKOBOI IHIIIami3alli cepeaoBUIIe
CaMOCTIMHO MEPEeXOJUTh J0 1i BUKOHAHHS W 3aBepIlye Mpolec, KOJIU BCl KOJOEKU
oOpobOsieno. Takuili WIAXiJ CHOPOUIYE CTPYKTYpYy MpOrpaMud Ta TOJIETIIYE

B1/UTArOJKEHHS.

Exocucrema Node.js opranizoBaHa HaBKOJIO MEHEKepa MaKyHKiB, IO CTaB
raJly3eBUM CTaHAAPTOM. Y CXOBHII HAPAXOBYETHCS MOHAJ ABA MUJILIUOHU MOJYJIIB,
10 OXOIUTIOIOTH Maiike BCi chepu po3poOKu: BiJ poOOTH 3 Oa3amMu TaHUX 1 TOOYA0BU
APl 1o reHepamii MOKYMEHTIB 1 YIHpaBliHHA TOTOKaMH. BojHouac Taka
MacIITaOHICTh MOTPEOYE CYBOPOTrO KOHTPOJIIO: JIAHIIOKKHU 3aJICKHOCTEH MOXKYTh
MICTUTH 3aCTapiii 4d Bpas3nuBi 010110TeKH, KOHQIIKTH Bepciii abo HeouiKyBaHi
no6iuHi edexktr. ToMmy mpu po3poOIll TOBrOTPUBAIUX PIMICHh KPUTUYHO BaXKIUBO
BIIPOBA)KYBATH TOJIITUKY KEPYBaHHSA 3aJIEKHOCTSIMHU, PETYJSIpHI MEpeBIPKU

OHOBJICHb 1 ayIUT OE3MEKU.

Apk.
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2.2.2 Bun

PosrisiHyra minatdgopma TO3UIIOHYETHCS SIK «yC€ B OJHOMY»: IIBHJIKE
CEpellOBUIIE BUKOHAHHS, 3aci0 30MpaHHsS, TECTYBAJIbHHMK 1 KepyBau NaKyHKamH,
CTBOpPEHI Ha KOMIIJIbOBAHIM CHCTEMHIH MOBI Ta MOOYJOBaHI TOBEPX pPYIIis
BUKOHaHHs ckpunTiB [13]. BimMoBa Bijg auHaMiyHuX 010710TeK 1 30ipKa KOOy B
€NMHUA CaMOJOCTaTHIA (DaiiyT ICTOTHO CKOPOYYIOTh Yac XOJOTHOTO 3aIlyCKy W
cnokuBaHHS mam’sATi. OKpiM BUKOHAHHS CLEHapiiB, Margopma MIATPUMYE
BOyJI0OBaHE TECTyBaHHS, TAKyBaHHS Ta (POPMYBaHHS aBTOHOMHUX JIBINKOBHUX (DailiB,
[0 CIpOIly€e KOHBeep Oe3mepepBHOI 1HTErpaiii M J0CTaBKU. 3aJieKiIapoBaHa
CYMICHICTh 13 MPUKIATHUM 1HTEep(hHEHCcOM MOIIKUPEHOTO CEPBEPHOIO CEPEAOBUINA
MOKJIMKAaHa 3HU3UTU Oap’ep mepexoay: OUIBIIOCTI HAasBHUX MAaKyHKIB JTOCTaTHBO
nepekoMmuIsAlli, abu mpamroBatd 0e3 3MiH. BojgHoYac  BUKOPUCTaHHS
aIbTEPHATUBHOTO PYIIiSl BUKOHAHHS Hakiajgae TmeBHI oOmexenHs. He Bci
HU3bKOPIBHEBI MEXaHI3MH, PO3paxOBaHl Ha IMOINEPEAHE CEPEIOBUIIE, PEATI30BAHO
MOBHOIO MIPOIO, TOX 3a IJIMOOKOT 1HTerpalii 3 BJIaCHUM MAIIUHHUM KOJOM MOXeE
3HaIOOUTHCS NoAaTkoBa anamntaiis. [lonmpu 11e, cTparteris «pyxaTtucsl IBHIKO i
OJIHOYACHO CTUCKATH BcCe» pPOOUTh omnucaHy miaaThopMy MNPUBAOIMBOIO IS
Oe3cepBepHUX CLEHApIiB, 16 KPUTUYHUMH 3aJIMLIAIOTHCS Yac XOJIOJHOTO CTapTy Ta

MiHIMaJbHUN 00CAT KOoHTeMHepa [13].
2.2.3 Deno

Deno — npoexT, 3aro4aTKOBAaHUI OJHUM 13 aBTOPIB BY3JIOBOT'O CEPEOBUIIIA,
SKUW TIparHe YCYHYTH HENOJIKA TOMNEpeHUKA IIITXOM MOjeni «Oe3neka 3a
3aMOBUyBaHHSIM». by/ib-sika mporpama crodatky mo30aBjieHa I0CTymy 110 (HaimoBoi
CHUCTEMHM, MEPEX1 Yd 3MIHHUX CEPEJIOBHUIIA, TOTOKH PO3POOHUK SBHO HE JI03BOJIUTH
noTpiOHi npasa. Pymiiit 00’elHye BUCOKOIIBUAKICHUM 1HTEpHpeTaTop, MOBY PacT 1
ACUHXpPOHHE CEpelOBMILE BUKOHAHHA, IO IPYHTYyeThbcs Ha TexHousorii Tokio, 3

HNIATPUMKOIO CY4acCHHX Be0O-MOB — CKPHUITOBOi, HaI0Y/I0BU 3 MEPEBIPKOIO THUIIIB 1
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0alT-KOJOBUX MOAYJIB — 0€3 moTpeOu B 30BHINIHIX KOMIIUIATOpax abo

neperBoproBayax [14].

Deno mocrayaeTbcsi 3 TIOBHOLIIHHOK CTaHAAPTHOIO O10JIOTEKOH Ta
BOY/TOBaHMMH 3aco0amu JJis po3poOku. 3aco0u ¢opMaTyBaHHS KOy, TECTyBaHHS,
CTATUYHOTO aHaNI3y ¥ 30MpaHHS TOCTYIHI 0€3 MoTpeOr BCTAHOBJICHHS CTOPOHHIX
IHCTPYMEHTIB, 110 3HAYHO CHPOIIy€ MOYATKOBE HajalITyBaHHSA. IMmopT momymis
pealii3oBaHO yepe3 MpsiMi MOCUIIaHHA Ha BeO-pecypcH, a KelryBaHHS 00poOIIseThCs
aBTOMAaTUYHO ©O€3 TMpUB’SA3KM [0 LEHTPAJi30BAaHOTO CXOBMILIA HA KILUTAIT
TpaauiiitHoro peectpy. Lle 3HM)Kye pHU3MKH, TOB’Si3aHI 3 aTaKaMM Ha JAHIIOT
[OCTa4yaHHs, MPOTE€ BOJHOYAC MOTPeOy€e MEPEOCMMUCIEHHS TUIIOBUX IIAOJIOHIB

ABTOMATHU30BaHOT'O pO3TrOPTAHHA.

JlolaTKOBY THYYKICTh 3a0e3nedye MiATPUMKA XMapHOTO CEpeJOoBHILNA IS
BUKOHAHHS MPOrpaM, K€ pO3MIIIye KOj OJuXK4e 10 KIHIIEBOrO KOPHCTyBaya 3
MIHIMaJbHOIO 3aTpUMKOIO. [TosiBa 610J110TE€K, CyMICHHX 13 BY3JI0BOIO €KOCHCTEMOTO,

3acBIAUy€ MOCTYNOBY IHTETPALiI0 JBOX HAMPSAMIB PO3BUTKY CKPUIITOBUX IIaT(HOPM
2.2.4 BUCHOBOK

Otxe, Node.js 3anuIaeTbCsi €TaJIOHOM 3p1JI0T €KOCUCTEMU 3 KOJOCATbHUM
HabopoM 010T10TEK 1 BUCOKOIO CYMICHICTIO 3 ICHYFOUMMH 3aco0aMH aBTOMAaTH3aIlli.
Bun obupae msix paaukaibHOI ONTHUMI3allil MIBUIKOCTI Ta CIPOIIESHHS JIAHIIOra
301pku. Deno poOuTh akileHT Ha Oe3nelll, CyyacHUX BeO-cTaHaapTax 1 BOy10BaHOMY
IHCTpYMEHTapii. Y CBIIOMJIEHHS IIUX BIIMIHHOCTEMH I03BOJIUTH Y HACTYITHUX PO3/I1IaxX
KOPEKTHO KOpENoBaTH BHOIp paH-TaiiMy 3 apXITeKTypHUMHU BHMOTaMH,

MOKa3HUKAaMHU MPOTYKTUBHOCTI Ta MOJITHKOIO O€3MeKN MaitOyTHbOT CHCTEMHU.
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Tabnuus 2.2 - [TopiBHSHHSA OCHOBHUX XapaKTEPUCTUK

Kpurepiii

Node.js

Bun

Deno

Snpo

OHOIIOTOYHUN

Hanucano Ha Zig, «yce
B OJHOMY»

V8 + Tokio (Rust),
secure-by-default

[IBuakui cTapt

cepenHii, uepe3 V8

Jy’Ke IBUAKHN, OTUH
OiHapHUK, MiHIMaJIbHI

cepenHii, mepmuii cold
start 3 xermem MOAyiB

MOTYJTi)

API gacTtkoBa

3aJIeKHOCTI
IacTpymenrapiit oOMexeHui, BOyoBani bundler, ¢bopmarep, JiHTED, TECT-
«13 KOpOOKM» notpedye npm- TeCcT-paHep, panep, URL-immopt 6e3
MaKeTiB NIaKyBaJIbHUK npm
besneka BiIKpuTHil noctyn | sik y Node.js 3a 3aMOBUYYBaHHIM 0e3
1o FS/mepexi nocryny 10 FS/mepexi
CywmicHicts API BelMKa (npm- cymicHicth 13 Node.js oOMexxeHa

2.3 bi0aioTexku npuxiagnoro inrepdeiicy

CydacHa po3poOKa cepBepHHUX 3aCTOCYHKIB Ha JavaScript TpyHTyeTbcs

Hakapkac [I3ax, mo iHkancymorTs Hu3bkopiBHEBI HTTP-onepariii, nponoHyoTh
JKUTTEBUHN IHMKJ 3alUTY-BIAMOBIAI Ta (GOPMYIOTh KOHBEHINT JIsI MaciiTaOyBaHHS
npoekty. Ilompu cminbHy matdopmy Node.js, Express]JS, FastifyJS 1 NestJS
BUPIIIYIOTh OJHY W Ty caMy 3a/ady pPI3HUMHU NUISXaMH, 10 BigoOpakaeThcs Ha
MPOyKTUBHOCTI, CTPYKTYP1 KOAY 1 eKCIUTyaTal[iiHUX BUTpATaX.

2.3.1 ExpressJS

Express)S, mpencraBnenuit me y 2010 pormi, peamizye MiHIMaTICTHUHY
KOHIICTIIII0 «(PperMBOpKY Oe€3 HaB’s3aHOI JYMKHW» Ta HaJa€ PO3POOHUKY JTUIIIE
TOHKMN aOCTpPaKTHUM IIap HaJ TpUKIaIHUM iHTepdeiicom podbotn 3 HTTP y
By3Ji0BoMY cepenoBuiili [ 15]. OcHoBHA (hyHKITIOHATBHICTH 30CE€peKEHA B MEXaH13M1

MPOMIKHUX OOpOOHMKIB (Tak 3BaHUX IMOCEPEIHUKIB) 1 MapIIpyTHU3aTOPl, TOMI SIK

OUIBIIICTh  HEOOXIAHMX  MOXJIMBOCTEM — 30KpeMa o0poOKa  MOJITUKH
Apk.
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KPOCJIOMEHHOT'O JOCTYITY, Bajijallis JaHuX, 00poOKa MOMIIOK ad0 aBTOpH3allis —

HiI[KJIIO‘{aETI)C}I CTOpOHHiMI/I MOAYJIIMU.

3aBAsSKA I[bOMY MIAXOAY E€KOCHUCTEMAa JOCTYNMHHUX MOJYJIB Yy 3arajJbHOMY
CXOBHIIl CTaja YW HE HAWOIIBII PO3BHHEHOIO: JIETKO 1HTETPYBAaTH B3a€EMOJII0 3
0a3zaMy JaHMX, MJIATDKHAUMU CUCTEMaMHU UM 1HCTPYMEHTAMH MOHITOpUHTY. OHaK
Taka THYYKICTb Ma€ 1 3BOpOTHHUH Oik. BincyTHiCTh €auHOI pEeKOMEHIOBaHO1
CTPYKTYpH 3aCTOCYHKY MPHU3BOAUTH A0 (PparMEHTOBAHOCTI CTUIIIO MPOTPAMyBaHHS:
y KOMaH/JaX, 0COOJIMBO BEJTUKHX, MOKE€ BUHUKATH KOHQIIKT MiAXOIB 10 0OpPOOKHU
MOMWJIOK, OpraHi3aili KOHTpPOJEpPiB, TECTYBAHHS Ta IMOBTOPHOIO BHKOPHUCTAHHS
goriku. lle 3HIXKye mnependadyBaHICTh 1 YCKJIQJHIOE CYNPOBIJ MPOEKTIB Yy
JIOBrOCTPOKOBIHM mepcrnekTuBl. OKpiM TOTO, Mij Yac MacIiITa0yBaHHS MPOSIBISETHCS
e OJHa MpoOjeMa — KOXEH JTOJATKOBUN MOCEPEAHMK Y JAHIIOKKY MapIIpyTy
CTBOpIOE HakjaaHi BUTpaTH. lle 0coOIMBO NMOMITHO B CHUCTEMaX 3 BHCOKUMU
BUMOTaMU JI0 TPOTYyKTHUBHOCTI, JI€¢ HAKOMHMYEHHS MOCEPEIHUKIB MPHU3BOAUTH 0
3pOCTaHHs 3aTPUMOK 1 CEpEIHBOrO Yacy BIATYKY. Y MIJACYMKY, EXpress-zactocyHku
3 BEJIMKOIO K1JIbKICTIO JIOT1KH, PO3MIIIIEHOT B JIAHITFOKKAaX 0OPOOHHKIB, TOCTYAIOThCS
CYYaCHHUM PILICHHSM, 1110 ONITUMI30BaH1 AJI IIBUIKO1T Ta ACHHXPOHHOI 00pOOKHU Ha

piBHI szpa.
2.3.2 FastifyJS

FastifyJS mno3uiionyerscss sik «mBuakuii kapkac [I13» 13 MiHIMaIbHUMU
HaKJIQTHUMHU BUTpaTaMu» Ta JIEMOHCTPYE MPOITYCKHY 31aTHICTH 10 30 THCSY 3aMuTiB
Ha CEKyHJly Ha OJHOMY IIpOIIeCi, IO MIATBEPIKYEThCA SIK OQIIIMHUMHU, TaK 1
HE3AJIOKHUMHU BUMIPIOBAHHSIMU MPOAYKTUBHOCTI [16]. V 11eHTpi HOTO KOHIeHIT —
MiJX1/1, 3aCHOBaHUI Ha cxemax JaHuX. PO3pOOHUK ONUCye OYIKyBaHY CTPYKTYpPY
3aMMTIB 1 BIAMOBIEH 3a JOMTOMOTO!0 (POpMaTi30BaHUX OIMMCIB, MICHSI YOTO PYIIiH 1I1e
JI0 3aIyCKy 3aCTOCYHKY KOMITUIIOE MapHIpyTH W TEHEepye ONTHMIi30BaHUN KO
cepiamizarii. Takuii miaxig 3HWKYE HABAHTAKECHHS 11171 YaC BUKOHAHHSI, 3SMEHIITY€ Yac

0o0poOKu 3amuTy Ta 3abe3neuye mepeadavyBaHi MOKAa3HUKH MPOAYKTUBHOCTI, SIKI
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MOXHa OIIIHUTU Ha eTari po3pooku. Cxemy BIAMOBIIHOT apXITEKTypH HaBEJIECHO Ha

Puc. 2.2.

ApxitekTypa Fastify.js

Fastify Application

1

Fastify Instance

]
Routing Engine Plugin System Logger (Pino)

/ /7 I| -

| - =
I N S
1 Y ~ -
| RN = -
I N -

] BukopwcToeye JSON Schema ana No3e0nAc po3LWKWPIOBATY hYHKLIOHNLHICTE BucokonponyKTHBHE NOryBaHHA
eanigauii 3anuTie Ta Bignoeigen yepes odiliifiHi Ta CTOpoHHI NnariHm 3 MiHIMaNEHUMW HaKNagHWMK BWT paTaMu

EI ‘

] ]
Schema Validator Hook System

Route Handlers

External 5er\5i":es\

Extemal API Database

i

g“

Pucynok 2.2 — Apxirtekrypa Fastify.js

Mopens po3mmpenHs 4depe3 ruiariHu B Fastify dacTkoBo Haciiaye miaxin
Express, ame BBOJIUTH 130JbOBaHI KOHTEKCTH KOHQIrypallii, M0 YHEMOMIJIUBIIIOE
KOH(DIIKTH 3anexHocTeld. KokeH miaridH Mae BIaCHUM MPOCTIP IMEH 1 OOMEKEHHS
BUJIUMOCTI, IO CTIPUSIE MOYJIBHOCTI Ta TOBTOPHOMY BUKOpHUCTaHHIO. KpiMm TorO, ¥y
Fastify Bxke BOymOBaHO MIATPUMKY BHCOKOMPOAYKTHBHOTO JIOTYBaHHS, a TaKOX
npotokosry HTTP/2, 110 3MeHIIye 3a1exkHICTh BiJ] CTOPOHHIX 010110TeK 711 6a30BO1
iH(ppacTpykTypu. BTiMm, MOpPIBHAHO MOJOAMN BIK €KOCHCTEMU O3HA4a€, IO JIs
MaJIoTOMyJSIpHUX a00 HINIEBUX 3a/lad MO OpakyBaTu MEpeBIPpEHUX PIIICHb a0o
3piaux miaridiB. Le citii BpaxoByBaTH i1 4ac MIIaHyBAHHS TPUBAJIOL IATPUMKH 200
1HTerpaiii 3 HECTaHAAPTHUMHU cly>kOamu. TuUM HE MEHI, CTPYKTypHa SICHICTb,
BHCOKA IIBUAKO/IS Ta IPO30pa MOAEINb po3lnpeHHs pobssate Fastify npuBabiuBum
BUOOPOM 11 pO3pOOKH CydacHUX BEO-CEPBICIB, OPIEHTOBAHUX HA HABAHTAXKCHHS Ta

MacITadOBaHICTb.

2.3.3 NestJS

Apk.
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NestJS BUPI3HAETBCS TPArHEHHSIM [0 apXIiTeKTYpPHOI BIIOPAIKOBAHOCTI,
noeaHy04H J0cBia Angular ta Spring y cepenosuiii Node.js [17]. [Ipukian TumnoBoi
apxIiTeKTypu MoxHa moOauntu Ha Puc. 2.3. KirouoBi KOHIIENTH — MO,
KOHTPOJIEPH, CEPBICH — PEali3yI0Th CYBOPY 1HBEPCIIO KEpyBaHHS Yepe3 BOY10BaHUI
KOHTeWHep 3anexHocTe. lle ymoximuBmioe wmacmrTaOyBaHHS MOHOJMITIB [0

MIKpPOCEPBICIB 1 CIIPHsIE TECTOBAHOCTI 3aBJSKH IBHUM KOHTPAKTaM MIX IIapaMHu.

Nest)S DI Container Workflow

NestJS Application\ NestJS DI Container
EI| Registerp Provider§ £ ]
AppModule #1 DI Container

K‘ (lnstantlaies with CatsService

CatsControIIer

]
CatsService

Pucynox 2.3 — Tunosa apxitextypa NestJS nongartka

Instantiates

Nest kommintoerbest TypeScript-TpaHCASITOpOM 1 HaJa€e TUMOBY OE3MEUHICTD,
HEJOCSHKHY Uil yuctoro Express.kapkac 113 migTpumye 1B1I CTparterii 3amycky
HTTP-mapy — na 6a31 Express a6o Fastify, 1o 103Bo:s1€ BiTHAUTH KOMIIPOMIC MiX
3pUIICTIO €KOCUCTEMHU Ta MPOJYKTUBHICTIO. PO3MIMpPEHHS y BUIJISAl TPAHCHOPTIB
(gRPC, RabbitMQ, WebSockets) 1 momyniB CQRS nmozumiionyroTs Nest sk enterprise-
pilIEHHS, OJHAK 3a L€ JOBOJMUTHCS IUIATUTH BHILUM IOPOTOM BXO/KEHHS Ta

TPUBATIIIO (a30r0 CKIIAJaHHS.

2.3.4 BucHoBok
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Takum umHOM, Express]JS 3anuinaeTscs KIaCUMYHUM BHUOOPOM ISl MaliuX
CepBICIB 3 MiHIMAJIbHUMH BUMOraMud 10 QopmaibHoi cTpykTypu. FastifyJS
JIEMOHCTPY€ HaMBHILY €(PEKTHUBHICTh 1 CHUCTEMATH3y€ IUJIariHd HaBKOJIO CXEM, IO
npuBabiuBo s uytnuBux APIL. Nest]S nponoHnye moBHOLIHHMI KapKac 13 J11€BOIO

CHCTEMOIO Ta CTATUYHOIO TUITI3AIII€10, OJIETTYIOYH CYTPOBIJ] BEIUKUX MPOEKTIB.

Tabmur 2.3 - [lopiBHAHHS OCHOBHUX XapaKTEPUCTUK

KpuTepiii ExpressJS FastifyJS NestJS

IMigxig unopinionated, schema-driven, marinua | MoxybHU#, DI-

middleware-based i3 namespacing KOHTEWHED, apXiTeKTypa
3a SOLID

[IponyxTuBHicTh | cepeans nateHTHICTH | 10 30 000 3anuTis/c, 3aJIC)KUTH BiJI ajanrepa
yepes JIaHIFOTH JSON-schema (Express/Fastify), Bure
middleware npenpocidr Mmapupytis | yepes DI

Crpyxkrypa BUTbHA, PU3HK Xa0Cy | CTPYKTYpPOBaHA CyBOpa: MOJYJIi,

MIPOEKTY B BEJIMKUX KOMaH/aX | HABKOJIO CXEM KOHTPOJIEpH, CepBicH

2.4 TlpukaaaHi NpoToKOJIH

I[Ticnst BuOOpY MOBU i cepeloBUIlla BUKOHAHHS HAIXOAUTh Yepra BU3HAUYUTHU
«MOBY» B3a€MOJI1T MIX KJIIEHTOM 1 cepBepoM. Came npoTokos API aukTye ropu3oHT
MacmTabyBaHHs, CHOCIO €BOJIOLII KOHTPAKTY Ta BUMOTH JI0 MEPEXEBOI
iHppacTpykTypu. Himkde okpecieHo 4oTtupu HavnomupeHinn miaxonu — REST,
WebSocket, gRPC + 0ydepu npotokomniB i GraphQL — i3 Harojgocom Ha IXHiX
apXITEKTYPHUX MPUHIIUIIAX, CHJIBHUX 1 CJIA0KHX CTOPOHAX.

2.4.1 llepenaya penpe3eHTATUBHOIO CTAHY

Konmemnitito Representational State Transfer chopmymioBas Poit ®inminr y
nucepranii 2000 poxy, Bu3HauuBIIM Halip oOMexeHb (yHihopMmHUI 1HTEpeiic,
BIJICYTHICTh CTaHy cecii, KEIIyBaHHS Ta I1€papxiuyHa aJpecallisi pecypciB),
NOKJIMKaHU# 3a0e3neunT MaciuTaboBaHicTh BeO-cucteM [18]. V uentpi momeni —
pecypc, mo inerTudikyerscs URI i mepenaetses y Burmsiai penpesentaiii (JSON,
XML, HAL Ttomo). BimokpemiieHHs KIi€HTa ¥ cepBepa CIPOIIy€E HE3AICKHY

€BOJIIOLI}0 KOMIIOHEHTIB, a KemoBaHi GET-3anuTu 3MeHIy0Th Tpadik.
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Btim cratnuni kogu meronis HTTP (GET, POST, PUT, DELETE) matots i
3BOPOTHUM OIK, KOJU Ol13HEC-TIPOIEC 3MIHIOETHCS, JOBOJUTHCS IIJIOJUTH HOBI
endpoint-u abo mepenaBaTH «TJaroyim» y Tl 3alUTy, MO0 PO3MHBAE ITOYATKOBY
dbimocodiro. Tomy REST uynoBo migxoauth ajisg 0a30BUX omepariiid, ajae MEHII
THYYKUHN y CLIEHapIsIX CKIAJHO1 OpKeCTpallii moaii.

2.4.2 Beb uLiro3

3anut komeHTapiB Ne6455 onucye WebSocket sik 1BoHanpsiMHHI KaHan Hax
TCP, saxuii posnounHaetbcs HTTP-pykocTuckannsm 1 pgam mpamipoe  0e3

3aroJIOBKOBUX HAKJIQIHUX KOKHOTO TOBiToMIICHHS [23].

[linTpMKa MOBHOrO AYIUIEKCY Ja€ 3MOTY CEpBEpPY BIANPABIATH MOMAIL y
Opay3ep 0e3 TOBrMX ONUTYBaHb, 1[0 KPUTUYHO JUJIS 4ary, Oip»KOBUX KOTUPYBAHb YU
tenemetpii loT-npuctpois. [IpoTe BiACYTHICTh BOYJAOBAHOIO MEXaHI3My HMOBTOPHOT
aBTeHTH(IKaIli a00 Bepcii MOBIJOMIICHB Nepekiaaae O€3MeKoBl i CXEMH1 3aB/IaHHS
Ha po3poOHuKa. KpiM Toro, ropuzoHTajibHe MacluTaOyBaHHS BUMAarae MpuB’si3aHUX
ceciii a00 30BHINIHBOTO OpoKepa, abu rapaHTOBAHO JOCTABJISATH MAKETU TOMY CAMOMY

BY3IIy KJIacTepa
2.4.3 BUKJIMK BijjiajieHoi npoueaypu

gRPC — ue Binkpuruii kapkac [13 Big Google, mo BukopuctoBye HTTP/2 sik

TpaHcnopT 1 0ydepu mpoTokoiB sk Ta popmart cepiamzanii gRPC.

KoHTpakT onucyeTbecsi OAHUM .proto-(paiaoM. KOMOUISTOP F€HEPYE KIIEHT 1
cepep aecsaTkoM MoB. HTTP/2-mynbTuruiekcyBanHs it 61HapHI KaJpH 3a0€3M€4yI0Th
HU3bKY JIATEHTHICTh 1 MOTOKM 3 CEPBEPHOTO Ta KIIEHTCHKOIO OOKIB, TOMIl SK
aBTOMaTU4YHA KOMIPECIsl 3arojOBKIB CKOpOYy€ HakjagHi BuUTpaTh. OOMEKEeHHS
nosisirae 'y 3anexHocti Bix HTTP/2 — npnsg cuctem, 1o MIATPUMYIOTH JIMILE

HTTP/1.1, cig BUKOPUCTOBYBATH BIAMOBIAHUHN ajanTep.
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2.4.4 I'padoBa MoBa 3anuUTIB

I'padoBa moBa 3anurtiB (GraphQL), ompmmtonHeHa COLIaJbHOK MEPEKEIO
2015 poxky, TpakTye mporpamMHHiA iHTEp(]EIiC K CTPOTO THUITI30BAHY CXEMY, JI€ KITIEHT
dbopMye 3anmuT MOBOIO, TTOIIOHOIO 10 IEKJIAPATUBHOI CTPYKTYpH 00’ €KTIB, 1 OTPUMYE
JIUIIE T1 TOJIA, SIKUX pealibHO nmoTpedye. Takuii miaxig ycyBae K HaJJIMIIKOBI, TaK 1
HEMOBHI 3BEPHEHHSA Ta CHPOIIYE EBOJIOIII0: JOCTaTHBO IMO3HAYUTH TIOJIE SIK
3acTapijie, He 3MIHIOIOUH aJpecH pecypcy. YOymoBaHa camMoOiHCHEKIs (opMmye
CaMOJIOKyMEHTOBaHUHN 1HTepeNlC 1 >XKUBUTHh CEPEOBHUILE PO3POOKH IMiAKA3KAMHU
aBTOJIONTOBHEHHS. BogHOYAaC THYYKICTh 3alUTIB YCKJIQIHIOE KENTyBaHHS: IEHTPH
JTAHUX HE MOXYTh JIETKO BapiOBATH KJTt0U1 30€peKEeHHS 32 BMICTOM TiJia 3BEPHEHHS.
CTOpOHHI pO3B’A3aHHSI YACTKOBO IMOM’SIKIIYIOTh MPOOJeMy, MPOTE YCKIAJAHIOIOThH
crek. [Jomaiite crogu moTpely y CKIaAHUX KOMIIOHYBAHHSX, 110 MOEAHYIOTh Pi3HI
JoKepena iHdopmariii, — 1 cTaHe OYEBHJIHO: Tpad)oBa MOBA 3aIIUTIB BUMAarae CyBopoi
JTUCITUTUIIHU TIPOCKTYBaHHS, a0W HE MEPETBOPHUTHCS Ha JIABHHY 3BEpHEHb J0 0a3m

TaHUX.

2.4.5 BucHoBok

Cymapno REST nmpononye npoctoty # kemoBanicTh, WebSocket — peanbhuit
yac 13 MiHIMalbHUMU 3aTpuMKaMu, gRPC — BHCOKY MPOIMYyCKHY 3AaTHICTB 1 CTpOTre
KOHTpakTyBaHHA, Toai sk GraphQL Hamae kiieHTYy KOHTpoib Haj (popmaTom
BIJIMOBI/Il Ta THYYKY €BOJIIOLIO CXeMU. PO3yMIHHS ITUX HIOAHCIB A€ 3MOTY 31CTAaBUTH
He(YHKIIIOHAJIbHI BAMOTH CUCTEMH — B1J] YaCTOTH OHOBJICHHS JaHUX JIO MPO30POCTi

nedary — 3 TEeXHIYHUM MOTEHI1aJIOM KOKHOTO MPOTOKOITY.
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Tabnuus 2.4 - [TopiBHSHHS OCHOBHUX XapaKTEPUCTHK

Kpurepiii REST WebSocket gRPC + protobuf GraphQL
Tun oOmiHy | 3amuT- JIBOHAITPSIMHUM, HTTP/2- JIeKJIapaTUBHI
BIAIIOBIAB, peanbHui yac MYJIbTUIUICKC, 3aIllMTH, TOYHI OJIS
KEIIOBaHICTh OiHapHI Kaapu
[linTpumka | maiixe Bci Opaysepu, KIIIEHTHU T€Hepallisl | KII€HTChKI
KJIIEHTIB maThopMu cepBepu KOJIOM 6i6morekwn, IDE-
(MyJIBTUMOBHHUIA) aBTOJIONIOBHEHHS
[TepeBaru MPOCTOTA, MiHIMaJIbH1 HU3bKA THYYKICTb 3aITHTIB,
KEIllyBaHHS HakJaaHi, push- JATCHTHICTb, €BOJTIOIIISI CXEMU
MTOBITOMJICHHS YITKHA KOHTPAKT 6e3 Bepcii URL
OOMexeHHST | pO3pOCTaHHs MacIITadyBaHHS 3aJIe)KHTh BiJI CKJIQ/IHICTh
CH/IMOIHTIB mpu | yepe3 Sticky HTTP/2- KEIITyBaHHS,
ckiaj. Oi3Hec- | Sessions abo iH}pacTpyKTypH CKJIQJIHUH CTEK
JIoTiIIl Opokep
25 CYBA
CYBJl yTtBOpIOIOTH  SApO  1HPOpPMALIMHOI  1HPPACTPYKTYpH, BOHH

3a0e3MeuyoTh JOBrOTpUBaje 30epiraHHs, LUIICHICTh 1 JOCTYIHICTh JaHUX, IO
LHUPKYJIIOIOTh MK CEpBICHUMH KOMIIOHEHTaMU. Bulip KOHKpeTHOi peasi3arii
BILJIMBAE HA MOJIETTb KOHCUCTEHTHOCTI, CTpaTerii MaciITadyBaHHS Ta €KCIUTyaTalliiHi

BUTPATH.

2.5.1 MySQL

PosrisHyTa cuctema kepyBaHHS 0a3aMu JaHWUX €BOJIOI[IOHYBAIA BiJ] JIETKOTO
KOMITOHEHTA KJIACUYHOTO BeO-TaKeTa /10 MOBHOIIHHOTO KOPIOPATUBHOTO PIIICHHS,
30epiriy MOoydbHy OyJZOBY CXOBHIN. 1i OCHOBHHI TpaH3aKWifHWI MeXaHi3Mm
rapaHTye€ aTOMapHICTh, y3TrOKCHICTh, 130JIbOBAHICTh 1 JIOBTOBIYHICTH OIEpallii,
MIHIMI3YIOYH PU3UK YIIKODKEHHS JaHWUX IMiJ 4ac 3001B EJIEKTPOXKUBICHHS YU
MPOTPAMHOTr0 cepenoBUIa. PiBHI 13071111 — BiJ YMTaHHS JUIIE TIATBEPKEHUX
3aIlKCIB J0 MOBHICTIO Ceplaji30BaHOTO PEKUMY — JI03BOJISIIOTH THYYKO OalaHCyBaTH

MK MapajenizsMoOM TpaH3aKIIiH i JeTepMini3MoM BuOipok [19].
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bararorpannuii perunkamiiHuid CcTeK (AaCMHXPOHHMM, HAIMIBCUHXPOHHHUH 1
IPYINOBHM peXUMHU) (popMye HaJiifHY OCHOBY i TeorpadiuyHO pPO3IMOIIICHUX
IHCTaNALINA, a BOyJOBaHE CEKIIOHYBaHHS BETUKUX TaONWILb  IiJABHILYE
POAYKTHBHICTH 33 3HAYHOTO 3pOCTaHHs 00cATiB. BogHOUAC iCTOPUYHMIA aKIIEHT Ha
BEPTHKAIbHOMY MacmTaOyBaHHI oOMexye Oe300iicHE IIapAyBaHHS, TOX
BHCOKOHABaHTAXKEH1 pPO3ropTaHHs 4acTo noTpeOyIoTh IPOMIKHHUX

OalaHCyBaJbHUKIB 200 30BHIIIHIX KJIACTEPHUX PIIICHb.
2.5.2 PostgreSQL

Posrisinyra 00’ €KTHO-pendiliiiHa cucTeMa, 0 MOXOJUTh BlJ aKajeMidHOTO
npoexty «IlocTrpecy, mepeTBopuiacs Ha MOTYXHy MIaTGOpMy BiIkpHuTOro Komy. li
KJIIEHT-CEPBEPHA MOJIENb IPYHTYETHCA Ha 0AraTonmporecHOMY MiIXOJ1 «IIpolec Ha
KOpPUCTYBauay, IKUM rapaHTy€ 130JIS111F0 CEaHCIB 1 MABUIIYE CTIMKICTh 10 B3a€EMHUX
BiiMOB [20]. MexaHi3m 0araToBEepCIMHOIO KOHTPOJIO OJHOYACHOCTI J103BOJISIE
YUTATH TIOCTIOBHI 3HIMKH Oe3 OJIOKYBaHHS 3alHCIB, IO ICTOTHO IIiJIBUIIYE
KOHKYPEHTHICTh TpaH3aKUid. 3aBASIKA CUCTEMI PO3IIUPEHb MOXHA IiJ €IHYBaTH
BJIACH1 THUIIM JIAHUX, 1HJEKCH Ta (QYHKIIII; caMe Tak 3’ SBWJIKCS TOKpalieHuii opmar
«[Ixericon-0», mpocTopoBa HanOy/IOBa Ta YacocepiiiHe po3mupeHHs. YOynoBaHa
JIOTIYHA perutiKalis Ta JeKJIapaTUBHUN MO JAaHUX MOJErIIyIOTh TOPU30HTAIbHE
MaciTabyBaHHs, a CyBOpe JTOTPUMAHHS CTaHIapTy MOBH CTPYKTYPOBAaHHX 3aIHTIB
3a0e3nedye MOPTOBHICT 3aMUTIB MK IuiaTopMaMu. Take Mo€THaHHS aKaJeMIgyHO1
CTPOTOCTI W 1HKEHEPHOT THYYKOCTI 3p0OUIIO 1110 cucTeMy JAe-(haKTo €TajJOHOM s
MIPOEKTIB, JIe¢ KpUTUYHHUMH 3QJTMIIIAIOTHCS K TPaH3aKIliiHa HAIIHHICTh, TaK 1 CKJIagHa

aHaJITHKA.
2.5.3 MongoDB

JIOKyMEHTHO-OpiEHTOBaHAa cuUcTeMa 30epiraHHs JaHUX Olepye OlHApHUM
MOTAHHSIM JOKYMEHTIB, 1[0 IPUPOIHO BigoOpa)kae BKIIAJICHI CTPYKTYPH Ta MaCHUBH,

ycyBarouu notpedy B ckiIagHux o0’eqHaHHsx [21]. 'myuka cxema m03BoJIsie
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CBOJTFOIIITHO 3MIHIOBATH MOJICIb 0€3 TPYJAOMICTKMX MEPETBOPEHb, a aBTOMAaTHYHHUN
PO3IOAUT YaCTHH KOJICKIIH MiX BYy3JIaMH KjacTepa 3a0e3ledye TOpH30HTaIIbHE
MacmtadyBanHs Ha piBHI miatdopmu. Iloumnatroun 3 Bepcii 4.0, cepemoBuiie
MIATPUMY€E TPaH3aKIIii, K1 OXOTUTIOIOTh KiIbKa JOKYMEHTIB 1 KOJEKIIH, JIKBITyI0UN

KPUTHYHY MEPEIIKOTY sl PIHAHCOBUX Ta OAHKIBCHKUX 3aCTOCYBaHb.

Cepen [momaTKOBUX TIiepeBar BapTO 3rajgaTd BOYIOBaHWN MeEXaHI3M
arperyBaHHs, 110 BHUKOHY€ CKJIaJHI TpaHcdopmairii Oe3mocepeHh0 Ha CTOPOHI
CXOBHMIIIA, Ta KEPOBaHE XMapHE OTOYEHHS 3 aBTOMATHM30BAHUMHU OHOBJICHHSIMU WU
pE3epBHUM KOIIIOBaHHAM. BogHouac BIJACYTHICTH CYBOPOi CXEMH BHUMAarae
JUCIUIUIIHU Ha PiBHI 3aCTOCYHKY, a0H 3amo0IrTH MOB3YyYOMY 3MIHEHHIO CTPYKTYpPH

JIOKYMEHTIB 1 MOAAJIbLIIN Aerpaaalii IpOgyKTUBHOCTI.

Tabmuug 2.5 — [opiBasaHs CYB/]

KpuTepiii MySQL PostgreSQL MongoDB
Mopenp faHux | pessiiiiaa 00’ eKTHO-peIsLIiHa, JIOKYMEHTHa
Tpan3akiiii TpaH3aKIii TpaH3aKIi 3 Bepcii 4.0 — Tpan3akiii
Ha KUJIbKa JOKYMEHTIB
MacmrabyBaHHs | perutikaiis JIOT1YHA peTuTiKallis, aBTOPO3MOILII,
HIAp/IiHT Yepes TOPHU30HTAIIbHE
MaciTa0yBaHHS
Amnanituka oOMexeHa, pydHe | MOTYKHa, pO3LIMPEHHS arperauiiHuil KOHBEeEp
IHTEerpyBaHHS U1 TaM-cepiii,
aQHAJIITUKU

2.6 KemryBaHHSI JaHUX

[IpolyKTUBHICTh CY4YaCHHUX CEpBICIB Je[ail 4YacTille BHU3HAYAETHCS HE

MOTYKHICTIO TPOIIECOPa, a TUM, HACKUIBKH IIBUAKO JTOJAATOK MOXE BijpearyBaTH Ha
MOBTOPHUH 3aITUT JI0 BXKE BiIoMUX AaHUX. CaMe TyT y TPy BCTyIA€E KEIIl — IPOMiXKHUH
map, mo 30epirae kormii 00’€KTiB OJMKYe 10 MICIS CIOXKHUBAaHHS H, 3a MOTpeOH,

3BUIBHSAE iX 13 TamM’sITi a00 AUcKa. Y bOMY IyHKTI PO3TJISHYTO JBa 0a30B1 MiIXOH

3m.

Apk. Ne nokym.

ITinnuc

JHara

[AJIL.467200.003 113

Apk.

35




— JIOKaJIbHE KEeIlIyBaHHS B Me)XXaX IMpOoIIecy Ta 30BHINIHE KemryBaHHA y Redis — 3

IXHIMH InepeBaramMu, pu3nKaMunu 1 TUITOBUMM CH@HapiHMI/I BHUKOPHUCTAHH:.

2.6.1 KemyBanHsi y nam’siTi 104aTKy

3a ymoBH, 110 mporiec BUKoHaHHS Node.js po3ropHyTO B OJTHOMY €K3eMILISPi
ab0 BcepeauHI OKPEMOTro BYy3Ja, JOLUIBHO PO3TAIllOBYBaTH HaMaKTyaJbHIIIl JIaHi
0e3mocepeIHbO y OMEPaTUBHIN MaM AT caMOTo Tpolecy. Y Takii KoH}irypaiii yac
JIOCTYITy OOMEXY€EThCSl JIMIIE TMOIIYKOM 3a XelI-TaOiuIer0 i He mnependadae
JOJJaTKOBUX MEpEeXEBUX MepexoniB. Ha mpakTuill «JIoKaJbHUN KEl» peani3yloTh
JIBOMa TOIIMPEHUMH MIAXOJaMU: Yepe3 Clieliali3oBaHy O10/110TeKy KEIlyBaHHS B

nam’gTi 200 3a JI0IOMOT0r0 BOYI0BaHO1 CTPYKTYypH Map.

bibmioTeka kenryBaHHs B mam’sTi. Takuil MakyHOK NpOIOHYE cpopMoBaHe
nporpaMHe iHTepdeiicHe cepefoBuUIIe Il poOOTH 3 MapaMH KIIOY-3HAYEHHS Ta
NIATPUMY€ CEMAHTHKY Yacy KUTTA 3aMuciB. Y 01010Tel nepeadayeHo aBTOMaTUUHE
BUJTYYEHHSI IPOCTPOUCHUX €JIEMEHTIB Y TJIi, 301p CTAaTUCTUKH IIPOMaXxiB 1 MOMAa/IaHb,
a TaKOXK OIILIIIO 3aXKCTY BiJl HCHABMUCHUX MyTallii kemoBaHuX 00’ ekTiB. Lle 3HnKye
IMOBIPHICTb MPUKJIATHUX TTOMIJIOK 1 3BUTHHSIE PO3POOHMKA Bl pyTUHHOTO KEPYBaHHS
YKUTTEBUM LUKJIOM Kemry. OiHaK 10JaTKOBUM (DYHKIIIOHAT YHOCUTH MEBHI1 HAKIaIH1
BUTPATH: KOXKHA Olepallis 3anucy «Set» 30epirae MiTKy 4acy, a ()OHOBHM CKaHep
MEePIOIMYHO aKTUBYE IIUKII MOJ1H, 1110 MOKe 301IbIITYBaTH HAaBaHTAXKEHHS Ha 30upay
CMITTS, OCOOJMBO y BHCOKOYAaCTOTHHMX CLEHApIAX 13 BEJIUKHUMH  a0o

KOPOTKOKUBYYUMU 00’ €KTaAMH.

BOynoBana ctpyktypa Marpuill. BukopucTaHHsS CTaHAApTHOI XEII-TaOJIHII
pymiis V8 3a6e3neuye acumntoTuky O(1) msis omepartiiif BCTaBJICHHS Ta YUTaHHS, 1110
poOUTH L€l BapiaHT HAWMIBUIIIMM 3 TOTJISAY MPOMYCKHOI 3AaTHOCTI. BincyTHi
cepiatizallisi METaIaHuX 1 IEPIOINYHI TakMepH, IPOTE BIAMOBIJATHHICTD 32 MTOTITHKY

BUTICHEHHSI TIOBHICTIO TOKJIAA€ThCA Ha pO3poOHUKA. SIKIIO0 HE BIPOBAIKEHO
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MEXaHi3My 4acy JKUTTS, CTPYKTypa IMOCTYIIOBO 3pOCTaTUME, IOKU He Oy 1€ BHUEPITaHO
JTOCTYNHY Mam’sATh. [lommupeHuM pilieHHsSIM € KulblieBUM Oydep abo JYMIBHUK
BUKOPHUCTaHb, AKI BUJAISIIOTh HAaliMEHIN 3aTpeOyBaHi €JIEMEHTH MICHs AOCATHEHHS
IpaHUYHOTO 00csTy. Y cucteMax, J¢ NPUUHATHA HEBEIWKa 4YacTKa 3acTapiliiux
3Ha4YeHb, TAaKUM MIAXiA TOEAHYE MaKCUMalbHY IIBUAKICTH 13 MiHIMaJIbHOIO

CKJIQ/IHICTIO
2.6.2 TumyacoBe CXOBHUIIE KENTy

[I{otiHO MporpaMHa cucTemMa MacITadyrThCS 10 KIJTBKOX 1HCTAHCIB 200 MEepeX0IUTh
JI0 MIKPOCEPBICHOI apXiTEKTypH, MOCTA€ JOLUIbHICTh BHHECEHHS KEIly 3a MExXi
OKPEMOT0 IPOLECY — Y CIUIbHUIA 30BHILIHINA KOMIIOHEHT, TOCTYITHUI Yepe3 MEPEKY .
Haifuyacrinre TakuM KoMIioHeHTOM ctae Redis — cucrema kepyBaHHsI 6a3amMu JaHUX
y IaM’AT1, 1110 CTIeLialli3y€e€ThCs Ha 30€piranHi nap KIt04Y-3HA4€HHS, OJTHAK MIATPUMYE
TAaKOX CIIMCKH, MHOXXMHU Ta TelI-Ta0NHIl 3 MOCTIMHUMHU XapaKTEepUCTUKaMU
noctyiy — To0To 3 acumnroTtukoro O(1) [22].

Redis 3abes3neuye BUCOKY JOCTYNHICTh 3aBISIKU BOYIOBaHIN MIATPUMIIL
peruTiKallii 3a CXeMOI0 BeyUMU-TIOCHIIOBHUK, & TAKOXK J1a€ 3MOTY MAacIITa0yBaTHCS
TOPU3OHTAJIBLHO Yepe3 IMIapAOBaHUI KJIACTEPHUU PEXHM. Y IbOMY PEXHUMI JaHi
aBTOMATUYHO PO3MOIUISIOTECS 3a XEHI-CIIOTAMH MK OKPEMHUMH BY3JaMH, IO
3HIKY€ HAaBAaHTAXKEHHS HAa OKpeMi KOMIIOHEHTH W MIJBHUIINYE 3arajibHy CTIHKICTh
cucteMu. BiarBopuTu noAiOHYy (PYHKIIOHANBHICTE CYTO Y BHYTPIIIHBOMY KEIll
IpoLecy — HaJA3BUYAWHO CKJIAJHE 3aBIaHHS, sIK€ MOTpedye 3HAYHUX BHUTpAT Ha
PO3pOOKY ¥ CynpoBi.

OcoOnuBoro mnepeBaroto Redis € migTpuMka pi3HOMaHITHUX CTpaTerii
BUJAJICHHS JaHUX 13 MaM ATl — 30KpeMa 3a MPHUHIMIIAMU HalMEHII HEI0JIaBHO
Bukopuctanoro (LRU), mnaiimenm wyacto BukopuctoByBanoro (LFU) abo
BUMAIKOBOro BHOOpy. Kpim TOro, KoXHOMy KJIOYYy MOXXe OyTH MpU3HAYE€HO
iHpuBinyanpHui 4dac kutTa (TTL), 1mo m03BoJisiE THYYKO YIPaBISTH YacoM

30epiraHHsl OKpeMHUX OO0’€KTIB Yy Kemm. Y pe3yJbTaTli Kell-CXOBUIIE He
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«PO3YBAETHCS» B YMOBAX MIKOBOI'O HABAHTAXKEHHSI, a JIOCTYM JI0 PECYPCOMICTKHX
00’ €KTIB 31MCHIOETHCS 3 MAaKCUMaJIbLHOIO MMOBIPHICTIO 30€pEKEHHS.

Ockinbku Redis ¢pyHKITIOHYE SIK OKpEMUH MPOLIEC, YC1 EK3EMILISIPU 3aCTOCYHKY
MOXXYTb OJHOYACHO 3BEPTATUCA JI0 OJIHOTO ¥ TOTO CaMOro KEIIOBAHOI'O 3HAYCHHS.
TakuM yuMHOM, HaBiTh y pa3i MacmTaOyBaHHS CHUCTEMH ab0 PO3TOpTaHHS HOBUX
Bepciit (Hampukiazg, y cxemi blue-green deployment) kxemn 3aJMIaeTbest CIHUTBHAM 1
CTaOUIbHMM, a TOBTOPHI 3alUTH JI0 TUX CaMHUX JaHUX OOCIyroBYIOTbCS 0e€3
MOBTOPHOTO 3BEPHEHHSA [0 MOBUIbHIIIOrO xepena. Lle 1 BuszHawae Redis sk
«PO3MOJITICHUNA KEL.

HonatkoBo Redis Hajmae HU3KY BOYJOBaHUX MOKJIMBOCTEH, SIKI MOXYTh
ICTOTHO CIIPOCTHUTH 3arajibHy apxiTekTypy. Hanpukiian, MexaH13M OMOBIIIEHHS Yepe3
ormyOmikyBaHHsA-iaAnucky (Pub/Sub), morokoBi cTtpykrypu (Streams), aTomaphi
JIYUIBHUKH, a TaKoXX MOXJIMBICTb MOOYJ0BH OJOKYBaJIBHUKIB a00 dYepr
MOBIJJOMJIEHb Ha OCHOBI 3BHYAHUX KJIIOUIB 3 ekcmiparieto. Takum unHoM, Redis
MO>K€ 3aMIHUTH OKpPEMI1 IOMIOMIXKHI CEPBICH — HAIIPUKJIIA], OpOKEPH MOBIIOMIICHb UM
MEXaHI3MHU B3a€EMHOTO BUKJIIOYEHHS. BTiM, I MOTYXKHICTh HE € OE3KOIITOBHOIO.
Redis moTpedye HaIeXHOTO CYNMpPOBOAY: MOHITOPUHTY 3aTPUMOK BBEICHHS-
BUBEJICHHS, PETYISAPHOTO 30€peKEeHHs 3HIMKIB JTaHUX, KOPEKTHOTO HAJIAIITyBaHHS
MOJIITUK OYMINEHHS Ta perumikaiii. IrHopyBaHHS IIMX BUMOT MOXE MPHU3BECTU 0
HEOUIKyBaHUX BTpaAT JaHUX abo jerpajarlii mMpoAyKTHUBHOCTI. Y MPAKTHUINl YaCTO
3yCTpI4a€eThes TIOpUHA CTpATErisl KEIIyBaHHS: JOKAIbHUI Kell y maM’ STl MPOLECy
BUKOPUCTOBYETHCS JUIsl HAWOUIBIII KPUTHYHHX JI0 3aTPUMKH 00’ €KTiB, Toal sik Redis
BHUCTYIIA€ JIPYTOI0 JIiHIE 30epiraHHs. Y TakKOMY MiAXOJI 3aCTOCYHOK CIIOYATKy
nepeBipsie JOKAIbHUM Kelll, 1, y pa3l Mpomaxy, 3Bepraerbes 10 Redis, micist yoro —
3a MOTpeObr — mporpiBae JokaapbHUK 1map. Lle mo3Boisge 3abe3neuynT MiHIMAIBHI
3aTPUMKH JJI HAWaKTUBHIIIUX 3alUTIB, BOAHOYAC MIATPUMYIOUU KOHCUCTEHTHICTb

JAHUX MDK yCIMa eK3eMIUIsipaMu uepe3 eauHuil Redis-koHTyp.
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2.6.3 BucHoBok

SKI0 %K T0AATOK JIMIIAETHCS MOHOJIITOM, «KelryBaHHS y TTaM’sIT1» IPOIMOHYE

3pYUHICTh METPUK «i13 KOpoOKkn». Komu KpuTHyHA MakCUMaibHa MPOIYKTHUBHICTH 1

PO3MiIp Kellly HEBEJIMKUM, JOCTaTHBO «MaTpulish» 13 pydHUM KEPYBAHHIM PO3MIPOM.

Y Oynp-skoMy pa3i JOKaIbHUN KeIl CIiA pO3MISIIAaTH SK TEPIIUN, HAWTITBUIIIHA

piBenb (L 1), moennytoun rioro 3 Redis abo iHmmm posnosaineHum cxopuriem (L2) mis

MDKITPOIIECHOI KOHCUCTEHTHOCTI — caMme Takui OaraTopiBHEBUM MiaxXija Je-(pakTo

CTaB rajJly3¢BUM CTaHIApPTOM.

Tabmuusg 2.6 — [TopiBHSAHHS N1IXO0/1B KEIIyBaHHS

Kpurepii

Jlokanbuuii kem («MaTpuis /
«KemyBanHsi y mam’sTi»)

Redis

[TpoxyKTHUBHICT

HanmBuamui noctym, O(1)

MiHIMaJbHa 3aTPUMKA
4yepe3 MEpeKy

TTomiTuka
BUTICHEHHS

«Marpuus» — Bpyuny. «KenryBanus y
nam’ATi»

Ha KJII04

MacmrabyBaHHs

JIMILE B MEXax MpoLECy

PO3MOIITICHHIN MiXK
1HCTaHCAMH

3m.
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BUCHOBOK JIO PO3ILTY 2

[TinGuBaroun MiaCyMOK APYTOTO PO3ALTY, BAPTO IIIE pa3 30CEPEIUTUCS HA
3alyTaHHi, [0 HETTOMITHO MIPOHU3YE YBECh TEKCT: KO0 Ma€e OyTH TEXHOJIOTIYHA
OCHOBA CepBiCy, abW BiH 3aJTUIIABCS BOAHOYAC THYYKUM, MAacIITAOOBAHUM 1
3pO3yMIUJIUM JJIsE KOMaH[I, 1110 Horo niarpuMmyBatuMe? ChopMoBaHa y X0l
MOPIBHSUIBHOTO aHAi3y BIAMOBIAb BUSBUJIACA 0araTOKOMIIOHEHTHOIO — 1 came I

noJi(oHis, sIK He TMBHO, 3a0e3neuye HUTICHICTh PIIICHHS.

[TouniMo 31 CTapTOBOI TOUKH — MOBU IporpamyBaHHs. OOpaHHS CTaTUYHO
TUITI30BaHOI BEPCii CKPUIITOBOI MOBH 3 OJJHOTO OOKY 30epirae JOCTYII J0
KOJIOCAIBHOT €KOCHCTEMHU KOJY, a 3 IPYTroro — MUCIUILTIHYE MPOEKT 3aBISKU
tunam. Lle moegHaHHSA 1a€ 3MOTY 3MEHIIUTH KUIbKICTh TIOMUJIOK 1€ /0 BAKOHAHHS,
BOJIHOYAC HE OOMEXKYIOUH MIBUJIKICTh IPOTOTUITYBaHHSA. TyT NpOSBISETHCS
HEIMCaHe MPaBUIIO CY4YaCHOI PO3POOKU: «TUIIM — L€ JOKYMEHTAIlis, 1110 HIKOJIU He
BTpayae akTyaJbHOCTI». Y HAIIOMY BUIAJKYy TaKa «KHBa» JOKYMEHTALisl KpUTHUHO
BAXKJIMBA, a/KE€ CUCTEMY lepe10ayaeThCsl pO3ropTaTy Ta NIATPUMYBATH HE OJIHIEIO

KOMaHJI010, a I[IJI0K0 HU3KOK MIKPOCEPBICHUX IMiAPO3/ILIIB.

[TpuponHUM cepeoBHILEM BUKOHAHHS JIJIs1 KOy 3a3Ha4€HOi MOBU O0paHO
BY3JI0BE CepeIoBUIIE. oro He6I0KyBaIbHA MOJIE/b BBE/ICHHS-BHBE/ICHHS J1a€
3MOry e)eKTUBHO 00OpOOJIATH BENUKY KUIBKICTh OTHOYACHUX 3’€JHAaHb — CaMe Te,
4Oro MoTpedyr0Th BACOKOHABAHTAXKEH1 CIIEHApil IHTEPHETY peueii Ta mepeaaBaHHs
MyJIbTUMEAINHUX MOTOKIB. Y € anbrepHatuBu? Tak, mpoTe iHII cydacH1 pyurii
MOKH 110 HE JJEMOHCTPYIOTh TAKOi CTaJI0i IHTErpallii 3 MPOMHUCIOBUMHU KapKacaMu, a
TOMY MOXYTb PO3IJIIAATHCS paJlle IK eKCIIEPUMEHTAIbHUIN HAMPsM, HI)K OCHOBA

JTATUIOMHOTO TPOEKTY.

Ponb apxiTeKTypHOro Kapkaca BUKOHYE MOJIYJIbHUI cepBepHuiikapkac 13,
YU CTPYKTypa ¥l CyBOpe NOTPUMaHHS IPUHIIUIIIB PO3I1ICHHS 000B’SI3KiB

CTBOPIOIOTH MEPEAYMOBH ISl KOAY, SIKUM JIETKO TECTYBAaTH, pehaKTOPUTH i
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MacimtadyBatu. KpiM Toro, kapkac opraHiyHo IMiJITPUMYE SIK TEKCTOB1 KIHIIEBI
TOYKHU, TaK 1 O1HApHUHN TPAHCIIOPT, 110 YCYBAE MOTPeOy B «CaMOPOOHMX)»

1HTerparisx.

3 mormsiAy B3aEMOJIl MK cepBicaMy 00paHO MOETHAHHS O1HAPHOTO
MIPOTOKOJIY BiJIJIaJICHUX BUKJIMKIB pa3oM 13 Oydepamu MpoTOKOITy, JOTIOBHEHE
TEKCTOBUMHU 1HTEep(elicaMu Ta TBOCTOPOHHIMHU BeO-KaHanaMu. YoMy Takuit
KoHTTIoMepaT? biHapHuii mpoTOKOJ 3a0e3neuye KOMITAKTHY cepializalio i
YKOPCTKE KOHTPAKTHE MPOrpaMyBaHHS — T€, YOT0 BUMAraloTb KpUTUYHO Ba)KJIUBI
ornepartlii BcepeauH1 kiaactepa. TeKCTOBHI MPOTOKOJ 3aJUIIAETHCS YHIBEPCATBHOIO
MOBOIO JIJIsl KJTI€HTIB, a/1)K€ HE KOKEH CIOXKMBa4 rOTOBUH MpaIlOBATH 3 O1HApHUMU
dbopmaramu. JIBocTOpoHHI BeO-KaHAJ, Y CBOIO YEPTY, 1APYE MOKIUBICTh
MUTTEBOTO OOMIHY MOBIJOMJICHHSIMH, 1110 € 000B’A3KOBUM TaM, Ji¢ TOTpiOHE
HeraitHe 1HhOpMyBaHHsI PO 3MiHY CTaHY 0OpOOKU MEIIaKOHTEHTY Y1 OHOBJICHHS

TeJIeMETPil NPUCTPOIB.

JlaH1 MalOTh «JOBI€ KUTTS», TOMY JIJIsl IXHBOTO HaJAIMHOTO 30€epiraHHs
00paHo peNAliiiHy cucTeMy HOCTIPeC. [i MoieNb TpaH3aKIlii, po3raayskeHa cucTeMa
1HJIEKCYBaHHSI Ta MIITPUMKA PO3IIUPEHHh — B1J] MPOCTOPOBOTO J0 BEKTOPHOTO —
JO3BOJISIIOTH YIIOPATUCS SIK 13 KilachyHUMU onepauisimu tuny OLTP, Tak 1 3
NOJIaJIbIIMMHU aHATITUYHUMHU 3anUTaMU. [l IpUCKOPEHHS YNTaHHS MOBTOPIOBAHUX
JAHUX 1 peaiizaliii CeaHCOBOIO KEIly y 3B 13Ky BUKOPUCTAHO CUCTEMY KELTyBaHHS
penic. [i 36epiranns B onepaTuBHiil maM’aTi Ta MiATPUMKA GaraTUX CTPYKTyp (remi-
Ta0JIHIIl, MHOKWHH, TOTOKH ) 3HAYHO 3MEHIIYIOTh JJATEHTHICTh, KOJIU WIETHCS PO

NepeBIPKY TOKEHIB 13 HU(PPOBUM MIANMMCOM UM KEUTyBaHHS METaaHUX 300pakeHb.

V3ropkeHa criBIpals X KOMIOHEHTIB HE € CaMOJI0CTaTHhOKO
«IpaMiJIoIoy, 10 CTOITh Ha MICKY; PAJIIIe 11€ KOHCTPYKTOP, 1€ KOKEH €IEMEHT
MIJICUITIOE CYC1IHIN. By3iioBe cepenoBuiiie Jerko MaciTadyeThes yepes KiacTepu
91 KOHTCHHEPH, MOAYJIBLHUI KapKac IUKTYE IPO30pe PO3OUTTS HA KOMIIOHCHTH,

O1HapHUI MPOTOKOJ 3a0e3Meuye MIBUAK] 3aXUILIEH] BUKIMKH, & CHCTEMa KEITyBaHHS
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ctae 0ypepoM Mixk «IOBITBHUMY JUCKOM 1 «IIIBUAKOIOY» MaM’SITTIO. Y pPe3yibTarTi
bopMY€ETHCS TEXHOJIOTTUYHUN JaHamadT, AKUK yIi3HAaBaHUN Ha PUHKY IIpalll Ta Mae
aKTUBHI CIUTHHOTH MIATPUMKH — 1110 HE MEHII BaXXJIUBO JIJIs1 MaliOyTHHOI €BOJTIOLIT
npoeKTy. ['0J10BHE, 110 IEMOHCTPY€E BUKOHAHUM OTJIsA]l, — OOMEKEHHS He
JTUKTYIOTHCSI BHOpAaHUMH 1HCTPYMEHTAaMH, BOHU HapOKYIOTHCS 3 apXITEKTYPHUX
kommpomiciB. Came ToMy THepesiueHi TEXHOIOT1I CIIij] CIpUiiMaTH He SIK JOTMY, a 5K
OoOTpyHTOBaHMM BUOIp, KOTPUI HUHI ONITUMAJIBHO BIAIOBIJIAa€ BUMOTaM
NPOAYKTHUBHOCTI, HAIIMHOCTI ¥ MATPUMYBaHOCTI. YU 3MIHUTHCS 1IOCH 3aBTpa?
ImoBipHo. [IpoTe norika, 3aKiazeHa y e pillieHHsS — YIiTKE pO3MEKYBaHHS
000B’513K1B, KOHTPAKTHICTh CEPBICIB 1 MPIOPUTET HUZbKOI 3aTPUMKU —
3aIMIIATUMETHCS aKTYaJIbHOI0, HABITh AKIIO MICLIE OKPEMHUX €JIEMEHTIB 3aiMyTh

HOBI TPaBIIi.

OTxe, KOH}ITYpaIlisi «CTATUYHO TUII30BaHA CKPUIITOBA MOBA + BY3JIOBE
CepelOBHUIIE + MOAYJIbHUIN CEPBEPHUI KapKac + O1HApHUI 1 TEKCTOBI IPOTOKOJIH
3B’SI3KY + pesIliiiHa CUCTEMa MOCTIPEC + CUCTEMa KelllyBaHHS PEIIC» TBOPUTh
IHTErpaJIbHy OCHOBY, 1110 TIOEJIHYE CTPOTICTh KOPIIOPATUBHUX CUCTEM 13 THYUYKICTIO
Cy4acHUX XMapHHUX pimeHb. Came el cum0103 1 ctae GyHIaMEHTOM IS
MOIAJIBIIOTO 3aHYPEHHSI B IETaJll peaizallii, Ikl po3rysiIaTUMYThCS Y HACTYITHUX

po3/iax.
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PO311J1 3 AETAJII PO3POBKH CUCTEMMU

3.1 OCHOBHI KOMIIOHEHTH CHCTEMHU

Pospobrmena IoT mmardopma TpyHTYETbCS Ha TPbOX B3aEMO3AJICKHHUX
KOMITOHEHTaX, KOKEH 3 KX OXOIUTIOE YITKO BU3HAUEHY c(epy BiAMOBIAAIBHOCTI Ta
3abe3reuye Oe3nepepBHUM 1HQOPMAIIMHUN MOTIK MDK (PI3UMYHUM TPUCTPOEM 1
KIHIICBUM KOPHUCTYBaueM. [eThCs Mpo KIEHTChKUN Opay3epHHA 3aCTOCYHOK, SIAPO
Ta ajanTep MiAKIOYeHb. Pa3oM BOHM (QOpMYIOTh IUTICHY MIKPOCEPBICHY
EKOCHUCTEMY, IO JIETKO MACIITa0yETHCS Ta 3aIUIIAETHCS BIAKPUTOIO JI0 TIOIATBIIIOTO

PO3LIMPEHHS.
3.2 OcHOBHHUIA cepBic

SAnpo cuctemu siBisg€ cOOOI0 IEHTPANI30BAHUN CEPBEPHHUM KOMIIOHEHT, IO
KOOPJIMHYE B3a€MOJIII0 MiXK KOPHUCTyBadyaMH, MPUCTPOSIMHU Ta afanTepaMu, a TaKOX
3a0e3neuye 30epexeHHss W OOpoOJeHHs JaHuX Yy pealbHOMy uaci. byno
obpanokapkac I3 Nest]S, ockiibkdu HOro MOAyJbHAa MOJIENIb OPTaHIYHO MOETHYE
REST-intepdeiic, WebSocket mmio3 1 gRPC kimienTH, He BUMararouu HaaMipHOTO
nyOmoBaHHS KOJA. 3aBISKU IbOMY CEpBIC MIATPUMYE KIACUYHY TPHUPIBHEBY
B3a€EMOJIII0. 3allUTH HAAXOIATh 4Yepe3 KOHTPOJIepH, O13HEC-JIOTIKYy BHKOHYIOTh
CEepBICH, a IOCTYI JI0 IaHUX 3MIACHIOEThCS depe3 adctpakiiii Knex.js 1 Redis-kemr.
JIoImiabHUM € 1 BUKOPUCTAHHS TOMIEBOT MOJIENI, 3a SKOi KOXKHA OTPHUMaHa OIS
MIPUCTPOIO0 HETAMHO OOPOOJSETHCS Ta, 3a MOTPEOU, TPAHCIIOETHCSA 0 KIIEHTIB abo
ajanTepiB, MO0 CKOPOYY€E 3aTPUMKy MDK (aKTOM 3MIHM CTaHy MW PEaKIIIE€Io
KOpHCTYyBaya.

3.2.1 ApxiTtekTypa cepBicy

CTpyKTypHO CepBiC pO3MOAUICHUI Ha JIOT14HI Ta (QYHKIIOHATBHI MOy, J{o
nepmoi rpymu BigHeceHOo AppModule, DatabaseModule, CacheModule i
LogsModule. Came Bonu 3a0e3meuyroTh iHII[iaTi3aIi0 101aTKA, MiAKIIOUEHHS JI0

PostgreSQL, B3aemogito 3 Redis-cxoButiem 1 neHTpanizoBanuii ayaut nojiii BE.

Apk.
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Han cucremaum mapom posminieHo pyHkiioHanbHi Moayni. DevicesModule
ynpasisie cyTHocTsMHU «lIpuctpiit»y, «llomis mpuCTporo» Ta MOBITHUKOM THIIIB.
ConnectionsModule inkancymtoe mapametpu agantepiB 1 noriky gRPC-B3aemoii 3
HuMu. UsersModule Binmnosinae 3a 001ikoBi 3amucu Ta poii. AuthModule peanizye
JWT-cTpaterito i3 COnbOBHM  XellyBaHHsAM mapoidiB. TriggersModule i
NotificationsModule pearyiots Ha moaii, a ApiKeysModule gae xoHTponboBaHuU
30BHIIIHIN AOCTYyN. ApPXITEKTypa MiIATPUMYE MOJIEBUNA CTUIIb. YCl1 CYTTEBI 3MIHU
NEPETBOPIOIOThCA Ha JoMeHHl moxii. lle He mumie cropoilye HapouyBaHHS
(GyHKIIOHATBHOCT1 (JOCTaTHHO TMIJMUCATH HOBHM OOpOOHMK), a W JJae 3Mory
MacmTadyBatd OOpOOKY MHIJISXOM TOPU30HTAIBHOTO PO3TOPTAHHS EK3EMIUISIPIB 13
MIJKJIIOYEHHAM J10 chuibHOi yepru nofid Redis Streams a6o RabbitMQ. lns
pea’sbHOr0 4Yacy BHUKOPUCTAHO JiBI TpaHCHOPTHI muHU. BuyTtpimuio Ha gRPC 1

3oBHIIIHIO HAa WebSocket. Cnpoiiieny Bizyanizailito MoxkHa nmodauutu Ha Puc. 3.1.

KnieHtcokuin iHTepdenc ToT KonTponeHui cepeic { Apantep 3'eaHaHHs l ‘ Baza paHux ’ { Kew Redis ’

HTTP-3anuT

IoT MpucTpin

Banigauia fokena JWT

Mepesipka npae kapucTyBaya

CTBOpPEHHA /OHOBNEHHSA NPUCTPOKD

36epexeHHs AaHW{ NPUCTPOD

KewysaHHs iHpopmMaLlii npo npucTpiit

[DynnekcHuia notik mQTT

Mortik komaxy yepes gRPC

Morik nogji 4epea gRPC

36epexeHHs jnoaii

OHOBNEHHA Kelly

Moeigomnexnn yepea WebSocket

OHoeneHHs Yepes WebSocket

KnieHTcokuiA iHTEpdeRc 10T KoHTponbHuWiA cepeic { Apantep 3'eaHaHHs l ‘ Basa paHux ’ [ Kew Redis ’

Pucynok 3.1 — CripoleHna Bizyasnizaiiisi poOOTH CEpBEPHOI YaCTUHU

IoT MpucTpin

Apk.

TAJII1,467200.003 T13 "

Apk. Ne nokym. Mignuc | dara




Takuit Mo T03BOJISIE BIJOKPEMUTH BUCOKOYACTOTHI MPUCTPIHI TeIeMeTpil
BilT (DPOHTEHA-TIOBIOMIICHb, 3MEHIIYIOUH TEPEXPECHI BIUIMBA HAaBAHTAKCHHSI.
[Tincucrema kemnryBaHHsI peanidye crpaTeriio «cache-aside». Jlani cmouaTky
yuTaloThes 3 Redis; 3a BiCyTHOCTI — 3 0a3u, MICIs YOro pe3yJbTaT 3aHOCUTHCS J10

kemry 3 TTL, oOuncieHuM 3a eBpUCTHKAMU YacTOTH JOCTYITY.
3.2.2 MoayJib IPUCTPOIB

¥ mexax [oT Control Service came moays [Ipuctpoi Bigirpae posib JOMEHHOT
«OTIOpWY», aJKE Yepe3 HhOTO CUCTEMa B3aEMOJIIE 3 JaHUMH 3 a/IallTePiB, HAKOMTUIYE
1CTOpiI0 TOIM 1 3a0e3neuye MUTICHUN KUTTEBUIN IUKI MIPUCTPOIB — BiJI MOMEHTY
peecTparlli 10 aHanizy Teaemerpii. CTpyKTypHO MOJYJIb CKJIAIA€ThCS 3 KOHTPOJIEpa,
cepBicy Ta mojeneit Device 1 DeviceEvent, sxi onucyrots gaHi y PostgreSQL Tta

BIJII3EPKAITIOIOTECA Y BIANOBIAHUX TypeScript-kinacax sl MoJaiblIol cepiam3anii.

Kontponep npuitmae HTTP-3anuTtu, mo cToCcyroThCs CTBOPEHHS, OHOBIICHHS
Ta BUJIYYEHHsI MPUCTPOIB, a TAKOX BHUAAUl CIUCKIB 1 (puIbTpoBaHUX BUOIpOK. [0
KOKHOTO MapuIpyTy MiJ €IHAaHO 3aXHUCT, TOMY HEaBTOPU30BaHI KOPHUCTyBayl He
MOKYTbh 3MIHIOBaTH KPUTHYHI MapaMeTpH, a 3BUYalHI OOJIIKOBI 3alIUCH M030aBJICHI
JOCTYITy 70 aaMIHICTpaTUBHHMX omepariil. [licis momepenHboi mepeBIpKUA 3amuT
nepenaetbess B DevicesService, ne Qopmyerbest Oi3Hec-jorika. ['eHepyeThes
VHIKQJIBHUNA 1IeHTU(DIKATOp, TEPEeBIPSETHCS KOPEKTHICTh THUIY HPUCTPOIO U
pO3TallyBaHHs, a TaKOXX BHUKOHYETbCA 3amuc A0 ©Oa3u uepe3 Knexjs 3

BUKOPUCTAaHHSAM MMapaMETPU30BAHUX 3aIUTIB JJIs1 YCYHEHHS pu3uKy SQL-1H eKIIIH.

3m.

Apk.

Ne nokym.

ITinnuc

JHara

[AJIL.467200.003 113

Apk.

45




@SubscribeMessage( 'subscribe')
handleEvent(

_: WebSocket,

data: { subscriptionId: string; deviceId: string; event: string },
): Observable<any> {

return fromEvent(this.eventEmitter, 'devices.*').pipe(

filter((incomingEvent: DeviceEvent) => {
const { deviceld, event } = data;

if (deviceld && incomingEvent.device_id !== deviceld) {
return false;

}

if (event && incomingEvent.event !== event) {
return false;

}

return true;
)y
map((event: DeviceEvent) => {
return {
...event,
subscriptionId: data.subscriptionld,
data: JSON.parse(event.data),
b5
),
)is

Pucynok 3.2 — I1lmro3 TenemeTpii ans nepenadi nanux depe3 WebSocket

VY cepBici peaii3oBaHO MEXaHI3M «I0/11€BOTO Bisiay. Komm mpucTpiii Hagcunae
HOBUM CTaH a00 CEHCOpHE 3HAYCHHS, aJlanTep nepeaae nojio yepes norik gRPC go
cepBicy, ne ii mepexoruroe obpooHuk DeviceEventsProcessor. ITlomist creprry
HOpMaJI3yeTbes (mepeTBoproeThest Ha  yHipikoBanuit Qgopmar JSON), nam
3anucyeThes y Tabnuito device events. Ilicist nporo, SIKIo IJs JaHOTO MPUCTPOIO
ICHy€ aKTUBHMU TpUTEp, BiIOYBAETHCS ACHHXPOHHUN BUKIMK Momyis Triggers, a
WebSocket nutto3 po3cuiiae OHOBJICHHS BCIM KJTIEHTaM 3 aKTyalli30BaHHUMH MIPaBaMu
noctymy. Kog moskaa mo6auntu Ha Puc. 3.2. Takum 4uHOM JOCATAETHCS TATEHTHICTH,
10 BUMIPIOETHCS JECATKAMH MIJTICEKYH]I, YOTO JJOCTATHBO JJIsl CIIEHAPIiB peasbHOTo

qacy.
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3.2.3 Moayab miaKkJI04YeHb

OYHKIIIOHAIBPHUN CEPBIC YMNPABIIHHA MIIKIIOYCHHSIMH BHOKPEMJIEHO Y
ConnectionsModule, 3aBnanHsM sikoro € yHiikyBath poOOTy 3 ajantepamMu Ta
MIHIMI3yBaTH 3aJICKHICTh OI13HEC-JIOTIKM BiJl KOHKPETHUX peami3allii oOgagHaHHS.
Koxne nigkitouenns onucyeThes cyTHicTio ConnectionAdapter. Y Hiii 30epiratoTbest
nmapamMeTpu XOCTa, MOPTy, OOJIKOBI JaHI ¥ THN MPOTOKONY, a TaKOX METaJaHi,
HEOOX1/1H1 /U1 U(PyBaHHs Ta MEPEBIPKH IUTICHOCTI OOMIHY.

[Totik B3aemonii mounHaerbest 3 ConnectionsAdaptersController, kotpuit
npuitmae HTTP-3anutu agMmiHicTpaTopa YW CEpBICHUX KopucTyBauiB. Ilicis
NEepBUHHOT aBTopu3allii 3anuT mnepenaeTbesi a0 ConnectionsAdaptersService, e
dopmyeTbes Oi3Hec-norika. IIpoBoauThes Badigalis mapaMeTpiB, MEPEBIPAETHCS
VHIKQJIBHICTh 1IMEH1 ajanTtepa, a MiJ Yac OHOBJIEHHS — 3[IACHIOEThCS M’ SIKE
BIJIKJIFOYEHHSI TIOTIEPEIHROTO KaHally, 1100 YHMKHYTH BTpAaTH JaHUX. 3alKcH
CTBOpIOIOThCST depe3 Knex.js 13 mapaMeTpu30BaHMMM 3alUTaMHu, a pe3yJibTaTH
kemrytoTbes y Redis 3 kopotkum TTL, 1o 3meniye HaBanTaxxeHHs Ha PostgreSQL y
CIIEHAPIsIX YaCTOTO ONMUTYBAHHS CTaHY I1JKIIOUYEHb.

Mix cepBicoM 1 anantepaMu BcTaHOBIOETbcs gRPC kanam 3 oOMiHOM
notokamu nofid. [lpuxnan dpabpuku ex3eMIusipiB MokHA nodaunTtu Ha Puc. 3.3.
[HiIaTOpoM cecii € KOHTpoJiep, SIKM TeHepye KIIEHT IiJ 4Yac CTBOPEHHS abo
aKTHUBAllll ajanTepa; MOoAANbIINN OOMIH JaHUMH BiIOyBaeThest y gopmati Protocol
Buffers, mo ckopouye obcsar mepekeBoro Tpadiky Ta 3ade3neuye CyBOpy THITI3aIli0
NOBIJOMJIEHb. 3aBISKH PEaKTUBHOMY IIJAXOMy BCA TeJIEMETpis MPHUCTPOIB
MEePEeIAETbCS Yy BUTIISL Tapsyoro MOTOKY, SIKMUA OJpa3y K CHOKHMBAE MiIMUCHUK
DeviceEventsProcessor; 1me m03BOJISIE OOCATTH 3aTPUMOK, IO BHMIPIOIOTHCS

MUTICEKYHaMH, HaBITh 32 3HAYHO1 KUJIBKOCTI T1JIKJIFOYEHUX TTPUCTPOIB.
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createClient(adapter: ConnectionAdapter): IOTConnectionsServiceClient {
const clientKey = adapter.id;

if (this.clients.has(clientKey)) {
return this.clients.get(clientKey);
h

const options: ClientOptions = {
transport: Transport.GRPC,
options: {
url: ‘${adapter.host}:${adapter.port}’,
package: 'iot',

protoPath: join(__dirname, '../proto/iot.proto'),
credentials:
adapter.api_key && adapter.api_secret
? {

apiKey: adapter.api_key,
apiSecret: adapter.api_secret,
H
. undefined,
+,
X

const client = ClientProxyFactory.create(options) as unknown as ClientGrpc;

const service = client.getService<IOTConnectionsServiceClient>(
'I0TConnectionsService',

)5

this.clients.set(clientKey, service);

return service;

Pucynok 3.3 — ®abpuka ek3eMIUISIPiB KJIACIB aJIallTepiB 31 CTOPOHU CEPBICY
besneka kanany rapanTyethbcst ABoMa MexaHizmami. [lo-nepie, TLS mudpye
naui. Ilo-mpyre, koxen agantep mae BrnacHuili API-xitou, sikuii mepenaeThcsi B
meraganux gRPC-3zanuty ¥ mepeBipsieTbcsl Ha PIBHI CEPBICHOTO Imapy. Y pasi
KOMIIPOMeETAIlli KJIFo4a HOTo MOXHa ONEPaTUBHO BIIKIMKATH O€3 BTpYUYaHHs y (aiii
KoH(Dirypaiii iHIIUX aganTepiB.

3.2.4 MoayJib KOpUCTYBayiB

Mopayne Users peanizye MOBHUM >KUTTEBUM IUKI KEpyBaHHS OOJIIKOBUMU
3amurcamu, 3a0e3Meuyrour peecTpallito, OHOBICHHS MPodTt0, MpU3HAYCHHS POJICH Ta
IHTErpallio 3 MexXaHi3Mamu aBTeHTU]iKkamii ¥ aBropm3arii. Ha erami peecrtparrii
KOPHUCTYBaua CepBIC MEPEBIPSE YHIKATBHICTh €JIEKTPOHHO1 aIpeCH, XEIIy€E MapoJib 3a
JIOTIOMOTO0 berypt Ta mprcBOO€ 0a30BY poOJib, MICS 4OT0 (OPMYE TpaH3aAKIIHHHIMA

3anuc vepe3 Knex.js. Ilig yac aBTeHTHdIKALl KOHTPOJIb JOCTYMY 3I1HCHIOETHCS
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cnibHO 3 AuthModule. JWT ctparerist Buydae ieHTH(IKATOp Ta POJIb 13 TOKEHA, a
CepBIC TMepeBipse I1X KOPEKTHICTh. ABTOpH3allisl BUOYIOBYETHCS HaA POJIAX 3a
nonomororo RolesGuard 1 mekopatopa RequiredRole, mo BBiIMKHEHI Ha BCIX
mapmipyTtax UsersController. Takum 4iHOM HaBiTh ycepeIuHi MOAYIISI JOTPUMYETHCSI
NPUHLIUAI HAMMEHIIOro MpuBLIel0. Mojaens JaHUX MICTUTh MO 1AeHTH(IKaTopa,
email, xemnry mapoJis, coJii, poji, CTaHy aKTUBHOCTI Ta YaCOBHUX MITOK CTBOPCHHS U

OHOBJIEHHA. Mojienp KopucTyBadya MOXKHO 1modauntu Ha Puc. 3.4.

export class User extends DatabaseTableModel {
serial_id:
id: string;
nickname:
pass_hash:
role:
created_at:

number;

string;
string;

UserRoles;

Date;

updated_at: Date;

Pucynok 3.4 — Mogenb kopucTyBaya

JIns 30BHIMIHIX 1HTErpaimiii mnepeadadyeHo okpeMy TaOnuiro api keys,
noB’si3aHy 3 KopuctyBaueMm. Kosken kitou mae Bimacauii TTL 1 HaGip g03BoOIB, 1110
JI03BOJIsIE O€3MEeYHO JIeJeryBaTH JOCTYNl CTOPOHHIM cucTeMaM 0e3 CTBOPEHHS
MOBHOIIIHHOTO OOJIIKOBOTO 3alMMCy KOPUCTYyBaya.

3.3 Ajanrepu miAKJII0YeHHS

Y mnonepenHbOMy MiAPO3AUIL OyJIO PO3IMNIAHYTO JIOTIKY fJpa CepBiCy, IO
dbopmye enuHe iHQoOpMaIlliliHe CcepeloBUIlle JIs TMPUCTPOIB, KOPHUCTYBAYiB 1
TPaHCTIOPTHUX KaHamB. Jlami JOMIBHO 30CepeIMTH yBary Ha TOMY, SIK CaMe CepBicC
BCTYIA€ Yy <OKUBHID KOHTaKT 13 mepudepicro. Taky poib BUKOHYIOTH aganTepH
MIJKIIOYEHHS — CIeliali30BaHl KOMIIOHEHTH, SKI 1HKAICYJIOITh MPOTOKOJIbHI

BIJIMIHHOCTI Ta 3a0€31euyr0Th yHi(hiKOBaHUH CIIOCIO Iepenayl qanux. Y po3poOIieHii
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CHUCTEMI OJTHUM 13 HAaWBKIIUBIIIUX MPEJCTaBHUKIB 11H0T0 Kiacy ctaB [oT Connection
Adapter.

3.2.1 InTepeiic B3aemMoii 3 0CHOBHMM cepBicoM

Y3aemoiis MXK aantepoM 1 cepBicoM opranizoBaHa uepe3 JRPC-koHTpakT,
ormucanuii Mmoot Protocol Buffers. 3aBnsixku nBonampasieHomy notokoBomy RPC
CEpBIC OTPUMYE MO/IIi MPUCTPOIB Y peaTbHOMY Yaci Ta, 3a MOTpeOr, MOXKE 1HIIIIOBATH
3BOpOTHI KoMmaHau. [Ipu 3amycky 6i6mioTexka NestJS miaxormiroe CKOMMTbOBaHHMA
.proto-gaiin, aBTomatuyHO (hopMye cepBepHe 3’ €aHaHHS 1 peecTpye KoHTposep [oT
Connections Controller, koTpuii peanizye nBa ocHOBHI MeToau: StreamEvents i

StreamCommands.

OavH 13 KJIIOYOBUX MOMEHTIB MOJATa€ y TOMY, L0 OOWIBA IOTOKH
NepeIanThCs 0€3 mepepuBaHHs 3’ €JHAHHA. 3aBISKH LIbOMY OOMIH BiOyBa€eTbCs O€3
3aiiBUX HAKJIQJHUX BUTPAT, & 4ac JOCTABKH MO(11 3aJIUIIAI0THCS CTA01IbHUMH HaBITh
3a 3pOoCTaHHs HaBaHTakeHHS. Buxopucrtanns Protocol Buffers cyrreBo 3menmiye
pO3MIp NepeaHnux MoBiIoOMIeHb OpIBHIHO 3 JSON, a oTxe, MOoKpallye NponyCcKHY
3/1aTHICTH KaHaiy. OKpeMo BapTo 3rajlaTi PEaKTUBHUIM 11ap. Y i BX1IHI TIOJIiT 0J1pasy
noTparisitoTh y RxJS-moTik sigpa, ne iX MokHa (uIbTpyBaTH, arperyBatd ado
OydepusyBatu, He OJOKYIOUM OCHOBHHMII 00poOHMK. Taka cxema CHpOIye
MacmTaOyBaHHS — JJIs PO3MOJALTY HAaBaHTAXKEHHS JOCTATHHO 30UIBIIUTH KiJIbKICTh
MIJIUMCHUKIB 200 po3HECTH 0OPOOKY PI3HUX TUIIIB MOAIN HA MapayieNbHI €K3EMIUISIPU

MikpocepBiciB. Cxemy poOOTH ajantepa MokHa modauntu Ha Puc. 3.5
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Pucynox 3.5 — Bizymizaiiist anroputMy poOOTH TECTOBOTO ajanTepa

3.3.2 Iliakja0yeHHsI Ta CUMYJIsIIisi MPUCTPOIB B WLiJIsIX JleMOHCTpalii Ta

TeCTYBAHHS

[lofiHO ajmanTep cTapTye, BIH 34UTyE KOHPIrypaiiiiHuii ¢ain, y sKomy

OMKMCAHO HAOOPH BIPTYAJIbHUX MPHUCTPOIB. IneHTudikarop, TvM, MOYATKOBUI CTaH,

IHTEepBajd 3BITYBaHHS Ta IHIN CHenNU(IYHI MapaMeTpu.

ITicnsa

"I am3anmi

bopMy€EThCS BHYTPIMIHINA PENO3UTOPIN, M0 MICTUTh 00 €KTH-EMYJISITOPHU JIaMil,
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TEPMOCTATIB, CEHCOPIB PyXy, AATUMKIB JUMY W rapaxHux BopiT. YacTHUHY KOy
Mo>kHa obaunTn Ha Puc. 3.6. KoxeH eMynaTop BUKOPUCTOBY€E BIACHUI TeHEPATOP
NICEBJOBUITAIKOBUX TMOI1H 13 HACTPOIOBAHUMHU PO3IMOA1IaMH, 3aBISKH YOMY OTpHUMaHi

JIaH1 JIMIIA0ThCS BapiaTUBHUMU.

private _initDeviceSimulation(device: DeviceInfo): Observable<DeviceEvent> {
const updateInterval = device.reportIntervalMs ?? randInt(1000, 60000);

return timer(@, updateInterval).pipe(
map(() => this._generateDeviceEvent(device)),
tap((event) =>
console.log('NEW_EVENT', {
device: event.deviceld,
ts: new Date(event.timestamp).toIS0String(),

private _generateDeviceEvent(device: DeviceInfo): DeviceEvent {
const eventsMap: Record<DeviceType, () => DeviceEvent> = {
[DeviceType.LAMP]: () => ({
deviceld: device.deviceld,
timestamp: Date.now(),
eventType: DeviceEventType.STATE_UPDATE,
stateUpdate: {
newState: Math.random() > @.5 ? 'ON' : 'OFF',
oldState: Math.random() > ©@.5 ? 'OFF' : 'ON',
metadata: {
brightness: (Math.random() * 100).toFixed(2),
colorTemperature: randInt(2700, 6500).toString(),
T,

Pucynox 3.6 — YacTuHa Koy CUMYJISIIIT IPUCTPOIB

Jlorika cuMySIIiT pAIFOe Y IBOX B3a€MOTIOB ’si3aHUX miapax. [leprmii map —
Scheduler, ne BcTaHOBIIOETBCS «pUTM» MPUCTPORO. apyruii — Emitter, mo gopmye
BJIACHE MO0 Ta nepefae ii 10 cy0’eKTy, 3BIAKM BOHA BUpylIae sapy. Ha koxxHoMy
KPOIIi MePEBIPSETHCS CTATYC MIAMUCOK. SIKIIO KOJCH KIIIEHT HE CIIyXa€ BKa3aHUN THI

MoJi1, OISl IPOIMYCKAEThCSI, YUM 30€pIiraroThCsl pecypcu mporecopa Ta Mepexi. Y

Apk.
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BUMAJIKYy aKTUBHOI miAnucku mnaker mnotpamisie 10 gRPC moTtoky Ta MUTTEBO

bikcyeThes B 0a3i qanux sk 3amuc DeviceEvent.

VY takwuii crioci0 amanTtep He JTUIIE Ja€ 3MOTY TeCTYBaTH CUCTeMY 0e3 «3ai3ay,
a ¥ CTBOPIOE MIAMYPOK JIJIsl TIOBEIIHKOBUX TECTIB. MOJKHA JIETKO 3a/JaTH CIleHapii
aHOMAaJLHOTO HAarpiBy TEpMOCTaTa YW PANTOBOI BTPAaTH >KUBJICHHS JIAMIH W
MepeKOHATUCs, 10 Oi3Hec-Jorika pearye KOpeKTHO. BogHowac yci mnpaBuia
TpaHCIALIT MOiH (3icTaBieHHs (PI3UYHUX MapaMeTpiB) BUHECEH! B OKPEMI CEpBICH,
TOX Y pa3i 3MIHH BUMOT PO3POOHMKOBI JIOCTATHHO 3MIHUTHU JIUIIIE HEBEJIUKY YACTUHY

KOJy, HE TOpPKatouuch KOHTpoJepiB a00 gRPC KOHTpakTiB.

3.4 KilieHTcbKa YacTHHA

KitieHTChKMI 3aCTOCYHOK OyJi0 CPOPMOBAHO SIK OKPEMHUM IIAp Y TPUIIAPOBIM
apxITEeKTypi oMy BiJiBeieHa (QYHKIlIA 1HTEpPECy MK KIHIIEBUM KOPUCTYBayeM Ta
norikoro simpa loT-cepicy. Po3poOka BukoHyBamacs Ha 6a3i Vuejs 3 i3
BUKOPUCTAHHAM KOMIO3UTHOro API, 1110 Hagamo MOKIUBICTh YITKO BIIOKPEMHUTH
Mpe3eHTAIlIMHNK  KOA BIJ OI3HEC-JIOTIKM, a TaKOoX CIPOCTHJIO IOBTOPHE
BUKOpPUCTaHHA (YHKIIOHANBHUX OJoKiB. KOMyHIKallis 13 CEpBEPHOIO YaCTHHOIO
3MIMCHIOETHCS ABOMA TapajeabHuMu kaHajgamu. HTTP 3amuramu mis 6a3oBux
onepariii Ta WebSocket migkarodeHHAM 11 OTPUMAHHS TEIEMETpil y peasbHOMY
yaci. Y Takuil cnocid OyJio 3a0e3MneueHo SK HUTICHICTh TPAaH3aKI1i, TaK 1 MiHIMaJIbHI

3aTPUMKH M1 Yac BioOpaKeHHs AMHAMIYHUX TOIIH.
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3.4.1 Cropinka npucTpois

<template>
<div class="devices">
<h1>Devices</hi>

<div class="controls">
<div class="connection-status" :class="{ connected: isConnected }">
WebSocket: {{ isConnected ? 'Connected' : 'Disconnected' }}
</div>

<div class="actions">
<button class="btn btn-primary" @click="showAddDeviceModal">
<span class="icon">+</span> Add Device
</button>

<div class="mode-toggle">

<label>
<input type="checkbox" v-model="demoMode" @change="handleModeChange">
Demo Mode {{ demoMode ? '(ON)' : '(OFF)' }}

</label>

<div class="mode-description"s>
{{ demoMode ? 'Using simulated events' : 'Using real WebSocket connection' }}

</div>

</div>
</div>
</div>

Pucynok 3.7 — YactuHa 1mabiaoHy JJ1s1 Bi1oOpaXeHHS KapTKU MPUCTPOS

Ha cropiHii kepyBaHHS HNPUCTPOSIMU PEai30BAHO MOBHUMN KUTTEBUM ITUKJII

anmapaTtHoro pecypcey. [Himianizaris, peJaryBaHss napameTpiB, MOHITOPHHI CTaHIB 1,

3a noTpebu, BuiydeHHs. [Ipu mepmioMy 3aBaHTaKEHHI KOMIIOHEHTAa BHKOHYETHCS

saut g0 «/api/devicesy. Ilpukman koxy Ha Puc. 3.7. OTtpumani naHi Bimpa3sy

KEIIYIOThCS Y JTOKAIBbHOMY PEAKTUBHOMY CTaHi, 1[0 3MEHIITY€ KUIbKICTh MTOBTOPHUX

3anuTiB. [ Bigctexxenns 3min cratycy (online / offline / error) BcranoBmroeThCs

WebSocket migmucka. Ko)kHE MHOBIIOMIIEHHS, IO HAAXOIWTh, MHUTTEBO MATYUTH

BIJIMOBITHUY 3aMUC Y TaONHIIl  aBTOMAaTUYHO TIepe3aIryCcKkae MexaHi3M Bepuddikaiii

npaBui TpurepiB. OkpiM 0a30BOi TaOIMIl, 3aCTOCOBAHO AJaNTHBHUN KapTKOBHUI

MakeT, SIKUi 3a MUPUHU eKpaHa MeHIoi 3a 600 miKkceiB MepexoauTh y «IIITUTKOBE)

BiIOOpaKEHHS Ta TPUXOBYE BTOPWHHI METAIOJs, 3aJUIIAI0YH JIMIIE KPUTHYHI

aTpuOyTH. 3arajibHy CIpOILIEHY Bi3yaii3aliio MokHa modauntu Ha Puc. 3.8.
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Pucynox 3.8 — CriporieHa Bi3yiizaitiss poOOTH KIIEHTCHKOT YaCTHHH

3.4.2 Cropinka noaii

CucrtemMHM XypHaII 1O OyAyeThCs K PEaKTUBHUN TOTIK, 0 00’ €qHYE
cepBepanii WebSocket noTik 1 tokanbHuii 0ydep 3anutiB «ictopiss». Ha mpaktuui e
O3Hayae, 10 KOPUCTYBad CIOYATKy OauWTh OCTaHHI JEKUIbKa MOAIN, 30epekeHl B
1HJIEKCOBaHIM 0a31 IaHUX, a BXKE 3a K1JIbKa COTUX CEKYH]IU MIOBEPX HUX HAKIIAAIOThCSI
CBDKI 3amucu 3 Mepexi. DuUIbTpaliio peandi3oBaHO 4Yepe3 Mpanopelb. 3MiHa
napameTpiB (IPUCTPIN, TUI MOl YW Alanma3oH 1aT) He mpoBokye HoBoro HTTP
3aMHTYy, HATOMICTb NIEPEIIIK MUTTEBO (POPMYETHCS 3 YK€ HASIBHOTO y TaM’SIT1 MacHuBYy,
110 MO3UTUBHO MO3HAYAETHCS HA IIBUAKOJII MPHU BEIUKIA KITBKOCTI MOBI1JIOMJIEHb.
JlonatkoBo TmiependavyeHO PEXKUM «IMay3u», KOJIM BXIJIHMM TMOTIK THUMYacOBO
B1JI’€THYETHCA BiJl Bi3yaJbHOTO JEPEBY U HaKOoMU4yeThesl y oHOBOMY Oydepi, abu

KOPHUCTYBa4 Mir 0€3 ePeIiKo,l MePErITHYTH TOTPIOHUHN 1HITUEHT.
3.4.3 Cropinka Tpurepis

Mosynb TpurepiB Ja€e 3MOTy HaJaIITOBYBATH peakilii Ha MOAIl IpUCTPoiB Oe3
y4gacTi OekeHA-po3poOHUKa. BizyanpHa ¢opma mnoOyIoBaHa 3a MNPUHIIUIIOM

MOCJIIIOBHUX KPOKIB, a came 0OpaHHs IPUCTPOIO, crieudiKallisi yMOBH (HallpUKJIIa/,
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«remnepatypa > 50 °Cy) 1 Bu3Ha4eHHs J1i (CIOBIIIEHHS, 3MiHAa CTaHy 1HIIOTO
MpUCTPOIO TOII0). Bech KoH(DirypaTop npariroe JIoKaibHO y Opay3epi 10 HiHaTBLHOTO
HaTUCKaHHS «30epertu», micas dYoro ¢opmyerbes enuauit  POST3anwur.
[TepemukaHHs TpUTepa y CTaH «BUMKHEHO» HE BUAAIISE HOTO 3 0a3u, a JTUIIIEe BUKOHYE
«PATCH /v1/triggers/:id» i3 mnpamopuem «enabled = false», mo 3abe3neuye
MO>KJIUBICTh IIBUIKOTO PE-aKTHUBYBAHHS.

3.4.4 Cropinka aganrepiB

[aTepdeiic kepyBaHHS afganTepaMH BIA3EPKATIOE CTPYKTYPY OJHONMEHHOI
CYTHOCTI Ha CTOpOHi sipa. KoxeH 3anuc MICTUTh 1M’sl, TUI POTOKOJY, XOCT, MOPT
Ta 00OMEXKEHY KIUJIBKICTh OOJIIKOBHX JIaHUX, 3alIU(PPOBAHUX y CTaHI KOMIIOHEHTA i
PO3KpMBAHMX JMIIE MiJ 4yac peAaryBaHHi. CTBOPEHHs HOBOIO aJanTepa IHIIIIE
BaJIIJIallil0 BBEJCHUX IMapaMeTpiB uepe3 okpeMuid eHanoiHT /adapters/validate, 1o
MOBEPTA€E PE3yJIbTAT MEPEBIPKU MIAKIIOUEHHSA. Y pasl yCHixy KOpPUCTyBad OauuTh
MapKep «roTOBUU 110 poOOTW», 1 JIMIIE IICHS IOTO MOXIIHUBE 30€peKECHHS
KoH(piryparii. Takum ynHOM, HeIIACHUN a00 HEAOCTYTHUM OpOKEp HE OTPAIUIsE 10
MPOJIAKIIIH-HAJIAIITYBaHb.

3.4.5 Cropinka aBreHTHdiKaIil

Cropinku aBTeHTH(IKAIlI peanizoBaHO Ha 0a3i OJHOPA30BOTO MIAOJIOHY, J0
SKOTO MMAKII0YeHOo KoMmo3uTHUi useAuth. Ilix wac ycmimuoro Bxoay JWT-Token
MOMIIIAETHCS 10 JIOKAJbHE CXOBUILE Opay3epa, a TaliMep BIJICTEKYE Yac HOTo KUTTS
Ta 3aBYACHO BUKOHYE «TUXUI» 3aITUT HA OHOBJIEHHS. SIKIII0 OHOBIICHHS HE BJIA€ThHCA,
KOpPUCTYBa4a aBTOMAaTUYHO TIEpeHAIpasiisie Ha (GOpMY BXOAY, TPUUOMY TOMEPETHBO
BiiBigyBaHa URL-anpeca 30epiraetbes y mapametpi redirect. Peectpariist mpairoe 3a
TUM CaMHM CIICHapieM, ajie J0IaTKOBO 3/1MCHIOE TTEPEBIPKY €IEKTPOHHOI MOIITH Ha
yHiKanbHICTh 4yepe3 okpemuil GET enamoinT. Yci moBiIOMJIEHHS NPO MOMUIKU
BUBOJIATHCA uepe3 KoMnoHeHT BaseModal, 1o rapanTye euHui CTUIb CIIOBIIICHB

0 BCid TIporpami.
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3.5 Be3neka cucreMmu

VY po3pobneniit loT-muardgopmi O6e3neka BuOymyBaHa 3a MPUHITUIIOM «3aXUCTY
B IIMOWHY», KOJU KOXEH KOMIIOHEHT OTPUMY€ BIAacHUM piBeHb OOOpOHHU, a iX
CyKyIIHa Jiig (opMye OaraTomapoBy apXiTeKTypy OpoTHuaii 3arpozam. [nentudikaris
KOPHUCTYBauiB MPOBAAUTHCS 3a A0NOMOror JWT-TokeHiB 3 0OMEKEHUM TEPMIHOM
mii. JIJIst OHOBJIICHHS OOJIIKOBUX JAHMX 3aCTOCOBAHO MEXaHI3M TOKEHIB OHOBJICHHS,
0 Ja€ 3MOTy yTpUMYyBaTH ceaHc Oe3 MOBTOpHOI aBTopu3aiii. PomeBy momenb
JOCTYIMy peaai3oBaHO 4Yepe3 OXOPOHINl MapHIpyTy, siki Ha piBHI API mepeBipstoTh
BIJIIOBIJIHICTh TPaB KOPUCTyBada 3a3HayeHUM y nekopartopi. Yci HTTP-zanutu
nepenaroThess BukitouHo yeped TLS, tomi sk gRPC-3B’s30k Mik cepBicoM 1
aganTepamu 3axuiieHo API-kmtouamu. [lepBuHHI 1aH1 TPOXOIATH Bajigalliio, Mapoi
XEIIYIOThCS AITOPUTMOM berypt, mapaMeTpu30BaHi 3anuTH Knex.js ycyBalOTh pU3HK
SQL in’ekiii, a KoHDIryparllisi cepeoBuIna 30epiraeTbcs mo3a KoJoBOK 0a3010 y

3MIHHUX OTOYEHHS.
3.5.1 Moay.b aBTeHTH}iKaLii

Monynp ayTeHTH(]iKaLil BIANOBIIAE 32 BUAAYY, NepeBipky i potamito JWT-
ToKeHiB. [licis ycminHoi nepeBipku 00JIKOBUX TaHUX KOPUCTYBad OTPUMYE TOKEH,
10 MICTUTH 1IeHTU(DIKATOP, pOib 1 yac 3akiHdeHHs aii. CTpok epeKTUBHOCTI OyII0
oOMeKeHO, 11100 MIHIMI3yBaTH HIKOAY y pa3i kommnpomerauii. BogHouac MexaHizm
OHOBJICHHS J03BOJISIE TPOJIOBXKUTH CECito 6€3 MOBTOPHOTO BBeACHHS maposst. [Tapoi
nepen 30epiraHHsIM TPOXOASITh COJIbOBE XEIIyBaHHS bCrypt, M0 YHEMOKIHBIIOE
BIJIHOBJICHHS BHIXIJIHOTO 3HAYECHHS HaBITh 3a BHTOKYy 0a3u. ABTOpH3aIlisa
3IACHIOETHCS Ha OCHOBI pOJIEH. KOXKEH EHJINOIHT MO3HAYE€HO aTpuOyTOM, SKHA
BU3HAYa€ MiHIMaJIbHUN piBeHb JocTymy. llepeBipka 3aiiicHIoeThes guard-
KOMIIOHEHTOM III€ O BUKOHAHHS JIOTIKM 3alUTY, TOXK HEIOMyCTHMi 3BEPHEHHS
BIIXWJIAIOTHCA HeraHo. [ aaMiHICTpaTUBHUX OOJIIKOBUX 3aMKCIB IMepea0adyeHo

PO3LIMPEHI MpaBa, OJIHAK 1X BUKOPUCTAHHS (IKCYEThCS B KypHajaX, 110 MOJIETHIY€E

3m.

Apk. Ne nokym.

ITinnuc

JHara

[AJIL.467200.003 113

Apk.

S7




ayauT. J[omaTkoBO 3ampoBaKEHO BHUMOTH JI0 CKJIQJHOCTI MApOJIiB 1 MOXJIHMBICTh
MIJKTF0YeHHs 0araToakTOpHOI MepeBipKU, a0K 3MEHIITUTH PU3HK IT1100DY.

3.5.2 3axucTt 00MiHy TaHMX Mi’K OCHOBHMM CepBiCOM Ta ajanTepamMu

B3aemomis siapa 3 amantepamu BinmOyBaeThes yepe3 gRPC kanan, sxuit 6ymo
3aXHUIIEHO JBOMA B3a€MOJOINOBHIOBaILHUMU 3acobamu. ludpysanusam tpadiky ta
aBreHTH]iKamieo 3a APl-xmouamu. TLS rapanTye KoHiIEHIIHHICTh TepenaHol
iHbopMarllli, ToAl SK KIIOY, MEepeJaHuil y MeTaJaHuX 3aluTy, MIATBEPIKYE
MIPUHAJICKHICTh KJIIEHTA J0 JOBIpeHOro mepeniky. Ha piBHI Oi3HEC-JOTIKH KOXKEH
3alUT JOJATKOBO TMEPEBIPSAEThCS HA BIAMOBIAHICTh MpaBaM, 3aKJIAJCHUM JJIs
KOHKPETHOIO ajanTepa, 110 YHEMOXJIMBIIOE HECAHKIIOHOBaHI omepauii 3
npucTposiMu. [{7s1 3armo6iranHs miaMiHI TOBIJOMJIEHB pealli30BaHO CYBOPY BaJliallii0
BXIJHUX MNpOTOKOJI-OydepiB. UnpoOu HagicinaTh HEKOPEKTHI abo mo3a-CXxeMHi
MOBIJTIOMJICHHS (PIKCYIOTBCSI Ta OJIOKYIOTHCSA. Y Cl KIIIOUl 30€piraroThCsi y CXOBHIIII
CEKpETIB, 130JbOBAHOMY BiJ KOAy, a IXHIH KUTTEBUM ILHUKI PETIaMEHTOBAHO
noyitukor peryisipHoi portamii. Ha pomauy, CORS-nHanamryBanHs oOMexye
MOXO/PKEHHSI KIJIIEHTHCKUX 3allMTIB JIMIIE JIO3BOJEHUMHU JIOMEHAMH, IO 3HUXKYE
UMOBIPHICTh MIXCAaWTOBUX aTak. TakMM YMHOM, KaHaJl B3a€EMOJIIi MK CEpPBICOM 1
ajganTepaMu OTPUMY€ HAJICKHUNW PIBEHb IUIICHOCTI, KOH(IACHIIIHHOCTI Ta

JIOCTOBIPHOCTI.
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BUCHOBOK A0 PO3JALJTY 3

Y TperboMy po3aiai Oyl0 MOCHIZOBHO PO3KPUTO BHYTPIIIHIO CTPYKTYpPY
po3pobsieroi loT-mmatdopMu Ta J0BeAeHO, MO OOpaHi apXITEKTypHI PIIICHHS
3a0e3MeuyoTh OaIaHC MK THYUYKICTIO, MacIITa0OBaHICTIO 1 Oe3nekoro. JletanpHuit
OTJISAZ sipa 3acBIIYMB, IO MOJyJbHA opranizamis Ha 60a3i NestJS mae 3mory
JoKaji3yBaT Oi3Hec-oTiKy B TeMatnuHux aomeHax (IIpucrtpoi, IliakmroueHHs,
KopuctyBaui) i BogHOuac 30epiratu €IuHy TOYKY BXOAY Yepe3 CHUCTEMHI MOy
HIMam3amii, KellyBaHHS Ta  JKypHalrOoBaHHA. Taka T1oO0yJoBa CIPOIIYeE
TOPU30HTAJILHE MacIITaOyBaHHS CEPBICY, aKe KOKEH MOIYJIh MOXKE PO3BUBATHCS

HE3aJIe)KHO, a TPAaHUYHA KOTe3is MIHIMI3y€e MOOIYH1 epEeKTU MpH IHTErpailii HOBUX

GYHKITIH.

AHani3 (QyHKI[IOHAIBHUX MIJICUCTEM MIATBEPAUB, M0 MOAyJb [Ipuctpoi
3a0e3rnedy€e MOBHUM >KUTTEBUIM LMK KepyBaHHS OOJagHAHHSAM 13 MIATPUMKOIO
JMHAMIYHHUX THIIB 1 10J1i€Boi 00poOKu TememeTpii, Toai sik Connections abcrparye
TPaHCHOPTHI MPOTOKOJIH, AO3BOJIAIOYM 0€300JICHO 10JaBaTH HOBI aJlaliTePH 4epes3
babpuuynuii  MmexanizMm. USErs aeMoHCTpye 3pa3KoBy pealli3allild POoJIbOBOTO
KOHTPOJIIO 3 MOJKJIMBICTIO JIEJIETYBAaTU JOCTYI CTOPOHHIM cuctemaMm uepe3 API-
KJTFOUl, [0 MIJCUIIIOE HUTICHY MOMITHKY Oe3neku. Okpemuii 010Kk OyB MpUCBSYECHUM
3axXMCTy: OaraTopiBHEBI MeXaHi3MU aBTeHTHU(IKaIlli, MU(pyBaHHS KaHAIIB 1 CTPOTe

JIOTYBaHH# NMOA1N GOpMYIOTh OOOPOHHUM KOHTYp, CTIMKHI 10 TUNOBUX aTtak Ha 10T-
1H(PaACTPYKTYPY.

He MeHII BaXXITMBOIO CKIJIAIOBOIO CTajla KI€HTChKa yacTuHa. OTHOCTOPIHKOBA
SPA-apxitektypa Ha Vue 3 3 peaktuBHUMH TioTokamu — WebSocket
IPOJEMOHCTpPYBaJja, 0 CUCTEMa 371aTHA Ha/IaBaTH KOPUCTYBAYeBi Mailke MUTTEBHM
BIITYK IOJO CTaHy MPHUCTPOIB, MOJIA 1 CIpaIfoBaHb TPUTEPIB, 30epiraroyuu Mpu
[IbOMY YHCTY PO3UICHICTh JIOTIKM Ta BI3yaJbHOrO IMapy. AJanTHBHA BEpPCTKa,
3axXMIIEHa HaBiralis Ta CyBopa Baiiaaiis GopM IiATPUMYIOTh BUCOKY SIKICTb IOCBITY

HE3aJIC)KHO BiJ] TUITY KIIEHTCHKOTO MPUCTPOIO.
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Otxe, TpeTi po3aia 3acBIAYUB, IO O0’€IHAHHS YITKO JIEKOMIOHOBAHOIO

OCKeHly, MpOJyMaHUX 3aco0iB Oe3neku W 1HTEPaKTUBHOTO (DPOHTEHIY YTBOPIOE

IITICHY, Y3TO/PKEHY EKOCHCTeMY. 3ampoIllOHOBaHA apXiTEKTypa B)KE€ CHOTOHI

BI/IMOBIZJa€ BUMOTaM BHUPOOHHMYOIO CEPEJIOBUINA, a 3aKjIajJeHa MOJYJIBHICTh 1

MOJ11€BUI CTUJIb I03BOJISIFOTH €BOJTIOIIIHO HAPOITyBaTH (DYHKIIOHAI, HE TOPYIIYIOUH

ctabinpHOCTI aapa. Came 11e CTBOPIOE MIIIHE MIATPYHTS AJIS TOAAJIBIIOT0 TECTYBaHHS,

aHAMITUKKA ¥ MacmTaOyBaHHS CHUCTEMH, 110 OyJe NMpOaHaIi30BaHO Yy HACTYIHHUX

po3minax.
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PO3/ILJ 4 TOCJIKEHHS TA AHAJII3 PO3POBJIEHOI
CUCTEMHU

4.1 BcTaHOBJICHHA IJIeH JOCTIPKEHHA TA OCHOBHUX BUMOT

[lepur HiXK TEPEXOAUTH 10 EKCHIEPUMEHTAIIbHOT YACTUHU, JOLUUIBHO OKPECITUTH
METy Ta KOHKPETHI 3aBIaHHSI JOCTIIHKCHHS, a TAKOX CPOPMYITFOBATH BUMOTH, SIKUM
Mae BIANOBiAaTH po3poOieHa cucTteMa. Ha oOCHOBI 3rajaHoi  apXiTEeKTypHu
chOpMyTHLOBAHO TaKi CTpATETiyHI Il JOCTIDKCHHS. A caMme, TEepEeKOHATHUCS Y
MOBHOTI peaizallii PyHKIIOHATIbHUX MOXJIMBOCTEN. PeecTparliii mpuctpois, 00poOku
iXHIX TOJ1{, AMHAMIYHOTO HAJIAIITYBaHHS aJanTepiB, KEPYBaHHS KOPUCTyBayaMu Ta
possimu. Ha ¢yHKIIIOHATRHOMY PIBHI CHCTEMa MOBUHHA 3a0€3IMeuyBaTh KOPEKTHE
JI0JIaBaHHs, pe/laryBaHHs ¥ BUJIaJICHHS IPUCTPOiB. He mepepuBaTu MoTIiK MO mpu
MaciTabyBaHHI, TapaHTYBaTH KOHCHUCTEHTHICTh CTaHy TpPUTEpiB Ta iXHIX 1CTOPI,
NIATPUMYBAaTH AUHAMIYHE i’ €IHAHHS HOBUX ajanTepiB Oe3 Iepe3aBaHTa KEHHS

CEepBICY.

4.2 TIlepeBipka 0a30B0OI po0OTH NPUKJIAAHOTO iHTpedeiicy 3

BHUKOPHUCTAHHAM YHI(PiKOBAHOT0 MPOrPaMHOI0 3a0e3MeYeHH

Ha mpomy erami izmerbcst mpo JEMOHCTpALII0 TOTO, SIK CUMYJIbOBAHI MOAII,
chopmosani 10T Simulation Connection Adapter, npoxomats kpizs 0T Control
Service i crarote goctynmHumu crnoxuBadam APl. Cam amantep Hajcwiiae momii
gRPC-kanamom, a cepBep 30epirae ix sk 00’extu DeviceEvent ta Hamae Kijgbka

kiHeBux To4ok HTTP mis pobotr 3 HUMH.
4.2.1 IloTik TesieMeTpii 3 aganrTepa

Y 1mpoMy mApo3AUll JAEMOHCTPYETHCS, SIKUM YHHOM Toaii, cdopmoBaHi
azanTepoMm, MPOXO STk Yepe3 OCHOBHMM CEPBIC 1 CTAIOTh JOCTYITHUMHU CIIOKHWBavYam
API. TectyBanns Bukonyerbcsa y Postman, mo miarpumye sk HTTP, tak 1 gRPC

3aIIuTH.

Apk.
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Crnepiry Oyro iHimi#oBaHo 6a3oBy mianucky: y Bkiaamni gRPC Request 6ymo
oOpano meron Subscribe cepicy loTConnections 1 mepegaHo 3amuT i3 TOJIEM
subscriptionld, 3anumatoun ixmI GiTeTpu noposxkHiMu. [licns 3amycKy mofii y Jorax
crioctepiraiacs 6e3nepepBHa CTpiuka noBigomiieHb. Y Postman y peasibHOMY 4aci
BimoOpaxkanucsi 00’ektu DeviceEvent 13 nmomyctumumu 3HaueHHsiMu  deviceld,
eventType Ta payload. ¥V Takuii croci6 MiaTBEPIKEHO HACKPI3HICTh KaHATY BiJl

YMOBHOTO MPUCTPOS 10 CIIOKKUBayva. TecTyBaHHSI MOXkHa mobauntu Ha Puc. 4.1.

G Untitled Request

localhost:5000

"commandType" :@,

Sent request to localh

Pucynox 4.1 — Ilo3utusne TectyBanust gRPC notoky
Jam Oyno akTMBOBaHO (DUIBTpAIliO 32 1AEHTU()IKATOPOM MPUCTPOI0. Y TLIl
3anmuTy Oyio gomano moje «deviceld: "<UUID>"». V pesynbTaTi MOTIK MOIiH
3BY3UBCS BUKJIIOYHO JJO BUOPAHOTO MPUCTPOIO; BIACYTHICTH CTOPOHHIX MOB1IOMJIEHB

3acBIAYMIIa KOPEKTHICTh CEpBEPHOI JIOTiKM (dinbTparlii. PesynsTaT Ha Puc. 4.2

Apk.
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‘g Untitled Request

0

Message

End Streaming Send

STREAMING

UPDATE",

_UPDATE",

-001" "timestamp”:"1748' . “eventType":"STATE_UPDATE",..

Pucynok 4.2 — Pe3ynbrar TecTryBaHHs PUIBTPY

[Ticns uporo Oyno mepeBipeHo MexanizM Bianucku. Merog Unsubscribe
NpUKHAB paHile BUkopucTaHuii subscriptionld. Ilonmaneine HagxoKEHHS TMOAIN
MPUITMHUIIOCS, IO MiATBEPIUII0 KOPEKTHE 3aBEPIICHHS TTOTOKY Ha CTOPOHI cepBepa.
[TpoTsirom HacTynmHUX 30 cexyH Oy10 HABMUCHO 3reHepoBaHo AoaaTkoBi 100 momiit
BIl TOrO > ajamnTtepa, MOpOTE Yy BIAKPUTOMY KIIEHTCBKOMY KaHAJl >KOIHE
MOBIJJOMJICHHST HE 3’SIBUJIOCS, IO JOCTIBHO MIATBEP/KYE TPHUIUHEHHS TOCTaBKH
nanux. [ToBropHa cripo6a Haaiciaatu 3anut «Unsubscribey 3 inenTudikaTopom, skuii

y>Ke BUIAJICHO HE BUKIIMKAJIa TOMUIKY. Pe3ynbprar MoxHa mobauntu Ha Puc. 4.3.
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Untitled Request

localhost:5000 ¢ 10TC StreamEvents

Message

{"commandType":1, "subId": "5546ae96-c365-454d-8cf6-89eb98d98£96" }
“:"motion-sensor-002","ti 4 S tType" : "SENSOR_REA..
":"lamp-002" estamp”: £ 9 e TATE_UPDATE", “stat..
:{"deviceld": "garage-door-001", "timestamp" : "1748784999: ", "eventType": "STATE_UPDATE..
"subld":"5546ae96-c365-454d-8cf6-89eb98d98£96", "event" : {"deviceld": "motion-sensoxr-002", “timestamp” : "1748784998549", "eventType" : "SENSOR_REA..
{"subld":"5546ae96-c365-454d-8cf6-89eb98d98£96", "event" : {"deviceld”: "motion-sensor-002", "timestamp" : "1748784996549", "eventType" : "SENSOR_REA.
{"subId":"5546ae96-c365-454d-8cf6-89eb98d98£96", "event" : {"deviceld": "motion-sensor-002", "timestamp" : "1748784994548", "eventType" : "SENSOR_REA..

(@  Received response from localhost:5000

{"commandTyp subId":"5546ae96-c365-454d-8cf6-89eb98d98£96" ¢

(@  Sentrequest to localhost:5000

Pucynox 4.3 — Pe3ynbrar BiAnucku

JIJist OIIHKH CTIMKOCTI OYJIO 3MOJIEThOBAHO HEKOPEKTHUM 3aIUT MiAMUCKH. Y
noJti subscriptionld Oymno nepenano psaok, He y3romkenuid i3 UUID-dpopmarom, a
eventTypes 3aiuIlIeH0 MOpPOXKHIM MacuBOM. BigmoBigHO OO OYiKyBaHb, ajamnTep
3aikCyBaB 3amuC y )KypHaJIl i POJOBKUB poOoTy Oe3 maninb. Pe3ynbrar Ha Puc.
4.4. OCKITbKH CEpBIC MPOJOBXKHUB POOOTY y IITATHOMY PEXHUMI 0€3 mepes3arycky,
CKCTICPUMEHT 3aCBITYMB CTIMKICTH JI0 aHOMAJbHUX BXITHUX JAaHUX Ta MPABUIBHY
peamizaifito 3aXWCHOI JIOTIKH. TakuM YHMHOM MiATBEPKYETbCS BUKOHAHHS
HEe(YHKIIIOHAJIbHOT BHUMOTM WIOJO0 KOPEKTHOI 00poOku Oyab-sikoro ¢opmary

imeHTr(IKaTOpa MAMUCKA 0€3 HETaTUBHOTO BIJIUBY Ha 1HIIN KOMIIOHEHTH CHCTEMHU.
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Untitled Request

localhost:5000 T4 t i StreamEvents Invoke

Message

Responses

tetete y viceId" e-detector-001", "timestamp” : "1748789249943" , "eventTy "SENSOR_READING" , "sensorReading
"tetete"," :{"deviceId": "motion-sensor-002", "timestamp" : "1748789249832" , "eventTy SENSOR_READING", "sensorReading” : {
{"subId": "tetete”, "event”:{ ceId": "motion-sensor-002", "timestamp" : *1748789247832 entType" : "SENSOR_READING", orReading
{"subId": "tetete”,"eve viceId": "motion-sensor-002", "timestamp" : *174878924583 entType" : "SENSOR_READING" nsorReading”
{"subId":" deviceId":"lamp-002", "timestamp” : "1748789245644" , "eventType" : "STATE_UPDATE" , "stateUpdate" : {"metadata”: {"brightn..
bId* ete p eviceld"” arage-door-001" imes ¥ 7 4 "eventType STATE_UPDAT stateUpdate”: { "metad.
{"subId":" , s viceId":"thermostat-001", "timestamp”: "1 ,"eventType" : "SENSOR_READING", "sensorReading” : {"metadata”..
(@  Received response from localhost:5000

1T  {"commandType":0,"subId":"tetete"}

Pucynox 4.4 — Pe3ynbTat nnepeBipky HECTAHIAPTHOTO 11eHTU(IKaTOpa
AHanoriyHo, cnpo0a BiAmucaTHCS BiJ HEICHYIOYOI MIJMUCKHU 3aBepIIniacs
ITHOpYBaHHSIM  CHCTEMOIO, 1[0  TIATBEPAWIO  KOPEKTHE  OIpAIfOBAHHS

HEKOHCHUCTEHTHUX 3anuTiB. Pe3ynbrat Ha Puc. 4.5.

Untitled Request

tateUpdate®

Pucynox 4.5 - PesynpTaT nepeBipku iIeHTH(IKATOpa MPU BIAMUCII

Apk.
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4.2.2 JIBOCTOPOHHI 111J1103 OCHOBHOTI'0 CepBicy

Yepes WebSocket gani npo moaii IpHUCTPOiB Ta aKTHBAIl TPUTEPiB MUTTEBO
MOTPAIISIOTh Y Opay3ep KopucTtyBada, MuHatouu Tpaguiliiai REST-muknm 3ammt—
B1IMOBIb. HMoK4e o1aHO OCHOBHI BapiaHTH MEPEBIPKU MOTO0 KOPEKTHOI pOOOTH.

[Tig gac Bepudikamii kaHaTy peagbHOro 4yacy OyJi0 MOCHTIIOBHO BIATBOPEHO
cCUTyalii, 110  BIAMOBINAIOTH  (DYHKIIOHAJIBHUM,  HaBAaHTAXYBaJIbHUM 1
BiIMOBOCTIHKMM BUMOTaM [0 TUI03Yy. Byno mepeBipeHO MexaHi3M pPO3CHUIIaHHS
CTOBIIIEHb, TUBITHCA pUCYHOK 4.6. Konm mpuctpiili reHepye HOBMIA 3amucC, KOXKEH
NiANUCAHUNA KOPUCTYBad OTPUMYE HOBIIOMIIEHHS O€3 3aTpPUMOK, a >KypHaJl CEpBICY
¢dikcye sumie OJUH EK3EeMIUISp MaKeTa Ha OAHE 3’€JHAHHS, L0 MIJATBEPAKYE

BIJICYTHICTb AyOJIKaTIB.

) ws:/flocalhost:3000/devices/ws

ws:/[localhost:3000/devices/ws Connect

Message

Response

Pucynok 4.6 — IlepeBipka miaKIt04eHHs 3 0a30BOIO MIMUCKOIO

Apk.
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4.2.3 KinueBi Toukn aBTopu3ailii Ta aBTeHTHiKaii

[TepeBipka KiHIIEBUX TOYOK aBTOpH3aIlli Ta aBTeHTU(DIKaIII1 po3moyanacs 31
CIICHApII0 YCHIIIHOT peecTpartii: 70 Mapmpyty «POST /auth/signup» Gyio
Hagicnano BanmigHu JSON-TOKyMEHT i3 KOPEKTHOIO €JIEKTPOHHOIO aIPECOr0 Ta
HajitauM naposieM. Cructema Biamosiia cratycom 201, y Tisi 3’ sBUBCSA
171eHTU()IKATOP HOBOCTBOPEHOTO KOPUCTYBaya i rmapa TOKEHIB, a B )KypHaJl [UTI03Y
3a(h1KCOBAHO MO/ CTBOPEHHSI 001iKOBOTO 3anucy. JlekonyBanus JWT Tokena
HiATBEPIUIIO HASIBHICTh OYIKYBAaHUX KJIEHMIB — 30KpeMa, poJii User Ta CTPOKY Jiii B
MeKax I SITU XBWIMH. [{eTasi BiAMoOBIl Ta BIIOUTOK 3aroJIoBKiB HaBeIeHO Ha Puc.

4.7.

@ http://localhost:3000/auth/signin

POST y http://localhost:3000/auth/signin

Params Auth Headers (8) Body Pre-req. Tests Settings

"login": "
"password": "userpass"

201 Created 186 ms 621B

e HENE Visualize

"access_token":
eyJzdWIiOiI3
XN1ciIsImlhdCI
9n0d
"token_type": "Bear
"expires_in": 3600,
"user": 1§
"id": "7a6bf487-1ede-4181-914c-2b918288d52a",

"login": "test-use

Pucynox 4.7 — IlepeBipka po6oTu aBTOpH3aIlii

Apk.
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Jami Oyyio mepeBipeHo CTIMKICTh CEPBICY 10 TOMUIKOBUX BXITHUX HaHuX. [{1s

FOTO HA TOM camuii MapumpyT OyJo BiANpaBiICHO 3amuT 6e3 moyia password.

Kontponep nmosepuys cratyc 400 1 3po3ymisie MOBIOMIICHHS IIPO HEBIAMOBIIHICTh

CXeMmi Balifaiii, a TaKOoX BIIMOBHUBCS CTBOPIOBATH OOJIKOBUN 3amuc, IO

HiATBEP/HKYIOTH 3alMCH Y KypHai i BIICYyTHICTh HOBOTO PSAKA Y TaOJHUII USETS.

Aytentudikaiiro Oyno mepeBipeHo depe3 3amut «POST /auth/signiny, ne

BUKOPHUCTOBYBAJIMCS YMHHI OOJIKOBI AaHi. Y BiAMmoBigs oTpuMmano ctatyc 200, a B

headers — cookie 3 pedperi-TokeHOM, Ticis 4oro OyJI0 HeraliHO BUKOHAHO 3aIUT JI0

3axurieHoro pecypcy «GET /devicesy, mo 3aBepimBcs ctarycoM 200 i KOPEKTHUM

JSON-macuBoMm. Pesynprar 3anmuTa npuctpoiB MoxHa nobauntu Ha Puc. 4.8. Bmict

access-toxkeHa HaBeaeHo Ha Puc. 4.9.

I http://localhost:3000/devices

Body

Pretty

http:/floc

>st:3000/devices

eyJhbGeiOiJIUzITNilsInRScCIBIkpXVC

Store in Vault

3m.

Apk.

Ne nokym.

ITinnuc

JHara

[AJIL.467200.003 113

Apk.
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PucyHnok 4.8 — 3anut npucTpoiB 3 BukopucTtanHsam Authorization 3arosoBky

JWT

Debugger Introduction Libraries Ask
Debugger
JSON Web Token (JWT) Debugger
x

Decode, verify, and generate JSON Web Tokens, which are an open, For your protection, all JWT debugging and validation happens in the

industry standard RFC 7519 method for representing claims securely browser. Be careful where you paste or share JWTs as they can

between two parties. represent credentials that grant access to resources. This site does not

Learn more about JWT See JWT libraries store or transmit your JSON Web Tokens outside of the browser.
JWT Decoder
Paste a JWT below that you'd like to decode, validate, and verify Generate example
ENCODED VALUE DECODED HEADER

JSON WEB TOKEN (JWT) COPY  CLEAR EECNINCLATHSRIEEEE coPY | /7

valid JWT {

X X alg HS256
Signature Verified
ty TUWT"

eyJhbGeci0iJIUzIINiIsINRScCI6IkpXVCI9.eylzdWIi0iI3YTZ1Z]Q4Ny }
OxZTRLLTQxODEtOTEAYy@yY]kx0DI40GQIMmMEiILCIsb2dpbil6InR1c30td
XN1ciIsImlhdCIBMTc@ODgWNTMyNywiZXhwIjoxNzQ40DA40TI3TQ.9n0d5 DECODED PAYLOAD
Zxv7Ir2In37x0A9_1PTCeu2YgwxqdMU7 iK9In64
JSON CLAIMS TABLE CoPY =

{
'sub”: "7a6bf487-1ede-4181-914c-2b918288d52a",
‘login”: "test-user”,
‘iat": 1748885327,
"exp”: 1748808927

JWT SIGNATURE VERIFICATION I

Enter the secret used to sign the JWT below:
SECRET COPY CLEAR
Valid secret

your-secret-key

°o®

Encoding Format | UTF-8 ‘

Pucynok 4.9 — [lepesipka ctpykrypu JWT 3a gomomororo cepicy jwt.io

Cuenapiii noMuikoBoi ayTeHTu(dikamii mepemadayaB crnpody BXOIy

3

MPAaBWIBHOIO TIONITOO, ajieé XMOHUM TMapoyieM. Y LbOMY pasi CepBEp OYIKYBAHO

noBepHyB ctaTyc 500 6e3 ToKeHiB 1 3amucaB crpoly y TabJUIO CIIOCTEPEKEHHS 3a

nigo3pimMu BXxogamu. PesynbraT npointoctpoBano Ha Puc. 4.10.

[AJIL.467200.003 113

3m.

Apk.

Ne moxym. Mignuc | dara
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H P http://localhost:3000/auth/signin

http://localhost:3000/auth/signin

\orizatior eaders (8) Body

none form-data x-www-form-urlencoded @ raw binary

Body Cookies

Pretty

Pucynok 4.10 — [IepeBipka HeIpaBUIbHUMHU JaHUMU

4.3 KidieHTChbKA YaCTHHA

KiieHTchKa cKItaioBa MOKJIMKaHA 3POOUTH pOOOTY 3 CUCTEMOIO 1HTYITUBHOIO —

KOpPUCTYBau OayuTh JUIIE T€, IO CIpaB/l MOTPIOHO 111 €(PEKTUBHOIO KEPYBaHHS

MPUCTPOSIMU Ta aHaII3y iXHBOT MOBEMIHKHU. Jlai mogano orisii TphoxX i1 KIFOYOBUX

MIJCUCTEM 13 MO3MIlI KIHIIEBOrO KOPHUCTyBada, 0€3 3arfiuOJIeHHS Yy TEXHIYHI

peanizamii. [{ani MokHa MoOAYMTH 3arajbHl BUMAJIKU KOpUcTyBaHHs Ha Puc. 4.11.

CucTema KepyBaHHA loT
NPUCTPOAMK

]

KepyesaHHa
KOpMCTYBaYamMU

[AnalwTyBaHHA CUCTEMI

epyBaHHA afanTepami

AnmiHigTpaTop
epyBaHHA NPUCTPOAMM

ABTOpW3auin
PeecTpauia
Kopuctyeay

MOoHITOpHHF Noaii

ANAWTYBAHHA TPHrepie;

i g

Ofipobka nogji npueTpois

BWKkoHaHHA Tpurepie

epYBAHHA NiLKMTKMEHHAMK

YPHANOBAHHA BKTUBHOCTI

HapcunasHA nomii

Bignoeiok Ha KomaHou

3eiTyBaHHA NPO CTaH

HapcunasHA NoKaaHuKIE
OATYMKIB

Cuerema

loT MpycTpii

Pucynok 4.11 — 3aranbHi BUNaJAKU KOPUCTYBAHHS CUCTEMU

3m.

Apk.

Ne moxym. Mignuc | dara

Apk.
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4.3.1 ABTopu3sauisi, aBTeHTU]iKALIA

Bxin 10 cuctemMu moYMHAETHCS 3 JIAKOHHYHOTO ekpaHy «Login / Signup», e
MIPOTIOHYETHCS 3apEECTPYBATHUCST a00 BUKOPUCTATH B)Ke HasBHI 00J11KoB1 faHi. [licis
MiATBEPKCHHST (DOPMH JTaHI HAJICWIAIOTHCS 10 CEPBEPHOI YACTHHM, a Y BIiATOBIIb
noBeptaerbcst JWT-TokeH. bpaysep 30epirae meit Mapkep y BIaCHOMY CXOBHII H
aBTOMATUYHO CTEKHUTh 32 3aKIHYEHHSIM CTPOKY HOT0 YMHHOCTI. Y pa3l CIUTMBAHHS
TOKEHA KOPUCTyBada YeMHO MEPEHAIPABIISAIOTh Ha CTOPIHKY BXOY, HE JOITYCKAIOYH
HEIMOMITHOTO «po3JoriHeHHs» noceper cecii FE.

IaTepdeiic HaBMuUCHO MiHIMaNICTHUHMKA. JIBa moJist sl OOJIKOBUX JIaHMX,
KOpPOTKa MiKa3Ka 1010 BUMOT JI0 TTapoJjis Ta MoMiTHA KHomka «Sign Upy. Ilix gac
HaOOpy MapoJisi 3aCTOCYHOK Bipa3y CUTHAJI3YeE Mpo ci1abki KOMO1HaIlii, CHOHYKAIO4H
10 BUOOpY HanliHimoOro BapiaHTta. Ilicns HaTUCKaHHS KHONKH (OPMY MHUTTEBO
MIEPEBIPSAIOTH, a Y BUIAJKY MIOMUAJIOK KOPUCTYBa4d 0Aa4WTh 3p03yMijie MOsICHEHHS 0¢3

nepe3aBaHTakeHHs ctopinku. Ctopinka Ha Puc. 4.12.

| Sign Up

Username

test-user

Password

Sign Up

Pucynok 4.12 — Ctopinka aBTeHTHdIKAIIIT

3m.

Apk.

Ne nokym.

ITinnuc

JHara
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VYcmimna aBTreHTUdIKAIS 3aBepiryeTbest oTpuManHsaM JWT-tokena. bpaysep

30epirae HOTo B JJOKAIHHE CXOBUIIE PAa30M 13 MITKOIO Yacy, 10 03BOJIsIE iHTepdency

HETIOMITHO KOHTPOJJIIOBATH CTPOK YUHHOCTI MapkCepa Ta MOICPCIHPKATH IIPO

HEOOX1/IHICTh TOBTOPHOTO BXOJYy 3aJ0BrO JO TOTO, SIK CECii CTaHe HEIINCHOIO.

3axumieni mapupytu nporpamu (Hampukian, «IIpuctpoi» um «Iloaii») moctymHi

TUIBKH MMICJIS YCHIITHOT aBTeHTU(DIKaIIl1, TOMY BUITQJIKOBUN BIJBIIyBa4 HE MOOAYUTH

KOH(D1ICHIIHNX JaHUX. 3aBISKHA IbOMY MEXaHi3My po0OoTa 3 iHTepdeiicom Haraaye

3BUYHI BE€O-CEPBICH: JOCUTH OJIUH pa3 YBIUTH, 100 HaIaJl B3AEMOIATU 3 OYIb-SIKUM

po3/1710M 6€3 MOBTOPHOTO BBEACHHS Maposis. PesynbraT 3anuty Ha Puc. 4.13

v General

Request URL
Request Method
Status Code
Remote Address

Referrer Policy

v Response Headers

Access-Control-Allow-Origin

Connection
Content-Length
Content-Type
Date

Etag

Keep-Alive

X-Powered-By

v Request Headers

Accept
Accept-Encoding
Accept-Language
Connection
Content-Length
Content-Type

Dnt

Host

Origin

Referer
Sec-Ch-Ua
Sec-Ch-Ua-Mobile
Sec-Ch-Ua-Platform
Sec-Fetch-Dest
Sec-Fetch-Mode
Sec-Fetch-Site
User-Agent

http://localhost:3000/auth/signin
POST

201 Created
[::1]:3000
strict-origin-when-cross-origin

Raw

*

keep-alive

347

application/json; charset=utf-8

Mon, 02 Jun 2025 00:36:02 GMT
W/"15b-1w96hB3AU2pOFkeO+83tAFsJuM4"
timeout=5

Express

Raw
*I*
gzip, deflate, br, zstd
ru-RU, ru;q=0.9,en-US;q=0.8,en;q=0.7
keep-alive
43
application/json
1
localhost:3000
http://localhost:8080
http://localhost:8080/
"Chromium";v="137", "Not/A)Brand";v="24"
70
"macOs"
empty
cors
same-site

Pucynok 4.13 — 3anuT Ha aBTeHTH}IKAIIIIO HA CEPBEP

3m.

Apk.

Ne nokym.

Hignuc | dara
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4.3.2 YupaBJliHHSI MPUCTPOAMU
[{o¥iHO KOpUCTYBaY MPOXOIUTH aBTEHTU(DIKAIlII0, IIEHTPATBHUM «POOOUUM

MalTaHduKOM» cTae cropinka Devices. BoHa BikpuBa€eThes 0€3 3aTPHMOK 1 0JIpa3y
1oja€ BIOPSAKOBaHUH niepeik mija’ eqaanux 10T-00’ekTiB. JITUMIBHUKIB,
TEPMOCTATIB, TaTYUKIB PyXy UM YMOBHHX «PO3yMHUX» Jamil. Uu He Hainepiie, 1o
BITJIa€ y Bivl, — I1€ KOJHOPOBA IHIWKAIIIS CTaHY; 3€JICHUI CUTHAJI3YE TIPO
aKTUBHICTh, YePBOHUI — PO oduiaitH-pexuM. TakuM YUHOM, HaBITh HE
3aruOIIIOI0YHCH Y JETal, ONIEPaTop BiApasy po3yMie, Mo BiJOYBAETHCS Y MEPEXKI.

Konu Bunukae norpeda 10/1aT¥ HOBUM MPUCTPIiA, HA JOTIOMOTY IPUXOAUTh
J1laJloroBe BIKHO, CTUJIICTUYHO CIIOPiJIHEHE 3 pemnToro inTepdeiicy. Kopuctysau
3aITOBHIOE KiJIbKA IOJIIB — HAa3BY, THII, MiCIle BCTaHOBIIEHHS — 1 THCHE «Confirmy.

AHaJOT1YHO MPaIOe i pearyBaHHs: TOCTATHHO KJIAIIHYTH Ha PSIIOK Ta
CKOPHUTYBAaTH, CKQXXIMO, TPaHUYHE 3HAUEHHS TeMIepaTypu. Y ci 3MIHH Bipa3y
CUHXPOHI3YIOTHCS 3 CEPBEPOM, TOK PU3UK HEKOHCUCTECHTHUX JTAHUX MPAKTHIHO

BiJicyTHIH. CTOPIHKY MPUCTPOIB MOKHA 1M0OAUNUTH Ha puc. 4.13.

Apk.

TAJII1,467200.003 T13 -

Apk. Ne nokym. Mignuc | dara




WebSocket: Connected Demo Mo-de (ON)

Temperature Sensor Smart Light

room Smart light in be

Location:  Living Room Location:  Bedroom

Status: anline Status: nl

Properties Properties

erature Battery Brightness Power
24.2°C 85 % 50 % On

Door Sensor

Yoor sensor at front entranc

Location:  Entrance

Properties

Status Battery
Closed 32%

Pucynok 4.14 — Ctopinka npucTpoiB
Cucrema He 0OMEXYETHCS CTATUYHUM MEPETIKOM. Y TPaBOMY BEPXHBOMY KYTI
X0BaeThes nepemukad «Demo Mode». OHe HaTUCKaHHS — 1 3aMiCTh pPeaNbHUX
JATYHKIB 3’ SIBJISTIOTHCS. CUMYJILOBaH1, KOTP1 T€HEPYIOTh TEIEMETPIIO 3 Hanepe
3a/1aHO0 YacToTor0. [lel pexkuM 0coOJIMBO HIHYETHCS M1 YaC HABUYAHHS HOBUX
CHiBpOOITHUKIB a00 IEMOHCTpAIIiT MPOAYKTY MOTEHIIIHHUM 3aMOBHUKAM: PU3HK
«3maMatuy 00ioBe cepeoBHINE JOPIBHIOE HYII0. MoanbHe BIKHO JUISI CTBOPEHHS

Ha puc. 4.15

Apk.
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Device Type*

Select a device type v

Location

None v

Description

Enter device description

IP Address

e.g., 192.168.1.100

MAC Address

e.g., 00:11:22:33:44:55

External ID

External identifier

Device is active

Cancel

L

4.15 — MonanbHe BIKHO CTBOPEHHS IIPUCTPOST

He meHm cyTTeBUM € aganTUBHUN au3aiiH. 3aBIsSKM THYYKHUM CITKaM Ta
KACKaJHOMY MPUXOBYBAaHHIO KOJOHOK CTOpPIHKA 3py4yHa 1 HA MIKPOKOMY MOHITOPI, 1
Ha cMapTQOHi; MPU 3MEHIIEHH]I BIKHA TaOJIUIS EPETBOPIOETHCA HA CTUCHI KapTKH,
ajie BC1 KPUTHUYHO BAKJIMBI KHONKH 3aJIUIIAIOTHCA MiJ PYKOIO . Y MiACYMKY MOJYJb
KepyBaHHA TMPUCTPOSIMU  TIOEJHYE  OTJISOBICTH  TMAHENI  MOHITOPUHTY 3
OTEpPATUBHICTIO 1HCTpyMEeHTa anMmiHicTpyBaHHs. KopuctyBau y OyKBambHOMY
PO3yMiHHI 0aYuTh, K «IIYJbCYE» HOro 1HQPACTPyKTypa, i Mae TOCTAaTHHO BaXENIB,
1100 MUTTEBO pearyBaTH Ha 3MIHU — B1J] KOPEKIIii TapaMeTpiB O TOBHOTO BUITyUYCHHS
HECTpaBHOTO By37a. [10BiqoOMIIEHHS TIPO CTBOPEHHS IPUCTPOIO MOXKHA MTOOAUNTH Ha

Puc. 4.16.

WabSackat: Connacad Demo Made (OFF)

Living Roam
192168.1.101 192168.1.103

4.16 — [1oBi1OMIIEHHS PO YCMIIIHE OHOBJICHHS MPUCTPOIO

3m.

Apk.

Ne nokym.

Hignuc | dara
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4.3.3 Kypuana nogiit
Cropinka «Iloaii» mocrae cBOEPITHUM “JITOMUCOM’ YCIET CUCTEMHU: IIIOMHO

SIKUH-HEOY/Ib JaTYUK HAJACHUIIA€ CUTHAII, 3aIMHC 0€3 3aTPUMOK 3’ SIBIISIETHCS Y

XPOHOJIOT1YHIN cTpiuli. KojkeH psiiok MICTUTh MIKTOrpamMy THITY MO/Iii, YnTa0eIbHY

MITKY 4acy Ta KOPOTKUN OMKC; KPUTUYHI CIIPAIlbOBYBAHHS MiACBIUYIOThCS
IHTEHCUBHIIIMM TOHOM, TOI SIK iH(OpMaIliliHI TOBIAOMJICHHS 3aJIMIIAIOTHCS
HeitpansHuMu. KoprcTyBad He MyCUTh TypOyBaTHUCS PO OHOBJICHHS CTOPIHKA —
MTUCKA HA TTOAIT TPAIIOE ITiJT KAITOTOMY, TOMY 3MiHU JOXOJATh Y PEKUMI

peanbHOro yacy 1 Maibke HeToMITHI y BUkopucrtanHi. Ctopinka Ha Puc. 4.17

Events Feed

WebSacket: Connected

Duvice: Evemt Type: From: To:
All Devices ~ All Events = an.mM.rrrr, ——:i—— 0O ag.mM.rrrr, —i-— 0 Reset Filters

Event Type Time Device Data

ul SensorReading  0206.2025,0458:50  Motion Sensor - Living Room Motion Sensor Motion: No Motion

@ state Update 02.06.2025, 04:58:49 Lamp - Living Room Lamp 2 ON — OFF

Garage Door Controller - Garage Door
Controller

& State Update CLOSED — CLOSED [RVENESIICIEESS

ul Sensor Reading 02.06.2025, 04:58:48 Motion Sensor - Living Room Motion Sensor Mation: Detected
ul Sensor Reading 02.06.2025, 04:58:46 Motion Sensor - Living Room Motion Sensor Mgtion: Detected
nl Sensor Reading 02.06.2025, 04:58:45 Motion Sensor - Garage Motion Senser Motion: No Motion
&) State Update 02.06.2025, 04:58:44 Lamp - Living Room Lamp 2 OFF — OFF
@ State Update 02 062025, 015844 Garage Door Controller - Garage Door OPEN — OPEN
Controller
nl SensorReading  02.06.2025, 04:58:44 Motion Sensor - Living Room Motion Sensor Motion: No Motion
nl Sensor Reading 02.06.2025, 04:58:43 Thermostat - Living Room Thermostat Temperature: [object Object]"C
nl Sensor Reading 02.06.2025, 04:58:42 Motion Sensor - Living Room Motion Sensor Motion: No Motion
nl Sensor Reading 02.06.2025, 04:58:40 Motion Sensor - Living Room Motion Sensor Moation: Detected [RUCIIREIEIEES
&) State Update 02.06.2025, 04:58:39 Lamp - Living Room Lamp 2 ON — OFF

4.17 — CtopiHKa )XypHaiy moaii

Apk.
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[lotiHO 00CSAT TaHUX 3pPOCTA€E, HA MEPIINN IJIaH BUXOJIUTh cUCTeMa (DUIBTPIB.
[1iz 3arol0oBKOM pO3TaIIOBAHO MAHENb, 1€ MOXKHA 00paTH KOHKPETHUI MPUCTPIH,
3BY3HUTHU MEPEIIK 3a TUIIOM MOAIl UM BCTAHOBUTH YaCOBUH J1alla30H 3a JOTIOMOTOI0
1HTepaKTUBHOTO KajeHaaps. OiabTpu KOMOIHYIOTHCS JIOBUIBHO: HAITPUKJIIA],
JOTYCTUMO TEPETJISTHYTH JIMIIE TEMIIEpPaTypHi CIIOBIIIICHHS BiJl TEpMOCTaTa 3a
OCTaHHi JIBl roAWHU a00, HABMAKH, YC1 TOMUJIKH 32 THKIEHb. [onrykoBuii psiiok
MUTTEBO 3BYKY€ BUOIPKY 32 KIIFOYOBUMH CIIOBAMHU, III0 OCOOJIMBO KOPUCHO i Yac
ayJuTy, KOJIM HEOOX1THO 3HANTH MOII0 3 IEBHUM 11€HTU(IKATOPOM. 3aBIISIKH TaKii
oprasizaiiii HaBiTh KUIbKACOT 3aMCIB Ha XBUJIMHY HE MEPETBOPIOIOTHCA Ha
«1H(POPMALITHHM TITy M.

Kuik o psiaky posroprae EventDataModal. ¥V BikHi BitoOpakaroThCst
MOYaTKOB1 MOKa3HUKHU ceHCopiB, MoBHUM JSON makeT Ta cimy>x00B1 MeTajaHi —
1AEHTU(PIKATOP NPUCTPOIO, IXKEPENO, MOKIUBUN KOJ NOMIIKH. [lopyd po3mimieHo
kHOTIKY «IlepeitTu 70 mpHUCTPOIOY, IO T03BOJISIE MUTTEBO BIIKPUTHU BKIIAAKY
«IIpuctpoi» Bxke 3 roTOBUM (PUIHTPOM Ha MOTPIOHUM aeBaiic. Takuii cueHapiit
€KOHOMUTB JOPOTOI[IHHI CEKYH/IU, KOJIA ONEPATOPY MOTPIOHO MIBUAKO

JokanizyBatu npobiemy. Ctan Ha Puc. 4.18.

&) State Update 02.06.2025, 04:59:39

Device: Lamp - Living Room Lamp 2
State Change
OFF ON

Additional Information

brightness 92.39

colorTemperature 3791

Close

4.18 — [ndopmaiiisi po OHOBIIEHHS CTaHy MPUCTPOIO

Apk.
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SIKIIIO0 KOPUCTYBad aKTHUBHO TEPETIIAIAE CTapi 3aluCcH, CTPiuKa HE «CTpUOae»
CaMOCTIHO, abu He 30uBaTH (HOKYC yBaru; 3amuT HAa OHOBJICHHS ITiITBEPKYETHCS
BpYyuHy. 3a moTpedu BCIO BHOIPKY MOKHA €KCIIOPTYBaTH y (aill A MoJanbiioi
aHalmiTHK abo mepematu kKoieram — omniis «Export» po3sramoBana mopyd i3

¢insTpamu. Jlani 3 cencopa Ha Puc. 4.19.

ul Sensor Reading 02.06.2025, 05:00:36

Device: Motion Sensor - Living Room Motion Sensor

Sensor Reading

Motion Sensor (Type: Motion)

Motion Detected @

Close

4.19 — [adopmariis 3 OTpUMaHa 3 CEHCOPY AETEKTOPY PYXY

4.3.4 HanamtyBaHHsl TPUrepiB

Ak TIIBKM TOTIK MOJMIM CcTae OUIBII-MEHII CTaJUM, BUHHUKAE TPUPOJHE
Oa’kaHHSI aBTOMATU3yBaTH PEAKINI0 CUCTEMH Ha MOBTOPIOBaH1 cuTyarii. J{is mporo
npu3HayeHa cTopiHka «Tpurepm», sika, Mo CyTi, MEPETBOPIOE 3BUYANHUN KypHAI
oAl Ha IHCTPYMEHT MPOAKTUBHOTO KepyBaHHS 1H(pacTpykTyporo. Ilicis
3aBaHTAKCHHS KOPUCTyBayd OAa4MTh KOMIAKTHUN TEPENiK YK€ CTBOPEHHUX IPABUII:
Ha3Ba, yMOBa CIIpallbOBYBaHHs, OOpaHWN TUN [1i Ta JAKOHWYHHUM TepeMHUKay
aktuBHOCTI. Kouip iHIMKaTOpa 0pa3y mijKasye, uu nmpaBuwio yBiIMKHeHe. CTOpiHKa

TejreMeTpuuHuX Tpurepis Ha Puc. 4.20.
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Home | Devices Events | | Adapters | Logout

» High Temperature Alert » Low Temperature Alert » High Humidity Alert

© Monitor Condition © Monitor Condition ©® Monitor Condition

> ) > Living oy i >

Description: Alert when humidity exceeds
Description: Alert when temperature Description: Alert when temperature

Status:
Status: e Act Status:

* Low Humidity Alert » High Brightness Alert * Low Brightness Alert

© Monitor Condition © Monitor Condition ©® Monitor Condition

> < & : o Living g p

Description:  Alert when humidity drop:
Description: Alert when brightness Description:  Alert when brightness drops

Status:
Status: ® Activ Status:

4.20 — Ctopinka HaIAITYBaHHS TeJIeMEeTpil

CTBOpEHHSI HOBOTO TpuUrepa IMOYMHAETHCS 3 HATUCKaHHS KHomku «Add
trigger», mo BinkpuBae TriggerFormModal — 3Haliomy BXe MO 1HIIUX MOMIYJISIX
J11aJIOTOBY TMAHENb, ajie aIalTOBaHY ITiJ1 JIOTIKY «yMoBa — Jish». CriepIry oOupaeThes
MPUCTpiid a00 Tpymna MPUCTPOIB, Al — THUM MO1i (HAPUKIIAJ, 3MiHA TEMIIEPATYPH
YU BUSBJCHHS pyXy). Ilicims 1poro 3’SIBISETHCS KOHTEKCTHUH KOHCTPYKTOP: TYT
MO>KHA 33]IaTH YU CIIOBH MOPIT, Jlara30H yacy abo KOMOIHAIII 0 KIJTBKOX MapaMeTpiB,
npudaoMy (GopMyITy BHIHO OApa3y B KHUBOMY IMpeB’t0. TakuM YMHOM KOPHCTyBad
0aunTh, K CaMe CHUCTEeMa «IOAYMKN» TIEpEeBIpATUME TOi1. Y Mpolieci eKCIiTyarTaiii
TpUTEp MOXKE 3HAAOOMTHCS THUMUYacoBO BUMKHYTH. [lepemukau «Enable/Disabley
BUpIlIye 1€ Oe3 penaryBaHHs YMOB: IMO3HAaYHUK CTa€ CipuM, a B 1CTOpii
CIIPaIbOBYBaHb 3 SABISETHCA MPOYEPK. SAKIO K MOTPIOHO MpoaHai3yBaTH, KON U
YOMYy TIPaBWJIO aKTUBYBAJIOCS, JOCTAaTHHO KJIAIHYTH IO PAIKY — BIIKPHUETHCS

XPOHOJIOT1YHA CTPIYKa, JIe KOXKEH 3alKiC MICTUTh TOYHHUM 4Yac, IEPBUHHUM 3alUT Ta

Apk.
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3py4Hy KHONKY «Jump to event», sika NEPEHOCHUTh KOPUCTyBaua Ha BIIMOBIIHY

MIO3UIIIIO B JKYpHAaJi MOAIH 13 y)Ke HaKIaJeHUM (DUIBTPOM.

4.3.5 HanamryBaHHs aganTtepis

Yumano l0T-mpoekTiB ynmupaioThcs y By301, A€ «UU(POBHUID» CBIT MyCHUTh
3’€HATUCA 3 (PI3UYHUM YU 3 30BHIMIHIMU eMynsatopamu. Came ToMy y (GpOHTEHI1
nepeoaveHo OKpeMy BKIAAKY «Adaptersy, ska J03BoJsie KOPUCTYBAaYEBl KEpyBaTh
TaKUMHU 1ITI03aMU 0€3 3aHYpPEHHS y MEPEKEB1 MPOTOKOJI U KOH(DITypartliiiHi dhaimu.
Huxue — orisii MOAIMBOCTEN BOTO PO3JLITY OYMMa KIHIIEBOIO KOPUCTyBaya Ta B

ctopinka Ha Puc 4.21

Home | Devices | Events | Triggers Logout

Demeo Mode (OFF)

simulation_adapter

localhost : 5000

ID:

Created:

Updated:  29.05.2025, 16:28:04

API Key: test

AP Secret Set

4.21 — Ctopinka HaTAIITYBaHHS aJanTepiB
[Ticnst BIAKPUTTS CTOPIHKKM CHUCTEMa BUBOJUTH KOMITAKTHY TaOJHIO 3
HasiBHUMHU ajgantepamu. KokeH pslIoK MICTUTh Ha3By, THI, aJpecy XocTa Ta
KOPOTKHIA cTatyc 3 mikrorpamoto «online / offline». Tabmuis niarpumye copTyBaHHS
M ToIIyK, TOMY 3HaTH MOTpiOHMN 3amMc He CKJIaAHImE, HDK BiAQUIBTPYBaTH
OPUCTPIM YK MO0 B I1HIIMX MOJIYJISIX; JKUBI OHOBIICHHA HAAXOASTh 4epes

WebSocket, Tox 3MiHa cTaHy «ITiIXOILTIOETHCS» 0€3 TIepe3aBaHTaKECHHS.
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BUCHOBOK JIO PO3JILTY 4

[IpoBeneHMiI KOMITJIEKC E€KCIIEPUMEHTIB 3aCBIMUMB, IO peami3oBaHa IwiaTdhopma
MOBHICTIO  BIAMOBiAa€e (yHKIIOHAIPHUM Ta HE(YHKIIOHAJLHUM BHUMOTaM,
chOpMyTLOBAaHUM Ha TMOYATKY MOCTIDKCHHS. MexaHi3M MiANUCKA / BIAMUCKA Ha
gRPC moToku KOpeKTHO OOpoOJisB sIK INTaTHI, TaK 1 aTUIIOBI CIieHapii; crpoou
nepenaTd  HeBamigHMM  subscriptionld  3aBepiryBanmucs  0€3MOMHIKOBHM

KYPHAITFOBaHHSM, III0 JJOBOJIUTH CTIAKICTH SApa O aHOMAaJIbHUX BX1THUX JTaHUX.

TectyBanuss ~ WebSocket-umrosy  mpomeMOHCTpYBaJIO  MPOTHO30BaHY
MacimTaboBaHICTh. BUSIBIEHO BIJACYTHICTh IyOJIIKATIB MOBIJOMJICHb 1 KOPEKTHE
BIJIHOBJICHHSI 3’€JIHaHb TIICIs MPUMYCOBOI poOTallli BY3JiB, II0 IMIJTBEPIKYE
BIJIMOBIJIHICT ~ OOpaHOr0  TPAHCIOPTHOTO  IIapy BHCOKMM  BHMOraM [0

Oe3MepepBHOCTI CEPRICY.

[lepeBipka KIHIICBUX TOYOK aBTOpH3aIlii Ta aBTeHTHQIKAI] 3acBiaduia
NPaBUIIBHICTD peanizalii 3aX|UCHOI JIOTIKU. Y ¢l YCIHIIIHI 3alIUTH CYITPOBOIKYBAIHUCS
reHepali€l0 TOKEHIB 13 YMHHUMHU KJIEWMaMmH, TOJI SK HEKOPEKTHI 3amuTH —
BIJICYTHICTh TapoJisg, XUOHUN Mapoib, cupoda goctymny 3 mpoctpoueHum JWT —
nociIoBHO 00pobsimucs craryc-kogamu 400 /401 /403 1 He MPU3BOIUIHU JJO BUTOKY
ciyx60Boi 1H(Mopmari. Takum uymHOM cdepy i1neHTH(IKAIT MOXXKHA BBaXKATU

JIOCTATHBO 3aXUILEHOIO JIJIS POMHUCIIOBOI €KCILTyaTaIli.

Otxe, JIOCHIKEHHS JOBeno, Imo po3pobneHa loT-mmardopma 31aTHA
GyHKIIOHYBAaTH Y BUPOOHUYUX YMOBAX 13 MPOTHO30BAHUM POCTOM HABaHTAXKCHHS Ta
3a0e3nedye HaJISKHUM pIBEHb HAAIMHOCTI, MPOAYKTHBHOCTI i 1H(OpMaliitHOl
oesnexu. BusiBieHi pe3epBu MaciiTaOyBaHHS 1 MO3UTHUBHI MTOKA3HUKHU CTAO1ILHOCTI
CTBOPIOIOTH MIATPYHTS ISl TIOJIAJIBIIIOT0 PO3MIMPEHHST (DYHKITIOHATy — 30KpeMa,
1HTerpari J10JaTKOBUX aJamnTepiB Ta BIPOBAKEHHS aHATITUYHUX CEpBICIB — 0€3

CYTTEBHX PHU3HUKIB JJI YK€ PO3TOPHYTOI iIHPPACTPYKTYPH.
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BUCHOBKHA

VY X071 BUKOHAHHS JUIJIOMHOTO TPOEKTY OyJio BCEOIYHO OOTPYHTOBAHO MOTpeOy B
yHi(pikoBaHIH 1argopmi IS BIAJAJIECHOTO MOHITOPUHTY Ta KepyBaHHsa loT-
MPUCTPOSIMHA ¥ 3alPOIMTOHOBAHO aPXITEKTYpHE pIMIEHHS, SKE TOETHYE TEpeBaru
REST, WebSocket ta gRPC mpoTokoiiB 13 MOIyJIbHOIO CTPYyKTyporo NestJS-
3aCTOCYHKY. [IOpIBHSJIBHUM aHa3 HAaABHUX KOMEPIIMHHUX 1 PillIeHb 3 BIAKPUTUM
KOJZIOM, BHUKOHAHMH Yy TEPIIOMY PO3IiTi, MIATBEPAUB BIACYTHICTH yHIBEpCaIbHOI
«CpiOHOI KyJli» Ha PUHKY; caMe TOMY aJaliTUBHA, CAMOCTIfHO pO3ropTaHa CUCTEMa
OyJia BU3HAHA HAWOLIBII JOPEYHOIO JJIsSl CIIEHApiiB 3 MIJABUIICHUMH BUMOTAMH 10

KOHTPOJIIO JaHUX Ta I Hy‘{KOCTi A0O0IIpaltOBaHHA.

Hpyruii po3ain aoBiB, mo mnoeaHands TypeScript / Node.js i3 NestJS,
PostgreSQL Tta Redis 3a0e3nedye HeoOXimHuUN OalaHC MPOAYKTHUBHOCTI,
HNIATPUMYBAHOCTI ¥ E€KCHPECHUBHOCTI KOJy. 30CEpEKEHHS Ha CyBOpIA THII3allii,
ACUHXPOHHUX TMaTepHax 1 JIBOIIAPOBOMY KEIIyBaHHI JIO3BOJWJIO 3MEHIIHUTU
JATEHTHICTh JIOCTYNy N0 JaHWUX 1 CTBOpUTH (GYHAAMEHT IS TOPU30HTAIHLHOTO

MacuTadyBaHHs 0€3 3MIHM JIOTIKH 013HEC-MOIYJIIB.

Y TperboMy poO3AUTI JACTANBHO OMHCAHO pealizaimiio SApa CHCTEMH,
KJIIIEHTCHKOTO Ta ajanTtepiB. bylo mokaszaHo, IO IMOJii€eBa MOJE/Ib, 3aCHOBaHA Ha
pPEaKTUBHUX NOTOKAX 1 JOMEHHUX IMOAISAX, JAa€ 3MOTY JIOKaJi3yBaTH OOpOOKY
TeJIeMeTpii, MIHIMI3yBaTH MIXMOMIYJIbHI 3aJIEKHOCTI Ta CHPOCTUTH TMOJAIBIIE
po3mpeHHs QyHkuioHany. BOygoBaHuii MeXaHI3M poiboBOi aBTopu3zarii, TLS-
mudpyBaHHs Ta nepesipka mianucie gRPC 3anuTiB ¢opmyroTh OaraTopiBHEBHUI

3aXWCHUU KOHTYD, CTIMKHI 10 TUMIOBUX aTak Ha iHPpacTpykTypy loT.

Takum grHOM, TIOCTaBJICH] Y pOOOTI Il TOCSATHYTO, a C(hOPMOBaHI TEXHIUH1
Ta OpraHizaliiHi pIIIEHHS MOXYTh CIyryBatu 0a3010 i MPOMHUCIOBOTO
BIIPOBAHKCHHS CUCTEM JIUCTAHIIMHOTO MOHITOPUHTY 3 PO3UIUPEHOIO aHATITHKOIO i

aBTOMATH30BAHUM KEPYBAHHSIM MPUCTPOSIMHU.
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. Definition of Internet Of Things (iot) - IT Glossary | Gartner [EnexTponuuii
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https://www.qgartner.com/en/information-technology/glossary/internet-of-

things
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defender/latest/devquide/what-is-device-defender.html

What is Azure 0T Hub? - Azure IoT Hub | Microsoft Learn [Enektponuuii
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us/azure/iot-hub/iot-concepts-and-iot-hub

Communicate with an 10T hub using the MQTT protocol | Microsoft Learn
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ThingsBoard Architecture | ThingsBoard Community Edition [Enekrponnuii
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https://thingsboard.io/docs/reference/architecture
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Apk.

[AJIL.467200.003 113

3m.

Apk.

Ne nokym. Mignuc | dara

83



https://www.gartner.com/en/information-technology/glossary/internet-of-things
https://www.gartner.com/en/information-technology/glossary/internet-of-things
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/iot-device-defender/latest/devguide/what-is-device-defender.html
https://docs.aws.amazon.com/iot-device-defender/latest/devguide/what-is-device-defender.html
https://learn.microsoft.com/en-us/azure/iot-hub/iot-concepts-and-iot-hub
https://learn.microsoft.com/en-us/azure/iot-hub/iot-concepts-and-iot-hub
https://learn.microsoft.com/en-us/azure/iot/iot-mqtt-connect-to-iot-hub
https://thingsboard.io/docs/reference/architecture
https://thingsboard.io/docs/getting-started-guides/what-is-thingsboard/
https://thingsboard.io/docs/getting-started-guides/what-is-thingsboard/
https://docs.python.org/3/
https://docs.oracle.com/en/java/
https://developer.mozilla.org/en-US/docs/Web/JavaScript

11. TypeScript Documentation [Enextponnuii pecypc] — Pexxum noctymna g0

pecypcy: https://www.typescriptlang.org/docs/

12. Node.js v22.15.1 documentation [Enextponnuii pecypc] — Pexxum moctyma

1o pecypcy: https://nodejs.org/docs/latest-v22.x/api/index.html

13. What is Bun? [Enektponnuii pecypc] — Pexum moctyna 10 pecypcey:
https://bun.sh/docs

14. Deno Docs [Enextponnuii pecype] — Pexxum mocTyma g0 pecypey:

https://docs.deno.com/

15. Express Guide [Enektponnuii pecypc] — Pexxum moctymna a0 pecypey:

https://expressjs.com/en/quide/routing.html

16. Index | Fastify [Enekrponnuii pecypc] — Pesxum goctyma no pecypey:
https://fastify.dev/docs/v5.2.x/Guides/

17. Documentation | NestJS - A progressive Node.js framework [EnekTponHwuii

pecypc] — Pexxum nocryna o pecypey: https://docs.nestjs.com/
18. Fielding Dissertation: CHAPTER 5: Representational State Transfer (REST)

[EntexTponHmii pecypc]| — Pexum noctyna g0 pecypcey:

https://ics.uci.edu/~fielding/pubs/dissertation/rest arch style.htm
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A

KopucTyeay
MapLwpyTH3aTop
3anuTie
IHTEpDBAC IHTEPMEAC IHTEpDEAC IHTEpDEAG IHTEpDEAC
apanTepls NpHCTROIB ypHany nogld TpMrepia ABTEHTWAIKALT

—— N

Cepalc Cepsic

MOTOKOBKX CEOBEPHAX —

ABTEHTHDIKAL
JANNTIE JanuTie pika

CepaepHil 3ACTOCYHOK

MNoTokoaM# MapLwpyTHaaTop
Liroa KIHUBBMX TOH0K

——

Moy e
ABTEHTHCIKAL

Mogyne Mogyne
KEpYBAHHA  |——  KEpyBaHHA
NogIAMK NPHCTRCAMM

Moayne
KelyEaHHA

Mogyne Moy e
KepyBaHHA KEpyBaHHA
TpHrepamu apanTepamu

Moaynk Bazu
AHHX

Moy e
KEpyBaHHA — —
MAKNIOYEHHAMK

BlnapHui LLinoa

Mogyne nool# Momyne Komao

Mooyne apanTaull

Monynk S0BHIWHIA
MiOKNOYEHHA MpUCTRIA
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Perors c BB NPHUCTPOSAMH KL -
. OKOJIOBCBKHH b.b.
: CTpyKTypHa cXema III im. Irops Cikopcebkoro,

H. Konrp. Mimenko JI.JI.
3aTBepIuB CUCTEMHU (DIOT, IM-13




JTOJATOK 2

EBoutol1iiiHi aaropuT™u I100anbHOI MOITYKOBOT ONTHUMI3aIlii

Jiarpama gjanux

TAJII1.467200.005 /12

ApkymrB 1

Kuis 2025 p



device_triggers

device_id : varchar(255)
property_name : varchar(255)
condition : text

threshold_value : varchar(255)

name : varchar(255)

description : text

is_active : boolean

created_at : timestamp with time zone
updated_at : timestamp with time zone

devices_events

devices_properties

logs

id : varchar(36)

device_id : varchar(36)

event : varchar(255)

data : text

created_at : timestamp with time zone

device_id : varchar(36)

name : varchar(255)

value : varchar(512)

created_at : timestamp with time zone
updated_at : timestamp with time zone

event : varchar(255)

rrn : varchar(8)

payload : text

created_at : timestamp with time zone
expires_at : timestamp with time zone

serial_id : integer

id : integer

serial_id : integer

id : integer

devices

id : varchar(36)

type_id : integer

is_active : boolean

state : text

location_id : integer

ip : varchar(15)

mac : varchar(17)

adapter_id : varchar(36)

external_id : varchar(255)

description : varchar(1024)
created_at : timestamp with time zone
updated_at : timestamp with time zone

serial_id : integer

,

connections_adapters

id : varchar(36)

name : varchar(255)
host : varchar(255)

port : varchar(255)
api_key : varchar(255)

: varchar(255)

device_locations

device_types

name : varchar(255)
display_name : varchar(255)

name : varchar(255)
display_name : varchar(255)

users

id : varchar(36)

nickname : varchar(12)

pass_hash : varchar(255)

role : text

created_at : timestamp with time zone
updated_at : timestamp with time zone

serial_id : integer

timestamp with time zone id : integer id : integer
updated_at : timestamp with time zone
serial_id : integer
Ne nokym. Migmuc | Jara
Po3pobus 3emnsncekuii O.B. Cepsic nis BiganeHoro Jli. Apky1u Apxymris
Tepesipus Topaienko H.IO. MOHITOPHHIY CTaHy TA KEPYBaHHA | | 1 1
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CepBepHa yacTUHA
src/database/database.service.ts

import { Inject, Injectable, OnModulelnit } from
‘@nestjs/common’;

import { Knex } from 'knex’;

import { DB_CONNECTION } from
".Jconstants/injection-keys";

@Injectable()

export class DatabaseService implements OnModulelnit

{

constructor(
@Inject(DB_CONNECTION)
private readonly db: Knex,

)3

private _migrateDb(): Promise<void> {
return this.db.migrate.latest({
directory: "${__dirname}/migrations’,
loadExtensions: ['.js1],
ok
}

private _seedDb(): Promise<string[][]> {
return this.db.seed.run({
directory: "${__dirname}/seeds",

loadExtensions: ['.js1],

src/database/database.module.ts
import { DynamicModule } from '@nestjs/common’;

import { DB_CONNECTION } from
' /constants/injection-keys";

import knex, { Knex } from 'knex';
import { DatabaseService } from './database.service';

import { envConfig } from "../config’;

export class DatabaseModule {

static forRoot(connection:
Knex.StaticConnectionConfig): DynamicModule {
return {
providers: [
{

provide: DB_CONNECTION,
useFactory: () => {
return knex({
client: 'pg’,
asyncStackTraces: true,
compileSqlOnError: true,
connection,
3
b
}

DatabaseService,

]l
b exports: [DB_CONNECTION],
} module: DatabaseModule,
global: true,
async onModulelnit(): Promise<void> { 3
await this._migrateDb(); 3
}
} static forRootFromEnv(): DynamicModule {
Ne nokym. [Migmac | Jdara
Po3spo6us 3emnsancekuit O.B. Cepsic s BigjajieHoro Jlit. Apkyiu Apkynris
Tlepesipun Topaiexo H.IO. MOHITOPUHTY CTaHY Ta KePyBaHHS | | 1 1
Peniens. CokonoBcekuii B.B. TPHCTPOAMH KIII im IFOp?I CiKOpCBKOFO
H. Korp. Mimerxo JLIT, Tekct MporpaMHoOro Koay . )
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return DatabaseModule.forRoot({
host: envConfig.database.host,
user: envConfig.database.user,
password: envConfig.database.password,
port: envConfig.database.port,
database: envConfig.database.database,

ok

}
}

src/main.ts

import { NestFactory } from '@nestjs/core’;
import { AppModule } from './app.module’;
import { envConfig } from *./config’;

import { ValidationPipe } from ‘@nestjs/common’;
import { LogsService } from "./logs/logs.service';

import {  Applinterceptor '}  from  ‘Japp-
interceptor.service';

import { SwaggerModule, DocumentBuilder } from
‘@nestjs/swagger’;

import { WsAdapter } from '@nestjs/platform-ws';

async function bootstrap() {

const app = await NestFactory.create(AppModule);

app.useWebSocketAdapter(new WsAdapter(app));

app.useGlobalPipes(new ValidationPipe());

const logsService = app.get(LogsService);

app.useGloballnterceptors(new
Applnterceptor(logsService));

app.enableCors();

const swaggerConfig = new DocumentBuilder()
setTitle('loT Control Service')
.setDescription('API for managing 10T devices')
.setVersion('1.0")
.addTag('devices', 'Device management endpoints’)

.addTag('device-types', 'Device type management
endpoints’)

.addTag('device-properties’, 'Device property
management endpoints’)

.addBearerAuth()
Jbuild();
const document =
SwaggerModule.createDocument(app,
swaggerConfig);

SwaggerModule.setup(‘docs’, app, document);

await app.listen(envConfig.port);

}

void bootstrap();

src/auth/auth.controller.ts
import {

Controller,

Post,

Body,

UseGuards,

Get,

Request,
} from ‘@nestjs/common’;
import {

ApiTags,

ApiOperation,

3m. | Apk. Ne noxym. IMigmuc | dara
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ApiResponse,
ApiBearerAuth,
} from '@nestjs/swagger’;
import { AuthService } from './auth.service’;
import { AuthDto } from './dto/auth.dto’;
import { AuthResult } from './results/auth.result’;

import { JwtAuthGuard } from ‘'/guards/jwt-
auth.guard’;

@ApiTags(‘auth’)
@Controller(‘auth")
export class AuthController {

constructor(private readonly authService:

AuthService) {}

@Post('signin’)
@ApiOperation({ summary: 'Sign in user' })
@ApiResponse({
status: 200,
description: 'User successfully signed in',
type: AuthResult,

by

@ApiResponse({ status: 401, description: ‘Invalid
credentials' })

async  signin(@Body()  authDto:
Promise<AuthResult> {

AuthDto):

return this.authService.signin(authDto);

)

@ApiResponse({ status: 401, description: ‘User
already exists' })

async  signUp(@Body()  authDto:
Promise<AuthResult> {

AuthDto):

return this.authService.signUp(authDto);
}

@Post(‘refresh’)
@UseGuards(JwtAuthGuard)
@ApiBearerAuth()
@ApiOperation({ summary: 'Refresh access token' })
@ApiResponse({
status: 200,
description: "Token successfully refreshed',
type: AuthResult,

byl

@ApiResponse({ status: 401, description: ‘Invalid
token'})

async refreshToken(@Request() req):
Promise<AuthResult> {

return this.authService.refreshToken(req.user.id);

}

@Get(‘profile’)
@UseGuards(JwtAuthGuard)
@ApiBearerAuth()

} @ApiOperation({ summary: 'Get current user profile'
b))
. . @ApiResponse({ status: 200, description: ‘'User
@Post('signup’) profile' })
@ApiOperation({ summary: 'Sign up new user' }) @ApiResponse({  status: 401,  description:
@ApiResponse({ '‘Unauthorized' })
status: 201, getProfile(@Request() req) {
description: 'User successfully created!, retum req.user;
type: AuthResult, }
Apk.
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src/auth/auth.service.ts

import { Injectable, UnauthorizedException, Logger }
from '@nestjs/common’;

import { JwtService } from '@nestjs/jwt’;

import { UsersService } from "../users/users.service';
import { AuthDto } from './dto/auth.dto’;

import { AuthResult } from "./results/auth.result’;
import * as berypt from 'berypt’;

import { User } from "../users/models/user.model’;
import { envConfig } from "../config’;

import { randomUUID } from 'node:crypto’;

@Injectable()
export class AuthService {

private readonly logger = new
Logger(AuthService.name);

constructor(
private readonly usersService: UsersService,

private readonly jwtService: JwtService,

) {}

async validateUser(login: string, password: string):
Promise<any> {

try {
const user = await this.usersService.findOne({
nickname: login,

IOk

if (luser) {

this.logger.debug("User with login ${login} not
found®);

return null;

const passwordMatch = await
berypt.compare(password, user.pass_hash);

if (passwordMatch) {
return {
id: user.id,
nickname: user.nickname,
role: user.role,
3
}

this.logger.debug("Invalid  password for user
${login}’);

return null;

} catch (error) {

this.logger.error(CError validating user:
${error.message} ", error.stack);
return null;
}
}
async signin(authDto: AuthDto):

Promise<AuthResult> {

const user = await this.validateUser(authDto.login,
authDto.password);

if (tuser) {

throw new
credentials’);

}

UnauthorizedException('Invalid

const payload = {
sub: user.id,

login: user.nickname,
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role: user.role,

iat: Math.floor(Date.now() / 1000),
2

const access_token
this.jwtService.signAsync(payload);

const expires_in = this.getExpiresinSeconds();

return {
access_token,

token_type: 'Bearer’,

newUser.populate({
id: randomUUID(),
nickname: authDto.login,

await pass_hash: hashedPassword,

H

await this.usersService.createOne(newUser);
const payload = {
sub: newUser.id,

login: newUser.nickname,

expires_in,
role: newUser.role,
user: { .
iat: Math.floor(Date.now() / 1000),
id: user.id,
3
login: user.nickname,
}l — -
const access_token = await
} this.jwtService.signAsync(payload);
} const expires_in = this.getExpiresinSeconds();
async signUp(authDto: AuthDto): return {

Promise<AuthResult> {

access_token,

tr
A token_type: 'Bearer’,
const existingUser = await .
this.usersService.findOne({ expires_in,
nickname: authDto.login, user: {
1) id: newUser.id,
if (existingUser) { login: newUser.nickname,
throw new UnauthorizedException('User already b
exists"); .
3
¥ } catch (error) {
this.logger.error("Error creating user:
const saltRounds = 10: ${error.message}’, error.stack);
const hashedPassword = await if (error instanceof UnauthorizedException) {

berypt.hash(authDto.password, saltRounds);

const newUser = new User();

throw error;

¥
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throw new UnauthorizedException('Failed to create
user’);

}
}
async refreshToken(userld: string):
Promise<AuthResult> {
try {
const user = await

this.usersService.findOneByld(userld);

if (tuser) {

this.logger.warn("User not found for refresh token:
${userld});

throw new UnauthorizedException('User not
found");

}

const payload = {
sub: user.id,
login: user.nickname,
role: user.role,

iat: Math.floor(Date.now() / 1000),
¥

const access_token = await
this.jwtService.signAsync(payload);

const expires_in = this.getExpiresinSeconds();

return {
access_token,

token_type: '‘Bearer’,

expires_in,
user: {
id: user.id,

login: user.nickname,

}

h3

} catch (error) {

this.logger-.error(
“Error refreshing token: ${error.message}’,
error.stack,

)i

if (error instanceof UnauthorizedException) {
throw error;

}

throw new UnauthorizedException('Failed to refresh
token');

¥
¥

async verifyToken(token: string): Promise<any> {

try {

const payload = await
this.jwtService.verifyAsync(token);

return payload,;
} catch (error) {

this.logger.error(CError verifying token:

${error.message} ", error.stack);

throw new UnauthorizedException('Invalid token');

}
}

private getExpiresinSeconds(): number {

const expiresin = envConfig.jwt.expiresin;

if (lisNaN(Number(expiresin))) {
return Number(expiresin);

}

const match = expiresIn.match(/*(\d+)([smhdw])$/);
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if (Imatch) {
this.logger.warn(

“Invalid JWT expiresin format: ${expiresin}, using
default 3600 seconds’,

);
return 3600;
}

const value = parselnt(match[1], 10);
const unit = match[2];
switch (unit) {
case 's"
return value;
case 'm"
return value * 60;
case 'h":
return value * 60 * 60;
case 'd"
return value * 24 * 60 * 60;
case 'w'":
return value * 7 * 24 * 60 * 60;
default:
return 3600;

src/auth/decorators/required-role.decorator.ts

import { UserRoles } from '../../Jusers/fenums/user-
roles.enum’;

import { SetMetadata } from '@nestjs/common’;

export const ROLES_KEY = Symbol('ROLES);

export  function RequiredRole(role:  UserRoles):
MethodDecorator {

return SetMetadata(ROLES_KEY, role);
}

src/auth/strategies/jwt.strategy.ts

import { Injectable, UnauthorizedException } from
'@nestjs/common’;

import { PassportStrategy } from '@nestjs/passport’;
import { ExtractJwt, Strategy } from 'passport-jwt’;
import { UsersService } from "../../users/users.service’;

import { envConfig } from "../../config’;

@Injectable()

export class JwtStrategy extends
PassportStrategy(Strategy) {

constructor(private readonly usersService:

UsersService) {

super({

jwtFromRequest:
ExtractJwt.fromAuthHeaderAsBearerToken(),

ignoreExpiration: false,
secretOrKey: envConfig.jwt.secret,
ok
}

async validate(payload: any) {
try {
const user = await this.usersService.findOne({
id: payload.sub,
ok

return { id: user.id, nickname: user.nickname, role:
user.role };

} catch (err) {

throw new UnauthorizedException('Invalid token');

}
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src/auth/results/auth.result.ts

import { ApiProperty } from '@nestjs/swagger’;

export class AuthResult {
@ApiProperty({
description: 'JWT access token',

example:
'eyJhbGciOiJlUzI1NilsInR5cCI6IkpXVCJ9...",

by

access_token: string;

@ApiProperty({
description: "Token type',

example: 'Bearer’,

by,
token_type: string;

@ApiProperty({

description: "Token expiration time in seconds',

example: 3600,
by,

expires_in: number;

@ApiProperty({

description: 'User information’,

src/auth/auth.module.ts

import { Module } from '@nestjs/common’;

import { JwtModule } from '@nestjs/jwt’;

import { PassportModule } from '@nestjs/passport’;
import { AuthService } from "./auth.service’;

import { AuthController } from './auth.controller’;
import { JwtStrategy } from "./strategies/jwt.strategy’;
import { UsersModule } from "../users/users.module’;

import { envConfig } from '../config’;

@Module({
imports: [
UsersModule,
PassportModule,
JwtModule.register({
secret: envConfig.jwt.secret,
signOptions: { expiresin: envConfig.jwt.expiresin },
D
1

controllers: [AuthController],
providers: [AuthService, JwtStrategy],
exports: [AuthService],

b
export class AuthModule {}

src/auth/guards/roles.guard.ts

import { CanActivate, ExecutionContext, Injectable }

b)) from '@nestjs/common’;
user: { import { Reflector } from '@nestjs/core’;
id: string; import { UserRoles } from './../users/enums/user-
) ) roles.enum’;
login: string;
_ import { ROLES_KEY } from "../decorators/required-
bg role.decorator’;
}
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@Injectable()
export class RolesGuard implements CanActivate {

constructor(private readonly reflector: Reflector) {}

canActivate(context: ExecutionContext): boolean {

const request = context.switchToHttp().getRequest();

const role =
this.reflector.getAllAndOverride<UserRoles>(ROLES
_KEY, [

context.getClass(),

context.getHandler(),

I)E

if (frole) {
return true;

}

const user = request.user || request.meta?.user;

if (user.role === UserRoles.admin) {

return true;

}

return user?.role === role;

}
}

src/auth/guards/jwt-auth.guard.ts
import { Injectable } from ‘@nestjs/common’;

import { AuthGuard } from '@nestjs/passport’;

@Injectable()
export class JwtAuthGuard extends AuthGuard('jwt") {}

src/triggers/triggers.controller.ts
import {

Controller,

Get,

Post,

Body,

Patch,

Param,

Delete,

UseGuards,

Query,
} from ‘@nestjs/common’;
import { TriggersService } from "./triggers.service';

import { CreateDeviceTriggerDto } from "./dto/create-
device-trigger.dto’;

import { UpdateDeviceTriggerDto } from './dto/update-
device-trigger.dto’;

import { JwtAuthGuard } from ‘../auth/guards/jwt-
auth.guard’;

import { RolesGuard } from "../auth/guards/roles.guard’;

import { RequiredRole
'..Jauth/decorators/required-role.decorator’;

} from

import { UserRoles } from './users/fenums/user-

roles.enum’;

import { ApiOperation, ApiResponse, ApiTags } from
'@nestjs/swagger";

import { DeviceTrigger } from './models/device-

trigger.model’;

@ApiTags('triggers")
@cController('triggers")
@UseGuards(JwtAuthGuard, RolesGuard)
export class TriggersController {
readonly

constructor(private triggersService:

TriggersService) {}

@Post()
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@RequiredRole(UserRoles.admin)

@ApiOperation({ summary: 'Create a new device
trigger' })

@ApiResponse({
status: 201,

description: 'The trigger has been successfully
created.’,

type: DeviceTrigger,

)

create(@Body()
CreateDeviceTriggerDto) {

createTriggerDto:

return this.triggersService.create(create TriggerDto);

}

@Get()
@RequiredRole(UserRoles.user)

@ApiOperation({ summary: 'Get all triggers or filter
by device ID' })

@ApiResponse({
status: 200,

description: ‘Return all triggers or filtered by device
ID,

type: [DeviceTrigger],

by

findAll(@Query(‘'deviceld’) deviceld?: string) {
if (deviceld) {

return
this.triggersService.findByDeviceld(deviceld);

}
return this.triggersService.findAll();

}

@Get("id"

@RequiredRole(UserRoles.user)

@ApiOperation({ summary: 'Get a trigger by ID' })
@ApiResponse({

status: 200,
description: 'Return the trigger with the specified ID’,
type: DeviceTrigger,
by
findOne(@Param('id’) id: string) {
return this.triggersService.findOneByld(+id);
}

@Patch(":id")
@RequiredRole(UserRoles.admin)
@ApiOperation({ summary: 'Update a trigger' })
@ApiResponse({

status: 200,

description: 'The trigger has been successfully
updated.’,

type: DeviceTrigger,
b
update(

@Param('id’) id: string,

@Body()
UpdateDeviceTriggerDto,

)

return this.triggersService.update(+id,
updateTriggerDto);

}

updateTriggerDto:

@Delete("id")
@RequiredRole(UserRoles.admin)
@ApiOperation({ summary: 'Delete a trigger' })
@ApiResponse({

status: 200,

description: 'The trigger has been successfully
deleted.’,

by
remove(@Param('id") id: string) {
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return this.triggersService.remove(+id);

}
}
src/triggers/models/device-trigger.model.ts
import { ApiProperty } from '@nestjs/swagger’;

import { DatabaseTableModel }
'../..lcommon/models/database-table.model’;

from

export enum TriggerCondition {
GREATER_THAN = 'greater_than’,
LESS THAN ="less_than',

}

export class extends

DatabaseTableModel {
@ApiProperty({

description: 'Unique identifier of the device trigger’,

DeviceTrigger

example: 1,
type: ‘number’,

by

id: number = undefined;

@ApiProperty({
description: 'ID of the device this trigger is for',

example: 'thermostat-001',

property_name: string = undefined;

@ApiProperty({
description: 'Condition for the trigger,
example: 'greater_than',
enum: TriggerCondition,

b

condition: TriggerCondition = undefined;

@ApiProperty({

description:
condition’,

"Threshold value for the

example: ‘30,
type: 'string’,
b))

threshold_value: string = undefined,;

@ApiProperty({
description: 'Name of the trigger’,
example: 'High Temperature Alert',
type: 'string’,

by

name: string = undefined;

@ApiProperty({

trigger

type: 'string’, - . .
description: 'Description of the trigger,
Y example: 'Alert when temperature exceeds 30
device_id: string = undefined, degrees',
type: 'string’,
@ApiProperty({ required: false,
description: 'Name of the property to monitor’, )
example: 'temperature’, description?: string = undefined,
type: 'string’,
by, @ApiProperty({
Apk.
IAJILL.467200.007 J14
3 i 10
M. | Apk. Ne nokym. IMipmac | dara




description: "Whether the trigger is active’',
example: true,
type: 'boolean’,

1)

is_active: boolean = undefined;

@ApiProperty({
description: 'Creation timestamp’,
example: '2024-05-12T12:00:00Z',
type: 'string’,
format: ‘date-time’,

)

created_at: string = undefined;

@ApiProperty({
description: 'Last update timestamp',
example: '2024-05-12T12:00:00Z',
type: 'string’,
format: ‘date-time’,

)

updated_at: string = undefined,;
}
src/triggers/triggers.service.ts

import { Inject, Injectable, NotFoundException } from
‘@nestjs/common’;

import { Knex } from 'knex’;

import { BaseCrudService } from
'../lcommon/services/base-crud.service',

import { DeviceTrigger } from '/models/device-
trigger.model’;

import { CacheService } from '../cache/cache.service';

import { DB_CONNECTION } from
'../database/constants/injection-keys';

import { CACHE_SERVICE } from
..Icache/constants/injection-keys'";

import { CreateDeviceTriggerDto } from './dto/create-
device-trigger.dto’;

import { UpdateDeviceTriggerDto } from './dto/update-
device-trigger.dto’;

import {  DevicePropertiesService }  from
'../devices/device-properties.service';

import { EventEmitter2 } from '@nestjs/event-emitter’;

@Injectable()

export class TriggersService extends
BaseCrudService<DeviceTrigger> {

constructor(
@Inject(DB_CONNECTION)
protected readonly db: Knex,
@Inject(CACHE_SERVICE)
protected readonly cacheManager: CacheService,

private readonly
DevicePropertiesService,

devicePropertiesService:

private readonly eventEmitter: EventEmitter2,
){
super(db, cacheManager, {
table: 'device_triggers',
pk: [id1],
class: DeviceTrigger,
b
}

async create(
createTriggerDto: CreateDeviceTriggerDto,
): Promise<DeviceTrigger> {

await
this.devicePropertiesService.findByDeviceldAndName

(

createTriggerDto.device _id,

createTriggerDto.property _name,

);
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const trigger = new DeviceTrigger();
Obiject.assign(trigger, createTriggerDto);
await this.createOne(trigger);

return trigger;

}

async findAll(): Promise<DeviceTrigger[]> {
return this.findMany({3});

}

async findByDeviceld(deviceld:
Promise<DeviceTrigger[]> {

string):

return this.findMany({ device_id: deviceld });
}

async findOneByld(id:
Promise<DeviceTrigger> {

number):

const trigger = await this.findOne({ id });
if (1trigger) {

throw new NotFoundException("Trigger with ID
${id} not found");

}

return trigger;

}

async update(

id: number,

updateTriggerDto: UpdateDeviceTriggerDto,
): Promise<DeviceTrigger> {

const trigger = await this.findOneByld(id);

if
updateTriggerDto.property _name &&

updateTriggerDto.property_name ==
trigger.property_name

){

await
this.devicePropertiesService.findByDeviceldAndName

(
trigger.device_id,
updateTriggerDto.property_name,
)i
}

Obiject.assign(trigger, updateTriggerDto);
await this.updateOne({ id, ...updateTriggerDto });

return trigger;

async remove(id: number): Promise<void> {
await this.findOneByld(id);
await this.deleteOne({ id });

}

async checkTrigger(
deviceld: string,
propertyName: string,
propertyValue: string,
): Promise<boolean> {
const triggers = await this.findMany({
device_id: deviceld,
property_name: propertyName,
is_active: true,

H

if (triggers.length === 0) {
return false;

¥
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let triggered = false;

const numericValue = parseFloat(propertyValue);

for (const trigger of triggers) {

const thresholdValue =
parseFloat(trigger.threshold_value);

if (isNaN(numericValue) || isNaN(thresholdValue))
{

continue;

}

let isTriggered = false;

if (trigger.condition ===
numericValue > thresholdValue) {

'greater_than' &&

isTriggered = true;

} else if (trigger.condition === 'less than' &&
numericValue < thresholdValue) {

isTriggered = true;

}

if (isTriggered) {
triggered = true;
this.eventEmitter.emit(‘triggers.triggered'’, {
trigger,
currentValue: propertyValue,
ok
}
}

return triggered;

¥
¥

src/triggers/triggers.gateway.ts

import {
WebSocketGateway,
OnGatewayConnection,
OnGatewayDisconnect,
SubscribeMessage,

} from ‘@nestjs/websockets’;

import * as WebSocket from 'ws';

import { randomUUID } from 'node:crypto’;

import { filter, fromEvent, map, Observable } from
rxjs’;

import { EventEmitter2 } from '@nestjs/event-emitter’;

import { DeviceTrigger } from '/models/device-
trigger.model’;

@WebSocketGateway({

path: ‘triggers/ws',
b

export class TriggersGateway

implements OnGatewayConnection,
OnGatewayDisconnect
{

private readonly connections: Map<string,

WebSocket> = new Map();

constructor(private eventEmitter:

EventEmitter2) {}

readonly

handleConnection(client: WebSocket) {
const connectionld = randomUUID();
client['clientld’] = connectionld;
this.connections.set(connectionld, client);

connected:

console.log("Triggers client

${connectionld}");
}
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handleDisconnect(client: WebSocket) {
const connectionld = client['clientld];
if (connectionld) {
this.connections.delete(connectionld);

console.log(" Triggers client disconnected:

${connectionld}");
}else {

console.warn('Triggers client disconnected without
avalid ID";

¥
¥

@SubscribeMessage('subscribe’)
handleEvent(

_: WebSocket,

data: { subscriptionld: string; deviceld?: string },
): Observable<any> {

return fromEvent(this.eventEmitter,
‘triggers.triggered’).pipe(

filter((event: { trigger:
currentValue: string }) => {

DeviceTrigger;

const { deviceld } = data;

if (deviceld && event.trigger.device_id ==
deviceld) {

return false;

}

return true;

ol

map((event: { trigger: DeviceTrigger; currentValue:
string }) =>{

return {
...event,
subscriptionld: data.subscriptionld,

timestamp: new Date().tolSOString(),

message: “${event.trigger.name}:
${event.trigger.property_name} is ${

event.trigger.condition === 'greater_than' ?
‘above' : 'below'

} threshold of ${event.trigger.threshold_value}
(current value: ${

event.currentValue
¥
¥
b

src/triggers/triggers.module.ts
import { Module } from '@nestjs/common’;
import { TriggersService } from "./triggers.service’;

import { TriggersController } from
"ltriggers.controller’;

import { TriggersGateway } from "./triggers.gateway’;

import { DevicesModule } from
"../devices/devices.module’;

@Module({
imports: [DevicesModule],
controllers: [TriggersController],
providers: [TriggersService, TriggersGateway],
exports: [TriggersService],
b))
export class TriggersModule {}
src/app.service.ts

import { Injectable } from '@nestjs/common’;

@Injectable()
export class AppService {

getHello(): string {
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return 'Hello World!";

}
¥

src/api-keys/api-keys.module.ts

import { Module } from '@nestjs/common’;

@Module({})
export class ApiKeysModule {}

src/app.module.ts

import { Module } from '@nestjs/common’;
import { AppController } from "./app.controller’;
import { AppService } from "./app.service';

import { DatabaseModule } from
'./database/database.module’;

import { LogsModule } from "./logs/logs.module’;
import { CacheModule } from './cache/cache.module’;
import { ScheduleModule } from '‘@nestjs/schedule’;

import { DevicesModule } from
"./devices/devices.module’;

import { UsersModule } from "./users/users.module’;
import { AuthModule } from '.Jauth/auth.module’;

import { NotificationsModule } from
' Inotifications/notifications.module’;

import { ApiKeysModule } from '/api-keys/api-
keys.module’;

import { ConnectionsModule } from
' /connections/connections.module’;

import { EventEmitterModule } from '@nestjs/event-
emitter’;

import {  DeviceEventsProcessor }  from
"./devices/processors/device-events.processor’;

imports: [
ScheduleModule.forRoot(),
EventEmitterModule.forRoot({
wildcard: true,
global: true,
ignoreErrors: true,
maxListeners: 100,

verboseMemoryL eak: true,

ol

DatabaseModule.forRootFromEnv(),
CacheModule.forRootFromEnv(),
LogsModule,
CacheModule,
DevicesModule,
UsersModule,
AuthModule,
NotificationsModule,
ApiKeysModule,
ConnectionsModule,
TriggersModule,
I
controllers: [AppController],
providers: [AppService, DeviceEventsProcessor],

b
export class AppModule {}

src/connections/models/connection-adapter.model.ts
import { ApiProperty } from '@nestjs/swagger’;

import { DatabaseTableModel } from
'../../lcommon/models/database-table.model’;

import { TriggersModule } from )
“Jtriggers/triggers.module’; import { randomUUID } from 'node:crypto’;
@Module({
Apk.
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export class ConnectionAdapter extends

DatabaseTableModel {
@ApiProperty({

description: 'Unique identifier of the connection
adapter’,

example: randomUUID(),
type: 'string’,
format: ‘uuid’,

)

id: string = undefined;

@ApiProperty({
description: 'Name of the connection adapter’,
example: 'zighee_adapter’,

by

name: string = undefined;

@ApiProperty({
description: 'URL of the connection adapter’,
example: 'localhost’,
required: false,

by

host: string = undefined;

@ApiProperty({
description: 'Port of the connection adapter’,
example: '8080',
required: false,

by

port: string = undefined;

@ApiProperty({

description: 'API key for the connection adapter’,

required: false,

b

api_key: string = undefined;

@ApiProperty({
description: 'API secret for the connection adapter’,
example: 'your-api-secret’,
required: false,

)

api_secret: string = undefined;

@ApiProperty({
description: 'Creation timestamp',
example: '2024-03-20T12:00:00Z',
type: 'string’,
format: 'date-time’,

)

created_at: string = undefined,;

@ApiProperty({
description: 'Last update timestamp',
example: '2024-03-20T12:00:00Z',
type: 'string’,
format: 'date-time’,

by

updated_at: string = undefined;

}

src/connections/connections-adapters.service.ts

import { Injectable, Inject, OnModulelnit } from
'@nestjs/common’;

import { Knex } from 'knex’;

import { BaseCrudService } from
example: 'your-api-key', '..lcommon/services/base-crud.service';
Apk.
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import { ConnectionAdapter } from
"./models/connection-adapter.model’;

import { CacheService } from '../cache/cache.service';

import { DB_CONNECTION } from
'../database/constants/injection-keys';

import { CACHE_SERVICE
..Icache/constants/injection-keys';

} from

import { GrpcClientFactory } from '/factories/grpc-
client.factory’;

import { from, merge, Observable } from 'rxjs’;
import { plainTolnstance } from ‘class-transformer";
import { randomUUID } from 'crypto’;

import { CreateConnectionAdapterDto
'./dto/create-connection-adapter.dto’;

}  from

import {
StreamCommandType,
SubscribeQuery,
SubscriptionStream,

} from "./proto/iot’;

@Injectable()

export class ConnectionsAdaptersService
extends BaseCrudService<ConnectionAdapter>
implements OnModulelnit

{

private
Observable<SubscriptionStream>;

_mainThread$:

constructor(
@Inject(DB_CONNECTION)

protected readonly db: Knex,

At

super(db, cacheManager, {
table: ‘connections_adapters',
pk: [id1],
class: ConnectionAdapter,
ok
}

async onModulelnit() {

await this._initSubscriptions();

}

private async _initSubscriptions() {

const adapters = await this.findAll();

const streams = adapters.map((adapter) => {

const
this.grpcClientFactory.createClient(adapter);

const query: SubscribeQuery = {
subld: “sub-${adapter.id}-${Date.now()}",

commandType:
StreamCommandType.SUB_DEVICE_EVENTS,

eventTypes: null,

h

return client.streamEvents(from([query]));

i

this._mainThread$ = merge(...streams);

client =

@Inject(CACHE_SERVICE) }
protected readonly cacheManager: CacheService,
. . ) get eventsStream$():
Grggéﬁt:ntFactoryreadonly grpeClientFactory: Observable<SubscriptionStream> {
return this._mainThread$;
Apk.
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async create(args: CreateConnectionAdapterDto):
Promise<ConnectionAdapter> {

const adapter = plainTolnstance(ConnectionAdapter,
args);

adapter.id = randomUUID();
await this.createOne(adapter);

return adapter;

¥
¥

src/connections/connections.module.ts
import { Module } from '@nestjs/common’;

import { ConnectionsAdaptersService
"./connections-adapters.service';

} from

import { GrpcClientFactory } from '/factories/grpc-
client.factory’;

import { ConnectionsAdaptersController
"./connections-adapters.controller’;

} from

@Module({
imports: [],
controllers: [ConnectionsAdaptersController],

providers:
GrpcClientFactory],

[ConnectionsAdaptersService,

exports:
GrpcClientFactory],

)

export class ConnectionsModule {}

[ConnectionsAdaptersService,

src/connections/factories/grpc-client.factory.ts
import { Injectable } from '@nestjs/common’;
import { Transport } from '@nestjs/microservices'’;

import { ConnectionAdapter } from

"../models/connection-adapter.model’;

import  { from

"../proto/iot’;

I0TConnectionsServiceClient  }

import { ClientOptions } from '@nestjs/microservices';

import { ClientProxyFactory } from

'@nestjs/microservices';
import { ClientGrpc } from '@nestjs/microservices'’;

import { join } from 'path’;

@Injectable()
export class GrpcClientFactory {

private clients: Map<string,
IOTConnectionsServiceClient> = new Map();

createClient(adapter:
I0TConnectionsServiceClient {

ConnectionAdapter):

const clientKey = adapter.id;

if (this.clients.has(clientKey)) {

return this.clients.get(clientKey);

}

const options: ClientOptions = {
transport: Transport. GRPC,
options: {
url: “${adapter.host}:${adapter.port},
package: 'iot',
protoPath: join(__dirname, "../proto/iot.proto’),
credentials:
adapter.api_key && adapter.api_secret
?{
apiKey: adapter.api_key,
apiSecret: adapter.api_secret,

}

: undefined,
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const client = ClientProxyFactory.create(options) as
unknown as ClientGrpc;

const service =
client.getService<lOTConnectionsServiceClient>(

'1OTConnectionsService',
);
this.clients.set(clientKey, service);

return service;

}

getService(adapter:
I0OTConnectionsServiceClient {

ConnectionAdapter):

return this.createClient(adapter);

}

removeClient(adapterld: string): void {

this.clients.delete(adapterid);

¥
¥

src/connections/connections-adapters.controller.ts
import {
Controller,
Get,
Post,
Body,
Patch,
Param,
Delete,
UseGuards,
ParseUUIDPIipe,
} from '@nestjs/common’;

import {

ApiTags,
ApiOperation,
ApiResponse,
ApiParam,
ApiBearerAuth,

} from '@nestjs/swagger';

import { ConnectionsAdaptersService } from
'./connections-adapters.service';

import { CreateConnectionAdapterDto } from
'./dto/create-connection-adapter.dto’;

import { UpdateConnectionAdapterDto } from
'./dto/update-connection-adapter.dto’;

import { ConnectionAdapter } from
'./models/connection-adapter.model’;

import { JwtAuthGuard } from ‘../auth/guards/jwt-
auth.guard’;

import { RolesGuard } from "../auth/guards/roles.guard’;

import { RequiredRole
'..Jauth/decorators/required-role.decorator’;

} from

import { UserRoles } from './users/fenums/user-
roles.enum’;

@ApiTags(‘connections-adapters’)

@ApiBearerAuth()

@Controller(‘connections-adapters')

@UseGuards(JwtAuthGuard, RolesGuard)

export class ConnectionsAdaptersController {
constructor(

private  readonly  connectionsAdaptersService:
ConnectionsAdaptersService,

) {3

@Post()
@RequiredRole(UserRoles.admin)

@ApiOperation({ summary: 'Create a new connection
adapter' })

@ApiResponse({
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status: 201,
description: 'Connection adapter created',
type: ConnectionAdapter,

1)

create(@Body() createConnectionAdapterDto:
CreateConnectionAdapterDto) {

return
this.connectionsAdaptersService.create(createConnecti
onAdapterDto);

}

@Get()
@RequiredRole(UserRoles.user)

@ApiOperation({ summary: 'Get all connection
adapters' })

@ApiResponse({
status: 200,
description: 'Return all connection adapters',
type: [ConnectionAdapter],

by,

findAll() {

return
this.connectionsAdaptersService.find AlIThruCache();

}

@Get("id"
@RequiredRole(UserRoles.user)

@ApiOperation({ summary: 'Get a connection adapter
by ID'})

@ApiParam({ name: 'id', description: 'Connection
adapter ID' })

@ApiResponse({
status: 200,
description: 'Return the connection adapter’,

type: ConnectionAdapter,
b

@ApiResponse({ status: 404, description: ‘Connection
adapter not found' })

findOne(@Param('id', ParseUUIDPipe) id: string) {

return
this.connectionsAdaptersService.findOneThruCache({

id });
}

@Patch(":id")
@RequiredRole(UserRoles.admin)

@ApiOperation({ summary: 'Update a connection
adapter' })

@ApiParam({ name: 'id', description: 'Connection
adapter ID'})

@ApiResponse({
status: 200,
description: 'Connection adapter updated’,
type: ConnectionAdapter,

)

@ApiResponse({ status: 404, description: 'Connection
adapter not found' })

async update(

@Param('id’, ParseUUIDPIpe) id: string,

@Body() updateConnectionAdapterDto:
UpdateConnectionAdapterDto,
){

await this.connectionsAdaptersService.updateOne({
id,
...updateConnectionAdapterDto,

ok

return
this.connectionsAdaptersService.findOneThruCache({

id });
}

@Delete("id")
@RequiredRole(UserRoles.admin)
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@ApiOperation({ summary: 'Delete a connection

adapter' })

Obiject.assign(this, pick(fields, keys));

@ApiParam({ name: 'id', description: 'Connection

adapter ID'})
@ApiResponse({
status: 200,

description:  'Connection

deleted’,
b))

adapter

@ApiResponse({ status: 404, description: 'Connection

adapter not found' })
remove(@Param('id’, ParseUUIDPipe) id: string) {

successfully

¥
¥

src/common/errors/app.error.ts

import { HttpStatus } from '@nestjs/common’;

export interface TriggerErrorArgs {
message: string;

statusCode?: HttpStatus;

return this.connectionsAdaptersService.deleteOne({

id });
¥
}

src/common/models/database-table.model.ts

import { pick } from "../helpers’;

export class DatabaseTableModel {
populate(
fields: { [key: string]: any },
options?: { include?: string[]; exclude?: string[] },

){
let keys = Object.keys(this);

if (options?.include) {

keys = keys.filter((key)
options.include?.includes(key));

}

if (options?.exclude) {

keys = keys.filter((key)
loptions.exclude?.includes(key));

}

userFriendlyMessage?: string;
class?: string;
method?: string;

ctx?: Record<string, unknown>;

export class AppError extends Error {
userFriendlyMessage?: string;
class?: string;
method?: string;
ctx?: Record<string, unknown>;

statusCode?: HttpStatus
HttpStatus.INTERNAL_SERVER_ERROR;

constructor(args: TriggerErrorArgs) {
super(args.message);
Object.assign(this, args);
}
}

=> src/common/helpers/md5.ts

import { createHash } from ‘crypto’;
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export function md5(thing: any) {

return
createHash('md5").update(JSON.stringify(thing)).digest
(‘hex’);

}

src/common/helpers/wait-for.ts
export function waitFor(n: number): Promise<void> {
return new Promise((resolve) => {
setTimeout(resolve, n);
bk
}

src/common/helpers/pick.ts

export function pick<T, K extends keyof T>(obj: T,
keys: K[]): Pick<T, K> {

return keys.reduce(
(acc, key) => {
acc[key] = obj[key];
return acc;
b
{} as Pick<T, K>,
);
}

src/common/helpers/index.ts
import { pick } from "./pick’;
import { waitFor } from "./wait-for’;

export { pick, waitFor };

src/common/helpers/db-iso-date.ts

import * as dayjs from 'dayjs’;

export function
dayjs.ConfigType) {

dblSODatetime(args?:

return dayjs(args).tolSOString();
}

src/common/helpers/omit.ts

export function omit<T, K extends keyof T>(obj: T,
keys: K[]): Omit<T, K> {

return Object.fromEntries(

Obiject.entries(obj).filter(([key]) =>
Ikeys.includes(key as K)),

) as Omit<T, K>;
}

src/common/services/base-crud.service.ts

import { ClassConstructor, plainTolnstance } from
‘class-transformer’;

import { Knex } from 'knex’;

import { CacheService } from "../../cache/cache.service'
import Columninfo = Knex.Columninfo;

import { md5 } from '../helpers/md5";

import { AppError } from "../errors/app.error’;

export class BaseCrudService<Model> {
constructor(
protected db: Knex,
protected cacheManager: CacheService,
protected CRUD: {
table: string;
pk: string[];
class: ClassConstructor<Model>;
}
) {3

get pk(): string[] {
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return this.CRUD.pk;
}

get tableName(): string {
return this.CRUD.table;

}

startTransaction(): Promise<Knex.Transaction> {

return this.db.transaction();

}

queryBuilder(): Knex.QueryBuilder<Model> {
return this.db<Model>(this.CRUD.table);

}

async createOne(record: Model, trx?:
Knex.Transaction): Promise<number[]> {

const query = this.queryBuilder();
if (trx) {
query.transacting(trx);

}

const createResult = await query.insert(record as
any);

await this.flushCrudCache();

return createResult;

}

async listFields(): Promise<{ [column: string]:
Columnlinfo }> {

return this.queryBuilder().columninfo();

}

async createMany/(
records: Modell[],

trx?: Knex.Transaction,

): Promise<number[]> {

if (records.length === 0) return [];

const query = this.queryBuilder();
if (trx) {
query.transacting(trx);

}

const createResults = await query.insert(records as
any);

await this.flushCrudCache();

return createResults;

}

async deleteOne(
record: Partial<Model>,
trx?: Knex.Transaction,
): Promise<number> {
const query = this.queryBuilder();
if (trx) {
query.transacting(trx);

}

this.validatePrimaryKeys(record, 'deleteOne");

this.CRUD.pk.forEach((key) => {
query.where(key, record[key]);

b

const affectedRows = await query.delete();

await this.flushCrudCache();

return affectedRows;

async updateOne(
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record: Partial<Model>,
trx?: Knex.Transaction,
): Promise<number> {
const query = this.queryBuilder();
if (trx) {
query.transacting(trx);

}

this.validatePrimaryKeys(record, 'updateOne");
this.CRUD.pk.forEach((key) => {
query.where(key, record[key]);

IOk

const affectedRows = await query.update(record as
any);

await this.flushCrudCache();

return affectedRows;

}

async findAll(trx?: Knex.Transaction):

Promise<Model[]> {
const query = this.queryBuilder();
if (trx) query.transacting(trx);
const results = (await query) as Model[];

return plainTolnstance(this. CRUD.class, results);

}

async findMany(
args: Partial<Model>,
trx?: Knex.Transaction,
): Promise<Model[]> {
const query = this.queryBuilder();
if (trx) query.transacting(trx);

const results = (await query.where(args)) as Model[];

return plainTolnstance(this. CRUD.class, results);

}

async findOne(
args: Partial<Model>,
trx?: Knex.Transaction,
): Promise<Model | undefined> {
const query = this.queryBuilder();
if (trx) query.transacting(trx);
const result = await query.where(args).first();

return result ? plainTolnstance(this. CRUD.class,
result) : undefined;

}

async findOneOrFail(
args: Partial<Model>,
trx?: Knex.Transaction,
): Promise<Model> {
const record = await this.findOne(args, trx);
if ('record) {
throw new AppError({
message: 'FIND_ONE_FAILED",
class: BaseCrudService.name,

method:
BaseCrudService.prototype.findOneOrFail.name,

ctx: {
table: this. CRUD.table,
args,
}
b
}

return record;

¥
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private getCacheKey(type: ‘all' | ‘one', args?:
Partial<Model>): string {

const baseKey = “crud:${this. CRUD.table}:v1’;

if (type ==="all') {

return “${baseKey}:all’;
}
return

“${baseKey}:one:${md5(JISON.stringify(args)).slice(0,
8)}
}

async findAllThruCache(ttl = 60): Promise<Model[]>
{

return await this.cacheManager.wrap(
this.getCacheKey(‘all),
() => this.findAll(),
ttl,
);
}

async findOneThruCache(
args: Partial<Model>,
ttl = 60,
): Promise<Model | undefined> {
return await this.cacheManager.wrap(
this.getCacheKey('one', args),
() => this.findOne(args),
ttl,
);
}

async flushCrudCache(): Promise<void> {
try {
await this.cacheManager.flashKeysByPattern(
“crud:${this.CRUD.table}:v1:*",

)i
} catch (e) {
console.error({
message: 'Flush cache error ' + e.message,
table: this. CRUD.table,
ok
}
}

private validatePrimaryKeys(
record: Partial<Model>,
methodName: string,
): void {
this. CRUD.pk.forEach((key) => {
if ('record[key]) {
throw new AppError({
message: 'PRIMARY_KEY_REQUIRED',
class: BaseCrudService.name,
method: methodName,
ctx: {
table: this. CRUD.table,
key,
record,
b
b
}
b
}
}

src/logs/logs.module.ts
import { Global, Module } from '@nestjs/common’;

import { LogsService } from "./logs.service'
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@Module({
providers: [LogsService],
exports: [LogsService],
by
@Global()

export class LogsModule {}

src/logs/enums/log-ttl.enum.ts

export enum LogTtl {
'min_1'= 60,
'min_5'= 60 * 5,
'min_10"= 60 * 10,
'min_15"'=60 * 15,
'min_30" = 60 * 30,
'min_45' = 60 * 45,
'hour_1' = 3600,
'hour_2'=3600 * 2,
'hour_4' = 3600 * 4,
'hour_8' = 3600 * 8,
'day_1'=86400,
'day_3'=86400 * 3,
'week_1'=86400 * 7,
'week_2'=86400 * 7 * 2,
'month_1"' = 86400 * 7 * 4,
'year_1'=86400 * 360,

src/logs/models/log.model.ts

import { DatabaseTableModel } from

'../..lcommon/models/database-table.model’;

export class Log extends DatabaseTableModel {

serial_id?: number = undefined;

event: string = undefined,;

rrn?: string = undefined;

payload?: string = undefined;

created_at: string = undefined;

expires_at: string = undefined;

}

src/logs/logs.service.ts
import { LogTtl } from "./enums/log-ttl.enum’;
import {
Inject,
Injectable,
OnApplicationBootstrap,
Logger,
} from '@nestjs/common’;

import { BaseCrudService } from

'..lcommon/services/base-crud.service';
import { Log } from "./models/log.model’;
import * as NodeCache from 'node-cache’;

import { DB_CONNECTION }
'../database/constants/injection-keys';

from

import { Knex } from 'knex’;

import { CACHE_SERVICE
'../cache/constants/injection-keys";

} from

import { CacheService } from '../cache/cache.service';
import { md5 } from '../common/helpers/md5’;
import * as dayjs from ‘dayjs’;

import { Interval } from '@nestjs/schedule’;

import { dbISODatetime } from '../common/helpers/db-
iso-date’;
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interface extends Record<str

unknown> {

LogPayload

query?: string;
ren?: string;

}

@Injectable()

export class LogsService
extends BaseCrudService<Log>
implements OnApplicationBootstrap

{

private readonly
Logger(LogsService.name);

logger

private readonly DEDUP_TIMEOUT = 300;

private readonly LOGS_RETENTION_TIME
LogTtl.week_2;

private
65536;

private readonly CHUNK_SIZE = 50;

readonly PAYLOAD_MAX_LENGTH

private readonly MAX_NESTING_LEVEL = 10;

private readonly _logsStack: Log[] = [];

ing, @Inject(CACHE_SERVICE)

protected readonly cacheService: CacheService,
){
super(db, cacheService, {
class: Log,
table: 'logs',
pk: ['serial_id1,
ok
}

onApplicationBootstrap() {

new i .
void this._publishLogsLoop();

}

register(event: string, payload?:
LogTtl): void {

try {

const processedPayload
this._processPayload(payload);

LogPayload, ttl?:

const dedupKey = this._generateDedupKey(event,
processedPayload);

private readonly _dedupCache = new NodeCache({

StdTTL: this. DEDUP_TIMEOUT });

private readonly restrictedFields: string[] = [
'password',
'token’,
'secret’,
‘apiKey’,
‘authorization’,

1

constructor(
@Inject(DB_CONNECTION)

protected readonly db: Knex,

if (this._isDuplicate(dedupKey)) {
return;

}

const log
processedPayload, ttl);

this._createLogEntry(event,

this._logsStack.push(log);
} catch (error) {
this.logger.error(
“Failed to register log: ${error.message}’,
error.stack,
)i
}
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@Interval(2_000)
private async _publishLogsLoop(): Promise<void> {
if (this._logsStack.length === 0) {
return;

}

try {

const chunk =
this. CHUNK_SIZE);

this._logsStack.splice(0,

await
this.queryBuilder().insert(chunk).onConflict().ignore();

} catch (error) {
this.logger.error(
“Failed to publish logs: ${error.message}",
error.stack,
);
}
}

async cleanExpiredLogs(): Promise<void> {
try {
const result = await this.queryBuilder()
.where(‘expires_at', '<', dblSODatetime())
.delete();

this.logger.log("Cleaned ${result} expired logs’);
} catch (error) {
this.logger.error(
“Failed to clean expired logs: ${error.message}",

error.stack,

private _processPayload(payload?:
LogPayload {

if ('payload) {
return {};
}

const copy = structuredClone(payload);

this._securePayload(copy);

if (copy.query) {
copy.query = this._normalizeQuery(copy.query);
}

return copy;

private _normalizeQuery(query: string): string {
return query
replaceAll(\n', ')
replace(/ +(?=)/g, ")

trim();

private _generateDedupKey(event: string, payload:

LogPayload): string {
const rawPayload = JSON.stringify(payload);
return md5("${event}:${rawPayload}").slice(0, 16);
}

private _isDuplicate(dedupKey: string): boolean {

LogPayload):

); const isDuplicate =
3 this._dedupCache.get(dedupKey);
if (lisDuplicate) {
Apk.
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this._dedupCache.set(dedupKey, true);
}

return !lisDuplicate;

}

private _createLogEntry(
event: string,
payload: LogPayload,
ttl?: LogTtl,
): Log {
const rawPayload = JSON.stringify(payload);

if (rawPayload.length >
this.PAYLOAD MAX_LENGTH) {

throw new Error(

"Payload exceeds maximum length  of
${this.PAYLOAD_MAX_LENGTH} bytes’,

);
}

const now = dayjs();
const expiresAt = now
.clone()

.add(ttl I
'seconds");

this.LOGS_RETENTION_TIME,

const log = new Log();

log.event = event;

log.rrn = payload.rrn;

log.payload = rawPayload;
log.created_at = now.tolSOString();

log.expires_at = expiresAt.tolSOString();

return log;

}

private _securePayload(payload?: Record<string,
unknown>, level = 0): void {

if (Ipayload | level > this. MAX_NESTING_LEVEL)

return;

}

for (const key in payload) {

if (typeof payload[key] === ‘'object’ &&
payload[key] == null) {
this._securePayload(payload[key] as
Record<string, unknown>, level + 1);
}

if (this.restrictedFields.includes(key)) {
payload[key] = "***;
}
}
}
}

src/logs/schedulers/logs.scheduler.ts
import { Injectable } from ‘@nestjs/common’;

import { Cron, CronExpression }  from
‘@nestjs/schedule’;

import { LogsService } from "../logs.service';

@Injectable()
export class LogsScheduler {

constructor(private readonly
LogsService) {}

logsService:

@Cron(CronExpression.EVERY_MINUTE)
logRetention() {

void this.logsService.cleanExpiredLogs();
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src/users/fenums/user-roles.enum.ts
export enum UserRoles {

admin = 'admin’,

user = 'user',

}

src/users/users.service.ts
import { Injectable, Inject } from '@nestjs/common’;
import { Knex } from 'knex’;

import { BaseCrudService } from
'../lcommon/services/base-crud.service',

import { User } from "./models/user.model’;
import { CacheService } from '../cache/cache.service’;

import { DB_CONNECTION
'../database/constants/injection-keys';

} from

import { CACHE_SERVICE } from
..Icache/constants/injection-keys'";

@Injectable()

export class UsersService extends

BaseCrudService<User> {
constructor(
@Inject(DB_CONNECTION)
protected readonly db: Knex,
@Inject(CACHE_SERVICE)
protected readonly cacheManager: CacheService,
){
super(db, cacheManager, {
table: 'users',
pk: [id1],
class: User,

H

async findOneByld(id: string): Promise<User |
undefined> {

return this.findOne({ id });
}

async  findOneByNickname(nickname: string):
Promise<User | undefined> {

return this.findOne({ nickname });
}
}

src/users/users.module.ts
import { Module } from '@nestjs/common’;

import { UsersService } from './users.service'’;

@Module({
providers: [UsersService],
exports: [UsersService],

by

export class UsersModule {}

src/users/models/user.model.ts
import { UserRoles } from '../enums/user-roles.enum’;

import { DatabaseTableModel } from
'../../lcommon/models/database-table.model’;

export class User extends DatabaseTableModel {
serial_id: number;
id: string;
nickname: string;
pass_hash: string;
role: UserRoles;

created_at: Date;
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updated_at: Date;
}

src/app.controller.ts
import { Controller, Get } from '@nestjs/common’;

import { AppService } from './app.service';

@Controller()
export class AppController {

constructor(private readonly appService: AppService)

{

@Get()
getHello(): string {
return this.appService.getHello();
}
}

src/config.ts
import * as process from ‘'node:process’;

import { config } from 'dotenv’;

export enum Environments {
DEV = 'development’,
PROD = "production’,

}

if ((process.env.NODE_ENV as Environments) !==
Environments.PROD) {

config();
}

export const envConfig = {

port: process.env.PORT || 3000,

env: (process.env.NODE_ENV as Environments) ||
Environments.DEV,

database: {
host: process.env.DATABASE_HOST || 'localhost,

port: parselnt(process.env.DATABASE_PORT ||
'5432),

user: process.env.DATABASE_USER || 'postgres',

password: process.env.DATABASE_PASSWORD ||
'postgres’,

database: process.env.DATABASE_NAME ||
iot_db',

}

redis: {

url: process.env.REDIS_URL || ",

3

jwt: {

secret: process.env.JWT_SECRET || ‘'your-secret-
key',

expiresin: process.env.JWT_EXPIRES_IN || '1h',
}l

defaultCacheTTL: 300,
h

export type TConfig = typeof envConfig;

src/app-interceptor.service.ts
import {
CallHandler,
ExecutionContext,
HttpException,
HttpStatus,
Injectable,
Nestinterceptor,
} from ‘@nestjs/common’;

import { LogsService } from "./logs/logs.service';
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import { catchError, Observable, throwError } from
'rxjs;

import { randomUUID } from 'node:crypto’;
import { AppError } from './common/errors/app.error’;

import knex from 'knex’;

@Injectable()

export class Applnterceptor implements NestInterceptor

{

constructor(private
LogsService) {}

readonly logsService:

intercept(
context: ExecutionContext,
next: CallHandler<unknown>,
): Observable<unknown> {
return next.handle().pipe(
catchError((err: Error) =>{

const request =
context.switchToHttp().getRequest();

const rn =
8).toUpperCase();

randomUUID().slice(0,

const payload: Record<string, unknown> = {
ren,
stack: err.stack,
body: request.body,
url: request.url,
3
let message = err.message;

let statusCode =
HttpStatus.INTERNAL_SERVER_ERROR;

let event = message ?? 'GeneralException’;

if (err instanceof AppError) {
payload.class = err.class;
payload.method = err.method;
payload.ctx = err.ctx;

payload.error_message = err.message;

message =
err.message,

err.userFriendlyMessage  ??

statusCode = err.statusCode;

}

const pgErrorCodes = [
'23', I/ constraint violations
'22', /] data exceptions
'28', I/ invalid authorization
'42', I/ syntax errors
'53', I/ insufficient resources
'54', /] program limit exceeded
'55', // object not in prerequisite state
'57', Il operator intervention
'58', // system error
'FO', // configuration file error
'HV', // foreign data wrapper error
'PO", /I PL/pgSQL error

XX, I/ internal error

I

const errorCode = (err as { code?: string }).code;
const isDbError =
err instanceof knex.KnexTimeoutError ||

pgErrorCodes.some((code) =>
errorCode?.startsWith(code));

if (isDbError) {
event = 'UNEXPECTED_DB_ERROR;
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message = 'Internal database error, please try

again later;
payload.pg_error_code = errorCode;

}

message = "RRN: ${rrn}, ${message};

this.logsService.register(event, {
...payload,

error_message: err.message,

ok

return throwError(() =>
HttpException(message, statusCode));

ok

src/notifications/notifications.module.ts

import { Module } from '@nestjs/common’;

@Module({})

export class NotificationsModule {}

src/devices/devices-properties.controller.ts
import {

Controller,

Get,

Post,

Body,

Patch,

Param,

Delete,

new

Query,
} from ‘@nestjs/common’;
import {
ApiTags,
ApiOperation,
ApiResponse,
ApiParam,
ApiQuery,
} from '@nestjs/swagger";

import { CreateDevicePropertyDto } from './dto/create-
device-property.dto';

import { UpdateDevicePropertyDto }  from
'./dto/update-device-property.dto’;

import { DeviceProperty } from './models’;

import { DevicePropertiesService } from './device-
properties.service';

@ApiTags('device-properties’)

@Controller('devices/properties’)

export class DevicesPropertiesController {
constructor(

private readonly devicePropertiesService:

DevicePropertiesService,

) {3

@Post()

@ApiOperation({ summary: 'Create a new device
property' })

@ApiResponse({
status: 201,
description: 'Device property created',
type: DeviceProperty,

b

create(@Body()
CreateDevicePropertyDto) {

createDevicePropertyDto:
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return
this.devicePropertiesService.create(createDeviceProper
tyDto);

}

@Get()

@ApiOperation({ summary: 'Get all device properties'
by

@ApiResponse({
status: 200,
description: 'Return all device properties’,
type: [DeviceProperty],
)
@ApiQuery({
name: 'device_id,
required: false,
description: 'Filter properties by device ID',
by,
findAll(@Query('device_id") deviceld?: string) {
if (deviceld) {

return
this.devicePropertiesService.findByDeviceld(deviceld)

}

return new Error('Not implemented");

}

@Get("id"

@ApiOperation({ summary: 'Get a device property by
ID'})

@ApiParam({ name: 'id’, description: 'Device property

ID'})
@ApiResponse({
status: 200,
description: 'Return the device property’,

type: DeviceProperty,

)

@ApiResponse({ status: 404, description: 'Device
property not found' })

findOne(@Param('id") id: string) {

return
this.devicePropertiesService.findOneByld(Number(id))

}

@Patch(:id")

@ApiOperation({ summary: ‘'Update a device
property' })

@ApiParam({ name: 'id", description: 'Device property

1D })
@ApiResponse({
status: 200,
description: 'Device property updated,
type: DeviceProperty,

)

@ApiResponse({ status: 404, description: 'Device
property not found' })

update(
@Param('id’) id: string,

@Body()
UpdateDevicePropertyDto,

)

return this.devicePropertiesService.update(

Number(id),

updateDevicePropertyDto:

updateDevicePropertyDto,
)i
}

@Delete("id")
@ApiOperation({ summary: 'Delete a device property’
by

@ApiParam({ name: 'id", description: 'Device property

ID'})
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@ApiResponse({
status: 200,
description: 'Device property successfully deleted',

1)

@ApiResponse({ status: 404, description: 'Device
property not found' })

remove(@Param('id") id: string) {

return
this.devicePropertiesService.remove(Number(id));

¥
¥

src/devices/device-events.gateway.ts

import {
WebSocketGateway,
OnGatewayConnection,
OnGatewayDisconnect,
SubscribeMessage,

} from '@nestjs/websockets';

import * as WebSocket from ‘ws';

import { randomUUID } from 'node:crypto’;

import { filter, from, fromEvent, map, Observable }
from 'rxjs’;

import { EventEmitter2 } from '@nestjs/event-emitter’;

import { DeviceEvent } from '/models/device-
event.model’;

@WebSocketGateway({
path: 'devices/ws',
by
export class DeviceEventsGateway

implements
OnGatewayDisconnect

{

OnGatewayConnection,

constructor(private readonly eventEmitter:

EventEmitter2) {}

handleConnection(client: WebSocket) {
const connectionld = randomUUID();
client['clientld’] = connectionld;
this.connections.set(connectionld, client);

console.log("Client connected: ${connectionid}");

handleDisconnect(client: WebSocket) {
const connectionld = client['clientld;
if (connectionld) {
this.connections.delete(connectionld);

console.log("Client disconnected:

${connectionld});
}else {

console.warn('Client disconnected without a valid
IDY);

}
}

@SubscribeMessage('subscribe”)
handleEvent(
_: WebSocket,

data: { subscriptionld: string; deviceld: string; event:
string },

): Observable<any> {
return fromEvent(this.eventEmitter, ‘'devices.*").pipe(
filter((incomingEvent: DeviceEvent) => {

const { deviceld, event } = data;

if (deviceld && incomingEvent.device_id !==

private readonly connections: Map<string, deviceld) {
WebSocket> = new Map();
return false;
Apk.
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if (event && incomingEvent.event == event) {

return false;

}

return true;
b,
map((event: DeviceEvent) => {
return {
...event,
subscriptionld: data.subscriptionld,
data: JSON.parse(event.data),
I3
H

src/devices/enums/device-events-types.enum.ts

import {
"..[../lconnections/proto/iot’;

export enum DeviceEventsTypes {
raw = 'raw’,
online = 'onlinge’,
offline ="offline’,
stateUpdate = 'stateUpdate’,
errorAlert = 'errorAlert’,
heartbeat = 'heartbeat’,

sensorReading = 'sensorReading’,

DeviceEventType } from

export const mapProtoToEvents:
Record<DeviceEventType, DeviceEventsTypes> = {

[DeviceEventType.ON]: DeviceEventsTypes.online,
[DeviceEventType.OFF]: DeviceEventsTypes.offline,

[DeviceEventType.STATE_UPDATE]:
DeviceEventsTypes.stateUpdate,

[DeviceEventType.ERROR_ALERT]:
DeviceEventsTypes.errorAlert,

[DeviceEventType. HEARTBEAT]:
DeviceEventsTypes.heartbeat,

[DeviceEventType.SENSOR_READING]:
DeviceEventsTypes.sensorReading,

[DeviceEventType. UNRECOGNIZED]:
DeviceEventsTypes.raw,

h

src/devices/enums/device-state.enum.ts
export enum DeviceState {

online = 'online’,

offline = 'offline’,

maintenance = 'maintenance’,

}

src/devices/devices.service.ts

import { Injectable, Inject, NotFoundException } from
'@nestjs/common’;

import { Knex } from 'knex’;

import { BaseCrudService } from
'../lcommon/services/base-crud.service’;

import { Device } from "./models’;
import { CacheService } from '../cache/cache.service';

import { DB_CONNECTION } from
'../database/constants/injection-keys';

import { CACHE_SERVICE } from
'../cache/constants/injection-keys";

import { FindDevicesArgs } from '/args/find-
devices.dto’;

import { plainTolnstance } from ‘class-transformer’;
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import { omit } from '../common/helpers/omit’;

import { UpdateDeviceDto } from '/dto/update-
device.dto’;

import { CreateDeviceDto } from '/dto/create-
device.dto’;

import { randomUUID } from 'node:crypto’;

@Injectable()

export class DevicesService extends
BaseCrudService<Device> {

constructor(
@Inject(DB_CONNECTION)
protected readonly db: Knex,
@Inject(CACHE_SERVICE)
protected readonly cacheManager: CacheService,
){
super(db, cacheManager, {
table: 'devices',
pk: [lid1],
class: Device,
ok
}

async complexSearch(args: FindDevicesArgs) {
const query = this.queryBuilder()
Jdimit(args?.limit ?? 30)

.offset(args?.offset ?? 0);

if (args?.search) {
query.where((gb) => {

gb.where('id, 'like',
“%${args.search}%).orWhere(

‘external_id',
'like',
“%${args.search}%",

H

const searchArgs = omit(args, [limit', ‘offset’,
'search');

for (const [key, value] of Object.entries(searchArgs))

{
if (value) {

query.where(key, value);

}
}

const result = await query;

return plainTolnstance(Device, result);

}

async create(args:
Promise<Device> {

CreateDeviceDto):

const device = plainTolnstance(Device, args);

device.id = randomUUID();

await this.createOne(device);

return device;

}

async update(id: string, args: UpdateDeviceDto):
Promise<Device> {

const device = await this.findOne({
id,
ok
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if (device) {

throw new NotFoundException("Device with ID
${id} not found®);

}

device.populate(args);

await this.updateOne({ id, ...args });

return device;

}

async delete(id: string): Promise<void> {

const device = await this.findOne({ id });

if (device) {

throw new NotFoundException('Device with ID
${id} not found®);

}

await this.deleteOne(device);

¥
}

src/devices/devices-events.service.ts
import { Inject, Injectable } from '@nestjs/common’;

import { BaseCrudService } from
'../lcommon/services/base-crud.service',

import { DeviceEvent } from '/models/device-
event.model’;

import { DB_CONNECTION } from
"../database/constants/injection-keys';

import { Knex } from 'knex’;

import { CACHE_SERVICE
..Icache/constants/injection-keys'";

} from

import { CacheService } from "../cache/cache.service’;

import { FindDevicesEventsArgs } from '/args/find-
devices-events.dto’;

import { omit } from '../common/helpers/omit’;
import { plainTolnstance } from ‘class-transformer’;

import { Device } from './models’;

@Injectable()

export class DevicesEventsService extends
BaseCrudService<DeviceEvent> {

constructor(
@Inject(DB_CONNECTION)
protected readonly db: Knex,
@Inject(CACHE_SERVICE)
protected readonly cacheManager: CacheService,
){
super(db, cacheManager, {
table: 'devices_events',
pk: [id1],
class: DeviceEvent,
b
}

async complexSearch(args: FindDevicesEventsArgs) {
const query = this.queryBuilder()
Jdimit(args?.limit ?? 30)

.offset(args?.offset ?? 0);

if (args?.search) {
query.where((gh) => {
gb.where('id', 'like', “%${args.search}%")
.orWhere('event', 'like', "%${args.search}%")

.orWhere('device_id', 'like',
“0%${args.search}%’);

H
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if (args?.from) {

query.where('created_at', >=', args.from);
}
if (args?.to) {

query.where('created_at', '<='", args.to);

}

const searchArgs = omit(args, ['limit', 'offset’, 'search’,
'from’, 't0");

for (const [key, value] of Object.entries(searchArgs))

{
if (value) {
query.where(key, value);
}
}

const result = await query;

return plainTolnstance(DeviceEvent, result);

¥
}

src/devices/device-types.controller.ts
import {

Controller,

Get,

Post,

Body,

Patch,

Param,

Delete,

ParselntPipe,
UseGuards,
} from ‘@nestjs/common’;

import { ApiTags, ApiOperation, ApiResponse,
ApiParam, ApiBearerAuth } from '@nestjs/swagger';

import { CreateDeviceTypeDto } from './dto/create-
device-type.dto’;

import { UpdateDeviceTypeDto } from './dto/update-
device-type.dto’;

import { DeviceType } from './models’;

import { DeviceTypesService } from '/device-
types.service’;

import { JwtAuthGuard } from './auth/guards/jwt-
auth.guard’;

import { RolesGuard } from "../auth/guards/roles.guard’;

import { RequiredRole } from
'..Jauth/decorators/required-role.decorator’;

import { UserRoles } from './users/enums/user-
roles.enum’;

@ApiTags('device-types')
@ApiBearerAuth()
@Controller(‘devices-types’)
@UseGuards(JwtAuthGuard, RolesGuard)
export class DevicesTypesController {

constructor(private  readonly  deviceTypesService:
DeviceTypesService) {}

@Post()
@RequiredRole(UserRoles.admin)

@ApiOperation({ summary: 'Create a new device type'

by
@ApiResponse({
status: 201,
description: 'Device type created’,
type: DeviceType,
by
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create(@Body()
CreateDeviceTypeDto) {

return
this.deviceTypesService.create(createDevice TypeDto);

}

@Get('/")
@RequiredRole(UserRoles.user)
@ApiOperation({ summary: 'Get all device types' })
@ApiResponse({
status: 200,
description: 'Return all device types',
type: [DeviceType],
by
findAll() {

return this.deviceTypesService.findAll();
}

@Get("id"
@RequiredRole(UserRoles.user)

@ApiOperation({ summary: 'Get a device type by ID'
by,

@ApiParam({ name: 'id", description: 'Device type 1D’
by,

@ApiResponse({
status: 200,
description: 'Return the device type',
type: DeviceType,

by

@ApiResponse({ status: 404, description: 'Device type
not found' })

findOne(@Param('id', ParseIntPipe) id: number) {

return this.deviceTypesService.findOneByld(id);
}

@Patch(":id")

createDeviceTypeDto:

@RequiredRole(UserRoles.admin)
@ApiOperation({ summary: 'Update a device type' })

@ApiParam({ name: 'id', description: 'Device type ID'
b

@ApiResponse({
status: 200,
description: 'Device type updated’,
type: DeviceType,

by

@ApiResponse({ status: 404, description: 'Device type
not found' })

update(

@Param('id’, ParseIntPipe) id: number,

@Body() updateDeviceTypeDto:
UpdateDeviceTypeDto,
){
return this.deviceTypesService.update(id,
updateDeviceTypeDto);
}
@Delete("id")

@RequiredRole(UserRoles.admin)
@ApiOperation({ summary: 'Delete a device type' })

@ApiParam({ name: 'id’, description: 'Device type 1D’
b))

@ApiResponse({ status: 200, description: 'Device type
successfully deleted' })

@ApiResponse({ status: 404, description: 'Device type
not found' })

remove(@Param('id', ParselntPipe) id: number) {
return this.deviceTypesService.remove(id);
}
}

src/devices/models/device-event.model.ts

import { DatabaseTableModel } from
'../../lcommon/models/database-table.model’;
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import { ApiProperty } from '@nestjs/swagger’;

export class DeviceEvent extends DatabaseTableModel

{
@ApiProperty({
description: 'Unique identifier of the device event',

example: '123e4567-e89b-12d3-a456-
426614174000,

)

id: string = undefined;

@ApiProperty({

description: 'ID of the device that generated this
event',

example: '123e4567-e89b-12d3-a456-
426614174000,

)

device_id: string = undefined,

@ApiProperty({
description: 'Type of the event,
example: 'status_change',

by

event: string = undefined;

@ApiProperty({
description: 'Event data in JSON string format',

example: '{"status™: "online", "battery": 85},

)

data: string = undefined;

@ApiProperty({
description: 'Timestamp when the event was created',

example: '2024-03-20T15:30:00Z',
by,

created_at: string = undefined;

}

src/devices/models/device-type.model.ts

import { ApiProperty } from '@nestjs/swagger’;

export class DeviceType {
@ApiProperty({
description: 'Unique identifier of the device type',
example: 1,
type: ‘'number’,

)

id: number = undefined;

@ApiProperty({
description: 'Name of the device type',
example: 'light_bulb',

b))

name: string = undefined;

@ApiProperty({
description: 'Display name of the device type’,
example: 'Smart Light Bulb',

by

display_name: string = undefined,

@ApiProperty({
description: 'Creation timestamp’,
example: '2024-03-20T12:00:00Z',
type: 'string’,
format: 'date-time’,

b

created_at: string = undefined;

¥
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src/devices/models/index.ts
export * from "./device.model’;
export * from './device-property.model’;

export * from './device-type.model’;

src/devices/models/device-location.model.ts

import { ApiProperty } from '@nestjs/swagger’;

export class DeviceLocation {
@ApiProperty({
description: 'Unique identifier of the device location’,
example: 1,
type: 'number’,

by

id: number;

@ApiProperty({
description: 'Name of the location’,
example: 'living_room’,

by

name: string;

@ApiProperty({
description: 'Display name of the location’,
example: 'Living Room’,

by,

display_name: string;

@ApiProperty({
description: 'Creation timestamp',
example: '2024-03-20T12:00:00Z',
type: 'string’,

format: 'date-time’,

)

created_at: string = undefined;

}

src/devices/models/device-property.model.ts
import { ApiProperty } from '@nestjs/swagger’;

import { DatabaseTableModel } from
'..[..lcommon/models/database-table.model’;

import { randomUUID } from 'node:crypto’;

export class
DatabaseTableModel {

@ApiProperty({

description: 'Unique identifier of the device property’,

DeviceProperty extends

example: 1,
type: ‘'number’,

byl

id: number = undefined;

@ApiProperty({
description: 'ID of the device this property belongs to’,
example: randomUUID(),
type: 'string’,
format: 'uuid',

by

device_id: string = undefined,

@ApiProperty({
description: 'Name of the property’,

example: ‘brightness’,

b

name: string = undefined;

@ApiProperty({
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description: "Value of the property’,
example: '100',

)

value: string = undefined;

@ApiProperty({
description: 'Creation timestamp',
example: '2024-03-20T12:00:00Z',
type: 'string’,
format: ‘date-time’,

)

created_at: string = undefined;

@ApiProperty({
description: 'Last update timestamp’,
example: '2024-03-20T12:00:00Z',
type: 'string’,
format: ‘date-time’,

by

updated_at: string = undefined,;

src/devices/models/device.model.ts
import { ApiProperty } from '@nestjs/swagger’;

import { DatabaseTableModel }
'../..lcommon/models/database-table.model’;

from

import { randomUUID } from 'node:crypto’;

import { DeviceState } from '../enums/device-

state.enum’;

export class Device extends DatabaseTableModel {
@ApiProperty({
description: 'Unique identifier of the device',

example: randomUUID(),

type: 'string’,
format: ‘uuid’,

b

id: string = undefined;

@ApiProperty({
description: "Type ID of the device',
example: 2,
type: 'number’,

b

type_id: number = undefined,;

@ApiProperty({ description: 'Whether the device is
active', example: true })

is_active: boolean = undefined;

@ApiProperty({
description: 'Current state of the device',
enum: DeviceState,
example: DeviceState.online,

)

state: DeviceState = undefined;

@ApiProperty({
description: 'Location ID of the device',
example: 1,
type: 'number’,
required: false,

)

location_id: number = undefined;

@ApiProperty({
description: 'IP address of the device',

example: '192.168.1.100',

3M. | Apk.

Ne noxym. IMigmuc | dara

Apk.

TAJIIL.467200.007 /14

43




required: false,

)

ip: string = undefined;

@ApiProperty({
description: '"MAC address of the device',
example: '00:11:22:33:44:55/,
required: false,

1)

mac: string = undefined;

@ApiProperty({
description: 'ID of the connection adapter’,
example: randomUUID(),
type: 'string’,
format: 'uuid’,
required: false,

by

adapter_id: string = undefined;

@ApiProperty({
description: 'External 1D of the device',
example: 'device_123',
required: false,

)

external_id: string = undefined;

@ApiProperty({
description: 'Description of the device',
example: 'Smart light bulb in living room’,
required: false,

)

description: string = undefined,;

@ApiProperty({
description: 'Creation timestamp',
example: '2024-03-20T12:00:00Z',
type: 'string’,
format: 'date-time’,

b

created_at: string = undefined;

@ApiProperty({
description: 'Last update timestamp',
example: '2024-03-20T12:00:00Z',
type: 'string’,
format: 'date-time’,

b))

updated_at: string = undefined;

}

src/devices/processors/device-events.processor.ts

import { Injectable, OnApplicationBootstrap } from
‘@nestjs/common’;

import { ConnectionsAdaptersService } from
'../..Iconnections/connections-adapters.service';

import { EventEmitter2 } from '@nestjs/event-emitter’;
import {
DeviceEvent as ExternalDeviceEvent,
SubscriptionStream,
} from *../../connections/proto/iot’;

import { DevicesEventsService } from './devices-
events.service';

import { DeviceEvent } from './models/device-
event.model’;

import {
mapProtoToEvents,
DeviceEventsTypes,

} from "../enums/device-events-types.enum’;
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import { plainTolnstance } from ‘class-transformer";

import { dblSODatetime } from

"../../lcommon/helpers/db-iso-date’;

import * as NodeCache from 'node-cache’;
import { randomUUID } from 'node:crypto’;
import { Interval } from '@nestjs/schedule’;
import { unix } from 'dayjs";

import { TriggersService } from

"../..[triggers/triggers.service';

@Injectable()

export class DeviceEventsProcessor
OnApplicationBootstrap {

implements

private readonly MAX_SYNC_CHUNK_SIZE = 50;

private readonly _eventStack: DeviceEvent[] =[];

private readonly _dedupCache: NodeCache = new
NodeCache({ stdTTL: 300 });

constructor(
private readonly eventEmitter: EventEmitter2,

private readonly deviceEventsService:

DevicesEventsService,

private  readonly  connectionsAdaptersService:
ConnectionsAdaptersService,

private readonly triggersService: TriggersService,

) {3

onApplicationBootstrap(): void {

this.connectionsAdaptersService.eventsStream$.subscri
be(

processEvent(incomingEvent: ExternalDeviceEvent):
void {

const event =
mapProtoToEvents[incomingEvent.eventType];

const eventDataObj = {
...incomingEvent.sensorReading,
...incomingEvent.stateUpdate,
...incomingEvent.errorAlert,

...incomingEvent.heartbeat,

¥

const eventData = plainTolnstance(DeviceEvent, {
id: randomUUID(),
device_id: incomingEvent.deviceld,
event,
data: JSON.stringify(eventDataObj),
created_at: dbISODatetime(

unix(Math.ceil(incomingEvent.timestamp /
1000)),

)
IOk

const dedupKey = ‘${incomingEvent.deviceld}-
${eventData.event}-${incomingEvent.timestamp} ;

if (this._dedupCache.has(dedupKey)) return;

this._dedupCache.set(dedupKey, true);

this._eventStack.push(eventData);

(sub: SubscriptionStream) => void
this.processEvent(sub.event),
); void
this.eventEmitter.emitAsync( devices.${event}’,
} eventData);
Apk.
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if
event === DeviceEventsTypes.sensorReading &&
incomingEvent.sensorReading

)

for (const [propertyName, propertyValue] of
Object.entries(

incomingEvent.sensorReading,

A

if  (propertyValue ==
propertyValue == null) {

undefined &&

void this.triggersService.checkTrigger(
incomingEvent.deviceld,
propertyName,
propertyValue.toString(),

)i

}
}
}
}

@Interval(2000)
async syncStackWithDB(): Promise<void> {
if (this._eventStack.length === 0) return;

const chunkToPush = this._eventStack.splice(0,
this. MAX_SYNC_CHUNK_SIZE);

try {

await this.deviceEventsService
.queryBuilder()
.insert(chunkToPush)
.onConflict()
.ignore();

} catch (err) {

console.error('Failed to sync device events with
DB, err);

¥
¥
¥

src/devices/devices-events.controller.ts
import {
Controller,
Get,
Query,
Param,
UseGuards,
ValidationPipe,
} from '@nestjs/common’;
import {
ApiTags,
ApiOperation,
ApiResponse,
ApiParam,
ApiQuery,
ApiBearerAduth,
} from '@nestjs/swagger’;

import { DevicesEventsService } from '/devices-
events.service';

import { DeviceEvent } from '/models/device-
event.model’;

import { FindDevicesEventsArgs } from '/args/find-
devices-events.dto’;

import { JwtAuthGuard } from './auth/guards/jwt-
auth.guard’;

import { RolesGuard } from "../auth/guards/roles.guard’;

import { RequiredRole } from
'..Jauth/decorators/required-role.decorator’;

import { UserRoles } from './users/enums/user-
roles.enum’;

3m. | Apk. Ne noxym. IMigmuc | dara

Apk.

TAJIIL.467200.007 /14 46




@ApiTags('devices-events")
@ApiBearerAuth()
@Controller(‘devices-events')
@UseGuards(JwtAuthGuard, RolesGuard)
export class DevicesEventsController {

constructor(private readonly devicesEventsService:
DevicesEventsService) {}

@Get()
@RequiredRole(UserRoles.user)
@ApiOperation({ summary: 'Get all device events' })
@ApiResponse({
status: 200,
description: 'Return all device events',
type: [DeviceEvent],
)
@ApiQuery({ type: FindDevicesEventsArgs })
findAll(

@Query(new ValidationPipe({ transform: true }))
args: FindDevicesEventsArgs,

)

return
this.devicesEventsService.complexSearch(args);

}

@Get("id")
@RequiredRole(UserRoles.user)

@ApiOperation({ summary: 'Get a device event by ID'
by,

@ApiParam({ name: 'id', description: 'Device Event

ID'})
@ApiResponse({
status: 200,
description: 'Return the device event,

type: DeviceEvent,

)

@ApiResponse({ status: 404, description: 'Device
event not found' })

findOne(@Param('id") id: string) {

return
this.devicesEventsService.findOneThruCache({ id });

¥
¥

src/devices/devices.controller.ts
import {
Controller,
Get,
Post,
Body,
Patch,
Param,
Delete,
Query,
ParseUUIDPipe,
UseGuards,
} from '@nestjs/common’;
import {
ApiTags,
ApiOperation,
ApiResponse,
ApiParam,
ApiBearerAuth,
} from '@nestjs/swagger’;

import { CreateDeviceDto } from '/dto/create-
device.dto’;

import { UpdateDeviceDto } from '/dto/update-
device.dto’;

import { Device } from './models’;

import { FindDevicesArgs } from '/args/find-
devices.dto’;
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import { DevicesService } from "./devices.service’;

import { JwtAuthGuard } from './auth/guards/jwt-
auth.guard’;

import { RolesGuard } from '../auth/guards/roles.guard’;

import { RequiredRole } from
"..Jauth/decorators/required-role.decorator’;

import { UserRoles } from './users/fenums/user-
roles.enum’;

@ApiTags(‘devices")

@ApiBearerAuth()

@Controller(‘devices")
@UseGuards(JwtAuthGuard, RolesGuard)
export class DevicesController {

constructor(private readonly devicesService:

DevicesService) {}

@Post()
@RequiredRole(UserRoles.admin)
@ApiOperation({ summary: 'Create a new device' })

@ApiResponse({ status: 201, description: 'Device
created’, type: Device })

create(@Body() createDeviceDto: CreateDeviceDto) {

return this.devicesService.create(createDeviceDto);

}

@Get()
@RequiredRole(UserRoles.user)
@ApiOperation({ summary: 'Get all devices' })
@ApiResponse({

status: 200,

description: 'Return all devices',

type: [Device],
b
findAll(@Query() args: FindDevicesArgs) {

return this.devicesService.complexSearch(args);

@Get(:id")

@RequiredRole(UserRoles.user)

@ApiOperation({ summary: 'Get a device by ID' })
@ApiParam({ name: 'id', description: 'Device ID' })

@ApiResponse({ status: 200, description: 'Return the
device', type: Device })

@ApiResponse({ status: 404, description: 'Device not
found' })

findOne(@Param('id’) id: string) {
return this.devicesService.findOneThruCache({ id });

}

@Patch(":id")

@RequiredRole(UserRoles.admin)
@ApiOperation({ summary: '‘Update a device' })
@ApiParam({ name: 'id', description: 'Device ID'})

@ApiResponse({ status: 200, description: 'Device
updated', type: Device })

@ApiResponse({ status: 404, description: 'Device not
found' })

update(@Param('id") id: string, @Body()
updateDeviceDto: UpdateDeviceDto) {
return this.devicesService.update(id,
updateDeviceDto);
}
@Delete("id")

@RequiredRole(UserRoles.admin)
@ApiOperation({ summary: 'Delete a device' })
@ApiParam({ name: 'id', description: 'Device ID' })

@ApiResponse({ status: 200, description: 'Device
successfully deleted' })

@ApiResponse({ status: 404, description: 'Device not
found' })

remove(@Param('id") id: string) {
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return this.devicesService.delete(id);

}
¥

src/devices/devices.module.ts
import { Module } from '@nestjs/common’;

import { DevicesTypesController } from '/device-
types.controller’;

import { DevicesController } from "./devices.controller’;

import { DevicesPropertiesController } from "./devices-
properties.controller';

import { DevicesService } from "./devices.service',

import { DeviceTypesService } from './device-

types.service';

import { DevicePropertiesService } from './device-
properties.service',

import { DeviceLocationsService } from '/device-
locations.service';

import { DeviceEventsGateway } from '/device-
events.gateway';

import { DevicesEventsService } from '/devices-
events.service';

import { DevicesEventsController } from './devices-
events.controller’;

import { DevicelLocationsController } from './device-
locations.controller’;

@Module({
controllers: [

DevicesController,

DeviceTypesService,
DevicePropertiesService,
DeviceLocationsService,
DeviceEventsGateway,
DevicesEventsService,

1

exports: [
DevicesService,
DeviceTypesService,
DevicePropertiesService,
DeviceLocationsService,
DevicesEventsService,

1

b))

export class DevicesModule {}

src/devices/device-types.service.ts

import { Injectable, NotFoundException, Inject } from
‘@nestjs/common’;

import { Knex } from 'knex’;

import { BaseCrudService } from

"..lcommon/services/base-crud.service';
import { DeviceType } from './models’,
import { CacheService } from '../cache/cache.service';

import { CreateDeviceTypeDto } from './dto/create-
device-type.dto’;

import { UpdateDeviceTypeDto } from './dto/update-
device-type.dto’;

DevicesPropertiesController, import { DB_CONNECTION } from

. '../database/constants/injection-keys';
DevicesTypesController,

. import { CACHE_SERVICE } from
DevicesEventsController, '..Icache/constants/injection-keys";
DeviceLocationsController,

1 @Injectable()
providers: [ export class DeviceTypesService extends
DevicesService, BaseCrudService<DeviceType> {
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constructor(
@Inject(DB_CONNECTION)
protected readonly db: Knex,
@Inject(CACHE_SERVICE)
protected readonly cacheManager: CacheService,
){
super(db, cacheManager, {
table: 'device_types',
pk: [id1],
class: DeviceType,
ok
}

async create(createDeviceTypeDto:

CreateDeviceTypeDto): Promise<DeviceType> {
const deviceType = new DeviceType();
Object.assign(deviceType, createDeviceTypeDto);
await this.createOne(deviceType);

return deviceType;

async findOneByld(id: number):
Promise<DeviceType> {

const deviceType = await this.findOne({ id });
if ("deviceType) {

throw new NotFoundException("Device type with
ID ${id} not found");

}

return deviceType;

}

async update(
id: number,
updateDeviceTypeDto: UpdateDeviceTypeDto,

): Promise<DeviceType> {

const deviceType = await this.findOneByld(id);
Obiject.assign(deviceType, updateDeviceTypeDto);

await this.updateOne({ id, ...updateDeviceTypeDto
b

return deviceType;

}

async remove(id: number): Promise<void> {
await this.deleteOne({ id });
}
}

src/devices/device-locations.service.ts

import { Injectable, Inject, NotFoundException } from
'@nestjs/common’;

import { Knex } from 'knex’;

import { BaseCrudService } from
'../lcommon/services/base-crud.service’;

import { DeviceLocation } from './models/device-
location.model’;

import { CacheService } from '../cache/cache.service';

import { DB_CONNECTION } from
'../database/constants/injection-keys';

import { CACHE_SERVICE } from
'../cache/constants/injection-keys";

@Injectable()

export class  DeviceLocationsService  extends
BaseCrudService<DeviceLocation> {

constructor(
@Inject(DB_CONNECTION)
protected readonly db: Knex,
@Inject(CACHE_SERVICE)
protected readonly cacheManager: CacheService,

)
super(db, cacheManager, {
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table: 'device_locations',

pk: ['id1],
class: DevicelLocation,
b
}
async findOneByld(id: number):

Promise<DevicelLocation> {
const location = await this.findOne({ id });
if ('location) {

throw new NotFoundException("Device location
with ID ${id} not found®);

}
return location;
}
async findOneByName(name: string):

Promise<DeviceLocation | undefined> {

return this.findOne({ name });

¥
¥

src/devices/device-locations.controller.ts
import {

Controller,

Get,

Param,

ParselntPipe,

UseGuards,
} from '@nestjs/common’;

import { ApiTags, ApiOperation, ApiResponse,
ApiParam, ApiBearerAuth } from '@nestjs/swagger;

import { DeviceLocation } from '/models/device-
location.model’;

import { DevicelLocationsService } from '/device-
locations.service';

import { JwtAuthGuard } from '../auth/guards/jwt-
auth.guard’;

import { RolesGuard } from '../auth/guards/roles.guard’;

import { RequiredRole } from
'..Jauth/decorators/required-role.decorator’;
import { UserRoles } from './users/enums/user-

roles.enum’;

@ApiTags('device-locations'’)
@ApiBearerAuth()
@Controller(‘devices-locations')
@UseGuards(JwtAuthGuard, RolesGuard)
export class DeviceLocationsController {

constructor(private readonly devicelLocationsService:
DeviceLocationsService) {}

@Get()
@RequiredRole(UserRoles.user)

@ApiOperation({ summary: 'Get all device locations'

b))
@ApiResponse({
status: 200,
description: 'Return all device locations',
type: [DevicelLocation],
b))
findAl() {

return this.deviceLocationsService.findAll();

}

@Get("id"
@RequiredRole(UserRoles.user)

@ApiOperation({ summary: 'Get a device location by
ID'})

@ApiParam({ name: 'id', description: 'Device location

ID"})
@ApiResponse({
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status: 200,
description: 'Return the device location’,
type: DeviceLocation,

1)

@ApiResponse({ status: 404, description: 'Device
location not found' })

findOne(@Param('id', ParseIntPipe) id: number) {

return this.deviceLocationsService.findOneByld(id);

¥
¥

src/devices/device-properties.service.ts

import { Injectable, NotFoundException, Inject } from
'@nestjs/common’;

import { Knex } from 'knex’;

import { BaseCrudService } from
'../lcommon/services/base-crud.service',

import { DeviceProperty } from './models’;
import { CacheService } from '../cache/cache.service’;

import { CreateDevicePropertyDto } from './dto/create-
device-property.dto';

import { UpdateDevicePropertyDto }  from
"./dto/update-device-property.dto';

import { DB_CONNECTION } from
'../database/constants/injection-keys';

import { CACHE_SERVICE } from
../cache/constants/injection-keys';

@Injectable()

export class  DevicePropertiesService  extends
BaseCrudService<DeviceProperty> {

constructor(
@Inject(DB_CONNECTION)
protected readonly db: Knex,
@Inject(CACHE_SERVICE)

protected readonly cacheManager: CacheService,

H

super(db, cacheManager, {
table: 'devices_properties',
pk: [id],
class: DeviceProperty,
ok
}

async create(

createDevicePropertyDto: CreateDevicePropertyDto,
): Promise<DeviceProperty> {

const deviceProperty = new DeviceProperty();

Obiject.assign(deviceProperty,
createDevicePropertyDto);

await this.createOne(deviceProperty);
return deviceProperty;

}

async findByDeviceld(deviceld: string):
Promise<DeviceProperty[]> {

return this.findMany({ device_id: deviceld });
}

async findByDeviceldAndName(
deviceld: string,
name: string,

): Promise<DeviceProperty> {

const property = await this.findOne({ device_id:
deviceld, name });

if ('property) {
throw new NotFoundException(

‘Property ${name} not found for device
${deviceld},

);
}

return property;
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async findOneByld(id:
Promise<DeviceProperty> {

number):

const deviceProperty = await this.findOne({ id });
if ('deviceProperty) {

throw new NotFoundException("Device property
with ID ${id} not found®);

}

return deviceProperty;

}

async update(
id: number,

updateDevicePropertyDto:
UpdateDevicePropertyDto,

): Promise<DeviceProperty> {
const deviceProperty = await this.findOneByld(id);

Object.assign(deviceProperty,
updateDevicePropertyDto);

await this.updateOne({ id,
...updateDevicePropertyDto });

return deviceProperty;

}

async remove(id: number): Promise<void> {
await this.deleteOne({ id });
}
}

AjanTep miaKJIH04YeHb

src/main.ts
import { NestFactory } from '@nestjs/core’;

import { AppModule } from "./app.module’;

import { MicroserviceOptions, Transport } from
‘@nestjs/microservices';

import { join } from 'node:path’;

import { console } from 'node:inspector’;

async function bootstrap() {

const app = await
NestFactory.createMicroservice<MicroserviceOptions

>(
AppModule,
{
transport: Transport. GRPC,
options: {
package: 'iot',
protoPath: join(__dirname, 'proto/iot.proto’),
loader: {
keepCase: true,
longs: String,
defaults: true,

oneofs: true,

);
await app.listen();

}
bootstrap();

src/app.service.ts

import { Injectable } from ‘@nestjs/common’;

@Injectable()
export class AppService {
getHello(): string {

return 'Hello World!";
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src/app.module.ts

import { Module } from '@nestjs/common’;
import { AppController } from "./app.controller’;
import { AppService } from './app.service';

import { [10TConnectionsModule } from '/iot-
connections/iot-connections.module’;

@Module({
imports: [IOTConnectionsModule],
controllers: [AppController],
providers: [AppService],

by,
export class AppModule {}

src/common/helpers/randint.ts

export function randInt(min: number, max: number):
number {

return Math.floor(Math.random() * (max - min + 1)) +
min;

}

src/app.controller.ts

import { Controller } from '@nestjs/common’;

import { AppService } from "./app.service',

import { ServerDuplexStream } from '@grpc/grpc-js';

import { GrpcStreamCall } from
‘@nestjs/microservices’;

import { Observable } from 'rxjs’;

interface PingRequest {
message: string;

}

interface PingResponse {
message: string;

}

@Controller()
export class AppController {

constructor(private readonly appService: AppService)

O

@GrpcStreamCall('PingPongService', 'Ping’)

getHello(stream: ServerDuplexStream<PingRequest,
PingResponse>) {

stream.on('data’, (request: PingRequest) => {
console.log('Received ping request:', request);
const response: PingResponse = {
message: “Pong: ${request.message}’,
X
stream.write(response);

IOk

stream.on('end’, () => {
console.log('Ping stream ended");

i

return new Observable();

src/iot-connections/iot-connections.controller.ts
import { Controller } from '@nestjs/common’;
import { Observable, Subject } from 'rxjs";

import { map, mergeMap, filter, takeUntil, tap } from
'rxjs/operators’;

import {
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Command,
CommandResponse,
CommandType,
DeviceStatus,
IOTConnectionsServiceController,
IOTConnectionsServiceControllerMethods,
SubscribeQuery,
SubscriptionStream,
StreamCommandType,

} from *../proto/iot’;

import { [1OTSimulationService } from '/iot-
simulation.service';

import { devicesConfig } from "./devices-config',;

@cController()

@I1OTConnectionsServiceControllerMethods()

export class I0TConnectionsController
implements 10TConnectionsServiceController

{

constructor(private readonly iotSimulationService:
I0TSimulationService) {}

streamEvents(
request: Observable<SubscribeQuery>,
): Observable<SubscriptionStream> {
return request.pipe(

mergeMap((query) =>
this.iotSimulationService.processQuery(query)),

);
}

streamCommands(request: Observable<Command>):
Observable<CommandResponse> {

return request.pipe(

mergeMap((command) => {

console.log('Received command:', {
deviceld: command.deviceld,
requestld: command.requestld,

commandType:
CommandType[command.commandType],

IOk

return
this.iotSimulationService.processCommand(command)

b
tap((response) => {
console.log('Sending response:’, {
deviceld: response.deviceld,
requestld: response.requestld,
SUCCESS: response.success,
b
b

src/iot-connections/iot-connections.module.ts
import { Module } from '@nestjs/common’;

import { 10TConnectionsController } from '/iot-
connections.controller’;

import { 10TSimulationService } from ‘'Jiot-
simulation.service';

@Module({
controllers: [IOTConnectionsController],

providers: [IOTSimulationService],

b

export class IOTConnectionsModule {}

src/iot-connections/iot-simulation.service.ts
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import { Injectable, from

‘@nestjs/common’;

OnModulelnit  }

import { from, Observable, Subject, tap, timer, map,
mergeMap } from 'rxjs’;

import {
Command,
CommandResponse,
CommandType,
DeviceEvent,
DeviceEventType,
DeviceStatus,
DeviceType,
SensorType,
Devicelnfo,
SubscribeQuery,
SubscriptionStream,
StreamCommandType,
SensorReading,
} from *../proto/iot’;
import { devicesConfig } from *./devices-config’;
import { randInt } from "../common/helpers/randint’;

import { filter } from 'rxjs/operators’;

@Injectable()

export class IOTSimulationService

OnModulelnit {

implements

private readonly devicesEvents$:
Subject<DeviceEvent> = new Subject();

private readonly devices: Map<string, Devicelnfo> =
new Map();

private  readonly  subscriptions:
Observable<SubscriptionStream>> =

Maps<string,

new Map();

onModulelnit() {

this._initSimulation();

processQuery(query: SubscribeQuery):

Observable<SubscriptionStream> {

if (query.commandType ——
StreamCommandType.UNSUB_DEVICE_EVENTS) {

const subStream$ =
this.subscriptions.get(query.subld);

if ('subStream$) {

console.error('Subscription not found',

query.subld);

return new Observable<SubscriptionStream>();

}

this.subscriptions.delete(query.subld);

return new Observable<SubscriptionStream>();

}

return this.initSubscription(query);

}

initSubscription(query:
Observable<SubscriptionStream> {

SubscribeQuery):

const subStream$ =
this.devicesEvents$.asObservable().pipe(

filter((event: DeviceEvent) => {

let passesFilter = true;

if (query.eventTypes) {
if (query.eventTypes.length ===0) {
query.eventTypes = Object.values(
DeviceEventType,

) as DeviceEventType[];
}
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passesFilter =

passesFilter &&
query.eventTypes.includes(event.eventType);

}

if (query.deviceld) {

passesFilter = passesFilter && query.deviceld
=== event.deviceld;

}

return passesFilter;
H
map((event: DeviceEvent) => {
return {
event,
subld: query.subld,

} as SubscriptionStream;

b
);

this.subscriptions.set(query.subld, subStream$);

return subStream$;

}

private _initSimulation() {
from(devicesConfig.devices)
pipe(
tap((devicelnfo: Devicelnfo) => {
this.devices.set(devicelnfo.deviceld, devicelnfo);

b,

mergeMap((device) =>
this._initDeviceSimulation(device)),

)

.subscribe((event: DeviceEvent) => {

private _initDeviceSimulation(device: Devicelnfo):
Observable<DeviceEvent> {

const updatelnterval = device.reportintervalMs ??
randInt(1000, 60000);

processCommand(command:
Observable<CommandResponse> {

Observable<CommandResponse>((observer) => {

${command.deviceld} not found,

this.devicesEvents$.next(event);

H

return timer(0, updatelnterval).pipe(
map(() => this._generateDeviceEvent(device)),
tap((event) =>
console.log(NEW_EVENT, {
device: event.deviceld,

ts: new Date(event.timestamp).tolSOString(),
b

Command):

const device = this.devices.get(command.deviceld);

if (device) {

return new

observer.next({
deviceld: command.deviceld,
requestld: command.requestld,
success: false,
timestamp: Date.now(),

errorReason: “Device with ID

ok

observer.complete();
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H

switch (command.commandType) {
case CommandType.ENABLE:

return this._handleEnableCommand(command,
device);

case CommandType.DISABLE:

return  this._handleDisableCommand(command,
device);

case CommandType.GET_INFO:

return  this._handleGetiInfoCommand(command,
device);

case CommandType.GET_CONFIG:

return
this._handleGetConfigCommand(command, device);

case CommandType.SET_CONFIG:

return this._handleSetConfigCommand(command,
device);

case CommandType.READ_SENSORS:

return
this._handleReadSensorsCommand(command, device);

default:

return new
Observable<CommandResponse>((observer) => {

observer.next({
deviceld: command.deviceld,
requestld: command.requestld,
success: false,
timestamp: Date.now(),

errorReason: “Unsupported command type:
${command.commandType}",

b;

observer.complete();

b

private _handleEnableCommand(
command: Command,
device: Devicelnfo,

): Observable<CommandResponse> {

device.deviceStatus = DeviceStatus.ENABLED;

return new
Observable<CommandResponse>((observer) => {

observer.next({
deviceld: command.deviceld,
requestld: command.requestld,
success: true,
timestamp: Date.now(),
deviceStatus: DeviceStatus.ENABLED,

b

observer.complete();

b
}

private _handleDisableCommand(
command: Command,
device: Devicelnfo,

): Observable<CommandResponse> {

device.deviceStatus = DeviceStatus.DISABLED;

return new
Observable<CommandResponse>((observer) => {

observer.next({
deviceld: command.deviceld,
requestld: command.requestld,
success: true,
timestamp: Date.now(),

deviceStatus: DeviceStatus.DISABLED,
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3
observer.complete();
bk
}

private _handleGetInfoCommand(
command: Command,
device: Devicelnfo,

): Observable<CommandResponse> {

return new
Observable<CommandResponse>((observer) => {

observer.next({
deviceld: command.deviceld,
requestld: command.requestld,
success: true,
timestamp: Date.now(),
deviceStatus: device.deviceStatus,

bk

observer.complete();

b
}

private _handleGetConfigCommand(
command: Command,
device: Devicelnfo,

): Observable<CommandResponse> {

return new
Observable<CommandResponse>((observer) => {

const response: CommandResponse = {
deviceld: command.deviceld,
requestld: command.requestld,
success: true,

timestamp: Date.now(),

¥

if (device.deviceType === DeviceType.LAMP &&
device.lampConfig) {

response.lampConfig = device.lampConfig;
}elseif (

device.deviceType ===
DeviceType. GARAGE_DOOR &&

device.garageDoorConfig

){

response.garageDoorConfig =
device.garageDoorConfig;

}else {
response.success = false;
response.errorReason =

'‘No configuration available for this device type’;

observer.next(response);
observer.complete();
ok
}

private _handleSetConfigCommand(
command: Command,
device: Devicelnfo,

): Observable<CommandResponse> {
if ("command.newConfigData) {

return new
Observable<CommandResponse>((observer) => {

observer.next({
deviceld: command.deviceld,
requestld: command.requestld,
success: false,
timestamp: Date.now(),

errorReason: 'No configuration data provided',
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3
observer.complete();
bk
}

const response: CommandResponse = {
deviceld: command.deviceld,
requestld: command.requestld,
success: true,

timestamp: Date.now(),

%

if
device.deviceType === DeviceType.LAMP &&
command.newConfigData.lampConfig

M

device.lampConfig =
command.newConfigData.lampConfig;

response.lampConfig = device.lampConfig;

}else if (

device.deviceType ==
DeviceType. GARAGE_DOOR &&

command.newConfigData.garageDoorConfig

)

device.garageDoorConfig =
command.newConfigData.garageDoorConfig;

response.garageDoorConfig =
device.garageDoorConfig;

}else {
response.success = false;

response.errorReason = 'Invalid configuration for
this device type';

}

return new
Observable<CommandResponse>((observer) => {

observer.next(response);
observer.complete();
ok
}

private _handleReadSensorsCommand(
command: Command,
device: Devicelnfo,
): Observable<CommandResponse> {
if (
"
DeviceType. THERMOSTAT,
DeviceType.MOTION_SENSOR,
DeviceType.SMOKE_DETECTOR,
].includes(device.deviceType)

)

return new
Observable<CommandResponse>((observer) => {

observer.next({
deviceld: command.deviceld,
requestld: command.requestld,
success: false,
timestamp: Date.now(),
errorReason: 'Device does not have sensors',

bk

observer.complete();

b
}

const sensorData =
this._generateSensorData(device);

return new
Observable<CommandResponse>((observer) => {

observer.next({
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deviceld: command.deviceld,
requestld: command.requestld,
success: true,
timestamp: Date.now(),
sensorData: sensorData as SensorReading,

ok

observer.complete();

bk
}

private _generateSensorData(device: Devicelnfo) {
switch (device.deviceType) {
case DeviceType. THERMOSTAT:
return {
metadata: {},
sensorType: SensorType. TEMPERATURE,
temperature: {
celsius: randInt(18, 30) + Math.random(),
b
3
case DeviceType.MOTION_SENSOR:
return {
metadata: {},
sensorType: SensorType.MOTION,
motion: {
detected: Math.random() > 0.7,
b
I3
case DeviceType.SMOKE_DETECTOR:
return {
metadata: {3},
sensorType: SensorType.PROXIMITY,
proximity: {
detected: Math.random() > 0.9,

meters: Math.random() * 10,
}!
h3
default:

return null;

private _generateDeviceEvent(device: Devicelnfo):
DeviceEvent {

const eventsMap: Record<DeviceType, () =>
DeviceEvent> = {

[DeviceType.LAMP]: () => ({

deviceld: device.deviceld,

timestamp: Date.now(),

eventType: DeviceEventType.STATE_UPDATE,

stateUpdate: {
newState: Math.random() > 0.5 ? 'ON': 'OFF',
oldState: Math.random() > 0.5 ? 'OFF': 'ON/,
metadata: {

brightness: (Math.random() * 100).toFixed(2),

colorTemperature:
6500).toString(),

2
}

b,
[DeviceType. THERMOSTAT]: () => ({

randInt(2700,

deviceld: device.deviceld,
timestamp: Date.now(),

eventType:
DeviceEventType.SENSOR_READING,

sensorReading: {
metadata: {},
sensorType: SensorType. TEMPERATURE,

temperature: {
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celsius: randInt(18, 30) + Math.random(),
b
b
b,
[DeviceType.MOTION_SENSOR]: () => ({
deviceld: device.deviceld,
timestamp: Date.now(),

eventType:
DeviceEventType.SENSOR_READING,

sensorReading: {
metadata: {},
sensorType: SensorType.MOTION,
motion: {
detected: Math.random() > 0.7,
b
h
b
[DeviceType.SMOKE_DETECTOR]: () => ({
deviceld: device.deviceld,
timestamp: Date.now(),

eventType:
DeviceEventType.SENSOR_READING,

sensorReading: {
metadata: {},
sensorType: SensorType.PROXIMITY,
proximity: {
detected: Math.random() > 0.9,
meters: Math.random() * 10,
b
b
b
[DeviceType. GARAGE_DOOR]: () => ({
deviceld: device.deviceld,

timestamp: Date.now(),

eventType: DeviceEventType.STATE_UPDATE,
stateUpdate: {

newState: Math.random() > 0.5 ? 'OPEN' :
'CLOSED,

oldState: Math.random() > 0.5 ? 'CLOSED' :
'OPEN/,

metadata: {
position: (Math.random() * 100).toFixed(2),
b
}
ol
[DeviceType.UNRECOGNIZED]: () => ({
deviceld: device.deviceld,
timestamp: Date.now(),
eventType: DeviceEventType.ERROR_ALERT,
errorAlert: {
msg: ‘Unknown device type',
code: 'UNRECOGNIZED_ DEVICE/,
metadata: {3},
}
b
X

return eventsMap[device.deviceType]();

}
}

src/iot-connections/devices-config.ts
import {

Devicelnfo,

DeviceType,

DeviceState,

DeviceStatus,

} from 'src/proto/iot’;
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type DeviceConfig = {

devices: Devicelnfo[];

¥

export const devicesConfig: DeviceConfig = {
devices: [

{
deviceld: 'lamp-001',
deviceType: DeviceType.LAMP,
deviceState: DeviceState. ONLINE,
deviceStatus: DeviceStatus.ENABLED,
reportintervalMs: 20_000,
lampConfig: {

brightness: 0.8,
colorTemperature: 4000,

b

h

{
deviceld: ‘thermostat-001',
deviceType: DeviceType. THERMOSTAT,
deviceState: DeviceState. ONLINE,
deviceStatus: DeviceStatus. ENABLED,
reportintervalMs: 15_000,

b

{

deviceld: 'motion-sensor-001',
deviceType: DeviceType.MOTION_SENSOR,
deviceState: DeviceState. ONLINE,
deviceStatus: DeviceStatus. ENABLED,
reportintervalMs: 10_000,

h

{

deviceld: 'smoke-detector-001',

deviceType: DeviceType.SMOKE_DETECTOR,
deviceState: DeviceState. ONLINE,
deviceStatus: DeviceStatus. ENABLED,
reportintervalMs: 50000,

}

{
deviceld: 'garage-door-001',
deviceType: DeviceType. GARAGE_DOOR,
deviceState: DeviceState. ONLINE,
deviceStatus: DeviceStatus. ENABLED,
reportintervalMs: 5000,
garageDoorConfig: {

moveDurationMs: 10000,

}

+

deviceld: 'lamp-002',
deviceType: DeviceType.LAMP,
deviceState: DeviceState.OFFLINE,
deviceStatus: DeviceStatus.DISABLED,
reportintervalMs: 5000,
lampConfig: {
brightness: 0.5,
colorTemperature: 2700,
}
}
{
deviceld: 'motion-sensor-002',
deviceType: DeviceType.MOTION_SENSOR,
deviceState: DeviceState. MAINTENANCE,
deviceStatus: DeviceStatus.ENABLED,
reportintervalMs: 2000,
}
1
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src/main.js

import { createApp } from 'vue'
import App from "./App.vue'

import router from "./router’

import Toast from "vue-toastification™;

import "vue-toastification/dist/index.cs

import '@mdi/font/css/materialdesignicons.css'

const app = createApp(App)

/I Toast notification options

const toastOptions = {
position: "top-right",
timeout: 5000,
closeOnClick: true,
pauseOnFocusLoss: true,
pauseOnHover: true,
draggable: true,
draggablePercent: 0.6,
showCloseButtonOnHover: false,
hideProgressBar: false,
closeButton: "button",
icon: true,

rtl: false

j2

app.use(router)
app.use(Toast, toastOptions)
app.mount(‘#app")

src/services/ApiService.js

s

/**

* API Service for communicating with the 10T Control
Service backend

* This service handles all HTTP requests to the backend
API

*/

import authService from "./AuthService';

class ApiService {
constructor() {

this.baseUrl = process.env.VUE_APP_API_URL ||
‘http://localhost:3000';

}

/**

* Make a request to the API

* @param {string} endpoint - API endpoint
* @param {Object} options - Fetch options
* @returns {Promise<any>} - Response data
*/
async request(endpoint, options = {}) {

const url = “${this.baseUrI}${endpoint};

const headers = {
'‘Content-Type": 'application/json’,
...options.headers

h

/I Add authorization header if user is authenticated
if (authService.isAuthenticated()) {
const authHeader = authService.getAuthHeader();

Obiject.assign(headers, authHeader);

}

const config = {
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...options,

headers

%

try {

const response = await fetch(url, config);

if ('response.ok) {
const error = await response.json();

throw new Error(error.message || 'APIl request
failed";

}

return await response.json();
} catch (error) {
console.error('API request error:', error);
throw error;
}
}

/I Device endpoints

[
* Get all devices

* @param {Object} params - Query parameters
* @returns {Promise<Array>} - List of devices
*/

async getDevices(params = {}) {

const queryParams = new
URLSearchParams(params).toString();
const endpoint = “/devices${queryParams ?

*?${queryParams}" : "}’;
return this.request(endpoint);

}

/**

* Get a device by ID
* @param {string} id - Device ID
* @returns {Promise<Object>} - Device data
*/
async getDevice(id) {
return this.request(*/devices/${id});
}

/**

* Create a new device
* @param {Object} deviceData - Device data
* @returns {Promise<Object>} - Created device
*/
async createDevice(deviceData) {
return this.request('/devices', {
method: 'POST",
body: JSON.stringify(deviceData)
b
}

/**

* Update a device
* @param {string} id - Device ID
* @param {Object} deviceData - Updated device data
* @returns {Promise<Object>} - Updated device
*/
async updateDevice(id, deviceData) {
return this.request("/devices/${id}", {
method: 'PATCH',
body: JSON.stringify(deviceData)
ok
}
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[
* Delete a device

* @param {string} id - Device ID

* @returns {Promise<Object>} - Response data
*/
async deleteDevice(id) {

return this.request(*/devices/${id}", {

method: 'DELETE'

bk

}

/I Device Types endpoints

[Hx
* Get all device types

* @returns {Promise<Array>} - List of device types
*/
async getDeviceTypes() {

return this.request(‘/devices-types’;

}

/**

* Get a device type by ID
* @param {number} id - Device type ID
* @returns {Promise<Object>} - Device type data
*/
async getDeviceType(id) {
return this.request("/devices-types/${id}");
}

/I Device Locations endpoints

/**

* Get all device locations

* @returns {Promise<Array>} - List of device
locations

*/
async getDeviceLocations() {

return this.request('/devices-locations');

}

/I Device Events endpoints

/**

* Get device events with optional filtering

* @param {Object} params - Query parameters for
filtering events

* @param {string} params.search - Search term for
filtering events

* @param {number} params.limit - Maximum

number of events to return

* @param {number} params.offset - Offset for
pagination

* @param {string} params.from - Start date for
filtering (ISO format)

* @param {string} params.to - End date for filtering
(1SO format)

* @param {string} params.device_id - Filter events by
device ID

* @param {string} params.event - Filter events by
event type

* @returns {Promise<Array>} - List of device events
*/
async getDeviceEvents(params = {}) {

const queryParams =
URLSearchParams(params).toString();

new

const endpoint = “/devices-events${queryParams ?
“?${queryParams}" : "}’;

return this.request(endpoint);

}

/**
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* Get a device event by ID

* @param {string} id - Event ID

* @returns {Promise<Object>} - Device event data
*/

async getDeviceEvent(id) {

return this.request("/devices-events/${id});

}

/I Auth endpoints

/**

* Login user
* @param {Object} credentials - User credentials
* @param {string} credentials.login - User login

* @param {string} credentials.password - User
password

* @returns {Promise<Object>} - Authentication data
*/
async login(credentials) {
const response = await this.request(‘/auth/signin’, {
method: 'POST",
body: JSON.stringify(credentials)

IOk

/I Store authentication data

authService.login(response);

return response;

}

/**
* Register new user

* @param {Object} userData - User data

* @param {string} userData.login - User login

* @param {string} userData.password - User

password

* @returns {Promise<Object>} - Authentication data
*/
async signup(userData) {
const response = await this.request(‘/auth/signup’, {
method: 'POST’,
body: JSON.stringify(userData)

H

/Il Store authentication data

authService.login(response);

return response;

}

/**
* Refresh authentication token

* @returns {Promise<Object>} - New authentication

data

*/
async refreshToken() {
if (lauthService.isAuthenticated()) {

throw new Error('Not authenticated");

}

const response = await this.request(*/auth/refresh’, {

method: 'POST'
b}

/I Update authentication data

authService.login(response);

return response;
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/**

* Get user profile

* @returns {Promise<Object>} - User profile data
*/

async getProfile() {

return this.request('/auth/profile’);

}

/I Triggers endpoints

/**

* Get all triggers

* @returns {Promise<Array>} - List of triggers
*/

async getTriggers() {

return this.request('/triggers’);

}

/**

* Get a trigger by ID
* @param {number} id - Trigger ID
* @returns {Promise<Object>} - Trigger data
*/
async getTrigger(id) {
return this.request( /triggers/${id}");
}

/**

* Get triggers for a specific device
* @param {string} deviceld - Device ID

* @returns {Promise<Array>} - List of triggers for the
device

*/
async getDeviceTriggers(deviceld) {

return
this.request("/triggers?device_id=${deviceld}");

}

/**

* Create a new trigger
* @param {Object} triggerData - Trigger data
* @returns {Promise<Object>} - Created trigger
*/
async createTrigger(triggerData) {
return this.request('/triggers’, {
method: 'POST",
body: JSON.stringify(triggerData)
b
}

/**

* Update a trigger
* @param {number} id - Trigger ID
* @param {Object} triggerData - Updated trigger data
* @returns {Promise<Object>} - Updated trigger
*/
async updateTrigger(id, triggerData) {
return this.request("/triggers/${id}", {
method: 'PATCH/,
body: JSON.stringify(triggerData)
ok
}

/**

* Delete a trigger

* @param {number} id - Trigger ID

3m. | Apk. Ne noxym. IMigmuc | dara

Apk.

TAJIIL.467200.007 /14 "




* @returns {Promise<Object>} - Response data
*/
async deleteTrigger(id) {
return this.request("/triggers/${id}", {
method: 'DELETE'
bk
}

/I Connection Adapters endpoints

/**

* Get all connection adapters

* @returns {Promise<Array>} - List of connection
adapters

*/
async getAdapters() {

return this.request('/connections-adapters');

}

[Hx
* Get a connection adapter by ID
* @param {string} id - Adapter 1D
* @returns {Promise<Object>} - Adapter data
*/
async getAdapter(id) {
return this.request(*/connections-adapters/${id}");

}

Jx
* Create a new connection adapter

* @param {Object} adapterData - Adapter data

* @returns {Promise<Object>} - Created adapter
*/

async createAdapter(adapterData) {

return this.request('/connections-adapters', {
method: 'POST’,
body: JSON .stringify(adapterData)
ok
}

/**

* Update a connection adapter
* @param {string} id - Adapter ID

* @param {Object} adapterData - Updated adapter
data

* @returns {Promise<Object>} - Updated adapter
*/
async updateAdapter(id, adapterData) {
return this.request(/connections-adapters/${id}", {
method: 'PATCH/,
body: JSON.stringify(adapterData)
b
}

[
* Delete a connection adapter
* @param {string} id - Adapter ID
* @returns {Promise<Object>} - Response data
*/
async deleteAdapter(id) {
return this.request(/connections-adapters/${id}", {
method: 'DELETE'
ok
}
}

/I Create a singleton instance

const apiService = new ApiService();
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export default apiService;

src/services/AuthService.js

/**

*  Authentication  Service for

authentication

handling  user

* This service handles login, logout, token storage, and
authentication state

*/

class AuthService {
constructor() {
this.tokenKey = 'auth_token’;
this.userKey = ‘auth_user’;
this.expiresKey = ‘auth_expires';

}

/**

* Login user and store authentication data

* @param {Object} authData - Authentication data
from the server

* @param {string} authData.access_token - JWT
token

* @param {number} authData.expires_in - Token
expiration time in seconds

* @param {Object} authData.user - User data
*/
login(authData) {

const { access_token, expires_in, user } = authData;

/I Calculate expiration time

const expiresAt = new Date().getTime() + expires_in
*1000;

/I Store authentication data in localStorage

localStorage.setltem(this.tokenKey, access_token);

localStorage.setltem(this.userKey,
JSON.stringify(user));

localStorage.setltem(this.expiresKey,
expiresAt.toString());

return true;

}

[Hx
* Logout user and remove authentication data
*/

logout() {
localStorage.removeltem(this.tokenKey);
localStorage.removeltem(this.userKey);

localStorage.removeltem(this.expiresKey);

return true;

}

/**

* Check if user is authenticated

* @returns {boolean} True if user is authenticated,
false otherwise

*/
isAuthenticated() {
const token = this.getToken();

const expiresAt = this.getExpiresAt();

if (Itoken || texpiresAt) {
return false;

}

/I Check if token is expired

return new Date().getTime() < parselnt(expiresAt);
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/**

* Get authentication token

* @returns {string|null} JWT token or null if not
authenticated

*/
getToken() {

return localStorage.getltem(this.tokenKey);

}

/**

* Get user data

* @returns {Objectjnull} User data or null if not
authenticated

*/
getUser() {
const userJson = localStorage.getltem(this.userKey);

return userJson ? JSON.parse(userJson) : null;

}

/**

* Check if the current user is an admin

* @returns {boolean} True if user is an admin, false
otherwise

*/
isAdmin() {
const user = this.getUser();

/I Check if the login contains ‘admin' or if it's a
specific admin account

return user && (user.login.includes(‘admin’) ||
user.login === 'test-admin’);

}

/**

* Get token expiration time

*  @returns  {string|null} Expiration time in
milliseconds since epoch or null if not authenticated

*/
getExpiresAt() {

return localStorage.getltem(this.expiresKey);

}

/**

* Get authorization header

* @returns {Object|null} Authorization header or null
if not authenticated

*/
getAuthHeader() {
const token = this.getToken();

return token ? { 'Authorization’: "Bearer ${token}" }:
null;

}
}

/I Create a singleton instance

const authService = new AuthService();

export default authService;
src/services/WebSocketService.js

/**

* WebSocket Service for connecting to the 10T Control
Service backend

* This service handles WebSocket connections,
reconnection logic, and event handling

*/

import authService from "./AuthService';

class WebSocketService {
constructor() {
this.socket = null;

this.triggersSocket = null;
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this.isConnected = false;
this.isTriggersConnected = false;
this.reconnectAttempts = 0;
this.maxReconnectAttempts = 5;
this.reconnectTimeout = null;
this.triggersReconnectTimeout = null;
this.eventHandlers = new Map();
this.triggersEventHandlers = new Map();

this.baseUrl =
process.env.VUE_APP_WEBSOCKET_URL |
‘ws://localhost:3000/devices/ws';

this.triggersUrl
process.env.VUE_APP_TRIGGERS_WEBSOCKET_
URL || ‘'ws://localhost:3000/triggers/ws';

}

/**

* Connect to the WebSocket server

* @returns {Promise} Resolves when connected,
rejects on error

*/
connect() {
return new Promise((resolve, reject) => {
if (this.socket && this.isConnected) {
resolve();

return;

}

/I Add authentication token to WebSocket URL if
user is authenticated

let url = this.baseUrl;

if (authService.isAuthenticated()) {
const token = authService.getToken();
/I Add token as query parameter
url = “${url}?token=${token};

}

this.socket = new WebSocket(url);

this.socket.onopen = () => {
console.log('WebSocket connected');
this.isConnected = true;
this.reconnectAttempts = 0;

resolve();

¥

this.socket.onclose = (event) => {

console.log("WebSocket disconnected:

${event.code} ${event.reason}’);

this.isConnected = false;

this._attemptReconnect();

h

this.socket.onerror = (error) => {
console.error("WebSocket error:', error);
reject(error);

j3

this.socket.onmessage = (event) => {
try {
const data = JSON.parse(event.data);
this._handleMessage(data);
} catch (error) {

console.error('Error parsing WebSocket

message:', error);

}
%
IOk
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/**

* Disconnect from the WebSocket server
*/
disconnect() {
if (this.socket) {
this.socket.close();
this.socket = null;

this.isConnected = false;

}

if (this.reconnectTimeout) {
clearTimeout(this.reconnectTimeout);

this.reconnectTimeout = null;

}
}

/**
* Subscribe to device events
* @param {Object} options Subscription options

* @param {string} options.deviceld Optional device
ID to filter events

* @param {string} options.event Optional event type
to filter events

* @returns {string} Subscription 1D
*/

subscribeToEvents(options = {}) {
if (Ithis.isConnected) {

throw new Error("WebSocket not connected');

}

const subscriptionld = this._generateld();
const message = {
event: 'subscribe’,

data: {

subscriptionld,
deviceld: options.deviceld || null,

event: options.event || null,

}
¥

this.socket.send(JSON.stringify(message));

return subscriptionld,;

}

/**

* Register an event handler
* @param {string} eventType Event type to handle
* @param {Function} handler Handler function
*/
on(eventType, handler) {
if (Ithis.eventHandlers.has(eventType)) {
this.eventHandlers.set(eventType, []);

}
this.eventHandlers.get(eventType).push(handler);

}

/**

* Remove an event handler
* @param {string} eventType Event type

* @param {Function} handler Handler function to
remove

*/
off(eventType, handler) {

if (Ithis.eventHandlers.has(eventType)) return;

const handlers = this.eventHandlers.get(eventType);

const index = handlers.indexOf(handler);
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if (index '==-1) {
handlers.splice(index, 1);
}
}

/**

* Handle incoming WebSocket messages
* @private

* @param {Object} data Message data
*/

_handleMessage(data) {

/I Handle both standard message format and NestJS
WsAdapter format

let eventData = data;

/I'1f the message has a data property and it's an object,
it might be in NestJS WsAdapter format

if (data.data && typeof data.data === "object’) {

/I Extract the event data from the data property and
preserve device_id if it exists

eventData = {
...data.data,
event: data.event,

/I Preserve device_id from the original data if it
exists and is not in data.data

device_id: data.data.device_id || data.device_id,
/I Ensure data is properly set
data: data.data.data || data.data
I3
}

/I Emit the event to all registered handlers
if (this.eventHandlers.has('message")) {

this.eventHandlers.get('message').forEach(handler
=> handler(eventData));

}

/I Emit specific event type if available

if (eventData.event &&
this.eventHandlers.has(eventData.event)) {

this.eventHandlers.get(eventData.event).forEach(handl
er => handler(eventData));

¥
¥

/**

* Attempt to reconnect to the WebSocket server
* @private

*/

_attemptReconnect() {

if (this.reconnectAttempts >=
this.maxReconnectAttempts) {

console.error('Maximum  reconnection  attempts
reached");

return;

}

this.reconnectAttempts++;

const delay = Math.min(1000 * Math.pow(2,
this.reconnectAttempts), 30000);

console.log("Attempting to reconnect in ${delay}ms
(attempt
${this.reconnectAttempts}/${this.maxReconnectAttem

pts}));

this.reconnectTimeout = setTimeout(() => {
this.connect().catch(error => {
console.error('Reconnection failed:', error);
ok
}. delay);
}
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/**

* Connect to the triggers WebSocket server

* @returns {Promise} Resolves when connected,
rejects on error

*/
connectToTriggers() {

return new Promise((resolve, reject) => {

if (this.triggersSocket &&
this.isTriggersConnected) {
resolve();
return;
}

/I Add authentication token to WebSocket URL if
user is authenticated

let url = this.triggersUrl;

if (authService.isAuthenticated()) {
const token = authService.getToken();
/I Add token as query parameter
url = "${url}?token=${token};

}

this.triggersSocket = new WebSocket(url);

this.triggersSocket.onopen = () => {
console.log('Triggers WebSocket connected’);
this.isTriggersConnected = true;
this.reconnectAttempts = 0;

resolve();

¥

this.triggersSocket.onclose = (event) => {

console.log("Triggers WebSocket disconnected:
${event.code} ${event.reason}’);

this.isTriggersConnected = false;

this._attemptTriggersReconnect();

%

this.triggersSocket.onerror = (error) => {
console.error('Triggers WebSocket error:', error);
reject(error);

¥

this.triggersSocket.onmessage = (event) => {
try {
const data = JSON.parse(event.data);
this._handleTriggersMessage(data);
} catch (error) {

console.error('Error parsing Triggers WebSocket
message:', error);

}
X
b
}

[
* Disconnect from the triggers WebSocket server
*/
disconnectFromTriggers() {

if (this.triggersSocket) {
this.triggersSocket.close();
this.triggersSocket = null;
this.isTriggersConnected = false;

}

if (this.triggersReconnectTimeout) {
clearTimeout(this.triggersReconnectTimeout);

this.triggersReconnectTimeout = null;
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/**

* Subscribe to trigger events
* @param {Object} options Subscription options

* @param {string} options.deviceld Optional device
ID to filter events

* @returns {string} Subscription 1D
*/

subscribeToTriggers(options = {}) {
if (1this.isTriggersConnected) {

throw new Error(‘Triggers WebSocket not
connected");

}

const subscriptionld = this._generateld();
const message = {
event: 'subscribe’,
data: {
subscriptionlid,
deviceld: options.deviceld || null
}
I3

this.triggersSocket.send(JSON.stringify(message));

return subscriptionld;

}

/**

* Register a trigger event handler
* @param {string} eventType Event type to handle
* @param {Function} handler Handler function

*/

onTrigger(eventType, handler) {
if (Ithis.triggersEventHandlers.has(eventType)) {

this.triggersEventHandlers.set(eventType, []);
}

this.triggersEventHandlers.get(eventType).push(handle
r;

}

/**

* Remove a trigger event handler
* @param {string} eventType Event type

* @param {Function} handler Handler function to
remove

*/
offTrigger(eventType, handler) {

if ('this.triggersEventHandlers.has(eventType))
return;

const handlers =
this.triggersEventHandlers.get(eventType);

const index = handlers.indexOf(handler);

if (index 1=="-1) {
handlers.splice(index, 1);
}
}
/**

* Handle incoming trigger WebSocket messages
* @private
* @param {Object} data Message data
*/
_handleTriggersMessage(data) {
/I Emit the event to all registered handlers

if (this.triggersEventHandlers.has('message")) {
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this.triggersEventHandlers.get('message’).forEach(hand
ler => handler(data));

}

/I Emit specific event type if available

if (data.event &&
this.triggersEventHandlers.has(data.event)) {

this.triggersEventHandlers.get(data.event).forEach(han
dler => handler(data));

}
}

/**

* Attempt to reconnect to the triggers WebSocket
server

* @private
*/
_attemptTriggersReconnect() {

if (this.reconnectAttempts >=
this.maxReconnectAttempts) {

console.error('Maximum  reconnection
reached for triggers WebSocket");

attempts

return;

}

this.reconnectAttempts++;

const delay = Math.min(1000 * Math.pow(2,
this.reconnectAttempts), 30000);

console.error('Triggers WebSocket
failed:', error);

b
}. delay);
}

/**

reconnection

* Generate a random ID for subscriptions

* @private

* @returns {string} Random ID
*/

_generateld() {

return Math.random().toString(36).substring(2, 15) +
Math.random().toString(36).substring(2, 15);

}
}

/I Create a singleton instance

const webSocketService = new WebSocketService();

export default webSocketService;

src/router/index.js

import { createRouter, createWebHistory } from ‘'vue-

router'

import authService from '../services/AuthService'

// Use dynamic imports for code splitting

const HomeView = 0 => import(/*

console.log(CAttempting to reconnect to triggers webpackChunkName: "home" */
WebSocket in ${delay}ms (attempt '../views/HomeView.vue')

${this.reconnectAttempts}/${this.maxReconnectAttem ) ) )

pts})); const  DevicesView = () =>  import(/*

webpackChunkName: "devices" */
"..Iviews/DevicesView.vue")

this.triggersReconnectTimeout = setTimeout(() => { const  EventsView = 0 => import(/*

. . webpackChunkName: "Tomii» */
this.connectToTriggers().catch(error => { ' Iviews/EventsView.vue’)
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const  TriggersView = () =>  import(/* }
webpackChunkName: "triggers" */
"..Iviews/TriggersView.vue') {
const AdaptersView = () =>  import(/* path: /adapters’,
webpackChunkName: "adapters" */ - 'adapters'
..views/AdaptersView.vue') name: agapeers,
- . component: AdaptersView,
const LoginView = 0 => import(/* P P
webpackChunkName: "auth" */ meta: { requiresAuth: true }
"..Iviews/LoginView.vue') )
const  SignupView = 0 => import(/* ’
webpackChunkName: “auth" */ {
.Iviews/SignupView.vue') path: Ylogin’,
name: 'login’,
const routes = [ component: LoginView,
{ meta: { guest: true }
ath: '/,
p },
name: 'home’,
{
component: HomeView, path: "/signup’,
meta: { requiresAuth: true } name: 'signup’,
b component: SignupView,
{ meta: { guest: true }
path: ‘/devices’, }
name: 'devices, ]
component: DevicesView,
meta: { requiresAuth: true } const router = createRouter({
h history: createWebHistory(process.env.BASE_URL),
{ routes
ath: ‘/events',
P )
name: ‘events’,
component: EventsView, /I Navigation guard to check authentication
meta: { requiresAuth: true } router.beforeEach((to, from, next) => {
h const requiresAuth = to.matched.some(record =>
{ record.meta.requiresAuth)
path: '/triggers’, const isGuestRoute = to.matched.some(record =>
record.meta.guest)
name: 'triggers’, . . e .
const isAuthenticated = authService.isAuthenticated()
component: TriggersView,
meta: { requiresAuth: true }
Apk.
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/I 1f route requires auth and user is not authenticated,
redirect to login

if (requiresAuth && lisAuthenticated) {
next({
path: /login’,
query: { redirect: to.fullPath }
b
}

/I'If guest route and user is authenticated, redirect to
home

else if (isGuestRoute && isAuthenticated) {
next({ path: '/'})

}

/I Otherwise, proceed as normal

else {
next()

}

by

export default router;
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