PO3CJIIIVBAHHA IHLTUJEHTIB IHOOPMALIIHHOI FE3IIEKH

TakuMm 4MHOM, BiIMOBA Yy BIAIIKOIYBaHHI IIKOJM BHACIIJOK CAaMOOOMOBH BHSBISETHCS HEBIAMOBIIHOI LIOI0
CIPaBEITUBOCTI BUMOTO10. TaKOXK 1010 CIPaBETUBOCTI KOMITEHCAIIIT IIKO/IH, TO 3aJIe)KHO BiJl CPaBU Ta XapakTepy
It ocoOm, IO BiTHOCATHCA IO CaMOOOMOBH, MOJIMBI Ha PO3Cy[ CYAy Taki Aii: KOMIEHcAIlisl, peCTHTYLis abo
coriajbHa I0IoMora.

BceranoBmroroun caM00OMOBY MiACTaBOO, M0 M030aBisie 0co0y IpaBa Ha BiOIIKOAYBAaHHS IIKOIH, NIEpKaBa HE
CTBOpPIJIA HAIIITHOTO Ta III0YOT0 MEXaHi3MY 3aXHCTy JIOAWHHU BiJ iCHYI0uoro 0e33akoHHs. 3TiTHO 3 UM, BBaYKArO
MPaBUILHUM BUKIIOUHTH 4. 4 cT. 1176 LuBinpHOTO KOJEKCY YKpaiHHM, IO BH3HAYaE€ CaMOOOMOBY Ii/ICTaBOIO, IIO
mo306aBisie MpaBa 0coOM Ha BiNIIKOAYBAaHHA MIKOIHM B KPUMiHATHHOMY CYIOYHHCTBI.
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Anomayisn: Po3kpuTa CyTHiCTh NOHATTA iHUMAEHT iHdopmaniiinoi Oesnexu. IlpogemoncTpoBaHO Mpouec
po3cainyBaHHs iHuAeHTIB iHpopManiinoi Oe3nexkn Ha eTanax iHiNiIOBAHHS, ePeBiPKH HOJITHKH 0e3NeKH,
(popmyBanns rpynu, 30upanns gaxisuis, aHai3y Ta CKIaJaHHA 3BITIiB.

Summary: The article shows the essence concept of information security incident. It demonstrates the
process of investigating security incidents on the stages of initiation, verification of security policy, forming
groups of experts gathering, analysis and reporting.

Kniouosi cnosa: InumaenTu indopmaniiinoi 6e3nexu, noaitnka oe3nexku.

I Beryn

OCHOBHOIO METOI0 CTBOPEHHs cucTeMu iHpopmauiitnoi O6esnexn (IB) opraHizauii € 3HMKEHHS PH3MKIB 100
iH(pOpMaIiHHUX aKTHBIB 1 3MCHIIICHHS HEraTUBHUX HACHIIKIB Bij mMoxinuBux iHnuaeHtiB Ib. [Ipouec ympaBmiHHsS
iamunentamMu  iHGopmariitHoi Oesmekn (YIIB) — ximrouoBmit mpormec y cuctemi iH(opmariiiHoi Oesmeku. Bin
BkimoueHnit 1o pexomenaaniit ITIL (Information Technology Infrastructure Library) i cranmapty ISO/IEC 27002
[4].

Haiibinpmn cxmamamM mutasHsM B mporieci YIIB € poscmimyBanHs iHIMIEHTIB Oesmeku. Ale, Ha Kajb,
PO3CIiIyBaHHIO IHIIMIACHTIB B OpraHi3amiix MPHUIUIAIOTE HEJOCTATHIO yBary. SIK TUNBKM HACHAKHM IHIWICHTY
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yCyHeHi Ta Oi3HeC MPOIecH BiJHOBJICHI, HOAAIBIII il 00 PO3CIiyBaHHS IHIMICHTY 1 3A1HCHEHHS KOPEKTYIOUHX 1
MPEBEHTHBHUX 3aX0JiB HE BUKOHYIOThCS [ 1].

Po3scrigyBanHIO iHIMACHTIB Oe3neku MpHUCBsYeHHI poboTn PenoroBa M. M., Yoppena Kpysa, /xes Xeiizepa,
T'ony6esa B. O., I'aBnoscekoro B. /1., [[umbantoka, B. C., Bexosa B. b. Ta iHmux.

Po3scnigyBaHHs BUIMAIKiB TOPYIICHHS TIOJMITHKH Oe3MeKH, HeOe3MeuyHnX Ta Henepen0adeHuX MoAii, 3MiHCHEHHS
aHai3y MPUYMH, IO TPU3BEIH 10 HHUX, CYNPOBOPKEHHS OAaHKY HaHWX TaKWX TOAIH € HEBiJ €MHOI0 (QYHKIIIEIO
CIyxOm 3axucTy iHpopMamii mia Jac eKcIulyaTamii KOMIDIEKCHOI CHCTEeMH 3aXHCTy [2], aye me He IO0CTaTHbO
METOJIMYHO 1 HAYKOBO 3a0e3IedeHi, caMe TOMY iM OyJie pHUCBsiueHa OCHOBHA yBara y JaHiil CTaTTi.

Meta po6oTH: TOKa3aTH BaXJIHMBICTH HPOIECY PO3CIiAYyBaHHs iHIUACHTIB 1B, MpoaeMOHCTpYBAaTH METOIUKY
po3ciigyBaHHs iHIUAEHTIB 1b.

II Onuc npodjaemu

Ha pmanwii MOMEHT mpoIlec YIpaBiHHS IHIHISHTaAMH 1HQOpMAIiiHOI Oe3MeKH periaMeHTYEThCS JOCTAaTHHOIO
KUTbKICTIO HOPMAaTHBHUX JOKYMEHTIB Ta pekomeHmanii. HaiOimem Bimomumu cepen Hux €: ISO/IEC 27001,
ISO/IEC 27002, ISO/IEC TR 18044, CMU/SEI-2004-TR-015, NIST SP 800-61, NIST SP 800-12, ITU-T E.409,
RFC 2350 Ta iami.

VY mixknapoguomy crangapti ISO/IEC TR 18044 [3] HaBeneHO HACTYIHI BU3HAUYCHHS:

noodis ingopmayiiunoi Oesnexu (information security event) — ineHTU(IKOBAaHUN BUIANOK CTaHy CUCTEMH abo
Mepexi, 1110 BKa3ye Ha MOXKJIMBE MOPYIICHHS MOJIITHKK iH(opMaliitHol Oe3nexu abo BiIMOBY 3aco0iB 3axucTy, abo
paHillic HEeBiZJOMa CHUTYaIlisl, SKa MOXKe OYTH ICTOTHOIO JIJIsl O€3MeKH;

iHyudenm ingpopmayitinoi 6esnexu (information security incident) — oguHUYHA TOMisA a0 psii HeOaKAHHX 1
HerepeadayeHnx 1Moii iHpopMaliifHoi Ge3neku, yepes siki icHye HMOBIpHICTh KoMnpoMmeTalii Oi3Hec-iHpopmarii i
3arpos3u iHdopmariitHii 6e3meri.

IHnunentyn 1b MoxxyTh OyTH HaBMUCHUMH (HECAaHKI[IOHOBAaHHN JTOCTYTI 10 iHPOpPMaNifHIX aKTHUBIB, HE3aKOHHUH
MOHITOPHUHT iH(OPMAIIHOT CHUCTEMH, 3aIyCK IIKI[UIMBUX TporpaM, oOMaH B o0jacTi mocimyr 3BSBKY (dpor,
BUKpaIeHHs Tpadiky)) ado BUMAAKOBUMHU (IOMUIIKH KOPUCTYBauiB KoMt 1oTepHOi cuctemu (KC), Bumaakosi 3001 B
po6oti KC, miniit 38°13Ky, CHCTEM eHEepro30epeXeHHs).

HasBHicTh iHIMzAeHTIB iH(popMauiitHoi Oe3nekr poOUTh HEOOXiAHUM e(QEeKTUBHE YNPABIIHHS HUMH ILIIXOM
crBopenHs cuctemu Y1Ib. Merta ynpasiiHHs iHIHACHTaMH O€3MeKu:

- BIJIHOBIICHHSI HOpMaJIbHOT POOOTH CIIy’)K0 B HAMKOPOTILI TEPMiHH;

- 3BeJIeHHs JI0 MIHIMyMY BIUIMBY IHI[MJICHTIB Ha poOOTY OpraHi3arii;

- 3a0e3neyueHHs 3J1aro/HKeHOI 00pOOKH BCIX IHIUIEHTIB 1 3aITUTIB 00CIYrOBYBaHHS;

- 30CEpeKEHHSI PeCypCiB MIATPUMKH Ha HAHOLIBIN BAKIMBIIINX HAMPsIMaX;

- HaJaHHA BIJOMOCTEH, IO JO3BOJISIIOTH ONITUMI3yBaTH MPOIECH MiATPUMKH, 3SMEHIITUTH KiIbKICTh 1HIIHMICHTIB 1
CIUTAaHYBaTH YOpaBIiHHA [1].

B crargapti ISO/IEC TR 18044 nns nocsruenns metu Y1Ib BukopucroByetbes nukitiaaa moaens PDCA. [lana
MOJIeNIb Tepeidadae YOTHPH OKPEMHX €TanM YIpPaBIiHHS: IUIAHYBaHHS, CGKCIUIyaTallis, aHali3 1 IOKpaIleHHS
npouecy (puc. 1).

ILnanysanag IHoxpamennsa
BHIiTeHHT TIOOCEKHX | MaTepiansHmEX pecypcie. VaromkeHHT i anmpoaris moKpameHHs.
Po3po0ka CXeMH YIIPABTiHHS {HIHIEHTAMH. Tlepexia Ha CTajil IAHYBAHHA [IPOLIECY
Pospobka i 3aTBep/iKeHHA oOpradizamiiiHo- | BIIPOBA/AKCHHA [OKPAIIEHH.
PETTaMEHTYIOUHX JTOKYMEHTIB. ™
HapuaHHs mepcoHany Ta anpoGamis oGpaHoi

CXeMH pearyBaHHA Ha iHITHIeHTH. A

Excnayarania AnaJgis

A
BHARNSHHA Ta ileHTHGIKANIA IHITHISHTY .

TlonepenHiH aHATI3 iHIHISHTY. Anari .
- HaTi3 MeTpHK edeKTHBHOCTI J0CATHEHHS
IlodaTkoBe pearyBaHHd Ha iHIIHIEHT. - . b X
» mirei npouecis.

PearyeaHHA Ha {HITHIEHT. Cal Amamis B " - i
Po3crizyBamms i eHy. P;ﬂn;z;nryz:m.saumq%ﬂem oci6.
AHATI3 B enTy. D pexoMeHIaniH.

Pospobka pekoMeHIaliH.

AHaTi3 MeTpHE BHy IpilIHEO] edeKTHEHOCTL
IpOIECIB.

Pucynok 1 - IIpouec YIIb
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OxHUM i3 KIIFOYOBHX MNPOLECIB HAa €Tami eKCIuTyaTaulii € po3ciiayBaHHS iHUMAeHTIB. Ilepmr HiX nepeiitn 1o
PO3KPHUTTS TIPOILECY PO3CHiAyBaHHS IHIMJICHTIB OE3MEKH, NPOAHATI3YEMO CYTHICTh TMOHATTS IHIMJCHT
iHdopmariitHoi 6e3nexu. ['padivna inTeprnpeTamist moHATTS iHIMAEHT Ib HaBeneHo Ha puc. 2.

OCHOBHMM €JICMEHTOM JaHoi Moneni € iH(opMalliiiHi aKkTUBM oOpraHisamii, OCKiJIbKA camMe TpPOTH HHUX
CIIPSIMOBYETHhCSI HETaTHBHA TOMis a00 HHM3Ka HeOakaHWX 1 HemependadeHuX Mofii iHpopMmariiiHoi Oe3meku, B
pe3yNbTaTi iX BIUTUBY BiIOYBA€THCS MOPYIICHHS MOMITHKY iHPopMartiiinoi 6e3neku (I116).

Jo indopManiiHUX aKTHUBIB BIIHOCHUTHCS: a) iHpopmMarlis: 6a3u maHux Ta (aiu JaHWUX, KOHTPAKTH Ta YrOIH,
CHUCTEeMHA JOKYMEHTAIlis, IOCTiTHUIbKa iH(opMaris, HACTaHOBW IS KOPUCTYBauiB, HaBYAIBHHHA Marepial,
nporenypu (GpyHKIiOHyBaHHSA a00 MiITPUMKH, IJIaHU OE3MEepPepBHOCTI Oi3HECY, 3aXOIH MO0 HOr'O BiIHOBJICHHS,
JKYpHJIM ayAuTy Ta apxiBHa iH(popmalis; b) mporpaMHi akTUBH: NPHUKJIAIHE NMPOrpaMHe 3a0e3MEeUYEeHHS, CUCTEMHE
nporpamHe 3a0e3nedyeHHs, 3aco0uM pO3pOOKM Ta YTWIITH; C) (i3UYHI aKTHUBHM: KOMII'IOTEpHE 0OOJIaJHaHHS,
TeJIEKOMYHIKaIliiiHe O0NaJHAHHs], 3aMiHIOBaHI HOCIi Ta iHImIE oONagHaHHS; d) HOCIYyrd: OOYHCIIOBANBHI Ta
TEJIEKOMYHIKAIilfHI TOCIYyTH, KOMYHAJIbHI IMOCIYTH, HANPHKIAMA, OMNAJICHHS, OCBITJICHHS, CHEProNOCTa4YaHHS Ta
KOHIUI[IFOBAaHHS TOBITPs;, €) JIOAM Ta ixX KBami(ikailis, HABUYKU Ta IOcBix; f) HemMaTepialbHi aKTHBH, TaKi K
penyTarltis Ta iMipk opranizanii [4].

IanaaenT indopMmaniiiaol 0e3mekn

3axoIH Ta

3acobH 118 3axonH i

3ificHe . PesyabTaTt
o
Peanizauia e Ingopma- TlopymeHHs
— . .
3arposH 5 LifHi MO THKH
S AKTHBH indopmamiiizoi
OesnexH

3acobu Gesnexu

Pucynok 2 — MopeJs innnaenry indopmaniiinoi 6e3nexn

Jnsi 3MEHIIeHHsT pU3UKY HaHeCeHHA 30WTKiB, 1MoB’si3aHMX 3 nopymeHHsMm [1IB, BUKOpPHCTOBYIOTbCS 3aX0Iu
(opramizariiitHi, ilKEHEPHO-TEXHITHI) 1 3ac00m (MiXkKMepexeBi ekpaHH, BipTyanbHi mpuBaTHi Mepexi (VPN), cucremu
BUSIBIICHHSI BTOpTHEHB/cucTeMH 3anobiranus BropraeHasM (IDS/IPS), cuctemu 3amkuyToro tenedaueHus (CCTV)
Ta iHmi) Oe3rekn. Ale sikoro O MOTyHOIO He Oyna cucteMa Ib, Bce 0aHO B Hilf 3HAXOIATHCSA HOBI ypa3iIHBOCTI,
TIOB’sI3aHi, HANPUKIAJ, 3 IMOSBOIO paHillle HEBiOMOTO BipyCy. BiZoMOCTI MO0 OCTaHHIX ypa3JIMBOCTEH MOKHA
oTpuMaTd Ha OH-TaWH cayx0Oax (http://www.cert.org/vuls/), B crammapri Ha3e ypasmuBocteir Common
Vulnerabilities and Exposures (CVE), 3 sikiuM MokHa o3HailomuTHCsI Ha caiiTi http://cve.mitre.org/cvel/.

HasBHicTh ypa3nuBOCTEH CBIIUUTH NPO HE3JATHICTH CHCTEMH IIPOTUCTOSITH peaji3auii MeBHOi 3arpo3u abo
CYKYITHOCTI 3arpo3. 3arpo3a — Oynb-sKi 00cTaBuHM abo Mmofii, 110 MOXYTh OYTH NPUYMHOIO IOPYLIEHHS MOJITHKU
6e3neku iHpopmanii i/abo Hanecenns 30utkiB AC [5]. Buxozsuu 3 Bu3HaueHHs, iHmmaenrom Ib € monis abo rpyna
NOAIM, MiJ 4Yac SKHUX peali3yeThCcs 3arpo3a akTHBaM oOprasizamii, ToOTO BinOyBaeTbcs araka, peajizoBaHa
HOPYIIHUKOM.

TTopymmuk — 11e izudHa ad0 PpHIMIHA 0c00a, TKa HABMUCHO YM HEHABMUCHO 3/IIHCHIOE HENpaBoMipHi fii momo AC
Ta iHdopmarii B Hiit [6]. [lopymHUKIB YMOBHO MOKHa KiIacH(iKyBaTH 3a METOIO Ta MOTHBAaMH 3IIHCHEHHS aTaKH,
piBHEM 3HaHb TIpo iHpopMamiliHO-TedeKkoMyHikamiiHay cuctemy (ITC), HasBHUMH 3axogamMH Ta 3aco0aMu
3MIMCHEHHSI aTakd. 3a METOI0 3MiMCHEHHS aTakd TMOPYIIHUKHA KIACH(DIKYIOThCS HACTYITHHM YHWHOM: HAHECEHHS
30WTKIB OpraHizarii, mpsima ¢iHaHCOBA BHT0J1a, TIOPYIIEHHS HETIEPEPBHOCTI Oi3HECY Ta iHIIII.

TTopylmrHUKH MOXYTh MaTH HACTYIHI MOTHBU: KOPWICHI, IOCTiAHWIBKi, XyJIraHChKi, TOMCTa, COIlialbHi,
HOMITHYHI Ta irposi. 3a piBHeM 3HaHb 1po ITC IX MOKHA NOAIIMTH HA: PO3POOHUKIB (BOJIOIIIOTH iH(OPMAILIIEIO PO
cxnan ITC ta MaoTh MOXJIMBOCTI BCTAHOBUTH 3aKJIaJKy Ha €Tami CTBOPEHHS Ta MOJIepHi3auii), CHiBpOOITHUKH
obcnyroBytouoro mnepconany ITC (marore npuBineioBanuit mocryn o ITC Ta mnpencraBnsiioTh HalOiabLIy
HeOe3MneKy — CHiBpOOITHUKM CiyOH 3axucty iH(opMmalii, CHCTEMHI aJMiHICTPaTOpH, MPOrpaMiCTH), KOPUCTyBadl
(marote 3arampHi Bimomocti mpo ITC, ame Moxyte 3mificautd 30ip iH(OpMamii MeTromaMHu MPOMHCIOBOTO
MMATYHCTBA 200 NUIIXOM peaii3allii HeCaHKIIOHOBAHOTO JIOCTYITY), CTOPOHHI 0COOHM (BHKOPHUCTOBYIOUH METOIU
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MPOMUCIIOBOTO ILIMIOHAXY). 32 BUKOPUCTOBYBaHMUMH 3aco0aMu 1 3axomamu — 30ip iHdopmauii Ta AaHUX, MacHBHE
nepexoruieHHs iHdopMarii, (hisuyHa ataka, Bukopuctanns 3aco0iB ITC Ta 1i 3ac00iB 3aXHCTy, @ TAKOXK, 1X HEHOJIKIB,
MiIKITIOYCHHS CTISIiaTi30BaHol anapaTypH, MiAKIIOYEHHS 0 KaHATIB Iepeaadi JaHuX, BBEICHHS 1 BUKOPHUCTAHHS
IIKIJJTUBHX TIPOTPaM.

Ornucana BUIIE MOJIENb MOKAa3ye OCHOBHI CKJIAQMOBI iHIMIASHTY iHQOpMariitHoi 6e3meku. 3riano 3 manumu GFI
Security survey in the United States [7] HaiOinpmmii pu3Wk 3 TOYKH 30py iH(pOpMaIiifHOI Oe3mMeKu HeCcyTbh
IHITMICHTH, TI0B’s[3aHi 3 MOMITOBUMH BipycaMy, 3aBaHTaKeHHAMH 3 [HTepHeT, HanagaMu xakepis (Tadu. 1).

Tabnuus 1 — HaiiOinpm HeOe3neuHi pkepena iHIUACHTIB

IHumaent inpopmaniiHoi 6e3neKu IMOBipHICTh BUHHKHEHHS, %
Artaxku iHcalaepiB 7
Hananu xakepis 10
Bipycu B eneKTpOHHIH momTi 39
IIkinnuBe nporpaMue 3a0e3rne4eHHs 9
IHTepHeT 3aBaHTaXKEHHS 22
[ToMuiikn B KOHQIrypalisix CuCTeMH 5
HexoHTpob0BaHe BUKOPUCTaHHS IIOPTATUBHUX 3aC00IB 7
THmmi 2

III Ilpouec po3cainyBanns inuuaentis Ib

Po3cainyBanns inumaenris 1B Bkirouae: miaTBepmpkeHHs GakTy HACTAHHS IHIUACHTY (UM HE € JaHWH iHIUACHT
pe3ynapTaTOM HEBH3HAUCHHX UYMHHHWKIB — TNPHPOTHUX YMOB abo KaTtacTpod); 30ip OOKa3iB MO iHIWAEHTY Ta
BU3HAYCHHS: IPUYMH iHIUIACHTY; 00 ekTy (iH(popMamig Bimkpura abo 3 oOMexxeHHM IocTyrnoM) Ta (abo) cyd’exTy
(cmiBpoOITHHUK (ipMH, KIIEHT i T. I.), IPOTH SKOTO CIPSIMOBAHO IHITMAEHT; MICIA Ta Yacy iHIUACHTY; 3ac0o0iB Ta
3axO0iB JJIsl 31IHCHEHHS aTaKky; PO3Mipy 30MTKIB; IIOPYLIHNKA a00 TPYIH MOPYIIHHKIB, @ TAKOXK, 0Ci0, sIKi 3HAIIU ITPO
HaMipy TOpPYIIHHMKIB I Hamarajiucsi NPHUXOBaTH CIiM IHOUAEHTY, METH IOPYLICHHS; IPUYMH, II0 MOTJIH
MOCIYTYBaTH JUIsl YCHINIHOI peari3amii aTaky; BIANOBIMHUX JUCHUIUIIHADHUX CTSATHEHb. /[l  ycmimrHoro
po3ciinyBaHHs iHIMAeHTY 1B BaXkIIMBa MIBUAKICTH 1 OPraHi30BaHICTh 1M TPYIH pearyBaHHs Ha IHIMICHTH.

[Tpouec posciigyBaHHs IHUMACHTIB iHpOpMaliliHOi Oe3neku npuiHATO [8] AUIMTH Ha YOTHpHM etamu: 30ip;
JIOCTIJKCHHS; aHali3; BimoOpaxkeHHs. Ha aymKy aBTOpa 10 HHX I CIiJi JOJATH €Tall OIHIOBaHHS 00JacTi
poscninyBanus iHnuaeHTiB 1b.

OuinoBaHHs 00J1acTi po3ciailyBaHHs

Iniyirosanns poscnioyeanns. JIepenoM iHINiIOBaHHS PO3CIiTyBaHH €:
- IDS ¢ikcye nmepenoBHeHHS Oy depy;
- TOBIJOMJICHHS aHTHBIPYCHOT ITpOTpamuy;
- Kkpax web-iHrepdeiicy;
- KOpHCTYBadi HOBIIOMJISIFOTh TIPO JI0CTAaTHBO HU3bKY LIBHJKICTB MpH crpo0i Buxoy B Internet;
- CHCTeMHHUii aMiHicTpaTop (BiKCye HasIBHICTD (ailiiB 3 Mi03pijIuMH Ha3BaMu;
- KOpHUCTYyBadi IOBIIOMJISIIOTH IPO HAsBHICTh Yy CBOIX IOLITOBUX CKPUHBKAaX 0araTtbOX IOBTOPIOBAHHX
MIOB1IOMJICHb,
- XOCT BHOCHTB 3aITUC JI0 )KYPHAIY ayAuTy Ipo 3MiHy KOH(ITyparii;
- 3acrocyBaHHA (iKCye B )KypHAITBHOMY (aiiili MHOKHHHI HEBIAJI CIIPpOOH aBTOPH3AIlii;
- aaMiHicTpaTop Mepexi (ikcye pi3ke 30UIbIICHHS MepexeBoro Tpadiky [1].
[IpakTika CBiTINTH, 10 TAKOTO BUAY IPABOIIOPYIIIEHHS BUSBIIAIOTHCS, B OUTBIIIOCT] BUITAIKIB:
- cryx0amMu 3 TUTaHb iH(OpMamiiHOT Oe3NeKu OpraHi3alliif, BHACIIOK PETY/SIPHUX IEPEeBIpOK HAMIHHOCTI CHCTEMH
JIOCTYITy 110 iH(opMallii;
- BHIIA/IKOBO KOpUCTYBauaMH iHpopMaLiiHUX CHCTEM;
- T1i/1 Yac MpOoBEJICHHS OyXTaJITepPCHKHX PEBI3iH, ayauTy;
- OMEpaTHBHUM LIUIIXOM PABOOXOPOHHUMH OpraHaMH;
- Y XO/1i POBEICHHS JTI3HAHHS Ta IOCYIOBOT'O CIIACTBA [6].

Iepesipka nonimuxu ingpopmayitinoi Oesnexu ma HopmamugHux Ooxkymenmie Ib. Tlepm HDK po3modaTu
po3crigyBaHHA HEOOXiIHO MaTH 4iTKe PO3YMIHHSA MOMITHKH iH(opMmariiiHoi Oe3nexn opraHizailii, OCKUIBKH B Hil
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MOBUHHI OyTH OnMcaHi: Aii 11010 PO3CIilyBaHHs iHIMCHTIB, IpaBuiIa 300py 1 30epiraHHs J0Ka3iB, AUCHUIUTIHAPHUX
a00 IHIINX CTATHEHb. TakoX HEOOX1THO 3HATH YNHHY HOPMATHBHY 0a3y, OCKUIBKH IIiJ] 4acC PO3CIIiJyBaHHS MOXKIHBO
JIOBEIEThCS TpaIoBaTH 3 KOHQIIeHIiiHOIO iH(opMalielo abo TepcoHAIbHUMU jJdanuMu. 3HaHHsA [IIb Ta
HOpMaTHUBHOI 0a3W MIO3BONHUTH YHHKHYTH TpOOJEeM, MOB’S3aHMX 3 HENPAaBIIBHOIO OOpOOKOI0 pe3ynbTaTiB
TIPOBEIEHOTO PO3CITiTyBaHHS.

Dopmysanusi zpynu 01 NpoeedeHHs po3cnioyeéanus. JIns BOANOro HPOBEAEHHS PO3CIiTyBaHHS BAXIIUBO
chopMyBaTH TPYIly pearyBaHHA Ha iHIOuACHTH Ib Ta BU3HauWMTH OCi0, BIAMOBITANBHMX 3a PO3CITITyBaHHSI. Y
opraHizaliil iCHy€ TpY BapiaHTH BUPIIICHHS JaHOTO ITUTaHHSL:

MPOBECTH BHYTPIIIHE PO3CIIiIyBaHHS;
3BEPHYTHUCS JI0 IPABOOXOPOHHHX OpPraHiB;
3BEPHYTHUCSI IO CIIEIiali30BaHKX IPYH pearyBaHHs Ha iHuuaeHTtH Ib.

[lix yac nmpoBelieHHsI BHYTPILIHBOTO PO3CIIiIyBaHHs OpraHi3allii CTUKAIOThCS 3 HACTYITHUMU MPOOJIeMaMHu:

- HU3bKa KBamidikaris cniBpoOITHUKIB B TUTaHHAX pearyBaHHs Ha iHIUAeHTH 1b;

- HEZIOCTATHS KUTBKICTh CiBPOOITHHKIB 1 9acy;

- HEMOXJIUBICTh OTPUMATH HEOOXiAHY iH(OpMAIIifo i 9ac po3CIiayBaHHS Ta iHIII.

IIpu BHOOpi APYroro Ta TPETHOTO BapiaHTIB CIiA PO3YMITH, IO KOH(QiAeHIiHAa iH(QOpMAIlis MOXE CTaTH
BiJIOMOIO CTOPOHHIM opraHi3arisM. [Ipu 3BepHEHHI 10 MPaBOOXOPOHHUX OPraHiB BAXKIIUBO 3AUIIATH MicIle MOl B
HE3MIHHOMY CTaHi, OCKUTPKM II¢ MOJKE 3aIIKOJWUTH IPAaBIIFHOMY BiTHAXO/DKEHHIO NOpymmHuKa. Ha mimcrasi
HEOOXiTHOCTI KOMIUIEKCHOTO BUPINICHHS 3aBJaHb 3aXUCTY NIEpKaBHUX 1HGQOPMAIIHHUX pecypciB y iHGOpMaIiifHIX
Ta TEJICKOMYHIKAIIHHUX CHUCTeMax OyJ0 BHPIIMICHO CTBOPUTH B YKpaiHi €muHy I1HPPacTpyKTypy Oe3meKH.
OCHOBHHUMH ii eJIeMEHTaMH1 MalOTh CTaTH:

- NepsxaBuuii uentp 6e3nexu (JLIB) inpopmariiiHO-TeneKOMYHIKAIITHUX CHCTEM;

- HenTp 6e3mekn ykpaiHCHKOT'O CETMEHTY MepexKi IHTepHeT;

- LenTp aHTHBIpYCHOTO 3aXUCTY iH(pOpMAIii;

- lHentp ceprudikanii kmrouiB i3 3abe3nedeHHAM YITKOI i€papXil ynpaBiiHHA Ta €JUHUMH TEXHOJOTTYHMMH
MIPUHIMIIAMHU CTBOPEHHS Ta (PyHKIIOHYBaHHS.

JIIb € OCHOBHUM €JEeMEHTOM IH(QPACTPYKTYpH 3aXUCTy, L0 NMOBHHEH 3a0e3leuyBaTH KOOPAMHAII0 poOOTH
IHIIMX eneMeHTiB — L[eHTpiB aHTHBIpYCHOTrO 3aXUCTy, OE3MEKH YKpaiHCHKOTO cerMeHTy Mepexi IHTeprer, LlenTpy
ceptudikaii KIrOYiB Ta iH., a TAKOX OPTraHI30BYBAaTH B3a€EMOJIIO 3 ajMiHicTpaTopaMu Oe3meku iH(opMamiiHUX
CHCTEM OpTraHiB JAep>KaBHOI BIIaH.

OcHoBuuMH 3aBaandsmu 1B e:

1. 3gificHeHHs 300py, aHai3y Ta OIEPAaTHBHOTO pearyBaHHA Ha Oyab-AKi TPOSBH MPOTHIIPABHAUX MiH,
CIPSIMOBAHMX Ha TMOPYIICHHS IITICHOCTI, AOCTYHHOCTI Ta KOH(QIACHIIHHOCTI iH(OpMAaIifHUX pecypciB OpraHiB
JepKaBHOI BIAAX B iHPOPMALiHHO-TEIEKOMYHIKAIIIHHIX Mepexax;

2. KoOpaWHaLiA [isUTBHOCTI aaMiHICTpaTopiB Oe3meku iH(pOpMaIiiHO-TENEKOMYHIKAIIfHAX CHCTEM OpTaHiB
JepKaBHOI BIIAAM Ta YIPaBIiHHA, (OPMYBaHHSI PEKOMEHAAIIN MO0 NPAKTUIHMUX 3aXOMiB, CIPSIMOBAHHUX Ha
3a0e3neueHHs] HalBUILOTO PIBHS 3aXMIIEHOCTI iHpOpMaLifHUX pecypciB AepKaBH;

3. HaJiaHHsI OCIIYT 3aXHUIEHOT0 AOCTYIy iHQOPMAIiHHO-TEeIEeKOMYHIKALIfHUX CHCTEM OpTaHiB Jiep>KaBHOT BIIaIx
VYkpainu 1o pecypciB Mepexi [HTepHeT;

4. BUSIBIIEHHSI CIIPOO HECAHKIIIOHOBAHOTO AOCTYIy J0 iH(opMauiiiHO-TeIeKOMYHIKAlIHHIX MEpeX OpraHiB
JIep>KaBHOT BJIa I, 3A1HCHEHHS HEOOX1THMX 3aXO0/iB II0JI0 IX IPUIHHEHHS;

5. CTBOpPEHHS Ta BIPOBAKECHHS CHCTEMH OIOBILIEHHS NP0 BHUMAAKH HECAHKIIIOHOBAHOTO JOCTYIly Ta BIpYCHHX
aTak Ha iHQOpMaLifHO-TeTICKOMYHIKAIiiHI CHCTEMH Ta 1X 00'€KTH OpTaHiB JIep>KaBHOI BIIaIH;

6. opraHizarisi cTBOpeHHI B VYKpaiHi Ta (QYHKIIOHYBaHHSI CHCTEMH aHTHBIPYCHOTO 3axHCTy iH(opMarii,
3armo0iraHHs CTBOPCHHIO 1 PO3MOBCIOKCHHIO KOMITIOTEPHUX BipyCiB Ta 3acTOCYBaHHIO HEIIIEH3IITHOTO
MIPOTPaMHOTO 3a0e3IeUeHHS, a TAKOXK OTIPAIFOBAHHS MIKHAPOIHOTO JOCBIAY Y 3a3HaveHil cdepi;

7. HagaHHS PEKOMEHIALIH 11010 3aCTOCYBaHHS ONEPAIifHIX CHCTEM, NPUKIATHOTO MIPOTrPaMHOTO 3a0e3IedeHHS
B iH(OpMaLiiTHO-TeNIeKOMYHIKallIHHIX CUCTEMax OpraHiB Jiep>KaBHOI BJIa/H;

8.y4acte y TPOBEIEHHI CKCIEPTH3 KOMIUICKCHHX CHCTEM 3axucTy iHdopMmarii B iH(pOpMaIliiHO-
TEJICKOMYHIKAI[ITHUX CHCTEMax OpraHiB JeprKaBHOI BJIaJH, HaJaHHS PEKOMEHIALIN I10a0 (GOpMyBaHHS MOJCICH
3arpo3 Ta NOPYIIHHKA, YJOCKOHAICHHS NONITHKH Oe3NeKy;

9. oprasizanist B3aeMoAii 3 aJAMIHICTpaIi€l0 HALIOHAIBLHOTO TeorpadiyHOro JOMEHY BEPXHBOTO PIBHS MeEpexi
Iareprer .UA 3 MeToro 3a0e3meueHHs MiTICHOCTI, 3aXUIIEHOCTI, TeXHIYHOI CTabiIbHOCTI YKpaiHCHKOTO CETMEHTY
Mepexi [HTepHeT, 3aXUCTy KOpEHEBUX CEpPBEPIB CHCTEMH JOMEHHHX iMeH 30HHU .UA;

10. opraHizamiss MDKHApOJHOTO CHIBpoOiTHHNTBA y cdepi 3axucty iHpopmamii B  iHpOpMamidHO-
TEeJICKOMYHIKaLiilHUX cUCTeMax 3 aHAJIOTIYHUMH CTPYKTypamu 3a kopaoHoM - CERT (Computer emergency response
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team) Ta KOODIMHALsSL 3yCHIIb 31 CTBOPEHHS CHCTEMH OIOBIIICHHS MPO aTaKH, HAMipH XaKePChKHX YrpYyNOBaHb,
e(eKTHBHI METOJI MIPOTHIII Ta iH.;

11. ywacte y 3HiliCHEHHI KOHTPOJBHHX 3aXONiB 3a MOOTPHMaHHSAM OpraHaM{d Jep>KaBHOI BIIAAW BHUMOT
3aKOHOJIaBCTBA YKpainu B chepi 3axucty indopmarii B inpopmartiiiHo-TenekoMyHikamiitunx cucremax [9].

Ha manumii MOMeHT iCHYIOTh pi3HI THIHM Tpym pearyBaHHS Ha iHmuaeHtn Ib. Omni 3a0e3medyioTh Oe3meKy
Iarepuer — koopaunariitamii meatp CERT (Computer Emergency Response Team, http://www.cert.org), immmi —
BY3bKO HaIlpaBJieHi (HaNpHKIIA, KOPIOPATUBHI I'pynu pearyBanHs). [lepenik HaWOUIBII BiIOMHX TPyHn MOKHA
3Haiiti Ha BcecBiTHROMY (opymi FIRST (Forum of Incident Response and Security Teams, http://www.first.org/).
3ayBakMMO, 10 B pa3i BYMHEHHSA [iil 100 JepKaBHUX IHQOpMaliHHUX pecypciB B iHpOpMALiiHO-
TEJIEKOMYHIKalIHMX CHCTeMax CIIiJl 3BepTaTucs [0 crewniaiizoBaHoro miaposniny Jepkcrnenss'szky Computer
Emergency Response Team of Ukraine (CERT-UA, www.cert.gov.ua), sikuit y 2009 poui oTpuMaB cTaryc
nmoBHoI[iHHOTO wieHa FIRST (Full Member).

Busnauenns incmpymenmis 015 npoeedenus poscnioysanus. Jji MpoBeJEHHA PO3CILIYBaHHS IHIMAEHTY, SK
MIPaBHJIO, KOPUCTYIOTHCS:

- CIeIiaii30BaHMMH OIEparifHIMA CHCTEMaMM Ul TIPOBENCHHs posciigysanus — DEFT Linux, FCCU
GNU/Linux Forensic Boot CD, Helix3;

- MyOJIiYHAMH MTOTITYKOBUMHE cucTeMamu — google, yandex;

- 3ac00aMu KJIOHYBaHHS )KOPCTKUX JAMCKIB Ta inmmx HociiB — Disk Duplicate, EnCase, FTK;

- CIeIiai30BaHUMHU TMPOTPAMHUMH 3ac00aMHu IS TPOBENEHHS PO3CIiMyBaHHSA Ta YIPABIIHHA IHIWICHTAMHU
indopwmariiiinoi 6esmexun — ProDiscover, EnCase Forensic, SIEM-cictemu (CHCTEMH MOHITOPHHTY Ta YIpaBIiHHS
MOIsIMH OC3MCKH);

- Habopamu xewiB [uis UIbTpaLii BMICTY TOCIIPKYBaHOI (haiiIoBOi CHCTEMHU

- NPOrpaMHUMH 3ac00aMU ISl TOCHIZPKEHHS JIOKaJIbHUX OOYHCIIOBaIbHUX Mepex — cHipepu, DLP-cucremu,
IRM-cucremu;

- YTHIIITaMH CTBOPEHHS KOHTPOJBHUX CYM Ta MUPPOBUX MiAMUCIB QaiiiiB Ta iHIII.

30upanns

36upanns, 30epesicenns i apxigysannsn 0okasie. Ha manomy ertarii BinOyBaeThcs 30upaHHs sK camol iHopMmartii (B
CJNIEKTPOHHOMY BUTIIAI: (paiimm, mor-ainm, 3acTocyBaHHs; a00 B BUIIIAII APYKOBaHUX ITOKYMEHTIB), TakK i 1i HOCIiB
(BHYTpILIHIX Ta 30BHINIHIX HAKONMYYBauiB HAa MAarHiTHUX JHMCKaX, 30BHINIHIX HakomnuuyBadyiB iH(opmauii (¢uier-
HOCI1), TUCKET, ONTHYHUX Ta MarHiTOONTHYHUX JWCKiB, TIIACTUKOBHUX KapT, KJIIOYOBHUX HOCIIB, Hanpukiaaj, uaToken.
Ilin wac 300py naHWMX HEOOXimHO iAeHTH(DIKYBAaTH Ta 3aJOKyMEHTYBaTH MOTEHIIIHHI JDKepela JaHuX Ta IX
MoXoJKeHHS. [Ipy HaKOTIMYEeHH] eNeKTPOHHUX JaHUX CJIIJ ITaM SITaTH: TIPH BIUTyYeHHI Oyb-IKHX TEXHIYHUX 3aC00iB
HEOOXiTHO MEepEeBIpUTH YU BCi eHepro3aiexHi naHi Oyno 3i0paHo it 3adikcoBaHO (HANPHUKIAL: MOTOYHI MEPEKEBi
3'€JHaHHS, JaHi B OTIEPATUBHIM 1mam’sITi).

[Ticns 3060py noka3iB iX HEOOXiAHO HaAIHHO 30€perTH Ta 3aapXiByBaTH, 1100 rapaHTyBaTH X HTICHICTb. 3 METOIO
pO3CiiyBaHHS KOMIT FOTEPHUX IHIWACHTIB 30epiracTbcsi i apXiByeTbes BECh JKOPCTKMI IUCK. 3a3HAYMMO, IO
KOIIIOBAaHHS 3[IMCHIOETBCSI Ha PiBHI KOHTpoJIepa JWCKa, a HE Ha piBHI (QaiyioBoi cuctemu, ToO6TO mo0O Oyna
BKJIIOUCHA BHJTy4€Ha Ta CKpHTa iH(pOpMAITis.

JocaixkeHHst

Ha mamomy erami ximacudikyioTh OTpUMaHi gaHi, TOOTO 3HIMCHIOIOTH pPO3MOAIN iHpopMamii, mo Mae
Oe3mocepeHE BIIHOMICHHSA A0 IHOWACHTY. Y BUOAAKy poOOTH 3 3ammupoBaHUMHU JOKa3zaMH iX OemHpPYIOTb.
Oco0muBO peTensHO MarTh OYyTH MOCHiKeHi: IIKIIIMBI MporpaMH Ta TEXHIYHI 3aco0M 3 HUMH; IPOTPaMH,
CIPOMO’KHI TPHUBECTH IO HECAHKIIOHOBAHOTO IOCTYIY, alleé € HEeBiJ €MHOI0 YaCTHHOIO BHPOOHHYOTO IIPOIECY
opraHizaiii; MMOMiYeHi HerjacHi 3acoOW Juis 3HATTS, 3HUIICHHS, OJIOKyBaHHS iH(poOpMalil; crnenudiuHi ciiau
MOPYIIHHUKA Ta IHIUACHTY.

Jis iHIMAeHTIB B cdepi iHPopManiiHOi Oe3meKku XapakTepHi TP CUTYAIIIT:

1. BIIOMOCTI NP0  NPUYMHU  BUHHUKHEHHS
IHIIMACHTY, METOJIaX HOro CKOEHHS Ta 0CO0Y MOPYIIHUKA BiJICYTHI;

2. BIIOMOCTI ~ NpPO  NPUYMHU  BUHHUKHEHHS
IHITMICHTY Ta METOIaX HOTO CKOEHHS BiIOMi, aje HeBiToMa 0co0a MOPYIITHAKA;

3. BiIOMOCTI NP0  TNPWUYUHH  BUHUKHCHHSA

IHIMAEHTY, METOIaX HOTO CKOEHHS Ta 0CO0Y MOPYIIHUKA HasIBHI.
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SIKUM YUHOM JiSTH B KOXKHOMY 3 I[MX BUIAJKIB — omrcaHo B [10].
AmnaJi3

I'pyma pearyBaHHS Ha IHOWICHTH TPOBOIWTH IMOTJIHOJICHWHA aHANi3 iHIWICHTY, TOJOBHOI METOIO SKOTO €
BU3HAYEHHS: XTO, IO, 5K, KOMH, NI¢ 1 YoMy OyB mpudeTHUi a0 iHmmaenty. [lig gac aHamizy ocoONMBY yBary Ciifg
3BEpHYTH Ha: METy CKO€HHS IHIIUIEHTY, THIIOBI CIIOCOOM BYMHEHHS MOPYIICHHS, MPEIMET, MicIle Ta Yac MOpPYIICHHS.
HeoOximHO mpoaHami3yBaTH BCi 3aCO0M Ta 3aXOI, IO BKIIOYEHI B iHIWMICHT, OCKUTGKA BOHH MOXKYTh MICTHUTH CIiJIH.
BaxiauBuM i yac aHaizy iHIMICHTY € HOT0 MOBHE BIATBOPEHHS B Till MOCIIJOBHOCTI, B sIKiii BiH BiOyBaBcCsl.

CnijaMu MOXYTh OYTH:

- nor-haiinM Ta CHOBINICHHS — OMNEpAIlifHUX CHCTEM, 3aCTOCYBaHb, CHCTEM BHSBIICHHS BTOPTHEHb, 3aC00IB
KOHTPOJISI JIOCTYITy, CUCTEM aHTHUBIPYCHOTO 3aXHUCTY, 3ac00iB BHSBICHHS MaxiHalliii B Mepexax (FMS), cucremu
aHaJi3y KOH(DIrypamid TeJICKOMYHIKAI[IHHOTO O0JIaHAHHS, CHCTEM aHaji3y 3aXUINECHOCTI, CHCTEM MOHITOPHUHTY Ta
VIpaBIiHHSA MOIISIMH OC3IEKH, CUCTEM OOMEXCHHs ()I3MYHOrO AOCTYHy (3aCO0M OXOpOHH MEPUMETPIB, CHCTEMHU
KoHTpoJto Ta ympasniHHs poctynoMm (CKY[), cucremu 3amkHyToro tenebadeHHs (CCTV)), 3acobiB 0XOpOHHO-
MOKEKHOT CUTHATI3ALI];

- Oe3mocepeHpO aHi Ha HOCIsAX iH(popMarlii;

- CJIiJIM 37I0MY, TTOLIKO/IKEHHS;

- CTOPOHHI NIpeIMETH;

- CBITYEHHS Ta CIIOCTEPEXKEHHS JFOJIEH;

- 3AIMIIKK 3’ €JIHYBaJIBLHUX MaTepialliB i 130JIIHHIX MaTepiajiB Ta iHIII.

Sk mpukimaz, poO3INISHEMO [aHi, IO JIOTYIOThCA B omepauiiiHiii cuctemi IOS, fka BHKOPHCTOBYETHCS B
KOMyHIiKaIliiiHomy obnaananti kommaniii «Cisco», «Huawei», «Juniper». B cucremi GiKCyrOThCS HACTYITHI MOIT:
aBTOPHU3AIlisI aAMiHICTpaToOpa abo MPHUCTPOIO;
3MiHa KOH(DIrypamii npucTpois;
3MiHa iHTepdeiicy abo nopry;

NIpUMaHHS TPAaH3UTHOTO IMaKeTy Ta iHIII.

JloxazoBa cuia JIOTiB 0a3yeThCs HAa JBOX NMPHHIMIIAX — KOPEKTHOCTI Ta HE3MIHHOCTI. BoHa po3mamaeThcs Ha
HACTYITHHUH JIAHIIO)KOK €JIEMEHTIB!

1) kopekTHicTb (ikcaliii moil i reHepalii 3amuciB, 0 FeHEPYIOTHCS IPOrPaMoIo;

2) He3MiHHICTb PY Nepeaadi 3aMuciB Bl FeHEPYIOUOi IPOrpaMH 10 JIOTYI0YOT Mporpamu;

3) KOpeKTHICTh 0OPOOKH 3aMHUCIB JOTYIOUYOI MPOrPaMoro;

4) He3MiHHICTb pH 30epiraHHi JIOTIB 10 MOMCHTY BUITYYCHHS;

5) KOPEKTHICTh MPOLEAYPH BUITYUYCHHS;

6) He3MIiHHICTB Ipu 30epiraHHi Mmicis BUIYyYEHHS, 10 OISy, lIEpeiadi Ha eKCIIEPTH3Y;

7) KopekTHicTb iHTepnpeTanii [11].

Crix 3a3HauWTH, IO aHANI3 HEOOXiAHO MPOBOIUTH paHIlIe TEepPEeBipEeHNMH METOJAaMH, 3 METOI YHHKHEHHS
XHOHUX Pe3yIIbTaTiB.

Binoopa:kenns

Cucmemamuszayiss danux i gopmysanns 3eimy. Ha nanoMmy erami BifOyBaeThCcs CHCTEMAaTH3allis 3i10paHHX
JIOKa3iB, IOCII/PKEHb Ta pe3yIbTaTiB aHaii3y. KiHIeBUM pe3yabTaToM € 3BIiT NPO iHIMACHT OE3MeKH, SIKUi BKIIOYAE:
JIeTAILHUN ONKUC IHIU/ICHTY;
i1, siki OyJIM BUKOHAaHI KOMaHJIOI0 pearyBaHHsl B Ipolieci 300py A0Ka3iB, JOCIIDKEHHS Ta aHalli3y IHIHUACHTY;
TepeNiK YIaCHUKIB y MPOIEypi pO3CIiTyBaHHS,

Tepeik 310paHux CBiTYCHB (3 00OB'I3KOBUM 3a3HAUCHHIM JKEPEN);
KOMEHTapi YUaCHHKIB pO3CIiAyBaHHS iHIIUACHTY;
OIHC MOJAJBIINX JIiif Ta CTaH IHIUICHTY.

Oco0mmBo AeTanbHO Mae OYTH OMHCAHO: HasBHI 3aco0m obOumcroBansHOI TexHIKK (30T) Ta enekrponpmiany —
KOMIT'IOTEPH, IPUHTEPH, KCEPOKCH, Tene(OHH, TeNEBi3OpH, ayaio- Ta Bif€O- MarHiTOpOHH, CHCTEMH
esleKkTpodyacudikaiii, IydHOMOBI, NMPUOOPH OCBITJIEHHS Ta IHINI; TEXHIYHI Ta KOHCTPYKTHUBHI OCOOJHMBOCTI iX
pO3TalllyBaHHs; BiICYTHICTh a00 HasBHICTH 3'€JHaAHb M)XK HUMM; HasIBHICTb, PO3TalllyBaHHs Ta CTaH 3aX0AiB (i3UuHOT
oxoponu 30T; HasBHICTB IHIIKX 3aCO0IB Ta 3aX0iB OE3IEKH.
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IV BucnoBxu

PO3KpHUTTS CYTHOCTI TOHATTS IHIUACHT iH(OpPMAIiHHOT Oe3MeKH TO3BOJISE BIATBOPUTH 00pa3 MOTEHI[IHHOTO
MOPYIIHKKA, 3pPO3YMITH NMPUYUHM Ta MPOIeC HacTaHHS iHOuACHTY. [lana poboTa 103BOJIUTH c(HOPMYBATH 3arajbHi
NPE/ICTAaBICHHS PO MPOLEC PO3CHiAyBaHHS iHIUAEHTIB Ib, Xo4ya KOXXKeH i3 eramiB NpoLECYy MOXXE CTaTd B
MOAAIBLIOMY TEMOIO OKPEMOT'0 JIOCIIPKEHHSI.

3anpoBaPKeHHs OpraHi3allisiMu MpoLecy po3ciiayBanHs iHnuAeHTIB Ib no3BonnTh:

- MiIBUIIUTH PiBeHB iH(pOpMaIIiiiol Oe3meKy;

- IOCWJIMTHU YBary J0 MOMCPEKCHHS 1HIMICHTIB IIISXOM BiJHAXOJKCHHS BUHHHUX Y MOTO BUHUKHCHHI Ta HOTrO
NPUYHUH;

- 3HM3WTH HETaTHBHI HACIIAKY Ha Oi3HEC-TIPOLIECH OpTaHizallii;

- TO3BOJIMTH CKOPEKTYBATH IOJIITHKY iH(OpMAIiifHOI Oe3MeKH opraHi3aiii.
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