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METOJ] MOBYIOBH OBIPYHTOBAHO CTIMKMX CHMETPUYHHMX NTRU-
HOJIBHUX NP POCUCTEM

Acumerpuuni NTRU-moxpiOHi mmdpocucteMu BITHOCATHCA A0 HANIIBUAMIUX CY4aCHUX
MMOCTKBAHTOBHUX KpHUIITOCHUCTeM. BOHU OyaylOThbCsi Ha OCHOBI HPOCTHX (3 MOMVIAAY CKIJIaJHOCTI
peaitizariii) mepeTBOPEHb y KUIBISX 3pI3aHUX TOJIHOMIB Ta 32 YMOBU HAJEKHOTO BHOOpPY iXHIX
nmapamMeTpiB 3a0e3mevyrTh MOTPiOHY CTIHKICTH BiIHOCHO Bigomux arak. CTIMKICTh TaKHX
mmdpocucTeM 0a3zyeThCsl Ha CKIAAHOCTI 3HAXO/HKEHHSI KOPOTKMX BEKTOPIB Y NMEBHHUX PELIITKaX B
eBkIigoBoMy mpoctopi. JJo NTRU-noni6nux (a6o 6mm3pkux a0 Hux tumy Learning With Errors)
KPUITOCHCTEM BIJHOCHUTBCS Mai’Ke TPETHHA YCiX IMOCTKBAHTOBHX KPUOTOTrpa(iuHUX aJTOPUTMIB,
npencraBieHnx Ha koHKypc NIST 3i ctanmapTu3anii mocTKBaHTOBHX KpuntonpumitusiB. [lopsin 3
TUM, € aKTyaJbHOIO 33J]adya CTBOPEHHSI CHMETPUYHHUX KPHUIITOCHCTEM, CTIHKICTh SIKMX (aHAJIOT14HO
aCUMETPUYHHMM) 0a3yeThCsl Ha CKJIQJHOCTI PO3B’S3aHHS €IMHOT OOYUCIIOBAIILHO CKJIAJHOI 3a/adi.
Ha cworomni Bimomo Tijbku oxny cumerpuuHy NTRU-noxiony mmdpocucremy — NTRUCIpher,
sIKa BHSIBJISIETHCS HE CTIHKOKO BITHOCHO INMEBHUX aTaK Ha OCHOBI MiAiOpaHUX BIJIKPUTHUX TEKCTIB.
Mertoro 1i€i cTaTTi € po3podka meroay nodymoBu cuMmerpuaHux NTRU-noniOHUX mudpocuctem,
AKi € OOIpyHTOBaHO CTIMKMMH BigHOCHO 3a3HaueHux atak (CPA-cridikumu). [loBenmeHo, 1o
CTIMKICTh 3alPOIIOHOBAHUX MIH(PPOCUCTEM 0a3yEThCSI Ha CKJIATHOCTI PO3B’sI3aHHS 3a]1adi, BiJOMOI
sk Decision-Ring-LWE, 110 € o/Hi€r0 3 €TajJOHHUX 00YHCIIOBAIBHO CKIAAHUX 3a7a4 Y PEHIITKOBIH
kpuntorpadii. [lokazano, mo Ha BiaMiHy Bin panime Bigomoi mudpocuctemu NTRUCipher,
3aMpornoHOBaHl MMHQPPOCUCTEMHU MalOTh OOIPYHTOBaHY CTIHKICTh BIJHOCHO aTaK Ha OCHOBI
niaiOpaHuxX BIAKPUTHX MOBiAoMiIeHb. Ilpy 1bOMy 3amponoHoBaHi MH(POCUCTEMH MalOTh Ty X
camy JOBXHHY cekpeTrHoro kitoua, mo 1 mmdpocucrema NTRUCipher. HaBeneno anroputm
BUOOpY TMapaMmeTpiB 3allpONOHOBAaHUX MIKU(POCUCTEM, SKI 3a0e3MedyloTh IXHIO CTIHKICTh Ha
3a3jajeriib BHU3HAUYEHOMY pIBHI. 3a3Ha4y€HO, M0 4Yac 3aliu@pyBaHHS YU PpO3LIMPpPYBaHHS
MOBIIOMJIEHb Y 3alpONOHOBAaHUX MIM(POCUCTEMAX € TMOPIBHAHMM 3 BIJNOBIJHUM YacoM Yy
kpuntocucreMi NTRU Prime, sxa € onnum 3 ¢inanictiB KoHKypcy NIST 31 cTBOopeHHS HOBHX
MOCTKBAHTOBMX KPUNITOrpaiyHUX CTAaHAAPTIB.

Kurouosi ciioBa: nmoctkBanToBa Kpunrorpadis, cumerpuuna mudpocucrema, NTRUCipher,
NTRU Prime, oOrpyHTYBaHHS CTIHKOCTI.

IMocranoBka mpodaemu. Acumerpuuydi NTRU-nmoni6ni mmdpocucremn BiIHOCATBCSA 10
HAWIIBUAIINX CyYacHHMX MOCTKBAHTOBHX KPUNTOCHCTEM. BOHM OyqylOThCS Ha OCHOBI MPOCTHX (3
MOy CKJIQJHOCTI pealizallii) MepeTBOPeHb Y KUIBIMX 3pi3aHUX IOJIHOMIB Ta 3a YMOBH
HaJIeKHOTO BHOOPY IXHIX MapaMmeTpiB 3a0e3MneuyroTh NOTPiOHY CTIMKICTh BIAHOCHO BIIOMHUX aTak.
o NTRU-noni6uunx (a6o 6mu3pkux qo Hux tumy Learning With Errors (LWE)) kpuntocucrem
BIJIHOCUTBCSI Mali’Ke TPETHHA YCIX MOCTKBAHTOBHX KPUMNTOrpadiyHUX aIrOpUTMIB, MPEICTABICHUX
Ha koHKypc NIST 3i cranaapTH3anii MOCTKBAHTOBUX KPUNTONPUMITHUBIB (IuB. podotu [1] - [3] Ta
HaBeJlleHI B HUX nocuianHs). [lopsa 3 THM, Ha CbOTOJIHI B1IOMO TUTbKH OAHY cumeTpuany NTRU-
noniony mmdpocuctemy — NTRUCipher [4], sika (mopsix 3 ii Bnockonanenasm — NTRUCIpher+)
BHSIBJISIETHCSL HE CTIMKOIO BITHOCHO HOBITHIX aTak [5] - [7]. Takum unHOM, TIOCTa€ 3a1a4a po3poOKu
metony mnoOynoBu cumeTpudHux NTRU-mopibHux mmdpocucreM, mo MarTh OOIPYHTOBaHY
CTIHKICTh BITHOCHO aTaK Ha OCHOBI MiIIOpaHUX BIAKPUTHX MOBIIOMJICHb.
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AHani3 ocTra”HHix AocaimkeHb i myOJikauniii. Acumerpuuny mmdpocuctemy NTRU
3amnpornoHoBaHo B cepenuHi 90-x pokiB [8]. IlpakTudyHO oapazy 3’siCyBajioch, IO i1 CTIHKICTH
0a3yeTbcs Ha CKIIQJHOCTI 3HAXO/DKEHHSI KOPOTKHX BEKTOPIB Y NMEBHUX PEIIITKAaX B €BKJIIJIOBOMY
mpoctopi [9], MO0 CTUMYIIOBAIO YHCICHHI AOCTI/DKEHHS, CHPSIMOBaHI Ha BIOCKOHAJICHHS Ili€l
mmdpocucteMu Ta OOIPyHTYBaHHA ii CTIHKOCTI BiIHOCHO pisHOMaHiTHUX artak [1] - [3], [10]. Ha
ChOTOAHI BigOMO JAekinpka BapiaHTiB mmdpocuctemu NRTU, okpemi 3 sgkux € Qinamicramu
koHKypcy NIST 31 cTBopeHHst mOCTKBaHTOBHX Kpurntonpumitusis [1], [10], [11].

OnHi€er0 3 aKTyalbHUX 33734 Cyd4acHOi Kpunrorpadii € CTBOpPEHHS CHUMETPHUYHHUX
KPUINTOCHCTEM, CTIHKICTh SIKMX (aHAIOTTYHO aCUMETPUYHIM) 0a3yeThCsl Ha CKIIQJAHOCTI PO3B’A3aHHS
TiTbkH  ofHiel  oOumcmoBanbHO  ckiamHoi  3amadi.  Cepen  NTRU-momiOHmx — equHORO
mmppocucTeMor, ska Moriia 0 mpereHmyBath Ha uei craryc, € NTRUCipher [4]. TIpore B
OpHUTiHAJBHINA poOOTI HE HaBeneHO oO0rpyHTyBaHHs CPA-cTilikocTi i€l mmdpocucTeMu, a 3rigHo 3
pesyabratamu [5] - [7] Bona (ta HaBiTh ii mpupoaHe BaockoHaneHHs — NTRUCipher+) e
BPa3JIMBUMU BiJIHOCHO HU3KH aTaK.

Metow crarri € po3pobka wmerony mnoOynoBu cumerpudHux NTRU-nmomnioamx
mudpocucTeM, SKi € OOIPYHTOBAHO CTIMKMMHM BiTHOCHO aTak Ha OCHOBI MiJiOpaHMX BIAKPUTHX
tekctiB (CPA-critikumu [ 12]).

Buxiiax 0CHOBHOro Marepiajry J0CJi/I2KeHHS.

Osnauvenns mmpocucremu. Hexait N 1 Q — miai yncna Taki, mo N,q>2 i q He AUIUTHCS

Ha 3. IosHaunvo Z, Kilbue KIaciB JMIIKIB 32 MOIy/JeM (|, €IEMEHTH SKOIO OTOTOXHHMO 3
LiTMMHK 4ncnamu, mo Hanexats intepsany [—(q-1)/2,(q-1)/2] mns memapHoro  Ta iHTepBamy
[-0/2,q/2-1] nns napuoro q. 3adixcyemo mominom f(X)=X"—C, ;X" —--—C, Hax Kizblem

Z, ta nosnaunmo R¢ o =Z[x]/(f(x)) xinbue 3pizanux noninomis crenens He Bume N—1, mo

) . 1 . )
cKIagaeThes 3 (" momiHOMiB BHrmamy U =U+UX+-—+U X", ne ez, 1€0,n-1, sxi
JIO/IAIOThCS Ta IIEPEMHOXKYIOTHCA 3a MoysieM nojinoma T (X) .

OTOTO)XKHMMO JTOBUIBHHM MOMIHOM U =Ug+UX+- -+ unflxnf1 €eR[X] 3 BexTopom iioro
-1

koedimieHTiB  Ta  mMo3HaumMo  ||ul,= max |y, |, |ul,= Z| U|. Hdus  Oyap-skoro
0<i<n-1 i—0

U=Uy+UX+-+U X" €Z[x] nosmaunmo UMOAQ momiHoM (u, modq) + (u, mod @)X +...
o+ (u,_,modg)x"" e R{ - AHanoriunuii ceHc Mae mosHauerss Umod3.

3adikcyemo HaTypanbHe umciao O take, mo 2d <n. J{na 3amanux uucen N, ¢, d i
noninoma f(X) cumerpuuna NTRU-nozi6Ha mmdpocucTeMa, IO MPOHOHYETHCS, BU3HAYACTHCS
TaKUM YHHOM.

CeKpeTHHMH KIIOYaMi MH(POCHCTEMH € JOBinbHI mominomu he R Taxi, mo | h,,=1,
| h|l;=2d, a BinkpuTumu TekcTamu — noninomu M e R, q TaKi, 1o [m],=1.

Jlnst sammdpyBanHs TeKeTy M Ha Kimoui N renepyroThes HesanexHi Bunmaakosi nominomu I
€ =€+ X+ 46 X" Ta € =60 +Ey X+ +€ X", e [ Mae piBHOMipHHUiT po3noia
HMOBIpHOCTEH Ha Kinbli Ry o, 8 € 0,81, ., € 1,€50,€21, €y € HEBAIEKHUMH BUIIAIKOBUMH

BETHYMHAMH, sIKi mpuiiMatots koxkae 3Hauenns 0,1, —1 3 imosipictio 1/3. Jlani oGuncmoerses
mudpoBaHuit TEKCT
E, (M.1,8,,6;) = (¢,,C,) = (( —&) moda, (m-+3(rh-+e,)) moda). (1)
Posmmdpysanns nosinbHOrO TEKETY €= (C1,C,) € Ry o xRy 4 Ha Kirroui h sxificHIoeThCs 32
dbopmynoro

D, (c) =((c, —3hc;) modg) mod3. (2)
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3ayBakumo, 1mo y Gopmymax (1), (2) 1 mam gomaBaHHS Ta MHOXKEHHS TIOJIIHOMIB
3ilicHIOEThCS 32 MOysieM nostiHoMa T (X).

OtpumaeMo yMOBYy, 3a sKow0 posmmdpyBanHs nosimomieHHs (1) 3a ¢opmynoio (2) €
KOPEKTHUM.

[osnauumo O(f) maitmenme nomarme umcio take, mo | abl,, <6(f)[lalll|lbll, ars Gyns-
SKHUX moJiiHOMIB a, b e R[X] crenens e Bume N-1, ne (3riiHO 3 MPHIHATOI BUIIE JOMOBIICHICTIO)
ab nosnauae no6yrok noninoMie a i b 3a momynem nominoma f(Xx) [13].

[Momitumo, mo na migcrasi dopmyau (1) (C, —3hc;)modq=(m+3he +3e,)modq. 3sincu
summBae, mo Dy (E,(m,r,€,6,))=m, sxmo ||m+3he +3e,|,<0q/2. IIpu npomy, ockinbku
Ihl=2d, [ml.=lel..=lle;l.=1,ro

[Im+3he, +3e, [l,, <l mll,, +36(f) [ h .l eIl +3lle; [l., =4+6d-6(f).

Takum 4MHOM, 32 YMOBH

d<-94-8 @3)
6-0(f)
po3mmdpyBaHHS OTPUMAHUX TTOBIIOMIICHB BiTOYBA€ETHCS KOPEKTHO.

OorpynryBanns CPA-crilikocTi 3anpononoBanoi mudgpocucremu. Haragaemo o3HaueHHs
CPA-criiikocTi cuMeTpu9HOi mudpocucTemMu (IuB., Hanpukiamd, [12]). Posrnsgaerses taka “rpa”
M) CYMPOTUBHUKOM 1 JOCIIITHHKOM:

1) mocHigHUK reHepye cekpeTHui kimod K

2) CYNpOTHBHHMK MOJKE II0JIaBaTh Ha BXiJ opakyna E, , mo 3xificHioe 3ammdpyBanns, Oyab-
SK1 BIIKPHUTI Ta OTPUMYBATH BiJIMOBiAHI IU(POBAHI TEKCTH;

3) CympOTHBHHUK IOJA€ TOCIIAHHUKY MAPy Pi3HUX TEKCTIB M, Ta M, OJHAKOBOI JOBXKHHHU;

4) gocnmigHUK BuUOWpae BumaakoBe piBHOWMOBipHe uuciao be{0,1} Tta mnoBeprae
CYNPOTHBHHUKY ImpoBanuii Tekcr €= E, (m,);

5) CcynpoTMBHHK MOXe 3BepraTtucs 10 opakyna E, (Sx B 1. 2)) i mOBHHEH BiJHOBUTH

3HaueHHs D .

Iugppocucrema Hasusaethea (T, €)-CPA-cmiiikoro, KO  Oyab-aKUil  aIrOpHTM
BinHOBIEHHs 3HaueHHs D 3 imosipricTio € >1/2 y HaBenmeHiit “rpi” BUKOHye He MeHIIE HiK T
orepartiii.

ChopmynroeMo TOMOMIXKHE TBEPKEHHSI, SIKE BUKOPHUCTOBYETbCS Jani sl OOIpYHTYBaHHS
CPA-criiikocTi 3amportonoBanoi NTRU-noxi6Hoi mmdpocucremu.

Po3risiHeMO JOBUTBHY CHMETPHUYHY IIU(PPOCUCTEMY 3 MHOXHHOK BIIKPUTHX TeKCTiB M,
MHOKHHOIO mudpoBanux TekctiB C, MHOXHMHOW0 Kim04iB K, MHOKHHOKO CEKPETHHX MapameTpiB
S Ta opakyiioM 3amm(pyBaHHs BUTIISLY

E.(m)=G(m)+FK.(s), meM, keK, 4)
ne G:M —C —saramsHoBimOMa QyHKIISL

F :S —>C — Qynkuis, mo 3anexuts Bijx cexpeTHOro Kiroda K ;

+ Mo3Havae KOMYTaTUBHY TPYIOBY orepaiito Ha MHOkuHI C;

(HeBiOMMIA) e1eMEHT $ BHOMPAETHCSA 3 MHOXKHMHHM O BHIIAAKOBO 3TiJHO 3 IEBHUM 3aKOHOM

posnoauty I'.

3aoaua npo pospisznenns NOAATae B HACTYMHOMY. Po3risaaeThest opakyi, SKUid 3 IMOBIpHICTIO
1/2 BupoGnsie He3anexHi BUNAaKOBi piBHOWMOBIpHI enementn mMuoxkuun C (rimoresa H) ta 3
TaKOI0 JK WMOBIpHICTIO — BHMaaKoBi enementy Burisny F (S;), R (S,), ... mis 3a3nanerins BuOpaHoro

3 MHOXMHM K (HEBiZIOMOro) BHIAIKOBOTO DIBHOMMOBIPHOro ejeMeHTa K Ta He3ameKXHHX
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BHIIAJIKOBUX €JIEMEHTIB Sy, Sy, ..., PO3MNOIICHNX HA MHOKHKHI S 3a 3akoHoM I (rimoreza Hj ). Maroun
JOCTYII JI0 3a3HaYE€HOTO OpaKyJa, Tpeda 3’CyBaTy, siKa 3 IBOX TiIIOTE3 MA€ MiCIIE.

Hacrynna nema noBoauThest aHanorigHo Teopemi 3.18 B [12].

Jlema. Hexaii icnye CP-aTaka, sika BUKOPUCTOBY€E t 3BEpHEHb /10 Opakyia (4), Ma€e 4yacoBy
cknagHicTs T 1 iiMosiphicTs yemixy 1/2+¢€, ne €>0. Toxi icHye anroput™, sKuii po3s’si3zye
3a/a4y TIpO PO3PI3HEHHS 31 CKJIAIHICTIO He BuIle HiX | +Vt Ta iimosipuicTio yemixy 1/2-(1+¢),
Jie V — MakcHMMalbHa 4acoBa CKIaJHICTh 0OYHMCIEHHsA OAHOro 3HadeHHs urasny G(M)+C mus

oynp-skux meM, ceC.
BaxiauBUM OKpeMHUM BHIIAJIKOM 3ajadi Mpo po3pi3HEHHs € Bimoma 3adaua Decision-Ring-
LWE, Ha ckimagHOCTi sKOi 0a3yeThCsl CTIMKICTh 0araTbOX CYY4aCHHMX PEIIITKOBHUX KPHUIITOCHUCTEM

[14]. B wpomy Bunanky C=R; xR, K =Ry, a smauenns F(s;), R (S,), ... dopmyrotses 3a
MIPaBUIIOM
F(si) = (syi, 81K +555) ®)
Jie 00UMCIICHHS BUKOHYIOTBCA B KUIbLI Ry o, S; =(Syj,Sp;) 1 Sy, Sy € HE3AICKHUMH BUIIAKOBUMA
CJIEMEHTAaMH, [IEPLIMH 3 AKUX MA€ PIBHOMIPHHH PO3IOALI IMOBIPHOCTEH Ha Kbl Ry ,, 8 Apyruii —
MeBHUH (BIAMIHHHIA Bl pPIBHOMIPHOTO) PO3MOILT Ha I[bOMY KiJIbII, =12 ...
Takum ymHOM, 3amaua Decision-Ring-LWE wnax kineuem R; q Toisrae B TOMY, o6

BIJIPI3HUTH TIOCITIIOBHICTh HE3QJICKHUX BHUIAJKOBUX EJIEMEHTIB BHIUILY (5) 13 3a3HAYCHHUM
3aKOHOM PO3MOALTY BiJl CYyTO BHIAJIKOBOI MOCIIZOBHOCTI €leMeHTiB MHOXHHH C = Rfﬁqufyq.
3po3ymisio, IO CKJIQJHICTh PO3B’A3aHHS 1€l 3aJayi 3aJeKUTh BiJ CaMOro KUIblA, 3aKOHY
O30Ty BUIAJAKOBUX TIOJIHOMIB S2is i=12,.., a TakoX BiJ TOro, SKUil 0OCAT NAHUX €
OOCTYIHUM Ui aHamnizy (y BHIAAKy, IO pO3TIIAETHCSA, 3a3HAUYEHUH 00CSAT BBaXKAETHCS
MTOTEHIIIHHO HE OOMEXEHUM).

Hacrynne TBepmkeHHS T1oOKazye, Mo o3HaueHa Bume cumerpuuHa NTRU-moxiGHa
mmppocuctema € CPA-CTIHiKO0, SKIIO € 00YHUCIIIOBAIBHO CKIaaHOI0 3a1ava Decision-Ring-LWE
JUIA  HACTYyNHUX BXimHumx ganux: y ¢opmym (5) K=3h, ne h e cekpetnum xmouem
kpunrocuctemu; S,; =3(he ; +€,;) B Kinbui Ry ,, 1€ €, €,; — BUNAIKOBI MOIIHOMH CTETIEHS HE
puie N—1 3 He3aNEeKHUMK B CYKYIHOCTI KoedilieHTaMu, siKi npuiiMaioTs Koxkne 3Hadenns 0,1, -1 3
iMosipHicTio 1/3.

Teepmxenns. Hexaii ichnye CP-ataka, sika BUKOPHCTOBYE t 3BepHEHBb 110 opakyna (1), mae
4acoBy CKIamHicTh T 1 iimosipmicts ycmixy 1/2+¢€, ne €>0. Toxi icHye anroputm, skuii
pO3B’si3ye 3a3HadyeHy Buile 3amady Decision-Ring-LWE 3i ckiagHicTIO HE BHINE HIX
T +0O(ntlogq) Ta iimosipHicTio yemixy 1/2-(L+¢).

Josenenns. [lomiTumo, mo mudpocucrema, 10 onucyeTbes piBHAHHAM (1), € okpemum
BUIAAKOM HHU(POCUCTEMH, fKa ONMCYeThcs piBHAHHAM (4): Tpeba noxmactu G(m)=(0, m),

k=3nh, s=(r,e;,e,), F(s)=(r—e,3rh+3e,), ne oGuncnenns BuKoHyIOTbCA B Kinbwi Ry ;.

OTxe, Ha mijacTaBi Jemu 3 icHyBanHa CP-ataku, 3a3HaueHOi y (GOpMyTIOBaHHI TBEP/KEHHS,
BUIIJIMBAE ICHYBAHHS AQITOPUTMY, SKHH PpO3B’A3y€e BIAMOBIAHY 3aJady MpPO PO3PI3HEHHS 31
CKIIaJHICTIO He BHIIE HiX T + VI Ta iIMOBIpHICTIO yCIixy 1/2-(1+€), ne v — MakcumalbHa 4acoBa

CKJIQJIHICTh OOYMCIIEHHS OJHOTO 3HAYEHHS BUTISALY M+Tr I Oyab-sIKHX M, T € Rf’q. 3Biacu
sumuBae, mo v =0(nlogq).
Hamni, snauenns F(s;) =F(r, €;,€,;) Mae Burmsang (5), SAKIO MOKIACTH Sy; =K — €,

Spi =3(hey; +€,;), me oOuuMCieHHS BHUKOHYIOTbCS B Kimbli Ry ,. OCKUIbKHM 3a O3Ha4YCHHSM
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mU(POCUCTEMH I; € BUNIAJKOBHM €JIEMEHTOM 3 PIBHOMIPHUM PO3MOALIOM HMOBIPHOCTEH Ha KibL1
Rfq» @ € HE 3aJEKUTH B I}, TO BUNAJKOBUH CIEMCHT S;; Mae PIBHOMIPHUH 3aKOH PO3MOJLILY
Ha Kbl Ry ., 1 JUIS 3aBEPLICHHS JOBC/CHHS 3aJIMIIAETHCS IEPEKOHATHCS B TOMY, 1O BUIIA/IKOBI

CIIEMEHTH S;;, S,; € HE3aICKHUMH.

JlilicHO, mo3HaYaoun 3! o0epHeHHH 10 3 €JEMEHT KiJIbIIs Z, (siKuii iCHYE, OCKUIBKU O He
ninuThcs Ha 3) Ta BUKOPHCTOBYIOUM O3HAUEHHS BHIIAJKOBUX €IEMEHTIB I, €;,€,;, OTPHMAEMO,
1o Juist Oyab-sKuX U,V € Ry  CrpaBeuinBi Taki piBHOCTI:

P(s;i =U, S; =V)=P(r; —&;; =u,3he;; +3e,; =V) =
> P(ei; =W)P(r; =u+W)P(g; , =37 (v—3hw)) =

weR¢ 4

=——— > P(e;; =W)P(e;, =37 (v—3hw)),

| fq|WGqu

P(sy; :u)P(s2i =V)=P(r, ¢, =u)P(3he;; +3e,; =V) =

|R | 2 P(eis =wW)P(e , =37 (v-3hw)).
f.q lweRs g

Takum uunoM, P(S;; =U, S,; =V) =P(s; =U)P(S,; =V), o i Tpe6a Oy10 10BECTH.

TBepIKeHHs TOBEICHO.

Bubip nmapamerpiB 3anponoHoBaHoOi mM@pocucTeMu s 3a0e3neyeHHsi ii criiikocTi
BigHOCHO Bimomux arak. Ha migcraBi moseneHoro tBepkeHHs CPA-CTIHKICTh 3ampOoroHOBaHOT
M (POCUCTEMH BU3HAYAETHCS CKIIAJHICTIO PO3B’si3aHHS 3a3Ha4yeHoi Buie 3amadi Decision-Ring-
LWE wan kimeuem Ry ,, sAKy (BpaxoByrouM OOEpHEHICTh YuCia 3 3a MmomyneM () MOXKHa

chOpMYITIOBATH TAKUM YUHOM.
CrocTepiraeThCsi MOCHIOBHICTh HE3AIEKHUX BHIAJIKOBUX €JIEMEHTIB, KOXKEH 3 SIKHUX abo €

piBHOMIpHO ~posnoziienuM Ha MHOXuHI R; (xR¢ . (rimotesa Hj), abo mae Burmsn
(3ta, ah+(he; +e,,)), i=12, ..., ne oGUNCIEHHs BUKOHYIOThCS B Kinblli Ry ¢ N € HeBioMum
¢ikcoBanum enmemenToM mporo kKimsug, ||hfl,=1, |/h l,=2d, a,e;,e; € He3aIKHUMH
BUITA/IKOBUMH €JIEMCHTAMH, IIPHYOMY & Mae PIBHOMIPHHiA pO3IOALT IMOBIpHOCTEH Ha Kinbli Ry 4,
€,€,; € BUMAJAKOBUMH IOJiIHOMAMH CTereHs He Bumie N—1 3 He3ane:KHUMH B CYKYITHOCTI
xoedinientamu, siki npuiimMarors koxne 3Hasenns 0,1, —1 3 imosipuictio 1/3 (rimoresa H,).
Tpeba 3’sicyBaTy, fKa 3 JBOX TilOTE3 MA€ MiCII€.

BusHaunmo, sk BuOupaTn napameTpu mmppocucremu (uucaa N, q, d ta nominom f(X)) mis

3a0e3neYeHHsT HAIEKHOI CKIJIATHOCT1 BIJOMHUX aJTOPUTMIB PO3B’sI3aHHS HABEJIEHO1 3a/1a4i.
ITepmr 3a Bce, 3ayBaKMMO, 110 Y BUMAJKY KOMM unMciao  Mae BaacHuil mimbauk (' >1, nns

pO3B’s3aHHs i€l 3a7a4i MOXXHA CKOPHCTAaTUCs romMoMmopgisMom Kimbus R¢, B kimbue Ry .

OcTaHHE Ma€ MEHIIWH TMOPSANOK, 1[0, B MPUHIUII, HAJa€ MOMJIHMBICTH CHPOCTUTH OYAb-sSKUAN
QITOPHUTM PO3B’sI3aHHSI MIOCTABJICHOT 3a/1a4l NUISTIXOM 3BEACHHS 1i IO aHAJIIOT1YHOI 3a/1a4l MEHIIIOTO
po3Mipy Haj roMoMopdHHMM 00pa3oM BXiZHOrO Kinbls. AHanoriudo, skmo y nojiinoma f(X) e

Herpupianphuit gineauk f'(X), MoxHa ckopucraTHcs romMoMopdismMoMm Kimbus Ry q B KubLe
Rf,vq JUTSI 3BEJICHHS BX1HOI 3a/1a4i 10 aHAIOTIYHO1 33/1a4i MEHILIOTO PO3Mipy. 3ayBakUMO, 1110 TIPH

TaKOMy 3BE€JICHHI “piBeHb” CHOTBOPEHHs (TOOTO BUIIAAKOBOTO ejeMeHTa he ; +e,;) 30iIbImuThCs,
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ajyie 3MEHIIUTHCS PO3MIp BX1IHOI 3a7a4i, 110 MOXKE B IIJIOMY 3MEHIIIUTH CKJIAJIHICTh ii pO3B’sI3aHHS
(muB. poboty [15], ne HaBeACHO MPUKIIA]] CYTTEBOTO 3MEHIIICHHSI CKJIaTHOCTI pO3B’sI3aHHS MOA10HOT
3amayi). s Toro, o6 B MPUHITKII 3a1100IrTH MOMIIMBOCTI 3aCTOCYBaHHS METOAY roMOoMOp(}i3MiB,

BBAKATHMEMO, 0 § € TpocTuM uucioM, a mominom f(X) e nespimmum Han monem Z . Kpim
TOrO, SIKIIO YMCIO N HE € mpocTuM, To mone Ry 4 (nns mpoctoro q Ta HessimHoro f(X)) mae
BJIACHE ITiAII0Je, BiAMIHHE BiJ mOJIA Zq, 0 TAaKOXX HAJa€ MOXKJIMBICTh 3aCTOCYBaTH METO

roMoMopdi3MiB 10 pO3B’sI3aHHS MOCTABJICHOI 3a7adi (Ha KIITAIT TOTo, SIK Iie pooutbest B [16] 13
3acTOCYBaHHS (DYHKIIIT CITiTY).
Takum dumHOM, JUIA MPOTUAIl METOAy roMoMop(i3miB, BBaXaTuMeMmo faii, mjo N i J €

pi3HMMH TIpOCTUMH Yuciaamu, a |(X) — He3BiTHMM Haj moJeM Z, muomiHoMOM. buibur Toro,
BUXOJSTYM 3 BUMOTH MPAKTUYHOCTI MH(PPOCUCTEMH (MOMIIMBOCTI MIBUKOTO MHOXEHHS €JIEMEHTIB
nomst Ry ), BBakarnmemo, mo f(X) mae Taxuii came Burssaz, sk i B kpunrocucremi NTRU Prime:
f(x)=x"-x-1[10].

Ha cporomHi €quMHUM BiJOMHM METOJIOM pO3B’si3aHHs 3a3Ha4yeHOi Buile 3amadi Decision-

Ring-LWE e ii 3Beaenns no 3amgaui LWE (nuB., mHanpuxnaz, [17], m. 5.3). CyTHICTb IIbOI'O METOY
MOJISITA€ B HACTYITHOMY.

[To-nepure, po3MIAHEMO [OBimbHI momiHoMu U(X) = Zuixi . v(X) = ZViXi €Rfyq Ta

i>0 i>0
2n-2 . i
noszHauumo W(X) = ZWiX' ix nobyrok B kimewmi Z[X], W =ZUJ-VH-, i€0,2n—2. Tomi, sK
i=0 i=0
nmokazye OesmocepefHs IMepeBipka, JOOYTOK IUX TMOJIHOMIB 3a MOAYJEM I[OJiHOMA

n-2 .
f(x)=x"—x-1 nopisuioe U(XV(X) = (W +W,)X° + D (Wi + W + W)X + (W + Wy )X
i=1
Omxke, BimpHHHA uleH n00yrky momiHomiB U(X) Ta V(X) B mom R;, nopiuioe
(W +wW,)modq = (UgVy + UV, 4 +---+U, 4V, ) modq .
[To-gpyre, po3rasHEMO TMOCHIIOBHICTh BUIAJKOBHX E€JIEMEHTIB (3_1ai, b)), Akl € BXiIHUMHU

nanumu Ui 3agadi Decision-Ring-LWE, To6To po3mopijieHi BiAMOBIIHO 10 OJHI€I 3 ABOX
sasHayeHnx sue rinores Hy, H;. OGuncianmo BinbHi wienn b, o nomusomis by, 1=12,.... Sxmo

Mae micte rimoresa Hg, 10610 b; € BUmanKkoBUM piBHOIMOBIpHUM eneMenToM mons Ry, o He
3AIEKUTH Bil &, TO D; ) € BUMAAKOBUM PIBHOMMOBIDHMM €leMEHTOM mons Z,, SKUH TaKOK He

3aneKuTh Bij @ . SIKuo x crnpasemmmsa rinoresa Hy, to6to by =ah+(hej; +e,;), To Ha mincrasi
3a3Ha4eHOl BULIE (OPMYIH [l BUIBHOTO 4IeHA JAOOYTKY JBOX MOJIHOMIB y moii Ry ., a Takox

pisrocreit || N],,=1, [|h]l,=2d mae micie Take criBBinHOmEeHHs HaT TTONEM Z,:

bio =2 0hy +8 1y g+ +a g+, (6)

& € cymoro 2d+1 HesanexHHMX BHUIAIKOBUX BEIHMYMH, SKi NPUAMAIOTH KOKHE 3HAUECHHS

0,1, —1 3 imosipnictio 1/3 Ta He 3anexars Bix a.
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TakuM 4mHOM, 3a ymoBH Timortesu H; Bexrop koediuientis momiHoma h 3amoBosBHSE
cucTeMi JIIHIHHUX PIBHAHb 31 CHOTBOPEHHUMH MpPAaBUMHU 4YacTHHaMu Burisay (6). Omxke, mis
nepesipku rinote3 Hj, H; nocratHbo BimHOBHTH BEeKTOp (hg, Mg, ..., hy) 13 3a3Hayenoi cucremu

PiBHSIHb 3a BIJOMMMH BEKTOpaMu (; ¢, @;1, ..., & ,4) Ta 3HAUYCHHAMH b g, 1=12, ... B upomy
noJisirae oJivH 3 BapianTiB 3aaa4ui LWE nan monem Zq [18].

Ha croromni BijioMi Taki METOAM PO3B’S3aHHS 3a3HAYCHOI 3ajadi: METOJ MaKCHMAalbHOT
npaBaonoaioHocTi [19], meTon 3ycTpidi mocepeauHi ta Woro BaockoHaieHHs [20], [21], meTon
BKW [22], a Takox pemriTkoBi Meroau (Tak 3BaHI NMEpPBUHHA Ta ayanbHa aTtaku) [23], [24].
BukopucToByroun BiJJoMi aIrOPUTMH OIIHIOBAHHS TPYAOMICTKOCTI IIUX METOJIB, 110 0a3yIOThCS Ha
pe3yibTarax BiI3HaYeHHUX POOIT, MOXKHA OOUMCIUTH ISl 3a3aJI€Tib BAOPAHOrO PiBHS CTIHKOCTI A
3HayeHHs mnapamerpis N, (,d 3ampomoHoBaHoi ImmMQpocHCTEMH, IS SAKHX TPYAOMICTKICTH
HaWKpamoro i3 3a3HaueHuX MeTojiB (sika BuzHadae CPA-criiikicTh i€l mmdpocuctemu) € He
MEHIIE HiK A .

Hwxde B Ta0i1. 1 mpeacTaBieHo pe3ysibTaT YHCEIbHUX PO3PAXYHKIB, IPOBEIACHHUX IS HU3KU
smauens N, q i d . [Tigkpecnumo, mo 3a 03Ha4YeHHAM mHPpPocucTeMU N i ( € Pi3HUMHU IPOCTHMU

ypcaamu Takumu, mo nomnoM f(X) =X" —Xx—1 € He3BigHUM Haz MojIEM Zq ; d ¢ marypanbHuM

upcnoM TakuMm, mo N>2d i >12d+8. Ilpu upomy crilikicts mudpocuctemu 6asyeThes Ha
cximagHocTi 3agadi LWE, sxa nomnsirae y po3s’si3aHHi cUCTeMH JIiHIHHUX PIBHSAHD 31 CIIOTBOPEHUMH
NPABUMH YaCTUHAMM Bil N HEBiIOMUX Hajx moneM Z,, Ji€ iCTUHHHH DPO3B’S30K CHCTEMH €
(0, 1, —1) -exTopom, skuii MicTuTh TouHo 20 HEHYILOBHX KOOPIMHAT, a CIIOTBOPEHHS B HpaBiii
YaCTUHI KOXKHOro piBHAHHA € cymoro 20 +1 HesaneXHUX BUNAJKOBMX BEIWYHH, SKi MPHAMAIOTH
xoxue sHavennst 0,1, —1 3 imosiprictio 1/3.

HwxHI OIIHKKA CKJIQJHOCTI alropuTMiB po3B’s3aHHs 3amadi LWE Bu3HauaroThbes Takum
YUHOM.

1. Meroa MmakcuMyMy paBaonoaioHocTi (oBHUiA iepedip) [19]:
n

2d

2. YpaockoHaneHH# anropuT™ 3yctpiui mocepenuni [20], [21]:

T, =4, .
3. PemriTkoBi anroputMu.
IlepBuHHA aTaka: BUKOHATH HACTYITHUM anroputm [23], [24].
Auroputm 1: 1 koxxaoro M=1 2,... BuxonaTn Taxi nii:

1) moxmactu t=n+m+1;
2) s3maiite Haiivermre b =b® (m) {200, 201, ..., t} Take, mo

(2d +1)\/g <s%g"

T, =2%

1
1 2(b-1)
ne &=/ (nb) " b ,
2me
Ta 3aBEPIIUTH OOYUCIICHHS.
HwokH olliHKa CKJIaJHOCTI ataku: T, = 20,2920

JyanbHa aTaka: BUKOHATU HACTyMHUU anroputm [23], [24].
Auropurm 2: uist Koxknoro M=1, 2,... Bukonaru Taki qii:

1) mokmactu t=n+m;
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2) 3HaiTH HaliMeHIIe YHUCIIO b=b®(m) {200, 201, ..., t} Take, 10
¢ 2)In2
St < q (C + ,
| mv2d +1 2

1

s b
Ie o= (nb) — , c=8,

2me

Ta 3aBEPIIUTU OOYUCIICHHS.
. . 0,292b+ 2c
HukHst OLiHKa CKJIAJHOCTI aTaku: 1, =2 :
4. BKW-araka. Po3paxyHku mpoBOJATHCS 3TiAHO 3 TBEpIKEHHAMU 1, 2 y [5], e y dhopmyii

(8) cnin moxmactu m(a) = 0(1/3, o) 2.

Tabmuus 1 — JIBiiikoBi JjorapuMu HUKHIX OIIHOK CKJIAJHOCTI BIJIOMHUX aTak Ha 3alpOTIOHOBAHY
mUGPOCUCTEMY

[Tapamerpu 3ycTpiu [TepBunHa HyanbHa BKW-
MMIT .

n q d HocepeuHi aTraka araka araka
439 6833 | 142 | 690,6 172,7 490,9 329,0 501,3
503 | 2879 |59 |508,8 127,2 505,5 419,8 545,6
503 | 8663 |67 |5499 137,5 388,1 309,5 5719
569 3929 |81 |647,6 161,9 594,8 476,2 618,5
607 | 6317 | 131 | 8559 213,9 672,2 495,2 669,4
631 |[2081 |43 |4440 111,0 610,9 573,7 658,3
631 | 2693 |56 |5331 133,3 632,8 560,9 667,2
677 |3251 |67 |6152 153,8 691,7 599,9 7175
727 | 5827 | 121 | 904,27 226,1 798,1 623,1 786,1
787 | 4243 |88 | 7746 193,6 832,2 705,7 833,1
829 | 1657 |34 4029 100,7 7773 821,6 832,5
883 8089 |168 |1177,1 294,3 1005,4 768,5 952,2
947 | 3917 |81 | 7823 195,6 990,8 890,2 982,75
991 9349 [194 | 1339,8 334,9 1145,8 873,9 1064,9
1019 | 6691 | 139 | 11344 283,6 1136,2 929,9 1077,1
1021 | 5393 | 112 | 993,9 248,5 1110,8 949,5 1068,7
1021 | 8819 | 183 | 13219 330,5 1172,9 910,4 1091,9

BucHoBku. Y CTaTTi 3apONOHOBAHO METO MOOYI0BU OOIPYHTOBAHO CTIMKUX CUMETPUYHUX
NTRU-noaiOHux mugpocucTeM, CyTHICTh SIKOTO TMOJSTae y BUKOPUCTAHHI /s 3amudpyBaHHS 1
po3mudpyBaHHs IEPETBOPEHbD, 1110 BU3HAYaOThCs 3a popmyrnami (1) 1 (2) BianosigHo. Ha Biaminy
B1J paHime Bigomoi cumetpuyHoi NTRU-noaionoi mmdpocucremu [4], sika He € CTINKOIO BIAHOCHO
neBHUX atak [5] - [7], 3anmponoHoBaH1 MU(POCUCTEMH MalOTh OOTPYHTOBAHY CTIHKICTh BiTHOCHO
aTak Ha OCHOBI MiIIOpaHUX BIAKPUTHUX MOB1IOMJIEHb.

Jlns BuGopy mapamerpie N, q i 0, mo 3aGe3nmedyroTh CTilKiCTh 3aPONOHOBAHHUX

mudpocucTeM Ha 3a3jalierib> BUOPAHOMY piBHI A, MOXHa BMKOPMCTOBYBATH BiIOMi METOIH

OLIIHIOBaHHS CKJIAJHOCTI po3B’sizaHHs 3amadi  Decision-Ring-LWE. Pesynbratn umcenbHUX

PO3paxyHKIB CBiI4aTh MPO Te, IO IS 3a0e3MeYeHHs CTIHKOCTI Ha piBHI A = 2t28

MOYKHA BBaXKaTH
n=631, q=2693, d =56, a s 3a6e3meueHHs CTIHKOCTI Ha piBHI A = 22%% \oskHa BBaXATH N = 883,
q=8089, d=168. Ilpm Takmx 3HA4YCHHSAX BXITHUX MapaMeTpiB dYac 3amUpPyBaHHA YU

po3mudpyBaHHS TOBIJOMJICHD Y 3alPOTIOHOBAHUX MIM(GPOCUCTEMAX € TIOPIBHSIHUM 3 BiIMOBITHUM
gacom y kpunrocucremi NTRU Prime [10], sxka € omuum 3 ¢inamictiB koHkypcy NIST 3i
CTBOPEHHS] HOBHMX IOCTKBAHTOBUX KPUITOTpaiyHUX CTaHIAPTiB.
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ALEXANDRA MATIYKO,
ANTON ALEKSEYCHUK

METHOD FOR DESIGN SECURE SYMMETRIC NTRU-LIKE ENCRYPTION

SCHEMES

Asymmetric NTRU-like encryption schemes are among the fastest modern post-quantum

cryptosystems. They are designed on simple (from the point of view of implementation complexity)
transformations in truncated polynomials rings and provide required security against well-known
attacks if their parameters are properly chosen. The security of such encryption schemes is based on
the difficulty of finding short vectors in certain lattices in Euclidean space. Almost a third of all
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post-quantum cryptographic algorithms submitted to the NIST competition for standardization of
post-quantum cryptographic primitives belong to NTRU-like (or close to them as Learning With
Errors) cryptosystems. Along with that, an actual task is to create symmetric cryptosystems, the
security of which (similarly to asymmetric ones) is based on the complexity of solving only one
computationally hard problem. As of now, the only one symmetric NTRU-like encryption scheme
is known that is not secure against certain chosen plaintexts attacks — NTRUCipher. The purpose of
this article is to develop a method for design symmetric NTRU-like cipher systems that are secure
against specified attacks (CPA secure). It is shown that the security of proposed encryption schemes
is based on the hardness of the Decision-Ring-LWE problem, which is one of the well-known
computationally hard problems in lattice-based cryptography. It is shown that, unlike the previously
known NTRUCipher encryption scheme, the proposed encryption schemes are secure against
chosen-plaintext attacks. Concurrently, the proposed encryption schemes have the same secret key
length as the NTRUCipher encryption scheme. An algorithm for choosing the parameters that
ensure the security of proposed encryption schemes at a predetermined level, is presented. It is
shown that the time of encryption or decryption messages in proposed encryption schemes is
comparable to the corresponding time in the NTRU Prime cryptosystem, which is one of the
finalists in the NIST competition of design new post-quantum cryptographic standards.

Keywords: post-quantum cryptography, symmetric encryption scheme, NTRUCipher, NTRU
Prime, security proof.
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