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Abstract
This article deals with the problem of controlling the load on microservices. Various options for preventing overloads,
their advantages and disadvantages are analyzed. The method for flexible control of re-sending requests to microservices
is proposed. The requirements for QoS were taken into account and focused on adaptive queue management.
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Introduction

Nowadays, distributed systems have become very
widespread in modern IT products. The distribution
can take place in both parts of a product — in the
program part or in the database part. When separate
functionalities are located in standalone pieces, this is
called a microservice or a lambda, a serverless technol-
ogy. When it comes within a DB distribution, typically,
NoSQL is the technology at the back end. Even if it is
an SQL DB, it should comply with the CAP theorem.
In this article, we highlight existing problems with the
distributed systems and propose some ways to handle
them.

1. Problem

In theory, if the nodes a system consists of are func-
tional, then the main problem is tuning them appro-
priately and making sure that the system functions in
accordance with requirements. However, in practice,
a system needs to be prepared for failures, as some
nodes have to be replaced over time, outages might
take place, and the network could suffer certain distur-
bances. In addition, the nodes can be overloaded and
either respond with long delays or not respond at all [1].
Figure 1 presents an image showing the two microser-
vices and the connection from one to another. Let us
consider some approaches to handle these situations
and the ways for the system to recover.

2. Existing Methods of Handling Service Un-
availability and Ways to Improve Them

In this paragraph we show the existing methods to
work with the issue of microservice overload with the
requests and propose their enhancements, providing the
results and statistics collected from the real data.
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Fig. 1. Microservices and connection between them

2.1. Circuit Breaker

A leading idea that can be implemented in the dis-
tributed systems with different parts dependent on each
other is a circuit breaker. The idea is to determine the
specific moment in time when something goes wrong,
and a part of the system gets overloaded, which might
lead to unavailability of the whole system [2]. In this
case, the node should be temporarily stopped from be-
ing used, so that it can recover and return to the normal
state afterward.

2.2. Fixed Rate Retries

Another way to overcome unavailability of certain
system parts is to send retries at a fixed rate. A standard
mechanism is to call the service with certain periodicity
over time. This strategy is best suited to the case with
a limited number of services that perform the retries,
and if the system can recover in a short period of time.

2.3. Exponential Retry Algorithm Adopted to the Busi-
ness Use Case

An enhanced retry algorithm suggests performing the
retry calls in an exponential manner [3]. According
to an exponential backoff formula we used, periods of
time are successively increased by a factor of 3, starting
with an initial delay of 1 minute. Several first retries
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should be done in a short period of time (during the
first several minutes), but as the addressee continues to
ignore the requests, the timeout should be prolonged
exponentially. For example, the sequence of delays can
be approximately as follows: 1 m, 3 m, 9 m, 27 m, etc.
The process can be described by the formula below:

𝐷𝑖+1 = 𝑘 ·𝐷𝑖 ,

where 𝐷 stands for delay, 𝑘 is a coefficient, and 𝑖 is the
number of a retry. In the example above, 𝑘 = 3 and
𝐷1 = 1 minute.

Speaking about the exact numbers and received data,
we had a maximum of 20 concurrent requests, but only
4 could be processed at a time. As far as maximal load
could happen only several times during the working day,
the requests that were not accepted at once succeeded in
the next 2-4 retries. Once we experienced a substantial
network break that lasted for around 36 hours. Our
retries were set to last up to 24 hours. so a massive
amount of work was lost. Further we came up with an
enhancement about which we’ll speak later.

2.4. Exponential Backoff Algorithm with Rate Limiting
and Its Usage

In practice, exponential backoff works much better
and does not overload the client. Yet, if the algorithm
does not succeed, at some point the delay will reach
36 hours, which is too long, and the system could be
renewed long before that. In this case, rate limiting
can be applied [4]. The time for exponential retries
can be bounded from above, say, by 24 hours, or 7
retries. After that, the rate limit can switch back to
the standard one, equal to 12 hours. Depending on the
probability of system recovery, making checks every 6
hours after 6 retries also sounds rational. Here, the
number six is derived from the workday of employees
who may have noticed and reported the service outage
and the time it will take them to fix the issue before
their working day ends or the new working day starts.

2.5. Flexible Retries Based on the Response

Another enhancement of this algorithm that can be
proposed is to take into consideration the type of an
error, returned on the request. For example, if it is
known that the server is off (e.g. error 404), the out-
age could take place which might not last for long [2].
Sending requests won’t influence the receiving side, so
they could be sent relatively often. When the reason is
respondee’s overload, the first retries should be sent in
a while, in 10 minutes or more.

2.6. Batching for the Retries and Their Results

As long as the system performs normally all the time,
new requests continue to be sent and are left without
responses. Making retries to each request might cause
overhead not only to the receiving node, but also to
the sending one. Making retries for each request and
collecting them requires a separate resource. It would

not be safe to store them in-memory, especially if there
can be many of them. It is much more reliable from
a long term perspective to store those in the DB or a
queue. An optimisation that could be made is to send
requests in batches, i.e. collect all the request bodies in
one batch and send it to a client once [5].

This implementation substantially reduced the num-
ber of requests. The time it took to process a request
out of 100 subrequests was several times longer, but
took less than 6 seconds compared to 1-2 seconds of
processing a singular request. Request timeout is set to
10 seconds, so collecting unsent requests into batches
increased the performance a lot and made the logs look
much cleaner. The downside of such an approach is that
not every kind of request can be organized in batches
and additional functionality should be implemented on
the client side to be able to process batch requests.

2.7. Need for the Retries, System Consistency and
Following Investigations

When dealing with retry mechanisms, a question of
data actuality arises. If the retry succeeds only in a day
or two, the data might have lost its actuality by that
time. Specific solutions depend on the type of business
that uses the project. If this is an online ticketing ser-
vice, the successful operation should be marked before
the buyer should take any actions connected with the
event. Waiting one day in the absolute majority of cases
is acceptable. When the retry is about delivering a lost
movie package that has no sense without the previous
and the following piece, there is no sense in it.

From personal experience, we find that when it is
too complicated to have the system in the consistent
state all the time, it is acceptable that the system parts
synchronize periodically, e.g. once per day during night
time. Such a solution may not only be acceptable for
the business, it can also be advertised by the managers
as an advantage of the system, e.g. cell phone opera-
tors created contract subscriptions where the state of
account is renewed at night and give possibility to the
clients to use the phone without limits till the end of
the day even having big debt.

Our following investigations we want to perform for
the chain of microservices where one calls the other, the
request which fails is sent by the most deep microservice
and the response for the failing request is needed at the
start of the chain.

3. Preventing Microservice Unavailability

When replacing the monolith architecture of the sys-
tem with a microservice one, product owners need to
be aware of the advantages of this decision and have
substantial reasons to perform the replacement, because
in general such a system will be more complicated and
harder to develop. However, one of the main reasons for
such a design is scaling certain parts of the application
that may be happening in a cloud environment or in
the owned server rooms. In order to create another in-
stance of the microservice, there should be understand-
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ing, when it’s already the time, so that the resources
would be wisely used.

The characteristics of the hardware, e.g. amount of
memory, CPU frequency, and the number of processors
might be different for different instances of the same
microservice. This means that every instance has a
different limit of a request number. Ideal situation is
to prevent the service unavailability instead of making
some retry logic, maybe even creating a separate retry
microservice not to affect all the top microservices that
participated in the request creation, and inventing ef-
fective ways to inform the user later about the result
of their operation.

3.1. Real Time Adoption to the Changing System Char-
acteristics and Requests Number

In order to count the congestion window size, or the
maximum amount of requests that can be sent to a
system at a time, one needs to constantly send more
and more requests measuring the latency of the system,
i.e. the response time. When the latency starts to
grow, it is time to lower the request rate lest the system
fails [6].

In order to be able to control the frequency of the
requests, a queue is needed that will buffer them. If
the microservice works at the maximum rate and the
requests queue is growing, its new instance could be
created. The new requests should be directed to the
new microservice.

Conclusion
Having a microservice architecture or messaging be-

tween services can become a significant issue unless it
is wisely organized. A mechanism like a circuit breaker
can help in preventing the service failure or give the pos-
sibility to the service to renovate. Retry mechanism will

take care to deliver the required information where it
has to belong. At the same time, it is better to prevent
the problem in the first place. Constant counting of
the congestion window in the services whose hardware
characteristics can change depending on the load will
guarantee the service constant availability and provide
understanding if there is need to extend the service
resources.
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