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Po3pobreni mporpaMHO-TEXHIYHI OCHOBH BipTyasibHOI KoMIT toTepHOI nabopatopii (BJI) Ha
OCHOBI XMapHHUX TEXHOJOTii. ['0JI0BHI BIIMIHHOCTI BiJl XMapHUX CEpBICIB, IO MPONOHYIOTHCS B
InTepHer B OCTaHHI pOKM — 1€ po3mHUpeHi (QyHKIII A8 KOpUCTyBada 3 MOJKIMBICTIO
IHTEpaKTUBHOTO BUKOPUCTAHHS (i3MUYHUX JaOOpaTOPHUX IHCTPYMEHTIB sIK 3 OOKY cepBepa Tak i 3
00Ky KIIi€HTa, TOrTUOICHUN MEHEDKMEHT BipTyalbHUX MAIIMH Ta iHQPACTPYKTYP.

[TpoBeneHuil TeXHIYHUNA aHAJI3 MPOrPAMHUX 3ac00iB /Ul CTBOPEHHS BipTyalbHOT HayKOBOT
nabopaTopii AOCHITHULIBKOIO YHIBEPCHUTETY, SKa OJHOYACHO MOXE BHKOPHUCTOBYBATUCH 1 SK
HAyKOBHI IHCTPYMEHT 1 SIK HaBYaJIbHA IS CTYICHTIiB-A0CITHUKIB.

Po3pobneni  nexinmbka  0a3oBux  apxitektyp BJI  pi3HOro piBHS  HOTYXHOCTI
¢yHKuIioHanpHOCTI 1 HaxiiHOCTI. IlpoaHami3oBaHi CTPYKTypd 3 BHCOKOIO Ha/IIHHICTIO
(GYHKI[IOHYBaHHS Ta METOIM HAIIHHOTO TOCTYIY Yepe3 MEPEKY.

[Tokazanmuii nuisx crBopeHHs BJI 3 MOXIMBICTIO Mirpamii BipTyaldbHUX MallluH
KOpUCTYyBaya, IMOKa3aHa MOXIIMBICTh 1 TEXHOJOTI] Mirpamii BipTyaJbHHX MaIlMH Ha KJIacTepu
30BHIIIHIX OpeHI0BaHUX XMap. HajgaHi pekoMeHaalii mo10 eKOHOMIYHUX KPUTEPIiB MiAKIIOYSHHS
pECYpCiB 30BHIIIHIX XMap.

Onna i3 3HaYyHUX NPOOJIEeM XMapHHUX CEPBICIB 1 BIPTyaJbHUX JIAOOpAaTOpiii TaKOX — I
HaIWHICTh MEpPEKEBOT0 JOCTYMy. XMapHI TEXHOJOrii, 0 OCOOJMBO MAacOBO PO3BHBAIOTHCS
OCTaHHIM YacoM, MOCTABHJIM HOBI BUKIUKHU Iepea Mepekero. SIKIo 3apa3 mpobiaemMH BiJICyTHOCTI
3B’A3Ky Ha NPOT31 JEKUIBKOX XBHJIMH KOMIICHCYIOTbCS Ha MPUKIAJAHUX PIBHAX I[UIIXOM
Oydepuzartii, GopMyBaHHS KPUTUYHHUX CEKIId B3a€EMOIl Ta TOBTOPEHHS BTPAYCHHX i, TO
BIIPOBA/KEHHS IHTEPAaKTUBHOI B3a€MOJIii Ta OHJIAMH B3aeMOJis 3 00 €KTaMM NOTpeOy€e 3HAUYHOTO
3MEHIIEHHS! TPUBAJIOCTI B MEPEPUBAHHIX 3B’A3KY, TEOPETHYHO JO PIBHS NPOMaJaHHS JAEKUIBKOX
MaKEeTiB TPAHCIIOPTHOTO PiBHS.

[Toka3ani HampsIMKH €BOJIOLII KOMITIOTEPHHX MeEpeX B HaNpsIMKy 3a0e3nedeHHs
Ha/AIHOCTI 1 6e3MepepBHOCTI 3’ €IHAaHb KOPUCTYBada 3 XMapHUM CEPBICOM, 30KpeMa BIPOBAKECHHS
¢ynkuiii SND (software defined network) B mepexi.

B HJ/IP 3ampomoHoBaHmii mepenik (QYHKLIA yHpaBIiHHSA TiNepBi3opaMy BipTyaIbHOT
wiatpopmu, sSKi HeoOXimHI s moBHO(YHKIIOHANbHOI 1 edekruBHOi BJI, Oarato 3 sKuX He
MPOIOHYIOThCS TpOBalJiepaMl XMapHHX CEpBICIB 1 HE peayli3oBaHi B NPOTrpaMHUX 3acobax
XMapHHX CEpBICIB Ta O3BOJATh KOPUCTYBauyy BUIbHO BUKOpUCTOBYBaTH BJI, mounHarouu 3 3amycky
synuHeHoi BM Ta 3akiHUylO4M HiIKIIOYEHHSM TEXHIYHMX 3aco6iB 70 BJI depes3 nokanpHMI
KOMIT'10Tep, 5IKi OyiM O JOCTYIIHI 3 BIpTyaJlbHOTO CEpEeAOBUIIIA.

AmHati3 nmokasas, 10 ICHYIOYi CHCTEMH YNpPaBIiHHSA (YHKLISIMHU TiIepBi3opa i MaTEpUHCHKOIO
OC yacTo He € 00’€KTHO - OPIEHTOBAaHMMHM, & TOMY HE JIO3BOJISATH 3a0€3MEUYUTH periaMeHTaIlilo
JOCTYIy Ha piBHI BilacHMKa 00’ekTy. Yactmna ¢ynkuii OC Ta rinmepsizopa IOCTYIHI TUTBKU
aaMiHicTpaTopy cucremu. Lle moTpebye MonepHizauii 6a30BUX MPOrpaMHHUX 3acO0iB U MOBHOT
00’exkTHOI TpuB’s13kU. [TokazaHO SKMM YMHOM MOJKJIMBA MOJAEPHi3allis, ski (GyHKIII 1 B AKiil mipi
oOMesKeHHs TOBUHHI OYTH JIOCTYIIHI U1l KOPUCTYBaya JJis 3a0e31neyeHHs iHpopMalliifHoi 0e3neKu.

Po3pobnena minotHa moxaens BJI Ha ocHoBi BipryanbHoi minatrgopmu KVM Tta cucremu
kepyBaHHs xmapHuMu cepBicamu NEBULA. Bukopucrtani nporpaMHi NpOAYKTH € BUIBHO



PO3MOBCIOKYBaHI, 110 BIAMOBIAE 3aralbHii cTparterii, Ska MpUUHATA B CUCTEMI HAyKH 1 OCBITH
Vkpainu. IlinotHa cucrema BrpoBa/pkeHa B mepexki YPAH s ocBith 1 Hayku B Aara LEHTpI
YPAH Ta nponoHye nociyry JUist yHIBepCUTETIB.

(poc.)

Pa3paboTanbl mporpaMMHO-TEXHHUECKHUE OCHOBBI BUPTYaJIbHON KOMITBIOTEPHOH J1abopaTopuu
(BJI) Ha ocHOBe 00yIa4HBIX TEXHOJIOTHH. [ TaBHBIE OTIMYMS OT OOJIAYHBIX CEPBUCOB, MpEIaracMbIX
B MIHTEpHET B MOCJeIHUE TO/bI - 3TO pacIIMpEeHHbIe (PYHKIMH IS TIOIH30BATENS C BO3MOXKHOCTBIO
MHTEPAKTUBHOTO HCIIOJIB30BaHUS (U3UUECKUX JTAOOPATOPHBIX HMHCTPYMEHTOB, KaK CO CTOPOHBI
cepBepa TaK M CO CTOPOHBI KIHEHTA, YIIyOJICHHBIH MEHEIKMEHT BUPTYaJbHBIX MAIIUH U
UHPPACTPYKTYP.

IIpoBencHHBIM TEXHUYECKUN aHAIN3 IMPOTrPaMMHBIX CPEACTB Ul CO3JaHUs BUPTYAJIBHOU
1a00paTOPUU UCCIIEAOBATENILCKOTO YHUBEPCUTETA, KOTOPAsk OJJHOBPEMEHHO MOKET HCIIOJIb30BAThC
Y KaK Hay4HbI HHCTPYMEHT M KaK ydeOHas IJIsl CTYAEHTOB-UCCIIe0BaTENEH.

PazpaboTtanbl HeckosibKO 0a30BBIX apxuTekTyp BJI pa3nuyHOro YypOBHS MOIIHOCTH
(YHKIMOHATBHOCTH W HaJEXHOCTU. [IpoaHanu3upoBaHbl CTPYKTYPBI C BBICOKOH HaIEKHOCTBIO
(YHKIMOHMPOBAHUS M METO/IbI HAJICKHOTO JIOCTYTIAa Yepe3 CETh.

Ilokaszan mnyTtes co3maHua BJI ¢  BO3MOXKHOCTBIO MHIpAalMM BHUPTYQJIbHBIX MAallUH
II0JIb30BATENs], IOKa3aHa BO3MOXKHOCTb M TEXHOJOIMM MUIpalMM BUPTYalbHBIX MalllMH Ha
KJIaCTephl BHEITHUX apeH/I0BaHHBIX 001aK0OB. JlaHBI PEKOMEHIAIIMH 110 SKOHOMHUYECKUM KPUTEPUIM
MOJIKITIOUYEHUS PECYPCOB BHEIIHUX O0JIAKOB.

OpHa W3 cephe3HBIX NpoOJIeM OOJIAYHBIX CEPBHCOB M BHUPTYAIbHBIX JabopaTopuii B
0COOEHHOCTH - 3TO HAJEKHOCTh CeTeBOro jaoctyma. OOnayHble TEXHOJIOTHH, KOTOPHIE MacCOBO
pPa3BUBAIOTCS B IIOCJIEHEE BpeMs, IIOCTaBUIM HOBBIE BBI3OBBI Ilepes ceTblo. Ecim celyac
poOJIeMBbl OTCYTCTBHUS CBSI3U B TE€UEHUE HECKOIBKMX MHUHYT KOMIIEHCHUPYIOTCS Ha MPHUKIIAIHBIX
ypoBHAX myTeMm Oydepuszanmu, GOpMHPOBaHUS KPUTUYECKHX CEKIMHA B3aUMOJEHCTBHS U
IIOBTOPEHMS TOTEPSHHBIX IEUCTBUM, TO BHEIPECHUE UHTEPAKTUBHOIO B3aMMOJICHCTBUS U OHJIAMH
B3aUMOJICHCTBHE C OOBEKTaMH TpeOyeT 3HAUUTENBHOTO YMEHBIICHHS NPOJODKUTEIBHOCTH B
IIPEPBIBAHMSAX CBS3HU, TEOPETUUECKU O YPOBHS IMPONANAHUS HECKOJIBKHUX MTAKETOB TPAHCIIOPTHOIO
YPOBHS.

[Toka3aHbl HampaBJICHUS HSBOJIONUHM KOMIIBIOTEPHBIX CETeH B HaNpaBICHUU OOECTICUCHHS
HA/IeKHOCTH M HENPEPHIBHOCTH COEAMHEHUH MOJb30BaTeNsl ¢ 00JauyHBIM CEPBHCOM, B YAaCTHOCTHU
BHeapenue ¢pynkiuii SND (software defined network) B cetn.

B HUP mnpennoxen mnepedyeHb (GYHKUUN YOpaBICHHUS TUIEPBU30pPAMU BHUPTYaJIbHON
1aT(OpMBbI, KOTOPbIe HEOOXOAUMBI Il TOTHO(PYHKIMOHATBHON U 3¢ ¢dexTuBHON BJI, MHOTHE U3
KOTOpBIX HE TMpeUIaraloTcs IMpoBaiiiepaMu O0OJauyHBIX CEPBHUCOB W HE pEAIM30BaHbl B
MIPOTPAaMMHBIX CPEJCTBAX OOJIAYHBIX CEPBHCOB M MO3BOJIAT MOJIB30BATEII0 CBOOOTHO UCIIOIB30BAThH
BJI, HaunHas ¢ 3amycka ocTaHOBJICHHOr0 BM M 3akaH4MBas MOJKIIOUEHUEM TEXHUYECKUX CPEICTB
K BJI uepe3 nokaabHBII KOMIBIOTEP, KOTOPBIE ObUIN ObI JOCTYIIHBI C BUPTYaJIbHOM CpEibl.

AHanu3 TmoKasall, YTO CYIIECTBYIOIIHE CHUCTEMBI YyIpaBlieHUs (DYHKIMSIMHM THUIIEPBH30pa U
maTepuHckoid OC yacTto He sBiAeTCS OOBEKTHO - OPUEHTHPOBAHHBIMH, & MOTOMY HE TO3BOJIAT
o0ecreynTh periaMeHTaldio JOCTyNa Ha ypoBHE Biajenbia oobekra. Yacte ¢ynkumii OC u
THIIEPBU30pa JOCTYITHBI TOJIBKO aJIMUHHCTPATOPY CUCTEMBL. DTO TpeOyeT MOoJAepHU3aINH 0a30BbIX
MPOTPaMMHBIX CPEJICTB JUIS TIOJHOM OOBEKTHOW MpuBs3kH. [loka3zaHO KakuM 00pa3oM BO3MOXKHA
MOJIEpHU3AIMS, Kakue (PyHKIMM U B KaKOW CTENEHH OTPaHUYEHUS JOJDKHBI OBITH JOCTYIHBI IS
MOJIb30BATENS C OJHOBPEMEHHBIM Oo0ecrieueHreM HH(POPMAITMOHHON 0€30MMaCHOCTH.

Paspaborana munotHas monens BJI Ha ocHoBe BUpTyanbHO# miaTtdopmsel KVM u cuctemsl
ynpaBienusi oOnaynbiMu cepBucamMu NEBULA. Mcnonb3oBaHHBIE NPOrpaMMHBIE HPOAYKTHI
SBIISIIOTCSL CBOOOJHO paclpoCTpaHsieMble, YTO COOTBETCTBYET OOILIEH cTpareruu, NPUHATON B
cucreMe Hayku M oOpas3oBaHus YKpaunbl. [IunoTHas cucrema BHeapeHa B cetu YPAH s
oOpa3oBaHMs U HayKu B jata-uieHTpe YPAH u npennaraer ycinyru 11 yHUBEPCUTETOB.

(anra.)



Were developed the software and technical basis of the virtual computer lab (VL) based on
cloud technology. The main difference from the cloud services offered by the Internet in recent
years - the advanced features for users with the ability to use interactive physical laboratory tools
from both the server and client-side depth management of virtual machines and infrastructures.

Conducted technical analysis software for creating virtual research laboratory research
university, which also can be used as a scientific tool and as a training for students and researchers.

Were developed a few basic architectures of various power level of functionality and
reliability. Were analyzed the structures with high reliability performance and reliable methods of
access over the network.

Showed a way to create VL with possibility of migrating user’s VMs. Showed the
possibility and technology for migration of virtual machines in the outside rented clouds.
Recommended the economic criteria of connection to external clouds resources.

One of the major problems of cloud services and virtual laboratories also - a reliable
network access. Cloud technologies specifically developed massively in recent years, put new
challenges to network. If the problem is lack of communication within a few minutes compensated
for by buffering application layer, forming critical sections interaction and repetition lost actions,
the introduction of interactive communication and online interaction with objects requires a
significant reduction in the duration of dropouts theoretically to outage of several transport layer
packets.

Show evolution directions of computer networks in ensuring the reliability and continuity of
user connections cloud services, including the introduction of SND functions (software defined
network) in network.

In the research proposed list management functions of the hypervisor virtual platforms that
are needed for a fully functional and effective VL, many of this function don’t offer cloud services
providers and is not implemented in the software-cloud services and allow users to freely use VL,
starting with the launch of the stopped VM and ending with connection technical means to the VL
over local computer that would be available from the virtual environment.

The analysis showed that the existing system of functions and parent hypervisor OS is often
not an object - oriented, and therefore will provide access regulation at the facility object owner.
Part of OS and hypervisor features are only available to system administrators. This requires
upgrading of basic software for the complete object reference. It is shown how the possible
modernization which functions and the extent to which restrictions should be available to the user
with information security saving.

Is developed pilot model the VL based on KVM virtual platforms and NEBULA cloud
services management system. Used software is distributed freely, subject to the strategy adopted in
the system of science and education in Ukraine. The pilot system is implemented in the network for
science and education of Ukraine URAN in the data center and offers services to universities.

4. HasiBHICTb OXOPOHHHMX JOKYMEHTIB Ha 00’€KTH NPaBa iHTeJeKTYaJIbHOI BJaCHOCTI.
- TlonauHs OXOpPOHHMX JOKYMEHTIB HE TJIAHYBAJIOCh 1 HE BUKOHYBAJIOChH

5. IlopiBHsIHHA 3i CBITOBUMH aHAJIOTaMMH.

PesynbraT BiANOBINAIOTH CBITOBOMY DIiBHIO, a MPOMO3MLII 10 10 MoOAepHi3amii (QyHKIIiH
KepyBaHHS XMapHUMHU CHCTEMaMM Ta PO3IIMPEHHs (YHKIIH HA BUKOPUCTAHHS TEXHIYHUX 3ac00IB
Ha pIiBHI CTBOPEHHS PO30CEPEHKEHHX IMPOrPAaMHO-TEXHIYHUX CHCTEM Yy CBITOBIM NpakTUIl He
BUSIBJICHI.

6. ExoHoMiuyHa npuBa0IMBICTH 1JIsI IPOCYBAHHSI HA PUHOK
3acTtocyBaHHS pO3POOJIEHUX TEXHOJOTIM y CHUCTeMI HAayKOBOTO IOLIYKY Ta IiJTOTOBKH
(axiB1iB 32 PI3HUMH TEXHIYHUMU Ta IPUPOAHUYNMHU CHENi1aJIbHOCTSIMH JO3BOJIHTH!
- MiJBUILUTH PiBEHb 0XBATy CTYJCHTIB METOAAMHU JIAOOPATOPHUX JOCIIIKEHb ;
- 3um3utd Ha 20-30% 3arpaTu yHIBEpPCUTETIB Ha IEPEOCHAICHHS HaBYAJIbHUX JabopaTopiid
KOMIT'IOTEPHOIO TEXHIKOIO;



JlacTh MOKJIMBICTH OaraTo(yHKIIOHAIBHOTO 1 OaratonpodibHOrO BUKOPUCTaHHS JabopaTopiid
JUISL PI3HUX CTIELIAIbHOCTEH MPUYIOMY OJJHOYACHO;

JI03BOJIUTH CTBOPHUTU JabopaTopii 3araiabHO-yHIBEPCHUCTETCHKOTO, a00 HaBiTh PEriOHaJILHOTO
MaciuTaby BUKOPHCTaHHS.

JI03BOJIUTH BHKOPHCTAHHS YHIKAJbHUX TEXHIYHUX MpHIaAiB Ta (I3UYHUX YCTAHOBOK JUIS
BUKOPUCTaHHS B HAyKOBUX JOCHIUKCHHSAX 1 TPEHIHTax HIMPOKOMY CKJIany (axiBIiB 3a paXyHOK
BIJIIAJICHOTO JIOCTYIY 3 €(EKTOM BipTyalbHOI OJM3BKOCTI.

JI03BOJIUTH BUKOPUCTAHHS OPEHIOBAHMX XMapHUX pecypciB mnsi BJI mpu ymoBi MiKOBOTO
HaBaHTaxeHHs Ha BJI Ha mepiof ceciii.

JI03BOJIUTH 3MEHIIUTH KUTBKICTh (Qi3UYHUX cepBepiB y 3-4 pa3u

JI03BOJIUTH 3A0UIaJUTH Ha JIIEH31SIX NPUKIAJHUX TPOrpaM 3a paxyHOK IOYEproBOTO
Buxkopuctanss 111 (y 2-3 pasn)

7. IloreHuiiiHi kopucTtyBaui (raaysi, MiHicTepcTBa, miANPHEMCTBA, OpraHisamii).
[oreHmiiiHi KOpUCTyBadi 1€ YHIBEPCUTETU JOCTIIHUIBKOTO piBHS, HAYKOBI OpraHisaiii, a TaKoX
iHIII opradizamii Ta CTPYKTYpH, IO BHKOPHCTOBYIOTH TEXHOJIOTII KOMIT'IOTEPHUX KIJaciB Ta
nabopatopiif. [ly’ke mpuBaObIMBUM MpU LBOMY € po3po0JeHa TEXHOJIOTis BipTyawtizalii Airounx
KOMIT IOTEPHUX J1a0opaTopii, M0 AaCTh 3MOTY 3HAYHO 3€KOHOMHTH Ha KOMIT IOTEPHHX TEXHIYHUX
3aco0ax Ta iX OOCIYroByBaHHIO, 3MEHIIUTH KUIBKICTh TEPMiHANIB KOPUCTYBadiB, 3aMiHUBIIN X
BJIACHUMH MOOUTFHUMHU TepMiHaJIaMU KOPHCTYBaUiB.

8. Cran roroBHoOCTI po3po0KH.

Po3pobka roroBa 1m0 BHpoBa/KeHHA. 711 KOHKPETHOTO BIPOBAKEHHS B MiHIMAJIbHOMY
BapiaHTi MOTPiOEH cepBep cepeqHboi MOTyx HOCTI. [ 3abe3neuenns 10-15 tu pobounx Micip K
MPaBUJIO JIOCTaTHBO cepBepa 3 2-ma 6-tu snepHumu 2,2 't npouecopamu, 32 I'0 onepaTuBHOI
nam’ati, 2-ma 1000 I'6 quckamu Ta 4-ma 11'6iT Ezepuer —intepdeiicamu, ado oxnum 10 I'GiT.

9. IcHymwoui pe3yjbTaTH BIPOBAIKEHHS.

BiptyanbHa nabopaTopist BOpoBa/XKeHa B SIKOCTI TECTOBOT'O BapiaHTY B JlaTa LIEHTPl Mepexi
ocBitu 1 Hayku YPAH. Jloctyn no mabopartopii Moxke OyTH HaJZaHUH OKPEMHUM CIEIliallicTaM I10
3aluTy TpU YMOBI IJIaHyBaHHs BIIpoBapkeHHs BJI B yHiBepcuTeTi..

Marepian, BUKIaIEHUN y 3BITI Jae AOCTaTHIO iHGOpMAIli0 ISl criemiaiicTa B 00JacTi
KOMIT FOTEPHUX TEXHOJIOTIN JJIsi BIIPOBAKEHHS PO3POOKHU MO KOXKHIN 13 PO3pOOIECHUX CTPYKTYD.

MoxyTe OyTH HaJaHi TaKOXX JOJATKOBI KOHKPETHI MOCHUJIAHHSA Ha IpOrpaMHi 3aco0u Ta
Ha/1aH1 KOHCYJIbTAIIi] 110 BIPOBAHKEHHIO.

Jlnist BIpOBaPKEHHSI pO3pOOKH B BapiaHTI, 110 JIOMyCKa€ aBTOHOMHY pOOOTY KOpHCTyBaua 3
CaMOro TI0YaTKy BHMKOHAHHS 3aBJaHHS MOTpiOHAa po3poOka MporpamMHOro 3abe3nedeHHs
PO3IIMPEHOTO MEHEPKMEHTY, SIKE CIIPOCKTOBAHE Ta onucaHe y 3BiTi mo HJIP.
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