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AHOTAIIISA

VY nmaHiil AUMIIOMHIM pOoOOTI MPOBEAEHO OIS Ta aHaNI3 ICHYIOUUX CUCTEM
JUIs TIEHTpaai30BaHol myOsikalli KOHTEHTY B colllaibHUX Mepexkax. Ha ocHOBi
IPOBEACHOr0 aHali3y Ta MoTped KOpucTyBadiB Oyjia0 chopMyIbOBAaHO BUMOTH Ta
obpano mpioputeTHi (YHKIII 1T PO3POOKM BIIACHOTO BE0-3aCTOCYHKY, IO
aBTOMATHU3Y€ MPOIIEC PO3MOBCIOHKCHHS KOHTEHTY.

B pesynpraTi Oyno po3po0iieHO Be0-3aCTOCYHOK I IEHTPAIi30BaHOI
nmyOJiKalii BiJleo- Ta TEKCTOBOTO KOHTEHTY y MOMYJIPHUX COLIaTbHUX MEpekax,
Brouatoun YouTube, TikTok, Facebook Ta Twitter. IIporpamuuii mpoaykT
peanizoBaHoO 3 BUKopucTaHHsIM MOB JavaScript Ta TypeScript; cepBepHa yacTuHa
noOyaoBaHa Ha Node.js Ta Express.js, kinieHTchbka — Ha React, miist 30epiranus
nanux BukopucroByerbess CYB/] MongoDB.

KitouoBi croBa: neHTpanizoBaHa myOsikallis KOHTEHTY, COIliadbHI MEpexi,

BeO-3acTocyHok, API, JavaScript, Node.js, React, TypeScript, MongoDB.

ANNOTATION

This thesis involved a review and analysis of existing systems for
centralized content publishing on social networks. Based on this analysis and user
needs, requirements were formulated and priority functions were selected for the
development of a custom web application to automate the content distribution
process.

As a result, a web application was developed for centralized publishing of
video and text content to popular social networks, including YouTube, TikTok,
Facebook, and Twitter. The software product was implemented using JavaScript
and TypeScript languages; the server-side was built on Node.js and Express.js, the
client-side on React, MongoDB DBMS is used for data storage.

Keywords: centralized content publishing, social networks, web

application, API, JavaScript, Node.js, React, TypeScript, MongoDB.
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1 HAUMEHYBAHHS TA OBJIACTH 3ACTOCYBAHHSA

Jlane TexHIYHE 3aBJaHHS MOIIMPIOETHCS HA PO3POOKY BEO-3aCTOCYHKY IS
IEHTpaJli30BaHO1 myOJikaIlli KOHTeHTY (BIJI€0 Ta TEKCTOBUX IOCTIB) y MOMYJSAPHUX
COIlIATbHUX MEPekKax, a TAKOK Ha MOJAJIBITY MIATPUMKY Ta MOXKJIMBE BJOCKOHAJICHHS
PO3pO0IICHOTO 3aCTOCYHKY.

O06nacTio 3aCTOCYBaHHS II€] CHCTEMH € aBTOMATH3allisl Ta CIPOLLEHHS MPOIECy
nyOumikailii KOHTEHTY JId KOPHUCTYBadyiB, sKi aKTHMBHO IMPallOlOTh 3 KIJIbKOMa

COHiaJ'II)HI/IMI/I MCpPCIKaAMMU.

2 IIIACTABU IJIAA PO3POBKU

[TincTaBoro 1j1s1 po3pOOKM AaHOT CUCTEMHU € 3aBIaHHs JJIsl BUKOHAHHS pOOOTH
KBaJT1(DiKaIiifHO-OCBITHBOIO  PIBHSA «bOakanaBp 1H)KEeHepili  MpOrpamMHOro
3a0e3nedyeHHs», sKui OyB 3arBep/pkeHuid ¢akynbreToM “IHpopmaThku Ta
00YHCITIOBAJIBHOT TeXHIKKA Kadenpor oO0uuciaoBaibHOi TexHiku HarionaasHOTO
TeXHIYHOTO YHiBepcuTeTy Ykpainu «KuiBcekuit [lomiTexHiunuil iIHCTUTYT M. Irops

CiKOpCBHKOTOM.

3 META TA IPUSHAYEHHS PO3POBKH

Metoio Ta HpU3HAYEHHSM JaHOi POOOTH € po3poOka BeO-3aCTOCYHKY, IO
HAJAaCTh KOpPUCTyBauaM €AMHUNA 1HTephelc g ePEKTUBHOTO 3aBAHTAXKEHHS,
HAJAINTYBaHHS Ta IUIAaHYBaHHA MyOMiKalili KOHTEHTY 1O MOIMYJSIPHUX COLIATbHUX

Mepex dyepes ix odimiitai API.

4 TOKEPEJIA PO3POBKHA

Jlxepenamu po3poOKH AAHOTO AMIUIOMHOTO MPOEKTY € O(iliifiHa TeXHIYHa
JIOKYMEHTAIllsl BUKOPUCTAHUX TEXHOJIOTIA Ta MpOrpamMHUX iHTep(eiciB, HayKOBO-

TEeXHIYHA JIITepaTypa, a TAKOkK TEMAaTHYHI MyOJiKalii Ta cTaTTi B Mepexi [HTepHer.

Apk.

3Mm.

[AJIL1.467200.002 T3 )

Apxk. Ne nokym. Migmuc | dara




S TEXHIYHI BUMOI'

5.1. Bumoru 10 po3po0JieHOro NpPoOaAyKTYy

Po3pobiiennii Be0-3aCTOCYHOK Ma€ BUKOHYBATH TaKl BUMOTH:

e [Ipoctuii Ta IHTYITUBHO-3pO3YMUINIM KOPUCTYBAIbKUM 1HTEpPEIic.

e 3a0e3neyuT peecTparlito Ta 0e3neyHy aBTeHTU(IKAIII0 KOPUCTYBaYiB.

e HanaTu MOXIMBICTH MAKITIOYEHHS aKayHTIB COIIaIbHUX MEPEK.

Hamatu MOXJIMBICTh KOpPHCTyBauaM 3aBaHTaxyBaTtu (ainm  Ta
CTBOPIOBATH TEKCTOBI MOCTH.

5.2. Bumoru 10 nporpamMHoro 3ade3ne4yeHHs

OC Windows, Mac 4u Linux.
Visual Studio Code.

Node.js

Be6-6paysep.

5.3. BuMoru 10 anapaTHol YaCTUHH

ROM ue menme uix 5 I'b.
RAM ue menme uix 4 I'b.

o [ligkmroueHHs 10 Mepexi [HTepHeT.

6 ETAIIN PO3POBKH

Ha3Ba erarniB BUKOHaHHS TepMiH BUKOHAHHS

3aTBepaKEeHHS TEMU pOOOTH 02.02.2025
BuBuenHs Ta aHani3 3aBAaHHS 15.02.2025
Po3pobka apxiTekTypu Ta 3arajabHO1 15.03.2025
CTPYKTYpPU CUCTEMU
Po3poOka cTpyKTyp OKpeMHUX YaCTHH CUCTEMU 30.03.2025
[Tporpamua peasnizaiiisi CHCTEMHU 31.05.2025
BunpasieHHs] TOMHIIOK 02.06.2025
OdopMIiIeHHSs TOSICHIOBAJILHOT 3aUCKH 03.06.2025
Apx,
' [AJII1.467200.002 T3 3
3u. | Apx. | Ne noxym. Tigmic |Jata




MOSICHIOBAJILHA 3ATIMCKA
J10 TUILJIOMHOTO TTPOEKTY

Ha TeMY: «Beb-3acmocyHoK 015 yeHmpaniz08anoi nyonikayii KOHMeHmy 8 COYiaibHUX

mepesncax

Kuis — 2025



SMICT

[TEPEJIIK CKOPOUEHD.......ccctiiiiiiieee ettt 4
BT VI .ttt st et e st eebe e e sbeeebaeens 5
PO3JIJI 1. OI'JIA ] ICHYIOUMX PIIIEHB LIEHTPAJII3OBAHOI ITYBJIIKAILIIT
KOHTEHTY ettt sttt e s 6
1.1 AKTyanbpHICTh Ta HOIIIBHICTD PO3POOTCHHS ....eevvveeereeereeereeenreeenseeeneneans 6
1.2 Oryisiz Ta IPUKIAAA ICHYFOUUX PIIICHD ....vvveevveeeereenereennreenseesnnseensneesneens 7
1.2.1 HOOESUILE ...ttt s s e 7
1.2.2 BUTTRT ettt 8
1.2.3 SOCIAIPIIOL ... e e 9
1.3 AHaii3 yHKI[IOHATLHOCTI T2 BUMOT JIO CUCTEMH.......vveeeeereeenerveeeneneanns 10
1.3.1 IopiBHsJIbHA XapaKTEPUCTUKA POTISHYTUX PIICHb ....c.evveeeneneennns 10
1.3.2 Bumoru 710 peaimizaliii BE0-3aCTOCYHKY .....cccvvveerrvreeesveeesisreesssrneenns 12
BUCHOBOK JJO PO3IITY 1 .ottt et 14
PO3JIIJT 2. OIJIAJ TEXHOJIOITA JJId TIPOEKTYBAHHS BEB-
SACTOCYHEKY .ttt sttt 15
2.1 3aranbHi IPUHIUINA MOOYAOBU BEO-3ACTOCYHKIB ...ccvvvenveeneieereieeneeeennes 15
2.1.1 KiTi€HT-CEPBEPHA APXITEKTYPA .. veeereeerrreerereesereesreenseesnsseensseesseeens 15
2.1.2 OCHOBHI KOMIIOHEHTH BEO-32CTOCYHKY ....ccvveerureerreeereeeveeeeneensveens 16
2.2 Orusin TEeXHOJIOTIH JIJIS peami3aliil BE0-3aCTOCYHKY ......cccveervveereveerveennn. 17
2.2.1 TexXHOJIOTIT CEPBEPHOT ACTHHI .......uvveenereerereennreesveessseeesseeesseeeseeens 18
2.2.2 TexHOIOTIT KIIEHTCHKOT YACTHHM .....veeerureerereenereeereensseeensseensnesnsseens 19
2.2.3 XapakTepuCcTHKa CUCTEMH yIIPaBIiHHS 0a3aMU TaHHX ................... 20
2.2.4 Kiro4oB1 AOMOMIDKHI O10JTIOTEKH Ta THCTPYMEHTH ......evvveeenvveeenennen. 21
2.3 MexaHi3MH aBTEHTUPIKAIT Ta ABTOPHBAIIT ...veeeeevrreeereeeeireeesireeesneeeans 22
2.3.1 Buxopuctants JWT 11 aBTEHTHPIKAIIT ..oeovvvveeeiieeeiiie e, 23
2.4 TnTerpalis 3 COLIATTLHUMHA MEPEXKAMHU Y BEO-3aCTOCYHKAX ....ccvvvennnenne. 25
2.4.1 TloHATTS MPUKIATHOTO MPOTPAMHOTO THTEPDEHUCY ....evvveeeereenneee. 25
IAJII1.467200.003 113
3m. | Ape. | N noxym. Himmme | Jara
Po3po6uB Boskos LA, Bef-3acrocyHok s Jir. | Apcym | Apxymis
Tepesipus Taiinait A.P. HEeHTPAIi30BAHOI Imy6TiKkamii [ | 1 71
Penens. KOHTEHTY B comianbHux Mepesax |e1TT iz [ropst CiKOpChKOTO,
H. Konrp. | Hixossceiuii C.C. [TosicHIOBasIbHA 3amucKa
3areepaus @IOT, IM-11




2.4.2 Oriam YouTube Data APL V3 e 27

2.4.3 OrIAI TIKTOK APt 28
2.4.4 Ornapn Facebook Graph APIL.........ooooiiiiiiiieeeeeee e, 29
245 OTTIAI X AP .o 30
BUCHOBOK JIO POS3IIITY 2 ..ottt st 31
PO31JI 3. JETAJII PO3POBKHM BEB-3ACTOCYHKY ....cooooiieiiiiieieieeeee, 32
3.1 APXITEKTYPA CHCTEMH .....uvvienerieerienireenueeseeeesseeesseeessseensseesssessnseessseessses 32
3.1.1 3aranbHa apXITEKTYpHA CXEMA BE0-3ACTOCYHKY ...eevvevreerrennveeneennn. 32
3.1.2 ApxiTeKTypH1 0COOIUBOCTI KITIEHTCHKOT YACTUHH ....eevvvennreeneeaneenne. 33
3.1.3 ApxiTeKTypHI 0COOIUBOCTI CEPBEPHOT YACTHHH .....vveenvvenevenreanenne 34
3.1.4 APXITEKTYPA OQ3BH JTAHTX ...ecvvveenereenerienreeeieesseeenseeessseessseenssesssseennns 34
3.2 Peamizaiiisi CePBEPHOT HACTHH .........eeeuvreerreernreesnreenseessseesssesssesssseessees 35
3.2.1 Opranizanis CTpPyKTypU MOAYIB CEPBEPHOI YACTUHH .......ccvvenne... 35
3.2.2 IIpo€eKTyBaHHS Ta PEATI3AIIS 03U JAHUX ....vvveeeeerreeeereeeerreeenneeens 37
3.2.3 Peanizaniiss APl eHANOIHTIB Ta JIOTIKW OOPOOKH 3AIHUTIB ................ 41

3.2.4 Peanizariis B3aeMo/Iii cepBicHUX MoayJiiB 3 API corianbHuX Mepex
............................................................................................................................. 43
3.2.5 MexaH13MH O€3MEKN CEPBEPHOT UACTUHH ......vveeenerreeeereeernvreeesnenens 48
3.2.6 O6poOKka 3aBaHTANKEHHS MEIIAMAMITIB. .....cccvuvvreeereeeeireeeeireeeereeeans 50
3.3 Peainizaiisi KIIEHTCHKOT HACTHHH ....veerueerueerreeeeeiiensrensresneesnseesseeseesneens 52
3.3.1 Oprasizaiisi CTpyKTypH MOYJIIB KIIEHTCHKOT YACTHHM ................. 52
3.3.2 Po3po0ka KITIF0u0BUX CTOPIHOK Ta KOMIIOHEHTIB IHTEPEHCYy ......... 53
3.3.3 KepyBaHHS CTAHOM Ta OPTaHI3AIIS HABITAIT....covveervreeeeieeereeenennne. 54
3.3.4 B3aemomis 3 cepBepHUM API Ha KITIEHTI ....covvveeeeiieeciiieiieieee, 57
BUCHOBOK JIO PO3IIIITY 3 ..ottt s s 59
PO31UT 4. TECTYBAHHSA TA AHAJII3 PO3POBJIEHOI'O ITPOEKTY ......... 60
4.1 lemoHcTpaliis poOOTH Ta (DYHKIIOHAJIBLHE TECTyBaHHS BE0-3aCTOCYHKY
................................................................................................................................. 60
4.1.1 Peectpaiiisi Ta aBTCHTU(DIKALIST KOPUCTYBAUA.....eeeeeveeeeerreenereeennes 60
4.1.2 HanamTyBaHHS Ta MYOTIKAIIS BIJICO ...vveeeevreeerreeeeerreeenereeeeeseeennens 61
4.1.3 CTBOPEHHS TEKCTOBOT ITYOITIKAIIIT ..vveeevreeeevreeeririeeeereeeenereeeennneeennnns 65

Apk,
' [AJII1.467200.003 113 )
3u. | Apc | Ne noxym. Tigmne |/lara




BUCHOBOK JIO PO3IITIY 4 ...ttt ettt ettt 67
BUICHOBKI ..ottt ettt ettt e e eeeeeeas 68
CIIMCOK BUKOPUCTAHUMX JIDKEPEJL......oooiiiiiiiiiiieee e, 70
Apk.
[AJII1.467200.003 I13 3
3m. | Apk. Ne noxym. Migmuc | dara




API

CSS
HTTP
HTTPS

HTML
JSON
JWT
REST
SQL
NoSQL
OAuth
URL
CYbI

HEPEJIIK CKOPOYEHD

(Application Programming Interface) Ilpuknaguuii nporpamHuit
iHTEepdeiic

(Cascading Style Sheets) Kackanni TaGmuili cTuiB

(HyperText Transfer Protocol) [IpoTokon nepenadi rinepTekcTy
(HyperText Transfer Protocol Secure) 3axuiiieHuii npoToOKoJ nepeaadi
rinepTeKkcTy

(HyperText Markup Language) MoBa po3MITKH TiIePTEKCTY
(JavaScript Object Notation) HoTartist 06'extiB JavaScript

(JSON Web Tokens) Be6-trokenun JSON

(Representational State Transfer) [lepenaua penpe3eHTaTUBHOTO CTaHy
(Structured Query Language) MoBa cTpyKTypOBaHUX 3alUTIiB

(Not only SQL) He Timpxku SQL

(Open Authorization) Bigkpura aBropu3aiis

(Uniform Resource Locator) YHiikoBaHuN MOKKUUK PECYpCy

Cucrtema Ynpasninas bazamu Jlanux
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BCTYII

Y cydacHoMy i1HQoOpMaIliHHOMY CYCIUIBCTBI COIllaJibHI MEpPEXi CTalu
HEBIJ'€MHOIO TIAaTPOPMOIO Il KOMYHIKallli, MOIMPEHHS HOBHH, MPOCYyBaHHS
OpeHnaiB Ta TBOpUOCTi. JJig aBTOpPIB, Oi13HECY Ta MEIMHUX OCOOMUCTOCTEH eheKTUBHA
MPUCYTHICTh HA KUIBKOX IIaTGOpMax OJHOYACHO CTa€ HEOOXIIHICTIO, MPOTE PyyHE
yHOpaBIiHHS MyOMIKaI[iIMU € 4acO3aTpaTHUM Ta 3HIDKYE 3arajibHy MpPOAYKTHUBHICTb.
3pocTaHHA OOCATIB KOHTEHTY Ta BHUMOI JO OINEPATUBHOCTI WOTO MOIIMPEHHS
3YMOBJIIOE ~ aKTyaJbHICTh  PO3pOOKH  aBTOMATH30BAaHUX IHCTPYMEHTIB IS
LEHTPAaII30BaHOTO YIPABIIHHS My OIiKaIiIMU.

Mertor naHoi IUIIOMHOI poOOTH € po3poOKa Ta peanizallis BeO-3aCTOCYHKY
JUISL IEHTPaJi30BaHOTO 3aBAaHTAXKECHHS Ta MyOJIiKallii BiJIe0- Ta TEKCTOBOTO KOHTCHTY
Ha momyisipHi comianbHl Mepexi (YouTube, TikTok, Facebook, Twitter) uepe3
eauHUN 1HTepdeiic 3 BUKOPUCTAHHAM iX odimiitHux API.

VY npoiieci BUKOHAHHS poOOTH Oy/ie MPOBEACHO aHaI3 ICHYIOUHX MTPOTPAMHUX
pillieHb AJIs1 YIpaBlliHHA KOHTEHTOM Yy COLIaJbHUX Mepexax Ta chopMyIhrOBaHO
BUMOTH JIO0 po3poOmoBaHoi cuctemu. Takoxxk Oyae 3HiliCHEHO OTJsia  Ta
OoOTpyHTYBaHHS BHOOpPY CyYacHHMX BeO-TEXHOJIOTIM mJisi peani3aiii cepBepHOi Ta
KIIEHTCHKOI YaCTHUH 3aCTOCYHKY Ta PO3TJISHYTO NpUHIMNHU B3aemomii 3 API
comianpHUX Mepex. HacTymHi eranmu nepen0avaroTh MPOEKTYBaHHS apXITEKTYpH,
mporpamMHy peaiizarfito Be0-3aCTOCYHKY Ta HOTO TECTyBaHHSA Ui TIEPEBIPKU
(GYHKITIOHATBHOCTI ¥ BIAMOBIAHOCTI TOCTaBJIEHUM 3aBJIaHHSIM.

Po3pobka Takoro BeO-3aCTOCYHKY € aKTyaJIbHHM 3aBJaHHSIM, OCKIIBKH BIH
MOJK€ CTaTH KOPHUCHUM IHCTPYMEHTOM MJisi IIHUPOKOTO KOJIa KOPUCTYBadiB — Bif
IHIMBIIyaJIbHUX aBTOPIB KOHTEHTY Ta OjorepiB g0 SMM-cnemianicTiB Ta
MPEICTaBHUKIB MAJIOTO Oi3HECY, JOMOMAraroyi iM eKOHOMUTH 4Yac Ta I1JBUIIYBATH

€(hEeKTUBHICTh CBOEI MPUCYTHOCTI B COLIIAIBHUX MEpeKax.
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PO3ALJ 1. OI'JIAd ICHYIOUYHUX PIHNEHD
HEHTPAJII3OBAHOI MYBJIKAIIII KOHTEHTY

1.1 AKTyaJIbHICTH Ta JOUUIbHICTH PO3P00JIEHHS

B ymoBax, komu mHU(POBI TEXHOJOTII Ta CoOLIalbHI MEpEXi aKTUBHO
PO3BHUBAIOTHCS, TUTAHHS PO3MOBCIO/KEHHSI KOHTEHTY CTa€ BCE OUIBII aKTyalbHUM.
ComiayibHI MEpeki CTaIM BaXIMBUM IHCTPYMEHTOM KOMYHIKaIlli K 1Jig O13HeCy, TaK
1 Ui 1HAMBIAyaldbHUX aBTOPIB, OJOTrepiB, sIKI MPOCYBaIOTh OCOOMCTI OpeH.wu,
TBOpYICTh abo0 iHdopMalliiHi NpoAykTd. IIpu 1mbOMYy KOHTEHT-CTpaTerii aenani
yacTime mnependadaroTh MyOiKalilo KOHTEHTY OJpa3y Ha KIJIbKOX IMOMYJISIPHHUX
mwiarpopmax, mod oxonmuTH Oinbine ayautopii. OgHak y OUIBIIOCTI BHIAJKIB
peanizyBaTH 1€ JOBOJUTHCA BpYy4YHY, ULIO0 BHMara€ IOBTOPHOTO BUKOHAHHS
OJIHAKOBUX Jiil: BIAKPUBATU KOXEH CAlT OKpeMO, 3allOBHIOBATH Ti cami MOJS,
3aBaHTAXyBaTH OJHI ¥ Ti cami (aili, BpaxoBYyIOUM OCOOJUBOCTI KOXKHOI
mwiatrpopmu. lle 3aiimae Oarato wyacy, CTBOPIOE PHU3HUK TOMHJIOK 1 3HUXKYE
IPOAYKTHBHICTb.

3 oAy Ha eKCIOHEHIIMHE 3pOCTaHHs O0OCSTIB CTBOPIOBAHOIO HMU(POBOTO
KOHTEHTY, €(DEKTHBHI 1HCTPYMEHTHU AJIi MOTO0 MEHEIKMEHTY Ta PO3MOBCIOIKEHHS
HaOyBalOTh KPUTHYHOTO 3HAYCHHA. AKTYaJbHICTh MPOOJIEMH 3yMOBIIIOE MOTPEdy B
aBTOMATH30BAHUX I1HCTPYMEHTax, SIKi JO3BOJISIOTH ILIEHTPATi30BAaHO KepyBaTH
IPOLIECOM PO3MIILIEHHSI MaTepiajiB Ha Pi3HUX MIaTGopmMax B €AUHOMY iHTepdeci.
Taki Be0-3aCTOCYHKHM JIO3BOJISIFOTH ONTHUMI3yBaTh PYTHHHI oOIepailii, 3HU3UTH
AMOBIpHICTh TOMWJIOK MiJl 4ac poOOTH Ta MIABUIIUTU €(PEKTUBHICTH IUPPOBOT
IPUCYTHOCTI KOpUCTyBaua abo opranizarii.

JIns Takux MpOrpaMHMX pillleHb KJIIOYOBUM € BUKOPUCTAHHS MPUKIIAIHUX

nporpamaux iHTepdeiiciB (API), ski HagarOTh OLIBIIICTH MOMYJSPHUX COIIATBHUAX
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Mepex. APl 3abesneuyroTh CTPYKTYpOBaHUN AOCTYN 10 (YHKI[IOHATBHOCTI
m1aTpopMu, IO BKIIOYAE MOXKJIMBICTh CTBOPIOBATH, pelaryBaTH Ta BUJAJSATH
nyOikalii, OTpUMyBaTH aHANITUYHI JlaHl, KepyBatu MemiadailiaMu Ta IHIIUMHU
pecypcamMu 6e3 moTpeOu mpsiMOi B3a€EMOJIIi KOPUCTyBauya 3 CaWTOM OKpeMoi
mwiatopmu. Kpim TOro, mmpoxe 3acToCyBaHHSI Cy4acHUX BeO-TEXHOJIOTIH, 30Kpema
REST-apxitektypu Ta aBTopu3zaniitnux nporokonis OAuth 2.0, ctBoproe cipusTianBi
YMOBHU JIJI peai3alili cTabiibHOTO, MacIITaboBaHOTO Ta 0€3MeYHOro 1HCTPYMEHTY

JUTSI TICHTPAJTI30BaHOI My OTiKaIlli KOHTEHTY.

1.2 Orasa Ta NPUKJIAAH iCHYKOYHUX pillleHb

Ha punky icHye HeManao TrOTOBUX MPOTPAMHHUX MPOAYKTIB, IO PEaTi3yrOTh
IIeHTpaTi3oBaHy  TNyOJiKallilo  KOHTEHTY B  COIaJbHMX  Mepekax.  1x
(YHKIIIOHATBHICTh BapilO€THCS Bl 0a30BOT0 MIaHYBAHHS MOCTIB 10 KOMILJIEKCHOTO
yHOPaBIiHHS COLIaIbHUMH MepekaMu. byno po3riasiHyTo HalO1IbII BiAOMI TPUKIATU
TaKuxX Be0-3aCTOCYHKIB, 30KpeMa iX (YHKI[IOHAJIbHI MOXJIMBOCTI Ta IIJIbOBE
pU3HaYeHHS. AHAI3 [IUX PIIICHb JO3BOJIUTH BUSIBUTH 3araJibHi TEHCHITIT PO3BUTKY
raimy3i, a TakoX ICHYIOUi TlepeBard Ta HEIOJIKH, IO € BAXKJIMBUM €TaroM s

(dbopMyBaHHS BUMOT /10 CTBOPEHHS BE€O-3aCTOCYHKY.

1.2.1 Hootsuite

Hootsuite — oiMH 13 HalcTapilMX Ta HAWBIIOMIIIMX CEPBICIB JJIs YIIPABIIHHS
COILIAILHUMHU MEpEKaMH, SKUWA TO3UIIOHYEThCS SK KOMIUIEKCHE PIIICHHS s
IIMPOKOTO CHEKTPY KOPUCTYBauiB, BiJ Majoro Oi3HECY /0 BETUKUX MiJIMPHUEMCTB.
Bin miarpumye po6oTy 3 HHU3KOK TONyJsIpHUX TuiaTdopm, BkiIrovaroun Facebook,
Instagram, Twitter, Linkedln, YouTube Ta ixmi. KitouoBuMH MOXIHBOCTSIMHU

CUCTEMH € HE TUIbKM BiJKJIaJgeHe MyOJiKyBaHHS KOHTEHTY, aje W TIMOOKui
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MOHITOPHUHT 3rajiok (social listening) Ta posmpeHa aHajdiTuKa B3aeMojind. Kpim

toro, Hootsuite BUpI3HAETHCS MOTYKHUMHU 1IHCTPYMEHTaMU JIJIsl CIIUJIBHOI pOOOTH B

komanai. KopuctyBaui MOXyTh KepyBaTh TMOTOKaMH JaHHUX 32 JOIOMOTOIO

MepCcoHaII30BaHOI TaHell, sika THYYKO HaJIallTOBy€e pobdouunii mpoctip (puc. 1.1).

Hootsuite Takox Hagae moxuimBocTi APl ans inTerparii 31 CTOpDOHHIME CHCTEMaMHU.

Coizx 3a3HauMTH, 110 MPU BCii CBOIHM PyHKI1OHANBHIN MOBHOTI, Hootsuite Moxke maTH

BIJIHOCHO BUCOKY BapTiCTh, 1110 POOUTH MOT0 MEHII JOCTYITHUM ISl 1HAUB1IyabHUX

KOpHCTYyBauiB ab0 Jryxe Majoro 6i3Hecy [1].
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Pucynok 1.1 — Iatepdetic nmanen ynpapiiHHs myosikanisima Hootsuite

1.2.2 Buffer

Buffer — ne mmardopma, sika, Ha BiamiHy Big Hootsuite, poOUTh akieHT

Ha MMPOCTOTI BUKOPUCTAaHHA Ta e(PEeKTMBHOMY IUIaHyBaHH1 MyOmikamiid. Bona

171eaTbHO MIAXOAUTH JUIsl IHIMBIMyaIhbHUX MApPKETOJIOTIB Ta HEBEITUKUX KOMAH/, SKi

IIHYIOTh IHTYITMBHO 3po3yminuii iHTepdeiic. Buffer mo3Bosse ctBOoproBaTH Ta

YIpaBIIATH YepraMu myOJikaIii s pi3Hux coransHux Mepex (Facebook, Twitter,

Instagram, LinkedIn, Pinterest), BimcTexXyBaTH TMOKa3HWUKH B3aeMomii (Jaiikwy,
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TIOIIMPEHHSI, KOMEHTapi), a TaKO)K €(PEeKTHBHO MPAIIOBATH B KOMaHIHOMY PEXKUMIi
3aB/ISKU BOYJOBaHMM 1HCTPYMEHTAaM CITiBIIpaIli. A TaKOK aBTOMaTHYHE BU3HAYCHHS
ONTUMAJILHOTO Yacy Ui TIOCTUHTY Ta JIerKe [eperuiaHyBaHHS KOHTEHTY.
OcooOmuBicTio Buffer € ioro ¢okyc Ha Bi3yaJlbHOMY IUUIaHYBaHHI Ta THYYKOMY
HajamrtyBaHHI TpadikiB myomikarii (puc. 1.2). Xoua Buffer moxe HamaBati MeHII
pO3IIMpEeHy aHalITUKy mopiBHAIHO 3 Hootsuite, BiH BHUrpae Yy 3py4HOCTI

BUKOPHUCTAHHS Ta IIBUIAKOCTI OCBOEHHS [ 1].
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Pucynok 1.2 — Intepdeiic manem ynpasninas myOmikamismu Buffer

1.2.3 SocialPilot

SocialPilot € 1mie ogHMM MNpPeACTaBHUKOM MPOTPAMHUX PIIIeHb IS
IIEHTPATI30BAHOTO YIPABIIHHS COIIaTbHUMU MEPEKaMH, SKUN MO3HUIIIOHYEThCS K
IHCTPYMEHT, 110 CIIPOIIYE Ta ONTUMI3y€ BUKOHAHHS THIOBUX 3aBJaHb 3 TUIAHYBaHHS
Ta myoOmikamii koHTeHTy. Ll mutardopma opieHTOBaHa MEPEeBaXKHO HAa MaJid Ta
cepenHii 6i3HeC, MapKETUHIOBl ar€HTCTBA, a TAKOXK 1HAMBIAYaJbHUX KOPUCTYBAUiB.
I mpornonye oOmmupHU HaOlp (QyHKIIN, HEOOXITHUX IJI MIATPUMKH aKTHBHOI
MIPUCYTHOCTI B CoIliaibHUX Mepeskax. SocialPilot miaTpumye iHTerpatito 3 O1IbIIICTIO

HOMYJSIPHUX COILIAIBHUX MEpeX, MOAIOHO M0 IHIIMX cHcTeM Iboro kiacy. Cepen
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KIIFOYOBUX (DYHKIIOHAIBHUX MOXIJIMBOCTEH CJiJi BUAUIMUTH CUCTEMY IJIAaHYBAaHHS Ta
MacoBOTO 3aBaHTa)XEHHS KOHTEHTY, HAasBHICTh Bi3yaJbHOTO KaJICHIAPHOTO
NEPETIsNY, SIKUH HaJa€ 3pyIHHIA CTIOCIO YIIpaBIiHHS PO3KIIa0M My OJTiKalliid, a TAKOXK
(YHKIII0 aIanTUBHOIO IUIAHYBAHHS 3 YPaxyBaHHSM YacCOBUX IOSICIB, IO JTO3BOJISIE
ONTHMI3YBaTH 4Yac MOSBH KOHTEHTY JUIsl pi3HUX ayauTopiit (puc. 1.3). Baxmusoro
nepeBaroto SocialPilot € #oro BiZHOCHO NOCTyIHA IIHOBA MOJITHKA MOPIBHAHO 3
IHIIMMU aHaJIoTaMH, 10 POOUTH HOTO MOMYJIAPHUM BHOOPOM cepell KOPUCTYBauiB 3
oOMexennm OromxetoM. SocialPilot Mojke He MaTu AESIKUX MPOCYHYTHX (DYHKIIIH,
NPUCYTHIX Y AOPOXKYMX KOMIUIEKCHUX PIIICHHSX, L0 MOKE€ OOMEXYyBaTH HOTO

3aCTOCYBAHHS JIJIsl CKJIQIHIIINX CTPATET1d YU BEJIMKUX MIANPUEMCTB [2].

¥ SocialPilot
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Pucynok 1.3 — Intepdeiic manem ynpasninus myOmikamismu SocialPilot

1.3 AHaJi3 PyHKIIOHAJBLHOCTI Ta BUMOT 10 CHCTEMH

1.3.1 IlopiBHsIVIbHA XaPAKTEPUCTUKA PO3IJIAHYTHX pillieHb

Ha ocHoBi momnepenHboro aHamizy icHywouux miatdopm Oyio 371HCHEHO

MOPIBHSHHA iXHIX KJIFOUOBHUX IMEpeBar 1 HeA0MiKiB y Tabmmmi 1.1.
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Tabmuus 1.1 — IlopiBHsJIbHA XapaKTEPUCTUKAa CHUCTEM IIEHTPali30BaHOI

nmyOJTiKaIii KOHTEHTY

[TnaTdopma [TepeBaru Henomixu

Hootsuite | | [Tizrpumka 6aratsox 1. Bucoka BapTicTh
COIIAJILBHUX MEPEK 2. Intepdeiic Moxe OyTH
2. Po3mmpena anamiTiKa Ta CKJIaJIHUM J1JI1 HOBUX
MOHITOPUHT KOPUCTYBayiB
3. IligTpumka koManaHOi pobdotu | 3. HagnmuikoBa KiIbKiCTh
4. InTerpariis 31 CTOpPOHHIMH cneru(iuHuX PYyHKIIIH
J0JTaTKaMU

Buffer 1. [HTYiTUBHO 3pO3yMiIHiA 1. ba3oBuii piBeHb aHATITUKU O€3
iHTEepdeiic neraj3arii
2. EdexTrBHE MJIaHyBaHHS Ta 2. JliMiT Ha KUTBKICTh MyOJTiKaIlii
yrnpaBiiHHS yepramu myOmikanid | 3. OOMexeHuit HaGip
3. HasBHICTH 6€3KOIITOBHOTO MPOCYHYTUX (DYHKITIH
Tapu(PHOTO MIIaHy

SocialPilot | 1. [TinTpuMKa HilIEBUX MEpex 1. 3acrapinuii iHTEpdeEkic 13
2. ®OyHKIIISI MACOBOTO HABaHTa)XEHUM MEHIO
3aBaHTAKEHHS KOHTEHTY 2. BincyTHICTh IPOCYHYTO1
3. JocTymnHa 11iHOBa MOJIITUKA aHAIITUKH

3. O6merxeH1 QyHKIIT y HIKIUX
TapuPHUX TUTAHAX

[IpoBeneHnii MOPIBHAIBHUM aHAI3 1ICHYIOUMX CHCTEM IS LIEHTPaJIi30BaHO1

nyOJiKalii KOHTEHTY AEMOHCTPYE, 10 KOXHA 3 PO3TVISIHYTUX IUIaTGOpM Mae CBOI
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CUJIbHI CTOPOHM, ajie BOJAHOYAC 1 MeBHI oOMexeHHs. Hootsuite BUpI3HSIETHCS
HIMPOKUM (PYHKIIIOHAJIOM Ta MATPUMKOIO 0aratboX COIliaJIbHUX MEPEXK, IMPOTe HOTo
BHCOKA BapTICTh Ta CKJIAJHICTb MOXYTb OyTH Oap'epoM uis 1HAMBIAYyaTbHUX
kopuctyBauiB. Buffer mnpuBaGmioe mpocToToro iHTepdeiicy Ta HasSBHICTIO
O€3KOIITOBHOTO IUIAHY, aj€ MOCTYHAa€TbCAd B AHANITUYHUX MOXKIIUBOCTSIX Ta Mae
oOMexeHHsT Ha KUIbKicTh myOmikamiid. SocialPilot mpomonye kommpomic Mix
(GYHKIIIOHATBHICTIO Ta IIHOIO, MIATPUMYIOUHM MAacOBE 3aBaHTAXEHHS, OJHAK MOXKE
MaTH 3acTapumid iHTepQeic Ta OOMEXEHHS B aHATITUII ¥ (YHKITIOHAI Ha HUKIAX
tapudax. OTKe, HE3BAXKAIOUKM HA HASIBHICTh PI3HOMAHITHUX 1HCTPYMEHTIB, ICHYIOU1
PIIICHHS HE 3aBXK]IM TIOBHOIO MipOIO 3aJJ0BOJIBHSIOTH CIIeM(iuHI MOTPEOH OKPEMUX
KaTeropiii KOpPHCTyBayiB, 30KpeMa THUX, XTO IIyKae JOCTYIHHH, NPOCTHH Yy
BUKOPHUCTaHHI Ta (YHKI[IOHAJIBLHUN 1HCTPYMEHT JUIsi pOOOTH 3 NMEBHUMH THUIIAMU

KOHTEHTY Ta IIaThopMamH.

1.3.2 Bumoru 10 peaJiizaiii Be0-3aCTOCYHKY

3 ypaxyBaHHSIM aHaJli3y ICHYIOUHX PIlIeHb Ta TOTped KOPUCTYBaAYiB, Y MEXKax
JAHOTO JMIUIOMHOTO TPOEKTY pealli3y€eThCsl Be0-3aCTOCYHOK MJIsl LIEHTPaIi30BaHOl
nyOJiKalii KOHTEHTY B COLIaIbHUX Mepexax. Bumoru no cucrtemu popmyBanucs 3
ypaxyBaHHSM IparHeHHs 3a0e3neyuTy 0a30By (PYHKIIOHAJIBHICTh NMPU MIHIMAIbHIN
CKJIQJIHOCTI BUKOPHUCTAHHS, MOBHIN 0€3KOIITOBHOCTI Ta cyMicHOCTI 3 AP ocHOBHHX
COIIAJILBHUX MEPEK.

DyHKITIOHATBHI BUMOTHU:

1. IaTerpamis 3 MONMyJASPHUMH COLIAJbHUMH MepeXaMH. 3aCTOCYHOK Mae

niaTpuMyBath myOsikaiiro kKoHTeHTy B YouTube, TikTok, Facebook Tta
Twitter, 3 MOXJIMBICTIO MOAAJIBIIOTO PO3IIMPEHHS MATPUMKH Ha 1HIII

COLIIANIbHI MEPEXKI.
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[Tintpumka 6azoBux (opmariB KoHTEeHTY. CucteMa Mae 3abe3leuyBaTu
MOXJIMBICTh TyOJIKaIlii BiJ€o-MaTepialiB Ta 3BUYAHHUX IIOCTIB, IO
MO’KYTh MICTHTH TEKCT 1 300pa’keHHS.

Mexani3m minanyBaHHs. KopucTyBau MOBUHEH MaTh MOKJIMBICTh BKa3aTH
AaTy 1 4yac myOJiKkaii KOHTeHTY.

MynpTukopucTyBanbka miaTpuMka. CuctemMa TOBUHHA 3a0e3leduyBaTH
peecTpallifo, BXiJ Ta I1HAWBIAyaJdbHI HaJAIITYBaHHA JJIsI KOXKHOTO
KOPHUCTYyBaya.

besneuyna aBropuzanis. Bxiq y akkayHTH COLIQJIbHUX MEpEX MOBUHEH
3niMcHIOBaTHCS Yepe3 mpoTokos aBropu3zaiii OAuth 2.0 6e3 30epekeHHs
0OJIIKOBHX JaHUX KOPUCTyBaya Ha CTOPOHI 3aCTOCYHKY.

BinoOpaxxennsi crarycy mnyoOumikamiii. KopuctyBau mae Oauutu, un Oyiia
nyOJiKalis yCHIIIHOK, Ta MATH JOCTYII IO IOCUJIAaHHS Ha OMyOIIKOBaHUN
Marepian.

[IpocTtuit Ta 3po3ymimmii iHTEpderic. 3aCTOCYHOK MOBUHEH MaTH 3py4HY
CTPYKTYpY, TpHUAATHY Il KOPHUCTyBadiB 0O€3 CHeIiadbHUX TEXHIYHUX

3HaHb.

HedynkiionanbHi BUMOTH:

l.

beskomroBHe BukopuctanHsi. CuctemMa He TOBUHHA BUMAaraTH OIUIaTH M
MAMHUCKY 32 6a30BY (QyHKIIIOHATBHICTD.

MoxnuBicTh MacmTabyBaHHs. APXITEKTypa Ma€e JO3BOJISATH MIAKIIOYCHHS
HOBUX I1aTGopM abo GpopmaTiB myOIiKaIlii.

CrabinbHICTh 1 HaAiMHICTh. [ToBUHHA OyTH nependaueHa 00poOKa MOMHUIIOK
npu 3BepHeHHI 10 APl mmardpopm Ta BimoOpakeHHS BIAMOBIIHUX

[10B1IOMJICHb.

Busnaueni ¢yHKIIOHaIbHI Ta HEPYHKIIOHAJIbHI BUMOTH € OCHOBOIO JJISI

MOTAJIBIIIOTO TIPOEKTYBAHHS apXITEKTYPH Ta O€3MOCepeIHbOI MPOTpaMHOT peati3artii

Be0-3aCTOCYHKY.
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BUCHOBOK 10 PO3ALT1Y 1

VY nepuomMy po3auii Oys10o TpoBEASHO aHalll3 MPEAMETHOT 00JIaCTI, 1110 BKIIIOYAE
BUBYECHHS aKTYaJIbHOCTI Ta MpoOJeM, OB’ I3aHUX 3 LIEHTPAJII30BAHOIO MyOIKAIIIE
KOHTEHTY B COITIaJIbHUX MEpEeXaxX B yMOBaX iX IHTEHCUBHOTO PO3BUTKY Ta 3pOCTaHHS
o0csriB muPpoBOro KOHTEHTY. ByJ0 pO3riIsIHYyTO OCHOBHI NMPHUHIMIIA Ta TIEpeBaru

BUKOPUCTAHHS aBTOMAaTU30BAaHUX IHCTPYMEHTIB /ISl ONITUMI3allli IbOTO MPOILIECY.

TakumM YMHOM, TE€MaTHKa IIEHTpaIi30BaHOi MyOiKalii KOHTEHTY € BKpai
aKTyaJbHOIO Ha CHOTOJIHI, TIPO IO CBIIYNTH HASBHICTH 3HAYHOI KIJTBKOCTI BIJOMHUX
IIPOrPaMHUX CUCTEM Ta PO3pO0OK, 110 AKTHBHO BUKOPUCTOBYIOTHCS SIK B YKpaiHi, TaK
1 3a xkopaoHoMm. [IpoBeneHuil aHami3 WX PIlIEHb JO3BOJMB BUSBUTU KIIFOYOBI

GbyHKITIOHATBHI OCOOJUBOCTI Ta OOMEXKEHHSI, III0 ICHYIOTh Ha PUHKY.

3okpeMa, OyJ0 BCTAHOBIICHO, 10 ICHYIOUYl KOMEPLIKHI MIaTPopMu, Xoua 1 €
NOTY>KHUMH, YACTO MAIOTh BUCOKY BapTiCTh, HA/UIUIIKOBY CKJIa/JHICTh a00 HETIOBHY
MIATPUMKY crieliupiuHUX TOoTpeO, BAKIMBUX JUIS 1HAUBITYyaIbHUX KOPUCTYBAYiB Ta
Manoro Oi3HeCy, OpIEHTOBAHUX Ha MyOJiKaIlil0 BiZ€O- Ta TEKCTOBOIO KOHTEHTY B
coliaibHUX Mepekax. Lle 00rpyHTOBYE NOLIBHICTS PO3POOJICHHS aJIbTEPHATUBHOTO,

OLITBII TOCTYITHOTO Ta IIIECIIPSIMOBAHOTO PIIICHHS.

Ha ocHoBI1 npoBeieHOro aHamizy npeaMeTHO1 00JacTi Ta ICHYIOUHMX aHAJIOT1B
Oyno cdopMynboBaHO (PYyHKLIOHANbHI Ta HEQPYHKIIOHAJIbHI BHUMOTH [0
po3poOiroBaHoro  BeO-3acTocyHKy. Lli  BuMmorm mepenbadaroTh — peaizariiio
KJIIFOYOBOTO (PYyHKIIOHAIY i1 oOpaHux miatrgpopM Ta ¢opmaTiB KOHTEHTY,
3a0e3neyeHHs 0e3MeKn Ta MPOCTOTH BUKOPUCTAHHS, 1110 € OCHOBOIO IS MTOIAJIIIIOTO
NPOEKTYBaHHS Ta MPOTPAMHOI pearizallii CUCTeMH B paMKaX JaHOTO TUILIOMHOTO

IIPOEKTY.
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PO3/ILI 2. OTJISI TEXHOJIOT T ISt
MPOEKTYBAHHS BEB-3ACTOCYHKY

2.1 3arajgpHi NpUHIUANY TO0Y10BH Be0-32CTOCYHKIB

CydacHi Be0-3aCTOCYHKH € CKJIQJHUMH MPOTPaMHAMHU  CHCTEMaMH,
NIpU3HAYCHUMU TSI HaJIaHHS IHTEPaKTUBHUX CEPBICIB KOPUCTYyBavYaM 4epe3 MEpeKy
Iarepuer. IX po3pobnenHs 6asyeTbcs Ha HU3LI (QYHIAMEHTANLHMX HPUHIUIIB Ta
apXITEeKTYpPHUX MIAXOJIB, 10 3a0e3MeuytoTh iX (PYHKIIOHAIbHICTh, HAAIWHICTh Ta
MacIITa0OBaHICTh. PO3yMiHHS LMX MPHUHLMUIIB € KIOYOBUM JJISl MPOEKTYBAHHS
e(eKTHBHUX BEO-pINIEHB, 30KpEMa TaKUX, SIK CHCTEMa IEHTpaTi30BaHO1 myOikamii

KOHTEHTY.
2.1.1 KunieHT-cepBepHa apxiTeKTypa

B ocHOBI O171BIIOCTI CyyacHHX Be0-3aCTOCYHKIB JIKUTH KIII€HT-CEpBEpHa
apxiTektypa. Lls Momens posmopisise 3aBOaHHS MK JBOMa OCHOBHUMH THIIAMH
B32EMO/IIFOYMX KOMITOHEHTIB: KITIEHTOM Ta CEPBEPOM.

Kimient (Client) — e mporpamHe 3a0e3NedeHHs, sIKe 3a3BUYail IMpalioe Ha
MPUCTPOI KIHIIEBOTO KOPHCTyBada (Hampukiaa, BeO-Opay3ep Ha KoM roTepi abo
MOGiNEHOMY TIpUCTpOi). Moro OCHOBHI (yHKIIl BKIIOYAIOTH BifOOPaXKEHHS
KOpHUCTYBaIlbKOro iHTepdeiicy, oOpoOKy i KopucTyBaua, GopMyBaHHS 3alHTIB 10
cepBepa Ta BIIOOpaXKeHHS OTPUMAHUX BiJ cepBepa JaHMX. Y KOHTEKCTI BeO-
3aCTOCYHKIB KJII€HT BIJNOBIAAa€ 3a MpeacTaBieHHs i1HQopmarii Ta 3a0e3mneueHHs
B3aeMOii 3 kKopuctyBaueM. CydacHi MIAXOAU 10 PO3pOOKH (POHTEHAY YacTO
nependadaoTh CTBOPEHHS OAHOCTOPIHKOBUX 3acTOCYHKIB (Single Page Application).

[Ipu BUKOpHCTaHHI TakoTO Miaxoay Bech HeoOXiauuit koa (HTML, CSS, JavaScript)

Apk.
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3aBaHTAXKYETHCS OJIMH pa3 MPH MEPIIOMY BIIKPUTTI CTOPIHKH, a T01aJIbIlIa HaBiraIis
Ta OHOBJICHHS JaHUX BiI0YBAarOThCS NWHAMIYHO, 0€3 TMOBHOTO TEpe3aBaHTAKEHHS
CTOpIHKH 3 cepBepa. lle 3abe3neuye OUIBIT MIBUAKUA Ta TUTABHUI KOPUCTYBAIIbKUI
JIOCBIJI, TOA10HMI 10 pOOOTH 3 HACTUIBHUMH IIpoTrpaMamu. /{71t CTBOpEHHS CKJIaIHUX
iHTepakTUBHUX 1HTepdericiB, 30kpema SPA (Single Page Application), gacto
BUKOPHCTOBYIOThCS cyuyacHi JavaScript-0i0mioTeku Ta ppeMBOpKH, Taki sk React,
Angular a6o Vue.js [3].

Cepsep (Server) — 11e OTyXKHUM KOMIT 10Tep a00 CUCTEMa KOMII I0TEpPiB, 110
30epirae naHi, 00po0sie OGI3HEC-JIOTIKY 3aCTOCYHKY Ta BIJIMOBIA€ Ha 3alMUTH BIJ
kiieHTiB. CepBep BUKOHY€E Takl 3aBIaHHS, SK aBTEHTU(IKAIlsl Ta aBTOPHU3AIlis
KOPHUCTYBaUiB, IOCTYII 0 0a3 JaHMX, BUKOHAHHS CKJIAJHUX OOYHCIIEHb, B3AEMOIS 3
1HIIUMH cucTeMamu (Hanpukiaa, APl ctopoHHIX cepBiciB) Ta reHepallis BiAMOBiAeH
JUIsL  KITEHTIB. Y  po3po0IIOBaHOMY  Be0-3aCTOCYHKY CEpBEpHA  YacTHHA
BIJIMTOBiIaTUME 32 OOpOOKY 3amuTiB Ha MyOJIKaIlil0o KOHTEHTY, B3aemomito 3 API
COIIIAJILHUX MEPEXK Ta YIPaBIiHHS JaHUMHU KOPUCTYBAaUiB.

B3aemozist Mk KJITIEHTOM Ta CEPBEPOM BiIOYBA€THCS 3a3BUYall 32 JJOTIOMOTOIO
CTaHJIAPTHUX MepekeBUX poTokoJiB, Hatactiime HTTP/HTTPS. Knient nancunae
3amuT (request) 70 cepBepa, a cepBep, OOPOOUBIIH TIEH 3aMUT, MOBEPTAE BiAMOBIAL
(response). Taka apxiTekTypa I03BOJSE PO3AUIATH JIOTIKY MpEACTaBICHHS (HA
KJIIEHTI1) BiJ JIOT1IKU OOpOOKM JTaHuX (Ha cepBepi), 10 CIPHUSE€ THYUYKOCTI PO3POOKH,

MacmTaboBaHOCTI Ta Oe3meri cuctemu [3].
2.1.2 OCHOBHI KOMIIOHEHTH B€0-32CTOCYHKY
TumnoBuii Be0-3aCTOCYHOK, peasli30BaHMI 32 KJI1E€HT-CEPBEPHOIO apXITEKTYPOIO,

CKJIAJIA€ETHCS 3 TPHOX KIFOYOBUX KOMITOHEHTIB, SIKi TICHO B3a€MOJIIFOTH Mk COOOTO:

dbponTeH I, OekeH ] Ta 0a3a TaHuX.

Apk.

IAJIL1,467200.003 T13 "

Apxk. Ne nokym. Migmuc | dara




®ponrena (Frontend), abo kii€HTChKAa 4YacTWHA, — 1€ BCE, 3 YUM
0e3rnocepeHbO B3a€EMOJIIE KOPUCTYBau y CBOeEMY BeO-Opaysepi. Bin BiamoBizae 3a
Bi3yaJbHE MPEJICTaBICHHS JAHMUX, IHTEPAKTHUBHICTh Ta KOPUCTYBALbKHI JOCBII.
OCHOBHHMMH TEXHOJIOTisIMH 111 po3poOku ppoHTeHAy € HTML amnst ctpykTypyBaHHS
koHTeHTy, CSS mns #ioro crtumizamii Ta JavaScript ans peanmizaiii AMHAMIYHOT
MOBEIHKH Ta B3a€MO/IIi 3 KopucTyBaueM. [|Jisi CTBOpEHHSI CKIaIHUX 1HTEPAKTUBHUX
iHTep(deiciB  4YacTo BHUKOPHUCTOBYIOThCS cydacHi JavaScript-6i0mioTekun  Ta
dpeiiMmBopKH, Taki sik React, Angular abo Vue.js.

bekenn (Backend), abo cepBepHa yacTuHa, — 116 KOMIIOHEHT Be0-3aCTOCYHKY,
110 MPAIIOE Ha CepBepi Ta HEOCTYIMHUH IS PSIMOi B3aeMOIii KopucTyBadeM. Bin
BIZIMIOBiZIa€ 3a O0OpOOKy 3amuTiB Bim (PpoHTEHAY, peamizailito O0i3HEC-JIOTIKH,
YIOpaBJiHHS JaHUMHU, aBTCHTU(IKAIID Ta aBTOPHU3AIlil0, a TaKOX B3aEMOJIIO 3
iHIMMH cepBicamu, TakuMmH Ik API comianbHux mepex. st po3pobku OexeHmy
MOKYTh BUKOPHUCTOBYBATHCSl pi3HI MOBH NpOrpaMmyBaHHA (Hampukiaza, JavaScript,
Python, PHP, Java) Tta dpeiimBopKw.

baza manux — wme cxoBuile, ne 30epiraeTbCsi BCAd HEOOXiAHA IUIsT poOOTH
3aCTOCYHKY 1H(opmarliia. Ile mMoxyTe OyTH AaHl KOpPHCTYBadiB, HajallTyBaHHS,
TOKEHHU NOCTymy Toimo. bexena B3aemopie 3 0a30i0 JaHMX AJIS YUTAHHS, 3aIUCY,
OHOBJICHHSI Ta BUAAJICHHS JaHUX. [CHYIOTh pi3HI TUIIU 0a3 JaHUX, 30KpeMa pesiiiiai
(SQL), taki sk MySQL, PostgreSQL, ta nepemsuiitai (NoSQL), nampukian,
MongoDB a6o Cassandra, Bubip SKux 3ajeXuTh BiJ] CrieU(iKK JaHUX Ta BUMOT JI0

IPOAYKTHBHOCTI.
2.2 Orasg TeXHOJIOTIH I peaJi3anii Be0-3aCTOCYHKY
Bub6ip BiAMOBIAHOTO TEXHOJIOTIYHOTO CTEKY € KPUTUYHO BAXKJIUBUM €TAIIOM Y

po3polITi Oyab-sIKOTO BE0-3aCTOCYHKY, OCKUTBKH BiH O€3MOCEPEHbO BIUIMBAE HA

IPOAYKTHBHICTh, MaCIITA00BaHICTh, MIBUAKICTh PO3POOKH Ta MOJANbBITY HIATPUMKY
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cucteMu. {711 mpoeKTyBaHHs CUCTEMH IIEHTPaIi30BaHO1 myOJikaIli KOHTEHTY 0YJio
00paHo HaOIp CydYacCHUX Ta MEPEBIPEHHUX TEXHOJIOTiM, KOXKHA 3 SKMX Ma€ CBOl

nepeBaru Aajs BI/IpiHIeHHﬂ IIOCTAaBJICHUX 3aBAAaHb.

2.2.1 TexHo0Tii cCepBEePHOI YACTHHH

Jlns peanizariii cepBepHoi yacTuHU (OeKeHy) Be0-3aCTOCYHKY OyJi0 00paHO
mwiatopmy Node.js y moennanHi 3 ¢ppeiimBopkom Express.js.

Node.js BHU3HAYA€ThCA SK ACUHXPOHHE, MOMIMHO-KEPOBAHE CEpPEOBHIIE
BUKOHAHHS JavaScript, mpu3HayeHe A CTBOPEHHS MAacITabOBaHUX MEPEKEBHX
3acTocyHKiB. BoHo moOymoBane Ha JavaScript-pymii V8 Bim Google Chrome i1
BUKOPHCTOBYE HEOJIOKYIOUy MOJENb BBOJY-BUBOJY, IO J03BOJIsIE€ €PEKTUBHO
00pOoOIIATH BEMMKY KITBKICTh OJHOYACHUX 3’ €THAHD 3 MiHIMAJIbHIM HaBaHTKCHHIM
Ha cuctemy. Jlns manoro mpoekty Node.js Oyyio 0OpaHO 3aBASKH MOTO 31aTHOCTI
ONTHMAJILHO KEPYyBaTH aCHHXPOHHUMU OTEPAIliIMHU, 1[0 € KPUTUIHO BAXKIIUBUM JIJIS
3aCTOCYHKY, SIKHU IHTEHCUBHO B3aemojie 3 API comianbaux Mepex Ta 6a3010 TaHUX.
BaxnrBOO TMepeBarol0 € TakoXK HasBHICTh BOYJIOBAaHOTO MEHEIKEpa MaKeTiB npm
(Node Package Manager), sikuii Hajjla€ AOCTYM 0 BEJIMKOI €KOCHCTEMU MOIYJIB 3
BIIKPUTHM KOJIOM, II0 3HAYHO MPUCKOPHIIO PO3POOKY crieru(iqHOro (PyHKIIOHATY,
Takoro sik po6ota 3 API, aBrenTudikaris Ta 00podka ¢aiimis [4].

Express.js, sk MiHIMaTICTUYHUNA Ta THY4kHil BeO-pperimBopk st Node.js,
no3BoJisie edektuBHO cTBoproBat REST API enamoinTwu. Horo repeBaraMu s
JAHOTO TIPOEKTY € MPOoCToTa KOHpirypamii MapuipyTu3ailii, JerkicTb peaizalii
MPOMIKHOTO mporpamHoro 3abesnedenns (middleware) nmst oOpoOku 3ammTiB
(Hampukiaz, Juis aBTeHTUdIKaLIl Ta Bajijalii), o J03BOJISE MBUIKO PO3TOPHYTH

HaJ1iHY OCHOBY JJIsl CEPBEPHOI JIOTIKH.
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2.2.2 TexHoJI0TiI KII€CHTCHKOI YACTHHU

Jlist po3poOku KIEHTChKOT YacTHHU ((POHTEHIYy) Be0-3aCTOCYHKY OyIiI0
obpano 610;moTeky React y moegnanHi 3 MoBoto mporpamyBanHs TypeScript Ta CSS-
¢dpeiimBopkom Tailwind CSS.

React — nie monynsapna JavaScript-6i01i0oTeka 3 BIAKPUTUM BUXITHUM KOJOM
JUIi  CTBOPEHHS KOPMCTyBalbkMX iHTepdeiiciB. i ocHOBHOIO mepeBarow €
KOMITOHEHTHO-OPDIEHTOBAaHUM TIAXiM, SKHM JO3BOJIIE PO3OWBATH  CKIIATHUIN
iHTepdeiic Ha He3aleXHi, MePeBUKOPUCTOBYBAaHI KOMIIOHEHTH 31 CBOIM CTaHOM Ta
jorikoro. Jlns manoro mpoekty React Oyino oOpaHo 3aBasiku HOTO 37aTHOCTI
e(peKTUBHO yIPABISATH CTAHOM 3aCTOCYHKY Ta 3a0€3MeuyBaTi JUHAMIYHE OHOBJICHHS
iHTepdeiicy 3a momomororw BipTryadbHoro DOM (Document Object Model), mo
CIpusi€e BUCOKIM MPOAYKTUBHOCTI Ta IJIABHOCTI B3a€MO/IIi KOPUCTYBaya, 0COOIMBO
npu poboTi 3 6araToeTamHUMU (popMamMu HaJAIITYBaHHA Ta MyOmikKalii KOHTEHTY.
Benuka crijibHOTa pO3pOOHMKIB Ta HASBHICTh UYHUCICHHHX O10JTIOTEK PO3IIMPEHb
TaKOX € BXJIMBUMU (PaKTOPaMHU, 1110 CIIPOITYIOTh Ta MPUCKOPIOIOTH PO3pOOKyY [5].

TypeScript — 1me MoBa TporpamyBaHHS 3 BIIKPUTHM BHUXIIHHAM KOJIOM,
po3pobieHa kommaHiero Microsoft, sika € CTpPOro THITI30BAaHOK HAJAMHOKHUHOIO
JavaScript Ta koMmIIOETHCS Y 3BUUaiiHui JavaScript [6]. Bkimtouenns TypeScript no
TEXHOJIOTTYHOTO CTEeKY ()POHTEHAY Be0-3aCTOCYHKY OYyJI0O 3yMOBJICHE IMparHEHHSIM
MBUIIUTH HAMIMHICTH KOJOBOT 0a3W Ta MOKpAIIUTH JOCBiA po3poOku. CtatnyHa
THUIII3a1[i51 T03BOJISI€ BUSIBIISATH Oarato MOTEHIIMHUX MOMUJIOK III€ Ha €Tarll HalMCcCaHHs
KOy Ta KOMIIUIALI, a He Tij] 9ac BUKOHAHHS, 110 OCOOIUBO BaXKIIUBO JJISl CKIIATHUX
3actocyHKiB. Takox TypeScript nmonerurye peakTOpuHr, MOKpallye YuTabenbHICTh
KOAY Ta, 3aBISKA CTATHUYHIN THITI3aIlii, CyTTEBO MOKPAIIy€ SIKICTh aBTOJOIIOBHEHHS
Ta HaBiramii Mo KOAYy B IHTETPOBAaHUX CEPEAOBUIIAX PO3POOKH, IO MO3UTUBHO
BIUTMHYJIO Ha PO3POOKY KOPUCTYBAIbKUX (POPM Ta JIOTIKHA B3AEMO/IIT 3 CEPBEPHOIO

YaCTUHOIO 3aCTOCYHKY.
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Tailwind CSS — ne cydacnuit CSS-ppeliMBOpK, SIKUH Hamae BETUKU HaOIp
TOTOBUX, HHU3BKOPIBHEBHX KIIACIB-yTHJIIT, MPHU3HAYCHUX s Oe3mocepeIHboro
3actocyBanHs B HTML-po3mitui. Koxken Takuii kiac BIANOBiIAa€ 3a KOHKPETHY
BJIACTUBICTb CTUJIIO (HAIIPUKJIIAM, KOJIp, BIACTYM, po3Mmip mpudry). KomOinyroun 11
KJIaCH, PO3POOHHK MOYKE IIBHJIKO KOHCTPYIOBATH CKJIA/IHI Ta YHIKAIbHI JU3aliHu O€3
HE0OX1THOCTI TucaTu 3Ha4dHl o0csru BiaacHoro CSS-xomy [7]. Tailwind CSS 6ymo
o0paHo 1715 JaHOTO Be0-3aCTOCYHKY Yepe3 HOro THYYKICTh Ta MOXKITUBICTh IITBUIKOTO

IPOTOTHUITYBaHHS 1 pO3pOOKH KOPUCTYBALbKUX 1HTEP(DENCIB.

2.2.3 XapakTepuCcTHKA CUCTEMH YIIPABJIiHHA 0a3aMHU JaHUX

Jlns1 30epiranHs 1aHuX Be0-3aCTOCYHKY OyJi0 0OpaHO I0OKYMEHTO-OPIEHTOBAHY
cucteMy ympaBiiHHS Oazamu ngaHux MongoDB y moeananni 3 6105110TeKOI0
Mongoose, 1m0 GyHKIIOHYE K IHCTPYMEHT 00’ €KTHO-nanux moneneit (Object Data
Modeling) nist Node.js.

MongoDB — e nonymsipua NoSQL 6a3a nanux, sika 30epirae gaHi y THy4KHX,
JSON-noni6uux qoxkyMeHTax. Takuil miaxij 3a0e3nedye 3Ha4Hy THYUYKICTh CXEMH,
110 € TIEPEBATOI0 JJIS MPOEKTIB, A€ CTPYKTYpa JaHUX MOYKE 3MIHIOBATHUCS A00 MICTUTH
pizHOpiAHI enementu. st manoro Be6-3actocynky MongoDB 6yno o6pano uepes ii
3MaTHICTh e(eKTUBHO 30epiraTd JaHl KOPHUCTYBauiB, iXHI HaJaIlTyBaHHS,
1H(pOpMAaLII0 PO MIAKIIOYEH] COoLiadbHI Mepexki (BKIIOYHO 3 TOKEHAMHU JOCTYIY).
MOoXHBICTh POOOTH 3 BKJIAJICHUMH JOKYMEHTaMH Ta MAacHBaMH CIPOIILYE
MOJICTTFOBAHHS CKJIaTHUX 00’ €KTIB, a TAKOXK 3a0e31edy€e BUCOKY MPOTyKTUBHICTh MPU
YUTaHHI Ta 3aIKCl JaHUX, 1[0 YaCTO 3yCTPIYAIOThCS B CydyacHUX BeO-moaaTkax [8].

HesBakaroun Ha MIMPOKY MOMYJBSIPHICTH PENAMIMHUX 0a3 JaHUX, TaKUX SK
PostgreSQL a6o MySQL, nmns ganoro mpoekty oOpana Oyna came NoSQL
JIOKyMEHTO-OpieHTOBaHa 0a3a manux. KimouoBuM (akTopoM Takoro BHOOpY craja

notpeda y rHyukiil cxeMi JaHuX. OCKUIbKH 3aCTOCYHOK IHTETPYETHCA 3 PI3HUMU
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COIIaIbHUMHU MEPEeXaMH, KOXKHA 3 SIKMX MOXE€ MaTd CBOIO CHEHU(PIYHY CTPYKTYpPY
JAHUX NI TOKEHIB JIOCTYIy, HaJalllTyBaHb MyOiKallid Ta METaJaHuX KOHTEHTY,
rayuykicte MongoDB y 36epiranni JSON-nomaiOHUX TOKYMEHTIB 0€3 >KOpCTKO
BHU3HAYEHOI Hamepea CTPYKTYPH € CYTTeBOIO nepeBaroro. Lle cnporrye po3poOky Ta
noJiajblie po3MMUpPeHHs (PyHKIIOHATY, TOB'SI3aHOTO 3 MiITPUMKOIO HOBUX IIATHOPM.

Mongoose — 1ie 616mioTeka st Node.js, sika Hajgae CTPYKTYpOBaHUM X1 710
MOJICTIOBaHHSI JIaHUX 3aCTOCYHKY Iipu pobOoti 3 MongoDB. Bona no3Bossie
BU3HAYATH CXEMH ISl KOJIEKI1H TOKYMEHTIB, BKJIIOUAIOUM TUIH JaHHUX, BaJiJAIlilo,
3HAYEHHS 32 3aMOBUYBAaHHSM, BIPTyajbHI BJACTUBOCTI, MPOMIKHE TPOTPaMHE
3a0e3neueHHs (middleware) nis XyKiB JKUTTEBOTO LUKy JOKyMEHTa Ta iHIe [9].
Buxopucrtanass Mongoose y AaHOMY MpPOEKTI 3HAYHO CIPOCTUIIO B3aEMOMII0 3
MongoDB, n103BoJsMBIIM TTpaItOBATH 3 JAHUMH Ha O1JIbIII BUCOKOMY PiBH1 aOCTpaKIlii,

BUKOPHCTOBYIOUH 00’ €KTHO-OPIEHTOBAHUH MiAXiJ.

2.2.4 Knro4oBi 10n0oMizKHi 0i0/1I0TeKH Ta IHCTPYMEHTH

s 3aivicuendss HTTP-3anuTiB sik Ha KIIIEHTCHKIM, Tak 1 HA CEpBEPHIN CTOPOHI
3aCTOCYHKY OyJio oOpaHo 0i6mioreky Axios. Axios — 1ie momyJsipauit HT TP-kimienT,
o Oa3yeThcst Ha Promise 1 Hagae mpocTHil Ta 3pydyHuid iHTepderc s B3aeMOIIT 3
REST API. KnrouoBumu rmiepeBaraMu AXiOS € MOXIIMBICTh aBTOMATHYHOTO
nepetBopeHHs JSON-gaHuX, MiATPUMKA MIEPEXOIJICHHS 3alMUTIB Ta BIAMOBIACH IS
[EHTpaJIi30BaHOT 0OPOOKH MOMUIIOK 200 10/JaBaHHS 3aroJI0BKIB (HAPHKJIIA, TOKCHIB
aBTeHTHdiKarii) [10].

s 06poOku 3aBaHTaXKyBaHUX (ailliB (30KpeMa, Bileo Ta 300pa)Ke€Hb) Ha
CepBEpHIM dYacTWHI OYyJI0 BUKOPHUCTAHO NIPOMDKHE TMporpamMHe 3a0e3nedyeHHs
(middleware) Multer. Multer cnemiamizyerbcsi Ha 00poOIll  MaHUX  THUILY
multipart/form-data, sixuii € ctangapTHuM A1 nepenadi ¢aiuti uepe3 HTTP-dopmmn.

Bubip Multer o6rpyHTOBaHu# HOTO MPOCTOTO iHTErparlii 3 Express.js, THy4KiCTIO
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HaJalTyBaHb (HANPUKIAM, JJIS BHU3HAUEHHS JUpEKTOpli 30epekeHHs (daitnis,
0OMexeHb Ha PO3Mip Ta TUII (aiiiB), a TAKOXK €(DEKTUBHICTIO IPH POOOTI 3 MOTOKAMHU
JaHUX, 10 103BOJIsIE 00pOOIIATH BeNuKi (aitnu 0e3 HaIMIpHOTO CTIOKUBAHHS IaM STl
cepBepa [11]. Lle € BaxxnuBuM 1151 (QYHKIIIOHATY 3aBaHTXKCHHS MEI1aKOHTCHTY B

PO3pOOITIOBAaHOMY BE0-3aCTOCYHKY.

2.3 Mexanizmu aBTeHTH(iKaLIl Ta aBTOPU3AIIiL

3abe3neueHHs O0€3MeKH TaHUX Ta KOHTPOJIbOBAHOTO JOCTYIY A0 (yHKIIOHAITY
€ (yHIaMEHTaJIbHOI BHMOIOIO Il Cy4yacHMX BeO-3acTOCyHKIB. KitouoBumu
MpoIecaMu, 1110 PEaTi3yIOTh 11l aCIIEKTH O€3MeKH, € aBTeHTHU(IKAIlIs Ta aBTOPU3AIlis.
ABTeHTH(IKAIIIS — LI TPOIEAypa BCTAHOBJICHHS Ta MEPEBIPKHU TOCTOBIPHOCTI 0COOU
KOpUCTyBaua ab0 CYTHOCTI, Sika HaMaraerbCcsi OTPUMATH AOCTYyI 1O CHUCTEMH,
3a3BUYall NUIIXOM Bepudikaimii HaJaHUX KOPUCTyBadeM OOJIIKOBUX JaHUX, IO
HiATBEPKYE 3asBIEHY 1IEHTHUHICTD [12].

ABTOpH3allis, Y CBOIO Yepry, € MpolecoM HaJaHHsS abo OOMEKEeHHS MpaB
JIOCTYMy BX€ aBTEHTH(IKOBaHIA CYTHOCTI 10 KOHKPETHUX PECypcCiB, omeparii 4u
GyHKIIIH CHCTEeMHM Ha OCHOBI BH3HAUEHHX IOJITUK O€3MeKH Ta MPU3HAYEHUX
npuBiieiB [12]. Y KOHTEKCTI po3po0t0BaHOTO BE0-3aCTOCYHKY ISl LIEHTPAi30BaHO1
nyOmikamii KOHTEHTY, Il MEXaHI3MU 3aCTOCOBYIOTHCA SK JJIi BU3HAUCHHS MpaB
JOCTYMY KOPUCTYBaYiB JI0 CaMOi CUCTEMH Ta 11 (PYHKIIOHATLHUX MOXKJIUBOCTEH, TaK
1 JUIsl IeJIeTyBaHHS 3aCTOCYHKY MOBHOB@)XCHb MISTH B IMEHI KOPHUCTyBada MpHU
B3aemomii 3 API 3oBHImHIX comiambHux Mepex. [l peamizamii 1uxX 3aBAaHb
BUKOPHUCTOBYIOThCSI CydacHi miaxoau, 3okpema TtexHonoris JSON Web Tokens

(JWT) ta mporokos OAuth 2.0, sixi OyAyTh pO3TIISIHYTI A€TaJIbHIIIE.

Apk.
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2.3.1 Buxopucranusa JWT nis aprenrudikaumii

Jlnsa peamizanii MexaHi3My aBTeHTU(DIKAIT 3apeecTPOBAaHUX KOPUCTYBAUiB y
po3pobIroBaHOMY Be0-3aCTOCYHKY Oyiio obpano texHosoriro JSON Web Tokens
(JWT). JWT — nie Binkpurtnii ctagaapt (RFC 7519), sixkuii Bu3Haua€e KOMIAKTHUN Ta
camMoJIoCcTaTHIN croci® Oe3neynHoi nepenayi iHpopMallii Mi>K CTOPOHAMH Y BUTJISAIL
JSON-06’exra [13]. Llg iHdopMmaliist MOke OyTH MepeBipeHa Ta JOBIpeHA, OCKUIbKU
BOHa Ma€ UGPOBUIA TIHC.

Crpykrypa JWT 3a3Buuail CKIamaeTbcsi 3 TPbOX YACTHH, PO3IIJICHUX
Kparkamu:

1. 3aronoBok (Header): Mictuth 1H(OpMAaLIiIO TPO TUIT TOKEHA Ta alTOPUTM
MIJMUCY, 110 BUKOpUCTOBYEeThes (Hanpukian, HMAC SHA256 a6o RSA).

2. Kopucue naBantaxkenns (Payload): Mictuth iH(popMarlito mnpo CyTHICTh
(3a3BHMuail, KOpUCTyBaya) Ta JOJATKOBI MeTaJaHi. [CHYyIOTh CTaHAApPTHI TBEPIKEHHS
(HampukJam, 1SS — BHJABEllb, €Xp — Yac 3aKIHUYEeHHs TepMiHy mii, sub —
TeMa/iIeHTU(PIKaTOp KOPUCTyBayua), a TAKOK MOXKYTh OYTH J0JaH1 BIACHI.

3. Ilignuc (Signature): BuKOpUCTOBYETBbCS ISl TEPEBIPKH TOTrO, IO
BIJIMTPAaBHUK TOKEHA € THM, 32 KOTO ce0e BUaE, 1 1[0 TTOBIJOMJICHHS HE OYJI0 3MIHEHO
B nopo3i. Ilianmuc cTBOPIOETHCS NHIISAXOM MiAMHCAHHS 3aKOJAOBAHUX 3arojloBKa Ta
KOPUCHOTO HaBaHTaXXEHHs 3a JomoMorow cekpetHoro kiroua (st HMAC) abo
npuBatHoro kitoua (s RSA) [13].

Bukopucranns JWT nns aBreHTH(iKaiii y Be0-3aCTOCYHKaX Ma€ HUBKY
cyTTeBUx niepesar. Ilo-mepie, e 3a0e3nedyeHHsT BIJICYTHOCTI CTaHy Ha cepBepi,
OCKUTbKM BCs HeoOXigHa uisi aBTeHTH]iKalli iHQopmalis MICTHUTBCS B CamMOMy
TOKEHI, 1110 cripoliye MaciitadyBanHs cuctemu. [lo-npyre, IWT € koMnakTHUMHU, 110
no3Boiisie jerko nepeaasatu ix B HTTP-3aromoBkax a6o timi 3amuty. [lo-Tpete,
MEXaHi3M IU(PPOBOTO MIAMKHCY TapaHTye Oe3MeKy, MiATBEPKYIOUYH IUIICHICTh Ta

aBTCHTUYHICTh TOKeHa, a mneperadya TokeHiB uepe3 HTTPS 3axumae ix Bifg
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nepexoruieHHs. Ha BiaMiHy Bif TpaaumiiiHoi ceciiiHoi aBTeHTHdikamii, JWT €
CaMOJIOCTAaTHIMHM TOKeHaMH. TpajuiliifHa ceciiiHa aBTeHTU(IKaLIs 3a3BUYaAl
notpedye 30epiraHHs CTaHy cecli KOpUCTyBaua Ha CepBepl, HAPUKIAJ, y TaMm'sTi
cepBepa abo B okpeMii 6a3i ganux. ['myukicts JWT 103B0JIsI€ BUKOPHUCTOBYBATH iX

JUIs aBTeHTH(IKaIli B pi3HOMaHITHUX TUIAX 3aCTOCYHKIB, BKIIFOUaI0YH BeO, MOOLTTbH1

ta API.

2.3.2 IIporoxkoa OAuth 2.0

Jliis 3abe3mnedeHHst Oe3MeYHOro JIeJIerOBaHOTO JIOCTYIy Be0-3aCTOCYHKY [0
pecypciB KOPUCTYBaya, 1110 30€piraloThCsi Ha CTOPOHHIX cepBicax (30KpeMa, akayHTIB
y COLIIAJIBHUX MEpexkKax), y MPOEKTI BUKOPUCTOBYETHCS MPOTOKOJ aBTopu3aliii OAuth
2.0. Lle BimKpuTH# CTaHAAPT, SAKUH JO3BOJSIE KOPUCTyBayaM HaJlaBaTh CTOPOHHIM
3aCTOCYHKaM OOMEXEeHH JOCTym JO0 CBOiX pecypciB 0e3 mepemadi iM CBOIX
00J1IKOBUX JaHuX (JioriHa Ta naposis) [ 14].

OcnoBHa iaest OAuth 2.0 nosnsirae y BBeJIeHH1 JOJAaTKOBOTO PiBHS aOCTpaKIIii
MK KITIEHTOM Ta cepBepoM pecypciB. IIpoTokon Bu3HaYae AEKijgbKa KIOYOBHX
poJieii: BIacHWUKA pecypcy (KopucTyBada), Kii€HTa (Be0-3aCTOCYHKY), cepBepa
aBTOpHM3allli Ta cepBepa pecypciB. ICHye Kinbka THMNIB MOTOKIB (grant types)
aBTOpH3allii, MPU3HAYEHUX /ISl PI3HHUX CIIEHApiiB. Y JaHOMY Be0-3aCTOCYHKY IS
orpumanHs noctynmy A0 API comianbHHX Mepex MepeBaXHO peaii3oBaHO MOTIK
«Authorization Code Granty (HagaHHS KOJy aBTOpH3allii), SKUH BBaXKAEThCS
HaWOLIBII OE3MEYHUM sl CEpBEPHUX BE0-3aCTOCYHKIB.

[Ipouec aBTOpH3alii 3a gomomorow MoToky «Authorization Code Grant» y
3aralbHOMY BUTIISAI BUTIIAJAE HACTYMHUM 4YMHOM. CodaTky KIIi€HTCHKUN
3aCTOCYHOK TI€pEHANpaBisie KOPUCTyBada Ha CEpBEP aBTOpHW3aAIlii BiAMOBIIHOT
comianpHOi Mepexi. KopuctyBau aBTeHTH(IKY€ThCS Ha IIbOMY CEpBEpl Ta HaJae

3rofly Ha JOCTYI 3aCTOCYHKY JI0 3allUTYBaHMX PECypCiB, O BU3HAYAIOTHCS 4Yepe3
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BKa3zaHi o00JjacTi J03BOJIIB (Scopes) y 3amuTi. Y pas3i YCHIIIHOI 3rojiu, cepBep
aBTOpH3allii MepeHanpaBiisie KOPHCTyBada Has3aJ 10 KIIEHTCHKOTO 3aCTOCYHKY,
nepearoy KoMy THUMYAcOBHU Koj aBTopw3arii. [[ns migBuimeHHs O€3meku Ta
3anobiranHs atakam tuny CSRF (Cross-Site Request Forgery) mig uac 1poro
MpoIleCy BHKOPUCTOBYETHCS —State-mapaMerp, SKUM TEHEPYEThCS  KIIEHTOM,
NEepeIacThcsl Ha CEpBEp aBTOpM3AIlli Ta IMOBEPTAETHCA Ha3ad UL TEPEBIPKU
BiAMOBIAHOCTI. OTpUMABIIM KOJI aBTOpH3allii, CepBepHa YacTHUHA BE0-3aCTOCYHKY
oOMiHIOE HIOTO Ha cepBepi aBTOpHW3allii Ha TOKEH IOCTymy (access token) Ta,
ONIIIOHAJILHO, Ha TOKeH oHoBieHHs (refresh token). Token goctymy €
KOPOTKO)XKHBYYMM 1 BHKOPHUCTOBYETHCS ISl 3MIMCHEHHS 3alHTIiB J0 3aXUIICHUX
pecypciB API Bin iMeHi kopucTtyBada. TOKEH OHOBJICHHS € JOBTOXHBYYHM 1 MOXKE
BUKOPHCTOBYBATHUCS NJIi OTPUMAaHHS HOBOTO TOKEHA JOCTYIY INICTS 3aKiHUYEHHS
TEpPMiHY [1i MOTOYHOTro, 0€3 HEOOXITHOCTI MOBTOPHOT aBTEHTH(iKallli KOpHUCTyBaya.
OTpuMaHi TOKeHH Oe3MeyHO 30epiraloTbcs Ha CEepBEPHINM CTOPOHI 3aCTOCYHKY,

acoIliioBaHi 3 00JIIKOBUM 3alUCOM KOPHUCTYyBaya.

2.4 TaTerpamnis 3 couiaJIbHUMHU MeEpPeKAMH Y Be0-3aCTOCYHKAX

OyHKIIOHYBaHHS Cy4aCHUX Be0-3aCTOCYHKIB 4acTO Mependadae iHTErpaliio
Ta OOMIH TaHUMHU 3 1HIIUMHU MPOTPAMHUMH CHCTEMaMH, 30BHILIHIMU cepBicaMH abo
BHYTpIIIHIMU KOMITIOHEHTaMU. [y 3a0e3neueHHs Takoi CTPYKTYpOBAHOI B3aeMOIi1

BUKOPHCTOBYIOThCS PUKIIAIHI porpamHi iHtepdeticu (API).
2.4.1 IToHATTSA NPUKJIATHOTO MIPOrPaAMHOI0 iHTepdeiicy
[Mpuxnagauit nporpamuuii iHTepdeiic (Application Programming Interface,

API) — me mporpamumii iHTep(eEic 3aCTOCYHKY, IO Haaae Po3poOHWKaM Habip

BU3HAUYEHUX (YHKIIM Ta MPOTOKOJIB ISl B3a€EMOAIl MK PI3HUMH HPOrpaMHUMU
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KOMIIOHEHTaMH a0o cucTeMaMu. BiH BUCTYTIa€ SIK KOHTPAKT, 10 OMUCYE, SIKi omepartii
JOCTYMHI, K1 JaHl HEOOXIJHO HaJaTu JUIs iX BUKOHAHHSA Ta B AKOMY ¢dopmari
OUIKYETbCS BIAMOBIAL, MPU I[BOMY aOCTparyiuud BiJ pO3pOOHHKA JeTai
BHYTPIIIHBOI peanizarlii cepsicy [15].

VY KOHTEKCTI BeO-CepBICIB Ta Cy4yaCHUX IMPOTPaMHUX cHcTeM 3araioM, API
BUKOHYIOTh HU3KY KIFOUOBUX (DYHKIIIi:

1. 3abesmeueHHss B3aemoxaii Ta iHTerpamii: APl 103BOJsIIOTH  pi3HUM
3aCTOCYHKaM Ta cepBicaM OOMIHIOBATHCS JAHUMU Ta CIIJIBHO BUKOPHCTOBYBATH
dbyukiionan. Hampukian, Be0-3aCTOCYHKM MOXKYTh 1HTErpyBaTHCS 31 CTOPOHHIMHU
cepBicaMH, TaKUMH SIK COIllajbHI MEpexi, IJIATDKHI CUCTeMH abo KaprorpadiuHi
CEpPBICH, 3HAYHO PO3IMIUPIOIOYN CBOT MOXKIIUBOCTI.

2. AOcTpakiiisi Ta TIOBTOPHE BHKOpWCTaHHS: Hamaroum d4iTKO BHU3HAYEHUI
iHTepdeiic, APl 10o3BOIAIOTH PO3pOOHUKAM BUKOPUCTOBYBATH TOTOBHI (DyHKIIIOHAI,
peasli3oBaHMN  IHIIUMH CHUCTeMaMH (HAMpHKIal, OINEepaliiiHOI CHCTEMOIO,
Opay3epoMm abo CTOpOHHIM BeO-cepBicoMm), 6€3 HEOOXITHOCTI PO3POOISITH HOro 3
HyJs1. Lle mpuckoproe po3poOKy Ta 3MEHIIy€E KiJIbKICTh KOAY.

3. Kontpoms nmoctymy Ta Oesmeka: APl wacTo BUKOPHCTOBYHOTBHCS IS
yOPaBIiHHSA JOCTYNOM [0 MPOrpPaMHUX Ta amapaTHUX pPEcypciB, 3a0e3nedyroun
MEXaHI3MHU aBTOpH3allli Ta KOHTPOJIIO TO3BOJIB Mepei] BUKOHAHHIM 3aMUTyBaHUX
omnepartiu.

4. MonynpHICTh Ta PO3MEXKYBaHHS BIAMOBINATBHOCTI: Y BeO-3acTocyHkax API
JOTIOMAraroTh YITKO PO3JIUIMTH JIOTIKY KJIIE€HTChKOI 4YacTUHHM ((POHTEHIY) BIJ
cepBepHOi (OeKeHy), a TAKOX CHPUSIOThH MOOYA0BI MOIYJIBHUX Ta MIKPOCEPBICHUX
apXITEKTYP.

J171s1 po3p00JIF0BaHOTO BE0-3aCTOCYHKY LIEHTPaIi30BaHO1 My OJTiKallii KOHTEHTY,
OpUKIagHl mporpaMHi iHTepdeiicn comianbaux Mepexk (YouTube, TikTok,
Facebook, Twitter) € pynnamenTansHO0 OcHOBOIO. Came uepes mi API 3miiicHIOeThCS

aBTeHTH(IKAIlISI KOPUCTYBaYiB Y BIJIMOBIIHUX MEpEkKax Ta Oe3mocepeiHs myOTiKaiis
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KOHTEHTY, 10 POOUTH SKICTh, CTAOLIBHICTh Ta JOKYMEHTAlll0 IuX 1HTepdenciB

KPUTUYHO BXKJIMBUMH JIJISl YCHIIIHOTO (DYHKI[IOHYBAHHS CUCTEMH.

2.4.2 Orasa YouTube Data API v3

YouTube Data API v3 € k11090BHM 1HCTPYMEHTOM, 1110 HagaeTbest Google nms
nporpamMHoi B3aemopii 3 miargopmoro YouTube. Ileit mpukiagHuii nporpamMHuit
iHTepdenc M03BOJIIE PO3pOOHUKAaM I1HTErpyBatu (yHKIIOHANBHICTH YouTube y
BJIACH1 3aCTOCYHKH, KEpyBaTH BIJCOKOHTEHTOM, KaHAJIaMU, CIIMCKaMHU BITBOPEHHSI
Ta OTpUMYyBaTH aHajiTu4Hi Aadi. APl moOynoBanuii Ha ocHOBi mpoTtokosry HTTP ta
3a3Bu4ail BukopuctoBye JSON mis oOMiHy panumu, gorpumyrounchk REST-
NOAIOHUX MPUHITUITIB B3aemMoii [16].

JIsis BUKOHAHHS OIepalliil Bil iMEHI KOPUCTyBauya, TAKUX SK 3aBAHTAKEHHS
BiZeo abo ympaBiiHHS kKaHaimoMm, YouTube Data API Bumarae aBropu3zaiii uepe3
npotokos OAuth 2.0. Ileéi mexani3m 3a0esnedye Oe3leuyHe JAeeryBaHHS MpaB
JOCTYyMYy, KOJIM KOPHCTYyBad HaJa€ 3aCTOCYHKY 03B Ha BUKOHAHHS MEBHUX [1d
yepe3 BU3HaueH1 00J1acTi 10CTymy (Scopes), He TepeIatouu MpH IbOMY CBO1 00JIIKOBI
nani. Ilicns ycmimHOi aBTOpHM3allli 3aCTOCYHOK OTPUMY€E TOKEH IOCTYIY, SIKUH
BUKOPHCTOBYETHCS [T aBTeHTU(IKAIII] mofanbnx 3anutis 10 APIL.

Cepen OCHOBHUX MOXJIMBOCTEH, siki Hajmae YouTube Data API v3 1 ski €
pEJIEBAaHTHUMU ISl CUCTEM IIEHTPaIi30BaHOi MyOiKallii KOHTEHTY, CIi BUAUIUTH
dbyHKuioHan 1is ynpaiiHHsA Bigeo. APl go3Bossie mporpamMHO 3aBaHTaXyBaTH
Bijieodaiinm Ha miatrgopmy, BKa3yrOUH MpH [IbOMY PI3HOMaHITHI METaJaHi, TakKi K
Ha3Ba, OMHC, TETH, KaTEropis Ta HaJallTyBaHHs MPUBATHOCTI. BaxkanBowo QyHKIIi€0
€ MOXJIUBICTh IJIaHyBaHHs myOJikariii: APl miarpumye BCcTaHOBIIGHHS TOYHOT JIaTH
Ta 4acy, KOJIU 3aBaHTa)XEHE BIJIEO Ma€ aBTOMATUYHO CTATH 3arajbHOJOCTYTHHM.

Oxkpim 3aBaHTaXeHHs Ta myOmikaiii, YouTube Data APl namae 3acobu mis

OoTpuMaHHA 1H(OpMaIIil PO KaHaIM KOPUCTYyBaya, CIIMCKHU HOTO BiAco, IXHIN cTaTyc
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Ta 1HII1 OB’ s13aH1 AaHi. [ po3poOHukiB Ha matdopmi Node.js Bzaemomiro 3 API
MOX€ CIPOIIYBAaTH BUKOPUCTaHHS OQIIIMHOI KIIEHTChKOI 010110TeKH googleapis,
fAKa 1HKalCyJII0O€ 4YacTHHY JIOTIKM 3amuTiB Ta aBTeHTU(ikamii. Cmig Takox
BpaxoByBaTH, 1110 BUKopuctanHs YouTube Data API perymtoerbcsi cucTeMOIO KBOT,
sKa 0OMeXye€ KUIbKICTh 3aIUTIB, 1110 MOKE€ 3pOOUTH 3aCTOCYHOK 3a NMEBHUMN MMPOMI>KOK

gacy, 3 METOIO 3al00iraHHsa HaJMIPHOMY HaBaHTaXCHHIO Ha CEpPBIC.

2.4.3 Orasaa TikTok API

[Tnardpopma TikTok for Developers Hagae po3poOHUKAM 1HCTpYMEHTapiN NS
1HTerpaIi 3acToCyHKiB 13 comianbHOo0 Mepexkero TikTok, mo Bxmouae API mus
B3a€EMO/IIi 3 KOHTEHTOM Ta (yHKIIOHAIOM IuaTdopmu. JlJiss BUKOPUCTAHHS ILMX
MOJKJIMBOCTEH HEOOXIHO 3apeecTpyBaTH 3aCTOCYHOK Ha MOPTall PO3POOHMKIB Ta
OTpUMAaTH BIANOBIIHI 00iKOB1 Aani ans goctymy 10 APIL. Bzaemonist 3 API TikTok
3M1MCHIOETRCS 3a poTokojioM HTTP, a aBTopu3aitis 3aCTOCYHKIB 1J1s1 BAKOHAHHSI J11
B 1MeHl KopucTyBauiB Oa3yerbcs Ha crtapaapti OAuth 2.0. Lle nepenbauae
OTPUMAaHHSI 3rOJY KOPUCTYBaya Ha JIOCTYM J0 NMEBHUX oOiacTei gaHuX Ta (PyHKIIIH
(scopes), MicIst 90T0 3aCTOCYHKY HAJAEThCsl TOKEH aoctymy [17].

API TikTok npomonye mporpamui 3acoOu Jisi 3aBaHTa)XEHHS BiJ€O Ha
iaTopMy. 3alie’KHO BiJl TUITY IHTETpallii Ta piBHS JOCTYIy 3acTOCYHKY, APl Hanae
pi3HiI MexaHi3mu myOmikamii. OmanM 3 miaxomiB € npsama myomikaris (Direct Post),
[0 JIO3BOJISIE PO3MIIYBATH BiJieo0 Oe3mnocepeHbO0 B Tpodial KOpHUCTyBada 3
IpOrpaMHUM KEpyBaHHSM yciMa NapamMeTpaMH, TaKHUM THUI JOCTYIy BHMAarae
nonatkoBoi Bepu(ikamii 3acTocyHkKy. [Hmmi migxim mepemadadae 3aBaHTaKEHHS
KOHTEHTY J10 NMPOMDKHOI'O CTaHy, Hampukian, y «BximHi» (Inbox) abo depHeTku
KopuctyBaua B MoOuUTbHOMY nonatky TikTok, 3BigkyM KOpHCTyBau ByK€ BIACHOPYY

3aBEpIIy€E MPOIIEC MyOIiKaIii.
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Jlns et po3poOku Ta TectyBanHs iHTerpaiiii, TikTok for Developers nanae
cepenoBuiie Sandbox (micounwuit). lle cepemoBuie A03BOSE PO3POOHUKAM
Oe3neuHo exkcriepuMeHTyBatu 3 API B 1301p0BaHMX yMOBax 0e3 BIUTMBY Ha peajbHi
naHi Ta 0€3 HeoOX1THOCTI IPOXOHKeHHs Bepudikallii, ska HeoOXiIHa Jjisl poOOTH B
noBHOIIHHOMY production-cepenouiii. BaxximBo BpaxoByBaTH, MO (PyHKITIOHAI,
noctynuuii y Sandbox, iHOJI Mae TEeBHI OOMEKEHHS TIOPIBHSIHO 3 MOXKJIMBOCTSIMU

MOBHICTIO BEpU(PIKOBAHOT'O 3aCTOCYHKY.

2.4.4 Oraspn Facebook Graph API

Jns mporpaMHoi B3aemonii 3 miuatdopmoro Facebook Ta i1 pyHKuioHaAIOM,
30KpeMa JiIs MyOsIiKallii KOHTEHTY, pO3pOOHUKH BUKOPUCTOBYIOTH Facebook Graph
API. Graph API € ocnoBHuM cnocobom oTpumanHs nanux 3 Facebook Ta ix
po3MmimieHHss Ha miatd@opmi. Bin mpencraBinse 00’ekt Facebook (Taki sk
KOpPUCTYBaui, CTOPIHKU, TOCTH, (OTO, BiJICO) Ta 3B’S3KU MIK HUMHU Yy BHUIJISII
rpadoBoi CTpyKTypH, J0CcTyn A0 skoi 3aiiicHioeThes yepe3 HTTP-3anutu [18]. Sk 1
oinpmricte cydacHux BeO-API, Graph API norpumyerscs REST-mogioHux
OPUHLHUIIB Ta BUKOpUCTOBY€E JSON 117151 0OOMiHY JaHUMH.

ABTopu3arlis 3acTocyHkiB st po6otu 3 Graph API Big iMeHi kopucTyBaua
6azyernscs Ha ipoTokodii OAuth 2.0. [lepen TuM, sk 3aCTOCYHOK 3MOK€ BUKOHYBATH
Oynp-siki i1 @00 OTPUMYBATH JIOCTYT J0 JAaHUX, KOPUCTYBad MOBUHEH HAJIAaTH HOMY
BIJIMOBIHI 03BOJIH (permissions).

Facebook Graph APl Hamae mmpoki MOXKIMBOCTI Uil IyOJiKaiii
PI3HOMaHITHOTO KOHTEHTY, 0oco0suBo Ha Ctopinkax (Facebook Pages), skumu kepye
KOPHCTYBa4, OCKUIbKK TyOJTiKaiis Ha ocobucti npodua yepe3 APl HemoximBa 3
MipkyBaHb Oe3mexu. Yepes APl moxkna myOnikyBaTh TEKCTOBI TMOCTH, MOCTH 13

300paxeHHSIMH 200 MOCHJIAHHSMH, a TAKOXK 3aBaHTa)XyBaTH Ta MyOJIIKyBaTH BIJEO.
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2.4.5 Orasag X API

Jlns mporpamHuoi B3aemoli 3 miardopmoro Twitter (HuH1 X) po3poOHHKAM
HajaeTbest X APIL. Ileli iHTepdelic 103BosIE 3aCTOCYHKAM OTPUMYBATH JOCTYII J10
nanux Twitter, aHami3yBaTh iX, a TakK0X, MyONIKyBaTH KOHTEHT BiJ I1MeH1
KOpPUCTyBadiB. ABTOpH3aIlis 3acTOCYHKIB s podotn 3 X API Bim imeni
KOpUCTYyBaua, K 1 B IHIIMX cy4dacHUX BeO-API, 3milicHIO€TbCS 3a JOMOMOIOIO
npotokony OAuth 2.0 [19].

Cyuacuuii Twitter APl ¢yHKIIIOHYe HA OCHOBI PI3HUX PIBHIB JIOCTYITYy, SIKI
BU3HAYAIOTh JOCTYMHUN (YHKI[IOHAT Ta JIMITH Ha KUIBKICTh 3amuTIB. ICHYye
oeskomtoBHUI piBeHb (Free tier), sikuit Hanae oomexxenuit noctyn a0 API. 3okpema,
TSl OTIepalliid 3amucy, TakKuX sIK My OTikarlist TBiTiB, 0€3KOIITOBHUM PIBEHb MA€ TykKe
CyTTeBE OOMEKEHHS Ha KUIbKICTh 3aIIUTIB HAa MICALb, 1110 pOOUTH HOr0 MpUIATHUM
NEPEeBAKHO JJIs TECTyBaHHA a0 3aCTOCYHKIB 3 JAyXe HHU3bKOIO AaKTHBHICTIO
nyoumikamii. J[js 611l 1HTEHCUBHOTO BUKOPHUCTAHHS Ta JIOCTYMY J0 PO3IIUPEHUX
MO>KJIMBOCTEH 1 BUIIMX JIIMITIB ICHYIOTb IUIaTHI PiBHI, Taki sik Basic ta Pro [19].

ITpu po6oTti 3 X API HE0OXiTHO yBa)KHO BUBYATH aKTyaJlbHYy JOKYMEHTAIIIIO
MIOZ0 AOCTYMHUX EHJMOIHTIB, JIMITIB 3alMTIB JUisi 0OpaHOro pPIiBHSA JOCTYIy Ta

MOJIITUK BUKOPUCTAHHSA IIATGOPMH, OCKITIBKA BOHU MOXYTh 3a3HABATH 3MiH.
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BUCHOBOK J10 PO3ALTTY 2

Y npyromy po3aini Oyno OpOBEACHO OTJIAA Ta OOIPYHTYBaHHS BUOOPY
TEXHOJIOT1H, IO BUKOPHUCTOBYIOTBCS Il TMPOEKTYBAaHHA Ta peaii3aiii BeO-
3aCTOCYHKY IIEHTpaIi30BaHOi myOikalii KOHTEHTY. PO3rasiHyTO 3arainbHi IpUHLIUITN
noOyI0BH Cy4yaCHUX Be0-3aCTOCYHKIB, 30KpeMa KIIIEHT-CEPBEPHY apXiTEKTypy Ta ii
OCHOBHI1 KOMIIOHEHTH.

Jlst cepBepHoi wacTuHU Oysio ob6pano miatdgopmy Node.js 3 pperimBopKoM
Express.js 3aBasku ixHIM €(pEeKTUBHOCTI B 00pOOIll aCMHXPOHHUX OImeparii Ta
rayukocTi 'y ctBopeHHi REST APl Kiientcbka uacTuHa peamizyeTbest 3
BUKOpHUCTaHHAM 0Oi0miorekn React Tta ™moBu TypeScript mns 3a0e3nedeHHs
IHTEpaKTUBHOTO Ta HAJIIMHOTO KOPHUCTyBallbKOro iHTepdeicy, a cTumi3amis
3MIHCHIOETRCS 3a nmomomororo CSS-dpeiimBopky Tailwind CSS. Jlns 36epiranss
JAHUX 3aCTOCYHKY OyJi0 o0paHo nqokyMeHTo-opieHToBany CYBJ] MongoDB 3 ODM
Mongoose, 1110 3a0e3neyye rHyYKICTh CXeMH Ta eeKTHUBHY poOOTy 3 AaHuMH. J[7s
HTTP-B3aemoii Ta 00poOkH (hailyIoBUX 3aBaHTAKEHb OOTPYHTOBAHO BUKOPUCTAHHS
010moTex Axios Ta Multer BignoBigHO.

Takox Oyno neTalibHO PO3MIAHYTO KIIOYOBI MEXaHI3MH aBTEHTHU(IKAIl Ta
aBropu3zarlii: texHosioriro JWT mis aBreHTHdIKALli KOPUCTYBayiB y CHUCTEMI Ta
npotokosl OAuth 2.0 qis 6e3neunoro aeneroBaHoro goctymy Ao APl comianbHux
mepex. [IpoananizoBaHO OCHOBHI MOKJIMBOCTI Ta MpuHIUIHU podbotu API mnatdpopm
YouTube, TikTok, Facebook ta Twitter, siki € pyHIamMeHTaIbHUMM IJI peatizaliii
OCHOBHOTO (DYHKITIOHATY PO3POOTFOBAHOTO 3aCTOCYHKY.

Bubip 3a3HaueHOro KOMILJIEKCY TEXHOJOT1M Ta MiAXOAIB € OOIPyHTOBAHUM 3
OTJIAly Ha TOCTaBJIeHI (PYHKIIOHAJIbHI Ta HEQYHKI[IOHATIbHI BUMOTH JI0 CUCTEMH,

JI03BOJISIIOYN CTBOPUTH CYYaCHHM, MacIITaboBaHUM Ta O€3MeYHMI BEO-3aCTOCYHOK.
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PO3A1JI 3. AETAJII PO3POBKH BEB-3ACTOCYHKY

3.1 ApxiTekTypa cCUCTEeMH

3.1.1 3aranbHa apxiTeKTypHa cxemMa Be0-3aCTOCYHKY

Po3pobnennii BeO-3aCTOCYHOK Ui LEHTpadi3oBaHOI MyOiiKaiili KOHTEHTY

CIIPOEKTOBAHO 32 KJIEHT-CEPBEPHOIO apXITEKTYypHOIO Mozemwto. Ll moaensb

nepeadoavyae JOTTYHUM MOJLJI CUCTEeMH Ha TPU OCHOBHI B3a€MOJIiF0Yl KOMIIOHEHTH:

JTEHTCHKY YacTuHY ((DpOHTEHH), cepBepHY YacTHHY (OekeHn) Ta 0a3y HaHUX, SKI

pazom 3a0e3MnevyroTh B3a€MO/III0 3 KOPUCTYBaueM Ta 30BHIIIHIMU CEPBICAMHU.

OcCHOBHMIA MOTIK B3a€EMO/Iii B CUCTEM1 BUTJIAA€ HACTYTHUM YHHOM:

1.
2.

KopuctyBau B3aeMoi€ 3 KJIIEHTCHKOIO YaCTHHOIO Yepe3 BeO-Opaysep.
KrienTchka yacTiHa HaJCWIIA€ 3aMUTH (HAMPUKIIAA, HA CTBOPEHHS IMOCTA,
MIIKIIOYeHHS akayHTa) 10 cepBepHoi uactuHu uepe3 REST API,
BUKOpUCTOBYtoun 3axuiieHe 3'eqHands (HTTPS) Ta JWT nns
aBTeHTU(]IKAITI].

CepBepHuii yacTrHa 0OpOOJISIE 3aMUT: BaliAy€e JaHi, B3aeMOJdi€ 3 0a30r0
JTAHUX JUJIs YMTaHHs/3anucy 1HdopmMallii, Ta, 32 HEOOX1JHOCTI, 3BEPTAETHCS
10 API BianoBiiHOT colianbHOI MEPEXKI.

3oBHimHI API comianbHuX Mepexx 0OpOoOSIOTh 3alUTH BiJ CEpPBEPHOI
YaCTMHM Ta TOBEPTAIOTh pe3yNbTaT (HAMPUKIAA, MiATBEPHKCHHS
nyOJikarii a0 MTOMUIIKY).

CepBepHa yacTMHA aHaJi3y€e BIAMOBIAL BiJ 30BHINIHBOTO API, dopmye
¢iHanbHY BIANOBIAb Ta HAJACUIIAE i1 HA3a( KJIIEHTCHKIN YaCTUHI.
KiieHTchbka YacTHHA OTpUMY€E BIAMOBIAL BiJl cepBepa Ta BimoOpaxkae

pe3yJIbTaT orepaliii KOpUCTyBayeBi.
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KiienT-cepBepHa apxiTeKTypa 3 UYITKUM PO3MEXKYBaHHSIM BiMOBIIATLHOCTI
MiX (pOHTEHAOM, OEKEHIOM Ta 0a3010 MaHUX € KPUTHYHO BAXKIMBOIO IS TAHOTO
npoekTy. BoHa n03BoJise HE3aneXHO PO3pOOIATH, TECTyBaTH Ta MOAU(IKyBaTH
OKpeMi KOMITOHEHTH CHUCTEMH, III0 OCOOJUBO aKTyaJdbHO MPHU POOOTI 3 PI3HUMH Ta
nocTiitHO 3miHtoBaHUMU API comianbanx mepex. Takuil miaxig He JUIIE CIpPOILye
po3poOKy, aie W 3akiamae GyHAAMEHT Il MalOyTHROTO MacmTaOyBaHHS —
HaNpuKJIaa, TpU JOJaBaHHI MIATPUMKA HOBHX COLIaJIbHUX 1uiatgopm abo
po3mupeHHi (yHKIIIOHATY, 3MIHU B OJHOMY KOMITOHEHTI MiHIMaJIbHO BIUTMBATUMYTh

Ha 1HIIII.

3.1.2 ApxiTeKTYypHi 0CO0JTUBOCTi KJIIEHTCHKOI YaCTHHH

KrieHTChKUI 3aCTOCYHOK € TOYKOI BXOAY AJII KOpPHUCTyBaua B CHUCTEMY Ta
BIJINIOBIIa€ 3a mpencTaBieHHs TpadigyHoro iHTepdency, 0OpoOKy KOPHUCTYBAIbKUX
T Ta 1HIL1FOBaHHS 3alMTIB 0 CEPBEPHOI YaCTUHU. APXITEKTYPHO BiH pealli30BaHUN
SIK OJTHOCTOPIHKOBUM 3aCTOCYHOK, IO 3a0e3medy€e BHCOKY IIBHUJKICTh BIATYKY Ta
MIJIJaBHE OHOBJICHHS 1HTep(deiicy 0e3 MOBHOTO Mepe3aBaHTaKEHHS BEO-CTOPIHKHU.

KitouoBumMHu  apXITEeKTYpHUMH PIIIEHHSIMH Ha KIIEHTCBKIM CTOpOHI €
BukopuctanHa React Context APl mns edextuBHOro ympaBiiHHS cTaHOM React
3aCTOCYHKY Ta OpraHizailisi HaBiraiii, 1o 3a0e3rnedye IHTYiTMBHY B3a€MOJIIO
KOpUCTyBa4a 3  pi3HUMH  (QYHKIIOHATHbHUMHU  Onokamu.  OCHOBHUMHU
GyHKIIIOHATPHUMH ~ OOOB’SI3KaMM  KJIIEHTa € HaJaHHS  IHTepelciB st
aBTeHTH(dIKaIlll KOPHUCTYBayiB, CTBOPECHHS Ta HaJaIITyBaHHS KOHTEHTY IS
nyOmikamii, ympaBIiHHSA MIAKIIOYEHUMH aKayHTaMH COLIaJbHUX MeEpex Ta

B1I0OpakeHHS aKTyaJIbHOTO CTaTyCy IyOJiKaIiu.
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3.1.3 ApxiTeKTypHi 0C00JIMBOCTi CePBEPHOI YACTHUHH

CepBepHuil 3aCTOCYHOK (OCKEHM) € SIAPOM CHCTEMH, IO MICTHTh OCHOBHY
O13HEC-JIOTIKY Ta CIIYT'Y€E MOCEPEIHUKOM MIXK KJIIEHTCHKOIO YaCTHHOI, 0a3010 JaHUX
Ta 30BHiHIME API conianpamux Mepex. Moro rojoHe 3aBaHHsA — HANAHHS KITI€HTY
crannaptuzoBaHoro ta 6esneunoro REST API ans oOMiHy maHuMu Ta BUKOHAHHS
onepartiu.

APXITEKTYpHO, CEpBEp 1HKAIICYJIIO€ BCIO JIOTIKY pobotu 3 API comianbHux
MEpPEeK, BKIIIOUAI0UH IPOIecH aBTopu3ailii 3a mpotokoiaom OAuth 2.0 Ta hopmyBaHHS
3alUTIB Ha TyOJikaiito. BaXJIWBUM MNpPOEKTHUM DPIIICHHSM CTajo JeJeryBaHHs
dbyHKIii mIanyBaHHS MyOJTiKaIii 6e3mocepeIHb0 MexaHi3Mam, 1o HagarTbest API
caMuX colliaJbHUX Mepexk. Lle M03BOIMIO CYyTTEBO CIPOCTUTH BHYTPIIIHIO JOTIKY
cepBepa Ta YHUKHYTH HEOOX1THOCTI peati3allii BIaCHOTO CKJIATHOTO TUTaHYBAJIbHUKA
3aBnaHb. CepBep TakoX BIAMOBIAAE 3a Oe3meuny oOpoOKy (pailloBHX 3aBaHTAKEHb
BiJI KOpHUCTyBaya, SIki MOTIM mepenaroTbes 10 APl BignmoBimHux miatdopMm s

myOmikarii.

3.1.4 ApxiTekTypa 0a3mu JaHUX

baza nanmx, peamizoBana Ha ocHOBI MongoDB, ciyrye mist 30epiraHus
KII04YoBOi  1H(opmanii, HeoOxigHOi Ay (YHKUIOHYBaHHS Be0-3aCTOCYHKY.
OCHOBHHMMH CYTHOCTSIMH, 110 MOJICITIOFOTHCS, € KOPUCTYBaUi CHCTEMH Ta IXHI TOKECHH
JOCTYTY A0 COIaIbHUX MEPEK.

Konexkist User 30epirae 00ikoBi gaHi KopucTyBadiB (inentudikarop Google,
CJICKTPOHHA TIOIITa, 1M’sl, TOCWUJIaHHS Ha 300pa)keHHS MNpodUI0), TOKEHU
aBTeHTH]iKaLii yepe3 Google, posib KOpHUCTyBaya Ta CIy>X00B1 MO3HAUKH Yacy.

Konexkmiss Token BimmoBimae 3a 30epiranHs TOkeHiB jgoctymy 10 API

comaneaux Mepex (YouTube, TikTok, Facebook, Twitter). Koxxen mokyMeHT y 1iit
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KOJICKIIi1 MOB’sI3aHUI 3 KOHKPETHUM KOpPHUCTyBaueM uepe3 moiie userld ta MicTuTh
accessToken, refreshToken, gac nii TokeHa, Ha3By maTGopMu Ta iHII crienudidHl
g mnatgopmu  gani.  Jna  3a0e3neuyeHHS  YHIKQJIBHOCTI  MIJIKIIFOUEHHS
BUKOPHCTOBYETHCS CKJIAJICHUI 1HACKC (OJUH TOKEH HAa KOPUCTyBada IS KOXKHOI
mwiatdopmu). ApXiTeKTypa Tmependadae MeXaHi3M aBTOMATHYHOTO OHOBJICHHSI
TOKEHIB JIOCTYITY.

[ndopmartiss mpo KOHKpPETHI TOCTH Ta IiXHIA CTaTyC IICHS 3aluTy Ha
nyOmikarfito He 30epiraerbcsi B 0a3l NaHWX Ha TOCTIWHIN OCHOBI. Memiadaiinu
nepenaroTbes Hampsmy a0 APl commepex, a TutaHyBaHHS MOKJIANA€ThCs Ha iXHI
BJIACH1 MOKJIMBOCTI. TaKkui Mixij 10 apXiTEKTypH 0a3u JaHUX J03BOJISIE€ CIIPOCTUTH
il CTPYKTYypy, 30CE€pEeIUBIINCH HA YNPaBIIHHI JaHUMHU KOPUCTYBayiB Ta iXHIX cecii

JOCTYIIY.

3.2 PeaJiizaiisi cepBepHOi YaCTUHU

3.2.1 Opramni3zauisi CTPyKTYPH MOAYJIiB CePBEPHOI YACTHHH

Jlns moOya0BU CepBEpPHOI 4YacTUHM, po3polseHoi Ha rmiaatdopmi Node.js 3
BUKOpHCTAaHHAM (pperimBOpKy Express.js, Oyno oOpaHO CTpyKTypOBaHUM MIAX1M, 1110
0a3yeThCsl HA MPUHIUINAX PO3AUICHHS BIAMOBINATBLHOCTEH, ONM3BKUX [0
apxitexktypHoro mabinony MVC (Model-View-Controller), ane B kontexkcti REST
API, «View» daxTnuno 3aMiHIO€ThCA JIoTiKOI0 popmyBanHs HTTP-Biamosiai. Taka
oprasi3aliisi I03BOJISIE YITKO PO3MEKYBATH JIOTIKY MapIIpyTU3allii, 0OpoOKH 3aMuTiB,
BUKOHAHHS Oi3Hec-omepallii Ta B3aeMojii 3 0a3or ganux. lle crpuse kpamrii
YUTA0CIIBHOCTI KOy, CIIPOIIYE MOTO TECTyBaHHSA Ta MOAAIBINY MATPUMKY, IO €
BaYXUIUBHM JUIsI CHCTEMH 3 TIOTEHIIIAJIOM 70 PO3IIUPECHHS.

["onoBHUI (aill cepBEPHOrO 3aCTOCYHKY SEIVEr.jS CIyTy€e TOYKOIO BXOAY IS

cepBepHoi joriku (puc. 3.1). Ileit ¢aiin Biamosizae 3a IHIMIATI3AIII KIFOYOBUX
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acCIeKkTiB poOOTH cepBepa, BKIIOYAIOUM: 3aBaHTaXEHHS KOHQIrypariii 3 0TOUYCHHS

(3BMIHHUX CepeoBHUIlA), BCTAHOBJIEHHS 3 €JHaHHSA 3 0a3or0 JnaHux MongoDB,

nigKIroYeHHs (aiiniB mapimpyTtusauii 1y o0pooku API-3anutiB Ta 3amyck HTTP-

cepBepa Ha MPOCIyXOBYBaHHS BUZHAUYEHOT'O MOPTY.

app.use('/auth', authRoutes);
app.use('/api/youtube', youtubeRoutes);
app.use('/api/tiktok', tiktokRoutes);
app.use('/api/users', userRoutes);
app.use('/api/facebook', facebookRoutes);
app.use('/api/twitter', twitterRoutes);
async function startServer() {
try {

await connectToDatabase();

app.listen(port, host, () => {

console.log( Backend server running on http://${host}:${port}");

1) _
; catch (error) {

console.error('Failed to start server:', error);
process.exit(1);

!
3

startServer();

Pucynok 3.1 — KitouoBi acniekTH 3aIycKy ceppepa y (daitii server.js

CTpyKTypa IMPEKTOPii CEPBEPHOTO MPOEKTY OPTraHi30BaHA HACTYITHUM YHHOM

TS JIOTIYHOTO TPYIyBaHHS (DYHKITIOHAJIBHOCTI:

- routes/: MICTUTH (ailnu, 1m0 BU3HA4YaOTh MapumpyTu (enamointu) APIL.
Koxxen ¢aiin Bigmomizae 3a meBHY (YHKIIOHAJIBHY Tpymny (Hampukiai,
authRoutes.js 175 nporieciB aBTeHTU]IKAIlT Ta aBTOpHU3aIlli B CUCTEMI Ta 3
COLIATbHUMHU  Mepexamu, userRoutes.js ans  ynpaBiaiHHS —JAaHUMHU
KOPUCTYBauiB) abo 3a ormepailii, cnerudivyni Jjisi KOHKPETHOI COIllajbHOI
miaTdopmu (Hanpukiaa, youtubeRoutes.js). MapmuipyTu BU3Ha49arOThCS 3a
noromoroto express.Router() 1 moB’s3y10ThCs 3 QyHKIIIMUA-KOHTPOJIEPAMHU.

- controllers/: MICTUTh KOHTpOJEPH, BiAMOBIAaIbHI 3a 00poOky HTTP-
3alUTIB, IO HAAXOAATh Ha BH3HAueHI MapuipyTH. OcCHOBHI (yHKIIT
KOHTpOJIEPIB: OTPUMaHHS Ta Badijallis JaHUX 13 3aluTy, BUKIHUK

BIJIMOBITHAX CEPBICHUX MOMYJIB JUIsl BUKOHAHHS Oi3HEC-JIOTiKH, 00poOKa
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pe3yJIbTaTiB, MOBEPHYTUX cepBicamu, Ta ¢dopmyBanHs HTTP-Biamnosiai
KJIIEHTY (BKJIIOYAIOYM KOPEKTHI CTaTyCH Ta T1JIO BIAMOBII).

services/: y IiiA AMPEKTOPii pO3MIIIECHI CEPBICHI MOIYJI1, K1 IHKAIICYITIOIOTh
crienudiuny O613HEC-JIOTIKY, 30KpeMa noB’s3aHy 3 OAuth-aBTopu3alii€ro Ta
YOpPaBIiHHAM TOKEHAaMHU s pI3HUX comianbHux Mepex. CepsicH
abcTparyroTh JIOTIKy B3aemomii 3 3oBHimHIME APl Ta 6a3or0 manux
(Hampukiazn, 30€pekKeHHST Ta OHOBJICHHS TOKEHIB JIOCTYIy), HaJarouu
KOHTpoJiepaM OUTbII BUCOKOPIBHEBUH 1HTEp(EHiC.

models/: MicTUTh BU3Ha4YeHHS Mongoose-cxeM Il KOJISKIH 0a3u JTaHuX
MongoDB. A came moneni User (111 JaHUX KOPUCTYBayiB CUCTEMH) Ta
Token (a5 TOKEHIB IOCTYITY 10 COLIATbHUX MEPEXK).

lib/: 1 aupekTopis HpU3HAYE€HA ISl JOMOMDKHUX MOMIYJIB Ta YTHIIT
3araJpbHOTO MPU3HAYCHHsS. 30KpeMa, TYyT pPO3TAIIOBAHWA MOIYJh
database.js, BiAMOBIJaNbHMI 32 BCTAHOBJICHHS Ta YIPaBIIHHA 3’ €IHAHHSAM
3 MongoDB, ta Moaynp jwt.js, mo Hagae (yHKIIi s reHeparii Ta
Bepudikarii JSON Web Tokens, a Takox peaiizye mpoMi>KHE TTpOrpaMHe

3a0e3MeueHHs I aBTeHTU]IKAIlll 3aIUTIB.

3.2.2 IIpoekTyBaHHA Ta peaJizanisa 0a3u JaHUX

Jnsa peamizanii 6a3u gaHuX BUKOpHUCTOBYeTbca MongoDB y moegnanxi 3

616morexoto Mongoose st Node.js. Takuii BuGip 3abe3reuye THYUKICTb CXEMH

JAHUX Ta 3pYYHUM 1HTepdeiic 11 MOICIIFOBaHHS Ta B3a€MO/I1i 3 6a3010. ApXITEKTypa

0a3u gaHWX PO3poOJIEeHa 3 aKIEHTOM Ha MiHIMaIi3M Ta €(EeKTUBHICTD,

30CepeIKyIOUNCh Ha YIPaBIIIHHI KOPUCTYBALIbKUMH TAHUMH Ta TOKEHAMHU JIOCTYILY.

30epiraHHs KOHTEHTY Ta JIOT1Ka IUITaHYBaHHs Iy OJiKalii AeeroBani 6€3mocepeHbo

API cormianbHUX MEpEeX, 10 J03BOJISIE CIIPOCTUTH CTPYKTYPY BIAcHOI 0a3u JTaHMX.
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OCHOBHUMU CYTHOCTSIMH, 1110 MOJIETIOIOThCS B 0a3l nanux, € «Kopucrysau» (User)

ta «Token» (Token).

Monens ganux «Kopucrysau» (User) mpuszHaueHa 11 30epiranss iHpopmariii

PO 3apEECTPOBAHUX KOPUCTYBAUiB CUCTEMHU, SIK1 TPOXOIATh aBTEHTU(IKAIIIIO Yepe3

cepic Google OAuth. Cxema Mongoose fis 1mi€i MoJiei BKITF0Ya€e Taki MmoJist:

googleld (Tum: String): Inentudikatop KopucTyBaua, OTpUMAHHUI BiA
Google; mosie npoiHAEKCOBAHO JJIsl ONITUMI3AIliT TTOITYKY.

email (Tum: String): EnexTponHa agpeca KOpucTyBaya.

name (Tun: String): [ToBHe iM’s1 KOpUCTyBaya.

profilePicture (Tum: String): URL-agpeca 3o00paxkeHHss mnpodiio
KOpHCTYyBaya.

role (Tum: String): Pons kopuctyBaua B cucteMi (‘user’ abo ‘admin’).
accessToken (Tum: String): Token noctynmy Google OAuth, orpumanuii min
yac aBTeHTU(DIKAII].

refreshToken (Tum: String): Token onoBnenHs: Google OAuth.

expiryTime (Tum: Number): Yac nii accessToken Bix Google.

lastLogin, createdAt, updatedAt (Date): Ciny>x00Bi mo3HauKH Hacy.

Monens ganux «Toxen» (Token) BukopuctoByeTbes ans 36epiranas OAuth-

TOKEHIB JOCTYIY, sIKI HAJAal0Th B€0-3aCTOCYHKY JI03BLI JIATH BiJ IMEHI KOPUCTyBaya

npu B3aemo/ii 3 API pizHux comanpHux Mepex. Cxema Mongoose 11 i€l Mojeni

BKJIFOUYAE TaKI ITOJIA:

userld (Tum: Objectld): TlocwianHs Ha ineHTHdIKATOp KOpHCTyBaya 3
koutekii User, 1110 BCTAHOBIIIOE 3B’ SI30K M)XK TOKEHOM Ta HOTO BIIACHUKOM.
platform (Tum: String): Ha3Ba cormiansHoi Mepexi (Hanmpukian, ‘youtube’,
‘tiktok’, ‘facebook’, ‘twitter’), nys sIKO1 MpU3HAYESHUM TOKEH.

accessToken (Tun: String): Token noctyny no API mnatdopmu.
refreshToken (Tum: String): TokeH OHOBIEHHS, III0 BUKOPUCTOBYETHCS JUIS

OTPpUMAaHHA HOBOI'O accessToken.

Apk.
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- expiryTime (Tum: Number): Yac, konu accessToken ctae HegiicHuM.

- platformUserld (Tum: String): InentudikaTop KoprucTyBada Ha BiAMOBIAHIN

colianbpHIi mIaThopmMi.

- createdAt, updatedAt (Tum: Date): [Tosst 171s BiACTEXKEHHS Yacy CTBOPEHHS

Ta OHOBJICHHA 3aITMCY TOKCHA.

B3aemoziss 3 nmaHumMu Ta peani3allis OCHOBHUX OIeEpaliii B cUCTeMI

3MIMCHIOETHCS Yepe3 Mojieai Mongoose y BIJIMOBIIHUX CEPBICHUX MOIYJISX.

[Ipu mepmiii aBrenTUdiKalii KopucTyBaua uepe3 Google cuctema BUKOHYE

MOIIYK 1CHYIOUOTO KopucTyBaua 3a googleld. SIkmo xopucTyBay He 3HAWIEHU,

CTBOPIOETHCSI HOBUM 3amuc y KoJekii User 3 nanumu, orpumanumMu Biag Google. B

1HIIIOMY BUMAJKy MOKE€ OHOBIIOBATHCA iCHYIOYa iH(OpMAallis (HapHUKiIaa, TOKEHU

a00 yac 0CTaHHBOTO BXO/1y). Ls j1orika iHKancyiboBaHa B Moyt userAuthService.js

(puc. 3.2).

async handleGoogleCallback(code) {
try {
const { tokens } = await this.userAuthClient.getToken(code);
this.userAuthcClient.setCredentials(tokens);

const oauth2

= google.oauth2({ version: 'v2', auth: this.userAuthClient });
const { data } =

await oauth2.userinfo.get();
let user = await User.findOne({ googleld: data.id });

if (user) {
user.name = data.name;
user.firstName = data.given_name;
user.lastName = data.family name;
user.profilePicture = data.picture;
user.accessToken = tokens.access_token;
user.lastLogin = new Date();

if (tokens.refresh_token) {
user.refreshToken = tokens.refresh_token;

}
if (tokens.expiry_date) {

user.expiryTime = tokens.expiry date;

1
J

else
user

-
[

new User({ -
}s

1

J

await user.save();

Pucynok 3.2 — ®@parmeHnT koay aist o0pooku ganux npu Google-aBreHTudikariii

Apk.
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[Ipy migkiIrOYEeHHI HOBOT'O aKayHTY COIIaJIbHOI MEpeki ad0 MpU OHOBJICHHI

TOKEHIB BUKOPHUCTOBYETHCS TIIX1J «3HAUTH a00 CTBOPUTH/OHOBUTH» («upserty).

Cucrema mrykae 3anuc y konekuii Token anst mapu userld Ta platform. Icnyroumnii

3aIlMC OHOBJIIOETHLCA, HOBHUH — CTBOPHOETHCA.

[lepen BukonanusM 3anuty 10 API comianbHOi Mepexi, cuCTeMa OTPUMYE

BIJIMOBITHUN TOKeH 3 0a3u manmx 3a userld Ta platform. [nst mporo peamizoBaHO

MeXaHi3M MepeBIpKHU TepMiHY Aii accessToken Ta 1oro aBTOMaTHYHOTO OHOBJICHHS 3a

nonomoroto refreshToken, skmo TokeH 3actapiB 1 miuaTdopMma MIATPUMYE TaKUH

mexaHizM (puc. 3.3). Lle 3abesneuye Oe3nepepBHicTh aoctyny a0 API Big imeni

KOpPHUCTYyBaua.

async ensureValidToken(userId) {
await this.setOAuthCredentials(userId);

const currentTokens = await this.getStoredTokens(userId);
if (!currentTokens.accessToken || !currentTokens.refreshToken) {
throw new Error('User not authenticated with YouTube or refresh token missing.');
1
J

const isTokenExpired = !currentTokens.expiryTime || Date.now() >= currentTokens.expiryTime;

if (isTokenExpired) {
try {
const { credentials } = await this.oauth2Client.refreshAccessToken();

await this.storeTokens(userId, {
accessToken: credentials.access_token,
refreshToken: credentials.refresh _token || currentTokens.refreshToken,
expiryTime: credentials.expiry date

1

this.oauth2Client.setCredentials(credentials);

(S

catch (refreshtkrror) {

await this.clearTokens(userId);

this.oauth2Client.setCredentials({});

throw new Error('Failed to refresh YouTube token. Please re-authenticate.');

(=]

1
J

if (!this.oauth2Client.credentials.access_token) {

throw new Error('Missing access token after check/refresh."');
1
J

return this.oauth2Client;

Pucynok 3.3 — ®parmMeHT KoAy JJIs BaJlijiallii Ta OHOBJICHHS TOKeHa JiJi1 YouTube

Apk.
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3.2.3 Peanizauniss API eHanoinTiB Ta JIOTiKM 00pOOKH 3aNUTIB

CepBepHa yacThHa Be0-3aCTOCYHKY Haza€e KIEHTY cTtaHaapTtuzoBanHuii REST
APl nns Bcix B3aemonaid. Enanmointu APl 3rpynoBani 3a ¢yHKI[IOHaJIBHUM
pU3HAYEHHSIM Yy BiMOBITHUX (haitnax mapmipyTusarii (authRoutes.js, userRoutes.js,
youtubeRoutes.js TOII0) Ta MiIKIIOYAIOTECS A0 OCHOBHOTO 3aCTOCYHKY Express 3
y3ro/pkeHnMH Tipedikcamu. KoskeH mapmipyT moB’si3aHui 3 BiIMOBIAHAM METOIOM
KOHTpOJIEepa, sIKUi BIANOBIIA€ 3a IEPBUHHY 0OpOOKY 3alHUTy Ta BUKIMK HEOOX1THUX

cepaiciB (puc. 3.4).

const express = require('express’);
const multer = require('multer');
const youtubeController = require('../controllers/youtubeController');

const router = express.Router();

const storage = multer.memoryStorage();
const upload = multer({ storage: storage });

router.get('/status', youtubeController.getStatus);
router.get('/channel’, youtubeController.getChannel);
router.post('/upload', upload.single('videoFile'), youtubeController.uploadvideo);

module.exports = router;

Pucynoxk 3.4 — ®aiin mapmpyTtuzanii 1 Y outube

[leppuHHa aBTeHTH(IKaIlil KOPUCTYBadiB y CHCTEMI peaiizoBaHa dYepes
MapIIpyTH, BU3HaUeHi y (aiimi userRoutes.js Ta gocTynHi 3a mpedikcom /api/users.
Cucrema BukopuctoBye Google OAuth 2.0 sx 0CHOBHMIT METO] aBTEHTU(IKAITII.

GET /api/users/login/google — inimiroe nporec OAuth 2.0 aBrenTUdikarii 3
Google. EnanoinT He BUMarae nonepeaHboi aBTopusanii Ta noseprae kiieHty URL-
ampecy JUis TIepeHamnpaBlieHHS KOpPUCTyBada Ha CTOpiHKY aBTopm3aiii Google.
Bignosine HagaeTbes y popmati JSON 3 mosem url, 1110 MiCTUTB 3reHEpPOBaHyY aapecy.

GET /api/users/login/google/callback — oOpoOmnsie 3BOPOTHMIA BHKIMK BiJl
Google micinst 3aBepIeHHs MPOIIECY aBTOpHU3allii KOPUCTyBaueM. EHIMOIHT oTpuMye

napameTpu code (ko aBTOpu3allii) Ta state uepes query string 3anuty. KoHTposep
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nenerye oopooky userAuthService, sikuif BUKOHye 0OMIH KOJIy Ha TOKEHH JIOCTYIY,
NoImryKk abo CTBOpEHHS KOpPUCTyBaua B cucTemi Ta reHepaiito JWT TokeHy s
MOTATTBIITUX CECIM.

JIns  KOXKHOT MATPUMYBAHOI COIabHOT MeEpexi ImependadyeHo Hadip
CH/TMOIHTIB JUIs MIAKIIOYEHHS aKayHTy 10 IpOo(UII0 KOPUCTyBaya B CUCTEMI Ta IS
Horo BiAKIOYeHHs (Hampukian, /api/auth/youtube abo /api/auth/tiktok). Kosxna
coliajibHa Mepeka Mae BianoBigHuM callback-eHnmoinT s 0OpoOKM pe3yJbTary
aBTopu3auii. L{i ennnoinTu oTpuMyroTh mapameTpu code Ta state uepes query string
Ta JEJEerylTh 00pOoOKy BIAMOBIAHUM cepBicaM it 3aBepiieHHs OAuth-miporecy.
Buxin 3 miakIoueHHX akayHTIB 3MiMcHIOeTbCS yepe3 POST-3anuTu Ha BiAMOBIAHI
eHanoinTu logout. Bonu BuaansioTh 30epekeHi TOKEHU AOCTYITY IJIS BIAMOBIIHOI
miatdopmu 3 6a3u JaHuX, GaKTUIHO «BIAKIIOYAIOYNY aKayHT BiJl B€O-3aCTOCYHKY.

Jlist 6e3nocepenHboi B3aEMOIii 3 KOHTEHTOM Ha MiIKIIOYEHUX COIiaTbHUX
wiatropmMax BHUKOPUCTOBYIOTbCA IaTdopMo-crenupiyHi HAOOpPH EHATMOIHTIB,
peamizoBanl y (aitax youtubeRoutes.js, tiktokRoutes.js, facebookRoutes.js Ta
twitterRoutes.js. Omneparii Ha HMX MapuHpyTax, 0 nepeadaydaroTh Aii BiA 1MeH1
KOpUCTyBaua (Hampukiaja, OTpuMaHHs iHdopMmaiii npo mnpodiib, MyOiKaris
KOHTEHTY ), 3axuiieHi JWT-aBrenTudikartiero.

Koxna nnatdopma Hagae eHANOIHTH AJI NEPEBIPKH CTaHy MiAKIIOUEHHS Ta

oTpuMaHHs 0a30B01 iH(OpMaIIii:

GET /api/platform/status — mepeBipka AaKTUBHOCTI MIAKIIOYEHHS IO

maThopMu.

- GET /api/platform/userinfo — orpumanus iHpopmaliii mpo KOPUCTYBAIbKUT
npodib.

- GET /api/youtube/channel — oTpuMaHHs JaHUX MPO KaHAT KOPHUCTyBaya
(mms YouTube).

- GET /api/facebook/pages — oTpuMaHHs CIIUCKY KEPOBAHUX KOPUCTYBaueM

Facebook cTopiHOK.

3Mm.

Apxk.
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OcHoBHMI (yHKIIOHAN MyOsikalii KOHTEHTY peaiizoBanuii depe3 POST-
SH/IOTHTH, SKI TpUHMaroTh 3anuTu y dopmati multipart/form-data qis miaTpuMku
3aBaHTaXCHHs Meiadaiiis.

- Jlna Bigeomnardgopm YouTube Tta TikTok BUKOpHUCTOBYIOTHCS BiAMOBITHO

mapuipytu POST /api/youtube/upload ta POST /api/tiktok/upload.

- Facebook migrpumye mnyb6mikamito Bigeo (POST /api/facebook/upload),
tekctoBux mocTiB (POST /api/facebook/post) Ta 300paxkens (POST
/api/facebook/photo).

- Jlna Twitter peanizoBano okpemuid enanoint POST /api/twitter/upload nms
my0JTiKallii KOHTEHTY, 110 MOK€ BKJIIOUATH TEKCT Ta Me/Iia.

Yci POST-enanointu muist myOumikamii npuiiMaroTh (aiili KOHTEHTY pa3oM i3
HabopoM MeTadaHuX (Ha3Ba, OMKUC, NTapaMeTPU BUAMMOCTI, JaTa MmyOJikalli ToIo),
cnenupiuanx st BUuMor API koxHO1 cormianpbHOI Mepexi. YcmilmHa BiINOBiAL
noBepTaerbest y hopmati JSON ta micTuTh iHPOpMAIIiIO PO Pe3ysbTAT OIMeparti.
Pi3HOMaHITHICTh €H/IOIHTIB Ta iX CTPYKTYypH 00ymoBieHa crieniudikoro API koxHo1
mwiathopmu.

Bcs norika B3aemonii 31 ctroponHiMu AP, Bkiroyatoun ¢popMyBaHHS 3aMuTIB,
0o0OpoOKy BIAMNOBiEH Ta MOMUJIOK, IHKANCyJhOBaHa Ha CEPBEPHIA CTOPOHI B

BIJMOBITHUX CEPBICHUX MOJYJISIX, IO CIPOIIY€E PO3POOKY KIIEHTCHKOI YACTUHHU.

3.2.4 Peanizauisi B3aemonuii cepBicHux moayJiB 3 API coniaabHux Mepexk

Jlnst 3a0e3neueHHsT MOXKJIMBOCTI B3a€MO/III pO3pOOIEHOTO Be0-3aCTOCYHKY 3
API couianbHuX Mepex, Oyi0 BUKOHAHO HEOOX1/IHI MATOTOBY1 eTanu. J{Jis KO>KHOT 3
niarpumyBanux 1miarpopm — YouTube, TikTok, Facebook Ta Twitter — Oyino
3MIHCHEHO PEECTPAIlii0 JTOJaTKa Ha MOpTall s po3poOHuKiB (Hampukian, Google
Cloud Console, TikTok for Developers, Facebook for Developers, X Developer

Portal). ¥V mporieci peectpaliii Ta HaJalmITyBaHHS LMX JOJATKIB OyJi0 BHU3HAYE€HO

Apk.
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HeoOximHi mapametpu OAuth 2.0 aBropuzamii, Taki sk pgo3BojeHi URI
nepenanpasieHHs (callback URLs) Ta 3anutyBaHi 06yacti 1ocTymy (scopes), 110
BIJIMOBIAAIOTH (PYHKIIIOHATY 3aCTOCYHKY (HAIlpHUKIal, MyOmiKaiis KOHTEHTY, TOCTYIl
1o iHpopmariii npodino). B pe3ynpTaTi 0yio OTpUMaHO YHIKabHI 171eHTU]IKaTOpH
KJIIEHTA Ta CEKPETHI KIIo4i, SKi Oyiau Oe3ledyHO I1HTerpoBaHi B KOHQITypariro
CEepBEPHOi YaCTHHM 3aCTOCYHKY (depe3 3MIHHI CepeOBHUINA) i BUKOPUCTOBYIOTHCS
s aBTeHTUdikaiii 3anmuTiB 10 OAuth-cepBepiB Ta APl BianoBiAHUX cOIlaIbHUX
MEpPEK.

[Ticnst Toro, sik APl eHAnoiHTH cepBEepHOI YACTUHHM OTPUMAJIM Ta TMEPBUHHO
00poOMIM 3amuT BiAg KIi€EHTa, BIANOBIJHI CEpBICHI MOAYJl (HANpUKIA,
youtubeAuthService.js, tiktokService.js Tomo) 6epyTh Ha cebe BiMOBIIATLHICTD 3a
Oe3rnocepeIHI0 KOMYHIKAIlll0 3 TPUKIAIHUMH MpOorpaMHUMH iHTepdercamu
comianpHUX Mepex. Lelt mporec BKItouae aBTeHTU(IKAIIIIO 3aMMUTIB 32 TOTIOMOTOI0
OAuth 2.0 TokeniB, kopektHe QopmyBanHs HTTP-3anutiB 3rigHo 3 BUMOramu
KOKHOI TmaTgopmu Ta 00poOKYy OTpUMAaHMX BiATOBIIEH.

ABteHTu(iKalis 3anuTiB 10 30BHIIHIX API € mepuum kpokoM npu Oyab-siKii
B3aemoyii. Ilepen BukoHanHsM 3anuty 10 API comianpHOT Mepexi, cepBiCHUMN
MOAYJh OTpUMY€E€ 3 0a3w JaHUX akTyanbHHM accessToken st TOTOYHOTO
KopHcTyBada Ta 1i1boBo1 iardopm. Oynkiisa ensureValidToken nepesipsie yac aii
(expiryTime) mOTOYHOTO TOKEHA 1 SKIIO BIH 3acTapiB ab0 BIJICYTHIM, 1HIIIIOETHCS
3amuT Ha OHOBJEHHS 3a nmonomoroto refreshToken (puc. 3.5). Orpumana HOBa mapa
TOKEHIB 30epiraeThcs B 0a3i JaHUX, 3aMiHIOOUYHN nonepenHi. Bamiauuii accessToken
3aBXKJIM BKJIIOYAETHCS J10 3aroioBKy Authorization ycix nmoganbimux HTTP-3anutis

1o API BignoBinHOT comianbHOT MIaTGOpPMH.
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async ensureValidToken(userId) {
await this.setOAuthCredentials(userld);

const currentTokens = await this.getStoredTokens(userId);
if (!currentTokens.accessToken || !currentTokens.refreshToken) {
throw new Error('User not authenticated with YouTube or refresh token missing.');
1
}

const isTokenExpired = !currentTokens.expiryTime || Date.now() >= currentTokens.expiryTime;

if (isTokenExpired) {
try {
const { credentials } = await this.oauth2Client.refreshAccessToken();

await this.storeTokens(userId, {
accessToken: credentials.access_token,
refreshToken: credentials.refresh_token || currentTokens.refreshToken,
expiryTime: credentials.expiry_date

3
this.oauth2client.setCredentials(credentials);

- catch (refreshkrror) {

await this.clearTokens(userld);

this.oauth2Client.setCredentials({});

throw new Error('Failed to refresh YouTube token. Please re-authenticate.');
}

1
J

Pucynok 3.5 — MexaHi3m niepeBipkd Ta OHOBJICHHSI TOKeHa i1 Y ouTube

[Timxomu no popmyBaHHs 3anmuTiB A0 30BHIMTHIX APl Bapitor0ThCs 3aI€KHO Bij
atdopmu. [l B3aemosii 3 YouTube API BukopuctoByeThes odiliiiiHa KJIi€HTChKa
0i0mioreka googleapis, sika abctparye getami ¢opmyBanHs HTTP-zamutiB Ta
crpoiye poborty 3 pisaumu cepBicamu Google. Ile mo3Bomsie aGcTparyBaTucs Bif
HU3bKOpiBHEBUX jAetaiedt HTTP-npoTokony Ta BUKOPUCTOBYBATH 3PY4YHI METOJIH,
HajaHi 610moTeKor0, st popMyBaHHS 3aNUTIB Ta 00pOOKH BignoBiAeH. J{s iHmmx
matdopm — TikTok, Facebook Ta Twitter — B3aemoist peanizoBaHa depe3 mpsimi
HTTP-3anutu 1o BianoBiaHux eHAnoiHTiB APl mux muardpopm, chopmoBaHi Ta
BIJIIIpaBJIeH] 3a J0MOMOToI0 0i0mioTreku Axios. Bona Hamae THy4YKuid Ta MpPOCTUH
iHTepdeiic ms 3aiicaendss HTTP-3anutiB, ynpaBiiHHS 3aroJIOBKaMH, T1JIOM 3aIlUTy
Ta 00pOOKH BIAMOBIACH, BKIIOYAIOUN TOMIJIKH.

IIpu ¢dopmyBaHHI 3amuTiB A1 TyOJikaiii KOHTEHTY, CEpBICHI MOAYJII
TpaHC(POPMYIOTh J1aHl, OTPUMaHi BiJ KOHTpojepa, y (opmar, II0 BUMAaraeThCs

koHkpeTHuM API. Hanpuknaa, nis myOumikanii Bineo Ha YouTube uepes 010moTeky
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googleapis, y meToj youtube.videos.insert nepeaeTbes K caM Bijeodaitn (3 0ydepa

Multer y Buriisaii Mmeaiapecypey), Tak 1 00’ €KT 3 MeTaJlaHUMHU, i€ BKa3yIOThCS Ha3Ba,

omuc Juid my0Jikaiii, Ta 1HII1 HajdamTyBaHHs (puc. 3.6).

const bufferStream = new stream.PassThrough();
bufferStream.end(req.file.buffer);

const youtube = google.youtube({ version: 'v3', auth: authenticatedClient });
const youtubeResponse = await youtube.videos.insert({
part: 'snippet,status’,
requestBody: metadata,
media: {
mimeType: req.file.mimetype,
body: bufferStream,
>

1D

Pucynok 3.6 — ®opmyBaHHs 3anuTy A myOJikariii Bijeo Ha YouTube

s mnatdopm, 1€ BUKOpUCTOBYIOThCA npsimi HTTP-3anuTu, Hanpuknana, npu

3aBanTakeHH1 Bigeo Ha TikTok a6o Facebook, dopmyerncs multipart/form-data

3aIuT, M0 MICTUTH Bijieodaiii Ta BiAMOBIIHI MO METaAaHuX. TEKCTOBI MOCTH Ha

Facebook um Twitter cTBoproroThes 1uisixoM BianpaBku JSON abo maHux y Tl

POST-3amuty (puc. 3.7). OcobmmBy yBary mpuAUIeHO crenudimi KoKHOT

maThopMu: Hanpukiaa, npu myOmikamii Ha Facebook HeoOximHo BkaszyBatu ID

11b0Boi CTOpiHKY, a 3aBaHTakeHHs memia Ha Twitter X API v2 e GaratoetanHum

npouecom (INIT, APPEND, FINALIZE), sikuii peanizoBaHoO y BiANOBIIHOMY CEpBICi.

Apk.
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uploadVideo = async (req, res) => {
const userld = req.user.userld;
const { title, description, selectedPageld } = req.body;
if (!this.validateRequiredFields(req, res, ['file', 'selectedPageld'])) {
return;
}
try {
const pages = await this.service.getPages(userld);
const page = pages.find(p => p.id === selectedPageld);
if (!page || !page.access_token) {

return res.status(403).json({ error: 'Not authenticated or missing page access token' });

%
S

const pageToken = page.access_token;
const form = new FormData();
form.append( 'source’, req.file.buffer, { filename: req.file.originalname, contentType: req.file.mimetype });
if (title) form.append('title’, title);
if (description) form.append('description’, description);
form.append('access_token', pageToken);
const fbRes = await axios.post(
FACEBOOK_API.VIDEO(selectedPageld),
form,
{ headers: form.getHeaders() ]
)
const videold = fbRes.data.id;
const videoUrl = FACEBOOK_API.VIDEO_URL(selectedPageld, videold);
res.json({ videold, videoUrl });
} catch (error) {-
1
J

5

Pucynok 3.7 — ®opmyBaHHs 3anuTy Ui myosikanii Bineo Ha Facebook

OOpobOka BiamoBimel Ta mOMUIOK Bim 30BHIMHAIX APl € HeBim eMHOIO
qacTUHOI B3aemojii. CepBiCHI MOy aHATI3YIOTh BIAMOBIAL, oTpumaHi Big API
COIIIAJILHUX MEPeX. Y BUIAJKY YCHIITHOTO BUKOHAHHS OIllepallii, 3 Tija BiAMOBIII
BUTATYETHCS KOPUCHA 1H(OpMAaIlis, Taka SK 11eHTU(IKaTOp OmyOIiKOBaHOTO MOCTa
a00 OHOBJICHI JaH1 TPOodiIIo, KA MOTIM MepelaeTbcs KOHTposiepy. [Ipyn BUHUKHEHH]
MOMMJIOK, CUCTeMa Kacudikye ix Ha ocHoB1 koay ctaHy HTTP Ta Tina Bianosiai. Yci
3HAUYYII MOMUJIKA JIOTYIOTHCS Ha CepBepi I MOAAIBIIOTO0 aHamizy. KilieHTChKii
JaCTHHI Be0-3aCTOCYHKY TOBEPTAIOThLCS y3arajibHEHI IMOBIIOMJICHHS PO MIOMUJIKH 3
BinmoBimuuMu komamu ctany HTTP, mo06 3abesmeuntd 3po3yMiuTuii 3BOPOTHHUI

3B’SI30K KOPUCTYBAYEBI.

Apk.
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3.2.5 MexaHi3Mu 0e31eKH CepBEPHOI YACTUHU

3abe3neueHHs 6e3MeKu CepBEPHOI YACTUHU € KPUTUYHO BAKIMBUM aCIIEKTOM
pO3poOKHU BeO-3aCTOCYHKY, III0 00poOisie aaHlI KOPUCTYyBaudiB Ta B3aEMOJIIE 3
30BHIIIHIMHU cepBicaMH. Y J[JaHOMY TPOEKTI peali30BaHO HU3KY MEXaHI3MiB,
cnpsiMOBaHUX Ha 3axucT API, HaniiiHy aBTeHTH(]IKaLII0O KOPUCTYyBaviB Ta Oe3reyHe
yIpaBJiHHS KOHDITYpaliiHUMU JaHUMH.

OCHOBHUM MeEXaHI3MOM aBTEHTU(IKaIlli KOPUCTYyBayiB Il JOCTYIy JIO
3axuiieHux pecypciB APl BeG-3actocyHky € Bukopuctanus JWT (JSON Web
Tokens), mis poGOTH 3 SIKMMH 3acTOCOBYeThcsl 010mioTeka jsonwebtoken. Ilicis
yCHiIHOI aBTeHTU(IKAIll KOPUCTyBauya, CHCTEMa TIEHEpy€E JBa THUIM TOKEHIB:
KopoTKoxkuByunii accessToken (tepmin aii — 7 HOHIB), IO MICTUTh y CBOEMY
KOpPHCHOMY HaBaHTa)keHHI (payload) ineHTudikatop KopuctyBaua, Horo e1eKTpOHHY
aapecy Ta poib, Ta noBroxkuByuui refreshToken (tepmin nmii — 30 ngmHiB),
npu3HadYeHud 11 OesrmeyHoro oOHOBJIeHHs accessToken. OOuaBa TOKeHH
MIMUCYIOTBCA 32 JOTIOMOTOI0 CEKPETHOTO KIIIo4Ua, M0 30epiraeTbcs y 3MIHHUX
cepenoBuia. Jyis mepeBIipKM aBTEHTUYHOCTI 3alMTIB pPeai30BaHO IPOMIXKHE
nporpamae 3abe3nedeHHst authenticateToken B momymi lib/jwt.js (puc. 3.8). Ile#t
middleware Bumyuae accessToken 3 HTTP-3aromoBka Authorization, Bepudikye
Joro miAnMc Ta TEPMiH JIii 32 JOMOMOTOI0 CEKPETHOTO KJIfo4a. Y BHIAJIKY yCHIIIHOT
Bepudikaiii, mgani 3 payload Tokena npomatotbesi nmo o0’ekta 3amuty. [lpm
HEBaJIIIHOMY, BIJICYyTHhOMY abo MpocTpoueHoMy TokeHi, middleware moBepTae

KJII€HTY BianoBiae 3 kojoM ctany HTTP 401 (Unauthorized).
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exports.verifyToken
try {

return jwt.verify(token, JWT_SECRET);

} catch

(error) {

return null;

o
Jo

(token) => {

exports.authenticateToken

const authHeader = req.headers['authorization’];

if

(lauthHeader?.startsWith('Bearer ')) {

(req, res, next) => {

return res.status(4901).json({ error: ‘Unauthorized: Missing or invalid token format' });

const token = authHeader.split(' ")[1];
const decoded = this.verifyToken(token);

(!decoded) {
return res.status(4901).json({ error:

if

req.user = decoded;
next();

"Unauthorized: Invalid or expired token' });

Pucynok 3.8 — Middleware mis nepeBipku JWT accessToken

besneka koHpiryparmiitHux gaHux 3a0e3Medy€eThCs MUIIXOM 30epiraHHs BCiX

YyTIUBUX MapaMeTpiB, TaKUX SK cekpeTHuil kimou s JWT, oOmikoBi paHi

kimieHTchbknx OAuth-nomarkis Ta URI s miakmrodeHHs 1o 6a3u JaHuUX, Y 3MIHHUAX

cepesoBuIla Ha cepBepi. [ iX 3aBaHTa)KEHHS B 3aCTOCYHOK Ha eTarll 1HiIiamizamii

cepBepa BUKOPUCTOBYEThCS Oi0moTeka dotenv, 0 aBTOMAaTHYHO 34HUTYE (haitn .env

Ta pOOUTH 3MiHHI JOCTYITHUMH Y€PE3 Process.env y 1HIINX MOIYJIAX.

JI71s1 KOHTPOJII0O MDKJIOMEHHHX 3alUTIB Ta 3a0e3MeueHHs 0e3neYHo] B3aeMO/Iii

Mk (ppoHTEH - Ta OekeHI-uacTuHaMu HanamroBaHo MexaHi3M CORS (Cross-Origin

Resource Sharing). Bianopigne middleware, ckoHdirypoBane B rojioBHOMY aii

cepBepa, J03BOJIsiE MpUMMaTH 3anmuTv juiie 3 BuzHadyeHoro URL  ¢ponTeHn-

3aCTOCYHKY Ta MiITPUMYE mepeaady OOMIKOBUX JaHUX, IO BAKIUBO JUIsl KOPEKTHOT

pob6otu 3 JWT.
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3.2.6 O0poOka 3aBaHTaKeHHS MeaiadailiiB

Onniero 3 KIFOYOBUX (DYHKITIH pO3p00JIEHOTO BE0-3aCTOCYHKY € MOKJIUBICTD
3aBaHTAKECHHS KOpHUCTyBauaMu Memiadaiinis (Bigeo, (Goro) s iX moaanbInol
nyOikaii B comiadbHUX Mepekax. J{ms o0poOku Takux (aioBUX 3aBaHTaXEHb Ha
CEpBEPHI CTOPOHI BUKOPUCTOBYETHLCSA MPOMIKHE MporpamMHe 3abe3neueHHs Multer,
sKe CIeliani3yeThes Ha 00poOii 3anuTiB y ¢popmati multipart/form-data.

VY mpoekti Multer inimiami3yerbes 3 omiiero storage: multer.memoryStorage().
[le o3nauae, 1m0 3aBaHTa)keH1 ¢aiau 30epiraloTbcsi HE Ha JUCKY CepBepa, a
OesnocepeHbO B oOmnepaTuBHIM mam'saTi y Bursial Oydepa. Takuit miaxin mae
nepeBaru y MBUAKOCTI 00pOOKH, OCKIIBKHM BUKITIOYAIOTHCS ONEpallii YU TaHHS/3am1ucy
Ha JHUCK, Ta CIIPOIIY€E apXiTEeKTypy, YCyBarO4Yd HEOOXITHICTh YIPaBIIHHS
TUMYacoBUMHU (aitnamu Ha cepBepi. ani daiiay MOXKyTb OyTH IepeiaHi HarpsMy 10
API comianpHUX MEpex.

JIns KOHTPOJIFO 3a BHKOPUCTAHHSM PECYpPCIB CepBepa Ta BIJAMOBIIHOCTI
BuMoramMm APl comianbHEX Mepex, mpu iHimiamizamii Multer BCTaHOBIIOIOTHCS
0oOMeXeHHs Ha MakcCUMabHuM posmip daitny (puc. 3.9). 1i nimitu Oynu BU3HAYEH]
Ha OCHOBI O(IiIiiHOT MOKyMEHTaIlii Ta OOMEXKEHb, IO HAKIAAAIOTHCA KOKHOIO

KOHKPETHOIO MIaTPOPMOIO JIJIsl 3aBaHTAKEHHSI MEIIaKOHTECHTY .

require('multer');

express.Router();

const multer
const router

const storage = multer.memoryStorage();
const upload = multer({ storage, limits: { fileSize: 512 * 1024 * 1024 } }); // 512 MB

Pucynok 3.9 — Inimianizamis Multer B daiini mapuipyTiB

CkoHpirypoBanuii ex3emruisip Multer iHTerpyerscs sk middleware vy
BIIMOBIAH1 MapiipyTu Express.js, 1110 mpuU3HaydeHi JJIs 3aBaHTa)KEHHS KOHTEHTY. J{Jist

IbOTO BUKOPUCTOBYETHCS MeTof .single(fieldName).

Apk.

IAJIL1,467200.003 T13 "

3Mm.

Apxk. Ne nokym. Migmuc | dara




[Ticns toro, sk Multer oOpoOMB 3amuT, KOHTPOJEP OTPUMYE JOCTYI O
iHdopMmallii mpo 3aBaHTaxeHUW Qain depe3d o00’ekt req.file. Y konTposepax
000B’sI3KOBO BUKOHYETHCSI TepeBipka HasBHOCTI req.file Tta ioro Oydepa mepen
MoAabIIOK 00POOKOIO.

3 06’ekTa req.file BUKOPHUCTOBYIOTHCS TaKi KJIFOUOBI BIACTHBOCTI:

- buffer: Mictuts naui ¢aitny y Buriszai o6’ exkra Buffer, mo € ocHoBHUM 115t

nepeaadi 10 API comianbHUX MEpex.

- Originalname: OpurinaiabHa Ha3Ba (ailily, 3aBaHTa)KEHOTO KOPUCTYBAuEM.

- Mimetype: MIME-tun daitny (nanpukian, ‘video/mp4’, ‘image/jpeg’).

- Size: Po3mip (aiiny B OaiiTax.

Otpumanuit 6ydep daitny (req.file.buffer) pasom 3 iHmUMEU MeTamaHUMU
NEPeIa€ThCsl 3 KOHTPOJEpa Yy BiANOBIIHUNA CEPBICHHA MOMIYNb I TMOJAAJBIIOTO
dbopmyBanas 3anuty A0 API minboBoi comiambHOi Mepexi. Crocid momanbiioi
00pobOku 1poro Oydepa Ta HOro BKIOYEHHS 1O 3amuTy 10 30BHIMHBOTO API
3QJICKUTh BiJl crelU@pIKA KOXHOI MUIaTGopMH Ta peali30BaHMU y BIAMOBIIHUX
cepBicHUX MoyJisix. Lle Moske BKITIOUaTH, HAIIPHUKIIal, KOHBEpTaIito Oydepa y moTik
(stream), momaBaHHs 10 00’ekta FormData abo BHKOpHCTaHHS CrHeIliaai3oBaHUX
METO/IB KJIIIEHTCHKUX 010/110TEK.

O6mexxeHHs: memoryStorage() moisirae B TOMY, L0 MPH OJAHOYACHOMY
3aBaHTKEHHI 0aratboxX BeIMKUX (ailliB MOXe BUHUKHYTH 3HAYHE CIIOXUBAHHS
orepaTUBHOI maM’siTi cepBepa. OaHaK, BCTAHOBJIEHI JIMITH Ha po3Mmip (aiiniB Ha
piBH1 Multer momomararoTh MiHIMI3yBaTu IIed PHU3UK. Y BHUMAAKY, SKIIO (aiin
MepEeBUIIy€ BCTAHOBJICHWM JIMIT, Multer reHepye moMuiKy, sika OOpOOJISIETHCSA

CTaHJApTHUMH MeXaHi3MaMu Express.js.
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3.3 PeaJizanisl KJIi€CHTCHKOI YACTHHH

KiienTcpka 4acTmHa Be0-3aCTOCYHKY po3po0jieHa $K OJHOCTOPIHKOBHUM

3aCTOCYHOK 3 BUKOpUcTaHHsAM 010moTeku React Ta moBu TypeScript. s cTunizanii

iHTepdeiicy 3actocoByeThcsi CSS-PpeiimBopk Tailwind CSS, a inctpymenTapiii Vite

CIIYTY€ JUIsl OpraHi3allii mporecy po3po0ku Ta 30ipKH MPOEKTY.

3.3.1 Opramnizauisi CTPyKTYPH MOAYJIiB KJIIEHTCHKOI YACTHHHU

CtpykTypa mporpaMHUX MOJIYJIB Yy Karajo3i Src/ oOpraHi3oBaHa s

3a0€3MeUeHHs] MOAYJBHOCTI Ta JIETKOCTI MATPUMKHU KOY:

main.tsx: Todka BXoAay React-3acToCyHKy, BiANOBiIadbHa 32 PEHACPUHT
KOPEHEBOTO KOMITOHEHTA Ta M AKITIOYEHHS TII00aTbHUX CTHITIB.

App.tsx: TOJOBHMH KOMIIOHEHT, IO Kepye 3arajbHOI CTPYKTYpPOIO
iHTep(eiicy Ta OCHOBHUMH €TaraMH B3a€EMO/IIT KOPUCTyBaya.

types.ts: MICTUTh IEHTpaTi30BaHI Bu3HaueHHs TypeScript TuUIIB Ta
iHTepdeiiciB.

index.css: Bu3Hauae rmodanbai CSS-ctumi Ta iHTerpartito 3 Tailwind CSS.
components/: MICTUTh  TiepeBuUKOopucTOoBYBaHi  Ul-kommoneHTH, 3
MOKJIMBOIO ~ BHYTPIIIHBOIO  OpraHizami€lo 3a  (yHKUIOHAJIBHICTIO
(HampuKIaa, MiIAUPEKTOPii post/ sl KOMIOHEHTIB CTBOPEHHSI TMOCTIB Ta
settings/ 1711 KOMIIOHEHTIB HalaITyBaHb miatgopm). TyT po3MilieHi Taki
enemenTH, sik Header.tsx, PlatformSelection.tsx, VideoUploadForm.tsx
TOIIIO.

context/: peamizanii React Context APl nns rimoGanpHOTO yhpaBmiHHS
ctanoM, 30kpema UserAuthContext.tsx i  aBTeHTH(]iKamii Ta

VideoContext.tsx aJis cTaHy 3aBaHTaXXEHHS B1/€O.

3Mm.

Apxk.

Ne nokym.

Iigmmc

Jlata

TAJIL.467200.003 113

Apk.

52




hooks/: React Xyku s 1HKamncyssiii MepeBUKOPHUCTOBYBaHOI Oi3HeC-
JIOT1KY, BKJIFOYAIOUM XYKW ISl aBTeHTU(ikamii 3 rmatdhopmaMu Ta s
oreparriii 3 KOHTEHTOM.
services/: Moayni ajs B3aemonii 3 cepBepHuM API, 110 1HKANCyIIOHOTH
noriky HTTP-3anuris.
data/: cratmuHi gaHi Ta KoH]IrypaumiiiHa iHdopMallis, HANPUKIAM,

platforms.ts 3 onucoM MiATPUMYBaHUX COILIATBHUX MEPEXK.

3.3.2 Po3po0ka KJIHY0BUX CTOPIHOK TAa KOMIIOHEHTIB iHTepeiicy

IaTepdeiic KIIEHTCHKOI YAaCTMHU  CIPOEKTOBAaHUM i1 3a0e3medeHHs

MOKPOKOBOTO Ta IHTYiTUBHO 3pO3YMIJIOrO TMpPOLIECYy CTBOPEHHS Ta IyOuiKailii

KOHTeHTy. lleil mpouec KOOpPAUHYETHCS TOJIOBHUM KOMIIOHEHTOM App.tsx i

peani3yeThcs uepes Haoip crierianizoBaHux React-KOMIOHEHTIB, 110 TPEACTABIISIIOTh

okpemi etanu Ta Ul-enemenTu.

[TouaTkoBUM € eKkpaH BUOOPY THITY KOHTEHTY, IPEICTABICHUA KOMIIOHEHTOM

ContentTypeSelection.tsx, 1e KOpUCTyBay BU3Havae, un Oyje BiH MyOIiKyBaTH BiJ1€O

a00 TexcToBuii nmoct. Lleit BuOip BU3HAYAE MOMANBIINNA MOTIK B3aEMOIII.

VY Bumajky oOpaHHs BiI€0-KOHTEHTY, KOPUCTYBad MOCI1JOBHO MPOXOAUTH TPU

OCHOBHI €TaIlu:

1. Tlepmmnii etan nepeadavae 3aBaHTaKEHHA Bijieodaiiy yepe3 KOMIIOHEHT

VideoUploadForm.tsx — ciemanbny popmy, sika miarpumye ¢yHkiiro drag-
and-drop Ta HaJa€ MOXKIIUBICTh TIOTIEPEHHOTO TIEPETIIS LY.

Ha apyromy erami, 3a gomomororo kommnoHeHTa PlatformSelection.tsx,
KOPUCTYyBa4 o0OMpae OAHY abo JeKUIbKa COMaNbHUX IIaTPOpM IS
nyoumikamii. TyT ke KOpHCTyBad MOXE MIAKIIOUYUTH aKKayHT MOTPiIOHOi

COLIIATTIbHOT MEPExXI.
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3. 3aBepmiaJibHUM €TaroM € KOH(Irypailis napameTpiB Bijieo (Ha3BH, OIMHUCY,
TET1B, BUAUMOCTI, JJaTH TIJIAHYBaHHS) JJISI KOKHOT 00paHoi rmiaTdopMu, 110
peanizoBaHo y koMmrnoHeHT1 VideoSettings.tsx.

Jiis pobOTH 3 TEKCTOBUMH IOCTAMH BHUKOPHCTOBYETHCS KOMITJICKCHUH
komrioHeHT PostFlow.tsx. Bin mae BrmacHuii G6araToeTtamauii mporiec, Mo BKIIOYAE
Bubip trarpopm (Facebook abo Twitter) Ta 3amoBHEHHS (OPM KOHTEHTY,
crielp1YHUX 11 KOXKHOT COIliajIbHOT MEPEexKI.

Crumizaniss BCiX KOMIIOHEHTIB Ta CTOPIHOK 3J1MCHIOETHCSA 3a JOMOMOIOI0
Tailwind CSS, mo 3abe3neuye MBHIKY pPO3pPOOKY, THYYKICTh Ta aJalTHBHICTH
nu3aiiny. Ikonku 3 616mioTreku lucide-react BUKOPHUCTOBYIOThCS JJIsi MOKpPAICHHS

Bi3yaJIbHOI HaBIraii Ta 3p03yMIUIOCTI €JIEMEHTIB KEpyBaHHS.

3.3.3 KepyBanHsl CTAHOM Ta OpraHizauis HaBiramii

Jlns 3a0e3nedeHHsl SIKICHOTO KOPHCTYBAIIbKOTO JOCBIy B Be0-3aCTOCYHKY,
0co0JIMBY yBary OyJio mpuaiieHo €(eKTUBHOMY yMNPAaBIiHHIO CTAHOM Ta peai3allii
iHTYyiTUBHOI HaBiramii. [li acmekTd BTUIEHI 3 BHKOPUCTAaHHSIM BOYJIOBaHUX
moxkymBocTer React, Takux sk Context API mmst rimobanbHOTO CTaHy, XyK useState
JUTSL IOKQJIbHOTO CTaHy KOMIIOHEHTIB, Ta JIOT1IKM YMOBHOT'O PEHACPUHTY JIJIsl HaBiraii
MDK eKpaHaMH.

React Context API BuKopuCTOBY€THCS 151 JAHUX, SIK1 € CIUIBHUMU JJIS1 PI3HUX
YaCTHH 3aCTOCYHKY. BU3HaueHo /1Ba OCHOBHI I7100aIbHI KOHTEKCTH:

1. UserAuthContext.tsx: mpu3Haue€HUM JIsI HMEHTPATI30BAHOTO YIPABIIHHS
CTaHOM aBTeHTU(IKaIii KopucTyBaua. KOHTEKCT IHKAmNCymoe 00’ €KT
KOpUCTyBaua, 1HAUKaTOpH cTaHy aBTeHTU(ikamii (isAuthenticated) Ta
MPOIIeCy 3aBAHTAKCHHS JaHUX. BiH Hajae aOCTpaKkTHI METOAM JTs 1HIMiaI1
MpOLECy BXOAY B Ta BUXOJIY B CHCTEMY, a TAaKOX JIJIsl IEPEBIPKU CTATyCy

aBTeHTHU(IKaLI] MpH 3aBaHTaXEHH1 3aCTOCYHKY (puc. 3.10) .
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const UserduthContext = createContext<UserfuthContextType>({
user: null,
ishAuthenticated: false,
isloading: true,
login: () => {},
logout: () => {}

s

¥

export const UserAuthProvider = ({ children }: { children: ReactNode }) =» {

const [user, setUser] = useState<User | null:(null);
const [isloading, setIsloading] = useState(true);

Pucynok 3.10 — Inimianizarisi KOHTEKCTY Ta BU3HAUECHHS CTaHY

2. VideoContext.tsx: mpuU3HAUECHUHN ISl YIIPABIIHHS CTAHOM, MOB’SI3aHUM 13
IPOIIECOM 3aBaHTaXEHHs Bieo. BiH 30epiraec oOpaHuil KOpHCTyBadeM
Bimeodaiin (videoFile), craryc mpouecy 3aBantaxkenHs (isUploading) ta
roro mporpec (uploadProgress). Konrekct Hamae BiamoBigHi (yHKIii-

ceTepu ISl MaHIMyJIOBaHHS UMY AaHuMH (puc. 3.11).

interface VideoContextType {
videoFile: File | null;
setVideoFile: (file: File | null) => void;
isUploading: boolean;
setIsUploading: (isUploading: boolean) => void;
uploadProgress: number;
setUploadProgress: (progress: number) => void;

1
J

Pucynok 3.11 — I'nmoGanbHMI KOHTEKCT JJIsSI CTaHy 3aBaHTaKEHHS BiJ€O

Jlns crany, mo € crnenudiaauM st okpeMux Ul-KkoMmoHEeHTIB (HanpuKIiIa,
3HAaueHHS TOJIIB BBOAY Y (popmax), BUKOPHCTOBYEThCS CTaHAapTHUU React-xyk
useState. L{e no3Boss€e 30epirati KOMIIOHEHTH HE3aI€KHUMU Ta KOHTPOJIIOBATH iXHIO
MOBEMIIHKY JIOKaJIbHO, Hampukiaa, y ¢opmax VideoUploadForm.tsx abo
FacebookPostForm.tsx ais ynpaBiaiHHS JAHUMH, 110 BBOASTHCS KOPUCTYBAYEM.

Hagiramis MDK OCHOBHUMM eTanaMu Ta (yHKI[IOHAIBHUMH OJIOKAaMU
3aCTOCYHKY peaii3oBaHa Ha PiBHI TOJOBHOTO KOMITOHEHTa App.tsX 3a JOTOMOTOIO

YMOBHOTO PEHIEPUHTY, KepoBaHOro ioro crtaHoMm (3MiHH1 contentType Ta
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currentStep). [lepexia MK cTaHaMH 1HIIIFOETHCS BUKIUKOM BIAMOBITHUX (DYHKITIH-
0OpOOHUKIB 3 JIOYIPHIX KOMIIOHEHTIB, 110 TPU3BOIUTH O PEHACPHUHTY BiMOBIIHUX

Ul-enemenrtiB (puc. 3.12).

<main className="flex-1 py-6 mb-8">
<div className="mx-auto max-w-2x1 px-4">
{contentType === null & <ContentTypeSelection onSelect={type => type === 'video' ? startVideo() : startPost()} />}
{contentType === 'post’' & <PostFlow />}
{contentType === 'video' && (
<div className="space-y-6">
{currentStep === 1 && (
<VideoUploadForm onSubmit={handleVideoSubmit} />
)}
{currentStep === 2 && (
<PlatformSelection
platforms={platforms}
selectedPlatforms={selectedPlatforms}
onSelect={handlePlatformSelect}
onDeselect={handlePlatformDeselect}
onhNext={handlePlatformsSubmit}
isActive={true}
onBack={currentStep > 1 ? goBack : undefined}
/>
)]
{currentStep === 3 && (
<VideoSettings selectedPlatforms={selectedPlatforms} isActive={true} onBack={goBack} />
)]

</div>

Pucynok 3.12 — Jlorika kepyBaHHsI €TallaMy CTBOPEHHS] KOHTEHTY

Komnonent PostFlow.tsx, 1m0 BianmoBijiae 3a CTBOPEHHS TEKCTOBUX IOCTIB,
TAaKO’X Ma€ BJIACHY BHYTPIIIHIO JIOTIKY HaBIramii MK eTanaMu BHOOpY miaaTgopm
(‘select’) Ta OesmocepeHbOrO0 CTBOPEHHS KOHTEHTY (‘compose’), a TaKoX MIXK
BKJIAJIKAMU JIJISI PI3HUX COIIAIBHUX MEPEK, BAKOPUCTOBYIOUH IS IIHOTO JIOKAJTBHUHN

ctaH (activePlatform) Ta komnonentu talyssimii (puc. 3.13).

const PostFlow: React.FC = () => {
const postPlatforms = platformsList.filter(p => p.id === 'facebook' || p.id === 'twitter');
const [step, setStep] = useState<’'select’|'compose’>('select’);
const [selectedPlatforms, setSelectedPlatforms] = useState<SelectedPlatform[]>([]);

const { publishSingle, results } = usePostPublisher();
const [activePlatform, setActivePlatform] = useState<string | null>(null);
const handleSelect = (platformId: string, isAuthenticated?: boolean) => {

Pucynok 3.13 — Inimianizaiist 3SMiHHUX cTaHy y KoMIioHeHTi PostFlow

Apk.

TAJIL.467200.003 113

3M.

56

Apxk. Ne nokym. Migmuc | dara




3.3.4 B3aemogis 3 ceppepHumM API Ha kiieHTi

EdexTrBHa B3aeMOis KIIEHTCHKOT yacTHHU 3 cepBepHUM API € ocHOBOMO 117151
OTpUMAaHHS JaHWX, BHUKOHAHHS oOfepaliidi Ta 3a0e3nedeHHs aBTEHTH(IKOBAHOTO
noctymy. React-3acTocyHOK 3miiicHIOE 3amuTH 70 OEKEeHIy, 0O0poOJIsi€e BimIMOBii,
npamtoe 3 JWT mist aBreHTH]IKaLii ceciid, a TaKOX pealli3y€e KIIEHTChKY YacCTUHY
OAuth 2.0 moToky A1 MiAKJIIOYEHHS aKayHTIB COLIAIBHUX MEPEXK.

Hns HTTP-3anutiB 1o cepBepuoro APl y mnpoekTi BHKOPUCTOBYETHCS
oi0moreka Axios. Bona 3actocoByeThecs sk y kKoHTekcTi UserAuthContext.tsx Ta
KaCTOMHUX XykKax (Hampukiaza, usePlatformAuth.ts) mmis  aBTeHTHdIKAIIHHUX
MPOIIECIB, TaK 1 Y BCIX CEPBICHUX MOAYJISX, IO 1HKATICYJIIOIOTH B3aemMo/Iiro 3 API mms
KOHKpETHUX collianbHux 1iatdopMm. CepricHi GpyHKiii Ta Xyku hopmyrors HTTP-
3aroJIOBKH, BKIouaroun Authorization 3 JWT-TokeHOM 1151 3aXUIIIEHUX €HMNOIHTIB,
Ta OOpOOJSIIOTH BIAMOBIZI cepBepa, 1HOOPMYIOUM KOPUCTyBada MPO PE3yJbTaTh
yepes react-hot-toast.

[Ipouec mepBuHHOI aBTeHTHU(]IKALT KOpUCTyBaua yepe3 Google iHIIIIOETHCS
KIieHTchbKo (pyHkiiero login() (puc. 3.14). s dyHkiis 6e3nocepeHbo BiIKpUBAE
y HOBoMY cmutnBatouomy BikHi URL-agpecy cepBepHOTro €HIMOIHTY 3a JOTIOMOTOIO

window.open().

const login = () =
const width = 60
const height = 7
const left = window.innerWidth / 2 - width / 2;
const top = window.innerHeight / 2 - height / 2;

window.open(
“${import.meta.env.VITE_API_BASE_URL}/api/users/login/google”,
"Google Login',
“width=%${width},height=%${height},left=${1left}, top=${top}"

)5

JJ

Pucynok 3.14 — ®yHkIis 1715 movyaTKy mpoiiecy aBTeHTudikariii yepes Google
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[Ticnst 3aBepiieHHs aBTOpHU3aliii Ha cropoHi Google, 6ekena 06pootsie callback

1 mepenae pesynbTaT (cucteMHl accessToken, refreshToken ta nani kopuctyBaua) B

OCHOBHE BIKHO 3acTOCyHKy depe3 window.postMessage(). KmienTchka uactuHa

MIPOCITYXOBYE 111 MOBIIOMJICHHS, 30epirae OTpuMaHi CUCTEMHI TokeHHU B localStorage

JUTSl MATPUMKH cecii Ta oHoBioe ctaH aBTeHTU(ikalli B UserAuthContext (puc.

3.15). Ilpu KOXHOMY 3aBaHTaXEHHI 3aCTOCYHKY, accessToken BUTATyeTbCS 3

localStorage 1 momaeThCs O 3aroJIOBKIB 3alUTIB IS JOCTYIY JI0 3aXHUIIEHUX

pecypciB.

useEffect(() =>
const handleAuthMessage

I
L

(event: MessageEvent) => {

if (levent.data || !event.data.type) return;

if (event.data.type
localStorage.setItem(
localStorage.setItem(

"USER_AUTH_SUCCESS ") {
'accessToken', event.data.accessToken);
‘refreshToken’, event.data.refreshToken);

setUser(event.data.user);

toast.success('Signed in successfully!’);
} else if (event.data.type === "USER_AUTH_ERROR") {
toast.error( Login failed: ${event.data.error || 'Unknown error'}’);

o
Js

window.addEventListener( 'message’', handleAuthMessage);
return () => window.removeEventlListener( 'message’, handleAuthMessage);

5 [

Pucynoxk 3.15 — Peanizartist 06po6ku noBigomieHs Big OAuth popup-BikHa

Amnanoriyauii MexanizMm BiakputTsi URL-aapecu cepBepHOTrO €HIIMOIHTY Yy

CITMBalOYOMy BIKHI 4epe3 window.open() BUKOPUCTOBYETHCS IS IIKIFOYCHHS

aKkayHTIB corianbHux Mepex. Kactomni xykwm (mampukiman, useTikTokAuth())

HIIIIOIOTH 1IeW TpoIlec, a pe3yabTaT MIAKIIYEHHS (YCHIX/TTOMUIKA) OTPUMYIOTh

yepe3 window.postMessage(), OHOBIIOIOYM BINMOBITHWNA CTaH Ha KIIEHTI Ta

ABTOMATHUYHO 3aKpHUBAKOYU CILIMBAIOYC BIKHO.
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BUCHOBOK J10 PO3ALJTY 3

VY TperhoMy po3aial OyJI0 3AIMCHEHO MPOEKTYBAaHHS Ta peaiizallilo Beo-
3aCTOCYHKY JUIS [ICHTPAIi30BaHOI MyOJIiKallii KOHTEHTY B COLIaTbHUX Mepeskax. byio
PO3p0o0JIEHO 3arajbHy apXiTEeKTypy CUCTEMH, IO BKIIIOUAE KIIEHTCHKY Ta CEPBEPHY
YaCTHHM, a TAKOXK CIIPOEKTOBAHO apXITEKTYpy 0a3u JaHMX, SIKI pa3oM 3a0€3MeUyI0Th
edexTrBHE QYHKIIOHYBAHHS Ta B3aEMO/IIF0 KOMIIOHEHTIB 3aCTOCYHKY.

VY pamkax peanizailii CepBEepHOI YAaCTHMHU OYJIO OpraHi30BaHO CTPYKTYpPY
IpOrpaMHUX MOMYJIB, CIIPOEKTOBAHO Ta peanizoBaHo 0a3zy manux MongoDB, a
takok po3pobnaeHo REST API, Bkmtouaroun KJIIOYOBI CHIIOIHTH Ta JIOTIKY iX
00poOku. byno peamizoBaHo MexaHI3MU B3aeMOJll cepBicHUX MoayiiB 3 API
COLIIAJIFHUX MEPEXK, 110 OXOIUTIOI0Th yrpasiinHsa OAuth 2.0 Tokenamu, popMyBaHHS
3amuTIB JJIs myOJiikaiii KOHTeHTY Ta oOpoOKy BiamoBigen. Okpemy yBary OyIio
NpUIIJICHO peami3alii MexaHi3MIB O€3MEeKH CEepBEPHOI YaCTHUHHU, 30KpeMa
BukopuctanHio JWT nama  aBreHTtudikamii, Ta po3podmi mporecy 00poOku
3aBaHTXKEHHS MeiadgaiiiB 3a JonoMoror 610ioTexku Multer.

KnienTcpky yactuny Oysio po3poOJIeHO SIK OJAHOCTOPIHKOBUHM 3aCTOCYHOK Ha
0a3i React Ta TypeScript. ¥ xozi peanizaiiii 0yJji0 CTpyKTYypOBaHO MpOrpamMHi MOy,
pPO3pO0OJIEHO KITFOYOBI CTOPIHKM Ta KOMIIOHEHTH KOPHCTYBAIIbKOTO 1HTEpdeicy,
BITPOBAKEHO MIAXOAM 0 YIPABIIHHSA cTaHOM 3a fonioMoroio React Context API Ta
OpraHi3oBaHO HaBiramiro. Takox OyJio peaai30BaHO MEXaHI3MH B3aeMOJil
KJIEHTCHKOT yacTuHu 3 cepBepHUM API ta kientebky noriky OAuth 2.0 aBropuzartii

JUTSI TTHIKJTFOYEHHST aKayHTIB COIIaIbHUX MEPEK.
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PO3A1J1 4. TECTYBAHHSA TA AHAJII3
PO3POBJIEHOI'O ITPOEKTY

4.1 IemoncTpauis po6oT Ta (PyHKIIOHAJIbHE TECTYBAHHS Be0-

3aCTOCYHKY

JUJis miATBEpAXKEHHS KOPEKTHOCTI pOOOTH CTBOPEHOTO IPOTPAMHOTO POAYKTY
Ta HAOYHOI 1TIOCTpalii HOro OCHOBHOTO (PYHKIIOHATy MHOKPOKOBO PO3IJISHYTO
OCHOBHI TIpOILIECHM B3a€MOJIi KOpucTyBaya 3 cucTemoro. lLleil mpouec Takox

ciyryBatuMe Jiisi PyHKIIOHAJILHOTO TECTyBaHHS KJIIFOUOBUX ACMEKTIB CHCTEMHU.

4.1.1 PeecTpauisi Ta apreHTH(}iKaALIA KOPpUCTYBa4ya

[Ipu mepiomy BiiBiTyBaHHI Be0-3aCTOCYHKY KOPHCTYBad 0auuTh TOJIOBHHIA
eKpaH, Jie¢ HOMy MPOMOHYEThCS 00paTU TUI KOHTEHTY Ui CTBOPEHHS. Y BEpxXHiil
YaCTUHI CTOPIHKMA PO3TalllOBAaHA KHOMKA JJIs IHIMiaIii BXOAY B CHCTEMY Yepes

o6usikoBuii 3anuc Google (puc. 4.1).

Volkov Content Central ) Sign In

Choose Content Type

What do you want to post today?

3 &3

Pucynok 4.1 — [TouaTtkoBwii ekpaH Al HeaBTEHTH(PIKOBAHOTO KOPUCTyBaya

Apk.
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[Ticnst HaTHUCKaHHS KOPHUCTYBaueM KHOINKM BXOJy, IHILIIOETHCS MPOIEC
aBreHTHdIKaIi yepe3 Google OAuth. 3acToCyHOK BiAKpHBAE CIIMBaKO4Ye BIKHO, 1€
KOPHCTYBa4 IPOXOAUTh CTAHIapTHY MpoLeaypy Bubopy akayHtry Google Ta HagaHHs
HEOOX1THUX JI03BOJIIB Ha 0a30BY 1H(OpPMAIliIO PO KOPUCTYyBaya.

VY Bumajky yCHIIIHOTO 3aBeplIeHHs aBTeHTH(ikauii Ha cTtopoHi Google Ta
KOPEKTHOi OOpOOKH 3BOPOTHOTO BHKJIMKY CEPBEPHOI0 YAaCTHHOIO, KOPHCTYyBau
3aIUIIAE€TECA HAa TOMY K TOJOBHOMY €KpaHi 3acTOCyHKy. IIpo ycmimHuii BXif
CBITUUTH OHOBJICHHA 1HTEp(ENCY Y 3ar0JI0BKY CTOPIHKH: KHOIKA BXOAY 3aMIHIOETHCS
Ha €JEeMEHT, 10 BimoOpaxae mnpodins KopucTyBada. JlogaTKOBO, KOpPHUCTyBau

OTPUMYE BIANIOBIIHE CIIOBIIICHHS PO YCMINIHY aBTeHTU]iKatlito (puc. 4.2).

Volkov Content Central i}

Signed in successfully!

Choose Content Type

What do you want to post today?

3

Pucynok 4.2 — Burnsa cTOpiHKH Miciisl YCHIITHOT aBTeHTU(IKAIli KOpUCTyBaua

4.1.2 HanamryBanHs Ta myOJikanist Bigeo

[Ticns aBTeHTHdiKaIii Ta BUOOPY TUIy KOHTEHTY «Bizeo» Ha rojioBHOMY
eKpaHi, KOPUCTyBau IMEPEXOUTh JO OaraToeTamHOro MPOIeCy CTBOPEHHS BiJIEO-
nyoumikamii. CrnouaTtky BiJIOyBa€ThbCsl 3aBaHTOXKEHHS Biacodainy. s 1mporo B
iHTepdeiici nepeadadeHo cremianbHy ¢GopMmy, 0 MIATPUMYE SK TEPETATyBaHHS

¢aiiny, Tak 1 oro BUOIp yepe3 CTaHAAPTHHM Alanor onepalliitHoi cucremu (puc. 4.3).
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[Ticns BuGopy (aitmy kopuctyBad OauuTh MOro Ha3By, po3Mip Ta 0OJacTh Jis

Hepersiay.
Volkov Content Central b
Video Upload

Drag and drop a video file, or click to select

Supported formats: MP4, MOV, AVI Select File

X Video Preview

Upload a video to continue

Pucynok 4.3 — Intepdeiic 3aBanTa>keHHs Bifeodaitmy

Hactynmaum kpokoM € BuOip coIiaabHUX IUatGopMm Juis myOsikarii.
KopuctyBau nmoTparisie Ha eKkpaH, Jie MPECTABICHO CIIMCOK JOCTYITHUX MaT(hopm

(puc. 4.4). Tyt BiH MOe 00paTH OJIHY a00 JEKLJIbKa COIlIaIbHUX MEPEXK.

Volkov Content Central \[}

<  Select Content Platforms

4 platforms available

Connect

Connect Connect Connect Co

Select platforms to continue

Pucynok 4.4 — Iutepdetic BuOOpy comianbHUX MmIaTGOPM Ta MiAKIIOUCHHS aKayHTIB
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Sxmo s oOpaHoi TuIaTGopMH akayHT M€ HE MiAKIIOYEHO, KOPUCTyBau
Hatuckae kHomky "Iligkmrouutu". Cuctema iHiriroe OAuth 2.0 nmoTik aBTOpH3aIli:
BIIKPUBAETHCS CIUIMBAIOYE BIKHO, SIKE MEpEHANpaBiisie KOPUCTyBada Ha CTOPIHKY
aBTOpH3aIlil BIAMOBIAHOI colianbHOI Mepexi (Hampukian, Google nius YouTube).
Jna xoxHOi TuiaThopMu BIIKPUBAETbCS ii BiaacHud, Hamanuit API, inTepdetic
aBTOpM3aIlli, € KOPUCTyBa4 Hajae BeO-3aCTOCYHKY HeoOximHi mo3Boiu. Ilicms
YCIIIIIHOTO HaJaHHS JO3BOJIB Ta OOpOOKM JaHUX CEpPBEPOM, CILIMBaKOUYe BIKHO

3aKpHUBAETHCS, a IHTEpPeiic Ha ekpaHi BUOOPY mi1aTdhopm OHOBIIOETHCA (pHC. 4.5).

Volkov Content Central 1}

Connected to YouTube!

& Select Content Platforms

4 platforms available

(®) YouTube

Disconnect Connect Connect Connect

Select platforms to continue Continue

Pucynoxk 4.5 — Bino6pakeHHs yCIIIIHO MIIKIF0YEeHOTO akayHTy YouTube

[Ticist BuObOpy miargopM Ta yCHOITHOTO MiTKIIOYEHHS HEOOX1THUX aKayHTIB,
KOPHCTYBa4 TMEPEXOAUTh A0 (IHAIBHOTO €Taly — HaJallTyBaHHS TapaMeTpiB
nyomikariii. [aTepdeiic 1mporo eramy MICTUTh BKJIQAKU JUIsl KOXXHOI 0OpaHOl
COIIAJILHOT MEPEXI, 110 J03BOJISIE€ 1HANBITyaIbHO KOH(ITYpyBaTH METaIaHi, TaKi K
Ha3Ba Bimeo, omuc Ta Teru (puc. 4.6). Takoxk KOpHUCTyBau MOXe o0Opatu
HaJIAIITYBaHHS BUJUMOCTI Ta, Y BUMAAKY 3allJIJaHOBAHOI MyOJIiKallii, BKa3aTH TOUHY
naty Ta 4yac myOmikaiii KoHTeHTy. IlepembadeHa MOXIJIMBICTh KOIIIOBaHHS

HaJAIITYBaHb 3 OAHIET MIaTdopMu Ha 1HIII.
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Volkov Content Central {}

<  Configure Upload Settings

(®) YouTube Jd TikTok

YouTube Account View profi

;{} lnna (@ Disconnect

x SampleVideo_1280x720_10mb.mp4

Title
Description
Yz
@ Visibility {5 Publishing Date
Scheduled v AAMM.ITIT -=i--

© Tags (comma separated)

(2 Copy these settings to other platforms

Pucynok 4.6 — Intepdeiic HanamTyBaHHs MapaMeTPIiB BiieO-yOTiKallii

Jlis 3ammycKy mpotiecy my0Jtikaii abo rIaHyBaHHS sl KOKHOT HAJIAIITOBAHOT
mwiatrpopmu nependayeHa okpema kHomka. [licnsa i HaTHCKaHHS B1IOOpa)kaeThCs
Bi3yaJbHUN 1HAWKATOpP TMPOIECY 3aBaHTAXXEHHS BiJ€O. Y BHUMNAIKY YCHIITHOTO
3aBaHTAKCHHS BIOOPAXKAETHCS TMTOCHIIAHHS Ha OIMyOJIKOBAaHWUN KOHTEHT (puc. 4.7).
Ha kokHOMy eTami CTBOpPEHHsI BiJieO-ITyOJIiKallii KOPUCTyBad Ma€ MOXKJIMBICTh

MOBEPHYTHUCS JI0 MONEPEAHBOTO KPOKY.
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< Configure Upload Settings

(® YouTube dd TikTok

YouTube Account View profile

l} Inna [ Disconnect

® Upload successful!

https:/

O Back to Settings

Pucynok 4.7 — BinoOpaxeHHs pe3yabTaTy YCIIIIHOI myOsikarii Bieo

4.1.3 CTBOpeHHS TeKCTOBOI IMy0JriKkamii

Be6-3acTOCYyHOK TakoX Ha/lae KOPHCTyBauaM MOXJIMBICTH CTBOPIOBATU Ta
nyOiKkyBaTH TeKcToBl noctu. [licis BuOOpy BiANMOBIAHOTO THIy KOHTEHTY «llocT»
Ha TOJIOBHOMY €KpaHi, KOPHCTyBau IEpEeXOJUTh 10 €KpaHy BHOOpY COLIaJIbHHUX
m1aTHopM, JOCTYIMHUX JIJIsI TEKCTOBUX ITyOJIIKaIIii.

[Ticas Bubopy onniei abo AEKIIbKOX MIATPOPM Ta HATUCKAHHS KHOMKU IS
IPOJIOBXKEHHS, KOPUCTYBau MOTPAIUIsi€ HA €KPaH HAJAIITYBaHHS TEKCTOBOTO MOCTA.

[eii exkpan MICTUTh BKJIAJKH JJIsI KOSKHOT 00paHOi coliaibHOT Mepexi (puc. 4.8).
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Volkov Content Central \}

< Configure Post Settings

{& Facebook
Facebook Account View profile

? Wnbsa Bonkos (@ Disconnect

Select Facebook Page to Upload To
@ Testings Page 2 View

() My testing spot and page View

] Schedule post

Message

Add a Photo (Optional)

| Beibop daiina ‘ He BbIbpaH HY 0auH daiin

Publish to Facebook

Pucynok 4.8 — Intepdeiic HanamTyBaHHS MapaMeTpiB TEKCTOBOT MyOmiKaIii

Jns  koxkHOi minaThopMu KOPUCTYBad BBOAUTH TEKCT IOBITOMIICHHS.

OrniioHaIbHO MOYKHA JTOJaTH 300paKeHHS.

[Ticist HamamTyBaHHsS BCiX MapaMeTpiB, KOPUCTYBAY IHIIIIOE MyOTIKaIlio 3a

JIOTIOMOTOI0  BIAMOBIAHOT KHOMKH «OmyOmikyBati». Cuctema o0poOiisie 3amur,

BIIMPABJISIIOYUN JIaH1 HA cepBep I MmoJanbinoi B3aeMoAdii 3 API cormiaabHUX MEpex.

KopuctyBau otpumye iHpopMaliio mpo craryc myOmikamii Ay KOKHOT 00paHoi

1aTHopMHU.
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BUCHOBOK 10 PO3ALT1Y 4

Y derBeproMy po3nun OyJo TPOBEASHO JEMOHCTpallifo podoTH Ta
GbyHKITIOHATIBHE TECTYBaHHS PO3POOJEHOr0 BE0-3aCTOCYHKY ISl IIEHTPai30BaHO1
nyOmikamii KOHTeHTy. Byno po3risHyTo Ta mepeBIpeHO KIIOYOBI KOPUCTYBAIIbKI
CIICHapIi, BKJIIOYAIOUH PEECTPAIlil0 Ta aBTCHTU(IKAIIF0 KOPUCTYBAUiB, MIKIIOYCHHS
aKayHTIB COIIAJIbHUX MEPEXK, a TaKOXK MPOIECH CTBOPEHHS, HAJAIITYBaHHS Ta
nmyOJiKalii BiIe0- Ta TEKCTOBOTO KOHTEHTY.

[IpoBeneHe TecTyBaHHS MIATBEPIMIIA KOPEKTHY pealli3amliild OCHOBHOTO
(GyHKIIIOHay 3aCTOCYHKY. MexaHi3Mu aBTeHTH}iKalii Ta aBTOpHU3aLii MpPaLoITh
HAJIC)KHUM YHHOM, 3a0€31euyodn Oe3NeYHNU TOCTYT Ta YIPABIIHHS MiIKITIOUeHUMHI
akayHTamu. Cuctema ycminHo oOpoOJise 3aBaHTaXeHHs MejiadgaiiiiB Ta nepeaae
naHl Ay myOsikamii Ha oOpaHi coulianbHI MIaTGOpMH, BPaXOBYHOUM crieuupivHi
HAJTAINTYBAaHHS JJIsI KOXKHOT 3 HUX. Ha OCHOBI MpPOBEACHOTO OISy Ta TECTyBaHHS
MOXHa 3pOOWTH BHCHOBOK, IO po3poOieHuil BebO-3aCTOCYHOK (DyHKITIOHYE

BIJIMIOBITHO JI0 ITIOCTABJICHUX 3aBJaHb.
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BUCHOBKH

VY Xoli BHKOHAaHHS JMIUIOMHOI poOOTH OyJ0 YCHINIHO PO3pOO0JEHO BeO-
3aCTOCYHOK, TPU3HAUYECHUH JJIs IEHTPaIi30BaHOI MyOmiKaIii KOHTEHTY B MOMYJISIPHUX
coIlaJIbHUX Mepexkax. MeTtor poboTu Oys0 CTBOPEHHS 1HCTPYMEHTY, 110 HAJAacCTh
KOpHCTyBayaM €IuHUI iHTepdeiic st ePeKTUBHOTO 3aBaHTAXCHHSI, HAJIAIIITy BaHHS
Ta IJIaHyBaHHA MyOuikamii Bileo- Ta TEKCTOBOIO KOHTEHTY d4epe3 odiriitai API
COIIAJILHUX MEPEK.

Y mepmomy posmini OyJo MPOBEASHO aHami3 akKTyaJllbHOCTI MpobiieMu
yOPaBIiHHS KOHTEHTOM Y COLIaJbHUX MEpPEKax Ta OV ICHYIOUUX MPOTPAMHUX
pimeHb. Ha 0cHOB1 MOPIBHSHHS aHAJIOTIB Ta BUSABJICHUX MOTPeO KOpUCTYyBadiB OyJjI0
chopMynbOBaHO JeTalbHI (YHKLIOHAIBbHI Ta HEPYHKIIOHAIbHI BUMOTH JI0
pO3po0IIIOBaHOTO  Be0-3aCTOCYHKY. KIlFouoBMMH BHMOTamMH CTald MiATPUMKA
inTerpaii 3 YouTube, TikTok, Facebook Ta Twitter, MoJIUBICTB ITyOTiKaIliil Bi/1€0-
Ta TEKCTOBUX MOCTIB, BKJIIOUEHHSI MEXaH13My IUIaHyBaHHs, 3a0e31eueHHs] 0e3neyHOb
aBTeHTHIKaIlli Ta aBTopu3allli kopuctyBauiB yepe3 OAuth 2.0, a Tako CTBOpEHHS
IPOCTOTO Ta IHTYITUBHO 3pO3YMLJIOTO 1IHTEPEICy.

Hpyruii po3aia O0yjo NMpUCBAYEHO OOIPYHTYBAHHIO BUOOPY TEXHOJOTIYHOTO
CTEeKy Ta O3Sy TEOPETUYHHX aCIeKTiB po3poOku. Byio oOpaHo KiieHT-cepBepHY
apxITEeKTypy 3 peaiizaiiero cepBepHoi yacTHU Ha Node.js Ta Express.js, KIIIEHTCHKOT
—Ha React ta TypeScript, a 1151 30epiranss JaHux — JoKyMeHTo-opieHToBany CYBJ]
MongoDB. J[letanbHO po3risiHyTO MexaHi3Mu aBTeHTu(ikamii Ha 6a3t JWT,
npotokonn OAuth 2.0 gns B3aemonii 3 APl comianbHHMX Mepex, a Takox
npoaHaiizoBaHo crnernudiky podotu 3 APl koxHo1 3 00paHux miatgopm.

Y TperboMy po3nisi OyJi0 eTaabHO OIMMCAHO TPOIEC MPOEKTYBAHHS Ta
peamizaiiii Be0-3aCTOCYHKY. PO3IISIHyTO 3arajibHy  apXiTEKTypy CHCTEMH,

CIIPOEKTOBAHO CTPYKTYypy Oa3M JaHMX Ta peai3oBaHO MoJenl AaHux. byio
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pospoosneHo REST API cepBepHoi YacTuMHH, BKIIOYAIOYW EHANOIHTH IS
aBTeHTHdIKAIlll KOPUCTYBAYiB, YIPABIIHHS MAKIIOUCHUMH aKayHTaMH COIlaIbHUX
Mepex Ta myOdikarii KonTeHTy. Onrucano MexaHi3MH B3a€EMO/IIT CEpPBICHUX MOJTYJIIB
3 API comianpHUX Mepex, peatizaliiro 0e3neKr Ha cepBepl Ta 00pOOKyY 3aBaHTaKEHHS
memiadaiiniB. Takoxx OyJ0 mNpeacTaBIeHO peai3alfilo KIIEHTChKOI YacTHHH,
CTPYKTYPY il IpOrpaMHUX MOYJIIB, KIIFOYOB1 KOMIIOHEHTH Ta CTOPIHKH, YIIPABIIHHS
CTAHOM Ta HaBITaIlll0, a TAKOXK B3aEMOIi10 3 cepBepHUM API.

Y derBepromMy po3aum OyJi0 TPOBEACHO AEMOHCTpaIlil0 poOOTH Ta
(GyHKIIIOHATbHE TECTYBaHHS PO3po0IeHOr0 Be6-3acTOCYHKY. I1IIs1X0M TOKpOKOBOTO
BIITBOPEHHSI OCHOBHUX KOPUCTYBAI[bKUX CIIEHApiiB, TaKUX SIK pEeCTpallis,
MiAKIIOYEHHS aKayHTIB COLIaJbHUX MEPEK, CTBOPEHHS Ta IUIAHYBaHHS BiIEO- 1
TEKCTOBUX  myOmikaiii, OyJIo MIATBEP/HKEHO MPale3JaTHICTh  KIHOYOBOIO
(GYHKI[IOHATTy CUCTEMH.

Y  pe3ynabTari BHUKOHAaHHSA JAMIUIOMHOI poboTH  Oyino  po3poOieHo
GyHKIIiOHaTbHUI BE0-3aCTOCYHOK, IO HAJAa€ KOPUCTyBadyaM IHCTPYMEHT JIsl
LEHTPAII30BaHOTO YIPABIIHHSA MyOJIIKALISIMUA B COLlIaJIbHUX MEpEkKax Ta BIAMOBIIA€
yCiM TIOCTaBIeHUM BUMoraMm. Po3pobiieHa cuctemMa Mae MOTEHIIIal AJIs [TOAaJIbIIOTO

BJIOCKOHAJICHHSI Ta PO3IIUPEHHS (PYHKIIOHAIBHUX MOXJIUBOCTEH.
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BaseController

Controllers

> service: BaseService

o protected()
handleError()
o getStatus()
o getUserInfo()

o logout()
> validateRequiredFields()

> sendPopupResponse()
extractUserldFromState()

> createStateParameter()
«controller» \

«controller»
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o initiateAuth()
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o getCurrentUser()
o updateUserProfile()
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& getStoredTokens()
clearTokens()
, © makeApiRequest()
«service» geepcey : ,I ( «service» «service»
‘ YoutubeAuthService ‘ iacebooiISenVios | TiKTokAutheervice TwitterAuthService UserAuthService
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// server.js

require('dotenv').config();

const express = require('express');

const cors = require('cors');

const { connectToDatabase } = require('./lib/database’);

const authRoutes = require('./routes/authRoutes');

const youtubeRoutes = require('./routes/youtubeRoutes’);
const tiktokRoutes = require('./routes/tiktokRoutes');
const userRoutes = require('./routes/userRoutes');

const facebookRoutes = require('./routes/facebookRoutes');
const twitterRoutes = require('./routes/twitterRoutes’);

const app = express();
const port = process.env.PORT || 8080;
const host = process.env.HOST || '0.0.0.0';

const frontendOrigin = process.env.FRONTEND_URL;

// HanawtyBaHHA CORS ans B3aemoaiil 3 ¢poHTeHaoM
app.use(cors({

origin: frontendOrigin,

credentials: true

)

app.use(express.json());

app.use('/auth', authRoutes);
app.use('/api/youtube', youtubeRoutes);
app.use('/api/tiktok', tiktokRoutes);
app.use('/api/users', userRoutes);
app.use('/api/facebook', facebookRoutes);
app.use('/api/twitter', twitterRoutes);

// 3anyck cepBepa nicna nigknwdeHHa fo 6asu paHux
async function startServer() {
try {
await connectToDatabase();
app.listen(port, host, () => {
console.log( Backend server running on http://${host}:${port} );
s
} catch (error) {
console.error('Failed to start server:', error);
process.exit(1);
}
¥

startServer();
// database.js

const mongoose = require('mongoose');
require('dotenv').config();

const MONGODB_URI = process.env.MONGODB_URI;
async function connectToDatabase() {

try {
await mongoose.connect(MONGODB_URI);
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console.log('Connected to MongoDB successfully');

process.on('SIGINT', async () => {
await mongoose.connection.close();
console.log('MongoDB connection closed due to app termination');
process.exit(9);
s
} catch (error) {
console.error('Error connecting to MongoDB:', error);
process.exit(1);
}
b

module.exports = { connectToDatabase };

// jwt.js

const jwt = require('jsonwebtoken');

const JWT_SECRET = process.env.JWT_SECRET;

exports.generateToken = (user) => {
const payload = {

userId: user.id || user. id,

email: user.email,

role: user.role || 'user',
¥

return jwt.sign(payload, JWT_SECRET, { expiresIn: '7d' });
¥

exports.verifyToken = (token) => {
try {
return jwt.verify(token, JWT_SECRET);
} catch (error) {
return null;
}
¥

exports.generateRefreshToken = (user) => {
const payload = {

userId: user.id || user. id,
type: 'refresh’,
3
return jwt.sign(payload, JIWT_SECRET, { expiresIn: '3@ed' });

1

exports.authenticateToken = (req, res, next) => {
const authHeader = req.headers['authorization'];

if (lauthHeader?.startsWith('Bearer ')) {
return res.status(401).json({ error: 'Unauthorized: Missing or invalid token format' });

}

const token = authHeader.split(' ')[1];
const decoded = this.verifyToken(token);
if (!'decoded) {
return res.status(401).json({ error: 'Unauthorized: Invalid or expired token' });

}

reqg.user = decoded;
next();

1
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// authRoutes.js

const express = require('express');

const youtubeController = require('../controllers/youtubeController');
const tiktokController = require('../controllers/tiktokController');
const facebookController = require('../controllers/facebookController');
const twitterController = require('../controllers/twitterController');

const router = express.Router();

// YouTube auth routes

router.get('/youtube', youtubeController.initiateAuth);
router.get('/youtube/callback', youtubeController.authCallback);
router.post('/youtube/logout', youtubeController.logout);

// TikTok auth routes

router.get('/tiktok', tiktokController.initiateAuth);
router.get('/tiktok/callback', tiktokController.authCallback);
router.post('/tiktok/logout', tiktokController.logout);

// Facebook auth routes

router.get('/facebook', facebookController.initiateAuth);
router.get('/facebook/callback', facebookController.authCallback);
router.post('/facebook/logout', facebookController.logout);

// Twitter auth routes

router.get('/twitter', twitterController.initiateAuth);
router.get('/twitter/callback', twitterController.authCallback);
router.post('/twitter/logout’', twitterController.logout);

module.exports = router;
// userRoutes.js

const express = require('express');
const userController = require('../controllers/userController');
const router = express.Router();

router.get('/login/google', userController.initiateGoogleAuth);
router.get('/login/google/callback', userController.googleCallback);
router.get('/profile', userController.getCurrentUser);

module.exports = router;
// facebookRoutes.js

const express = require('express');

const facebookController = require('../controllers/facebookController');
const multer = require('multer');

const router = express.Router();

const storage = multer.memoryStorage();
const upload = multer({ storage, limits: { fileSize: 1024 * 1024 * 1024 } }); // 1GB

router.get('/status', facebookController.getStatus);

router.get('/userinfo', facebookController.getUserInfo);

router.get('/pages', facebookController.getPages);

router.post('/upload', upload.single('videoFile'), facebookController.uploadVideo);
router.post('/photo', upload.single('photo'), facebookController.uploadPhoto);
router.post('/post', facebookController.createPost);

module.exports = router;

TAJIL.467200.007 14

3Mm. | Apk. Ne noxym. Migmac | dara

Apk.




// baseController.js
const { authenticateToken } = require('../lib/jwt");
const frontendOrigin = process.env.FRONTEND_URL;

class BaseController {
constructor(service) {
this.service = service;
this.authenticateToken = authenticateToken;

}

// Dopae middleware ayTeHTudikauii go obpobHuka
protected(handler) {
return [this.authenticateToken, handler];

}

handleError(error, res, userld, operation, statusCode = 500) {
console.error (" Error ${operation} for user ${userId}:”, error.response ?
error.response.data : error.message);
if (
error.message?.includes('re-authenticate’) ||
error.message?.includes('token') ||
error.message?.includes('authentication') ||
statusCode === 401
) {
return res.status(401).json({ error: "Authentication error: ${error.message}. Please
reconnect.” });

}
return res.status(statusCode).json({
error: error.response?.data?.error?.message || error.message || 'An unknown error
occurred'’
1
}

// NepeBipse 4um KopucTyBay aBTeHTUPiKOBaHMI
getStatus = async (req, res) => {
const userId = req.user.userld;
try {
await this.service.ensureValidToken(userId);
return res.status(200).json({ isAuthenticated: true });
} catch (error) {
console.log( Auth check failed for user ${userId}:, error.message);
return res.status(200).json({ isAuthenticated: false });
}
}s

// NoBepTae iHdopmauiw npo kopucTyBaya
getUserInfo = async (req, res) => {
const userId = req.user.userld;
try {
const profile = await this.service.getUserInfo(userId);
res.json({ user: profile });
} catch (error) {
this.handleError(error, res, userld, ~fetching user info™, 500);
b
¥

// Buxii kKopucTyBada Ta OYMWEHHA TokeHiB
logout = async (req, res) => {
const userId = req.user.userld;
if (luserld) {
return res.status(401).json({ error: 'User not authenticated.' });
¥
try {
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await this.service.clearTokens(userId);
console.log( Successfully cleared tokens from database for user ${userId}.’);
res.status(200).json({ success: true, message: 'Successfully logged out.' });
} catch (err) {
this.handleError(err, res, userld, 'logout');
¥
}s

// Banipye HaABHicTb 060B'A3k0BMX noniB y 3anuTi
validateRequiredFields(req, res, requiredfFields) {
for (const field of requiredFields) {

if (field === 'file' && !req.file) {
res.status(400).json({ error: 'No file uploaded.' });
return false;

} else if (field !== 'file' && (!req.body[field] || req.body[field].trim() === '')) {
res.status(400).json({ error: “${field} is required.” });
return false;

}

}

return true;

}

// BipnpaBnae Bipnosiab y Burnagi popup ans OAuth flow
sendPopupResponse(res, messageType, data) {
const scriptContent = °
if(window.opener) {
window.opener.postMessage(${ISON.stringify({ type: messageType, ...data })},
'${frontendOrigin}');
} else { console.error("window.opener not found!"); }
window.close();

5
const htmlBody = messageType.endsWith('_SUCCESS')
? “<hl>Authentication Success</h1><p>Closing...</p>"

: “<hls>Authentication Error</hls><p>${data.error || 'Unknown error'}. Closing...</p> ;
res.status(messageType.endsWith('_SUCCESS') ? 200 : 400).send(
"< !DOCTYPE
html><html><head><title>Auth</title></head><body><script>${scriptContent}</script>${htmlBody
}</body></html>"

)5
}

// BicTae userld i3 state napameTpa (OAuth)
extractUserIdFromState(state) {
if (!state) {
return { error: 'State parameter missing' };
}

try {
const stateData = JSON.parse(Buffer.from(state, 'base64').toString('ascii'));

if (!stateData.userId) {
return { error: ‘'userId missing in state' };

}
return { userId: stateData.userld };

} catch (error) {
return { error: 'Invalid state parameter' };

¥

}

// CTtBopwe state nmapameTp pna OAuth flow
createStateParameter(userId) {
const stateData = JSON.stringify({
userlId: userId,
nonce: Math.random().toString(36).substring(7)

s
return Buffer.from(stateData).toString('base64');

i
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}

module.exports = BaseController;
// userController.js

const BaseController = require('./baseController');

const userAuthService = require('../services/userAuthService');

const { generateToken, generateRefreshToken } = require('../lib/jwt');
const User = require('../models/User"');

class UserController extends BaseController {
constructor() {
super(userAuthService);

}

sendPopupResponse(res, messageType, data) {
res.send("
<script>
window.opener.postMessage(${ISON.stringify({ type: messageType, ...data })}, "*");
window.close();
</script>
<p>${messageType.endsWith('_SUCCESS') ? 'Authentication successful' : 'Authentication
failed'}</p>
s
}

initiateGoogleAuth = (req, res) => {
try {
const authUrl = this.service.getGoogleAuthUrl();
res.redirect(authurl);
} catch (error) {
this.handleError(error, res, 'unknown', 'initiating Google authentication');
}
}s

googleCallback = async (req, res) => {
const { code, error } = req.query;

if (error) {
return this.sendPopupResponse(res, 'USER_AUTH_ERROR', { error });

}

if (!code) {
return this.sendPopupResponse(res, 'USER_AUTH_ERROR', { error: 'Authorization code
missing' });

}

try {
const { user, tokens } = await this.service.handleGoogleCallback(code);

const accessToken = generateToken(user);
const refreshToken = generateRefreshToken(user);

this.sendPopupResponse(res, 'USER_AUTH_SUCCESS', {
user,
accessToken,
refreshToken
1)
} catch (error) {
console.error('Error in Google callback:', error);
this.sendPopupResponse(res, 'USER_AUTH_ERROR', { error: error.message ||
"Authentication failed' });

}
}s
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getCurrentUser = async (req, res) => {

try {
const userId = req.user.userld;

const user = await this.service.getUserById(userId);

res.status(200).json({
user: {
id: user.id,
name: user.name,
email: user.email,
profilePicture: user.profilePicture,
role: user.role
}
})s
} catch (error) {
this.handleError(error, res, req.user.userld,
3
}s

updateUserProfile = async (req, res) => {
try {
const userId = req.user.userld;
const { name } = req.body;

const user = await User.findById(userId);
if (luser) {

'getting current user', 404);

return res.status(404).json({ error: 'User not found' });

}

if (name) user.name = name;
await user.save();

res.status(200).json({

user: {
id: user._id,
name: user.name,
email: user.email,
profilePicture: user.profilePicture,
role: user.role

}

1)
} catch (error) {

this.handleError(error, res, req.user.userld,
¥
3

logoutUser = async (req, res) => {
try {
const userId = req.user.userld;
await this.service.logoutUser(userId);

'updating user profile');

res.status(200).json({ message: 'Successfully logged out' });

} catch (error) {
this.handleError(error, res, req.user.userld,
3
}s
¥

const userController = new UserController();

module.exports = {

'logging out user');

initiateGoogleAuth: userController.initiateGoogleAuth,

googleCallback: userController.googleCallback,

getCurrentUser: userController.protected(userController.getCurrentUser),
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updateUserProfile: userController.protected(userController.updateUserProfile),
logoutUser: userController.protected(userController.logoutUser)

¥
// youtubeController.js

const { google } = require('googleapis');

const stream = require('stream');

const axios = require('axios');

const { URLSearchParams } = require('url');

const BaseController = require('./baseController');

const youtubeAuthService = require('../services/youtubeAuthService');

const GOOGLE_CLIENT_ID = process.env.GOOGLE_CLIENT_ID;
const GOOGLE_CLIENT_SECRET = process.env.GOOGLE_CLIENT_SECRET,;
const YOUTUBE_REDIRECT_URI = process.env.YOUTUBE_BACKEND_ _REDIRECT_URI;

const YOUTUBE_API = {
AUTH: (params) => “https://accounts.google.com/o/oauth2/v2/auth?${params}",
TOKEN: 'https://oauth2.googleapis.com/token',
VIDEO_URL: (videoId) => “https://www.youtube.com/watch?v=${videoId}"

1

class YouTubeController extends BaseController {
constructor() {
super(youtubeAuthService);

}

initiateAuth = async (req, res) => {
if (!GOOGLE_CLIENT_ID || !YOUTUBE_REDIRECT URI) {
return res.status(500).json({ error: 'Google credentials or redirect URI not
configured on backend.' });
}
const userId = req.user.userld;
if (luserld) {
return res.status(401).json({ error: 'User not authenticated.' });

}

const state = this.createStateParameter(userId);

const scopes = [
"https://www.googleapis.com/auth/youtube.upload’,
"https://www.googleapis.com/auth/youtube’,
"https://www.googleapis.com/auth/youtube.readonly’
15
const params = new URLSearchParams({
client_id: GOOGLE_CLIENT_ID,
redirect_uri: YOUTUBE_REDIRECT_URI,
response_type: ‘'code’,
scope: scopes.join(' '),
access_type: 'offline',
prompt: ‘'consent’,
state: state
1
const authUrl = YOUTUBE_API.AUTH(params);
res.status(200).json({ authurl });

}s

// 06pobka callback nicns OAuth aBTopu3auii YouTube
authCallback = async (req, res) => {

const { code, error, state } = req.query;

let userld;

if (state) {
const result = this.extractUserIdFromState(state);
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if (result.error) {
return this.sendPopupResponse(res, 'YT_AUTH_ERROR', { error: result.error });

}
userId = result.userld;
} else {
return this.sendPopupResponse(res, 'YT_AUTH_ERROR', { error: 'State parameter missing'’
1
}

if (error) {
return this.sendPopupResponse(res, 'YT_AUTH_ERROR', { error });

}

if (!code) {
return this.sendPopupResponse(res, 'YT_AUTH_ERROR', { error: 'Authorization code
missing' });

if (!GOOGLE_CLIENT_ID || !GOOGLE_CLIENT SECRET || !YOUTUBE_REDIRECT URI) {
return this.sendPopupResponse(res, 'YT_AUTH_ERROR', { error: 'Backend configuration
error' });
}
try {

// 06MiH kopy Ha TokeHu YouTube
const tokenResponse = await axios.post(YOUTUBE_API.TOKEN, new URLSearchParams({
code: code,
client_id: GOOGLE_CLIENT_ID,
client_secret: GOOGLE_CLIENT_SECRET,
redirect_uri: YOUTUBE_REDIRECT_URI,
grant_type: 'authorization_code'

)

const { access_token, refresh_token, expires_in } = tokenResponse.data;

if (laccess_token) {
throw new Error("Access token missing in Google's response.");

}

// 36epiraemo ToKeHW AN KOpUCTyBa4a

await this.service.storeTokens(userId, {
accessToken: access_token,
refreshToken: refresh_token,
expiryTime: Date.now() + expires_in * 1000

1)

this.sendPopupResponse(res, 'YT_AUTH_SUCCESS', { platform: 'YouTube' });

} catch (err) {
this.sendPopupResponse(res, 'YT_AUTH_ERROR', { error: 'Token exchange failed' });
}
}s

// OTpumaTtun iHdopmauiw npo YouTube kaHan kopucTyBada
getChannel = async (req, res) => {
const userId = req.user.userld;
try {
// NepeBipAemo TokeH i cTBOpwEMO kKNi€HT YouTube API
const authenticatedClient = await this.service.ensureValidToken(userId);
const youtube = google.youtube({ version: 'v3', auth: authenticatedClient });

const response = await youtube.channels.list({
part: 'snippet’,
mine: true,
maxResults: 1

Apk.
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1)

if (response.data.items && response.data.items.length > @) {
const channel = response.data.items[0];
const snippet = channel.snippet;
const channellnfo = {
id: channel.id,
title: snippet.title,

thumbnailUrl: snippet.thumbnails?.default?.url || snippet.thumbnails?.medium?.url
|| null
s
res.status(200).json(channelInfo);
} else {
res.status(404).json({ error: 'No YouTube channel found for the authenticated user.’
1)
} catch (error) {
this.handleError(error, res, userld, 'fetching YouTube channel info');
}
s

// 3aBaHTaxeHHA Bigeo Ha YouTube
uploadvideo = async (req, res) => {
const userId = req.user.userld;
try {
// NepeBipsemo TokeH KopucTyBauda
const authenticatedClient = await this.service.ensureValidToken(userId);

if (!this.validateRequiredFields(req, res, ['file', 'title'])) {
return;

}

const { title, description, tags, visibility, scheduledDate } = req.body;

// ®opmyemo meTapaHi anAa Bipeo
const metadata = {

snippet: {
title: title,
description: description || '',
tags: tags ? tags.split(',').map(tag => tag.trim()).filter(tag => tag) : [],
}s
status: {
privacyStatus: (visibility === 'scheduled') ? 'private' : (visibility ||
'private'),
}s
3
// fAlkwo Bipfeo mMae 6yTu 3annaHoBaHe
if (visibility === 'scheduled' && scheduledDate) {
if (isNaN(Date.parse(scheduledDate))) {
metadata.status.privacyStatus = 'private’;
} else {

metadata.status.publishAt = scheduledDate;

}
}

// CTBOpPHEMO NOTiK AN 3aBaHTaxeHHA dainy
const bufferStream = new stream.PassThrough();
bufferStream.end(req.file.buffer);

const youtube = google.youtube({ version: 'v3', auth: authenticatedClient });
// BianpaBnsemMo 3anuT Ha 3aBaHTaxXeHHsA Bineo

const youtubeResponse = await youtube.videos.insert({
part: 'snippet,status’
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requestBody: metadata,
media: {
mimeType: req.file.mimetype,
body: bufferStream,
¥
1)

res.status(200).json({
message: 'Successfully uploaded to YouTube!',
videoId: youtubeResponse.data.id,
videoUrl: YOUTUBE_API.VIDEO_URL(youtubeResponse.data.id),

1)

} catch (error) {
this.handlekError(error, res, userld, 'YouTube upload');

}
}s
}

const youtubeController = new YouTubeController();

module.exports = {
getStatus: youtubeController.protected(youtubeController.getStatus),
getChannel: youtubeController.protected(youtubeController.getChannel),
uploadvVideo: youtubeController.protected(youtubeController.uploadVideo),
initiateAuth: youtubeController.protected(youtubeController.initiateAuth),
authCallback: youtubeController.authCallback,
logout: youtubeController.protected(youtubeController.logout)

¥
// tiktokController.js

const BaseController = require('./baseController');

const tiktokAuthService = require('../services/tiktokAuthService');
const axios = require('axios');

const stream = require('stream');

const { URLSearchParams } = require('url');

const TIKTOK_CLIENT_ID = process.env.TIKTOK_CLIENT_ID;
const TIKTOK_REDIRECT_URI = process.env.TIKTOK_BACKEND_REDIRECT_URI;

const TIKTOK_API = {
AUTH: (params) => “https://www.tiktok.com/v2/auth/authorize/?${params}",
VIDEO INIT: 'https://open.tiktokapis.com/v2/post/publish/inbox/video/init/",
¥

class TikTokController extends BaseController {
constructor() {
super(tiktokAuthService);
}

initiateAuth = async (req, res) => {
if (!TIKTOK_CLIENT_ID || !TIKTOK_REDIRECT URI) {
return res.status(500).json({ error: 'TikTok Client ID or Redirect URI not configured
on backend.' });
¥
const userId
if (luserld)
return res.
}

req.user.userld;

0w~

tatus(401).json({ error: 'User not authenticated.' });

const scopes = [
"user.info.basic",
"video.upload",

1;
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const csrfState = this.createStateParameter(userId);

const params = new URLSearchParams({
client_key: TIKTOK_CLIENT_ID,
scope: scopes.join(',"'),
response_type: ‘'code’,
redirect_uri: TIKTOK_REDIRECT_URI,
state: csrfState,

1
const authUrl = TIKTOK_API.AUTH(params);

res.status(200).json({ authurl });
}s

authCallback = async (req, res) => {
const { code, state, error, error_description } = req.query;
let userlId;

if (state) {
const result = this.extractUserIdFromState(state);
if (result.error) {
return this.sendPopupResponse(res, 'TT_AUTH_ERROR', { error: result.error });
3
userld = result.userld;
} else {
return this.sendPopupResponse(res, 'TT_AUTH_ERROR', { error: 'State parameter missing'’
1)
}

if (error) {
return this.sendPopupResponse(res, 'TT_AUTH_ERROR', { error: error_description ||
error });
}
if (!code) {
return this.sendPopupResponse(res, 'TT_AUTH_ERROR', { error: 'Authorization code
missing' });

}

try {
await this.service.exchangeCode(userId, code);

this.sendPopupResponse(res, 'TT_AUTH_SUCCESS', { platform: 'TikTok' });
} catch (err) {
this.sendPopupResponse(res, 'TT_AUTH_ERROR', { error: err.message || 'Token exchange
failed' });
¥
}s

getUserInfo = async (req, res) => {
const userId = req.user.userld;
try {
const userInfo = await this.service.getUserInfo(userId);
res.status(200).json(userInfo);
} catch (error) {
if (error.message?.includes('re-authenticate') ||
error.message?.includes('token') ||
error.message?.includes('PERMISSION_DENIED"')) {
await this.service.clearTokens(userId);
res.status(401).json({ error: “Authentication error: ${error.message}. Please
reconnect TikTok.  });
} else {
this.handleError(error, res, userld, 'fetching TikTok user info');
}
¥
};5

Apk.
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uploadvideo = async (req, res) => {
const userId = req.user.userld;

try {
const accessToken = await this.service.ensureValidToken(userlId);

if (!req.file) {
return res.status(400).json({ error: 'No video file uploaded.' });

}
if (!req.file.buffer) {
return res.status(500).json({ error: 'Internal server error: Upload buffer
unavailable.' });

}

const initEndpoint = TIKTOK_API.VIDEO_INIT;

const initResponse = await axios.post(
initEndpoint,
{
source_info: {
source: "FILE_UPLOAD",
video_size: req.file.size,
chunk_size: req.file.size,
total chunk_count: 1

}
}s
{

headers: {
'Authorization': “Bearer ${accessToken},
'Content-Type': 'application/json; charset=UTF-8'
}
}
)s

const initError = initResponse.data.error;
if (initError && initError.code !== 'ok') {
throw new Error(  Failed to initialize TikTok upload: ${initError.message || 'Unknown
init error'} (Code: ${initError.code})’);

}

if (!initResponse.data.data?.publish _id || !initResponse.data.data?.upload url) {
throw new Error("Incomplete initialization response from TikTok (publish_id or
upload_url missing in data object)");

}

const { publish_id, upload url } = initResponse.data.data;

const bufferStream = new stream.PassThrough();
bufferStream.end(req.file.buffer);

const uploadResponse = await axios.put(
upload_url,
bufferStream,
{
headers: {
'Content-Type': req.file.mimetype,
‘Content-Range': “bytes 0-${req.file.size - 1}/${req.file.size}"
bs
maxBodyLength: Infinity,
maxContentLength: Infinity,
timeout: 300000

}
)s

if (uploadResponse.status < 200 || uploadResponse.status >= 300) {
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throw new Error("Video file upload to TikTok storage failed with status
${uploadResponse.status} );

res.status(200).json({
message: 'Successfully initiated video upload to TikTok Inbox!',
upload_id: publish_id,
details: "Video is processing in TikTok inbox. Check the TikTok app."
1

} catch (error) {
let statusCode = 500;
let errorMessage = 'An unknown error occurred during TikTok upload.';

if (axios.isAxiosError(error)) {
statusCode = error.response?.status || 500;
const tiktokError = error.response?.data?.error;
const uploadErrorData = error.response?.data;

errorMessage = tiktokError?.message ||
(typeof uploadErrorData === 'string' ?
uploadErrorData.substring(0,200) : null) ||
error.message;

if ((statusCode === 401 || statusCode === 403 || tiktokError?.code ===
'permission_denied' || tiktokError?.code === 2003) &&
error.config.url.includes('video/init"')) {
try {

await this.service.clearTokens(userId);
} catch (clearkrr) { console.error("Failed to clear tokens:", clearErr); }

errorMessage = ~TikTok Auth/Permission Error during init (${tiktokError?.code}):
${errorMessage}. Please reconnect.’;
statusCode = statusCode === 403 ? 403 : 401;
} else {

errorMessage = ~TikTok API Error (${tiktokError?.code || statusCode}):
${errorMessage} ;

} else if (error.message?.includes('re-authenticate')) {
statusCode = 401;

errorMessage = ~Authentication error: ${error.message}. Please reconnect TikTok.";
} else {
errorMessage = error.message || errorMessage;
}
return res.status(statusCode).json({ error: errorMessage });
}
}s

}

const tiktokController = new TikTokController();

module.exports = {
getStatus: tiktokController.protected(tiktokController.getStatus),
getUserInfo: tiktokController.protected(tiktokController.getUserInfo),
uploadvideo: tiktokController.protected(tiktokController.uploadVideo),
initiateAuth: tiktokController.protected(tiktokController.initiateAuth),
authCallback: tiktokController.authCallback,
logout: tiktokController.protected(tiktokController.logout)

¥
// facebookController.js
const BaseController = require('./baseController');

const facebookAuthService = require('../services/facebookAuthService');
const axios = require('axios');
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const FormData = require('form-data');

const GRAPH = 'https://graph.facebook.com/v22.0";
const FACEBOOK_API = {

GRAPH,

VIDEO: (pageld) => "~${GRAPH}/${pageIld}/videos",

FEED: (pageIld) => ~${GRAPH}/${pageld}/feed ,

PHOTO: (pageId) => ~${GRAPH}/${pageld}/photos”,

VIDEO_URL: (pageld, videoId) => " https://www.facebook.com/${pageld}/videos/${videold}"
¥

class FacebookController extends BaseController {
constructor() {
super(facebookAuthService);

}

initiateAuth = async (req, res) => {
try {
const userId = req.user.userld;
const authUrl = this.service.getFacebookAuthUrl(userId);
res.status(200).json({ authurl });
} catch (error) {
this.handleError(error, res, req.user.userId, 'initiating Facebook auth');
¥
}s

authCallback = async (req, res) => {
const { code, state, error } = req.query;
if (error) {
return this.sendPopupResponse(res, 'FB_AUTH_ERROR', { error });

if (!code || !state) {
return this.sendPopupResponse(res, 'FB_AUTH_ERROR', { error: 'Missing code or state’
1
¥

const result = this.extractUserIdFromState(state);
if (result.error) {

return this.sendPopupResponse(res, 'FB_AUTH_ERROR', { error: result.error });
}

const userld = result.userld;

try {
const { user, pages } = await this.service.handleFacebookCallback(userId, code);

this.sendPopupResponse(res, 'FB_AUTH_SUCCESS', { user, pages });
} catch (err) {
this.sendPopupResponse(res, 'FB_AUTH_ERROR', { error: err.message || 'Facebook
authentication failed' });
¥
}s

getPages = async (req, res) => {
const userId = req.user.userld;
try {
const pages = await this.service.getPages(userId);
res.json({ pages });
} catch (error) {
this.handleError(error, res, userld, 'fetching Facebook pages');
}
¥

uploadvideo = async (req, res) => {
const userId = req.user.userld;
const { title, description, selectedPageld } = req.body;
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if (!this.validateRequiredFields(req, res, ['file', 'selectedPageId'])) {
return;

¥
try {
const pages = await this.service.getPages(userId);
const page = pages.find(p => p.id === selectedPageld);
if (!page || !page.access_token) {
return res.status(403).json({ error: 'Not authenticated or missing page access
token' });
}

req.

}s

const pageToken = page.access_token;

const form = new FormData();

form.append('source', req.file.buffer, { filename: req.file.originalname, contentType:
file.mimetype });

if (title) form.append('title', title);

if (description) form.append('description’, description);

form.append('access_token', pageToken);

const fbRes = await axios.post(
FACEBOOK_API.VIDEO(selectedPageld),
form,
{ headers: form.getHeaders() }

)s

const videoId = fbRes.data.id;
const videoUrl = FACEBOOK_API.VIDEO_URL(selectedPageId, videold);
res.json({ videoId, videoUrl });

} catch (error) {
const message = error.response?.data?.error?.message || error.message;
res.status(500).json({ error: message });

}

createPost = async (req, res) => {

const userId = req.user.userld;
const { pageld, message, link, published, scheduledPublishTime } = req.body;

if (!this.validateRequiredFields(req, res, ['pageId', 'message'])) {

return;
}
try {
const pages = await this.service.getPages(userld);
const page = pages.find(p => p.id === pageld);
if (!page || !page.access_token) {
return res.status(403).json({ error: 'Not authenticated or missing page access
token."' });
}

const params = { access_token: page.access_token, message };
if (link) params.link = link;
if (typeof published !== 'undefined') params.published = published;
if (scheduledPublishTime) params.scheduled_publish_time = scheduledPublishTime;
const fbRes = await axios.post(
FACEBOOK_API.FEED(pageld),
params
)s
return res.json({ postId: fbRes.data.id });
} catch (error) {

const msg = error.response?.data?.error?.message || error.message;
res.status(500).json({ error: msg });
}
}s
Apk.
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uploadPhoto = async (req, res) => {
const userId = req.user.userld;
const { pageld, message, published, scheduledPublishTime } = req.body;

if (!this.validateRequiredFields(req, res, ['pageId', 'file'])) {

return;
¥
try {
const pages = await this.service.getPages(userId);
const page = pages.find(p => p.id === pageld);
if (!page || !page.access_token) {

return res.status(403).json({ error: 'Not authenticated or missing page access
token."' });

}

const form = new FormData();

form.append('source', req.file.buffer, { filename: req.file.originalname, contentType:

req.file.mimetype });
form.append('access_token', page.access_token);
if (message) form.append('caption', message);
if (typeof published !== 'undefined') form.append('published', published);

if (scheduledPublishTime) form.append('scheduled_publish_time', scheduledPublishTime);

const fbRes = await axios.post(
FACEBOOK_API.PHOTO(pageId),
form,
{ headers: form.getHeaders() }
)5
res.json({ photoId: fbRes.data.id, postId: fbRes.data.post_id });
} catch (error) {
const errMsg = error.response?.data?.error?.message || error.message;
res.status(500).json({ error: errMsg });
}
3
}

const facebookController = new FacebookController();

module.exports = {
getStatus: facebookController.protected(facebookController.getStatus),
getUserInfo: facebookController.protected(facebookController.getUserInfo),
getPages: facebookController.protected(facebookController.getPages),
uploadvVideo: facebookController.protected(facebookController.uploadVideo),
createPost: facebookController.protected(facebookController.createPost),
uploadPhoto: facebookController.protected(facebookController.uploadPhoto),
initiateAuth: facebookController.protected(facebookController.initiateAuth),
authCallback: facebookController.authCallback,
logout: facebookController.protected(facebookController.logout)

¥

// twitterController.js

const BaseController = require('./baseController');

const twitterAuthService = require('../services/twitterAuthService');
const axios = require('axios');

const FormData = require('form-data');

const TWITTER_API = {
MEDIA UPLOAD_INITIALIZE: 'https://api.twitter.com/2/media/upload/initialize’,
MEDIA_UPLOAD_APPEND: 'https://api.twitter.com/2/media/upload/{id}/append’,
MEDIA _UPLOAD_FINALIZE: 'https://api.twitter.com/2/media/upload/{id}/finalize’,
MEDIA UPLOAD_STATUS: 'https://api.twitter.com/2/media/upload’,
TWEET: 'https://api.twitter.com/2/tweets’,
USER_INFO: ‘'https://api.twitter.com/2/users/me'’

¥
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const CHUNK_SIZE = 4 * 1024 * 1024;

class TwitterController extends BaseController {
constructor() {
super(twitterAuthService);

}

initiateAuth = async (req, res) => {
try {
const userId = req.user.userld;
const authUrl = this.service.getTwitterAuthUrl(userId);
res.status(200).json({ authurl });
} catch (error) {
this.handleError(error, res, req.user.userld, 'initiating Twitter auth');
¥
}s

authCallback = async (req, res) => {
const { code, state, error } = req.query;
if (error) {
return this.sendPopupResponse(res, 'TW_AUTH_ERROR', { error });

}
if (!code || !state) {
return this.sendPopupResponse(res, 'TW_AUTH_ERROR', { error: 'Missing code or state’
1)
}
const result = this.extractUserIdFromState(state);
if (result.error) {
return this.sendPopupResponse(res, 'TW_AUTH_ERROR', { error: result.error });
}
const userld = result.userld;
try {
await this.service.handleTwitterCallback(userld, code);
this.sendPopupResponse(res, 'TW_AUTH_SUCCESS', { platform: 'Twitter' });
} catch (err) {
this.sendPopupResponse(res, 'TW_AUTH_ERROR', { error: err.message || 'Twitter
authentication failed' });
¥
3

getUserInfo = async (req, res) => {
try {
const userId = req.user.userld;
const user = await this.service.getUserInfo(userId);

res.json({
success: true,
user
1
} catch (error) {
this.handleError(error, res, req.user.userld, 'fetching Twitter user info');
b
3

async getTwitterAuth(userId) {
try {
const accessToken = await this.service.ensureValidToken(userlId);
return { accessToken };
} catch (error) {
return { error: error.message || 'Not authenticated with Twitter' };
}
}
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async uploadMediaToTwitter(file, accessToken) {
try {
const totalBytes = file.size;
const mediaType = file.mimetype;
const isVideo = mediaType.startsWith('video/");

const mediaCategory = mediaType.startsWith('image/")
? "tweet_image'
"tweet_video';

const initPayload = {
media_type: mediaType,
total_bytes: totalBytes,
media_category: mediaCategory

1

if (isvideo) {
initPayload.additional_owners = [];

}

const initResp = await axios.post(TWITTER_API.MEDIA UPLOAD_INITIALIZE, initPayload, {
headers: {
Authorization: “Bearer ${accessToken}",
'Content-Type': 'application/json'
}
}).catch(err => {
throw err;

1)

const mediald = initResp.data.data.id;
const totalChunks = Math.ceil(totalBytes / CHUNK_SIZE);

for (let i = @; i < totalBytes; i += CHUNK_SIZE) {
const chunk = file.buffer.slice(i, i + CHUNK_SIZE);
const segmentIndex = Math.floor(i / CHUNK_SIZE);

const appendForm = new FormData();
appendForm.append( 'segment_index', segmentIndex);
appendForm.append( 'media’', chunk, {

filename: file.originalname,

contentType: mediaType

1)

await axios.post(TWITTER_API.MEDIA_UPLOAD_APPEND.replace('{id}', mediald),
appendForm, {
headers: {
Authorization: “Bearer ${accessToken}",
...appendForm.getHeaders()
}
}).catch(err => {
throw err;
1
}

const finalizePayload = {
total_chunks: Math.ceil(totalBytes / CHUNK_SIZE)

1

const finalizeResp = await
axios.post(TWITTER_API.MEDIA UPLOAD_FINALIZE.replace('{id}', mediaIld), finalizePayload, {
headers: {
Authorization: “Bearer ${accessToken}",
'Content-Type': 'application/json'
}
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}).catch(err => {
throw err;

1)

let processingInfo =
if (!processingInfo)
return mediald;

finalizeResp.data.data.processing_info;
{

}

let state = processingInfo.state;

let checkAfterSecs = processingInfo.check after secs || 1;
while (state && state !== 'succeeded' && state !== 'failed') {

await new Promise(resolve => setTimeout(resolve, checkAfterSecs * 1000));

const statusResp = await axios.get(TWITTER_API.MEDIA_UPLOAD_STATUS, {
params: {
media_id: mediald,
command: 'STATUS'

}s
headers: {
Authorization: “Bearer ${accessToken}",
'Content-Type': 'application/json'
}
}).catch(err => {
throw err;
1)

processingInfo = statusResp.data.data.processing_info;
if (!processingInfo) {
break;

}

state = processingInfo.state;
checkAfterSecs = processingInfo.check_after_secs || 1;

if (state === 'failed') {
throw new Error(  Twitter media processing failed:
${ISON.stringify(processingInfo)} );
}
}

return mediald;
} catch (error) {
if (error.response) {
throw new Error(  Twitter API error (${error.response.status}):
${ISON.stringify(error.response.data)} );

throw error;
}
}

async postTweet(accessToken, text, medialds = []) {
const payload = { text: text || '' };

if (medialds.length > @) {
payload.media = { media_ids: medialds };

}

const response = await axios.post(TWITTER_API.TWEET, payload, {
headers: {
Authorization: “Bearer ${accessToken}",
'Content-Type': 'application/json'
}
1)
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return response.data;

}

uploadToTwitter = async (req, res) => {
try {
const userId = req.user.userld;
const { error, accessToken } = await this.getTwitterAuth(userId);
if (error) {
return res.status(401).json({ success: false, error });

}
const file = req.file;
const text = req.body.text || '';
let medialds = [];
if (file) {
try {

const mediald = await this.uploadMediaToTwitter(file, accessToken);
medialds.push(mediald);
} catch (err) {
return res.status(500).json({
success: false,
error: 'Media upload failed',
details: err.message
1
}
}
try {
const tweetResponse = await this.postTweet(accessToken, text, mediaIds);
res.json({
success: true,
tweet: tweetResponse
1)
} catch (err) {
return res.status(500).json({
success: false,
error: 'Tweet failed',
details: err.response?.data || err.message
1)

}
} catch (error) {

this.handleError(error, res, req.user.userId, 'posting to Twitter');
}
3
}

const twitterController = new TwitterController();

module.exports = {
getStatus: twitterController.protected(twitterController.getStatus),
getUserInfo: twitterController.protected(twitterController.getUserInfo),
uploadToTwitter: twitterController.protected(twitterController.uploadToTwitter),
initiateAuth: twitterController.protected(twitterController.initiateAuth),
authCallback: twitterController.authCallback,
logout: twitterController.protected(twitterController.logout)

¥

// baseService.js

const Token = require('../models/Token");
const axios = require('axios');

class BaseService {
constructor(platform, config = {}) {
this.platform = platform;
this.config = config;
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}

async storeTokens(userId, { accessToken, refreshToken, expiryTime, platformUserId }) {

try {
let token = await Token.findOne({ userId, platform: this.platform });

if (token) {
token.accessToken = accessToken;
if (refreshToken) {
token.refreshToken = refreshToken;
}
token.expiryTime = expiryTime;
if (platformUserId) {
token.platformUserId = platformUserld;
}
} else {
token = new Token({
userld,
platform: this.platform,
accessToken,
refreshToken,
expiryTime,
platformUserId: platformUserId || null
1)
}

await token.save();
} catch (error) {
throw new Error( Failed to store authentication tokens for ${this.platform});
¥
}

async getStoredTokens(userId) {
if (luserld) {
return { accessToken: null, refreshToken: null, expiryTime: null, platformUserId: null
¥
}

try {
const token = await Token.findOne({ userId, platform: this.platform });

if (!token) {
return { accessToken: null, refreshToken: null, expiryTime: null, platformUserId:
null };

}

return {
accessToken: token.accessToken,
refreshToken: token.refreshToken,
expiryTime: token.expiryTime,
platformUserId: token.platformUserId

s

} catch (error) {
return { accessToken: null, refreshToken: null, expiryTime: null, platformUserId: null

1
}
}

async clearTokens(userId) {
if (luserld) {
return;

}

try {
await Token.deleteOne({ userld, platform: this.platform });
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} catch (error) {
console.error( Error clearing ${this.platform} tokens for user ${userId}: , error);
}
}

async makeApiRequest(method, url, options = {}) {

try {
const response = await axios({

method,
url,
...options

1)

return response.data;
} catch (error) {
if (error.response) {
const errorData = error.response.data;
const errorMessage = errorData?.error?.message ||
errorData?.error_description ||
errorData?.error ||
'API request failed';

throw new Error(" ${this.platform} API Error (${error.response.status}):
${errorMessage}’);

}

throw error;

}
}

async ensureValidToken(userId) {
const currentTokens = await this.getStoredTokens(userld);

if (!currentTokens.accessToken) {
throw new Error( " User not authenticated with ${this.platform} );

}

const isTokenExpired = !currentTokens.expiryTime || Date.now() >=
currentTokens.expiryTime;

if (isTokenExpired && currentTokens.refreshToken) {
return await this.refreshAccessToken(userlId);

}

return currentTokens.accessToken;

}

async refreshAccessToken(userId) {
throw new Error('refreshAccessToken must be implemented by subclass');

}

async getUserInfo(userId) {
throw new Error('getUserInfo must be implemented by subclass');

}
}

module.exports = BaseService;

// userAuthService.js

const { google } = require('googleapis');
const User = require('../models/User');

const BaseService = require('./baseService');

const PLATFORM = 'google';
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const clientId = process.env.GOOGLE_CLIENT_ID;
const clientSecret = process.env.GOOGLE_CLIENT_SECRET;
const userAuthRedirectUri = process.env.USER_AUTH REDIRECT_URI;

class UserAuthService extends BaseService {
constructor() {
super(PLATFORM, { clientId, clientSecret, redirectUri: userAuthRedirectUri });
this.userAuthClient = new google.auth.OAuth2(clientId, clientSecret,
userAuthRedirectUri);

}

getGoogleAuthurl() {
const scopes = [
"https://www.googleapis.com/auth/userinfo.profile’,
"https://www.googleapis.com/auth/userinfo.email’,
'openid’,
'profile’,
'email’

15

return this.userAuthClient.generateAuthUrl({
access_type: 'offline',
prompt: ‘'consent’,
scope: scopes,
include_granted_scopes: true
s
}

async handleGoogleCallback(code) {
try {
const { tokens } = await this.userAuthClient.getToken(code);
this.userAuthClient.setCredentials(tokens);

const oauth2

= google.oauth2({ verssion: 'v2', auth: this.userAuthClient });
const { data } =

await oauth2.userinfo.get();
let user = await User.findOne({ googleld: data.id });

if (user) {
user.name = data.name;
user.firstName = data.given_name;
user.lastName = data.family_ name;
user.profilePicture = data.picture;
user.accessToken = tokens.access_token;
user.lastLogin = new Date();

if (tokens.refresh_token) {
user.refreshToken = tokens.refresh_token;

}

if (tokens.expiry_date) {
user.expiryTime = tokens.expiry_date;

}

} else {

user = new User({
googleld: data.id,
email: data.email,
name: data.name,
firstName: data.given_name,
lastName: data.family_name,
profilePicture: data.picture,
accessToken: tokens.access_token,
refreshToken: tokens.refresh_token,
expiryTime: tokens.expiry_date,

});
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}
await user.save();

return {
user: {
id: user._id,
googleId: user.googleld,
name: user.name,
email: user.email,
profilePicture: user.profilePicture,
role: user.role
3
tokens
3
} catch (error) {
throw new Error('Failed to authenticate with Google');

¥
}
async getUserById(userId) {
try {
const user = await User.findById(userId);
if (luser) {
throw new Error('User not found');
}
return {

id: user._id,
googleId: user.googleld,
name: user.name,
email: user.email,
profilePicture: user.profilePicture,
role: user.role
s
} catch (error) {
throw error;
b
}

async refreshUserToken(userId) {
try {
const user = await User.findById(userId);
if (luser || l!user.refreshToken) {
throw new Error('User not found or missing refresh token');

}

const isTokenExpired = l!user.expiryTime || Date.now() >= user.expiryTime - (5 * 60 *
1000);

if (isTokenExpired) {
this.userAuthClient.setCredentials({
refresh_token: user.refreshToken

})s
const { credentials } = await this.userAuthClient.refreshAccessToken();

user.accessToken = credentials.access_token;
if (credentials.refresh_token) {
user.refreshToken = credentials.refresh_token;

}

user.expiryTime = credentials.expiry_date;

await user.save();
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return {
accessToken: user.accessToken,
expiryTime: user.expiryTime
}s
} catch (error) {
throw error;
b

}

async logoutUser(userId) {
try {
const user = await User.findById(userId);
if (luser) {
throw new Error('User not found');

}

user.accessToken = null;
user.expiryTime = null;

await user.save();

return { success: true };
} catch (error) {
throw error;
b
}
b

const userAuthService = new UserAuthService();
module.exports = userAuthService;

// youtubeAuthService.js

const { google } = require('googleapis');
const BaseService = require('./baseService');

const PLATFORM = ‘'youtube’;

const clientId = process.env.GOOGLE_CLIENT_ID;

const clientSecret = process.env.GOOGLE_CLIENT_SECRET;

const redirectUri = process.env.YOUTUBE_BACKEND_REDIRECT_URI;

class YoutubeAuthService extends BaseService {
constructor() {
super(PLATFORM, { clientId, clientSecret, redirectUri });
this.oauth2Client = new google.auth.OAuth2(clientId, clientSecret, redirectUri);

}

async setOAuthCredentials(userId) {
const tokens = await this.getStoredTokens(userId);
if (tokens.accessToken && tokens.refreshToken) {
this.oauth2Client.setCredentials({
access_token: tokens.accessToken,
refresh_token: tokens.refreshToken,
expiry_date: tokens.expiryTime,
})s
} else {
this.oauth2Client.setCredentials({});

¥
}

async ensureValidToken(userId) {
await this.setOAuthCredentials(userId);

const currentTokens = await this.getStoredTokens(userId);
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if (!currentTokens.accessToken || !currentTokens.refreshToken) {
throw new Error('User not authenticated with YouTube or refresh token missing.');

}

const isTokenExpired = !currentTokens.expiryTime || Date.now() >=
currentTokens.expiryTime;

if (isTokenExpired) {

try {
const { credentials } = await this.oauth2Client.refreshAccessToken();

await this.storeTokens(userld, {
accessToken: credentials.access_token,

refreshToken: credentials.refresh_token || currentTokens.refreshToken,
expiryTime: credentials.expiry_date
})s

this.oauth2Client.setCredentials(credentials);

} catch (refreshError) {
await this.clearTokens(userld);
this.oauth2Client.setCredentials({});
throw new Error('Failed to refresh YouTube token. Please re-authenticate.');
}
}

if (!this.oauth2Client.credentials.access_token) {
throw new Error('Missing access token after check/refresh.');

}

return this.oauth2Client;

}

async refreshAccessToken(userId) {
const currentTokens = await this.getStoredTokens(userld);
this.oauth2Client.setCredentials({
refresh_token: currentTokens.refreshToken

s

const { credentials } = await this.oauth2Client.refreshAccessToken();

await this.storeTokens(userId, {
accessToken: credentials.access_token,

refreshToken: credentials.refresh_token || currentTokens.refreshToken,
expiryTime: credentials.expiry_date
s

return credentials.access_token;

}

getOAuth2Client() {
return this.oauth2Client;

}
}

const youtubeAuthService = new YoutubeAuthService();
module.exports = youtubeAuthService;

// tiktokAuthService.js
const axios = require('axios');
const { URLSearchParams } = require('url');

const BaseService = require('./baseService');

const PLATFORM = 'tiktok';
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const clientId = process.env.TIKTOK_CLIENT_ID;

const clientSecret = process.env.TIKTOK_CLIENT_SECRET;

const redirectUri = process.env.TIKTOK_BACKEND_REDIRECT_URI;

const tokenEndpoint = 'https://open.tiktokapis.com/v2/o0auth/token/";

class TikTokAuthService extends BaseService {
constructor() {
super(PLATFORM, {
clientId,
clientSecret,
redirectUri,
tokenEndpoint
s
}

async exchangeCode(userId, code) {
if (!this.config.clientId || !this.config.clientSecret || !this.config.redirectUri) {
throw new Error("TikTok Client ID, Client Secret, or Redirect URI not configured on
backend");

}

try {

const params = {
client_key: this.config.clientId,
client_secret: this.config.clientSecret,
code: code,
grant_type: 'authorization_code',
redirect_uri: this.config.redirectUri

}s

const formBody = new URLSearchParams(params).toString();

const response = await axios.post(this.config.tokenEndpoint, formBody, {
headers: {
'Content-Type': 'application/x-www-form-urlencoded’,
'Cache-Control': 'no-cache'
}
}s

if (response.data.error || !response.data.access token) {
throw new Error(response.data.error_description || response.data.error || 'Token
exchange failed');

}

const { access_token, refresh_token, expires_in, open_id } = response.data;
const expiryTime = Date.now() + expires_in * 1000;

await this.storeTokens(userld, {
accessToken: access_token,
refreshToken: refresh_token,
expiryTime: expiryTime,
platformUserId: open_id

1

return { success: true };

} catch (error) {
const errorMsg = error.response?.data?.error_description ||
error.response?.data?.error || error.message;
throw new Error(  TikTok token exchange failed: ${errorMsg} );
}
}

async refreshAccessToken(userId) {
const currentTokens = await this.getStoredTokens(userld);
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if (!this.config.clientId || !this.config.clientSecret) {
throw new Error("TikTok Client ID or Client Secret not configured");

}

if (!currentTokens.refreshToken) {
throw new Error("No TikTok refresh token available for user ${userId}’);

}

try {
const params = {
client_key: this.config.clientId,
client_secret: this.config.clientSecret,
refresh_token: currentTokens.refreshToken,
grant_type: "refresh_token"
}s5

const formBody = new URLSearchParams(params).toString();

const response = await axios.post(this.config.tokenEndpoint, formBody, {
headers: {
'Content-Type': 'application/x-www-form-urlencoded’,
'Cache-Control': 'no-cache'
}
1

if (response.data.error || !response.data.access token) {
throw new Error(response.data.error_description || response.data.error || 'Token
refresh failed');

}

const { access_token, refresh_token, expires_in, open_id } = response.data;
const expiryTime = Date.now() + expires_in * 1000;

await this.storeTokens(userld, {
accessToken: access_token,

refreshToken: refresh_token || currentTokens.refreshToken,

expiryTime: expiryTime,

platformUserId: open_id || currentTokens.platformUserId
1

return access_token;

} catch (error) {
const errorMsg = error.response?.data?.error_description ||
error.response?.data?.error || error.message;
await this.clearTokens(userId);
throw new Error( Failed to refresh TikTok token: ${errorMsg}. Please re-
authenticate.’);
}
}

async getUserInfo(userId) {
const accessToken = await this.ensureValidToken(userId);
const userInfoEndpoint = process.env.VITE_TIKTOK USERINFO_ENDPOINT ||
"https://open.tiktokapis.com/v2/user/info/";

try {
const response = await axios.get(userInfoEndpoint, {

headers: {

'Authorization': “Bearer ${accessToken}"
}s
params: {
fields: 'open_id,display_name,avatar_url'
}
1
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const tikTokError = response.data.error;
if (tikTokError && tikTokError.code !== 'ok"') {
throw new Error(tikTokError.message || 'Failed to fetch user info from TikTok');

}

if (!response.data.data?.user) {
throw new Error('User data not found in TikTok response.');

}

return response.data;
} catch (error) {
if (error.message?.includes('re-authenticate') ||
error.message?.includes('token') ||
error.message?.includes('PERMISSION_DENIED"')) {
await this.clearTokens(userld);
throw new Error(  Authentication error: ${error.message}. Please reconnect TikTok. );
}
throw error;
}
}
}

const tiktokAuthService = new TikTokAuthService();
module.exports = tiktokAuthService;

// facebookAuthService.js

const axios = require('axios');
const BaseService = require('./baseService');

const PLATFORM = 'facebook';

const clientId = process.env.FACEBOOK_APP_ID;

const clientSecret = process.env.FACEBOOK_APP_SECRET;
const redirectUri = process.env.FACEBOOK_REDIRECT_URI;

class FacebookAuthService extends BaseService {
constructor() {
super(PLATFORM, { clientId, clientSecret, redirectUri });

}
getFacebookAuthUrl(userId) {
if (!this.config.clientId || !this.config.redirectUri) {
throw new Error('Facebook OAuth config missing');
¥

const stateData = Buffer.from(JSON.stringify({ userId })).toString('base64');
const params = new URLSearchParams({

client_id: this.config.clientId,

redirect_uri: this.config.redirectUri,

state: stateData,

scope: 'email,public_profile,pages_show_list’,

response_type: ‘code'’

s

return ~https://www.facebook.com/v22.0/dialog/oauth?${params}";
}

async handleFacebookCallback(userId, code) {
const tokenRes = await this.makeApiRequest('get’,
"https://graph.facebook.com/v22.0/0auth/access_token', {
params: {

client_id: this.config.clientId,
redirect_uri: this.config.redirectUri,
client_secret: this.config.clientSecret,
code
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}
1)

const accessToken = tokenRes.access_token;

const longRes = await this.makeApiRequest('get’',
"https://graph.facebook.com/v22.0/0auth/access_token', {
params: {

grant_type: 'fb_exchange_token',

client_id: this.config.clientId,

client_secret: this.config.clientSecret,

fb_exchange_token: accessToken

}
1)

const longToken = longRes.access_token;

const expiresInRaw = longRes.expires_in;

const expiresInSec = typeof expiresInRaw === 'number' && !isNaN(expiresInRaw) °?
expiresInRaw : 60 * 24 * 60 * 60;

const expiryTime = Date.now() + expiresInSec * 1000;

await this.storeTokens(userId, {
accessToken: longToken,
refreshToken: longToken,
expiryTime

s

const profileRes = await this.makeApiRequest('get', 'https://graph.facebook.com/me', {
params: {
access_token: longToken,
fields: 'id,name,email,picture’
}
1

const pagesRes = await this.makeApiRequest('get’,
"https://graph.facebook.com/me/accounts', {
params: {
access_token: longToken
}
1

return { user: profileRes, pages: pagesRes.data };

}

async getUserInfo(userId) {
const accessToken = await this.ensureValidToken(userId);

try {
const res = await this.makeApiRequest('get', 'https://graph.facebook.com/me', {

params: {
access_token: accessToken,
fields: 'id,name,email,picture’
}
}s

return res;
} catch (err) {
throw new Error('Failed to fetch Facebook profile');
}
}

async getPages(userlId) {
const accessToken = await this.ensureValidToken(userId);

try {
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const res = await this.makeApiRequest('get', "https://graph.facebook.com/me/accounts’,

params: {
access_token: accessToken
}
1

return res.data;
} catch (err) {

throw new Error('Failed to fetch Facebook pages');
}

}

async refreshAccessToken(userId) {
const tokens = await this.getStoredTokens(userId);
return tokens.accessToken;
}
¥

const facebookAuthService = new FacebookAuthService();
module.exports = facebookAuthService;

// twitterAuthService.js

const axios = require('axios');
const BaseService = require('./baseService');

const PLATFORM = 'twitter';

const clientId = process.env.TWITTER_CLIENT_ID;

const clientSecret = process.env.TWITTER_CLIENT_SECRET;
const redirectUri = process.env.TWITTER_REDIRECT_URI;

class TwitterAuthService extends BaseService {
constructor() {
super(PLATFORM, { clientId, clientSecret, redirectUri });

}

getTwitterAuthUrl(userId) {
const stateData = JSON.stringify({ userId, nonce:
Math.random().toString(36).substring(7) });
const state = Buffer.from(stateData).toString('base64’);
const scopes = [
'"tweet.read’,
"tweet.write',
'users.read’,
'offline.access’,
'media.write’
15
const params = new URLSearchParams({
response_type: ‘'code’,
client_id: this.config.clientId,
redirect_uri: this.config.redirectUri,
scope: scopes.join(' '),
state,
code_challenge: ‘challenge’,
code_challenge_method: ‘'plain’,

s
return ~https://twitter.com/i/oauth2/authorize?${params.toString()} ;

}

async handleTwitterCallback(userId, code) {
const params = new URLSearchParams({
code,
grant_type: 'authorization_code’,
client_id: this.config.clientld,
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redirect_uri: this.config.redirectUri,
code_verifier: 'challenge’,

s

const basicAuth =
Buffer.from( ${this.config.clientId}:${this.config.clientSecret} ).toString('base64');

try {
const response = await axios.post('https://api.twitter.com/2/o0auth2/token', params, {
headers: {
'Content-Type': 'application/x-www-form-urlencoded’,
'Authorization': “Basic ${basicAuth}",
1
}s

const { access_token, refresh_token, expires_in } = response.data;

await this.storeTokens(userld, {
accessToken: access_token,
refreshToken: refresh_token,
expiryTime: Date.now() + expires_in * 1000

1)

return { access_token, refresh_token };
} catch (error) {
throw new Error(error.response?.data?.error || 'Twitter authentication failed');
¥
}

async refreshAccessToken(userId) {
const tokens = await this.getStoredTokens(userId);
if (!tokens.refreshToken) {
throw new Error('No refresh token available for Twitter');

}

const params = new URLSearchParams();
params.append('refresh_token', tokens.refreshToken);
params.append('grant_type', 'refresh_token');
params.append('client_id', this.config.clientId);

const basicAuth =
Buffer.from( ${this.config.clientId}:${this.config.clientSecret} ).toString('base64');

try {
const response = await axios.post(

"https://api.twitter.com/2/0auth2/token’,

params,
{
headers: {
'Content-Type': 'application/x-www-form-urlencoded’,
"Authorization': “Basic ${basicAuth}"
}
}
)s

const { access_token, refresh_token, expires_in } = response.data;

await this.storeTokens(userld, {
accessToken: access_token,

refreshToken: refresh token || tokens.refreshToken,
expiryTime: Date.now() + expires_in * 1000
1)

return access_token;
} catch (error) {
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await this.clearTokens(userld);
throw new Error('Twitter token expired or invalid. Please re-authenticate.');
¥
}

async getUserInfo(userId) {
const tokens = await this.getStoredTokens(userId);
if (!tokens.accessToken) {
throw new Error('Not authenticated with Twitter');

}

try {
const response = await
axios.get( https://api.twitter.com/2/users/me?user.fields=profile_image url™, {
headers: { Authorization: "~Bearer ${tokens.accessToken}  }

1)

const user = response.data.data;
return {
id: user.id,
name: user.name,
username: user.username,
avatarUrl: user.profile_image_url
3
} catch (error) {
throw new Error(error.response?.data || error.message || 'Failed to fetch Twitter user
info');
}
}
}

const twitterAuthService = new TwitterAuthService();
module.exports = twitterAuthService;

// User.js
const mongoose = require('mongoose');

const userSchema = new mongoose.Schema({
googleld: {
type: String,
required: true,
index: true,
s
email: {
type: String,
required: true,
unique: true,
index: true,
s
name: {
type: String,
required: true,
¥
firstName: String,
lastName: String,
profilePicture: String,
accessToken: String,
refreshToken: String,
expiryTime: Number,
role: {
type: String,
enum: ['user', 'admin'],
default: 'user',

3,
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lastLogin: {
type: Date,
default: Date.now,

3
createdAt: {
type: Date,
default: Date.now,
s
updatedAt: {
type: Date,
default: Date.now,
3
1)

userSchema.pre('save', function(next) {
this.updatedAt = new Date();
next();

s

const User = mongoose.model('User', userSchema);

module.exports

User;
// Token.js
const mongoose = require('mongoose');

const tokenSchema = new mongoose.Schema({
userId: {
type: mongoose.Schema.Types.ObjectId,
ref: 'User',
required: true,
index: true,

}s

platform: {
type: String,
required: true,
enum: ['youtube', 'tiktok', 'facebook', 'twitter'],
index: true,

}s

accessToken: {
type: String,
required: true,

}s

refreshToken: {
type: String,
required: true,

}s

expiryTime: {
type: Number,
required: true,

}s

platformUserId: {
type: String,
sparse: true,

}s

createdAt: {
type: Date,
default: Date.now,
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}s

updatedAt: {
type: Date,
default: Date.now,
s
1

tokenSchema.index({ userId: 1, platform: 1 }, { unique: true });

tokenSchema.pre('save', function(next) {
this.updatedAt = new Date();
next();

s

const Token = mongoose.model('Token', tokenSchema);
module.exports = Token;
// App.tsx

import { useState } from 'react’;
import toast, { Toaster } from 'react-hot-toast’;

import VideoUploadForm from './components/VideoUploadForm';

import PlatformSelection from './components/PlatformSelection’;

import VideoSettings, { DEFAULT_COMMON_SETTING, DEFAULT_FACEBOOK_SETTING } from
'./components/VideoSettings';

import ContentTypeSelection from './components/ContentTypeSelection’;

import PostFlow from './components/PostFlow';

import { VideoProvider } from './context/VideoContext"';
import { UserAuthProvider } from './context/UserAuthContext';
import platforms from './data/platforms’;

import { SelectedPlatform } from './types';

import Header from './components/Header';

function App() {
const [contentType, setContentType] = useState<'video'|'post'|null>(null);
const [currentStep, setCurrentStep] = useState(1l);

const [selectedPlatforms, setSelectedPlatforms] = useState<SelectedPlatform[]>([]);

const startPost = () => setContentType('post');
const startVideo = () => {
setContentType('video');

setCurrentStep(1);
}s
const handlevideoSubmit = () => {
setCurrentStep(2);
¥
const handlePlatformSelect = (platformId: string, isAuthenticated?: boolean) => {
const platform = platforms.find(p => p.id === platformld);
if (!platform) return;
if (selectedPlatforms.some(p => p.id === platformId)) {
return;
}
const defaultSettings = platformId === 'facebook'

? { ...DEFAULT_FACEBOOK_SETTING }
: { ...DEFAULT_COMMON_SETTING };

setSelectedPlatforms(prev => [
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...prev,

{
id: platform.id,
name: platform.name,
iconName: platform.iconName,
settings: defaultSettings,
isAuthenticated: isAuthenticated
}
1
}s
const handlePlatformDeselect = (platformId: string) => {
setSelectedPlatforms(prev => prev.filter(p => p.id !== platformId));
¥
const handlePlatformsSubmit = () => {
if (selectedPlatforms.length === 0) {
toast.error("Please select at least one platform");
return;
}
setCurrentStep(3);
¥

const goBack = () => {
if (currentStep > 1) {
setCurrentStep(currentStep - 1);
b
¥

return (
<div className="min-h-screen bg-gray-50 flex flex-col">
<Toaster position="top-center" />

<Header />

<main className="flex-1 py-6 mb-8">
<div className="mx-auto max-w-2x1 px-4">

{contentType === null && <ContentTypeSelection onSelect={type => type === 'video'
? startvideo() : startPost()} />}
{contentType === 'post' && <PostFlow />}
{contentType === 'video' && (
<div className="space-y-6">
{currentStep === 1 && (
<VideoUploadForm onSubmit={handleVideoSubmit} />
)}
{currentStep === 2 && (
<PlatformSelection

platforms={platforms}
selectedPlatforms={selectedPlatforms}
onSelect={handlePlatformSelect}
onDeselect={handlePlatformDeselect}
onNext={handlePlatformsSubmit}
isActive={true}
onBack={currentStep > 1 ? goBack : undefined}
/>
)}
{currentStep === 3 && (
<VideoSettings selectedPlatforms={selectedPlatforms} isActive={true}
onBack={goBack} />
)}
</div>
)}
</div>
</main>
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</div>
)
}

export default function AppWithProvider() {
return (
<UserAuthProvider>
<VideoProvider>
<App />
</VideoProvider>
</UserAuthProvider>
)5
}

// UserAuthContext.tsx

import { createContext, useState, useEffect, ReactNode, useContext } from 'react’;
import toast from 'react-hot-toast’;
import axios from 'axios';

export interface User {
id: string;
name: string;
email: string;
profilePicture: string;
role: string;

}

interface UserAuthContextType {
user: User | null;
isAuthenticated: boolean;
islLoading: boolean;
login: () => void;
logout: () => void;

}

const UserAuthContext = createContext<UserAuthContextType>({
user: null,
isAuthenticated: false,
islLoading: true,
login: () => {},
logout: () => {},
1

export const UserAuthProvider = ({ children }: { children: ReactNode }) => {
const [user, setUser] = useState<User | null>(null);
const [isLoading, setIsLoading] = useState(true);

useEffect(() => {
const checkAuth
const token =

= async () => {
localStorage.getItem('accessToken');

if (!token) {
setIsLoading(false);
return;

}

try {
const response = await
axios.get( ${import.meta.env.VITE_API_BASE_URL}/api/users/profile’, {
headers: {
Authorization: “Bearer ${token}",
¥
})s
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setUser(response.data.user);
} catch (error) {
localStorage.removeItem('accessToken');
localStorage.removeItem('refreshToken');
toast.error('Your session has expired. Please sign in again.');
} finally {
setIsLoading(false);
}
s

checkAuth();
o[Ds

useEffect(() => {
const handleAuthMessage = (event: MessageEvent) => {
if (levent.data || !event.data.type) return;

if (event.data.type === "USER_AUTH_SUCCESS') {
localStorage.setItem('accessToken', event.data.accessToken);
localStorage.setItem('refreshToken', event.data.refreshToken);
setUser(event.data.user);
toast.success('Signed in successfully!');

} else if (event.data.type === "USER_AUTH_ERROR') {
toast.error( Login failed: ${event.data.error || 'Unknown error'}");

}
1

window.addEventListener('message', handleAuthMessage);
return () => window.removeEventListener('message', handleAuthMessage);

b IDs

const login = () => {
const width = 600;
const height = 700;
const left = window.innerWidth / 2 - width / 2;
const top = window.innerHeight / 2 - height / 2;

window.open(
“${import.meta.env.VITE_API_BASE_URL}/api/users/login/google",
'Google Login',
“width=${width},height=${height},left=${left}, top=${top}"
)
¥

const logout = async () => {
const token = localStorage.getItem('accessToken');

if (token) {

try {
await axios.post( ${import.meta.env.VITE_API_BASE_URL}/api/users/logout™, {}, {
headers: {
Authorization: “Bearer ${token}’,
s
})s

} catch (error) {
console.error('Error logging out user:', error);
}
}

localStorage.removeItem('accessToken');
localStorage.removeItem('refreshToken');
setUser(null);

toast.success('Signed out successfully');

1
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return (
<UserAuthContext.Provider
value={{
user,
isAuthenticated: !luser,
isloading,
login,
logout,
3
>
{children}
</UserAuthContext.Provider>
)
¥

export const useUserAuth = () => useContext(UserAuthContext);
// VideoContext.tsx
import { createContext, useState, ReactNode, useContext } from 'react’;

interface VideoContextType {
videoFile: File | null;
setVideoFile: (file: File | null) => void;
isUploading: boolean;
setIsUploading: (isUploading: boolean) => void;
uploadProgress: number;
setUploadProgress: (progress: number) => void;

}

const VideoContext = createContext<VideoContextType | undefined>(undefined);

export const VideoProvider = ({ children }: { children: ReactNode }) => {
const [videoFile, setVideoFile] = useState<File | null>(null);
const [isUploading, setIsUploading] = useState(false);
const [uploadProgress, setUploadProgress] = useState(0);

const value = {
videoFile,
setVideoFile,
isUploading,
setIsUploading,
uploadProgress,
setUploadProgress,

}s

return <VideoContext.Provider value={value}>{children}</VideoContext.Provider>;

1

export const useVideo = (): VideoContextType => {
const context = useContext(VideoContext);
if (context === undefined) {
throw new Error('useVideo must be used within a VideoProvider');
}

return context;

1
// PlatformSelection.tsx

import { Check, Info, ArrowLeft, Lock } from 'lucide-react’;
import { Platform, SelectedPlatform } from '../types';
import { useVideo } from '../context/VideoContext';

import IconsByName from './PlatformIcons';

import toast from 'react-hot-toast’;

import { useYouTubeAuth } from '../hooks/useYouTubeAuth';
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import { useTikTokAuth } from '../hooks/useTikTokAuth';
import { useFacebookAuth } from '../hooks/useFacebookAuth';
import { useTwitterAuth } from '../hooks/useTwitterAuth';

interface PlatformSelectionProps {
platforms: Platform[];
selectedPlatforms: SelectedPlatform[];
onSelect: (platformId: string, isAuthenticated?: boolean) => void;
onDeselect: (platformId: string) => void;
onNext: () => void;
isActive: boolean;
onBack?: () => void;
requireVideoSource?: boolean;

}

const renderPlatformIcon = (iconName: string) => {
const IconComponent = IconsByName[iconName];
return IconComponent ? (
<IconComponent className="h-full w-full object-contain" />
) .

2 (
<Info className="h-6 w-6 text-gray-400" />
)5
¥

const PlatformSelection = ({

platforms,

selectedPlatforms,

onSelect,

onDeselect,

onNext,

isActive,

onBack,

requireVideoSource = true
}: PlatformSelectionProps) => {

const { videoFile } = useVideo();

const { isAuthenticated: isYouTubeAuthenticated, login: loginYouTube, logout:
logoutYouTube } = useYouTubeAuth();

const { isAuthenticated: isTikTokAuthenticated, login: loginTikTok, logout: logoutTikTok }
= useTikTokAuth();

const { isAuthenticated: isFacebookAuthenticated, login: loginFacebook, logout:
logoutFacebook } = useFacebookAuth();

const { isAuthenticated: isTwitterAuthenticated, login: loginTwitter, logout:
logoutTwitter } = useTwitterAuth();

const hasVideoSource = !lvideoFile;

const getAuthStatus = (platformId: string): boolean => {
if (platformId 'youtube') return isYouTubeAuthenticated;
if (platformId "tiktok') return isTikTokAuthenticated;
if (platformld 'facebook') return isFacebookAuthenticated;
if (platformId "twitter') return isTwitterAuthenticated;
return false;

1

const handleAuthenticate = async (platformId: string) => {
const platform = platforms.find(p => p.id === platformld);
if (!platform) return;

let loginFunction: (() => Promise<void> | void) | null = null;

if (platformId === 'tiktok') {
loginFunction = loginTikTok;

} else if (platformId === 'facebook') {
loginFunction = loginFacebook;

} else if (platformId === 'youtube') {
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loginFunction = loginYouTube;

} else if (platformId === "twitter') {
loginFunction = loginTwitter;

} else {
toast.error("Authentication for ${platform.name} not implemented.’);
return;

}

if (!loginFunction) {
toast.error( Login function not found for ${platform.name}.”);
return;

}

const loadingToast = toast.loading( Connecting to ${platform.name}...”);

try {
await loginFunction();

toast.dismiss(loadingToast);
setTimeout (() => {
const nowAuthenticated = getAuthStatus(platformId);
if (nowAuthenticated && !isPlatformSelected(platformId)) {
onSelect(platformId, true);
}
}, 100);
} catch (error: any) {
toast.dismiss(loadingToast);

¥
}s
const handleDisconnect = (platformId: string) => {
const platform = platforms.find(p => p.id === platformld);

if (!platform) return;

let logoutFunction: (() => void) | null = null;

if (platformId === 'youtube') logoutFunction = logoutYouTube;

else if (platformId === 'tiktok') logoutFunction = logoutTikTok;
else if (platformId === 'facebook') logoutFunction = logoutFacebook;
else if (platformId === '"twitter') logoutFunction = logoutTwitter;

if (logoutFunction) {
logoutFunction();
if (isPlatformSelected(platformId)) {
onDeselect(platformId);
}
} else {
toast.error( Disconnect for ${platform.name} not implemented. );
¥
¥

const isPlatformSelected = (platformId: string) => {
return selectedPlatforms.some(p => p.id === platformld);

1

const isPlatformAuthenticated = (platformId: string): boolean => {
return getAuthStatus(platformId);

}s
const handleTogglePlatform = (platformId: string) => {
const platform = platforms.find(p => p.id === platformld);
if (!platform) return;

const requiresAuth = platform.requiresAuth;
const isAuthenticated = isPlatformAuthenticated(platformId);

if (requiresAuth && !isAuthenticated) {
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return;

}

if (isPlatformSelected(platformId)) {
onDeselect(platformId);
} else {
onSelect(platformId, requiresAuth ? isAuthenticated : undefined);
}
}s

if (!isActive) return null;

return (
<div className="overflow-hidden rounded-1lg border border-gray-200 bg-white shadow-sm">
<div className="border-b border-gray-200 bg-gray-50 px-4 py-3">
<div className="flex items-center justify-between">
<div className="flex items-center">
{onBack && (
<button

onClick={onBack}

className="mr-3 flex h-7 w-7 items-center justify-center rounded-md border
border-gray-200 bg-white text-gray-700 shadow-sm hover:bg-gray-50 disabled:cursor-not-
allowed disabled:opacity-50"

aria-label="Go back"

>
<ArrowlLeft size={16} />
</button>
)}
<h2 className="text-sm font-medium text-gray-800">Select Content Platforms</h2>
</div>
</div>
</div>

<div className="relative pb-16">
<div className="p-4">
<div className="mb-3 flex justify-between items-center">
<p className="text-xs text-gray-500">
{platforms.length} platform{platforms.length !==1 ? 's' : ''} available
</p>
</div>

{platforms.length > @ ? (
<div className="grid grid-cols-2 gap-2 sm:grid-cols-3 md:grid-cols-4">
{platforms.map((platform) => {
const isSelected = isPlatformSelected(platform.id);
const isAuthenticated = isPlatformAuthenticated(platform.id);
const requiresAuth = platform.requiresAuth;
const isDisabled = requiresAuth && !isAuthenticated;

return (
<div
key={platform.id}
className={ group relative flex flex-col rounded-md border transition-

all ${
isSelected && !isDisabled
? 'border-indigo-300 bg-indigo-50/50'
: isDisabled
? 'border-gray-200 bg-gray-100 opacity-70 cursor-not-allowed’
'border-gray-200 bg-white hover:border-gray-300 hover:shadow-sm'
'}
>
<div
className={ relative p-2 ${!isDisabled ? 'cursor-pointer' : "'} }
onClick={!isDisabled ? () => handleTogglePlatform(platform.id) :
undefined}
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>
<div className="flex items-center">
<div className={ mr-2 flex h-8 w-8 flex-shrink-0 items-center
justify-center overflow-hidden rounded bg-white p-1 shadow-sm ${
isDisabled ? 'opacity-60' "
I
{renderPlatformIcon(platform.iconName)}
</div>
<div className="overflow-hidden">
<h3 className={" truncate text-sm font-medium ${

isDisabled ? 'text-gray-500' : 'text-gray-800'
I
{platform.name}
</h3>
</div>

<div className="absolute right-1.5 top-1.5 flex items-center space-
x-1">
{requiresAuth && !isAuthenticated && (
<div className="flex h-4 w-4 items-center justify-center
rounded-full bg-gray-200 text-gray-500" title="Connection required">
<Lock className="h-2.5 w-2.5" />
</div>

)}

{!isDisabled && (
<div className={" flex h-4 w-4 items-center justify-center
rounded-full border transition-colors ${
isSelected
? 'border-indigo-600 bg-indigo-600 text-white'
'border-gray-300 bg-white text-transparent group-
hover:border-gray-400"

}°} title={isSelected ? 'Selected' : 'Select'}>
<Check className="h-2.5 w-2.5" />
</div>
)}
</div>
</div>

</div>

{requiresAuth && (
<div className="mt-auto border-t border-gray-200 p-1.5">
{isAuthenticated ? (
<button
type="button"
onClick={(e) => { e.stopPropagation();
handleDisconnect(platform.id); }}
className="w-full rounded bg-gray-100 px-2 py-1 text-xs text-
gray-600 hover:bg-gray-200 transition-colors”
title={ Disconnect ${platform.name} }
>
Disconnect
</button>
2 (
<button
type="button"
onClick={(e) => { e.stopPropagation();
handleAuthenticate(platform.id); }}
className="w-full rounded bg-indigo-50 px-2 py-1 text-xs font-
semibold text-indigo-700 hover:bg-indigo-100 transition-colors"
title={"Connect ${platform.name}" }
>
Connect
</button>

;

)
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</div>

)}
</div>
);
Ht
</div>

) = (

<div className="flex flex-col items-center justify-center rounded-md bg-gray-50
p-6 text-center">
<Info className="mb-2 h-8 w-8 text-gray-400" />
<p className="text-sm text-gray-500">No platforms available to select.</p>
</div>
)}

</div>

<div className="absolute bottom-0 left-@ right-© bg-white border-t border-gray-100
p-4 flex items-center justify-between shadow-sm">
<div className="flex items-start space-x-1">
<Info className="mt-0.5 h-3.5 w-3.5 flex-shrink-0 text-gray-400" />
<p className="text-xs text-gray-500">
Select platforms to continue
</p>
</div>
{/* kHonka "Continue" HeakTMBHa AKWO Hi4oro He BMOpaHO abo Hema Bigeo */}
<button
type="button"
onClick={onNext}
disabled={selectedPlatforms.length === @ || (requireVideoSource &&
IhasVideoSource)}
className={" rounded-md px-4 py-2 text-sm font-medium transition-colors shadow-sm
${
selectedPlatforms.length === @ || (requireVideoSource && 'hasVideoSource)
? 'cursor-not-allowed bg-gray-200 text-gray-400'
'bg-indigo-600 text-white hover:bg-indigo-700 focus:outline-none
focus:ring-2 focus:ring-indigo-500 focus:ring-offset-2'
1}
>
Continue
</button>
</div>
</div>
</div>
)s
¥

export default PlatformSelection;
// VideoSettings.tsx

import React, { useState, useEffect, useCallback } from ‘react’;
import { ArrowLeft, Info } from 'lucide-react’;
import { useVideo } from '../context/VideoContext';
import {
SelectedPlatform,
UploadSettings,
} from '../types’;
import IconsByName from './PlatformIcons';
import toast from 'react-hot-toast’;

import { useVideoUploader } from '../hooks/useVideoUploader';
import YouTubeSettings from './settings/YouTubeSettings';
import TikTokSettings from './settings/TikTokSettings';
import FacebookSettings from './settings/FacebookSettings';
import TwitterSettings from './settings/TwitterSettings';
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type AllPlatformSettings = Record<string, UploadSettings>;

interface VideoSettingsProps {
selectedPlatforms: SelectedPlatform[];
isActive: boolean;
onBack?: () => void;

}
export const DEFAULT_COMMON_SETTING: UploadSettings = {
title: "',
description: "',
visibility: 'public',
tags: [],
scheduledDate: null,
¥

export const DEFAULT_FACEBOOK_SETTING: UploadSettings = {
.. .DEFAULT_COMMON_SETTING,
selectedPageId: '’

1

const VideoSettings: React.FC<VideoSettingsProps> = ({
selectedPlatforms,
isActive,
onBack,
P o= A
const { videoFile } = useVideo();
const [platformSettings, setPlatformSettings] = useState<AllPlatformSettings>({});
const [activePlatform, setActivePlatform] = useState<string | null>(null);
const [videoPreviewUrl, setVideoPreviewUrl] = useState<string | null>(null);

const {
uploadSinglePlatform,
platformResults,
resetPlatformStatus,

} = useVideoUploader();

// OHOBNWE HanawTyBaHHA ANA KOHKpeTHOl nnatdopmu
const handleSettingChange = useCallback((platformId: string, key: keyof UploadSettings,
value: any) => {
setPlatformSettings(prev => ({

...prev,
[platformId]: {
...(prev[platformid] || (platformId === 'facebook' ? DEFAULT_FACEBOOK SETTING :

DEFAULT_COMMON_SETTING)),
[key]: value,
¥
1)
o [

useEffect(() => {
const newSettings: AllPlatformSettings = {};
selectedPlatforms.forEach(platform => {
if (!platformSettings[platform.id]) {

if (platform.id === 'facebook') {
newSettings[platform.id] = { ...DEFAULT_FACEBOOK_SETTING };
} else {
newSettings[platform.id] = { ...DEFAULT_COMMON_SETTING };
}
} else {
newSettings[platform.id] = platformSettings[platform.id];
}
3

if (Object.keys(newSettings).some(id => !platformSettings[id])) {
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setPlatformSettings(prev => ({ ...prev, ...newSettings }));

}

if (lactivePlatform || !selectedPlatforms.some(p => p.id === activePlatform)) {
setActivePlatform(selectedPlatforms[@]?.id || null);

¥

}, [ISON.stringify(selectedPlatforms.map(p => p.id))]);

// CtBopwe URL pgnAa nepernsgy Bifneo Ta aBTO3aNOBHWE 3arosioBOK
useEffect(() => {
let objectUrl: string | null = null;
if (videoFile) {
objectUrl = URL.createObjectURL(videoFile);
setVideoPreviewUrl(objectUrl);

const initialActivePlatformId = selectedPlatforms[@]?.id;
if (initialActivePlatformId && platformSettings[initialActivePlatformId]) {
const currentSettings = platformSettings[initialActivePlatformId];
if (!currentSettings.title) {
const nameWithoutExtension = videoFile.name.split('.').slice(®, -1).join('.");
const formattedName = nameWithoutExtension.replace(/[-_1/g, ' ');
handleSettingChange(initialActivePlatformId, 'title', formattedName);

}
}

return () => {
if (objecturl) {
URL.revokeObjectURL(objectUrl);
setVideoPreviewUrl(null);
}
3
}, [videoFile, handleSettingChange, selectedPlatforms]);

// O6pobHMK 3MiH ANA 3aranbHUX HaNawTyBaHb
const handleCommonSettingsChange = useCallback(<K extends keyof UploadSettings>(key: K,
value: UploadSettings[K]) => {
if (activePlatform) {
handleSettingChange(activePlatform, key, value);

}, [activePlatform, handleSettingChange]);

// 06pobHuk 3MiH ana Facebook-cneundiyHux HanawTyBaHb
const handleFacebookSettingsChange = useCallback(
<K extends keyof UploadSettings>(key: K, value: UploadSettings[K]) => {
if (activePlatform === 'facebook') {
handleSettingChange(activePlatform, key, value);

}
}s
[activePlatform, handleSettingChange]
)3

// Koniwe HanawTyBaHHA 3 akTuMBHOI nnaTdopmum Ha BCi iHwi
const copySettingsToAll = useCallback(() => {
if (lactivePlatform) return;

const sourceSettings = platformSettings[activePlatform];
if (!sourceSettings) return;

const updateToast = toast.loading('Copying settings..."')
setPlatformSettings(prev => {

const newSettings = { ...prev };
selectedPlatforms.forEach(platform => {
if (platform.id !== activePlatform) {
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const defaultSetting = platform.id === 'facebook' ? DEFAULT_FACEBOOK_SETTING :
DEFAULT_COMMON_SETTING;
newSettings[platform.id] = {
...(prev[platform.id] || defaultSetting),
title: sourceSettings.title,
description: sourceSettings.description,
visibility: sourceSettings.visibility,
tags: [...(sourceSettings.tags || [1)]1,
scheduledDate: sourceSettings.scheduledDate,

selectedPageld: platform.id === 'facebook"' ?
(prev[platform.id]?.selectedPageId || '') : undefined
}s
}
1)
return newSettings;
1

toast.success('Settings copied to other platforms.', { id: updateToast });
}, [activePlatform, platformSettings, selectedPlatforms]);

const renderPlatformIcon = (iconName: string) => {
const IconComponent = IconsByName[iconName];
return IconComponent ? (
<IconComponent className="h-full w-full" />
) .

2 (
<Info className="h-full w-full text-gray-700" />
)
}s

if (!isActive) return null;
const currentActivePlatformData = selectedPlatforms.find(p => p.id === activePlatform);

return (
<div className="overflow-hidden rounded-1g border border-gray-200 bg-white shadow-sm">
<div className="border-b border-gray-200 bg-gray-50 px-4 py-3">
<div className="flex items-center">
{onBack && (
<button

onClick={onBack}

className="mr-3 flex h-7 w-7 items-center justify-center rounded-md border
border-gray-200 bg-white text-gray-700 shadow-sm hover:bg-gray-50 disabled:cursor-not-
allowed disabled:opacity-50"

aria-label="Go back"

>
<ArrowLeft size={16} />
</button>
)}
<h2 className="text-sm font-medium text-gray-800">Configure Upload Settings</h2>
</div>
</div>

<div className="p-4">
{selectedPlatforms.length > @ ? (
<div className="flex flex-col space-y-4">
<div className="overflow-x-auto border-b border-gray-200">
<nav className="-mb-px flex space-x-2" aria-label="Tabs">
{selectedPlatforms.map(platform => (
<button
key={platform.id}
type="button"
onClick={() => setActivePlatform(platform.id)}
className={ flex items-center whitespace-nowrap border-b-2 px-2 py-2
text-sm font-medium transition disabled:cursor-not-allowed disabled:opacity-70 ${
activePlatform === platform.id
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? 'border-indigo-500 text-indigo-600'
'border-transparent text-gray-500 hover:border-gray-300
hover:text-gray-700'

1}
aria-current={activePlatform === platform.id ? 'page' : undefined}
>
<div className="mr-1.5 h-5 w-5 flex-shrink-0 overflow-hidden rounded-
sm">

{renderPlatformIcon(platform.iconName)}
</div>
<span>{platform.name}</span>
{platformResults[platform.id]?.status &&
platformResults[platform.id]?.status !== 'pending' && (
<span className={"ml-1.5 h-2 w-2 rounded-full ${

platformResults[platform.id]?.status === 'success' ? 'bg-green-
400"
platformResults[platform.id]?.status === 'error' ? 'bg-red-400'
'bg-blue-400"'
} }></span>
)}
</button>
)}
</nav>

</div>

<div className="min-h-[200px]">
{currentActivePlatformData && activePlatform &&
platformSettings[activePlatform] ? (
<>
{activePlatform === 'youtube' && (
<YouTubeSettings
platform={currentActivePlatformData}
settings={platformSettings[activePlatform]}
onSettingsChange={handleCommonSettingsChange}
videoFile={videoFile}
videoPreviewUrl={videoPreviewUrl}
uploadResult={platformResults.youtube}
onCopySettings={copySettingsToAll}
uploadSinglePlatform={uploadSinglePlatform}
resetPlatformStatus={resetPlatformStatus}
renderEmbed={(platformId, result) =>
result.videoId ? (
<div className="mt-3 aspect-video w-full overflow-
hidden rounded-md border border-gray-200 bg-black">
<iframe
width="100%"
height="100%"

src={"https://www.youtube.com/embed/${result.videoId} }
title="YouTube video player"
frameBorder="0"

allow="accelerometer; autoplay; clipboard-write;

encrypted-media; gyroscope; picture-in-picture”

allowFullScreen
></iframe>
</div>
) : null
}
/>
)}
{activePlatform === 'tiktok' && (
<TikTokSettings

platform={currentActivePlatformData}
videoFile={videoFile}
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videoPreviewUrl={videoPreviewUrl}
uploadResult={platformResults.tiktok}
uploadSinglePlatform={uploadSinglePlatform}
resetPlatformStatus={resetPlatformStatus}
/>
)}
{activePlatform === 'facebook' && (
<FacebookSettings
platform={currentActivePlatformData}
settings={platformSettings[activePlatform]}
onSettingsChange={handleFacebookSettingsChange}
videoFile={videoFile}
videoPreviewUrl={videoPreviewUrl}
uploadResult={platformResults.facebook}
uploadSinglePlatform={uploadSinglePlatform}
resetPlatformStatus={resetPlatformStatus}
onCopySettings={copySettingsToAll}
/>
)}
{activePlatform === 'twitter' && (
<TwitterSettings
platform={currentActivePlatformData}
settings={platformSettings[activePlatform]}
onSettingsChange={handleCommonSettingsChange}
videoFile={videoFile}
videoPreviewUrl={videoPreviewUrl}
uploadResult={platformResults.twitter}
uploadSinglePlatform={uploadSinglePlatform}
resetPlatformStatus={resetPlatformStatus}
onCopySettings={copySettingsToAll}
/>

)}
</>
) : lactivePlatform ? (
<div className="flex h-full items-center justify-center text-gray-
500">Select a platform tab.</div>
)+ (
<div className="flex h-full items-center justify-center text-gray-
500">Loading settings...</div>
)}
</div>
</div>
2 (
<div className="flex flex-col items-center justify-center rounded-md bg-gray-50 p-
6 text-center">
<Info className="mb-2 h-8 w-8 text-gray-400" />
<p className="text-sm text-gray-500">No platforms selected.</p>
<p className="mt-1 text-xs text-gray-400">Go back to select platforms to upload

)

to.</p>
</div>
)}
</div>
</div>
)
1

export default VideoSettings;
// PostFlow.tsx

import React, { useState } from 'react’;

import PlatformSelection from './PlatformSelection';

import PlatformUploadStatus from './settings/PlatformUploadStatus';
import { ArrowLeft, RotateCcw } from 'lucide-react’;

import { useFacebookAuth } from '../hooks/useFacebookAuth';
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import { useTwitterAuth } from '../hooks/useTwitterAuth';
import AuthStatusDisplay from './settings/AuthStatusDisplay’;
import IconsByName from './PlatformIcons';

import { usePostPublisher } from '../hooks/usePostPublisher’;
import platformsList from '../data/platforms’;

import { SelectedPlatform } from '../types';

import FacebookPostForm from './post/FacebookPostForm';
import TwitterPostForm from './post/TwitterPostForm';

const PostFlow: React.FC = () => {
const postPlatforms = platformsList.filter(p => p.id === 'facebook' || p.id === 'twitter');
const [step, setStep] = useState<'select'|'compose's>('select');
const [selectedPlatforms, setSelectedPlatforms] = useState<SelectedPlatform[]>([]);
const { publishSingle, results } = usePostPublisher();
const [activePlatform, setActivePlatform] = useState<string | null>(null);
const handleSelect = (platformId: string, isAuthenticated?: boolean) => {
const platform = postPlatforms.find(p => p.id === platformlId);
if (platform) {
setSelectedPlatforms(prev => {
if (prev.some(p => p.id === platformId)) return prev;
return [
...prev,
{
...platform,
settings: {
title: "',
description: '',
visibility: 'public',
tags: [],
scheduledDate: null
1
isAuthenticated
}
15
1
setActivePlatform(prev => prev || platformld);
}
}s
const handleDeselect = (platformId: string) => {
setSelectedPlatforms(prev => prev.filter(p => p.id !== platformId));

setActivePlatform(prev => (prev === platformId ? (selectedPlatforms.length > 1 °?

selectedPlatforms.find(p => p.id !== platformId)?.id || null : null) : prev));
¥
const handlePostSubmit = (payload: any) => {
if (activePlatform) {
const platform = selectedPlatforms.find(p => p.id === activePlatform);
if (platform) {
publishSingle(platform, payload);

}
¥
¥
const { isAuthenticated: isFacebookAuth, isloading: 1isFacebookLoading, userInfo:
facebookUserInfo, error: facebookError, logout: facebookLogout } = useFacebookAuth();
const { isAuthenticated: isTwitterAuth, islLoading: isTwitterLoading, userInfo:

twitterUserInfo, error: twitterError, logout: twitterLogout } = useTwitterAuth();
const FacebookIcon = IconsByName[ 'facebook'];
const TwitterIcon = IconsByName['twitter'];
const facebookAuthInfo = facebookUserInfo

? { name: facebookUserInfo.name, id: facebookUserInfo.id, imageUrl:
facebookUserInfo.picture?.data?.url, profileUrl:
“https://facebook.com/${facebookUserInfo.id}" }

: null;

const twitterAuthInfo = twitterUserInfo
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? { name: twitterUserInfo.name, id: twitterUserInfo.id, imageUrl:
twitterUserInfo.avatarurl, profileUrl: twitterUserInfo.username ?
“https://twitter.com/${twitterUserInfo.username}" : undefined }

: null;

if (step === 'select') {
return (
<PlatformSelection
platforms={postPlatforms}
selectedPlatforms={selectedPlatforms}
onSelect={handleSelect}
onDeselect={handleDeselect}
onNext={() => setStep('compose’)}
isActive={true}
requireVideoSource={false}
/>
)
}

return (
<div className="overflow-hidden rounded-1g border border-gray-200 bg-white shadow-sm">
<div className="border-b border-gray-200 bg-gray-50 px-4 py-3 flex items-center">
<button onClick={() => setStep('select')} className="mr-3 flex h-7 w-7 items-center
justify-center rounded-md border border-gray-200 bg-white text-gray-700 shadow-sm hover:bg-
gray-50">
<ArrowLeft size={16} />
</button>
<h2 className="text-sm font-medium text-gray-800">Configure Post Settings</h2>
</div>
<div className="p-4 space-y-4">
<div className="overflow-x-auto border-b border-gray-200">
<nav className="-mb-px flex space-x-2" aria-label="Tabs">
{selectedPlatforms.map(platform => (
<button
key={platform.id}
type="button"
onClick={() => setActivePlatform(platform.id)}
className={" flex items-center whitespace-nowrap border-b-2 px-2 py-2 text-sm

font-medium transition ${activePlatform === platform.id ? 'border-indigo-500 text-indigo-600'
'border-transparent text-gray-500 hover:border-gray-300 hover:text-gray-700'}" }
aria-current={activePlatform === platform.id ? 'page' : undefined}
>
<div className="mr-1.5 h-5 w-5 flex-shrink-0 overflow-hidden rounded-sm">
{IconsByName[platform.iconName] &&
React.createElement(IconsByName[platform.iconName], { className: 'h-full w-full' })}
</div>
<span>{platform.name}</span>
</button>
)}
</nav>
</div>
{activePlatform === 'facebook' && (
<AuthStatusDisplay

platformName="Facebook"
platformIcon={FacebookIcon ? <FacebookIcon className="h-full w-full"/> : null}
isAuthenticated={isFacebookAuth}
islLoading={isFacebookLoading}
authInfo={facebookAuthInfo}
error={facebookError}
onLogout={facebookLogout}
/>
)}
{activePlatform === 'twitter' && (
<AuthStatusDisplay
platformName="Twitter"
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platformIcon={TwitterIcon ? <TwitterIcon className="h-full w-full"/> : null}
isAuthenticated={isTwitterAuth}
isloading={isTwitterLoading}
authInfo={twitterAuthInfo}
error={twitterError}
onLogout={twitterLogout}
/>
)}
<div className="min-h-[200px]">
{activePlatform && (() => {
const result = results[activePlatform];

if (!result || result.status === 'pending') {
if (activePlatform === 'facebook') {
return <FacebookPostForm onSubmit={handlePostSubmit} isSubmitting={false} />;
}
if (activePlatform === '"twitter') {
return <TwitterPostForm onSubmit={handlePostSubmit} isSubmitting={false} />;
}
return null;
}
return (

<React.Fragment>
<PlatformUploadStatus
platformId={activePlatform}
result={result}
/>
{result && (
<div className="mt-4 flex items-center justify-end border-t border-gray-100
pt-4">
<button
type="button"
onClick={() => {

results[activePlatform] = { ...result, status: ‘'pending', progress:
@, error: undefined };
setActivePlatform(null); setTimeout (() =>
setActivePlatform(activePlatform), 0);
1}

className="flex items-center justify-center rounded-md border border-
gray-300 bg-white px-4 py-2 text-sm font-medium text-gray-700 shadow-sm hover:bg-gray-50"
>
<RotateCcw className="mr-1.5 h-4 w-4" /> Back to Settings
</button>
</div>
)}
</React.Fragment>
)s
NO}
</div>
</div>
</div>
)3
¥

export default PostFlow;
// usePlatformAuth.ts

import { useState, useEffect, useCallback, useRef } from 'react’;
import toast from 'react-hot-toast’;
import axios from 'axios';

interface PlatformAuthConfig<TUserInfo> {
statusUrl: string;
userInfoUrl: string;
loginUrl: string;
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logoutUrl: string;

postMessageSuccessType: string;
postMessageErrorType: string;

extractUserInfo: (data: any) => TUserInfo | null;
platformName: string;

}

export function usePlatformAuth<TUserInfo>(config: PlatformAuthConfig<TUserInfo>) {
const popupRef = useRef<Window | null>(null);
const [isAuthenticated, setIsAuthenticated] = useState(false);
const [isLoading, setIslLoading] = useState(true);
const [userInfo, setUserInfo] = useState<TUserInfo | null>(null);
const [error, setError] = useState<string | null>(null);

const fetchStatus = useCallback(async () => {
setIsLoading(true);
setError(null);
try {
const token = localStorage.getItem('accessToken');
const headers: Record<string, string> = {};
if (token) {
headers[ 'Authorization'] = “Bearer ${token}";

}

const response = await axios.get(config.statusUrl, { headers });
setIsAuthenticated(response.data.isAuthenticated);

if (response.data.isAuthenticated) {
await fetchUserInfo();

}
} catch (err) {
let errorMessage = 'Failed to check status';
if (axios.isAxiosError(err)) {
errorMessage = err.response?.data?.error || err.message || errorMessage;

} else if (err instanceof Error) {
errorMessage = err.message;
}
setError(errorMessage);
setIsAuthenticated(false);
} finally {
setIsLoading(false);

¥
oIDs

const fetchUserInfo = useCallback(async () => {
try {
const token = localStorage.getItem('accessToken');
const headers: Record<string, string> = {};
if (token) {
headers[ 'Authorization'] = “Bearer ${token} ;

}

const response = await axios.get(config.userInfoUrl, { headers });
setUserInfo(config.extractUserInfo(response.data));
} catch (err) {
let errorMessage = 'Failed to fetch user';
if (axios.isAxiosError(err)) {
errorMessage = err.response?.data?.error || err.message || errorMessage;
} else if (err instanceof Error) {
errorMessage = err.message;
}
setError(errorMessage);
setUserInfo(null);
¥
}, [
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const logout = useCallback(async () => {
try {
const token = localStorage.getItem('accessToken');
const headers: Record<string, string> = {};
if (token) {
headers[ 'Authorization'] = “Bearer ${token} ;

}

await axios.post(config.logoutUrl, {}, { headers });
setIsAuthenticated(false);
setUserInfo(null);
toast.success( Logged out from ${config.platformName} );
} catch (err) {
toast.error(  Logout failed, but cleared local state’);
setIsAuthenticated(false);
setUserInfo(null);
¥
o [Ds

const login = useCallback(async () => {
setError(null);
try {
const token = localStorage.getItem('accessToken');
const headers: Record<string, string> = {};
if (token) {
headers[ 'Authorization'] = “Bearer ${token} ;

}

const response = await axios.get(config.loginUrl, { headers });
const { authUrl } = response.data;

const width = 600, height = 700;
const left = window.screenX + (window.outerWidth - width) / 2;
const top = window.screenY + (window.outerHeight - height) / 2;

if (popupRef.current && !popupRef.current.closed) {
popupRef.current.close();

}

popupRef.current = window.open(authurl, “${config.platformName}Auth”,
“width=${width},height=${height},top=${top}, left=${left} );
} catch (err) {

let errorMessage = “Failed to initiate ${config.platformName} login";
if (axios.isAxiosError(err)) {
errorMessage = err.response?.data?.error || err.message || errorMessage;
}
toast.error(errorMessage);
}
o[Ds
useEffect(() => {
fetchStatus();

}, [fetchStatus]);

useEffect(() => {
const handleMessage = (event: MessageEvent) => {

if (event.origin !== import.meta.env.VITE_API_BASE_URL) return;

if (event.data?.type === config.postMessageSuccessType) {
fetchStatus();
toast.success( Connected to ${config.platformName}!");

} else if (event.data?.type === config.postMessageErrorType) {
setError(event.data.error);
toast.error (" ${config.platformName} login failed: ${event.data.error}’);

i
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if (popupRef.current && !popupRef.current.closed) popupRef.current.close();
s
window.addEventListener('message', handleMessage);
return () => { window.removeEventListener('message', handleMessage); };
}, [fetchStatus]);

return {
isAuthenticated,
isloading,
userInfo,
error,
login,
logout,
fetchStatus,

}s

}

// useVideoUploader.ts

import { useState, useCallback } from 'react’;
import toast from 'react-hot-toast’;
import { useVideo } from '../context/VideoContext';
import {

SelectedPlatform,

UploadSettings,

PlatformUploadResult
} from '../types’;
import { uploadTikTokVideo } from '../services/tiktokApiService';
import { uploadTwitterPost } from '../services/twitterApiService';
import { uploadYouTubeVideo } from '../services/youtubeApiService';
import { uploadFacebookVideo } from '../services/facebookApiService';

type PlatformID = 'youtube' | 'tiktok' | 'facebook' | 'twitter';

export function useVideoUploader() {

const { videoFile } = useVideo();

const [platformResults, setPlatformResults] = useState<Record<string,
PlatformUploadResult>>({});

const updateResult = (platformId: string, data: Partial<PlatformUploadResult>) => {
setPlatformResults(prev => {

const current = prev[platformId] || { status: 'pending', progress: @ };
const updated = { ...current, ...data };
return { ...prev, [platformId]: updated };

1

1

const updateProgress = (platformId: string, progress: number) => {
updateResult(platformId, { progress });
}s

const uploadSinglePlatform = useCallback(async (
platform: SelectedPlatform,
platformSetting: UploadSettings
) => {
if (!videoFile) {
toast.error('No video file selected for upload.');
return;

}

const platformId = platform.id as PlatformID;

if (platformResults[platformId]?.status && platformResults[platformId].status l==
'pending' && platformResults[platformId].status !== 'error') {
toast.error( " Upload already processing for ${platform.name}.’);
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return;

}

let settingsValid = true;
if (!platformSetting.title) {
toast.error("Title is missing for ${platform.name}.’);
settingsvValid = false;
}
if (platformId === 'facebook' && !platformSetting.selectedPageId) {
toast.error (" Facebook Page not selected.);
settingsvalid = false;
b
if (platformId === ‘'youtube' && platformSetting.visibility === 'scheduled' &&
IplatformSetting.scheduledDate) {
toast.error( Scheduled date missing for YouTube. );
settingsvalid = false;
}
if (!settingsvalid) {
updateResult(platformId, { status: ‘'error', error: 'Configuration validation failed’

1
return;
}
const token = localStorage.getItem('accessToken');
const sessionId = token || undefined;

updateResult(platformId, { status: 'uploading', progress: 0, error: undefined });
const uploadToastId = toast.loading( Starting upload to ${platform.name}...”);

try {
let videoId: string | undefined;

let videoUrl: string | undefined;

if (platformId === ‘youtube') {
const result = await uploadYouTubeVideo(
videoFile,
{

title: platformSetting.title,
description: platformSetting.description,
tags: platformSetting.tags,
visibility: platformSetting.visibility as 'public' | ‘'private' | ‘'unlisted' |
'scheduled’,
scheduledDate: platformSetting.scheduledDate || undefined
s
sessionId,
(progress: number) => updateProgress(platformId, progress)

)s

if ('error' in result) {
throw new Error(result.error);

}

videoIld = result.videold;
videoUrl = result.videoUrl;

} else if (platformId === 'tiktok') {
const result = await uploadTikTokVideo(
videoFile,
sessionld,
platformSetting.title,
platformSetting.description || "',
(progress: number) => updateProgress(platformId, progress)
)s

if ('error' in result) {
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throw new Error(result.error);

}

toast.success(result.message || 'Successfully sent video to TikTok Inbox!', { id:

uploadToastId });
videoId = "tiktok_inbox_${Date.now()} ;

} else if (platformId === 'facebook') {
const result = await uploadFacebookVideo(
videoFile,
{

title: platformSetting.title,
description: platformSetting.description,
selectedPageld: platformSetting.selectedPageld ||
¥
sessionId,
(progress: number) => updateProgress(platformId, progress)

)s

if ('error' in result) {
throw new Error(result.error);

}

videoIld = result.videold;
videoUrl = result.videoUrl;

} else if (platformId === 'twitter') {
const tweetText = platformSetting.title || '';
const result = await uploadTwitterPost(
videoFile,
tweetText,
sessionld,

(progress: number) => updateProgress(platformId, progress)

)5

if ('error' in result) {
throw new Error(result.error);

}
toast.success('Successfully uploaded video to Twitter!', { id: uploadToastId });
videoId = result.tweet?.data?.id || undefined;

videoUrl = result.tweet?.data?.id ?
“https://twitter.com/i/web/status/${result.tweet.data.id}” : undefined;
} else {
toast.error( Platform ${platform.name} uploads not implemented vyet. , { 1id:
uploadToastId });
throw new Error(”Platform ${platformId} not supported yet. );

}

updateResult(platformId, { status: 'success', videold, videoUrl, progress: 100 });
toast.success( " Successfully uploaded to ${platform.name}!", { id: uploadToastId });

} catch (error) {
const errorMessage = error instanceof Error ? error.message : 'Unknown upload error';

updateResult(platformId, { status: 'error', error: errorMessage, progress: 0 });
toast.error (" Failed to upload to ${platform.name}: ${errorMessage}”, { id: uploadToastId
1
b

}, [videoFile, platformResults, updateResult, updateProgress]);

const resetPlatformStatus = useCallback((platformId: string) => {
updateResult(platformId, {
status: 'pending',
progress: 0,

Apk.

IAJIL1.467200.007 J14 o3

3Mm. | Apk. Ne noxym. Migmac | dara




}

videoId: undefined,
videoUrl: undefined,
error: undefined

1)
}, [updateResult]);

return {
uploadSinglePlatform,
platformResults,
resetPlatformStatus

}s

// usePostPublisher.ts

import { useState, useCallback } from 'react’;
import { SelectedPlatform, PlatformUploadResult } from '../types';

import { uploadTwitterPost } from
import { createFacebookPost, uploadFacebookPhoto } from

../services/twitterApiService';

interface PostPayload {

}

pageld?: string;

message: string;

imageFile?: File;

videoFile?: File;

published?: boolean;
scheduledPublishTime?: number;

export function usePostPublisher() {

const [results, setResults] = useState<Record<string, PlatformUploadResult>>({});

const updateResult = (platformId: string, data: Partial<PlatformUploadResult>) => {
setResults(prev => {

const current = prev[platformId] || { status: 'pending', progress: @ };
return { ...prev, [platformId]: { ...current, ...data } };
s

1

const publishSingle = useCallback(async (
platform: SelectedPlatform,
payload: PostPayload
) =>{
const platformId = platform.id;
updateResult(platformId, { status: 'uploading', progress: @, error: undefined });

try {
const token = localStorage.getItem('accessToken');

if (platformId === 'facebook') {
if (payload.imageFile) {
const result = await uploadFacebookPhoto(

payload.imageFile,

{
pageld: payload.pageld || "',
message: payload.message,
published: payload.published,
scheduledPublishTime: payload.scheduledPublishTime

1

token || undefined

)s

if ('error' in result) {
throw new Error(result.error);

}

../services/facebookApiService';
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updateResult(platformId, {
status: 'success',
videoId: result.photold,
videoUrl: result.postId ? "https://facebook.com/${result.postId}” : undefined,
progress: 100

1)

} else {
const result = await createFacebookPost(

{

pageld: payload.pageld || s

message: payload.message,

published: payload.published,
scheduledPublishTime: payload.scheduledPublishTime

token || undefined

)s

if ('error' in result) {
throw new Error(result.error);

}

updateResult(platformId, {
status: 'success',
videoId: result.postId,
videoUrl: “https://facebook.com/${result.postid}",
progress: 100

1
}
} else if (platformId === 'twitter') {
const file = payload.imageFile || payload.videoFile;

const twitterRes = await uploadTwitterPost(file, payload.message, token || undefined);

if ('error' in twitterRes) {
throw new Error(twitterRes.error);

}

updateResult(platformId, {
status: 'success',
videoUrl:twitterRes.tweet?.data?.id?
“https://twitter.com/i/web/status/${twitterRes.tweet.data.id}" : undefined,
videoId: twitterRes.tweet?.data?.id,
progress: 100
})s

}
} catch (e: any) {

updateResult(platformId, { status: 'error', error: e.message });

}
o IDs

return { publishSingle, results };
}
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