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AHOTAILIS

B GakamaBpcekoMy AuruIoMHOMY MpoeTi Oyio peanmizoBano BACK-END Ta
FRONT-END wactuny Be0-3aCTOCYHKY JJIs CHUIKYBaHHSI. MeTor0 po3po0Kku O0yi1o
CTBOPEHHS BITYM3HSHOTO MECEH/[)KEPa 3 BUKOPUCTAHHSIM TEXHOJIOT1H 3aXHILEHOTO
CIUIKYBaHHS Ha OCHOBI MG PYBaHHA JaHUX Ta 3 3ATyYCHHSIM (DyHKIIIH
aaMiHicTpyBaHHS. s IBOTO B XO/1 MiATOTOBKH A0 PO3POOKH OYyJI0 MPOaHATi30BaHO
Cy4acHi aHAJIOTH MOAIOHUX CUCTEM B pe3yJIbTaTl YOTO BUICHO CTEK TEXHOJOTIH, 110
OyIyTh BUKOPHUCTOBYBATHUCH.

J1J1s1 CTBOPEHHS 3aXUIICHOT0 KaHATy 3B’s3Ky 0yJI0 00OpaHO TEXHOJIOT1IO Ha
OCHOBI acuMeTpuyHoro mudpyBanHsa ta Bukopucrano WebSockets. [To6ynoBa
CEpBEpPHOT YaCTHHM 3TIMCHIOBAIACH 3 BUKOPHUCTAHHIM MOBHU IIpOrpaMyBaHHs Java Ta
bpeitMBOpKyY Spring Ta TaKuX HOTO CKIAIOBUX K Spring-Boot Ta Spring Security. J{ns
30epekeHHs iH(opMaIlii BAKOpUCTOByBajach 06aza manux PostgreSQL. KimienTchka
yacThHA OyJia CTBOPEHA 3 BUKOPUCTAHHSIM CYy4aHOTo Ta MIBUIKOTO (peiMBOPKY
React]S. B pe3ynbrarti po3podku Be0-3aCTOCYHKY OyJI0 OTpUMaHO TOTOBUH Ta
MacimTaboBaHUM MPOAYKT TOTOBHM JJIsl BAKOPUCTAHHS KIHIIEBUMU KOPUCTYBAYaMH.

Kitrouogi croBa: BeO-3actrocynok, FRONT-END, BACK-END, WebSockets,
Java, Spring, Spring-Boot, Spring Security, React]JS.

ANNOTATION

In the Bachelor’s degree project was implemented BACK-END and FRONT-
END part of the web application for communication. The purpose of the development
was to create a domestic messenger using secure communication technologies based
on data encryption and involving administrative functions. In order to achieve this goal,
modern analogs of similar systems were analyzed, resulting in the identification of the
technology stack to be used.

A technology based on asymmetric encryption and WebSockets were chosen in
order to establish a secure communication channel. The server side was built using the
Java programming language and the Spring framework, including such components as
Spring-Boot and Spring Security. PostgreSQL database was used to store data. The
client-side was developed using modern and fast React]S framework. As a result of the
web application development, a ready-to-use scalable product was obtained for end-
users.

Keywords: web application, FRONT-END, BACK-END, WebSockets, Java,
Spring, Spring-Boot, Spring Security, ReactJS.
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1. HAUMEHYBAHHS TA OBJACTb 3ACTOCYBAHHA

JlaHe TexXHIYHE 3aBJaHHs IOLIUPIOETHCA HA PO3POOKY BEO-3aCTOCYHKY ISt
0€3MeYHOro Ta 3aXUUICHOIO CHUIKYBaHHS KOPUCTYBauyiB 3 3aCTOCYBaHHSIM
TEXHOJIOT1H u(pyBaHHS JaHUX.

ObnacTe 3acTocyBaHHS: BiTUM3HSHA aJbTEpHATHBA MOMYJISPHUM CBITOBUM

IPOIYKTaM JUisl OOMIHY MOBIAOMIIEHHSIMH CE€pel] KOPUCTYBayiB.

2. HIACTABHU IJIAA PO3POBKHA

[TincTaBoro asst po3poOKH 1aHOTO BEO-3aCTOCYHKY € ITOCTABJICHE 3aB/IaHHS Ha
BUKOHAHHS poOOTH KBasi(ikaliiHO-OCBITHROTO piBHS «bakamaBp» cremialbHOCTI
123 «Komm’toTepHa iHkeHepis» 3aTBepkeHe kadenporo OOUNCTIOBANIBHOT TEXHIKU
HamionansHoro TexHiuHoro yHiBepcuteTy Ykpainu «KuiBcbkuit I[lomiTexHiuHui

1HCTUTYT 1MeH1 Irops CikopchKOro».

3. META TA ITPU3HAYEHHSA PO3POBKH

Meroro naHoi poOOTH € CTBOPEHHS BITYM3HAHOIO BEO-3aCTOCYHKY IS
oOMiHy 1HGOpMAIliEl0 3 BHUKOPUCTAHHSIM  TEXHOJOTIM  IM(ppPyBaHHS Ta
KoH(pineHiiHoCTI faHux. [Ipru3HadyeHHsIM pOo3pOOKH € CTBOPEHHS allbTEPHATUBHOTO
Oe3neyHoro pilmeHHs sl oOMiHy 1H(QOpMAI€Ed MK KOpPHCTyBayaMu y pasi
Hernepea0ayeHoi MOBEMIHKKM a00 BHUTOKIB JaHUX MPU BUKOPUCTAHHI 1HO3EMHHX

aHaJIOT1B

4. IVKEPEJIA PO3POBKH

Jl>xepenaMu po3poOKH JaHOTO AUILIOMHOTO MPOEKTY Oyiu odimiiHi JKepesna
Ta PecypcH 3 JOKYMEHTALI€I0 /JI TEXHOJOTIYHUX PIIMIEHb BUKOPUCTAHUX MPU
po3po0iii, a caMme: TIOKyMeHTallisi MOBH Java, ¢ppeiimBopkiB Spring Ta ReactJS Ta iH.,
a Takok  myOJsikamii Ta CTarTi y Mepexi [HTepHeT, 10 CTOCYIOThCS OOpaHUX

TEXHOJIOT1i, HAYKOBO-T€XHIUHA JIITepaTypa.

Apk.

[AJII1.467100.002 T3 5
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5. TEXHIYHI BUMOI'N

5.1. Bumoru 10 po3po0JieHOr0 NPOAYKTY

[Ipoctuii Ta IHTYITUBHO 3pO3yMUIHI KOPUCTYBALIbKUM THTEPQEIC.

3py4HHil Ta HaIIHHUIM MEXaH13M peecTpallii Ta aBTopu3allii KOpUCTyBayiB.
HanaTtu koprcTyBauaM MOXJIMBICTb MOIIYKY IHIIMX KOPUCTYBaylB y CUCTEMI 3
peantizoBaHUM MEXaH13MOM 3pY4YHOT (PUIbTpAIlii Il TPUIIBUAIICHHS MTOIIYKY.
Hangatu MOXIMBICTh KOPUCTYBa4YaM MIANUCYBATHCH HA 1HIIUX KOPUCTYBAYIB.
Hanatu MOXIIMBICTh KOPUCTYyBauaM CTBOPIOBATH MOCTH.

Hanatu xopuctyBauaM MOKJIMBICTh CTBOPEHHS I'PYIOBHX Ta IPUBATHUX YaTiB
JUJISl CIIIJIKYBaHHS B CUCTEMI.

KoxeH yaT nmoBMHEH MaTH CUCTEMY YYaCHMKIB MOOYZOBaHy Ha ie€papxii, 110
BKJIIOYae B cebe Bl poii: poib 3BUYANHOIO yYacHMKa TPYNHU Ta poiib
aZIMiHICTpaTOpa rPyIu 3 PO3MKUPEHUM HAaOOPOM IpaB B TPYII.

KoxeH yuyacHMK uaTy NOBHUHEH MaTH MOXJIMBOCTI JJIsi BHUAAJEHHS Ta
penaryBaHHs paHillle BIAIPaBICHUX MOBIJIOMJIEHb, & TAKOXK MOXJIMBICTD IS
3aJIMIICHHS Yary.

Koxen aamiHicTpaTop uaTy NOBMHEH MaTd BCl IpaBa 3BHUYANHHX
KOPHCTYBadiB, a TaKOX MOJIHMBICTh BUAAIATH HEOAKAHUX KOPUCTYBayiB
IpyNH Ta iX MOBIJOMJICHHS, a TAKOXK [IPaBO Ha BUIAJICHHS BCI€T TPYIIH.

KoxHe moBiJOMIIEHHS 4ary, Hepe]] BIANPaBKOIO Ha cepBep AJs 30€peKeHHH,
MOBUHHE IH(PPYBATUCh BUKOPUCTOBYIOUM TEXHOJIOTII aCHMETPUYHOTO Ta
CUMETPUYHOI0 HIN(PPYBaHb.

udpyBanns moBuHHE OYTH peaiai3oBaHO Ha OCHOBI OOMIHY M1k CEpBEPOM Ta
KOpHCTyBaueM MyOMIYHMX Ta TMPUBATHUX KIIOYIB y MOMEHT BXOAY
KOpHUCTYBa4a B CUCTEMY.

[ToBimoMieHHS KOPHCTYBadiB TOBHHHI 30epiratuch B 3alIH(PpOBAHOMY

BUIIAA1 B 0a31 TaHUX.

Apk.
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B MoMeHT mepenmaul MK KIIEHTCHKOIO Ta CEPBEPHOIO YAaCTHUHOIO
MOBIJJOMJICHHSI HE MOXe€ OyTH pO3MM(ppPOBaHE HIKUM IHIIUM OKpPIM BJIacHe
OTpHUMYyBaya MOBIJOMJIEHHS a00 K CAMUM CEPBEPOM.

- Cucrema Be0-3aCTOCYHKY IIOBUHHA MaTH KOPHUCTYBaudiB 3 IpaBaMu
aJMIHICTpaTopa AJisl yIpaBIIIHHS HEIO.

- KopucryBaui 3 mnpaBamMu aaMiHICTpaTOpa TOBUHHI MaTH MOMJIMBICTb
OokyBaTd a00 BUJAIATH KOPHUCTYBauiB, 10 MOPYIIYIOTh IpaBuia
maTGopMu, a TaKoXK (DYHKIIIIO JJisI CTBOPEHHSI HOBHUX aJMIHICTPATOPIB JJIs
JIOTIOMOT'H B YIIPaBJIiHHI CHUCTEMOIO.

- CucremMa MOBMHHAa MaTH TOJIOBHOTO aJMIHICTpaTOpa, IO MAa€ JTOJATKOBY

(YHKLIIO BUJAICHHS 3BUYAaHUX aIMIHICTPATOPIB.

5.2. Bumoru 10 nmporpaMHoro 3ade3ne4eHHs

Bumoru ju1st KITiEHTCHKOT YaCTHHU:

- OC Windows 10, Mac uyu Linux.

- bynpb-axuit 3 cyuyacHux BeO-OpaysepiB (Google Chrome, Microsoft Edge,
Mozilla Firefox, Opera Browser Ta 1H.).

Bumoru 17151 cepBepHOi YaCTUHMU:

- JavaBepcii 17 abo Buie.

- baza nanux PostgreSQL.

5.3. BuMoru 10 anapaTHoi YaCTHHH

- PexomennoBano 8 I'b Ta Oi1b11e RAM.

— UII Intel Core (5+ nokoninusg) a6o AMD 3 nBoma Ta OuIbIIIE SApaMU.

- 3oBHimHA nam’ stk 64 I'b.

-  Moayns WIFI a6o po3’em RJ45 nis nmigkirodeHHs Kademro 11t 3a0e3meueHHs

JIOCTYITY JI0 MEPEK1 IHTEPHET.

Apk.

[AJII1.467100.002 T3 A

Apx. | Ne ookym. Hionuc | Jama




6. ETAIIM PO3POBKHA

Hazsga eraniB BUKOHAHHS

TepmiH BUKOHAHHS

3aTBepKCHHS TEMU POOOTH

15.03.2024 - 17.03.2024

BuBueHHs Ta aHami3 3aBJJaHHA

17.03.2024 - 25.03.2024

Po3pobka apxXiTeKTypH Ta 3araibHOI CTPYKTYPH CUCTEMHU

25.03.2024 - 05.04.2024

Po3poOka cTpyKTyp OKpeMuX MiJACHCTEM

05.04.2024 - 15.04.2024

[Iporpamua peaiizallisi CHCTEMH

15.04.2024 - 10.05.2024

OdopMIICHHS MOSCHIOBAILHOT 3aITUCKH

10.05.2024 - 30.05.2024

[AJII1.467100.002 T3
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API

HTTP

TCP

URL

URI

WebSocket

b1
CVYB/I
ORM

JWT

E2EE
OOP

IoC
DI

Hibernate

JDBC

HEPEJIIK CKOPOYEHDb TA TEPMIHIB

(Application Programming Interface) [lpuxknaauuii nporpam-
HUM 1HTEpderiC.

(HyperText Transfer Protocol) IIpotokosn nepenaui
TIEePTEKCTOBUX TJOKYMEHTIB.

(Transmission Control Protocol) [IpoToxon ynpaBiiHHs
nepenavyero JaHux

(Uniform Resource Locator) YHidikoBaHui Jiokatop
pecypciB abo aapeca pecypcy.

(Unified Resource Identifier) YHidikoBanuii inentudikarop
pecypcis.

[IpoTokod, 1o npu3HaYeHui 17151 0OMiHY 1H(POPMALIEI MIXK
Opay3epom Ta BeOCepBEPOM B PEKUMI pEaIbHOTO Yacy.
baza nanmx.

Cucrema ynpaniiHHs 0a3aMu JTaHKX.

(Object Relational Mapping) O6’exkTHO-pesIIiHe
BiJT0Opa’keHHS.

(JSON Web Token) CtanmapT TOKeHa IOCTYyIy Ha OCHOBI
JSON.

(End-to-end-encryption) Hackpizue mmudpyBanHus
(Object-oriented programming) O6’€KTHO-OpIEHTOBaHE
IporpamMyBaHHS.

(Inversion of Control) IuBepcis kepyBaHHS

(Dependency Injection) BripoBamkeHHs 3a1ekHOCTEN

3aci0 BimoOpaskeHHs Mk 00’ €KTaMU Ta pesIsAIiiTHIMU
CTpyKTypamu st uiatdopmu Java.

(Java DataBase Connectivity) [Ipukiiagauii mporpaMHuit

iHTepdeiic Java nis 3’ eqHaHHs 3 0a3amMu TaHUX Ha Java.

Apk.
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CRUD

SQL

JSON

HTML

CSS
JS

REST

SOAP

ACID

STOMP

(Create, Read, Update, Delete) - OcHoBH1 (yHKLIi yripaBi-
HHS  JAaHUMH  «CTBOPEHHS,  YUTaHHS,  OHOBJICHHS,
BHJIAJICHHSD.

(Structured Query Language) MoBa 3anmuTiB JjIs1 B3a€MOJI1
KOpHUCTyBaua 3 0a3aMu JaHUX.

(JavaScript Object Notation) TekcroBuii dopmar oOMiHY
JAHUMHU MK KOMIT I0T€paMHu.

(HyperText Markup Language) CtanaapTuzoBaHa MoBa po3-
MITKH TIIIEPTEKCTY IS Meperisiay BeOCTOPIHOK y Opay3epi.
(Cascading Style Sheets) Kackamani TaGauIll CTHIIB.
(JavaScript) lunamiuHa 00’ €KTHO-OpI€EHTOBAaHA MOBA
porpamMmyBaHHS.

(Representational State Transfer) Ilizxix mo moOymoBu ap-
XITEKTYpH MEPEKEBUX MPOTOKOIIIB, K1 HAJAIOTh TOCTYI J0
1H(hOpMaIIHHUX pecypCiB.

(Simple Object Access Protocol) mpoTokon oOMiHy CTpyK-
TYpOBaHUMU MOB1JIOMJICHHSIMU B PO3MOIICHUX
OOYHCITIOBAILHUX CHUCTEMaX, IO Oa3yeThcs Ha (Qopmari
XML.

(Atomicity, Consistency, Isolation, Durability) Habip Bnac-
TUBOCTEH, II0 TapaHTYIOTh HAAIMHY pOOOTY TpaH3aKIin
0a3W MaHWX: aTOMapHICTh, Y3TO/KEHICTh, 130JbOBAHICTH,
JIOBTOBIYHICTb.

(Simple Text Oriented Messaging Protocol) IIporoxomn,

3aCHOBaHMI Ha Pperimax, 3MoenboBaHuX Ha ocHoBl HTTP.

Apk.
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BCTYII

CroinkyBaHHs Ta OOMiH iHpOpMalli€l0 yepe3 [HTEepHET y CydacHOMY CBITI
CTaJI HEBI1J'EMHUMH YaCTHHAMU TOBCSKICHHOTO XUTTA Oynb-akoi joanHu. Came
TOMY THUTaHHS OC3MEeKW JaHWX Ta 3aXHCTy KoH]iAeHIiHHOT iHdopMarllii ctae Bce
Outpn akTyanbHEM. OcCOOMMBO TOCTpO LA mMpoOiema moctae y cdepi oHmaitH
KOMYHIKaIliii, 1€ pu3UKA BUTOKY i1HGoOpMaIlii, KideplaxpaiicTBa, 3JI0My aKayHTIB
KOpHCTYBadiB Ta KOMIIPOMEHTAIIIT 0COOMCTOI iHPOpMAIIil € OTHUMU 3 HAUBUIIHX. Y
3B’S3KYy 3 ITUM 3pocTae MmoTpeba B CTBOPEHHI HAMIMHMX Ta OE3MEYHMX KaHajiB
3B’SI3Ky, Kl TapaHTYIOTh 3aXHMCT JaHuX B Mepexi “Inrepuer”. Came HasBHICTb
TaKMX KaHATIB € BU3HAYaIbHUM (DaKTOpOM IMpH BHOOPi BIAIMOBITHOTO PECypCy B
Mepexi.

OpHuM 3 pilmeHb NpoOJeMH BUTOKY JaHMX B 3ac00aX MPU3HAYEHUX IS
KOMYHIKAIlll TakuX SK MECEH/KEPU € MIATPUMKA 3aCTOCYHKOM TEXHOJOTIN
mudpyBanHs gaHuxX. OJIHIEI0 32 HAWMOMYJSIPHIMIUX TEXHOJOTIH B I cdepi €
Hackpizne mmdpyBanas (End-to-end encryption). Takmit cmoci6 Hapasi
BUKOPUCTOBYIOTh OUIBIIICTh MOMYJISIPHUX MeceHkepiB. [lepeBaroro Ttakoro Tuiry
mudpyBaHHS € T, IO JIMIIE BIANPABHUK Ta OACP>KYyBad MOBIJOMIICHHS MOXYTh
yoro mpouutaTtd. HapiTh SKIIO NOTEHUIMHUN 3JOBMUCHHUK TE€PEXONUTH
MOBIJJOMJICHHST B TIpoOlleCi HAJACHWIAHHS, BIH HE 3MOXE Horo po3mudpysaty,
OCKUIbKH JIJISl IbOTO TMOTPIOEH CleliaibHUM K04, SIKUW € JIUIIe y OJep)KyBaua.
KpiMm Toro, BapTo 3a3HA4WTH, TapHUM TOHOM BBaXKAETHCS 3aU(pPOBYBATH
iH(dopMaIlito He JuIIe Mpy Hepenayi il uepe3 Mepexy, a i npu 30epekeHHi ii Ha
cepBepi. Taka mponeaypa HOOJAaTKOBO yOe3meuye JaHI Ha CepBepl  Bia
HECAHKI[1I0HOBAHOTO JIOCTYITy 330BHI.

Jlist cTBOpeHHsT O€3MEeYHOro CIHUIKYBaHHS B Mepexi “IHrepHer” B HaHiid
poboTi Oyno 00paHO peanizyBaTh CHUIKYBaHHS Yy (opMi BeO-3aCTOCYHKY 3
ACUMETPUYHUM MUGPYBAHHSM MOBIJJOMIICHD “B TPaH3UTI”, IO YaCTKOBO CXOXKE Ha

HackpizHe 1mmdpyBaHHsa. Takuii TUI 3aCTOCYHKY Ma€ JIeKIJIbKa IepeBar B

Apk.
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MOPIBHAHHI 3 MOOUTBHUMH Ta JECKTOITHWMH aHajoramu. llo-mepmie, 11e
nocTynHicTh. Jlo Be0-3aCTOCYHKIB MOKHa OTPUMATH JOCTYH 3 OyJb-SKOTrO
OPUCTPOIO, SIKMM Mae MIAKIOYEHHS J0 MEpekl Ta OyAb-sSKUid BCTaHOBIEHUMN
Opay3ep. Takox BapTO BIA3HAUUTU MPOCTOTY y BUKOpUcTaHHI. Taki 3aCTOCYHKH,
3a3BUYall  MOPOCTIIIl OCKUIBKM HE BUMAararoTb BCTAaHOBJIEHHS J10JaTKOBOI'O
IPOrpaMHOTO 3a0€3MEUeHHs, 10 y CBOIO YEpry IOTOMara€ eKOHOMHTH Miclle Ha
npuctpoi kopuctyBaua. llle onHiero nepeBaror € eKOHOMIYHA BUTIIHICTh, aJKe HE
NOTPIOHO OKPEMO CTBOPIOBATH Pi3HI BapiaHTH MPOAYKTY AJS PI3HUX OMEpaIiiftHUX
CUCTEM. 3 ypaxyBaHHSM BCIX ME€PEPaxOBaHUX (PAKTOPIB, CTBOPEHHS MPOTPAMHOIO

MPOJYKTY Ha BEO-1IaTHOPMI € HAMBUT1THIIIIKM.

Apk.
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PO3/ILI 1.
AHAJI3 IPEAMETHOI OBJACTI

1.1 3aranbHe TMOHATTA Ta OCHOBHA iJed 3aCTOCYHKY JJsd

CIIJIKYBAHHSH

[Totpeba B cminKyBaHHI € OAHIEIO 3 6a30BUX MOTPEO B JIOACHKOMY KHUTTI Ta
cycniibeTBl 3araioM. CHUIKyBaHHS JICKUTh B OCHOBI (DOPMYBaHHSI CTOCYHKIB,
oOMiHy 1H(pOpMaIli€lo, HaBYaHHS Ta PO3BUTKY. BoHO 1ae Ham BiguyTH cebe
3’€JHAHMMHU 3 I1HIIMMU, JOMOMArae CIIBOPAIOBATH HAJ CIUIBHUMHU LUISMH Ta
BUPIIITYBATH MPOOJIEMHU.

3 po3BUTKOM TIOOANBbHOI Mepexki “laTepHEeT” 111 mOTpeda nuIe 3pocia.
[HTEpHET BIOKPWUB HOBI MOXIIMBOCTI JIsi OOMiHY iH(pOpMAII€I0 Ta paauKaIBHO
3MIHUB CIOCIO, SKUM MH CHUIKYEMOCh OJWH 3 OJHUM. 3aBJsSIKA TOSBI
PI3HOMaHITHUX MJIATPOPM, TaKUX SIK COIaIbHI MEPEXi, MECEH/DKEPH, CICKTPOHHA
MOIIITAa TOINO, KOMYHIKYBaTH CTaJO 3pYyuHille, AOCTYIHIIIE Ta MIBUJIIE, a JaleKl
BiJICTaH1 OUTbIIIE HE € TIEPETIOHOIO JIJIsl BUPIIICHHS P13HOMaHITHUX NUTaHb. KoxkeH 3
IIUX HOBITHIX CEPBICIB Ma€ CBOi OCOONHMBOCTI, TEpPEBarm Ta HEIOJIKH, IPOTE
3arajoMm iX BCiX MO>KHA Ha3BaTU 3aCTOCYHKAMH JIJISl CIIIIKYBaHHS.

OTxe, 3aCTOCYHOK ISl CHUIKYBaHHSI - II€ MpOTpamMHe 3a0e3MeUYeHHS, SKe
JI03BOJISIE  KOpUCTyBayaM OOMIHIOBATUCH IMOBIIOMJIEHHSIMU pi3HOro Ttumy. Lle
MOXXYTh OyTH TEKCTOBI MMOB1IOMJICHHS, MyJIbTUMEA1MHI (aitim abo  (ailyiy 1HIIMX
BU/IIB. BUTBIITICTh CydyacHHUX 3aCTOCYHKIB OEpyTh 32 OCHOBY camMe OOMiH TEKCTOBOIO
1H(dOopMaIli€ro Ta HaJaal PO3MMPIOITh (QYHKIIIOHAT ISl MOKIIMBOCTI 3/11MCHIOBATH
roJI0COBI JI3BIHKM a00 Bieo3BiHKU. B maniil po6oTi Takox Oyio 00paHo HAIIPSIMOK
peamizamii TOBIAOMJIEHR caMe TEKCTOBOTO (opmary. Baprto 3a3HauuTh, 110
mwaTdopMoro ISt peatizailii moaidHOro BUAY 3aCTOCYHKIB MOXe OyTu Oyib-sika 3
NOMYJSIPHUX OINEpaliiHUX CHUCTEM, ajl€ YHIBEPCAIIbHUM pPIIICHHAM BBa)Ka€ThCA

peanizaiis y BUTJIsiI1 B€0O-3aCTOCYHKY, aJKe 1€ 1I03BOJISIE BIIKPUBATH CEPBIC Ha

Apk.
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OyAb-IKOMY SIKOMY MIPUCTPOi 0€3 MPHB’SI3KHU JJO KOHKPETHOI MIaTPOpMHU.
1.2 IHomyasipHicTh Ta aKTYAJBbHICTH PO3POOKH

OpHuM 3 HAWMOMYJSIPHIMIMX PIIMICHb AJisi peani3aiii Be0-3aCTOCYHKIB IS
CHIJIKYBAaHHS € MECEHUKEPU. IX OCHOBHOIO iJIe€I0 € CTBOpPEHHs e(eKTHBHOIO Ta
HaJIMHOTO CIIOCOOY ISl B3AEMOIIT MK KOPUCTYBauyaMH Y PEXKHMI PEaIbHOTO Yacy
HE3aJIeXKHO BiJ reorpadiyHOro MoJIOKEHHS! KOPUCTYBAYIB.

3rifHO CTATUCTHUYHUX JJAaHUX I1HTEpHET-pecypcy businessofapps.com [1],
cepen 10 HanOLIbII OMyIApHUX J0aTKIB 2023 poKy 10 BCbOMY CBITY, SIK MIHIMyM
5 No#aTKiB € MECEeHIKepamMu abo XK TaKUMH, 110 MICTATh (YHKIIOHAT OOMIHY
MOBIJOMJICHHSAMH B peainbHOMy daci. lle BimmoBigHo Instagram, WhatsApp,

Telegram. SnapChat, WhatsApp Business.

Tabmums 1.1 - Torm 10 HaUMOMYJISIPHIIIAX 3aCTOCYHKIB 3T1THO TaHUX PECYPCY

Business Of Apps [1].

App Downloads, m
Instagram 696
TikTok 654
Facebook 553
WhatsApp 475
CapCut 389
Telegram 355
Snapchat 343
Temu 274
WhatsApp Business 267
Spotify 248

Oxkpim TOro, 3rifHO pecypcy statista.com [2] mumie 3a 6epezeHs 2024 poky y
BChOMY CBIT1 Oy10 3/iiicHeHO 58 MJIH. CKauyBaHb 3aCTOCYHKY Instagram, 42 miH. -

WhatsApp ta 27 muH. - Telegram.

Apk.
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Facebook

Instagram

TikTok

WhatsApp

Telegram

Threads

CapCut

Messenger

Snapchat

WhatsApp Business

Number of downloads in millions

Pucynok 1.1 - 3acTocyHKH 3 HAalOUTBIIOIO KUTBKICTIO CKadyBaHb 32 OEpe3eHb

2023 poky 3rigHO JaHuX pecypcey Statista [2].

[Mlomo VYxkpainu, TO cuUTyaliss JIyXe CX0Xa 3 CBITOBOW. BiamoBinHa

cratuctuka 3a 2023 pik HaBeJeHa B TAOJIUIIl HIDKYE.

Tabmuusg 1.2 - HaltnomynsipHinni 3acTOCYHKH B YKpaiHi B 2023 polii 3riJIHO TaHUX

pecypcy web-promo.ua [3].

Ne App Downloads, m
1 TikTok 5.49
2 Telegram 4.71
3 Instagram 3.00
4 Viber 2.63
5 Nova Poshta 2.49
6 Royal Match 245
7 WhatsApp Messenger 2.40
8 Prom.ua 2.38
9 Privat24 2.37
10 Hist 2.23

BpaxoByroun HaBeieHYy CTaTHMCTUKY MOXHA 3pO3YyMITH, IO IOIMYJSPHICTh
3aCTOCYHKIB Ul CIUIKyBaHHs Jjuiie 3poctae. [lpm 1npomy, He3BakalouuW Ha
PI3HOMAHITTSl ICHYIOUMX JOJATKIB, MOCTIMHO 3’SIBJISIOTHCS HOBI MPOrpaMu, WLIO
HOBTOPIOIOTh (DYHKLIOHAJI CBOI MOMNEPEIHUKIB, aje MPU LIbOMY MPOMNOHYIOTh I10Ch

CBOE€.
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KpiM TOro momyJssipHICTh 3aCTOCYHKY MOXKE 3ajlekaTh Bij KpaiHu. Tak,
WhatsApp HaiiOuiemn nomupenuid B kpainax IliBnennoi Amepuku, bimszpkoro
cxomy, €Bpomu, a Takok B ABcTpanii, B Toi dac sik Facebook Messenger mae
nomnysipHicTs B CIIIA ta Kanani. Takox BapTO 3a3HaUUTH, 1O JESAK1 JTHOIU OOSTHCS
KOPHUCTYBAaTHCh MUIaTHOpMaMy IHIIUX KpaiH, a/pke IyMaroTh, IIO Biajda KpaiHU
MOKe 30MpaTé OCOOMCTI [aHi KOpPUCTyBauiB y CBOiX iHTepecax. Came TOMy
OUIBIIICTh  BIJJIa€ MepeBary po3poOKaMm BIACHUX JEpkaB. ['apHUM MPUKIAIOM €
Kuraii, ne HaitmomyspHIIMM MeceHKepoM € 3acTtocyHok WeChat po3pobiennii

KUTaMCHhKOIO TEJICKOMYHIKaIlIiHO0 KoMmmaHieto Tencent.

merety ) SimilarWeb

Pucynox 1.2 - HaitnomysipHitii 3aCTOCYHKH 3 PO3IOIIJIOM 110 KpaiHaM CTaHOM

Ha 2022 pik 3riHO AaHUX BeO-pecypcy similarweb.com [4].

Ha >xanp, Ykpaina He Mae mOMyJsSIpHUAX Ta O0€3MEeYHUX BITUYM3HSHUX aHAIOTIB
CBITOBUM 3aCTOCYHKaMm JMJi cHUIKyBaHHA. CamMe TOMY, a TakoXX BpPaxOBYIOUHU
HaBe[eHI BUIIE (aKTH Ta CTATUCTUKY, JaHa TUIUIOMHA poOOTa Mae Ha MeETi

CTBOPEHHsI TaKkoi miatdopmu.
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1.3 Oco0smBoCTi pO0OOTH MecCeHIKepiB

[TpunaIun poOOTH MECeHpKepa IMOJATaeE Y BCTAHOBIICHHI 3B 3Ky MK JBOMA
abo Ourbmie mpucTposMU. DYHIAMEHTOM JUIsl 1BOTO CIYTye KIIEHT-CepBEpHa
apxiTektypa. Takuii TUN apXiTeKTypH TOJSITa€ B PO3MOALTIL OOOB'S3KIB MiX
JEKUTbKOMa KOMIIOHCHTAMH: KJIIEHTOM Ta CEPBEPOM.

- KiieHTChKkMiT KOMITIOHEHT - II€ TporpamHe 3abe3rnedeHHsi abo 0JAaTOK, KU
KOPHUCTYBaul BCTAHOBJIIOIOTH HAa CBOI MpucTpoi. Lleil KoMIOHEHT BiANOBIAAE 32
BiJIoOpaXkeHHs 1HTep(deiicy kopucTtyBada, oOpoOKy Ta BIANPaBKY MOB1IOMJICHb
Ta IHIIUX JTaHUX.

- CepBepHuii KOMIIOHEHT - II¢ TIpOrpaMHe 3a0€3MeUYCHHS, SIKE€ PO3MIIIYEThCS Ha
BeO-cepBepl 1 3a0e3mneuye 30epekeHHs Ta OOpoOKy JaHUX Ta BIAMPaBICHHS
noBioMIIeHb. Koiu KOpucTyBad BiIKpHBAE MECEH/KEpP Ha CBOEMY IPHUCTPOI,
KJIIEHTCbKA TIpOrpaMa BCTAHOBIIOE 3B’SI30K 3 CEPBEPOM, WO JIO3BOJISIE
0OMIHIOBATHCS TTOBIJOMJIEHHAMH. [1icis IbOTO KITIEHT MOXKE HAJCUIIATH 3aITUTH
70 cepBepa, KU B MOAAIBIIOMY OOpOOJISIE Il 3aluTH, 3a MOTpPedm 30epirae

JIaH1 Ta HaJICWJIa€ BIAMOBIII 3 1HPOpMaIli€r0, HEOOX1THOIO KITIEHTY.

B wMecenmxkepax Takud OOMIH TMOBIAOMJIEHHSMH MIDXK CEpBEpOM Ta
KOPUCTYBauyaMHM 3a3BUYAll JOCIATAETHCS 3a IOMIOMOTOK0 CHCTEMH OOMIHY MUTTEBUMU
MOB1IOMJICHHSIMU.

Texnonoris 0OMiHy MUTTEBUMH TOBIJOMJICHHIMH - 1€ CIy>K0a /st oOMiHy
TEKCTOBUMHU MOBIAOMJICHHSIMH MDK KOMO'tOTepaMu a00 I1HIIMMH IPUCTPOSIMHU
KOpHUCTYBauiB 4yepe3 KOMI'IOTepHI Mepexi. [1oBigoMieHHs 3a3Bu4ail nmepearoThCs
MDK ABOMa ab0 Oulbllle CTOPOHAMHU, KOJIM KOKEH KOPHUCTYBad BBOJUTH TEKCT 1
3amyckae mnepefady OJiep)KyBauy, SKUW MIAKIIOYEHUN 110 criiibHOiI Mepexi. Llei
cnoci0 BiIPI3HAETHCS Bi €IEKTPOHHOI MOIITH THM, IO PO3MOBHU UY€pe3 MUTTEBI
MOBIIOMJICHHST BiAOYBAalOTBCS B pEXHUMI peajgbHOro yacy. [[is mporo MoXyTh
BUKOPUCTOBYBATHUCS PI3HI TEXHOJIOTIi, Taki sk BeO-cokeTH, push cmnosimenns, pull

TEXHOJIOT14 Ta 1H. PO3risiHEMO AeTalIbHIIIE KOXKHY 3 MPEICTaBICHUX TEXHOIOT1M.
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WebSocket [5, 6] — 11e nBOHanpaBiIeHU MOBHOAYIIIIEKCHUM TTPOTOKOJ 3B’ A3KY
MIXK KJIIEHTOM Ta cepBepoM, 110 BUKopucToBye TCP 3’enHaHHs Ta npu3HAYEHUN
Uit 0OMiHy 1H(DOpMaliiero B pexxuMi peasibHoro yacy. Ha Bimminy Big HTTP-
IPOTOKOJTY, IKMW MPALIOE 32 IPUHILIUIIOM «B3allUT — BIANOBIJbY», Y BeOCOKeTax
0oOMiH TOBIIOMJICHHAMHU TPOXOAHUTH Yepe3 €IWHUN KaHaJ 3B 53Ky MO SKOMY 1
cepBep, 1 KIIIEHT MOXYTh HaJCUIaTH OJWH OJHOMY MoOBinomieHHA. [Ipu npomy
KOXXHa CTOpOHA KOMYHIKaIlll 3/JaTHa OJHOYAaCHO OTPUMYBATH Ta BIANPABISATH
nani. 1Ilo6 BcranoButn WebSocket-3'enHanns, ximenT Hazacuiaae handshake-
3alUT — 3a0UT Ha BCTaHOBJEHHS JoBipu. Ilicas mporo kaHam 3B S3KY
3aJIMIIAETHCS BIIKPUTUM MPOTITOM yCi€i KOMyHIKallii 1 32 He0O0XiTHOCTI OyIb-

sKa 31 CTOPIH MOXE HOro 3aKpUTH.

/;

CLIENT SERVER

Ly
”~

! Handshake (HTTP Upgrade)

r

Bidirectional messages
open and persisienl connecton

A

Ome sides closes channel

A

S, SESILS, RBELE. Whiol.

1
i
i
i
i
i
i
i
i
i
i
i
i
i
i
1
i connechion ciosed
i

i

Pucynox 1.3 - Jliarpama, 1110 onucye
MPUHITUI pOOOTH MPOTOKOTY BEO-COKETIB.

Takoxx BapTo 3a3HauuTH, 10 crnenudikamis BuzHayae a81 URI cxemu mis
BeOCOKETIB: Ws:// 711 HemM(pPOBAHOTO 3’€THAHHS Ta WSS:// 7151 U(PPOBAHOTO.
Texnomnorist pull [7] — 1e 1HTEpHET-MPOTOKOA, Y AKOMY 3allUT Ha OTPUMAaHHS
JAHUX HAJIXOJIWUTh BiJ KIII€HTa, a MOTIM cepBep BiANOBigae Ha Hboro. Pull-
3alTH JaHUX CKJIAJal0Th OCHOBY MEPEKEBUX OOUYHMCIICHB, J¢ 0arato KIE€HTIB
BHUMAararoTh JIaHi 3 IIEHTpai30BaHux cepBepiB. Pull mmpoko BUKOPHUCTOBY€ETHCS

B [nTepHeTi nns 3anuty koutekery ctopinku HTTP 3 BeGcaiity.

Apk.
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- Texuomnoris push [8] - e [HTEepHET-IPOTOKOI, MPHU STKOMY 1HILIATOPOM MOIT €
BUJaBels abo meHTpanbHuid cepsep. Ha Biaminy Big pull TexHomorii, ne 3anut
HAa OTPUMMAHHS JIaHUX HAJXOJUTh BIJ KII€HTA, MpU push TEXHONOTIT KIIEHT
MJTUCY€EThCS Ha Pi3HI 1HPOPMaIIiifH1 KaHalu, 10 MPOTOHYIOThCS cepBepoM. Sk
TUIbKM Ha OJHOMY 3 IIMX KaHaIIB 3'SBISE€TbCS HOBUU BMICT, CEpBEp
aBTOMATUYHO HAJICWJIA€ WMOro KIIEHTY, 3a0e3Meuyloyd CBOEYACHY JOCTaBKY
akTyanbHOI iHQOpMaIlii 6e3 HeoOX1THOCTI 3aMUTy 3 OOKY KITI€HTA.

[amoro, HEe WMEHII BaXIMBOI, OCOOJMBICTIO MECECHIKEpa € HasSBHICTh
MexaHi3My peectpanii Ta ayreHtudikaii. [[[o6 BUKOpUCTOBYBaTH MECEHIKED,
KOpHCTyBayaM 3a3BH4Yail TOTPIOHO 3apeecTpyBaTu oOmikoBui 3amuc. [lim dac
peecTpailii KOpUCTyBaudl HaAalOTh iMeHTU(IKaIIAHY 1H(QOpMaII0 Ta CTBOPIOIOTH
1M’ KOpUCTyBa4a Ta Mapojb, Kl Hagam OyAayTh MOTPIOHI Uil BXOAY B aKayHT.
Konm xopucTyBad BXOIWUTH y CBIff OOJIKOBHH 3alUC Y MECECHIDKEPl, KIIEHTCHKUAN
KOMITOHEHT BIJIIPaBIIs€ 3alUT Ha ayTeHTU(IKAIII0 0 CEPBEPHOrO KOMIIOHEHTA.
CepBep nepeBipse aaHi ayTeHTU(IKAIlil, 00 NEePEeKOHATUCS, 10 KOPUCTYBa4 Mae
IIPaBO AOCTYIY 0 OOJIKOBOTO 3aIHCY.

OKpiM OCHOBHOTO CHEKTpPY 3aJad ONMCAHOI'0 BHILE, 0araTo MeCEHIKEepiB
TAaKOXX HaJal0Th KOPHUCTyBayaM JOCTYyN A0 HHM3KH I1HIIMX (QYHKIIA, TaKuX SK
CTBOpPEHHS TpYyNOBUX uYariB Ta I1HdoOpMaliiHux KaHamiB. Jleski HagaoTh
MO>KJIUBICTh TE€KCTOBOT'O PO3Mi3HABAHHS T'OJOCOBHMX IOBIJIOMJIEHb Ta MPOBEICHHS
BimeokoH(pepenmiii. KpiMm Toro meceHmkepu MOXYyTh OyTH  OCHAIIEH1
GbyHKIIOHATIOM [JIsl B3a€MOJii 3 0OTaMH - aBTOMAaTHM30BAHMMH MPOTpaMaMH, SIKi

3J1aTHI BUKOHYBATH IE€BHI 3aB/IaHHS 3a 3alIUTOM KOPUCTYyBaua.

1.4 IomyasipHi 3aco0u 3axucry iHopmalii B MeceHIKepax

[Topy MOXIHMBOCTI, IO MpUHECHa 3 cobor0 mosiBa [HTEepHETY, 3 ABHINCH 1
HOBI pusuku. Temep iHdopmals, 1O mnepenaBajach 4epe3 Mepexy Morjia OyTu
JIETKO TIEPEXOIJieHa 3JI0BMUCHUKAMH, @ TOMY MOTPiOHI OyJM HOBITHI PIIICHHS, IO

J03BOJTHIIN O yOe3MeunTr KOPUCTYBAIIbKI JIaHi.

Apk.
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Ha nonomory npuiinuiu pi3Hi criocoOu mudpyBanas nanux [9]. PosrisHemo

JETAJIBHIIIE AESIK]1 3 OCHOBHUX HIAXO/IB IS IHOTO.

1.4.1 Cumerpuune mudpyBanHs

HudpyBanns 3 cumerpuyHumu kioyamu [10] — cxema mmdpyBaHHS, y
KA KoY mUQpyBaHHS Ta KIOY JemudpyBaHHs 301raloTbest a0 OJUH JIETKO
OOYHUCITIOETHCS 3 1HILIOTO Ta HABIAKH.
IlepeBarn cuMeTpUYHOIO LIM(PPYBAHHA JAHUX
- 3alesneuye mBUJKE Ta e(EKTHUBHE MIMPPYBAHHS, TaK SIK BUKOPUCTOBYETHCA
TIJIbKU OJUH KJIIOY.
- InmeanbHO MiAXOAUTH JJIs M(PPYBAHHS BEJIUKOI KITLKOCTI JaHUX.
- 3ale3nedye BHUCOKY MPOAYKTHBHICTh 1 BHMara€ MeEHIIE OOYHCITIOBAIBLHOI
MOTY>HOCTI.
Heponiku cuMeTpu4YHOro Mu(pPyBaHHS TaHHUX
- Jlns mmdpyBaHHS MaHWX 3a3BHYaii BUKOPHUCTOBYETHCS HEBEIIMKA JOBXHHA
kitoua (128-256 6iT).
- 3’SABISIIOTHCS PU3MKH y 3B’A3KY 3 HEOOXIAHICTIO O€3Me’Hoi mepemadl KiIrda

0JIepKyBady MOBIJOMIICHHS.

HoumpeHi AJIrOpuT™MH, IO BHUKOPUCTOBYIOTHLCA JIAI CHMCTPHYHOI'O

ummdpysanns: RC4, AES, DES, 3DES.

1.4.2 Acumerpuune mmdpyBaHHs

AcumerpuyHe mmdpyBaHHS - HaOlp METOAIB  KpunTorpadigyHOro
mm@pyBaHHs, B SAKUX BHKOPUCTOBYIOTH JIBa KIJIOUl: BIAKPUTHN (ITyONMidHMIA), IO
BUKOPHUCTOBYETbCA Ui mMdpyBaHHs iH(popMalii Ta TaEMHUN (MPUBATHUI) - 7S
posmmdpyBanHs. Take mudppyBaHHs 1€ HA3UBAIOTh MHU(PYBAHHIM 3 BLAKPUTUM
KiroueM. BapTo 3a3HauuTH, 10 JKOAEH 13 KIIOYIB HE MOXE OyTH OOYMCICHHH 3

iHmoro.  [Tpu npbomy po3mmdpoByBaHHS JaHUX 32 JOTIOMOTOIO BIAKPUTOTO KITFOYa

Apk.
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TakoK HemoxuuBe. [Ipu Takomy cnocoOi BIAKPUTHH K04 MOXKHA ITyOJiYHO
PO3MOBCIOJIKYBATH, @ 3aKPUTHUM KJIIOU BJIACHUK MMOBUHEH TpUMaTh B cekpeti [11,

12].

Asymmetric Encryption

4 4

Different Keys Secret
Key

A4Sh*L@9.

\J
T6=#/>B41
RO6/12.>1L
1PRL39P20

S

prain Text Cipher Text Prain Text
Pucynok 1.4 - Cxema CUMETPUYHOTO aITOPUTMY ISl IHU(PPYyBAHHS JaHUX.
IlepeBaru cuMeTpUMYHOrO IIM(PPYBAHHA JAHUX
- besneunimmuii 3a cumeTpruyHe mUppPyBaHHSA, OCKITBKH BUKOPUCTOBYETHCS Tapa
KJTFOUIB.
- Meron cumeTpuyHOTO MHUGPYBaHHS OUTBII CTIMKUI 10 MEPEXOIUICHHS.
-  V 3B’s3Ky 3 TUM, 1110 BUKOPUCTOBYETHCS Mapa KitouiB [13] — mporiec ckiiagHui.
- 3a3Buyail BUKOPUCTOBYIOThCS JOBT1 Kitoul mudpyBanns (1024-4096 6ir).
Heponiku cuMeTpH4YHOro MIM(pPYBAHHA JaHUX
- AcumeTrpuuHi cucTeMy mMudpyBaHHS MOBUIBHIII, TOPIBHSIHO 3 CUMETPUYHUMU.
- Buwmarae Ou1b1110i 00YHCIIIOBAIBHOL MOTY>KHOCTI Ha BIIMIHY BiJi CUMETPUYHOTO
mpyBaHHS.
- BuxopucroByeThCs py MIMPPYBAHHI HEBEIUKOTO 00’ €My JTaHUX.
[lommpeHi anropuT™Mu, WO BHKOPHUCTOBYIOTBCS JUII  CUMETPUYHOIO

mmmdpyBanss: RSA, Diffie-Hellman, El Gamal, DSA.

1.4.3 Mluppysanus “B TpaH3uTI”

MudpyBanHss B TpaH3uTi - 1€ MeToA MWHUGPYBaHHA MJaHUX, SIKUH
3aCTOCOBYETBCS ISl 3aXUCTy KOHQIACHIIMHOCTI MiJ dYac IX mepedadi uepes

Mepexy. Y 0Oararbox cHCTeMax OOMIHY TIOBIJIOMJICHHSIMH, 30KpemMa B

Apk.
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CJICKTPOHHINM TIOIITI Ta MECEHJKEepax, MOBIJIOMJICHHSI MPOXOATh Yepe3 ceppep 1
NOTIM JOCTaBJISIIOTbCA oTpuMyBaueBi. [lludpyBanna "B TpaH3uTi” O3HAYae, IO
MOBIIOMJIEHHS 3amrpoBaHi JIMIIE 1111 Yac MepeIaHHs JI0 CepBepa Ta 3 cepBepa Jio

KOpHUCTYyBaya.

1.4.4 Hackpizne muppysanns (End-to-end encryption, E2EE)

Hackpizne mmdpysannas [14, 15, 16] — ne cmocid mudpyBaHHsS JaHUX, 32
SKOTO TUIbKU KIHIIEBI KOPHUCTYBaul, 5Kl O€pyTh y4yacTh B OOMIHI JaHUMHU, MalOTh
JOCTYTI 10 PO3MIU(POBAHOTO KOHTEHTY.

CranoM Ha 3apa3, Hackpi3He WMHUQPYBaHHS BBAXKAETHCA OOHUM 3
HaNWOE3MEeYHININX, OCKIIBKA MPAKTUYHO POOUTh HEMOMXJIMBUM JIJIi CTOPOHHIX 0Ci0
MOXKJIUBICTh OTPUMAaTH JOCTYN A0 JaHUX KOPHUCTyBada y He3amuppoBaHOMY
BUTJISITI.

Henosikn HacKpi3HOT0 MIM(PPYBAHHS JAHUX

Takuii cioci0 yoe3neueHHs iHpopMallii MOKe CIOBUIBHUTH NEepeady JaHuX,
0 MOXK€ OyTH HENMPUUHSATHUM ISl JESIKUX J0JaTKiB. Takok MOXYyTh BUHUKHYTH
npoOJIeMH y CTBOPEHHI YMOB i Oe3nekw KIItodiB MmUpyBaHHS, 100 BOHU HE
TOTPAITHAIIN 10 PYK 3JIOBMUCHUKIB.

Kpim Toro, olHUM 3 TOJIOBHHX HEJOJIIKIB HACKPI3HOTO IMHU(PYBaHHS € T€, 1110
IpY BTpaTl KJI0Ya MHUPPYBaHHS AOCTYN 0 AAHUX MOKE OyTH BTPAy€HO HA3aBXKIIH.
[le o3Hayae, M0 AKMIO KOpUCTyBau 3a0yae ab0 BTPATUTh KIIOY, BIH HE 3MOXKE
posmudpyBaTH CBOi JlaHi, 1 HaBITh MpOBaliep MEpeki HE 3MOXKE JOIMOMOITH

BiI[HOBI/ITI/I AOCTYII 10 IUX JJaHHX.

Eo= @6
A WS

Alice Server Bob

Pucynoxk 1.5 - Haoune npeactaBieHHs poOOTH

HACKpPI3HOTO mudpyBaHHS.
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[IpoanamizyBaBmM BCi TepeBard Ta HEAOTIKA PI3HUX THUMIB MIHQPpPYyBaHHS
JaHUX, B JaHiil poOoTi Oyno oOpaHO CHOCI0O acUMETpUyHOro mudpyBaHHI “B
TpaH3UTI” B MOEAHAHH] 3 CHMETPUYHUM IIHU(PPYBaHHSIM MPU IKOMY CEPBEP Ta KIIEHT
OKpPEMO OJIMH BiJi OJHOTO TE€HEPYIOTh BJIACHI Napu MNyOIIYHUX Ta MPUBATHHUX
kiouiB. Hamanmi, B MoMmeHT ayTeHTHdIKAIi KOpUCTyBauya Ha Iutatdopmi,
BiIOYBa€ThCSI OOMIH IMyOJIIYHUMU KITIOYaMH BiJTIOBITHO MiX CEPBEPOM Ta KiHIIEBUM
KopuctyBaueM. [licis uporo, 3a JONOMOIO0 aCUMETPUYHUX KIIFOUIB, BIIOYBA€ThHCS
OOMIH CHMETPHUYHUM KIIOUeM, [0 Oyne BUKOPUCTOBYBATHUCH IJs IIH(pPYyBaHHS
MIOBIJIOMJICHb B YaTax mepej ix BiAmpaBkoro. [y 30epekeHHs MOB1IOMIICHb B 0a3i
JTAHUX TaKOX OyJi0 00paHO BUKOPUCTOBYBATH CUMETpUUHE MH(ppyBaHHs. B nanomy
BUIAJIKY, OCKIJIbKM K04 IS CHUMETPHUYHOTO IMHQPPYBaHHS HE MOTPIOHO
nepeIaBaTi 4yepe3 MepexKy ajke BiH 30epiracThCs JIMIIE Ha CEpBEpl, TO BIJAMOBIIHO

1 pI/IBI/IKiB IMCPCXOIVICHHA KJIIF04Ya 3IOBMHCHHUKOM TAKOK HC Mae€.

1.5 Orasig icCHyl4YHMX AaHAJOriB NPOrpaMHOr0 MPOAYKTY Ta Iix
0C00IMBOCTI

CtaHOM Ha CHOTOJIHI, ICHYE JOCHTH OaraTo BCECBITHBO BIJIOMHUX peai3allii
3aCTOCYHKIB JIJIsl CIIIIKYBaHHSA. KO)KeH 3 HUX Ma€e CBOi OCOOJMBOCTI, a TAKOX TIEBHI

repeBaru Ta Heoiku. Po3ristHeMo AeTanbHIIIe AesKl 3 TAKUX PIIICHb.

1.5.1 WhatsApp

WhatsApp € ogHuM 13 HaWNOMIMPEHINIUX JOAATKIB JUIsi  OOMIHY
MOBIJIOMJICHHSIMH, BiJJOMHUN CBO€IO MPOCTOTOI y BUKOPHUCTaHHI Ta (YHKIIISIMH,
TaKUMHU K OOMIH MiCIIe3HAaXO/KeHHSAM Ta (ainamu. Ji1g cTBOpeHHsS Oe3neKku BiH
BUKOPUCTOBYE TMOTY)KHUH TPOTOKON MmU(pyBaHHsd, po3podneHuit mia Signal
komnaniero Open Whisper Systems, sSikuii BBaXaeTbCs Taly3€BHUM CTaHIAPTOM.
Takox npucytHs ¢ynkiia mudpysanas Perfect Forward Secrecy. Lle o3navae, 1o

SKIIO0 KOMYCh BJACThCS BUKPACTH KJIIOY pO3MIU(POBKH PO3MOBH, BOHHU 3MOXKYTb

3m.
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mo0AYNTH JINIIIe OCTAHHE TTOBIIOMJICHHS, sIKe OyJI0 HaTiCJIaHO.

S

Pucynoxk 1.6 - Jlorotunn WhatsApp.

IHepeBaru WhatsApp

[IIupoka momyssipHICTh IO BCbOMY CBITY.

HackpizHe mm@pyBaHHs yBIMKHEHE 32 3aMOBUYBAHHSIM.

[linTpumMy€e MOAKIIUBICTH TEIEPOHHUX Ta BIJCO-/I3BIHKIB.

BuxopucroBye npoTtokoi mudpyBaHHs Big Signal.

IcHye MoO1/IbHA Ta IECKTOITHA BEPCisl 3aCTOCYHKY.

Hepnoniku WhatsApp

JIns BUKOpUCTAaHHS MOTPIOEH JOCTYN 10 HOMeEpa TeleoHy KOopucTyBaua Ta

MO0 KOHTAKTIB.

1.5.2 Telegram

Telegram mnpamoe momiono mo WhatsApp. Bin mo3Bomsie Hanacumatw

MOBIJIOMJICHHSI Ta TeJIEPOHYBATH 1HITUM KOPUCTYBauaM, CTBOPIOBATU TPYIOBI YaTu

Ta Hajgcunatu Qaitnu. Telegram mae 3pydHMid, IHTYITUBHO 3pO3yMUINN 1HTEpEiic,

KU OCOONMBO YyAOBHM Ui TpynoBoro oOMiHy moBimomiieHHsMU. Ha xanb,

npotokos mudpyBanHs Telegram mae HemoJiku, ajpke HOro po3pobOuiia BilacHa

KOMaHJla 3 HeBeIWMKUM nocBimom y kpunrtorpadii. Cepepu Telegram He €

BIJIKPUTUMH, TOMY KOJI HE TIEPEBIPSABCS TPETIMU CTOPOHAMMU.

o

Pucynox 1.7 - Jlororun Telegram.

IlepeBaru Telegram

Mae yHKIioHan J1st CTBOPEHHS TPYH Ta KaHAaiB.

[TinTpumye Hackpi3HE MUPPYyBaHHS.

3m.
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- 3aCcTOCYHOK JIOCTYIHUH JJIsl BCIX MOMYJISIPHUX OTNEpaIliiHUX CHUCTEM.
- Icnye BeO-Bepcis 3aCTOCYHKY.
- Jlo3BoJisie mpuXoByBaTU HOMED TenedoHy.
Henoniku Telegram
- HackpizHe mudpyBaHHsS HE BBIMKHEHO 32 3aMOBUYCHHSIM.

- Jlns peectpaitiii moTpibeH HOMEp TeleoHy.
1.5.3 Signal

Signal BBa)kaeTbCs OMHIEI0 3 HAWOE3MEUHINIUX Tporpam s OOMIHY
NOBIIOMJICHHSIMM Ha pPHUHKY. BIH BUKOpPHUCTOBYe Hackpi3He MWUGPYBaHHA 3
MPOTOKOJIOM BJIACHOT PO3pOOKM 11 Tele(OHHMX BHUKIWKIB Ta M1 OOMIiHY
noBifoMneHHaMu. Moro mpotokon mudpyBaHHA HACTINBKM HaiffHHI, MO HOro
TaK0>X BUKOPHCTOBYIOTH 1HIII MPOBIAHI mporpamu, Taki sk WhatsApp 1 Facebook

Messenger.

Pucynox 1.8 - Jlorotun Signal.
IlepeBaru Signal
- BukopucrtoBye HackpizHe MU PYBAHHS 3aXUIIEHE OPEN SOUICE TEXHOJIOTIEKO.
- He 306epirae meTajani KOPUCTYBaviB.
- BukopucToBye NOTY>XHHIA TPOTOKOJI BIACHOT PO3POOKH.
Hepnouiku Signal
- Ilotpebye noctyn 10 HOMEpa TenedoHy.

- Mae HeBenukuil (PyHKIIOHAT B IOPIBHSIHHI 3 IHIIUMU MECEHKEPAMH HA PUHKY.

1.5.4 Session

Session - 11e TIporpamMa OOMIHY MHUTTEBUMH TIOBIIOMJICHHSIMH 3 HACKPI3HUM

mm@pyBaHHSAM, SKa Harojomrye Ha  KOH(IACHHIIHHOCTI Ta AaHOHIMHOCTI

Apk.
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kopucTyBaua. Ha Bin Signal Ta iHIIMX MeceHKepiB, UIsl peecTpallii He MoTpiOeH
HoMmepTenedoHy abo aapeca eneKTpoHHOI momTH. HaTomicThk mij 9ac CTBOpEHHS
00JIIKOBOI'O 3alUCy TeHEPYEThCA BUMAAKOBUM yHiKanpHUU ID. [HIIOIO Ba)kKIMBOIO
0COONMBICTIO € Te, IO Session mpuxoBye [P-anpecu KOpUCTyBadiB TUM CaMUM

3a0e3Meuy0ur aHOHIMHICTh KOPUCTYBaviB.

Pucynox 1.9 - Jlorotun Session.
IlepeBaru Session
- BukopucrtoBye HackpizHe MU(PPYBAHHS 32 3aMOBUYBaHHSM.
- He 30upae MetagaHi KOpUCTYBayiB.
- He nmotpebye HOMepa TenedoHy KOpUCTyBaya.
- IIpuxosye IP-anpecy kopucrysaya.
Hepnosiku Session
- He mae Benukoi nomnyssipHOCTI.

- Mae HeBenukuit (yHKIIIOHAT B IOPIBHSIHHI 3 IHITUMU MECEHIKEPAMH Ha PUHKY.

1.5.5 Facebook Messenger

Facebook Messenger € momynaspHUM CepBiCOM ISl OE3MEYHOTO OOMIHY
MOBIIOMJICHHSIMH, SIKMM HaJIe)KUTh KomnaHii Meta. Bin n03Bossie KopucTyBayam
OOMIHIOBAaTHCSI TEKCTOBUMH, (POTO-, BiicO- Ta aymiONOBIIOMJICHHSIMH, a TaKOX
CTBOPIOBATH T'PYIIOBI YaTH. 3aCTOCYHOK € OCHOBHHMM CIIOCOOOM JIJIsl CITUIKYBaHHS 3

npy3smu y Facebook Ta nae MOKIUBICTB 3B'S13KY 3 TelIe(OHHUMHU KOHTAKTaMH.

Pucynok 1.10 - Jlorotun Facebook Messenger.
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IHepeBaru Facebook Messenger
[Ipocthii y BUKOpUCTaHHI IHTEpQENC.
BuxopucroByeThcsi sik e(EeKTUBHUN MOJATOK J10 3acTocyHKy Facebook st
0OMIHY MOB1JTOMJICHHSIMH.
[TinTpuMye Hackpi3HE MHPPYyBaAHHS.
Mo>kHa BHUKOPHUCTOBYBATH, HAaBITh MICHIS JEaKTHBAIli OOJIIKOBOIO 3alHCy
Facebook

Hepnonixku Facebook Messenger

Hackpizue mmdppyBaHHs BIIKIIOUEHO 332 3aMOBUYBAaHHSM.
30upae MeTagaHl KOPUCTYBaYIB.
Jist peectpaiii notpioeH akayHT Facebook.
Facebook 0yB noB's3anuii 3 AeKiJIbKOMa CKaHajJaMH 00 MPUBATHOCTI JAaHHUX,

10 TTOPOJIKY€ TUTAHHSI 11010 Oe3MeKN KOpUCTyBauiB Messenger.
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BUCHOBOK J10 PO3A1L71Y 1

Y maHomy po3niii IUATIIIOMHOI poOoTH Oyiio 3AIMCHEHO aHai3 TEeXHOJOTIH
HEOOXITHUX 11 TOOYyJI0oBHM €(GEeKTMBHUX Ta HAIIMHMX 3aCTOCYHKIB IS
CHUIKyBaHHS. SIK pe3ynbTaT, MPOBEICHE OCHIIKCHHS O3BOJMIO PO3CTABUTH
NPIOPUTETH MiJ Yac PO3pPOOKH BJIACHOI CUCTEMMU.

[To-nmepme, y Xoai pob6oTtu OyjJ0 BH3HAYEHO OCHOBHE IOHATTA Ta 1J€H0
3aCTOCYHKY ISl CHUJIKYBaHHS, a TaKOXX HOT0 akTyajdbHICTh. BiamoBiiHO 10
3HANIEHOI CTAaTUCTUYHOI 1H(OpMAaIlli, MOXKHA KOHCTaTyBaTH TOM (akT, 1o norpeda
B TaKMX 3aCTOCYHKax JIMILIE MPOJOBXKYE 3pocTaTtu. B Tol ke uyac 30UIbLIY€ETHCS
HEOOXI/THICTh CaMe€ B 3aXMIIEHUX 3aCTOCYHKaX, IO YOe3MedyloTh KOPHUCTYBAIbKi
JlaH1 Ta 3amo0iraloTh BiJl MEPEXOIUICHHs iX 3M0BMUCHHKaMHU. Came Tomy jaaii OyB
MIPOBEJICHUI OTJIsA] ICHYIOUMX croco0iB mupyBaHHsa qaHuX. JlocipKkeHHs mepeBar
Ta HEJOMIKIB KOXKHOTO 3 IIMX BHUJIB MU(GPYBaHHA, JO3BOJIMWIO 00OpaTH ONTHUMAIIbHE
plllIEHHST 1Jisi BJacHOi cHUCTeMH sika O OJHOYACHO 3a0e3neuyBajia 3aXHILNEHICTb
JaHUX, a TaKOX MIATpUMYBaja IIBUJKOMIKD Ha BUCOKOMY piBHI. Pe3synbratom
BUOOpPY CTajo TOETHAHHA AaCUMETpPUYHOTO MmudpyBaHHd “B  TpaH3uTi® 3
CUMETPUYHUM IMU(pyBaHHA [JIs TIEpE/laBaHHs TMOBIJIOMJIEHb MIXK CEPBEpPOM Ta
KIIIEHTOM, Ta CUMeTpuyHe mudpyBaHHs 11t 30epiranns iHpopmarii B 0a3i JaHUX.

Hampukinmi  posniny Oysio  OTJISSHYTO aHAJOTiyHI 3aCTOCYHKH Ta  iX
0co0MMBOCTI. SIK BHSIBHJIOCH, KOXXEH 3 TaKHUX JOJATKIB Ma€ CBOi IepeBard Ta
Henomiku. KpiM Toro, mOCHTH Ti00anbHO BHUPI3HAETHCSA TMpoOieMa 30upaHHS
0COOMCTUX JaHMX KOPUCTYBadiB Ha Jeskux rmiaTtdopmax. BpaxoByroun HaBeleHi
(akTH MOKHA 3a8BHUTHU 110, pO3pOOKA BIACHOI 3aXHUIICHOT CUCTEMH IS CIIIJIKyBaHHS
€ HaJI3BUYANHO BAXJIMBOIO 3aJIsl MPOTHUIII CTOPOHHIM Oco0aM Ta OpraHizalism
OTPUMYBATU OCOOMCTY 1HGOpPMAIIII0 KOPUCTYBAYiB Ta JUIsl CTBOPEHHS 3aXMILEHOTO

POCTOPY JJIs CIIUIKYBAaHHS.
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PO3/ILT 2.
OTJISAJI TA BUBIP TEXHOJIOTTi 1JISI PO3POBKU

2.1 ApxiTtekTypa Be0-3aCTOCYHKY

Po3pobka Ta mMpoeKkTyBaHHSA TapHOi apXITEKTYpHU € HEBIJ €MHOI YaCTHHOIO
OyJb-IKOTO MPOAYKTY. ApPXITEKTypa BeO-01aTKy OMHUCY€E B3a€EMO3B’SI30K MIXK HOTO
KOMIIOHEHTaMH, CTPYKTypy Ta cnoci0 B3aemoxii. Bona Bu3Hauae, sk
pO3MOAUIAIOTECA (GYHKIID Ta O0OB’SI3KM MK PI3HUMH YaCTUHAMHU JOJATKY, 1100
3a0e3neunTy Horo e(heKTUBHY poOOTY Ta MACILITA0OBAHICTb.

OpHuM 3 HAUMOMIMPEHIINX MIAXOMIB A0 apXITEKTYpH BEO-10JaTKIB € KIIEHT-
cepBEepHa MOJIEb. 3a3BMYAl apXITEKTypa TaKOTO THUITY CKJIAJA€ThCs 3 TPhOX
OCHOBHMX YaCTHH: KJIIEHTCHKOI Ta CEPBEPHOI YACTHH 1 023U TaHHX.

- KiienTchka yacTuHa peiCTaBIIsie€ IporpamMHe 3ade3neueHHs abo iHrepdeiic, 1o
3aITyCKA€EThCS Ha MMPUCTPOT KOPUCTyBaya, Ha MPUKIIA] y BUTIIA I Opay3epa. Bona
Bimouae HTML, CSS Ta JavaScript, siki BUKOPUCTOBYIOTHCSL Il CTBOPEHHS
IHTEpaKTUBHUX €JIEMEHTIB Ta 3a0€3Meuy0Th FrapHU KOPUCTYBAIIbKUI JTOCBII.

- CepBepHa yacTHMHa - 1I€ CEpBEp, AKUN OOpOOJIA€ 3alUTU KIIEHTA, BUKOHYE
Oi3Hec-Toriky, 30epirae gaHl Ta IOBEpTAa€ BIAMOBIAI KiieHTy. IS 1BOTro
MOXXYTh BUKOPHUCTOBYBATHCh PI3HI MOBU MpPOTpaMyBaHHA B IO€AHAHHI 3
BIJIMOBITHUMHU (PpelMBOpPKAMHU JIJIsl TPUIIBUAIICHHS PO3POOKH.

- baza ganux (Cepsep 0a3u nanux) - me crnocid 30epiranns iHpopmarlii y BUTIISAL
OpraHi30BaHOi CTPYKTYPH JIaHUX, SIKI TIOB'sI3aH1 MK COOO0I0 CIIJIFHOIO 03HAKOIO
a00 BIACTUBICTIO.

OxpiMm ycrajmeHoro criikyBaHHsS MK front-end Ta back-end wactmHamm
JOJIaTKy Yy BUTJISAL “‘3aIIUT - BIJIMOBIL’, TOIMIMPEHUM TAKOXK € MIIX0JI IO CTBOPEHHS
ACMHXPOHHUX 337124, 110 JI03BOJISIIOTH KIIIEHTY HE YeKaTH BIJMOBIII BiJl cepBepa TUM

caMUM MPUIIBUALIYIOUNA POOOTY 3aCTOCYHKY. OTHUM 3 HANMOIIMPEHIIINX BUTIAIKIB
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TAKOro THUITy 3aJad € BIANpPaBKa EJIEKTPOHHUX JIUCTIB. 3aMICTh TOTrO, ILI00
HEraiHOBIAMPABIIATH JUCTHU 1] 4ac 0OpOOKU 3amuTy, JOJATOK MOXKE OOpOOUTH I
3aBlaHHS ACUHXpPOHHO. lle M03BossiE 3BUTBHUTH OCHOBHHUW TOTIK BHUKOHAHHS
JIOJIaTKY BiJl TPUBAJIUX OMNeEparliii 1 MpUCKOPUTH BIJIMOBIJIb HA 3alIUTH KOPUCTYBAYIB.

[HmuM npuknagoM IS BUKOHAHHS ACHMHXPOHHOTO THIY 3alad €
BUKOPHUCTaHHSA IJIaHYyBaJIbHUKIB 3aja4, Hanpukiag Cron. 3 BukopuctanHsam Cron
3 ABJISIETHCSI MOKIIMBICTh 3aITyCKaTH Orepallii BIMOBIIHO 10 rpadiky ado 3 IeBHUM
4acOBHUM IHTEpBaJIOM. Taki 3a7adi BUKOHYIOTHCS B OKpeMOMY (POHOBOMY IMPOIIECi,
OKpPEMO B1JI OCHOBHOI'O IOTOKY BHKOHAHHS, IO TAaKOX MPHUIIBUALIYE pOOOTY
3aCTOCYHKY.

Takox BapTO 3a3HAYUTH, W10 Ui KOMYHIKalli MiXK CEpBEpOM Ta KIIEHTOM
MOXXYTh BUKOPHUCTOBYBATHUCH JIEKIIbKa MPOTOKOMIB. HalimomumpeHIimmm € mpoToKoJI
HTTP abo x ioro po3mmpenns HTTPS, mo miarpumye mudppyBaHHs JaHUX 31715
migBUIeHHs Oe3reku. KpiM TOro iHIIMM TMOIMMPEHHM MPOTOKOJIOM, IO JTOCHTh
4aCcTO BUKOPUCTOBYETHCS AJI1 MUTTEBOIO OOMIHY IOB1IOMJIEHHSIMHU € TIPOTOKOJ BEO-
cokeTiB. BiH 3a0esnedye ABOHAINpaBICHUN MOBHOMYIUIEKCHUN KaHal 3B'A3KY 3
BukopuctanHam TCP nporokomy.

Takum uymHOM, Ui PO3POOKM LILOrO BEO-3aCTOCYHKY OyJe BHUKOpUCTaHA
apxiTeKTypa OMKCaHa BUIIE 3 3aCTOCYBAaHHSM aCMHXPOHHMX 3amad. Jlyia peanizarii
1IbOT0 OyJIe CTBOPEHO JIBa OKPEMHX MPOEKTa, BiAmoBiaHO 1 front-end Ta back-end
YacTHH Ta HAJAIITOBAHO cepBep aisi 0asu manux. CTBOpPEHHS Ta KOHQITyparito
0a3u JgaHuX g po3poOKH Oyno BHPIIMIEHO peaizyBaTH 3 BHUKOPHUCTAHHSIM
TEXHOJIOT1i KOHTelHepu3aIllii Ha 6a3i 3actrocynky Docker.

Docker [17] - me mmardopma s pPoO3pOOKH, TOCTAaBKH Ta 3aIyCKy
IPOrpaMHOro 3a0€3MEUYEHHS B 130JIbOBAHUX CEPEOBUIIAX, BIJOMUX SIK KOHTEHHEPH.
KoHTeliHepyn BHKOPHCTOBYIOTh TEXHOJIOTIKO BIpTyasi3alii Ha piBHI ONEpaliiHOl
CUCTeMH, sKa JO3BOJIAE 3allyCKaTH MpOrpaMHd Ta iX 3aJeKHOCTI Yy
CTaH/IapTU30BAaHOMY CEpEAOBHUII, BIJIOKPEMIICHOMY B1JI OCHOBHOI OIEpaliiHOl

cuctemu. OcHOBHe npu3HaueHHs Docker momnsirae B Tomy, o0 CIIPOCTHTH MPOTIEC

Apx. | Ne ookym.

IHionuc

Jlama

[AJI11.467100.003 113

Apk.

25




pO3pO6KH, JOCTAaBKH Ta GKCHHyaTaL{ﬁ IIPpOrpaMHOro 3a0e3IeYeHHS.

docker

Pucynok 2.1 - Jlorotun Docker.

CtBopenHs koHTelHepiB B Docker 6a3yeThcst Ha TeXHOJOTIT 00pasiB.

O6pa3 Docker (Docker image) — MicTUTB omnepalliifiHy CUCTEMY, 3aCTOCYHOK
1 Bci Horo 3anexHocti. O6pasu B Docker cknamarotbest 3 mapiB. SAkio morpioHo
CTBOpUTH 00Opa3 3 BeOcepBEepoM, TO 3a OCHOBY MOXKHa B3SITH JAMCTPUOYTHB
ONepaliifHOi CUCTEMH, JO0JATH 3aJEXKHICTh - BeOCepBep, 1 3amucaTi 1€ SIK HOBUU
o0pa3, sikuii MmaTuMe JBa mapu — ofuH 3 OC, HacTymHHI 3 BeOcepBepOM.

binbmiicte  Takux  oOpasziB MoxHa 3Haiitu  Ha  DockerHub -
3arajJbHOJIOCTYITHOMY peecTpi 00pa3iB. KpiMm Toro, 6arato BeIuKuX MOCTav4abHUKIB
0a3 paHuxX po3MIILyIOTh OQIliiHI o0pa3u Ui BJIACHUX MPOAYKTIB came Ha
DockerHub 3Bimku ix MokHa OE€3KOIITOBHO 3aBAHTAXKUTU COO1 JIOKAJbHO HAa
KOMIT FOTEP.

BpaxoByroun crnienudiky AUIUIOMHOTO TPOEKTY, B MPOIIEC] CIUIKYBAHHS Mk
CEpPBEpHUM Ta KIIEHTCHKUM KOJOM OYIyTh 3aCTOCOBYBATHUCH JIBa MPOTOKOJIU IiJ
pizHi moTpebu. Jlna 06a3oBMX 3amad, TaKUX SK PEECTpaIlis KOpPHCTyBada Oyje
BukopucroByBatuch HTTP nmpotokoin. B Toii ke yac mns 3agad, 1m0 NOTpeOyroTh
MUTTEBOTO OOMiHY 1HpOpMAIli€l0, TAaKUX SK CHOUIKYyBaHHA B 4darax, al0o X
CIOBIIIECHHSI KOPUCTYBadiB MpO TEBHI MOJIi MOTPIOHO OyJe BUKOPHUCTOBYBATH
MIPOTOKOJI BEO-COKETIB.

\

Knient Cepsep b
/

Pucynok 2.2 - KiieHT-cepBepHa apXITEKTypa.
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[Ilomo dhopmaty mepenadi JaHUX TO ICHYe aBa rojoBHux miaxoau: REST Tta
SOAP. TonoBHa BigMIHHICTH mTojisirae B ToMy, mo B REST g mnepepaui
iH(dopmari BukopuctoByetbes hopmart nanux JSON, a B SOAP - XML.

JSON (JavaScript Object Notation) [18] — 1e TekcToBHil dopMaTr OOMIHY
naHuMu MDK  KoMmm'rotepamu. JSON  0a3zyeTbcsi Ha TEKCTi, IO MOXe OyTu
IPOYUTAHUM JIFOIMHOI0. DPopMaT Jja€ 3MOTY ONUCYBATH O0'€KTHU Ta 1HILI CTPYKTYpPHU
JAHUX 1 3a3BUYail BAKOPUCTOBYETHCS JJIs TIEpelaBaHHs CTPYKTYpOBaHO1 iHpopMarlii
yepe3 MEpeKy 3aBJIAKHU MPOIECy cepializarlii.

XML (EXtensible Markup Language) [19] — cTtanmapT 3ariponoHOBaHUN IS
noOy/IOBM MOB PO3MITKH 1€papXiqHO CTPYKTYPOBAHMX JaHUX i OOMIHY MIiXK
PI3HUMH 3aCTOCYHKaMH, 30Kpema, uepe3 [HrepHeT. XML-T0KyMEHT CKIIaAaeThes 13
TEKCTOBUX 3HAKIB, 1 MPUAATHUNA O YUTAHHS JIOAUHOIO.

BpaxoBytoun, mo Ha cborogHi JSON ¢opmar BBaxaeTbcs CTaHIAPTOM INPU
oOMiH1 1HQOpMalI€l0, a TaKOX € TMPOCTIIIUM [IJIi YWUTaHHSA JIIOJAWHOIO Ta
KOMITaKTHIIIMM B MOpiBHSAHHI 3 (¢opmatom XML, TO BUKOpPHCTOBYBaTH OylIeMO

caMe Horo.

2.2 TexHo0JI0rl KJII€EHTCHhKOI YACTHHH

Bubip TexHosorid mjisi KIEHTCHKOI YacTUHU € BaXXJIMBOIO CKJIAJIOBOIO
pO3po0KH amKke Iie Oe3NnocepeHhbO BIUIMBAE HA JIOCBIJ KopucTyBaua. Came 3
KJIIEHTCHKOIO YAaCTHHOIO KOPHUCTYyBau B3aeMmojiie HaiOuibiie. HeBipHO 3pobiieHuit
BUOIp MOKE MOBIUIMBATH HA MOJAJBII BITHOCHUHU KOPUCTYyBauya 3 3aCTOCYHKOM. Sk
MpaBuiIo, MPOAYMAaHHM Ta TapHO 3poOJsieHHi iHTepdelc € OJAHMM 3 KIIOYOBHUX

aCIEKTIB, 10 3MYIIIy€E KOPUCTYBaya 3aJIMIIUTUCS HA OOpaHOMY 1HTEPHET-PECYPCi.

2.2.1 Bu0ip M0OBH pOrpaMmyBaHHs Ta 32C00iB PO3MITKHU CTOPiHKH

Cepea MOB IIpOIrpaMyBaHHA KJII€EHTCHKOI YaCTHMHHM 3arajoM MO’KHa BI/II[iJII/ITI/I

JIBa OCHOBHMX BapiaHTu: JavaScript Ta TypeScript.

Apk.
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- JavaScript (JS) - une nuHaMiyHa, BUCOKOpIBHEBA MOBa IpOrpamMyBaHHS, SKa
BUKOPUCTOBYETHCSI B OCHOBHOMY ISl CTBOPEHHS IHTEPAKTUBHUX Ta TUHAMIYHUX
BeO-cTopiHOK. BoHa Oyna po3pobnena bpenganom Aitkom y 1995 poui mig yac
Moro pobotu B komnanii Netscape Communications.

- TypeScript - e MoBa mnporpamyBaHHs, sSKa € HaAMHOXUHOIO JavaScript,
po3pobnena kommanieto Microsoft 1 Bnepmre Bunymiena y 2012 pori. OcHoBHa
meta TypeScript — po3mmpuT MOXIUBOCTI JavaScript, no7ar0ul CTaTUYHY
TUMI3alil0 Ta O0O0'€KTHO-OPIEHTOBAHI KOHIEMINi, 0 poOUTh i OLIBII
X000 I PO3POOKH BEJIUKHUX 1 CKJIAJIHUX JTOJATKIB.

OctanniM yacom came TypeScript 3100yB MUPOKY MonyasapHicTh. TypeScript
HiATPUMYE KJIacH, CIaJKyBaHHs, iHTepdeicH, aOCTpaKTHI KIacH Ta 1HII KOHIEIIT
00'€KTHO-OPIEHTOBAHOTO MPOTPaMyBaHHs, L0 TMOJIETUIYE PO3POOKY CKIIATHUX
nporpam Ta 30epeXKeHHS KOy OpraHi30BaHUM.

HesBaxkaroum Ha 11e JavaScript Bce 1€ 3aJIMIIA€ThCSI OCHOBHOIO MOBOIO BEO-
PO3pOOKH OCKIIBKU OLTBIIICTh MPOEKTIB HAMMMCAHO caMe 3 1i BUKOpUCTaHHIM. Bci 11i
MPOEKTH MOTPIOHO MIATPUMYBATH, a OTKE NoTpeda B 3HaHHI JavaScript HIKyau He

3HUKae. B JUIINTIOMHOMY HpOGKTi TaKOX 6y,[[€ BHUKOPHUCTOBYBATUCH 111 MOBA.

JS

Pucynok 2.3 - Jlorotun moBu JavaScript.
JI71st pO3MITKM Ta CTHIIICTHKU BEO-CTOPIHOK ICHYE JHie oauH BapianT: HTML
ta CSS B1am0B1IHO.
HTML (Hypertext Markup Language) - 1ie ctangapTHa MOBa PO3MITKH JIsI
CTBOpEHHS BeO-CTOpPIHOK Ta BeO-momaTkiB. BoHa BHKOPUCTOBYETHCS IS
CTPYKTYpPYBaHHSI Ta BIJIOOpa)KEHHS BMICTYy BEO-CTOPIHOK Yy BUIJISAMI TEKCTY Ta

MYJIBTUMEIIMHUX €JIEeMEHTIB. /{7151 1Iboro BUKOPHUCTOBYETHCS CTpykTypa DOM.
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DOM (Document Object Model) - me crangapthHe inTepdeiicne API
(Application Programming Interface) anas HTML ta XML pokymentis. DOM
MPEJICTaBIsIE CTPYKTYPY JTOKYMEHTA y BUTIIAI JepeBa 00'€KTIB, /1€ KOKEH €JIEMEHT
JIOKyMEeHTa € 00'€eKToM, a aTpuOyTH Ta TEKCTOBI BY3JIM - II€ BJIACTMBOCTI Ta
3HAYEHHS [UX 00'€KTiB.

CSS (Cascading Style Sheets) - 1me wMoBa oOmmMcy CTHIIB, IO
BUKOPUCTOBYETHCS JIJISl CTUJII3AIlll BEO-IOKYMEHTIB, HAITMCAHUX HA MOBI PO3MITKU
HTML. CSS BuzHauae Burisg Ta ¢opMaTyBaHHsS €JIEMEHTIB Ha BeO-CTOpIHIIL,
BKJIFOYAIOYM KOJIbOPH, WIPUPTH, PO3MIPU, PO3TAIIyBaHHS Ta 1HII Bi3yaJbHI
ACTIEKTH.

OcobimBocti CSS
- BukopucTOBY€ThCS 1J1s1 PO3/AUICHHS BMICTY Ta BUTJISITy BE€O-CTOPIHKH.
- € MOXJIMBICT BHKOPHCTaHHS CEJEKTOpIB I BHOOPY €JIEMEHTIB Ha BeO-
CTOPIHIIL.
- HasBHuMIT NpUHIKIT KaCKayBaHHS JJI CTUJIIB.
- Jlma mpucrocyBaHHSL 10 PI3HMX IMPUCTPOIB ICHYIOTh TEXHOJOTIi aJaliTUBHOTO
nu3aiiny, Taki sk Flexbox ta Grid.

- € MOXIIMBICTh 3aCTOCYBaHHS €()eKTIiB aHIMallii Ta CTBOPEHHS IEPEXO/IIB.

2.2.2 Bu0ip ¢peiiMBOpKY

CboromHi Maibke JKOJIEH TMPOEKT HE TMHIIETbCs ©0€3 BUKOPUCTAHHS
dbpeitmBopkiB. DpeitmBopku (Frameworks) - 1me Habopw TOTOBOTO MPOTPaAMHOTO
KOJy, SIKI MarOTh MEBHY CTPYKTYpy Ta (YHKIIIOHAJIBHICTh, IO JONOMAararoTh
PO3pOOHHKAM IIBH/IIIIE CTBOPIOBATH MPOTpaMHe 3a0e3meueHHsI.

Bubip mpaBuibHOrO (hpeiiMBOpPKY HE JIMIIE MPUIIBUALIYE PO3pOOKy, ane i
CTBOpIOE (PyHIAMEHT il MaciTaboBaHOI apXITEKTypH 3acTocyHKy. Y front-end
po3po0Ili BUAULIIOTE TpU OCHOBHI (peiimbopku: React]S, Angular ta Vuejs. V
JaH1i poOOoTi OyJI0 MPUIHATO pIlIEHHSI BUKOPUCTOBYBaTU came React]S.

React (React.js, ReactJS) [20] - Binkputa JavaScript ©6i6mioreka s
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CTBOpEHHS1 1HTep(elCiB KOpHCTyBaya, SKa MOKJIMKaHA BHPINIYBaTH MPOOIEeMHU
YaCTKOBOTO OHOBJICHHSI BMICTY BEOCTOpIHKH, 3 SIKUMH CTHUKAIOTBCA B PO3pOOII
OJIHOCTOPIHKOBHUX 3acTOCyHKIB. Lls 6ibmioreka Oyna cTBOpeHa KomraHi€lo Meta.
Cnoyatky ii po3poOJsiau i BUKOPUCTOBYBAJIM BUKIIIOUHO JIJISi BHYTPIIITHIX TOTPeO
KOMIMaHii, aie  3roAoM 3poOWJIH MyOJIIYHOI0, HAJABIIHN 10 HEl TOCTYI HIMPOKOMY
3arajry mporpamicTis.

Y React KOXXE€H KOMIIOHEHT TMpEJICTaBIeHUN (YHKIIEI, sKa TpUiiMae
apryMEHTH ¥ TIOBEpPTaIOTh PO3MITKY. React BUKOpUCTOBYE 0COOMUBUI CHHTAKCUC —
JSX (Javascript Extended). JSX no3Bomsie mpuxoByBaTty HaOlp METOMIB 1 (YHKIIIMH,
NOKJIMKaHuX OynayBaTu penpeseHtarito DOM B Javascript (Virtual DOM). Llei
CHHTaKCHC MakcuMaiabHO HabmmkeHuit 1o HTML DOM, mio monerurye cTBOpEHHS
BIJIMOBITHOTO B1IOOpakeHHS JJIs1 KOPHUCTYBayva.

IlepeBaru React
- 3po3yMiiHii CHHTaKCHC.
- Husbkuii nopir Bxoay.
- IlpucytHii GpyHKIIOHATEHUN TAX1] 10 HAMMMCAHHS KOMIIOHEHTIB.
- KoMMoHeHTO-1IEeHTPUCTChKUM MIJIX1] 10 HATMCAHHS 3aCTOCYHKY.
- Bucoka mBHAKICTb peHAECPUHTY. 3abe3neuyeTbcsi TuM, 1o ctan DOM
30epiraeThCs 1 0OUUCIIOETHCS Y BipTyanbHOMy DOM.
- Benuka criibHOTa pO3pOOHUKIB.
Heponiku React
- Jlns mapmpyTuzariii noTpiOHO OKpeMo MiIKI0YaTH 010T10TEKY .
- React]JS dacTto OHOBIIOETHCS, IO HE 3ajUIIA€ PO3pOOHUKAM OaraTo 4vacy Iis

JNOKYMEHTYBaHHS.

Pucynok 2.4 - Jlorotun ReactJS.
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2.3 TexHoJ10TiI CEPBEPHOI YACTHHH

CepBepHa yacTMHa OyIbp-SIKOTO  BE0-3aCTOCYHKY €  SIApOM  HOTO
¢dbynkuionyBanHa. Came BOHA BIJINOBIJIa€ 32 0OPOOKY Ta 30€peKeHHs TaHUX, a TOMY
BUOIp TEXHONOTIH st po3poOku back-end mpoekTy € HallBaXXJIMBIIIUM €TAroM y
po3pobii HamiiHOrO Ta Oe3neyHoro cepBicy. OKpIM TOrO HE MEHII Ba)JIUBOIO
CKJIa/IOBOIO € 3a0€3MeUYEeHHs MacIITa0OBAHOCTI MPOIYKTY y IPOLECi HOro po3BUTKY

Ta HAOYTTS MOMYJISPHOCTI.

2.3.1 Bu0ip MoBH IporpamMmyBaHHS.

MoB mporpamyBaHHS Ta IUTaTGOpPM, IO CIEMIATI3yIOThCA Ha HAMHMCAHHI
CEpPBEPHOro KONy Ha ChOTOJIHI ICHYE nyke Oarato. Cepes MOMyJSIPHUX PIICHb €
JEK1JIbKA:

- Java ta dpeiimBopk Spring.

- JavaScript Ta Node.js.

- Python ta ¢peitmBopku Django, Flask.
- Ruby Ta ¢ppeitmBopk Ruby on Rails.

- C#r1a ASP.NET.

VY nmaniii poboti Oymo 0OpaHO BHUKOPHUCTOBYBaTH MOBY Java. PosrisHemo
JeTIIbHIIIE 11 0COOIMBOCTI Ta IEepeBar.

Java [21, 22] — 1e BHCOKOpiBHEBAa OO0'€KTHO-OpPIEHTOBAHA MOBa
MpOrpaMyBaHHS  3arajbHOTO TPHU3HAYEHHS, pPO3pOo0IeHa KOMIaHi€  Sun
Microsystems (3romom mpuadaHa kopropatiero Oracle) y 1995 pomi. Java
BUKOPUCTOBYETHCS Il PO3POOKM PI3HOMAHITHUX IpOrpaM, BiJ BEO-TOAATKIB 1
MOOUIBHHX JOJATKIB 10 BOY/IOBAHUX CUCTEM 1 BETUKUX KOPIIOPATUBHUX MPOTPaAM.

VY Java € cnoran: “Write once, run anywhere”. OcoOJHMBICTIO MOBHU € Te, 110
nporpaMu Ha Java He KOMIUTIOIOTECS Oe3mocepeIHb0 B MaMHANN KoA. CriodaTky
KOJT Ha MOBI Java KOMIUIIOEThCS B OaWT-KOJ SKUN TEpenaeTbcs BIPTyaabHIN

marmuHi Java (Java Virtual Machine) [23]. B momaneimomy BipTyasibHa MammHa Java
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NEPETBOPIOE OANT-KOJ UISIXOM HOTO TPAHCIISIIT B MAIIMHHUI KOJI, 3p03yMUIHI 115
KOHKPETHOI OTMepaIifHol CHCTeMHU. 3aBASKH IIbOMY JOCSATAETHCA TMEPEHOCHUMICTH
nporpamu. KpiM Toro mnoeaHaHHs 3BUYaHOI KOMIIUIALIL, 1HTEpIIpETallis, a TaKoxX
JIT-koMmiiAii maBUIy€E MBUAKOIIIO MPOrPaMHU.

JIT xomnumsamis [24] - 1me TexHIKa onTUMi3alii, sIka BUKOPUCTOBYETHCA
BIpTyasibHOIO MamuHoIo Java (JVM) nist 6e3rnocepeiHboro MoKpanieHHs MBUIKOIIT
BUKOHaHHS Java mporpam. Po3z6epemo sk npamroe JIT-komminsitis moeTamHo.

1. IpodimoBanus: JVM 30mpae gani mpo Te, sAKki MeTogu Ta (QyHKIIT
BUKJIMKAIOTHCSI HayacTille MiJ 4ac BUKOHAHHS mporpamu. Lli maHi Ha3uMBarOThCA
npodiIsIMU BUKITUKY.

2. Komninsiiss B Mamuaauii koa: Ha ocHoBi podiniB Bukiuky, JIT kommiiastop
BUOMpae HAMOUIbII BaXXJIMBI Ta 4YacTO BHUKOPUCTOBYBaHI (parMeHTH KOIY
IpOrpaMu Ta KOMIIUTIOE iX O€3MOoCepelHbO B MAIIMHHUI KOJ, SIKUHA MOKe OyTh
BUKOHAHMM Ha KOHKpEeTHIM amapaTHid miatdopmi. Lleir wmammHHUN KOJI
30epiraeTbcs B KeUIi JJis MOAAIBIIOTO BUKOPUCTAHHS.

3. BukonanHsi ontumizoBaHoro koay: Ilicis xkommumsmii ¢parMeHTiB Koxy B
MaITMHHUN KOJI, BOHU BUKOHYIOThCSI 0€3MOCepeIHhO, 3aMICTh 1HTEepIpeTallii 0anT-
koxy. Lle 103BosIsIE MOKpAIIUTH IIBUAKO/I1E0 BUKOHAHHS IPOTPaMHU.

[Hmoro ocoOnuBicTIO Java € Te, 10 MOBa Ma€ JIOCUTh T'apHy OOEpHEHY
CYMICHICTh 3 MUHYJIMMH BepcisiMU. Takok BapTO BIAMITUTH CTPOTY THUIII3AIIIO €T
MOBH, IO 3MEHIIYE WMOBIPHICTh MPOrPaMiCTOM 3POOUTH MOMUJIKH HAa MOMEHTI
HAIMMCaHHA POrpaMH Ta TAKUM YHMHOM IIBUIINYE CTaOLIBHICTh KOAY Ta HAJINWHICTD
nporpamu. BpaxoByroun 11e, MOKHA JTIHTH BUCHOBKY, IO HallMCaHHS 3aCTOCYHKIB
BiIOYBa€THCS MIBHUIIE MTOPIBHSIHO 3 IHITUMU MOBAMH ITPOTPAMyBaHHSI.

Takox, Java mae myxe rapHy HIATPUMKY 0araTonoTOKOBOCTI Ta MICTHUTh
BEJIMKY KUIBKICTh 3aC0O0IB ISl KEpyBaHHS KOHKYPEHTHHM JOCTYIIOM JIO PECypCiB.
[le poOuTk ii ogHUM 3 HallKpamux BHOOPIB ISl pO3pOOKH OaraTOKOpPUCTYBAIlbKUX
3aCTOCYHKIB.

OxkpiM nepeniueHnx nepesar, y Java € 1ie CBiif MexaH13M JIiJisl 3HUILEHHS He
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BUKOPHCTOBYBAHUX 00’ €KTIB 3 mam’sTi, sikuii Ha3uBaeThesi Garbage Collector.

Ha Bigminy Big moBu C++, ne 3HUIICHHSA 00 €KTIB TOKJIAJAETHCS Ha
mporpamicTa, TyT 3a II€ BIJIOBIJA€ PO3YMHHUU anropuTM 30upada cMmiTTs. Takuii
M1IX1/1, 3SMEHIIIY€ PU3UKHU OB’ s13aH1 3 BUTOKOM I1aM’STi Ta JOTIOMarae miTpuMyBaTu
cTabiIpHy pOOOTY 3aCTOCYHKY MPOTSITOM BCHOTO MEpiofy PyHKIIIOHYBaHHS.

3aranom, Java Jy>ke TapHO 3apeKOMEHIyBayia ceOe sIK IIBUIKA Ta HaJliiHA

MOBa MMPOTrpaMyBaHHA Ta € BIAMIHHUM BUOOPOM J1JIs1 enterprise po3poOoK.

Java

Pucynok 2.5 - Jlorotun moBu nporpaMmyBaHHs Java.

2.3.2 Orasia ¢ppeiiMBOpPKY

BpaxoBytoun, 1o /it po3poOKu cepBepHOi YaCTMHU 3aCTOCYHKY Oyia oOpaHa
MOBa MporpaMmyBaHHsl Java, TO BIANOBIIHO MOpu BHOOpI (GpedMBOpPKY OylemMo
ONMUpPATUCh HA BapiaHTH, IO MIATPUMYIOTh 1aHy MOBY.

Cepen B1IOMUX pIlIEHb HAWMOMYJISIPHIIIAM Ta OJHUM 3 HAUNOTYXHIIIUX IS
pO3poOKM BEO-I0/ATKIB Ta KOPHOPATUBHOIO MPOTPAMHOIO 3a0e3MEYeHHs] Ha
cboromHi BBaxaeTbcs Spring Framework [25]. ®peiimBopk OyB ymepiie
BumnymmeHuii mig minensiero Apache 2.0 license y dyepBHi 2003 poxky. Ilepmra

crabinbHa Bepceis 1.0 Oyna Bunyiena B 6epesni 2004. [Torouna Bepcist — 6.

Framework
Pucynox 2.6 - Jlorotun Spring Framework.
Bapto 3a3nauntu, mo Spring - 11e He €quHuN (HperMBOpK, a cKopimie Hadip

JEKUTbKOX MPOEKTIB 0lHOYAacHO. [Ipu IbOMY KOKEH 3 TAKUX IPOEKTIB MOKHA

Apk.
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BBAXXaTU OKpeMUM (ppeiiMBOpKOM. Po3riisiHeMO Jiesiki 3 HOro OCHOBHUX CKJIQJIOBHX.

Spring konTekcT (Spring Context) € KIIOYOBOIO CKJIQJ0BOIO Spring
Framework 1 mpezacrasisie coboro koHbIrypariifHy iHGopMalliro js BCiX O1HIB, sIKi
CTBOPIOIOTBbCST Ta ympaBisitoThesi Spring [oC  konteiitHepom. Bin  mo3Boiisie
BU3HAYaTH Ta OPraHi3oByBaTH OlHM, BCTAHOBIIOBATH 1X B3a€MO3B'S3KH,
HAJAIITOBYBAaTH IMAapaMETPH Ta KEPYBATH iX KUTTEBUM ITUKIIOM.

Spring Bean - 1me o0'ekT, SKui CTBOPIOEThCS Ta KepyeTbes Spring [oC
KOHTEHHEepOM. BiH € OCHOBHOIO OJIMHULICIO KOH(PIrypallii Ta ynpaBlIiHHS KUTTEBUM
nukioM B Spring Framework. 3a cBoeto ctpykTyporo bean - 1ie 3Buyaitnuit POJO
(Plain Old Java Object).

Spring KoHTEIHEp - 11e OCHOBHA CcKJagoBa Spring Framework, sika BiamnoBigae
3a yIpaBJIiHHS CTBOPEHHSM, KOH(DIrypailito Ta KepyBaHHs 00'eKTaMu Jojaarka. Bin
peanizye npuHuun iHBepcii ynpasiiHHsa (IoC) 1 3a0e3neuye BTpydaHHSI KOHTEHEpa
y CTBOPEHHSI Ta YIpaBJIiHHSA 00'€KTaMH, BIJOKPEMIIIOIOYHM IO JIOTIKY BiJ KOy
J0/1aTKa.

Came Spring koHTelHep BinoBiaaabHui 3a MexaH13mu [oC ta DI

Inversion of Control (IoC) - 1me mnpuHIUI NPOEKTYBaHHS MPOTPaAMHOTO
3a0€3IeUeHHs], 3a SIKUM KEepyBaHHS O0'€KTaMU Ta iX 3aJ€KHOCTSMH BlJOKpEMIIEHI
Bil KOOy, SKUWA BUKOpUCTOBYe 111 00'ektu. Konteitnep Oepe Ha cebe
BIJIMOBIJIAJILHICTh 32 CTBOPEHHS Ta YIpaBJIiHHSA 00'€KTaMH, 3aMICTh TOTO, 1100 IO
JOTIKY peamizyBaTd y Koai jgomatka. lle mo3Bosisse 3a0e3meduTH  pO3IiICHHS
KoH(irypaiii Ta O13HEC-JIOTIKH, 10 POOUTH JOMATOK OUIBII THYYKHM Ta JIETKO
HIATPUMYBAHHUM.

Dependency Injection (DI) - me minxim, 3a SKOTO 3aleXHOCTI 00'e€kTa
NEepealoThCs oMy 30BHI. 3aMICTh TOro, 100 KJIac CTBOPIOBAB CBOi 3aJIEKHOCTI,
BOHHM HAJAIOTHhCSI HOMY uepe3 KOHCTPYKTOp, MeToau abo BimacTuBocTi. Spring loC
KOHTEHHEp BIAMNOBIA€ 3a BIPOBAHKCHHS IHMX 3aJ€KHOCTEH, IO J03BOJIE

MOJICTINHUTH TCCTYBAHHA Ta HiI[TpI/IMKy KOy.

Apk.

3m.

[AJIL1.467100.003 I13 ”

Apx. | Ne doxym. Hionuc | Hama




Bapro 3a3HaunTH, 110 32 3aMOBYYBaHHSAM Spring HE pO3MI3HAE 3BUYANHUIMA
POJO sax Bean. 106 1e BigOymnocst Bean tpeba oromocutu. PosrisHemo sk 11e
MO>KHA 3pOOUTH.

Icnye Tpu crmocobu cTBOpeHHS OiHIB:
- 3a gonomoror XML koHirypartis (3actapiauii crocio)
- CrBopenns y Java koji (HoBuit crioci0)

- 3a gomomororo anoTatii (HoBuit crioci0)

Spring MVC
Spring MVC (Model-View-Controller) [26] - 11e BeO-ppeliMBOPK, SIKUW HaJa€e
apXITEKTYpHY MOJENb JUIsl po3poOKu BeO-101aTKiB HAa OocHOBI Spring Framework.
Bin no3Bosisie po30WUTH TOAATOK HAa TPU OCHOBHI KoMmoHEHTH: monens (Model),
npenacrasienns (View) ta kontpoisiep (Controller), mo croporrye po3poOky BeO-
JIOJIaTKIB 3 YITKOI PO3/IJICHICTIO Ha PIBHI MPEACTABJICHHS, O13HEC-TIOTIKU Ta

YIPABIIHHS NOTOKOM JaHUX.

OcHoBHI KOHUenuii Ta xapakrepuctuku Spring MVC

- Mogens (Model): Mogens mpencrtaBisie co0oro Oi3HEC-TOTiKy abo maHi, 3
SKUMH Tipatroe qonatok. B Spring MVC monens Moke OyTH TpeacTaBiIeHa SK
POJO (Plain Old Java Object), sikuii 3a3BU4ail MICTUTh JIaH1, sIKi TOBUHHI OyTH
B1I0OpakeH1 y BUTJIS BIATOBIII.

- IlpencraBnenns (View): IlpeacTaBineHHs BiAINOBiAAa€ 3a BiAoOpa)KeHHs JaHUX
st kopuctyBada. Y Spring MVC mpeactaBieHHs 3a3BUYail € miablioHaMH,
takumu K JSP (JavaServer Pages) abo Thymeleaf, sxi mictsate HTML-kox 3
BOY/IOBaHMMH TeraMu a00 BUpa3aMu JJi BIIOOPaKEHHsI IMHAMIYHUX JaHUX.

- Konrponep (Controller): Kontponep o00poOisie 3anmuTd KOPHUCTyBadiB Ta
B3aEMOJi€e 3 MOJEII0 Ta mpeactaBieHHsM. B Spring MVC kontponepu
3a3BUYall € KJlacaMHM, Kl aHOTOBaHI BIANOBIIHO A0 KOH(Irypauli Ta MICTSITh

METO/IH, iK1 OOpOOJISIOTH PI3HI 3aIIUTH Ta MOBEPTAIOTH BIAMNOBIAIL.

Apk.
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DispatcherServlet: DispatcherServlet € rogoBauM koHTposaepom y Spring MVC
NOJIaTKy, SKUI BIANOBIAAE 3a MapLIPYTHU3aLIl0 3aluTIB [0 BIANOBIIHHUX
KoHTpoJiepiB. Bin o0pobmsie Bxigui HTTP-3anuTn, Bu3Hauae, sKkuii KOHTPOJIEP

IIOBHMHCH 6YTI/I BUKJIMKaHUM Ta rnepeaac I>'IOMy BHMKOHAaHHI.

S

UPDATES MANIPULATES

VIEW CONTROLLER

931"

o
&
Ky

b /
USER

Pucynox 2.7 - ApxitektypHuit mabdion MVC.

/ Web Server\
/ Serviet Container l\ Spring Container
shared config: @
web.xml
Request |
i -
1+ —>
>
< . service()
Response, - doGet()
User -doPosl() &—— Spring MVC Container
Serviet
Filter

DispatherServiet
& Serviet / ] - /

Pucynox 2.8 - IIpencraBnenns podotu Spring Framework.

Spring Data

Spring Data - e mpoekT B exocucteMi Spring Framework, skwii criporrye

poOOTY 3 JAOCTYIIOM J0 JaHUX Yy BeO-momaTkax. BiH Hamae aOCTpakiiii Ta yTHIIITH

JUISL B3a€MOJIII 3 pI3HUMU JKepenamu jgaHux, Takumu sk SQL ta NoSQL 6a3u

JIaHuX, 3a0e3neuyround OJHOpiAHMK iHTepdeic mist podotu 3 HuUMH. OnHI€O 3

KItouoBUX QyHKIINA Spring Data € miaTpumMKa peno3uTopliB, Kl HAJAAIOTh THYYKUAN

iHTepdeic aa B3aemoli 3 6azamu JaHuX. Peno3uTopii A03BOJISIIOTE BUKOHYBATU

CRUD (Create Read Update Delete) omepartii 3a JOOMOT00 CTaHIAPTHUX METO/IIB.
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Spring Security

Spring Security [27, 28] - 11e TNOTYXXHUM 1HCTPYMEHT sl 3a0e3MeUeHHS

ayreHTudikamii, aBTOpu3allii Ta 3aXUCTy BeO-IOJATKIB HAa OCHOBI Spring

Framework.

OcHoBHi Mo:kIMBOCTI Spring Security

Aytentudikaris: Spring Security Hajae pi3HOMaHITHI METOIM ayTeHTHUdIKAIII],
BKJIFOYAr04YM 0a30BY ayTeHTH(QIKaIliio, ayTeHTH(]iKaIio Ha OCHOBI TOKEHIB [28]

Ta 1HIIII.

ABropuzamis: Spring Security J03BOJISIE HAJAITOBYBATH MpaBa JIOCTYILY
KOPHUCTYBauiB 10 PeCypciB JojaTKa. BiH miaTpuMye BU3HAUEHHS IPaB JOCTYILY
Ha OCHOBI POJI€il, a TaKOX J03BOJIsIE CTBOPIOBATU BJACHI MpaBuja aBTOpU3aLlli

3a JIONOMOT 010 BHpasiB Spring Security.

VYmpaBninHsg ceaHcamu: Spring Security J03BOJisIE KepyBaTH CeaHCAMU

KOPHUCTYBauiB

3axuct BiJ artak: Spring Security 3a0e3neuye pi3HOMaHITHI MEXaHI3MH 3aXHCTY
BiJI PI3HUX BHJIB aTak, TaKUX SK aTakd IIepexoruieHHs cecid (Session
Hijacking), mepexorennss mapomiB (Password Snooping), ataku Ha OCHOBI

CSRF (Cross-Site Request Forgery) Ta iHmi.

Jlerka iuTerpaimiss 3 I1HIIUMU MOAYJIsIMU Spring: Spring Security Jerko
IHTETpYy€eTHCS 3 IHIMUMHU MOy siMu Spring Framework, Takumu sik Spring MVC,
Spring Boot, Spring Data iTa., mo m03BoJise po3poOHUKaM TOOyAyBaTH

KOMILJIEKCHI Ta O€3IeYH1 BEO-10IaTKH.

PozmmproBanicTts: Spring Security Haja€e THYYKAA MEXaHI3M PO3IMIMPEHHS, 110
JI03BOJISIE  PO3POOHUKAM  J0JlaBaTh BjiacHi (PuUIbTpU, ayTeHTU(IKATOPH,
aBTOPU3ATOPU TA 1HIII KOMIIOHEHTH JJI1 BUPILIEHHS CIEU(PIYHUX BUMOT II0JI0

O€e3IIEKN.
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Pucynox 2.9 - Jlanmroxxok GineTpiB y Spring Security.

Spring Boot Ta Hibernate

Spring Boot [29] - e ¢ppeiMBOpK Il TMBUAKOT pO3pOOKH BeO-T0aTKIB Ha
ocHoBl Spring Framework. BiH Hagae MWHUPOKHI CHEKTp CTaHAAPTHUX
KOH(DIrypaiii, o A03B0OJII€ CTBOPIOBATH JOAATKU 3 MIHIMaJbHUMHU 3yCHJUISIMU Ta
0e3 HeoOX1MHOCTI BenuKHX o0cAriB koHpiryparii. Spring Boot Takox Hanae
BOYy10BaHMI BeO-cepBep, 110 CIPOIILY€E PO3TOPTAaHHS JA0AATKIB.

Hapsiny 3 Spring ¢peiiMBOpKOM TOCUTh YaCTO BUKOPUCTOBYIOTh IHILUN JTyXKe
nonynsipauit ¢ppeitmBopk - Hibernate.

Hibernate [30] - me ¢petimBopk mist Java, skuit 3a0e3nedye BimoOpaKeHHS
MK oO'ekTamu 1 pensmiianMu 0azamu mgaHux (object-relational mapping, ORM).
Hibernate € BimbHMM mTporpaMHUM 3a0€3MEUEHHSAM, IO PO3MOBCIOIKYETHCS Ha
ymoBax GNU Lesser General Public License. Hibernate Hamae merkwii mis
BUKOpPUCTAaHHA (GPEHMBOPK Il BIAOOpaXeHHS MDK 00'€KTHO-OPIEHTOBAHOIO
MOJICIUTIO JaHUX 1 TPAAUIIIIHOIO PEIIALIMHOI0 0a3010 TaHUX.

Bapro 3azHauuTH, 10 BIH Ma€ JyK€ TICHY IHTerpamiro 3 Spring Ta
PO3IIHIOETHCS SIK PO3IIUpPEeHa anbrepHaTuBa 10 Spring Data. Hibernate mo3Bossie
PO3pOOHHMKAM JTOKJIAJHO HAJAIITyBaTH 1 KOHTPOIIOBATH MOBEIIHKY CBOTO JOJATKY.
Bin namae Gararo mapameTpiB KOH(]irypailii Ta MOMXJIMBOCTEH MJis ONTUMI3aIii
pobotu 3 6azoro0 manux. Takox Hibernate moxxe OyTu Jierko 1HTErpoBaHUN 3

ICHYIOUMMU IIPOEKTaMu Java, ocKUIbKH BiH miaTpumye ctangaptu  JPA 1 JDBC. Le

Apk.

No ookym.

ITionuc

Jlama

[AJI11.467100.003 113

Apk.

38




JI03BOJISIE pO3pOoOHUKaM JieTko TepexoauTu Ha Hibernate [31, 32] abo iHTerpyBatu

HOT0 B iICHYIOY1 IPOEKTH 0€3 BEJIMKUX 3yCHIIb.

&

Pucynok 2.10 - Jlorotun Hibernate.

BiamnoBinHO 10 MPOBEAEHOTO OIJIAY, B CEPBEPHIN YACTHHI 3aCTOCYHKY IS
JUIUIOMHOI  poOOTHM  OyAyTh 3aCTOCOBYBATHCH KOMOIHAIlisi 3  JEKUIBKOX
(peiiMBOPKIB.

[lo-nepiie, 3aayi1 TPUIIBUALICHHS POOOTH Ta 3MEHIIEHHS HEOOXITHOCTI B
JOJIATKOBUX KOH(ITypalisix MpoekTy, Oyae BUKOpPUCTOBYBaTHCh Spring Boot.
Spring Boot 3pyunuii TuMm, mo Mae BOymoBaHuii cepep Apache Tomcat, a oTxe
JIOIATKOBO HE TMOTPIOHO 3aBaHTaXyBaTH JO ceOe JIOKaJIbHO Ta OKPEMO
KOH(IrypyBatu cepsep.

[lo-npyre, nns HajmamTyBaHb TMOB’S3aHMX 3 ayTeHTU(IKAIIE0  Ta
aBTOpU3aIli€l0 Oy/1e BUKOPUCTOBYBATUCH KOMIIOHEHTa Spring Security pazom 3 JWT
(JSON Web Token) [33, 34]. Takuii migxim yOe3mednTh 3aCTOCYHOK BiJl
HEKOHTPOJIHLOBAHOI'O JOCTYITY 10 HhOro cTOpoHHiX 0¢i6. JSON Web Tokens OynyTh
BIJIiTpaBaTH CBOEPIHY POJb KIIOYa, MO SKOMY KOpPHCTyBadaMm OyJie HaJlaBaTHUCh
JIOCTYTI JI0 CEPBICY.

[To-Tpere, nss 3pyd4HOro yrmpamiiHHS 0a30i0 JaHUX, Oy/€ 3aCTOCOBYBATHUCH
dpeiimBopk Hibernate. SIk 3a3Hauanock padiiie, BiH Ma€ psJl epeBar MOPIBHSIHO 3
crangaptHuM Spring Data, a oTe J03BOJIMTH OUTBII THYYKO KepyBaTH JaHUMHU Ta
30epiraTH iX B 3aCTOCYHKY.

JInst  ympaBiiHHS ~ JOMATKOBHMH  3aJIS)KHOCTSAMH B 3aCTOCYHKY Oyje
BUKOPUCTAHO CHUCTEMYy aBTOMaTuyHOro 30upanHs Gradle. 3a gomomororo i€l
CUCTEMH MOKHA Oyne JeTKo IiJKIIoYaTH B TPOCKT IOAATKOBI O10J10TEKH.

PosrinsanemMo neski 3 HUX.
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- Lombok: BukopuctoByeThCs Jj1s1 3SMEHIIICHHS] pyTUHHUX OTIepalliii 3 HalllCaHHS
KOJy Ha Java.
- Flyway: BukopuctoByeTbcs 151 aBTOMaTH3allli MPoIlecy Mirpaiiii 6a3 JaHux.
- JsonWebTokens: BukopuctoByeThes 1 podotu 3 JWT.
- Spring Boot Starter Mail: BuxopucToByeThCS i OTmepaiiii OB’ sI3aHUX 3
BIJITPABJICHHSIM JIMCTIB Ha €JICKTPOHHY MOIITY KOPUCTYBayiB.
OxpiM MaHimyrOBaHHS 3aiekHocTsMH, Gradle Takok T03BOJUTH IIBHIKO

310paTH 3aCTOCYHOK JIJISl TIOJIAIBIIIOTO HOTO PO3rOPTAHHS Ha CEPBEPI.

2.4 bBa3za nanux

B sxocti 6a3u maHMX i 3aCTOCYHKY Oyno BuOpano pemsuiiny CKBJI
(Cuctemy xkepyBanHs Oazamu jganHux) PostgreSQL [35, 36]. PostgreSQL €
anprepHatuBoro sk komepuitaum CKBJl (Oracle Database, Microsoft SQL Server,
IBM DB?2 Ta 1nmi), Tak 1 CKB/] 3 Binkputum kojgom (MySQL, Firebird, SQLite).

OcobsmBocTi PostgreSQL

- Bigkputuii kox Ta 0e3KOmTOBHICTh: PostgreSQL po3moBCIOKyEThCS T
miuensiero PostgreSQL, sika € BITbHOIO Ta BIAKPUTOIO AJI1 BAKOPUCTAHHSL.

- Iligtpumka crtangaptiB SQL: PostgreSQL noTpumyeTbcs CTaHAApTIB MOBH
3anuTiB SQL, mo pobuts ii cymicHoro 3 6ararbma iHmmMmu CKBJl Ta no3Boiise
JIETKO TIEPEHOCUTH KOJT MK PI3HUMH CUCTEMaMH.

- Bwucoka HagiiiHicTh Ta cTaOUIBbHICTB: PostgreSQL BioMHuil CBOEIO BHCOKOIO
HAJIMHICTIO Ta CTAOUIBHICTIO, IO JO3BOJISIE BUKOPUCTOBYBATH il B KPUTHUYHHUX
17151 O13HECy CUCTEMax.

- Ilinrpumka Ttpan3akmii ta ACID BiactuBocrteit: PostgreSQL miaTpumye
TpaH3aKI[iiHy MOJCIb 0OPOOKH NTaHWX, sSKa JTO3BOJISE 3a0€3MEUNTH TIPUHITATIN
ACID (Atomicity, Consistency, Isolation, Durability).

- PosmmproBanicts: PostgreSQL mae mmpokuii Habip po3UIMpeHs Ta JOAaTKOBUX
MOJIYJIiB, SIK1 JJO3BOJISIIOTH PO3MIMPUTH 11 (HYHKIIOHATBHICTH Ta aAaNTyBaTH 1i 70

KOHKPETHUX NOTPEO MPOEKTY.
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BUCHOBOK J10 PO3ALITY 2

VY nmanoMy po3aiiIi IUMIIOMHOI poOOTH OYJIO OTJISTHYTO MOIYJISIPHI TEXHOJIOT11
JUISL pO3pOOKM 3aCTOCYHKIB 3 KJIIEHT-CEPBEPHOIO apXITEKTYypOIO Ta BIJIOBITHO
00paHO ONTUMAaJIbHI PIIIEHHS AJIs peati3alli cepBicy.

B sixocti dperimBopky i front-end wactunu O6yne Bukopucrano React]S B
KOMOiHaIii 3 MOBOIO TporpamyBaHHs JavaScript, MOBOIO PO3MITKH BEOCTOPIHOK
HTML ta moBoto ctumiiB CSS.

Jlst peanizaiii back-end yactunu 6yn0 06paHo MOBY IporpaMmyBaHHs Java Ta
BignoBimHO (peitmBopku Spring Ta Hibernate. Jlns 3abe3nedeHHs 3aXHCTy BiI
HECaHKIIIOHOBAHOTO JOCTYMy OyJie BUKOpPUCTaHO Spring Security B MO€IHAHHI 3
JSON Web Token. Oxpim TOro 0y/1yTh BUKOPUCTOBYBATHUCH JTOJATKOBI 3aJI€KHOCTI
JUIS  PO3CHIKHM TIOBIJOMJICHH Yepe3 €JIEKTPOHHY TOMTY TICHs peecTparii
KOpPUCTyBaua Ta 3aJEXKHICTh JUIsl HaJalITYyBaHHS B TMPOEKTI BEOCOKETIB s
CIUIKYBaHHS B peajbHOMYy 4aci. Best cucrema Oyne 30upatuch 3 3aCTOCYBaHHSIM
texnonorii Gradle.

bazoro nmanux nis 30epiraHHs ocoOucToi iHGOpMarllii KopucTyBadiB Oyje
PostgreSQL. Ilogana CKB/] Ha chorogHi BBaKaeTbCsl MOMYJISPHUM Ta HAIIHHUM

pieHHsAM 11 30epiranHs iHopMallii y Be0-3aCTOCYHKaX.

Apk.
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PO3JILI 3.
MMPOEKTYBAHHS TA PO3POBKA CUCTEMU

3.1 Po3poOka cepBepHOi YaCTUHHU

[IpaBunbHO MOOy/IOBaHA cepBEpHA YacTHHA € 3alOpyKOI0 HAIIAHOCTI Ta

IIIBUIKOCTI BCHOTO 3aCTOCYHKY, a TOMY pO3p0OKy BapTo po3modatu came 3 Hei. [1in

yac ii CTBOPEHHS IUIAHYETHCS MOOYyayBaTU 0a3y MaHUX Ta MPOrpPaMHY KOMITOHEHTY,

110 Oyjie KepyBaTy 0OPOOKOIO JTAHUX.

Jlist cTBOpeHHsI MpOeKTy Ha OCHOBI Spring Boot icHye crnenianbHuil cailT

https://start.spring.io. Ileii pecypc € odimiiitnum caiitom Bix Spring, AKuil Hajaae

Ha01p QyHKIIOHATY [T 1HIMiai3a1ii MPOeKTY.

g initializr

Project Language Dependencies ADD DEPENDENCIES... CTRL +B
Q Gradie - Kotlin /] Q Kotin - QO Groovy
O Maven Spring Web | |
Build web, including RESTTul, applications using Spring MVC. Uses Apache Tomcat as the
Spring Boot default embedded container.
O 331 (SNAPSHOT) QO 327 (SNAPSHOT) O 326
Spring Security
Project Metadata Highly ion and trol for Spring
Group  com.example
Lombok
Artifact  demo Java annotation library which helps to reduce boilerplate code.
Name demo Spring Data JPA
Persist data in SQL stores with Java Persistence API using Spring Data and Hibernate.
Description  Demo project for Spring Boat
Package name  com.example.demo
Packaging Q war
Java O 2 O21
| GENERATE CTRL + < | ’ EXPLORE CTRL + SPACE | ’ SHARE... |

Pucynox 3.1 - CaiiT a4 iHimiami3aiii mpoekTy Ha ocHOBI Spring Boot.

Ha BiamoBigHOMY pecypci, TOTpiOHO BHOpaTH BEpCir0 MOBH, BKa3aTH Ha3BY

KOPEHEBOI1 MMaIKu MPOEKTY, BUOpATH 3aci0 Jisi 30UpaHHs MPOEKTY Ta BEpCito Spring

Boot.

616moTeku, Taki sik Spring Web, Spring Security, Lombok ta Spring Data JPA.

3a OaxxaHHs, OJpa3y MOXKHA MIIKIIOYUTH HEOOXiHI Ui CTapTy PO3POOKHU

3m.
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https://start.spring.io/

[Ticast cTBOpeHHS MPOEKTY, J0JaMO B HbOTO BCI 1HIII 3aJIEKHOCTI, 110 OYAyTh

BUKOPHUCTaHI B TIpoiieci po3poOku. sl 1bOro BUKOPHUCTAEMO LIEHTPaTi30BaHUMN

pecypc Maven Repository.

Maven Repository -

oc I_[eHTpaJIiBOBaHC CXOBHIIC TJIA praBHiHH}I

3aJIGKHOCTSIMU 'y CEPEIOBUIII PO3POOKH MPOTPaMHOTO 3a0€3MEeUeHHS] 3aCHOBAHOTO

Ha Maven a6o Gradle. Ile BaxxnuBa ckiagoBa iHPPACTPYKTYpH B €KOCHUCTEMI, sIKa

JO3BOJISIE p03pO6HI/IKaM 3 JIETKICTIO KCPpYBAaTHU 3aAJICKHOCTAMH IIPOCKTY Ta

3a0e3reuye NOCTYIHICTh MyOJMIYHUX a00 MPUBATHUX O10T10TEK.

repositories {
mavenCentral()

r

dependencies { Edit Starters..

implementation
implementation
implementation
implementation
implementation
implementation
implementation
implementation
implementation
implementation

implementation

implementation

‘org.springframework.boot:spring-boot-starter-web’
'org.springdoc:springdoc-openapi-starter-webmvc-vi:2.1.0"
‘org.springframework.boot:spring-boot-starter-security"
'io.jsonwebtoken:jjwt-api:0.11.5'
'io.jsonwebtoken:jjwt-impl:8.11.5"
'io.jsonwebtoken:jjwt-jackson:0.11.5"'
‘org.springframework.boot:spring-boot-starter-websocket'
'org.springframework.boot:spring-boot-starter-data-jpa’
'org.postgresql:postgresql:42.6.0"'
‘org.flywaydb:flyway-core:9.22.2"

'org.springframework.boot:spring-boot-starter-mail"

‘org.springframework.boot:spring-boot-starter-thymeleaf'

compileOnly 'org.projectlombok:lombok'

annotationProcessor 'org.projectlombok:lombok'

testImplementation 'org.springframework.boot:spring-hoot-starter-test"’

¥

Pucynok 3.2 - Coucok 10/1aHuX 3aJI€KHOCTEN.

Pozrassaemo I[CHKi 3 JOAaHUX 3aJIC)KHOCTEH:

'org.springframework.boot:spring-boot-starter-web' -  Hamae

HeoOX1aH1

010i0TeKH 711 CTBOPEHHSI Be0-3aCTOCYHKIB, BKIOYaroun miarpumMky RESTful

BeO-cepBiciB, Spring MVC ta BOynoBanuit Tomcat cepsep.

'org.springframework.boot:spring-boot-starter-security' - Hamae 3aco0u s

3a0e3nedyeHHs ayTeHTUdikalii Ta aBTOpHU3allii.

'org.springframework.boot:spring-boot-starter-mail' - 3a0e3neuye MIATPUMKY

BIJIIPAaBKH €JIEKTPOHHUX JIUCTIB 3a JormomMororo JavaMailSender.

Apk.
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3.1.1 HanamryBanHs 0a3u JaHUX

[Ticnst cTBOpEeHHS MPOEKTY 3 0a30BUMM HAJIAINTYBAaHHSMU BapTO 30CEPEAUTH
yBary Ha po3poOri 0a3u gaHux. Sk 3a3Hayvanoch B MOMEPEAHBOMY PO3ALTI,
posropraHHs 0a3u JaHMX Oyae 31MCHEHO 3a  JIONIOMOIOK — TEXHOJIOTii
KoHTelHepu3amii. J[ns mporo Oyme Bukopuctano Docker. € aekinmbka croco0iB
3aBaHTaXEHHs Ta KOH(Iryparrii 6a3u nanux B Docker.

[lo-nepiie, MokHa Bpy4YHY ckadaTtu noTpiOHmit o6pa3 3 DockerHub ta B
MOTATTBITIOMY TSI TILTHATTS JIOKAJIBHO 0a3u BUKOpUCTOBYBaTH koMaHTy docker run.
[Ipore mpu Takomy miAXoAl MOTPiOHO Oyle KOXKHOrO pa3y BpY4YHY 3B’sI3yBaTu
MOPTH B KOHTEUHEP1 3 MOPTAMHU JIOKAJIbHOT MAIIMHU, 1110 HE JIy>KE 3PYUYHO.

[ammm crmoco6om € ctBopennst Dockerfile. 1le cnemiansauii daitn B sskomy
MO>KHA MPOMHUCATH BCl HEOOX1AH1 KOHGITypallii Jyisi CTBOPEHHS MOTpiOHOTrO 00pazy
Ha OCHOBI SKOTO Hajali MOXXHa 3amycTuTh KoHTeiHep. II[o6 3i06patu oOpa3
notpiOHo Oyne B mupektopii B skid mictuthes Dockerfile nmponucatu komanmy
docker build micis woro mokHa BuKopucToByBatM KoMaHnay docker run.
Henomikom € Te, 10 Takuil (haiiia MOKHA BUKOPUCTATH JIJIS TTIOOYIOBH JIUIIIE OJTHOTO
obpa3y.

Haif3pyunimmm BapiaHTOM, IO JO3BOJUTh OJIHOYACHO 3aJaTh  BCi
KoH(irypaiii € ctBopeHHs1 docker-compose.yml ¢aitiny. Ile yHiBepcanbHuit aitn,
akuid € 3po3ymiauM Docker Ta skuif 103BOJIsi€ OJHOYACHO IMMJHIMATH JIEKIJIbKa
KOHTeiHepiB, KpiM Toro B HbOMy MO’KHA MpomucaTi KOHIryparii s CTBOPEHHS
MDK KOHTEWHEpaMu CIeliadbHOT MEPeXi IJisl iX CHIJIKYBAaHHS Ta CTBOPEHHS TOMIB.
Tomu - 1e micusg Ha JUCKY BUAUICHI JOKepoM g 30epiranHs iHdopmarii mpo
KOHTEHHED.

[Ticns BignmoBigHOi KOH(Irypaiii, Juist 3amycky 0a3u JaHUX JOCTaTHbO Oyje
npormcatn  komaHny docker-compose up 1 Bce Oyme TmpamoBaTH. 3a
3aMOBUYBaHHSM BCl JIOTH KOHTeHHEpY OyIyTh BHUBOAWTHCH B KOHCOJB. IIl00

YHUKHYTH ObOI'O MOJKHA BUKOPUCTOBYBATU KOMAHAY 3 KJIIFOYOM -d, 10 A03BOJIUTH
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3aIyCTUTU KOHTEHHEP B (DOHOBOMY PEXKHMI.

& docker-compose.yml

version: '3.7'
[» services:

> postgres-db:
image: postgres:14.2
restart: always
container_name: postgres-dh
environment:
POSTGRES_PASSWORD: 'postgres'
ports:
- '5432:5432'
volumes:
- postgres-dh-volume:/var/lib/postgresqgl/data

volumes:

postgres-db-volume:
17 driver: local

Pucynox 3.3 - HamamryBanus docker-compose.yml daiiny 11 IpoekTy.

Posrasinemo neranpHime KoHIrypaiiiro 6a3u JaHuX:

JupextuBa version: ‘3.7’ Bka3zye Ha moTouHy Bepcito docker-compose.yml
daiina.

Poznin services Bu3Havyae cepBicu (KOHTEWHEpH), sIKI TOBMHHI OyTH 3amylieH1
3a JIOMOMOTOI0 IILOTO (pailiy.

postgres-db - € 10BUTEHOIO HA3BOIO JJIS CEPBICY 0a3u JaHUX.

JupektuBa image Bkazye Ha o0pa3 sikuil OyJe BUKOPUCTOBYBATHCH IS
CTBOPIOBAHOTO KOHTeWHepy. B manomy Bumagky 1e oOpa3 0a3m gaHHX
PostgreSQL Bepcii 14.2

HamamryBanns restart: always Bka3dye Docker mepesamyckatu KOHTEHEp
aBTOMAaTUYHO B pa3i KOro BIIMOBH.

JlupektuBa container name € Jdilie AUPEKTHBOIO JIJIsl 3aJaHHS 1MEH1 s
KOHTEeHHepa Ta He € 000B’s13K0BO0. Y pa3si ii BimcyTHOcTi Docker cam HamacTh

JTOBLIbHE 1M’ S ISl IIbOTO KOHTEHHEpA.

Apk.
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- Jlam ¥ne HajmamTyBaHHS 3MIHHHUX CEpeoBUINA, SKI OyAyTh IlepeaBaTHCh
KOHTeHHEepy. Y IIbOMY BHUIIAJKy, BCTAHOBIIOETHCS TMAPOJb ISl KOPHCTyBada
PostgreSQL.

- Cexkuis ports moTpiOHa A1l MPOKUYBaHHS IMOPTIB KOHTEHHEpa Ha IMOPTH XOCTa.

- Cekuis volumes Bu3HaYa€e TOMM JaHUX, SKI MaloTh OyTH MOHTOBaHi [0
KOHTEMHepa. Y 1IbOMY BHIIJIKy, BUKOPUCTOBYETHCS TOM 3 iM'siM "postgres-db-
volume", axuii MoHTyeThCA 110 /var/lib/postgresql/data y konrelinepi.

PS C:\Users\Legion\Personal\IT\MyProjects\web-app-messenger\web-app-messenger-project\messenger> up -d

[+] Running 2/2

v Network messenger_default Created

v Container postgres-db Started

PS C:\Users\Legion\Personal\IT\MyProjects\web-app-messenger\web-app-messenger-project\messenger> ps

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
2abf3d3777e3 postgres:14.2 "docker-entrypoint.s.." 7 seconds ago Up 5§ seconds 0.0.0.0:5432->5432/tcp postgres-db
PS C:\Users\Legion\Personal\IT\MyProjects\web-app-messenger\web-app-messenger-project\messenger> exec -it 2abf3d3777e3 /bin/bash
root@2abf3d3777e3:/# psql -U postgres

psql (14.2 (Debian 14.2-1.pgdgl18+1))
Type "help" for help.

postgres=#

Pucynok 3.4 - 3anyck KOHTeHepa Ta MiIKII0YeHHs 10 0a3u JaHuX.

3.1.2 IIpoexkTyBaHHs 0231 JaHHUX

["apHOo crnpoekToBaHa 0a3a AaHUX € 3aMOPYKOIO MOOYIOBH MacIITaOOBaHOTO
JI0JIaTKy Ta CTPYKTYpPOBAHOCTI iH(pOpMaIlii B 3aCTOCYHKY.

[To-mepmie, moTpiOHO mMpoaHaNmi3yBaTH SKi CYTHOCTI OyayTh MOTpiOHI B
CTBOPIOBAHOMY 3aCTOCYHKY Ta sIKi 3B’SI3KM MDK HUMH NMOBHHHI OyTH. OCHOBHOIO
CKJIAJIOBOIO OyJie CYTHICTb KOpHUCTyBaya 3acTOCYHKY, fKa Oyne 30epiratu
iH(pOpMallil0 BKa3aHy KOPHCTyBadyeM IpH peecTparlii Ta Moaudikamii akayHty. Jms
IIbOI'0 CTBOPUMO TAOJIUIIIO USers.

Kpim Toro BpaxoByrouu crnenu@iky 3acTOCyHKY 0a3a JaHMX MOBHUHHA MAaTH
TaOJHIN I 4aTiB, MOBIIOMJICHh Ta CTaHy MoBigomiieHb. CTaH MOBiAOMIIEHb Oyie
BIJIOOpa)KaTH YW € TMOBIJIOMJICHHS TPOYUTAHUM JUIsl BIJIPAaBHUKA Ta KOXKHOTO
oTpuMyBaua NoBigoMiIeHHA. OKpeMo MOTPIOHO CTBOPUTH TAOIHUINIO s 30€peKEHHS
iH(dopMaIli Npo y4acHUKIB 4aTy, sika OyJe MICTUTH 1H(OpMaIio Ipo Te IO SKUX

YaTiB BITHOCUTHCS KOXKEH 3 KOPHUCTYBayiB.

Apk.
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BpaxoByroun Te, 1110 3aCTOCYHOK Oyjie MiATPpUMYBaTH (YHKIIIIO MIAMUCKU Ha
aKayHTH, MMOTPIOHO Oy/ie CTBOPHUTH OKpeMy TaOIMI0 i 30epiraHHs iHbopmarlii
TaKoro THUITY.

Jlist MexaHI3MIB peecTpallii, aBTopu3allii Ta ayTeHTU(IKaIli B 3aCTOCYHKY
OyIyTh BUKOPHCTOBYBATHCH TIOMTOMDKHI TaOJIHIII.

Tabmuusa jwts Oyne moTpiOHa Juisi 30€pEeKEHHS TOKEHIB JIOCTYIY
KOpHUCTYBadiB 110 pecypcy. Tabnuis Oyne MHIATpUMYBATH JBa TUIH TOKEHIB:
ACCESS ta REFRESH. ACCESS TOKEH € TOKEHOM 3 HEBEJIMKHM TEPMIHOM i,
KUl Oe3mocepeHb0 BUKOPUCTOBYETHCS JIJIsl MEPEBIPKU IMpaB KOPUCTYBadiB Ta
HagaHHs poctyny 1o cepsicy. Ha Biaminy Bin ACCESS toxkena, REFRESH mae
JOBIIMM TepMiH A1l Ta Oyae BukopuctoByBatuch Jj1si oHoBlieHHss ACCESS Tokena
y pasi 3aKiHYeHHsA HOro TepMiHy npuaatHOCTI. [loeqHaHHS TakuUx IBOX KIIOYIB
JTIO3BOJINTh CTBOPUTH YMOBU IIPH SIKUX KOPUCTYBady 3aCTOCYHKY HE NOTpIOHO Oyne
Jy’€ 4YacTO aBTOPU30BYBATHCh Ha pecypci, ajne Npu LbOMY 30epexerbes
3aXUIIEHICTh aKAYHTY.

B TakoMmy BHManKy HaBiTh IPH HEMOMITHOMY BHUKPAJEHHI 3JI0BMUCHHUKOM
TOKEHY JIOCTYITy, BIH HE 3M0OK€ BUKOPUCTOBYBAaTH MOI0 MPOTATOM JOBIOr0 MEPIOAY
yacy. Ilpu npomy kopucTyBauy He NOTpPIOHO Oyne Mepe3axoJuTH B aKayHT s
MOHOBJICHHSI TOKEHIB, ajike 3a noHoBieHHs Oyze BianoBigati REFRESH tokeH.

Takoxx BapTO 3a3HAa4MTH, LIO0 MEXaHI3M JIOCTYIy JIO0 cepBicy Oyne
noOyaoBaHuii Ha OCHOBI ponei. [Hdopmariis mpo pomb KopucTyBada Oyne
30epiraTuch B TOKCHI Ta B TAOJIMII USErsS.

[Hmoro Tabnuuero, 1mo OyAe BUKOPUCTOBYBAaTHUCH MPHU peecTpailii Oyne
user_accounts. [logana Tabnuims Oyae mituty 1H(OpPMALIIIO PO T€ B SIKOMY CTaH1
3HaXOAUTHCS aKayHT KopucTyBaua. bymyte icHyBatu Tpu crtanu: ACTIVATED,
REQUIRE_ACTIVATION, BLOCKED. Oppa3y micas peectparlii akayHT Oyjie
sHaxoauTuch B ctaHi REQUIRE _ACTIVATION. Ilicis nporo KopuctyBady Ha
nomry Oyae HaIiCIaHWuW CIeliadbHuid KoM, SKUH TOTpiOHO Oyae BBECTH B

3aCTOCYHOK JJIA aKTI/IBa]_Iﬁ dKayHTa.
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Jlis

user_account_activation_codes.

30epeKCHHS

™1 user_images
[ name

L]type

L ldata

L user_id

Liid

KOJIIB

oyne

user_id:id
user_id:id  userlid:id er_id:id

i jwts
L] content
L type
51 target_type
L user_id
5id

[T user_accounts

L{user_id

[ ]state

L lcreated_at

e £

|l activated_at ser_id:id

Rid
5 user_id
Dtitle
b | content

account_id:id

L created_at
Teid

BHUKOPHUCTOBYBATHUCH

TadIUId

J171s1 CTBOpEHHS MOCTIB BIJIMIOB1Ia€ TaOIUIIS Posts.

1 users il chats
[ username I name
[l password Ttype
[m] 07
1 unique_name Eyid chat_id:id
Ll registration_date A
I firstname
L 1lastname
|| birthday
role
Liid
j 3 F Y
senderd:id S == e
chat_id:id
subseription_idid | member
subseriber_id:id
[l chats_members
Ls chat_id
[Tl subscriptions_subscribers T b ik
s A
L subscription_id L | member_role
¢ subscriber_id Hid
Uyid
7 messages
¢ sender_id
7 posts Lg chat_id
L 1 content
L 1send_time
L1type
Lyid

[l user_account_activation_codes
L < account_id

1 lcode

Ddid

fffl me ssages_statuses
75 message_id

[ user_id

& luser_type

Ll status

Teid

message_id:id T

Pucynox 3.5 - 3’130k Tabymip B 0a3i TaHUX.

0as3u JaHux.

JUis 3py4HOro CTBOpEHHs 0Oa3u JaHMX MpU 3aIlyCKy 3acTOCYHKYy, Oyne
BUKOPHCTOBYBATHCH MOMyJsipHa 010mioTeka amst mirparii Flyway.
Mirparis 6a3 gaHuX - 1€ MpoLeC YIPaBIiHHS 3MiHAMH CXeMHU 0a3 JaHUX,

SKUH JT03BOJISIE pO3POOHUKAM KOHTPOJIIOBATH Ta aBTOMATU3yBaTH 3MIHH CTPYKTYpHU

B ¢aiini build.gradle 3a ne BignmoBimae 3anexHicts 'org.flywaydb:flyway-
core:9.22.2'
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OcnogHi koutuenii Flyway Bkiro4aroTs:

Mirpamii: Mirpamii - ne HaOip SQL ckpumnriB, siIKi ONUCYIOTH 3MIHH, K1
noTpiOHO 3acTocyBaTu 10 6a3u AaHux. Lli cKpuUnTH MOXYTh MICTUTH 3MiHH B
CTPYKTYpl 0a3u JaHMX, Takl K CTBOPEHHS TaOJiMilb, 3MIHA KOJIOHOK a0o
1HACKCIB, 1 TaK JIai.

Meranani: Flyway BUKOPHUCTOBYE creriaibHy Ta0JIHIIIO
flyway schema_history, mo0 BiacTtexxyBatu crtaH Mirpaiiii. Bona 30epirae
iH(pOpMaIli0 PO Te, SKI Mirparii Oynau ByKe 3aCTOCOBaHI 10 0a3u JaHUX, IO
JI03BOJISI€ YHUKHYTH TIOBTOPHOTI'O BUKOHAHHS CKPUIITIB.

BepcionyBanusi: Flyway no3Bojsie BepcloHyBaTH Mirpailii, TOOTO BKa3yBaTH
MOpSIJIOK, B SIKOMYy Mirpamii moBuWHHI OyTu 3actrocoBani. lle momomarae
YIOPABJISITH 3QJIKHOCTAMU MK 3MIHAMU CXeMH 0a3M JIaHUX.

ABtomaTtnuna wmirpamis: Flyway moske OyTH IlerKo iHTErpoBaHa B TPOIIEC
po3ropTaHHsi JoAaTkiB abo B KoH@irypamito Docker koHteliHepiB, 100
aBTOMATUYHO 3aCTOCOBYBATH MITpallii pU 3alyCKy a0 OHOBJIEHHI J0JATKY.

Jlis Toro mo0 CKpUMNTH Mirpaiii BUKOHYBAJUCh MPH 3aIllyCKy AOAATKY, iX

noTPpiOHO PO3MICTUTH B Mamili sr¢/main/resources/db/migration npoekry.

[ sre
Cg main
[Jjava
[2resources
[ db.migration

£ V1__create_uuid_ossp_extension.sql
& V2__create_users_table.sq|
& V3__create_user_account_states_table.sq|
& V4__user_account_activation_codes.sgl
£ V5__create_jwts_table.sql
&£ V6__create_subscriptions_subscribers_table.sq|
£ V7__create_user_images_table.sq|
£ V8__create_chats_table.sq|
£ V9__create_chats_members_table.sq|
& V10__create_messages_table.sq|
£ V11_create_messages_statuses_table.sqg|
& V12__create_posts_table.sq|

Pucynok 3.6 - HanamryBaHHSI CKpUIITIB 7151 0a3U JaHUX.
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DROP TABLE IF EXISTS users CASCADE;
CREATE TABLE users (
id UUID PRIMARY KEY DEFAULT vuid_generate_v4(),
username VARCHAR(256) UNIQUE NOT NULL,
password VARCHAR(256) NOT NULL,
unigue_name VARCHAR(256) UNIQUE NOT NULL,
registration_date TIMESTAMPTZ NOT NULL DEFAULT current_timestamp,
firstname VARCHAR(128) NOT NULL,
lastname VARCHAR(128) NOT NULL,
birthday DATE,
role VARCHAR(128) NOT NULL DEFAULT 'USER',
CONSTRAINT users_username_check CHECK(username ~x'A[*[:space:]]+@[*[:space:]11+$'),
CONSTRAINT users_role_check CHECK(role IN ('USER', 'ADMIN', 'ROOT'))

Pucynox 3.7 - [lpuxnan ckpurita Jyisi CTBOPEHHS TaOJIMIIL users.

3.1.3 IligkroyeHHs 0a3u JaHUX /10 POEKTY

[Tigkmrouennst 6a3u manux B Spring Boot mpoekTti € mocuth npoctuM. s
HaJAIITyBaHb ICHye creriaibHuil ¢aiin application.yml. B nromy daitni moxna

BKa3yBaTH BCl HEOOX1/IHI TapaMeTPH Ta 3MiHHI ISl 3aCTOCYHKY.

spring:
datasource:
driver-class-name: org.postgresqgl.Driver
url: ${DATABASE URL}
username: ${DATABASE_USERNAME}
password: ${DATABASE_PASSWORD}

Pucynoxk 3.8 - 3minHi B ¢aiini application.yml.

['apHuM TOHOM BBaXXA€ThCSl HE MPONKCYBAaTH MMApPOJIb HAa 1HII BpasJivBi
HaJallTyBaHHA  Oe3nocepenHbo B 1pomy  (daitmi.  Takx,  Hampukian,
DATABASE URL, DATABASE USERNAME, DATABASE PASSWORD - €
3MIHHUMM CEpEJIOBUINA, SIKI MOTPIOHO OyJe BKa3aTU NpPH 3aIyCKYy 3aCTOCYHKY.
Takuit miaxig yOe3nmeuuTh BiJ BHUTOKY IHMX JAaHUX HA30BHI Ta MOTEHIIIHHOIO

IIGI)@)(()IIJIGI{IIﬂﬁI)( 3JIOBMHCHHKaMMH.

3.1.4 HanamryBanHasa Spring Security Ta npas J10CTyIy

JUisi HamamTyBaHHS MpaB JIOCTYIY B 3aCTOCYHKY OyJIO CTBOPEHO TpHU POl

kopuctyBauiB: USER, ADMIN, ROOT.

3m.
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USER - 1e 3BUYaliHMII KOpHCTyBauya, IO CTBOPIOETHCS MICHS YCHIIIHOT
peecTpariii.

ADMIN - ne agMmizicTpaTop miaaTdhopMu, 10 MOXKE BHUIAISATH Ta OJIOKyBaTu
IHITUX KOPUCTYBayiB, a TaKOXX Ma€ MOXJIMBICTh CTBOPIOBATH 1HIIHX
aJIMIHICTpaTOPIB.

ROOT - ue agMiHicTpaTop MmiIaTGOPMHU 3 PO3UIUPEHUMH MOXKIMBOCTSMU B
nopiBHAHHI 3 3BU4aitHUM ADMIN, Tak sk B 1Oro CHEeKTp MOMXJIMBOCTEH TaKOK
BXOJIUTH (YHKIIiS BUJAICHHS 3BHYaiHUX anMiHicTpatopiB. ROOT B cucremi €
JUIIEe OAWH, a TOMY MapoJib IS JOCTYIy /10 HOro akayHTy MOBUHEH OyTH

MaKCUMAaJIbHO CKIIAAHHUM JISI B3JIOMY.

KoxHa 3 posieii B 3aCTOCYHKY Ma€ MeBH1 IIpaBa. Po3riissHeMo iX JeTalbHille.

READ USER, READ ADMIN, READ ROOT - 1ie Habip npaB Ha YUTaHHS
aKayHTIB 3BUYAHUX KOPUCTYBaUiB Ta aAMIHICTPATOPIB IIATPOPMH.
CREATE _USER, CREATE_ADMIN - kopucTtyBaui, 110 MarwTh IIi TpaBa

MO>KYTbh CTBOPIOBATH IHILIKX KOPUCTYBayiB ad0 a/IMiHIB BIJIITOBIHO.

UPDATE _ USER, UPDATE_ADMIN, UPDATE_ROOT -
BUKOPHUCTOBYIOTHCSA JIJIs1 MOKIIMBOCTI Mou(iKallii akayHTiB.

DELETE _USER, DELETE ADMIN - 1notpi6Hi i  BHJIAJICHHA
KOPHUCTYBaviB.

B nporpami mjis mepeniueHUX posiel Ta mpaB OyJo CTBOPEHO JIBa KiacH

nepepaxyBaHb (enum), 3 BignoBigHUMH Ha3BaMu Role Ta Permission.

@RequiredArgsConstructor
public enum Role {
9 usages
USER(
Set.of(
Permission.READ_USER,
Permission.UPDATE_USER,

Permission.DELETE_USER

) 1

Pucynok 3.9 - IIpaBa kopucrtyBaua 3 posuito USER.

Apk.
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ADMIN(
Set.of(

Permission.READ_USER,
Permission.CREATE_USER,
Permission.UPDATE_USER,
Permission.DELETE_USER,
Permission.READ_ADMIN,
Permission.CREATE_ADMIN,
Permission.UPDATE_ADMIN,
Permission.DELETE_ADMIN

ROOT(
set.of(
Permission.READ_USER,
Permission.CREATE_USER,
Permission.UPDATE_USER,
Permission.DELETE_USER,
Permission.READ_ADMIN,
Permission.CREATE_ADMIN,
Permission.UPDATE_ADMIN,
Permission.DELETE_ADMIN,
Permission.READ_ROOT,
Permission.UPDATE_ROOT
)
b
private final Set<Permission> permissions;
1 usag AndriHliuza
public List<SimpleGrantedAuthority> getAuthorities() {
List<SimpleGrantedAuthority> authorities = permissions
.stream() Stream<Permission>
.map(
permission -> new SimpleGrantedAuthority(permission.name())
) Stream<SimpleGrantedAuthority>

.collect(Collectors.toList());
authorities.add(new SimpleGrantedAuthority( role: "ROLE_" + name()));

return authorities;
}
+

Pucynok 3.10 - HanmamrryBanust npasB ADMIN ta ROOT.

3a pomomororo Merony getAuthorities 3711HiCHIOETbCSI OTpUMaHHS MpaB
KOpPUCTYBaudlB y MOMeHT HaaxomxeHHs HoBoro HTTP 3anuty Ha cepsep. s
IIOTO BUKOPUCTOBYEThCA BOymoBanuil B Spring kiac SimpleGranted Authority, a
takok MeToJl B kiaci USER, 1110 Ha OCHOB1 MOTOYHOT pOJii KOPUCTYBauya BUKIIUKAE
Metoy role.getAuthorities(). BapTo 3a3HaumTH, 1110 Ha BiAMIHY BiJ JIO3BOJIIB, JO
pouteii notpibHo nomasatu npedikc ROLE , mo6 Spring Security Mir po3mi3zHaTu
MOTOYHY POJIb KOPUCTYBa4a B MOMEHT JIOCTYITY 0 PECYPCY.

[lepeiinemo 0 koudirypamii Spring Security. Jlyis HamamrtyBaHb Spring
Security moTpiOHO CTBOPUTH BIAMOBITHUUN Kiac KoHpirypamii. s mo3HayeHHsS
Kjmaca Java TakuMm, 010 MICTHTHh KOHQITypariiiHi AaHi, mOTpiOHO mepen Horo
OroJIOIICHHSIM BKazaTu aHoTaiito @Configuration. [1{o6 mokasatu, mo 1ei kiac
MICTUTh HaJaIITyBaHHS O€3MeKH, J0JaTKOBO TMOTPIOHO BKa3aTH aHOTAIIIIO

@EnableWebSecurity.

Apk.
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public class SecurityConfig {
private final JwtAuthenticationFilter jwtAuthenticatienFilter;
private final UserDetailsService userDetailsService;
private final LogoutHandler logoutHandler;
private final UserAuthenticationEntryPoint userAuthenticationEntryPoint;

public SecurityFilterChain securityFilterChain(HttpSecurity http) throws Exception {
return http
.csrf(AbstractHttpConfigurer: :disable)
.cors(Customizer.withDefaults())
.httpBasic(
httpSecurityHttpBasicConfigurer ->
httpSecurityHttpBasicConfigurer.authenticationEntryPoint(userAuthenticationEntryPoint)
)
.authorizeHttpRequests(
request ->
request.requestMatchers(
HttpHethod.POST,

" fapi /{wt fix"
).permitA1l()

Pucynok 3.11 - OronouieHHs Ta HaJamTyBaHHS

KoH(pirypartiitHoro ¢aiiny 6e3nexu.

[Ipn mamamTyBaHHI KOHIrypamiiiHOro (Qaitry Oe3nekn BapToO 3a3HAYATH,

IJBIXHW Ta JOCTYIIN 10 HUX. Pozriasitnemo IIGTaJ'IBHiHIG HOIIaHi AOCTYIIN:

HInsixu 3 BIAKPUTUM JOCTYIIOM:

"/api/registration"” Ta "/api/authentication" - 3a0€3Me4yI0Th
(GYHKUIOHATIBHICT JJII CTBOPEHHS aKayHTIB KOPHUCTYBayiB Ta MEXaHI3My
aBTOpHU3AIlii.

"/api/ws/**" - HeoOx1aHUMN My BeO-cokeT 3’e€qHaHHsA. HanmamryBanHs Oe3neku
JUISL IIbOTO TIUIAXY, OyJIO pO3MIIIHYTO TPH CTBOPCHHI IEpeXOoIuTioBava s
IPOTOKOIY BEO-COKETIB.

"/v2/api-docs" - BUKOPUCTOBYETHCS B JOIMIOMDKHUX IUISIX, TAKUX SIK TE€CTYBaHHS

MIPOTPAMHOTO 3a0€3MeUCHHSI.

Hlasixu 3 00MeKeHHAM J0CTYIY BiAIIOBIIHO 10 POJIi KOPUCTYyBay4a:

"/api/users/**" - mmsx poctynHui, s kopuctyBauiB 3 poisimu: USER,
ADMIN, ROOT.

"/api/admins/**" - qocTym 70 BOTO NUISIXY MAaOTh JIUIIE aJIMIHICTPATOPH.
"/api/roots/**" - nocTyn MarTh Juiie kopuctyBadi 3 pojutto ROOT. 3Buyaiini

aJMIHICTPaTOPU HE MOKYTh BUKOPUCTOBYBATH 1I€H MIJISX.

Apk.
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.sessionManagement(
httpSecuritySessionManagementConfigurer -> httpSecuritySessionManagementConfigurer
.sessionCreationPolicy(SessionCreationPolicy.STATELESS)
)
.avthenticationProvider(authenticationProvider())
.addFilterBefore(jwtAuthenticationFilter, UsernamePasswordAuthenticationFilter.class)
.Logout(
httpSecuritylLogoutConfigurer -> httpSecuritylLogoutConfigurer
.logoutUr1("/api/logout™)
.addLogoutHandler(logoutHandler)
.logoutSuccessHandler(
(request, response, authentication) -> SecurityContextHolder.clearContext()

)

)
.build();

public AuthenticationProvider authenticationProvider() {
DacAuthenticationProvider dacAuthenticationProvider = new DaoAuthenticationProvider();
dacAuthenticationProvider.setUserDetailsService(userDetailsService);
daoAuthenticationProvider.setPasswordEncoder(passwordEncoder());
return daoAuthenticationProvider;

(@Bean

public PasswordEncoder passwordEncoder() { return new BCryptPasswordEncoder(); }
AndriiHliuza

public AuthenticationManager authenticationManager(AuthenticationConfiguration authenticationConfiguration) throws Exception {
return authenticationConfiguration.getAuthenticationManager();

iy
Pucynox 3.12 - HanamryBanHs koHdirypariifHoro aitry 6e3neku.

Po36epeMo OCHOBHI HaNAIITyBaHHSI.
- Merogn securityFilterChain cTBOpro€ NaHII0KOK PLIHTPIB OE3MEKH.

KirouoBi eranu koHbIrypariii B IbOMy METO/I:

e Bxiouaemo CORS (Cross-Origin Resource Sharing) 3a
nornomororo .cors(Customizer.withDefaults()).

e HanamroByemo HTTP Basic Authentication Ta Bka3yeMO BIacHY TOYKY
Bxoay (userAuthenticationEntryPoint).

e HamamroByemo aBTOpm3alito 3anuTiB (authorizeHttpRequests), mis msaxis
3aCTOCYHKY. Jlesiki IUIAXU MaroTh JO3BUI HAa JOCTYH ISl BCIX KOPUCTYBAYiB,
1HIII TOCTYTIHI JIUIIE IEBHUM POJISIM.

e HanamroByemo aytenTudikamiitanii nmpoBaiinep ta gomaemo JWT ¢dinsTp

nepesa CTangapTHUM GUILTPOM ayTeHTHU KA.

Apk.
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- Merog authenticationProvider CTBOPIOE Ta HaJIalITOBYE
DaoAuthenticationProvider, sikuii BukopuctoBye userDetailsService ms
OTPUMAaHHS JaHMX KOpHUCTyBauiB. Takoxk Bkazyemo passwordEncoder s
NepeBIpKU MapoJIiB.

- Meton  passwordEncoder  moBeprae  BCryptPasswordEncoder,  skwmii
BUKOPHUCTOBYETHCS JIJIs XCIITYBAHHS MapOIiB.

- Merton authenticationManager ctBoproe AuthenticationManager 3a 70OITOMOTOO
KOHIryparlii ayTeHThdiKaIii.

Posrasinemo npunnun podotu JWT dinbTpa.

Ha mouatky pobGotu JwtAuthenticationFilter mictae 3 3aromoky HTTP
3anUTa TOKEH KOPUCTyBada. 3 TOKEHA JICTAEThCS username KOpUCTyBaya Ta caM
TOKEH TepeBIpsAeThCa Ha BamiaHicTh. [lin yac Bamijaii nepeBipseThCS HASIBHICTD
TOKEHa B 0a3l JaHUX, MOPIBHIOIOTHCA 1M’sl KOpHCTyBaya 3 iIMeHeM B 0a3l JaHUX Ta
NEPeBIPSEThCS YU HE BUUIIOB TEpMIH MPUIATHOCTI. Y pasl  YCHINIHOTO
IPOXOJ/IPKEHHS BCIX €TallB IMEpPEBIPKH, KOPHCTYBay BBAXKAEThCS TAaKHM, IO Mae
noctyt. Ilicis mporo BianmoBigHa iHGopMariis morparisie B Security Context.

R O

ull HttpServletResponse response,
NULL FilterChain filterChain

@No

O |
try {
final String authenticationHeader = request.getHeader (HttpHeaders.AUTHORIZATION);
final String jwt;
final String username;
if (authenticationHeader != null & authenticationHeader.startsWith("Bearer ")) {
jwt = authenticationHeader.substring( beginindex: 7);
username = jwtUtil.extractUsername(jwt);
if (username != null && SecurityContextHolder.getContext().getAuthentication() == null) {
UserDetails userDetails = userDetailsService.loadUserByUsername(username);
if (jwtutil.isTokenvalid(jwt, userDetails)) {
UsernamePasswordAuthenticationToken usernamePasswordAuthenticationToken = new UsernamePasswordAuthenticationToken(
userDetails,
c nult,
userDetails.getAuthorities()
'H
usernamePasswordAuthenticationToken.setDetails(
new WebAuthenticationDetailsSource().buildDetails(request)
)i
SecurityContextHolder.getContext().setAuthentication(usernamePasswordAuthenticationToken);
iy
i3
}
filterChain.doFilter(request, response);
} catch (Exception exception) {
handlerExceptionResolver.resolveException(request, response, null, exception);
+
¥

I

Pucynok 3.13 - [Iporpamua peanizaitisi Metoay s nepeBipku JWT.
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HaCTYI'IHOI-O JIAHKOIO 0 AKOIO ITOTpAIlIA€ 3allUT € KOHTPOJICPH. KOHTpOJ'IGpI/I €

CBOEPITHIUMH TOYKAMHU SIKi HAJAIOTh JOCTYI 10 Pi3HUX (YHKI[IH 3aCTOCYHKY.

AndriiHliuzz

ing(@v"/users/{username}/account")

\ orize("hasAuthority('READ_USER')")
public UserAccountDto getUserAccountByUserUsername(@PathVariable String username) throws Exception {

return userService.getUserAccountByUserUsername(username) ;

&v"/users/{username}/account")
I L "hasAnyRole('ADMIN', 'ROOT')")
public UserAccountDto modifyUserAccount(

the

le String username,

@ y UserAccountDto userAccountDto

) throws Exception {
return userService.modifyUserAccount(username, userAccountDto);

¥

Pucynok 3.14 - [Ipuknan metonis B kiaci UserController.

AHoTani @GetMapping, @PostMapping, @PutMapping,
@DeleteMapping ¢ BinoOpaxenusmu BignoBigaux HTTP meronis: GET, POST,
PUT, DELETE.

[ixaBoto € anotaiisi @PreAuthorize. Bona nepesipsie un € y KopucTyBaua
oTpiOHa poJIb 200 JI03BLI HA JOCTYII 10 METOAa KOHTPOJIEepa.

3a JOTIOMOT 010 aHoTarii @PathVariable, @RequestParam,
@RequestBody npuiimMatotbes nani y ¢opmati JSON mepenani Big front-end mo
back-end.

[Ticast oTpuMmaHHS KOHTPOJEPOM HaHMX, MOAajbIna iX 00poOka € JoBOJI
OJIHOTUIIHOIO. 3a3BU4Yail JaHl MepefaroThCs cepBicaMm, M0 NpHU3HAYEH1 I iX
00po0OKwu, Tmicias yoro gaHi ado 30epiratoThes B 0a3i gJaHuXx, ado JiCTAlOThCs 3 Hel Ta
MOBEPTAIOTHCA KIIIEHTCHKIN YaCTHHI.

Jist Toro mo6 Spring BMIB BIJIPI3HATH Pi3HI KOMIIOHEHTH Ta YCIIIIHO
KEepyBaB 3aJIEKHOCTSIMU 1ICHYIOTh B1JIIOB1/IHI aHOTAIII:

- (@Component - BUKOPHUCTOBYETHCS JJIsl TO3HAYEHHS JIOBUIBHOTO KOMIIOHEHTA.

- (@Controller, @RestController - no3HayarOTh KOHTPOJIEPH.

- (@Service - no3Hauae ceppicu. CepBiCM BHKOPUCTOBYIOTbCA MJi1 OOpOOKH
JAHUX.

- (@Repository - noszHauae peno3utopiil. Pemno3utopii BUKOPUCTOBYIOTHCS IS

oTiepalliif moB’s3aHuX 3 023010 TaHUX.

Apk.
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Controller | | Controller | | Controller

L N S N

Service Service Service Service
\Z/ ~—
Repository Repository

5

Pucynoxk 3.15 - Cxema komMyHiKkaliii Mi>k cepBicaMu

CGpBCpHOI YaCTHUHH 3aCTOCYHKY.

3.1.5 HanamryBaHHsl MeXaHi3My 1JIs 00MiHY NOBiJOMJICHHAMM

3a O0OOMIH MUTTEBUMH TIOBIOMJICHHSMH B 3aCTOCYHKY BIJIIOBIJIafOTh
npotokonu BeO-cokeTiB Ta STOMP [37]. Hdnga mporo Oyno CTBOPEHO OKpEeMUi

KOH(DIrypaiiitHuit Kjac 3 BiJIMOBITHUMHU HaJAIITYBAHHIMHU.

ne AndriiHliuza

@0verride
public void registerStompEndpoints(StompEndpointRegistry registry) {
registry.addEndpoint( ..paths: "/api/ws")
.setAllowedOriginPatterns("*")
.withSockJsQ);

public void configureMessageBroker(MessageBrokerRegistry registry) {
registry.enableSimpleBroker( ..destinationPrefixes: "/api/messaging/topic"):
registry.setApplicationDestinationPrefixes("/api/messaging");

Pucynok 3.16 - Kongirypariist Be6-COKeTiB.

Merton registerStompEndpoints BUKOpUCTOBY€ETbCS JUIsl peecTpalii TOYKH
noctyny WebSocket. B nanomy Bunaaky peectpyeMo TOUKY JAOCTyIy /api/ws. Y
meroni configureMessageBroker HanamroByemo Opokepa MOBiAOMIIEHB JIJisi BEO-

COKETIB.

Apk.
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[To-nepiie, BBiMKHEMO TpocTtoro Opokepa (enableSimpleBroker) mis nuisaxy
/api/messaging/topic, 110 J03BOJUTH BUKOpUCTOBYBaTH aHoTauili @SendTo Ta
meton convertAndSend() 11 BiilipaBKU MOB1OMIIEHb. KpiM TOTO, BCTAaHOBIIIOEMO
npedikc /api/messaging, 1110 03Hayae, M0 BCl MOBIJIOMJICHHS, SIK1 MMOYMHAIOTHCS 3
IIbOTO NUIAXY, OyAyTh BiMIPaBICHI B JJOIATOK.

JlolaTKOBO ~ HANlAIITYeMO  MEpPEeXOIlUIioBada, SKUW  Oyne  mepeBipsTH
KOPHUCTYBAIIbKUI TOKEH Y MOMEHT BCTAHOBJICHHS 3’ €HAHHS BeO-COKETIB Mixk front-
end ta back-end yactunamu.

public Message<?> preSend(@NonNull Message<?> message, @NonNull MessageChannel channel) {
St cessor = ccessor.getA ( ; St .class);
List<StompCommand> stompCommands = List.of(
StompCommand.CONNECT
StompCommand . SUBSCRIBE
StompCommand . SEND

¥i
if (accessor == null) {

throw new IllegalArgumentException("Accessor is null");
+

StompCommand receivedStompCommand = accessor.getCommand();
if (stompCommands.contains(receivedStompCommand)) {
boolean isJwtValid = false;
List<String> authorizati = .getNativeHeader( headerName: "Authorization");

if (authorizationHeader != null && !authorizationHeader.isEmpty()) {
String authorizationHeaderValue = authorizationHeader.get(0);
if (authorizationHeaderValue != null &% authorizationHeaderValue.startsWith("Bearer ")) {
String jwt = authorizationHeaderValue.substring( beginindex: 7);
if (1jwt.isBlank()) {
String username = jwtUtil.extractUsername(jwt);
UserDetails userDetails = userDetailsService.loadUserByUsername(username);
if (userDetails != null) {
try {
if (jwtUtil.isTokenValid(jwt, userDetails)) {
isJwtvalid = true;
I
} catch (Exception e) {
throw new IllegalArgumentException(e);
i3
i
+
Ik
ig

if (tisJwtvalid) {
throw new InvalidTokenException("Jwt is invalid");
}
i
return message;
+

Pucynox 3.17 - HanamryBanss a1 0€3M€YHOTO T AKITIOYCHHS
4yepes3 MPOTOKOJI BEO-COKETIB.

Sx 1 3Buvaitnuit JWT ¢iasTp, mepexoruioBay, TaKokK MepeBipsie BaJIigHICTh
JWT Ttokena. IIpore Ha BiaMiny Bix JWT ¢iunpTpa, sikuii 311iCHIOE TIEPEBIPKY MpU
KOXXHOMY 3aIuTi, BeO-COKET MepexoIlIioBay MOKHA HAJAIITYBATH JIUIIE JIs JESIKUX
eTamiB KOMYHIKaIlii dYepe3 MPOTOKON BeO-cokeTiB. Tak, B JaHOMY BHUIIAQIKY
nepeBipka 3M1MCHIOEThCS B MOMEHT HajacwiaHHs Takux kKomaHj sik: CONNECT,

SUBSCRIBE ta SEND.

Apk.
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3.1.6 CTBOpeHHs iIHCTPYMEHTIB i M PYyBaHHS JAHUX

Jnis mmmdpyBaHHS JaHUX B 3aCTOCYHKY OyJIO CTBOPEHO JIBa OKPEMHUX CEPBICH:
EncryptionService Ta AsymmetricEncryptionService.

EncryptionService npusHaueHuii i 3MIMCHEHHS  CUMETPUYHOTO
nmdpyBanHs Ha 0a3i anroputmy AES (Advanced Encryption Standard). Jlanuii
QITOPUTM € OJHUM 3 HaWIMOMYJSAPHIMIUX aJITOPUTMIB MHUEGPYBaHHS 1 MIUPOKO
BUKOPHCTOBYETHCA B PI3HUX cepax, BKIIIOUaouu iHpopMalliiny 0e3mnexy.

EncryptionService mictuts 3 metona: encrypt, decrypt ta match. Meton
match notpibeH aisg MOPIBHSAHHI 3alIM(PPOBAHOTO TEKCTY 3 3BUYANHUM TEKCTOM.
['070BHUM TpW3HAYECHHSIM IHOTO CcepBicy € mudpyBanHa iHdopMalii mepen
30epexeHHs M 11 B 0a3y pganux. Hampukian, BiH BUKOPUCTOBYETHCS IS

mu(ppyBaHHs NOBIAOMIIEHb B YaTaX Ta TOKEHIB KOPUCTYBayiB.

rvice

public class EncryptionServiceImpl implements EncryptionService {

private final Cipher cipher;
3 usages

private final SecretKey secretKey;

AndriiHliuza
public EncryptionServiceImpl(
@value("${application.security.service.encryption.algorithm}") String encryptionAlgorithm,

dValue("${application.security.service.encryption.aes-key}") String encryptionKey
) throws Exception {
cipher = Cipher.getInstance(encryptionAlgorithm);
secretKey = new SecretKeySpec(encryptionKey.getBytes(), encryptionAlgorithm);

13 usages AndriiHliuza

public String encrypt(string rawData) throws Exception {
cipher.init(Cipher.ENCRYPT_MODE, secretKey);
bytel] encryptedvalueBytes = cipher.doFinal(rawData.getBytes());
return Baseé4.getEncoder().encodeToString(encryptedvalueBytes);

3 usages AndriiHliuza

public String decrypt(String encryptedData) throws Exception {
cipher.init(Cipher.DECRYPT_MODE, secretKey);
byte[] encryptedvalueBytes = Baseb4.getDecoder().decode(encryptedData);
byte[] decryptedValueBytes = cipher.doFinal(encryptedValueBytes);
return new String(decryptedvalueBytes);

usages AndriiHliuza

public boolean matches(String rawData, String encryptedData) throws Exception {
String encryptedRawValue = encrypt(rawData);

return encryptedRawValue.equals(encryptedData);

Pucynox 3.18 - [Iporpamua peanizaiiisi EncryptionService.
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AsymmetricEncryptionService € ckiagHIIIUM, OCKUIBKM BHKOPHUCTOBYE
acUMETpUYHE MM(pyBaHHA Ha OCHOBI MPHUBAaTHUX Ta MyOMYHUX KIOUiB. [laHuit
TUN MHUQPPYBAaHHS BUKOPUCTOBYETHCS B MOMEHT OOMIHY MOBIJOMJICHHAMH MIX
KJIIEHTCHKOIO Ta CEpBEpHOi dYacTUHaMu. /[l 30epekeHHs KIOYiB, CepBep
BUKOPHUCTOBYE CTpyKTypy nanux HashMap. Koiroui cTBOproroTecsi OkpeMo Ha
cepBepl Ta KIIEHTCHKIM YAaCTHHI 3aCTOCYHKY Ta B MOMEHT ayTeHTHdIKaIli
KOpHCTyBayda BiOYyBa€THCSI OOMIH MyOIIYHUMU CKIAQIOBUMH. {7151 KOXKHOTO KITi€HTa
CepBep TeHepye Ta Hagae OKpemMuid nyOmiuamit wmod. Jlna mmdpyBaHHS
BUKOPHUCTOBY€ETHCS anroput™ RSA.

RSA (Rivest-Shamir—Adleman) - me kpunrorpadiuyHuii anropuT™, SIKUN
BUKOPHUCTOBYETHCS ISl M(PpyBaHHA Ta MU(PPOBOro MIANUCY JaHUX. BiH Ha3BaHuUi
Ha 4YecTh Horo BHHaxXigHUKIB: Ponampna PiBecra, Ami Illamipa Tta Jleonapna
Annemana. RSA € omHuM 3 HaWOUIBII MOUIMPEHUX aNTOPUTMIB Kpunrorpadii ta
BUKOPUCTOBYETHCS B PI3HUX cPepax, TaKUX sIK 3aXHUIEH] KOMYyHiKailii B [HTepHeTI,

CJICKTPOHHUH MIJINKC, 3aXUCT KOHPIACHIIIMHOCTI IaHUX Ta 1H.

1 usage AndriiHliuza
public EncryptionKeyDto exchangePublicKeys(EncryptionKeyDto encryptionKeyDto) throws Exception {
User currentUser = authenticationService.getCurrentUser();

KeyPair serverKeyPair = generateKeyPair();

PrivateKey serverPrivateKey = serverKeyPair.getPrivate();

PublicKey serverPublicKey = serverKeyPair.getPublic();

PublicKey userPublicKey = convertStringToPublicKeyAndGet(encryptionKeyDto.getEncryptionKey());

CryptoKeysContainer cryptoKeysContainer = CryptoKeysContainer
.builder()
.serverPrivateKey(serverPrivateKey)
.serverPublicKey(serverPublicKey)
.userPublicKey(userPublickey)
.build();

cryptoKeysContainers.put(currentUser.getId(), cryptoKeysContainer);

return EncryptionKeyDto

.builder()

.encryptionKey(Baseé4
.getEncoder()
.encodeToString(serverPublicKey.getEncoded())

)

.build(Q);

}

1 usage AndriiHliuza

private KeyPair generateKeyPair() throws NoSuchAlgorithmException {
KeyPairGenerator keyPairBenerator = KeyPairGenerator.getInstance(ALGORITHM);
keyPairGenerator.initialize( keysize: 2048);
return KeyPairGenerator.generateKeyPair();

Pucynoxk 3.19 - I'enepariist napu Kiro4iB Ta OOMIH HUMH.
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public String encrypt(String rawData) throws Exception {
PublicKey publicKey = getPublicKey();
if (publicKey == null) {
throw new EncryptionKeyNotFoundException("User's public encryption key does not exist");
}
Cipher cipher = Cipher.getInstance(ALGORITHM);
cipher.init(Cipher.ENCRYPT_MODE, publicKey);
bytel[] encryptedBytes = cipher.doFinal(rawData.getBytes());
return Baseé4.getEncoder().encodeToString(encryptedBytes);

@Override

public String decrypt(String encryptedData) throws Exception {
PrivateKey privateKey = getPrivateKey();
if (privateKey == null) {

throw new EncryptionKeyNotFoundException("Server's private encryption key does not exist");

b
Cipher cipher = Cipher.getInstance(ALGORITHM);
cipher.init(Cipher.DECRYPT_MODE, privateKey);
byte[] encryptedBytes = Base64.getDecoder().decode(encryptedData);
byte[] decryptedBytes = cipher.doFinal(encryptedBytes);
return new String(decryptedBytes);

Pucynok 3.20 - Meroau acuMeTpUYHOTO MHU(PPYyBaHHS
Ta PO3IHU(PPYBAHHSL.

Jlist mporpamMHOi pearizallii aJlrfOpUTMy acUMETPUYHOro MudpyBaHHS Ha

MOBI Java Oyno 0OpaHO BHKOPHCTOBYBAaTH BOYIOBaHI 3aCOOM CaMOi MOBH TaKi SIK

kiac Cipher 3 makery javax.crypto, a Takox kiacu PublicKey, PrivateKey ta

KeyGenerator 3 nakety java.security.

javax.crypto.Cipher ¢ wactmroro Java Cryptography Extension (JCE) Tta

BUKOPUCTOBYETHCSI 11 BUKOHAHHA KpUNTOTpadiuHUX omepamii, Takux SK

mudpyBaHHs Ta po3UppyBaHHS.

OcHosBHi MeToau kJacy Cipher:

Cipher.getInstance(ALGORITHM): Ctoproe o0'ekt Cipher ans 3agaHoro
AITOPUTMY.

init(int opmode, Key key): Imimiamizye Cipher mans mmdpyBaHHs
(Cipher. ENCRYPT _MODE) abo po3mudpyBaHHs
(Cipher.DECRYPT MODE), BUKOpUCTOBYIOUHN 33aJaHUI KITIOU.

doFinal(byte[] input): BukoHye ocrtaTouHy omnepaiiito MmuppyBaHHs abo
po3mudpyBaHHs Ha 33JJaHOMY MacHUB1 OAMTIB.

Jliis 30epiranHs 3reHepOBaHUX KITIOYIB JIJIsl KOpUCTyBada OyB CTBOPEHHI Kilac

CryptoKeysContainer.

Apk.
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B pe3ynbrarti po3poOKu cepBEpHOi YaCTUHU OyJI0 OTPUMAHO TaKy CTPYKTYPY IMAaIoK:

[ src
Cgmain
[ java
[5] com.app.messenger
> [33 config
>[5 controller
>[5 email
>[5 exception
(57 handler
[s7 repository
(5] security
[5) annotation
[2] config
(© SecurityConfig
> (] controller
> [37 exception
> (53 handler
> [2] service
> [5] service
[5] websocket
[z config
(© WebSocketAuthenticationinterceptor
(© WebSocketConfig
> [&] controller
>[5 exception
> [2] repository
> [ service
@ MessengerApplication

Pucynox 3.21 - Ctpykrypa back-end npoekry.

3.2 Po3po0Ka KJIi€HTCHKOI YaCTUHH

KiieHTchbka yYacTWHA 3aCTOCYHKY CKJIQa€ThCsd 3 KOMIIOHEHTIB React, 1o
B3a€EMOJIIIOTh OAWH 3 OAHUM. [[0IaTKOBO A0 MPOEKTY OyJIO0 MIAKIIOUEHO JEKLIbKa
61610 TeK TSI pO3MUPEHHS QYHKITIOHATY 3aCTOCYHKY. PO3IIIsTHEMO JesKi 3 HUX.

- react-router-dom - 6i61i0TeKa MOTPiOHA AJia 3a0€3MEeUEHHsT MapUIPyTU3aIlil B
3aCTOCYHKY.

- axios [38] - Hamae 3pyuHuil (YHKI[IOHAN aJis BIJANpaBICHHS 3aIUTIB [0
CEpPBEPHOI YACTUHM.

- sockjs-client Ta react-stomp - m[OTpPIOHI JJi1 BCTAHOBJICHHS BE0O-COKET
3’€THAHHS.

- jwt-decode - nexoaye iHpOpMaILIiIO 3 JWt TOKEHIB.

- formik - mae 3pyunuii pyHkmionan 1yt poOboTH 3 popmamu.

- node-forge - 6i6;i0TeKa 1711 aCUMETPUYHOTO UG PYBaHHS.

Apk.
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3.2.1 HanamryBaHHsl MapIpPyTH3aLil

3a CTBOpEHHsS MapHIpyTiB B 3aCTOCYHKY BIJINOBIAa€  KOMIIOHEHT

RoutesProcessor.

{/* Routes for not authenticated users */}
<Route element={<NotAuthenticatedUserRoute />} >

<Route path={SIGH_IN_ROUTE} element={<LoginPage />} />

<Route path={SIGN_UP_ROUTE} element={<RegistrationPage />} />

<Route path="/user/:uniqueName/account/activation" element={<AccountActivationPage />} />
</Route>

{/* Routes for authenticated users */}
<Route element={<AuthenticationBasedRoute />} >

<Route element={<RoleUserRoute />} >
<Route path={USER_ROUTE} element={<UserRoute />} >
<Route index element={<ViewUsersRoute />} />
<Route path=":uniqueName" element={<UserProfilePage />} />
<Route path=":uniqueName/account" element={<ProfileModificationPage />} />
<Route path=":uniqueName/chats" >
<Route index element={<ViewChatsRoute />} />
<Route path="creation-panel" element={<ChatCreationPage />} />
</Route>
<{Route path=":uniqueName/subscribers" element={<UserSubscribersPage />} />
<Route path=":uniqueName/subscriptions" element={<UserSubscriptionsPage />} />
<Route path="search" element={<SearchUsersPage />} />
</Route>
</Route>

<Route path={CHATS_ROUTE} element={<ChatRoute />} >
<Route path=":chatId" element={<ChatPage />} />
</Route>

<Route element={<RoleAdminRoute />} >
<Route path={ADMIN_ROUTE} element={<AdminRoute />} >
<Route index element={<ViewAdminsRoute />} />
<Route path=":uniqueName" element={<AdminProfilePage />} />
<Route path=":uniqueName/account" element={<AdminProfileModificationPage />} />
<Route path="creation-panel" element={<AdminCreationPage />} />
<{Route path="search" element={<SearchAdminsPage />} />
</Route>
</Route>

<Route element={<RoleRootRoute />} >
<Route path={ROOT_ROUTE} element={<RootRoute />} >
<Route path=":uniqueName" element={<RootProfilePage />} />
<Route path=":uniqueName/account" element={<RootProfileModificationPage />} />
</Route>
</Route>

Pucynok 3.22 - lnsxu ta komnoHeHTH front-end 3acTocyHKa.

Mapuipytd moOyJoBaHI TaKUM YHHOM, MO0 pO3AinuTH (YHKIIOHAT IS
KOPHUCTYBAuiB 3 PI3HUMHU POJIIMH, & TAKOXK JIJIs1 3BUYATHUX Bi/IBIyBauiB CaiTy.

Jlis HeaBTeHTU(IKOBAHMX KOPUCTYBAdiB BUOIp MAapIIPYTIB € HEBEITUKHM.
Bonu MoxyTh mepeiiTu abo Ha TOJIOBHY CTOPIHKY 3aCTOCYHKY, a00 Ha CTOpIHKHU
peecTpairii Ta ayTeHTUdIKaIli.

JUis  kopucTyBayiB, 10 MNPOHNUIM  €Tam  ayTeHTUQIKalii  ICHye

AuthenticationBasedRoute. Ilpu mnorparusiHHI  clogu y KOpPHUCTyBaua

Apk.
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nepeBipseTbCsi  Woro posb. Poiab  KopucTyBaua JICTa€TbCs 3 TOKEHA IpU
ayreHTHdikamii Ta 30epiraeTbcsi y mam’ATi 3acTocyHKy. Cami X TOKEHHU
30epiraloTbCcsl  y  JIOKQJIBHOMY CXOBHIII Opay3epa Ta 3a HeoOX1AHOCTI 31HCHEHHS
3anuTy 10 back-end nicTaroThCs 3BIATH.

Kpim Toro, Ha ertani npoxomxeHHs komnonenta AuthenticationBasedRoute

3IIMCHIOETHCS BEO-COKET 3’ €IHAHHS Ta OOMIH KIIIOUaMHU JIs IU(PPYyBaHHS.

let socket = new SockJS(API_WEB_SOCKET_URL);
let stompClient = Stomp.over(socket);

Pucynox 3.23 - CtBopennst STOMP kJieHTa.

async function exchangeKeys() {
await exchangePublicEncryptionKeys(user.username);
let aesKeyResponse = await getEncryptedAesKey();
let aesKeyResponseData = aesKeyResponse?.data;
if (aesKeyResponseData) {
let userPrivateKeyString = localStorage.getItem("user-private-key");
userPrivateKeyString = "----- BEGIN RSA PRIVATE KEY----- \n" + userPrivateKeyString + "\n----- END RSA PRIVATE KEY----- s
let userPrivateKey = forge.pki.privateKeyFromPem(userPrivateKeyString);
let decryptedAeskey = userPrivateKey.decrypt(forge.util.decode64(aesKeyResponseData?.encryptionKey));
localStorage.setItem("aes-key", decryptedAesKey);
}
}

exchangeKeys();

if (!stompClient.connected && user.authenticated && user.role !== Role.ADMIN && user.role !== Role.ROOT) {
let accessToken = localStorage.getItem("access-token");
stompClient.connect({ Authorization: "Bearer ${accessToken}  }, onWebSccketConnected, onWebSocketConnectionErrer);

Pucynok 3.24 - OOMiH KJIF0O4aMH Ha CTOPOHI KIJIIEHTA Ta

BCTAHOBJICHHS BEO-COKET 3’€I[HaHH}I.

3a e Bianosigae komanaa stompClient.connect({ Authorization: 'Bearer

${accessToken} }, onWebSocketConnected, onWebSocketConnectionError);
VY pa3i ycmimHoro 3’€IHaHHS KJI1€HT BEO-COKETIB MIAMUCYETHCS HA YaTH 0

SKUX HAJICKUTh KOPUCTYBad. TaKoK, OKpEMO BiIOYBAETHCS IMAMHUCKA HA OCOOMCTI

HOBiI[OMJICHHH KOpHUCTYBada.

let currentUserChatsResponse = await getCurrentUserChats(3);
let currentUserChats = currentUserChatsResponse?.data;
if (currentUserChats) {
for (let i = 8; i < currentUserChats.length; i++) {
let currentUserChat = currentUserChats[i];
if (currentUserChat) {
let chatId = currentUserChat?.id;
if (chatId) {
stompClient.subscribe(API_WEB_SOCKET_MESSAGING_TOPIC_URL + "/chats/" + chatld + "/messages", onChatMessageReceived
i
¥
}
setUserChats(currentUserchats);

g

Pucynox 3.25 - [linnucka Ha KaHad MOB1IOMJIEHb YaTy.
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const onlWebSocketConnected = async () => {
let accessToken = localStorage.getItem("access-token");
stompClient.subscribe(API_WEB_SOCKET_MESSAGING_TOPIC_URL + "/" + user.username + "/notifications", onUserNotificationReceived

Pucynok 3.26 - [lignucka Ha KaHal CIOBIIIEHb KOPUCTYBaya.

[Ticnst ycmimHOro 3’€AHaHHS Bi1I0YBA€THCS PO3MOJIUI IIISAXIB BIAMOBIIHO 0
poneit. KopucryBau 3 pouiro USER B3arani He Oyne mMaTtu JOCTymy A0 LUIAXIB
aZIMiHICTpaTOPIB Ta He Oy/e HaBITh MiIO3PIOBATH, IO B CUCTEMI € aaMiHicTpaTop. B
TOM e Yac aJMIHICTpaTOp Ma€ JOCTYN Maike J0 BCIX NUISIXIB KOPUCTyBauda. BiH
MO>K€ MEepErIsIaTi HOro akayHT, OJIOKYBaTH KOPUCTYBaya 3a MOTPEOU, eperiisaiaTtu
BCIX KOpUCTYyBauiB B cucteMi. [IpoTe agmiHicTpaTOp HE Ma€ AOCTYMY 10 OCOOUCTHUX
YaTiB Ta MEPENUCOK KOPUCTyBauiB. TakKUM YMHOM CTBOPIOETHCS Oe3IeKa B J10JATKY

Ta HC PO3IMOBCIOPKCHHA 0COOMCTHUX JaHUX.

3.2.2 HanamryBaHHs GyHKIIOHAJY /ISl KOMYHIKAaIlii 3 CEPBEPHOI0 YACTHHOIO

Sk BKe 3a3HAYANIOCH paHille, 10 MPOEeTKy Oyia nogaHo 610ioTeka axios.
Axios - me Oi0mioreka jisi BukoHanHss HTTP-3anutiB y JavaScript, sika
mpairoe Ha CTOPOHI Opay3epa. AX10S Hajae 3pyYyHUN Ta MPOCTUHN 1HTEpPenc ms

BUKOHAHHS pizHOMaHITHUX HTTP-3anuTi, Takux sik GET, POST, PUT, DELETE 1

T.J., @ TAKOX JIJI1 BCTAHOBJICHHSI 3ar0JIOBKIB, 00pOOKM MOMMIIOK Ta Oarato iHIIoro.

B nmanomy 3actocyHky Oyno CTBOpeHO Tpu KiieHTa axios: axiosClient,
authAxiosClient Ta refreshAuthAxiosClient.
Po30epemo npu3HauYeHHS KOKHOTO 3 HUX.

- axiosClient - BimmoBimae uIsi CTBOPCHHS 3amuTiB a0 back-end ski He
noTpeOyrOTh aBTOPH3AIlli KOPUCTYBaYa.

- authAxiosClient - moTpibeH Jyis 3anuTIB 3 aBTopu3alli€ro. llepen BiampaBKoOIO
3anuty, g0 uoro HTTP 3arosoBka m0maeTbCcs TOKEH KOPUCTyBaya, IO
JICTAETHCS 3 TOKATBHOTO CXOBUIIE Opay3epa.

- refreshAxiosClient - mnotpiben mans mnonoBiaenHs ACCESS Tokena 3a

normoMmororo REFRESH Tokena.

Apk.
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export const axiosClient = axios.create({
baseURL: BASE_URL
1)

export const authAxiosClient = axios.create({
baseURL: BASE_URL
1)

export const refreshAuthAxiosClient = axios.create({
baseURL: BASE_URL
1

authAxiosClient.interceptors.request.use(async (request) => {
const accessToken = localStorage.getItem("access-token");
request.headers.Authorization = "Bearer ${accessTocken} ;
return request;

1)

refreshAuthAxiosClient.interceptors.request.use((request) => {
const refreshToken = localStorage.getItem("refresh-token");

if (refreshToken) {
request.headers.Authorization = “Bearer ${refreshToken} ;

}

return request;

1)

Pucynox 3.27 - AX10S KIII€HTH.

3.2.3 CtBopeHH (PYHKIIOHATY NJI OOMIHY OBiZOMJICHHSIMM

JUist HajgcuaHHS MOB1AOMJIEHb OYB CTBOPEHUN OKpEeMH METOA. Y MOMEHT

BXOJly B aKayHT CepBep Ta KII€EHT OOMIHIOIOThCS MyOmiuHUMH Kirodamu. [licims

IIHOTO 3a JIOMOMOTOI0 TyOJIYHUX KIIOYiB BimOyBaeThcs oOMiH AES xmrouem mis

cumetpuyHoro mudpysanss. Kiient 36epirac AES kimrou cepBepa y JTOKaTbHOMY

CXOBMINI 1 y MOMEHT BIINPaBKUA TOBIJOMIICHHS Udpy€e TMOBIIOMICHHS 3a

JOIIOMOI'0IO 36€p€)K€HOFO KJIro4a.

const onSendMessageButtonClick = async () => {
let chatId = chat.id;
if (textValue && chatId) {
let aesKey = localStorage.getItem("aes-key");
if (aesKey) {
let rawKey = CryptoJS.enc.Baseé4.parse(aesKey);

let encryptedText = CryptolS.AES.encrypt(textValue, rawKey, { mode: CryptoJS.mode.ECB, padding: CryptolS.pad.Pkcs7 })

let encryptedData = encryptedText.ciphertext.toString(CryptoJS.enc.Base64);
let response = await sendMessageToChat(chatId, encryptedData, MessageType.NEW_MESSAGE);
let sentMessage = response?.data;
if (!sentMessage) {
setInformMessage( Your message "${textValue}" wasn't updated’);
}
setTextvalue("");
setShowEmojiPicker(false);

Pucynok 3.28 - HanamryBaHHs BIAIIpaBKH IMOB1IOMJIEHb.
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PosmudpoBka MoBiIOMIIEHs BIJMPABICHUX CEPBEPOM TaKOXK BiJOYBAETHCS

MOoMIOHUM YUHOM 3 BUKOPUCTAHHSM BiIMOBITHOTO KITIOYA.

let aesKey = localStorage.getItem("aes-key");
if (message?.content) {
let decryptedText = CryptoJS.AES.decrypt(
{ ciphertext: CryptoJS.enc.Base64.parse(message?.content) },
CryptoJS.enc.Base64.parse(aesKey),
{ mode: CryptolS.mode.ECB, padding: CryptoJS.pad.Pkcs7 }
)
setMessageContent(decryptedText.toString(CryptolS.enc.Utf8));

}

Pucynox 3.29 - Po3mmudpoBka noBigoMIIeHb.

JUist mm@pyBaHHs NOBIAOMIIEHb BUKOPUCTOBYEThCA MOAylb CryptoJS. Ilpu

BUKOPHUCTAHHI MOJYJIsI MOYXKHA OOMpaTH HEOOX1THUN anroputMm. B naHomy Bumajaky

y SIKOCT1 alnroputMmy Hajiamropyemo AES.

CryptoJS.enc.Base64.parse neperBoptoe Base64 psigoxk Ha 00'€KT TUILy

WordArray, sxuii Moxke Oyt Bukopuctanuii CryptodsS.

B pe3synpTaTi pO3pOOKH KIIEHTCHKOI YacTUHU OYJIO0 OTPUMAHO TaKy

CTPYKTYypY MaroK:

v MESSENGER-FRONTEND-A...[3 BT U &
> assets
> node_mod
> public |

W osrc
> axios
~ components
> navbar
> pages
> routes
> search
# UsersListitem.css
& UsersListltem.jsx
# ViewChatsRoute.css
# ViewUsersRoute.css
> images
v utils
> validation-schemas
AuthProvider.js
ChatMemberRole js
ChatTypejs
E2EEProvider js
MessageStatus.js
MessageType.js
NotificationType.js
Role js
UserAccountState.js
UserStatus.js
# App.css
App.js

Pucynox 3.30 - Ctpykrypa front-end npoexry.
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BUCHOBOK J10 PO3ALTTY 3

VY nanomy po3niii TUTIIIOMHOI poOoTH OyII0 po3p00IeHO MPOTPaMHY YaCTUHY
3acToCcyHKy. JlJisi KOy cepBepHOI YacTUHU OyB BUKOpUCTAHUN (perMBOpK Spring
pa3oM 3 MOBOIO IIporpaMyBaHHs Java, a ijIsl KIIIEHTCHKOTO Koy - pperiMBOpK React
Ta MoBa JavaScript.

BiamoBinHo a0 moTpe® HaA CEpBEpHIM CTOPOHI BAANOCS pealli3yBaTH
MeXaHI3MHM ayTeHTU(iKalli, aBTopu3alii Ta peectpauii KopuctyBayiB. s nporo
Oyno mpoBeneHo KoHpirypariito dpeiiMBopky Spring Security Ta HalamToOBaHO
JIOCTYT BIJIMTOBITHO JI0 POJICH KOPUCTYBaYiB.

KpiM Toro y 3actocyHky Oyno HamamrToBaHO (PYHKIIIOHAT AJS MIHQpPyBaHHS
Ta 00MiHy mnoBigomieHHAMH. OOMIH TOBIJOMJICHHSAMH 3IACHIOETHCS 3
3aCTOCYBaHHSM TIPOTOKONY BeO-cokeTiB. JIJis 11p0r0 OYyJIO CTBOPEHO BiIMOBIIHI
KJIACH Ta METOU 3 KOH(DITyparisiMu sIK Ha CEPBEPHIN, TaK 1 Ha KIIIEHTCHKINA YaCTHHI
3 3Ty4EHHSIM MOTPiOHUX 010J10TEK.

Takox BapTO BiI3HAYHATH IMPOBEACHY POOOTY 3 HAJAIITyBaHHS 0a3u JaHUX
nonatky. Jnsa 3amycky CKBJl O6yi10 BUKOPHCTaHO TEXHOJIOTIH KOHTEeHHepH3allii Ha
ocHoBi Docker. 3 DockerHub 0ys0 3aBanTa)xeHo noTpiOHUI 00pa3 Ta HaJaIITOBAHO
MIJKJII0YEHHS Ha XOCTi. J[ogaTKOBO 10 CEpBEpPHOI YACTUHU OyJIO MIAKIIOUYEHO
oi6miorexy Flyway mns edexkruBHoro kepyBanHs SQL ckpuntamu Ta s
MPUIIBUAIICHHS PO3POOKH.

Sx pesymprar Oyno OTpWMaHO IIOBHICTIO pEali30BaHUM BIAMOBITHO 10
3alyMy MPOTPaMHUN TPOAYKT 3 KIIEHT-CEPBEPHOIO apXITEKTYpOIO. 3a KOXKHY
oKkpeMy (DYHKIIIIO y AOJIAaTKy BIJIMOBIIAIOTh CBOT KOMIIOHEHTH Ta cepBicu. Cepaicu
CEepPBEpPHOI YaCTMHM peaji3oBaHi TaKUM YHWHOM, 10 BOHH PO3MIUPSIOTHCS
iHTepdeiicu abo X abCTpaKTHI KJacH, M0 J03BOJsE€ MaciTadyBaTu miaaTthopmy Ta

JIETKO J10J1aBaTH 0 Hel HOBUM (DYHKITIOHAJ.
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PO3/ILT 4.
TECTYBAHHS POBOTH 3ACTOCYHKY

TCCTYBEIHHH Ta aHaji3 pO6OTH IporpaMHOro IIpoaykKry € OIHHUM 3

HaBAXKIIMBIIIUX €TamiB PO3POOKH 3aCTOCYHKY. PO3TIsITHEMO OCHOBHI aCIIEKTH YOMY

BapTO IIPOBOAUTH TCCTYBAHHA.

Busisnenns momuiok: TecTyBaHHS JomoMarae€ BUSBUTH ITOMUJIKH, SIKI MOXKYTh
IIPU3BECTH /10 HEKOPEKTHOI poOOTH MporpaMu abo ii aBapiifHOrO 3aBEpUICHHS.
Uuwm paniiiie BUSIBIASATHCS TOMWIKH, THM JIETIIE X BUIPABUTH.

3abe3neueHns sikocti: [IpoBeneHHsT TeCTyBaHHS J03BOJISE 3a0€3MEUUTH BUCOKY
SKICTh MPOTPAMHOT0 MPOAYKTY. SIKicCHEe mporpamHe 3a0€3MeYeHHs BAKIIUBE IS
3aJI0BOJICHHSI TIOTpe0 KOPHUCTYBayiB 1 YHUKHEHHS HEraTMBHUX HACIIJKIB BiJl
TTOMHJIOK.

[lepeBipka BiAMOBIAHOCTI BUMoOraMm: TecTyBaHHSI JOMOMAara€ MEepeBIpUTH, YU
BIJINIOBIJIa€ pO3pOOJIEHUIN 3aCTOCYHOK BUMOI'aM, BU3HAYEHUM Ha MOYAaTKOBOMY
eTani po3poOku. Lle 703BoIIsIE BIEBHUTHCS, 1110 MTpOTpamMa BiAMOBiIa€e moTpedam
KOpPHCTYBaviB 1 O13HEC-BUMOTaM.

OnTuMizariiss TpOIyKTUBHOCTI: TecTyBaHHS JOTIOMAara€e BUSBHUTH Ta BHIPABUTH
npoOieMu 3 TPOIYKTUBHICTIO IMPOTrpaMu, Taki SK JOBTHM 4Yac BIATYKY abo
BEJIMKA KUIbKICTh CIOXKMBaHO1 mam'siTi. Lle mo3Bossie 3a0e3neunT ONnTUMAalIbHY

poOOTY 3aCTOCYHKY.

4.1 Orasa pyHkuioHay

[IpoBenemo orusn  (QyHKIIOHATY 3acTOCYHKY. OCKUIBKH  3aCTOCYHOK

noninserbest Ha front-end Ta back-end wacTwHM, TO JOCTIIKEHHS POOOTH MOXKHA

IIPOBOJUTH OKPEMO JIJIs1 KOJKHOT YaCTHHHU a00 K TECTYBaTH B3aEMOJIIIO BCIX CEPBICiB

pa3om.

Apk.
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Jlnst mepeBipku poOOTH CEpPBEPHOT YACTHUHHU, N0 MPOEKTy OyJlIo J0JIaHO
o10motexy Swagger [39, 40].

Swagger - 1me HaOip I1HCTPYMEHTIB [JIi PO3POOKH, JOKYMEHTYBaHHS 1
BUKOpHUCTaHHA BeO-cepBiciB. BiH Bkitovae y cebe Kijibka KOMIIOHEHTIB, SIKI CIIUIBHO
nonomaraiTh crBoputu crenudikarito API [41, 42] 1 3pobutu ii OCTYymHOMIO A

PO3POOHUKIB 1HITNX CTY>KO a00 KI1E€HTCHKUX J0JIaTKIB.

[ htpitiocainost:a080 - Generated server un__ ~ |

user-controller v
authentication-controlier ~
|\ /api/user/{username}/account/activation v a
/api/user/{usernane}/account/activation/email v e
/api/registration v a8
0| /api/authentication v e
jwt-controller A
I /api/jwt/validation v @
/api/jwt/access v e
encryption-controller A
|| /api/encryptionkeys/publicKey v @
chat-controller i
Japi/chats v B

Pucynox 4.1 - Burmsin maneni Swagger 1uist TectyBanss back-end.

Welcome to WebTalk

WebTalk is a safe messenger
which allows you to share your thoughts with others around the warld

Pucynoxk 4.2 - Burnsig ronoBHoi ctopinku front-end 3acToCyHKY.

Apk.
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4.1.1 PeecTpauisi Ta aBTeHTHDIKAIIA

Ha BkJ1aJKy Sign Up Ta 3anm0BHUMO BIAMOBIIHI MMOJIs HEOOX1HI AJIs peECTpallii.

S0 cipoOyBaTy HEBIPHO BBECTH SIKICH 3 MOMIB TO OTPUMAEMO TOTIEPEIKEHHSI.

Posrnsaemo npouec peectpaitii. s 1boro B maniii 3aCTOCYHKY MepeiaemMo

Confirm password:

AndrewH
First name:
Andrii

Last name:

Hiiuza

Birthday:

06.85.2084

Sign Up

Pucynok 4.3 - ®opma peecrpariii.

Sign Up
Email:
Password:

Confirm password:

1@ Passwords must match

Usemame:
AndrewH
First name:

-

Last name:

Hiiuza

Birthday

06.05 . 2004 o

Sign Up

Already have an account?

Pucynok 4.4 - TlonepemkeHHs y pa3l HEBIpHOTO

3allOBHEHHS MOJIB GOopMHU.

3m.

Apk.

Ne dokym.

ITionuc

Jlama
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[Ticist mpaBUILHOTO 3alIOBHEHHSI BCIX MOJIIB Ta HaTUCHEHHI KHONKH Sign Up

Ha TOMITY KOPUCTYBady MOBUHHO MPUUTU MOBIAOMIICHHSI 3 KOJOM JJIS aKTUBAIlli

aKayHTa.

Account Activation &xasi <

Hello AndrewH,
Thank you for signing up! Please use the following activation code to activate your account

Note: This code will expire in 15min.

WebTalk Team

“ Bignosicti

 MNepecnatu

@

Account Activation

033399

Pucynox 4.5 - Jluct a1 miaTBepKEHHS aKayHTy KOpUCTyBaya.

Jlnsa akTuBanii moTpiOHO HATUCHYTH Ha KHOMKY Activate your account ta B

II0JIC BBOAY BBCCTHU OTpI/IMaHI/Iﬁ KOI. BapTo 3a3HA4YUTH, IO KO HiﬁCHHﬁ JINIIC

npoTArom 15 XxBUiaMH. SKIIO TepMiH Ail KOAY BHYEPIIABCS, KOPUCTYyBady MOTPIOHO

3aHOBO IPOWTH TPOIIEC PEECTPAIii.

[Ticns ycminrHOT akTUBAIllT aKayHTa KOPUCTYBa4d 3MOKe aBTEHTU(]IKyBaTUCH B

3acTocyHKy. Jljisi mporo mepexoaumo Ha Bkjiaaky Sign In ta BBoaumo email Ta

NapoJb, 110 Oy BUKOPUCTAH1 IIPHU peecTparlii B hopmy.

- WebTalk

Home

Pucynok 4.6 - [Ipouec Bxoay /10 akayHTYy.

Sign In Sign Up

3m.

Apx.

Ne ookym.

Ilionuc

Jlama
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4.1.2 Cropinka kopucTyBaia

Onpazy micis peecTpairii Ta ayTeHTH(DIKAIlli KOPUCTyBay IMOTPAIUISIE Ha CBOIO

CTOpPIHKY.

share your thoghts

Pucynok 4.7 - AkayHT KOpHCTyBaya.

KopuctyBau moske poOUTH JIeKUIbKa oOmepariii 3 BJIACHOI CTOPIHKOIO.

Pozbepemo ix netanpHiIIe.

[To-nepiie Ha cTopiHi € GyHKIT 175 MoAudikaiii akayHTy. HaTtucHyBimm Ha

BIJIMOBIJIHY KHOIIKY, MOKHA 3MIHUTH JaH1, 10 BBOJIMB KOPUCTYBau MPU peeCTparii,

Taki SK: username, iM s, TPI3BHUIIE, AaTy HAPOJDKEHHS Ta Mapoib. TaKkoX MOKHA

J04aTHu (bOTO. BapTo 3a3Ha4YUTH, IO AJII BHUKOHAHHIA onepauiﬁ OB’ SI3aHUX 3

Mou(ikalli€ro akayHTa noTpioHo Oyze BBECTH MOTOYHHI Mapoib KOPUCTyBaya.

Ta1<o>1<, 3a 6a)I(aHH5I, KOPpHUCTYBA41 MOKC BUAAJIMTH AKAYHT. BapTo 3a3Ha4UTH,

1o onepauiﬂ BHUIOAJICHHA € HC3BOPOTHOIO. ITicas BHUAAJICHHS BCI I[aHi KOpHUCTyBa4a

MOMEHTAIBHO BHJIAJISIOTHCS 3 0a3u JaHUX, a OT’KE BITHOBUTH iX Oy7ie HEMOXKITUBO.

HpI/I BI/II[aJ'IeHHi, 3’ SIBJISIETHCS BIKHO Y JKOMY KOpUCTYBa4da i€ pa3 3allMTYIOTh

gy Oakae BiH 3MIMCHUTH II0 OMeEpaiiro. Y IbOMY BiKHI MOTPIOHO OCTaTOYHO

MiATBEPAUTH a00 X BIIMIHUTH IMIOTOYHY OTICPAIIIfO.

3m.

Apx. | Ne ookym. Iionuc | Jama
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Share your thoghts

Pucynoxk 4.9 - Ctopinka micist Mogudikaiii.

[HImMMU QYHKIISIME TOCTYIHUMH Ha CTOPIHIII € MOXJIMBICTh MEPerysiay

MIJMUCOK Ha 1HII aKayHTH Ta IIJANUMCOK Ha aKayHT KOpUCTyBada. 3a Iie

BIJIMTOBIZIAl0Th BiAMOBIMHO KHONKKA Subscriptions Ta Subscribers. Hatucaysmm Ha

6y,Z[B-5IKy 3 MM KHOIIOK BiI[KpI/ICTI)CSI CIIMCOK, I€ MOXHAa 6yz[e mo0avYuTH dKayYHTH

IHITUX KOPUCTYBAYiB Ta 3a OakKaHHSIM NEPEUTH HA TXHI CTOPIHKH.

Kpim toro, mist Toro mo6 mobayuTH B3arajii BCiX KOPHUCTYBadiB B CHCTEMI,

MOJKHAa CKOPHUCTATUCH BKJIaAAKOIO Users B manui Be6-caﬁTy.

3m.

Apk.

Ne ookym.

Ilionuc

Jlama
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Pucynox 4.10 - Ctopinka neperysiny KOpuCcTyBadiB 3aCTOCYHKY.

[[o6 3HaliTH MEBHOrO0 KOPHCTyBaua MO>KHA HAaTHUCHYTH Ha KHOIKY IOLIYKY
3ropu cTopiHkd. [liciast mpOro BiAKPUETHCS BIKHO KyAM MOXHAa BIOHUCATH 1M S
NOTPiIOHOTO KOpPHUCTYyBava Ha TIaT(opmi.

HatucHyBum Ha kHomky Visit account BiIKpUETHCS CTOPIHKA BiJMOBIIHOTO
KopucTyBadya. Ha CTOpiHII 1HIIOTO KOpHCTyBada MOXKHA 3/1HCHIOBATH JCKITbKa
orepartiu.

Log Out

Pucynok 4.11 - CtopiHka iHIIIOTO KOPUCTyBada B CUCTEMI.

Apk.
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[To-nepie MoXHA MiAMUCATHCH HAa KOPHCTyBaua HATHCHYBIIM HA KHOIKY
Subscribe. Ilicns mporo kopucTtyBady Ha CTOPIHKY SKOTO Oyno OQOpMIIEHO

MJMTUCKY TIPHIi/Ie CIIOBIIEHHS ITPO HOBOT'O MIMUCHUKA.

Chats Profile Log Out

Pucynok 4.12 - TectyBanHs QyHKITIT M1THCKH.

[H110r0 MOKIIMBICTIO Ha CTOPIHIII KOPUCTYBaya € HAIlWCAaTU HOMY MpUBAaTHE
noBigomiieHHs. 1106 3pobutu 1e nmoTpiOHO HAaTUCHYTH KHONKY Write message B

pe3yNbTaTi 400 BIAKPUETHCS BIKHO YaTy.

4.1.3 O0MiH NOBIIOMJICHHSIMH B 32CTOCYHKY

Jliis 0OMiHY MOBIZOMJICHHSIMH MOTPIOHO CTBOPUTH 4aT. B 3acTOCyHKY iCHYy€
JIBa BUJIM YaTiB: IPUBATHI Ta TPYIOBI.

[IpuBaTHI YaTU CTBOPIOIOTHCS B MOMEHT HATHCKaHHS Ha KHOMKY Write
message Ha CTOPIHIN KOPHUCTyBavya Ta MOXKYTh MICTUTH JIUIIIE JBOX KOPUCTYBAUiB.

Ha BigmiHy BiJi mpUBaTHUX YaTiB, TPYHOBI YaTH MOXKYTh MITHTH JiBa Ta
Oinpine yuacHukiB. 11{o6 cTBOpuTH TpymoBHUil 4aT MOTPIOHO MEPEUTH HA BKIAIKY
Chats ta natucHytu Ha KHOIKYy CREATE CHAT. V BikHi, 1110 BIIKPUETHCS MOKHA

3aJ1aT 1M’s 4aTy Ta J10aTH YYaCHUKIB.

3m.

Apk.

Ne ookym.

Ilionuc

Jlama
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Create

Pucynox 4.13 - BikHO cTBOpeHHS yarty.

[Ticns natuckanus kHonku Create Oyae CTBOpEHUI HOBUH 4aT, SIKM MOXKHA

Oyzne noGauuTu nepeimoBiy Ha BkIaaky Chats.

Pucynox 4.14 - Ciucok 4atiB KOpUCTyBaya.

3m.

Apk.

Ne ookym.

Ilionuc

Jlama
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B cnucky 4yaTiB MOKHa 1MOOQYUTH, IO JACSAKI YaTH MalOTh HENpPOYHTaHI
TTOBIJOMJICHHSI BiJ] IHITUX Y4acHUKIB. HaTnckaHHS HAa KOHKPETHHM YaT MpU3BEC 10

Nepexoy Ha CTOPIHKY IbOTO YaTy.

Profile Log Out

Profile Log Out

I Type here... Send Type here...
J

Pucynox 4.15 - Ctopinka 4ary.

Ha cropinii MoxHa mo0auuTH MOMEPEIHIO EPENUCKY Ta MOYKHA BIAMPABUTH
HOBE TIOB1JOMJICHHS.

Takox BJIAaCHUK TMOBIJIOMJICHHS MOXE pelaryBaTH, BHUJQIATH CBOE
MOBIIOMJICHHS, @ TaKOX TEPErJIIHYTH CTaH MOBIIOMIICHHS. Y TMOBIJOMIICHHS € JBa
CTaHU B SKOMY BOHO MOxke 3HaxoauTuchk: npountaHe (READ) ta HenmpouuTaHe
(UNREAD). I[IpounTtanuM MOBIJOMJICHHS CTAaHOBUTHCS Yy TOM MOMEHT KOJIM HOTO
NEPErIIHYTh 1HII KopucTyBadi. KpiM TOro Ha MOBIIOMIJICHHI BiIOOpaxaeTbcs yac

KOJIM BOHO OYJIO BIJIIIPABJICHE Ta XTO MOTO BiJIIPABUB.

Users Chats Profile Log Out

Pucynoxk 4.16 - [loBigoMeHHs B YaTi.

Apk.
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YyacHuku 4YaTy mNOAUIAIOThCA Ha 3BuuaiHux kopuctyBaudiB (USER) Tta
agminictpatopiB (ADMIN). V Oyap-SKoro KOpHCTyBada B 4aTi € IPaBO J0JaBaTH
IHITUX YYaCHUKIB, B TOM Yac SIK MPaBO BUJAJICHHS € JIUIIE y aMiHICTPATOPIB YaTy.
Konu war Tibku CTBOpUBCS, BIH MICTUTBH JIMILE OJHOTO aJMIHICTpaTropa - Iie
JroAnHa, sika ctBopmia 4yar. I1[o0 momatu HOBOrO aaMmiHICTpaTopa, Oyab-sSKHUN
IHIMUN  aMIHICTpaTOp MOXE HATUCHYTH Ha JOBUIBHOMY YYacCHUKY IPaBOIO

KHOITKOO MHIIT Ta B MEHIO, IO BiAKpUETHC BUOpatH omiiro Make ADMIN.

ADMIN

Pucynok 4.17 - JlonaBanHs agMiHICTpaTOopa 10 4ary.

Takosx agMiHICTpaTOp YaTy MOXKE 3MIHIOBAaTH HOTO Ha3BY.

Users Chats Profile Log Out

Submit

Pucynox 4.18 - 3mina Ha3BM yarty.

Apk.
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OcTanHBOIO (PYHKIIEIO B YaTl € MOXKJIMBICTh BUJANCHHS Yaty. [Ipu BugaienHi

YaTy 3BHYAMHUM YYaCHUKOM, YaT BUIAISAETHCS JIMIIE U1 HhOTo. Ha BigMiHy Bix

3BHYAITHOTO KOPUCTYBaya, B aMIHICTpaTOpa € MOXKIUBICTh BUAAIUTH YaT ISl BCIX

YYaCHHKIB a00 X BUJIUTH Juiie st cebe. 3a 1e BianosigatoTh kHOmku Delete

chat ta Leave chat.

4.1.4 Ilanesan agMiHicTpaTOpa

Oxpim 3BUYafHIX KOPUCTYBadiB, B CHCTEMI TaKOX MPUCYTHI aIMiHICTPaTOPH,

K1 MarOTh PAI AOAATKOBHX (YHKIIH. 3 3aMOBUYBaHHSM, MPU 3aIIyCKy 3aCTOCYHKY

ABTOMATUYHO CTBOPIOETHCS JABa aaMiHicTparopu: 3 powio ADMIN Tta postto

ROOT.

Users Admins Profile

Pucynok 4.19 - [Tanens agminicTparopa.

AnMiHICTpaTOp, SK 1 3BUYAHHUI KOpPHCTyBad MOKe MOaudiKyBaTH Ta

BUJIAJISITU BiacHUM akayHT. OKpiM IIbOTO Y HbOTO TaKOXK € (DYHKIIIT 1)1 OJTOKYyBaHHS

Ta BUJIQJICHHS aKayHTIB 3BUYAHUX KOPUCTYBAYiB, a TAKOK MOKJIHBICTh CTBOPEHHS

1€ OJTHOTO aIMIHICTpAaTOpa B CUCTEMI.

VY pa3i OnokyBaHHA akayHTa KOpPHCTyBaua, B 0a3l JaHUX HOTro CTaH

smiatoeTbes 3 ACTIVATED na BLOCKED. Takwii akayHT 3a moTpebu Moxke OyTr

3HOBY aKTHBOBaHUM aamiHicTpatopoMm. [Ipu BuOOpi omiii /uisi BUAAIICHHS aKayHTa,

BC1 JJaH1 KOPUCTYyBaya MOBHICTIO BUJIASIFOTHCS 3 0a3u NaHUX.

3m.

Apk.

Ne ookym.

Ilionuc

Jlama
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Pucynok 4.20 - Burnsin cTopiHKM 3BUMaiiHOTO

KOpUucCTyBayda JJIid aI[MiHiCTpaTOpa.

{06 meperasHyTH BCIiX aJMIHICTpAaTOpiB B CHUCTEMi, MOTPIOHO MEpEeUTH Ha

BKJIaJKy Admins.

Users Admins Profile Log Out

Pucynox 4.21 - Ciucok aaMiHICTPaTOPiB B CUCTEMI.

Bapro 3a3nauntu, mo ammirictparop 3 pourro ROOT B mpoMy cnucky He
BimoOpakaeThcs. BiH € anMiHICTpaTOPOM BEPXHBOTO PIBHSA, /10 SIKOTO HIXTO HE Mae
noctymny. Takuii KOpUCTyBau Mae BCi Ti K IpaBa, IO 1 3BUYAlHI aJMiHH, alie
JIOJIATKOBO y HBOTO 3 SIBIISE€THCS MOXKJIMBICTh BUAAIATH 1HITUX aAMiHICTPATOPIB B
CUCTEMI.

Takuii miaxXix 10 aAMIHICTPYBaHHs, CTBOPIOE TOJATKOBUH 1Iap, IO JO3BOJISIE

OUThII €PEeKTUBHO KepyBaTH MIaTHOPMOIO.

Apk.
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4.2 Po3BUTOK I1aTPOPMH B MAOYTHBOMY

Hapasi BeG-3acTocyHOk Mae 0a30By (YHKIIIOHAJIBHICTb HEOOXITHY IS
KOM(OPTHOTO KOpPHCTYyBaHHS. 3a OakaHHA, B MalOyTHbOMY (YHKI[IOHAN CHCTEMHU
MO>KHA PO3IIUPIOBATH.

[lo-mepiie okpiM 4YaTiB, MOKHA JOJATH MIATPUMKY KaHAIIB, IO OYIyTh
nyOJiKyBaTH 1H(QOpPMAIIl0 HAa TNEBHY TEMaTUKy. TakMuM 4YWMHOM KOpPHCTyBauyl
3MOXYTb IMIJMUCYBATUCh HA 111KaBl iM PECYpCH Ta CJIIJIKyBaTH 32 HOBUHAMU CIIOPTY,
KyJbTYpH Ta 1H.

[To-gpyre, MOXHa MOJIMIINTA MEXaHI3MU MUGPYBAHHS aHUX, CTBOPIOBATH
HOBl aJIrOpUTMH Ta KOMOiHyBatu ctapi. lle J03BoNHUTH 3pOOUTH CHUCTEMY
O€3MEeYHIIO Ta MIJIBUILUTH JOBIPY KIHIEBOIO KOPUCTYBaya 0 3aCTOCYHKY.

JloaTKOBO, MOKHA MMOKPAIIUTH MEXaHI3MU aJMIHICTPYBAHHS ILJISXOM
BBEJICHHS HOBHUX POJIEM B CUCTEMY Ta BUKOPUCTAHHS €(QEKTUBHUX AJTOPUTMIB JIJIs
aBTOMATUYHOTO BUSBIICHHS Ta OJIOKYBaHHS HEOA)KaHOTO KOHTEHTY.

3arasioM, apXxiTeKTypa CHUCTeMH 100ylOBaHa TakKUM YHHOM, 1100 B
MailOyTHbOMY OyJia MOKJIMBICTH J0JaBaTHU HOBI MOXJIMBOCTI Ta (YHKIII 10

w1aTGopMH, IO JO3BOIATH MOKPAIIUTA KOPUCTYBAIILKHM TOCBI/I.

Apk.
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4.3 BukopucTaHHA 3aCTOCYHKY Y BilicbKOBil cepi

[lin yac BIWCHKOBUX i, CcUTyarliss Ha (POHTI MOXKE JTOCUTH IIBUIKO
3MIHIOBAaTHCh, @ TOMY BaXIWBO 3a0e3medyBaTH €()EKTHUBHY KOOPIWHAINIO MIXK
BificbkOBUMHU miApo3aiiamu. CBo€dacHO oOTpuMaHa iHdoOpMalis € 3amopyKoro
rapHoi 0OOPOHM Ta HACTYIy OKPEMHX BIHCHKOBHX YIpyIyBaHb, ajpKe JloIoMarae
BIJICTIIIKOBYBaTH pyX NMPOTHUBHUKA Ha Moyl 0oro. B neskux BuUmagkax OTpUMaHHS
BaXJIMBOT 1HGOpMAaIlii B TOTPIOHUHN Yac MOXKE HaBITh 30€pErTH KUTTH.

B Toil e uac BaxJIMBO TakoX 3a0e3ledyyBaTH CEKPETHICTh OyJb-AKOi
iH(popMarii mig gac ii mepenadi MiX BIICBKOBUMHU, a/PKE OJIHIEIO 3 HAMTOJIOBHIIIMX
3a/lad BOpora € BHUSBJICHHS CJIA0KMX MICI[b Ta BIJICTIKOBYBAaHHS PI3HOTO POIY
BUTOKIB nanux. CaMe Ol TaKMX BHUMAJAKIB 1 ICHYIOTH pPi3HI mu]poBaHI KaHAIU
3B’A3Ky, B TOMY WYHCJIl MECEHUKepH 3 MIATPUMKOI IMmU(pyBaHHS JaHUX.
HesBaxaroun, Ha Te, mo Hapasl iCHye OaraTto pimieHb B cdepl 3aXHUIIEHOro
CIUJIKYBaHHs, MTPOTE BC1 MOJIOHI 3aCTOCYHKM HaJIeKaTh KOMITAHISIM 1HIIMX KpaiH, a
OT)K€ HEMa€ TapaHTii TOro, SIK came JIaHi KOPUCTYBadiB 0OpOOJIAIOTHCS Ta B SIKOMY
BUTJISI/II BOHU 30€pIraroThCsl Ha CepBepax LHUX KOMIaHIi, a TOJIOBHE - HEBIJIOMO XTO
Ma€ JIOCTyI A0 Takux AaHux. Came TOMy B JaHOMY JAMIIOMHOMY IPOEKTI Oyio
pO3pO0JIEHO BITYM3HSHUN 3aCTOCYHOK JUISl CHUIKYBaHHS 3 BUKOPHCTAHHSAM
TEXHOJIOT1H u(pyBaHHS JaHUX.

[1lin yac mporecy 0OMiHY JaHUMHU 3aCTOCOBY€ETHCS KOMOIHOBAHUN MIAXII, 110
MOEHY€E TEXHOJIOTIM CHUMETPUYHOTO Ta ACHUMETPHUYHOTO THIIB MU PYBaHHS.
BuUKOpUCTaHHS aCUMETPUYHUX KIIOYIB JIO3BOJIIE CTBOPUTH 3aXHUIICHUNA KaHAI,
yepe3 SKU MOXKHA IepefaBaTd BpasiuBY 1H(OpMaIlito, MO TUIY CUMETPUYHHUX
KITIOYiB, IO 3aCTOCOBYIOThCS JUIsi IMMQpPyBaHHS KIHIIEBUX JaHUX. 3arajiom
BUKOPUCTAHHS CUMETPUYHOTO KJTto4a JJi mudpyBaHHs KIHIEBO1 1HQOpMaIli TaKoxK
OPUIIBUIIYE POOOTY 3aCTOCYHKY, aJK€ MPOIEC CUMETPUYHOTO HIM(pyBaHHS
3arajoM MPOCTIIINNA 3a ACUMETPUYHUN METO/I.

JlolaTKkoBO,  BapTO 3a3HAYUTH, IO MUGPYBAHHS B 3aCTOCYHKY TOOY0BaHO

Apk.
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TaKUM YUHOM, IO KJIFOYl OHOBIIOIOTHCS MIPU KOKHOMY HOBOMY BXOJIl B aKayHT, a
OT)KE€ HAaBITb IpPH iX BTpari, abo X TepexBari MPOTUBHUKOM, TOCTaTHHO Oy/e
nepe3anTy B aKayHT JJIs TeHepallii HOBOI Mapy BIJAMOBIIHUX KJIIOYIB.
[TincymoByrouM, BapTO CKa3aTH, IO XOU 3aCTOCYHOK Hapasi 1 HE Ma€ JesKOoi
KUTBKOCTI JOJaTKOBUX (YHKIIH, IO MalTh 3apyOikHI aHAJIOTH, MPOTE BIiH
3a0e3nedye HaUroJIOBHINTY (yHKITIOHATBHICT, @ CaMe: CTBOPSHHS HE3aJIeKHOTO Ta
0€3MeYHOro KaHajiay JJs CHUIKYBaHHS. A OT)Ke, Matoud (PyHJAMEHT, B MOAAIBIIOMY

Oyze He CKIIaJIHO MOKPAIIyBaTH CEPBIC MUISIXOM JI01aBaHHS HOBUX (DYHKIIIH.

Apk.
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BUCHOBOK 10 PO3ALT1Y 4

Y maHOMy pO3Iiii  AWIUIOMHOTO TPOEKTY OyIO TIPOTECTOBAHO pPOOOTY
CHUCTEMU Ta BU3HAUCHO HANPSIM JIJIsi PO3BUTKY ii B MaOyTHHOMY.

B xomi TectyBaHHs Oymo pO3TISHYTO MEXaHI3MH peecTparii Ta
aBTeHTH(]iKalli KopucTyBauiB. i MATBEPKEHHS OCOOHM, IO PEECTPYETHCS
BUKOPHCTOBYBAJIACh €JIEKTPOHHA MOIITA HA Ky BIAMPABIABCS KOJ JJIsi aKTUBAIll
aKayHTy.

OxpiM TOrO, OYJ0 PO3MIAHYTO (DYHKI[IOHAT 3BUYAWHOTO KOpPUCTyBaya Ta
MO>XKJIMBOCTI MaHen aamiHicTparopa. OkpeMy yBary Oyio NpUIICHY MEXaHI3My
oOMiHY TNOBIJOMJIEHHAMH. J[s1 OOMiHY MOBIIOMJIEHHSIMU B CHUCTEMI ICHYe JBa
MIJXOU: Yepe3 MpUBaTHI a00 TpynoBl yath. JJis KepyBaHHs yaTaMU ICHYE OKpema
poJib aJIMIHICTpATOpa Yary.

Sk pe3yapTaT MPOBEAEHOTO JOCIIKEHHS, MOXHA CKa3aTu, MO (yHKI10OHAT
3aCTOCYHKY BIJIIOB1/1a€ BCIM IIOCTABJICHUM I11]1 4YaC HAIIMCAHHS KOy YMOBaM.

Cucrema 1oka3zaiga cebOe, SK HagIMHUM Ta Oe3meUHHM Crocio A
CHUIKYBaHHS. 3aBIsKU TapHO HANMKMCAHOMY KOJY, MPOJYKTHBHICTh 3aCTOCYHKY TEXK
3anuiIagack Ha BUCOKOMY piBHI. Be0-3aCTOCYHOK ImpalfoBaB IIBHJAKO IIpU
OJIHOYaCHOMY JIOCTYIl /O HbOIO KIUJIbKOX KOPHUCTYBaudiB Ta IONPH JO0JATKOBY
noTpely y mudppyBaHHI MOBIIOMIIEHB IIPH MEepeaayi.

B xiHmi Oysio po3rIsIHYyTO MEPCHEKTHBH ISl BIOCKOHAJIEHHS 3aCTOCYHKY Ta
dbyHKIIOHAT, SKAW 3a OaXaHHA MOXHA JO0JATH A0 IIaThOPMH, aTaKoX Oy

JOCITIIKEHO MOMJIMBOCTI BUKOPUCTAHHS CEPBICY ISl BINCHKOBUX LILJICH.
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BUCHOBKH

bakanaBpchka nurioMHa poOoTa Malla Ha METI PO3POOKY BITUYM3HSIHOTO
aHAJIOTy 3aXHUIIEHOTO 3aCTOCYHKY JIJISl CIIJIKYBaHHS.

Y Xomi BHUKOHaHHS TPOEKTYy OYyJ0 MpOaHATI30BAaHO CXOXKI pIIICHHS Ha
CBITOBOMY PHMHKY Ta HaBEJEHO CTATHUCTUYHI JIaH1, IO MATBEP/KYIOTh aKTyaJIbHICTh
po3poOku. 30Kpema JOCTIKCHHS (QYHKIIOHATY ICHYIOUHMX tiatrgopm Ta ix
0COOJIMBOCTEH T03BOJIMIIO BUSHAUNTH HaOIp PYHKIIII HEOOX1THIX 3aCTOCYHKY.

Hactynnuii eran momnsiraB y BHOOpI HEOOXIIHUX ISl peanizalii mporpamu
TexHONOT1i. OCKUIBKU Ha CHOTOJIHI iICHY€E 0araTo MiaXoAiB 10 CTBOPEHHS MPOIYKTY,
TO TOJIOBHOIO METOI0 HA I[bOMY eTarll OyJio BU3HAUUTU HAOIp ONTHUMAIbHUX PIllIEHb
uist po3poOku. [leperysiHyBIIM JeKUIbKa BapiaHTIB TEXHOJOTIA Ta OLIHHUBIIM iX
IUTIOCK Ta MiHycH, OyJiO BHIIIEHO IJi CEPBEPHOI YACTHHH BHUKOPHUCTOBYBATH
dpeitmBopk Spring Ta MoBy Java, a g KiIie€Tcbkoi - ppeiiMBopk React]S ta moBy
JavaScript.

HudpyBanns iHdopmaiii B 3aCTOCYHKY 3A1HCHIOBAJIOCH 3a JOMOMOTOIO
MOEIHAHHS CUHXPOHHOTO Ta ACMHXPOHHOTO METOIB 3 3alyYCHHSIM aJITOpPUTMIB
AES ta RSA. [Ina mporo Ha cropoHi back-end wactmamM Oyno BHUKOPHCTaHO
CTaHJapTHI 3acoOu MOBHM TporpamyBaHHs Java Ta nns front-end minkiIro4eHO
CTOpOHHIO 0107i0TeKy. SK pe3ynabTaT, OTpUMaIM IMOBHICTIO (DYHKI[IOHAJIbHY
CUCTEeMY JJisi OOMIHY MOBITIOMJICHHSIMHU.

B ocrannbomy pozauii, Oyn0 TPOBENEHO TECTYBaHHS POOOTH CHCTEMH.
3acTOCYHOK MOKa3aB ce0e K HafliiHe pillleHHs 3 MUPOKUM (YHKIIOHATIOM. Y X0l
TECTyBaHHSA OyJI0 TEPEeBIPEHO CTIMKICTh CHCTEMH JI0 HABAaHTAKEHHS MUITXOM
OJIHOYacHOTO TmepeldyBaHHS Ha IUIAaTPopMi JEKUIbKOX KopucTyBauiB. Cucrema
noka3ana cebe mobOpe. IuTepdeiic kopucTyBaua € I1HTYITUBHO 3pO3yMUIHM, a
CUCTEMa 3arajioM € JOCUTh LIBUIKOIO.

TexniuyHe 3aBHaHHS Ha JIUIUIOMHUN OakKalaBpChKHI MPOEKT BHUKOHAHO

IMOBHICTIO.
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@OpenAPIDefinition(
security = {
@SecurityRequirement(
name = "bearerAuth"
)

}
)
@SecurityScheme(
name = "bearerAuth",
type = SecuritySchemeType.HTTP,
bearerFormat = "JWT",

scheme = "bearer",
in = SecuritySchemelIn.HEADER

)
public class OpenApiConfig {
}

@Configuration

public class WebMvcConfig implements WebMvcConfigurer {
@value("${application.cors.origins.ur1}")
private String CORS_ALLOWED_ORIGINS;

@Ooverride
public void addCorsMappings(CorsRegistry registry) {
registry
.addMapping("/**")
.allowedOrigins(CORS_ALLOWED_ORIGINS)
.allowedMethods(
HttpMethod.GET.name(),
HttpMethod.POST.name(),
HttpMethod.PUT.name(),
HttpMethod.PATCH.name(),
HttpMethod.DELETE .name()
)
.allowedHeaders("*")
.allowCredentials(true);
}
}
@Data
@Builder
@NoArgsConstructor
@A1llArgsConstructor

public class UserDto {
private String username;
private String uniqueName;
private String registrationDate;
private String firstname;
private String lastname;
private String birthday;
private Role role;
private UserImageDto userImage;

}
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@Data
@Builder
@NoArgsConstructor
@A11lArgsConstructor
public class UserModificationRequest {
@NotNull
@Password
private String currentPassword;
private String password;
private String uniqueName;
private String firstname;
private String lastname;
@Past
private LocalDate birthday;
private MultipartFile userImage;
}
@RestController
@RequiredArgsConstructor
@RequestMapping("/api")
@ResponseStatus(HttpStatus.OK)
public class AdminController {
private final UserService userService;
@PostMapping("/admin")
public RegistrationResponse createAdmin(
@RequestBody RegistrationRequest registrationRequest
) throws Exception {
return userService.createAdmin(registrationRequest);
}

@GetMapping("/admin")
@PreAuthorize("hasAuthority('READ_ADMIN')")
public UserDto getAdminByUsername(@RequestParam String username) throws
Exception {
return userService.getUserByUsername(Role.ADMIN, username);
}

@GetMapping("/root")
@PreAuthorize("hasAuthority('READ_ROOT')")
public UserDto getRootByUsername(@RequestParam String username) throws
Exception {
return userService.getUserByUsername(Role.ROOT, username);
}

@GetMapping("/roots/{uniqueName}")
@PreAuthorize("hasAuthority('READ_ROOT')")
public UserDto getRootByUniqueName(@PathVariable String uniqueName) throws
Exception {
return userService.getUserByUniqueName(Role.ROOT, uniqueName);
}

@GetMapping("/admins/uniqueNames")
@PreAuthorize("hasAuthority('READ_ADMIN')")
public Collection<UserDto>
findAdminsDifferentFromTheCurrentUserByTheirUniqueNameStartingwWithPrefix(
@RequestParam String prefix,
@RequestParam(defaultvValue = "5") int usersNumber
) throws Exception {
return
userService.findUsersDifferentFromTheCurrentUserByTheirUniqueNameStartingwWithPr
efix(prefix, usersNumber, Role.ADMIN);

b
b
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@RestController
@RequiredArgsConstructor
@RequestMapping("/api/jwt")
@ResponseStatus(HttpStatus.OK)
public class JwtController {
private final JwtService jwtService;
@PostMapping("/access")
public void getNewAccessToken(
HttpServletRequest request,
HttpServletResponse response
) throws Exception {
jwtService.getNewAccessToken(request, response);
}

@PostMapping("/validation™)
public TokenValidationResponse validate(@RequestBody Token token) throws
Exception {
return jwtService.validate(token);
}

}

@RestController
@RequiredArgsConstructor
@RequestMapping("/api")
@ResponseStatus(HttpStatus.OK)
public class UserController {

private final UserService userService;

private final UserImageService userImageService;
@GetMapping("/user")
@PreAuthorize("hasAuthority('READ_USER')")
public UserDto getUserByUsername(@RequestParam String username) throws
Exception {

return userService.getUserByUsername(Role.USER, username);
}

@GetMapping("/users/{username}/account")
@PreAuthorize("hasAuthority('READ_USER')")
public UserAccountDto getUserAccountByUserUsername(@PathvVariable String
username) throws Exception {

return userService.getUserAccountByUserUsername(username);
}

@PatchMapping("/users/{username}/account")
@PreAuthorize("hasAnyRole('ADMIN', 'ROOT')")
public UserAccountDto modifyUserAccount(
@Pathvariable String username,
@RequestBody UserAccountDto userAccountDto
) throws Exception {
return userService.modifyUserAccount(username, userAccountDto);

@GetMapping("/users")

@PreAuthorize("hasAuthority('READ_USER')")

public Collection<UserDto> getUsersPagedAndSorted(
@RequestParam(defaultValue "0") int page,
@RequestParam(defaultvalue "5") int size,
@RequestParam(defaultValue "ASC") String order

) throws Exception {

return userService.getUsersPagedAndSorted(page, size, order, Role.USER);
}

@DeleteMapping("/users/{username}")

@PreAuthorize("hasAuthority( 'DELETE_USER')")

public UserDto deleteUser(@PathvVariable String username) throws Exception {
return userService.deleteUser(username);

}

[AJIL.467100.007 14

3m.

Apx. | Ne ooxym. Hionuc | Hama

Apk.




@GetMapping("/users/{uniqueName}/image")
@PreAuthorize("hasAuthority('READ_USER')")
public ResponseEntity<byte[]> getUserImage(@PathVariable String uniqueName)
throws Exception {
UserImageDto userImageDto = userImageService.getUserImage(uniqueName);
return ResponseEntity
.ok()
.contentType(MediaType.valueOf(userImageDto.getType()))
.body(userImageDto.getData());
}
@PatchMapping("/users/{username}")
@PreAuthorize("hasAnyAuthority('UPDATE_USER', 'UPDATE_ADMIN', 'UPDATE_ROOT')")
public UserDto updateUser(
@Pathvariable String username,
@RequestParam String currentPassword,
@RequestParam(required false) String password,
@RequestParam(required false) String uniqueName,
@RequestParam(required false) String firstname,
@RequestParam(required false) String lastname,
@RequestParam(required false) Localbate birthday,
@RequestParam(required false) MultipartFile userImage
) throws Exception {
return userService.updateUser(
username,
currentPassword,
password,
uniqueName,
firstname,
lastname,
birthday,
userImage

);
}

@GetMapping("/users/{uniqueName}/image/metadata")
@PreAuthorize("hasAuthority('READ_USER')")
public UserImageDto getUserImageMetadata(@PathVariable String uniqueName)
throws Exception {

return userImageService.getUserImage(uniqueName);
}

@GetMapping("/users/{username}/subscriptions")
@PreAuthorize("hasAuthority('READ_USER')")
public List<UserDto> getUserSubscriptions(@PathVariable String username) throws
Exception {

return userService.getUserSubscriptions(username);
}

@GetMapping("/users/{username}/subscribers")
@PreAuthorize("hasAuthority('READ_USER')")
public List<UserDto> getUserSubscribers(@PathVariable String username) throws
Exception {

return userService.getUserSubscribers(username);

@PostMapping("/users/{authenticatedUserUniqueName}/subscriptions")
@PreAuthorize("hasRole('USER')")
public Subscription subscribe(

@Pathvariable String authenticatedUserUniqueName,

@RequestBody Subscription subscription
) throws Exception {

return userService.subscribe(authenticatedUserUniqueName, subscription);

}
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@DeleteMapping("/users/{userUniqueName}/subscriptions/{userSubscriptionUniqueNa
me} n )
@PreAuthorize("hasRole('USER')")
public Subscription unsubscribe(

@Pathvariable String userUniqueName,

@Pathvariable String userSubscriptionUniqueName
) throws Exception {

return userService.unsubscribe(userUniqueName, userSubscriptionUniqueName);

}

@Data
@Builder
@NoArgsConstructor
@A11lArgsConstructor
public class EmailDto {
@Email
private String from;
private String to;
private String subject;
private String text;
}
@Getter
public enum EmailTemplate {
ACCOUNT_ACTIVATION("account_activation", "Account Activation");
private final String name;
private final String description;
EmailTemplate(String name, String description) {
this.name = name;
this.description = description;

}

@Service
@RequiredArgsConstructor
public class EmailServiceImpl implements EmailService {
private final JavaMailSender javaMailSender;
private final SpringTemplateEngine springTemplateEngine;
private String FROM;
@value("${application.cors.origins.ur1}")
private String CORS_ALLOWED_ORIGINS;
@override
@Async
public void sendHtmlPageEmail(
String to,
String subject,
String templateName,
Map<String, Object> extraProperties
) throws MessagingException {
MimeMessage mimeMessage = javaMailSender.createMimeMessage();
MimeMessageHelper mimeMessageHelper = new MimeMessageHelper (
mimeMessage,
MimeMessageHelper .MULTIPART _MODE_MIXED,
StandardCharsets.UTF_8.name()
)
Context context = new Context();
context.setVariables(extraProperties);
mimeMessageHelper.setFrom(FROM);
mimeMessageHelper.setTo(to);
mimeMessageHelper.setSubject(subject);
String template = springTemplateEngine.process(templateName, context);
mimeMessageHelper.setText(template, true);
javaMailSender.send(mimeMessage);
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@Override
@Async
public void sendEmailForAccountActivation(
String to,
String username,
String activationCode) throws MessagingException {
Map<String, Object> extraProperties = new HashMap<>();
extraProperties.put("username", username);
extraProperties.put("confirmationUr1l", CORS_ALLOWED_ORIGINS + "/user/" +
username + "/account/activation");
extraProperties.put("activationCode", activationCode);
sendHtmlPageEmail(
to,
EmailTemplate.ACCOUNT_ACTIVATION.getDescription(),
EmailTemplate.ACCOUNT_ACTIVATION.getName(),
extraProperties

)i

}

@override

public EmailDto buildEmail(String to, String subject, String text) {
return EmailDto

.builder()
.from(FROM)
.to(to)
.subject(subject)
.text(subject)
Lbuild();
}

}

@Data

@Builder

@NoArgsConstructor

@A11lArgsConstructor

@Entity

@Table(name = "jwts")

public class Jwt {
@Id
@Generatedvalue(strategy = GenerationType.UUID)
private UUID id;
@Column(unique = true, nullable = false)
private String content;
@Enumerated(EnumType.STRING)
private TokenType type;
@Enumerated(EnumType.STRING)
private TokenTargetType targetType;
@ManyToOne
@JoinColumn(name = "user_id", referencedColumnName = "id")
private User user;
@Transient
private String plainContent;

}

@RequiredArgsConstructor
public enum Role {

USER(
Set.of(
Permission.READ_USER,
Permission.UPDATE_USER,
Permission.DELETE_USER
)
), ADMIN(
Set.of(
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Permission.READ_USER,

Permission.CREATE_USER,
Permission.UPDATE_USER,
Permission.DELETE USER,
Permission.READ_ADMIN,

Permission.CREATE_ADMIN,
Permission.UPDATE_ADMIN,
Permission.DELETE_ADMIN

)

), ROOT(

Set.of(

Permission.READ_USER,
Permission.CREATE_USER,
Permission.UPDATE_USER,
Permission.DELETE_USER,
Permission.READ_ADMIN,
Permission.CREATE_ADMIN,
Permission.UPDATE_ADMIN,
Permission.DELETE_ADMIN,
Permission.READ _ROOT,
Permission.UPDATE_ROOT

);

private final Set<Permission> permissions;

}

public List<SimpleGrantedAuthority> getAuthorities() {
List<SimpleGrantedAuthority> authorities = permissions
.stream()

.map(

)
.collect(Collectors.toList());

authorities.add(new SimpleGrantedAuthority("ROLE_" + name()));
return authorities;

permission -> new SimpleGrantedAuthority(permission.name())

}

@Data

@Builder

@NoArgsConstructor

@A11lArgsConstructor

@Entity

@Table(name = "users"

public class User implements UserDetails {

@Id

@Generatedvalue(strategy = GenerationType.UUID)
private UUID id;

@Column(unique = true, nullable = false)
private String username;

@Column(nullable = false)

private String password;

@Column(unique = true, nullable = false)
private String uniqueName;

@Column(nullable = false)

private ZonedDateTime registrationDate;
@Column(nullable = false)

private String firstname;

private String lastname;

private LocalDate birthday;
@Enumerated(EnumType.STRING)

private Role role;

@OneToOne(mappedBy = "user", cascade = CascadeType.ALL)
private UserAccount userAccount;
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@OneToMany(mappedBy = "user'", cascade = CascadeType.ALL)

private List<Jwt> jwts;

@oneToMany(mappedBy = "subscriber'", cascade = CascadeType.ALL)

private List<SubscriptionSubscriber> subscriptions;

@OneToMany(mappedBy = "subscription", cascade = CascadeType.ALL)

private List<SubscriptionSubscriber> subscribers;

@OneToOne(mappedBy = "user", cascade = CascadeType.ALL)

private UserImage userImage;

@oneToMany(mappedBy = "member'", cascade = CascadeType.ALL)

private List<ChatMember> chats;

@oneToMany(mappedBy = '"sender", cascade {
CascadeType.PERSIST,
CascadeType.MERGE,
CascadeType.REFRESH,
CascadeType.DETACH

1)

private List<Message> messages;
@oneToMany(mappedBy = "user'", cascade = CascadeType.ALL)
private List<MessageStatus> messageStatuses;
@override
public Collection<? extends GrantedAuthority> getAuthorities() {
return role.getAuthorities();
}

@override

public boolean isAccountNonExpired() {
return true;

}

@override

public boolean isAccountNonLocked() {
return true;

}

@Override

public boolean isCredentialsNonExpired() {
return true;

}

@Override
public boolean isEnabled() {
return true;
}
}

@Data
@Builder
@NoArgsConstructor
@A11lArgsConstructor
@Entity
@Table(name = "user_account_activation_codes")
public class UserAccountActivationCode {
@Id
@Generatedvalue(strategy = GenerationType.UUID)
private UUID id;
@OneToOne
private UserAccount userAccount;
private String code;

}

@Repository
public interface JwtRepository extends JpaRepository<Jwt, UUID> {
boolean existsByContent(String content);
List<Jwt> findByUserId(UUID id);
Optional<Jwt> findByUserIdAndTargetType(UUID userId, TokenTargetType
targetType);
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@Repository
public interface UserAccountActivationCodeRepository extends
JpaRepository<UserAccountActivationCode, UUID> {

}

@Repository
public interface UserRepository extends JpaRepository<User, UUID>,
JpaSpecificationExecutor<User> {
Optional<User> findByUsername(String username);
Optional<User> findByUniqueName(String uniqueName);
Optional<User> findByRoleAndUsername(Role role, String username);
Optional<User> findByRoleAndUniqueName(Role role, String uniqueName);
Optional<User> findByUsernameAndUserAccountState(String username,
AccountState state);
boolean existsByUsername(String username);
boolean existsByUsernameAndUserAccountState(String username, AccountState
state);
boolean existsByUniqueName(String uniqueName);
boolean existsByUniqueNameAndUserAccountState(String uniqueName,
AccountState state);
List<User> findAllByUniqueNameStartingWithAndRole(String uniqueNamePrefix,
Role role);
3
@Configuration
@EnableWebSecurity
@RequiredArgsConstructor
@EnableMethodSecurity
public class SecurityConfig {
private final JwtAuthenticationFilter jwtAuthenticationFilter;
private final UserDetailsService userDetailsService;
private final LogoutHandler logoutHandler;
private final UserAuthenticationEntryPoint userAuthenticationEntryPoint;
@Bean
public SecurityFilterChain securityFilterChain(HttpSecurity http) throws
Exception {
return http
.csrf(AbstractHttpConfigurer::disable)
.cors(Customizer.withDefaults())
.httpBasic(
httpSecurityHttpBasicConfigurer ->
httpSecurityHttpBasicConfigurer.authenticationEntryPoint (userAuthenticationEntr
yPoint)
)

.authorizeHttpRequests(
request -> {
request.requestMatchers(

HttpMethod.POST,
"/api/registration",
"/api/authentication",
"/api/user/*/account/activation",
"/api/user/*/account/activation/email",
"/api/jwt/**"

) .permitAll()

.requestMatchers(
"/api/ws/**",
"/v2/api-docs",
"/v3/api-docs",
"/v3/api-docs/**",
"/swagger-resources",
"/swagger-resources/**",
"/configuration/ui",
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"/configuration/security",
"/swagger-ui/**",
"/webjars/**",
"/swagger-ui.html"
) .permitAll()

.requestMatchers(
"/api/user/**",
"/api/users/**"

) .hasAnyRole(
Role.USER.name(),
Role.ADMIN.name(),
Role.ROOT.name()

)

.requestMatchers(
"/api/admin/**",
"/api/admins/**"

) . hasAnyRole(
Role.ADMIN.name(),
Role.ROOT.name()

)

.requestMatchers(
"/api/root/**",
"/api/roots/**"

) .hasRole(Role.ROOT.name())

.anyRequest().authenticated();

}

) .sessionManagement (
httpSecuritySessionManagementConfigurer ->
httpSecuritySessionManagementConfigurer
.sessionCreationPolicy(SessionCreationPolicy.STATELESS)
)

.authenticationProvider (authenticationProvider())
.addFilterBefore(jwtAuthenticationFilter,
UsernamePasswordAuthenticationFilter.class)
. Logout (
httpSecurityLogoutConfigurer -> httpSecuritylLogoutConfigurer
. logoutUr1("/api/logout")
.addLogoutHandler (logoutHandler)
. logoutSuccessHandler (
(request, response, authentication) ->
SecurityContextHolder.clearContext()

)

)
Lbuild();
}
@Bean
public AuthenticationProvider authenticationProvider() {
DaoAuthenticationProvider daoAuthenticationProvider = new
DaoAuthenticationProvider();
daocAuthenticationProvider.setUserDetailsService(userDetailsService);
daoAuthenticationProvider.setPasswordEncoder (passwordEncoder());
return daoAuthenticationProvider;

}

@Bean

public PasswordEncoder passwordEncoder() {
return new BCryptPasswordEncoder();

}
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@Bean
public AuthenticationManager authenticationManager (AuthenticationConfiguration
authenticationConfiguration) throws Exception {
return authenticationConfiguration.getAuthenticationManager();
}

}

@Data
@Builder
@NoArgsConstructor
@A11lArgsConstructor
public class AuthenticationRequest {
@Email
private String username;
@Password
private String password;

3

@Data
@Builder
@NoArgsConstructor
@A11lArgsConstructor
public class AuthenticationResponse {
private String accessToken;
private String refreshToken;
}
@Data
@Builder
@NoArgsConstructor
@A11lArgsConstructor
public class RegistrationRequest {
@Email
@NotNull
private String username;
@NotNull
@Password
private String password;
@NotNull
private String uniqueName;
@NotNull
private String firstname;
@NotNull
private String lastname;
@Past
private String birthday;
}
@RestController
@RequiredArgsConstructor
@RequestMapping("/api")
@ResponseStatus(HttpStatus.OK)
public class AuthenticationController {
private final AuthenticationService authenticationService;
@PostMapping("/registration")
public RegistrationResponse register(
@valid @RequestBody RegistrationRequest registrationRequest
) throws Exception {
return authenticationService.register(registrationRequest);
}

@PostMapping("/authentication")
public AuthenticationResponse authenticate(

@valid @RequestBody AuthenticationRequest authenticationRequest
) throws Exception {
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return authenticationService.authenticate(authenticationRequest);
}
@PostMapping("/user/{username}/account/activation/email")
public EmailDto sendEmailForUserAccountActivation(
@Pathvariable String username,
@valid @RequestBody EmailDto emailDto) throws Exception {
return authenticationService.sendEmailForUserAccountActivation(username,
emailDto);
}
@PostMapping("/user/{username}/account/activation")
public UserDto activateUserAccount(
@Pathvariable String username,
@RequestBody UserAccountActivationRequest
userAccountActivationRequest) throws Exception {
return authenticationService.activateUserAccount(username,
userAccountActivationRequest);
}
}
@RestController
@RequiredArgsConstructor
@RequestMapping("/api")
@ResponseStatus(HttpStatus.OK)
public class EncryptionController {

private final E2EEService e2eeService;
@PostMapping("/encryptionKeys/publicKey")
public E2EEDto exchangeE2EEPublicKeys(@RequestBody E2EEDto e2eeDto) throws
Exception {
return e2eeService.exchangeE2EEPublicKeys(e2eeDto);
}

}

@Service

@RequiredArgsConstructor

@S1f4j

public class AuthenticationServiceImpl implements AuthenticationService {
private final UserRepository userRepository;

private final UserAccountActivationCodeRepository
userAccountActivationCodeRepository;

private final JwtRepository jwtRepository;

private final UserRegistrationConverter userRegistrationConverter;

private final UserConverter userConverter;

private final JwtUtil jwtUtil;

private final AuthenticationManager authenticationManager;

private final CodeGenerator codeGenerator;

private final EncryptionService encryptionService;

private final EmailService emailService;

private final AccountActivationCodeDeletionScheduler
accountActivationCodeDeletionScheduler;

@override
public RegistrationResponse register(RegistrationRequest registrationRequest)
throws Exception {

if
(userRepository.existsByUsernameAndUserAccountState(registrationRequest.getUser
name(), AccountState.ACTIVATED)) {

throw new UserAlreadyExistsException("User with username " +
registrationRequest.getUsername() + " already exists in database");

} else if {
(userRepository.existsByUniqueNameAndUserAccountState(registrationRequest.getUn
iqueName(), AccountState.ACTIVATED)) {

throw new UserAlreadyExistsException("User with uniqueName " +
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registrationRequest.getUniqueName() + " already exists in database");
}
deleteNotActivatedUser(registrationRequest.getUsername());
User userToSave = userRegistrationConverter.toEntity(registrationRequest);
UserAccount userAccount = UserAccount
.builder()
.user(userToSave)
.state(AccountState.REQUIRE_ACTIVATION)
.createdAt(ZonedDateTime.now())
Lbuild();

String activationCode = codeGenerator.generate(6);

UserAccountActivationCode userAccountActivationCode = UserAccountActivationCode
.builder()
.userAccount (userAccount)
.code(encryptionService.encrypt(activationCode))
.build();

userAccount.setUserAccountActivationCode(userAccountActivationCode);
userToSave.setUserAccount (userAccount);
User savedUser = userRepository.save(userToSave);
UserDto registeredUserDto = userConverter.toDto(savedUser);
accountActivationCodeDeletionScheduler.scheduleUserDeletionForNotActivatedUser (
savedUser);
emailService.sendEmailForAccountActivation(
registeredUserDto.getUsername(),
registeredUserDto.getUniqueName(),
activationCode
)i
return RegistrationResponse
.builder()
.user(registeredUserDto)
.1sRegistrationSuccessful(true)
Lbuild();
}

@override
public AuthenticationResponse authenticate(AuthenticationRequest
authenticationRequest) throws Exception {
authenticationManager.authenticate(
new UsernamePasswordAuthenticationToken(
authenticationRequest.getUsername(),
authenticationRequest.getPassword()

)

User user = userRepository
.findByUsername(authenticationRequest.getUsername())
.OrElseThrow(

() -> new UsernameNotFoundException(
"User with username: "
+ authenticationRequest.getUsername() +
"was not found in database"

);

)

14

validateUserAccount(user);

return buildAuthenticationResponse(user);
}
@Override
public EmailDto sendEmailForUserAccountActivation(String username, EmailDto
emailDto) throws Exception {
User user = userRepository

.findByUsernameAndUserAccountState(emailDto.getTo(),
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AccountState.REQUIRE_ACTIVATION)
.orElseThrow(
() -> new UserNotFoundException("User with username " +
emailDto.getTo() + " not found")

4

String activationCode = codeGenerator.generate(6);

UserAccountActivationCode userAccountActivationCode =
user.getUserAccount().getUserAccountActivationCode();
userAccountActivationCode.setCode(encryptionService.encrypt(activationCode));
User savedUser = userRepository.save(user);

emailService.sendEmailForAccountActivation(
savedUser.getUsername(),
savedUser.getUniqueName(),
activationCode

)
return emailService.buildEmail(
savedUser.getUsername(),
EmailTemplate.ACCOUNT_ACTIVATION.getDescription(),
EmailTemplate.ACCOUNT_ACTIVATION.getDescription()
)
}

@Override
public UserDto activateUserAccount(String username,
UserAccountActivationRequest userAccountActivationRequest) throws Exception {

String userAccountActivationRequestUsername =
userAccountActivationRequest.getUsername();

if (username == null
| | 'username.equals(userAccountActivationRequestUsername)) {

throw new IllegalArgumentException("Usernames are different");
}

String activationCode = userAccountActivationRequest.getActivationCode();

User user = userRepository
.findByUsernameAndUserAccountState(username,
AccountState.REQUIRE_ACTIVATION)
.O0rElseThrow(
() -> new UserNotFoundException("User with username " +
username + " not found")
)
if (activationCode == null) {
throw new IllegalArgumentException("Activation code is null");
}

User savedUser = null;
UserAccount userAccount = user.getUserAccount();
UserAccountActivationCode userAccountActivationCode =
userAccount.getUserAccountActivationCode();
String encryptedActivationCode = userAccountActivationCode.getCode();
if (encryptionService.matches(activationCode, encryptedActivationCode)) {
userAccount.setState(AccountState.ACTIVATED);
userAccount.setActivatedAt (ZonedDateTime.now());
userAccount.setUserAccountActivationCode(null);
savedUser = userRepository.save(user);
userAccountActivationCodeRepository.deleteById(userAccountActivationCode.ge
tId());
}

return userConverter.toDto(savedUser);

}
private AuthenticationResponse buildAuthenticationResponse(User user)
throws Exception {
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Jwt accessToken = jwtUtil.generateToken(user, TokenTargetType.ACCESS);
Jwt refreshToken = jwtUtil.generateToken(user, TokenTargetType.REFRESH);
jwtRepository.save(accessToken);
jwtRepository.save(refreshToken);
return AuthenticationResponse
.builder()
.accessToken(accessToken.getPlainContent())
.refreshToken(refreshToken.getPlainContent())
Lbuild();

}

private AuthenticationResponse buildAuthenticationResponse(User user) throws
Exception {
Jwt accessToken = jwtUtil.generateToken(user, TokenTargetType.ACCESS);
Jwt refreshToken = jwtUtil.generateToken(user, TokenTargetType.REFRESH),
jwtRepository.save(accessToken);
jwtRepository.save(refreshToken);
return AuthenticationResponse
.builder ()
.accessToken(accessToken.getPlainContent())
.refreshToken(refreshToken.getPlainContent())
Lbuild();

}

@Override
public UserDetails getAuthenticatedUserUserDetailsFromSecurityContext() {
Authentication authentication =
SecurityContextHolder.getContext().getAuthentication();
UserDetails authenticatedUser = null;
if (authentication != null) {
authenticatedUser = (UserDetails) authentication.getPrincipal();

}

return authenticatedUser;
}
@Override

public User getCurrentUser() throws UserNotAuthenticatedException {
UserDetails currentUserUserDetails =
getAuthenticatedUserUserDetailsFromSecurityContext();
if (currentUserUserDetails == null) {
throw new UserNotAuthenticatedException("User not authenticated");
}

return (User) currentUserUserDetails;

private void deleteNotActivatedUser(String username) {
userRepository.findByUsernameAndUserAccountState(
username,
AccountState.REQUIRE_ACTIVATION
) .ifPresent(userRepository: :delete);
}
private void validateUserAccount(User user) throws Exception {
AccountState userAccountState = user.getUserAccount().getState();
if (userAccountState.equals(AccountState.REQUIRE_ACTIVATION)) {
throw new UserAccountNotActivatedException("User account for user
with username "

}
if (userAccountState.equals(AccountState.BLOCKED)) {

throw new UserAccountBlockedException("User account for user with

n

+ user.getUsername() + " is not activated");

username
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+ user.getUsername() + " is blocked");

}

@Service
@RequiredArgsConstructor
public class E2EEServiceImpl implements E2EEService {
private final AuthenticationService authenticationService;
private final ConcurrentHashMap<UUID, CryptoKeysContainer>
cryptoKeysContainers = new ConcurrentHashMap<>(); // userId cryptoKeysContainer
private KeyPair generateKeyPair() throws NoSuchAlgorithmException {
KeyPairGenerator keyPairGenerator = KeyPairGenerator.getInstance("RSA");
keyPairGenerator.initialize(2048);
return keyPairGenerator.generateKeyPair();
}
@Override
public E2EEDto exchangeE2EEPublicKeys(E2EEDto e2eeDto) throws Exception {
User currentUser = authenticationService.getCurrentUser();
KeyPair serverKeyPair = generateKeyPair();
PrivateKey serverPrivateKey = serverKeyPair.getPrivate();
PublicKey serverPublicKey = serverKeyPair.getPublic();
PublicKey userPublicKey =
convertStringToPublicKeyAndGet (e2eeDto.getPublicKey());
CryptoKeysContainer cryptoKeysContainer = CryptoKeysContainer
.builder()
.serverPrivateKey(serverPrivateKey)
.serverPublicKey(serverPublicKey)
.userPublicKey(userPublicKey)
Lbuild();
cryptoKeysContainers.put(currentUser.getId(), cryptoKeysContainer);
return E2EEDto
.builder()
.publicKey(Base64
.getEncoder ()
.encodeToString(serverPublicKey.getEncoded())

)
build();
}

private PublicKey convertStringToPublicKeyAndGet (String publicKeyString) throws
Exception {
publicKeyString = publicKeyString.trim().replaceAll("\\s+", "");
byte[] publicKeyBytes = Base64.getDecoder().decode(publicKeyString);
X509EncodedKeySpec x509EncodedKeySpec = new
X509EncodedKeySpec(publicKeyBytes);
KeyFactory keyFactory = KeyFactory.getInstance("RSA");
return keyFactory.generatePublic(x509EncodedKeySpec);
}
private PublicKey getPublicKey() throws Exception {
User currentUser = authenticationService.getCurrentUser();

CryptoKeysContainer cryptoKeysContainer =
cryptoKeysContainers.get(currentUser.getId());

return cryptoKeysContainer != null ?
cryptoKeysContainer.getServerPrivateKey() : null;

@Override

public String encrypt(String plainText) throws Exception {
PublicKey publicKey = getPublicKey();
if (publicKey == null) {
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throw new E2EEKeyNotFoundException("User's public encryption key does
not exist");
}
Cipher cipher = Cipher.getInstance('"RSA");
cipher.init(Cipher.ENCRYPT_MODE, publicKey);
byte[] encryptedBytes = cipher.doFinal(plainText.getBytes());
return Base64.getEncoder().encodeToString(encryptedBytes);

@Ooverride
public String decrypt(String encryptedText) throws Exception {
PrivateKey privateKey = getPrivateKey();
if (privateKey == null) {
throw new E2EEKeyNotFoundException('"Server's private encryption key
does not exist");
}
Cipher cipher = Cipher.getInstance("RSA");
cipher.init(Cipher .DECRYPT_MODE, privateKey);
byte[] encryptedBytes = Base64.getDecoder().decode(encryptedText);
byte[] decryptedBytes = cipher.doFinal(encryptedBytes);
return new String(decryptedBytes);
}
}
@Service
public class EncryptionServiceImpl implements EncryptionService {
private final Cipher cipher;
private final SecretKey secretKey;
public EncryptionServiceImpl(
@value("${application.security.service.encryption.algorithm}") String
encryptionAlgorithm,
@value("${application.security.service.encryption.aes-key}") String
encryptionKey
) throws Exception {
cipher = Cipher.getInstance(encryptionAlgorithm);
secretKey = new SecretKeySpec(encryptionKey.getBytes(),
encryptionAlgorithm);

public String encrypt(String value) throws Exception {
cipher.init(Cipher.ENCRYPT_MODE, secretKey);
byte[] encryptedvValueBytes = cipher.doFinal(value.getBytes());
return Base64.getEncoder().encodeToString(encryptedvalueBytes);

3

public String decrypt(String encryptedvValue) throws Exception {
cipher.init(Cipher .DECRYPT_MODE, secretKey);
byte[] encryptedvalueBytes = Base64.getDecoder().decode(encryptedvalue);
byte[] decryptedvalueBytes = cipher.doFinal(encryptedValueBytes);
return new String(decryptedvValueBytes);

public boolean matches(String rawValue, String encryptedvValue) throws
Exception {
String encryptedRawValue = encrypt(rawValue);
return encryptedRawValue.equals(encryptedvalue);
}
}
@Component
public class JwtAuthenticationFilter extends OncePerRequestFilter {
private final JwtUtil jwtUtil;
private final UserDetailsService userDetailsService;
private final HandlerExceptionResolver handlerExceptionResolver;

Apk.

3m.

[AJIL.467100.007 14 17

Apx. | Ne doxym. Hionuc | Hama




public JwtAuthenticationFilter(
JwtUtil jwtutil,
UserDetailsService userDetailsService,
@Qualifier("handlerExceptionResolver") HandlerExceptionResolver
handlerExceptionResolver) {
this.jwtUtil = jwtUtil;
this.userDetailsService = userDetailsService;
this.handlerExceptionResolver = handlerExceptionResolver;
}
@Override
protected void doFilterInternal(
@NonNull HttpServletRequest request,
@NonNull HttpServletResponse response,
@NonNull FilterChain filterChain

) {

try {
final String authenticationHeader =

request.getHeader (HttpHeaders.AUTHORIZATION);
final String jwt;
final String username;
if (authenticationHeader != null &&
authenticationHeader.startswith("Bearer ")) {
jwt = authenticationHeader.substring(7);
username = jwtUtil.extractUsername(jwt);
if (username != null &&
SecurityContextHolder.getContext().getAuthentication() == null) {
UserDetails userDetails =
userDetailsService. loadUserByUsername(username);
if (jwtUtil.isTokenvalid(jwt, userDetails)) {

UsernamePasswordAuthenticationToken

usernamePasswordAuthenticationToken = new UsernamePasswordAuthenticationToken(
userDetails,
nultl,
userDetails.getAuthorities()

)i

usernamePasswordAuthenticationToken.setDetails(
new
WebAuthenticationDetailsSource().buildDetails(request)

)
SecurityContextHolder.getContext().setAuthentication(usernamePasswordAuthentica
tionToken);

}

}
3
filterChain.doFilter(request, response);
} catch (Exception exception) {

handlerExceptionResolver.resolveException(request, response, null,
exception);

}
}
@Service
@S1f4j
@RequiredArgsConstructor
@Transactional
public class JwtUtil {

@value("${application.jwt.secret-encryption-key}")
private String SECRET_ENCRYPTION_KEY;
@value("${application.jwt.refresh-token.expiration-date}")
private int REFRESH_TOKEN_EXPIRATION_DATE;
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@value("${application.jwt.access-token.expiration-date}")

private int ACCESS_TOKEN_EXPIRATION_DATE;

private final JwtRepository jwtRepository;

private final EncryptionService encryptionService;

public Jwt generateToken(User user, TokenTargetType targetType) throws
Exception {

Jwt token = jwtRepository
.findByUserIdAndTargetType(user.getId(), targetType)
.0rElse(null);

if (token !'= null) {

jwtRepository.delete(token);

String plainContent = switch (targetType) {

case ACCESS -> generateAccessToken(user);
case REFRESH -> generateRefreshToken(user);

}i
String encryptedContent = encryptionService.encrypt(plainContent);
token = Jwt

.builder()
.content(encryptedContent)
.type(TokenType.BEARER)
.targetType(targetType)
.user(user)
.plainContent(plainContent)
Lbuild();
if (jwtRepository.existsByContent(encryptedContent)) {
jwtRepository.delete(token);;
return token;
}
public String generateAccessToken(User user) {
Map<String, Object> extraClaims = new HashMap<>();
extraClaims.put("role", user.getRole().name());
extraClaims.put("target", TokenTargetType.ACCESS.name());
return buildToken(extraClaims, user, ACCESS_TOKEN_EXPIRATION_DATE);

public String generateRefreshToken(User user) {
Map<String, Object> extraClaims = new HashMap<>();
extraClaims.put("target", TokenTargetType.REFRESH.name());
return buildToken(extraClaims, user, REFRESH_TOKEN_EXPIRATION_DATE);
}
private String buildToken(
Map<String, Object> extraClaims,
UserDetails userDetails,
int expirationTime
) {
final Date creationDate = new Date();
final Date expirationDate = new Date(creationDate.getTime() +
expirationTime);
return Jwts
.builder()
.setClaims(extraClaims)
.setSubject(userDetails.getUsername())
.setIssuedAt(creationDate)
.setExpiration(expirationDate)
.signWith(getSigningKey(), SignatureAlgorithm.HS256)
.compact();

public boolean isTokenValid(String jwt, UserDetails userDetails) throws
Exception {
final String username = extractUsername(jwt);
final TokenTargetType tokenTargetType = extractTokenTargetType(jwt);
if (tokenTargetType == null) {return false;}

[AJIL.467100.007 14

3m.

Apx. | Ne doxym. Hionuc | Hama

Apk.

19




Jwt userJwt = jwtRepository
.findByUserIdAndTargetType(((User) userDetails).getId(),
tokenTargetType)
.OrElse(null);
return username.equals(userDetails.getUsername())
&& !'isTokenExpired(jwt)
&& (userdwt !'= null)
&& encryptionService.matches(jwt, userJwt.getContent());

private boolean isTokenExpired(String jwt) {
return extractExpiration(jwt).before(new Date());
}

private Date extractExpiration(String jwt) {
return extractClaim(jwt, Claims::getExpiration);
}

public String extractUsername(String jwt) {
return extractClaim(jwt, Claims::getSubject);
}

private TokenTargetType extractTokenTargetType(String jwt) {
String targetClaim = extractClaim(jwt, claims -> claims.get("target",
String.class));
if (targetClaim != null) {
return TokenTargetType.valueOf(targetClaim.toUpperCase());
}

return null;
}
private <T> T extractClaim(String jwt, Function<Claims, T> claimsResolver) {
final Claims claims = extractAllClaims(jwt);
return claimsResolver.apply(claims);
}
private Claims extractAllClaims(String token) {
return Jwts
.parserBuilder()
.setSigningKey(getSigningKey())
Lbuild()
.parseClaimsJws(token)
.getBody();
3
private Key getSigningKey() {
byte[] keyBytes = Decoders.BASE64.decode(SECRET_ENCRYPTION_KEY);
return Keys.hmacShaKeyFor(keyBytes);
}
3
@Service
@Transactional
@RequiredArgsConstructor
public class LogoutHandlerImpl implements LogoutHandler {
private final JwtRepository jwtRepository;
private final UserRepository userRepository;
private final JwtUtil jwtUtil;

@Override

public void logout(
HttpServletRequest request,
HttpServletResponse response,
Authentication authentication

) {
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final String authorizationHeader = request.getHeader ("Authorization");
final String jwtContent;
final String username;
final User user;
final List<Jwt> tokens;
if (authorizationHeader != null &&
authorizationHeader.startswWith("Bearer ")) {
jwtContent = authorizationHeader.substring(7);
username = jwtUtil.extractUsername(jwtContent);

if (username !'= null) {
user = userRepository
.findByUsername(username)
.OrElseThrow(
() -> new UsernameNotFoundException("User with
username " + username + " not found")

)
try {
if (user != null && jwtUtil.isTokenValid(jwtContent, user)) {
tokens = jwtRepository.findByUserId(user.getId());

if (!tokens.isEmpty()) {
jwtRepository.deleteAll(tokens);
}

} catch (Exception e) {
throw new RuntimeException(e);

}
}
}
}
}
@Service
public class UserAccountActivationCodeGenerator implements CodeGenerator {
@Override
public String generate(int length) {
StringBuilder codeBuilder = new StringBuilder();
SecureRandom secureRandom = new SecureRandom();
for (int 1 = 0; i < length; i++) {
int randomIndex = secureRandom.nextInt(10);
codeBuilder.append(randomIndex);
}
return codeBuilder.toString();
}
}
@Component

public class UserAccountStateFilter extends OncePerRequestFilter {
private final JwtUtil jwtUtil;
private final UserDetailsService userDetailsService;
private final HandlerExceptionResolver handlerExceptionResolver;
public UserAccountStateFilter(
JwtUtil jwtutil,
UserDetailsService userDetailsService,
@Qualifier("handlerExceptionResolver") HandlerExceptionResolver
handlerExceptionResolver) {
this.jwtUtil = jwtUtil;
this.userDetailsService = userDetailsService;
this.handlerExceptionResolver = handlerExceptionResolver;

}
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@Override

protected void doFilterInternal(
@NonNull HttpServletRequest request,
@NonNull HttpServletResponse response,
@NonNull FilterChain filterChain

) {

try {
final String authenticationHeader =

request.getHeader (HttpHeaders.AUTHORIZATION) ;
final String jwt;
final String username;
if (authenticationHeader != null &&
authenticationHeader.startsWith("Bearer ")) {
jwt = authenticationHeader.substring(7);
username = jwtUtil.extractUsername(jwt);
if (username !'= null) {
UserDetails userDetails =
userDetailsService. loadUserByUsername(username);
if (userDetails !'= null) {
User user = (User) userDetails;
UserAccount userAccount = user.getUserAccount();

}
3
filterChain.doFilter(request, response);
} catch (Exception exception) {
handlerExceptionResolver.resolveException(request, response, null,
exception);

b
b

@Component
public class UserAuthenticationEntryPoint implements AuthenticationEntryPoint {
private final ObjectMapper objectMapper = new ObjectMapper();
@Override
public void commence(
HttpServletRequest request,
HttpServletResponse response,
AuthenticationException authException
) throws IOException, ServletException {
response.setStatus(HttpServletResponse.SC UNAUTHORIZED);
response.setHeader (HttpHeaders.CONTENT_TYPE,
MediaType.APPLICATION_JSON_VALUE);
if (authException instanceof InsufficientAuthenticationException) {
objectMapper.writeValue(
response.getOutputStream(),
ExceptionResponse
.builder()
.message('"Bad credentials")
Lbuild()
)
} else {
objectMapper.writeValue(
response.getOutputStream(),
ExceptionResponse
.builder()
.message("Authorization exception")
Lbuild()

);
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}
}
@Service
@RequiredArgsConstructor
public class UserDetailsServiceImpl implements UserDetailsService {
private final UserRepository userRepository;
@override
public UserDetails loadUserByUsername(String username) throws
UsernameNotFoundException {
return userRepository
.findByUsername (username)
.0rElseThrow(

() -> new UsernameNotFoundException("User: " + username + "

not found")

}

}

@Service

@RequiredArgsConstructor

public class ChatConverter implements Converter<ChatDto, Chat> {
private final AuthenticationService authenticationService;
private final UserRepository userRepository;
private final ChatMemberRepository chatMemberRepository;
private final MessageRepository messageRepository;
private final UserConverter userConverter;
private final MessageConverter messageConverter;

);

@override
public ChatDto toDto(Chat chat) throws Exception {
UUID chatId = chat.getId();
List<ChatMemberDto> convertedChatMembers = new ArraylList<>();
List<MessageDto> convertedChatMessages = new ArraylList<>();
List<ChatMember> chatMembers =
chatMemberRepository.findAllByChatId(chatId);
for (ChatMember chatMember : chatMembers) {
UserDto userDto = userConverter.toDto(chatMember.getMember());
MemberRole memberRole = chatMember.getMemberRole();
String convertedChatId = chatMember.getChat().getId().toString();
convertedChatMembers.add(
ChatMemberDto
.builder()
.chatId(convertedChatId)
.user(userDto)
.role(memberRole)
Lbuild()

)
}
List<Message> chatMessages =
messageRepository.findAl1ByChatIdOrderBySendTime(chatId);
for (Message message : chatMessages) {
convertedChatMessages.add(messageConverter.toDto(message));
}

return setChatNameForCurrentUser(ChatDto
.builder()
.id(chat.getId().toString())
.hame(chat.getName())
.type(chat.getType().name())
.members(convertedChatMembers)
.messages(convertedChatMessages)
Lbuild());
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@Override
public Chat toEntity(ChatDto chatDto) throws Exception {
User currentUser = authenticationService.getCurrentUser();
ChatType chatType = ChatType.valueOf(chatDto.getType().toUpperCase());

Chat chat = Chat
.builder()
.hame(chatDto.getName())
.type(chatType)
Lbuild();
List<ChatMember> membersToAddToChat = new ArrayList<>();
Collection<ChatMemberDto> members = chatDto.getMembers();
for (ChatMemberDto chatMemberDto : members) {
UserDto userDto = chatMemberDto.getUser();
String username = userDto.getUsername();
MemberRole memberRole = chatMemberDto.getRole();
userRepository
.findByUsername(username)
.ifPresent(user -> membersToAddToChat.add(
ChatMember
.builder()
.chat(chat)
.member (user)
.memberRole(memberRole)
Lbuild()

)i
}

if (membersToAddToChat.isEmpty()) {
throw new IllegalArgumentException("Chat has no members to add");
}

membersToAddToChat .add(
ChatMember

.builder()
.chat(chat)
.member (currentUser)
.memberRole(MemberRole.ADMIN)
.build()

)

chat.setMembers(membersToAddToChat);

return chat;

}
private ChatDto setChatNameForCurrentUser(ChatDto chatDto) throws
UserNotAuthenticatedException {
User currentUser = authenticationService.getCurrentUser();
ChatType chatType = ChatType.valueOf(chatDto.getType().toUpperCase());
String chatName = switch (chatType) {
case GROUP_CHAT -> chatDto.getName();
case PRIVATE_CHAT -> chatDto
.getMembers()
.stream()
.filter(chatMemberDto -> !chatMemberDto
.getUser ()
.getUsername()
.equals(currentUser.getUsername()))
.findFirst()
.map(chatMemberDto -> chatMemberDto.getUser().getUniqueName())
.orElse(null);
}
chatDto.setName(chatName);
return chatDto;
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@Service
@Transactional
@RequiredArgsConstructor
@S1f4j
public class JwtServiceImpl implements JwtService {
private final JwtUtil jwtUtil;
private final JwtRepository jwtRepository;
private final UserRepository userRepository;
private final ObjectMapper objectMapper = new ObjectMapper();
public void getNewAccessToken(
HttpServletRequest request,
HttpServletResponse response
) throws Exception {
final String authenticationHeader =
request.getHeader (HttpHeaders.AUTHORIZATION) ;
final String jwt;
final String username;

if (authenticationHeader !'= null && authenticationHeader.startsWith('"Bearer "))

{

jwt = authenticationHeader.substring(7);
username = jwtUtil.extractUsername(jwt);
if (username !'= null) {
User user = userRepository
.findByUsername(username)
.O0rElseThrow(
() -> new UsernameNotFoundException("User with
username " + username + " not found")

);

if (jwtutil.isTokenvalid(jwt, user)) {
Jwt accessJwt = jwtUtil.generateToken(user,
TokenTargetType.ACCESS);
jwtRepository.save(accessJwt);
Token accessToken = Token
.builder()
.content (accessJwt.getPlainContent())
Lbuild();
objectMapper.writeValue(response.getOutputStream(),
accessToken);

}

}

}
}
@override
public TokenvValidationResponse validate(Token token) throws Exception {
final String jwt = token.getContent();
String username = jwtUtil.extractUsername(jwt);
boolean isvValid = false;
if (username != null) {
User user = userRepository
.findByUsername(username);
isvalid = jwtUtil.isTokenvalid(jwt, user);

}

return TokenValidationResponse
.builder()
.token(token.getContent())
.isvalid(isvalid)
Lbuild();
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@Service

@RequiredArgsConstructor

public class MessageConverter implements Converter<MessageDto, Message> {
private final ChatRepository chatRepository;
private final UserConverter userConverter;
private final AuthenticationService authenticationService;
private final MessageStatusRepository messageStatusRepository;
private final EncryptionService encryptionService;

@override

public MessageDto toDto(Message message) throws Exception {
UUID messageId = message.getId();
User currentUser = authenticationService.getCurrentUser();
UUID currentUserId = currentUser.getId();
String currentUserUsername = currentUser.getUsername();

User sender = message.getSender();
UserDto senderDto = userConverter.toDto(sender);
String chatId = message.getChat().getId().toString();
String decryptedContent = encryptionService.decrypt(message.getContent());
MessageStatus messageStatusForCurrentUser = messageStatusRepository
.findByMessageIdAndUserId(messageId, currentUserId);
Status status = messageStatusForCurrentUser.getStatus();
return MessageDto
.builder()
.id(messageId.toString())
.sender (senderDto)
.chatId(chatId)
.content(decryptedContent)
.sendTime(message.getSendTime().toString())
.type(message.getType())
.status(status)
Lbuild();

@override
public Message toEntity(MessageDto messageDto) throws Exception {
User currentUser = authenticationService.getCurrentUser();
UUID currentUserId = currentUser.getId();
String username = currentUser.getUsername();
UUID chatId = UUID.fromString(messageDto.getChatId());
Chat chat = chatRepository
.findByChatIdAndChatMemberId(chatId, currentUserId);
String encryptedContent =
encryptionService.encrypt(messageDto.getContent());
MessageType messageType = messageDto.getType();
if (messageDto.getContent() == null ||
messageDto.getContent().isBlank()) {
throw new IllegalArgumentException("Illegal message content");

}

return Message
.builder()
.sender (currentUser)
.chat(chat)

.content(encryptedContent)
.sendTime(ZonedDateTime.now())
.type(messageType)

Lbuild();
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@Service
@RequiredArgsConstructor
public class UserConverter implements Converter<UserDto, User> {
private final UserImageConverter userImageConverter;
private final DateTimeFormatter dateTimeFormatter;
@Override
public UserDto toDto(User user) throws Exception {
UserDto userDto = null;
if (user !'= null) {
UserImage userImage = user.getUserImage();
UserImageDto userImageDto = userImageConverter.toDto(userImage);
String birthdayToReturn = null;
LocalDate birthday = user.getBirthday();
if (birthday != null) {
birthdayToReturn = birthday.format(dateTimeFormatter);
}

userDto = UserDto
.builder()
.username(user.getUsername())
.uniqueName(user.getUniqueName())
.registrationDate(user.getRegistrationDate().toString())
.firstname(user.getFirstname())
. lastname(user.getLastname())
.birthday(birthdayToReturn)
.role(user.getRole())
.userImage(userImageDto)
Lbuild();
}
return userDto;
}
@Override
public User toEntity(UserDto userDto) throws Exception {
UserImageDto userImageDto = userDto.getUserImage();
UserImage userImage = userImageConverter.toEntity(userImageDto);
ZonedDateTime registrationDate =
ZonedDateTime.parse(userDto.getRegistrationDate());
LocalDate birthday = null;
String receivedBirthday = userDto.getBirthday();
if (receivedBirthday != null && !receivedBirthday.isBlank()) {
birthday = LocalDate.parse(receivedBirthday, dateTimeFormatter);
}

return User
.builder()
.username(userDto.getUsername())
.uniqueName(userDto.getUniqueName())
.registrationDate(registrationDate)
.firstname(userDto.getFirstname())
. lastname(userDto.getLastname())
.birthday(birthday)
.role(userDto.getRole())
.userImage(userImage)
Lbuild();
}
}
@Service
@RequiredArgsConstructor
public class UserServiceImpl implements UserService {
private final UserRepository userRepository;
private final UserAccountRepository userAccountRepository;
private final SubscriptionSubscriberRepository
subscriptionSubscriberRepository;
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private final UserConverter userConverter;
private final UserAccountConverter userAccountConverter;
private final UserRegistrationConverter userRegistrationConverter;
private final SubscriptionSubscriberConverter
subscriptionSubscriberConverter;
private final UserModifier userModifier;
private final AuthenticationService authenticationService;
private final PasswordEncoder passwordEncoder;
private final MessageService messageService;
@Override
public UserDto getUserByUsername(Role role, String username) throws Exception
User user = userRepository
.findByRoleAndUsername(role, username);
return userConverter.toDto(user);
}
@Override
public UserDto getUserByUniqueName(Role role, String uniqueName) throws
Exception {
User user = userRepository
.findByRoleAndUniqueName(role, uniqueName);
return userConverter.toDto(user);
}
@Ooverride
public UserAccountDto getUserAccountByUserUsername(String username) throws
Exception {
User user = userRepository
.findByUsername (username);
UserAccount userAccount = user.getUserAccount();
return userAccountConverter.toDto(userAccount);
}
@Override
public UserAccountDto modifyUserAccount(String username, UserAccountDto
userAccountDto) throws Exception {

if (username == null || userAccountDto == null) {
throw new IllegalArgumentException("UserAccountDto or username is
null");
by

UserDto userDto = userAccountDto.getUserDto();
User user = userRepository
.findByUsername (username) ;
UserAccount userAccount = userAccountRepository
.findByUserUsername (username);
AccountState accountState = userAccountDto.getState();
if ('userAccount.getState().equals(accountState)) {

userAccount.setState(accountState);
3

UserAccount savedUserAccount = userAccountRepository.save(userAccount);
return userAccountConverter.toDto(savedUserAccount);

}
@Override
public Collection<UserDto> getUsersPagedAndSorted(int page, int size, String
order, Role userRole) throws Exception {
Sort.Direction sortOrder = Sort.Direction.valueOf(order.toUpperCase());
Sort sort = Sort.by(sortOrder, "uniqueName");
Pageable pageable = PageRequest.of(page, size, sort);
Collection<User> users = getUsersPagedAndSortedForCurrentUser (pageable,
userRole).getContent();
List<UserDto> usersToReturn = new ArraylList<>();
for (User user : users) { usersToReturn.add(userConverter.toDto(user)); }
return usersToReturn;
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@Override
public UserDto updateUser(
String username,
String currentPassword,
String password,
String uniqueName,
String firstname,
String lastname,
LocalDate birthday,
MultipartFile userImage
) throws Exception {
User user = userRepository
.findByUsername(username)
.OrElseThrow(
() -> new UserNotFoundException("User with username " +
username + " not found")
)
if (!passwordEncoder.matches(currentPassword, user.getPassword())) {
throw new PasswordNotValidException('"Passwords do not match for user
with username " + username);

}

UserModificationRequest userModificationRequest = UserModificationRequest
.builder()
.currentPassword(currentPassword)
.password(password)

.uniqueName (uniqueName)

.firstname(firstname)

. lastname( lastname)

.birthday(birthday)

.userImage(userImage)

Lbuild();
user = userModifier.modify(userModificationRequest, user);
user = userRepository.save(user);
return userConverter.toDto(user);

}

@Override
public UserDto deleteUser(String username) throws Exception {
User userToDelete = userRepository
.findByUsername(username);
validateUserDeletion(userToDelete);
UserDto userToDeleteDto = userConverter.toDto(userToDelete);
messageService.sendMessageToChatOnUserDeletion(userToDeleteDto);
userRepository.delete(userToDelete);
return userToDeleteDto;
}
@Override
public List<UserDto> getUserSubscriptions(String username) throws Exception {
User user = userRepository
.findByUsername(username)
.OrElseThrow(
() -> new UserNotFoundException("User with username " +
username + " not found")
)
List<SubscriptionSubscriber> subscriptionSubscribers =
subscriptionSubscriberRepository.findBySubscriberId(user.getId());
return convertUserStreamToUserDtoList(subscriptionSubscribers
.stream()
.map(SubscriptionSubscriber::getSubscription));
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@Override
public List<UserDto> getUserSubscribers(String username) throws Exception {
User user = userRepository
.findByUsername(username);
List<SubscriptionSubscriber> subscriptionSubscribers =
subscriptionSubscriberRepository.findBySubscriptionId(user.getId());
return convertUserStreamToUserDtoList(subscriptionSubscribers
.stream()
.map(SubscriptionSubscriber::getSubscriber));

private List<UserDto> convertUserStreamToUserDtoList(Stream<User> userStream)
throws Exception {
List<User> users = userStream.tolList();
List<UserDto> usersToReturn = new ArraylList<>();
for (User user : users) {
usersToReturn.add(userConverter.toDto(user));
}

return usersToReturn;

}

private Page<User> getUsersPagedAndSortedForCurrentUser(Pageable pageable, Role
userRole) throws UserNotAuthenticatedException {
UserDetails currentUser =
authenticationService.getAuthenticatedUserUserDetailsFromSecurityContext();
if (currentUser == null) {
throw new UserNotAuthenticatedException("User not authenticated");
}

String usernameToExclude = currentUser.getUsername();
return userRepository.findAll((root, query, criteriaBuilder) -> {
List<Predicate> predicates = new ArraylList<>();
predicates.add(criteriaBuilder.equal(root.get("role"), userRole));
predicates.add(criteriaBuilder.notEqual(root.get("username"),
usernameToExclude));
return
query.where(predicates.toArray(Predicate[]::new)).getRestriction();
}, pageable);

@Override
public Subscription subscribe(String subscriberUniqueName, Subscription
subscription) throws Exception {

if (!subscriberUniqueName.equals(subscription.getSubscriberuUniqueName())) {
throw new IllegalArgumentException("Unique names of subscriber does not
match'");

}

SubscriptionSubscriber subscriptionSubscriber =
subscriptionSubscriberConverter.toEntity(subscription);
if (subscriptionSubscriberRepository.existsBySubscriptionAndSubscriber(
subscriptionSubscriber.getSubscription(),
subscriptionSubscriber.getSubscriber()
)) {
throw new SubscriptionSubscriberAlreadyExistsException("Subscription
already exists");

}

SubscriptionSubscriber savedSubscriptionSubscriber =
subscriptionSubscriberRepository.save(subscriptionSubscriber);

return subscriptionSubscriberConverter.toDto(savedSubscriptionSubscriber);
}
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@Override
public Subscription unsubscribe(String userUniqueName, String
userSubscriptionUniqueName) throws Exception {
Subscription subscriptionDto = Subscription
.builder()
.subscriptionUniqueName(userSubscriptionUniqueName)
.subscriberUniqueName (userUniqueName)
Lbuild();
SubscriptionSubscriber subscriptionSubscriber =
subscriptionSubscriberConverter.toEntity(subscriptionDto);
User subscription = subscriptionSubscriber.getSubscription();
User subscriber = subscriptionSubscriber.getSubscriber();

SubscriptionSubscriber storedSubscriptionSubscriber =
subscriptionSubscriberRepository.findBySubscriptionAndSubscriber(

subscription,
subscriber

);

if (storedSubscriptionSubscriber == null) {
throw new SubscriptionSubscriberNotExistsException("User with uniqueName
" + userUniqueName + "is not subscribed on user with uniqueName " +
userSubscriptionUniqueName);
} else {
subscriptionSubscriberRepository.delete(storedSubscriptionSubscriber);

}

return subscriptionSubscriberConverter.toDto(storedSubscriptionSubscriber);
}
@Override

public RegistrationResponse createAdmin(RegistrationRequest
registrationRequest) throws Exception {
if (userRepository.existsByUsername(registrationRequest.getUsername())) {
throw new UserAlreadyExistsException("User with username " +
registrationRequest.getUsername() + " already exists in database");

} else if
(userRepository.existsByUniqueName(registrationRequest.getUniqueName())) {
throw new UserAlreadyExistsException("User with uniqueName " +

registrationRequest.getUniqueName() + " already exists in database");
}
User userToSave = userRegistrationConverter.toEntity(registrationRequest);
userToSave.setRole(Role.ADMIN);
userToSave.setUserAccount(UserAccount
.builder()
.user(userToSave)
.state(AccountState.ACTIVATED)
.CreatedAt (ZonedDateTime.now())
.activatedAt(ZonedDateTime.now())
Lbuild());
User savedUser = userRepository.save(userToSave);
UserDto registeredUserDto = userConverter.toDto(savedUser);
return RegistrationResponse
.builder()
.user(registeredUserDto)
.1sRegistrationSuccessful(true)
Lbuild();

}

@Component

@RequiredArgsConstructor

public class WebSocketAuthenticationInterceptor implements ChannelInterceptor {
private final JwtUtil jwtUtil;

Apk.

[AJIL.467100.007 14 31

3m.

Apx. | Ne doxym. Hionuc | Hama




private final UserDetailsService userDetailsService;

@Override
public Message<?> preSend(@NonNull Message<?> message, @NonNull
MessageChannel channel) {
StompHeaderAccessor accessor =
MessageHeaderAccessor.getAccessor(message, StompHeaderAccessor.class);
List<StompCommand> stompCommands = List.of(
StompCommand.CONNECT,
StompCommand.SUBSCRIBE,
StompCommand . SEND
)i
if (accessor == null) {
throw new IllegalArgumentException("Accessor is null");
}
StompCommand receivedStompCommand = accessor.getCommand();
if (stompCommands.contains(receivedStompCommand)) {
boolean isJwtValid = false;

List<String> authorizationHeader =
accessor.getNativeHeader ("Authorization");

if (authorizationHeader != null && 'authorizationHeader.isEmpty()) {

String authorizationHeaderValue = authorizationHeader.get(0);
if (authorizationHeaderValue !'= null &&
authorizationHeaderValue.startsWith("Bearer ")) {
String jwt = authorizationHeaderValue.substring(7);
if (!jwt.isBlank()) {
String username = jwtUtil.extractUsername(jwt);
UserDetails userDetails =
userDetailsService. loadUserByUsername(username);
if (userDetails !'= null) {
try {
if (jwtUtil.isTokenValid(jwt, userDetails)) {
isJwtvalid = true;

}
} catch (Exception e) {

throw new IllegalArgumentException(e);
}

}
}
if (!isdwtvalid) {
throw new InvalidTokenException("Jwt is invalid");

}
}
return message;
}
}
@Configuration

@RequiredArgsConstructor
@EnableWebSocketMessageBroker
public class WebSocketConfig implements WebSocketMessageBrokerConfigurer {

private final WebSocketAuthenticationInterceptor
webSocketAuthenticationInterceptor;

@Override
public void registerStompEndpoints(StompEndpointRegistry registry) {
registry.addEndpoint("/api/ws")
.setAllowedOriginPatterns("*")
.withSockJS();
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@Override
public void configureMessageBroker (MessageBrokerRegistry registry) {
registry.enableSimpleBroker("/api/messaging/topic");
registry.setApplicationDestinationPrefixes("/api/messaging");
}
@Override
public boolean configureMessageConverters(List<MessageConverter>
messageConverters) {
DefaultContentTypeResolver resolver = new DefaultContentTypeResolver();
resolver.setDefaultMimeType(MimeTypeUtils.APPLICATION_JSON);
MappingJackson2MessageConverter converter = new
MappingJackson2MessageConverter();
converter.setObjectMapper(new ObjectMapper());
converter.setContentTypeResolver(resolver);
messageConverters.add(converter);
return false;
}
@Ooverride
public void configureClientInboundChannel(ChannelRegistration registration)
{ registration.interceptors(webSocketAuthenticationInterceptor); }

}

@Data
@Builder
@NoArgsConstructor
@A11lArgsConstructor
@JsonTypeInfo(use = JsonTypeInfo.Id.NAME, property = "class")
@JsonSubTypes({
@JsonSubTypes.Type(value = NotificationDto.class, name =
"notification"),
@JsonSubTypes.Type(value
"chatNotification")
})
public class NotificationDto implements Cloneable {
private String senderUsername;
private String receiverUsername;
private String content;
private String time;
private String type;
public NotificationDto cloneAndSetReceiverUsername(String receiverUsername)
throws CloneNotSupportedException {
NotificationDto clonedNotificationDto = clone();
clonedNotificationDto.setReceiverUsername(receiverUsername);
return clonedNotificationDto;

ChatNotificationDto.class, name =

}

@Override

public NotificationDto clone() throws CloneNotSupportedException {
return (NotificationDto) super.clone();

}

}

@RestController
@RequiredArgsConstructor
public class ChatController {
private final ChatService chatService;
private final SimpMessagingTemplate simpMessagingTemplate;
@GetMapping("/api/chats")
@PreAuthorize("hasRole('USER')")
@ResponseStatus(HttpStatus.OK)
public Collection<ChatDto> getCurrentUserChats(
@RequestParam(required = false) String chatType,
@RequestParam(required = false) Long
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numberOfMessagesToRetrieveFromEveryChat
) throws Exception {

return chatService.getCurrentUserChats(chatType,
numberOfMessagesToRetrieveFromEveryChat);

}

@PostMapping("/api/chats")

@PreAuthorize("hasRole('USER')")

@ResponseStatus(HttpStatus.OK)

public ChatDto createChat(@RequestBody ChatDto chatDto) throws Exception {
return chatService.createChat(chatDto);

}

@GetMapping("/api/chats/{chatId}")

@PreAuthorize("hasRole('USER')")

@ResponseStatus(HttpStatus.OK)

public ChatDto getChatById(@PathVariable String chatId) throws Exception {
return chatService.getChatById(chatId);

}

@PatchMapping("/api/chats/{chatId}")
@PreAuthorize("hasRole('USER')")
@ResponseStatus(HttpStatus.OK)
public ChatDto updateChat(

@Pathvariable String chatlId,

@RequestBody ChatDto chatDto
) throws Exception {

return chatService.updateChat(chatId, chatDto);

}

@DeleteMapping("/api/chats/{chatId}")

@PreAuthorize("hasRole('USER')")

@ResponseStatus(HttpStatus.OK)

public ChatDto deleteChat(@Pathvariable String chatId) throws Exception {
return chatService.deleteChat(chatId);

}

@PostMapping("/api/chats/{chatId}/members/{username}")
@PreAuthorize("hasRole('USER')")
@ResponseStatus(HttpStatus.OK)
public ChatMemberDto addUserToChat(

@Pathvariable String chatlId,

@Pathvariable String username,

@RequestBody UserDto user
) throws Exception {

return chatService.addUserToChat(chatId, username, user);

}

@PatchMapping("/api/chats/{chatId}/members/{username}")
@PreAuthorize("hasRole('USER')")
public ChatMemberDto updateChatMember (

@Pathvariable String chatlId,

@Pathvariable String username,

@RequestBody ChatMemberDto chatMemberDto
) throws Exception {

return chatService.updateChatMember(chatId, username, chatMemberDto);

}
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@DeleteMapping("/api/chats/{chatId}/members/{username}")
@PreAuthorize("hasRole('USER')")
public ChatMemberDto deleteChatMember (
@Pathvariable String chatlId,
@Pathvariable String username
) throws Exception {
return chatService.deleteChatMember (chatId, username);

@RestController
@RequiredArgsConstructor
@RequestMapping("/api")
@ResponseStatus(HttpStatus.OK)
public class MessageController {
private final MessageService messageService;
@GetMapping("/chats/{chatId}/messages")
@PreAuthorize("hasRole('USER')")
public Collection<MessageDto> getAllMessagesFromChat (@PathVariable String
chatId) throws Exception {
return messageService.getAllMessagesFromChat(chatId);
}

@PostMapping("/chats/{chatId}/messages")
@PreAuthorize("hasRole('USER')")
public MessageDto sendMessageToChat(@RequestBody MessageDto messageDto)
throws Exception {
return messageService.sendMessageToChat(messageDto);
}

@PatchMapping("/chats/{chatId}/messages")

@PreAuthorize("hasRole('USER')")

public ChatMessagesStatusUpdateDto updateMessagesStatusesInChat(
@Pathvariable String chatId,
@RequestBody ChatMessagesStatusUpdateDto chatMessagesStatusUpdateDto
) throws Exception {

return messageService.updateMessagesStatusesInChat(chatId,
chatMessagesStatusUpdateDto);

@PatchMapping("/chats/{chatId}/messages/{messageId}")
@PreAuthorize("hasRole('USER')")
public MessageDto updateMessageInChat (
@Pathvariable String chatId,
@Pathvariable String messageld,
@RequestBody MessageDto message
) throws Exception {
return messageService.updateMessageInChat(chatId, messageld, message);
}
@DeleteMapping("/chats/{chatId}/messages/{messageId}")
@PreAuthorize("hasRole('USER')")
public MessageDto deleteMessageFromChat (
@Pathvariable String chatId,
@Pathvariable String messageld

) throws Exception {
return messageService.deleteMessageFromChat(chatId, messageld);
}

}
@RestController
public class NotificationController {
private final NotificationService notificationService;
@MessageMapping("/notification")
public void processAndSendNotificationToUser (@Payload NotificationDto
notificationDto) {
notificationService.processAndSendNotificationToUser (notificationDto);
}
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@MessageMapping("/notifications")

public void processAndSendNotificationToUsers(@Payload
MultiUserNotificationDto multiUserNotificationDto)
{ notificationService.processAndSendMultiUserNotification(multiUserNotificat
ionDto);

3
@Data

@Builder
@NoArgsConstructor
@A11lArgsConstructor
@Entity
@Table(name = '"chats")
public class Chat {
@Id
@GeneratedvValue(strategy = GenerationType.UUID)
private UUID id;
@Column(nullable = false)
private String name;
@Enumerated(EnumType.STRING)
private ChatType type;
@OoneToMany(mappedBy = '"chat'", cascade = CascadeType.ALL)
private List<ChatMember> members;
@oneToMany(mappedBy = "chat'", cascade {
CascadeType.PERSIST,
CascadeType.MERGE,
CascadeType.REFRESH,
CascadeType.DETACH

1)

private List<Message> messages;
}
@Data
@Builder
@NoArgsConstructor
@A11lArgsConstructor
@Entity
@Table(name = "chats_members")
public class ChatMember {
@Id
@Generatedvalue(strategy = GenerationType.UUID)
private UUID id;
@ManyToOne
@JoinColumn(name = "chat_id", referencedColumnName = "id", nullable =
false)
private Chat chat;
@ManyToOne
@JoinColumn(name = "member_id", referencedColumnName = "id", nullable =
false)
private User member;
@Enumerated(EnumType.STRING)
private MemberRole memberRole;
}
@Data
@Builder
@A11lArgsConstructor
@Entity
@Table(name = "messages")
public class Message {
@Id
@GeneratedValue(strategy = GenerationType.UUID)
private UUID id;
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@ManyToOne

@JoinColumn(name = "sender_id", referencedColumnName = "id")

private User sender;

@ManyToOne

@JoinColumn(name = "chat_id", referencedColumnName = "id", nullable =
false)

private Chat chat;

@Column(nullable = false)

private String content;

@Column(nullable = false)

private ZonedDateTime sendTime;
@Enumerated(EnumType.STRING)

private MessageType type;

@oneToMany(mappedBy = "message", cascade = CascadeType.ALL)
private List<MessageStatus> statuses;

}
@Data
@Builder
@A11lArgsConstructor
@Entity
@Table(name = "messages_statuses")
public class MessageStatus {
@Id
@Generatedvalue(strategy = GenerationType.UUID)
private UUID id;
@ManyToOne
@JoinColumn(name = "message_id", referencedColumnName = "id", nullable =
false)
private Message message;
@ManyToOne
@JoinColumn(name = "user_id", referencedColumnName = "id", nullable =
false)
private User user;
@Enumerated(EnumType.STRING)
private UserType userType;
@Enumerated(EnumType.STRING)
private Status status;
}
@Repository

public interface ChatMemberRepository extends JpaRepository<ChatMember, UUID> {

List<ChatMember> findAllByChatId(UUID chatId);

Optional<ChatMember> findByChatIdAndMemberUsername(UUID chatId, String
username);

boolean existsByMemberIdAndChatId(UUID memberId, UUID chatId);

boolean existsByMemberIdAndChatIdAndMemberRole(UUID memberId, UUID chatlId,
MemberRole memberRole);

}

@Repository
public interface ChatRepository extends JpaRepository<Chat, UUID> {
@Query( mmn
SELECT ¢ FROM Chat c
JOIN ChatMember cm ON c.id = cm.chat.id
JOIN User u ON cm.member.id = u.id
WHERE u.username = :username
List<Chat> findAllChatsByChatMemberUsername(String username);
@Query( mmn
SELECT ¢ FROM Chat c
JOIN ChatMember cm ON c.id = cm.chat.id
JOIN User u ON cm.member.id = u.id
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WHERE u.username = :username AND c.type = :type
List<Chat> findAllChatsByChatMemberUsernameAndChatType(String username,
ChatType type);
@Query(llllll
SELECT ¢ FROM Chat c
JOIN ChatMember cml1 ON c.id = cmil.chat.id
JOIN User ul ON cml.member.id = ul.id AND ul.username
= :firstMemberUsername
JOIN ChatMember cm2 ON c.id = cm2.chat.id
JOIN User u2 ON cm2.member.id = u2.id AND u2.username
= :secondMemberUsername
WHERE c.type = 'PRIVATE_CHAT'
Chat findPrivateChatByPrivateChatMembersUsernames(String
firstMemberUsername, String secondMemberUsername);
@Query(llllll
SELECT ¢ FROM Chat c
JOIN ChatMember cm ON c.id = cm.chat.id
WHERE c.id = :chatId AND cm.member.id = :chatMemberId
IIIIII)
Optional<Chat> findByChatIdAndChatMemberId(UUID chatId, UUID chatMemberId);
}

@Repository
public interface MessageRepository extends JpaRepository<Message, UUID> {
boolean existsByIdAndChatId(UUID id, UUID chatId);

Optional<Message> findByIdAndChatId(UUID id, UUID chatId);

Optional<Message> findByIdAndSenderIdAndChatId(UUID id, UUID senderId, UUID
chatid);

List<Message> findAllByChat(Chat chat);

@Query(llllll

SELECT m FROM Message m

WHERE m.chat.id = :chatId

AND m.id NOT IN (SELECT m.id FROM Message m

JOIN MessageStatus ms ON m.id = ms.message.id
WHERE m.chat.id = :chatId AND ms.user.id = :userId)
IIIIII)

List<Message>
findAllMessagesByChatIdThatWereNotSentToUserwWithProvidedId(UUID chatId, UUID
userId);

List<Message> findAllByChatIdOrderBySendTime(UUID chatId);;

}

@Repository
public interface MessageStatusRepository extends JpaRepository<MessageStatus,
UuID> {

Optional<MessageStatus> findByMessageIdAndUserId(UUID messageId, UUID
userId);

List<MessageStatus> findAllByChatIdAndUserIdAndStatus(UUID chatId, UUID
userId, Status status);

@Query( mmn
SELECT ms FROM MessageStatus ms
JOIN Message m ON m.id = ms.message.id
WHERE m.chat.id = :chatId AND ms.status = :status
IIIIII)
List<MessageStatus> findAllByChatIdAndStatus(UUID chatId, Status status);
}

@Service
public class ChatServiceImpl implements ChatService {
private final AuthenticationService authenticationService;
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private final NotificationService notificationService;
private final MessageService messageService;
@Service
@RequiredArgsConstructor
public class ChatServiceImpl implements ChatService {
private final AuthenticationService authenticationService;
private final NotificationService notificationService;
private final MessageService messageService;
private final UserRepository userRepository;
private final ChatRepository chatRepository;
private final ChatMemberRepository chatMemberRepository;
private final ChatConverter chatConverter;
private final ChatMemberConverter chatMemberConverter;
@override
public Collection<ChatDto> getCurrentUserChats(String chatType, Long
numberOfMessagesToRetrieveFromEveryChat) throws Exception {
User currentUser = authenticationService.getCurrentUser();
String currentUserUsername = currentUser.getUsername();
ChatType type = null;
List<Chat> chats;
if (chatType != null) {
type = ChatType.valueOf(chatType.toUpperCase());

}
if (type !'= null) {
chats =
chatRepository.findAllChatsByChatMemberUsernameAndChatType(currentUseruUsername,
type);
} else {
chats =
chatRepository.findAllChatsByChatMemberUsername(currentUserUsername);

List<ChatDto> chatsToReturn = new ArraylList<>();
for (Chat chat : chats) {

chatsToReturn.add(chatConverter.toDto(chat));
}

if (numberOfMessagesToRetrieveFromEveryChat != null) {
chatsToReturn = modifyNumberOfMessagesInEveryChat(chatsToReturn,
numberOfMessagesToRetrieveFromEveryChat);

}
for (ChatDto chatDto : chatsToReturn) {
Collection<MessageDto> encryptedMessages = messageService
.encryptAllMessagesUsingE2EEWithCurrentUserPublicKey(chatDto.getM
essages());
chatDto.setMessages(encryptedMessages);
}

return chatsToReturn;

}
public ChatDto getChatById(String chatId) throws Exception {
User currentUser = authenticationService.getCurrentUser();
UUID userId = currentUser.getId();
String username = currentUser.getUsername();
UUID chatUUID = UUID.fromString(chatId);
Chat chat = chatRepository
.findByChatIdAndChatMemberId(chatUUID, userId);
ChatDto chatDtoToReturn = chatConverter.toDto(chat);
Collection<MessageDto> encryptedMessages = messageService
.encryptAllMessagesUsingE2EEWithCurrentUserPublicKey(chatDtoToReturn.
getMessages());
chatDtoToReturn.setMessages(encryptedMessages);
return chatDtoToReturn;
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@Override
public ChatDto updateChat(String chatId, ChatDto chatDto) throws Exception {
if ('chatDto.getId().equals(chatId)) {
throw new IllegalArgumentException("Chat ids are different");
}

UUID convertedChatId = UUID.fromString(chatId);
Chat chat = chatRepository
.findById(convertedChatId)
.0rElseThrow(
() -> new ChatNotFoundException("Chat with id " + chatId + "
not found")
);
User currentUser = authenticationService.getCurrentUser();
if (!'chatMemberRepository.existsByMemberIdAndChatIdAndMemberRole(
currentUser.getId(),
chat.getId(),
MemberRole.ADMIN)
) {
throw new ChatMemberNotFoundException('"Chat member with id " +
currentUser.getId()
+ " and role " + MemberRole.ADMIN
+ " not found in chat with id " + chatId);
}
String newChatName = chatDto.getName();
if (newChatName == null || newChatName.isBlank()) {
throw new IllegalArgumentException("Chat name is null or blank");

chat.setName(newChatName);

Chat savedChat = chatRepository.save(chat);

ChatDto chatDtoToReturn = chatConverter.toDto(savedChat);
messageService.sendMessageToChatOnChatUpdate(chatDtoToReturn);
return chatDtoToReturn;

}

@override
public ChatDto deleteChat(String chatId) throws Exception {
UUID convertedChatId = UUID.fromString(chatId);
Chat chat = chatRepository
.findById(convertedChatId)
.0rElseThrow(
() -> new ChatNotFoundException('"Chat with id " + chatId + "
not found")

)
User currentUser = authenticationService.getCurrentUser();
if (!'chatMemberRepository.existsByMemberIdAndChatIdAndMemberRole(
currentUser.getId(),
chat.getId(),
MemberRole.ADMIN)
) {
throw new ChatMemberNotFoundException('"Chat member with member id " +
currentUser.getId()
+ " and member role " + MemberRole.ADMIN
+ " not found in chat with id " + chatId);
}
ChatDto chatDtoToReturn = chatConverter.toDto(chat);
chatRepository.deleteById(chat.getId());
notificationService.notifyUsersOnChatDeletion(chatDtoToReturn);
return chatDtoToReturn;

}
public ChatDto
getCurrentUserPrivateChatWithAnotherUserByAnotherUserUsername(String
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anotherUserUsername) throws Exception {

ChatDto chatDtoToReturn = null;

User currentUser = authenticationService.getCurrentUser();

String currentUserUsername = currentUser.getUsername();

Chat chat =
chatRepository.findPrivateChatByPrivateChatMembersUsernames(currentUseruUsername
, anotherUserUsername);

if (chat !'= null) {

chatDtoToReturn = chatConverter.toDto(chat);
Collection<MessageDto> encryptedMessages = messageService
.encryptAllMessagesUsingE2EEWithCurrentUserPublicKey(chatDtoToRet
urn.getMessages());
chatDtoToReturn.setMessages(encryptedMessages);

}

return chatDtoToReturn;
} |
@override

public ChatDto createChat(ChatDto chatDto) throws Exception {
Chat chat = chatConverter.toEntity(chatDto);
Chat savedChat = chatRepository.save(chat);
ChatDto chatDtoToReturn = chatConverter.toDto(savedChat);
notificationService.notifyUsersOnChatCreation(chatDtoToReturn);
return chatDtoToReturn;

3

@Override
public ChatMemberDto addUserToChat(String chatId, String username, UserDto
user) throws Exception {
if ('username.equals(user.getUsername())) {
throw new IllegalArgumentException("Usernames are different");
}

UUID convertedChatId = UUID.fromString(chatId);
Chat chat = chatRepository
.findById(convertedChatId)
.O0rElseThrow(
() -> new ChatNotFoundException("Chat with id " + chatId + "
not found")

);

if (chat.getType().equals(ChatType.PRIVATE CHAT)) {
throw new IllegalArgumentException("User can not be added to private
chat");
}
User userToAdd = userRepository
.findByUsername(username);
if (chatMemberRepository.existsByMemberIdAndChatId(userToAdd.getId(),
chat.getId())) {
throw new ChatMemberAlreadyExistsException('"Chat member with username "
+ userToAdd.getUsername() + " already exists in chat with id " +
chatid);

}

ChatMember chatMember = ChatMember
.builder()
.chat(chat)
.member (userToAdd)
.memberRole(MemberRole.MEMBER)
Lbuild();

ChatMember savedChatMember = chatMemberRepository.save(chatMember);

messageService.createMessagesStatusesForUserInChat(
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username,
UserType.RECEIVER,
chat.getId(),
Status.READ_MESSAGE
)
ChatMemberDto chatMemberToReturn =
chatMemberConverter.toDto(savedChatMember);
messageService.sendMessageToChatOnActionOnUserInChat(chatMemberToReturn,
MessageType.CHAT_MEMBER_ADDED_TO_CHAT);
notificationService.notifyChatMemberOnActionOnChatMemberInChat (
chatConverter.toDto(chat),
chatMemberToReturn,
NotificationType.USER_ADDED_TO_CHAT_NOTIFICATION
)

return chatMemberToReturn;

public ChatMemberDto updateChatMember(String chatId, String username,
ChatMemberDto chatMemberDto) throws Exception {
UserDto userDto = chatMemberDto.getUser();
if ('userDto.getUsername().equals(username)) {
throw new IllegalArgumentException("Usernames are different");
}

if (!'chatMemberDto.getChatId().equals(chatId)) {
throw new IllegalArgumentException("Chat ids are different");
}

UUID convertedChatId = UUID.fromString(chatId);
Chat chat = chatRepository
.findById(convertedChatId)
.0rElseThrow(
() -> new ChatNotFoundException("Chat with id " + chatId + "
not found")
)
ChatMember chatMember = chatMemberRepository
.findByChatIdAndMemberUsername(chat.getId(), username);
if (chatMemberDto.getRole() == null) {
throw new IllegalArgumentException("Chat member role is null");
3

chatMember.setMemberRole(chatMemberDto.getRole());
ChatMember savedChatMember = chatMemberRepository.save(chatMember);
ChatMemberDto chatMemberDtoToReturn =
chatMemberConverter.toDto(savedChatMember);
messageService.sendMessageToChatOnActionOnUserInChat (chatMemberDtoToReturn,
MessageType.NEW _STATUS_IN_CHAT_MEMBER);
notificationService.notifyChatMemberOnActionOnChatMemberInChat (
chatConverter.toDto(chat),
chatMemberDtoToReturn,
NotificationType.NEW_ADMIN_IN_CHAT_NOTIFICATION
)
return chatMemberDtoToReturn;
}
@Override
public ChatMemberDto deleteChatMember (String chatId, String username) throws
Exception {
UUID convertedChatId = UUID.fromString(chatId);
Chat chat = chatRepository
.findById(convertedChatId)
.0rElseThrow(
() -> new ChatNotFoundException('"Chat with id " + chatId + "
not found")

)i
if (chat.getType().equals(ChatType.PRIVATE _CHAT)) {
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throw new ChatModificationException("Users can not be deleted from
private chats");

}

ChatMember chatMemberToDelete = chatMemberRepository
.findByChatIdAndMemberUsername(chat.getId(), username)
.0rElseThrow(

() -> new ChatMemberNotFoundException('"Chat member with
username " + username

)i
User userToDeleteFromChat = chatMemberToDelete.getMember();
User currentUser = authenticationService.getCurrentUser();
chatMemberRepository.delete(chatMemberToDelete);
ChatMemberDto chatMemberDtoToReturn =
chatMemberConverter.toDto(chatMemberToDelete);
ChatMemberDto chatMemberDtoToReturn =
chatMemberConverter.toDto(chatMemberToDelete);
NotificationType notificationType =
NotificationType.DELETED_CHAT_MEMBER_NOTIFICATION;
MessageType messageType = MessageType.CHAT _MEMBER _DELETED_FROM_CHAT;
if
(currentUser.getUsername().equals(chatMemberDtoToReturn.getUser().getUsername()

)) Ao

+ " not found in chat with id " + chatId)

notificationType = NotificationType.MEMBER_LEFT_CHAT_NOTIFICATION;
messageType = MessageType.CHAT_MEMBER_LEFT_CHAT;
}
List<ChatMember> chatMembers =
chatMemberRepository.findAllByChatId(chat.getId());
if (chatMembers.isEmpty()) {
notificationType = NotificationType.DELETED GROUP_CHAT_NOTIFICATION;,
chatRepository.deleteById(convertedChatId);
}
notificationService.notifyChatMemberOnActionOnChatMemberInChat (
chatConverter.toDto(chat),
chatMemberDtoToReturn,
notificationType
)
if
(!'notificationType.equals(NotificationType.DELETED_GROUP_CHAT_NOTIFICATION)) {

messageService.sendMessageToChatOnActionOnUserInChat (chatMemberDtoToReturn,
messageType);

return chatMemberDtoToReturn;

}

@Service

@RequiredArgsConstructor

public class MessageServiceImpl implements MessageService {
private final UserRepository userRepository;
private final UserConverter userConverter;
private final MessageRepository messageRepository;
private final MessageStatusRepository messageStatusRepository;
private final MessageConverter messageConverter;
private final ChatRepository chatRepository;
private final ChatMemberRepository chatMemberRepository;
private final AuthenticationService authenticationService;
private final SimpMessagingTemplate simpMessagingTemplate;
private final EncryptionService encryptionService;
private final E2EEService e2eeService;
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@Override
public Collection<MessageDto> getAllMessagesFromChat(String chatId) throws
Exception {
UUID chatUUID = UUID.fromString(chatlId);
Chat chat = chatRepository
.findById(chatUUID)
.OrElseThrow(
() -> new ChatNotFoundException('"Chat with id: " + chatId +
"does not exist")
)i
List<Message> messages = messageRepository.findAllByChat(chat);
List<MessageDto> messagesToReturn = new ArraylList<>();
for (Message message : messages) {
messagesToReturn.add(messageConverter.toDto(message));

}

return messagesToReturn;
}
@Ooverride

public MessageDto sendMessageToChat(MessageDto messageDto) throws Exception {
if (!messageDto.getType().equals(MessageType.NEW _MESSAGE)) {
throw new IllegalArgumentException("Invalid message type");

String decryptedText = e2eeService.decrypt(messageDto.getContent());
messageDto.setContent(decryptedText);
Message message = messageConverter.toEntity(messageDto);
Message savedMessage = messageRepository.save(message);
UUID senderId = savedMessage.getSender().getId();
UUID chatId = savedMessage.getChat().getId();
List<ChatMember> chatMembers = chatMemberRepository.findAl1lByChatId(chatId);
List<MessageStatus> messageStatuses = new ArraylList<>();
for (ChatMember chatMember : chatMembers) {
User user = chatMember.getMember();
UUID userId = user.getId();
UserType userType = UserType.RECEIVER,
if (userId.equals(senderId)) {
userType = UserType.SENDER,
}

messageStatuses.add(MessageStatus
.builder()
.message (savedMessage)
.user(user)
.userType(userType)
.status(Status.UNREAD_MESSAGE)
Lbuild());
}
messageStatusRepository.saveAll(messageStatuses);
MessageDto messageToSend = messageConverter.toDto(savedMessage);
String encryptedText = e2eeService.encrypt(messageToSend.getContent());
messageToSend.setContent(encryptedText);
processAndSendMessageToChat (messageToSend);
return MessageDto
.builder()
.id(messageToSend.getId())
.sender (messageToSend.getSender())
.chatId(messageDto.getChatId())
.content(messageToSend.getContent())
.sendTime(messageToSend.getSendTime())
.type(messageToSend.getType())
.status(Status.UNREAD_MESSAGE)
Lbuild();
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public MessageDto updateMessageInChat(String chatId, String messageld,
MessageDto messageDto) throws Exception {
MessageDto messageDtoToReturn = null;
if (!messageDto.getType().equals(MessageType.MODIFIED MESSAGE)) {
throw new IllegalArgumentException("Illegal message type");
}

UUID convertedChatId = UUID.fromString(chatId);
UUID convertedMessageId = UUID.fromString(messageld);

if (!'chatRepository.existsById(convertedChatId)) {
throw new ChatNotFoundException("Chat with id " + chatId + " not
found");
}
User currentUser = authenticationService.getCurrentUser();
Message message = messageRepository
.findByIdAndSenderIdAndChatId(convertedMessageld,
currentUser.getId(), convertedChatId)
.OrElseThrow(
() -> new MessageNotFoundException("Message with id " +
messageIld
+ " and sender id " + currentUser.getId()
+ " not found in chat with id " + chatId)
)
String decryptedText = e2eeService.decrypt(messageDto.getContent());
String encryptedContent = encryptionService.encrypt(decryptedText);
String previousEncryptedContent = message.getContent();
if (encryptedContent.equals(previousEncryptedContent)) {
throw new IllegalArgumentException("New message content is equal to the
previously saved message content");
}
message.setContent(encryptedContent);
Message savedMessage = messageRepository.save(message);
messageDtoToReturn = messageConverter.toDto(savedMessage);
String encryptedText =
e2eeService.encrypt(messageDtoToReturn.getContent());
messageDtoToReturn.setContent(encryptedText);
processAndSendMessageToChat (messageDtoToReturn);
return messageDtoToReturn;
}
public MessageDto deleteMessageFromChat(String chatId, String messageId) throws
Exception {
MessageDto messageDtoToReturn = null;
UUID convertedChatId = UUID.fromString(chatId);
UUID convertedMessageId = UUID.fromString(messageld);
if (!'chatRepository.existsById(convertedChatId)) {
throw new ChatNotFoundException("Chat with id " + chatId + " not
found");
} .
Message message = messageRepository
.findByIdAndChatId(convertedMessageId, convertedChatId);
User messageSender = message.getSender();
User currentUser = authenticationService.getCurrentUser();
ChatMember chatMember = chatMemberRepository
.findByChatIdAndMemberUsername(convertedChatId,
currentUser.getUsername());
if (chatMember.getMemberRole().equals(MemberRole.ADMIN) ||
currentUser.getId().equals(messageSender.getId())) {
messageDtoToReturn = messageConverter.toDto(message);
String encryptedText =
e2eeService.encrypt(messageDtoToReturn.getContent());
messageDtoToReturn.setContent(encryptedText);
messageDtoToReturn.setType(MessageType.DELETED _MESSAGE);
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messageRepository.deleteById(message.getId());
processAndSendMessageToChat (messageDtoToReturn);

}

return messageDtoToReturn;
3
@Override

public Collection<MessageDto>
encryptAllMessagesUsingE2EEWithCurrentUserPublicKey(Collection<MessageDto>
messagesToEncrypt) throws Exception {
try {
for (MessageDto messageDto : messagesToEncrypt) {

String content = messageDto.getContent();

String encryptedContent = e2eeService.encrypt(content);

messageDto.setContent(encryptedContent);

} catch (E2EEKeyNotFoundException e) {
messagesToEncrypt.forEach(messageDto -> messageDto.setContent(null));

}

return messagesToEncrypt;
}
@Async

public void processAndSendMessageToChat(MessageDto messageDto) {
String chatId = messageDto.getChatId();
simpMessagingTemplate.convertAndSend(
"/api/messaging/topic/chats/" + chatId + "/messages",
MessageDto
.builder()
.id(messageDto.getId())
.sender (messageDto.getSender())
.chatId(chatId)
.content(messageDto.getContent())
.sendTime(messageDto.getSendTime())
.type(messageDto.getType())
.status(Status.UNREAD_MESSAGE)
Lbuild()

);
}
@S1f4j
@Service
@RequiredArgsConstructor
public class NotificationServiceImpl implements NotificationService {

private final SimpMessagingTemplate simpMessagingTemplate;

private final AuthenticationService authenticationService;

private final UserConverter userConverter;

private final UserRepository userRepository;

@Async

public void processAndSendNotificationToUser (NotificationDto
notificationDto) {

NotificationDto notificationDtoToBeSendToUser =
processAndBuildNotificationDtoToBeSendToUser (notificationDto);
if (notificationDtoToBeSendToUser != null) {
String username =
notificationDtoToBeSendToUser.getReceiverUsername();
if (username != null) {
simpMessagingTemplate.convertAndSend (
"/api/messaging/topic/" + username + "/notifications",
notificationDtoToBeSendToUser

);
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@Async
public void processAndSendNotificationToUsers(NotificationDto notificationDto,
Collection<UserDto> usersToNotify) {
if (notificationDto != null) {
for (UserDto userToNotify : usersToNotify) {
notificationDto.setReceiverUsername(userToNotify.getUsername());
processAndSendNotificationToUser(notificationDto);

}
}
@Override
@Async
public void processAndSendMultiUserNotification(MultiUserNotificationDto
multiUserNotificationDto) {
NotificationDto notificationDto =
multiUserNotificationDto.getNotification();
List<UserDto> usersToNotify = multiUserNotificationDto.getUsersToNotify();
processAndSendNotificationToUsers(notificationDto, usersToNotify);}

@SpringBootApplication
@EnableAsync
public class MessengerApplication {
public static void main(String[] args) {
SpringApplication.run(MessengerApplication.class, args);

}
export default function NavBar() {
const { user, setUser } = useAppContext();
const navigate = useNavigate();
const location = uselLocation();
const items = [];
const [itemsToShow, setItemsToShow] = useState([]);
useEffect(() => {
if (user.authenticated) {
const uniqueName = user.uniqueName;
let userProfileRoute = USER_ROUTE;
let role = user.role;
switch (role) {
case Role.USER:
userProfileRoute = USER_ROUTE;
setItemsToShow([
{ name: "Users", href: USER_ROUTE },
{ name: "Chats", href: userProfileRoute + "/" + uniqueName +
"/chats" },
{ name: "Profile", href: userProfileRoute + "/" + uniqueName }
1);
break;
case Role.ADMIN:
userProfileRoute = ADMIN_ROUTE;
setItemsToShow([
{ name: "Users", href: USER_ROUTE },
{ name: "Admins", href: ADMIN_ROUTE },
{ name: "Profile", href: userProfileRoute + "/" + uniqueName }
1)
break;
case Role.ROOT:
userProfileRoute = ROOT_ROUTE;
setItemsToShow([
{ name: "Users", href: USER_ROUTE },
{ name: "Profile", href: userProfileRoute + "/" + uniqueName }

1);
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break;
default:
userProfileRoute = USER_ROUTE;
}
} else {
setItemsToShow([
...items,
{ name: "Home", href: HOME_ROUTE },
{ name: "Sign In", href: SIGH_IN_ROUTE },
{ name: "Sign Up", href: SIGN_UP_ROUTE }

1;
}
}, [user])

const [menuButtonClick, setMenuButtonClick] = useState(false);
const handleMenuButtonClick = () => setMenuButtonClick(!menuButtonClick);
const onNavItemClick = (e) => setMenuButtonClick(false);
const onLogOut = async () => {
let logoutConfirmed = window.confirm("Do you want to log out?")
if (logoutConfirmed) {
await logout();
setUser({
username: "",
uniqueName: "",
authenticated: false,
role: Role.VISITOR
1
navigate(HOME_ROUTE);
}
}
return (
<header>
<nav className="navbar">
<div className="navbar-container">
<Link to="/" className="navbar-logo" onClick={onNavItemClick}>
<FontAwesomeIcon icon={faMessage} className="navbar-logo-img"
/>
<h1l>WebTalk</h1>
</Link>
<div className="nav-menu">
<div className={menuButtonClick ? "nav-items items-sm" : "nav-
items"}>
{itemsToShow.map(item => (
<NavLink
key={item.name}
to={item.href}
className={({ isActive }) => {
return isActive && (location.pathname ===
item.href) ? "nav-item active-item" : "nav-item"
}}
onClick={onNavItemClick}>
{item.name}
</NavLink>

))}
{

user.authenticated &&
<div className="logout-button-container">
<div className="logout-button"
onClick={onLogOut}>Log Out</div>
</div>
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}
</div>
<div className="menu-toggler-button”
onClick={handleMenuButtonClick}>
{
menuButtonClick ? (
<FontAwesomeIcon icon={faXmark} className="menu-icon" />

) (
<FontAwesomeIcon icon={faBars} className="menu-icon" />
)
}
</div>
</div>
</div>
</nav>
</header>

)
}
export default function AccountActivationPage() {
const { setInformMessage } = useAppContext();
const navigate = useNavigate();
const [digitl, setDigitl] = useState("");
const [digit2, setDigit2] = useState("");
const [digit3, setDigit3] = useState("");
const [digit4, setDigitd4] = useState("");
const [digit5, setDigit5] = useState("");
const [digit6, setDigit6] = useState("");
const handleChangeDigitl = (event)=>setDigitl(event.target.value.substring(o, 1));
const handleChangeDigit2 = (event)=>setDigit2(event.target.value.substring(o, 1));
const handleChangeDigit3 = (event)=>setDigit3(event.target.value.substring(o, 1));
const handleChangeDigit4 = (event)=>setDigit4(event.target.value.substring(o, 1));
const handleChangeDigit5 = (event)=>setDigit5(event.target.value.substring(0, 1));
const handleChangeDigit6 = (event)=>setDigit6(event.target.value.substring(o, 1));
const onConfirmAccountActivationButtonClick = async () => {
if (digitl && digit2 && digit3 && digit4 && digit5 && digité6) {
let username = localStorage.getItem("registratingUserkEmail");
if (username) {
let digits = [digitl, digit2, digit3, digit4, digit5, digit6];
let activationCode = digits.map(String).join("");
let response = await activateUserAccount(username, activationCode);
let data = response?.data;
if (data) {
navigate(SIGH_IN_ROUTE);
localStorage.removeltem("registratingUserEmail™);
setInformMessage("Account is activated");
} else {
setInformMessage("Something went wrong! If you have not activated
your account but see this message, try to resend the activation code or recreate your
account");
}
}
} else {
setInformMessage("Please provide the code");

}
}

return (
<div className="account-activation-page">
<div className="account-activation-page-container">
<hl className="account-activation-page-heading">Activation code</hl1>
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<div className="account-activation-page-code-container">
<input className="account-activation-page-digit" value={digitil}
onChange={handleChangeDigitl} type="text" maxLength={1} />
<input className="account-activation-page-digit" value={digit2}
onChange={handleChangeDigit2} type="text" maxLength={1} />
<input className="account-activation-page-digit" value={digit3}
onChange={handleChangeDigit3} type="text" maxLength={1} />
<input className="account-activation-page-digit" value={digit4}
onChange={handleChangeDigit4} type="text" maxLength={1} />
<input className="account-activation-page-digit" value={digit5}
onChange={handleChangeDigit5} type="text" maxLength={1} />
<input className="account-activation-page-digit" value={digit6}
onChange={handleChangeDigit6} type="text" maxLength={1} />
</div>
<div className="account-activation-page-button-container">
<button onClick={onConfirmAccountActivationButtonClick}
className="account-activation-page-button">Confirm</button>
</div>
</div>
</div>
)
}
export default function LoginPage() {
const navigate = useNavigate();
const { setUser, setInformMessage } = useAppContext();
const onSubmit = async (values, actions) => {
if (!values.username) {
setInformMessage("Provide username");
return;
} else if (!values.password) {
setInformMessage("Provide password");
return;
}
const data = await authenticate(
values.username,
values.password
)
actions.resetForm();
if (data?.accessToken && data?.refreshToken) {
const username = jwtDecode(data.accessToken).sub;
const role = jwtDecode(data.accessToken).role;
if (username && role) {
const response = await getUserByUsernameAndRole(username, role);

if (response != null && response?.data?.username === username) {
const uniqueName = response.data.uniqueName;
setUser({

username: jwtDecode(data.accessToken).sub,
uniqueName: uniqueName,
authenticated: true,
role: role
})s
generateKeyPair();
}
¥
} else {
setInformMessage("Can not sign in. Check input data and try again!");

}
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return (
<Formik
initialvalues={{
username: "",
password: ""
}}
validationSchema={authenticationSchema}
onSubmit={onSubmit}>
{({ isSubmitting }) => (
<div className="authPage">
<div className="authForm">
<Form>
<FormItem
label="Email:"
id="username"
name="username"
type="email"
placeholder="johnsmith@gmail.com"/>
<FormItem
label="Password:"
id="password"
name="password"
type="password"
placeholder="3245!mySuperSecurePassword$8976"

/>
<button disabled={isSubmitting} type="submit">Sign

In</button>
<div className="sign-item">
<span className="sign-item-text">Don't have an accout
yet?</span>
<Link to={SIGN_UP_ROUTE}>Sign Up</Link>
</div>
</Form>
</div>
</div>
)}
</Formik>
)5}

export default function RegistrationPage() {

const { setInformMessage } = useAppContext();

const [isRegistrationSuccessful, setRegistrationSuccessful] = useState(false);

const onSubmit = async (values, actions) => {

const data = await register(

values.username,
values.password,
values.uniqueName,
values.firstname,
values.lastname,

values.birthday
)
actions.resetForm();
if (data) {
let user = data?.user;
let isRegistrationSuccessful = data?.registrationSuccessful;
if (user && isRegistrationSuccessful) {
setRegistrationSuccessful(true);
11}
return (
isRegistrationSuccessful
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? <AfterUserRegistrationPage />

<Formik
initialValues={{

username: ,

password: "",
confirmedPassword: "",
uniqueName: "",

firstname: R

lastname: "",

birthday: ""
3

validationSchema={registrationSchema}
onSubmit={onSubmit}

{({ isSubmitting }) => (
<div className="authPage">
<div className="authForm">
<h1>Sign Up</h1>
<Form>
<FormItem
label="Email:"
id="username"
name="username"
type="email"
placeholder="johnsmith@gmail.com"
/>
<FormItem
label="Password:"
id="password"
name="password"
type="password"

placeholder="3245!mySuperSecurePassword$8976"/>

<FormItem
label="Confirm password:"
id="confirmedPassword"
name="confirmedPassword"
type="password"

placeholder="3245!mySuperSecurePassword$8976"

/>

<FormItem
label="Username:"
id="uniqueName"
name="uniqueName"
type="text"
placeholder="JohnSmith"

/>

<FormItem
label="First name:"
id="firstname"
name="firstname"
type="text"
placeholder="3John"

/>

<FormItem
label="Last name:"
id="lastname"
name="lastname"
type="text"
placeholder="Smith"/>
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<FormItem
label="Birthday:"
id="birthday"
name="birthday"

type="date"
placeholder=""
/>
<button disabled={isSubmitting} type="submit">Sign
Up</button>
<div className="sign-item">
<span className="sign-item-text">Already have an
account?</span>
<Link to={SIGH_IN_ROUTE}>Sign In</Link>
</div>
</Form>
</div>
</div>
)}
</Formik>
)s
}

export default function FormItem({ label, ...props }) {
const [field, meta] = useField(props);
return (
<div className="formItem">
<label htmlFor={props.id}>{label}</label>
<input
{...props}
{...field}
value={field.value ? field.value : ""}

className={meta?.error & & field?.value ? "not-valid-input" : ""}
/>
<div className={meta?.error && field?.value ? "display-item-error-
validation-message"” : "hide-item-error-validation-message"}>

<FontAwesomeIcon icon={faInfoCircle} />
<span className="item-error-message">{meta.error}</span>
</div>
</div>
)
}
export default function ChatCreationPage() {
const { user, setInformMessage } = useAppContext();
const { userProfile } = useUserContext();
const navigate = useNavigate();
const [chosenUsers, setChosenUsers] = useState([]);
const onSubmit = async (values, actions) => {
let chatName = values.chatName;
if (chosenUsers.length !== 0 && values.chatName) {
let usersToAddToChat = [];
for (let i = 9; i < chosenUsers.length; i++) {
usersToAddToChat[i] = {
chatId: null,
user: chosenUsers[i],
role: ChatMemberRole.MEMBER

}

}

const response = await createChat(
chatName,
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ChatType.GROUP_CHAT,

usersToAddToChat
)
let chat = response?.data;
if (chat) {

actions.resetForm();

setInformMessage("Chat '" + chat.name + "' was successfully created");

navigate(USER_ROUTE + "/" + user.uniqueName + "/chats");

} else {
actions.resetForm();

}
}
¥
return (
user.username === userProfile.username
? (
<Formik
initialvValues={{
name: "",

type: ChatType.GROUP_CHAT,
members: [],
3}
validationSchema={chatCreationSchema}
onSubmit={onSubmit}

{({ isSubmitting }) => (
<div className="chat-creation-page-container">
<div className="chat-creation-form">
<h1>CREATE CHAT</h1l>
<Form>
<FormItem
label="Chat name:"
id="chatName"
name="chatName"
type="text"
placeholder="Write chat name here..."/>
<div className="filtered-user-items-container">
{
chosenUsers.map((chosenUser) =>
<ChatCreationUserItem key={chosenUser.username} chosenUser={chosenUser}
chosenUsers={chosenUsers} setChosenUsers={setChosenUsers} />)
}
</div>
<button disabled={isSubmitting}
type="submit">Create</button>
<Search chosenUsers={chosenUsers}
setChosenUsers={setChosenUsers} />
</Form>
</div></div>
)}

</Formik>

)
: <NotFoundPage />
)
}
export default function ChatPage() {
const params = useParams();
const { user } = useAppContext();
const navigate = useNavigate();

[AJIL.467100.007 14

3m. | Apx. | Ne ooxym. Hionuc | Hama

Apk.

54




const { userChats } = useAuthContext();
const [isLoading, setlLoading] = useState(true);
const [chatExists, setChatExists] = useState(false);
const [chat, setChat] = useState(null);
const [isMemberTabOpened, setMemberTabOpened] = useState(false);
const [isAdmin, setAdmin] = useState(false);
useEffect(() => {
async function getCurrentChat() {
let chatlId = params?.chatld;
let response = await getChatById(chatlId);

if (response === null) {

navigate(USER_ROUTE + "/" + user?.uniqueName + "/chats");
} else {

let returnedChat = response?.data;

if (chatId === returnedChat?.id) {

await updateMessagesStatusesInChat(returnedChat.id,

MessageStatus.READ_MESSAGE);

setChat(returnedChat);

setChatExists(true);
}
setLoading(false);
¥
}
getCurrentChat();

}, [userChats]);

return (
islLoading
? <LoadingPage />
: chatExists && user?.role !== Role.ADMIN && user?.role !== Role.ROOT
? (
<div className="chat-page-container">
<div className="chat-page-buttons-container">
<div className="chat-page-buttons">
<div className={isMemberTabOpened ? "chat-page-
messages-button" : "chat-page-messages-button chat-page-button-color"} onClick={() =>

setMemberTabOpened(false)}>Messages</div>

<div className={isMemberTabOpened ? "chat-page-members-

button chat-page-button-color” : "chat-page-members-button"} onClick={() =>
setMemberTabOpened(true)}>Members</div>

</div>

</div>

<div className="chat-page-content">
<ChatPageMessagesArea chat={chat} setChat={setChat}

isMemberTabOpened={isMemberTabOpened} isAdmin={isAdmin} />

<ChatPageInfo chat={chat}

isMemberTabOpened={isMemberTabOpened} isAdmin={isAdmin} setAdmin={setAdmin} />

</div>
</div>
)
: <NotFoundPage />
)5

}

export default function ChatPageMessagesArea(props) {

const chatPageMessagesArea = useRef();

const { chat, setChat, isMemberTabOpened, isAdmin } = props;
const [textValue, setTextValue] = useState("");

const [updatedMessage, setUpdatedMessage] = useState(null);
const [isMessageUpdating, setMessageUpdating] = useState(false);
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useEffect(() => {
chatPageMessagesArea.current.scrollTop =
chatPageMessagesArea.current.scrollHeight;
}» [chat]);
useEffect(() => {
let content = updatedMessage?.content;
if (content) {
setTextValue(content);
} else {
setTextValue("");
}
}, [updatedMessage])
const onCancelMessageUpdatingButtonClick = () => {
setMessageUpdating(false);
setUpdatedMessage(null);
¥
const onConfirmMessageUpdatingButtonClick = async () => {
let chatId = chat.id;
let messageld = updatedMessage?.id;
if (textValue && chatId && messageld && textValue != updatedMessage?.content)

let aeskKey = localStorage.getItem("aes-key");
if (aesKey) {
let rawKey = CryptoJlS.enc.Base64.parse(aesKey);
let encryptedText = CryptoJS.AES.encrypt(textValue, rawKey, { mode:
CryptoJS.mode.ECB, padding: CryptolS.pad.Pkcs7 });
let encryptedData =
encryptedText.ciphertext.toString(CryptoJS.enc.Base64);
let messageld = updatedMessage?.id;
let message = {
id: updatedMessage?.id,
sender: updatedMessage?.sender,
chatId: updatedMessage?.chatld,
content: encryptedData,
sendTime: updatedMessage?.sendTime,
type: updatedMessage?.type,
status: updatedMessage?.status
}
let response = await updateMessageInChat(chatId, messageIld, message);
let data = response?.data;
if (data) {
setMessageUpdating(false);
}
setTextValue("");
}
13}

const onSendMessageButtonClick = async () => {
let chatlId = chat.id;
if (textValue && chatId) {
let aeskKey = localStorage.getItem("aes-key");
if (aesKey) {
let rawKey = CryptoJlS.enc.Base64.parse(aesKey);
let encryptedText = CryptoJS.AES.encrypt(textValue, rawKey, { mode:
CryptoJS.mode.ECB, padding: CryptolS.pad.Pkcs7 });
let encryptedData =
encryptedText.ciphertext.toString(CryptoJS.enc.Base64);
let response = await sendMessageToChat(chatId, encryptedData,
MessageType.NEW_MESSAGE);
let sentMessage = response?.data;}}}

Apk.

[AJIL.467100.007 14 56

3m. | Apx. | Ne ooxym. Hionuc | Hama




return (
<div className={isMemberTabOpened ? "hide-chat-page-messages-area-container’
"chat-page-messages-area-container"}>
<div className="chat-page-messages-area"” ref={chatPageMessagesArea}>

{
chat.messages.map((message) => {
return <ChatPageMessage
key={message.sendTime}
chat={chat}
setChat={setChat}
message={message}
setUpdatedMessage={setUpdatedMessage}
isMessageUpdating={isMessageUpdating}
setMessageUpdating={setMessageUpdating}
isAdmin={isAdmin}
/>
)
}
</div>

<div className="chat-page-write-message-area-container">
<div className="chat-page-write-message-area">
<textarea

id="message"
name="message"
value={textValue}
placeholder="Type here...'
onChange={(event) => setTextValue(event.target.value)}
className="chat-page-write-message-textarea"

></textarea>
{
isMessageUpdating
? <>

<div className="chat-page-send-message-button"
onClick={onCancelMessageUpdatingButtonClick}>Cancel</div>
<div className="chat-page-send-message-button"
onClick={onConfirmMessageUpdatingButtonClick}>Update</div>
</>
<div onClick={onSendMessageButtonClick}>Send</div>
}
</div></div></div>
)
}
export default function UserProfilePage() {
const { user } = useAppContext();
const { userProfile } = useUserContext();
const [follow, setFollow] = useState(false);
const [islLoading, setlLoading] = useState(true);
useEffect(() => {
async function checkSubscription() {
let response = await isSubscribed(
userUniqueName,
subscriptionUniqueName
)
if (response?.data?.subscribed) {
setFollow(true);
} else {
setFollow(false);

}
}
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let userUniqueName = user.uniqueName;
let subscriptionUniqueName = userProfile.uniqueName;

if (userUniqueName !== subscriptionUniqueName && userUniqueName !== "" &&
subscriptionUniqueName !== "" && user.role !== Role.ADMIN && user.role !== Role.ROOT)
{
checkSubscription();
}
setLoading(false);
}, [userProfile, user]);
return (
islLoading
? <LoadingPage />
2 (
<div className="profile-page">
<ProfileInfo />
<ProfileActionsArea follow={follow} setFollow={setFollow} />
</div>
)
)s
}

export default function RoleAdminRoute() {
const { user } = useAppContext();
return (
user?.role === Role.ADMIN || user?.role === Role.ROOT
? <Outlet />
<NotFoundPage />
)
}
export default function RoleRootRoute() {
const { user } = useAppContext();
return (
user?.role === Role.ROOT
? <Outlet />
<NotFoundPage />
)
}
export default function RoleUserRoute() {
const { user } = useAppContext();

return (
user?.role === Role.USER || user?.role === Role.ADMIN || user?.role ===
Role.ROOT
? <Outlet />
: <NotFoundPage />
)

}
export default function UserRoute() {
const params = useParams();
const [userExists, setUserExists] = useState(false);
const [isLoading, setlLoading] = useState(true);
const [userProfile, setUserProfile] = useState({
username: ""
registrationDate: "",

uniqueName: ,

firstname: R

lastname: "",
birthday: "",

role: ,
profileImage: null

1)
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useEffect(() => {
if (!params.uniqueName) {
setUserExists(true);
}
async function checkUserExistence() {
let profileDataResponse = null;
let profileImageResponse = null;
if (params.uniqueName) {
profileDataResponse = await getUserByUniqueNameAndRole(params.uniqueName,
Role.USER);
}
if (profileDataResponse !== null && profileDataResponse?.data?.uniqueName ===
params.uniqueName) {
setUserkExists(true);
const { data } = profileDataResponse;
profileImageResponse = await getProfileImage(data.uniqueName);
let imageToSet = null;
if (profileImageResponse?.data
&8& profileImageResponse?.data?.type.startsWith("image/")
&& profileImageResponse?.datar?.size !== 0) {
let imageBytes = profileImageResponse.data;
const profileImageMetadataResponse = await
getProfileImageMetadata(data.uniqueName);
if (profileImageMetadataResponse?.data) {
const imageMetadata = profileImageMetadataResponse.data;
const imageName = imageMetadata.name;
const imageType = imageMetadata.type;
const imageUsername = imageMetadata.username;
const imageBlob = new Blob([imageBytes], { type: imageType });
imageToSet = Object.assign(
imageBlob,
{
preview: URL.createObjectURL(imageBlob),
name: imageName,
username: imageUsername

b
)s
}

}
setUserProfile({

username: data.username,
registrationDate: data.registrationDate,
uniqueName: data.uniqueName,
firstname: data.firstname,
lastname: data.lastname,
birthday: data.birthday,
role: data.role,
profileImage: imageToSet
)
}
setLoading(false);
}
checkUserExistence();
}, [params]);
return (
isLoading
? <LoadingPage />
: userExists

> (
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<UserContext.Provider value={{ userProfile, setUserProfile }}>
<Outlet />
</UserContext.Provider>
)
: <NotFoundPage />
)s
}
export const AuthContext = createContext();
export const useAuthContext = () => useContext(AuthContext);
export default function AuthenticationBasedRoute() {
const { user, setUser, setInformMessage } = useAppContext();
const navigate = useNavigate();
const location = uselLocation();
let socket = new SockJS(API_WEB_SOCKET URL);
let stompClient = Stomp.over(socket);
const [isLoading, setlLoading] = useState(true);
const [userChats, setUserChats] = useState([]);
const [isInitialMount, setIsInitialMount] = useState(true);
useEffect(() => {
async function checkIsUserAuthenticated() {
let isAuthenticated = await isUserAuthenticated();
if (!isAuthenticated) {
navigate(HOME_ROUTE);
setUser({
username:
uniqueName: "",
authenticated: false,
role: Role.VISITOR

})s

} else if (isAuthenticated && user?.authenticated === true &%&
user?.username) {
let userAccountResponse = await
getUserAccountByUserUsername(user?.username);
let userAccountData = userAccountResponse?.data;
if (luserAccountData) {
let userAccountState = userAccountData?.state;
if (userAccountState !== UserAccountState.ACTIVATED) {
navigate(HOME_ROUTE);
setUser({
username:
uniqueName: "",
authenticated: false,
role: Role.VISITOR
})s

localStorage.clear();

}
}
checkIsUserAuthenticated();
}, [location.pathname]);
useEffect(() => {
exchangePublicEncryptionKeys(user.username);
if (!stompClient.connected && user.authenticated && user.role !== Role.ADMIN
&& user.role !== Role.ROOT) {
let accessToken = localStorage.getItem("access-token");
stompClient.connect({ Authorization: “Bearer ${accessToken} 1},
onWebSocketConnected, onWebSocketConnectionError);

}
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setLoading(false);
return () => {
if (stompClient.connected) {
stompClient.disconnect(() => {
console.log("Disconnected from websockets")

1)
}
}
}> [user]);
const onWebSocketConnected = async () => {
let accessToken = localStorage.getItem("access-token");
stompClient.subscribe(API_WEB_SOCKET_MESSAGING_TOPIC_URL + "/" + user.username
+ "/notifications"”, onUserNotificationReceived, { Authorization: "Bearer
${accessToken}" });
let currentUserChatsResponse = await getCurrentUserChats(3);
let currentUserChats = currentUserChatsResponse?.data;
if (currentUserChats) {
for (let i = 0; i < currentUserChats.length; i++) {
let currentUserChat = currentUserChats[i];
if (currentUsercChat) {
let chatId = currentUserChat?.id;
if (chatIld) {
stompClient.subscribe(API_WEB_SOCKET MESSAGING TOPIC_URL +
"/chats/" + chatId + "/messages", onChatMessageReceived, { Authorization: “Bearer
${accessToken}"  });

}
}
}
setUserChats(currentUserChats);
}
¥
const onWebSocketConnectionError = () => {
setInformMessage("Sorry! Error occured while conecting! Please sign in
again!");
navigate(HOME_ROUTE);
setUser({
username: "",
uniqueName: "",
authenticated: false,
role: Role.VISITOR
1)
¥
const onChatMessageReceived = async (payload) => {
let payloadBody = payload?.body;
if (payloadBody) {
let message = JSON.parse(payloadBody);
let senderUsername = message?.sender?.username;
let messageType = message?.type;

if (senderUsername && messageType && senderUsername === user?.username &&
messageType === MessageType.CHAT_MEMBER_LEFT_CHAT) {
return;
}

let currentUserChatsResponse = await getCurrentUserChats(3);
let currentUserChats = currentUserChatsResponse?.data;
if (currentUserChats) {

setUserChats(currentUserChats);

}
s
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return (
isLoading
? <LoadingPage />
user.authenticated
? (
<AuthContext.Provider value={{ stompClient, userChats,
setUserChats, onChatMessageReceived }}»>
<Outlet />
</AuthContext.Provider>
)
: <NotLoggedInPage />
)

}
export default function ChatRoute() {

const location = uselocation();

return (
location.pathname !== CHATS_ROUTE
? <Outlet />
: <NotFoundPage />
)

}

export default function UserRoute() {
const params = useParams();
const [userExists, setUserExists] = useState(false);
const [isLoading, setlLoading] = useState(true);
const [userProfile, setUserProfile] = useState({

username: B

registrationDate: "",
uniqueName: "",
firstname: "",

lastname: R
birthday: "",

role: 5
profileImage: null

})s

return (
islLoading ? <LoadingPage />
: userExists
? (
<UserContext.Provider value={{ userProfile, setUserProfile }}>
<Outlet />
</UserContext.Provider>
)
: <NotFoundPage />
)s
}
export default function ViewUsersRoute() {

const [isLoading, setlLoading] = useState(true);

const [isInitialMount, setIsInitialMount] = useState(true);

const {
fetchNextPage,
isFetchingNextPage,
data,
status

} = useInfiniteQuery({
queryKey: ["users"],
queryFn: ({ pageParam = 0 }) => getUsers(pageParam, 3, "ASC"),
getNextPageParam: (lastPage, allPages) => {

return lastPage.data.length ? allPages.length : undefined;}});
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let users = data?.pages?.reduce((prevPage, currentPage) =>
[...prevPage, ...currentPage.data], []);
const observer = useRef(null);
const lastUserRef = useCallback(user => {
if (luser) return;
if (isFetchingNextPage) return;

if (observer.current) {
observer.current.disconnect();
}

observer.current = new IntersectionObserver((users) => {
if (users[0@].isIntersecting) {

fetchNextPage();
}
})
if (user) {
observer.current.observe(user);
}

}, [isFetchingNextPage, fetchNextPage])
useEffect(() => {
if (isInitialMount) {
setIsInitialMount(false);

return;
}
setLoading(false);
}, [users]);
if (status === 'error') return <NotFoundPage />
return (
isLoading
? <LoadingPage />
2 (
<>
<ViewUsersActionsArea />
{

users && users.length > ©
? (
<div className="view-users-page">
{users.map((user) => {
return <UsersListItem key={user.username}
ref={lastUserRef} user={user} role={Role.USER} />
1)
</div>
)
: <UsersNotFoundPage />
}
</>
)
)5}
export const generateKeyPair = () => {
let keyPair = forge.pki.rsa.generateKeyPair({ bits: 2048});
let privateKey = forge.pki.privateKeyToPem(keyPair.privateKey);
let publicKey = forge.pki.publicKeyToPem(keyPair.publicKey);
localStorage.setItem("user-private-key", extractRawKeyValue(privateKey));
localStorage.setItem("user-public-key", extractRawKeyValue(publicKey));
¥
function App() {
const [user, setUser] = useState({

username: >

uniqueName: ,
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authenticated: false,
role: Role.VISITOR
1)
const [isInformMessageShow, setInformMessageShow] = useState(false);
const [informMessage, setInformMessage] = useState("");
useEffect(() => {
async function checkIsUserAuthenticated() {
let isAuthenticated = await isUserAuthenticated();
if (isAuthenticated) {
let accessToken = localStorage.getItem("access-token");
if (accessToken) {
const username = jwtDecode(accessToken).sub;
const role = jwtDecode(accessToken).role;
if (username && role) {
const response = await getUserByUsernameAndRole(username, role);
const data = response?.data;

if (data && data?.username && data?.username === username) {
const uniqueName = data.uniqueName;
setUser({

username: username,
uniqueName: uniqueName,
authenticated: isAuthenticated,
role: role

})s

}
}
}
}
checkIsUserAuthenticated();
o LD
useEffect(() => {
if (informMessage) {
setInformMessageShow(true);

setTimeout(() => {
setInformMessageShow(false);
setInformMessage("");
}, 5000);
}
}, [informMessage]);
return (
<QueryClientProvider client={queryClient}>
<AppContext.Provider value={{ user, setUser, setInformMessage }}>
<BrowserRouter>
<div className="App">
<NavBar />
<RoutesProcessor />
<div className={isInformMessageShow ? "inform-message-container inform-
message-container-show"” : "inform-message-container"}>
<div className="inform-message">{informMessage}</div>
</div>
</div>
</BrowserRouter>
</AppContext.Provider>
</QueryClientProvider>
)s
}
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export default App;
export const BASE_URL = "http://localhost:8080";
export const API_WEB_SOCKET_URL = "http://localhost:8080/api/ws";
export const API_WEB_SOCKET_MESSAGING_URL = "/api/messaging";
export const API_WEB_SOCKET_MESSAGING_TOPIC_URL = "/api/messaging/topic";
export const API_REGISTRATION_ROUTE = "/api/registration";
export const API_TOKEN_VALIDATION_ROUTE = "/api/jwt/validation";
export const API_ACCESS_TOKEN_ROUTE = "/api/jwt/access";
export const API_LOGOUT_ROUTE = "/api/logout";
export const API_ROOTS_ROUTE = "/api/roots";
export const API_USER_ROUTE = "/api/user";
export const API_ADMIN_ROUTE = "/api/admin";
export const API_ADMINS ROUTE = "/api/admins";
export const API_ROOT_ROUTE = "/api/root";
export const API_CHATS_ROUTE = "/api/chats";
export const API_USERS_ROUTE = "/api/users";
export const API_ENCRYPTION_KEYS ROUTE = "/api/encryptionKeys";
export const API_AUTHENTICATION_ROUTE = "/api/authentication”;
const root = ReactDOM.createRoot(document.getElementById('root"));
root.render(
<App />
)
<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />
<meta name="theme-color" content="#000000" />
<meta name="description" content="Messenger" />
<link rel="manifest" href="%PUBLIC_URL%/manifest.json" />
<title>WebTalk</title>
</head>
<body>
<noscript>You need to enable JavaScript to run this app.</noscript>
<div id="root"></div>
</body>
</html>
export const axiosClient = axios.create({
baseURL: BASE_URL
1
export const authAxiosClient = axios.create({
baseURL: BASE_URL
3
export const refreshAuthAxiosClient = axios.create({
baseURL: BASE_URL
1)
authAxiosClient.interceptors.request.use(async (request) => {
let isAuthenticated = await isUserAuthenticated();
if (isAuthenticated) {
const accessToken = localStorage.getItem("access-token");
request.headers.Authorization = “Bearer ${accessToken} ;
} return request;
3
refreshAuthAxiosClient.interceptors.request.use((request) => {
const refreshToken = localStorage.getItem("refresh-token");

if (refreshToken) {request.headers.Authorization = “Bearer ${refreshToken} ;}

return request;

})s
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