V BruiBoabl

OOmuye NpHHIMIIBL MEXaHH3MOB Oe3onacHocTH co3faBaemoil Enunoit Hanwmonanbhuoit Cetn OnepaTuBHON
Kondunenumansnoit [Toxsmknoit Pamuocsssu Ykpannsl (EHC KOIIPC) nomkHBI OCHOBBIBATBECS Ha TPeOOBaHUIX
3akoHOB YKpauHbl «O rocynapcTBeHHOW TaiiHe», «O 3ammuTe MHPOpPMANUU B aBTOMAaTU3UPOBAHHBIX CHCTEMaXx»,
Vxaze [lpesunenra Ykpanns! «IlojoxxeHne o kpunrorpaguyeckoi 3ammurte MHGOpPMAIMKM B YKpawHE», a Takxke
COOTBETCTBYROIUX AokymeHTax ISO [3].

Kak cremyer u3 mpoBeEHHOTO aHaIM3a, 3TUM TPeOOBaHMSAM B OOJBIICH CTENEHH YAOBJIETBOPSET CTaHAAPT Ha
mudpoByro TpaHkuHTOBYI0 cucteMy TETRA, mpuaaTeIii Bcemu ctpanamu EBpocoro3a B kKadecTBe 0a30BOTO IMPH
MOCTPOEHUN HALMOHAIIBHBIX KOPIOPAaTHBHO-BEOMCTBEHHBIX CETEll IOABM)KHOMN CBSI3M CIICHHAIBLHOTO HA3HAUCHHMS.
Br16op B xauectBe 6a30Boit cucremsl pu nocrpoernn EHC KOITPC mudpoBoit TpaHKMHTOBOH CHCTEMBI CTaHIapTa
TETRA Oyzner He TOJBKO CIIOCOOCTBOBATH MOCTPOCHHIO B YKpaWHe HOBEHIIEH BBICOKOTEXHOJOTMYHOW CHCTEMBI
OIlepaTHBHOW KOH(WIECHIMAIBHON IONBM)XHOM CBSI3M, HO W 3QJI0KHT NPOYHbIA (yHIameHT 3¢pQeKTHBHOI
MHTErpalii OT€YECTBEHHON CUCTEMBI CBSI3U B €BPOIICIICKIE U MUPOBBIEC TEIEKOMMYHHKAIIMOHHbIE CTPYKTYPHI.

Jlumepamypa: A. I. Munvkogckuii, O. H. Konounenxo. 06 3¢hghexmusnocmu ucnoiv308anusi 4acmomHozo
cnekmpa 6 cucmemax cmandapmos TETRA u TETRAPOL/ 3¢ sz0k”, Ne 4, 1999, c. 17-18. 2. B. JI. banxkem, B. A.
leanos. Ananis eghexmusnocmi cucmem yugposoco pyxomozo padioszs’asky. // 36 ’asok, Ne 6, 1999, c. 21-25. 3. ISO
7498-2 (1989): "Information processing systems - Open Systems Interconnection - Basic Reference Model - Part 2:
Security Architecture”. 4. Radio Equipment and Systems (RES) / Trans-European Trounced Radio (TETRA) / Voice
plus Data (V+D) / Part 7: Security / ETS 300 392-7 December 1996. 5. TETRAPOL Specifications; Part 16:
Security; Part 1: Security services PAS 0001-16-1 Version: 2.1.0 Date: 30 January 1998. 6. TETRAPOL
Specifications; Part 16: Security; Part 2: KSW — KMC interface PAS 0001-16-2 Version: 2.1.0 Date: 30 January
1998. 7. TETRAPOL Technical Report; Part 1: Guide to TETRAPOL features; Part 1: System Technical Report;
TTR 0001-1-1 Version: 1.0.0 Date: 25 June 1997. 8. Trans European Trounced Radio (TETRA) system,; Technical
requirements specification Part 3: Security aspects ETR 086-3 January 1994. 9. TETRA security — the fundamental
of the high performance system / Gert Roelofsen/ PTT Telecom/KPN Research — Chairman ETSI Project TETRA
Working Group. 10. Terrestrial Trounced Radio (TETRA); Security aspects; Subscriber Identity Module to Mobile
Equipment (SIM - ME) interface FINAL DRAFT pr ETS 300 812 September 1998. 11. TETRAPOL Specifications,
Part 16: Security; +Part 3: Mechanisms, messages and algorithms. PAS 0001-16-3 Version: 2.1.0 Date: 30 January
1998.
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JAIIUTA UTHOOPMAIIUU HA BOJTOKOHHO-OIITUYECKHUX
JIMHUSAX CBA3N OT HECAHKIIMOHUPOBAHHOI'O JOCTYIIA
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Annomayusa: PaccMaTpuBalOTCSl 0CO0EHHOCTH PACNPOCTPAaHeHHs JJIEKTPOMATHHTHONH JHeprum B
ONTHYECKOM BOJIOKHE, a TAaKKe BO3MOXKHOCTHM M OCHOBHbIe NYTH o0ecredeHHsl 3alMThl HHQOpPMALMH OT
HECAHKIIMOHHPOBAHHOIO I0CTYNIAa HA BOJIOKOHHO-ONTHYECKHX JIMHHUSAX CBSI3H.

Summary: In work is considered the features of electromagnetic power propagation in an optic fiber (OF),
and also possibility and fundamental ways of provision of protection of the information from the non-authorized access on
fiber-optic links of communication.

Kniouesvie cnosa: 3amurta nHGOpPMANMH, BOJTOKOHHO-ONTHYECKHE JHHUH CBSI3H, HECAHKIIMOHHPOBAHHBIN
JAOCTYTI.

BBenenue

B mocnenHee Bpems omHHM U3 HamboJjee NEepPCHEKTHBHBIX W PAa3BUBAIOIIMXCS HANPABICHUI IOCTPOCHUS CETH
CBsI3M B YKpaWHE U B MHpE SBISIOTCS BOJOKOHHO-onTrYeckue uHun cBsizu (BOJIC). B obmactu cucreMm mepenadu
uHpopMau ¢ OO0NbIION HH(YOPMALMOHHON E€MKOCTBIO M BBICOKOW HalexxHOCThIO pabotel BOJIC He umeror
KOHKYPEHTOB. DTO OOBSCHIETCS TEM, YTO OHHM 3HAYUTEIBHO MPEBOCXOAAT MPOBOJHBIC IO TAKMM ITOKA3aTENsIM, KaKk
IPOIYCKHAs CIIOCOOHOCTb, JUIMHA PETCHEPALIOHHOTO YYacTKa, a TAKKe OMEX03alUIEHHOCTb.

Cuuraercsi, uro BOJIC, B cuiry ocoOeHHOCTEll pacipocTpaHEeHHs DJIEKTPOMAarHUTHON SHEPrHH B ONTHYECKOM
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BosokHe (OB), 007amaroT MOBBIIEHHON CKPBITHOCTBIO. DTO OOBSCHSACTCS TEM, YTO OINTHYECKOE H3IyUYCHHE,
ABIISTIOLIIEE HOcUTeneM nHpopmanuy, pactpocrpansercss B8 OB cormacHo 3aK0HY HOIHOTO BHYTPEHHETO OTPaKEHHS,
a 3a OB »>JEKTPOMAarHWTHOE W3IyYCHWE OSKCIOHEHIMAJIbHO CIajaeT. YUYacTKH, TI/ileé BO3MOXHA YyTeuka
JJIEKTPOMATHUTHOTO M3JIyYeHUS W HECAaHKUMOHHMPOBAaHHBIH cbeM wuHpopmammu (HCH), oTHOCHTENBHO
MaJIOYHMCIICHHBI,  «KJIaCCHYECKUMH»  PAIMOTEXHHYECKHMMH MeToJaMH  (IIpHUeMo-liepesialomas  anmaparypa,
pereHepaIoHHbIe MYHKTHI) H3YUeHBI U JIOKaJu30BaHbl. [0 9TOH npuYnHe 3TH y4acTKH CPaBHUTENIBHO JIETKO MOTYT
OBITH TIOCTABJICHBI 110]] KOHTPOJIb.
Paccmorpum BOJIC u ee ocHOBHEIC TapameTpsl (puc. 1) [1, 2].
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Pucynok 1 — CtpykrypHas cxema BOJIC

B cocras BOJIC Bxoaut: mepenatauk ontrdeckoi MomHocTH (IIOM) ¢ BRIXOAHOW MOITHOCTBIO Ps, IPHUEMHUK
orntuueckoii momHuoctd (I[IpOM), oOecmeumBaromuii Mpu BXOOHONH ONTHYECKOW MOIMHOCTH Pr mpueM u
mpeoOpa3oBaHME OINTHYECKOTO CHTHAJa C 3aJaHHBIM KoddduuueHToM ommbok ER, W BOJOKOHHO-ONTHYECKUI
nuuenHpid TpakT (BOJIT), umetomuit anuny L u 3atyxanue o. [Ipuemo-nepenaromnias mapa (IIOM-IIpOM) umeet
SHepreTndyeckuil mnoreHnuan £E, KoTopelii 3aBucutr 0T MommHocTH IIOM, cHekTpaidbHOM IIOTHOCTH IyMa,
gyBcTBUTEIBHOCTH [IpOM 1 ckopocty nepenauu B. 3aiaHHBIN 3HepreTHYeCKHi MOTeHIan £ orpaHUuMBaeT JIUHY
BOJIOKOHHO-ONTHYECKOr0 TpakTa L, 3aTyXaHHe KOTOPOro (C y4YeTOM OSKCIUTyaTallMOHHOTO 3araca) He JOJDKHO
MIPEBOCXONTH SHEPreTHYecKuii nmoreHnuan £. O4eBUAHO, 4TO It TOro, 4ToOb! ocymectBuTh HCU, HeoOxoanmo
nobpatecst 1o camoro BosiokHa BOJIT m xakum-nmnbo o6pa3om cumrarh MH(OpManuio, CHSIB YacTh ONTHYECKOU
MoITHOCTH Pry depe3 pazBerBuTens ontudeckuii (PO) B Touke ¢ MOITHOCTBIO Py, BHECS IOTEPH O U HE HapyIIas
npu 3TOM (PYHKIIMOHMPOBAHNE KaHaja CBs3H (puc. 2).

Paccmorpum BozgeidictBue Ha mapamerpel BOJIT cbema wuHGOpManmuu NpH ITACCHBHOM JIOKAJbHOM HE
cankruonnposanHoM nocryre (H/) [1, 2]. BBegem cnenyromme obo3nauenus: Ps, Pr , Px , Prx - MOIIHOCTH
ONTUYECKHUX CHUTHAJIOB, COOTBETCTBEHHO Ha BhIxoae I1IOM (B mauame BOJIT), na Bxone IIpOM (B xorue BOJIT), B
Mmecte cbema uHpopmaiu u Ha Bxoae [IpOM HJI, o [nb/km] - 3aTyxanue BOJIT, E - sHepreTHueckuii MOTEHIIUAT
npuemornepenarunkos BOJIC.

0l+0ly,

B P, Py P, ER
—» [IOM —F IlpOM —>

Armmaparypa TIpO
pOM
(HD )

pedimexromeTpun

Pucynoxk 2 — BOJIC ¢ maccuBabiM HJI

IIpu HCU B pesynbrare Bo3aelicTBus Ha OB BO3HWKaeT HEOAHOPOTHOCTH, mpu 3ToM W3 OB m3mywaercs
ontuieckuii curHan APx, gacte koToporo Prx momaetcs Ha IIpOM HJI, u 8 BOJIT BHOCHTCS NOMONHUTEIHHOE
3aTyXaHHUe 0.

Beenem cnenytomue kodddunuentsr: K¢ = Pry/Px — ko3 ¢uuunent cesizu ycrpoiictea HCU; KB = Prx/APx —
k03 ¢dunment orbopa ycrpoitcrBa HCU; K34 = Pro/Prxo — KOI(QQUIMEHT 3amaca 4yBCTBUTEIBHOCTH YCTPOHCTBA
HCWH, tae Pro, Prxo — 9yBCTBUTEILHOCTH COOTBETCTBEHHO (hoTonpuemankoB BOJIC u ycrpoiictea HCH.

Oneprernyecknii norennuan BOJIC E n koopaunarta X ot Hadaina BOJIT mo mecta chema mHpOpManmu st
ycrpoiictBa H/I ¢ 3ananabiM koadduimeHTOM 3amaca 4yBCTBUTEILHOCTH K34 ornpenersiior koaddurmeHt cBszu Kc
ycrpoiictBa HCU. B 3aBHCHMOCTH OT KOHCTPYKTHBHBIX OCOOCHHOCTEH M TEXHOJOTMH W3TOTOBJICHHS YCTPOMHCTBA

BeIBOs1a-BBOsa 1t HCU obecnieunBaeTcst Hekuid ypoBeHb KB, UTO BBI3BIBAET JOMOJHUTEILHOE BHOCHMOE 3aTyXaHNe
BOJIT ox.
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OcHOBHAA YaCTh

Bcerna cymectByeT NpUHLIMIMANBHAs BO3MOXHOCTh cheMa HH(popmaumu c¢ OB  onrtuyeckoro kabes.
HecanknronnpoBannsiit goctyn k BOJIC, HecMOTpst Ha CII0KHOCTH M JIOPOTOBHU3HY, BCe-Taku BO3MOXKeH. CriocoOb!
cbeMa, KOTOpbIe MOTyT OBITh HCIIONIB30BaHbI 1S NepexBara nHpopmamu ¢ BOJIC, MOXXHO YCIIOBHO pa3feiuTh Ha
HECKOJIbKO rpym [3, 4]:

1. o cnoco0y MoICOeTMHEHMS:

1.1 Ge3pa3pBIBHEIIA;

1.2 pa3pbIBHBIN;

1.3 IOKaILHBIN;

1.4 mpoTsHKEHHBIIH.

2. 1o croco0y perucTpalnuy 1 yCUICHHUs:

2.1 maccuBHBIEC — PErUCTpaLUs U3Ty4eHHs ¢ 00KOBOI moBepxHocty OB;

2.2 aKTHBHBIE — PETHCTPALUs HU3Iy4EHHUs, BBIBOJUMOIO depe3 OoKoByio moBepxHocTs OB ¢ momorursio
CHelManbHbIX CPEACTB, MEHSIOMMX MapaMeTpsl curnana B BOJIT;

2.3 KOMIIGHCAIlMOHHBIE — PErHCTpanusl HM3Iy4YeHHs, BBIBOIUMOTo dYepe3 OOKoBylo moBepxHocTh OB c
MIOMOIIBIO  CIIEUATBHBIX CPEACTB € TociexyommMm QopmupoBaHueM u  BBogoM B OB mn3myuenws,
KOMITEHCHPYIOIIETO TIOTEPH MOIIHOCTH IPH BBIBOJIE M3ITYICHHS;

OCHOBHBIM M HamOoJiee MOMYJIIPHBIM CHOCOO00M Oe3pa3phIBHOTO JIoKanbHOrO0 HJI siBIseTcs crnocol IMH30BOM
(hOKYCHPOBKYM CHHTYJISIPHBIX (BBITEKAIOIINX) MO Ha M3rnOe BOJIOKHA. DTOT CIIOCO0 Halles MPUMEHEHHE B almaparax
s ceapku OB (u toctipoBkm) [3].

VYcrpoiictBa paspeiBHOro HJI mO3BONSAIOT OCYIIECTBIATH Ooiiee HageXHBIH chbeM wuHpopMammu. OgHAKO
pa3pbIBHOE MOJKIIOYEHHE TPeOyeT BPEMEHHOTO BBIKIIOUCHMS JMHHUM, YTO MOXKET CHTHAIM3UPOBATh O HAIMYUU
caMoro joctymna. BeposiTHO, “uisi MacKMpOBKH, MapajiebHO C MOAKIIOYEHHEM MOTYT OBITh OCYIECTBJICHBI U
YMBILIUICHHBIE MOBPEXACHUs Kadeis. BoamorxkHas cxema opranusanuu paspsisHoro HJI npusenena B [4].

[TaccuBHbIe crocoObl 00JIANAIOT BBICOKOW CKPBITHOCTbIO, TaK Kak IPaKTHUYECKH HE MEHSIOT IapaMeTphbl
pacnpoctpanstomerocs no OB wu3myueHusa, HO HMMEIOT HHU3KYH YYBCTBUTENbHOCTh. IlodTOMy mia mepexsara
nH}pOpMaMK UCIIONBL3YIOT Yy4YacTKH, Ha KOTOPBIX YypOBEHb OOKOBOI'O HW3JIy4eHHs IOBbIIEH. Jlaxke mocie
(hopMHpOBaHUS CTALIMOHAPHOTO PACHPEICIICHNS OISl B BOJIOKHE HEOOJIbILAs YacTh PACCESIHHOTO M3JIyYEeHHUs BCE JKe
MIPOHMKACT 3a Ipeaenbl 000J0YKH M MOXKET OBITh KaHAJIOM YTEYKH IepenaBaeMoi MH(popManun. Bo3MoKHOCTH
CYILIECTBOBAHMS MOOOYHBIX ONTHYECKUX M3ITydeHHI ¢ OokoBoi mosepxHocTd OB o0ycnoBieHa paaoM GU3HIECKUX,
KOHCTPYKTHUBHBIX M TEXHOJIOTHUYECKHX (hakTOpoB (pHc. 3):
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Pucynok 3 — IlpuunHb! n3nydenus u paccenBanus B8 OB

- CyILIECTBOBAaHME BBITEKAIOIIMX MOJ HAa HAuyaJlbHOM Y4YacTKE BOJIOKHA, OOYyCIOBJIEHHOE BO30YyXKIEHHEM €ro
HCTOYHHUKOM M3yYEHHUS C IPOCTPAHCTBEHHBIM pacIpeesieHHeM, IPEBHIIIAONINM alepTypy BOJIOKHA;

- U3Ty4YCHHE BBITEKAIOUINX U U3y4yaTelIbHBIX MOJ Ha BceM NMpoTshkeHur OB 3a cueT paneeBCKOro paccesHus Ha
CTPYKTYPHBIX HEOAHOpPOAHOCTAX MaTepuana OB, xapakTepHble pa3Mepbl KOTOPBIX CYILECTBEHHO MEHBINE AJTMHBI
BOJIHBI U3JTY4EHHS;

- mpeoOpa3oBaHWE HANpaBISIEMbIX MOJ B BBITCKAIONIME 3a CYET JIOKAIBHBIX WM3MEHEHHH BOJHOBOIHOTO
rapaMeTpa Ha BOJIHOBOJHBIX HEPETYJSAPHOCTSIX BOJOKHA: MHKpPOM3rHOax (paamyc u3ruba CpaBHHUM C THAMETPOM
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OB) u Makpousrubax (paanyc nzruda HaMHOTO OoubIne quamerpa OB);

- BO3HHKHOBEHHE PACIPE/ICIICHHBIX U JIOKAIbHBIX AaBieHui Ha OB.

Hcnonp3oBaHne BBITEKAOMINX MOJ B MecTax cThIkoBkH OB mpezicraBiisieT AOCTaTOYHYIO OHNACHOCTH C TOYKH
3peHMs 3alUThl MH(POpMALUK, T. K. HIMEETCS BO3MOXHOCTh OPraHU30BaTh pexuM «mpo3pauHoct» HCHU, xorma
BOJIC «He 3ameuaeT» oTOOp HOCTaTOYHO Oosbmioro onmrtuyeckoro curHana u3 BOJIT. B atom ciaywae TpyaHo
¢ukcupoBarb cbeM curnasa. OJHaKo, BBULy OIPaHUYEHHOTO M M3BECTHOTO YMCIIA U PACIIOJIOKEHHUSI TAKMX MECT Ha
tpacce BOJIT oOecrnieuenne 3amuTbl HMHPOPMAIMK OTHOCHTENBHO IPOCTO JOCTHUIAETCS OpTraHU3al[IOHHO-
TEXHUYECKUMH MEPOIPUSATHAME (OXpaHa, HaOI0JICHHUE TaKUX YYaCTKOB).

AKTHBHBIE CIIOCOOBI MO3BOJISTIOT BBIBECTH 4epe3 OOKOBYIO MoBepXHOCTh OB m3imydeHue 3HaUMTEIbHO OOJIbIIeH
MomHocTd. OJHAKO TPH 3TOM IPOMCXOAWT M3MEHEHHE MapaMeTpoB pachpocrtpastomierocs no OB wnznyuenus
(YpoBeHBb MOIITHOCTH B KaHaJe, MOJIOBasi CTPYKTYpa M3ITyUCHHS), YTO MOXKET OBITH JIeTKo oOHapyxkeHo. K cocobam
9TOH TPYNIBI OTHOCATCS: MexaHnmdecknii n3rn6 OB, BoaBnuBaHue 30HI0B B 000JI0UKY, OECKOHTAKTHOE COECTMHEHHE
OB, numdoBanne u pacTBOpeHHE 000J0YKH, mogkiIoueHne k OB ¢oronpreMHUKa ¢ TOMOIIBIO HAIIPABICHHOTO
OTBETBHUTEN, TepMudyeckoe JnedopMmmpoBaHne reoMerpuueckux Imapamerpo OB  u  dopmupoanue
HeogHOpoaHocTel B OB.

KomrieHcaimonHple  CrocoObl NPUHLIUIUAIBGHO COYETAIOT B ce0e NpEeMMYLIeCTBAa IMEPBBIX JBYX TIpyMIl —
CKPBITHOCTh ¥ 3((EeKTHBHOCTb, HO CONPSDKEHBI C TEXHHMYECKUMH TPYIHOCTSMH INPH HMX pealu3alud. BeiBon
u3IyuYeHusi, (OpMUpOBaHWE U OOpaTHBI BBOJ 4Yepe3 OOKOBYIO MOBEPXHOCTh JIOJDKHBI OCYLIECTBIISITHCS C
k03 dunreHToM nepenauu, OJM3KUM K eauHuIe. OIHAKO CTaTHCTHYECKUH XapaKTep paclpeleeHus mapaMeTpoB
OB mo umHe (IuaMeTpoB, ITOKa3aTeled NMpEeIOMIIEHHs CepALEBHHBI U 00OJOYKH M 1p.), CIIEKTPAIBLHOM MOJIOCHI
MOJIYTIIPOBOJHUKOBOTO JIa3epa M XapaKTEPHCTHK YCTPOWCTBA CheMa IPHBOMUT K TOMY, YTO Pa3sHOCTh MEXIY
BBIBEZICHHBIM ¥ BBEJICHHBIM OOpaTHO YPOBHSAMH MOIIHOCTH HOCHT BEPOSTHOCTHBIH xapaktep. [loatomy
KO3(h(UIMEHT Iepefayd MOXKET IMPUHUMATh pa3nyHble 3HaueHMsA. [IpakTWdeckue yCTpOWCTBA, peaU3yIOINe
KOMITCHCAIIHOHHBIE CITOCOOBI cheMa HH(popMarmu ¢ 60koBoi oBepxHoctr OB, B HacTosIIIEee BpeMsI HEM3BECTHBI.

CrnemyeT OTMETHTBH, YTO 3aIIUTHBIE OOOJOYKH W 3JIEMEHTHI KOHCTPYKLUHH Kalens CYyIIeCTBEHHO OCIalNIAIOT
6okoBoe m3myuyenue. IlosTomy mepexBaT MH(pOPMAIUH JIFOOBIM W3 BBIIENEPEUYHUCICHHBIX CIIOCOOOB BO3MOXKEH
TOJBKO IIPU HApPYUIEHHM LEJIOCTHOCTH BHEIIHEH 3alMTHOM 000JIOYKH Kaless M HETOCPEICTBEHHOM JIOCTyIE K
OINTHYECKUM BOJIOKHAM.

VHTepecHbIM SBJISIETCS TAaKKe MPOTSHKEHHBIH Oe3pa3phIBHBINA CheM MH(POPMAIMK, KOTOPBIH MOYKHO OCYIIECTBUTh
WY Ha T0JIOTOM M3ri0e BOJIOKHA MJIM Ha NPSIMOM BOJIOKHE 110/ BO3JICHCTBHEM HU3KUX Temreparyp. [leso B ToM, 4To
IPU HU3KUX TEMIIEpaTypax MPOUCXOIMUT M3MEHEHHE KOd(P(UIMEHTOB NpENOMIICHHUs CTEKJIa, B pe3yjbTaTe 4ero B
CEep/LIEBHHE MOKET IIOBBICHTHCS YPOBEHb PACCESHUSL.

Kondunennmmanpaocts mepemaBaemoit mo BOJIC wmHpOpManmuum MoxeT OBITH oOecrieueHa NpHUMEHEHHEM
CHELHaIbHBIX METOIOB M CPEACTB 3alIUTHI JHHEHHOro Tpakta oT HJI. K OCHOBHBIM mOCTOMHCTBAM NPUMEHEHUS
sammieHasx BOJIC otHOCSTCS:

- HE3aBUCUMOCTb OT CTPYKTYPBI IIepeiaBaeMbIX U(POBBIX CUTHAJIOB;

- HE3aBUCHUMOCTb OT CKOPOCTH Ilepeayr IU(PPOBBIX CUTHAJIOB;

- OTHOCHUTEJIbHO HU3Kasi CTOUMOCTb;

- YHUBEPCAILHOCTh IPUMEHEHHS B JIOKATBHBIX, A00HEHTCKUX MJIM 30HOBBIX CETSIX CBS3H.

B mocnennue BpeMsi MpOBOAATCS WHTEHCHBHBIE paboThl 1o cosganuio BOJIC, obecrneynBaronux 3aiiuTy
nepenaBaemoid nHpopmaiyu ot HJI. MOKHO BBLIEINTH TPH OCHOBHBIX HAIIPABJICHUS 3THX PalOT:

- pa3paboTKa TeXHHYECKHX CpeACTB 3amuThl 0T HJl K mH(pOpMaIMoOHHBIM cUTHANIAM, TiepeaaBaeMbIM 1o OB;

- pa3paboTka TeXHHUECKHX cpencTB KoHTposst H/I x napopmanmonHoMy curnaiy, nepenaBaemomy no OB [1, 27;

- pa3paboTKa TEXHHYECKHUX CPEICTB 3aIIUTHI MH(popManuu, nepegasaeMoi mo OB, peanu3yomux HTPUHIUIIEL

MacKHpOBKH [8,9], 106aBIeHNs TOMEX, ONTHYECKOI M KBAHTOBOW KPUITOTPahHH.

IepBast rpymma paboT cBsizaHa ¢ pa3pabOTKOW KOHCTPYKLIMOHHBIX, MEXaHWYECKHUX M DIICKTPHUECKHX CPEACTB
saumtel oT HJI x ontudeckum kabemsim (OK), mypram u OB. OgHu U3 BHIOB CPEACTB 3alUTHI STOH TPYIIIBI
MOCTPOEHBI TaK, YTOObI 3aTPYIAHUTh MEXAHHUYECKYIO DPa3[enKy Kalesisi M BOCHpENATCTBOBaTh aocTymy k OB.
ITono6HbIE cpeacTBa 3alIUTHI MIMPOKO UCIONB3YIOTCS M B TPAJULUOHHBIX IMPOBOJIHBIX CETAX CIECIHUAIBLHON CBS3H.
Takke MepCHeKTHBHBIM TPENCTABISAETCS MCIOJIB30BAHUE Maphbl MPOAOJBHBIX CHIIOBBIX 3jieMeHToB OK, koTopbie
NPE/ICTAaBISIOT COOOM JBE CTajbHBIE MPOBOJIOKH, Pa3MEIIECHHbIE CUMMETPHYHO B MOJHMITHICHOBOW 000JI0YKe, U
UCIIOJIb3yeMble ISl TUCTAHIIMOHHOTO TUTAHUS U KOHTPOJIS JIaTYMKOB, YCTAHOBIICHHBIX B MydTax, u KouTpois H/I.
Lenecoobpa3Ho Takke MPUMEHEHHE KOMIUICKTA ISl 3al[UThl MECTa CBAapKH, KOTOPHIA 3allOJHSET MECTO CBapKH
HETPO3payHbIM 3aTBepaeBaonMM resieM. OIHUM U3 NPEJIOKEHHBIX METOJIOB 3aIllUTH SIBJISAETCS HCIIOIL30BaHHUE
MHOTOCJIOHHOTO ONTHYECKOTO BOJIOKHA CO CIIEHHMAJIBHONW CTPYKTYpPOH OTpakalollMX W 3allUTHBIX oOosiouex [3].
KoHeTpyknysi Takoro BOJIOKHA IPEICTaBISICT COOOW MHOTOCIOWHYIO CTPYKTYPY C OJHOMOIOBOH CEpALIEBHHOM.
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[Tono6panHoe cooTHOIIEHHE KO3()(UINEHTOB TPEIOMICHHS CIIOEB MO3BOJIIET IIEPEAaBaTh IO KOJIBLIEBOMY
HAalpaBJISIOLIEMY CJIOI0 MHOTOMOJOBBII KOHTPOJIBHBIN ITyMOBOH ONTHYECKHH cUTHAN. CBA3b MEXIY KOHTPOJIBHBIM
U HH(GOPMAIMOHHBIM ONTHYECKUMH CUTHAaJaMH B HOPMAJIBHOM COCTOSHHMH OTCyTcTByeT. KomblieBas 3ammuTa
IO3BOJIAET TAaKXKE CHU3UTh YPOBEHb M3Iy4eHUS HH(OPMAIMOHHOTO ONTHYECKOTO CHIHaja dYepe3 OOKOBYIO
noBepxHocts OB (mocpeicTBOM MOJ yTEUKH, BO3HMKAIOUIMX Ha M3rM0ax BOJIOKHA PAa3JIMYHBIX YYacCTKOB JIMHUU
cBs31). I1ONBITKM IPUHUKHYTH K CEpALIEBHHE 0OHAPYKUBAIOTCS 110 U3MEHEHHUIO YPOBHS KOHTPOJIBHOTO (IIyMOBOIO)
CHTHaJIa WM TI0 CMEUICHHIO ero ¢ MH(pOpPMaIMOHHBIM curHaioMm. Mecto HJI onpezaernsiercs ¢ BEICOKOI TOYHOCTBIO ©
MTOMOIIIEI0 pedaeKkToMeTpa.

Bropas rpynma pa®oT B 3TOM HamlpaBlICHHH CBsI3aHA C MOHHTOPHHTOM "TOpsidMX" BOJIOKOH, W Pa3pabOTKOMH
pa3IMYHBIX YCTPOMCTB KOHTPOJIS MapaMeTPOB ONTUYECKUX CUTHANOB Ha Bbixoae OB M OTpa’keHHBIX ONTHUYECKUX
curnasios Ha Bxoxe OB.

OcHoBoii cucrtemsl ¢pukcanuun HJI sBisercs cuctema muarHoctuku cocrosaus (CC) BOJIT. CAC moxHO
MOCTPOUTh C aHamu3oM Jmbo mpomenmero depes BOJIT curnama, nubo OTpakeHHOTO CHTHaja
(pednexromerprueckue CC).

CAC c adanm3oM TPOMIECIIICTO CHUTHAJa SBILETCS HambOoliee MPOCTOM AMarHOCTHYecKoW cuctemoil. Ha
npuemHoit yactu BOJIC ananusupyercs mpomenmuii cur"ai. Ilpu HJ[ mpoucxoauT u3MeHEHHE CUTHANa, 3TO
n3MeHeHHne GUKcupyeTcs U nepeaaercs B 0yiok ynpasienus BOJIC.

Ilpu ucnonp3oBaHuM aHamu3aTopa KoddduimeHta omuO0Kk Ha mnpuemMHoM wmoxayine BOJIC (puc. 4) CIAC
peanusyercsi IpM MUHHUMAaIBHBIX M3MeHeHusx anmapatypbl BOJIC, T. K. mpakTHYecku Bce HEOOXOIMMBIE MOYIIN
umeroTcs B cocraBe ammapatypel BOJIC. HemocTaTkom SBIsSIeTCS OTHOCHUTENBHO HHM3Kas 4yBCTBHTENBHOCTb K
U3MEHEHMSM CHTHaja.
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—» TIOM IpOM —>
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Pucynox 4 — BOJIC ¢ cucteMoli AMarHOCTUKY O aHaIn3y ko3 duimenTa ommbdox

OcHoBHBIM HepoctatkoM CJIC ¢ aHaiIM30M MPOLICANIEr0 CHIHAJNA SBISCTCS OTCYTCTBHE HH(OpPMAIMU O
KOOp/AMHATE IOSBUBIICHCS HEOJHOPOMHOCTH, YTO HE IO3BOJAET IPOBOAWUTH OoJiee TOHKMH aHaIW3 M3MCHEHHHt
pexxumoB padoter BOJIC (st cHSTHS TOKHBIX cpabaTeiBaHuid cucteMsl ¢pukcanmu HCH).

CIC c anammzom otpaxenHoro curHaia (peduaexromerpudeckne C/IC) mo3BONAIOT B HaWOONBIICH CTEHECHU
MOBBICUTH HasiexHOoCcTh BOJIC.

JIyist KOHTPOJISL BETMYMHBI MOILITHOCTU CHT'Haia oOpaTHoro paccestuusi B OB B Hacrosiiiee BpeMs HCIOJIb3YeTCs
METOA HUMITYJLCHOT'O 30HAWPOBAHUA, HpHMeHﬂeMbIﬁ BO BCECX 06pa3uax OTCUYCCTBCHHBIX U Sapy6e)KHbIX
pedaexTomeTpos (puc. 5).
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Pucynoxk 5 — BOJIC ¢ peeKTOMETPHUESCKUMH CUCTEMaMH TUAarHOCTUKHU cocTosiHust BOJIT
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CyTb €ro cocTouT B TOM, 4TO B Hccieayemoe OB BBOIUTCS MOLIHBIH KOPOTKHH MMITYJIbC, U 3aTE€M Ha 3TOM K€
KOHIIE PETHUCTPUPYETCS] W3ITyUCHHE, PACCESHHOE B OOpaTHOM HANpAaBJICHUU HA Pa3JIMYHBIX HEOJHOPOIHOCTSX, IO
HWHTEHCHBHOCTH KOTOPOTO MOKHO CYIHTh O moTepsx B OB, pacnpeneneHHBIX 10 ero AnuHe Ha paccTosHuu a0 100 -
120 kM. B kadectBe Takoro pediekroMeTpa MOXKET OBITh HCIIOJNB30BaH ONTHYECKHUil pediiekTomerp MHHCKOTO
MHCTHUTYTa PaIHOdJIEKTPOHHUKH, BHINOJHEHHBIN Ha 0a3e KoMIbioTepa Tuma note-book (BO3MOXXHO MCHONB30BaHUE U
MepCOHAJILHOTO KOMIIbIOTepa cemeiictBa IBM) ¢ cooTBeTCTBYIOLIIMM NpOrpaMMHBIM obecrieueHreM. HavanbHbie
pedIieKTorpaMMBbl JTMHUU (PUKCUPYIOTCS TPU Pa3HBIX JUHAMHUYCCKUX MapaMeTpax 30HIUPYIOIICro CUrHajla B ITAMSITH
KOMITBIOTEPa W CPaBHUBAIOTCS C COOTBETCTBYIOIIMMH TEKYIIMMH pediieKkTorpammaMu. JIoKalbHOE OTKIIOHEHHE
pedaexTorpammel 6osee uem Ha 0,1 b cBUAETENHCTBYET O BEPOSITHOCTH MOIBITKH HECAHKIIMOHUPOBAHHOTO JIOCTYIA
k OB.

OcuoBubiMu HegoctatkamMu CJIC ¢ aHanM30M OTPaKEHHOTO CHTHAJTa Ha OCHOBE METO/A HMITYJIbCHOM
pedaekToMeTpuH SBISIOTCS CIIETYOLIHE:

e 1pu BbICOKOM paspemennd mo mHe BOJIT (4ro mMmeer BakHOE 3HAUEHHWE s OOHApYKEHHS
JIOKANBHBIX ~HEOgHOpoaHOcTedl mpu ¢ukcarmu HJ[) 3HAYNTENBHO CHM)KAETCS JUHAMHUYECKHAH UAIa30H
pedIIeKTOMETPOB M YMEHBIIIAETCS] KOHTPOIUpyeMbIi yaacTtok BOJIT ;

e  MOIIHBIE 30HIMPYIOUIUME HWMIYJIbCHl 3aTPYIHSIOT MpoBeaeHue koHTpoias BOJIT Bo Bpems mnepenadu
uHpopmanum, uto cHmxkaeT Bo3mokHoctu CJIC, m1ubo yCloKHseT U yI0poKaeT CUCTEMY IMarHOCTHKH;

o HUCTOYHUKMW MOIIHBIX 30HAUPYIOIIHUX HMIYJIBCOB HMEIOT PECypC, HeIlOCTaTO‘leIﬂ I JJIATCIBHOTIO
HenpepsiBHOro koHTpossa BOJIC;

®  CIEUUAIM3MPOBaHHBIE WCTOYHUKH 30HIMPYIOIIEr0 ONTHYECKOTO W3IIyYeHHMs, LIMPOKOIIOJIOCHAs H
ObIcTposeiicTBYOIIas anmnaparypa nmpueMHoro 01oka pediaekromMerpoB 3HaunTeNpHO yaopoxkaer C/IC.

MeTo/B!I 3TOM TPYIIIBI XOPOIIO COYETAOTCS CO MHOTUMH APYTHMH METOJIaMH 3aIUTHL.

ITpeacraBnsier MHTEpeC METOZA, OCHOBAHHBIM Ha MWCIONB30BAHMM KOJOBOTO 3aIIyMJICHHS IEPEIaBacMBbIX
curHaios. [Ipu peanuzauy 3TOro METOAa MPUMEHSIOTCS CHEHAIBHO MOJOOpaHHBIE B COOTBETCTBHU C TpeOyeMoit
CKOPOCTBIO IIepeiaun KOJIbI, pa3MHOXKaIoIue omuOKy. Jlaxke mpu HEOOIBIIOM MOHMKEHUN ONTHYECKO MOIIHOCTH,
BBI3BAaHHOM ITOJKITIOYEHNEM yCTpoiicTBa cheMa mHpopmanuu k OB, B mudposom curnane Ha Beixoae BOJIC pesko
Bo3pacTtaeT Kod((UIMEHT ONIMOOK, YTO JIOCTATOYHO IPOCTO 3apErHCTPUpPOBaThH cpeacTtBamu KoHTpois BOJIC.
I/IHTepeCHI)IM TAaK¥XKEC SABJIACTCA MCTOM, OCHOBAHHBIM Ha MCIIOJB30BaHUU napbl pa3HO3HAKOBBIX KOMIICHCATOPOB
nucnepcur Ha BOJIC. TlepBblit koMIIeHCATOp BBOJUT B JIMHUIO IMCIIEPTUPOBAHHBIN CUTHAN, a HA MPUEMHOM KOHIIE
BTOPOI KOMIIEHCATOP BOCCTaHABIMBACT (POPMY MEPEAaHHOTO CUTHaIA.

[Ipy ncnoNb30BaHUM MAaCKUPOBKH MH(GOPMAIIMOHHOTO CHUTHajla MOXKET HMPUMEHSTHCS CHCTEMa, MCIIOJIb3YIoMast
CHEKTpAITBHOE pa3/ieleHne KaHaios [8, 9].

JIyst MacKMpoBKH JIMHEHHOTO KOZA B ONTHYECKOM TPaKTEe MPU MCIOIB30BAHUN KOJia THIIA RZ MOXHO IPHUMEHHUTh
onTryeckyro JuHUIO 3anepkkn (OJI3), koTopas momkioYaeTcs Ha BXOAE ONTHYECKOTO TPAaKTa C ITOMOIIBIO
pasBetBHTeNeH ontudeckux (PO) B cooTBeTcTBHU € prc. 6 [8. 9]. Benmuuna BpeMeHN 3aIePKKH 3aBUCUT OT TUNa RZ
koma, u it RZ-25% cocrasisier 1/2, rae T — IIMTENBHOCTH TAKTOBOTO HHTEPBAJIA.
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Pucynox 6 — MackupoBKa THHEHHOTO KoJa
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Jlnist BBIAEIIEHNS CUTHAJIa Ha IPHEMHOM KOHIIE MOXKHO HCIIONB30BaTh aHanorndHyo OJI3, coeanHeHHYIO ¢ IByMs
PO. IIpu stom Ha Beixoge BOJIC monmy4yaem curnan B koje Tuna NRZ, COOTBETCTBYIOIIUIA MH(POPMALMOHHOMY
BXOJHOMY  CUTHaly. Take  IIEPCIIEKTUBHBIM  SIBISETCA ~ HUCIIONB30BAHME  PEKUMAa  JTUHAMHYECKOTO
(IeTepMHHUPOBAHHOTO) Xaoca, KOTOPBIM IMO3BOJIET 00eCIednTh Mepenady HHGOPMALMK C IICEBIOXA0THYECKH
U3MEHSIOIIMMUCA 4YacTOTOM M aMIUIMTYAOH Hecyllied. B pesynbTare BBIXOJHOM CHUTHaJI BHEILIHE SBJIETCS
IIyMONOA00HBIM, YTO 3aTPYAHSET PacIIu(ppPOBKY.

C pa3BUTHEM HAayKHM W TEXHHKH Ha3pesia HeoOXOJMMOCTb M TOSBHJIACH BO3MOXKHOCTh COCUHUTH JIOCTHIKEHUS
KpurnTorpadguuyeckoli HaykM C KBaHTOBOW MEXaHWKOW M KBAHTOBOW CTaTHCTHKOM. 37ieCh MOXXET BO3HHMKHYTh
€CTECTBEHHAsI CBSA3b JNCKPETHOW MaTeMaTHKH (KpunTorpaduu) U AUCKPETHOH (KBaHTOBOW) MEXaHHUKN (PU3NYECKUX
nporneccoB. Ha 3ToM cThIke BO3HUKIIO U MHTEHCUBHO Pa3BUBAETCS HOBOE MEPCIEKTUBHOE HANIPABICHUE — KBAHTOBAs
KpUnTorpadus.

Mertoapl KBaHTOBOI Kpunrorpadun NOTEHIHATHHO OOECIIEUYMBAIOT BBICOKYIO CTENCHb 3aIUTHI OT IEpexBaTa
MH(GOPMaLUK Ha JIMHUM CBS3H 3a CUET Nepeaadyn JaHHBIX B BUJIE OTACIBHBIX (DOTOHOB, IOCKOJIBKY Hepaspyllalomiee
H3MepeHHe MX KBAaHTOBBIX COCTOSHHI B KaHaJE CBA3M IEPEXBaTYMKOM HEBO3MOJXKHO, a (hakT mepexsaTa (JOTOHOB M3
KaHaJla MOXeT OBITh BBISIBJICH 10 N3MEHEHHUIO BEPOSITHOCTHBIX XapaKTEPUCTHK MOCIIEI0BATENLHOCTH (DOTOHOB.

BriBoabI

B03MOXXHBI Pa3IMYHbIC BAapUAHTHI MMOCTPOCHHUS KOHKPETHBIX CHCTEM, OTJIMYAIOIIUECS CTENCHBIO 3allUThl U
koHTpons HJI x mepenaBaemoit mo BOJIC mupopMmammu. 310 nemaer HEOOXOAUMBIM IPOBEACHUE CIICITUATBHBIX
UCCIICJIOBAHUN C LENBI0 OKCIEPTU3bl PEATU30BAHHBIX HAYYHO-TEXHHMYECKUX PEIICHHH U UX COOTBETCTBUS
TpeboBaHUsIM obecIieueHH s 3alUThl HH(pOpMaLIUH.

Crienyer Takke OTMETHUTh, YTO BCE MEPEYMCIICHHBIC BBIIIE METOMbI 3alUThl W UX KOMOHHAIIMM MOTYT
obecrieunBaTh 0€30MACHOCTh MH(MOPMAIIMH JIHMIIL B paMkax m3BecTHbIXx Moxeneid HJI. Ilpu stom 3dhdhexkTuBHOCTH
CHUCTEM 3alllTbl OIPCACIACTCA KaK OTKPBITUEM HOBBIX, TaK W COBCPHICHCTBOBAHHUEM TEXHOJIOTUi HCI/I,
HCHOJIB3YIOIUX YKE M3BECTHBLIC (1)I/I3I/IHCCKI/IG SABJICHUSA. C TCYCHUEM BPEMECHU IMPOTHUBHUK MOKET OCBOUTH HOBLIC
METOABI I€peXBara, n01*pe6yeTc;1 JOMOJIHATH 3alllUTYy, YTO HE CBOMCTBEHHO KpI/IHTOFpa(bI/I‘leCKI/IM MCTOJaM 3alluThI,
KOTOPBIC PACCUUTHIBAIOTCS HA IOCTATOYHO JUTUTEIIEHBINA CPOK.

B 3aximroucHHME ClEAyeT OTMETHUTh, YTO HEOOXOIUMOCTh MPAKTHYCCKOro BHeApeHus U 3ddekrtuBHOrO
rcnoib3oBanus 3amuiieHHsX BOJIC B ceTsX CBSA3M ABISIETCS 3a/1a4eid CETOTHAIIHETO JTHS.

Jlumepamypa: 1. Ceunyos A. A., Ceunyos A. I'. “Hucnennoe mooderuposanue cucmem OUaeHOCMUKU COCMOAHUS
8010KOHHO-onmuveckoeo mpakma BOCIL.” Haykoso-mexuiuna «oHgepenyia «llpasose, HopmamusHe ma
MemponoziuHe 3a0e3neyeHHs cucmemu 3axucmy ingopmayii 8 Vipainiy Yrpaina, Kuis, 1998 p. 2. Ceunyos A. I
"BOCII u 3awuma unpopmayuu.” Hayxoso-mexniuna xongepenyis «Ilpasose, nopmamugne ma mempoaociune
3abesneuenns cucmemu saxucmy iHgopmayii 6 Yxpaiuniy Yrpaina, Kuis, 1998 p. 3. A. B. Kopoavkos, U. A.
Kpawenxo, B. I Mamioxun, C. I, Cunes "l[Ipobnemvr 3awumol ungopmayuu, nepedasaemoi no 60JOKOHHO-
ONMUYECKUM TUHUSIM C853U, OM HeCAHKYUOHUposanrno2o docmyna' // Ungopmayuonnoe Obwecmeo, 1997 2., Ne 1. 4.
FO. B. Aepagponos, /I. b. Jlunos, A. H. Manos. "Cmpykmypa 601HOB00HBIX MOO U HECAHKYUOHUPOBAHHBLIL OOCYN 8
8010KOHHO-OnMuUYeckux aunuax cesasu". 5. A. B. Akoenes. Bonokonmo-onmuueckas cucmema nepeoavu
KoHGQuOenyuanorou ungopmayuu // Onexkmpocssaze, 1994 e, Ne 10. 6. B. H. Pwiocesnun, M. B.Jlazapes.
“Ckpvimnocms  nepedasaemoli  uHQopmayuy npu 2NeKMPOONMUYECKol MOOVIAYUU C8emad U KO2ePeHMHOM
VIIOMHEHUU UHPOPpMAYUU 8 80JIOKOHHO-ONMUYECKUX TUHUAX c8s3u” // Bonokonno-onmuueckas mexuuxa, 1993 2., Ne
2. 7. Komapos M. IO. “Koumponvro-uzmepumenvrnoe 060py008aHue 0as MOHMANCA U IKCHIYAMAYUU 80TOKOHHO-
onmuyveckux aunuil ceasu’’ // Boaoxouno-onmuueckas mexuurka, 1998 2., Ne 8. 8. Kamox B. b., Manvko O. O.
“Bawuma ungopmayuu 8 onmMuUecKUx NUHEUHBIX MPAKMAX MemoOoM CheKmpanbHoeo paszoerenus’” FOeinevina
HayKkogo-mexuiyna Kougepenyis «llpagoge, nopmamuene ma Memponociune 3a0e3NeYeHHsi CUCMEMU 3aXUCTLY
ingopmayii 6 Yrpainiy Vrpaina, Kuis, 9-11 uepsus 1998 p. 9. Kamox B. b., Manvko O. O. 3adopooicuiti M. [].
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