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By using masking noise-like signals, modern Secure Information Trans-
mission Systems (SITS) use auto-oscillating systems in order to generate deter-
ministic chaos. Dynamic chaos has properties which absolutely comply with the
secure communication system. These properties include a high speed data trans-
mission of stable broadband signals to multipath fading and the possibility to con-
fidential communication in real time. In this chaotic process, it can be obtained
by using fairly simple dynamical systems which utilize reproducible numerical
calculations. [1, 2].

The application of chaos in communication systems pose a variety of serious
problems related to their reliability. The most common version of SITS consists
of modulating information signal which controls parameters of noise transmitting

e + UK generator. The useful signal modulates one of the

1 parameters of the transmitting generator. Be-
tween the transmitting and receiving generators,
there exists a mode of complete chaotic synchro-

— nization. After the subtraction of the signals from
Q - > the sending and receiving devices, the infor-

mation signal is detected.
Fig. 1. Example of a chaos gen- _The reliability of SITS is provided l_))_/ im-
erator on the tunnel diode proving the accuracy and temperature stability of
elements in order to observe the identification of
the parameters from the transmitter and receiver generators. In this system, for
stable synchronization, generators of chaotic oscillations on the basis of tunnel
diodes are used. Chaos mode in generator in fig.1 is associated with the presence
of area with negative differential resistance (NDR) in the current — voltage char-
acteristics (CVC) of semiconductor components. There are two operational modes
of the generator: change of the working point of the diode or the amount of posi-

tive feedback.

The disadvantage of chaos generators using tunnel diodes is showed in the
characteristics of chaotic signal (without controlling the shape of the CVC of the
nonlinear element). To make significant changes in the characteristics of the cha-
otic signal, thereby it has to increase the degree of the secret information, possibly
by changing the temperature of the nonlinear element such as surrounding it with
heat control devices. With increasing the temperature, the shape of the CVC of
the diode is also changed, that is linked to the increase in the tunnel and drift
current.
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Consider the normalized approximating function of CVC tunnel diode N-like
forms

Lo = (1,50 +2,9)-sin*(B-U,,, )-3-sin°(B-U,, ) +0,5, 1)

That is selected and scaled by using the given parameters o and 3. Parameters

a and [} are permitted to cover all possible relations between the width of the NDR

(su,. ) and the slope of the region with positive nonlinearity K, (Fig. 2), caused

by temperature changes. Parameter o is a coefficient of evenly stretching (con-
traction) of the CVVC normalized curve along the axis. In the case of changing two

parameters a and B (Fig. 2 b), the amendment is not only in the values oU,, and

K., but also in the ratio dU,, /K., . Parameter s characterizes the degree of dif-
ference between the slope of both nonlinear positive and negative regions.
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Fig. 2. Normalized approximating function N-like forms CVC tunnel diode:
a) a=0.1, p=1; b) «=0.1, p=0.1
Expanding the function (1) in Taylor series (limited fifth member) and sub-
Stituting|U .| =V gnr +Unmer -C0S(@t)| <1, We can get expressions for given levels of the

second and third harmonics:
|, =-15.U2

2nor mnor 'ﬁz +1’5'U0nor 'Urinor 'ﬂg'(l’s'az +2,9)+ﬂ4><

4 15-a*+2,9
x[3-U200TH-U2 +o,5-U"é”°']—ﬂ5-( )-(5~U3

U2 +2,5:U

4
Onor mnor ’ U mnor ) !

mnor 2 Onor

mnor

I3n0r mnor

5 (1,5-a2+2,9) 2 3 5 5 . 2
-B 'f'(ZEU U +=.U ) ( )

=0,25U2, B (L5’ +2,9)+B* Uy, -US

Onor mnor mnor
16

Taking the constants U, =1 and

Ugor =0,5 in expressions (2), can build
the dependence of the ratio of the levels
of the third and second harmonics of the

signal response parameters @ and f

(Fig. 3).
Fig. 3. The dependence of the ratio % to From Fig. 3, for certain values of &
? u f, characterizing the ratio between the

parameters & and g
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width of the region of negative nonlinearity and steepness of the positive nonlin-
earity, it could be observed the prevalence of the level of the third harmonic above

the level of the second (13/1,21). Hence, we can prove that the CVC curve of tunnel

diode has regions, which border with negative and positive nonlinearities, and
these regions are the cause of inversion in the ratio of levels of harmonics of the
converted signal.
Conclusions

The most common version of SITS consists of modulating information signal
which controls parameters of noise transmitting generator. The reliability of such
system requires high accuracy and temperature stability of elements to protect the
identity parameters of the transmitter and receiver generators. For these systems
from the convenience of synchronization, we should use the generators of chaotic
oscillations on the basis of tunnel diodes. To make significant changes in the char-
acteristics of the chaotic signal, thereby it has to increase the degree of the secret
information, possibly by changing the temperature of the nonlinear element such
as surrounding it with heat control devices. Therefore, the degrees in the infor-
mation path of non-linear products and their ratio depend on the parameters of the
shape characteristics of the semiconductor device, the position of working point

and the amplitude of the modulating signal.
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AHHOTAHA

[TpennoxeHo cnocoO MOBHIIEHNE HAIEKHOCTH CUCTEM CKPBITOH nepeauu nH(popMaluu
C UCITIOJIB30BAHUECM CHUHXPOHHU3UPOBAHHBIX I'CHEPATOPOB Xa0Ca Ha baze TYHHCJIBHBIX OTHUOOOB.
PaCCMOTpeHLI 0COOEHHOCTH U3MEHEHUS napaMeTpoOB XaOTHUYCCKOr0 CUruaja AJis IMOBBIIICHHA
CTCIICHU CKPBITHOCTH I/IH(i)OpMaLII/II/I.

KutoueBble ciioBa: ckpbiTas nepeaaya uH(popmanuu, 1eTepMUHUPOBAHHBIN XaoC, TyH-
HEJIBHBIA THOI.

AHoTauin

3arponoHOBaHo CrociO MiABUILEHHS HaIIHHOCTI CUCTEM NMPUXOBaHOI nepeayi iHpopma-
11i 3 BUKOPUCTaHHSIM CUHXPOHI30BaHUX IT'€HEPATOPiB Xaocy Ha 06a31l TyHeNbHUX J11011B. Po3riis-
HYTO 0COOJIMBOCTI 3MIHHU napaMeTpiB Xa0TUYHOTI'O CUTHAJLY JJIA HiILBI/II_I_IeHHSI CTYIICHS CKpUT-
HOCTI 1H(OpMaIii.

Kurouosi ciioBa: mpuxoBana nepenava iHgopMarlii, 1eTepMiHOBaHUIN Xaoc, TYHEIbHUI
TioI.

Abstract

The proposed method aims to improve the reliability of the system of secure information
transmission using synchronized chaos generators on the basis of tunnel diodes. The features
of changes of the parameters of the chaotic signal should be considered in order to increase the
degree of the secretiveness of information.
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