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AHOTAILIA

Y nmaHiii  poOOTI PpO3TJISHYTO TMOOYIOBY CydYacHHX BeO-CepBiciB 3
BUKOPUCTAHHSAM MIKpPOCEpBICHOI apxiTekTypu Ta posnoauneHoi CYBJl. B sxocTi
MPUKJIAAY po3po0JIeHO BeO-cepBic sl B3aEMOIT 3 OCOOMCTUMH MPOEKTAMU, SIKAN
3abe3reuye  epeKTUBHY KOMYHIKaIlll0 MDK  1HBECTOpaMH, MEHTOpaMHu,
3aCHOBHUKAMH Ta IHITMMH Y9aCHUKAMH CTapTaI-eKOCHCTeMHU. Y POOOTi AETaIbHO
IPOaHaI30BaHO BUMOTH JI0 CHCTEMH, CIIPOEKTOBAHO apXITEKTYpy Ta peani3oBaHO
CEpBEpHY JIOTIKY 3 BUKOPHCTAHHSAM MOBH IiporpamyBaHHs Python. OcobnuBy yBary
OpUIIJICHO oOpradizamii oOMiIHY JaHUMH MDK MIKpOCEpBiCaMH, MIATPUMIN
MacmTabOBAaHOCTI Ta 3a0€3MEUYEHHIO BUCOKOT TIOCTYITHOCTI 3aBJSKH BUKOPUCTAHHIO
posnoaiienoi  CYBJ[. Takox 00roBoproioTbcs NpoOJieMH, TIOB'Si3aHl 3
KOOPJIMHALIIE€I0 pOOOTH CEPBICIB Ta Y3rOJKEHICTIO ITAHUX, 1 IIJISAXH 1X MOJ0JaHHS.

KirouoBi crmoBa: BeO-cepBic, crapTam, MIKpOCEpBICHA apXITEKTypa,

posmnoiiena 6aza nanux, Python, B3aemoisa 3 kopuctyBayem.

ANNOTATION

This qualification work considers approaches to building modern web
services using microservice architecture and distributed DBMS. As an example, we
developed a web service for interaction with personal startup projects, which ensures
effective communication between investors, mentors, founders and other
participants in the startup ecosystem. The paper analyzes the system requirements in
detail, designs the architecture, and implements the server logic using the Python
programming language. Particular attention is paid to organizing data exchange
between microservices, maintaining scalability, and ensuring high availability
through the use of a distributed DBMS. The challenges associated with service
coordination and data consistency and ways to overcome them are also discussed.

Keywords: web service, microservice architecture, distributed database,

Python, user interaction.
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1 HAUMEHYBAHHS TA OBJIACTH
3ACTOCYBAHHAA

JlaHe TexHIYHE 3aBAaHHSI MOIIUPIOETHCS HA PO3POOKY CepBICY Ml B3aEMOJIIT 31
cTapTanamH 3 BUKOPUCTAaHHSIM MiKPOCEPBICHOI apXiTEKTYpH Ta PO3MOIiIJICHOI CHCTEMHU
ynpasiinas 6a3amu qanux (CYB/]).

OO6nacTp 3acTOCYBaHHS BEO-CEPBICY OXOIUTIOE TIPOIIECH 1HIIIAIlT, PO3BUTKY Ta
MIITPUMKH CTapTammiB, a TaKOXX B3aEMOJIII0 MIX 1HBECTOpaMH, MEHTOPaMH,
3aCHOBHMKAaMH TIPOEKTIB Ta IHIIMMH 3aIlikaBJIeHUMH cTopoHamMu. OCHOBHa MeTa
cepBicy — 3a0€3MeunuTH IEHTPaTi30BaHy IuatGopMmy g epeKTUBHOI B3a€EMOIii
KOPHUCTYBAUiB 3 CTapTanaMHu, IO CIIPHUSIE MEPIIOMY 3HAHOMCTBY 3 IIPOEKTOM, IPO30PIi

KOMYHIKallii, 00MiHy 1H(pOpMAILII€l0, PILICHHSIMH Ta 1JI€IMH.
2 IMIACTABU IJIA PO3POBKUA

[lincraBoro myisi po3poOKM JaHOi CHUCTEMU € 3aBAaHHA Ha BUKOHAHHS
kBamidikaiiitHoi poboTu OakanaBpa B paMKax OCBITHBO-TIPOQECIHOI MporpaMu 3a
HarpsMoM «IH)KEHepis TPOrpaMHOTO 3a0e3MeUeHHs», 3aTBEpIKeHe (PaKyIbTeTOM
iHpopMaTUKH Ta OOYHUCITIOBAILHOT TEXHIKM Kadeapu KOMIT IOTEpHOI 1HXKEHepii
HanioHanbHOro TEXHIYHOrO YyHIBepcuTeTy YKpainu «KHIBChKHMI MOMITEXHIYHUN

1HCTUTYT IMeHI Irops CikopchbKOro».
3 META TA IIPUSHAYEHHS PO3POBKH

MeTtoro Ta mpu3HAYEHHSIM J1aHO1 poOOTH € Po3poOKa BeO-cepBiCy IS B3aEMOIT
31 cTapTamamMu 3 BHKOPHUCTAHHSIM MIKPOCEPBICHOI apXITEKTypH, IO 3a0e3Me4uTh
e(eKTUBHY KOMYHIKAIIII0 MI>)K YYaCHUKAMH cTapTan-ekocucteMu. CepBic NOKIMKAHUN
CIIPOCTUTH TIPOIEC TOIIYKY 1HBECTOPIB, MEHTOPIB Ta TMAapTHEPIB, MOKPAIIUTH
BUJIMMICTh CTapTamiB, a TAaKOX MIATPUMYBATH IXHIM PO3BUTOK 3aB/SIKU 3aTy4EHHIO

YYaCHMKIB CTapTaN-€KOCUCTEMHU.
4 TKEPEJIA PO3POBKHU

Jlxepenom iHGopMallii s BUKOHAHHS 1i€i poOOTH € TeXHIYHa JiTepaTypa,

o(iriiiHa TOKyMeHTallis Ta IHTEpHET-CTaTTI.

Apk.
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S TEXHIYHI BUMOI'N

5.1. Bumoru 10 po3po0JieHOr0 MpPOayKTy

e KopucryBaui MOBHHHI MaTH 3MOTY 3apeecTpyBaTH OOJIIKOBHM 3aluc Ta
MPOXOJUTH aBTEHTU(IKAIIIIO 3 BUKOPUCTAHHSM €JIEKTPOHHOI MOIITH.

e KopucTtyBaui MOBHHHI MaTH MOKJIUBICTh CTBOPIOBATH MPOEKTH 3 OIMMMCOM
171e1, mpuKpirieHHsIM (HoTo, hopMyBaHHIM KOMaH]IH.

e KopucTtyBaui HOBHHHI MaTH MOXJIMBICTh MUCATH KOMEHTApPi 0 MPOEKTY,
3QJIMIIATH 3aABKH JIJIs1 y9acTi B po3poOi1li, IHBECTYBaHHI YU MEHTOPCTBI.

e (CepgicH MOBUHHI MaTH 3po3yminy nokymeHTamio API.

e (CucrteMa noBuHHA OyTH MOOYAOBaHA 332 MIKPOCEPBICHOIO apXiTEKTYPOIO 3

BUKOpHUCTaHHAM po3nofaiieHoi CYB]]

5.2. Bumoru 10 nporpamMHoro 3ade3ne4yeHHs
e Onmnepamiitna cucrema: Windows, macOS a6o Linux.

e (CyMICHICTb 13 Cy4aCHUMHU BepCiIMH BeO-Opay3epiB.

5.3. Bumoru 10 anapaTtHoi YaCTHHH
e [Iporecop: He HIx4Ye Intel® Core™ 13-2100T abo exkBiBaJICHTHUH.
o [lam’sate: monaiiMmenmie 4 I'b oneparuBHoi mam’siti (RAM), 10 I'b
BIJIBHOT'O MPOCTOPY Ha HakomuuyBasbHOMY mpucTtpoi (ROM).

e [locriiiHe Ta cTabUIbHE MIIKIIOYEHHS J0 Mepexi [HTepHeT.

6 ETAIIU PO3POBKUA
Ha3Ba eTaniB BUKOHaHHS Tepmin BUKOHAHHS
3aTBepKEHHS TEMH POOOTH 20.11.2024
BuBueHHS Ta aHaT13 3aBIaHHsA 10.03.2025
Po3po0Oka apxiTekTypH Ta 3arajabHO1 24.03.2025
CTPYKTYPH CHCTEMH
Po3pobka CTpyKTyp OKpeMHUX YaCTHH CUCTEMH 07.04.2025
[Iporpamna peanizaiiisi CHCTEMHU 05.05.2025
BunpaiieHHs TOMUIOK 09.05.2025
OdopMIiieHHS OSICHIOBAIBLHO1 3alTUCKH 02.05.2025
Apk.
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Hypertext Transfer Protocol (mpoTokos nepeaadi rinepTeKcTy)
Object-Relational Mapping (00'ekTHO-peIsIiitHE BiTOOpaKCHHS )
Advanced Message Queuing Protocol (mpoTokos 0oMiHy
noBiomiieHHAMH, RabbitMQ)

(Command Query Responsibility Segregation) Po3ainenss koMaH Ta
3aIuTIB

(Service-Oriented Architecture) OpienToBaHa Ha cepBicH apXiTeKTypa
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BCTYII

VY cyyacHoMy 1HUGPOBOMY CEpeIOBUIII Jefaii OuIblle JIIOAEeH peai3yloTh
BJIACHI 1HII[IaTUBU — BiJl TBOPYUX 1 HABUYAJIHHUX MPOEKTIB J0 CTAPTAIliB Ta BIACHUX
IT-pimens. Jlns ycminrHoOi peanizaiii 1 pO3BUTKY OCOOMCTHX MPOEKTIB HEOOX1THO
3HAXOJUTHUCHh B CTApTaIll-€KOCHUCTEMI, JIE€ BU MOXKETE MPOTECTYBATHU 17€I0, 3HAUTHU
napTHEPIB, 3aJIy4YUTH 1HBECTOPIB, OTPUMATH TMEPIIMX KOPUCTYBayiB 1 IIHHUMN
3BOPOTHIN 3B’S130K. BiJICYyTHICTh TaKOi €KOCUCTEMH YCKJIAIHIOE peali3alliio BIaCHUX
MPOEKTIB OCOOIMBO ISl 1IHAUBIIYaIbHUX PO3POOHMKIB 1 MaJTUX KOMaH]I.

VY miit 6akanaBpchKiii poOOTI 30CEPEIKEHO MPOEKTYBAHHS Ta Po3poOKa BeO-
CEpBICY JJIs B3a€EMO/II1 3 POEKTAMH 3 BUKOPUCTAHHSIM MIKPOCEPBICHOI apXiTEKTypH
Ta CHCTEM YNPAaBIIHHA 0azamu AaHUX. MeETO € CTBOpEHHs MaciTabOBaHOTO,
3py4HOro Ta (YHKIIOHAJBHOTO BEO-CEpBICY I IUIATPOPMHU, SIKA JTO3BOJUTH
KOpHUCTyBauaM IIPE3CHTYBaTH BJACHI MPOEKTH, B3AEMOISATH 3 MNOTEHIINHUMHU
napTHEpaMH, MEHTOpaMH Ta 1HBECTOPAMH, a TAKOK OTPUMYBATH 3BOPOTHHI 3B’ S30K
1 3aTy4aTy MepIrx KOPUCTYBayiB.

Po3po0Oka ceppicy nepegdayae BUKOPUCTAHHSI Cy4aCHUX TEXHOJIOT1A OCKEH]I
po3po0OKHM, peamizailii OpKecTpallii, a TaKoXX BIPOBAIKEHHS MIKPOCEPBICHO1
apxITeKTypH, sika 3a0e3neuye THYYKICTb, HAJIIMHICTh, MOJIHUBICTh HE3aJIEKHOTO
MacmTabyBaHHS Ta 3pyYHOI MIATPUMKUA MOJYJIB. Y paMkax podotu Oyjae BUKOHAHO
OrJIsii ICHYHOYMX IiJIXOJIB, BHUOIp TEXHOJIOTIM, NPOEKTYBAHHS apXITEKTYpPH,
peaizallito OCHOBHOTO (hYHKIIIOHATY, TECTyBaHHS Ta PO3TOPTAHHSI.

OdikyeThCsl, 1O PE3yNbTATOM CTaHE CEpBIC, KU CHpUATUME €PEeKTUBHIN
peasizallii Ta po3BUTKY OCOOMCTUX MPOEKTIB, HATAI0UX KOPUCTYBauyaM 1HCTPYMEHTHU
JUTSL KOMYHIKaIli, IEPEeBIPKHU 171eH Ta MOUIyKy miATpUMKU. PoOoTa Takox Mae Ha MET1
NOTTMOUTH TPaKTU4YHI 3HaHHA Yy cdepl BeO-po3poOKHU, MIKPOCEPBICHOTO

MPOEKTYBAHHS Ta OpraHizallii 6a3 JaHuxX y CydyacHUX 1H(OpMAIITHUX CUCTeMaX.
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PO3/ILJI 1. OTJISII ICHYIOUUX MIIXOAIB 10
MOBYJIOBU MIKPOCEPBICHOI APXITEKTYPH 3
PO3HOIVIEHOIO CYB/J

1.1 ApxiTeKTYypHi miaX0au: MOHOJIITHA Ta MiKpocepBicHA apXiTEeKTypH.

OpmHUM 13 KITI0OYOBUX €TaIliB PO3POOKH CydacHOTO MTPOTrPaMHOTO 3a0€3MeYeHHS
€ BUOIp apXITEKTypHOTO MiIXOJy, SKMH BH3HAya€ THYYKICTh, MacIITabOBaHICTb,
OPOAYKTUBHICTh 1 IIBHJKICTH pO3TOpPTaHHA cucTteMu. HaiinmommpeHimmmu
N1IX0JaMU Ha MPAKTULI 3aJUIIAI0THCS MOHOJITHI Ta MIKPOCEpPBICHI apXITEKTYpH.
Bubip mMixk HUMU 3a71€XHUTh Bl 0araThox (hakTOpiB: MACIITA0y MPOEKTY, KUIBKOCTI
YJICHIB KOMaH/IY, PIBHS CKJIAJHOCTI O13HEC-JIOTIKM Ta BUMOT J0 IHPPACTPYKTYpH.
OO06uBa MiAX0aU MAaOTh CBOT IIEpeBary Ta HEJOJIKH, 1 KOXKEH Kpallle MIIX0IUTh JJIs
PI3HUX THUIIIB CUCTEM.

MoHoJTiTHa apXITEKTypa peani3ye BCIO CUCTEMY SIK € AMHUIN MPOTpaMHUIA OJIOK,
0 MO€EJHYE B coO1 BCl KOMIIOHEHTH: 1HTEpQeic KopucTyBada, Oi13HEC-JIOTIKY Ta
JOCTYN J0 AaHUX. YCl YaCTUHU MPaLIOI0Th y CIUIBHOMY CEPEIOBHII, [0 3HAYHO
CIIPOITY€E PO3POOKY, TECTYBaHHS Ta MOYaTKOBE po3ropTaHHsi. OCKUIBKH BCS CUCTEMa
IHTErpOBaHa, HEMa€ HEOOX1AHOCTI CTBOPIOBATH OKpeMY 1H(GPACTPYKTYPY JIsI OCTYT,
OaJlaHCyBaHHS HAaBAHTAXKEHHS a00 KOHTeHHepu3auii. ToMy MOHOMIT MIAXOAUTH JJIs
HEBEJMKHUX a00 MIJIOTHUX MPOEKTIB, /1€ BXKIMBA MBUAKICTh peanizalii. CxemaTu4He

300paKE€HHSI MOHOJIITHOI apXITEeKTypHU MOKa3aHO Ha PUCYHKY 1.1.
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Pucynok 1.1 — 300paxeHHs1 CTpPYKTYpU MOHOJIITHOI apXiTEKTYpH

MONOLITHIC
ARCHITECTURE

User

interface

: Data
Eﬂilgﬁss Access
Layer
o
®
o
Data Base

ApXITeKTypa MIKPOCEPBICIB € aJbTEpPHATUBOIO MOHOJITY 1 mependadae

noOyZ0BYy CUCTEMU SIK HAOOPY HE3AJIEKHUX CEPBICIB, KOXKEH 3 AKUX peani3ye OKpeMy

613nec-¢pynkiito. Koxxen MikpocepBic Mae BiacHy 0a3y JaHMX, JIOTIKY, 1HTepdeiic

JOCTYIIYy Ta JKUTTEBUMN OHUKIJI. 3aBI[${KI/I ObOMY KOXHa KOMaHIa MOKC IIpalroBaTH

aBTOHOMHO, 3aCTOCOBYIOUH PI3HI TEXHOJIOTII Ta MIAXOAM ISl peati3alii KOHKPETHOI

nociyru. Llei minxin 3a0e3neuye BENWKY THYUYKICTh 1 MacIITabOBaHICTh: CEPBICH

MO>KHAa OHOBITIOBaTH, MacIITa0yBaTH Ta PO3rOPTaTH OKpeMoO. Y pa3i HECHpPaBHOCTI

MIKpOCEepBIca pelTa CHUCTEMHU 3aUIIUTECA B POOOYOMY CTaHl, MiJBUILYIOYN

HAJINWHICTD 1 MOKpAIyI0Yl PoOOTy KoprcTyBada. CxemMaTudHe 300pakeHHs 6a30BO1

CTPYKTYPH apXiTEKTYpPH MIKPOCEPBICIB MTOKa3aHO Ha PUCYHKY 1.2,
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MICROSERVICE
ARCHITECTURE

Micro- Micro-
saervice sarvice
Micro- Micro- Micro- Micro-
service service service service
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o L] o @

o ® ® @

Data Base Data Base Data Base Data Base

Pucynok 1.2 — 300paskeHHsI CTPYKTYypH MIKPOCEPBICHOT apXiTEKTYpH

OpHaxk 13 3pOCTaHHSAM CKJIAIHOCTI MPOEKTY MOHOJITHA apXITEKTypa MOYHNHAE
CTBOpIOBaTH OOMeKeHHs. Bennka xomoBa 0asza yCKJIAJHIOE KOMaHAHY PO3POOKY:
BHECEHHsSI 3MIH BHMMarae€ KOOpAMHAIli MK pPI3HUMH YAaCTMHAMHM CHUCTEMH, IO
CHIOBUTHHIOE BIPOBAHKCHHS HOBUX (YHKIIA. BiACYTHICTH 130181111 MI>K MOIYJISIMU
o3Hayae, Mo 301 ab0 MOMUIKAa B OJHOMY KOMIIOHEHTI MOX€E BIUIMHYTH Ha BCIO
cucremy. KpiM Toro, y pa3i BUCOKOr0 HaBaHTa)KEHHsI HEOOX1JHO MacIITadyBaTH BECh
JOJITaTOK, HAaBITh SKIIO HABAHTAXECHHS CIIOCTEPITAEThCS JIUIIE B  OJHOMY
¢dbyHKU10HATEHOMY OJ10111. Takok Ba’KKO 3MIHUTH YaCTUHY TEXHOJOTTYHOTO CTEKY, HE
PU3UKYIOUM BIUIMHYTH Ha 1HIII KOMIOHEHTH, OCKUIBKH BCE peani30oBaHO B OJHOMY
CepeIOBUIIII.

Kpim TOro, MmikpocepBicHa apxiTEeKTypa BHUMAara€ 3HAYHO BUIIOTO PIBHS

TexHIYHOi 3pimocti. s edeKTUBHOTO BIPOBAKEHHS TMOTPiOHA PO3BUHEHA
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iH(ppacTpykTypa: incTpyMeHnTu CI/CD, cucremu peectpalili Ta MOHITOPHUHTY, IILTIO3H
APl Ta wMexaHI3MU BIJACTEXKEHHS 3allUTIB MDK cepBicaMH. Takok BaXJIHMBO
3a0€3MeUnT MEXaHI3MH Uil yHi(iKalii TpaH3akIiid, OCKUIBKM BHUKOPHUCTaHHS
OKpeMux 0a3 JaHUX Yy PI3HHUX cepBicax iHOAI pOOUTHh HEMOXKJIUBUM BUKOPUCTAHHS
perynsipaux Tpanzakiiii ACID. [Hmoro npo6iemMoro € 3BITYBaHHs Ta aHall3: JaHl
PO3IMOIISIOTECS MIJK CepBicaMu, 110 YCKIIAHIOE arperyBanHs iHpopmariii. Yepes 11e
BapTICTh BIPOBA/KEHHS Ta MIATPUMKHU apXITEKTypu MIKpPOCEPBICIB, OCOOJIMBO Ha
paHHIX eTamax, Mo)ke OYyTH JOCHTh BHCOKOIO. I[HOAI T Yac TOBEPHEHHS
MIKpOCEpBICY /0 TOMEPEAHbOI Bepcii MOXK€ BHHUKHYTH MpoOJieMa CyMiCHOCTI
MIKPOCEPBICIB.

B pamkax nmaHoi AumioMHOT poOOTH, BPaxOBYHOYM IOTEHIIAN 3POCTAaHHS
CepBiCy, SKUWA OM MIATPUMYBAB B3aEMOJII0 3 YHCICHHUMHU ME€PCOHATIBHUMU
MPOEKTaMH, a TaKOX HEOOXIHICTh CaMOCTIMHOI pO3poO0KH (YHKIIOHATBHUX
MOYJiB, Oyna oOpaHa apXiTekTypa MikpocepBiciB. Takuii MiaxXia J03BOJIUTH HaM
THYYKO MacmTadyBaTH CHCTEMY B MaillOyTHbOMY, IHTErpyBaTH HOBI (YHKIIi, HE
opyIIyoun podoTy miarhopmu, 1 ePEeKTUBHO PO3MOIUIATH BIANOBIIAIBHICTh MK

CepBiCaMH.

1.2 IlpuHIUNIU MiKpoCePBiCHOI apXiTeKTYypH

[ToO6ymoBa MIKpPOCEPBICHOI apXITEKTypU TPYHTYETbCS HA HUBI KIFOUOBUX
MPUHLUIIB, TOTPUMAHHS IKUX € KPUTUIHO BAXKIIUBUM JIJIs1 TOCATHEHHSI CTa0lJIbHOCTI,
MacITaboBaHOCTI Ta €(PEKTUBHOTO PO3BUTKY cHCTeMH. Hikue po3risiHyTO OCHOBHI
3 HUX.

1. IIpunuun eaunoi BianosinansHOCTI (Single Responsibility Principle)

Kosxen wikpocepBiC TOBMHEH MaTH YITKO BHU3HA4YeHE (DYHKIIIOHAIBHE
MPU3HAYCHHSI Ta BUPINIYBATH JHIIEe OAHY Oi3Hec-3amauy. lle y3romxyerbcs 3
npunuunamMu SOLID Tta no3Bosisl€ YHMKHYTH HAAMIPHOI CKJIAQIHOCTI, CIIpHE

MOBTOPHOMY BUKOPHCTAHHIO KOy Ta CIIPOILY€E CYIPOBia. MiKpocepBicH MatOTh OyTH

MaKCHMAJIbHO 130JIbOBAHUMM — $IK JIOTIYHO, TaK 1 Ha PiBHI JaHUX. ToMy KOXKEH
Apk.
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CEpBIC TTOBMHEH MaTH BJIACHY 0a3y MaHWX a00 CXOBHUIIE, HE PO3AUISIOUHM HOTO 3
IHIIMMUA KOMIIOHEHTaMU CUCTEMH.

2. OpienTariist Ha 613HeC-QyHKIIIT

MikpocepBicu HopMyIOTbCS HE HABKOJIO TEXHIYHHX 3a]1a4, a HABKOJIO Oi3Hec-
moskauBocterr  (business capabilities). Takuii miaxigx 103BOJIIE CTBOPIOBATH
aBTOHOMHI MOJYJi, KOXX€H 3 SIKUX IIOBHICTIO peayi3dye NeBHY Oi3HeC-IUISTHKY,
HANPUKIIAJ, yIpaBIiHHSI KOPUCTYBayaMu, 00poOKa miaTexiB abo sorictuka. OHi€r0
3 TOJIOBHUX TEpeBar € MOXKJIMBICTh BUKOPUCTAHHS PI3HUX TEXHOJOTIYHUX CTEKIB Y
Mexax ofHiel cucremu. Hanpukiian, ogun cepBic Moxke Oyt Hanucanuit Ha Python,
iHmui — Ha Node.js a6o Go, 3aJIe’)KHO Biji MOTPeOd KOHKPETHOTO 3aBJAaHHS.

3. HesanexHicTh 1 BIIMOBOCTIUKICTh

CucrteMa NOBMHHA 3JIUIIATUCS (PYHKIIIOHAJIBHOIO HAaBITh y Pa3i BUXOY 3 JIay
OJIHOTO a00 KIUIBKOX MIKPOCEpBICIB. ApXiTekTypa Mae OyTu moOyjoBaHa 3a
IPUHITUTIIOM pO3po0OKH 3 ypaxyBaHHsM 300iB (designed for failure). Hanpuxnan, npu
BIJIMOBI CEpBICY JIOTYBaHHS a00 aHaJITUKM — OCHOBHA Ol3HEC-JIOTiKa MOBHMHHA
OpOAOBXKUTH  mpamoBaTd. lLle  gocdraeTbcss 3a  JONOMOIOI0  PO3MOALTY
BIJINIOBIJIAJILHOCTI, PE3€PBHOTO KEIIyBaHHs, TaliM-ayTiB, MEXaHI3MIB aBTOMAaTUYHOTO
BIIHOBJICHHS a0o 130:s11ii (circuit breakers, retries, fallback-crparerii).

4. ABTOHOMHICTb PO3POOKH Ta PO3TOPTaHHS

KoxxeH MikpocepBiC po3poOJII€TbCsS, TECTYEThCs, MAcIITa0yeTbCsl Ta
pO3ropTaeThCsl He3alekHO BiA 1HmMUX. Lle J03Bosisie KOMaHAaM MpaloBaTH
napajieJibHO, BIPOBAKYBaTH HOBI (DyHKIII1 O€3 BILUTMBY Ha 1HILI YACTUHHU CUCTEMU Ta
3M1MCHIOBATH OHOBJICHHS 3 MIHIMQJIbHUM MpocToeM. Takui miaxiag ao0pe
noeguyethes 3 DevOps-kynbTypotro ta CI/CD npouecamu.

5. B3aemopnis uepe3 ctaHaapTU30BaH1 iHTEpdeiicu

Komynikamiss Mix MikpocepBicaMu BiOYBa€TbCsl BUKIOYHO Yepe3 UITKO
BU3HAYeHI KOHTpakTu — 3a3Buyaii uepe3 REST API, gRPC ab6o noxieBy muny. Lle
JTI03BOJISIE 3MEHILUTU 3B’SI3aHICTh CEPBICIB Ta CIPOCTUTH OOCTyroByBaHHA. Jleski

CepBiCH MOXXYTh HajiaBaTu BeO-iHTepdeticu, iHm — nuine mammaHe APL. Yci Boan
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NOBUHHI JOTPUMYBATUCS CTAaOUIBHOTO 1HTEepdeicy s B3aeMOIl 3 1HIIMMH
MOJTYJISIMH.

6. KonTeitnepu3zartis 1 THy4YKe po3ropTaHHS

VY MiKpocepBICHIH apXiTeKTypi 3a3BUYail BAKOPUCTOBYETHCSI KOHTEHHEpH3AITis
(mampukian, Docker), 1m0 103BOJIsS€ 3allyCKaTH CEPBICU Y BIIOKPEMIICHOMY
cepenopuili. Ile 3abe3neuye MOBTOPIOBAHICTh CEPEAOBHINA, MACIITA0OBAHICTh Ta
3pY4YHICTH PO3rOpTaHHSA y XMmapHid iHdpacTpykTypi. Ha mpaktumi koxeH
MIKpOCEpBIiC € OKpEeMHUM TpoliecoM abo KOHTEHHEpOM, KUK MOKHA 3aIllycKaTH Ha

PI3HHX XOCTaX, y XMapax ado KJIaCTepH30BaHUX CepeIOBHIIAax Ha 3pa3ok Kubernetes.

1.3 IlaTepnu no0y10BH MiKpocepBiCHOI apXiTeKTypH

3 MOMEHTY CTBOPEHHS MEPIIMX MPOrPaAMHUX CUCTEM MPOUIIIIO YMMAJIO Yacy, 1
3 po3BuTKOM IT-ramysi 3pocia CKJIaHICTh MIPOEKTIB, a Pa30M 13 HEIO — 1 BUMOTH J10
iX THYYKOCTI, MaclmTaOOBaHOCTI Ta 3AaTHOCTI N0 3MiH. MOHOMNITHI MiAXOAH
BUSIBUJIMCS OOMEXKEHUMH B KOHTEKCTI IIBHUAKOTO PO3BUTKY (YHKIIOHAIBHOCTI,
TECTYBaHHS Ta MaclITaOyBaHHSI OKPEMUX KOMIIOHEHTIB. Y BIJIMOBI/Ib HA 111 BUKJIUKHU
Oynu chopMyIbOBaHI MPUHIUIK MOOYIOBH MIKPOCEPBICHOI apXiTEKTypH, a TaKOXK
po3po0sieHO Halip apxXiTeKTYpHUX IIAOJOHIB (MATEpHIB), SIKI JIONOMAararTh
e(eKTHUBHO peaizoByBaTH 1 MIATPUMYBATH PO3MOIICHI CHCTEMH.

OnHuMU 3 HAUTOMIUPEHIITUX 111a0JI0HIB, SIKI BUKOPUCTOBYIOTHCS TP MOOYI0B1

MIKPOCEPBICHOT apXITEKTYPH, € HACTYIIHI:

Decompose by Subdomain

[leit marepH mependavae MO BEIUKOTO JOMEHY (OCOOJIMBO B ICHYIOUHX
MOHOJIITHUX CUCTEMax) Ha MEHIII MiJIOMEHHI YaCTUHH, KOXKHA 3 SIKHUX pealli3ye€ThCs
y BUIJISAI OKPEMOTO MikpocepBicy. Takuil Miaxiag IPYHTYEThCS Ha KOHIICTITISX
JIOMEHHO-Opi€EHTOBaHOTO  mpoektyBanHa (DDD) 1 ngo3Boisie  MOCTYIOBO
MEePETBOPIOBATH MOHOJIT Ha CHCTEMY 3 UITKO OKPECICHUMH MEXKaMH
BIIMOBITAJIEHOCTI MK Moy isiMu. [15]

[TinmoMenn MoxkHa Kiacu(iKyBaTH sIK: OCHOBHI, JIOTIOMIXKHI, 3arajbHi.
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[lepeBarn Takoro migXoAy MOJATAIOTh y THYYKOCTI, MacIITabOBAaHOCTI Ta
IPOCTOTI TIOBTOPHOTO BHKOPUCTaHHS KOMIIOHEHTIB. BopHOYac, HETOMIKOM MOXKe
CTaTH BEJIMKAa KUIBKICTh MIKPOCEPBICIB, IO YCKJIQJHIOE IXHIO I1HTErpaiiio Ta

00CITyrOBYBaHHS.

Decompose by Business Capability

[Ile oquH BaXKJIMBUI MaTepH — PO3MOILT CUCTEMH 32 013HEC-MOKIIMBOCTSIMHU.
BiamoBimHo 40 1bOro miabJIoOHy, KOXKEH MIKPOCEPBIC peani3ye KOHKPETHY
(GyHKIIIOHATBHICTh, SKa BIJAINOBIJA€ TIEBHIM Ol3HEC-poJI, HAINPUKIAA, KepyBaHHS
KaTeropisiMi, KOpHUCTyBadaMH, ToBapaMu Tomio. [lepeBaroro € ciiaOkwii piBEHb
3B’S13aHOCTI MIJK CEpPBICAMM, YITKE PO3MEKYBAHHS BIAMOBIIAILHOCTEH 1 3pYUHICTh y
MaciTaOyBaHHI KOMaHJIU: PO3POOHHUK JIETKO PO3yMi€ CTPYKTYpPY CEpBICY Ta HOro
TIPU3HAYCHHS.

OnHuM 13 HEIOMIKIB € Te, 10 MOo0YyI0Ba CEpBICY TICHO MOB’sA3aHa 3 Oi3HEC-
MOJICIITIO, OTXKE, apXITEeKTOp MOBUHEH MaTH TIUOOKE PO3YMIHHSA MPEAMETHOL
00JacTl, 1HAKIIE BUHUKAIOTh PU3MKM HAAMIpHOI (parMmeHTtamii abo 1yOroBaHHS

JIOTIKH.

Database per Service

Onun 13 dyHAAMEHTAIBHUX MPHUHIUIIB MIKPOCEPBICHOI apXITEKTypu — 1€
13ossmiss gaHux. KoskeH MIKpocepBiC NMOBUHEH MaTd BiacHy 0a3y gaHuUX abo
CXOBHIIE, JO0 SIKMX HE MalwTh MPsSMOro AocTymy iHmi cepBicu. lle 3abe3neuye
aBTOHOMHICTh 1 JI03BOJISIE BUKOPUCTOBYBAaTH TiI 0a3uW JaHUX, SIKI HalKpalie
BI/IMOBIAIOTh TEXHIYHUM a00 Oi3HEC-BUMOIraM KOHKPETHOTO CepBiCy (HalpuKIiIa,
PostgreSQL, MongoDB, Redis). Icnye kigbka crmoco0iB peamizaliii 13011
npuBaTHI Tabiuil B 3arayibHii BJl, okpema cxeMa Juisi KO)KHOTO CepBiCy, OKpeMUit
cepBep 0a3u JaHUX Ha CepBicC.

OCHOBHOIO TIEPEBArOl0 LBOTO MIIXOAY € HE3aJEKHICTh — 3MIHU B OJHOMY
CepBiCl HE BIUMBAIOTHh Ha iHIM. [IpoTe BHHHMKAIOTH TPYAHOIIl 3 peaTi3aIli€ero

TpaH3aKI[ii, $KI OXOIUTIOIOTh KUIbKAa CEpBICIB (HANPUKIAJ, MIATBEPIKCHHS
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3aMOBJICHHS Ta CIIMCAHHS KOINTIB), a TaKOXX 3 BHKOHAHHSM 3BITHHX 3aIUTIB, IO

noTpeOyIoTh 00’ €IHaHHS JaHHX 13 Pi3HUX 0as3.

Saga

[TaTtepn Saga no3Boiisie peanizyBaTH PO3MOJIICHI TpaH3akiii MK KiJIbKOMa
MIKpOCEpBICaMH, Kl HE MalOTh CIUIBHOI 0a3u JaHUX. 3aMICTh OJHI€T TJI00ATBHOT
TpaH3aKIlii BUKOHYETHCS TOCIIIOBHICTh JIOKATBHHUX TPAH3aKIN, KOXKHA 3 SKUX
nyOIiKy€e MOito [T 1HIlaIii HaCTyMHO1. Y pa3l BUHUKHEHHS TTOMUJIKH, TIOTIEPEIHI
TpaH3aKIlii KOMIIEHCYIOThCS 3a IOTIOMOTOIO CIEI[iaIbHUX KOMIICHCYIOUMX OTIepaIliii.

Icnye nBa cmocobu peamizamii Saga: xopeorpadisi, A€ KOXEH CepBiC
CaMOCTIIHO pearye Ha mojii 0e3 HeHTPaTi30BaHOTO KOHTPOJIIO, Ta OPKECTpallis, KOJIH
CHeIiajJbHUN CepBIC yIpaBJsi€e MOCTIAOBHICTIO TPAH3aKINN 1 KOOPAUHYE B3a€EMOJIIIO

MIK MIKpOCEPBICAMHU.

Kommo3zwuiiss API ra CQRS

VY Bumaagkax, KoJM MnoTpioHo oTpuMatu 00'€THAHI JaHI 3 KUIBKOX CEPBICIB,
BUKOPHUCTOBYIOThCS maTepHu APl-kommosumii a6o CQRS. Hampuxman, o6
chopmyBatu iHTepdetic «Miit mpodiib», cUcTeMa CIIOYaTKy 3BEPTAETHCS 10 CEPBICY
KOpHCTYyBaua, a MOTIM — JO0 CEPBICY 3aMOBJICHb, 00 €IHYIOUYM BIAMOBII Ha PIBHI
APIl-tutro3y abo oxpemoro arperytodoro kommnonenta. CQRS no3Bossie okpemo
OoOpOoOMSATH 3amUTH Ha 3MiIHY JaHUX (KOMaHI{) Ta Ha OTPUMAaHHS (3amUTH), IO
JI03BOJISIE Kpallle ONTUMI3YBATH apXiTEKTYpy i KOXKEH 3 IIUX MPOILIECIB.

VYci 3rafani maTepHU CIPsIMOBAaH1 HAa BUPIIICHHS KOHKPETHUX 3a/1a4, 3 SKUMU
CTUKAETHCA KOMAaHJa PO3poOKH IpHU Mepexoi A0 MIKpocepBicHOI apXiTekTypu. Ix
MpaBUWJIbHE 3aCTOCYBaHHS J03BOJISIE€ IOCATHYTH THYYKO1, MAaCIITA00OBAHOI Ta CTIMKO1
710 3001B CUCTEMH, 3[1aTHOI aJanTyBaTUCS 0 3MIHUA O13HEC-BUMOT 1 TEXHIYHUX YMOB.
VY aumiomHIA poOoTI Jeski 3 LMX MHaTepHiB OyAyTh peai3oBaHl MPAKTUYHO —
30KpemMa, Oyjie 3aCTOCOBAHO MPUHIIMI TOJLTY 3a 013HEC-MOKIUBOCTSIMU, 130JIAIIII0
JTAHUX Ha PIBHI CEPBICIB, a TAKOX OPIEHTAIIIO HA CIA0KY 3B’S3aHICTh Ta HE3AJICHKHE

pO3ropTaHHs KOMIIOHEHTIB.
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1.4 OcHOBHI NOHATTSA PO3NOAIJIEHOI CHCTEMH YNPABJIIHHS 0a3aMM JAHUX

Texnomnoris po3noainieHux 6a3 JaHMX, fKa 3apa3 MIMPOKO BUKOPUCTOBYETHCS,
CIpHUsi€ TIEPEXOJy BiJ IEHTPAI30BaHOI JI0 JCIICHTPaIi30BaHOi OOpOOKM JaHUX.
Po3pobka po3noaiieHnx CUCTEM KepyBaHHS 0a3aMu JaHWX € OJHUM 13 HAMOUTBIITHX
JIOCSITHEHb y Taimy3i 0a3 gaHux. OCHOBHOIO MPUYMHOIO PO3BUTKY 1H(MOpMAIiiHUX
CHUCTEM Ha OCHOBI 0a3 JJaHMX € OakaHHs 00’€qHATH BCl JaHi, 0 0OPOOJISIOTHCS B
KOMITaHii, B €JUHE I1iJ1e Ta 320€3MMeYnTH KOHTPOIbOBAHUH OCTYII A0 HUX. [17]

baza manux — 11e BIoOpsAKOBaHA CYKYIHICTh MOB’SI3aHUX JIaHUX, CTBOPEHA 3
MEBHOIO METO0. ba3zy JaHMX MOXKHA OpraHi3yBaTu K CyKYIHICTh KUIBKOX TaOJUIIb,
Jie KO>KHa TaOJIMI MPEJICTaBIsie €IeMEHT ad0 CYTHICTh peanbHOro cBiTy. KoxHa
TaONMIST MICTUTh Pi3HI TOJIS, sIKI BiOOpa)karoTh XapaKTepHI O3HAKU CYTHOCTI.
Hanpuknaa, koprnopaTuBHa 0a3za JaHMX MOXE MICTUTH TaOJUIll JJisI MPOEKTIB,
CHiBpOOITHHKIB, BIAJAUIIB, MNPOAYKTIB 1 ¢iHaHCOBUX paHuX. l[loms B Tabnuii
CHIBPOOITHUKIB MOXYTh OYyTH 1M M, 1ICHTHU(IKATOPOM KOMIIaHii, JaTOI0 MOYaTKY
TOIIIO.

Cucrema kepyBaHHS 0a3zaMu JaHUX — 1€ CYKYNHICTh WIporpam, sKi
JTI03BOJISIIOTH CTBOPIOBATH Ta miATpuMyBatu 0a3y nanux. CYBJ] — ne nporpamuuii
MaKeT, SIKAW TMOJIETITye BU3HAYEHHS, CTBOPEHHS, peJaryBaHHs Ta OOMIH JJaHUMU B
0a31 nanux. [loOynoBa 6a3u nanux mnependavyae 30epiraHHs JaHUX Ha OyAb-SKOMY
Hocli iHpopmartii. PenaryBanns nepenbayae orpuManHs iHpopMailii 3 6a3u JaHux, ii
OHOBJIEHHA Ta (QopMyBaHHsA 3BiTiB. CHUIBHUNA JOCTYI 10 JaHUX JA€ 3MOTY
OTPUMYBATH JOCTYI J0 JaHUX PI3HUM KOPHUCTyBadaM abo MporpamMam.

Posmnominena 6a3a JaHuX MICTUTB B COO1 KIJIbKA B3a€EMOITOB’ I3aHUX 0a3 JaHUX,
K1 PO3IOIICH] Yepe3 KOMIT I0TepHY Mepexy ado [Hrepuer. Po3moainena cucrema
ynpasiiHHs 6a3zoro nanux (PCYB/]) kepye po3noaiieHor0 0a3010 T1aHUX 1 3a0e3neuye
MexaHi3MH, o0 3poOouTH 0a3u NaHUX TPO3OPUMHU IS KOPUCTYBadiB. Y IHX
CUCTEMaxX JlaHI CHUCTEMATUYHO PO3MOJUISIOTHCS MK KUTbKOMa BY3JaMH, 100

ONTUMAJILHO BUKOPUCTOBYBATH BC1 00UUCIIOBAIbHI PECYPCH KOMITaHii.
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Posnmopninena 6a3a maHux — 1€ CYKYIHICTh B3a€MO3B’sI3aHUX 0a3 JTaHMX, SKI
¢bi3uuHO pO3MONINEHI B PI3HUX MICISIX 1 B3aEMOJIIOTh d4epe3 IHTepHeT abo
KOMIT FOTepHY Mepexy. [Ipukian po3noaiienoi 6a3u JaHWX HABEJACHO HA PUCYHKY
1.3. Takox, MOKHA BUAUTUTH TaKi 0COOTUBOCTI PO3MOIIICHOT 0a3H TaHUX
e basum jaHuMx y cCHCTEMi JIOTIYHO IIOB’S3aHI MDK CO0OI0 Ta 4YacTo
PO3TIISAAIOTHCS SIK €IMHA JIOT1YHA CTPYKTYpa.

e Jlani 30epiratoThcsi (DI3UYHO HA PI3HUX BY3JAX, MPUIOMY KOXKEH BY30I
MoOke o0ciyroByBaTuch okpemoro CYBJI, HezanexxHo Bij 1HIIINX.

e OOuuciioBanbHl pecypcu (MPOIECOPH) Ha KOXKHIM JIOKamii 3'€IHaHi
MEpEeKer0, aJie He YTBOPIOIOTh €JIMHOI 0araTompoIieCOpHOl CHCTEMH.

e Posmnoxinena 0a3a JaHUX HE € MPOCTOIO CIa0O0 IHTETpOBaHOIO (HaSIOBOIO
CHUCTEMOIO.

e Xoya po3nojiieHa 6a3a JaHUX MATPUMY€E 0OpOOKY TpaH3aKIlii, BOHA HE €

MTOBHOIO 3aMI1HOIO TPAAUIIMHOI CUCTEMU TPaH3aKIIMHOI 00pOOKH.

O
)

l

AP| Gateway
User Project Collaboration  Analytics
Service Service Service Service

L Ll
L Ldd

users_db  projects_db collab_db  analytics_db
DISTRIBUTED DATABASE

Puc.1.3 — Ilpuxnaa MikpocepBiCHOI apXITEKTypH 3 PO3MOAICHOI 0a3010

TaHUX
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Posnoginena cucrema ympasminHs 0Oazamu  ganmx (PCYBJ) — me
LEHTPaII30BaHUI PiBEHb MPOTPaMHOT0 3a0e3MeUeHHs, SIKUi Kepye KiIbkoMa 6azaMu
JAHUX Y PI3HUX MICIISIX, pOOJISTYU PO3MOBCIOHKEHHS! HEBUIMMUM JIJIs1 KOPUCTYBAYiB.
e mo3BOIsIE CTBOPIOBATH, OTPUMYBATH, OHOBITIOBATH Ta BUAAIISATH PO3IMOIICHI AaHi,
OJIHOYACHO 3a0€3Meuy0Yr CUHXPOHI3AIlII0 Ta Y3TOKEHICTh Y BC1X MICIISIX.

Onniero 3 kmouoBux mnepeBar PCYBJ e ii MoaynbHa MacmTaboBaHICTb.
Po3mmpenHst po3noiieHoi CUCTEMH Ha HOB1 MICIls @00 opraHi3aiiifHi Mmiapo3Iiian
B1I0YBa€ThCS 3 MIHIMAIBHUMHU 300MH — 3a3BHYail HOB1 BY3JIM MPOCTO JIOJAIOTHCS
Ta TIAKITIOYAIOTECS O cUCTeMHU. Po3mopaiieHi 0a3w JaHUX TaKOX 3a0e3MeUyrOTh
OUIbIly HAJIMHICTh, OCKUIBKM KOMIIOHEHTH CHCTEMH MOXYTh HPOJOBXKYBATH
MpaIfoBaTH, HaBITh SKIO OJTHE MICII€ BUXOJUTH 3 Jaay. Po3milnnyrouun gaHi, 10 SKUX
4acTO 3BEPTAIOTHCS, ONMKYE A0 MOTPIOHOTO MICHS, PO3MOJUICHI CUCTEMH TaKOXK
MOXXYTh 3MEHIIUTA BUTpPATH Ha 3B’S30K 1 MOKPAIIUTH Yac BIAMOBIAI HA 3alUTH
MOPIBHSHO 3 IIEHTPAJII30BaHUMU 0a3aMu JaHUX.

Onunak PCYB]] TakoK BUKJIUKAIOTh MPOOJIEMHU. Im NOTpiOHE CKJIAHE Ta 4acTO
JIopore nporpaMHe 3a0e3nedeHHs I 3a0e3MeUeHHs MPO30pOCTi, KOOpJAUHAIT Ta
y3roJKEHOCTI B OaraThoX Miclsx. IliATpuMKa IUTICHOCTI perliKOBaHUX ado
CHUIPHUX JIaHUX CIPUYHMHSIE 3HAYHI BUTPATH Ha OOpOOKY, OCOONMBO Mija Hac
OHOBJIEHb a00 cuHXpoHizarii. KpiM TOro, HEBIAMOBIAHUIN PO3MOILT JaHUX MOXKE
BIUIMHYTHU HAa NPOAYKTUBHICTh CUCTEMH Y€pE3 HU3bKUI Yac BITYKY Ta He€(PEKTUBHI
omepaitii. He3Baxatouu Ha 111 HEJOIIKU, TIEPEBArkd THYYKOCTI, BIIMOBOCTIMKOCTI Ta
npoayKTuBHOCTI poOssith PCYB/l BaxxyiuBuM BUOOPOM ISl BEIMKUX OpraHizallii,
0 KEPYIOTHCS TAaHUMH.

[Ipu mpoexTyBaHHI PO3MOAUICHOT 0a3W AaHUX JYyXKE BAXKIWBO PO3YMITH
Hacnigku Teopemu CAP, chopmynboBanoi Epikom bproepom. Teopema cTBepaKye,
0 pPO3MOJJIeHA CHCTEMa HE MOXE OJHOYACHO TapaHTyBaTH Y3TOKCHICTH,
JIOCTYITHICTh 1 TOJEPAHTHICTh JI0 PO3MAUIIB. Y BHMAAKy PO3IUTY MEpexi, CUCTeMa

MOBMHHA BUOMPATH MK Y3TO/KEHICTIO Ta IOCTYIHICTIO.
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® VY3romKeHiCTh TapaHTye, 10 BCl By3JM O0ayaTh OJHI U Ti K JaHI B OJIUH 1 TOU
xe dac. [le KpuTHIHO BaXKIIMBO JJIS1 CUCTEM, JI€ IIUTICHICTh TAHUX € BAXKJIMBOIO,
HANPUKIIAT, 151 PiHAHCOBHUX TIOCIYT.

e JloCTymHICTh TapaHTy€, IO KOXKEH 3alUT OTPUMAE BiIOBiIb, HABIThH SIKIIO
JesiKi BY3NM HeAocTymHi. lle BaXJIMBO MAJii CHUCTEM, OpPIEHTOBAaHUX Ha
KOpHCTYBaua, Jie yac 6€3B1IMOBHOT POOOTH € IPIOPUTETOM.

e CriiiKicTh O PO3ALIICHHS JO3BOJISIE CUCTEMI MPOJIOBKYBATH (PYHKI[IOHYBATH,

HaBITh SKIO CTaBCA 3011 MEpexKi, 10 PO3AISAE€ YACTUHU CUCTEMHU.

VY pealbHUX yMOBaX PO3MOAUICHI CHCTEMH YacTO KEPTBYIOTh CYBOPOIO
y3roKEHICTIO HA KOPUCTh JIOCTYITHOCTI Ta CTIMKOCTI 0 PO3/ILJIEHHS, 3aCTOCOBYIOUHN
Takl METOJY, SK perUlikallis JaHuX, 3alliC Ha OCHOBI KBOPYMY a00O €BEHTyajibHa
y3roKEHICTh. Y BHMAAKy HAIIOTO CEPBICY JJIs B3a€EMOJII 3 MPOEKTaAMHU BapTO
HaJlaBaTH TepeBary JOCTYMHOCTI Ta CTIMKOCTI JO PO3AUICHHS, 100 3a0e3meuuTu

HIBUKICTh pE€aryBaHHs Ta BIAMOBOCTIMKICTh PO3NOIUIEHUX KOMIIOHEHTIB.

1.5 Amnaji3 icHywumux pimenb, fiki mo0yaoBaHi Ha MikpocepBicHil
apxiTekTypi

Netflix € ogaUM 13 HalB1IIOMIIIIUX TPUKJIIAJIIB KOMIIaH11, sIKa 3/1IHCHUIIA TIepeXia
BiJl MOHOJIITHOT apXiTEKTYpH JI0 CepBiCHO-OpieHTOBaHOi apxiTekTypu (SOA). lloans
Netflix 00poOisie moHaa MUTbSIpJT 3allUTIB JO CBOiX CEPBICIB, MPUYOMY IIi 3alUTH
HAJXOJATh 3 Otk HiXK 800 pI3HUX THUIIB MPUCTPOIB i 3a0€3MeUeHHs] TOTOKOBOT
tpaHcisnii Bigeo. Ommn 3amut A0 API Netflix y ¢oHoBiii cucremi Moxe
MOPOJIKYBATHU JI0 T’ SITH JOJAATKOBUX BUKJIMKIB JI0 1HIIINX CEPBICIB.

[Ile ogHMM BaroMuM MPHUKIAI0M KOMITaHi1, sika MeperIia 10 MiKpOCEpBICHOT
apxITeKTypH, € Amazon. BpaxoByroun macmTad i pi3SHOMaHITHICTb CEpBICIB Amazon,
KOMITaHisi 00poOJisie BeIMYE3HY KUIBKICTh 3alUTIB y CBOiX CHCTEMax IIMOJHS.
ApxiTekTypa Amazon BKJIIOYA€E HE JUIIe IHTep(eiich MPUKIaIHOTO IPOrpaMyBaHHs

(API), a it cam BeOcaiit, sikuii BukopuctoBye i API. 3 ormsny Ha macmrabu
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TaKoi KUTPKOCTI 3aIUTIB, IO 1 CTAJI0 MPUYHNHOIO TIEPEXOAY JO MIKPOCEPBICIB.

[le ogauM mpukiagoM € eBay — Bigomuii ayKIlOHHUM cepBic. Y mpolieci
MacIITabyBaHHs CBO€i MIaTPOPMU KOMMaHIS 3MIHMIA MIAX1T J0 apXiTeKTypH Ta
royajga BUKOPUCTOBYBAaTH Habip OKpeMHUX aBTOHOMHHX 3aCTOCYHKiB. KokeH 3 HUX
peaiizye Oi3HEC-JIOTIKY OKpeMoi (yHKIIIOHAIBHOI 00J1acTi, 10 JO3BOJISE CHUCTEMI

3JTMIIIATUCS THYYKOIO Ta CTIMKOIO JI0 3MiH.
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BUCHOBOK J10 PO3A1L71Y 1

[Tepuuii po3/17 MICTUTh OTJISI]] CYYaCHHUX MAXOIIB 10 TOOYI0BU apXiTEKTypH
IPOrpaMHUX CHCTEM, BKJIIOYAIOUM TOPIBHSHHS OCOOJIMBOCTEH MOHOJITHOI Ta
MIKpOCepBiCHOT apxiTekTyp. OOroBOPIOIOTHCS KIIFOUOBI MPUHIIUITU MIKPOCEPBICHOTO
MIJIX0My, 30KpeMa aBTOHOMHICTh CEpBICIB, Opi€HTaIlii Ha O013HEC-MOXKJIUBOCTI,
HE3aJIe)KHE PO3TOPTAHHS, CIAOKWH 3B'SI30K Ta 13011 AaHUX. TakoX MeTaabHO
MpoaHaII30BaHO 3arajbHI apXITEKTypHI MMAaTepHH MIKPOCEPBICIB: TMOILT 34
cyOioMeHamMu Ta Oi3Hec-(QyHKIISIMUA, BUKOPHUCTAHHS OKpeMoi 0a3u JaHuX i
KOXKHOTO cepBicy, natepHu Saga, komno3ulii APl ta CQRS, ski 3a0e3neuyroTh

THYYKICTh, MacIITAaOOBAaHICTh Ta BIAMOBOCTIHKICTh CUCTEMH.

Oco6nuBa yBara NpuaUIS€TbCsl PO3NOIIEHUM CUCTEMaM YTIPaBIiHHS OazaMu
nanux (CYBJ]) sk TexHIYHI OCHOBI MIKPOCEPBICHOI apXiTeKTypu. Po3kpuTo
nepeBaru posnojuieHnx CYBJl B koHTeKCTi 30epiraHHs MaHUX, perJlikaii,
MPO30POCTI JOCTYIY Ta MOJOJaHHS MpoOsieMH «iH()OpPMAIIHHUX OCTPOBIBY», KOJH
JIaHl B PI3HUX MIJICHCTEMaX € 130JJbOBAaHUMH Ta HEAOCTYITHUMHU JIJIs IHTErpatiii. Takox
Oynu onwmcani npuHiunu noodyaosu CYBJI, ix apxiTekrypa Ta pojb y NmoOyAoBi

Cy4acHUX BeO-CEpBiCiB.

Ornan  ICHyrouux pilleHb MIATBEPAXKYE €(EeKTUBHICTh IEpPEeXoy Ha
MIKPOCEPBICHY apXITEKTYpy B yMOBaX BHCOKHUX HAaBaHTaXEHb, BEJIMKOI KUIBKOCTI

(GYHKITIOHATBHUX MOAYJIIB Ta TUHAMIYHOTO PO3BUTKY IIAT(HOPMHU.

Ha ocHOBI BHUKOHAHOTO aHami3y OOTPYHTOBAaHO BHUOIP MIKPOCEPBICHOTO
NIAXOMy ISl peani3alli cepBiCy B3a€MOJIi 3 MEPCOHATIBHUMM NpoekTamu. Taka
apxiTeKkTypa 3abe3rnedye rHy4KiCTh, MAaCIITA00BaHICTh OKPEMUX MOAYJIIB, PO3MOILT
00OB'A3KIB Ta JIETKICTh 1HTErpauii HoBUX (DYHKIIN y MailOyTHOMY. Y HacTyImHUX
posnuiax Oyjae pO3TJISIHYTO JW3aiiH CUCTEMH, MOIYJI, 110 BXOJATh J0 i1 CKJIaay, a

TaKOX MPOIIEC BIPOBAHKEHHS Ta TECTYBAHHS PO3POOJICHOTO PIIICHHS.
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PO3JILJ 2. OIJISA A TEXHOJIOTIH JIJ1s1 PO3POBKHA
CUCTEMHA

2.1. MoBa nporpamyBanus Python
Jlns peanizaliii cepBepHOi YaCTUHM CUCTEMHU Oyiio oOpaHo MoBy Python, sika €
OJIHIEIO 3 HAWUMOMYJSAPHIIINX MOB MPOTPaMyBaHHS 1 HIMPOKO BUKOPHUCTOBYETHCS Y
BeO-po3po0IIi, po3podiii MiKpocepBiciB, 00pOOIll TaHUX Ta IITYYHOMY 1HTENEKTI. Y
npoekTi Python BUKOPUCTOBYETHCA IJIS HANMCAHHS O13HEC-JIOTIKU MIKPOCEPBICIB,
B3aeMO/Ii 3 6a3zamu nanux, pearnizaiii API, o0po6ku nmoziit uepes 6pokep RabbitMQ,
a TaKoX JIs IOOYJI0BU CUCTeMH ayTeHTH(iKarii Ta apropu3atii. [1, 11]

IIepeBaru:

e [Ipocrora Ta untabenbHICTh KOAy: Python Mae 3po3yminuii cuaTakcuc, o
NPUILIBUIIYE PO3POOKY, 3HMKYE IMOPIT BXOJKEHHS ISl HOBUX YJICHIB
KOMAaH/I1 Ta MOJIETUIY€e MIATPUMKY IPOEKTY.

e [llupoka exkocucrema 610moTek: Python Mae Benukuii HaOip 610m10TEK Ta
GbpeitMBOPKIB, SIKI CHPOIIYIOTh IHTErpaIlifo 3 0azaMu JaHUX (HAMPUKIA,
SQLAIlchemy, SQLModel), API (FastAPI), acuaxponHe mporpamyBaHHS
(asyncio, aio-pika), ynpapniaas Mirparieto (Alembic) Torto.

e AcHHXpOHHA MOIeNib BUKOHaHHs: Python, mounnatouu 3 Bepcii 3.5 1 Buiie,
HIATPUMYE KITIOYOBl KOHCTPYKINI [IJII aCHHXPOHHOTO MpOrpamMyBaHHS
(async/await), 10 0COOJIMBO KOPUCHO B MIKPOCEPBICHUX apXITEKTypax 3
BHCOKOIO KOHKYPEHIIi€r0 3anmuTiB. [11]

e CninmpHoTa Ta miarpumka: Python mae oaHy 3 HaWOUIBIIMX CHUTHHOT
PO3pOOHUKIB Yy CBITI, 1[0 TFapaHTy€ BEJIHMKY KUIbKICTb TOTOBUX PIIICHb,
JIOKyMEHTAIlli Ta HaBYaJIbHUX MOCIOHUKIB.

Henomnixu:

e Hwxya npoayKTUBHICTH MOPIBHSHO 31 KOMIIJIOBAaHUMHU MOBAMH: 4Y€pe3

IHTepIpeToBanuii xapaktep Python mnporpamMm MOXyTh mpaitoBaTi
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MOBUIBHIIIE, HIXK, Hanpukiaa, Go abo C++. OnHak y OLIBIIOCTI BUIIAIKIB
1€  KOMIICHCYETHCS  TPOCTOTOK  PO3POOKM  Ta  MOMJIMBICTIO
TOPU30HTAIILHOTO MacIITa0yBaHHS.

e Opun notik BukoHaHHs: Python mae rmobansuwmii inTeprperarop (GIL), mo
YCKJIHIOE BUKOPUCTAHHS 0araTornoTOYHOCTI B ASSKHUX clieHapisax. OqHak

JIUIsL oTiepaliiii BBOY-BUBOAY 1IeM HEMOJIK MalKe HEITOMITHHA.

Takum unnom, Python € ontumansHuM BUOOpOM i MOOYIOBU CEPBEPHOL
JIOTiKU BeO-cepBicy uepe3 oro mpocToTy, THYYKICTh 1 MIATPUMKY BEJIUKOI KITBKOCTI
IHCTPYMEHTIB, HEOOX1THUX /I pO3pOOKH apXITeKTypH MikpocepBicy. KpiM Toro, miit
NPaKTUYHUN KOMEPIINHUI A0CB1A po3po0KH MporpaMHoro 3ade3nedeHHs Ha Python
JI03BOJIMB MEHI €(EeKTUBHO 3aCTOCOBYBAaTH TNEPEBIpEH1 MIAXOAM, IIA0JIOHU Ta
IHCTPYMEHTH, 10 TO3UTUBHO BIUIMHYJO Ha SKICTb Ta MacIiITabOBaHICTb

peanizoBaHOro PillIEHHS.

2.2. ®peitmBopk FastAPI nas peanizaunii REST API

B pamkax gumuomHoro mpoekty mig nodoynoBu REST API O6yno obpano
dbpeitmBopk  FastAPI, sikuit € cydyacHUM acHMHXpOHHUM BeO-(QpEeHMBOPKOM IS
Python. FastAPI cnermiansHO po3poOieHUil AJis CTBOPEHHS BHCOKOMPOMTYKTHUBHUX
API Tta cepBiciB 1 BUAUISETbCS cepel cBoix aHanoriB (Takux gk Flask a6o Django
REST  Framework) mBuukictio  poOOTH, MIATPUMKOI  aCHHXPOHHOTO
nporpaMyBaHHs Ta TNIMOOKOI0 iHTerpariiero 3 0i0morekamu Pydantic Ta OpenAPI. [2]

FastAPI BUKOpPUCTOBY€TbCA B MPOEKTI HA PiBHI KOXKHOTO MIKPOCEpBICY st
cTBOpeHHs 130ip0BaHnx REST-inTepdeiiciB, depe3 siki 30BHIIIHI a00 BHYTpIIIHI
CepBiCH MOXYTh B3a€MOJIIATH 3 JIOTiKOI0 MoayJs. Lle cTocyeThes, 30kpema, cepBicy
ayTeHTU(]ikaii, cepBiCy MPOEKTY, CEPBICY KOMEHTApiB TOIIO. 3aBASIKH IMPOCTIH
nekyapaTuBHIA  cTpykTypi FastAPI no3Boisiie MIBHIKO CTBOpIOBaTH  A00Ope
nokymeHToBaHi API, aBromatuyHo reHepyroun cnerudikaiiro OpenAPI, mio 3HauHO

TOJICTIIYE TECTYBaHHS Ta IHTEerpailito. [2]
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KirouoBi mepeBaru FastAPI BkirouaroTh aBTOMaTHUHy HEPEBIPKY BXITHUX
JaHUX, 3py4HE JACKIapyBaHHS cxemu depe3 Pydantic 1 TOBHY MIATPUMKY
ACHHXPOHHUX OOpOOHMKIB Ha oOcHOBI async def, mo mo3Boisie MacmTaOyBaTH
HAaBAaHTAXCHHA 1 e(QEeKTUBHO oOpoOmsaTH mapanenbHi 3amuTu. FastAPl Ttakox
MIATPUMYE 1H'EKIIIIO 3aI€KHOCTEN Ha PiBHI PpEeMMBOPKY, IO IMiABUIIYE MOAYJIbHICTh
1 TECTYEMICTb KOJTY.

Jlo HemoJiKIB MOKHA BIJIHECTH BIJIHOCHO HEBEJUKY KUIBKICTh HaBYAIBHUX
MOCIOHUKIB Ta PillICHb Y TOPIBHAHHI 31 IHIIUMH (PPEHMBOpPKaMH, a TAKOXK CKJIaTHICTh
HAJIaroJUKEHHs JJI MOYATKIBIIB Yepe3 aCHHXPOHHY Mpuponay 3amuTiB. OnHaK i
OOMEKEeHHSI HE € KpUTUIHUMH VTSI IPOEKTY, OCOOIHMBO 3 OTJISALy Ha HasIBHUM TOCBIA
po3pooku FastAPI.

FastAPI nommuproerses mia minensiero MIT Free License, sika 103BoJisi€ HOTo
BUIbHE BUKOPUCTaHHS SIK Y BIJKPUTUX, TaK 1 B KOMEpUIMHHUX NpPOEKTax 0Oe3

oOMexeHb.[2]

2.3 Docker Swarm aJis1 opkectpauii

st opranizaimii  epeKTUBHOI POOOTH apXITEKTypHd MIKPOCEPBICIB Y
PO3IOITIEHOMY CePEIOBUILI B AUTIIOMHOMY MPOEKTI 0ysi0 oOpano Docker Swarm sik
OCHOBHHMI 1HCTpyMEHT opkecTpyBaHHs. Docker Swarm - 1ie inTerpoBanuit B Docker
MEXaHI13M YIPaBIiHHS KJIacTepaMu, KU J03BOJISIE pO3TOPTATH, MACIITa0yBaTH Ta
NIATPUMYBAaTH CTaOUIbHY pOOOTYy KOHTEMHEPHUX CEpBICIB Yy BHUPOOHHUOMY
cepenoBuiii. [13]

Docker Swarm 3abe3neuye aBTOMaTHuHE OajdaHCyBaHHS HABAHTAXKEHHS,
cepBicu 00xoay BiAMOB Ta OHOBIEHHA. Ll ¢yHKIIT 0COOAMBO KOpHUCHI B
pPO3MOMUIEHINH apXITEKTypl MIKPOCEpBICIB, JI€¢ KOXEH CepBIC TOBUHEH OyTH
aBTOHOMHHUM, aJI€ B TOU K€ Yac TICHO B3a€MOJISTH 3 IHITUMU KOMIIOHEHTAMHU.

HesBaxatoun Ha cBoi mepeBaru, Docker Swarm mae meBHI OOMEKEHHS.
3okpema, nopiBHsHO 3 Kubernetes, BIH MEHII THYYKMH y HalalITyBaHHI, Mae

OOMEKEHY €KOCHUCTEMY IUIariHiB 1 HE 3aBXJU € MEepUIUM BHOOPOM IJisi BEJIHUKHUX
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IPOMUCIIOBUX pimieHb. OIHAK AJIS MAJIMX 1 CEPeIHIX MPOEKTIB, TAKUX SIK LIEH CepBiC
JUTSL B3a€EMOJii 3 TIPOEKTaMH, Swarm HaJa€e BCe HEOOXimHe s CTaOUTBHOI
opkecTpalii i KOHTpoITHo. [4]

Docker Swarm - e mporpamse 3a0e3MeYeHHsI 3 BIAKPUTHM BUX1JTHAM KOJIOM
mig JineHsiero Apache 2.0, mo 703BOJIsi€ BUIBHO BHKOPHUCTOBYBATH HOTO SIK B

OCBITHIX, TaK 1 B KOMEPIIHHUX IIIsIX 0e3 0OMexeHb. [13]

2.4 RabbitMQ sik Opoxep NoBiToMJIeHb IVIsi ACHHXPOHHOI B3a€MOil

Jlns1 3a0e3nedeH s aCHHXPOHHOT B3aEMO/111 MK MiKpocepBicamu OyB oOpaHuit
RabbitMQ, nHaniiiHuii OpoKep NOBIAOMIIEHb, SKUW peali3ye IIa0JOH «4Yepru
NOBIIOMIIEHB» 1 miaTpumye npotokon AMQP. RabbitMQ no3Bossie cepBicam
OOMIHIOBATHUCA TOBIJIOMJICHHSIMH 0€3 HEOOXIJTHOCTI TPSIMUX CHHXPOHHHX
3QJIEKHOCTEH, pOOJIIUM apXiTEeKTypy OLIbII THYYKOIO, MAacIITabOBaHOIO Ta
B1JIMOBOCTIHKOIO.

RabbitMQ BuxopucTOByeThCS 1t TyOmikamii MOJiHA, TOB’S3aHUX 13
JISUTBHICTIO KOPUCTYBadiB a00 3MiHaAMU CTaHy JaHUX, HANpPHUKIIAJ CTBOpPEHHs abo
BUJIAJICHHS KOMEHTapiB. IHII MIKpOCEpBICH MOXKYTh MIANMUCATHCSA Ha Il TMOIIi,
00poOJATH iX Yy (POHOBOMY PEXHMI Ta pearyBaTy BiANOBIAHUM YHHOM - HANPUKIIA],
OHOBJICHHS JTIYMIIBHUKIB, CTBOPEHHS 1CTOPIi TOAi# a00 akTUBAaIIis CHIOBIIEeHb. Takuit
M1X11 J03BOJIIE YHUKHYTH KOPCTKOTO 3B’ A3KYy MK MIKpOocepBicaMH Ta e(peKTHBHO
PO3MOIUIMTH HaBaHTaKCHHS. [6]

RabbitMQ nommproeTscss Ha ymoBax myomiuHoi minensii Mozilla 2.0 (MPL
2.0), sika 7A03BoJisiE OE3KOLITOBHE BHUKOPUCTAHHA B OCBITHIX 1 KOMEPIIHHUX

npoekTax.[6]

2.5 Po3noainena cucrema ynpaJjinHs 6a3amu nanux PostgreSQL
VY npoekti BuxopuctoByeThcsi PostgreSQL sik 6a3oBy CYBJ/[ y kKoxHOMY
MIKpOcepBici BiAMoBiIHO 10 mabmony Database per Service. Lle o3nauae, 1110 KoxeH
MIKpOCEpBIC Ma€ BIIaCHY 130JIbOBaHy 0a3y JaHUX, sika 30epirae JuIie Ti CyTHOCTI, 5Kl

HaJIe)KaTh JI0 BIAMOBIAHOT Oi3Hec-chepu. [3,8]
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Posnoninenuii xapakrep cucremMu 3a0e3nedyeThesi Pi3UYHUM a00 JIOTIYHUM
po3auieHHs M 0a3 JaHUX MDK MIKpocepBicamu, SiKi MOXKYTh OyTH pO3TaIloBaHI Ha
pi3HUX By3nax abo koHTedHepax. PostgreSQL mae MOXIMBOCTI peruiikariii, 110
JI03BOJISIE SIK TOPU3OHTAJIbHE MacIITaOyBaHHsS, TaK 1 pe3epBYBaHHS HaHUX Y
MaioyTHbEOMY. [7]

Cepen nenouikiB PostgreSQL BapTo BiI3HAYUTH CKIAHICTh TOPU30HTAIILHOTO
MacIITabyBaHHs 3 CAaMOTO NMOYAaTKy MOPIBHAHO 3 esskuMHu pimeHHsMu NoSQL. Kpim
TOro, MoOya0Ba AIMCHO PO3MOJUICHOI JOTIKM TpaH3aKI[ii BHMAarae Jg0J1aTKOBUX
MEXaHi3MiB, TaKuX fK a0I0H Saga a00 BUKOPUCTAHHS 30BHIIIHIX KOOPAMHATOPIB
TpaH3aKI[}.

PostgreSQL uymoBo miaxoauTth A iHTErparii 3 mporpamamu Python uepes
010moTexu ORM, Taki sk SQLAlchemy a6o SQLModel, siki BUKOpUCTOBYIOTHCS B

IIbOMY MPOEKTI. [7]

2.6 SQLModel nast podoru 3 BI. Alembic niist kepyBanHs MirpamisasMu

Jlns B3aemo/iii 3 623010 JaHUX y cepBicax MUIUIOMHUX MPOEKTIB OyJsia oOpaHa
616mioTexa SQLModel, sika noeaHye B c0061 MOKIUBOCTI MOMYJISIPHOTO (PPEUMBOPKY
ORM SQLAlchemy 3 MOXJIHMBOCTAMM MEpPEBIPKU Ta ceplanizalii, BJIACTUBUMHU
Pydantic. SQLModel 103BoJIsI€ 0JTHOYACHO ONTUCYBATH CXeMH 0a3 TaHUX 1 MOACII TS
REST API, 3HauHO cHpoIyloYd CTPYKTYpYy KOAY, 3MEHIIYIOYH JyOJIFOBaHHS Ta
HiABUINYIOYH ynTadenpHicTh. [10, 16]

Henonikom SQLModel € BigHOoCHA «MonoaicThy nmpoekTy: SQLModel Bce e
3HAXOAMTHCS B AKTUBHIM CTajli po3poOKM, Mae OOMEXEeHy JOKYMEHTAIlllo Ta
CHUIBHOTY NOPIBHAHO 3 NOBHOLWIIHHUM SQLAlchemy.

o0 xepyBaTu cxemoro 0a3u aHuX, a TAKOXK CTBOPIOBATU Ta 3aCTOCOBYBATH
MIrparii, HpoeKT BHUKOpHUCTOBYe Alembic, oimiiiHuii 1HCTpYMEHT Mirpauii B
exocucteMi SQLAlchemy. Bin 103Bossie BiCTEKyBaTH 3MIHH B CTPYKTYp1 MOJEII,
aBTOMAaTUYHO TEHEpyBaTH CIleHapii Mirpaiii Ta 3acTOCOBYBaTH iX [0 PI3HUX

cepeaoBull (JIOKaIbHOTO, TECTOBOT0, po6odoro). Alembic interpyerncst 3 SQLModel
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oe3nocepentbo yepe3 SQLAlchemy, mo n1o3Bossie 36epiraTi MOBHY THYUYKICTh MIPH
3MiHi cxemu 0a3u jaHux. [9]

Alembic, y cBoIo 4epry, € cCTabiIbHUM 1 IEPEBIPEHUM 1HCTPYMEHTOM, ajie Mae
MEeBHY CKJIAIHICTh y HaJAIITyBaHHI, OCOOJMBO B TMO€JHAHHI 3 ACHUHXPOHHUMH
MoeNIIMH a00 HeCTaHAapTHUMU KoHpirypaiisimu ORM.

SQLModel ninen3yeTnes 3riaHo 3 dinensiero MIT, sika 103BoJise 6€3KOIITOBHE
BUKOPHUCTAaHHA, MOIU(IKAIIIIO Ta PO3MOBCIOPKEHHS HaBITh Y KOMEPLIHHUX MPOEKTAX
0e3 HeoOX1THOCTI PO3KpUBATH BUXIAHUN KOA. Alembic MOMIMPIOETHCS 3a JIIEH31€10

BSD, sika TakoX € BiIKpUTOO Ta CyMiCHOIO 3 Jinen3iero PostgreSQL. [9]

2.7. Poetry sk cucTeMa ynpaBJliHHS 32J1€2KHOCTSIMU Ta NAKEeTYBaHHS

VY IUTnI0MHOMY ITPOEKTI BUKOPUCTOBYETHCS IHCTpYMEHT Poetry 1iiist kepyBaHHS
3aJIeKHOCTSIMH, CTBOPEHHS  BIPTYaJIbHOTO  CEpPEJOBHINA Ta TE€HEPYBAHHS
KOH(Dirypariii.

[Toe3is Oyna oOpaHa yepe3 noTpedy B 3pyYHOMY Ta HAIIMHOMY 1HCTPYMEHTI,
10 JO03BOJISIE LIEHTPAJII30BAHO KOHTPOJIOBATH 3aJ€XKHOCTI BCIX MIKPOCEPBICIB
npoekTy. Ha BinmMiHy BiJ KJIaCHUHOTO MMiaXomy 3 requirements.txt, Poetry 36epirae
neKinapatuBHUN ¢ain pyproject.toml 1 aBTomaTuyHO 3reHepoBaHui poetry.lock,
KUl 3a0e3meuye OJI0KyBaHHS BEpCii yCiX MAaKETIB 1 BIATBOPIOBAHICTH CEPEAOBHIIIA.
[le oco6muBO BaXIMBO JUIsl MIATPUMKHA CTAOUIBHOCTI TPOEKTY B apXITEKTypi
MIKpPOCEPBICIB, JIe KOKEH CEpBIC MA€ BJIACHI 3aJI€KHOCTI.

Poetry Takox iHTerpyeThes 3 cuctremamu CI/CD 1 103BoJIsI€ JIETKO CTBOPIOBATH
MaKeTH, MyOJIIKyBaTH Ta KepyBaTH BepcisiMU, 10 Oyae KOPUCHO B MallOyTHHOMY
PO3BUTKY cHCTeMHU sk Tutatdopmu. [12]

o nenmomikiB Poetry Mmo>kHa BITHECTH BITHOCHO BEITUKHM MOYATKOBUA PO3MIp
1HCTAJIALIT Ta TIEBHI OOMEKEHHS MPY poOOTI 3 HECTaHAapTHUMHU NakeTamu Python a6o
CHeliaIbHUMU CTPYKTypaMu NpoekTy. KpiM Toro, iHOJlI BUHUKAIOTh TPYIHOILII Mij

yac iHTerpauii 3 Docker y 6araroerannunx 30ipkax.
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Poetry mommproetbest 3a BiakpuTor ninensiero MIT, ska no3Bossie BibHE

BUKOPHUCTAHHA Y BIAKPUTHX 1 KOMEPIIIMHUX MpoeKTax 6e3 Oy/b-IKHUX 0OMEXEeHb Ha

Moar(DiKaIliio Yi Po3NOBCIOMKeHH. [12]
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BUCHOBOK 10 PO3ALTTY 2

Y upoMy po3aini  ACTAJbHO PO3TJSIHYTO OCHOBHI  TEXHOJOTII, fK1
BUKOPHCTOBYIOTBCSL Il peami3amii BeO-cepBiCY Ha OCHOBI  apXITEKTypH
MmikpocepsiciB. KoxkeH 3 Hux 0yB oOpaHHii 3 ypaxyBaHHSM BUMOT MacIITabOOBaHOCTI,
HAJIIHHOCTI, MPOCTOTH PO3POOKH Ta MIATPUMKH.

Moga Python ctana ocHOBOIO [IJIs JIOTiKM Ha CTOPOHI cepBepa 3aBISKU CBOIM
THYYKOCTI Ta BeIuKiK ekocuctemi 010m10Tek. FastAPI mo3Boiisie cTBOproBaTH MIBUJIKI,
acuHxpoHH1 API, 1110 0c0611MBO Ba)KJIMBO B KOHTEKCT1 B3aEMO/I11 MIKPOCEPBICIB.

Docker 1 Docker Swarm 3a0e3neuytoTh JerKy B HajJalllTyBaHHI OPKECTPAILIiIO
KOHTEHHEPIB, CIPOIIYIOYH PO3TOPTaHHS Ta MacIITa0yBaHHS KOMITOHEHTIB CUCTEMHU.
RabbitM(Q BHKOPHUCTOBYETBCS AJI1 AaCHHXPOHHOIO 3B’SI3Ky MIX MIKpOCEpBIiCamH,
3a0€e3Meuyour HaJlIiHy JOCTAaBKY MOBIJJOMJICHb.

30epiranHs Ta 00poOKa gaHuX peanizoBaHo yepe3 PostgreSQL, posnoaineny
CVYB/I, sixa 3a0e3neuye BUCOKY IUTICHICTh 1 MaciTaboBaHicTh. SQLModel 1 Alembic
COpOLIYIOTh poOOTy 3 0azaMu JaHMX 1 KepyBaHHA Mirpaiiero. Poetry
BUKOPHUCTOBYETHCA JUISI KOHTPOJIIO 3aJI€KHOCTEH 1 CTPYKTYPYBaHHS MIPOEKTY.

3aranom oOpaHi TEXHOJIOTii J0Ope B3a€MOMAIIOTH MK COOOI0 Ta YTBOPIOIOTh
HaJiliHy 1HQPACTPYKTYypy, IO BIJAMOBIIA€ CYYaCHUM BHUMOTaM pPO3POOKH

PO3NOAUICHUX MPOrPAMHHUX CUCTEM.
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PO311J1 3. NIPOEKTYBAHHSA APXITEKTYPHU TA
PO3POBKA CUCTEMHU

3.1 3aranbHa apxXiTeKTypa CHCTeMH

Po3pobnena cucrema BUKOPUCTOBYE MIKPOCEPBICHY apXiTEKTypy, € KOXKHA
OCHOBHa (DyHKI[IOHabHA O0O0JacTh peaji3oBaHa SK HE3AJICKHHUM cepsic, IO
pPO3TOpPTAETHCS HE3aNeKHO. Takuil apxXiTeKTypHU BHOIp 3a0e3meuye MOIyJIbHY
PO3poOKy, CHpOIIye MacITaOyBaHHS 1 MOJIETUIYE JOBTOCTPOKOBE 0OCITYTOBYBaHHS.
Koxen MikpocepBiC 1HKamncymaioe OKpeMHil Habip Ol3HEC-TOTIKM Ta B3a€EMOJIE 3
iHmmMu - cepBicamu  yepes RESTful APl abo acunxpoHHuMii  0OMiH

OBiTOMJIEHHIMH. [3, 5]

OOrpyHTyBaHHSI BUKOPUCTAaHHS MIKPOCEPBICIB:

e Illmo3 API (api-gateway) - ciayrye €IMHOI TOYKOK BXOAY I BCIX
30BHINIHIX  KIIEHTCHKMX  3alUTIB. 3alMa€ThCS  MapIIPyTH3AIIETO,
resepailiero ta aekoayBaHHsM JWT TOkeHIB, CHIJIBHUM BUKOPUCTAHHSIM
pecypciB pizaux mkepen (CORS) 1 tpoTiinrom BXigHUX 3anuTiB. Bil
NepeHanpasIisie BX1/IHI 3alIUTH J0 BIAMOBIIHOTO OEKEH 1-CEpBICY HA OCHOBI
mabnoHiB URL-agpec 1 meromie HTTP. Takuii guzailH apXITEKTypu
CITPOIIY€E B3aEMOIIIO 3 KIIIEHTOM 1 IIEHTPaJI3y€e HACKPI3HI MPOOIEMH.

e CepBic kopuctyBauiB (USer-service) - BiANOBITaE 3a peECTpalliio,
aBTeHTU(]IKaLlII0, KEpyBaHHAM Npo(disito Ta Bepuikaliro KOPUCTyBaviB 3a
nomroro. Bin HamiiiHo 30epirae OONIKOBI JaHI KOPUCTyBaya, a TaKOXK
J03BOJISIE CTBOPIOBAaTH KOMaHAM Ta JOJABATH IHIIMX KOPHUCTYBayiB, K
YYaCHHUKIB KOMaH/IH.

e Cepsic mpoekTiB (Project-service) - kepye omeparfisiMu, MOB'S3aHUMHU 3
POEKTaMU, BKJIIOYAIOYM CTBOPEHHS, MOAM(IKAIIIO Ta MomyK. Bin Takox
MIATPUMYE MPABO BIACHOCTI HA TMPOEKT, METaJaHl Ta TMOB'A3aHI 3 HUMHU

O13Hec-TIpaBuUIa.
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e (Cepsic koMeHTapiB (COMMeNt-Service) - kepye oneparisiMu, MOB'sI3aHAMH 3
KOMEHTapPSIMH JIO TIPOEKTY. J{03BOIIsIE KOpHCTYyBayaM CTBOPIOBATH, YATATH 1
3MIHIOBAaTH KOMEHTapi, 3a0e3MeUyr0od IpH 1[IbOMY HaJIC)KHUM 3B'SI30K MIXK
KOPHUCTYBa4aMH 1 TPOEKTAMHU.

e Cepgic 3asBok (application-service) - kepye 3asBKaMu KOPHCTYyBadiB a0o
3alMTaMy Ha y9acTh B TPOEKTI. J{03BOJISIE CTBOPIOBATH 3asIBKY, BiIKIMKATH,

M1ATBEP/KYBATH 1 BIAXWISITH 3 IPUKPITUICHHSM KOMEHTapSI.

ApXITEKTYpHI PIIICHHS:

e [3011i51 CEpPBICIB: KOXKEH MIKPOCEPBIC 30epirae eKCKIIO3WBHUM KOHTPOJIb
HaJ[ CBO€I0 0a3010 JIaHUX, MIABUIIYIOYN IUTICHICTh JaHUX Ta MIATPUMYIOUN
HE3aJIeKHY pO3pOOKY Ta pO3TOpTaHHS.

e Mogaenb nuto3y API: nenTpamizanisa ¢yHKIiM MapmpyTu3aiii Ta 0e3neKu
B mumo3i APl copourye 3oBHimHIA moctyn o API 1 cranmaptusye
aBTEHTU(DIKaIIIO Ta 3aCTOCYBAHHS MMOJITHK.

e ACUHXpOHHHMH OOMIH TIOBIJIOMJICHHSIMHU: BHKOpuUcTaHHsA RabbitMQ
JI03BOJISIE CEpBicaM B3aeMOIISITH 0e3 mpsiMUX 3aiexxHocTei. Le miarpumye
KIiHIIEBY y3TO/KEHICTD 1 TIOKpAIlye MacIITabOBaHICTh cucTeMu.[6]

o KemyBanHs Ta oOMexeHHS MBUAKOCTI: Redis BUKOPUCTOBYETHCS IS
MiHIMI3allli 3aTPUMKH BIAMOBIAI Ta 3aXUCTy CEPBICIB BiJ HAJAMIPHOTO
Tpadiky. BiH Biairpae KIHOYOBY pOJb y 3a0€3MEUEHHI IMIBUJKOI Ta
cTabLIBbHOT pOOOTH KOPUCTYBaUiB. [8]

e baza pgaHux s KOXKHOTO CEpBICY: MPHUHIUI «0a3a JTaHUX Ha CepBiCcH
3abe3reuye cyBope po3MexyBaHHs JaHux. KoxkeH MikpocepBic Ma€ BjacHY
CXeMy 1 JIOTiKy 30epeXeHHS JTaHWUX, M0 JO03BOJISIE YHUKHYTH MpoOJeMm,

[OB'sI3aHUX 13 3araJIbHOIO 0A3010 JaHUX.

3.2 B3aemonisi Mepe:iki Ta cepBiciB
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VY 1boMy IpOEKTI BC1 B3a€EMO/I1T 3 KIIIEHTaMU LIEHTpalli30BaHi uepe3 nuio3 AP,
SKUH CITY’)KATh IEHTPATHHOIO TOYKOIO JTOCTYITY A0 TuiatrgopMu. J{Jis BXiTHUX 3alUTIB
IUTI03 BU3HAYa€ BIIMOBIIHUN MikpocepBic Ha ocHOB1 URL-anpecu Ta nepenarpasisie
iX BcepenuHy, rapaHTyIO4H, 110 JIHIIE TIACHI Ta aBTOPU30BaHI 3aMUTH JOCATAIOThH
BHYTPIIIHIX cepBiciB. Lle apxiTekTypHe pillIeHHs CIIPOIIY€ JIOT1KY Ha CTOPOH1 KJTiEHTa
Ta 3a0e3Meuye Y3roKCHUI KOHTPOJIb JOCTYITY JUIS BCiX cepBiciB. [2]

o0 3abe3neunTu Oe3meuHy Ta ePEeKTUBHY B3a€EMOII0 MK cepBicamu, yci
KOMIIOHCHTH, BKJIIOYAIOUM MIKpOCepBicH, 0a3u JaHUX 1 CHCTEMH OOMIHY
MOBIJOMJICHHSIMH, PO3TOPTAIOTHCS B HAKIIAAHIN MEpexi, sikoro kepye Docker Swarm.
[{s Mepexa, Ky 3a3BH4Yail HA3UBAIOTh BHYTPIIIHBOIO MEPEKEI0, 3a0€3Ieuye 3B’ 30K
MDK MIKpOCEpBICAMU 3a JIOMOMOTrOI0 TepeadauyBaHuX iMeH Ha ocHOBI DNS
(HampuKJIa, USer-Service, project-service) 6e3 HeoOX1THOCTI BpyYHY HAJIAIITOBYBATH
IP-anpecy. Jlume numo3 APl nmocTynHuii 30BHIIIHROMY CBITY, a BCl 1HIII
MIKPOCEPBICH 3aJIMIIAIOTHCA 130JIbOBAHUMU y BHYTpIIIHINA Mepexi. Lle 3MeHinye
MOTCHIIIHY ITOBEPXHIO aTaKM Ta IiIBHIIYE 3araibHy Oe3neky. [4, 13]

Mix cepBicaMl BHKOPUCTOBYIOTHCS JBI MOJIETl 3B’SI3Ky: CHHXpPOHHA Ta
acMHXpoHHa. {711 KpUTUYHO Ba)XJMBHUX onepaiid, Takux sk onepamii CRUD,
cuaxponHuuit 38’5130k HTTP peanizyetscst uepe3 RESTful API. Oxgnak nist hoHOBUX
3aBJIaHb, CIIOBIIICHB 1 CJ1a003B’I3aHKUX IIPOIIECIB ACHHXPOHHUM 3B’ SI30K peaji3y€eThbCs
3a gomomororo RabbitMQ. Ileii Opokep TNOBIIOMJIEHb JO3BOJISIE CepBicaM
nyOJiKyBaTH TOJIl Ta MIAMKMCYBAaTHCS Ha HUX (Hampukiaa, application.withdrawn,
comment.created). Lle nae 3mory macmrabyBaTi KepoBaH1 MOAISIMU poOOUl MPOLIECH
Ta MOKpAILy€e BIAIMOBOCTIHKICTb.

Koxen MikpocepBiC TakoX Kepye BIACHUM EK3EMIUIApOM O0a3u JaHHuX
PostgreSQL BignmoBigHO 10 cxeMu «0a3za AaHuX Ha cepsicy. Lled miaxin cropusie
1307111111 TaHUX 1 aBTOHOMHOCTI CEpBICY, JI03BOJISIIOUN KOKHIN KoMaH/I1 abo cepBicy
PO3POOIISATH CBOIO CXEMY HE3aJIeKHO 0e3 pu3uKy KOH(DIIKTIB JaHUX MK CepBicaMHu.

3arajioM Taka apXiTeKTypa 3abde3neuye 0e3neqHe, NpuaaTHe AJisg 0OCITyroByBaHHS Ta
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MacIITaboOBaHe CEepeJOBHILNE ISl HaAIMHOI poOoTH 1uardopMu Wi PI3HUMHU

HaBaHTAXCHHAMHU Ta 3 QYHKI[IOHATILHUMHU PO3IIHUPEHHSIMHU.

3.3 IndpacTpykrypa opkecTpanii

Cucrema BukopuctoBye Docker Swarm sik piBeHb OpKecTpallii Ui KepyBaHHS
Ta pO3ropTaHHs KOHTEHHEPIB y KiacTepi xocTiB Docker. Swarm no3Bossie 06pooiisatu
Kitbka BY3miB Docker sk enuHy JOTIYHY OAMHUIIO, HIATPUMYIOUH BHUCOKY
JIOCTYTHICTh, BUSIBJICHHS CEPBICIB, OallaHCyBaHHS HaBaHTaKEHHS Ta aBTOMATH3AIIII0
’KHTTEBOI'O UKy KOHTeHHepiB. [4, 13]

KosxeH MikpocepBiC Ta KOMIIOHEHT 1H(PpPACTPyKTypH, sk Hampukian API
gateway, user-service, project-service, RabbitMQ, Redis Ta okpemi 0a3u maHuX
PostgreSQL, po3roptatoThCsi Ik HE3aJIEKHUN CTEK, BUSHAUCHUN y BIIaCHOMY (aiiii
«docker-compose.yml». CTekn — 11€ aBTOHOMHI I'pYIIHA CEPBICIB, MEPEK 1 TOMIB, SIKi
MOXHa HE3QJIE)KHO 3allyCKaTh Ta KepyBaTH HHUMH 3a JIOMOMOTOK KOMAaHIH
po3ropTaHHs cTeka JokepiB. Lleit MoxynbHUI M1IX1]] TOKpAIIY€e 130JIS111F0 TTOMHJIOK 1
JI03BOJISIE OKPEMHUM KOMaHAaM pPO3pOOJISTH, OHOBIIOBATH Ta MaclITaOyBaTH CBOI
CEepBICH, HE BIUIMBAIOUM Ha IHINUX. [30J1111 MK cTekaMu 30epiraeTbesi, ajie 3B’ 130K
MIK HUMU IIPOJIOBKY€ETHCS YEpe3 CIIIbHI HAKJIaJEeHl MEPExi.

Docker Swarm TtakoX Hamae TMOTYKHI I1HTErpOBaHl IHCTPYMEHTH IS
MaciTabyBaHHs, MOHITOPUHTY Ta KepyBaHHSA. CepBiCH B CTEKY MOXHA 301TBIITUTH
abo 3menmmuTH 3a gomomororo docker service scale, a cram cucTeMH MOXKHA
BIJICTE)KYBaTH 3a JOIIOMOTO0 Takux koMan, sik docker stack Is, docker service ps i
docker node Is. Docker Swarm Tako miaTpuMye MOCTiHI OHOBJICHHS Ta BiJKAT, 1110
3a0e3rneyye Oe3neuHe pO3ropTaHHs 3 MiHIMAIBHUM MTPocToeM. [13]

Bapro 3a3naunTh, 1mo Bcs cuctemMa o0’€lHaHA 4Yepe3 3arajibHy HaKIaJACHY
Mepexxy mig Ha3Bowo «backend». Takox, po3poOJEHO CKPUNT pPO3rOpTaHHS
deploy_all.sh a1 aBTOMaTH3aIIT TOCTITOBHOTO 3aITyCKY, BMICT SIKOTO 300pa)keHo Ha

pUCYHKY 3.1.
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Pucynok 3.1 — Bwmict daitny deploy_all.sh

He3Baxatoun Ha Te, 0 KOKEH CTEK PO3TOPTAETHCS OKPEMO, MIKPOCEPBICH
Oe3nepediiiHO 3’€qHaHl, MO0 yTBOpUTH €auHy Matdopmy. Lls opraHizoBaHa
1HppacTpyKTypa rapanrye, 1o miargopMa 3ajJuIIaeTbcsi MOAYJIBHOK, CTIMKOI Ta
3pY4YHOIO JUIsi OOCIyrOBYBaHHS, OJHOYACHO 3a0€3Meuyrour aBTOHOMHI KOMaHIHI

po0oUi MPOIECH Ta MOCTIAOBHY MOBEIHKY CUCTEMHU.

3.4 Oprani3aiisi CTpyKTYpH cepBiciB
VYci MikpocepBicH Ha TIaTGOpPMI MatOTh MOAYJIbHY Ta y3TOJKEHY CTPYKTYDPY,
110 3a6e3nevye YiTKUN po3noaisl 000B’A3KIB 1 He3aNeKHUN po3BUTOK. KoxkeH cepBic
pO3TallIOBaHHUM y BIACHOMY KaTaJlo3l Ta BIANOBITAE 3a MEBHY cepy AiSIBHOCTI —
HAPUKIIAJ], KEpyBaHHS KOPUCTyBadaMu, IPOEKTaMU UM KOMEHTapsAMU. BHyTpimrHs
CTPYKTypa CTaH/IapTU30BaHa 3 TAKUMH JUPEKTOPISMU, SIK /app/ Ik BUX1THOTO KOY,
/tests/ sl TeCTOBMX BUMAJKIB 1 (aitmamu koHirypanii, Takumu sik Dockerfile, .env

i docker-compose.yml.
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3.4.1 APl muio3 (api-gateway-service)
CtpykTypa JUpEeKTOpii:
api-gateway-service/

|
—app/

|

| |—— main.py # Touka Bxony y FastAPI-nonarok

| |— routers/ # Mapmpytu API (Hanpuknan, gateway.py)

| |—— middleware/ # Middleware (Hanpukinasn, auth, ratelimit)

| |— gateway/ # OCHOBHa JIOTKa IUTIO3Y (HAMPUKIIAJ, ProxXy.py)
| |— core/ # OcuoBi yrwita (config, security, logging)

| L— api/ # APIl-cnenuiuna norika (Harpukiaz, api.py)

|

|— tests/ # IOHIT-TecTn Ha 6a3i Pytest

| |— test_main.py
| |—c0nftest.py

| L—  init .py

|

|— poetry.lock # aiin 611o0KyBaHHS 3anexxHocTel Poetry
|— pyproject.toml # Kondirypartis npoexty st Poetry
|— docker-compose.yml # OpkecTpailisi cepBicy

|— Dockerfile # lHCTpyKIT Jy1st 30MpaHHs KOHTEHepa
L — README.md # JlokymeHTallisl 10 cepBicy

Crpykrypa Koy, KOH(Iryparii Ta 3aimycKy.
OcHoBHUM (haiiloM mporpaMu € app/main.py, KM 1HIIaNI3ye nporpamy
FastAPl, peectpye wmapmipyTu3aTopu Ta HaJaAIITOBYE TMPOMDKHE MPOTPAMHE

3a0€e3IeYeHH.

Apk.
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Bci enamointn APl opranizoBani B kartano3i app/routers/. Hampwuxman,
gateway.py Bu3Ha4a€ OCHOBHI MapIIPYTH ILTIO3Y.

Kacromue npomixue I13 mns aBreHTH(diKALll Ta TPOTIIHTY 3HAXOIUTHCS B
app/middleware/ (auth.py, ratelimit.py).

Karanor app/gateway/ MicTUTh OCHOBHY JIOT1KY IPOKCi-CEpBEpa Ta arperarii -
Proxy.py.

Karanor app/core/ mictuth koHpirypamio (config.py), yTHIITH Oe€3MeKH
(security.py) Ta koH(pirypaiiito BeaeHns kypHaiis (log config.yaml).

Karasor app/api/ MicTUTh TOAaTKOBY JIOTiKY a0o cxemu API.

@aitnu pyproject.tml Ta poetry.lock kepytors 3anexknoctsimu Python uepes
Poetry. 3miHHI OTOYEHHS 3aBaHTAXYIOThCA 3 (ailmy .env (MOCWIAHHS HA SIKUAN
mictuthest B docker-compose.yml). JloryBaHHS ~ HalAIITOBYETBhCS  4epes
app/core/log_config.yml.

Bci Tectm 3HaxomsaThCs B Karanmosi tests/, 3 BuUKopucTaHHsAM Pytest, 3
NpUHAMHI OJHUM OCHOBHUM TeCcTOBUM (Qaimom 1 aitiom conftest.py s
BUIpaBIieHb. Pe3ynbTar MOAYJNIHHOTO TECTYBaHHS MIKPOCEpPBICY HaBEJIECHUU B

pUCYHKY 3.2.

test session starts

platform linux -- Python 3,16.6, pytest-7.4.4, pluggy-1.6.0
rootdir: /home/cor /3 r
plugins 10:9.21.2, mock-3.14.1, anyl

ISYNC10: mode=strict

collected 17 items

17 passed 1

Pucynox 3.2 — CkpiHIIOT pe3ynbTaTy MOAYJIBLHOTO TECTYBaHHS CEPBICY

api-gateway-service

Bwmict daitny api-gateway-service/docker-compose.yml naBeaenuii Hikye:
services:
api-gateway:

image: api-gateway-service:latest
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command: poetry run uvicorn app.main:app --host 0.0.0.0 --port 8000 --log-

config app/core/log_config.yaml

env_file:
- .env

volumes:

- .lapp/log:/code/app/log

networks:
- backend
ports:
- "8080:8000"
deploy:
replicas: 1
resources:
limits:
memory: 512M
cpus: '0.5'
reservations:
memory: 256M
cpus: '0.2'

networks:
backend:

external: true

Onuc koMan[ 3 (paitiry opkecTpalii MiKkpocepBicy:

e 3amyckae cepsic 3a gomomoroto Uvicorn + Poetry.

e 3aBaHTa)Xye€ 3MIHHI CEpeIOBHUIIIA 3 .env.

e MoHTYye KaTajor >KypHaly /Ui OCTIHOIO KypHaJIIOBaHHS.

3m. | Apk. Ne nokym. Ilignuc | dara
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e Biakpusae nopt 8080 (xocrt), 3ictaBnenuii 3 8000 (koHTEHHED).
o [ligknrouaerbcss 1m0 BHYTpimHBOT Mepexi Docker mis 3B’s3ky Mix
CepBiCaMH.

e BcraHoBmoe 0OMeXeHHS pecypciB 1 pe3epByBaHHs mam’sTi Ta L{I1.

3.4.2 CepBic kepyBaHHs1 KopucTyBauamu (USer-service)
CrtpyKTypa qupeKTopii:

user-service/

|

—app/

| |— main.py # Touka Bxonay s FastAPl-nmonaTky
|— users/  # Jlorika KopucTyBauiB (MapuIpyTH, CEPBICH, CXEMU, MOJIEII1)
|— teams/  # Jlorika komaH (MapuipyTH, CEpBICH, CXEMHU, MOJIETI1)

|
|
| |— core/ # OCHOBHI YTWJIITH
|
|

L— api/ # 3anexxnocti API Ta ocHoBHa Jsiorika API
|— tests/ # Unit-rectu 3 BukopuctanusaMm Pytest
| |— users/ # Tectu n1s1 GyHKIIOHATY KOPUCTYBayviB
| L— teams/ # Tectu qs GyHKITIOHATY KOMaH/T
|— replication/ # CxpunTH 1 KOH(DIrYM HATAIITYBaHb PETUTIKAIIil
|— alembic/ # Ckpurntu Mirpaiiii 6asu g1aHux
|— poetry.lock # daiin 6510KyBaHHS 3aeXHOCTEHN Poetry
I— pyproject.toml # Kondiryparist mpoekty Poetry
I— docker-compose.yml # Opxkectpariist cepBicy
|— Dockerfile # IHCcTpyKIIi JU1sl CTBOPEHHS KOHTEHHEpa
Apk.
: TAJIT1.467100.003 T13 35
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— alembic.ini

|— .dockerignore
L — README.md

# Kondirypauiinuit ¢aitn Alembic
# IlpaBuna irnopyBanHs Docker

# JlokymeHTallisl 10 cepBicy (SKIO HasBHA)

Crpykrypa Koy, KoH(DIiryparii Ta 3amycKy.

OcHoBHUM (hailJIoM TIporpaMH € app/main.py, SKUH iHIIIATII3yE Oporpamy

FastAPI, Bxirouae wmapuipyTu3aTopu Ui KOPUCTYBadiB 1 KOMaHJ, a TaKOX

HaJIAIITOBYE MPOMIKHE TporpamMHe 3a0e3reueHHs 1 KoH]irypariiro.

KopucrtyBaui app/users/ Ta komaHau app/teams/, KOKEH 3 IKUX MICTUTh:

e router.py: Buznauenns mapuipytiB API mist kopuctyBaui/KomMaH.

e service.py: bizHec-sorika s KOpUCTYBaydiB/KOMaH/I.

e schemas.py: [limanTruHi MO ISl IEPEBIPKH 3aITUTIB/B1AIOBIICH.

e models.py: ORM-mozem aj1s1 TabIuib 0a3u JaHuX.

OCHOBHI YTWIITH 3HAaXOASAThCA Y KaTayio3l app/core/:

e config.py: YopaniiHHs kKoH(Irypaili€o (env, HaJalTyBaHHS).

e db.py: Jlorika miakiIrOYeHHS 10 Oa3u JaHUX.

e security.py: YTuiiTi 0e3neku (Hanpukiaa, XxeuryBanus napoiis, JWT).

e cmail service.py: Jlorika HajcHIaHHS €JIEKTPOHHOI MOIITH.

e log config.yaml: Kondirypamis BeneHHs xKypHaiy.

replication.py: YTumitu 1)1 TiATPUMKH pEILUTiKaILii.

Jlorika API micTuThCs B KaTayio3i app/api/:

e main.py: Moxiugo, Bepcii API abo norika kopeneoro API.

e deps.py: BipoBamkeHHs 3a1€XHOCTEN 11 MapIIPYTIB.

Hupextopis alembic/ Ta daitn alembic.ini BUKOPUCTOBYIOTHCS JJISI KEPYBAHHS

MmirpamisiMa Tabnauie 0a3 ganux. Qaitmu pyproject.tml ta poetry.lock kepyroTh

3anexHocTsiMu Python uepe3 Poetry. 3MiHHI OTOYEHHS 3aBaHTaXYyIOThCs 3 (hailry

.env (mocunaHHsA Ha sAKkud MicTUTbest B docker-compose.yml). JloryBanHs
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HaJAITOBYEThCS depe3 app/core/log config.yml. Bci TecTu 3HaX0AsSTHCS B KaTano3i
tests/ 3a momomororo Pytest. Tectn opranizoBano 3a ¢yHkmisimu (users/, teams/),
KOKHA 3 SKHX Ma€ BJIAacHI TecToBi (aiin. Pe3ynbTaT MOMYJIBHOTO TECTYBaHHS

MIKpOCEpBICYy HaBeICHUN B PUCYHKY 3.3.

test session starts

0: nodesstrict

asyncio tri
collected 35 items

35 passed 1

Pucynox 3.3 — CKkpiHIIOT pe3ynbTaTy MOAYJIBLHOTO TECTYBaHHS CEPBICY

user-service

Bwicr gaitny user-service/docker-compose.yml HaBenenuit Huxue:
services:
user-db:
Image: postgres:15
env_file:
- .env
volumes:
- user_data:/var/lib/postgresql/data
- .Ireplication/master/postgresql.conf:/etc/postgresgl/postgresql.conf
- .Ireplication/master/pg_hba.conf:/var/lib/postgresql/pg_hba_custom.conf
networks:
- backend
ports:
- "5432:5432"
healthcheck:
test: ["CMD-SHELL", "pg_isready -U postgres"]
interval: 10s

timeout: 5s

Apk.
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retries: 5

user-db-replica:
Image: postgres:15
env_file:
- .env
depends_on:
- user-db
volumes:
- user_replica_data:/var/lib/postgresql/data
- .Ireplication/replica:/var/lib/postgresgl/conf
- .Ireplication/init-replica.sh:/docker-entrypoint-initdb.d/init-replica.sh
entrypoint: /bin/bash
command: /docker-entrypoint-initdb.d/init-replica.sh
networks:
- backend
ports:
- "5433:5432"
healthcheck:
test: ["CMD-SHELL", "pg_isready -U postgres"]
interval: 15s
timeout: 5s

retries: 10

user-service:
Image: user-service
command: poetry run uvicorn app.main:app --host 0.0.0.0 --port 8000 --log-
config app/core/log_config.yaml

volumes:
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- .Jalembic/versions:/code/alembic/versions
- .lapp/log:/code/app/log
ports:
- "8001:8000"
env_file:
- .env
networks:
- backend
depends_on:
- user-db

- user-db-replica

volumes:
user_data:

user_replica_data:

networks:
backend:

external: true

Omnuc koMaH[ 3 (paitiry opkecTpariii MikpocepBicy:

e 3amyckae cepgic 3a gonomoror Uvicorn + Poetry.

e 3aBaHTaXxye 3MIHHI CEPEOBUIIA 3 .€nvV.

e MoHTye KaTajoru sl Mirpauii 1 xxypHainis Alembic.

e Poskpusae mopt 8001 (xocr), 3ictaBnenuit 3 8000 (koHTEHHED).

o [linmkmrouaerbess 10 BHYTpimmHBOI Mepexi Docker mias 3B’s3Ky Mik

cepBicaMH.

Apk.
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e 3anexutp Big ceppicy user-db (PostgreSQL 15), sikuii BHKOpHCTOBYE

iMeHoBanwmii ToM Docker s mocTifiHoro 30epiranHs.

3.4.3 Cepsic kepyBanHsi npoekTamu (project-service)
CTpyKTypa TUpEeKTOpii:

project-service/

|
—app/

| |— main.py # Touka Bxony s FastAPI-nomarky

| |— projects/ # Jlorika kepyBaHHs MIPOEKTaAMU

| |— messaging/ # OOpOOHMKY TTOB1IOMJICHB/TIOI1H

| |— core/ # OCHOBHI1 yTUJIITH

| L— api/ # 3anexHocti API Ta ocHoBHa Jiorika API
|— tests/ # Unit-tectu 3 BUKOpHCTaHHSIM Pytest

| L— projects/ # Tectu aist pyHKIIIOHATY TTPOEKTIB

|— alembic/ # CkpunTy Mirpaiii 6a3u JaHux

|— poetry.lock # daiin 61okyBaHHS 3anexHocTel Poetry
|— pyproject.toml # Koudiryparuis npoekty Poetry

|— docker-compose.yml # OpxkecTpallisi cepBicy

|— docker-compose.elasticsearch.yml  # Opxkectpariis Elasticsearch

|— Dockerfile # IHCTpyKIIi /U1t CTBOPEHHSI KOHTEHHEpa
I— alembic.ini # Kondirypamiitauii ¢aitn Alembic
L— dockerignore # IlpaBwia irnopyBanus Docker

Crpykrypa Koy, KOH(Iryparii Ta 3aimycKy.
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OCHOBHMM 3amuCOM MPOTpaMH € app/main.py, KUl iHIIIaTI3ye Mporpamy

FastAPI, Bxiodae MapumipyTU3aTopu Ijsi TPOEKTIB 1 HANAIMTOBYE MPOMIXKHE

nporpaMHe 3a0e3rnedyeHHs Ta KOH(Iryparito.

Jlorika KepyBaHHsI IPOEKTAMHU B app/projects, TUPEeKTOPisi MICTUTH!

e router.py: BU3HaueHHs MapuipyTiB API as npoexTis.

e service.py: Oi3HEeC-JIoTiKa ISl IPOEKTIB.

e search_service.py, search_models.py: Jlorika momryky Ta iHIEKCYBaHHS 3

BukopuctanusaMm Elasticsearch.

® image service.py: Jorika oOpoOKu 300pakeHb JJIsl TPOEKTIB.

e schemas.py: Pydantic mojeni ij1st mepeBipKH 3amuTiB/BIAMIOBIACH.

models.py: mogem ORM st TaGauis 60a3u TaHUX.

PoGoty 3 momissmm peamizoBano B app/messaging/. IupekTopis MiCTHUTh

comment_consumer.py st 0OpoOKHU MO1i/TOBIIOMIEH, KOMEHTaPiB.

OCHOBHI YTHIIITH 3HaXOSATHCS B TUPEKTOPIi app/core/, ika MICTUTh:

e config.py: kepyBaHHs KOH(Irypaitieto (env, HaJIAIITyBaHHS).

e db.py: jorika miaKIOYEHHS 10 0a3u JTaHUX.

e clasticsearch.py: kmient 1 nomiunuku Elasticsearch.

e log config.yaml: Kondiryparrist moryBaHHs.

Jlorika API 3naxoauTbes B qupekTopii app/api/, ska MiCTUTS:

e main.py: MOxJIUBO, Bepcii API abo kopenena norika API.

e deps.py: BIPOBAKEHHS 3aJIEKHOCTEHN /111 MapIIPYTiB.

HupexTopis alembic/ ta aitn alembic.ini BUKOPUCTOBYIOTHCS JUIsl KEPyBaHHS

MirpamisiMu Tabiunes 0a3 nmanux. dainu pyproject.toml 1 poetry.lock kepyroTh

3anexHocTsiMu Python yepes Poetry. 3miHHI cepeoBuIla 3aBaHTAKYIOTHCS 3 (hailry

.cnv

(Ha

AKUU

IIOCHUJIA€TBhCA

docker-compose.yml).

JloryBanns

HaJIAIITOBYETHCS 3a JoromMororo app/core/log config.yaml. Yci TecTu 3HaxoasThCA B
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Karajo3i tests/ 3a moromororo Pytest. Tectn BropsakoBaHo 3a ¢pyHKITissMuU (Projects/),
KOKHA 3 SIKMX MAa€ BJAaCHI TecToBl ¢aitnu. Pe3ynapTar MOAyJabHOTO TecTyBaHHS

MIKpOCEpBICY HaBeJIEHUH B PUCYHKY 3.4.

test session starts
ython 3.16.6, pytest-8.4.0, pluggy-1.6.0
revo/Desktop/work/dyplon/project-service

17 passed 1/

Pucynox 3.4 — CKpiHIIOT pe3yibTaTy MOJYJIBbHOTO TECTYBaHHS CEPBICY

project-service

Bwmicrt daitny project-service/docker-compose.yml HaBeneHuit Huxue:
services:
project-service:
Image: project-service
command: poetry run uvicorn app.main:app --host 0.0.0.0 --port 8000 --log-
config app/core/log_config.yaml
volumes:
- ./alembic/versions:/code/alembic/versions
- .lapp/log:/code/app/log
ports:
- "8002:8000"
env_file:
- .env
networks:
- backend
depends_on:
- project-db
- rabbitmq

Apk.
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deploy:

replicas: 1

restart_policy:

condition; on-failure

project-db:

Image: postgres:15
env_file:
- .env

volumes:

- project_data:/var/lib/postgresql/data

networks:
- backend

deploy:

replicas: 1

restart_policy:

condition; on-failure

volumes:

project_data:

networks:
backend:

external: true

Omnuc koMaH/ 3 (paitry opkecTpariii MikpocepBicy:

e 3amyckae cepsic 3a gomomoroto Uvicorn + Poetry.

e 3aBaHTa)xye 3MIHHI CEPEIOBHUILIA 3 .€NV.
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e MoHTye KaTanoru ajis mirpauii i xxypsamuiB Alembic.

e Poskpusae mopt 8002 (xocr), 3ictaBnenuit 3 8000 (koHTEIHED).

o [ligxnrouaerbcss n0 BHYTpimHBOI Mepexi Docker mns 3B’s3Ky Mik

cepBicamH.

e 3anexuthb Bia cepsicy project-db (PostgreSQL 15) i rabbitmq mst oOMiHy

noBiiomieHHsaMHu. CepBic 0a3u JaHUX BHKOPUCTOBYE IMEHOBAHHHA TOM

Docker aiis moctiitHOro 30epiranHs.

MikpocepBic KepyBaHHsS TipoekTamu 1HTerpye Elasticsearch, Hamgaroun

PO3LIMPEHI MOXJIMBOCTI MOBHOTEKCTOBOIO MOLIYKY, AKI 3HAYHO MOKPAIIyIOTh

BUSIBJICHHS TPOEKTIB Ha miatdopmi. [HTEerpaiis Mae 6araropiBHEBY apXiTEKTYpY:

0a3oBuil piBeHb (elasticsearch.py) kepye cTabiIbHUMU 3’€JTHAHHSIMU Ta ONEpaIiIMU

1HIAEKCYBaHHS, CEpBICHHI piBeHb (search_service.py) oOpoOisie 1HIEKCYBaHHS,

3alUTH Ta JIOTIKY Mporo3uiliii, a pieeHb API 3a0e3neuye kinneBi Touku RESTful

(/projects/search, /projects/suggest, /projects/reindex). ITporpamMHuii KoJI €HAMOIHTY

/projects/search 300paxxeHo Ha pucyHky 3.5. s MomyibHa CTpyKTypa 3a0e3medye

YITKUN PO3MOALT polJieM 1 poOUTh CUCTEMY MPUIIATHOIO ISl 0OCIyrOBYBaHHS Ta

PO3LIMPEHHS.

Pucynox 3.5 — IIporpamuuii ko eHAMOIHTY /projects/search

3.4.4 Cepgic kepyBaHHsi koMeHTapsimu (COmment-service)

CTpykTypa JUPEKTOpIi:

3M.
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comment-service/

|
— app/

| |— main.py # Touka Bxony st FastAPI-nonatky
| I—— comments/ # Jlorika kepyBaHHSI KOMEHTapsIMU
| |—— messaging/ # BianpasieHHs MOB1IOMIICHB/TIO1H

| |— core/  # OcHoBHI yTuiiTu (KoH(piryparitis, 0a3a 1aHuX, JIOTYBaHH)

| L— api/ # 3anexxHocti API Ta ocHoBHa Jiorika API
|— tests/ # Unit-Tectu 3 BUKopucTtaHHsiM Pytest
| L— comments/ # Tectu st GyHKIIOHATY KOMEHTApIB
|— alembic/ # CkpunTy Mirpaiii 6a3u gaHux
|— poetry.lock # Daiin O6J10KyBaHHS 3aexXHOCTEH Poetry
|— pyproject.toml # Kondiryparis npoexty Poetry
|— docker-compose.yml # OpxkecTpailisi cepBicy
|— Dockerfile # IHCTpyYKII JIJ1s1 CTBOPEHHS KOHTEMHEpa
|— alembic.ini # Kondirypamiitauii ¢gaitn Alembic
|— .dockerignore # IlpaBuna irnopyBanns Docker

.m OKYMEHTaIlisl 10 CepBiCy (SIKIIO HAasIBHA
L — README.md # JToky ' pBicy

CrtpykTypa Koy, KOH]Irypari Ta 3amycKy.

OCHOBHUM 3amuCcOM MporpamMu € app/main.py, sSIKHi 1HILIai3y€e Mporpamy

FastAPI, Bxitouae MapuipyTu3atopu il KOMEHTapiB 1 HAJAIITOBYE MPOMIKHE

nporpaMHe 3a0e3rnedyeHHs Ta KOH(Irypallito.

Jlorika KepyBaHHsI KOMEHTapsSIMU 3HAXOIUTHCS B app/comments/, sika MiCTHTB:
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e router.py: Bu3HaueHHs MapupyTiB APl nns komenrapis.

e service.py: Oi3HEC-JIOTiKa JJIT KOMEHTAapIB.

e schemas.py: Pydantic momeni Ay mepeBipku 3amUTiB/BIATIOBIICH.

e models.py: mogeni ORM s Tabnunb 0a3u JaHUX.

JlupekTopist app/messaging/ MicTUTh BUPOOHHUKIB Producer.py st 3B’ 13Ky Mix
MiKpocepBicaMu, sl HaJICHJIaHHS TTO1/TTOBIIOMJICHD 1HIIIMM MiKpOCEpBicaM 4epe3
RabbitMQ.

OCHOBHI YTHIIITH 3HaXO/IATHCS B KaTano3i app/core/, skuit MiCTUTB:

e config.py: kKepyBaHHs KOH]Irypaliero (env, HaJlallTyBaHHs).

e db.py: jorika miaKIFOYEHHS 10 0a3M JTaHUX.

e log config.yaml: Kondiryparrist 1oryBaHHs.

Jlorika API 3naxonuThest B kaTasio3i app/api/, skuii MiCTUTB:

e main.py: MOXJIUBO, Bepcii API abo xopenena norika API.

e deps.py: BIIpOBaXKEHHS 3aJ1€KHOCTEN AJI1 MAPUIPYTIB.

Hupexropist alembic/ 1 ¢aiin alembic.ini BUKOPUCTOBYIOTHCA IJIsi KEPYBaHHS
MirpamisiMu cxem ©Oa3u nanux. @aiinu pyproject.toml 1 poetry.lock kepyroThb
3anexxkHocTsiMu Python depes Poetry. 3MiHHI cepeioBuUIIa 3aBAHTAXKYIOThCS 3 (hailiry
.env (Ha skuii  mocuiaerbes  Qaitm  docker-compose.yml).  JloryBanHs
HaJIAIITOBYETHCS 3a JonoMoroto app/core/log config.yaml. Yci TecTu 3HaxoasIThCA B
KaTano3i tests/ 1 3amyckarThCsa 3a jJornoMoroir Pytest. Pesymbrar MomaynpHOTO

TECTyBaHHS MIKPOCEPBICY HaBEJIEHUH B PUCYHKY 3.6.

== test session starts

asyncio: mode=auto

collected 15 items

te/eamments/test servi

== 1% passed

Pucynok 3.6 — CKpiHILIOT pe3ynbTaTy MOAYJIbHOTO TECTYBaHHSI CEPBICY

comment-service

Apk.
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Bwmicr ¢aitmy comment-service/docker-compose.yml naBenenuit Hixue:
services:
comment-service:

Image: comment-service

command: poetry run uvicorn app.main:app --host 0.0.0.0 --port 8000 --log-

config app/core/log_config.yaml
volumes:
- .Jalembic/versions:/code/alembic/versions
- .lapp/log:/code/app/log
ports:
- "8003:8000"
env_file:
- .env
networks:
- backend
depends_on:
- comment-db
- rabbitmq
deploy:
replicas: 1
restart_policy:

condition; on-failure

comment-db:
Image: postgres:15
env_file:
- .env
volumes:

- comment_data:/var/lib/postgresql/data
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networks:
- backend

deploy:

replicas: 1

restart_policy:

condition; on-failure

volumes:

comment_data:

networks:
backend:

external: true

Onuc koMaH[ 3 (paility opkecTpanii MiKpocepBICy:

e 3amyckae cepsic 3a gornomoror Uvicorn + Poetry.

e 3aBaHTa)xye 3MIHHI CEPEIOBHUIIIA 3 .€NV.

e MOoHTYe KaTajoru JyIsl Mirpauii 1 xxypHaini Alembic.

e Poszkpusae nopt 8003 (xocrt), 3ictanenuit 3 8000 (koHTEMHED).

o [linkmrouaerbes 10 BHYTpImHBOI Mepexi Docker s 3B’SI3Ky Mik

cepBicamu.

e 3anexurts Bif cepBicy comment-db (PostgreSQL 15) 1 rabbitmq st 0Ominy

noBigomsieHHsAMHU. CepBic 0a3u AaHUX BUKOPHCTOBYE IMEHOBAHHMM TOM

Docker st moctiiiHOTO 30€piraHHs.

e Bxitoyae noJgiTUKY pO3rOpTaHHS Ta MEPE3anycKy sl CTIMKOCTI.

3.4.5 Cepgic kepyBanns 3asBkamu (application-service)

CTpyKTypa TUPEKTOPIi:

3M.
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application-service/

|
— app/

| |— main.py # Touka Bxony st FastAPI-nonatky

| |—— applications/ # Jlorika kepyBaHHS 3asiBKaMu

| |—— messaging/ # Bugasii 1moB1IOMIJIEHB/ IO

| |— core/ # OcHOBHI yTuiniTH (KOoH(pIryparis, 6a3za JaHUX, JOTYBaHHS)
| L— api/ # 3anexxHocti API Ta ocHoBHa Jiorika API

|

|— tests/ # Unit-tectr 3 BUKOpUCTaHHSIM Pytest

| L— applications/ # Tectu ny1st GyHKITIOHATY 3asIBOK

|

|— alembic/ # CkpunTy Mirpaiii 6a3u gaHux

|

|— poetry.lock # Daiin O6J10KyBaHHS 3aexXHOCTEH Poetry

|— pyproject.toml # Kondiryparis npoexty Poetry

|— docker-compose.yml # OpxkecTpailisi cepBicy

|— Dockerfile # IHCTPYKIIIT 17151 CTBOPEHHSI KOHTEHepa

|— alembic.ini # Kondirypamiitauii ¢gaitn Alembic

|— .dockerignore # IlpaBuna irnopyBanns Docker

L — README.md # JlokyMeHTallis 10 cepBicy (SKIO HasiBHA)

CrtpykTypa Koy, KOH]Irypari Ta 3amycky.

OCHOBHUM 3amycoOM MPOTpaMu € app/main.py, sSIKWi 1HIIIATI3ye Mporpamy

FastAPI, Bxitowae MapuipyTuU3aTopd JUisi Hporpam 1 HaJallITOBYE MPOMDKHE

nporpamMHe 3a0e3neueHHs Ta KoHDIrypariiro.

Jlorika kepyBaHHs 3asBKaMU 3HAXOAUTKLCS B qupekTopii app/applications/, sika

MICTHUTD:
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e router.py: BusHaueHHs MmapupyTiB APl nns mporpam.
e service.py: Oi3HEC-JIOTIKa IS TPOTpam.
e schemas.py: Pydantic momeni Ay mepeBipku 3amUTiB/BIATIOBIICH.

e models.py: mogeni ORM s Tabnunb 0a3u JaHUX.

Karanor  app/messaging/ wmictuth  publisher.py i1  HajacwiaHHS

TIO/T1¥/TIOB1AOMJIEHB 1HIITUM cepBicaMu (Hampukiag, yepe3 RabbitMQ).

OCHOBHI yTHIITH:

Karanor app/core/ MiCTUTB:

config.py: kepyBaHHs KOH(pirypailieo (env, HaJIalITyBaHH).
db.py: sorika miaKIOUYeHHS 10 0a3u JaHUX.

log_config.yaml: koH(irypariist 10ryBaHHS.

Jlorika APl 3HaxoauThCs B KaTaylor app/api/, IKUiA MICTUTD:
e main.py: MOxJuBO, Bepcii API abo xopenea sorika API.

e deps.py: BIpOBaKEHHS 3aJI€KHOCTEHN JI1 MapUIPYTIB.

Hupextopist alembic/ 1 ¢aiin alembic.ini BUKOPUCTOBYIOThCA 711 KEPYBaHHS
MIrparissMu TaOJIHIb Oa3H JIaHHX.

@aitnu pyproject.toml 1 poetry.lock kepyrors 3anexnoctsimu Python uepes
Poetry. 3MiHHI cepeoBUIIA 3aBaHTAXYIOThCS 3 Qainy .env (Ha SKUN MOCUIIAETHCS
daitn  docker-compose.yml). JloryBaHHS HaJlaIITOBYEThCS 33  JOIMOMOTORO
app/core/log_config.yaml.

VYei Tectn 3HaxonmAThCA B KaTano3l tests/ 3a gomomororo Pytest. Tectu
BIIOPSAKOBAaHO 3a (yHKIisiMu (applications/), KokHa 3 SKHUX Ma€ BJIACHI TECTOBI

daiinu. Pe3ynbTar MOAYJIBHOTO TECTYBaHHS MIKpPOCEPBICY HABEJICHUH B PUCYHKY 3.7.

Apk.

TAJIIT.467100.003 TI3 50

3M.

Apk. Ne moxym. Ilignuc | dara




test session starts

ASyncl mode=auto
collected 11 items
11 passed in 1.24

Pucynox 3.7 — CKpiHIIIOT pe3ynbTaTy MOAYJILHOTO TECTYBaHHS CEPBICY

application-service

Bwmict daiiny application-service/docker-compose.yml HaBeaenwmii Huxqe:
services:
application-service:
Image: application-service
command: poetry run uvicorn app.main:app --host 0.0.0.0 --port 8000 --log-
config app/core/log_config.yaml
volumes:
- .Jalembic/versions:/code/alembic/versions
- .lapp/log:/code/app/log
ports:
- "8004:8000"
env_file:
- .env
depends_on:
- application-db
networks:
- backend
deploy:
replicas: 1
restart_policy:

condition; on-failure

Apk.
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application-db:

Image: postgres:15
env_file:

- .env
volumes:

- application_db_data:/var/lib/postgresql/data
networks:

- backend
deploy:

replicas: 1

restart_policy:

condition; on-failure

volumes:

n

application_db_data:

etworks:
backend:

external: true

Omnuc koMaH[ 3 (paitiry opkecTpariii MiKpocepBicy:

3amyckae Mikpocepsic 3a gonomororo Uvicorn + Poetry.

3aBaHTaXXy€ 3MIHHI CEpEIOBHUIIIA 3 .env.

MoHTye karanoru Jyist Mirpauii 1 xypHaiis Alembic.

PozkpuBae mopt 8004 (xocT), 3ictaBnenuit 3 8000 (koHTEHHED).
[TinkmrouaeTbes 10 BHYTpImHBOI Mepexi Docker st 3B’si3Ky MK

cepBicaMu. 3aexuTh BiJ] cepBicy 0a3u nanux nporpamu (PostgreSQL 15)
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JUIsL  TIOCTIWHOTO 30epiraHHs. Bkitodae TMONITUKY pO3rOpTaHHA Ta

nepe3amnycKy A CTIHKOCTI.

3.5 Peanizanis po3noxisienoi CYB/{

ApXiTeKTypa po3MoAiIeHOT cucteMu yrmpaBiiHHsA O0azamu manux (CYBJ) y
IIbOMY IIPOEKTI peaji3oBaHa Ha OCHOBI MIKPOCEPBICHOI MOJieN, /¢ KOXKEH CepBic
BIJIMOBIIA€ 3a BJIACHHUM TIJIMHOKUHY JIaHUX 1 B3a€MOJII€ 3 IHIIMMU CepBiCaMU 4epe3
ACHHXPOHHI TOBIJOMJICHHS. Y CHCTEMI peasli3oBaHa perumkaiis 0a3u JaHuX
KOpHCTYBauiB, a came - OalaHCyBaHHS 3aIlMTIB 3alllCy B MacTep-0a3y, a 3aluTiB
YUTaHHSA B 0a3y-peruniky. 3arajioM, BCl JaHl pO3JAUIEHI TOPU30HTAIBHO 3a JOMEHAMU
(HampuKkia;, user-service Mae BiacHy bJl kopuctyBaudiB, a project-service — BJ]
npoekTiB). Lle mM03BoJIIE KOKHOMY MIKPOCEPBICY MacIITa0yBaTHCS HE3AJEKHO U
ONTHUMI3yBaTH 30€piraHHs MijJ KOHKPETHI 3a7ayl.

Redis iHTerpoBaHo sIKk CXOBHIIE JaHUX Y ITaM’ATi, 100 3a0€3MeYnTH BUIKHAH
JIOCTYTI IO JaHUX CEaHCy, THMYAaCOBUX CTaHIB 1 MPOMIXKHUX pe3yibTaTiB. Hanpukian,
KOJIM KOPHUCTYBa4 CTBOPIOE KOMEHTAp JIO TMPOEKTA, CHCTEMa BUKOHYE JEKUIbKa
CKOOpPJIMHOBAHUX [ii: TIEpEeBipsie KOPUCTyBaya, MEPEBIPSE TOCTYIHICTh IMPOEKTY,
CTBOPIOE KOMEHTAp Ta OHOBJIIOE BIJIMOBIIHY CTATUCTUKY. Y Cl MPOMIKHI KPOKHU Ta IXHI
CTaTyCH YCIXy 4Yd HeBmaui 30epiratotbes B Redis, mo0 3a0e3meuuTH IIBHIKE
BIJIHOBJICHHS a00 BIJKAT, SIKIIO IIOCH i€ HE TaK ITiJ1 Yac MpoIiecy.

RabbitMQ ciyXuTh OCHOBOIO IJiIsi ACHHXPOHHOTO 3B’SI3Ky MIX CEpBICaMH.
Kosxen ceppic myOuiKye Ta MiAMUCYETHCS HA YePry MOBIIOMIICHD BIAMOBIIHO 10 i1
JOMEeHHUX O000B’s3KiB. Hampukian, cepBic KOMEHTapiB 1 CepBIC 3asBOK MarOTh
OKpEeMI Yepru JJisl TOCTABKU MOBIAOMIICHB ISl CTBOPEHHSI KOMEHTapiB a00 MO jaHHS
3assBKH. HaBiTh SKIIO MIKpPOCEpBIC BiAUyBa€ TUMYACOBHUU 301d, MOBIJOMIICHHS
3aJIMIIAIOTHCS B Yep3i Ta JOCTABIISIOTHCS, KOJIU CEPBiC 3HOBY CTa€ JOCTymHUM. Llei
MEXaHI3M TOKpallye€ CTIAKICTh CHCTEMH JI0 PO3JUICHHS, 3a0e3leuyroyu

IIPOJIOB)KEHHS pOOOTH HABITH ITi/T YaC TUMYACOBHUX 300iB a00 HeCTabIIBHOCTI MEPEXKI.
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Cucrema chokycoBaHa Ha JOCTYIMHOCTI Ta TOJEPAHTHOCTI IO PO3JIJICHHS,
HAaBMFHCHO >KEPTBYIOYH CTPOTMMH TapaHTISIMUA Y3TOJKEHOCTI, 00 TOTPUMYBATHUCS
koMripomiciB Teopemu CAP. Y mexax oJiH1€T TOCITYTH y3ro/I>KEHICTh 3a0€31eUy€eThCs
ONTUMICTUYHUMH MeXaHi3MaMH OyiokyBaHHs. Hampukmnan, mix 4Yac OHOBJICHHS
JYUILHAKA KOMEHTApPIB MPOEKTY MporpamMa MopiBHIOE HOMEPHU BepCiid, 1100 BUSIBUTU
KOH(IIKTHI OHOBJICHHsI. Takui miaxXig rapaHTye, 1o SKIIO BiAOYAYThCS OJTHOYACHI
3MiHH, JIUIIIE OJHE OHOBJICHHS OyJi€ YCIIIIHAM, TAKUM YUHOM YaCTKOBO YHUKAIOYU

HEY3TO)KEHOCT1 TaHUX.

3.6 MoHITOpMHT, 1iarHOCTHKA Ta JIOTYBAHHA

Koxxen cepgic, BKJIIOYalOud JOMOMIDKHI KOMIIOHEHTH, Takl K 0a3u JaHUX,
Redis i RabbitMQ, mae nepeBipky mparne3aarnocti Ha piBHi Docker. Lli nmepeBipku
CIPABHOCTI PETYJSAPHO TEPEBIPSAIOTh, YW KOHTEHHEpP MpAIIO€ HAIC)KHUM YHUHOM,
yacTo 3a gormomoror ping /health enamoinTtiB a0 3a JOMOMOro0 IiarHOCTHYHUX
koMaHj. CepBicH, SIKI HE MPOUIILIU II MEPEeBIPKH, MOXKYTh OyTH aBTOMAaTUYHO
nepesamymeHi Docker abo mo3HaueHi iHCTpyMEHTaMU OpKECTparlii sl MiATPUMKH
HAIHHOCTI CUCTEMHU.

Mopaynbe monitor.py — 1€ JiarHOCTUYHUM cepBic Ha ocHOBiI FastAPI s
MOHITOPHHTY TpaIe3IaTHOCTI Ta poOOYOTro CTaHy KIOUYOBUX KOMIIOHCHTIB
inppacTpykTypH, 30kpema PostgreSQL, Redis i RabbitMQ. Ilicns 3amycky Bix
iHimamizye nmoctirHi migkmodeHHas 10 Redis, PostgreSQL, RabbitMQ i nepesipsie ix
noctynHicTh. CepBic Hamae kiHmeBi Toukd REST, ski HamarTh 3BITH MO
npane3aaTHicTh y peanbHoMy 4yaci (/health), meranbHy cratucTuky 0a3u AaHUX
(/database/stats) 1 3Be1eHI CUCTEMHI MOKa3HUKHU (/metrics).

Jlorika MOHITOpPHMHTY omucaHa B kiaci DatabaseMonitor, skuit oTpumye Ta
MOBEpPTAE CTPYKTYPOBAH1 MOKA3HUKHU, TaK1 K KUIBKICTh MIIKIIOYEHB 10 0a3u JaHUX,
aKTHUBHI 3aITUTH, BUKOpUCTaHHs 11aM’siTi B Redis. EnanoiaT /metrics 06’ eaHye Kibka
MEPEBIPOK CIYX O B €IMHUI KOHCOJIJOBAHUN 3HIMOK CTaHy, IO JO3BOJISE JIETKO

1HTerpyBaTu Horo B iH(opmalliiiHi naHenai abo cucremu omnosimieHHd. Jloriky
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enarmoinTy /metrics onucano B Meroi get_system_metrics(), mporpaMHUi KOJT SIKOTO

300paxxeHO Ha PUCYHKY 3.8.

Pucynoxk 3.8 - [Iporpamuwuii kox meroay get_system metrics()

Kpim Toro, enanoint /database/stats (pucynok 3.9) Hamae indopmaiiiro mpo
po3mMipu Tabiauilb 1 cTaHu 3’enHaHb y PostgreSQL, momomararodum giarHOCTYBaTH
YIOBUIbHEHHS, CIPUYMHEHE BETUKUMH TaOMUIsAMH ab0 HAaIMIPHO BIIKPUTUMH
3’€JHaHHAMU. J[aH1 BUTATYIOThCA 3a JOMOMOroi0 ontumizoBaHux SQL-3amuTiB y
cucteMHuX TmpeactaBieHHsx — PostgreSQL  (pg stat activity, pg tables) 1
MOBEPTAIOTHCA B 3PYYHOMY Il YMTaHHS QopMmari. Y MO€AHAHHI 3 BHYTPIIIHIM
KYpHAJIOBaHHSIM 1 CTPYKTYpPOBaHMMH BIJNOBIASIMHU IUTICHOCTI LA CIy»0a
MOHITOPUHTY CIIPHUS€ TIOKPAIICHHIO CIIOCTEPEKYBAHOCTI Ta MIATPUMYE MPOAKTUBHE

00CITyrOBYBaHHS Ta YCYHCHHS HECIIPaBHOCTEH. [7]
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Pucynox 3.9 — [Iporpamuuii ko enamnoinTy /database/stats

Ennmointu mpane3gatHocti Ha piBHI nporpamu (/health) BimkpuBaroTbes
KOKHUM MikpocepBicoM yepe3 FastAPl. Bonu 3a0e3neuytoTb MUTTEBUN 3BOPOTHUM
3B’SI30K 11010 poOOYOro CTaHy Ta FOTOBHOCTI CEpBICY, a HE JuIle mpolecy. Bonu
BUKOPUCTOBYIOThcst Docker Swarm i 30BHIIIHIMH CHUCTEMaMU MOHITOPHHTY JIJIs
NepeBIPKUA TOTOBHOCTI TIPOTPAMH.

CTtpyKTypoBaHe JIOTYBaHHS € III€ OJTHAM KJIFOUOBUM eJieMeHTOM. KoxeH cepBic
BUKOPHUCTOBYE KOH(irypairiro BeaeHHs JioriB B ¢aiii log_config.yaml, BmicT sikoro
HaBe/eHn Ha pUCYHKY 3.10, /uisi CTBOpPEHHS Y3TOJKEHHMX 3aIlMCIB 13 YaCOBUMU
MITKaMH, PIBHSIMHU CEPHO3HOCTI, TEKCTOM TpeiicOeKky. Jlorn 3amucyroThecsi SIK 110
CTaHJIaPTHOTO BUBOJY, IO MHIAXOIUTH IJIsi KOHTEHHEPHUX CEPENOBHIL, TaK 1 JI0

noctiitHux ¢aitnis .10g, 3MoHTOBaHKMX Yepe3 Tomu Docker. [11]
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Pucynok 3.10 — Bmicr ¢aiiny log_config.yaml

[lepeBipku mpare3qaTHOCTI CEPBICY TAKOX MIATBEPIKYIOTH MiIKIIOUEHHS 10

30BHIIIHIX 3aJIGKHOCTEH, TaKuX K 0a3u naHux 1 RabbitMQ. fxmio cepsic He Moxke

OTpUMAaTH KPUTHUYHI PECYpCH, BOHA MO3HaYae cede sk HecnpaBHy. Lle komIiekcHe

HaJaIITyBaHHS 3a0e3Meuye MBUAKE BUSBICHHS Ta BUPIIICHHS MPOOJieM, MATPUMYE

CTaOUIbHICTh CHUCTEMHM Ta HaJa€e BaxJMBY I1H(OpMalilo [Js pearyBaHHS Ha

IHIAAECHTH.
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BUCHOBOK 10 PO3A1LJ1Y 3

VY 1poMy po3/iJii BUKOHAHO 1 JIETAJIbHO OMKUCAHO MPOEKTYBAHHS apXITEKTYpH
PO3po0IIeHOT CUCTeMH, BKITFOYAIOYH TTiIX1JT 0 MiKpOcepBiciB, opkectparmito Docker
Swarm, opranizamito posmomiieHoi 0a3m  JgaHWX, a TaKOX CTIMKICTh 1
MacimTaboBaHICTh  BeO-cepBicy. KokeH  MIKpOCEpBIC ~ BHUKOHYE  OKpeMY
GyHKIIOHATBHY POJIb, MA€ BIIACHY 0a3y MaHUX 1 3a0€31edye 4iTKO BU3HAYCHY JIOTIKY
013Hec-mipouecy. Lle crpusie BUCOKOMY CTYNEHIO MOIYJIBHOCTI Ta aBTOHOMHOCTI, a
TaKOX CIPOLLY€E TEXHIYHE 0OCITYyrOBYBaHHS Ta PO3LMIMPEHHS CUCTEMHU.

Bukopucranns Redis sk BucokomBujkicHoro kemry Ta RabbitMQ sx
ACUHXPOHHOTO KaHaly 3B’S3Ky TIOKpallly€ 3arajibHy NpPOJAYKTHUBHICTH 1
MaciTaboBaHICTh cucTeMu. Redis 3a0e3nedye MUTTEBHII JOCTyHn [0 YacTo
3aMTYBAaHWX JaHWX, TAKUM YMHOM 3MCHINYIOYM HABAaHTAXXCHHS Ha 0a3y JaHUX.
RabbitMQ no3Bossie MikpocepBicaM 0OMiHIOBATHCS MTOAISIMH O€3 TIPSAMO1 3aJI€KHOCTI
OJIMH BiJ OJTHOTO, 3a0€3MeUyI0Ur THYUYKICTh 1 CTIMKICTh /10 MIKOBHX HABAaHTa)XKCHb.
[e#t migxin copusie mMOOYyOBI OUIBII aNanTUBHOI apXITEKTYpH, ITOTPUMYIOUHCH
NPUHIUIIB KIHIEBOI Y3rO>KEHOCTI.

[Ipuitnsta cTpareris «0a3a 1aHUX Ha cepBic» 3a0e3neuye (pi3UUHy Ta JOTTYHY
130JISIII1I0  TAHUX, 3HIDKYE PHU3HK KOHQIIKTIB 1 JO3BOJIIE OKPEMHM KOMaHIaMm
CaMOCTIMHO PO3POOJSATU CBOi KOMIOHEHTH. Y TMO€JHAHHI 3 ILEHTPaII30BaHUM
nutto30M AP, sikuii 00poOmsie GyHKITIT MappyTH3allii, 4aCTKOBO aBTeHTU(IKAIlT Ta
oOMexeHHs Tpadiky, L apXiTeKTypa 3a0es3reuye YiTKUW po3noiin 000B’s3KIB 1
y3roXKeHY MOJITUKY Oe3neku. J{Jis miiBUIeHHS HaIMHOCTI Ta MacIITabOBaHOCTI, Y
CepBICl KOPHCTYBadiB peaji30BaHO peIUTKalio Oa3u JaHuX, IO J03BOJISE
PO3MOIIISATA HABAHTAXKEHHS MK YUTAHHSM 1 3aITUCOM.

3arajioM peajizoBaHa apxiTEKTypa JIEMOHCTpye 30alaHCOBaHUMW MiAX1T 0
pO3pPOOKHM  PO3MOAICHOI CHUCTEMH, SKa BIANOBIZAE BUMOTaM THYYKOCTI,

MacIITa00OBaHOCTI Ta BIAMOBOCTIHKOCTI.
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BUCHOBKH

Otxe, B pe3ysibTaTi BUKOHAHHS JAUIUIOMHOI poOOTH OYyJI0 peali3oBaHO BeO-
CepBiC ISl B3a€EMO/IIT 3 OCOOMCTUMHU MPOEKTAMU 3 BUKOPUCTAHHSIM MIKPOCEPBICHOI
apXITEKTYpH 1 pO3MOIJICHOT CUCTEMHU yTpaBiIiHH 0a3amu gaHuX. OCHOBHOIO METOIO
npoekTy Oyrna po3poOka macmTaboBaHOI Ta BIIMOBOCTINKOI IiatgopMu, ska
3a0e3neuye eheKTUBHY B3a€EMOJII0 MK YJaCHUKAMH EKOCHUCTEMH CTapTammiB —
PO3pOOHHKaMHU, MEHTOPAaMU, 1HBECTOPAMHU Ta IHIIMMU KOPUCTYyBaYaMHu.

VY mepiomy po3Aiii MPOAHANI30BAaHO ApXITEKTYPHI MIAXOAW 10 MOOYI0BU
IPOrpaMHUX CHUCTEM, MOPIBHSHO MOHOJITHY Ta MIKPOCEPBICHY apXITEKTYpH,
OIMKMCAHO OCHOBHI NMPUHIIMIIK CTBOPEHHS MIKPOCEPBICIB Ta IMIA0JIOHU B3a€MOII, SIK1
3a0€3Meuyl0Th THYYKICTh, HE3aJIEKHICTh Ta MAacCIITa0OBaHICTh KOMIIOHEHTIB.
Oco06nuBy yBary 0yJio NPUIIIICHO MOHATTIM 1 0cO0MMBOCTAM posnoaiieHux CYB/I,
iXx mepeBaram 1 HeJOJiKaM, MPUHIUIIAM OpraHizaiii J0CTymy 10 MJaHuX Y
JETICHTPATI30BAaHOMY CEpPEIOBHIII.

Y npyromy pozaim Oylno oOpaHO CTEK TEXHOJOTIM Ui BHPOBAKCHHS
cuctemMu. BubOpani 1HCTpymMeHTH BKIo4awoTh Python sk OCHOBHY MOBY
nporpamyBanHsi, FastAPI nns ctBopennss REST API, Docker Swarm s
opkecTpoBkH, RabbitMQ st acunxponHoi B3aemoii, PostgreSQL sik po3nosineHy
CYB/I Ta iHIII AOMOMIXkHI IHCTPYMEHTH JJIsi aBTOMAaTH3allli MOCIyT, TECTYBaHHS Ta
posropranHs. KoMIIekCcHO NMpoJIeMOHCTPOBAHO JOLLIBHICTh BUKOPUCTAHHS KOKHOI
TEXHOJIOT1i B KOHTEKCTI MIKPOCEPBICHOTO MIIXOTY.

TpeTiit po3nul peanizye MOBHY apXiTEKTYpy CHUCTEMH, IO CKIIAJAE€ThCS 3
HE3aJIKHUX MIKPOCEPBICIB: CEPBICY KOPUCTYBaUiB, CEPBICY MPOEKTY, KOMEHTAPIB,
3as1BOK, 1UTH03Y API Ta TOMOMIXKHHMX MOJyJIB. 3aCTOCOBYIOTHCS TPUHIIUIH 130JISLI11
0a3u JaHUX, ACMHXPOHHOI OOpPOOKM MOMIA 1 PO3ropTaHHS MacITabOBAHOTO
koHTeriHepa. OcobnuBa yBara npuaiutsierbest posnoaiieHin CYB/l: koxkeH cepsic
OpraHi3oBy€ He3aJe)KHE 30epiraHHs JaHUX 3 YpaxXyBaHHSM BUMOT JOCTYITHOCTI Ta

B1IMOBOCTIHKOCTI.
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Pe3ynbpTaTom mpo€eKTy cTaB THYUYKH, pO3IIKUPIOBAHUN 1 HA1IHUI BeO-cepBic,
KU JIEMOHCTPYE TEpeBaru apXiTeKTypH MIKPOCEPBICIB JUIsl MOOYAOBU CKJIAJIHUX
iHopMariitHux cucrteMm. Po3poOiieHuii cepBic Moke OYyTH JIETKO PO3IIMPEHHUI
KIIEHTCHKOI0 YAaCTUHOIO IIaTGopMu, ab0 HOBUMHU CEPBEPHUMU MOIYJISIMU
aIaITOBAaHUMH IO 3pOCTaHHSI KiJTbKOCTI KOPUCTYBaYiB.

Takum ynHOM, poOOTa MTPOJEMOHCTPYBaJa IIMOOKE PO3YMIHHS TCOPETHUHUX
OCHOB TMOOYJOBH CYYaCHHX PO3MOJUICHUX CHUCTEM, TMPAKTUYHY peani3aliio
MIKPOCEPBICHOTO TIJIXO0JYy Ta BMIHHS IPOCKTYBaTH, PO3POOJSATH Ta PO3ropTaTH

¢byHKIIOHaTBH] B€O-CEPBICH 3 BUKOPUCTAHHSAM TaJIy3€BUX CTaHIApTIB.
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api-gateway-service

app/main.py

from contextlib import asynccontextmanager

from fastapi import FastAPI

from fastapi.middleware.cors import CORSMiddleware

from app.core.config import settings

from app.gateway.proxy import proxy

from app.routers import gateway

from app.middleware.auth import AuthMiddleware

from app.middleware.ratelimit import RatelLimitMiddleware

@asynccontextmanager

async def lifespan(app: FastAPI):

Application lifespan events

print("Starting API Gateway Service...")
yield

print("Shutting down API Gateway Service...")
await proxy.close()

print("API Gateway Service shutdown complete")

app = FastAPI(
title=settings.PROJECT_NAME,
version="1.0.0",
description="API Gateway for Startup Project Management Platform",
docs_url="/docs",
redoc_url="/redoc",
openapi_url=f"{settings.API_V1_STR}/openapi.json",

lifespan=1lifespan,

)
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Po3pobus Kanpko H. 10. Cepgic aJis1 B3a€EMOJI1 3 0COOMCTUMU JliT. Apkym Apkyuis
TepeBipus Pycitos B. B. MPOEKTAaMH 3 BUKOPUCTAHHAM | | 1 106

MIKpPOCEPBiCHOI apXiTeKTypH Ta
— posnoginenoi CYBJ] HTVYYV KIII im. Irops
- KOHTp. IMonomapenko A.M. T
C€KCT IIPOrpaMHOIoO KO .

3atsep/uB porp y Cikopcbkoro, @IOT, 10-15




app.add_middleware(
CORSMiddleware,
allow_origins=settings.all cors_origins,

allow_credentials=True,

allow_methods=["GET", "POST", "PUT", "DELETE", "OPTIONS", "PATCH"],

allow_headers=["Authorization", "Content-Type", "Accept", "X-Requested-With"],

app.add_middleware(RateLimitMiddleware)

app.add_middleware(AuthMiddleware)

@app.get("/")

async def root():

nn "ROOt endpointn nu

return {
"message": "API Gateway Service",
"version": "1.0.0",

"status": "healthy",

"docs": "/docs"

@app.get("/health™)
async def health():

Health check endpoint
return {"status": "healthy"

app.include_router(gateway.router, tags=["gateway"])

app/core/security.py
from datetime import datetime, timedelta, timezone

from typing import Dict, Any, Optional

from fastapi import HTTPException, Request

from jose import jwt

from app.core.config import settings

3m.
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def create_jwt_token(
user_id: str,
expires_delta: timedelta,
token_type: str = "access"
) -> str:
now = datetime.now(timezone.utc)

expire = now + expires_delta

payload = {
"sub": str(user_id),

"iat": now,

exp": expire,

"token_type": token_type

return jwt.encode(payload, settings.SECRET_KEY, algorithm=settings.ALGORITHM)

def verify_jwt_token(token: str, expected_token_type: str = None) -> Dict[str, Any]:
try:
payload = jwt.decode(token, settings.SECRET_KEY,
algorithms=[settings.ALGORITHM])

exp = payload.get("exp")
if exp is None or datetime.utcnow() > datetime.fromtimestamp(exp):

raise HTTPException(status_code=401, detail="Token has expired")

if expected_token_type:
token_type = payload.get("token_type")
if token_type != expected_token_type:
raise HTTPException(
status_code=401,
detail=f"Invalid token type. Expected {expected_token_type}, got
{token_type}"

return payload

except jwt.ExpiredSignatureError:

raise HTTPException(status_code=401, detail="Token has expired")

except jwt.JWTError:

Apk.
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raise HTTPException(status_code=401, detail="Invalid token")

def extract_token_from_cookies_or_header(request: Request) -> Optional[str]:
access_token = request.cookies.get("access_token")
if access_token:

return access_token

authorization = request.headers.get("authorization™)
if authorization and authorization.startswith("Bearer "):

return authorization.split(" ")[1]

return None

def get_current_user_id(request: Request) -> str:

token = extract_token_from_cookies_or_header(request)

if not token:

raise HTTPException(status_code=401, detail="Authentication token missing")

payload = verify_jwt_token(token, "access")

user_id

payload.get("sub")
if not user_id:

raise HTTPException(status_code=401, detail="Invalid token payload")
return user_id
def get_refresh_token(request: Request) -> str:
refresh_token = request.cookies.get("refresh_token")
if not refresh_token:

raise HTTPException(status_code=401, detail="Refresh token missing")

payload

verify jwt_token(refresh_token, "refresh")

user_id

payload.get("sub")

if not user_id:

raise HTTPException(status_code=401, detail="Invalid refresh token payload")

return user_id

[AJILL.467100.007 114
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def create_tokens for_user(user_id: str) -> Dict[str, str]:
access_token = create_jwt_token(
user_id=user_id,
expires_delta=timedelta(minutes=settings.ACCESS_TOKEN_EXPIRE_MINUTES),

token_type="access"

refresh_token = create_jwt_token(
user_id=user_id,
expires_delta=timedelta(days=settings.REFRESH_TOKEN_EXPIRE_DAYS),

token_type="refresh"

)
return {
"access_token": access_token,
"refresh_token": refresh_token
}
app/gateway/proxy.py

from typing import Dict, Optional

from urllib.parse import urljoin

import httpx

from fastapi import HTTPException, Request, Response, status

from app.core.config import settings

class ServiceProxy:
def __init_ (self):

self.client = httpx.AsyncClient(timeout=30.90)

self.service_urls = {
"users": settings.USER_SERVICE_URL,
"projects": settings.PROJECT_SERVICE_URL,
"comments": settings.COMMENT_SERVICE_URL,
"applications": settings.APPLICATION_SERVICE_URL,

async def close(self):

await self.client.aclose()

[AJILL.467100.007 114
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def get_service url(self, service_name: str) -> str:
if service_name not in self.service_urls:
raise HTTPException(
status_code=status.HTTP_404_NOT_FOUND,
detail=f"Service '{service_name}' not found"

)

return self.service_urls[service_name]

def prepare_headers(self, request: Request) -> Dict[str, str]:
headers = {}
for name in [
"authorization", "content-type", "accept", "user-agent",

"x-forwarded-for", "x-real-ip"

value = request.headers.get(name)
if value:

headers[name] = value

headers["x-forwarded-by"] = "api-gateway"

headers["x-gateway-version"] = "1.0.0"

if hasattr(request.state, "user_id") and request.state.user_id:

headers["X-User-ID"] = str(request.state.user_id)

if request.client and request.client.host:

headers["x-forwarded-for"] = request.client.host

return headers

async def forward_request(
self,
request: Request,
service_name: str,
path: str,
method: str,
body: Optional[bytes] = None,
params: Optional[Dict] = None
) -> Response:
service_url = self.get_service_url(service_name)
target_url = urljoin(service_url.rstrip("/") + "/", path.lstrip("/"))

headers = self.prepare_headers(request)

Apk.
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query_params = dict(request.query_params) if not params else params
try:
response = await self.client.request(

method=method,

url=target_url,

headers=headers,

json=body,

params=query_params,

follow_redirects=True

response_headers = {
name: response.headers.get(name)
for name in [
"content-type", "content-length", "cache-control”,
"etag", "last-modified", "location"
]

if response.headers.get(name)

}

response_headers.update(self.get_cors_headers(request))

return Response(
content=response.content,
status_code=response.status_code,
headers=response_headers,

media_type=response.headers.get("content-type")

except httpx.RequestError as e:
raise HTTPException(
status_code=status.HTTP_503_SERVICE_UNAVAILABLE,
detail=f"Service '{service_name}' is unavailable: {str(e)}"
)
except httpx.TimeoutException:
raise HTTPException(
status_code=status.HTTP_504_GATEWAY_TIMEOUT,

detail=f"Service '{service_name}' request timeout"

def get_cors_headers(self, request: Request) -> Dict[str, str]:

[AJILL.467100.007 114
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origin = request.headers.get("origin")
headers = {
"Access-Control-Allow-Methods": "GET, POST, PUT, DELETE, OPTIONS,
PATCH",
"Access-Control-Allow-Headers": "Authorization, Content-Type, Accept, X-
Requested-With",
"Access-Control-Allow-Credentials": "true",
"Access-Control-Max-Age": "86400"
}
headers["Access-Control-Allow-Origin"] = (
origin if origin in settings.all_cors_origins else "*"
)

return headers

async def health_check(self, service_name: str) -> Dict[str, str]:
try:
health_url = urljoin(

self.get_service_url(service_name).rstrip("/") + "/", "health"

)
response = await self.client.get(health_url, timeout=5.0)
if response.status_code == 200:

return {"status": "healthy", "service": service_name}
return {

"status": "unhealthy",
"service": service_name,

"code": response.status_code

}
except Exception as e:
return {
"status": "unreachable",

"service": service_name,

"error": str(e)

proxy = ServiceProxy()

app/routers/gateway.py

from fastapi import APIRouter, Depends, Request, Body

from app.gateway.proxy import proxy

Apk.

[AJILL.467100.007 114 8

3m. | Apk. Ne nokym. Migmuc | dara




from app.middleware.auth import get_current_user, TokenData

router = APIRouter()

@router.get("/health™)
async def health_check():

return {"status": "healthy", "service": "api-gateway"}

@router.get("/health/services")
async def services_health_check():
services = ["users", "projects", "comments", "applications"]

health_status = {}

for service in services:

health_status[service] = await proxy.health_check(service)

overall_status = "healthy"

for service_health in health_status.values():

if service_health["status"] != "healthy":
overall status = "degraded"
break
return {

"status": overall_status,

"services": health_status

@router.api_route("/api/vl/users/me", methods=["GET", "PUT", "PATCH"])
async def user_profile_routes(

request: Request,

body: dict = Body(...),

current_user: TokenData = Depends(get_current_user)

return await proxy.forward_request(
request=request,
service_name="users",
path=request.url.path,

method=request.method,
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body=body

@router.api_route("/api/vl/projects/{path:path}", methods=["GET", "POST", "PUT",
"DELETE", "PATCH"])
async def project_routes(
request: Request,
path: str,
body: dict = Body(...),

current_user: TokenData = Depends(get_current_user)

full path = f"/api/vl/projects/{path}" if path else "/api/vl/projects"”
return await proxy.forward_request(

request=request,

service_name="projects",

path=full_path,

method=request.method,

body=body

@router.api_route("/api/vl/comments/{path:path}", methods=["GET", "POST", "PUT",
"DELETE", "PATCH"])
async def comment_routes(
request: Request,
path: str,
body: dict = Body(...),

current_user: TokenData = Depends(get_current_user)

full path = f"/api/vl/comments/{path}" if path else "/api/v1l/comments"
return await proxy.forward_request(

request=request,

service_name="comments",

path=full_path,

method=request.method,

body=body
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@router.api_route("/api/vl/applications/{path:path}", methods=["GET", "POST", "PUT",
"DELETE", "PATCH"])

async def application_routes(
request: Request,
path: str,
body: dict = Body(...),

current_user: TokenData = Depends(get_current_user)

full path = f"/api/vl/applications/{path}" if path else "/api/vl/applications™

return await proxy.forward_request(
request=request,
service_name="applications",
path=full_path,
method=request.method,

body=body

@router.api_route("/api/vl/auth/{path:path}", methods=["POST", "GET"])
async def auth_routes(

request: Request,

path: str,

body: dict = Body(...)

full path = f"/api/vl/users/{path}" if path else "/api/vl/users"
return await proxy.forward_request(

request=request,

service_name="users",

path=full_path,

method=request.method,

body=body

app/middleware/auth.py
from datetime import datetime, timedelta

from typing import Optional

from fastapi import HTTPException, Request, status
from fastapi.security import HTTPBearer, HTTPAuthorizationCredentials
from jose import IWTError, jwt

from pydantic import BaseModel
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from fastapi.responses import JSONResponse

from starlette.middleware.base import BaseHTTPMiddleware

from app.core.config import settings

from app.core.security import extract_token_from_cookies_or_header, verify_jwt_token

class TokenData(BaseModel):
user_id: Optional[str] = None
email: Optional[str] = None

token_type: Optional[str] = None

class JWTAuth:
def __init_ (self):
self.secret_key = settings.SECRET_KEY
self.algorithm = settings.ALGORITHM

def verify_token(self, token: str, expected_token_type: str = "access") ->
TokenData:
try:
payload = jwt.decode(token, self.secret_key,
algorithms=[self.algorithm])
user_id: str = payload.get("sub")
email: str = payload.get("email")

token_type: str = payload.get("token_type", "access"

if user_id is None:
raise HTTPException(
status_code=status.HTTP_401_ UNAUTHORIZED,
detail="Invalid authentication credentials"”,

headers={"WWW-Authenticate": "Bearer"},

if token_type != expected_token_type:
raise HTTPException(
status_code=status.HTTP_401_UNAUTHORIZED,
detail=f"Invalid token type. Expected {expected_token_type}",

headers={"WWW-Authenticate": "Bearer"},
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None) :

None) :

return TokenData(user_id=user_id, email=email, token_type=token_type)
except JWTError:
raise HTTPException(
status_code=status.HTTP_401_ UNAUTHORIZED,
detail="Invalid authentication credentials",

headers={"WWW-Authenticate": "Bearer"},

def create_access_token(self, data: dict, expires_delta: Optional[timedelta] =

to_encode = data.copy()
expire = datetime.utcnow() + (
expires_delta or timedelta(minutes=settings.ACCESS_TOKEN_EXPIRE_MINUTES)
)
to_encode.update({"exp”: expire, "token_type": "access"})

return jwt.encode(to_encode, self.secret_key, algorithm=self.algorithm)

def create_refresh_token(self, data: dict, expires_delta: Optional[timedelta] =

to_encode = data.copy()
expire = datetime.utcnow() + (
expires_delta or timedelta(days=7)
)
to_encode.update({"exp": expire, "token_type": "refresh"})

return jwt.encode(to_encode, self.secret_key, algorithm=self.algorithm)

jwt_auth = JWTAuth()

def get_current_user_from_cookie(request: Request) -> TokenData:

access_token = request.cookies.get("access_token")
if not access_token:
raise HTTPException(
status_code=status.HTTP_401_UNAUTHORIZED,
detail="Access token not found in cookies",
headers={"WWW-Authenticate": "Bearer"},
)

return jwt_auth.verify token(access_token, "access"
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def get_current_user_from_refresh_cookie(request: Request) -> TokenData:
refresh_token = request.cookies.get("refresh_token")
if not refresh_token:
raise HTTPException(
status_code=status.HTTP_401_ UNAUTHORIZED,
detail="Refresh token not found in cookies",
headers={"WWW-Authenticate": "Bearer"},
)

return jwt_auth.verify_ token(refresh_token, "refresh")

def get_optional_current_user_from_cookie(request: Request) -> Optional[TokenData]:
access_token = request.cookies.get("access_token")
if not access_token:
return None
try:
return jwt_auth.verify token(access_token, "access")
except HTTPException:

return None

class JWTBearer(HTTPBearer):
def __init_ (self, auto_error: bool = True):

super().__init__ (auto_error=auto_error)

async def __call__(self, request: Request) -> Optional[TokenData]:
credentials: HTTPAuthorizationCredentials = await super().__call (request)
if credentials:
if credentials.scheme != "Bearer":
raise HTTPException(
status_code=status.HTTP_401_UNAUTHORIZED,
detail="Invalid authentication scheme.",
headers={"WWW-Authenticate": "Bearer"},
)
return jwt_auth.verify token(credentials.credentials)

return None

def get_optional_current_user(request: Request) -> Optional[TokenData]:
user = get_optional_current_user_from_cookie(request)

if user:
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return user

auth_header = request.headers.get("Authorization")
if not auth_header:

return None

try:
scheme, token = auth_header.split()
if scheme.lower() != "bearer":
return None
return jwt_auth.verify_ token(token, "access"
except (ValueError, HTTPException):

return None

def get_current_user(request: Request) -> TokenData:
try:
return get_current_user_from_cookie(request)
except HTTPException:

pass

auth_header = request.headers.get("Authorization")
if not auth_header:
raise HTTPException(
status_code=status.HTTP_401_UNAUTHORIZED,
detail="Authentication required - no access token found in cookies or
Authorization header",

headers={"WWW-Authenticate": "Bearer"},

try:
scheme, token = auth_header.split()
if scheme.lower() != "bearer":
raise HTTPException(
status_code=status.HTTP_401_UNAUTHORIZED,
detail="Invalid authentication scheme",
headers={"WWW-Authenticate": "Bearer"},
)
return jwt_auth.verify_token(token, "access"
except (ValueError, HTTPException):

raise HTTPException(
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status_code=status.HTTP_401 UNAUTHORIZED,
detail="Invalid authentication credentials"”,

headers={"WWW-Authenticate": "Bearer"},

class AuthMiddleware(BaseHTTPMiddleware):
def __init__ (self, app):
super().__init__ (app)
self.exempt_paths = {
g
"/docs",
"/openapi.json”,
"/api/vl/openapi.json",
"/redoc",
"/health",
"/api/vl/auth/login",
"/api/vl/auth/register",
"/api/vl/auth/send-verification-code",

"/api/vl/auth/verify-email",

async def dispatch(self, request: Request, call next):
path = request.url.path
if path in self.exempt_paths:

return await call_next(request)

try:
token = extract_token_from_cookies_or_header(request)
if not token:
return JSONResponse(
status_code=401,

content={"detail": "Authentication token missing"}

payload = verify_jwt_token(token, "access"

user_id

payload.get("sub")
if not user_id:
return JSONResponse(
status_code=401,
content={"detail": "Invalid token payload"}
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request.state.user_id = user_id

except HTTPException as e:
return JSONResponse(
status_code=e.status_code,
content={"detail": e.detail}
)
except Exception:
return JSONResponse(
status_code=401,

content={"detail": "Authentication failed"}

return await call_next(request)

app/middleware/ratelimit.py

import time

from fastapi import Request
from starlette.middleware.base import BaseHTTPMiddleware
from starlette.responses import JSONResponse

import aioredis

from app.core.config import settings

class RateLimitMiddleware(BaseHTTPMiddleware):
def __init_ (self, app, max_requests: int = 60, window_seconds: int = 60):
super().__init__ (app)
self.max_requests = max_requests
self.window_seconds = window_seconds

self.redis = None

async def dispatch(self, request: Request, call next):
if self.redis is None:
self.redis = await aioredis.from_url(
settings.REDIS_URL,
encoding="utf-8",

decode_responses=True
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ip = request.client.host
now = int(time.time())
window = now // self.window_seconds

redis_key = f"ratelimit:{ip}:{window}"

count = await self.redis.incr(redis_key)
if count ==

await self.redis.expire(redis_key, self.window_seconds)

if count > self.max_requests:
return JSONResponse(
status_code=429,

content={"detail": "Too Many Requests. Rate limit exceeded."}

return await call_next(request)

tests/test_main.py

import os

import pytest

from unittest.mock import AsyncMock, Mock, patch
from fastapi.testclient import TestClient

from fastapi import Response

os.environ["TESTING"] = "1"

from app.main import app

from app.middleware.auth import JWTAuth

class TestMainApp:
def setup_method(self):
self.client = TestClient(app)

def test_root_endpoint(self):
response = self.client.get("/")
assert response.status_code == 200
data = response.json()

assert data["message"] == "API Gateway Service"
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assert data["version"] == "1.0.0"
assert data["status"] == "healthy"

assert data["docs"] == "/docs"

def test_info_endpoint(self):
response = self.client.get("/info")
assert response.status_code == 200
data = response.json()
assert data["service"] == "api-gateway"
assert data["version"] == "1.0.0"
assert "backend_services" in data
assert "users" in data["backend_services"]
assert "projects" in data["backend_services"]

assert "comments" in data["backend_services"]

def test_health_endpoint(self):
response = self.client.get("/health")
assert response.status_code == 200
data = response.json()
assert data["status"] == "healthy"

assert data["service"] == "api-gateway"

@patch("app.gateway.proxy.proxy.health_check")
def test_services_health_endpoint_all_healthy(self, mock_health_check):
mock_health_check.side_effect = [

{"status": "healthy", "service": "users"},
{"status": "healthy", "service": "projects"},
{"status": "healthy", "service": "comments"}

]

response = self.client.get("/health/services")
assert response.status_code == 200

data = response.json()

assert data["status"] == "healthy"

assert data["services"]["users"]["status"] == "healthy"
assert data["services"]["projects"]["status"] == "healthy"
assert data["services"]["comments"]["status"] == "healthy"

@patch("app.gateway.proxy.proxy.health_check")
def test_services_health_endpoint_degraded(self, mock_health_check):
mock_health_check.side_effect = [

{"status": "healthy", "service": "users"},
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def

def

def

def

{"status": "unhealthy", "service": "projects", "code": 500},
{"status": "healthy", "service": "comments"}

]

response = self.client.get("/health/services")

assert response.status_code == 200

data = response.json()

assert data["status"] == "degraded"

assert data["services"]["projects"]["status"] == "unhealthy"

test_cors_preflight_request(self):
response = self.client.options(
"/api/vl/users",
headers={
"Origin": "http://localhost:3000",
"Access-Control-Request-Method": "POST",

"Access-Control-Request-Headers": "Authorization"

)

assert response.status_code == 200

assert "Access-Control-Allow-Origin" in response.headers

test_unknown_endpoint_returns_404(self):
response = self.client.get("/unknown/endpoint")
assert response.status_code == 404

assert "Endpoint not found" in response.json()["detail"]

test_unknown_api_endpoint_returns_404(self):
response = self.client.get("/api/v1l/unknown-service/test")
assert response.status_code == 404

assert "Endpoint not found" in response.json()["detail"]

test_auth_route_forwarding(self, mock_proxy):

mock_response = Response(
content="{"token": "test-token"}',
status_code=200,
media_type="application/json"

)

mock_proxy.forward_request.return_value = mock_response

response = self.client.post("/api/v1l/auth/login", json={"email":

"test@example.com", "password": "password"})

assert response.status_code == 200
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mock_proxy.forward_request.assert_called_once()

args = mock_proxy.forward_request.call_args[1]

assert args["service_name"] == "users"
assert args["path"] == "/api/vl/auth/login"
assert args["method"] == "POST"

def test_user_registration_forwarding(self, mock_proxy):

mock_response = Response(

content="{"id": "user123"}',

status_code=201,

media_type="application/json"
)
mock_proxy.forward_request.return_value = mock_response
response = self.client.post("/api/vl/users/register"”, json={"email":

"test@example.com", "password": "password"})

assert response.status_code == 201
mock_proxy.forward_request.assert_called_once()

args = mock_proxy.forward_request.call_args[1]

assert args["service_name"] == "users"
assert args["path"] == "/api/vl/users/register"
assert args["method"] == "POST"

def test_protected_route_without_auth_returns_401(self):
response = self.client.get("/api/v1l/users/me")
assert response.status_code == 401

assert "Authentication required" in response.json()["detail"]

def test_protected_route_with_auth_forwards(self, mock_proxy):
token_data = {"sub": "user123", "email": "test@example.com"}

token = JWTAuth().create_access_token(token_data)

mock_response = Response(
content="{"id": "user123"}',
status_code=200,
media_type="application/json"
)
mock_proxy.forward_request.return_value = mock_response
response = self.client.get("/api/v1l/users/me", headers={"Authorization":
f"Bearer {token}"})
assert response.status_code == 200

mock_proxy.forward_request.assert_called_once()
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args = mock_proxy.forward_request.call_args[1]

assert args["service_name"] == "users"

user-service

app/main.py
import logging

from fastapi import FastAPI, Request
from fastapi.responses import JSONResponse
from fastapi.routing import APIRoute

from starlette.middleware.cors import CORSMiddleware

from app.api.main import api_router

from app.core.config import settings

logging.basicConfig(

level=1ogging.INFO,

format="%(asctime)s - %(name)s - %(levelname)s - %(message)s”,
)
logger = logging.getLogger(__name_ )

def custom_generate_unique_id(route: APIRoute) -> str:
tag = route.tags[@] if route.tags else "default"

return f"{tag}-{route.name}"

app = FastAPI(
title=settings.PROJECT_NAME,
openapi_url=f"{settings.API_V1_STR}/openapi.json",

generate_unique_id_function=custom_generate_unique_id,

@app.exception_handler(Exception)
async def global_exception_handler(request: Request, exc: Exception):
logger.exception(f"Unhandled error: {exc}")
return JSONResponse(
status_code=500,

content={"detail": "Internal server error"},
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if settings.all cors_origins:
app.add_middleware(
CORSMiddleware,

allow_origins=settings.all cors_origins,

allow_credentials=True,
allow_methods=["*"],

allow_headers=["*"],

app.include_router(api_router, prefix=settings.API_V1_STR)

@app.get("/")
async def root():

return {"message": "API is running"}

@app.get("/health™)
async def health_check():

return {"status": "healthy", "service":

app/core/config.py

import secrets
import warnings

from typing import Annotated, Any, Literal

from pydantic import (
AnyUrl,
BeforeValidator,
EmailStr,
PostgresDsn,
computed_field,
model_validator,
)
from pydantic_core import MultiHostUrl
from pydantic_settings import BaseSettings

from typing extensions import Self

"user-service"}
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=[]

def parse _cors(v: Any) -> list[str] | str:
if isinstance(v, str) and not v.startswith("["):
return [i.strip() for i in v.split(",")]
elif isinstance(v, list | str):
return v

raise ValueError(v)

class Settings(BaseSettings):
# API & Auth
API_V1_STR: str = "/api/vl"
SECRET_KEY: str = secrets.token_urlsafe(32)
ACCESS_TOKEN_EXPIRE_MINUTES: int = 15
REFRESH_TOKEN_EXPIRE_DAYS: int = 30
AUTH_CODE_EXPIRE_MINUTES: int = 10

# Environment & CORS

ENVIRONMENT: Literal["local", "staging", "production"] = "local"

FRONTEND_HOST: str = "http://localhost:5173"

BACKEND CORS_ORIGINS: Annotated[list[AnyUrl] | str, BeforeValidator(parse_cors)]

@computed_field
@property
def all _cors_origins(self) -> list[str]:
return [
str(origin).rstrip("/") for origin in self.BACKEND_CORS_ORIGINS
] + [self.FRONTEND_HOST]

# Email / SendGrid

SENDGRID_API_KEY: str = ""

SENDGRID_FROM_EMAIL: EmailStr = "noreply@example.com"
SENDGRID_FROM_NAME: str = "YeIdea"

# Redis
REDIS_URL: str = "redis://redis:6379/0"

# Project metadata
PROJECT_NAME: str

Apk.
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# PostgreSQL (main)
POSTGRES_SERVER: str
POSTGRES_PORT: int = 5432
POSTGRES_USER: str
POSTGRES_PASSWORD: str = ""
POSTGRES_DB: str = ""

# PostgreSQL (replica)
POSTGRES_REPLICA_SERVER: str = ""
POSTGRES_REPLICA_PORT: int = 5432

@computed_field

@property

def SQLALCHEMY_DATABASE_URI_ASYNC(self) -> PostgresDsn:

return MultiHostUrl.build(

scheme="postgresql+asyncpg"”,
username=self.POSTGRES_USER,
password=self.POSTGRES_PASSWORD,
host=self.POSTGRES_SERVER,
port=self.POSTGRES_PORT,
path=self.POSTGRES_DB,

@computed_field
@property
def SQLALCHEMY_DATABASE_URI_ASYNC_REPLICA(self) -> PostgresDsn:
replica_server = self.POSTGRES_REPLICA_ SERVER or self.POSTGRES_SERVER
return MultiHostUrl.build(
scheme="postgresql+asyncpg"”,
username=self.POSTGRES_USER,
password=self.POSTGRES_PASSWORD,
host=replica_server,
port=self.POSTGRES_REPLICA_PORT,
path=self.POSTGRES_DB,

@computed_field

@property

def SQLALCHEMY_DATABASE_URI_SYNC(self) -> PostgresDsn:
return MultiHostUrl.build(

scheme="postgresql+psycopg",
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username=self.POSTGRES_USER,
password=self.POSTGRES_PASSWORD,
host=self.POSTGRES_SERVER,
port=self.POSTGRES_PORT,
path=self.POSTGRES_DB,

def check_default_secret(self, var_name: str, value: str | None) -> None:
if value == "changethis":
message = (

f'The value of {var_name} is "changethis",

"for security, please change it, at least for deployments."

)

if self.ENVIRONMENT == "local":
warnings.warn(message, stacklevel=1)

else:

raise ValueError(message)

@model_validator(mode="after")

def _enforce_non_default_secrets(self) -> Self:
self. check_default_secret("SECRET_KEY", self.SECRET_KEY)
self._check_default_secret("POSTGRES_PASSWORD", self.POSTGRES_PASSWORD)

return self

settings = Settings()

app/api/deps.py
from collections.abc import AsyncGenerator

from typing import Annotated, Optional

from fastapi import Depends, HTTPException, Header
from sqlmodel.ext.asyncio.session import AsyncSession

from sqlmodel import select

from app.core.db import get_read_session, get_write_session

from app.users.models import User

async def get_read_db() -> AsyncGenerator[AsyncSession, None]:

Get read-only database session (replica)
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async for session in get_read_session():

yield session

async def get_write_db() -> AsyncGenerator[AsyncSession, None]:
"""Get write database session (master)"""
async for session in get_write_session():

yield session

async def get_db() -> AsyncGenerator[AsyncSession, None]:

"""Default database session - uses read session for backward compatibility

async for session in get_read_session():

yield session

ReadSessionDep = Annotated[AsyncSession, Depends(get_read_db)]
WriteSessionDep = Annotated[AsyncSession, Depends(get_write_db)]

SessionDep = Annotated[AsyncSession, Depends(get_db)]

def get_user_id_from_header(
x_user_id: Annotated[Optional[str], Header()] = None
) -> str:
"""Extract user ID from X-User-ID header sent by API Gateway"""
if not x_user_id:
raise HTTPException(
status_code=401,
detail="Authentication required - missing user ID header"

)

return x_user_id

UserIDDep = Annotated[str, Depends(get_user_id_from_header)]

async def get_current_user_from_gateway(
user_id: UserIDDep,
session: ReadSessionDep

) -> User:

"""Get current user using user_id from API Gateway header
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try:
statement = select(User).where(User.id == user_id)
result = await session.exec(statement)

user = result.first()

if not user:

raise HTTPException(status_code=404, detail="User not found")

if not user.is_active:

raise HTTPException(status_code=403, detail="User account is inactive")

return user

except Exception as e:

raise HTTPException(status_code=500, detail="Failed to fetch user data")

CurrentUserDep = Annotated[User, Depends(get_current_user_from_gateway) ]

async def get_current_user_for_write(
user_id: UserIDDep,
session: ReadSessionDep

) -> User:

Get current user for write operations - validates user before allowing

won

writes

return await get_current_user_from_gateway(user_id, session)

CurrentUserWriteDep = Annotated[User, Depends(get_current_user_for_write)]

app/core/email_service.py

import logging

from sendgrid import SendGridAPIClient

from sendgrid.helpers.mail import Mail

from app.core.config import settings

logger = logging.getLogger(__name_ )
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class EmailService:
def __init_ (self):

self.sendgrid_client = None

if settings.SENDGRID_API_KEY:
try:

self.sendgrid_client =
SendGridAPIClient(api_key=settings.SENDGRID_API_KEY)

except Exception as e:

logger.error(f"Failed to initialize SendGrid client: {e}")

async def send_verification_code(self, email: str, code: str, user_name: str) ->
bool:
if not self.sendgrid_client:
logger.error("SendGrid client not initialized - missing API key")

return False

try:
subject = f"Your verification code - {settings.SENDGRID_FROM_NAME}"

html_content = """
<!DOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<meta name="viewport" content="width=device-width, initial-scale=1">
<title>Email Verification</title>
</head>
<body style="font-family: Arial, sans-serif; line-height: 1.6; color:
#333; max-width: 600px; margin: @ auto; padding: 20px;">
<div style="background-color: #f8f9fa; padding: 30px; border-radius:
10px; text-align: center;">
<h2 style="color: #2c3e50; margin-bottom: 30px;">Email
Verification</h2>
<p style="font-size: 16px; margin-bottom: 20px;">Hello
{user_name},</p>
<p style="font-size: 16px; margin-bottom: 30px;">Your
verification code is:</p>
<div style="background-color: #007bff; color: white; font-size:
32px; font-weight: bold; padding: 20px; border-radius: 8px; letter-spacing: 8px; margin:
30px 0;">

Apk.

[AJILL.467100.007 114 29

3m. | Apk. Ne nokym. Migmuc | dara




minutes.

this email.

30px 0;">

minutes.

\n\n"

email.\n\n"

{code}

</div>

<p style="font-size: 14px; color: #666; margin-bottom: 20px;">
This code will expire in {settings.AUTH_CODE_EXPIRE_MINUTES}

</p>
<p style="font-size: 14px; color: #666;">

If you didn't request this verification code, please ignore

</p>

<hr style="border: none; border-top: 1lpx solid #eee; margin:

<p style="font-size: 12px; color: #999;">
© 2024 {settings.SENDGRID_FROM_NAME}. All rights reserved.
</p>
</div>
</body>
</html>

text_content = (
f"Email Verification\n\nHello {user_name},\n\n"
f"Your verification code is: {code}\n\n"

f"This code will expire in {settings.AUTH_CODE_EXPIRE_MINUTES}

f"If you didn't request this verification code, please ignore this

f"© 2024 {settings.SENDGRID_FROM_NAME}. All rights reserved."

message = Mail(

from_email=(settings.SENDGRID_FROM_EMAIL,

settings.SENDGRID_FROM_NAME),

to_emails=email,
subject=subject,
html_content=html_content,

plain_text_content=text_content,

response = self.sendgrid_client.send(message)
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if response.status_code in [200, 201, 202]:
logger.info(f"Verification code sent successfully to {email}")

return True

logger.error(f"Failed to send email: {response.status_code} -

{response.body}")

return False

except Exception as e:
logger.error(f"Error sending verification email to {email}: {e}")

return False

email_service = EmailService()

app/users/models.py
import uuid
from datetime import datetime

from typing import Optional

from sqlmodel import Field, SQLModel

class User(SQLModel, table=True):

__tablename__ = "users"

id: uuid.UUID = Field(default_factory=uuid.uuid4, primary_key=True)
email: str = Field(index=True, unique=True, max_length=255)

full name: str = Field(max_length=255)

is_active: bool = False

is_superuser: bool = False

hashed_password: str

email _verified: bool = False

verification_code: Optional[str] = Field(default=None, max_length=6)

verification_code_expires: Optional[datetime] = Field(default=None)

app/users/router.py

from datetime import timedelta

from fastapi import APIRouter, Depends, HTTPException

from fastapi.responses import JSONResponse
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from sqlmodel import select

from app.api.deps import SessionDep, CurrentUserDep
from app.core.security import verify_password
from app.users.models import User
from app.users.schemas import (
UserCreate,
UserRead,
UserLogin,
EmailVerificationRequest,
EmailVerificationCode,
AuthResponse,
)
from app.users.service import (
create_user,
get_user_by email,
send_verification_code,

verify_email_code,

router = APIRouter(prefix="/users", tags=["users"])

@router.post("/register"”, response_model=AuthResponse)
async def register(session: SessionDep, user_create: UserCreate):

existing_user = await get_user_by_email(session=session,

email=user_create.email)

if existing_user:

raise HTTPException(status_code=400, detail="Email already registered")

user = await create_user(session=session, user_create=user_create)

await send_verification_code(session=session, email=user.email)
return AuthResponse(

message="User created. Please check your email for the verification code.",

requires_verification=True,

@router.post("/send-verification-code", response_model=AuthResponse)
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async def request_verification_code(session: SessionDep, request:
EmailVerificationRequest):

await send_verification_code(session=session, email=request.email)

return AuthResponse(
message="Verification code sent to your email”,

requires_verification=True,

@router.post("/verify-email")
async def verify_email(session: SessionDep, verification: EmailVerificationCode):
user = await verify_email _code(session=session, email=verification.email,

code=verification.code)

return {
"message": "Email verified successfully"”,
"requires_verification": False,
"user": {
"id": str(user.id),
"email": user.email,
"full name": user.full name,
"is_active": user.is_active,

}s

@router.post("/login")
async def login(session: SessionDep, user_login: UserlLogin):
user = await get_user_by email(session=session, email=user_login.email)
if not user or not verify_password(user_login.password, user.hashed_password):

raise HTTPException(status_code=401, detail="Invalid credentials")

if not user.email verified:
return {
"message": "Email not verified. Please verify your email first.",

"requires_verification": True,

if not user.is_active:

raise HTTPException(status_code=403, detail="Account is inactive")
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return {
"message": "Credentials validated successfully",
"requires_verification": False,
"user": {
"id": str(user.id),
"email": user.email,
"full _name": user.full_name,
"is_active": user.is_active,

}s

@router.post("/logout")
def logout(user: CurrentUserDep):

return {"message": "Logged out successfully"}

@router.get("/me", response_model=UserRead)
async def read_me(user: CurrentUserDep):

return user

@router.post("/refresh")
async def refresh(user: CurrentUserDep, session: SessionDep):
return {
"message": "User validated for token refresh",
"user": {
"id": str(user.id),
"email": user.email,
"full _name": user.full _name,
"is_active": user.is_active,

}s

app/users/service.py

import secrets

from datetime import datetime, timedelta

from fastapi import HTTPException

from sqlmodel import select
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from app.api.deps import ReadSessionDep, WriteSessionDep

from app.core.config import settings

from app.core.security import get_password_hash, verify_password
from app.core.email_service import email_service

from app.users.models import User

from app.users.schemas import UserCreate

ALGORITHM = "HS256"

def generate_verification_code() -> str:

Generate a secure 6-digit verification code.

return str(secrets.randbelow(900000) + 100000)

async def create_user(*, session: WriteSessionDep, user_create: UserCreate) -> User:

Create a new user - uses write session for database insert.
result = await session.exec(
select(User).where(User.email == user_create.email)

)

existing_user = result.first()

if existing_user:
raise HTTPException(
status_code=400,

detail=f"User with email {user_create.email} already exists",

db_obj = User.model validate(
user_create,
update={"hashed_password": get_password_hash(user_create.password)},
)
session.add(db_obj)
await session.commit()
await session.refresh(db_obj)

return db_obj

async def send_verification_code(*, session: WriteSessionDep, email: str) -> bool:

Generate and send verification code to user's email - uses write session for

nun

updates.
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user = await get_user_by email for_write(session=session, email=email)
if not user:

raise HTTPException(status_code=404, detail="User not found")

if user.email_verified:

raise HTTPException(status_code=400, detail="Email already verified")

verification_code = generate_verification_code()
expiry_time = datetime.now(datetime.UTC) + timedelta(

minutes=settings.AUTH_CODE_EXPIRE_MINUTES

user.verification_code = verification_code

user.verification_code_expires = expiry_time

session.add(user)

await session.commit()

email_sent = await email_service.send_verification_code(
email=user.email,
code=verification_code,

user_name=user.full_name,

if not email_sent:
raise HTTPException(status_code=500, detail="Failed to send verification

email")

return user

async def verify_email code(*, session: WriteSessionDep, email: str, code: str) ->
User:

Verify the email verification code and activate user - uses write session for
updates."""
user = await get_user_by email for_write(session=session, email=email)
if not user:

raise HTTPException(status_code=404, detail="User not found")

if user.email verified:

raise HTTPException(status_code=400, detail="Email already verified")
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if not user.verification_code or not user.verification_code_expires:
raise HTTPException(
status_code=400,

detail="No verification code found. Please request a new one.",

if datetime.now(datetime.UTC) > user.verification_code_expires:
raise HTTPException(
status_code=400,

detail="Verification code has expired. Please request a new one.",

if user.verification_code != code:

raise HTTPException(status_code=400, detail="Invalid verification code")

user.email_verified = True
user.is_active = True
user.verification_code = None

user.verification_code_expires = None

session.add(user)
await session.commit()

await session.refresh(user)

return user

async def get user_by email(*, session: ReadSessionDep, email: str) -> User | None:
"""Get user by email - uses read session for query optimization."""
result = await session.exec(select(User).where(User.email == email))

return result.first()

async def get_user_by email for_write(*, session: WriteSessionDep, email: str) ->
User | None:
"""Get user by email for write operations - uses write session for
consistency."""
result = await session.exec(select(User).where(User.email == email))

return result.first()
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async def authenticate(*, session: ReadSessionDep, email: str, password: str) ->
User:
"""Authenticate user - uses read session for login queries."""
user = await get_user_by email(session=session, email=email)
if not user or not verify_ password(password, user.hashed_password):

raise HTTPException(status_code=401, detail="Invalid credentials")

if not user.email verified:
raise HTTPException(
status_code=403,

detail="Email not verified. Please verify your email first.",

if not user.is_active:

raise HTTPException(status_code=403, detail="Inactive user")

return user

app/teams/models.py
import uuid

from sqlmodel import Field, SQLModel

class Team(SQLModel, table=True):
id: uuid.UUID = Field(default_factory=uuid.uuid4, primary_key=True)
name: str

creator_id: uuid.UUID

class TeamMembership(SQLModel, table=True):
id: uuid.UUID = Field(default_factory=uuid.uuid4, primary_key=True)

team_id: uuid.UUID = Field(foreign_key="team.id")

user_id: uuid.UUID = Field(foreign_key="user.id")

role: str = Field(default="member")

app/teams/router.py

from uuid import UUID
from typing import List

from fastapi import APIRouter, Depends, HTTPException, status
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from . import service, schemas

from app.api.deps import SessionDep

router = APIRouter(prefix="/teams", tags=["Teams"])

@router.post("/", response_model=schemas.TeamRead)
async def create_team(data: schemas.TeamCreate, session: SessionDep):

return await service.create_team(session, data)

@router.get("/", response_model=List[schemas.TeamRead])
async def list teams(session: SessionDep):

return await service.list_teams(session)

@router.get("/{team_id}", response_model=schemas.TeamRead)
async def get_team(team_id: UUID, session: SessionDep):
team = await service.get_team(session, team_id)
if not team:
raise HTTPException(status_code=404, detail="Team not found")

return team

@router.patch("/{team_id}", response_model=schemas.TeamRead)
async def update_team(team_id: UUID, data: schemas.TeamUpdate, session: SessionDep):
team = await service.update_team(session, team_id, data)
if not team:
raise HTTPException(status_code=404, detail="Team not found")

return team

@router.delete("/{team_id}", status_code=status.HTTP_204_ NO_CONTENT)
async def delete_team(team_id: UUID, session: SessionDep):

success = await service.delete_team(session, team_id)

if not success:

raise HTTPException(status_code=404, detail="Team not found")

@router.post("/members/", response_model=schemas.TeamMembershipRead)
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async def add_member(data: schemas.TeamMembershipCreate, session: SessionDep):

return await service.add_member(session, data)

@router.get("/{team_id}/members", response_model=List[schemas.TeamMembershipRead])
async def list_members(team_id: UUID, session: SessionDep):

return await service.list_members(session, team_id)

app/teams/service.py
from uuid import UUID
from sqlmodel import select

from sqlmodel.ext.asyncio.session import AsyncSession

from app.teams.schemas import TeamCreate, TeamUpdate, TeamMembershipCreate

from app.teams.models import Team, TeamMembership

async def create_team(session: AsyncSession, data: TeamCreate) -> Team:
team = Team(**data.model_dump())
session.add(team)
await session.commit()
await session.refresh(team)

return team

async def get team(session: AsyncSession, team_id: UUID) -> Team | None:

return await session.get(Team, team_id)

async def list_teams(session: AsyncSession) -> list[Team]:
result = await session.exec(select(Team))

return result.all()

async def update_team(session: AsyncSession, team_id: UUID, data: TeamUpdate) ->

Team | None:

team = await session.get(Team, team_id)
if not team:

return None

for key, value in data.model_dump(exclude unset=True).items():
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setattr(team, key, value)

session.add(team)
await session.commit()
await session.refresh(team)

return team

async def delete_team(session: AsyncSession, team_id: UUID) -> bool:
team = await session.get(Team, team_id)
if not team:

return False

await session.delete(team)
await session.commit()

return True

async def add_member(session: AsyncSession, data: TeamMembershipCreate) ->
TeamMembership:
membership = TeamMembership(**data.model_dump())
session.add(membership)
await session.commit()
await session.refresh(membership)

return membership

async def list members(session: AsyncSession, team_id: UUID) ->
list[TeamMembership]:
result = await session.exec(
select(TeamMembership).where(TeamMembership.team_id == team_id)

)

return result.all()

tests/users/test_service.py

import uuid

from unittest.mock import AsyncMock, MagicMock, patch
import pytest

from fastapi import HTTPException

from app.users.service import (
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create_user, get_user_by email, authenticate
)
from app.users.models import User

from app.users.schemas import UserCreate

class TestCreateUser:

Test cases for the create_user function

@pytest.mark.asyncio

async def test_create_user_expected_use(self):

Test creating a user with valid data

mock_session = AsyncMock()

mock_result = AsyncMock()
mock_result.first = MagicMock(return_value=None)

mock_session.exec = AsyncMock(return_value=mock_result)

user_create = UserCreate(
full name="3John Doe",
email="john@example.com",

password="passwordl123"

mock_user = User(
id=uuid.uuid4(),
full_name="3John Doe",
email="john@example.com",
hashed_password="hashed_password123",
is_active=False,
is_superuser=False,
email_verified=False,
verification_code=None,

verification_code_expires=None

with patch('app.users.service.get_password_hash') as mock_hash:

mock_hash.return_value = "hashed_password123"
mock_session.add = MagicMock()
mock_session.commit = AsyncMock()

mock_session.refresh = AsyncMock()
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with patch.object(User, 'model_validate', return_value=mock_user):
result = await create_user(session=mock_session,

user_create=user_create)

mock_hash.assert_called_once_with("password123")
mock_session.add.assert_called_once_with(mock_user)
mock_session.commit.assert_called_once()

mock_session.refresh.assert_called_once_with(mock_user)

assert result == mock_user

@pytest.mark.asyncio

async def test_create_user_edge_case_max_length_fields(self):

Test creating a user with maximum length fields

mock_session = AsyncMock()

mock_result = AsyncMock()
mock_result.first = MagicMock(return_value=None)

mock_session.exec = AsyncMock(return_value=mock_result)

user_create = UserCreate(
full_name="x" * 255,
email="test@example.com",

password="x" * 40

mock_user = User(
id=uuid.uuid4(),
full name="x" * 255,
email="test@example.com",
hashed_password="hashed_password",
is_active=False,
is_superuser=False,
email _verified=False,
verification_code=None,

verification_code_expires=None

with patch('app.users.service.get_password_hash') as mock_hash:

mock_hash.return_value = "hashed_password"
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mock_session.add = MagicMock()
mock_session.commit = AsyncMock()

mock_session.refresh = AsyncMock()

with patch.object(User, 'model_validate', return_value=mock_user):
result = await create_user(session=mock_session,

user_create=user_create)

assert result is not None

@pytest.mark.asyncio
async def test_create_user_failure_case_existing_email(self):
"""Test creating a user with existing email"""
mock_session = AsyncMock()
existing_user = User(
id=uuid.uuid4(),
email="john@example.com",
full name="Existing User",
hashed_password="hash",
is_active=True,
is_superuser=False,
email _verified=True,
verification_code=None,

verification_code_expires=None

mock_result = AsyncMock()
mock_result.first = MagicMock(return_value=existing_user)

mock_session.exec = AsyncMock(return_value=mock_result)

user_create = UserCreate(
full_name="3John Doe",
email="john@example.com",

password="password123"

with pytest.raises(HTTPException) as exc_info:

await create_user(session=mock_session, user_create=user_create)

assert exc_info.value.status_code == 400

assert "already exists" in exc_info.value.detail
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class TestGetUserByEmail:

Test cases for the get_user_by email function

@pytest.mark.asyncio

async def test_get_user_ by email_expected_use(self):

Test getting user by email when user exists
mock_session = AsyncMock()
mock_user = User(
id=uuid.uuid4(),
email="john@example.com",
full_name="John Doe",
hashed_password="hash",
is_active=True,
is_superuser=False,
email_verified=True,
verification_code=None,

verification_code_expires=None

mock_result = AsyncMock()
mock_result.first = MagicMock(return_value=mock_user)

mock_session.exec = AsyncMock(return_value=mock_result)

result = await get_user_by email(session=mock_session,

email="john@example.com")

assert result == mock_user

@pytest.mark.asyncio
async def test_get user_by email_edge case_nonexistent_email(self):

Test getting user by email when user doesn't exist"""

mock_session = AsyncMock()

mock_result = AsyncMock()
mock_result.first = MagicMock(return_value=None)

mock_session.exec = AsyncMock(return_value=mock_result)

result = await get_user_by email(session=mock_session,

email="nonexistent@example.com")
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assert result is None

@pytest.mark.asyncio

async def test_get _user_by email failure_case_database_error(self):

Test getting user by email when database query fails
mock_session = AsyncMock()

mock_session.exec.side_effect = Exception("Database connection error")

with pytest.raises(Exception, match="Database connection error"):

await get_user_by_email(session=mock_session, email="test@example.com")

class TestAuthenticate:

Test cases for the authenticate function

@pytest.mark.asyncio
async def test_authenticate_expected_use(self):
"""Test authentication with valid credentials and verified email"""
mock_session = AsyncMock()
mock_user = User(
id=uuid.uuid4(),
email="john@example.com",
full name="3John Doe",
hashed_password="hashed_password",
is_active=True,
is_superuser=False,
email _verified=True,
verification_code=None,

verification_code_expires=None

with patch('app.users.service.get_user_by email') as mock_get_user:
with patch('app.users.service.verify_password') as mock_verify:
mock_get_user.return_value = mock_user

mock_verify.return_value = True

result = await authenticate(
session=mock_session,
email="john@example.com",

password="password123"
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mock_get_user.assert_called_once_with(session=mock_session,
email="john@example.com")

mock_verify.assert_called_once_with("password123",
"hashed_password")

assert result == mock_user

@pytest.mark.asyncio
async def test_authenticate_edge_case_unverified_email(self):
"""Test authentication with unverified email"""
mock_session = AsyncMock()
mock_user = User(
id=uuid.uuid4(),
email="john@example.com",
full name="3John Doe",
hashed_password="hashed_password",
is_active=True,
is_superuser=False,
email _verified=False,
verification_code=None,

verification_code_expires=None

with patch('app.users.service.get user_by email') as mock_get user:
with patch('app.users.service.verify_password') as mock_verify:
mock_get_user.return_value = mock_user

mock_verify.return_value = True

with pytest.raises(HTTPException) as exc_info:
await authenticate(
session=mock_session,
email="john@example.com",

password="password123"

assert exc_info.value.status_code == 403

assert "Email not verified" in exc_info.value.detail

@pytest.mark.asyncio

async def test_authenticate_edge_case_inactive_user(self):
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Test authentication with inactive user
mock_session = AsyncMock()

mock_user = User(

id=uuid.uuid4(),
email="john@example.com",
full_name="John Doe",
hashed_password="hashed_password",
is_active=False,
is_superuser=False,

email _verified=True,
verification_code=None,

verification_code_expires=None

with patch('app.users.service.get user_by email') as mock_get user:
with patch('app.users.service.verify password') as mock_verify:
mock_get_user.return_value = mock_user

mock_verify.return_value = True

with pytest.raises(HTTPException) as exc_info:
await authenticate(
session=mock_session,
email="john@example.com",

password="password123"

assert exc_info.value.status_code == 403

assert "Inactive user" in exc_info.value.detail

@pytest.mark.asyncio

async def test_authenticate_failure_case_nonexistent_user(self):

Test authentication with non-existent user

mock_session = AsyncMock()

with patch('app.users.service.get_user_by email') as mock_get_user:

mock_get_user.return_value = None

with pytest.raises(HTTPException) as exc_info:
await authenticate(
session=mock_session,

email="nonexistent@example.com",
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password="password123"

assert exc_info.value.status_code == 401

assert "Invalid credentials" in exc_info.value.detail

@pytest.mark.asyncio

async def test_authenticate_failure_case_wrong_password(self):
"""Test authentication with wrong password"""

mock_session = AsyncMock()

mock_user = User(
id=uuid.uuid4(),
email="john@example.com",
full name="3John Doe",
hashed_password="hashed_password",
is_active=True,
is_superuser=False,
email _verified=True,
verification_code=None,

verification_code_expires=None

with patch('app.users.service.get user_by email') as mock_get user:
with patch('app.users.service.verify password') as mock_verify:
mock_get_user.return_value = mock_user

mock_verify.return_value = False

with pytest.raises(HTTPException) as exc_info:
await authenticate(
session=mock_session,
email="john@example.com",

password="wrongpassword"

assert exc_info.value.status_code == 401

assert "Invalid credentials" in exc_info.value.detail

project-service

app/main.py

import asyncio
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import logging

from contextlib import asynccontextmanager

from fastapi import FastAPI, Request
from fastapi.responses import JSONResponse
from fastapi.routing import APIRoute

from starlette.middleware.cors import CORSMiddleware

from app.api.main import api_router

from app.core.config import settings

from app.messaging.comment_consumer import start_comment_consumer
from app.projects.search_service import search_service

from app.core.elasticsearch import es_client

logger = logging.getLogger(__name_ )
logging.basicConfig(
level=1logging.INFO,

format="%(asctime)s - %(name)s - %(levelname)s - %(message)s",

consumer_task = None

def custom_generate_unique_id(route: APIRoute) -> str:
tag = route.tags[@] if route.tags else "default"

return f"{tag}-{route.name}"

@asynccontextmanager
async def lifespan(app: FastAPI):

global consumer_task

logger.info("Initializing Elasticsearch connection...")
search_initialized = await search_service.initialize()
if search_initialized:
logger.info("</ Elasticsearch search service initialized successfully")
else:

logger.warning("A Elasticsearch search service initialization failed -

search features may not work")

consumer_task = asyncio.create_task(start_comment_consumer())
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yiel

if ¢

d

onsumer_task:
consumer_task.cancel()
try:

await consumer_task

except asyncio.CancelledError:

print("® Comment consumer cancelled gracefully")

logger.info("Closing Elasticsearch connection...")

await es_client.disconnect()

app = Fa
titl

StAPI(
e=settings.PROJECT_NAME,

openapi_url=f"{settings.API_V1_STR}/openapi.json",

generate_unique_id_function=custom_generate_unique_id,

life

@app.exc

span=lifespan,

eption_handler(Exception)

async def global_ exception_handler(request: Request, exc: Exception):

logger.exception(f"Unhandled error: {exc}")

retu

if setti
app.

rn JSONResponse(
status_code=500,

content={"detail": "Internal server error"},

ngs.all_cors_origins:
add_middleware(

CORSMiddleware,

allow_origins=settings.all_cors_origins,

allow_credentials=True,
allow_methods=["*"],

allow_headers=["*"],

app.include_router(api_router, prefix=settings.API_V1_STR)
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@app.on_event("startup")
async def startup_event():
loop = asyncio.get_event_loop()

loop.create_task(start_comment_consumer())

@app.get("/")
async def root():

return {"message": "API is running"}

@app.get("/health")

async def health_check():
"""Gateway health check endpoint"""
es_healthy = await es_client.health_check()

return {
"status": "healthy",
"service": "project-service",

"elasticsearch”: "healthy" if es_healthy else "unavailable"

app/core/elasticsearch.py

import logging

from typing import Optional, Dict, Any

from elasticsearch import AsyncElasticsearch

from elasticsearch.exceptions import ConnectionError, NotFoundError
from app.core.config import settings

logger = logging.getLogger(__name__)

class ElasticsearchClient:

Elasticsearch client wrapper for managing connections and operations

def __init_ (self):
self.client: Optional[AsyncElasticsearch] = None

self.is_connected = False
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async def connect(self) -> bool:

Establish connection to Elasticsearch"""

try:

self.client = AsyncElasticsearch([settings.ELASTICSEARCH_URL])

info = await self.client.info()
logger.info(f"Connected to Elasticsearch: {info['version'][
self.is_connected = True
return True

except ConnectionError as e:
logger.error(f"Failed to connect to Elasticsearch: {e}")
self.is_connected = False
return False

except Exception as e:
logger.error(f"Unexpected error connecting to Elasticsearch
self.is_connected = False

return False

async def disconnect(self):
"""Close Elasticsearch connection"""
if self.client:
await self.client.close()
self.is_connected = False

logger.info("Disconnected from Elasticsearch")

async def health_check(self) -> bool:

Check if Elasticsearch is healthy
if not self.client or not self.is_connected:
return False
try:
health = await self.client.cluster.health()
return health["status"] in ["green", "yellow"]
except Exception as e:
logger.error(f"Elasticsearch health check failed: {e}")

return False

async def create_index_if_not_exists(self, index_name: str, mapping:

Any]) -> bool:
"""Create index with mapping if it doesn't exist"""
if not self.client:

return False

"number']}")

: {e}")

Dict[str,
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try:
exists = await self.client.indices.exists(index=index_name)

if not exists:

await self.client.indices.create(index=index_name, body=mapping)

logger.info(f"Created Elasticsearch index: {index_name}")
return True
except Exception as e:
logger.error(f"Failed to create index {index_name}: {e}")

return False

async def delete_index(self, index_name: str) -> bool:

Delete an index
if not self.client:
return False
try:
await self.client.indices.delete(index=index_name)
logger.info(f"Deleted Elasticsearch index: {index_name}")
return True
except NotFoundError:
logger.warning(f"Index {index_name} not found")
return True
except Exception as e:
logger.error(f"Failed to delete index {index_name}: {e}")

return False

es_client = ElasticsearchClient()

app/messaging/comment_consumer.py
import asyncio

import json

import logging

import uuid

import aio_pika

from sqlmodel import select

from app.core.config import settings
from app.core.db import async_session

from app.projects.models import Project
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logger = logging.getLogger(__name_ )

async def handle_comment_event(message: aio_pika.IncomingMessage):

Handle comment events to update project comment count
async with message.process():
try:
data = json.loads(message.body)
event_type = data["type"]
payload = data["data"]
project_id = uuid.UUID(payload["project_id"])
comment_id = payload.get("comment_id")

user_id = payload.get("user_id")

logger.info(f"Processing {event_type} event for project {project_id}")

async with async_session() as session:
query = select(Project).where(Project.id == project_id)
result = await session.execute(query)

project = result.scalar_one_or_none()

if not project:
logger.warning(f"Project {project_id} not found for comment
event")

return

if event_type == "comment_created":
project.comment_count += 1
logger.info(f"Incremented comment count for project {project_id}

to {project.comment_count}")

elif event_type == "comment_deleted":
project.comment_count = max(@, project.comment_count - 1)
logger.info(f"Decremented comment count for project {project_id}

to {project.comment_count}")

elif event_type == "comment_updated":
logger.info(f"Comment {comment_id} updated for project
{project_id}")

return

Apk.

3m.

[AJILL.467100.007 114 55

Apk. Ne nokym. [Mignue |Jata




await session.commit()

except json.JSONDecodeError as e:

logger.error(f"Failed to decode message JSON: {e}")
except ValueError as e:

logger.error(f"Invalid UUID in message payload: {e}")
except Exception as e:

logger.error(f"Error processing comment event: {e}")

async def start_comment_consumer():

nun nun

Start the comment consumer with retry logic
retries = 5
for i in range(retries):
try:
connection = await aio_pika.connect_robust(settings.RABBITMQ_ URL)

channel = await connection.channel()

await channel.set_qos(prefetch_count=10)

queue = await channel.declare_queue(

"comments.events", durable=True

)

await queue.consume(handle_comment_event)
logger.info("</ Comment consumer started successfully.")

return await asyncio.Future()

except Exception as e:
logger.warning(

"l Failed to connect to RabbitMQ (attempt {i+1}/{retries}): {e}"
)

await asyncio.sleep(5)

logger.error("X Could not connect to RabbitMQ after several attempts.")

app/projects/models.py
import uuid
from datetime import datetime

from typing import Optional

from sqlmodel import Field, SQLModel
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Query

class Project(SQLModel, table=True):

__tablename__ = "projects"

id: uuid.UUID = Field(default_factory=uuid.uuid4, primary_key=True)
user_id: uuid.UUID = Field(index=True)

slug: str = Field(max_length=255)

name: str = Field(max_length=255)

description: str = Field(max_length=2048)

url: str = Field(max_length=255)

is_deleted: bool = Field(default=False)

comment_count: int = Field(default=0)

image_url: Optional[str] = Field(default=None, max_length=512)
image_filename: Optional[str] = Field(default=None, max_length=255)
image_size: Optional[int] = Field(default=None) # Size in bytes

image_content_type: Optional[str] = Field(default=None, max_length=100)

image_uploaded_at: Optional[datetime] = Field(default=None)

app/projects/router.py
from typing import Optional

import uuid

from fastapi import APIRouter, Depends, UploadFile, File, HTTPException, status,

from fastapi.responses import FileResponse

from pathlib import Path

from app.api.deps import SessionDep, UserIDDep
from app.projects.schemas import (
ProjectCreate,
ProjectRead,
ProjectUpdate,
ImageUploadResponse
)
from app.projects.search_models import (
SearchQuery,
SearchResponse,
SuggestionResponse

)

from app.projects.search_service import search_service
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from app.projects.service import (
create_project as create_project_service,
get_projects,
get_project_by id,
update_project as update_project_service,
delete_project as delete_project_service

)

from app.projects.image_service import image_service

router = APIRouter(prefix="/projects", tags=["projects"])

@router.get("/search", response_model=SearchResponse)
async def search_projects(
gq: str = Query(description="Search query"),
offset: int = Query(default=0, ge=0, description="Search result offset"),

limit: int = Query(default=20, ge=1, le=100, description="Maximum results to

return"),

sort_by: Optional[str] = Query(default=None, description="Field to sort by"),

sort_order: Optional[str] = Query(default="desc", regex="~(asc|desc)$",

description="Sort order"),

user_id: Optional[str] = Query(default=None, description="Filter by user ID")

"""Search projects using Elasticsearch"""
search_query = SearchQuery(
query=q,
offset=offset,
limit=1imit,
sort_by=sort_by,
sort_order=sort_order,
user_id=user_id
)

return await search_service.search_projects(search_query)

@router.get("/suggest", response_model=SuggestionResponse)
async def suggest_projects(
q: str = Query(..., description="Search query for suggestions"),
limit: int = Query(5, ge=1, le=20, description="Maximum suggestions to return")

) -> SuggestionResponse:
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Get autocomplete suggestions for project search.

- **g**: Partial search query
- **1imit**: Maximum number of suggestions (1-20)

return await search_service.suggest_projects(q, limit)

@router.post("/reindex", response_model=dict)
async def reindex_projects(
session: SessionDep,
user_id: UserIDDep
) -> dict:
Reindex all projects in Elasticsearch.
This endpoint is for administrative purposes.
indexed_count = await search_service.reindex_all_projects(session)
return {
"message": f"Reindexing completed”,

"indexed_count": indexed_count

@router.get("/", response_model=dict)
async def read_projects(
session: SessionDep, offset: int = @, limit: int = 100
) -> dict:
projects = await get_projects(session=session, offset=offset, limit=limit)
return {
"projects": [ProjectRead.model_validate(p) for p in projects],
"total": len(projects),
"offset": offset,

"limit": limit,

@router.post("/", response_model=ProjectRead)
async def create_project(
session: SessionDep,

project: ProjectCreate,
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user_id: UserIDDep,
) -> ProjectRead:

Create a new project.
project = await create_project_service(
session=session, project_create=project, user_id=user_id
)
await search_service.index_project(project)

return ProjectRead.model_validate(project)

@router.get("/{project_id}", response_model=ProjectRead)
async def read_project(

project_id: str,

session: SessionDep,
) -> ProjectRead:

Get a project by ID.
project = await get_project_by_id(session=session, project_id=project_id)
if not project:
raise HTTPException(
status_code=status.HTTP_404_NOT_FOUND,
detail="Project not found"

)

return ProjectRead.model _validate(project)

@router.put("/{project_id}", response_model=ProjectRead)
async def update_project(

project_id: str,

project_data: ProjectUpdate,

session: SessionDep,

user_id: UserIDDep,
) -> ProjectRead:

Update a project by ID.

project = await get_project_by_id(session=session, project_id=project_id)

if not project:
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raise HTTPException(
status_code=status.HTTP_404_NOT_FOUND,
detail="Project not found"
)
project = await update_project_service(
session=session,
project=project,
project_data=project_data,
user_id=user_id
)
await search_service.update_project(project)

return ProjectRead.model_validate(project)

@router.delete("/{project_id}", response_model=dict)
async def delete_project(

project_id: str,

session: SessionDep,

user_id: UserIDDep,
) -> dict:

Delete a project by ID.
project = await get_project_by_id(session=session, project_id=project_id)
if not project:
raise HTTPException(
status_code=status.HTTP_404_ NOT_FOUND,
detail="Project not found"
)
project = await delete_project_service(
session=session,
project=project,
user_id=user_id
)
await search_service.update_project(project)

return {"message": "Project deleted successfully"}

@router.post("/{project_id}/image", response_model=ImageUploadResponse)
async def upload_project_image(

project_id: uuid.UUID,
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session: SessionDep,

user_id: UserIDDep,

file: UploadFile = File(...)
) -> ImageUploadResponse:

Upload an image for a project. Replaces existing image if present.

- **pproject_id**: UUID of the project
- **fjle**: Image file (JPEG, PNG, GIF, WebP, max 1@MB)
try:
result = await image_service.upload_project_image(
session=session,
project_id=project_id,
file=file,
user_id=uuid.UUID(user_id)
)
project = await get_project_by_id(session=session,
project_id=str(project_id))
if project:
await search_service.update_project(project)
return result
except HTTPException:
raise
except Exception as e:
raise HTTPException(
status_code=status.HTTP_500_INTERNAL_SERVER_ERROR,
detail=f"Failed to upload image: {str(e)}"

@router.delete("/{project_id}/image", response_model=dict)
async def delete_project_image(

project_id: uuid.UUID,

session: SessionDep,

user_id: UserIDDep,
) -> dict:

Delete a project's image.

success = await image_service.delete_project_image(
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session=session,
project_id=project_id,
user_id=uuid.UUID(user_id)
)
if success:
project = await get_project_by_id(session=session,

project_id=str(project_id))

if project:
await search_service.update_project(project)
return {"message": "Image deleted successfully"}
else:

raise HTTPException(
status_code=status.HTTP_500 INTERNAL_SERVER_ERROR,

detail="Failed to delete image"

@router.get("/uploads/{filename}")
async def serve_image(filename: str):

Serve uploaded images.
file_path = Path("uploads") / filename
if not file_path.exists():
raise HTTPException(
status_code=status.HTTP_404_NOT_FOUND,
detail="Image not found"

)

return FileResponse(file_path)

app/projects/service.py
import re

import uuid

import unicodedata

from typing import List, Optional
from fastapi import Cookie, HTTPException, status
from sqlmodel import select

from sqlmodel.ext.asyncio.session import AsyncSession

from app.api.deps import SessionDep
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from app.projects.models import Project

from app.projects.schemas import ProjectCreate, ProjectUpdate

ALGORITHM = "HS256"

def slugify(value: str) -> str:

"""Generate URL-friendly slug from project name"""

value = unicodedata.normalize("NFKD", value).encode("ascii",
"ignore").decode("ascii"
value = re.sub(r"[*\w\s-]", "", value).strip().lower()

return re.sub(r"[\s_-]+", » value).strip("-")

async def create_project(
*, session: AsyncSession, project_create: ProjectCreate, user_id: str
) -> Project:

"""Create a new project with auto-generated slug

slug = f"{slugify(project_create.name)}-{uuid.uuid4().hex[:6]}"

data = {**project_create.model_dump(), "user_id": user_id, "slug": slug}

db_obj = Project.model_validate(data)
session.add(db_obj)

await session.commit()

await session.refresh(db_obj)

return db_obj

async def get_projects(
session: AsyncSession, offset: int = @, limit: int = 100

) -> List[Project]:

Get list of projects with pagination
statement = select(Project).offset(offset).limit(limit)
result = await session.exec(statement)

return result.all()

async def get_project_by id(session: AsyncSession, project_id: str) ->

Optional[Project]:

Get a project by its ID

return await session.get(Project, project_id)
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async def update_project(
session: AsyncSession,
project: Project,
project_data: ProjectUpdate,
user_id: str

) -> Project:

Update an existing project with ownership validation

# Verify user owns the project

if str(project.user_id) != user_id:

raise HTTPException(
status_code=status.HTTP_403_FORBIDDEN,
detail="Not authorized to update this project"

update_dict = project_data.model_dump(exclude_unset=True)
for key, value in update_dict.items():

setattr(project, key, value)

session.add(project)
await session.commit()
await session.refresh(project)

return project

async def delete_project(
session: AsyncSession,
project: Project,
user_id: str

) -> Project:

Soft delete a project with ownership validation

# Verify user owns the project

if str(project.user_id) != user_id:

raise HTTPException(
status_code=status.HTTP_403_FORBIDDEN,
detail="Not authorized to delete this project"

project.is_deleted = True

await session.commit()
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def

await session.refresh(project)

return project

validate_project_ownership(project: Project, user_id: str) -> None:
"""Validate that the user owns the project"""
if str(project.user_id) != user_id:
raise HTTPException(
status_code=status.HTTP_403_FORBIDDEN,

detail="Not authorized to access this project"

app/projects/search_models.py

import uuid

from datetime import datetime

from typing import Optional, List, Dict, Any

from pydantic import BaseModel, Field

from app.projects.schemas import ProjectRead

class ProjectSearchDocument(BaseModel):

won

"""Elasticsearch document model for projects

id: str = Field(description="Project ID")

user_id: str = Field(description="User ID who owns the project")
slug: str = Field(description="Project slug")

name: str = Field(description="Project name")

description: str = Field(description="Project description")

url: str = Field(description="Project URL")

comment_count: int = Field(default=0, description="Number of comments")

# Search-specific fields

indexed_at: datetime = Field(default_factory=datetime.utcnow, description="When

document was indexed")

@classmethod

def from_project(cls, project) -> "ProjectSearchDocument":
"""Create search document from Project model"""
return cls(

id=str(project.id),
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user_id=str(project.user_id),
slug=project.slug,
name=project.name,
description=project.description,
url=project.url,

comment_count=project.comment_count

class SearchQuery(BaseModel):

"""Search query parameters

query: str = Field(description="Search query string")

offset: int = Field(default=0, ge=0, description="Search result offset")

limit: int = Field(default=20, ge=1, le=100, description="Maximum results to
return")

sort_by: Optional[str] = Field(default=None, description="Field to sort by")

sort_order: Optional[str] = Field(default="desc", pattern="~(asc|desc)$",
description="Sort order")

user_id: Optional[str] = Field(default=None, description="Filter by user ID")

class SearchResult(BaseModel):

Individual search result"""

project: ProjectRead = Field(description="Project data")

score: float = Field(description="Search relevance score")

highlights: Optional[Dict[str, List[str]]] = Field(default=None,
description="Highlighted text matches")

class SearchResponse(BaseModel):

"""Search response containing results and metadata

results: List[SearchResult] = Field(description="Search results")
total: int = Field(description="Total number of matching documents")

offset: int = Field(description="Search result offset")

limit: int Field(description="Maximum results returned")

query: str = Field(description="0Original search query")

took: int = Field(description="Search execution time in milliseconds")
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max_score: Optional[float] = Field(default=None, description="Maximum relevance

score"

class SearchSuggestion(BaseModel):

"""Search suggestion/autocomplete result

text: str = Field(description="Suggested text")

score: float = Field(description="Suggestion relevance score")

class SuggestionResponse(BaseModel):

Response for search suggestions

suggestions: List[SearchSuggestion] = Field(description="List of suggestions")

query: str = Field(description="Original query")

# Elasticsearch index mapping for projects
PROJECT_INDEX_MAPPING = {
"mappings”: {
"properties": {
"id": {"type": "keyword"},
"user_id": {"type": "keyword"},
"slug": {"type": "keyword"},
"name": {
"type": "text",
"analyzer": "standard",
"fields": {
"keyword": {"type": "keyword"},
"suggest": {
"type": "completion",

"analyzer": "simple"

¥
"description": {
"type": "text",
"analyzer": "standard",
"fields": {
"keyword": {"type": "keyword"}
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3
"url": {"type": "keyword"},
"comment_count": {"type": "integer"},

"indexed_at": {"type": "date"}

¥
"settings": {
"analysis": {
"analyzer": {
"project_analyzer": {
"type": "custom",
"tokenizer": "standard",

"filter": ["lowercase", "stop", "snowball"]

¥
"number_of_shards": 1,

"number_of_replicas": ©

app/projects/search_service.py
import logging
import uuid

from typing import List, Optional, Dict, Any

from elasticsearch.exceptions import NotFoundError

from sqlmodel.ext.asyncio.session import AsyncSession

from app.core.elasticsearch import es_client
from app.core.config import settings
from app.projects.models import Project
from app.projects.schemas import ProjectRead
from app.projects.search_models import (
ProjectSearchDocument,
SearchQuery,
SearchResponse,
SearchResult,
SuggestionResponse,

SearchSuggestion,
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PROJECT_INDEX_MAPPING

logger = logging.getLogger(__name__)

class ProjectSearchService:
def __init__ (self):
self.index_name = f"{settings.ELASTICSEARCH_INDEX_PREFIX}_ projects"

async def initialize(self) -> bool:
if not es_client.is_connected:
if not await es_client.connect():
logger.error("Failed to connect to Elasticsearch")
return False
success = await es_client.create_index_if not_exists(
self.index_name,
PROJECT_INDEX_MAPPING
)
if success:
logger.info(f"Elasticsearch search service initialized with index:
{self.index_name}")

return success

async def index_project(self, project: Project) -> bool:
if not es_client.client or not es_client.is_connected:
logger.warning("Elasticsearch not available for indexing")
return False
try:
doc = ProjectSearchDocument.from_project(project)
await es_client.client.index(
index=self.index_name,
id=str(project.id),
body=doc.model_dump(),
refresh="wait_for"
)
logger.debug(f"Indexed project {project.id} in Elasticsearch")
return True
except Exception as e:
logger.error(f"Failed to index project {project.id}: {e}")

return False
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async def update_project(self, project: Project) -> bool:

return await self.index_project(project)

async def delete_project(self, project_id: uuid.UUID) -> bool:
if not es_client.client or not es_client.is_connected:
logger.warning("Elasticsearch not available for deletion")
return False
try:
await es_client.client.delete(
index=self.index_name,
id=str(project_id),
refresh="wait_for"
)
logger.debug(f"Deleted project {project_id} from search index")
return True
except NotFoundError:
logger.warning(f"Project {project_id} not found in search index")
return True
except Exception as e:
logger.error(f"Failed to delete project {project_id} from search index:
{e}")

return False

async def search_projects(self, search_query: SearchQuery) -> SearchResponse:
if not es_client.client or not es_client.is_connected:
return SearchResponse(
results=[],
total=0,
offset=search_query.offset,
limit=search_query.limit,
query=search_query.query,

took=0

try:
es_query = self. build_search_query(search_query)
response = await es_client.client.search(
index=self.index_name,
body=es_query,
from_=search_query.offset,

size=search_query.limit
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)

results = []

for hit in response["hits"]["hits"]:

source = hit["_source"
score = hit["_score"]
highlights = hit.get("highlight", {})
project = ProjectRead(
id=uuid.UUID(source["id"]),
user_id=uuid.UUID(source["user_id"]),
slug=source["slug"],
name=source[ "name"],
description=source["description"],
url=source["url"],
comment_count=source["comment_count"]
)
results.append(SearchResult(
project=project,
score=score,
highlights=highlights if highlights else None
))

return SearchResponse(

)

results=results,
total=response["hits"]["total"]["value"],
offset=search_query.offset,
limit=search_query.limit,
query=search_query.query,
took=response["took"],

max_score=response[ "hits"]["max_score"

except Exception as e:

logger.error(f"Search failed: {e}")

return SearchResponse(

results=[],

total=0,
offset=search_query.offset,
limit=search_query.limit,
query=search_query.query,

took=0
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async def suggest_projects(self, query: str, limit: int = 5) ->
SuggestionResponse:
if not es_client.client or not es_client.is_connected:
return SuggestionResponse(suggestions=[], query=query)
try:
suggest_body = {
"suggest": {
"project_suggest": {
"prefix": query,
"completion": {
"field": "name.suggest",

"size": limit

}

response = await es_client.client.search(
index=self.index_name,
body=suggest_body
)
suggestions = []
if "suggest" in response and "project_suggest" in response["suggest"]:
for suggestion_group in response["suggest"]["project_suggest"]:
for option in suggestion_group.get("options", []):
suggestions.append(SearchSuggestion(
text=option["text"],
score=option["_score"
))
return SuggestionResponse(suggestions=suggestions, query=query)
except Exception as e:
logger.error(f"Suggestion failed: {e}")

return SuggestionResponse(suggestions=[], query=query)

def _build_search_query(self, search_query: SearchQuery) -> Dict[str, Any]:
query_body = {

"query": {

"bool": {
"must": [],
"filter": []

}

s
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"highlight": {
"fields": {
"name": {"fragment_size": 150, "number_of_fragments": 3},

"description": {"fragment_size": 150, "number_of fragments": 3}

}

if search_query.query.strip():
query_body["query"]["bool"]["must"].append({
"multi_match": {
"query": search_query.query,
"fields": ["name”3", "description”2", "slug"],
"type": "best_fields",

"fuzziness": "AUTO"

b
else:
query_body["query"]["bool"]["must"].append({"match_all": {}})
if search_query.user_id:
query_body["query"]["bool"]["filter"].append({
"term": {"user_id": search_query.user_id}
b
if search_query.sort_by:
sort_field = search_query.sort_by
sort_order = search_query.sort_order or "desc"
field_mapping = {
"name": "name.keyword",
"created_at": "indexed_at",
"comment_count": "comment_count"
}
es_field = field_mapping.get(sort_field, sort_field)
query_body["sort"] = [{es_field: {"order": sort_order}}]

else:

|
—

query_body["sort"] =
" _score",
{"indexed_at": {"order": "desc"}}

]

return query_body

async def bulk_index_projects(self, projects: List[Project]) -> int:

if not es_client.client or not es_client.is_connected:
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logger.warning("Elasticsearch not available for bulk indexing")
return 0
if not projects:
return 0
try:
bulk_body = []
for project in projects:
doc = ProjectSearchDocument.from_project(project)
bulk_body.extend([
{"index": {"_index": self.index_name, "_id": str(project.id)}},
doc.model_dump()
D
response = await es_client.client.bulk(body=bulk_body,
refresh="wait_for")
successful = sum(1l for item in response["items"] if "index" in item and
item["index"]["status"] in [200, 201])
logger.info(f"Bulk indexed {successful}/{len(projects)} projects")
return successful
except Exception as e:
logger.error(f"Bulk indexing failed: {e}")

return 0

async def reindex_all_projects(self, session: AsyncSession) -> int:
logger.info("Starting full reindex of projects")
try:
from sqlmodel import select
statement = select(Project)
result = await session.exec(statement)
projects = result.all()
await es_client.delete_index(self.index_name)
await es_client.create_index_if_not_exists(self.index_name,
PROJECT_INDEX_MAPPING)
indexed_count = await self.bulk_index_projects(projects)
logger.info(f"Reindexing completed: {indexed_count} projects indexed")
return indexed_count
except Exception as e:
logger.error(f"Reindexing failed: {e}")

return 0

search_service = ProjectSearchService()
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comment-service

app/main.py

impo

from
from
from

from

from

from

logg
logg

rt logging

fastapi import FastAPI, Request
fastapi.responses import JSONResponse
fastapi.routing import APIRoute

starlette.middleware.cors import CORSMiddleware

app.api.main import api_router

app.core.config import settings

er = logging.getLogger(__name__)
ing.basicConfig(
level=1ogging.INFO,

format="%(asctime)s - %(name)s - %(levelname)s - %(message)s",

)
def custom_generate_unique_id(route: APIRoute) -> str:
tag = route.tags[@] if route.tags else "default"
return f"{tag}-{route.name}"
app = FastAPI(
title=settings.PROJECT_NAME,
openapi_url=f"{settings.API_V1_STR}/openapi.json",
generate_unique_id_function=custom_generate_unique_id,
)
@app.exception_handler(Exception)
async def global_exception_handler(request: Request, exc: Exception):
logger.exception(f"Unhandled error: {exc}")
return JSONResponse(
status_code=500,
content={"detail": "Internal server error"},
)
Apk.
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if settings.all _cors_origins:
app.add_middleware(
CORSMiddleware,
allow_origins=settings.all cors_origins,
allow_credentials=True,
allow_methods=["*"],

allow_headers=["*"],

app.include_router(api_router, prefix=settings.API_V1_STR)

@app.get("/")
async def root():

return {"message": "API is running"}

@app.get("/health™)
async def health_check():

Gateway health check endpoint

return {"status": "healthy", "service": "comment-service"}

app/messaging/producer.py
import json

import logging

import aio_pika

from app.core.config import settings

async def publish_event(event_type: str, payload: dict):
try:

connection = await aio_pika.connect_robust(settings.RABBITMQ_URL)
async with connection:

channel = await connection.channel()

await channel.default_exchange.publish(

aio_pika.Message(
body=json.dumps(
{
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"type": event_type,
"data": payload,
}

) .encode()

)
routing_key="comments.events",
)
except Exception as e:

logging.getLogger(__name__).exception("Failed to publish RabbitMQ event")

app/comments/models.py
import uuid
from datetime import datetime

from typing import Optional

from sqlmodel import Field, SQLModel

class Comment(SQLModel, table=True):
__tablename__ = "comments"

id: uuid.UUID = Field(default_factory=uuid.uuid4, primary_key=True)

user_id: uuid.UUID = Field(index=True)

project_id: uuid.UUID = Field(index=True)

text: str = Field(max_length=1024)

created_at: datetime = Field(default_factory=datetime.utcnow)

updated_at: Optional[datetime] = Field(default=None)

app/commetns/router.py
import uuid

from typing import Optional

from fastapi import APIRouter, Depends, HTTPException, Query, status

from app.api.deps import SessionDep, UserIDDep
from app.comments.schemas import CommentCreate, CommentResponse, CommentUpdate
from app.comments.service import (

create_comment as create_comment_service,

update_comment as update_comment_service,

delete_comment as delete_comment_service,

get_comment_by id,

get_project_comments,
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router = APIRouter(prefix="/comments", tags=["comments"])

@router.post("
status_code=status.HTTP_201_CREATED)

, response_model=CommentResponse,

async def create_comment(
session: SessionDep,
comment: CommentCreate,
current_user_id: UserIDDep,

) -> CommentResponse:

Create a new comment
try:
user_uuid = uuid.UUID(current_user_id)
new_comment = await create_comment_service(
session=session,
comment_create=comment,
user_id=user_uuid
)
return new_comment
except ValueError as e:

raise HTTPException(status_code=status.HTTP_400_BAD_ REQUEST, detail=str(e))

@router.get("/{comment_id}", response_model=CommentResponse)
async def get_comment(

comment_id: uuid.UUID,

session: SessionDep,

current_user_id: UserIDDep,

) -> CommentResponse:

Get a specific comment by ID

comment = await get_comment_by_id(session, comment_id)
if not comment:
raise HTTPException(status_code=status.HTTP_404 NOT_FOUND, detail="Comment

not found")

return comment
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@router.put("/{comment_id}", response_model=CommentResponse)
async def update_comment(

comment_id: uuid.UUID,

comment_data: CommentUpdate,

session: SessionDep,

current_user_id: UserIDDep,
) -> CommentResponse:

"""Update a comment by ID (only by comment author)"""
try:

user_uuid = uuid.UUID(current_user_id)

comment = await update_comment_service(

session, comment_id, user_uuid, comment_data

if not comment:

raise HTTPException(status_code=status.HTTP_404_ NOT_FOUND,

detail="Comment not found")

return comment
except ValueError as e:

raise HTTPException(status_code=status.HTTP_403_FORBIDDEN, detail=str(e))

@router.delete("/{comment_id}", status_code=status.HTTP_204_NO_CONTENT)
async def delete_comment(

comment_id: uuid.UUID,

session: SessionDep,

current_user_id: UserIDDep,

"""Delete a comment by ID (only by comment author)"""
try:

user_uuid = uuid.UUID(current_user_id)

success = await delete_comment_service(

session, comment_id, user_uuid

if not success:

raise HTTPException(status_code=status.HTTP_404 NOT_FOUND,

detail="Comment not found")

except ValueError as e:
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@router.get("/project/{project_id}", response_model=1ist[CommentResponse])

asyn

) ->

raise HTTPException(status_code=status.HTTP_403 FORBIDDEN, detail=str(e))

c def get_project_comments_endpoint(
project_id: uuid.UUID,
session: SessionDep,

current_user_id: UserIDDep,

page: int = Query(l, ge=1, description="Page number"),

size: int

Query (20, ge=1, le=100, description="Page size"),

list[CommentResponse]:

Get all comments for a specific project with pagination
comments, total = await get_project_comments(

session, project_id, page, size

return comments

app/comments/service.py

impo
from

from

from
from

from
from
from

from

from

asyn

) ->

rt uuid
datetime import datetime

typing import Optional

fastapi import Cookie, HTTPException
sqlmodel import select

sqlmodel.ext.asyncio.session import AsyncSession

app.api.deps import SessionDep
app.comments.models import Comment
app.comments.schemas import CommentCreate, CommentUpdate

app.messaging.producer import publish_event

c def create_comment(

session: AsyncSession,
comment_create: CommentCreate,
user_id: uuid.UUID

Comment:

"""Create a new comment"""
comment = Comment(

user_id=user_id,
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project_id=comment_create.project_id,
text=comment_create.text,

created_at=datetime.utcnow()

session.add(comment)
await session.commit()

await session.refresh(comment)

await publish_event(
event_type="comment_created”,
payload={
"comment_id": str(comment.id),
"project_id": str(comment.project_id),
"user_id": str(comment.user_id)

}s

return comment

async def get_comment_by_ id(
session: AsyncSession,
comment_id: uuid.UUID

) -> Optional[Comment]:
"""Get a comment by ID"""

query = select(Comment).where(Comment.id == comment_id)

result = await session.execute(query)

return result.scalar_one_or_none()

async def update_comment(
session: AsyncSession,
comment_id: uuid.UUID,
user_id: uuid.UUID,
comment_update: CommentUpdate
) -> Optional[Comment]:

"""Update a comment (only by the comment author)

comment = await get_comment_by_id(session, comment_id)

if not comment:
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return None

if comment.user_id != user_id:

raise ValueError("User can only edit their own comments")

comment.text = comment_update.text

comment.updated_at = datetime.utcnow()

await session.commit()

await session.refresh(comment)

await publish_event(
event_type="comment_updated”,
payload={
"comment_id": str(comment.id),
"project_id": str(comment.project_id),
"user_id": str(comment.user_id)

}s

return comment

async def delete_comment(
session: AsyncSession,
comment_id: uuid.UUID,
user_id: uuid.UUID

) -> bool:

Delete a comment (only by the comment author)

comment = await get_comment_by_id(session, comment_id)

if not comment:

return False

if comment.user_id != user_id:

raise ValueError("User can only delete their own comments™)

project_id = comment.project_id

await session.delete(comment)

await session.commit()
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await publish_event(

event_type="comment_deleted",

payload={

"comment_id": str(comment_id),

"project_id": str(project_id),

"user_id": str(user_id)

}s

return True

async def get_project_comments(
session: AsyncSession,
project_id: uuid.UUID,
page: int = 1,
size: int = 20

) -> tuple[list[Comment], int]:

"""Get comments for a project with pagination

[LNTRT]

count_query = select(Comment).where(Comment.project_id == project_id)

count_result = await session.execute(count_query)

total = len(count_result.scalars().all())

query = (

select(Comment)

.where(Comment.project_id == project_id)

.order_by(Comment.created_at.desc())

.offset((page - 1) * size)
limit(size)

)

result = await session.execute(query)

comments = result.scalars().all()

return comments, total

application-service

app/main.py
import logging
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from
from
from

from

from
from

from

logg
logg

fastapi import FastAPI, Request
fastapi.responses import JSONResponse
fastapi.routing import APIRoute

starlette.middleware.cors import CORSMiddleware

app.api.main import api_router
app.core.config import settings

app.messaging.publisher import message_publisher

er = logging.getLogger(__name__)
ing.basicConfig(
level=1ogging.INFO,

format="%(asctime)s - %(name)s - %(levelname)s - %(message)s",

)
def custom_generate_unique_id(route: APIRoute) -> str:
tag = route.tags[@] if route.tags else "default"
return f"{tag}-{route.name}"
app = FastAPI(
title=settings.PROJECT_NAME,
openapi_url=f"{settings.API_V1_STR}/openapi.json",
generate_unique_id_function=custom_generate_unique_id,
)
@app.exception_handler(Exception)
async def global_exception_handler(request: Request, exc: Exception):
logger.exception(f"Unhandled error: {exc}")
return JSONResponse(
status_code=500,
content={"detail": "Internal server error"},
)
if settings.all_cors_origins:
app.add_middleware(
CORSMiddleware,
allow_origins=settings.all _cors_origins,
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allow_credentials=True,
allow_methods=["*"],

allow_headers=["*"],

@app.on_event("startup")

async def startup_event():

Initialize connections on startup
try:
await message_publisher.connect()
logger.info("Application startup completed")
except Exception as e:

logger.error(f"Failed to initialize connections

@app.on_event("shutdown")

async def shutdown_event():

Clean up connections on shutdown
try:
await message_publisher.disconnect()
logger.info("Application shutdown completed")
except Exception as e:

logger.error(f"Error during shutdown: {e}")

: {e}")

app.include_router(api_router, prefix=settings.API_V1_STR)

@app.get("/")
async def root():

return {"message": "Application Service API is running"}

@app.get("/health")
async def health_check():
"""Health check endpoint"""

return {"status": "healthy", "service": "application-service"}

app/messaging/publisher.py

import json

TAJIL1.467
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import logging
import uuid

from typing import Any, Dict

import aio_pika

from aio_pika import Message

from app.core.config import settings

logger = logging.getLogger(__name_ )

class MessagePublisher:
def __init_ (self):
self.connection = None

self.channel = None

async def connect(self):
try:
self.connection = await aio_pika.connect_robust(settings.RABBITMQ_URL)
self.channel = await self.connection.channel()
self.exchange = await self.channel.declare_exchange(
"application_events",
aio_pika.ExchangeType.TOPIC,
durable=True
)
logger.info("Connected to RabbitMQ successfully")
except Exception as e:
logger.error(f"Failed to connect to RabbitMQ: {e}")

raise

async def disconnect(self):
if self.connection and not self.connection.is_closed:
await self.connection.close()

logger.info("Disconnected from RabbitMQ")

async def publish_application_event(
self,
event_type: str,
application_id: uuid.UUID,

user_id: uuid.UUID,
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project_id: uuid.UUID,
additional_data: Dict[str, Any] = None

if not self.channel:

await self.connect()

message_data = {
"event_type": event_type,
"application_id": str(application_id),
"user_id": str(user_id),
"project_id": str(project_id),
"timestamp": str(uuid.uuid4()),

**(additional_data or {})

message = Message(
json.dumps(message_data).encode(),
content_type="application/json",

message_id=str(uuid.uuid4()),

routing key = f"application.{event_type}"

try:

await self.exchange.publish(message, routing_key=routing_key)

logger.info(f"Published {event_type} event for application

{application_id}")

except Exception as e:
logger.error(f"Failed to publish message: {e}")

raise

async def publish_application_created(
self,
application_id: uuid.UUID,
user_id: uuid.UUID,
project_id: uuid.UUID,

message: str = None

):
await self.publish_application_event(
"created",
application_id,
Apk.
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user_id,
project_id,

{"message": message}

async def publish_application_updated(
self,
application_id: uuid.UUID,
user_id: uuid.UUID,

project_id: uuid.UUID

await self.publish_application_event(
"updated",
application_id,
user_id,

project_id

async def publish_application_reviewed(
self,
application_id: uuid.UUID,
user_id: uuid.UUID,
project_id: uuid.UUID,
reviewer_id: uuid.UUID,
status: str,

review_message: str = None

await self.publish_application_event(
"reviewed",
application_id,
user_id,

project_id,

"reviewer_id": str(reviewer_id),
"status": status,
"review_message": review_message

async def publish_application_withdrawn(
self,
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application_id: uuid.UUID,
user_id: uuid.UUID,

project_id: uuid.UUID

await self.publish_application_event(
"withdrawn",
application_id,
user_id,

project_id

message_publisher = MessagePublisher()

app/applications/models.py
import uuid

from datetime import datetime
from enum import Enum

from typing import Optional

from sqlmodel import Field, SQLModel

class ApplicationStatus(str, Enum):

[LRTRT] won

Enumeration for application status values
PENDING = "pending"

APPROVED
REJECTED
WITHDRAWN = "withdrawn"

"approved"

"rejected"

class Application(SQLModel, table=True):

Model for user applications to participate in projects

__tablename__ = "applications”

id: uuid.UUID

Field(default_factory=uuid.uuid4, primary_key=True)
user_id: uuid.UUID = Field(index=True, description="ID of the user applying")
project_id: uuid.UUID = Field(index=True, description="ID of the project being
applied to")
status: ApplicationStatus = Field(default=ApplicationStatus.PENDING, index=True)
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message: Optional[str] = Field(default=None, max_length=2048,

description="Application message from user")

application_date: datetime = Field(default_factory=datetime.utcnow, index=True)

updated_at: datetime = Field(default_factory=datetime.utcnow)

reviewed_at: Optional[datetime] = Field(default=None, description="When the

application was reviewed")

reviewer_id: Optional[uuid.UUID] = Field(default=None, description="ID of the

user who reviewed the application")

review_message: Optional[str] = Field(default=None, max_length=1024,

description="Review message from project owner")

is_deleted: bool = Field(default=False, index=True)

app/applications/router.py

import uuid

from typing import Optional

from fastapi import APIRouter, Depends, HTTPException, Query, status

from app.applications.models import ApplicationStatus

from app.applications.schemas import (

)

ApplicationCreate,
ApplicationListResponse,
ApplicationResponse,
ApplicationReview,

ApplicationUpdate,

from app.applications.service import (

)

create_application as create_application_service,
get_application_by_id,

get_user_applications,

get_project_applications,

update_application as update_application_service,
review_application as review_application_service,
withdraw_application as withdraw_application_service,
delete_application as delete_application_service,

is_project_owner,

from app.api.deps import SessionDep, UserIDDep
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from app.messaging.publisher import message_publisher

router = APIRouter()

@router.post("/", response_model=ApplicationResponse,
status_code=status.HTTP_201_CREATED)
async def create_application(
session: SessionDep,
application_data: ApplicationCreate,

current_user_id: UserIDDep

try:

user_uuid = uuid.UUID(current_user_id)

application = await create_application_service(
session, user_uuid, application_data

)

await message_publisher.publish_application_created(
application.id,
application.user_id,
application.project_id,
application.message

)

return application

except ValueError as e:

raise HTTPException(status_code=status.HTTP_400_ BAD_REQUEST, detail=str(e))

@router.get("/", response_model=ApplicationListResponse)
async def get_user_applications_endpoint(
session: SessionDep,

current_user_id: UserIDDep,

page: int = Query(1, ge=1, description="Page number"),

size: int = Query(10, ge=1, le=100, description="Page size"),

status_filter: Optional[ApplicationStatus] = Query(None, alias="status",

description="Filter by status"),
):
user_uuid = uuid.UUID(current_user_id)
applications, total = await get_user_applications(

session, user_uuid, page, size, status_filter
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has_next = (page * size) < total
return ApplicationListResponse(
applications=applications,
total=total,
page=page,
size=size,

has_next=has_next

@router.get("/{application_id}", response_model=ApplicationResponse)
async def get_application(

session: SessionDep,

application_id: uuid.UUID,

current_user_id: UserIDDep

application = await get_application_by id(session, application_id)
if not application:
raise HTTPException(status_code=status.HTTP_404_NOT_FOUND,
detail="Application not found")
user_uuid = uuid.UUID(current_user_id)
if application.user_id != user_uuid:
raise HTTPException(status_code=status.HTTP_403_FORBIDDEN, detail="Access
denied")

return application

@router.put("/{application_id}", response_model=ApplicationResponse)
async def update_application(

session: SessionDep,

application_id: uuid.UUID,

update_data: ApplicationUpdate,

current_user_id: UserIDDep

try:
user_uuid = uuid.UUID(current_user_id)
application = await update_application_service(
session, application_id, user_uuid, update_data
)

if not application:
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raise HTTPException(status_code=status.HTTP_404 NOT_FOUND,
detail="Application not found")

await message_publisher.publish_application_updated(
application.id,
application.user_id,
application.project_id

)

return application

except ValueError as e:

raise HTTPException(status_code=status.HTTP_400 BAD_ REQUEST, detail=str(e))

@router.post("/{application_id}/review", response_model=ApplicationResponse)
async def review_application(

session: SessionDep,

application_id: uuid.UUID,

review_data: ApplicationReview,

current_user_id: UserIDDep

try:
user_uuid = uuid.UUID(current_user_id)
application = await review_application_service(
session, application_id, user_uuid, review_data
)
if not application:
raise HTTPException(status_code=status.HTTP_404_NOT_FOUND,
detail="Application not found")
await message_publisher.publish_application_reviewed(
application.id,
application.user_id,
application.project_id,
user_uuid,
application.status.value,
application.review_message
)
return application
except ValueError as e:

raise HTTPException(status_code=status.HTTP_400 BAD REQUEST, detail=str(e))

@router.post("/{application_id}/withdraw", response_model=ApplicationResponse)
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async def withdraw_application(
application_id: uuid.UUID,
session: SessionDep,

current_user_id: UserIDDep

try:
user_uuid = uuid.UUID(current_user_id)
application = await withdraw_application_service(
session, application_id, user_uuid
)
if not application:
raise HTTPException(status_code=status.HTTP_404_NOT_FOUND,
detail="Application not found")
await message_publisher.publish_application_withdrawn(
application.id,
application.user_id,
application.project_id
)
return application
except ValueError as e:

raise HTTPException(status_code=status.HTTP_400_ BAD_REQUEST, detail=str(e))

@router.delete("/{application_id}", status_code=status.HTTP_204_NO_CONTENT)
async def delete_application(

application_id: uuid.UUID,

session: SessionDep,

current_user_id: UserIDDep

try:
user_uuid = uuid.UUID(current_user_id)
success = await delete_application_service(
session, application_id, user_uuid
)
if not success:
raise HTTPException(status_code=status.HTTP_404 NOT_FOUND,
detail="Application not found")
except ValueError as e:

raise HTTPException(status_code=status.HTTP_400_BAD_REQUEST, detail=str(e))
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@router.get("/projects/{project_id}", response_model=ApplicationListResponse)
async def get_project_applications_endpoint(

session: SessionDep,

project_id: uuid.UUID,

current_user_id: UserIDDep,

page: int

Query(1, ge=1, description="Page number"),

size: int

Query (10, ge=1, le=100, description="Page size"),
status_filter: Optional[ApplicationStatus] = Query(None, alias="status",

description="Filter by status"),

):
user_uuid = uuid.UUID(current_user_id)
if not await is_project_owner(project_id, user_uuid):
raise HTTPException(
status_code=status.HTTP_403_FORBIDDEN,
detail="0Only project owners can view project applications"
)
applications, total = await get_project_applications(
session, project_id, page, size, status_filter
)
has_next = (page * size) < total
return ApplicationListResponse(
applications=applications,
total=total,
page=page,
size=size,

has_next=has_next

app/applications/service.py
import uuid
from datetime import datetime

from typing import Optional

import httpx
from sqlalchemy import and_, func, select

from sqlmodel.ext.asyncio.session import AsyncSession

from app.applications.models import Application, ApplicationStatus

from app.applications.schemas import ApplicationCreate, ApplicationReview,

ApplicationUpdate

from app.core.config import settings
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async def is_project_owner(project_id: uuid.UUID, user_id: uuid.UUID) -> bool:
try:
project_service_url = getattr(settings, 'PROJECT_SERVICE_URL',
"http://project_project-service:8000")
async with httpx.AsyncClient() as client:
response = await
client.get(f"{project_service_url}/projects/{project_id}")
if response.status_code == 404:
return False
elif response.status_code == 200:
project_data = response.json()
return str(project_data.get("user_id")) == str(user_id)
else:
return False
except httpx.RequestError:

return False

async def create_application(
session: AsyncSession,
user_id: uuid.UUID,
application_data: ApplicationCreate
) -> Application:
existing_query = select(Application).where(
and_(
Application.user_id == user_id,
Application.project_id == application_data.project_id,
Application.status.in_([ApplicationStatus.PENDING,
ApplicationStatus.APPROVED]),

Application.is_deleted == False

)

existing_result = await session.execute(existing_query)
if existing_result.first():

raise ValueError("User already has an active application for this project")

application = Application(
user_id=user_id,

project_id=application_data.project_id,
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message=application_data.message,
)
session.add(application)
await session.commit()
await session.refresh(application)

return application

async def get_application_by_ id(
session: AsyncSession,
application_id: uuid.UUID
) -> Optional[Application]:
query = select(Application).where(
and_(
Application.id == application_id,

Application.is_deleted == False

)

result = await session.execute(query)

return result.scalar_one_or_none()

async def get_user_applications(
session: AsyncSession,
user_id: uuid.UUID,
page: int = 1,
size: int = 10,
status: Optional[ApplicationStatus] = None
) -> tuple[list[Application], int]:
conditions = [
Application.user_id == user_id,
Application.is_deleted == False
]
if status:

conditions.append(Application.status == status)

count_query = select(func.count(Application.id)).where(and_(*conditions))
count_result = await session.execute(count_query)

total = count_result.scalar()

1l
~
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select(Application)
.where(and_(*conditions))
.order_by(Application.application_date.desc())
.offset((page - 1) * size)
Jdimit(size)

)

result = await session.execute(query)

applications = result.scalars().all()

return applications, total

async def get_project_applications(
session: AsyncSession,
project_id: uuid.UUID,
page: int = 1,
size: int = 10,
status: Optional[ApplicationStatus] = None
) -> tuple[list[Application], int]:
conditions = [
Application.project_id == project_id,
Application.is_deleted == False
]
if status:

conditions.append(Application.status == status)

count_query = select(func.count(Application.id)).where(and_(*conditions))
count_result = await session.execute(count_query)

total = count_result.scalar()

query = (
select(Application)
.where(and_(*conditions))
.order_by(Application.application_date.desc())
.offset((page - 1) * size)
.limit(size)

)

result = await session.execute(query)

applications = result.scalars().all()

return applications, total
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async def update_application(

session: AsyncSession,

application_

id: uuid.uuID,

user_id: uuid.UUID,

update_data:

ApplicationUpdate

) -> Optional[Application]:

application

= await get_application_by id(session, application_id)

if not application:

return None

if application.user_id != user_id:

raise ValueError("User can only update their own applications™)

if application.status != ApplicationStatus.PENDING:

raise ValueError("Can only update pending applications™)

if update_data.message is not None:

application.message = update_data.message

application.

updated_at = datetime.utcnow()

await session.commit()

await session.refresh(application)

return application

async def review_application(

session: AsyncSession,

application_
reviewer_id:

review_data:

id: uuid.uuiD,
uuid.UUID,

ApplicationReview

) -> Optional[Application]:

application

= await get_application_by id(session, application_id)

if not application:

return None

if application.status != ApplicationStatus.PENDING:

raise ValueError("Can only review pending applications")

application.
application.
application.

application.

status = review_data.status
reviewer_id = reviewer_id
review_message = review_data.review_message

reviewed_at = datetime.utcnow()
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application.updated_at = datetime.utcnow()

await session.commit()
await session.refresh(application)

return application

async def withdraw_application(
session: AsyncSession,
application_id: uuid.UUID,
user_id: uuid.UUID
) -> Optional[Application]:
application = await get_application_by id(session, application_id)
if not application:
return None
if application.user_id != user_id:
raise ValueError("User can only withdraw their own applications™)
if application.status not in [ApplicationStatus.PENDING]:

raise ValueError("Can only withdraw pending applications™)

application.status = ApplicationStatus.WITHDRAWN
application.updated_at = datetime.utcnow()

await session.commit()

await session.refresh(application)

return application

async def delete_application(
session: AsyncSession,
application_id: uuid.UUID,
user_id: uuid.UUID
) -> bool:
application = await get_application_by_id(session, application_id)
if not application:
return False
if application.user_id != user_id:

raise ValueError("User can only delete their own applications")

application.is_deleted = True

application.updated_at

datetime.utcnow()

await session.commit()
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return True

distributed-db

monitor/monitor.py
import logging

import os

from datetime import datetime

from typing import Dict

import psycopg2

import redis

from fastapi import FastAPI, HTTPException
from pydantic import BaseModel

import uvicorn

logging.basicConfig(level=1logging.INFO)
logger = logging.getLogger(__name_ )

DB_URL = os.getenv("DB_URL",

"postgresql://postgres:password@localhost:5432/distributed_db")

REDIS_URL = os.getenv("REDIS_URL", "redis://localhost:6379")

app = FastAPI(title="Database Monitor", version="1.0.0")

class HealthStatus(BaseModel):
service: str
status: str
details: Dict

timestamp: datetime

class DatabaseMonitor:
def __init_ (self):
self.redis_client = None

self.db_conn = None

async def initialize(self):
try:
self.redis_client = redis.from_url(REDIS_URL)
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self.redis_client.ping()

logger.info("Connected to Redis")

self.db_conn = psycopg2.connect(DB_URL)
logger.info("Connected to database")

except Exception as e:
logger.error(f"Failed to initialize connections: {e}")

raise

def check_database_health(self) -> HealthStatus:
try:
with self.db_conn.cursor() as cursor:
cursor.execute("SELECT 1")
cursor.execute("SELECT COUNT(*) FROM pg_stat_activity")

connection_count = cursor.fetchone()[0]

cursor.execute("SELECT COUNT(*) FROM pg_stat_activity WHERE state =
‘active'")

active_queries = cursor.fetchone()[0]

cursor.execute("SELECT
pg_size_pretty(pg_database_size(current_database()))")

db_size = cursor.fetchone()[0]

details = {
"connections": connection_count,
"active_queries": active_queries,

"database_size": db_size

return HealthStatus(
service="database",
status="healthy",
details=details,

timestamp=datetime.now()

except Exception as e:
logger.error(f"Database health check failed: {e}")
return HealthStatus(

service="database",
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status="unhealthy",
details={"error": str(e)},

timestamp=datetime.now()

def check_redis_health(self) -> HealthStatus:
try:
info = self.redis_client.info()
details = {
"connected_clients": info.get("connected_clients", 9),
"used_memory": info.get("used_memory", 0),

"uptime_in_seconds": info.get("uptime_in_seconds", 9)

return HealthStatus(
service="redis",
status="healthy",
details=details,

timestamp=datetime.now()

except Exception as e:
logger.error(f"Redis health check failed: {e}")
return HealthStatus(
service="redis",
status="unhealthy",
details={"error": str(e)},

timestamp=datetime.now()

def get_system _metrics(self) -> Dict:
try:
db_health = self.check_database_health()
redis_health = self.check_redis_health()
all healthy = all(h.status == "healthy" for h in [db_health,

redis_health])

with self.db_conn.cursor() as cursor:
cursor.execute("SELECT COUNT(*) FROM saga_transactions WHERE status
= 'started'")

active_sagas = cursor.fetchone()[0]
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cursor.execute("SELECT COUNT(*) FROM saga_transactions")

total_sagas = cursor.fetchone()[0]

return {
"overall status": "healthy" if all_healthy else "degraded",
"services": {
"database": db_health.dict(),
"redis": redis_health.dict()
}s
"metrics": {
"active_sagas": active_sagas,
"total_sagas": total_sagas

}s

"timestamp": datetime.now().isoformat()

except Exception as e:
logger.error(f"Failed to get system metrics: {e}")
return {
"overall status": "error",
"error": str(e),

"timestamp": datetime.now().isoformat()

monitor = DatabaseMonitor()

@app.on_event("startup")
async def startup_event():

await monitor.initialize()

@app.get("/health")
async def health_check():

return {"status": "ok", "timestamp": datetime.now()}

@app.get("/metrics")

async def get_metrics():
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return monitor.get_system_metrics()

@app.get("/database/stats")
async def get_database_stats():
try:
with monitor.db_conn.cursor() as cursor:
cursor.execute("""
SELECT schemaname, tablename,
pg_size pretty(pg_total relation_size(schemaname||'.'||tablename)) as size
FROM pg_tables
WHERE schemaname = ‘public'’
ORDER BY pg_total relation_size(schemaname||'.'||tablename) DESC
")
table_sizes = [{"schema": row[@], "table": row[1l], "size": row[2]} for
row in cursor.fetchall()]
cursor.execute("""
SELECT state, COUNT(*)
FROM pg_stat_activity
WHERE pid <> pg_backend_pid()
GROUP BY state
")

connection_states = [{"state": row[@], "count": row[1]} for row in

cursor.fetchall()]

return {
"table_sizes": table_sizes,
"connection_states": connection_states,

"timestamp": datetime.now().isoformat()

except Exception as e:
logger.error(f"Failed to get database stats: {e}")
raise HTTPException(status_code=500, detail=str(e))

if __name__ == "__main__":

uvicorn.run(app, host="0.0.0.0", port=8080)
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