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РЕФЕРАТ 

Робота складається з 87 сторшок, 1 м1стить 1 О ілюстрацій, 23 таблиці та б 

джерел. 

Метою роботи є розробка системи автоматизованого збору та перешрки 

мережевих налаштувань. 

Результатом роботи є програмний засіб, що базується на розробленій політиці 

безпеки, та проводить автоматизовано перешрку налаштувань мережного 

обладнання. 

Ключові слова: МЕРЕЖА, СПИСОК ДОСТУПУ, ПОЛІТИКА БЕЗПЕКИ, 

ПРАВИЛО, ВРАЗЛИВІСТЬ 
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ABSTRACT 

The work consists of 87 pages, and contains 10 illustrations, 23 tables and 6 sources. 

The aim of the work is to develop a system for automated collection and validation 

of network settings. 

The result of the work is a software tool based on the developed security policy, and 

conduct automated testing of network equipment settings. 

Keywords: NETWORK, ACCESS LIST, SAFETY POLICY, RULES, 

VARIABILITY 
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BCTYII 

MaprnpynBaTopH 6ynH po3po6neHi .IJ:IDI rrepe.z:i:aq1 .ri:eiiTarpaM .ri:o cBoro Mlcr..1;51 

rrpH3HaqeHHH i 6yJIH rrporpaMOBaHi cxeMaMaMH pirneHHH rrpo6neM, TaKHX 51K 3aTOpH a6o 

36iii cerMeHTa Mepe)l(i. :Ui cxeMH BKmoqaIOTb B ce6e 3MiHy MaprnpyTy .ri:eiiTarpaM Ha 

aJibTepHaTHBHHH HaIIp51M. ToMy HeMO)l(JIHBO CTBep.IJ:)l(yBaTH 3 6y.IJ:b-51KOIO TOqHiCTIO - 51KHH 

IIIJ151X 6y.ri:e o6paHHH .ri:eiiTarpaMOIO, MaH.IJ:pyIOqoIO 3a Me)l(i JIOKaJibHOI Mepe)l(i. 

)::(eiiTarpaMMa MO)l(e pyxaTHC.51 no rrp51MOMY MaprnpyTy, a6o, IIIBH.IJ:IIIe 3a Bee, 

rro.ri:opo)l(yBaTH qepe3 KiJihKa MaprnpyTH3aTopiB, po3Mim;eHHX B 6y.ri:h-51KHX KyToqKax 

CBiTy. :Ui MaprnpyTH3aTOpH, HaiiiMOBipHirne, He HaJie)l(aTb Bi.ri:rrpaBHHKY a6o o.ri:ep~Baqy, 

a TpeTiii CTOpOHi. y 6iJibIIIOCTi BHrra.ri:KiB u;e He Ma€ 3HaqeHH51, O.IJ:HaK .ri:eiiTarpaMH MO~Tb 

6yTH CKOrriiioBaHi, i IX 6e3rreKa MO)l(e rri.ri:.ri:aBaTHC.51 pH3HKy, KOJIH BOHM rro.ri:opo~IOTb 

qepe3 MaprnpyTH3aTop, 6e3 rroBi.IJ:OMJieHH.51 Bi.ri:rrpaBHHKa a6o o.ri:ep)l(yBaqa. 

IIpou;ec Bi.IJ:OMHii 51K MOHiTopHHr rraKeTiB, Mae 6araTo 3aKOHHHX u;ineii, BKJIIOqaIOqH 

aHaJii3 cpyHKu;ioHyBaHH.51 Mepe)l(i Ta .IJ:OTpHMaHH.51 3aKOHHOCTi, O.IJ:HaK rrpH ll;bOMY rrporpaMH 

.IJ:JI.51 MOHiTOpHHry Mepe)l(i 3apa3 .IJ:OCTYIIHi 6y.IJ:b-KOMy, XTO BHpiIIIHTb IX BHKOpHCTOByBaTH. 

y MHHYJIOMy, MOHiTOpHHr rraKeTiB BHMaraB KOMII1IOTepa, IIi.IJ:KJIIOqeHoro Ka6eneM .ri:o 

Mepe)l(L 

06'E:KTOM .ri:ocni.ri:)l(eHH.51 e Mepe)l(eBe o6na.ri:HaHH51 CISCO. 

IIpe.ri:MeT .ri:ocni.ri:)l(eHH.51 - BJiacHe HanarnTyBaHH.51 o6na.ri:HaHH51. 
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1 TEXHOJIOrII, Ill,O BHKOPHCTOBYIOTbCH B )];HIIJIOMI 

B .IJ:aHOMY po3.z:i:ini 6y.ri:yTb BH3HaqeHHi Ta OIIHCaHi 6a30Bi .ri:mc po60TH IIOHHTUC: 

Mepe)l(l, Mepe)l(eBi TOIIOJIOri'i, BH.IJ:H Mepe)l(eBoro o6na.ri:HaHHH. Ey.ri:yTb OIIHCaHl 

oco6JIHBOCTi Ta rrpHHIJ;HIIH cpyHKu;ioHyBaHHH Mepe)l(eBoro o6Jia.IJ:HaHHH. 

1.1 Mepe'1\'.i Ta ix BH)J;H 

KoMrr'IOTepHa Mepe)l(a (Computer Network) - u;e 6e3niq KOMII1IOTepiB, 3'e.ri:HaHHX 

JiiHi.HMH 3B1.513Ky, IlJ;O 

3a6e3rreqeHH.H. 

. . 
rrpau;IOIOTb Ill.IJ: yrrpaBJilHH.HM crreu;1anhHoro rrporpaMHoro 

IIi.z:i: niHiE:IO 3B1.H3KY 3a3BHqaii po3yMIIOTb cyKyrrHICTb TexmqHHX rrpHcTpoi"B, 1 

cpi3HqHoro cepe.ri:oBHru;a, m:o 3a6e3rreqyIOTb rrepe.z:i:aqy cHrHaniB Bi.IJ: rrepe.ri:aBaqa .ri:o 

rrpHiiMaqa. y peaJibHOMY )l(HTTi rrpHKJia.IJ:aMH JiiHiii 3B15l3KY MO)l(YTb CJIY)l(HTH .ri:iJI.HHKH 

Ka6eJIIO i IIi.IJ:CHJIIOBaqi, m:o 3a6e3rreqyIOTb rrepe.z:i:aqy CHrHaJiiB M~ KOMyTaTopaMH. Ha 

OCHOBi JiiHiH 3B1.H3KY 6y.z:i:yIOTbC.H KaHaJIH 3B1.H3Ky. 

KaHaJIOM 3B'.H3KY 3a3BHqaii Ha3HBaIOTb CHCTeMy TexmqHHX rrpHcTpoi"B 1 niHiii 

3B'.H3Ky, m:o 3a6e3rreqye rrepe.ri:aqy iHcpopMau;i'i Mi)I( a6oHeHTaMH. CrriBBi.IJ:HOIIIeHH.H Mi)I( 

IIOH.HTT.HMH "KaHan" i "niHi.H" OIIHCYE:TbC.51 HaCTYIIHHM qifHOM: KaHaJI 3B15l3KY MO)l(e 

BKJIIOqaTH B ce6e KiJihKa pi3HOpi.IJ:HHX JiiHiii 3B1.513Ky, a O.IJ:Ha JilHl.51 3B1.513KY MO)l(e 

BHKOpHCTOByBaTHC.51 .ri:eKlJibKOMa KaHaJiaM. 

1.1.1 Tunu Mepe'1\'. 

IlepcouaJihHa Mepe'1\'.a (Personal Area Network, PAN) - .IJ:03BOJI.H€ rrpHcTpO.HM 

o6MiHIOBaTHC.H .ri:aHHMH Ha HeBeJIHKHX Bi.IJ:CTaH.HX. PAN o6'e.ri:Hye TaKi rrpHcTpo'i .HK MHIIIi, 

KJiaBlaTypH, rrpHHTepH, CMapTcpOHH, IIJiaHIIIeTH, TOilJ;O. Haii6iJibIII IIOIIIHpeHOIO 

TeXHOJIOri3IO IIi.IJ:KJIIOqeHH.51 € Bluetooth (TeXHOJIOri.H OTpHMaJia Ha3BY Ha qeCTb KOpOJI.51 

BiKiHriB Xapanh.ri:a I CHHe3y6oro, .HKHii o6'e.ri:HaB Hapo.ri:H Ha TepHTopi'i cyqacHHX )::(aHi'i i 

CKoHe). 
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PAN TaKO)I( MO)l(e 6yn1 CTBopeHa 3a .ri:orroMormo iHIIIHX TexHonoriii, m:o 

.IJ:03BOJI5IIOTb o6MiHIOBaTHC51 .ri:aHHMH Ha MaJIHX Bi.IJ:CTaH51X ( HarrpHKJia.ri:, RFID - Radio 

Frequency IDentification - crroci6 aBTOMaTHqHoi: i.ri:eHTHcpiKau;ii: o6'E:KTiB rrpH 51KOMY .ri:atti, 

m:o 36epiraIOTbC51 B TpaHcrroH.ri:epax, a6o RFID-MiTKax 3qHTYIOTbC5I 3a .ri:orroMoroIO 

pa.z:i:iocHrHaniB ). 

Jlm~aJihHa Mepe'1{a (Local Area Network, LAN) - :o;e KOMII1IOTepHa Mepe)l(a, 51Ka, 

51K rrpaBHJIO, IIOKpHBaE: HeBeJIHKY TepHTOpiIO, p03TaIIIOByIOqHCb B O.IJ:HOMY a6o .ri:eKiJibKOX 

6y.z:i:iBJI51X. 

TepMiH «JIOKaJihHa» B .ri:aHoMy KOHTeKcTI HaJie)l(HTb .ri:o crriJihHOi: JIOKaJibHOMY 

yrrpaBJiiHH.51 (He 03Haqae o60B1513KOBY cpi3HqHy 6JIH3bKiCTb KOMIIOHeHTiB O.IJ:HH .ri:o O.IJ:HOro ). 

JlOKaJibHOl MO)l(e 6yTH .IJ:OMaIIIH.51 Mepe)l(a, o6'€.IJ:HaHH51 KOMII1IOTepiB i iHIIIHX rrpHCTpOlB 

Manoro ocpicy a6o BeJIHKoro rri.ri:rrpHE:MCTBa. 

B LAN IIIHpOKO BHKOpHCTOBYIOTbC.51 .IJ:POT51Hi 31€.IJ:HaHH.51, 6iJihIIIiCTb 3 51KHX 

BHKOHYE:TbC.51 3a .IJ:OIIOMOrOIO Mi.IJ:HHX rrpOBO.IJ:iB, a .z:i:e51Ki - OIITOBOJIOKOHHHX. 3a3BHqaii, 

rrpoBi.IJ:Hi Mepe)l(i rrpa:o;IOIOTb Ha IIIBH.IJ:KOCT51X Bi.IJ: 100 M6iT I c .ri:o 1 16iT I c. EiJihIII 

cyqacHi LAN MO)l(YTb rrpa:o;IOBaTH 3i IIIBH.IJ:KiCTIO 10 16iT I c. Haii6iJihIII rroIIIHpeHHM 

cTaH.ri:apTOM rrpoBO.IJ:OBoro 3'e.ri:HaHH5I e CTatt.ri:apT IEEE 802.3, 3a3BHqaii 3BaHHii Ethernet. 

y JIOKaJibHHX Mepe)l(aX rrop.51.IJ: 3 rrpOBl.IJ:HHMH TeXHOJIOrrnMH IIIHpOKO 

BHKOpHCTOBYIOTbC.51 6e3.z:i:poT0Bi 3'e.ri:HaHH5I 3a cTaH.ri:apToM IEEE 802.11, 6inhIII Bi.IJ:OMHM 

51K Wi-Fi. Ee3.z:i:poT0Bi Mepe)l(i Wi-Fi rrpa:o;IOIOTb Ha IIIBH.IJ:KOCT51X Bi.IJ: .ri:eKiJihKOX .ri:o coTHeIO 

Mera6iT B ceKyH.ri:y. 
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Myuiu;unaJihHi Mepe~i (metropolitan area network, MAN) - o6'e.r:i;HyIOTb 

KOMII
1
IOTepM B Me)l(aX MiCTa. 5IK rrpmma.r:i; MO)l(Ha po3rmmyTM CMCTeMy Ka6eJibHOro 

Tene6aqeHHH, B 51Kiii, 3aB,r:t;51KM rreBHMM 3MiHaM, 3
1
51BMJiaC51 MO)l(JIMBiCTb rrepe.r:i;aqi umppOBMX 

.r:i;aHMX i, 3 qacoM, CMCTeMa rrepeTBOpMJiaC.51 B MyHiUMIIaJibHY KOMII
1
IOTepHy Mepe)l(y. 

rJio6aJihHa Mepe~a (Wide Area Network, WAN) - OXOIIJIIOE: 3HaqHi TepMTOpii:, 

3
1
€,r:t;HyE: JIOKaJibHi Mepe)l(i, 51Ki MO)l(YTb p03TaIIIOBYBaTMC51 B reorpacpiqttO Bi,r:t;.r:i;aJieHMX 

MiCU51X. lJI06aJibHa Mepe)l(a CXO)l(a Ha BeJIMKY ,r:t;pOTOBY JIOKaJibHY KOMII
1
IOTepHy Mepe)l(y, 

. . . 
aJie lCHYIOTb Ba)l(JIMBl Bl.[(MlHHOCTl: 

• yrrpaBJilHH.51 JIOKaJibHMMM Mepe)l(aMM Ta Ha,r:t;aHH.51 .[(OCTyrry .[(0 Mi)l(Mepe)l(eBMM 

cepe,r:t;OBMIIJ;a rrepe.r:i;aqi .r:i;aHMX 3,r:t;iMCHIOE:TbC.51 pi3HMMM opraHi3aUi51MM; 

• MO~Tb 3
1
€,r:t;HyBaTMC.51 Mepe)l(i, m:o BMKOpMCTOBYIOTb pi3Hi BM.[(M Mepe)l(eBMX 

TeXHOJIOriii; 

• 3a .[(OIIOMOrOIO KOMyttiKauiiiHMX KaHaJilB MO)l(YTb 3B
1
513YBaTMC51 OKpeMl 

KOMIT
1
IOTepM 3 JIOKaJibHMMM Mepe)l(aMM, a6o uini Mepe)l(t. 



lP11c 1.2 1no6a.rrhHa Mepe)l(a 

' ' ' ' 

1.1.2 Mepea{eBi TonoJiorii 

' ' ' ' 
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......... 

OrrepaTMBHMii B3aE:M03B'.H30K Ml)I( KOMII1IOTepaM11 no JIOKaJihHiii Mepe)l(l 

3.z:i:iiicHIOE:TbC.H 3a .ri:orroMoroIO niHiii 3B'.H3Ky. Bc.H cncTeMa, B 3aJie)l(HOCTi Bi.IJ: cpi311qHoro 
. . . . 

IIl.IJ:KJIIOqeHH.H BY3JI1B, a TaKO)I(, caMoro reoMeTpnqHoro po3TarnyBaHH.H BY3JI1B Mepe)l(l, 

Ha3MBaIOTb Mepea{eBOIO TOUOJIOrifro. 

lcHyIOTb JIOriqHa i cpi311qHa TOIIOJIOri'i, .HKi € He3aJie)l(HMMM Mi)I( co6oIO. <l>i311qHa 

TOIIOJIOri.H 3.IJ:iMCHIO€ B Mepe)l(i reoMeTpiIO rro6y.ri:oBM, a JIOriqHa BCT3HOBJIIO€ B Mepe)l(i .IJ:JI.H 

Bcix IIOTOKiB .ri:aHMX IX Harrp.HMOK i crroci6 rrepe.z:i:aqi. 

y JIOKa.TlbHMX Mepe)l(aX Haii6iJibIII 3aTpe6yBaHi cpi311qHi TOIIOJIOri'i, TaKi .HK: 

• «lliMHa» (bus); 

• "3ipKa" (star); 

• "Kinhu;e" (ring); 

• a TaKO)I(, noriqHe «Kinhu;e» ( a6o Token Ring). 

Mepe)l(a 3 HMBHICTIO muuuoi TonoJiorii. TyT .IJ:JI.H rrepe.z:i:aq1 .ri:aHMX 

BMKOpMCTOBYE:TbC.H K03KCiKaJibHMM Ka6enh (MOHOK3Ha.TI), Ha KlHIJ;.HX iioro 
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BCTaHOBJIIOIOTbC.51 TepMIHaTOpM, a6o KlHIJ;eBy onopy. IIi.IJ:KJIIOqeHH.51 KO)l(HOro 

KOMn'IOTepa .ri:o Ka6enIO Bi.IJ:6YBaE:TbC51 qepe3 T-po3'E:M (T-KOHHeKTop ). llepe3 

nepe.ri:aBaJibHMM BY30JI Mepe)l(i .ri:aHi no IIIMHi nepe.ri:aIOTbC.51 B o6M.IJ:Bi CTOpOHM, npM IJ;bOMY 

Bi.IJ:6MBaIOTbC51 Bi.IJ: TepMiHaTopiB. lHIIIMMM CJIOBaMM, TepMiHaTOpM raC51Tb CMrHaJIM, 51Kl 

.ri:oc51raIOTb .ri:o KiHIJ;.51 KaHaniB nepe.z:i:aqi .ri:aHMX. TaKMM qifHOM, impopMau;i.51, m:o 

nepe.ri:aE:TbC.51 npoxo.ri:MTb qepe3 Bci BY3JIM, ane npMiiMaE:TbC.51 i cpiKcyE:TbC.51 TiJihKM O.IJ:HMM, 

51KOMY i npM3HaqanaC51. JioriqHa IIIMHHa TOnonori.51 3a6e3neqye B Mepe)l(i cniJibHY i 

o.ri:HoqacHy nepe.z:i:aqy iHcpopMau;ii: .ri:o Bcix IIK, i HaBnaKM, Bci .ri:aHi Bi.IJ: IIK B yci Hanp51MKM 

nepe.IJ:aIOTbC.51 no Mepe)l(i. TaKMM BM.IJ: nepe.z:i:aqi CMrHaJiiB Ha3MBaIOTb m:e IIIMpOKOMOBHMM. 

Mepe)l(i IIIMHHOl TOnonorii: MaIOTb i CBOl nepeBarM: 

• nerKO HaJiaIIITOBYE:TbC.51 i KOHcpirypyIOTbC.51; 

• CTiiiKiCTb .ri:aHOl Mepe)l(i .ri:o OKpeMMX Henona.ri:oK B BY3Jiax; 

• 51KIIJ;O O.IJ:MH 3 BY3JiiB BMXO.IJ:MTb 3 na.z:i:y, u;e Hi51K He BnJIMBaE: Ha npau;e3.z:i:aTHiCTb BCid 

Mepe)l(L 

Ane e ii He.ri:oniKM: 

• o6Me)l(eHH51 B KiJibKOCTi po6oqMx CTaHu;iii i .IJ:OB)l(MHi Ka6enIO; 

• MO)l(e 3ynMHMTMC5I BC.51 po6oTa Mepew B pa3i po3pMBY Ka6enIO; 

• CKJia.IJ:HO BM3HaqaTM .ri:ecpeKTM B 31€.IJ:HaHH51X. 

PMc. 1.3 Tononori.51 "lliMHa" 

Tononori.51 Mepe)l(i - "JipKa" 
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B naHiii Mepe)l(i KO)l(Ha oKpeMa po6oqa cTam_ij51 Ka6eneM ( 3BMTa rrapa) rrpMenHaHa 

no xa6y a6o KOHIJ;eHTpaTopa, m:o 3a6e3rreqye nn51 Bcix IIK rrapaneJThHe 3'enHaHH5I (Bci 

KOMII1IOTepM Mepe)l(i MO~Tb onMH 3 onHMM crrinKyBaTMC51). 

)::(aHi, 51Ki BinrrpaBJI51IOTbC51 Bin onHid rrepenaBaJibHOl CTaHIJ;il, qepe3 xa6 i BCi JiiHil 

iinyTh Ha yci IIK. lHIIIMMM cnoBaMM, impopMau;i5I MO)l(e HanxonMTM Ha 6ynh-51KY po6oqy 

CTaHu;iIO, ane rrpMiiMaTM n MO)l(YTb JIMIIIe Ti CTaHIJ;il, 51KMM BOHa rrpM3HaqeHa. OcKiJibKM 

rrepenaqa CMrHaJiiB naHOl TMIIOJIOrii: cpi3MqHa «3ipKa» i BOHa IIIMpOKOMOBHa, TO noriqHa 

TOIIOJIOri51 B TaKiii JIOKaJibHiii Mepe)l(l 6yne noriqHOl IIIMHOIO. B OCHOBHOMY 

3acTocoByE:TbC5I nAA JIOKaJibHMX Mepe)I(, m:o MaIOTb apxiTeKTYPY 1 OBase-TEthemet. 

IIepeBarM naHoi: Torronorii: 3ipKa: 

• nerKe rrinKJIIOqeHH51 HOBoro IIK; 
. . 

• u;eHTpaJI130BaHe yrrpaBJ11HH5I; 

• cTiiiKiCTb Mepe)I( no HecrrpaBHOCTeii IIK; 

• cTiiiKiCTb no po3pMBiB B oKpeMMx 3'enHaHH5I IIK. 

PMc. 1.4 Torronori51 "3ipKa" 

Torronori51 Mepe)l(i "1dJihu,e" 

Hepo3pMBHe Kinhu;e, 3a norroMoroIO 51Koro rrepenaE:TbC51 iHcpopMau;m Mi)I( IIK, B 

Tononorii" Mepe)l(t 3a6e3neTI)'E:TbCH 3'enHaHHHM ycix BY3JitB KaHanaMM 3B1H3Ky. 3aBnHKM 

IJ;bOMy, BC51 iHcpopMaIJ;i51 pyxaE:TbC51 no KOJIY B onHoMy HaIIp51MKy. 
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Po6oqa CTaHI.]J.H, .HKa rrpMiiMaE: CMrmurn, p03II13Ha€ .z:i:am 1 OTpMMYE: TlJibKM Tl 

IIOBi.IJ:OMJieHH.H, .HKi 'iii a.z:i:peCOBaHi. y .ri:aHiii TOIIOJIOri'i Mepe)l(i 3aCTOCOBY€TbC.H MapKepHMM 

.IJ:OCTyrr, m:o Ha.ri:ae rrpaBO Ha rreBHMM rrop.H.IJ:OK BMKOpMCTaHH.H KiJibll;.H. JioriqHa TOIIOJIOri.H B 

. . 
.ri:aHOMY BMIIa.IJ:KY - nonqHe KlJibIJ;e. 

TaKa Mepe)l(a nerKO CTBOpIOE:TbC.H i HaJiaIIITOBYE:TbC.H. €.IJ:MHMM He.IJ:OJilK Mepe)l(l 

TOIIOJIOri'i KiJihIJ;e - .HKm;O xoq B O.IJ:HOMY Micu;i IIOIIIKO.IJ:)l(eHa JiiHi.H 3B1.H3KY a6o BMMIIIOB 3 

na.z:i:y, rropyIIIyE:TbC.H rrpau;e3.z:i:aTHiCTb Bcid Mepe)l(i. 

llepe3 .ri:e.HKiii HeHa.ri:iiiHOCTi, B qifCTOMY BMrJI.H.IJ:i .ri:aHMM BM.IJ: TOIIOJIOri'i pl.IJ:KO 

3acTocoByE:TbC.H. Ha rrpaKTMIJ;i B ocHOBHOMY 3acTocoByIOTb MO.IJ:McpiKau;i'i pi3HMX KiJihIJ;eBMX 

TOIIOJIOriii. 

PMc. 1.5 Torronori.H "Kinhu;e" 

Torronori.H Mepe)l(i - Token Ring. 

TaKa TOIIOJIOri.H rpyHTYE:TbC.H Ha TOIIOJIOri'i Mepe)l(l «cpi3MqHe KlJibIJ;e 13 

3aCTOCyBaHH.HM TMrry 3ipKa». TaKa TOIIOJIOri.H rrepe.ri:6aqae IIi.IJ:KJIIOqeHH.H Bcix po6oqMx 

CTaHu;iii .ri:o u;eHTpaJibHOro KOHIJ;eHTpaTopa (a6o Token Ring), TaK caMO .HK rrpM TOIIOJIOri'i 

«cpi3MqHa 3ipKa». TaKMM qifHOM, u;eHTpaJibHMii KOHIJ;eHTpaTop 3a .ri:orroMoroIO rrepeMMqoK 

3.IJ:iMCHIOE: IIOCJii.IJ:OBHe 31€.IJ:HaHH.H BMXO.IJ:iB 3 O.IJ:HMX CTaHIJ;iii 3 BXO.IJ:aMM iHIIIMX CTaHu;iii. 

KoHu;eHTpaTop 3a6e3rreqye 3'e.ri:HaHH.H KO)l(HO'i cTaHu;i'i TiJihKM 3 .IJ:BOMa cyci.ri:HiMM 

CTaHIJ;i.HMM - rrorrepe.ri:HbOl i HaCTYIIHOL Po6oqi CTaHu;i'i IIOB1.H3aHi Mi)I( co6oIO rreTJieIO 

Ka6enIO, .HKa 3a6e3rreqye rrepe.ri:aqy .ri:aHMX MW cTaHu;i.HMM, T06To oKpeMa cTaHu;I.H 

peTpaHCJIIOE: iHcpopMau;iIO .ri:ani. )::(n.H 3a6e3rreqeHH.H u;horo, KO)l(Ha po6oqa cTaHu;I.H 
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o6Jia,IJ,HaHa cneu;iaJibHHMH npHHMaJibHO-nepe.ri:aBaJibHHMH npHCTpO.HMH, m:o .IJ:03BOJ15IIOTb 

. . 
ynpaBJilHH.H npOXO.IJ:)l(eHH.H .ri:aHHX B Mepe)l(l. 

KoHu;eHTpaTop YTBOpIOE: ocHOBHe nepBHHHe 1 pe3epBHe KlJibIJ;.H. IIpH o6pHBi B 

OCHOBHOMY KiJihIJ;i, iioro MO)l(Ha o6iiiTH, BHKOpHCTOByIOqH .IJ:JI.H IJ;bOro pe3epBHi KiJibIJ;.H. 

,[(JI.H IJ;bOro 3aCTOCOBY€TbC51 qoTHpbOX)l(HJibHi Ka6eJib. y pa3i nopyrneHH.H po60TH CTaHu;i'i 

a6o npH o6pHBi JiiHi'i 3B1513KY Mepe)l(a npO.IJ:0B)l(Y€ npau;IOBaTH, OCKiJibKH KOHIJ;eHTpaTop 
. . . 

BHKJIIOqae HecnpaBHY CTaHIJ;lIO, TaKHM qifHOM 3aMHKa€ KlJibIJ;e nepe.z:i:aq1 .ri:aHHX. 

CHcTeMa Token Ring 3po6neHa TaKHM qHHOM, m:o MapKep nepe.ri:aE:TbC.H no 

noriqHoMy KiJihIJ;IO Mi)I( BY3JiaMH. IIepe.z:i:aqa MapKepa Mae cpiKCOBaHHii Hanp.HMOK. 5IKru;o 

CTaHIJ;i.H Ma€ MapKep, BOHa nepe.ri:ae iHcpopMau;iIO Ha HacTynHy CTaHu;iIO. 

nO.HBH BiJibHOro MapKepa. 0TpHMaHHH MapKep MiCTHTb BCi a.z:i:pecH CTaHu;i'i, .HKa HanpaBHJia 

u;eii MapKep, B TOMY qHcni i cTaHu;i'i, .IJ:JI.H .HKoro BiH npH3HaqaBC.H. HacTynHa cTaHu;rn 

nepe.ri:ae MapKep .ri:ani no Mepe)l(i, .IJ:AA HacTynHo'i CTattu;i'i, i TaK .ri:ani no Kony. 

lOJIOBHHH BY30JI Mepe)l(i (B OCHOBHOMY u;e cpaiin-cepBep) MapKep CTBOpIOE:, .ri:ani u;eii 

MapKep Bi.ri:npaBJI.HE:TbC.H B Mepe~ no KiJihIJ;IO. B .ri:aHoMy BHna.ri:Ky, TaKHii BY30JI e 

aKTHBHHM MOHiTopoM i CTporo CTe)l(HTb 3a pyxoM MapKepa, .HKHH He nOBHHeH 3ary6HTHC51 

a6o 3pyiiHyBaTHC51. 

,[(o nepeBar TaKo'i Tononori'i Token Ring MO)l(Ha Bi.IJ:HeCTH: 

• O.IJ:HaKOBHH .IJ:OCTyn .ri:o po6oqHx CTaHu;iii; 

• CTiiiKiCTb .ri:o HecnpaBHOCTeii .ri:e.HKHX CTaHIJ;iii a6o npH po3pHBax 31€.IJ:HaHb. 

He.ri:oniKH Token Ring - u;e .z:i:y)l(e BeJIHKa BHTpaTa MaTepianiB Ha ni.ri:KnIOqeHH.H, a 

Bi.ri:noBi.IJ:HO, HaH.IJ:OPO)l(qa p03BO.IJ:Ka .IJ:JI.H JiiHiii 3B1513Ky. 

1.2 <l>iJuqui KOMUOHeHTH Mepe'1{ 

• Mepe)l(eBa KapTa 

• IlOBTOpIOBaq 

• KoHu;eHTpaTop(Hub) 
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• KoMyTaTop 

• MicT 

• MapIIIpyTH3aTop 

• Mi)l(Mepe)l(eBHii eKpaH 

1.2.1 Kouu;euTpaTop (Hub) 

Mepe)l(eBHH KOHIJ;eHTpaTop - rrpHCTpiii .IJ:JUI 061€.IJ:HaHHH KOMII1IOTepiB B Mepe)l(y 

Ethernet i3 3acTocyBaHHHM Ka6eJihHO'i imppacTpyKTYPH THrry 3BHTa rrapa. B .ri:aHHii qac 
. . 

BHTlCHeHl Mepe)l(eBHMH KOMyTaTopaMH. 

Mepe)l(eBi KOHIJ;eHTpaTopH TaKO)I( MOrJIH MaTH po3'E:MH .ri:mr IIl.IJ:KJIIOqeHHH .ri:o 

icHyIOqHx Mepe)I( Ha 6a3i TOBCTOro a6o TOHKOro KOaKCiaJibHOro Ka6eJIIO. 

KoHu;eHTpaTop rrpau;IOE: Ha rrepIIIoMy ( cpi3HqHoMy) piBHi Mepe)l(eBo'i Mo.ri:eni OSI, 

peTpaHCJIIOIOqH BXi.IJ:HHH CHrHaJI 3 O.IJ:HOro 3 rropTiB B CHrHaJI Ha BCi iHIIIi (rri.IJ:KJIIOqeHi) 

rropTH, peani3yIOqH, TaKHM qHHOM, BJiaCTHBY Ethernet TOIIOJIOriIO 3araJihHa IIIHHa, 3 

rro.ri:iJIOM rrporrycKHOl 3.IJ:aTHOCTi Mepe)l(i Mi)I( yciMa rrpHCTp051MH i po60TOIO B pe)l(HMl 

HarriB.ri:yrrneKca. Koni3i'i ( T06To crrpo6a .IJ:BOX i 6iJihIIIe rrpHcTpo'iB rroqaTH rrepe.ri:aqy 

o.ri:HoqacHo) o6po6JI51IOTbC51 aHanoriqHo Mepe)l(i Ethernet Ha iHIIIHX Hoci51x - rrpHcTpo'i 

caMOCTiHHO rrpHIIHH51IOTb rrepe.ri:aqy i Bi.IJ:HOBJIIOIOTb crrpo6y qepe3 BHIIa.IJ:KOBHH rrpoMi)l(OK 

qacy, K~qH cyqacHOIO MOBOIO, KOHIJ;eHTpaTop 061€.IJ:HYE: rrpHCTpo'i B O.IJ:HOMY .IJ:OMeHi 

KOJii3iH. 

Mepe)l(eBHii KOHIJ;eHTpaTop TaKO)I( 3a6e3rreqye 6e3rrepe6iiiHy po6oTy Mepe)l(i rrpH 

Bi.IJ:KJIIOqeHHi rrpHCTpOIO Bi.IJ: O.IJ:HOro 3 rropTiB a6o IIOIIIKO.IJ:)l(eHHi Ka6eJIIO, Ha Bi.IJ:MiHy, 

HarrpHKJia.ri:, Bl.IJ: Mepe)l(i Ha KOaKCiaJibHOMY Ka6eni, 51Ka B TaKOMY BHIIa.IJ:KY rrpHIIHH51€ 

po6oTy u;iJIKOM. 

1.2.2 KoMyTaTop 

Mepe)l(eBHii KOMyTaTop - rrpHcTpiii, rrpH3HaqeHHii .IJ:JI51 3'e.ri:HaHH5I .ri:eKiJihKOX BY3JiiB 

KOMII1IOTepHOl Mepe)l(i B Me)l(aX O.IJ:HOro a6o .ri:eKiJibKOX cerMeHTiB Mepe)l(i. KoMyTaTop 
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rrpa11;ioe Ha KamUihHOMY (.r:i;pyroMy) piBHi Mo.r:i;eni OSI. KoMyTaTopH 6ynH po3po6neHi 3 

BHKOpHCTaHHHM MOCTOBHX TeXHOJIOriii i qacTO po3rmr.r:i;aIOTbC51 51K 6araTOIIOpTOBi MOCTH. 

,[(JI.51 31€,[(HaHH.51 .r:i;eKiJibKOX Mepe)I( Ha OCHOBi Mepe)l(eBoro piBH.51 CJiy)l(aTb MaprnpyTH3aTOpH 

(3 piBeHh OSI). 

Ha Bi.r:i;MiHy Bi.r:i; KOHIJ;eHTpaTopa ( 1 piBeHh OSI), 51KHii rrornHpIOE: TpacpiK Bi.r:i; o.r:i;Horo 

rri.r:i;KJIIOqeHoro rrpHcTpoIO .r:i;o Bcix iHrnHx, KOMyTaTop rrepe.r:i;ae .r:i;aHi JIHrne 6e3rrocepe.r:i;HhO 

OTpHMyBaqy (BHH51TOK CTaHOBHTb IIIHpOKOMOBHHH TpacpiK Bcix BY3JiiB Mepe)l(i i TpacpiK 

.[(JI.51 rrpHCTpOlB, .[(JI.51 51KHX HeBi.[(OMHH BHXi.[(HHH rropT KOMyTaTopa). I(e rri.r:i;BHIIJ;YE: 

rrpo.r:i;yKTHBHlCTb i 6e3rreKy Mepe)l(i, II036aBJI5£IOqH iHrni cerMeHTH Mepe)l(l Bl.[( 

Heo6xi.r:i;HocTi (i MO)l(JIHBOCTi) o6po6JI51TH .r:i;aHi, 51Ki 'iM He rrpH3HaqanHC51. 

KoMyTaTop 36epirae B rraM15ITi (T.3B. aco11;iaTHBHO'i rraM15ITi) Ta6JIHIJ;IO KOMyTa11;i'i, B 

51Kiii BKa3YE:TbC51 Bi.r:i;rroBi.r:i;HiCTb MAC-a.r:i;pecH BY3Jia rropTy KOMyTaTopa. IIpH BKJIIOqeHHi 

KOMyTaTopa 1(51 Ta6JIHIJ;51 rropO)l(H.51, i BiH rrpaIJ;IOE: B pe)l(lIMi HaBqaHH.51. B IJ;bOMY pe)l(lIMi 

Ha.[(XOMTb Ha 51KHHCb rropT .r:i;aHi rrepe.r:i;aIOTbC.51 Ha BCi iHrni rropTH KOMyTaTopa. IIpH IJ;bOMY 

KOMyTaTop aHani3ye cppeiiMH (Ka.r:i;pH) i, BH3HaqHBIIIH MAC-a.r:i;pecy xocTa-Bi.r:i;rrpaBHHKa, 

3aHOCHTb iioro B Ta6JIHIJ;IO Ha .r:i;e51KHH qac. 3ro.r:i;oM, 51KIIJ;O Ha 0.[(HH 3 rropTiB KOMyTaTopa 

Ha.r:i;iii.r:i;e Ka.r:i;p, rrpH3HaqeHHii .IJ:JI.51 xocTa, MAC-a.r:i;peca 51Koro B)l(e e B Ta6JIHIJ;i, TO 11;eii Ka.r:i;p 

6y.r:i;e rrepe.r:i;aHHii TiJihKH qepe3 rropT, 3a3HaqeHHii y Ta6JIHIJ;i. 5IKm:o MAC-a.r:i;peca xocTa­

o.r:i;ep)l(yBaqa He aco11;iiioBaHa 3 51KHM-He6y.r:i;h rropTOM KOMyTaTopa, TO Ka.r:i;p 6y.r:i;e 

Bi.r:i;rrpaBJieHHH Ha BCi rropTH, 3a BHH51TKOM Toro rropTy, 3 51KOro BiH 6yB OTpHMaHHH. 

3ro.r:i;oM KOMyTaTop 6y.r:i;ye Ta6JIHIJ;IO .IJ:JI.51 Bcix aKTHBHHX MAC-a.r:i;pec, B pe3yJihTaTi TpacpiK 

JIOKaJI13Y€TbC51. 

BapTo Bi.IJ:3HaqHTH Many naTeHTHiCTb (3aTpHMKY) i BHCOKY IIIBH.IJ:KiCTb rrepecHJIKH 

Ha KO)l(HOMY rropTy iHTepcpeiicy. 

1.2.3 MapmpyTuJaTop 

MaprnpyTH3aTop - crre11;iani30BaHHii KOMII1IOTep, 51KHii rrepecHnae rraKeTH Ml)I( 

p13HHMH cerMeHTaMH Mepe)l(l Ha OCHOBl rrpaBHJI 1 Ta6JIHIJ;b MaprnpyTH3aIJ;iL 

MaprnpyTH3aTop MO)l(e rroB1513yBaTH pi3Hopi.r:i;Hi Mepe)l(i pi3HHX apxiTeKTyp. ,[(JI.51 
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npHHHH1TH pnrreHb npo nepeemiaHHH naKeTlB BHKOpHeTOBYE:Tbe.51 impopMau;i.51 npo 

. . . 
Tononorno Mepe)l(l 1 neBHI npaBHJia, 3a.z:i:am a.ri:MrnieTpaTopoM. 

MaprnpyTH3aTop npau;IOE: Ha «Mepe)l(eBoMy» (TpeThOMy) piBHi Mepe)l(eBHii Mo.ri:eni 

OSI, Ha Bi.IJ:MiHy Bi.IJ: KOMyTaTopiB i KOHQeHTpaTopiB (xa6iB ), 51Ki npau;IOIOTb Bi.ri:noBi.IJ:HO Ha 

.z:i:pyroMy i neprnoMy piBH51X Mo.ri:eni OSI. 

3a3BHqaii MaprnpyTH3aTop BHKOpHeTOBYE: a.z:i:peey o.ri:ep)l(yBaqa, BKa3aHy B 3arOJIOBKY 

naKeTa, i BH3Haqae no Ta6nHu;i MaprnpyTH3au;i1 II1JI51X, no 51KOMY eni.ri: nepe.ri:aTH .ri:aHi. 

5IKru;O B Ta6JIHil;i MaprnpyTH3au;i1 .IJ:JI.51 a.ri:peeH HeMaE: onHeaHoro MaprnpyTy - naKeT 

Bl.IJ:KH.IJ:a€Tbe51. 

lcHyIOTb i iHrni enoeo6H BH3HaqeHH51 MaprnpyTy nepeeHJIKH naKeTlB, KOJIH, 
. . 

HanpHKJia.ri:, BHKOpHeTOBYE:Tbe.51 a.z:i:peea m.z:i:npaBHHKa, BHKOpHeTOByBaHl npOTOKOJIH 

BepxHix piBHiB i iHrna impopMau;i.51, m:o MieTHTbe.51 B 3arOJIOBKax naKeTiB Mepe)l(eBoro 

piBH.51. Hepi.ri:Ko MaprnpyTH3aTopH MO~Tb 3.z:i:iiieHIOBaTH TpaHeJI51QiIO a.ri:peeH Bi.ri:npaBHHKa 

i o.ri:ep)l(yBaqa, cpiJibTpau;iIO TpaH3HTHOro nOTOKY .ri:aHHX Ha oeHOBi neBHHX npaBHJI 3 

MeToIO o6Me)l(eHH51 .ri:oeTyny, rnHcppyBaHH.51 I po3rnHcppyBaHH51 .ri:aHHX, m:o nepe.ri:aIOThe.51 Ta 

rnrne. 

1.3 Onuc MO)J;eJii OSI 

3TaJIOHHa Mo.ri:enh OSI - u;e onHeoBa exeMa Mepe)l(i; n eTaH.ri:apTH rapaHTYIOTb 

BHeoKy eyMieHieTh i 3.IJ:aTHieTh .ri:o B3aE:Mo.ri:i1 pi3HHX THniB Mepe)l(eBHX TexHonoriii. KpiM 

Toro, BOHa inIOeTpye npou;ee nepeMiru;eHH.51 iHcpopMau;i'i no Mepe)l(i. I(e KOHu;enTyaJihHa 

eTpyKTypa, m:o BH3Haqae Mepe)l(eBi cpyHKu;i'i, peani30BaHi Ha KO)l(HOMY n piBHi. Mo.ri:eJib 

OSI onHeye, 51KHM qHHOM iHcpopMau;i.51 npoxo.ri:HTb II1JI51X qepe3 Mepe)l(eBe eepe.ri:oBHru;e 

(HanpHKJia.IJ:, .z:i:piT) Bi.IJ: O.IJ:Hid npHKJia.IJ:HOl nporpaMH (HanpHKJia.ri:, nporpaM o6po6KH 

Ta6JIHil;b) .ri:o iHII10l npHKJia.IJ:HOl nporpaMH, m:o 3HaXO.IJ:HTbe51 B iHII10MY ni.IJ:KJIIOqeHOMY .ri:o 

Mepe)l(i KOMn1IOTepi. IIo Mipi Toro, iHcpopMau;i.51 npOXO.IJ:HTb BHH3 qepe3 piBHi eHeTeMH, 

BOHa eTaE: Bee MeHrne eXO)l(OIO Ha JIIO.IJ:ebKY MOBY i Bee 6iJibII1 eXO)l(a Ha TY iHcpopMau;iIO, 

51KY po3yMiIOTb KOMn'IOTepH, a eaMe Ha "o.ri:HHHu;i" Ta "Hyni". 3TaJIOHHa Mo.ri:enh OSI 

.ri:iJIHTb 3a.z:i:aqy nepeMiru;eHH.51 iHcpopMau;i'i Mi)I( KOMnbIOTepaMH qepe3 Mepe)l(eBy eepe.z:i:y Ha 
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ciM MeJieHbKMX Ta He.IJ:y)l(e piBHiB. Ko)l(emr i3 IJ;MX ceMM piBHiB o6paHMH TOMy, m:o BOHM 

Bi.IJ:HOCHO aBTOHOMHi, OT)l(e, BOHM nerrne BMpirnyIOTb 6e3 Ha.IJ:MipHOI orropM Ha 30BHiIIIHIO 

impopMau;iIO. TaKe po3.z:i:ineHHH Ha piBHi Ha3MBaE:TbC51 iepapxiqHMM rrpe.ri:cTaBJieHH51M. 

Ko)l(eH piBeHh Bi.ri:rroBi.ri:ae o.ri:Hiii 3 rri.z:i:3a.z:i:aq 

1.3.1 PiBui MO)J;eJii OSI Ta ix <l>ynKu;ii 

Ko)l(HMH piBeHh Mo.ri:enM OSI Mae crreu;ianhHi cpyHKIJ;iI, m:o Bi.ri:rroBi.ri:aIOTb rrporpaMHOMY 

3a6e3rreqeHHIO. 

1 : <l>i3MqHMH piBeHb 

<l>i3MqHMH piBeHb - u;e HaHHM)l(qMii piBeHb CMCTeMM, 51KMH Bi.IJ:IIOBi.ri:ae 3a KO.IJ:yBaHH51 

rrepe.ri:aHOI iHcpopMau;iI B piBeHb CMrHaJiiB, rrpMHH51TMH B cepe.ri:oBMru;i rrepe.z:i:aqi, i 3BOpOTH€ 

.ri:eKo.IJ:yBaHH51. TyT )Ke BM3HaqaIOTbC51 BMMOrM .ri:o 31€.IJ:HaHh, eneKTpMqHoro y3ro.ri:)l(eHH5I, 

3a3eMJieHH51, 3aXMCTY Bl.IJ: 3aBa,IJ,. 

2: KattanhHMii piBeHh 

TaKO)I( Ha3MBaE:TbC51 pmeHh yrrpaBJ11HH51 mmeIO rrepe.z:i:aq1, 
. . 

m.z:i:rrom.ri:ae 3a 

cpopMyBaHH51 rraKeTlB CTaH.ri:apTHOro BMrJI51.IJ:Y, m:o BKJIIOqaIOTb rroqaTKOBi Ta KiHu;eBi 

KepyIOqi IIOJI51. TyT rrpoBO.IJ:MTbC51 yrrpaBniHH51 .ri:ocTyrroM .ri:o Mepe)l(l, BM51BAAIOTbC51 

IIOMMJIKM rrepe.z:i:aq1 1 rrpOBO.IJ:MTbC51 IIOBTOpHa rrepe.z:i:aqa rrpMMYCOBMX IIOMMJIKOBMX IIaKeTlB. 

3: Mepe)l(eBMii piBeHh 

Bi.z:i:rroBi.ri:ae 3a a.z:i:pecau;iIO rraKeTiB Ta rrepeKJia.ri:i noriqHMX iMeH B cpi3MqHi Mepe)l(eBi 

a.z:i:pecM (i Ha3a.ri:), a TaKO)I( 3a BM6ip MaprnpyTy, 3a 51KMM rraKeT .IJ:OCTaBJI51IOTbC51 3a 

rrpM3HaqeHH51M (51KilJ;O B Mepe)l(i € KiJihKa MaprnpyTiB) 

4: TpaHcrropTHMii piBeHh 

CeciiiHMii piBeHh BCTaHOBJIIOE:, yrrpaBJI51€ Ta po3pMBaE: 3B'5130K Mi)I( .IJ:BOMa xocTaMM. 

I(eii piBeHb TaKO)I( CMHXpOHi3y€ .ri:ianor Mi)I( rrpe.ri:cTaBHMIJ;bKMMM piBH51MM 2-x XOCTiB i 

yrrpaBAAE: Ix o6MiHOM .ri:aHMX. BiH po3rri3HaE: noriqHi iMeHa a6oHeHTiB, KOHTponIOE: Ha.ri:aHi 

IM rrpaBa .ri:ocTyrry. 
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5: CeaHCOBhiii piBeHh 

OcHOBHa cpyHKIJ;iH, mo BHKOHYE:TbC.51 Ha ceaHcoBoMy prnm, Hara.z:i:ye po6oTy 

rrocepe.ri:HHKa a6o cy.ri:.z:i:i - yrrpaBJiiHH.51 .ri:ianoroM Mi)I( rrpHCTp051MH, mo Ha3HBaIOTbC51 TaKO)I( 

y3naMH. B3aE:MO.IJ:i51 CHCTeM, opratti3oBaHHX Ha IJ;bOMY piBHi, MO)l(e Bi.ri:6yBaTHC51 B Tphox 

pi3HHX pe)l(HMax: CHMIIJieKcHoMy, rrony.z:i:yrrneKCHOMY i rroBHo.ri:yrrneKcHoMy. CeaHCOBHii 

piBeHb 333BHqaii 3aHMa€TbC51 Bi.ri:.ri:iJIOM .ri:aHHX O.IJ:Hid rrporpaMH Bi.IJ: iHcpopMau;i'i imrroro 

.ri:o.ri:aTKa. 

HH)l(qe HaBe.ri:eHi .z:i:e51Ki rrpoTOKOJIH Ta iHTepcpeiicH ceaHcoBoro piBH.51: 

NFS (Network File System - Mepe)l(eBa cpaiinoBa CHCTeMa) CTBopeHo KOMrraHiE:IO 

Sun Microsystems i BHKOpHCTOBYE:TbC.51 Ha po6oqHx CTaHIJ;i51X Unix pa30M 3 TCP I IP, mo6 

3p06HTH .IJ:OCTYII .ri:o Bi.ri:.ri:aneHHX pecypciB rrpo3paqHHM .IJ:JI.51 KOpHCTyBaqa. 

SQL (Structured Query Language - MOBa CTPYKTypHpoBaHHbIX 3arrpociB) Y MOBi 

SQL, po3po6neHoMy KOMrraHiE:IO IBM, KOpHcTyBaq MO)l(e B HenerKiii cpopMi BH3HaqHTH 

CBOl BHMOrH .ri:o iHcpopMau;i'i, .IJ:OCTYII .ri:o 51KOl 3.IJ:iHCHIO€TbC51 Ha JIOKaJibHHX a6o Bi.ri:.ri:aneHHX 

CHCTeMax. 

RPC (Remote Procedure Call - BH30B m.z:i:.ri:aneHHX rrpou;e.z:i:yp) IIpe.ri:cTaBJI51€TbC51 

rrpocTHM iHcTpyMeHTOM rrepea,r:i;pecau;i'i B cepe.ri:oBHmi KJiiE:HT I cepBep. IIpou;e.z:i:ypH RPC 

CTBOpIOIOTbC.51 Ha KOMII1IOTepi KJiiE:HTa i BHKOHYIOTbC.51 Ha cepBepi. 

X Window, lliHpoKo 3acTocoByE:TbC51 Ha iHTeneKTYaJibHHX TepMiHanax .IJ:JI.51 3B1513KY 3 

Bi.ri:.ri:aneHHMH KOMII1IOTepaMH Unix i .IJ:03BOJI51€ rrpau;IOBaTH 3 IJ;HMH KOMII1IOTepaMH, 51K 3 

JIOKaJibHHMH. 

ASP (AppleTalk Session Protocol ceaHCOBHii rrpoTOKOJI AppleTalk) 

BHKOpHCTOBYE:TbC.51 B cepe.ri:oBHmi KJiiE:HT I cepBep. IIpH3HaqeHHii .IJ:JI.51 BCTaHOBJieHH.51 Ta 

rri.ri:TpHMKH ceaHcy Mi)I( MaIIIHHaMH KJiiE:HTa i cepBepa no rrpoToKony ASP. 

DNA SCP (rrpoTOKOJI KepyBaHH.51 ceaHcaMH u;HcppoBo'i Mepe)l(i) - rrpoTOKOJI 

ceaHCOBOro piBH.51 )::(HK. 

6: IIpe.ri:cTaBHHIJ;bKHii piBeHh 

IIpe.ri:cTaBHHIJ;bKHii piBeHh, a6o piBeHh rrpe.ri:cTaBJieHH.51 .ri:aHHX, BH3Haqae, qlf .z:i:iiicHi 

.ri:aHHi, mo rrepe.ri:aIOTbC.51 rrpHKJia,IJ;HHM piBHeM O.IJ:Hid CHCTeMH .IJ:JI.51 BHKOpHCTaHH.51 



rrpHKJia,II,HbIM piBHeM iHIIIOl CHCTeMbl, 51KIIIO Hi - BH3Haqae Ta cpopMaTyE: .ri:aHHi. TyT B)l(e 

BHKOHYE:TbC.51 IIIHcppyBaHH.51 Ta .ri:eIIIHcppOBKa .ri:aHHX, a rrpH Heo6xi.IJ:HOCTi - CTHCKaHH.51. 

7: IIpHKJia,IJ,HHii piBeHh 

22 

IIpHKJia,IJ,HHii piBeHh Haii6iJihIII 6JIH3bKHii .ri:o KOpHcTyBaqa 3 yc1x pmHm Mo.ri:em 

OSI. L(eii piBeHh Ha.ri:ae Mepe)l(eBi cepBicH KOpHcTyBaqa, TaKi 51K rrepe.z:i:aqa cpaiiniB, 

eneKTpOHHa IIOIIITa TOIIIO. PiBeHb Bi.ri:pi3H51€TbC51 Bi.IJ: iHIIIHX THM, IIIO BiH He Ha.ri:ae rrocnyrH 

iHIIIHMH, TiJihKH .ri:o.ri:aTKaMH B Mo.ri:eni OSI. BiH TaKO)I( yrrpaBJI.51€ iHIIIHMH IIIeCTH piBH51MH. 

1.4 Bu)J,u Mepe'1{uux aTaK 

Mepe)l(i 3aB)l(.IJ:H qyTJIHBl .ri:o HecaHKIJJOHOBaHoro MOHITOpHHry Ta p13HHX THIIlB 

Mepe)l(eBHX aTaK. 5IK1IIO y BaIIIiii Mepe)l(i He BBe.ri:eHO HaJie)l(HHX 3axo.ri:iB 6e3rreKH Ta 

KOHTPOJIIO, lCHYE: MO)l(JIHBiCTb .IJ:JI.51 Mepe)l(eBHX aTaK BCepe.IJ:HHi Ta 3a Me)l(aMH BaIIIOl 

Mepe)l(L 

1.4.1 DOS aTaKu 

I.z:i:e.51 aTaKH DOS rron51rae B TOMy, 1II06 3HH3HTH 51KlCTb rrocnyr, rrporroHOBaHHX 

cepBepoM, a6o aBapiiiHy 3yrrHHKY cepBepy Bi.IJ: BeJIHKoro HaBaHT~eHH.51. DoS (Denial of 

Service) aTaKa He rrepe.ri:6aqae BTpyqaHH.51 B :o;iJihOBHii cepBep. 5IK rrpaBHJIO, :o;e 

.IJ:OC5IraE:TbC51 IIIAAXOM rrepeBaHT~eHH.51 :o;iJibOBOl Mepe)l(i a6o :o;iJibOBOro cepBepa a6o 

Bi.ri:rrpaBKH Mepe)l(eBHX rraKeTiB, IIIO MO)l(e BHKJIHKaTH Ha.IJ:3BHqaiiHy rrnyTaHHHY B Mepe)l(i 

a6o Ha cepBepi. 

ATaKa "Bi.IJ:MOBa B o6cnyroByBaHHi" xapaKTepH3YE:TbC51 51BHOIO crrpo6oIO 3no.ri:i1B 

3arro6iITH BHKOpHCTaHHIO :o;id CJiy)l(6H. )::(e51Ki 3 rrpHKJia.IJ:iB. 

• Crrpo6H "3aTOIIHTH" Mepe~, THM caMHM 3arro6iraIOqH KOpHCHOMY Mepe)l(eBoMy 

TpacpiKy. 

• Crrpo6H 3pHBaTH 3'e.ri:HaHH5I Ml)I( .IJ:BOMa MaIIIHHaMH, THM caMHM 3arro6iraIOqH 

.ri:ocTyrr .ri:o cepmcy. 

• Crrpo6H 3aBa,IJ,HTH rreBHiii oco6i oTpHMaTH .ri:ocTyrr .ri:o rrocnyrH. 
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• Crrpofo1 3p1rnaTM po6oTy rreBHiii CMCTeMi a6o oco6i. 

0.r:i;Ha rrpocTa DoS (Denial of Service) aTaKa 6yna Ha3BaHa "Ping of Death". Ping of 

Death 3Morna BMKOpMcTaTM rrpocTMii iHcTpyMeHT .r:i;mr rrornyKy Ta ycyHeHHH Herrona.r:i;oK 

TCP I IP. BMKOpMcToByIOqM iHcTpyMeHT ping, xaKepM MO)l(YTb HarroBHMTM Mepe)l(y 

BeJIMKOIO KiJihKiCTIO rraKeTiB, m:o MO)l(e rrpM3BeCTM .[(0 aBapiiiHoro 3aBeprneHHH u;iJibOBOro 

cepBepa. 

1.4.2 SYN aTaKa 

IIeprn Hi)I( po3yMiTM, m:o TaKe aTaKa SYN, MM rroBMHHi 3HaTM rrpo TpMcTopoHHiii 

MexaHi3M pyKOCTMCKaHHH TCP I IP. IHiu;iIOE:TbC51 ceaHc rrpoToKony KepyBaHH51 rrepe.r:i;aqeIO 

I IHTepHeT-rrpoTOKOJIOM (TCP I IP) 3a .r:i;orroMoroIO TpMcTopoHHhoro pyKOCTMCKaHH51. )::(Ba 

KOMyHiKau;iiiHMX KOMII1IOTepa o6MiHIOIOTbC51 SYN, SYN I ACK Ta ACK, m:o6 po3rroqaTM 

ceaHc. IHiu;iIOIOqMii KOMII1IOTep Ha.r:i;cMnae rraKeT SYN, .r:i;o 51Koro rrpMiiMaIOqMii xocT BM.r:i;ae 

SYN I ACK Ta qeKaE: Bi.r:i;rroBi.r:i;i ACK Bi.r:i; iHiu;iaTopa. 

Harra.r:i; aTaKM SYN - HaiirrornMpeHirnMii TMII aTaKM. Harra,z::t, Bi.r:i;6yBaE:TbC51, KOJIM 

3JIOBMMCHMK Bi.r:i;rrpaBJI51€ BeJIMKY KiJihKiCTb rraKeTiB SYN )l(epTBi, 3MyrnyIOqM 'ix qeKaTM 

Bi.r:i;rroBi.r:i;i, 51Ki HiKOJIM He rrpMii.r:i;yTh. TpeT51 qacTMHa TpMcTopoHHhoro pyKOCTMCKaHH51 TCP 

HiKOJIM He BMKOHa€TbC51. OcKiJibKM XOCT qeKaE: BeJIMKOl KiJibKOCTi Bi.[(IIOBi.r:i;eii, 3aIIMTM 

crrpaB)l(HhOro cepBicy He o6po6JI51IOTbC51. A.r:i;peca ,[()l(epena u;Mx SYN-rraKeTiB B aTau;i 

SYN-rroBeHi 3a3BMqaii BCTaHOBJIIOE:TbC51 51K He.r:i;ocTyrrHMii xocT. Y pe3yJihTaTi HeMO)l(JIMBO 

3HaHTM aTaKyIOqoro KOMII1IOTepa. 

Cookie SYN 3a6e3rreqyIOTb 3axMCT Bi.r:i; Harra,z::t,y SYN. SYN cookie peani3yE:TbC51 3a 

.r:i;orroMoroIO crreu;ianhHoro rroqaTKOBoro HOMepa TCP 3a .r:i;orroMoroIO rrporpaMHoro 

3a6e3rreqeHH51 TCP i BMKOpMCTOBYE:TbC51 51K 3axMCT Bi.r:i; aTaK SYN Flood. BMKOpMcToByIOqM 

.r:i;ecKpMIITMBHi 6paH.r:i;MayepM, 51Ki CKM.IJ:aIOTb oqiKyBaHi 3'e.r:i;HaHH5I TCP rricn51 rreBHoro 

TaiiM-ayTy, MM MO)l(eMo 3MeHIIIMTM ecpeKT aTaKM SYN. 
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1.4.3 Cui<I><l>ep aTaKa 

CHicpcpep - :o;e rrporpaMa, 51Ka MO)l(e 3axorrJIIOBan1 Mepe)l(eBi rraKeTM. Sniffers TaKO)I( 

Bi.IJ:OMi 51K aHani3aTopM Mepe)l(eBoro TpacpiKy. Xoqa aHani3aTopM rrpoTOKOJiiB - :o;e crrpaB.ri:i 

iHCTpyMeHTM .IJ:JI51 BMpirneHH51 Mepe)l(eBMX rrpo6neM, BOHM TaKO)I( BMKOpMCTOBYIOTbC51 

xaKepaMM .IJ:JI51 aTaK Ha Mepe)l(i. 5IKIIJ;O Mepe)l(eBi rraKeTM He IIIMcppyIOTbC51, .ri:aHi B rraKeTi 

Mepe)l(i MO~Tb 6yTM rrpoqMTaHi 3a .ri:orroMoroIO cHicpcpepa. Sniffing - :o;e rrpo:o;ec, 51KMii 

BMKOpMCTOBYIOTb HaIIa.IJ:HMKM .IJ:JI51 3aXOIIJieHH51 Mepe)l(eBoro TpacpiKy 3a .IJ:OIIOMOrOIO 

CHicpcpepa. 5IK TiJibKM rraKeT 3aXOIIJieHMH 3a .IJ:OIIOMOrOIO CHicpcpepa, BMiCT rraKeTiB MO)l(e 

6yTM rrpoattani3oBaHMii. CHicpepM BMKOpMCTOBYIOTbC51 xaKepaMM .IJ:JI51 3axorrneHH51 

qyTJIMBOl iHcpopMa:o;ii: B Mepe)l(i, TaKi 51K rraponi, iHcpopMa:o;i51 rrpo o6niKOBMH 3aIIMC TOIIJ;O. 

EaraTo po3Bi.IJ:HMKiB .ri:ocTyrrHi .IJ:JI51 6e3KOIIITOBHoro cKaqyBaHH51. IIpoBi.IJ:Hi cHicpepM 

rraKeTiB - :o;e Wireshark, Dsniff, Etherpeek, sniffit Tor:o;o. 

1.4.4 Man-in-the-middle aTaKa 

ATaKa "nIO.IJ:MHa-rro-cepe.ri:MHi" (MITM) - :o;e TMII aTaKM, .ri:e aTaKyIOqi BTpyqaIOTbC51 B 

icHyIOqe crrinKyBaHH51 Mi)I( .IJ:BOMa KOMII1IOTepaMM, a IIOTiM 3.IJ:iHCHIOIOTb MOHiTOpMHr, 

3axorrneHH51 Ta KepyBaHH51 3B'513KOM. B aTa:o;i "nIO.IJ:MHa-rro-cepe.ri:MHi" BTpyqaHH51 

crrp51MOBaHe Ha 3aKOHHMX KOpMCTyBaqeii, r:o;o6 OTpMMaTM KOHTpOJib Ha.ri: Mepe)l(eBMM 

3B1513KOM. lHIIIMH KiHeIJ;b IIIJ151XY .ri:o 3B1513KY MO)l(e IIOBipMTM, m:o :ue BM 1 rrpO.IJ:OB)l(YE:Te 

o6MiHIOBaTMC51 .IJ:aHMMM. 

ATaKM "nIO.IJ:MHa B cepe.IJ:MHi" (MITM) TaKO)I( Bl.IJ:OMI 51K "aTaKM BMKpa,II,aHH51 

ceaHcy"' m:o 03Haqae, m:o aTaKyIOqMii BMKpa.z:i:ae neriTMMHMH ceaHC KOpMCTyBaqa .IJ:JI51 

KepyBaHH51 CII1JIKyBaHH51M. 

EaraTo rrpocpinaKTMqHMX MeTo.ri:rn .ri:ocTyrrm .IJ:JI51 Harra,IJ,y "JIIO.IJ:MHa-rro-cepe.ri:MHi" 

(MITM), a .z:i:e51Ki 3 HMX HaBe.ri:eHO HM)l(qe. 

• TexHonorii: rry6niqHo1 iHcppacTpyKTYPM KJIIOqoBMX cniB (PKI) 

• IIepeBipKa 3aTpMMKM crrinKyBaHH51 



• IIocm1eHa B3aE:MHa aBTeHTHcpiKa11j51 

1.4.5 Ili):J:po6Ka IP a)J;pecu 
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IIi.z:i:po6Ka IP-a.z:i:pecH - :o;e THrr Harra.z:i:y, KOJIH 3JIOBMHCHHK 6epe Ha ce6e .IJ:)l(epeno IP­

a.z:i:pecH IP-rraKeTiB, r:o;o6 BiH 31.HBHBC.H TaK, Hi6H rraKeT rrpHiiIIIOB 3 iHIIIO'i .z:i:iiicHo'i IP­

a.z:i:pecH. IIi.z:i: qac rri.ri:po6KH IP-a.z:i:pecH IP-rraKeTH CTBOpIOIOTbC.H 3 rri.ri:po6neHHMH IP­

a.z:i:pecaMH .IJ:)l(epena, r:o;o6 BH.IJ:aTH ce6e 3a iHIIIi CHCTeMH a6o 3aXHCTHTH i.ri:eHTHcpiKa:o;iIO 

m.z:i:rrpaBHHKa. 

11(06 qiTKO :o;e rro.HCHHTH, m.z:i: qac rri.ri:po6KH IP-a.z:i:pecH iHcpopMa:o;i.H IP-a.z:i:pecH, 

po3Mir:o;eHa y rroni .IJ:)l(epena 3aronoBKa IP-a.z:i:pecH, He e peanhHOIO IP-a.z:i:pecoIO BHxi.ri:Horo 

KOMI11IOTepa, Ha .HKOMY 6yno CTBOpeHO rraKeT. 3MiHIOIOqH BHXi.IJ:HY IP-a.z:i:pecy, cpaKTHqHHH 

Bi.ri:rrpaBHHK MO)l(e 3p06HTH BHrJI.H.IJ:, m:o rraKeT 6yB Bi.ri:rrpaBJieHHH iHIIIHM KOMI11IOTepoM, i 

OT)l(e Bi.IJ:IIOBi.IJ:b 3 :o;iJibOBOro KOMI11IOTepa 6y.ri:e Bi.ri:rrpaBJieHa Ha rri.ri:po6neHy a.z:i:pecy, 

3a3HaqeHy B rraKeTi, a TaKO)I( i.ri:eHTHcpiKa:o;i.H Toro, m:o 3JIOBMHCHHK TaKO)I( 3axHr:o;eHHH . 

IIaKeTHa cpinhTpa:o;i.H - :o;e MeTO.IJ: 3arro6iraHH.H aTaKaM rri.ri:po6KH IP. EnoKyBaHH.H 

rraKeTiB 3-3a Me)I( Mepe)l(i 3 BHXi.IJ:HOIO a.z:i:pecoIO BCepe.IJ:HHi Mepe)l(i (Bxi.ri:Ha cpiJibTpa:o;i.H) Ta 

6noKyBaHH.H rraKeTiB 3cepe.IJ:HHH Mepe)l(i 3 a.z:i:pecoIO .IJ:)l(epena 3a Me)l(aMH Mepe)l(l 

( cpinhTpa:o;i.H BHxo.z:i:y) MO)l(e .ri:orroMOITH 3arro6irrH aTaKaM rri.ri:po6KH IP-a.z:i:pec. 

1.4.6 ARP spoofing aTaKa 

KoMrr'IOTep, rri.ri:KnIOqeHHii .ri:o JIOKaJibHO'i Mepe)l(i IP I Ethernet, Mae .IJ:Bl a.z:i:pecH. 

0.IJ:HHa 3 HHX - MAC (Media Access Control), .HKa e rno6anhHO yHiKaJibHOIO Ta He3MiHHOIO 

a.z:i:pecoIO. MAC-a.z:i:pecH Heo6xi.ri:Hi, r:o;o6 rrpoTOKOJI Ethernet Mir rrepe.ri:aBaTH .ri:aHi Ha3a.ri: i 

Brrepe.ri:, He3aJie)l(HO Bi.IJ: Toro, .HKi .ri:o.ri:aTKOBi rrpOTOKOJIH BHKOpHCTOBYIOTbC.H IIOBepx HeL 

Ethernet Ha,IJ,CHJiaE: Ta oTpHMYE: .ri:aHi Ha ocHoBi MAC-a.z:i:pec. MAC-a,II,peca TaKO)I( 

Ha3HBaE:TbC.H a.z:i:pecoIO Layer2, cpi3HqHoIO a.z:i:pecoIO qlf a.z:i:pecoIO o6na,IJ,HaHH.H. 

IHIIIa a.z:i:peca - :o;e IP-a,II,peca. IP - :o;e rrpoTOKOJI, .HKHii BHKOpHCTOBYE:TbC.H 

rrporpaMaMH, He3aJie)l(HO Bi.IJ: Toro, .HKa Mepe)l(eBa TexHonori.H rrpa:o;IOE: rri.ri: HeIO. Ko)l(eH 

KOMrr'IOTep y Mepe)l(i rroBHHeH MaTH yHiKaJibHY IP-a.z:i:pecy .IJ:JI.H crrinKyBaHH.H. IIporpaMH 



BMKOpMCTOBYIOTb IP-a.z:i:pecy .ri:mr crrinKyBaHHH. IP-a.ri:peca TaKO)I( Ha3MBaE:TbC51 a.z:i:pecoIO 

Layer 3 a6o JioriqHoIO a.z:i:pecoIO. 
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II:(o6 II05ICHMTM :o;e 6iJihlli qnKo, rrporpaMM BMKOpMCTOBYIOTb IP-a.z:i:pecy .IJ:JI.51 

crrinKyBaHH.51 Ta MAC-a.z:i:pecy HM3hKoro piBH.51 .IJ:JI.51 3B'513Ky. 5IKr:o;o .IJ:JI.51 po6oTM rrporpaMM 

Ha KOMII1IOTepi Heo6xi.ri:Ho 3B'513aTMC51 3 iHlliMM KOMII1IOTepoM 3a .ri:orroMoroIO IP-a.z:i:pecM, 

rreplliMH KOMII1IOTep rroBMHeH .ri:i3HaTMCb MAC-a.z:i:pecy .z:i:pyroro KOMII1IOTepa, ocKiJihKM 

TexHonori'i HM)l(qoro piBH.51 Ethernet BMKOpMCTOBYIOTb MAC-a.z:i:pecM .IJ:JI.51 rrepe.z:i:aqi .ri:aHMX. 

Orrepa:o;iiiHi CMCTeMM 36epiraIOTb Kelli ARP-Bi.ri:rroBi.ri:eii, r:o;o6 MiHiMi3yBaTM 

KiJihKiCTb 3arrMTiB ARP. ARP - rrpoTOKOJI 6e3 cTaTycy, i 6iJihlliiCTb orrepa:o;iiiHMX CMCTeM 
. . . . 

OHOBMTb Kelli, 51KIIJ;O OTpMMaHO Bl.IJ:IIOBl.IJ:b, He3aJie)l(H0 Bl.IJ: Toro, qM BOHM m.z:i:rrpaBMJIM 

QlaKTMqHMH 3aIIMT. 

ARP (Address Resolution Protocol) Spoofing aTaKa (ARP rroBiHh a6o OTPYE:HH.51 

ARP) .ri:orroMarae 3JIOBMMCHMKOBi oTpMMyBaTM Ka.IJ:pM .ri:aHMX no JIOKaJihHiii Mepe)l(i (LAN), 

Ta 3MiHIOBaTM TpacpiK i T . .IJ:. ARP Spoofing aTaKM rrpoBOMTbC.51 lliJI51XOM Bi.ri:rrpaBKM 

rri.ri:po6neHMX rroBi.IJ:OMJieHh ARP .ri:o JIOKaJibHO'i Mepe)l(i Ethernet . MeTa :o;horo rroAArae B 

TOMy, r:o;o6 rroB'513aTM MAC-a.z:i:pecy 3JIOBMMCHMKa 3 IP-a.z:i:pecoIO iHllioro KOMII1IOTepa, 51K 

rrpaBMJIO, lliJII03Y 3a 3aMoBqyBaHH51M. TyT 6y.ri:h-51KMii TpacpiK, Bi.ri:rrpaBJieHMii .ri:o lliJII03Y 3a 

3aMOBqyBaHH51M, IIOMMJIKOBO Ha.IJ:CMJia€TbC51 aTaKyIOqoMy. 3JIOBMMCHMK MO)l(e rrepecnaTM 

TpacpiK Ha cpaKTMqHMH lliJII03 3a 3aMoBqyBaHH51M rriCJI.51 Toro, 51K BMJiyqMTM a6o 3MiHMTM 

.ri:aHi, rreplli Hi)I( rrepe.ri:aTM iioro. 

1.4. 7 ATaKa ua DNS cepBep 

DNS - cMcTeMM .ri:oMeHHMX iMeH. DNS e 060B1513KOBMM cepBicoM B Mepe)l(ax TCP I 

IP i rrepeTBOpIOE: .ri:oMeHHi iMeHa B IP-a.ri:pecM. KoMrr'IOTepM B Mepe)l(i crrinKyIOTbC.51 3a 

.ri:orroMoroIO IP-a.z:i:pecM. IP-a.z:i:pecM - :o;e 32-6iTHi HOMepM, 51Ki B~o 3arraM15ITaTM. )::(oMeHHi 

iMeHa 6yBaIOTb ancpaBiTHMMM i .IJ:JI.51 nIO.ri:eii 'ix nerllie 3arraM15ITaTM. KonM MM 

BMKOpMCTOBYE:Mo iM'.51 .ri:oMeHy .IJ:JI.51 3B'513KY 3 iHlliMM xocToM, cny)l(6a DNS rroBMHHa 

rrepeBeCTM iM'.51 Ha Bi.ri:rroBi.IJ:HY IP-a.z:i:pecy. 
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DNS-cepBepM 36epiraIOTb 6a3y .ri:aHMX .ri:oMeHHMX iMeH Ta Bi.ri:rroBi.IJ:HMX IP-a.z:i:pec. 

ATaKM DNS Spoofing 3.z:i:iiicHIOIOTbC5I IIIIDIXOM 3MiHM iMeHi .ri:oMeHHoro iMeHi neriTMMHoro 

cepBepa Ha cepBepi DNS, :w:o6 BKa3aTM Ha 51KMHCb IP, KpiM Hhoro, a rroTiM BMKpacTM 

i.ri:eHTMcpiKau;iIO cepBepa. 

B3arani icHye .IJ:Ba TMIIM aTaK OTPYE:HH51 DNS; 0TpyeHH51 DNS-KeIII-rraM15ITi Ta 

BMrrpaBJieHH51 DNS-ID. 

Y DNS-KeIIIi oTpyeHoro DNS-cepBepy 3.z:i:iiicHIOIOTbC5I xarrMCM, 51Ki He rroxOMTb 3 

aBTOPMTeTHMX .IJ:)l(epen .IJ:OMeHHMX iMeH (DNS). 

1.4.8 <I>imiur Ta <I>apMiur aTaKu 

<l>iIIIMHr-aTaKa rri.ri:po6KM - u;e KOM6iHaIJ;i51 rri.ri:po6KM eneKTpOHHOl IIOIIITM Ta aTaKM 

3JIOBMMCHMKiB Be6-caiiTiB. <l>iIIIMHr-aTaKyIOqMii rroqMHaE: cpiIIIMHr-aTaKy, Bi.ri:rrpaBJI51IOqM 

MaCOBi eneKTpOHHi JIMCTM, BM.IJ:aBIIIM ce6e 3a Be6-caiiT, 51KMH BOHM rri.ri:po6JI51IOTb. 5IK 

rrpaBMJIO, eneKTpOHHi JIMCTM 3 MeTOIO cpiIIIMHry, BM.IJ:aIOTbC51 3a JIMCTM Bi.IJ: 3aKOHHMX 

cpiHaHCOBMX opraHi3au;iii, TaKMX 51K 6aHKM, rrorrepe.z:i:)l(aIOqM KOpMCTyBaqa, :w:o IM IIOTpi6HO 

BXO.IJ:MTM .ri:o CBOro o6niKOBOro 3aIIMCY 3 TMX qM iHIIIMX rrpMqMH. IlOCMJiaHH51 3a3BMqaii 

Ha.ri:aHO B eneKTpOHHOMY JIMCTi Ha rri.ri:po6neHMH Be6-caiiT, :w:o .z:i:y)l(e CXO)l(HH Ha Be6-caiiT 

6aHKy. KonM KOpMcTyBaq BBO.IJ:MTb KOM6iHau;iIO userid I password i Bi.ri:rrpaBJI51€ u;i .ri:aHHi, 

3JIOBMMCHMK BMKpa.z:i:ae u;i 3HaqeHH51, a Be6-cTopiHKa rrepeHarrpaBJI51€TbC51 Ha peaJibHMH 

caiiT. 

<l>apMiHr - u;e :w:e O.IJ:Ha aTaKa Ill.IJ: TMCKOM, B 51Kiii aTaKyIOqMii HaMaraE:TbC51 

rri.ri:po6MTM DNS (Domain Name System), :w:o6 TpacpiK Ha Be6-caiiT TaE:MHO 

rrepea,II,pecoByBaBC51 Ha cpanbIIIMBMH CaHT, HaBiTb 51K:W:O 6pay3ep, 3.IJ:a€TbC51, Bi.ri:o6p~a€ 

Be6-a,II,pecy' 51KY BM XOTiJIM Bi.IJ:Bi.IJ:aTM. 
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BHCHOBKH )1;0 p03)1;iJiy 1 

y rrepIIIOMY p03)lJJ11 .ri:eTaJibHO OIIHCaHO rrpe.ri:MeT .IJ:OCJil.IJ:)l(eHHH, a caMe BH.IJ:H 

Mepe)l(eBHX rri.ri:1unoqeHb, OCHOBHi TOIIOJIOri'i, BH.IJ:H Mepe)l(eBoro o6na.ri:HaHHH, a TaKO)I( 

. . . 
OCHOBHl BH.IJ:H aTaK Ha JIOKaJibHl Mepe)l(l Ta pecypcH. 

Mo)l(JIHBi 3arpo3H 6y.ri:yTh BHKOpHcTaHHi y HacTyrrHoMy po3.z:i:1m .ri:mc rro6y.ri:oBH 

IIOJiiTHKH 6e3rreKH. 
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2 <I>OPMAJII3All,lll IIPABHJI TA IIOJIITHK EE3IIEKH 

B .ri:aHOMY po3.z:i:ini o6paHO Ta OIIHCaHO yci rrpaBHJia Ta IIOJiiTHKH, :w:o MaIOTb 6yTH 

HaJiaIIITOBaHl Ha Mepe)l(eBOMY o6Jia.IJ:HaHHi .ri:mr .IJ:OC51THeHHH HaiiJiiIIIIIHX IIOKa3HHKiB 

3aXH:W:eHOCT1. 

2.1 IlepeJiiK npaBHJI 

CnucKu )J,OCTyny 

• Dynamic ARP inspection 

• Port security 

• HanaIIITyBaHH.51 SSH 

• EXEC timeout 

• TACACS+ authenication 

• Disable Unused Services 

• Logging best practices 

• Enhanced Crashinfo File Collection 

• Network time protocol 

• Login Password Retry Lockout 

• Exel usive Configuration Change Access 

• Cisco IOS Software Resilient Configuration 

2.2 Onuc no)J,auux npaBHJI 

• CnucKu )J,OCTyny 

T'onoBHHii rncTpyMeHT KOHTponIO TpacpiKy. KopeKTHe HaJiaIIITyBaHH.51 crrHcKm 

.IJ:OCTyrry. 

IlpaBHJIO - KO)l(eH aKTHBHHH CIIHCOK .IJ:OCTyrry Ma€ 6yTH "EiJIHM", Ta He IIOBHHeH 

MiCTHTH B O.IJ:Hiii CTpoquj 6iJihIIIe .IJ:BOX "any". 
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CTpyKTypa: (permit/ deny )-(protocol)-( source ip )-(source port)-( destination ip )-

(destination port) 

PH.IJ:OK .ri:ocTyrry .IJ:03BOJUIE: a6o 3a6opomIE: rrpoxo.z:pKeHH.H TpacpiKy 3a.z:i:aHoro 

rrpoToKony 3 rreBHoro rropTy xocTa( a6o :o;ino'i Mepe)l(i) .ri:o 3a.z:i:attoro xocTa( a6o :o;ino'i 

Mepe)l(i) 3a 3a.z:i:aHMM rropTOM. IIpaBMJIO 3a6opoH.H€ HarrMcaHH.H p.H.IJ:KiB .ri:e .HBHMM qJIHOM 

BMKOpMCTaHO 2 pa3M any. Ha pHCYHKax Hlf)l(qe HaBe.ri:eHO rrpMKJia.IJ:M CIIMCKiB .IJ:OCTyrry, mo 

3a.IJ:OBOJibH.HIOTb :ue rrpaBMJIO Ta Hl. 

• Dynamic ARP inspection 

Dynamic ARP inspection (DAI) MO)l(e 6yTM BMKOpMCTaHa .IJ:JI.H rroM'.HKIIIeHH.H aTaK 

ARP-oTpyeHH.H Ha Mic:o;eBi cerMeHTM. DAI rrepexorrJIIOE: Ta rrepeBip.HE: 3B'.H30K Mi)I( IP Ta 

MAC-a.z:i:pecoIO Bcix ARP-rraKeTiB Ha HeHa.ri:iiiHMX rropTax. Y cepe.ri:oBMIIJ;ax DHCP DAI 

BMKOpMcToBye .ri:aHi, CTBopeHi 3a .ri:orroMoroIO cpyHK:o;i'i snooping DHCP. IIaKeTM ARP, 

OTpMMaHi Ha Ha.ri:iiiHMX iHTepcpeiicax, He rrepeBip.HIOTbC.H, i He.ri:iiicHi rraKeTM Ha HeHa,z:J,iMHMX 

iHTepcpeiicax Bi.IJ:KM.IJ:aIOTbC.H. Y cepe.ri:oBMIIJ;ax, Bi.IJ:MiHHMX Bi.IJ: DHCP, BMKOpMCTOBYE:TbC.H 

ACL. 

IIpaBnJio - MaIOTb 6yTM aKTMBOBaHi 2 KOMaH.IJ:M: 

ip dhcp snooping 

ip dhcp snooping vlan <vlan-range> 

Ta 

ip arp inspection vlan <vlan-range> 

• Port security 

Port security BMKOpMCTOBYE:TbC.H .IJ:JI.H KOHTponIO MAC-a.z:i:pecM B iHTepcpeiici 

.ri:ocTyrry. Port Security MO)l(e BMKOpMCTOBYBaTM .IJ:MHaMiqHo BMBqeHi MAC-a.z:i:pecM, mo6 

rronerIIIMTM rroqaTKOBY KOHcpirypa:o;iIO. IIicn.H Toro, .HK 6e3rreKa rropTy BM3HaqMJia 

rropyIIIeHH.H MAC, BOHa MO)l(e BMKOpMcToByBaTM O.IJ:MH i3 qoTMphox pe)l(MMiB rropyIIIeHH.H. 

:Ui pe)l(MMM - 3axMIIJ;aTM, o6Me)l(yBaTM, BMMMKaTM Ta BMMMKaTM VLAN. Y BMrra.ri:Kax, KOJIM 
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rropT 3a6e3rreqye .IJ:OCTYII mnrre .IJ:JUI O.IJ:Hid po6oqo'i CTaHu;i'i 3 BMKOpMCTaHHHM 

cTaH.ri:apTHMX rrpoTOKOJiiB, MO)l(e 6yTM .ri:ocTaTHbO MaKCMMaJibHO'i KiJihKOCTi. IIpoTOKOJIM, 

.HKi BMKOpMCTOBYIOTb BipTyaJihHi MAC-a.z:i:pecM, TaKi .HK HSRP, He rrpau;IOIOTb, .HKIIJ;O 

MaKCMMaJibHe qifCJIO BCTaHOBJieHO Ha O.IJ:MH. 

IIpaBnJio - Ha KO)l(HOMY aKTMBHOMY iHTepcpeiici Mae 6yTM YBiMKHeHa cpinhTpau;i.H 

a6o 3a o.ri:HiE:IO MAC-a.z:i:pecoIO, a6o MaKCMMYM 3a rrepIIIMMM 3-Ma: 

interface <interface> 

switchport 

switchport mode access 

switchport port-security 

switchport port-security mac-address sticky 

switchport port-security maximum <number> 

switchport port-security violation <violation-mode> 

• HaJiamTyBauusi SSH 

SSH rrpau;IOE: Ha.ri: Ha.IJ:iiiHMM TpaHcrropTHMM piBHeM i 3a6e3rreqye rroTy)l(Hi 

MO)l(JIMBOCTi aBTeHTMcpiKau;i'i Ta IIIHcppyBaHH.H. €.IJ:MHMM Ha.ri:iiiHMM TpaHCIIOpTOM, .HKMM 

BM3HaqeHo .IJ:JI.H SSH, e TCP. SSH 3a6e3rreqye 3aco6M 6e3rreqHoro .ri:ocTyrry Ta BMKOHaHH.H 

KOMaH.IJ: Ha iHIIIOMY KOMII1IOTepi a6o rrpMCTpo'i qepe3 Mepe)l(y. <l>yHKIJ;i.H rrpOTOKOJIY 

6e3rreqHoro KorriIOBaHH.H (SCP), .HKa HacTpOIOE:TbC.H qepe3 SSH, .IJ:03BOJI.H€ 6e3rreqHo 

rrepe.ri:aBaTM cpaiinM. 

5IKru;o KOMaH.ri:a ip ssh verson 2 He HaJiaIIITOBaHa .HBHO, To.ri:i Cisco IOS rri.ri:TpMMYE: 

SSH Bepci'i l.99. SSH Version 1.99 .IJ:03BOAAE: BMKOpMcToByBaTM .HK SSHvl , TaK i SSHv2 

3'e.ri:HaHH.H. SSHvl BB~aE:TbC.H He6e3rreqHMM i MO)l(e MaTM HecrrpM.HTJIMBMii BIIJIMB Ha 

CMCTeMy. 5IKru;o SSH yBiMKHeHo, peKoMeH.IJ:YE:TbC.H BMMKHY™ SSHvl 3a .ri:orroMoroIO 

KOMaH.IJ:M ip ssh Bepci'i 2. 

IIpaBMJIO - SSHv2 Mae 6yTM yBiMKHeHMii, TaiiMayT He 6iJihIIIe 120 ceKyH.IJ:. 

IIepeBipMTM cni.ri: .ri:eKiJihKa KOMaH.ri:: 



ip ssh time-out 60 

ip ssh authentication-retries 3 

ip ssh version 2 

line vty 0 4 

transport input ssh 

• EXEC timeout 

32 

Exec-timeout - BK33YE: qepe3 51KMii rrpoMi)l(OK qacy Tpe6a TepMiHYBaTM cecciIO, .IJ:JUI 

3arro6iraHH51 .z:i:ocTyrry .z:i:o o6na.r:i:HaHH51 3 oci6. KoMaH.r:i:a exec-timeout Mae 

BllKOpllCTOBYBaTMC51 Ha vty Ta tty p51.IJ:Kax. 3a 3aMOBqyBaHH51M ceci51 3aBepIIIa€TbC51 qepe3 

.z:i:ec51Tb XBMJIMH 6e3.IJ:i51JibHOCTi. llaCTO CllCTeMHi a.r:i:MiHiCTpaTOpll 36iJibIIIYIOTb u;eii qac .IJ:JUI 

6iJibIIIOl 3pyqHOCTiy KOpllCTyBaHHi. 

IIpaBMJIO - TaiiMayT Mae 6yTM MeHIIIMM a6o piBHMM 9 XBMJIMHaM. 

line con 0 

exec-timeout <minutes> [seconds] 

line vty 0 4 

exec-timeout <minutes> [seconds] 

• TACACS+ authenication 

TACACS+ - u;e rrpoTOKOJI aBTeHTMcpiKau;ii:, 5IKMM rrpMcTpoi: Cisco IOS MO)l(YTb 

BMKOpMcToByBaTM .IJ:JI51 ayTeHTMcpiKau;ii: KOpMcTyBaqiB Ha Bi.r:i:.z:i:aneHoMy cepBepi AAA. Qi 

KOpMcTyBaqi MO~Tb oTpMMaTM .z:i:ocTyrr .z:i:o rrpMcTpoIO 3a .z:i:orroMoroIO SSH, HTTPS, telnet 

a6o HTTP. 

AyTeHTMcpiKau;i51 TACACS+, a6o 6iJihIII 3aranhHa aBTeHTMcpiKau;i5I AAA, 

3a6e3neqye MO)l(JIMBiCTb Bl1KOpl1CT3HH51 OKpeMMX o6JiiKOBl1X 33Ill1CiB KOpMcTyBaqiB )],JUI 

KO)l(HOro 3.IJ:MlHlCTpaTopa Mepe)Kl. KOJIM BM He 3aJie)KMTe Bl.IJ: €.IJ:llHOro CIIlJibHOro rrapomr, 

6e3rreKa Mepe)l(i IIOKPaIIIY€TbC51, a BaIIIa IIi.IJ:3BiTHiCTb IIOCMJIIO€TbC51. 



IIpaBHJIO - Ha rrpMcTpo'i Mae 6yTM mmaIIITOBaHa aBTeHTMcpiKau,i51 TACACS+: 

aaa new-model 

aaa authentication login default group tacacs+ 

tacacs-server host <ip-address-of-tacacs-server> 

tacacs-server key <key> 

• Disable Unused Services 
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5IK HaiiKpam:a rrpaKTMKa 6e3rreKM, 6y,z::i:h-51Ka HeIIOTpi6Ha rrocnyra IIOBMHHa 6yTM 

Bi,z::i:KJIIOqeHa. :Ui HeIIOTpi6Hi rrocnyrM, oco6JIMBO Ti, 51Ki BMKOpMCTOBYIOTb rrpOTOKOJI 

o6po6KM KOpMCTyBaIJ;bKMX .D:aHMX (UDP), pi,z::i:KO BMKOpMCTOBYIOTbC51 .D:JI51 3aKOHHMX :o;ineii, 

ane MO)l()'Tb BMKOpMCTOByBaTMC51 .D:JI51 3arrycKy CJiy)l(6M .D:OMeHiB i iHIIIMX aTaK, 51Kl 

rrepeIIIKO,z:i;)l(aIOTb cpiJib TpyBaHHIO rraKeTiB. 

IIpaBnJio - HacTyrrHi KOMaHM MaIOTb 6yTM yBiMKHeHi: 

no service tcp-small-servers 

no service udp-small-servers 

no ip finger 

no ip bootp server ???? 

ip dhcp bootp ignore 

no mop enabled ???? 

no ip domain-lookup 

no service pad 

no ip http server 

no ip http secure-server 

no service conf ig 
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• Logging best practices 

)l{ypmm rro.r:i;iii 3a6e3rreqye KOHTponh 3a po6oToIO rrpncTpoi:B Cisco IOS Ta Mepe)l(i, 

B 51Kiii BOHM 3HaXOMTbC51. IIporpaMHe 3a6e3rreqeHH51 Cisco IOS Ha,IJ,ae KiJihKa rHyqK11x 

rrapaMeTpiB peE:CTpa:o;ii:, 51Ki MO)l(YTb .[(OIIOMOITM .[(OC5IITM :o;ineii opraHi3a:o;i1 Ta yrrpaBJiiHH.51 

Mepe)l(eIO. 

PeKoMeH.r:i;yE:TbC.51 Ha.r:i;c11naT11 impopMa:o;iIO rrpo peecTpa:o;iIO Ha cepBep BiMaJieHoro 

po6oqoro )l(ypHany. I(e .r:i;ae 3Mory e<PeKTMBHirne crriBBi.r:i;HOCMTM Ta rrepeBip51TM rro.r:i;ii: 

Mepe)l(i Ha Mepe)l(eBMX rrp11cTp05IX. Ey.r:i;h-51Ki 3ax11cHi 3aco611, 51Ki Mepe)l(a Ha,IJ,ae Tpa<lJiKy 

KepyBaHH.51 (HarrpMKJia.r:i; rn11<1JpyBaHH5I a6o 30BHiIIIHiii .[(OCTYII ), IIOBMHHi 6yTM p03IIIMpeHi, 

r:o;o6 BKJIIOqMTM syslog Tpa<lJiK. 

IIpaBnJio - HacTyrrHa KOMaH.r:i;a Mae 6yT11 YBiMKHeHa: 

logging host <ip-address> 

• Enhanced Crashinfo File Collection 

<l>yHK:Ui.51 «Po3rn11peHi <PYHK:o;ii: KOJieK:o;ii: <PaiiniB Crashinfo» aBTOMaT11qHo BM.[(aJI.51€ 

CTapi <PaiiJIM 3 KaTaJIOrOM. )::(03BOAA€ rrpMCTpOIO BM.[(aJIMTM CTapi <PaiinM crashinfo, r:o;o6 

CTBOpIOBaTM HOBi B pa3i 360IO CMCTeMM. I(5I <PYHKIJ;i.51 TaKO)I( .[(03BOJ151€ KOH<lJirypyBaTM 

KiJihKiCTb <PaiiJiiB crashinfo, 51Ki IIOTpi6HO 36epeITM. 

IIpaBHJIO - Mae 6yT11 yBiMKHeHa KOMaH.r:i;a 3 KiJihKiCTIO <PaiinB M5136epiraHH51 3. 

exception crashinf o maximum files 3 

• Network time protocol 

IIpoTOKOJI Mepe)l(eBoro qacy (NTP) He e oco6n11Bo He6e3rreqHoIO cny)l(60IO, ane 

6y.r:i;h-51Ka HeIIOTpi6Ha rrocnyra MO)l(e CTBOpIOBaTM Bpa3JIMBe Mic:o;e. 5IKIIJ;O 

BMKop11cT0ByE:TbC5I NTP, B3)K.TIMBO 51BHMM q11HOM HanarnTyBaTM Ha.r:i;iiiHe ,[()l(epeno qacy Ta 

BMKOpMCTOBYBaTM rrpaBMJibtty aBTeHTM<lJiKa:o;iIO. TOqttMM i Ha.r:i;iiiHMM qac IIOTpi6HMM .[(AA 

CMCTeMHOro ~pHany' HarrpMKJia,IJ,, rri.r:i; qac KpMMiHaJiiCTMqHMX .[(OCJii.[()l(eHb IIOTeH:o;iiiHMX 



Harra.ri:iB, a TaKO)I( .IJ:llil ycrrinrnoro 3'e.ri:HaHHH VPN., 3aJie)l(HO Bi.IJ: cepnupiKaTiB .ri:mr 

ayTeHTMcpiKau;ii: cpa3M 1. 

llacoBMii rro51c NTP - KonM BM HaJiarnTyeTe NTP, qacoBMii rro51c rroTpi6Ho 

HaJiarnTyBaTM TaKMM qllHOM, mo6 TOqHi qacoBi MiTKll 6yJIM CllHXpOHi30aHi. lcHyE:, 51K 

rrpaBMJIO, .IJ:Ba rri.ri:xo.ri:M .ri:o HaJiarnTyBaHH.51 qacoBoro II05ICY .IJ:JI.51 rrpMCTpOlB y Mepe)l(i 3 

rno6aJibHOIO rrpMCYTHiCTIO. 0.IJ:HMM 3 MeTO.IJ:iB € HaJiarnTyBaHH.51 Bcix Mepe)l(eBMX 

rrpMCTpOlB 3a .IJ:OIIOMOrOIO yHicpiKOBaHoro qacy (rrorrepe.ri:Hiii qac f'pMHBiqa (GMT)). 

lHIIIMH rri.ri:xi.ri: - HaJiaIIITyBaTM Mepe)l(eBi rrpMCTpoi: 3a .IJ:OIIOMOrOIO JIOKaJibHOro qacoBoro 

II051Cy. 

IIpaBnJio - KJiiE:HT Ta cepBep MaIOTb 6yTM HaJiarnToBaHi HacTyrrHMM qJIHOM: 

Client: 

ntp authenticate 

ntp authentication-key 5 rnd5 ciscotirne 

ntp trusted-key 5 

ntp server 172.16.1.5 key 5 

Server: 

ntp authenticate 

ntp authentication-key 5 rnd5 ciscotirne 

ntp trusted-key 5 

• Login Password Retry Lockout 

35 

<l>yHKIJ;i.51 6noKyBaHH51 .IJ:OCTyrry .ri:o iMeHi .IJ:JI.51 BXO.IJ:Y B CllCTeMy, .IJ:03BOJ151€ 

3a6noKyBaTM JIOKaJibHMH o6niKOBMH 3aIIMC KOpMCTyBaqa rriCJI.51 BCTaHOBJieHOl KiJibKOCTi 

HeB.IJ:aJIMX crrpo6 Bxo.z:i:y. 5IK TiJibKll KOpMCTyBaqa 3a6JIOKOBaHO, iioro o6niKOBMH 3aIIMC 

6y.ri:e He.ri:ocTyrrHMii. YrroBHOB~eHMii KOpMcTyBaq, 51KOMY Ha.ri:aHo piBeHh rrpMBinei:B 15, He 

MO)l(e 6yTM 3a6noKoBaHo 3a .ri:orroMoroIO u;id cpyHKu;iL KiJihKiCTb KOpMcTyBaqiB 3 piBHeM 

rrpMBiJielB 15 Ma€ 6yTM MiHiMaJibHOIO. 

3BepHiTb yBary, mo aBTOpll30BaHi KOpMCTyBaqi MO)l(YTb 6noKyBaTM ce6e, 51KII.(0 

6y.ri:e .IJ:OC5IrHyTo KiJihKiCTb crrpo6 BXO.IJ:Y B HeB.IJ:aJIOMY pe)l(MMi. KpiM Toro, 3JIOBMMCHMK 



MO)l(e CTBOpMTM YMOBY Bi.IJ:MOBM B Ha.ri:aHHi rrocnyrM (Dos), .ri:eKiJihKa pa3 IIOBTOpIOIOqlf 

crrpo6y aBTeHTMcpiKau,i'i 3a .IJ:OIIOMOrOIO .ri:iiicHoro iM'.H KOpMCTyBaqa. 

IIpaBHJIO - KiJihKiCTb HeB.IJ:aJIMX crrpo6 Mae .ri:opiBHIOBaTM 3 

aaa new-model 

aaa local authentication attempts max-fail <max-attempts> 

aaa authentication login default local 

username <name> secret <password> 

• Exclusive Configuration Change Access 

<l>yHKil;i.H eKCKJII03MBHOl 3MiHM .IJ:OCTyrry .ri:o KOHcpirypa:o;iii 3a6e3rreqye, m:o JIMIIIe 

O.IJ:MH a.IJ:MiHiCTpaTop B rreBHMM MOMeHT qacy MO)l(e 3MiHIOBaTM KOHcpirypa:o;iIO rrpMCTpOIO 

Cisco IOS. IVi cpyHK:Ui.H .ri:orroMarae ycyHyTM He6~aHMii BIIJIMB o.ri:HoqacHMX 3MiH, 

BHeCeHMX .ri:o Bi.IJ:IIOBi.IJ:HMX KOMIIOHeHTiB KOHcpirypa:o;iL y aBTOMaTMqHoMy pe)l(MMi 

KOHcpirypa:o;i.H 6noKyE:TbC.H caMa, KOJIM a.IJ:MiHicTpaTop BM.IJ:aE: KOMaH.ri:y configure EXEC­

TepMiHany. y pyqttOMY pe)l(MMi a.IJ:MiHiCTpaTop BMKOpMCTOBYE: KOMaH.IJ:Y configure lock 

terminal, r:o;o6 3a6noKyBaTM KOHcpirypa:o;iIO, KOJIM BOHa BXO.IJ:MTb .ri:o pe)l(MMY 

HaJiaIIITyBaHH.H 

IIpaBnJio - BKJIIOqeHa 3a 3aMoBqYBaHH.HM :U.H cpyttK:o;i.H. 

configuration mode exclusive auto 

• Cisco IOS Software Resilient Configuration 
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IVi cpyHK:Ui.H .IJ:03BOJI.H€ 6e3rreqHo 36epiraTM KorriIO KOHcpirypa:o;i'i rrpMcTpoIO Cisco 

IOS, .HKa B .ri:aHMii qac BMKOpMCTOBYE:TbC.H rrpMcTpoeM Cisco IOS. KonM :o;IO cpyttK:o;iIO 

BBiMKHeHO, HeMO)l(JIMBO 3MiHMTM a6o BM.IJ:aJIMTM cpaiiJIM pe3epBHOl KOrriL PeKOMeH.IJ:Y€TbC51 

BBiMKHYTM :UIO cpyHKIJ;iIO, r:o;o6 3arro6iITM He6~aHMM i IIIKi.IJ:JIMBMM crrpo6aM BM.IJ:aJieHH.H 

cpaiiniB 6eKarry. 

IIpaBHJIO - HaCTYIIHi KOMaH.IJ:M MaIOTb 6yTM BBiMKHYTO. 



secure boot-image 

secure boot-config 

2.3 )1,oJJ;aTKOBi peKOMeHJJ;au;ii 
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Y ci 333HaqeHi rrpamrna MO)l(Ha po3.z:i:imnM Ha 3 KaTeropi'i, :w:o 3a6e3rreqyIOTb pi3Hi 

cpyHKii;iomUihHi MO)l(JlMBOCTi, 51Ki IIOTpe6yIOTb 3aXMCTy. 

• IlJiaH KepyBaHH51 

• IlJiaHy .ri:aHMX 

• IlJiaH KOHTponIO 

IIJiau KepyBauusi - Kepye TpacpiKoM, 51KMii H3.IJ:CMJiaE:TbC51 Ha rrpMcTpiii Cisco IOS, i 

cKJia.ri:aE:TbC51 3 rrporpaM Ta rrpoTOKOJilB, TaKMX 51K Secure Shell (SSH) Ta IIpocTMii 

rrpOTOKOJI KepYBaHH51 Mepe)l(eIO (SNMP). 

IIJiau KOHTpoJiro - o6po6JI51€ TpacpiK, 51KMii e HaMBIDKTIMBinrnM .IJ:AA m.ri:TpMMKM 

cpyHKii;iOHaJibHOCTi Mepe)l(eBo'i iHcppacTpyKTypM. IInaH KOHTponIO cKna.ri:aE:TbC51 3 .ri:o.ri:aTKiB 

i rrpoTOKOJiiB MW Mepe)l(eBMMM rrpMcTp051MM, :w:o BKJIIOqae rrpoTOKOJI Border Gateway 

Protocol (BGP), a TaKO)I( IIpoTOKOJIM BttyTpiIIIHhoro IIIJII03Y (IGP), TaKi 51K IIpoTOKOJI 

MapIIIpyTM3au;i1 BHyTpiIIIHhoro IIIJII03Y (EIGRP) Ta Open Shortest Path First (OSPF) 

IIJiau JJ;auux - rrepe.ri:ae iHcpopMau;iIO qepe3 Mepe)l(eBMii rrpMcTpiii. IlJiaH .IJ:aHMX He 

BKJIIOqae TpacpiK, 51KMii H3.IJ:CMJiaE:TbC51 Ha JIOKaJibHMii rrpMcTpiii Cisco IOS. 

EeJnequi onepau;ii 

3axM:w;eHa Mepe)l(eBa po6oTa e BIDKTIMBOIO TeMoIO. Xoqa 6iJihIIIiCTb u;horo 

.IJ:OMIIJIOMY rrpMCB5£qeHo 6e3rreqHiii KOHcpirypau;i'i rrpMcTpoIO Cisco IOS, JIMIIIe 

KOHcpirypau;i'i He rroBHICTIO 3axM:W:aIOTb Mepe)l(y. Orrepau;iiiHi rrpou;e.z:i:ypM, :w:o 

BMKOpMCTOByIOTbC51 B Mepe)l(l, BHOC51Tb CTiJibKM B 6e3rreKy, CKiJibKM B KOHcpirypau;iIO 

6a30BMX rrpMCTpOlB. 
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11(06 36eperrM 6e3rreqHy Mepe)I()', HaM cni.r:i; 3HaTM rrpo peKoMeH.r:i;au;ii: Cisco, 51Ki 

6ynM orry6niKoBaHi. HaM Heo6xi.r:i;Ho 3HaTM rrpo Bpa3JIMBiCTb, rreprn Hi)I( MO)l(e 6yTM 
. . 

ou;rneHa 3arpo3a, 51KY BOHa MO)l(e HaHeCTM Mepe)l(l. 

BuKopucTauusi ayTeuTn<l>iKau,ii, aBTopu3au,ii Ta o6JiiKy 

Kompirypau;i5I ayTeHTMcpiKau;ii:, aBTOpM3au;i1 Ta o6niKy (AAA) Heo6xi.r:i;Ha .IJ:JI51 

3axMcTy Mepe)l(eBMX rrpMcTpoi:B. CMcTeMa AAA 3a6e3rreqye ayTeHTMcpiKau;iIO ceaHciB 

KepyBaHH51, a TaKO)I( MO)l(e o6Me)l(yBaTM KOpMCTyBaqiB KOHKpeTHMMM KOMaH.[(aMM, 

BM3HaqeHMMM a,[(MlHlCTpaTopoM, 1 3aIIMCyBaTM BCl KOMaH.[(M, BBe.r:i;em BClMa 

KOpMCTyBaqaMM. 

Il,euTpaJii3au,isi J6upauusi '1{ypuaJiiB Ta MouiTopuur 

11(06 OTpMMaTM 3HaHH51 rrpo icHyIOqi, Ta iCTOpMqHi rro.r:i;ii:, IIOB1513aHi 3 iHIJ;M.[(eHTaMM 

6e3rreKM, Barna opraHi3aIJ;i51 IIOBMHHa MaTM yHicpiKOBaHy CTpaTeriIO peE:CTpau;ii: rro.r:i;iii Ta 

KOpeJI51IJ;iL 1VI CTpaTeri51 Ma€ 3aJiyqaTM peE:CTpau;iIO 3 ycix Mepe)l(eBMX rrpMCTpOlB 1 

BMKOpMCTOByBaTM 3a3,[(aJieri.r:i;h yrraKOBaHi Ta HaCTpOIOBaHi MO)l(JIMBOCTi KOpeJI51IJ;iL 

IIiCJI51 BrrpoBa,[()l(eHH51 u;eHTpani30BaHoro Be.r:i;eHH51 )l()'pHany BM IIOBMHHi po3p06MTM 

CTPYKTypoBaHMii rri.r:i;xi.r:i; .r:i;o aHani3y )l()'pHaniB Ta Bi.r:i;cTe)l(eHH51 iHu;M.r:i;eHTiB. BMxo.r:i;51qM 3 

rroTpe6 Barno! opratti3au;i1, u;eii rri.r:i;xi.r:i; MO)l(e BapiIOBaTMC51 Bi.r:i; rrpocToro peTeJihHoro 
. . . 

aHaJI13Y .r:i;aHMX )l()'pHany .[(0 po3rnMpeHoro aHaJI13Y Ha OCHOBl rrpaBMJI. 

BuKopucToByBaTu 6eJnequi npoToKoJiu, KOJIH u,e M0'1{JIHBO 

EaraTo rrpoTOKOJiiB BMKOpMCTOBYIOTbC51 M51 rrepe.r:i;aqi qyTJIMBMX .r:i;aHMX KepyBaHH51 

Mepe)l(eIO. 5IKIIJ;O u;e MO)l(JIMBO, BM IIOBMHHi BMKOpMCTOByBaTM 6e3rreqHi rrpOTOKOJIM. BM6ip 

rrpoToKony 6e3rreKM BKJIIOqae B ce6e BMKOpMcTaHH51 SSH 3aMiCTb Telnet, ru;o6 51K .r:i;aHi 

aBTeHTMcpiKau;ii:, TaK i iHcpopMau;i5I KepyBaHH51 6ynM 3arnMcppoBaHi. KpiM Toro, rri.r:i; qac 

KOIIiIOBaHH51 .r:i;aHMX KOHcpirypau;ii: Heo6xi.r:i;HO BMKOpMCTOByBaTM 3axMru;eHi rrpOTOKOJIM 

rrepe.r:i;aqi cpaiiniB. IIpMKJia,[(OM € BMKOpMCTaHH51 rrpOTOKOJIY 6e3rreqHoro KOIIiIOBaHH51 (SCP) 

3aMiCTb FTP a6o TFTP. 

36iJihmeuusi BH)J,HMOCTi Tpa<l>iKy Ja )J,OnoMororo NetFlow 

NetFlow .r:i;o3BOJI51€ Bi.r:i;cni.r:i;KoByBaTM rroTOKM TpacpiKy B Mepe)l(L CrroqaTKY 

rrpM3HaqeHMH .[(J151 eKCIIOPTY iHcpopMau;ii: rrpo .r:i;opo)l(HiH pyx .[(0 rrporpaM KepyBaHH51 

Mepe)l(eIO, NetFlow TaKO)I( MO)l(e BMKOpMCTOByBaTMC51 .[(J151 IIOKa3Y iHcpopMau;ii: rrpo IIOTOKM 
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MaprnpynI3aTopa. 1Vr MO)l(JIMBlCTb .IJ:03BOJUI€ rro6aqMTM, 51KMH TpacpiK rrepeTMHaE: 

Mepe:JKY B pe)l(MMl peaJibHOro qacy. He3aJie)l(H0 Bi.IJ: Toro, qM iHcpopMau;i.51 rrpo IIOTOKM 

eKCIIOPTYE:TbC.51 .ri:o Bl.IJ:.IJ:aJieHoro KOJieKTOpa, peKOMeH.IJ:YE:TbC.51 HaCTpOlTM Mepe)l(eBl 

rrpMCTpo'i .IJ:JI.51 NetFlow, mo6 BOHM MOrJIM 6yTM BMKOpMCTaHi peaKTMBHO, 51KII.(0 u;e 

Heo6xi.ri:Ho. 

Kou<l>irypau;isi ynpaBJiiuusi 

YrrpaBJiiHH.51 KOHcpirypau;ino - u;e rrpou;ec, 3a .ri:orroMormo 51Koro rrporroHyIOTbC.51, 

rreperJI51.IJ:aIOTbC51, 3aTBep.ri::JKYIOTbC51 Ta po3rOpTaIOTbC51 3MiHM KOHcpirypau;iL y KOHTeKCTi 

KOHcpirypau;i'i rrpMcTpoIO Cisco IOS Ba)l(JIMBi .IJ:Ba .ri:o.ri:aTKOBMX acrreKTM yrrpaBJilHH.51 

KOHcpirypau;ieIO: apxiBau;i.51 KOHcpirypau;i'i Ta 6e3rreKa. 

BM MO)l(eTe BMKOpMCTOByBaTM apxiBM KOHcpirypau;i'i .IJ:JI.51 Bi.IJ:KaTy 3MiH, BHeCeHMX .ri:o 

Mepe)l(eBMX rrpMCTpOlB. y KOHTeKCTi 6e3rreKM apxiBHi KOHcpirypau;i'i TaKO)I( MO:JKYTb 6yTM 

BMKOpMCTaHi .IJ:JI.51 Toro, mo6 BM3HaqMTM, 51Ki 3MiHM 6e3rreKM 6yJIM 3p06JieHi Ta KOJIM 

Bi.ri:6ynMC51 u;i 3MiHM. Y rroe.ri:HaHHi 3 .ri:aHMMM )l(YPHaJI AAA 11;51 iHcpopMau;i.51 MO)l(e 

.IJ:OIIOMOITM B rrepeBipu;i 6e3rreKM Mepe)l(eBMX rrpMCTpOlB. 

KoHcpirypau;i.51 rrpMcTpoIO Cisco IOS MiCTMTb 6araTo qyTJIMBMX .ri:eTaJieii. IMeHa 
. . . . 

KOpMCTyBaqm, rrapom Ta BMlCT CIIMCKlB KOHTPOJIIO .IJ:OCTyrry € rrpMKJia.ri:aMM ll;bOro TMIIY 

iHcpopMau;iL Perr03MTOpiii, 51KMH BM BMKOpMCTOBYE:Te .IJ:JI.51 apxiByBaHH.51 KOHcpirypau;iii 

rrpMcTpoIO Cisco IOS, Mae 6yTM 3axMmeHo. He3a6e3rreqeHMii .ri:ocTyrr .ri:o u;id iHcpopMau;i'i 

MO)l(e rri.ri:ipBaTM 6e3rreKy BCid Mepe)l(i. 
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BHCHOBKH )1;0 p03)1;iJiy 2 

y TpeTbOMY p03)l;iJii 6yno OIIHCaHO rrepemK rrpaBHJI, m:o 6IDKaHO BHKOHaTH .ll:llil 

3a6e3rreqeHHH HaHJiirrrnoro IIOKa3HHKa 3axHm:eHOCTi. y KO)l(IIOMY II1.D:p03)];1J11 )l;eTaJibHO 

OIIHCaHO rrpo6neMy, Ta .HKi HaJiarnTyBaHH513)l;aTHi iI BHpiIIIHTH. 

:Ui rrpaBHJia 6y.D:yTb BHKOpHCTaHi rrpH HaIIHCaHHi rrporpaMH B HaCTYIIHOMY p03)l;iJii. 



3 CHCTEMA ABTOMATH30BAHOro 3EOPY TA IIEPEBIPKH 

HAJIAIIITYBAHb MEPE'JKHOro OEJIA)l,HAHIDI 
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B po3.z:i:ini orn-1cyE:TbC5I rrpo:o;ec po3po6KM Ta TecTyBaHH51 rrporpaMHoro 3aco6y, r:o;o 

.ri:ae 3Mory aBTOMaTM30BaHO 36MpaTM Ta rrepeBip51TM HaJiarnTyBaHH51 Mepe)l(eBoro 

o6na.ri:HaHH51. 

3.1 Ilpuuu;un po6oTu nporpaMu 

HaiiKpar:o;Mii crroci6 B3aE:Mo.ri:i1 3 Cisco o6na.ri:HaHH5IM e SSH iHTepcpeiic. )::(AA 

.ri:ocMHeHH51 MeTM 6yno o6paHo y 51KOCTi iHcTpyMeHTY MOBY rrporpaMyBaHH51 Python, Ta 

BMKOpMCTaHO 6i6nioTeKy Paramiko .IJ:JI51 BCTaHOBJieHH51SSH3'e.ri:HaHH5I. 

IIpMH:UMII po6oTM rrporpaMM: 

1. KopMcTyBaq BBO.IJ:MTb IP a.z:i:pecy, norm Ta rraponh rrpMcTpoIO 3 51KMM rroTpi6Ho 

BCTaHOBMTM 3' €.IJ:HaHH51 

PMc.3.1 <I>opMa .IJ:AA Bxo.z:i:y 
mainQ 

Run: • s.crypt 

(! I C: \U~ers \Oser\ PycharmProj ects \ unt1 tled\ venv\ Scripts \ python . ei-:e c : / Users / User/ PycharmProjects / unti tled/ venv / proj ect / scrypt .py 
BBE:IllTb IP dJlPECY 

• l 19~ . 168 . 1.2.:0 

II ~ B~e.n;iTb username 
Cl.SCO 

•• :! Bae.n:iTb password 

e cisco 

,t i 

2. BcTaHOBJIIOE:TbC51 SSH 3'e.ri:HaHH5I 

3. IIporpaMa oTpMMYE: KOHcpirM: "running-config" Ta po3rnMpeHMii "running-config all" 



Pnc.3.2 llacTMHa "running-config" 
);I unt itled [C: \ Users\ User\PychcrmProjects\untit led] - .. . \venv\project\ m y pt .py - PyCha rm 

fil e 1d tt 'ii~ t'_avi gatl!' r:od l!' _Refa ctor R!!_n Iools V~ l,'iin d ow !:!!!Ip 

II untitled ) II venv ) II project ) ,. ~rypt.py ) 

~ 

Run: scrypt 

;;; 

II 
:..! 

~ 
;f 

i 

C: \ U :ie r:i \ TJ :ie r \ PycharmProj e c t :i \ uc.t i tl ed\ ve nv\ Scri p t :i \ python . exe C: /U :ie r:i ru :ie r I PycharmPro je c t:i / un ti tl ed/ ve nv / pro j e ct/ :i er ypt . py 

vasya>ena 

va.'!yaf1'!how runninq- config 

Building configuration . . 

CUrr"nt c.ont:igu:ration : 3014 byt<"1! 

' La:it confiquration change ilt 12 : 44 : 5 0 UTC Kon Dec 10 2018 by c i:i c.o 

uwrade fpd auto 
ver:i i on 15 . 2 

:iervice time:itamp:i debuq dateti.me lll!lec 

:iervi ce time:itan:;p:i loq datetime m:lec 
no :iervice pil:i:iword- encryption 
:ic rvi cc tcp- :nrJ.11l l - :1crvcr1! 

ho.'!tniml!" va1'!ya 

boot - .'!tl!irt- mlll'.i::l!'r 

hoot-end-marl:~r 

aaa new- model 

aaa authentication l oqin de!ault l oca l 

""' 11.a111 11e1111ion- id co:rmr.on * no ip iGIDp r11.te - limit unre11.chdble 

~ 1: Run :: §: TODO Ell T'rmina l + Python Com al' 

4. Po611Tb rrepeBipKy aKTMBHMX crrncKiB .ri:ocTyrry 

l°'J x 

~pt v .. 6 Q. 

0 -

Q Ev, nt log 

184:1 CRLF : UTF-B : 'l. 6 

5. Y oTpMMaHMX KOHcpirax rrepeBip51€ imrri rrpaBMJia HaBe.ri:eHi y po3.z:i:ini 3 

3.2 IlepeBipKa CUHCKiB )J;OCTyny 

KJIIOqOBMM eTaIIOM ay.IJ:MTY € rrepeBipKa aKTMBHMX CIIMCKiB .IJ:OCTyrry Ha HlliIBHiCTb 

"any" y 2 IIOJ151X. 
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€ 3 pe3yJihTaTM, m:o MO)l(e BM.IJ:aTM rrporpaMa rricJUI rrepeBipKM O.IJ:HOro p51.IJ:Ka CIIMCKY 

• "Ok" - rropyrneHb He BM51BJieHO 

• "Informational" - p51.IJ:OK MO)l(e HeCTM 3arpo3y, aHaniTMK Mae rrepeBip11T11 iioro 

oco6MCTO, crr11paIOq11cb Ha .ri:o.ri:aTKOBY iHcpopMa:o;iIO 

• "Warning" - B .ri:aHoMy p51.IJ:KY BM51BJieHa 3arpo3a, iioro o6oB'513KOBO Tpe6a 

m.z::i:pe.z::i:aryBaTM 



)::(1rn pea.rri3au;i1 .r:i;aHoro a.rrropHTMY 6yno po3po6neHo 4 cpyHKu;il: 

1. <l>opMyE: MaCMB 3 HOMepaMM CIIMCKiB 51Ki aKTMBHi Ha 0.[(HOMY 3 iHTepcpeiiciB. 

2. 0TpHMY€ Ha BXO.[(i MaCMB, Ta .[(J151 KO)l(HOro eneMeHTa( CIIMCKY .[(OCTyrry) CTBOpIOE: 

MaCMB CTpOK. A TaKO)I( rrepenae KO~ CTpOKY y HaCTYIIHY cpyHKIJ;iIO. 

3. 0TpHMY€ CTpOKY Ta rrpOBO.[(MTb aHa.rri3 3a po3p06JieHMM rrpHHIJ;MIIOM, IIOTiM 

IIOBepTaE: pe3yJihTaT aHa.rr13y 

4. IIo cyTi KOHCTPYKTop 51KMH BMKOpHcToBye 3 cpyHKu;ii: 3a3HaqeHi BMru;e, Ta cpopMye 

3pyqHMH CJIOBHMK (6a3yE:TbC51 Ha rrpHHIJ;MIIi "KJIIOq->3HaqeHH51") .[(J151 BMBO,IJ;y Ta 

rrepern51.r:i;y pe3yJihTaTiB po6oTM 

PMc.3.3 Pe3yJihTaT aHa.rri3y crrMcKiB nocTyrr)J 
Ii:! _ ntitled [C.\Uier~\U~er\Py~harmProject~\untitled] .\venv\project\mypt.py PyCharm 

Elle Edit ~1~ tl~VJ~rtl!' Code Refactor Ryn ,Ipols VCS Wind ow ljelp 

untitled II venv II prajl!'ct ) scrypt. py · 

" ,.... def mode_e.xclu;"11ve (confl: 

re ;'! = "configuration mode exclm1i~ di.'!abl&d(inronnationalJ " 

while i < 1-En(conf) : 

if conf[1 ] . ~ ind( "confi<JUration mode exclusive") !m - 1: 
~::i "' • configuration mOOe e.1:clu:n.ve enal::led(ok) " 

b ...... 

~activei'lcce.'! s-li.• • 

r'! x 

mypt v .. :'1; 0. 

0 -

{ 'l i;'l t 1 00 ': [l : 'ok' , 2: •ot: •, .!: •at" , 4; • .,,. f, 'l l.!t lC: l 't 11 : ' Cl", J: ' '" l' ' , l: ' G'• rr:In; t • , C; ·~~·. !it 'Oit'), '1 1A ~ 10~ · : /1: '.elC, J; 'Cl'', l: ·ot·. <I: •at • , 5 : ' ) l' ' l} 

Q Mftf t•o 
.7;1 C"1f: lllf·I: 'lo 'iJ 
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y MeHIIIOMY BiKHi MO)l(Ha rro6aqMTM icHyIOqi CIIMCKM .[(OCTyrry y KiJibKOCTi 3-x IIITYK 

y BMBO.[(i KOHCOJii Python pe3yJihTaT rrepeBipKH KO)l(HOl 3 CTpOK 3a 3a,[(aHMM 

rrpaBMJIOM. IIo crrMcKaM nocTyrry: 

1. Y ce no6pe 

2. 3 p5r.[(OK KptlTJ-flJHa ITOMMJIKa 

3. Yee no6pe 



3.3TecTyBauusi po3po6Jieuoi nporpaMu 

,[(mr TecTyBaHHH 6yno o6paHo 3acTocyHoK GNS3, 3a .z:i:orroMormo .HKoro CTaJIO 
. . 

MO)l(JUIBMM CTBOpllTll BlPTYaJibHl MaprnpyTM3aTOpll. 

PMc. 3.3 . Torronori.H Mepe)l(i 

172.20.0.0 - 172.31.255.255 

R2 

192.168.1 .. 240 
'login cisco 
pass cisco 

Oloud-1 

JJC- 3 

eO 

Torronori.H MiCTMTb O.IJ:MH MaprnpyTM3aTop R2, a TaKO)I( 3 KOMyTaTopM .z:i:o .HKMX 

rri.n:KJIIOqeHi Kim.i;eBi KOpMcTyBaqi. KoMrr'IOTep PC-13HaXO.IJ:MTbC.H y VLANl 00, PC-2 y 

VLAN200, PC-3 y VLAN300. Yci KOMyTaTopM rrpau;IOIOTb y pe)l(MMi L2. 
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lOJIOBHMM eTaIIOM ay.IJ:MTY TaKOl Mepe)l(i € .HKiCHa rrepeBipKa HaJiarnTyBaHb caMe 

MaprnpyTM3aTopa, 60 caMe Ha HbOMY TepMiHyE:TbC.H BttyTpiIIIH.H Mepe)l(a, Ta caMe BiH 

MaprnpyTM3YE: rraKeTM Mi)I( BJiaHaMM. Ha KOMyTaTopax rrpoBO.IJ:.HTbC.H JIMrne .n:e.HKi rrepeBipKM 

3a Heo6xi.n:HiCTIO. 

Ha pHCYHKY 3.4 HaBe.n:eHo pe3yJihTaT po6oTM rrporpaMM, m:o.z:i:o rrepeBipKM TecToBo'i 
. . . . . 

Mepe)l(l Ha Bl.IJ:IIOBl.IJ:HlCTb 3a.z:i:aHMM IIOJilTMKaM. 



Jll untlt lr:d [C:\Usl':r.s\ Use:r\Pycharm ProjKts\ untitl l':d] - ... \v l': nv\projKt\scrypt.py - PyCh arm 

f ile: .E_dit lj_ie11 Navig ate .Code B,efactor R.u_ n Iools VC.S Window Help 

II untitled ) II vcnv ) II project ) ,.._ m ypt.py ) 

~ ~ su ypt. py 

I 3f0 iconf = runn1nrr conf(:ro!:!.'!.Otl" connl"ction> 
~' .. 

Run: 

:..! - e ,. 

mainO 

scrypt 

C : \ U9e r 9 \ U9e r \ PycharmPro j ects \ u n ti t led \ v e nv\ Scri pt9 \ python. e i e C : {U9e r 9 {U92 r / PycharmPro j ect9 / u n ti t led / v e nv/ p rojec t / s c:r:\/Pt . py 

B5eltiTb I P il.IIPe CY 

1 9:1 . 168 .1 .240 

B5eltiTb U!le rname 

Ch!"cking activl" -acct"."l.'1 - li .'1 t '11 : 

x 

(I -

i { ' li :'! t 1 00 ' : [l : ' ok ' , 2 : ' ol:: ' , 3 : 1 0 1:" 1
, 4 : 1 01:" 1

}, ' li !! t 101 ' : {l : ' o t ' , 2: ' o l:" ' , 3: ' 'iiarninq! ' , 4.: ' ok' , 5 : ' ok ' ] , ' li 11 t 1 02 ' : [ l : ' ok ', 2 : ' ok' , 3 : ' o t ' , 4. : ' ot ' , S : ' o t ' }} 

1111h v2 t:n.ab l c d fok) 

."1."lh_ t illleout = 120!!f"C!! fol:") 

l ine vt.y > ~ min 

SHALL SE:RVICTS : 

:ie rvi ce conti9 di:i abl e d 

:ie rvi c e p ad d i :i abled 

i p f i nqe r d i :iabled 

ip h n p :ie rvei:: di :iabled 

i p http .!lecui::e - '5 e rve c- d i .!! abled 

4 .!le rvi c e !! a re not di !!M>l ed 

l ogqi ng di"'abl ed 

number of c r a.!!hinfo f ile!! not 3 fi nfo:rmti tio nal ) 

nurribe r o f fail -a tt~t .!I not 3 fwarning ) 

configuration mode e x c l u !!ive d i !!able d t info:r:ma tional ) 

Pro ce:i:i f i n i :ihed wi t h exi t code 0 

II> ~: Run ;;;; .§: TODD l!I Termina l 0 Python Cons ole Q Ev~ nt Log 

27:1 CRLF : U1 F-8 : 'J. 0 
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BHCHOBKH )1;0 p03)1;iJiy 3 

Y QbOMY po3,r:dni 6yno po3po6neHo cpyHKu;ii:, ru;o pea.rri3yIOTb rrepeBipKy 3a.r:i;aHHX 

rrpaBHJI 3 po3.r:i;iny 2, a TaKO)I( rrporpaMy B u;inoMy. BHKOpHcTaHo 3acTocyHoK GNS3 .r:i;mc 

po3ropTaHHH TecToBoi: Mepe)l(i Ha 6a3i TexHonoriii Bi.r:i; CISCO, a TaKO)I( rrpoTecToBaHo B 

HbOMY po3p06JieHHH rrporpaMHHH 3aci6. 

TecTyBaHHH rrpoBe.r:i;eHo 3a 10 ceKyH.r:i;, Ta MO)l(Ha BB~aTH B.[(a.TIHM. IIporpaMa 

KOpeKTHO pearye Ha yci 3MiHH y cpaiinax KOHcpiriB, Ta rOTOBa .[(0 3aCTOCyBaHHH Ha 

crrpaB)l(HbOMY o6na,r:i:HaHHi CISCO 
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4 CTAPTAII 

B po3.D:ini Heo6xi.D:HO rrpoBeCTH MapKeTHHrOBHii aHaJI13 rrepcrreKTHB peani3a:o;i1 

3arrporroH0BaHoro B po6oTi rrporpaMHO-TexHiqHoro pirneHHH, a caMe peani3a:o;i1 CHCTeMH 

36opy Ta aHaJii3y Mepe)l(eBHX HaJiarnTyBaHb, a TaKO)I( o:o;iHHTH MO)l(JIHBiCTb iioro 

pHHKOBOro BIIpOBa)l;)l(eHHH. 

4.1 Onuc mei npoeKTY 

Ha rreprnoMy Kpo:o;i MapKeTHHrOBOro aHaJii3y Heo6xi)l;HO OIIHCaTH l)l;eIO rrpoeKTy. 

IIocni.D:OBHO rroTpi6Ho rrpoaHani3yBaTH: 3MicT i.D:e'i (m:o rrporroHyE:TbC51), MO)l(JIHBi 

Harrp51MKH 3aCTOCyBaHH51, OCHOBHi BHrO)l;H, m:o MO)l(e OTpHMaTH KOpHCTyBaq TOBapy ( 3a 

KO)l(HHM Harrp51MKOM 3aCTOCyBaHH51), qifM Bi.D:pi3H51€TbC51 Bi)]; icHyIOqHx aHanoriB Ta 
. . 

3aM1HHHK1B. 

IIeprni TPH rryHKTH ( Ta6n. 5 .1) .D:aIOTb :o;inicHe Y51BJieHH51 rrpo 3MicT i.D:e'i Ta MO)l(JIHBi 

6a30Bi IIOTeH:o;iiiHi pHHKH, B Me)l(aX 51KHX IIOTpi6HO rnyKaTH rpyrrH IIOTeH:o;iiiHHX KJiiE:HTiB. 

Ta6JIH:U51 4.1- OrrHc i.D:e'i cTapTarr-rrpoeKTY 

HanpsiMKH Buro)J,u )J,JISI 
JMiCT i)J,eI 

3aCTOCyBaHHSI KopucTyBaqa 

Po3po6Ka rrporpaMH, m:o 6y.D:e ABTOMaTH30BaHHii ay)l;HT 3MeHIIIeHH51 3aTpaT 

aBTOMaTH30BaHO rrepemp51TH HaHBHHX Mepe)I( JIIO)l;CbKOro qacy Ha 

·~ HaJiarnTyBaHH51, Ta Ha)l;aBaTH caMOCTIHHY rrepeBipKy 

KOpOTKHH 3BiT. CTBopeHH51 HOBHX Mepe)I(, 0TpHMY€MO B KiH:o;i 3BiT, 

Ta rrepempKa IX Ta O.ll:Pa3Y MO)l(HO 

HaJiarnTyBaHb KOperyBaTH IIOMHJIKH 

AHani3 rroTeH:o;iiiHHX TexHiKo-eKOHOMiqHHX rrepeBar i.D:e'i rrepe.D:6aqae BH3HaqeHH51 

rrepeniKy TeXHiKO-eKOHOMiqHHX BJiaCTHBOCTeii Ta xapaKTepHCTHK i)l;e'i, BH3HaqeHH51 
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rrorrepe.IJ:Hhoro Kona KOHKypeHTIB, rropiBHHJibHHii aHaJI13 rroKa3HHKIB (W - Cna6Ka 

cTopoHa, N - HeiiTpaJibHa cTopoHa, S - CHJihHa cTopoHa). 

Ta6nm_1;51 4.2-BH3HaqeHHH CHJibHHX, cna6KHX Ta HeiiTpaJibHHX xapaKTepHCTHK i.ri:e'i 

rrpoeKTY 

TexuiKo-
N 

eKOHOMiqui w s 
Cna6Ka cTopoHa 

HeiiTpaJibHa 
CHJihHa cTopoHa xapaKTepHCTHK 

H i):J:ei 
CTOpOHa 

EKOHOMiqHi PHHKOM 36yTy Bi.z:i:cyTHiCTb ,[(orroMarae 

6y.ri:yTb CKOpirn 3a aHanorrn Ha rrpOBO.IJ:HTH ay.IJ:HT 3a 

Bee KOMIIaHi'i, m:o pHHKY(He B.IJ:aJIOCb .ri:eKlJibKa ceKyH.IJ:, B 

Ha.IJ:aIOTb rrocnyry 3HaHTH) pe3yJihTan 

ay.IJ:HTY Mepe)I( KOJIOCaJibHa 

eKOHOMUI qacy 

TexHonoriqHi IIoKpHBaE: JIHrne 

Mepe)l(l, m:o 

6a3yIOTbC51 Ha 

o6na.ri:HaHHi Cisco 

Ha.z:i:iiiHocTi Y ci peKoMeH.ri:au;i'i, 

m:o BH.IJ:aE: 

rrporpaMMa 

6a3yIOTbC51 Ha 

HaiiKpam:Hx 

CBlTOBHX rrpaKTHKax 

4.2 TexuoJioriquuii ay)J;uT i)J;ei npoeKTY 

,[(ani rrpOBO.IJ:HTbC.51 ay.IJ:HT TeXHOJIOri'i, 3a .IJ:OIIOMOrOIO 51KOl MO)l(Ha peani3yBaTH i.ri:eIO 

rrpoeKTY (TeXHOJIOri'i CTBOpeHH.51 TOBapy) (Ta6JIHIJ;51 5.3). 
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Ta6m-11.1;514.3-TexHonoriqHa3.z:i:iiicHeHHiCTb i.ri:e'i rrpoeKTY 

TexuoJiorii ri HasiBuicTh 
1)1,esi npoeKTY 

peaJii3au;ii TeXHOJIOriii 
)l,ocTynuicTh TexuoJioriii 

BHKOpHcTaHHH BHKOpHcTaHHH TaK y ci TeXHOJIOri'i .IJ:OCTYIIHi 

SSH 3e.z:i:HaHHH, 51K Python .IJ:JI51 .IJ:JI51 BHKOpHCTaHH51 

iHTepcpeiicy anropHTMi3a:o;i1, Ta 

B3aE:Mo.ri:i1 3 Cisco peani3a:o;i1 

o6na.ri:HaHH51M 3aIIJiaHOBaHHX 

rrepempoK 

Po3po6Ka BJiaCHHX AHani3 rrpaKTHK, Ta TaK IIepeniK HaiiKpar.:o;Hx 

IIOJiiTHK 6erreKH, CHHTe3 OCHOBHHX rrpaKTHK B 3araJibHOMY 

Ha OCHOBl IIOJIO)l(eHb, r.:o;o.ri:o .ri:ocTyrri, iioro cni.ri: 

HaiiKpar.:o;Hx IIOKpar.:o;eHH51 BHKOpHCTOByBaTH rrpH 

rrpaKTHK 3araJibHOro CTaHY rro6y.ri:oBi a6comoTHO ycix 

3aXH1IJ;eHHOCT1 Mepe)I( Ha 6a3i TeXHOJIOri'i 

Cisco 

06paHa TeXHOJIOrrn peani3a:o;i1 i.ri:el: BHKOpHCTaHH51 MO)l(JIHBOCTeii Python, .IJ:AA 

Hanaro.IJ:)l(eHH51 SSH rri.ri:KmoqeHH51, a TaKO)I( .IJ:JI51 anropHTMi3a:o;i1 BH3HaqeHHX rrpaBHJI. B 

TaKOMY BHrra.ri:Ky, TeXHOJIOriqHo peani3a:o;i51 i.ri:eii Bi.ri:6yBa€TbC51 3a .IJ:OIIOMOrOIO .z:i:y)l(e 

rHyqKoro MexaHi3My, mo .z:i:ae 3Mory .ri:o HaiiMeHllIHX .ri:eTaneii rrpoaHani3yBaTH .ri:aHHi. 

4.3 AuaJii3 puuKoBux M0'1{JIHBOCTeii JanycKy cTapTan-npoeKTY 

BH3HaqeHH51 pHHKOBHX MO)l(JIHBOCTeii, 51Ki MO)l(Ha BHKOpHCTaTH rri.ri: qac pHHKOBOro 

BIIpOBa.IJ:)l(eHH51 rrpoeKTy, Ta pHHKOBHX 3arpo3, 51Ki MO)l(YTb rrepellIKO.IJ:HTH peani3a:o;i1 

rrpoeKTY' .IJ:03BOJ151€ CIIJiaHyBaTH HaIIp51MH p03BHTKY rrpoeKTY 13 ypaxyBaHH51M CTaHy 

pHHKOBOro cepe.ri:oBHr.:o;a, rrorpe6 IIOTeH:o;iiiHHX KJiiE:HTiB Ta rrpOII03HIJ;iii rrpoeKTiB­

KOHKypeHTiB. CrroqaTKY rrpOBO.IJ:HTbC51 aHaJii3 IIOIIHTy: Ha51BHiCTb IIOIIHTy, o6c51r, .IJ:HHaMiKa 

p03BHTKY pHHKY ( Ta6JI. 5 .4 ). 
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IloKa3HHKH CTauy puuKy 
XapaKTepucTnKa 

( uaiiMeuyBauusi) 

KiJihKiCTb roJIOBHMX rpaBIJ;iB, O.ll, 0 ( nonepe.ll,HbO) 

3aranhHMii o6c51r npO.ll,3)1(, > 10 MpJI.ll,. $ 

rpH/yM.O)J, 

)::(MHaMiKa pHHKY ( 51KiCHa ou;iHKa) 3pocTae 

Ha51BHiCTb o6Me)l(eHh M51 BXO.ll,y 06Me)l(eHa KiJihKiCTb KJiiE:HTiB, noTpi6Ha 

(BKa3aTM xapaKTep o6Me)l(eHh) 
. . . 
lHTerpau;rn 3 KOMnaH151MM, m:o npe.ll,CTaBJI51IOTb 

TaK1 nocnyrM 

Cneu;mpiq}fi BMMOrM )J,O 3aJie)l(MTb Bi)], 3aKOHO)J,aBCTBa OKpeMOl Kpa'iHM 

cTaH.ll,apTM3au;i1 Ta cepTmpiKau;i'i 

Cepe.ll,H51 HOpMa peHTa6enhHOCTi B >50% 

rany3i ( a6o no pHHKY ), % 

3a pe3yJihTaTaMM aHaJii3y Ta6JIMIJ;i MO)l(Ha CKa3aTM, m:o 3araJIOM pHHOK € )J,OCMTb 

npMBa6JIMBMM, ane icHyE: 3HaqHe o6Me)l(eHH51 - noTeHu;iiiHMMM noKyrrIJ;51MM € KOMnaHi'i, m:o 

npOBO)J,51Tb ay)J,MT Mepe)I(. 

Cepe.ll,H51 HOpMa peHTa6eJihHOCTi B rany3i (a6o no pHHKY) nopmHIOE:TbC51 13 

6aHKiBCbKMM Bi)J,COTKOM Ha BKJia)J,eHH51. 3a YMOBM, m:o OCTaHHiii € BMIIJ;MM, MO)l(JIMBO, Ma€ 

ceHC BKJiaCTM KOIIITM B iHIIIMM npoeKT. Ane B )J,aHiii rany3i peHTa6eJihHiCTb € )J,OCMTb 

BMCOKOIO, a OT)l(e BXi)J, B rany3b 6iJibIII npMBa6JIMBMM, Hi)I( BKJia)J,eHH51 KOIIITiB B 6aHK. 

Ha.ll,ani BM3HaqaIOTbC51 noTeHu;iiiHi rpynM KJiiE:HTiB, 'ix xapaKTepMCTMKM, Ta 

cpopMyE:TbC51 opiE:HTOBHMM nepeniK BMMOr )J,0 TOBapy )J,J151 KO)l(HOl rpynM ( Ta6JI. 5. 5). 
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fTa6m·ro;51 4.5 XapaKTepMCTMKa rroTeH1i;iiiHMX KJiiE:HTiB cTapTarr-rrpoeKTY 

ll,iJihOBa 

ay)J;HTOpiSI 
Bi)J;MiHHOCTi y 

BuMoru 
IloTpe6a, IIJ,O 

(o;iJihOBi 
noBe)J;iuu;i piJuux 

CUO~HBaqiB 
<l>OPMY€ puuoK IlOTeuu;iiiuux u;iJihOBHX 

cerMeHTH )1;0 TOBapy 
rpyn KJii€HTiB 

puuKy) 

3HaqHi BMTpaTM qacy KoMrraHi'i, mo KoMrraHi51 Ay.r:i;MTop, ToqHiCTb Ta 

Ha He 3aiiMaIOTbC51 3aiiMa€TbC51 rrornyKOM IIIBM.[(KlCTb 

aBTOMaTM30BaHMM ay.r:i;MTOM Mepe)I( KJ11€HT1B 3a Hae rrepempKM 

ay.r:i;MT 

I1JiaHyE:TbC51 HoBa KoMrratti51, Bi.r:i;MiHHOCTeii MaM)l(e ToqHiCTb Ta 

rro6y.r:i;oBa BJiacHo'i mo 6y.r:i;ye HeMaE:. OKpiM IIIBM.[(KlCTb 

Mepe)l(l BJiaCHY Mepe)l(y Bi.r:i;cyTHOCTi rrpoMi)l(HOl rrepempKM 

JiaHKM( KOMIIaHil 

Ay.r:i;MTopa) 

TaKO)I( oKpeMo MO)l(Ha BM.r:i;iJIMTM rri.r:i;rpyrrM B Bi.r:i;rroBi.r:i;HMX cerMeHTax. KoMrraHi'i, mo 

3aiiMaIOTbC51 ay.r:i;MTOM a6o Ti mo IIJiaHYIOTb 3arrycTMTM BJiaCHY Mepe)l(y MO)l(YTb 6yTM 

BeJIMKMMM Ta cepe.r:i;HiMM KOMIIaHi51MM rrpMBaTHOl Ta .r:i;ep)l(aBHOl cpopMM BJiaCHOCTi 3 

Bi.[(IIOBi.[(HMMM oco6JIMBOCT51MM cpyHKIJ;iOttyBaHH51. 

IIicn51 BM3HaqeHH51 rroTeHu;iiiHMX rpyrr KJiiE:HTiB rrpoBO.[(MTbC51 aHaJI13 pHHKOBoro 

cepe.r:i;OBMma: CKJia.[(aIOTbC51 Ta6JIMIJ;i cpaKTOpiB, mo crrpM51IOTb pHHKOBOMY BrrpoBa,[()l(eHHIO 

rrpoeKTy, Ta cpaKTopiB, mo iioMy rrepernKO.[()l(aIOTb (Ta6n. 5.6-5.7). 
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iTa6mID;51 4.6 <l>aKTORM 3arR03 

<l>aKTop 3MicT Jarpo3u Moa{JIHBa peaKu,isi KOMnauii 

IIoKpMBaE: JIMIIIe HeMO)l(JIMBO rrpoBeCTM Po3IIIMpIOBaTM KiJihKiCTb BeH.ri:opiB, 

o6na.ri:HaHH51 ay.IJ:MT Mepe)I( rro6y.ri:oBaHMX m:o rri.ri:TpMMYE: rrporpaMHMii 

Cisco He Ha 6a3i Cisco TexHonoriii rrpo.ri:yKT 

IIi.IJ:BMru;eHH51 peiiTMHriB, Ta 

Bi.z:i:cyTHiCTb 

lMeHl rrpO.IJ:YKTY 

Bi.z:i: iMeHi Ha rrp51MY rrocTiiiHMii rroIIIyK KOMrraHiii .IJ:JI51 

3aJie)l(MTb KlJibKICTb rrpo.z:i:a)I( iHTerpau;iIO rrpo.ri:yKTY y 'ix 

IIOBC51K.IJ:eHHY po6oTy 

a6JIM1(51 4. 7 <l>aKTOpll MO)l(JlllBOCTeii 

<l>aKTOp JMiCT MO)KJIHBOCTi 
Moa{JIHBa peaKu,isi 

KOMnauii 

y KO)l(Hill KOMIIaHi'i € Mepe)l(i pi3HMX p03MipiB Ta 
Po3IIIMpeHH51 pHHKiB 

IIOIIMT CKJia.IJ:HOCTeii. I(MM 3YMOBJieHO IIOIIMT Ha ay.IJ:MT 
36yTy 

Mepe)I( 

Ha.z:i:ani rrpoBO.IJ:MTbC51 aHani3 rrporro3Mu;il: BM3HaqaIOTbC51 3aranhHi pHCM KOHKypeHu;i'i 

Ha pHHKY ( Ta6JI. MOHOIIOJ1151, 
. . 

omrorronrn, 4.8). 

MOHOIIOJilCTllqHa, qllcTa; piBeHb 6opOTb6M: JIOKaJibHMM, Hau;ioHaJibHMM, rno6aJibHMM; 
. . 

rany3eBa 03HaKa: Ml)l(raJiy3eBa, BHYTPIIIIHhorany3eBa; BM.IJ:: TOBapHo-po.ri:oBa, TOBapHo-

BM.IJ:OBa, Mi)I( 6a)l(aHH51MM; xapaKTep rrepeBar: u;iHOBa, He u;iHOBa; iHTeHCMBHiCTb: MapoqHa, 

He Mapoqtta. 0rrMCYIOTbC51 rrp051Bll Bi.IJ:IIOBi.IJ:HMX xapaKTepMCTMK Ta Heo6xi.ri:Hi .IJ:AA 

KOHKypeHTOCIIpOMO)l(HOCTi KOMIIaHiL 



fTa6m-1u;51 4.8 CTyrreHeBilii ammi3 KOHKypeHu;ii: Ha pI1HKY 

Oco6JinBocTi 

KOHKypeHTHOro 

cepe)J,OBHIIJ,a 

PiBeHh: rno6anhHa 

T'any3eBa 03HaKa: 

BHYTPIIIIHhorany3eBa 

3a Bil.IJ:aMII TOBapiB: Mi)I( 

6~aHH51MII, TOBapHO-

po.ri:oBa 

3a xapaKTepoM 

KOHKypeHTHIIX rrepeBar: 

. . 
u;rnoBa Ta Heu;rnoBa 

3a iHTeHCIIBHiCTIO: He 

B qoMY nposiBJISI£ThCSI 

)J,aua xapaKTepucTuKa 

BnJIHB ua )J,iSIJihHiCTh 

ni)J,npH£MCTBa (MO~JIHBi 

)J,i'i KOMnauii', IIJ,06 6yTu 

KOHKypeHTOCnpOMO~HOIO) 

Cxo)l(i rrporpaMHi rrpo.ri:yKTII IIocTiiiHilii rrornyK HOBMX 

3HaXO.IJ:51TbC51 B p1BHIIX 3 

HaMII o6cTaBIIHax 

KOMIIaHiii .IJ:JI51 iHTerpau;ii: 

rrpo.ri:yKTY 

PIIHOK IE e rno6anhHIIM, Ta BIIKOpI1CTaHH51 aHrniiichKOi: 

no cyn He )l(OpCTKO 

reorpacpiq}fo 3aJie)l(HIIM 

Bi.ri:6YBaE:TbC51 Bcepe.IJ:IIHi 

rany3i iHcpopMau;iiiHOl 

6e3rreKII 

KoHKypeHu;m 51K B acrreKTi 

3a.IJ:OBOJieHH51 6~aHH51 

rro6y.ri:YBaTII rrpou;ec qII 

MOBii, 51K MOBii 

MDKHapo.ri:Horo 

CII1JIKyBaHH51, yqaCTb B 

Ml)l(Hapo.ri:HIIX 

KOHcpepeHD;i51X 

Po3po6Ka .ri:o.ri:aTKOBIIX 

. . 
3axo.z:i:m 3 IIl.IJ:Bilru;eHH51 

ecpeKTIIBHOCTi 

Po3rnI1peHH51 rroKpI1TT51 

6~aHh, m:o 

3a.IJ:OBOJibH51IOTbC51, Tala6o 

IIOKparu;IITII TeXHOJIOrno, TaK B.IJ:OCKOHaJieHH51 lCttyIOqoro 

i B 3aco6ax rroKparu;eHH51 

TeXHOJIOrii: 

I(iHa B~IIBa, ane TaKO)I( 

.. 
B~IIBl lHIIIl IIOKa3HIIKII 

Bl.IJ:pl3H51TIIC51 

MeTO.IJ:Y 

BcTaHOBJieHH51 rreBHoro 

CII1BBl.IJ:HOIIIeHH51 

u;iHa!Bilro.ri:a 

Bil.ri:ineHH51 yHiKaJibHIIX pI1c 

CBOE:i: MapKII 

53 



54 
Ha OCHOBi amUii3y KOHKypeH:o;i'i, a TaKO)I( i3 ypaxyBaHHHM xapaKTepHCTHK i.ri:e'i 

rrpoeKTY (Ta6JI. 4.2), BHMOr CIIO)l(HBaqiB .ri:o TOBapy (Ta6JI. 4.5) Ta cpaKTOpiB 

MapKeTHHrOBOro cepe.IJ:OBHIIJ;a (Ta6JI. 4.6-4.7) BH3HaqaE:TbC51 Ta o6rpyHTOBY€TbC51 rrepeniK 

cpaKTOpiB KOHKypeHTOCIIpOMO)l(HOCTi (Ta6JI. 4.9). 

Ta6JIH:U51 4. 9 06rpyHTyBaHH51 cpaKTopiB KOHKypeHTocrrpoMO)l(HOCTi 

<l>aKTOp 06rpyuTyBaHHSI (quuHHKH, IIJ,O po6JISITh <l>aKTOp 

KOHKypeHTOCnpOM0'1{HOCTi 3uaqyIIJ,nM) 

BapTiCTb rrpH.ri:6aHH51 rrocnyrH .IJ:JI51 KJiiE:HTa .ri:ocHTb 

L(iHOBHH B~HBa (.IJ:JI51 YKpai"HH 30KpeMa, qepe3 rrpH.ri:6aHH51 B 

cpopMaTi TeH.ri:epy) 

PerryTa:o;iiiHHii 
3HaqHHH BIIJIHB iMeHi Ta perryTa:o;i'i KOMIIaHi'i, m:o 

Ha.ri:ae rrocnyry Ha BH6ip KJiiE:HTa 

5IK oco6JIHBOCTi TeXHOJIOriqHoro IIOKpar:o;eHH51, TaK i 

TexHonoriqHHii 
crriBBi.IJ:HOIIIeHH51 :o;iHal51KiCTb € .z:i:y)l(e B~HBHM 

acrreKTOM y BH6opi KOHKpeTHOro TOBapy 

CIIO)l(HBaqeM 

3a BH3HaqeHHMH cpaKTOpaMH KOHKypeHTOCIIpOMO)l(HOCTi (Ta6JI. 4.9) rrpOBO.IJ:HTbC51 

aHaJii3 CHJibHHX Ta cna6KHX CTOpiH CTapTarr-rrpoeKTY (Ta6JI. 4.10). 

Ta6JIH:U51 4.10 IIopiBH51JibHHii attani3 CHJibHHX Ta cna6KHX cTopiH rrpoeKTY 

<l>aKTOp 
PeiiTuur TOBapiB-KOHKypeuTiB (B 

EaJiu nopiBHSIHHi) 
.N!! KOHKypeHTOCnpoM 

1-20 
0'1{HOCTi +1 +2 +3 

3 2 1 

1 L(iHOBHH 18 2 2 

2 PerryTa:o;iiiHHii 12 

3 TexHonoriqHHii 16 3 
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<l>iHaJibHMM eTaIIOM pHHKOBOro aHaJii3y MO)l(JIMBOCTeii BrrpoBa.IJ:)l(eHHH rrpoeKTY € 

cKJia.ri:aHH51 SWOT-aHaJii3y (MaTpm_i;i aHaJii3y CMJibHMX (Strength) Ta cna6KMX (Weak) 

CTOpiH, 3arpo3 (Troubles) Ta MO)l(JIMBOCTeii (Opportunities) ( Ta6JI. 5 .11) Ha OCHOBi 

BM.IJ:iJieHMX pHHKOBMX 3arpo3 Ta MO)l(JIMBOCTeii, Ta CMJibHMX i cna6KMX CTOpiH (Ta6JI. 5.10). 

Ta6nm_i;51 4.11 SWOT-aHaJii3 cTapTarr-rrpoeKTY 

CnJihHi cTopouu: CJia6Id cTopouu: 
. . . . 

rrpOCTOTa BMKOpMCTOByBaHoro MeTo.ri:y, Bl.IJ:CYTHlCTb «IMeHl», 

HOBM3Ha, rrpo6neMM 3 rroqaTKOBMMM 

. . 
MlHlMaJibHl BMTpaTM Ha TeXHOJIOrno KaIT1TaJIOBKJiar:i;eHH51MM 

MmKJIHBOCTi: 3arpo3u: 

36inhIIIeHH51 rrorrMTY Ha Bi.ri:rroBi.IJ:HMii ay.IJ:MT, 3MeHIIIeHH51 KJiiE:HTCbKMX 6IO.ri:)l(eTiB Ha IE, 

3pocTaHH51 BM.IJ:aTKiB Ha IE .ri:errapTaMeHTM IT051Ba HOBMX KOHKypeHTlB 

Ha ocHoBi SWOT-aHaJii3y po3po6JI51IOTbC51 aJihTepHaTMBM pHHKOBo'i rroBe.IJ:IHKM 

(rrepeniK 3axo.ri:iB) .IJ:JI51 BMBe.ri:eHH51 CTapTarr-rrpoeKTY Ha pHHOK Ta opiE:HTOBHMM 

OIITMMaJibHMM qac IX pHHKOBOl peaJii3aIJ,i1 3 OrAA.ri:y Ha IIOTeHu;iiiHi rrpoeKTM KOHKypeHTiB, 

m:o MO~Tb 6yTM BMBe.ri:eHi Ha pHHOK. BM3HaqeHi aJlbTepHaTMBM aHaJii3yIOTbC51 3 TOqKif 

3opy CTpOKiB Ta MMOBipHOCTi OTpMMaHH51 pecypciB (Ta6JI. 5.12). 

Ta6JIMIJ;51 4.12 A.rrhTepHaTMBM pHHKOBoro BrrpoBa.ri:)l(eHH51 cTapTarr-rrpoeKTY 

AJihTepuaTnBa ( opifuToBuuii KOMnJieKc 

JaXO)J,iB) pHHKOBOi' IlOBe)J,iHKH 

HMoBipuicTh 

OTpHMaHHSI 

pecypciB 

YqacTh B KOHKypcax cTapTarriB, cTapTarr- Bi.ri:rroBir:i;Ho ,z::i;o 

aKcenepaTOpM .IJ:JI51 OTpMMaHH51 rroqaTKOBMX KOHKypeHu;i'i B 

BKJia.r:i:eHb 

Ilp5IMMii rroIIIyK rroqaTKOBMX iHBeCTMu;iii 

Bvrxi.z:i: 3 MtHtMaJibHMMM rroqaTKOBMMM 

BKJia.r:i:eHH5IMM, eBOJIIOIJ;iMHMM p03BMTOK 

Bir:i;6opax 

)::(OCMTb iMOBipHO 

"' 1 

CTpoKu peaJiiJau;ii' 

,z::i;o poKy 

(MiC51IJ;i-pOKM) 

MlC51IJ;l 

MiHiMaJibHO 
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3araJIOM KO)l(Ha 3 aJihTepHanrn MO)l(e 6yn1 peaJII30BaHoIO, aJie 3 ormr.z:i:y Ha 

TepMiHH peaJii3a:o;i1 .ri:o:o;iJibHO crrpo6yBaTH OTpHMaTH rroqaTKOBi iHBeCTH:o;i'i Harrp51MY 

(BeHqypHi cpOH.IJ:H, 6aHKiBCbKi Kpe.IJ:HTH), a y BHIIa.IJ:KY HeB.z:i:aqi CKOpHCTaTHCb TpeTbOIO 

aJihTepHaTHBOIO. TaKO)I( MO)l(Ha rrapaJieJihHO 6paTH yqacTh y KOHKypcax. 

4.4 Po3po6Jieuusi puuKoBoi cTpaTerii npoeKTY 

Po3po6neHH51 pHHKOBO'i cTpaTeri'i rrepnrnM KpOKOM rrepe.ri:6aqae BH3HaqeHH51 

CTpaTeri'i OXOIIJieHH51 pHHKy: OIIHC :o;iJibOBHX rpyrr IIOTeH:o;iiiHHX CIIO)l(HBaqiB (Ta6JI. 4.13). 

Ta6JIH:U51 4.13 BH6ip :o;iJihOBHX rpyrr rroTeH:o;iiiHHX CIIO)l(HBaqiB 

Opi€HTOBHHH 

Onuc npo<l>iJIIO roTOBHiCTh UOUHT B 
luTeHCHBHiCTh IlpoCTOTa 

u,iJihOBOI rpynu CU0'1{HBaqiB Me'1{ax 

n oTeuu,iiiuux cnpuiiHSITH u,iJihOBOI 
KOHKypeuu,ii B BXO)J;y y 

cerMeuTi cerMeHT 
KJiifHTiB npo)J;yKT rpynu 

(cerMeuTy) 

KoMrraHi'i, r:o;o 
Ml)I( 

3aiiMaIOTbC51 MO)l(JIHBO Cepe.ri:Hiii Cepe.IJ:H51 
6~aHH51MH 

ay.IJ:HTOM Mepe)I( 

KoMrraHi'i, r:o;o 
Mi)I( 

6y.z:i:yIOTb CBOIO MO)l(JIHBO Cepe.ri:Hiii Cepe.IJ:H51 
6~aHH51MH 

Mepe~ 

3 orJI51.IJ:Y Ha 3araJibHY CXO)l(iCTb xapaKTepHCTHK o6paHO BCi BKa3aHi :o;iJibOBi rpyrrH. 

3a pe3yJihTaTaMH aHaJii3y IIOTeH:o;iiiHHX rpyrr CIIO)l(HBaqiB ( cerMeHTiB) aBTOpH i.ri:e'i 

o6HpaIOTb :o;iJibOBi rpyrrH, .IJ:JI51 51KHX BOHM rrporroHyBaTHMYTb CBiii TOBap, Ta BH3HaqaIOTb 

CTpaTenIO OXOIIJieHH51 pHHKY: 

51Kr:o;O KOMIIaH151 30Cepe.z:i:)l(y€TbC51 Ha O.IJ:HOMY cerMeHTl - BOHa o6Hpa€ 

CTpaTenIO KOHIJ;eHTpOBaHoro MapKeTHHry; 
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51KII(O rrpau;ioe i3 KiJibKOMa cerMeHTaMH, po3p06JI51IOqH .IJ:JI.51 HHX OKpeMO 

rrporpaMH pHHKOBOro BIIJIHBY - BOHa BHKOpHCTOBYE: CTpaTeriIO .z:i:mpepeHu;iiioBaHoro 

MapKeTHHry; 

51KII(O KOMIIaH151 rrpau;IOE: 13 BClM pHHKOM, rrporroHyIOqH CTaH.IJ:apTH30BaHy 

rrporpaMy (BKJIIOqHo i3 xapaKTepHCTHKaMH TOBapy/rrocnyrH) - BOHa BHKOpHCTOBYE: 

MaCOBHH MapKeTHHr. 

3araJIOM Ha rroqaTKOBOMY eTaIIl rrporpaMa CTaH.ri:apTH30BaHa, Ta po6oTa 

Bi.ri:6yBa€TbC51 B 3araJibHOMY no pHHKy, a ODKe 3aCTOCOByBaTHMeTbC51 MaCOBHH MapKeTHHr. 

Ane, cerMeHTH MaIOTb rreBHi Bi.IJ:MiHHi O.IJ:HH Bi.IJ: O.IJ:HOro pHCH, Ta 63)KaHO, rrpHHaHMHi B 

Maii6yTHbOMY BHKOpHCTOByBaTH CTpaTeriIO .z:i:mpepeHu;iiiOBaHOro MapKeTHHry. 

)::(JI.51 po60TH B o6paHHX cerMeHTax pHHKY Heo6xi.ri:Ho ccpopMyBaTH 6a30BY 

CTpaTeriIO p03BHTKY (Ta6JI. 4.14). 

Ta6JIHIJ;51 4.14 BH3HaqeHH51 6a3oBo'i cTpaTeri'i po3BHTKY 

KJiroqoBi 
06paua CTpaTerisi EaJoBa 

KOHKypeHTOCnpOM0'1{Hi 
cTpaTerisi aJihTepuaTnBa OXODJieHHSI 

Il03HIJ,ii Bi)J,DOBi):J,uo )1,0 
p03BHTKY puuKy 

o6pauoiaJihTepuaTHBH 
p03BHTKY 

EBOJIIOIJ;iHHHH 

p03BHTOK 3 
EKCKJII03HBHHH HH3hKi BHTpaTH, 

Jii.z:i:epCTBO 

MlHlMaJibHHMH 3a 
p03IIO.IJ:1JI lH.IJ:HBi.IJ:yaJibHHH rri.z:i:xi.z:i: 

rroqaTKOBHMH BHTpaTaMH 

BKJia.ri:eHH51MH 

)::(pyrHH IIYHKT KJIIOqOBHX KOHKypeHTOCIIpOMO)l(IIHX II03HIJ;iii .ri:o.ri:ae pHCH 

.IJ:HcpepeHu;iiioBaHo'i cTpaTeri'i po3BHTKy, .ri:o m.z:i:epcTBa 3a BHTpaTaMH. A.z:i:)l(e 

iH.IJ:HBi.IJ:yaJibHHH rri.z:i:xi.z:i: Ta HMBHiCTb BJiaCHHX, He CKOrriiioBaHHX oco6JIHBOCTeii «TOBapy» 

rrpHTaMaHHa caMe u;iii cTpaTeriL 

HacTyIIHHM KpOKOM € BH6ip CTpaTeri'i KOHKypeHTHOl IIOBe.IJ:iHKH (Ta6JI. 4.15). 
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Ta6m-11.1;51 4.15 BH3HaqeHHH 6a3oBo'i cTpaTeri'i KOHKypeHTHO'i rroBe.IJ:iHKH 

KoMnauisi qu 6y)J,e KOMnauisi 

myKaTHMe HOBHX KOniIOBaTH 
qu € npoeKT 

CU0'1{HBaqiB, a6o OCHOBHi 
CTpaTerisi 

«nepmonpoxi)J,u,eM» 
Ja6upaTnMe 

KOHKypeHTHOI 

ua puuKy? 
xapaKTepHCTHKH 

IlOBe)J,iHKH 
icuyroqux y TOBapy 

KOHKypeuTiB? KOHKypeuTiB 

CTpaTeri51 

3aHH51TT51 
TaK IIepeB3)KHO HOBHX Hi 

KOHKypeHTHOl 

Hlllil 

Ha OCHOBi BHMOr crrm1rn:BaqiB 3 o6paHHX cerMeHTiB .z:i:o IIOCTaqaJibHHKa ( CTapTarr­

KOMIIaHil) Ta .z:i:o rrpo.ri:yKTY (Ta6JI. 4.5), a TaKO)I( B 3aJie)l(HOCTi Bi.IJ: o6paHOl 6a30BOl 

CTpaTeri'i p03BHTKY (Ta6JI. 4.14) Ta CTpaTeri'i KOHKypeHTHOl IIOBe.IJ:lHKH (Ta6JI. 4.15) 

po3p06JI51€TbC51 CTpaTeri51 II03ffD;iOHyBaHH51 (Ta6JI. 4.16). mo IIOJI51ra€ y cpopMyBaHHi 

pHHKOBOl II03HIJ;i1 (KOMIIJieKcy acou;iau;iii), 3a 51KHM CIIO)l(HBaqi MaIOTb i.ri:eHTHcpiKyBaTH 

TOpriBeJibHY Map Ky /rrpoeKT. 

Ta6JIHIJ;51 4.16 BH3HaqeHH51 cTpaTeri'i rro3Hu;ioHyBaHH51 

Bu6ip acou,iau,iii, 

SIKi MalOTh 
KJiroqoBi 

BuMoru )J,O EaJoBa c<I>opMyBaTH 

TOBapy u,iJihOBOI cTpaTerisi 
KOHKypeHTOCnpOM0'1{Hi 

noJuu,ii BJiacuoro cTapTan-
KOMDJieKcuy 

ay)J,HTOpii p03BHTKY noJuu,iro BJiacuoro 
npoeKTY 

npoeKTY (TpH 

KJIIOqOBHX) 

BrrpoBa.ri:)l(eHH51 6e3 Jii.z:i:epCTBO 
lH.IJ:HBi.IJ:yaJibHHH rri.z:i:xi.z:i:, 

BHrrpaB.ri:aHa 

rropyrneHH51 rrpou;ecy 3a BapTlCTb, 

cpyHKu;ioHyBaHH51, 
MiHiMi3au;i5I BJiaCHHX BHTpaT 

lliBH.IJ:KHH ay .IJ:HT, BHTpaTaMH 
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IIOMiTHHH pe3yJihTaT, 5IKiCHHH ay.r:i;HT 

KOpeKTHe 

CIIlBBl.[(HOIIIeHHH 

IJJHH rrocnyrH Ta 

BHrO.[(H KJ11€HTa 

4.5 Po3po6Jieuusi MapKeTuuroBoi nporpaMu cTapTan-npoeKTY 

IIepIIIHM KpOKOM € cpopMyBaHHH MapKeTHHrOBOl KOHIJ;err11;i'i TOBapy, 51KHH OTpHMaE: 

crrm1arnaq. )_::(n.51 IJ;horo (y Ta6n. 4.17) rroTpi6Ho rri.r:i;cyMyBaTH pe3yJihTaTH rrorrepe.r:i;Hhoro 
. . 

aHaJI13Y KOHKypeHTOCIIpOMO)l(HOCTl TOBapy. 

Ta6JIHIJ;51 4.17 BH3HaqeHH51 KJIIOqoBHX rrepeBar KOH11;err11;i'i rroTeH11;iiiHoro TOBapy 

KJiroqoBi nepeBaru nepe)J, 

IloTpe6a 
Buro)J,a, siKy nponouyr KOHKypeuTaMH (icuyroqi 

TOBap a6o TaKi, IIJ,O 

Il0Tpi6uo CTBOpHTH) 

3MeHIIIeHH51 3aTpaT qacy IIpoBe.r:i;eHH.51 ay.r:i;HTY cTaE: B Ay.r:i;HT 3aiiMaE: .r:i;eKiJihKa 

Ha rrpoBe.r:i;eHH.51 ay.r:i;HTY pa3H IIIBH.[(IIIe ceKyH.r:i; 

CTpyKTypa ay.r:i;HTy, mo 
IIepecpopMyBaHH.51 CTPYKTYPH 

lH.[(HBi.r:i;yaJibHHH rri.r:i;xi.r:i; y 

Bi.[(IIOBi.r:i;ae HaHKpaIIJ;HM . . BH3HaqeHH1 rrpaBHJI Ta 
3 BH,[(1JieHH51M qITKHX rrpaBHJI 

rrpaKTHKaM IIOJITHK 

Ha.r:i;ani po3p06JI51€TbC51 TpHplBHeBa MapKeTHHrOBa MO.[(eJib TOBapy: yToqHIO€TbC51 

1.r:i;e.51 rrpo.r:i;yKTY Tala6o rrocnyrH, iioro cpi3HqHi cKna.r:i;oBi, oco6JIHBOCTi rrpo11;ecy iioro 

Ha.r:i;aHH.51 (Ta6JI. 4.18). 

Ta6JIHIJ;51 4.18 OrrHc Tphox piBHiB Mo.r:i;eni TOBapy 

PiBui TOBapy CyTuicTh Ta CKJia)J,oBi 

I. ToBap Ja CrrpomeHH.51 rrpo11;e.r:i;ypH ay.r:i;HTY 3 BHKOpHcTaHH51M rrporpaMHoro 
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3a)J,yMOM 3aco6y, 6e3 3HIDKeHHH 51KOCTi rrpoBe.ri:eHoro ay.ri:1ny 

B~acTHBOCTvxapaKTepucTHKH Ou; in Ka 

5IKiCTb ay.ri:1ny 
B KiJihKicHoMy BHpIDKeHHi 

II. ToBap y 3MemrreHH51 3aTpaqeHoro qacy Ha . . . 
OIJJHIO€TbC51 lH.IJ:HBl.IJ:YaJibHO 

pea~hHOMY ay.IJ:HT 

BHKOHauui 5IKiCTb: BHro.ri:a TaKO)I( OIJ;iHIO€TbC51 iH.IJ:HBi.IJ:yaJibHO, .IJ:JI.51 

. . 
IIl.IJ:TBep.IJ:)l(eHH.51 rrop1BHIO€TbC51 pe3yJihTaT 3 He aBTOHOMHHM 

ay.IJ:HTOM 

,[(o rrpo.ri:~: rronerrneHH.51 rrpoBe.ri:eHH.51 ay.IJ:HTY Ta HanarnTyBaHH.51 

III. ToBap i3 rrporpaMH Ill.IJ: KO)l(HOro ay.IJ:HTOpa OKpeMO 

ni)J,Kpin~eHHSIM IIicn.51 rrpo.ri:IDKy: rapaHTiiiHe o6cnyroByBaHH51 rrpH BH51BJieHHi 

IIOMHJIOK 

3a paxyuoK qoro noTeuu;iiiuuii TOBap 6y)J,e Jaxum,euo Bi)], KoniioBauuSI: 3axHCT i.ri:e'i 

TOBapy -yHiKaJibHiCTb 3aCTOCOByBaHOl peani3a11;i'i 

HacTyrrHHM KpOKOM e BH3HaqeHH51 11;iHOBHX Me)I(, 51KHMH Heo6xi.ri:Ho KepyBaTHCb rrpH 

BCTaHOBJieHHi IJ;iHH Ha IIOTeHIJ;iHHHH TOBap ( OCTaToqHe BH3HaqeHH51 IJ;iHH Bi.ri:6yBa€TbC51 rri.ri: 

qac cpiHaHCOBO-eKOHOMiqHoro aHaJii3y rrpoeKTy), 51Ke rrepe.ri:6aqae aHaJii3 IJ;iHH Ha TOBapH­

aHaJIOrH a6o TOBapH cy6cTHTYTH, a TaKO)I( aHaJii3 piBH.51 .IJ:OXO.IJ:iB IJ;iJibOBOl rpyrrH 

CIIO)l(HBaqiB. AHani3 rrpoBO.IJ:HTbC.51 eKcrrepTHHM MeTO.IJ:OM. 

HacTyIIHHM KpOKOM € BH3HaqeHH51 OIITHMaJibHOl CHCTeMH 36yTy, B Me)l(aX 51KOro 

rrpHiiMa€TbC51 pirneHH.51 (Ta6JI. 4.20): 

rrpOBO.IJ:HTH 36yT BJiaCHHMH CHJiaMH a6o 3aJiyqaTH CTOpOHHix rrocepe.ri:HHKiB 

(BJiaCHa a6o 3aJiyqeHa CHCTeMa 36yTy); 

BH6ip Ta o6rpyHTyBaHH51 OIITHMaJibHOl rJIH6HHH KaHaJIY 36yTy; 

BH6ip Ta o6rpyHTyBaHH51 BH.IJ:Y rrocepe.ri:HHKiB. 

Ta6JIHIJ;51 4.20 <l>opMyBaHH.51 cHcTeMH 36yTy 

Cneu;u<l>iKa <I>yuKu;ii 36yTy' SIKi Ma€ r ~u6uua Kaua~y OnTnMa~hua 

3aKyniBMhHOI BHKOHyBaTH 36yTy CHCTeMa 36yTy 
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IlOBe)J,iHKH IlOCTaqaJihHHK TOBapy 

IJ,iJihOBHX KJiifHTiB 

IIornyK KJiiE:HTiB, 

ycTaHOBJieHHH KOHTaKTlB HynhoBoro piBHH -

TeH.IJ;epHi 3aKyrriBni IIeperoBopH BHp06HHK caM 36yT BJiaCHHMH 

Ta rrp.HMe TpaHcrropTyBaHH.H - rrpo.IJ;aE: TOBap CHJiaMH - BJiaCHa 

rrpH.IJ;6aHH.H rrocnyrH BrrpoBa,IJ;)l(eHH.H (B KlHIJ;eBOMY CHCTeMa 

.IJ;aHOMY KOHTeKCTi) CIIO)l(HBaqy 

OcTaHHbOIO cKJia.IJ;oBo'i MapKeTHHroBo'i rrporpaMH e po3po6neHH.H KOHu;erru;i'i 

MapKeTHHrOBHX KOMyHiKau;iii, m:o CIIHpaE:TbC.H Ha rrorrepe.IJ;HbO o6paHy OCHOBY )J;JI.H 

II03HIJ;iOHyBaHH51, BH3HaqeHy crreu;mpiKy IIOBe.IJ;iHKH KJiiE:HTiB (Ta6JI. 4.21 ). 

Ta6JIHIJ;.H 4 .21 KoHu;erru;i.H MapKeTHHrOBHX KOMyHiKau;iii 

KauaJiu 
KJiroqoBi 

Cneu,u<i>iKa KO MyuiKau,iii, 
noJuu,ii, o6paui 3aB)J,aHHSI Kouu,enu,isi 

IlOBe)J,iHKH SIKHMH 
)J,JISI peKJiaMuoro peKJiaMuoro 

IJ,iJihOBHX KOpHCTYIOThCSI 
noJuu,iouyBau IlOBi)J.OMJieHHSI 3BepueHHSI 

KJiifHTiB IJ,iJihOBi 
HSI 

KJiifHTH 

IIopTanH rrpo Ha.IJ;aTH IIocnyra 
3a.IJ;OBOJieHH51 

3aKyrriBAA rry6niqHi impopMau;iIO .IJ;OIIOMO)l(e BaM 
crreu;mpi qHHX 

36eperrH Barn qepe3 TeH.IJ;epH, 3aKyII1BJ11, 
IIOTpe6, 

rrpo TOBap 

rrp.HMHH rrornyK (rrocnyry) BHCTaBKH, qac,Ta 
. . pean13au;rn 

·~ TOBapy pem3H, BI.IJ;ryKH, IIOTeHIJ;lHHHM IIOJilIIIIIHTH 
. . rreBHHX rrepeBar 

rrp.HMI rrpo.IJ;~l CIIO)l(HBaqaM .HKlCTb ay.IJ;HTY 

B pe3yJihTaT1 aHaJI13Y BKa3aHHX Ta6JIHIJ;b OIIHCaHa pHHKOBa (MapKeTHHrOBa) 

rrporpaMa, m:o BKJIIOqae B ce6e KOHu;erru;i'i TOBapy, 36yTy, rrpocyBaHH.H Ta rrorrepe.IJ;Hiii 

aHaJii3 MO)l(JIHBOCTeii u;iHOYTBOpeHH.H, CIIHpaE:TbC.H Ha u;iHHOCTi Ta IIOTpe6H IIOTeHu;iiiHHX 
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KJ11€HT1B, KOHKypeHTHl rrepeBanI i.ri:e'i, CTaH Ta .IJ:HHaMIKY pHHKOBOro cepe.IJ:OBHII(a, B 

Me)l(aX .HKOro 6y.ri:e BrrpoBa.IJ:)l(eHO rrpoeKT, Ta Bi.IJ:IIOBi.IJ:HY o6paHy aJlbTepHaTHBY pHHKOBOl 

IIOBe.IJ:lHKH. 
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BHCHOBKH )1;0 p03)1;iJiy 5 

Y po3.z1:im rrpoBe.ri:eHo MapKenrnroBHii aHaJI13 rrepcrreKTHB peaJii3au,i1 

3arrporrOHOBaHoro B po6oTi HayKOBO-TeXHiqHoro pirneHHH Ta ou;iHKY MO)l(JIHBOCTi iioro 

pHHKOBOro BIIpOBa.IJ:)l(eHHH. 

PHHKOBa KOMepu;iaJii3au;i.H rrpoeKTY € MO)l(JIHBOIO, a.z:i:)l(e IIOIIHT Ha pHHKY 

Ki6ep6e3rreKH B3araJii 3pOCTa€, Ta 6IO.IJ:)l(eTH KOMIIaHiii 
. . . 

Ha Bl.IJ:IIOBl.IJ:Hl BHTpaTH 

36iJibIIIYIOTbC51. PeHTa6eJihHiCTb Ha.ri:aHH.H OIIHCaHoro THIIY rrocnyr € BHCOKOIO, 3 orJI.H.IJ:Y Ha 

rrepeBarH. lliBH.IJ:KiCTb rrpoBe.ri:eHH.H ay.IJ:HTY Ta .HKiCTb caMoro ay.IJ:HTy. 

OcHOBHOIO rrpo6neMoIO rrpH BrrpoBa.IJ:)l(eHHi e Bi.ri:cyTHiCTb TaK 3BaHoro «IMeHI» 

KOMIIaHi'i, perryTau;i'i, m:o € .IJ:OCHTb Ba)l(JIHBHM acrreKTOM y BH6opi IIOCTaqaJibHHKa rrocnyr 

KJiiE:HTOM. Bo.ri:Hoqac, KiJihKiCTb CIIO)l(HBaqiB B u;inhOBHX rpyrrax e o6Me)l(eHoIO, a 

Bi.IJ:HOBJIIOBaHiCTb HH3bKa. 3a6e3rreqHTH Bi.IJ:HOBJIIOBaHiCTb MO)l(Ha 3a .IJ:OIIOMOrOIO 

BHKOpHCTaHH.H MOHeTH3au;i1 B cpopMaTi rri.ri:rrHCKH, 3 TpHBaJIOIO rri.ri:TpHMKOIO. 

lMIIJieMeHTaIJ,i.H rrpoeKTY MO)l(JIHBa, aJie € 6iJibIII .z:i:ou;iJibHOIO He B cpopMaTi OKpeMoro 

CTapTarry, a B .HKOCTl m.z:i:po3.z:i:iny icHyIOqo'i KOMIIaHiL 
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BHCHOBKH 

B pe3yJihTaTi .IJ:HIIJIOMHO'i po6oTH MeTa, .HKa rron.Hrana B po3po6uj CHCTeMH 

aBTOMaTH30BaHoro 36opy Ta rrepeBipKH HanarnTyBaHh Mepe)l(eBoro o6na.ri:HaHH.H MO)l(e 

BB~aTHC.H .IJ:OC.HrHyTOIO. 

IIi.z:i: qac BHKOHaHH.H po60TH 6yno BH3HaqeHO IIOH.HTT.H Ta oco6JIHBOCTi 

cpyHKIJ;iOHyBaHH.H Mepe)l(eBoro o6na.ri:HaHH51 Ta TeXHOJIOriii IIOB '513aHHX 3 HMM, HaBe.ri:eHO Ta 

rrpoaHaJii30BaHO MO)l(JIHBi 3arp03H, Ta ccpopMyJibOBaHO rrepeniK rrpaBHJI, m:o 6a3yE:TbC51 Ha 

HaiiKparu;Hx rrpaKTHKax HanarnTyBaHH.H Mepe)l(eBoro o6Jia.IJ:HaHH.H Cisco. Po3po6neHo 

rrporpaMHHii 3aci6, m:o BJiacHe rrpoBO.IJ:HTb ay.IJ:HT, Ta BH.IJ:aE: 3BiT. A TaKO)I( rrpoTeCTOBaHO 

iioro Ha BipTyaJibHOMY MaprnpyTH3aTopi. 

0TpHMaHHH rrporpaMHHH 3aci6 .ri:ae 3M Ory 3a 10 ceKyH.IJ: rrpOBO.IJ:HTH ay.IJ:HT O.IJ:HOro 

MaprnpyTH3aTopa. I(e .IJ:OIIOMaraE: CKOpOTHTH 3rMHHH qac Ha .ri:eKlJibKa rO.IJ:HH y 
. . . . 

rrop1BH51HH1 3 pyqHOIO rrepeBipKOIO yc1x HaJiarnTyBaHb. 

Po3po6neHHii MeTO.IJ: rrepeBipKH rrpH.IJ:aTHHii .IJ:JI.H 6e3rrocepe.ri:Hhoro 3acTocyBaHH.H 

rrpH ay.IJ:HTi 6y.ri:h-.HKHX Mepe)I(, m:o 6a3yIOTbC.H Ha TexHonori.HX Cisco. 
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import paramiko 

import time 

)J;OMTOKA 

def start_test_lists(remote _ connectrion): 

mass= active _list( remote_ connectrion) 

i = 0 

res={} 

while i < len(mass): 

res[ 'list ' + mass[i]] =check_ access _list(remote _ connectrion, mass[i]) 

i += 1 

return res 

def check_ access _list( remote_ connection, name): 

remote_connection.send(" show access-list " + name+ "\n") 

time. sleep( 1) 

diet={} 

i = 0 

j= O 

output = remote_ connection.recv( 52828) 

string = output.decode(" utf-8" ) 

list = string. splitlines() 

while j < len(list) - 1: 

stri = list[O] 

if len(stri) > 0 and stri.startswith(" " ) != True: 

list. pop( 0) 

if len(stri) == 0: 

list. pop( 0) 

j += 1 
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list. pop(l en(list) - 1) 

while i < len(list): 

diet[ i+ 1] = check_ access_ string(list[ i]) 

i+= 1 

return diet 

def check_ access_ string( string): 

res= "ok" 

a = 10 

if "permit" in string: 

if "ip" in string: 

if string.count("any") == 1: 

res= "informational" 

if string.count(" any")== 2: 

res = "Warning!" 

else: 

if string.count(" any")>= 2: 

res = "Warning!" 

if string.count(".")<= 6 and res != "Warning!" : 

try: last_index = string.rindex(". " ) 

except ValueError: a = 20 

if len(string) - last_index < 7: 

res = "Warning!" 

return res 

def active _list( remote_ connection): 

remote_connection.send("show running-config I section ip access-group\n") 

time. sleep(3) 

output = remote_ connection.recv( 52828) 

string = output.decode("utf-8") 
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list = string. splitlines() 

list. pop(l en(list )-1) 

list.pop(O) 

list.pop(O) 

list. pop( 0) 

i = 0 

line = "" 

res=[] 

while i < len(list): 

line= list[i] 

last_index = line.rindex(" " ) 

res.append(line[ l 7:last_index ]) 

i += 1 

return res 

def ssh_ version( mass): 

i = 0 

res= "ssh disabled(informational)" 

while i < len(mass): 

if mass[i].find("ip ssh version 1") != -1: 

res= "ssh vl you must enable ssh v2(informational)" 

break 

if mass[i].find("ip ssh version 2") != -1: 

res= "ssh v2 enabled(ok)" 

break 

i += 1 

return res 

def arp _inspection( mass): 

i= O 
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res= "arp inspection disabled" 

while i < len(mass): 

if mass[i].find("ip dhcp snooping") != -1: 

res= "dhcp snooping enabled" 

if mass[i].find("ip arp inspection")!= -1: 

res= "arp inspection enabled" 

i += 1 

return res 

def running_ conf _all( remote_ connection): 

#remote_ connection. send ("ena \n '') 

remote_ connection.send( ''show running-config all\n ' ' ) 

i = 0 

time. sleep( 5) 

while i < 30: 

remote_ connection.send(" " ) 

i += 1 

time.sleep(0.05) 

output = remote_ connection. recv( 100000) 

string = output.decode("utf-8") 

mass= string.splitlines() 

return mass 

def running_ conf(remote _connection): 

remote_ connection.send( ''show running-config\n '' ) 

i = 0 

time. sleep( 5) 

while i < 5: 

remote_ connection.send(" " ) 

i += 1 
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time.sleep(0.05) 

output = remote_ connection.recv( 52828) 

string = output.decode("utf-8") 

mass= string.splitlines() 

return mass 

def ip _route(remote _connection): 

remote_connection.send("show ip route\n") 

time. sleep( 1) 

output = remote_ connection.recv( 52828) 

string = output.decode("utf-8") 

return string 

def ssh _timeout( remote_ connection): 

remote_connection.send("show ip ssh I include Authentication timeout\n") 

time.sleep(2) 

i = 0 

output = remote_ connection.recv( 52828) 

string = output.decode("utf-8") 

mass= string.splitlines() 

check= "" 

while i < len(mass): 

if mass[i].find("Authentication timeout:")!= -1: 

check= mass[i] 

break 

i += 1 

last_index = check.rfind(" secs") 

res= "ssh_timeout = " + str( check[24:last_index]) + "secs" 

timel = check[24:last index] 

if int(timel) <= 120: 
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res+= "(ok)" 

else: 

res += "(warning)" 

return res 

def line_ vty(remote _connection): 

remote_connection.send("show running-config I section line vty\n") 

time.sleep(2) 

i = 0 

str = "" 

res= "line vty > 9 min" 

output = remote_ connection.recv( 52828) 

string = output.decode("utf-8") 

mass= string.splitlines() 

while i < len(mass): 

if mass[i].find("exec-timeout") != -1: 

str = mass[i] 

str = str[14:len(str)] 

pos = str.find(" " ) 

str = str[O:pos] 

if int(str) <= 9: 

res = "line vty ok" 

i += 1 

return res 

def line_ con( remote_ connection): 

remote_connection.send("show running-config I section line con\n" ) 

time.sleep(2) 

i = 0 

str = "" 
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res= "line con> 9 min" 

output = remote_ connection.recv( 52828) 

string = output.decode("utf-8") 

mass= string.splitlines() 

while i < len(mass): 

if mass[i].find("exec-timeout") != -1: 

str = mass[i] 

str = str[14:len(str)] 

pos = str.find(" " ) 

str = str[O:pos] 

if int(str) <= 9: 

res = "line con ok" 

i += 1 

return res 

def small_ services( conf _all): 

res= "SMALL SERVICES:\n" 

i = 0 

count= 0 

while i < len( conf_ all): 

check= conf all[i] 

if check. find( " no service tcp-small-servers" ) ! = -1: 

res += "tcp-small-servers disabled\n" 

count+= 1 

i += 1 

continue 

if check.find("no service udp-small-servers") != -1: 

res += "udp-small-servers disabled\n" 

count+= 1 

i += 1 
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continue 

if check.find("no ip finger" )!= -1: 

res += "ip finger disabled\n" 

count+= 1 

i += 1 

continue 

if check.find("ip dhcp bootp ignore") != -1: 

res+= "dhcp bootp ignore disabled\n" 

count+= 1 

i += 1 

continue 

if check.find("no ip domain-lookup") !=-1: 

res += "ip domain-lookup disabled\n" 

count+= 1 

i += 1 

continue 

if check.find("no service pad")!= -1 and res.find("service pad")= -1: 

res += "service pad disabled\n" 

count+= 1 

i += 1 

continue 

if check.find("no ip http server") != -1: 

res += "ip http server disabled\n" 

count+= 1 

i += 1 

continue 

if check.find("no ip http secure-server") != -1: 

res += "ip http secure-server disabled\n" 

count+= 1 

i += 1 

73 



continue 

if check.find("no service config") != -1: 

res += "service config disabled\n" 

count+= 1 

i += 1 

continue 

i += l 

res+= str(9 - count)+ "services are not disabled" 

return res 

def logging( conf): 

res = "logging disabled" 

i = 0 

while i < len( conf): 

if confl)].find("logging host") != -1: 

pos = confli].rfind(" " ) 

ip = confli][pos+ 1 :len( confli])] 

res = "logging enabled to host: " + ip 

break 

i += 1 

return res 

def crashinfo( conf): 

res= "number of crashinfo files not 3(informational)" 

i = 0 

while i < len( conf): 

if confli].find("exception crashinfo maximum files 3") != -1: 

res= "number of crashinfo files 3 (ok)" 

break 

i += 1 
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return res 

def auth _fails( conf): 

res= "number of fail attempts not 3(warning)" 

i = 0 

while i < len( conf): 

if confl)].find("aaa local authentication attempts max-fail 3") != -1: 

res= "number of fail attempts 3(ok)" 

break 

i += 1 

return res 

def mode_ exclusive( conf): 

res= "configuration mode exclusive disabled(informational)" 

i = 0 

while i < len( conf): 

if confl)].find("configuration mode exclusive") != -1: 

res= "configuration mode exclusive enabled(ok)" 

break 

i += 1 

return res 

def refresh _shell( ssh_ client, ip _ addr, usem, passwd): 

ssh_ client.close() 

ssh_ client.connect(hostname=ip _ addr, usemame=usem, password=passwd) 

remote_ connection= ssh_ client.invoke_ shell() 

remote_ connection. send( '' ena \n '' ) 

return remote connection 

def first_shell(ssh _client, ip _ addr, usem, passwd): 
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ssh_ client. set_ missing_ host_ key _policy(paramiko.AutoAddPolicy()) 

ssh_ client.connect(hostname=ip _ addr, usemame=usem, password=passwd) 

remote_ connection= ssh_ client.invoke _shell() 

remote_ connection. send( '' ena \n '' ) 

return remote connection 

def test_router( ssh_ client): 

print("BBeJJ;iTh IP aJJ;pecy" ) 

ip_addr = input() 

print("BBeJJ;iTh username") 

usem = input() 

print("BBeJJ;iTh password") 

passwd = input() 

remote_ connection= first_ shell( ssh_ client, ip _ addr, usem, passwd) 

print("Checking active access-lists:" ) 

print( start_ test_lists( remote_ connection)) 

remote_ connection = refresh_ shell( ssh_ client, ip _ addr, usem, passwd) 

conf = running_ conf( remote_ connection) 

remote_ connection = refresh_ shell( ssh_ client, ip _ addr, usem, passwd) 

conf _all =running_ conf _ all(remote _connection) 

remote_ connection= refresh _shell( ssh_ client, ip _ addr, usem, passwd) 

print( ssh_ version( conf)) 

print( ssh_ timeout( remote_ connection)) 

remote_ connection= refresh _shell( ssh_ client, ip _ addr, usem, passwd) 

print(line _con( remote_ connection)) 

remote_ connection = refresh_ shell( ssh_ client, ip _ addr, usem, passwd) 

print(line _ vty( remote_ connection)) 

print( small_ services( conf _all)) 

print(logging( conf)) 

print( crashinfo( conf)) 
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print( auth _fails( conf)) 

print( mode_ exclusive( conf)) 

return 

def main(): 

ip _ addr = "192.168.1.240" 

usem = ''cisco'' 

passwd = "cisco" 

ssh_client = paramiko.SSHClient() 

remote_ connection= first_ shell( ssh_ client, ip _ addr, usem, passwd) 

#conf__all = running conj_ all(remote connection) 

#remote connection = refresh _shell(ssh _client, ip addr, usern, passwd) 

conf = running_ conf( remote_ connection) 

print( conf) 

#test _router(ssh _client) 

ssh client.close() 

main() 
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