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Abstract
This paper proposes a policy-driven model for backdoor detection on endpoints, in which signature-

based scanning is combined with scan execution policies and secure rule-set updates. The practical
implementation of the approach is oriented toward a prototype that includes an endpoint agent, a
trusted local cache of signature sets, scanning profiles, and a YARA-compatible engine. A priority
function is proposed that takes into account whether an object belongs to autorun locations, whether
it has been modified recently, whether it is located in a privileged area, and whether it lacks a digital
signature. Secure signature updates include verification of the signature, hash, and version number of
the rule set. The result of the work is a structural diagram of the prototype, a fragment of a YARA
rule, and an experimental evaluation scheme focused on comparing full and priority-based scanning.

Keywords: backdoor, endpoint, signature-based detection, scanning policy, YARA, secure signature distribu-
tion.

Introduction
Backdoors on endpoints pose a particular danger be-

cause they can maintain a hidden presence for a long
time, receive remote control, and restore activity af-
ter system restart. In MITRE ATT&CK terms, such
tools are associated in particular with the persistence
tactic, where an adversary attempts to maintain access
despite rebooting, credential changes, or partial system
recovery [1]. In practice, signature-based mechanisms
remain widely used to search for known malicious arti-
facts and malware families. The YARA documentation
explicitly defines it as a tool for identifying and classify-
ing samples by textual and binary patterns [2]. At the
same time, for host-based detection tools, timely sig-
nature updates and correct agent management remain
important because signature updates add or refine de-
tection capabilities [3].

Despite the maturity of signature-based approaches,
their use for detecting backdoors on endpoints has sev-
eral typical limitations. First, treating all scanned ob-
jects equally increases scan time and system load. Sec-
ond, compromise of the update channel or the local
signature cache creates a risk of rule substitution or
rollback to an outdated set. Third, the performance
of the scanning mechanism itself strongly depends on
the structure of rules and on the processing order of
scanned objects; for YARA, this is confirmed by stud-
ies devoted to the impact of regular expressions, atoms,
and the internal pattern-matching mechanism on per-
formance [4, 5]. Therefore, it is reasonable to move
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from «full» signature scanning to a policy-driven model
in which scanning first focuses on objects with the high-
est probability of malicious persistence or execution.

This paper considers the endpoint file system and re-
lated autorun points as the main sources of artifacts for
signature-based monitoring. Such a formulation cor-
responds to typical backdoor persistence mechanisms
and makes it possible to study the interaction among
scanning policies, signature rules, and priority-based
object processing within a unified approach. The ob-
ject of research is the process of detecting and localiz-
ing backdoors on endpoints. The subject of research is
scanning policies, secure signature updates, and meth-
ods of priority-based object verification. The aim of
the work is to improve the efficiency and security of
backdoor detection by means of a policy model, veri-
fication of trusted signature sets, and prioritization of
scanned objects.

1. Problem Statement and Model
Let an endpoint at time 𝑡 be described by the set of

monitored objects

𝑂(𝑡) = {𝑜1, 𝑜2,… , 𝑜𝑛}, (1)

where 𝑜𝑖 is a file of an arbitrary type or an autorun ele-
ment that is subject to verification for signature-based
indicators of a backdoor. Thus, the model is not lim-
ited to executable files only: scanned objects may in-
clude archives, documents, scripts, libraries, temporary
files, and other file-system artifacts.
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In this work, the scanning policy is defined by one
of three profiles: fast, standard, or full. The profile
selection is determined by the operating mode of the
endpoint and the object type. The scanning context is
formed from factors that affect object risk, in particular
the presence of recent changes, autorun properties, and
privileged placement.

To order object verification, a linear risk score is
used:

𝑟(𝑜𝑖) = 𝑤1𝑝𝑖 +𝑤2𝑚𝑖 +𝑤3𝑎𝑖 +𝑤4𝑢𝑖, (2)

where 𝑝𝑖 reflects whether the object belongs to autorun
locations, 𝑚𝑖 indicates recent modification, 𝑎𝑖 indicates
placement in a privileged area or execution with ele-
vated privileges, and 𝑢𝑖 denotes the absence of a digital
signature or trusted origin. The weight coefficients 𝑤𝑗
are defined by policy. Such a function makes it possible
to scan first the objects with the highest probability of
malicious persistence.

The scan plan is defined by the queue

𝑄 = sort(𝑂, 𝑟, desc), (3)

where objects with larger values of 𝑟(𝑜𝑖) are scanned
earlier. This formalization provides ordered processing
of objects in accordance with their risk profile.

2. Method of Secure Signature
Updates

Signature-based detection requires continuous rule
updates. However, the signature delivery channel it-
self is a critical security element: substitution or roll-
back of a rule set directly affects the ability to detect
malicious artifacts. In ClamAV, the importance of the
standard process for managing signature databases and
preserving their integrity during updates is emphasized
separately [6, 7]. In this paper, the signature set is con-
sidered a managed update object.

In this work, a signature set is understood as a col-
lection of YARA rules distributed as a single logical up-
date together with a version number, a cryptographic
hash, and a digital signature. During an update, the
agent performs three checks: 1) the signature must be
valid; 2) the hash of the locally obtained content must
match the reference value; 3) the version number of the
new set must not be lower than the version number of
the latest trusted set. If at least one of these checks
fails, the update is rejected and the system continues
to operate with the previous valid rule set.

The proposed mechanism ensures that the endpoint
agent uses only valid and up-to-date rule sets. For
the experimental study, a rule set focused on persis-
tence indicators and typical execution strings is used.
A fragment of such a rule is shown in Listing 1.

3. Algorithm of Optimized Scan
Execution

The key idea of the algorithm is priority-based order-
ing of objects according to formula (2) and the selection
of one of three scanning profiles. YARA documentation

Table 1. Fragment of a YARA rule for detecting suspi-
cious autorun activity

rule Suspicious_RunKey_PowerShell
{

strings:
$rk = "Software\\Microsoft\\Windows\\CurrentVersion
\\Run"
$ps = "powershell -windowstyle hidden"

condition:
all of them

}

and practical performance recommendations show that
the cost of scanning depends not only on the number of
files but also on the structure of the rules themselves [2,
4, 5]. Therefore, even a simple reduction in the number
of full scans for low-risk objects may already provide a
performance benefit.

After loading a valid signature set, the agent inven-
tories the objects 𝑂(𝑡), calculates 𝑟(𝑜𝑖), and builds the
queue 𝑄. For high-priority objects, the full rule profile
is applied; for medium-priority objects, the standard
profile is used; for low-priority objects, a reduced scan
is performed or the object is postponed to the next cy-
cle. If a rule matches, the agent records the event in
the log and moves the object to deeper analysis or local
quarantine.

The high-level cycle of the endpoint agent is shown
in Fig. 1. It reflects the sequence of the main processing
stages: verification of the rule set, queue construction,
object scanning, and response to detected matches.

Rule-set
verification

Queue
construction 𝑄

Priority-based
scanning

Match?

Deeper
analysis /
quarantine

Next
object

yes no

Figure 1. High-level operating cycle of the endpoint
agent

4. Prototype and Experimental
Evaluation Scheme

The interaction of the prototype components is
shown in Fig. 2. The prototype consists of a reposi-
tory of signed signature sets, a policy file, an endpoint
agent, a trusted local cache, and a YARA-compatible
engine. The signature repository provides rules and
metadata, while the endpoint agent verifies them, se-
lects the scanning profile, and initiates the scanning of
objects.
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Figure 2. Interaction diagram of the prototype compo-
nents

The experimental evaluation includes two parts. The
first is functional: acceptance of a valid signature set
and rejection of a corrupted or outdated set. The sec-
ond is performance-oriented: comparison of full and
priority-based scanning by total execution time, aver-
age CPU usage, and the number of detected test sam-
ples. Such a scheme makes it possible to evaluate both
the correctness of the rule-update mechanism and the
effect of priority-based object ordering.

An illustrative dependence of relative time to scan
start on the object type is shown in Fig. 3. It reflects
the expected practical effect of the approach: autorun
objects and recently modified files are scanned earlier
than ordinary user documents or temporary directo-
ries.
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Figure 3. Illustrative timeline of priority-based scan
start for different object types

Conclusions
The theses propose a policy-driven model of back-

door detection on endpoints that combines verification
of signed signature sets, priority-based ordering of ob-
jects, and the use of multiple scanning profiles. The
practical value of the approach lies in reducing the over-
head of full signature-based monitoring and increasing
trust in the rule-update process. The proposed pro-
totype provides a basis for experimental verification
of both the correctness of the signature-update mecha-
nism and the efficiency of priority-based scanning. Fur-
ther development of the approach is associated with
expanding the rule set, adding context sources, and
extending endpoint application scenarios.
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