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AHortania: Po3nominena 6a3a maHux mpencraBisie co00r 00’€HaHHS 3a JOMOMOTOIO
KOMIT IOTEPHHUX MEpPEXK eK3eMIIIpu 0a3 JaHUX OJHOTO YM PI3HUX BUIIB. YHPaBIiHHS TaKUMU
CHCTEMaMH BiIOYyBa€ThCSl MPO30PO JUIsl KIiHIIEBHX KOPHCTYBAdiB, 0 HE MOXXHO CKa3aTH IIPO
aBapiiiHi CUTYaIlii Ta IEBHI 3MiHM Y KIJIbKOCTI BY3J1iB. J{0 I1100abHO BU3HAYEHHX BIIACTUBOCTEH
BITHOCATHCSI KOHCUCTEHIIiS, JOCTYIHICTD Ta TOJEPAHTHICTh O pO3MOAiTy. BoHM 3 SBISAIOTHCS
BHACIIIJIOK HEOOXIJHOCTI TOPH30HTAJIBHOTO PO3IIMPEHHS, IIO TIATHE 3a cO00r0 MOTpedy y
HasIBHOCTI Komiil 30epiraeMux manux. Lle 0OyMOBI€HO HE TIABKU MUTAHHAM MPOAYKTHUBHICTI,
ane W mUTaHHAM NOCTynHOCTI. Lli B1 BIAacTUBOCTI € AlaMeTpanbHO PI3HUMU: TEXHOJOTII Ta
croco0wu, SIKi MOKPAIyIOTh OAHY 3 HUX, aBTOMAaTHYHO MOTiPIITYIOTh CTaH 1HIIO].

Oxpim 1poro, Oyap-sika icHyro4a iHopmalliliHa cucteMa BUKOPUCTOBYE BEIUKUI HAa01p
anroputMmiB. KoxkeH anroputM € HeoOXiTHUM Uil BUPIMIEHHS Ti€l uM iHmoi 3agaqi. OcranHi
OyBarOTh JOCTAaTHHO PI3HOMAHITHUMH: COPTYBAaHHs, CTPYKTypu3allis Ta IOIIYyK JaHUX,
OTpPHMaHHS YHIKaJIbHOTO U(POBOTO BIIOUTKY 3 HA0OPY JaHuX. MOXKIIMBOCTI 3aCTOCYBaHHS HE
0oOMe:KeH1 MEeBHUM HAIPSIMKOM 1 TITbKU CIIOHYKAIOTh JOCIIHUKIB HA TOITYK HOBUX. [0 1bOTO
MOYKHO BiJIHECTH aJTOPUTMHU XEIIYBaHHS, SIKi 3HAWIIUIN IIMPOKE BUKOPUCTAHHS y 0a3ax JaHUX,
y TepeBipll Ha MUIICHICTH (QailliB Ta MepekeBHUX NaKeTiB. XeUIyBaHHS Ma€ HIMPOKE
BUKOPHUCTAHHS 1 HE 0OMEXY€EThCSI BUKOPUCTAHHSAM TiJIBKU JUIS TIEPEBIPKH IUTICHOCTI, a MOXeE
OyTH BHKOPHCTAaHUH B SIKOCTI aHANOry IS 1HAEKcalii 3aMicTh 30ajJaHCOBAaHUX JIEPEB 3a
paxyHOK 1moOynoBH xem-1admums [ 1].

He nuBnsuuch Ha BenMke pi3HOMAaHITTS, BUHUKAIOTh HOBI MPOOJIEeMH, K1 TOTPEOyIOTh
BUpIIIEHHS. 3 PO3BUTKOM TEXHOJIOTIH Tiepesiadi JaHuX Ta iX 30epiraHHsM, BHHHKA€E TIOTpeda y
MOKpAIIEHH] MiITPUMKM KOHCHUCTEHTHOCTI Y PpO3NOAUICHUX HepensuiiiHux Oa3ax HaHuX.
IcHyroul anropuTMH XENIyBaHHS € JETEPMIHOBAHMMU Ta 3aCHOBAHI Ha MOOITOBUX OIeEparlisx,
K1 YHEMOXKJIMBIIIOIOTh MIPOTHO3YBaHHs KOJIi31i. TakMM YMHOM, OCHOBHOIO METOIO PO3POOKH
HOBOTO JITOPUTMY € 171€s1 CTBOPEHHS TAKOT'O aJITOPUTMY, KM MOKPALUTh KOJI31MHY CTIMKICTh
IIPU 3MiH1 pO3Mipy BXIIHUX JAHUX Ta J03BOJIUTH OL[IHUTU MOXKIIUBY KUIBKICTh KOMi3iil.
KJIFOYOBI CJIOBA: po3nozaiieHi 6a3u DaHUX, PO3MOMLIEHI CUCTEMH, XEIITyBaHHS, XEII-
(bYHKIIIT, Y3rOMIKEHICTh, CTIHKICTD IO KOMi31i, Y3TOIKEeHICTh TaHUX.

Abstract: A distributed database is a combination of copies of databases of one or different
types using computer networks. Management of such systems is transparent to end users, that
cannot be said about emergency situations and certain changes in the number of nodes. Globally
defined properties include consistency, availability, and allocation tolerance. They appear as a
result of the need for horizontal extension, which entails the need for copies of the stored data.
This is due not only to the issue of productivity, but also to the issue of availability. These two
properties are diametrically opposite: technologies and methods which improve one of them,
worsen automatically the condition of the other.

In addition, any existing information system uses a large set of algorithms. Each
algorithm is necessary to solve some problem. The latter is quite diverse: sorting, structuring
and searching for data, obtaining a unique digital fingerprint from a data set. The possibilities
of usage are not limited to a certain direction and only encourage researchers to seek for new
ones. This includes hashing algorithms, which are widely used in databases, in checking the
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integrity of files and network packets. Hashing has a wide range of usage and is not limited to
use only for checking integrity, but can be used as an analogue for indexing instead of balanced
trees by building hash tables [1].

Despite a great diversity, new problems arise that need to be solved. With the
development of data transmission and storage technologies, there is a nicessity to improve
consistency support in distributed NoSQL databases. Existing hashing algorithms are
deterministic and based on bitwise operations, which make it impossible to predict collisions.
Thus, the main goal of developing a new algorithm is the idea of creating such an algorithm
that will improve collision resistance when changing the size of input data and which will allow
estimating the possible number of collisions.

Keywords: distributed databases, distributed systems, hashing, hash functions, consistency,
collision resistance, data consistency.

Introduction. There is a CAP theorem that
states that a distributed system can support
only two of the three desired properties [2].
These properties include consistency,
availability, and partitio tolerance (fig. 1).

data on different nodes. Having up-to-date
information as soon as possible can save lives
and save money that may be lost due to
outdated information.

Main part. Several methods are used to
reconcile data in distributed systems. One
method involves the use of a central node
that captures changes and sends updated data

Consistency to other nodes. This approach is called
centralized and resembles a "star" topology
< = (fig. 2).
Partition
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Figure 1. The CAP theorem

A high level of consistency causes
clients to read the most updated data

regardless of the node. A high level of
availability ensures a stable and continuous
response to customer requests, regardless of
the relevance of data. The ability to partition
ensures stable and continuous operation of the
system even in the presence of
communication problems of nodes or their
failure.

It should be noted that the properties
are interrelated and the improvement of one
property leads to the deterioration of another.

The task of maintaining consistency is
of great importance in distributed systems. It
is difficult to imagine the normal operation of
critical services due to the inconsistency of

OO

Figure 2. Centrilized approach

This approach allows you to maintain
high consistency if clients send requests only
to the central node for writing, and others are
used as backups and work to read data. Also,
it should be noted that this approach provides
a high level of availability, since there are
always agreed nodes that can replace in case
when the central one fails, but there will be a
certain delay until a new central node is
selected.



Another method is based on the fact that there
is no primary node and the nodes coordinate
data directly with each other (fig. 3).

Figure 3. No centralized node approach

When receiving updates, a node
notifies everyone else about it. This is a fairly
reliable method, but requires an additional
mechanism to resolve conflicts when updating
the same pieces of data, if they have been
updated before. It provides a high level of
availability, but can have a negative impact on
consistency because communication between
multiple nodes may be missing. On the one
hand, reconciliation occurs almost
instantaneously, and on the other hand, an
update may not be available at all on a
particular node.

The last method of maintaining
consistency is based on the principle of gossip
protocol (fig. 4). Each node sends an update to
a randomly chosen other one and they
propagate it to each other. In this case, the
situation 1is completely opposite to the
previous method. There is a possibility that
clients will try to retrieve inconsistent data,
although there is less risk that a node will not
be updated due to a lack of communication
between two nodes because it will be notified
by a third node [3].

Regardless of how a system reconciles
data, it may have additional hashing
mechanisms, such as a consistent hashing
algorithm to calculate data’s node.
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Figure 4. Gossip protocol based approach

In addition to the agreed hashing
algorithm, Active Anti Entropy technology
can be activated. This mechanism constantly
corrects conflicting data in the background.
Where Read Repair fixes data as it is read,
AAE fixes all data regardless of whether it is
actively being accessed by running a
background process that constantly checks for
inconsistencies. AAE uses a Merkle Tree hash
exchange to find these inconsistencies. When
a difference is detected at the top of the tree,
the database recursively scans the tree until it
finds the exact values with the difference, and
then sends the least amount of data necessary
to restore balance. Riak has such a mechanism
and SHAI is used as a hashing algorithm.

The problem is that the most common
hashing algorithms are based on bitwise
operations, which in turn can lead to collisions
when hashing the data itself in the Merkle tree.
To solve this problem, it is possible to use an
algorithm that will be aimed at hashing data,
and to obtain the resulting hash - an algorithm
that is already in use.

In most cases, the most common
hashing algorithms are used, such as MDS5,
SHA1, SHA2. They refer to cryptographic
algorithms, in which one of the main criteria
is the impossibility of reproducing the input
array of data [4].
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Conclusions.

Currently, there are many hashing algorithms, but for the most part, their main purpose is to
obtain a cryptographic fingerprint. This means that in some sense the question of uniqueness
is neglected, which has no place in the question of ensuring consistency in distributed NoSQL
databases.

Modern distributed databases require new technologies to maintain consistency in the
background. This, in turn, requires the availability of new hashing methods that will have the
necessary properties to quickly recognize data inconsistencies.
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