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Дослідження застосування технології криптографії в галузі охорони здоров'я Китаю
В тезах на конференції представлений огляд технології криптографії на основі вітчизняних алгоритмів побудови інформатизації у сфері охорони здоров’я Китаю. Підкреслюється, що при правильних налаштуваннях і вибору необхідної криптографічної стійкості алгоритму шифрування технологія є безпечною та незалежною, забезпечує безпеку медичних даних  та сприяє обігу медичних послуг.

Introduction 

The vigorous development of “internet plus healthcare” [1], the continuous improvement of smart medical applications, the growing number of big data applications in the health field, and the continuous emergence of new businesses and application methods have brought a variety data security issues in China's health care field. There has been a trend to use big data at all stages of the whole life process of health diagnosis and treatment. It causes risks of data usage, including identity forgery, privacy disclosure, secret theft, data falsification, etc. In the trend of medical services gradually transitioning from "closed" to "open", the medical information security environment is not optimistic.

Research Objective
The main objective of the research is to present a method by which cryptographic technology in the field of health care to ensure the security of medical data. 
Implementation of the method could involve the provision for  medical and health institutions strengthen data collection, storage, transmission, processing, use, exchange, and destruction throughout their lifecycle security management work, adopt prevention and control measures such as data desensitization, data encryption, and link encryption to prevent data leakage during the data collection process [1].

Terminology 
RSA (Rivest–Shamir–Adleman) is a public-key cryptosystem, one of the oldest that is widely used for secure data transmission. The acronym "RSA" comes from the surnames of Ron Rivest, Adi Shamir and Leonard Adleman, who publicly described the algorithm in 1977.
AES (Advanced Encryption Standard) is a symmetric block encryption algorithm (block size 128 bits, key 128/192/256 bits), adopted as an encryption standard by the US government.
ECC (elliptic-curve cryptography) is an approach to public-key cryptography based on the algebraic structure of elliptic curves over finite fields. ECC allows smaller keys compared to non-ECC (based on plain Galois fields) to provide equivalent security.
SM1 is a block encryption algorithm, symmetric encryption, the block length and key length are both 128 bits, so when encrypting and decrypting a message, if the message length is too long, it needs to be grouped, if the message length is not enough, it needs to be filled. The security strength of the algorithm and the performance of related software and hardware are equivalent to AES.
SM2 is an elliptic curve (ECC) public key encryption algorithm, asymmetric encryption, SM2 algorithm and RSA algorithm are both public key encryption algorithms, SM2 algorithm is a more advanced and secure algorithm, which is used to replace in our country’s commercial cryptosystem RSA algorithm, this type of encryption algorithm can be seen on many gov websites.
SM3 is a cryptographic hash algorithm, which uses cryptographic hash function standards to replace international algorithms such as MD5/SHA-1/SHA-2. It is an improved algorithm based on SHA-256.
SM4 (ShāngMì 4) is a standard packet encryption algorithm for wireless local area network, symmetric encryption, used to replace international algorithms such as DES/AES, SM4 algorithm and AES algorithm have the same key length and packet length, both are 128 bits, so when encrypting and decrypting messages.

Method description
The researched cryptographic algorithm combines SM1, SM2, SM3 and SM4 technologies. The key length and packet length are both 128 bits.
SM1 is symmetric encryption. Its encryption strength is equivalent to AES. This algorithm is not publicly available, and when calling it, it needs to be called through the interface of the encryption chip.
SM2 is asymmetric encryption based on ECC. The algorithm has been made public. Due to its ECC based algorithm, its signature speed and key generation speed are both faster than RSA. ECC 256 bit (SM2 uses a type of ECC 256 bit) has higher security strength than RSA 2048 bit, but faster computation speed than RSA.
SM3 message summary. MD5 can be used as a comparative understanding. The algorithm has been made public. The verification result is 256 bits.
The packet data algorithm for the SM4 wireless local area network standard. Symmetric encryption, with a key length and packet length of 128 bits.
The SM2 elliptic curve public key cryptography algorithm is a public key cryptography algorithm independently designed in China, including the SM2-1 elliptic curve digital signature algorithm, the SM2-2 elliptic curve key exchange protocol, and the SM2-3 elliptic curve public key encryption algorithm, which are used to achieve functions such as digital signature key negotiation and data encryption. The difference between the SM2 algorithm and the RSA algorithm is that the SM2 algorithm is based on the discrete logarithmic problem of point groups on elliptic curves. Compared to the RSA algorithm, the strength of the 256 bit SM2 password is already higher than that of the 2048 bit RSA password [2].
SM3 hash algorithm is a password hash algorithm independently designed in China, suitable for the generation and verification of digital signature and verification message authentication codes in commercial password applications, as well as the generation of random numbers. It can meet the security requirements of various password applications. To ensure the security of the hash algorithm, the length of the hash value generated should not be too short. For example, MD5 outputs a 128 bit hash value, and the output length is too short, which affects its security. The output length of SHA-1 algorithm is 160 bits, while the output length of SM3 algorithm is 256 bits. Therefore, the security of SM3 algorithm is higher than that of MD5 algorithm and SHA-1 algorithm [3].
The SM4 block cipher algorithm is a group symmetric cipher algorithm independently designed in China, used to encrypt/decrypt data to ensure the confidentiality of data and information. The basic condition for ensuring the security of a symmetric cryptographic algorithm is that it has sufficient key length. The SM4 algorithm has the same key length as the AES algorithm, with a group length of 128 bits, thus outperforming the 3DES algorithm in terms of security.
[bookmark: _GoBack]Based on password technologies such as dynamic passwords, message authentication codes, and digital signatures, the authenticity of digital identities of individuals, devices, institutions, and other entities is ensured through diversified identity credentials. Doctors, nurses, and pharmacists have professional qualifications, and their online identities correspond to their professional identities, achieving consistency between their online identities and industry identities; for personnel entering and exiting important areas such as computer rooms, as well as operation and maintenance personnel, ensure their identity is trustworthy and effectively intercept unauthorized personnel from entering [4].
For all medical staff in hospitals, a unified and compliant digital certificate service system based on national secret digital certificates can be established to solve the problem of identity credentials and credential authentication for actors in the hospital information system. If it is based on PC access, the national secret digital certificate in the USBKey can be verified by using the USBKey digital certificate based on the national secret algorithm and calling identity authentication based on the national secret browser verification, achieving identity authentication in application and data aspects. If it is based on mobile access, integrate a mobile intelligent terminal security password module that meets the GM/T 0028-2014 "Password Module Security Technical Requirements" [5] on the mobile terminal, call the collaborative signature function, issue a mobile digital certificate based on the national security algorithm, and achieve identity authentication in terms of application and data through collaborative signature authentication between the terminal and the server.
Medical information systems include various roles such as medical and nursing technology users, patients, office workers, operation and maintenance personnel, researchers, etc., which access business applications through terminals such as PC and APP through local area networks and the internet. Network communication transmission often exists in scenarios such as online registration, internet healthcare, and remote office work outside the hospital [6].
At the network layer, secure data transmission channels are established using National Security SSL technology to achieve identity authentication at the network layer, while protecting the integrity and confidentiality of data during communication, preventing medical data from being tampered with, leaked, or stolen. Usually, gateways based on national security algorithms and compliant with commercial password product authentication requirements are deployed in the DMZ area of hospitals, without the need to integrate with application systems to build a national security transmission channel.
At the application layer, password devices based on national security algorithms and meeting the certification requirements of commercial password products are usually deployed in the service area. Important data such as personal privacy information and patient reports are protected for confidentiality through the SM4 national security algorithm, and digital signature integrity is protected through the SM2 national security algorithm, ultimately achieving the confidentiality and integrity protection of important data transmission at the application layer.

Conclusion 

Therefore, in the field of medical and health, data security is related to the safety of patient life, personal privacy, and public interests. In order to better protect medical data security and standardize medical data sharing, it was suggested to pay special attention confidentiality for health and medical data controllers. The security goals of integrity and availability. Passwords are the foundation and core of network information security, and one are an important component of the national network information construction.
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