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ABSTRACT

An explanatory note to the dissertation: 203 page, 11 pictures, 9 tables, 6
appendixes, 22 resources.

The purpose of the project was to develop a messenger as a mobile application for
the 10S platform. The application is intended for consultants from any field and their
clients but can also be used for chatting as an ordinary messenger. The payment is
conducted utilizing transactions in cryptocurrency by which a consultant and a
client can use the service without any trust in it or each other. As a result, the usage
of microtransactions and blockchain technology enables removing a problem with

trust in the consultancy field.

In order to ensure that the application runs successfully, it is enough to explain to
its users the basic principles of consultancy providing (getting) through the service.
The only things that the users have to know before they run the application are how
to create an Ethereum wallet, to replenish it, and to transfer the funds to any other

address.

KEYWORDS: BLOCKCHAIN TECHNOLOGY, MICROTRANSACTION,
ETHEREUM, CONSULTING, MESSENGER, 10S
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HEPEJIIK YMOBHHUX ITIO3HAYEHb, CUMBOJIIB, OIUHUIb,
CKOPOYEHD I TEPMIHIB

brokueitn (0J10KueH-TeXHONOTisI) — Iie Habip OJIOKIB, L0 3'€THaHI MIXK
co0010 OAI0HO A0 JIAHI[IOTA, SIKUM MICTUTH 1HGOPMAIIIIO Ta 3pOCTa€E 3 YacoM. Takox
BiloMuit sik po3noaineHuit peectp 1) Blockchain technology: beyond bitcoin.

CMapT-KOHTPAKT — OyJlib-Ka KOMII'IOTEpHA Mporpama, 10 BUKOHYEThCS Ha
onokueiiHi. Tepmin "cmapT-koHTpakT" Bu3zHaueHo Cab6o y 1994 pomi, sk
"KOMIT'FOTepU30BAHUM MPOTOKOJ TPAH3aKI(IH, 1110 BUKOHYE YMOBU KOHTPAKTY" 2).

[oT (Internet Of Things, InTepHeT peueil) — cuctema B3a€MOMOB'SI3aHUX
€JEKTPOHHUX TMPUCTPOIB, M0 MiA'€IHAHI JI0 IHTEPHETY Ta OOMIHIOIOTHCS
iH(dopMalli€er0o oAMH 3 OAHUM 0e3 HEeOOXITHOCTI 0e3MOCEePEeHbOr0 JIHOJCHKOTO
BTpyYaHHS.

Edipiym — ne mmarpopma mjiss po3NOAUICHUX OOYUCIEHb 3 BIIKPUTHUM
BUXIJTHUM KOJIOM Ta MOKJIMBICTIO HAallMCaHHS CMapT-KOHTPAKTIB, 110 0a3y€eThbCs Ha
0JIOKUEIiHI.

Maiinep — ocoba, 110 6epe ydactb y popMyBaHHI HOBUX OJIOKIB y OJOKYEHHI,
3a 110 (3a3BUYaii) OTPUMY€E BUHATOPOY.

Mikpotpan3zakiiis / mikporiaTik (y cdepi OmokdeiiHy) — 1€ TpaH3akKIlis Ha
HEBEJIMKY CyMy (IpOTE€ TOYHUU pPO3MIp 3alexkuTh BiJl chepu 3aCTOCYyBaHHS;
y3arajlbHEeHO MOYKHa BBakath cymy MeHmie $20), maHi sSKkoi KpunrorpadidHo
"mianucyeTbes" 1HIIATOPOM TPaH3aKIlIT, TPOTE HE MyOIIKYIOThCS A0 OJOKYEHHY, a
JUIIE IePEAEThC OTPUMYBaYYy.

Bitcoin Script — 1me MoBa mnporpamyBaHHs, 10 € TIOPIHI-HEMOBHOIO,
0a3yeTbCsd Ha MPUHIUINL CTEKYy Ta BHUKOPUCTOBYE MIHIMAIICTUYHI MPOTrpamu, IO
MarOTh JKOPCTKI OOMEKCHHS.

ICO (Initial Coin Offering) — exBiBaJleHT y KpUNTOBAIIOTHIN 1HIYCTpii 10

Initial Public Offering (IPO). ICO € cnocobom 300py KOIITIB, /e KOMIaHis, 110

ApK.
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3MH.

ApK. Ne dokym. Midrnuc \dama




18°C0°06¥5¥0°9419-LII"ILIN

30upaeTbest 310paTH KOIITH JJ1sl CTBOPEHHSI HOBOT'O JIOIATKY, CEPBICY UM, (PaKTUUHO,
Oynb-uoro iHmoro 3amnyckae [CO. 3aiikaBiieHl 1HBECTOPU MOXKYTh 1HBECTyBaTH B
IIPOEKT KyNyIOUU TOKEHH, 1110 OyJIM BUIyIIEH]1 KOMITaHi€ro. LI TOkeHu MOXyTh MaTu
JIeSKYy TMPUB'SA3KY 10 OPOIYKTY, 110 PO3POOIISIETHCS, alie BOHU TaK0X MOXYTh OyTH
BKJIQJIOM B KOMIIAHIIO YU MIPOEKT.

API (Application Programming Interface) — HaGip ¢pyHKIIi, sIKi 3HAXOASITHCSA
Ha OJIHOMY CEpBepi, ajie MOXKYTh OyTH BUKJIMKAHI 3 PI3HUX JOAATKIB UM CEPBICIB.

wel — HailmeH1a onuHuI BuMipy B Edipiym Gokueiini, mo nopiBaioe  le-
18 ETH.

KeyChain — cucrema kepyBaHHs IPUBATHUMU JaHUMU Ta MAPOJIAMHU, 110 OyJia
po3poObiieHa komMaHiero Apple a1t CBOIX onepaiiiiHuX CUCTEM.

JIUB. — TUBUCh.

Hopa 6mok4eitHy — npucTpiid, 1110 MICTUTh MOBHY ICTOPIIO yCiX TpaH3aKIii
MEBHOTO OJIOKYEHHY Ta MOCTIMHO CHUHXPOHIZYETHCS 3 MEPEKEI0, J10Aal0ud HOBI
TpaH3aKlii, TAKUM YHAHOM MIATPUMYIOUYH KOIiI0 OJIOKYEHHY aKTyalbHOIO.

"Cump" (mapoiiro) — HeBelIuKa oOpaHa BHUMAAKOBHM YHHOM ITOCJIOBHICTH
0aliT, MO MpU J0AaBaHHI JO MapoJII0 3a JOMOMOIOK 3BHYANWHOI KOHKAaTEHaIlil
JI03BOJISE YHUKHYTH AyOJIOBAHHS X€Ily OJHAKOBUX MapoJiiB MpH 30epiranHi y 0asi
nanux. ToOTO HaBITH SKIIO y ABOX KOPUCTYBadiB Oyje OJHAKOBHI mapoib, TO 3a
nornomMororo "com" ix xeur Oyje pi3HHIA.

Harp. — HapUKJIaI.

1T. 1. — 1 TaK JaJi.

CRUD omnepartiiss — CRUD posmudpoByetbes sk Create Read Update Delete
(CTBOpeHHs, YWTaHHS, OHOBJICHHS, BUJAJICHHSA) Ta oO3Hayae ©Oa3zoBli 4
xapaktepuctuku API, 6e3 sikux ioro podoTy BBaKaTH MOBHOIIHHOIO HE MOXKHA.

IDE — inTerpoBana cepena po3podku (Integrated Development Environment).
[Iporpama, 1m0 mnpu3HaueHa [Jis TMOJETIICHHS MPOILeCy HANUCaHHA KOAy Ta

CTBOPEHHS KOMIT FOTEPHUX MPOrPaM.
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YKP. — YKPAIHCBKOIO.

aHIJI. — aHTJIIHACHKOXO.
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BCTYII

Ha choroanimnHii 1eHb OJIOKYEHH-TEXHOJIOT1S Ta MOB'sI3aH1 3 HEI0 PO3POOKH,
HalpUKIad, CMapT-KOHTPAKTH, HAaOyBalOTh yc€ OLIBIIOrO PO3MOBCIOIKEHHS.
OCHOBHHMM TI€peBaramMu Ifi€i TEXHOJIOT1 € HaAIWHICTh Ta HE3MIHHICTDH . 3aBISKU
bOMY MOporpamMu (CMapT-KOHTPAKTH), IO MPalIOOTh Ha OJOKYEHHI 3aBXKIu
BUKOHYIOTHCSI BIJIMOBITHO JIO CBOT'O MPOrPAMHOT0 KO, SIKM HEMOMIJIMBO 3MIHUTH
ICJS TOTO, K BIANOBLAHUM 3aCTOCYHOK OyJI0 OIy0JIIKOBaHO 10 OJ0K4eiHy. biibm
TOro, OJIOKYEHH [103BOJISIE 3MEHIIWUTHA CYMHIBH, 110 MOTJM O BUHUKHYTH MO0
pOOOTH CMapT-KOHTPAKTY, OCKUIBKHM 3a3BUYall HOro KoJ MyO0JIIYHO TOCTYITHUNA yCIM
O0axarouuM, a ToMy Oyb-XTO MOKE MEPEKOHATHUCS, II[0 CMAPT-KOHTPAKT HE MICTUTh
KOJIHUX TIPUXOBAHUX BIACTUBOCTEHN Ta HOMY MOXKHA MOBHICTIO JOBIPSITH. 3arajioM
HEBIJI'€MHUMH  XapaKTepPUCTUKAMH  OJIOKYEHHY € MpO30pICTh, THYYKICTH,
MOXJIMBICTh MEPEBIPKH Ta Oe3reka 3).

Cdepa kOHCyIbTALIMHUX TOCIYT OHJIAWH, K 1 OyAb-sKa 1HIIA, Ma€ CBOI
npobnemu. Hanmpukias, cnoxuBad HisIK HE MOXE OyTH MOBHICTIO 3aCTpaXxOBaHUMN
BIJI [TOr'AHOI AKOCTI HaJaHHsS MOCIYT, KOPUCTYyBadl MOKYTh MAaTH HU3bKHUI p1BEHb
JIOBIpU JI0 CEpBICY, 3aBUILCHI I[IHM HA KOHCYJbTallli Yepe3 CKIAIHICTh BXOAYy Ha
PUHOK KOHCYJIbTAlIMHUX MOCIYT OHJIAiH Ta CTBOPEHHS aJ€KBaTHOI KOHKYpPEHIII.
[IpoTte onmHi€0 3 HAWOUIBIIMX cepell LUX MPOOJIeM € HEAOBipa JIOJEH OJUH 10
OJTHOT'O: 3aBK/IU € KOHCYJIbTAHTH, SIKI HE € EKCIIEPTaMH y raiy3l, Xxoua 3a TaKuX cede
BUJIalOTh, a00 K 3aMOBHHUKH, $SIKI TpParHyTh OTPUMATH KOHCYJbTAIlI0, HE
3amaTuBIIM 3a Hei. He3Bakaroum Ha Te, M0 OJIOKYEHH-TEXHOJIOTISI € HOBOKO (Ha
MOMEHT CTBOPEHHS IPOEKTY 1M JIMIIIE TPOXH OLIbIIE IECSITH POKIB), BOHA MOXKE OyTH
BUKOpHCTaHa y cepl HaTaHHS KOHCYJIbTAIIMHUX MOCIYT OHJIAMH JJIs1 pO3B'sA3aHHs
npo0sem, sIKl B 1HIIOMY BUMNAJKy BHPIIIUTH Oyj0 O HEMOXIINBO. biok4eilH Moxe
JOTIOMOI'TH HE Julle y cdepl KOHCYIbTAI[IHHUX MOCIYT OHJIaliH, a i y OaraThox

iHmux, Hanpukian [oT 4), oxopouu 370poB's 5). Ha cboronHimHii eHb 010K4YeiH
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TaKOXX aKTUBHO 3aCTOCOBYETHCA 1O PI3HOMAHITHUX (PIHAHCOBUX cep TaKux, fK:
O13HeC-MOCIyTH, PO3MIIIEHHSI (PIHAHCOBUX AKTUBIB, NepeAOadYeHHs 1iH Ha OipiKax
Ta EKOHOMIYHUX OTeparliii 6).

Jlns  omnaTtd MOCAYr KOHCYJbTaHTa, 3aMOBHHMK IIJIaTUTh 3a KOXHE
MOBIJIOMJICHHS BiJl KOHCYJIbTaHTA MiJ Yac iXHbOi po3mMoBHU. Y Edipiym OnmokueiiHi,
Ha sSIKOMY U OyJia peanizoBaHa CHUCTEMA, 3a KOXKHY TPaH3aKIil0 MOTPIOHO IMIATUTH
KOMICiI0 MaiiHepaM, Ta MiATBEpKEHHSI TpaH3akIlli 3aiimae neBHuil yac 7). Came
TOMy OyJIM BUKOPUCTAHI MIKPOTPAH3aKIlli [Ji1 OIJIaTH TaKUX IOB1JIOMJICHb,
OCKLJIbKU BOHU B1I0YBalOThCsl (PaKTUYHO MUTTEBO Ta € a0CONIOTHO O€3KOIITOBHUMU
TSl CTBOPEHHS.

[lepmodeproBoto cheporo 3acTocyBaHHS PO3pPOOJIEHOro AONATKY € cdepa
KOHCYJIbTalIMHUX 1TocityT. [Ipudomy, 11e Moxke OyTH SIK HABUaHHS aHIJIIMCBHKINA MOBI
OHJIaiH, TaK 1 BUKOPUCTAHHS OHJIaMH (PiTHEC TpeHepamHu, 1110 Ha0yBa€ Bce OLTBIIOTO
PO3MOBCIOJIKEHHSI OCTAHHIM YacoM. Takok po3poOka Moxe OyTH BUKOpUCTaHA IS
HaJlaHHs 013HeC KOHCYJbTaliil y pizHux cepax (OyniBauutBo, I'T, topucnpyneniis
Ta 6araro iHmuXx). [Ipore Ha HbOMY 00J1aCTh 3aCTOCYBaHb HE 3aKIHUY€EThCS. [IpoekT
MOKHA PO3IIMPUTH JJIsI BUKOPUCTAHHS B Oy/b-SIKId CHCTEMI, Jie¢ IPUCYTHS 0co0a,
110 HaJae iHdopMalliio OHIalH, Ta ocoba, 110 3allikaBieHa B 1iil iHdopmartii. [Ipote
BUKOPHUCTaHHS B IHIIMX cepax BUMaraTuMe MEpEeoIiHKY Oi3HeC MOendi, IIo

O3HAYae€ J0JIaTKOBI PECYpPCH: SIK YaCOBI, TaK 1 MaTepiaiabHi.
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1 AHAJI3 BUMOI 10 IPOI'PAMHOI'O 3ABE3IIEYEHHS
1.1 3aragbHI IOJ0KEHHSA

briokueiH-TexHOI0r1s Brepiiie 3'ssBuilacs Tpoxu Ouibiie, HiXK 10 pokiB TOMy
3 MOMEHTY HamucaHHs 1iei podotu — y 2009 poui. lle BinOynocst 3 mosBoio
KpUNTOBAIIOTU BiTKOIH, 1110 Oysa po3pobieHa J0AUHO, a00 TPYHO0 J0IEH, 1110
pUXOBYBaiKcs 3a nceproHiMoMm Caromri HakomoTo 8).

3 TOro yacy 3'ssBUJIOCS 6arato iHIIMX KPUIITOBAIIOT, aJi€ 3 HUX X04Y BUILIUTH
onny — Edipiym. s kpuntoBantoTHa mnatdopma Oynna po3poOiieHa OpraHi3aliero
"Ethereum Foundation" y 2015 poui. 3 neransimu it 0cOOJMBOCTSAMH 11 3aCTOCYBaHHS
MOKHA O3HAHOMMTHCH y JOKyMeHTawii mo mpoaykry — "Yellow Paper" 9). Ti
CYTTEBOIO BIAMIHHICTIO Y MOpiBHSAHHI 3 BiTKoiH Gok4eitHoM € Te, 110 Ha Edipiym
MOXHA CTBOPIOBATH CMAapT-KOHTpPakTU. BracHe, He BIar4ucCh B JeTall, cMapT-
KOHTPAaKTaMU HAa3UBaIOTh MPOrpaMHM (3aCTOCYHKH), 1110 BUKOHYIOTbCS y OJIOKYEIlHI,
AKUHM 3aXUIIAE iX B OyJb-sIKUX aTak, COPSIMOBAHUX Ha 3MIHY HPOrPaMHOrO KOAY,
a TOMY TaKl MPOrpaMu 3aBXKIU BUKOHYIOTHCS BIAMOBIAHO J0 TOrO, SIK BOHH OYJU
Hanucani 10). Came 3aBIsSKU MOXJIMBOCTI CTBOPEHHSI CMapT-KOHTPAKTIB MHOIO U
Oysno obpano Edipiym sk OnokueiH miatgopmy JJsi CTBOPEHHS MPOrPamMHOro
MPOAYKTY.

Cnix 3a3Ha4uTH, 10 BITKOMH OJIOKYSHH TEK MICTUTHh MOKJINBICTh HAITMCAHHS
CMapT-KOHTPAKTIB, aje BOHU MUIIYThCA HA MOB1 Script, 1110 He € TIOPIHT-MOBHOIO
MOBOIO TIporpamyBaHHs. lle o3Hayae, M0 Taka MOBa HE MICTHUTh YCiX 0a30BHX
€JIEMEHTIB, 1100 HEI0 MOXKHA OYJI0 onmHucaTH Oy Ib-sKYy 3a7a4dy (SK 1€ MOXXYTh pOOUTH
3BUYaiiHI MOBU MPOTrpaMyBaHHs, 1O SAKUX MU 3BUKIH, Taki, sk C++ um Python).
Hamnpuknan, Script MICTUTB JIMIIIE OUH CTEK, Y SIKWUA MOKHA MOMIIIlyBaTH omnepartii
Ta JaHi, SIKI MI3HINIE MOXHa (3a ImpaBUJIaMH CTEKY) 3BIATUIS JAiCTaBaTU. 3 III€i

0COOJIMBOCTI BUJHO YOMY caMe MOBa He € TIOpIHr-OBHOIO. AK€ TaKUM YHWHOM
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HEMOXJIMBO pealli3yBaTH, CKa)KIMO IIUKIIM, a OTXKE€ JOCTaTHHO CKJIQJHO CTBOPUTHU
OyIib-Ky Iporpamy, 110 He € BKpail npumituBHOO 11).

Edipiym, B cBow uepry, AO03BOJISIE MHCAaTH CMapT-KOHTPAKTH Ha MOBI
nporpamyBands Solidity, mo € TiOpiHr-OBHOIO BHCOKOPIBHEBOIO 00'€KTHO
OpPI1EHTOBAHOIO MOBOIO IIporpamMyBaHHs Mo10HOI0 10 JavaScript. MoBa € 10cTaTHBO
MOJIOZIOI0, @ TOMY HE Ma€ yCiX 3pyYHUX KOHCTPYKIH, SIKI HPUCYTHI y TOMY X
JavaScript 12). Ilpote, He3Baxkarouu Ha 1€l HeBeUKUN Henomik, Solidity 1o3Bosie
peanizoByBaTH HaBITh JOCTATHHO CKJIQJHY OI3HEC MOJIEeNb 3a JOMOMOIOK CMapT-
KOHTpakTiB. ¥ 2017 porii Oyno HanzBuuaiino nomyisipaum nposenenss [CO (Initial
Coin Offering) 13) 3a 7omoMoOrorw cMapT-KOHTPAKTIB, MPOTE 3apa3 Iel akioTax
CYyTTEBO 3MEHIIMBCS JAlOYM JIOPOTYy BXKE OUIbII CKIAJHUM CMapT-KOHTaKTaM.
[Ipukiian mMpPOCTOro CMApPT-KOHTPAKTY, HAMUCAHOI'O MOBOIO MpOrpaMyBaHHs

Solidity, moxxHa mo6auntu Ha Pucynok 1.1.

1 pragma solidity A0.6.6;
2
3+ contract Hello {

4
5 string name;

6

7~ constructor() public {

8 name = 'Alice’;

<) }

10

11 ~ function get() public view returns(string memory D) {
12 return name;

13 }

14

15~ function set(string memory ) public returns(bool ) {
16 name = _name;

17 return true;

18 }

19

20 3}

Pucynok 1.1 — CMapT-KOHTpaKT AJist 30epiraHHs Ta OTpPUMaHHS psijiKa 3

JAHUMH Ha MOBI JJIsl cMapT-KOHTpakTiB Solidity

JI1s1 TpyHTOBHOT'O PO3YMIHHSA MO€ET pOOOTH CIiJl TAKOX IMOSCHUTH IO TaKe

MiKpoTpaH3akiii (y OsokueitHi). KnacuuHo MikpoTpaH3akiii poOisiTh 3aBISKU
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BIIKPUTTIO IUIATDKHUX KaHAIB MDK y4YaCHUKaMu (CTOPOHAMH, L0 IUIATSTH Ta
CTOpOHAaMHM, 110 OTpUMYIOTh) 14). MikpoTpaH3akili€lo 3a3BUYail Ha3UBaIOTh
TpaH3aKIII0 Ha BITHOCHO HEBEJIUKY cymy. [IpoTe y KOHTeKCTI OJ1I0KUEHH-TEXHOIOT 11
1€ TIOHATTS Ma€ Jiemo mupinii 3mict. [1lo6 rpyHTOBHO HOro 3p03yMiTH, TOTPIOHO
CIIEpIILy MaTH YSIBJICHHS MPO T€, K BIOYBAETHCS TPAH3AKIIIS.

KoxeH kopucTyBau mepexki Ma€e MPUBATHUN KITIOY, SKUWA € MOCHIJOBHICTIO
BUIMAJKOBUM YMHOM 3T€HEpPOBaHUX OalTiB (Hampukian, 256 Oaitie). Lleit xmrou
KOPHUCTYyBay 30epirae y Ta€MHHUIII BiJl IHIIUX. 3 IPUBATHOTO KJII0UYa MaTEMAaTUYHUMU
NEPETBOPEHHAMH MOXXHAa OTpUMaTU ajpecy, ska 1 Oyne iaeHTH]IKyBaTu
KOHKPETHOTO KOpPUCTyBada, Ta Ha SKy IHIII KOPUCTyBadl 3MOXYTh HaJCHJIATU
KpUINITOBAIIOTY. Anpeca y kpunrtoBaitoTi Edipiym ckinagaetscs 3 42 CUMBOIMIB 1
3aBx A nmounHaeTbes 3 "0x". Ilpukinag npuBaTHOrO Kit04Ya Ta aipecu 300pakeHo Ha
Pucynok 1.2. IIpoTe »KOZHMMHM MaHINYJSLISIMU 3 aJApECcOl0 HE MOYKHA OTpUMAaTU
MPUBATHUM KJIIOY (32 JIIHIMHUHN, 4l CyOEKCIOHEHIIMHUI 4Yac), Mpo 110 BaXJIUBO
nam'sTaTd. Y MOMEHT, KOJM BJIACHUK MPUBATHOTO KIKOYa XO4Ye€ 3A1MCHUTH
TpaH3aKIilo, BiH "MANKCYE" UM KIIOUEM BIAMOBIIHUN HA0Ip TaHUX, a caMe, XTO €
OJIep>KyBaueM Iepekasy, AKa Cyma IUIaTexy Tolo. Marouu Taky TpaH3akKLio Oy/b-
XTO MOK€ MEePEBIPUTH, 1110 BOHA Oyia AiMCHO "mignucana" BIaCHUKOM MPUBATHOTO
KJIIo4a BIANOBIAHOI anpecu. Ilicns '"mignucanHs" TpaH3akiiss Moxe OyTu
ornyOyiKoBaHa A0 OJIOKYEelHy, /1€ ii 101aroTh 10 OJIOKY, Micis YOoro BOHa HaOyBae

CTaTycy oIy0iKoBaHoi 15).
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Success! Here are your wallet details.

@ Your Address
E>ex11F1CA81aea8c9E@96831345E8628bBF13cE6E44

@ Private Key (unencrypted)

b8dc508ed3d2da3209f2ceecac6d920149ddodbcb4e3daed40c9cOleb316379a0

@ Print Paper Wallet
Print Paper Wallet

Pucynok 1.2 — IIpukiian agpecu Ta mpuBaTHOrO KIIF0Ya KOPUCTyBaya

kpunroBantotu Edipiym

3 MIKpPOTpaH3aKIIE€I0 BCE BIIOYBAETHCS TaK caMo, aje 0e3 erarmy myOmikamii
no mepexi. Ille poOUTbCs 3 METOI0 €KOHOMIi KOIITIB (OCKUIbKK JJis IyOJikaiii
MOTPIOHO 3aIUIATUTH KOMICII0 MaliHepaMm [Jisi 1i JOJaBaHHs) Ta 4Yacy, aJike
myouikaris 3aiiMae neBHuil yac (B Edipiymi npubnauzno 20 cexyH[ 3aJexHO Bijl
po3Mipy koMicii). KoxHa HacTymHa MIKpOTpaH3aKiiisi pOOUTHCS HA CyMy

Stast = Sprev T Scurr (1.1)
, 1€ Sprey — CyMa IONEPETHLOrO HEOMYOIIKOBAHOrO MiKpomarexy (abo 0, sxiio
TaKu¥ MIaTIX BIICYTHIN);
Scurr — CyMa MOTOYHOT'O MIKPOILIATEXKY.

TakuM 4YMHOM, MOXXHA 3JIMCHIOBATH 0314 MIKPOTPAaH3aKINN MPAKTHYHO
MHUTTEBO O€3 KOJIHOI KOMICIi, a KOJIU Sj,5¢ CTAE JOCTATHHO BEIUKOIO 3 TOUKHU 30pY
oJlepKyBaya KOMITIB (y HAalIOMYy BUIAJKYy OCOOH, sIka HaJla€ KOHCYJbTAllil0), BIH
nyOJiKye OCTaHHIM TuaTik (HA cyMy Sjger) 10 OJOKYEiHy, TaKUM YHHOM

3aKpITUIIOI0YU CBOE MTPaBO Ha BOJIOJIIHHS KOIITAMH Y PO3IMOAIIEHOMY peecTpi 16).
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1.2 3MicTOBHUU OMUC 1 aHAJI3 IPEeAMETHOI 00acTi

[IpoexT, mo cyTi, siBIsie co60t0 10S A0ATOK Y BUTIISLII MECEHIKEPY, 1110 Ma€e
MOXJIMBOCTI 3BHUYAHOTO MECEHKepy (Taki, SIK 3HAXOJUTH KOPUCTyBaua,
MEepPEenuCyBaTUCs. 3 HUM, CTBOPIOBAaTU OOJIIKOBUM 3amHUC TOLIO) Ha J0Jady 0
CHeUIAJIbHUX JJISl HaJIaHHs Ta OTPUMAaHHS KOHCYJIbTAI[IHHUX NMOCIYT. TakuM YMHOM
ICHYIOTh HACTYIHI BUAH YaTIB:

— OEe3KOITOBHUN. 3BUYAWHUN YaT, /e HIXTO HIKOMY HE€ IUIaTUTh, a BiH
CTBOPEHUM JUIIIE JJIsI CIIJIKYBaHHS;

— 3a0yokoBaHUU. SKIIO JIOMHA €, CKAXKIMO, YK€ BIAOMHM BHUKJIaJadeM
(dbpaHIily3bK0i MOBU, TO BOHA MOXK€ 00paTH OIIIito, 110 1100 i1 Hamucana He3HailloMa
JII0JIMHA, OCTAHHS MYCHUTh 3aIUIATHUTH MEBHY (PIKCOBaHY CyMmy ISl TOTO, 100 L€
3pooutu. Ile moxke OyTH MOTPIOHO ISl YHUKHEHHS CIaM-TIOBIJOMJIEHb TaKUM
KOPHUCTYyBauaM;

— pos0nokoBaHui. Ilicas Toro, Ik KOpUCTyBay 3aIUIATUB HEOOXIIHY CyMY
3a00KOBaHUI LIEH YaT MK HUM Ta KOHCYJIbTaHTOM cTae P030710KOBaHUM Ta Terep
YYACHHMKH YaTy MOXKYTb [IEPENUCYBATUCS OE3KOIITOBHO;

— s miavy. Ilicng Toro, sk 3aMOBHHUK 3 KOHCYJIBTAHTOM JIOMOBHWJIMCS PO
JaTy Ta dYac KoOHCyJhbrTamii y be3komrtoBHoMy um Po30OiokoBaHOMy uyari,
CTBOPIOETHCS YaT JJIs 3aMOBHMKA BUy "S mauy", e 3a KOXKHE IOBIAOMJIEHHS Bij
KOHCYJIbTAHTA 3aMOBHHK IUIATUTh NIEBHY CYMYy B KPUIITOBAIIOTI, IO 3aJIEKUTh BIJ
KUIBKOCTI CUMBOJIB Yy NOBiAOMJIEHHI. L{iHa 3a CMMBOJI TEKCTy y MOBIJIOMJIEHHI
o0upaeTbesi KOHCYJIbTaHTOM. Oruiata BiAOYBAa€ThCS y BUIJISAI MIKPOTPAH3aKIIii,
iopa3y sk 3aMOBHUK IIPOYUTYE MMOBIIOMJIEHHS B1Jl KOHCYJIbTAHTA;

— MeHI wiariaTh. Konu 3 KoHCynbTaHTOM € yaT Buay " miauy", To ans
KOHCYJIbTaHTa TaKui yaT Mae BUJl "MeHi mnatate". ToOTO 3a KOXKHE MOBIOMIICHHS

BIJl KOHCYJIbTAHTA Y TAKOMY 4YaTl BIH OTPUMY€ MIHPOTPAH3aKLIIO Bl 3aMOBHHUKA.
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OcCKUIbKH OCHOBHOIO OCOOJIUBICTIO PO3POOKH € CIIOCIO OIMIaTH KOHCYJIbTAIIIH,
TO 3YNUHIOCA Ha I[bOMY Mpoleci AeTanbHime. Hexall icHye 4aT MDK JBOMa
KopucTyBauaMu — AJicoro (3aMoBHUK) Ta boOom (koHCynbTaHT). BianoBiiHO BUl
yary € "4 mnauy" Ta "Meni mnatate" ayg Anicu ta bo6a BianosinHo. /{15 Toro, mo6
bo6 Mir npuiiMatt MiKpOTpaH3aKiii BiJy AJICH, MyCSITh BAKOHATUCS TaKl yMOBHU:

— y Anicu Mmycuth OyTH JiedKa cyMa Ha CMapT-KOHTPAKTI ISl IIaTPOpMH,
10 € JOCTaTHBOIO JJIs KOHCYJbTalli (TOOTO MOKM Auica 3MOX€E OIUIauyBaTH HOBI
MoBiIOMJIEHHS BiJl boOa — HOB1 MIKpOTpaH3akKilii BiJ Hei Oy yTh CTBOPIOBATHUCS);

— 1l KOWITH MYycCATh OyTH "3aMOpokeH1" Ha LIbOMY CMapT-KOHTPAaKTI Ha
Jekuibka NHIB (Hampukian S5). s "3amopo3ku" KomITiB AJiici Jiuiile NOTPiOHO
BUKJIMKATH BIAMOBIAHUN METON Ha cMapT-KOHTpakTi. [{s "3amopo3ka" HeoOxigHa
JUISL TOTO, 100 YHUKHYTH IIaxpaiictBa 3 00Ky Auicu y nonpaneiiomy. Crnocobu
aTaky Ha cucTteMy OyJyTh HaBeJICHI Mi3HILIE.

Skio Bule3a3HaueHi yMOBU BUKOHAHO, TO MicJisl TOro, ik boO mouHe nucaru
AJicl, BOHa NOYHE IJIATUTH HOMY 3a yC1 HENpPOYMTAHI MOBIJIOMJIEHHS y YaTl.
[Tpuyomy 3a moBigomieHHs Bijg Aunicu g0 bo6a HixTo mnatutu He Oyzae. Omara
BIIOYBA€ETHCS y BUIJISA1 MIKPOTPAaH3aKIIi HACTYITHUM YUHOM:

— paxyeTbcs 3arallbHa KUIBKICTh CHMBOJIB Y BCIX HENPOYUTAHUX
noBigoMieHHAX Bil bobGa g0 Amicu, yci Taki MOBIJIOMJIEHHS IMO3HAYAOTHCS SIK
MPOYUTAHI;

— IMOTOYHA CyMa 10 OIUIaATHU PO3PaxOBYETHCH, SAK:

S.urr = rate x total_characters (1.2)

, JIe rate — 11Ha 32 CUMBOJI, 1110 BCTAHOBIIOEThCSE boOOM niis ycix ioro

YarTiB;
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total characters — 3aranbHa KIUIBKICTh CHUMBOJIB Y HEMPOUYUTAHUX
MOBITOMJICHHSX B1Jx bobOa 10 Anicw;
— 3a ¢opmynor 1.1 po3paxoByeThcs cyma, Ky Asica MyCUTh BKa3aTd y
MikpoTpan3akiiii 10 booba;
— Qopmyetsea Edipiym Tpanzakiis Big Amicu 10 boba, 1e BoHa BKa3ye:
a) aapecy Bin koro miatik (cBowo Edipiym aapecy, mo Oyna
CTBOpEHa Jisi Hel pa3oM 3 MPUBATHUM KJIOYEM MiA 4Yac il peectpauii y
cepBici);
0) anpecy no koro mwiatixk (Edipiym agpecy boba);
B) CyMy mIatexy (Siast);
r) QyHKIIIO, sIKa BUKIMKAETHCS Y CMApT KOHTPakKTi (1€ MOTpiOHO
JUIsL TOTO, 1[00 OyTH BIEBHEHUM, 11O BiJIOYBA€ThHCS came MepeKa3 KOIITIB 3
TaKMMHM IapaMeTpaMH, a HE LIOCh 1HIIE; B JAaHOMY BHIMAJKY L€ (DYyHKILIS
transfer);
— Auica miANUCY€ TPaH3aKI[IO0 3 BUIIE3a3HAYCHUMU TNapaMeTpaMu CBOIM
MPUBATHUM KJIIOUEM Ta Nepeaae MiAnucany TpaH3akiiio booy;
— bo0, oTpuMaBIM MIKpOTpPaH3aKIIi0, TEpPEBipsie, M0 BC1 MapaMeTpH, IO
BOHA MICTUTH MPABUJIBHI, T 32 JJOMOMOI'0I0 ajpecHu AJICH MepeBipse, 110, TIMCHO,
caMe BOHa MiJNHcCala If0 TpaH3aki(io. Takox BiH mepeipsie, Mo y Auicu €
"3aMOpO’KEHI" KOIITH Ta IO iX JAOCTATHHO ISl OIUIATH CyMH, IO 3a3HAY€Ha Y
MIKPOTPaH3aKIIii;
— SIKIIO YC1 BULIENEpEeTideH1 KPOKU OyJIM YCHIIIHUMU, TO MIKpOTPaH3aKIIis
BBAJKAETHCA YCHIIIHO HAICIAHOIO.
Taxki MiKpoTpaH3aKI1i MOXKYTb BIIOYBaTUCS 10TH, A0KH b0O HE BUPIIUTE, 110
cyma, SKy WOMYy BKazajia AJica B OCTaHHINM MIKpOTpaH3aKIili HAATO BelUKa

(ckaximo, mepeBumrye $200). Tomi boO mnpwmiiMe pilieHHS Tpo Te, IO
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MIKPOTpPAH3aKI[il0 HEeoOXimHO omyOnikyBaTh a0 OnokuelnHy. lle BigOyBaeThcs
HACTYITHUM YHHOM:

— bo0 nmy6nikye ocTaHHIO MIKpOTpaH3akKIlito Bia Ajicu 10 Onokyeiny. s
TpaH3aKIlis OyJe MICTUTH YCIO CyMy, 1110 oMy "BuUHHA" Auica;

— TpaH3akuis Jeakui dac (Onm3pko 20 CeKyH, aje 1€ 3HAUYCHHS MOXKE
BapIIOBATUCS B 3aJIEKHOCTI BiJ O0aratbox (akTopiB) Oyjae nomaBaTUCA A0 HOBOTO
0yioKy (a 3HAYUTH 1 JO OJOKYEiHYy) MailHepaMu, MPUUYOMY 3a KOMICII0 OCTaHHIM
3amIaTUTh AJica, OCKUIBKM caMe BOHA MIANMUCYBaJIa L0 TPAH3AKIIIO;

— micist JoaaBaHHA 10 OnokdeitHy boO maThme rapaHTiio MepepaxyHKy
KOIITIB, OCKUTBKH MOr0 OalaHC y cMapT-KOHTPAKTI BiKe OyJ10 301IbIIIEHO.

Skmio micis mporo bo0, ckakiMo, BUPIIIMTE BUBECTH 111 TPOIII 3 pO3pO0IEeHOT
MHOIO CHCTEMH, TO BiH MPOCTO 3AIMCHUTH BUKJIMK BIJIMOBIAHOTO METOAY CMapT-
KOHTPAKTy Ta MOro rpolill nepepaxyroThcsi Ha Oyab-sKy aJipecy, 0 BiH BKaxe (a
OT)Ke, Hampukiaa, 1 Ha Oyap-skudl Edipiym ramasnenps BiJT CTOPOHHBOTO
PO3pOOHHUKA).

[licnsa ycworo BumiezazHaueHoro skmo boO 3HOBY Oyne KOHCYJIbTYBaTH
Anicy, TO BCe Oyjae aHAIOri4HO, OCKUIbKM 3a ¢opmynow 1.1 Sy, Oyne
JIOPIBHIOBaTH HYNIO, 00 He OyJe >XOAHOI HeomyOJiKoBaHOI /10 OJIOKYEHHY
MIKPOTpaH3aKIIii.

BukoprcTOBYIOUM ONMCAHI MIAXOAM KOPHUCTYBaul MOXKYTh IOBHICTIO HE
JIOBIPSITK OAWH OAHOMY 4M cepBicy (trustless cxema), aje Bce OJHO 3MOXKYTb
KOPUCTYBATHCS CEPBICOM Ta OTPUMYBATH (UM HAJABATH) KOHCYJIbTAIlIiHI MTOCITYTH.
brok4yeiiH yMOXJIMBITIOE trustless B3aeMOIII0 1 32 IHIIOrO 3aCTOCYBaHHS, HAPUKJIIA]]
B MAIlMHHOMY HaB4aHHl 17). 5 BBaxaro, IO L€ HaJA3BUYAHO Ba)XJIUBa
KOHKYpPEHTHa repeBara po3po0JeHOro cepBicy y MOPIBHSAHHI 3 Oyb-IKUMU 1HITUMU
JUTSl HAJJAHHS KOHCYJIbTAI[IHHUX TTOCITYT OHJIalH.

Cepgic € trustless, OCKIJIbKHU:
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— SKIIO 3aMOBHUK XO4Y€ OOMaHYTH KOHCYJIbTaHTAa 1 CTBOPUTH HEBIPHY
TpaH3akKlilo, TO OCTaHHIA OjApa3dy TMpO 1€ [I3HAETHCA, OCKUIbKA KOXHa
MIKPOTPAH3aKI[isl TEpPEBIPSIETbCS aBTOMATUYHO JIOJATKOM KOHCYJIbTaHTa IMpHU
OTpUMaHHI, a TOMY OyJb-siKl TO/110H1 MaxiHallii HE BAACTbCS 3pOOUTH;

— SKIOI0 KOHCYJbTAHT HAJAa€ HESAKICHI TMOCIAYTd, YW TMPOCTO MHUIIE
MOBIJIOMJICHHS, 1100 3apOOUTH TaKWM YMHOM Ha 3aMOBHHKY, TO OCTaHHIM MOXeE
BiJIpa3y BUJAIUTH YaT 3 TAKUM KOHCYJbTAHTOM, TUM CAMHUM IEpPECTaBIIN HOMY
IJIATUTH;

— SKIIO cepBic cupoOye 3abpatu coO1 KOLITH KOPUCTYBAUiB, TO HIYOTO HE
BHUI{JIe, OCKUIBKU Yy HHOT'O HE 30€pIraroThCs MPUBATHI KIIFOUl KOPUCTYBAUiB, a cCMapT-
KOHTPAKT, 1[0 peaJIbHO MICTUTH IPOIL1 KOPUCTYBAU1B MA€ BIIKPUTUN BUCX1THUMN KOJT
Ta Mpalroe Ha OJIOKYEITHI, a TOMY BIH HE MOXXE€ BUKOHYBATH >KOAH1 (DYHKIIII, 110 HE

MPOMUCaHI B KOJI.

Hwxue HaBeneHo miarpaMu JISTIBHOCTI JUIsL  pEeCTpallli  KOpHCTyBaya
(Pucynox 1.3), Bxony (Pucynok 1.4) ta 3aranbHux aiid 3 meceHxepoM (Pucynox

1.5).
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Kopuctysay
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Pucynok 1.3 — Cxema cTpyKTypHa IisJIbHOCTI: PeecTpaliist kopuctyBaya

KopucTtysay

Cepsep

?

Hespaua

Pucynok 1.4 — Cxema cTpyKTypHa IisJIbHOCTI: BX11 KopHucTyBaya
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Pucynok 1.5 — Cxema cTpyKTypHa TIsJIBHOCTI: 3arajibHi A1l 3 MECEHIKEPOM

1.3 Awnani3 ycnimsux [T-npoexTis

1.3.1 Amnaini3 BiIOMHX T€XHIYHUX PIIICHb

JU1st orutaTh KOHCYJIbTalliHUX NOCIYT OHJIAHH NEPEBAXKHO BUKOPUCTOBYIOTh

CTaHJAPTHUM MIAX1J, 110 cI1a00 BapitOETHCS BiJl PIICHHS 10 PIIICHHS.

IIpu peectpaiiii (4u mi3HINIE B HAJAIITYBaHHSIX) KOPUCTYBau MiJB'SI3y€E 10

CEpBICY CBOIO OAHKIBCbKY KapTKY, 3 SIKOI, B XO/1 KOHCYJIbTallli{, 3HIMAIOThCS TPOLI1

(41 HapaxoBYIOThCS, SIKIIO KOPUCTYBad Hajae KoHcynbralii). Kpim Toro, omnara

3a3BHYa 3/IIMCHIOETHCS OJIUH pa3 MicJsl KOHCYJIbTaIlil, [0 TAKOXK CYTTEBO 301IIbIIIY €

MOXJIMBOCTI 3710BMUCHHKA. TOOTO Take TEXHIYHE PIIICHHS Ma€ OJpa3y Iy HU3KY

HEJIOJIIKIB Y MOPIBHSIHHI 3 PO3POOJIEHUM CEPBICOM, a CaMe:

3MH.

ApK.

Ne dokym.

Mionuc

[lama

KTil.Il-6116.045490.02.81

ApK.

23




18°C0°06¥5¥0°9419-LII"ILIN

— y pa3si, SKIIO MiJ] 4ac KOHCYJIbTaIlil 3aMOBHUK CIIOPOKHUTH (U4U 3a0JIOKYE)
CBOIO KapTKy, TO KOHCYJIbTAIlIs I HbOr'0 OyJie 0€3KOIITOBHOIO;

— y pas3i, SKIIO KOHCYJbTAHT € HEBIJOMUM, TO KOPUCTYBaul MOXXYTh HOMY
HEJIOBIPSATU, OCKIIbKA BOHU HE € BIIEBHEHUMH Y SIKOCT1 HAJAHHS MOCIYT;

— y pas3i, AK110 y cepBici BinOyaeTbes 301id, UM, 110 11e Tipliie, BiH BUSBUTHCS

3JI0BMHCHUM — KOPUCTYBaul HisIK HE 3MOXKYTh 3aXUCTUTH CBO1 KOIITH.
1.3.2 Amnaini3 BiIOMHX NPOrPaMHUX MPOTYKTIB

Cnig modatd 3 TOro, IO JOCHIIMBIIM cpepy KOHCYJIbTAUIWHMX IMOCTYT
OHJIaiH, MEH1 HE BJIAJIOCS 3HANTH JKOHOTO PIIEHHS, 10 OYJI0 O XOU YUMOCH CXOXKE
Ha JJaHy pO3poOKy, a came: omiata BigOyBajacsd O y KPUIITOBAIIOTI, YM OILIaTa
BiOyBanacs 0 3a JOMOMOI'0I0 MIKPOILIATEXKIB Y KPUIITOBAIOTI.

[lepmum mporpaMHUM TPOAYKTOM, Ha SIKOMY s XOTIB OW 3YNHUHUTHUCS €
OHJIaMH cepBic s BUKJIaIaHHs aHraiicbkoi MoBU — SayABC 18).

IlepeBaru cepsicy:

— 3py4YHHN BeO-CaliT, aBTOPU3YBABIIHCH HA SIKOMY BHKJIaaad O0ayuTh CBIH
PO3KJIaJl, yac JI0 3aHATTS Ta 1HII KOPUCHI METPUKHU;

— CepBIiC caM MIKIYETbCS MPO Te, 00 3HAXOAUTH BUKJIAAAdy 3aHSTTS

(ToOTO 11€# cepBic He aJig GplIaHCcepiB, a € poOOTOI HA MOBHUM POOOYHI JICHB).

Henomiku:

— BUKJIAJa4 HE MOXKE MMOYaTH BUKJIQJIaHHs O/ipa3y MicJsl peecTpallii, a Homy
noTpiObHo 3auekatu 10 - 14 gHIB Ayg loro mepeBipKU CEpBICOM Ta MIAMUCAHHA 3
HUMH JIOTOBOPY;

— HEOOXIJAHICTb MiAMKCAHHS I0rOBOPY 3 CEPBICOM;

— HEOOXIAHICTh TMpaloBaTH 3a YITKUM rpadikoM; yCl  3aHITTS
B1/10yBatOThCA piBHO 40 XBUJIUH;

—  BUKJIAJa4 3MYILICHUM TOBIPATH CEPBICY;
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—  CepBIC 3J1MCHIOE BUILIATY JUIIE pa3 Ha MICALb (I HOPIBHSIHHS Y MOEMY
CepBICl KOHCYJBTaHT CaM BHUpINIyE KOJU, Ta SK YacTo, IyOJIKyBaTH

MIKPOTPAH3aKIIii Ta BUBOJUTH T'POIII Ta CBIM KPUNITOBATIOTHUYN raMaHellb).

[Hmmm cepBicom, 1o BapTuit yBaru € International Online Consulting 19). Lle
miathopma s HajaHHs Oi3HeC KOHCYINbTallil y pi3HUX cdepax, a came:

Oyxranrtepii, HOJAaTKiB, FOPUCIPY/ICHIII1, MAPKETUHTY Ta 1HTEpPHALI1OHAJII3all1].

[TepeBaru:

— OJIMH CEepBiC I 1ILJI0T HU3KHU cdep;

—  BIJICOJ3BIHKU JIJIsl HAJIaHHSI KOHCYJIbTAII}.

Henomiku:

— KOHCYJIbTAaHT HE MOXE IMOYaTU KOHCYJIBTYBaHHS Opa3y MicCJIsl peecTpaiiii,
noTpiOeH Yac Ha HOro miATBEepIKEHHS;

— KOHCYJIBTAHT 3MYILIEHUN JOBIPSITH CEPBICY;

—  CcepBicC 3/IIICHIOE BUILIATY 3a ()IKCOBAHUM rpadikoM.

OcTaHHIM cepBICOM, Ha SIKHMW XOYEThCS 3BEPHYTH YBary € Halll BITYU3HSIHUN
— B2B Consult 20). Ile BceykpailHCbKWU OHJIAfH CEpBIC KOHCYJIbTAIlld 13

3aKOHOJaBCTBaA.

[TepeBaru:

— MOXJIMBICTh 3a/IaBaHHs MMUTaHHS OJlpa3y Ha CEPBIC, a HE KOHKPETHOMY
KOHCYJIBTAHTY, 1110 MOK€ OyTH BUT1JIHO;

— JUIsl KOHCYJNbTaHTa MOXJIMBICTh OOpaHHS Ha SK€ caMe IHUTaHHA
BINIOBIJIATH;

— KOHCYJIbTAHT MOXKE MPaLOBaTH B Oyab-IKUN Yac Ta OyJb-sKy KUIBKICTb

TrOOHH.

Henomniku:
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— KOHCYJIbTAaHT HE MOXK€ OOpaTH I[iHY 3a SIKy BIH Mpautoe. Bin Mmoxe nuie
oOupaTu MUTAHHS, /1€ B)KE BKa3aHa IiHA 32 BIJIMOBb HA HHOT'O;

— MicJsl HaJaHHS BIAMOBIAI KOHCYJIbTAHTOM Ha 3allUTaHHS BIH OTPUMYE
OIUIaTy BiJI TOTO, XTO HAaMKCaB MUTaHHS, aj€ BIAMNOBIIb HAa HHOI'O € IMYOJIYHO
JIOCTYTIHOIO;

— KOHCYJIBTAHT 3MYILIEHUU JOBIPSITH CEPBICY.
1.4  AmnHam3 BUMOT 70 MPOrpaMHOro 3a0e3MeUeHHS

KopuctyBau cucteMu 3a JOMOMOTrOI0 JOJATKY B3a€MOJIE 3 pO3pOOJICHUM
MHOI0 API st BUKOpuUCTaHHS yciX (PYHKIINA MECEHIKepy TaKuX, sIK aBTOpU3aALlis,
peecTparlisi, HaJACUJIAHHS TOBIJIOMJICHHS, MEPerjs MOBIIOMJICHb, 3MIHH JTaHUX
npoduao Tomo. Takok KOPUCTyBad MOXE€ BUKIMKATH MeToau 1boro APl nms
B3aemozii 3 Edipiym OnokueitHom. TakuMu MeTOnaMu €, HANpUKIaJd, MEPerisig
OanaHcy KOpHUCTYBaya, M1UCYBaHHS MIKPOTpaH3aKIIii, My OJTiKaIis
MIKpOTpaH3akilii Touo. [eranpHimie 3 QyHKIISIMH JOAATKY MOXKHA O3HAOMUTHUCS

3a IOMOMOTOI0 JilarpaMu BapiaHTiB BUKOPUCTAHHS, 110 300paxkeHa Ha PucyHok 1.6.
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Kopuctysay

o Yn
' My6nikauis npasunbLHO
MiKkponaarexy Ao cchopMoBaHwii
6nokyeiiHy nnarix

CryptoChat

Mepesipka
email Ta naponio

<<BKniouEE>>
AsTOpM3aLlina

<<poswmploe>> /" Bino6paXeHHs

<<ekniodac>> NOMWU/IKN
/ aBTopu3auii
/
/
) <<poampioe>> Bigo6paxeHHA
PeecTpauis - — — NOMWUKN

peecTpauii

Be3KoLTOBHOro
NOBIAOMNEHHSA

HagcunaHus
NOBIAOMIEHHSA

MoBigoMNeHHs
3 0nnaToo
KOpUCTyBavy

Mepernsg
noBiJOMNEHb

Mepes.ipka
6anaHcy

<<po3lMpioe>>

\ Bigo6paxeHHs

NOBIJOM/IEHHSA
noMunku nyénikavii

Mepernsapg
cBoro npoaointo /
npodiNto iHWoro
KopucTyBaya

Mowuyk
KopucTyBaia

BnokueiiH

Pucynok 1.6 — Cxema cTpyKTypHa BapiaHTiB BUKOPUCTaHHS
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1.4.1 Po3poOnenHs (pyHKIIOHATBHUX BUMOT

@DyHKI[I0HAJIBHI BAMOTHY JI0 CEpBICY MOXKHA Mo0auuTH y Taduuui 1.1.

Tabmuis 1.1 — OyHKIIOHAIBHI BUMOTH J0 CEPBICY

Homep HazBa

Onuc

FRO1

PeecTpartis

KopuctyBau MycuTh MaTu 3MOT'y 3apeeCcTpyBaTHUCS

y CHUCTEMI BBIBIIU:

azpecy €JIEKTPOHHOIL IOIITH

(00OB's13K0BO);

n);

naposib (000B'I3K0BO);
IM'S;

apyre im's;
MP13BUIIIE;

JaTy HapOJKEHHS y ¢opmati (pppp-MM-

OIIHC;

KJIIOYOBl CJIOBa I MHOro MOUIYKY

IHIIMMHU KOPUCTYBayaMHu.

HInsax noctymy: /auth/register

Bapiantu Biamosiai API:

HTTP-craryc: 200

status: 'success',

userld: inenTudikatop KopuctyBaua,

address: Edipiym aapeca kopuctyBaua,

prKey: npuBaTHUI KIIIOY KOPUCTYBaua,

3MH.
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ITponosxenns tabmaui 1.1

Homep HazBa

Onuc

token: TokeH s nmoctymy ao metoniB APl msa
3apeecTPOBAHUX KOPUCTYBAUiB
s

— HTTP-craryc: 409

status: 'error’,
message: 'KopuctyBau 3 Takow agpecoro
MIOLLTH BXKE ICHY€E, cIpoOyiTe 1HIIy'
K
— HTTP-cTaryc: 500.

FRO2 ABTOpHU3aIs

KopuctyBau MycuTh MaTH 3MOTY aBTOPU3YyBATHUCS Y
CHCTeM1 TICIAs BBEACHHSI YHWHHUX  aJIpecH
€JIEKTPOHHOI MOIITH Ta Mapoiilo, 3a yYMOBH, IO
KOPHUCTYBau 3apEeECTPOBAHUIN y CUCTEMI.

HInsx noctymy: /auth/login

Bapiantu Biamosiai API:

— HTTP-cTaryc: 200

status: 'success',
userld: inenTudikatop KopuctyBaua,
token: TokeH quis goctymy a0 metoaiB APl mus
3apeecTPOBAHUX KOPUCTYBAUiB
3
—  HTTP-craryc: 401

3mH. | Apk. Ne dokym. Midrnuc \dama
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ITponosxenns tabmaui 1.1

Homep

Ha3zBa

Onuc

status: 'error’,
message: 'Baml emeiin 4M mapoiib  BBEJACHI
HEBIpHO'
I
HTTP-craryc: 500.

FRO3 OtpumaHHA

CIIUCKY YaTiB

KopucTtyBad MycuTh MaTu 3MOTy OTPUMATH CITUCOK
CBOIX YaTiB MICJIA Mepe/iadl TOKECHY.
HInsax noctymy: /chat/chatList
Bapiantu Biamosiai API:
— HTTP-cTaryc: 200

{
status: 'success', chats: [{
userld: ineHTH(diKaTOp KOpUCTYBaya yarty,

chatld: inenTudikarop yarty,

chatType: Tun uary,

fromUser:  igenTudikatrop  KopucTyBaua-
BIJINPaBHUKA,

toUser: imeHTudikarop KOpUCTyBaya-
OTpUMyBaya,

firstName: iM'st / undefined,

middleName: npyre im'st / undefined,

lastName: mipizBuiie / undefined,

avatar: ¢oro mpoduaro 3akonoBaHe y popmari
base64 / undefined,

lastMsgText: TEKCT OCTaHHBOTO

3MH.
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ITponosxenns tabmaui 1.1

Homep

Ha3zBa

Onuc

nosigomiaeHHs / undefined,
lastMsgTime: pmatra Ta 4Yac OCTaHHBOIO
noBigomieHHs / undefined
by o]
K
HTTP-craryc: 500.

FRO4

OTtpumaHHs

MOBIJOMJICHB

qarTy

KopuctyBau mycuTh MaTh 3MOry OTpUMATH YCl
MOBIJIOMJICHHS YaTy MICIs Mepeiadl TOKEHY.

[nsx goctymy: /chat/messages

Bapiantu Biamosiai API:

— HTTP-cTaryc: 200

status: 'success',
amount: cymMa OCTaHHbOI HEOMyOJIKOBAaHOI
MikpoTpan3akiii / undefined,
messages: [{
msgld: inenTudikarop noBigOMICHHS,
userld: inenTudikaTop KopucTyBaua,
text: TEeKCT IOB1JOMJICHHS,
isRead:  true/false - uym  mpouurtano
MTOBIJTOMJICHHS,

time: yac CTBOPEHHS MOB1TOMJICHHS

— HTTP-cTatyc: 500.
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ITponosxenns tabmaui 1.1

Homep HazBa Onuc
FRO5 BinnpaBka KopuctyBau MycuTh Matu 3MOry HaACWIaTH
MOB1OMJICHHS NOBIJOMJIEHHS 1HUIIOMY KOPHUCTYyBaudy I[epelaBlln
TOKEH, imeHTudikatop  yatry Ta  TEKCT
MOBIJTOMJICHHS.
nsx goctymy: /chat/message
Bapiantu Biamosiai API:
—  HTTP-craryc: 200
{
status: 'success',
createdAt: naTa Ta yac CTBOPEHHSI MOB1AOMJICHHS
s
— HTTP-cTatyc: 500.
FRO6 Yuranus KopuctyBau MycuTh MaTH 3MOry HOMITHUTH YCI
MOBIJIOMJICHb MOBIJIOMJICHHS B 4aTl SIK NPOYUTaHI MepeaaBIIn
qyaTty TOKEH Ta 11IeHTU(IKATOp YaTy.

HInsx noctymy: /chat/readMessages
Bapiantu Biamosiai API:

— HTTP-cTaryc: 200

status: 'success'
55
— HTTP-cTatyc: 500.

3MH.

ApK. Ne dokym. Midruc

[lama

ApK.
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ITponosxenns tabmaui 1.1

Homep HazBa

Onuc

FRO7 ITepernsim  cBoro

aapecu

oanancy Edipiym

KopuctyBau MycuTh MaTH 3MOTY MEpErJISIHYTH
Oamanc Ha cBoill Edipiym anpeci, nepenasiiu
TOKEH.
HInsax noctymy: /be/balancelnAddress
BapianTu Bignosiai API:
— HTTP-cTaryc: 200
{
status: 'success',
currency: 'ETH',
balancelnEth: 6ananc kopuctyBaua B Edipax
I
—  HTTP-craryc: 500.

FROS8 Ilepernsin cBoro

OanaHcy

cepBicy

Ha

CMapT-KOHTPAKTI1

KopuctyBau MycuTh MaTu 3MOT'y IEPETIIIHYTH CBiil
OamaHc, 1o 30epirae CMapT-KOHTPAKT CEpPBICY
NepeaBIlId TOKEH.

[nsx goctymy: /be/balancelnContract

Bapiantu Biamosiai API:

— HTTP-cTaryc: 200

status: 'success',
currency: 'ETH,
balancelnEth: 6ananc kopuctyBaua B Edipax
I
— HTTP-cTatyc: 500.

3MH.

ApK. Ne dokym. Midruc

[lama

ApK.
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ITponosxenns tabmaui 1.1

Homep

Ha3zBa

Onuc

FRO09

IlonmoBHEHHS

CMAapT-KOHTPAKTY

KopuctyBau ™Mycutrh MaTd 3MOTYy [OMNOBHUTH
CMapT-KOHTPAKT cepBicy 3 cBoei Edipiym-aapecu
nepeaaBiiy TokeH; cymy B Edipax, Ha siKy BiH Xoue
MOMOBHUTUA CMapT-KOHTPAKT; NPUBATHUU KITHOY
azpecu, 3 AKOi MyCUTh BiJIOYTHUCS MEepeKa3 KOIITIB.
nsx goctymy: /be/replenishContract

Bapiantu Biamosiai API:

— HTTP-cTaryc: 200

status: 'mining..."
txHash: xem tpan3akirii
I
— HTTP-cTatyc: 500.

FRI10

IlepeBipka

MIKpOIUIATEXKY

KopuctyBau MycuTh MaTH 3MOTy TMEpEBIpUTH
OTpUMAaHy MIKPOTPAH3aKI[Il0 Ha KOPEKTHICTh
JAHUX, 1110 BIH MICTUTh MEPEIABIIIN:

— TOKEH;

— MiANKCaHy MIKpOTPaH3aKIIIIo;

— Edipiym agpecy, ska mignucysaia
MIKPOTPaH3aKIIiIo;

— aJpecy OTpUMYyBaua;

— cyMy nepekasy (y wei).
HInsx noctymy: /be/verify Transfer
BapianTu Bignosiai API:

— HTTP-cTaryc: 200

3MH.

ApK. Ne dokym. Midruc

[lama

ApK.
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ITponosxenns tabmaui 1.1

Homep

Ha3zBa

Onuc

{ status: 'success',
msg: "TpaH3akuis ynHHA'
I
— HTTP-cTaryc: 200

status: 'error’,
msg: 'TlapameTpu TpaH3akiii Ta mapameTpu, 1o
OyJiu nepeani pi3HATHCS'
K
— HTTP-cTaryc: 500.

FR11 ITignucanus

MIKPOIUIATEXKY

KopuctyBau MycuTh MaTH 3MOTY IiJIHACATH
MIKPOTPAH3aKI[il0 3 BKa3aHHUMHU [apaMeTpamu
NepeIaBIIN:

—  TOKEH;

— TIANKUCAaHYy MIKPOTPaH3aKIIiIo;

— Edipiym angpecy, sdAka mnianucyBaia
MIKPOTPaH3aKIIiIo;

— azapecy OTpHUMYyBaua;

— cymy nepekasy (B ETH).
HInsx noctymy: /be/signTransfer
Bapiantu Biamosiai API:

— HTTP-craryc: 200

status: 'success',

rawTX: mianucany MiKpOTpaH3aKIIiIo,

3MH.

ApK. Ne dokym.

Mionuc

[lama

ApK.

KTil.Il-6116.045490.02.81
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ITponosxenns tabmaui 1.1

Homep HazBa

Onuc

total Amount: cyma MikpoTpaH3akiiii

I
— HTTP-craryc: 200

status: 'error’,
message: 'HemocTaTHbO KOMITIB'
K
— HTTP-cTaryc: 500.

FRI12

[Ty6nmikaris

MIKpOIUIATEXKY

KopuctyBau MycuTh MaTH 3MOry OIyOJIIKyBaTu
MIANUCAaHy — MIKpoTpaH3akiiio 10  Edipiym
0JIOKUEHHY, MepeaaBlIu TOKeH Ta 1IeHTUudikaTop
MIKPOILIATEKY.
HInsx noctymy: /be/publishTransfer
Bapiantu Biamosiai API:

— HTTP-craryc: 200

status: 'mining..."
txHash: xem tpan3akirii
I
— HTTP-cTatyc: 500.

3MH.

ApK.

Ne dokym. Midruc

[lama

ApK.
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36




18°C0°06¥5¥0°9419-LII"ILIN

ITponosxenns tabmaui 1.1

Homep Ha3zga Onuc

FR13 Ilepernsn  ycix | KopucTyBay MycuTh MaTu 3MOT'y MEPErISIHYTH YCi
HEONyOJIIKOBAaHMX | HEOMYOIIKOBaH1 ~ MIKpOTpaH3akiii, o Oyau
MIKPOILIATEKIB 3M1MCHEH1 Y YaTi.

HInsx noctymy: /be/transfers
Bapiantu Biamosiai API:

— HTTP-craryc: 200

status: success,
txs: [{
txId: inenTHdIKATOP MIKPOTPAH3AKIII],
fullName: nmoBHe iM's KopucTyBaya,
direction: in/out - HampsIM MIKPOTPaH3aKIII1
(1o KopucTyBaua, Y BiJl HOTO),
amount: cyma Mikporpan3akiii (8 ETH),
createdAt: nmata Ta 4Yac CTBOpPEHHS
MIKPOTpaH3aKIIil

4]

—  HTTP-craryc: 500.

bazyiounch Ha ¢yHKIIOHANIBHUX BHMOrax Oyja moOyaoBaHa MaTpPHILS

TpacyBaHHS BUMOT, 3 IKOK0 MOKHA O3HanloMHUTHUCS Ha Pucynok 1.7.

3MH.

ApK.

Ne dokym.

Mionuc

[lama

ApK.
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e T T T e T

Peecrpanis

ABTopH3ais
PoGora 3 yaTom
PoGoTa 3 GroKueHHOM
IlinroroBka MiKpomjiaTexy

Pucynok 1.7 — Matpuns tpacyBaHHS BUMOT
1.4.2 Po3pobiieHHs HEPYHKI1OHATbHUX BUMOT

Jlo cepBicy BUCYBarOThCSl HACTYMHI HE()YHKIIOHATbHI BUMOTH:

— MOOUIbHUI T0JATOK MYCUTH MpaitoBaTu Ha iPad cboOMOro MokoJiHHS Ta
iPad Pro 9.7" Tperboro mokosiHHA OOWJIBa JUIIE y TOPU3OHTAIBHIA Ople€HTAIlll
€KpaHy, K10 Ha HuX BcTaHoBiieHa 1PadOS 13.2 yu Bue;

— CEpBIC MYCUTb MPALIOBATH JIUIIIE 32 YMOBU MIJIKIIOYEHHS JI0 IHTEPHETY;

— API Mycuth naBaTu BIANOBIAL HA 3alUTU MPOTATOM HE OLIBII, HDK 5
CEKYH/I 32 YMOBH HaBaHTakxeHHs /10 100 olHOYACHUX 3aMUTIB;

— 1Pad mycuts matu npunaiimMHi 0.5 riraGaiT BUIBHOI aM'sAT1 AJi1 pOOOTH

JOJIaTKYy.
1.5 TIloctranoBka 3agadyi
1.5.1 Tlpu3sHaueHHs po3poOKH

Po3poOka mpusHayeHa sl HaJaHHS KOHCYJIbTAUIMHHMX IMOCIYI OHJIAH 3a
JIOTIOMOT' 010 OJIOKYEHH-TEXHOJIOT1T Ta MIKPOTPaH3aKIIH.
MeToro po3poOKH € CIPOILIEHHS HaJJaHHsI KOHCYJbTAalliHUX MMOCIYT OHJIailH

Ta 30UIbIIIEHHS PIBHS TOBIPYU CTOPIH OJHA O OJHOI.

ApK.
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1.5.2 Ilimi Ta 3aBna”Hs po3poOKU

3aBIaHHSIM PO3POOKHU € CIPOILICHHS MPOIECY HaJaHHA KOHCYJbTAIIHHUX

MOCJIYT OHJIaliH, YHUKHEHHS HEOOXIIHOCTI JIOBIPATU CEPBICY UM KOHCYJIbTAHTaM.

JIsi TOCATHEHHSI TaKOro 3aBJIaHHS OYyJI0 BUKOPUCTAHO OJIOKYEHH-TEXHOJIOTIIO0 Ta

MikpoTpan3akiii. [{imssmMu po3pobku 0yio:

OJIOKYEIHY.

1.6

BucHoBk# no po3aiuty

po3pobutu iPadOS n101aTOK y BUTIISAI MECEHIKEPY;
po3pobutu API mis hyHKIIH MeceHIKepy;

po3pooutu API nis B3aemonii 3 OJOKYEHHOM;

pPO3pOOUTH CMapT-KOHTPAakKT Ta omyOnikyBatu ioro no Edipiym

VY ubomMy po3auni Oyna onucaHa Mosi poOoTa SIK y IIJIOMY, Tak 1 A€Tani30BaHO

PO caM MpOIeC OIJIaTA Ta HAJAHHS KOHCYJIbTALUIMHUX MOCIYr 3a JOMOMOTOIO

po3poOJsieHOr0 J0AaTKy. bynu mnpoaHani3oBaHl TEXHIYHI pIlIEHHS, IO YacTo

3aCTOCOBYIOThCA y 1iMl cepl oHnaliH, a TakoK OyB MPOBEACHUN aHaNI3 AEKUIbKOX

KOHKYPEHTIB, 1110 X0Y 1 CHJIBHO BIIPI3HSAIOTHCA BiJl JAHOI pO3POOKH, ajie € HallOUIbIII

OJIM3bKUMU Cepell CEPBICIB, IO BAAIOCs 3HAWTU. Takoxk OyJK NEeTaJbHO OMHCaH1

(yHKIIOHAIBHI BUMOTH JI0 CUCTEMHU, & TaKOXK HE(PYHKIIOHAIBHI.

3MH.

ApK.

Ne dokym.

Mionuc
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2 MOJAEJIIOBAHHSA TA KOHCTPYIOBAHHA ITPOI'PAMHOI'O
3ABE3IIEYEHHA

2.1 MopentoBaHHS Ta aHaNI3 MPOrPaMHOro 3a0e3MeUYEHHS

3a mepuioro 3amycKy JOJaTKy Iepe] KOPUCTYyBayeM 3'ABIIAE€THCS EKpaH
aBTOpU3allil Ta MOXJIUBICTh 3apeecTpyBatucs. [1in yac peectpaltii, micias BBEACHHS
JAHUX 3arajlbHUX JaHUX KOPUCTyBaya [l HbOTO CTBOPIOETHCS MPUBATHUN KITIOY
st Eipiym Onokdeiiny Ta nieit kitou onpasy 30epiraerbest y KeyChain na iPad. Ha
7024y J0 [IbOr0 KOPUCTYBauy MOKA3y€eEThCs MOro ajpeca HOBOCTBOPEHOIO FraMaHIs
ta QR-KOA 1719 MOXKIIMBOCTI TOMOBHEHHSI OallaHCy aJpecy BXkKE Ha eTarll peecTpallii.
S0 X y KOpUcTyBayda BxKe € OOJIKOBH 3aIuc, TO BIH aBTOPU3YETHCS Y CUCTEMI
BUKOPHUCTOBYIOUYH CBOI MOIITY Ta HapoJlb.

[Ticnsa peectpanii/aBropu3alniii KOpUCTyBau MOTpAIUII€ HA €KpaH 4YaTiB Ta
noBigoMiieHb. TyT BiH Mae 3Mory ab0 HanmMcaTH MOBIJOMJIEHHS y BX€E ICHYIOU1 YaTH,
a00 3HaTH KOPUCTyBaua, Ta CTBOPUTH 3 HUM 4art. JleTanbHille Npo TUIHU YaTiB, iX
O0COOJIMBOCTI Ta CIHOCI0O OIUIATH KOHCYJbTALIMHUX MOCIYyr AuB. po3air 1.2
3MICTOBHHI OMMKC 1 aHAJI3 MPEIMETHOT 00JIACTI.

3 exkpaHy 4YaTiB Ta MOBIJOMJICHb KOPUCTyBau Ma€ 3MOry MEpedTH a0
HaJalITyBaHb, /1€ BiIH MOXE 3MIHIOBATH CBOI peecTpalliiiHi 1aHi, MOBY iHTepdeiicy;
neperysiiaTd  CcBid OajaHC y CMapT-KOHTPAKTI CHCTEMH Ta HEHiATBEpKEHI
MIKpOTpaH3akilii 3 1HdopMaili€el0 Tpo HUX. BHUKOPUCTOBYIOUM  CHHUCOK
HEMIATBEP/IKEHUX MIKPOTpaH3aKIii KOPUCTyBay MOXKE OMyOJIiKyBaTH OyIb-sKYy 3
HUX 32 YMOBH, I1I0 BIH € OTPUMYBAa4eM MIKPOTpaH3aKlii, a He ii BiAMPaBHUKOM.
[licns migTBep/XKEeHHS OMyOJIKOBAHOI TpaH3aKIlli MallHepaMH, KOPUCTyBau
MOBIAOMJIIETHCA MPO 1€, Ta KOro OaJlaHC OHOBIIFOETHCSI.

Jiarpamy 613Hec nporecy MokHa modaunt Ha PucyHok 2.1.

ApK.
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2.2 ApxitekTypa nporpamMHoro 3abe3rneyeHHs

[Iporpamue 3a0e3neyeHHs CKIaAAETHCS 3 HACTYTHUX YaCTHUH:

—  KIIEHTChKAa YacTHHA y BUIVIAAI MOOLIBHOIO JOAATKY JJIs ONepariitHoi
cuctemu 1PadOS, o 3amyckaeTbes Ha Apple 1Pad pi3Hux Bepciii;

—  CEepBEepHa YacTHHA, 110, B CBOIO YEPTY, MICTUTH Y COOI:

a) APl mia pobGotn ycix (pyHKUIM, 10 MOB's3aHI 3 ONepauiiMu
MECEH/Kepy, sKi € B po3podii. Crolu BIIHOCUTHCS poOOTa 3 OOJIKOBHUMU
3amMcaMy KOpPHUCTYBadiB; 30€pEKEHHS Ha3B 4YaTiB, IO 1[I KOPUCTYBaul MalOTh;
30€epeKeHHsI ICTOPII0 MOBIJIOMJICHD 1IMX YaTiB;

06)  API nns B3aemonii 3 610KYEHHOM, 110 € OKpeMo BuAIIeHUM API,
3 kUM B3aemojie APl st Mecenmkepy 3aBIIKM BUKOPUCTAHHS 1HTEpQeENcy.
TyT 3HaX0aAThCS O€3MOCcCepPeTHRO METOU BUKIIMKY (PYHKIIIH cMapT-KOHTPAKTY
Ta feski QyHKIIT AJi OTPUMAaHHS 1HIINX JaHUX, HAIPUKJIIAJ OanaHCy aapecu
kopuctyBaua y EdipiyMm OnokueliHi (He y CMapT-KOHTPAKTi);

B)  0a3a manux PostgreSQL, mo Oyna BUKOpUCTaHa s 30epirans
JAaHUX KOPUCTYBauiB. Y Hill 30epiraloThcs yci nai, mo notpioHi aist API nis
MEeCEeH/Kepy (l1aHl KOpUCTyBaudiB Ta ix 4aTiB), a Takox Edipiym-anpecy
KOpUCTyBaua Ta CIHCOK HOro TpaH3akiiil. I[HIII X JaHI OTPUMYIOTHCS
0e3nocepeIHbO 3 OJOKYEHHY, IO 1 €, 10 CYTi, 023010 JaHUX.

Cxemy (aiiniB IpoeKTY MOKHA obaunTH Ha PucyHok 2.2.

ApK.
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v CRYPTO-CHAT
v be

Vv data

vV singletons
contract.js
index.js
web3.js

errors.js
index.js
smart-contract.js

v config
development.js
index.js
production.js
test.js

v controllers
auth.controller.js
bc.controller.js
chat.controller.js
index.js

v db
auth.db.js
bc.db.js
chat.db.js
index.js

pool.js

logs

services
auth.service.js
bc.service.js
chat.service.js
index.js

utils
bc.js
crypto.js
db.js
index.js

socket.js

.env.example
.eslintrc.yml
.gitignore

app.js

errors.js

logger.js
middleware.js
package-lock.json
package.json
README.md

routes.js

Pucynok 2.2 — Cxema (ailnniB mpoexTy

Kpim toro gnst orpumanss panux 3 Edipiym Onokueliny, uu

myOJTiKanii

TpaH3akuiil OyB BUKOpUCTaHUI mpoBaitnep Onokueiiny — Infura. Ileit ceppic mae

BHUCOKOMNPOYKTUBHI CEPBEPH 3 IIBUJKUM IMIAKIIOYEHHIM J10 Mepexi [ntepueT. Ha

[UX cepBepax 30epiraeTbcsi Ta MIATPUMYETHCA B aKTyaJlbHOMY CTaHI MOBHA HOJA

Edipiym O510kueiiHy, 1110 3HaYUTH 1110 TaM 30€pIra€ThCsi KOMisi HOBHICTIO BC1X OJIOKIB

0JIOKUEMHY MOYMHAIOUM BiJ] Halnepioro, 1o 0yno ctBopeno 30 numnns 2015 poky.

B cepennbomy KOXE€H HOBUM OJIOK 3'SBISIETbCS Y MEpEki (MalHUTHCS) KOxKHI 10

CEKYH/l, YMUM 1 MOSCHIOETHCS HEOOXIAHICTh MBUIKOTO IHTepHeT-3'eqHanHsa. Came

ToMy Oyn0 OoOpaHO BUKOPUCTOBYBATH MpOBaiiep OJIOKUEHHY, a HE PO3ropTaTu

BJIACHUM BY30Jl MEpPEXKI Ha CEepBepl, OCKUIBKM B TaKOMY pasl 10 CepBEpY olpazy

3MH.

ApK.

Ne dokym.

Mionuc |dama

ApK.
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BHUCYBA€ThCSI 0arato BUMOT 3 MPOAYKTUBHOCTI (SIK 3HAYHUX MOCTIMHUX PECYPCIB SIK
JIUCKY, TaK 1 OMEpaTUBHOT MaM'sITi).

ApXITEKTYpy IPO€EKTY MOKHA obaunTu Ha PucyHok 2.3.

PostgreSQL
LHPmMe D
> Knactep 1 <> H

mWebsoc kets
<>
HTTP

+
d¢tableau
Edipiym Bnok4yeitH

— B

nede
KnacTtep 2
Knactep N

REST API

>
»
>

BanaHcyBanbHuUK
HaBaHTaXKEHHA

Pucynok 2.3 — CxeMa apxiTeKTypH MPOEKTY

ApK.
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ba3y naHux, 1110 BUKOPUCTOBYETHCA B JAHOMY MPOEKTI — pelAliiiHy 0a3y
nanux PostgreSQL Oyno oOpaHa yepe3 BUCOKY CTyIiHb HaJIHHOCTI Ta MOCTIMHICTh
dbopmaty gaHux, 110 30epiratoTbes 10 Hei. BoHa Mae 3a10BUIbHY MIBUAKOIIIO, a 1€
0yJI0 HEOOX1/IHO, OCKUIBKHU MPU AKTUBHOMY BUKOPUCTAHHI KOPUCTYyBayaMU CEPBICY
y Hel 0yJie HaJIXOIUTH BEJIMKA KUIBKICTh JaHUX Y BUJISA1 TOBITOMJIEHD Y YaTax Bijl
KOpUCTyBauiB. TOMy BUMOTH JO IIBUJKOJII 0 Hel BUCYBaJIMCS OUIbII, HIXK JJIs
BUKOPHCTaHHS y cepBicax 0e3 (QyHKIIOHATY MECEHKEPY. Y MOJATbIIOMY TaKOXK,
y pa3l aKTUBHOIO BHUKOPHUCTaHHS CEpBICY KOpHCTyBayaMH, MaTHUME CEHC
BUKOPHUCTATU HEPEIALIHY 0a3y HaHUX IJi MIBUIKOrO 30€pexKEHHS Ta JOCTYIY /10
noBiloMJIEHb 4yaTy, a PostgreSQL 3anumutu 175 30epiranHst OUTbI Ba>KJIMBHUX Ta
IIHHKUX JAHUX, 1110 30epiratoTbes A ceppicy. CaMy x cxemy 0a3u JaHUX MOXHa

nobaunt Ha Pucynok 2.4.

ApK.
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baza nmanux wmicTuTh TaOnuWIll, IO BIAMNOBIIAIOTH 3a 30€piraHHs JaHHUX

KopuctyBaua (Tabis. User), Tabnuilp s qanux mecenpxepy (tadma. ChatUser, Chat,

ChatFile, ChatMessage) Ta Tabiuib JUIsl 1aHUX, 110 MMOB'sI3aH1 3 0J0K4YeHOM (TalJ1.

Wallet ta Transaction). KimtouoBoro Tabmuiiero € Tabauiisa User, 1110 MICTUTh OCHOBHI

JlaHl KOpucTyBada. Y KOpUCTyBaua € ramaHenp (Tabn. Wallet) Ta BiH Moxe OyTu

BIIMPAaBHUKOM 4YM OTpUMYyBadeM TpaH3akiii (tabn. Transaction). OckuUIbKU Y

KOXKHOI'O 4aTy MOe OyTH 0araTo KOpUCTYyBauiB, a KOXKEH KOPUCTYBad MOXe OyTH

YYaCHMKOM OaraThOX 4ariB, TO OyJio cTBOpeHO npoMikHYy Tabmuiio ChatUser, mio

JIOT1YHO 3B'A3Y€ YaTH 3 1X KOPUCTyBayaMHu.

Hapeny omnuc koHOi TabnuIil 6a3u JaHUX. Ix MokHA TTOOAUUTH y TaOIuIsX

Taomuusa 2.1 - Tabmurg 2.7.

Taomuuga 2.1 — Omuc Tadbaui User

KoJsionka Onuc Tun ranmnx Kuarou
Userld Inentudikarop int4 PK
Email Enextponna varchar(256)

aapeca
FirstName Im's varchar(256)
MiddleName Hpyre im's varchar(256)
LastName IIpi3Bue varchar(256)
BirthDate Jlata HapomkeHHs | date
Description Onuc text

KOPHUCTyBaua sl

HOr0 NOIIYKY
AvatarBase64 Kaprtunka text

npodiIto

KOpHUCTyBaua y

dbopmari base64
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ITponosxenns tabaui 2.1

KoJsionka Onuc Tun nanmnx Kuarou
PasswordHash Xelll mapoto varchar(256)
Version Bepcis nt2
mudpyBaHHS
NapoJIko
IsCompromised Binmitka um Oyno | bool
napoJjb
CKOMITPOMETOBAaHO
Tabmuns 2.2 — Onuc tadnumi Chat
Kosionka Onuc Tun nanmnx Kuarou
Chatld [nentudikatop int4 PK
ChatType Tun yaty mix ChatType
KOPUCTyBauyaMu
FromUser Inentudikarop int4 FK
TOr'0, XTO CTBOPHUB
qaT (ass
OTPUMAaHHS
MIKPOILIATEKIB)
ToUser Inentudikarop int4 FK
TOr0, XTO
OTpUMYBa4

MOBIJIOMJIEHb YaTy
(n71 CTBOPEHHS

MIKPOILIATEKIB)
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ITponoBxenns tadmuii 2.2

KoJsionka Onuc Tun nanmnx Kuarou
CreatedAt JlaTa cTBOpeHHs1 | timestamp(6)
qarTy
Tabmuug 2.3 — Onuc Tabauui ChatUser
Kosionka Onuc Tun nanmnx Kuarou
ChatUserld Inentudikarop int4 PK
Chatld Inentudikatop int4 FK
qarTy
Userld Inentudikarop int4 FK
KOpHUCTyBaua y
qaTi
Tabnuns 2.4 — Onuc tadnuui ChatMessage
KoJsionka Onuc Tun ranmnx Kuarou
ChatMessageld [nentudikatop int4 PK
Userld Inentudikarop int4 FK
KOpHUCTyBaua-
BIIlIPaBHUKA
MOBIJTOMJICHHS
Chatld InenTudikarop int4 FK
qaTy
MessageType Tun MessageType
MOBIJTOMJICHHS
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ITponoBxenns tabnui 2.4

KoJsionka Onuc Tun nanmnx Kuarou
MessageText Tekct text
MOBIJTOMJICHHS
IsRead BiamiTka uu € bool
MOBIJTOMJICHHS
MPOYUTAHUM
CreatedAt Yac cTBOpeHHs timestamp(6)
MOBIJTOMJICHHS
Ta6nuns 2.5 — Onuc tadnuui ChatFile
Kosionka Onuc Tun nanmnx Kuarou
ChatFileld [nentudikatop int4 PK
ChatMessageld Inentudikatop int4 FK
MTOBIJTOMJICHHS,
110 € ¢haityioMm
Filename Hasga daitny varchar(50)
Tabmuug 2.6 — Onuc Tabnauui Transaction
KoJsionka Onuc Tun nanmnx Kuarou
Transactionld Inentudikatop int4 PK
FromUserld Inentudikatop int4 FK
B1Jl SIKOTO
KOpHUCTyBaua
TpaH3aKIIs
ApK.
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ITponoBxeHHs Tabaui 2.6

KoJsionka Onuc Tun nanmnx Kuarou
ToUserld Inentudikarop int4 FK
710 SIKOT'O
KOpHUCTyBaua
TpaH3aKIIs
ForMessageld Inentudikatop int4 FK
JUTSL SIKOTO
MOBIJTOMJICHHS
TpaH3aKIIs
TransactionAmountWei | Cyma Tpan3akuii | text
y wel
TransactionStatus Craryc TransactionStatus
TpaH3aKIIii
RawTransaction IToBHi nani varchar(1024)
TpaH3aKIIii
TransactionHash Xem Tpanzakiii | char(66)
Tabnuis 2.7 — Onuc tabnuin Wallet
KoJsionka Onuc Tun nanmnx Kuarou
Walletld Inentudikarop int4 PK
Userld Inentudikarop int4 FK
KOpHUCTyBaua-
BJIACHUKA TaMaHIIs
Address Edipiym anpeca char(42)
KOpHUCTyBaua
ApK.
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Taxox 6yIM CTBOPEHI BIIACHI THIM JaHMX y 0a3i gaHuX. IX onuc HaBeneHO y

tabaum 2.8.

Tabnuis 2.8 — Onuc BIacHUX TUMIB y 0a31 JaHUX

Tun

MoxauBi 3HAYCHHA

IIpu3HavyeHHs

ChatType

'free', 'locked', 'unlocked',

'paying', 'group'

Po3pi3HeHHs pi3HUX
BHU/IIB YaTIB B 3aJI€KHOCTI
B1J1 HEOOX1THOCTI
TUTATHTH, TUITY OIJIATH Ta

KUTBKOCTI YYaCHUKIB

MessageType

'text message', 'file

message’'

Po3pi3HeHHs pi3HUX
BU/I1B OBIJOMJIEHD IS
TOr0, 00 JA13HATUCS YU
noTpiOHO OpaTu JaHi 3

tabaum ChatFile, un H1

TransactionStatus

'unpublished', 'outdated’,

'mining', 'mined'

Po3pizHeHHs pi3HUX
BU/IIB CTATyCIB
TpaH3aKIli IS
B1TOOpaKeHHS X
CTaTyCy BIAMOBITHUM

YNHOM

Cepgep, 110 mnpairroe 3 6a3o0r0 ganux Hanucanuii Ha NodelS. Ockinbku API

INIAHYETHCA JII  BHUKOPHUCTAHHA OaratbMa KJI€HTaMU OJHO4YaCHO, TO 6YB

BUKOpHUCTaHUU OanaHCyBajdbHUK HaBaHTaxkeHHs Node]S pomatky — PM2. Bin

no3Bojsie API mpanroBatu Ha 6aratbox sipax KOMI'IOTepa y 0araThbox mporecax,

TaKUM YUHOM 3HAYHO 30UTBIIYI0YM IIBUIKO/II0 Ta BIIMOBOCTIMKICTE CEpBEpa.
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Jlst 3B'3Ky KJIIEHTA 3 CEPBEPOM KIIIEHT BUKOPHUCTOBYE mepeBakHo HTTP-
3alUTH, a JJIsi OTPUMAaHHS HOBUX MOBIJOMJIEHb BHUKOPUCTOBYETHCS BEOCOKETHE
3'ennanHs (websockets). A came: 115 HaACWIaHHS OylIb-SIKUX 3alUTIB J0 cepBepa
BUKOpUCTOBYIOThCA POST Tta GET HTTP 3anutu. B ToMi yac, sk 711 MECEHKEPY
MPUUHATO BUKOPUCTOBYBATH BEOCOKETHE 3'€IHAHHS ISl YCIX BUJIIB 3aMUTIB sI HOTO
BUKOPHUCTOBYIO JIMIIE TaM, JI€ 1I€ € HEOOX1THUM, a CaMe JIUILIE 1JI1 OTPUMAaHHS HOBUX
noBioMJeHb. OCKUIbKU BeOCOKETHE 3'€ JHAHHS MOTPIOHO MIATPUMYBATH YBECH Uac
"BiAKpUTUM" Ta KUIbKICTh OJJHOYACHUX MIJKIIOUEHb 3a3BUYall CYTTEBO MEHIIIE, HIXK
KUIbKICTH 3aMUTIB J0 cepBepa. BTiM 30BciM 0€3 BeOCOKETHOTO 3'€/THAHHS MaliKe He
obiiituck. Cepen albTepHaTHB MOKHA 3a3HauuTu TexHousorii Long Pooling mms
OTpUMaHHs 1H(pOpMaIlli BiJ cepBepa y MOMEHT ii OTpUMaHHS CEPBEPOM, a HE Y
MOMEHT 3alHUTy KJIIEHTOM JaHUX, MPOTE LEeld METOJ Ma€ CBOi HEAOJIKH Ta
3YNUHITUCS JETAIbHO s HA HbOMY He Oyny. TakuM 4yMHOM 1Jis OTpUMaHHS HOBHUX
MOBIJIOMJIEHb KOPUCTYBa4eM y MOMEHT, KOJU HOMY iX HaAiClalid, a HE B MOMEHT
3aMMUTY KIIEHTOM CIUCKY NOBIAOMJIEHHS 0YJI0 BUKOPHUCTAaHE BEOCOKETHE 3'€ JTHAHHS.

VY 3BI3Ky 3 po3poOieHHAM trustless cepBicy y apXiTEKTypHOMY pIII€HH1
TaKOXX BapTO 3rajlaTh crnoci0 nepeaayl KpUMNTOBAIIOTH BiJl OJHOTO KOPUCTyBaua
cuctemu iHmomy. Toxl, sk y po3aim 1.2. 3MICTOBHUI ONMKC 1 aHali3 MPEeAMETHOT
obnacTi OyB onmucaHUil BeCh MPOLIEC HAJAaHHS KOHCYJIbTAlUlIWHUX MOCIYT, TO TYT
OyJi0 30CcepeKeHO yBary Ha croco0i mepeaadi Ta myOiikaiii MIKpOIJIaTeXiB, 3
AKAM MO)KHa O3HaoMuTHCS Ha PucyHOK 2.5. IcHye 4oTMpHM CTOPOHM: 3aMOBHHK
(Amnica), orpumyBau (bo0), mocepeHUK y BUTJISAII CEpBEPA Ta CMAPT-KOHTPAKT Y
OJioKueiH1. AJtica B3a€MOJII€ 31 CMapT-KOHTPAKTOM (2 OTXKe 1 3 OJI0KYEHHOM) Ul
JUIsl TIONOBHEHHS BJIAcHOro 0anaHcy (I[bOro KpoKy MO)KHa Oy/ie YHUKHYTH, SKIIO
e He ii mepiia KOHCYJNbTALlS Ta y HEl 3aJIMIIMIOCA JOCTaTHBO KOIITIB 3 MUHYJIO1
KOHCyJbTalli). boO, B cBOIO 4epry, B3aeMojii€ 3 OJIOKYEHHOM TEX JIMIIE OJUH Pa3
JUIsl myOJiKalli OCTaHHLOI MIKPOTpaH3akKilii 10 OJOKYEHHYy sl 3aKpiluieHHS 3a

co00I0 TIpaBa BOJIOJIHHS KOINTaMH, IO BIH OTpMMaB BiA AJICH I dYac
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KOHCyJIbTamli. Xo4a el KpOK Te€X MOKHAa YHUKHYTH, OCKUIBKM Yy pa3l HaJaHHSA

KOHCYJIbTalll AJICi Ha peryysipHiii OCHOBI BiH MOXK€ HE MyOJIIKyBaTU 10 MEpEexi

MIKPOTPAH3aKIIiIO 1I0pa3y MICis 3aBEpPIICHHS KOHCYJIbTAIIII.

Konu x Anica cTBOpro€e MIKpOTpaH3akilito Ta nepenae ii body, To BoHa 3a 11e

HISK HE IUIaTUTh, 00 B3a€MOiA 3 OJIOKYEHHOM HE BiJIOYBA€THCS, a OTXKE IJIATIK

MPOXOAUTh OE3KOIITOBHO Ta MHUTTEBO. Ilicns oTpumanns Mikpomiarexy boO

nepeBipse yci ii gaHi 1y pasi iX BaJliIHOCTI BiH IPOJIOBKYE KOHCYJIBTAII110 3 AJICOIO.

I Tak camo B110yBaroThes i HacTyIHI Tpan3akuii. Koxu x bo0 nmyOmikye BianoBiiHy

MIKpPOTpaH3aKI[i1o0 BiJ AJICH, TO BiH 3a II€ HE IJIATUTh, a IJIATUTH AJTica, OCKIJIBKU

caMe BOHa Minucaia If0 MiKpOTPaH3aKI[il0 CBOIM MPUBATHUM KIIFOYEM TUM CaMUM

JIal0uM 3TOJly Ha IepeKa3 BIAMOBIAHOI cyMu boOy.
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Pucynok 2.5 — Cxema cTpyKTypHa MOCI1IOBHOCTEH MIKPOILJIATEkKIB CUCTEMU

byno ctBopeHo aHamiTH4HI 3BITM y pAonxatky Tableau, mo BigoOpaxkae

OCHOBHY aHaNITHUKY cepBicy. [Ipukiaz 3BiTiB MokHa 1mobdauntu Ha PucyHnok 2.6.
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2.3  Amnaimi3 Oe3leKu JaHux

besnieky cepBicy MOkHa pO3AUIMTH Ha OaraTo CKIaJoBUX: O€3MeKa JaHUX Ha
KJIIEHTI, Ha cepBepl, Oe3leka nepeaadi JaHuX TOII0. 3YyMUHIOCS Ha KOXKHOMY ITYHKTI
JeTaJIbHIIIIE.

€IMHI TpUBaTHI JJaH1, 110 30€piraroThCsa Ha MPUCTPOI KOPUCTYBaua — 1€ Horo
npuBatHU Kitod. Bin 30epiraetbes B Apple KeyChain, 1110 BBaxkaeThCs 10CTaTHHO
O€3MeYHNM CXOBHIIEM MIPUBATHUX JIAHUX HA MPUCTPOSX 3 OMEPaliitHOIO CUCTEMOIO
B KoMmaHii Apple.

3 TOYKHM 30py JaHUX, 110 30epiratoThcsi Ha cepBepl — lie JaHl KOPUCTYBayiB,
110 30epiraroThes y 6a3i nanux. KpiMm 3BuuaitHuxX crnoco01B 3aXUCTy 0a3u JaHUX, K
TO CTBOPEHHS OKPEMOT0 KOPUCTyBaya 3 CHEIlaJbHUMH IpaBaMu JJisl JOCTYIY J0
0a3u naHux, OyJM BUKOPUCTAaHI MEBHI JTOAATKOBI cOcOOM 3axucTy. OCKIIbKU 3
JaHUX KOpPUCTyBaya, MaOyTh, HAMOUIBII BaKJIMBUM € MAPOJIb, TO HOr'0 3aXUCT 1 OyJa
nepuioueproBa 3agadya. Y 0a3i gaHuxX 30€pirae€TbCs Xe€ll Napoii0 y BUTIIAIL
Argon2(SHAS512(naponb) + "cinp"). ToOTO KOpUCTyBad MOXeE NpUIyMaTH Ta
BUKOPHUCTOBYBAaTH MapoJib JOBUIBHOI JOBXHHH, IO CKIIAA€ThCS 3 JIOBLIBHUX
CHUMBOJIIB — CEpBIC HE HAKJIaJla€ Ha HHOTO >KOAHUX oOMexeHb "3Bepxy". Illomo x
oOMexeHb "3HH3Y'", TO 3aCTOCOBYIOThCSA HACTYITHI OOMEKEHHS:

— JIOBXHMHA Napoi0 MyCUTh OYTH HE MEHLIE 8 CUMBOJIIB;

— Yy maposi MyCuTh OyTH MpUHANWMHI OJJMH CUMBOJI Y HUXKHBOMY PETICTPi;

— y maposi MyCuTh OyTH NpUHANWMHI OJJUH CUMBOJ Y BEpXHbOMY PETICTPI;

— Yy mapoJii MyCuTh OyTH NpUHANWMHI OJIMH CIIEeI[iaIbHUNA CUMBOJ PETICTPI;

— y napoii MycuTb OyTH NpUHaWMHI oJHa Hudpa.
Skio naposib NpoHIIOB yci 1l nepeBipku, To Horo xemn (sha512) BianpaBiseTbes
Ha cepBep. TyT I HBOro CTBOPIOETHCA "CUIB", sIKa NOJAETHCA 10 MApOJI0 Mepen
BHUKOHAHHSIM XC€IIyBaHHS 3a pgonomorow Argon2. IllompaBga wnei aiaroput

CTBOPEHHMI TaKMM YMHOM, IO BIH JJIsl XEIIyBaHHA MOTpeOye Oarato pecypcis
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KoMM'torepa (OmepaTUBHOI MaM'sTi Ta MICIS Ha JAUCKY), IPUUYOMY IIi MapaMeTpu
MOXHa BkazyBaTH. Lle 3po0iieHO 3 Ti€r0 METOI0, 1100 SIKIO 3TOBMUCHUK OTpUMAE
Komiro 0a3uW JaHuX, TO Ha miAOip maposs, IO BIJANOBIAaB OW Xemry, SKUN
30epiraeTbes y 0a3i JaHUX, 3TOBMUCHUKY JOBEJIOCH OM BUTpadaTu Jyxe Oarato
yacy. CkaxxiMo, SIKIIIO Ha XEIIyBaHHS 3a J0MOMOrow Argon2 KOMI'toTepy NOoTpiOHO
512 Mb nam'aTi Ha OHMCKYy Ta BOHO 3aiiMae 2 CEKyHAU Ha cepBepi, IO 1100
nepedpaTy Mapoyib MIHIMAIbHOI JOBXKUHU (TOOTO 8 CHUMBOIIB) 3JTOBMUCHHUKY
3HAJI00UTHCS:
avg_num_options = UNICODE;,, * pass_min_len [ 2 (2.1)
, 1e avg num_options — B CEpEIHLOMY KUIBKICTh BaplaHTIB MapoJis, 110 MOTPIOHO
Oynie nepeOpaTu 3JI0BMUCHUKY;
UNICODE;,, — KINTbKICTh BUJUMHUX CUMBOJIIB (TOOTO TAKUX, SIKI TECOPETUIHO MOXKE
BBecTH KopuctyBau) y Tabiuii UNICODE 21);
pass_min_len — MiHIMaJbHa JOBKHUHA MMAPOJIIO, IO I03BOJICHA B CUCTEMI.
3HaIOUM CEepelHI0 KUIBKICTh BapiaHTIB Mapojii Ta Yac, 10 MOTpiOeH Ha
MEePEBIPKY OJHOTO MapoJisi MOKEMO MOPaxXyBaTH 3arajbHUNM Yac Mig00py Mapoiaio
(Jidilie B OJHOMY TOTOII1 KOMIT'IOTEpa):
t_passiorq = avg_num_options * tone (2.2)
, 1€ t_PAaSSiotqr — 3aTATBHUN Yac B CEPEIHbOMY, 110 MOTPIOEH 115 MiI00pY OJAHOTO
1apoJjsi B OTHOMY HOTOLIL;
avg_num_options — 3 NONepeaHbOI POpMYIIH;
tone — CEPENHIN Yac XEIyBaHHS OJHOTO MapoJis, 1100 OTpUMaTu Xeml popmary, 1o
30epiraerbest y 0asi TaHUX.
TobTo nns po3poOieHOro cepBicy, MiACTaBUBUIM 4ucia y Qopmyiny 2.1
orpumyeMo 143696 * 8 / 2 = 574784. A nincraBuBiM 3HaUYeHHS 3 ¢popmynu 2.1y
bopmyiy 2.2 orpumaemo 574784 * 2 = 319 roaun Ha miadip Juile OJHOTO Mapos

B CEpEIHbOMY, III0 POOUTH MpolieC NePeOOPy HEBUTITHUM.
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lonpaBaa, Ha MPaKTHIL JJI 3JI0MY HApoJI0 BUKOPHCTOBYIOTHCS TakK 3BaH1
"palimykHi Tabmuii", 10 MICTATh CHUCOK HaWOUIbII YacTO BXXHUBAHUX
KOpPUCTyBauaMH MapoJIiB, ajie HABITh BUKOPUCTOBYIOUM TaKHWM CMOCIO I[iHA aTaku
Bce 1LIe Oyne nocuTh BUCOKOIO. [IpoTte, 3a HEOOXITHOCTI MOXHA JOJaTH LIE OJHY
MepeBIpKy Ha Mapodib, 10 IPUAYMY€E KOPUCTYBay, a came 00 Horo mapoib He OyB
y o1 1000 HaitOLIbII BKUBAHUX MapodiB. Lle M103BOAUTH 30UIBIINTH IIHY aTakH,
njonpasAa TOAI CEpPBIC MOXKE BTpadyaTH KOPUCTYBaudiB uepe3 3aHAATO KOPCTKI
BHMOT'H J10 IapOJIIO.

[Ile omHMM 3aXUCTOM MApOJII0 € KOJIOHKHM Bepcii mapoiio Ta 4yd OyB BiH
ckoMnpoMeToBanuii. Kononka Bepcii maposito morpiOHa JJist Toro, o0 sSKIo cxema
XeIllyBaHHs, 10 BUKOPUCTOBYEThCS Hapasl, a came Argon2(SHAS12(mapons) +
"C1ab") BUABUTBHCSA HEJOCTATHHOIO Y 3B'SI3KY 3 TUM, IO OyayTh po3po0JeHi OIbII
MOTYXHI KOMIT'FOTEPH, YU 3 OyJb-SIKUX 1HIIUX NMPUYUH, TO L0 CXEMY XEIIyBaHHS
MOKHa Oyyno O 3aMiHMTH Ha 1HOIy. PoOWTbcAd 1Lle HACTymHMM 4YHHOM. 3a
3aMOBYYBaHHSAM KOJOHKa Bepcii MICTUTh Bepcito 1. Akmio mMu 3amiHuIM Ccrocio
XEIyBaHHA, TO KOJIM KOPUCTYBay yBiiiie B CUCTEMY HACTYIIHOTO pa3y, TO MU IICISA
MEepPEBIPKHU HOro MapoJIto 3a CTapOr0 CXEMOI0 30epexkeMo y 0a3i TaHuX Horo napoib,
o OyJe XEIIOBaHWIl 32 HOBOIO CXEMOIO Ta 30UIBIIMMO 3HAYEHHS Y MOJi Bepcii
napoiito Ha 1. Takum 4MHOM HOro naposib Bxke OyJe 30epexeHuid O1bIn 0e3MeYHuM
YUHOM, 1 HAaCTyIHOrO pa3y, KOJIM KOPUCTYBad BXOJUTUME /IO CHCTEMH, TO JUJIS
NEPEBIPKU HOro Napoito Bxke 0y/1e BUKOPUCTOBYBAaTUCS HOBA CXEMa XELIyBaHHS.

[HIIOIO KOJNIOHKOIO y 0a3l gaHMX € OyiiBChbKa BIIAMITKAa 4d OyB Mapoiib
CKOMIIPOMETOBAaHHUN. KO MU 3HaeMo, MmO 0Oa3y AaHUX OyJ0 CKONIMOBaHO
3JIOBMUCHUKOM, TO MU CTaBUMO BIIMITKY Yy 3Ha4€HHs "iCTUHA" JJIA BCIX 3aMMCIB Y
tabnuui. Koau kopucTtyBay HamaraeTbcsl yBIUTH Yy CUCTEMY 3a CBOIM IApOJIEM, TO
CUCTEMa MOro MPOCUTH MIATBEPAUTH OCOOY 1HIIUM YUHOM (EJIEKTPOHHOIO MOIITOIO,

cepBIiCOM 3 MOJBIHOI aBTeHTUdIKaIii TomIo). [licns yCHimIHOro MiATBEPAXKEHHS
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0co0M KOpUCTYBa4 3MYLICHUW 3MIHUTH CBifl Mapojib Ha HOBUM, TaKUM YUHOM
pOOJISTYM KOMIO, IO € Y 3JI0BMUCHHKA HEAKTYaIbHOIO.

SAxmo Bce kK 3JOBMHUCHHMKY BJIAacTbCAd OTPUMATH JOCTYH 10 0a3W JaHUX Ta
nia10paTy maposii KOPUCTYBauiB, TO BIH yCE€ OAHO HE 3MOXKE OTPUMATHU JOCTYH J10
KOIITIB KOPUCTYBAiB, OCKIJIbKM MPUBATHUN KIIIOY KOPUCTyBaua 30€piraeThCs Ha
MOOUTBHOMY HPHUCTPOI B KOPUCTYyBaya, a TOMY HaBITh MAarO4H Hapoib KOIHOI'O
JOCTYIy J10 KOILTIB Y 3JIOBMHCHHKA HE Oy[e.

[I{omo 3axucTy 3'€IHAHHS MK KJIIEHTOM Ta CEPBEPOM, TO 32 3aIIyCKYy CEpPBICY
Ha OCHOBHOMY (HE TECTOBOMY) CepBepi MOTPIOHO 3MIHWUTH MPOTOKOJ Mepenadi
nanux 3 HTTP wa HTTP/2 3 TLS 1.3 ans mmdpysanus tpadiky. Tpadik cokeTiB
(websockets) mudpyerbes, OCKUIBKA BUKOPUCTOBYETHCS 3'€THAHHS WSS. Takox Jist
YCKJIaIHEHHSI HEaBTOPU30BaHOro noctymy 10 APl y HbOro € ko4 noctymy, aKau
OJIHAKOBUM /ISl BCIX KIIIE€HTIB. BIIBII TOTO JJIs1 KOKHOT'O KJIIEHTY MICHS aBTOpHU3allii
HaJIa€ThCS TOKEH /IS aBTOPHU3allii Ha CEpPBIC] HAa IEBHY KIIBKICTh JIHIB, IPUYOMY Il

TOKEH MOBHICTIO aBTEHTU(IKY€E KITIEHTA y CEPBICI.
2.4  BHCHOBKH IO pO3JLLY

VY upomy pozauii Oylia po3risiHyTa TEXHIYHA peani3allisi MPOEKTY, CIOCIO
poboTH cepBicy Ta Horo Oe3mneka. TakuM MICIS LBbOro pO3AUTy Y YMTaya MyCUTh
OyTH YiTKE PO3yMIHHS TOTO, IK camMe JI0JJaTOK CIIPOEKTOBAHUI Ta sIK1 TEXHOJIOT11 Bi1H
BUKOPHUCTOBYE, a TAKOXK MYCHTh OYTH 3p03yMiI0 4oMy Oyiu oOpaHi Ti, UM IHIII
texHojorii. Kpim Ttoro posmin 2.3 Amnami3z Oe3leKkd JaHMX IOSCHIOE TEXHIYHI
pIIIEHHS IS 3aXUCTY NPUBATHUX JIAHUX KOPUCTYBaya, a came MPUBATHOrO KIIt04Ya

Ta MapoJIr0, OCKUIBKH 1€ € HAMBAXKJIMBIIIII JIaH1, 3 IKMMU MPAIIOE CEPBIC.
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3 AHAJI3 AKOCTI TA TECTYBAHHSA TIPOI'PAMHOI'O
3ABE3IIEYEHHA

3.1 TecrtoBui wia"

3 METOI0 aHali3y SIKOCTI MPOEKTY OyB pO3p00ICHII TECTOBUI IIJ1aH, SIKU Ma€e
Ha METI OIUCATH SIK MyCUTh B110yBaTUCS MPOLIEC TECTYBaHHS CUCTEMU. TecToBuid

iaH 0yJo po3pobaeno 3rijgHo 3 crannaproM [EEE 829 22).
3.1.1 Beryn

Ilefi TecT miaH CTBOPEHO ISl TECTYBaHHS MECEH/KEpPYy Ha IiaTgdopmi
1PadOS, mo 6a3yetbest Ha Edipiym MikporiaTekax Ta Ma€ Ha MET1 HaCTYIIHE:

—  BU3HAYHUTH YTWIITU JJI1 TECTYBaHHS Ta YBECh MPOLIEC TECTyBaHHS;

—  BHM3HAUUTH K1 (QyHKUII OyAyTh TECTyBAaTHCS, BCTAHOBUTH YacOBl
OYIKYBaHHS Ta IOCTABUTH BUMOTH J0 TECTYBaJIbHOI'O CEPEIOBUIIIA;

—  BU3HAYHTH K TeCTU OYyAyTh BUKOHYBATHCS.
3.1.2 OO0'exTn TECTyBaHHS

Cuctemu, 10 Oy1yTh TECTyBaTHUCS BKIIOYaIOTh Y cebe 10S 1oaaTok, a Takox
API, mo Oyno nanucane Ha NodelJS. [logatok mae OyTH mpoTeCTOBaHUN Ha YCiX
ocHoBHUX Bepcisax 10S Bia 10 go 12 (manp. 10.x.x, 11.X.X 1 T. 1.) Ta OCHOBHII1 Bepcii
1PadOS 13. API mycute OyTH NpOTECTOBAHE JIMILIE Yy CEPEIOBUIL, Y SIKOMY BOHO

Oyze mpawLroBaTH MICIs 3aIyCKy IpoekTy, o € Ubuntu Server 18.04.3 LTS, 64 bit.
3.1.3 ®yukiii, 110 MycsaTh OyTH MPOTECTOBAH1

OyHK1ii, MO MycATh OyTH MPOTECTOBaH1 (3 TOYKU 30py KOPHUCTyBaua)
BKJIIOYAIOTh HACTYITHE:
— peecTpauis y J0J1aTKYy;

— aBTopu3allisl y 10JaTKY;

3MH.
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OTPUMAaHHS CIIUCKY YaTiB;

OTPUMAaHHS MOBIJOMJICHb YaTy;

HAJCUJIAHHS MOB1IOMJIEHHS y yaTi TUy "be3komToBHUI";
HAJICWJIAHHS MOB1IOMJIEHHS y yaTi Tuny " mmauy";
HAJICWJIAHHS MOBIIOMJIEHHS y yaTi TUIy "MeH1 miaTiaTh";
HAJCWJIAHHS MOB1IOMJIEHHS y yaTi Tuny "Po30i1okoBanuil";
YUTAHHS [OBOMJIEHB YaTy;

neperisi cBoro 6anancy Edipiym aapecu;

Meperisii CBOro 0ajnaHcy Ha CMapT-KOHTPAKTI CEPBICY;
MOTIOBHEHHS] CMApT-KOHTPAKTY;

nepeBipKa MIKpOILUIATExKY;

MIMUCAHHS MIKPOIIATEXY;

myOJIiKaliss MIKpOIIaTEXKY;

neperisii yciX HeomyOIIKOBaHUX MIKpPOIUIATEXKiB.

3.1.4 ®yHkuii, 110 HE MyCATh OYTH IPOTECTOBAHI

JuzaitH nomaTky He MycUTh OyTH mpoTecToBaHMM. Takox cepeaHs

MPOMYyCKHA CIIPOMOXHICTh Edipiym OnokyeliHy, a Takox cepe/iHIi yac MalHUHTY

OIyOJIIKOBAHOI TpaH3aklii HE MYCHUTb OYTH NIPOTECTOBAHE, OCKUIbKH OJOKYETH

OyJile BUKOPUCTaHUMN JHIIE IJIs MyOJIiKallii MIKpOILJIATeKIB 10 MEPEXi, a TOMY, Ha

BIJIMIHY B1Jl CTBOPEHHSI MIKpPOILIATEXI1B, IMyOJIIKaLisl HE MyCUTh OYTH IIBUAKOIO.

3.1.5 Tigxin

Tectn OynyTh TPOBOIUTHUCS JIA KOKHOIO MpeleneHTty (test case), mo Oyne

30€peKeHO [0 XMapHOro cepBicy sl TecTyBaHHS mia Ha3zBoro TestLodge.

TectyBanbHuK Oyne 3amyckatu Tectu B TestLodge Ta moMiuaTu KOKEH NpeLeIeHT

gk [Ipoinenuii/Hesnanuii/IIponymienunii. TecTyBadbHUK MYCUTh NOJATH JIEsIKi
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HOTaTKH IMI0JI0 OTPUMAHMX pe3yJbTaTIB Ta JOAATH OyIb-sIKI 1HIIl JETall, IO
MOXYTh OYTU KOPUCHUMU SKIIO 11€ MOKITUBO.

Komu tect mnomiuenuit sk "HeBnmanuii Oar-penopt" Oyae CTBOpeHUi
aBTOMAaTUYHO B TPEKepi MOMUIIOK, 1110 BOygoBanuii B TestLodge.

[Ticns 3aBepiieHHS HEOOX1HO MEPETISHYTH 3BITH 3 TecTyBaHHs B TestLodge

Ta BUIMIPABUTU TOMUJIKH, 1110 OYyJIM 3HAWEHI AKIIO 1€ HEOOX1THO.
3.1.6 Kpurepiit [Iporinenuii/ HeBnanuii

VYBech OCHOBHMI (YHKIIOHA CHUCTEMH MYCHTh MpalIOBAaTU 3TIHO 3
OYIKYBaHHSIMU Ta BHU3HAYEHHMH IMpeELEIeHTaMH. Y CHUCTEMI HE MYCUTb OyTH
BUSBIICHO >KOJHUX KPUTHUYHHUX JAEPEKTIB Ta KIHUEBUW KOPUCTYyBad MYCUTh MaTu
3MOr'y YCHIIIHO 3apeecTpyBaTUCS, aBTOPU3YyBAaTUCS Ta NEPENHUCYBATHCS 3 1HIIUMU
KOPUCTYyBauyaMH 3a JIONMOMOTO0 MOB1IOMJICHb Ta MyOJIIKyBaTU MIKPOTPAH3aKIIiil 10
OJIOKYEHHY 3a 3aIIUTOM.

[Tics 3aBeplueHHs MPOLECY TECTYBaHHSA Y CUCTEMI HE MYCHTb OyTH >KOAHHUX
HEPO3B'SI3aHUX KPUTUYHUX MPOOJEeM; He OLIblIe, HIK 5 HEPO3B's3aHUX IpoOiIeM
CEpPEAHBOr0 MPIOPUTETY; HE OUIbIIE, HIK 25 HEpO3B'A3aHUX MPOOJIEM HU3BKOTO
npioputety. Kpim Toro 85% Bix TecTiB (yHKIIOHATBHOCTI TOTATKy MYCSTh OyTH

MPOMICHUMU TaK caMo, SIK 1 yCi IHTeTpalliifHi Ta IOHIT TECTH.
3.1.7 Kpurtepii npu3ynuHKu

[Ipomec TecTyBaHHS MyCUTh OYTH MIPU3yTUHEHO HETAWHO SIKIIO CHCTEMAa Ma€
npoOJieMH 3 aBTOpPHU3AIli€l0 KOPUCTYBaya, a00 BIIMOBY y Oyab-skii 6a30Biii CRUD

oreparii.
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3.1.8 PesynbTaTy TECTYBaHHSA

[Ticas 3aBepUIEHHS TECTYBAaHHS YCl HOro pe3yjbpTaTd OyAyTh 30€pexeH] y

TestLodge, micins yoro noTpiOHO Oy/ie 3aMyCTUTH 1I€# 3BIT 3 METOIO MEPEBIPKH TOTO,

TECTOBI1

3.1.9 3apaui TectyBaHHS

10 BCC IIpanio€ HAJICKHUM YHMHOM.

HacTtynHi Kpoku MycsTh OyTH BUKOHAHI:

— migroroBnenuit [lnan TectyBaHHs;

— 3anucaHi (QyHKIIOHATbHI BAMOTH 10 CUCTEMU;

— TECTyBAJIbHC CCPCAOBHIIC T'OTOBC JId HPOBCACHHS TECTIB (a caM€ €

TOII0);

— ycCl TECTH IPOUJICHO;

— TIATOTOBJIEHO 3BIT 3 pe3yJibTaTaMU TECTYyBaHHS.

3.1.10

Bumorn no cepenosuiia

JlaHl, TECTOBI OOJIIKOB1 3alKUCH KOPHUCTYyBauiB, TecToBa Edipiym mepexa

JlonaTok Juisi TECTyBaHHS MYCHUTb MaTH JEKUIbKa OOJIKOBHX 3alHCIB

KOPUCTYBauiB 3 JICSIKUM OanaHcoM y KpunrtoBaiioTi (tectoBoro Edipiym). ¥V API

MyCHUTh OyTH aKTHBOBaHA 3MIHHA OTOYEHHs IiJ Ha3Boto "development".

HaJICKHOI SIKOCT1 CEPBICY Ta YCBIIOMJICHHSI pU3UKIB TECTYBaHHS € PO3POOHUK.

3.1.11

BignoBigaipHICTE

BianoBiganbHUM 3a JOTpUMAaHHS pO3KIAAy TECTYBaHHS, MiATPUMAHHS

3.1.12

Poskiang

TecTyBaHHsS MOYMHAETHCS 3a 4 THXKHI 10 AATH 3amycKy npoaykry. llepmmii

eTar TeCTyBaHHS MYCUTh OyTH 3aBEPIICHUN MPOTITOM 1 THKHS.
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3.1.13 Pu3uku ta HenepenOauyBaH1 CUTYyalil

VY pasi, K10 Nepuinii eTan TeCTyBaHHS HE 3aBEPIICHO MPOTAToM | THXKHS —
BUIPABJICHHSI MOMUJIOK Ta (IHAJBHUI €Tan TEeCTyBaHHS MOXe OyTH 3aTpUMaHo.
Skiio 1e BinOyaeThCs, TO TECTyBaHHS KOPUCTYBauaMu OyJie 3CYHYTO, a 1I€ BIUIUHE

Ha JIaTy 3alyCKy MPOAYKTY.
3.1.14 3aTBEpIKEHHS

[IpaBo BupilIyBaTH KOJM 3aBEPIIYBaTH MPOLIEC TECTYBaHHS YU MEPEXOAUTH

Ha HACTYIHHM €Tal 3aIHIIAETHCS 32 PO3POOHUKOM.
3.2 Jliarpama TecT IUIaHy

Jlst kpaioro po3yMiHHsI 0€3M0CepeIHbO TECTIB, 110 MOKHA MPOBECTH HaJT
cepBicOoM OyJI0 CTBOPEHO Jlarpamy, 110 300pa)xye TECT IJIaH 10 CEpBICY y BUTIISIL

JIepeBOBUIHOI CTpYKTYypH (Pucynok 3.1).
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Pucynok 3.1 — Cxema TecT miaHy 10 NPOEKTY
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3.3  PesynbTaTy TECTyBaHHSA

Byno po3pobiieno Tectu st TectyBanHs 3anuTiB AP (3anutu quB. y po3aii
1.4.1 Po3pob6nennst pyHkiioHanbHuX BUMor). Pesynbratom BukoHanHsi API tecti

€ yCIilHe nTpoxokeHHs 13 3 13 TecTiB ycHilHo.
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4 BIIPOBAIXEHHA TA CYIIPOBIJA TIPOI'PAMHOI'O
3ABE3IIEYEHHA

4.1 PosropraHHs MporpaMHOro 3a0e3neYeHHS

[Iporpamue 3a0e3mneueHHs CKIAAAEThCS 3 KIIEHTCHKOI Ta CEPBEPHOI YACTHUH.
Kpim Toro notpi6Ho omyOaiKyBaTH cMapT-KOHTPAKT 10 OCHOBHOI Mepexi Edipiym
(Ethereum Main Net), mo6 kopuCcTyBayl Majau 3MOry MPOBOAMTH olepaiii 3
kpuntoBaitoToro Edipiym, a He 3 ii TecToBUM aHaioroM. Tomy poO3ropTaHHs
JOJIaTKy CIIJI PO3TIISIATH, SIK PO3TOPTAHHS TPHOX BUIIE3a3HAYEHUX KOMIIOHEHTIB,

110 MOTPIOHO PO3ropTaTU y MOPSAIKY CIITYBAHHS HIDKYE.
4.1.1 IlyGnikamis cMapT-KOHTaKTy JO OCHOBHOI Mepexi Edipiym

Jlns myOuikaiiii cMapT-KOHTPAKTY TOTPiIOHO BUKOHATH HACTYIIHE:

— BCTaHOBWUTH Opay3ep mija kepyBaHHAM pyuris Chromium;

— BcraHoBuTH posmupeHHs MetaMask (https://metamask.io/) y uei
Opay3ep;

— TIOMOBHUTHU raMaHelh 3 OCHOBHOI Mepexi EdipiyMm, 1mo Oyno cTBOpeHo
MpU akTUBallii po3imupeHHs Ha npuHakimai 0,01 ETH;

— yBldATH  Ha  cailt  onnailH  Edipiym IDE -  Remix
(https://remix.ethereum.org/) Ta BCTaBUTH KOJ KOHTPAKTY B MOJIE JIJIs1 KOJY;

— Ha madem B Remix oOpaTtu Oomiil0 KOMMUIAIIL, MICIS 3aBEPUICHHS SKOI
HaTUCHYTH KHomnKy "OmyOmikyBatu" Ta oOpatu mposaiinep Edipiym Homm —
posmupenHs MetaMask, 1110 OyJsi0 BCTaHOBJIEHE Ha KPoIIi 2;

— Ticias MiATBEpJKEHHs TpaH3akiii y MetaMask Ta 3aBepiieHHs mpoiiecy
MalHUHTY 30€perTu aapecy HOBOCTBOPEHOI'O CMapT-KOHTPAKTY ISl MOAAJIBIIOTO

BHKOPHUCTaHH:I.
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4.1.2 Posroprannsa API

CepBepna yactuHa Hanucana Ha NodeJS Ta BUKOpUCTOBYE 3'€THaHHS 3 023010
JaHMX Ta TpoBaiiaep Onokdeitn Hoau — Infura. J{ns posroprands API motpiOHO
MaTH:

— KOMI'IOTEp, IO MIAKIIYEHO 10 Mepexi IHTepHeT 3 omepaliiiHoio
cucteMoro Linux, MacOS un Windows; po3MipoM >KOPCTKOTO JUCKY HE MEHIIIE, HIXK
16 I'b; ob'emom omepatuBHOI mam'aTi He wMeHme, HDK 4 I'b. IIBuUAKICTH
MIJKJIIOYEHHS 10 Mepexi [HTepHeT MmycuTh Oyt He meHuie, Hix 400 M6/cek nins
BiBaHTakeHHs (haitniB Ta 600 MO/cex niis 3aBaHTaKeHHS (aiiIiB;

— Ha KoMmI'roTepi MycuTh OyTu BcTaHoBieHa NodelS Bepcii 13.7.x abo
OBl Ta HOr0o MaKETHUM MEeHekep npm Bepcii 6.13.x abo OinbIie;

— Ha KOMIT'IOTepl MycuTh OyTH BcTaHoBieHa 0a3a nanux PostgreSQL Bepcii
10 aGo OuIbIIE;

— Ha caiti Infura(https://infura.io/) mycurb OyTH CTBOpPEHO OOJIIKOBHI
3amuCc Ta OTPUMAHO KIIOYl JUIs MIAKIIOYEHHS 0 OCHOBHOI Mepexi Edipiym
(Ethereum Main Net).

[licnsg 3am0BOJICEHHS BHINE3a3HAYEHUX BUMOI MOXKHA MOYMHATH MPOIEC
BcTaHOBJIeHHs API:

— BHUKOHATU KoMaHau 3 (aitny database.sql nns cTBopeHHS HEOOXITHUX
Tabauip y 0a3i 1aHux;

— cTBOpUTHU (paiii 3MIHHOI cepefoBula (.env) 3riHO 3 madioHOM (ailiry
.env.example Ta BHECTH B HHOT'O HACTYITHE:

a) "NODE ENV" BcraHoButHu y 3HaueHHs "production”;
0) 3amoBHUTHU BIAMOBIAHI 3MIHHI JJIs MAKIIOYEHHS 10 0a3U TaHUX;
B) BKazaTH aJpecy cMapT-KOHTPAKTy (aAuB. po3aua 4.1.1);

r') BKazaTu ajpecy ocHOBHOI Mmepexi Edipiym, mo HagaeTses Infura.
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— TMEpelTH B KOMAHJAHOMY PSIKY J0 AUPEKTOpii, e 3HaxoauThesa koa API
Ta BUKOHAaTH KOMaHy "npm install" 1151 BCTaHOBIIEHHS 3a1€KHOCTEH;

— 3alyCTUTH JOAATOK BUKOHABIIM KOMaHAy 'npm start".
4.1.3 PosropranHa MOOUIBHOrO 1oAaTKy Ha 1Pad

KnienTcpkoro dYacTuHO € MoOUThHUM nomaTok s Apple iPad min
kepyBanHsaM 1PadOS. Jlns BcTaHOBIEHHS LILOTO JOJATKy MOTpiOHO mMaTu Apple
KoMM'toTep 3 onepauiiiHoro cucremoro MacOS Ta BCTaHOBIEHOIO MPOrpPamolio
XCode na HboMy. Kpim TOro Ha KOMI'toTepi MyCHTb OYTH BCTAHOBJIEHUI MAKETHUI
Menemxkep pod. iPad, Ha skuil MycuTh OyTH BCTAHOBIEHUU MOOLIBHUM IOAATOK
MyCUTh OyTH MIJKIIOUYEHHNA 10 KomIm'torepa 3a aonomorow USB-kabemro. Ilicas
3a/I0BOJICHHS BUIII€3a3HAYEHUX BUMOT MPOIEC BCTAHOBIEHHS MOOUIBHOTO TIOJATKY
CKJIQJAEThCS 3 HACTYITHUX KPOKIB:

— BIAKpUTHU KoJl MOOLUIBHOrO noaatky B XCode;

— 3MmiHuTH 3a HeoOxigHocTi [P ampecy cepsepy Ta moptu mist HTTP Ta
BEOCOKETHOIO 3'€THAHb;

— 3amycTuTH nporpamy TepmiHan Ta TMEpeUTH B OUPEKTOPilO, €
3HaXOAUTHCS KOJA MOOUIBHOrO NOAATKy. Y TEpMiHalli BUKOHAaTU KomaHzay 'pod
install" s BcTaHOBIEHHS HEOOXIMHUX O1010TEK, 1110 BUKOPUCTOBYE MOOUIHLHUMN
J0J1aTOK;

— 3aMyCTUTU KOJ, MiclIg YOro MOOUIBHUN JIOJATOK MYCUTh OyTH

BCTaHOBJIeHUH Ha 1Pad.
4.2 PobGota 3 mporpaMHuUM 3a0€3MEUCHHSIM

Jus. ngokymentu "KepiBHunrso mporpamicta" Ta  "KepiBHUUTBO

KOpHucTyBaya'.
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BUCHOBKH

B xoa1 nanoi po6otu Oyio CipoeKTOBAHO AW3aiiH ycix ekpaHiB 10S nomaTtky
Ha 0a3i Ikoro 0yB po3po0JieHHIl BIacHe 10AaTOK. J{J11 HOro KOpekTHOI poOoTH OyI0
po3pobseno API, mo cknagaersest 3 ABoX yactuH: APl nns mecenmxkepy ta ais
B3a€MO3B'SI3KY 31 CMapT-KOHTpaKTOM Ta OjokueiiHoM. Kpim Toro Oyino cTBOpeHoO Ta
ormyOJiKOBaHO 1O OJIOKYEHY CMapT-KOHTPAKT, IO MICTUTH JIOTIKY JJisi poOOTH
cepBicy. Sk pe3ynbrar Oylo po3po0ieHO poOouuil cepBiC [JJs HAJaHHS Ta
OTPUMAHHSI KOHCYJbTALIIHUX TMOCIYyr 3a JOMNOMOIOK MIKPOTpaH3aklii 3
MOXJIMBICTIO YYACHUKAM HE JIOBIPSATH JO MOCTayalbHUKA MOCIYT 4u cepBicy. Jis
3py4HOro Oi3Hec-aHali3y METPUK PO3pOOKHU OyJIO CTBOPEHO aHANITHUYHI 3BITH 3a
nonomororo Tableau.

JlJ1s1 CTBOpEHHS TAaKOTO NIPOAYKTY OyJia mpujiieHa yBara MUTaHHAM O€3NeKH,
OCKUIBKH 1I€ € OJHIEO0 3 KJIIOYOBUX NIEpPEBAr JaHOTO JOJIaTKY, a TAKOXK € CTAaHIapTOM
Uil OyJb-sIKOi BHUCOKOSIKICHOI po3poOku. KpiM TOro 1jsi CTBOpPEHHSI SIKICHOTO
MpOAYKTY OyB ONMKMCAaHUW TECTOBUH IJIaH 10 MPOEKTY 3rimHo 3 ctangaptom [EEE
829. Takox Oynu HamucaHl IHCTPYKIIIT JJIsl BIPOBAKEHHS Ta CYIIPOBOJY IPOEKTY;
IHCTPYKIIIi KOPUCTYBaHHS CEPBICOM JJisI KOpUCTyBaua Ta mporpamicra. Yci

3aIyIaHOBaH1 1111 Oy AOCATHYTI.
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1 HAVMEHYBAHHS TA T'AJY3b 3ACTOCYBAHHSA

HasBa po3poOku: Mecenpxep AJisi HaJaHHSI KOHCYJIbTalllTHUX TOCIYT Ha
OCHOBI1 OJIOKYEHH-TEXHOJIOT'11 Ta MIKPOTPaH3aKIIi}.

I'any3p 3actocyBanHsi: Ycs cdepa KOHCYJbTAIIHHUX MOCIYT OHJIAH
(O13HEC-KOHCYNIbTYBaHHS, (PITHEC-KOHCYJIbTYBaHHS, BUKJIAJaHHA 1HO3EMHOI MOBU
OHJIAWH TOIIO).

HaBenene TexHiuHe 3aBIaHHS TMONIUPIOETHCS HAa PO3POOKY MPOrPaMHOIrO
3a0€3MeUeHHs] 11 HAJaHHS KOHCYJbTalllHHUX MOCIYT OHJIAH 3a JOMOMOTOIO
MikpoTpanzakiii y  kpunrtoBamiori  [KIILIIT-6116.045490.03.91], «kotpa
BUKOPHUCTOBYETHCS JIII HAAHHS KOHCYJbTALIMHUX MOCIYT OyAb-SIKOr'0 XapaKTepy
OHJIaH Ta MPU3HAYEHA JJIS CIPOLICHHS HAJaHHSA TaKWUX MOCIYTr Ta 30UIbIICHHS

PIBHSI IOBIpHU CTOPIH OJ{HA JIO OJIHOI.
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MOCJIYT HAa OCHOBI OJIOKYEHH-TEXHOJIOTIT Ta MIKpOTpaH3aKI[ii € 3aBJaHHS HA
JUTIJIOMHE TIPOEKTYBAHHS, 3aTBEp/IKEHE Kadeaporo aBTOMaTU30BaHUX CUCTEM

00poOkH 1HpopMallii Ta ynpasiaiHHsI HalloHaabHOr0 TEXHIYHOTO YHIBEPCUTETY

2 IIIIACTABA IJ15s1 PO3POBKHAU

[TincraBoto st po3pOOKH MECEH]IKEPY IJI HaJlaHHSI KOHCYJIbTalliHUX

VYkpainn «KuiBcbkuil momTexHiyHuM 1HCTUTYT iMeH1 [ropst CiIKOpchbKOroy.

3MH.
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3 ITIPU3HAYEHHSA PO3POBKH

Po3poOka mpusHayeHa sl HaJaHHS KOHCYJIbTaUIMHMX IOCIYI OHJIAH 3a
JIOTIOMOT' 010 OJIOKYEHH-TEXHOJIOT1T Ta MIKPOTPaH3aKIIH.
MeToro po3poOKH € CHPOILIEHHS HaJJaHHsI KOHCYJIbTAalliHUX MOCIYT OHJIailH

Ta 30UIBIIIEHHS PIBHS JTOBIPYU CTOPIH OJHA IO OJIHOI.
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4 BHUMOI'HA 10 ITPOI'PAMHOI'O 3ABE3ITEYEHHA

4.1 BuMoru 10 (pyHKIIOHATBHUX XapaKTEPUCTUK

4.1.1 Ilporpamue 3a0e3nedyeHHsI MMOBUHHO 3a0e€3MeuyBaTH BUKOHAHHS

HACTYMHUX OCHOBHUX (DYHKIII:

4.1.1.1 Ina kopucTyBaya:

—  peecTpailis;

— aBTOpU3alIlis;

— OTpPUMAaHHS CIHCKY YaTiB;

— OTpUMAaHHS MOBIJOMIJICHb YaTY;

— BiAIpaBKa MOBIJOMJICHHS;

— YUTaHHS MOBIJOMIJICHb YaTY;

— meperisia cBoro 6anancy Edipiym agpecu;
— TEeperJisii CBOro 6anaHcy Ha CMapT-KOHTPAKTI CEPBICY;
— TIONOBHEHHSI CMapT-KOHTPAKTY;

— IepeBIpKa MIKPOILIATEKY;

— TIINKACAHHS MIKPOILIATEXKY;

— myOJiKalis MIKpOIUIaTexXY;

— Teperisi ycix HeomyOJIIKOBaHUX MIKPOIUIATEXIB.

4.1.1.2 Jlna anMi"icTpaTOopa CUCTEMHU:

— wmoxJmBicTh Haacuiaatd HTTP-3ammtu 1o API;

— TeperisiiaTH aHAJIITUYHI 3BITH PO CEPBIC 3a gornomorow Tableau.
4.1.2 Po3pobky BukonaTtu Ha matdopmi iPadOS/Linux
4.1.3 JlonaTKOB1 BUMOTH:

— Bigobpaxkxatu QR-KOJ HOBOCTBOPEHOI ajpecw I dYac peecTparlii

KOPHUCTYyBaua;

ApK.

3mH. | Apk. Ne dokym. Midrnuc \dama
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— OHOBJIEHHS CIIKMCKY YaTiB Ta HEOMMyOJIIKOBAaHUX MIKPOTPAH3AKIIII MyCUTh
B110yBaTUCS 32 IONOMOTOI0 JKECTY MPOBEJICHHS MaJbleM 3BEPXY BHU3.

4.2 BuMoru 10 HaJIiHOCTI

4.2.1 Ilepen6aunTl KOHTPOJIb BBEJCHHS 1H(MOpMAIIIi.

[Tpu peecTpailii KOpUCTyBad HE MOKE BBECTHU MAPOIIb, 10 HE 3aJJOBOJIbHSIE
BUMOTaM 3 O€3MEeKHU MapoIiio, a CaMe: Mapojb MEHIIIE BOCbMU CUMBOJIIB, 0€3
OJIHOI JIITEPU Y BEPXHHOMY PETICTpi, 0€3 )KOAHOT JITepHU Y HUKHBOMY PETICTPI,
0e3 xoaHo1 udpu, 0€3 KOTHOTO CTHEIIATFHOI0 CUMBOJIA.

4.2.2 Tlepen6aunTH 3aXUCT BiJl HEKOPEKTHUX 1 KOPUCTyBaya.

4.2.3 3abe3neunTy HUTICHICTD 1HPOpMAIIii B 0a3i JaHUX.

Jlns 3a0e3neueHHs minicHocTi iH(opMalii 6a3a TaHUX MyCUTh OyTH

MIPUBEJICHA 10 TPETHOT HOpMaIbHOI (HOPMHU.

4.2.4 3abe3neunTd NOCTIMHUN AocTynm 10 Mepexi [HTepHeT mig uyac

KOpUCTYBAaHHS ITPOrpaMHHUM 3a0€31eUeHHM.

4.3 YMo0BH ekcIutyaTarii

4.3.1 YMoBu ekcrunyartariii 3rigno Canllin 2.2.2.542 — 96.

He BucyBarotbcs.

4.3.2 O06ciyroByBaHHs

4.3.3 OOcnyroByounii mepcoHan

He Bumaraersc4.

4.4 BuMoru 10 CKJIajly 1 mapaMeTpiB TEXHIYHUX 3aC001B

4.4.1 Ilporpamue 3a0e3ne4eHHs] TOBUHHO (PYHKI[IOHYBaTH Ha IBM-
CYMICHHUX MEPCOHAIIBHUX KOMII ‘FOTEepaXx.

4.4.2 MinimanbHa KOH(Irypalisi TeXHIYHUX 3aC001B:

4.4.2.1 TUI TPOLECOPY weveveeeeeannnnnnnne Apple A10 Fusion abo moTy>XHIIINH.

4.4.2.2 00°eM O3IL.....oooiiiiiiiiiiiiiiiieeeeeeee e 3 I'b abo Gunbiie.
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4.5 Bumoru 10 iHpopMaIlifHOi Ta IPOrpaMHOi CyMICHOCTI

4.5.1 [IporpamHue 3a0e3ne4eHHs MIOBUHHO MPAIIOBATH M1/l YIIPaBIIHHAM
ornepailiiinux cucrem cimerictsa iPadOS.

4.5.2 BxiJiHi 1aH1 TOBUHHI OyTH NPEACTaBIEHI B HACTYITHOMY (hOpMarTi:
HTTP-3anut no cepsepa.

4.5.3 Pe3ynbTaTy NOBUHHI OyTH NPEACTaBIEHI B HACTYIHOMY (hopmari:
HTTP-BianoBiap 3 ceprepa.

4.5.4 Tlporpamue 3a6e3nedenns (API) moBunHo o6pobastu HTTP-3anutw,
110 Oyiu HaJICIaaH1 JUIIE 3 pO3poO0JIEHOro MOOLTBHOIO 10JATKY, 110
BCTAHOBJICHUH HA MPUCTPOI.

Kiientcbka yactuna Oyna po3po0OieHa Ha MOBI IporpamyBaHHs Swift, a
cepBepHa — Ha NodeJS, 110 npaiitoe Ha cepBepi i KEpyBaHHAM ONepalifiHol
cuctemu Linux/MacOS/Windows.

4.6 Bumoru 10 MapKyBaHHs Ta IAKyBaHHS

Bumoru 10 MapkyBaHHs Ta MaKyBaHHS HE MPe‘ IBISIOThCS.

4.7 BuMoru 10 TpaHCIIOPTYBaHHA Ta 30epiraHHs

Bumoru 10 TpaHcniopTyBaHHs Ta 30€piraHHsi He NP ABIISIIOTHCS.

4.8 CrieniaJibHi BUMOTH

PosropHyTH cepBepHy YacTHHY Ha MiAXOSAIIOMY CEPBEPI1, a KIEHTCHKY —

"310patu" Ta 3aBaHTAKUTH HA BIAMOBIIHUM IPUCTpiit 3a qonomororo IDE

Xcode.

KT1l.Il-6116.045490.03.91

3MH.

ApK. Ne dokym. Midrnuc \dama

ApK.




46 €0°067570°94L9-LII'ILIN

5 BHMOI'Y 10 NPOI'PAMHOI JOKYMEHTAIIII

5.1 [Ilporpamui MoAayni, KOTpi pO3POOISIOTHCA, TMOBUHHI  OyTH
3aJIOKYMEHTOBaHI, TOOTO TEKCTM MpPOrpaM TMOBUHHI MICTUTH BCl HEOOXIAHI
KOMEHTapI.

5.2 IlporpamHe 3a0e3ne4eHHs] TOBUHHO MAaTH JIOBITHUKOBY CUCTEMY

5.3 V cknan cynpoBOAKYBaJIbHOI JOKYMEHTAIll TOBUHHI BXOJUTH HACTYIIH1
JOKYMEHTH:

5.3.1 TloscHioBasnibHA 3aMKMCKa HE MEHIIE HIXK Ha 60 apkymiax popmary A4
(6e3 momatkiB 5.3.2 - 5.3.6).

5.3.2 TexHiuHe 3aBIaHHS.

5.3.3 IIporpama Ta METOAMKA TECTYBaHHS.

5.3.4 KepiBHUIITBO MIpOrpaMicTa.

5.3.5 KepiBHUIITBO KOpUCTYyBaua.

5.3.6 Onuc mporpamu.

5.4 I'pa¢iuHa yacTHHA MOBUHHA OyTH BUKOHAHA Ha JIUCTKaxX (popmaty A3,
KOTp1 BKJIFOUAIOTHCS Y KOCTI JOAATKIB 10 MOSCHIOBAIBHOI 3aIIUCKH:

5.4.1 Cxema CTpyKTypHa BapiaHTIB BUKOPUCTAHb.

5.4.2 Cxema CTpyKTypHa IISUIBHOCTI.

5.4.3 Cxema 6a3u JaHuXx.

5.4.4 Cxema cTpyKTypHa O13HEC MPOIIECY.

5.4.5 Cxema CTpyKTypHa MOCIIIOBHOCTEH.

5.4.6 KpecneHHs BUTIISITY €KpaHHUX (OPM.

5.4.7 KpecneHHs BUTIISITY 3BITHUX (DOpM.

ApK.
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6 CTAJIII I ETAIIA PO3POBKH

Ne Hasga eramy Crpok

3BITHICTH

1 BuBuenns nitepatypu 3a 17.03.2020

TCMATHUKOIO IIPOEKTY

2 Po3poOka TeXHIYHOTO 27.03.2020 TexHiuHe 3aBAaHHS
3aBIaHHs
3 AHaJli3 BUMOI Ta YTOYHEHHS 03.04.2020 Cnenudikarii
crienuikarii MpOrpaMHOro
3a0€3IeUeHHs
4 IIpoexTyBanHs CTPYKTYpH 17.04.2020 Cxema
MPOrPaMHOrO 3a0€e3IeueHHs, CTPYKTypHA
MPOEKTYBAHHSI KOMIIOHEHTIB MPOTrPaMHOrO
3a0e3MeueHHsT  Ta
crieruikaris
KOMITOHCHTIB

(miarpama  Kiacis,

CXeMa  aIrOpUTMY

...)
5 [Iporpamua peaizaris 08.05.2020 Tekctu
IPOrpaMHOro 3a0e3neueHHs MIPOrPaMHOTO
3a0€3IeUeHHs

3mH. | Apk. Ne dokym. Midrnuc \dama
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6 TectyBaHHA MpOrpaMHOro 15.05.2020 Tectn,

3a0e3ne4eHHS pe3yNbTaTH
TECTYBaHHS

7 Po3pobka MarepiaiB 20.05.2020 I'padiunuit
rpad1yHOl YaCTUHU MPOEKTY Marepiall MPOEKTY

8 Po3poOka MaTtepiaiiB 27.05.2020 [TosicHOBaNIbHA
TEKCTOBOI YACTUHU MPOEKTY 3amnMcKa

9 OdopmieHHs TEXHIYHOI 28.05.2020 TexHiuHa
JOKyMEHTAIlll IPOEKTY JIOKyMEHTAII1s

3MH.
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Ne dokym. Mionuc \dama
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7 MOPSI0K KOHTPOJIIO TA IPUMMAHHA

7.1 Bunu BunpoOyBaHb
TecTyBaHHs po3p00JIE€HOro NPOrpaMHOro MPOIYKTY BUKOHYETHCS

B1IMOB1AHO 110 “IIporpamMu Ta METOIMKU TECTYBaHHS .
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1 OB’EKT BUITPOBYBAHDb

MoOuIbHUN OAATOK Y BUIIISIAL MECEHKEPY JIs1 HAJJaHHS KOHCYJIbTALIITHUX
nocayr onnad mia minatdopmy iPadOS, API nammcane nHa NodelS Ta cmapt-

KOHTpakT miig Edipiym Onokueitny po3pobienuit Ha Solidity.
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2 META TECTYBAHHS

Sk pe3ynbTaT TECTYBaHHS MYCHUTh OYTU MEPEBIPEHO HACTYIHE:
— BianoBigHicTh pobotn 1PadOS nomarky ta APl (yHKUIIOHaIBEHUM
BUMOTaM;
— HAasIBHICTh JIOCTaTHBHOTO, 3T1JTHO 3 BUMOTraMU, PIBHs O€3MEKU JaHUX, KyIu
BIJIHOCUTHCS, aJI€ IIUM HE OOMEKYETHCS:
a) 30epiraHHs MapojiB Ta MPUBATHUX JAHUX KOPUCTYBaUiB;
0) 30epiraHHs IPUBATHUX KIIIOYIB KOPUCTYBAYiB;
B) aBTopu3oBaHuii noctyn a0 API;
I') KOPEKTHICTh Ta aTOMApPHICTh POOOTH (PYHKIIIH CMapT-KOHTPAKTY;
1) 3axXUIICHICTh 0a3U TaHUX;
—  BIANOBIJHICTh CUCTEMHU TE€XHIYHOMY 3aBAAHHIO.

TecTtyBaHHsST TporpaMHOro 3a0€3MEUeHHs] MYCUTb BIJIOYBaTHUCS 3T1IHO 3

IInanom TecTyBaHHS.

ApK.
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3 METOIU TECTYBAHHA

TecTyBaHHs pO3pOOJEHOrO MPOIYKTY BUKOHYETBHCS 3TITHO 3 METOAMKOIO
White box testing, 1m0 103BoJisie Kpallle CTBOPIOBATU TECTH, OCKUIBKU BIIOMO JI€
MPOrpaMHUM IPOIYKT BIPOT1THO MOKE TOPOIKYBATH TOMUIIKH.

[lepwr 3a Bce mporpaMHuil NpOAYKT MycuTh npoilth Smoke testing, miciis
YOro MOXKYTb BUKOHYBATHUCS (PYHKIIOHAJIbHI TeCTH. J{Ji1 3MEHIIEHHS KUIbKOCTI
MOMMJIOK Ha €Tarl po3pOoOKH JOLIBHO BUKOPHCTOBYBATH FOHIT T€CTH. TecTyBaHHS
iHTepdeiicy He BiIOyBaeThCs 4Yepe3 CKIAHICTh HAMKMCAaHHS BUMOI JO TaKOro
TECTyBaHHS Ta BIJICYTHICTh IPUHIIUIIOBUX BIIMIHHOCTEH B iIHTep(eiici 1oaaTKy Bijll
iHTepdeiicy 3BUYaiiHUX MeceHKepiB. JleTanbHille Tpo METOIU TECTYBaHHS JUB.
po3ain 3  AHami3 SKOCTI Ta TECTYBaHHS MPOrpaMHOro 3a0e3nedeHHs

IlosscHIOBaAJILHOI 3AITHUCKHU.
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Postman uepe3 ii BIAHOCHY MPOCTOTY iHTEpdeicy Ta 3pyUHiCThb. PemTy TeCTiB clijll
BUKOHYBaTH 3a fonoMoror yruiitu Katalon Studio. JleranpHime npo 3acodu Ta

MOPSIAOK TECTYBAaHHS NHB. po3lul 3 AHami3 SIKOCTI Ta TECTYBaHHS MPOrpamMHOro

4 3ACOBM TA NOPAJOK TECTYBAHHA

TectyBanHst BUKIUKIB APl MoIUIBHO MPOBOAUTH 3a JOMOMOTOK YTHIITH

3a0e3rneucHus [10SICHIOBAJIBHOI 3AITUCKH.

3MH.
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Onuc mapaMmeTpiB 3amUTIB Ta BIAMOBIAI cepBepa auB. y po3auil Error!

Reference source not found. Error! Reference source not found..
— Mertoau API g 0011KOBUX 3alIUCIB:

a) peecTpartis
Endpoint: /auth/register:
Meron: POST
3anut: { email, [firstName], [middleName], [lastName],
[birthDate], pass, [description], [keywords] };
0) aBTOpHU3aLIIs
Endpoint: /auth/login
Meron: POST

3anurt: { email, pass }.
— Meroau API nns mecenxkepy:

a) OTpUMaHHSI CIIUCKY YaTiB
Endpoint: /chat/chatList
Meron: GET
3anuT: { token };

0) OTpUMaHHsI TOBIJIOMJIEHb YaTy
Endpoint: /chat/messages
Meron: GET
3anut: { chatld, token };

B) BiJIMpaBKa MOB1TOMJICHHS
Endpoint: /chat/message
Meron: POST
3anuT: { token, chatld, message };

') YUTAHHS MTOBIIOMJICHb YaTy

ApK.

KT1l.IT1-6116.045490.05.33 2
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Endpoint: /chat/readMessages
Metoa: POST
3anuT: { token, chatld }.

— Metoau API nns Gnokueitny:

a) nepernsig 6anancy Edipiym agpecu
Endpoint: /be/balancelnAddress
Meron: GET
3anuT: { token };
0) nmeperysi 6anaHCy HAa CMapT-KOHTPAKTI CEPBICY
Endpoint: /be/balanceInContract
Meron: GET
3anuT: { token };
B) TMIOMTOBHEHHST CMaPT-KOHTPAKTY
Endpoint: /bc/replenishContract
Meron: POST
3anuT: { token, amountEth, prKey };
I') IepeBipKa MIKPOILIATEKY
Endpoint: /be/verifyTransfer
Meron: GET
3anurt: { token, rawTx, from, to, amount };
1) TIAMUCAHHS MIKPOILIATEXKY
Endpoint: /bc/signTransfer
Meron: POST
3anuT: { token, from, to, amount, prKey };
e) myOiKalisi MiKpOIIaTexy
Endpoint: /bc/publishTransfer
Meron: POST

KT1l.IT1-6116.045490.05.33
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3amnur: { token, txId };

K)  TEeperiisil ycix HeomyOJIIKOBaHUX MIKPOIUIATEXIB
Endpoint: /bc/transfers
Meron: GET

3anuT: { token }.

KT1l.IT1-6116.045490.05.33
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IIpu mnepmioMy BXOJ1I B JOJATOK KOPUCTYBauy MOTPIOHO CTBOPUTH
OOJIKOBUM 3amuc JUisi KopuctyBaHHs cepBicoM. [Ipu peectparii Big abo BoHa
BBOJIATh CBOI peecTpaliiiHi JaHi, 3 SKUX € OOOB'SI3KOBUMM JIMIIE ajpeca
€JIEKTPOHHOT MOIITH Ta apoJib. [licisa peectpanii 11 KopucTyBaya CTBOPIOETHCS
obnikoBuit 3anuc ta Edipiym aapeca, siky MOXHA MOMNOBHUTU 3a JOMOMOTOIO
J0J1aTKy OyJb-sIKOTO CTOPOHHBOTO po3poOHuka Edipiym ramaniis.

VYBIAIOBIIM 0 00J1KOBOI'O 3alUCY KOPUCTYBAy MOTPAILII€E HA OCHOBHUI
€KpaH J0JIaTKy — €KpaH 3 CIIMCKOM YaTiB, SIKMX y HbOI'O MOKHU 110 HeMmae. [l
MOIIYKY KOHCYJIbTaHTa KOPUCTYBau BBOAUTH JIaHl ISl MOLIYKY, SIKHMH MOXYTb
OyTu: iM'st KOpUCTyBaua, HOro Apyre iM'sl, MPi3BUILEC YU KIFOUOBI CJIOBA, K1 OyJIH
BKa3aHl KOHCYJbTaHTOM. [liciisl yCHimHOro 3HaX0A>KeHHsI KOHCYJIbTaHTa MOXKHA
po3IoYaTu 3 HUM 4aT (AeTanbHIIIE MPO TUMH YaTiB AUB. po3aia 1.2 3micTOBHMI
omnwuc 1 aHamui3 npeaMmeTHoi odnacti [losgcHIOBanbHOT 3anUCKN). 3a3BUYall 1e oyae
O€3KOIITOBHUII YaT, A€ 3 KOHCYJIbTAHTOM MOXHa OyJle JOMOBUTHUCA PO Yac Ta
JeTall KOHCYJIbTaLli.

KoHcynpramii npoBoasThCsS B IUIATHUX 4YaTaX, A€ 3aMOBHUK IUIATUTh
KOHCYJIBTAHTY 32 KOXKEH CUMBOJI y MIOB1IOMJIEHHSAX KOHCYJIbTaHTa 0a3yr04YiCh Ha
I[IHI CUMBOJa KOHCyJbTaHTa. DOpMyJd PO3PAXyHKY BapTOCTI IMOB1IOMJICHHS
HaBeaeHl y po3auri 1.2 3micTOBHUM omuc 1 aHaimi3 OpeaMEeTHOI 00JacTi
[TosicHIOBaNIbHOI 3anmucKku. ['pomil 3 3aMOBHHKA CIHCYIOThCSI aBTOMAaTHU4YHO 3a
(haKTOM YUTAHHS TOBITOMJICHb.

VY Oynp-SKHi MOMEHT KOHCYJBTAaHT MOJKE Y HaJallTyBaHHAX JOJATKY
OIyOJIIKyBaTH OCTAHHIO MIKPOTPaH3aKII0 Oyab-IKOro 4aty, € oMy IUIaTATb.
[Ticas MallHMHTY Takoi TpaH3aklli cyMa Ha paxyHKY KOHCYJbTaHTa y CMapT-
KOHTPAKTI OHOBUThCA. KpiM TOro y HajnamrTyBaHHSX € 3MOra 3MIHUTH AEsKi CBO1
peecTpauiiiti JaHl, a TAKOX 3MIHUTH MOBY 1HTep(deiicy 1oaaTKy (yKpaiHchka abo

aHTJIIHACHKA).
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1 NPOI'PAMHUI KO/ API
1.1  bnokuerin API

index.js

module.exports = {
web3: require('./singletons/web3'),
contract: require('./singletons/contract'),

errors.js

module.exports = {
Web3Error: class Web3Error extends Error {
constructor(message) {
super(message)
this.name = 'Web3 Error'

smart-contract.js

const fs = require('fs"')

const path = require('path')

const { bc } = require('../config")

const Web3 = require('web3")

const web3 = new Web3(new Web3.providers.HttpProvider(bc.infura))

module.exports = class Contract {

constructor({ abi, address }) {
this.abi = JSON.parse(
fs.readFileSync(path.join(__dirname, abi)))
this.address = address
this.gas = 21000 // 2000000
this.gasPrice = 20000000000 // 20 Gwei
this.contract = new web3.eth.Contract(this.abi, this.address)

instance() { return this.contract }

balanceOf (address) {
return this.contract.methods.balanceOf(address).call()

KT1l.Il-6116.045490.07.13
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deposit(from, prKey, value) {
return this.__send(from, prKey, 'deposit', [], value)

transfer({ from, prKey, to, amount }) {
return this.__send(from, prKey, 'transfer', [to, amount])

withdraw(from, prKey, amount) {
return this.__send(from, prKey, 'withdraw', [amount])

__send(from, prKey, method, params, value = 0) {
const query = this.contract.methods[method](...params)
const encodedABI = query.encodeABI()

return web3.eth.accounts.signTransaction(

{
nonce: web3.eth.getTransactionCount(from),
data: encodedABI,
from,
gas: this.gas,
gasPrice: this.gasPrice,
to: this.contract.options.address,
value

+

prKey,

false,

)
¥
¥
singletons/index.js

module.exports = {
contract: require('./contract'),
web3: require('./web3'),

singletons/contract.js

const { bc } = require('../../config")
const path = require('path')
const Contract = require('../smart-contract')

const contract = new Contract({
abi: path.join('data', 'abi.json'),

KT1l.Il-6116.045490.07.13
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address: bc.contractAddr,

})

module.exports = contract

singletons/web3.js

const { bc } = require('../../config")
const Web3 = require('web3")
const web3 = new Web3(new Web3.providers.HttpProvider(bc.infura))

module.exports = web3

1.2 Mecenmxep API

app.js

const express = require('express')
const bodyParser = require('body-parser"')
const routes = require('./routes')
const config = require('./config"')

const port = config.port || 3000

const app = express()

const server = require('http').createServer(app)
const io = new (require('./utils/socket')) (server)

app.use(bodyParser.json({ limit: '5mb' }))
app.use(bodyParser.urlencoded({ extended: true }))
app.use((req, res, next) => { req.io = io; next() })

app.use('/', routes)
io.start()

server.listen(port, () => console.log( Example app listening on port ${port}!’))

routes.]s

const express = require('express')
const { auth, bc, chat } = require('./controllers')
const { verifyAppToken } require('./middleware")

// eslint-disable-next-1line new-cap
const r = express.Router()

r.post('/auth/register"', auth.register)
r.post('/auth/login', auth. login)

KT1l.Il-6116.045490.07.13
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r.post('/auth/updateUserData’,
.get('/auth/myProfile"',

=

.get('/chat/chatList’,
.get('/chat/messages’,
.get('/chat/unreadMessages',
.get('/chat/totalEthAmount"',
.post('/chat/message’,
.post('/chat/readMessages"',

e T B B B B |

.get('/bc/balancelnAddress’,
.get('/bc/balanceInContract’,
.post('/bc/replenishContract’,
.post('/bc/signTransfer’,
.post('/bc/signTransferByUserld"',
.get('/bc/verifyTranfer',
.post('/bc/publishTransfer"',
.get('/bc/transfers’,

e B B B B T e |

module.exports = r

middleware.js

verifyAppToken, auth.updateUserData)
verifyAppToken, auth.myProfile)

verifyAppToken, chat.chatsList)
verifyAppToken, chat.messages)
verifyAppToken, chat.unreadMessages)
verifyAppToken, chat.totalEthAmount)
verifyAppToken, chat.addMessage)
verifyAppToken, chat.readMessages)

verifyAppToken, bc.balanceInAddress)
verifyAppToken, bc.balanceInContract)
verifyAppToken, bc.replenishContract)
verifyAppToken, bc.signTransfer)
verifyAppToken, bc.signTransferByUserId)
verifyAppToken, bc.verifyTransfer)
verifyAppToken, bc.publishTransfer)
verifyAppToken, bc.transfers)

const crypto = require('./utils/crypto')
const { verifyToken } = require('./utils/crypto')

const verifyAppToken = (req, res, next) => {

const token = req.body.token ?
crypto.verifyToken(token)
.then(decoded => {

req.body.token : req.query.token

req.body.decoded = decoded

next ()

})

.catch(() = {
res.status(401).send({

status: 'unauthorized',
message: 'Invalid token provided'

}
}

const verifySocketToken = (socket,
const token = socket.handshake.
verifyToken(token)
.then(({ userId }) => {
console. log({ userId })
socket.userld = userld

next) => {
query.token

3mH. | Apk. Ne dokym. Midrnuc |dama
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next ()
})
.catch(() =>
console.error('Invalid token is provided via a socket connetion'))

}
module.exports = {
verifyAppToken,
verifySocketToken,
}
errors.Js

module.exports = {
Web3Error: class Web3Error extends Error {
constructor(message) {
super(message)
this.name = 'Web3 Error'

+
BreakPromiseChainError: class BreakPromiseChainError extends Error {
constructor(msg) {

super(msg)
this.name = 'BreakPromiseChainError'
¥
}l
¥
logger.js

const { createlLogger, format, transports } = require('winston')
require('winston-daily-rotate-file')

const config = require('./config"')

const fs = require('fs"')

const path = require('path')

const util = require('util')

const env = config.env || 'development'
const logDir = path.join(__dirname, 'logs"')

// Create the log directory if it does not exist
if (!fs.existsSync(logDir)) {
fs.mkdirSync(logDir)

const dailyRotateFileTransportResults = new transports.DailyRotateFile({
filename: "${logDir}/%DATE%-results.log’,
datePattern: 'YYYY-MM-DD',
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maxSize: '20m',
maxFiles: '14d'
})

const dailyRotateFileTransportErrors = new transports.DailyRotateFile({
filename: “${logDir}/%DATE%-errors.log’,
datePattern: 'YYYY-MM-DD',
maxSize: '20m',
maxFiles: '14d'
})

const logger = createlLogger({
// To the file
level: 'debug',
format: format.combine(
format.timestamp({ format: 'HH:mm:ss' }),
format.printf(info =>
util.format(info.timestamp, info.level, info.message)

)

// On the screen
transports: [
new transports.Console({
level: env === 'development' ? 'debug' : 'info',
format: format.combine(
format.colorize(),
format.printf(info =>
util.format(info.timestamp, info.level, info.message))

3,
dailyRotateFileTransportResults
]l
exceptionHandlers: [
new transports.Console({
level: 'error',
format: format.combine(
format.colorize(),
format.printf(info =>
util.format(info.timestamp, info.level, info.message))

)y

dailyRotateFileTransportErrors

}

module.exports = logger
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.env.example

NODE_ENV=development

APP_PORT=80
JWT_PR_KEY=

PGUSER=
PGHOST=
PGPASSWORD=
PGDATABASE=
PGPORT=5432

CONTRACT_ADDRESS=
INFURA_ROPSTEN=
JWT_EXPIRE_TIME=

DEV_APP_PORT=8080
DEV_JWT_PR_KEY=

DEV_PGUSER=
DEV_PGHOST=
DEV_PGPASSWORD=
DEV_PGDATABASE=
DEV_PGPORT=

DEV_CONTRACT_ADDRESS=
DEV_INFURA_ROPSTEN=
DEV_JWT_EXPIRE_TIME=

controllers/index.js

module.exports = {
auth: require('./auth.controller'),
chat: require('./chat.controller'),
bc: require('./bc.controller'),

(I
(I

controllers/auth.controller.js

const { auth } = require('../services"')
const { generateToken } = require('../utils/crypto')
const logger = require('../logger')

const register = (req, res, next) => {
const {
email, pass, firstName, middleName, lastName, avatar, birthDate,
keywords, description

KT1l.Il-6116.045490.07.13

3mH. | Apk. Ne dokym. Midrnuc |dama

ApK.

10




€1°20°06v5¥0°94 19-LI'ILIN

} = req.body
const keywordsArr = keywords ? keywords.split(',').map(x => x.trim()) : []

auth. register(
email, pass, firstName, middleName, lastName, birthDate, keywordsArr,
description, avatar

.then(({ userId, address, prKey }) => {
logger.info( Register result: ${!!userId}. User id: ${userId}’)

if (userId) {
generateToken(userId)
.then(token =>
res.status(200).send({
status: 'success',
userld,
address,
prkey,
token
)
} else res.status(409).send({
status: 'error',
message: 'There is already a user with such username. Maybe, \
that\'s your old account'

})

next ()
1)
.catch(err => {
console.error({ err })
res.sendStatus(500) && next(console.error(err))

}

const login = (req, res, next) => {
auth. login(req.body)
.then(userId => {
logger.info( Login result (user id): ${userId}’)

if (userId) {
generateToken(userId)
.then(token =>
res.status(200).send({
status: 'success',
userld,
token
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)
} else res.status(401).send({
status: 'error',
message: 'Your email or password is incorrect'

})

next ()

1)

.catch(err => {
console.error({ err })
res.sendStatus(500)

1)

const updateUserData = (req, res) => {
const keywords = req.body.keywords

const keywordsArr = keywords ? keywords.split(',').map(x => x.trim()) :

auth.updateUserData({
userId: req.body.decoded.userld,
keywords: keywordsArr,
description: req.body.description
})
.then(() => res.status(200).send({
status: 'success',
message: 'User data were updated'
)
.catch(err => {
console.error(err)
res.sendStatus(500)
})

const myProfile = (req, res) => {
auth.myProfile(req.body.decoded.userId)
.then(([x]) => {
const date = new Date(x.BirthDate)
const year = date.getFullYear()
const month = date.getMonth()
const day = date.getDay()

res.status(200).send({
status: 'success',
email: x.Email,
firstName: x.FirstName,
middleName: x.MiddleName,
lastName: x.LastName,
birthDate: "“${year} ${month} ${day}",

(]
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description: x.Description,
avatar: x.AvatarBase64
})
})
.catch(err => {
console.error(err)

res.sendStatus(500)
1)
¥
module.exports = {
register,
login,
updateUserData,
myProfile,

controllers/bc.controller.js

const { bc } = require('../services')
const { toEth } = require('../utils/bc"')
const logger = require('../logger')

const balanceInAddress = (req, res) => {
bc.balanceInAddress(req.body.decoded.userId)
.then(balance => {
const balanceInEth = toEth(balance)
logger.debug( User balance: ${balanceInEth}")
res.status(200).send({
status: 'success',
currency: 'ETH',
balanceInEth
1)
1)
.catch(err => {
console.error(err)
res.sendStatus(500)
1)

const balanceInContract = (req, res) => {
bc.balanceInContract(req.body.decoded.userId)
.then(balance => {
const balanceInEth = “${toEth(balance)}’
logger.debug( User balance: ${balanceInEth}")
res.status(200).send({
status: 'success',
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currency: 'ETH',
balanceInEth
1)

1)

.catch(err => {
console.error(err)
res.sendStatus(500)

1)

const replenishContract = (req, res) => {
bc.replenishContract({

userId: req.body.decoded.userld,

amountEth: parseFloat(req.body.amountEth),

prKey: req.body.prKey
1)

.then(hash => {
logger.debug({ hash })
res.status(200).send({

status: 'mining...‘',
txHash: hash
1)

1)

.catch(err => {
console.error(err)
res.sendStatus(500)

1)

const signTransfer = (req, res) => {
bc.signTransfer(req.body)
.then(tx => {
logger.debug({ tx })
res.status(200).send({
status: 'success',
rawTx: tx.rawTransaction

1)
1)
.catch(err => {
if (err.code === 'INVALID_ARGUMENT' && err.arg === 'amount') {
return res.send({
status: 'error',
message: 'Insufficient funds'
1)
¥
console.error(err)
res.sendStatus(500)
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})

const signTransferByUserId = (req, res) => {
bc.signTransferByUserId({

msgId: req.body.msgld,

fromUserId: req.body.decoded.userId,

toUserId: req.body.toUserId,

amount: req.body.amount,

prKey: req.body.prKey

})

.then(([totalAmount, tx]) => {
logger.debug({ totalAmount, tx })
req.io.emit('upd-amount', ({

fromUserId: req.body.decoded.userld,
toUserld: req.body.toUserId,
amount: ‘${toEth(totalAmount)}’

res.status(200).send({
status: 'success',
rawTx: tx.rawTransaction,

totalAmount
1)
1)
.catch(err => {
if (err.code === 'INVALID_ARGUMENT' && err.arg === 'amount') {
return res.send({
status: 'error',
message: 'Insufficient funds'
1)
¥
console.error(err)
res.sendStatus(500)
1)

const verifyTransfer = (req, res) => {
const { rawTx, from, to, amount } = req.body
const isGood = bc.verifyTransfer(rawTx, from, to, amount)
console.log({ isGood })
if (isGood) {
res.status(200).send({
status: 'success',
msg: 'The transaction is valid'
})
} else {
res.status(200).send({

KT1l.Il-6116.045490.07.13

3mH. | Apk. Ne dokym. Midrnuc |dama

ApK.

15




€1°20°06v5¥0°94 19-LI'ILIN

status: 'error’',

msg: 'The transaction params and your params are different'

})

const publishTransfer = (req, res) => {
bc.publishTransfer({

userId: req.body.decoded.userld,

txId: req.body.txId,

socket: req.1io

1)

.then(hash => {
logger.debug({ hash })
res.status(200).send({

status: 'mining..."',
txHash: hash
1)

1)

.catch(err => {
console.error(err)
res.sendStatus(500)

1)

const transfers = (req, res) =>
bc.transfers(req.body.decoded.userId)

.then(txs =>
res.status(200).send({

status: 'success',
txs
)

.catch(err => {
console.error(err)
res.sendStatus(500)

1)

module.exports = {
balanceInAddress,
balanceInContract,
replenishContract,
signTransfer,
signTransferByUserId,
verifyTransfer,
publishTransfer,
transfers,

3MH.

ApK. Ne dokym. Midrnuc |dama

ApK.

KT1l.Il-6116.045490.07.13

16




€1°20°06v5¥0°94 19-LI'ILIN

controllers/chat.controller.js

const { chat } = require('../services"')

const chatsList = (req, res) => {
chat.chatsList({ userId: req.body.decoded.userId })
.then(chats => {
res.status(200).send({
status: 'success',

chats
})
})
.catch(err => {
console.error(err)
res.status(500).send({
status: 'error’',
message: 'Error while receiving the 1list of chats from the db'
})
})

const messages = (req, res) => {
chat.messages(req.query.chatId)
.then(([amount, messages]) => {
res.status(200).send({
status: 'success',
amount: amount ? “${amount}’ : undefined,
messages
})
})
.catch(err => {
console.error(err)
res.status(500).send({
status: 'error',
message: 'Error with reading chat messages from the db'
})
})

const unreadMessages = (req, res) => {
chat.unreadMessages(req.query.chatld, req.query.userId)
.then(messages => {
res.status(200).send({
status: 'success',
messages
})
})
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.catch(err => {
console.error(err)
res.status(500).send({
status: 'error',
message: 'Error with reading chat messages from the db'
1)
1)

const totalEthAmount = (req, res) =>
chat.totalEthAmount(req.query.chatId)

.then(amount =>
res.status(200).send({

status: 'success',
amount
)

.catch(err => {
console.error(err)
res.sendStatus(500)

1)

const addMessage = (req, res) => {
chat.addVMessage({

chatIld: req.body.chatld,

userId: req.body.decoded.userld,

text: req.body.message

})

.then(({ chatMsgId, createdAt, chatUsers, amount }) => {
console. log({ chatMsgId })
req.io.emit('new-message', ({

msgld: chatMsgld,

userId: req.body.decoded.userld,
chatIld: req.body.chatld,
message: req.body.message,
amount,

createdAt

res.status(200).send({
status: 'success',
createdAt

})
.catch(err => {
console.error(err)
res.status(500).send({
status: 'error',
message: 'Error with adding a new message to the db'
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})
})

const readMessages = (req, res) =>
chat. readMessages(req.body.chatld, req.body.decoded.userlId)
.then(res.status(200).send({ status: 'success' }))
.catch(err => {
console.error(err)
res.status(500).send({
status: 'error',
message: 'Error with updating messages status'
1)
1)

module.exports = {
chatslList,
messages,
unreadMessages,
totalEthAmount,
addMessage,
readMessages,

services/index.js

module.exports = {
auth: require('./auth.service'),
chat: require('./chat.service'),
bc: require('./bc.service'),

(I
(I

services/chat.service.js

const { chat } = require('../db")
const { dateTolLabel } = require('../utils')
const { toEth } = require('../utils/bc"')

const chatsList = ({ userId }) => new Promise((resolve, reject) =>
chat.getPersonalChats(userId)
.then(chats => {
chats = chats.map(x => ({
userId: x.UserId,
chatId: x.ChatlId,
chatType: x.ChatType,
fromUser: x.FromUser,
toUser: x.ToUser,
firstName: x.FirstName,
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lastName: x.LastName,
avatar: x.AvatarBase64,
lastMsgText: x.MessageText,
lastMsgTime: x.CreatedAt

)

chats = chats.map(obj => {
obj.lastMsgTime = dateTolLabel(obj.lastMsgTime)
return obj

})

resolve(chats)

})

.catch(reject))

const messages = chatId => new Promise((resolve, reject) =>
Promise.all( [
chat.getTotalAmount(chatId),
chat.getMessages(chatId)
1)
.then(([totalAmount, msgs 1) => {
msgs = msgs.map(x => ({
msgId: x.ChatMessageld,
userId: x.UserId,
text: x.MessageText,
isRead: x.IsRead,
time: "${x.CreatedAt} .slice(16, 21)
)
if (totalAmount.length)
resolve( [toEth(totalAmount[@].TransactionAmountWei), msgs])
else
resolve( [undefined, msgs])
1)

.catch(reject))

const unreadMessages = (chatId, userId) => new Promise((resolve, reject) =>
chat.getUnreadMessages(chatId, userId)
.then(msgs => {
msgs = msgs.map(x => ({
userId: x.UserlId,
text: x.MessageText,
time: “${x.CreatedAt} .slice(16, 21)
)
resolve(msgs)
1)

.catch(reject))

const totalEthAmount = chatIld => new Promise((resolve, reject) =>
chat.getTotalAmount(chatId)
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.then(totalAmount =>
resolve(totalAmount. length ?
“${toEth(totalAmount[@].TransactionAmountWei)}' : 0))
.catch(reject))

const addMessage = ({ chatId, userId, text }) =>

new Promise((resolve, reject) =>
Promise.all([
chat.addMessage(chatId, userld, text),
chat.getChatUsers(chatId),
chat.getTotalAmount(chatId)
1)

.then( ([
[{ CreatedAt, ChatMessageId }],
chatUsers,
totalAmount

1) =>{

const amount = totalAmount.length ?
*${toEth(totalAmount [@].TransactionAmountWei)}"
undefined

resolve({
chatMsgId: ChatMessageld,
createdAt: “${CreatedAt} .slice(16, 21),
chatUsers,
amount

})

})

.catch(reject))
const getMessageById = msgld => chat.getMessageById(msgId)
const readMessages = (chatId, userId) => chat.readMessages(chatId, userId)

module.exports = {
chatslList,
messages,
unreadMessages,
totalEthAmount,
addMessage,
getMessageById,
readMessages,

services/bc.service.js

const { web3 } = require('../bc")
const db = require('../db/bc.db")
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const { contract } = require('../bc/singletons')
const logger = require('../logger')

const { checkSignedFunc } = require('../utils/bc")
const { getDateTime } = require('../utils')

const { toWei } = require('../utils/bc"')

const balanceInAddress = userld =>
new Promise((resolve, reject) =>
db.getUserAddress(userId)

.then(([{ Address: addr }1) => {
logger.debug( User address: ${addr}’)
return web3.eth.getBalance(addr)

1)

.then(balance => resolve(balance))

.catch(err = {
console.error({ err })
reject(err)

)

const balanceInContract = userId =>
new Promise((resolve, reject) =>
db.getUserAddress(userId)
.then(res => {
const address = res[0].Address
logger.debug( User address: ${address}")
return contract.balanceOf(address)
1)
.then(balance => resolve(balance))
.catch(err = {
console.error({ err })
reject(err)

)

const replenishContract = ({ userId, amountEth, prKey }) =>
new Promise((resolve, reject) =>
db.getUserAddress(userId)
.then(([{ Address: addr }]) =>
contract.deposit(addr, prKey, toWei(amountEth)))
.then(({ rawTransaction }) => {
console.log({ rawTransaction })
web3.eth.sendSignedTransaction(rawTransaction)
.once('transactionHash', hash => {
logger.debug( Transaction hash: ${hash}")
resolve(hash)
1)

.on('error', reject)
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.catch(reject))

const signTransfer = ({ from, to, amount, prKey }) =>
new Promise((resolve, reject) =>
contract.transfer({ from, to, amount: toWei(amount), prKey })
.then(tx => {
logger.debug({ tx })
const isGood = checkSignedFunc({
rawTx: tx.rawTransaction,
from,
params: ['address', 'uint256'],
paramsCheck: [to, toWei(amount)],
func: 'transfer'

1)
console.log({ isGood })

if (isGood) resolve(tx)
else reject()
13

.catch(reject))

const signTransferByUserId = ({ msgId, fromUserId, toUserId, amount, prKey }) =>
new Promise((resolve, reject) =>
Promise.all([
db.getUserAddress(fromUserId),
db.getUserAddress(toUserId),
db. lastUnpublishedTxAmountForChat(fromUserId, toUserId)
1)
.then( ([
[{ Address: from }1,
[{ Address: to }I,
txAmount
1) == {
console.log({ msgId, fromUserId, toUserId, amount, prKey })
const lastAmount = txAmount.length ?
txAmount [@].TransactionAmountWei : @
console.log({ txAmount, lastAmount })
const fullAmount = parseInt(lastAmount) + parselInt(amount)
console.log({ fullAmount })
return Promise.all([
contract.transfer({
from,
to,
amount: fullAmount,
prkey
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from,
to,
fullAmount
1)
})
.then(([tx, from, to, fullAmount]) => {
const isGood = checkSignedFunc({
rawTx: tx.rawTransaction,
from,
params: ['address', 'uint256'],
paramsCheck: [to, fullAmount],
func: 'transfer'

}

console.log({ isGood })
console.log({ tx })

if (isGood) {
return Promise.all([
db.saveTransfer(
fromUserld,
toUserlId,
msgld,
fullAmount,
tx.rawTransaction
),
db.setAl1TxsAsOutdated(fromUserId, toUserId),
fullAmount,
tx
1)
} else reject(new Error('The transaction is not valid'))
1)
.then(([,, fullAmount, tx]) => resolve([fullAmount, tx]))
.catch(reject))

const publishTransfer = ({ userld, txId, socket }) =>
new Promise((resolve, reject) => {
db.getRawTxById(txId)
.then(([{ TransactionStatus: status, RawTransaction: rawTx }]) => {
console.log({ status, rawTx })
if (status !== 'unpublished')
reject(new Error('The tx status differs from unpublished'))
else
web3.eth.sendSignedTransaction(rawTx)
.once( 'transactionHash', hash => {
logger.debug( Transaction hash: ${hash}’)
// Change db tx status to mining
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db.changeTxStatusTo('mining', txId)
resolve(hash)

1)

.once('confirmation', (confNumber, receipt) => {
const txHash = receipt.transactionHash
console.log( Confiramation number: ${confNumber}")
console.log( " Tx hash: ${txHash}")

socket.emit('tx-confirmed', ({ userId, txHash }))

// Change db tx status to mined
db.changeTxStatusTo('mined', txId)

})
.once('error', reject)
})
.catch(reject)
})
const verifyTransfer = (rawTx, from, to, amount) =>
checkSignedFunc({
rawTx,
from,

func: 'transfer',
params: ['address', 'uint256'],
paramsCheck: [to, amount]

}

const transfers = userId => new Promise((resolve, reject) =>
db.getUnpublishedTransfers(userId)
.then(txs => {
txs = txs.map(tx => ({
txId: tx.TransactionId,
fullName: tx.FullName,
direction: tx.Direction,
amount: ${tx.TransactionAmountWei / 10 *x 18},
createdAt: getDateTime(tx.CreatedAt)
)
resolve(txs)
})
.catch(reject))

module.exports = {
balanceInAddress,
balanceInContract,
replenishContract,
signTransfer,
signTransferByUserId,
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verifyTransfer,
publishTransfer,
transfers,

services/auth.service.js

const { auth } = require('../db")

const { hash, verify } = require('../utils/crypto')
const { BreakPromiseChainError } = require('../errors")
const logger = require('../logger')

const register = (email, pass, firstName, middleName, lastName, birthDate,

keywords, description, avatar) =>
new Promise((resolve, reject) =>
hash(pass)
.then(passwordHash => {

if (!firstName) firstName = undefined
if (!middleName) middleName = undefined
if (!lastName) lastName = undefined
if (!'birthDate) birthDate = undefined

if (!description) description = undefined

if (lavatar) avatar = undefined
logger.debug({ passwordHash })

auth.checkUniqueness(email)
.then(uniqueness => {
if (luniqueness) {
resolve(0)

throw new BreakPromiseChainError()

¥
return
1)
.then(() => auth.registerUser(
email,
firstName,
middleName,
lastName,
birthDate,
description,
avatar,
passwordHash
))
.then(res => {
const userId = res[0].UserId
logger.debug({ userId })
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return auth.setUserKeywords(userId, keywords)
1)
.then(userld => auth.createWallet(userId))
.then(({ userId, address, prKey }) =>
resolve({ userId, address, prKey }))
.catch(err => {
if (err.name !== 'BreakPromiseChainError') reject(err)
1)
)

const login = ({ email, pass }) => new Promise((resolve, reject) =>
auth. login(email)
.then(res => {
logger.debug({ note: 'DB auth.login', res })

if (!res.length) resolve(false)
if (!pass) resolve(false)

verify(pass, res[@].PasswordHash)

.then(result => {
logger.debug(result)
if (result) resolve(res[@].UserId)
else resolve(0)

1)

.catch(err => reject(err))

1)

.catch(err => reject(err)))

const updateUserData = ({ userId, keywords, description }) =>
new Promise((resolve, reject) =>
auth.setUserKeywords (userld, keywords)
.then(userId => auth.setUserDescription(userId, description))
.then(resolve)
.catch(reject))

const myProfile = userId =>
new Promise((resolve, reject) =>
auth.myProfile(userId)
.then(resolve)
.catch(reject))

module.exports = {

register,
login,
updateUserData,
myProfile,
}
ApK.
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db/index.js

module.exports = {

auth: require('./auth.db'),
chat: require('./chat.db'),
bc: require('./bc.db'),

(I
(I

db/pool.js

const { db } = require('../config")
const { Pool } = require('pg')

const pool = new Pool({

user: db.user,
host: db.host,
database: db.database,
password: db.password,
port: db.port

1)
pool.on('error', err => console.error( Unexpected error on idle client ${err}"))

module.exports = pool

db/chat.db.js

const { query } = require('../utils/db")

const getPersonalChats = userId =>

query ("
select "User"."UserId", "Chat"."ChatId", "ChatType", "FromUser",
"ToUser", "FirstName", "LastName'", "AvatarBase64",
"MessageText", "LastMsgs".'"CreatedAt"
from "ChatUser"
inner join "Chat" on "Chat"."ChatId"
inner join "User" on "User"."UserId"

"ChatUser"."ChatId"
"ChatUser"."UserId"

join (

select "tmp"."ChatId", "MessageText", "CreatedAt" from '"ChatMessage"

join (
select "ChatId", max("ChatMessageld") as '"ChatMessageId"
from "ChatMessage"
where "ChatId" in
(select "ChatId" from "ChatUser" where "UserId" = $1)
group by "ChatId"
) as "tmp" on "ChatMessage"."ChatMessageId" = "tmp"."ChatMessageId"
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) as "LastMsgs" on "Chat"."ChatId" = "LastMsgs"."ChatId"

where "Chat"."ChatId" in (
select "ChatId" from "ChatUser" where "UserId" = $1

and "ChatType" !'= 'group'
and "ChatUser"."UserId" != $1
order by "LastMsgs"."CreatedAt" desc;’, [userId])

const getMessages = chatld =>

query ("
select "ChatMessageld", "ChatUser"."UserId", "MessageText", '"IsRead",
"CreatedAt"
from "ChatMessage"
join "ChatUser" on "ChatUserId" = "ChatMessage"."UserId"

where "ChatMessage"."ChatId" = $1
order by "CreatedAt";", [chatId])

const getTotalAmount = chatId =>

query ("
select "TransactionAmountWei" from "Transaction"
join (
select "FromUser", "ToUser"
from "Chat"
where "ChatId" = $1
) as "tmp"
on "FromUserId" = "tmp"."FromUser" and "ToUserId" = "tmp"."ToUser"
where "TransactionStatus" = 'unpublished';", [chatId])

const getUnreadMessages = (chatId, userId) =>
query(®
select "UserId", '"MessageText", "CreatedAt"

from "ChatMessage"
where "ChatId" = $1 and "IsRead" = false and "UserId" !'= $2

order by "CreatedAt";', [chatId, userId])

const addMessage = (chatId, userld, text) =>

query ("
insert into "ChatMessage"("ChatId", "UserId", "MessageText")
values (
$1, (
select "ChatUserId" from "ChatUser"
where "ChatId" = $1 and "UserId" = $2
),
$3

) returning "CreatedAt", "ChatMessageId"; ', [chatId, userId, text])
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const getMessageByIld = id =>
query(®
select "ChatId", "UserId", "MessageText", "CreatedAt"
from "ChatMessage"
where "ChatMessageId" = $1;°, [id])

const getChatUsers = chatld =>
query('select "UserId" from "ChatUser" where "ChatId" = $1;', [chatId])

const readMessages = (chatId, userId) =>

query ("

update "ChatMessage"

set "IsRead" = true

where "ChatId" = $1 and "UserId" !'= $2;°, [chatId, userId])

module.exports = {
getPersonalChats,
getMessages,
getTotalAmount,
getUnreadMessages,
addMessage,
getMessageById,
getChatUsers,
readMessages,

db/be.db.js

const { query } = require('../utils/db")

const getUserAddress = userId =>
query('select "Address" from "Wallet" where "UserId" = $1', [userId])

const saveTransfer = (from, to, msgIld, amount, tx) =>
query(®
insert into "Transaction" (
"FromUserId",
"ToUserId",
"ForMessageId",
"TransactionAmountWei",
"RawTransaction"
) values ($1, $2, $3, $4, $5);°,
[from, to, msgId, amount, tx])

const setAll1TxsAsOutdated = (fromUser, toUser) =>
query ("
update "Transaction"
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set "TransactionStatus" = 'outdated'
where "FromUserId" = $1 and
"ToUserId" = $2 and
"TransactionStatus" = 'unpublished';", [fromUser, toUserl])

const getRawTxById = txId =>
query ("
select "TransactionStatus", "RawTransaction"
from "Transaction"
where "TransactionId" = $1;°, [txId])

const lastUnpublishedTxAmountForChat = (from, to) =>

query ("
select "TransactionAmountWei" from "Transaction"
where "FromUserId" = $1 and
"ToUserId" = $2 and
"TransactionStatus" = 'unpublished'

order by "TransactionAmountWei'::bigint desc
limit 1;°, [from, tol)

const getUnpublishedTransfers = userIld =>

query ("’
select
case
when "FromUserId" = $1 then 'out'
else 'in'
end as "Direction",
case
when "FromUserId" = $1 then (
select concat("FirstName", ' ', "MiddleName", ' ', "LastName")
as "FullName"
from "User"
where "UserId" = "Transaction"."ToUserId"
)
else (
select concat("FirstName", ' ',
—— "MiddleName", ' ',
"LastName")
as "FullName"
from "User"
where "UserId" = "Transaction"."FromUserId"
)
end,

"TransactionAmountWei", "CreatedAt", "TransactionId"
from "Transaction"
where ("FromUserId" = $1 or "ToUserId" = $1)

and "TransactionStatus" = 'unpublished'
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order by "CreatedAt" desc;", [userId])

const changeTxStatusTo = (status, txId) =>

query ("
update "Transaction"
set "TransactionStatus" = $1
where "TransactionId" = $2;°, [status, txId])

module.exports = {
getUserAddress,
setAllTxsAsOutdated,
saveTransfer,
getRawTxById,
lastUnpublishedTxAmountForChat,
getUnpublishedTransfers,
changeTxStatusTo,

db/auth.db.js

const logger = require('../logger')
const { query } = require('../utils/db")
const { generateKeys } = require('../utils/bc')

const checkUniqueness = email => new Promise((resolve, reject) =>
query('select * from "User" where "Email" = $1', [emaill)
.then(users => {
if (users.length) resolve(false)
resolve(true)
1)

.catch(err => reject(err)))

const registerUser = (email, firstName, middleName, lastName, birthDate,
description, avatar, pass) =>
query ("
insert into "User" (
"Email", "FirstName", "MiddleName", '"LastName",
"BirthDate", "Description", "AvatarBase64", '"PasswordHash"
) values ($1, $2, $3, $4, $5, $6, $7, $8) returning "UserId"",
[email, firstName, middleName, lastName, birthDate, description, avatar,
pass])

const setUserKeywords = (userId, keywords) => new Promise((resolve, reject) => {
const queries = []

keywords. forEach(keyword =>
queries.push(query("
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insert into "UserKeyword" ("UserId", "UserKeyword")
values ($1, $2)°,
[userId, keywordl)))

Promise.all(queries)
.then(() => resolve(userId))
.catch(err => reject(err))

1)
const setUserDescription = (userld, description) =>
query ("
update "User" set "Description" = $1
where "UserId" = $2;°, [description, userId])

const createWallet = userId => new Promise((resolve, reject) => {
const [address, prKeyl = generateKeys()
logger.debug({ address, prKey })

query( insert into "Wallet" ("UserId", "Address")
values ($1, $2) returning "Address"', [userId, address])
.then(() => resolve({ userId, address, prKey }))
.catch(err => reject(err))

})

const login = email => query('select *x from "User" where "Email" = $1', [emaill)

const myProfile = userId => query(’
select "Email", "FirstName", '"MiddleName", "LastName'", "BirthDate",
"Description", "AvatarBase64"
from "User"
where "UserId" = $1;°, [userId])

module.exports = {
checkUniqueness,
registerUser,
setUserKeywords,
setUserDescription,
createWallet,
login,
myProfile,

utils/index.js

const constructSuffix = (diff, measurement, suffixes) => {
const m = “${Math.floor(diff / measurement)}"
const last = parseInt(m[m.length - 11)
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let suffix =
if (last === 0)
suffix = suffixes[0]
else if (parseInt(m) >= 11 && parseInt(m) <= 19)
suffix = suffixes[0]
else if (last === 1)
suffix = suffixes[1]
else if (last <= 4)
suffix = suffixes[2]
else if (last > 4)
suffix = suffixes[0]

return “${m} ${suffix}’

const dateToLabel = date => {
const curr = new Date()
const diff = Math.floor((curr - date) / 1000) // difference in seconds

const minute = 60

const hour = 60 * minute
const day = 24 x hour
const week = 7 x day
const month = 30 x day
const year = 12 % month

let label = ''
if (diff < minute) {
label = 'woinHo'

} else if (diff < hour)
label = constructSuffix(
diff, minute, ['xBunuu', 'XBunuHy', 'XBunuHu'])
else if (diff < day)
label = constructSuffix(
diff, hour, ['rogun', 'ropguHy', 'roguuu'l)
else if (diff < week)
label = constructSuffix(
diff, day, ['mHis', 'menn', 'mHi'l)
else if (diff < month)
label = constructSuffix(
diff, week, ['tuxHiB', 'TuxpeHb', 'TuxHi'l)
else if (diff < year)
label = constructSuffix(
diff, month, ['MicauiB', 'Micaup', 'Micaui'l)
else
label = constructSuffix(
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diff, year, ['pokiB', 'pik', 'poku'l])

return label

const getDateTime = d => {
const months = ['Jan', 'Feb', 'Mar', 'Apr', 'May', 'Jun', 'Jul', 'Aug',
'Sep', 'Oct', 'Nov', 'Dec']
let res = “${d.getDate()} ${months[d.getMonth()]} ${d.getFullYear()}"
res += ° ${d.getHours().toString().length === 1 ?
'0' + d.getHours() : d.getHours()}:®

res += "${d.getMinutes().toString().length === 1 ?
'0' + d.getMinutes() : d.getMinutes()}:"

res += "${d.getSeconds().toString().length === 1 ?
'0" + d.getSeconds() : d.getSeconds()}"

return res

module.exports = {
db: require('./db'),
crypto: require('./crypto'),
bc: require('./bc'),
dateTolLabel,
getDateTime,

utils/socket.js

const socketio = require('socket.io')
const logger = require('../logger')
const { verifySocketToken } = require('../middleware"')

class Socket {

constructor(server) {
this.io = socketio(server)
this.connections = {}

start() {
this.io.use(verifySocketToken)

this.io.on('connection', socket => {
logger.debug(®
New user
userId: ${socket.userId}
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socketId: ${socket.id}")
this.connections[socket.userId] = socket.id
logger.debug(this.connections)

})

this.io.on('disconnect', args => {
logger.debug('A client is disconnected')
console. log({ args })

})

emit(event, params) {
this.io.emit(event, params)

}

emitSmart(chatUsers, event, params) {
logger.debug(this.connections)
for (const userId in chatUsers) {
this.io.to(this.connections[userId]).emit(event, params)

module.exports = Socket

utils/db.js

const pool = require('../db/pool')

const query = (queryString, params = []) => new Promise((resolve, reject) =>
pool

.connect()

.then(client => client
.query(queryString, params)
.then(res => {

client.release()
resolve(res.rows)
1)
.catch(err = {
client.release()
reject(err.stack)

1))

module.exports = {
query,

}
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utils/crypto.js

const bcrypt = require('bcrypt')

const jwt = require('jsonwebtoken')
const config = require('../config')
const logger require('../logger"')

const hash = sha3 => new Promise((resolve, reject) =>
bcrypt.hash(sha3, 13, (err, hash) => {
if (err) reject(err)
resolve(hash)

)

const verify = (sha3, hash) => new Promise((resolve, reject) => {
bcrypt.compare(sha3, hash)
.then(res => {
logger.debug( " Bcrypt result: ${res}’)
resolve(res)
1)
.catch(err => reject(err))

})

const generateToken = (userId, expiresIn = config.jwt.expiresIn) =>
new Promise((resolve, reject) =>
jwt.sign({ userId }, config.jwt.key, { expiresIn }, (err, token) => {
if (err) reject(err)
logger.debug( JIWT token: ${token}")
resolve(token)

1)

const verifyToken = token => new Promise((resolve, reject) =>
jwt.verify(token, config.jwt.key, (err, decoded) => {
if (err) reject(err)
logger.debug({ decoded })
resolve(decoded)

)

module.exports = {
hash,
verify,
generateToken,
verifyToken,

utils/bc.js

const abi = require('ethereumjs-abi')
const txDecoder = require('ethereum-tx-decoder"')
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const logger = require('../logger')
const { web3 } = require('../bc/singletons"')
const { Web3Error } = require('../errors')

const toEth = amount => Math.round(amount / 10 %k 13) / 10 *x 5

const toWei = amount => parseInt(amount * 10 *x 18)

const generateKeys = () => {
const { address, privateKey } = web3.eth.accounts.create()
return [address, privateKey]

const txParams = (rawTx, types = []) => {
const decodedTx = txDecoder.decodeTx(rawTx)

const rawData decodedTx.data
const funcHex = rawData.slice(@, 10)
const data = rawData.slice(10)

return [funcHex, ...abi.rawDecode(types, Buffer.from(data, 'hex'))]

const verifySigner = (address, rawTx) => {
const signer = web3.eth.accounts.recoverTransaction(rawTx)

return signer === address

const checkSignedFunc = ({ rawTx, from, func, params, paramsCheck }) => {
console.log({ rawTx, from, func, params, paramsCheck })
const args = txParams(rawTx, params)
logger.debug({ args })
const signature = “${func}(${params.join(',")})"
console.log({ signature })

if (!verifySigner(from, rawTx)) return false

// Is called a required function?

if (web3.utils.sha3(signature).substr(0, 10) !'== args[@]) return false

if (paramsCheck[0].toLowerCase() !== "0x${args[1]1}") return false

if (parseInt(paramsCheck[1]) !== parselInt(args[2].toString())) return false

return true

const handleWeb3Error = err => {
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const [, type, vmType, infol = err.toString().split(':"').map(x => x.trim())

if (type !== 'Returned error')
return new Web3Error( Unknown error type: ${err}’)
if (vmType !== 'VM Exception while processing transaction')

return new Web3Error( Unknown error VM type: ${vmType} )

return new Web3Error(info)

module.exports = {
toEth,
toWei,
checkSignedFunc,
handleWeb3Error,
verifySigner,
txParams,
generateKeys,

config/index.js

require('dotenv').config()

const env = process.env.NODE_ENV || 'development'
const config = require( ./${env}’)

module.exports = config

config/test.js

module.exports = {

env: 'test',

db: {
user: process.env.DEV_PGUSER,
host: process.env.DEV_PGHOST,
database: process.env.DEV_PGDATABASE,
password: process.env.DEV_PGPASSWORD,
port: process.env.DEV_PGPORT,

H

defaultUrl: process.env.DEFAULT_URL,

config/development.js

module.exports = {
env: 'development’,
port: process.env.DEV_APP_PORT,
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db: {
user: process.env.DEV_PGUSER,
host: process.env.DEV_PGHOST,
database: process.env.DEV_PGDATABASE,
password: process.env.DEV_PGPASSWORD,
port: process.env.DEV_PGPORT,
H
jwt: {
key: process.env.DEV_JWT_PR_KEY,
expiresIn: process.env.DEV_JIWT_EXPIRE_TIME,
H
bc: {
infura: process.env.DEV_INFURA_ROPSTEN,
contractAddr: process.env.DEV_CONTRACT_ADDRESS
H
config/production.js

module.exports = {
env: 'production',
db: {

b

user: process.env.PGUSER,
host: process.env.PGHOST,
database: process.env.PGDATABASE,
password: process.env.PGPASSWORD,
port: process.env.PGPORT,

defaultUrl: process.env.DEFAULT_URL,
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2 MNPOIPAMHUH KOJI CMAPT-KOHTPAKTY

/%%
xSubmitted for verification at Etherscan.io on 2020-01-27
*/

pragma solidity 70.6.1;

/%%
@dev Wrappers over Solidity's arithmetic operations with added overflow
checks.

b3
b3
b3
* Arithmetic operations in Solidity wrap on overflow. This can easily result
* in bugs, because programmers usually assume that an overflow raises an

* error, which is the standard behavior in high level programming languages.
* "SafeMath® restores this intuition by reverting the transaction when an

* operation overflows.

b3

b3

b3

Using this library instead of the unchecked operations eliminates an entire
class of bugs, so it's recommended to use it always.
*/
library SafeMath {
VESS
@dev Returns the addition of two unsigned integers, reverting on
overflow.

Requirements:
— Addition cannot overflow.
*/
function add(uint256 a, uint256 b) internal pure returns (uint256) {
uint256 ¢ = a + b;
require(c >= a, "SafeMath: addition overflow");

%
%
%
* Counterpart to Solidity's "+  operator.
*
*
*

return c;

VESS
@dev Returns the subtraction of two unsigned integers, reverting on
overflow (when the result is negative).

Requirements:
— Subtraction cannot overflow.
*/

b3
%
%
* Counterpart to Solidity's "-" operator.
b3
%
b3
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function sub(uint256 a, uint256 b) internal pure returns (uint256) {
return sub(a, b, "SafeMath: subtraction overflow");

/%%

* @dev Returns the subtraction of two unsigned integers, reverting with custom
message on

* overflow (when the result is negative).

Counterpart to Solidity's "-" operator.

Requirements:
— Subtraction cannot overflow.

NOTE: This is a feature of the next version of OpenZeppelin Contracts.
@dev Get it via “npm install @openzeppelin/contracts@next’.

* X X X X X X ¥

*/
function sub(uint256 a, uint256 b, string memory errorMessage) internal pure
returns (uint256) {
require(b <= a, errorMessage);
uint256 c = a - b;

return c;

VESS
@dev Returns the multiplication of two unsigned integers, reverting on
overflow.

Requirements:
— Multiplication cannot overflow.
*/
function mul(uint256 a, uint256 b) internal pure returns (uint256) {
// Gas optimization: this is cheaper than requiring 'a' not being zero, but

b3
b3
b3
* Counterpart to Solidity's “x  operator.
b3
b3
b3

the
// benefit is lost if 'b' is also tested.
// See: https://github.com/OpenZeppelin/openzeppelin-contracts/pull/522

if (a == 0) {
return 0;
¥
uint256 c = a * b;
require(c / a == b, "SafeMath: multiplication overflow");
return c;
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VESS
@dev Returns the integer division of two unsigned integers. Reverts on
division by zero. The result is rounded towards zero.

%
b3
b3
*x Counterpart to Solidity's '/  operator. Note: this function uses a

* “revert® opcode (which leaves remaining gas untouched) while Solidity
* uses an invalid opcode to revert (consuming all remaining gas).

b3

b3

%

Requirements:
— The divisor cannot be zero.
*/
function div(uint256 a, uint256 b) internal pure returns (uint256) {
return div(a, b, "SafeMath: division by zero");

VESS

* @dev Returns the integer division of two unsigned integers. Reverts with custom
message on

* division by zero. The result is rounded towards zero.

b3

* Counterpart to Solidity's '/  operator. Note: this function uses a

* “revert® opcode (which leaves remaining gas untouched) while Solidity
* uses an invalid opcode to revert (consuming all remaining gas).
b3
b3
b3

Requirements:
— The divisor cannot be zero.

*

NOTE: This is a feature of the next version of OpenZeppelin Contracts.
@dev Get it via “npm install @openzeppelin/contracts@next.

*

*/
function div(uint256 a, uint256 b, string memory errorMessage) internal pure
returns (uint256) {
// Solidity only automatically asserts when dividing by @
require(b > @, errorMessage);
uint256 ¢ = a / b;

// assert(a == b x c + a % b); // There is no case in which this doesn't hold
return c;

}

VESS

* @dev Returns the remainder of dividing two unsigned integers. (unsigned integer

modulo),
* Reverts when dividing by zero.
%
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Counterpart to Solidity's "% operator. This function uses a "revert’
opcode (which leaves remaining gas untouched) while Solidity uses an
invalid opcode to revert (consuming all remaining gas).

>k
%k
%k
%k
* Requirements:

* — The divisor cannot be zero.

*/

function mod(uint256 a, uint256 b) internal pure returns (uint256) {

return mod(a, b, "SafeMath: modulo by zero");

VESS

* @dev Returns the remainder of dividing two unsigned integers. (unsigned integer
modulo),

* Reverts with custom message when dividing by zero.

Counterpart to Solidity's "% operator. This function uses a "revert"
opcode (which leaves remaining gas untouched) while Solidity uses an
invalid opcode to revert (consuming all remaining gas).

Requirements:
— The divisor cannot be zero.

NOTE: This is a feature of the next version of OpenZeppelin Contracts.
@dev Get it via “npm install @openzeppelin/contracts@next’.

* K K K X X X X X X

*/
function mod(uint256 a, uint256 b, string memory errorMessage) internal pure
returns (uint256) {
require(b != @, errorMessage);
return a % b;

contract Micropayment {
using SafeMath for uint256;
event Transfer(address indexed from, address indexed to, uint256 value);
mapping(address => uint256) private _balances;
function balanceOf(address account) public view returns (uint256) {

return _balances[account];

function deposit() public payable returns(bool) {
_balances[msg.sender] = _balances[msg.sender].add(msg.value);
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return true;

function transfer(address recipient, uint256 amount) public returns(bool) {
_transfer(msg.sender, recipient, amount);
return true;

function withdraw(uint256 amount) public returns(uint256) {
uint256 balance = balanceOf(msg.sender);
require(amount <= balance, "Withdrawal amount exceeds balance");
_balances[msg.sender] = _balances[msg.sender].sub(amount);
msg.sender.transfer(amount);

return _balances[msg.sender];

¥
function _transfer(address sender, address recipient, uint256 amount) internal {
require(sender != address(@), "Transfer from the zero address");
require(recipient != address(@), "Transfer to the zero address");
_balances[sender] = _balances[sender].sub(amount, "Transfer amount exceeds
balance");
_balances[recipient] = _balances[recipient].add(amount);

emit Transfer(sender, recipient, amount);
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3 MNPOIrPAMHUH KOJI IPADOS JOJATKY

ViewControllers\LoginViewController.swift

//

// LoginViewController.swift

// crypto-chat

//

// Created by Kushka Misha on 2/4/20.

// Copyright © 2020 Misha Kushka. All rights reserved.
//

import UIKit
import CryptoKit
import Alamofire
import Loaf

struct Login: Encodable {
let email: String
let pass: String

class LoginViewController: UIViewController, UITextFieldDelegate {

@IBOutlet weak var emaillnputLabel: UIView!
@IBOutlet weak var passInputlLabel: UIView!
@IBOutlet weak var signInBiglLabel: UILabel!
@IBOutlet weak var emaillnputField: UITextField!
@IBOutlet weak var passInputField: UITextField!

@IBAction func showSignUpScreen(_ sender: Any) { navigateToScreen(screenName:
"SignUpScreen")}

override func viewDidLoad() {
super.viewDidLoad()

emaillnputLabel.roundCorners(corners: [.topLeft, .bottomLeft], radius: 10)
passInputLabel. roundCorners(corners: [.topLeft, .bottomLeft], radius: 10)
signInBigLabel.transform = CGAffineTransform(rotationAngle: -CGFloat.pi / 2)
emaillnputField.attributedPlaceholder = NSAttributedString(string:
"email@example.com", attributes: [NSAttributedString.Key.foregroundColor:
UIColor.init(displayP3Red: 255/255, green: 255/255, blue: 255/255, alpha: 0.5)])
passInputField.attributedPlaceholder = NSAttributedString(string: "password",
attributes: [NSAttributedString.Key.foregroundColor: UIColor.init(displayP3Red:
255/255, green: 255/255, blue: 255/255, alpha: 0.5)])
// emailInputField.text = "bob"
// passInputField.text = "bob"
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passInputField.delegate = self

func textFieldShouldReturn(_ textField: UITextField) —> Bool {
print("enter is pressed")
signIn()
return true

} // By "Enter" press...

@IBAction func signIn(_ sender: Any) { self.signIn() }

func signIn() {
guard let data = passInputField.text?.data(using: .utf8) else { return }
let passHash = SHA512.hash(data: data).hexStr
debugPrint(passHash)
let login = Login(email: emaillnputField.text ?? "", pass: passHash)

AF.request("http://localhost:8080/auth/login",
method: .post,
parameters: login,
encoder: JSONParameterEncoder.default).responselJSON { response in
switch response.result {
case .success(let data):
let dict = data as! NSDictionary
let status = dict["status"] as! String
print(dict)
if (status == "success") {
// Save as global variables
jwt = dict["token"] as! String
userId = "\ (dict["userId"]!)"

let vc = UIStoryboard.init(name: "Main", bundle:
Bundle.main).instantiateViewController(withIdentifier: '"MessagesScreen'") as!

ChatViewController
vc.modalPresentationStyle = .fullScreen
self.present(vc, animated: true, completion: nil)
} else {
Loaf(NSLocalizedString("loginError", comment: ""), state:
.error, sender: self).show()
¥
case .failure(let error):
Loaf(NSLocalizedString("connectionError", comment: ""), state:

.error, sender: self).show()
print(error.localizedDescription)
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ViewControllers\SignUpViewController.swift

import UIKit
class SignUpViewController: UIViewController {

@IBOutlet weak var emaillabel: UIView!
@IBOutlet weak var firstNamelLabel: UIView!
@IBOutlet weak var middleNamelLabel: UIView!
@IBOutlet weak var lastNamelLabel: UIView!
@IBOutlet weak var passLabel: UIView!
@IBOutlet weak var repeatPassLabel: UIView!
@IBOutlet weak var birthDatelLabel: UIView!

@IBOutlet weak var emaillnputField: UITextField!
@IBOutlet weak var firstNameInputField: UITextField!
@IBOutlet weak var middleNameInputField: UITextField!
@IBOutlet weak var lastNameInputField: UITextField!
@IBOutlet weak var passInputField: UITextField!
@IBOutlet weak var repeatPassInputField: UITextField!
@IBOutlet weak var birthDateInputField: UITextField!

@IBOutlet weak var emailGlowingView: UIView!
@IBOutlet weak var passGlowingView: UIView!
@IBOutlet weak var repeatPassGlowingView: UIView!

@IBOutlet weak var userImage: UIImageView!
@IBOutlet weak var uploadUserPhotoButton: UIButton!

let imagePicker = UIImagePickerController()

override var preferredStatusBarStyle : UIStatusBarStyle {
return UIStatusBarStyle.lightContent
//return UIStatusBarStyle.default // Make dark again

override func viewDidLoad() {
super.viewDidLoad()

setStatusBarBackgroundColor(color : purple)
self.view.backgroundColor = purple
imagePicker.delegate = self
setupInputFields()
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@IBAction func showNextScreen(_ sender: Any) { if checkInputData() {
registerUser() } }

@IBAction func uploadUserPhoto(_ sender: Any) { chooseImageFromDevice() }

import Loaf
import UIKit
import SwiftKeychainWrapper

ViewControllers\SignUp2ViewController.swift

class SignUp2ViewController: UIViewController {

@IBOutlet weak var keywordsCollectionView: UICollectionView!
@IBOutlet weak var descriptionTitleView: UIView!

@IBOutlet weak var ethereumAddrTitleView: UIView!

@IBOutlet weak var copyEthAddrButton: UIButton!

@IBOutlet weak var descriptionTextBox: UITextView!

@IBOutlet weak var ethAddrTextField: UITextField!

@IBOutlet weak var qrCodeImage: UIImageView!

@IBOutlet weak var qrCodeView: UIView!

let keywords: [String] = ["consulting", "blockchain", "smart contracts",

Ilteachingll' II+II]

let descriptionText = NSLocalizedString("yourDescription", comment: "')
var userId: String = ""
var address: String =
var token: String = ""

override var preferredStatusBarStyle : UIStatusBarStyle {
return UIStatusBarStyle.lightContent
//return UIStatusBarStyle.default // Make dark again

override func viewDidLoad() {
super.viewDidLoad()
setStatusBarBackgroundColor(color : purple)
self.view.backgroundColor = purple

print(userId)
print(address)
print(token)
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guard let prKey: String = KeychainWrapper.standard.string(forKey: "prKey")
else { return }
print(prKey)

keywordsCollectionView.backgroundColor = purple

grCodelImage.image = generateQRCode(from: "eth:\(address)")
setupInputFields()

@IBAction func copyEthAddr(_ sender: Any) {
UIPasteboard.general.string = ethAddrTextField.text
Loaf("Copied to the clipboard", state: .success, sender: self).show()

@IBAction func updateUserData(_ sender: Any) {
finishUserSignUp()

ViewControllers\ChatViewController.swift

import UIKit
import SwiftKeychainWrapper

struct LoadChats: Encodable {
let userId: Int

class ChatViewController: UIViewController, UITextFieldDelegate {

@IBOutlet weak var searchUserBar: UISearchBar!
@IBOutlet weak var chatsTableView: UITableView!
@IBOutlet weak var msgsTableView: UITableView!
@IBOutlet weak var noChatsSelectedLabel: UILabel!
@IBOutlet weak var noChatsSelectedView: UIView!

@IBOutlet weak var topBarView: UIView!

@IBOutlet weak var topBarUsername: UILabel!
@IBOutlet weak var topBarAvatar: UIImageView!
@IBOutlet weak var topBarChatType: UIImageView!
@IBOutlet weak var topBarVideoCall: UIImageView!
@IBOutlet weak var topBarAudioCall: UIImageView!
@IBOutlet weak var topBarEthereum: UILabel!
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@IBOutlet weak var sendMessageTextField: UITextField!
@IBOutlet weak var sendMessageButton: UIButton!
@IBOutlet weak var sendMessageView: UIView!
var username: String = ""

var selectedChat: Chat = Chat(chatId: "", socketId: "", name: "", chatType: "",
fromUser: "", avatar: UIImage(), lastMsgText: "", lastMsgTime: "'", chatTypelmage:
UIImage(), chatTypeSelectedImage: UIImage())

var chats: [Chat] = []

var filteredChats: [Chat] = []

var msgs: [Message] = []

var chatSelected: Bool = false

let CHARACTER_PRICE = 0.00001 // ETH = about $0.001

var isSearchBarEmpty: Bool {
return searchUserBar.text?.isEmpty ?? true

var isFiltering: Bool {
return !isSearchBarEmpty

lazy var refreshControl: UIRefreshControl = {
let refreshControl = UIRefreshControl()
refreshControl.addTarget(self, action:
#tselector(ChatViewController.handleRefresh(_:)),
for: UIControl.Event.valueChanged)
refreshControl.tintColor = UIColor.init(red: 122/255, green: 140/255, blue:
255/255, alpha: 1)

return refreshControl

)

@objc func handleRefresh(_ refreshControl: UIRefreshControl) {
// establishSocketConnection()
loadChats()
refreshControl.endRefreshing()

@IBAction func goToSettings(_ sender: Any) {
let vc = UIStoryboard.init(name: "Main", bundle:
Bundle.main).instantiateViewController(withIdentifier: "SettingsScreen") as!
SettingsViewController
self.present(vc, animated: true, completion: nil)
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override var preferredStatusBarStyle : UIStatusBarStyle {
return UIStatusBarStyle.lightContent
//return UIStatusBarStyle.default // Make dark again

override func viewDidLoad() {
super.viewDidLoad()
setStatusBarBackgroundColor(color : purple)
topBarView.backgroundColor = purple
topBarAvatar.cornerRadius = 25

searchUserBar.backgroundImage = UIImage()

searchUserBar.searchBarStyle = UISearchBar.Style.prominent
searchUserBar.searchTextField.backgroundColor = UIColor.white
searchUserBar.placeholder = NSLocalizedString("searchForAUser", comment: "")
searchUserBar.delegate = self

chatsTableView.delegate = self
chatsTableView.dataSource = self
msgsTableView.delegate = self
msgsTableView.dataSource = self
sendMessageTextField.delegate = self

noChatsSelectedLabel.text = NSLocalizedString('noChatsSelected", comment: "'")

noChatsSelectedLabel.backgroundColor = purple

noChatsSelectedLabel.padding = UIEdgeInsets(top: 10, left: 10, bottom: 10,
right: 10)

noChatsSelectedLabel. layer.masksToBounds = true

noChatsSelectedLabel. layer.cornerRadius = 10

msgsTableView.rowHeight = UITableView.automaticDimension
chatsTableView. rowHeight = 76

sendMessageTextField.attributedPlaceholder = NSAttributedString(string:
NSLocalizedString("typeYourMsgHere", comment: ""), attributes:
[NSAttributedString.Key.foregroundColor: UIColor.init(displayP3Red: 255/255, green:
255/255, blue: 255/255, alpha: 0.5)1)

self.chatsTableView.addSubview(self.refreshControl)

isChatSelected(status: false)
establishSocketConnection()
listen4NewMessages()
listen4AmountChanges()
loadChats()
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func textFieldShouldReturn(_ textField: UITextField) -> Bool { sendMsg(); return
true } // By "Enter" press...
@IBAction func sendMsg(_ sender: Any) { sendMsg() } // By send button press...

func sendMsg() {
let msg = sendMessageTextField. text!

if (msg !="") {
sendMessage(message: msg)

// Current time

let date = Date()

let calendar = Calendar.current

let hour = calendar.component(.hour, from: date)

let minutes = calendar.component(.minute, from: date)
msgs.append (Message(msgId: ""
time: "\ (hour):\(minutes)"))

, userId: userId, msg: msg, isRead: false,

sendMessageTextField.text =
updateMessages()

ViewControllers\SettingsViewController.swift

import UIKit
class SettingsViewController: UIViewController {

@IBOutlet weak var avatar: UIImageView!
@IBOutlet weak var fullName: UILabel!
@IBOutlet weak var birthDate: UILabel!

@IBOutlet weak var keywordsCollectionView: UICollectionView!
@IBOutlet weak var descriptionTitleView: UIView!

@IBOutlet weak var descriptionTextView: UITextView!
@IBOutlet weak var langSegmentedControl: UISegmentedControl!
@IBOutlet weak var txTableView: UITableView!

@IBOutlet weak var userBalance: UIButton!

@IBOutlet weak var headerDate: UILabel!
@IBOutlet weak var headerAmount: UILabel!

let descriptionText = NSLocalizedString("noDescription", comment: "")
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let keywords: [String] = ["consulting", "blockchain", "smart contracts",

"teaching", "+"]
let languages = [["YkpaiHcekka", "uk"l, ["English", "en"]]
let months = ["january", "february", "march", "april", "
"august", "september", "october", "november", '"december"]

may",

var currentlLangCode: String = Locale.current.languageCode ?? ""
var txs: [Tx] = []
var selectedTxIndex: Int = -1

lazy var refreshControl: UIRefreshControl = {
let refreshControl = UIRefreshControl()
refreshControl.addTarget(self, action:
#tselector(ChatViewController.handleRefresh(_:)),
for: UIControl.Event.valueChanged)
refreshControl.tintColor = white

return refreshControl

)

@objc func handleRefresh(_ refreshControl: UIRefreshControl) {
self.getUnpublishedTxs()
refreshControl.endRefreshing()

override var preferredStatusBarStyle : UIStatusBarStyle {
return UIStatusBarStyle.lightContent

override func viewDidLoad() {
super.viewDidLoad()

let rightSwipe = UISwipeGestureRecognizer(target: self, action:
#selector(rightSwipeAction(swipe:)))

rightSwipe.direction = UISwipeGestureRecognizer.Direction.right

self.view.addGestureRecognizer(rightSwipe)

setStatusBarBackgroundColor(color : purple)
self.view.backgroundColor = purple

listenForGlobalSocketMsgs()

setupInputFields()
getUnpublishedTxs ()

@IBAction func changeLang(_ sender: Any) {

Iljunell, Ilju'Lyll,
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if currentLangCode != languages[langSegmentedControl.selectedSegmentIndex] [1]
print("The language was changed")

// Alert to restart app to change the app language
let alertController = UIAlertController(title:
NSLocalizedString("langChange", comment: "'"), message:
NSLocalizedString("langChangeDescr", comment: ""), preferredStyle: .alert)
let okAction = UIAlertAction(title: NSLocalizedString("yes", comment: ""),
style: UIAlertAction.Style.default) {
UIAlertAction in
NSLog("OK Pressed")

self.currentLangCode =
self.languages [self. langSegmentedControl.selectedSegmentIndex] [1]
UserDefaults.standard.set([self.currentLangCode], forKey:
"AppleLanguages")
UserDefaults.standard.synchronize()

exit(0)
¥
let cancelAction = UIAlertAction(title: NSLocalizedString('restartLater",

comment: ""), style: UIAlertAction.Style.cancel) {

UIAlertAction in

self.selectCorrectLang()

NSLog("Cancel Pressed")
¥
alertController.addAction(okAction)
alertController.addAction(cancelAction)
self.present(alertController, animated: true, completion: nil)

¥
print(currentLangCode)
¥
@IBAction func publishTx(_ sender: Any) {
if (self.selectedTxIndex != -1) {
let alertController = UIAlertController(title:
NSLocalizedString("attention", comment: ""), message: NSLocalizedString("publishTx",
comment: ""), preferredStyle: .alert)

let okAction = UIAlertAction(title: NSLocalizedString("publish", comment:
""), style: UIAlertAction.Style.default) {
UIAlertAction in
// Publish tx
self.publishTransaction(tx: self.txs[self.selectedTxIndex])
print("0K Pressed")
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let cancelAction = UIAlertAction(title: NSLocalizedString('cancel",

comment: ""), style: UIAlertAction.Style.cancel) {
UIAlertAction in
print("Cancel Pressed")

}

alertController.addAction(okAction)
alertController.addAction(cancelAction)
self.present(alertController, animated: true, completion: nil)

@IBAction func refreshUserBalance(_ sender: Any) {
self. loadUserBalance()

@objc func rightSwipeAction(swipe: UISwipeGestureRecognizer) {
NSLog("right swipe action")

let vc = UIStoryboard.init(name: "Main", bundle:
Bundle.main).instantiateViewController(withIdentifier: '"MessagesScreen") as!
ChatViewController

self.present(vc, animated: true, completion: nil)

ViewControllers\ProductInfoViewController.swift
import UIKit
class ProductInfoViewController: UIViewController {
@IBOutlet weak var githubUrl: UIButton!
override var preferredStatusBarStyle : UIStatusBarStyle {

return UIStatusBarStyle.lightContent

override func viewDidLoad() {
super.viewDidLoad()

@IBAction func githubOpen(_ sender: Any) {
if let url = URL(string: "https://www.github.com/kushkamisha") {
UIApplication.shared.open(url)
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CustomElements/InputBox.swift

//

// InputBox.swift

// crypto-chat

//

// Created by Kushka Misha on 2/4/20.

// Copyright © 2020 Misha Kushka. All rights reserved.
//

import UIKit

class InputBox: UIView {
//initWithFrame to init view from code
override init(frame: CGRect) {
super.init(frame: frame)
setupView()

//initWithCode to init view from xib or storyboard
required init?(coder aDecoder: NSCoder) {
super.init(coder: aDecoder)
setupView()

//common func to init our view
private func setupView() {
backgroundColor = UIColor(red: 122, green: 140, blue: 255, alpha: 0)

cornerRadius = 10
layer.borderColor = UIColor.white.cgColor
layer.borderWidth = 1

CustomFElements/MyButton.swift

import Foundation
import UIKit

class MyButton: UIButton {
override init(frame: CGRect) {
super.init(frame: frame)
setupView()
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required init?(coder aDecoder: NSCoder) {
super.init(coder: aDecoder)
setupView()

private func setupView() {
backgroundColor = UIColor.white
cornerRadius = 10

CustomElements/Colors.swift

import UIKit

let translucentWhite = UIColor.init(displayP3Red: 255/255, green: 255/255, blue:
255/255, alpha: 0.5)

let purple = UIColor.init(red: 122/255, green: 140/255, blue: 255/255, alpha: 1)
let white = UIColor.white

let black = UIColor.black

Objects/Chat.swift

import Foundation
import UIKit

class Chat {

var chatId: String

var socketId: String

var name: String

var chatType: String

var fromUser: String

var avatar: UIImage

var lastMsgText: String

var lastMsgTime: String

var chatTypelImage: UIImage

var chatTypeSelectedImage: UIImage

init (chatId: String, socketId: String, name: String, chatType: String, fromUser:
String, avatar: UIImage, lastMsgText: String, lastMsgTime: String, chatTypeImage:
UIImage, chatTypeSelectedImage: UIImage) {
self.chatld = chatld
self.socketId = socketId
self.name = name
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self.chatType
self.fromUser
self.avatar = avatar

self.lastMsgText = lastMsgText
self.lastMsgTime = lastMsgTime

chatType
fromUser

self.chatTypelmage = chatTypelmage

self.chatTypeSelectedImage

Objects/Message.swift

import Foundation
class Message {

var msgIld: String
var userId: String
var msg : String
var isRead: Bool
var time : String

chatTypeSelectedImage

init(msgId: String, userId: String, msg: String, isRead: Bool, time: String) {

self.msgIld = msgId
self.userId = userId
self.msg = msg
self.isRead = isRead
self.time = time

Objects/UserData.swift

import UIKit
class UserData {

var email: String

var pass: String

var firstName: String
var middleName: String
var lastName: String
var birthDate: String
var photo: UIImage

var address: String
var prKey: String
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init(
email: String,
pass: String,
firstName: String =
middleName: String =
lastName: String = "",
birthDate: String = "",

address: String = ,

prKey: String = "",

i
’

photo: UIImage = UIImage()

self.email = email
self.pass = pass

self.firstName = firstName
self.middleName = middleName
self.lastName = lastName
self.birthDate = birthDate

self.photo = photo
self.address = address
self.prKey = prKey

Objects/Tx.swift

class Tx {
var id: String = ""
var date: String =
var userName: String =
var direction: String =
var amount: String = ""

’

init(id: String, date: String, userName: String, direction: String, amount:

String) {
self.id = id
self.date = date

self.userName = userName
self.direction = direction

self.amount = amount

Services/Socket.swift

import Foundation
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import SocketIO
class Socket {

var socket: SocketIOClient!

static var manager: SocketManager?
var token: String

var isConnected: Bool = false

init(token: String) {
self.token = token
Socket.self.manager = SocketManager(socketURL: URL(string:
"http://localhost:8080")!, config: [.log(false), .compress, .connectParams(["token":
token])])
¥

func connect() {
self.socket = Socket.self.manager?.defaultSocket

self.socket.on(clientEvent: .connect) { data, ack in
print("connected to external server")
self.isConnected = true

self.socket.on(clientEvent: .disconnect) { data, ack in
self.isConnected = false

self.socket.onAny { data in
print('\n\ndata")
print(data)

self.socket.connect()

func socketOn(event: String, callback success: @escaping (_ data: Any) —> Void) {
self.socket.on(event) { (dataArr, ack) in
print(dataArr) // don't remove. Otherwise messages will be added multiple
times to the msgs list
success(dataArr)
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Services/ChatTables.swift

import UIKit
extension ChatViewController: UITableViewDataSource, UITableViewDelegate {

func tableView(_ tableView: UITableView, numberOfRowsInSection section: Int) —>

Int {
if (tableView == msgsTableView) {
return msgs.count
} else {
if isFiltering { return filteredChats.count }
return chats.count
}
}

func tableView(_ tableView: UITableView, cellForRowAt indexPath: IndexPath) —>
UITableViewCell {
if (tableView == chatsTableView) {
let cell = tableView.dequeueReusableCell(withIdentifier: "ChatCell") as!

ChatCell
let chat: Chat
if isFiltering {
chat = filteredChats[indexPath. row]
} else {
chat = chats[indexPath. row]
¥
cell.setChat(chat: chat)
cell.selectionColor = purple
return cell
¥

let msg = msgs[indexPath. row]
if (msg.userId == userId) {
let cell = tableView.dequeueReusableCell(withIdentifier:
"MessageRightCell") as! MessageRightCell
cell.setMessage(message: msg)
return cell
} else {
let cell = tableView.dequeueReusableCell(withIdentifier:
"MessageLeftCell") as! MessagelLeftCell
cell.setMessage(message: msg)
return cell
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func tableView(_ tableView: UITableView, didSelectRowAt indexPath: IndexPath) {
if (tableView == chatsTableView) {
self.isChatSelected(status: true)
self.selectedChat = isFiltering ? filteredChats[indexPath. row]
chats[indexPath. row]

print(self.selectedChat.name)
print(self.selectedChat.chatId)

self.topBarEthereum.isHidden = self.selectedChat.chatType != "paying" ?
true : false

getMessages()

topBarUsername.text = self.selectedChat.name
topBarAvatar.image = self.selectedChat.avatar
topBarChatType.image = self.selectedChat.chatTypeSelectedImage

func updateMessages() {
self.msgsTableView. reloadDatal()
if self.msgs.count > 0 {
self.msgsTableView.scrollToRow(at: IndexPath(item:self.msgs.count-1,
section: @), at: .bottom, animated: false)

}

extension ChatViewController: UISearchBarDelegate {

func searchBar(_ searchBar: UISearchBar, textDidChange searchText: String) {
filter(searchText, category: searchBar.selectedScopeButtonIndex)

func filter(_ searchText: String, category: Int = 0) {
filteredChats = chats.filter({ (chat: Chat) —> Bool in
return chat.name.lowercased().contains(searchText.lowercased())
1)
chatsTableView. reloadData()

Services/ChatHelper.swift

//
// http.ext.swift
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// crypto-chat

//

// Created by Kushka Misha on 2/24/20.

// Copyright © 2020 Misha Kushka. All rights reserved.
//

import Alamofire

import SwiftyJSON

import UIKit

import SwiftKeychainWrapper

extension ChatViewController {

func establishSocketConnection() {
// Establish a socket connection
socket = Socket.init(token: jwt)
socket.connect()

func listendNewMessages() {
listenForGlobalSocketMsgs()
socket.socket.on("new-message") { data, ack in
print("event new-message")
let message = JSON(data) [0]
print(message)
if message["userId"].stringValue != userld &&
message["chatId"].stringValue == self.selectedChat.chatId {
self.msgs.append(Message(
msgId: message["msgId"].stringValue,
userId: message["userId"].stringValue,
msg: message["message"].stringValue,
isRead: message["isRead"].boolValue,
time: message["createdAt"].stringValue

))

if self.selectedChat.chatType == "paying" {
self.topBarEthereum.text = "\(message["amount"].stringValue) ETH"

self.pay4Msgs()
self.updateMessages ()

func listen4AmountChanges() {
socket.socket.on("upd-amount") { data, ack in
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print("event upd-amount")
let event = JSON(data) [0]

if userId == event["toUserId"].stringValue &&
self.selectedChat.fromUser == event["fromUserId"].stringValue &&

self.selectedChat.chatType == "paying"

self.topBarEthereum.text = "\(event["amount"].stringValue) ETH"

func loadChats() {
// Send request to load chats to the server
AF.request("http://localhost:8080/chat/chatList",
parameters: ["token": jwt]).responselJSON { response in
switch response.result {
case .success(let data):
let chats = JSON(data) ["chats"]
self.chats = []
for (_, chat) in chats {
var chatTypeImage = UIImage()
var chatTypeSelectedImage = UIImage()

switch(chat["chatType"]l.stringValue) {

"ethereum-out-purple")

case "free":
chatTypeImage = imagelLiteral(resourceName: "free")
chatTypeSelectedImage = imagelLiteral(resourceName:
"free white")
break
case "locked":
chatTypeImage = imagelLiteral(resourceName: "locked-
purple")
chatTypeSelectedImage = imagelLiteral(resourceName:
"locked-white")
break
case "unlocked":
chatTypeImage = imagelLiteral(resourceName:
"unlocked")
chatTypeSelectedImage = imagelLiteral(resourceName:
"unlocked white")
break
case "paying":
if userId == chat["fromUser"].stringValue {
chatTypeImage = imagelLiteral(resourceName:
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chatTypeSelectedImage =
imagelLiteral(resourceName: "ethereum-out-white")
} else {
chatTypeImage = imagelLiteral(resourceName:
"ethereum-in-purple")
chatTypeSelectedImage =
imagelLiteral(resourceName: "ethereum-in-white")

¥
break
case "'group":
break
default:
break
¥
let name = "\(chat["firstName"].stringValue)

\ (chat["lastName"].stringValue)"
let imageBase64String = chat["avatar"].stringValue
let imageData = Data(base64Encoded: imageBase64String)
let avatar = UIImage(data: imageData ?? Datal())

let arr =
chat["lastMsgTime"].stringValue.components(separatedBy: " ")

let timelLabel = arr.count == 2 ? "\(arr[0])
\(NSLocalizedString(arr[1], comment: "*"))" : NSLocalizedString(arr[@], comment: "")

self.chats.append(Chat(
chatId: chat["chatId"].stringValue,
socketId: "",
name: name,
chatType: chat["chatType"]l.stringValue,
fromUser: chat["fromUser"].stringValue,
avatar: avatar ?? imagelLiteral(resourceName: "user-

default"),
lastMsgText: chat["lastMsgText"].stringValue,
lastMsgTime: timelLabel,
chatTypeImage: chatTypelmage,
chatTypeSelectedImage: chatTypeSelectedImage
))
¥
self.chatsTableView. reloadData()
break
case .failure(let error):
print(error.localizedDescription)
¥
¥
¥
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func getMessages() {
AF.request("http://localhost:8080/chat/messages",
parameters: [
"token": jwt,
"chatId": self.selectedChat.chatId
1).responseJSON { response in
switch response.result {
case .success(let data):
let json = JSON(data)
let msgs = json["messages"]
self.msgs = []
for (_, msg) in msgs {
if (msg["text"l.stringValue '= "") {
self.msgs.append(Message(
msgId: msg['msgId"].stringValue,
userId: msg["userId"].stringValue,
msg: msg["text"].stringValue,
isRead: msg["isRead"].boolValue,
time: msg["time"].stringValue

let amount = json["amount"].stringValue
if (self.selectedChat.chatType == "paying" && amount != "") {
self.topBarEthereum.text = "\(amount) ETH"

self.pay4Msgs()
self.updateMessages()

break
case .failure(let error):
print(error.localizedDescription)

func pay4Msgs() {
let chatType = self.selectedChat.chatType
let fromUserId = self.selectedChat.fromUser
if (chatType == "paying" && fromUserId == userId) {
print("paying chat")

var totalAmount = 0.0
var lastMsgId = ""
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var lastUserId = ""
for msg in self.msgs {
if (msg.userId != userId && !msg.isRead) {
print("msg.msg: \(msg.msg)")
msg.isRead = true
totalAmount += Double(msg.msg.count) * self.CHARACTER_PRICE
lastMsgId = msg.msgId
lastUserId = msg.userld

}

// pay for others messages

sendMicrotx(toUser: lastUserId, amount: totalAmount, msgId: lastMsgId)
} else {

self.readMsgs()

func readMsgs() {
print("read messages")
AF.request("http://localhost:8080/chat/readMessages",
method: .post,
parameters: ["token": jwt, "chatId": self.selectedChat.chatId],
encoder: JSONParameterEncoder.default).responseJSON { status in
print(status)

func sendMessage(message: String) {
AF.request("http://localhost:8080/chat/message",
method: .post,
parameters: ["token": jwt, "chatId": self.selectedChat.chatld,
"message": messagel,
encoder: JSONParameterEncoder.default).responseJSON { status in
print(status)
self.loadChats()

func sendMicrotx(toUser: String, amount: Double, msgId: String) {
print("sending microtx...")
// Get private key from keychain
let saveSuccessful: Bool =
KeychainWrapper.standard.set("0x2ac32c0d5a30db63270d6178c5b03a338d61de25d973732654bd65
738af14171", forKey: "prKey")
print("Saving prKey to keychain: \(saveSuccessful)")

guard let prKey: String = KeychainWrapper.standard.string(forKey: "prKey")
else { return }
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print(prKey)
print("message id: \(msgId)")

AF.request("http://localhost:8080/bc/signTransferByUserId",
method: .post,
parameters: [
"token": jwt,
"msgId": msgld,
"toUserId": toUser,
"amount": String(amount * 1000000000000000000),
"prKey": prKey
I,
encoder: JSONParameterEncoder.default).responselJSON { response in
switch response.result {
case .success(let data):
print(“the mtx is sent")
let json = JSON(data)
let rawTx = json["rawTx"].stringValue
let totalAmountWei = json["totalAmount"].intValue
let totalAmountEth: Double = Double(totalAmountWei) /
1000000000000000000. 0
print("rawTx: \(rawTx)")
print("totalAmountEth: " + String(format: "%.5f", totalAmountEth))
self.topBarEthereum.text = String(format: "%.5f", totalAmountEth)

+ " ETH"
self.readMsgs()
break
case .failure(let error):
print(error.localizedDescription)
}
}
}

func isChatSelected(status: Bool) {
if (status) {

sendMessageView.isHidden = false
topBarVideoCall. isHidden = false
topBarAudioCall. isHidden = false

topBarEthereum. isHidden = false
msgsTableView.isHidden = false
noChatsSelectedView. isHidden = true
} else {

sendMessageView.isHidden = true
topBarVideoCall. isHidden = true
topBarAudioCall. isHidden = true
topBarEthereum. isHidden = true
msgsTableView.isHidden = true
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noChatsSelectedView. isHidden = false

Services/SignUpHelper.swift

import UIKit

import CryptoKit

import Loaf

import Alamofire

import SwiftyJSON

import SwiftKeychainWrapper

extension SignUpViewController: UINavigationControllerDelegate,
UIImagePickerControllerDelegate, UITextFieldDelegate {

func setupInputFields() {

emailLabel.roundCorners(corners: [.topLeft, .bottomLeft]l, radius: 10)
firstNameLabel. roundCorners(corners: [.topLeft, .bottomLeft], radius: 10)
middleNamelLabel. roundCorners(corners: [.topLeft, .bottomLeft], radius: 10)
lastNamelLabel.roundCorners(corners: [.topLeft, .bottomLeft], radius: 10)
passLabel. roundCorners(corners: [.topLeft, .bottomLeft], radius: 10)
repeatPassLabel.roundCorners(corners: [.topLeft, .bottomLeft], radius: 10)
birthDatelLabel. roundCorners(corners: [.topLeft, .bottomLeft], radius: 10)

let translucentWhite = UIColor.init(displayP3Red: 255/255, green: 255/255,
blue: 255/255, alpha: 0.5)

emaillnputField.attributedPlaceholder = NSAttributedString(string:
"john@mail.com", attributes: [NSAttributedString.Key.foregroundColor:
translucentWhite])

firstNameInputField.attributedPlaceholder = NSAttributedString(string:
NSLocalizedString("john", comment: ""), attributes:
[NSAttributedString.Key.foregroundColor: translucentWhite])

middleNameInputField.attributedPlaceholder = NSAttributedString(string:
NSLocalizedString("james", comment: ""), attributes:
[NSAttributedString.Key.foregroundColor: translucentWhite])

lastNameInputField.attributedPlaceholder = NSAttributedString(string:
NSLocalizedString("doe", comment: ""), attributes:
[NSAttributedString.Key.foregroundColor: translucentWhite])

passInputField.attributedPlaceholder = NSAttributedString(string:
NSLocalizedString("password", comment: ""), attributes:
[NSAttributedString.Key.foregroundColor: translucentWhite])

repeatPassInputField.attributedPlaceholder = NSAttributedString(string:
NSLocalizedString("password", comment: ""), attributes:
[NSAttributedString.Key.foregroundColor: translucentWhite])
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birthDateInputField.attributedPlaceholder = NSAttributedString(string:
NSLocalizedString("mm/dd/yyyy", comment: ""), attributes:
[NSAttributedString.Key.foregroundColor: translucentWhite])

emailInputField.delegate = self

passInputField.delegate = self

repeatPassInputField.delegate = self

emaillnputField.addTarget(self, action:
#tselector(SignUpViewController.removeGlowing(_:)), for: .editingChanged)

passInputField.addTarget(self, action:
#tselector(SignUpViewController.removeGlowing(_:)), for: .editingChanged)

repeatPassInputField.addTarget(self, action:
#tselector(SignUpViewController.removeGlowing(_:)), for: .editingChanged)

invalidInputData(view: emailGlowingView)
invalidInputData(view: passGlowingView)
invalidInputData(view: repeatPassGlowingView)
emailGlowingView. isHidden = true
passGlowingView.isHidden = true
repeatPassGlowingView. isHidden = true

userImage. layer.borderWidth = 5

userImage. layer.masksToBounds = false

userImage. layer.borderColor = UIColor.white.cgColor
userImage. layer.cornerRadius = userImage.frame.height / 2
userImage.clipsToBounds = true

@objc func removeGlowing(_ textField: UITextField) {
switch (textField) {

case emailInputField:
emailGlowingView.isHidden = true
break

case passInputField:
passGlowingView.isHidden = true
break

case repeatPassInputField:
repeatPassGlowingView.isHidden = true
break

default:
break

func textFieldDidBeginEditing(_ textField: UITextField) {
removeGlowing(textField)
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func invalidInputData(view: UIView) {
view.roundCorners(corners: [.topRight, .bottomRight], radius: 10)
view.addInnerShadow(onSide: UIView.innerShadowSide.all, shadowColor:
UIColor.red, shadowSize: 8, shadowOpacity: 2)
¥

func checkInputData() -> Bool {
let email = emaillnputField.text ?? ""
let pass = passInputField.text 7?7 ""
let repeatPass = repeatPassInputField.text ?? ""

if (email == "") {
emailGlowingView.isHidden = false
Loaf(NSLocalizedString("emptyEmail", comment: ""), state: .error, sender:
self).show()
return false
} else if (pass == "") {
passGlowingView. isHidden = false
Loaf(NSLocalizedString("emptyPass", comment: ""), state: .error, sender:
self).show()
return false
} else if (repeatPass == "") {
repeatPassGlowingView.isHidden = false
Loaf(NSLocalizedString("emptyRepeatPass", comment: ""), state: .error,

sender: self).show()
return false

} else if (pass != repeatPass) {
repeatPassGlowingView.isHidden = false
Loaf(NSLocalizedString("notSameRepeatPass", comment: ""), state: .error,

sender: self).show()
return false

emailGlowingView. isHidden = true
passGlowingView.isHidden = true
repeatPassGlowingView. isHidden = true

let rangeEmail

let regexEmail
z1{2,3}$")

let rangePass = NSRange(location: @, length: pass.utfl6.count)

let regexPass = try! NSRegularExpression(pattern: "~(?=.x[a-z])(?=.%[A-
Z1) (?=.%[0-91) (?=. % [ 1@\ \$%5\\"&\\*]) (?=.{8,})")

NSRange(location: @, length: email.utf16.count)
try! NSRegularExpression(pattern: "“\\w+@[a-zA-Z_]1+?\\. [a-zA-

if regexEmail.matches(in: email, options: [], range: rangeEmail).count == 0 {
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Loaf(NSLocalizedString("incorrectEmailFormat", comment: ""), state:
.error, sender: self).show()
emailGlowingView.isHidden = false
return false
} else if regexPass.matches(in: pass, options: [], range: rangePass).count ==

0 {
passGlowingView. isHidden = false
Loaf(NSLocalizedString("weakPass", comment: ""), state: .error, sender:
self).show()
return false
¥
return true
¥

func chooseImageFromDevice() {
imagePicker.allowsEditing = false
imagePicker.sourceType = .photoLibrary

present(imagePicker, animated: true, completion: nil)
func imagePickerController(_ picker: UIImagePickerController,

didFinishPickingMediaWithInfo info: [UIImagePickerController.InfoKey : Anyl) {
if let pickedImage = info[UIImagePickerController.InfoKey.originalImage] as?

UIImage {
userImage.contentMode = .scaleAspectFill
userImage.image = pickedImage
uploadUserPhotoButton.isHidden = true
}

dismiss(animated: true, completion: nil)

func imagePickerControllerDidCancel(_ picker: UIImagePickerController) {
dismiss(animated: true, completion: nil)

func registerUser() {

guard let data = passInputField.text?.data(using: .utf8) else { return }

let passHash = SHA512.hash(data: data).hexStr

var avatarBase64 = ""

if !(userImage.image?.isEqualToImage(image: UIImage(named: "upload-photo")!)
?? true) {
avatarBase64 = userImage.image?.jpegData(compressionQuality:

1)?.base64EncodedString() ?? ""
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print(avatarBase64)

AF.request("http://localhost:8080/auth/register",
method: .post,
parameters: [
"email": emaillnputField.text ?? "",
""pass'": passHash,
"firstName": firstNameInputField.text ?? "",
"middleName": middleNameInputField.text 7?7 "",
"lastName": lastNameInputField.text ?? "",
"birthDate": birthDateInputField.text ?? "",
"avatar": avatarBase64
I,
encoder: JSONParameterEncoder.default).responselJSON { response in
switch response.result {
case .success(let data):
print("\nSuccessfully registered")
let json = JSON(data)
print(json)
let status = json["status"].stringValue

if (status == "success") {
let vc = UIStoryboard.init(name: "Main", bundle:
Bundle.main).instantiateViewController(withIdentifier: '"SignUp2Screen") as!
SignUp2ViewController
vc.modalPresentationStyle = .fullScreen

vc.userId = json["userId"].stringValue
vc.address = json["address"].stringValue
vc.token = json["token"].stringValue

// Save ethereum private key to keychain

let saveSuccessful: Bool =
KeychainWrapper.standard.set(json["prKey"].stringValue, forKey: "prKey")

print("“Saving prKey to keychain: \(saveSuccessful)")

self.present(vc, animated: true, completion: nil)
} else {
Loaf(NSLocalizedString("signupError", comment: "'"), state:
.error, sender: self).show()

}

break
case .failure(let error):
print(error.localizedDescription)
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Services/SignUp2Helper.swift

import UIKit
import Alamofire
import SwiftyJSON
import Loaf

VESS

Second SignUp screen

*/
extension SignUp2ViewController: UICollectionViewDataSource, UICollectionViewDelegate,
UITextViewDelegate {

// Number of views
func collectionView(_ collectionView: UICollectionView, numberOfItemsInSection
section: Int) — Int {
return keywords.count

// Populate views
func collectionView(_ collectionView: UICollectionView, cellForItemAt indexPath:
IndexPath) —> UICollectionViewCell {
let cell = collectionView.dequeueReusableCell(withReuseIdentifier: "keyword",
for: indexPath) as! KeywordCell
cell.keywordLabel.text = keywords[indexPath. rowl]
cell.keywordLabel.padding = UIEdgeInsets(top: 5, left: 10, bottom: 5, right:
10)

return cell

func setupInputFields() {
descriptionTitleView.roundCorners(corners: [.topLeft, .topRight], radius: 10)
ethereumAddrTitleView. roundCorners(corners: [.topLeft, .topRight], radius: 10)
copyEthAddrButton.roundCorners(corners: [.bottomRight], radius: 10)
qrCodeView.roundCorners(corners: [.allCorners], radius: 10)
ethAddrTextField.text = address
descriptionTextBox.text = descriptionText
descriptionTextBox.textColor = translucentWhite

func textViewDidBeginEditing(_ textView: UITextView) {
if descriptionTextBox.textColor == translucentWhite {
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descriptionTextBox.text = nil
descriptionTextBox.textColor = UIColor.white

func textViewDidEndEditing(_ textView: UITextView) {
if descriptionTextBox.text.isEmpty {
descriptionTextBox.text = descriptionText
descriptionTextBox.textColor = translucentWhite

func generateQRCode(from string: String) —> UIImage? {
let data = string.data(using: String.Encoding.ascii)

guard let filter = CIFilter(name: "CIQRCodeGenerator") else { return nil }
filter.setValue(data, forKey: "inputMessage")

// Scale the image

let transform = CGAffineTransform(scaleX: 10, y: 10)

guard let scaledQrImage = filter.outputImage?.transformed(by: transform) else
{ return nil }

return UIImage(ciImage: scaledQrImage)

func finishUserSignUp() {
AF.request("http://localhost:8080/auth/updateUserData",
method: .post,
parameters: [
"token": self.token,
"description": descriptionTextBox.text == descriptionText ? ""
: descriptionTextBox.text,
"keywords": "",
I,
encoder: JSONParameterEncoder.default).responselJSON { response in
switch response.result {
case .success(let data):
let json = JSON(data)
let status = json["status"]

if (status == "success") {
let vc = UIStoryboard.init(name: "Main", bundle:
Bundle.main).instantiateViewController(withIdentifier: '"MessagesScreen") as!
ChatViewController
vc.modalPresentationStyle = .fullScreen
jwt = self.token
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self.present(vc, animated: true, completion: nil)
} else {
Loaf(NSLocalizedString("signup2Error", comment: ""), state:
.error, sender: self).show()

}

break
case .failure(let error):
print(error.localizedDescription)

Services/SettingsHelper.swift

import UIKit
import Alamofire
import SwiftyJSON

extension SettingsViewController: UICollectionViewDataSource,
UICollectionViewDelegate, UITextViewDelegate, UITableViewDataSource,
UITableViewDelegate {

/%%
Txs table start
*/
func tableView(_ tableView: UITableView, numberOfRowsInSection section: Int) —>
Int {
return txs.count
¥
func tableView(_ tableView: UITableView, heightForRowAt indexPath: IndexPath) —
CGFloat {
return 30
¥

func tableView(_ tableView: UITableView, didSelectRowAt indexPath: IndexPath) {
self.selectedTxIndex = indexPath.row

func tableView(_ tableView: UITableView, cellForRowAt indexPath: IndexPath) —>
UITableViewCell {
let tx = txs[indexPath.row]
let cell = tableView.dequeueReusableCell(withIdentifier: "TxCell") as! TxCell
cell.setTx(tx: tx)
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if (tx.direction == "out") { cell.isUserInteractionEnabled = false }

cell.backgroundColor = indexPath.row % 2 == @ ? purple : UIColor.init(red: 1,

green: 1, blue: 1, alpha: 0.1)
cell.selectionColor = white

return cell

¥

/%%

Txs table end
*/

VESS

Keywords collection start
*/

// Number of views

func collectionView(_ collectionView: UICollectionView, numberOfItemsInSection

section: Int) — Int {
return keywords.count

// Populate views
func collectionView(_ collection
IndexPath) —> UICollectionViewCell {

View: UICollectionView, cellForItemAt indexPath:

let cell = collectionView.dequeueReusableCell(withReuseIdentifier: "keyword",

for: indexPath) as! KeywordCell

cell.keywordLabel.text = keywords[indexPath. rowl]

cell.keywordLabel.padding =

10)
return cell
}
VESS
Keywords collection end
*/

func setupInputFields() {
getUserProfile()

self.txTableView.delegate =
self.txTableView.dataSource
self.txTableView.backgroundC
self.txTableView.addSubview(

selectCorrectLang()
loadUserBalance()

UIEdgeInsets(top: 5, left: 1@, bottom: 5, right:

self

= self

olor = purple
self.refreshControl)
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headerDate.roundCorners(corners: [.topLeft], radius: 10)
headerAmount. roundCorners(corners: [.topRight], radius: 10)
avatar.cornerRadius = 60

langSegmentedControl.setTitleTextAttributes([
NSAttributedString.Key.foregroundColor: UIColor.white,
NSAttributedString.Key.font: UIFont(name: "SF Pro Text", size: 15) ??
UIFont.systemFont(ofSize: 15)
1, for: .normal)

langSegmentedControl.setTitleTextAttributes( [NSAttributedString.Key.foregroundColor:
UIColor.black], for: .selected)

keywordsCollectionView.backgroundColor = purple
descriptionTitleView.roundCorners(corners: [.topLeft, .topRight], radius: 10)
descriptionTextView.text = descriptionText

descriptionTextView.textColor = translucentWhite

func textViewDidBeginEditing(_ textView: UITextView) {
if descriptionTextView.textColor == translucentWhite &&
descriptionTextView.text == descriptionText {
descriptionTextView.text = nil
descriptionTextView.textColor = UIColor.white

func textViewDidEndEditing(_ textView: UITextView) {
if descriptionTextView.text.isEmpty {
descriptionTextView.text = descriptionText
descriptionTextView.textColor = translucentWhite

func selectCorrectLang() {
for i in @..<languages.count {
if languages[il [1] == currentLangCode {
langSegmentedControl.selectedSegmentIndex = i

func getUserProfile() {
AF.request("http://localhost:8080/auth/myProfile", parameters: ["token": jwt]
). responseJSON { response in
switch response.result {
case .success(let data):
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let json = JSON(data)
let status = json["status"].stringValue
if (status == "success") {
// email, firstName, middleName, lastName, birthDate,
description, avatar
let imageBase64String = json["avatar"].stringValue
let imageData = Data(base64Encoded: imageBase64String)
self.avatar.image = UIImage(data: imageData ?? Data())
self.fullName.text = "\(json["firstName"].stringValue)
\(json["middleName"].stringValue) \(json["lastName"].stringValue)"

let bdArr =
json["birthDate"].stringValue.components(separatedBy: " ")

self.birthDate.text = "\ (bdArr[2])
\(NSLocalizedString(self.months[Int(bdArr[1]) ?? @], comment: "")) \(bdArr[0])"

let desc = json["description"].stringValue

if desc !'="" {
self.descriptionTextView.text = desc
self.descriptionTextView.textColor = UIColor.white

¥

} else {
NSLog("Can't load user's profile because of an internal server

error")
¥
case .failure(let error):
NSLog(error.localizedDescription)
¥
¥
¥

func getUnpublishedTxs() {
AF.request("http://localhost:8080/bc/transfers", parameters: ["token": jwt]
) .responseJSON { response in
switch response.result {

case .success(let data):
let json = JSON(data)
let status = json["status"].stringValue
if (status == "success") {

let txs = json["txs"]

self.txs = []
for (_, tx) in txs {
let arr = tx["createdAt"].stringValue.split(separator: "
II)
let date = "\(arr[@]) \(NSLocalizedString(String(arr[1]),
comment: "")) \(arr[2]) \(arr[3])"
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self.txs.append(Tx(
id: tx["txId"].stringValue,
date: date,
userName: tx["fullName"].stringValue,
direction: tx["direction"].stringValue,
amount: tx["amount"].stringValue)

¥
self.txTableView.reloadData()

} else {
NSLog("Can't load transactions because of an internal server

error")
¥
case .failure(let error):
NSLog(error.localizedDescription)

func loadUserBalance() {
AF.request("http://localhost:8080/bc/balanceInContract", parameters: ["token":
jwt]).responselJSON { response in
switch response.result {
case .success(let data):
let json = JSON(data)
let status = json["status"].stringValue
if (status == "success") {
let balance = json["balanceInEth"]
self.userBalance.setTitle(self.userBalance?.titleLabel?.text?.split(separator: "
").dropLast(2).joined(separator: " "), for: .normal)
guard let text = self.userBalance.titleLabel?.text else {

return }
self.userBalance.setTitle("\(text) \(balance) ETH", for:
.normal)
} else {
NSLog("Can't load user balance because of an internal server
error")
¥
case .failure(let error):
NSLog(error.localizedDescription)
¥
¥
¥

func publishTransaction(tx: Tx) {
print("publishing tx")
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AF.request("http://localhost:8080/bc/publishTransfer",
method: .post,
parameters: [
"token": jwt,
"txId": tx.id
I,
encoder: JSONParameterEncoder.default).responselJSON { response in
switch response.result {
case .success(let data):
let json = JSON(data)
let hash = json["txHash"].stringValue
print("The tx is now mining and it's hash is \(hash)")
self.getUnpublishedTxs ()
break
case .failure(let error):
print(error.localizedDescription)

Extensions/ChatCell.swift

import UIKit
class ChatCell: UITableViewCell {

@IBOutlet weak var avatarImageView: UIImageView!
@IBOutlet weak var chatTypeImageView: UIImageView!
@IBOutlet weak var chatTypeSelected: UIImageView!

@IBOutlet weak var usernamelLabel: UILabel!
@IBOutlet weak var lastMsgTime: UILabel!
@IBOutlet weak var lastMsgText: UILabel!

override func awakeFromNib() {
super.awakeFromNib()
// Initialization code
avatarImageView.cornerRadius = 25
lastMsgTime.text = NSLocalizedString("wasActiveAt", comment: "")

override func setSelected(_ selected: Bool, animated: Bool) {
super.setSelected(selected, animated: animated)

// Configure the view for the selected state
if (selected) {
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usernamelLabel.textColor = UIColor.white
lastMsgText.textColor = UIColor.white
lastMsgTime.textColor = UIColor.white
chatTypeImageView.isHidden = true
chatTypeSelected.isHidden = false

} else {
usernamelLabel.textColor = UIColor.black
lastMsgText.textColor = UIColor.black
lastMsgTime.textColor = UIColor.black
chatTypeImageView.isHidden = false
chatTypeSelected.isHidden = true

func setChat(chat: Chat) {
avatarImageView.image = chat.avatar
chatTypelImageView.image = chat.chatTypeImage
chatTypeSelected. image = chat.chatTypeSelectedImage
usernamelLabel.text = chat.name
lastMsgText.text = chat.lastMsgText
lastMsgTime. text = chat.lastMsgTime

Extensions/TxCell.swift

import UIKit
class TxCell: UITableViewCell {

@IBOutlet weak var date: UILabel!

@IBOutlet weak var userName: UILabel!

@IBOutlet weak var txDirectionImg: UIImageView!
@IBOutlet weak var amount: UILabel!

override func awakeFromNib() {
super.awakeFromNib()
// Initialization code

override func setSelected(_ selected: Bool, animated: Bool) {
super.setSelected(selected, animated: animated)

if (selected) {
date.textColor = black
userName. textColor = black
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amount.textColor = black

} else {
date.textColor = white
userName.textColor = white
amount.textColor = white

func setTx(tx: Tx) {
date.text = tx.date
userName.text = tx.userName

txDirectionImg.image = tx.direction == "in" ? imagelLiteral(resourceName: "in-
arrow") : imagelLiteral(resourceName: "out-arrow")
amount.text = tx.amount
}
}
Extensions/TableViewCell.swift
import Foundation
import UIKit
extension UITableViewCell {
var selectionColor: UIColor {
set {
let view = UIView()
view.backgroundColor = newValue
self.selectedBackgroundView = view
}
get {
return self.selectedBackgroundView?.backgroundColor ?? UIColor.clear
}
}
}
Extensions/KeywordCell.swift
import UIKit
class KeywordCell: UICollectionViewCell {
@IBOutlet weak var keywordLabel: UILabel!
}
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Extensions/MessageRightCell.swift

import UIKit
class MessageRightCell: UITableViewCell {

@IBOutlet weak var time: UILabel!
@IBOutlet weak var msg: UILabel!

override func awakeFromNib() {
super.awakeFromNib()
// Initialization code

override func setSelected(_ selected: Bool, animated: Bool) {
super.setSelected(selected, animated: animated)
// Configure the view for the selected state
msg.padding = UIEdgeInsets(top: 8, left: 15, bottom: 8, right: 15)
msg. layer.masksToBounds = true
msg. layer.cornerRadius = 10

func setMessage(message: Message) {
msg.text = message.msg
time.text = message.time

Extensions/MessageLeftCell.swift

import UIKit
class MessagelLeftCell: UITableViewCell {

@IBOutlet weak var time: UILabel!
@IBOutlet weak var msg: UILabel!

override func awakeFromNib() {
super.awakeFromNib()
// Initialization code

override func setSelected(_ selected: Bool, animated: Bool) {
super.setSelected(selected, animated: animated)
// Configure the view for the selected state
msg.padding = UIEdgeInsets(top: 8, left: 15, bottom: 8, right: 15)
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msg. layer.masksToBounds = true
msg. layer.cornerRadius = 10

func setMessage(message: Message) {
msg.text = message.msg
time.text = message.time

Extensions/UIView.ext.swift

import UIKit

/%%
Round corners
*/
extension UIView
{
func roundCorners(corners:UIRectCorner, radius: CGFloat)
{
let maskLayer = CAShapeLayer()
maskLayer.path = UIBezierPath(roundedRect: self.bounds, byRoundingCorners:
corners, cornerRadii: CGSize(width: radius, height: radius)).cgPath
self.layer.mask = maskLayer

¥
@IBInspectable
var cornerRadius: CGFloat {
get {
return layer.cornerRadius
¥
set {
layer.cornerRadius = newValue
¥
¥
¥
VESS
Inner shadow
*/
extension UIView
{

// different inner shadow styles
public enum innerShadowSide

{
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case all, left, right, top, bottom, topAndLeft, topAndRight, bottomAndLeft,
bottomAndRight, exceptLeft, exceptRight, exceptTop, exceptBottom
}

// define function to add inner shadow
public func addInnerShadow(onSide: innerShadowSide, shadowColor: UIColor,
shadowSize: CGFloat, cornerRadius: CGFloat = 0.0, shadowOpacity: Float)
{
// define and set a shaow layer
let shadowLayer = CAShapelLayer()
shadowLayer. frame = bounds
shadowlLayer.shadowColor = shadowColor.cgColor
shadowLayer.shadowOffset = CGSize(width: @.0, height: 0.0)
shadowlLayer.shadowOpacity = shadowOpacity
shadowlLayer.shadowRadius = shadowSize
shadowLayer.fillRule = CAShapelLayerFillRule.evenOdd

// define shadow path
let shadowPath = CGMutablePath()

// define outer rectangle to restrict drawing area
let insetRect = bounds.insetBy(dx: -shadowSize x 2.0, dy: -shadowSize * 2.0)

// define inner rectangle for mask
let innerFrame: CGRect = { () —> CGRect in
switch onSide
{
case .all:
return CGRect(x: 0.0, y: 0.0, width: frame.size.width, height:
frame.size.height)
case .left:
return CGRect(x: 0.0, y: -shadowSize * 2.0, width:
frame.size.width + shadowSize * 2.0, height: frame.size.height + shadowSize *x 4.0)
case .right:
return CGRect(x: -shadowSize * 2.0, y: -shadowSize * 2.0, width:
frame.size.width + shadowSize * 2.0, height: frame.size.height + shadowSize *x 4.0)
case .top:
return CGRect(x: -shadowSize * 2.0, y: 0.0, width:
frame.size.width + shadowSize * 4.0, height: frame.size.height + shadowSize *x 2.0)
case.bottom:
return CGRect(x: -shadowSize * 2.0, y: -shadowSize * 2.0, width:
frame.size.width + shadowSize * 4.0, height: frame.size.height + shadowSize *x 2.0)
case .topAndLeft:
return CGRect(x: 0.0, y: 0.0, width: frame.size.width + shadowSize
* 2.0, height: frame.size.height + shadowSize * 2.0)
case .topAndRight:
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return CGRect(x: -shadowSize * 2.0, y: 0.0, width:
frame.size.width + shadowSize * 2.0, height: frame.size.height + shadowSize *x 2.0)
case .bottomAndLeft:
return CGRect(x: 0.0, y: -shadowSize * 2.0, width:
frame.size.width + shadowSize * 2.0, height: frame.size.height + shadowSize *x 2.0)
case .bottomAndRight:
return CGRect(x: -shadowSize * 2.0, y: -shadowSize * 2.0, width:
frame.size.width + shadowSize * 2.0, height: frame.size.height + shadowSize *x 2.0)
case .exceptlLeft:
return CGRect(x: -shadowSize * 2.0, y: 0.0, width:
frame.size.width + shadowSize * 2.0, height: frame.size.height)
case .exceptRight:
return CGRect(x: 0.0, y: 0.0, width: frame.size.width + shadowSize
* 2.0, height: frame.size.height)
case .exceptTop:
return CGRect(x: 0.0, y: -shadowSize * 2.0, width:
frame.size.width, height: frame.size.height + shadowSize * 2.0)
case .exceptBottom:
return CGRect(x: 0.0, y: 0.0, width: frame.size.width, height:
frame.size.height + shadowSize * 2.0)
}
0

// add outer and inner rectangle to shadow path
shadowPath.addRect(insetRect)
shadowPath.addRect(innerFrame)

// set shadow path as show layer's
shadowlLayer.path = shadowPath

// add shadow layer as a sublayer
layer.addSublayer(shadowlLayer)

// hide outside drawing area
clipsToBounds = true

Extensions/UIViewController.swift

import UIKit
import SwiftyJSON
import Loaf

extension UIViewController {

func navigateToScreen(screenName: String, storyboardName: String = "Main") {
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// Navigate to the Messages screen
let storyBoard = UIStoryboard(name: "Main", bundle: nil)

let vc = storyBoard.instantiateViewController(withIdentifier: screenName)

vc.modalPresentationStyle = .fullScreen
self.present(vc, animated: true, completion: nil)

func setStatusBarBackgroundColor(color: UIColor) {
if #available(iOS 13.0, %) {
let app = UIApplication.shared
let statusBarHeight: CGFloat = app.statusBarFrame.size.height

let statusbarView = UIView()
statusbarView.backgroundColor = color
statusbarView.tintColor = UIColor.white
view.addSubview(statusbarView)

statusbarView.translatesAutoresizingMaskIntoConstraints = false
statusbarView.heightAnchor

.constraint(equalToConstant: statusBarHeight).isActive = true
statusbarView.widthAnchor

.constraint(equalTo: view.widthAnchor, multiplier: 1.0).isActive

true
statusbarView.topAnchor
.constraint(equalTo: view.topAnchor).isActive = true
statusbarView.centerXAnchor
.constraint(equalTo: view.centerXAnchor).isActive = true

} else {
let statusBar = UIApplication.shared.value(forKeyPath:
"statusBarWindow.statusBar") as? UIView
statusBar?.backgroundColor = color

func listenForGlobalSocketMsgs() {
socket.socket.on("tx-confirmed") { data, ack in
print("event tx-confirmed")
let event = JSON(data) [0]

print(event["userId"].stringValue)
print(event["txHash"].stringValue)

if event["userId"].stringValue == userId {

Loaf(NSLocalizedString("txConfirmed", comment: "'"), state: .success,

location: .top, sender: self).show()

}
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Extensions/Utils.swift

import Foundation
import CryptoKit

extension Digest {
var bytes: [UInt8] { Array(makelIterator()) }
var data: Data { Data(bytes) }

var hexStr: String {
bytes.map { String(format: "%02X", $@) }.joined().lowercased()
¥

Extensions/UILabel.ext.swift

import Foundation
import UIKit

extension UILabel {
private struct AssociatedKeys {
static var padding = UIEdgeInsets()
¥

public var padding: UIEdgeInsets? {
get {
return objc_getAssociatedObject(self, &AssociatedKeys.padding) as?
UIEdgeInsets
¥
set {
if let newValue = newValue {
objc_setAssociatedObject(self, &AssociatedKeys.padding, newValue as
UIEdgeInsets?, objc_AssociationPolicy.0BJC_ASSOCIATION_RETAIN_NONATOMIC)
¥
¥

override open func draw(_ rect: CGRect) {
if let insets = padding {
self.drawText(in: rect.inset(by: insets))
} else {
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self.drawText(in: rect)

override open var intrinsicContentSize: CGSize {
guard let text = self.text else { return super.intrinsicContentSize }

var contentSize = super.intrinsicContentSize
var textWidth: CGFloat = frame.size.width
var insetsHeight: CGFloat = 0.0

var insetsWidth: CGFloat = 0.0

if let insets = padding {
insetsWidth += insets.left + insets.right
insetsHeight += insets.top + insets.bottom
textWidth —= insetsWidth

let newSize = text.boundingRect(with: CGSize(width: textWidth, height:
CGFloat.greatestFiniteMagnitude),
options:
NSStringDrawingOptions.usesLineFragmentOrigin,

attributes: [NSAttributedString.Key.font:

self.font ?? UIFont()], context: nil)

contentSize.height = ceil(newSize.size.height) + insetsHeight
contentSize.width = ceil(newSize.size.width) + insetsWidth

return contentSize

Extensions/Microfutures.swift

import Foundation
public enum Result<T> {

case success(T)
case failure(Error)

public struct Future<T> {
public typealias ResultType = Result<T>
private let operation: ( @escaping (ResultType) — ()) — ()

public init(result: ResultType) {
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self.init(operation: { completion in
completion(result)

})

public init(value: T) {
self.init(result: .success(value))

public init(error: Error) {
self.init(result: .failure(error))

public init(operation: @escaping ( @escaping (ResultType) —> ()) —> ()) {
self.operation = operation

fileprivate func then(_ completion: @escaping (ResultType) —> ()) {
self.operation() { result in
completion(result)

public func subscribe(onNext: @escaping (T) -> Void = { _ in }, onError: @escaping

(Error) —=> Void = { _ in }) {
self.then { result in
switch result {
case .success(let value): onNext(value)
case .failure(let error): onError(error)

}

extension Future {
public func map<U>(_ f: @escaping (T) throws —> U) —> Future<U> {
return Future<U>(operation: { completion in
self.then { result in
switch result {

case .success(let resultValue):
do {
let transformedValue = try f(resultValue)
completion(Result.success(transformedValue))
} catch let error {
completion(Result.failure(error))
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case .failure(let errorBox):
completion(Result.failure(errorBox))

})

public func flatMap<U>(_ f: @escaping (T) -> Future<U>) -> Future<U> {
return Future<U>(operation: { completion in
self.then { firstFutureResult in
switch firstFutureResult {
case .success(let value): f(value).then(completion)
case .failure(let error): completion(Result.failure(error))

}

Extensions/KeywordStyle.swift

import UIKit
class KeywordStyle: UIView {

//initWithFrame to init view from code

override init(frame: CGRect) {
super.init(frame: frame)
setupView()

//initWithCode to init view from xib or storyboard
required init?(coder aDecoder: NSCoder) {
super.init(coder: aDecoder)
setupView()

//common func to init our view
private func setupView() {
backgroundColor = UIColor(red: 122, green: 140, blue: 255, alpha: 0)

cornerRadius = 15
layer.borderColor = UIColor.white.cgColor
layer.borderWidth = 1
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Extensions/Ullmage.ext.swift

import UIKit
extension UIImage {

func isEqualToImage(image: UIImage) —> Bool {
let datal: NSData = self.pngData()! as NSData
let data2: NSData = image.pngData()! as NSData
return datal.isEqual(data2)
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3m. | Apk. | Ne mokym. | Ilignuc | laTta

PospobuB  |Kymka M.O.

[TepeBipuB Jinyk K.1.

T. Kontp.

JIiT. Maca Macr.

KpCCJ'IeHHH BUTJBIAY CKPAHHHUX

(hopm

Apkymr 2 ApkymriB 2

HemamkiBcbk
nii €. A.

KepiBHUK

H. KonTp. Jlinyk K.1.

3aTBepa.

Mecenmxep 1151 HaTaHHSI KOHCYJTBTAIlIHHAX
MOCJTYT Ha OCHOBI OJIOKUEHH-TEXHOJIOTIT Ta

MIKpOTpaH3aKIlii

KIII im. Iropst CikopcbKkoro
Kadeapa ACOIY
I'pyma IT1-61




DI TT'06VSY0 9TT9-LIT'ILIA

CMapT-KOHTpaKT

Bob

ManHWUHr rpanaaxqi'l.j

Anica | BanaHc Anicu 0 ETH CepBep
MonoBHeHHA cMapT-KoHTpakTy Ha 1 ETH '
My6Gnikauia TpaH3akuii ’
TpaH3akujlo 3amanHeHo
Tenep 6anaxc Anicu 1 ETH 4 pomnt s
OK
A

nignucatu(nepexas 0.0001 ETH sig Anicu no Boba) ’

MignucaHa TpaH3akujia

nignucatu(nepekas 0.0002 ETH eig Anicu go BoGa) ’

MignucaHa TpaH3akujifa

BanaHc Boba 0 ETH

B06 nepesipse, Wo TpaH3akuia sig Anicu go 6oba Ha 0.0001 ETII-ﬂ

XmmM... 0.0002 ETH kpauye, Hik 0.0001, A 3anuwy Lo TpaHaaKuia

nianucatu(nepexas 0.1 ETH Big Anicu go bo6a) ’

BanaHc Anicu Bcewe 1 ETH

Nianucaxa TpaH3aKujA

a3 0.1 ETH sia Anicu go boba))

BanaHc Boba Bce we 0 ETH

XmM... 0.1 ETH kpawe, Hix 0.0999, A sanuwy w0 TpaHaaKu,ilclJ}]

Ane mikponnatix Ha 0.1 ETH HaaTo Benukui, A AOro onyﬁniKyKI)}]

4 ny6nikayia(nianucaru(nepex

Tenep 6ananc Anicn 0.9 ETH

My6nikayina TpaH3akuii ’

ManHuHr Tpauaalcqi'l.[j

‘ TpaH3akuito ony6nikosaHo

Tenep 6anaHc Bo6a 0.1 ETH

Anica Cepeep CMapT-KOHTpaKT Bob
KIII.111-6116.045490.11.CC
JIiT. Maca Macrn.
3m. | Apk. | Ne mokym. | Ilignuc | [laTa CxeMa CTPYKTypHA
Po3pobuB  |Kymka M.O. .
Tepesipus | JTimyk K.I. IOCJI1JOBHOCTEN
T. KoHTp. Apkym 1 Apkymis 1
KepiBHUK HenamkiBebk Mecenmkep 1u1sl HaJaHHS. KOHCYJIbTalllHHAX KIII im. Iropst CikopchKoro
it €. A. MIOCJTYT Ha OCHOBI OJIOKYEHWH-TEXHOJIOTIT Ta Kadenpa ACOLY
H. Konrp. JTimyx K.I. MIKPOTpaH3aKIi I'pyna IT1-61
3aTBepa.
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/7 ChatFileld: int4
ChatMessageld: int4

User

+H /° ChatUserld: int4
o Chatld: int4
S Userld: int4
\

Filename: varchar(50) ol © Userld: s | 0 Walletld: int4
O ¢ Usend.in o Userld: int4
Email: varchar(256) Address: char(42)
FirstName: varchar(256)
MiddleName: varchar(256)
ChatMessage LastName: varchar(256)
Userld: int4 =0 /7 Chatld: int4 Description: text
Chatld: int4 39—|_H ChatType: ChatType(0, 0) [© AvatarBase64: text
MessageType: MessageType(0, 0) FromUser: int4 =S PasswordHash: varchar(256)
MessageText: text ToUser: int4 = Version: int?
IsRead: bool CreatedAt: timestamp(6) IsCompromised: bool
CreatedAt: timestamp(6) - - \ /
o J
Transaction
:j.':? Transactionld: int4
FromUserld: int4 =G
ToUserld: int4 O
s ForMessageld: int4
TransactionAmountWei: text
TransactionStatus: TransactionStatus(0, 0)
RawTransaction: varchar(1024)
TransactionHash: char(66)
\ y,
KIII.IT1-6116.045490.12.CB/1
Jlit.| Maca Macu.
3M. | Apk. | Ne moxym. | Ilimmuc| [ata
Po3po6ue | Kymka M.O. Cxema 0a3u naHux
Hepesipus | JTimyk K.1.
T. Koutp. Apxkym 1 |  Apxkymis 1
Kepieruk  |HemamkiBebk Mecenmxep U HaJaHHSA KIII im. Iropst CikopchKoro
it €. A. )
HLKontp. | JTimuyx K1 KOHCYJIbTAI IHUX MOCITYT Ha Kadenpa ACOIY
3arBepy. OCHOBI OJIOKYEHH-TEXHOJIOTI] Ta I'pyma IIT-61
MIKpOTpaH3aKIii
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MikponnaTtexi Bif kopucTyBaya

15

# NnaTexie Big KOpUCTYBaYa

5
0 Y - |
Alice Attwood  Carl Cooper Claire Pumas David Denman Sam Buftes €erex Hegawki Muxanno
Kywka

MikponnaTtexi Big kopucTtysada (Kpyrosa giarpama)

BuTpaTu No KopucTyBayy

IM's KopUCTYBaYa

MikponnaTtexi 0,0 KopucTyBa4a

20

5

o--_

Katia Bruss Molly Clark Sam Buftes

# MNnaTexie Big KOPUCTYBa4a
[
[=]

Tobias Williams Muxanno Kywka

®inbTp gatn

MikponnaTtesi 0o kopuctyeaya (Kpyroea giarpama)

February 29, 2020 April 21, 2020
G D

CymapHi BuTpaTw (ETH)

0.2043

CymapHi BuTpaTw 3a nepiog

0.06007
Alice Attwood = 0.08
Carl Cooper E
Claire Pumas E 004 0.03700 0.04100
David Denman | E
Sam Buftes _ ;
€Bred HeaalWwKiBCcbKniA 3 0.02 0.01602
Muxaiino Kywka E. 0.00850 00100 0.01021 0.01217
0.00001 002 003 004 005 006 007 0.08 011 012 0.13 0.00 -- - - 0.00430
Cymapui eupaty (ETH) Feb 23 Mar 1 Mar 8 Mar 15 Mar 22 Mar 29 Apr5S Apr 12 Apr 19 Apr 26
MDara[2020]
Jlit.| Maca Macm.
3Mm. | Apk. | Ne nokym. | Iligmuc| Jlara
KpecieHnns BUTISIY
Po3pobuB | Kymxa M.O. .
: ; 3BITHUX (DOpM
Ilepesipus Jlimyxk K.1. p
T. KonTp. Apkym 1 |  Apxkymis 1
Kepisuuk  |Hemamkiseobk Mecenmxep U HaJlaHHSA KIII im. Irops Cikopcbkoro
it €. A. .
H. KoHtp. | Jimyk K.I. KOHCYJIbTAlIMHUX MOCIYT Ha Kadenpa ACOIY
3arBepa. OCHOBI OJIOKYCHH-TEXHOJIOT1] Ta I'pyna I11-61
MIKpOTpaH3aKI[ii
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AsTtopu3sauis /
i PeecTtpauis

lNMoyamok

<t ———t———— 1

leHepaljist TOKeHyY

NodelS

Ethereum blockchain

HagcunaHHs
NoBiIAOMNAEHHSA

T
|
|
|
|
|
|
1
|
|
|

36epexeHHs
NOBIAOMNEHHS

My6nikayis
MiKponaarexy

-

Buxig,

Kineub

Mnatix
BaNigHWNIA?
Tak
Fivénikaia 3anut OHOB/EHHA
) )é £ HOBOro 6anaHcy s 6anaHcy -
Hi ‘ AT-ANORIHHY |{ KopuCcTyBaua |{ KOpUCTyBaya
@ | : | I
I [ I '
| I I I
KiHeup : : } :
| | | |
| | | |
| | | |
| | | |
v | v |
| |
| |
MaiHUHr .. YuTtaHHa 6anaHcy .
Jlit.| Maca Macum.
3M. | Apk. | Ne moxym. | Ilimmuc| [ata
Cxema CTpyKTypHa
Po3pobuB | Kymxka M.O. 6 .
Iepesipus | JTimyx K.I. I3HEC HPOHeCy
T. Koutp. Apxkym 1 |  Apxkymis 1
Kepinuk  [HemamkiBepk MeceHkep i1 HalaHHSA KIII im. Iropst CikopchKoro
it €. A. .o
FL Komtp. | Jlimyx K1 KOHCYJIbTAIMHKX TIOCITYT Ha Kagpenpa ACOIY
3arBepy. OCHOBI OJIOKYEHH-TEXHOJIOTII Ta I'pyna I11-61
MIKpOTpaH3aKI[ii




