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CKOPOYEHHSA TA YMOBHI IO3HAYEHHASA

CHR (Cloud Hosted Router) — mapiupytu3atop st XMapHHUX PIIICHb,

CLI (Command Line Interface) — intepdeiic KoMaHIHOTO PSIKA;

CPS (Customer Programming Software) — KiIi€HTCbKEe MpOorpamMyBaibHE
3a0€e31eYeHHS

DHCP (Dynamic Host Configuration Protocol) — mnpoTokon AWHAMIYHOTO
HaJIAIITYBaHHS BY3J1a;

LAN (Local Area Network) — moxanpHa Mepexa;

MAC (Media Access Control) — KOHTpOJIb TOCTYITY IO CePEIOBHIIA;

MNDP (Mikrotik Neighbor Discovery Protocol) — mpoTokos BUSIBICHHS CyCiJliB
Big MikroTik;

NAT (Network Address Translation) — TpaHcsiiist MEpeKeBUX apec;

ROS (Router Operation System) — omnepaiiliHa cucTeMa MapIIpyTH3aToOPa;

SIP (Session Initiation Protocol) — mpoTokoit iHimiannii cecii;

SSID (Service Set Identifier) — yHikanpHe HaliMeHyBaHHS O€3IPOTOBOI MEPEX;

WAN (Wide Area Network) — rimo6ansHa Mepexa,

ATC — aBromatrnuHa TenedOHHA CTaHIIS;

BM — BipTyasibHa MaIInuHa;

[IK — nepcoHaIbHUI KOMIT FOTED;

PC — paniocranmis;

CPUI — cranuis pagiopeneiiHa IIMPOKOCMYTOBA.



JIABOPATOPHA POBOTA Nel
HIAKJIIOYEHHSA 10 MAPHIPYTU3ATOPA MIKROTIK

Mera:
1) o3HalioMUTH KOpUCTyBaya 3 inTepdericom mporpamu Winbox;
2) HaBuuTHCS HigkarodatH npuctpoi MikroTik 10 mepcoHaabHOro KOMII'IOTEepa

AJI1 TOJAJIBIIOIO HAJIAIITYBAHHA.

TeoperunuHi BizomocTi

HanamryBanuss wmapumpytusaropa MikroTik moxamBe aekijibkoMa
OCHOBHHMMH CIIOCO0AMHU:

e 3a monomoroto rpadivoro iHtepdeiicy (GUI) — uepes yruaity Winbox, gepes
opay3zep IIK (WebBox).

e 3a gonomororo komanaHoro psjaka (CLI) — Telnet, SSH, Serial koHco1b.

e 3a gomomoror iHTepdeicy mnporpamyBaHHs 3acTocyHkiB (APl) — s

porpamMyBaHHS yTHIIIT.

Hal11p1m nommpeHnM 1 3py4yHUM € BUKOpUCTaHHS yTuiitd WinBox.

Winbox — me HeBenmka yrtwiita, ska jgo3Bosisie ammiHictpyBatu MikroTik
RouterOS 3a pomomMoror mBuakoro Ta mpoctoro rpadiuynoro iHtepdeiicy. Lle
neiiikoBuit (aitn Win32 (3po6aeno mig OS Windows), ajie ioro MokHa 3aIlycKkaTtu B
Linux 1 MacOS (OSX) 3a gomomoroto emyisaropa Wine. Yci dyHkiii iHTepdeicy
Winbox MakcumanbHO BIIA3EPKANOOTh (PyHKINT KoHcomi. [leski posmmupeni Ta
KPUTUYHI JJIi CUCTEMHU HaJlalTyBaHHS HEMOXJuBI 3 Winbox, Hampukiaa 3miHa

MAC-anpecu B xypHaii 3MiH iHTepdeiicy Winbox.



IHouynnaroun 3 Winbox Bepcii 3.14, BUKOPHCTOBYHOTbCS Taki (yHKUIil
Oe3neKu:

e Winbox.exe mianucaHuii cepTudIKaTOM PO3IMIUPEHOI NMEpPEeBIPKU, BUIAAHUM
SIA Mikrotikls (MikroTik).

e (OOuWaBI CTOPOHU TEPEBIPAIOTh, YA 3HAE 1HIIA CTOPOHA IMAPOJIb (HEMOKIINBA
ataka nocepeauni (man in the middle).

e Winbox y pexumi ROMON BuMarae, 1mo0 areHT MaB OCTaHHIO Bepcito (Jis
MOJKJIMBOCTI MiIKITFOYATUCS JO MApIIPYTU3aTOPIB OCTAaHHBOI BEPCii).

e Winbox BukopuctoBye AESI28-CBC-SHA sk anroputM mudpyBaHHs
(moTpioHa Bepcis Winbox 3.14 a6o Buiie).

Winbox mpaittoe 3a norivauM noptoM 8291/tcp. Jlns 3HAXOIKECHHS TPUCTPOIO
Winbox BuxopucroBye mporokxomu Neighbor Discovery. RouterOS Bepcii g0 6.38
npaiftoe Ha pizHUX piBHAX Mojenai OSI 1 MicTuth y co01 aBa MUISIXM OTOJIOIICHHS Ta
oTpuMaHHA 1HpopMaii: Ha piBHI L4 mpaitoe Tpancnopt UDP, Ha piBHi L2 iHpopMaito
npuitmae Ta mnepenae mnpotokon cimeiictea MNDP/VDP/CDP. Otpumana 3 060x
JoKeped 1Hpopmanis 00'eTHy€eThCs Ta BIAOOPAXKAETHCS Y CIUCKY BUSBIICHHX CYCiAIB “/ip
neighbors”.

VY Bepcito 6.38 Bxke mojaHa MmiATpUMKa BiakpuToro mpotokony LLDP. Tenep y
CIUCKY CYCIJIIB BioOpaxkaeTbes 1 0ynb-ake LLDP-cymicHe 00sialHaHHS 3a YMOBH, 1110

JI0 HBOT'O TAaKOX J0JIaHO MATPUMKY orojomienHs LLDP.

Onuc KHOMOK i MoJTiB ekpaHa 3aBaHTa:kyBada Winbox B mpocromy pexxkunmi:

Knonku/mpanopui:

e “Connect” — miaKJIIOYEeHHS 10 MaplIpyTU3aTOpPA.

e “Connect To ROMON” — migkmtountucs 10 ROMON Agent.

e “Add/set” — 30epertu/pemaryBaT  Oynab-siKi  30€peKeHI  3alUCH

MapuipyTu3aropa Ha Bkiaami “Managed”.



e “Open In New Window” — 3anuinae 3aBaHTaxyBad BiIIKPUTHM y GOHOBOMY
peXHMMI Ta BIAKPUBAE HOBI BIKHA JJI1 KOXXHOTO MPUCTPOIO, JO SKOTO BCTaHOBJIEHO

M TKIFOYEHHS.

[Toss:

e “Connect To:” — ninwoBa IP- abo MAC-anpeca mapuipytuzaTopa.

e “Login” — im's KopuCTyBaya, sIKe BUKOPUCTOBYETHCS I ayTeHTH(IKAIII1.
o “Password” — mapoJib, SIKUii BAKOPHCTOBYETHCS IS ayTEHTH(IKAII1.

o “Keep Password” — skmo He IMMO3HA4YCHO, Mapojbh He Oyjae 30epekeHo B

CITUCKY.

Onuc KHOMOK i moJiiB ekpaHa 3aBaHTaxkyBadya WIinbox B po3mmpenomy

peKuMI:

Knonku/mpanopui:
o “Browse” — nepernsan karanory ¢aiiiB Jyisi IEBHOTO CEaHCy.

o “Keep Password” — skmo He IMO3HA4YCHO, Mapojb He Oyae 30epekeHO B

CITUCKY.

e “Secure Mode” — skmo no3nauero, Winbox BukopucroByBatume DH-1984
U1t 0OMiHY Kiro9amu Ta MoaudikoBane ( nocuieHe mudpysanus RC4-drop3072 nns

3aXHCTy CEaHCy.

e ‘“Autosave session” — aBTOMaTHYHO 30epira€ ceaHCH Il MPUCTPOIB, A0 SAKUX

BCTaHOBJICHO HiI[KJ'IIOLIeHHSI.

[Toss:
e “Session” — 30epexeHHi CeaHe MapIIpyTH3aTopa.

e “Note” — nmpumiTka, sKa MNOpuU3HAUYeHA A 30EpEeKEHHS  3alucy

MapIIpyTH3aTopa.

o “Group” —rpyma, sKiii MpU3HAYEHO 30€PEKEHUI 3aMTMC MAPIIPYTH3ATOPA.



“RoMON Agent” — Bubepitb ROMON Agent 31 CHHCKY JIOCTYIMHHUX

IIPUCTPOIB.

Onuc MyHKTIB MEHIO, III0 BUIIA/IA€ HA eKPaHi 3aBaHTaKyBava:

File:

“New” — CTBOPUTH HOBHUH CIHCOK KEpPOBAaHHX MapIIPyTU3ATOPIB Y

BKa3aHOMY MICITi.

(ait.

“Open” — BIOKpUTH (Paii CIUCKY KEPOBAHUX MapIIPYTU3aTOPIB.

“Save as” — 30epertd MOTOYHUN CIHUCOK KEPOBAHMX MApIIPYTHU3ATOPIB Y

“EXit” — Buxij i3 3aBaHTaxXyBaua Winbox.

Tools:

“Advanced Mode” — BMHKae/BUMHKAE POLUIUPEHHUI PEIKUM TTEPETIISITY.
“Import” — imnoprye 30epexxenuii aiin ceancy.

“EXxport” — ekciopT 36epexxkeHoro (aitiry ceaHncy.

“Move Session Folder” — 3mianTH nuIAx, e 30epiraroThes Gaiim ceancy.
“Clear cache” — ounctutu xem Winbox.

“Check For Updates” — mepeBipuTH HAasBHICTh OHOBIEHb IS

3aBaHTa)kKyBada winbox.

Xix podoru

1. Ilepen mouatkomM poOOTHM 30€piTh CXEMy MIAKIIOYEHHS 3a 3pa3koMm (I

MOYAaTKOBOTO HANAMITYBAaHHS KaOesb BiJ] IpoBaiiiepa il €IHyBaTH HEOOOB I3KOBO), SIK

Ha pucyHKy 1.1.

2. Winbox MO’KHa 3aBaHTaXHUTH 31 CTOpiHKM 3aBaHTaxkeHHs MikroTik. Tlepeiiaite

Ha cTopiaky https://mikrotik.com/download y Bamomy Opay3epi Ta 3aBaHTaKTe

octanHio Bepcito Winbox, sk HaBeZileHO Ha pUCYHKY 1.2,
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https://mikrotik.com/download

Kpame oOupaiite Bepcito, mo 3a po3psaaHicTio Biamosinae Bamomy [IK. Ase

SKIIO BH 3aBaHTaXUTe 32-pO3psAAHY Mporpamy, BOHa TakoxK Oyne mpaiioBatu Ha 64-
po3psannomy I1K.

BnoK ¥MWBNeHHA

Ka6ens npoBaigepa

Pucynoxk 1.1. Cxema nigkmrouenns [1K mo mapmpyruzaropa

2 mikrotik.com/d

@ m | K roT | K Home About Buy Jobs

Hardware  Software  Support  Training  Account

Software

Downloads Changelogs Download archive  RouterOS  The Dude  Mobile apps

Upgrading RouterOS

If you are already running RouterOS, upgrading to the latest version can be done by clicking on
"Check For Updates" in QuickSet or System > Packages menu in WebFig or WinBox

See the documentation for more information about upgrading and release types.

To manage your router, use the web interface, or download the maintenance utilities. Winbox to
connect to your device, Dude to monitor your network and Netinstall for recovery and re-installation

L - )
|

WinBox 3.41 (64-bit)

m%[r[ T e

WinBox 3.41 (32-bit)

Pucynok 1.2. Cropinka 3aBantaxenns Winbox



3. Komu daitn winbox.exe Oyne 3aBaHTaX€HO, JBIYl KIIKHITH HOTO, 1 3’SIBUTHCSA
BikHO Winbox. Ckopwucraiitecs “Neighbor Discovery” (BusBieHHS CycCimiB), 1100
OTpUMATH CIUCOK JOCTYNMHHUX MapiipyTtuzaTopiB Ha Bkjiaami “Neighbors”, sx Ha

pucyHky 1.3 (HaTucHiTh KHOTIKY “Refresh”). 3po0iTh CKpiHIIOT.

{0 WinBoxv3.4 (Addresses) — O ¥
File Tools
Connect To: | R IERE | Keep Password
.
Login: |krisjanis Cpen In New Window

Fassword; |

Add/Set Connect To RoMON Connect

Managed Meighbors

T | | Refresh all ¥
MAC Address IF Address |dentity Version Board -
52:54:00:E1:94.:24 fed0:5054ff fee1:9424  MikroTik 6.35rcd6 .. 86

Pucynox 1.3. Tlomryk 1oCTymHUX TPUCTPOIB y winbox

Ipumimka. Axwo y eac € gizuune nioxnouenns IIK 0o mapwpymuzamopa, ane
8 CHUCKY CYciOi8 He 8i000padcacmvcs HCOOH020 HNPUCHPOIO, MO 6 MePelCesux
HanawmysanHax IIK eumkuims 6ci mepedicegi 3 €OHAHHA KpiM MO020, WO Hapasi €

AKMUBHUM [ BUKOPUCTNOBYEMBCS 0151 NiOKAtOYeH s mapupymuzamopa MikroTik.

4. 3a 3aMOBUYyBaHHSIM BU TepeOyBaeTe B mpoctomy pexumi (“Simple Mode”)

Winbox, sk Ha pucynky 1.4.

5. o6 nepeiTi 10 pO3MIKUPEHOTO PEKUMY, MOCTABTE TAJOYKY Yy BUIAAA0YOMY

MeHto “Tools” HaBnpotu psanka “Advanced Mode”, sk HaBeIeHO Ha pUCYHKY 1.5,
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(& WinBox (64bit) v3.37 (Addresses) — O >

File Tools
Connect To: ([ErRiHR0N v| Keep Password
Login: |admin Open In New Window
Password:

v| Auto Reconnect

Add/Set Connect To RoMON

Managed Meighbors

If | Refresh all ¥
¢
MALC Address | # | [in ¥ + || -
MAC Address IP Address |dentity Wersion Board |ptime -
Pucynoxk 1.4. I[Ipoctuii peskum Bikaa Winbox
© WinBox (64bit) v3.37 (Addresses) — O x
File | Tools
J. "  Advanced Mode 7] Weep Easswosd
sminiiss v| Autosave Session
Zoom In Ctrl+= Open In New Window
Zoom Out Ctrl+- % || Browse.. v| Auto Reconnect
Import...
Export... ¥
Export Without Passwords...
RaoM ¥
Mowve Sessions Folder...
Clear Cache Connect To RoMON
Check For Updates
Man Show Credits

| | Set Master Password al | ¥

Pucynoxk 1.5. Iepexia g0 posmmpenoro pexxumy Winbox

6. [Ticns 11pOTO BIKHO MpOTpamMu HaOy/ie BUTIISIY, SIK HA PUCYHKY 1.6.

7. IloBepHiThCs 0 POCTOro peskumy. L1[00 migKITFOUUTHCS 10 MapIIpyTH3aTOpa,
BBeniTh [P a6o MAC-anpecy mapmpytuzatopa B moii “Connect To”. AGo HaTUCHITh
Ha MAC-anpecy Briaaku “Neighbors”, sk naBeneno Ha pucynky 1.7.
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'@ WinBox (B4bit) v3.37 (Addresses) - O 4

File Tools
Connect To: ([ErgITRIN | Keep Password
Login: |admin | Autosave Session
Password: | | [ Open In New Window

Session: |<own> |#] Auto Reconnect

Note: | |

Group: | || £ |

RoMON Ager: | &3

Connect To RoMON | | Connect |

Managgd Naghburs |

T | Refesn | [ -
[MAC Address |3 [ |31 | | [+][=] [_fer ]

MAC Address 7 |IP Address | Identity Version | Board | Uptime | -

Pucynoxk 1.6. Bikno Winbox y po3mupeHoMy peskumi

@' WinBox (64bit) v3.27 (Addresses) — O X

File Tools

Connect To: |E5EE | [] Keep Password

Login: |admin | [ | OpenIn New Window

Password: | |

Add/Set Connect To RoMON ‘ | Connect |

Managed Neighbors ‘

|-

'._|IP Address |Identity |Version |Board |Uptime | |v
48:8F 5A:7B:14:1D 192.168.31 tunnel_server_SK3 64856 (lon... RB352Ui-5ac2nD 3d 00:49:32

Pucynoxk 1.7. Bubip npuctporo aiis BXony

8. BkaxiTh 1M’ KOpHUCTyBaua Ta NmapoJjb (3a 3aMOBUYBaHHSM JIOTIH — “admin”, a

napoJsib BIACYTHIN) 1 HATUCHITH KHONKY “Connect”, sk HaBeAeHO Ha pucyHky 1.8. Bu
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TAaKOXX MOXETe BBECTH HOMep mopTy micias [P-ampecu, po3aimuBIIM IX JBOKPANKOIO,
Hanpukian: 192.168.88.1:9999. 3a 3amoBuyBanHs IP-agpeca MikroTik B mokampHii

Mmepexi 192.168.88.1. TlopT motiM MoKHa 3MIHUTH B MeHI0 cepBiciB RouterOS.

(,, WinBox (64bit) v3.27 (Addresses) — O X
File Tools
Connect To: Keep Password
Login: | admin Open In New Window

Password:

Add/Set Connect To RoMON

Managed Neighbors
| | Refresh all

+

MAM™ AdAdrace 1P AdArace I ot Varcinn Brard I Imtirne -

Pucynoxk 1.8. BBeqeHHs aBTOpHU3aLIHUX TaHUX

9. [Micnst BOTO BIAKPUETHCSA BIKHO KOH(ITYpyBaHHS MapiipyTusaropa (puc.1.9).

10. HanamryBaHHsl uepe3 KOMaHIHUHN PSAJOK TaKOK MO>KHA 3/IHCHIOBATH Y BIKHI
Winbox. s uporo HatucHith “New Terminal”, sik HaBeneno Ha pucynky 1.10.

[Ipu mepmomMy Bxo/i B KOMaHJIHUUN PSAJAOK HaBiTh 3 rpadiyHoro iHTepdeiicy
Winbox, MapiipyTru3aTop MOXKe 3allMTaTH y Bac Ti caMi JIOTiH 1 apoJib, SK 1 P BXO/II B
rpadiunmii iHTepdeiic. Ilicnst mpboro BBENITh B TEpMiHAII KOMaHAy “€Xport” — BoHa

BUBEJIC HA €KPaH BCl MOTOYHI HANAIITYBaHHS MapIIPyTU3aTOpa. 3p00iTh CKpiHuwiom.

IMam’arTaiite, mo Bechb ¢yHkuionan MikroTik ROS gocrynmuumii came 3
KOMaHJHOTO psaka. I'papiunuii iHTepdeiic 3a CTPyKTypor NMOMIOHUN 10 KOMAaHJIHOTO

psIKa, ajie HOro MOKIIMBOCTI JICIIO OOMEKEHI.

11. Bu MoxeTe 3akputu moTo4yHe BikHO Winbox noBHicTio (“EXit”) abo 3akputH
Cecifo 3 MOTOYHUM IMPHUCTPOEM, ajie JMIIUTHCA y BikHI mporpamu (“Disconnect”) o6

MOBEPHYTHCS JI0 MONEPETHHOTO BiKHA BXOAY, SIK Ha pucyHKy 1.11.
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@ - WinBox (64bit) v6.48.6 on hAP ac lite (mipsbe) — | x

Session  Settings  Dashboard

oo CPU2%  Uptime 2d 12:29:05 Memory;41.0 MiB Time[102625 Date/Aug/01/2024 W
& Cuick Set
. CAPsMAN
| Interfaces
L Wircless

LT
[k ]

. PFP

E‘ Switch

*I® Mesh
El IP

@ MPLS
J* Routing
i System
& Queues
s Fies

=| Log

&7 RADIUS
7. Tools [
B MNew Terminal
& Dot1X

B MetaROUTER
More ¥

| N Sl B

Pucynok 1.9. IToyatkose BikHO koH}irypanii MikroTik y Winbox

III III
III EIE
III III
III III

MikroTik Router0S 6.32.2 (c) 1999-2015 http://www.mikrotik.com/

2] Gives the list of available commands
command [?] Gives help on the command and list of arguments

[Tab] Completes the command/word. If the input is ambiguous,
a second [Tab] gives possible options

/ Move up to base level

e Move up one level

/command Use command at the base level
[admin@MikroTik] > |}

Pucynoxk 1.10. Bxin B iHTepdeiic KoOMaHIHOTO psKa
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Session aﬂ‘tin gs Dashboard

Mew ]
Open...
Save

Save As,.,
~  Autosave on Close

Close All Windows

Dizconnect
Exit
=

Pucynox 1.11. 3akpurtsa cecii mixk [1K 1 mapuipytuzatopom
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o w0 e

KoHTpoJIbHI NUTAHHS

ki cnocobu HanamtyBanHs npuctpoiB MikroTik Bu 3Haere?
Sxuit TOpT BUKOPUCTOBYETHCSA JIJIS TTiAKIFOUeHHS 1o Winbox?
3a SIKUM MPOTOKOJIOM IpaIllo€ BUSABICHHS cyciniB y Winbox?
SIx1 komanmu CLI MikroTik Bu Bxe 3HaeTe?

o 1e 3a pexxnm “Advanced Mode”?

16



JIABOPATOPHA POBOTA Ne 2
CKUJAHHSA HAJTAIITYBAHD MAPIHIPYTHU3ATOPA
MIKROTIK

Mera:

1) o3HaifoMuTHCS 3 BaplaHTaMU CKHJaHHs HanamTtyBaHb npuctpoiB MikroTik Ta
PI3HUIICIO MK HUMH,

2) OTpUMAaTH NPAKTUYHI HAaBUYKH 31 CKUJIAHHS HAJAIITyBaHb Pi3HUX MPHCTPOIB

MikroTik.

TeoperuuHni BizomocTi

IcHytoTh BHMMAIKM, KOJIM TIIOCTAa€ HEOOXIAHICTh CKUHYTHM HaJlalITyBaHHS
mapupytuzaropa MikroTik, Hanpuknan:

e HENpaBWIbHO BCTAHOBJICHO MapOJib aIMIHICTPATOPA;

® TIPUCTPIN 3JIaMaHO;

® [1apoJib BTPAYEHUM.

Baxiuso !!! CkunyTH Tijibku napoJs B Router OS — Hemoxiugo !!!

CKHMHYTH HAJIAIITYBAHHS MOKJIUBO IBOMA TAKMMH CIOCOOAMM:
O uepes KHOIKY “Reset”;
o uepe3 Router OS:

e yepe3 GUI (mampuxian, Winbox);

® 4Yepe3 KOMaHIHUU PSOK.

17



Xinx podoru
2.1. Ckunanns yepe3 kHonky “RESet”
1. BUMKHITB KMBJICHHSI MapUIyTU3aTOPA.

2. 3arucHith kHONKy “RESet” (puc.2.l) Ta yBIMKHITH JKHBJICHHS

MapIIpyTH3aTOpPA.

Routel'BlIAIIIl 951Ili 2HnD

A A
. Vel dn

PoE in Ethernet

Pucynok 2.1. Po3ramysanus “RESet” na mapmpyrusaropi

3. OuikyiiTe MOMeHTY, kouu iHaukarop “ACTive” nmoune GiuMaTt (pUOIHM3HO

gepes 5 ¢) 1 BigmycTiTh “RES”.

RouterBOARD 951Ui 2HnD
4 5

Ethernet

Pucynoxk 2.2. PozramryBanns inaukatopa ACT Ha mapuipyTuzaropi

4. Tlicns ckuaaHHS HaNAIMITyBaHb MapIIpyTH3aTOpa 3a3HAUYCHUM CIIOCOOOM BiH
nepeiige A0 3aBojachkux HanamrtyBanb (Default Configuration). TobOto mics
nepe3aBaHTaXEeHHS pucTporo Horo IP-ampeca crane 192.168.88.1, a jorid 1 mapoias —

ctangapTHUMHU. [Ticis CKkuIaHHS HaJATYBaHb MPU MEPIIOMY BXOJI1 HAa MapIIpyTHU3aTOP

18



yepe3 Winbox mepen damu 3’sSBUTBCS BIKHO, y sSIKOMy Oyje BijioOpaXkeHa MOTOYHA
KoH(irypamisi, a TaKoX MOXXIUBICTh 3pPOOUTH TIOBHE CKHJAHHS HaIAIITyBaHb,

HaTUCHYBIIM KHOIIKY “Remove Configuration”.

Hpumimka. Cmapiwi modeni RouterBOARD ocHaweHni omeopom 01 nepemuuku
CKUOAHHA (3amicmb KHONKW). [ 0esaKkux npucmpois mooice 3Ha0oOumucs GioKpumu
KOpnyc. 3akputime nepemudxy Memanesor0 8UKPYmMKOIO ma 3a8anmascme niamy, OOKu
KoH@icypayisa He OyOe ouuweHa 3a mum dce alecopummom, wo 0ye HaseOeHull suuye.

3paszku maxkux niam HasedeHi Ha puc.2.3.

Lun'-;vn-;wi-;-k;ul |
(s B

(n)ono

i

Pucynok 2.3. Po3TainryBaHHs KOHTaKTIB JJIs CKUaHHS HaJallTyBaHb

MapIIpyTU3aTopa Ha riaTi

19



2.2. Ckunanng 3acooamu Router OS

1. Insg Toro, mo0 CKUHYTH HaJalITyBaHHS MaplIpyTH3aTOpa 3a JIOIOMOTOI0
BOyIOBaHMX 3ac00iB, HEOOX1AHO 3HATH JIOTIH Ta Mapoib, a00 Mepea UM CKUHYTH JI0
3aBOJICBKMX HaJAIITyBaHb yepe3 KHOMKYy uu oTBip “RESet” i 3aiiTu 31 cTaHmapTHUMU
JorinoM Ta naposem. Jlam BBiiAiTe yepe3 Winbox B HanamTyBaHHS MaplIpyTH3aTOPa,

nepenIiTh Ha BKJIaAKy “System” Ta 06epith “RESet Configuration”, sk HaBeneHO Ha

pUCYHKY 2.4:
J7 Houting I
System [*  Auto Upgrade
B Queues Certificates
B Files Clack
Log Console
&7 RADIUS Disks
2. Todls I History
B Mew Teminal Idertity
@ Dot1X LEDs
B MetaROUTER License
',‘ Partition Logging
- Make Supout.nf Mate
E New WinBox Packages
Bl Gt Password
Ports
Reboot
Reset Configuration
Resources

Pucynok 2.4. CkuanHs HaJlamTyBaHb yepe3 rpadiunuii inTepdeiic

2. Jlns TOBHOTO CKUIAHHS HaJalITyBaHb 0€3 CTBOPEHHS pPE3epBHOI KOMIi
ICHYI0O4O1 KOH(QIrypauii y HAcCTymHOMY BIKHI IIOCTaBT€ BIJAIMOBIAHI TaJOYKU Ta
HaTucHITH “RESet Configuration” (puc.2.5):

3. Ilicna mporo mporpama Bac “BUKMHE 3 HaJalITyBaHb, MaplIPyTU3aTOP
Mepe3aBaHTAKUTHCS, 1 MOXHA MPOBOJAUTH HajamTyBaHHsa ‘3 Hyms”. Ilpu npomy IP-
anpeca mapmpytusaropa o6yzae 0.0.0.0. Jlorin 6yne “admin”, a maponb — BiICyTHIM, 200
CKOpHUCTAaWTECh HABEJACHUM Ha 3BOPOTHINA CTOPOHI MaplIpyTU3aTOpa Ha €TUKETII MOpsi
31 IITPUX-KOJIOM.

20



Reset Configuration

Heen User Configurtion. | Reeset Configuration |
CAPS Mode |

Cancel |

v| Mo Default Configuration

v| Do Mot Backup

Run After Reset:

Pucynok 2.5. [loBHe ckulaHHS HAJIAIITYBaHb uepe3 rpadiuHuii inTepdeiic

4. ATbTEepHATUBHUM CIIOCOOOM MOKHA CKUHYTH Mapuipytusarop depe3 CLI, ms

1b0ro HeoOxigHo 3aiitu B New Terminal i nponucati KOMaHAy:
/system reset-configuration no-defaults=yes skip-backup=yes

[Ticns pOro MapupyTH3aTOp MEPE3aBaAHTAXKUTHCS 1 OyZle MaTH MOBHICTIO MyCTY
KOH(DIrypartiro.
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1.
2.
3

4.

KoHTpoJIbHI NUTAHHS

ki cnocoOu ckuaHHs HamamTyBaHb TpucTpoiB MikroTik Bu 3HaeTe?
Uu MOKHA CKMHYTH JIMIIIE Mapojib MapiipyTtuzaTopa MikroTik?
Un MO’KHA CKHHYTH HAJIAIITYBaHHS BUOIPKOBO?

SAxka IP-agpeca 3a 3amoBuyBaHHsSM y TpucTpoiB MikroTik micis ckumaHHS

HaJIallITyBaHb 10 BaBOI[CBKI/IX?

S.

Yu MokHA CKUHYTH Mapiipytuszatop uepe3 CLI?

22



JIABOPATOPHA POBOTA Ne3
BCTAHOBJIEHHA CLOUD HOSTED ROUTER
VIRTUAL BOX

Mera:

1) o3HaiioMuTHCS 3 MOKIMBOCTIMH Ta xapaktepuctukamu Cloud Hosted Router
MikroTik;

2) oTpuMaTH IPaKTHYHI HaBUYKU 31 BcTaHOBIIeHHs Ha rimepsizop Cloud Hosted

Router MikroTik.

TeoperunuHi BitomocTi

Cloud Hosted Router (CHR) — 1ie Bepcist RouterOS, npusHaveHa s poOOTH Ha
BIpTyaJIbHIM ~ MamuHi. BiH miaTtpumye  64-po3paiHy — apXIiTEeKTypy 1  MOXe
BUKOPUCTOBYBATUCS Ha OUIBIIOCTI MOMYJSPHUX TiMepBi3opiB, Takux sk VMWare,
Hyper-V, VirtualBox, KVM ta inmi. CHR mae Bci ¢ynkuii RouterOS, yBiMKHEHI 3a

3aMOBUYYBaHHSIM, ajie MOJIEIb JIIIEH3yBaHHA BIAPI3HAETHCS BiJ 1HIIMX Bepciid RouterOS.

MiHiManbH1 BUMOTH 151 BectaHoBiieHHs CHR:

e Bepcis nakeTiB: RouterOS v6.34 a6o HoBiMIa,

® IIEHTPAJILHUI MTpoIIecop: 64-pO3psIIHUIA 3 MIATPUMKOIO BipTyasi3arlii,
e ormnepaTuBHA NaM'siTh: HEe MeHIIe 128 Mb;

e Jluck: 128 Mb auckoBOro mpocTopy AJii BIPTyaJIbHOIO OPCTKOTO JHMCKa

CHR (maxc.: 16 I'b).

Bapiantu 6e3k01ToBHOr0 BUKOprcTaHHs Ta Bunpooysanus CHR:

e be3komroBna Bepcis. PiBenr Oe3komroBHOi Jinen3ii jgo3Bossie CHR
mpaioBatd HeoOMexkeHuid yac. IlIBuakicTe 3aBaHTakeHHS Ha 1HTepdeiici oOMekeHa
1 Mb6it/c. VYci inmn ¢ysakuii, ski Hagae CHR, nmoctymni 6e3 oOmexenb. ILlo0
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CKOPHUCTATHCS IIUM, BCE, IO BaM MOTPIOHO 3poOWTH, I1€ 3aBaHTAXKUTH (aitn oOpazy
JUCKa 3 OIIIITHOT CTOPIHKY 3aBaHTAXKEHHS Ta CTBOPUTHU BIpTyaJbHY MAIIHHY.

e 60-nenna npodoHa Bepcisg. OxpiM 0OMexeHOI OE3KOIITOBHOT 1HCTAJIALIL, BU
TaKOX MOKETe MEePEBIPUTH MIJBUIINCHY MBUIKICTD dinen3iit P1/P10/PU 3a nomomororo
npoOHOi Bepcii 60.

s nporo BM MOBHMHHI MaTu oOmikoBuii 3amuc Ha MikroTik.com. IloTiMm BHu
MOKETE HaJICIaTH 3amuT Ha NOTPIOHMH piBeHb JimeH3ii ansi mpoOHOoi Bepcii
MapIUIpyTU3aTOpa, IKUM NPU3HAYUTE 1IEHTH(IKATOP BAIIOTO MapIIPyTU3aTOpa BAILIOMY
00JIIKOBOMY 3aIllMCy Ta J03BOJUTH MPHUIA0ATH JIIEH31I0 3 BaIIOro OOJIKOBOTO 3aIlucy.
VYci exBiBaJeHTH IJIATHOI JIilEeH31i JOCTymH1 Jyisi mpoOHoi Bepcii. [lpoOuuit mepion
cTaHOBUTH 60 MHIB 3 JIHS NMpUAOaHHS, MICHS 3aKIHYEHHS I[bOTO Yacy B MEHIO Balloi
JiueH3li nmoyHe BigoOpaxkatuca «OOMEXeHI OHOBJICHHS», 110 O3Haudae, 1mo RouterOS
O1/bIIIE HE MOKHA OHOBUTH.

Sxmo BM miaHyeTe npuadoat BUOpaHy JIEH3110, BU TOBUHHI 3pOOUTH i€
npotarom 60 AHIB mmiciA 3aKiHYEHHA MpoOHOI Bepcii. SKmo Bam mpoOHUWI mepiof
3aKIHYMBCS, 1 MPOTATOM 2 MICSIIB MIiCIsA HOro 3akiHUeHHs He OYJI0 KOJHHMX MOKYTIOK,
NPUCTPii OlIbIlIe HE BiOOpakKaTUMETbCA y BamoMy oOiikoBomy 3amuci MikroTik.
[I{o6 3A1MCHUTHM TOKYNKY MNPOTATOM HEOOXIJIHOro Mepioay 4acy, BaM JOBEHAEThCS
3poouTH 3aHO0BO BcTaHOBUTH CHR.

[Ilo6 Haxmicimath 3anuT Ha MNPOOHY JIIEH31I0, MOTPIOHO BUKOHATH KOMAaHIY
“Isystem license renew” i3 komaHgHoro psuaka mnpuctporo CHR. Bam Oyxe
3alpONOHOBAHO BBECTH 1M’sl KOPHUCTyBaya Ta Mapojb Balioro OOJIIKOBOTO 3aluCy

Mikrotik.com.

Xix podoru

1. 3aBantaxte VirtualBox: ycrtaHoOBiTH ocTaHHIO Bepcito VirtualBox 3

o¢imirinoro caitry: https://www.virtualbox.org/wiki/Downloads/.
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2. 3aBanTaxkre 06pa3 CHR: 3aBaHTa)kTe Ta po3makyiiTe OCTaHHIO CTaOUIbHY abo
TECTOBY BEPCIIO o0Opazy CHR VDI 3 BeO-calTy MikroTik:

https://mikrotik.com/download, sk HaBeneHo Ha pucyHky 3.1.

Ilpumimka: kpawe écvozo 3asanmadicysamu Long-Term gepciio.

2%  httpsy//mikrotik.com/download

@ MIKIroTlK Home  About Buy Jobs Hardware Software  Support  Training  Account
Soﬁwa re Downloads Changelogs Download archive RouterOS  The Dude  Mobile apps
Cloud Hosted Router &
6.49.13 Long-Term 6.49.15 Stable 7.15.3 Stable 7.16betaT Testing

Images vmdk, vhdx, vdi, ova, img

Main package E

VHDX image [ = = [

VMDK image = =l = =]

I VDI image = I

VirtualPC image = = =) =

OVA lemplate =

Raw disk image = =l = =]

Exira packages =

The Dude client = = = =

VDI image (armG4) =) =

Raw disk image (armé4)

Changelog

Pucynok 3.1. O6pa3 CHR Hna caiiti MikroTik

3. 3amyctith mnporpamy VirtualBox. CTBOpiTh HOBY BIpTyajbHYy MAallIUHY
(HaTucHITH «New»), K HaBeJICHO Ha PUCYHKY 3.2.
4. TlpumymaiiTe Ha3BY JJIsl BallOi BIpTyaabHOI MalikMHU, 00epiTh T “LiNuX” ta

BEPCilo, SIK Ha pUCYHKY 3.3, 3p00iTh cKpinuiom, HaTUCHITH “Next”.

25


https://mikrotik.com/download

!f' Oracle VM VirtualBox Manager — 0 b

File Machine Help

] e = o’ GlN|pn

Preferences  Import Export New | Add

Welcome to VirtualBox! [y

The left part of application window contains global tools and lists all
virtual machines and virtual machine groups on your computer. You
can import, add and create new VMs using corresponding toolbar
buttons. You can popup a tools of currently selected element using
corresponding element button.

You can press the F1 key to get instant help, or visit
www.virtualbox.org for more information and latest news.

Pucynok 3.2. CTBopeHHsI HOBOI BipTyasipHOT MammHu B VirtualBox

File Machi= Laln

N# Create Virtual Machine ? X

\jU\j Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose wiill
be used throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which may be
used to install the guest operating system.

Name: |MikroTik_CHR | &
Folder: | C:\Users\User\VirtualBox VMs w |
ISO Image: |<n0t selected= v |
Edition:
'I'ype:I Linux I v @ﬁ
4
Version: |Oracle Linux (64-bit) v | =
Ubuntu 22.10 (Kinetic Kudu) (64-bit) ~

Ubuntu 23.04 (Lunar Lobster) (64-bit)
Lubuntu (32-bit)

Lubuntu (&4-bit)

Kubuntu (32-bit)
Kubuntu (64-bit)
Help Xandros (32-bit)
Xandros (64-bit)

Other Linux (32-bit
W

Pucynox 3.3. Bu6ip tuny OC

icel

5. Bununite mam’siTh IJis BIpTyaJlbHOI MaIiuHU. PeKOMEHIyeThCsS BUIIJIUTH HE
meH1ie 256 Mb onepatuBHOI mam’AT1, K Ha HaBeJeHO Ha pUcyHKy 3.4. Takox 00epiTh

KUIBKICTh TIPOLIECOPIB, HATUCHITH “Next”.
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w

]

anager

Machs Linln

O X
— ¥ Create Virtual Machine 7 >
&M Hardware
You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.
Enabling EFI is also possible.
Base Memory: '
4 MB 16384 MB
Processors: ' 15
; 1 CPU 8 CPUs
| [] Enable EFI (special OSes only)

Help

T

Cancel

Pucynok 3.4. Buainenuns nam’srti mig BM

6. BipTyansHuii s)xopcTkuii quck: Bubepits “BuxopucroByBaTu HasiBHUI ¢aii

JKOPCTKOIO0 JUCKA”, noAaiiTe 3aBaHTakeHui daitn o6pa3y VDI, Hatuchite “Next”, sk
HaBEJICHO HAa PUCYHKY 3.5.

m

o]

ki Linln

|
JHU ¢ Create Virtual Machine

? X
Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard
disk file or select an existing one. Alternatively you can create a virtual machine without a virtual
hard disk.

{_) Create a Virtual Hard Disk Now
Disk Size:

20.00 GB
4.00 MB 2.00TB
Pre-allocate Full Size

@ Use an Existing Virtual Hard Disk File

chr-7.15.3.vdi (Normal, 128.00 MB)
{_) Do Mot Add a Virtual Hard Disk

Help

Back Cancel

Pucynok 3.5. Bubip BipTyalbHOTO HCKa
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7. IlepeBipTe HamamTyBaHHS, 3pO0iTh CKpinuiom Ta HATUCHITH “Finish”, sk

HaBEJICHO Ha PUCYHKY 3.6.

N
_— . |
,._ '!? Create Virtual Machine ? b4
‘ Ul Summary

The following table summarizes the configuration you have chosen for the new virtual machine.
When you are happy with the configuration press Finish to create the virtual machine. Alternatively
you can go back and modify the configuration.

“<,J Machine Name and 0S Type
‘ Machine Name MikroTik_CHR
| — ’ Machine Folder C:/Users/User/VirtualBox YMs/MikroTik_CHR

150 Image
Guest OS Type Oracle Linux (64-bit)

Q Hardware
Base Memory 256
Processor(s) 1
EFI Enable false

& Disk
Attached Disk C:\Users\User\Downloads\chr-7.15.3.vdi\chr-7.15.3.vdi

Help Back IWI

Pucynox 3.6. 3aBepiienns ctBopeHHs BM

8. BuOepiTh Bally HOBY BipTyaJbHy MalllMHYy Ta HATHUCHITH “Settings”, sk

HaBEJCHO Ha PUCYHKY 3.7.

N¢ Oracle VM VirtualBox Manager - O X

File Machine Help

on M Il ™~ ¢
) éw} | W L‘> v

New  Add Settings | Discard Start

@ o) MikroTik_cHR Qo | General | Preview
-_" () Powered Off Oe= | name: MikroTik_CHR
Operating System: Oracle Linux (64-bit)
iL System
Base Memary: 256 MB = -
Boot Order: Floppy, Optical, Hard Disk M|kr°T|k_CH R

Acceleration:  Nested Paging, PAE/NX, KVM
Paravirtualization

W pisplay

Video Memory: 16 MB
Graphics Controller: VMSVGA
Remaote Desktop Server: Disabled
Recording: Disabled
¢ Storage

Controller: IDE
IDE Secondary Device 0: [Optical Drive] Empty
Controller: SATA

CATA Dok s he.7 15 2 widi Fhlarenal 190 A0 Ao

Pucynok 3.7. logatkoBi HanamTyBanHs BM
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9. Mepetinite Ha BkIanky “Network” Ta BuOepiTh HaJlAIITYBaHHS MEPEKEBOTO

anantepa “Bridged”, six HaBeneHo Ha pucyHKY 3.8 abo “NAT”.

1 MikroTik_CHR - Settings - O >
- General Network
B system Adapter 1 Adapter 2 Adapter3  Adapter 4
- Display Enable Network Adapter
Attached to: |Bridged Adapter w
";,'I Storage
Name: | Intel(R) Wi-Fi 6 AX201 160MHz ~
(ll/—' Audio [» Advanced
ﬂ Network

€53 serial Port
{., Serial Ports
Use
—
Shared Folders

User Interface

Pucynok 3.8. Mepexesi HanmamryBanass BM

10. 3amycTiTh BipTyaldbHy MallllHY, SIK HaBEJEHO HA PUCYHKY 3.9.

NF Oracle VM VirtualBox Manager — O X

File Machine Help

n M, [ ¢~y o~
] o W W -

New  Add Settings Discard | Start

@ 2] MikroTik _CHR o M General M preview
R (©) ouered off 0= Name: MikroTik_CHR
Operating System: Oracle Linux (64-bit)

i 1 System

Base Memory: 256 MB = .
Boot Order:  Floppy, Optical, Hard Disk M|kr°T|k_CHR

Acceleration:  Nested Paging, PAE/NX, KVM
Paravirtualization

W pisplay

Video Memaory: 16 MB
Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled
¢ Storage

Controller: IDE
IDE Secondary Device 0: [Optical Drive] Empty
Controller: SATA

CATA Dewk N b7 15 2 adi (R I 170 nn woh

Pucynok 3.9. 3anmyck HoBocTBOpeHoi BM
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11. Ilicns 3aBaHTaXeHHS BIPTyaldbHOI MAIIMHU BU MOOAYUTE 3amUT HA BXIJ 10
CLI CHR, six na pucynky 3.10, 3p0o0iTh ckpinuiom.

CranaapTHi 00J1KOBI AaH1 JJIs BXOY:

e iM's kopucTyBaya: admin;

® [apoJb BIACYTHIN.

MikroTik 7.15.3 (stable)
MikroTik Login:

B b ] o (#)right o
Pucynok 3.10. Bxig no CLI CHR

Takoxx Tenep BuM Mokere miakmountuch 1o CHR 3a momomororo Winbox,
BukopuctoByroun ioro MAC-ampecy abo IP-ampecy, sk Oyino HaBeneHO B
naboparopHiii podoti Ne 1. st mporo 3amycrtite WINDOX Ta meperiisiHbTe CIUCOK
JOCTYITHHUX TPUCTPOIB.

12. Bu ycmimuo BcranoBunu MikroTik CHR na VirtualBox. Tenep Bu moxere
MPOJOBXKUTH MEPEXKEBl HaJalITyBaHHS 1 BUKOpucTOoBYBaTH Bcl (pyHkiii MikroTik
RouterOS. BukopuctoByiite Ta HanamToByiite CHR BiamoBigHO 10 BUMOT Mepexi 3a

noromororo MikroTik CLI a6o Winbox.



KoHTpoJIbHI NUTAHHS

1. [To Take MikroTik CHR?

2. SIki oOmexxeHHs Ha 6e3kommToBHY Bepcito CHR?

3. 3BiIKM MOXJIMBO 3aBaHTaXkUTH 00pa3 CHR?

4. Yu mpaBWIBHO TpPHU 3aBaHTAXKCHHI BIPTyallbHOTO JKOPCTKOTO JHCKY
“BUKOpPUCTOBYBATH HassBHHUM (Paiil >KOPCTKOTO AUCKA™?

5. Yu moxnuBO BUALTUTH MeHIne 256 Mb onepatuBHOi maM’siTi Uit BipTyalibHOI

MaIluHU?
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JIABOPATOPHA POBOTA Ne4
PEAJIIBALIA PESEPBHUX KOIIIN

Mera:

1) o3HallOMHUTHCS 3 BHJAMHU PE3CPBHUX KOIK Ta MOPSAIKOM iX CTBOPEHHS IJIs
npuctpoiB MikroTik;

2) oTpuMaTy NMPaKTHYHI HABUYKU 3 BUKOHAHHS Ta BITHOBJICHHS PE3CPBHUX KOITIH

npuctpoiB MikroTik.
TeoperuuHi BizomocTi

OyHKI1is pe3epBHOro komiroBaHHs RouterOS 103Bosisie KIOHYBaTH KOHDIrypariro
MapHipyTH3aTopa B JIBiiikOBOMY (opmaTi, KU MOTIM MOKHA MOBTOPHO 3aCTOCYBAaTH
HAa TOMY camMOMy HpHUCTpoi, a00 BHUKOPUCTATH MJIi IOBHOTO YW BHUOIPKOBOIO
NEPEHECEHHS! HAJAIITYBaHb HAa 1HIUMK MPUCTPIM (3aJ€XKHO B1J BUIY PE3EPBHOI KOIIi).
®aitn MmoBHOI pe3epBHOI Komii cucremu Mictuth MAC-anpecu TPHUCTPORO, SIK1
B1IHOBJIFOIOTHCS 11 Yac 3aBaHTaXeHHs (aitiny. ToMy pekoMeHI0BAHO BiITHOBJIIOBATH

pe3epBHY Komilo Ha Till :ke Bepcii RouterOS !!!
4.1 36epexenns nosHoi pesepBHoi konii OC (.backup)
* .backup ¢aiin He penaryerbes (OiHapHUIA).
e MicTuTh BCi HATAIITYBAHHS, BKJIIFOYHO 3 CHCTEMHUMHU OOJIIKOBUMU JAHUMH.
* Skmo sBHO HE 3a7aTH 1M’ (aiily, TO BOHO OyJie ckianatucs 3 iaeHTudikarii

MapuIpyTU3aTopa, 1aTH 1 4acy Horo CTBOPECHHS.

1. JIms peamnizamii pe3epBHOT Kormii nepeinith Ha Bkiaaky “Files” Ta HaTHCHITH

KHONIKY “Backup”, 3amaiite iM’s (mpi3BUUIE J1aTa), MapoJib, Ta HATUCHITH KHOIKY
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“Backup” y BikHi, 010 3’SIBWJIOCH, SIK HaBeJeHO Ha pucyHKy 4.1. Ll nis mpusBene 1o

CTBOpEHHS NOBHOT pe3epBHOi Komii ROS 3 po3mmpennsm .backup.

#3 PPP /

5= Switch Y [||@® | Backup || Restore
e File Name | Type Size Crewon Time
5 IP ) _:J Mikro Tik-20151222-1407 backup backup 950 KB Dec/22/2015 14

Pucynok 4.1. Bukonanus nosHoi pe3epsHoi komii MikroTik ROS

Ipumimka: axwo cmoimo eanouxa Don’t-encrypt (max|ui; 3a 3amosuysanusam:
HI), Yye 0ac MONCIUBICMb GUMKHYMU wugpysants gailny pezepenoi xonii. 3ayeasicme,
wo 3 RouterOS v6.43 6e3 naoanoeo napoas aiin pezepsnoi konii nezauugposarnuti. 3
MOYKU 30py Oe3neKu peKoMeHO08AHO 3aBxHCOU wugpysamu ¢haiin pezepeHoi Konii ma

cmeoprosamu HaIHUL Napo.b.

2. Ha nmesikux mapmipytusaropax € nanka “flash” (puc.4.2), i 3a 3aMOBUyBaHHSAM
KOITisl CTBOPIOETHCSA 11032 HE0. Y BUMAJKY 3HUKHEHHS >KUBJICHHS, BOHA 3ITPEThCA 3

nam’sTi. AOHM IIbOMY 3armo0iTTH, HEOOX1THO TIEPETATHYTH KOIIIIO B ITFO TATIKY.

J* Routing o s
System
&} Queues File | Cloud Backup
i Files IEI | Backup H Restore | | Upload... | Fird
Log BT - |T',f|::e |5ize Creation Time | |v
&7 BADIUS "] Mame_date backup backup Be.8 KB  Aug/ 2172024 13:45:29
#. Tools I+ [ flash disk Aug/21/2024 13:45:29

Pucynok 4.2. ITanka flash
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3. 3meHuIiTh BikHO WinboxX Ta MEpeTsSrHiTh pe3epBHY KOIMilo cobi Ha poOouHii
CTUI 3a JOTMOMOTOI0 MHMIII, pe3yJbTaT IOBMHEH BWIISIIATH, SK HAaBEIEHO Ha

pucysky 4.3. A6o ckopucTaiitech kHonkoro “Upload”. 3pobite ckpinuiom.

File: List

File | Cloud Backup
MNameldaten
=] [ Backup |[ Restore | [ upload.. | s
File Name £ |T'_.'pe |Size |Creatior1 Time | |"'
s lash isk Pug/21/2024 13:52.22
r | flash/Mame_date backup hackup 568 KB Aug/21/2024 13:52:22

Pucynok 4.3. IlepetsaryBanHs pe3epBHOI KOITii Ha poOOYHA CT1JT

4. Binkpuiite daiin pesepBHoi komii Ha pobouyomy croii [IK 3 gomomororo
omoknoTa. [1{o Bu MokeTre mpounTtatu? 3po0iTh CKpiHUWIOm.

5. Jlns 3aBaHTa)keHHs (BIAHOBIICHHS 3) PE3EpBHOI KOMil MEpeiiTh HA BKIAAKY
“Files”, BuOepiTh noTpiOHmii (aiin Ta HATUCHITH “Restore”. Y BikHi, 10 3 SBHIIOCH,

YBEAITh Mapojb 1 TAKOXK HATHCHITH KHOMIKY “Restore”, sik HaBeZileHO Ha pUCYHKY 4.4.

File | Cloud Backup
= 2 | Backup | Restore Upload...

File Name . |T1.rpe Size |Cr£
7 Aash disk: i
~ flash/Name_date backup backup BERKE
Restore r
==te o) =ll|flash./Name date backup = Restore r
Password: | | g Cancel

Pucynok 4.4. Bignosnenus ROS 3 ¢aiiny pe3epBHOi Komii
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4.2 30epexenHs1 4acTKOBOI pe3epBHOI Komii OC (.rsc)

e Komanga “export” npykye creHapiid, sSKuid MOXHa 3aCTOCOBYBaTH JIJIs
BIJIHOBJICHHSI KOH(ITrypallii, SKII0 BUKOPUCTOBYBATH BUBEJACHHS KOMaHIU B (aiii (BiH
OTpHUMAa€ PO3MIUPEHHS .I'SC). 3arayiom, Isi KOMaHJa BUBOJAUTH MOTOYHY KOHQITryparito
MapuipyTtusaropa Ha neBHomy piBHi B iHTepdetici CLI. I{ro komaH 1y MOXKHA BUKIUKATH
Ha OyAb-IKOMY pIBHI MEHIO, 1 BOHA Ji€ HHOTO Ta BCIX PIBHIB MEHIO HIDKYE (MOXHA
30epiraTé 4acTKOBI HAJAIITYBaHHS MaplIpyTu3atopa). Pesynbratu Mo)kHa 30epertu y
aiii, TOCTYIMHOMY JIJIsl 3aBaHTaXKEHHS 3a JoromMoror FTP.

e Export/import noctynnauii iume 3 CLI.

e Export dailn penaryerbces (CKpHIT).

e MicTuTh HalamTyBaHHS 0€3 CHUCTEeMHHMX OOJIKOBUX JaHMX (HE MICTUTH
napoJii KOPUCTYBAUiB).

1. JIns BUKOHAHHS PE3EPBHOI KOIIIi 32 IONOMOT0K0 KOMaHau “exXPort”, mepenaite
B TepMiHall (KOMaHIHUN PSAIOK) MapuipyTu3aTtopa. BukonaiiTe koMmaHzy, Ta 3po0iTh

ckpinmot CLI:

[admin@MikroTik] > export file = Name_date

Ilpumimka. Name_date — im’s ¢patiny skuii éu cmeopume komanoorw. Mooice

boymu 0yov-sxe.

2. Tlepetinite Ha Bkmaaky “Files”, Ta 3HaiimiTh HOBHMI CTBOpeHUi (aitn 3

pPO3IIMPEHHAM

Jsc”. 3meHmiTh BIKHO WinboX Ta mepeTsrHiTh Leu (aiim Ha CBii
pobounii cTil 3a JomoMorow muili, ik B 4.1 miei mabopatopHoi pobotu. Binkpuiite
daiin pe3epBHOI KOIii 32 JOMOMOTO0 OJIOKHOTA. 3po0iTh ckpinwom. 11lo Bu mMoxeTe
IIPOYUTATH?

3. Jl;st 3aBaHTaKeHHA KOHPITryparlii Takoro hopmaTy BukoHaiiTe komanay B CLI:

[admin@MikroTik] > import file-name = Name_date



KoHTpoJbHI NUTAHHS

1. Sxi Bunu pezepBHux komiit y Router OS icHytoTb? UuM BiIpi3HAIOTHCS?

2. Y AKUX CUTYyaIlisX Kpallle 0OupaTH TOM UM 1HIIHMN BU pe3epBHOI Korii ROS?
3. IIlo o3nayae HasBHICTH rajgouku “Don’t-encrypt”

4. JInsg vyoro noTpioHa KoMaHaa “‘export”?

5. Uu penaryrotscs .backup daitnmu?
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JIABOPATOPHA POBOTA Ne 5
HAJIAIITYBAHHS JOCTYITY 3 JIOKAJILHOI MEPEXI B
INIOBAJIBHY MEPEKY IHTEPHET HA MIKROTIK ROS

Mera:
1) o3HAMOMHTHCS 3 MOPSAAKOM HAIAIITYBAaHHS JOCTYIY 3 JIOKaIbHOI MEpexi B
rno0anbHy Mepexy iHTepHeT Ha Mikrotik ROS;

2) OTpUMATH MPAKTUYHI HABUYKY 3 BUKOHAHHS HaJlallITyBaHb NpucTpoiB MikroTik.
Xix podoru
1. Ilepen mouaTkoM poOOTH 30€piTh CXEMy MIAKIIOYEHHS 3a 3pa3KoM, SK

HABEJICHO Ha PUCYHKY 9.1, (koM ’torep ab0 HOYTOYK MOXHA MIJKIIOYaTH 10 OY/b-

AKOro iHTepdeiicy MapiipyTuzaropa KpiMm TOro, sikuil Oyzae npamoBaTtu sk WAN).

Bnox uBnNeHHA

Ka6ens nposaiigepa

Pucynoxk 5.1. Cxema ninkmtouenns [1K ta mpoBaiinepa no mapuipyruszaropa
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2. 3aiaite yepe3 Winbox Ha mapuipyTu3aTop Ta CKMHbTE MOTO HajlalllTyBaHHS,

SK HABEJICHO HAa PUCYHKY 5.2.

JT Houting |
I System " | Auto Upgrade
& Queves Cerificates
s Files Clock

- Log | Console

&7 RADIUS Disks

2. Tools " History

New Teminal Identity

% Dot1X LEDs

B MetaROUTER License

". Partition Logging

b Make Supoutsf  Note
© New WinBox Packages
M &t Password

L_Reset Corfiguration
Resources

Reset Configuration [=] E3

("] Keep ser Configuration J | | MW&M'
(] CAPS Mode Cancel
(v, No Default Configuration
‘[?oomaadap ‘
Run After Reset: | ||

Pucynok 5.2. CkugaHHs HalalmTyBaHb MapLIPyTU3aTOPA

3. Bamaiite iM’s mapmpyTtuzaTopy (name_X) (tryr i gami X — Homep 3a
JKYPHAJIOM), SIK HaBEJICHO Ha pUCYHKY 5.3. 3po0iTh ckpinwom.

4. CTBOpITH HOBOTO KOpPHCTyBada 3 MpaBaMU aJMIiHICTpaTopa, 3ajJaite Homy
napoib “1”, yci momanblii aii BUKOHYHTe Bif #oro iMeni (admin_name_ X), sk

HaBeJICHO Ha pUCYHKY 5.4. 3po0iTh ckpinuiom.
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B AL Y] |
—

ﬁ' System | Auto Upgrade

! Queues Cerificates

i Files Clack

E] Log Console

& RADIUS Disks

K Toaols I* Health

B MNew Terminal History

# DotlX |dentity

@ Dude [~ LEDs Identity

E' Make Supoutrif  License .

@ Now WinBox Logging Idenjity: | Alberto_15

- Exit o Cancel
Packages Apply

E Windows [~ Password

Paorts

Pucynoxk 5.3. InenTudikaris mapupytuzaropa

. system I

User List El

Users | Groups | SSHKeys | SSH Private Keys | Active Users |

Auto Upgrade
Certificates

e |

Bries o [ []]
H Log Console |Name / |Gmup |AllowedAddless |Laleogged In | |v
&7 RADIUS Disks »: system default user

M -
X Tools N Health @ admin full

B New Terminal History

New User (]

Name: ‘admm_alberto_lB | OK
Group: ‘fu\l 4 | Cancel

Allowed Address: - | Apply |

Password: ‘* | | Comment |
Confirm Password: ‘* |
Expire Password

@ DotlX Identity

@ Dude [ | LEDs

E Make Supoutrif  License

@ New WinBox Logging

B Exit Note
Packages

B Windows [ Password

Ports
Reboot

Reset Configuration

Resources
RouterBOARD
SNTP Client
Scheduler
Seripts
Shutdown

enabled expired

Special Login
‘ Users
Watchdog

Pucynoxk 5.4. Inentudikaris mapupyruzaropa

5. O6’eqnaiiTe BCi, KpiM OJHOTO, MPOBOAOBI 1HTEP(HEHCH B JOKAIBHY MEPEKY

(myn anpec: 172.30.X.0/24), six HaBe/IeHO Ha pUCYHKaX 9.5-5.7. 3po0iTh ckpinuiom.
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:_ Wireless
EE Bridge
== PPP
°r% Lesh Bridge | Pors PortExtensions VLANs MSTIs PotMST Overides Filters NAT Hosts M
-
do  EE )] [7] [ s
MPLS I Name / [Type L2MTU [Tx [Rx
I Routing [3
System A Mew Interface
! Queues
: General | STP WLAN Status Traffic 0K
i Files
Log MName: |bridgelLAN I | Cancel
&% RADIUS Type: | Bridge | Apply
# Tools [ MTU- | | - .
B New Terminal Disable
, Actual MTU: | |
4 DotlX Comment
@ Dude N L2MTU: | |
Copy
| Make Supout rif MAC Address: | |
. Remove
O New WinBox ARP: [enabled I
i . Torch
i = 5 ARP Timeout | | -
0 items o
I Admin. MAC Address: | -
Pucynok 5.5. CtBopenns bridge
/ Quick Set
_ CAPSMAN Bridgd Ports JPort Extensions VLANs MSTIs Port MST Overrides Filters NAT Hosts MDB
= e [[VEToT a7
;‘mﬁlﬁﬁ | Interface Bridge Horizon |Trusted |Priority (hex) Path Cost |Role Roo
m, Bridge 0IH & ether3 bridgeLAN no 80 10 disabled port
= 1H & etherd D > - "
59 Swich 2 H & ethers ; Bridge Port <ether2> Em
== 3IH & ether? B General ‘STP VLAN Status
C ozl 41 & wian] b
@l p & Interface: |e#?er2 ||3|
- -
MPLS > Bridge: | bridgeL AN I
Routi » :
i Horwon | ~
System 2 ’ﬁ
- s ommen
9 e Learn: |aut0 || 0|
B Fies Unknown Unicast Flood
Log Unknown Multicast Flood
27 RADIUS Broadcast Flood
7 Tools I~ 5 items (1 selected) | Trusted
B New Terminal
& DotiX Hardware Offload
= MetaROUTER Multicast Router: Temporary Query |*]
'Y L
@ Partiion | | Fast Leave
= | Make Supout.rif
@ New WinBox |enabled ||nact|ve ‘Hw, Offload

Pucynok 5.6. [Toueprose momaBanus nopTis xo bridge
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VI

s p - ARP
L MPLS Accounting
I Routing Addresses - E
1 system Cloud = __Network : v
& Queues DHCP Client 30.15.1/24> i E
i Files DHCP Relay Address: | 172.30.15.1/24 | 0K
| Log DHCP Server Network: [17230.15.0 |« | cancel |
&7 RADIUS DNS Interface: | bridgeL AN [+]
# Tools I Firewall pply
B Mew Terminal Hotspot
# Dot1X Psec
@ Dude [* Kid Contral
b1 Make Supoutrif  Neighbors
@ MNew WinBox Packing
- Bt Bt ‘enabled ‘

Routes
B Windows [~ smB

2 items (1 selactad)

Pucynok 5.7. IlpucBoenns IP-anpecu na bridge

6. Hanawryiite IP-agpecy omHomy 3 iHTep¢eiciB 11 BUXOLY B TIJI00ajIbHY

Mepexy (aapeca: 192.168.3.1X/24), sk HaBeACHO HA PUCYHKY 5.8. 3p00iTh cKpiHuiom.

Ilpumimka. L]e mooice 3MIiHI0O8AMUCH 3ANEIHCHO 610 HANAULIMYBAHb NPOBALLOEPA.

Address <192.168.3.115/24>

[m]E3
Address: | 192.168.3.115/24 | oK

Network: | 19216830 A | Cancel

Interface: |eTher1 " ¢| Apply

Disable

Comment

Copy

I

Remove

enabled

Jitems (1 selected)

Pucynok 5.8. [IpucBoenns [P-anpecu na bridge
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7. Hanamrryiite DNS. 192.168.3.1 sk cepBep mis Bamoro mapmpyrusaropa. Le
3aJIeKUTH BiJ MpoBaiiepa. Takox Ball MapHIpyTH3aTOp MOBUHEH BUKOHYBATH (PYHKITIT

DNS-cepBepa 1151 I0KabHOT MEPEXK, K HABEJEHO HA PUCYHKY D.9. 3po0iTh ckpinuiom.

e ARP
¥ MPLS Accounting
I Routing [*  Addresses
H System I Cloud DMS Settings
! Queues DHCP Client Servers: |192.168.3.1
B3 Files DHCP Relay Dynamic Servers: |
| Log DHCP Server
&7 RADIUS DNS Use DoH Server. |
#_ Toals Errewall [] Verify DoH Certificate
B New Terminal Hotspot
& Dotix IPsec Allow Remote Requests
@ Dude M Kid Control Max UDP Packet Size: | 4096
b Make Supoutrif Neighbors i
@ New WinBox Packing Query Server Timeout |2.{}{}C]'
- Exit Pool Query Total Timeout |1{].{}(}D
_ Routes Max. Concurrent Queries: |1{}0
= Windows [~  sMmB
SNMP Max. Concurrent TCP Sessions: |2{]'
SSH Cache Size: |2{]48
Services
_ Cache Max TTL: | 7d 00:00:00
Settings
Socks

T

Pucynok 5.9. HamamryBanus DNS

8. Hamamryiite DHCP-cepBep amnst ToKanbHOI MEpexi, sIK HABEIEHO Ha PUCYHKY
5.10, mepeBipTe ioro podoty (Ha MapmpyTu3aTopi B “Leases” (3po0iTh ckpinwom) Ta

Ha [1K uepe3 ipconfig, 3po0ith ckpinuiom).
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. 'V'=i"

2P f ARP
T WPLS T Accounting |
. DHCP | Metworks Leases i ion Sets  Vendor Cl Aler
¥ Routing ' Addresses Setors S — .
Kisysem | Cloud E | DHCP Corfig || DHCP Setup
a :
: F:::“ I:D)x:’ gwm MName 4 |Irrterface |HJE:IE|'_.r |Lease Time |.P~ddressi
£l dhep bridgeLAN 00:20:00 dhep_pee
. Log DHCP Server
&% RADIUS
7. Tools [* Firewall
B New Terminal Hotsoot

DHCP Salup [W]E3 DHCP Setup k3
Seloctnisdace o un DHCP saveron
DHCP Server Interface. | brdgel AN ¥ | DHCP Address Space: 17230150724 G y for DHCP Network: | 172.30.15.1

Back Cancel Back E Cancel Back ‘ Cancel

DHCP Setup

Lease Time: 00.10.00

DHCP Setup >

Seloct pool ofip addiesses given oWl by DHCP server

DNS Servers. 17230151
19216831

Addresses to Give Out | 17230152-17230.15254

Back Cancel

> O

-
Back Cancel Back Cancel

DHCP Setup

Setup has completed successfully

Pucynok 5.10. Hanamrysanass DHCP

9. BkaxiTh MapmipyT 3a 3amoBuyBaHHsM (default-gateway:192.168.3.1), sx

HaBeJIeHO Ha pucyHKy 5.11. 3anexxuTtsb Bif mpoBaiiaepa. 3po0iTh cKpinuiom.

I i p ¥ IARP
L MPLS M Accounting

I Routing [*  Addresses ~— |

‘; System M Cloud outes | Nexthops Rules VRF

’ Queues DHCP Client —

i Files DHCP Relay |D5L Address i/ ‘Gateway Distance |Routing Mark |Pref. Source |V

=l Log DHCP Sarver DAC : 17230.15.0/24  bridgeLAN reachable [ 17230.15.1

&% RADIUS DNS DAC 1921683.0/24  etherl reachable 0 192.168.3.115

# Tools ™ Firewall New Route =

B New Terminal Hotspot General |Aﬂlibmes

G Dl [Fezs Dst Address: |0.0.0.0/0 | Cancel

@ Dude [ Kid Control Boie |19216831 _| | | -

") Make Supoutrif  Neighbors aleway + v | Apply ‘

© New WinBox Packing Check Gateway: | |+

Exit

- Tree e (=} [ conmen |

= Windows [~ SMB Distance: | | -
niman [ —— 1

Pucynok 5.11. HanamtyBanHs MapiipyTy 3a 3aMOBYYBaHHIM
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10. Hanamryiite NAT, sik HaBeqeHO Ha pUCYHKY 5.12, mepeBipTe I MOKaxiTh

HasIBHE 1HTEpHET-3’€THaHHs 3 MapuipyTusaropa Ta 3 [1K, 3po0iTs ckpinuomu.

| |p | arp
) mPLS [ Accounting
T Routing [+ Addresses SO L
Gomen | oos N
a = )
* .“"'" DHCF Client I Chainc | srenal I_’G Cancel
B Files DHCP Relay i
o DICP Server Sm.Mless.: ) - Apply g
: Dst Address: -
&7 RADIUS DNS | Disable

B MNew Termnal Holspot

Protocok | - Comment

2 Dot1X IPgec Src. Port : | - Copy
® Dude [* Kid Control Dst Port | IE
|| Make Supoutrif  Neighbaors Any. Port | - m
Sloe et Backiy In. Interface: | | -
H et Pool . — Resat All Counters
Iﬂut Interface: || |etherl | ¥ a
Routes ]
B Windows I Y
Mew NAT Rule
Action: masquerade i [
| Leg [
Log Prefix | g [
To Ports: | | - !

Pucynok 5.12. HanamryBanns npasuia NAT
11. ITig yac BUKOHAHHS J1AOOPATOPHOI POOOTHU 10 KOXKHOTO IMYHKTY 3pOOiTh

HEOOXiTHI CKpiHIOTH ToBHOro BikHa Winbox um CLI TIK Ta/abo mapmpyrtuzaTopa.

3po0iTh 3BiT, HATINUTITh BUKJIAAA4Y.
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Ha [IK ?

KoHTpoJIbHI NUTAHHS

I1o Take DNS? Moro pons B Mapmpytuszatopax MikroTik.
I1lo Take DHCP? Moro ponb B MapmipytuzaTopax MikroTik.
[ITo Take default-gateway?

[TosicHiTh, 1m0 Take bridge-intepdeiic B MikroTik.

IIo Take NAT? Horo pois B Mapmpytuzatopax MikroTik.

SIk mepeBipUTH HASBHICTb BUXOJY B MEPEXKY IHTEpPHET Ha MapIIpyTU3aTOpl Ta
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JIABOPATOPHA POBOTA Ne6
HAJIAIITYBAHHS VPN-3’€JHAHHA (L2TP)

Mera:
1) o3nariomutucs 3 Bumamu VPN-3’e€qHanHb (TyHENIB), iX MOXJIHBOCTSIMHU Ta
HOPSAIKOM CTBOpeHHs Ha mpuctposx MikroTik;

2) OoTpUMAaTH TMPaKTUYHI HABUYKW 3 HamamryBaHHs L2TP Ha mnpucrposx

MikroTik.

JUiss BUKOHAaHHS 1Il€i JTaOOpaTOpHOi pOOOTM BamM HEOOXITHO MaTU JIBa
HAJIAIITOBAaHUX MAapIIPyTH3aTOpH 3 MiJKIIOUEHHSIM 10 iHTepHeTy (puc. 6.1). Cxema
3B’s13Ky Oyjie o/10HOI0 10 HAaBEIEHOI Ha PUCYHKY HIDKYE. Y Bac MOXKYTh BIJIPI3HATHUCS
[P-anpecu Ha peanpbHOMY OOJaHAHHI, TOJIOBHA BUMOTa — OAWH 3 MaplIpyTH3aTOPIB,
AKui Oyne BUCTynmaTH B POJIi cepBepa, MOBUHEH Matu «Oury» IP-aapecy. Ilig uac
BUKOHAHHSI poOOTH Ha peanpbHOMy oOnmagHanHi Oimy IP-agpecy L2TP-cepsepa
Ji3HalTeCh y BUKIJIaaaya. K0 BM BUKOHyeTe cxemy B emynaropax GNS3 a6o EVE —
30epiTh Taky camy cxemy, Ouny IP-ampecy mpusnaute camocrtiiiHo moButbHO. LAN-
MEpexXy JIIBOro mapuipytusatopa 3amaite y dopmari: 172.30.X.0/24 (ne X — Bam

HOMED 3a CITHUCKOM. )

GW: 192.168.3.1/24 GW: 77.47.193.192/28

eth1: 192.168.3.15/24
eth1: 77.47.193.206/28

bridgeL AN:

172.30.15.1/24 bridgeLAN:

192.168.93.1/24

Office 1 Office 2

= =N

Pucynok 6.1. Cxema 3’eqHanb Mapupytusaropis ais nodyaosu VPN
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Xinx podoru

5.1 HanamryBanusi L2TP-cepBepa

1. Ha mapuipytu3zatopi, 0 BUCTyHae cepBepoM Ta mae “oOiny” IP-aapecy (Ha

PUCYHKY cIpaBa) mepeiaiTh Ha Bkiaaky “PPP” Ta mponaiite HOBOro KOpHCTyBaua

(puc. 6.2). 3BepHith yBary Ha “Local” ta “Remote” aapecu, BoHH MarOTh 32-0iTHY

Macky Ta OyJyThb BHKOPHCTOBYBAaTHUCH JIsi Mapuipytusaiii depe3 L2TP tyHensb. |

3aram’siTaiiTe Mmapoiib, SKUi Oyae BUKOPUCTAHO Ha KITIE€HTI Ui aBTeHTU(iIKallii. 3po0iTh

CKpIHUiom.

# Quick Set
4 CAPsMAN
W Interfaces

4 Wireless
LT
R

[ = PPP
't Switch
°[2 Mesh
i |p
MPLS
I Routing
System
B Queues
B3 Files
Log
a7 RADIUS
2. Tools
Bl New Teminal
& Dot1X
3= MetaROUTER
#2 Partition
b Make Supout rf
© New WinBax

Bl Exit

B Windows

= = T 7

¥

Interface PPF‘oEServmﬂles Active Connections  L2TP Secrets

PPP AuthenticationdAccounting

New FPP Secret

Profile

Remate Address

=T

Name:
Password:
Service:

Caller ID:

Local Address:

I

12p

: |default

1.1.141
122215

Ln

enabled

Routes:
Limit Bytes In:
Limit Bytes Out:

Last Logged Out:
Last Caller ID:

Last Disconnect Reason:

Cancel
ply

Disable

ES

Comment

Copy

Remave

Pucynoxk 6.2. HanamryBanus kopuctyBaua Ha L2TP-cepBepi

2. Ha Titi camiit Brmammi “PPP” oGepitp “L2TP Server” Tta BucrasTte

HaJallITyBaHHs, SK HaBeJEeHO Ha pucyHKy 6.3. OO0OB’sI3k0BO BHOEpITH MpOodiIb 3

mmmdpysanuam (“default-encryption”) abo ctBopiTh HOBHiL. 3p00ITH CKpiHUWIOM.

3. Ilepeitaite Ha Brimanky “IP” > “Routes” ta mponuiniTe HOBUN MapuipyT i3

cepBepa B Mepexy L2TP-kimieHTa (s nutro3 BukopucToByHTe “Remote Address” 3
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nyHKTy 1 1mi€ei mabopaTtopHoi poOoTH), K HaBeAeHO Ha pucyHKy 6.4. I1lmo3 He craHe
JOCTYITHAM, a MapumpyT — aKTUBHHM, TOKH He OyAe MpOBEAEHO BIAMOBIIHUX

HaJallITyBaHb Ha KIIIE€HTL. 3p00iTh CKpiHWwiom.

# Cuick Set
% Inteface | PPPoE Servers  Secrets | Profles  Active Connections | L2TP Secrets
W Interfaces
T #|[=] [2][2] @] [7] | PP Scanner || PPTP Server || SSTP Served | L2TP Server ||IOVPN Server || PPPOE Scan |
:.-a Ciido Name £ | Type Actual MTU [L2MTU |Tx Tx Packet (p/s)
I_"= FPF L2TP Server
-] M 3}1 )
= l: s Max MTU: [1450 | I—ICanc "
= Max MRU: {1450
MPLS : = VRU | | Aoy
7 Routing [ MHHU" | -
System I Keepalive Timeout: |30 | -
B Queves Defautt Profile: |default-encryption I
5 Files Max Sessions: | |~
Log Authentication: [v| mschap2 mschap1
a7 RADIUS [ chap pap
2. Tools I3
B New Teminal Use IPsac: |no =]
@& Dot1X IPsec Secret: | |
B2 MetaROUTER
'.. Partition Caller 1D Type: |ip address || T |
b Make Supott if [] One Session Per Host
@ New WinBox [ ] Allow Fast Path
Bl B
Pucynok 6.3. HamamyBanus kopuctyBada Ha L2TP-cepBepi
# Guick Set
< CAPsMAN Interface | PPPoE Servers  Secrets | Profiles | Active Connactions | L2TP Secrets
W |rterf:
= MreI:::S EE .@ . . | PPP Scamner || PPTF Server || SSTP Server || LZTP Server || OVPN Server || PPPoE Scan |
7 B Name [Tipe Aciual MTU [12MTU [T« (Tx Pagket /s) |
5 Qe
2. FFP | =] E3

| Switch Routes INe:dhops Fules = VRF

I+F o= [][] [=] [7] [Fre 1 T3]

i |D5t. Address 4 |Gatewa:.f Distance | Routing Mark |Pref. Source |V

LIFEE " las b 0.0.0.0/0 77.47.193.193 reachable etherl 1
J* Routing M Route <172.30.15.0/24>

System [
B Qusues Genera ‘ Aitnbutes
5 Files Dst. Address: Cancel

Log Gateway: |2.2.2.15 || ?| |ur1read1E|bIe |I= Apply
&7 RADIUS
X Tools p || Check Gateway: | |+ | Disable |
Bl MNew Teminal Type: ||_|r|icast ” il
f— Distance: |‘I | A
B= MetaROUTER E 30 |
#2 Fartition cops: | emoye |
B Make Supout 1 Target Scope: |'ID |
@ New WinBax Routing Mark: | | v

Pucynoxk 6.4. HanamryBannst mapuipyty Ha L2TP-cepBepi
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5.2 HanamryBanus L2TP-kiienTa

1. Ha mapmpyTtuzaropi, 110 BUCTYTA€ KIIEHTOM (Ha puc. 6.1 — 31iBa) nepenIiTh
Ha BKIaaKy “PPP” ta nonaiite HoBuii intepderic “L2TP Client”. Jlani Ha BKiIami
“Dial Out” (puc. 6.5) Braxite «dimy» IP-anpecy cepsepa, y momi “User:” — im’s
KOPHCTYBa4a, CTBOPEHOTO Ha cepBepi, 1 B moji “Password:” — BiamoBigHUiA MapoJb,

“Profile: default-encryption”. 3po6iTh ckpinuiom.

# Cuick Set
1 CAPsMAN
W |nterfaces |
= el Interface | PPPoE Servers  Secrets  Profiles  Active Connections  L2TP Secrets
4 Wireless
%2 Bidge + =] [ ][] | PP Scanner || PPTP Sewver || SSTP Server || L2TI
||‘;= PPP Name /| Type |Actual MTU |2 MTU | Tx
Tl MNew Interfface
*12 Mesh -
55/ |p . || Generl Dial Out |Status Traffic
MPLS ¥ Connect To: | EETAEEF | Cancel
=6 |Pvb I3
— User: [Cadet_15 | Apply
I Routing 3
System [x Password: | |- | Dizable |
B Cueves Profile: |default-encryption =] Comment
B3 Files Keepalive Timeout: |60 S
- - -
s ove
a7 RADIUS Use Peer DNS: |nu || $|
2. Tools I Torch
P Mew Teminal [] Use IPsec R
@ Dot1¥ IPsec Secret: | | |
@ MetaROUTER
. o [ ] Mlow Fast Path
#2 Partition
b Make Supout.rf [] Dial On Demand
© New WinBox (] Add Default Route
B Ed Defautt Route Distance: |1
= Windows [ Allow: [w| machap2 mschap1
chap pap
|enab|ed | | | |Status:

Pucynok 6.5. HanamryBanns nigkmtouenss Ha L2TP-kmieHTI
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2. llepekoHaiiTech, 110 Baile 3’€qHAHHS BCTAHOBJIEHO Ha BkJIaml *“PPP-
Interfaces” (3’sButhcs iHTEpdeiic 3 npanopiiem “R”). 3po0iTh ckpinuiom. Bu MoxeTe

neperiMeHyBaTH CBiMl iHTepdeiic abo 3aKOMEHTYBATH, SIK HaBEJIEHO Ha PUCYHKY 6.6:

4 CAPsMAN

Inteface | PPPoE Servers  Secrets  Profiles  Active Conn
W [nterfaces
L Wireless L B4 1| || | PPP Scanner || PPTP £
:: Bridge e e Actual M
*. PPP - i Cadet_15interface

=—— iR {op | Ap-out LZTP Client

‘L Switch

Pucynok 6.6. AxtuBnanii quHamiuauii L2TP-intepdetic Ha L2TP-kimienTi

3. IlepetiniTe Ha BkIaaky “IP” > “Routes” Ta mpomuIimiTh HOBUH MapHIpyT i3
KJIi€eHTa B JOKambHY Mepexky L2TP-cepsepa (mwmo3 — Local Address i3 cepsepa), sk
HaBEJICHO Ha PHUCYHKY 6.7. SIKimo Bce 3pO0JICHO MPaBHJIBHO, TO MICJIS HATUCHEHHSI

“Apply” nuro3 crane goctymHUM. 3po0iTh ckpinwom. HatucHits “OK”.

= R <oy [ Ztp-out1 LZTP Client 1450 0 bps 0 bps 0
‘L Switch
e e IJ
=] |p Routes | Mexthops Rules WRF
——
&+ &) [T

<& IPvE ¥
T? Routing W Route <192.168.93.0/24>

System I | General | Atribites | oK |
B Queues
B A Dst. Address: QR (R RN Cancel

les

i Gateway: |1.1.1.1 ¥ | |reachable [Ap-out] s Apply

2. Tools ¥ Tooe: i
Bl MNew Terminal —

+

& Dax Ditance: 1 -
B MetaROUTER Scope: |30
#3 Parition Target Scope: |10
b1 Make Supout.if Routing Mark: -
© Mew WinBox

Pref. Source: hd
B Bt
B Windows 2

enabled active

Pucynok 6.7. HanamryBanusa Mapuipyty Ha L2TP-kiieHTi
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4. YV cnucky MapuipyTiB 3’SIBUBCS HOBHM AKTUBHUN CTAaTUYHUM MapuIpyT B

JIOKalIbHY Mepexy cepBepa. [IpokoMeHTyliTe Moro (3a JOMOMOIOK 3>KOBTOIO

apkylIa — ), mo1iOHO 10 TOTO, SIK HaBEACHO Ha PUCYHKY 6.8. 3po0iTh ckpinuwiom.

. Tol&p-Server LAN via Cadet_15
FAS P 152.168.92.0/24  1.1.1.1 reachable [2p-out 1 1

Pucynok 6.8. HanamryBanus mapupyty Ha |2tp-xmienTi

5. [lepeBipTe MOCTYMHICTH JIOKATBHOI MEPEXI CepBepa 3 KIIIEHTA 3a JOMOMOTOIO
“ping” 3 tepminany (puc. 6.9) Ta yepe3 yrwiity “ping” rpadiunHoro iHTepdercy

(puc. 6.10). 3po0iTh ckpinwomu.

[admin@Cadet_15] > ping 192.168.93.1 src-address=172.30.15.1 l
SRE-HESE = TATUS

0 192.168.93.1 586 &4 Oms
1 192.168.93.1 56 64 Oms
2 192.168.93.1 56 &4 Oms
3 192.168.93.1 56 64 Oms
4 192.168.93.1 56 64 Oms
5 192.168.93.1 56 64 Oms
6 192.168.93.1 56 64 Oms
Pucynox 6.9. Ping uepes CLI
Ping (Running) =] E3
AL 152 168.93.1
Packet Count: -
Timeout: | 1000 ms
Seq# ¢ |Host Time Reply Size |TTL | Status -
0 152168531 Oms R0 G4
1 1592168531 Oms 50 64

Pucynok 6.10. Ping yepe3 Tools>Ping
6. AHaJOriYHO NOMNEPEeIHbOMY MYHKTY, IEpPEeBIpTe JOCTYIHICTh JOKAJIbHOI
MepexXi KITi€HTa 3 cepBepa 3a JIOMOMOTok0 “Ping” 3 TepMiHaly Ta 4epe3 yTuiiTy “ping”
rpadiuHoro iHTepdeicy. 3po0iTh CKpinuiomu.
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o w0 e

KoHTpoJIbHI NUTAHHS

[ITo Take VPN? Ha sikomy 5oriuHOMY MOPTY BiH Mpaioe?
Sxi BapianTu 3actocyBanHs VPN?

Axi npunaIunu po6otu L2TP?

Sxuit nopsinok HanamryBaHHsa L2TP-tyHento?

SKUM YMHOM MOKJIMBO 3aKOMEHTYBATH MApIIPYyT?
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JIABOPATOPHA POBOTA Ne 7
HAJTAHITYBAHHSA MAPHIPYTU3ATOPA MIKROTIK Y PEXKUMI
BE3IIPOBOJOBOI TOYKHU JOCTYITY

Mera:

1) o3HailoMuTHCS 3 peXUMaMd poOOTH Oe3MpoBOAOBHX 1HTEpPQEHCIB Ha
npuctposx MikroTik;

2) oTpuMaTH MpaKTUYHI HAaBUYKMU 3 HAJAIITYBaHHA OE3MPOBOJOBOI MEpexi Ha

npuctposx MikroTik.

JI1st BUKOHAHHS 111€1 JabopaTopHOi poOOTH BaM HEOOX1THO MaTH HaJallITOBAaHUM

MapIIPyTU3aTOP 3 MITKIIOYCHHIM JI0 IHTepHETY (BUKOHaHa JJabopaTtopHa podora Ne 5).
Xix podoru

1. lns cTBOopeHHs O€3MeYHOro Oe3MpOBOMOBOTO 3’€HAHHS CIIOYATKy CTBOPITH
npodine 6e3nexu. s 1poro nepeiaite Ha Bkiaaky “Wireless” > “Security Profiles”.
3amaiite Ha3By NMpod1IIo0, MapoJib, 00EPITh AMHAMIYHI KIIFOU1 Ta TUI ayTeHTUDIKaIlii, sIK
HaBeJIeHO Ha pucyHKy 7.1. 3pobith ckpinutom. HatucHits “OK”.

2. Ilepeiimite Ha Brimagky “Wireless” > “Wi-Fi Interfaces” Ta Bimkpuiite
HaJAIITYBaHHS MEPIIOTO 0E3MpOBOIOBOTO 1HTEpPEHCY MOIBIMHIM HATUCKAHHSIM MHIII.
Haruchite kHOmky “Advanced Mode”, mo6 BigKpuTH OUIbIIE HANAMITYBaHb, SK

HAaBEJICHO HA PUCYHKY 7.2.
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& Cuick Set

w oARshIAN Wik Interffaces = W60G Station | Nstreme Dual  Access List  Registration  Connect LisI Security Profiles | Chann
I 1 Wireless IEIIEI
= Bridge Mew Security Profile
+. PPP :
G| RADIUS AP St e
% Switch
*[2 Mesh W=l Cllorofile_Cadet 15 |
=5 |p [ Mode: |d',.rr13mic keys " ;l
MPLS I Authentication Types: [ | WPA PSK WPAZ PSK
- [ WPAEAP [ | WPAZEAP
i :nutlng fr: Unicast Ciphers: [v| aes ccm [ | thip
em
= Group Ciphers: [+ aes cem [ thip
B Queues
B5 Files WPA Pre-Shared Key: | |
Leg WPA2 Pre-Shared Key: [~ |
&7 RADIUS
. Tools I Supplicant Idertity: | |
ES New Teminal Group Key Update: |DD:115:1}D |
& Dot1X
@ Mat=ROIITER Mananement Pratection | disahled =1
Pucynok 7.1. CtBopenHs npodinto 6e3nexu
& Cuick Set
SSLE RS | WiFi Interfaces IWE[E Station  Mstreme Dual Access List  Registration  Connect List  Security Profile
; Wireless |-|-v IEI .Izl . . | CAP || WPS Client || Setup Repeater || Scanner || Freq. Usage ||:
S= bndge |Name |T'_.rpe |Actual MTL |Tx
+_ PPP X e wian Wireless (Atheroz ARS... 1500 0 bps
-|: it Interface <wlan: [ X]
®1® Mesh General  Wireless | HT WDS Netreme NV2 Advanced Status | OK |
255
= i Mode: (EET RN +| | | Cancel |
MPLS 3 —
& IPv6 N Band: | 2GHz-B/G ¥ | Apply |
T Routing N Channel Width: | 20MHz | ¥ | — |
System I Frequency: | 2412 | % | MHz | F— |
mm
B Queues SSID: | Mikro Tik | A
B Files Security Profile: |default IS Advanced Mode I
Log Frequency Mode: |regu|atnr'_.r-domain || ¥ Torch
a7 RADIUS - -
Country: |etsi ¥
# Tools I | | | : | WPSAccept |
BN New Teminal Instaltion: any I | WPSClent |
@2 Mat=PNIITER

Pucynok 7.2. Ilepexia 10 po31IMpeHUX HANAIITYBaHb OE3MPOBOIOBOTO 1HTEpdeicy
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3. Harucuite kHomky “Freq. Usage”, mortim “Start” ta o00epiTh HaliMeHII
3alHATY YaCTOTy JUIs TOJANIbINOi poOoTu, Hanpukian, 2447, (puc.7.3). 3poOiTh

ckpinwom. ITicist IbOTO 3YMUHITE CKaHEP KHOMKO “Stop”.

=] E3]
General Wireless | Data Rates Advanced HT WDS  Nastreme ..
e on & ance Freq. Usage (Running)
ol iterace: [ s
Channel Width: | 20MHz ¥
able
Frequency: | 2412 ¥ | MHz I Stop
C it
55I0: | Mikro Tik a Close
Radio Mame: |488F5A7B14BE Simple Mode
. — ]
Scan List- |default 2|~ Frequency (MHz) ¢ |Usage Noise F... -
Skip DFS Channels: |disabled * WPS Accept 2412 212 -113
Wireless Protocal: — 2417 386 -113
reiess Frolocol [any e WPS Client 2422 167 113
Security Profile: |defautt ¥ 2427 B3 -112
Frequency Mode: |regulatory-domain ¥ 2437 79 -1
Scan... TV ] 112
Courtry: |etsi + I 2447 61 -2
Freq. U
Installation: |any ¥ Sl | 43_, l£a -1
20 104 L
WMM Support: |disabled ¥ 2462 140 -112
Sniff... 2467 287 -113
Station Roaming: |disabled ¥ 2472 100 113
| Default Authenticate
Mutticast Helper: |default ¥
| Multicast Buffering 13 items

w#l Kaanzliva Framas

Pucynok 7.3. BuOip yacrotu

4. Tlepeitnite Ha Bkaaaky “Wireless” > “Wi-Fi Interfaces” > “Wireless” Ta
BKaXIiTh HacTymHi mapamerpu: “Mode: ap bridge”, “Frequency: (3 momnepeaHboro
nyHkry)”, “SSID: Cadet X”, “Radio Name: Cadet X”, ne X — Bam HOMep 3a
ciiuckom, “Wireless Protocol: 802.11”, “Secutiry Profile: (oOepite 3i cHucky
cTBOpeHui Bamu nipodine)”, “Country: Ukraine”. Harucuite “Apply” i micis 150ro
yBIMKHITEH iHTep(eiic kHonkoro “Enabled”, sk naBemeno Ha pucyHky 7.4. 3po0iTh
CKpIiHUiom.

5. CopoOyiiTe 3HalTH Bally TOYKY JIOCTymy 31 cMmapTdoHa uyu HOyTOyKa (3a

SSID), cipoOyiiTe migkaounTuch. Yu Buiinnio? Sk Bu gymaere uomy?
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J_? Quick Set Interface <wlan1:
4 CAPsMAN
= Iiciaces General Wirsless | Data Rates Advanced HT WDS Nstreme .. | OK |
T Wirees oce: EE R +| +| | | Conod
LT
:'!l El;dpge Band: |2GHz-B/G [#] Apply
== Channel Width: | 20MHz [#]
“E Switch I Enable I
o@ Frequency: |2447 | ¥ | MHz
e Mezh Comment
5 |p I 55ID: |Cadet_15 .

MPLS N Radio Name: [Cadet_15 | | Simple Mode |
<5 IPvE M Scan List: |default B | Torch |
x Snuting i Skip DFS Channels: |disabled =] [ wesccept |

ystem : x
@ Guewes Wireless Protocol: |802.11 [#] | WPS Cliert | [
Security Profile: |profile_Cadet_15 3 -
B3 Files | Setup Repeater |

Log Interwarking Profile: |disabled [#] -
i? RADILS WPS Mode: ||]IJSI"I buttan ” ¥ | | Scan... |
A Tools ) Frequency Mode: |regulatory-domain 3 | Freq. Usage... |
? New Teminal Courtry; |ukraine [#] | . |
@ Dot1X — }

B MetaROUTER Installation: |E|n1_.r || $| | Sniff .. |
#5 Parition WMM Support: | disabled IE3 | Snooper.. |
Al Bridge Mode: |enabled [#] | Reset Corfiguration |
@ Mew WinBax
Bl Bt VLAN Mode: |no tag 3

VILAN ID: |1 |
B Windows I o]

\disabled | | \disabled | I

Pucynok 7.4. HanamryBanHs 6e3npoBo10BOTO iHTEp(dENCy B peKUMI TOYKU JOCTYITY

6. [Tepetinite Ha Briaaky “Bridge” > “Ports” ta monaiite Baml HajgamTOBaHUN
oe3mpoBogoBuil iHTepdeiic 1o BridgeLAN, sk HaBeneHo Ha pucyHky 7.5. HatucHiTh
“OK”.

7. CnpoOyiiTe 3HAWTH Bally TOYKY AOCTYIy 31 cMmapTdoHa uu HOyTOyKa (3a
SSID), cnpoOyiite migkmounTrch. Yn Buinuio mporo pasy? Ilepeiinite Ha BKIAIKY
“Wireless” > “Wi-Fi Interfaces” > “wlanl” > “Traffic”. lllo Bu Tyt 6aunte? 3po0iTh
CKpiHwiom, SIK HaBEICHO Ha pUCYHKY 7.6. SIk BH mymaete, 1m0 e o3Hadae? 3akpuiiTe

“wlanl”.
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" rtefaces
& Wireless
% Bridge

Bridge | Pots | Port Bdensions  VLANs MSTlz  Port MST Ovemides  Fitters  MAT  Host= MDE

RRIEE

|Interface |Bridge |Horizon | Trusted |Priority th... |Path Cost |Role | Root

= 0H & ether? bridgeLAN o 80 10 disabled port
=5 |p I 1H & etherd bridgeLAMN o 80 10 disabled port

MPLS - 2H & etherd bridgeLAN rig 20 10 dizabled port

3H & etherb bridgeLAN rio 20 10 designated port

=5 IPvk 3
T+ Routing P Mew Bridge Port

System i | General | STP | VLAM | Status | 0K |
B Queves Interface: (27 AN + Cance|
5 Fies

Bridge: |bridgeLAN ¥

Log ge | ridge || ¥ | Apply |
a7 RADIUS Horizon: | | hd | Dizable |
v I B
B8 New Teminal Unknown Unicast Flood
& DatX
o Unknown Multicast Flood
#2 Parttion Broadcast Food
- Make Supout rf L] Trusted
© New WinBox Multicast Router: |Tempc|ar'_.r Query || $|

it
= | | Fast Leave
= Windows 3

enabled | |

Pucynok 7.5. JlonaBanns 6e31poBo10Bo10 iHTepdeiicy mo “bridge”

< CAPsMAN Interface <wlan1>
W Interfaces
= HT WDS Nstreme TxPower Cument Tx Power Status Traffic |
4 Wireless
%2 Bridge Te/Fx Rate: [8.3kbps | /[0bes |
*- PPP Ti/Rx Packet Rate: |13 p/s | /[0pss | Aoply
i Switch I
“® Mesh FP T/Rx Rate: |0 bps | #0bps || | Disable |
55 |p 1 | FP T/Rx Packet Rate: [0p/s | 7[0pss | i
MPLS r To/Fo Bytes: |864.7 KiB | /[156.0 KiB | Smole Mode
B
= IPve y To/Rix Packets: [ 1424 | /[z38 |
R
T/Fx Drops: |0 | /[0 |
System : To/Rx Errors: [0 | /[0 | IPS Pecen
& Queves = WPS Cliert
5 Files
=
e
2. Todls -
' B o
G LR R Obps il
b Make Supout rif MOOPEr...
© e it
Bl Exit
B Windows p{| {(HM T Packet: 13pss
I Rix Packet: Op/s L
I | | [ [ [ | Jlel.dl Im ||| T [

|enab|ed | |n.|r1r1ing |sla\fe |n.|r1ning ap | L

Pucynok 7.6. Briaaka “Traffic” ma “wlanl”
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8. Ilepetigite Ha Biaaky “Wireless” > “Wi-Fi Interfaces” > “Registration”,

SK HaBEJICHO HAa PUCYHKY /.7. CKUIbKH MPUCTPOIB MIAKIIOUEHO A0 TOUKH A0CTymy? SKi

B HUX MAC-anpecu? SIk 1oBro BoOHM mijkiIt0ueHi? 3po0iTh CKpiHuiom.

L Wireless
7% Bridgs

2 PPP

3 Switch
°[2 Mesh
sl |p
MPLS
<5 IPv6

I Routing

—=| = = =

Wireless Tables

WiFi Intefaces ~ WB0G Station  Mstreme Dual = Access List  Registration

(=] (] [10 Reset |

|F{adio Name ¢ |MACAddress Interface
e D2:34:96:7C:9C:97  wianl

Connect List  Securty Profiles  Channels  Interworking Profiles

|FcRate |
1Mbps

[Uptime AP
00:03:44 no

|W...|Last Activit...| T/Fix Signal ... | T Rate
no 4 870 -48 BdMbps

Pucynox 7.7. Bkinaaka “Registration”

9. IloxBiHUM KJIIKOM MUIII BIAKPUATE AETalbHY 1HQOPMAIIIO MPO MEPIIni 3a

CIIUCKOM MiJAKITIOYEHUN TPUCTPIi, sIK HaBeJICHO Ha puUcCyHKy 7.8. HaTuCHITH KHOMKY

“Copy to Access List”, motim “OK”.

Wireless
Bridge
FPP
Switch
Mesh
sl |p
MPLS
IPvE
T Fouting
System
D Oueves
B3 Fi=s
Log
&7 RADIUS
2. Tools

Wb

B
e

B New Terminal
<& Dot1X

B MetaROUTER
#2 Partition

B~ Make Supout if
© New WinBox
& 5

= Windows

- 7 7 T 7

¥

WiFi Interfaces = WB0G Station  Mstreme Dual  Access List Registration ‘ Connect List  Securty Profiles  Channels  Interworking Profiles

=) 7] e

|Hadio Mame ¢ |MA.C Address |Irrterface
D2:34:36:7C:5C:57  wilanl

|Uptime  |AP |FcRate |

00:08:36 no

|w__|Last Activit...| T/Fx Signal ... | Tx Rate
no 2280 48 54Mbps

General ‘802.1): Signal Mstreme MNVZ  Statistics

Radio Name: | |
MALC Address: | DZ:34:96:7C:9C:97 |
Interface: |w|an'| | I| Copy to Acoess Lit |
Uptime: |00:08:36 |
Distance: |'I kem | \—‘Cowto Connect List
RouterQS Version: | |
AP Tac Limit: | | \w‘
Client T Limit: | |

MAC Telnet

Torch

Last IP: [172.30.15.253 |

C]AP

[IwDs

] Compression
1 WMM Enabled

Pucynok 7.8. JleranpHa iHpopMAaIlis PO MiAKITIOYECHUN TPUCTPIi
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10. [epeiinits Ha Bruaaky “Wireless” > “Access List”. [lepeBipte, uu 3’1BUBCS
TYT HOBHUH mpucTpiit (puc. 7.9). Uum indopmaris Ha 1l BKIAII BiIPI3HAETChS Bij

indopmarii Ha BkIaami “Registration”?

4 Wirsless
% Bridge
- FFP )
= Swich WiFi Interffaces = W60G Station  Mstreme Dual  Access List | Registration  Connect List | Security Profles  Channels | Interworking Profiles
e
"1 Mesh [#][=] [~][=]
=5 |p M| g | [MAC Address [interface | Signal Strength Ra... |Authertication |Forwarding
MPLS B 0 g D2:34:96:7C:9C97 wiani -120.120 yes yes
ST | T b

Pucynoxk 7.9. “Access List” 6e3npoBooBoro inrepdeicy

11. Iepeiinite Ha “Wireless” > “Wi-Fi Interfaces” > “wlanl”. 3uu3y nocraBte
rajouky B mojii “Hide SSID”, sk naBeneno Ha pucynky 7.10. 3poOiTe ckpinuwiom.

Hartuchite “OK”,

Interface <wlan1:

General  VWirsless | HT WDS Mstreme Status Traffic QK
Mode: Cancel
Band: |2GHz B/G =] | Apply |
Channel Width: | 20MHz =] | — |
Frequency: | 2447 | # | MHz
SSID: [Cadet_15 | | Commer: |
Security Profile: [profile_Cadet_15 [#]| | Advanced Mode |
WPS Mode: |pu5h button || * | Tarch |
Frequency Mode: |reg|_|latory-domair1 || ¥ | WPS Accept |
Country: |LIkJEIiI"IE || ¥ | WPS Cliert |
Installation: |E|r1'_.r || ¥ | Setup Repester |
Default AP T Limit: | | * bps | — |
Default Cliert T Limit: | | * bps
Default Autherticate I Freqp;ﬁj:jge'" I
Default Forward | = |
WSl | Snooper... |
| Reset Configuration |
enabled |n_|nr|ir|g |sla'u'e |n_|r|ning ap

Pucynox 7.10. Hide SSID
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11. CnopoOyiiTe BIAKPUTH MEPENiK JOCTYMHUX OE3MpPOBOJOBHUX MEPEX IHIIUM
npuctpoeM (KpiMm momaHoro go “Access List”) Ta 3HaifTu Bamry TOYKy AOCTyIy. SIKuii
pesynbrat? Homy? Ipubepits ranouky 3 mous “Hide SSID”. Hatucuits “OK”.

12. Tlepeiimite Ha “Wireless” > “Wi-Fi Interfaces” > “wlanl”. 3nusy
npubepith ranouky B mom “Default Authenticate”. 3po0ite ckpinuwiom, sk HaBeaCHO

Ha pucyHky 7.11. Hartucuits “OK”.

4 CAPsMAN Interface <wlani:
W [nterfaces }
. General Wireless | HT  WDS  Nstreme Status  Traffic oK
4 Wircless
7% Bridge Mode: |E - | + | Cancel |
- ' =
= PEP Vi Interfac Rl iz B/G 7| | Apply |
S Caih Channel Width: [20MHz * :
12 Mesh +- - = | Disale | |v
5 Frequency: | 2447 ¥ | MHz | |
3 P MNam Comment c
e
SSID: |Cadet_15 -
MPLS I | - —
&l |PvE - A ! Security Profile: |profile_Cadet_15 ¥ | Advanced Mode |
e
T Routing [- WP5 Mode: [push button ¥ | Torch |
System [ Frequency Mode: |requlatony-domain ¥ | WPS Accent |
Queues - i =
! - Courtry: |ukraine ¥ | WPS Cliert |
i les Installation: |amy ¥
Log | Setup Repeater |
27 RADIUS Default AP Tz Limit: ¥ bps | = |
Can...
2. Todls 2 Default Client T Limit: * bps
B Mew Teminal e | Freg. Usage... |
nticat
% Dot1X — | Align... |
@2 MetaROUTER | Default Forward | = |
#% Partition Hide 551D
I& Make Supou of | Snooper... |
@ New WinBox | Reset Configuration |
Bl Bt
= Windows ¥
-

Pucynok 7.11. Default Authenticate

13. CmpoOyitte migkmouutuch 3a BamuM SSID  iHmmM npuctpoem (kpim
nonaaroro 10 “Access List”). I 3HoBY TUM IPHUCTPOEM, KK JTOJaHUI 10 CIIUCKY. SKui
pe3ynbTar? Homy?

14. TloBepHiTh rayiouky 3 .12 Ta moBTopiTh .13,

15. BuMkHITh 6€311poBOI0BUH 1HTEpdEic. AKUM YMHOM BH 1€ 3poouin?

16. 3po0iTh 3BIT 31 CKPIHIIOTAMH ¥ BIAMOBIASIMH Ta HAMIILIITh BUKJIaaqy.
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KoHTpoJIbHI NUTAHHS

1. IIlo rake Wi-Fi?

2. Jliamazonu podotu Wi-Fi.

3. ki crangaptu Wi-Fi Bam Bigomi?

4. Sk 3a0e3meunTH MiIKITIOYSHHS 3 MapojeM 10 0e3MPOBOOBOI TOYKU JTOCTYITY
MikroTik?

5. o Take Access-list y 6e3MpoBOIOBOT TOUKH TOCTYITY?

6. ki pexxumu pobotu 6e3mpoBoaoBoro iHTepdeiicy MikroTik Bu 3Haete?

7. Sk mpuxoBatu SSID Bamoi Touku 10CTYITY?
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JIABOPATOPHA POBOTA Ne 8
HAJAHITYBAHHSA ®AE€PBOJIA B MIKROTIK ROS

Mera:

1) osnaliomuTHcs 3 TpUHLUNAMHU (YHKIIOHYBaHHS (DAepBOJIIB HA MPHUCTPOSIX
MikroTik;

2) oTpuMaTH NpPaKTUYHI HABUYKM 3 HaJAIITyBaHHS (aepBOJIIB MEpekKi Ha

npuctposix MikroTik.

JI1s BUKOHaHHS 111€1 JabopaTopHOi poOOTH BaM HEOOXITHO MaTH HaJallTOBAaHUN
MapIIpyTHU3aTop 3 MiAKIIIOYCHHSM 0 iHTepHeTY (BUKOHaHA jJabopaTtopHa podoTu Ne5).

VY miit poOOTI BH HajamrTyeTe W MepeBIpUTE MPare3JaTHICTh JEKUIBKOX MpaBUII
firewall (6pannmayepa) MiktoTik. ITepen mouatkom poOOTH MiAKIIOYITE 32 TOTIOMOTOO

BUTOI apu koM 1otep 1o iHTepdeiicy MikroTik, mo Bxonuts y BridgeLAN.

Xi1 BUKOHAHHSA

1. Creopite mpaBwio firewall: 3akpwiite noctym Ha MapmpyTH3aTop Bix
30BHIIIHBOTO iHTEepdeiicy (etherl) mo Winbox. Skuit maniror tpeba obOparu? Skwuit

nopT?

1.1. Jnst uporo nepeiiaite Ha “IP” > “Firewall” > “Filter Rules” > “General”.
Hatuchite “+” Ta BHUCTaBTE 3HAYEHHS MOJIB, SK HaBeAeHO Ha pUCYHKY 8.1. 3poliTh
CKpIHUiom.

1.2 V npomy x BiKHI nepeiinith Ha BKIaaky “Action” ta o0epiTh MOTPIOHY Jit0
“drop”, sk HaBeaeHo Ha pucyHky 8.2. Illo BoHa o3Ha4ae? 3poOiThb cKpinwom.

Hartucuits “OK”.
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s

7 CAPSMAN

T Interfaces Fiter Rules ‘ MAT Mangle HRaw Service Pots  Connections = Address Lists = Layer7 Protocols
4 Wireless
%2 Brdge [Ea EI |(O Reset Counters ||(O Reset All Counters |
2. PPP # | |A.ction |Chair| |Src.Address |D5t.Address |F'rotoco| |Src.F'ort |D5t.F'ort |Ir|. Interfac:
& Switch New Firewall Rule
besh General | Advanced Bdra  Action | Statistics
255 IP [\
— o B e
It Routing [ Sic. Address: | |~ | Apply |
System [ Dst. Address: | | -
FYe Disable
ueues —
B e Protoes: [ 164) =
Log Src. Port: | | : - ’T‘
o Dst. Port: [ ] 8291 e
2 mous
2. Tools 12 Ary. Port: | | -
BSl New Teminal In. Interface: [ ] [etherl [#] =
‘é’ Dt 1¥ Out, Interface: | | - Reset All Counters
B2 MetaROUTER
#2 Partition In. Interface List: | | -
) Make Supout rif Out. Interface List: | | -
New WinBox
o = Packet Mark: | -
Bl Edt

Pucynok 8.1. CTBOpeHHS mpaBuiia ISl 3aKpuTTs goctymy uepe3 Winbox 3 WAN

@' admin@48:8F:5A:7B:14:BC (Cadet_15) - WinBox (84bit) vB.49.7 on hAP ac lite (mipshbe)

Session

Settings

Dashboard

# Quick Set
. CAPsMAN

" Irtefaces

1 Wireless

7% Bridge
= FPP
% Swich
“l2 Mesh
=5 |p
MPLS
& IPv6

7 Routing

System

B Cueues

B5 Fil=s
Log
a7 RADIU
2. Tools

Bl New Teminal

& Dot1X

3= MetaROUTER

5

#2 Parition

b Make Supout rif
O New WinBox

Hl Ed

= Windows

Fitter Rules ‘ MAT Mangle Raw Service Ports Connections  Address Lists  Layer7 Protocols

E||E| |‘... Reset Counters ||(O Reset All Counters

- 7 7 7 7

[

General | Advanced BEdra  Action |Stati5tics

[ Log

Acion: [  + |

O

x

0K

Cancel
HApply

Log Prefix: |

| =

Disable
Comment
Copy
Remove
Reset Counters

Reset All Counters

e

Pucynok 8.2. BuGip naii a1 3a00poHsI0Y0ro npasuia
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1.3V BikHi “IP” > “Firewall” > “Filter Rules” nepesipte, uu 3’sBIIOCH HOBE

MpaBUJIo, SIK HABEACHO Ha PUCYHKY 8.3. 3p00iTh cKpiHuiom.

# Quick Set Firewall
L CAPsMAN
W |nterfaces
4 Wireless

%2 Bridge " Action  |Chain Src. Address |Dst. Address |Proto... |Src. Port  |Dst. Port  |In. Inter...|Out. Int... |In. Inter...|Out. Int... | Src. Ad... |Dst. Ad... |Bytes Packets h
+_ PPP i 0 8 drop _input & ftep) 8291 0B 0 |

Fiter Rules | NAT Mangle Raw Service Pots  Connections = Address Lists  Layer7 Protocols

L &l | T Reset Counters || €@ Reset All Counters all ¥

Pucynoxk 8.3. Ilepermsig HOBOro npasusia

1.4 Bix’eqnaiite kabenb BUTY Iapy BiJ MapIIpyTH3aTOpa Ta YBIMKHITH HOTO B
etherl. CnpoOyiite nmiaxmountuck 3a IP-aapecow Ha mapmpytuszarop depe3 Winbox.
3po0iTh ckpinwom. 1loBepHiTh BuTy mapy Bia IIK y momepenne monoxeHHs, a Ha

etherl miagxIr04iThH IHTEPHET.

2. Ctopith npaswio firewall: 3akpuiiTe H0CTYn B iHTEPHET ACIKUM “TIOTaHUM”
kopuctyBadam 3a [P-ampecamu (172.30.X.34, 172.30.X.54; 172.30.X.65 — 89, ne X —
Balll HOMEp 3a CIIMCKOM). SIKMM YMHOM BKa3aTH ojpasy Jekiibka [P-aapec B mpaBmiax

daeppona MikroTik ROS?

2.1. Jlns mouatky HeoOxigHO cTBOpuTH crucok IP-agpec. Ilepeitmite Ha
“IP” > “Firewall” > “Address Lists”. HatucHiTs “+” , mpuaymaiiTe Ha3By CITUCKY Ta
BHeCiTh mepiny [P-aapecy, sik HaBeneHo Ha pucyHky 8.4 (Timbku BUKOpHUCTOBYiiTE IP-
ajzpecy 3 Bamioi miamepexi). 3pooiTh ckpinuwom. Hatucuits “OK”.

2.2. Tlpu BHecenHi mepmioi [P-agpecu cnMCcOK CTBOPIOETHCS, Aalli WOTO BXKE
MOKHa Oynie BUOpatH 31 crucKy cTBopeHux. JlogaBanug iHmux [P-agpec BinOyBaeThes
3a TUM ke mpuHIUnoM. [loBTopiTh kKpok 2.1 y juis iHImUX azapec 3rigHo Bamioi [P-

aapecarlli, sk HaBeJICHO Ha PUCYHKY 8.5.
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Filter Fules  MAT Mangle Raw Service Portz  Connections  Address Lists |L

#|=] v]lx]la][v]

MName /| Address Timeout Creation Time
Firewall Address List <Bad_lUsers_15:

VE[Bad Users_15 =] oK
Address: [172.30.15.34 | Cancel
Timeout: 7

| | Apply

Creation Time: |Sep/23/2024 13:09:37 |

Pucynok 8.4. CtBopenns criucky IP-anpec s firewall

Fiter Ries NAT Mangle Raw Service Pots Connections Address Lists | Layer7 Protocols

Name 4 Addr&s [Timeout Creation Time

| ©Bad Users 15  17230.15.34 Sep/23/2024 13.... |

f1item(

Fiter Ries NAT Mangle Raw Service Pots Connections Address Lists | Layer7 Pro

+ = vx allv

@ Bad_Users_15 172.30.15.34 S
@ Bad Users 15 172.30.15.54 S
\ Firewall Address List <Bad_Users_15> =] E3 S

Name: % 15} ¥ | OK |
Address: | 172.30.15.65-172.30.15.89 |
Timeout: v FeEy

Pucynox 8.5. JlonaBanns inmux [P-anpec 1o crimucky
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2.3 3pobiTh cKkpinwiom TOBHOTO cnucKy aomanux IP-agpec, sik HaBeneHO Ha

pUCYHKY 8.6.

Filter Rules MAT Mangle Raw Service Potz | Connections  Addrass Lists | Layer7 Protocols

[#][=] []lx][=] [7]

|Name 4 |.»‘\ddress |T|meoLrt |Creation Time |
@ Bad_Users_15 172.30.15.34 Sep/23/202413:...
@ Bad_Users_15 172.30.15.54 Sep/23/202413:...
© Bad Users 15 172.30.15.65-172.30.15.89 Sep/23/2024 13....

Pucynok 8.6. ITouwmii criucok IP-anpec ms firewall

2.4 Jlami mepeiimite Ha “IP” > “Firewall” > “Filter Rules” > “General” ta

JoaiiTe HOBE MIPABUIIO, SIK HABEJICHO HA PUCYHKY 8.7. Skuii nanitor Bu oopanu? Yomy?

New Firewall Rule o x
General | Advanced BEdra Action Statistics
e T s
oo Addes T e ]
Dst. Address: v
|
e 7 oo |
Src. Port: -
Dst. Port: -
: ) Remove
Any. Port: | | »
In. Inteface: | = Reset Courters
Out. Interface: [_] |etherl [ %] a | | ResetAlCounters

New Firewall Rule

snerd Advanced Hdra  Action Statistics 0K

Src. Address List: [£3 [Bad_Users_15
Dst. Address List: |

0]
[X]

1o e | | -

X

New Firewall Rule (=]
General Advanced Bxdra Statistics
[ cton: [ |+
Log
Log Prefix: | v

OK

e

Pucynoxk 8.7. IIpaBuiio ¢aepBosia 3 BAKOpUCTaHHIM criucky [P-aapec
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2.5. Y BikHiI “IP” > “Firewall” > “Filter Rules” mepegiprte, 9u 3’SIBUIOCH HOBE
npaBuiio. 3pooOiTh CKpiHuwiom.

2.6. 3anaiite Ha cBoeMy [1K Oynp-siky cratuuny [P-anpecy 31 CTBOPEHOTO CITUCKY
“Bad_Users_15”. TlepeBipte 3 xomangHoro psiaka [IK HOBI MepekeBi HaamTyBaHHS
yepe3 ipconfig. CnpoOyiiTe 3amycTUTH MIHT Ha BiIOMHUM Bam cepBep B I[HTepHeTi,
Hanpukian, ping 8.8.8.8. Skuit orpumanu pesynbtar? 3po0iTh CKpiHuwiom.

2.7 Tloepuithb MepexkeBl HamamTyBanHs [IK mo mnomepeansoro crany

(orpumanns IP-agpecu o dhep).

3. CtBopite mpaBwio firewall: Bam wmapmpyTuzarop TOBHHEH BHUKOHYBaTH
¢bynkuii VPN-kimienta, ToMy mOTpiOHO BIAKPUTH TMEBHI MOPTH ISl JOCTYITY O HHOTO
(UDP 1701, TCP 1723). SIxi VPN-TyHenl BUKOPHCTOBYIOTH Ii OPTU? SIKWUI JIAHITFOT
firewall Bu obOepere? 3a3Buuaii, Take 3aBAaHHS TOCTA€E, KOJU 3BEPXY € 3a00POHAIOUE

paBuUIo.

3.1. Jlng BIOKPUTTS JBOX MOPTIB HEOOX1IHO CTBOPUTH JIBa OKPEMHUX IMpaBHIIA.
[MepeiinitTe Ha BriIagky “IP” > “Firewall” > “Filter Rules” > “General” ta cTBOpiTh

npaBuia, SiK HaBeJeHO Ha pucyHkax 8.8-8.9. 3po0ith ckpinuiomu.

General | Advanced Bxdra Action Statistics
Chain; | ¥ | Cancel
Src. Address: - | Apply
Dst. Address: | » | ==
Dst. Port: 1723 -
| Remove
Any. Port: >
New Firewall Rule E E
General Advanced Bxra Action | Statistics
Action: [T E | +
Log
Log Prefix: v Disable

Pucynok 8.8. CTBOopeHHs A03BOJISIIOYOTO npaBuiia s nepuioro VPN
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New Firewall Rule Of x

General | Advanced Bxtra Action Statistics | 0K |
Chain: |72 3] [ canca |
Src. Address: | |5 Apply
Dst. Address: | - -
Protocol: || |udp ¥~ T
Src. Port: | | : v ‘ a8 ‘
Dst. Port: | {1701 : - [ —— ‘
Any. Port: | | ™
In. Interface: | v feod B
Out. Interface: | v | | Reset Al Counters |

MNew Firewall Rule =] E3

General Advanced Bdra Action | Statistics | oK |
Acton: I ¢ || [ cocel |

] Log | Apply ‘

Log Prefix: | v | [ Dsale |
l Comment \

Pucynox 8.9. CtBopenHs n03Bossit040T0 npasmiia it apyroro VPN

4. Ctopite npaswio firewall: 3axpuiite kopuctyBauam ping (ICMP-tpadix) mms

8.8.8.8. Axkwuit nanitor Bu obepere? Yomy?

4.1 Tleperimite Ha “IP” > “Firewall” > “Filter Rules” ta nonaiite HOBe
paBuiIo, K HaBeneHo Ha pucyHKy 8.10. ITorim HaTucHITH “OK”,
4.2 TlepesipTe mpane3aatHicTh poro npasuia. o mis uporo tpeda 3podutn?

3po6iTh cKpinuwiom.

5. JUISI CAMOCTIMHOI'O BUKOHAHHA !!!
3abnokyiite nopt telnet (TCP-23) Ha MapuipyTu3aTopi, OCKUIbKY i€ HeOEe3MeUHO.

SAxuit manior Bu o6epetre? Yomy? 3po0iTh cKpinuiom nipaBua.

68



Fiter Rules | NAT Mangle Raw Service Pots Connections Address Lis
+‘ | Cl Y v Reset Counters v:(OR&cetMCowuers‘

Action (_hai

Firewall Rule <8.8.8.8>

Fiter Rules | NAT Mangle Raw Service Pots Connections Address List
+ (=] [: | 'L"J. ? T’v Reset Counters “(OResetAIICOtners

| Action (h3 )] Address st A

Firewall Rule <8.8.8.8>

General Advanced Bxra Action | Statistics 0K
Action; T R Cancel

[ Log Aeply

Log Prefix: | | v Disable

Pucynok 8.10. IIpaBuiio mis 3a6oponu icmp-tpadika

6. JIVIsI CAMOCTIMHOT'O BUKOHAHHS !!!
3a00poHITh MapuIpyTH3aTOPY MiHryBatu 8.8.4.4.
Axwuit nanior Bu ooepetre? Yomy? 3po0ith ckpinuiom nipaBuia. [lepesipre ioro

npare3aaTHiCTh (CKpiHwom).

/. 3a 10TIOMOT010 KOMaHAu EXPOIt meperisiHbTe yC1 Ballli nMpaBuia OpanaMayepa.

Ckinbku ix? 3po0iTh cKkpinuwiom, sk HaBeIeHO Ha pUCYHKY 8.11.
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[adminf@Cadet 15] > ip
admin E“a-‘ipr_‘l 0] e Firer=1]

[admin@Cadet 15] /ip firewall> export

# software id = CLRY0-YWEH
#
# model = EB952Ui-5acZnD

# gerial number = D3DS0CEF2TES

Sip firewall address-liat

add address=172.30.15.34 list=Bad Users_ 15

agdd address=172.30.15.54 list=Bad Users_ 15

add address=172.30.15.65-172.30.15.89 list=Bad_Users_15

Jip firewall filter

gdd acticn=accept chain=input dst-port=1701 protocol=udp

add acticn=accept chain=input dat-port=1723 protocol=tcp

gdd action=drop chain=forward out-interface=etherl src-address-list=Bad Usera_ 15
add acticn=drop chain=input dat-port=8291 protocol=tcp

add action=drop chain=forward dst-address=8.8.8.8 protoccol=icmp

i

i s
add acticn=masquerade chain=3arcnat cut-interface=etherl
[admin@Cadet 15] fip firewall>

Pucynok 8.11. Ilepenik Bcix npasui firewall uepes CLI

8. 3po0iTh 3BIT 31 CKPIHIIIOTAMH ¥ BIAMOBIISIMH Ta HATIUTITh BUKJIAAATY.
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KoHTpoJIbHI NUTAHHS

1. Sxi € Buau naniroriB Opanamayepa y MikroTik?

2. SIxi ocHOBHI 1ii (actions) MoxkeTe oOpatu Mpu 1Mooy 10B1 MpaBuiI Opanamayepa?

3. Sk CTBOpUTH CIIUCOK aJipec /Ui BUKOopUcTaHHs OpanamayepoM y MikroTik?

4. SIxi mopTH MOTPIOHO BIIKPHUTH, 1100 Balll MapIIPYTU3aTOP BUKOHYBAB (PYHKITIT
VPN-kmienTa?

5. U MOKIIMBO 3aKpUTH JOCTYI B IHTEPHET JESIKUM «IIOTAaHUM» KOPHUCTyBadam

3a [P-agpecamu?
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JIABOPATOPHA POBOTA Ne 9
MNOBYIOBA MEPEXI IP-TEJIE®@OHII HA OCHOBI
OBJIAIHAHHA GRANDSTREAM

Mera:

1) o3HaliOMUTHCS 3 MPUHIUIIAMH (DYHKITIOHYBaHHS Ta MOPSIKOM HaJalITyBaHHS
ATC Grandstream Ta IP-tenedonis Grandstream;

2) oTpuMaTH TpakTW4HI HaBuuku 3 HanamrtyBanHs ATC Grandstream rta IP-

tenedoniB Grandstream.
ITouarkoBi 1ani

TunoBa cxema opranizamii cermenty Mepexi [P-tenedonii 300paxena Ha

pucysky 9.1.

Jo Mapuipytuzatopa npoBaiizepa

Pucynok 9.1. Cxema opranizaiii cermeHTy mepexi [P-renedonii

Homepu aboHeHTiIB:

e 10X, 10(X+1), ne X — HOMEDp 3a cTUCKOM y (hopMaTi TBO3HAYHOTO YHCJIA.
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JlaHi 17151 CTBOPEHMX KOPUCTYBAaviB:
e Extension: 10XX.

o Caller ID Number: 10XX.

e Authenticate ID: 10XX.

e Password: Sk312345678@.

IHapoJi na ATC:
o UCM6202: Sk312345678_.
o UCMG6302: Sk312345678_.

Xix pooorn

9.1. HanamryBanus ATC Grandstream.

1. Cxunbte HanamryBanHss ATC o 3aBoackkux uepes auctiei Ha kopryci ATC

3a JIONOMOT0I0 KHOIIOK, SIK HaBEJEHO Ha PUCYHKY 9.2 (HEOOX1IHO 3HAWTHU B MEHIO ITyHKT

“Factory Reset”):

GRANDSTREAM

Pucynoxk 9.2. Knonku s nanamryBandss ATC depe3 MeHI0 BOYJJOBAaHOTO JUCIIIES

2. Tlepexonaiitech, mo IIK 1 ATC 3Haxonarbcs B onHIM migMepexi (3a IP-
aapecoro). 3a monoMoror Opaysepa nepeinite Ha [P-anpecy, Bkazany Ha aucruiei ATC,
K HaBeJleHO Ha pucyHKy 9.3 (orin as Bxoay yepe3 BeOiHTepdeiic: admin; maposib: Ha
3BOPOTI OISl LITPUXKOLY ).
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https://192.168.10.228:8089/ X || G Mouce

Welcome to the UCM6202

Pucynoxk 9.3. Bxin Ha BeO-iaTepdeiiu ATC

3. [IpomycriTh HanamTyBanas “Setup Wizard (Quit)”.
4. TlepeitniTh Ha BIAMOBIIHY BKIaAKy MeHI0 (puc. 9.4) Ta BCTAHOBITH HOBHH
napoib. Sk312345678 . Haruchite “Save”. Ilicas mporo ATC Bac BHKHHE 3

HaJIallITyBaHb 1 3aIIPOIIOHY€E€ 3aHOBO HpOﬁTH aBTOpI/I3aHiIO, aJIC B’KC 3 HOBHM IIapOJICM.

UCM6202

Login Settings

Change Password / Email Login Security Cancel

* Enter Old Password: ‘ |

| Change Password

Change Password: =

. A Maintenance 2
* Enter New Password®
* Re-enter New Password:
Login Settings

| Change Username

Change Username:

* Please enter the username:

| Change Binding Email

# Email Address: Email Template

Pucynok 9.4. CtBopenHst HoBoro mapois Ha Bxij B ATC

5. TlepeiiaiTh 10 MepEe)KEBUX HAJIAIITyBaHb, 3aJalTe pekuM podotu “Switch”,

cratuuny aapecy Ha LAN Ta 1uiro3 3rijiHO 3 ajpecallito Bamioi migMepexi, SK HaBeJeHO
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Ha pucyHky 9.5. Ilicia BHecennst HoBoi IP-ampecu Ta mepexeBoro pexumy poOOTH

ATC nepeszaBanTtaxkuthcs. [licns mporo 3aiaiTe Ha ii BebiHTEepdeiic Bxe 3a HoBOIO [P-

aJIpCCoro.
77\ System Status v . . , . . .
Basic Settings DHCP Client List 802.1% Settings Static Routes
o Extension/Trunk v
{} PBX Settings v MTU: ‘ 1500 ‘
System Settings . IPv4 Address ‘ IPv6 Address
HTTP Server
Preferred DNS Server: ‘ ‘
I Network Settings I

QpenVPNE | LAN
DDNS Settings 1P Method: ‘ Static " ‘
Security Settings = IP Address: ‘ 192.168.13.100 ‘
LDAP Server = Subnet Mask: ‘ 255.255.255.0 ‘
Time Settings = Gateway IP: ‘ 192.168.13.1 ‘
Email Settings = DNS Server 1: ‘ 192.168.13.1 ‘

Pucynok 9.5. CtBopenHns HoBoi IP-anpecu B pexxumi Switch

6. Jlns cTBopeHHS aOOHEHTIB Ta BIAMOBIIHUX iM JIHINA NMEepeliTh Ha BKJIAIAKY
“Extensions” Ta matuchicth “Add”. TakuM YMHOM CTBOPITH ABOX HOBHUX a0OHEHTIB
3riJHO 3 YMOBaMHM, 3aJaHMMH Ha TOYaTKy 3aHATTS (I MpUKiIaay Ha pucyHKYy 9.6
cTBOpeHO aboHeHTiB 3 Homepamu 1300, 1301).

3anaiite a0OHEHTY HEOOXiJHI 1IeHTU(]IKaTOpH (TaKOXK BKa3aHI y MOYATKOBHUX
JAaHUX) Ta Mapojib, SKWW MOTiM Oyae BUKOPUCTAaHUN Ha KIHIIEBOMY OOJaJHAHHI s
imeHTudikarii, Ta HATUCHITH “Save”:

/. Ilicma BHeceHHs OyIb-KMX 3MIH Yy KOHQIrypaiiro a0OHEHTIB abo
3’eanyBasibHEX JiHIK MK ATC (TpaHKiB) HEOOXiIHO TMIATBEPAUTH CBOi i,
HatucHyBIM kHOMKY “Apply Changes”, sk nHaBeneno Ha pucyHky 9.7. Ilicis mporo

ATC noyHe BUKOHYBAaTH BHECEH1 3MIHH.
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Menus = Create New Extension

v Basic Settings Media Features Specific Time Follow Me Cancel Save

Extension / Trunk

Extensions * Select Extension Type: | SIP Extension N

Extension Groups Select Add Method: | Single v ‘

Analog Trunks

| General
VolIP Trunks

~ Extension | 1300 ‘ CallerlD Number 1300
SLA Station

= Permission: | Internal v *# SIP/IAX Password: Sk312345678@
Qutbound Routes

AuthiD: 1300 Voicemail: Disable N
Inbound Routes
@ Call Features Voicemail Password 940088 Skip Voicemail Password (]

Verification

£} PBX Settings

Send Voicemail to Email: | Default v Keep Voicemail after ‘ Default v |
C& system Settings
Bl & Emailing:
& Maintenance

Enable Keep-alive: O * Keep-alive Frequency ‘ 60 |

Pucynok 9.6. CtBopenHst HoBoro aboHenta Ha ATC

Security level of current username or password is too low. Click here to change them. If you have Apply Changes
forgowen your password, please enter an email address so that a password reset email may be sent
Extensions

a
Pucynok 9.7. IlintBepmxennst kondiryparii Ha ATC

8. Ilicnst cTBOpeHHs1 aDOHEHTIB BU MOKETE IMOAMBUTHUCS X CTaTyc Ha BKIAAII
“Extensions”. YcnimHo migkiroueHi aboHeHTH OyayTh no3HaveHi ldle. Bonu cranyth

TaKUMHU Micist HanamTyBaHHs [P-tenedoHnis.
9.2. HanamryBanus IP-resieonis
1. Ckunbre HanamtyBaHHs [P-TenedoHIB 10 3aBOJACHKMX uepe3 AUCIUIEH Ha

Kopnyci TenedoHy 3a JOMOMOTOI0 KHOIOK, SIK HABEJIEHO HAa PUCYHKY 9.8 (HeoOXimaHO

3HaWTH B MeHIO yHKT “Factory Reset”):

Pucynok 9.8. Knonku ans nanamryBanus [P-tenedonis uepe3 MeHio BOy10BaHOTO AMCIIIES
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2. Ilicns ckupaHHs ¥ nepe3aBaHTaKEHHs TeneoHy He0OXiIHO 3aiiTu Ha ioro [P-
anpecy. Ilepexonaiitecs, mo IIK i IP-renedon 3HaxomsThcs B OnmHINM miaMepexi. 3a
nornoMoror Opaysepa nepeinite Ha [P-agpecy, Bkazany Ha aucruiei tenedony, sk
HaBe[eHO Ha pucyHKy 9.9 (JioriH mis Bxoay depes BeOiHTepdelic: admin; maponb Ha

3BOPOTI O1JI LITPUXKOTY ).

A He koHdigeHuiHmii  Bitps;//192.168.13.251 I

pti I

GRANDSTREAM GRP2613

CONNECTING THE WORLD

— I

Pucynoxk 9.9. Bxin Ha BeGinTepderic ynpasiaiHHs TenedoHoM

3. Ilpu mepmmomy BXoAi BiZOYBA€EThCS 3alUT HA 3MIHY MApOJIi — 3aIaiTe HOBHUM

napoJib: 1.

Version 1.0.7.25

Status Account Status

Account Status

Network Status Account SIP User ID SIP Server SIP Registration
System Info

Accour Admin Passwaord
Programmable Keys

Status Accol
e e e Default password is in use.
REnEouicE Liense Accol Please update the login password
Information

New Password l:l am Networks, Inc. 2024_ All Rights Resarved.

Save;

Pucynox 9.10. 3mina maposto npu 1 Bxozi
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4. TlepeiinitTe Ha Briamy “Accounts” > “Account” > “General Settings” ra
HaNamTylWTe OONIKOBMI 3amuc aboHeHTa 3riHo 31 ctBopeHuM 3amucoMm B ATC, sk
HaBezieHO Ha pucyHKy 9.11. Harucuits “Save and Apply”.

5. SIxmo Bce HaAJAITOBAHO MPaBUJILHO, TO OOJIIKOBUH 3amuC CTaHE aKTUBHUM
(mepeBiputu Ha BriIaami “Account Status” TtemedoHy, a TakoX Ha BKIAMIIII

“Extensions” B ATC). Hanamryiite npyruii tenedoH, cpoOyiiTe 13BOHUTH B MEXKax

oxuiei ATC.

Accounts General Settings
Account 1 =
I General Settings I
Account Active O Nl ® Yas
Dial Plan

Account Mame

Metwork Settings

SIP Seftings = SIP Server 192.168.13.100
Audio Settings
Secondary SIP Server

Call Settings

Intercom Settings Outbound Proxy ‘ ‘

Feature Codes Secondary Outbound Proxy ‘ ‘
Account 2 i
BLF Server \—‘
Account 3 e ——

Account Swap SIP User ID 1300

SIP Authentication 1D

SIP Authentication Password ssssssansens

Mame 1300

Voicemail Access Number

Picture
Account Display ® Username O User ID

Save and Appl

Pucynok 9.11. HanamryBauns o6nikoBoro 3anucy Ha [P-tenedoni

9.3. lonaTkoBi Mo:kIMBOCTI Ta HaJaITYyBaHHA ATC

1. Bu moxere nanamryBatu ATC B pexumi mapripyruzatopa. WAN-anpecy
MO’KHA HaJAIITyBaTH CTATUYHO, SK HaBEIEHO Ha pUCYHKY 9.12, abo oTpumartu Bif
DHCP-cepsepa.
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UCMB202 Security level of current username or password is too low. Click here to change them. If you have
- forgotten your password, please enter an email address so that a password reset email may be sent.

Network Settings

Basic Settings DHCP Client List 802.1X Settings Static Routes Port Forwarding ARP Setti >
Method I Route v I
MTU: 1500
g System Settings IPv4 Address Pv6 Address

Preferred DNS Server:

Network Settings
| wan
P Method: Static v
# |P Address: 192.168.10.228
* Subnet Mask: 255.255.255.0
* Gateway IP: 192.168.10.1
* DNS Server 1: 8.8.8.8
DNS Server 2:

Layer 2 QoS 802.1Q/VLAN 0

Pucynok 9.12. HanamrryBanass WAN-anpecartii ATC B pesxxumi MapiipyTu3aTopa

2. Jlam neoOximHo HamamtyBath LAN-mepexy okpemo Binm WAN. ¥V takomy
Bunagky ATC moxe BuxkonyBatu ¢yHkuii DHCP-cepBepa. Ilpukinan HamamTyBaHHS
LAN-mepesxi HaBeIeHO Ha pucyHKy 9.13.

3. Axmo Bama ATC Bxe Bukonye (ynkiii DHCP-cepsepa, 1 TenedoHu Bxe
orpumMainu [P-anpecy Bif HbOTO, TO € MOXJIUBICTh CTaTUYHO 3akpinuTu [P-anpecu 3a

koHKkpeTHUMU MAC-anpecamu, ik HaBEJIEHO Ha pUCYHKY 9.14.
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UCM6202

Security level of current username or passward is toe low. Click here to change them. I you have
fargorten your password, please enter an email address 5o that a password reset email may be sent.

Network Settings

Basic Settings DHCP Client List 802.1X Settings Static Routes Port Forwarding ARP Setti >
T CAN
* |P Address: 192.168.14.1
* Subnet Mask: 255.255.255.0
DHCP Server Enable: a
Network Settings * DNS Server 1: 8.8.8.8
DNS Server 2: 208.67.222.222
* Allow P Address From: 192.168.14.100
* Allow IP Address To: 192.168.14.253
* Default Gateway: 192.168.14.254

e Eray

Layer 2 Qo5 802.1Q/VLAN 0

a;

a

Layer 2 QoS 802.1p Priority

e N e e b AR e VA LD e e

Pucynok 9.13. HanamryBanus LAN ATC B pexxumi MapiipyTuzaTopa

Network Settings

4 Add Bind New MAC Address

MAC ADDRESS BIND STATUS

000b82fa319e 192.168.14.106 Unbound & I
&

000b82fa31a4d 192.168.14.105 Unbound

DHCP Client List 802.1

Total: 2 10/ page ¥ | Gotwo

Add Current MAC Address Bind: 000b82fa319e Cance

192.168.14.106

Pucynoxk 9.14. 3akpimnenns [P-agpecu 3a MAC-anpecoro npuctporo B LAN ATC

4. Pe3ynbTat npeacTaBieHo Ha pucyHky 9.15:

MAC ADDRESS IP ADDRESS BIND STATUS OPTIONS

000b82fa319e 192.168.14.106 Binding B &2

Pucynok 9.15. Pesynbrat 3akpimnenss [P-agpecu 3a MAC-anpecoro npuctporo B LAN ATC
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5. Takox micns BkazanHs HOBOI [P-anpecu B HamamryBanusax LAN ATC, moxHa

npuB’szatu 1o K aapecy ATC B nanmamtyBanusax SIP. [lns nporo norpi6HO mepeiau

Ha BKjIanky “PBX Settings” > “SIP settings” ta Bonucaru IP-anpecy B moxe “Bind

IPv4 address”. ¥V takomy Bumanky ATC Oynxe Bimnoimatu Ha SIP-3amuty nuie 3a

€10 a/IPECOI0, SIK HaBeJIeHO Ha PUCYHKY 9.16.

Axkmo B upomy moni Oyne 3amucano 3HadeHHs “0.0.0.0” — ATC Oyne

BimnoBigati Ha SIP-3ammtm 3a Oyne-sikoro 31 cBoix I[P-agpec, HaBiTh, SKIIO BOHU

3MIHSTHCS, HANIPUKIIAJ, BHACIIIOK OTpuMaHHS HOBOI aapecu mo DHCP ab6o 3arampHoi

3MIHHM CXEMH MEPEXIi.

UCM6202

SIP Settings

{4\ System Status o
General Session Timer

* Realm for Digest

Authentication:

£+ PBX Settings

* Bind UDP Port:

Security level of current username or password is too low. Click
forgotten your password, please enter an email address so that

TCP/TLS NAT ToS Mist

grandstream

5060

SIP Settings I* Bind IPv4 address:

192.14.14.1 I

* Bind IPv6 address:

Allow Transfer:

MWI From Header :

Enable Diversion Header:

Block Collect Calls:

(]

Pucynok 9.16. 3akpimuienns SIP 3a konkpetnoto [P-agpecoro ATC
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el A

Ta 6302.

KoHTpoJIbHI NUTAHHS

[Mpusnayenns ta moxkauBocti ATC Grandstream 6202 ta 6302.
[Tpunumn po6otu npotokoiy SIP.
[Mopsnok mepexeBux HanamtyBanb ATC Grandstream 6202 ta 6302.

[Topsimok cTBOpeHHS Ta HanamTyBanHs aboHeHTiB Ha ATC Grandstream 6202
[Mopsimok HanamryBanus [P-tenedonis Grandstream.

SIK1 TOJIOCOBI KOJIEKHA BaM BigoMi?

[Ilo Take VolP-nuit03, 17151 40ro Npu3HAYCHUT?
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JABOPATOPHA POBOTA Ne 10
HAJIAIITYBAHHS PAJIOPEJTEMHOI CTAHIII CPII-5000

Mera:
1) o3HaifoMuTHCS 3 TEXHIYHUMH XapaKTePUCTUKAMH, MOXIMBOCTAMU Ta
nopsiakom HanamryBanus CPILI-5000;

2) oTpuMaTH MpakTHUuHi HaBuuky 3 HajamryBanHs CPILI-5000.
Xix podoru

1. Ha IIK, mo migkmodaetbes mo CPII, 3amyctite mporpamy Winbox. VY
J1aJIOTOBOMY BiKHI, 1110 3’SIBUJIOCH, MEepeiIiTh Ha BKIaaky “Neighbors” ta matucHITH
kHomKky “Refresh”.

[Ticas 3akinyenns nomyky CPIII obpatu cranmito 3a MAC-anpecoro, BBecTH

notpiOHi Jsorin (admin) ta mapoas (1), micast 4oro HaTHCHYTH KHOmKy *“Connect”

(puc. 10.1).

) WinBox v3.27 (Addresses}'mg
p— -

File Tools
Connect To: |[shlEe R e HEsy | Keep Password
Login: |admin | [ | OpenIn New Window

Password: |*

|
Connect To RoMON |

Managed Neighbors‘
I Refresh I [Fing | [all |#]

S —— Address Identity \Version  |Board \Uptime | -

B8.69:F4.C3.CC.HC I|D. 10.20.4 SRSH_ObnY 6.49.6 (sta.. RB953GS-5HnT 00:11:56

Pucynoxk 10.1. [Tinkmrouenns qo CPII
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2. CtBopith inTepdeiic Bridge, ta nonaiite 1o uporo Ethernet-inmepgheiicu ta

wlan-iumepgpeiic. Jlnsa nporo mepeinith Ha BKIaAKy “Bridge”, sk HaBemaeHO Ha

pucynky 10.2.

( Quick Set New Interface
% General | STP  VLAN Status Traffic
W Interfaces
ﬁ- : |
[ 34 Bridge iypedjbndoe | ‘ Apply |
B o e b
== EiE Actual MTU: | |
- : Mesh Comment
= L2MTU: | |
TP Copy
TS r MAC Address: | |
& 1Pvs P ARP: | enabled |#|
OpenFlow ARP Timeout | ‘ =
FReuing [ MAC Address: | -
System [3
! Queues Ageing Time: |0005'(}0 ‘
i Files
e || IGMP Snooping
a7 RADIUS ["] DHCP Snooping
# Tools [3
B Mew Terminal FesRoTER
# Quick Set
+ CAPsMAN PortExtensions | VLANs MSTIs  PortMST Overrides  Filters NAT Hosts MDB
™M Interfaces
; |Interface |Bridge |Horizon | Trusted |Prierity (h... |Path Cost |Role RootPath ..
= 0IH & sther? bridge1 no 80 10 disabled port
m= FEF 11H & ether3 bridge1 no 80 10 disabled port
‘L Switch 21 & wian] bridge1 no 80 10 disabled port
¢ : Mesh E.
ge
MPLS 3 — —
:
£ IPv6 3
OpenFlow Bridge: bridgel m Apply
Brows N\ T | -
System 3 —
E a Learmn: ‘auto " + Comment
ueues
i Files Unknown Unicast Flood
Log Unknown Multicast Flood
a7 RADIUS Broadcast Flood
Tool
¢ Tools P ] Trusted
B MNew Terminal
TRO63 Hardware Offload
# DotlX
B MetsROUTER Multicast Router: ‘Temporary Query " 3‘
#2 Partiion | FastLeave
1 Make Supout.rif
@ MNew WinBox |enab|ed | |Hw Offload

Pucynok 10.2. CtBopenns inrepdeiicy Bridge ta nonaBanns intepdeiiciB 1o Hporo Ha CPIII

3. Jns mepermsiny [P-anpec, mo npusHaveni inTepdericam CPL, nmepeiinite Ha

BKIanky “IP-Addresses”. Jlns monaBaHHS HOBOI aJpecH, HATHCHITH KHONKY .

VYBeniTh HACTYITHI TTapaMeTPH, K HaBeJeHO Ha pUcyHKY 10.3:

Address — IP-anpeca (Bka3yeTbes y hopMaTi XXX.XXX.XXX.XXX/YY);
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Network — mepexa inTepdelicy (BkazyBaTu HEOOOB’ SI3KOBO, 00 SKIIO MPABIILHO

BKazaHa [P-aapeca Ta Macka migMepeki, TO Mepeka Oyze 3allOBHeHa aBTOMATHYHO);

Interface — inTepdetic, sskomy Oy/e IpU3HAYEHO aapecy.

HatucHith kHOTIKY “Apply”, notim “OK?”.

Ao € HEeoOXITHICTh BHUJIAJICHHS ajpecu, O00epiTh HEOOXiAHUN pSAIOK Ta

HATUCHITH KHOIIKY IE‘

Ha o0ox CPLI pus npaBuibHOI podoTu MawTh 0yTH pi3Hi IP-aapecu oanoi

niagmepe:xi !!!

= PPP
L Switch

2 e
« Mesh

Er___ 1
3
2

MPLS

=5l Py
OpenFlow

! Routing 3
System 3

! Queues

B Files

Log
&1 RADIUS
# Tools 3
B New Terminal
TROG9
4 Dot1X
E: MetaROUTER

+]-

Address

Address <10.10.20.4/28>

Address: QIR

v 8% 4O 7

MNetwork

Interface b

Metwork: | 10.10.20.0

Cancel

Interface: bridge'l

-
2l ey

enabled

Disable

Comment

Copy

Remove

1item (1 selected)

Pucynoxk 10.3. lonaBanus IP-anpecu

4. Jlns 3a0e3nedeHHs MHUQPPYBaHHS paJlOAAHUX MK PaIIOCTAHIISIMUA Ta JUIs

NIJKIIOYEHHS 10 3ali(ppoBaHOi pajioMepeki HEOOX1THO BUKOPUCTOBYBATH Mpo il

0e3neku 06e31poToBOro iHTepdency 3 pI3SHUMU TUIIAMH KJTIOYiB JOCTYIY.

HanamryBanass mpodiniB Oe3nekd BUKOHYEThes depe3 MeHwo “Wireless”,

BKJIajKa “Security Profiles”, sk naBeneno Ha pucynky 10.4.

Tyt mnpucytHiii craHmapTHUE npodiab, SKAW HEMOXKIUBO BHIAIUTH. 3a

6a)KaHH$IM, MO>KHA BUKOHATH MOT0 HaJlalllITyBaHHA.

JIns moaBaHHs HOBOTO MPo(iiro HaTUCHITH KHOTKY * (puc. 10.4).
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# Quick Set
+ CAPSMAN WiFiInterfaces W60G Station MNstreme Dual Access List Registration ConnectLis§ Security Profiles | Bhannels  Interworkin
W Interfaces E =1k,
[ wioess
mnage MName Mode Authentication ...|Unicast Ciphers | Group Ciphers |\WPA Pre-Shared .. |WPA2 Pre-Shared...
:5 * default none e -
== PPP ;
. New Security Profile E
L Switch
*T" Mesh Gendfal | RADIUG CAP  Baic keys
= :t:zls_s :: Mode: |dynamic keys * Apply
E Authentication Types: | | WPAPSK  |v| WPAZ2 PSK
Aoy | A LRz
System [3 Unicast Ciphers: |+ aes ccm tkip
* Queues Group Ciphers: [v| aes ccm tkip
B Fites
Log WPA Pre-Shared Key:
&7 RADIUS | WPA2 Pre-Shared Key: |+ |
# Tools !
B New Terminal Supplicant ldentity:
TR Group Key Update: | 00:05:00
% DotlX
B MetaROUTER Management Protection: | disabled ¥
l -
#5 Pariion Management Protection Key:
B Make Supoutrif
@ MNew WinBox Disable PMKID
[~ e

Pucynok 10.4. HanamrtyBanHs npogiito 6e3reku 0e3[poTOBOTO 3B'SI3KY

Hnst  yBiMKHEHHS 1mMpyBaHHS 13 JUHAMIYHUMHU KJIIOYaMH  HEOOXITHO
BCTaHOBUTH napametp “Modex» B pexxum “dynamic keys”.

ITicns goro HeoOXigHO BKazaTth pekuM ayteHTudikamii “WPA2 PSK” mis
napametpy “Authentication Types”.

VYBeniTh mapoip JOCTYNMY [0 pagioMepeki 3 JOBKHUHOK IIOHAaMEHIe &
CUMBOJTIB (CUMBOJIM TapOJII0 MOXKYTh MICTUTH JIATHHCHKI JITEPH, 3HAKW MyHKTyaIli Ta
uugppu). Ha 060x pagiocTaHiisix maposii MOBUHHI OyTH OJAHAKOBUMHU. J[J11 HaBUaIbHUX
11iJ1eil BUKOPUCTOBY#TE mapoiis “12345678”.

HatwucHits kHONIKy “Apply”, notim “OK”.

5. Ilpu nanmamtyBanHi paniokanany mix CPIL, tpeba BpaxoByBaTu CTPYKTYpy
Mepexi, sika OyAyeThes 3a NMPUHIMIIOM “rosioBHa cranmis (AP-bridge) — migdera
cranuis (station-bridge)”. To6to oxna i3 CPIII moBunHa OyTH B Mepexi 0a30BOIO

cranuiero (bC), inm — abonenTchkumu ctaniisMu (AC).
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Bubeitp mpotokon pamio3B'sa3ky  “nstreme” — riOpuAHHI  TPOTOKOJ
0e31poTOBOTO 3B'SI3KYy, sIKMM BUKOpUCTOBYe TexHoisorii TDD/TDMA 3 ¢dikcoBanum
nepiojioM mnepenavi/mpuiiomy ¢peiimiB. Y mnopiBasHHI 3 802.11 mae Oinbmmii yac
BCTAHOBJICHHS 3B'SI3Ky, aje MOXe OyTH BHUKOPHCTAaHWM Ha BEIUKHX BIJICTaHSIX.
EdextuBHuit y po0OTi Ha CKIaIHUX 1HTEpBajgax (0€3 ONTUYHOI BUIAMMOCTI) 32 YMOBH
BUKOPHUCTAHHS BY3bKO1 IIMPUHU KaHaTy. Ma€ BUCOKY CTaOlIbHICTh JXKUTEPY.

HanamtyBanHst CTaHIii, $KiI TJIAHYe€TbCA JOOAATH N0 OJHIET pagloMepexi,
BUKOHYEThCS 0JJHAKOBO. Pi3Hung mixk HanamryBaHHIMU BC ta AC ckiiaiaeTbes TUIBKU
B JICKUJIBKOX TTapamMeTpax.

s nanamryBanus CPII sik 6a30Boi cTaHilii, BUKOHANTE HACTYIHI J1i:

e VY rosoBHOMY BikHI yTriIiTd Winbox ooparu mMeHto “Wireless” ta BUKOHATH
HanamryBaHHs iHTepdericy “wlanl” CPI sk Touku goctymy;

e BgiiiTu A0 [giaJloroBOro BiKHAa peAaryBaHHs MapameTpiB  0OpaHOTO
iHTepdeicy, ABIYl HATUCHYBIIU JIIBOIO KHOMKOI MHUIII, TOTIM MEPEHTH Ha BKIAAKY
“Wireless” Ta natucHyTn kHonky “Advanced Mode”;

e BcranoButu HacTymHi napameTpu iHTepdeiicy “wlanl”y (puc. 10.5):

Frequency mode: superchannel (BcTaHOBITH IIe# TapaMeTp MEPIIHM);

Mode: ap bridge;

Band: 5GHz-only-N;

Channel Width: 20/40MHz Ce, mupuHy KaHaldy HEOOXIAHO MiI0MpaTH 3aJIC)KHO
BIJl XapaKTEPUCTUK NPOodUII0 pagiopeneiiHoi JIiHii s CTiKoro 3’ eqHanHsa Mk CPIL;

Frequency: 5300 MHz, vactota Moke OyTH 1HIIIOIO, BOHA BBOJUTHCS BiITOBITHO
JI0 HaJlaHWX JI03BOJIIB, TAKOXX MOXJIMBE JOJAaBaHHS BCIX JO3BOJICHMX YacTOT, IO
HAJIaCTh 3MOT'Y Y pa3i MOTIPIICHHS! CUTHATY aBTOMATUYHO 31MCHUTH Nepexia Ha 1HIIY
4acToOTY;

SSID: StudyRRL, me Ha3Ba Mepexi, MOBHHHA OYTH OJHAKOBOIO Il 000X
CTaHIII;

Radio name: Basic, me yHikaabHHI iAeHTH(DIKATOp CTaHIIT B paaioMepexi,

KOXKHa cTaHLis Mae BiacHuil Radio Name;
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Wireless protocol: nstreme (BiH TakoX TOBHHEH OYyTH BKJIFOUCHUM Ha
BiAIOBIIHIN BKiaami “Nstreme”);

Security Profile BiamoBigHO 10 HAaJAIITOBAHOTO B IMONEPEAHHOMY ITYHKTI.

o [IpwuiiHATH 3MiHH, HATHCHYBIIN KHOTIKY «ApPpPly»;

o [lepeiitn Ha Bkiaaky «HT» Ta BneBHuTHCH, 110 napamerpu «Tx/Rx Chainsy»
BCTAHOBJICHO TUThKM 1Ji chainO (110 BiAMOBIJIa€ aHTEHHOMY po3’eMy 1), K HaBEACHO

Ha pucyHnky 10.6.

# Quick Set Interface <wian1s
+ CAPSMAN General Wirsless  Data Rates Advanced HT HTMCS WDS
" Irtefaces
u= FFP Channel Width: | 20/40MHz Ce ¥
i Switch Frequency: |5280 ¥ | MHz
e e C nt
o Mesh 55ID: [StudyRRAL “
255 IP I\
= Radio Name: |Basic Simple Mode
MPLS I2 "
& IPvE I Scan List: |default ¥ v
OpenFlow Skip DFS Channels: |disabled ¥ WPS Accept
I Routing I2 Wireless Protocal: |nstreme ¥ VWES Cliert
System [ Securty Profile: |new_profile ¥
-
e Interworking Profile: |disabled ¥
E= WPS Mode: |push button ¥
o
&7 RADIUS Frequency Mode: |superchannel ¥ S U
#. Tools - Courtry: |ukraine ¥
B8 New Teminal Installation: |ary ¥ Sniff...
TRO63 Antenna Gain: |0 dBi
& Dot1X
B2 MetaROUTER Bridge Mode: |enabled ¥
#2 Parition
VLAN Mode: |no tag ¥
b Make Supout rif
O New WinBox L
Bl Bt Default AP T Limit: ~ bps
Default Client Tx Limit:  bps
B Windows I2
| Default Authenticate
v/ Default Forward
Hide SSID
Multicast Helper: |default ¥
v| Multicast Buffering
v| Keepalive Frames
disabled slave slave disabled

Pucynok 10.5. HanamryBanss napaMmeTpiB 6e31MpoBo10BOro iHTepdeiicy Ha roJIoBHINM CTaHIIi
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# Quick Set Interface <wlan1s

-+ CAPSMAN Advanced HT | HTMCS WDS Nstreme T Power
W Intefsces |
— TChars: DD vt a2
2 Bridge R Chains: v] chain0 [ | chain1 [ ] chain2 Apply
2. PPP
E AMSDU Limit: [8192 | Disable |
= Switch
“/* Mesh AMSDU Threshold: |8192 |
L P Guard Interval: [any =] Simple Mods
i AMPDU Priorties: (v 0 [11 []2 []3 Torch
& IPvE P °
== 04 05 06 07
OpenFow WPS Accept
J* Routing > WP Client
System
-l
b e
-
. Us3ge. ..
&% RADIUS = =
Kok
B MNew Teminal Sniff ..
s
& Dot1X

Pucynok 10.6. [Ipuknaa HamamTyBaHHs apaMmeTpiB Ha Bkiaaami HT

e [lepeititn Ha Bkiaaky “TX Power” Tta BneBHUTHCS, 10 nmapamerp “TX Power

Mode” BcranoBieHo y pexum “default”, six HaBeneHo Ha pucyHky 10.7.

# Cuick Set Interface <wlan1:
TGk b WDS  MNstreme  Tx Power ‘ Cument T Power  Status | Traffic | ...
" Interfaces
I T Power Mode: [ C N~ |
22 Brdge
=
. Dizable
“+/ Switch
= 1P I
- Simple Mode

MPLS 2

T L

Pucynok 10.7. Tlpuknan HanamtyBaHHs napaMmeTpiB Ha Biaami “Tx Power”

e [licms BCTAaHOBIIGHHS BCIX MapaMeTpiB YBIMKHITH 1HTep(delic KHOMKOIO

“Enable”, six HaBegeHo Ha pucyHky 10.8, abo ragoukoro.
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Inteface <wlan1>

General  Wireless | Data Rates  Advanced HT HTMCS WDS ..
Mode:
Band: |5‘3Hz-only—N || 3| Foply
Channe! Width: | 20/40MHz Cs &
Frequency: |5254] || ¥ | MHz
—— T ] Comment

Pucynok 10.8. YBiMKHEHHS 6€31IpOBOOBOTO iHTEpdEHCY

6. [Ipu HanamryBanHi aboneHnTchkoi CPIII Takox cTBOpiTh bridge Ta momaiite B
HbOTO BianoBigH1 moptu (puc. 10.9), 3anaiite BianoBiany [P-anpecarito B miaMepexi 3
BC (puc. 10.10) i BkaxiTh Bci mapameTpu Oe3mpoBomoBoro inrepdeiicy (puc. 10.11),
ananoriydi bC. Pi3auns B mapamerpax pamioinrepdeiiciB bC 1 AC Oyne nomnsrata B
takomy: Mode: station bridge; Radio name: Abonent;

Haruchuite kHOmKY “Apply”. Brimowite iHTepdeiic kHomkowo “Enable” a6o

rajJo4KoIo.
,Ql.id(Sﬂ't Bnge EE
C CAPsMAN . .
B Bidge | Pois Port Exdensions VLANs MSTls Pot MSTOvemdes Flters NAT Hosts MDB
W |niedaces
D Wircloss | = |v||%| O T | Setings |
az [ Name + [Type L2 MTU [T R T vl
3. PPP R & brdgel Bridge 1598 Obps 39kbps
T Switch
*I2 Mesh Bidge Of x|
P ) Bidge Forts | Pot Edensions  VLANs MSTls Pot MSTOvemides Flters MAT Hosts MDB
& IPv6 ' - .
MPLS *||= v A T
OpenFlow | # | |iterface | Brdge |Horizon | Trusted | Priority (h... | Path Cost | Role |1
, C0H & ethe? beidge1 = a0 10 deabled pat
J* Routing 11 & wisn] beidge1 no 30 10 disabled por
System ' ZH & etherl beidge1 no 80 10 designated por
@0 IH & etherd bridge1 o 80 10 disabled port
B Fies
Log
a7 RADIUS :
% Tools r |
N . .
4 tems (1 selected)

Pucynoxk 10.9. Hanamrysanus bridge va miggerniii crasiii



| - Cancel

& Cuick Set

- AP ][= ][]

" nterfaces

- Viireless Address <10.10.2

:: Bridge

+_ pPp Address: |10.10.20.3/28

! Switch Network: [10.10.20.0

*[% Mesh Interface: |bridge 1 =]
=5 |p M

Apply

Pucynok 10.10. IP-agpecartis Ha migjersii cTaHmii

Intefface <wlan1:

General Wireless ‘ Data Rates Advanced HT HTMCS WDS

I Made: |station bridge i | =
Band: |5GHz-A/N |+ | Apply |
Channel Width: | 20/40MHz Ce [
Frequency: |5280 | %] MHz
55I0: | StudyRRL | -
I Radio Mame: |.Pcbonerrt i | Simple Mode
| |
Scan List: |default =]+ Tarch
Skip DFS Channels: |disabled |* |—|WP5 Accept
Wireless Protocol: |nstrerne || ¥ WPS Cliert
Security Profile: |profile_for_StudyRAL | =
Setup Repeater
Frequency Mode: |5|_|pe-rd1.ar1nel || ¥
Country: |ukraine |+
Installation: |.ar1).l || ¥
Antenna Gain: |0 | dBi
Station Roaming: |disabled =]
Defaul Autherticate
Multicast Helper: |defautt =]
Multicast Buffering
Keepalive Frames
|enab|ed | |n.|nning |slaue |cor|nededt... |

Pucynoxk 10.11. HanamryBanHs napaMeTpiB 0€3MpOBOIOBOTO 1HTEpdEicy

Ha ITUIerIii cTaHIl
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7. Y BikHi HanamrtyBaHHs iHTepdeiicy “wlanl” sk BC, tak i AC, Ha BKIaMi
“Status” Oynyth BigoOpakeHi 3Ha4YeHHS mapameTpiB 3’emnanns (puc. 10.12 —

noka3Huku Ha AC), micins Horo BctaHoBiaeHHs Mmix CPIIIL.

Inteface <wlan1:

Tx Power Cument Tx Power Advanced Status  Status | Traffic | oK |
Last Link Down Time: |Jan/01/2002 06:12:48 | | Cancel |
Last Link Up Time: | Jan/01/2002 06:12:51 | | Aoply |
Link Downs: |3 | | S— |
Channel: |5280/20Ce/an | | Comment |
Wireless Protocal: |nstrerne |
Tx Rate: |90Mbps-40MHz/15/5GI | | Smpl Mode |
Rx Rate: |6Mbps | | e |
551D: | StudyRRL | | WPS Accept |
BSSID: [B8:69:F4.CI.CC61 || WPSGient |
Radio Mame: | Basic | | Setup Repeater |
Tie/Rx Signal Strength: |-25/-25 dBm | | — |
Tw/Rx Signal Strength Chi: |-25/-25 dBm |
/R Signal Strength Ch1: | | | Feq Usage. |
/R Signal Strength Ch2: | | | — |
Tw/Rx Signal Strength Ch3: | | | Snif .. |
Moise Floor: |-1D5 dBm | | Snooper... |
Signal To Moise: |E'D dB | | Reset Configuration |
Tw/Rx CCQ: 92 % | /(55 % |
Overall Tx CCQ: |92 % |
Distance: | |

RouterQS Version: |6 49.6 |

Last IP: |172.30.60.40 |
| WDS Link

[] Compression

WMM Enabled

|enabled | |mnning |sla'|.re |cnnnec:ted t... |

Pucynok 10.12. TIpuknaa mapaMeTpiB 3’ €JHAHHS Ha BKIaaii Status
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8. Takox Ha Brimammi Traffic MoxxHa moOauuTH ps mapaMeTpiB Ta Bi3yallbHE

HiITBEPKCHHS HASBHOCTI 3B’SI3Ky MIXK pajiopeneiinumu ctanmismu (puc. 10.13).

BT 7.8kbps
R 7.7 kbps

Interface <wlan1> =] E3

Tx Power Cument Tx Power Advanced Status  Status  Traffic | 0K |

T/Rx Rate: |7.8 kbps /|77 kbps | Cancel |

Tu/Rx Packet Rate: [12p/s /[11pss | Aocly |

FP Te/Rx Rate: |0 bps /|77 kbps | Disable |

FP Tu/Ru Packet Rate: |0p/s /[11pss [ Commem |

Tx/Rx Bytes: | 131.2 KiB /1484 KiB | Simple Mode |

Tw/Ruc Packets: | 1308 J[1727 | — |
Tw/Rx Drops: [0 /[0

Tw/Rx Ermors: |0 /[0 | WeSAccept |

| WPSCient |

| Setup Repeater |

| Scan... |

| Freq. Usage.. |

| Hign .. |

| Sriff... |

| Snooper.. |

e

0

BT Packet: 12p/s
Bl Fx Packet: 11p/=

enabled running slave connectedt...

Pucynok 10.13. Ipukian mapaMeTpiB 3’ € qHaHHs Ha Briuaai Traffic
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9. Hnsa 30i1bLICHHS] MaKCUMAJIbHOT MPOMYCKHOI CIIPOMOXKHOCTI 3’€IHAHHSA MIXK
CPII Ta 3HmWKEHHS 3aTPUMOK B pajiokaHaidl HEOOXIHO BHKOHATH JOJATKOBE,
MOYeproBe IOCTYBaHHS aHTEH sAK I 0a3o0Boi, Tak 1 ayga abonentchkoi CPILL. Ilpu
IbOMY, HEOOXiJIHO crocTepiratd 3a 3MiHaMu 3HadeHb mnapamerpiB “TX/Rx Signal
Strength” ta “Signal To Noise”.

IIpn nmokasumkax Tx/Rx Signal Strength menme 3a minyc 87 abm Ta/a6o
Signal To Noise menme 3a 20 n1b npucyTHi po3puBu 3’€iHaHHs. TakuM YHHOM,
BCTAHOBUTU 3’ €JJHAHHS HEMOXKJIUBO. PEKOMEHIYETHCS 3MEHILIUTU ITUPUHY KaHAITY.

10. Bukonaiite (ikcaiiro aHTE€H MPH JOCATHEHHI MaKCUMaJIbHUX 3HAYCHBb ITUX
napameTpiB.

11. Ilepekonaiitech y npoxokeHH1 makeTiB Mk CPII 3a gomomororwo yTumitu
“ping”.

12. 3F’ennaiite matukopmomM RJ-45 poz’em “Data” Tta po3’em BiJMOBITHOTO
oOnajHaHHS JIOKaJIbHOI Mepexi (Hampukiaa OJIUH 3 1HTep(deiciB MapuipyTuzaropa
MikroTik). ITepekonaliTech y MpOXOKEHHI MAKETIB MiXK JOKAJIbHHUMH MEPEKaMHU, JI0
sxux miakaodeni CPILL.

13. Jns BumknenHss CPUI micns 3akiHdeHHS poOOTH (3B’SI3Ky) CHOYATKY
BUMKHITh Oe3MmpoBogoBuil iHTepdeiic kHomkow “Disable”, sk HaBeneHO Ha PUCYHKY
10.14, motiM mepelaiTh Ha BKIagKy “System” > “Shutdown”, sk HaBeaeHO Ha

pucysky 10.15.

Interface <wlan1:

General Wirelsss | Data Rates Advanced HT HTMCS WDS
Mode: [ET T | +
Band: | BGHz-onhy-N ¥ Bpply
Channel Width: | 20/40MHz Ce ¥
Frequency: | 5280 ¥ |MHz
Comment
= R
Radio Name: |Basic Simple Mode

Pucynok 10.14. BumkaeHHS 6€3MpOBOIOBOTO iHTEPPEICY
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Disks
GPS
Health
History
|dentity
LCD

&7 RADIUS

». Tools [ LEDs
Bl New Teminal

License
TROES

& Dot
B MetsROUTER
#2 Parition
b Make Supout rif
O New WinBox Password
B Bt Ports
Reboat
Reset Configuration
Resources
RouterBOARD
Scheduler

S
UPS
Users
Watchdog

Logging
NTP Cliert
NTP Server
Mote

Packages

Pucynok 10.15. Bumknennst CPI

14. ITicns uboro MOeTe BiJ € AHATH KUBJICHHS B1J PaJiOCTaHIIH.
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o w0 e

KoHTpoJIbHI NUTAHHS

[Tpuznauenns ta xapakrepuctuku CPII-5000.

Pexxumu podotu CPILI-5000.

[Topsimok HanamTyBaHHs rojoBHO1 ctaniii CPII-5000.
[Topsimok HanamTyBaHHs mijiersioi ctaniii CPII-5000.

besnposonosi mpotokoau podotu CPII-5000.
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JIJABOPATOPHA POBOTA Ne 11
HAJIAIITYBAHHS PAIIOCTAHIIIA HYTERA

Mera:
1) o3HaiioMHTHCS 3 TEXHIYHUMH XapaKTePUCTUKAMH, MOXIUBOCTAMHU Ta
MOPSIKOM HallalITyBaHHs pajaioctanuiin Hytera HP 705;

2) OTpUMATH MPAKTUYHI HABUYKHU 3 HaJAIITyBaHHA paaiocraniiii Hytera HP 705.
IHouaTkoBi gaHi
VY uiii maboparopHiii poboTi Oyjae moOyoBaHO HaumpocTinty cxemy (puc. 11.1)

B3a€MO/IIi TPAHKIHIOBUX pajaiocTaHIlii Hytera «xoxeH 3 KOXHUM» Yy PEKUMI IPYIIOBUX

BUKJIMKIB Yepe3 KaHasl mpsMoro 3B 3Ky (0e3 perpaHciasTopa).

Pucynok 11.1. Cxema B3aemonii pamgioctanmiit Hytera HP 705 B pamiomepexi
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[Tepenik MiHIMAJIBHO HEOOX1THOTO OOaIHAHHSI Ta MPOTPAMHOTO 3a0€3MCUCHHS

1) Mo6insHa pamioctanmis Hytera HP 705 — 2 mit. (11e HeoOX1AHMI MIHIMYM IS
MIepEeBIPKU IpaIe3aTHOCTI paiioKaHamy).

2) Kabens misa mporpamyBaHHs (mpomuBku) paaioctanmiii Hytera HP 705 —
1 . (puc. 11.2).

Pucynok 11.2. KaGenb 15 nporpamyBanHs panioctaniiii Hytera HP705

3) HoyrOyk abo mnepconanpHuii komm’torep (mami — IIK) i3 BcTaHoBieHuUM
CreriaigizoBaHuM nporpaMHum 3abesnedeHHsM Hytera — 1 mr. (Customer Programming
Software (mami — CPS), kpaie oOupaTd HAWHOBIIIY BEpPCitO, MPHKJIAIM 30BHIIITHOTO

BUTJISIAY SPAUKiB — puc. 11.3).

B
gk ) (b

Pucynok 11.3. 3oBHilHIi BUTIISIT BUKOHYBaHUX (haililiB MpOrpaMHOro

3a0e3meuenns CPS
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Xix podoru

1. ITigxmrouiTh Kabenb Uit mporpaMyBaHHs A0 paaioctanuii Hytera (gami — PC),

a TakoXx 70 ogHoro 3 USB-nopriB go [1K.

2. YBimkHiTh PC.

3. 3anycrith mporpamy CPS.

3. OOGepith Ha BepxHid manem “Program-* > “Read from Radio” a6o

HaTHCHITH “Read”, sk HaBeJeHO HA puUCYHKY 11.4):

Digital Customer Programming Software

File Edit

Q

Program Option View Tools
O W ||@ |+
Open v Read

K

Window Help

“ bhobl @ @

Pucynoxk 11.4. 3untyBanHs KOH(Irypauii 3 paaiocTaHIii

4. Y cnnuBarodoMy BiKHI 00€piTh MOPT, 10 sikoro migkioueHa PC, Ta HaTUCHITH

“OK” (puc. 11.5).

.r

Communication Port

Selact communication F'ur‘tILISEH - ]

Pucynoxk 11.5. Mento o6panns nopra USB, 1o sikoro migkirouena PC
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5. Mani varucuite “OK” y BikHi 3unTyBaHHs KoHOiryparii (puc. 11.6).

o .

Click [Ol] to read data from radio.

Pucynoxk 11.6. CrunBarode MEHIO 3YMTYBaHHS

6. Ilicns 3untyBaHHS KOH(pirypamii OynyTh mocTymHi Bci HamamTtyBaHHsa PC.
3minite Ha3By PC Ta ii ID y BinnmoBigHoMy MeH10, sIK HaBeleHO HA PUCYHKY 11.7,

1T 3a0e3MmeueHHsT MOYKIJIMBOCTI 11 00Ky Ta PO3pI3HEHHS B PalOMEPEeKi.

Ilpumimka. Ilicna 3uumysanns xongicypayii PC moorcna 6io’conamu 6io 11K,

30epeemu Kougizypayiro 6 okpemuil ¢haiin i GHOCUMU NPABKU 8 HbOR2O.

"] Digital Custamer Programming Seftware [ D\werk rmsbhharepiann no obasgsansm’Hyters\maryanu\uepress emyxsba IHcmamyT reds ] - [Setting]
B File Edit Program  Option  View Tools Window Help

- U H| B & &% 0 b| O &

Open  Save Read 'Wrte | Clone

Sefting |

=
|| Radio information
=) Commaon ——— Basic
5 aitin

—
=) Feature Control I Radio Akas Ly Radic Iq—'—
] Ul Setting
E ACcessaries Squeich Open Lavel | § w
Rent

4D RTC Squelch Normal Level | 3 w
_| Conventional

+1-_] XPT Trunking Squebch Tight Level |9 w

—— 8 a)

=g HPTES
~[Z] Radio information
e mimo
| [#-_] General Satting
i @] Zone Increase After Written |:|
. [ Channel
| il Dkl Common <= Province NP | 220 -

| 2 Basic 2 -

¥ Encryt Police NP 504 :
=4 Quick Text -
.8 Quick Dial : i l6)

Basic Setting

0

— [Rado D Digital | 114 | *+————

Dial Rules  None

Pucynok 11.7. (a) — 3mina imeni PC; (0) — 3mina ID PC
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/. CTBOpeHHsl K104iB mmuppyBanua (puc. 11.8). HeobxigHo noxatu 3HaueHHs
KITIOYiB MIU(PPyBaHHS JJIs KaHAITy, aJpKe 3a 3aMOBUYBaHHSIM KIIFOUl BUMKHEHI. JIOBXUHY
Kiouya MokHa 3MiHuTH y moii “Encrypt Key Length”. OGepits 3nauenus “10
Characters”, mo BignoBimae 40-0iTHomy Kitouy IH(pyBaHHSA, SKHA Oyze
BUKOpucTaHui nami. Kirou HeoOXigHO 3alaBaTH MaKCUMAIbHO «PaHIOMi30BAHUMU

CHUMBOJIaMH, sIK1 MOKHa BUKopuctoByBatu: 0-9, A-F.

Bascnueo: ona 36’°a3ky PC 6 medxrcax oOHieT padiomepernci Koy nogunen oymu

ooHakoeum Ha écix PC.

Im’s (Key Alias) ta ID xmoua (Key ID) BHKOPHUCTOBYIOTHCS BHHSATKOBO ISt
1AeHTH(IKalll KII0YiB B Mexax KoH@irypauii PC, Tomy BapTo iX Ha3uWBaTH Tak, 1100

OyJ10 3p03yMiJI0 O€3MocepeIHbO KOPUCTYBaUy.

5~ HPTEs
(2] Radio Information
#-_] Common

—l-g !an&l‘illﬁnﬂ ) | 2

— : Encrypt Service | Voics and Data ~
L | Zone

+-1_] Channel Single GPS Encrypt[_]

+_| Analog Service

Encrypt [] ———

Encrypt Key Source CPS

Single GPS Encrypt Key

e

:_'J Eli%m — Encrypt Key Length

L @ Quick Dial 10 Characiers [/] «ffmmmiathassstonss| | B4 Characters [_]
4| Digital Services
4| Sean
+-__| Roam
+_| Emergency No. [Key D  |KeyAlias | Key Length [ Key vae I]—
4] Phone 1 1 key_fo 10 Characters TFI2ZADAEF *

+-__] XPT Trunking

Pucynok 11.8. CtBopenHs kitova mudpyBaHHs

8. CrtBopenHss kourtaktiB (puc. 11.9). Ilicnms cTBOpeHHs KiIO4iB Tpebda
HaJallTyBaTh KOHTAaKTH, 3 AKUMHU Oyne mpaioBatu PC, rpymoBi Ta 1HIWBIAyaldbHI
BUKIMKHU. 3a cxemoro (puc. 11.1) Oyme cTBOpEHO OAMH KOHTAKT B PEKUMI IPYIMOBOTO
ukinky (Call Alias BukopucTOoByeThCS BUHSATKOBO ISl ineHTH(IKALlI KOHTAKTIB Yy
Mexax KoHgirypamii PC, ToMy Bapro iX Ha3WBaTH Tak, mo0O OylIo 3po3ymiio

0e3mocepe/IHbO KOPUCTYBAUY).
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Baosicnueo: «Call ID» 6 pesxcumi 2pyno6o2o 6uKIuKy nogunen Oymu 0OHaAKO8UM

6 Medcax 00Hicl padiomeperrci.

i=] Radio information Contact List

Contact List Sort [

®-_] Zone Infoi []| Infod
i [#-_] Channel
| [E-_] Analog Service ifoz[] | Info2

I [ ]

F!r_l Dagital Services -_— IMoJD Infod
i 1~ Contact -_—
-] Scan
{ W':: e No. Call Alias | calType | Call I Phone ID
| [_] Emergency roup Call 1
[#+_] Phone

Pucynoxk 11.9. CTBOpeHHS KOHTaKTY JIJIsl TPYIIOBOTO BUKIIHKY

9. CrBopenns rpyn mpuiiomy (puc. 11.10). [licnsa HanmamTyBaHHS KOHTaKTIB,
NEePEeXouMO A0 HMUPPOBUX TPyH MPUHOMY Ta JOJAEMO A0 HUX KOHTAKTH SKi OyIyThb
BUKOPUCTOBYBATHUCS (CTBOpeHi Buile). [lofaBaHHsl Ta BUAAQJICHHS KOHTAKTIB B TPYITY
3aificHioeThes kHomkamu “Add” 1 “Remove” 3i crnmcky “Available” y crucok
“Members” o6panoi rpynu npuitomy. Ha manomy erami HEOOXiTHO 3aJHMIIMTH OIHY
rpyrny NpUiioMy 3 JOJaHUM OJHHMM KOHTAaKTOM (CTBopeHHMM Buile). Hazpa rpymnu
npuiiomy (Rx Group List Alias) BHKOPHCTOBYEThCS TaKOX BUHITKOBO JUISI
imeHTUdIKaIii rpymn B Mexax KoHdpirypaiii PC, Tomy BapTo iX Ha3uBaTH Tak, 1100 0yJio

3p03yM1I0 O€3M0cepeaHbO KOPUCTYBaAUY.

-2 Radic nformation

T— IRxGmunL'nlAius first channel gr I—
o —
=) Conventional

| [ General Setting Available lMembers

i] 1] Zone first f—
| -] Channel

| @] Analog Service

| G igital Commaon

| =) Dighal Services

|| -4 contact

| | = RxGroup List

| ﬁ first channel gr

i #-_] Scan

| =] Roam

| Emergency 2x Romove | -l —
1| Phane
-] XPT Trunking

F ¥ W %

Agd == -

up

Down

Pucynoxk 11.10. CTBOopeHHsI rpyn NpUiioMy
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10. HanamryBanuss uudposux kanaqdiB (puc. 11.11). Cnoyarky 3anumiite
onvH 1 poBUi KaHaJ, yci iHII MU(POBI KaHAIA — BUJAIUTH KHOMKOIO “Remove”.

Jamni:

*  BBeAITH Ha3By kKaHaiy B o “Channel Alias” (ineatudikanis B mexxax PC);

* BBemiTh 3HaueHHs “Color Code” (mae OyTH OJHAKOBHM B MeXax
pamioMepeki);

» BubOepits “Slot 1” B momi “Slot Operation” (mae OyTu 0THAKOBUM B MEXax
pamioMepeki);

* yBeHiTh YaCTOTy HpuiioMy B moii “Receive Frequency” Ta rpymy npuiiomy,
CTBOPEHY paHilie (JI03BOJICHI YaCTOTH BKa3y€e BUKJIa1ay);

* yBENiTh 4YacTOTy mepenadi B mom “Transmit Frequency” Ta KOHTakT,
CTBOpEHUI paHillie (J03BOJIEHI YACTOTH HAJla€ BUKJIAAay);

* BHOEpITh MOTYXKHICTH NepeaaBaya B o “Power Level”;

*  BIAMITBTE rajoukoro “Encrypt”, obepits “Type encrypt” — Full (Biamosinae
anroput™My ARC4 mnipu Bukopuctanti 10-CUMBOJBHOIO KJIIO4a) Ta CTBOPEHUM paHillie
KJTt04 UG pyBaHHS;

*  1HUII HapaMeTpu 3aJUIIITh 32 3aMOBUYBaHHSIM.

11. HanamryBauns 30um (puc 11.12):

*  CTBOPHUTH 30HY (3QJIMIIMTH OJHY, YCI 1HIII BUAAIUTH KHOMKOO “Remove”);

* BBECTM Ha3By 30HM B moji “Zone Alias” (moBiabHa Ha3Ba, BOHa Oyje
BUKOpHCTaHa ieHTudikaiito B mexax PC);

» kHonkamu “Add” i “Remove” momatu mo cnmcky “Members” motpiOHi

KaHaM (y JaHOMY BHUITQJIKy OJIMH HAJIAIITOBAHUIN HA MONEPEAHLOMY €Talll KaHa).
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- HP78S
| E] Radio Information I Channel Alias [ first channel I Mmay change, See the Help for details)
.
I (-] Conventional Iq__ Color Code | 7 e
T cenerar Serny e
{¥-{_] Zone Slot Operation | Slot 1 —
(. Channel -
e
-] Digttal Channel IQ—_ Pseudo Trunk Designated TX None
T first channel e
o TEsErunuT Scan ListRoam List & Scan List 1 v
[#-__| Analog Channel
(¥ Analog Service Auto Start Scan []
(#}-_] Digital Common Talk Around
(-] Digtal Services
(#-_] Scan RcOnly D
#-_] Roam IP Mutti-site Connect
(1 ] Emergency Auto Start Roam
[#-1_) Phone
[¥{_] XPT Trunking Priority Interrupt Encode []
Priority Interrupt Decode [_]
Relable Priority Interrupt Transmit
Enhanced Channel Access
TF card []
Over the Air Encrypt Type None
Only Receive Encrypt Air
Over the Air Encrypt Key None
id Offset [MHz] T
Receive Frequency [MHz] | 408.400000 |W | Transmit Frequency [MHz] | 408.400000 k.’_
R Group List | first channel gr v] Copy Tx Contact Name | &3 first -—
Emergency Alarm Indication [] Location Info Revert Channel =) None y
Emergency Call indication [_] —
RRS Revert Channel |5 None v
Encrypt Emergency System . DigitalSys 1 v
Encrypt [] s—— Phone System | Phone System 1 ~
Encrypt Type Full sd—— Power Level | Low  ———
EncryptKey |key fom— TxAdmi | Always Allow v]
MultiKey Decrypt In Call TX Admit | Follow TX Admit ~
Random Key Encrypt [ ] Tx Time-out Time [s] | 60 v

TOThreAlrtTmes] [0 |3
TOT Re-key Time [s] \u—__
TOT Reset Time [s] | 0

Private Call Confirmed

i

[

Pucynoxk 11.11. HanamrtyBanusa nudpoBux KaHaliB

I Zone Alias | training zone I My may change, See the Help for details)
. ‘ ;
6 General . Channel List
S s < T Only Dispiay Unused Channel
: Lj training zone : Available Members
Sl
{1 Analog Service Alias No.  Alias
{7 Digital Common = CHA1 1 [E fist channel < ——————
-4 Basic =lcHAz
LT Encrypt =ICcHA3
< Quick Text =
& Quick Dial E None
-] Digital Services =] Per C1
@] Sean 5 reservnui
@-{ 1 Roam Add == —
G+ | Emergency
@)-{_] Phone << Remove | < —
[#-1_] XPT Trunking

Pucynoxk 11.12. HanamryBaHnHs 30HH

12. 30epexity koH@irypamito co6i Ha IIK 118 MOXIMBOCTI MOAAJIBIIOL

koH(irypanii PC Bamoi pagiomepexi (puc. 11.13). To6To Bu MoxeTe Oararopa3zoBo
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BUKOPUCTOBYBAaTH OJIMH 1 TOM caMuid (pailyl jyisl 3amucy HajallTyBaHb HAa OJHOTHIIHI

pasiocTaHIIii.

Digital Customer Programming Software [ D:\work rmsb\martepianu no o6nagHannio\Hytera\manyanu\«
83 File Edit Program Option View Tools Window Help

Open [ Save Read Write | Clone Help

Setting] Feature Cnntrnl[ Basi Encr;.rpt] Contact] first channel gr] first channel} Zone training zone

N

Pucynox 11.13. 36epexenns koHpiryparmii

13. 3ammmite koudirypamiro Ha pagioctanmiro (“Write” — me ¢yHKIsA
BUKOPUCTOBYETHCS ISl 3alUCY HA Ty K CTaHLIIO, 3 AKOI Oyjia 3uMTaHa KOH(Iryparis,

a0o B pa3i HecripamoBanus — “Clone”) (puc. 11.14).

B3 File Edit Program Option View Tools Window Help

2 @ W D @ ’ @ ’ 2l
Ne Open Save Trunk1 Trunk? Help
Settingl Feature Contro!] Basic first channel grl first channel] Zone fraining zone

Pucynoxk 11.14. 3anuc kougirypauii Ha PC

14. Tlicns ycmimHOro 3amucy KoHgirypamii (moBimomsenns “Successful”)
pazioCTaHIIis TIepe3aBaHTAXKUTHCA Ta Oy/1e TOTOBA JI0 MEePEBIPKH Ta eKCILTyaTaIlli.
15. IMigxmrouite iHmy PC, moBTOpiTh BUIe3a3HaueHWi 1. 13 Ta mnepesipTe

npane3aaTHICTh pajioMepexi MUITXOM paio00MiHY.
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KoHTpoJIbHI 3an1uTAHHA

1. SIlxe mpus3HaueHHS Ta OCOOJMBOCTI 3aCTOCYBaHHS pajiocTaHiii Hytera
HP705 Ta Hytera HM785?

2. Ha3BiTh OCHOBHI TE€XHIYHI XapaKTepUCTHKU pajaioctaniiii Hytera HP705 ta
Hytera HM785.

3. HasBiTh npu3HaueHHs OpraHiB ynpaBiiHHA pafaioctanuiid Hytera HP705 ta
Hytera HM785.

4. Ha3BiTh cTaTyC CBITIOAI0IHOT IHAMKAIIIT paAioCTaHII Ta OJ0Ka KUBICHHS.

5. SIki 0coOIMBOCTI MOHTaXy Ha TPAHCIOPTHOMY 3aco0i pagioctaniii Hytera
HM785?

6. Sk 3mificHuTy 6a30Bi omepailii Ha pamioctaniisax Hytera HP705 ta Hytera
HM785?

7. HaBeniTb anropuTt™ nporpamyBanHs pagioctaniii Hytera HP705 ta Hytera
HMT785.

8. Ski cUMBOJAM MOXHa BUKOPUCTOBYBATH IIPU CTBOPEHHI  KJIOYa
mudpyBaHHs?

9. SIki MOKITMBOCTI PO3AUICHHS JIOTIYHUX KaHAJIIB HA OJHIN 4acTOTi?

10. Sk 3uuTaTH HaJAIITYBaHHS 3 PaIiOCTAHIIi?

11. o Take «npuxoBaHUM pexxuM»? SK HOro BKIOYUTH?

12. SIxi mapameTpu MOBWHHI CIIBMAaTH, 00 3B’A3aTH EKIJIbKa PaaiOCTaHIIIN

B OJIHY MEPEXY, 3aXUUIEHY KJII0UeM MU(PpyBaHHA?
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