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Peghepam—Po3riisinyT0 HaMOiAbII NOmMMPeHi pilleHHs, SKI NIATPUMYIOTbCS BHUPOOHMKAMM O00J1aJHAHHA [Js
KOMII’IOTEPHUX Mepexk (KOMYTAaTOPH 2-T0 Ta 3-ro piBHiB, MapLIPYTH3aTOPH), Peali3oBaHi y onepaniiiHuX cucTeMax Ta npo-
TOK0JIAX I MOKYTh OyTH BUKOPHCTaHI IIpH po3podui Ta peasizanii KOMIVIEKCHUX CHCTEM 3aXHCTY KOPIOPATHBHUX MepeK.
CTarTsl € ApYrow 3 IUKJIY cTaTeil, MPUCBIYEHNUX aHANi3y MeToAiB i TexHosoriii 3axucry. HaBeneno TumoBi 3arposm
KOMIT'IOTEPHHM MepeKaM Mepe)KeBoro, TPAaHCHOPTHOro i mpukiIagHoro pisHiB Moaesi OS| Ta npoBeeHo aHaji3 0co0IMBO-
creil MeTodiB i TexHoJoriii 3axucry. Pe3yabTraTtn aHamizy Mo:KyTh OyTH BHKOPHCTAHi JJIsl NPUIHATTA OOIPYHTOBAHUX
pileHs moa0 BHOOPY MeTOAIB 3aXHCTY /AJIsl Mepe:K Pi3HOro MpU3HAYEHHsI Ta 3 Pi3HUMHM BUMOTaMH 1I0J0 3aXHCTy iHdopma-
uii. Hanamrysanns BianoBinnoro ¢pyHkunionany Ha mepe:xeBoMy 0012 JHAHHI 103BOJIUTS 3ilCHIOBATH KOHTPOJIb BiNOBij-
HOCTI NOJIITUL Mepe:xeBoi 6e3leKH Ta peali3oByBaTH 3aXUCT MAKCHMAJIbHO 0JIM3bKO 10 MOXKJINBOIO JIZKepeJia HOPYIeHb.

Bioa. 16, Tad.. 1.

Knrouogi cnosa — be3neka; 3azpo3u; 3axucm; KOMn’10mepHi Mepeci; MidcmepedcHi eKpanu.

I. Bcrvno

Jlana po6oTa € Ipyroo 3 MUKy CTaTeH, MPUCBIICHUX
aHaJi3y METOMIB 1 TEXHOJIOTiH 3aXHCTy KOMIT FOTEPHHUX
Mepex. Y monependii crarti nukiny [1] Oymo migkpec-
JICHO AaKTYyaJbHICTb BHpILICHHS IIUTaHHS 3aXUCTy
KOMIT'FOTEPHHUX MEpEeX BiJ MOXIMBUX aTak, HaIlpaBie-
HUX Ha HOPYIIEHHS (PYHKIIOHYBaHHS MEPEX Ta OKPEMHUX
BY3JIiB, HECAHKIIIOHOBAHOTO JOCTYIy A0 iH(opMarlii Ta
HECAaHKI[IOHOBAaHOT'O0 BHUKOPHCTAHHS CEPBICIB MEpEKi Ta
PO3TISIHYTO TEXHOJIOTI] 3aXHCTy (hi3UIHOTO 1 KAHAIBHOTO
piBHIB Mozemni OSI. MeToto gaHoi cTaTTi €:

1) anamiz 0COONHMBOCTEW METOMIB 1 TEXHOJIOTIH
3aXHCTY MEPEXEBOr0, TPAHCIIOPTHOTO Ta MPHK-
nanHoro piBHIB Mozem OSI, ski miATPUMYIOTECS
BUPOOHMKAaMH OONIaJHaHHS JUI KOMIT IOTEPHHUX
Mepex (KoMyTaTopH 2-To Ta 3-To piBHIB, Mapli-
PYTH3aTOpPH), pealli3oBaHi y olepamiiHuX CUcTe-
Max Ta OPOTOKOJIAX;

2) BU3HAYCHHS MOXJIMBUX BapiaHTIB iX 3aCTOCY-
BaHHI MPH PO3po0Il Ta peasizallii KOMIUIEKCHUX
CHCTEM 3aXUCTy KOPIOPATHBHHUX MEPEX.

Il.  METOJU 3AXUCTY HA MEPEXXHOMY PIBHI

BinbricTs aTak MepexkeBOTro PiBHS MOB’s3aHi 3 BUKO-
pucranHsaM mpoTokoiny IP: migmina IP-agpecn By3na,
HaB'I3yBaHHSA XMOHOTO MapUIPyTy, NEPEXOIUICHHS 3JI0B-
MHCHHUKOM piana3oHy IP-aapec ta orpumanus indopma-
il mpo JoriuHy cTpykTypy mepexi (IP-agpecu Bysiis,
JIOMEHHI iMeHa), mpoOJIeM: OJTHOPa30BO1 imeHTH IKAIIiT
3a [P-agpecotro.

MokHa BUAITUTH TaKi MiAXOIH O 3aXHCTY BiJl HaBe-
JIEHUX aTaK:

e  crBOpeHHd npuB’sa30k [P — MAC-nopt ans 3amno-
Oiranas minMmiai [P-agpecn Ta HecaHKIiOHOBa-
HOMY MIIKJIFOYSHHIO 10 Mepexi (6a30Bi migxoau
peari3yloTbcsl Ha KaHAIbHOMY DiBHI 1 ix Oyro
PO3MIIIHYTO Y momnepeaHiil crarti nukiy [1]),

e  BHUKOPHCTAaHHS TEXHOJOTIi TPAHCIAMI MEpeKHUX
anpec (Network Address Translation — NAT [2])
JUTSL TIPUXOBaHHS BiJ 30BHIIIHIX 3JJOBMHCHHUKIB
nmiamazony IP-ampec opramizamii Ta JorigHOi
CTPYKTYPH MEpexi,

e  CTBODEHHS CIHCKIB KOHTPOJI a0cTyny (Access
Control List—= ACL [2]) nnst o6MexeH s ocTyny
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JI0 BY3JIiB Ta MPOTOKOJIIB/CEPBICIB MPUKIIATHOTO
PpiBHSL

IIporokon NAT BHKOPHCTOBYETBCS JUISI Tepeaadi
naketiB 3 [P-agpec, npu3HaYeHUX TINBKH AL BHYTPIII-
HbOTO BHUKOPHCTAHHS, B 30BHIIIHI MepeXi 1 A BHpi-
IIEHHS 3ajadi IMPUXOBYBaHHS BHYTPILIHBOi JIOT1YHOT
CTPYKTYpH Mepeski Bif 3oBHimHIX Mepex [2], [3]. NAT
TPAHCIIIOE TUIBKH TOH Tpadik, SKUH TPOXOANTH MK BHY-
TPIIIHBOIO 1 30BHINTHBOI0 MEPEXKEI0 1 BU3HAYCHUH LIS
TpaHcsinii. Byap-sikuii Tpadik, SKUi He BiAMOBiTa€ KpU-
TepisiM TpaHCHAlii abo TOH, SKUH TPOXOIUTH MiXK
iHIMMU iHTepdericaMi Ha MapHIPYTH3aTOPi, HIKOIH HE
TPAHCIIOETHCS 1 IEPECUIIAETHCSI 3 BUKOPHCTAHHSIM Maplil-
pyruzanii. Cnix 3BepHYTH yBary Ha Te, IO IPOTOKOJI
NAT BuKOHY€ TUIBKM TPAHCIALIIO aapec i He BUKOHYE
¢yHKii GimpTpamii. s 3a00poHA TPOXOIKEHHS MMaKe-
TiB 3 30BHIIIHIX MEPEX y BHYTPIIIHIO HEOOXiJHO 3aCTO-
COBYBATH BiJIIOBiHI CITUCKH JIOCTYIIY.

IcHyroTs HacTynHi criocoou peanizanii NAT.

Cratimaanit NAT — BimoOpaxeHHsI KOHKPETHOI BHYT-
pimEBOi IP-ampecn Ha KOHKpeTHY 30BHImIHIO |IP-ampecy
(MO’KJIMBA TaKOX 3aMiHa MOPTiB NPOTOKOJIIB TPAHCHIOPT-
HOTO piBHS MpH TpaHCsmii). 3a3Buyail cratnanuii NAT
BUKOPHCTOBYIOTh, KOJH JIO By3Jla BHYTPIIIHbOT MEpexi
HEOOXiTHO 3a0e3NMeYnTH MOCTYN 3 30BHIIIHIX MEpex
3 BUKOPUCTaHHSM KOHKPETHHX TIPOTOKOJIIB IPHKIIAJHOTO
piBHSI.

Huuamiuanit NAT - BinoOpaxae anmpecy 3 OJIOKY
BHyTpimHIX |P-agpec Ha omHYy 3 BUIBHHX aapec OIIOKY
30BHILIHIX ajpec. JlOCHTh PiAKO BUKOPHUCTOBYETHCS
3aBISKHA HEOOXITHOCTI BHKOPHCTAHHS NEKiTHKOX 30BHi-
mHix IP-agpec Ta moB’s3aHii 3 1i€l0 K OCOOJIUBICTIO
HHU3BKOI0 MaCIITa0OBaHICTIO.

[MepeBanTaxenns (Overload) — hopma nuHamiuHOTO
NAT, axuii BizoOpaxkae agpecy 3 010Ky BHyTpimHIX IP-
ajzpec B €quHy 30BHIIIHIO |P-aspecy, BUKOpHCTOBYIOUH
pisHi moptu (Bimoma Takoxk sk PAT —Port Address
Translation). Hait6inbu mommpeHuii BapiaHT 115t OpraHi-
3amii BUX0y B IHTEpHET 3 BHYTPIIIHIX BY3/iB KOpIOpa-
THUBHOT MEpEXi.

Croucku kontpoiro pocrymy(Access Control List —
ACL [2], [3]) micTsaTe Habip mpaBui, ¢ BU3HAYCHO Mil0
HaJ| TMaKeTaMH 1 TMapaMmeTpu NakeTiB yia (imbTpamii
(ampecu BiAmpaBHUKIB Ta OTPHMYBauiB, HOMepa MOPTIB
MPOTOKOJIIB TPAHCHOPTHOro piBHs ToOIO). Ilepesipka
MIAKETiB IPOBOJUTHCS TOYHO B TOMY HOPSAIKY, B SIKOMY
3ajaHi mpaBwia B cnucky. Koiw makeT morparuise Ha
iHTepdeiic, BiH MEpEeBIPAETHCS IO TEPUIOMY IPaBHUITY.
SIkmo mapaMeTpu HakeTy BiANOBiAIOTH MEPIIOMY Ipa-
BWITy, TIOZIaNbIla TepeBipka mpunuHsAeThes. Ilaker abo
Oyne mepenano nmam, abo 3HHIICHO. SIKmo mapamerpu
MakeTy HEe BIAMOBINAIOTH TEPUIOMY IMpPaBHIY, MPOBO-
IUTBCS HOTO aHalli3 Ha BIATOBIAHICTH HACTYITHOMY IIpa-
BUJIY 1 TaK JaJii, MOKU He Oy/e MepeBipeHo yci mpaBuiia
(SIKIIO TaKeT HEe BiJIOBIAaB BUMOTAaM SIKOTOCH 3 HPaBHII
Bulle). SIKII0 mapameTpu NakeTy He BiJIOBIAIOTH KO-
HOMY 3 TpaBHJI CIHCKY, NMAakeT MPOCTO 3HHUIIYETHCS
(B KiHIII KOXKHOTO CITMCKY CTOiTh HESBHE IPAaBHJIO, SIKE
3a00pOHSE MMPOXOMKEHHS YCiX ITaKeTiB).

ACL M0XyTb OyTH 3aCTOCOBaHI J10:

e (idmuHEX abo noTivyHMX iHTEepdeWciB (B TOMY
yucni Ha iHtepdeiicn VLAN-komyTtaTopiB 3-ro
piBH:);

e  TepMiHAIBHUX JIHIH 151 00MEKEHHS JOCTYIY JI0
MIPHUCTPOIO 110 IpoTokoiaM Telnet abo SSH;

e VPN-tyHeniB (sxi maketu mnorpioHO mudpy-
BaTH);

e wMexaHi3MiB QoS (BH3HAYCHHS MPIOPUTETIB IS
pi3HUX THITIB TpadiKy);

e queiinepiB uI1 0OMEXEHHs IIBUAKOCTI Tpadiky
KOPHCTYBadiB,

e qnporokony NAT (BuzHauaroTh, siki IP-ampecu
HEOOXiTHO TPAHCIIOBATH).

3a J0IOMOroI0 CITMCKIB JOCTYIy BHPIIIYETHCS
1 3a/1a4a 3aXUCTY BiJl HAB'A3yBaHHS XHOHOTO MapUIPYTy.
Taxka araka 6a3yeTbcs Ha BiacTuBocTi ICMP-ipotokomy
«Ha JBOTY» 3MIHIOBaTH MapUIpyT MPOCYBAaHHS IAKETiB
(noBioMIIEHHS "IlepeHanpaBieHHs  Mapupyty"
(Redirect) ICMP mporokory). B pesymbraTi 3B's30K
By3Jla 3 Mepexero Oyzae posipBanuii. Biamoigaum mpa-
BuiioM ACL HeoOxigHO 3aboponutu mnpuiiom ICMP
noBimomieHb «Redirecty Ha 30BHIMHIX iHTepdelicax
MapIIpyTH3aTopa.

Omnaum 3 pizHoBuaiB ACL € quHaMidHi CITHCKH J0C-
tyny (Dynamic (Lock-and-Key) ACL) [2], [3]), Bukopu-
CTaHHS SIKMX JO3BOJIE OPTaHi3yBaTH JOCTYI IO BY3IIB
BHYTPIIIHBOI MEpeXi, MONepeIHbO IHIIIIOBABIIN 3'€I-
HaHHS 3 IPUKOPAOHHUM MapIpyTH3aTOPOM 3a JIOTIOMO-
TOI0 SIKOTO-HeOy/b MPOTOKONY (Hampukiax, telnet abo
ssh). 3assuyaii i ACL BUKOPHUCTOBYIOTBCS JUIS Biiajie-
HUX I JKITFOYCHbB O MEpexki OpraHizallii, ajre MOKIIMBE IX
3aCTOCYBaHHS 1 U MiAKIIOYCHHS 10 Pi3HUX KOPIOPATH-
BHHX PECYPCIB 3 MONEPEIHBO1 aBTOPU3ALIEK.

IIponenypa po6otu nuHamiyanx ACL HacTymHa:

e  KOpDHCTYBa4 IMiAKIIOYAETBCS JO 3OBHIIIHBEOTO
iHTepdeiicy MPUKOPAOHHOIO MapLIpyTH3aTOpa
3 OyIb-KOi 30BHIITHBOT MEPEXKi;

e+ KOPHUCTYBau NPOXOAUTH aBTEHTU]IKALIIO (BBO-
JIUTH JIOTiH/TIAPOJIB);

ey BUNAJAKY ycHimHoi aBTeHTUiKalLii Ha 1HTep-
(elici aKTHBYIOTBCS CHeEIialdbHI IpaBUiIa TUHA-
miuaoro ACL, ski J03BOJISIFOTH MPOXOJKCHHS
makeTiB 3 |P-agpecu xopucTyBada 10 By3JiB BHY-
TpilHBOI Mepexi. [IpaBuia 3aIuIIaTbCs aKTH-
BHHMH BIPOJOBXK HAJIALITOBAHOTO MEPioxy dacy
(taiim-ayty). Ciifl BIA3HAYUTH, [0 TaKe PIICHHS
JIO3BOJISIE TIJIBKU IMCHTH(IKYBAaTH Ta aBTOPU3Y-
BaTH KOPHUCTYBaua i He 3aXUILAE JIaHi, IKi Oy1yTh
nepeaBaTUCs MiXK By3JIOM KOpPUCTyBaya Ta Kop-
MOPAaTUBHOIO Mepexeto. biipll  3axuieHum
PIIIEHHSIM € BUKOPUCTAHHS TEXHOJIOTI] BIpTyallb-
HHUX IpUBaTHUX Mepex [4], [5].

Bukopucranns po3rsinytux Bunie ACL He Bupiiye
3a/1ady aTak Ha BY3JIM KOPIIOPATUBHOI MEPEXKi 110 BiAKpH-
tuM optam TCP ta UDP-nipoTokomiB, ki 3aBXau Has-
BHi. /ly1s1 BUpiIeHHS 11i€i 3a1a4i BUKOPHCTOBYIOTh MEXa-
Hi3M KoHTpOoro ceciit (Statefull Inspection, Takox 3HaHA
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K auHaMiuHa Qinerpanis nakeris [6]). Llei mexanizm
nepen0ayae MOHITOPHHI CTaHy aKTUBHHMX CEaHCIB Ta
BHKOPHUCTOBYE IIf0 iH(POPMAITiTO ISl TPUAHATTS PillICHHS
o0 (GUIETpAIll MaKeTiB, Ki HAXOAATh Ha iHTepdeiicH
Mapmpytuzaropa i MME. Ilpu BukopucTaHHi Takoro
MiAXOy TEPEBIPSIOThCS yCi BXIJHI Ta BHXIJHI MaKeTH
(ax 10 MPUKIATHOTO PiBHS; 3a3BHYal 1MCHTHU(IKYETHCS
HOMEp TOPTY IPHKIATHOTO MPOTOKONIY abo cepsicy)
1 yepe3 NMPHUKOPIOHHUI HPUCTPii (MapmpyTH3aTop abo
MME) OynyTh mpomymieHi TUTBKH Ti BXiTHI MAKETH, SKi
€ TMPaBWJIBHOIO BIATIOBIII0 HA BUXiAHI 3amuTH. [limxin
MO3Ke OyTH BUKOPHUCTaHHH 1 Tl PLIBTpAIil JaHUX MTPHK-
JIaTHUX TIPOTOKOJIIB JUIsl 3a0€31IeUeHHsI 3aXUCTY Ha IPHK-
nagHoOMYy piBHi [7].

[Mpuknagom peanizanii mixo1y Ha OCHOBI MEXaHI3My
KOHTPOJIIO Ceciif € pediekCHBHI a00 M3epKalibHI CIIHCKH
nocrymy (Reflexive ACL) [2], [3]. Bouu m03B0s50TH
BiJICNIITKOBYBATH CTaH CeCili, iHIIHOBaHUX 3 BHYTPIMI-
HBOI MEpexi, i CTBOPIOBATH BIiAINOBIJIHI 3BOPOTHI Ipa-
BUJIA.

PednexcuBri ACL mpamioroTh HACTYITHUM YHUHOM.
CTBOpIOIOTECS [1Ba CHHMCKM jpoctymy. Ilepmmii crucok
JIO3BOJISIE TOCTYTI 3 JIOKAIBHOI Mepexi B IHTepHET (MOXK-
JIUBI cTaHAApTHI oOMexeHHs 3a [P-aapecamu, mpoToko-
JaMu, TopTaMu). B mpaBmiiax 1mpOro CHHCKY 3agaeThes
komaHsa Binoopaxenus (reflect) y auHaMidHe npaBHIIo
IHIIIOTO CHHCKY, SIKE IO3BOJMTH IIPOXOKCHHS NAKETIB
3 30BHIIIHIX MEPEX TUIBKW Ha 3allUTH 3 BHYTPIIIHBOT
Mepexi. Jpyruii cimcok MICTHTH AWHAMIYHI IIpaBHIIA,
SKi JI03BOJIAIOTH ITPOXOJPKEHHS MakeTiB. [IpoXo/pkeHHs
OyIb-SKHX IHIITNX MaKeTiB 3 30BHIMIHIX MEPeX y BHYTpi-
LIHIO 3a00poHeHO. TakuM YMHOM peasi3yeTbesi MPOXo-
JOKEHHS TIAKETiB 3 30BHIIIHIX MEPeX Ha BY3JIH BHYTpIII-
HBOT MEpeXi TUIbKH 3a 1HIIaTHBOIO BHYTPILIHIX BY3JIiB.

Po3rnsHyTi BUIIe METOM 3aXHCTY MEPEIKEBOTO PiBHS
JIOCUTH €PEKTHBHO JIO3BOJISAIOTH 3aXUCTUTH BY3JIH KOPIIO-
paTHUBHOI MEPEXKi, ajie He BUPINITYIOTh 3a71a9y 3aXUCTY Bif
DDoS-atak Ha 30BHINIHI KaHAIW, SKi TPU3BOMAATH JIO
TOTO, IO HebaxaHwii Tpadik Ha [P-ampecu By3miB, 0
aTaKyIOThCS, 3 ABTOHOMHOI CHCTEMH KOPIOPATUBHOI
Mepexi 4M MpoBaiiiepa yTHIII3ye yCIO MPOITyCKHY CIPO-
MOJKHICTh 30BHIIIHIX KaHaJiB (MPHUKIAJOM TaKHX aTak
e araka DNS Amplification). Moxmsum pimennsam
JUTS 3aXUCTy € imentudikarmis IP-ampec, mo arakyoTbcs,
Ta OJIOKYBaHHsI MapIIpyTiB Ha IIi aPECH 3 BUKOPUCTAH-
HSIM BiJIIOBIAHOTO (hyHKIIOHATY TPOTOKOJIIB 30BHIIIHBOT
Mapiipytu3anii (Hanpukiazn, ¢yskii Blackhole nporo-

kony BGP [8]). Hanamrrysanus Ta BAKOpUCTaHHS (DYHK-
uii Blackhole BGP nos3Boxise kxepyBatu Tpadixom Ha
PpiBHI MaricTpaJbHUX MapIIpyTU3aTOPIB Pi3HUX OTEPaTo-
piB/mpoBaiinepis, 10 nonajaHHs 1UbOro Tpadiky Ha iHTe-
pdeiicn MapmpyTH3aTOpiB, SKi OOCIYrOBYIOTH aBTOHO-
MHY cuctemy 3 [P-anpecamu By3iiB, 0 aTaKylOThCS.

Jlnst namamryBanns Blackhole BukoprucToByroTh po3-
IIMPEHI MOXIIUBOCTI IO YIPABITIHHIO MapIIPyTaMd -
BGP community. {751 1150T0 CTBOPIOIOTHCS CIICIiabHI
rpynu (community) UIs MapmIpyTiB, Tpadik IO SKUM
HEOOXITHO HAIIPaBUTH y «UOPHY Aipy». B MomeHT mpo-
BE/ICHHS aTakW aaMiHicTpaTop Bu3Havae [P-anpecy, mo
aTaKy€eThCsI, Ta CTBOPIOE MAPIIPYT 3 MACKOIO /32 3 BU3HA-
gyeanM 11 Blackhole community, skuii aHOHCYeTBCS
MapuIpyTH3aTOpaMH CBOIM cycigaM. B pesynbrarti cyci-
ITHI MapIIpyTH3aTOPH TOBUHHI BIIKUAATH TAaKEeTH, SKi
HaIXoIATh Ha 1ei Mapupyt. DinbTpalis HakeTiB Ha
CYCIIHIX MapHIPyTH3aTOPaX MO>KE BUKOHYBATHCH 3 BUKO-
pucTaHHAM crieniaigbHo HanamroBaHnx ACL abo nuis-
XOM HampaBJeHHs ix Ha BiptyaneHuil (Null) inTepdeiic.
Binmpir eekTHBHUM pIllIeHHSM, SIKE T03BOJISIE HE JIOITyC-
TUTH HeOaxxaHUil Tpadik i B MaricTpajibHi KaHaJIH CyCi-
B, € BUKOPHUCTAaHHs peKypcuBHOTO blackhole [9]. V wmiit
npoueaypi, orpuMaBmu  Mapmpyt 3 Blackhole
community, MapuIpyTH3aTopu BHKOHYIOTH (iJbTpartito
Heba)kaHoTro Tpadiky Ta aHOHCYIOTh MapIIpyT Jialli CBOiM
cycimam (mpu meomy 3HaueHHs Blackhole community
Oyzne 3MIHIOBaTHCh Ha OrOBOpPEHE MK CyciZamu).
B pesynbrati aHOHCH PO MapIIPyTH JOCSTAf0Th MapIl-
pyTH3aTopiB, 10 SKMX migkitodeHi IP-mepexi, 3 skux
BHKOHYIOTBCS aTakH, i mojanbima GineTparis Oyae BUKO-
HYBaTHCh caMe Ha IuX MapupyTtuzatopax. Lle mo3Bose
3BUIBHUTH Bifg HeOaxaHoro Tpadiky MaricTpaibHi
KaHalli YCIX NPOMDKHHUX omepartopiB. Takui mimxin
JTO3BOJISIE TIOBHICTIO IPUITMHUTH TOTIiK Tpadiky Ha BY30JI,
IO aTaKyeTbesl, TA 3HATH Napa3uTHE HaBaHTAXKEHHS
3 MaricTpaJdbHMAX KaHANiB Ta 30BHIIIHIX KaHATIB KOPIIO-
paTuBHOI Mepexi. 3BUYaiHO K, BAKOPUCTOBYBAaTH HOTO
MOXKHA TUIBKM TOCT(GAKTYM — TICIIS IOYaTKy AaTaKH.
B pesynpTari peakiis Ha aTaKy 3aBXKAH € 3alli3HIIOK
(a y HIYHHI Yac He 3aBXKIU € YEProBHH aIMiHiCTpaTop,
SIKHI MOYXe 3pOOUTH HeoOXiaHUH aHami3 Tpadiky Ta BHe-
CTH 3MiHM B HaJlamTyBaHHs nportokony BGP). Henomi-
KOM TaKoro PIIlIEHHsS € TAKOX Te, IO MOBHICTIO OJOKY-
€Tbes Bech Tpadik 110 By3iiB, [P-agpecu sikux BHU3HaUeHI
B Blackhole mapmpyrax.

Po3riisiHyTI BUIIIE METOM 3aXHUCTY MEPEKEBOTO PiBHS
3BeJIeHi y Tabmuiro 1.

TABJIMIA 1. METOM TA TEXHOJIOT'Ti 3BAXUCTY MEPEXEBOI'O PIBHS

MeToau 3axucTy

3arpo3u, AsKUM NpPoTHji€

Pe3yabTat aii MmeTony

CrBopenns npus’s30k [P — MAC — nopr

BHyTpiniHi 3arpo3u, MoB’si3aHi 3 MiAMIHOIO
IP-anpec

PosrnsHyTO y MonepeHiii CTaTTi LUKy B Me-
TO/IaX KaHAIBHOTO PiBHS

TexHomoriss TpaHCHAL{i MepeXHHX ajapec
(NAT)

30BHIIIHI 3arpO3H, OB sI3aHi 3 BU3HAYCHHAM
JIOTYHOT CTPYKTYPU MEPEXi Ta MoJaibIIuMU
aTakaMH Ha BY3IH

3a paxyHok 3amiHu IP-agpecu BimmpaBHHKa
[aKeTy BiJl 30BHIIIHIX MEPEX MOBHICTIO TIPHU-
XOBYETBCSI JIOTIYHA CTPYKTypa MEpexi

CTBOpEHHS
(ACL)

CITUCKIB  KOHTPOJIO  JIOCTYITY

30BHIIIHI Ta BHYTPILIHI 3arpo3H HECAHKLIO-
HOBAHOTO I IKITIOYESHHS 70 BY3JIiB Ta CEPBICiB
mepexi, DoS-araku

BiakuganHs makeriB, sSKi HE BiANOBiIAIOThH
[paBHiaM CIIUCKY

CTBOpPEHH! CIMCKIB 3a00pPOHEHNX MapIIPYTiB
JI0 BY3JIiB Mepexi

3oBHimHI 3arpo3u, mnoB’szani 3 DDOS-

aTaKaMH Ha 30BHIIIHI KaHAJIH MEPEexi

BingkuaaHHs MakeTiB, sKi BIANOBIAIOTh Map-
LIPYTY 3 K4OPHOTO» CITHCKY, Ha MapIIPyTH3a-
TOpax MaricTpajbHOI MEpexi
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I1l.  TIPOTOKOJIM 3AXHCTY HA TPAHCIIOPTHOMY PI-
BHI

JIs. IPOTOKOJIIB TPAHCIOPTHOTO PIBHS XapaKTepHa
BIICYTHICTh TIEPEBIPKHU JKepel iHpopMallii, o cripusie
TaKUM 3arpo3aM, SK MEPEeXOIUICHHS Ta IiIKIFOYCHHS 10
BIIKpUTHUX MOPTiB MIPOTOKOJIIB TPAHCTIOPTHOTO PiBHSI.

SIkmo s 3ano0iraHHs HeCaHKIIOHOBAHUM ITiIKIIIO-
YEHHSIM JIO TOPTIB MPOTOKOJIB TPAHCIIOPTHOTO PIiBHS
MOYXHa BUKOPUCTOBYBATH PO3TJISTHYTI BUILE CITUCKH JI0C-
TYIly MEPEXEBOTO PiBHS, TO 3aXHCT BiJ MEPEXOIUICHHS
noTpedye 3aCTOCYBaHHS JOJATKOBUX IPOTOKOJIB, SKi
MIATPUMYIOTh IIU(QPYBaHHSA AAHUX Ta ABTEHTU(QIKAIIiI0
cy0’ekTiB 0OMIHY JaHUMHU.

Jlnis BUpIIIEHHS 1Li€l 3a1a49i BUKOPHUCTOBYETHCS MPO-
tokon SSL/TLS (Secure Socket Layer / Transport Layer
Security) [10], sikuii pearizye mudpyBaHHs i aBTeHTHDI-
KaIlil0o MK TPaHCTIOPTHUMHU PIBHAMHY IpuiiMada i mepe-
JaBada.

[pouenypa poboru mportokony SSL/TLS Bxmouae
B ceOe TpU OCHOBHUX (ha3u:

1) pmianor MiX CTOPOHaMH, METOIO SKOTO € BHOIp
NTOPUTMY MIH(PYBaHHS;

2) 0oOMiH KJIF0YaMH Ha OCHOBI KPUIITOCHCTEM 3 BiJl-
KPUTHM KitodeM ab0 aBTeHTH(IKAIlis Ha OCHOBI
cepTudikaTis;

3) mepenava gaHuX, SIKi IMUAQPYIOTHCS 3a JOMOMO-
TOI0 CHMETPUYHUX aJITOPUTMIB IH(PYBaHHS.

Takum yrHOM 1IpoTOKOI SSL/TLS Bukonye (yHKIT
aBTeHTH(iKaLil, WUpyBaHHS AaHUX 1 3a0e3neyeHHs
IUTICHOCTI TaHUX. ABTEHTH]IKAIlA 3iHCHIOETHCS DTS-
XOM 0OMiHY 1IM(POBUMHU cepTUdiKaTaMH MMPHU BCTAHOB-
nenHi 3'equanust (cecii) [10]. B cuny Toro, mo SSL/TLS
peai3yeTbCcsl Ha TPAHCIOPTHOMY DiBHI, 3axXHIIeHe 3'€]-
HaHHS BCTAHOBJIIOETHCS «3 KiHIIS B KiHETb)» (3aXUIICHUN
BipTyaJIbHUI TyHeNlb TpaHCHOPTHOro piBH:). [IpoTokoin
SSL/TLS 3a3Bu4aifi BHUKOPHUCTOBYETHCS IPOTOKOIAMH
MPUKIIAIHOTO PiBHSA (HAWOUIBII MOIMIMPEHHM BHKOPHC-
taHHsiM SSL € mmdpysanuas HTTP tpadixy — pexim
HTTPS), ToMy Take pillleHHs 4acTO BiJHOCSATH IO MPHK-
JATHOTO PiBHS.

IV. METOAU TA TEXHOJIOT'Ti BAXUCTY HA ITPUKJIA/I-
HOMY PIBHI

Bingkputuii XapakTep IpOTOKOJIB MPUKIATHOTO PiBHS
3YMOBIIIOE BEJIMKY KUIBKICTB 3arpo3, OB’ I3aHUX 3 OCHO-
BHOIO IMPOOJIEMOI0 IIUX MPOTOKOJIB —Iiepenada iHpop-
Manii y HemmppoBaHOMY BuIJsiIi. Bukopucranns Ha
MIPUKIIAHOMY DiBHI MpoIenyp iAeHTH]iKaIii Ta aBTeH-
TUdiKanii KOpPUCTYBaYiB i3 MOJAJBIIOI AaBTOPU3ALIEI0
YTBOPIOE TaKOX 3arpo3y MepexoruieHHs abo miadopy
00JIIKOBHX 3alMCIB Ta MapoiiiB. 3HaYHY 3arpo3y TaKOX
CTaHOBJISITH BIPYCH Ta LINUTYHChKE TporpaMHe 3a0e3re-
YeHHsI, SIKI JII0Th caMe Ha MpUKIagHOMY piBHI, DoS Ta
DDoS-araku Ha iH(bOpMAIIiiiHI CHCTEMH.

3a3BH4aii, KOJIM TOBOPSATH NPO 3aCO0M 3axXHCTy Ha
MIPUKIIAHOMY PiBHI, pO3TILIAIOTH ABA MiIXOAH: BUKOPH-
CTaHHsI cepBepiB-nocepenHuKiB (proxy) [6] Ta Bukopuc-
TaHHs MEXaHi3MiB KOHTpoIIFO ceciii (Statefull Inspection),

OCHOBH SIKOTO OyJ0 po3misiHyTo Buile. OOuaBa i mij-
XOJIM peai3yloTh KOHTPOJIb 3a 3 €THAHHSM, alie He BUPi-
LUIYIOTh 3aJady aHaji3y BMICTY HakeTiB Ta (iibTpanii
MMaKeTiB 3 HeOaKaHUM BMICTOM, IO HE JO3BOJISIE 3a00i-
ITH PO3MOBCIOKCHHIO BIPYCIB dYepe3 eJICKTPOHHY
MOIITY, BCTAHOBIICHHIO HECAHKI[IOHOBAHUX IPOrPAMHHUX
OATKIB yepe3 [HTepHeT Ha po0OOoYi CTaHIlii, HECAHKIIIO-
HOBaHI{ 3MiHI BMICTy BeO-caifTiB Tommo. 111 3aXUCTy Bix
TaKWX MOPYIICHh MOXKE OYTH BHKOPHCTaHa KOHTCHTHA
¢inpTpamis, ska 0a3yeTbcs Ha CHTHATYPHOMY aHai3i
naketiB [11]-[13]. Leit mexanism mepembauae aHaii3
iH(pOpMaIii y makeTi, Ipu 9OMy 5K 3ar0JIOBKA TTAKETa, TaK
i moas ganux. Ile m03BoJIslE BCTAHOBUTH BiAMOBIIHICTH
MiX iH(pOpMAIli€ro 3 IO JaHUX Ta KOHKPETHUMH J07a-
TKaMH, KOHTPOJIIOBATH MEpenady MaHUX MK KOHKpET-
HUMU JTOJIaTKAMH Ta TIPOBOJUTH (PiTbTpariro HebakaHOT
iHpopmarii. BpaxoByrouwu, mo iHhpopmalis aHaTi3yeThCsS
I10 TTAKETHO, 1€ MEXAHI3M HE JJO3BOJISIE IOBHICTIO aHAJIi-
3yBaTH Tpadik MEPEKHUX JONATKIB.

OkpeMo cItiag Bi3HAYWTH 3abe3meueHHsT Oe3MeKu
B TETEPOTCHHUX BIpTyaTbHUX OOUHCIIOBATHLHUX CEPEI0-
BUIIAX, 10 SKkuX BigHOCATh GRID-cucremu Ta «XMapHi
obuuncnenns» (cloud computing). 3 KoKHEM pOKOM Bce
OisIpIIe pi3HUX KOMITaHii (B TOMY YHCII i BUII HABYaJIbHI
3aKyad) MEepeBOISITH OOUYKMCITIOBANBHI 1 iH(pOpMAITiiiHi
pecypcu y BipTyansHy iH}pacTpykTypy. ¥ Takux cepe-
JIOBUINaX BUHHUKAIOTH HOBi 3arposu. [lepm 3a Bce 1e
aTaky Ha 3aco0M yNpaBIiHHS BipTyalbHUMH MalIMHAMH,
XMapHi KOHTPOJIEPH, CXOBHIIA JaHUX, HEABTOPH30BaHUI
JIOCTYTI IO BY3JiB BipTyaii3allii, BAKOPHCTaHHS BipTya-
JMBHOTO CEepeOBHINA JJIsi HECaHKILIOHOBAaHOI mepenayi
nmarmx [13], [14].

MOXITUBICTh TPOBEJICHHS HABEJCHUX aTak i3 BipTya-
JBHOT Mepexi CyTTEBO 0OMEKye BUKOPHCTAHHS Tpau-
LWIHHUX AJ1s1 KOMIT'IOTEPHUX MEPEkK METOMIB 3aXUCTy Ta
notpedye po3poOKH cIieliali3oBaHuX pilleHb. B 0CHOBY
TaKUX pillieHb MOXKe OYTH MOKJIAJEHO PO3IJISAHYTI BHIIE
MexaHi3MH KoHTpomto ceciit (Statefull Inspection) Tta
nakeTHOi Qinprpaii. Tak, y poborti [14] mpomoHyeTbes
MiAXiJ K0 PO3MEXYBaHHS JOCTYITy Ha OCHOBI KOHTPOIIIO
BIpTyalbHUX 3’€JJHaHb Ta BUKOPUCTaHHS CKPUTOT (PinbT-
pamii. [IpaBuna ¢ineTpamii MOXXyTh OyTH CTBOPEHI I
PI3HMX PIBHIB OIUCY MOTOKIB JJAHWX Ha ITiICTaBi 3aroJio-
BKiB KaHAJIbHUX, MEPEKHUX, TPAHCIIOPTHUX Ta MPHUKIA/I-
HHX ITPOTOKOJIB.

TakuM 9IHOM, BPaxOBYIOUH BEIUKY KUTBKICTH Ta Pi3-
HOIUIaHOBICTH POTOKOJIIB Ta MPOrPaMHKX JI0JIATKIB IIPH-
KJIAHOTO DIBHA, OpraHi3yBaTH €(eKTHBHY MPOTHIIIO
3arpo3aM MpPHKJIAJHOTO PIBHS MOXHA TUIBKH LUISIXOM
po3poOKK Ta peamizamii KOMIUIEKCHIX CHCTEM 3aXHCTy
iHpopMamii 3 BUKOpHCTaHHAM cremiaiizoBannx MME,
MEXaHi3MIB PO3MEXYBAaHHS Ta KOHTPOJIO IOCTYIy IO
pecypciB Mepexi, 3acTOCyBaHHS TEXHOJIOTiH KpUITOrpa-
(biuHOTO 3aXMCTy Ta €JIEKTPOHHUX LU(PPOBUX MiAIMKCIB.
Po3risig ocTaHHIX TEXHOJIOTIH BUXOIUTH 32 PAMKH JTaHOT
CTaTTI.

OnauM 3 epeKTUBHUX PillleHh KOMIUIEKCHOTO 3aXH-
CTy iH(GOPMAIIfHUX CHCTEM KOPIIOPATUBHHUX MEPEXK
€ BUKOPHUCTAHHS MEpEeXi TOCTaBKH/TOIIUPEHHS KOHTe-
Hry (Content Delivery Network a6o Content Distribution
Network, CDN). Cucremu na 6a3i CDN edekTuBHO
BUPIIIYIOTh UTaHHS 3axucTy Big DoS ta DDoS-arak ne
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TUTLKH Ha MIPUKIIATHOMY, a 1 Ha MEPEKEBOMY 1 TPaHCIIO-
pTHOMY piBHsX [15].

Benuki BupoOHUKH MepekeBOTro 00IaTHaHHS TPOTIO-
HYIOTh CICINaTi30BaHi PIMICHHA U BUPILMICHHS 3a1ay
KOMIUIEKCHOTO 3aXUCTy KOpPIOpaTHBHUX Mepex. [Ipuk-
nagom Takux pimenb € Ttexnojorii NAC (Network
Admission Control) kommanii Cisco [16]. Jlana TexHo10-
Tisl JO3BOJIAE HE TUTBKU MEPEBIPSATH MPUCTPOL Ta KOPHUC-
TyBadviB IIIe HA €Tami MiJKIIOYEHHS 10 KOPIOPaTUBHOT
Mepexi, a i 3a0J0KyBaTH JAOCTYI KOMII'IOTEpiB, SKi HE
BIJIMOBIAAIOTH MOJIITHIII O€3TMeKHu (B TOMY YHCII 3apake-
HUX BipyCaMH Ta IIKiUTHBUMH IIPOTpaMaMH, JIc He OHOB-
JIEHO aHTUBIPYCHI 0a3u, BiJICYTHI HEOOXi HI OHOBIICHHS
omepamniiHoi cucteMu Tomo). KOHTpoNb BIAMOBITHOCTI
MOJITUI Oe3NeKH peai3yeThcsi MaKCUMAIIbHO OJIHM3bKO
IO MOXKITBOTO JDKEpesa MOpyIIeHb — Ha MTOPTY KOMYTa-
Topa, Touku mocrymy Wi-Fi abo mapmpyruzaropa, ski
miaTpuMytoTh TexHomorito NAC.

BHUCHOBKU

Buxoasuu 3 HalOULIBII MOMUPEHUX 3arPO3 Mepexe-
Boro (migMina IP-anpecu Bysna, HaB'a3yBaHHS XHOHOTO
MapuIpyTy, IEpeXOIICHHS 3T0BMUCHUKOM Aiamna3ony IP-
ajzipec Ta OTpUMaHHs iHpOpMAILlii IPO JIOTIYHY CTPYKTYPY
Mmepexi, DD0S-arak Ha 30BHIIIHI KaHaJH), TPAHCIIOPT-
HOrO (TepexoIuieHHs iHpOopMalii Ta MiJKIIOYEHHS 10
BIIKPUTUX IIOPTiB MPOTOKONIB TPAHCIIOPTHOTO PiBHS)
1 mpuknagHoro (TepexorieHHs indopmarii, Bipycu Ta
LITUTYHChKE MporpamHe 3adesnedeHHs, DoS ta DDoS-
aTaku Ha iHdopmariiiHi cucremu) piBuiB Momeni OSI
MPOAHATI30BaHO OCOOJMBOCTI METOIIB 1 TEXHOJIOTIH
3aXHCTY Ta BU3HAYCHO, JUIsl BUPILICHHS SKUX 3324 3aXH-
CTy BOHH MOXYTh OyTH 3acTOCOBaHi. Po3risHyTi
y poboTi mimxoau g0 3aXUCTy (TEXHOJOTIS TPAHCIAIII
MEpEeXEBHUX a/Ipec, CTBOPEHHS CIHCKIB KOHTPOJIO JI0C-
TyIly, CTBOPEHHSI CIIMCKIB 3a00pOHEHUX MapLIPYTiB 10
BY3JIiB Mepexi, mudpyBaHHS JaHUX Ta aBTCHTH(IKAIis
cy0’€KTiB OOMiHY JaHHUMHU 3 BUKOPUCTAHHSIM IPOTOKOIY
SSL/TLS, BHKOpHCTaHHS CepBEepiB-TIOCEPEAHUKIB Ta
MEXaHi3MIB KOHTPOJIO Ceciid, KOHTeHTHa (iIbTparlis,
cucremu Ha 6a3i CDN) 103Bosst0Th €hEKTUBHO MPOTH-
JUSITH, y TIepIIy 4epry, 30BHIIIHIM MOpYNIEHHSM iH(POp-
Mariifaoi Oesnexu. CTaTTs € APYTO0 3 IUKITY CTaTew,
NPUCBSYEHNX METOJIaM Ta TEXHOJIOTisAM 3axucty. I[Ipose-
JIeHUH B poOOTi aHali3 METOZIB Ta TEXHOJOTIH 3aXHCTy
Ha pi3Hux piBHAX Mmogmeni OS| mo3Boiisie yxBamoBaTH
OOTpyHTOBaHI pIMICHHS MIOAO0 BHOOPY METOMIB 3aXHCTY
JUISL MEPEeX PI3ZHOrO NMPHU3HAYEHHS Ta 3 PI3HUMH BHUMO-
TaMH MO0 3aXUCTy iHpopmariii. 3agada cTBOpeHHS ede-
KTUBHUX KOMIUIEKCHHX CHCTEM 3aXHCTy KOMIT FOTEPHHUX
Mepex Mo)ke OyTH BHpIlIeHa 3 BUKOPHUCTAHHSAM CYKYII-
HOCTI METOJIIB Ta TEXHOJIOTIH, SKi peai3oBaHi B cydac-
HOMY TEJIEKOMYHIKAI[ifHOMY OOJIaHaHHI I KOMII fO-
TEpPHUX MEPEX, SIK OCHOBM TEXHIYHOI CKJIAJOBOi TaKhX
cuctem. [Ipu BuOOpi Ta peamizallii TEXHOJIOTIH 3aXHCTy
JUISl KOHKPETHOT Mepexi HeoOXiTHO BpaXxoByBaTH 0CO0-
JIUBOCTI CTPYKTYPH Mepexi, cremianizamii poooTH KOM-
MaHii, BiporiAHICTs MPOBEIEHHI KOHKpETHHX aTak. Hama-
IITYBaHHS BiJNOBIHOTO (YHKIIOHATY Ha MEPEKEBOMY
0o0naiHaHHI T03BOJISIE 3A1MCHIOBATH KOHTPOJIb BiATOBII-
HOCTI TOJITHII MEpEeKeBOI OC3MEKH Ta pearti30BYBaTH
3aXHUCT MaKCHMaJIbHO OJIM3bKO JI0 MOXIIMBOTO JDKEperna
MOPYIICHS, 1[0, ¥ CBOIO YEPTy, MiHIMi3y€e MOXKIIHBI Hera-
THUBHI HACIIKH JJIs1 KOPTIOPATUBHOT MEPEXKi.
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Kues, Ykpauna

Pegpepam—PaccmoTpenbl HanboJ1ee pacipocTPaHEHHbIE PellieHNsI, KOTOpbIe MO/IePKMBAIOTCS NPOU3BOAUTEIIMH 000-
PYAOBaHMA VIl KOMIIBIOTEPHBIX ceTeil (KOMMYTATOPbI 2-T0 U 3-I0 YPOBHeii, MAPUIPYTU3aTOPbI), PEATH30BAHBI B Ollepali-
OHHBIX CHCTEMAX H IPOTOKOJIAaX M MOTYT ObITh HCIO0JIb30BAHBI NPH pPa3pafoTke M peajH3alMd KOMILIEKCHBIX CHCTEM
321U Thl KOPIOPATUBHLIX ceTeil. J[aHHAsA cTATbSI — BTOPasi U3 LIMKJIA CTaTell, IOCBAIEHHBIX AHAJIN3Y METO/0B H TE€XHOJIO0-
ruii 3ammThl. IlpuBeseHbl THIOBBIE YTPO3bl KOMIBIOTEPHBIM CETAM CeTEBOI0, TPAHCIOPTHOr0 W NPHKJIAJHOIO YPOBHe
mMonesu OS| W nmpoaHaIU3MPOBAaHbI 0COOEHHOCTH METOAOB M TEXHOJIOTMiH 3auIMTHI. Pe3yJbTaThl aHaiu3a MOTYT ObITh
HCMO0/1b30BAaHbI /I MPHHATHSI 000CHOBAHHBIX PelleHHil M0 BHIOOPY MeTOI0B 3alIMThI A/ ceTell Pa3HOro Ha3HAYEHHsI
U C pa3HbIMHU TPe0OBaHUSIMU K 3amuTe HHpopmanuu. Hactpoiika cooTBeTcTBYIOIEro GyHKIMOHAIA HA ceTeBOM 000py/0-
BAHHH MO3BOJISeT OCYHIECTBISATL KOHTPOJb COOTBETCTBHS MOJHUTHKE CeTeBOil 0€30MacHOCTH U Pealn30BbIBATH 3aLIUTY
MAKCHMAJIbHO 0JIM3KO0 K BO3MOKHOMY HCTOYHHMKY HAPYIIEHHIA.

buoJ. 16, Taou. 1.
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Abstract—Standard solutions that are supported by manufacturers of equipment for computer networks (switches the
2nd and 3rd levels, routers), implemented in the operating systems and protocols, and can be used for the development and
implementation of integrated corporate network protection systems are considered in this article. The article is the second

()
L@_ﬂ Copyright (c) 2017 Kyuepsrok I1. B.



http://creativecommons.org/licenses/by/4.0/
http://orcid.org/0000-0001-6381-0156
mailto:kuchernuk@kpi.ua
http://www.keoa.kpi.ua/
http://orcid.org/0000-0001-6381-0156
mailto:kuchernuk@kpi.ua
http://www.keoa.kpi.ua/

58 TenexomyHikaiii Ta 3aXucT iHpoOpMarii

of a series of articles devoted to the analysis of methods and technologies of protection. The typical threats to computer
network at the network (substitution the IP addresses of the nodes, imposing the wrong route, intercepting the IP address
range and receiving information about the logical structure of the network, DDoS attacks on external channels), transport
(Interception of information and connection to open ports of transport layer protocols) and application (Information inter-
ception, viruses and spyware) layers of OSI model are given and the features of methods and technologies to protect at are
analyzed. Technology of Network Address Translation and Access Control Lists are analyzed to prevent threats to the net-
work level. Features of using the “Blackhole” BGP function for protection against DDoS attacks on external channels are
considered. The features of the protocol Secure Socket Layer / Transport Layer Security to protect against threats to the
transport layer are analyzed. Approaches of “Statefull” Inspection and content filtering that allow implementing control of
connection, data control between specific applications and performing filtering unwanted information are considered at the
application level. Also, features of network security providing in heterogeneous virtual computing environments such as
GRID-systems and cloud computing are noted. The approaches to protection which ware considered in work allow to effec-
tively counter acting, first of all, external violation of information security. In the previous article of the cycle the methods
and technologies of the physical and channel levels that were aimed at protecting against internal attacks on computer
networks were considered. Analysis of methods and protection technologies at various levels of the OSI model which was
conducted in work allows making informed decisions about choosing methods to protect networks for different purposes
and with different requirements regarding data protection. Configuring the proper functionality on the network equipment
allows carrying out the monitoring of compliance with network security policies and implement protection as close to pos-
sible sources of violations.
Ref. 16, tabl. 1.
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