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AHHOTAN NS

PaCCMOTpeHBI NEPCHOCKTHUBBI MPUMCHCHHS TCIVIOBU3MOHHBIX CHUCTEM B 3aJadaXx KOHTPOJIA 0€301I1aCHOCTH.
Oco0eHHO aKTyaJIbHBIM SIBJISIETCSI CBOEBPEMEHHOE OOHApYKEHHE 3aNpeIEHHBIX IPEIMETOB, KOTOPbIE MOTEHIIH-
AJTbHBIA 3JIOYMBIINIJICHHUK MOJXKCT MPATATH IMOJ 0,[[6)K,I[OI>1. C ICJIbIO MMOBBIIICHUA B(I)Cl)eKTI/IBHOCTI/I TCIIJIOBU3UOH-
HBIX OXPAaHHBIX CHCTEM IPEIaraeTcsl aBTOMATHU3AIH [Ipoliecca 00pabOTKH TePMOTrpaMM C TIOMOIIBIO CPEICTB
FJ'Iy60KOF0 O6Y‘IGHI/I$[. B 4aCTHOCTH, OAHHUM H3 HauboJee NEPCICKTUBHBIX MCTOAOB ABJIACTCA HCIIOJb30BAHUC
CBEPTOYHBIX HEHPOHHBIX CETEH JJIs1 aBTOMATUYCCKOTO JICTCKTUPOBAHUS 3aNpPEIICHHBIX 00BEKTOB Ha HH(paKpac-
HbIX CHUMKaXx. Hpe,unomeHHaﬂ B CTAaTbC€ ApXUTCKTYpa CETHU MO3BOJIACT O6Hapy)KI/IBaTL Yy JUYHOCTHU SaHpeH_[éHHI)Ie
NpeAMETBI U paCIIO3HABATH KJIACC 3TUX MPECAMCETOB C ,I[OJ'ICI71 MPaBUJIbHBIX OTBETOB Ha TECCTOBOM MHOXKCCTBC 110
97.92%.

Abstract

Prospects for the use of thermal imaging systems in safety control problems are considered. Particularly rel-
evant is the timely detection of prohibited items, a potential attacker can hide under clothes. In order to increase
the efficiency of thermal imaging security systems, automation thermograms processing using deep learning. In
particular, one of the most promising methods is the use of convolutional neural networks for automatic detection
of objects in infrared images. The network architecture proposed in article makes it possible to detect identity of
prohibited items and to recognize these items with correct answers on the test set up to 97.92%.

KiroueBble c10Ba: TEIIOBU30PHI, OXpaHHBIE CUCTEMBI, TTyOOKoe 00yueHHe, CBEPTOUHBIE HEHPOHHBIE CETH,
JOIIOJIHCHUEC JaHHBIX.
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Introduction

Today, humanity is in a phase of constant devel-
opment of new technologies. The security of the popu-
lation is one priority areas for development. The issue
of recording and controlling unauthorized events is par-
ticularly important in the places with large concentra-
tions of people. In particular, effective and timely iden-
tification of hazardous items and reliability of this in-
formation is a great challenge [1].

The usage of thermal imaging systems is very ef-
fective solution to this problem. A peculiarity of such
thermal detectors is the requirement to obtain clear and
high-quality images offender at the greatest possible
distances maximum operating range of temperatures.
The image has to be as clear as possible to reduce the
probability of a false alarm. Reliable automatic object
recognition on infrared images is a current task. It is

necessary to improve the efficiency of data processing
and reliability of security systems.

Review of previous works

Modern thermal imaging systems are at an early
stage of development. Most of the latest developments
in this field are carried out in a highly secret mode. That
is why, the number of scientific publications in this
field is limited. This scientific paper [2] considers
promising fields of application thermal imaging sys-
tems. The analysis of existing developments has shown
that the usage of thermal engineering equipment in se-
curity systems significantly improves safety. It is stated
that improvements in production process of thermal im-
aging equipment and the consequent reduction cost in
future will lead to the widespread adoption of this tech-
nique.
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In article [3], the authors develop methods for an-
alysing thermal images obtained from thermal imaging
of a working object. The authors analyze obtained ther-
mal images and suggest using neural networks for im-
age processing and recognition. The proposed fault di-
agnosis methods have following stages: thermal imag-
ing,  preprocessing, feature  extraction and
classification. These diagnostic and analytical tech-
niques make it possible to monitor an object.

The work [4] proposes an approach to intelligent
three-dimensional video surveillance based on object
programming tools. In contrast to the conventional 2D
video surveillance, the methods of 3D vision provide
reliable recognition of parts human body that makes
possible a new statement of the problem and efficient
practical application methods of people behavior anal-
ysis in the video surveillance systems. The logic-based
approach intelligent video surveillance allows easy def-
inition of people complex behavior in terms of simpler

activities and postures. The goal of this work is to im-
plement advantages of the logic programming approach
in area of 3D intelligent video surveillance.

An approach to constructing security systems us-
ing a combination of infrared and terahertz images is
well-known. It is possible with Actor Prolog [5]. The
authors of the work have formed a huge database edu-
cational images which is freely accessible. The image
data can be used to develop algorithms for automating
the process video surveillance and security control. The
created data set consists images actors in the visible, in-
frared and terahertz spectra of electromagnetic radia-
tion. There are potentially dangerous objects hidden un-
der the actors' clothing (there are knives under the
men’s clothes in the example shown in Figure 1). The
authors of this development see possibility of automat-
ing the processing images from the data set under con-
sideration. Still, they do not propose concrete ways of
solving this problem.
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Figure 1. Sample images from the Actor Prolog training dataset

Several approaches to object recognition in infra-
red images are identified. These approaches can be di-
vided into two classes: recognition of secondary image
parameters by the programmer recognition system and
automatic recognition of parameter data using a large
number image samples, with the knowledge of a class
[6]. The most promising is the second class recognition
methods. It reduces the learning time of the classifier
and reduces influence of subjective errors that operator
can make. This is the basic approach for in-depth learn-
ing methods, which have recently taken a leading posi-
tion in the field of pattern recognition.

However, there are a number of problems in con-
structing neural network classifiers. The most serious
issue is completeness training sample during training of
the classifier. Moreover, the right choice optimal clas-
sification algorithm is important. Such algorithm will
make the most rational use of available computing
power. We should avoid the effect of re-training classi-
fier. Therefore, the classifier based on the comparison
of convolution neural networks is the most promising
in order to solve the problems object recognition [7]. At
the same time, it is necessary to select empirically the

neural network architecture as well as the size of the
kernels and other external parameters for each specific
problem.

Research results

The aim of the work is to construct an object clas-
sifier on infrared images using apparatus of convolu-
tional neural networks (CNN). Its advantages have
been described more specifically and in detail in the
work [1]. Based on the experience authors of Actor
Prolog, a convolutional neural network was developed
to handle a set of experimental data. The input image
from the results of the network automatically belonged
to one of the seven classes type detection of dangerous
objects, such as: automatic assault rifle, pistol, grenade,
knife, bottle, metal plate or safe object (not dangerous).

Python - programming language - was used to
achieve efficient and fast image processing. The ad-
vantages of this programming language are the exist-
ence of Python libraries. They have a variety of tools
for solving Al and data analysis problems. Using this
language, tasks of image analysis, text analysis and data
visualization can be performed much more easily. The
TensorFlow framework was chosen to develop neural
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network [8]. This library includes many different sets
of tools that allow you to write code at the desired level
abstraction.

The final experimental image base was divided
into three groups: training (4,300 samples), validation
(950 samples) and test (950 samples). The training
sample is used to train network; the validation sample
in the learning process serves to select hyperparameters
network; the test sample is a set of images that are used
to assess the performance network after graduation.
The ReLU activation function was used in the develop-
ment and is a good approximate. The optimizer adam
and accuracy metric were also used.

The main problem that significantly affects con-
struction time classifier is the necessity to select empir-
ically architecture of the neural network. In this work
experiments were carried out with the selection of the
most efficient network structure. Possibilities for fur-
ther automation of the operation security system were
taken into account. The architectures with one, two and
three convex layers with 3x3 pixel kernels were tested
in the course of development. Table 1 shows the results
of a neural network with different architectures.

Table 1.

Formatting numerical data in the form of a table

Augmentation Quantity Proportion of right Proportion of right Proportion of right
g data convolutional answers training sam- | answers validation answers test sam-
layers pling, % sampling, % pling,%
aug";:g‘n‘%;‘ttion 2 85.54 71.83 63.45
with an 1 97.64 96.47 95.32
. 2 98.97 98.32 97.92
augmentation 3 98.2 97.4 96.87

As it can be seen from Table 1, a trained two-lay-
ered neural network provides up to 97.92% confidence
in detection and classification of hazardous objects.
However, an augmentation of data was used to improve
the results training. It was due to the small number and
homogeneous nature training images. The augmenta-
tion was provided by a built-in TensorFlow image gen-
erator. It randomly modified each educational image:
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reflected, turned to a certain angle, changed its size,
contrast, brightness or changed nothing. This approach
has resulted in an artificial increase in the representa-
tiveness data set for neural network training. Moreover,
it increased the reliability of the classification [9]. The
detailed architecture of the optimal network is pre-
sented in Figure 2.
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Figure 2. Architecture of a neural network for recognizing objects in infrared images

The neural network training graph is shown in Figure 3.
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Figure 3. Graph of neural network training

In reality, the main drawback of this system is a
serious dependence on the type of human clothing. The
presence of oversized or warm clothing (such as a win-
ter jacket) on a person makes it difficult to detect a dan-
gerous item on thermograms.

To address this problem, it is proposed to analyze
images not only in the infrared but also in terahertz
range. At the same time, the usage of such an approach
is currently hampered by both the high cost of security
thermal imaging and the difficulty of obtaining te-
rahertz images. Moreover, there is a problem of the lim-
ited radius of efficient usage terahertz radiation [10].

Conclusions

This work analyses ways of developing and in-
creasing efficiency of thermal imaging systems in
sphere of safety. Together with the improvement tech-
nical parameters of thermal engineering equipment, the
future direction is the automation of the work security
systems. A software was developed for the automated
analysis of infrared images based on the big training
base of Actor Prolog. Due to a number of advantages,
the usage of convolutional neural networks (CNN) is
proposed as a method of thermal image automation. In
order to improve the development results, it was de-
cided to increase the data artificially (the process of
augmentation). This approach made it possible to detect
automatically forbidden objects on infrared images and
to recognize a class of these objects with a proportion
correct answers to 97.92%.

The study suggested ways to improve thermal
safety systems. The main task for further development
is to expand image database. It is necessary to use not
only infrared images, but also terahertz images. This
approach will lead to a more efficient neural matching
network and reduce false alarm.
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