KPUTEPII I METOJ]OJIOTIA OL{IHKH EQEKTUBHOCTI...

IopiBHsiHO 3 MeTogoM Ha ocHOBi omHoBumipHoro JKII [5] 3anpomonoBaHuii mMeton 3abe3medye MEHIeE
crioTBopeHHs1 npu BOynoByBanHi [[B3. IIpu npomy 3amponoHoBanuii Meron 3abe3nedye BOYZOBYBaHHS y 8 pasiB
MeHmmoi kimpkocti 6iTiB 1IB3. Leit moxa3HUK MOXHA 30iMBIINTH AJIS 3aIPOIIOHOBAHOTO METOXY, SKII0 y MaTPHIIIO
8x8 ememeHTiB BOYJOBYBaTH HE OIWH, a JeKinbka OiTiB. [IpoTe, 11e MOke PU3BECTH 0 CIIOTBOPEHHS BEKTOPHOTO
300paxkenHs. Kinekicts 6iTiB [|B3 Ha oHY MaTpuIio MOXHA 30UIBIINTH, alle SKIIO PiBEHb CIIOTBOPEHHS MIPH HEOMY
Oyzae DOmyCTUMHIA 3TiTHO 3 MOCTABICHUMH BUIMOTaMH JI0 SIKOCTI BEKTOPHOTO 300paKeHHS.

[IpoBeneHunii aHami3 Mmoka3ye, IO 3alpPOMOHOBAHHUN METOX 3abe3medye 30epe:KeHHS BHUCOKOTO PIiBHS SIKOCTI
300pakeHHs micist BOynoByBanHs LIB3. Ilpu mboMy MeTon, SIK i OUTBIIICTh ICHYIOUHX METOIiB BOy#HoByBaHHs [IB3 y
BEKTOPHI 300paKeHHSI, € JOCTATHHO CTIMKHUM JI0 MOMIMPEHHUX CTeraHorpadiyHux aTax.

V BucHoBku

3anpornoHoBaHO cTeraHorpadiuyauii merox BOymoByBaHHs [IB3 y BekTopHi 300paskeHHS I BiIKPUTHX
creranocucteM. OcobnuBicTIO MeTony € BuKoprucTaHHs nBoBuMipHOTO JIKII myst matpunps po3mipom 8x8 Ta 3MiHa B
HUX BHCOKOYACTOTHUX KOEQIIlieHTiB, fKa 3MIHCHIOEThCS 3aiexHo Big Oitry 1IB3 Ta aBox nmomatkoBmx BY-
Koe]ilieHTIB Ha cepeAHbOapU(PMETHIHE 3HAUCHHS X Koe(iIlieHTiB, 301pIIeHe a00 3MEHIIIeHe Ha BeINMINHY P, sKa
3abe3mneuye "iTKy imeHTH(]iKamiro OiTiB mpu BuTsATyBanHi [[B3.

[IpoBenenuit aHayi3 SKOCTI 3alpPONOHOBAaHOTO METOAY 3 TOUKM 30py BIUMBY LIB3 Ha sKkicTh 300paskeHHS
MOKa3aB, IO 3alpoloHOBaHi BHKOpHcTaHHs JBoBuMipHOoro JIKIT Ta 3MiHM #Horo koegili€HTIB JO3BOJIAIOTH
BUPIIINTH MPOOJIeMy MOTIpLIEHHs SIKOCTI 300pakeHHs1 BHaciinok BOynoByBaHHs LIB3. IlpoBeneHo mopiBHAJIbHUI
aHaJli3 BUKOPUCTAaHHS JBOBHMIpHOTO Ta omHoBuMipHOro JIKII juis 3axucTy BEKTOPHUX 300pakeHb y BIIKPUTUX
CTETaHOCHCTEMaX Ha MPUKJIAJl YaCTHHH BEKTOPHOI KapTH, SKWUW MOKa3aB, 10 BUKOPUCTAaHHS ABoBHMipHOTO JIKII
MOPIBHSIHO 3 OJHOBHMIPHHMM JIO3BOJISIE 3MEHIIUTH HeraTuBHUH BIUMB 1[B3 Ha sKicTh 300paskeHHs MPHONHU3HO y 8§
pasis.

AHami3 CTIHKOCTI 3aIPOMOHOBAHOTO METOY MPOBOAMBCS 3 TOYKH 30pYy CTIMKOCTI BEKTOPHOTO 300paske€HHS [0
aKTHBHHX aTak, sKi CIipsMoBaHi Ha 3HHMIIEeHHS 9 miaminy [1B3. IIpoBeaennii anamiz mokasas, 0 3alpOITOHOBAHUN
METOH, 5K 1 OiNBIICTh iICHYIOWHX METOIIB, € TOCTaTHBO CTIHKMM 10 HAWITOMIMPEHIMHX BHIIB cTeraHorpadidHuX
aTax.

Jlimepamypa: 1. B. O. Xopowro, O.[]. Azapos, M. €. Ilerecm, FO. €. Apemuyx. OcHosu Komn romepHoi
cmezanoepaghii. Hasuanvnuii nocionux. — Binnuys: BITY, 2003. — 143 c. 2. Konaxosuu I'. @., Ilyzvipenxo A. IO.
Komnvromepnas cmezanocpaghus. Teopus u npakmuxa. — K.: « MK-IIpeccy, 2006. — 288c. 3. Liangbin Zheng, Yulu
Jia, Qun Wang. Research on Vector Map Digital Watermarking Technology // First International Workshop on
Education Technology and Computer Science — 2009. p. 303-307. 4.V. Solachidis, N. Nikolaidis and I. Pitas.
Fourier descriptors watermarking of vector graphics images // International Conference On Image Processing. —
2000,Ne3, p.9-12. 5. M. Voigt, B. Yang and C. Busch. Reversible watermarking of 2D vector data // ACM Mutimedia
and Security Workshop. —2004, p. 160-165. 6. SIpemuux FO. €., Kapnineyv B. B. Bukopucmanhs yu@poeux 600AHUX
3HAKI6 OISl 3AXUCMY ABMOPCHKO20 npasa 6 30opavicennsix // [lpasose, nopmamuene, ma mempoio2iune 3a0e3neueHHs
cucmemu 3axucmy ingpopmayii 8 Yrpaini - 2006. - Ne2(13) — c. 63-69.

YK 681.3
KPUTEPII 1 METOA0J0I''sl ONIHKH ECEKTUBHOCTI
OPI'AHM3AII I HOBYTOBU APXUTEKTYPH 3AXHUINEHUX
IHOOPMAIIMHO-TEJEKOMYHIKAIIMHUX CUCTEM

Bauecnae Illopouwies
HH/I MBC Vkpainu

Anomayis: Hanaorbest HOBI BiTUuM3HAHI KpuTepii KinbkicHoi i 0aratodakTopHoi ouinku eddexTiBHOCTI
apXiTeKTypH 3aXMIIEHHX KOMI'IOTEPHMX CHCTeM 3 BHKOPHCTAHHSM KOHLENTYaJILHUX HiIXoAiB m010
NPIOPUTETHHOCTI 3aXUCTY KOMI'I0TepHOI iHdopManii Big 3arpo3 HECAHKLIOHOBAHOIO JOCTYIY AHAJOTIYHO
kpurtepito TCSEC (CIHIA) i €pponeiicbknx kputepiiB ITSEC (CILHA, Kanaga, Anriais, Himeuyuuna,
®panuia, Higepnanau). Po3rasaaloTbess TeopeTHYHi i NPaKkTHYHI acmeKTH MeTOX0JOril  OLiHKH
e()eKTUBHOCTI OpraHizauii i o0y 10BH apXiTeKTypH 3aXMIIEHUX KOMII'IOTEPHUX CHCTEM.

Annotation: The new domestic criteria of quantitative and multivariable estimation of effektyvnosty
architecture of the protected computers systems are expounded with the use of conceptual approaches
about priority of zschyty computer information from the threats of unauthorized division in obedience to
the criteria of TCSEC (THE USA) and European criteria of ITSEC (The USA, Canada, England,
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Germany, France, Netherlands). The theoretical and practical aspects of mtodologyy estimation of
efficiency of organization and construction of architecture of the protected computers systems are
examined.

Kniouoei cnosea: Opranizaniss apxiTekTypu, mo0yaoBa apXiTeKTypd, MeXaHi3M pPeHTHHIOBHX OLIHOK,
pedTuHr npodinio, Moxeab apxXiTeKTypH, HeCAHKIIOHOBAHMI JAOCTYN, KPpUTepii pedTHHr npodimo-pusuk
Oe3nexku-rapaHTis 0e3MneKu.

I BCTYII

3a pesynbTaTaMd NPOBEACHHX OaraTOPiYHUX JOCTIIDKEHb MPOTOHYIOTHCS KOHIENTYaldbHI NUISIXA PIlISHHS
npoOJiemMH oprasizaiii i moOyJ0BH apXiTEKTypH 3aXHIIEeHNX iH(HOpMaLiiTHO-TeNeKOMYHIKalliHHIX CUCTEM (B HEPIINX
HopMaTuBHUX JokymeHtax HJ[ T3 BukopucraBcs TepMiH KOMIT'FOTEPHI CHUCTEMHM) 3 HOPMYBaHHAM iX
iHpopManiiHOT Oe3MeKH 3a CaHAapPTU30BaHUMH PIBHSIMH, a TAKOXK 32 KPUTEPIEM PEUTHHT MPOQUII0 - pU3UK Oe3NeKu
- piBeHb OOMeXeHb BHUJIIB iH(pOpMauiiHOI AisUIBHOCTI - BapTicTh. Hanami Oyxe BUKOPHCTATHCH 1 TEPMIH 3aXHUINEHI
koM 'totepHi cuctemu (3KC).

OmHUM i3 OCHOBHHX METOIOJOTIYHHX MUIAXiB MONIYKY pimeHHs npoOneMu oprasizamii Ta TOOyZOBH
apxitekrypu 3KC y nmaHiii crarTi BBakKaeTbCs BHUKOPHCTaHHS METOIB KOHIICTITYaJdbHOI EBPUCTHKH. BoHHU
nepe0avaoTh BU3HAYCHHS MHOXKMHM TaKHX PEJICBAaHTHUX IIIAXIB PIMICHHS MPOOJIEMH, cepes SIKUX 3 H0CTaTHBOIO
IMOBIpHICTIO € 1 pe3yIbTaTUBHUHA MIISX.

[Ipu aHami3i MOYAaTKOBOI CHUTYalii JIOAWHA-EKCIIEPT HE MpOCTo 30mpae iHdopMariro, HEOOXITHY IS PIilICHHS
3ajayi, a Oynye OaraTogakTOpHy CTPYKTYPOBaHY KOHLENTYaJdbHY MOJIENb IPOOJIEMHOI CHTYyallii, BUOKPEMIIOE
HalBa)XJIMBIlI €JIEeMEHTH, BIIHOCHHH MDX HUMHU 1 ()OPMYye IX OCHOBHI y3araJbHEHi €JIEMEHTH Ta BIIHOCHHU MiX
HuUMHU. Taki y3arajgbHEHI €JIEeMEHTH 1 BiIHOCHHM MiDX HUMH B KOHLENTYaJbHUX E€BPUCTHUKAX BH3HAYAIOTHCS SIK
xonyenmu [1]. Ha 1X OCHOBI HamaeThcs MOXKIMBICTH JOCSATHEHHS OOpaHOi METH HPH TPaAUIiHHOMY 00 €KTi
nociimkenns 3KC, ane mpu HOBUX KOHIIETITYaJIbHUX HAIlpPsSMKaXx MPEAMETa JIOCHTIPKEHHS K B TEOPETUYHOMY, TaK 1
B IPAKTUYHOMY aCIIEKTaXx.

[Tpu oprawnizauii i nodoyxnosi apxitekrypu 3KC mMae BpaxoByBaTHCs, HacamIiepel, IPIOPUTETHICTh BUMOT YMHHHUX
BITYM3HSIHAX HOPMATHBHO-TIPABOBUX JIOKYMEHTIB, X TpeOa JAOTpUMYBAaTHCh Ta HaJaBaTH IM INOJAJBIINA PO3BUTOK
10710 IUIAXIB IX MPAaKTUYHOI peasnizamii, B TOMY YHCII 3 ypaxyBaHHIM MDXHAPOIHOTO JOCBily Ta 3a pe3yiabTaTaMu
Jociimkens. e i nokimaaeHo B ocHOBY cratTi [2].

II OcHoBHA YacTHHA

Po3po0iiena nepcnekTHBHA KOHLENTyalbHa MOJIEINb MOJITHKY MTOOYJOBU apXiTEKTYpH 3aXHUILEHOT KOMI IOTEPHOT
CHCTEMH 3 HOPMYBaHHsM 11 iHpOpMaIiiHOT Oe3neKkn CTaHIapTU30BAHUMHU PIBHSIMH, a TAKOXK 32 KPUTEPiEM peHTHHT
npodimto - pu3uK Oe3neKy - piBeHb 00MekeHb BU/IB iH)OPMAIIiITHOT AiIIHHOCTI - BapTicTh. [Ipobmema dpopmyBaHHS
MOJIITUKK OE3TMEeKH Ta eKCIIEPTHA OIiHKA i1 e()eKTHBHOCTI 3a YOTHpMa OOpaHUMHU (PakTopaMu cama 1o coli CKiIaaHa
AK B MPOTPaMHO-MaTEeMATHIHOMY, TaK 1 B IPAKTUYHOMY acriekTax. YoTHprox(pakTOpHUN (YHKIIOHAT caM IO co0i
notpedye BHKOPHCTaHHA YYTIMBUX MaTeMAaTHYHHX METOMIB IO 3MiH ¢akTopiB. B 3ampomoHoBaHiii Momeni 3MiHI
mux (akTopiB popMalizyIOThCA iX CTaHAapTH30BaHUMHU piBHsAMHE (Layer).

Tak, 3axumieHicTs iH(QOpMAIl periTaMeHTYEThCS ABOMAa DPIBHAMH — HEOOXIIMHUI Ta MakCHMambHWHA. Bumn
iHpOpMaLiHHOT MiSUIFHOCTI PEryIaMEeHTYIOTHCS JOIYCTHUMUM, 3a/laHUM Ta MiHIMaJbHUM PIBHAMH oOMexeHb. PiBeHb
3axHCTY 1H(OpMALTl perIaMeHTYEThCSI HEOOXIIHUM 1 MaKCUMaJIbHUM PIBHSAMH. BuTpaty Ha 3axuiueHicTs iHdopmarii
PErIaMeHTYIOTHCSI MiHIMAJIbHIM, JIOyCTUMHIM Ta HeoOxinHuM piaamu. Le cranmaptuzoani JICTY pieni [3 — 5].

3aBIaHHs JOCIIJDKEHHS IMOJISIra€ B TOMY, OO0 BM3HAYMTH 1 3alpPOINOHYBATH TaKi KOHLENTYyalbHi, HaWOiIbLI
e(eKTUBHI 1 pe3yJIbTATUBHI LUIIXU (KOHYenm-npasuia) pilieHHs MpoOIeMH MiIBUILEHHS e()EeKTUBHOCTI 32 PaxyHOK
(hopmyBaHHS BiJIIOBIIHOT (2AaNTHBHOT) MOJITHKY MOOYOBU Ta opraHizauii apxitekrypu 3KC.

Y po3pobneHHI Momeni mMigBUINEHHS e(EKTUBHOCTI Opradizamii Ta MOOyTOBH apXITEKTypH 3aXHIICHUX
KOMIT FOTEpHUX cUcTeM e6nepuie B Teopil T3l mporoHyeTbess BH3HAYaTH Ta pEali3oBYBaTH B noaimuyi Oe3nexu
apximexkmypu HACTYNHI JHECSITh HAHOUIBII pe3yNbTaTHBHHX KOHLENTYaJbHUX YHHHHKIB (KOHYenm-npagu)
AHAJIOTIYHO METOJONTIT MikHapogHoTo ctanmapty [SO 17799 momo necsaTi NPUHIUIIB YIIPaBIiHHS iH()OPMAIIIHHOIO
0E3MeKOoI0 Ta JeCATH KIIIOYOBHX 3ac00iB ii ayaury:

- Tepiie KOHIENT-TPABHIIO IMOJO MPIOPUTETHOCTI npoginto 3axumeHocTi iHpopmamii 3KC, skuit mae Oytu
BIAMOBITHUM (afanTUBHUM), Hacammnepen, migknacy 3KC, B sskoMy BU3HA4YalOThCSI 1 HAJalOThCS IiJIBUILIEHI BUMOTH
JI0 3aXUCTy BiI HOpYyIICHb MOMITHKH KoH(imenuitaeti K, rimicHocti I 1 goctymHocti [l indopmamii Ta skuit
MOBHHEH €(EeKTHBHO MPOTHAIATH 3arpo3aM iX MOpYyIIEHHS 3a oOpanuM piBHeM Oesmeku (Layer) 3aiesxHo Bif
obpanoro migknacy K, I, JI, KL, K, KII/I;

- Ipyre KOHIENT-TPABIIIO 100 MPIOPUTETHOCTI 71i0KIACI8 KOKHOTO KIIACY 3aXUIIEHOI KOMIT IOTEPHOi CHCTEMH,
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SKi pealli3yloThCsl B apXIiTEKTypi 3aXUILEHOT KOMIT FOTEPHOI CHCTEMH IIIIXOM BUKOPHCTaHHS aJalNTHBHUX 3arpo3aM
¢ynkiioHanbHuX npodiniB 3 TexHodriero T o0poOkm iHpopmaril i HajaHHS BIANOBIIHUX 3arpo3aM HOCIYT
oesnexu (ADII-T);

- TPeTbe KOHLENT-TIPAaBHIO MOAO npoginvroi mocmyru Oesnexu (I1B-ITP), mix sikoro y maHOMY OCTIIKEHHI
BU3HAYa€ThCs (pyHKIiOHANEHA nociyra 6e3neku (PIIB) Tinbku ii 00020 IEBHOTO piBHS, SIKa KOMIDIEKCHO 3 iHITUMH
@IIb, oOpanuME 3a iX PEHTHHTOM, BHKOPHUCTYETHCSA Y CKIaai MPodimo 3 nosxum ado nomouynum (HETIOBHHM)
Ha0OPOM IS IIHOTO PiBHS TaK 3BaHUX enemeHmaprux QpyHKIioHANEHUX nocuyTr Oesneku ([IB-E®), MHOXMHA SKUX
periaMeHTOBaHa B TaOMMYHO-TEKCTOBOMY (OpPMATi B Kpumepiax 3aXHIICHOCTI iH(popMalii Bil HECAHKIIIOHOBAaHOTO
JOCTyIy 3a BUMOramu HopMaTtuBHOro gokymenty HJ[ T3I 2.5-004-99 [6], a Takox 0COOIMBO 3 ypaxyBaHHIM HOBUX
BaromMux BHeckiB B Teopito T3I mon0 Metoanuynux BkasiBok HopmatuBHHX gokymeHtiB H/I T3I 2.7-009-09 ta H/{
T312.7-010-09 [7, 8];

- YeTBEpTEe KOHIICTIT-NPABUIIO OO0 8azomocmi MPOGUIbHOT TOCIYyrH OS3MEeKH I MiABHIICHHS ¢()EeKTHUBHOCTI
TIOJIITUKY OpraHizauii i moOynoBu apximexmypu 3 000B’I3KOBUM BU3HA4YCHHIM Uil Hel HeoOxinHux ymos (I1b-HY,
TOOTO HEOOXIAHMX JOAATKOBUX IMOCIYr Oe3nek), 0e3 BUKOHAHHS SKUX HEMOXKJIMBE KOMIUIEKCHE HaJIaHHS MOCIYT
0e3mekn y ckaadi podiro 3 BUKOPUCTAHHSIM 00paHOTO pigHsa TPO(UTFHOT TOCITyTH Oe3IeKu;

-I'ATe KOHIENT-TIPaBWJIO INOJAO0 6azomocmi oOpaHOoro mpodimo aiast npomudii 3azpo3am TOPYUICHHS
koH}imeHmiitHeTi K, mimicrocti I i moctymuocti [I, a Takox cmoctepeskeHocTi H iH(popmamii, ska KUTBKICHO
O0YHCITIOETECS HOTO nosHum abo nomouxum (HETIOBHHM) pedTHHroM i kKokHoro miakmacy K, I, [, KU, K],
KI;

- IIOCTE€ KOHIENT-TIPaBWJIO - BIEPINE 3aIpPONOHOBAHH MeXaHi3M NpO(iTbHUX MOCIYr Oe3NeKH 3a MOTOYHUM
pEeUTHHIOM MpodiIt0 Ma€e OHY CHCTEMHO-ICTOTHY IepeBary, sika IoJisirae B HOro 4yTJIHMBOCTI O OBHOTH Habopy
BHU3HAUCHUX BUIIE eremenmapHux GyHKIioHambpHUX nocuyr 6e3nexu [1b-ED ta neooxignux [1b-HY, came Tomy Bin
MOXe OyTH MPaKkTUYHO BHKOPUCTAHHMH EKCIEPTOM MJIsl EIEKTPOHHOTO JIOKYMEHTYBaHHs PE3yJbTaTIB OLIHIOBAHHS
PIiBHS rapanTiii KOpEeKTHOCTI peaizanii QyHKIIOHANIBHHUX 1 TApaHTIHHUX MOCIYT Oe3MeKH 32 BUMOTaMU MPUHIIUIIOBO
Ba)KJIMBOTO 1 HOBOr0 HOpMaTHBHOTO gokymenty HJI T31 2.7-010-10 [8];

- CbOM€ KOHIIENT-TIPaBHJIO - KOKHUI NMpo(diiab BU3HAYAETHCS 3a pIBHEM BUTpAT Ha Oe3IeKy, 3a piBHEM PEHTHHTY
npodiist, 3a piBHEM OOMEXEHb BHJIB iH(GOPMAIHHOI IiSUIBHOCTI, @ TaKOX KOMIUIEKCHO XapaKTepU3YETHCS Tak
3BaHOIO TexHoJorieto T oOpoOku 3axminyBaHOi iH(opMalii 3aJeKHO BiJl KUIBKOCTI 1 PIBHIB NMPOQIIBHUX MOCIYT
Oesrneky, a Takox miakiacy i kinacy 3KC;

- BOCBME KOHIIENIT-IIPaBUIIO - BIEPILE 3alPOIOHOBAHUM A1 MOOynoBH Ta opranizamii apxirektypu 3KC piBeHb
oOMexeHp BHUIIB 1H(GOPMAIIHOI HiSIBHOCTI MOXKe OyTH BHKOPHCTaHMH Ha 00’ekTi iH(popMmauiiiHO misiubHOCTI 3
BUKOPHUCTAHHIM 3aXMIICHUX KOMII'IOTEPHHX CHUCTEM IEPIIOro, IPYroro 4M TPEThOTO KIAcy, BiH BHU3HAYAETHCA 1
peartizyeThses 3a OKPEMUMH CIIeI[iaTbHIMHA BUMOTaMH;

- IeB’ATe KOHLENT-NIPABIWIIO - JOTPUMAHHS MpboX OCHOBHUX CUCMEMHUX NPUHYUNIE peanizayii IOCTyT Oe3NeKu:
npunyun noxasy (MOCIyTa € 9H Hi), npuHyun oemoncmpayii (mociryra 6e3neku QyHKIIOHYE YU Hi), ApUHYUN 00KA3y
(mociryra 6e3neku epeKTHBHA U1 Hi);

- JIecsTe KOHIIETIT-TIPABIUIO - PiBHI rapaHTii iHpopMariifHoi Oe3meKn B MOJIET BpaxOBYIOThCS 3a BUMoramu HJ|
T3I 2.5-004 omocepenKoBaHO TUIBKHU [UIsl JAESKUX NPOQUIBHUX MOCIYT 0Oe3NeKH, a B HEIBHOMY BHUIVISAI — JUIS BCIX
ananTuBHUX MpodimpHuX mocuyr 6e3neku ADII-T. Tak, BOHU 3a3HAYAIOTHCS OKPEMO 1 sIBHO 3a piBHsamu [-1...I-7 Ta
omnocepeaxoBano B ADII-T uepes mopsinkoBuid Homep TexHouorii T 00poOku 3axuuryBanoi iHpopmarii B oOpaHOMYy
ajlanTuBHOMY (yHKIioHanbHOMY npodini. Hampukian, B ADII-T Boun BpaxoByroThcs 3a piBHeM -3 uepe3 yMOBHO-
HeoOXiJHI mociyru Oe3nexku sl Mociayrd "AHaii3 NMPUXOBaHMX KaHAJIB" MEpLIOro, JPYroro i TPEThOro PiBHIB,
T00TO I ipodimpHUX mocyr 6e3mekn KK-1, KK-2, KK-3, a takox mis mociyru "KondigeHniHicT pr 0OMiHI"
YEeTBEPTOro piBHs, T00TO npodineHOiI mocayru Oeznexu KB-4 [6, 9, 10].

EdexruBHicTs 00panoi nomituku modymoBu apxirekrypu 3KC MoHa OIIHUTH 32 PI3HUMH BapiaHTaMH 3aJICKHO
BiJl TPIOPUTETHOCTI OOPAaHOTO KIHIIEBOTO pe3ynbTaTy - abo e(eKkTHBHE HOpPMYBaHHA piBHIB, ab0 edeKkTHBHUI
aJTanTHUBHAUN 3arpo3aM (QyHKIiOHATEHUH Mpodiis 3a migkiacamMu koHpinenniHocTi K, mimicrocTti L, moctymaocTi [
ta ix conryuens K1, K, [T, KL, abo BapTicTs. [Ipu poMy mIkanu OmiHKA €(PEeKTHBHOCTI OYIYTh pi3Hi.

[TporonyeThes, SIK BXKe BIepiue OyJo ycHmiliHO peanizoBaHo B MibxkHapoaHux kpurepisx ITSEC (Awxrmis,
Himeuunna, ®panmis, Higepnanai), CCITCE (CUIA, Kanana, Aurmis, Himeuunna, ®@paniis, Hizepianmi), a Takox
B YKpaiHi mpu po3poOli i BBelEHHI B [0 IakeTy HOPMaTHBHUX JOKYMEHTIB 3 IUTaHb 3axUcTy iH(popmaiii B
KOMIT FOTEpPHHX CHCTEMaX BijJl HECAHKI[IOHOBAHOTO JOCTYIY, 00paTu HaHOiJblI MPIOPUTETHUM MOKA3HUK CTIHKOCTI
3aXHUIIECHOCTI BCi€l KOMIT'IOTEPHOI CHCTEMH BiJl HECAHKI[IOHOBAaHOTO JocTymy. Ilpu TakoMy MigXoi EeKCIepTHY
OLiHKY cTany Oe3mneku iHpopmanii B 3KC nponoHyeTsCcsi BUKOPUCTATH TaKi y3arajJbHEeHi KpUTepii 3aMiCTh MHOXKHHHU
110 4acTKOBHX KPHUTEPIiB 32 BUMOT'aMH HAJIAHOTO BUIIE MAKETy HOpMATHUBHUX JoKymeHTiB [10, 11].

Ilo-nepwe, Bu3HA4YaTH peHTHHT E MpOoQUII0 3aXUIMEHOCTI, SKUHA YHCENBFHO OLIHIOETHCS IMOBIPHICTIO HAJaHHS
MOBHOI HM3KHM esneMeHTapHHX ¢yHKuioHanbHux I1b-E®, ymoBHo-HeoOximuux IIb-YH Ta enemenrapHux
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rapanTiiinux I1b-EI' mocnyr Ge3nexu amnst koskHOI oOpaHoi nmpodinbaoi nociyru Oesnexu I1B-ITP B nesniit 3KC.
Peiitunr E BusHavaeTbes sk Gynkuionan F nocnyr 6esnexu [1b-E®, I16-VH, I1B-ET’, I1B-T1P.

Io-0pyee, Bu3Hauatn pu3nk Oesnekn R indopmarii B KC, skuii 9ucensHO OIMIHIOETHCS IMOBIPHICTIO HEHaTaHHS
Hi OfHI€T TOCTYTH Oe3MeKH i3 MOBHOI HU3KU eleMeHTapHuX QyHKIioHansHUX [15-E®, ymoBHO-He0OXimHuX [15-YH
Ta eneMeHTapHUX rapanTtiiaux [1b-EI" mocmyr 6e3mekn s koxxHOI 00panHoi nmpodinsHoi nociyru 6e3meku [15-T1P B
omixroBaniit 3KC.

Pu3uk Ge3nexn BU3HAYAETHCS SIK 3BOpoTHUH (yHKIioHan F mocmyr 6esnexu [16-E®, I1b-YH, I1B-EI", T1B-TIP.

Ilo-mpeme, BU3HA4YaTH TICBHUH piBeHb TapanTii 0e3nexu [-1...I'-7 mis neBHOTO pefituary E un pusuky Oesnexu
R ob6panux npodinis 3axuimieHocti inpopmarrii mis 3axurienux KC (AC) neBrHoro migkiacy 3rigHo 3 Bumoramu HJJ
T3I 2.5-004-99, HJT, T3I 2.5-005-99, a takok MeToauunux BkasiBok mHoBux HJI T3I 2.7-09-09 i HJ] T3I 2.7-10-09,
SIKI 3pOOMIIM BAarOMUii BHECOK B pOo3BUTOK Teopii T3I.

[NepcniektuBHuMil 6aratodakTOpHUI KpuTepiit opranizauii i moOyaoBu apxitektypu 3KC 3a dakropamu pedTHHT
npodiIro-pu3nK Oe3MeKu-rapaHTisi 0e3neKu-Bua 1HGOPMaIiiHOT TisSUIbHOCTI-BApPTICTh NMPH3HAYCHUH Ui HalaHHS
HAYKOBO-IIPaKTHYHHMX PEKOMEH/ALii B 1Ba MOCiJOBHUX €TallH.

Ha nepwiomy emani - ekcriepTHa omiHKa e()eKTUBHOCTI opraHizarii i moOymnosu apxitektypu 3KC 3a KinmpkicHUM
KpUTEpieM peHTHHT mpodimo-pu3uK Oe3meKu-rapaHTis Oe3leKkH, BOHA MOKe OyTH NpaKTHYHO peallizoBaHa 3a
MIPOTPaMHO-aITOPUTMIYHIMH NPaBUIIAMHU BXKE ICHYIOUHX eKcrepTHUX cucteM “Topcion-17, “Topcion-3”.

Ha opyzomy emani - migrpuMKa TPUIAHATTS PIOICHb OIOJ0 MEPCHEKTUBHUX IUIAXIB IMiABHIICHHS ¢()eKTUBHOCTI
apXITEKTYPH 3aXHICHUX KOMIT FOTEPHIX CHCTEM 32 KPUTEPiEM PEeHTHHT PO LTIO-PH3HK Oe3IeKu-TapaHTis Oe3MmeKn-
BU iHQOPMAIIIITHOT isUTBHOCTI-BapTICTh 3 MOKJIMBICTIO 3aKITFOYHOT ONTHMI3allii 32 IUMHU (PaKTOPaMHU.

OcHoOBHa yBara mio0 MiIXOXIB JI0 ONTHMI3allii 3a 4oTupMa (akropamu Mae OyTH 30Cepe/KeHa Ha peaizamil
MoJieNni MOJITUKY MiABHIICHHS e(eKTUBHOCTI opraHizamii i moOyaoBHM apXiTEKTypH 3aXHIICHUX KOMII IOTEPHHUX
CHCTEM, a TaKOX NUIAXiB 1i peamizallii 3 BUKOPUCTAHHAM HPUHYUNY NOKPOKOBOI onmumizayii 3BOPOTHUMHU
MaTeMaTUYHHMH METOJIaMH Teopil AnHaMiuHOro mporpamyBaHHs bemmmana. ToOTo, Ha sikoMy O eTami He TT0Yaoch
MiABUIICHHA e(peKTHBHOCTI apxitekTypu omiaioBaHoi 3KC (po3poOka, MozepHi3aiis, BIPOBAKEHHS), HACTYIIHI
KpOKH 3a0e3nedeHHs Oy ayTh TUIbKM ONTHMaIbHUMHU Ta 3 BUKOPUCTaHHSAM HAaHMEHIIOI KiJbKOCTI BapiaHTiB niepedopy
y TOpIBHSAHHI 3 yciMa IHIIMMH BiIOMHMH MAaTEeMAaTHYHAMH METOJAMH ONTHMi3amii. AJie Ui HbOTO HEOOXiTHO
CaMOCTIHHO pO3pOOHMTH LiAbOBY (YHKLiIO 1 pekypeHTHy Qopmyny miast ii oO4YMCIEeHHS 3 TPHKIIaJHOI0
¢dopmarmizamiero (i3HYHOTO CMHUCITY X KIACHYHAX MAaTEMaTHYHHX IMOKa3HUKiB. ToMy MeETOA AMHAMIYHOTO
IporpaMyBaHHsI 0OMEKEHO MOIIUPEHNH 1 MOTpedye BUCOKOTO PiBHS MaTeMaTHYHOI MiJIrOTOBKH 100 (opmaizawii
OaraTo(hakTOpHHUX MPUKIAJHUX 33/1a4. JJo TaKOTO KIacy 3a/av BiIHOCHTHCS 1 MpoOiieMa MiABUIICHHS ¢()eKTUBHOCTI
opranizatii i moOymosu apxitektypu 3KC.

Ha pgpyromy erami TakoX HEOOXiZHO pPO3POOMTH HOBI MPOTPaMHO-AITOPUTMIUHI TIpaBWia il OLIHKA
e(eKTUBHOCTI apXiTEKTypH 3a KiNbKICHUM KPHUTEpieEM pEeHTHHT Npodimo-pu3uK Oe3MeKHu-TapaHTis Oe3MeKH-BUI
iHpOpManifHOi AiSTEHOCTI-BapTiCTh. [IpHHIMIIOBHM TIpH IIBOMY € MiAXiJ 10 BU3HA4YEHHS "Baru'" Ta "HOpMyBaHHS"
MOCTYT OE3MEeKH KOKHOTO i3 YOTHPHOX (PAKTOPIB AJIS 3AIMCHEHHS iX KUTBKICHOI OLIHKK Ta MOIABIIO] ONTHMI3aIlil.
KimpkicHa "Bara" BH3HA4aeTbcI OKpEeMO M pIiBHIB OOMEXeHb BHUAIB iH(pOpPMAmiiHOI MisUTEHOCTI, pPIiBHIB
3axHMIIeHOCTI iHpopMaii, rapanTiiHuX nociyr 6e3neku piBHiB [-1...I'-7 Ta piBHIB BUTpaT.

ITpu BuOOpi “Barm” Ta MaTeMaTH4YHOro ''MeTOAy ONTHMI3alii’ mociayr Oe3meKkH Uil KOXKHOTO i3 YOTHUPBOX
(haKkTOpiB KOHIENTYaJIbHOI MOJEI MONITHKH OE3MeKH BaXKIMBO JOTPUMYBATHCh peaji3alii MPUHIMITY ITOCTYIIOBOTO
HapOLIYBaHHS 3aXHIIEHOCTI iHpopMarlii abo, 1110 TeK came, IIOCTYIIOBOTO 3HIKEHHS pU3UKY O€3MeKH:

- IpHU JO0JAATKOBOMY HaJaHHI 70 ckiaxy obpanoro amantuBHoro npodimo ADII-T Hosoi npogineroi mocayru
Oe3nexu abo Oinbli BUCOKO20 i pi6HS,

- TIpY TiABUIICHHI PiBHA eapanmii Oe3MeKy;

- I TiIBHIICHHI 68UMO02 00 PigHA 00MedceHb KOKHOTO 13 00paHuX 6udig inghopmayilinoi disnbHocmi Ha 00’ €KTI
iHpopMamiifHOl MiSIBHOCTI (OACpKaHHS, BHUKOPHCTAHHSA, IOIIMpEHHs, 30epiraHHi iH(opMmarii) 3a o00paHOIO
MOJITHKOIO iHPOpPMaNiiHOi, aHTUBIpyCHOI Ta (izmuHOi Oe3mekn 3KC;

- TIpY TiABUIICHHI gumpam Ha 0e3MeKy KOXKHOTO 13 piBHIB Ta BUAIB iHQOpMAIIiitHOT MisUTBHOCTI;

- NpM TiABHIIEHHI 6umpam Ha (QYHKUIOHAJIBHI, TrapaHTiiiHi Ta mnpoduIbHI nOocHyrH Oe3neKku Bif
HECaHKI[IOHOBAHOTO JOCTYIIY;

- IpY MiABUIIEHHI 6umpam Ha aHTUBIPYCHY Oe3IeKy;

- Y TIABUIICHHI sumpam Ha Gi3ndHy Oe3MeKy.

ITpoxoMeHTyeMO IieH MPUHIUT OLIBIIT JOKIIAIHO.

IIpu BubOpi “Baru” ¢ynkyionarpbHux ma 2apaHmitiHux MOCIYT Oe3MeKr HeOOXiTHO TOTPUMYBATHCH HACTYITHOTO:
TIOCTYIIOBE HApOIIyBaHHS 3axXWIIEHOCTI iHpopmarmii (3HmkeHHS puzuky Oesmekn) 3KC 3miiicHioBaTH TimbKH 32
o0paHUM amanTuBHUM (QyHKIioOHATRHUM Tpodimem A®II-T mnpm momaTkoBOMYy HaJaHHI B HBOMY abo HOGOI
¢ynkuionanpHol nociyru Oe3nexkn koHdinenuiiinocti K, mimicuocti L, mocrymHocti [I, ciocrepexxenocti H, abo
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KPUTEPII I METOJ]OJIOTIA OL{IHKH EQEKTUBHOCTI...

OinbuwL 6UU020 IX PiGHs, a TAKOXK OUIBII 6uujoeo pisHs rapantii Oesmeku -1 ... -7 3a Bumoramu: HJI T3I 2.5-004
(mami Kpurepii), ocoomuBo Jomatkie A, b; HJ T3I 2.5-005 (mami Knacudikamis AC); HJ T3I 1.1-002 (mami
3arameHi monmoxenns), Hoeux HJ{ T3I 2.7-009-09, HJ] T3I 2.7-010-09. IIpoBeneni mocmimkeHHS MOKa3yIOTh, IO
TIPH [IbOMY MOJKJIMBI TTOBTOPHI 3Ha4YeHHS “pu3nky Gesmexu’ [10].

[IpomonyeThes Myt iX 3amo0iraHHs Ta OUTBIIOT UYTIMBOCTI KPHUTEPist pU3UK OE3IEKH - TapaHTis Oe3IeKH - BUJ
iHpopManiiHOi HisUTFHOCTI - BapTICTh HAJABAaTH “Bary”’ y BIJHOCHHX 3HAYEHHSX IS ITOBHOI TPYIH BHITQAKOBHX
moxi#t Bim 0.000 mo 1 msa cykymHocTe#t mocmyr 3a miaxmacamu K, I, 1, KL, KJ, A, KLU, ane 3 ypaxyBaHHAM B
KOXKHOMY TiJIKJIaci MIOBHOT MHOKHHH JIeB’SITH MOCHYT croctepexenocti H y Burmsaai cykynmHocti mocyr KH, ITH,
JH, KIIH, KOH, [JH, KIJAH. Tak, ans nigknacy K (migBuiineHi BUMory o nociyr 6e3neku koHpinexnmnirHocti K)
“Bara” MOBMHHA HOpMYBaTHucs 10 1 i omHouacHoro Hajgauus nociyr K, 11, [, H, vanpukmaz 0.700 (migsuineHa
para K), 0.100, 0.100, 0.100 (piBaomipua Bara mocuyr LI, I, H), To6T0 HOpmyBaHHS 10 | BHKOHYETHCS
(0.7+0.100+0.100+0.100 = 1.000). Mos>knuBi i iHmm KoedillieHTH Bary.

Jdnst peanmizanii excrnepTHOI KiJbKICHOI OIHKM 1Mo (akTopy “BapTicCTh” MNpPOMOHYEThCS 3a pe3yJbTaTaMu
npoBeeHuX gociikenb [10] Ta 3rigHo 3 BuMoramu KpurtepiiB aist KoskHOT eneMeHTapHOi (QyHKI[IOHATBHOT MOCITyTH
Oesmekn B TabmmuHO-TekcToBOMY (opmari (IIB-E®D) B posmimi 6 KpurepiiB (kputepii koH}imeHmiitHOCcTI K),
aHanorigao B po3nimi 7 (xpurepii mimicHocti L), posmimi 8 (xpurepii moctymuocti [I), posmimi 9 (kpurepii
crocrepeskeHocti H), a Takok A KOKHOI eixeMeHTapHOi rapanTiitHoi mocnyru Oesmeku (I1B-EI') B mimposzmimax
10.1...10.4 KpurepiiB HagaBaTtu BapTicTh B y. 0. ycim nociyram [1B-E®, [1b-ET" 3a craTHCTHYHAMU TaHUMHU Pi3HUX
ix mimeHziaTiB. {7 y3TOIKEHOCTI 3 KPHUTEPIEM PEHTHHT MpOdiTIO-PH3UK OE3MEeKH-TapaHTis Oe3meKd HEeoOXiTHO
KpUTEPIIo “BapTiCTh” TAKOXK, K 1 KPUTEPII0 “pH3HNK OE3MEeKH’, KUIbKICHY OLIHKY Ha/JaBaTH y BIIHOCHHX 3HAYCHHSIX
Bix 0.000 mo 1. AHayoriuHi BHMOTH CTOCYETHCS KpUTepis “BUA iH(opMauiiHOI AisNIBHOCTI”, B sIKOMY Tpeba
JIOJATKOBO BpaxyBaTH BHMOTH OO Kareropid ob6poOimoBanoi iHpopmarii oOMeXeHOTO IOCTYIy uepe3 piBHi
oOMexeHb BHJIB iH(POPMaIifHOT AiSTIBHOCTI, 1 HaZlaBaTH Bary TaKoX y BIIHOCHUX 3HAYCHHSIX.

III BUCHOBKH

1. 3anpomoHoBaHi KpHUTEpii 1 METOMOJIOTiISI MOXYTh OYTH BHKOPUCTAHI JUIsl TiABHWINEHHS €(EeKTHUBHOCTI
opraHizamii i MOOYyIOBH apXiTeKTypH 3axXHUIIEHNX KOMII'IOTEPHHX CHCTEM NpH iX po3poOIi, momepHizamii i
BIPOBAJKEHHI B J[Ba €TAITM 3 BUKOPUCTAHHIM KiJIbKICHOTO 1 IEPCIIEKTUBHOTO KPUTEPIIB.

2. 3amporoHOBaHI JAECATh KOHLENT-NPAaBWI Ta KOHIENTyalbHa MOJAETb IOJITUKH TO0OYJOBH apXiTeKTypH
3aXMIIEHUX KOMIT'IOTEPHUX CHCTEM 3 HOPMYBaHHIM ii piBHIB Oe3leku 3a TMiJKiacaMyd KOXXHOTO Kiacy Ta 3a
KpHUTEpieEM peHTHHT Npodino-pu3uK Oe3neKu-piBeHs 00MeKeHb BUAIB iH()OPMaLiHHOT AisIIBHOCTI-BapTICTh MOXKYTh
Oyt 0a30BOI0 OCHOBOIO JJISI MOJAJBIIOIO PO3BUTKY Teopil MOOYyAOBM W oOprasizamii apXiTeKTypH 3aXHIIEHHX
KOMIT FOTEPHHUX CHUCTEM.

3. Hna mnpaktudHOi peamizamii 3ampOINOHOBAaHMX METOAWYHHX PEKOMEHAANid MOTPEeOYyIOTHCS IOAAJBINi
JOCTIDKEHHS 3 METOI0 PO3pOOKH Ta cTBOpeHHs HalioHaJbHOTO eNEKTPOHHOTO KaTajory aJanTHBHHUX 3arpo3aM 3a
migkmacamMu npo¢iniB 3axumenocti iHpopmanii ADII-T B AC ycix kiaciB i MmiAKiTaciB 3aMiCTh BH3HAYEHOI i
HETNIOBHOI HU3KM peTjIaMeHTOBaHMX 0azoBuX mpodimiB 3axumenocti B ynHHUX HJ] T3I 2.5-005-99 (Bchoro 90
npodimiB 3 ix noBHOI HU3kH 740360298600).

Jimepamypa: 1. B. A. I'epacumenxo. 3awuma ungopmayuu 6 a8mMoMamusupo8anHvblx cucmemax oopabomku
oannvix. B 2-x kn.% Kn. 1.- M.: Duepeoamomuzoam, 1994.- 400 c.: un. 2. Xl Meaxcoynapoons nayuno-
npakmuveckas — Kougepenyus  «bezonacnocmvy  unopmayuu 6 - UHGOPMAYUOHHO-MENEKOMMYHUKAUOHHBIX
cucmemaxy. Tesucwvt 0oknados 18-22.05.10. (Ilpoepamma rongepenyuu, cemunap Ne2 20.05.10, I[llopowes B. B.
«Kpumepuu u memoovi oyenku 3@gexmusnocmu opeaHuzayuU U NOCMPOEHUS. APXUMEKMYPbl 3AUUUEHHBIX
KomnvromepHuix cucmemy, ¢. 22). 3. JICTY 3396.0-96. 3axucm inpopmayii. Texuiunuii 3axucm ingpopmayii. Ocnogni
noaodicenrs. 4. JJCTY 3396.1-96. 3axucm ingpopmayii. Texuiunuil saxucm ingpopmayii. Ilopsiook nposedentsi pooim.
5. 4CTY 3396.2-97. 3axucm ingpopmayii. Texuiunuu 3axucm ingpopmayii. Tepminu ma eusnauenns. 6. HJJ T3I 2.5-
004-99. Kpumepii oyinku 3axuwenocmi inghopmayii 8 Komn 1omepHux cucmemax 6i0 HeCaHKYIOHOBAHO20 OOCMYNY.
JCTC3I CFY, 1999. 7. HJ T3I 2.7 -009-09. Memoouuni exaziexu 3 oyinio8anHs QYHKYIOHATbHUX NOCTYe 6e3neKku 6
3acobax 3axucmy iHghopmayii 6i0 HecaHKyioHosano2o docmyny. Aominicmpayis /lepoicanoi cayscou cneyianvHoeo
363Ky ma 3axucmy ingopmayii Yepainu, 2009. 8. H/[ 131 2.7 -010-09. Memoouuni éxazieku 3 OyiHIO8AHHS Di6Hs
eapanmint  Kopekmuocmi peanizayii (QyHKyioHanbHUX nociye Oesneku 6 3acobax saxucmy iHgopmayii  6i0
Hecankyionosanozo oocmyny. Aominicmpayis Jlepacasnoi ciyaicou cneyianbhoco 383Ky ma 3axucmy iHgopmayii
Vrpainu, 2009. 9. HA T3[ 2.5-005-99. Kiacugixayis asmomamu3osanux cucmem i CMAHOAPMHI NPOQILL
saxuwenocmi  ingpopmayii. 610 Hecankyionosanozo odocmyny. JCTC3I CBY, 1999. 10. A. FO. Inoniyvkuil,
B. B. lllopowses, 1. JI. bruszuiok. Monoepagis “bazosa moodenv excnepmuoi cucmemu oyinku besnexu inghopmayii 6
KOMN TOmepHux cucmemax opeawie enympiwnix cnpae Yrpainu” (wugp “Topcion-1"). Csiooymeo [epoicasnozo
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Onexcandp [mumpenxo

Ooenapmamenmy inmenekmyanvnoi enacnocmi Minoceimu i nayku Ykpainu npo peecmpayiio asmopcvyko2o npasa Ha
meip Ne 14446 6io 20.11.2005 y euensioi npoepamuozo npodykmy “Topcion-1"". — K.: Buoasnuymeo HABCY, 2003p.
— 3l6c. 11. Hlopowes B. B., Hnnuyxuii A. E.,  Bausuok U. JI.  Oyenka 6besonachocmu  ungopmayuu 8
KomnvlomepHulx cucmemax om yepo3 HC/: obobwennvie kpumepuu, mabauunsie memooul. busnec u 6ezonacrnocme
N1, 2003. C.74-75. 12. B. Illopowes. Oyinka cmawny 6esnexu ingopmayii 3a cmanoapmuumu npogiramu it
3axuweHocmi 8 KOMN ‘tomepHux (asmomamusosanux) cucmemax. Hayxkoeo-mexuiynuii 30ipnux  “Ilpasose,
HOpMamueHe ma Memponociute 3abesneuenus cucmem saxucmy ingopmayii 8 Ykpaini”, HTY Vkpainu “KIII”,
Minoceimu i nayxu Yxpainu, J[CTC3I Cb Vkpainu, eunyck Ne 8, 2004. C. 48-56.

V]IK 681.3
HOBA KOHUENIA IOJITHKN OBYJOBU TA OPTAHI3ALII
APXITEKTYPU 3AXUIIEHOI KOMII'IOTEPHOI CHCTEMU
3 HOPMYBAHHSIM PIBHIB i IH®@OPMALIIHOI BE3NEKU

Onexcandp /Imumpenko
V131 /I3P MBC YKPAIHU

Anomayua: Ha ocHOBI 0araTopiyHHUX [JOC/IiZKeHb INPONOHYETLCH METONOJIOTisl ONiHKH edeKTUBHOCTI
peasizanii HOBOI HOJITHKH KOHUENTYAJIbHOI NO0Y0BH apPXiTEeKTYpPH 3aXHMIIEHOI KOMII’IOTEPHOI CHCTEMH 3
HOpMYBaHHsIM ii iHdopManiiiHoi Oe3nexku 3a KpurTepiem peiiTuHr npodinio, pusuk Oe3nexku, piBeHb
odMe:xkeHb BUIIB iH(opmaniiiHol nisiiibHOCTI, BapTiCTh.

Summary: On the basis of long-term researches methodology of estimation of efficiency of realization of new
policy of conceptual construction of architecture of the protected computer system is offered with setting of
norms of its informative safety on a criterion rating of type, risk of safety, level of limitations of informative
activity, cost.

Kawuosi  cnosa: IloreHuiiiHi 3arpo3u, HecaHKUiOHOBaHMIi Jo0cTyn, KOH(pigeHUiliHicTh, uiJdicHICTD,
JOCTYIHICTb, CIOCTePekKeHiCTb, (GYHKUiOHAJBLHI MNOCHYrH Oe3lleKkH, rapaHTiiHi mocayru Oe3mexw,
npodinbHi mocayru 6e3nexu, aHTUBipycHa 0e3neka, ineHTudikanis, aBTeHTHDiKALI.

I Beryn

IIpononyeTthest HOBa KoHIenisi MOTITHKN TOOYIOBH apXiTEKTypH 3axuIIeHoi komm 1oTepHoi cuctemu (3KC) 3
HOpMYBaHHSAM DiBHIB ii iH(opmamiiiHOi Oe3meKu 3a KpHUTEepieM PEeHTHHr Mpodino - pU3UK Oe3MEeKH - piBeHb
oOMexeHb BUJIB iHQOpMaLiitHOT JisUTBHOCTI - BapTiCTh. SIK OCHOBHMH MEXaHi3M MOIIYKY pillleHHs 1110J]0 OpraHizamil
i moOynoBu apxitektypu 3KC mpomoHyeTbCsi BUKOPUCTOBYBATH METOJM KOHIETITYaJbHOI eBpHCTHKU [1]. BoHm
nepen0avyaloTh BU3HAUYEHHS MHOXKMHU TaKWX LUIIXIB pilIeHHS MpoOJjeMHOl 3axadi, cepei SKUX 3 JIOCTaTHBbOIO
IMOBIPHICTIO € 1 HaiOUIBII pPe3yJbTATUBHUHM HUIAX 3 BUKOPHUCTAHHSIM (QYHKIIOHAJBHHUX NpO]ITiB, aganTHBHUX
3arpo3am (ADII).

[Ipu aHami3i MOYAaTKOBOI CHUTYyAaIlil JIOIUHA-EKCIEPT HETpOoCcTO 30mpae iHpOopMamito, HEOOXITHY A PIlICHHS
3amadi, a Oyaye OaraToakTOpHY CTPYKTYpPOBaHY KOHIICTITyalbHY MOIENh MpOOIEeMHOi CHTyaIlil, BHOKPEMIIIOE
HaMOLIPII BaXKITMBI €IEMEHTH, BITHOCHHU MK HUMH i OpMye Ha iX OCHOBI y3araibHEHi €JIEMEHTH Ta BiIHOCHHU
MK HUMHU. Taki y3arajgpHEHI €IEMEHTH i BITHOCHHHM MiXX HHMHU B KOHIICTITYaTbHUX €BPUCTHKAX BH3HAYAIOTHCS SK
konuentu [2, 3]. Ha 1X OCHOBI HAJA€THCSI MOXKJIHMBICTh JOCSATHEHHS OOpaHOi METH MPH TPaaULidHOMY 00’€KTi
nociimkerHs 3KC, ane npu HOBUX MpeAMeTax JOCIIDKEHHS K B TCOPETUYHOMY, TaK i B IPAKTHYHOMY aCIEKTaXx.

[epenycim oueBuaHO, 110 TpH opranizauii i moOynosi apxitektypu 3KC mae OyTH NIpiOpHUTETHICTH BHMOT
YUHHUX HOPMAaTHBHO-TIPABOBUX JIOKYMEHTIB, iX Tpeba JOTPUMYBATHCh Ta HA/ABaTH iM MOJAJBIINIA PO3BUTOK MO0
LNULIXIB 1X MpakTH4YHOI peaiizamii, B TOMy YHCJII 3 ypaxyBaHHSIM MDKHapOJHOTO 1 BITUM3HSHOIO JOCBiIy Ta 3a
pe3ysbTaTaMy BIaCHHUX JIOCIIIKEHb.

II OcHoBHA YacTHHA

Ha puc. 1 HaBeneHa HOBa KOHIIETITYaIbHA MOJICITh MOJTITUKH OO0y m0BH apxiTekTypu 3KC 3 HOpMyBaHHSIM PiBHIB
1l iHpopmariiiHoi Oe3mekn 3a KpHTEpieM peHTHHr Tpodimo - pU3MK Oe3leKu - piBeHb OOMEKEHb BHJIIB
iHpopManiiHOI AisIbHOCTI - BapTicTh. ClipaBa B TOMY, 1110 €KCIIEPTHA OLIiHKa Ta ONTHMIi3alist cTaHy iHdopmaniiiHol
Oesnexy 3a yoTupMma (akTopamH cama 1o co0l CKJIaJHa SK B TEOPETHYHOMY, TaK i B NPAKTUYHOMY acleKTax.
YotupboxdakTopHuil GyHKIIOHAT caM 10 co0i NOTpeOy€e BUKOPUCTAHHS UYTIMBUX MAaTEMATUIHUX METOJIB JI0 3MIiH
¢axropiB. B 3anpononoBaniii Mojeni 3MiHM 1MX (akTopiB HopMami3yloThCsl CTaHAAPTU30BaHUMH piBHAMU (Layer).
[Ipoanainizyemo ix.
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