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AHOTALIA

VY aumnomHii poOOTI PO3TISTHYTO METOAM BUSBICHHS aHOMaJIbHOTO Tpadiky
B SDN-mepexax. [IpoBegeHo aHami3 Miaxo/iB i3 TPhOX KaTeropiid: CTaTUCTUYHOT
(CUSUM), xmacmudoro ML (Isolation Forest) Ta r1imbOokoro HaBYaHHS
(Autoencoder, GNN). Bu3naueHno ixHi mepeBarm Ta Hemoiiku. Jis peaizamii
oopano CUSUM Ta Isolation Forest. Po3pobnena cucrema mpaiioe 3a
apXITEKTYpPOIO0 3 CEPBEPHUM MOAYJEM OOpPOOKH Ta KIIEHTCHKUMH CEHCOpPaMHU.
Peanizamito Bukonano 3 Bukopuctanssm Elixir, Python Ta ML-616110Tex.

Kirouosi cioBa: SDN, anomaiii tpadiky, CUSUM, Isolation Forest, Elixir,

Python.

ANNOTATION

This thesis explores methods for anomaly detection in SDN networks.
It analyzes three categories: statistical (CUSUM), classical ML (Isolation Forest),
and deep learning (Autoencoder, GNN). Their pros and cons are evaluated. CUSUM
and Isolation Forest were selected for implementation. The system uses a server-
based processing module with client-side sensors and is implemented in Elixir and
Python with ML libraries.

Key words: SDN, traffic anomalies, CUSUM, Isolation Forest, Elixir,
Python.
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1 HAUMEHYBAHHS TA OBJIACTH 3ACTOCYBAHHSA

JlaHe TexHIYHE 3aBJaHHA TMOIIUPIOETHCS HAa PO3pPOOKY CHUCTEMH aHali3y
MepexeBoro Tpadiky Ha OCHOBI METOIB BUsIBIEHHS aHoMani Tpadixky B SDN
Mepekax, a TAaK0XX Ha MOJANbBIITY MIATPUMKY Ta BIOCKOHAJICHHS CUCTEMHU.

OOGnacTi0o 3acTOCyBaHHSI IIi€l CHCTEMH € MOHITOPUHT Ta 3a0e3IeueHHs
iHpopMaIliifHOT Oe3leKr KOMITIOTEPHUX MEpeX MiAINPUEMCTB, JaTa-IEHTPIB,
TEJCKOMYHIKallIMHUX OIepaTopiB, a TAKOX JOCTIAHUIIBKUX Ta KPUTHYHO BaXKIMBUX
iH(bopMaliitHux 1HGPacTpyKTyp, e BUKOpUCTOBYeThcst SDN-apxitekTypa. Cucrema
MOxe OyTH 3acTocoBaHa JJisi BUSIBJIEHHsA aTak Tumy DDoS, HecaHKIIOHOBaHOTO
JIOCTYIy, CKaHyBaHHSI TIOPTIB, a TaKOX IHIIWX AaHOMAJbHUX CIIEHApliB Tpadiky B
pealbHOMY 4Yacl 3 METOK OIEpaTMBHOIO pearyBaHHS Ta MiHIMI3alli pPU3HUKIB

MOPYILICHHS IITICHOCTI, JOCTYIMHOCTI Ta KOH(1ICHIIIHHOCTI JaHUX.

2 IIIACTABU IJIA PO3POBKU

[TincTaBoto 1y1st po3pOOKHM TaHOT CUCTEMH € 3aBIaHHs JUJIsl BAKOHAHHS poOOTH
KB (P1KALIITHO-OCBITHBOTO PiBHS «0OaKajlaBp KOMII IOTEPHOI 1HXKEHepii», sIkuil OyB
3aTBepkeHul PaxynbpreToM “THpopMaTKu Ta 00UHCTIOBAIIBHOT TEXHIKK Kadeaporo
oOuYHuCIIOBANIbHOT TexXHIKM HarloHabHOTO TEXHIYHOTO YHIBEpCUTETY YKpaiHu

«KuiBcekuit [lonitexuiynuit iIHCTUTYT M. Iropst CikopChbKOTOY.

3 META TA IIPUSHAYEHHS PO3POBKH

Meroto Ta NMpU3HAYEHHSM JaHOi POOOTH € PO3pOoOKa CHCTEMU MOHITOPUHTY
TpadiKy IpOorpaMHO-KOH(]IrypOBaHUX MEPEXK 13 BUKOPUCTAHHSIM METO/IIB BUSIBJICHHS

aHoMmautiii Tpadiky, 0 J03BOJIUTH €PEKTUBHO BUPIITYBATH JIaHy 3a]1ady.

ApK.

[AJI11.467200.002 T3 9

3m.

ApK. Ne nokym. Mignuc | dara




4 JVKEPEJIA PO3POBKHA

JlxepenoM po3poOKH JJAHOTO TUINIOMHOTO MPOEKTY € O(iIiiHI JOKYMEHTAaIlli,
nyOJikamii Ta CcTaTTi B Mepexi IHTepHeT Ha JaHy TeMy, HayKOBO-TE€XHIUHA

JiTeparypa.

S TEXHIYHI BUMOI'

5.1. Bumoru 10 po3po0JieHOro NpoxayKTy
P03p06neHa CUCTCMA Ma€ BUKOHYBATH TaKl BUMOTH:

e [lpocTuii i iIHTYITUBHO-3pO3YyMLIUH THTEPPEIC CUCTEMHU.

e HangaTu MOXIUBICTH KOpPUCTYyBauaMm OTpUMYBaTH i1HQorpadiky o010
CBOTO Tpadiky.

e Hamatu  MOXIUBICTh  KOpPHCTyBayaM  BJIACHOPYY  OTPUMYBATHU
MOBIJJOMJIEHHSA PO BUSBJIEH1 aHOMaIT Tpagiky.

e Hagatu BuuepnHy Ta 3po3yMily JOKYMEHTALlI0 JIs PO3POOIEHOro
OPOAYKTY.

5.2. BumMoru 10 nporpaMHoro 3ade3ne4yeHHs

e OC Linux.

5.3. Bumoru 10 anapaTHoOI YaCTHHHU

e [IIT e menme Hix Intel® Core (TM) i13-2100T.
e ROM He meH1ue Hixk 64 T'B.
¢ RAM ne menie Hik 4 'D.

ApK.

[AJI11.467200.002 T3 3

3m. | Apk. Ne nokym. Mignuc | dara
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BCTYII

Ha Tm 1mux BHUKIHKIB Bce OUIbIIE yBaru NPHUBEPTAIOTH MPOTPAMHO-
koHpirypoani Mepexi (Software-Defined Networking), ski  J0KOpiHHO
3MIHIOIOTh TIAXOAUM JO TMPOEKTYBAaHHA Ta YINPABIIHHI MEPEKEBUMU
ctpykrypamu. OcHoBHa koHmemmiss SDN moOymoBaHa Ha pO3AiUICHHI
KOHTPOJIbHOT TUIOIIMHM Ta IUIOIIMHMU TEpecusianHs Tpadiky, 10 T03BOJISE
HEHTpaIi3yBaTH YIMpPaBIiHHSI, CHPOIIyE peai3alilo MOJITUK Oe3NeKu, aae
MO>KJIMBICTh OIEPATUBHO HAJIAIITOBYBATH MAapPIIPYTU3ALIIIO 1 THYYKO pearyBaTu
Ha Oy/Ib-5IK1 3MIHU B MEPEKEBOMY CEPEIOBUIIII.

Opnak BopoBaxeHHss SDN, nonpu o4eBUIHI ITepeBark, NOPOIXKye HOBI
BUKIMKHU. lleHTpamizaiis yrnpaBiIiHCHKOI JIOTIKH, BpPa3iIUBICTh KOHTPOJIEPA,
yHidikoBaHi APl ta moTeHIiiiHa KOMIIpOMeTallisi CEHCOPHUX BY3JiB POOJISAThH
TaKy apXiTeKTypy Bpa3iauBILION. Y 3B 43Ky 3 UM Qokyc Oe3nexku SDN-mepex
MOCTYIIOBO 3MIIIY€EThCS Ha BUSBIICHHS aHOMamiil y Tpadiky. Taki aHOMasbHI
NaTEPHU TOBEIIHKM MOXYTh CBIJYUTH NP0 aTakd, COpoOM IPOHUKHEHHS,
CKaHyBaHHs BPa3JIMBOCTEH, BUTOKU JaHUX.

Tpaauiiiiai cucTeMu BUSBIICHHS BTOPTHEHb, 1110 3a3BHUYal MPaIlOIOTh Ha
OCHOBI aHalli3y CHUrHatyp a0o 3a3jajieriib BU3HAYEHUX NPaBUi, YacTo
BUSIBJISIIOTECA HEJOCTaTHbO €(PEKTUBHUMHU y MacimTaOHux mepexkax SDN i3
BUCOKMMM TemMnamMu 3MiH. lle migkpeciatoe BaKIMBICTb BUKOPUCTaHHS
IHTENEKTyaJIbHUX METO/IB aHani3y Tpadiky. TexHonorii Ha OCHOBI MallIMHHOTO
HaBYAaHHS 3JaTHI aBTOMATHYHO 1ACHTHU(DIKYBAaTH HOBI MOJEII aHOMAJIbHOL
aKTUBHOCTI 3aBSKH aHaJI3y TMOBEIIHKOBUX XapaKTEPUCTUK MEPEKEBOTrO
Tpadiky.

JlocTiIKEeHHS 30Cepe/KY€EThCSl Ha aHali31 CydaCHUX METOIB BUSBIICHHS
aHomasibHOrO Tpadiky B SDN-mepexax 13 (oKycoM Ha CTaTUCTUYHI Ta
MaITuHHI METOH, BKJIFOUAIOUH OIIHKY IXHBbOI €(pEKTUBHOCTI. ¥ MeXax poOOTH
IUTAHYETHCSI PO3POOUTH TIPOTOTHUIl I1HTENEKTYaIbHOI CHUCTEMH, 3[aTHOI B

pearbHOMY 4Yaci IPOBOJUTH aHami3 Tpadiky, 1AeHTHU(IKYBATH MOTEHUIHHO

TAJIIL.467200.003 I13

3m.

Apk. Ne moxym. IMigmuc | dara
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HeOe3NeYHy aKTUBHICTh 1 ONMEPAaTUBHO MOBIAOMIISITH Mpo 3arpo3u. OcobmBy

yBary OyJie MpuIiJIeHO TUTaHHIM MacIITa00OBaHOCT1 CUCTEMH, ii alalTUBHOCTI,

3aXMCTy KOMIIOHEHTIB Ta 1HTETpallii B 3araabHy apxiTektypy SDN.
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PO3ILT 1
OTJIsII METO/IIB BUSABJIEHHS AHOMAJII
TPA®IKY B SDN MEPEKAX

1.1 Mporpamuo-koupiryposani mepexki (SDN)

1.1.1 OcHOBHI NOHATTHA

VY mmpokoMy ceHci, mporpaMHo-KoH(pirypoBana mepexa (SDN, Software-
Defined Networking) — me miaxim 10 TpPOEKTYBaHHS, PO3TOPTaHHS Ta
yIPaBIiHHSI MEpeKaMu, IO JO3BOJIAE LEHTPATi30BaHO KOHTPOIIOBATH JIOTIKY
MapmipyTtu3amii Ta o0poOku Tpadiky 3a JOMOMOTOI0 MPOrPaMHOTO
3a0e3nedeHHs. OCHOBHA 17esl OJIArae y po3/IIJIEHHI MEPEXkK1 Ha PiBHI: mepeaayl
MEpeXi, YIpaBIIHHSA MEpPeXi Ta MPUKIAAHUX JOMATKIB. Taka JEKOMIIO3HUIIISA
JT03BOJISIE MIABUIIUTH THYYKICTh, MAcIITA00BaHICTh Ta KEPOBAHICTh Cy4YaCHHUX
MEPEKEBUX CUCTEM.

BBeaenHss  mporpaMHO-KOH(MITypOBaHHX  MEPEX  BHOCHUTH
KapJuHaIbHI 3MIHU y TIJX1J 10 MPOEKTYBaHHA Ta YIpaBliHHA Mepexxamu. [1o-
nepie, koHuenuiss SDN BIZOKpEMIIIOE TUIOLIMHY YIPABIIHHS MEPEXKEI0 B
IUIOIIMHU  Tiepenadl  JaHuX, JO3BOJISIIOYM  IIEHTPAIi30BaHO  KepyBaTH
Mapuipytusaniero tpadiky. I[lo-apyre, SDN 00'enHye MIOMMHY yIpaBIiHHS,
JO3BOJISIIOYM  OJ[HIM Kepyrodiil mporpami e(peKTHUBHO KepyBaTH OaraTbMma
OPUCTPOSMH Ha IUIOMMHI JAaHUX 3a JOMOMOTOI0 CTaHAapTH30BAHOTO
inTepdeiicy API, takoro sik OpenFlow.

ApXiTeKTypa MPOrpaMHO-KOH(ITYpOBAaHUX MEPEX, BKIIOYAE B
cebe IIICTh OCHOBHMX KOMIIOHEHTIB (puc. 1.1). Ilepmmii KOMIIOHEHT,
pO3TalllOBaHWI HAa BEPXHHOMY pIBHI, BIJOMHI $K pIBEHb JIOAATKIB abo
MPUKJIATHUN PIBEHb, BUKOPUCTOBYETHLCS IS pealiizallii pi3sHUX CIIyk0, TAaKUX SIK
CUCTEMHU BHSBJICHHS 1 3amoOiraHHs BTOPTHEHHs, 3a0e3MeyYeHHsl SKOCTI

00CIIyroByBaHHS, KOHTPOJIb JOCTYIIY 1 MPOKCI-CEPBEP.

3m.
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TAJIIL.467200.003 I13

Apk.




Jpyruii KOMIOHEHT, PiBEHb YIPaBJIiHHS, abCTparye TOIOJIOTII0
Mepexi BiJ piBHA noaarkiB uepe3 northbound API. Kontponep SDN, mio €
KIIOYOBUM €JIEMEHTOM Ha IIbOMY pIBHI, KOOPIHHYE POOOTYy MEpexKeBUX
MIPUCTPOIB HA PIBHI Nepeadi JaHuX, BUKopucToByroun southbound API, Takwmii
sk mpotokos OpenFlow. Tyt Takox icHyroTh eastbound 1 westbound API, sxi
JI03BOJISIIOTh OOMIHIOBATHCA 1H(POPMAIIIEI0 MIXK KOHTpOJIepaMu Mepexki. TpeTiit
KOMIIOHEHT, TPAaHCIIOPTHHUI PIBEHb, BIIMOBIAAE 32 0OPOOKY 1 Iepeaady MmakeTiB
BIJIMOBIIHO JI0 1HCTPYKIINA, OTpUMaHUX BiJ piBHA ympaBniHHA. [liBHiuHI Ta
niBnenHi  APIl-intepdeiicu  (Northbound 1 Southbound interfaces)
IPEJICTaBIISIIOTh BaXKJIMBI 3aCO0U 3B'A3KY JUIsl JOJATKIB Ta KOHTposepiB SDN, e
niBHIYH1 APl 103BOJIAIOTH JO0AaTKaM BUKOPHUCTOBYBATH MEPEXKEBI CEPBICH, a
niBneHHi APl 3a0esneuyroTh edeKTHBHE YIpaBIiHHS pecypcaMu MEpexi.
Cxigni/3axinHi API-inTtepdeiicn 3a0e3medyroTh KOMYHIKALII0 MIK PI3SHUMHU
SDN-koHTpoNepamMu,  IO3BOJSIIOYM  IM  OOMiHIOBaTHCS  iH(GOpPMAIIIETO,

HOB'sI3aHOI0 3 00pPOOKOI0 Tpadiky Ha piBHI mepenadi qaHux [1].

[Pisens zozaTs

En e

A

Northbound API

PiE2HE YIPaERiEHA

EasVWast AP1 East/West API
» )e > i
lE P -:‘ » P .]‘ ponep

Southbound AP (OpenFlow)

TpancnopTHIE pisexs

[pucTpiit Mepaxi
Tlpucrpiit Mepax:

Pucynok 1.1 — Crpykrypa mepexi SDN
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1.1.2 Onuc Ta knacudikanisa anomasii Tpagiky

[Tpo6iemMu B KOMIT'IOTEPHUX MEpekax BUSBISIOTHCS K aHOMaii Tpadiky,

Kl BOHM CIPUYUHSIOTH. 3arajoM, aHoOMalis - e Te, M0 Hae Bpo3pi3 3

ouikyBaHHsIMU. Hampukmnan, TMOMKOMKEHU KOMYTAaTOp MOXE CTBOPUTH

HEOYiKyBaHUM Tpadik B IHIIIM YacTHHI Mepexi, abo0 HOBI KOIU MOMHIOK

MOYMHAIOTh 3'BISATUCA, KOJM CiIyx0a He mnpautoe. [lomyk Ta ycyHeHHs

HECTPABHOCTEH B MEPEX1 IPYHTYETHCSA HA MEPEKEBUX aHOMAITIAX.

[Tepmnii meTon knacudikaiii aHoMmasiid 0a3yeTbcsi Ha TOMY, SK BOHH

BIJIPI3HAIOTHCA BiJl 3BUYANHOTO 3B'S13Ky. AHOMAaJIT MOXKYTb BiJIpi3HATHCS a00 3a

TUTIOM NIepeAaHuX JaHUX (IMTOBEAIHKOBI), 00 3a KIJIBKICTIO NIepeJaHuX JaHUX (3a

obcsiroM), abo 3a o6oma kputepismu. Llle oxun crocid knacudikyBaTu aHoMatii

- 332 IXHBOXO IPUYUHOIO:

e [lomwiku, He MOB'A3aH1 3 JIIOACKKUM (haKTOPOM - HANPUKIIAJ, BUX1 3 JaTy

oOnaaHaHHs ab0 epepuBaHHs Pajiio3B'sI3Ky Yyepe3 MOTOAHI YMOBH;
[Tomunku, moB'si3aHi 3 JMOJICHKUM (DaKTOPOM - Hampukiaia, 301 y poOoTi
MepexXi, CIPUYMHEHUI HENpaBUIBbHOIO KOH(QIrypauiero ado BHIAJKOBO
BiJl'€THAHUM MEPEKEBUM KaleJeMm;

31I0BMHCHA JIOJIChKA MIsUTBHICTh - HANpPUKIIAJ, 1HCalepchka aTaka, KOJH
HE3aJ10BOJICHHUH MpaIliBHUK KOMITaH1i MOIIKOHKY€E MEPEKEeBUI IPUHTED, a00
30BHIIIHS aTaka, KO 3JIOBMUCHUK HAMAarae€ThCs BUBECTH 3 JIaly MEPEXKY 1

3aBJaTH MIKOIH pemyTarii [2].

Apk.
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1.2 Orasix MeToaiB BUSABJICHHS AHOMAJIIN

3aranoMm MeTtoau aHoMallid Tpadiky MOKHa KiIacH(piKyBaTH 3a pI3SHUMHU

KPUTEPIIMU, KOTPI MpeICTaBICHI Ha pUCYHKY 1.2 .

MeToau BHABISHHS

/ aHOMAJTIi \

BugsieHHS CrarucTHYH! .
Ha ocHOB1 npaBH1 IHmm MeToaH
HOpPOTrOBHX 3Ha4eHb BHMIPH
TTapameTpuuH1 He-napameTpuus1 HetfipoHrH! Mepexi Po3podKa JaHHX
MamuHe HaB4aHHA Iamm Metoan

Pucynoxk 1.2 — Knacudikaiiist METO/IB BUSIBJICHHSI aHOMAJTii.

1.2.1 Crarucru4Hi MeTOAH

CUSUM (Cumulative Sum Control Chart) — e kiracHuHuit CTaTHCTUIHUH
METOJI BUSIBJICHHS 3MiH y MOTOIll JaHUX, 0 0a3ye€Thbcs HAa HAKOMUYEHIN Cymi
BIJIXWJIEHb BI1JI OYIKYBAaHOI'O CEPEIHBOTO 3HAUYECHHS. Y KOHTEKCTI BHSIBICHHS
anomaniii y tpadiky SDN-mepex CUSUM no3Bosisie epEeKTUBHO BUSBIISITH
TOYKY, B SIKI TOBEIIHKAa MEPEeXl BIIXHIAETHCS BiJ] HOPMAIbHOI — TOOTO
MOMEHT MosiBH aHoMaii. OcHoBHUM mpumnyiieHHsM anroputMy CUSUM e e,
10 CepeHE 3HAYCHHS BUIIAIKOBOI MOCIIIIOBHOCTI € BiJI’€MHHM 32 HOPMaJIbHUX
YyMOB Ta CTa€ JOAATHUM, KOJU BiIOyBaeThcs 3MiHA. OTke, HEOOXI1JTHO
nepetBoputH {X,} y HOBY mociifoBHicTh {Z,} , sSKa 3a1a€Tbcs POPMYIIO0
Z,=X,— B ,nep -xoncranta. [lapamerp [} BCTaHOBIIOETHCSA BiIMOBITHO J10
HOpPMaJIbHUX YMOB pOOOTH MEpexl 1 rapaHTye, 10 OuIbllla YaCTHHA 3HAYCHBb
MOCJTIIOBHOCTI Z, € BII'€MHOIO 32 HOPMAJIbHHX YMOB 1 CTa€ JOJIaTHOIO, KOJU

Bi/I0yBAETHCS 3MiHA.
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Ha npaktumi s BHUSBICHHS aHOMAJIbHMX TIPOSBIB Yy  MeEpexi
BUKOPUCTOBYETHCSI PEKYPCUBHUN JITOPUTM 1110 BU3HAYAETHCS MOCIIAOBHICTIO
Vn}:

Y, =1+ X, — B)* , x>0
{n (nyszon B) ,Aex+={x XO (1)

ne B 3amaHo TaKMM YWHOM, IO 3HAYCHHS X, — [ 3aJIMIIAEThCS 3JIeTKa
BII’EMHUMH TIiJT 4aC HOPMAJIbHUX orepalliid. Sk HacliioK, O4iKyeTbCs, IO
3017BIIEHHST METPUKHU OyAe BHUSBJICHO, SIK TIIbKMA 3HAYEHHS MEpeBUINATH f.
TpuBane HaAXOMKEHHS 3HA4YEHb OUTBIIMX 3a [3, MpU3BEAEC A0 IMOJATBIIOTO
30ueieHHst Qyukmii CUSUM, moku He Oyae HOCATHYTO pIBHS CHUTHAIY
TPUBOTH.

Benuke 3HaueHHs Y,, € 03HaKO0 aTaku. BUXo1s4u 3 1bOT0, MU BU3HAYA€EMO
AMOBIPHICTh aTaku P ISl BUMIPIOBAHHS CTYNEHS aHOMaJIbHOCTI MOYaTKOBOI

MOCJIIJIOBHOCTI X :

p = C:/T”B YV, <axp
1.0

Jie p — WMOBIPHICTh aTakW ISl TOCIIJOBHOCTI X, ; O - PEryJiOBaJIbHUMA

(2)

napameTp, KUl BUKOPUCTOBYETHCS JUTsl MIICHIICHHS 3HAYCHHS 3 1 32/1a€ThCSI SIK

koHctanTa (1, 2, ...); Y, - 3nauenns CUSUM s nocaigosHocTti X, [3].

1.2.2 MeToay MAalIMHHOI0 HABYAHHSA

Support Vector Machines (SVM) — 1ie noty»xHu# MeTo Kinacudikaliii Ta
perpecii, SKUW 3aCTOCOBYETHCS ISl BUSABIICHHS aHOMAd Y MEpPEKEBOMY
Tpadiky, 30kpema y SDN-mepexxax. Meron mnpaioe HUIBIXOM MNOOYIOBU
TINEPIUIONIMHN, SKa MaKCUMAJbHO BIJOKPEMIIIOE HOPMaibHI 3pa3Ku  BIJ
aHOMaJIbHUX, a00 1uIsixoM BHKopucTaHHsS One-Class SVM — s Bumajkis,
KOJIM JIOCTYITHI JIMIIIE HOPMaJIbHI Mpukiaau. ToOTo iaes mossrae y mooyaoBi
TiNepIoBepXHi, 0 OXOIUTIOE OUIBIIICTh HABYAJILHUX JaHUX Ta peakilii Ha BCl
JIaH1 110 HE MOTPAIUISIOTH J0 11K TIOIIMHM K Ha aHOMaJIbHi. J[0o 0cOOJIMBOCTIB

METOJY MOXHAa BIIHECTH BEJIHMKY YYTJIHMBICTH JI0 BXIJHUX JAaHHUM, 10 TPHU

3m.

Apk. Ne moxym. IMigmuc | dara

TAJIIL.467200.003 I13

Apk.

10




BEJIMKUW HATPEHOBAHOCTI CHUCTEMH, MOJXKE OI[IHIOBAaTH HaBITh MiHIMaJIbHI
BIIXHMJICHHS BiJl HOPMH sIK aHomaii [4].

Y KOHTEKCTI MpOorpamMHO KOH(ITYpOBAaHHX MEPEX MOXKE €PEKTUBHO
BUSIBIISITU aHOMaJIi 3a JIOMOMOTOK (OpMyBaHHS MAaTpHUIlb O3HAK Tpadiky,
HAIPUKJIA] JOBKWHA Ta YaCTOTH HATXOKEHHS MMaKEeTIiB, TUITIB TPOTOKOIY a0
qacy )KUTTA MOTOKY, KITBKOCT1 OalTiB.

Isolation Forest (IF) — me e(eKTUBHUN aNroOpuTM IS BHUSBICHHS
aHOMAJTii, IO TPYHTYETHCS HA MIPUHITUIII 130J1A1111 aHOMAaJILHUX 3pa3KiB, a HE Ha
MOJICNIIOBaHH1 HOpManbHOTO Tpadiky. lleit metonm moOpe MmiAXOAUTH IS
BUSIBJICHHS aHOMAJIi TPpU BEJIMKOMY OO0’€M1 JaHMX Ta BUCOKIA BHUMIPHOCTI
MPOCTOPY O3HAK. AJITOPUTM MO>KE BU3HAYATH P13H1 BUIAU aHOMAJIIH B1Jl OKPEMUX
130JJbOBAaHUX TOUYOK 3 HU3BKOIO JIOKAJIBHOIO MIUIBHICTIO TakK 1 I KJIaCTEpH
aHoMatiit [5].

Inest anroputMy mosisirae y CTBOPEHH1 aHCOMOJITIO AEPEB 13011111, KOKHE 3
SAKUX MOOY/I0BaHE HA BBUMAJKOBIN MIJIMHOXKHUHI JIAHUX, 1€ JUISI KOXKHOI TOUKHU
BU3HAYAETHCSI CEpE/IHA IIMOMHA 1301111 Ta YMM MEHIIA CEPeaHs JIOBXKHUHA
MUISIXY JI0 130711111, TUM O1JIbIIa KUMOBIPHICTB, 1110 TOUKA € aHOMaIbHOI0. OIIIHKY

«AHOMAJIBHOCTI»

—E(h(x)

s(x,n) = 2 <o | 3)

ne E(h(x)) — cepenHs noBxuHa WIISAXY A0 1300AMii TOUkH X, c¢(N) —
rapMOHIYHE YKCJIO, III0 HOPMAJII3Y€ MIISAX:

c(n) =In(n) +y (4)

ToOTo anroputm moyiirae y JiJI€HHI KOXKHOTO pPIBHIO Ta BIJCIKaHHI

HEraTUBHUX PO3MOAUICHb. TakuM 4MHOM rpadiky OyJe BUTIIAIATU SK MEBHE

nepeso (puc. 1.3).

TAJIIL.467200.003 I13
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Main

I

Pucynox 1.3 — Ipunmun po6otu mozei Isolation Forest

1.2.3 Metoau rim6okoro Hauanus (DEEP Learning)

Autoencoder — 1e THIT HEHPOHHOI MEPEXi, 10 BUKOPUCTOBYETHCS IS

BUSIBJICHHSI aHOMaJIiid, 0COOJIMBO B 3ajiavax, /e HEOOX1THO OOPOOISATH BEIUKI

oOcsirni  JaHux a00 BHUCOKO-BUMIpPHI 0c00aMBOCTI. (OCHOBHOIO METOIO

autoencoder € BiI[HOBJ'IeHHH BXi,Z[HI/IX JaHHUX YCpcC3 HpOMi)KHe CTUCHYTC

MPEACTABJICHHS, IO J03BOJISIE €(PEKTUBHO BHUABISATH aHOMalii Ha OCHOBI

BEJIMKOI PI3HUIII Mi>K BIIHOBJICHUMH 1 BUXITHUMHU JaHUMU (puc. 1.4).

Konep neperBoptoe BxigHuii BekTop X y IpuxoBaHe npeacTaBieHHs H:

H = oc(WxnX + byy), (5)

ne 6 - GyHKINS aKTUBAIIl1l, HAaPUKJIaJ, CurMoigHa GyHKIlis abo

BUMpsIMJICHA JIiHIAHA ouHuUlLlsl, W - BaroBa MaTpuils, a b - BEKTOp 3CyBY.

Omnepariist IEPETBOPEHHS 3aCTOCOBYETHCS JI0 MPUXOBAHOTO MpeacTaBieHHs H

JIUIS1 BITHOBJICHHS TTIOYaTKOBOI'O BX1THOTO IIPOCTOPY 3a JOTIOMOTOIO JIEKOIepa

[5].
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X?,)

Input Layer

Latent
Representation
. : J J
Encoder Decoder

Pucynok 1.4 — Tlpunimn po6otu moxaeni Autoencoder.

VY KOHTEKCTI BHSBJIEHHS AaHOMaJid y MPOrpaMHO KOH(DIrypOBaHHX
Mepekax MOKE arperyBaTy BEJIMKI 0OCATH TEIEMETPUYHUX AAHUX, A€ 3aBISKU
THYYKOCTI MOJIEJII MOXe OyTH BUKOpPUCTaHA JUIsl MEPEeBIpKU TabIUIb a00 CUpUX
JAHUX OTPUMAHUX 3 KOHTpPOJEpa, MIIATPUMYE BHCOKY PO3MIPHICTH BXIJTHUX

JaHHX Ta aBTOMAaTH4YHO BHBYA4€ Ta 3aHaM’5ITOBy€ CTPYKTYpHU Tpa(bu(y

1.2.4 MeToau Ha ocHOBI rpagis

Graph Neural Networks (GNN) — 1ie k1ac rauOoKux Mojecii HaBYaHHS,
IO OMEPYIOTh TpaOBUMH CTPYKTYpPaMH, JIe BY3JIH MPEACTABIAIOTh 00’ €KTH, a
pebpa — B3aeMo3B’s3ku Mixk HuMH. Meton GNN 103Bossie BpaxoByBaTH HE
TUIBKH 1HAMBIAYaJbHI XapaKTEPUCTUKH BY3IiB, aj€ 1 CTPYKTYPY 3B’SI3KIB MIXK
HuMU. ['pad € meBHOIO CYKYNMHICTIO MHOXKUH BY3JiB, pedep Ta O3HaK: G =
(V,E,X € R™%). CucremMa OHOBI.€ MPEICTABICHHS KOXHAro By3Ja 3a
JIOTIOMOT 010 1H(hopMaIlii Bij CyCiIiB:

I+1 1 l
Ry = 0 (Bueney W ORY), (6)

v

ne N(v) — cycinu By3na u, W®- matpuns Bar Ha mapi [, 0 — dyHKis

aKTUBAI].

TAJIIL.467200.003 I13
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VY konHTekcTl BusiBaeHHsa aHomaiii, GNN HaBUaeThCs BIATBOPIOBATH a00
KiacudiKyBaTH BJIACTUBOCTI rpady. AHoMmamii BU3HAYAIOThCS SIK BY3JIM a0o
niarpadu, yus OBeAiHKa/CTPYKTYpa 3HAYHO BiIPI3HAETHCS Bij pemtH [5].

Jlns mporpamMHO- KOHGITypOBaHUX MEpPEX JaHi, 3a0paHi 3 KOHTpoJjepa
MOXYTh OyTH 310paHi y BUTISAAI TaOMUIb, OTPUMAHUX B KOMYTaTOpiB, Ta
NpEICTaBICHHI Y BUIJISIII TMHAMIYHUX TpadiB A HABYAHHS Ta BUKOPUCTAHHS
JTAHOI MOJETI.

Cepen miaxoAdiB 10 BUSBICHHS aHOMANii MOKHa BUOKPEMHUTH:

e Node-level — BusBaeHHS BY3JiB 3a HE3BUYHOIO IIOBEJIIHKOIO.
Hanpuxkmnan XocTu 41 KOMYTaTOpH, 110 TEHEPYIOTh HEB3UYHO BEJIUKY
KUIBKICTb Tpa(iKy Y1 aHOMaJIbHI TUIIU 3’ €HAHb.

e Edge-level — BusBneHHs aHomManbHHX 3B’s3KiB. Hampukian
3’€IHAHHS MIXK paHillIe 3B’ I3aHUMHU BY3JIaMH.

e Subgraph — anani3 crpykrypHux marepHiB. Hanpukian mepesa 3
MIJ03PUIOK0 TJIMOMHOK YM KJIACTEpU BY3JIIB 3 HE3BUYANHUM

CTyIIEHEM B3SIEMO/III.

1.3 IopiBHsLIbLHMIT aHAJI3 MeTO/IiB

Jani 6ynyTth onvcani y Tabm. 1.1. Taki mepeBaru Ta HEIOJIIKU alrOPUTMIB,

10 BUKOPUCTOBYIOTHCS JIJIsl BUSIBJICHHSI TUITIB aHOMaJTiii Tpadiky.

Tabmunsg 1.1 — IlepeBaru Ta HEJOJMIKM METO/IIB BUSIBJICHHSI aHOMaTIH Tpadiky.

AJroput™m ITepeBaru Henomniku
CUSUM 1. IIpocrota peami3arii 1. YyrnuBicTh bifo)
2. Bucoka 4yTnuBICTH 10 3MIH Y napameTpiB MOPOry.
TPEHI. 2. Hu3pka e(eKTUBHICTh 3a
3. AanTUBHICTH JO PI3HHUX THIIIB CKJIaJTHUX 200 HENHIMHUX
JTAHUX. THIAX aHOMAJTIIA.
4. Jlobpe mpamroe 'y  pexumi
peaTbHOTO Yacy

Apk.
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Kinens Tabmum 1.1

BHCOKOpO3MipHI/IMI/I JaHHMMH

. Moxe

AJroput™m ITepeBaru Henomnixu
SVM 1. HaBuanns 6e3 yuutens . Ilorana macmtaboBaHiCTh
5. EdextuBnnii y npoctux | 2. BpaznuBuit 10
BUMAJKaX 3 JIHIAHUM abo napamMeTpiB
CJ1a0KO-HENMHIHHUM . He BpaxoBye cTpykTypy
PO3IIJICHHSIM. 3B’ A3KIB.
Isolation |1. EdextuBuuit mnpu pobGorti 3 |1. Ilorama mnpoayKTUBHICTH
Forest BEJINKMMH TAHUMH opu poOOTI 3 IIIJIBHUMU
2. He mnortpebye wmacmraOyBaHHS KJIaCTEpaMu
O3HaK . Menm edeKTUBHUN i
6. Ilpamroe 6e3 yunrens 3aNeKHUX ~ Big ~— 4acy
aHOMaTIi
Autoencoder | 1. Xopoma  edektuBHicTh 31 | 1. Bumarae Oarato maHUX
CKJIQTHUMU Ta JUTSI HABYAHHS

«IICPCHABYHUTHUCST

JaHl

2. MoxHa aganTyBaTH JI0 YaCOBUX Ha HOpMaJIbHI TTaTepHU
psniB, rpadis, 300pakeHb CkiamHa apXiTeKTypa

7. CaMoHaBYaHHS

GNN 1. BpaxoBye cTpykTypHi | 1. Bucoki oOuuncioBalibHi

3aJIEKHOCTI MK 00’ €KTaMu BUTPATH

2. EdextuBHuit  nns rpadosux | 2. Ilorpebye rpagoBoi
TAaHUX pernpe3eHTallii JaHux

8. Moxe oOpoOnsitu rereporenHi | 6. UytnmuBuit 10  3MiHU

CTPYKTYpH rpady

Sx BumHO 13 TabnuIi 1.1 KOXKeH METO/T BUSBIICHHS aHOMaTii Tpadiky Mae
CBO1 mepeBaru Ta Heaodiku. [IpoaHanizyBaBlIM BCl MO3WTUBHI Ta HETaTHUBHI
CTOPOHH QITOPUTMIB OyJI0 TPUNUHATO PINICHHS BUKOPUCTATH TMOETHAHHS

QITOPUTMIB PI3HUX PIBHIB JUIs KPAILIOTO aHATI3Y JAHUX.

TAJIIL.467200.003 I13
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BUCHOBOK J10 PO31J1Y 1

VY nepriomy po3isi OyJio MpoBEASHO aHaI3 CyJaCHUX METO/IIB BUSIBJICHHS
aHoMmanii 'y Tpadiky mnporpaMHo-KoHGirypoBanux wmepex (SDN). Byno
BHU3HAYEHO, 1[0 B YMOBaX IOCTIHHOTO 3POCTAaHHS CKJIAIHOCTI MEPEKEBOro
Tpadiky Ta MIABUIICHHA BUMOT 10 Oe€3Meku, O0coOJMBY yBary HeOOX1THO
OPUALIATA BUOOPY €(DEKTUBHOTO AITOPUTMY BUSIBJICHHSI HETUIIOBOI AKTUBHOCTI.
MeTtoau, sIKl pO3TISAAIUCS B MeXaxX PO3JALTY, OXOIUTIOIOTH OCHOBHI KaTeropii
MIXOIB JIO 3ajadl BHUSABJICHHS aHOMAQIINA: CTaTUCTUYHI METOJH, KJIaCHYHE
MalllMHHE HAaBYaHHS Ta TTTMOOKE HAaBYaHHSI.

Jlo xareropii CTaTUCTUYHUX METOAIB Oyo BigHeceHo anroputm CUSUM,
SAKUW JEMOHCTPYE BHCOKY UYTJIMBICTH JO 3MIH Yy MOTOIl Tpadiky Ta
e()eKTHBHICTb y 33/1a4axX 3 4YACOBHMH PsAaMHU. Ioro OCHOBHUMM NepeBaraMu €
HU3bKa 00YMCITIOBAJIbHA CKIIAHICTh Ta TPOCTOTA peaiizailii. BogHouac MeTon €
YYTJIMBUM JO BHOOPY MapameTpiB Ta HEJOCTaTHHO €(PEKTUBHUM y BUIAIKAX
CKJIaJIHUX OaraTOBUMIPHUX 3aJIC)KHOCTEH Y JaHUX.

VY kateropii METO/iB KJIACHYHOTO MAIIMHHOTO HABYaHHS OYJIU PO3TIISHYTI
One-Class Support Vector Machine (SVM) ta Isolation Forest. [lepmmii meTon
0a3yeTbCs Ha TMPUHIMIL MOOYJOBHM ONTUMAJBHOI TINEPIUIONIUHU IS
BIJIOKpEMJICHHS HOPMAJIbHUX JaHUX BiJ] MOTEHIINWHO aHOMAaJIbHHX. MeTtoj €
TOYHUM, OJIHAK MOTpeOye 3HAUHMX OOUMCIIOBAILHUX PECYpPCIB MPHU poOOTI 3
BEJIMKUMU Habopamu Janux. [solation Forest, y cBoro uepry, opieHTOBaHUMN Ha
130JISI111F0  aHOMaJTIA 4epe3 ToOyAOoBY BHMAAKOBUX JepeB. BiH mae moOpy
MacIITa0OBaHICTh Ta MIBHJAKOJAIIO, aji€é MEHII TOYHMM y BHUIAIKaX, KOJIU
aHOMaJIii MaltOTh CKJIaJIHy BHYTPILIHIO CTPYKTYpPY.

V¥ xareropii rmmbOokoro HaBuaHHA Oynio po3risiHyTo Autoencoder —
HEHPOHHY MEpEXY, fKa HAaBYAETHCS PEKOHCTPYIOBATH HOpMaJIbHUM Tpadik i
BUSIBJISIE aHOMAaJii Ha OCHOBI MOXWOKkM pexoHCcTpykmii. Llei mimxim mobpe
MpaItoe 3 HEMIHIMHUMU Ta BACOKOBUMIPHUMU JAHUMU, POTE NOTPEOYE BEITUKOT

KUTBKOCTI HaBYAJbHUX MPUKIAAIB Ta PECYPCOMICTKOrO MPOIIECY HaBUaHHS.
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Oxkpim Toro, 6yno npoanam3oBano Metos Graph Neural Networks (GNN) —
CyYacHUH MiAXIJI, 110 JO3BOJISE MOJEIIOBATH MEpeXeBHM TpadiK y BHUIJISIL
rpadiB. GNN ypaxoBye TOIOJOTII0 MEpexXi, B3a€MOJII MK BY3JIaMH, IO
M1JIBUIIYE€ TOYHICTh BUSBJICHHS aHOMAJIiH, MPOTe BUMAarae CKJIaJHOI peai3alii
Ta 3HAYHOTO OOCATY SKICHO MIATOTOBJICHUX JAHUX.

Byno mpoBenaeHO MOPIBHSHHSA OMUCAHUX METOIIB 3a PSIOM KIFOUOBHX
XapaKTePUCTHK, TaKWX SK TOYHICTh, OOUMCIIOBaJIbHA CKJIAQJHICTh, 3JaTHICTh
MpAIlOBaTH 3 YAaCOBUMH 3JICKHOCTIMU Ta OOCAT MOTpeOyBaHUX JaHUX. 3
OTJIsiAY HAa OTPUMaHI PE3yJbTaTH, JUIsl peajizailii CHCTEMH BUSIBJICHHS aHOMATIH
Oyno obpano aa meromu — lsolation Forest ta CUSUM. Ilepmmii — sk
JeTIMHA 32 OOYHMCICHHSIMH METOJ KJIACHYHOTO MAIIMHHOTO HaBYaHHS,
OpPUAATHUM 70 POOOTH B PEXKHUMI pEaTbHOTO 4Yacy Ta JAPYTHMM — METOJ
CTATUCTUYHOIO aHali3y JJis IBUAKOro aHamidy. llomanpin eranmu poboTH
30CEpEIKEHO Ha pealti3alli, eKCIIepUMEHTaIbHOMY TECTYBaHHI Ta MOPIBHAHHI
e(eKTUBHOCTI 00paHUX MOJIENeH y KOHTEKCTI BUSIBIICHHSA aHOMAai y Tpadiky

SDN-mepex.
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PO3/ILI 2
OTJIS1] TEXHOJIOT T ISt PO3POBKHU CUCTEMM

2.1 MoBa nporpaMmyBaHHsI

Jlist  po3poOku  cucTteMd B JAaHii poOoTi Oyimo oOpaHO MOBH
nporpamyBanss Elixir ta Python, womy crpusiio 6araro dakropis, siki OyAyTh

HOCJ'IiI[OBHO HaJaBaTHUCS B HACTYIITHUX ITYHKTax.

2.1.1 Mosa Elixir

3 ycix moB nporpamyBanHs Elixir, 6e3nepedHo, BUPI3HAETHCS SIK OJIHA 3
HalicydacHIUX 1 HaWepeKTUBHIUX [J1 T1OOYIOBH MaciTaboBaHUX,
pO3MoAlIeHuX Ta BiIMOBOCTIHKHX cucteM. Elixir 6a3yeTbcs Ha MmoBi Erlang, sika
Oyna ctBopeHa e y 1980-x pokax kommnaniero Ericsson criemianbHo A1 OTped
TeJleKOMyHiKaliiHuX cucrteMm. Erlang mpoektyBaBcst ajis pobOTH B yMOBax
BUCOKHX HaBaHTaXEHb, OE3MEepepBHOI JOCTYIMHOCTI Ta BEIUKOTO OO0CATY
onHOoYacHUX 3’eHaHb. Came Tomy miargopma BEAM, nHa sikiit npaioe Elixir,
Ma€ yHIKalbHI BJIACTUBOCTI, SIKI 3a0€3Me4Yyl0Th BUHSITKOBY CTIHKICTh 1
MmaciTaboBaHicTh [6].

BEAM (Bogdan/Bjorn's Erlang Abstract Machine) — 1ie BipTyanbHa
MaliuHa, SKa JO03BOJIAE€ 3alycKaTH COTHI TUCAY oaHodyacHuX lightweight-
nporieciB. Lli mporecu He OJIOKYIOTh OJIMH OJHOTO, CHOXKHBAIOTh MiHIMaJIbHI
pecypcH Ta MOBHICTIO 130J1bOBaHI. 3aBASKH 1IbOMY 3011 OZHOrO Mpolecy He
MPU3BOIUTH 10 Kpaxy Bciei cucremu. Koxken npornec y BEAM e HezanexxHuMm 1
JIETKUM, Ha BIMIHY BiJ TIOTOKIB ONepauiiHoi cucteMu. Mojienb akTopiB, SIKY
peanizye BEAM, nepenbauae oOMiH MOBIAOMIIEHHSIMH MDK TporiecaMu 0e3
CIIJIbHOI MaM’siTi, 110 3HAYHO CHPOIIYy€E MapajeabHy OOpOOKY Ta BHUKIIIOYAE

THUIOBI TOMUJIKM KOHKYPEHTHOT'O TIporpaMyBaHHs [7].
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KirouoBoto konreniieto B Elixir € cynepizopu — creliajibHi MPOIEeCH,
K1 CIIKYIOTH 3a MIAJIENIMMHU MpoliecaMu Ta Mepe3anycKarTh iX y pasi 30010.
[le mo3BoJisie cHCTEMi CaMOCTIHHO BIJHOBIIOBATH TMpaIe3laTHICTh ITICISA
MOMUJIOK, ©0€3 BTpy4YaHHs ajaMiHicTpaTopa. Taki migxoau (HOPMYIOThH
apxIiTEeKTypy, IO OPIEHTOBaHA HE HAa YHUKHEHHS 300iB, a Ha iX MpaBUJIbHY
JOKaJi3aIlito Ta aBTOMaTU4HEe YCyHeHHs [8].

Binomi kommanii, sk-oT Discord, Pinterest, PepsiCo ta Moz, oOpanu
Elixir gna KpuTH4HHX YacTUH cBoix ceppiciB. Hampuknan, Discord
BukopuctoBye Elixir ama oO0poOku MIIBHOHIB OJHOYACHUX 3’€HAHb Y
rojocoBux yarax. lle miaTBepKye, 1o MOBa MpHUAaTHA A0 MaciITaOyBaHHS y
MIPOMHCIIOBUX YMOBAX.

Cranom Ha 2024 pik Elixir crabGiipHO 3pocTae B MOIMYJSIPHOCTI 3a
pesyabTatamu onutyBadb Stack Overflow ta GitHub, oco6uBo cepen DevOps-
(axiBuiB, OeKkeHA-iHKEHEPIiB Ta PO3POOHHKIB CHCTEM peanbHOro yacy. li
3/IaTHICTh MacIITa0yBaTHCS TOPU3OHTAIIBHO, 0€3 IIKOIU JJIsi IPOyKTUBHOCTI,
pooute Elixir omHMM 13 HaWKpalmux pilleHb ISl CYYaCHUX apXITEKTYp
MIKpPOCEPBICIB Ta 00pOOKH BETUKOTO Tpadiky.

Ha pucynky 2.1 w™MoXHa HarisagHo T1O0AUYUTH PEUTHHT MOB

nporpamyBaHHs 3a JanuMu TIOBE Index.
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Position Programming Language Rafings
21 Ruby 0.77%

22 Prolog 0.77%

23 Swift 0.77%
24 Lisp 0.77%
25 Kotlin 0.72%
26 Classic Visual Basic 0.67%
27 SAS 0.57%
28 (Visualy FoxPro 0.40%
20 Scala 0.40%
3 Haskell 0.45%
3 Dart 0.46%
3z WBScript 0.41%
33 Lua 0.40%
24 Objective-C 0.37%
35 Julia 0.35%
36 Bash 0.28%
37 TypeScript 0.25%
38 ABAP 0.26%
e RPG 0.21%
4l PLSQL 0.21%
41 Solidity 0.20%
42 GAMS 0.18%
43 v 0.19%
44 o 0.17%
45 PowerShell 0.16%
46 ML 0.15%
47 Eliceir 0.14%
42 A 0.14%

Pucynok 2.1 — [lonynsipaicTh MOB TiporpamyBanHs 3a nanuMu TIOBE
Index [15]

2.1.2 Mosa Python

Cepenn moB  mporpamyBaHHs  Python  Bupi3HSi€TBCS ~ CBO€EIO
YHIBEPCAIBHICTIO, TPOCTOTOI0 CHUHTAKCHCY Ta MIUPOKOK EKOCHUCTEMOIO
010/110TeK, 110 POOUTH 1i 17€aTbHUM BUOOPOM ISl peatizallii CUCTEM aHalli3y
JAaHUX, 30KpeMa — CUCTEM BUsIBJICHHS aHomalii Tpadiky B SDN-Mepexax.
Python po3po6ssiBcst 3 ¢GokycoM Ha 4YUTAOENbHICTh KOAYy Ta IUBHJKICTh
pO3pO0KH, 10 OCOOJIMBO BaXIMBO B YMOBaX OOMEXKEHHUX TEpPMIHIB Ta
EKCIIEPUMEHTAILHOTO XapaKTepy MOCTITHUIIBKUAX MPOEKTIB.

Opniero 3 kMr04oBUX mnepeBar Python € HasiBHICTh MOTYKHUX 010J110TEK
JUIsE pOOOTH 3 MAIIMHHAM HaBYaHHSM Ta aHAJIi30M JaHuX, TakuXx sk scikit-learn,
TensorFlow, PyTorch, pandas, NumPy Tta matplotlib. 3aBmsxu mum

1HCTPYMEHTaM MO>KJIMBO IIBUJKO Oy1yBaTH, HABYATH Ta BaJliyBaTH MOJEJIL, 11O

TAJIIL.467200.003 I13

3m.

Apk. Ne nokym. [Mignuc | dara

Apk.

20




KPUTUYHO BaXJMBO JJIA TMPOEKTIB 3 BHABJICHHS aHOMalliid, J€ YacTo
BUKOPHCTOBY€EThC mmiaxin "data-driven™,

Python Takox aKTHBHO BUKOPUCTOBYETHCS y HAYKOBOMY Ta 1H)KEHEPHOMY
CEpEeNIOBUII, 10 MIATBEPIKYETHCS MOTO BUCOKMMH TO3UIISIMU Y PEUTHHrax
MoB TiporpamyBanHs (). Hampuxian, sriqao 3 nanumu Stack Overflow ta IEEE
Spectrum 3a 2024 pik, Python cTabinpHO BXOAUTH A0 TPIAKKM HANTOMYISAPHIIIAX
MOB cepejl po3pOOHHMKIB 1 HayKoBIIiB [16].

Hns po6otu 3 SDN Python 3abe3neuye miarpumKy HuU3KH 010710TEK 1
dbperimBopkiB, Takux Sk POX, RYU Ta Faucet, sx1 103BOJISIOTh B3aEMOJIISATH 3
koHTposiepamu OpenFlow, emymtoBatu Tpadik Ta OyayBaTh KacTOMi30BaHy
JIOTIKY MapupyTtu3aiii. ¥ 3B’sa3Ky 3 uuM Python € npupognum Bubopom st
CTBOPEHHSI MPOTOTUITY CUCTEMHU BUSIBJICHHSI aHOMAJIiii HA OCHOBI MOBEIIHKOBUX
XapaKTEPUCTHK MEPEKEBOrO TpadikKy.

Oxkpim Toro, Python mae 3pydHy 1HTErpamnito 3 IHIIMMU IHCTPYMEHTAMHU:
cuctemMaMu Bizyamizarii (Hampukman, Grafana uyepes API), BeG-cepBepamu
(Flask, FastAPI), a Ttakox miardgopmamu 30epiranus nanux (InfluxDB,
MongoDB, PostgreSQL). Ile mo3Boise OyayBaTh IOBHOIIIHHI aHAJITHYHI
naimiuaiHm — BiI 300py AaHMX 10 iX 0OpoOKHM, aHai3y Ta MOAAJIBLIOL
1HTerpauii y rpadiui inTepdericu aaMiHicTpaTopa.

Yce me pobuts Python onTtumanbHUM BHOOpPOM MJIS CHCTEMH, ¢
HEOOXITHO IIBUAKO 1 HAAIMHO peasi3yBaTH 1HTENEKTYaJlbHI METOIU aHali3y
Tpadiky, 3 MIHIMAILHUMH 3aTpaTaMy Ha pO3ropTaHHs Ta maATpuMKy. KommaHii,
ak-otT Google, Netflix, NASA ta Dropbox, mupoko BUKOPUCTOBYIOTh Python
JUISE CTBOPEHHS CKJIAJHMX AaHAIITHYHHX Ta aBTOMATHU30BAaHUX CHUCTEM, IIIO
CBITYUTH TIPO HOTO MPHUAATHICTH JIO pPEAJTbHHUX 3a/lad BHUCOKOTO PIiBHA

CKJIAQTHOCTI.
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2.1.3 Ilincymok 111010 BUOOPY MOBH

VY3aranpHIOIOYM BCl 3BaKEHI apryMeHTH MO0 BHOOpPY MOB
porpaMyBaHHs Ui peajizallli JTaHoro IPOEKTY, OYyJI0 MPUUHITO PIIICHHS
BUKOPHUCTATH KOMOIHOBaHWW miaxia, 1o moeanye Python Tta Elixir. Taka
apXiTEKTypa J03BOJISIE MAKCUMAJIBHO €()EKTUBHO BUKOPUCTATH CUJIbHI CTOPOHU
KokHOi MoBHU: Elixir — 111 peanmizariii BHCOKOHAJIIMHOTO CEPBEPHOTO
KOMIIOHEHTA, 3JJaTHOr0 OOpOOJIATH BEIUKY KUIBKICTh 3’€JHaHb Yy PeabHOMY
yaci, Ta Python — a1 moOy10BM 1 HaBYaHHS MOJI€JIE MaIlIMHHOTO HABYaHHS,
a TakoX THY4YKoro asamizy Ttpadiky. KomOiHOBaHE BUKOPUCTAHHS IUX
TEXHOJIOTIA  JO3BOJISIE  JIOCATTA  OajlaHCy  MDK  MPOAYKTHBHICTIO,
MacIITaO0OBaHICTIO Ta I1HTEIEKTYaJbHICTIO CHCTEMH, a TaKOX 3a0e3NeYuTH

THYYKICTh M1J] 4ac PO3pOOKHU Ta MiATPUMKHU.

2.2 TexHoJiorii Ta 0i0di0oTeKH

Jam  onucyroThCs  TeXHoJorii Ta  Oi0mioTeku, ki  OyAyTh

BUKOPUCTOBYBATHUCS y MPOEKTI.

2.2.1 Phoenix Framework

Phoenix — me cyyacHuii BeO-(peiMBOpK JUIS MOBH TpPOTpPaMyBaHHSI
Elixir, cTBOpeHuii 3 akIIeHTOM Ha BUCOKY TTPOYKTUBHICTh, MACIITA00BAHICTb 1
3pyYHICTh PO3POOKH BeG-I0maTKiB. MoOro apxiTekTypa Opi€HTOBaHAa Ha
OJIHOYaCHE OOCIyTOBYBaHHSI BEJIMKOI KUIBKOCTI 3'€lHaHb 1 HaJaHHS BHUCOKOL
JIOCTYITHOCTI B YMOBaX HaBaHTAXEHUX CUCTEM.

Ha Bigminy Big TpanuuiiHux BeO-ppeiiMBopkiB, Phoenix BUKopucToBYy€
MOXJIMBOCTI BIpTyasibHOT MamiHu BEAM, 1110 103B0osIsi€ 0JHOYACHO 00pOOIISTH

COTHI THCSY 3'€HaHb 0€3 MIKOAU AJisl cTablIbHOCTI. BUKOpUCTOBYIOUM JETKi
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npoliecu Ta MoJienb akTopiB, Phoenix serko MacmraObyeTbCs rOpU30HTAIBHO,
3a0e3Ieuyour peajbHy KOHKYPEHTHICTh ITPU MIHIMAJIbHUX BUTpPATax PECypcCiB.

Opna 3 xmouoBux ocobmuBocterd Phoenix — 1me miarpumka Phoenix
Channels, sixa 3a06e3neuye JBOCTOPOHHIO KOMYHIKAIIiIO B pealibHOMY 4acl uepes
WebSocket. Ileit miaxin igeasibHO MiAXOAWTH JIsi CTBOPEHHs dHaTiB, live-
naHesei, irop, (¢iHAHCOBUX MamoOoOpAiB Ta OyIb-IKUX TOJATKIB, IIIO
NOTpeOyIOTh MUTTEBOTO OHOBJICHHS JIAHUX.

Phoenix LiveView — 1ie ojjHa yHiKaJIbHa MOXKJIMBICTE ()PEUMBOPKY, sIKa
JI03BOJISIE CTBOPIOBATH 1HTEPAKTUBHI ()POHTEHA-KOMIIOHEHTH O€3 HalUCaHHS
JavaScript. 3aBasku LiveView po3poOHUKH MOXYTh OyayBaTH AUHAMiI4H1 BEO-
JIOAaTKA 3 MIHIMAJIbHOIO CKJIAQJHICTIO, MEpPEealodyu JIOTIKY y O€KeHJ, o
CIIPOIILY€E CYMPOBIJI 1 TOKPAIIY€e MPOTYKTUBHICTD.

Phoenix 3abe3neuye HazailiHi MexaHi3Mu 3axucTy Big atak CSRF, XSS 1
¢GikTUBHUX 3anmuTiB. KpIM TOro, 4iTKa CTPYKTypa HPOEKTIB 1 MPO30PHI KOA
CHPUSAIOTH JIETKOMY T€CTYBaHHIO, BIAJIArO/PKEHHIO Ta MIATPUMILL.

Phoenix akTHBHO BHKOPHUCTOBYETHCS KOMIIAHIAIMH, Kl OOpOOJISIOTH
BENUKUM Tpadik y pexkumi peanbHoro uvacy. Hampukiman, mmatdopma s
tpeiiaunry Financial Times, ctapranu tumy Podium Ta cepBicH, 1o npamoTh
13 MUJIbHOHAMHM KOPUCTYBaiB LIOAHS, JEMOHCTPYIOTh YCIIIIHE BIPOBAIKEHHS

Phoenix y BucokoHnaBanTakeHnx ymoBax [10].

2.2.2 Ecto

Ecto — ne odimiiina 6i0mioreka ansg poboTu 3 0Oa3amMu JaHUX Yy
cepenopuni Elixir, sxa Hamae 3acoOu sl CTBOPEHHS, 3allUTIB, MIrpaiii Ta
MEepeBIpKUA HUTICHOCTI JaHuX. BoHa € HEBIJ €MHOI YaCTHHOI E€KOCHUCTEMHU
Phoenix 1 3a0e3nedye 4ncTy, ACKJIapaTUBHY MOJAEIb B3a€EMO/IIT 3 PEIISIIIHHUMEU
0a3aMH JaHUX.

Ecto mpomnonye moryxuuit Domain-Specific Language (DSL), skwmii

no3poJise OyayBatu SQL-3amutu y Burisai Elixir-kogy. Ile 3a6esneuye
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CTaTUYHY TEpPEeBIpKYy Ha eTami KOMIIUISILII, aBTOJOMOBHEHHS Ta IiJIBUIICHY
Oe3rneKy nopiBHSAHO 3 cupuMu SQL-psiikamu.

3a pgomomororo Ecto po3poOHHMKM MOXKYTh JIEFKO CTBOPIOBaTH Ta
BIJIC/IIIKOBYBAaTH Mirpaiii 0a3u JaHUX, a TaKOoX MiATPUMYBaTH CXEMYy B
aKTyaqpHOMY cTaHl. MexaHi3M 3MiH CXEMHU J03BOJII€E KOHTPOJIOBATH Bepcii
CTPYKTYPH TaHHUX y PI3HUX CEPEAOBUINAX.

Ecto minTpumye Bu3Ha4YeHHS 3MiHIOBAaHUX CTPYKTYp (changesets), siki
BUKOPHUCTOBYIOTBCS JIsl TIEpeBIpKU, QiIbTpaIii Ta Baimifamii JaHUX mepen ixX
30epexkeHHsAM. KpiM TOro, JIETKO peasizyloThCs 3B’ SI3KU MIXK CyTHOCTSIMM: one-
to-one, one-to-many, many-to-many.

Ecto marpumye nigkmouenss 1o pizaux CYBJL (PostgreSQL, MySQL,
MSSQL Tomio) vepe3 amantepu. PodoTta 3 6a3010 JaHMX € aCHHXPOHHOKO Ta

ONTUMI30BaHOIO JIJI MapaJieIbHOTO BUKOHAHHSA 3aB/AsIKU MOXJIUBOCTsIM BEAM

[11]

2.2.3 PostgreSQL

PostgreSQL — 11e moTyXHa 00'€KTHO-peTsIliiiHa CUCTeMa YIPaBIIHHS
0a3zaMu JaHUX 3 BIIKPUTUM KOJIOM, sIKa YACTO BUKOPUCTOBYETHCS B €KOCUCTEMI
Elixir sk ocHoBHa CYBJ[ uepe3 cBow HaAilHICTh, MAacIITaA0OBAHICTH 1
dbyHKIIOHATBHICTE. BoHa MIATPUMY€EThCS CHITLHOTOO BxKe MoHa 30 poKiB 1 €
OJIHUM 13 HAOUJIbII CTAOUIBHUX PIIIEHB IJIS1 IPOMHUCIOBOTO BUKOPUCTAHHS.

PostgreSQL notpumyetbes ctanaapty SQL 1 mae ACID-BnacTtuBOCTI, 110
rapaHTye IMUTICHICTh JaHUX HAaBITh y BUMAAKY aBapiil. 3aBASKA 1IbOMY BOHA
171IeaTbHO MIAXOAUTH sl (PIHAHCOBHMX, ACP)KABHUX Ta IHIIMX KPUTHUYHHUX
CUCTEM.

Cucrema niaTpumye posmupenss (Hanpukiaa, PostGIS pis reoganux),
tuni JSONB niist 30epiranHst HaniBCTPYKTYPOBAHUX JaHUX, a TAKOXK CKIIaJHI
IHJEKCH, TPUTEPH, 30€peKeHl MPOILEeTypH Ta 1HII MEXaHI3MHU IS MOO0YI0BU

CKJIQJIHUX 3aIUTIB 1 JIOT1KU BCEpPEANH1 Oa3H.
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Uepes agantep Postgrex 6i6moreka Ecto 3a0e3neuye moBHy MiATPUMKY
PostgreSQL, Bxirouatoun Tpanzakiii, batch-omepariii, acHHXpOHHY 00pOOKY
3amuTiB Ta po6oTy 3 JSONB-nonsmu. Lle mae 3mMory eheKTUBHO MpaItoBaTH 3
BEJIMKUM OOCSITOM JaHHUX Y PEaTbHOMY 4aci.

PostgreSQL 3anumiaeTscss peKOMEHIOBAaHUM BHOOPOM I OLIBIIOCTI
npoekTiB Ha Elixir 4epe3 CBOIO THYYKICTh, MPOAYKTHBHICTh 1 aKTHUBHY

miATpUMKY criibHOoTH [13, 14].

2.2.4 Scikit-learn

Scikit-learn — 1e oHa 3 HAUMOMYJSIPHIIIKX 1 HAUTOTYXHIIIKX 010T1I0TEK
MalIMHHOTO HaBYaHHsS y MOBI nporpamyBaHHs Python. Bona nHamae 3pyunuit
1HTepdeic 10 BETUKOT KUTBKOCTI KJIIACHYHUX AJITOPUTMIB MAIITMHHOTO HAaBYaHHS,
0 OXOIUIIOIOTH fK 3aJadl Kiacuikauii, perpecii, KiaacTepusaili, Tak 1
3HWKCHHSI PO3MIPHOCTI, BUOIp 03HAK, TOOYAOBY MoJieNiel Ta iX omiHky. Scikit-
learn € BHCOKOpPIBHEBOIO OOTOPTKOIO Haja TakuMHU Oi0mioTexkamu, sik NumPy,
SciPy Ta matplotlib, o 3a6e3nedye BUCOKY MPOAYKTUBHICTh Ta IHTETPALIIIO 3
IHITUMU THCTPYMEHTAMH 00pOOKHU JaHUX.
OcnoBHi MoxuuBocTi Scikit-learn:
° Kmacudikamis: SVM, Decision Trees, Random Forest, k-NN,
Naive Bayes ta inmii.

° Perpecis: Linear Regression, Ridge, Lasso, SVR.

o Knacrepuzarris: k-means, DBSCAN, arJioMepaTuBHa
KJIacTepu3allis.

o 3umkenHs po3mipHocTi: PCA, t-SNE.

° Ouinka Mojeneit: Kpoc-Bajijallisi, MaTpUIlsl MOMIIOK, METPUKU
SKOCTI (accuracy, precision, recall, F1-score).

o [TobynoBa mnaimnaiHiB (pipeline) mis aBTOMaTH3aIli MPOIECY

MITOTOBKY JIAaHUX Ta TPEHYBAHHS MOJICIICH.

Apk.
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Scikit-learn imeanpHO MIXOAUTH JJIsA 3aJad IOINEPEIHLOTO aHAII3Y,

PO3POOKH IMPOTOTHUIIIB 1 IHTErpallii Mojeel y mpoMucioBi cuctemu [9, 12].

2.2.5 REST API

REST API (aurn. Representational State Transfer Application
Programming Interface) — mie apxiTekTypHHiA CTHIIb CTBOPEHHS BeO-CEpBiCiB,
SAKUWA JI03BOJISIE CHUCTeMaM oOOMiHIOBaThcS 1H(OpMaIli€elo 4yepe3 cTaHIapTHI
HTTP-3anutu. REST API mmpoko BUKOPUCTOBY€ETHCA ISl TOOYOBU Cy4acHUX

Be0-710/1aTKIB 1 KJIIEHT-CEPBEPHOI B3a€EMO/III.

Kitouosi npunuunu REST API:

o KiienT-cepBepHa  apXiTeKTypa: KIIEHT 1 CepBep €
HE3aJIe)KHUMU; KIIIEHT HAJICUJIA€ 3alIUTH, cepBep 00poOIIsie X
1 TOBEpTaE BIAMOBII.

o Craryc 0e3 crany (stateless): KOX€H 3amUT MICTUTh YCIO
HeoOX1Hy 1H(opMarlito s HWoro oO0poOKku, cepBep He
30epirae cTaH KJIi€HTa.

o VYHiikoBaHui 1HTEpdEnc: BUKOPUCTOBYIOTHCA CTaHIAPTHI
HTTP-metomu:

» GET — nmns orpumManHs pecypcey;

» POST — my1s1 CTBOPEHHSI HOBOTO PECYPCY;
* PUT — m1st TOBHOTO OHOBJICHHS PECYPCY;
= PATCH — m1s 4acTKOBOTO OHOBJICHHS;

» DELETE — nns BupajieHHs pecypcey.

. Anpecarisi yepe3 URI: koxkeH pecypc IOCTymHUN 3a
yHikanbHOI0 URL-anapecoro.

o [lepenaua nanux y ¢popmari JSON ado XML (nHaityacTimie

BUKOpUCTOBY€EThCSI JSON).
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REST API akTUBHO BUKOPHUCTOBYETHCS ISl CTBOPEHHS 1HTEPHENUCIB 110
CEpBICIB MAIIIMHHOTO HABUAHHS, 30KpeMa — JUIs Mepeadl 310paHux JaHUX Ha
CepBep, 3aImycKy 0OpoOKu ab0 OTpUMAaHHS PE3YNIbTATIB MIPOTHO3Y. Y KOHTEKCTI
uporo npoexkty REST API 3a6e3neuye B3aeMo/1110 Mi3K KIIIEHTOM, IKUH Miepeae
Tpadik, 1 cepBepoOM, SIKU BUKOHYE aHaIIi3 3a JOTIOMOTOI0 MOJIENI, peaTi30BaHo1

y Python [17].
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BUCHOBOK J10 PO3 ALY 2

Y npyromy po3aut Oyno IeTambHO PO3TIISIHYTO Ta OOIPYHTOBAHO BHOIp
MOB MPOTrpaMyBaHHS Ta JIOTIOMDKHHUX TEXHOJOTIH, sIKI OyAyTh BUKOPUCTAH1 JJIsI
peanizauii npoekty. Y ¢okyci 6yau moBu Python ta Elixir, a Takox cymyTHi
bpeiiMBOpPKH Ta IHCTPYMEHTH, IO 3a0€3MeUYyi0Th B3aEMOMII0 MK
KOMITOHEHTaMU Ta 30epiraHHs IaHuX.

[Tepmr 3a Bce Oy10 0OTpyHTOBAHO AONUIBHICTh BUKOPUCTAaHHS MOBH Python
— TOTY)XHOTO 1HCTPYMEHTY ISl MOOYJOBH MOJENEH MAaIlMuHHOTO HAaBYAHHS.
30kpema, OyJI0 OMHCaHO 3acTOCyBaHHS Takux OiOmorek sk scikit-learn,
TensorFlow, siki HaIarOTh MUPOKI MOKIMBOCTI JIsl 0OpOOKU TaHKX, TOOYI0BU
aBTOCHKOJEPIB 1 BUKOHAHHS CTAaTUCTHYHOTO aHami3y Tpadiky. Python takox
BukopuctoByeThbest g ctBopeHHs REST API 3a momomororo Flask, mro
3a0e3reuye 3pyuHy B3a€MOJIII0 3 HIIUMH YaCTUHAMU CUCTEMH.

Jam Oyno neTanbHO PO3TIASHYTO BUKOPUCTaHHS MOBH IPOTpamMyBaHHS
Elixir sk OCHOBHOTO I1HCTpYMEHTY sl pealizallii BHUCOKOHABAHTAXCHOT
cepBepHoOi Jioriku. 3aBasku miatrgopmi BEAM Ta miarpumiil Mozens akTopis,
Elixir 3a6e3neuye macmTaboBaHiCTh, KOHKYPEHTHICTD 1 BIIMOBOCTINKICTb. [[71s1
peauni3zalii BeO-iHTepdeiicy Ta 00poOKH 3aIUTIB y pealibHOMY 4Yaci 0ysio o0paHo
dpeitmBopk Phoenix, skuii € OJHUM 13 HAWMPOAYKTHBHIIIMX PIIIEHb Y CBITI
Elixir. Takox y mpoekti Oyne BukopuctaHo 0i0moreky Ecto — moryxHuit
THCTPYMEHT AJi1 poboTu 3 06a3zamu nanux y cepenosui Elixir, mo 3a6e3neuye
3pyuny ORM-abcTtpakiiito, Bamiiaiiro JaHUX Ta eheKTUBHY 1HTErpalliro 3 6a3010
nanux PostgreSQL.

CYBJl PostgreSQL ©Oyna oOpana sk HajdiiiHe, pO3MIMPIOBAaHE Ta
MPOYKTUBHE PIIICHHS 1)1 30€epiraHHs K ICTOPUYHHUX JaHUX Mpo Tpadik, Tak i
pe3ynbTaTiB aHaiizy aHomauii. PostgreSQL no0Ope macuirabyerbes, miATPUMYE
CKJIaJIH1 3alliTH, TPAH3aKIlii, a TAKOX CyMicHa sik 3 Python-iHcTpymenTamu, Tak

13 Ecto.
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TakuMm yuHOM, 0OpaHMIl CTEK TEXHOJIOTIH T03BOJISE pealli3yBaTH HaJlIMHY,
MaciiTaboBaHy Ta IHTENEKTyalbHy cucTteMy. KoMOinyBaHHs mepeBar Python
JUTSL peaimizallii CKIaJHUX OOYMCIICHb 1 MallTMHHOTO HAaBYAaHHS 3 HAIIHHICTIO
Elixir Ta Phoenix st 06poOku Tpadiky B peaqpHOMY 4aci 3a0e3meuye BUCOKY
e(EeKTUBHICTD 1 THYUKICTb YCI€i apXITeKTypH. Y ci 00paHi IHCTPyMEHTU MalOTh
YiTKO BU3HAYEHI pOJI, $KI B3a€EMOJOMOBHIOIOTH OJHA OJHY 1 CIPHUSIOTH

JOCATHCHHIO IIOCTAaBJICHOI METH.
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PO311J1 3 AETAJII PO3POBKHN CUCTEMUA

BignoBigHo 10 mpoBeaeHOTO aHalily, Oyjia po3pobiieHa 1HTEelIeKTyajabHa
cUCTeMa BUSBJICHHS aHOMallbHOTO Tpadiky B SDN-Mepexi, sika 6a3yeTbcs Ha
BUKOPHCTaHHI METOJIB MAIIMHHOTO HaBYaHHA. BpaxoByloum apxiTeKTypHi
ocobmBocti SDN, OyJ10 MPUAHATO PIIEHHS PO MOYJIbHY MO0YI0BY CUCTEMHU
3 MOALIOM Ha TPU OCHOBHI KOMIIOHEHTH: CEHCOPHHUM areHT, LEHTPaJbHUMN

cepsep (Elixir Hub) Ta MikpocepBic IITy4HOIO IHTENEKTY JJIs JAETEKIII1.

3.1 ApxirekTypa cucreMu

VY Xoa1 mpoeKTyBaHHS Ta PO3POOKM CHUCTEMHU BUSIBICHHS aHOMaJi OyIo
PO3MIISIHYTO 3arajibHi MIAXOAM 10 PO3POOKM BEO-T0/1aTKIB TaKi sSIK MOHOJIT Ta
MIKpOCEpBICHA apXIiTeKTypa. bysio BUpIlIEHO MO€gHATH OOMIBA MIAXOAW IS
JIOCSITHEHHSI MaKCUMAaJIbHOI MPOYKTUBHOCTI, TTOEHAHHS XOPOIIUX CTOPIH Ta
MIHIMI3a1ll] HETaTUBHUX acIIEKTIB 000X M1IXO0/IB.

Cucrema ckiiagaeTbes 3 HAOOPY CEHCOPIB, IO BCTAHOBIIOIOTHCS JIOKAJTBLHO
Ha MaIlIMHY KJIIEHTA Ta MIKIIYAETHCSA 10 MEPEKEBOT0 1HTEpGEHCcy IPUCTPOIO,
30upae Ta arperye iH(popMallito siKy OTpUMYe (KUIbKICTh TAKETiB, ILIbOBI TOPTH,
Ip-ampecu), HAACHIAE IO PO3TOPHYTOrO Ha CEPBEpPI MOHOITHOTO TMPOEKTY
(AnomalyHub), Bukonanoro Moot mnporpamyBanHs Elixir, 3a momomororo
HTTP mnporokoniB. AnomalyHub 3a momomororo RestAPl mnoemnanuii 3
MIKpOCEpBICOM aHali3y Tpadiky HaJCHIa€ Ta OTPUMYE 3aMMCHA OTPUMAHI BiJ
CEHCOpYy, Ta y BUIIISAAI TpadikiB CTATUCTUKHU BIANpPaBIs€ HAa BeO-CTOPIHKY
KOpHCTYBaya, 10 J03BOJISIE HOMY KOHTPOJIOBATH POOOTY CBOTO MPUCTPOIO HE

Maroud (pi3UIHOTO TOCTYITY A0 HBOTO.
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Po3pobiiena apxiTeKkTypHa MOJIENh Ma€ XOPOIILY MOIYJIbHICTh, aJlKe T03BOJISIE
BUIBHO 3MIHIOBAaTH pOOOTY CEHCOPIB, MIAKIIOUATH Ta BIIKIIOYATH HOB1 MOIYJI
aHami3y Tpadiky, MpoTe YHHUKAE HEMOIIKIB MIKPOCEPBICHHX apXiTEKTyp, 5K

BEJIMKA PO3APOOJICHICTh MPOEKTY, YCKIIaJHEHE PO3TOPTAHHS, TOLIO.

Ha pucynky 3.1 ommcano cxemy poOOTH TPOEKTY Ta BUKOPHCTaHI

TEXHOJIOTI].

Cexcop (Python)

Arperoeada cTaTMCTMEA

HTTP: POST
ATperosaHa CTaTUCTHKE

HTTP: POST

¥

Anomaly detector | AnomalyHub (Elixir) DataBase
(Python) o API » (PostgreSQL)

L &

ArperoeaHa cTATMCTUEA LUO MICTHTE [y DOPMYBAHHA 3ANKUCIE
NOMITEY LUOADEWABNEHUY BHOMAT Ecto
HTTP: POST

BigoOpameHHa gaHux KOpUCTyBaYa
Phoenix LiveView WebSocket

L A

User Dashboard
AnomalyHub
FrontEnd

Pucenok 3.1 — CtpykTypHa cxema oprasizatii 104aTKy.

3.2 Orasix ceHcOpHOro areHty (Sensor)

CeHcop — 1ue HeBelUKUH aBTOHOMHHMI Python-momatok, skwuii
po3ropTaeThcsi 0e3MocepelHbO Ha KIEHTCHKUX MPHUCTPOSIX Ta BUKOHYE POJIb
are’ra 300py TEIEeMETPUYHUX JaHUX MPO MepexeBUd Tpadik, A€ 3I1HCHIOE
NACMBHE TMPOCIYXOBYBAHHS MEPEXKEBOro 1HTEpdeiicy, arperye KiIO4YOBI
XapaKkTepUCTHKH TpadiKy Ta nepeaae ix Ha HEeHTpaIbHUMA cepBep.

3 TEXHIYHOI TOYKH 30py CEHCOp MIAKIIOYAEThCS O€3MOCEPeHbO 10
MepeXeBOro iHTepdercy MPUCTPOIO0, BUKOPUCTOBYIOUH MOKIIUBOCTI 010T10TeKH
Scapy, mo m03BOJI€ 3MIIMCHIOBATH 3aXOIUICHHS, aHali3 Ta (DUIbTpaIlio

MEpEeKEeBUX MaKeTIB Ha HU3bKOMY piBHI. Takuil miaxia 3a0e3nevuye rHyuKicTh y
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po0OOTI 3 PI3HUMH MEPEKEBUMH MPOTOKOJIaMU Ta dopMaTaMHu TaKeTiB 0e3
noTpedu B J0JJaTKOBOMY MPOrPaMHOMY 3a0€3MeUeHHI YU paiBepax.
Cencop npairoe y GOHOBOMY PEXHMI Ta BUKOHYE 301p TAaKUX METPHK, 5K
(puc 3.2):
® 3arajgbHa KUIbKICTh NMEPEXOIJICHUX MAKETIB;
e KIIBKICTh yHIKaNbHUX [P-amapec mxeper;
® pO3MOAUT MakeTiB 3a MepexkeBuMu mnpotokoisamu (TCP, UDP
TOIIIO);
e kinbkicTh TCP SYN-3anuTiB (1110 TOTEHIIIMHO MOKE BKa3yBaTH Ha
cpoOu CKaHyBaHHS MOPTIB);
® CTaTUCTUKY HAWHOUIBII 4YacTO BUKOPUCTOBYBAHMX  IOPTIB

IMPU3HAYCHH.

def packet_callback(packet):
if packet.haslayer(scapy.IP):
with lock:
stats[“packet_count™] += 1

stats[“"unique_src_ips"].add(packet[scapy.IP].src)

proto = packet[scapy.IP].prote

stats[“proto_counter”][proto] += 1

if packet.haslayer(scapy.TCP):
tcp_layer = packet[scapy.TCP]
# MNepeeipka nuwe SYN ¢nary
if tcp_layer.flags == "S":
stats["tcp_syn_count"] += 1
stats["dst_ports"][tcp_layer.dport] += 1

elif packet.haslayer(scapy.UDP):
udp_layer = packet[scapy.UDP]
stats["dst_ports"][udp_layer.dport] += 1

Pucynok 3.2 — Peanizaiis MeToly CKaHyBaHHS MEPEKEBOro Tpadiky.

Bcst 310pana iH(popMallis arperyerbes y pealbHOMY 4aci Ta 3 IHTepBajioM
y KijbKa cekyH 1 (TunoBo — 5) y popmati JSON HajcunaeTbes Ha IEHTpaIbHUN

cepBep 3a gonomororo HTTP-3anuTiB. ABTOpHU3allisl 3aMMTIB BiIOYBA€ETHCS 3a

Apk.
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nonomoror API-kirouiB, 110 103BOJISIE 3a0€3MeUNTH aBTEHTU(IKAIIIF0 KOKHOTO

CEHCOpa Ta MPUB’SI3Ky HOTO JI0 KOHKPETHOTO KOPUCTyBaya B cuctemi (puc. 3.3).

def send_stats(config)J
while True:
time.sleep(SEND_INTERVAL)
with lock:
payload = {
"timestamp": int(time.time()),
"packet_count": stats["packet_count"],
"unique_src_ip_count": len(stats["unique_src_ips"]),
"proto_counter”: dict(stats["proto_counter”]),
"tecp_syn_count™: stats["tcp_syn_count”],

"top_dst_ports”: stats["dst_ports™].most_common(18)

headers = {
"Authorization™: f"Bearer {config['api_key']}",

"Content-Type”: "application/json™

try:

response = requests.post(SERVER_URL, json=payload, headers=headers)

print(f"[+] Hagicnawo {payload[’'packet_count']} nakerie. Crtatyc: {response.status code}")
except Exception as e:

print(f"[!] MNMomunka wagcunawua: {e}™)
# OuncTka
stats["packet_count™] = @
stats["unique_src_ips"].clear()
stats["proto_counter”].clear()
stats["tcp_syn_count”] = @
stats["dst_ports”].clear()

Pucynox 3.3 — Peaizariiss MeToay BiJilIpaBICHHS JaHUX JI0 CEPBEPY.

KoHnpirypartiiss ceHcopa € MIHIMaJTICTUYHOK: MPU MEPLIIOMY 3alyCKy
KOPHUCTYBa4 BBOJUTH yHiKanbHUN API-kimtou, micis yoro BiH 30epiraerbcs y
JOKaJIbHOMY KOH(irypamiiiHomy ¢aiiai (puc. 3.4). Lle cmpoinye HOBTOpPHI
3ayCKW Ta TMIATPUMKY areHta. HajacunaHHs JaHUX BUKOHYETBCS Yy
napajielbHOMY MOTOILl, IO JO3BOJSE CEHCOPY MpalloBaTH aCUHXPOHHO, HE

0JIOKYIOUYH TIpolLiec 300py HOBUX MAKETIB.
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# 3aBaHTakeHHA .env
load_dotenv()
SERVER_URL = os.getenv("SERVER_URL")

if not SERVER_URL:

raise RuntimeError{"[!] SERVER_URL He zHaiigeHo y .env ¢anni!")

def load_or create config():
if os.path.exists{COMFIG_FILE):
with open{COMFIG_FILE, 'r') as f:
config = json.load(f)
print("[*] Kondirypauiw ceHcopa zasaHTaxeHo.")
else:
print(”[*] Beepite Baw yHikanoHuit API wmou (HapaHwit agminicTpaTtopom):™)
api_key = input(“API wkmou: ").strip()
config = {"api_key": api_key}
with open(COMFIG_FILE, "w') as f:
json.dump{config, )
print(f"[*] Kondirypauimw s6epexeno y {COMFIG_FILE}.")

return config

Pucynok 3.4 — Peanizaiisi KoHirypyBaHHs CEHCOPY.

OxpemMO BapTO BIA3HAYMTH, IO CTPYKTypa CEHcopa po3podiieHa 3
ypaxyBaHHSAM PO3IIMPIOBAHOCTI — IPU MOTPed1 MOMKIIMBO JIETKO JOJIaTH HOBI
TUIIA METPUK ab0 3MIHHUTH JIOTIKY 00poOKH Tpadiky 6€3 HeoOX1JHOCTI MOBHOT
nepeOy0BH MPOTrpaMHu.

Takum uywmHOM, ceHcOop 3abe3medye JIOKadbHE TMEPEXOIUICHHS Ta
nonepeaHio 00poOKy Tpadiky Oe3 BIUIMBY Ha MPOIYKTHUBHICTH KJIIEHTCHKOTO
MPUCTPOIO Ta BHUKOHYE POJIb CIOIYYHOI JIAHKH MIXK (I3UYHOIO MEPEKEI0
KOPHCTYBa4a Ta AHATITHYHMM MOJYJIEM, pO3MilleHNM Ha cepBepi. Moro
JIETKICTh, aBTOHOMHICTb 1 3/IaTHICTh JIO MIBUJKOTO PO3TOPTaHHS pOOJIATH HOTO

e(eKTUBHUM 3aCOO0M MOHITOPHHTY Y PO3MOALIEHOMY CEPEOBHIIIL.

3.3 Orusix nenTpagbHoro cepsepy AnomalyHub

[leHTpaJIbBHUM  €JIEMEHTOM apXIiTEKTYpH pO3pOOJICHOT CHUCTEMH €
AnomalyHub — cepBepHmit KOMIIOHEHT, BiIOBITAJILHUH 3a MPUIOM, 0OPOOKY
Ta TOJAIBIIYy MapUIPYTHU3ALII0 TEIEeMETPUYHUX ITaHWX, OTPUMAHHUX BiJ
ceHcopiB. Moro peami3oBaHO SK MOHONITHMH BeG-IOJaTOK HA MOBI

nporpamyBanHs Elixir 3 Bukopucranusam pperimBopky Phoenix, 1o 3abe3neuye
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BUCOKY CTa0lJIbHICTh, MAacCIITa0OBAaHICTh 1 OOpPOOKY BEJIMKOI KIJIBKOCTI
OJIHOYACHHUX 3’ €JTHaHb 3aBJsIKU KOHKYpeHTHIH Mojieni Erlang/BEAM.

Xab BHCTyHae MEHTPATHLHOIO TOUKOIO 3B’SI3KYy B CUCTEMi, KOOPJIUHYIOUU
oOMiH 1H(QopMalli€l0o MK CEHCOpaMH, KOpPHUCTyBauaMH Ta MIKpocepBicaMu

aHami3y. OcHOBHI (yHKIIIT Xa0y HOIUISIOTHCS HA KUJTbKA JIOTIYHUX KOMIIOHCHTIB

3.2.1 O6podxa Tpadiky Bix ceHcopiB

Xab nmpuiimae HTTP POST-3anutu, 110 HaJCUIaI0ThCsl CEHCOPaMU Yepe3
API. KoxeH 3anuT MICTUTh y cOo01 arperoBaHi MEpEKeBl JaHl Ta yHIKaJIbHUN
API-kitou, sikuii 703BOJISIE aBTEHTU(DIKYBaTH JKepeso Tpadiky Ta MpUB’I3aTU
Horo 10 BIJMOBIIHOIO KOPHUCTyBaya. 3aBASKU BOYJIOBAaHUM MOXJIUBOCTSAM
Phoenix st poGoTH 3 COKETaMH Ta aCHHXPOHHOIO OOpOOKOIO 3amuTiB, Xald
31aTeH €(PEeKTUBHO OOpOOJIATH AaH1 3 BEJIUKOI KUIBKOCTI KEPEN Y pealbHOMY
gaci (puc. 3.5).
def receive_data(conn, params) do
case get_req_header(conn, “authorization™) do
["Bearer " <> api_key] ->
case Sensors.get_sensor_by api_key(api_key) do
nil ->
send_resp(conn, 481, “"Invalid API Key™)
%Sensor{} = sensor ->
Task.start(fn ->
forward_and_handle_anomalies(sensor, params)

end)

send_resp(conn, 2082, "Accepted")

end
>
send_resp(conn, 481, "Missing API Key")

end

end
Pucynok 3.5 — Peanizaiiisi KOHTposepy JUisi OTpPUMaHHS JTaHUX.
[licns aBTeHTH(diKalil AaHI NEPEeBIPSIOTbCS HA KOPEKTHICTh Ta
30epiratoTbcss 'y 0a3i  JaHUX IS TOAAIBIIOTO BHUKOPUCTAHHS. TyT

3actocoByeTbest ORM 06i0mioTeka Ecto, sika crporrye poOoTy 3 pelsuiiHUMu
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0azamu gaHux (TunoBo PostgreSQL), 3a0e3neuyroun 3pydHuit iHTepdeiic ais
oOy/I0BM 3aIlUTIB Ta BEJIEHHS 1ICTOPIi OTPUMAHOTO0 Tpadiky.

[TapanenbHO, OTpWMaHI 3amUCU HAJACWIAIOTBCA 1O MIKPOCEPBICY
MAIIMHHOTO HaBYaHHS, KU BUKOHYE aHami3 Tpadiky Ha MpeAMET aHOMAii.
Komynikarisi 3 aHamiTHUHUM MoAyjem peanizyetbcsi uepe3 REST API, mo
3a0e3rneyye cladKy 3B’s13aHICTh MK KOMIIOHEHTaMU Ta TOJETIIye MaiOyTHE

MaciuTadyBanHs cuctemu (puc. 3.6).

defp forward_and_handle_anomalies(sensor, params) do
headers = [
{"Content-Type”, "application/json"},
{"Authorization”, “Bearer #{sensor.api_key}"}

]

body = Jason.encode!(params)
case HTTPoison.post(@detector_url, body, headers) do
{:ok, #HTTPoison.Response{status_code: 288, body: body}} ->
case Jason.decode(body) do
{:ok, %{} = data} -»

TrafficRecords.store_report{sensor, data)

->

I0.warn("[!] Could not parse AL module response")

end

{:error, err} ->

I0.inspect(err, label: "Error contacting AI module™)

err ->
I0.inspect(err)
I0.warn("[!] Unknown error from AT module™)
end

end

Pucynok 3.6 — Peanizaliis MeToly HaJCUJIaHHS JJAaHUX JIO CEPBICY

BUSABJICHHS aHOMAJTIH.

3.2.3 30epe:keHHsI Ta Bi3yaJi3auisi JaHUX

Bcei npuitasaTi Ta oOpoOneHi naHi 30epiratoTbes y 0asi JaHux 13
MPUB’A3KOK0 JI0 BIJAMOBIJIHOIO KOpUCTyBadya Ta ceHcopa. Ha ocHOBi 1€l
iHpopmartii hopmyroThes Tpadiku Ta aiarpamu, TOCTYIMHI KOPUCTYBAYEBl 4Yepe3
BeO-1HTepdetic. g 3pydHOCTI peani3oBaHO OCOOMCTUN KaOIHET, y SKOMY
KOKEH KOPUCTYBau Ma€ 3MOTy 0auMTH 1CTOPiI0 aKTUBHOCTI CBOTO MPHUCTPOIO,

PIBEHbD IM1J103p17101 AKTUBHOCTI TOIIIO.
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3.2.2 PeakTHBHA B3a€EMOJIisl 3 KOPUCTYBayeM

AnomalyHub Ttakox minrpumye WebSocket-3’enHanns, 3aBIsku 4omMy
MOJKJIMBA PEAKTUBHA TPAHCIISIIS OHOBJIEHD — SIK-OT NOSIBU HOBUX aHOMAJIIN 41
OHOBJICHb Tpaiky — y peanbHOMYy dYaci Ha (pOHTEHa 0e3 HeoOX1JTHOCTI
PYYHOT'O OHOBJICHHSI CTOPIHKHU.

Taxum ynnom, AnomalyHub Buctymnae sk koopauHatiitHuii HEHTP yciel
CHUCTEeMHM, 3a0e3leuyroun OoOpoOKy Ta MapIIpyTH3aIlil0 JaHUX, aBTOPHU3AIIO
KOPHUCTYBauiB, IHTErpallio 3 IHTEJIEKTyaJIbHUM aHai3oM TpadiKy Ta 3pydHUI
KOPUCTYBaIbKHii iHTepdeiic. Moro peanizauis Ha 6a3i Elixir mo3Boimia qocsrtu
BHUCOKOI MPOJYKTUBHOCTI, €(EKTUBHOI pOOOTH B YMOBax BEJIMKOi KUIBKOCTI
napajielbHUX 3 €JHaHb Ta TOTOBHOCTI 10 MacmTaOyBaHHA 0e€3 MOBHOI
nepeOdyIoBH  apXITeKTypH. Takok Oyab-sSkuil 13 (QyHKIIIOHAIBHUX OJIOKIB
(30epiranns, Biyamizamisi, API, norika B3aemoxmii 3 ML) Moxke Oytu
BIJIOKpEMJIEHUI B OKPEMHUN MIKpPOCEpBIC MpPH 3pOCTAaHHI HABaHTaXEHHS a0o

3MiHI BUMOT JIO ITPOEKTY.

3.4 Orasig MikpocepBicy BUSIBJI€HHSI aHOMAJTiii

VY ckiaal cucTeMH BUSIBIIEHHS AHOMAJBHOTO TpadiKy BaKIIMBY pPOJIb
BiJIirpae cepsic aHami3y TpadiKy — HE3aISKHHI MIKPOCEPBIC, BIITOBITaIbHUI
3a 00pOOKY Ta aHalli3 arperoBaHUX CTATUCTUYHUX JIAaHUX, SIKI HAJAXOASThH BIJ
CEHCOpiB uepe3 IeHTpanbHuii xab (AnomalyHub). Ileit cepBic BukoHYE
aBTOMaTUYHE BUSBJICHHS aHOMaJid y MepexeBoMy TpadiKy B PpPEXHUMI
pealbHOro Yacy, 3a0e3Meuyroyn paHHE BUSIBJICHHS MOTEHIIIMHUX Kibep3arpos.

CepBic anamizy mnpuiimMae arperoBaHy iH(OpMAINIO TPO MEPEKEBHA
Tpadik (KIIbKICTh NAKeTIB, YHiIKaIbHI [P-agpecu, SYN-nakeTu, mopTu TOIIO0) Yy
Burisii JSON-3anuTiB BiJ HEHTPAIBLHOTO Xaly. Moro OCHOBHE 3aBIaHHA —
OIIIHUTH Il JaHl Ta BU3HAYUTH, YU € BOHU THUIMOBUMH (HOPMAIbHHMH), YH
BIIXWJIAIOTBCS BIJ] OYIKYBaHMX II1a0JIOHIB TMOBEIIHKH, CUTHATI3YIOUU MPO

MOKJIMBY aHOMAJTIIO.

TAJIIL.467200.003 I13

3m.

Apk. Ne moxym. IMigmuc | dara

Apk.

37




CepBic peanizoBaHo 3a jornoMoror Python — wmoBu, sika dYacTo
BUKOPUCTOBYETHCS B 00JIACTI aHAJI3Y IaHUX Ta MAIIMHHOTO HaBYaHHS. Y SIKOCTI
APl-iaTepdelicy BHUKOpUCTOBYeThCS JieTkui ¢peiimBopk FastAPI, saxwuii
103BoJIsg€ IBUJIKO Ta ehekTuBHO OynyBat REST API, o mpuiiMae 3anuTy Bij
Elixir-xaOy Ta moBeprae pe3yabTaT aHATI3y Y 3pyYHOMY BUTIISII.

CepBic aHami3y NO€IHYE ABA MIIXOIXA 10 BUSBJICHHS aHOMAIIH, IO
JT03BOJISIE TIOKPUTH K JIOBTOCTPOKOBI CTAaTUCTUYHI BIIXWJICHHS, TaK 1 MUTTEBI
CIUIECKU aKTUBHOCTI.

Byno BuKopucTaHO MOEIs MamuHHOTO HaBuaHHs Isolation Forest, mo
BUBYAE TUIOB1 NaTepHU Tpadiky (KUIbKICTh yHIKaNbHUX [P-anpec, SYN-3anutu,
MOPTH) Ta 3r0JIOM BUSBISE BIAXWICHHS. Takui miaxia qo0pe MiaXxoauTh JJist
BHUCOKOPIBHEBOT'O aHAJII3y Ta BUSBIICHHS CKJIQJHUX AHOMaJIi Ha OCHOBI TPEH/IIB.

JIOTIOBHIOE CHCTEMY CTaTUCTUYHUI MeTo. neTekTyBaHHs 3MiH CUSUM,
SKUU B1ICTEXKY€E MOCI1IOBHI KOJIMBAHHS 3HaY€Hb (HAIIPUKJIIA[, KUTbKICTh TAKETIB
3a iHTepBal yacy) Ta BHABISE CTali 3CYBH B CEpEIHbOMY 3HaueHHi. Moro
3aCTOCYBaHHS J1a€ MOKJIMBICTh HIBUAKO PEaryBaTy Ha CIJIECKA aKTUBHOCTI, TaKl
AK pi3ke 3poctanHs SYN-3anuTiB, CKaHyBaHHS MOPTIB abo cripodu DOS-arak.

Peanizartist anroputmy 300pakeHa Ha pUCYHKY 3.7.

class CusumDetector:
def _ init_ (self, threshold: float, drift: fleat = 8.0):
self.threshold = threshold
self.drift = drift
self.pos_sum = 8.@
self.neg_sum = @.@

self.last_mean = None

def update(self, value: float) -> bool:
if self.last_mean is None:
self.last_mean = value

return False

diff = value - self.last mean - self.drift

self.pos_sum = max(@, self.pos_sum + diff)

self.neg_sum = min(@, self.neg_sum + diff)

if self.pos_sum > self.threshold or abs(self.neg_sum) > self.threshold:
self.pos_sum = @
self.neg_sum = @

return True

return False

Pucynok 3.7 — Peanizauia knacy CUSUM nnst BUsiBIEHHS BIAXUJICHD Y

Tpadiky.
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Komynikaiiss 3 xaboMm BiiOyBaeThCsi 3a JOMOMOIO KOHTpoJiepa SKUU
NPOBOAMTH aHaJi3 KIoYa Ta 3alycKae METOA TMEPEBIpKU OTPUMaHHUX
arperoBaHuX JaHUX Ha OCHOBI IMIIJIEMEHTOBAHUX aJITOPUTMIB Ta TOMIYa€ MaKeT
3a ormoMoroto mparmopiis iS_anomaly. O6po06JieHi 1aHi TOBEPTAIOTHCS 10 Xa0y

Ta 3aMHUCYIOThCA B 0a3y nanux. Peanizariito KoHTposiepy 300pakeHO Ha pUCYHKY
3.8.

gapp.post("fapi/detect"”)

async def receive_apgregate(reguest: Request, payload: AggregatedTraffic):
auth = request.headers.get{“authorization™)
if not awth or not auth.startswith{“Gearsr "):

raise HITPException(status_code=483, detail="Missing or invalid auvthorization header"}
user_key = auth.split(j[1]
feature_vector = extract_features_from_aggregate(payload)

if user_key not in user_buffers:
user_buffers[user_key] = []

user_buffers[user_key].append(feature_vector)

if user_key not in user_cusums:
user_cusums[user_key] = CusumbBetector(threshold=588.8, drift=19.4)

cusum_anomaly = user_cusums[user_key].update{payload.tcp_syn_count)

if user_key not in user_models:

load_user_model{user_key)

if user_key not in user_models and len{user_buffers[user_key])} »= MIN_TRAIN_SIZE:
data = np.array({user_buffers[user_key])
scaler = Standardscaler()
scaled_data = scaler.fit_transform({data)
model = IsolationForest(contamination=9.85, random_state=d41}
model. fit(scaled_data)
user_models[user_key] = model
user_scalers[user_key] = scaler
await save_models_async() # AsToMaTwqse 36EpemeHHR NiCcnA TpeHYBaHHA

return {**payload.dict(}, "anomaly": False, "message"”: "Model trained™}

izolation_snomaly = False

if user_key in user_models:
scaled = user_scalers[user_key].transform([feature_vector])
pred = user_models[user_key].predict{scaled}[&]

isolation_anomaly = (pred == -1}
is_anomaly = cusum_amomaly or isolation_anomaly

return {
**payload.dict(),
"anomaly": bool({is_anomaly),
"cusum_anomaly": bool{cusum_anomaly},
"isglation_anomaly”: bool(isolation_anomaly)

}

Pucynok 3.8 — Peanizariisi KoHTpoJiepy cepBicy aHami3y Tpadiky.

Apk.
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BUCHOBOK J10 PO3ALJTY 3

VY upoMy po3auti OyJio eTanbHO OMHUCAHO apXITEKTYpy 1HTENEKTyalbHOT
CUCTEMHU BUsBJICHHS aHoMainpHOro Tpadiky B SDN-mepexax. Cucrema
noOyJoBaHa 3 YypaxyBaHHSIM Cy4YaCHUX BHUMOI JI0 MacHITabOBaHOCTI,
MOIYJIBHOCTI Ta aJaNTUBHOCTI Ta YMOB PEAJIbHOTO CepeloBHINa. ApXITeKTypa
MOETHYE €IEMEHTH MOHOJITHOTO Ta MIKPOCEPBICHOTO MIIXO/IB, IO J03BOJISIE
JOCATTH  ONTHUMAaIbHOTO OalaHCy MDK TPOCTOTOI0  OOCITYrOBYBaHHS,
NPOJYKTUBHICTIO Ta THYYKICTIO PO3BUTKY CUCTEMH B MallOYTHbOMY.

KitouoBUMH KOMITOHEHTAMU CUCTEMHU € JIOKAJIbHI CEHCOPH, IIEHTPAIbHUM
cepep (AnomalyHub) ta cepic anam3zy tpadiky. CeHcopu, peaizoBaHi Ha
OCHOBI 010J110TeKH Scapy, BUKOHYIOTh arperaifito CTaTUCTUYHUX XapaKTePUCTUK
3 MepexeBoro iHTepdeircy KIIEHTChKOI MalllMHU, 30epiraroud JaHl Ha
IPOMI>KHOMY PiBHI, IIEPII HIXK HAAICIATH 1X JO HEHTPAIBHOIO By3j1a 0OpOOKH.
[lepemaua nmanux  BigOyBaeTbcs  uepe3 3axumieHi HTTP-zamutu 3
BUKOpUcTaHHAM API-kirouiB, 1m0 3a0e3neuye 0a30BHil piBEHb aBTEHTU(IKALIIT
Ta KOHTPOJIIO JOCTYILY.

[lenTpanpauil KOMIOHEHT cuctemu, AnomalyHub, peanizoBanuii MOBOIO
Elixir Ha 6a3i ¢peiitmBopky Phoenix, BUcTynae B posil KOOpIUHATOPA CUCTEMHU.
Bin Bukonye QyHKIii 00poOKM 3amuTiB, MapupyTusaiii, 30epiraHas JaHuX y
CKB/I PostgreSQL, a Takox B3aeMo/Iii 3 KOpUCTyBaueM 4epe3 BeO-iHTepdeiic.
Taka peanizaiisa 3abe3reuye BUCOKY MPOJYKTUBHICTH 1 3aTHICTh 0OpOOIISITH
OJIHOYACHI 3’€/IHAHHS 3aBISKH BHUKOPHCTAHHIO HEOJIOKYIOUOI apXiTEeKTypH
Erlang VM.

OxpeMy ponb Bifgirpae cepBic aHami3dy Tpadiky — Al-Moxynb, skwii
BUKOPUCTOBYE anroput™m Isolation Forest nisi BUABICHHS BIAXWIEHb Y
0araToBUMIPHOMY TIPOCTOpP1 O3HAK, IO XapakTepu3yioTh Tpadik. s
BUSIBJICHHSI TIOCTYNOBUX 3MIH y TIOBEHIHIII CHCTEMHU 3aCTOCOBYETHCS TaKOXK

Mmetox CUSUM. Kom0OiHals nux maxogiB J03BOJISE JOCATTA BUCOKOI TOYHOCTI
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y BUSIBJCHHI SIK pPI3KMX, TaK 1 IPUXOBAHUX aHOMAJIiH, IIOB’SI3aHUX 13
MEpEeKEeBUMH aTakaMy a00 BIIXUJICHHSMH B1J HOPMaTbHOT OBEIHKH.
OcoOIMBICTIO apXITEKTYPH € TAKOXK 30€pEKEHHS JaHUX JISI TOAATBIIIOTO
aHajizy, MoOyaoBH TpadikiB 1 BUSBJICHHS JOBrOTpUBAIMX TpeHIiB. KoxkeH
KOMIIOHEHT CHCTEMHU pPeai30BaHUIl TaKUM YHHOM, 1100 3a0e3MeUuTH HU3bKY
3B'SI3aHICTh 1 BUCOKY BIAMOBIJANbHICTD, 110 BIAMOBIA€ MPUHIUIIAM MOOYI0BU
CYyJacCHHX PpO3IMOAUICHUX CHUCTEM. TakuM YHHOM, pPO3pOOJICHa apXiTeKTypa
CHCTEMH BIAMOBIAE CyYaCHUM BUMOTaM JI0 CHCTEM MEPEKEBOT0 MOHITOPUHTY
Ta O6e3neKu. 3amponoHOBaHE PIICHHS MOXE €)EKTUBHO BUKOPUCTOBYBATHUCH SIK
y 1abopaTOpHUX YMOBax, Tak 1 B peabHux SDN-Mepexax asis MigBUIICHHS

piBHS O€3MeKU Ta KOHTPOJIIO.
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PO31JI 4 JOCJUIIKEHHS TA AHAJII3
PO3POBJIEHOI CUCTEMU

4.1 Orasp intepdeiicy po3po0JieHoi cucTeMH.

[aTepdeiic po3pobieHOi CUCTEMH CKJIANa€ThCS 3 JBOX KOIOHEHTIB:
iHTepdeiicy ceHcopy Ta iHTepdeiicy xady. CeHcop € KOHCOIBHOIO MPOTpamMo, s
BUKOHYEThCS y cepenoBul Python ta 3amyckaeThcsi Ha KiHIIEBOMY HPHCTPOI
KOpUCTyBaua abo BipTyalbHiil MammHi Ta 36upae Mopexesuii Tpadik. Moro
1HTEepPEeiC € MaKCUMaJbHO MIHIMAJICTUYHUM — BUBIJ y KOHCOJb 3allUTy Ha
BBEJCHHS KJIIOYa ITIKIIOUYCHHs, KUIbKICTh HaICIaHUX IAKETIB Ta CTaTyC iX
HajcwiaHHsg. CeHcop JO03BOJIIE 3PYYHO BIJICTEKYBaTH CBOIO poboTy 063
BUKOPHCTAHHSA JOJAaTKOBHX PECypCiB, M0 OCOOJWBO aKTyaJlbHO IS
po3ropTaHHs Ha ciaaOkux mpuctposix abo mpuctposx lot (Internet of things)
(puc. 4.1).

S sudo python3 sensor.py

[sudo] password for user:

Sorry, try again.

[sudo] password for user:

[*] Beegith Baw yHikanbHwit API knw4y (HagaHwid agminicTpaTopom):
API knw4: c6931a18-49f5-4ab5-ab4d-3e980a50880d

[*] Konoirypauinw zbepexeno y sensor_config.json.

[*] 3anyck ceHcopa Tpadiky...

S[+] Hapicnano 24 naketis. CTaTtyc:

[+] Hagicnavo 29 naketie. CTaTycC:

[+] Hapgicnano 35 nakeTtis. CTaTtyc:

Pucynok 4.1 — Intepdeiic cencopy.

Iarepdetic xady (AnomalyHub) mae Habararo mupmuii GpyHKIIOHA, 10
peai3oBaHO SK TIOBHOIIIHHMM BEO-I0JAaTOK 13 Cy4YaCHHUM aJalTHBHUM
intepdeiicom. Moro mu3aitn mobynoanmii 3 ypaxysanssM npuamumis UlI/UX
(User Interface/ User Experience): inTyiTMBHa HaBiraifis, KOHTPACTHICTh
KOJILOPIB, IIIBUJIKE OHOBJICHHS JTaHUX.

[nTepdeiic xaby MOXHa MOJILTUTH HA 1Bl OCHOBHI 30HHU:

e 30Ha KepyBaHHS KOPUCTYBAYEM — PEECTpAIlisi, BX1], HaJallITyBaHHS

00JIIKOBOTO 3aMuCy(3MiHa TTapOJIsi, TIOIITH)

Apk.

TAJIIL.467200.003 I13

3m.

Apk. Ne moxym. IMigmuc | dara

42




e 3onHa Tpadiky Ta aHANITHKA — TpU3HAYEHA [JIS B3aEMOMIl 3

CEeHCOpaMU Ta Bizyasizallii JaHuX.

dopma peectpartii (puc. 4.2) HaIYy€e BaIiaIif0 BBEACHUX KOPUCTyBadEeM
JaHUX, [0 TPU TOMHWIIII BUBEIE IMOBIIOMIICHHS (HEKOPEKTHA CJIICKTPOHHA

TMIOIIITA ab0 TIAPOJIh MA€ HANIYyBaTH 12 CUMBOIIB).

:\ AnomalyHub

Pucynoxk 4.2 — InTepdeiic cTopiHku peecTpariii.

[Ticns peectparii ab0 BXOMy B CHUCTEMY KOPHUCTYyBa IMOTpAIUII€ Ha
TOJIOBHY CTODPIHY /i€ MOXE J0JaTh HOBUH ceHcop. s momaBaHHS HOBOTO
CEHCOPY 0 CBOTO O0JIIKOBOIO 3alUCy KOPUCTYBAaU HATHCKAE KHOIKY A0JaTH Ta
BBOJIUTH HAa3BY HOBOTO CEPCOPY, OTPUMYE yHiKalbHUI 3reHepoBanuii APl_key,
II0 MpU TMEPHIOMY 3alyCKy CEHCOpPY BBOJIUTH y KOHCOJIb (HACTYIHI pasu
mporpama miiBaHTaxye 30epeKeHuil KiTtod 3 daiy).

KoxHuit ceHcop 3HaAXOAWUTHCSA B TAOMWYII, P HATUCKAHHS HA PSIOK
BIJIKpUBAETHCS JeTalIbHA 1H(GOpMAIIis 1I0JI0 aKTUBHOCTI CEHCOPY Ta AaHUX, 110
Oynu 3i0paHi. TakoX NPUCYTHE BUMajaloue BIKHO BHOOpY Yacy, 3a SIKUM

KOPHUCTYBa4 X0ue NEPEryiiHyTH CTaTUCTUKY (puc. 4.3).

A AnomalyHub T =:vc: | oo

API Knioy

test_sensor_1 321124f0-66db-4365-abf4-05ff81deddal

IHpopMaLlia npo ceHcop: test_sensor_1

API k0w 3211240664 78 1deddal

Mepion nepernAay:

bopmaui 3a far

Pucynok 4.3 — Inurtepdeiic nogaBanHs Ta iHpopmaIlii o ceHcopy.

Apk.
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JletanpHa 1H(oOpMaIliss Mpo poOOTy CEHCopa peajizoBaHa y BHUIJISAIL
rpadikiB 110 OHOBJIIOIOTHCS KOXKHI 60 CeKyH/I:

e rpadiky Tpadiky Ta aHOMAJI — MOKAa3ye€ KUIbKICTh OTPUMaHUX

MaKeTIB y pealbHOMY Yaci Ta KUTbKICTh BUSBIICHHX aHOMAJIOHUX

3anuciB (puc. 4.4);

IndopMauin npo cexcop: test_sensor_1

API kmoy: 9cfec6bl-663a-4303-8585-20c0d60beldc

I Tpadpix i avomanii y waci

Pucynoxk 4.4 — I'padik Tpadiky Ta aHOMAIIH.
e rpadiky THUIB MAKETIB — JO03BOJIAE OLIHUTH SKHU MPOTOKON

nominye (TCP, UDP, ICMP) (puc. 4.5);

|, Po3nogin npoTokonis y Yaci

Pucynok 4.5 — I'padik KiIIBKOCTI OTpUMaHUX MMAKETIB BIAMOBIIHO 10
MPOTOKOITY.

® TICTOrpaMu LIUJILOBUX MOPTIB — JI0NIOMArae BUSIBUTH, HA SIK1 TOPTH

OyJ10 3/1iicCHEHO HalO1IbIIe 3BepHEHbD (puc. 4.6);

(@ Ton uinboBHx NOPTiE

270

2000 2500 3000 3500 4000 2500 5000

Pucynok 4.6 — I'padik miab0BUX MOPTIB.

Apk.
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e rpadik aHOMAJIH — UTIOCTPYE Yac Ta aIrOPUTM BHSBJICHHS MEBHOI

17103p17101 aKTUBHOCTI (puc. 4.7);

I, MeTon BMABNEHHA anamanii: CUSUM, Isolation Forest

@CUSUM mouane @ lsnaion Fores souann

@ Ten uinvosmx noptie

Pucynok 4.7 — I'padik BUABIEHUX Yy Yac aHOMaJiil BIAMOBITHO JO METONY.
e rpadik yHpKampHHX |P-ampec — moka3ye 3aralibHy KUIBKICTb
B3a€MO/IIFOUUX MPUCTPOIB Y MEPEXKI, 1110 € KOPUCHUM THAUKATOPOM

npo 6otHeTOdTPKax (puc. 4.8).

& Yrikaneni IP-agpech y uaci

Pucynok 4.8 — I'padik BUSBIICHUX YHIKaJbHHUX IP-aapec.

4.2 Orasia 6a3u JaHUX T0AATKY
Jist  30epexeHHs CTPYKTypoBaHOi 1H(opmamii mpo KOpHCTyBadiB,
ceHcopu Ta 3amucu Tpadiky Oymo obpano CKBJl PostgreSQL, amke BoHa
B1/I3HASIAETHCSI BUCOKOIO HAJIIMHICTIO Ta IMMUPOKUM (DYHKITIOHATIOM aHATITHIHUX
3amuTiB. Takox 10 mepeBar PostgreSQL moxHa BigHECTH:
e minrpumka Ttpan3akuii ACID (Atomicity, Consistency, Isolation,
Durability);
e mmupokuil HaOip ¢yHKmIK 111 podotn 3 JSON, yacoBumu psmamu,
arperariero.
e Bucoka macmraboBaHICTh Ta ONTHUMI3AIIis 3aITUTIB;

e Posmupenns st 00poOku Tenemerpuunux ganux (TimescaleDB).

Apk.
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baza nanux mae 4iTKy JIOTIYHY CTPYKTYpPY Ta MICTUTh 3 OCHOBHI Ta0JIuIIl

Users, Sensors ta TrafficRecords ta 1 qomomixkuay UsersTokens.

Tabmuis Users 36epirae 00:1ikoB1 JaHi KOPUCTyBada CHCTEMH Ta Ma€ TaKky

CTPYKTYpy OonucaHy B Ta0muil 4.1.

Tabmums 4.1 — Crpykrypa momniB Tadmuii USers.

HasBa nons Tun Janux Omnuc

id SERIAL PRIMARY KEY | YHikanpHHii i1eHTH(DIKATOP
KOPHUCTYBa4a B CHCTEMI

email VARCHAR UNIQUE NOT | Anpeca eneKTpOHHOX MOLITH

NULL

KOpUCTYyBayJa.

hashed_password

VARCHAR NOT NULL

Xemr napodito (30epexeHuit i3

BUKOPHUCTAHHSM bcerypt)

confirmed_at TIMESTAMP Yac miaTBepKeHHS 00JIIKOBOTO
3a1KCy 3a JOTIOMOTOI0
eJICKTPOHHOT'O JICTA

updated_at TIMESTAMP Yac ocTaHHBOX 3MIHH B 00JIKOBOMY
3amnuci

inserted_at TIMESTAMP Yac cTBOpeHHS 00JIIKOBOTO 3aIHCy

Tabmuus UsersToken 30epirae TOKEHH KOPUCTyBada ISl CKHIAHHS

NapoJIt0 YM 3MIHU MOIITH YM 1i MIATBEPIKEHHSI Ta MA€ CTPYKTYpYy ONHUCaHy B

Tabymi 4.2.

Tabmuns 4.2 — Crpykrypa mosiB Tadauri UsersTokens.

HasBa nons Tun Jannx Omuc

id SERIAL PRIMARY KEY | YHikanpHHH iI€HTH(IKATOP TOKEHA

user_id INTEGER NOT NULL [TocunaHHs Ha BIAMOBITHOTO

REFERENCES Users(id) KOpHUCTYBaya.

token VARCHAR NOT NULL Xer TokeHa (30epekeHHi 13
BUKOPUCTaHHAM berypt)

context VARCHAR KoHTekcTn npru3HaueHHs TOKEHY

sent_to VARCHAR Enextponns nomita Ha siKy O0yio
HaJ1CIIAHO TOKEH.

inserted_at TIMESTAMP Yac cTBOpEHHS CTBOPEHHS TOKEHY.

3m.

ApK.

Ne nokym.

[Migmuc | dara

TAJIIL.467200.003 I13

Apk.

46




Tabnui Sensors 30epirae Ha3By ceHcopy Ta Horo APl ko4, Takoxx mae
NPUB 3Ky 10 KOPHUCTYBaya Ta Ma€e CTPYKTypy onucaHy B Tabmuiti 4.3,

Tabmuus 4.3 — CtpykTypa 1ot TabauIl Sensors.

Ha3pa nons Tun Jlanux Onuc

id SERIAL PRIMARY KEY | YHikanbHHii i1eHTU(DIKATOP
CEHCOpY.

user_id INTEGER NOT NULL [TocuiaHHA HA BiANOBIIHOTO

REFERENCES Users(id) KOpHCTYBaya.

name VARCHAR Ha3ssa cencopy.

api_key VARCHAR NOT NULL Kitrou cencopy.

updated_at TIMESTAMP Yac ocTSHHBOT 3MIHU B CyTHOCTI
CEHCOopY.

inserted_at TIMESTAMP Yac cTBOpEHHS CTBOPEHHS CEHCOPY.

Tabmuus TrafficRecords 36epirae MeTpuku MepekeBoro Tpadiky Bif
KOKHOTO CEHCOpY Yy MEeBHOMY u4acoBoMmy BIkHI (5 cexkynna). L1 3anucu
BUKOPUCTOBYIOThCS IS Bi3yanizaiii Tpadiky s KOpHUCTyBaya Ta Mae
CTPYKTYpy onucany B Ta0miuili 4.4.

Tabmuns 4.4 — CtpykTypa moJiiB Tadauii Sensors.

Hasga nons Tun Jlaanx Onuc
id SERIAL PRIMARY KEY | VuikaneHuit inentudikarop
3aImucy.
sensor_id INTEGER NOT NULL ITocunaHHA Ha BiAIOBIAHUN
REFERENCES Sensors(id) | cercop.
Timestamp INTEGER Yac 3ibpanoro tpadiky.
packet_count INTEGER KinbKicTh OTpUMaHUX MMAaKeTiB 3a
nepioJ.
unique_src_ip_count INTEGER KinbKicTh yHIKaTBHEX Ip-ajpec y
noTol1l Tpadiky.
proto_counter JSONB KinbkiBCTh makeTiB 3a
MPOTOKOJIAMH.
tcp_syn_count INTEGER Kinbkicte SYN-makeris.
ApK.
, IAJILL.467200.003 T13 -
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Kinens Tabaum 4.4.

Hassa nomns

Tun Janux

Onuc

top_dst_ports

ARRAY[]::INTEGER

Macus MopTiB, 110 OTPHUMATH

HaNOLIbIIIE 3aUTIB.

anomaly BOOL [Ipanopenp, 110 MoKa3ye uu Oyau
BUSBIICH] STHOMAJIi.

cusum_anomaly BOOL [Ipaopers MeToTy BUSBICHHS
CUSUM.

isolation_anomaly BOOL [pamopers MeTOIy BUSBICHHS
Isolation Forest.

inserted_at TIMESTAMP Yac CTBOpEHHS CTBOPEHHS 3aIIKCY.

updated at TIMESTAMP Yac oCTAHHBOT 3MiHU B CYTHOCTI

3aIucy.

3B’S13KM MK TaOJIUIIMUA MOKHA TMIEPEryIsTHYTH Ha pucyHkax 4.9 ta 4.10.

[ traffic_records

123 id

123 timestamp

123 packet_count

123 unigue_src_ip_count
{ } proto_counter

123 tcp_syn_count
o2 top_dst_ports
anomaly
cusum_anomaly
isolation_anomaly
123 sensor_id

() inserted_at

() updated_at

sensors

123 id

AZ name

az api_key

123 user_id

() inserted_at
() updated_at

Pucynok 4.9 — 3B’s30k Tabaune Sensors ta TrafficRecords.

3m.

ApK.

Ne nokym.
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users_tokens

123 id

123 user_id
2% token

A7 context
Az sent_to

- users

() inserted_at .
< - 125 id

Az email

»z hashed_password
) confirmed_at

() inserted_at

() updated_at

AZ Name
Az api_key
123 user_id
() inserted at
(Z) updated_at

Pucynok 4.10 — 38’30k TabGauie Users ta Sensors.

4.3 TectyBaHHs1 po3p00.iIeHOI CUCTEMH

Jlist TectyBaHHS po3po0seHoi cucteMu Oyyio OOpaHO MiAX1J PYyYHOTO
tectyBanHs (manual quality assurance) aGo > TMOBEIIHKOBE TECTYBaHHS
(behavior tests). Jlns mporo Oymm 3MOJEIbOBaHI arakk Ha Mepexy: Port
scanning, UDP flood, TCP flood. Peanizariisi ckpunTy ataku 300pa)ieHa Ha

pucyHky 4.11.

from scapy.all import IP, TCP, send
import random
import time

target_ip = "192.168.1.182" # IP wini (wanpwknap, Teil xoct Mininet)
target_port = BB it Mopt uini (momew aMiswTu Ha noTpifHwi)

packet_count = 2969 #t KinexicTe nakeTie gne eignpaskwe

delay = 9.91 ff JaTpwMxa Mmix nakeTamy (@ob HE 3AOYAOCMTH AYEE WEWAKO)

print{f"starting S¥N flood attack on {target_ip}:{target_port}...")

for i in range{packet_count):
ip_layer = IP(src=f"18.8.8.{random.randint{2, 254)}}", dst=target_ip)
top_layer = TCP(sport=random.randint{1824, 65535), dport=target_port, flags="5%", seqg=random.randint(lBo@, 9008))
packet = ip_layer / tcp_layer
send{packet; werbose=False)

time.sleep({delay)

print{"artack {inished."ﬂ

Pucynox 4.11 — Peanizariisi mpoCTOTO CKPUITYy aTaKu Ha MEPEXKY.

Apk.
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JleTekTop aHOMAJIii MPOSBUB OUIKYBaHY MOBEIIHKY Ta TOMITHUB 3aIUCH

SIK aHOMaJIbHI (puc. 4.12)

|| Tpadik i aHomaniiy uaci

Pucynok 4.12 — Peakuis cucteMu Ha aTaky.

Takoxx Ha rpadiky MOKHA TOOAYUTH MPUKIA] XUOHOTO CIIPAIFOBAHHS
cuctemu (puc. 4.13). Lle odikyBaHO BiA0OYI0Ch Yepe3 MiABUIIEHY KIJTbKICTh
MaKEeTiB 110 IPOXOIATh Yepe3 MEPEKEBUH IIPOTATOM CYTTEBOTO Yacy, 110

CIIPOBOKYBAJIKM CTATUCTUYIHY AHOMAJIII0 BUSBJICHO 3a AOIIOMOI'OI0 MCTOOY

CUCUM.

1| Tpadik i anomanii y waci

Pucynok 4.13 — XubHe cnpaifoBaHHs I€TEKTOPY aHOMAJIIi.
Tum yacoM rpadik aHomaniil Noka3zye SIKUMH METOJaMu OyJI0

BUSBJICHHO aHoMaJii (puc. 4.14).

1. MeTtoa BuABneHHs aHomanii: CUSUM, Isolation Forest

@ Ton yinsosux noptis

Pucynok 4.14 — I'padix aHomauniii BIAMOBIAHO A0 METOAY BUSIBICHHS.
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Buxonsuu 3 oTpuMaHuX pe3yibTaTiB MOXKHA 3pOOUTH BUCHOBOK, IO
CHCTEeMa BUKOHYE O4iKyBaH1 ()YHKIIIT Ta CUTHAJI3YE PO MOSIBY aHOMaJIbLHOIO
Tpadiky, IpoTe MOKE XUOHO crpanboByBatu. [lokpamuT poboTy cuctemu

MOXHA 3a JIOTIOMOT'0OF0 BUKOPHUCTaHHS OLIIBII TTMOOKUX METOIIB aHaTi3Yy.

4.4 PexomeHaauii o0 po3BUTKY Ta BAOCKOHAJIEHHS J0IATKY

IcHye monaiimMeHIe 3 HanpsMU NOKpPAIIEHHS MOJATKY: HMOKPALIEHHS
CeHcopa, MOJyJIsl Ta Xaly.

JI1s OKpalieHHsI CEHCOpPY JOIIBHO MITKIIOUUTH CKJIaaHI O10710TEKH
T aHami3y BMicTy naketiB (payload) ta flow-level statistics (NetFlow, sFlow).
Jlj1g moKpaIieHHs 3aXUIIEHOCT] 3’ €JHAHHS MIXK CEHCOpaMHU Ta XaboM JOLIIBHO
BBECTHU MU PYBAHHA MMOBITOMIIEH 200 TeHEePalIifo MAMKICY 3a J0moMororo RSA
KITIOYI1B.

[TokpamieHHs: MOIyJNsi BUSBICHHS aHOMATii MOXeE pPO3BUBATUCH SIK
TOPU30HTAJIBHO TaK 1 BepTUKAIbHO. lle MOy OyTH 30UIbLIEHHS KIJIBKOCTI
PI3HHX METOMIB BHSBICHHA aHoMaiii: moxem Autoencoder, SVM ab6o
NOTJMOJICHHS BXKE IMIJIEMEHTOBAHUX: HABYAHHS MOJIENI Ha BEIMKUX 00’ eMax
TUIIOBOTO Ta aTUMOBOTO TpadiKy OTPpUMaHUX 3 MPHUCTPOIB a00 3HAWUICHUX Y
BUTBHOMY JTOCTYM. TaKoX JJis MOKPAIIEHHS 3aXUIIEHOCTI MOYJIsi BUSIBJICHHS
aHOMaJIiil € JoJaBaHHS J0 YOPHOTO CIKMCKY yCiX Ip-aapec, okpiMm xaly, 1o aae
3MOT'Y He nepeimaTucs npo 0e3neKy MOIyJIIo.

3 TOYKHU 30py MacITabOBaHOCTI AOLJIBHO BUHECTH OOPOOKY 3alUTIB B[
ceHcopiB y okpemy yepry (depe3 Redis, RabbitMQ a6o Kafka), o go3Bonuth
PO3AUTUTH MPUHOM JaHUX Ta IX MOAAIBITLY OOPOOKY, 3SMEHIIUTH HaBaHTAKEHHS
HAa OCHOBHMHI mpouec Ta 3a0e3neuntu Oydepusaliro MOpU  MIKOBUX
HaBaHTaXeHHAX. JIJIs OCATHEHHS BHCOKOI BIZIMOBOCTIMKOCTI Ta MOKJIMBOCTI
rOPU30HTAIBHOTO MaciTabyBaHHs Xxa0y MoxkHa Bukopuctatu OTP-mexanizmu
moBu Elixir (cynepsizopu, kiactepu) abo iHTerpyBatu cucremy 3 Kubernetes,
IO JO3BOJIUTh ABTOMATUYHO MacluTaOyBaTH I1HCTaHCH Xal0y 3aJeXHO BiJ

HaBaHTaXCHHA.
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OYHKIIOHANBHICT,  Xa0y TakoX MOXXHA  MOKPAIIUTH  IUIIXOM
BIIPOBAPKEHHS THYYKO1 CUCTEMH HaJAIITYBaHb JIJISl KOXKHOTO CEHCOpPa OKPEMO:
3MiHA YaCTOTH HaJCWUJIaHHS JaHuX, pineTpyBanHsa Tpadiky 3a [P un mopramu
tomo. KpiM Toro, IOIIIBHO peanizyBaTH ICTOPiI0 B3aeMOJII 3 KOXXHHM
CEHCOPOM Ta CTaTUCTUKY CTaHy MOTO MIAKIIOUYEHHS I KPaioro KOHTPOIIO.

Ha piBHi iHTEpdEiicy amamiHicTpaTOpa BapTO IOAATH MOXKJIUBICTH
nepersiAy pe3yibTaTiB  aHalizy B JAuHaMINi: rpadikd, TEIUIOBlI KapTu,
MOPIBHAHHA aKTUBHOCTI B Pi3Hi nepioau. Lle 103BOIUTh BUSBISATH aHOMAIT HE
JIUIIIE Y MOMEHTI, ajie ¥ BIJICTe)KYBaTH JIOBTOCTPOKOBI TCHJICHIIII.

BaxxnuBUM e€leMEHTOM CHUCTEMH MOXECTaTH CHCTeMa pearyBaHHS Ha
aHoMaJllii 10 MOXKE BKJIIOYATH B cebOe OJOKyBaHHS NIJO3PUIMX MOTOKIB,
J0JIaBaHHS IP-aIpec M0 MPOBOKYIOThH aHOMAJIIT Y YOPHHIA CITUCOK, CITOBIIICHHS

KOPHUCTYBaya Mpo BUSABJIEHY AaHOMAJIIIO.
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BUCHOBOK JIO PO3JLTY 4

VY manomMy po3nuti Oyso MpoaHaIi30BaHO peati3alliio Ta (yHKIIIOHATbHI
MO>KJIMBOCTI PO3POOJICHOI CUCTEMHU BUSBIICHHS aHOMaJIbHOTO Tpadiky B SDN-
Mepexax. byno 3MiiCHEHO OIisii KOPHCTYBalbKOTO 1HTEep(dEicy, CTPYKTYpy
0a3u JaHuX.

VY Mexax TecTyBaHHS OyJi0 MPOBEACHO PYYHY IIEPEBIPKY CHUCTEMH
IIUIIXOM MOJCITIOBAHHS KIJTBKOX CIIEHAPiiB MEPEKEBUX aTak, IO JO3BOJIHIIO
OIL[IHUTU TpaIe3/IaTHICTh CEHCOpa, B3a€EMOJIII0 3 XaOOM Ta Peakililo MOAYJs
BUSIBJICHHS] aHOMAJTiH.

Takox 0yno chopMyJIbOBAaHO PAKTUYHI PEKOMEHAALIIT AJIs MOAAIBIIOTO
PO3BUTKY CHCTEMH B TPhOX OCHOBHHMX HaIlpsIMKaX: YJIOCKOHAJIEHHS CEHCOpa,
xa0y Ta MmoyJist aHami3y Tpadiky. 3anponoHOBaHO KOHKPETHI IUISXHU IHTETpallii
HOBUX TEXHOJIOT1H, PO3MIMPEHHs (YHKIIOHATY, a TaK0X MIJBULIECHHS PIBHS

0e3IeKU Ta HAIMHOCT] CUCTEMHU.

Apk.
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BUCHOBKH

VY pamkax BUKOHAHHS JUTUIOMHOI poOOTH OYyJIO CTBOPEHO 1HTEICKTYaIbHY
CUCTEMY JUIsl BUSIBJICHHSI aHOMalIbHOTO Tpadiky B SDN-mepexax. s cucrema
CIpsiMOBaHa Ha 1JICHTH(IKAIII0 MOTEHIIMHO HeOKaHUX UM IIKIJJIUBUX JIH Y
MepexXi B peaslbHOMY Yaci. BoHa ocHaiieHa aHamiTHIHUM iHTEpdencoM 1 Mae
aBTOMAaTH30BaH1 IHCTPYMEHTH OIIIHKH Tpadiky.

[lepmnii po3nin OyB mpHCBSYEHMI aHami3y apxiTekTypu SDN-mepex Ta
OCHOBHHUX 3arpo3, XapakTepHUX I TaKuX CEPEIOBHIN. TaKoX PO3TISTHYTO
Cy4yacHI MiJIXOJIM IO BUSIBJICHHS aHOMAJiil, 30KpeMa aJlrOpUTMH MAIIMHHOTO
HaBYaHHSI.

Y napyromy posnuni Oynu o0paHi ¥ JEeTaJbHO OIMCaHI TEXHOJOTI],
BUKOPHUCTaHI1 /sl pO3pOOKH CUCTEMU BUSBICHHS aHOMaJii Tpadiky. 311HCHEHO
aHai3 IXHbOI IOLIJIBHOCTI, BA3HAYEHO MEPEBArU Ta HEIOMIKU.

Tpetiii po3min 30cepekyBaBCsS Ha CTBOPEHHI OKPEMHUX KOMIIOHCHTIB
CUCTEMU: CEHCopa, cepBep-xady Ta MiKpocepBicy aHamizy Tpadiky. Po3kputo
MexaHi13M 300py JaHuX 13 MepekeBoro iHTepdency, nepenauy el iHpopmaiii
JI0 CEpPBEPHOI YaCTUHU Ta 3aCTOCYBAHHS METOMIB IS iIeHTU(DIKAIllT aHOMATIH.
Peanizamis cucremu 0asyBasiacs Ha Cy4yaCHUX 1HCTpYMEHTax, Takux sk Python,
Scapy, FastAPI, Elixir.

YerBepTHil po3/id BUCBITIIOE (PYHKI[IOHAIbHI aCTIEKTH KOPHUCTYBALIbKOTO
1HTEepdeiicy Ta oprasizauio 0a3u gaHux. byjao nMpoBeaeHO pydyHE TECTYBaHHS
CUCTEMU JUIsl BUSBJICHHS aHOMAJIbHOI aKTMBHOCTI B 3MOJICIbOBAHUX YMOBaX
pobotn  Mepexi. TakoX  3ampONOHOBAHO  HAMPSIMKU  TMOJAJIBIIOTO
BJIOCKOHAJICHHSI CHUCTEMH, BKIIFOYAIOYHM PO3IIUPEHHS (YHKIIIOHATy CEHCOpa,
MOKPAIICHHS SKOCTI MOIEJICH aHaIi3y Ta IMIABUIIICHHS PiBHS OE3MEeKH CepBEPHOI
JaCTUHHU.

Takum 4YWHOM, MeTa JUIUIOMHOI poOoTH Oyja YCHIITHO JOCSTHYTA.
Po3pobnena cucrema mpoaeMOHCTpyBaia €(EKTUBHICTh Y B3aeMOIli 3

Mepekelo, aHalisi Tpadiky Ta BUABIEHHI aHoManii. Ii Moay/bHA apXiTekTypa
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JO3BOJIA€ JICTKO MaCHITa6YBaTI/I piHIeHH}I Ta aaalTyBaTH HOro A0 pCallbHUX

YMOB eKCIUTyatarlii, 3a0e3ledyrodd BIAMOBIIHICT 3POCTAlOUUM BHUMOI'aM

Oe3mneKu.

3m.
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Ne nokym.
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JTIOJIATOK 1

Metoau BusiBneHHs anomainiit tpadiky SDN mepexax

Jliarpama 3a1e’kHOCTI KOMIIOHEHTIB CUCTEMU

(CrykTypHa cxema)
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B3zaemoain 3 EOHCONMK

HTTPHTTFS

KopucTyead
FrontEnd

(Phoenix LiveView, .:CP:.nEHnC;r?j
Elixir)
WebSocket
APl BuEMHE
Cepeep
(ABTOpWIALIRA,
OHOBMNEHHA AAHWE)
APl Brsnven

GibnioTexa Ecto
Baia HNaHux AeTerTop AHOMANIN
(PostgresaL) (Python)
Ne noxym. [Migmuc | Jdara
Po3po6uB Kosnenko €. 10. JIit. Apkymr Apky1iB
[epesipns Kopetixo /1. B. MeTO)IPl-BPISIBJ'leHHSI aAaHOMAJIi i | | 1 1
Tpagiky B SDN mepeikax
: Jliarpama 3aJ1e5KHOCTi KOMIIOHEHTIB KIII 1m. Irops
H. Kontp. Miwenko JI. JI. CUCTeMH (CTPYKTYpHA CXeMa) .
3atBepiuB Cikopcrkoro, ®IOT, 10-16




JIOJIATOK 2

Metoau BusiBneHHs anomainiit tpadiky SDN mepexax

Jliarpama 3aj1eKHOCT1 MOIYJIIB CEPBEPY

(DyHkIioHAIbHA CXEMa)
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Accounts
lib/hub/accounts.ex

-

>

User

UserDashboardLive:
lib/hub_web/dashboard/user_dashboard_live_ ex

lib/hub/accountsiuser.ex

libhub/accounts/user_token. ex

UserToken

Web
lib/hub_web ex

Router
lib/hub_web/router.ex

lib/hub_web/user_auth.ex

UserAuth

Repo
lib/hub/repo.ex

libfhub/sensorsisensor.ex

Sensor

Sensors
lib/huby/sensors.ex

TrafficRecords
lib/hubitraffic_records/Traffic_record ex

SensorController

lib/hub_private_apifsensor_controller.ex

Application
lib/hubfapplication.ex

TraficRecords
lib/hub/raffic_records.ex

TAJII.467200.05 12
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Po3po6us Kosnenko €. 10. Jlit. Apkymr Apky1iB
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Tpadiky B SDN mepexax
: Jliarpama 3aJIeXHOCTi MOy JTiB KIII 1m. Irops
H. Kontp. | Mimenko JI JI. ceprepy ((yHKIIOHANBHA cXeMa)

3arBepauB
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JTIOJIATOK 3

Metoau BusiBneHHs anomainiit tpadiky SDN mepexax

AJITOpUTM JI11 KOpUCTyBaya Ta IPOTPaMHOT0 3a0€3MeUCHHS

(ITpunuumnoBa cxema)
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KopucTysay

IuTepderc peecTpadi

IHTepdeiic ceHcopy

BeegeHHA JUHIX
KpucTyeaua (emalil,
password)

Be2nsHHA QWHIG CEHCORY
API_Kay onA 3'eqHaHHR 2 —
OCHOEHOK CHETEMOH

HapcunawHa ganux Ha
cepeep

HafcunanHs gaHix Ha
cepeep

! v

OTpUMaHHA CepEEpOM
iHChopMaLix KOPUCTYEaMA
3a gonomorow WebSacket

OTPUMEHHA AAHWK Bia

36epererHn API_Key ceHcopy

¥

v v

Banigauia aaHm:
KOPHCTYBAYA

MepecunadHA arperosaHnx
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from fastapi import FastAPI, Request, HTTPException
from pydantic import BaseModel

from typing import List, Dict, Tuple

import numpy as np

from sklearn.ensemble import IsolationForest

from sklearn.preprocessing import StandardScaler
import 0s

import joblib

import atexit

import asyncio

app = FastAPI()

MODEL_DIR = "models"
os.makedirs(MODEL_DIR, exist_ok=True)

user_models: Dict[str, IsolationForest] = {}
user_scalers: Dict[str, StandardScaler] = {}
user_buffers: Dict[str, List[List[float]]] = {}

user_cusums: Dict[str, '‘CusumDetector'] = {}

MIN_TRAIN_SIZE = 100

class CusumDetector:
def __init_ (self, threshold: float, drift: float = 0.0):
self.threshold = threshold
self.drift = drift
self.pos_sum = 0.0
self.neg_sum = 0.0

self.last_mean = None

def update(self, value: float) -> bool:
if self.last_mean is None:
self.last_mean = value

return False
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diff = value - self.last_mean - self.drift
self.pos_sum = max(0, self.pos_sum + diff)

self.neg_sum = min(0, self.neg_sum + diff)

if self.pos_sum > self.threshold or abs(self.neg_sum) > self.threshold:
self.pos_sum=0
self.neg_sum=0

return True

return False

class AggregatedTraffic(BaseModel):

timestamp: int
packet_count: int
unique_src_ip_count: int
proto_counter: Dict[str, int]
tcp_syn_count: int

top_dst_ports: List[Tuple[int, int]]

def extract_features_from_aggregate(data: AggregatedTraffic) -> List[float]:

proto_tcp = data.proto_counter.get(""6", 0)
proto_udp = data.proto_counter.get("17", 0)
proto_icmp = data.proto_counter.get("1", 0)
top_ports_count = sum([pair[1] for pair in data.top_dst_ports[:3]])
return [

data.packet_count,

data.unique_src_ip_count,

data.tcp_syn_count,

proto_tcp,

proto_udp,

proto_icmp,

top_ports_count

def get_model_path(user_key: str) -> str:

return os.path.join(MODEL_DIR, f"{user_key} model.pkl™)

def get_scaler_path(user_key: str) -> str:

return os.path.join(MODEL_DIR, f"{user_key} scaler.pkl™)

def load_user_model(user_key: str):

model_path = get_model_path(user_key)
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scaler_path = get_scaler_path(user_key)
if 0s.path.exists(model_path) and os.path.exists(scaler_path):
user_models[user_key] = joblib.load(model_path)

user_scalers[user_key] = joblib.load(scaler_path)

async def save_models_async():

for user_key in user_models:
joblib.dump(user_models[user_key], get_ model_path(user_key))
joblib.dump(user_scalers[user_key], get_scaler_path(user_key))

print("[ «# ] Models saved asynchronously.")

def save_models_sync():

asyncio.create_task(save_models_async())

atexit.register(save_models_sync)

@app.on_event(*startup™)
async def startup_event():

asyncio.create_task(periodic_model_saver())

async def periodic_model_saver(interval_minutes: int = 10):
while True:
await asyncio.sleep(interval_minutes * 60)

await save_models_async()

@app.post("/api/detect™)

async def receive_aggregate(request: Request, payload: AggregatedTraffic):
auth = request.headers.get("Authorization")
if not auth or not auth.startswith("Bearer "):

raise HTTPEXxception(status_code=403, detail="Missing or invalid Authorization header")
user_key = auth.split()[1]
feature_vector = extract_features_from_aggregate(payload)
if user_key not in user_buffers:
user_buffers[user_key] =[]
user_buffers[user_key].append(feature_vector)
if user_key not in user_cusums:

user_cusums[user_key] = CusumDetector(threshold=500.0, drift=10.0)

cusum_anomaly = user_cusums[user_key].update(payload.tcp_syn_count)
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if user_key not in user_models:

load_user_model(user_key)

if user_key not in user_models and len(user_buffers[user_key]) >= MIN_TRAIN_SIZE:

data = np.array(user_buffers[user_key])
scaler = StandardScaler()

scaled_data = scaler.fit_transform(data)

model = IsolationForest(contamination=0.05, random_state=42)

model.fit(scaled_data)

user_models[user_key] = model

user_scalers[user_key] = scaler

await save_models async() # ABToMaTHYHE 30€pEKCHHS IIiCII TPEHYBAaHHSI

return {**payload.dict(), "anomaly": False, "message": "Model trained"}

isolation_anomaly = False

if user_key in user_models:

scaled = user_scalers[user_key].transform([feature_vector])

pred = user_models[user_key].predict(scaled)[0]

isolation_anomaly = (pred == -1)

is_anomaly = cusum_anomaly or isolation_anomaly

return {

**payload.dict(),

"anomaly": bool(is_anomaly),

"cusum_anomaly": bool(cusum_anomaly),

"isolation_anomaly": bool(isolation_anomaly)

# Buxigae Python cepenopure
FROM python:3.11-slim

# YHUKaeMO NUTaHb [IPH BCTAHOBJIEHHI 0i0IioTeK

ENV PYTHONDONTWRITEBYTECODE 1

ENV PYTHONUNBUFFERED 1

# CTBOpEHHS JUPEKTOPIT IS KOy

WORKDIR /app

# Kormitoemo ¢aiinu npoexTy

COPY ..
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# BcTaHOBICHHS 3aJIEKHOCTEH

RUN pip install --no-cache-dir -r requirements.txt

# CTBOpEHHS TUPEKTOpii A Mozese (Ha BCSIK BUMAI0K)

RUN mkdir -p models

# BinkpuBaemo moprt (3a 3aMoBuyBaHHsIM uvicorn — 8000)

EXPOSE 8000

# Komanna 3amycky FastAPI

CMD ["uvicorn", "main:app", "--host", "0.0.0.0", "--port", "8000"]

import scapy.all as scapy
import requests

import json

import time

import threading

import os

from collections import Counter

from dotenv import load_dotenv

CONFIG_FILE = "sensor_config.json"
SEND_INTERVAL =5
lock = threading.Lock()

# ArperoBani gaHi

stats = {
"packet_count™: 0,
"unique_src_ips": set(),
"proto_counter™: Counter(),
"tcp_syn_count": 0,
"dst_ports": Counter()

# 3aBaHTaKEHHS .env
load_dotenv()
SERVER_URL = os.getenv("SERVER_URL")

if not SERVER_URL:

raise RuntimeError("[!] SERVER URL He 3Haitneno y .env daiimi!")
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def load_or_create_config():
if 0s.path.exists(CONFIG_FILE):
with open(CONFIG_FILE, r') as f:
config = json.load(f)
print("[*] Kondirypariito ceHcopa 3aBaHTakeHO.")
else:
print("[*] Benits Bam yHikansHuit API xirrou (Hamanuit agmiricTpatopom):")
api_key = input("API xrou: ").strip()
config = {"api_key": api_key}
with open(CONFIG_FILE, 'w') as f:
json.dump(config, f)
print(f"[*] Kondirypariro 36epexeno y {CONFIG_FILE}.")

return config

def packet_callback(packet):
if packet.haslayer(scapy.IP):
with lock:
stats["packet_count"] +=1

stats["unique_src_ips"].add(packet[scapy.IP].src)

proto = packet[scapy.IP].proto

stats["proto_counter"][proto] +=1

if packet.haslayer(scapy. TCP):
tcp_layer = packet[scapy.TCP]
# Iepesipka sume SYN duary
if tcp_layer.flags =="S":
stats["tcp_syn_count"] +=1

stats["'dst_ports"][tcp_layer.dport] += 1
elif packet.haslayer(scapy.UDP):
udp_layer = packet[scapy.UDP]

stats["dst_ports"][udp_layer.dport] += 1

def send_stats(config):

while True:
time.sleep(SEND_INTERVAL)
with lock:
payload = {

"timestamp": int(time.time()),
"packet_count": stats["packet_count"],

"unique_src_ip_count": len(stats["unique_src_ips"]),
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"proto_counter": dict(stats["proto_counter"]),
"tcp_syn_count™: stats["tcp_syn_count"],

"top_dst_ports": stats["dst_ports"].most_common(10)

}

headers = {
"Authorization": f'Bearer {config['api_key']}",
"Content-Type": "application/json"

}

try:

response = requests.post(SERVER_URL, json=payload, headers=headers)
print(f'[+] Haxicmano {payload['packet count']} makeriB. Cratyc: {response.status_code}")
except Exception as e:

print(f"[!] [Tomunka Hagcunanas: {e}")

# OuucTka
stats["packet_count"] =0
stats["unique_src_ips"].clear()
stats["proto_counter'].clear()
stats["tcp_syn_count™] =0

stats["dst_ports™].clear()

def main():
config = load_or_create_config()
print("[*] 3amyck ceHcopa Tpadiky...")
threading. Thread(target=send_stats, args=(config,), daemon=True).start()
scapy.sniff(prn=packet_callback, store=False)
if _name__ =="_ main__ "

main()

# This file is responsible for configuring your application

# and its dependencies with the aid of the Config module.

#

# This configuration file is loaded before any dependency and

# is restricted to this project.

# General application configuration

import Config

TAJII1.467200.007 JT4

3m.

Apk. Ne nokym. IMigmuc | dara

Apk.




config :hub,
ecto_repos: [Hub.Repo],

generators: [timestamp_type: :utc_datetime]

# Configures the endpoint
config :hub, HubWeb.Endpoint,
url: [host: "localhost"],
adapter; Bandit.PhoenixAdapter,
render_errors: [
formats: [html: HubWeb.ErrorHTML, json: HubWeb.ErrorJSON],
layout: false
1
pubsub_server: Hub.PubSub,
live_view: [signing_salt: "VpHRteUD"]

# Configures the mailer

#

# By default it uses the "Local" adapter which stores the emails

# locally. You can see the emails in your browser, at "/dev/mailbox".
#

# For production it's recommended to configure a different adapter
# at the “config/runtime.exs’.

config :hub, Hub.Mailer, adapter: Swoosh.Adapters.Local

# Configure esbuild (the version is required)
config :esbuild,
version: "0.17.11",
hub: [
args:
~w(js/app.js --bundle --target=es2017 --outdir=../priv/static/assets --external:/fonts/* --external:/images/*),
cd: Path.expand("../assets", _ DIR_ ),
env: %{"NODE_PATH" => Path.expand("../deps", _ DIR_ )}

]

# Configure tailwind (the version is required)
config :tailwind,
version: "3.4.3",
hub: [
args: ~w(
--config=tailwind.config.js
--input=css/app.css

--output=../priv/static/assets/app.css
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)l
cd: Path.expand(*../assets", _ DIR_ )

]

# Configures Elixir's Logger
config :logger, :console,
format: "$time $metadata[$level] $message\n”,

metadata: [:request_id]

# Use Jason for JSON parsing in Phoenix

config :phoenix, :json_library, Jason

# Import environment specific config. This must remain at the bottom
# of this file so it overrides the configuration defined above.

import_config "#{config_env()}.exs"

import Config

# Configure your database
config :hub, Hub.Repo,
username: "postgres”,
password: "postgres™,
hostname: "localhost",
database: "hub_dev",
stacktrace: true,
show_sensitive_data_on_connection_error: true,

pool_size: 10

# For development, we disable any cache and enable
# debugging and code reloading.
#
# The watchers configuration can be used to run external
# watchers to your application. For example, we can use it
# to bundle .js and .css sources.
config :hub, HubWeb.Endpoint,
# Binding to loopback ipv4 address prevents access from other machines.
# Change to "ip: {0, 0, 0, 0} to allow access from other machines.
http: [ip: {127, 0, 0, 1}, port: 4000],
check_origin: false,
code_reloader: true,
debug_errors: true,
secret_key base: "2LCfI7TUChSk7ZahLAghtEivp+suOuovQsiUohlJOu+NpfoyTQAEQmM+p4lzyv/injM",
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watchers: [

esbuild: {Esbuild, :install_and_run, [:hub, ~w(--sourcemap=inline --watch)]},

tailwind: {Tailwind, :install_and_run, [:hub, ~w(--watch)]}

]

# ## SSL Support

#

# In order to use HTTPS in development, a self-signed
# certificate can be generated by running the following
# Mix task:

#

# mix phx.gen.cert

#

# Run “mix help phx.gen.cert” for more information.

#

# The “http:” config above can be replaced with:

https: [
port: 4001,
cipher_suite: :strong,

#

#

#

# keyfile: "priv/cert/selfsigned_key.pem",
#  certfile: "priv/cert/selfsigned.pem”

#

# If desired, both “http:™ and “https: keys can be
# configured to run both http and https servers on

# different ports.

# Watch static and templates for browser reloading.
config :hub, HubWeb.Endpoint,
live_reload: [
patterns: [
~r"priv/static/(?!uploads/).*(js|css|pnglipegljpg|giflsvg)$"”,
~r"priv/gettext/.*(po)$",
~r"lib/hub_web/(controllers|live|components)/.*(ex|heex)$"
]
]

# Enable dev routes for dashboard and mailbox

config :hub, dev_routes: true

# Do not include metadata nor timestamps in development logs
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config :logger, :console, format: "[$level] $message\n"

# Set a higher stacktrace during development. Avoid configuring such
# in production as building large stacktraces may be expensive.

config :phoenix, :stacktrace_depth, 20

# Initialize plugs at runtime for faster development compilation

config :phoenix, :plug_init_mode, :runtime

config :phoenix_live_view,
# Include HEEX debug annotations as HTML comments in rendered markup
debug_heex_annotations: true,
# Enable helpful, but potentially expensive runtime checks

enable_expensive_runtime_checks: true

# Disable swoosh api client as it is only required for production adapters.
config :swoosh, :api_client, false

import Config

# Note we also include the path to a cache manifest

# containing the digested version of static files. This

# manifest is generated by the “mix assets.deploy” task,
# which you should run after static files are built and

# before starting your production server.

config :hub, HubWeb.Endpoint, cache_static_manifest: "priv/static/cache_manifest.json"

# Configures Swoosh API Client
config :swoosh, api_client: Swoosh.ApiClient.Finch, finch_name: Hub.Finch

# Disable Swoosh Local Memory Storage

config :swoosh, local: false

# Do not print debug messages in production

config :logger, level: :info

# Runtime production configuration, including reading
# of environment variables, is done on config/runtime.exs.

import Config

# config/runtime.exs is executed for all environments, including
# during releases. It is executed after compilation and before the

# system starts, so it is typically used to load production configuration
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# and secrets from environment variables or elsewhere. Do not define
# any compile-time configuration in here, as it won't be applied.

# The block below contains prod specific runtime configuration.

# ## Using releases
#
# If you use “mix release’, you need to explicitly enable the server
# by passing the PHX_SERVER=true when you start it;
#
# PHX_SERVER=true bin/hub start
#
# Alternatively, you can use “mix phx.gen.release’ to generate a “bin/server
# script that automatically sets the env var above.
if System.get_env("PHX_SERVER") do
config :hub, HubWeb.Endpoint, server: true
end

if config_env() == :prod do
database url =
System.get_env("DATABASE_URL") ||
raise "
environment variable DATABASE_URL is missing.

For example: ecto://USER:PASS@HOST/DATABASE

maybe_ipv6 = if System.get_env("ECTO_IPV6") in ~w(true 1), do: [:inet6], else: []

config :hub, Hub.Repo,
# ssl: true,
url: database_url,
pool_size: String.to_integer(System.get_env("POOL_SIZE") || "10"),
socket_options: maybe_ipv6

# The secret key base is used to sign/encrypt cookies and other secrets.
# A default value is used in config/dev.exs and config/test.exs but you
# want to use a different value for prod and you most likely don't want
# to check this value into version control, so we use an environment
# variable instead.
secret_key base =

System.get_env("SECRET_KEY_BASE") ||

raise
environment variable SECRET_KEY_BASE is missing.
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You can generate one by calling: mix phx.gen.secret

host = System.get_env("PHX_HOST") || "example.com"
port = String.to_integer(System.get_env("PORT") || "4000")

config :hub, :dns_cluster_query, System.get_env("DNS_CLUSTER_QUERY")

config :hub, HubWeb.Endpoint,

url: [host: host, port: 443, scheme: "https"],

http: [
# Enable IPv6 and bind on all interfaces.
# Setitto {0,0,0,0,0,0,0, 1} for local network only access.
# See the documentation on https://hexdocs.pm/bandit/Bandit.html#t:options/0
# for details about using IPv6 vs IPv4 and loopback vs public addresses.
ip: {0, 0,0, 0,0, 0,0, 0},
port: port

1

secret_key base: secret_key base

# ## SSL Support

#

# To get SSL working, you will need to add the “https™ key
# to your endpoint configuration:

#

# config :hub, HubWeb.Endpoint,

#  https: [

#

# port: 443,

# cipher_suite: :strong,

#  keyfile: System.get_env("SOME_APP_SSL_KEY_PATH"),
# certfile: System.get_env("SOME_APP_SSL_CERT_PATH")
# ]

#

# The “cipher_suite’ is set to “:strong” to support only the

# latest and more secure SSL ciphers. This means old browsers
# and clients may not be supported. You can set it to

# “:compatible” for wider support.

#

# “:keyfile™ and “:certfile” expect an absolute path to the key

# and cert in disk or a relative path inside priv, for example

# "priv/ssl/server.key". For all supported SSL configuration
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# options, see https://hexdocs.pm/plug/Plug.SSL.html#configure/1
#

# We also recommend setting “force_ssl™ in your config/prod.exs,
# ensuring no data is ever sent via http, always redirecting to https:
#

# config :hub, HubWeb.Endpoint,

#  force_ssl: [hsts: true]

#

# Check "Plug.SSL" for all available options in “force_ssl".

# ## Configuring the mailer

#

# In production you need to configure the mailer to use a different adapter.

# Also, you may need to configure the Swoosh API client of your choice if you
# are not using SMTP. Here is an example of the configuration:

#

# config :hub, Hub.Mailer,

#  adapter: Swoosh.Adapters.Mailgun,

#  api_key: System.get_env("MAILGUN_API_KEY™"),

#  domain: System.get_env("MAILGUN_DOMAIN")

#

# For this example you need include a HTTP client required by Swoosh API client.

# Swoosh supports Hackney and Finch out of the box:

#

# config :swoosh, :api_client, Swoosh.ApiClient.Hackney

#

# See https://hexdocs.pm/swoosh/Swoosh.html#module-installation for details.
End

import Config

# Only in tests, remove the complexity from the password hashing algorithm

config :berypt_elixir, :log_rounds, 1

# Configure your database
#
# The MIX_TEST_PARTITION environment variable can be used
# to provide built-in test partitioning in Cl environment.
# Run “mix help test” for more information.
config :hub, Hub.Repo,
username: "postgres”,

password: "postgres",
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hostname: "localhost",
database: "hub_test#{System.get_env("MIX_TEST_PARTITION")}",
pool: Ecto.Adapters.SQL.Sandbox,

pool_size: System.schedulers_online() * 2

# We don't run a server during test. If one is required,
# you can enable the server option below.
config :hub, HubWeb.Endpoint,
http: [ip: {127, 0, 0, 1}, port: 4002],
secret_key_base: "lU7fWOAyHFbOeEIcVM/YrfAL7fo/BONgNOfz+Y/A/ttGfV1on6UKT/IsHgkihvOM™,

server: false

# In test we don't send emails

config :hub, Hub.Mailer, adapter: Swoosh.Adapters.Test

# Disable swoosh api client as it is only required for production adapters

config :swoosh, :api_client, false

# Print only warnings and errors during test

config :logger, level: :warning

# Initialize plugs at runtime for faster test compilation

config :phoenix, :plug_init_mode, :runtime

# Enable helpful, but potentially expensive runtime checks
config :phoenix_live_view,

enable_expensive_runtime_checks: true

defmodule HubWeb do
@moduledoc "
The entrypoint for defining your web interface, such

as controllers, components, channels, and so on.

This can be used in your application as:

use HubWeb, :controller
use HubWeb, :html

The definitions below will be executed for every controller,
component, etc, so keep them short and clean, focused

on imports, uses and aliases.
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Do NOT define functions inside the quoted expressions

below. Instead, define additional modules and import

those modules here.

def static_paths, do: ~w(assets fonts images favicon.ico robots.txt)

def router do
quote do

use Phoenix.Router, helpers: false

# Import common connection and controller functions to use in pipelines

import Plug.Conn

import Phoenix.Controller

import Phoenix.LiveView.Router
end

end

def channel do
quote do
use Phoenix.Channel
end

end

def controller do
quote do
use Phoenix.Controller,
formats: [:html, :json],
layouts: [html: HubWeb.Layouts]

use Gettext, backend: HubWeb.Gettext

import Plug.Conn

unquote(verified_routes())
end

end

def live_view do
quote do
use Phoenix.LiveView,
layout: {HubWeb.Layouts, :app}
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unquote(html_helpers())
end

end

def live_component do
quote do

use Phoenix.LiveComponent

unquote(html_helpers())
end

end

def html do
quote do

use Phoenix.Component

# Import convenience functions from controllers
import Phoenix.Controller,

only: [get_csrf_token: 0, view_module: 1, view_template: 1]

# Include general helpers for rendering HTML
unquote(html_helpers())
end

end

defp html_helpers do
quote do
# Translation
use Gettext, backend: HubWeb.Gettext

# HTML escaping functionality
import Phoenix. HTML
# Core Ul components

import HubWeb.CoreComponents

# Shortcut for generating JS commands

alias Phoenix.LiveView.JS

# Routes generation with the ~p sigil
unquote(verified_routes())
end
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e

end

def verified_routes do
quote do
use Phoenix.VerifiedRoutes,
endpoint: HubWeb.Endpoint,
router: HubWeb.Router,
statics: HubWeb.static_paths()
end

end

@doc """

When used, dispatch to the appropriate controller/live_view/etc.

defmacro __using__(which) when is_atom(which) do
apply(__MODULE__, which, [])

end

nd

defmodule Hub.Accounts do

@moduledoc
The Accounts context.

import Ecto.Query, warn: false

alias Hub.Repo

alias Hub.Accounts.{User, UserToken, UserNotifier}

## Database getters

@doc """
Gets a user by email.

## Examples

iex> get_user_by email(“foo@example.com™)
%User{}

iex> get_user_by_email("unknown@example.com)

nil
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def get_user_by email(email) when is_binary(email) do
Repo.get_by(User, email: email)

end

@doc "

Gets a user by email and password.

## Examples

iex> get_user_by email_and_password("'foo@example.com", "correct_password")
%User{}

iex> get_user_by email_and_password("foo@example.com™, "invalid_password™)
nil

def get_user_by email_and_password(email, password)
when is_binary(email) and is_binary(password) do
user = Repo.get_by(User, email: email)
if User.valid_password?(user, password), do: user
end

@doc i
Gets a single user.

Raises "Ecto.NoResultsError’ if the User does not exist.

## Examples

iex> get_user!(123)
%User{}

iex> get_user!(456)

** (Ecto.NoResultsError)

def get_user!(id), do: Repo.get!(User, id)

## User registration

@doc mon
Registers a user.
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## Examples

iex> register_user(%{field: value})
{:ok, %User{}}

iex> register_user(%{field: bad_value})
{:error, %Ecto.Changeset{}}

def register_user(attrs) do
%User{}
[> User.registration_changeset(attrs)
[> Repo.insert()

end

@doc """

Returns an "%Ecto.Changeset{}" for tracking user changes.

## Examples

iex> change_user_registration(user)
%Ecto.Changeset{data: %User{}}

def change_user_registration(%User{} = user, attrs \\ %{}) do
User.registration_changeset(user, attrs, hash_password: false, validate_email: false)
end

## Settings

@doc """

Returns an “%Ecto.Changeset{}" for changing the user email.

## Examples

iex> change_user_email(user)
%Ecto.Changeset{data: %User{}}

def change_user_email(user, attrs \\ %{}) do

User.email_changeset(user, attrs, validate_email: false)
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end

@dOC nan
Emulates that the email will change without actually changing
it in the database.

## Examples

iex> apply_user_email(user, "valid password", %{email: ...})
{:0k, %User{}}

iex> apply_user_email(user, "invalid password", %{email: ...})
{:error, %Ecto.Changeset{}}

def apply_user_email(user, password, attrs) do
user
[> User.email_changeset(attrs)
[> User.validate_current_password(password)
|> Ecto.Changeset.apply_action(:update)

end

@doc "™

Updates the user email using the given token.

If the token matches, the user email is updated and the token is deleted.
The confirmed_at date is also updated to the current time.
def update_user_email(user, token) do

context = "change:#{user.email}"

with {:ok, query} <- UserToken.verify_change_email_token_query(token, context),
%UserToken{sent_to: email} <- Repo.one(query),
{:0k, } <- Repo.transaction(user_email_multi(user, email, context)) do
-0k
else
_->:error
end

end

defp user_email_multi(user, email, context) do

changeset =
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user
[> User.email_changeset(%{email: email})

[> User.confirm_changeset()

Ecto.Multi.new()

[> Ecto.Multi.update(:user, changeset)

[> Ecto.Multi.delete_all(:tokens, UserToken.by user_and_contexts_query(user, [context]))
end

@dOC ____Snnn

Delivers the update email instructions to the given user.

## Examples

iex> deliver_user_update_email_instructions(user, current_email,
&url(~p"/users/settings/confirm_email/#{&1}"))
{:0k, %{to: ..., body: ..}}

def deliver_user_update_email_instructions(%User{} = user, current_email, update_email_url_fun)
when is_function(update_email_url_fun, 1) do

{encoded_token, user_token} = UserToken.build_email_token(user, "change:#{current_email}")

Repo.insert!(user_token)
UserNotifier.deliver_update_email_instructions(user, update_email_url_fun.(encoded_token))
end

@doc "™

Returns an “%Ecto.Changeset{}" for changing the user password.

## Examples

iex> change_user_password(user)
%Ecto.Changeset{data: %User{}}

def change_user_password(user, attrs \\ %{}) do
User.password_changeset(user, attrs, hash_password: false)

end

@doc "™
Updates the user password.
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## Examples

iex> update_user_password(user, "valid password", %{password: ...})
{:ok, %User{}}

iex> update_user_password(user, "invalid password", %{password: ...})
{:error, %Ecto.Changeset{}}

def update_user_password(user, password, attrs) do
changeset =
user
[> User.password_changeset(attrs)

[> User.validate_current_password(password)

Ecto.Multi.new()
[> Ecto.Multi.update(:user, changeset)
[> Ecto.Multi.delete_all(:tokens, UserToken.by user_and_contexts_query(user, :all))
|> Repo.transaction()
|> case do
{:ok, %{user: user}} -> {:0k, user}
{:error, :user, changeset, _} -> {:error, changeset}
end

end

## Session

@doc """

Generates a session token.

def generate_user_session_token(user) do
{token, user_token} = UserToken.build_session_token(user)
Repo.insert!(user_token)
token

end

@doc "™

Gets the user with the given signed token.

def get_user_by session_token(token) do

{:0k, query} = UserToken.verify_session_token_query(token)
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Repo.one(query)

end

@dOC man

Deletes the signed token with the given context.

def delete_user_session_token(token) do
Repo.delete_all(UserToken.by token_and_context_query(token, "session™))
:ok

end

## Confirmation

@doc ~S™""

Delivers the confirmation email instructions to the given user.

## Examples

iex> deliver_user_confirmation_instructions(user, &url(~p"/users/confirm/#{&1}"))
{:0k, %{to: ..., body: ..}}

iex> deliver_user_confirmation_instructions(confirmed_user, &url(~p"/users/confirm/#{&1}"))
{:error, :already_confirmed}

def deliver_user_confirmation_instructions(%User{} = user, confirmation_url_fun)
when is_function(confirmation_url_fun, 1) do
if user.confirmed_at do
{:error, :already_confirmed}
else
{encoded_token, user_token} = UserToken.build_email_token(user, "confirm™)
Repo.insert!(user_token)
UserNotifier.deliver_confirmation_instructions(user, confirmation_url_fun.(encoded_token))
end

end

@doc "™

Confirms a user by the given token.

If the token matches, the user account is marked as confirmed
and the token is deleted.
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def confirm_user(token) do
with {:0k, query} <- UserToken.verify_email_token_query(token, "confirm"),
%User{} = user <- Repo.one(query),
{:0k, %{user: user}} <- Repo.transaction(confirm_user_multi(user)) do
{0k, user}
else
_ ->:error
end

end

defp confirm_user_multi(user) do

Ecto.Multi.new()

[> Ecto.Multi.update(:user, User.confirm_changeset(user))

[> Ecto.Multi.delete_all(:tokens, UserToken.by user_and_contexts_query(user, [*confirm"]))
end

## Reset password

@dOC ""’S"""
Delivers the reset password email to the given user.

## Examples

iex> deliver_user_reset_password_instructions(user, &url(~p"/users/reset_password/#{&1}"))
{:0k, %{to: ..., body: ..}}

def deliver_user_reset_password_instructions(%User{} = user, reset_password_url_fun)
when is_function(reset_password_url_fun, 1) do
{encoded_token, user_token} = UserToken.build_email_token(user, "reset_password")
Repo.insert!(user_token)
UserNotifier.deliver_reset_password_instructions(user, reset_password_url_fun.(encoded_token))
end

@doc "

Gets the user by reset password token.

## Examples

iex> get_user_by reset password_token("validtoken™)
%User{}
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iex> get_user_by reset_password_token("invalidtoken")

nil

def get_user_by reset_password_token(token) do
with {:o0k, query} <- UserToken.verify_email_token_query(token, "reset_password"),
%User{} = user <- Repo.one(query) do
user
else
_=>nil
end

end

@doc "™

Resets the user password.

## Examples

iex> reset_user_password(user, %{password: "new long password", password_confirmation: "new long
password"})
{:0k, %User{}}

iex> reset_user_password(user, %{password: "valid", password_confirmation: "not the same"})
{:error, %Ecto.Changeset{}}

def reset_user_password(user, attrs) do
Ecto.Multi.new()
[> Ecto.Multi.update(:user, User.password_changeset(user, attrs))
[> Ecto.Multi.delete_all(:tokens, UserToken.by user_and_contexts_query(user, :all))
|> Repo.transaction()
|> case do
{:ok, %{user: user}} -> {:ok, user}
{:error, :user, changeset, } -> {:error, changeset}
end
end
end
defmodule Hub.Accounts do

@moduledoc

The Accounts context.
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import Ecto.Query, warn: false

alias Hub.Repo

alias Hub.Accounts.{User, UserToken, UserNotifier}

## Database getters

@doc """
Gets a user by email.

## Examples

iex> get_user_by email("foo@example.com™)
%User{}

iex> get_user_by email("unknown@example.com™)
nil

def get_user_by email(email) when is_binary(email) do
Repo.get_by(User, email: email)

end

@doc """
Gets a user by email and password.

## Examples

iex> get_user_by email_and_password("foo@example.com™, "correct_password™)

%User{}

iex> get_user_by_email_and_password("foo@example.com”, "invalid_password")

nil

def get_user_by email_and_password(email, password)
when is_binary(email) and is_binary(password) do
user = Repo.get_by(User, email: email)
if User.valid_password?(user, password), do: user

end

@doc "
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Gets a single user.

Raises "Ecto.NoResultsError’ if the User does not exist.

## Examples

iex> get_user!(123)
%User{}

iex> get_user!(456)

** (Ecto.NoResultsError)

def get_user!(id), do: Repo.get!(User, id)

## User registration

@doc """

Registers a user.

## Examples

iex> register_user(%{field: value})
{:0k, %User{}}

iex> register_user(%{field: bad_value})
{:error, %Ecto.Changeset{}}

def register_user(attrs) do
%User{}
[> User.registration_changeset(attrs)
[> Repo.insert()

end

@doc "™

Returns an "%Ecto.Changeset{}" for tracking user changes.

## Examples

iex> change_user_registration(user)
%Ecto.Changeset{data: %User{}}
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def change_user_registration(%User{} = user, attrs \\ %{}) do
User.registration_changeset(user, attrs, hash_password: false, validate_email: false)
end

## Settings

@doc """

Returns an "%Ecto.Changeset{}" for changing the user email.

## Examples

iex> change_user_email(user)
%Ecto.Changeset{data: %User{}}

def change_user_email(user, attrs \\ %{}) do
User.email_changeset(user, attrs, validate_email: false)
end

@doc """
Emulates that the email will change without actually changing
it in the database.

## Examples

iex> apply_user_email(user, "valid password", %{email: ...})
{:0k, %User{}}

iex> apply_user_email(user, "invalid password", %{email: ...})
{:error, %Ecto.Changeset{}}

def apply_user_email(user, password, attrs) do
user
[> User.email_changeset(attrs)
[> User.validate_current_password(password)
[> Ecto.Changeset.apply_action(:update)

end

@doc "
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Updates the user email using the given token.

If the token matches, the user email is updated and the token is deleted.
The confirmed_at date is also updated to the current time.
def update_user_email(user, token) do

context = "change:#{user.email}"

with {:ok, query} <- UserToken.verify_change_email_token_query(token, context),
%UserToken{sent_to: email} <- Repo.one(query),
{:0k, _} <- Repo.transaction(user_email_multi(user, email, context)) do
ok
else
_ ->:error
end

end

defp user_email_multi(user, email, context) do
changeset =
user
[> User.email_changeset(%{email: email})

[> User.confirm_changeset()

Ecto.Multi.new()

[> Ecto.Multi.update(:user, changeset)

[> Ecto.Multi.delete_all(:tokens, UserToken.by_user_and_contexts_query(user, [context]))
end

@doc ~S™""

Delivers the update email instructions to the given user.

## Examples

iex> deliver_user_update_email_instructions(user, current_email,
&url(~p"/users/settings/confirm_email/#{&1}"))
{:0k, %{to: ..., body: ..}}

def deliver_user_update_email_instructions(%User{} = user, current_email, update_email_url_fun)
when is_function(update_email_url_fun, 1) do

{encoded_token, user_token} = UserToken.build_email_token(user, "change:#{current_email}")
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Repo.insert!(user_token)
UserNotifier.deliver_update_email_instructions(user, update_email_url_fun.(encoded_token))

end

@doc "

Returns an “%Ecto.Changeset{}" for changing the user password.

## Examples

iex> change_user_password(user)
%Ecto.Changeset{data: %User{}}

def change_user_password(user, attrs \\ %{}) do
User.password_changeset(user, attrs, hash_password: false)

end

@doc """
Updates the user password.

## Examples

iex> update_user_password(user, "valid password", %{password: ...})
{:0k, %User{}}

iex> update_user_password(user, "invalid password", %{password: ...})
{:error, %Ecto.Changeset{}}

def update_user_password(user, password, attrs) do
changeset =
user
|> User.password_changeset(attrs)

[> User.validate_current_password(password)

Ecto.Multi.new()
|> Ecto.Multi.update(:user, changeset)
[> Ecto.Multi.delete_all(:tokens, UserToken.by user_and_contexts_query(user, :all))
|> Repo.transaction()
|> case do
{:ok, %{user: user}} -> {:ok, user}

{:error, :user, changeset, } -> {:error, changeset}
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end

end

## Session

@doc """

Generates a session token.

def generate_user_session_token(user) do
{token, user_token} = UserToken.build_session_token(user)
Repo.insert!(user_token)
token

end

@doc "™

Gets the user with the given signed token.

def get_user_by session_token(token) do
{:0k, query} = UserToken.verify_session_token_query(token)
Repo.one(query)

end

@doc """
Deletes the signed token with the given context.

def delete_user_session_token(token) do
Repo.delete_all(UserToken.by token _and_context_query(token, "session™))
ok

end

## Confirmation

@doc ~S™™

Delivers the confirmation email instructions to the given user.

## Examples

iex> deliver_user_confirmation_instructions(user, &url(~p"/users/confirm/#{&1}"))
{:0k, %{to: ..., body: ..}}

iex> deliver_user_confirmation_instructions(confirmed_user, &url(~p"/users/confirm/#{&1}"))
{:error, :already_confirmed}
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def deliver_user_confirmation_instructions(%User{} = user, confirmation_url_fun)
when is_function(confirmation_url_fun, 1) do
if user.confirmed_at do
{:error, :already_confirmed}
else
{encoded_token, user_token} = UserToken.build_email_token(user, "confirm")
Repo.insert!(user_token)
UserNotifier.deliver_confirmation_instructions(user, confirmation_url_fun.(encoded_token))
end

end

@doc "™

Confirms a user by the given token.

If the token matches, the user account is marked as confirmed
and the token is deleted.
def confirm_user(token) do
with {:0k, query} <- UserToken.verify_email_token_query(token, "confirm"),
%User{} = user <- Repo.one(query),
{:0k, %{user: user}} <- Repo.transaction(confirm_user_multi(user)) do
{:ok, user}
else
_->:error
end
end

defp confirm_user_multi(user) do

Ecto.Multi.new()

[> Ecto.Multi.update(:user, User.confirm_changeset(user))

[> Ecto.Multi.delete_all(:tokens, UserToken.by_user_and_contexts_query(user, ["confirm"]))
end

## Reset password

@doc ~S™""

Delivers the reset password email to the given user.

## Examples

TAJII1.467200.007 JT4

3m.

Apk.

Ne nokym. [Migmuc | dara

Apk.

33




iex> deliver_user_reset_password_instructions(user, &url(~p"/users/reset_password/#{&1}"))
{:0k, %{to: ..., body: ..}}

def deliver_user_reset_password_instructions(%User{} = user, reset_password_url_fun)
when is_function(reset_password_url_fun, 1) do
{encoded_token, user_token} = UserToken.build_email_token(user, "reset_password")
Repo.insert!(user_token)
UserNotifier.deliver_reset_password_instructions(user, reset_password_url_fun.(encoded_token))
end

@doc """

Gets the user by reset password token.

## Examples

iex> get_user_by reset_password_token("validtoken™)
%User{}

iex> get_user_by reset_password_token("invalidtoken")
nil

def get_user_by reset_password_token(token) do
with {:o0k, query} <- UserToken.verify_email_token_query(token, "reset_password"),
%User{} = user <- Repo.one(query) do
user
else
_=>nil
end

end

@doc """

Resets the user password.

## Examples

iex> reset_user_password(user, %{password: "new long password", password_confirmation: "new long
password"})
{:ok, %User{}}

iex> reset_user_password(user, %{password: "valid", password_confirmation: "not the same'})
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{:error, %Ecto.Changeset{}}

def reset_user_password(user, attrs) do
Ecto.Multi.new()
[> Ecto.Multi.update(:user, User.password_changeset(user, attrs))
[> Ecto.Multi.delete_all(:tokens, UserToken.by user_and_contexts_query(user, :all))
|> Repo.transaction()
|> case do
{:ok, %{user: user}} -> {:ok, user}
{:error, :user, changeset, _} -> {:error, changeset}
end
end
end
defmodule Hub.Release do
@maoduledoc ™"
Used for executing DB release tasks when run in production without Mix
installed.

@app :hub

def migrate do
load_app()

for repo <- repos() do
{:ok, _, } = Ecto.Migrator.with_repo(repo, &Ecto.Migrator.run(&1, :up, all: true))
end
end

def rollback(repo, version) do
load_app()
{:ok, _, } = Ecto.Migrator.with_repo(repo, &Ecto.Migrator.run(&1, :down, to: version))

end

defp repos do
Application.fetch_env!(@app, :ecto_repos)

end

defp load_app do
Application.load(@app)
end

end
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defmodule Hub.Repo do
use Ecto.Repo,
otp_app: :hub,
adapter: Ecto.Adapters.Postgres
end
defmodule Hub.Sensors do

import Ecto.Query

alias Hub.Repo

alias Hub.Sensors.Sensor

def list_sensors_by user(user_id) do
Repo.all(from(s in Sensor, where: s.user_id == ~user_id))

end

def get_sensor_by api_key(api_key) do
Repo.get_by(Sensor, api_key: api_key)
end

def create_sensor(user, attrs) do
user
|> Ecto.build_assoc(:sensors)
[> Sensor.changeset(Map.put(attrs, "api_key", UUID.uuid4()))
[> Repo.insert()
end
end
defmodule Hub.TrafficBroadcast do
use GenServer

alias Phoenix.PubSub

@interval :timer.minutes(1)

def start_link(_opts), do: GenServer.start_link( _ MODULE__, %{}, name:

def init(_) do
schedule_broadcast()

{0k, %{}}

end

def handle_info(:broadcast, state) do
PubSub.broadcast(Hub.PubSub, "pubsub_refresh", :refresh)

__MODULE_)
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schedule_broadcast()
{:noreply, state}
end

defp schedule_broadcast() do
Process.send_after(self(), :broadcast, @interval)
end
end
defmodule Hub.TrafficRecords do
import Ecto.Query
alias Hub.Repo

alias Hub.TrafficRecords.TrafficRecord

def get_sensor_stats(sensor_id, period) do
interval = "minute”
now_unix = Timex.now() |> Timex.to_unix()

from_unix = now_unix - String.to_integer(period) * 3600

base_query =
from(tr in TrafficRecord,

where: tr.sensor_id == "sensor_id and tr.timestamp >= ~from_unix,

select: %{
truncated_time: fragment("date_trunc(?, to_timestamp(?))", Minterval, tr.timestamp),
packet_count: tr.packet_count,
unique_src_ip_count: tr.unique_src_ip_count,
tcp_syn_count: tr.tcp_syn_count,
anomaly: tr.anomaly,
cusum_anomaly: tr.cusum_anomaly,
isolation_anomaly: tr.isolation_anomaly,

proto_counter: tr.proto_counter

query =
from(sq in subquery(base_query),
group_by: sg.truncated_time,
order_by: sq.truncated_time,
select: %{
time: sq.truncated_time,
total_packet_count: sum(sg.packet_count),

total_unique_src_ips: sum(sg.unique_src_ip_count),
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total_tcp_syn_count: sum(sg.tcp_syn_count),
anomaly_count: fragment("SUM(CASE WHEN ? = TRUE THEN 1 ELSE 0 END)", sg.anomaly),
cusum_anomaly_count:

fragment("SUM(CASE WHEN ? = TRUE THEN 1 ELSE 0 END)", sq.cusum_anomaly),
isolation_anomaly_count:

fragment("SUM(CASE WHEN ? = TRUE THEN 1 ELSE 0 END)", sq.isolation_anomaly),
proto_tcp_count: fragment("SUM(COALESCE((? ->> '6")::int, 0))", sq.proto_counter),
proto_udp_count: fragment("SUM(COALESCE((? ->> '17"::int, 0))", sg.proto_counter),
proto_icmp_count: fragment("SUM(COALESCE((? ->> '1")::int, 0))", sq.proto_counter)

¥
)

Repo.all(query)
end

def get_top_ports(sensor_id, period) do
now_unix = Timex.now() |> Timex.to_unix()

from_unix = now_unix - String.to_integer(period) * 3600

from(t in TrafficRecord,
where: t.sensor_id == “sensor_id and t.timestamp >= ~from_unix,
group_by: t.top_dst_ports,
select: %{port: t.top_dst_ports, count: count(t.id)},
order_by: [desc: count(t.id)],
limit: 10
)
[> Repo.all()
[> Enum.flat_map(& &1.port)
[> Enum.reduce(%{}, fn [port, count], acc ->
Map.update(acc, port, count, &(&1 + count))
end)
[> Enum.map(fn {port, count} -> %{port: port, count: count} end)
[> Enum.sort_by(& &1.count, :desc)
[> Enum.take(10)
end

def store_report(sensor, attrs) do
sensor
|> Ecto.build_assoc(:traffic_records)
|> TrafficRecord.changeset(attrs)
[> Repo.insert()

end
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end

defmodule Hub.Accounts.User do

use Ecto.Schema

import Ecto.Changeset

schema "users" do

field(:email, :string)

field(:password, :string, virtual: true, redact: true)
field(:hashed_password, :string, redact: true)
field(:current_password, :string, virtual: true, redact: true)
field(:confirmed_at, :utc_datetime)

has_many(:sensors, Hub.Sensors.Sensor)

timestamps(type: :utc_datetime)

end

@dOC i
A user changeset for registration.

It is important to validate the length of both email and password.
Otherwise databases may truncate the email without warnings, which
could lead to unpredictable or insecure behaviour. Long passwords may

also be very expensive to hash for certain algorithms.

## Options

* “:hash_password™ - Hashes the password so it can be stored securely
in the database and ensures the password field is cleared to prevent
leaks in the logs. If password hashing is not needed and clearing the
password field is not desired (like when using this changeset for
validations on a LiveView form), this option can be set to “false’.

Defaults to “true’.

* “:validate_email™ - Validates the uniqueness of the email, in case
you don't want to validate the uniqueness of the email (like when
using this changeset for validations on a LiveView form before
submitting the form), this option can be set to “false".

Defaults to “true’.

def registration_changeset(user, attrs, opts \\ []) do

user
[> cast(attrs, [:email, :password])

|> validate_email(opts)
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|> validate_password(opts)

end

defp validate_email(changeset, opts) do
changeset
|> validate_required([:email])
[> validate_format(:email, ~r/"[Ms]+@[Ms]+$/, message: "must have the @ sign and no spaces")
[> validate_length(:email, max: 160)
[> maybe_validate_unique_email(opts)
end

defp validate_password(changeset, opts) do
changeset
[> validate_required([:password])
[> validate_length(:password, min: 12, max: 72)
# Examples of additional password validation:
# |> validate_format(:password, ~r/[a-z]/, message: "at least one lower case character")
# |> validate_format(:password, ~r/[A-Z]/, message: "at least one upper case character")
# > validate_format(:password, ~r/[1?@#$%"&* 0-9]/, message: "at least one digit or punctuation character")
[> maybe_hash_password(opts)
end

defp maybe_hash_password(changeset, opts) do
hash_password? = Keyword.get(opts, :hash_password, true)

password = get_change(changeset, :password)

if hash_password? && password && changeset.valid? do
changeset
# If using Bcrypt, then further validate it is at most 72 bytes long
[> validate_length(:password, max: 72, count: :bytes)
# Hashing could be done with "Ecto.Changeset.prepare_changes/2", but that
# would keep the database transaction open longer and hurt performance.
[> put_change(:hashed_password, Berypt.hash_pwd_salt(password))
|> delete_change(:password)
else
changeset
end

end

defp maybe_validate_unique_email(changeset, opts) do
if Keyword.get(opts, :validate_email, true) do
changeset
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[> unsafe_validate_unique(:email, Hub.Repo)
[> unique_constraint(:email)

else
changeset

end

end

@doc """
A user changeset for changing the email.

It requires the email to change otherwise an error is added.
def email_changeset(user, attrs, opts \\ []) do
user
|> cast(attrs, [:email])
[> validate_email(opts)
|> case do
%{changes: %{email: _}} = changeset -> changeset
%{} = changeset -> add_error(changeset, :email, "did not change")
end
end

@doc """
A user changeset for changing the password.

## Options

* “:hash_password" - Hashes the password so it can be stored securely
in the database and ensures the password field is cleared to prevent
leaks in the logs. If password hashing is not needed and clearing the
password field is not desired (like when using this changeset for
validations on a LiveView form), this option can be set to “false’.
Defaults to “true’.

def password_changeset(user, attrs, opts \\ []) do

user

[> cast(attrs, [:password])

|> validate_confirmation(:password, message: "does not match password")

|> validate_password(opts)

end

@doc "
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Confirms the account by setting “confirmed_at".

def confirm_changeset(user) do
now = DateTime.utc_now() [> DateTime.truncate(:second)
change(user, confirmed_at: now)

end

@doc "™
Verifies the password.

If there is no user or the user doesn't have a password, we call
"Berypt.no_user_verify/0" to avoid timing attacks.
def valid_password?(%Hub.Accounts.User{hashed_password: hashed_password}, password)
when is_binary(hashed_password) and byte_size(password) > 0 do
Berypt.verify_pass(password, hashed_password)

end

def valid_password?(_, ) do
Bcerypt.no_user_verify()
false

end

@doc mon
Validates the current password otherwise adds an error to the changeset.
def validate_current_password(changeset, password) do

changeset = cast(changeset, %{current_password: password}, [:current_password])

if valid_password?(changeset.data, password) do
changeset
else
add_error(changeset, :current_password, "is not valid™)
end
end
end
defmodule Hub.Accounts.UserNotifier do

import Swoosh.Email

alias Hub.Mailer

# Delivers the email using the application mailer.
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defp deliver(recipient, subject, body) do
email =
new()
[> to(recipient)
[> from({""Hub", "contact@example.com"})
[> subject(subject)
|> text_body(body)

with {:ok, _metadata} <- Mailer.deliver(email) do
{:0k, email}
end

end

@dOC mn
Deliver instructions to confirm account.

def deliver_confirmation_instructions(user, url) do

deliver(user.email, "Confirmation instructions",

Hi #{user.email},

You can confirm your account by visiting the URL below:

#{url}

If you didn't create an account with us, please ignore this.

")

end

@doc "

Deliver instructions to reset a user password.

def deliver_reset_password_instructions(user, url) do

deliver(user.email, "Reset password instructions",

Hi #{user.email},
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You can reset your password by visiting the URL below:

#{url}

If you didn't request this change, please ignore this.

")

end

@dOC man
Deliver instructions to update a user email.

def deliver_update_email_instructions(user, url) do

deliver(user.email, "Update email instructions”, """

Hi #{user.email},

You can change your email by visiting the URL below:

#{url}

If you didn't request this change, please ignore this.

")

end

end

defmodule Hub.Accounts.UserToken do

use Ecto.Schema
import Ecto.Query
alias Hub.Accounts.UserToken

@hash_algorithm :sha256
@rand_size 32

# It is very important to keep the reset password token expiry short,

# since someone with access to the email may take over the account.

@reset_password_validity in_days 1
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@confirm_validity_in_days 7
@change_email_validity in_days 7
@session_validity_in_days 60

schema "users_tokens" do
field :token, :binary
field :context, :string
field :sent_to, :string

belongs_to :user, Hub.Accounts.User

timestamps(type: :utc_datetime, updated_at: false)

end

@dOC i
Generates a token that will be stored in a signed place,
such as session or cookie. As they are signed, those

tokens do not need to be hashed.

The reason why we store session tokens in the database, even
though Phoenix already provides a session cookie, is because
Phoenix' default session cookies are not persisted, they are
simply signed and potentially encrypted. This means they are
valid indefinitely, unless you change the signing/encryption

salt.

Therefore, storing them allows individual user
sessions to be expired. The token system can also be extended
to store additional data, such as the device used for logging in.
You could then use this information to display all valid sessions
and devices in the Ul and allow users to explicitly expire any
session they deem invalid.
def build_session_token(user) do
token = :crypto.strong_rand_bytes(@rand_size)
{token, %UserToken{token: token, context: "session", user_id: user.id}}

end

@doc "™

Checks if the token is valid and returns its underlying lookup query.

The query returns the user found by the token, if any.
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The token is valid if it matches the value in the database and it has
not expired (after @session_validity _in_days).
def verify_session_token_query(token) do
query =
from token in by _token_and_context_query(token, "session"),
join: user in assoc(token, :user),
where: token.inserted_at > ago(@session_validity _in_days, "day"),

select: user

{:0k, query}
end

@doc "™

Builds a token and its hash to be delivered to the user's email.

The non-hashed token is sent to the user email while the

hashed part is stored in the database. The original token cannot be reconstructed,
which means anyone with read-only access to the database cannot directly use
the token in the application to gain access. Furthermore, if the user changes
their email in the system, the tokens sent to the previous email are no longer

valid.

Users can easily adapt the existing code to provide other types of delivery methods,
for example, by phone numbers.
def build_email_token(user, context) do
build_hashed_token(user, context, user.email)
end

defp build_hashed_token(user, context, sent_to) do
token = :crypto.strong_rand_bytes(@rand_size)
hashed_token = :crypto.hash(@hash_algorithm, token)

{Base.url_encodeb4(token, padding: false),
%UserToken{

token: hashed_token,

context: context,

sent_to: sent_to,

user_id: user.id

i

end
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@doc "

Checks if the token is valid and returns its underlying lookup query.

The query returns the user found by the token, if any.

The given token is valid if it matches its hashed counterpart in the
database and the user email has not changed. This function also checks
if the token is being used within a certain period, depending on the
context. The default contexts supported by this function are either
"confirm", for account confirmation emails, and "'reset_password",
for resetting the password. For verifying requests to change the email,
see “verify_change_email_token_query/2".
def verify_email_token_query(token, context) do
case Base.url_decode64(token, padding: false) do
{:0k, decoded_token} ->
hashed_token = :crypto.hash(@hash_algorithm, decoded_token)

days = days_for_context(context)

query =
from token in by_token_and_context_query(hashed_token, context),
join: user in assoc(token, :user),
where: token.inserted_at > ago(~days, "day") and token.sent_to == user.email,

select: user

{:0k, query}
-error ->
-error

end

end

defp days_for_context("confirm"), do: @confirm_validity in_days

defp days_for_context("reset_password"), do: @reset_password_validity in_days

@doc "™

Checks if the token is valid and returns its underlying lookup query.

The query returns the user found by the token, if any.

This is used to validate requests to change the user
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email. It is different from “verify_email_token_query/2" precisely because
“verify_email_token_query/2” validates the email has not changed, which is

the starting point by this function.

The given token is valid if it matches its hashed counterpart in the
database and if it has not expired (after @change_email_validity_in_days).
The context must always start with “change:".
def verify_change_email_token_query(token, "change:" <> _ = context) do
case Base.url_decode64(token, padding: false) do
{:0k, decoded_token} ->
hashed_token = :crypto.hash(@hash_algorithm, decoded_token)

query =
from token in by_token_and_context_query(hashed_token, context),

where: token.inserted_at > ago(@change_email_validity_in_days, "day")

{:0k, query}

error ->
-error
end

end

@doc mon
Returns the token struct for the given token value and context.
def by _token_and_context_query(token, context) do

from UserToken, where: [token: “token, context: ~context]

end

@doc nuan

Gets all tokens for the given user for the given contexts.

def by _user_and_contexts_query(user, :all) do
fromtin UserToken, where: t.user_id == "user.id

end

def by _user_and_contexts_query(user, [_ | _] = contexts) do
from t in UserToken, where: t.user_id == ~user.id and t.context in ~contexts

end

end
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defmodule Hub.Sensors.Sensor do
use Ecto.Schema

import Ecto.Changeset

schema "sensors" do
field(:name, :string)
field(:api_key, :string)

belongs_to(:user, Hub.Accounts.User)

has_many(:traffic_records, Hub.TrafficRecords.TrafficRecord)

timestamps(type: :utc_datetime)
end

@doc false
def changeset(sensor, attrs) do
sensor
|> cast(attrs, [:name, :api_key])
|> validate_required([:name, :api_key])
[> unique_constraint(:api_key)
end
end
defmodule Hub.TrafficRecords.TrafficRecord do
use Ecto.Schema

import Ecto.Changeset

schema "traffic_records" do
field(:timestamp, :integer)
field(:packet_count, :integer)
field(:unique_src_ip_count, :integer)
field(:proto_counter, :map)
field(:tcp_syn_count, :integer)
field(:top_dst_ports, {:array, {:array, :integer}}) # macus MacuBiB [port, count]
field(:anomaly, :boolean, default: false)
field(:cusum_anomaly, :boolean, default: false)

field(:isolation_anomaly, :boolean, default: false)

belongs_to(:sensor, Hub.Sensors.Sensor)

timestamps()

end
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def changeset(record, attrs) do
record
[> cast(attrs, [
‘timestamp,
:packet_count,
:unique_src_ip_count,
:proto_counter,
:tcp_syn_count,
‘top_dst_ports,
:anomaly,
:cusum_anomaly,
sisolation_anomaly,
:sensor_id
D
[> validate_required([:timestamp, :sensor_id])
|> foreign_key_constraint(:sensor_id)
end
end
defmodule HubPrivate APl.Controllers.SensorController do
use HubWeb, :controller

alias Hub.Sensors
alias Hub.Sensors.Sensor
alias Hub.TrafficRecords

@detector_url "http://0.0.0.0:10000/api/detect"

def receive_data(conn, params) do
case get_req_header(conn, "authorization™) do
['Bearer " <> api_key] ->
case Sensors.get_sensor_by_api_key(api_key) do
nil ->

send_resp(conn, 401, "Invalid APl Key")

%Sensor{} = sensor ->
Task.start(fn ->
forward_and_handle_anomalies(sensor, params)
end)

send_resp(conn, 202, "Accepted")
end
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>
send_resp(conn, 401, "Missing APl Key")
end

end

defp forward_and_handle_anomalies(sensor, params) do
headers = [
{"Content-Type", "application/json"},
{"Authorization", "Bearer #{sensor.api_key}"}

]

body = Jason.encode!(params)

case HTTPoison.post(@detector_url, body, headers) do
{:0k, %HTTPoison.Response{status_code: 200, body: body}} ->
case Jason.decode(body) do
{:0k, %{} = data} ->
TrafficRecords.store_report(sensor, data)

_->

10.warn(*[!] Could not parse Al module response™)

end

{:error, err} ->
10.inspect(err, label: "Error contacting Al module™)

err ->
10.inspect(err)
10.warn("['] Unknown error from Al module™)
end
end
end
defmodule HubWeb.UserAuth do

use HubWeb, :verified_routes

import Plug.Conn

import Phoenix.Controller

alias Hub.Accounts

# Make the remember me cookie valid for 60 days.

# If you want bump or reduce this value, also change
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# the token expiry itself in UserToken.
@max_age 60 * 60 * 24 * 60
@remember_me_cookie "_hub_web _user_remember_me"

@remember_me_options [sign: true, max_age: @max_age, same_site: "Lax"]

@doc "™
Logs the user in.

It renews the session ID and clears the whole session
to avoid fixation attacks. See the renew_session

function to customize this behaviour.

It also sets a “:live_socket_id" key in the session,
so LiveView sessions are identified and automatically
disconnected on log out. The line can be safely removed
if you are not using LiveView.
def log_in_user(conn, user, params \\ %{}) do

token = Accounts.generate_user_session_token(user)

user_return_to = get_session(conn, :user_return_to)

conn

[> renew_session()

[> put_token_in_session(token)

[> maybe_write_remember_me_cookie(token, params)
[> redirect(to: user_return_to || signed_in_path(conn))

end

defp maybe_write_remember_me_cookie(conn, token, %{"'remember_me" => "true"}) do
put_resp_cookie(conn, @remember_me_cookie, token, @remember_me_options)

end

defp maybe_write_remember_me_cookie(conn, _token, params) do
conn

end

# This function renews the session ID and erases the whole

# session to avoid fixation attacks. If there is any data

# in the session you may want to preserve after log in/log out,
# you must explicitly fetch the session data before clearing

# and then immediately set it after clearing, for example:

#
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defp renew_session(conn) do

preferred_locale = get_session(conn, :preferred_locale)
conn

#

#

#

#

#  |>configure_session(renew: true)

#  |>clear_session()

#  |> put_session(:preferred_locale, preferred_locale)
# end

#

defp renew_session(conn) do

delete_csrf_token()

conn
[> configure_session(renew: true)
[> clear_session()

end

@doc """
Logs the user out.

It clears all session data for safety. See renew_session.
def log_out_user(conn) do
user_token = get_session(conn, :user_token)

user_token && Accounts.delete_user_session_token(user_token)

if live_socket_id = get_session(conn, :live_socket_id) do
HubWeb.Endpoint.broadcast(live_socket _id, "disconnect”, %{})
end

conn
|> renew_session()
|> delete_resp_cookie(@remember_me_cookie)
[> redirect(to: ~p"/")

end

@dOC i

Authenticates the user by looking into the session
and remember me token.

def fetch_current_user(conn, _opts) do

{user_token, conn} = ensure_user_token(conn)
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user = user_token && Accounts.get_user_by session_token(user_token)
assign(conn, :current_user, user)

end

defp ensure_user_token(conn) do
if token = get_session(conn, :user_token) do
{token, conn}
else

conn = fetch_cookies(conn, signed: [@remember_me_cookie])

if token = conn.cookies[@remember_me_cookie] do
{token, put_token_in_session(conn, token)}
else
{nil, conn}
end
end

end

@doc """

Handles mounting and authenticating the current_user in LiveViews.

## “on_mount” arguments

* “:mount_current_user” - Assigns current_user
to socket assigns based on user_token, or nil if

there's no user_token or no matching user.

* “:ensure_authenticated” - Authenticates the user from the session,
and assigns the current_user to socket assigns based
on user_token.

Redirects to login page if there's no logged user.

* “:redirect_if_user_is_authenticated” - Authenticates the user from the session.
Redirects to signed_in_path if there's a logged user.

## Examples

Use the “on_mount" lifecycle macro in LiveViews to mount or authenticate
the current_user:

defmodule HubWeb.PageL.ive do

use HubWeb, :live_view
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on_mount {HubWeb.UserAuth, :mount_current_user}

end

Or use the “live_session” of your router to invoke the on_mount callback:

live_session :authenticated, on_mount: [{HubWeb.UserAuth, :ensure_authenticated}] do
live "/profile”, ProfileLive, :index
end
def on_mount(:mount_current_user, _params, session, socket) do
{:cont, mount_current_user(socket, session)}

end

def on_mount(:ensure_authenticated, _params, session, socket) do

socket = mount_current_user(socket, session)

if socket.assigns.current_user do
{:cont, socket}
else
socket =
socket
[> Phoenix.LiveView.put_flash(:error, "You must log in to access this page.")

[> Phoenix.LiveView.redirect(to: ~p"/users/log_in")

{:halt, socket}
end

end

def on_mount(:redirect_if _user_is_authenticated, _params, session, socket) do

socket = mount_current_user(socket, session)

if socket.assigns.current_user do

{:halt, Phoenix.LiveView.redirect(socket, to: signed_in_path(socket))}
else

{:cont, socket}
end

end

defp mount_current_user(socket, session) do

Phoenix.Component.assign_new(socket, :current_user, fn ->
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if user_token = session["user_token"] do
Accounts.get_user_by session_token(user_token)
end
end)
end

@doc "
Used for routes that require the user to not be authenticated.
def redirect_if _user_is_authenticated(conn, _opts) do
if conn.assigns[:current_user] do
conn
|> redirect(to: signed_in_path(conn))
[> halt()
else
conn
end

end

@dOC nuan
Used for routes that require the user to be authenticated.

If you want to enforce the user email is confirmed before
they use the application at all, here would be a good place.
def require_authenticated _user(conn, _opts) do
if conn.assigns[:current_user] do
conn
else
conn
[> put_flash(:error, "You must log in to access this page.")
[> maybe_store_return_to()
[> redirect(to: ~p"/users/log_in")
[> halt()
end

end

defp put_token_in_session(conn, token) do
conn
|> put_session(:user_token, token)
|> put_session(:live_socket_id, "users_sessions:#{Base.url_encode64(token)}")

end
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defp maybe_store_return_to(%{method: "GET"} = conn) do
put_session(conn, :user_return_to, current_path(conn))
end

defp maybe_store_return_to(conn), do: conn

defp signed_in_path(_conn), do: ~p"/"
end
defmodule HubWeb.Telemetry do

use Supervisor

import Telemetry.Metrics

def start_link(arg) do
Supervisor.start_link(__ MODULE__, arg, name: _ MODULE_ )
end

@impl true
def init(_arg) do
children =
# Telemetry poller will execute the given period measurements
# every 10_000ms. Learn more here: https://hexdocs.pm/telemetry_metrics
{:telemetry_poller, measurements: periodic_measurements(), period: 10_000}
# Add reporters as children of your supervision tree.

# {Telemetry.Metrics.ConsoleReporter, metrics: metrics()}

Supervisor.init(children, strategy: :one_for_one)
end

def metrics do
[

# Phoenix Metrics

summary("phoenix.endpoint.start.system_time",
unit: {:native, :millisecond}

)l

summary("phoenix.endpoint.stop.duration”,
unit: {:native, :millisecond}

)l

summary("phoenix.router_dispatch.start.system_time",
tags: [:route],

unit: {:native, :millisecond}
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)
summary("phoenix.router_dispatch.exception.duration™,
tags: [:route],
unit: {:native, :millisecond}
)
summary("phoenix.router_dispatch.stop.duration”,
tags: [:route],
unit: {:native, :millisecond}
)
summary("phoenix.socket_connected.duration",
unit: {:native, :millisecond}
)
sum("phoenix.socket_drain.count"),
summary("phoenix.channel_joined.duration™,
unit: {:native, :millisecond}
)
summary("phoenix.channel_handled_in.duration",
tags: [:event],
unit: {:native, :millisecond}

),

# Database Metrics
summary("hub.repo.query.total_time",
unit: {:native, :millisecond},
description: "The sum of the other measurements"
)
summary("hub.repo.query.decode_time",
unit: {:native, :millisecond},
description: "The time spent decoding the data received from the database"
)
summary("hub.repo.query.query_time",
unit: {:native, :millisecond},
description: "The time spent executing the query"
)
summary("hub.repo.query.queue_time",
unit: {:native, :millisecond},
description: "The time spent waiting for a database connection"
)
summary("hub.repo.query.idle_time",
unit: {:native, :millisecond},
description:

"The time the connection spent waiting before being checked out for the query"
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# VM Metrics

summary("vm.memory.total”, unit: {:byte, :kilobyte}),
summary("vm.total_run_queue_lengths.total"),
summary("vm.total_run_queue_lengths.cpu™),
summary("vm.total_run_queue_lengths.io")

]

end

defp periodic_measurements do
[
# A module, function and arguments to be invoked periodically.
# This function must call :telemetry.execute/3 and a metric must be added above.
# {HubWeb, :count_users, [1}
]
end
end
defmodule HubWeb.Router do

use HubWeb, :router

import HubWeb.UserAuth

pipeline :browser do
plug(:accepts, ["html"])
plug(:fetch_session)
plug(:fetch_live_flash)
plug(:put_root_layout, html: {HubWeb.Layouts, :root})
plug(:protect_from_forgery)
plug(:put_secure_browser_headers)
plug(:fetch_current_user)

end

pipeline :api do
plug(:accepts, ["json"])

end

scope "/api/", HubPrivateAPI.Controllers do
pipe_through([:api])

post("'/sensor", SensorController, :receive_data)
end
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# Enable LiveDashboard and Swoosh mailbox preview in development
if Application.compile_env(:hub, :dev_routes) do
import Phoenix.LiveDashboard.Router

scope "/dev" do

pipe_through(:browser)

live_dashboard(*/dashboard", metrics: HubWeb.Telemetry)
forward("/mailbox", Plug.Swoosh.MailboxPreview)
end

end
## Authentication routes

scope "/"', HubWeb do

pipe_through([:browser, :redirect_if_user_is_authenticated])

live_session :redirect_if user_is_authenticated,
on_mount: [{HubWeb.UserAuth, :redirect_if user_is_authenticated}] do
live("/users/register”, UserRegistrationLive, :new)
live("/users/log_in", UserLoginLive, :new)
live("/users/reset_password", UserForgotPasswordLive, :new)
live("/users/reset_password/:token", UserResetPasswordL.ive, :edit)

end

post("/users/log_in", UserSessionController, :create)
end

scope /", HubWeb do

pipe_through([:browser, :require_authenticated _user])

live_session :require_authenticated_user,
on_mount: [{HubWeb.UserAuth, :ensure_authenticated}] do
live("/users/settings", UserSettingsLive, :edit)
live("/users/settings/confirm_email/:token", UserSettingsLive, :confirm_email)
live("/dashboard", UserDashboardLive, :show)
live("/", UserDashboardLive, :show)

end

end

scope "/", HubWeb do
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pipe_through([:browser])

delete("/users/log_out", UserSessionController, :delete)

live_session :current_user,
on_mount: [{HubWeb.UserAuth, :mount_current_user}] do
live("/users/confirm/:token", UserConfirmationLive, :edit)
live("/users/confirm”, UserConfirmationInstructionsLive, :new)
end
end
end
defmodule HubWeb.Endpoint do
use Phoenix.Endpoint, otp_app: :hub

# The session will be stored in the cookie and signed,
# this means its contents can be read but not tampered with.
# Set :encryption_salt if you would also like to encrypt it.
@session_options [

store: :cookie,

key: " hub_key",

signing_salt: "Dn6jQFDy",

same_site: "Lax"

socket "/live", Phoenix.LiveView.Socket,
websocket: [connect_info: [session: @session_options]],

longpoll: [connect_info: [session: @session_options]]

# Serve at "/" the static files from "priv/static" directory.
#
# You should set gzip to true if you are running phx.digest
# when deploying your static files in production.
plug Plug.Static,
at: "/",
from: :hub,
gzip: false,
only: HubWeb.static_paths()

# Code reloading can be explicitly enabled under the
# :code_reloader configuration of your endpoint.
if code_reloading? do

socket "/phoenix/live_reload/socket", Phoenix.LiveReloader.Socket
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plug Phoenix.LiveReloader
plug Phoenix.CodeReloader
plug Phoenix.Ecto.CheckRepoStatus, otp_app: :hub

end

plug Phoenix.LiveDashboard.RequestLogger,
param_key: "request_logger",

cookie_key: "request_logger"

plug Plug.Requestld
plug Plug.Telemetry, event_prefix: [:phoenix, :endpoint]

plug Plug.Parsers,
parsers: [:urlencoded, :multipart, :json],
pass: ["*/*"],

json_decoder: Phoenix.json_library()

plug Plug.MethodOverride
plug Plug.Head
plug Plug.Session, @session_options
plug HubWeb.Router
end
defmodule HubWeb.UserDashboardLive do
use HubWeb, :live_view

alias Hub.Sensors

alias Hub.Accounts

alias Hub.TrafficRecords

alias Phoenix.PubSub

@impl true

def mount(_params, %{"user_token" => user_token}, socket) do
user = Accounts.get_user_by session_token(user_token)
sensors = Sensors.list_sensors_by_user(user.id)

selected_sensor = List.first(sensors)

# 3aBaHTa>Ky€MO MOYaTKOBY CTAaTUCTUKY IJIA 06paH0r0 CCHCOpa
stats = load_stats(selected_sensor, "3")

top_ports = load_top_ports(selected_sensor, "3")

if connected?(socket) && selected_sensor,
do: PubSub.subscribe(Hub.PubSub, "pubsub_refresh™)
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{:0k,
socket
|> assign(sensors: sensors)
|> assign(selected_sensor: selected_sensor)
|> assign(show_add_form:; false)
|> assign(stats: stats)
|> assign(top_ports: top_ports)
|> assign(search_period: "3")}
end

defp load_stats(nil, _), do: %{}

defp load_stats(sensor, search_period),

do: TrafficRecords.get_sensor_stats(sensor.id, search_period)

defp load_top_ports(nil, ), do: []

defp load_top_ports(sensor, search_period) do
sensor.id
|> TrafficRecords.get_top_ports(search_period)
end

def handle_event("select_sensor", %{"sensor_id" => sensor_id}, socket) do

sensor = Enum.find(socket.assigns.sensors, &(&1.id == String.to_integer(sensor_id)))

stats = load_stats(sensor, socket.assigns.search_period)

top_ports = load_top_ports(sensor, socket.assigns.search_period)

{:noreply,

socket

|> assign(selected_sensor: sensor)

|> assign(stats: stats)

|> assign(top_ports: top_ports)}
end

def handle_event("add_sensor", _params, socket) do
{:noreply, assign(socket, :show_add_form, true)}

end

def handle_event(
""save_sensor",

%{"sensor" => %{"name" => name}},

TAJII1.467200.007 JT4

3m.

Apk.

Ne nokym. [Migmuc | dara

Apk.

63




%{assigns: %{current_user: user}} = socket
) do
case Hub.Sensors.create_sensor(user, %{"name" => name}) do
{:0k, sensor} ->
sensors = Hub.Sensors.list_sensors_by_user(user.id)
stats = load_stats(sensor, socket.assigns.search_period)

top_ports = load_top_ports(sensor, socket.assigns.search_period)

{:noreply,

socket

|> assign(sensors: sensors)

|> assign(selected_sensor: sensor)
|> assign(stats: stats)

|> assign(:top_ports, top_ports)

|> assign(show_add_form: false)}

{:error, changeset} ->
{:noreply, assign(socket, changeset: changeset)}
end

end

def handle_event("change_period", %{"period" => search_period}, socket) do
stats = load_stats(socket.assigns.selected _sensor, search_period)

top_ports = load_top_ports(socket.assigns.selected_sensor, search_period)

{:noreply,
socket
|> assign(:search_period, search_period)
|> assign(:stats, stats)
|> assign(:top_ports, top_ports)}
end

def handle_info(:refresh, socket) do
stats = load_stats(socket.assigns.selected_sensor, socket.assigns.search_period)

top_ports = load_top_ports(socket.assigns.selected sensor, socket.assigns.search_period)

{:noreply,

socket

|> assign(stats: stats)

|> assign(top_ports: top_ports)}
end

end
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<div class="space-y-6 bg-gray-100 min-h-screen p-6 text-gray-900">

<I-- Knonka momaBaHHs ceHCOpa -->
<div>
<button phx-click="add_sensor" class="bg-black text-white px-4 py-2 rounded-lg hover:bg-gray-800

transition">

< Jlonaru cencop
</button>

</div>

<l-- ®dopma no1aBaHHS -->
<%= if @show_add_form do %>
<div class="p-6 border border-gray-300 rounded-lg shadow-md bg-white">
<h3 class="text-lg font-semibold mb-4">Hogwuii cencop</h3>
<form phx-submit="save_sensor">
<input type="text" name="sensor[name]" placeholder="Ha3Ba cercopa"
class="border border-gray-300 px-3 py-2 rounded w-full mb-4 focus:outline-none focus:ring-2 focus:ring-
black™ />
<button type="submit" class="bg-gray-900 text-white px-4 py-2 rounded hover:bg-gray-700
transition">
30epertu</button>
</form>
</div>

<% end %>

<!-- Tabnuus ceHcopis -->
<div class="overflow-x-auto">
<table class="table-auto w-full border-collapse border border-gray-300 shadow-sm bg-white rounded-1g">
<thead>
<tr class="bg-gray-200 text-gray-800">
<th class="border border-gray-300 px-4 py-2 text-left">Haspa</th>
<th class="border border-gray-300 px-4 py-2 text-left">API Kirou</th>
</tr>
</thead>
<tbody>
<%= for sensor <- @sensors do %>
<tr phx-click="select_sensor" phx-value-sensor_id={sensor.id} class={"cursor-pointer transition
hover:bg-gray-100 " <> if @selected_sensor && sensor.id == @selected_sensor.id, do: " bg-gray-
300",
else: "™ }>
<td class="border border-gray-300 px-4 py-2">

<%= sensor.name %>
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</td>
<td class="border border-gray-300 px-4 py-2">
<%= sensor.api_key || "-" %>
</td>
</tr>
<% end %>
</tbody>
</table>

</div>

<!-- Jleraxi cencopa -->
<%= if @selected_sensor do %>
<div class="p-6 border border-gray-300 rounded-lg shadow bg-white">
<h2 class="text-xI font-semibold mb-4">Iudopmauis mpo cencop: <%= @selected sensor.name %>
</h2>
<p class="mb-4"><strong>API kirou:</strong>
E

<%= @selected_sensor.api_key || "He BcTaHOBIICHO" %>

</p>

<form phx-change="change_period" class="mb-4">
<div class="flex gap-4">
<label class="block text-l font-medium text-black mb-4" for="period">
[epiox nepernsny:
</label>
<select name="period" id="period"
class="bg-gray-900 text-white border border-gray-600 px-3 py-2 rounded-md focus:outline-none
focus:ring-2 focus:ring-white transition™>
<option value="1" selected={(@search_period=="1" }>Ocranns ronuHa</option>
<option value="3" selected={@search_period=="3" }>Octanni 3 roguaU</Option>
<option value="6" selected={@search_period=="6" }>Ocransi 6 roguu</option>
<option value="12" selected={@search_period=="12" }>OcranHi 12 roguan</option>
<option value="24" selected={@search_period=="24" }>Ocranni 24 roguau</option>
</select>
</div>

</form>

<%= if @stats '=[] do %>

<section class="mt-6">
<h3 class="text-Ig font-medium mb-2"> {4 Tpadix i anomanii y uaci</h3>
<div id="trafficAnomalyChart" phx-hook="TrafficAnomalyChart" data-chart={Jason.encode!(%{

categories:
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Enum.map(@stats, &Timex.format!(&1.time, "{1SO:Extended}" ), total_packets:
Enum.map(@stats, &
&1.total_packet_count), anomaly_flags: Enum.map(@stats, &(&1.anomaly_count || 0)) })}
class="w-full h-64 bg-gray-50 border border-gray-200 rounded-lg shadow-inner">
</div>

</section>

<section class="mt-6">
<h3 class="text-Ig font-medium mb-2">®@, Posnozin npoTokomnis y uaci</h3>
<div id="protocolDistributionChart" phx-hook="ProtocolDistributionChart" data-
chart={Jason.encode!(%{
categories:  Enum.map(@stats, =~ &Timex.format!(&1.time, "{ISO:Extended}" )), tcp:
Enum.map(@stats,
&(&1.proto_tcp_count || 0)), udp: Enum.map(@stats, &(&1.proto_udp_count | 0)), icmp:
Enum.map(@stats,
&(&1.proto_icmp_count || 0)) })}
class="w-full h-64 bg-gray-50 border border-gray-200 rounded-lg shadow-inner">
</div>

</section>

<section class="mt-6">
<h3 class="text-lg font-medium mb-2">/\ Meron Bussaenns amomanii: CUSUM, Isolation
Forest</h3>
<div id="anomalyComparisonChart" phx-hook="AnomalyComparisonChart" data-
chart={Jason.encode!(%{
categories: Enum.map(@stats, &Timex.format!(&1.time, "{ISO:Extended}" )), cusum:
Enum.map(@stats, &
&1.cusum_anomaly_count), isolation: Enum.map(@stats, & &1.isolation_anomaly_count) })}
class="w-full h-64 bg-gray-50 border border-gray-200 rounded-lg shadow-inner">
</div>

</section>

<section class="mt-6">
<h3 class="text-lg font-medium mb-2">@& Ton uinsoBux nopris</h3>
<div  id="topPortsChart" phx-hook="TopPortsChart" data-chart={Jason.encode!(%{ ports:
Enum.map(@top_ports,
& &1.port), counts: Enum.map(@top_ports, & &1.count) })}
class="w-full h-64 bg-gray-50 border border-gray-200 rounded-lg shadow-inner">
</div>

</section>

<section class=mi-Ar>
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<h3 class="text-lg font-medium mb-2">@®@) Vuixaneni IP-agpecn y gaci</h3>
<div id="uniquelpsChart" phx-hook="UniquelpsChart" data-chart={Jason.encode!(%{ categories:
Enum.map(@stats, &Timex.format!(&1.time, "{ISO:Extended}" ), unique_src_ips:
Enum.map(@stats, &
&1.total_unique_src_ips) )}
class="w-full h-64 bg-gray-50 border border-gray-200 rounded-lg shadow-inner">
</div>

</section>

<% else %>
<p class="text-gray-600">Hemae indopmariii 3a 1TaHUM CEHCOPOM.</p>
<% end %>
</div>
<% else %>

<%= if @sensors =[] do %>

<p class="text-gray-700">00epiTh ceHCOp 3i CIKCKY BHIIE, 11100 MEPEriSIHYTH AeTam.</p>
<% else %>
<p class="text-gray-700">/lonaiite ceHcop, 1100 OTPUMATH YHIKAJBHUH KOKY [JII CBOTO
MPUCTPOIO.</p>
<% end %>
<% end %>
</div>
defmodule HubWeb.UserConfirmationInstructionsLive do

use HubWeb, :live_view

alias Hub.Accounts

def render(assigns) do
~H'""'
<div class="mx-auto max-w-sm">
<.header class="text-center">
No confirmation instructions received?
<:subtitle>We'll send a new confirmation link to your inbox</:subtitle>

</.header>

<.simple_form for={@form} id="resend_confirmation_form" phx-submit="send_instructions">
<.input field={@form[:email]} type="email" placeholder="Email" required />
<:actions>
<.button phx-disable-with="Sending..." class="w-full">
Resend confirmation instructions

</.button>

TAJII1.467200.007 JT4

3m.

Apk. Ne nokym. IMigmuc | dara

Apk.

68




</:actions>

</.simple_form>

<p class="text-center mt-4">
<.link href={~p"/users/register"}>Register</.link>
| <.link href={~p"/users/log_in"}>Log in</.link>
</p>
</div>

end

def mount(_params, _session, socket) do
{:0k, assign(socket, form: to_form(%{}, as: "user™))}

end

def handle_event("send_instructions”, %{"user" => %{"email" => email}}, socket) do
if user = Accounts.get_user_by email(email) do
Accounts.deliver_user_confirmation_instructions(
user,
&url(~p"/users/confirm/#{&1}")
)

end

info =
"If your email is in our system and it has not been confirmed yet, you will receive an email with instructions

shortly."

{:noreply,
socket
|> put_flash(:info, info)
|> redirect(to: ~p"/")}
end
end
defmodule HubWeb.UserConfirmationLive do

use HubWeb, :live_view

alias Hub.Accounts

def render(%{live_action: :edit} = assigns) do
e
<div class="mx-auto max-w-sm">

<.header class="text-center">Confirm Account</.header>
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<.simple_form for={@form} id="confirmation_form" phx-submit="confirm_account">
<input type="hidden" name={@form[:token].name} value={@form[:token].value} />
<:actions>
<.button phx-disable-with="Confirming..." class="w-full">Confirm my account</.button>
</[:actions>

</.simple_form>

<p class="text-center mt-4">
<.link href={~p"/users/register"}>Register</.link>
| <.link href={~p"/users/log_in"}>Log in</.link>
</p>
</div>

end

def mount(%{"token" => token}, _session, socket) do
form = to_form(%{"token" => token}, as: "user")

{:0k, assign(socket, form: form), temporary_assigns: [form: nil]}
end

# Do not log in the user after confirmation to avoid a
# leaked token giving the user access to the account.
def handle_event("confirm_account", %{"user" => %{"token" => token}}, socket) do
case Accounts.confirm_user(token) do
{0k, _}->
{:noreply,
socket
|> put_flash(:info, "User confirmed successfully.")
|> redirect(to: ~p"/")}

-error ->

# If there is a current user and the account was already confirmed,

# then odds are that the confirmation link was already visited, either

# by some automation or by the user themselves, so we redirect without

# a warning message.

case socket.assigns do

%q{current_user: %{confirmed_at: confirmed_at}} when not is_nil(confirmed_at) ->
{:noreply, redirect(socket, to: ~p"/")}

%{} ->
{:noreply,
Apk.
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socket
[> put_flash(:error, "User confirmation link is invalid or it has expired.")
[> redirect(to: ~p"/")}
end
end
end
end
defmodule HubWeb.UserForgotPasswordLive do
use HubWeb, :live_view

alias Hub.Accounts

def render(assigns) do
~H'""'
<div class="mx-auto max-w-sm">
<.header class="text-center">
Forgot your password?
<:subtitle>We'll send a password reset link to your inbox</:subtitle>

</.header>

<.simple_form for={@form} id="reset_password_form™ phx-submit="send_email">
<.input field={@form[:email]} type="email" placeholder="Email" required />
<:actions>
<.button phx-disable-with="Sending..." class="w-full">
Send password reset instructions
</.button>
</:actions>
</.simple_form>
<p class="text-center text-sm mt-4">
<.link href={~p"/users/register"}>Register</.link>
| <.link href={~p"/users/log_in"}>Log in</.link>
</p>
</div>

end

def mount(_params, _session, socket) do
{0k, assign(socket, form: to_form(%{}, as: "user"))}

end

def handle_event("send_email", %{"user" => %{"email" => email}}, socket) do

if user = Accounts.get_user_by email(email) do
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Accounts.deliver_user_reset_password_instructions(

user,

&url(~p"/users/reset_password/#{&1}")
)

end

info =

"If your email is in our system, you will receive instructions to reset your password shortly."

{:noreply,
socket
|> put_flash(:info, info)
|> redirect(to: ~p"/")}
end
end
defmodule HubWeb.UserLoginLive do
use HubWeb, :live_view

def render(assigns) do
....H'""'
<div class="mx-auto max-w-sm">
<.header class="text-center">
Log in to account
<:subtitle>

Don't have an account?

<.link navigate={~p"/users/register"} class="font-semibold text-brand hover:underline">

Sign up
</.link>
for an account now.
</:subtitle>

</.header>

<.simple_form for={@form} id="login_form" action={~p"/users/log_in"} phx-update="ignore">

<.input field={@form[:email]} type="email" label="Email" required />

<.input field={@form[:password]} type="password" label="Password" required />

<:actions>

<.input field={@form[:remember_me]} type="checkbox" label="Keep me logged in" />

<.link href={~p"/users/reset_password"} class="text-sm font-semibold">

Forgot your password?
</.link>

</:actions>
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<:actions>
<.button phx-disable-with="Logging in..." class="w-full">
Log in <span aria-hidden="true">—</span>
</.button>
<[:actions>
</.simple_form>
</div>

end

def mount(_params, _session, socket) do
email = Phoenix.Flash.get(socket.assigns.flash, :email)
form =to_form(%{"email" => email}, as: "user")
{:0k, assign(socket, form: form), temporary_assigns: [form: form]}
end
end
defmodule HubWeb.UserRegistrationLive do
use HubWeb, :live_view

alias Hub.Accounts

alias Hub.Accounts.User

def render(assigns) do
~H‘""'
<div class="mx-auto max-w-sm">
<.header class="text-center">
Register for an account
<:subtitle>
Already registered?
<.link navigate={~p"/users/log_in"} class="font-semibold text-brand hover:underline">
Log in
</.link>
to your account now.
</:subtitle>

</.header>

<.simple_form
for={@form}
id="registration_form"
phx-submit="save"
phx-change="validate"

phx-trigger-action={@trigger_submit}
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action={~p"/users/log_in?_action=registered"?}
method="post"
>
<.error :if={@check_errors}>
Oops, something went wrong! Please check the errors below.

</.error>

<.input field={@form[:email]} type="email" label="Email" required />

<.input field={@form[:password]} type="password" label="Password" required />

<:actions>
<.button phx-disable-with="Creating account..." class="w-full">Create an account</.button>
<[:actions>
</.simple_form>
</div>

end

def mount(_params, _session, socket) do

changeset = Accounts.change_user_registration(%User{})

socket =
socket
|> assign(trigger_submit: false, check_errors: false)

|> assign_form(changeset)

{:0k, socket, temporary_assigns: [form: nil]}
end

def handle_event("save"”, %{"user" => user_params}, socket) do
case Accounts.register_user(user_params) do
{:ok, user} ->
{0k, _}=
Accounts.deliver_user_confirmation_instructions(
user,
&url(~p"/users/confirm/#{&1}")

)

changeset = Accounts.change_user_registration(user)

{:noreply, socket |> assign(trigger_submit: true) |> assign_form(changeset)}

{:error, %Ecto.Changeset{} = changeset} ->
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{:noreply, socket |> assign(check_errors: true) |> assign_form(changeset)}
end

end

def handle_event("validate", %{"user" => user_params}, socket) do
changeset = Accounts.change_user_registration(%User{}, user_params)
{:noreply, assign_form(socket, Map.put(changeset, :action, :validate))}
end

defp assign_form(socket, %Ecto.Changeset{} = changeset) do
form = to_form(changeset, as: "user")

if changeset.valid? do
assign(socket, form: form, check_errors: false)
else
assign(socket, form: form)
end
end
end
defmodule HubWeb.UserResetPasswordLive do

use HubWeb, :live_view

alias Hub.Accounts

def render(assigns) do
e
<div class="mx-auto max-w-sm">

<.header class="text-center">Reset Password</.header>

<.simple_form
for={@form}
id="reset_password_form"
phx-submit="reset_password"
phx-change="validate"
>
<.error :if={@form.errors !'=[]}>
Oops, something went wrong! Please check the errors below.

</.error>

<.input field={@form[:password]} type="password" label="New password" required />
<.input

field={@form[:password_confirmation]}
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type="password"

label="Confirm new password"

required
/>
<:actions>

<.button phx-disable-with="Resetting..." class="w-full">Reset Password</.button>
</[:actions>

</.simple_form>

<p class="text-center text-sm mt-4">
<.link href={~p"/users/register"}>Register</.link>
| <.link href={~p"/users/log_in"}>Log in</.link>
</p>
</div>

end

def mount(params, _session, socket) do

socket = assign_user_and_token(socket, params)

form_source =
case socket.assigns do
%q{user: user} ->

Accounts.change_user_password(user)

->

_%{}

end

{:0k, assign_form(socket, form_source), temporary_assigns: [form: nil]}

end

# Do not log in the user after reset password to avoid a
# leaked token giving the user access to the account.
def handle_event("reset_password", %{"user" => user_params}, socket) do
case Accounts.reset_user_password(socket.assigns.user, user_params) do
{0k, _}->
{:noreply,
socket
|> put_flash(:info, "Password reset successfully.")

|> redirect(to: ~p"/users/log_in")}
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{:error, changeset} ->
{:noreply, assign_form(socket, Map.put(changeset, :action, :insert))}
end

end

def handle_event("validate", %{"user" => user_params}, socket) do
changeset = Accounts.change_user_password(socket.assigns.user, user_params)

{:noreply, assign_form(socket, Map.put(changeset, :action, :validate))}
end

defp assign_user_and_token(socket, %{"token" => token}) do

if user = Accounts.get_user_by reset _password_token(token) do
assign(socket, user: user, token: token)

else
socket
[> put_flash(:error, "Reset password link is invalid or it has expired.")
|> redirect(to: ~p"/")

end

end

defp assign_form(socket, %{} = source) do
assign(socket, :form, to_form(source, as: "user"))
end
end
defmodule HubWeb.UserSettingsLive do
use HubWeb, :live_view

alias Hub.Accounts

def render(assigns) do
~H'""'
<.header class="text-center">
Account Settings

<:subtitle>Manage your account email address and password settings</:subtitle>
</.header>

<div class="space-y-12 divide-y">
<div>
<.simple_form
for={@email_form}
id="email_form"

phx-submit="update_email"
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phx-change="validate_email"
>
<.input field={@email_form[:email]} type="email" label="Email" required />
<.input
field={@email_form[:current_password]}
name="current_password"
id="current_password_for_email"
type="password"
label="Current password"
value={@email_form_current_password}
required
/>
<:actions>
<.button phx-disable-with="Changing...">Change Email</.button>
</:actions>
</.simple_form>
</div>
<div>
<.simple_form
for={@password_form}
id="password_form"
action={~p"/users/log_in?_action=password_updated"}
method="post"
phx-change="validate_password"
phx-submit="update_password"
phx-trigger-action={@trigger_submit}
>
<input
name={@password_form[:email].name}
type="hidden"
id="hidden_user_email"
value={@current_email}
/>
<.input field={@password_form[:password]} type="password" label="New password" required />
<.input
field={@password_form[:password_confirmation]}
type="password"
label="Confirm new password"
/>
<.input
field={@password_form[:current_password]}

name="current_password"
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type="password"
label="Current password"
id="current_password_for_password"
value={@current_password}
required

/>

<:actions>
<.button phx-disable-with="Changing...">Change Password</.button>

<[:actions>

</.simple_form>
</div>
</div>

end

def mount(%{"token" => token}, _session, socket) do
socket =
case Accounts.update_user_email(socket.assigns.current_user, token) do
0k ->

put_flash(socket, :info, "Email changed successfully.")

-error ->
put_flash(socket, :error, "Email change link is invalid or it has expired.")
end

{:0k, push_navigate(socket, to: ~p"/users/settings")}
end

def mount(_params, _session, socket) do
user = socket.assigns.current_user
email_changeset = Accounts.change_user_email(user)

password_changeset = Accounts.change_user_password(user)

socket =
socket
|> assign(:current_password, nil)
|> assign(:email_form_current_password, nil)
|> assign(:current_email, user.email)
[> assign(:email_form, to_form(email_changeset))
[> assign(:password_form, to_form(password_changeset))

[> assign(:trigger_submit, false)
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{:0k, socket}

end

def handle_event("validate_email", params, socket) do

%{"current_password" => password, "user" => user_params} = params

email_form =
socket.assigns.current_user
[> Accounts.change_user_email(user_params)
[> Map.put(:action, :validate)
[> to_form()

{:noreply, assign(socket, email_form: email_form, email_form_current_password: password)}
end

def handle_event("update_email”, params, socket) do
%{"current_password" => password, "user" => user_params} = params

user = socket.assigns.current_user

case Accounts.apply_user_email(user, password, user_params) do
{:ok, applied_user} ->
Accounts.deliver_user_update_email_instructions(
applied_user,
user.email,
&url(~p"/users/settings/confirm_email/#{&1}")
)

info = "A link to confirm your email change has been sent to the new address."

{:noreply, socket |> put_flash(:info, info) |> assign(email_form_current_password: nil)}

{:error, changeset} ->
{:noreply, assign(socket, :email_form, to_form(Map.put(changeset, :action, :insert)))}
end

end

def handle_event("validate_password", params, socket) do

%{"current_password" => password, "user" => user_params} = params

password_form =
socket.assigns.current_user
[> Accounts.change_user_password(user_params)
[> Map.put(:action, :validate)
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[> to_form()

{:noreply, assign(socket, password_form: password_form, current_password: password)}
end

def handle_event("update_password", params, socket) do
%{"current_password" => password, "user" => user_params} = params
user = socket.assigns.current_user

case Accounts.update_user_password(user, password, user_params) do
{:ok, user} ->
password_form =
user
|> Accounts.change_user_password(user_params)
|> to_form()

{:noreply, assign(socket, trigger_submit: true, password_form: password_form)}

{:error, changeset} ->
{:noreply, assign(socket, password_form: to_form(changeset))}
end
end
end
<IDOCTYPE html>

<html lang="en" class="[scrollbar-gutter:stable]">

<head>
<meta charset="utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />
<meta name="csrf-token" content={get_csrf_token()} />
<.live_title default="AnomalyHub">
AnomalyHub
</.live_title>
<link phx-track-static rel="stylesheet" href={~p"/assets/app.css"} />
<script defer phx-track-static type="text/javascript" src={~p"/assets/app.js"}>
</script>

</head>

<body class="bg-white">
<div class="flex items-center justify-between px-4 sm:px-6 lg:px-8 py-4 border-b border-gray-200">
<div class="flex items-center gap-4">

<a href="/">
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<img src={~p"/images/logo.png"} width="36" />
</a>
<span class="text-2x| font-extrabold text-black" style="font-family: 'Poppins', sans-serif;">
AnomalyHub
</span>
</div>
<ul class="flex items-center gap-4">
<%= if @current_user do %>
<li class="text-sm font-bold text-black">
<%= @current_user.email %>
</li>
<li>
<.link href={~p"/users/settings"}
class="text-sm font-medium text-white bg-black px-3 py-1.5 rounded hover:bg-gray-800 transition">
Settings
</.link>
</li>
<li>
<.link href={~p"/users/log_out"} method="delete"
class="text-sm font-medium text-white bg-black px-3 py-1.5 rounded hover:bg-gray-800 transition">
Log out
</.link>
</li>
<% else %>
<li>
<.link href={~p"/users/register"}
class="text-sm font-medium text-white bg-black px-3 py-1.5 rounded hover:bg-gray-800 transition">
Register
</.link>
</li>
<li>
<.link href={~p"/users/log_in"}
class="text-sm font-medium text-white bg-black px-3 py-1.5 rounded hover:bg-gray-800 transition">
Login
</.link>
</li>
<% end %>
<ful>

</div>

{@inner_content}
</body>
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</html>
defmodule Hub.Repo.Migrations.CreateUsersAuthTables do

use Ecto.Migration

def change do
execute "CREATE EXTENSION IF NOT EXISTS citext", ™"

create table(:users) do
add :email, :citext, null: false
add :hashed_password, :string, null: false

add :confirmed_at, :utc_datetime

timestamps(type: :utc_datetime)

end

create unique_index(:users, [:email])

create table(:users_tokens) do
add :user_id, references(:users, on_delete: :delete_all), null: false
add :token, :binary, null: false
add :context, :string, null: false

add :sent_to, :string

timestamps(type: :utc_datetime, updated_at: false)

end

create index(:users_tokens, [:user_id])
create unique_index(:users_tokens, [:context, :token])
end
end
defmodule Hub.Repo.Migrations.CreateSensors do

use Ecto.Migration

def change do
create table(:sensors) do
add :name, :string
add :api_key, :string

add :user_id, references(:users, on_delete: :delete_all), null: false

timestamps(type: :utc_datetime)

end
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create unique_index(:sensors, [:api_key])
create index(:sensors, [:user_id])
end
end
defmodule Hub.Repo.Migrations.CreateTrafficRecords do

use Ecto.Migration

def change do
create table(:traffic_records) do

add(:timestamp, :integer, null: false)
add(:packet_count, :integer, null: false)
add(:unique_src_ip_count, :integer, null: false)
add(:proto_counter, :jsonb, null: false, default: "{}")
add(:tcp_syn_count, :integer, null: false, default: 0)
add(:top_dst_ports, {:array, {:array, :integer}}, null: false, default: [])

add(:anomaly, :boolean, null: false, default: false)
add(:cusum_anomaly, :boolean, null: false, default: false)

add(:isolation_anomaly, :boolean, null: false, default: false)

add(:sensor_id, references(:sensors, on_delete: :delete_all), null: false)

timestamps()

end

create(index(:traffic_records, [:sensor_id]))
create(index(:traffic_records, [:timestamp]))
end
end
# Script for populating the database. You can run it as:
#
#  mix run priv/repo/seeds.exs
#
# Inside the script, you can read and write to any of your
# repositories directly:
#
# Hub.Repo.insert!(%Hub.SomeSchema{})
#
# We recommend using the bang functions (Cinsert!”, "update!”

# and so on) as they will fail if something goes wrong.
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alias Hub.Repo
alias Hub.Accounts.User
alias Hub.Sensors.Sensor

alias Hub.TrafficRecords.TrafficRecord

# 1. CTBOpeHHS KOpHCTyBada
user =
Repo.insert!(%User{
email: "test@example.com”,

hashed_password: Bcrypt.hash_pwd_salt("password123")
b

# 2. CTBOpEHHs ceHcopa
sensor =
Repo.insert!(%Sensor{
name: "Test Sensor 1",
api_key: UUID.uuid4(),
user_id: user.id

b))

# 3. T'enepanis ¢eiikoBux traffic_records
Enum.each(1..100, fni ->

timestamp = Timex.now() [> Timex.shift(minutes: -i * 5) |[> Timex.to_unix()

proto_counter = %{
"6" => Enum.random(300..400),
"17" => Enum.random(50..100),
"1" => Enum.random(10..30)

}

top_dst_ports = [
[80, Enum.random(150..250)],
[443, Enum.random(80..150)],
[22, Enum.random(30..70)]

]

Repo.insert!(%TrafficRecord{
sensor_id: sensor.id,
timestamp: timestamp,
packet_count: Enum.random(400..600),
unique_src_ip_count: Enum.random(80..120),

proto_counter: proto_counter,
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tcp_syn_count: Enum.random(300..400),
top_dst_ports: top_dst_ports,

anomaly: Enum.random([true, false, false]),
cusum_anomaly: Enum.random([true, false]),
isolation_anomaly: Enum.random([true, false])

b
end)

10.puts("(¥) Seeds Bcraneno: test@example.com / password123")

defmodule Hub.MixProject do
use Mix.Project

def project do

[
app: :hub,
version: "0.1.0",
elixir; "~>1.14",
elixirc_paths: elixirc_paths(Mix.env()),
start_permanent: Mix.env() == :prod,
aliases: aliases(),
deps: deps()

]

end

# Configuration for the OTP application.
#
# Type "mix help compile.app” for more information.
def application do
[
mod: {Hub.Application, []},
extra_applications: [:logger, :runtime_tools]

]

end

# Specifies which paths to compile per environment.
defp elixirc_paths(:test), do: ["lib", "test/support"]
defp elixirc_paths( ), do: ["lib"]

# Specifies your project dependencies.
#
# Type "mix help deps’ for examples and options.

defp deps do
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{:berypt_elixir, "~>3.0"},
{:phoenix, "~>1.7.21"},
{:phoenix_ecto, "~> 4.5"},
{:ecto_sql, "~>3.10"},
{:postgrex, ">=0.0.0"},
{:phoenix_html, "~>4.1"},
{:phoenix_live_reload, "~> 1.2", only: :dev},
{:phoenix_live_view, "~> 1.0"},
{:floki, ">=0.30.0", only: :test},
{:phoenix_live_dashboard, "~> 0.8.3"},
{:esbuild, "~> 0.8", runtime: Mix.env() == :dev},
{:tailwind, "~> 0.2.0", runtime: Mix.env() == :dev},
{:heroicons,
github: "tailwindlabs/heroicons”,
tag: "v2.1.1",
sparse: "optimized",
app: false,
compile: false,
depth: 1},
{:swoosh, "~>1.5"},
{:finch, "~>0.13"},
{:telemetry_metrics, "~>1.0"},
{:telemetry_poller, "~>1.0"},
{:gettext, "~>0.26"},
{;jason, "~>1.2"},
{:dns_cluster, "~>0.1.1"},
{:bandit, "~> 1.5"},
{:uuid, "~>1.1"},
{:httpoison, "~> 1.8"},
{:timex, "~>3.7"}

]

end

# Aliases are shortcuts or tasks specific to the current project.

# For example, to install project dependencies and perform other setup tasks, run:
#

#  $ mix setup

#

# See the documentation for "Mix" for more info on aliases.

defp aliases do

[
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setup: ["deps.get"”, "ecto.setup”, "assets.setup”, "assets.build"],

"ecto.setup”: ["ecto.create”, "ecto.migrate™, "run priv/repo/seeds.exs"],

"ecto.reset": ["ecto.drop”, "ecto.setup"],

test: ["ecto.create --quiet”, "ecto.migrate --quiet”, "test"],
"assets.setup™: ["tailwind.install --if-missing™, "esbuild.install --if-missing"],
"assets.build": ["tailwind hub", "esbuild hub"],
"assets.deploy™: [
"tailwind hub --minify",
"esbuild hub --minify",
"phx.digest"
]

]

end
end
# Find eligible builder and runner images on Docker Hub. We use Ubuntu/Debian
# instead of Alpine to avoid DNS resolution issues in production.
#
# https://hub.docker.com/r/hexpm/elixir/tags?page=1&name=ubuntu
# https://hub.docker.com/_/ubuntu?tab=tags
#
# This file is based on these images:
#
# - https://hub.docker.com/r/hexpm/elixir/tags - for the build image
# - https://hub.docker.com/_/debian?tab=tags&page=1&name=bullseye-20250428-slim - for the release image
# - https://pkgs.org/ - resource for finding needed packages
# - Ex: hexpm/elixir:1.18.3-erlang-27.3.4-debian-bullseye-20250428-slim
#
ARG ELIXIR_VERSION=1.18.3
ARG OTP_VERSION=27.3.4
ARG DEBIAN_VERSION=bullseye-20250428-slim

ARG BUILDER_IMAGE="hexpm/elixir:${ELIXIR_VERSION}-erlang-${OTP_VERSION}-debian-
${DEBIAN_VERSION}"

ARG RUNNER_IMAGE="debian:${DEBIAN_VERSION}"

FROM ${BUILDER_IMAGE} as builder

# install build dependencies

RUN apt-get update -y && apt-get install -y build-essential git \

&& apt-get clean && rm -f /var/lib/apt/lists/*_*

# YcranoBka Node.js i npm y ¢a3i builder
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RUN apt-get update && \
apt-get install -y curl &&\
curl -fsSL https://deb.nodesource.com/setup_18.x | bash - &&\
apt-get install -y nodejs

# prepare build dir
WORKDIR /app

# install hex + rebar
RUN mix local.hex --force && \

mix local.rebar --force

# set build ENV
ENV MIX_ENV="prod"

# install mix dependencies

COPY mix.exs mix.lock ./

RUN mix deps.get --only $SMIX_ENV
RUN mkdir config

# copy compile-time config files before we compile dependencies

# to ensure any relevant config change will trigger the dependencies
# to be re-compiled.

COPY config/config.exs config/${MIX_ENV}.exs config/

RUN mix deps.compile

COPY priv priv

COPY lib lib

COPY assets assets

# install deps

RUN npm install --prefix ./assets
# compile assets

RUN mix assets.deploy

# Compile the release

RUN mix compile

# Changes to config/runtime.exs don't require recompiling the code

COPY config/runtime.exs config/
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COPY rel rel

RUN mix release

# start a new build stage so that the final image will only contain
# the compiled release and other runtime necessities
FROM ${RUNNER_IMAGE}

RUN apt-get update -y &&\
apt-get install -y libstdc++6 openssl libncurses5 locales ca-certificates \
&& apt-get clean && rm -f /var/lib/apt/lists/*_*

# Set the locale
RUN sed -i 'fen_US.UTF-8/s/"# //g' letc/locale.gen && locale-gen

ENV LANG en_US.UTF-8
ENV LANGUAGE en_US:en
ENV LC_ALL en US.UTF-8

WORKDIR "/app"
RUN chown nobody /app

# set runner ENV
ENV MIX_ENV="prod"

# Only copy the final release from the build stage
COPY --from=builder --chown=nobody:root /app/_build/${M1X_ENV}/rel/hub ./

USER nobody

# If using an environment that doesn't automatically reap zombie processes, it is
# advised to add an init process such as tini via “apt-get install’

# above and adding an entrypoint. See https://github.com/krallin/tini for details

# ENTRYPOINT ["/tini", "--"]

CMD ["/app/bin/server"]

TAJII1.467200.007 JT4

3m.

Apk. Ne nokym. IMigmuc | dara

Apk.

90




