0, /, 8) Buna (9), onpenensieMoii 1Sl JaHHBIX POCTOTO YKCIIA p U IPUMUTHBHOTO 3JIeMEHT a 1ot GF(p) ¢ moMomniso
CIIEIYIOIIMX COOTHOILICHHIA:

X=GF(p),K=U=GF(p)*,L=(Z,.)*, Y=GF(p)*x Z,, ,,
0: K — U, f XxKxL — Y, 8: XxYxU — {0, 1},
6(k) = a" (mod p), fix, u, )= (1, 2),
yi=d (mod p), y, =(x—kyy) "' mod (p—1), (15)

3(x, 1, ¥2), u) =1 y1 y)2=d" (mod p),
rne keK, xeX, leL, (v, y,) =yeY. Cienyer oOpaTuTh BHUMaHHE Ha ONPE/IEIIEHHOE CXOJCTBO cucteM Dib-I'amans ¢
(otkpeiToro mudposanus) u I' (udporoii moamucu). Tak, maokecTBa X, K, U 1 L COOTBETCTBEHHO MOIIMCHIBAEMBIX
COOOIICHNH, CEKPETHBIX KIIOYEH, OTKPBITHIX KJIIOUYEH W IapaMeTpoB CHCTEMBI [ COBIAgarOT C aHAJOTHYHBIMHU
MHOXKECTBAMHU KPHIITOCUCTEMBI ( (cM. mpumep 2). Kpome Toro, B 00emx cucTeMax HCIOIB3YIOTCS OJWHAKOBEHIE
AITOPUTMBI BBIYMCIICHHSI OTKPBITBIX KIIOYEH 10 CEKpeTHhIM (CoBmajatoT otodpaxkenus 0). Tawke paBHbI MepBbie
KOOpJHMHATHI y| 3HAa4eHWH (YHKUMHA MU(POBaHUS U TOANUCHIBAHUS COOTBETCTBEHHO. Hamboiiee cymniecTBeHHOE
pa3nyre MEXIy CUCTEMaMH OTKPBITOro MH(poBaHus U IUPPOBOH moamucu ib-I'amans 3akiroyactcs B crocode
(hopMHpPOBaHUS KOOPAWUHATHI ¥, MOIIKMCH M COOTBETCTBEHHO HMIM(POBAHHOTO cooOmeHus (cM. cootHouenus (15) u

(7))
IV BriBoasbl

IpemnoskeHHBIH MOAX0A K (OPMATU3AIMK MMOHIATHH CHCTEMBI OTKPBITOrO IM()POBAHKMS M CHUCTEMbI HUGPOBOMA
MOJTNCH, OYCBHIHO, HE ABISIETCSI €IMHCTBEHHO BO3MOXKHBIM. BMecTe ¢ TeM, MOCTpOCHHBIE BBIIIE aredpandecKkue
MOJIETIH HECUMMETPUYHBIX KPUNTOCHCTEM COCTABIISIOT (POPMaIbHYIO TEOPETHYECKYIO OCHOBY HCCIIEIOBAaHHNA OOLIMX
KpUTOrpapHUYECKUX CBOWMCTB Pa3IMYHBIX CHCTEM C OTKPBITHIM KirodoM. OcHOBHas 3ajaya B 00JacTH aHain3a
HECHMMETPUYHBIX KPHUINTOCHCTEM, NPEACTABICHHBIX B BHJIE MHOTOOCHOBHBIX YHHMBEPCAJIBHBIX aireOp, cOCTOMT B
KOHCTPYKTUBHOM OIMCAHUM TAKUX AJIre0p, JOMYCKAIOUIUX MPOCTYIO peallM3aliio U 00ecreunBalomuX MPHEMIIEMYIO
BBIYMCIIUTENBHYIO CTOHKOCTh ImmdpoBanus (undpoBoil nmoamucu). Baxnol 3amaueil maiapHEHIIMX HCcie0BaHUN
SIBIISIETCSL  TAaKXKe OINpPEJENICHUE YCIOBHI OSKBHUBAJICHTHOCTH (B TOM WJIM HHOM CMBICIEC) HECHMMETPHUYHBIX
KPHUIITOCHCTEM HIIM CBOJIUMOCTH HX APYT K APYTY.
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CTOUKOCTD I'OCT 28147-89 I1PHU UCIIOJIb3OBAHUH
TABJUIDbI IOACTAHOBOK M3 I'OCT 34.311-95

Poman Oneiinuxog
Xapvroeckuii Hayuonanonwiti Ynusepcumem Paouosnekmponuku

Anomayis: Posrasagaerbes crilikicrb 'OCT 28147-89 npu BHKOPHCTAaHHI 1I0BrOCTPOKOBOIO KJIIOYA, IO

HaBefeHuii y cranaaprti xemryBanusi 'OCT 34.311-95. HaBoaaTbcsi NpuK/Iagu nodyaoBU AudepeHiiHNX
XapaKTepUCTHK Ta JA0BOAMTHCS HEMOXJIMBicTH audepenuiiinol Ta jginifinoi ataku ma I'OCT 28147-89 3
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niero Taéannero mixcranoBok. IIpononyeThesi BHKOPHCTOBYBATH A0BrOCTPOKOBHI KJII0Y SIK CTAHIAPTHHIA
s TOCT 28147-89.

Summary: The resistance of the GOST 28147-89 encryption algorithm with the S-boxes from the hash
function standard GOST 34.311-95 is considered. The examples of the differential characteristics are given
and the invulnerableness of the cipher with these S-boxes to the differential and linear cryptanalysis is
proved. The S-boxes from the GOST 34.311-95 are proposed as a standard for the GOST 28147-89.
Kniouesvie cnosa: TOCT 28147-89, 'OCT 34-311-95, nuddepeHnnaibHblii KPUNTOAHAJIN3, JUHeHbIH
KPUNTOAHATHN3.

B crangapre 'OCT 28147-89 He ompenenéH OOWH W3 OCHOBHBIX 3JIEMEHTOB HIM(pa, BIUSIONMX Ha €ro
CTOMKOCTD — 3aIlOJIHEHHE Y3JI0B 3aMeHbl. MOXKHO IPEIIOJIOKHUTh, YTO TpH pa3paboTke mmdpa Ipennonaraiach
TeHEepaIys OT/AENBHOTO CEKPETHOTO IOJITOBPEMEHHOTO KII0Ya JUIl Kakaod cetm aboHeHToB. Mcmosp3oBaHue
CEKPETHBIX IIO/ICTAHOBOK 3HAYUTENBHO ITOBBHIMIAET CTOMKOCTH aITOPUTMA, OJHAKO BO3MOXKHA YMBIIUICHHAS
reHepanys TaOJHUIl TOACTAHOBOK, OCHAaONEHHBIX I Au((EepeHIIHaTPHOI0 W JHHEWHOro KpunToaHamms3a. llpm
Kpunrorpaduueckoi 3amure MHGOPMALUH B OTKPBITHIX INIOOANBHBIX CETSAX C OOJBIIMM KOIMYECTBOM aOOHEHTOB
MPUHINIHATBHO HEBO3MOXKHO NPHUMEHEHHE CJMHOW CEKPETHOW IOJCTAHOBKH, HEM3BECTHOH 3JI0YMBIIUICHHUKY.
Kpome Toro, mnsi cucrem kpunrorpaduyeckoi 3ammtel nHpopmanuu (CK3M) B OTKpBITHIX CeTAX 00s3aTesbHO
BBINIOJIHEHHE MpaBmia Kupxroda, B COOTBETCTBHM C KOTOPHIM NPOTHBHUK pacriojiaraeT MojHOH MHpopmanuend o
CHCTEME 3alllUThI, 32 UCKJIIOYEHHEM TEKYIIUX Kirouei nmgpoBanus. [J0oNroBpeMEeHHBIN KIIIOY SBISIETCS YacThIO
CK3MH, cnenoBaTesibHO, U3BECTEH aTAKYIOLIEMY.

IMostomy mpu ucnosszoBannu ['OCT 28147-89 mnst 3ammTel MHQOPMALMKM B OTKPBITHIX CETSAX HEOOXOANM
€/IMHBII HECEKPETHBIN JIOJITOBPEMEHHBIN KIIOY, ONTHMHU3NPOBAHHBIN NMPOTHB AM(D(EpeHINATBLHOTO U JIMHEHHOTO
KkpurnToaHanuza. CyImecTBYIOT pa3iIniHble METOANKN TeHepauy Tadmun noacranoBok it 'OCTa, B Tom uucie ¢
onTuMHU3aMed MPOTUB IUPGEPEHIINATHPHOTO W IJIMHEHHOro Kpunroananm3a [1]. OmHako Hamboiee IIMPOKO
pacrpocTpaHéHHBIM W JIOCTYHHBIM BceM paspaborumkam CK3U  sBisercs [ONTOBPEeMEHHBIM — KITIOY,
onybnukoBanubiii B T'OCT 34.311-95. OH cdopmupoBaH pa3pabOTYMKaMH alroputma MUQpOBaHHMS,
pacmionararoniMu  HanOosee monHoH wHpopMmarmen o coiictBax ['OCT 28147-89. Kpome TOro, B HEKOTOPBIX
WCTOYHMKAX 3TOT JONTOBPEMEHHBIN KIIOY YIOMHUHAeTCSd KaK «CTaHAAPTHBIN», W TPHUBOAWUTCA MPUMEP €ro
ucnonb3oBanus LlentpansueiM bankom PO [2].

CyIIecTBYIOT pa3IMYHbIe MHEHUS O CYLIECTBOBAaHUM BO3MOXKHBIX YSI3BUMOCTEH, BCTPOSHHBIX pa3paboTYMKaMu B
I'OCT 28147-89 B uenom u B tabmuny noacranoBok ['OCT 34.311-95 B yactHocTH. M3 M3BECTHBIX B HacToslIee
BpeMsi KpunroaHamuTrnaeckux arak npotusB ['OCT 28147-89 moryt 66Tk 3¢ dexTrBHBI MIIb AnddepeHInaIbHbIN
KPUITOAHAJIW3 W, OTYACTH, JIMHEWHBIM KpHUNTOAaHaIW3. B HacTosIeM JOKiIaje NpPOU3BOJIUTCS aHAIU3
mudQepeHInaTbHbBIX W JIMHEHHBIX CBOWCTB IOJICTAaHOBOK joiroBpemenHoro kimroua ['OCT 34.311-95, 3arem
TIPUBOJISITCSL TIPUMEPHI TTOCTPOCHUS AN (HEpeHIINATIBHBIX XapaKTEPUCTHK, ITOCIIE YeTO AENAI0TCS BBIBOIBI 00 oOmiei
crotikoct 'OCT 28147-89 npu npumenenun tadbmumsl moactaHoBok w3 [OCT 34.311-95.

OcHoBHbMu 3meMeHTaMu ['OCT 28147-89, BIUSAIOKMMH Ha €Tr0 CTOMKOCTh K JHHEHHOMY KpPHIITOAHAIU3Y,
SIBJIAFOTCSl KJIIOYEBOM CyMMAaTOp M JOJIFOBpEMEHHBIM Kitod. [Ipy nmpoBeneHUM aTaky JMHEWHOTO KpPUIITOAHAIU3a
UCTIONB3YIOTCS MEPEXObl C MAaKCHUMAJIBHON BEPOSTHOCTHIO. I10 MX 3HAYEHMIO MOXKHO AENaTh NMPEIMOJIOKECHUS O
MPOBEJCHHON ONTUMM3AIMH TaOJIHIl IPOTUB BEIOPAHHOTO METO/1a KPUIITOAHAIH3A.

MakcumanbHble, MUHUMaIbHbIE M CpeAHUE 3Ha4yeHUst (0e3 yu€ra HyJEBBIX BXOIHBIX M BBIXOJHBIX MacoK)
9JIEMEHTOB TaOJUI JIMHEWHON anmpokcuMmanuu st noiarospemennoro kmova u3 [OCT 34.311-95 npuBenensr B
tabnuue 1.

Kak cnenyer W3 mosyueHHBIX AAHHBIX, AJI MOACTAHOBKM, COOTBETCTBYMOUIEH S1, MakcHUManabHOE 3HAYEHUE
MOJIyJISI dJIeMEHTa TaOJIHIbI JIMHEHHON anmpoKcHManuu paBHO 4, cpeHee 3HaUCHHWE HEHYJIEBBIX AJIEMEHTOB PAaBHO
2.55, MUHIMaNbHOE 3HaYeHne paBHO 2. J[Is ocTalbHBIX HOACTAHOBOK MaKCHMAaJIbHBIM MOJYJIEM JIEMEHTA SIBIISETCS
6, OIHAKO, STH 3HAYCHUS BCTPEYAlOTCs KpaitHe peako (ot 1 1o 4 pa3 mmist omHOU moacTaHoBKH). COOTBETCTBYIOIINE
BEPOSITHOCTH SABISIFOTCS HU3KMMH JUIS MOCTPOSHHUS 3(G(EKTUBHBIX JIWHEHHBIX aNMPOKCHMAIMHA MPU BBINOIHEHUN
aTaky Ha Bce 32 IUKIa MMQPPOBAHMSA AaXEe IPH MAJIOM KOJIMYECTBE IEPEHOCOB, BOSHUKAIOMIMX Ha KIIOUCBOM
CyMMaTope.

Tabnuua 1—- MakcumanbHble, MUHUMAJIBHbIE M CPEJHNE 3HAYCHHS 3JIEMEHTOB TaOJIHILL
JMHEHHOW anmpokcuManuu i goaroppeMenHoro kiaroda u3 'OCT 34.311-95

Howmep nmojcTaHoBKH 1 2 3 4 5 6 7 8
MaxkcuManabHOE 3HaUCHHE 4 6 6 6 6 6 6 6
MuHuManbHOE 3HAUYCHHUE 2 2 2 2 2 2 2 2
Cpennee 3Hauenne | 2.55 | 241 | 242 | 246 | 241 | 241 | 246 | 247
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Jist cpaBHeHHs, B TaONmuIe 2 MPUBOJSTCS CPEIHHE 3HAYCHUS AJISI MOIYJS JJIEMEHTa TaOJHIbl JIMHEWHON
anmpoxcumMarun nocie oopadorku 30000 ciydaifHO CreHEPHPOBAHHBIX MOACTaHOBOK. CpepHee 3HAUeHHE MOIYJIIS
JJIeMeHTa TaOJUIbl JIMHEHHOW aIllpOKCHMAllMK NPUMEPHO PaBHO TOMY € IapaMeTpy Ui IOJCTaHOBOK W3
I'OCT 34.311-95.

Tabnuna 2 — MakcumanbsHble, MUHIMAJIBHBIE U CPETHIE 3HAYCHUS JIEMEHTOB
Ta0JIML JIMHEHHOM alNpOKCHMAIMHU JUIS CITy4alHbIX TOICTaHOBOK

MaxkcuMaabHOE 3HaUEeHHE 5.87
MuHnuMansLHO€E 3HAaUYECHHE 2
CpenHee 3HaueHUE 2.46

Kpome TOro, Bo3MokHa crielpanbHas T'eHepauusi MOJCTaHOBOK, YSA3BUMBIX JUIS JIMHEHHOTO KPHIITOAHAIN3a,
OJTHAKO ]ISl MCCIIEyeMbIX ITOJICTAHOBOK 3TOr0 He HaOmogaercs. [lo3TOMy MOXKHO clenaTh BBIBOA O JIMHEHHBIX
CBOMCTBax, OJM3KMM K CBOICTBaM CITyYaifHBIX ITOJICTAHOBOK, MJIH CYIIECTBOBAHHH JIOCTATOYHO «MSTKOT0» KPUTEPUS
JVHEHHOW ONTHMH3aLMK NPU TeHEpaIlMy 3aroHEHUs y3JI0B 3aMEHBI, 00ECIIEUYHBAIONIET0 IPH 3TOM CTOMKOCTH K
JTMHEHHOMY KpunroaHanusy. OTciofa CIeayeT, YTo JaKe TP HCIIOJIb30BAHMH CEaHCOBBIX KIIOUCH MmM(ppoBaHUs C
MaJIBIM KOJIMYECTBOM €AMHHIl M HU3KOH BEPOSTHOCTHIO BOSHMKHOBEHHMS MEPEHOCA MOCTPOEHHE BHICOKOBEPOSTHBIX
muaeiHBIX ammpokcuMarmid it [OCT 28147-89 HEBO3MOKHO, W HW3BECTHBIM KaK IOJITOBPEMECHHBIA KITFOY
obecrieunBaeT CTORKOCTh MIU(pa K THHEHHOMY KPUIITOAHAIH3Y .

Kak 6p110 IOKa3an0 B [3] npu HEyAa4HOM BBIOOpE (YMBIIUICHHOHN reHepanuin) caadboro JOJArOBPEMEHHOTO KITFo9a
I'OCT 28147-89 wmoxeT OBITh YSA3BHUMBIM U1 JU(QQepeHIHaTbHOTO KpunToaHanu3a. lloCcKombKy mpaBmia
reHepaiuu 3anoiHeHus y3ioB 3amensl u3 ['OCT 34.311-95 B oTKpbITOl Ne4aTH HE OIyOJIMKOBAaHBI, HEOOXOAUMO
NPOBEJICHUE UCCIIeoBaHUN TU(depeHIHanbHbIX CBOHCTB U3BECTHOTO JIOJTOBPEMEHHOrO Kitoua. /st BEIYMCICHUS
pa3sHOCTH MEXIy BXOAHBIMH 3HAa4eHHsIMH, Kak W B [3], Wcrosip3oBajiach OINEpalys CIOXKEHHUS 110 MOIYJI0 2.
MaxkcumanbHasi BEpOSATHOCTh Tiepexona paBHa 8/16 mis S7 u S8, 6/16 ana S1, S2, S3, S4 u S6, 4/16 mis S5. Ins
TabnMI, B KOTOPBIX IPUCYTCTBYIOT MEpPEXOJbl C BEpOSTHOCTHIO 8/16 m 6/16, Gonee 94% mnepexoloB HMEIOT
BEpOATHOCTH 2/16 u 4/16 (s mepexonoB ¢ BeposTHOCTEIO Bhime 0). Kpome Toro, BXOTHBIC W BEIXOIHBIC Pa3HOCTH
JUTSL TIEPEXOIOB C BEPOSITHOCTSIMH 8/16 1 6/16 MMEIOT HECKOIBKO aKTHBHBIX (HEHYJIEBBIX) OMTOB, YTO YMEHBIIAET UX
BEPOSITHOCTh IPOXOXKICHUS depe3 cymMmaTop 0e3 mckaxkeHHus. OTCyTCTBHE NMEPEXOJ0B C BEpOATHOCTHIO 1 (kKpome
Oh—0h) m 12/16 mo3BomseT yTBEp)KAAaTh 00 OTCYTCTBHH «3aKJIaIOK», YMEHBINAIOMHUX CTOMKOCTh IMU(pa K
G pepeHIaTbHOMY KPUIITOAHAI3Y, 4 MAJIOe KOJIMYECTBO MEPEX0A0B C BEpOsSTHOCTSIMH 8/16 1 6/16, a Taxke B
MX BXOAHBIX M BBIXOAHBIX Pa3sHOCTEH MO3BOMIAET YyTBEP)KAATh O CYIIECTBOBAHHUM KPUTEPUEB ONTUMH3ALUH MPOTUB
QG depeHIHaTbHOTO KPUIITOAHAIN3a IIPH TeHEPALNH TaKUX TaOIIHII.

Crenyer OTMETUTbh, YTO KPUTEPHU OTOOpa TAOJIHIL SBJISIOTCS TOCTATOYHO MATKMMHU M BO3MOXKHA T'€Hepalus BCex
8 MOJCTAaHOBOK C MaKCHUMaJbHOW BEpOSTHOCTBIO mepexona 4/16 (kak s S5). Otor dakt Obul OOHApYKEH NpU
MIPOBEICHUH HUCCIIC0OBAHHM, pe3yJIbTaThl KOTOPBIX OTPaXkeHHs! B [1].

[TpuBenenHble (GakThl TMO3BOJIAIOT YTBEPXKAATh 00 OTCYTCTBHUHM 3aKJIaJiOK, W, Ooyiee TOro, ONTHMHU3ALUHN
noacranoBok u3 ['OCT 34.311-95 mporuB auddepeHnmansHoro  KpunroaHaiuza. HemocraTtkom — 3toro
JIOJITOBPEMEHHOTO KII0YA SIBJISICTCS HAIMYME MEPEX0JI0B C BEposTHOCTSIMU 8/16 1 6/16, KOTOPBIX MOXKHO OBIJIO OBI
JOCTATOYHO IIPOCTO M30eXkKaTh IMMyTEM BbIOOpa Oosree KECTKUX KPUTEPHEB TeHEpanuy TaOIuI] TOICTAaHOBOK. BinsHue
STHX MEPEeXOA0B Ha BEPOSTHOCTH nudp¢epeHnmanbHpix xapakrepuctuk B ['OCT 28147-89 ¢ monroBpeMeHHBIM
kimogoM u3 [OCT 34.311-95 Gynet paccMOTpeHO HUKE.

Juddepennnanpaple CBOWCTBA OTHCIBHBIX IOJCTAaHOBOK HMEIOT OONBIIOE 3HAYCHHE, OJHAKO, JUIS
3Q(PEKTUBHOTO MPOBEICHUS KPHUIITOAHANIN3a OYEHb BAKHBIM SIBISIETCSI BO3MOYKHOCTH OOBEIUHEHHS pPa3HOCTECH
MOJICTAHOBOK JJIsI TIOCTPOEHHST MHOTONIMKIIOBBIX XapakTepucTuk. K mpumepy, MombITKa 3aMeHbl CTaHAAPTHBIX S-
omokoB DES npyrumu, umeromumu jtydinve nuddepeHinaibHbie CBOMCTBA (KaXI0ro MPEIoKEHHOro S-0J10Ka, 1Mo
CPaBHCHHUIO CO CTAaHIAPTHBIMH) Jlajia BO3MOXKHOCTh Oojice 3(PPEeKTHUBHOrO OOBETUHEHUS BXOIHBIX U BBIXOIHBIX
pa3HOCTEl M COOTBETCTBYIOUIETO YBEJIMYEHHsI BEPOSTHOCTEH S((MEKTHBHBIX XapaKTEPUCTHK, 4YTO IPHUBENIO K
3HAYUTEIBHOMY YMEHBIICHHUIO cToWKocTH mudpa [4]. [loatomy mocie m3ydeHus nudepeHIaTbHBIX CBOWCTB
MOJICTAHOBOK ~CIICAYIOIIUM OSTarloM OIIEHKHM CTOWKOCTH K Au(p(epeHnnanbHOMY KPHITOAHAIN3Y SIBISETCS
nccnenoBanue Hanobosuee 3P PEeKTHBHBIX XapaKTEPUCTHUK.

Kak moxaspIBaeT NMpOBEICHHBIN aHAIN3 WCTOYHHKOB B HACTOAIIEE BPEMsI HE CYILIECTBYET OOIIEH METOIMKH,
TIO3BOJISTIONIEH HaXoUTh Hanboiee 3P dexkTHBHBIE XapaKTEePUCTHKH (110 KpalHEH Mepe, B OTKPBITOI auTeparype). Ha
OCHOBaHHMHU TIPOBE/ICHHBIX HCCIIEIOBAHUH BO3MOXKHBIE METOJBI NMOWCKA XapaKTEPUCTHK MOXKHO Da3leinuTh Ha 4
KJacca.

1. OBpuCcTHYECKUI BBIOOD.

146 Ilpasose, Hopmamuene ma memponoziyne 3abe3neyenHsa cucmemu 3axucmy ingopmayii 6 Yrpaini, eun. 3, 2001 p.



Orot MeTox (haKTUIEeCKH OCHOBAaH Ha MHTYHIIMU MCCIIEIOBATENS, BRIOUPAIOIIETO HanboJee BEPOSTHEIE, C €T
TOYKH 3pEHUs, BapuaHThl. MMmeeT HH3KyI0 3()(EKTUBHOCTH, KaK M JIOOOH HEyNOpsJOYeHHBIH IOHCK ¢
MaJbBIMH BBIYUCIUTEIBHBIME pecypcamu. OTHAKO TPH OTCYTCTBUH 3¢ (eKTUBHON (PopMann30BaHHON
METOJIMKH UMEET HEKOTOPBIC PEUMYIIECTBA MIEPE/l BAPUAHTOM 2, B HEKOTOPBIX CIIydastX MO3BOJISS JIyUIlue
pelIeHus], He BXOAsIIMe B 00JIaCTh aBTOMaTH3UPOBAHHOTO PEILICHUSI.

2. Ilepebop 3HaueHWii Ha BXOAE OJNHOM IIOJICTAHOBKH, AKTHBU3UPYIOUIMX TIEPEXOAbl C MaKCHMaIbHOW

BEPOSATHOCTHIO.

B sTOM cityuae mpu mocTpoeHNH XapaKTEPUCTHKU Ha BXOJIE ajlrTOPUTMa aKTHBH3UPYETCS O/IHA TTOJICTAHOBKA,
JUIs KOTOpOH TepeOuparoTcsi Bce Hanbosiee BeposiTHBIE mepexoisl. Meron addekTuBeH i mudpos, HE
o0ecreunBaONMX 3HAYNTEILHOTO MEpeMEIIMBaHMs Ha OJHOM LUKJIE INTU(QPOBaHHS, Harpumep,
T'OCT 28147-89. Hdnsa anropuTMoB MH(POBAaHUS CO 3HAYUTECIHHBIM IIEPEMEIIMBAHNEM Ha OJHOM IIHKIIE,
takux kak DES wmmun SAFER+, oH HesdpdektuBeHn. [IpemMymiecTBOM MeTOHa SBISIETCS BO3MOXKHOCTH
HaXOXK/E€HUA MOJMHOXECTBA WJIM MOJHOTO MHOXECTBa HambOosiee 3((EKTHBHBIX XapPAKTEPUCTHUK MPHU
UCTIONIb30BaHUN OIPAHUYEHHBIX BBIUMCIUTEIBHBIX PECYPCOB.

3. DBpUCTHYECKHH BBIOOP MHOKECTBA aKTHUBHBIX ITOJICTAHOBOK U BXOJHBIX 3HAYCHUH AT HUX.

OTOT METOX MO3BOJIAET OOBEAMHHUTH IMOJOXKUTEIbHBIE CBOMCTBA JABYX MPEABIIYLINX, H30aBUBLIMCH OT HX
HeNoCTaTKOB. [Ipy BBIOJHEHHH TOMCKA aHAIN3UPYETCS 3HAYUTEIBHOE KOJIMYECTBO BAPHAHTOB BXOIHBIX
pasHocTell 1 uX npeoOpa3oBaHuil, BELYIIHX K IOCTPOCHHUIO HauboJiee BEPOSTHBIX XapaKTepPUCTHK. SIBiseTcs
caMblM 3(QQEKTUBHBIM, €CIM BBIUUCIUTEIBHBIX PECYpPCOB HEAOCTATOYHO JUISi MPOBEACHHS ITOJHOTO
nepebopa BceX BapUaHTOB BXOAHBIX pasHocTeil (Meron 4). Ciemyer OTMETHTH, YTO NHPH IPOBEICHUU
uccnenoBanuii croiikoctn DES k muddepeHnnansHoMy KpUNTOaHAIN3y W BO3MOXKHOCTH MOIM(UKAINU
cTaHgapTHHIX S-01okoB [3amDES, SG] aBTopamu HCIOIB30BAIICS IMEHHO 3TOT METO/.

4. ITonHeli Tepebop BXOIHBIX 3HAYCHUH PA3HOCTH Ha BXOZE allTOPUTMa U BAPHAHTOB HX MPEoOpa30BaHMS.

B stomM cimywyae aHamM3MpYHOTCS BCE BO3MOJKHBIC BAapHAHTHl AKTHUBH3ALMHM BXOJHBIX pa3HOCTEH U
BO3MOXKHOCTH HX HpeoOpa3oBaHus. J[OCTOMHCTBOM MeETOAa SABJSIETCSI TapaHTUPOBAHHOE HAaXOXKJICHHE
Tyqmied  XapakTepPUCTHKH,  HENOCTATKOM —  HEOOXOJMMOCTb  MCHOJB30BAHUSI  3HAUYNTEIBHBIX
BBIYHCIIUTEIBHBIX PECYPCOB, UTO B PAJE CIydaeB HE MO3BOJISET MPOBECTH BBHIYUCIUTENBHBIN IKCIIEPUMEHT,
1, COOTBETCTBEHHO, BOCIIOJIB30BATHCS 3TUM METOIOM.

ITpu nmoucke xapaxrepuctuk ans I'OCT 28147-89 meroas! 2 u 3 npuMepHO paBHO3HAYHBI, TOCKOJIbKY, HAa HAIll
B3IIIs1, HanOousiee 3 (EeKTUBHBII METO/ MOWCKA — aKTUBHM3ALMs OJHOW MOJICTAaHOBKHM Ha BXxoje 1-ro nukina. Cpasy
CJIElyeT OTMETHTh, YTO HU OJHOH XapaKTEPHCTHKH, KOTOPYIO MOXXHO OBUIO OBl MCIONB30BaTh Ha Bce 32 HUKIA
mmdpoBaHusi, OOHapy>KeHO HE ObUIO (M, CKOpee BCEro, OHM BOOOIIE HE CYIIEeCTBYIOT). [I03TOMy KpUTEpHEM OLICHKH
XapaKTepPUCTHKN OBUIO KOJMYECTBO LHUKIIOB, IIOCIE KOTOPOTO €€ BEpOATHOCTH CTAaHOBHTCS HIDKE ITOPOTOBOTO
snauvenus 2 . COOTBETCTBEHHO, YeM GoJbllee KOTMYECTBO LMKIOB ANTOPUTMA MH(pPOBAHMUS MOXKET OXBATHTH
XapaKTEePUCTHKA JI0 JOCTHXKEHHS TIOPOTOBOTO 3HAYCHUS, TeM OHa 3 QEeKTUBHEE.

Kpome Toro, npu npoBeAeHNN BBEIYUCIUTEIHLHOTO SKCIEPHUMEHTa ObIIO CAETAHO MPEIOI0KEHHE 00 OTCYTCTBHU
nckakenns pasnocreil (XOR) Ha kmoueBoM cymmarope. B obmiem ciydae, 3T0 yTBEpKICHHE BEPHO TOJIBKO JIMIIb
JUIL HyJIeBOTO Kirouda mudposaHui. OnHAKO, MOCKOJBbKY IPOBOIUTCS AOKA3aTENbCTBO CTOMKOCTH mudpa, a HE
pa3paboTka 3(GEKTUBHONH aTaku, TO MPENIOJIOKEHHE B II0Jb3Y KPHUITOAHAIMTHKA HE OyZeT OIpoBepraTh
JIOKa3aTeIbCTBO CTOMKOCTH. /[l Kmroyel ImuQpoBaHHA, B KOTOPBIX NPHUCYTCTBYIOT €IUHUYHBIE OHTHI,
OMITUPUYECKAst BEPOSTHOCTh XapaKTEPUCTHKU Oy/IeT HHKE PACCMOTPEHHBIX Jajiee U3-3a BOSHUKHOBEHHS NCKKEHUH
Ha KJIIOYEBOM CyMMaTope.

ITpn moucke XapakTEpUCTUK MPOBOJMIACH AKTHBH3AIMS Pa3HOCTH JUIS OJHOM IOJICTAHOBKU Ha BXOJE HEPBOTO
nukia mugpoBanus. 3HaYeHUs] BXOAHOW pa3sHOCTH BBHIOMPAINCH C YUYETOM BO3MOXKHOCTH aKTHBHU3ALMH IEpexojia ¢
BepositHOCTRIO 4/16, 6/16 m 8/16. IlockonbKy OXHO 3HayeHWE BXOAHOW PA3HOCTH JAeT HECKOJBKO BapHaHTOB
mepexona ansa noacranoBok ['OCT 34.311-95 (3a uckimroueHHEM HYJIEBOW BXOTHOW Pa3HOCTH), BCE BO3MOXKHBIC
3Ha4YeHUs 00pabaThIBAIIICH MOCIECIOBATEIBHO (B MOPSIKE BO3PACTAHHS 3HAUCHUH Pa3sHOCTH). BbIXoqHbBIC 3HAUCHUS
Pa3sHOCTH HA BBIXOZE IMOJCTAHOBOK OOBEIMHSUINCH B IIEJIOC BBIXOAHOE 3HAUCHHWE PA3HOCTH LUKJIOBOH (yHKInH,
KOTOpOE TOCIe CIOKEHHS 110 MOAYJIO 2 ¢ Pa3sHOCTHIO JICBOI MOJOBHHBI Ha BXOJE TEKYILETo IUKIA (pOpMHUPOBAIIO
Pa3sHOCTH AJISI BXOZA LUKIIOBOHM (pyHKIMH cienyromero nukia. IIpu BeiOope nepexo10B COOTBETCTBYOUIMM 00pa3oM
NPOU3BOAMIICS Y4ET BEPOSTHOCTE IepexoloB, (OPMHUPYIOIINX BEPOATHOCTh XapaKTepUCTHKH. llepexonsl c
BEPOSTHOCTBIO 2/16 HEe paccMaTpuBallUCh, MOCKOJBKY IIOPOIOBOW BEpOATHOCTHIO NpeoOpa3oBaHMsi Ha S-Oioke
sBysiercst 4/16: MpyU HAJMYUKM OJHOW AKTHBHOW MOJCTAaHOBKH B KaXKAOM LUKIE MH(GPOBAHUS (Ul XapaKTEPUCTUK
I'OCT 28147-89 B HEKOTOPHIX IMKIax O00s3aTeIbHO NPUCYTCTBYeT Oojee OJHOH aKTUBHOHM II0/JCTaHOBKH)

32
BCPOATHOCTb XAPAKTCPUCTUKU JIA 32 IUKJIOB paBHa (— = 2764. ,Z[J'IH HEKOTOPBIX XapaKTCPUCTHUK BO3MOKHbBI
16
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MIPOMEKYTOUHBIE ITUKIBI C HYJIEBOH BXOIHOH paszHocThIO (mpuMepsl s DES MoxHO yBUAeTs, Hampumep, B [5]),
OJHAKO OHHU O00s3aTeJPHO TpPEOYIOT HECKOJbKO AaKTHBHBIX IIOJCTAHOBOK HA MPEIBIAYIIMX LHUKIaX W s
paccMaTpuBaeMoro cirydasi 3pQeKxT yBelIuueH!sI BEPOATHOCTH MOJTHOCTHIO HUBEIHPYETCS.

ITepBOHauUaNBHBIM BapHAHT MOMCKA XapaKTEPUCTUKHU MPEATIoIaraa akTHBU3aIMI0 BCEX BO3MOXHBIX KOMOMHAINI
BXOJIHBIX Pa3HOCTEH, aKTHBU3UPYIOIIMX Ha MEPBOM IMKJIE MEPEX0/bl ¢ BeposaTHOCTAMH 6/16 u 8/16 (a He TONBKO
OJHOW MOACTaHOBKH). I10CKOJIBKY TEOpEeTHUYECKH OIICHHUTh CIIOKHOCThH IOJIy4aeMOI'o JIepeBa XapaKTEpUCTHUK HE
MPE/ICTAaBISIETCSl BO3MOXKHBIM, OBbLIT POBEJICH BBIYHCIIUTEIBHBIN 3KcIIepuMeHT. 3a 25 yacoB pabotsl [I9BM Celeron-
633 610 00paboTaHo mopsaka 67-10° xapakTepuCTHK (YUHTHIBAINCH TOIBKO IEPEXOIBI C BEPOSTHOCTHIO 4/16 1
BBIIIE), YTO COCTABIISICT IPUMEpHO 2,5% oT obuiero konuuyectsa. [lomydeHHbIe pe3ysbTaThl IPUBEICHEI B TabnuIe 3

(KOJTMYECTBO [UKIIOB XapPAKTEPHCTHKH, TIOCIIE KOTOPOTO 68 BEpOSTHOCTh CTAHOBUTCS MeHee 2 ' | M COOTBETCTBEHHO
KOJIMYECTBO HaWCHHBIX XapaKTEPHCTHK).

Tab6muna 3 — KonndecTBo HaliIeHHBIX XapaKTEPUCTHK B 3aBUCUMOCTH OT ITUKJIA MH(POBAHHS

KonunuectBo . KonunuectBo .
KosmuecTBo HaliJEeHHBIX KoymuecTBo HaliJEHHBIX
IIUKIIOB IIUKJIOB
XapaKTEPUCTHK XapaKTEPUCTHK
XapaKTEPUCTHKH XapaKTECPUCTHKH
5 409933849 15 68627
6 28974550012 16 15965
7 30711528470 17 2456
8 4955798938 18 186
9 756928135 19 0
10 143620531 20 0
11 41575739 21 52
12 3455345 22 300
13 2052011 23 69
14 469360 24 20

XapaKkTepuCTHK C KOJIMYECTBOM IMKJIOB MecHee 5 u Oonee 24 He oOHapyxkeHO. COOTBETCTBEHHO CpeIHee
KOJIMYECTBO IMKIIOB, TOCIE KOTOPOTO BEPOSTHOCTb XAapAaKTEPHCTHKH CTAHOBUTCS MeHee 2 °°, paBHO 6.65615. U3
TabNMIBl 3 MOXKHO 3aMETUTh, YTO C BO3pACTAHHEM KOJHMYECTBA IMKJIOB (IOCNE 7-T0) KOJMYECTBO XapaKTEPUCTHUK
9KCIIOHEHIMAIBHO YOBIBAaeT, a HanOOJIbIIIee KOJIMUYECTBO XapaKTEPUCTHK MEPEXOANUT HOPOT BEPOSITHOCTH Ha 6 wiau 7
LIUKJIE.

[Ipumep npeoOpazoBaHus pa3HOCTEH Ui OAHOW W3 HANIEHHBIX 24-IMKIOBBIX XapaKTEPUCTUK ITIPHBEICH B
Tabnue 4 (3HaYCHUs pa3HOCTEH NPUBEICHBI B IIECTHAIIIATEPUYHON CUCTEME CUUCIICHUS).

Tabmmma 4 — [IpeoOpa3oBaHus pa3HOCTEH 11l 24-IIUKIOBOH XapaKTePHUCTHKH

Homep JleBas momoBwHa [IpaBas monoBuHA Homep JleBast momoBHUHA [IpaBas monoBHHA
UK BXOJIHOHM pa3HOCTH | BXOJHOH pa3HOCTH LMKIIa BXOJTHOW pa3HOCTH BXOJHOH pa3HOCTH
1 0 800000 13 807000 7

2 800000 7 14 7 800000

3 7 807000 15 800000 0

4 807000 800000 16 0 800000

5 800000 807007 17 800000 7

6 807007 7007 18 7 807000

7 7007 7 19 807000 800000

8 7 7 20 800000 807007

9 7 7007 21 807007 7007

10 7007 807007 22 7007 7

11 807007 800000 23 7 7

12 800000 807000 24 7 5007

B ocHOBe 3T0il XapaKTepUCTHKH JISKHUT PpeoOpa3oBaHUe pa3HOCTel ¢ BeposTHocTsIMU 4/16 — 8/16 1 HaobopoT.
Otcrona cieayer, 4To eciid Obl pa3paOOTYMKK TAONHUII He JOMYyCKaau Obl Mepexoibl ¢ BEPOATHOCTBIO 8/16, Takoe
00NbIIOE KOMMYECTBO LUKIOB XapaKTEPHUCTHKU ObLIO ObI HENOCTHXXKUMO. TeM He MeHee, aTakoBaTh Bech 32-
LUKJIOBBII U(P ¢ MOMOIIBIO 24-UKIOBOH XapaKTEPUCTHKH HEBO3MOXKHO (CM. HUIKE).
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[lpu mpoBeneHWH BBIYHCIUTEIHHOTO SKCIEpUMEHTa 3a 25 WacoB pabOTHl KOMIBIOTEpa OBUIO 00paboTaHO
nopsiaka 2,5% BO3MOXKHBIX BXOJHBIX 3HAUEHHH Pa3HOCTH, aKTHBH3HMPYIOIIUX MEPEXObl C BEPOSITHOCTIMHU 6/16 u
8/16. Otcrona cieyer, 4TO Ha MPOBECHUE MOJHOIO repedopa BXOJHBIX pa3HOCTed morpeboBanock Obl Oosee 40
CYTOK paboThl. [ mepexooB ¢ TaKMMH BEpOATHOCTSAMH cymiecTByeT 31104 BapmaHTOB BXOIHOI PasHOCTH IS
NpaBoro noiy0soka (JeBblid Bceraa MpUHUMAETCsl PaBHBIM HYII0). Eciii Kk 9TUM KOMOMHANUsAM 100aBUTh IEPEXObI
¢ BeposTHOCTHIO 4/16, To Beero momyuntes 1,04-10"" BxomHbIX KoMOUHamHiA. TpebyeMblii 06BbEM BEIYHCICHUI HE
MIO3BOJISIET IIPOBECTU JKCIIEPUMEHTANbHBIA pacu€r. Tem He MeHee, CilydaiiHas reHepalus BXOIHBIX PAa3HOCTEH C
aKTHBH3AIMEH NeEpexXoJ0B C BEpOSTHOCTHIO 4/16 W Bbimle MAaET CTATUCTUYECKHE PE3yJbTaThl, CXOXKHE C YKe
MOJTy4€HHBIMU (CM. Ta01. 3).

OnHako aHaNM3 TOKa3all, YTO XapPaKTEPUCTUKH C MAKCUMAaJbHBIM KOJMYECTBOM LHUKIOB (Ui AaHHOTO BHJA
BXOIHOW Pa3HOCTH, 0€3 pacCMOTPEHHS JOMOJIHUTEIBHOTO MEPBOTO IUKJIA) MMEIOT BO BXOJHOW Pa3sHOCTH HA MEPBOM
LUKJIC BCETO O/HY AKTHUBHYIO MOACTAaHOBKY. DTO MO3BOJIIO BBHINOJHHUTH IHOJHBINA Nepedop BXOTHBIX PA3HOCTEH ¢
OJTHOW aKTUBHOMW MOJCTAHOBKOW IS MIEPEXOA0B C BeposTHOCTAMU 4/16 u BoIme st Beex § S-0610koB. B pesynbrate
nocine o6pabotku 1,28-10'" xapakTepucTuk (IIepexoibl ¢ BEPOATHOCTBbIO 2/16 ONSATh MIHOPUPOBAIUCH) OBLIO

HaliIeHo 16 XapaKTEPUCTHK, I KOTOPBIX BEPOATHOCTH CTAHOBHMIACh MeHee 2! mocie 25 HuKIOB mudposanys..

Jns cpaBHEHWS MOXKHO TIPHUBECTH pE3yJNbTaThl paboThl [6], TAe HCHOIB30Bajach MOXO0Xas METOIHMKA
muddepeHINaATBPHOTO KPUNTOAHATIN3a. ABTOPHI COOOIIAIOT O HAXOXKACHUM TOJBKO JIMMIb  12-IMKIOBOH
XapaKTEPHCTHKH C BEPOATHOCTHIO 2 *°.

OCHOBBIBasiCh Ha TOM, YTO XapaKTEPHUCTUKH C HAWOOJBIINM KOJIMYECTBOM IMKJIOB (DOPMUPYIOTCS BXOIHBIMHU
Pa3sHOCTSAMH, aKTHBU3UPYIOIINMH OJHY HOACTAHOBKY, MOXKHO CJEJIAaTh BBIBOJ, YTO 25 NUKIIOB SIBIISIETCS MIPEAECIbHBIM
3HaYeHHEM Ui XapakTepucTuk mojacTaHoBok ['OCT 34.311-95, xoTs mpoBecTH MOJHBINA BBIYUCIUTEIHHBIN
9KCTIEPUMEHT WM IPUBECTH CTPOTOE TEOPETHIECKOE JOKA3aTEIbCTBO HE MPECTABIISACTCS BO3ZMOKHBIM.

Taxum ob6pazom, npu ucnoib3oBanud B 'OCT 28147-89 noacranosok u3z 'OCT 34.311-95 nns cymectByroniei
MeToauku auddepernuanproro kpunroananusa 'OCTa [3], cymecTBYIOT XapaKTepUCTHKH, 3P GEKTHBHBIC He OoJiee
geM it 24-X MUKII0B MHA(POBAHHUSL.

[Tpn npoBeneHun nudQepeHnranbHON aTaky JUIsl YBEJIHMYEHUS! KOJMYECTBA OXBATHIBAGMBIX IHKIJIOB BO3MOXHO
WCIIOJIb30BaHUE JIOMOJIHUTEIBHOTO MEPBOTO IUKJIA M 2R-aTaky mocie XapakTepucTHku. OIHaKoO Aaxe 9Ta METOANKa
MO3BOJISIET aTaKoBaTh He Oosiee 24 +1+2 =27 nukios mmdposanus [OCT 28147-89. Kpome Toro, npu nocTpoeHun
XapaKTEPUCTUK OBLIO ClIeJIaHO TPEIIONIOKEHHE 00 OTCYTCTBUM HCKOKEHHMH Ha KiIo4eBoM cymmarope. [lpu
WCIIOJIb30BaHUN KIJIOYA IIMU(POBaHMs, B KOTOPOM HPUCYTCTBYIOT €IAMHHYHBIE OWTBI, CyMMarop OyJeT BHOCHTh
JIOTIOJTHUTEJIbHBIE HCKKEHHS, YTO YMEHBILIUT KOJUYECTBO IIUKIIOB 3(Pp()EKTUBHOM XapaKTEePHUCTHKH.

FEmé omHuM M3 BapHaHTOB YBEJNMUYCHMS KOJMYECTBA OXBATHIBAEMBIX LHKJIOB INU(QPOBAHHSI MOXET CTaTh
Oymepanr-araka. Ona MokeT 3((EeKTHBHO TPUMEHSTHCS NPOTUB MH(GPOB, B KOTOPHIX BEPOATHOCTH p
XapaKTEPUCTHKHU JUIsl BCErO allrTOpPUTMa HE MO3BOJISIET MPOBECTH 3P (HEKTUBHYIO aTaKy, OJHAKO BEPOATHOCTDb ¢ VIS
XapaKTEePUCTHKH HA IOJOBMHY IMKJIOB MH(pPOBAHMS IO3BOJISET IPOBECTH aTaKy CO CIOKHOCTBIO O(q )
OTOOpaHHBIX OTKPHITHIX TeKkcToB. OmHako it moxctanoBok u3 'OCT 34.311-95 BepoATHOCTh XapaKTEPUCTHK IS
16 MUKIOB (C PACCMOTPEHHEM YacTeil 24-IHKIOBBIX XapaKTepHCTHK) BenmunHa O(g ') 3HAUMTEIHHO IPEBOCXOIUT
264, YTO JIeNaeT aTaKky Ha 32 MUKIIa HEBO3MOXKHOM.

IMpu wucmomszoBarmu B ['OCT 28147-89 moacranoBok m3 ['OCT 34.311-95 s¢dexTHBHBIE XapaKTepUCTUKH
MOT'YT OBITh UCIIOJIB30BaHBI MPOTHUB 24 NUKIOB MH(poBaHUA 1 MEHEe. MeTOIbl YBEINUEHHS KOJIMUECTBA aTaKyEMbIX
LIUKJIOB, TAKHE KaK JIOTIOJHUTEIbHBIA NEPBbIA IUKI, 2R-aTaka 1 OyMepaHr-aTaka HE MO3BOJISIIOT aTaKOBATh MOJIHBIN
BapuaHT mudpa. XoTs co3aaresid TaOaHWI[ MOIJIM YMEHBUIUTh KOJIMYECTBO LUKIOB B HambOonee 3PQeKTUBHBIX
XapaKTCpUCTHUKax, HCIOJB3YEMbIC HMHU KpPUTEPUMU TO3BOJIMJIM IHOJHOCTHIO  3alllUTUTH LHI/Iq)p OT aTtak
muddepeHrantbHOro KpUnroaHainza.

Belire ObU10 OTMEYEHO, YTO M3 BCeX aHamuTH4yeckux artak npotuB ['OCTa mMoryT 3¢(GeKTHBHO HCIIOIB30BAThHCS
ToJbKO M depeHnanbHbIi U THHEHHBIH KpunToanaian3. CTOMKOCTh mmdpa K STUM HaNaJeHUsIM B 3HAUNUTEIBHON
CTENICHN OIpeeNsieTcsl CBOWCTBaMM JIONTOBPEMEHHOTO KIIOYa, KOTOpBIH He 3amaércs craHgapToM. B
I'OCT 34.311-95 mpuBeneH OAWH W3 BapHaHTOB TaONWIBI TOACTAaHOBOK, KOTOPBIA Haubonee MIMPOKO
pacrpocTpaHéH W MOXET OBITh MCIOJIB30BaH B KauyecTBE €IMHOTO JIOJITOBPEMEHHOro Kitoda. IIpu ero renepanmn
WCITIOJIB30BAJMCh  KPUTEPUH ONTUMH3ALUH TNPOTHB MuddepeHnnanrsHoro M JIMHEHHOTO KpunToaHanusza. M3-3a
JVHEHHBIX CBOWCTB IOJICTAHOBOK M HAJIMYMS TEPEHOCOB B KIIOYEBOM CyMMAaTOpe JMHEHHBIH KpHUIITOAHAIN3
Heopdexrueen mnporuB ['OCT 28147-89 ¢ moacranoBkamu u3 1'OCT 34.311-95. IuddepeHnumanbHbIi
KPHIITOAHATIN3 HE MOXeT ObITh 3(p(eKTHBHO HCIOIB30BaH MPOTHB Ooiiee 27 LUKIOB MK(GPOBAHUS, T. €. MOJHBIA
BapUaHT aJrOPUTMa 3aIIUIIEH U OT ITOTO BU/IA KPUIITOHATIAJCHUSL.

Otcrona cienyer, 4ro Ipu ucnonb3oBanu mnojcraHoBok ['OCT 34.311-95 mnepBeie Tpu pexuma pabOTHI
I'OCT 28147-89 (mpocroii 3ameHbl, TaMMHpPOBaHHS W TaMMHUPOBaHHS C OOpaTHOM CBS3bIO) 3alIHMIIEHBl OT
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mudepeHIMaIbHBIX W JIMHEHHBIX aTak. 4-if pekuM (BBIpaOOTKM MMHTOBCTABKH) ITOTCHIIMANBHO YSA3BHM IS
nuddepeHansHOro KpUnToaHanm3a, MoCKoJIbKY HCIOJIb3YeT TOIbKo 16 1mukiioB mudposanus BMecto 32. OnHako
€ClIi COOOIIeHNe C MMHTOBCTABKON 3amn(poBBIBacTCA Iepea mepenaveld, To B 3ToM ciaydae anddepeHrnansHas
aTaka Ha 4-H pEeXMM HEBO3MOXHA (IIOCKOJIBKY An(QepeHIUanbHbli KPUITOAHAIU3 OTHOCUTCS K arakaM C
BBIOPAHHBIMH OTKPBITHIMH TEKCTaMU M JUIS €r0 MPOBEICHUS HEOOXOAMMO 3HAHWE OTKPBITHIX M 3aIIU(POBaHHBIX
cooOmennii). Jlaxke npu ucnojibp30BaHMU 4-ro pexuMa paboThl anropuTMma MKGPOBaHUS UL Neperadn
He3auMn(poBaHHOW UMUTOBCTaBKH HEOOXOIUMOCTh BbIOOpa OOJIBIIOTO KOJIMUECTBA OTKPHITHIX TEKCTOB U TIOJyYEHUS
COOTBETCTBYIOIIMX WM 3aIIM(QpOBaHHBIX JjenaeT auddepeHnHaNbHyI0 aTaky Ha 3TOT PEXHM HPaKTHYECKH
HeocymiecTBUMON B peanbHbix C3U. Ilpn paspaboTke HOBBIX CHCTEM ISl OOECICUCHHS WMHUTO3ALIUTHI MOXKHO
pexomeHaoBaTh mnpuMmeHeHue (yHkmm xemmpoanus ['OCT 34.311-95 (¢ coOoTBETCTBYHOIIMM J00aBICHUEM
KITFOYEBBIX TaHHBIX ) BMecTO 4-10 peskuma [OCT 28147-89.

ITpu paszpabotke C3U cnexyer obecrieumBarh 3alIMTy OT aTak Ha peaTM3allMIo0, TAKMX KaKk BPEMECHHas aTaka,
aHanu3 sHepronorpediaeHus, auddepeHnnanbHbli aHaau3 cO00eB, MOCKOJIbKY HM OJUH IMU(PpP HE MOXKET ObITh
3aMMIIEH OT ATOrO BUJIA HAIAJICHUH UCKITIOUNTEIbHO MaTEMaTHIECKIMU METOAAMH.

Anamn3 cBorictB Tabmumbsl monactaHoBok ['OCT 34.311-95 mokazam, 9TO B HHUX OTCYTCTBYIOT 3aKJIAKH,
Jenaronye mudp ysa3BUMBIM ISl M3BECTHBIX BHJIOB KpUNTOaHaM3a. bosee Toro, npoBeaeHa ONnTHMHU3alHMs IPOTHB
muddepeHInaNbHOrO U JIMHEWHOTO KPHIITOAHAIM3a. B mpHHIMIIE, CyIIecTBYeT BO3MOXKHOCTH IeHepaluu Oojee
CTOMKHMX TaONuIl C JOINOJHUTENbHBIMH KPUTEPUSIMH Ui 3allMThl OT AW(pGEepeHINaTIbHOTO U JIMHEHHOTO
KPUIITOAHAJM3a, OJHAKO M PacCMOTpPEeHHas o0ecneyrBaeT MAaKCHUMAJbHYI0 CTOHKOCTb TpPEX pPEXHMOB
I'OCT 28147-89 n nmpakTHYeCKyI0 CTOMKOCTb PeXXHMMa BBIpAaOOTKM MMHUTOBCTaBKH. [103TOMY MOXXHO pEeKOMEHIOBATh
Kcnonb3oBanue gonarospeMenHoro kimoda u3 I'OCT 34.311-95 B kauectBe cranpaptaoro mist TOCT 28147-89 npu
o0ecrieueHnH KpUNTorpapuIecKor 3aUThl HHGOPMAU B OTKPHITHIX CHCTEMAX.

Jlumepamypa: 1. B. H. Joneos, U. B. Jlucuyxas, P. B. Oneiinuxos, C. A. T'onosawuu, A. C. Kopsx.
JlononnumensvHvie mpebosanus xk omobopy mabauy noocmarogox o0aa TOCT 28147-89. Mamepuanvl HayuHo-
NpaKmuyecKkoll KoHgepenyuu no Gonpocam Kpunmozpaguueckou U mMeXHU4ecKol 3auumvl UHGOpMAYUU.
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HNPUHIUIIBI HIOCTPOEHUA U UCITOJIB3OBAHUA
MHOI'OYPOBHEBBIX HEHTPOB YIIPABJIEHUA
U CEPTUOUKALIMU KJIIOYEN

Hean TI'opoenko, Anexcandp Bonowyk®, Enena Kauxo*, Aunopeu Ceunapes®, Ilasen
Konecnukos, Tamvana I punenko

Xapbkosckuli HAYUOHATbHBII YHUGEpCUMem PAOUOITIEeKMPOHUKU

*AT “Uncmumym un@opmayuorHulx mexnoro2ui”’

Anomayisn: Po3risiialoTbesi OCHOBHI MO0JI0XKeHHSI CTBOPeHHsl 0araTOpiBHEBOro LEHTPY cepTHikamii.
BusHauaroTbesi 0CHOBHI QyHKUIT HeHTPY. Po3rasiiaoTbes npodJaemMu, Mo 3’ ABJISIOTHCS M Yac po3po0dKu
0araTopiBHEBOro EHTPY.

Summary: In the proposed report we consider the main statements of multilevel certification center
development. Main functions of such centers are: generation, distribution and support of common
parameters and keys for whole multilevel network, developing of open key base. It is considered a number
of problems, which appears during of key transitions.

Kuouosi crnosa: Kmiodi, ynpaBiiHHs Kiaw4yamu, ceptudikaunis kiaw4iB, 0a3um AaHMX KJIW0O4iB, MapoJiB,
(dickanbHNii KOHTPOIIB.
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