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Annotation — direction included in the technology of "'Internet of Things" to analyze the working of sensor systems in
extreme areas, that is the properties and features of embedded control systems based on them, to identify the main
problems of operation and features of sensors in smart - systems. The article considers the main types of sensors used in
smart systems, the main alignments used in the design and creation of systems based on them, and experimentally

evaluates the dependence of the speed of sound on air temperature.
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. INTRODUCTION

The term "Internet of Things" encompasses a large
area of computer research. The term Internet of
Everything (loE) is also becoming widespread. A
feature of the Internet of Things is the ability to connect
to the Internet a variety of devices and systems that a
person can use in their daily activities. All these things
must be equipped with remote and direct control
functions. Sensors and sensors that have the ability to
process information coming from the environment,
exchange it and perform various manipulations with the
received data. Examples of the introduction of such
technology are the "smart home" system, which
includes: climate control and ventilation, control,
adjustment and control of light, video surveillance
system, security systems, fire control and alarm system
control, multimedia control system, full automation of
engineering production ( sensors, touch panels, etc.).
Also in recent years, actively implemented systems of
smart transport, smart city and the like. There is a large
number of scientific publications and works on this
topic, which is the basis of this area. The purpose of this
work is to present the results of the study of the structure
of the Internet of Things using sensors and identify
advantages and disadvantages during operation in
domestic and industrial tasks on the example of an
ultrasonic sensor based on the interference of sound
vibrations.

There are concepts that will implement 10T in the
near future.

The first concept is "preventive control”: 10Ts can
predict the causes of accidents and reduced efficiency of
equipment, as well as proposals to eliminate problems in
the future. Thanks to 10T, you can run remote
monitoring and monitor the operation of equipment
online in real time, or control the production process in
production using a touch panel.

The second concept is "remote diagnostics”. loT
sensors can be used to diagnose the devices on which
they are installed and automatically respond to changes
in their status.

The third concept is "operations control". With the
help of loT you can control the full cycle of
technological operations, control the movement of any
devices and automatically monitor their characteristics
and condition in real time.

The fourth concept is "process automation™. loT
allows you to automate typical repetitive operations,
increasing efficiency and saving time, quality of leisure,
customer satisfaction, speed of continuous operation.

Il.  TYPES OF SENSORS

Several types of sensors used in smart systems are
considered.

A. Ultrasonic sensor

Ultrasonic sensors are used in various fields: radio
electronics, flaw detection, medicine, food industry,
industrial production and security systems. They are
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designed to protect closed objects and emit danger
signals when an exciting object (danger) appears. The
principle of operation of ultrasonic sensors is based on
the registration of changes in the ultrasonic field
caused by the appearance of a person in a room or a
fire. They are characterized by high sensitivity and a
high level of false alarms, for example, large objects
limit the action of such sensors, creating shielding
areas (“dead zones") in which the sensors do not
respond to danger. The reliability of such sensors
depends on changes in the environment, for example,
air currents generated by air conditioners and heaters
can also cause the alarm system to malfunction.
Therefore, these sensors are mostly used to protect
small objects. In the simplest case, the sensor includes
an acoustic emitter, a receiver and a signal processing
unit. A piezoelectric ultrasonic transducer is used as
the radiating and receiving element. From the output
of the receiver, the signal enters the circuit of the
signal processing unit, which, depending on the
algorithm embedded in it, forms a message.

The following principles of operation are typical for
devices of this type:

« the first principle based on the interference of
ultrasonic vibrations. When the room is closed, the
space controlled by the device is limited and a stable
interference pattern is formed at the location of the
receiver. When any object enters the room, the
stability of the interference pattern is violated and an
alarm is generated.

* the second principle is based on the use of the
Doppler effect - changes in the frequency of mutual
movement of objects. In addition to the above sensors,
you can also select proximity detectors, which are
designed to protect a specific place or possible place of
penetration of danger.

B. Ultrasonic sensors based on the interference of
sound vibrations

First of all, the detection systems of a moving object
are built according to the scheme shown in Fig. 1, a.

The emitter O 1 and the receiver R 1 were placed on
opposite walls of the room, under the ceiling (to reduce
the impact of the interior).

. Q/ u e
e

The O1 emitter excited ultrasonic oscillations stable
in frequency and amplitude in the space of the room.
Receiver R1 converted the received from space
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ultrasonic signal into electric. Next, in the electronic
device, this signal was amplified, detected and analyzed
by amplitude. In case of change of amplitude of the
received ultrasonic signal the alarm signal was formed.
The block diagram of the ultrasonic detector is shown in
Fig. 2.

Fig. 1, b. Location of ultrasonic sensors

Block diagram of an ultrasonic detector based on the
interference of sound oscillations, consisting of A -
amplifier, G - ultrasonic oscillation generator, D -
detector, PA - power amplifier, A - amplitude analyzer,
AE - alert element.

Movements in the room will change the path of the
ultrasonic waves, and hence change the interference
pattern. This will change the amplitude of the output
signal of the receiver R1. By registering them, you can
detect movement in a confined space. This method of
detecting moving objects provides a very high
sensitivity with high efficiency, because the wave from
the oscillator O1 to the receiver R1 passes through the
room by the shortest path, and therefore has the least
attenuation. However, in real conditions, this system is
virtually inoperable due to the extremely high
probability of false positives. The system even responds
to the flow of air, because the summation of the speed of
sound with the speed of air will change the nature of the
wave, which will be perceived by the receiver R1 as the
movement of the object. To increase the stability of the
system, the oscillator O1 and the receiver R1 are placed
on the same wall (Fig. 1, b).
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Fig. 2. Block diagram of an ultrasonic detector based
on the interference of sound vibrations
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The wavelength double increase, which requires a
significant increase in radiated power. But due to the
fact that the wave passes through the air flow twice -
back and forth, the increase in speed is mutually
compensated, which increases the resistance of the
device to false positives in conditions of relatively
uniform air flows. In real conditions, air flows can be
uneven. In addition, a significant contribution to the
instability of the interference pattern in the real room
make deformations, air currents, various vibrations and
other factors. All this led to the fact that the security
system, built on the principle described above, was
inoperable.

C. Ultrasonic proximity detectors

Such detectors are designed to protect not the entire
room, but only a specific, specific place, likely to
identify a dangerous object. In fig. 3 shows a block
diagram of an ultrasonic proximity detector, which
consists of blocks of emitter, receiver, processing,
control and notification.

The principle of operation of ultrasonic proximity
detectors is that first packets of ultrasonic pulses are
created at a certain frequency. These packets are then
fed to an emitter with a frequency of 40 kHz. The sound
wave from the transmitter propagates radially in the air
at a speed of sound that is approximately 346 m/s under
normal conditions. This speed is somewhat affected by
temperature and humidity, and it does not depend on
pressure. Therefore, the speed of sound is almost
independent of altitude. As the sound wave propagates
along the radius, the signal intensity decreases inversely
the square of the distance.

When a sound wave reaches an object, it is reflected
in different directions depending on the shape of the
object, its orientation and surface properties. After the
reflected signal is detected (a sufficient number of

After that, depending on the method of operation of
the sensor, the received signal is analyzed, and in case of
presence of object the alarm signal is issued. For
example, you can measure the propagation time of a
sound wave and determine the distance to an object. If
the distance is less than or greater than a certain set
level, an alarm is triggered.

For devices of this type are characterized by two
types of configuration of the structural placement of the
emitter and the receiver of the ultrasonic signal (as in
Fig.1): a detector with a separate emitter and receiver;
detector with combined emitter and receiver.

In the first case, the ultrasonic signal from the
emitter arrives at the receiver, and if no changes are
observed in the sensor definition field, the entire system
will be in a waiting state. Any decrease in the level of
the signal coming to the receiver, or its absence, will
cause the alarm to be activated (this may occur when the
device fails).

With this arrangement, a fairly high level of system
reliability is provided.

When the emitter and receiver are combined, the
ultrasonic signal from the emitter enters the controlled
area of the object of protection, is reflected and enters
the receiver. Any object that appears in the path of the
ultrasonic signal will trigger an alarm. In this mode, the
signal from the emitter must be much stronger than in
the first case.

Proximity detectors are convenient to use in the
following places: through the room; at the exit; in front
of a wall safe or an expensive painting; in the passage to
the attic or basement; in any other place where the
violator may pass.

The table shows the technical characteristics of some
ultrasonic detectors.

TABLE 1. TECHNICAL CHARACTERISTICS OF ULTRASONIC DETECTORS

reflected signal cycles is determined), the sensor turns | Type of detector
off the receiver unit. Characteristic | LH- OMNI- | Echo- ggg’% on
us us 5 >
micro-
Back-signal controller
o) 1 | Distance
________________ Receiver block 1-10 5-14 1-10 0.1...4-10
C ol range, m
Processing
Start impulse and control 2 | Frequency 40 40 30-50 30-50
D] block range, kHz
o1}
Oscillator block 3 | Current, mA | 40-50 33 30 25-5
4 | Voltage, V 120- 10.6- ]
1! 277 24 15 6-20
Alert elem ent
5 Senspr time 05 0.25
reaction, s
6 | Temperature yes
Fig. 3. Block diagram of an ultrasonic proximity compensation
detector
7 | Temperature | 4o | o 40 | 0..450 | -25..475
range
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For creating alarm system with increased reliability,
high noise immunity and speed, it is necessary to
develop new methods based on measuring the time
parameters of the signals.

I1l.  SPEED OF SOUND AND ACCURACY OF
MEASUREMENT OF ULTRASONIC SENSORS

Ultrasonic sensors operate on the principle of
echolocation - the distance to the object is calculated
based on the measurement of the time interval between
the moments of sending and receiving the sound pulse
and the speed of sound in the environment.

For gases, the formula for the speed of sound is:

C=1/(ykT /m) =J(yRT IM) = JyR(t+273.15)/ M , (1)

¥ - adiabatic index: 5/3 — for monatomic gas; 7/5 — for
polyatomic gas (and for air); 4/3 — for else polyatomic

gases; K- Boltzmann constant; R - universal gas
constant; T - absolute temperature in Kelvin; t-
absolute temperature in  Kelvin; M- absolute

temperature in Kelvin; M - molar mass.

One by one, the speed of sound in gases is close to the
average speed of thermal motion of molecules and in the
approximation of the constancy of the adiabatic
exponent is proportional to the square root of the
absolute temperature.

The formula for the speed of sound in air at pressure:

C(t):331«}(1+t/273) (2, t - temperature in

Celsius; 331m/s — sound speed in air.

The dependence shows that the speed of sound waves
decreases with decreasing air temperature. Most
manufacturers in the specification for ultrasonic sensors
indicate the coefficient of temperature error, expressed
in percent per one degree of temperature. Then, is

L = ct (3) the sensitivity distance can be corrected.

The wavelength of the sound is determined by the
ratio:

A=clf (@
A - wavelength;

C - sound speed;
f - frequency.

In the case when the size of interference and
heterogeneity in the environment significantly exceeds
the wavelength of sound, the propagation of sound
occurs according to the laws of geometric acoustics. If
the interference can be compared with the wavelength
(or less than it), a significant role begins to play the
diffraction of waves, which is associated with the
scattering of sound. These phenomena should be taken
into account when choosing a sensor, especially to
detect small objects and irregularities. For example, the

wavelength at a speed of sound 344 m/s (at normal
conditions) for the frequency:

40kHz - 8.6 mm;
180kHz - 1.9 mm;
400kHz - 0.86 mm.

IV. CONCLUSION

The principles of functioning and features of
operation of ultrasonic sensors of the security alarm
system which work on the basis of interference of sound
fluctuations are considered; their advantages and
disadvantages are highlighted; the dependences of speed
and accuracy of measurement of ultrasonic sensors are
considered, the speed of sound on temperature in air
under normal conditions is considered for using in
technology of the internet of things.
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Anomauia — CeHCOPHI cHCTEMH PO3IJIAIAI0THCS K TaKi, 10 MOKYTh BXOJAUTH /10 CKJIAAY iHTErpOBaHUX 00’€AHAHD, 3
MeTOI0 onTuMizanii Ta moaepHizauii oxoponHux ¢yskuiii. Takuil miaxia 3HaAX0IMTH CBOI0O 3aCTOCYBAHHSI Y CY4YaCHHX
cMapT — cucreMax. Po3rissHyTo HampsiMOK, 110 BXOAMThL A0 TeXHOJOrii «IHTepHeT pedeil» 3 MeTol aHaJi3y podoTH
CEeHCOPHHX CHCTEM B YMOBAaX €KCTPeMAJILHOT0 BHKOPHCTAHHSI, a caMe BJACTHBOCTI i 0coGauBoOCTi poGoTn BOYIOBaHHX
CHCTEM KepyBaHHSl HA IX OCHOBI, 3 MeTOI0 BH3HAYEHHSI OCHOBHUX Ipo0jeM (PYHKLiIOHYBaHHSI Ta 0COOJHMBOCTEH pPodoTH
ceHCOpiB y BOyI0BaHHX cucTeMaXx. Po3riisiHyTo OCHOBHI KOHUENil, 10 BUBHAYAKOTH MOJI0KEHHSI TEXHOJIOTII «iHTepHeTy
peueii», ii ckjag Ta cTpyKTYpYy. BU3HAUeHO OCHOBHI Pi3HOBUIM JaTYHKIB, IX XapaKTepHi 0c00IMBOCTI, 110 BIVIMBAIOTH HA
MOKJIMBICTH iX 3aCTOCYBAaHHSl Y Pi3HOMAHITHHX cHCTeMaX, IO (OPMYIOTH CMapT — CHCTEMH, a caMme YJbTPa3BYKOBi
JATYUMKH, NPHHOMN Aif SIKMX 3acHOBaHMI Ha peecTpaunii 3MiHHM YJIbTPa3BYKOBOIO MOJs, BHK/IMKAHOIO IOSBOIO
JOCTIIZKYyBaHOr0 00’ekTa 200 HeOe3nmeku. BoHU XapakTepu3ylOTbCsi BUCOKOI0 YYTJIMBICTIO Ta BUCOKUM piBHeM XHOHMX
CIIPAlllOBaHb, CEHCOPH HA OCHOBI iHTepdepeHNil 3ByKOBUX KOJMBaHb, 10 3a0e3leuye QysKe BUCOKY YYTJHBICTH NpPHU
BHCOKili eKOHOMIYHOCTi, OCKIJIbKHM XBWIA Bil BUIPOMiHIOBaYa [0 HNpHiiMaya MNPOXOJUTHL 4Yepe3 MNPHUMillCHHS
HAKOPOTIIMM HIISIXOM, a OT/Ke Ma€ HailiMeHIe 3aracaHHs, MPOTe B PpeaJbHHX YMOBAX I CHCTEMa NPAKTHYHO
Helpanes3JaTHa i3-3a HAA3BMYAliHO BHMCOKOI BipOriiHOCTI NOMMJIKOBHX CHPallbOBYBaHb, YJbTPa3BYKOBI J1eTeKTOpH
HA0JIMKeHHS, 10 3a0e3NmevyyloTh J0CHTb BHUCOKMIi piBeHb HagiliHOCTI cucTemu, iX XapakTepHi CTPYKTYpHiI Moaeni.
Bu3HaueHo OCHOBHi pi3HOBHAM THNIB cHOBilIyBa4iB, OCHOBHMMH XapaKTePHCTHKAMHU SIKHX € Aiama3oH podoumnx
BiIcTaHeil, Aiana3oH podOYMX YACTOT, CTPYM CHOKUBAHHS, HAMPYra KUBJIEHHS, Yac peakuii ceHcopa, HasgBHicTH 260
BiICyTHiCTH TeMmepaTypHOi KoMIeHcawii, Jiana3oH podoyux Temnepatyp. B cTarTi po3rissHyTo 0cHOBHI ciBBiZHOIIEHHS
JJISl CEHCOPiB, 10 32CTOCOBYIOTHCSI B CMApPT — CHCTEMAaX MPH MNPOEKTYBaHHI Ta CTBOPeHHi 00’€KTiB Ha iX OCHOBI, a came
TOYHICTH BHMIpPIOBaHHSI YJIbTPa3BYKOBHX CEHCOPIiB Ta /OBKHHH 3BYKOBOI XBWJ, Ta €KCIIEPHMEHTAJIBHO OIiHEHO
3aJ1eKHICTh MIBHAKOCTI 3BYKY Big TeMmepaTypu NoBiTpsi. 3’scoBaHO, 10 IIBHAKICTL NOIIMPEHHS 3BYKOBHX XBHWJIb
3HUKYETHCS 31 3HIJKEHHSIM TeMIlepaTypH HOBIiTpsi. Y pa3i, KoJu po3Mip nepemkon i HeoJHOpigHOCTel B cepeAoBHILi
TMOMITHO TIepeBHIIy€ AOBKHHY XBWIi 3BYKY, MOIIMPEHHsI 3BYKY BiI0yBa€Tbcsl 3a 3aKOHAMH reOMeTPHYHOI aKyCTHKH.
SIKIIO K MepelKOAUM MOKHA MOPIBHATH 3 JOB:KHHOI0 XBWJIi, iCTOTHY pojib mMOYMHA€E rpaTu AMQPaKUis XBWIb, 3 SKOK
MoB's13aHO i po3citoBaHHs 3BYKY. [laHi siBUIIA cJ1il BpaxoByBaTH NpH BUOOPi AaTYMKIB 0c00IMBO /151 BUSIBJIEHHS APiOHUX
00'eKTiB i HepiBHOCTEIH.

Kniouogi cnoea — inmepuem peueit; cencop;, cmapm — cucmema; 60y0oeani cucmemu
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