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Abstract
K.т.н. Погорелов В.В., магістрант Щи Веньцзяо
Метод розпізнавання DDos-атак на основі штучного інтелекту
Метою цієї статті є побудова простору ознак, що базується на основі кодів поведінки хоста та кодів функцій, щоб представити агреговані групи, пов’язані з операційними факторами та факторами поведінки програмного забезпечення в мережевому середовищі. Оскільки поведінка хоста та характеристики пакетів є хаотичною системою, що визначається багатьма факторами, для відстеження ненормальної поведінки в цій статті використовується побудова фазового простору для аналізу розміру області змін як вектора ознак часової області, щоб точніше визначити чи є поведінка хоста ненормальною в усіх варіантах простору ознак. Таким чином даний метод дозволяє краще й точніше попереджати про DDos-атаки.

Introduction

Distributed Denial of Service (DDoS) has always been a key research object in the field of network security, which seriously threatens the development of network security in daily work and has a huge impact on the network environment. DDoS attack refers to the use of client/server technology to unite multiple computers as an attack platform to launch DDoS attacks against one or more targets, thereby multiplying the power of denial-of-service attacks. When a network device suffers a DDoS attack, the most obvious phenomenon is that the network device receives a large number of unknown packets and data streams. For enterprises, a company's network egress usually corresponds to a single IP, if there is an abnormal host in the enterprise, it may affect other users, so the enterprise security gateway needs to suppress and warn of abnormal behavior. However, the business traffic within an enterprise is very diverse, and it is difficult to accurately and effectively filter abnormal traffic, and it is impossible to distinguish normal sudden traffic. The current traffic inspection method is mainly based on deep packet inspection (D e e p Packet Inspection, DPI), which can only determine the type of traffic, and has limitations in the analysis of the specific behavior of the client, so it cannot effectively determine whether the network equipment of the enterprise has suffered a DDoS attack.

Research Objective
The main objective of the research is to solve the problem that existing methods cannot effectively judge whether an enterprise's network equipment has suffered a DDoS attack, this paper provides a network security early warning method based on artificial intelligence for DDoS attack identification

Method description
The ONE-Hot code [1] of the department corresponding to each host is merged with the ONE-Hot code of the browser fingerprint corresponding to each host to obtain the host behaviour code where is the merge function, is the One-hot code corresponding to the department of the host, and is the one-hot code corresponding to the browser fingerprint of the host.
For the communication packets of any host in the target enterprise, the bag-of-words model is used to segment the communication packets, obtain all the words corresponding to the communication messages of the host, and exclude common words and words that are repeated due to common protocols in the field. Use the CountVectorizer technology to convert the remaining vocabulary after the above exclusion to obtain the packet feature code corresponding to the host. And then, according to the host behavior code and message signature code corresponding to each host corresponding to each host to calculate the local change domain of each host corresponding to each period. For any period of any host, calculate the neighborhood distance between it and the target period, and the target period is any period of the host or any period of any other host; Taking any period of any host as a sample, the K-local variation domain corresponding to any sample is calculated, and the process is as follows:
Based on the neighborhood distance, there is a K-reachable distance   
and it radiates one sample outward in hypothetical space until it covers the distance when the Kth neigh boring sample is covered. All samples y within the K-th reachable distance of sample x form set    and the local variation domain corresponding to each sample is calculated according to the following formula:

										      (1)

Among them, is the local variation domain of a certain period x corresponding to a certain host, K is the number of adjacent samples, y is any adjacent sample, and  is the set of adjacent samples of a certain period x corresponding to a certain host.
Next, use the following formula to calculate the neighbourhood distance between it and the target period:
					   	
(2)

Where  is the neighborhood distance between a certain period x corresponding to a host and the target period y,  is the message signature code of a certain host corresponding to a certain period x,  is the message signature of the target period y, and the target period y is any other period of the host or any period of any other host;  is the host behavior code of a certain period x corresponding to a host,  is the host behavior code of the target period y, is the Hamming distance [3] , and cos is the cosine similarity.
According to the local variation domain of each period corresponding to each host, the standard deviation of the tracking index corresponding to each observation time period in the use process of each host is calculated, and one observation period includes multiple periods; According to the standard deviation of the tracking index corresponding to the observation time of each segment, the network behavior anomaly index corresponding to the analysis time of each segment is calculated; Determine whether the host has increased the abnormal network behavior index for more than two consecutive times during use, and if so, determine that the host has launched a DDoS attack and give an early warning.
The local change domain of each period of the host is recorded according to the chronological order, and the corresponding historical change domain of the host is constructed:
						 
							   (3)

The is the local variation domain of the current cycle of the host,  is local variation domain of the first N cycles of the current cycle of the host, and is the local variation domain of the first N to 1 cycles of the current cycle of the host
After a single acquisition, set the t=0 moment of the benchmark analysis and record the domain size of N parts:


							   (4)


N is the number of samples sampled from history, that is, the size of the local variable domain since the present    take a total of N forwards; The delay time parameter τ is selected by the mutual information method, and the embedded dimension parameter m is selected by the false proximity point method, and the phase space reconstruction method is as follows:

                                     
 
(5)



At this point, the phase space composed of N local variation domains [2] is reconstructed, and the phase space is used as the reference phase space  
Update the data in the form of a continuous sliding window to record the historical variation domain  composed of N local change domains when the next moment comes, using the same delay time τ as the reference phase space and the embedded dimension m to reconstruct the phase space of the historical variation domain composed of N local change domains at t time: in subsequent recordings, reconstruct the current phase space in the same way as above, then get the phase space W that changes in real time.
For a vector  in the phase space at moment t, look for closest vector  in the reference phase space, based on the above processing method, all data points are  updated with each sample, and the network behaviour anomaly index B is obtained by taking T sampling as the length of the observation time window.
For phase space, there are:


	     	    	   (6)  

Design trace function to predict phase space:

									(7)

Calculate the distance between and the vector the farthest distance is  the phase space weight is set, and m is the correlation dimension of the phase space at t. Let n increment by 1 and continue calculating until   Then, all tracking functions corresponding to all vectors in the t-time phase space are used and the tracking metrics for the t-time phase space are calculated:


								  		   (8)

Calculation of Mean and standard deviation of T tracking indicators.
Therefore, the variance of P is calculated by counting the P value of the host for M consecutive times, which indicates that the behavior of the host is difficult to be continuously and stably represented in the phase space. The network behavior anomaly index corresponding to each host is calculated as follows：


											   (9)

So far, the network behavior anomaly index B is obtained.

Conclusion

This paper constructs the host behavior code and message signature code based on the browser fingerprint, department and communication message information corresponding to each host of the target enterprise. According to the host behavior code and packet signature code during the use of each host, it can more effectively judge whether the host has launched a DDoS attack, when the network behavior anomaly index B corresponding to a host becomes Q times larger continuously, it means that the phase space can no longer track the behavior, that is, in the feature space composed of the host behavior code and the message signature code, the host behavior code is different or the message signature code is different, and the duration is different, resulting in a large deviation of the phase space prediction result P. Considering the energy and operational ability of people, it is determined that the host is launching a DDoS attack, and the following restrictions are imposed on the host to protect the access of the corporate network from being affected by the external blocked IP, then remind the management personnel to block the host that launched the DDoS attack to avoid affecting other users when abnormal hosts appear in the enterprise.
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