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PE®EPAT
JlumiomMHaa poOoTa MICTUTE: 59 CTOpiHOK, 1 puCYyHOK, 9 Tabmuib, 27 mKeper,

5 IOIaTKIB.

OOG'eKT MOCHIIKEHHS — TPOIEC PO3TOPTaHHS Ta YHPABIIHHSA XMapHOIO

iH(pacTpykTyporo Ha 6a3i Google Kubernetes Engine.

Mera po6oTH — po3poOKa aBTOMAaTH30BaHOI CHCTEMH PO3TOPTaHHS XMapHOT
iHppacTpykTypu 3 BukopuctanHsMm Terraform, GitHub Actions ta Google

Kubernetes Engine ans 3a6e3nedenns npuniuniB DevOps Ta Zero Trust 6e3nexwu.

Metonu npocaiymxkenHs — iHQpacTpyktypa sk kox (IaC), CI/CD
aBTomMaTHu3alis, ¢peaepamis iaeHTudikanii pooounx HaBantaxens (WIF), anams 3a

metpukamu DORA.

Y poGoti po3pobnaeHo m'sate Terraform-momymniB i aBTOMAaTHU30BAHOTO
kepyBaHHs1 Mepexketo VPC, IAM, 6a3or manux Cloud SQL, knactepom GKE Ta
Artifact Registry. PeanizoBano GitHub Actions CI/CD mnaiimnaiin 13 keyless-
aBTeHTHdiIKamielo depes Workload Identity Federation. Posropuyro cucremy
crocTepekyBaHOCTI Ha 0a3i kube-prometheus-stack. IIpoBeeHo KiNBKICHY OIIIHKY

e(EeKTUBHOCTI CUCTEMH 3a HoTupMa MeTpukamu DORA.

PesynpTat poOOTH MOXYTh OyTH BHKOPHCTAaHI SIK €TalOHHA peai3arlis
DevOps-mnatdhopmu Ha 6a31 Google Cloud Platform mis HaB4anbHUX 1 peaIbHUX

MIPOEKTIB.

Kmaouosi caoa: KUBERNETES, TERRAFORM, DEVOPS, GKE,
GITHUB ACTIONS, WORKLOAD IDENTITY, CI/CD, IAC, ZERO TRUST,
POSTGRESQL, MOHITOPHUHI', ABTOMATU3ALILA.



ABSTRACT

The thesis contains: 59 pages, 1 figure, 9 tables, 27 sources, 5 appendices.

Object of research — the process of deploying and managing cloud

infrastructure based on Google Kubernetes Engine.

Purpose of the work — development of an automated cloud infrastructure
deployment system using Terraform, GitHub Actions, and Google Kubernetes

Engine to ensure DevOps principles and Zero Trust security.

Research methods — Infrastructure as Code (laC), CI/CD automation,
Workload Identity Federation (WIF), DORA metrics analysis.

The thesis develops five Terraform modules for automated management of
VPC network, 1AM, Cloud SQL database, GKE cluster, and Artifact Registry. A
GitHub Actions CI/CD pipeline with keyless authentication via Workload Identity
Federation is implemented. An observability system based on kube-prometheus-
stack is deployed. System effectiveness is evaluated quantitatively using four DORA

metrics.

The results can be used as a reference DevOps platform implementation on

Google Cloud Platform for educational and real-world projects.

Keywords: KUBERNETES, TERRAFORM, DEVOPS, GKE, GITHUB
ACTIONS, WORKLOAD IDENTITY, CI/CD, IAC, ZERO TRUST,
POSTGRESQL, MONITORING, AUTOMATION.
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BCTYII

CydacHa po3poOka HporpamMHOro 3abe3nedyeHHs] HEPO3PUBHO IMOB'A3aHA 3
XMapHUMH TEXHOJOT1SIMU. 3pOCTaHHS CKJIaJHOCTI CUCTEM, BUMOTH 710 Oe3mepepBHOi
JIOCTYITHOCTI Ta HEOOXIJHICTb CKOPOYEHHS 4Yacy BHUXOJY MPOAYKTY Ha PHUHOK
CTIIOHYKAIOTh KOMaHAH MEPEXOAUTH BiJl PYYHOTO YIPaBIiHHS 1HOPACTPYKTYPOIO 110
MOBHICTIO aBTOMATHU30BaHMX KOHBEEpiB. BomHouac muTaHHS OE3MEKH CTAIOTh
Jeqaai KpUTUYHIIIMME: BUTOKH KJIFOUiB CEPBICHUX aKayHTIB, HaJMIpHI IIpuBLIel Ta
pyuHi 3MiHH B production 3aJHIIal0ThCA HAYaCTIIIMMHI BEKTOPaMH aTak Ha XMapHi
CUCTEMU.

VY 11bOMy KOHTEKCTI aKTyaJIbHOCTI HaOyBae miaxif, mo noennye Infrastructure
as Code, Oe3ximodoBy aBreHTH(iKaiito yepe3 Workload Identity Federation Ta
npuHIMNU Zero Trust y Mexax €IuHOI aBTOMaTu30BaHOi miatrgopmu Ha Google
Kubernetes Engine. JlocnigkeHHsa Takoi miaTGopMu 103BOJISIE HE JIMIIE BUPIIIUTH
MpaKTUYHI 3a7a4i KOHKPETHOTO TMPOEKTy, a ¥ chopmMyBaTH BIATBOPIOBaHI
apXITEKTYpHI1 pillIeHHs, PUAATHI JJis MaclITaOyBaHHS HAa BUPOOHUY1 CEPEIOBHUIIIA.

MeTta poboTH — CHpOeKTyBaTH Ta peanizyBaTu pedeperncny Cloud-Native
mwiatpopmy Ha Google Cloud Platform i3 moBHicTio aBTroMatuzoBanum CI/CD-
KOHBEEPOM, OE3KITI0U0BOIO aBTEHTU(]IKAIIIEIO Ta OE3MEUYHOI0 IOCTABKOI CEKPETIB,
OLIIHUTH i1 e(peKTUBHICTH 32 MeTpukamu DORA Ta BUTpaTamu.

J1Jist MOCSITHEHHST METH TIOCTABJICHO TaKi 3aBJaHHS:

1. ITpoBecTu anamni3 cyyacHux DevOps-npakTHK, mapagurmM aBTOMaTH3alli Ta
cepgiciB Google Cloud Platform, mio € miarpyHTsM AJi IPOSKTYBaHHS CUCTEMU.

2. CnpoekTyBaTu apXiTEeKTypy CHUCTEMHU: MEPEXKEBY TOIOJIOrI0, MOJEIb
iaeHTudikaii Ta 0e3neku, cTpykrypy Terraform-monyinis 1 CI/CD-koHBeepa.

3. PeanizyBatu indpactpykTypy 3a monomororo Terraform (m'sth MOyJiB),
KOHTEHHEpPU3yBaTU  3aCTOCYHOK,  po3pooutn  Kubernetes-manipectu  Ta
HanamtyBaTu GitHub Actions workflow.

4. OmninuT e(PeKTUBHICTh peali3oBaHUX pimieHb 3a MeTpukamu DORA,

MIPOBECTU aHAJII3 BAPTOCTI Ta ayAUT OC3IMEKHU.
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OO6'eKT HOCTIIKEHHS — MPOIIEC aBTOMATU3Aa1lll pO3TOPTaHHS Ta yNPaBIIHHS
xmapHoto iHppacTpykTyporo B Google Cloud Platform.

[IpenMeT AOCHIPKEHHS — METOJIM Ta IHCTPYMEHTH peajizallii 6e31meuyHoro
CI/CD-konBeepa 3 Workload Identity Federation, Infrastructure as Code Ha ocHOBI
Terraform Ta opkectpaiii koHTeiHepiB y Google Kubernetes Engine.

Metoau  JOCHIDKEHHS: CHUCTEMHHUH aHal3 apXITEeKTypHUX  PIlIeHb,
MOPIBHAJIHUM aHali3 ajJbTepPHATUBHUX IHCTPYMEHTIB, IMPAaKTHUHA peamizallis Ta
BUMIPDIOBaHHS  TOKa3HHWKIB  €(PEKTUBHOCTI  METOJOM  KOHTPOJIHOBAHOTO
eKCIIEPUMEHTY.

[TpakTiuHe 3HAYCHHS pe3yibTariB. PeamizoBanmii mpoekt gke-terraform-
project € BigTBOoproBaHuM MmadioHoM Cloud-Native mmatdhopmu 3 BIAKPUTHM
KOJIOM. APpXITEKTYpHI pIllleHHs — O€3KJIo4oBa aBTEHTHU(IKAIlIS, MPUBATHUN
KJjacTep, AoctaBka cekperiB yepe3 CSI Driver — 06e3nocepeHbO 3aCTOCOBHI Y
BUPOOHUUHUX CEPEIOBUIIAX MAJIUX 1 CEPEHIX KOMaHI.

HaykoBa HOBH3HA OTpHUMaHUX PE3yJbTATIB MOJIATAE Y PO3POOLI LIITICHOTO
BIJITBOPIOBAHOTO  PIIIEHHA JJIi aBTOMAaTU30BAaHOTO PO3TOPTAHHS XMapHOI
iH(ppacTpyktypu Ha 0a31 GKE, mo peanizye npunuunu Zero Trust uepe3 Workload
Identity Federation i BuKitoua€ BUKOPUCTAHHS JOBTOCTPOKOBUX CEPBICHUX KITFOYIB
sk y CI/CD-naiinnaitni, Tak 1 B Kubernetes-nogax.

Crpyktypa pobotu. PoboTa ckiagaeTbCs 31 BCTYMY, YOTUPHOX PO3ALTIB,
BHUCHOBKIB Ta CIUCKY BUKOPUCTaHUX JiKepen (27 mo3uiiii). 3aransHuit oocar — 80

CTOPIHOK, 9 Tabnu1lb, 28 JIICTUHTIB.
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PO3J1J 1
TEOPETUYHI OCHOBHU DEVOPS TA OI'Jis1I CEPBICIB GOOGLE
CLOUD PLATFORM

1.1 Mo Take DevOps i HaBilIO BiH NOTpPideH

[le wnampukiami 2000-x Outemicte IT-kOMaH;m XKwWia 3a TPUHITUIIOM
«po3po0Ka — OKpPEeMO, orepaliii — OKpeMo»: PO3POOHUKH 3/1aBaJIM KOJI y Pei3 pa3
Ha KUJIbKa MICSIIIB, a aIMIHICTPaTOPHU OTPUMYBaJIN O1HAPHUK O€3 YITKOTO PO3YMIHHSA
TOTO, 0 3MIHUJIOCS 1 Yoro yekaTu. Hacmiaku Oynu mependadyBaHl — 3aTPUMKH,
B3a€MHI mpereH3ii 1 OararoroawHHi iHIMAEHTH Yy production. IloBopoTHUM
MomeHTOM ctainia koHpepeniis DevOpsDays y I'enti 2009 poky, ne Patrick Debois
1 Andrew Shafer 3anpornonyBanu moAUBUTHUCS Ha MpoOJieMy 3 1HIIOTO KyTa: HE
JTITATA KOMaHAy, a 00'€qHATH IO/ HABKOJO CHIIBHUX METPUK 1 CHIJIBHOI
BIIMOBIAABHOCTI 32 pe3yabTar [ 12].

Ha npaktuii DevOps nposiBiisieTbes Ha 1BOX piBHAX. OpraHizaiiiinuii — 1ie
371aM (PYHKIIOHAJIBHUX CHJIO: Tl, XTO MUINYTh KO, 1 T1, XTO MIATPUMYIOTh HOr0O B
production, MarOTh CIIUJIBbHI 1ILJII TA CHIBHO HECYTh BIJIMOBITAIBHICTD 32 HAIIHHICTb.
TexHlyHUNA — 1I€ aBTOMATHU3allld BChOTO, IO JOCI poOWJIocs BpYy4dHY: 301pKa,
TECTyBaHHs, PO3TOPTAHHS, MOHITOPUHT 1 HaBITh MIAHATTS camoi 1HPPACTPYKTYPH.
Hpyruii piBeHb 0e€3 MepIIOro HE [a€ pe3ynbTaTy — aBTOMATH3AIs JUIIE
IPUCKOPIOE Xa0C, SKILO MPOLIEC HEIO HE KEPYETHCS.

OcuoBy DevOps omucyrots aBi mopaeni. [lepma — CALMS [12]: Culture,
Automation, Lean, Measurement, Sharing — m'ate oceif, 3a SIKUMHU OIIIHIOIOTh
3pumicte koManau. Jpyra — «Tpu Ilnsxuw» (The Three Ways) [1]: Flow —
3MeHIIIeHHs 4acy Bix imei mo production, Feedback — miBuake BUSIBICHHS Ta
ycyHeHHs npobiaem, Continual Learning — KyJibTypa eKCIEpUMEHTIB 1 HABYAHHS Ha
BiJIMOBaX.

EdextuBnicte DevOps BuMiprooTh yotupma metpukamu DORA [2; 13]:
Deployment Frequency, Lead Time for Changes, Mean Time to Recovery Ta Change
Failure Rate. lumu x MeTpukamu OyJe OLIHIOBATUCH PE3YyJbTaT MPAKTHUYHOT
yacTUHU pobotu y Po3mini 4.

I3 DevOps Bupocinu noxijnHi HanpsiMku. DevSecOps BOynoBye Oe3mneky y
KoHBeep 3a npuHnunom shift-left — y npoekri e eram lint-and-scan 3 Trivy, TFLint

ta Hadolint. GitOps BukopuctoBye Git Ik €AUHE HKEPENo ICTUHU MPO CTaH
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cuctemu. MLOps 3actocoBye DevOps 1o Mozeneit mammHaHOro HaBuanHs. Platform
Engineering 6ynye BHyTpilH1 1aTGOPMHU JJIs1 PO3POOHHUKIB.

1.2 Kiio4oBi mapagurMm apToMaTu3anii

VYci yoTupu nmapajaurMy aBTOMaTHU3allll, 10 OMKCaHI HUXKYE, 3aCTOCOBAHO Y
npoekti gke-terraform-project.

1.2.1 CI, CD ma Continuous Deployment

[Ipaktuka Continuous Integration OymyeThCsi Ha OJHOMY KIHOUOBOMY
MpaBUJIi: KOXKHA 3MIHA B KOJII IHTETPYETHCA Y CIUIBHY TUJIKY SIKOMOTa YacTillle — B
imeam momHs abo HaBiTh Kidbka pasiB Ha aeHb [4; 8]. Ilpm KokHOMY 3IHTTI
aBTOMATUYHO 3alycKaroTbcs 30ipka Ta TecTH. Lle panukanbHO CKOpoUdye Yac Mix
NOSIBOIO A€(EKTY Ta MOro BUSBICHHSAM: 3aMICTh TOrO 00 J13HATUCS PO KOHPIIKT
yepe3 THXKHI, KOMaH/1a OTPUMY€E 3BOPOTHHIA 3B'S30K 32 XBUJIMHHM Miciist push.

Continuous Delivery po3BuBae Cl: KkoXeH ycHmimHoO 310paHuil 1
IPOTECTOBAaHUM apTedakT roToBUi 10 Buxoay y production [3]. Pimenns npo pemni3
3aJUIIAETHCS 3a JIOAMHOI0 — JOCTaTHhO HATUCHYTH KHOMKY. Continuous
Deployment ige me nani 1 mpuOupae HaBITh e KPOK: SKIIO aBTOMAaTHUYHI
NepeBIPKU MPOUIIIN — 3MiHA NOTPAIUISE 10 KOPUCTYBAaUYiB aBTOMAaTUYHO. Y IbOMY
npoekTi peamizoBaHo came Continuous Deployment: koxkeH push y riiky main
iHinioe workflow Deploy to GKE, sikuil 6€3 »OIHOTO py4HOr0 MIATBEPAKECHHS
BuKoHYye terraform apply, 306upae Docker-o6pa3 1 po3roprae OHOBJIEHHS KOMaH]I0I0

kubectl rollout. [TopiBHsiHHS miaxoAiB HaBeAeHO Y Tabmui 1.1.

Tabmuusg 1.1
Cl vs CD vs Continuous Deployment
Kpurepiii Continuous Continuous Delivery  Continuous Deployment
Integration
Tpurep KosxxeH komiT Yenimnae CI Yenimue CD
Pesynbrar [Meperipenwuii 6ina Peniz-kanaunar 3minu y production
Pyunmii kpok Hemae Harucuytn «Release» Hemae
3BOPOTHUH 3B'I30K = XBWJIUHU T'ogunan XBWJIUHU — FT'OTUHA
Tunosuit pusnk [Tonomka 6inmy 3arpuMKa pemtizy ABgapis B production

1.2.2 Xmapui mexnonocii na ocnogi Infrastructure as Code (1aC)
Tpanuiitne ynpaBiaiHHSA 1HPPACTPYKTYPOIO uYepe3 BeO-KOHCO1 abo pydHi

CKPUIITH MOPOJIKYE JIB1 MPOOJIEMU: CTaH CEPEAOBUIIA HIKOMY HEBIIOMUN TOYHO, 1
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BIATBOPUTH MOr0 HA HOBOMY MalJaHYMKy Maibke HeMoxxiuBo. Infrastructure as
Code (IaC) Bupinrye oO0uJIBI: BECh CTEK — MEPEXKI, KIacTepu, 0a3u JaHUX, CEPBICHI
aKayHTH — OIIMCYETbCS Yy TEKCTOBUX (haiiax, ski 30epiratotbesa y Git i
BUKOHYIOThCSI aBTOMATHM30BaHUM IHCTpYMEHTOM [7]. ¥V MpOEKTI poJib TaKOTo
iHCTpYyMeHTy BuKOHYe Terraform [22]: m'ate momymiB (vpc, iam, db, gke, registry)
Ta KoH(iryparisi environments/dev moBHicTIO onucytoTh xmapHuit ctek GCP, a
koMmana terraform apply Oytye HOro 3 HyJsl HE3aJI€KHO BiJl MOTOYHOTO CTaHy.

[aC O6yBae 1BOX BHU/IIB: IMIIEpaTUBHA — OIUCYE MOCI1T0OBHICTh KoMaH/I (bash,
Ansible), Ta nexmapaTiBHa — OMKCYE KIHIIEBHIA CTaH CHCTEMH, a IHCTPYMEHT caM
Bu3Havae, Mmoo mnotpioHo 3miHutH (Terraform, Pulumi, CloudFormation).
JlexnmapaTUBHUN CTWJIb 1JE€MIIOTEHTHUI: MOBTOPHUM 3aIlyCK HAJl YK€ TOTOBOIO
cucTeMoro Hiyoro He 3nmamae. lle ycyBae «peiid koHirypaiii» MK pealbHUM
CTaHOM 1H(PACTPYKTYpH Ta ii ONUCOM Y KO1 [22].

1.2.3 Texnonozin GitOps

GitOps, chopmynboBanuii Alexis Richardson y 2017 pori, nepeHocuth B
1H}pacTpykTypy miaxig, no0pe 3HaHOMUN PpPO3POOHHMKAM: ENMHHUM JIKEPEIOM
ictuau npo crad production € Git [11]. Byas-sika 3MiHa — HOBa Bepcis cepricy,
BUIIPABIICHHs KOH(Irypaiiii, OHOBJICHHs cepTudikaTa — MpPOXoAuTh uepe3 pull
request. 3amicte Toro moO Cl-areHT MmTOBXaB 3MIHM HA30BHI, CHEIIAJbHUM
onepatop BcepeauHi kimactepa (Argo CD a6o Flux) cam Tsrae GakaHuii ctaH 3
PEno3UTOpII0 Ta BUsBIsiE po301kHOCTI. Lle 3Bykye nmoBepxHio ataku: Cl-cepBep He
Mae MpSIMOTO JTOCTymy 10 production 1 He MOTpeOy€e TOBFOCTPOKOBUX KIIIOUIB. Y
JTAaHOMY TIPOEKTI 3aCTOCOBaHO Kiacuunuil push-minxin uepes kubectl apply; GitOps
3 Argo CD po3rasigaeTbes sk PIOPUTETHUN HAMIPSIMOK PO3BUTKY.

1.2.4 Cmani ingppacmpyxmypu (Immutable Infrastructure)

Ines Immutable Infrastructure mpocra: 3amymieHuil €K3eMIUISp HIKOJIU HE
3MIHIOETBCS IMCHA JEMIO — BiH 3aMmiHIOeThCes HOBUM [10]. Ile mo36aBisie Bin
KJIACUYHOI TIPOOJIEMH «CHIXKHOTO» CepBepa, Ji€ HIXTO BXKE HE Mam'siTae, YoMy
KoH(irypaiiss caMe Taka 1 MO OyJ0 JOHAJAIITOBAHO BPYYHY MICSALb TOMY.
Konretinepu € npupogauM Hociem el imei: Docker-o6pa3 30upaeThcst oiuH pas,
TECTYETHCS Ta 3aITyCKAETHCS Y OyIb-SIKOMY CEpPEIOBUII O€3 TPaBOK. Y MPOEKTI LIeH
NpUHITMN 3akpimieHo KoH@irypamiero Kubernetes: securityContext BCTaHOBITIOE
readOnlyRootFilesystem: true, a tumuacoBi ¢aitiu Gunicorn 3amucyrOTbCs B

okpemuit emptyDir-Tom.
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1.3 Oruisx XMapHHX apXiTeKTYp: 3arajJibHUH MiaXia

XMapHa HaTUBHICTh — 1€ HE TIPO TE, JI€ 3aIyCKAETHCS 3aCTOCYHOK, a PO Te,
sk BiH crpoekToBaHuid. CNCF o06'eqnye min Cloud-Native m'ate xapakTepUCTHK:
KOHTEHHEPHU3allito, MIKPOCEPBICH, CEPBICHI MEPEXi, HE3MIHHY 1HQPACTPYKTypy Ta
nexnapatuBHi API [13]. CninpHe y BCiX I'SITH — PO3paxyHOK Ha TOPU3OHTAIbHE
MaciTabyBaHHs, BIJAHOBJIGHHS 0€3 JIIOJCHKOrO BTPYYaHHS Ta HE3aJEeKHE
OHOBJICHHS KOMIIOHEHTIB. 3aCTOCYHOK IIhOTO TIPOEKTY IOTPUMYETHCS ITUX
NPUHIMINB. BIH YIMaKOBaHUN y KOHTEHHEp, KOHQITypyeTbCs dYepe3 3MiHHI
CepeloBHUIIa, MAaCIITAOYETHCS PEIUTIKAMU Ta 3aMIHIOEThCS yepe3 rolling update 6e3
downtime.

MikpocepBiCHa apXiTeKTypa IMpONOHYE MOUIUTA CHUCTEMY Ha HEBEIHUKI
aBTOHOMHI KOMIIOHEHTH, KOX€H 3 SKHX Ma€ BJIACHY 00JIaCTh BiAMOBIIAIBbHOCTI,
BJIaCHY 0a3y JaHMX 1 BiIacHUM 1UKI penidy [6]. IlepeBara — cnaOka 3B's13aHICTB:
BIJIMOBAa OJIHOTO CEpBICY HE KacKaJaye Ha BCIO CHUCTEMY, KOXXEH KOMIIOHEHT
MaciTaOyeThcs He3alekHO. Pa3oM 3 TUM 3pocTae ornepaliiiHa CKJIaJHICTb:
NOTPiOHI PO3MOAICHE TPACyBaHHs, Y3rOJKEHICTh JAaHUX MK CepBiCaMH Ta 3piii
MPaKTUKH PO3TOPTAHHS. 3aCTOCYHOK LIOTO MPOoeKTy — MoHoJITHUN Flask-cepsic;
Taka TMPOCTOTa CBiloMa 1 J103BoJsie CcOKycyBaTHCS Ha 1HGPACTPYKTYpPHHUX
naTepHax, a He Ha M>XKCEpBICHIN KOMYHIKallii.

Twelve-Factor App [9] dopmymntoe 12 mpaBui Ijisi XMapHHX 3aCTOCYHKIB:
OJIUH KOJOBUU KaTajoT, sIBHI 3aJie’KHOCTI, KOH(Ir yepe3 environment variables,
30BHIIIIHI CEPBICH SIK MIIKIIOUEHI pecypcH, posniieHHs ctaaii build/release/run,
stateless-niporiecu, puB'sI3ka 10 MOPTY, TOPU3OHTAIIbHE MacIITAOyBaHHS, IIBUIKUN
CTapT 1 KOPEKTHE 3aBEPIICHHs, OTHAKOBICTh dev/staging/prod, TOTH SIK MOTIK MOJIIH,
aJIMiH-CKpUIITH K OJHOPA30Bi IMpolechu. Y 3aCTOCYHKY MpOeKTy (app/app.py +
Gunicorn y Dockerfile) norpumano ycix nBanaauatu (pakTopis.

Cepen tunoBux narepHiB Cloud-Native BuaiasitoTh sidecar — qomoMiKHUN
KOHTeMHep y Tomy camomy Pod-i mopsinm 3 ocHOBHHMM, ambassador — oKpeMuid
IPOKCI I B3a€EMOJIi1 3 30BHIIIHIMU cepBicaMu, Ta Service mesh — yHigikoBaHwmii
map ynpaBiiHHS TpadikoM 1 Oe3nekor Ha ocHOBI mpokci Envoy [6]. V mpoekTi
BUKOpHUCTaHO sidecar-maTtepH: MOpsJ 13 OCHOBHUM KOHTEHMHEPOM app y TOMY
camomy Pod-i 3amyckaerscs cloud-sql-proxy, sikuit cTBOpIOE 3amU(ppoBaHHA

tyHens 10 Cloud SQL.
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1.4 Yomy came Google Cloud Platform

Punok my0miyHOT XMapu TpuMaroTh Tpu Tpabli: Amazon Web Services,
Microsoft Azure i Google Cloud Platform [14]. Yci Tpoe Mar0Th MOBHHI HaOIp

DevOps-cepgiciB, ane koxeH 31 cBoeto crienudikoro (Tadmur 1.2).

Tabmmis 1.2
[HopiBusinaa AWS, Azure Ta GCP 3a DevOps-kputepisimMu
Kpurepiii AWS Microsoft Azure Google Cloud
Platform
3amyck 2006 2010 2008
Managed Kubernetes Amazon EKS AKS GKE
Yactka pusky laaS ~31% ~25% ~11%
(2024)
PeecTp KoHTElHEDIB Amazon ECR Azure Container Artifact Registry
Registry
CxoBHIIE CEKpPETiB Secrets Manager Key Vault Secret Manager
Cl/cD CodePipeline + Azure Pipelines Cloud Build + Cloud
CodeBuild Deploy
Federated identity OIDC + IAM Roles Workload Identity Workload Identity
Federation
CroctepexyBaHiCTh CloudWatch Azure Monitor Cloud Operations Suite

AWS — Hailictapmuii, HalOUTBIINI 32 aCOPTUMEHTOM CEpBICIB 1 YACTKOIO
PUHKY, ajJie Ma€ 3aIuTyTaHe IIHOYTBOpeHHA 1 pparmMenTtoBany IAM-monens. Azure
JIOMIHYE€ y enterprise 3aBasku iHTerpauii 3 Active Directory Ta Microsoft 365; micins
kymniBii GitHub Microsoft pobuts akuent ma GitHub Actions sk yHiBepcanbHU
CIl/CD.

GCP Bupocna 3 BHyTpimHbOI iHPpacTpykTypu Google — Borg, Spanner,
Colossus. 3Biacu ii mepeBaru: Hakpamuil y ramy3i kepopanuit Kubernetes, amxe
Google € itoro aBTopom, riao0anpHa MpUBaTHA MEpeka 3 HU3bKUMU 3aTPUMKaMU Ta
npo3opa [AM-iepapxis Organization — Folder — Project — Resource [16; 21].

Hst miei pobotu ob6pano GCP 3a m'aTbmMa NpUYMHAMU: JAEPCTBO Y
Kubernetes-exocucremi; 3pimicte Workload Identity Federation mast CI/CD 6e3
kitouiB; iHTerpauis Cloud Operations 3 Prometheus ta OpenTelemetry; 3po3ymina

|IAM-Mmonens; meapuit Free Tier 11 akaieMi9YHUX MPOEKTIB.
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1.5 CepBicu GCP, BUKOpHUCTaHI y IPOEKTI

VY Tabmumi 1.3 y3aransHeHno cepBicu GCP 3a eranmamu DevOps-koHBeepa
[16]; HIK4Ye AeTaabHO PO3TIISTHYTO Ti 3 HUX, IO 3acTtocoBaHo y gke-terraform-
project.

Tabmms 1.3
Cepgicu GCP 3a eranamu DevOps-koHBeepa
Etan Cepgicu GCP o pobasaTn
Plan / Code Cloud Source Repositories, Cloud Git-pemosuropii, roToBi cepeaoBuIna
Workstations PO3poOKH
Build Cloud Build, Artifact Registry 36ipka Ta 30epiranHs oOpasiB
Test Cloud Build, Vulnerability Scanning = 3amyck tecris i momryk CVE B
obpazax
Release Cloud Deploy, Binary Authorization = Canary/blue-green pemisu, gomyck
Minrcannx 00pasiB
Deploy GKE, Cloud Run, Compute Engine = 3amyck KoHTeiiHEpiB
MIG
Operate GKE Autoscaler, Pod Disruption Astomaciitabysanns, self-healing
Budgets
Monitor Cloud Logging, Cloud Monitoring, = Jloru, MeTpuKku, TpacyBaHHsI
Cloud Trace
Secure Secret Manager, Cloud KMS, Cloud = Cekpertn, kiroui, WAF, noctymn
Armor, |IAM

1.5.1 Google Kubernetes Engine

GKE — kepoBanmii Kubernetes [21]. ¥V pexumi Standard xopuctyBad cam
oOupae Tunu HOA, Mepexy Ta add-on-u; y Autopilot HOM KepoBaHi aBTOMAaTHYHO,
omarta iae 3a pecypcu Pod-iB. ¥V mpoekti Bukopuctano Standard 3 nBoma node
pool: system-pool Ha crabinmpHHX on-demand Homax aias cucteMHux pod’iB Ta
workload-pool Ha Spot-Homax e2-standard-2 3i 3umxkK010 10 91 % 111 OCHOBHOTO
HaBaHTaXeHHA. Kractep ctBopeno mnpuBatHuMm, Workload Identity Ta Secret
Manager add-on yBiMKHEHi.

1.5.2 Artifact Registry

Ha 3miny 3acrapinomy Container Registry y 2021 poui npuiimos Artifact
Registry [19]. Bin nigrpumye e aume Docker- 1 OCI-06pa3un, a it Maven, npm,
Python-maketu Ta Helm-uapTu 3 €IMHOIO TOYKOIO YIPABIiHHS JOCTYIIOM dYepes
IAM. BOynoBanmii vulnerability-ckanep mepesipsie obpa3u Ha Bimomi CVE mpu

koxHoMy push. ¥V mpoekti crBopeHo Docker-penosutopiii europe-westl-
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docker.pkg.dev/gke-petproject-2026/my-repo; Cl-xonBeep TETy€ obpa3

CKOPOYEHUM git-XeIleM 1 IITOBXA€ TYIU MICIs YCHIIITHOIO MpoXoKeHHs lint-and-
sScan.

1.5.3 Cloud Build ma Cloud Deploy

Cloud Build — managed CI: build steps ommcytotscst y cloudbuild.yaml,
BUKOHYIOThCS B 130JIbOBAaHUX KOHTEMHepax, Tpureputhbes no push 3 GitHub/GitLab
[16]. Cloud Deploy — managed CD 3 canary Ta blue-green pemizamu mis GKE ta
Cloud Run. V npoexkti CI/CD Bukonye GitHub Actions; nopiBasaus 3 Cloud Build
1 Cloud Deploy 6yne B Po3nini 4.

1.5.4 Secret Manager

30epiraTd mapojii Ta K04l y KOAl abo y He3amu(poBaHUX 3MIHHUX
cepeloBMIlla — THUIIOBA TOYKa Kommpomerauii. Secret Manager BupiLIye IO
npo0semMy: ycl YyTJIuBI 3HAUEHHs 30€piratoThCsl 3 BEPCIOHYBaHHAM, IIU(PYBaHHAM
yepe3 Cloud KMS ta aynurom koxxkHoro 3BepHeHHs [20]. Jlns GKE icaye okpemuii
Secret Manager CSI Driver, 1110 MOHTY€ CEKpeT 0e3nocepeHbo y (hailJIoBy CUCTEMY
Pod-a 6e3 mpomizkaoro Kubernetes Secret. ¥V npomy npoexti maposts 10 Cloud SQL
reHepyetecsi moaynem Terraform Ta 3anucyerbes y  Secret  Manager;
SecretProviderClass y k8s/dependencies.yaml MmoHTye 1ioro y /secrets/db-password
npu ctapTi Pod-a, a Flask-3actocyHok 3untye daiin npu iHimiami3anmii 3'e1HaHHSL.

1.5.5 Cloud Operations Suite

Google Cloud Operations Suite OXOIUTIOE BECh CTEK CIOCTEPEKYBAHOCTI:
Cloud Logging 30upae ctpykrypoBani joru, Cloud Monitoring — meTpuku Ta
aneptu, Cloud Trace — nani po3nozainenoro tpacyBanns, Cloud Profiler — npodimi
CPU Tta mam'siti [25]. ¥ GKE cnioctepexxyBaHICTh BMUKAETHCS JEKITBKOMA PSIIKAMU
y Terraform: mapamerpu logging config 1 monitoring_config akTuByOTH 30ip JIOTIB
Ta METPUK JUIsl CHCTEMHHUX KOMITOHEHTIB 1 pOOOYMX HaBaHTaXEHb, Mmiciisg 4oro stdout
Ta stderr ycix koHTeiiHepiB aBTOMaTh4yHO iHJekcytoThest y Cloud Logging. Jlns
KaCTOMHUX METPHK 3aCTOCYHKY y TPOEKTI po3ropHyto Kube-prometheus-stack
yepe3 Helm-ckpunt scripts/install-monitoring.sh.

1.5.6 Identity and Access Management

VYnpasninus gocrynom y GCP OynyeTbest Ha TpbOX HOHSTTSX: principal, role
ta resource [18]. Principal — 1e TO#, XTO IIOCH POOWTH: KOPHCTYyBad, rpyra,
CepBICHMI akayHT abo ¢enepoBaHa 1IEeHTHUYHICTh. Role — Halip m03BOIB.

Resource — 00'ekT, 10 SIKOTO 3aCTOCOBYETBHCS POJib. lepapxis Organization —
Y p pap g
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Folder — Project — Resource 103Bossie 3aaBaTi NOJITUKY HA OYb-KOMY PiBHI 3
aBTOMAaTHUYHHUM HaciayBaHHsAM BHM3. KimtouoBuii enement st CI/CD — cepBicHi
akayntu Tta Workload Identity Federation: 3oBuimmHiii arent (GitHub Actions)
OTpUMY€E TUMYAcOBI npaBa yepe3 0omiH OIDC-tokena 3amicth 30epexenHss JSON-
Kiroda. Moays iam y IpoeKTi CTBOproe akayHT gke-nodes-sa i Bugae oMy piBHO
n'aTb poJie 3a TMPUHLUUIOM HaiMeHIMX mpuBUIeiB: logging.logWriter,
monitoring.metricWriter, artifactregistry.reader, secretmanager.secretAccessor,
cloudsql.client.

1.6 Zero Trust ta Workload Identity Federation

MepexeBuil nepuMeTp SIK KOHUEIMIIS Oe3MeKku 3:KUBae cebe y XMapHOMY
cepenoBullil. PO3poOHMKY MIAKIIOYAIOTECA 3 KaB'sIpeHb Yepe3 0COOUCTI HOYTOYKH,
MIKpOCEpBICH PO3MIIIEHI B PI3HUX perioHax 1 Xmapax, SaaS-cepBicH B3araii
3HAXOJATHCS 1032 KOPIOPATHBHOIO Mepexero. Ilinxin «BcepenuHi Mepexi —
JIOBIPSEMOY» MEPETBOPIOE OyIb-IKUII KOMIPOMETOBAaHUN BY30J Ha IJaliapM Juis
TOPU30HTATIBLHOTO MepeMitneHHs [15].

Zero Trust NpomOHye 1HIIY MOJEIb: «HIKOJM HE JOBIPSM, 3aBXKIu
nepeBipsit». [ kmodosi mpunmumy [15; 27]: KOKEH 3amuT aBTEHTH(DIKyeThCS
HE3aJIe)KHO BIJ MOXOJKEHHS; JOCTYN HAJAEThCS 3a MPUHIMIIOM HaWMEHIINX
npuBLieiB (PoLP); mepexxa cermeHTyeThbesl ax 110 okpemoro Pod-a; yci B3aemoii
MUQPPYIOThCS; PIIIEHHS NP0 JOCTYI YXBaJIOETHCS 3 YpaxXyBaHHSIM IOBHOTO
KOHTEKCTY 3alHUTy — XTO, 3 IKOTO MPHUCTPOIO 1 IO SIKOTO PECYPCY 3BEPTAETHCS.

Google omnmcaB BiacHy peanizailifo Zero Trust y IBOX BIIKPUTHX CTaTTSX.
BeyondCorp [24] — ue Moxenb JOCTyNy KOPHCTYBadiB, J€ PIIICHHS PO
aBTOPU3AIlII0 YXBAIIOETHCS HA OCHOBI CTaHy NPHUCTPOIO Ta 1IEHTUYHOCTI, a HE
npuHanexxHocTi 10 VPN-mepexi. BeyondProd [26] mommproe Ti cami NpUHLIKIN Ha
B3aEMOJIII0 MDK cepBicamMu BcepenuHi production: KOXKEH cepBiC Mae
kpunrorpadiuny ineHTuuHicTb Ha ALTS-cepTudikarax, Bech Tpadik mmdppyeThes,
a TpaBa JOCTYITY ONMHMCYIOThCA AcKiapatuBHO. OOUIBI MOCIHI CTaad OCHOBOIO IS
npoayktiB GCP — ldentity-Aware Proxy Ta Workload Identity.

Workload ldentity Federation (WIF) — mexani3m Zero Trust ams CI/CD 6e3
JIOBTOCTPOKOBHUX KJFOWiB. PaHilne cTaHmapTHa cxema BUTIIAANa TaK: CTBOPHUTH
cepicHuii akayHT y GCP, excnoptyBaru ko4 y JSON 1 noknactu ioro y GitHub
Secrets. Takuil K04 JOBrOCTPOKOBMIA, MOro poTalis TPYAOMICTKA, a BUTIK

PIBHO3HAYHUY TTOBHIA KOMIIPOMETAITIT aKayHTa.
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WIF 3aminroe 11e oominom OIDC-TokeHa Ha KOPOTKOKUBYUHI acCeSS-TOKCH
GCP. Sk e npautoe:

1. ¥ mpoexti GCP crBoproetscst Workload Identity Pool — konreiinep
JUIS 30BHIMIHIX 1J€HTHYHOCTEN.

2.V nyn gonaetbest Workload Identity Provider i3 mapamerpamu OIDC-
nposaiinepa (issuer URL, audience, mapping aTpuOyTiB).

3. CepsicHuii akayHT oTpumye poiib roles/iam.workloadldentityUser,
MPUB'sI3aHY 0 KOHKPETHUX YMOB — Hallpukiaa, TUlbku workflow 3 rinku
main MeBHOTO PETIO3UTOPIIO.

4. VY runtime Cl-arent 6epe OIDC-token Bing GitHub, o6miHto€ ioro y
Security Token Service nHa access-token GCP. TokeH *xwuBe ~1 TOAUHY 1 Hije
HaJI0Bro He 30epiraeThes [18].

VY npoekTi 1ie peanizoBano B .github/workflows/cd.yml yepes action google-
github-actions/auth 3 mapamerpamu workload identity provider Ta service account,
mo nepenatotbess yepe3 GitHub Secrets numie sik igentudikaropu (He cami
CEKPETH).

Amnarnoriyaa mexanika icaye Bcepenuni GKE mis monis — Workload ldentity
s moaiB. Kubernetes Service Account (KSA) mie Bim imeni Google Service
Account (GSA) 6e3 36epiranns kimouiB y Pod-i. Ile poouts GKE Metadata Server,
SKUW MAMIHIOE cTaHaapTHUK metadata-enanoint Hoau [21]. YV npoekti KSA web-
app-ksa y namespace default mpus'sizano 10 GSA gke-nodes-sa uepe3 IAM-binding
poui roles/iam.workloadldentityUser. SIk pe3ynbTaT — y MpPOEKTI HEMAE KOJTHOTO

JOBrocTpokoBoro kitoya: Hi y Git, Hi y GitHub Secrets, Hi y Pod-i.

BucHoBok

VY nepumioMy po3auii po3riasiHyTo Metonosiorito DevOps Ta mapagurmu
aBTOMAaTH3allii, TPOBEICHO aHai3 xMapHUX Twiatrgopm Ta obpano Google Cloud
Platform six 6a3y mist peamizarii nmpoekTy. JleTaqbHO ONMHMCAaHO KIIFOUOBI CEpPBiCH

GCP 1 mexanizm Workload Identity Federation st 6e3ximt04oBoi aBTeHTH(IKAIIII.



22

PO3/1JI 2
AHAJII3 APXITEKTYPU TA IIPOEKTYBAHHSA CUCTEMH
ABTOMATU3AIII
2.1 IlocTtanoBKa 3a1a4i Ta PyHKIiIOHAJIbHI BUMOTH
Cucrema gke-terraform-project — pedepencna peamzaris Cloud-Native
mwiatpopmu Ha Google Cloud Platform nnst posropranHs web-3acTOCyHKY 31
stateful-3amexmnictio (PostgreSQL). Ilinp cuctemMmu — 3a0e3NCUNUTH TOBHHMN
aBTOMATH30BAaHUH KUTTEBUH IUKJI 3aCTOCYHKY: Bix push koxy B Git go self-healing
pod’iB y production 63 >KOAHOTO PyYHOTO KPOKY.
OyHKITIOHAIBHI BUMOTH JI0 CUCTEMU:
®B-1. Posropranns 1H@pacTpykTypu 3 HyJs B nopoxHbomy GCP-
MPOEKTI OJIHIEI0 KoMaH 1010 terraform apply 0e3 10JaTKOBUX CKPHUIITIB.
®B-2. Aromatnynuii ClI/CD-koHBeep, KMl TPUITEPUTHCS KOKHHUM
push y rinky main Ta A0BOAUTH 3MiHM 10 production 06€3 pydHUX
H1ATBEPIKEHbD.
®B-3. beskeiioBa apreHtudikaimiss CI/CD-arenta B GCP — 06e3
30epiranHs cepBicHuX Kio4iB y GitHub Secrets abo 1HIIIMX MicIsX.
®B-4. be3neuna gocraBka cekpeTiB (apoJb 10 6a3u qanux) y pod’u 6e3
30epiranns y Kubernetes Secret un y Docker-o6pasi.
®B-5. JloctymHicTh Web-3acTOCYHKY 3 1HTepHETy uepe3 L7-
OanancyBanbHUK 3 KacToMHUM health-check na enanoinTi /healthz.
®B-6. Self-healing pod’iB mpu BimMOBax: aBTOMATUYHHI TEpe3amycK
mniciis 30010, BUJAJIEHHS 3 TyJly OalaHCYBaJIbHUKA ITPU HEAOCTYITHOCTI.
®B-7. [loBHe 3HUIIECHHS BCIX PECypCiB OJIHIEI0 KOMaHow terraform
destroy a1 yHUKHEHHS 3aTUIIIKOBUX BUTPAT.
Kosxna BuMora nepeBipsieThest O1HapHO — BUKOHYETHCS 200 Hi, 110 I03BOJISIE
y Po3zaini 4 noOyayBaT TeCTOBI clieHapii i iX Bepudikarii.
2.2 HedyHKIiOHAJIbHI BUMOTH
HaniitaicTs. [{i1b0BHI MOKa3HUK JOCTYMHOCTI web-3acTocynky — 99,9 % 3a
Mmicsipb (=43 xBunuHu downtime). JlocsraeThcst yepe3 MiHIMyM 2 perutikua pod’a,
readiness/liveness probes Ha /healthz, rolling update 6e3 downtime, a Takox Spot-
HOJIM 3 aBTOMATHYHUM Tiepe3armyckoM Pod-iB Ha 1HIITII HOJI TPY BUTUCHEHHI.
besneka. Kpurepii: k01HOr0 JOBIrOCTPOKOBOTO CEPBICHOTO KJIHOYa B KO/,

cekperax CI/CD abo Pod-i; xogHoro myOmiunoro IP y 0a3u nganux; mpuHUun
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HaiiMeHmux mnpuBlieiB (PoLP) mns Bcix cepBiCHMX akayHTIB, OOOB'SI3KOBUI
vulnerability-scan o06pa3iB 1 (aii0BOi CHCTEMH PEMO3UTOPII0 Mepel JCIIOEM;
BUKOHaHHS pod’a Big HempuBiieloBaHoro kopuctyBada (UID 1000) 3
readOnlyRootFilesystem.

CnocrepexxyBaHicTh. Yci joru stdout/stderr kKoHTeHHEpiB aBTOMATHYHO
notparsitorh y Cloud Logging 6e3 moaarkoBux areHTiB. MEeTpUKH CHUCTEMHHX
komnoHeHTiB kiactepa — y Cloud Monitoring. Joctymauii kubectl rollout status 3
BuBeJieHHAM kubectl events 1 joriB magarouoro KoHTEHHeEpa Yy pa3i HEBIAJIOTO
pemi3y.

Bapricte. LlinpoBuit Oromxer — g0 $100/micsaip mas akageMidHOro pet-
project. JlocsiraeTbes Bukopuctanusam Spot-Hox (-91 %), MiHiMansHOT KOHDIryparii
Cloud SQL (db-fl-micro), perioHambHHUM 30epiraHHsIM O00pa3iB Ta OJIHIEIO
perutikoBoto perioHasibHOI0 GCS-KoHpirypariieto s state.

[Tintpumka. Yes indpactpykrypa ta CI/CD onucani sk ko y Git; Oyab-ska
3miHa npoxoauTh code review; README Tta xomentapi y Terraform-momyisax
CIIYTYIOTh JIOKYMEHTAIII€1O.

2.3 AHaJ1i3 00paHOro CTeKy TeXHOJIOri|

Bubip KOXHOro 1HCTPYMEHTY OOTpYHTOBaHWI albTepHATUBAMU Ta
KPUTEPISIMHU, 10 BUTUITMBAIOTH 3 BUMOT §§ 2.1-2.2.

[actpyment [aC — Terraform [22]. Pulumi migTpumMye MOBHOIIIHHI MOBH
nporpamyBaHHsi Python 1 TypeScript, mpoTte Mae MeHIy CHUIBHOTY Ta MEHII
crabinpHi GCP-mpoBaiinepu. Crossplane € Kubernetes-native I1aC, ame Bumarae
HassBHOro KG&8s-kiactepa 1mie A0 HOro CTBOPEHHS, IO YCKJIAJHIOE IOYATKOBE
posroptanHs. Terraform oOpaHo 3a 3pijicTh, HANOUIBITY CIUIBHOTY, CTaOlIbHI
google Ta google-beta nmposaiiepy Ta MIUPOKY 063y MPUKIIAIIB.

Konteitnepuzamiss — Docker 3 ¢opmatrom OCI [23]. Buildah ta Podman
BUKOpUCTOBYIOTh ToM camuii OCI-popmar, ane Docker 3anuiaeTscs cTaHgapTOM
JokanbHOi po3poOku. baratoeramumit Dockerfile (builder — final) mo3Boinse
OTpUMAaTH MIHIMAJILHUN runtime-o0Opa3 6€3 IHCTPYMEHTIB 301pKH.

Opxectpartiss — Kubernetes y sBurisini GKE Standard [21]. Cloud Run sk
albTEpHATUBA MPOCTIIIUNA B YIPaBIiHHI, ajle¢ HE JH03BOJMB OU MPOJAEMOHCTPYBATH
sidecar, CSI Driver, Workload Identity nns moaiB ta Ingress 13 BackendConfig.
GKE Autopilot aBToMaTHYHO KEpYy€e HOAAMU, 110 3HWKY€E HABYAIbHY LIIHHICTD JJIs

AKaJEMIYHOTO JOCIIIUKEHHS.
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CI/CD — GitHub Actions. Cloud Build € managed-cepBicom, ajie TuiaTHUM i
MEHIII THYYKMM Y HajalTyBaHHI TpurepiB; Jenkins BuMarae camoCTIHHOTO
XOCTHHTY Ta TOCTiHOTO cympoBoay. GitHub Actions obpano depe3 HaTUBHY
iHTerpanito 3 GitHub-peno3uropiem, 0G€3KOIMTOBHICTh JUIsl public-perno, rotoBy
niarpumky Workload Identity Federation uepe3 action google-github-actions/auth
Ta 0araTy eKkocucTeMy rotoBux kpokiB — TFLint, Hadolint, Trivy.

Menemxep mnaketiB Kubernetes — Helm. BuxopuctoByerbest ans
posropranHs kube-prometheus-stack y namespace monitoring uepe3 CKPHIIT
scripts/install-monitoring.sh. Bnacni K8s-mMaHidecTr 3acCTOCYHKY 3alUIIEHO Y
Burjsii plain-Y AML 6e3 ma6soHi3aitii, 00 oOcsr He BUIIPaBIOBY€E YCKIaIHEHHS.

CymapHo cTek € riopuanum: open-source-inctpymentu (Terraform, Docker,
Kubernetes, Helm) mis mopratuBHOCTI Ta KOHTposito + managed-cepBicu GCP
(GKE control plane, Artifact Registry, Cloud SQL, Secret Manager, Cloud
Operations) AJis CKOPOYEHHSI OTepaIlifHOrO HaBaHTaXCHHSI.

2.4 IIpoekTyBaHHS MepeKeBOl TOMOJIOTiI

Ycio iHpacTpykTypy po3MiiieHo y perioHi europe-westl (bemnbris, St.
Ghislain) — ogHOMYy 3 HaiicTabinbHIHX €Bporneichkux perioniB GCP 3 moBHOIO
MIITPUMKOIO BCIX BUKOPUCTAHUX CEPBICIB Ta MIMPOKUM Katajorom TumiB VM. [[ns
MOJOBUX HOJ 00paHo 30HY europe-West1l-b sik 30HaIbHUM Ki1acTep — 1€ JeHIEBIINMA
BaplaHT TOPIBHSHO 3 perioHadbHUM; multi-zone KoHQIrypariro po3rISIHYTO Y
Pozaini 4 sk HanpsSIMOK PO3BUTKY.

MepexeBa apxiTekTypa nmoOyaoBaHa 3a mpuHIunom «oaHa VPC — oxna
pUBaTHA miaMepexka». Y miamepesxi BuaieHo Tpu CIDR-aiana3onu: nepBUHHUAN
mis Hon GKE Ta gBa secondary mms Pod-iB 1 Services Kubernetes. Po3momin

HaBeneHo y Tabnumi 2.1.
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Tabmums 2.1
Posnomiin CIDR-miammazonis
IIpu3HaveHHs1 CIDR Kinbkicts IP OOrpyHTYBaHHS
Hoau GKE (subnet primary) 10.0.0.0/24 254 ITouarkoso /28 (14 IP) —

BHUEPIAHO Micis 3 Hox +
CHCTeMHHUX MoJiB. Po3mmmpeno
J0 /24 3 3amacoM Ha MaiOyTHE.

Pod-u (secondary range) 10.1.0.0/20 4094 GKE 3a 3aMOBYyBaHHIM
pesepBye /24 Ha HOIy; 3amac Ha
16 mom x 110 moxis.

Services (secondary range) 10.2.0.0/24 254 JlocTaTHBRO IS TUIIOBOTO pet-
project; ClusterlP-cepsicu He
notpedyIoTh OaraTo ampec.

GKE control plane 172.16.0.0/28 16 Oxkpema npuBaTHa MEpeka
Google s Master endpoint.

Cloud NAT 3a6e3mneuye xonTposiboBanuii egress Hoa GKE y myGmiunuii
iHTepHeT . Hogam He mpucBoeHo nyOmiuHux [P — e 3akpuBae ix Big mpsiMOro
CKaHyBaHHsI 3 THTEPHETY.

Jlns npuBatHoro niakiatodeHHs 10 Cloud SQL nanamroBano VPC Peering 3
servicenetworking.googleapis.com. Cloud SQL orpumye IP i3 3ape3epBoBaHOro
niana3oHy google-managed-services-main-vpe (/16) y Tiii camiii VPC, Tomy pod’n
3BEpTAIOTHCS 0 0a3u 1o npuBaTHoMy [P, a He uepe3 myOmiyHui IHTEpHET.

bpanamayep VPC moGynoBanwmii 3a nmpunmmmnom deny-by-default. Oxkpemum
npaBuioM priority 950 mo3BosieHO BXimHUN Tpadik Bil OQIMIHHUX Jiana3oHIB
health-checkers Google Cloud Load Balancer (130.211.0.0/22 ta 35.191.0.0/16) Ha
noptu 8080 (mopt 3actocynky) Ta 30000-32767 (NodePort range), 1o
BukopuctoBye GCE Ingress. Master authorized networks GKE Binkputnii s
CIDR VPC Ta 0.0.0.0/0 — me neobximuo, mo6 GitHub Actions runner wmir
3BepHyTHCS 10 Master endpoint micis get-credentials.

2.5 IIpoekTyBanHs MoaeJi ineHTHdikamii Ta 0e3mexku

Vi igenTuynocTi y cucteMi nojauieHo Ha mamuHHI (Hoa GKE, pod’u, GitHub
Actions) Ta JOACHKI (aIMIHICTPATOP MPOEKTY). 15 MaIMMHHUX 1ICHTHYHOCTEN HE
3aCTOCOBYIOTHCS JIOBIOCTPOKOBI KJIF0U1 — Jjiuiie ¢gegepaTuBHi TokeHu Ta Workload
Identity. JIroncwrkuii aqminictpaTop mpaitoe uepe3 Cloud IAM 3 MFA.

LlenTpaneuuii  cepBicHuii  akayHT —  (gke-nodes-sa@gke-petproject-

2026.1am.gserviceaccount.com. Bix #ioro imeni aitoth Hogqu GKE Ta pod’n uepes
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npuB'szky KSA web-app-ksa y namespace default. Cmomcox poseir akayHTa
(Tabnuis 2.2) chopmMoBaHO 3a MPUHIUIIOM HalMeHIMX npuBLieiB (PoLP): koxHa

POJIb TTIOKPUBAE OJIHY KOHKPETHY OIEepaIlito, 1o OYiKyeThCS B runtime.

Taomung 2.2
Poui cepBicHoro akaynra gke-nodes-sa

Poas IAM IIpu3HayeHHs
roles/logging.logWriter 3amuc stdout/stderr konteitnepis y Cloud Logging
roles/monitoring.metricWriter Excriopt metpuk y Cloud Monitoring
roles/artifactregistry.reader Pull Docker-o6pasis 3 Artifact Registry
roles/secretmanager.secretAccessor Ywurannas cexkpeTtiB gepes CSI Driver
roles/cloudsql.client [Minknrouenns qo Cloud SQL uepe3 cloud-sql-proxy
roles/iam.workloadldentityUser Jo3sin KSA web-app-ksa Buctynatu Bix imeni GSA

(binding Ha akayHT, HE project-poIb)

Jiis GitHub Actions nependadenuii okpemuii mexanizm — Workload Identity
Federation. ¥ GCP ctBoproerscs Workload Identity Pool github-pool Ta Provider
github-provider 3 BaJIIIALIE0 OIDC-tokeHiB BiX
token.actions.githubusercontent.com. Oxpemuit GSA  orpumye  poib
roles/iam.workloadldentityUser, npuB'si3aHy 10 KOHKPETHOIO pEMO3UTOPII0 Ta
riiku main. Sk pesynstat, GitHub Actions runner otpumye access-token GCP 3
KUTTSIM ~1 roguHa 6e3 )KOJHOTO eKCIOPTOBaHOTO Kitoua [18].

KinmeBa BIacTUBICTh MOJIENI: Y CUCTEM1 HEMA€E >KOTHOTO JTOBIOCTPOKOBOIO
KJIFo4a CepBICHOTO akayHTa — Hi y Git-peno3utopii, Hi y GitHub Secrets, Hi
Bcepenuni Pod-a. Yci cekpern — abo deaepatuBHi TOKEHU 3 KOPOTKUM TEPMIHOM
KUTTSI, a00 CEKpeTHU 3aCTOCYHKY (mapoiib 10 0as3m), 1o 30epiraioThes y Secret
Manager Ta nocrasistotrhes y pod’u uepe3 CSI Driver sk daiinm.

2.6 Apxitektypa CI/CD-konBeepa

CI/CD-koHBeep CripoeKTOBaHMIA SIK cripsiMoBaHuil arukmiuHuid rpad (DAG)
3 1BOX mocuiioBHUX jobs y GitHub Actions workflow .github/workflows/cd.yml.
Tpurrep — push y rinky main.

[Mepmmii job — lint-and-scan — BuKOHye cTaTH4YHI TNEPEBIPKH KOIY
napaensHo. TFLint Bamigye Terraform-koH}irypariito Ha CHHTAaKCUYHI TTOMUJIKA
ta anti-patterns. Hadolint nepesipsie Dockerfile Ha norpumanns best practices. Trivy

ckanye (aitioBy cuctemy pemno3uTopito Ta Buspisie Bimomi CVE 3 piBHeM
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CRITICAL Tta HIGH; ignore-unfixed: true Bukitouae Bpa3iauBoCTi 0€3 JOCTYITHHUX
natyiB. byab-ska moMuiIka mpu3BoIUTh A0 exit-code 1 1 6JI0Kye HaCTYIMHUI job —
e peanizye npuHIun shift-left security 3 Pozminy 1.

Jpyruii job — deploy — crapTye auiire 3a yMOBHU ycmixy mepiioro (needs:
lint-and-scan). BiH BUKOHY€TBCS TIOCIIOBHO 1 CKIIAIAETHCS 3 TAKMX KPOKIB:

1. AsteHtudikaris uepe3 google-github-actions/auth 3 Workload
Identity Federation.

2. Setup Terraform 1.5.0 Ta terraform init + apply -auto-approve y
JTUpPEKTOpii environments/dev.

3. ButsaryBanus output-iB MoxyniB (db instance connection name,
db_password secret id) nns nogansiioi mijgctaHoBKH y K8s-maHidecTn.

4. Bcranosnenns gke-gcloud-auth-plugin Tta otpumanus kubeconfig
yepes gcloud container clusters get-credentials.

5. 36ipka Docker-o6pazy 3 Terom git rev-parse --short HEAD Ta push B
Artifact Registry.

6. sed-mimcraHoBka Tery oOpady Ta mapamerpiB  CYBJl y
k8s/deployment.yaml 1 k8s/dependencies.yaml.

7. kubectl apply -f k8s/ ta kubectl rollout status deployment/web-app 3
TtaiMayToM 10 XBUIHMH.

8. Y pa3i maxinns rollout — aBroMaruunHMii BuBig kubectl get events 1
kubectl logs deployment/web-app mis niarHocTuku.

Crpareriss penizy — rolling update 3a 3amoBuyBanHsaMm Kubernetes
Deployment 3 maxSurge=25 % ta maxUnavailable=25 %. Jlna nBox peruiik e
O3HaYae, M0 y Oyap-IKUH MOMEHT 4Yacy MpHUHAMMHI OJlHa HOBA pEIUIiKa TOTOBA
npuitmMaTu Tpadik nepen BuganeHHsm crapoi. [lepexia 10 mporpecuBHUX CTpaTerii
(canary, blue-green) uepe3 Argo Rollouts abo Cloud Deploy BuHeceHO y HanpsMKu
PO3BHUTKY.

2.7 IIpoexkTyBaHHs MOAy IbHOI cTPYKTYpH Terraform

JlekoMmo3ullisi BUKOHAHA 3a JiBoMa npuHuunamu. [lepumit — oauH Moaysb
BIJIMIOBIJIA€ 3a OJIHY JIOT1YHY 00acTh (Mepexa, inentudikaiis, CYB]I, opkecrpariis,
peectp). Hpyruit — w™Moayni He 3ajexaTb OJIMH BiJ OJHOTO HampsiMy; BCS
MDKMOJyJbHA ~ KOMYHIKallis TMPOXOAMTH uepe3  input/output-aMiHHI, IO

nepenarThes y ¢aiii environments/dev/main.tf.
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Taka crTpykTypa M™Mae fBI TmepeBaru. MOyl TMEPEHOCATHCS — MIXK
cepenopumiamu  (dev/staging/prod) mUIIXOM CTBOPEHHS HOBOI JAUPEKTOPIl
environments/<name> 3 TUMH camMuMu module-OokaMu 1  BIIMIHHUMH
napamMeTpaMu. 3MIHU BCEPEIMHI MOYJISl HE BUMaraloTh IPABOK 1HIINX MOJYJIIB —
JIMIIIe OHOBJICHHSI environment-(aiiy mpu 3MiHI KOHTPAKTY.

Komno3uiiiro Ta KOHTpakTH MOAYJIIB y3araibHeHo y Tabmui 2.3.

Tabmms 2.3
Mopyni Terraform Ta iX KOHTpaKTH
Monayiab Kuarouosi pecypcu OcHoBHi output-u

vpc google compute network, subnetwork (3 network_id, network_name,
secondary ranges), router, NAT, VPC peering subnet_name

iam GSA, IAM-bindings (5 poneii), Workload sa_email
Identity binding mrst KSA

db Cloud SQL Postgres 15, random_password, instance_connection_name,

secret + secret_version, database, user db_name, db_user,
db_password_secret_id

gke google container_cluster (mpuBatHuii), 2 —
node pool, firewall ms health checkers

registry google_artifact_registry_repository (DOCKER) | repo_url

Oxkpemo omrcano aupekTopiro environments/dev. ®daitn backend.tf 36epirae
state y GCS-0akeTi gke-petproject-2026/terraform/state 3 BOymoBanum state-locking
ta Object Versioning A BiiKaTy Ha mornepeaHio Bepcito ctany. daitn versions.tf
¢ikcye Bepcii mpoBaiinepis (google ~> 5.0, google-beta ~> 5.0, random ~> 3.6) Ta
MiHIMaaeHY Bepciro Terraform 1.5.0. ®aiin providers.tf 3agae project id Ta perios.
®daiin main.tf komMmo3ye MoayJl — 1€ €IMHE MICLIE, 1€ MOAYJIl 3yCTPIUarOThCS.

Taka cTpykTypa BUTpUMYE TUPAKyBaHHS Ha HOBI CEpeIOBUIIA: 00 0/1aTH
environments/staging, IOCTaTHHO CKOIIIOBATH AUPEKTOPI0 environments/dev,
3minuTH project id y providers.tf Ta CIDR-nianazonn y main.tf 3a motpeou.

2.8 ApxiTeKkTypHa aiarpamMa cMCTeMHU

Apxitektypa cuctemu 300pakena Ha Puc.2.1 (daiin gke-terraform-
project.png y pemno3uTopii npoekty). JloriuHo BoHa AUIMTHCS HA YOTUPH IIAPU:
piBeHb po3poOnuka (Git-permozuropiii, GitHub Actions), piBear GCP-
inppacrpykrypu (VPC, GKE, Cloud SQL, Secret Manager, Artifact Registry, Cloud
Operations), piBeHb poOOYMX HaBaHTaXKeHb (pod’m y Kiactepi) Ta pIBEHb

kopuctyBaua (inTepHeT-Tpadik yepe3 GCE Load Balancer).
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Aritact Rogistry

Cloud Storage

wwwwwwwwwwwwww

cccccccc

Puc.2.1. ApxitekTypa cCucTeMHU aBTOMAaTH3al1lll XMapHO1 1HGPACTPYKTYypH

MapuipyT gaHuX BijJ KOIY /10 KOPUCTyBaya: pO3pOOHUK ITYIITUTh 3MIHU y main
— GitHub Actions tpurreputbcs — aBTeHTH(iIKyeTbesa y GCP uepe3 Workload
Identity Federation — terraform apply y3romkye iHGpacTpyKTypy 3 KOJIOM —>
docker build mymmts oOpa3 B Artifact Registry — kubectl apply posroprae
Deployment y GKE — GCE Load Balancer po3nozinsie Bxigauit Tpadik Ha pod’u
gyepe3 NEG — kosken Pod mictuth koHTelHEpH app Ta cloud-sgl-proxy.

Mapmipyt 3anutiB Bin kopuctyBaua no 0asu: HTTP-zanur — GCE Load
Balancer — BackendConfig health-check na /healthz — NEG — Pod web-app,
kouTerHep app (mopt 8080) — SQLAlchemy — localhost:5432 — sidecar cloud-
sgl-proxy — mTLS-tynens npuBataum [P mo Cloud SQL — Bignosigs y
3BOPOTHOMY TOPSJIKY.

Mapumipyr  cekpeTiB: mapoib TeHepyeTbcss  monyieM db  dyepes
random_password — 30epiraethbcst y Secret Manager (db-password-XXXX) — min
yac crapty Pod-a Secret Manager CSI Driver MouTye cekpeT y /secrets/db-password

— 3aCTOCYHOK 3uMTye (paitn npu iHimam3zanii SQLAlchemy engine.
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BucnoBok

Y npyromy po3auni chopmyiaboBaHO (YHKIIOHATBHI Ta He(YHKIIIOHAIbHI
BUMOTH JI0 CHCTEMH, OOpaHO CTEK TEXHOJOTIH 1 CIPOCKTOBAHO apXITEKTYypy:
MepeXeBYy TOMOJIOTiI0, MoJeib Oe3neku, CI/CD-koHBeep Ta MOAYIBHY CTPYKTYPY

Terraform.
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PO341JI 3
MPAKTUYHA PEAJI3AIISAA CACTEMU ABTOMATU3AIIIL

3.1 ITinroTroBKa cepenoBuina Ta HajaamrtyBanus backend Terraform

ITepen 3amyckom Terraform BHKOHAaHO TpH MIATOTOBYI KPOKHW: aKTHBAIIis
notpioanx GCP API, crBopenns GCS-6akera nans 30epiraHHs state Ta
nanamryBanas Workload Identity Pool aiis GitHub Actions.

AxtuBaiist APl BukoHyeThcsl 0JHOpa30BO koMmaHaamu geloud mist mpoexty
gke-petproject-2026:

Jlictuar 3.1 — Axtusaiisa Heooxiguux API GCP

gcloud services enable \
container.googleapis.com \
sqladmin.googleapis.com \
secretmanager.googleapis.com \
iamcredentials.googleapis.com \
artifactregistry.googleapis.com \
servicenetworking.googleapis.com \
--project=gke-petproject-2026

GCS-0aker aina state CTBOPIOETHCA Y TOMY CaMOMY NMPOEKTI 3 YBIMKHEHUM

Object Versioning, 1100 MaTH MOKJIMBICTh BIAKOTY Ha MONEPEIHIO BEPCIIO CTaHy
1H(}pacTpyKTypHu:

Jlictunr 3.2 — CtBopenHs 6aketa ais Terraform state

gsutil mb -1 europe-westl gs://gke-petproject-2026
gsutil versioning set on gs://gke-petproject-2026

Backend Terraform nanamroBano Ha 1eil 6aker. GCS 3a 3aMOBUyBaHHSAM
ninrpumye state-locking, nogatkosi HanamtyBanus (sk DynamoDB mist AWS) ne

noTpidH1 [22]:

Jlictunr 3.3 — environments/dev/backend.tf

terraform {
backend "gcs" {
bucket = "gke-petproject-2026"
prefix = "terraform/state"
}
}

@aiin versions.tf ¢ikcye miHiManbHy Bepcito Terraform Ta niama3oH Bepcii
MpoBaiiepiB — II€ rapaHTy€e BIATBOPIOBaHICTh M 3amyckamu CI/CD Ta nokanbHOi

PO3pPOOKHU:
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Jlictuur 3.4 — environments/dev/versions.tf

terraform {

required_version = ">= 1.5.0"

required_providers {
google = { source = "hashicorp/google", version = "~> 5.0" }
google-beta = { source = "hashicorp/google-beta”, version = "~> 5.0" }
random = { source = "hashicorp/random", version = "~> 3.6" }

}

}

Workload Identity Pool github-pool Ta Provider github-provider
CTBOPIOIOTBhCS OJHOpa3oBo komanmamu gcloud iam workload-identity-pools 3
pUB's3K0I0 0 KoHKpeTHOoro GitHub-pemo3uTopito. 3rerepoBani imeHTUdIKATOPH
noTim 3aHocsThesa y GitHub Secrets sk WORKLOAD IDENTITY PROVIDER Ta

SERVICE_ACCOUNT — e He cami cekpeTH, a JTUIIe TOCUIaHHS Ha CYyTHOCTI Y
GCP [18].

3.2 Peagizanisi MoayJisi vpc

Mopayne vpc ctBoptoe VPC main-vpc, mpuBaTHy HiaMepexy 3 IBOMa
secondary-miamazonamu s ofiB i cepsiciB Kubernetes, Cloud Router 3 Cloud
NAT payisi KOHTPOJIBOBAHOTO €gress HoJ y 1HTepHeT, a Takox VPC Peering 3

servicenetworking.googleapis.com s npuatHoro goctymy 10 Cloud SQL.

Jlictunr 3.5 — modules/vpc/main.tf (kiro4oBi pparmeHTH)

resource "google compute_network" "main" {
name = var.network_name
auto_create_subnetworks = false

}

resource "google compute_subnetwork" "private" {

name = "¢${var.network_name}-private-subnet"
ip_cidr_range = var.subnet_cidr # 10.0.0.0/24 pna Hop
region = var.region

network = google_compute_network.main.id

private_ip_google_access = true

secondary_ip_range {

range_name = "k8s-pods-range"

ip_cidr_range = var.pods_cidr # 10.1.0.0/20
}
secondary_ip_range {

range_name = "k8s-services-range"

ip_cidr_range = var.services_cidr # 10.2.0.0/24
}

}
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Cloud Router ta NAT 3a0e3neuyioTh HOAAM JOCTYH [0 IyOJI4HOTO
IHTepHETY — JUIsl 3aBaHTa)XKEHHsI 00pa3iB 1 OHOBJICHb MaKeTiB — 0€3 MPUCBOEHHS

HosaM yOmiunux [P:

Jlictuar 3.6 — modules/vpc/main.tf (Cloud NAT)

resource "google compute_router" "router" {
name = "¢${var.network_name}-router"
region = var.region
network = google_compute_network.main.id

}

resource "google compute_router_nat" "nat" {
name "${var.network_name}-nat"
router = google_compute_router.router.name
region = var.region
nat_ip_allocate_option "AUTO_ONLY"
source_subnetwork_ip_ranges_to_nat = "ALL_SUBNETWORKS_ALL_IP_RANGES"

VPC Peering no servicenetworking.googleapis.com — 00OO0B'sI3KOBUI KPOK
st mpuBaTHoro miakiarodeHHs: Cloud SQL. PesepByeThest riiobanbHa aapeca /16,

sKa nepefaeTbes y service networking connection:

Jlictuar 3.7 — modules/vpc/main.tf (VPC peering)

resource "google compute_global address" "private_ip_address" {

name = "google-managed-services-${var.network_name}"
purpose = "VPC_PEERING"

address_type = "INTERNAL"

prefix_length = 16

network = google_compute_network.main.id

}

resource "google_service_networking_connection" "private_vpc_connection” {
network = google_ compute_network.main.id
service "servicenetworking.googleapis.com"
reserved_peering_ranges = [google_compute_global address.private_ip_address.name]

}

3.3 Peaaizanis moayiasa GKE

Monyns gke cTBOproe mpuBaTHUM Kinactep gke-pet-cluster 3 1Boma node pool:
workload-pool Ha Spot-Hoax 1yIst OCHOBHOT'O HaBaHTaKEHHS Ta System-pool Ha on-
demand-nogax mis cucremHux momiB. Kitactep ckondirypoBano 3 Workload
Identity, Secret Manager add-on, a takox logging/monitoring y Cloud Operations
Suite [21].

Jlictunr 3.8 — modules/gke/main.tf (kiactep)

resource "google_ container_cluster" "primary" {
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provider = google-beta

name = "gke-pet-cluster"

location = var.region

initial_node_count =1

remove_default_node pool = true # cTBOpMMO BnacHi node pool
network = var.network_name

subnetwork

var.subnet_name

ip_allocation_policy {
cluster_secondary_range_name var.pods_range_name
services_secondary_range name = var.services_range_name

}

private_cluster_config {

enable_private_nodes = true
enable_private_endpoint = false
master_ipv4_cidr_block = "172.16.0.0/28"

}

workload_identity config {
workload_pool = "${var.project_id}.svc.id.goog"

}

secret_manager_config { enabled = true }

logging_config { enable_components
monitoring_config { enable_components

["SYSTEM_COMPONENTS", "WORKLOADS"] }
["SYSTEM_COMPONENTS"] }

[Ipanop enable private nodes = true 3a00poHsi€ HOaAM OTPUMYBATH MTyOI14HI
IP — yBech 3oBHIIIHIN Tpadik iae uyepe3 Cloud NAT. enable private endpoint =
false 3anumae Master endpoint my0GaigHO goCcTymHUM, 1110 103BoJsie GitHub Actions
runner-y 3Beprtatucs A0 Hboro uepe3 kubectl get-credentials 6e3 VPN. biok
master_authorized networks config (y mictuary ckopodeno) gomaae CIDR-
¢butbtpanito: 10.0.0.0/8 nnsa BuyTpimaboro VPC-tpadiky ta 0.0.0.0/0 nns GitHub
Actions runners — mpuHATHUE KOMITpoMic aJis pet-project, ne IP-aapecu CI/CD-
areHTIB JUHAMIYHI.

Workload pool BukopuctoBye Spot-noau e2-standard-2, 1o ga€ eKOHOMIO
10 91 % mnopiBHsHO 3 on-demand. Ha Bumagok ButucHeHHs Spot-Honau GKE

aBTOMATHUYHO Tiepe3anyckae pod’ v Ha 1HIIH HOMI:

Jlictuar 3.9 — modules/gke/main.tf (node pools)

resource "google container_node_pool" "workload_nodes" {
name = "workload-pool"
cluster google _container_cluster.primary.name
node_count 2
node_config {
spot = true # 3HMXKa Jo 91 %
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machine_type = "e2-standard-2"

disk_size gb = 30

service_account = var.service_account_email

oauth_scopes ["https://www.googleapis.com/auth/cloud-platform"]
tags = ["gke-node"]

workload_metadata_config { mode = "GKE_METADATA" }

Oxpemuii aiin modules/gke/firewall.tf nogae npasuno mis health-checkers
GCE Load Balancer. be3 niporo npasuia Ingress He Moxke miaATBEpAUTH, 110 pod’u

KUBI, 1 HE MapIIPYTU3YE 0 HUX Tpadik:

Jlictuar 3.10 — modules/gke/firewall.tf

resource "google compute_firewall" "allow_gclb_health_checks" {
name = "gke-pet-cluster-allow-gclb-hc"
network var.network_name
direction = "INGRESS"
priority = 950
source_ranges = ["130.211.0.0/22", "35.191.0.0/16"] # o¢iuinHi pianasonn GCLB

target_tags = ["gke-node"]
allow {

protocol = "tcp"

ports = ["8080", "30000-32767"] # nopT pmomaTtky + NodePort range
}

}

3.4 Peanizanisg moayas Cloud SQL ta Secret Manager

Monynb db ctBoproe Cloud SQL inctanc PostgreSQL 15 6e3 my6miunoro IP,
reHepye BHUIAJIKOBUM mapoiip uyepe3 random password i kiage ioro y Secret
Manager. CepBicHuii akayHT gke-nodes-sa Mae poJib secretmanager.secretAccessor
(Po3zmin 2.5), ToMy pod’r MOXKYTh MPOYUTATH CEKPET 0€3 ’KOJTHOTO 3aiBOTO KiIH0Ya
[20]. OxpiM 1HCTaHCYy, MOJIYJIb TAKOXK CTBOPIOE pecypcu google sql database (6aza
nanux app_db) Ta google sql user (kopuctyBau app user) — BOHH (POPMYIOTH

MOBHY CXEMY IMiAKIIOYEHHS Ta Y JICTHHIaX HIXKY€ CKOPOUYEHI 3317151 KOMIIAKTHOCTI.

Jlictunr 3.11 — modules/db/main.tf (cexper)

resource "random_id" "suffix" { byte_length = 4 }

resource "random_password” "db_password" {
length = 16
special = false # yHukaemo npobnem y connection string

}

resource "google_ secret_manager_secret" "db_pass" {
secret_id = "db-password-${random_id.suffix.hex}"
project = var.project_id
replication { auto {} }

}
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resource "google secret_manager_secret_version" "db_pass_val" {
secret = google_secret_manager_secret.db_pass.id
secret_data = random_password.db_password.result

}

Incranc Cloud SQL nanmamrroBano Ha MmiHimanbhuii tier db-fl-micro, 6e3

nyOiiunoro [P — Tinbku npuBatHe minkimoueHHs yepe3 VPC Peering (Po3ain 3.2):

Jlictuar 3.12 — modules/db/main.tf (Cloud SQL)

resource "google sql database_instance" "main" {
name = "gke-pet-db-${random_id.suffix.hex}"
database_version = "POSTGRES_15"
region = var.region
deletion_protection = false # Tinbkun gnsa pet-project!
settings {
tier = "db-fl-micro"
ip_configuration {
ipv4_enabled = false # ny6bniyHmii IP BUMKHEHO
private_network = var.vpc_id # Tinbku npuBaTHUIN fJocTyn

}
}
}

3.5 Peauizanis moayas IAM

Monysp iam CTBOpIOE cepBicHMI akayHT gke-nodes-sa, Bugae oMy m'sTh
project-piBHeBUX poJiel 3a MPHHIMIIOM HalMeHIMX npuBiieiB (Tabmums 2.2) Ta
nanamroBye Workload Identity binding nyis Kubernetes Service Account web-app-
ksa y  namespace  default. [logatkoBo  Moayns  Bmukae  API
1amcredentials.googleapis.com uepes pecypc google project service — HeoOXiHa

ymoBa i1 kopekTtHoi poootu Workload Identity Federation.

Jlictunr 3.13 — modules/iam/main.tf (GSA + project-poui)

resource "google service_account"” "gke_sa" {
account_id = "gke-nodes-sa"
display_name = "GKE Nodes Service Account”

}

resource "google project_iam_member
project = var.project_id

gke_logging" {

role = "roles/logging.logWriter"

member = "serviceAccount:${google_service_account.gke_sa.email}"
}
# AHanoriyHo: monitoring.metricWriter, artifactregistry.reader,
# secretmanager.secretAccessor, cloudsql.client

KitouoBuit moment Zero Trust — binding poni workloadldentityUser, sikuii

no3Boisie Kubernetes Service Account web-app-ksa Buctynaru Big imeHi Google
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Service Account gke-nodes-sa. Ileit binding poOuUThCS HE Ha MPOEKT, a Ha cam

CEpBICHUH aKAyHT:

Jlictunr 3.14 — modules/iam/main.tf (Workload ldentity binding)

resource "google service_account_iam_binding" "workload_identity_binding" {
service_account_id = google_service_account.gke sa.name
role "roles/iam.workloadIdentityUser"
members = [
"serviceAccount:${var.project_id}.svc.id.goog[default/web-app-ksal"

]

}

3.6 Peaqizanist moay.s Artifact Registry
Halimenmmii Moaynb MpoekTy — cTBoproe oauH Docker-penosutopiit y

perioHi europe-west1 Ta moeprae ioro URL sx output mist CI/CD-kouBeepa [19]:

Jlictunr 3.15 — modules/registry/main.tf

resource "google artifact _registry repository” "my_repo" {
location = var.region
repository_id = "my-repo"
description = "Docker repository"
format = "DOCKER"
}

output "repo_url" {

value = "${var.region}-
docker.pkg.dev/${var.project _id}/${google artifact registry repository.my repo.reposi
tory_id}"
}

3.7 KonTeiiHepu3allisi 3aCTOCYHKY

3actocynok — Flask + Gunicorn + SQLAIchemy. O6pa3 3i6paHo uepe3
0araroetanHuii Dockerfile: Ha mepuiomy erami BCTaHOBIIOIOTHCS CUCTEMHI MAKETH
st kommisiiii psycopg?2 (gee, libpg-dev) ta 3anexxknocti Python y BipTyanbhe
CEepEeIOBHILIE; HAa IPYTOMY — KOIIIOETHCS JIUIIE TOTOBUI Venv Ta KOJ 3aCTOCYHKY,

0e3 IHCTpYMEHTIB 301pKH.

Jlictunr 3.16 — app/Dockerfile

# --- ETan 1: 36ipka ---

FROM python:3.11-slim as builder

WORKDIR /app

RUN apt-get update && apt-get install -y --no-install-recommends \
gcc libpg-dev && rm -rf /var/lib/apt/lists/*

COPY requirements.txt .

RUN python -m venv /opt/venv

ENV PATH="/opt/venv/bin:$PATH"

RUN pip install --no-cache-dir -r requirements.txt



38

# --- ETan 2: ®iHanbHuA obpas ---

FROM python:3.11-slim

WORKDIR /app

RUN apt-get update && apt-get install -y --no-install-recommends 1libpg5 && \
rm -rf /var/lib/apt/lists/*

COPY --from=builder /opt/venv /opt/venv

COPY app.py .

ENV PATH="/opt/venv/bin:$PATH"

RUN groupadd -g 1000 appgroup && \
useradd -u 1000 -g appgroup -s /bin/sh -m appuser

USER appuser

EXPOSE 8080

CMD ["gunicorn", "--bind", "0.0.0.0:8080", "--workers", "2", "app:app"]

CTBOpEHHS HEMPUBIICHOBAHOTO KOPUCTYBada appuser — 00OB'sI3K0Ba YMOBa
st 3amycky pod’a 3 runAsNonRoot: true y Kubernetes (Po3zmin 3.8). Gunicorn
BUKOpUCTOBY€EThCs 3amicTh Flask development server uepes production-roToBHICTS:
BiH OararonoTounuii 1 kopekTHo 00po0isie SIGTERM npu rolling update.

Y app.py peamizoBaHO TpHW HeTpuBianbHI pimieHHs. [lepmie — uynTaHHA

napoist 3 (aitity, 3MmontoBaHoro CSI Driver-om, a He 31 3MIHHOT OTOUYCHHS:

Jlictunr 3.17 — app/app.py (UutaHHsi CeKpeTy 3 aiiy)

def get secret(secret_name, default_value=None):
secret_path = f"/secrets/{secret_name}"
try:
with open(secret_path, 'r') as f:
return f.read().strip()
except IOError:
return default_value

DB_PASS = get_secret("db-password", "default_password")

Hpyre — lazy-inimianizarmis SQLAlchemy engine. Engine cTBoproeTbest He
npu ctapti Gunicorn, a ipu nepmomy HTTP-3anuri. [e ycyBae npobiemy crash-
loop, koo Gunicorn craprye mBuamie 3a sidecar cloud-sql-proxy i He Moxke

BCTAHOBUTH 3'€IHAHHSA 3 0a3010:

Jlictunr 3.18 — app/app.py (lazy DB init)

_engine = None
def get _engine():
global _engine
if _engine is None:
_engine = create_engine(DATABASE_URL, pool pre ping=True)
return _engine

Tpete — enanoint /healthz, skuit mopeptae 200 OK 3aBxau, SKII0 MpoIec

KUBUH, 0€3 mepeBipkH JocTymy A0 6a3u nanux. Lle npunnunoso: liveness probe He
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NOBMHHA 3aJeKaTH BiJ CTaHy 30BHINIHIX cepBiciB, 1Hakme Kubernetes
nepezanyckatume pod’W MpU THUMYACOBIM HEJAOCTYIHOCTI 0as3u, IO TUIBKU

MOTIPIINUTH CUTYAITIIO.

3.8 Po3pooka Kubernetes-manigecriB

VY nupekropii k8s/ 3i16pano n'ste Y AML-@daitnis: dependencies.yaml (KSA +
SecretProviderClass),  deployment.yaml,  service.yaml, ingress.yaml Ta
backendconfig.yaml. Po3rissHemo Kkiro4doBi.

Deployment micTuth 1Ba KOHTEWHepH y ogHoMmy Pod-i: ocHoBHHiT app Ta
sidecar cloud-sgl-proxy. SecurityContext peanizye mnpuniumu Cloud-Native
security 3 Po3miny 1: 3amyck Bim UID 1000, 3a6opona mpusiieiB ta read-only
kopeHeBa OC:

Jlictunr 3.19 — k8s/deployment.yaml (kito4oBi mapameTpu)

spec:
replicas: 2
template:
spec:
serviceAccountName: web-app-ksa
securityContext:
runAsNonRoot: true
runAsUser: 1000
fsGroup: 2000
containers:
- name: app
image: "europe-westl-docker.pkg.dev/.../my-app:latest”
ports: [{ containerPort: 8080 }]
volumeMounts:
- { name: secret-volume, mountPath: "/secrets", readOnly: true }
- { name: tmp-volume, mountPath: "/tmp" }
securityContext:
allowPrivilegeEscalation: false
readOnlyRootFilesystem: true

Tom tmp-volume Tuny emptyDir morpiben Tomy, mo Gunicorn mwiie
heartbeats y /tmp, a kopenea @C y Hac read-only. Ile knacuune noeananxs read-
only root + writable tmp mist morpumanHs npuHimny Immutable Infrastructure
(Pozmin 1.2.4).

Sidecar cloud-sgl-proxy ctBoptoe 3amudposanuii mTLS-tyrens 1o Cloud
SQL no npuBatHomy IP. Bin npus's3zyerbcs 1o localhost:5432 Bcepenuni Pod-a,
TOMY app 3BepTaeThcs a0 6a3u sik 1o DB HOST=127.0.0.1:
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Jlictunr 3.20 — k8s/deployment.yaml (cloud-sql-proxy sidecar)

- name: cloud-sql-proxy

image: "gcr.io/cloud-sql-connectors/cloud-sql-proxy:2.8.0"
args:

- "--private-ip"

- "$(DB_INSTANCE_CONNECTION_NAME)"
env:

- name: DB_INSTANCE_CONNECTION_NAME

value: "<INSTANCE_CONNECTION_NAME>" # nipcTtaBnaeTtbca y CI/CD

securityContext:

runAsNonRoot: true

allowPrivilegeEscalation: false

daiin dependencies.yaml mictuTh 1Ba 00'ektr: Kubernetes Service Account
3 aHOTaIli€x0 iam.gke.io/gcp-Service-account, sika BCTAaHOBITIOE 3B'130k KSA — GSA
st Workload Identity, ta SecretProviderClass, mo onucye, sikuil came CEKper 3

Secret Manager MOHTyBaTH:

Jlictunr 3.21 — k8s/dependencies.yaml

apiVersion: vl
kind: ServiceAccount
metadata:
name: web-app-ksa
namespace: default
annotations:
iam.gke.io/gcp-service-account: gke-nodes-sa@gke-petproject-
2026.iam.gserviceaccount.com
apiVersion: secrets-store.csi.x-k8s.io/v1l
kind: SecretProviderClass
metadata:
name: db-credentials-provider
spec:
provider: gke
parameters:
secrets: |
- resourceName: "projects/gke-petproject-
2026/secrets/<DB_PASSWORD_SECRET_ID>/versions/latest"
path: "db-password"

Service Ta Ingress BiANOBIAAIOTH 32 MAPUIPYTU3aLIII0 30BHIIIHBOTO TPAPIKY.
Service mae tun NodePort — 11e BuMora misi kopektHoi podotu GCE Ingress;
Ingress — knac gce. Kacromuuii health-check na /healthz onucano B okpemomy

BackendConfig i npus'si3ano uepes anoTaiito cloud.google.com/backend-config:

Jlictunar 3.22 — k8s/backendconfig.yami

apiVersion: cloud.google.com/v1
kind: BackendConfig
metadata:

name: web-app-backendconfig
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spec:

healthCheck:
checkIntervalSec: 10
timeoutSec: 5
healthyThreshold: 2
unhealthyThreshold: 2
type: HTTP
requestPath: /healthz
port: 8080

3.9 Peadqizania CI/CD-naiinnaitny B GitHub Actions
Workflow .github/workflows/cd.yml mae aBa jobs (DAG 3 Poszmimy 2.6).
['oGanpHuii 6JI0K env 30epirae CrujibHI 3HAYEHHS, 11100 YHUKHYTH MariyHuX psJIKiB

y KpOKax:

Jlictunr 3.23 — .github/workflows/cd.yml (env Ta Tpurrep)

name: Deploy to GKE

on:
push:

branches: [main]

env:
GCP_PROJECT_ID: "gke-petproject-2026"
TF_VAR_project_id: "gke-petproject-2026"
GKE_CLUSTER: "gke-pet-cluster"
GKE_REGION: "europe-westl-b"
TF_WORKING_DIR: "environments/dev"
K8S_DIR: "k8s"
IMAGE_NAME: "europe-westl-docker.pkg.dev/gke-petproject-2026/my-repo/my-app"

Job lint-and-scan BukoHye Tpu crarmuHi nepeBipku. Trivy ckepoBaHO 3
ignore-unfixed: true, 60 HeikcOBaHI Bpa3IUBOCTI HIYUM HE 3aPaIUTH B KO — II€

MOB1JIOMJICHHSI PO HEOOX1AHICTh OHOBJIEHHS 0a30BOT0 00pa3y:

Jictuur 3.24 — .github/workflows/cd.yml (Trivy scan)

- name: Run Trivy vulnerability scanner on Repo
uses: aquasecurity/trivy-action@master
with:
scan-type: 'fs'
scan-ref: .’
exit-code: '1'
ignore-unfixed: true
vuln-type: 'os,library'’
severity: 'CRITICAL,HIGH'

Job deploy motpebye cnemianbaux permissions: id-token: write mo3Bosie
GitHub Actions runner OTpUMATHU OIDC-token BIJ
token.actions.githubusercontent.com, sikuii MOTIM OOMIHIOETHCSI Ha acCCESS-TOKEH

GCP. bes uporo no3posry Workload Identity Federation He 3ampairtoe:
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Jlictuar 3.25 — .github/workflows/cd.yml (deploy job, auth)

deploy:
needs: lint-and-scan
permissions:
contents: 'read’
id-token: 'write' # o6oB'a3koBo AnAa WIF
steps:
- id: 'auth'
uses: 'google-github-actions/auth@vl'
with:

workload_identity provider: ${{ secrets.WORKLOAD IDENTITY_ PROVIDER }}
service_account: ${{ secrets.SERVICE_ACCOUNT }}

[Ticns  terraform  apply  BuOupatoteecs  output-u  moxyns  db
(instance connection name, db password secret i1d) Ta mijgcraBistoThCs yepe3 sed
y 3arnymku k8s-manidectiB — 1ie gemeBa anbrepHatuBa Helm/Kustomize nns

HEBEJIMKOI KIJIbKOCTI 3HAYEHB:

Jlictunr 3.26 — .github/workflows/cd.yml (sed Ta kubectl apply)

- name: Deploy to GKE
run: |

IMAGE_TAG=$(git rev-parse --short HEAD)

sed -i "s|...my-app:latest|${{ env.IMAGE_NAME }}:${IMAGE_TAG}|g"
k8s/deployment.yaml

sed -i "s|<INSTANCE_CONNECTION NAME>|${{ steps.terraform-
outputs.outputs.db_instance_connection_name }}|g" k8s/deployment.yaml

sed -i "s|<DB_PASSWORD_SECRET ID>|${{ steps.terraform-
outputs.outputs.db_password secret_id }}|g" k8s/dependencies.yaml

kubectl apply -f k8s/

kubectl rollout status deployment/web-app --timeout=10m || {

echo "::error::Rollout failed!"
kubectl get events --sort-by='.metadata.creationTimestamp' | tail -n 20
kubectl logs deployment/web-app -c app --tail=50 || true
exit 1
}
brok piarHocTuku y pasi nmaniHHg rollout — cyrreBuit MomeHT. kubectl

rollout status TaitmayTtuth uepe3 10 xBuiuH, 1 6€3 10AATKOBOTO BHUBOJY IMOJIIN Ta
noriB nedar momwiku 3a apredakramu GitHub Actions maiike HemoxuuBuid. e

dbparMeHT CyTTEBO CKOPOUYE Hac JIOKaji3ailii HECIPaBHOTO JICTIIOH.

3.10 HajamuryBaHHs CIIOCTEPEKYBAHOCTI

bazosa cnocrepexyBanicte GKE yBiMkHeHa npanopisimu logging config ta
monitoring_config y Jlictunry 3.8. Ilicmus mboro Bci jioru stdout/stderr konTelinepis
Ta METPUKU CUCTEMHHX KOMIIOHEHTIB aBTOMaTH4HO notpamisitoTs y Cloud Logging

ta Cloud Monitoring 6e3 n1o1aTkoBUX areHTiB [25].
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Jis rubmoro MOHITOPMHTY pOOOUYMX HaBaHTaXXeHb po3ropHyTo kube-
prometheus-stack yepe3 Helm. Ile open-source-ctek 3 Prometheus, Grafana, Node
Exporter Ta kube-state-metrics, sikuii BCTaHOBIIOETBCS CKPUIITOM Scripts/install-
monitoring.sh:

Jlictunr 3.27 — scripts/install-monitoring.sh (k1040Bi KPOKH)

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo update
kubectl create namespace monitoring --dry-run=client -o yaml | kubectl apply -f -
helm upgrade --install prometheus prometheus-community/kube-prometheus-stack \
--namespace monitoring \
--set alertmanager.enabled=false \
--set grafana.service.type=ClusterIP \
--set prometheus.prometheusSpec.serviceMonitorSelectorNilUsesHelmValues=false \
--wait --timeout 10m

[Tapamerp alertmanager.enabled=false Bumwukae Alertmanager — s
aKaJIeMIYHOT O MIPOEKTY JOCTaTHBO aJepTIB Cloud Monitoring.
grafana.service.type=ClusterIP 3anumae Grafana goctynHoro nuie yepes kubectl
port-forward, 106 ne Buctapisitu Ul B inTepHeT. JlocTyn po3podHuka: kubectl port-
forward svc/prometheus-grafana 3000:80 -n monitoring.

3.11 Peanizauist mexani3miB self-healing

Self-healing y mpoekTi gocsiraeThesi TpboMa MexaHizmMamu: readiness/liveness
probes y Deployment, rolling update sik cTpareris penizy Ta aBTOMaTHYHE
rescheduling Pod-iB npu BuTHCHEHHI Spot-HOIH.

Probes nanamroBano Tak, mo6 readiness pearyana mBuako (5 ¢ initialDelay,
10 ¢ period), a liveness — mnoBuibHIIIEe (15 ¢ initialDelay, 20 ¢ period). Taka
acumetpis MiHiMi3ye false-positive mepeszamycku HpU TUMYACOBUX 3aTPUMKAX

CTapTy:

Jictuur 3.28 — k8s/deployment.yaml (probes)

readinessProbe:
httpGet: { path: /healthz, port: 8080 }
initialDelaySeconds: 5
periodSeconds: 10
failureThreshold: 3
livenessProbe:
httpGet: { path: /healthz, port: 8080 }
initialDelaySeconds: 15
periodSeconds: 20
failureThreshold: 3
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Rolling update ctpareris Kubernetes 3a 3amoBuyBanHsM (maxSurge=25 %,
maxUnavailable=25 %) nns 1BOX peruiik o3Haudae, MO0 MPU OHOBIIEHHI CHOYATKY
CTBOPIOETBCS HOBA peIuTiKa, micis ycmimHoro readinessProbe — BumanseTncs
ctapa. Lle rapantye zero-downtime /i1 KOpUCTYBaYiB.

s Spot-Hon GKE mae BOynoBanumii mexani3m rescheduling: npu otpumanHi
noBiioMJieHHs Tipo BuTUCHeHHs (graceful shutdown 15 cexynn) Pod-u
3aBepmrytoThes KopekTHo depe3 SIGTERM Bin Gunicorn Ta mepenpu3Ha4arOThCS
Ha iHmy Homy workload-pool. ¥V moemnanHi 3 2 perurikamMu 1€ O3Ha4ae, IIo

KOPHUCTYBa4 HE IOMiYa€e BUTICHEHHS B3arali.

BucHoBOK

VY TperboMy poO3/iTi MOKPOKOBO pEaji3oBaHO BCl apXITEKTYpHI PIIICHHS:
n'ath Terraform-moayiB, KoHTeHHepHU3aIlito 3acTocyHky, Kubernetes-manidectu 3

niarpuMkoro sidecar Ta CSI Driver, a Takox CI/CD-konBeep Ha GitHub Actions.
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PO3A1JI 4
OLIHKA EOEKTUBHOCTI BITPOBA/I’KEHUX PILIEHb
4.1 Meroauka ouinroBanias Ta DORA-mMeTpukn
3a iHIyCTpilaJIbHUM CTaHJAPT OLIHIOBAaHHS e(heKTUBHOCTI DevOps-npakTuK y
po6orti mpuitasaTo yotupu Metpuku DORA [2; 13]: Deployment Frequency, Lead
Time for Changes, Mean Time to Recovery ta Change Failure Rate. 3a numu
METpUKaMU BCi KoMaH 1 Kinacu(ikyroTs y otupu kateropii — Elite, High, Medium

ta Low (Ta6mums 4.1).

Taomung 4.1
Kareropuzariis komany 3a metpukamu DORA [13]

Metpuka Elite High Medium Low

Deployment Frequency | On demand (> 1/TrxneHs — 1/micstis — 1/6 < 1/6 mic
K1TbKa/IICHB ) 1/micsaup Mic
Lead Time for Changes ' <1 rox 1 nenp—1 1 Twxnens — 1 > | Micsmp
TWKICHD MiCAIb
Mean Time to Recovery @ <1 rox <1 neHn 1 neup — 1 > | TIKIEHb
THXJICHb

Change Failure Rate 0-15% 16-30 % 16-30 % 46-60 %

ExcnepumenTanbpHe cepeloBHINE — OCHOBHA TijIka main pero3utopito gke-
terraform-project. [Ixepena BumiproBanb: timestamp-u GitHub Actions runs (st
Lead Time ta Deployment Frequency), kubectl events Ta noru Pod-iB (st MTTR),
icropis failed workflow runs (mns Change Failure Rate). [Inst BinTBOproBaHOCTI
KOYXHE BUMIPIOBAHHS 3/IIICHEHO HOHAWNMEHILIE TPUYI.

Hns nBox metpuk (Lead Time ta Deployment Frequency) moxnuBe sk
(dakTUYHE BUMIPIOBAaHHS 32 ICTOPIEI0 JAEMJIOIB, TaK 1 OLIIHKA BEPXHbOI MEXI 3a
TEXHIYHUMU XapaKTepUCTUKaMU KOHBeepa. Y poOOTI HaBeIeHO OOW/IBa 3HAUCHHS 3

MO3HAYKOI0 «(AaKTHUUHE» / «TEXHIYHA CITPOMOMKHICTBY.

4.2 TpuBaJicTbT BIPOBA/’KEHHS 3MiH

Lead Time for Changes — wuac Bix mMomeHTy git push y rinky main a0
MOMEHTY, KOJIM 3MIHa JOCTYIIHA KOpHUcTyBauaM y production. Y KOHTEKCTI NPOEKTY
1le cymMa 4acy BHKOHaHHs JBoX jobs y workflow Deploy to GKE: lint-and-scan ta

deploy.
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3a JaHMMU BUKOHAHHS KOHBEEPA y TECTOBOMY MEPi0/i OTPUMAHO TaKi TUIIOBI
3HaueHHA. 3MIHU JIUIIE Y KO/l 3aCTOCYHKY (mpaBka app/app.py abo Dockerfile, 6e3
OHOBJICHHS 1H(PACTPYKTYypH) MPoxosaTh 3a 8—12 xBwmmH: lint-and-scan ~2-3 xs,
terraform apply 6e3 diff ~1 xB (no-0p), docker build + push ~3-5 x8, kubectl rollout
status 3 readinessProbe ~1-2 xB. 3MiHU B iHPpacTPpyKTypi (HAIPHUKIA, JOJABAHHS
HOoBoro moayis Terraform) TpuBaroTh qoBIle — 2540 XBUIIMH, IEPEBAXKHO Yepe3
yac ctBopeHHs/oHOBIeHHS pecypciB GCP (Cloud SQL incranc — mo 15 xB, GKE
node pool — 5-10 xB).

Oo6wuaBa miama3zonu (8—12 xB ta 25-40 xB) ykiagaioTbes B kateropito Elite 3a
DORA (< 1 romuna). lle xapakrtepHa mnepepara cloud-native cTeky: KepoBaHi
cepBicu GCP po06asiTe 0OCHOBHY po0OOTY 3a JiueHi xBuiuHu, a CI/CD-koHBeep goae

MIHIMYM HaKJIaJIHUX BUTpAT.

4.3 HactoTa po3ropTaHHs

Deployment Frequency — gacToTa yCHilIHUX po3ropTadb y production. ¥
CIIPOEKTOBAaHOMY KOHBE€Epl KOXKEH push y main Tpurreputs IEIUiOod, TOMY I
MEeTpHKa HEe 0OMeKeHA TEXHIYHO — JIUIIE aKTUBHICTIO PO3POOHHUKA.

3a paKkTUYHOIO CTATUCTUKOIO TECTOBOTO Nepioay (OAUH pO3pOOHUK, AKTUBHA
po3poOKa) cepeaHs yacTtoTa csraja 1-3 AemioiB Ha JIeHb Yy JIHI aKTHUBHOTO
nporpamyBaHHs Ta 0 y Buxini. Lle BignmoBizae BepxHiit Mexi kateropii High ta
HwkHiA Mexi Elite 3a DORA. Texniuna cipoMoXxHICTh KoHBeepa — on demand
(multiple deploys per day), mo cama o co6i € kateropieto Elite.

Jlns akajgeMiduHOro pet-project e € IUIKOM JOCTaTHIM pe3ysibTaToM. Y
CIieHapii MOBHOIIIHHOT KOMaH/IM TOW caMUil KOHBEEP BUTPUMYE JIECATKH JICTIIIOIB Ha

neHb: bottleneck-om crane abo code review, abo kuIbKicTh Spot-HOI y node pool.

4.4 Cepenniii uac Bigznosjiennss (MTTR) Ta self-healing

Mean Time to Recovery (MTTR) — cepenHili 4ac BiJHOBJCHHS CEpBICY
nicis iHnuaeHty. [t nepesipku self-healing-mexaniamiB nmpoekty 3Mo/1€7b0BaHO
TPH THUIOBI 3001:

Cuenapiii 1. Bupanenns Pod-a: kubectl delete pod web-app-XXXXX.
OuikyBaHna moBefqinka — ReplicaSet mutTeBo cTBOproe HOBUM Pod, sxuit micis

npoxojikeHHs readiness probe mpuiiMaeThesi OanaHCyBaJIbHUKOM. BUMipsiHUiA yac
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BiJl BUJIAJIEHHS JI0 MTOBHO1 AocTynmHOCTI — 12—18 cexyHnp (mepemayciMm 3a paxyHOK
initialDelay=5 c readinessProbe).

Cuenapiti 2. Cumynsmist 30010 3actocyHky: kubectl exec ... -- kill 1 y
KOHTeiHepl app. Liveness probe BusBise 301 3a 2040 cexkynm — probe
HajamroBano 3 period 20 c i failureThreshold 3, Tomy kubelet mepesamyckae
KOHTEHHEep MIC/s MepIIoi-Apyroi HeBaayl. 3arajJbHUN Yac BITHOBJICHHS — 25-45
CEKYH]I.

Cuenapit 3. BurtucHenns Spot-noau: kubectl drain <node>. Pod-u
nepexoaaTh y craryc Terminating, scheduler mpusHauae ix Ha pe3epBHy Homy. Yac
nepesanycky — 30—60 cekyH/1, 3aJIe)KHO BiJI HASIBHOCTI 00pa3y y Kelll HOAH.

VY Bcix TpbOX cleHapiax 3a paxyHok replicas: 2 y Deployment Ta
HanamryBadb RollingUpdate (maxUnavailable: 25 %) cepBic 3amumiaerbes
JOCTYITHUM JUIsl KOPUCTyBada — HOBA PEIUIIKa rOTOBa JI0 Mpuiiomy Tpadiky A0
TOTO, SIK CTapa OCTATOYHO NpUNHUHWIA poOoTy. lle o3Hayae, M0 HABITH Mij yac
nepe3anycky Pod-a 30BHINIHIHM KIIEHT HE MOMiYae iHIUASHTY, 1 user-facing MTTR
(baKTHUYHO TOPIBHIOE HYIIIO.

Metpuka MTTR 3a kareropusamieto DORA (Taomumg 4.1) — Elite (< 1

rOJINHA).

4.5 Koedinienr 360iB mix uyac 3min (Change Failure Rate)

Change Failure Rate — BifgcOTOK po3ropraHb, IO MPU3BEIHA J0 JCTCHITY
cepBicy Ta BuUMaraiu Binkoty abo hotfix. 3a TectoBuii mepios 3adikcoBaHO TpH
tunu Henaaux workflow runs:

1. Trivy detect CVE — OnokyBanHs Ha etami lint-and-scan; 10
production >xogHuUX 3MiH He noxoauTh. lle He BBakaeThcs change failure,
OCK1IbKH production 3amuIIaeThCs y CTab1IbHOMY CTaHI.

2. Terraform apply error — mepeBakHO MPH NEPIIUX 3aMycKax MiCIs
3MIHM MOAYJIB (MOMUIIKH 3alie)KHOCTEH MK pecypcamu). Bumpasieno
MOBTOPHUM apply micist mpaBKU KOy .

3. kubectl rollout status timeout — HaAKPUTHYHIIINA BUITAJOK: HOBUM
Pod ne mpoxoauth readiness probe (Hampukian, yepe3 MOMUIKY B KOl
app.py). biok miarHoctuxku y workflow (Po3nin 3.9) aBTomMaTH4HO BUBOJIUTH

kubectl events Ta jioru, o 103BOJSE JIOKATI3yBaTH MPUUMHY 32 XBUIIMHHU.
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®axtnunuii Change Failure Rate 3a TectoBuii nepion ouineno B 5—10 %, o
Biamnosinae kateropii Elite 3a DORA (0—15 %). KittouoBy poJib y TpUMyBaHHI IIOTO
NOKa3HHKa Bigirpae job lint-and-scan, sikuii 6510Kye OUITBITY YacTUHY OYEBHIIHUX

MTOMUJIOK JIO TOTO, SIK BOHM JIMAYTh J10 production.

4.6 AHaJi3 CyKYIIHOI BAPTOCTI BOJIOJiHHS

MicsiuHy BapTiCTh BOJIOAIHHS 1H(GPACTPYKTYPOIO PO3paX0OBaHO 3a TapubaMu
Google Cloud Pricing Calculator cranom Ha TpaBeHb 2026 pOKYy mJis PETiOHY
europe-westl [16]. Po3paxynok HaBeneno y Taommii 4.2.

Taomung 4.2
Micsiuna BapTicTh KoMIoHeHTIB iH(pacTpykTypu (USD, perion europe-westl)
Kommnonent Kondirypauis Bapricts IIpumiTka
GKE control plane 1 30HaBHUI KIaCTED $72,00 $0,10/rom x 720 rox
Workload-pool 2 x e2-standard-2, Spot = =~ $14,00 Spot ~ —91 % Bix on-demand
System-pool 1 x e2-standard-2, on- ~ $48,00 $0,067/rom x 720 rox
demand
Cloud SQL db-f1-micro, 10 TG ~ $9,00 Haiinemesmmii tier PostgreSQL
HDD
Cloud NAT 1 mro3 ~$1,50 $0,044/ron + MiHIMaTBHUIA
Tpadix
Cloud Storage (state) <1 I'b, Standard <$0,10 Maiixe Ge3KOIITOBHO
Artifact Registry < 1TI'b ob6pasis ~ $0,10 $0,10/T'B/micsp
Cloud V mexax Free Tier $0,00 50 I'B 1oriB GE3KOIITOBHO

Logging/Monitoring

Network egress Axanemiune ~$1,00 [epmri 1 I'b 6e3komToBHO
HaBaHTAXKEHHS

Bceroro ~ $145,70 [epepuiieHHs Or0KETY HA = 46
%

dakTUYHA BapTICTh TEPEBHINy€E 3aruiaHoBaHuil Oromker $100/micsamp —
nepeBakHO 3a paxyHok GKE control plane ($72/mic) ta system-pool Hoau ($48). ¥
MIPOMHUCIIOBUX TpoeKTax (ikcoBaHa IfiHa control plane He € CyTTEBUM YHMHHUKOM,
ane Juist akagemiyHoro pet-project e 80 % Oromxery. Cepell MOKIMBUX HANPSIMKIB
ormrumi3anii: nmepexigy Ha GKE Autopilot — control plane 6e3komToBHuUM, omiaTa
auie 3a pecypen Pod-iB; ckopodenHs system-pool mo 1 X e2-small ($15/mic);

Bukopuctanus preemptible Cloud SQL a6o mepexina Ha in-cluster Postgres.
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Oxpema mepeBara aBTomMaTH3alii — rapaHToBaHe terraform destroy Ha
3aBepIleHHd poOodoro AHS. Y clieHapii, Kojau 1HQpacTpyKTypa MiJHIMAETbCS Ha
nepiof TecTyBaHHS (4 roauHW/IEeHb X 22 poboul 1H1), (haKTHYHA BapTICTh

3MEHIIYETHCS TPOIMOPIiHHO — mpuOau3HO 10 $20/MicsIib.

4.7 IlopiBHSIHHSI ABTOMAaTH30BAHOI'0 TA PYYHOI'0 PO3rOPTAHHA
[Ilo6 00'€eKTUBHO OIIIHUTH BHECOK aBTOMATH3allii, BUKOHAHO YSIBHE
TIOPIBHSHHA 3 PYYHHM PO3TOPTaHHSIM THX CaMUX pecypciB depe3 gcloud-komanau
ta Google Cloud Console Ul. Kputepii Ta pe3ynabratn — y Tabmui 4.3.

Taomurg 4.3

PydHe vs aBTOMaTHU30BaHe pO3rOpTaHHA

Kpurepii

Yac nepuoro
pO3ropTaHHs

Yac noBTOpHOTO
pO3ropTaHHs

HmoBipHIiCTH IFOICHKOT
IIOMUWJIKH

[ToBTOprOBaHICTH ¥

dev/staging/prod

JlokymeHTarrist

Code review

1HPPACTPYKTYpHHUX
3MiH

AynuT 3MiH

Yac BiZHOBJIECHHS ITICIIA
karactpodu (DR)

Pyune (gcloud + Console)

3—4 romunHy (1)1 JOCBITYEHOTO
DevOps)

1-2 roguHu

Bucoxka (3a0yTHif KpoK,
HenpasmwisHUH [P/CIDR)

He rapanroBana

OkpeMuii JOKYMEHT, 10 LIBUIKO
3acrapiBae

Hemoxnusuit

JInme soru Cloud Audit

T'oguan — nHi

ABtomatnune (Terraform +
Cl1/CD)

25-30 xB (terraform apply +
nepmuii CI/CD run)

8-12 xB (omuH push y main)
HynsoBa — TinbKH Te, M0 B KO
100 % — xomisg environment-
JUPEKTOPil

Kon € mokymeHrariiero

Uepes 3puuaiinuii pull request

Git history + Cloud Audit

Xsununi: terraform apply

SIKicCHMIT BUCHOBOK: aBTOMATHU3aIlisl CKOPOUYE Yac MOBTOPHOTO PO3TOPTAHHS
Ha TIOPSIIOK (3 TOAWH 1O XBWIMH), YCYBa€ JIIOJACHKUNA (akTop Ta poOUTH
IUCHUIUIIHA — 3

1H(GPACTPYKTYpy TMOBHOLIHHUM OO0'€KTOM  1HKEHEPHOI

BEpCIOHYBaHHM, code review, TeCTaMH Ta ayIUTOM.

4.8 Anaui3s 0e3nexkun
besneky cuctemMu mepeBipeHO 3a YOTHUpMa IpylNaMu KPUTEPIiB: CTATUUHHMA

anam3 koxay, ayaut IAM, notpumanns CIS Benchmark for GKE ta aynut cexperis.
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Trivy filesystem scan Ha KOpiHb pEMO3UTOPII0 (BUMOra severity:
CRITICAL,HIGH, ignore-unfixed: true) y TecToBOMy mepioi cTabiIbHO TOBEPTAE
exit-code 0 — sxoxnoi Bimomoi CVE 3 npuiiHATAM TaTyeM y 3aJeKHOCTX. Lle
MmiATBEpKye nieBicTh shift-left security: mpoGaemu noBnarecs no toro, sk CVE
noTparuisie B production [15].

IAM audit Bukonano komanaoro gcloud asset search-all-iam-policies --asset-
types=iam.googleapis.com/ServiceAccount. Pe3ynbrar — cepBicHUN akayHT gke-
nodes-sa mae piBHO T'sATh project-piBHeBux poieit (logWriter, metricWriter,
artifactregistry.reader, secretAccessor, cloudsql.client) Ta ogun account-piBHEBUI
binding (workloadldentityUser nns web-app-ksa). Koanoi nagmipHoi pomi Tumy
editor abo owner He 3adikcoBaHo — npuHIMN PoLP noTtpumano.

Hotpumanns CIS Benchmark for GKE nepeBipeHo 3a necsiTbMa KIIFOUOBUMHU
NyHKTaMU: NpUBaTHUM Kiactep 3 private nodes; yBimkHeHo Workload Identity;
BiIKiIIOUeHO legacy authentication paths; master authorized networks config
HanamroBano 3 CIDR 0.0.0.0/0 mnst GitHub Actions runners — HeoOXigHMiA
KoMITpoMmic i pet-project 3 nuHamiunumu [P-anpecamu CI/CD-arentiB; pod’u
3amyckaroTbes Bif HenpusiieiioBanoro UID 1000 3 readOnlyRootFilesystem Ta
allowPrivilegeEscalation: false; cekperu noctasisitorbes yepe3 Secret Manager CS|
Driver 3amicts Kubernetes Secrets; Cloud Logging yBiMmkHEHO AJis1 ayauTy control
plane; Bukopucrano Spot-nomum 3 graceful shutdown. VYci gecsaTe mTyHKTIB
JTOTPUMAHO.

AymuT cekpeTiB BUKOHAHO kKoMaH 1010 gcloud iam service-accounts keys list
--lam-account=gke-nodes-sa@... OudikyBaHHII pPe3yJIbTaT — MOPOKHIA CITHCOK
(kepoBani Google wmoui He TmOKa3ywoThes). lle o3Hagae, MO KOTHOTO
excioproBaHoro JSON-kiroua He icHye: aBTeHTH(ikawist CI/CD 3maiiicHIO€ThCS
yepe3 WIF, aprentudikainis nmoaiB — uepe3 Workload Identity. Taka apxitektypa

MTOBHICTIO BiANOBi1a€ BUMoram Zero Trust [15].

BucHoBok

VY yerBepTOMY pO3ALIl KUIBKICHO OI[IHEHO €(EeKTUBHICTh CHCTEMH 3a
metpukamu DORA, npoBenieHo aHami3 BapTocTi iHPPACTPYKTYPH Ta MOPIBHSHHS 3

PYYHHUM pO3TOpTaHHAM. be3nexkoBuil ayAuT MIATBEPAMUB BIAMOBIIHICTH BUMOTAM

CIS Benchmark for GKE.
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3AT'AJIBHI BUCHOBKM 110 POBOTI

1. ¥ pobGoti cnpoekToBaHo Ta peanizoBaHo pedepercHy Cloud-Native
mwiatgopmy Ha Google Cloud Platform ans aBTomMatnzoBaHoro posroprants web-
3acTocyHKy 31 stateful-3anexnictio (Cloud SQL PostgreSQL 15). IToctaBieny mety
JIOCATHYTO B TIOBHOMY 00CSI31.

2.V mepuioMy po3aii mpoaHaai3oBaHo TeopeTryHi 3acaau DevOps, KITFo4oBi
napagurmu aBTomarusanii — CI/CD, laC, GitOps, Immutable Infrastructure — ta
xmapHi cepBicu GCP. O6rpynroBano Bubip Google Cloud Platform nHa ocHoBi
migepctBa y Kubernetes-ekocuctemi, 3pinocti Workload Identity Federation Tta
JIOCTYITHOCTI aKaJeMIYHOTO KPEAUTY.

3. V apyromy posaini chopMynboBaHO CIM (DYHKI[IOHAJIBHUX Ta II'SITh
HEe(YHKIIIOHAJIbHUX BHUMOT JI0O CHUCTEMH, OOpaHO CTEK TEXHOJIOTIH 13 aHaIi30M
aIbTEPHATUB 1O KO)KHOMY 1HCTPYMEHTY, CIIPOEKTOBAHO MEPEKEBY TOMOJIOTIIO 3
deny-by-default 6panamayepom, Moaens ineHTu(ikamii Zero Trust Ta apxiTEKTypy
CIl/CD-xoHnBeepa y Buriszi qsoerantoro DAG.

4. Y tperboMy po3aul peanizoBaHo n'sate Terraform-moaynis (vpe, iam, db,
gke, registry), kouteiinepu3oBaHo Flask-3actocyHok i3 0araroeranmnum Dockerfile,
po3pobneHo Kubernetes-manidectu 3 sidecar cloud-sql-proxy ta Secret Manager
CSI Driver, namamroBano GitHub Actions workflow 3 Workload Identity
Federation. [1epeBipeHO 1OTpMMaHHS BCiX ceMH (YHKITIOHATHHIUX BUMOT.

5. Y uerBepTOMY pPO3/IiJIl CUCTEMY OIIHEHO 3a yoTupMa meTpukamu DORA.
Lead Time for Changes cknanae 8—40 xBuiuH, Deployment Frequency — 10 Tprox
neroiB Ha aeHb, MTTR — 12-60 cexynn 3aBmsku self-healing mexanizmam
Kubernetes, Change Failure Rate — 5-10 %. Yci 4oTupu METpHKH BiJOBITAIOThH
kareropii Elite 3a knmacudikariero DORA.

6. OTpuMaHoO Takl npakTu4Hi pe3ynbratu. [lo-nepie, ycs iHPpacTpykTypa
MiTHIMAETBCA OJHIEI0 KoMaHAow terraform apply 3 Hyns B mopoxkabomy GCP-
npoekti. [lo-gpyre, y cucrtemi BIACYTHIA OyAb-SIKHH JOBIOCTPOKOBUHM KIIIOY
cepBicHoro akayHta — Hi y Git, Hi y GitHub Secrets, i Bcepeauni Pod-a. [To-TperTe,

aynmut CIS Benchmark for GKE migTBepauB noTpuMaHHS AECSITH TEPEBIPEHUX
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nyHKTIB Oe3neku. [lo-ueTBepTe, pakTHuHI BUTpATH Ha 1HOPACTPYKTYPY NPHU PEKUMI
poboTtH 4 ToJI/IeHb CKIIaIaoTh 0JM3bK0 $20/MicsITb.

7. Bu3HaueHO MPiOPUTETHI HAMPSMKH IOJATBIIOTO PO3BUTKY: MEpexil Ha
GitOps 3 Argo CD ans nekinapaTUBHOTO YNPaBIiHHS KIACTEPOM; BIIPOBAIKCHHS
multi-zone koudirypamii GKE nmas miaBuilieHHS BiIMOBOCTIMKOCTI; Iepexii Ha
GKE Autopilot s 3HMKEHHS ONEpaliifHAX BUTPAT; AOJAaBaHHS canary-cTparerii
gyepe3 Argo Rollouts.

8. PeamizoBanuii mpoekr gke-terraform-project € BigKpUTHEM ~Ta
BiaTBOproBanuM mabnonoMm Cloud-Native miargopmu, NpuaaTHUM SK HaBYAIbHUAN

pecypc 1 sIK BiAIpaBHa TOYKA sl BAPOOHUYUX PO3rOpTaHb y KOMaHAaxX OyAb-SKOIro

po3Mmipy.
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JOJATOK A

Kondgirypauis cepenouina posropranns (environments/dev)

A.1 environments/dev/main.tf

module "vpc" {

source = "../../modules/vpc"
project id = var.project id
network name = "main-vpc"
region = "europe-westl"

# Posumpeno 3 /28 (mmme 14 IP!) mo /24 (254 IP).
# /28 Buuepnyerbcsa 3 HOmaMu + CUCTeMHuMMM podamMy 1 HOB1 HOOM He oTpuMmyoTb IP.
subnet cidr = "10.0.0.0/24"

pods_cidr = "10.1.0.0/20"
services cidr = "10.2.0.0/24"

}

module "iam" {
source = "../../modules/iam"

project id = var.project id

module "db" {
source = "../../modules/db"

project id = var.project id

vpc_ id module.vpc.network id

region = "europe-westl"

module "gke" {
source = "../../modules/gke"

project id = var.project id

region = "europe-westl-b"

network name = module.vpc.network name
subnet name = module.vpc.subnet name

pods_range name = "k8s-pods-range"

services range name "k8s-services-range"

service account email = module.iam.sa email

db_instance connection name = module.db.instance connection name
db name = module.db.db name

db user = module.db.db user

db password secret id = module.db.db password secret id

module "registry" {
source = "../../modules/registry"
project id = var.project id

region = "europe-westl"

56



A.2 environments/dev/variables.tf

# environments/dev/variables.tf

variable "project id" {
description = "The ID of the Google Cloud project"
type = string

A.3 environments/dev/backend.tf

terraform {
backend "gcs" |

bucket = "gke-petproject-2026"

prefix = "terraform/state"

# Inms GJokyBaHHA CcTaHy (state locking) moTpifHO PO3KOMEHTYBATWM/HAJAWTYBATN:

# Google Cloud Storage 3a 3aMoOBUyBaHHAM ninTpmmye state locking, momaTkosi
HaJjlamTyBaHHA DynamoDB (ax y AWS) He norTpibHi,

# aje BapTO BHeBHMTHMCS, WO y Oaxkeri yBimxHeHo Object Versioning (ue po®uTbcs Ha
piBH1 cTBOpeHHs OakeTa, He B caMoMy backend.tf)

}

A.4 environments/dev/providers.tf

provider "google" {
project = "gke-petproject-2026" # BcTarTe ckoniroBaHmy ID
region = "europe-westl" # Bama OaxaHa Jokalisg

provider "google-beta" {
project = "gke-petproject-2026"
region = "europe-westl"

A.5 environments/dev/outputs.tf

output "db instance connection name" {
description = "The connection name of the Cloud SQL instance."

value module.db.instance connection name

output "db password secret id" {
description = "The ID of the Secret Manager secret containing the DB password."
value = module.db.db password secret id

A.6 environments/dev/versions.tf

terraform ({

required version = ">= 1.5.0"
required providers {
google = {
source = "hashicorp/google"
version = "~> 5.0"

}

google-beta = {
source = "hashicorp/google-beta"
version = "~> 5.0"



random =
source
version

{

"hashicorp/random"
"N> 3.6"
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JIOJIATOK B

Buxignuii kox Terraform-monyJiiB
b.1 modules/vpc/main.tf

# 1. CrBopenHs VPC
resource "google compute network" "main" {
project = var.project id

name var. networkiname

auto create subnetworks = false

# 2. CrBopeHHsa nimvmepexi (Subnet)
resource "google compute subnetwork" "private" {

project = var.project id

name = "${var.network name}-private-subnet"
ip cidr range = var.subnet cidr

region = var.region

network = google compute network.main.id
private ip google access = true

secondary ip range {
range name = "k8s-pods-range"
ip cidr range = var.pods cidr

}

secondary ip range {

range name = "k8s-services-range"
ip cidr range = var.services cidr
}
}
resource "google compute router" "router" {
project = var.project id
name = "${var.network_name}—router"
region = var.region

network = google compute network.main.id

resource "google compute router nat" "nat" {
project = var.project id
name = "${var.network_name}—nat"
router = google compute router.router.name
region = var.region
nat ip allocate option = "AUTO ONLY"
source subnetwork ip ranges to nat = "ALL SUBNETWORKS ALL IP RANGES"

resource "google compute global address" "private ip address" ({

project = var.project id
name = "google-managed-services-${var.network name}"
purpose = "VPC_PEERING"
address type = "INTERNAL"
prefix length = 16
network = google compute network.main.id
}
resource "google service networking connection" "private vpc connection" {

network = google compute network.main.id
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service

= "servicenetworking.googleapis.com"

reserved peering ranges = [google compute global address.private ip address

Bb.2 modules/vpc/variables.tf

# modules/vpc/variables.tf

variable "project id" {

description =
type =

"The ID of the Google Cloud project"
string

variable "network name" {

description =
type =

"The name of the VPC network"
string

variable "subnet cidr" {

description =
type =

"CIDR range for the primary subnet (Nodes)"
string

variable "pods cidr" {

description =
type

"CIDR range for Pods (secondary range)"
string

variable "services cidr" {

description =
type =

"CIDR range for Services (secondary range)"
string

variable "region" {

description =

type
default

"GCP Region"
string
"europe-westl"

b.3 modules/vpc/outputs.tf

output "network |

description =
value =

#

output "network

description =

value

output "network

description =
value =

name" {
"The name of the VPC being created"
google compute network.main.name

idll {
"The ID of the VPC being created"
google compute network.main.id

self link" {
"The URI of the VPC being created"
google compute network.main.self link

.name]

60



61

output "subnet name" ({
description = "The name of the subnet being created"
value = google compute subnetwork.private.name

output "subnet region" {
description = "The region where the subnet is created"

value = google compute subnetwork.private.region

b.4 modules/iam/main.tf

resource "google service account" "gke sa" {
account id = "gke-nodes-sa"
display name = "GKE Nodes Service Account"

resource "google project iam member" "gke logging" {
project = var.project id
role = "roles/logging.logWriter"
member = "serviceAccount:${google service account.gke sa.emaill}"

resource "google project iam member" "gke metrics" {
project = var.project id
role = "roles/monitoring.metricWriter"
member = "serviceAccount:${google service account.gke sa.email}"

resource "google project iam member" "artifact registry" {
project = var.project id
role = "roles/artifactregistry.reader"
member = "serviceAccount:${google service account.gke sa.email}"

# IozBin mns GSA uMTaTHU CeKpeTu

resource "google project iam member" "secret accessor" {
project = var.project id
role = "roles/secretmanager.secretAccessor"
member = "serviceAccount:${google service account.gke sa.emaill}"

# Ioseimnm mng GSA nigkjaouarmcsg o Cloud SQL

resource "google project iam member" "cloudsqgl client" {
project = var.project id
role = "roles/cloudsgl.client"
member = "serviceAccount:${google service account.gke sa.email}"

# Babesneuye pobory Workload Identity

resource "google project service" "iam credentials" {
project = var.project id
service = "iamcredentials.googleapis.com"

disable on destroy = false

# KmouoBmit MoMeHT Zero-Trust: JossosseMo KSA (web-app-ksa) niatm ax GSA (gke-nodes-sa)
resource "google service account iam binding" "workload identity binding" ({

service account id = google service account.gke sa.name

role = "roles/iam.workloadIdentityUser"



members = [
"serviceAccount:${var.project id}.svc.id.goog[default/web-app-ksal"

B.5 modules/iam/variables.tf

variable "project id" {
description = "ID GCP Service Account"
type = string

b.6 modules/iam/outputs.tf

output "sa email" {
value = google service account.gke sa.email

output "sa id" {
value = google service account.gke sa.name

B.7 modules/db/main.tf

resource "random id" "suffix" {
byte length = 4

# 1. YBimkxHeHHa Secret Manager API
resource "google project service" "secret manager" {
project = var.project id

service "secretmanager.googleapis.com"

disable on destroy = false

# 2. T'eHepalls BMIAOKOBOTO IapoOJs
resource "random password" "db password" {

length = 16
special = false # o6 yHuUkHyTM npobiyem B URL ninkjouyeHHS
}
# 3. CrBopenHsa "Ceinba" (Secret)
resource "google secret manager secret" "db pass" {
secret_id = "db-password-${random id.suffix.hex}"
project = var.project id
replication {
auto {}
}
depends on = [google project service.secret manager]
}
# 4. ToxjacTty naposb y "Ceitdp" (Secret Version)
resource "google secret manager secret version" "db pass val" {
secret = google secret manager secret.db pass.id
secret data = random password.db password.result

# 5. Cloud SQL IxcTaHc (PostgreSQL)
resource "google sqgl database instance" "main" {



name = "gke-pet-db-${random id.suffix.hex}"
database version = "POSTGRES 15"
region = var.region
project = var.project id
deletion protection = false # Tinpxm mna Pet Project!
settings {

tier = "db-fl-micro" # HarnmewerBunii BapiaHT

ip configuration ({

ipv4 enabled = false # BumMmmkaemo nyosiunumt IP (Besznekal!)

private network = var.vpc id # Tinexm npuBaTHUI ZocTyn 3 VPC

# 6. CrBOpeHHs 0asuM Ta KOpPUCTyBauda
resource "google sgl database" "database" {

name "app db"

instance = google sqgl database instance.main.name

project = var.project id

resource "google sgl user" "users" {
name = "app_user"

instance = google sqgl database instance.main.name

password = random password.db password.result
project = var.project id

b.8 modules/db/variables.tf

# modules/database/variables.tf
variable "project id" {

description = "ID Bamoro npoekTy Google Cloud"
type = string

variable "region" {

description = "Perion mns 6as3m maHuX (Hanpukiazn, europe-westl)"

type string

variable "vpc_id" {
description = "ID mepexi VPC (BepeTbcs 3 MOIyJsd
type

string

b.9 modules/db/outputs.tf

output "instance connection name" {
description = "The connection name of the Cloud

value = google sqgl database instance.main

output "db name" {
description = "The name of the database."
value = google sqgl database.database.name

VPC) "

SQL instance."
.connection name
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}output "db user" {
description = "The name of the database user."

value google sqgl user.users.name

output "db password secret id" {
description = "The ID of the Secret Manager secret containing the DB password."
value = google secret manager secret.db pass.secret id

b.10 modules/gke/main.tf

# 1. Cam Knactep (Control Plane)
resource "google container cluster" "primary" {
provider = google-beta

name = "gke-pet-cluster"
location = var.region

initial node count =1
remove default node pool = true
deletion protection = false

network var.network name

subnetwork = var.subnet name

ip allocation policy {

cluster secondary range name = var.pods range name

services_secondary_range_name = var.services_range_name

private cluster config {

enable private nodes = true
enable private endpoint = false
master ipv4 cidr block = "172.16.0.0/28"

master authorized networks config ({
cidr blocks {

cidr block = "10.0.0.0/8"
display name = "VPC CIDR"

}

cidr blocks {
cidr block = "0.0.0.0/0"

display name "GitHub Actions"

# Bummkaemo Cloud Operations Suite (Logging & Monitoring)
logging config ({
enable components = ["SYSTEM COMPONENTS", "WORKLOADS"]

monitoring config ({
enable components = ["SYSTEM COMPONENTS"]

# YBimkxueHHs Workload Identity
workload identity config ({
workload pool = "${var.project id}.svc.id.goog"
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# Iossosnsae BuxopucTanHAa CSI gmparbeepy HOJiA ynpaBiliHHA Oe3NedYHMM MOHTYBAHHAM CEKpeTis
secret manager config {
enabled = true

resource "google container node pool" "workload nodes" {

name = "workload-pool"

location = var.region

cluster = google container cluster.primary.name
node count = 2

node config {

spot = true

machine type = "e2-standard-2"

disk size gb = 30

disk type = "pd-standard"

service account = var.service account email

ocauth scopes ["https://www.googleapis.com/auth/cloud-platform"]

tags = ["gke-node"]

workload metadata config {

mode = "GKE METADATA"
}
}
}
resource "google container node pool" "system nodes" {
name = "system-pool"
location = var.region
cluster = google container cluster.primary.name

node count 1

node config {

spot = false # CucrTeMHl nomm Kpalle He Ha cnorax njus crabijipHOCTi
machine type = "e2-standard-2"

disk type = "pd-standard"

disk size gb = 30

service account = var.service account email

ocauth scopes = ["https://www.googleapis.com/auth/cloud-platform"]

tags ["gke-node"]

workload metadata config {
mode = "GKE METADATA"

b.11 modules/gke/firewall.tf

modules/gke/firewall.tf

Firewall nns Health Checks Google Cloud Load Balancer.
Heobxiguo mnsa GCE Ingress y npmsaTHOMy GKE-kjacTepi.

H= o S F HE

IPVMMITKA: AHajioriuHe mnpaBwiio € y modules/vpc/main.tf, asie BOHO



# noxpuBae smume nopTt 8080 Ta NodePort nmiamaszsoH. llelt pecypC € 4YaCTMHOD

# mMomyna GKE 1 saBHO mnpmB'sasaHmy OO KjacTepa depes project id.

resource "google compute firewall" "allow gclb health checks" ({

project = var.project id

name = "gke-pet-cluster-allow-gclb-hc"

description = "Allow Google LB health checks to reach GKE nodes (required for GCE
Ingress)"

network = var.network name

direction = "INGRESS"

priority = 950 # Bummii npiopmreT Hix medosTHe npasmio y VPC (1000)

# Obiuirui miamasonm IP Google Cloud Load Balancer health checkers

source_rang

es

=1

"130.211.0.0/22",
"35.191.0.0/16",

# Term HOnm — BimmoeimanTe tags y node config B main.tf

target tags

allow {
protocol

["gke-node"]

"tcp"

# 8080 — mopT momaTky (app container)

# 30000-32767 — mianason NodePort, saxuyt BukopmucToBye GCE Ingress
ports = ["8080", "30000-32767"]

b.12 modules/gke/variables.tf

variable "project id" {}

variable "region" {}

variable "network name" ({}

variable "subnet name" {}

variable "pods_ range name" {}
variable "services range name" {}
variable "service account email" {}

variable "db instance connection name" {

description

type
default

"The connection name of the Cloud SQL instance."
string

nun

variable "db name" {

description

type
default

"The name of the database."
string

variable "db user" ({

description = "The database user."

type
default

string



variable "db password secret id" {

description = "The ID of the secret containing the database password."
type = string
default = ""

b.13 modules/gke/outputs.tf

output "cluster name" {
value = google container cluster.primary.name
}
output "cluster endpoint" {
value = google container cluster.primary.endpoint

B.14 modules/gke/versions.tf

terraform {
required providers {

google = {
source = "hashicorp/google"
version = ">= 5.0"

}

google-beta = {
source = "hashicorp/google-beta"
version = ">= 5.0"

B.15 modules/registry/main.tf

resource "google artifact registry repository" "my repo" {

location var.region

repository id = "my-repo"
description = "Docker repository"
format = "DOCKER"

output "repo url" {
value = "${var.region}-
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docker.pkg.dev/${var.project id}/${google artifact registry repository.my repo.reposit

ory id}"
}

b.16 modules/registry/variable.tf

variable "region" {
type = string
description = "Perion mns Artifact Registry"

variable "project id" {
type = string
description = "ID Bamoro Google Cloud npoexTy"



JIOJIATOK B

Kubernetes-manidecTn po3ropranns 3acToCyHKY

B.1 k8s/dependencies.yaml

apivVersion: vl
kind: ServiceAccount
metadata:
name: web-app-ksa
namespace: default
annotations:
iam.gke.io/gcp-service—-account: gke-nodes-salgke-petproject-
2026.1iam.gserviceaccount.com
apiVersion: secrets-store.csi.x-k8s.io/vl
kind: SecretProviderClass
metadata:
name: db-credentials-provider
spec:
provider: gke
parameters:
secrets: |
# SAMIHNTU <SECRET ID> Ha peajbHe 1iM'sa cexpeTy Buriaany: db-password-XXXXXXXX
# OrpmmaTy koMaHnow: terraform -chdir=environments/dev output -raw
db password secret id
# ABo uepes gcloud: gcloud secrets list --filter="name:db-password" --
format="value (name)"
- resourceName: "projects/gke-petproject-
2026/secrets/<DB_PASSWORD SECRET ID>/versions/latest"
path: "db-password"

B.2 k8s/deployment.yaml

apiVersion: apps/vl
kind: Deployment
metadata:
name: web-app
labels:
app: web
spec:
replicas: 2
selector:
matchLabels:
app: web
template:
metadata:
labels:
app: web
spec:
serviceAccountName: web-app-ksa
securityContext:
runAsNonRoot: true
runAsUser: 1000
fsGroup: 2000
containers:
- name: app
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image: "europe-westl-docker.pkg.dev/gke-petproject-2026/my-repo/my-
app:latest"
ports:
- containerPort: 8080
env:

- name: DB HOST
value: "127.0.0.1"

- name: DB PORT
value: "5432"

- name: DB USER
value: "app user"

- name: DB NAME
value: "app db"

volumeMounts:
- name: secret-volume
mountPath: "/secrets"
readOnly: true
# I[pmMOHTOBaHO tmp-volume mnJjs 3anmucy TMMYacoBMX OQainnie Gunicorn
(heartbeats) .

# lLle mosBoJyise BuUKOpUCTOBYyBaTK readOnlyRootFilesystem: true mjs TOJIOBHOIL
@C,

# BimnmorBimaoum npuHUMny "HesMmiHHOIl iHbpacTpykTypu" (Immutable
Infrastructure) .

- name: tmp-volume
mountPath: "/tmp"

resources:

requests:
cpu: "100m"
memory: "128Mi"

limits:
cpu: "250m"
memory: "256Mi"

readinessProbe:

httpGet:
path: /healthz
port: 8080

initialDelaySeconds: 5

periodSeconds: 10

failureThreshold: 3

livenessProbe:

httpGet:
path: /healthz
port: 8080

initialDelaySeconds: 15

periodSeconds: 20

failureThreshold: 3

securityContext:
allowPrivilegeEscalation: false
readOnlyRootFilesystem: true

- name: cloud-sgl-proxy

image: "gcr.io/cloud-sgl-connectors/cloud-sgl-proxy:2.8.0"

# Kubernetes nincrasnsge $ (DB _INSTANCE CONNECTION NAME) 3 env HMXUe.

# PeaslbHe 3HA4YeHHS OTpPMMAali KOMaHIOIW:

# terraform -chdir=environments/dev output -raw
db instance connection name

# Ta BCTaB y env Huxue, abo nepemasal uepes CI/CD:

# kubectl set env deployment/web-app -c cloud-sql-proxy
DB_INSTANCE CONNECTION NAME=<value>

args:



70

- "--private-ip"
- "$(DB_INSTANCE_ CONNECTION NAME)"
env:
- name: DB _INSTANCE CONNECTION NAME
# B3AMIHUTU Ha peanbHM connection name Buraany: gke-petproject-
2026:europe-westl:gke-pet-db-XXXXXXXX
# OrpmmaTn: terraform -chdir=environments/dev output -raw
db instance connection name
value: "<INSTANCE CONNECTION NAME>"
securityContext:
runAsNonRoot: true
allowPrivilegeEscalation: false

resources:
requests:
memory: "256Mi"
cpu: "100m"
limits:

memory: "512Mi"
cpu: "250m"
volumes:

- name: secret-volume

csi:
driver: "secrets-store-gke.csi.k8s.io"
readOnly: true
volumeAttributes:
secretProviderClass: "db-credentials-provider"

# Tom Tuny emptyDir nma 30epiraHHS TMMYacOBMX HaHMX Ninm yac xurTs Pod'a
- name: tmp-volume
emptyDir: {}

B.3 k8s/service.yaml

apivVersion: vl
kind: Service
metadata:
name: web-app-svc
annotations:
cloud.google.com/backend-config: '{"default": "web-app-backendconfig"}'
spec:
# NodePort noTpifen mis xopekTHOl poboTm GCE Ingress (3abesneuye IOCTYNHIiCTbH 330BHI1)
type: NodePort
selector:

app: web # 3HaXOIMTHL TOOM 3 LI1€0 MIiTKOD

ports:
- port: 80
targetPort: 8080 # llepenanpaBjsge Tpabix Ha mopT 8080 KoHTeMVHepa

protocol: TCP

B.4 k8s/ingress.yaml

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:
name: web-app-ingress
annotations:
# Higxmmouaemo BackendConfig mnsa xacromHorTo health check Ha /healthz
# Bes niei aHorauii GCE Ingress irHopye web-app-backendconfig!
cloud.google.com/backend-config: '{"default": "web-app-backendconfig"}'
kubernetes.io/ingress.class: "gce"
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spec:
rules:
- http:
paths:

- path: /¥
pathType: ImplementationSpecific
backend:

service:

name: web-app-svc # HasBa Baworo cepricy
port:

number: 80 # IopT, AKMM CJyXae cepBic

B.5 k8s/backendconfig.yaml

apiVersion: cloud.google.com/v1
kind: BackendConfig
metadata:
name: web-app-backendconfig
spec:
healthCheck:
checkIntervalSec: 10
timeoutSec: 5
healthyThreshold: 2
unhealthyThreshold: 2
type: HTTP
requestPath: /healthz
# dAxmwo GKE Ingress BuxopucToBye NEGs (3a 3aMOBYYBAaHHAM) ,
# health check nme nanpsamy B Pod Ha nopt 8080 (targetPort)
port: 8080

B.6 k8s/hpa.yaml

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: web-app-hpa
labels:
app: web
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: web-app
minReplicas: 2
maxReplicas: 10
metrics:
- type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 70
- type: Resource
resource:
name: memory
target:
type: Utilization
averageUtilization: 80
# IoBenminka MacmTal®yBaHHa — 3anobirae "flapping" (wBMIK1 KOJIMBAHHSA)
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behavior:
scaleUp:
# JozBoJjigeMO WBUIKE MacuUTaOyBaHHS NPY P13KOMYy HABAHTAXEHHI
stabilizationWindowSeconds: 60

policies:
- type: Pods
value: 4 # MaxcumyM +4 nomy 3a OOMH KPOK
periodSeconds: 60
scaleDown:
# I[oBisyibHe 3MeHIIeHHS — 3axXMUCT BlI HepenuyacHOTO BMOAJIEHHS IION1B

stabilizationWindowSeconds: 300 # Uekaemo 5 XBUJIMH CTaBiJIbHO HU3BKOTO

HAaBAHTAXEHHI
policies:
- type: Pods
value: 1 # MakcumyMm -1 nom 3a KpOK

periodSeconds: 60 # He uacTime HiX pas Ha XBUJIMUHY

B.7 k8s/network-policy.yaml

#
# Network Policy 1: Default Deny All Ingress

# Baboponse BEChH Bximguuit Tpadik mo Bcix momis y namespace default.
# lle peanisye npuHuMnO Zero Trust — OO3BOJIEHO JiMue Te, MO SBHO ONMCAHO.
#

apiVersion: networking.k8s.io/vl

kind: NetworkPolicy

metadata:
name: default-deny-all-ingress
namespace: default

spec:
podSelector: {} # 3BacTocoBryeTrhbcsa mo BCIX momie y namespace
policyTypes:
- Ingress
# Hemae OJjioky ingress — 3HAUUTHL BEeChb BX1IOHUM Tpabik 3abopoHEHO
#
# Network Policy 2: Allow Ingress to Web App
# IozBossge Tpadik mo nomiB 3 MmiTkon app=web Ha nopT 8080.
# Ixepena:
# - Bymb-saxui nonm y namespace (mng cloud-sgl-proxy sidecar Ta internal comms)
# - GKE Ingress Controller (3o0oBHimHiN Tpabdik uepes Load Balancer)
#

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: allow-web-app-ingress
namespace: default
spec:
podSelector:
matchLabels:
app: web # 3BacrocoByeTbcsa TinbkM mo nomie web-app
policyTypes:
- Ingress
ingress:
# IpaBusyo 1: JozsommTy Tpadik Bip Oymp-gKoro nomy B namespace
- from:
- podSelector: {}
ports:
- protocol: TCP
port: 8080



NpaBuyo 2: JosposuTtu Tpabix Binm GKE Ingress / Load Balancer
GKE LB health checks Ta Tpadix npmxonmsare 3 IP-pgianmaszsoHirB Google,

H o W

Akl He € YacTmHOK kjacrepa. ipBlock nmossossge uein tpadik.

from:
- ipBlock:
cidr: 0.0.0.0/0
ports:
- protocol: TCP
port: 8080
# IpaBusio 3: JozBosuTu Tpadik Bim Prometheus (namespace: monitoring)
- from:
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: monitoring
ports:
- protocol: TCP
port: 8080

#
# Network Policy 3: Allow DNS Egress
# IosBojyse BciM momam poburm DNS-zanmtym (HeobxinmHo niya poboTu ceprBicis) .

# Bes uporo mpaBmiia npM momaBaHH1 Egress deny — DNS mepecTaHe OpalioBaTH.
#

apiVersion: networking.k8s.io/vl

kind: NetworkPolicy
metadata:
name: allow-dns-egress
namespace: default

spec:
podSelector: {} # 3BacTocoByeTbcsa mo BCIX momis
policyTypes:
- Egress
egress:
# HozsBosmTu DNS (UDP Ta TCP Ha nopt 53)
- ports:
- protocol: UDP
port: 53
- protocol: TCP
port: 53

# IosBonmTuM Becb iHmmMM egress Tpadbik (mob He 3mamaTu cloud-sgl-proxy Ta inHmi
3'enHaHHS)
- to:
- ipBlock:
cidr: 0.0.0.0/0

B.8 k8s/servicemonitor.yaml

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
name: web-app-monitor
namespace: default
labels:
release: prometheus # Len mnenbn BaxamBuii, ockisbpky Helm chart myxae mMoro 3a
3aMOBUYBAHHAM
spec:
selector:
matchLabels:
app: web
namespaceSelector:



matchNames:
- default
endpoints:
- port: http
path: /metrics
interval: 15s

74



JTIOJIATOK T

GitHub Actions CI/CD naiiniaitn

I'.1 .github/workflows/cd.yml

name: Deploy to GKE

on:
push:

branches:

- main

env:

GCP_PROJECT_ ID: "gke-petproject-2026"

TF VAR project id: "gke-petproject-2026"

GKE CLUSTER: "gke-pet-cluster"

GKE REGION: "europe-westl-b"

TF_WORKING DIR: "environments/dev"

K8S DIR: "k8s"

IMAGE NAME: "europe-westl-docker.pkg.dev/gke-petproject-2026/my-repo/my-app"
USE_GKE GCLOUD AUTH PLUGIN: "True"

jobs:

lint-and-scan:

name: Lint and Security Scan

runs-on: ubuntu-latest

steps:

name: Checkout code
uses: actions/checkout@v3

name: Setup TFLint
uses: terraform-linters/setup-tflint@v3
with:

tflint version: latest

uses: hashicorp/setup-terraform@v3
with:
terraform wrapper: false # He BuMkKHe cnpo®m GitHub "posymHO" mapcuTu BuBin

name: Run TFLint

run: |
cd ${{ env.TF WORKING DIR }}
tflint --init
tflint -f compact

name: Run Hadolint
uses: hadolint/hadolint-action@v3.1.0
with:

dockerfile: app/Dockerfile

name: Run Trivy vulnerability scanner on Repo
uses: aquasecurity/trivy-action@master
with:

scan-type: 'fs'

scan-ref: '.'
format: 'table'
exit-code: '1'
ignore-unfixed: true
vuln-type: 'os,library'
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severity: 'CRITICAL,HIGH'

deploy:

name: Deploy Infrastructure and Application

needs: lint-and-scan

runs-on: ubuntu-latest

permissions:

contents: 'read'

id-token: 'write'

steps:

name: Checkout code
uses: actions/checkout@v3

id: 'auth'

name: 'Authenticate to Google Cloud'

uses: 'google-github-actions/auth@vl'

with:
workload identity provider: ${{ secrets.WORKLOAD IDENTITY PROVIDER }}
service account: ${{ secrets.SERVICE ACCOUNT }}

name: Set up Cloud SDK
uses: google-github-actions/setup-gcloud@vl

name: Setup Terraform
uses: hashicorp/setup-terraform@v2
with:
terraform version: 1.5.0
terraform wrapper: false

name: Terraform Apply

run: |
cd ${{ env.TF WORKING DIR }}
terraform init
terraform apply -auto-approve

name: Get Terraform Outputs
id: terraform-outputs
run: |
cd ${{ env.TF WORKING DIR }}
echo "db_instance_connection_name=$(terraform output -raw

db_instance connection name)" >> SGITHUB OUTPUT

echo "db password secret id=$ (terraform output -raw db_password secret id)"

>> $GITHUB_OUTPUT

${{ env.

name: Install gke-gcloud-auth-plugin
run: gcloud components install gke-gcloud-auth-plugin --quiet

name: Get GKE credentials
run: gcloud container clusters get-credentials ${{ env.GKE CLUSTER }} --zone
GKE_REGION }}

name: Configure Docker
run: gcloud auth configure-docker europe-westl-docker.pkg.dev --quiet

name: Build and Push Docker image
run: |
cd app
IMAGE TAG=$ (git rev-parse --short HEAD)



docker build -t ${{ env.IMAGE NAME }}:${IMAGE TAG} -t ${{ env.IMAGE NAME
}}:latest

docker push ${{ env.IMAGE NAME }}:${IMAGE TAG}

docker push ${{ env.IMAGE NAME }}:latest

- name: Deploy to GKE
run: |

IMAGE TAG=$ (git rev-parse --short HEAD)

sed -1 "s|europe-westl-docker.pkg.dev/gke-petproject-2026/my-repo/my-
app:latest|${{ env.IMAGE NAME }}:${IMAGE TAG}|g" ${{ env.K8S DIR }}/deployment.yaml

sed -i "s|<INSTANCE CONNECTION NAME>|S${{ steps.terraform-
outputs.outputs.db_instance connection name }}|g" ${{ env.K8S DIR }}/deployment.yaml

sed -i "s|<DB_PASSWORD SECRET ID>|S${{ steps.terraform-
outputs.outputs.db password secret id }}|g" ${{ env.K8S DIR }}/dependencies.yaml

echo "--- Patched deployment.yaml ---"
cat ${{ env.K8S DIR }}/deployment.yaml
echo W e e e "

kubectl apply -f ${{ env.K8S DIR }}/
kubectl rollout status deployment/web-app --timeout=10m || {
echo "::error::Rollout failed! Fetching events for diagnosis:"
kubectl get events --sort-by='.metadata.creationTimestamp' | tail -n 20
echo "::error::Fetching logs from the crashing app container:"
kubectl logs deployment/web-app -c app --tail=50 || true
exit 1
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Buxignuii koa Be0-3aCTOCYHKY

.1 app/app.py

import os

from datetime import datetime

from sglalchemy import create engine, Column, Integer, String, DateTime, func, text
from sglalchemy.orm import sessionmaker

from sglalchemy.ext.declarative import declarative base

from flask import Flask, request, render template string

# —--- OYHKLU1S IOJg UMTaHHS CcekpeTy 3 banny ---
def get secret(secret name, default value=None) :
"""Upyrae cekpeT 3 dalyy, 3MoHTOBaHOTO CSI zmpaleepom."""
secret path = f"/secrets/{secret name}"
try:
with open(secret path, 'r') as f:
return f.read() .strip()
except IOError:
print (f"Warning: Secret file not found at {secret path}. Using default
value.")
return default value

# —--- HasjamTyBaHHS 0asyM OaHUX ——-—

DB USER = os.environ.get ("DB USER", "app user")

# UuTaeMo mnapoJsb 3 danny, a He 31 3MiHHOI OTOUYeHHS

DB PASS = get secret ("db-password", "default password")

DB NAME = os.environ.get ("DB NAME", "app db")
DB HOST = os.environ.get ("DB HOST", "127.0.0.1") # MigksouyeHHs uepes Cloud SQL Proxy
DB PORT = os.environ.get ("DB PORT", "5432")

# Pamok nimkjmoueHHsa mys PostgreSQL
DATABASE_URL =
f"postgresqgl+psycopg2://{DB_USER}:{DB_PASS}@{DB_HOST}:{DB_PORT}/{DB NAME}"

# --- Lazy iniuiamisauia Bl —--

# engine Ta SessionlLocal CTBOPOIOTLCS NPM epuoMy 3BepHeH1, a He npu crapTi Gunicorn.
# Le BuxJjouae kpam Gunicorn skmo cloud-sgl-proxy e He TOTOBUM.

_engine = None

_SessionLocal = None

Base = declarative base()

def get engine():
"""opepTae (abo lazy-cTBopie) SQLAlchemy engine."""
global engine
if engine is None:
_engine = create engine (DATABASE URL, pool pre ping=True)
return engine

def get session():
"""[lopepTae (abo lazy-cTBopioe) SQLAlchemy session factory."""
global SessionLocal
if SessionLocal is None:
_SessionLocal = sessionmaker (autocommit=False, autoflush=False,
bind=get engine())
return SessionLocal ()

# —--- Momesb SQLAlchemy ---



class Visit (Base):
_ tablename = "visits"
id = Column (Integer, primary key=True, index=True)
timestamp = Column (DateTime, default=datetime.utcnow)
ip address = Column (String, index=True)
name = Column (String(255), nullable=True)

# —-—- Iniuianisauis Flask ---
app = Flask(_ name )

# —-—-- Jlorika momaTKy -—--—-—
HTML TEMPLATE = """
<!DOCTYPE html>
<html lang="uk">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>BiTaemo Ha caurTi</title>
<link rel="preconnect" href="https://fonts.googleapis.com">
<link rel="preconnect" href="https://fonts.gstatic.com" crossorigin>
<link
href="https://fonts.googleapis.com/css2?family=Inter:wght@400;600;800&display=swap"
rel="stylesheet">
<style>
:root {
--bg-gradient: linear-gradient (135deg, #0fl72a 0%, #lelb4db 100%);
--glass-bg: rgba (255, 255, 255, 0.05);
--glass-border: rgba (255, 255, 255, 0.1);
--text-primary: #f8fafc;
--text-secondary: #94a3b8;
--accent: #38bdf8;
--accent-hover: #0eab5e9;
}
body {
margin: 0;
padding: 0;
font-family: 'Inter', sans-serif;
background: var (--bg-gradient);
color: var(--text-primary);
min-height: 100vh;
display: flex;
justify-content: center;
align-items: center;
}
.container {
width: 100%;
max-width: 600px;
padding: 2rem;
box-sizing: border-box;
}
.glass-panel {
background: var (--glass-bg);
backdrop-filter: blur (16px);
-webkit-backdrop-filter: blur (l6px);
border: lpx solid var(--glass-border);
border-radius: 24px;
padding: 2.5rem;
box-shadow: 0 25px 50px -12px rgba(0, 0, 0, 0.5);
text-align: center;
animation: fadeIn 0.8s ease-out;



box-sizing: border-box;

}

@keyframes fadelIn ({
from { opacity: 0; transform: translateY (20px); }
to { opacity: 1; transform: translateY(0); }

hl {
font-weight: 800;
font-size: 2.5rem;
margin-top: O0;
margin-bottom: 0.5rem;
background: -webkit-linear-gradient (45deg, #38bdfs,
-webkit-background-clip: text;
-webkit-text-fill-color: transparent;
}
.counter {
font-size: 1.2rem;
color: var (--text-secondary);
margin-bottom: 2rem;
}
.form-group {
margin-bottom: 2rem;
}
input [type="text"] {
width: 100%;
padding: lrem 1.5rem;
border-radius: 12px;
border: 1lpx solid var(--glass-border);
background: rgba (0, 0, 0, 0.2);
color: var(--text-primary);
font-size: lrem;
font-family: inherit;
box-sizing: border-box;
transition: all 0.3s ease;
margin-bottom: lrem;
}
input [type="text"]:focus {
outline: none;
border-color: var (--accent);
box-shadow: 0 0 0 3px rgba (56, 189, 248, 0.2);
}
button {
width: 100%;
padding: lrem;
border-radius: 12px;
border: none;
background: var (--accent);
color: #0fl72a;
font-weight: 600;
font-size: lrem;
font-family: inherit;
cursor: pointer;
transition: all 0.3s ease;
}
button:hover {
background: var (--accent-hover);
transform: translateY (-2px);
}
.visitor-1list {
text-align: left;

#818cf8) ;
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margin-top: 2rem;
}
.visitor-list h3 {
font-size: 1.2rem;
margin-bottom: lrem;
color: var (--text-primary);
}
.visitor-item {
background: rgba (0, 0, 0, 0.2);
border-radius: 12px;
padding: lrem;
margin-bottom: 0.5rem;
display: flex;
justify-content: space-between;
align-items: center;
border: 1lpx solid var(--glass-border);
}
.visitor-name {
font-weight: 600;
}
.visitor-meta {
font-size: 0.85rem;
color: var (--text-secondary);
}
.anon {
font-style: italic;
color: var (--text-secondary);
}
</style>
</head>
<body>
<div class="container">
<div class="glass-panel">
<hl>Opueir! [</hl>
<div class="counter">Ileit caiT BimBimammu <strong>{{ total visits
}}</strong> pasie.</div>

<div class="form-group">
<form method="POST">

<input type="text" name="visitor name" placeholder="BeeniTe Bale

iM's..." required>
<button type="submit">3amuumTy ciin</button>
</form>
</div>

{$ if recent visits %}
<div class="visitor-list">
<h3>OcTaHHl BigBimyBauil:</h3>
{% for visit in recent visits %}
<div class="visitor-item">
<div class="visitor-name">
{% 1if visit.name %} {{ visit.name }}{% else %}<span
class="anon">AHoHiM</span>{% endif %}
</div>
<div class="visitor-meta">
{{ visit.ip address }} &bull; {{

visit.timestamp.strftime ('$H:%M, %d.%m.%Y') }}
</div>
</div>

{% endfor %}
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</div>
{% endif %}
</div>
</div>
</body>
</html>
@Qapp.route('/', methods=['GET', 'POST'])

def index():

Wi

[Ipy KOXHOMY BiszwuTi:

1. Peectpye BizuT y 6a3i1 maHux (3 imeHem abo 6e3s).

2. lligpaxoBye BarajibHy KijbkicTb BisuTiB.

3. lloBepTae BiTajbHe NOBiIOMJIEHHS 3 GOPMOK0 Ta JiUMJIBLHMKOM.

Wi

db = get session()

try:
# CrBopoeMO Tabmmili SKmIO I1IxX me HeMae (Iepumii 3amlmT)
Base.metadata.create all (bind=get engine())

# Mirpauis: momaeMo KOJIOHKY nhame, sKmo ii He icHye

db.execute (text ("ALTER TABLE visits ADD COLUMN IF NOT EXISTS name
VARCHAR (255) ;"))

db.commit ()
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# OrpmManus IP-ampecu. BpaxoByeMO, WO IOIATOK 3a npokci (GKE Ingress).

if request.headers.getlist ("X-Forwarded-For") :

ip addr = request.headers.getlist ("X-Forwarded-For") [0]
else:

ip addr = request.remote addr

# OTpmuMaHHsa iMeH1 kopucTyBaua 3 bopMmMu

user name = None
if request.method == 'POST':
user name = request.form.get('visitor name', '').strip()

if not user name:
user name = None

# CTBOpEeHHA HOBOTO 3aluUcy MOPO B13uUT

new visit = Visit (ip_ address=ip_addr, name=user name)
db.add (new visit)

db.commit ()

# IimpaxyHOK 3arajbHOl KijJbkocTi BiszuTiB
total visits = db.query(func.count (Visit.id)).scalar()

# OrTpuManHs 5 ocTaHHix Bis3uTiB mis BinmoOpaxeHHS
recent visits =
db.query(Visit) .order by (Visit.timestamp.desc()).limit(5).all()

return render template string(HTML TEMPLATE, total visits=total visits,

recent visits=recent visits)

except Exception as e:
# Y Bunamky NOMMJIIKM NinkJjouyeHHsS no Bll, noeepraemo HTTP 503
db.rollback ()
print (f"Database error: {e}")
return f"<hl>Service temporarily unavailable.</hl><p>Database error:
503

{e}</p>",



83

finally:
db.close ()

@app.route('/healthz')
def healthz () :

mmoan
EuanoiHT nysa nepeBipkxmu craHy (Health Check).

Bapxau noeeprae 200 OK — momaTok XMBMIM SKIO gunhicorn 3anyleHWH.
lleperipka BI TyT HE BukoHyeTbcs moO health check He 3amexar Binm crany Bl.

nuon

return "OK", 200

if name == "' main ':
# BanyckaeMo HOOATOK (OJisS JIOKAJIbHOL PO3POOKM)
app.run(host='0.0.0.0"', port=8080)

/1.2 app/Dockerfile

# --- Eran 1: 36ipka (Builder) ---
FROM python:3.11-slim as builder

WORKDIR /app

# BCTaAHOBJIEMO CHCTEeMH1 3ajexHocTi njus koumninauii (3a moTpebdbmn)

# hadolint ignore=DL3008

RUN apt-get update && apt-get install -y --no-install-recommends gcc libpg-dev && rm -
rf /var/lib/apt/lists/*

COPY requirements.txt

RUN python -m venv /opt/venv

ENV PATH="/opt/venv/bin:S$PATH"

RUN pip install --no-cache-dir -r requirements.txt

# --- Eran 2: ®iHambHuit obpas (Final) ---
FROM python:3.11-slim

WORKDIR /app

# BcTaHoOBIWEMO runtime BajexHoCTi

# hadolint ignore=DL3008

RUN apt-get update && apt-get install -y --no-install-recommends libpgb && rm -rf

/var/lib/apt/lists/*

COPY --from=builder /opt/venv /opt/venv
COPY app.py

ENV PATH="/opt/venv/bin:S$PATH"

# CTBOpeHHS HeNpPMBlJIeMOBAHOT'O KOPMCTyBada nJja Oesneku (Best Practice)

RUN groupadd -g 1000 appgroup && useradd -u 1000 -g appgroup -s /bin/sh -m appuser
USER appuser

EXPOSE 8080

CMD ["gunicorn", "--bind", "0.0.0.0:8080", "--workers", "2", "app:app"]



1.3 app/requirements.txt

Flask==3.0.0
gunicorn==22.0.0
SQLAlchemy==2.0.23
psycopg2-binary==2.9.9
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