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AHOTAIIA

Jumnomna poborta: 141 c., 39 puc., 7 tabin., 7 noa., 29 mxepedn.

ABTOMATU3ALIA JOKYMEHTOOBITY HA OCHOBI
MIKPOCEPBICHOI APXITEKTYPU

[IpenmMet nociimKeHHsI — TOKYMEHTOOOIT aIMIHICTPATUBHUX OJUHUIIb.

OO0’ €eKT TOCHIIKEHHSI — aBTOMAaTH30BaHE M1JIUCAaHHS JOKYMEHTIB

Merta pob6oTH — aBTOMAaTHU3AIlIs TOKYMEHTOOOITY IUISIXOM PO3pOOKH BeO-
JI0JIATKY Ha OCHOBI MIKPOCEPBICHOI apXITEKTYpH

Metoau DOCHIIKEHHST — BUKOPUCTAHHSI TEXHOJIOTIN [JIsl MOJErmieHo1
PO3pOOKH MIKPOCEPBICIB Ta KOMYHIKAI[Ii M)XK HUMHU.

[IpoBenieHO oIl MOHOJITHOI Ta MIKPOCEPBICHOIT apXITEKTYPH.

JlociIkeHo TOTOB1 TPOTrpaMu JIJIsl BUPIIICHHS TOCTaBIEHOI TPOOJIeMHU.

Po3po6ieno Be6-10/1aTOK AJis TUTLIIOMHOI POOOTH.

O1uiHeHo nMporpaMHui MPOAYKT



ABSTRACT

Thesis: 141 pages, 39 figures, 7 tables, 7 appendices, 29 sources.

DOCUMENT  WORKFLOW  AUTOMATION BASED ON
MICROSERVICE ARCHITECTURE

Document workflow automation based on microservice architecture

The subject of research is the document flow of administrative units.

The object of research is the automated signing of documents

The purpose of the work - automation of document management by
developing a web application based on microservice architecture

Research methods - the use of technologies to facilitate the development of
micro-services and communication between them.

A review of monolithic and microservice architecture was conducted.

Ready-made programs for solving the problem are studied.

A web application for the thesis has been developed.

The software product is evaluated
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BCTVII

ABTOMatu3alisi JAOKYMEHTOOOIr'Yy € BaXXJIMBOIO YAaCTHHOKI KOKHOTO
BEJIUKOTO MIMPUEMCTBA 200 3aKJIaJliB, /e 0e3MepepBHO BUKOHYETHCS ManepoBa
pobota. Ajke 3aBISKA I[bOMY MOMKHA MPUIIBUAIIATH POOOTY BCHOTO
nepcoHaity abo OKpeMHUX BB, BiJl 4OTO 30UIBIIUTHCS MPOAYKTUBHICTh K
BCi€l opraHizaiiii, Tak 1 JeKUTbKOX KOMIaHIi, [0 KOMYHIKYIOTb M1k COOOI0.

TakoX TakoI CHUCTEMOIO € MOXKJIMBICTh HAJIarOJUTH O13HEC-MPOIIECH TaK,
00 He MOpYILIyBaTH 3aKOHOAABCTBO, HA/IATH TapaHTIi TOTO, 10 JTOKYMEHT He
OyJle CKOMIIPOMETOBAHO Ta BiH Oyje 30epekeHuil HaliitHO y 0a3l JaHuX 34711
3BEICHHS 3aryOJIeHHs 10 MIHIMYMY.

Cnin 3a3HAYUTH  €KOHOMIYHY  BUTOJy  HAsBHOCTI  MPOTPaMHOI
aBTOMaTH3alli JOKyMeHTooOIry. [lo-nepiie, CKopoTIThCs BUTpATH Ha mamip. 3a
OMUTYBaHHSIM Micbkoi aaminicTpanii micta Cepenuna-byna Cymcekoi o6macTi
3aKyIMIBJISI CTAHOBUTH npubau3Ho 50 ynakoBok namnepy A4 3 kiibkicTio y 500
JUCTIB HA MICSIh 32 CEPEIHBOI0 IIHOIO, sika CTaHOBUTH 220 rpuBeHb. ToOTO
momicsauHa Butpara craHoBuTh 11 000 rpuBens Ta 132 000 rpuBeHb Ha pIK.
BpaxoByroun Te, 1m0 po3Mip aAMIHICTpaIlil IIOTO MICTa HE € BEJIUKHUM, TO
BUTPATH MOXYTh CTAHOBUTHU B JIBa a00 B Tpu pasu Ounbiie. [lo-mpyre, sikino
JOKYMEHTOOOII MK KOMIIaHISIMHM, $IKI PO3TAlllOBaHI Yy pI3HUX MICTaxX, TO
NepecuiiaTi JOKYMEHTH Kpallle B €JIEKTPOHHOMY BUTJISI/IL, TaK SIK HE OyJie 3aTpaT
Ha Kyp'€pa Ta MEpPEeCUiIKy Ta JOCTaBKa OyJie MUTTEBOIO. I, 3BicHO, HE Oyje
MOTpeOW BUTpAvaTH TPOIII HA OPEHIY apxiBiB, 00 KUIBKICTb Marepiany 3
KOKHHM pPOKOM OyJie 30UIbIIyBaTUCh, a pO3MIP apXiBy MOPOCTO TakK HeE
30UIBIINUTH.

Mertoro naHoi 6akanaBpChbKOi pOOOTH € aBTOMaTH3alisl JOKYMEHTOOOITY
IUISIXOM CTBOPEHHS BeO-/10aTKy Ha OCHOB1 MiKpocepBicHOI apxiTekTypu. Crif
3a0€3IMeUnTH 3aXUIIEHICTh JAaHUX 111 Yac MeperpaBiIeHHs X MK CEpBICaMHU.

[in1 GakanaBpPCHKOTO AOCIIIKEHHS:
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. IIpoananizyBaTu nepeBaru MikpoCepBICHOI apXITEKTYypH;
. IlpoBecTn TOpIBHAHHS BXKE ICHYIOUMX NPOrpaMHUX 3aco0iB
aBTOMAaTH3allli TOKyMEHTOOOITY;

. Po3poOka Ta TecTyBaHHS IPOTpaMHu.
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1 TIPEJIMETHA OBJIACTb TA TTOCTAHOBKA
3AJIAUI

Mu maemMo cripaBy B po3p0011i MOBHOILIIHHOTO BEO-10aTKY JJIS CIIPOILICHHS
poOOTH 3 JOKYMEHTAMHM B aJMIHICTPATUBHIA OJWHUIIL, SKUUA Ma€ CepBep y
BUTIISIA1 N-01 KUTBKOCT1 CEpPBICIB, K1 ITPAIFOI0OTh OKPEMO Ta C1a00 MOB’ A3aH1 MIXK
co0oro. Taky apXiTeKTypy 3 BEJHMKOK KIJIbKICTIO CEpBICIB HAa3UMBAIOTh
MIKPOCEPBICHUM.

1.1  Omwmc MIKpOCEPBICHOI apXITEKTYpHU

MikpocepBicHa apXiTeKTypa - METOJ OpraHizaiii apXiTeKTypH,
3aCHOBAHMI Ha psiil He3alexHUX ciyx0. L1 cimyx0u maroTe BiacHy Ol3Hec-
JOriKy Ta 0a3y JaHuUX 3 KOHKpPETHOK MeTor. OHOBIIEHHS, TECTyBaHHS,
pPO3rOpTaHHs Ta MAacIITa0yBaHHS BUKOHYIOTHCSI BCEPEIIMHI KOXHOI CIIy>KOH.
MikpocepBicu po30uBaIOTh BEIUKI 3aBAaHHs, MpPUTaMaHHI KOHKPETHOMY
0i3HeCy, Ha KIJIbKa He3aJIeKHUX 0a3 Kony. BoHM HE 3HMKYIOTh CKJIA/IHICTb, ajie
poOIATh OyJb-Ky CKJIQJAHICTh BHJAMMOIO 1 OUIBII KEPOBAHOIO, MOAUISIOUU
3aBJAaHHS Ha JpIOHINI MpolecH, Kl (PYHKIIOHYIOTh HE3aJEXKHO OJHUH BIJ

OJTHOTO 1 POOJISITH BHECOK Yy 3arajibHe LLJIE.
1.2 IlepeBaru mMikpoCepBICIB
'HyukicTh. € MOXIUBICTh BIPOBAKYBATH THYUKI METOAH POOOTH cepey

HEBCIIMKUX KOMAaHA, SIK1 PETYJIAPHO PO3ropTarOThHCH.

'myuke wmacmrabyBanHsa. Komau MikpocepBic Jocsra€ TPaHUYHOTO

HAaBAHTAKEHHS, MOYKHA IIBHUJKO BUKOHATH PO3TOPTaHHS HOBUX EK3EMILISPIB
1€ CYKOM y CYyITyTHBOMY KJIaCTEpl Ta 3HU3UTH HaBaHTaXeHHs. Tenep MoxHa
NpaIoOBaTH 3 JEKUIbKOMA BIIACHUKAMH Ta 0e3 30€peKeHHs CTaHy, a KIIEHTU
pPO3MOAUIEHI 3a PI3HUMU MPUMIPHUKAMH. 3 TaKUM TIIXOAOM MOXKEMO
MIITPUMYBATH €K3EMILISIPU 3HAYHO OUTBIIIOTO PO3MIpY.

besnepepBHe posropraHHsa. OCKIIBKM KOXHUH CEpBIC € OJHOI0

HE3aJIe)KHOI0 3MIHHOIO, TEIMEP € MOKIIUBICTh HA PETYJISIPHI Ta MPUCKOPEH] LIUKIU
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penizy. ToOTo uepes Te, 110 PO3rOPTaHHS 3HAUHO MIBUJIIIE, HI)K Y MOHOJIITHOTO
MIPOEKTY, € MOXJIMBICTh YaCTIIIE BIIJABAaTU SKYyCb TOTOBY YacTUHY KOIY
KIIIEHTY.

Jlerkicte  0OCHYyroByBaHHd Ta  TecTyBaHHA. KoMaHIM  MOXYThb

EKCIEPUMEHTYBATH 3 HOBUMH (PYHKIISIMA Ta MOBEPTATUCS 10 MONEPEAHBOT
Bepcli, AKIIO II0ch He mpaitoe. Lle crpolrye OHOBIEHHS KOAY Ta MPUCKOPIOE
BUMYCK HOBUX (yHKIINH Ha puHOK. KpiM TOro, B OKkpemMux ciyx0ax Jerko

3HAXOJWUTHU Ta BUIIPABJIATH IIOMUJIKH TA Oarm.

Hezanexxne posropranHs. MikpocepBiCH € OKPEMUMHU MOAYJISIMU, TOMY 3
HUMHU MOXHA JIETKO 1 IIBUJIKO BUKOHYBAaTH HE3aJI€KHE PO3TOPTAHHS OKPEMHX
GyHKITIH.

'myukicte TexHosorid. [Ipy BHUKOpPUCTaHHI apXITEKTYypU MIKPOCEPBICIB

KOMaHA1 MOXXYTh BUOMpPATH IHCTPYMEHTHU 3 YpaxyBaHHIM TepeBar.

Bucoxka HamiiHicTh. Po3ropratoun 3MiHM AJ11 KOHKPETHOI CITyK0H, MOKHA

He 0osiThCS, 110 TporpamMa BHiie 3 JaAy MOBHICTIO.
3a crarTero Ncube[1] mokHa m1o0pe mobaYuTH PI3HMUINIO MK IIUMHU TIBOMA
apXITeKTypaMu (MI>)K MOHOJIITHOIO — PO3p00OKa BCOr0 KOy B OJJHOMY KOJIOBOMY

CEpEeAOBUIII, IK MUHYJIMI CTaHAapT NPOEKTIB Ta MiKpocepBicamu) (puc. 1.6).

MONOLITHIC MICROSERVICE
ARCHITECTURE ARCHITECTURE

User ~ Mirco- User Mirco-
Interface | service Interface service

Data

S Access \
Logic | JVer ) \

Business

Mirco- Mirco- Mirco- Mirco-
service service service service

N ncube Data Base

Pucynok 1.1 - Pi3Hung mix apxitektypamu [1]
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1.3 Ornsg Ta MOPIBHSHHS ICHYHOYHX MPOTpaM JJisl BUPIIIEHHS

3ajaul
1.3.1 AkTyanpHICTh IpoOIEMU

ABTOMaTtu3aliss JOKYMEHTOOOI'Y — Haxaldb, Maike IOBCSAKICHHA
npobiema. € 6araTo oprasizauniii, KOTpi 30epiraloTb JOKyMEHTH Yy (HI3UUHOMY
BUTJISAZII, TOOTO BUKOPUCTOBYIOTh mamip. llo-mepiie, 1e MKOAUTH
HaBKOJIMIIHbOMY cepenoBuily. [lo-apyre, odikyBaHHs HIANKUCY Ta YXBaJeHHS
JOKYMEHTY J1y’Ke BeJuKe. | 1100 SKUiiCh JOKyMEHT MPOUILOB MEPEBIPKY, BIH Ma€e
MoOyTH y IEKIIBKOX JII0JIeH Ha OTJISi/L, MICIS YOro HOro MOXXyTh OBEPHYTH Ha
BUIPABJICHHS, 1110 TOTPEOYE 111e O1IbIlIe pecypciB, a00 BIAMPABIAIOTH 1Al 1HIIIII
JIOAWHI, OUTBII BUINOI MOCAAW 3a3BHYal, Ha TOBTOpHE mepersiganns. Ile Bce
BTpaTa 4acy.

Bixe € cyuacHi pimieHHs 1i€l mpobiieMu — MporpaMHi 3a0e3MeueHHsl, Kl
BUPIIYIOTH YCi 1l pyTUHHI poOiemMu. MoxHa HaBECTH ACKIIbKA MPUKIIA/IB:

1. BAS noxymentoobir KOPII [2];
2. JSolution [3];

3. FossDoc[4];

4. HotDocs [5].

KoHa 3 HUX MO-CBOEMY BHpILIY€E KOKHY 3 BHUILE 3a3HAYEHUX MPOOIIEM.
Ane Oyab-sika mporpaMa Ma€ CBOi MepeBaru, HEJONIKA TaK YHIKAJIbHOCTI Y
BUKOpPUCTaHHI. TakoX J0JaTOK MOXe He MIJIXOIUTH JI0 AKOICh 3aaa4l abo s
opranizauii. CiijJl yBa)KHO CTaBUTHUCS 10 BUOOPY, OO BIJ HOTO OyJ1€ 3aJI€XKHICTh

YCIIIIHICTh BC1A KOpPIOpaIlii.
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1.3.2 BAS pokymenroo6ir KOPII

Business q
(Sl

Automation — )
Software ld D

E

Pucynoxk 1.2 - BAS-3actocyHok [2]

«BAS Document Management Corp» — cy4yacHe, NONyJsIpHE Ta
BHCOKONPOJYKTHUBHE pIIIEHHS JUIsl  yOpaBiiHHA — Oi3Hec-mporecamu i
KOMaHAHOIO poboToro. IlepeBipeHi MeTOaM Ta MPAKTUKHU, SIKI JOMOMOXKYTh
OpraHizyBaTh  €JEKTPOHHMH  JTOKYMEHTOOOIr, HaJallTyBaTH MPOLECH,
3a0€3MeUnT  KOHTPOJb 332 BHUKOHAHHSIM  3aBllaHb, PErJIaMEHTYBaTH
YIPaBIIHCHKY AISTIBHICT Ta MIABUIIUTH i1 €()EKTUBHICTD.

Komnanis mae KOpOTKMU Ta 3pO3yMUIMHA OMNHUC CBOTO MPOIAYKTY 3a
JOKYMEHTAIIIETO [6]

Cdepa 3actocyBaHHS: MAOPUEMCTBA OYAb-SKOi Taly3i 13 BEJIUKUM
JIOKYMEHTO00IroM

3aBasku TMporpaMmi MoOKHa 30epiraTd JIOKYMEHTH, CKOPOTHUTH Yac Ha
peecTpalio JOKyMEHTIB Ta iX MOIIYK, 3a0e3Meuye 3py4HICTh POOOTH 3 €UHOIO
0a3010 TaHUX JJOKYMEHTAIi.

Pimennss BAS Jlokymentoob6ir KOPII nae 3mory aBTOMaTu3yBaTH
JOKYMEHTOOOIT MiAIPUEMCTBA 3 HYJISI Ta MBUIKO MIPUCTYIUTU 10 pOOOTH.

Cepen yHIKaIbHOCTEW MOXHA 3a3HAUYHUTH:

1. Mae ma6nouu (01u3bK0 62-yX) CTBOPEHHS JOKYMEHTIB,;

2. CroBileHHs NMpaliBHUKIB PO AeAJIalHU HiAMTUCaAHHS;
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3. I'oToB1 popmu 1151 3BITHOCTEH;

4, dinpTpalis T0KyMEHTIB: HaKa3, JOrOBIp TOIIIO.

Bapricte nminen3iii BAS BianoBinae 1iHaM, BCTAaHOBJICHUM KOMIIAHI€HO-
pPO3pOOHMKOM, Ta OJHAKOBa y BCIX yyacHUKIB "CIUJIKM aBTOMAaTHU3aTOPIB
613necy" [8].Haxxanp 6€3KOIMITOBHOI MPOTpaMK HEMA€E HABITh JJIsl TECTYBAHHS 1.
ToOTo0, HE KyNUBILIK JOJATKY, HE JA13HAEICS 3pYYHOCTI iHTEpPeiicy, MBUIKOAIT
Ta BChOro (hyHKIIOHATY. TakoX NOTPiOHO 3a3HAYUTH, LIO LliHA HE € HU3bKOIO. 3
mpaicy, po3TamoBaHOro Ha oQdiiiHOMY cailTi, MOXHa MMO0AaYUTH, IO
HallHWXK4a 11iHa Ha (1HaHCOBY 0a30By yacTHHY «Manuii 613Hec» [7] CTaHOBUTH
2240 rpH (puc. 1.2). Jlng opranizaiii, ska TIIbKH MOYMHAE CBIA HIISAX HE €
KpalllUM PIllIeHHSIM — IpUAOaHHS OAIOHOTO.

MporpammHbie npoaykTbl "BAS"

HassaHme npoaykra CtoumocTb, BoHyCbI Npu
TPH nokynke

BAS ERP 180000 18000
BAS ERP. JliueHsis ansa godipHix nignpuemMcts i ¢iniv 54000 5400
BAS YnpaBniHHs XonanHrom 600000 60000
BAS [okymeHT006ir. KOPI 62700 6270
BAS YnpasniHHs TopriBneto 8400 840
BAS Poagpi6Ha TopriBnsi 6690 670
BAS ByxranTtepisi. basosa 2240 224
BAS Byxrantepis MTPO® 6690 670
BAS Byxrantepisi. KOPI 18000 1800
BAS Byxrantepisi. Komnnekt ans 5 kopuctysauis 12900 1290
BAS Mogynb o6niky akuuaHoro nanuea (ans nporpam "BAS 4800 480
Byxrantepisi TPO®" i "BAS Byxrantepist KOPM")

BAS Manwit 6isHec 8400 840
BAS Manwii 6isHec. basosa 2240 224

Pucynok 1.3 - Ilpaiic-nmuct Big BAS KOPII[3]
1.3.3 JSolution

[Iporpama st €1EKTPOHHOTO JOKYMEHTOOOITY J03BOJISIE MiANPUEMCTRY,
KoMmmnaHii, ¢ipmi abo MIAPO3ALTY CHPOCTUTH POOOTYy 3 JTOKYMEHTaMHU Ta
3MEHIIUTU OOCSITH BUTPAYEHOTO Yacy Ha iX YHOPSAKYBaHHS. 3a JIOMOMOIOIO

CUCTEeMH BH 3MOXKETE€ CHUCTEMaTH3yBaTH 1H(OpMAIil0O 3 pI3HUX THUIIIB
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JOKYMEHTIB, CKOPOTUTH YaC Ha MOIIYK MOTPIOHUX MAHUX 3aBISKU 3py4UHIN
¢dyHKIT B1IOOPY 3a 3aJjaHUMU MapaMeTpamMu. BeliTh TOKyMEHTAIlll0 B €IUHIN
0a3i, po3MeXKyUTEe JOCTYI 0 HEI 3a JOMOMOIrOK HAJIAIITYBAHHS BIAMOBITHUX
npaB JOCTYIly JJig mpaiiBHUKIB. KoMm'toTepuzaiiisi poOOTH 3 TIOKYMEHTaMU HE
TUIBKU pOOUTH poOOTY MIBUIIE, a W MiABUILYE €PEKTUBHICTh O13HEC-TIPOLIECIB
KOMIaHIi.

Takox KOMIaHisl HaJa€ XMapHE CepeloBHINE s OyIb-sKUX cdep

ISUIBHOCTI.
[ 7 <z
M=
. z§ meﬂg?f:m @ O Aok MKe?ro- Hn
& =
Mlepconan Y 1
YnpaeaeHve . Mu.ra:.u .

AOCTynom

b S

TPaHCMopT CRM

g &

YyebHoe
3aBeAeHue IP-TeAecpoHms
@

i E
Cnopr- w —
KOMMAEKC A i A ji I A KOBOPKMHT

PectopaH Orenb
KopnopatusHoe

®acr-pya nuTaHue

KeirepuHr

Pucynoxk 1.4 - Pisnomanitts JSolutions [3]

VY cucrteMi € MOKIIMBICTh CTBOPEHHS Ta 00Ky Haka3iB Ha MIJMPUEMCTBI.
Jpyk HakaziB 3A1MCHIOETHCS 3a 3a3/1alieri[b HAJAIITOBAHUMU IA0JI0HAMU, K
CTaHJIapTHUM (TIpuiioM Ha poOOTY, 3BUIBHEHHS, CTBOPEHHS HOBOi MOCaIH,
nepeKIiajl, BIAMYCTKY TOIIO), TaK 1 IHAUBIIYaIbHO PO3POOJICHUM IIij] 3aBIaHHS
KOHKpEeTHO Bamioi ¢ipMu. ¥Yci BXifHI (THOIITOBi, €JIEKTPOHHI) 3BEPHEHHS
(IKCYIOTBCS B CHUCTEMI, 3 MOJKJIMBICTIO BIJICT€KE€HHS JIMCTYBAaHHS IO 00iry,

(dikcarii 1aHUX BIAMPaBHUKA Ta PIIICHHS 1010 KOKHOTO OKPEMOT'0 3BEpPHEHHS
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Monynb jSolutions ais 1OKyMEHTOOOITY Mpalloe 3 Pi3HUM MPOTPAMHUM
3a0e3nedeHHsIM Uil ApyKy. BHKOpHCTOBYIOUM O€3KOIITOBHI TEKCTOBI Ta
tabnuyHi penaktopu Open office [9], Libre office [10], kiieHT MiHIMIZye
BUTPATH HA BUKOPUCTAHHS 1H(pOpMaIiiHuX TexHoJorii. Ile € Bemukoro
MepeBaroro, ajpke Takl CEpPBICU y BUTJISA/I IPOTpaMU HE YacTo € 3 MIATPUMKOIO
it gekiiapkox OC.

ABTOMatu3arisi JOKyMEHTOOOIry 1€ BIJIMIHHMM 1HCTPYMEHT KepyBaHHS,
aJpke BCl BHYTPIIIHI JTOKYMEHTH, IO BXOJATH/BUXOIATH, 3aBXKIU OyIyTh B
MOBHOMY MOpSAAKY. Bu 3aBxkaum mMoxxkere copMyBaTu 3BITHM MPO BUKOHAHHS,
KUIBKICTh OTPUMAHUX JIOKYMEHTIB 3a IMepioj, KUIbKICTh JOKYMEHTIB, Kl
MOTPIOHO CIUCATH JI0 apXiBY Ta 1HIIKX 3BITIB, 1110 HAIAIITOBYIOTHCA 1] BUMOTH

KJIIEHTA.
1.3.4 FossDoc

«Cucrema enekTpoHHOro AokymeHToo0iry FossDoc — pimenns Ha
mnatdopmi FossLook[13], moTpiOHa myisi CTBOpPEHHSI E€JIEKTPOHHOIO apXiBY
JIOKYMEHTIB, OpraHizailli KOpIopaTUBHOTO JOKYMEHTOOOIry Ta aBTOMAaTH3aIlil
0i13HEC-IpoLIEeCiB HA MIJIPHEMCTBAX, YCTAHOBAX Ta OpraHi3alisixX Oyab-siKOro
poay nisnibHOCTI. [Iporpama 103BOJIsSIE BUPIMIUTH BEIUKY KiIBKICTh 3aBIaHb,
peamizanig SKUX MOKJIAJEHa BiANOBIAHI Moayii. Cuctema Moxxe OyTH JIETKO
MepEeHacTpOEHA 3 YypaxyBaHHSIM croenudiku poOOTH KOXKHOTO KOHKPETHOTO
MIIIPUEMCTBA.» [4]

Cama mporpama mnoOyJoBaHE€ Ha OCHOBI KJIAaCHYHOI KIIIEHT-CEPBEPHOL
apXiTeKTypH, Ha CaMOMy CalTi BUPOOHHKIB € CXeMa, sIKa UTIOCTPYE poOOTYy iX

nonatky (puc. 1.4).
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APM nonb3osartenei
(FOSS Client)

MpoaykT FossDoc
N)

S

APM AaMUHKUCTpaTOpa
(FossDoc AgmunucTpatop)

basbl JaHHbIX

Pucynok 1.5 - Cxema npoaykry FossDoc [4]

CepBep FossDoc — cepBep miIs B3aeMojiii KIIEHTCHKHUX Mporpam i3
cepepom CYB/I. Moayii, siki M0O3Ha4ar0Th POJIi CUCTEMH, MIIKIIOYAIOTHCS J10
cepBepa noAaTkiB. ToOTO mpoyKTH Oy IyTh MaTH BIIMIHHOCTI, IO MICTSITh P13H1
Ha0OpU MOIYJIIB.

«Web-cepBep — 103BOJIIE MpaIlOBaTH 3 CEPBEPOM MpOrpaMm 3a
JIOTIOMOT 010 3BMYalHOro BeO-Opay3epa. PeanizoBanuii y BUTIS1 30BHIIIHHOTO
MOJIYJISL, 10 MIJKIII0YAETHCS O CepBEPa NOJATKIB.» [4]

baza nanux — y njaHoMy BHUIAJIKy MaeMO 3MOTY KE€pYyBaTH 3a JIOIOMOTOI0
cepBepa CYBJl (Oracle [11] abo Microsoft SQL Server [12]). 36epirae
JTIOKYMEHTH, TOBIIHUKH, 1HPOPMAIIiI0 PO KOPUCTYBaU1B, HAJIAIITYBAHHS TOIIIO.

FossDoc Client - k1i€HTChbKUM JOAATOK-TIpOrpama, sika, HaxKajb, € TUTbKU
st Windows OC, aBromatuzoBanuii pooounii (APM) kopuctyBaya. OCHOBHA
MeTa NporpaMH, SK OyAb-SIKOTO KIIEHTY — MIAKIIOYEHHS 3BUYAHHOTO
KOpUCTyBaua JI0 cepBepa MOJATKIB (3 JOKaJIbHOI Mepexi ado 1HTEepHEeTy) 1
BUpINIyE CBOI CIIy»KOOB1 3aBJaHHS, SK CHIBPOOITHUK MIANPUEMCTBA
(opranizamii). ¥ toii ke yac APM kopucTyBada € KJII€EHTOM-TOIITOIO 1 MOXKE

MpUMUMaTH-HAACUJIATH JIUCTH 13 30BHIIITHIX MMOIITOBUX CEPBEPIB.
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FossDoc Web Client - BeO-iHTEpdelic (B€O-KIIEHT), SIKUM peai3ye Ti XK
¢byHKIT pobodoro Micis KopucTyBaya, mo i 3Buuaiinuii FossDoc Client, 3a
JIOTIOMOTOI0  3BHYaiiHOTO BeO-Opay3epa. ToOTO KoMIaHis Hajaga 3MOTY
BUKOPUCTOBYBAaTH 1X KIIEHT-MPOAYKT 3 OyAb-sKOI ONEpauiiHOi CUCTEMHU.
PoGoTy BeO-kiTieHTa 3a0€e3meuye BeO-cepBep CUCTEMM.

FossDoc Amminictpatrop — moaioHa no FossDoc Client, kimieHTCbKa
nmporpama, MaicTep aaMmiHICTpyBaHHs. 3a gonomorow 1mwsoro I13 moxHa
3M1MCHIOBATH aIMIHICTPYBaHHsI cepBepa MporpaMm (BIATBOPEHHS HOBHUX THUIIIB
JOKYMEHTIB, PO3MOAUISATH MpaBa JOCTYIy, MIAKIIOYATH JOJATKOB1 (QYHKIII,

BBOJIUTH KOPUCTYBaYiB, MPOEKTYBATH MAPUIPYTH TOIIO)

1.3.5 HotDocs

HoTdocs

Pucynok 1.6 - HotDocs[5

HotDocs — 11e Ha0ip Bi3HAYEHUX HArOPOJaMU MTPOTPAMHMX J0JIaTKIB, K1
3HAYHO CKOPOYYIOTh YacC, SIKUW MOTPIOHO BUTPAYaTH HA CTBOPEHHS JJOKYMEHTIB
JUTSL KJTieHTa 200 KIli€HTa (TaKuX sIK KOHTPAKTH, MPOIO3HUIIT TPOJIaxy, IepKaBHI
Ta cyZ10B1 (hOpMHU, 3asiBKU Ha MO3UKY Ta MEIU4H1 (HopMU).

HotDocs nepetBoptoe noxkymentu ta rpadiuni (PDF) dopmu B madbnonu
JUISL CTBOPEHHS JIOKYMEHTIB 1 PO3ropTae Iii madJOHU B PI3HUX CEPBEPHUX
CepeloBUIIAX.

MopentoBanusi 1okyMeHTiB y HotDocs Moske BapitoBaTHCS BijJi BCTaBOK
3MIHHUX 70 (J)OpPMYBaHHS Ta BCTABOK CKJIAJHUX OOYMCIIEHUX 3MiHHUX. bi3Hec-
norika, mo ckiagaetses 3 oneparopiB IF/THEN 1 nuknis REPEAT, moxe Oytu
BOy/l0BaHa B IIAOJIOH JJi1 KOHTPOJIIO BKJIIOYEHHSI a00 BUKIIIOYEHHS MOBHHUX
osokiB. HotDocs Bkitouae B ceOe psij IHIIKUX 1HCTPYKIHM CleHapiiB 1 HA0OpiB
MoNepeHRO 3aMakoBaHuX (QyHKIIHN 3 BUKOpUCTaHHAM OyieBoi jjoriku. HotDocs

TaKO0X JI03BOJISIE CACTEMHHUM apXITEKTOpaM CTBOPIOBATH BIACHI (PYHKIIII.
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[lin vac BukopucranHs mabnoH HotDocs 3amutye y kopucTyBada
iH(opMallito, HeOOX1AHY IJI CTBOPEHHS JOKyMeHTa (200 Habopy TOKYMEHTIB),
1 30epirae iHopmariito y daitmi Bianosigei. [loTiM nmporpama BUKOPUCTOBYE
30epexkeHy 1H(oOpMallilo AJisi CTBOPEHHS CIEIladbHOI Bepcli JOKYyMEHTa,
BCTaBJISIIOUM Ta (PopMaTyrouu 3MiHHY i1H(GOpMaIli0, BCTaBJISIIOYM MPABUIIbHI
pEUYEHHS Ha OCHOB1 YMOB TPaH3aKI[ii Ta BCTABJISIOUU NMPABWIbHI 3aiiMEHHUKH Ta
T€CI0OBA.

Crex Texnousorii HotDocs Bkitouae sioriude siapo, HaOlp 1HCTPYMEHTIB
po3po0OKH, mIaTGopMu JJisi pO3rOpPTaHHS IHTEJIEKTyalbHUX IIA0JIOHIB y OY/b-
SKOMY CEPEIOBHIII Ta MUPOKUM CIIEKTP TEXHOJOTIH piBHSA KOpUcTyBauda (BeO-
TOoAaTKH U1 BUKOpHcTaHHA mabdioniB HotDocs).

Crneundivna, ane TeX CBOro poAy aBTOMaTU3yBaHHs. X04 TaKuid BUOIp HE
MOBHICTIO, a JIWIIe YaCTKOBO BUPIIIIy€ HAIly TOCTABJICHY 3ajJlauy, ajie mporpama,
K JIOMOBHEHHS, MOXE Jy»e€ TMPUIIBUAINIMNTI Yac CTBOPEHHS Ta 3allOBHEHHS
JIOKYMEHTY.

1.4 IlocranoBka 3anayi

3ajaHo oprasizailiio 3 AeKUJIbKoMa BIJIIIJIaMU Ta MpaliBHUKaAMU 3 PI3HUMHU
poyisiMu B KoKHOMY Bigaury. [loTpiOHO po3poOUTH mporpamy Ha OCHOBI
MIKPOCEPBICHOI apXITEKTypH, sIKa JacTh 3MOIY 3aBaHTaXyBaTH OKYMEHTH
MEBHOTO PO3MIpY Ta MOXHa Oyje MiATBEPAUTH MPABWIBHICTh TOKYMEHTY a00
MOTOJIUTUCH HA MOTO YMOBH, MICJS YOTO MpOorpaMa MepeBipUTh HASIBHICTh BCIX
MOTOP)KEHb Ta aBTOMAaTUYHO PO3POOUTH MIAMKC 10 JOKYMEHTY B1J] JIMLIS BIILTY,
AKIIO OyIyTh BUKOHAHI NIEBHI YMOBHU. TOOTO NOKyMEHTY OyJlie HagaHO MIAINUC
Bii 00JMYYsA BIAAULY aBTOMAaTHYHO, SKINO, HAMPHUKIAA, TOJOBAa BLAALLY
MIITBEPIUTh MPABUIBHICTh JIOKYMEHTY. TakoXX mporpama INOBHHHA MaTH
(yHKIIIOHAT TEPEBIPKU MIAMUCY.

Takox 10aTOK MOBUHEH OyTH TakuM, 1100 y MailOyTHbOMY HOTO MOXKHA
OyJI0 JIETKO OHOBJIIOBATH Ta J0JaBAaTHU HOBHUM (DYHKIIIOHAT yXKe MPOCTO, TOMY

110 B po3po0i1ii Oyae BUKOpUCTaHa MIKpPOCEpPBICHA apXiTEKTypa.
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1.5 BucuoBku a0 po3ainy 1

ApXITEeKTypa MIKPOCEPBICIB 3HAYHO CIPOCTUTH MaciITaOyBaHHS Ta
J0JTaBaHHSI HOBUX MOXJIMBOCTEN /10 BalllOi MporpaMu. TOX SKILO BU IUIAHY€ETE
pO3pOOUTH BEJIHMKY TMpOrpaMy 3 KUIbKOMa MOAYJISIMH Ta MaHApIBKaMu
KOpUCTYyBaua, HaWKpaluM Crmoco0oM BHopatucs 3 UM Oyae 1mabiioH
MIKPOCEPBICY.

Jj1st KoprCcTyBaya HEe BaXJIMBO, SIK BU pEeaJi3y€Te MPOAYKT, HOMY BaKJIUBUN
pe3ynbTaT Ta IBUIKOIIS.

VYci nporpamMu cX0i MiXK C00010, ajie 3aIMINAEThCS HEBIAJOMHUM IILISIX
pPO3pOOKK Ta CIHMCOK TEXHOJOTIH, SIKi BUKOPUCTOBYIOTH BOHHM. € 1ie 0e3niu
aHaJIOT1B, aJie BIIMIHI MI)K HUMHU IPUCYTHI, TaK K KOKHUWA MPOIYKT OBUHEH
OyTH yHIKaJIbHUM.

Ane MO)KHa 3a3HA4YMTH, L0 3aBASKH KOXHIA 3 HHUX MOYKHa OTPUMATHU
ONTUMI3aIlii0 O13HEC-MPOIIEeCiB HA MIAMPUEMCTBI Ta TaKl IEpeBaru:

1. EnexTpoHHHMI apXiB yCiX JOKYMEHTIB, @ TAKOK MOKJIMBICTh MPAIIOBATH
JUIIE 3 aKTyaJbHUMH BEPCISIMU IOKYMEHTIB (TUX, IO SIKMX OyJI0 BHECEH1
OCTaHH1 3MiHH);

2. lllaGnonm (haiiniB, OpOCTy Ta 3pO3yMIIY CTPYKTYpY Ta NPUCKOPEHHS y
JEKJIbKA pa3iB MPOLECY y3rOJKEHHS;

3. e onHa ocoOnauBICTh — 3MOra MPUB'SI3aTU A0 JOKYMEHTIB OYJb-IKHX
aHaMTUKIB ((h1HAHCOBUX, HANPUKJIIA/), 100 BCTAHOBUTH B3a€EMO3B'SI30K
MIXK OO/DKETYBAHHSM Ta €JIEKTPOHHUM JOKYMEHTOO0OIrOM;

4. 'V xoMmIaHisix 3 JeKUIbKOMa (PUTISIMU MPUCKOPIOETHCS Ta CHPOIILYETHCS
MPOIIEC Y3rO/IKeHHS Ta nepeaadi Gpaiis;

5. Cucremy MOXHa HaNalITyBaTH TaKMM YHMHOM, MO0 MEBHI 3MIHU B
JOKYMEHTaX 3allyCKaJld CYMYTHI HpPOLECH, HANpHKIaa MICIS OIJIaTH
MOYUHAIIOCS BUKOHAHHS 3aMOBJICHHS;

6. Ilokpamenuit nmocBig pobOTHU 3  KII€EHTaMU. |HTeleKTyaibHa

aBTOMaTI/ISaI_[iH I[OKYMCHTiB JO3BOJIAE KOMaHJaM OTpUMYBATHU
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iHopMallil0 3 HU3KH MIJKIIOYEHUX JKEepeNl 1 MHUTTEBO CTBOPIOBATH
KOHTEHT, SKHH PO3MOBIJAE ICTOPIIO 3a JOMOMOTOK IMEPCOHATI30BAHUX
TOYOK JaHUX;

7. Hes3Baxarouum nHa mnepury nporpamy BAS KOPII, Bennka ekoHOMist
rpomeil. Xo4 1 MOTPIOHO Yy JEAKUX MPOTrpaMHHUX 3a0€3MEUCHHSIX
oopMIIIOBaTH IUIATHY MIJIUCKY, BCE OJHO 1€ MEHII BUTPAaTH, HIX
KYIUIATH Mamnip Ta TeXHIKy 3 GapOoro as IpyKy.

Crnil yBaXXKHO CTaBUTHUCA J0 BUOOPY TEXHOJIOTIHM Ta mporpam, sikuMu Oyje

KOPUCTYBATUCA BCA KOMIIaHIs.
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OITNC CTEKY TEXHOJIOT'T!
Spring Boot

Java Spring Framework (Spring Framework) — 1ie nonynsipua miiargpopma

KOPIIOPAaTUBHOI'O piBHH 3 BiI[KpI/ITI/IM KOOAOM i1 CTBOPCHHA ABTOHOMHHX

JOJIATKIB BUPOOHUYOTO PIBHS, SIKI MPallOOTh Ha BIPTyalbHIA MamuHi Java

(JVM).

Java Spring Boot (Spring Boot) [14] — 11e IHCTpyMEHT, SIKUil POOUTH

pO3poOKy BeO-I0MATKIB 1 MIKpPOCEpBICIB 3a gomomorow Spring Framework

MBUAMIOKO Ta HpOCTiHIO}O 3a JOIIOMOI'0I0 TPhOX OCHOBHHUX MOKJIMBOCTEH:

1.
2.
3.

ABTOHaNAIITYBaHHSA
VYneBHeHM MiIX1]] 10 HalIAITyBaHHS

MOXXJTUBICTh CTBOPIOBATH OKpPEMi IIpOrpamMu

i ¢dyskmii mpamoooTh pa3oM, MO0 HAJaTH BaM IHCTPYMEHT, SIKUH

JO3BOJIAE

HaJalTyBaTU MporpaMy Ha OCHOBI Spring 3 MiHIMaJbHOIO

KOH(]ITypalli€lo Ta HaJalITyBaHHSIM.

Cepen nepeBar Mo)kKHa 3a3HAYUTH TaKi:

1.

Bin 3a0e3neuye rHydkuil crnoci0 HanmamTyBaHHs Java Beans,
KoH(pirypamiit XML 1 Tpan3akiiiii 6a3u JaHUX;
Bin 3a0e3neuye MmoTykHY HakeTHY OOpoOKy Ta Kepye KiHIEBUMHU

toukamu REST;

. Y Spring Boot Bce HanamToOBYETHCS aBTOMAaTUYHO; HE MOTPiOHI

pPYUHI HaJalITyBaHHS;

Bin npononye g01aTok Ha OCHOBI aHoTaliil (TOOTO MOTPIOHO HA
dyHKIier0 abo0 3MIHHOK TOCTaBUTH KOJOBE CIOBO  JIst
BUKOPUCTAHHS IIEBHOTO KOMY);

[Tonermye ynpaBmiHHS 3a71€KHOCTIMH,

Bin Britouae B ceOe BOyJ0BaHMI KOHTEHHED CEPBIIETIB.
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2.2  @Gradle

Gradle [15] — ue cucteMa kepyBaHHS 301pKaMU 3araJIbHOTO MPU3HAYEHHS.
Bin miaTpuMye aBTOMaTU4YHE 3aBAaHTAXKEHHSI Ta HAJAIITYBaHHS 3aJ€KHOCTEH
abo 1Hmmx Oi0miorexk. Bin miaTpumye penosutopii Maven Tta vy mis
OTPUMAaHHA 1X 3aJIEKHOCTEM.

[TepeBaru:

1. upoxko HacTporoBaHuit — Gradle MoeNIOETHCA TAKUM YMHOM, 1110
Horo MoOKHa HACTPOIOBATH Ta  PO3IIMPIOBATH  HAaWOLIbII
dbyHIaMEHTAIbHUMU CIIOCO0aMu;

2. Buakicte — Gradle mMBUAKO BUKOHYE 3aBAaHHS, MOBTOPHO
BUKOPUCTOBYIOUM BHUXIJHI JlaHi 3 TIONEPEeNHIX BUKOHAHHS,
o0poOJIsitour JNuIe BXIJHI JaHi, SKI 3MIHUJIUCA, 1 BUKOHYIOYHU
3aBJaHHS MapaieNIbHO;

3. Iotyxuuit — Gradle € oQimiiHUM THCTPYMEHTOM [JIsi CTBOPEHHS
Android, axuii nigTpuMye 6arato NOMyIsIPHUX MOB 1 TEXHOJIOT1H;

4. Gradle nigTpuMye CTBOPEHHS KIIBKOX IMPOEKTIB 1 apTe(aKTiB.

2.3 Spring Cloud Api Gateway

o3 [16] - e okpema Spring Boot nporpama, yepes siky NpoXoJaTh BCi
3anuTH, peanizaiis madnony Reverse Proxy. ToOTo MikpocepBicH HE 3HAIOTh
OJIUH MPO OJHOTO, a 3BEPTAIOTHCS 10 MPOKCI. 30BHIMIHINA KOPUCTYBAU TAKOX
BioMuii TUTbKU npokci. [Ipokci, y cBOIO uepry, aHali3ye 3aluT, epeHanpanise
Horo 10 moTpiOHOro MiKpOCEPBICY Ta MOBEPTAE BIAMOBIIb HA3a]I.

[Ilnmro3 API Moxe J0mOMOITH CHPOCTUTH 3B’S30K MIXK KJIIEHTOM 1
CITy>k0010, Ui TO MIXK Be€0O-Opay3epoM KOpPUCTyBaua i CEpBEPOM, BIAJAIICHUM 3a
MU, a00 Mik 1HTephENCHUM JOJAATKOM 1 CEPBEPHUMH CIIy>KOaMH, Ha SIKI BiH
MOKJIAJIA€ThCS.

o3 APl no3Bossie peanizyBaT (yHKLIOHAT OKPEMO BiJI KIIIEHTA,
MEepPEMIIIYIOUH 10 BIAMOBIIAIBHICT 3 00Ky KOPHUCTYBaua Ha CTOPOHY CEpBEpa.

Bce, 110 KJi€HT NMOBHMHEH 3HATH, 1€ SIK CHUIKYBaTuCs 31 1UI030M. He Mmae
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3HAYE€HHS, YU MEPEMILTYIOTHCS CEPBEPHI CIYKOU, UM EPEXOISITh Y aBTOHOMHU M
PEXKUM UM CTAlOTh HECTAOUIBHUMHU, SIKILO IIUII03 3HAE, K BIIOPATUCS 3 TAKUMU
CUTYaLISIMU.

[lin kamoTOM ILIII03 MA€ HE IyXKe BaAXKKY cxemy (puc. 2.1).

Spring Cloud Gateway

Routing/Gateway Handler 1

= |
Predicate
) ‘ Filters ‘

Microservice 1

Routing/Gateway Handler 2

L A
Dt
&) =
Filters

Customer acoessing
dffarant uris

)\ 4

Microservice 2

Routing/Gateway Handler 3 Microservice 3

aAm<xoTmev <—A-mZ

1

Predicate
J Filters

Pucynoxk 2.1 - Enementu Spring Cloud Api Gateway

1106 3icTtaButu BxigHui url (o itne B Spring Cloud Gateway) BuxigHomy
url (1o ¥ae 70 MikpocepBicy), TOTPIOHO 3a4aTH TPU MYHKTHU:

Predicate: ymoBa, KoM 3alUT MepeHANPaBISEThCA (HAPUKIAA, Ko url
BI/IMOBIAA€ TAKOMY-TO 11a0JIOHY ).

URIL: wMmicTUTh UUISX-CWIKY KyAW T[EPEHANpaBIsSEMO 3amuT (KU
MIKpOCepBic).

OinpTp (HEOOOB'SI3KOBO): sIK MOAMGIKYBATH 3amUT (HAa HUIAXY TYAH YU
Hazan).

i Tpu mynkTH (e inentudikatop Route) o6'eqnani B Route - ocHOBHUI

OyZaiBenbHUN OJOK. 3 KUTBKOX TaKUX OJIOKIB 1 CKJIaIa€ThCs HAJAIITYBaHHS
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2.4  Spring Cloud Config Server

Ile kimieHT-cepBepHU miaXia Spring ayig 30epiraHHs Ta 00CIyroByBaHHSA
pO3MoIIeHNX KOHPIrypaniil y KUIbKOX J0JIaTKax Ta cepenoBuiax. [17]

[le cxoBuie koH(Irypaiii Mae 0O3Ha4EHHs BepcisiMu mig kepyBaHHsAM Git
version control 1 Moxe OyTH 3MIHEHO 1]l YaC BUKOHAHHS MpOrpamMu. Xoya BiH
oy’ke n00pe MiaXOIuTh nJisg JO0AaTKIB Spring, 0 BUKOPUCTOBYIOTH BCl
niaTpuMyBani popmatu (BaitiniB KOHPIrypallii pa3oM 3 KOHCTPYKIISIMU, TAKUMHU
gk Environment, PropertySource abo @ Value, BiH MOXe BUKOPUCTOBYBATHCS B
OylIb-SIKOMY CEpEJIOBUILl, 110 MpaIoe€ OyIb-IKOK MOBOI MHpOrpaMyBaHHS.

[Ipuknaa HaBEIEHO HA PUCYHKY 2.2.

Inventory
Service

serves configuration "OHL G .t

Spring Cloud
Config Server

Books
Service

Pucynok 2.2 - Cxema Cloud Server
[lepen KOKHUM 3aIlyCKOM CEPBICY, BIH CIIOYATKy JUBUTHCS HA CXOBUIILIE 3
KOH(]ITypalisiMd 1 BUKOPHUCTOBYE iX NEpe] OCHOBHOK aBTOKOH(]Irypariero
npoekty. OaHa 3 0co0IMBOCTEN — 3MiHA KOH(ITYpallii TO/li, KOJU MPOEKT BHKE
3amynieHui. ToOTO MPOEKT yac Bij] Yac MUTA€E y CXOBULIA YU OYyJId 3MIHH, 1 AKIIO

Taki OyJid, 3aMiHs€ X Mai>ke He OMITHO JJIS KJTIEHTIB.
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2.5 Netflix Eureka Server

Bigkputta cinyx0u Ha CTOPOHI KJIIEHTA JTI0O3BOJISIE CITY>K0aM 3HAXOJUTHU Ta
CIIJIKYBAaTHUCS OJIMH 3 OJJHUM 0€3 KOPCTKOr0 KOJIyBaHHS IMEH1 XOCTa Ta MOpPTY.
€11HOI0 «(PIKCOBAHOIO TOYKOIO» B TaKii apXITEKTYypl € PEECTp MOCIYT, Y IKOMY
KOKHA CITyk0a Mae 3apeecTpyBaTUCs.

OnuuM 3 HENOJIKIB € Te, 10 BCl KIIEHTH MOBHHHI peaiizyBaTH IMEBHY
JIOTIKY JIJIsl B3aeMo/Iii 3 i€l pikcoBaHoro Toukoro. Lle nmependavae 1oaaTkoBy
Mepexy TyJU W Haza] nepe GaKTUIHUM 3aIUTOM.

3 Netflix Eureka [18] kokeH KJII€EHT MO€ OJHOYACHO ISITU SIK CEpPBED,
1100 peruTiKyBaTH CBiM CTAaTyC MiIKIIOYEHOMY OJHOPAHroBI. [HIIMMHU clioBamu,
KJIIEHT OTPUMYE CIUCOK YCiX MIAKIIOYEHUX OJJHOPAHTOBUX MapTHEPIB y PEECTpi
CIyx0 1 poOHUTH yCl NOJaiNbUIl 3alUTH JO IHIIUX CIYyXO0 3a JONOMOIOKO
aIropuTMy OaNaHCYyBaHHSI HABAHTAXKEHHSI.

[Ilo6 oTpuMatu iH@OpMAIli0O PO MPUCYTHICTh KIIIEHTA, BOHU MOBUHHI
HaJICNIATU CUTHAJ «CEPIIEBOI'O PUTMY» B PEECTP.

Koxen mikpocepsic peectpyerbcsi Ha cepBepl Eureka, 1 Eureka 3Hae Bci
KIJIIEHTCBHKI MpOorpamu, 0 MpaloTh Ha KOKHOMY nopty Ta [P-amgpeci.

SKImo mpocTMMHU CJI0BaMH, TO II€ cepBep IMEH abo peecTp CepBiCiB.

OO0oB's13KH:
1. HanaBaTu iMeHa KO)XKHOMY MIKpOCEPBICY.
2. Peectpye w™ikpocepBicu Ta Bigmae ix [P iHmmM yactuHam

nporpamu. TakuM YMHOM, KOXKEH cepBic peecTpyeTbest B Eureka 1 Bigmpanisie

3aluT CEPBEPY, 11100 MOBIJOMUTH, 1[0 BIH aKTUBHUI.
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Registry

Service

«
Queries .
/ Registers

o o itself

Micro uses Micro
Service A e Service B

Pucynok 2.3 - Cxema po6otu Eureka Server

2.6 MongoDb

JIOKyMEHTOOpIEHTOBaHA CHCTEMa YIpaBlIiHHA 0Oa3aMHM JlaHUX, SKa
noTpedye onucy cxemu Tadiuib. BBaKaeThCsi OJHUM 13 KJIACUYHUX MPUKIAIIB
NoSQL-cucrem, BukopuctoBye JSON-momiOHI JOKyMEHTH Ta cxemy Oasu
nanux [20]. JSON[19] a6o JavaScript Object Notation — 116 MiHIMaJIbHUH,
yuTabenbHuid popMar Mg CTPYKTYpyBaHHS JaHUX. BiH BUKOPHCTOBYETHCS B
OCHOBHOMY il Tepelayl JaHuX MIDK CepBepoM 1 BeO-T0JATKOM, SIK
anpTepHaTuBa XML.

Sk 1 iHmi 6a3um manux NoSQL, MongoDB He Bumarae momnepenHbo
BU3HAUYECHUX cxeM. BiH 30epirae Oynap-ski Tunu aanux. Lle nae kopucryBauam
MO>KJIUBICTh CTBOPIOBATH OYy/1b-KYy KUIBKICTb IOJIIB Y IOKYMEHTI, MOJIETILYI0YU
MacmTabyBaHHs 0a3 maHux MongoDB mnopiBHsHO 3 pensmiiiHumMu 0Oa3amu
JTaHUX.

OcHoBHOO  (Qyskuiero  MongoDB €  #ioro  ropusoHTalbHA
MaciITabOBaHICTb, 1110 POOUTH HOTO KOPUCHOIO 0a3010 JaHUX JJI1 KOMMaH1H, 1110
MpaIo0Th 13 10JaTKaMu JUIsl BEIUKUX JaHuX. KpiMm TOro, mapaiHr A03BOJIsE
0a31 JaHUX PO3NOAUIATH JaHl MK KiaactepoM MamuH. Hosi Bepcii MongoDB
TaKOX NIATPUMYIOTh CTBOPEHHS 30H JAHUX HAa OCHOBI KJIOYa Iap/a.

MongoDB mniarpumye psn mexaHi3MmiB 30epirands nanux 1 Hajgae API

MeXaHI13MiB 30€epiraHHs, siKi J03BOJISIIOTh TPETIM CTOPOHAM PO3pOOJIATH BIAaCHI
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MexaHi3Mu 30epiranus. Came y Spring Boot He BUKIIIOYEHHS 1 B HbOMY OyJie

BUKOPHUCTOBYBATUCS] MOHTO alli JiJisi 30epiraHHsi Ta OHOBJICHHS JaHUX.

2.7 MongoCompass

MongoDB Compass [21] € odiuiiinum rpadiuaum iHTepdeiicom s
MongoDB, skuil niarpumyerbcss O(IIAHUM PO3POOHUKOM 0a3u JaHHUX.
MongoDB Compass nonomarae KOpucTyBauaM MNpUMATH PO3YMHI PIlIEHHS
110JI0 CTPYKTYPH JaHUX, 3aMUTIB, IHAEKCYBaHHS Ta 0araThoX 1HIIUX i, sIK1 BU
MOXETe BUKOHYBATHU 3 023010 TaHUX.

MongoDB Compass € HabaraTo Kpamiow ajibTepHATUBOIO IJI 000JOHKHU
Mongo. Compass M0oke BUKOHYBATH BC1 Omepailii, iki MOkHa BUKOHYBAaTH 4epe3
KOMaHAHY CTpoky abo uepe3 TepMiHan (Mongo Shell), 1 6araro iHmoro,
30KpeMa:

1. BizyamizyBatu Ta AOCHIAKYBAaTH JaHl, 10 30epiratotecs y 0asi
TAHUX;

2. CrBoproBatu 0a3u JaHUX Ta BCTaBISATH, OHOBIIOBATU Ta BUIAISATH
JlaH1 y CBOiM 0a3i JaHUX;

3. OTpumyBaTH HETalHy CTATUCTUKY CEPBEpPa B peaIbHOMY 4acl;

4. BiactexxyBaTu Ta pO3yMITH TpoOJeMH MPOAYKTUBHOCTI 3a
JOTIOMOT'OI0 Bi3yaJbHOI'O MOSICHEHHS TUIaHIB;

5. KepyBaru innekcamu;

6. IlepeBipsiTu CcBOI AaHi 3a JOMOMOIOIO0 MPAaBHJ MEPEBIPKU CXEMHU
JSON;

7. Po3muproeThes 3a JOMOMOTOFO TIariHIB.
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2.8  Redis
RediSearch RedisGraph
RedisTimeSeries RediBloom
RedisAl RedisJSON
Pucynok 2.4 - Redis 6a3a ganux
Redis [22] — me cxoBuile 3 BIAKPUTHUM BHUXIIHUM KOJIOM, CXOBHIILE B

ONEpaTUBHIN NaM’sTi, SIKE BUKOPUCTOBYETHCS SIK 0a3a JaHUX, XELI-IIaM’SIThb,
MOCEepEHUK MOBIIOMJIEHb 1 MEXaHI3M MOTOKOBOI nepenaui. Redis Hagae Taki
CTPYKTYpH JaHUX, SIK JUCTH, X€llIl, CIIUCKHU, HAOOpHU, BIICOPTOBaH1 HAOOpH 13
3almuTaMU  Jlafa3oHy, pacTpoBl 300pakKeHHs, TINEPJIOroBl  KypHAIH,
reonpoCTOPOBI 1HAEKCH Ta MOTOKU. Redis mae BOy0oBaHy perutikanito, cueHapii
Lua, Tpan3akiiii Ta pi3Hi piBHI 30€peXEHHS Ha JIUCKY.

€ MOXIUBICTh BHKOHYBAaTH aTOMapHi oOmepaiii 3 LIUMH THUIIAMH,
HanpuKJIaa, 10AaBaTH A0 PSAKA; 301IbIICHHS 3HAYCHHS B XeIlll, MepeMIIeHHS
eJIeMEHTa J0 CIHCKY, OOYUCIIOBaIBHUN HaAOIp mepeTuHy, 00'€nHaHHS Ta
pi3HUIlL; a00 OTPUMAaHHS WieHA 3 HAUBUIIIMM PEUTUHTOM Y BiJICOPTOBAHIM IpyIIi,
TOOTO 1151 Oa3a JaHUX MOEAHYE B 001 BCIO OyJieBy anreopy sk 1 Oyb-sKa 1HIIA.

{06 mocsArTy HaBUIIOT MPOAYKTUBHOCTI, Redis mpaiitoe 3 Habopom gaHuX
y IaM’4T1. 3aJIeXKHO B1Jl BAaIllOT0 BUIAJIKy BUKOpUCTaHHs, Redis Moxe 30epiratu

Ballll JIaH1, Iep1OJUYHO BUMTUCYIOUN HAaOIp AJaHUX HA JIUCK, 00 JOIAI0YU KOKHY
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KOMaHAYy J0 >XYypHally Ha JAUCKY. TakoX € Taka (QYHKIiS SK BUMKHYTH
30epeKeHHsl, SKIIO BaM MPOCTO MOTpiOeH OaraTodyHKI[IOHATBHUN, MEPEKEBUIN
KEeIll y IMaMm’sTi.

Redis miaTpumMye acHHXpPOHHY peIUTIKalilo, IMIBUAKY HEOJOKYIOUY
CUHXPOHI3aIlll0 Ta AaBTOMAaTUYHE I[IOBTOPHE MIAKIIOYEHHS 3 YacCTKOBOIO
PECUHXPOHI3AIIEIO MPU PO3IITIEHHI MEPEXKI.

BukopucroByeTbes Ak a1 6a3 JaHUX, Tak 1 1S peaizalii Kkenry, OpokepiB
noBiioMJieHb. BoHa € He nyxe Oe3meuHor0 sl 30€peXKEHHs TaHuX, TOMY il
Kpallle BUKOPUCTOBYBATH JIJIsl Kelry. Y BiacHI poOOTi Oyae BUKOPUCTAHO IS
30epekeHHsT jwt TOKEHyY, Skl OyJe BUKOPHUCTOBYBATHCS [JIsi aBTOpHU3AIlil

KOpHUCTyBaya

29 JWT

JWT [23]- ue 3anponoHoBaHui [HTEpHET-CTAaHAAPT ISl CTBOPEHHS JAHUX
13 I0JaTKOBUM TMIJIMUCOM Ta/a00 HEOOOB’ A3KOBUM IIU(PYyBAHHSIM.

«Ile Biakputuii crangapt (RFC 7519) nns ctTBOpeHHS TOKEHIB A0CTYITY, 110
6a3yetbes Ha ¢opmati JSON. Sk mpaBuino, BUKOPUCTOBYEThCS Ji Nepeaadi
JaHUX 17  aBTeHTH(dIKalli B KIIEHT-CEPBEPHUX THporpamMax. [OKEHU
CTBOPIOIOTHCSI CEPBEPOM, MIJMUCYIOTHCI CEKPETHUM KIIFOYEM 1 MEPEeAar0ThCs
KIIIEHTY, KWW HaJajll BUKOPUCTOBYE II€H TOKEH JJIsi MIJTBEPIXKEHHS CBOEl
ocoouy.

TokeH cKJIalaeTbCcsi 3 TPHOX YACTUH: KOPUCHOTO HABaHTaKEHHS (aHII.
payload), 3aronoBka (anri. header) Ta mianucy ado nanux mudpysanss. [lepii
nBa enemMeHTH — 11e JSON 00'ekTH eBHO1T CTPYKTYpHU. TpeTiii eIeMEHT 3aJ10KUTh
BiJI aNrOpUTMY JUIsl CTBOPEHHS 3a SKHMM, 3 BUKOPUCTAHHSM JaHUX MEPIIUX
KOMMOHEHTIB (y pa3l BukopucTanHs Hemignucanoro JWT, Moxe OyTu
OMYILEHUI)

Koporme kaxyun, JWT BHUKOPUCTOBYIOThCA fK Oe3ne4yHHil crnoci0

ayTeHTU(DiKaIllll KOpUCTYyBauiB 1 0OMiHY 1H(pOpMaILII€IO.
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Sk mpaBuio, MPUBATHUHN KJIHOY a00 CEKPET BUKOPUCTOBYETHCSI €MITEHTOM
s mignucands  JWT. OpepxyBau JWT mepeBiputh mianuc, 1mo0
MEePEKOHATHCS, 110 TOKEH He OyB 3MIHEHUM MICIs TOro, sIK MOro MiANUCaB
€MITEHT.

[IpoTe He BC1 anropuT™MH HiANUCAaHHS CTBOPEH1 oHakoBuMu. Hampuknan,
JesIKl aITOPUTMHU MIiANUCY BUKOPUCTOBYIOTH CEKPETHE 3HAUYEHHS, SIKE CIIJIBHO
BUKOPHUCTOBYIOTh €MITEHT 1 CTOpOHa, sika mepeBipse JWT. [umi anropurmu
BUKOPHUCTOBYIOTh BIIKPUTHUH 1 3aKPUTUHN KIIIOY. 3aKPUTUHN KIIFOY BIJOMUN JTUIIIE
€MITEHTY, TOJAl K BIAKPUTHI KIIOY MOXe OyTH HIMPOKO NOIUpeHui. Jlns
MEPEeBIPKU MIANUCY MOXXHA BUKOPUCTOBYBATH BIJKPUTHHN KIIOY, ajie ISt
CTBOPEHHSI MIANMKUCY MOKHA BUKOPHUCTOBYBATH JIMILIE 3aKpUTHH KiTto4. L]e Outbim
0e3MeyHo, HIXK 3arajJbHUM CEKpPeT, OCKUIbKM MPUBATHUN KIIOY TOBUHEH
ICHYBATH JIMILIE B OJHOMY MICLII.

Uepes 1ie cepepy He moTpiOHO 30epiratu 0azy naHux 3 iH(opMalliero,
HEOOX1IHOW i 1AeHTUdikamii kopuctyBaua. J[jis po3poOHHKIB 1€ 4yAO0Ba
HOBHMHA — cepBep, skuil Bugae JWT, 1 cepBep, skuii Horo mepesipsie, He

MOBUHHI OyTH 0JJHaKOoBUMHU. Cxema poOOTH 300pakeHa Ha PUCYHKY 2.5.

User sign-in (using id/password,

facebook, google, etc.) Authentication

Server

User authenticated, JWT
i {YWT}
created, and returned to user -

A

User User passes JWT when
J
making API calls

Application verifies and
processes API call

Pucynok 2.5 - Cxema po6otu JWT
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2.10 BucHOBOK 10 po3aiay 3

ABTOMaTH3aIlisl JOKYMEHTOO0ITY — 00’€éMHa po0oTa U ii MOXHO PO30UTH
HE JIeKiTbKa 4YacTWUH, TOOTO MikpocepBiciB. Cmig migioOpaTd  Takui
1HCTpyMeHTapiid, o0 OyJo 3pydHille po3poONSITH TOAATOK CaMOTYXKKH, 00
caMOMYy MpaloBaTH Ha JEKUIbKOX cepBicax — ckiaaHa podora. Came 3aBIaHHS
OyJI0 BUKOHAHO 3 BUKOpUCTaHHsIM Spring Boot ¢pelimBopky Ha MoBi Kotlin[24]
y cepenouli Intellij IDEA[25].

JI71st O1bII 3py4YHOi pO3pOoOKH OYJI0 BUKOPUCTAHO TAKUU CTEK TEXHOJOT1H
Bia Spring Boot Ta neski iHii:

1. Spring Cloud Api Gateway

Spring Cloud Config Server
Netflix Eureka Server
MongoDb
Redis

AN O i

Jwt principle
Koxkna wactuHa payxe BaxiauBa B po3poOii. O3HaWOMIIEHHS 3 BXKeE
ICHYIOUMMH PIIICHHSIMHU TI€l YK 1HINOI 3a/a4l 3aBXJIU Ja€ MPUIIBUIICHHS B
po3po0i11i, 60 HABIIIO KOKHOTO pa3y CTBOPIOBATH HOBU BEJIOCUIIEI.

Takox MaeMo apXiTeKTypy, B KOTpPIM HEMae LMKIIYHHUX 3aB’S3KIB MIXK
cepBicamu . Takox MOKHA TOOAYUTH, 1[0 B HAC € CIIJIKYBaHHS JIMIIIE MIXK IBOMA
cepBicamMu BcepellnHi OJIOKY BCiX 1HIIUX (user-service -> department-service),
TOOTO MOKM 1110 Hallla CXEMa BUTJISJAE TaK, [0 MU HE MAEMO TUTyTaHHUHU MIXK

CHIJIKYBaHHSM CEpPBICIB, BCE BUTJISAIA€ TPO30PO Ta 3PO3YMLIIO.
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3 ITPOEKTYBAHHA I[TPOI'PAMHOI'O
3ABE3IIEUEHHA

3.1  Onuc apxiTekTypu

3a MOCTaBJIEHOIO 3a/1a4€t0 MOTPIOHO PO3POOUTH TaKi CEPBICHU:

1. CepBic aBTeHTu(ikamii —  3a0e3neuye  po3Mi3HABaHHS
KOpUCTYyBaua 3a HOro eJeKTPOHHOIO MOIITOK Ta MapoJieM, SKi
30epiratoTecs y 0a3i JaHUX;

2. CepBic KopuCTyBaua — OCHOBHUM (yHKIIOHAN JJsi poOOTH 3
JAHUMH KOPHUCTyBaya (HapuKJIaJl, CTBOPEHHS POOITHUKA);

3. Cepsic Biaauty — Mae noAi0H1 PyHKII, SIK y CEPBICY 3 MMYHKTY 2,
ajie CTOCOBHO BIAJIUTY aJMIHICTpALii;

4. CepBic JTOKYMEHTIB — peanizye 30epexeHHS 0 CepBepy Ta

CKauyBaHHS JOKyMeHTiB. OCHOBHa 3ajaya IIbOTO CEpBICY —
MIJITBEP/P)KEHHS] JOKYMEHTIB Ta 3AIMCHEHHS MIANUCY, SKIIO

OyJlyTh BUKOHaHI MEBHI YMOBH,;

Uepes onncaHuii BUILE CTEK MU MOYKEMO MPEICTABUTH CEPBEPHY YACTUHY

3a CXeMOI0, HaJlaHoto po3podoHukamu Spring Boot (puc. 3.1)

© PLATFORM (CLOUDFOUNDRY, ETC)

‘ CJ Server

—— 1
Spring Boot
() loT Apps P Service
S Registry
D Mobile API Spring BOOt (:) Circuit Breaker
: Gateway Apps Dashboard
™ Browser
i BOOt Spring Cloud

Apps ‘ (:) Sleuth

Message

Metrics Store Databases
Brokers

Pucynok 3.1 - Burisig MikpocepBiCHOT apXiTEeKTypH Bij Spring
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OT1xe Ma€MoO, 10 KOPHUCTYBAa4 3MO’KC BHKOPHUCTOBYBATH HaAlll JOAATOK

3aBasKu Opay3epy. A 3 Opay3epa HAyTh 3allUTH A0 CEPBEPY, AKUN Ma€ AOCTyI

10 6a3 manux (puc.3.2).

o Database
R Weg’:w pp:lcatl:lon \ Server | _ _ [software system)
. are Systen —
R Stores all information
Provides communication between

user and server

Pucynoxk 3.2 - 3aranbHuil onuc HaIOi apXITEKTypH

Ha pucynky 3.3 300paxkeHO CXeMy K BUTJISIIA€ apXiTEKTypa MPOEKTY B

cepeaunHi 6y0ky “Server”.

Web application

[Software System]

Provides communication between
user and server

[
|
|
|
|
A A

gateway-sve N eureka-server
{Cortainen) Continer]
P N
~
- / | \ ~
- ~
- / | \ ~
~
7 / : \ ~
| ~
e / \ -
e | \ ~
g ¥ Rl ~
| ~al
User Service ‘ Depa[l;::::?t-svc Document-svc
authority-svc et Lo Ly ’ [Container]
Container] Provides functions for works with P;:‘r"‘ftis;‘!‘f't"ygﬁ[;’:;‘“::,‘:‘iﬂ(" Provides all file-specific functuanality
! e like save or sign document
‘ -
N
~ \ | 7 P
~ -
N \ | / B
~ \ / -
~ | —
\ | / -
~ ~
~ \ Y / _ ~
~ <4 >
A a

config-server

[Container]

Pucynoxk 3.3 - Cxema cepgiciB 010ky "Server"
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3.2 KowmyHnikaris mix cepBicamu. KomyHikarlist KJli€eHT-cepBep

3a cXeMO10, KOJIM MU 3aITyCKAa€MO Halll CEpBEP, KOXKHUI 3 CEPBICIB pEECTPYE
cebe Ta cBiil ineHTu(ikaTtop y Eureka-server. [lns goctynmy no Oyab-sSKOro c
CEpBICY KIIIEHT HAJACHJIAE 3amUT [0 ULUII03Yy, SKUH caM BHpIIIYE, SKOMY
MIKpOCEpBICYy MOTPiOEH 3amuT Bia kopucTyBaya. [Ini03 He Mae 3HATH agpecu
KOXHOTO 3 CepBICY (BOHHM MOXYTh OyTH JTUHAMIYHHUMH), 1I€ HE WOro podora,
Homy ciizn npocto 3BepHyTucs 10 Eureka-server 3a meBHUM 11€HTU(PIKATOPOM,
a ToM Bxke Hajae iH(opMallito, 3a SIKOK aJpecor0 MOXKHA HAICIATH 3aMuT.

Kosxnuil 3 cepBiciB 3BepTaroThesl 10 cepBicy-koHbirypaiiii. e 3HauuTh,
10 HaM He MOTpiOHO 30epiraTu KOHPIrypalliro Ha KO)KHOMY € CEpBICIB. A KOIU
HACTPOWKH 3HAXOJATHCS B OJJHOMY MICII1, iX HA0AraTo Jieriue y3roKyBaTu Mk
co0010.

Spring boot ga€ 4y 10By MOKJIMBICTh MOBEPTATH KIIIEHTY J1aH1 B 3aJI€KHOCTI
Bij 3anuTy. CrioyaTky 3riJTHO CXeMi AaHl UAyTh 10 gateway, BiH MepeBipsie 3a
nornoMororo authority-svc, 41 aBTOPU30BAHO KOPUCTyBada Ta IEPEBIPSAE caM
3auT, Y4 MOKE MOro 0OpoOUTH XOY OJIUH 3 CEPBICIB.

Cawm xe cepBic-11TI03 BU3HAYAE, KYIU BIAMPABISATH 32 JOIIOMOTOIO CEPBEPY
Eureka, Ha sxomy mnpu 3amycky cepBiCy HPOXOAUTh peecTparis. Takox
o0i6morexka Fureka pae Bizyamizamito, NpuKiIag Ha pPUCYHKY 3.4, Bxke
3apPEECTPOBAHUX CEPBICIB, SKI MOXXEMO IMOJMBUTHCS 3a IEBHUM MIISIXOM-

IIOCHUJIaHHAM.



37

&) spring

Toggle navigation

System Status

Environment test Current time 2022-05-30T09:11:53 +0300
Data center default Uptime 00:01
Lease expiration enabled false
Renews threshold 6
Renews (last min) o
DS Replicas

Instances currently registered with Eureka

Application AMIs Availability Zones Status

AUTHORITY-SVC-DEV n/a (1) (1) UP (1) - 192.168.0.100:authority-svc-dev:7008
CLOUD-CONFIG n/a (1) (1) UP (1) - 192.168.0.100:cloud-config:8000
GATEWAY-SVC-DEV n/a(1) (1) UP (1) - 192.168.0.100:gateway-svc-dev: 7004

General Info

total-avail-memory 96mb
num-of-cpus 16
current-memory-usage 57mb (59%)
server-uptime 00:01

registered-replicas
unavailable-replicas

available-replicas

Pucynok 3.4 - Ilpukian 3apeecTpoBaHUX CEPBICIB

JIns chiiKyBaHHS MiX CaMUMM CepBicaMU BUKOPHUCTOBYIOThCS (paitinum
Proto[27] Ta OpenFeign[28] 6i6mioTeka.

OpenFeign — 1e AekjapaTUBHUN KJIIEHT BEO-CIIy>KOU. Woro 3oBHimHii
BUIJISL CLIPOLTY€ po3poOKYy KiieHTa BeO-cityx0u. [11o0 BukopucroByBaru Feign,
BaM MOTPIOHO TUIBKK CTBOPUTH 1HTEpGEIC 1 A0IaTH BIAMOBIAHI IHCTPYKIIIi, TaKi
ak 1HcTpykuii FeignClient. Feign wmae adoramii, oo MiAKIIOYalOTHCA,
BKirovaroun aHotauli Feign 1 anoramii JAX-RS. Feign takox mniarpumye
konyBanbHUKU Ta fekonepu. Spring Cloud Open Feign mokpamye Feign s
MiATpUMKU  aHoTamit  Spring MVC 1 MOXe  BUKOPUCTOBYBAaTH

HttpMessageConverters, Taxi sixk Spring Web
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3.3  Cepgic aBTeHTHIKAITIT

Ha cxewmi 3.5 300pakeHut mpuKIial 3auTy aBTOPHU3allii KOPUCTyBayva:

User Authorization

USFR Authorit‘y Server Monqub RedisDb

| |
I Authorize \

Y

Authorize user

Y

Find user by email

PasswordConfirmation

P

Generate token

1

Save token to redis

Y

Save rediskey to cookie

Authorization Response

|
AuthResponse !
| L AuthResponse | | |

| |

USER ‘ Authority Server ‘ MongoDb REdiBSDb

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Pucynok 3.5 - CxeMa aBTeHTU(]iKAIlll KOPUCTYyBaua

Jl1st aBTOpU3alLlii IPOXOAUMO TaKl eTamu:

1. KopuctyBau poOUTH 3amuT aBTOpHU3allli, HAJICIaBIIMA TMOIITY Ta
apoJb;

2. nro3. Busnavae, mo nomiOHUKA 3amudT MOTPIOHO HAJICIATH 10
cepBicy aBTeHTU(]IKalli 1 BIAOpaBIse TYIud JaHi, BBEACHI
KOPHUCTYBaueM;

3. CepBic HaJCUJIAE 3alUT AJI1 3HAXO/KEHHS KIIEHTY B 0a3l JaHUX 3a

MOIITOIO 1 MA€ IBA BUIAJIKU: SIKILO HE OYyJIO 3HAW]IEHO, TOBEPTAETHCS
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IIOMMJIKA, IO HE 6y.]'IO 3HafII[eHO, AKIIO 3HaﬁHeHO BHUKOHYE€TLCs

HACTYITHUM KPOK;

. Y 3HaiilecHoro KOpHUCTyBaya 3 0a3u JaHUX TMOPIBHIOETHCS XEII

nmapoyito 3 0a3u JaHUX 3 XelleM HajiciaHoro mnapounwo. [lpu

HEPIBHOCTI BIJIMPABIISIETHCS TOMUJIKY KITIEHTY;

. T'eHepanisi jwt 3 BUKOPUCTAHHSIM JIaHMX KOPUCTyBaua, paHillle

3HaliieHoro y 0a3i naHuX, Ak Horo ineHtudikatop, I[1Ib, xem
MapoJito, poJib y BIIIUI, 1IEHTU(IKATOP BIIAUTY, IO SIKOTO BIH
HaJIC)KUTh;

CTBOPIOETHCS KITFOY 3 XEIIOBAHO1 MOIITH Ta MApOII0 KOPUCTyBaya 3a
saxuM 30epiraerbcst JWT.

30epiraetbes a0 redis-cxoBuIlla Ta Kyki Opaysepa;

Hancunaerbcest BiMOB1Ib KOPUCTYBaUYy.

Hapgani momo3 npu BUKOHaHHI Oylb-KOrO 3amuTy Oyne CHodatky

NEPEBIPATH, UM aBTOPU30BAHUN KOPHCTYBAY, JICTAIOUM 3 KyKl Opay3epa KiIo4

st penicy (siki Oynu 30epekeHi y XeIIOBaHOMY BUIJISIL), 1 Balliiye HOTO

3aBJSIKU ICHYIOU1M 010110TEN! java.

Takox Ha IbOMY cepBICl € (PYHKIIISI BUXOY 3 CUCTEMH. Y LIbOMY BUIIAJKY

BCC 3HAYHO JCIruIc:

1.
2.

KopucrtyBau Haacunae 3amnur;

Cepgic BUaJIS€ KJIIOY 3 PEICY-CXOBHIIIA.

[ Temep uut03 HE 3MOXKE 3HAWUTHM MOTPIOHMM KIIOY 1 OyJe BUIABATH

MOMUJIKY MPO T€, 10 KOPUCTyBad HE ABTEHTU(DIKOBAHUN TpPHU OYyIb-IKOMY

3aITnTI.
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3.4  Cepsic KopucTyBaya

OCHOBHOIO METOIO AaHOTO CepBicy OyJie peecTpallisi KIIEHTIB, Ky 3MOXKe
BUKOHYBATHU JIUIIE XTOCh 3 CHIBpOOITHUKIB. Tak 3pobiieHo, 60 moTpiOHO, 1100
XTOCh 3 KOMITaHI1i BUPIIIYBaB, A0 SKOr0 BIAALTY Oy/ie BIANIpaBiIeHUI MpaLiBHUK.
[Tpubnu3na cxema OyJie BUTIIAIaTH TAK, IK HA PUCYHKY 3.6.

Create "User (employee)"

| I
| _create "User" request_ |

Create "User" request_

|

|

|
Check authorization
|
|
|

Create "User" request
>

|
|
|
|
|
|
|
I
|
|
I
!
|
Check permissions !
|
|
|

AddToDepartmentRequest

>
>

AddToDepartmentResponse

Insert user

Creation response

CreateUserResponse !

Pucynok 3.6 - CxeMa CTBOpEHHSI KOPUCTyBada

Maemo Taky 1CTOPit0 BUKOHAHHS AAHOI CXEMHU:

1. KopucrtyBau Hajcuiae 3amnur;

2. Hlmro3 nepeBipsie aBTEHTUPIKAIIIO KITIEHTY;

3. Biampaiisie 3amUT 10 CEPBICY;

4. IlpoxoguTh TiepeBipKa, YW MOXKE CIIBPOOITHUK CTBOPIOBATH
KOPHUCTYBauiB;
BianpasneHHs 3anuTy Jaii 10 CEpBICY BIAALTY;
[lepeBipka, 4y MOKHa JOJIaTU KOPUCTYyBaya 0 BIAJALIY;

BianpasieHHs BIANOBIL O CEPBICY KOPUCTYBAYa;

® X W

[Ipu ycnimHOMYy pe3ynbTaTi 30epiraeThCs KOpUCTyBad 10 0Oa3u
JAHUX;

9. BianpaBieHHs BIANOBIAL KIIEHTY.
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Jlist 6e3mevYHOCTI aHWX KOPHUCTyBada IMapoJib Y YHUCTOMY BUTJISAII HE
30epiraeThes, a 0OUHMCITIOETHCS XEIII a BXKE MOTIM HaJACHIAETHCS 10 0a3H JaHUX.

Ha pucynky 3.7 300paske€HO CYTHICTh KOPHCTYBAaua, 3 SIKOIO MPAIIOE CEPBEP:

@ User

id: String

version: Long
departmentld: String
companyld: String
name: String
surname: String
patronymic: String
passwordHash: String
number: String

email: String

role: Role
createdDate: Instant
lastModifiedDate: Instant
deleted: Boolean

Pucynok 3.7 - CyTHICTh KOpHCTYyBaua

A Ttak Burisigae moro gaxi y 6asi nannx MongoDB (puc. 3.8).

[A:AJ _id: ObjectId('629b345faldae40bd3508fb1l")
name: "Zhenya"
surname: "Naumenko"
patronymic: "dqwfqqwe"
email: "testuserl8@gmail.com"
role: "HEAD_OF_DEPARTMENT"
passwordHash: "$2a$10$2ZxexQQsTzYN8uI4ryUJReiDBZ9/nUaqf330MTrodwWAA@ZoPeq90u”
departmentId: "62950cffc47ca8267f8a73a4"
createdDate: 2022-06-04T10:30:55.359+00:00
lastModifiedDate: 2022-06-04T10:30:55.359+00:00
deleted: false
version: 0
_class: "learning.diplom.user.svc.model.User"

Pucynok 3.8 - CyTHICTh KOpHUCTYBaya y 0a3i JaHUX
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3.5 Cepsic Biaaury
Jlanuii cepBiCc Ma€ Taky * caMmy METY, SIK 1 CEpBiC KOPUCTyBaua, 3 OJHIEI0

BIJIMIHHICTIO, BiH OyJie HAIIpaBJIsATH 3alUT J0 CepBiCy aamiHcTpaii (puc. 3.9).

Create "Department”

I
create "Department” request _ !

Department A”'h"”fy Semer DepartmentDb

I
Create "Department" request_ |

Check authorization

I
Create "Department” request _ !

Check permissions

AddToAdministrationRequest

AddToAdministrationResponse

Insert department

Creation response

CreateDepartmentResponse

' I
I T ! !
| ! : :
j | ! ‘ !
Depa&ment [m Authority Server W W DepartmentDb

Pucynok 3.9 -Cxema cTBOpEeHHS BIIJILTY

Ha pucynky 3.9 Ta 3.10 300paxeHa CyTHOCTI BiJJlIy Ta WOro THUIY, 3

SIKMMH TIPAIfIo€e cepBep:

@ Department

id: String

version: Long

name: String
administrationld: String
users: List<BriefUser>
usersLimit: Int
departmentType: DepartmentType
headOfDepartmentld: String
createdDate: Instant
lastModifiedDate: Instant
deleted: Boolean

Pucynok 3.9 - CyTHiCTh BiaAlLy

IIpumiTka. Mu He po3risaaeMo ceppic agMiHicTpamii, TOMy 110 BOHa He MAa€
BeJIMKOI HiHHOCTI JJIs1 pO3pO0KH IMIIJIOMY, a PO3rOPTKA J0JATKOBOIO cepBicy 3aiiMae
Kyny 4yacy. Tomy mijg KanmoToM npoekTy THM4YacoBO Oyae eMyJisillisi aaMiHicTpawii, IKy

MOKHA Oy/ie JIeTKO CTBOPUTH Y Maiil0yTHbOMY
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@ DepartmentType

GENERAL_DEPARTMENT
FINANCIAL_DEPARTMENT
HUMAN_RESOURCES_DEPARTMENT
ARCHITECTURE_DEPARTMENT

Pucynok 3.10 - Buau Bigaunis

Ha pucynky 3.11 Burisig Toro, ik HOro J1aHi BigoOpaxyroThes y 0a3i JaHUX

MongoDB

]

v

_id: ObjectId('62950cffc47ca8267f8a73a4")
administrationId: "62950cffc47caB8267f8a73a3"
name: "gFGAKzsXUk"

headOfDepartmentId: "FKNKcPtITYDnfHGsfVm"
users: Array

usersLimit: 10

departmentType: "GENERAL_DEPARTMENT"
createdDate: 2022-05-30T18:29:19.674+00:00
lastModifiedDate: 2022-06-15T16:01:59.985+00:00
version: 2

deleted: false

_class: "learning.diplom.department.svc.model.Department"

Pucynok 3.11 - CyTHicTb Biaauly y 6a3i JaHUX
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3.6  CepBic JOKYMEHTIB

Jlanuii cepBic MOXe BUKOHY€E Bcl (QyHKINT 17151 poboTtu 3 aitnamu. Kiient
MO>K€ OTPUMATH CIIUCOK IOKYMEHTIB CBOIX JIOKYMEHTIB, CKayaTH JOKyMEHT (a00
apxiB, SIKIIO MIiAMUCAHO), MIATBEPAUTH JAOKYMEHT, Ta MHIANUCYBAaTH MOro 3a
MEBHUX YMOB.

3 3arpy3koto (aitny 10 cepBepy, a00 ckauyBaHHS 3 0a3u JaHUX 3pO3yMLIIO,
ue 3Buyaiini 3anutu A0 BJI. Ilicns 3arpy3ku ¢aiiiy, 10 Hboro B 6a3l JaHHX
MongoDB BriucyeTbest MeTaata 3 iHpOpMaIli€r0, XTO 3arpy3uB (aiii, 3 SKOTro
BIIJIUTY 1 CTBOPIOIOTHCA MOJS JUIsl MiATBEpUKEHH (ainy, i miamucy Ta

yOJIIYHOr0 KJIH0Ya, SIKI CKau4yIThCs pa3oM 3 (ailioM, KO HiATHUCaHU.

Databases
| v | _id: ObjectId('62aa081f1218a517e950293¢")
Filter your data T filename: "application.yml"
. length: 711
admin chunkSize: 261120
uploadDate: 2022-06-15T16:26:07.586+00:00
config v metadata: Object
_contentType: "application/x-yaml"
department-sve userId: "629b345faldae4@bd3508fb1"
fileName: "file"
I department contentType: "application/x-yaml"
size: 711
document-svc departmentId: "62950cffc47ca8267f8a73a4"
headOfAdministrationApprove: false
M fs.chunks deputyHeadOfAdministrationApprove: false
. head0fDepartmentApprove: false
| fsfiles se deputyHeadOfDepartmentApprove: false
employeeApprove: false
local signatureExists: false
signature: Binary('', 0)
user-svc publicKey: Binary('', 0)
version: 0

deleted: false
_class: "learning.diplom.document.svc.model.Document"

Pucynoxk 3.12 - Ilpuknag noganoro daitny y bJ]
Tpoxu ckiagHime 3 MATBEPIKEHHSAM JOKYMEHTY, TOMY 3pO0JIEHO CXEMY

3.13 aJist Kpamioro po3yMiHHS Ta JIETHIOI PO3POOKH.

.

Usgr

Approve document

Gateway DocumentSvc
T

Docu rqentDB

| I
' _ApproveDocument request !

ApproveDocument request_ :

Approve Document (update metadata)

Update metadata

>
Check conditions for sign document (and sign if it can) 3

Update metadata

>

ApproveResponse

ApproveResponse

‘ |
User Gateway DocumentSvc DocumentDB

Pucynoxk 3.13 - CxeMa niATBEpAKEHHS JOKYMEHTY



45

Onnc cxemu:

1. Sk 3aBxkAu 3a0UT BIJ KOPUCTyBaya J0 LUIIO3Y;

2. 1Inro3 nepeHamnpasJisie 3aluT 10 CEPBICY JOKYMEHTY;

3. CepBic mepeBipsie poJib KOpHUCTyBada, SIKMM 3poOHMB 3amuT Ta
HajJcuiIae 10 0a3u JaHUX OHOBJIEHHS MeTajaTH (ailiy, 10 HeBHA
poJib miATBepauia hai;

4. Oppa3zy micis MATBEPAKEHHS 31MCHIOETHCS TEepeBipKa YMOB JIst
nignucy (¢aimy, Hapasl € Bl yMOBH: MIJTBEPHKEHHS TOJIOBOIO
BTy a00 MIATBEPUKEHHS 3aCTYMHUKOM TOJIOBU BIJAUTY Ta
3BUYAHUM pOOITHUKOM. SIKIIO yMOBa He 3/1HCHEHa, TO HIYOrO HE
B11I0yBA€ETHCS 1 HAJACWIAETHCS BIANOBIAb KITIEHTY.

5. Skmo Oynu BUKOHAHI YMOBH JIJIsl ITIKACY, TO CEPBEP BU3HAUAE XEIII
BCHOTO (paiiily Ta Ha KOr0 OCHOBI pa30M MPUBATHUM KIIFOUEM BiIILTY
CTBOPIOE Mi/IMHC;

6. Hapacunae BianmoBiJib 10 KOPUCTyBaya.

Jlns mianucy BUKOPUCTOBYIOThCS mapa DSA kitouiB (mpuBaTHUM Ta
myOJIiYHMI), SIK1 CTBOPIOIOTHCS PA30M 3 BIIJILTY Ta 30€piratoThes 10 0a3u JaHUX.

Ha pucynky 3.14 BigoOpaxxeHo, ik BUISLAAI0Th Kiatoul y B/I.

_id: ObjectId('629c68bel054f41c2ce957ac")
filename: "62950cffc47ca8267f8a73a4_private.key"
length: 608

chunkSize: 261120

uploadDate: 2022-06-05T08:26:38.651+00:00

_id: ObjectId('629c68beld54f41c2ce957ae")
filename: "62950cffc47ca8267f8a73a4_public.key"
length: 838

chunkSize: 261120

uploadDate: 2022-06-05T08:26:38.660+00:00

Pucynok 3.14 - 36epexeni kioui

[Tignuc 3a1iCHIOETHCS B1 00JIWYYS BIAJIUTY 32 TAKUM allTOPUTMOM:
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1. Tlicns mixTBEpAKEHHS 3/IIMCHIOETHCS TIEPEBIPKA YMOB JJIsI MIAUCY;
2. Cepsic 1IyKae TpUBATHUH, MyOIIYHUHN KITIOY BIIALTY, Ta caM (aii,
SIKWH X0YEeMO ITIIINUCATH,
3. 3aBnsku 61010TeKaM Java MU CTBOPIOEMO IMIAMHUC 3a 1HPOPMAIIIEIO
3 MPUBATHOTO KJIt0Ya Ta 6aiitaM camoro ¢ainy;
4. JlomaeMo naHi 10 MeTanatu daitny.
Takox manuii cepBic Mae 3Mory Bepu(piKyBaTH MIANUC TOKYMEHTY. Jliis
OO CIIJI CKayaTu apxiB 3 (paitiom, myOII4YHUM KIIOUYEM BIJUTY Ta 3 CaMUM

nignucoMm. Ha HactynmHOMy pucyHKy 3.15 BUIIIS CKa4YaHOTO apXiBy.

ZipFile (6) =0 e @ v Q

Ums [lata usmeHeHus Paamep Tun

AirDro
P [ applicationyml CerogHs B 19:36 YAML Document

HepnasHue B department_62950cffc47...267f8a73a4_publicKey.key ~Ceroans & 19:36 Keynote

Mporpam... . department_62950cffc47ca8267f8a73a4_signature CeropgHs B 19:36 [oKyMeHT
Pa6ouuit...

[ OKyMeHTbI

3arpysku
Pucynok 3.15 - Pe3ynbprar ckauyBaHHS MiANKACAHOTO (hailiry
Bepudikanis nignucaHoro ¢aiiay TaKoX 3IMCHIOETHCS 3a JIOMOMOTOI0
010;0TeK Java, MM MPOCTO 3aBaHTAXKYEMO BCl TpU (aliaum Ta OTPUMAEMO

pe3ynbTat Bepudikarii.



47

3.7 BuCHOBOK 110 po3aiy 3
Bbyno omnucano cepBicu, siki TOTPIOHO PO3POOUTH JUIsi BUPIIICHHS
MOCTABJIEHOI 3a/1a4l.
Sk pe3yabTar po3auny:
1. TloObymoBaHa apXITEKTypa MPOEKTY;
2. TlobynoBani cxemu Jist OUIBII JIETKOI PO3POOKU;
3. Po3poOmneni Bci MOTPIOHI CEpBICH i1 BUKOHAHHS JIUIUIOMHO1
3aj1a4i;

4. Omnwucani eTany BUKOHAHHS OCHOBHUX (DYHKI1H MTPOEKTY
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4 TECTYBAHHA ITPOT'PAMUA

4.1  AstenTtu(ikaiiis KOpucTyBaua

ABTOpHU3aIlisl BUKOHYETHCS 3a Joromororo authority-svc.

Bbyno ctBOopeno BikHO aBtopumzamii (puc. 4.1). Ilpu ycmimHik
aBTeHTH(IKaIlII0, Oy/le MEePEeKUHYTO Ha CTOPIHKY KopucTyBaya. [Ipu momwmiili
BOHa OyJie BiloOpakeHa 3 inpopmaiiiero. Okpema cTopiHka He OyJia po3poOieHa

JJIs IIOMUAJIOK.

Login Form

testuser’ls@gmaiLcom ........................ Confirm

Pucynok 4.1 - BikHo aBropu3aiii

Home My Documents Signed Documents Department's Documents LOGOUT
name
Zhenya

surname
Naumenko

patronymic
dgwfqqwe

email
testuser18@gmail.com

role
HEAD_OF_DEPARTMENT

Pucynoxk 4.2 - BikHo nipodiito miciisi aBTopu3ailii
Sk 1 6yJi0 3a3HAYEHO BUIIE Y CXEMi, Micis aBTeHTHU(IKAIlli cepBep 30epirae
HOBUM KyKi (aiin 1o xenepy Opaysepy (puc. 4.3) 3 KiroueM JJist peiic CXOBHUIIA
(puc. 4.4) 3a sIKUM OTPUMYIOTBCS JaHl PO KOPUCTyBaya sk 3 cecii Ta OyjaeMo

MEePEBIPSITH KOKHUN pa3, UM aBTOPU30BAHUN KOPUCTYBAY.
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0 DevTools is now available in Russian! Always match Chrome's language Switch DevTools to Russian Don't sh

Elements Console Sources Network Performance Memory Application Security

Application — | Filter
B Manifest Name Value
XX Service Workers info $2a$10$seBPqj/cdSWZI1ngD9Pg0
Storage structurizr.nideDiagramEditorintro... | true
Idea-7977e4f9 be656c83-b5f8-484a-b308-116feb493...
Storage Idea-7977e4fa 315b27ff-4a88-46ee-a231-239f67e8fef3
== Local Storage jenkins-timestamper-offset -10800000
== Session Storage
IndexedDB
Web SQL
Cookies

Pucynok 4.3- Cookie ¢aiin

[ ] Pa6ouuii cton — redis-cli -h localhost -p 6379 — 162x26

[naum@MacBook-Pro-Yevhenii Desktop % redis-cli -h localhost -p 6379

localhost:6379> AUTH secure_password

0K

localhost:6379> keys *

1) "$2a$10$hYPsrOrlUIf4Uhn5mTfBuOX16tYxUkQqksHWD5pDz2tRzAJY432YG"

2) "$2a$10$/Uk3N/YrUzGxj945by4TQOF6QNX21Aee9PGAMOYOYTsDsfr.QyBxu"

3) "$2a$10$seBPqj/cdSWZ11ngD9Pg@e]12hzmDUGQne5f76wscEI26wnzNoTt2"

localhost:6379> get $2a$10$seBPqj/cdSWZ11ngD9Pg@el12hzmDUGQNe5f76wscEI26wnzNoTt2
"\"eyJhbGci0iJIUzI1INiJ9.eyJzdWIi0iJ@ZXNOdXN1cjE4QGdtYWlsLmNVbSIsInVZzZXJIZCI6IjYyOWIZNDVmYTFkYWUOMGIkMZUWOGZiMSIsIm5hbWUi0iJaaGVueWEiLCIzdXJuYW11IjoiTmF1bWVua28ilC
JWYXRyb255bW1jIjoiZHF3ZnFxd2UiLCIwYXNzd29yZEhhc2gi0iIkMmEKMTAKM1p4ZXhRUXNUe1100HVINHISVUPSZW1EQLo5L25VYXFmMzNPTVRYMGRXQUEWWM9QZXEST3UiLCIyb2x1Ij0oiSEVBRF9PRI9ERVBB
ULRNRUSUIiwiZGVwYXJ8bWVudE1kIj0iNjI5NTBIZmZ3NDd3YTgyNjdmOGE3M2E@TiwiaWF@IjoxNjUIMzAZNDAWLCI1eHAIO  kyMiMzNZ IwMzY4NTQ3NZV9 . CQKVX9T6F IK6kx3s FdLEEKpW333EnLInKRZtKgoTc
pg\""

localhost:6379> I

Pucynok 4.2 - 36epexxeHunii jwt TOKeH y penici

Odimitinnmii caitt JWT[23] nonomoske BizyanizyBaTH JlaHi Jjisl EPEBIPKH,

HEADER: ALGORITHM & TOKEN TYPE
eyJhbGci0iJIUZITNiJ9. eyJzdWIi0iJOZXNOdX
N1cjE4QGdtYW1sLmNvbSIsInVzZXJJZCI6I Yy € .
WIZNDVmYTFKYWUBMGJkMZUWOGZ iMSTsImShbWU1 , e e
0iJaaGVueWEiLCJzdXJuYW11IjoiTmF1bWVua28
iLCJWYXRyb255bW1jTjoiZHF3ZnFxd2Uil CJwYX PAYLOAD: DAT
Nzd29yZEhhc2gi0iTkMmEKMTAKM1p4ZXhRUXNUe
{
1100HVJINHJ5VUpSZW1EQLo5L25VYXFmMZNPTVRY eub": testuser aegnail con’
MGRXQUEWWm9QZXE5T3UiLCJyb2x1IjoiSEVBRF9 "userId": "629b345faldae4@bd3508fb1",
PR19ERVBBULRNRU5UI iwiZGVwYXJObWVudE1KIj ‘name”: "Zhenya',
surname": "Naumenko",
0iNjI5NTBjZmZjNDdjYTgyNjdmOGE3M2ERTiwia ‘patronymic”: "dqwfqawe”,
WFOIjoxNjU1MzAZNDAWLCJ1eHALOjkyMjMzNzIw ‘passwordHash” :
"$2a$10$2ZxexQQsTzYN8uI4ryUJReiDBZ9/nUaqf330MTredWAABZo
MzY4NTQ3NzV9.CQkVX9r6FIK6kx3sfdLG5KpW33 Poqaou"
jEnLgnKRZtKgoTcpS ‘role": "HEAD_OF_DEPARTMENT",

"departmentId": "62950cffc47ca8267f8a73a4",
'iat": 1655303400,
"exp": 9223372036854776

}

Pucynoxk 4.4 - IlepeBipka 30€pexeHOr0 TOKEHY
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Skiio cranacs mOMUJIKA MMiJ Yac aBTOpHU3allii, To HaM OyJie OKa3aHOo IO
MOMUJIKY 3 JI0JaTKOBOIO 1H(popmarliiero. JJisi mpukiiaay BUKOHAHO aBTOPU3ALIIIO0
3 JaHUMU KOPUCTYBaya, IKOr0 HE ICHYE 1 SIK PE3yIbTaT OTPUMAH OMUIIKO, 1110
JAHOTO KJIIEHTA HE 3HAWJIEHO, Ta OTPUMAEMO J€Tajl MOMUIIKU 3 BBEICHUMU

nanumu y popmy aBreHTudikaii (puc. 4.5).

USER not found. Detail: email = 124124, password = fqw

Pucynok 4.5 - Ilomunka npu xuOH1M aBTeHTUDIKALIT

[lin yac Oyne-skoro 3amuty Cloud Api Gateway Ha CBOill CTOpOHI
nepeBipse Te, 00 KIIEHT OyB aBTEHTH(IKOBAH. Y NPOTUIICKHOMY BUIAIKY

OyJie MOMMJIKA 1 CKOPUCTATUCS CEPBICOM He Oyze Haronu (puc. 4.6).

@® localhost:7004/home

BS ton BS Nouta B yue6a [@® Locku|[Trello» B GIT ER Waxmatel B Java .BE Tpenuposka Java [ Sprind bodt = B Ajax , B dunnom” @ . BecnnarribieUirp &

o

CTpaHu1ua HegocTynHa

Ecnn npoﬁnema He UCYE3HET, CBAXUTECDH C BnagenbLemM caiTa.

HTTP ERROR 401

Mepesarpysutb

N J Pa6ouuit cron — redis-cli -h localhost -p 6379 — 162x26

[naum@MacBook-Pro-Yevhenii Desktop % keys *
zsh: command not found: keys

[naum@MacBook-Pro-Yevhenii Desktop % redis-cli -h localhost -p 6379
[localhost:6379> AUTH secure_password

0K

[localhost:6379> keys *

(empty array)

localhost:6379> ]

Pucynok 4.6 - Ilomunka npu 3anuTi 6e3 aBTeHTUdiKaIii
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4.2 Cepsic KOpuCTyBaya Ta BIAJILITY

CTBOpeHHS BIAJIUTY Ta PEECTpALisl KIIEHTIB MAalOTh MPAKTUYHO OJTHAKOBY
peanizalliro y HauomMy npoekTi. Peectpaliito KJIi€HTIB 3M0OK€ BUKOHYBATH JIUILIE
XTOCh 3 CHIBpOOITHHKIB. Tak 3po0ieHo, 60 moTpiOHO, 100 XTOCh 3 KOMIIaHil
BHpILIYBAaB, J0 SKOTO BIAAUTY OyJe BIAIPAaBICHUN NpaliBHUK.

Okpeme BIKHO He Oyl0 pO3poOJEHO NHMX JABOX 3aMHUTIB, TOMY SIK
MOXJIMBICTH JIJI1 CTBOPEHHSI MOKHA BUKOpHUCTATH Iporpamy Postman [26]

ko BBecTu ineHTU(IKATOP BIAALTY (200 agMiHICTpallli Mpu CTBOPEHHI

BIIJIUTY), SIKOTO HE OYJIO CTBOPEHO, TO OTPUMAEMO MOMMJIKY, IO TAKOTO HE

"departmentId

Body Cookies Headers Test Results ® us: 404 Not Found

Pretty Raw Preview Visualize Text v =)

DEPARTMENT not found. Detail: departmentId = 628e6cal9587al3cle2b476d

Body Cookies

Pretty

Pucynok 4.8 - YcniliHe CTBOpEHHSI KOpUCTyBaya
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4.3  CepBic JOKyMEHTIB

Jlanuii cepBic MOXe BUKOHY€E Bcl (QyHKINT 17151 poboTtu 3 aitnamu. Kiient

MOX€E OTPUMATH CIIUCOK IOKYMEHTIB CBOIX IOKYMEHTIB (puc. 4.9).

= C O © localhost:70

Ton B Mowa B yuesa I® [Trello: B GIT B3 Waxwarsr B Java B} Trenwposka Java Sl Springboot * B djax , B Aumnowi @) Becnnarhble W

Home My Documents ~Signed Documents ~Department's Documents LOGOUT

CHUMOK aKpaHa 2022-05-29 B 22.24.04.png
DOWNLOAD
APPROVE

CHUMOK aKpaHa 2022-05-29 B 22.24.04.png
DOWNLOAD
APPROVE

KoHTponbHa po6oTa N21, KMM.pdf
(SIGNED)

DOWNLOAD
APPROVE

move to stage b.json
(SIGNED)

DOWNLOAD
APPROVE

Pucynok 4.9 - Criucok BIacHUX TOKYMEHTIB

Jlns mepernsiiy NOKYMEHTY € MOKJIMBICTh CKAauaTH JOKYMEHT. SIKIIo
JOKYMEHT B)XX€ MiANHMCAaHWi, 10 OyJe CKayyBaTUCSA apXiB C JOKYMEHTOM,
MyOJIIYHUM KJIIOUEM, Ta CaMUM MIJIMKUCOM, SIKI MOKHA Oyne MiATBepaAuTH (puc.

4.10).
CHunMoK akpaHa 2022-05-29 B 22.24.04.png
DOWNLOAD
APPROVE
KoHTponbHa poboTta N21, KIMNM.pdf
(SIGNED)

DOWNLOAD

APPROVE

move to stage b.json
(SIGNED)

DOWNLOAD
APPROVE

Pucynok 4.10 - CkauyBaHHS JOKYMEHTIB
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byna peanizoBana 3arpy3ka ¢aiiiaiB 10 CBOro akkayHTy (puc. 4.11 ra 4.12).

My =|v @ Pa6ouuii cron
HepagsHue

Mporpam... B AjaxSetup (1).dmg
Pa6oumii... @ application-dev.yam!

B applicationyml

okymeH...
@ bootstrapyml
3arpysku .
B certificate.crt
Work B dodatki.doc
R Example_En...onments.json

naum
~ T

Projects fileSigner
8 google-proto

learning
i grpc-proto

B id_rsa

B id_rsa.pub

M java-jwt

application.yml
iCloud Dri...

06wwit Aa... Wndopmauus

B learning
B e m e n Cy66ota, 30 anpens 2022 r. B 20:05

BOOTCA... OTMeHUTb OTKpbITH

Pucynox 4.11 - 3arpy3ka ¢aiiniB

Home My Documents Signed Documents Department's Documents

CHuMoOK aKpaHa 2022-05-29 B 22.24.04.png
DOWNLOAD

APPROVE

CHumMoK akpaHa 2022-05-29 B 22.24.04.png
DOWNLOAD

APPROVE

KoHTponbHa pob6oTta N21, KIMNIM.pdf

(SIGNED)

DOWNLOAD

APPROVE

move to stage b.json
(SIGNED)

DOWNLOAD
APPROVE
application.yml

DOWNLOAD
APPROVE

Pucynok 4.12 - PesynbTat 3arpy3ku ¢aitiny
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Opna 3 ocoOnmuBOCTeH, sfika Oyja IOCTaBiI€HAa B 3aJayl JIUIUIOMY —
aBronianuc (aimy 3a neBHUX yMoB. OfHa 3 TAKUX YMOB — HIATBEPIKEHHS B1J
roJioBU BiILMy. Tak sk 3apa3 MM 3HAXOJUMOCS Ha aKayHTI TOJIOBU BIAJLILY, TO
MIpU M1ATBEPKEHI BiH 0pa3y MiAMUIIETHCS.

Ha pucynky 4.13 BinoOpakeHO yCHIIIHICTh omnepalii, a Ha 4.14 3MiHU Ha

CTOpIHIN 3a (ainamu (JoAaHO MiANKC «signedy).

(3 C O @ localhost:7004/document/approve-document?result=true

B3 ton B3 Nouta EF yueba WB® Oocku|Trello- BF GIT EF Waxmatei [ Java B

SUCCESS

Redirect to document list

Pucynok 4.13 - PesynpTat nmiarsepakeHHs 1

CHuMoOK 3kpaHa 2022-05-29 B 22.24.04.png
DOWNLOAD

APPROVE

KoHTponbHa po6oTta N21, KMM.pdf

(SIGNED)

DOWNLOAD

APPROVE

move to stage b.json
(SIGNED)

DOWNLOAD
APPROVE
application.yml

(SIGNED)

DOWNLOAD
APPROVE

Pucynok 4.14 - Pe3yapTat miATBepIsKeHHS 2
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Sk 1 3a3Ha4aNIOCA BUIIE, MPU CKaYyBaHHI MiAMUCAHOTO (aiiily, CKauyeThCs

apxiB 3 (aitiiom, mianucom Ta myoJiuHuM KitoueM (puc. 4.15).

AirDrop
HepasHue
Mporpam...
Pabouui...
[loKyMeHTbI

RENEI

zipFile (6) =8

Ums [lata usmMeHeHus Pasmep

@ applicationyml Cerops B 19:36
B department_62950cffc47...267f8a73a4_publicKey.key ~Ceropws & 19:36
. department_62950cffc47ca8267f8a73a4_signature CeropgHs B 19:36

Pucynok 4.15 - Pesyaprat nianucy 3

oy Q

Tun

YAML Document
Keynote

[loKyMeHT

ko kimieHT Oyae Hamaratucs BepudikyBaTu (aitinm, 3 kiaroueM abdo

CUTHATYPOIO, sIKA € HEBAIIAHOIO TO OTpUMar0 MOMUIIKY (puc. 4.17), To6To daiin

MIITBEpIKeHHs He npoinuio. Ha pucynky 4.16 Mu 3aBaHTax)yeMO JOKYMEHT 3

MIJIMUCOM, a 3aMICTh MyOJ1YHOTO KiItova (aiin, dain, sKuid He MiAXOIUTh.

Verify signature

Choose document

‘ Bbibepute dann ’application.yml

Choose signature

‘ Bbibepute dann ’department_6295chfc47ca8267f8a73a4_signature

Choose public key

‘ Bbibepute ¢paiin ’build.gradle

Upload File

Pucynok 4.16 - HeBanigna nepeipka



56

Home My Documents Signed Documents Department's Documents

VERIFY RESULT

ERROR

Redirect verify document page

Pucynox 4.17 - Pe3ynbrar noranoi Bepugikanii

[Ipu 3arpy3ui npaBuiabHUX (aitiiB, Oy1e OTPUMAHO BIJIMOBIAb «YCIHIIIHOY»
(puc. 4.18).

Home My Documents Signed Documents Department's Documents

VERIFY RESULT

SUCCESS

Redirect verify document page

Pucynok 4.18 - Pesynbrar Bepudikanii
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4.4  BuCHOBKH 10 po3ainy 4

[IpoBeneHo po3poOKy OCHOBHUX CepBICiB. bylo MOKpPUTO OCHOBHI
3aBJaHHS JUIUIOMHOTO MPOEKTy. BakKicTb po3poOKH CepBICIB HaWOLIbIIE
MPOSIBIISIETHCS TIPU CAMOCTINHINA po3po0Ill, 00 CAMOTYKKH CTEKUTHU 32 KOKHUM
3 HUX — TPYJIOEMKA 3a/1a4a.

KoxHuii cepBic € 3axXuIieHnM, 00 I3 HE A€ JOCTYII 10 KIHIIEBUX TOUOK,
AKIIO JIIOAMHA HE aBTeHTH(]IKoBaHA. Ha K0OXHOMY cepBici, Mailke y KOKHIH
(yHKIT BUKOPUCTOBYETHCA JIOTYBaHHSA, 10 B MaillOyTHHOMY [acTh 3MOTY

M1JIKJIIOYUTH SIKUUCH CEPBIC MO B1ICTEXKEHHIO JIOT1B BC1X CEPBICIB O THOMY MICIII.
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5 ®VYHKI[IOHAJIBHO-BAPTICHUN AHAJII3
I[TPOTPAMHOI'O ITPOAYKTY

VY upoMy pozaini Oyjae mpoBeieHa OliHKa OCHOBHUX (DYHKI[IOHATBHUX Ta
BApPTICHUX XapPaKTEPUCTUK HAIIIOTO MPOTPAMHOTO MPOIYKTY, PO3POOIEHOTO JIst
BUPIIICHHS 3aJa4l aBTOMATHU3allil JOKYMEHTOOO0ITY Ha OCHOBI MIKpPOCEpPBICHOT
apXiTeKTypHu

et npoaykt npusHaueHHs it Bukopuctanusa Ha 1K ming ynpaBiiHHSIM
Oylb-SIKO1 OTiepaIlifHOl CUCTEMHU, TaK sIK 11e Oyae BeO-10/1aTOK.

Hwxue HaBeneHO aHali3 pi3HUX BaplaHTIB pealli3allii MOIYII0 3 METOI0
BUOOpPY ONTUMANIbHOI CTpaTerii CTBOPEHHS MPOrPAMHOTO  MPOIYKTY,
BPaxOBYIOUU MPHU I[LOMY SIK €KOHOMIYHI (DAKTOPH, TaK 1 HA XapaKTEPUCTUKHU
MPOAYKTY, 110 BIUIMBAIOTh HA MPOJYKTUBHICTh POOOTH 1 HA HOTO CYMICHICTb 3
anapaTHUM 3ab0esneueHHsM. [ 1poro Oylo BUKOPUCTAHO —amapar
(yHKIIIOHATBHO-BAPTICHOTO aHAII3Y.

«DyHKII0HAILHO-BAPTICHUYN aHaJ3 — 1€ TEXHOJOTis OIL[IHKH peaibHOL
BapTOCTI MPOAYKTY a00 MOCIYyTH HE3aJeXHO B OpraHi3aliiiHOi CTPYKTypHU
kommnaHii. [Ipsami Ta moOiUuHI BUTpATHU PO3MOAUISIOTHCS IO MPOAYKTaM Ta
MOCIyraM y 3ajJe€XHOCTI Bij] MOTPIOHUX OOCATIB PEecypciB Ha KOXKHOMY eTari
BUpOOHUIITBAa. BukoHaHi Ha 1ux eTamax [ii y KOHTekcTi Meroga PBA
Ha3UBAIOTHCS PYHKIISIMU.»[29]

Mera ®BA nomnsrae y 3abe3neueHH] CaMOro ONTHUMAIbHOTO PO3MOJILITY
pecypciB, 10 BUILJIEHI HA BUPOOHUIITBO a00 HAJAaHHS MOCIYT, HAa HENpSMI Ta
psiMi BUTpaTU

Meton ®BA po3nouynHaeThCs 3 BU3HAYEHHS pAAY (PYHKIIH, HEOOX1THUX
IUIsl BUTOTOBJIEHHS Npoaykry. CrnoyaTky WOyThb BCl MOJIMBI (PYHKIIi, SKI
JUASTHCS 10 IBOM TPYyIaM: Ti, 1110 MOXXYTh BIUTMBATH HA BapTICTh MPOJIYKTY 1 Ti,

10 HEC BIIJIMBAIOTh.
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J171s1 KO’)KHOI (PyHKIIIT BU3HAYA€THCSI TOBHUM 00CST BUTpPAT, K1 JOAAIOTHCS
3a piK Ta KIJIBKICTh pOOOUYMX YaciB. 3a JaHUMHU OLIIHOK BH3HAYAETHCS KUIbKICHA
XapaKTepUCTUKa JKepen Butpar. [licas BU3HAYEHHS Kepel IPOBOIUTHCS

KIHIEBUI pO3PaXyHOK BCiX BUTPAT HA BUPOOHUIITBO MPOIYKTY.

5.1 TlocTtanoBka 3agadi TEXHIKO-€KOHOMIYHOTO aHaJIi3y
«Meton ®BA 0OyB 3acTocoBaHUM AJisl MPOBEJICHHS TEXHIKO-€KOHOMIUHUM
aHajizy po3poOKU CUCTEMH JjIsi BUSBJICHHSA Ta (GUITPYBAHHS arpecUBHUX
BHUCJIOBIIIOBaHb B KOMEHTApsSX B COLIAJIBHUX Mepexkax. OCKIUIbKM OCHOBHI
MIPOEKTHI PIIIEHHS CTOCYIOTHCS BCI€l CHCTEMH, KOKHA OKpeMa MiJICUCTeMa Mae
iM 3a10BOJBHATH. ToMy hakTUUHUHN aHAII3 IPECTaBIIsie COO00 aHami3 QYyHKIN
MPOTPaMHOT0 MPOAYKTY, TPU3HAUEHOTO 00POOKH Ta GUILTPYyBaHHS JaHUX.»[29]
Jlo npoaykTy OyJivi BU3HAUEHI HACTYMHI TEXHIYH1 BUMOTHU:
1) MOXJIUBICTh BUKOHAHHSI Ha MEPCOHAIIBHUX KOMII IOT€pax 13 CTaHAAPTHOIO
KOH(ITypalli€ro 3a 10OMOror Be0-0paysepa;
2) BUCOKa MIBUAKICTH OOpOOKM JaHUX Ta BIAMNOBIAL KOPUCTYBayeBl Yy
peaJpHOMY 4aci;
3) 3pYy4HICTh Ta MPOCTOTA B3aEMO/II,;
4) MOXJIMBICTD 3pY4YHOrO HaJIallITYyBaHHS, MaciTa0yBaHHs Ta

00CITyroByBaHHS;

5) MiHiManbHi BUTPaTH Ha BOPOBAPKEHHS IIPOTPAMHOTO MPOIAYKTY.
5.1.1  OOrpyuTyBaHHs QYHKI[IH TPOTPAMHOTO MPOIYKTY

HynwoBa 1 ronoBHa ¢yskiist Fo — po3poOka nmporpaMHOro mpoJykry, sika
BUpIIIIYE 3aa9y s BUXOAs9M 3 KOHKPETHOT METH, MOKHA BUIIJTUTH HACTYTHI
OCHOBHI1 (DYHKIIIi MPOTPaMHOTO MPOIYKTY:

F1 — BuGip MoBU nporpamMmyBaHHS;

F> — BuGip 6101mi0TeK;

F3 — Bubip cepegoBuiia po3poOKHu.

Kosxna 3 ocHOBHUX (DYHKIII MOXE MaTH JIeK1JIbKa BapiaHTIB peai3allii.
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Oynkiis Fi:
1) Kotlin/Java

2) JavaScript
Oynkiis Fa:

1) Spring Boot

2) Natural js

3) Tensorflow
Oynkiis Fs:

1) Intellij IDEA

2) WebStorm

3) Visual Studio Code

5.1.2 Bapiantu peanizaiii QpyHKIiif

BapianTu peanizaiiii ocHOBHUX (DyHKI[1M TOKa3aH1 Ha MOP(OJIOTTUHIN KapTi
cuctemMu Ha pucyHky S5.1. Ilg kapra BigoOpaxkye BCi MOXJIMBI KOMOIHAIIil

BapiaHTIB peaiizallii GyHKIIH, K1 CKJIaIal0Th MOBHY MHOKUHY BapiaHTiB I1I1.

‘ Web Storm } {\ﬁsual Studio Code J
¥ y
‘ Tensorflow J { Natural.js ] { Spring Boot J

Pucynoxk 5.1 - Mopdoioriyna kapta BapiaHTIB peanizaiii pyHKIii

Intellij IDEA

Ha ocHOB1 wmi€i kapTh MNoOyJIOBaHO NO3UTHUBHO-HETaTUBHY MAaTpPUIIO

BapiaHTIB OCHOBHUX (PyHKIIIH (Tabm. 5-1).
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Ta6numa 5.1 - I[lo3uTUBHO-HETaTUBHA MATPHUIIS Bap1aHTIB OCHOBHUX

byHKIH
) Bapiaat :
OyHKI1A p. [lepeBaru Henomxku
peaizaiii
A Kpocmnardpopmenuii, 3aiimae | 3aiimae Oulblle Yacy Ha
MEHIII€ YaCcy HAa BUKOHAHHSI KOAY | HAMCAHHS KOAY
Fi 3aiimae MEHIIIe qyacy Ha . .
3ailmae Ounble yacy JUis
b HAaOMCaHHS Kony,
. BUKOHAHHSI KOAY
KpocraTGopMeHuit
Bbe3komToBHICTD, noopa
JOKyMEHTallis, MOCTIIHO .
.. | [loTpeOye BenuKy KUIBKICTh
A OHOBITIOETHCH, CUJIbHUMN : g
MOTY>KHOCT1 TEXHIKH
F 3aCTOCYHOK JUTST PO3pOOKH
2 .
CEepBEPHOT YaCTUTHU
be3komToBHICTS, rapHa
b JTIOKyMEHTAIl1s, niaTpuMka | BiacyTHs miarpuMka
0araTb0X MOB
A ["apHa miaTpuMKa, ITBUIAKOIIS Tinexu g JVM
beskomrrosanit HeoOximHICTH JIOBTUX
b [MinxoauTs ax s JS, Tak 1 s | HATAITYBaHb I
F; Python onTuMizalli poooTu
[ToTpebye MEHIIIE nam’siTi, | ... :
. | binpme migxomuTh g JS,
B MOXJIMBO BHUKOHYBaTH OKpeMi N
: IUIATHUA
JUJISTHKU KOJTY

Ha ocHOBi aHamizy MO3UTUBHO-HETATUBHOI MAaTPHUIll POOMMO TaKui

BHCHOBOK, III0 MpHU PO3pOOLIl MPOAYKTY AesKi BapiaHTH peamnizaiii GyHKIiH

BapTO HC BUKOPHCTOBYBATH, TOMY, IIIO BOHH HEC BiI[HOBiI[aIOTI) IMIOCTAaBJICHUM

nepeJ; IporpaMHUM MPOYKTOM 3a7adam.

Oynxkiis Fi:

OckinbkH peanizaiis MporpamMu AJisi BUPIINIEHHS IMOCTaBJICHOI 3ajayl €
KOHIIENTYaJIbHO CKJIaJIHOIO, HEOOX1HO 00paT MOBY, IO CIPOIIY€E HAMMCAHHS
KOJy JUUIsl BUKOHABIIS, TOMY BapiaHT A mae OyTH BIAKMHYTHUH.

Oynkiis Fa:

Bubip ¢peitmMBOpKy isl po3poOKH CKIaAHOI CEpPBEPHOI YACTHHU Kpale
MIIXOINUTh BapiaHT A.

Oynxkiis Fs:
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OckinbKH, TpOrpaMHUIM MPOAYKT peanizyeTbes MoBoro Kotlin, moxemo
BIIKWHYTHU BapiaHT BC1 BapiaHTU OKpIM A

Takum unHOM, OyIEMO PO3IIISIAATH TaKl BaplaHTH peajizallii IporpaMHOro
MPOAYKTY:

— Fi1(A) —F2(A) - F3(A)

5.2 OOrpyHTyBaHHS CHCTEMH TMapaMeTpiB IPOTrPaMHOIO

MPOAYKTY

5.2.1 Omnuc napaMeTpiB

Ha ocHoBi gaHux mnpo OOOB’A3KOBI (YyHKIII, IO TMOBUHEH 3pOOUTH
MPOTPpaMHUI MPOAYKT, BUMOT /10 HHOTO, BU3HAUAIOTHCS OCHOBHI MapameTpu
BUPOOY JJIs1 pO3paxyHKy Koe(illieHTa TEXHIYHOTO PIBHS.

o6 xapakTepu3yBaTH MPOrpaMHUN MPOAYKT, OyA€MO BUKOPUCTOBYBATH
HACTYMHI NapaMeTpu:

— X1 — mBUAKOIIA omepalii MOBU MPOrpaMyBaHHS B 3aJ€XKHOCTI BiJ
00paHoO1 CepBEPHOT TEXHOJIOTI];

— X2 — 00’eMm mamM’ATi ana 30€peKeHHS JaHUX MEPCOHAIBHOTO
KOMII F0Tepa, HEOOX1THUM 11 30epeKeHHs Ta OOPOOKHU TaHUX iJT 4ac
BUKOHAHHSI IPOTpaMu;

— X3 —y4ac, SIKuil BUTPA4Ya€ThCSI HA BUKOHAHHS KOAY;

— X4 — norteHuidHui 00’€M TPOTPaMHOIO KOJIYy, SKUH HEOOX1THO

CTBOPUTH 0€3MOCEPEIHHO PO3POOHUKY.

5.2.2 KinpkicHa OIlIHKa TapaMeTpiB

[Mpuni, cepenni 1 Kpaiili 3Ha4Y€HHSI TapaMeTpiB BUOUPAIOTHCS HA OCHOBI
BUMOT 3aMOBHHUKAa ¥ YMOB, II0 XapaKTE€PU3YIOTh €KCILTyaTallll0 MPOrpaMHOTO

MPOJYKTY SIK ITOKa3aHo y Tadauui 5-2.



Ta6numa 5.2 - OCHOBHI mapamMeTpu IPOTrPaMHOTO MPOTYKTY
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3Ha4YEeHHS ITapamMeTpa

VYMOBHI Onuuumi
Onuc napameTpy : .. | cepenH .
MO3HAYEHHS | BUMIpY | TipmIi : Kparii
leraxozia Mok X1 om/c | 1500 | 3000 | 4755
IpOrpaMyBaHHS
O06’eM mam’aTi 411 30€peKEHHS X2 M6 256 128 32
JTAHUX

Yac BUKOHaHHA KOIY X3 MC 2000 600 100

[Torenmiinuii 06’ em x4 CTPOK 5000 3500 2000
MIPOTPAMHOTO KOIY KOJly

3a manumu tabnuii 4 OyayroThes rpadiuHi XapaKTEPUCTUKHU MapamMeTpiB

(muB. puc. 5.2-5.5).

5000
4500
4000
3500
3000
2500
2000
1500
1000

500

Pucynok 5.2 - HIBuaKoAist MOBH MPOTpaMyBaHHS

on/c
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2000

1500

1000

500
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Pucynok 5.3 - O6’em nam’siTi 17151 30€peKEeHHS JaHUX

MC

Pucynok 5.4 - Hac BUKOHaHHS KOy
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KOXKHOTI'O

napaMmeTpy Juisi po3poOKM MPOrpamMHOTO MPOAYKTY JUIsi aBTOMATH3aIlil

JIOKYMEHTOO0O0ITYy.

Pe3ynbTaTu ekciepTHOrO paHXyBaHHS HaBEJEH1 y Tabmuill 5.3.

Tabnuma 5.3 - Pe3ynbTat paHKyBaHHS MOKa3HUKIB

IMapamer Panr mapameTpa 3a OI[IHKOIO eKcepTa Cyma Bigxunenns, 22
p 1 2 3 4 5 paHris 4; ‘
X1 1 3 2 5 5 16 0,75 0,5625
X2 2 5 3 4 2 16 0,75 0,5625
X3 3 3 4 5 2 17 1,75 3,0625
X4 5 1 1 2 3 12 -3,25 10,5625
Pazom 11 12 10 16 12 61 0 14,75

JI71st mepeBipKU CTYNEHIO TOCTOBIPHOCTI €KCIEPTHUX OIIHOK, BUBHAYMMO

HACTYIMHI NapaMeTpu:

a) CyMa paHriB KOXHOTI'O 3 TapaMeTpiB 1 3arajibHa CymMa pPaHTiB:

N
Ri = Z* rij = 61,
j=1
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e 1ij — PaHr [-T0 MapamMeTpa, BUSHAUYCHUH j-M EKCIIEPTOM,;

N — 41CIIO eKCIEPTIB.

0) cepenHs cyma panris 7:

1
T =—R; = 15,25.
n
B) BIIXWJICHHS CyMH PAaHTIB KOXHOIO IMapaMmeTpa BiJ CEPEAHBOI CyMH
PaHTIB:

Ai=Ri—T.

I) 3arajibHa cCyMa KBaJpaTiB BIAXUIJICHHS:

n
S = Z*A%= 14.75.
i=1

1) KOe(DIIIEHT y3roIKeHOCT1 (KOHKOpAAIlii):
B 128 _12-14.75 S
"~ N2(n3—n) 52(43 —4)

PamxupyBaHHSI MOKHA € JIOCTOBIPHUM, TOMY 110 3HaWJeHUNA KOE(ILIEHT

w

W, = 0,118.

y3rojpkeHoCTi mepeBuiye HopmatuBHuii - 0,118. IlpoBegemo mnomaphe
MOPIBHSIHHS BCiX MapaMeTpiB 1 pe3ysbTaTH 3aHecemMo y Taonuio 5.4 Yucnose
3HAYEHHS, 110 BW3HAYa€ CTYyIiHb MEPEBark [-ro IapameTpa Hal j-THM, Q;;
BHU3HAYa€THCS 32 (POPMYIIOL0:

a;; ={15 x; > x;; 1,0 x; = x;; 0,5 x; < x;}.

Tabnuna 5.4 - Pe3ynbTat paHKyBaHHS [TapaMeTpPIB

Excnieptu . Yucnose 3HAUECHHSA
[TapameTp [TincymMKoB ..
u 1 2 3 4 5 a oliHKa KoeimienTiB
nepeBaru
X1,X2 < < < > > < 0.5
X1,X3 < = < = > < 0.5
X1,X4 < > > > > > 1.5
X2,X3 < > < < = = 1
X2,X4 < > > > < > 1,5
X3,X4 < > > > < > 1,5
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3 OTpMMaHMX YHCIOBUX OLIHOK HepeBaru 3pooumo marpuro A = [|a;;||.

Jliist BCiX mapameTpiB po3paxyHOK BaroMocTi Kp, MpoBOAMTHECS 32 (hOPMYIIOHO:

K, = 2L
B; = n )
i=1* bi
«ae b; = ?':1 @;j — BarOMICTb i-r0 MapaMeTpa 3a Pe3yIbTaTaMu

EKCIIEPTHOI OILIIHKH;
a;j —KOE(DIIIEHT EPEBAry [-r0 Ha j-TUM IapaMETPOM.»
BigHocHi OIlIHKM pPO3paxoOBYIOThCS JEKUIbKa pa3iB, MOKU HACTYMHI
3Ha4YeHHs HE OyJyTh HE3HA4YHO BiApi3HATHCS BiJ nonepeaHix. Ha npyromy i
HAaCTYMIHUX KpOKaxX BIJHOCHI OIIHKKA pPO3PaXOBYIOThCS 3a HACTYMHOIO

dhopmyoro:

1 _ VN
Je b; = Zj:l* a;;b;.

Tabnuma 5.5 - Po3paxyHOK BaroMocT1 IapaMeTpiB

j [lepma iTeparis Jpyra itepartis
’ X1 | X2 | X3 | x4 B, | Ks, | Bl | K
X1 1,0 0,5 0,5 1,5 5,5 0,344 | 21,25 0,36
X2 1,5 1,0 1 1,5 3,5 0,219 12,25 0,208
X3 1,5 1 1,0 0,5 2,5 0,156 9,25 0,157
X4 0,5 1,5 0,5 1,0 4,5 0,281 16,25 0,275
Pazom 16,0 1,0 59,0 1,0
5.3 AHami3 piBHSA AKOCTI BaplaHTIB peai3allii PyHKIIii
PiBeHb SKOCTI KOXKHOTO BaplaHTy OCHOBHHMX (DYHKIIIl BH3HAYA€THCA
OKpEMO.

AOcontoTHI 3HaueHHs1 napamerpe X1(IBUAKOAIS MOBU IMPOTpaMyBaHHS)

Ta mapamerpyX2 (00’em mam’sTi ans 30€peKeHHsl JTaHWX) BIAMOBIIAIOTH

TEXHIYHUM BUMOTaM yMOB (hyHKIiOHyBaHHs naHoro [1I1.
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AOcontoTHe 3HauYeHHS mapaMmeTpa X3 (4ac po3paxyHKIB) 0OpaHO He

HaWripmuM, To0TO 1€ 3HaYEHHS BiAnoBiae BapianTy 0) 600 a6o B) 100 mc.

AOcontoTHe 3HaueHHs nmapamerpa X4 (KUIbKICTh CTPOK KOJy) oOpaHO He

HaiiripmuM 6) 3500 a6o B) 2000 cTpok Ko1y.

KoedilieHT TexHIYHOrO pIBHS SKOCTI JJi1 KOKHOTO BaplaHTa peanizaiii

PO3paxoBYEThCS 3a (HOPMYJIOIO:

Krp = Z* KBiBi:

A€

n — KUTBKICTh TTapaMeTpiB;

i=1

Kp, — KoepilieHT BAaroMocTi 1-T0 apameTpa;

B; — ominka i—To mapamMeTpa B Oajax.

Po3paxyHOK MOKa3HUKIB piBHS SIKOCT1 TPEACTABICHO BIAMOBIHO B TAOIHIT

Tabnuma 5.6 - Po3paxyHOK MOKAa3HUKIB SIKOCTI

OcHoBHI Bapiant AoGcomtotHe | banbHa Koediuient | KoedimieHt
byHKIi peaizarii 3HAYCHHS OI[IHKa BaroMocTI PIBHS SIKOCTI
rapameTpa rapameTpa rapameTpa
Fi A 3000 10 0,36 3,6
F»> A 128 5 0,208 1,04
F; A 100 5 0,157 0,785
b 600 10 0,157 1,75
F4 A 2000 10 0,275 2,75
b 3500 5 0,275 1,375

Buznauaemo piBeHb SIKOCT1 KOXKHOTO 3 BapiaHTIB:

F1(A) — Fa(A) — F3(A) Fa(A)=3,6 + 1,04 + 0,785 + 2,75 = 8,175
F1(A) — Fa(A) — F3(B) Fa(B) = 3,6 + 1,04 + 1,76 + 1,375 = 7,775
Fi(A) — F2(A) — F3(B) Fa(A) =3.6 + 1,04+ 1,75+2,75=9,14
F1(A) — Fa(B) — F3(A) Fa(B) = 3,6 + 1,04 + 0,785 + 1,375 = 6,8

OTtxe, HallKpamuM € 3 BapiaHT, A AKOTO KOe(IIIEHT TEXHIYHOTO PIBHS

Mae€ HalOIbIIE 3HAYEHH.
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5.4 ExoHOMIYHMI aHali3 BapiaHTIB PO3POOKH MPOTPaMHOIO

MPOAYKTY

JIsi BU3HAYEHHSI BapTOCTI PO3POOKU MPOTPAMHOTO MPOAYKTY CIOYATKY
MPOBEJIEMO PO3PaXyYHOK TPYJIOMICTKOCTI.

Jlst peanizanii 3aBJaHHs | BUKOPUCTOBYE 1H(POPMAIIIIO y BUTIISIL JAHUX, &
3aBJaHHS 2 BUKOPUCTOBYE CTaHAapTHI MeToau. [IpoBeneMo po3paxyHOK HOpM
yacy Ha pO3poOKy Ta MporpamMyBaHHs [JIsi KOKHOTO 3 3aBJaHb. 3arajibHa
TPYAOMICTKICTh OOUUCITIOETHCS 32 TAKOI (POPMYJIIOIO:

To = Tp - K - Kek - Km - Ker * Kerm
«1e Tp — TpyHOMICTKICTh pO3POOKH MPOrpaMHOI0 MPOAYKTY;
Kp — nonpaBounuii koepirieHT;
Kck — koeditieHT Ha CKIagHICTh BX1IHOI iH(OpMAITi;
Ky — koedirieHT piBHS MOBU MPOTpaMyBaHHS;
K¢ — KoedillieHT BUKOPUCTaHHS CTaHIAPTHUX MOJYJIIB 1 MPUKIIATHUX
nporpam;

Kcr.m — KOe(ilieHT cTaHIapTHOTO MAaTEMAaTUYHOTO 3a0€3MEUCHHS. »

Jlns mepmioro 3aBJaHHS, BUXOASYM 13 HOPM Yacy [Js 3aBllaHb
PO3pPaXyHKOBOI'O XapakTepy CTENEeHI0O HOBU3HM A Ta TpPyNU CKIATHOCTI
anroputMmy 1, TpyaomicTKicTh gopiBHIOE: Tp = 53 moguno-nHiB. [lompaBounuit
KOe(]illI€HT, SIKU BpaXxoBY€ BUJ BXIJTHOI 1HPOpMAIli JJIsl MEepUIOTO 3aBJaHHS:
Ky = 1,7. IlonpaBouHuii Koe(dillieHT, KU BPaXOBY€ CKIAAHICTh KOHTPOJIIO
BXiJIHOi Ta BuxigHOoi 1H(opMmamii piBHUM Ko = 1. Ockinbku npu po3pooOiri
MEepIIOTrO 3aBJaHHS BUKOPUCTOBYIOTHCS CTAHAAPTHI MOJIYJi, BpaxyeMo Ii€ 3a
nonomororo  koedimienta Kep = 0,8. Tomi 3araibHa TPyAOMICTKICTh

MpOorpaMyBaHHs MEPUIOTO 3aBJaHHS JIOPIBHIOE:

T, =53-1.7-0.8 = 72,08 ntoquHO-AHIB.
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[IpoBenemMo aHaNOrI4HI PO3PAXyHKHU JJI JAPYTOro 3aBJaHHSA, B SKOMY
BUKOPUCTOBYETHCS aJITOPUTM TPETHOI TPy CKJIAHOCTI 31 CTyIIEHEM HOBHU3HU

b, To6to Tp = 30 moguno-auiB, Ky = 0,9, Kcx = 1, Ko = 0,8:

T, =30-0.9-0.8 =21,6 1togquHO-AHIB.

Ock1JIbKY 3arajibHa TPYAOMICTKICTh YCIX BaplaHTIB peaiizallii 301raroThcs,
iX MOKHA 00’€THATH B OJIHY TpyIy.

3arajgbpHa TPYAOMICTKICTh CKJIQJIAE:

To = (72,08 + 21,6) - 8 = 739,44 110 AMHO-TOIUH;

B po3pobui OepyTh ydacTs mporpamicTt 3 okiagom 45000 rpH., oauH
aHaMTUK B oOmacTi ganux 3 okigagoMm 30000 rpH, Ta OAWH 1HXKEHEP JaHHUX 3

oxiagom 20000 rpH. BusnauuMo cepeaHio 3apruiaty 3a ToJuHy 3a POpMyJIor0:

M
Tt

Cy = I'PH.,

«1e M — micsuHUN OKJIaJ MpaIliBHUKIB;
T,,, — KITbKICTh pOOOYHX JHIB HA MICSIIb;
t — KUTIbKICTh pOOOYUX TOJIUH B JICHb.)»

45000 + 30000 + 20000
T 3-20-8
Toni, po3paxyemo 3apoOiTHY MIaTy 3a GOPMYJIIOIO:

CBH == Cq'Ti K,[[i

= 197,92 rp=.

«ie Cy — BenMMYMHA MOTOAMHHOI OTUIATH Mpalli IPOrpamicTa;
T; — TpyAOMICTKICTh BIAMIOBITHOTO 3aBJaHHS;
K — HopmaTuB, KMl BpaxoBy€ JI0JaTKOBY 3apOOITHY ILIATy.»
3apruiaTa po3pOoOHHUKIB 32 BaplaHTaMU CTAaHOBUT:
C3n =197,92 - 739 -1,2 = 175 515,456 rpH.

BigpaxyBanHs Ha coliaibHUI BHECOK CTaHOBUTH 22%:
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Ccg = C3q-0,22 =175515,456- 0,22 = 38 613,4 rpH.

Tenep BU3HAYMMO BUTpATH Ha OAHY MAIIMHO-TOAMHY. OCKUIBKH OJHA
EOM o6cayroByerbcss oaHuM iHKeHepoMm 3 okimagom 10000 rpH. Ta
koediientoM 3aiHaTocti K3 = 0,2 To 17151 0AHI€T MallIUHU OTPUMAEMO:

Cr=12-M-K3=12-10000-0,2 = 24 000 rp=H.
3 ypaxyBaHHSM JI0JIaTKOBOT 3ap0O0ITHOT IJIaTH:
Cap=Cr-(1+K3)=45000-(1+0,2) = 54800 rpH.

BigpaxyBanHs Ha coliaibHUI BHECOK CTaHOBUTD 22%:

Ccg = C3q-0,22 =54800-0,22 =12 0561pH.

AMopTH3aliiHi  BipaxyBaHHS pPO3paxoByeMo 3a (opMmyrnor mpu
amoptu3zaiii 25% ta Baprocti EOM — 30 000 rpH.:

Ca =Ky - Kp - Upp = 1,15+ 0,25 - 20000 = 8 625 rpH.
«ie Ky — xoedirieHT, ikuii BpaxoBy€ BUTPATH HA TPAHCIIOPTYBAHHS Ta
MOHTaX MpUiIaay y KOpUCTyBaua;
K, — piuHa HOpMa aMOpTH3allii;
Lp — loroBipHa IiHa NpUIaIy.
ButpaTtu Ha peMOHT Ta TpOPIIAKTUKY PO3PAXOBYEMO 3a (POPMYJIIOIO:»
Cp =Ky - Kp-Upp = 1,15-0,05-30000 = 1 725 rpH.
ne  Kp— BiCOTOK BUTpaT HA MOTOYHI PEMOHTH.

EdextuBnuit romunnuit ¢oun wacy IIK 3a pik pospaxoByemo 3a

dhopmyoro:
Teo = (Ax — Ap — Ac — Ap) - t - K, Tgp = (365 — 104 — 12— 16) -8 0,9
=1667,6 roa.
e Jk — KalleH1apHa KUIbKICTh AHIB Y POIIi;
g, ¢ — BIATIOBIIHO KIJIBKICTh BUX1THUX Ta CBATKOBUX JIHIB;
Jp — KUIBKICTh AHIB IJIAHOBUX PEMOHTIB yCTaTKyBaHHS;
{ — KUIBKICTh POOOYMX T'OJIMH B JCHB;
Kg — KoedillieHT BUKOPUCTAHHS MPUIIAly Y Yaci IPOTATOM 3MiHHU.

Butpatu Ha omiary enekTpoeHeprii po3paxoByeMo 3a (opMyIior:
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Cen=Tgo Nc Kz -Ugg=1677,6-0,65-0,2-3,7969 = 828,06 rpH.
e N — cepeIHbO-CMOKUBYA TOTY>KHICTh IPUIIANLY;
K3 — xoedimieHTOM 3aifHATOCTI IpUIady;
Ugq — tapud 3a 1 KBT-ronun enekTpoeHeprii.
HakitagHi BUTpaTH po3paxoByeMO 3a (OpPMYIIOHO:
Cq =Upp-0,67 =30000-0,67 = 20100 rpH.
Toni, piuHi eKCIUTyaTaliiHi BUTpaTu Oy1yTh CKJIAIaTH:
Cgx = C3p + Cgg + Cp + Cp + Cgy + Cq, Cgk
= 54800+ 12056 + 8625+ 1725 + 828,06 + 20 100
= 98 134,06 rpH.

CobiBaprticTh oani€el mamuHo-roguan EOM nopiBHIOBaTUME:

Cpx 98 134,06
Teo  1677,6

Cur = = 58,49 rpH/roga.

OckiJIbKM B JaHOMY BHUIAAKY BCi pOOOTH, SIKI MOB‘Si3aHl 3 PO3POOKOIO
IpOrpaMHOTO TPOAYKTY BenyThcsi Ha EOM, BuTpaTé MalIMHHOTO Yacy
CKJIa/1al0Th:

Cy =Cyr-T =58,49-833,12 = 48 729,2 rpH.

Haxnaani Butpartu cknaaatotb 67% Big 3apo0OiTHOT TUIaTH:

Cq=0C3q-0,67 =175515,456-0,67 = 117 595,356 rpH.

Otxe, BapTICTh PO3POOKH MPOrPaMHOTO MPOAYKTY 3a BaplaHTaMH
CTaHOBUTH:

Cnim = C3p + Ceg + Cym + Cy, Gy

= 175515,456 + 12 056 + 48 729,2 + 117 595,356
= 353 896 rpH.

Po3paxyeMo koedilieHT TEXHIKO-€KOHOMIYHOTO PIBHS 32 POPMYJIIOIO:
Kx 7,16

Krgp = — = =2,56-107°
TEP ™ Chun 353896
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5.5 BwucHOBKH A0 po3airy 5

B pe3ynbrari BUKOHaHHA €KOHOMIYHOIO PO3JLTy OYyJM CHCTEMAaTHU30BaHi 1
3aKpIIJIeH] TEOPETUYHI 3HAHHS B raily31i EKOHOMIKHY Ta OpraHi3ailii BApOOHHUIITBA
BUKOPUCTAHHAM iX [JIi TEXHIKO-€KOHOMIYHOTO OOTPYHTYBaHHS pPO3pPOOKHU
MeTOJI0M (PYHKI[IOHATBbHO-BAPTICHOTO aHAII3Y.

Ha ocHOBi naHux mpo OCHOBHI (YyHKINI, SIKI MOBUHEH peaizyBaTu
MpOTpaMHUIl TPOAYKT, OyJaM BHU3HAYEHI YOTUPU HAWOUIBII MEPCIEKTUBHI

BapIaHTH peai3allii MPOayKTy.
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BHUCHOBKH

B paniii aumuioMHiid poOOTI Oyi0 pO3risiHyTO MpoOjeMy aBTOMAaTH3alli
JIOKYMEHTOO0OITY Ha OCHOB1 MIKPOCEPBICHOI apXITEKTypH.

[IpoBenenuii anani3z mepeBar MiKpOCEpBICHOI apxiTekTypu. Po3risHyTo
BXK€ ICHYIOU1 MPOTPaMH1 MPOAYKTH, IKI BUKOHYIOTh [0 3aJ]a4y, Ta JOCIIJIKEHO
HaWMoOMmyJsipHilIl 3 HUX. BUSBIEHO, IO KOXKHA MporpamMa BUKOPUCTOBYETHCS
JUTsl IEBHOTO KOJIa KOPUCTYBAYiB.

Bynu nmocnimxeHi MeToau po3pOOKH MIKPOCEPBICHOT apXiTEKTypu Ta
BUKOPHUCTaHI HAWOIBII ONTHUMAJIbHI PIIMIEHHS IS MIBUAKOI pPO3pOOKH Ta
MOJIETIIEHOTO CTEXXEHHS 3a POOOTOIO MPOTPAMH.

Po3pobneno BeO-10JaTOK 3riJHO A0 JUIUIOMHOTO 3aBJaHHs. bynu
peaizoBaHl Taki cepBiCH: cepBic aBTEHTU(IKaIlli, CEPBIC KOPUCTYyBaudy, CEPBIC
BIIJIUTY Ta CEpBIC JOKYMEHTY. BUKOpHUCTaHO €IUHUN HUTIO3 JJIs JOCTYILY
KOpUCTyBaua JO IMX cepBiciB yepe3 Hboro. Ilporpama pae 3mory
3aBaHTaXXyBaTH (aill 10 3aCTOCYHKY ab0 ckauyBaTh c001 Ha MPUCTPIM Jist
OTJIsIY, MIATBEPKYBaTU (paiiiiu, CTBOPIOBATHU MiANUC 10 ¢aiiny Ta 3ade3neuye

3aXMILIEHICTh U JOCTYM /10 JOJATKY 3aB/sIKU aBTEHTU]IKAIIIi.
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JIONATOK A
GATEWAY-SVC

package learning.diplom.gatewaysvc.filter

import

learning.diplom.gatewaysvc.exception.JwtTokenMalformedException

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

learning.diplom.gatewaysvc.exception.JwtTokenMissingException
learning.diplom.gatewaysvc.util.JwtUtil
org.slf4j.LoggerFactory
org.springframework.beans.factory.annotation.Value
org.springframework.cloud.gateway.filter.GatewayFilter
org.springframework.cloud.gateway.filter.GatewayFilterChain
org.springframework.data.redis.core.RedisTemplate
org.springframework.http.HttpStatus
org.springframework.http.server.reactive.ServerHttpRequest
org.springframework.stereotype.Component
org.springframework.web.server.ServeriebExchange
org.springframework.web.servlet.function.ServerResponse
reactor.core.publisher.Mono

java.net.URI

java.util.function.Predicate

@Component
class JwtAuthenticationFilter (
private val jwtUtil: JwtUtil,
private val redisTemplate: RedisTemplate<String, Any>,
@value ("\${jwt.info}")
private val info: String? = null
) : GatewayFilter {

override fun filter (exchange: ServerWebExchange, chain:
GatewayFilterChain) : Mono<Void> ({

LOG.info ("Started filter, exchange = {}", exchange)

val apiEndpoints = 1istOf("/login")
val isApiSecured = Predicate { r: ServerHttpRequest ->
apiEndpoints.stream/()
.noneMatch { uri: String? ->

r.uri.path.contains (uri!!) }

}

val request = exchange.request
val redisKey = exchange.request.cookies[info]?.get (0)?.value

?: "empty"

if (isApiSecured.test (request)) {

val token = redisTemplate.opsForValue () .get (redisKey)
if (redisKey == "empty" || token == null) {

LOG.error ("Unauthorized!")

val response = exchange.response

response.statusCode = HttpStatus.UNAUTHORIZED
return response.setComplete ()

}

try {
JjwtUtil.validateToken (token.toString())

} catch (e: JwtTokenMalformedException) {
LOG.error ("JwtTokenMalformedException: ", e)
val response = exchange.response
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response.statusCode = HttpStatus.BAD REQUEST
return response.setComplete ()

} catch (e: JwtTokenMissingException) {
LOG.error ("JwtTokenMissingException: ", e)
val response = exchange.response
response.statusCode = HttpStatus.BAD REQUEST
return response.setComplete ()

}

val claims = jwtUtil.getClaims (token.toString())!!

exchange.request.mutate ()
.headers {

it["email"] = claims["email"].toString()
it["role"] = claims["role"].toString()
it["name"] = claims["name"].toString()
it["surname"] = claims["surname"].toString/()

it["patronymic"] =
claims["patronymic"].toString()
it["departmentId"] =
claims["departmentId"].toString()
}.build()
}
return chain.filter (exchange)

}

companion object {
private val LOG =
LoggerFactory.getLogger (JwtAuthenticationFilter::class.java)
}
}

package learning.diplom.gatewaysvc.util

import io.jsonwebtoken.*

import
learning.diplom.gatewaysvc.exception.JwtTokenMalformedException
import learning.diplom.gatewaysvc.exception.JwtTokenMissingException
import org.slf4j.LoggerFactory

import org.springframework.beans.factory.annotation.Value

import org.springframework.stereotype.Component

import java.lang.Exception

import java.lang.IllegalArgumentException

@Component
class JwtUtil (
@vValue ("\${jwt.secret}")
private val jwtSecret: String? = null

) A

fun getClaims (token: String?): Claims? {
LOG.info ("Get claims: {}", token)
try {
return
Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJws (token) .body
} catch (e: Exception) {
LOG.error ("${e.message}" + " => " + e)
}
return null

}

fun validateToken (token: String?) {
try {
Jwts.parser ()
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.setSigningKey (jwtSecret)
.parseClaimsJdws (token)
} catch (ex: SignatureException) {
throw JwtTokenMalformedException ("Invalid JWT signature")
} catch (ex: MalformedJwtException) {
throw JwtTokenMalformedException ("Invalid JWT token")
} catch (ex: ExpiredJwtException) {
throw JwtTokenMalformedException ("Expired JWT token")
} catch (ex: UnsupportedJwtException) {
throw JwtTokenMalformedException ("Unsupported JWT token")
} catch (ex: IllegalArgumentException) {
throw JwtTokenMissingException ("JWT claims string is
empty.")

}

companion object {
private val LOG =
LoggerFactory.getLogger (JwtUtil: :class.java)
}
}

package learning.diplom.gatewaysvc.config

import learning.diplom.gatewaysvc.filter.JwtAuthenticationFilter
import org.springframework.cloud.gateway.filter.GatewayFilter
import org.springframework.cloud.gateway.route.RouteLocator

import
org.springframework.cloud.gateway.route.builder.GatewayFilterSpec
import org.springframework.cloud.gateway.route.builder.PredicateSpec
import
org.springframework.cloud.gateway.route.builder.RouteLocatorBuilder
import org.springframework.cloud.netflix.hystrix.EnableHystrix
import org.springframework.context.annotation.Bean

import org.springframework.context.annotation.Configuration

import org.springframework.http.HttpStatus

@EnableHystrix
@Configuration
class GatewayConfig(
private val filter: JwtAuthenticationFilter
) A
@Bean
fun routes (builder: RoutelocatorBuilder): RouteLocator? {
return builder.routes ()
.route ("user-svc-dev") { r: PredicateSpec ->
r.path ("/user/**")
.filters { f: GatewayFilterSpec ->
f.filter(filter) }
.uri("1lb://user-svc-dev")
}
.route ("home-page") { r: PredicateSpec ->
r.path ("/home/**")
.filters { f: GatewayFilterSpec ->
f.filter(filter) }
.uri("1lb://user-svc-dev")
}
.route ("document-svc-dev") { r: PredicateSpec ->
r.path ("/document/**")
.filters { f: GatewayFilterSpec ->
f.filter(filter) }
.uri ("1lb://document-svc-dev")
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}
.route ("document-svc-dev") { r: PredicateSpec ->
r.path("/sign/**")
.filters { f: GatewayFilterSpec ->
f.filter(filter) }
.uri("1lb://document-svc-dev")
}
.route ("authority-svc-dev") { r: PredicateSpec ->
r.path ("/auth/**")
.filters { f: GatewayFilterSpec ->
f.filter(filter) }
.uri("1lb://authority-svc-dev")
}
.build()

}
package learning.diplom.gatewaysvc.config

import org.springframework.context.annotation.Bean

import org.springframework.context.annotation.Configuration

import
org.springframework.data.redis.connection.RedisConnectionFactory
import org.springframework.data.redis.core.RedisTemplate

import
org.springframework.data.redis.serializer.GenericJackson2JsonRedisSer
ializer

import
org.springframework.data.redis.serializer.StringRedisSerializer

@Configuration
class RedisConfig {
@Bean
fun redisTemplate (connectionFactory: RedisConnectionFactory) :
RedisTemplate<String, Any> {
return RedisTemplate<String, Any> () .apply {
setConnectionFactory (connectionFactory)
val stringRedisSerializer = StringRedisSerializer ()
val jsonSerializer = GenericJackson2JsonRedisSerializer ()
keySerializer = stringRedisSerializer
valueSerializer = jsonSerializer
hashKeySerializer = stringRedisSerializer
hashValueSerializer = jsonSerializer
setEnableTransactionSupport (true)

}
package learning.diplom.gatewaysvc

import org.springframework.boot.autoconfigure.SpringBootApplication
import org.springframework.boot.runApplication

import org.springframework.boot.web.servlet.ServletComponentScan
import
org.springframework.cloud.client.discovery.EnableDiscoveryClient

@SpringBootApplication
@EnableDiscoveryClient

class GatewaySvcApplication

fun main(args: Array<String>) {



runApplication<GatewaySvcApplication> (*args)
}

<!DOCTYPE html>
<html lang="en"
xmlns="http://www.w3.0rg/1999/xhtml"
xmlns:th="http://www.thymeleaf.org">
<head>
<meta charset="UTF-8">
<title>HOME PAGE</title>
<link href="https://cdn.]jsdelivr.net/npm/bootstrap@5.2.0-
betal/dist/css/bootstrap.min.css" rel="stylesheet"
integrity="sha384-
OevHe/X+R7YkIZDRvuzKMRgM+OrBnVFBL6DOitfPridtjfHxaWutUpFmBp4vmvor"
crossorigin="anonymous">
<script src="https://cdn.jsdelivr.net/npm/bootstrap@5.2.0-
betal/dist/js/bootstrap.bundle.min.js"
integrity="sha384-
pprn3073KE6t16b7s2QrFadGz5/SUsLgktiwsUTF55Jfv3gYSDhgCecCxMW52nD2"
crossorigin="anonymous"></script>
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<!-- <link th:href="@{/static/style.css}" rel="stylesheet" />-->

</head>
<body>

<div class="container">
<!-- <div th:replace="blocks/header :: header"></div>-->
<hl>HomePage</hl>
<nav class="nav-bar">

<a th:href="@{auth/login}">Login</a>

<!l-- <a th:href="@{auth/login}">Login</a>-->
</nav>
<hr>
</div>
<!--<footer class="footer" th:insert="blocks/footer

footer"></footer>-->

</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:th="http://www.thymeleaf.org">
<header th:fragment="header">
<!-- Navbar -->
<nav class="navbar navbar-expand-lg navbar-light bg-white">
<div class="container-fluid">
<button
class="navbar-toggler"
type="button"
data-mdb-toggle="collapse"
data-mdb-target="#navbarExample01l"
aria-controls="navbarExample0O1l"
aria-expanded="false"
aria-label="Toggle navigation"
>
<i class="fas fa-bars"></i>
</button>
<div class="collapse navbar-collapse" id="navbarExample(01l">
<ul class="navbar-nav me-auto mb-2 mb-1g-0">



<1li class="nav-item active">
<a class="nav-1link" aria-current="page"
th:href="@{/}">Home</a>
</1li>
<1li class="nav-item">
<a class="nav-1link" href="#">Documents</a>
</1li>
<1li class="nav-item">
<a class="nav-1link" href="#">Pricing</a>
</1li>
<1li class="nav-item">
<a class="nav-1link" href="#">About</a>
</1li>
</ul>
</div>
</div>
</nav>
<!-- Navbar -->
</header>
</html>

83



84

TIOJATOK B
CLOUD-CONFIG-SVC

package learning.diplom.cloudconfig

import org.springframework.boot.autoconfigure.SpringBootApplication
import org.springframework.boot.runApplication

import
org.springframework.cloud.client.discovery.EnableDiscoveryClient
import org.springframework.cloud.config.server.EnableConfigServer

@SpringBootApplication
@EnableConfigServer
@EnableDiscoveryClient

class CloudConfigApplication

fun main(args: Array<String>) {
runApplication<CloudConfigApplication> (*args)
}

server:
port: 7006
gateway:
host: localhost
port: 7004
Jwt:
secret:
BvPHGM8C0i1ia4uOuxxgPDSDTOWCOFOTWvPStp3pb7AR000K2mI3pd3YG41xA918bj60Tba
dwezxgeEByY

validity: 180000

app:
service:
name: Administration Service

spring:
application:
name: administration-svc-dev
# profiles:
# active: test
data:
mongodb:
uri: mongodb://local-mongo-usr:local-mongo-
pwd@localhost:27017/administration-svc?authSource=admin
database: administration-svc

redis:
host: localhost
port: 6379

password: secure password

server:
port: 7008

gateway:
host: localhost
port: 7004



Jwt:
secret:
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BvPHGM8C01a4uOuxxgPD5DTbWCOFITWVPStp3pb7AR000K2mI3pd3YG41xA918bj60Tba

dwezxgeEByY
validity: 180000
info: info

app:
service:
name: Authority Service

spring:
application:
name: authority-svc-dev
# profiles:
# active: test
data:
mongodb:

uri: mongodb://local-mongo-usr:local-mongo-
pwd@localhost:27017/user-svc?authSource=admin

database: user-svc

redis:
host: localhost
port: 6379

password: secure password
database: 0

server:
port: 7005
gateway:
host: localhost
port: 7004
app:
service:

name: Department Service

spring:
application:
name: department-svc-dev
# profiles:
# active: test
data:
mongodb:

uri: mongodb://local-mongo-usr:local-mongo-
pwd@localhost:27017/department-svc?authSource=admin

database: department-svc

redis:
host: localhost
port: 6379

password: secure password

#values configs

administration-svc-feign-client:

server:
port: 7007

administration-svc-dev
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gateway:
host: localhost
port: 7004

Jwt:

secret:
BvPHGM8C0i1ia4uOuxxgPDSDTOWCOFOTWvPStp3pb7AR000K2mI3pd3YG41xA918bj60Tba
dwezxgeEByY

validity: 180000

info: info

app:
service:
name: Document Service

spring:
application:
name: document-svc-dev
# profiles:
# active: test
data:
mongodb:
uri: mongodb://local-mongo-usr:local-mongo-
pwd@localhost:27017/document-svc?authSource=admin
database: document-svc

redis:
host: localhost
port: 6379

password: secure password

server:
port: 7004

app:
service:

name: Gateway Service DEV

spring:
session:
store-type: redis
main:
web-application-type: reactive
jackson:
default-property-inclusion: NON NULL
application:
name: gateway-svc-dev
redis:
host: localhost
port: 6379
password: secure password

data:
mongodb:
uri: mongodb://local-mongo-usr:local-mongo-
pwd@localhost:27017/user-svc?authSource=admin
database: user-svc

Jwt:

secret:
BvPHGM8C0i1ia4uOuxxgPDSDTOWCOFOTWvPStp3pb7AR000K2mI3pd3YG41xA918bj60Tba
dwezxgeEByY



validity: 180000
info: info

cloud:
gateway:
discovery:
locator:
enabled: true
lower-case-service-id: true
#ROUTES
routes:
- id: authority-svc-dev
uri: 1lb://authority-svc-dev
predicates:
- Path=/auth/**
server:
port: 7003
app:
service:

name: User Service

Jwt:
secret:
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BvPHGM8C0i1ia4uOuxxgPDSDTOWCOFOTWvPStp3pb7AR000K2mI3pd3YG41xA918bj60Tba

dwezxgeEByY
validity: 180000
info: info

spring:
application:
name: user-svc-dev
# profiles:
# active: test
data:
mongodb:
uri: mongodb://local-mongo-usr:local-mongo-
pwd@localhost:27017/user-svc?authSource=admin
database: user-svc

redis:
host: localhost
port: 6379

password: secure password

#values configs
department-svc-feign-client: department-svc-dev
document-svc-feign-client: document-svc-dev

# Application-wide configuration
server:
port: 8000

spring:
application:
name: cloud-config
profiles:
active: native, test, dev
cloud:
config:



server:
git:

uri: git@github.com:jeniknaum5/cloud-config.git

# host-key-algorithm: ssh-rsa
# host-key-algorithm: ssh-ed25519
# host-key-algorithm: ecdsa-sha2-nistp521
# native:
# search-locations:
# - classpath:/config
security:
user:
name: configUser
password: configPassword
roles: [SYSTEM]
eureka:
client:
service-url:
defaultZone: http://localhost:8002/eureka
# "--requirepass secure password"
services:

redis:
image: redis:4.0.10-alpine
command: >
"--requirepass secure password"
"--pbind 0.0.0.0"
restart: always

ports:
- "6379:6379"
healthcheck:
test: [ "CMD", "redis-cli'"]

interval: 10s
timeout: 3s
retries: 5

mongo:

container name: mongodb

image: mongo:4.2.8

restart: always

environment:
MONGO INITDB ROOT USERNAME: local-mongo-usr
MONGO INITDB ROOT PASSWORD: local-mongo-pwd
MONGO INITDB DATABASE: user—-svc

volumes:
- ./mongo:/docker-entrypoint-initdb.d
- ./mongo-data:/data/db

ports:
- 27017:27017
healthcheck:
test: echo 'rs.initiate() .ok || rs.status() .ok’

| mongo -u

$${MONGO_INITDB ROOT USERNAME} -p $${MONGO_INITDB ROOT PASSWORD} --

quiet
interval: 10s
timeout: 10s
retries: 5
stop grace period: 30s
command: [--auth]

# keycloak:
# image: quay.io/keycloak/keycloak:15.0.1
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ports:

- "8080:8080"
environment:

- KEYCLOAK_USER=admin

- KEYCLOAK_PASSWORD=admin
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JIOJATOK B
EUREKA-SERVER

package learning.diplom.eurekaserver

import org.springframework.boot.autoconfigure.SpringBootApplication
import org.springframework.boot.runApplication

import
org.springframework.cloud.netflix.eureka.server.EnableEurekaServer

@SpringBootApplication
@EnableEurekaServer
class EurekaServerApplication

fun main(args: Array<String>) {
runApplication<EurekaServerApplication> (*args)

}

server:
port: 8002

sping:
application:

name: eureka-svc

eureka:
client:
register-with-eureka: false
fetch-registry: false

instance:
hostname: localhost
spring:
redis:
host: localhost
port: 6379

password: secure password
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JIONATOK T
AUTHORITY-SVC

package learning.diplom.authority.svc.config

import learning.diplom.model.error.lib.handler.RestExceptionHandler
import org.springframework.context.annotation.Bean

import org.springframework.context.annotation.Configuration

import
org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder

@Configuration
class BeanConfig {

@Bean
fun bCryptPasswordEncoder () : BCryptPasswordEncoder {
return BCryptPasswordEncoder ()

}

@Bean
fun restExceptionHandler () : RestExceptionHandler ({
return RestExceptionHandler ()
}
}

package learning.diplom.authority.svc.config

import org.springframework.context.annotation.Bean

import org.springframework.context.annotation.Configuration

import
org.springframework.data.redis.connection.RedisConnectionFactory
import org.springframework.data.redis.core.RedisTemplate

import
org.springframework.data.redis.serializer.GenericJackson2JsonRedisSer
ializer

import
org.springframework.data.redis.serializer.StringRedisSerializer

@Configuration
class RedisConfig {
@Bean
fun redisTemplate (connectionFactory: RedisConnectionFactory) :
RedisTemplate<String, Any> {
return RedisTemplate<String, Any>() .apply {
setConnectionFactory (connectionFactory)
val stringRedisSerializer = StringRedisSerializer ()
val jsonSerializer = GenericJackson2JsonRedisSerializer ()
keySerializer = stringRedisSerializer
valueSerializer = jsonSerializer
hashKeySerializer = stringRedisSerializer
hashValueSerializer = jsonSerializer
setEnableTransactionSupport (true)

}
package learning.diplom.authority.svc.controller

import learning.diplom.authority.svc.model.LoginRequest



92

import learning.diplom.authority.svc.util.JwtUtil

import org.slf4j.LoggerFactory

import org.springframework.beans.factory.annotation.Value
import org.springframework.data.redis.core.RedisTemplate
import org.springframework.http.HttpStatus

import org.springframework.http.ResponseEntity

import
org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder
import org.springframework.stereotype.Controller

import org.springframework.ui.Model

import org.springframework.web.bind.annotation.*

import java.net.URI

import javax.servlet.http.Cookie

import javax.servlet.http.HttpServletResponse

@Controller

@RequestMapping ("/auth")

class AuthController(
private val jwtUtil: JwtUtil,
@value ("\${jwt.info}")

private val info: String? = null,
@vValue ("\${gateway.host}")
private val host: String? = null,
@vValue ("\${gateway.port}")
private val port: String? = null,

private val redisTemplate: RedisTemplate<String, Any>

@PostMapping ("/login™)
fun login(
@ModelAttribute @RequestBody request: LoginRequest,
httpResponse: HttpServletResponse
) : ResponseEntity<String> {
val dbUser =
jwtUtil.getUserByEmailWithPasswordChecking (request.email!!,
request.password!!)
LOG.info ("Generate token for request = {}", request)
val jwtToken = jwtUtil.generateToken (request.email,
request.password, dbUser)
val encryptedKey =
jwtUtil.encryptInfoAndPutItToRedis (request.email, request.password,

jwtToken!!)
LOG.info ("Generating cookie")
val cookie = Cookie(info, encryptedKey)
cookie.path = "/"

httpResponse.addCookie (cookie)

return ResponseEntity
.status (HttpStatus.FOUND)
.location (URI ("SHTTP PREFIXShost:$port/home"))
.build()
}

@PostMapping ("/logout")

fun logout (
httpResponse: HttpServletResponse,
@CookieValue ("info") redisKey: String? = null,
model: Model

): String {

if (redisKey.isNullOrBlank()) {
throw InternalError ("NotFound info")
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}

redisTemplate.delete (redisKey)

model.addAttribute ("loginRequest", LoginRequest ())
return "login-form"

}

@GetMapping ("/login")

fun getLoginForm(model: Model): String? {
model.addAttribute ("loginRequest", LoginRequest ())
return "login-form"

}

@GetMapping ("/logout")
fun getLogoutForm(): String {
return "logout-form"

}

companion object {
private val LOG =
LoggerFactory.getLogger (AuthController::class.java)
private const val HTTP PREFIX = "http://"
}
}

package learning.diplom.authority.svc.controller

import org.slf4j.LoggerFactory

import org.springframework.web.bind.annotation.GetMapping
import org.springframework.web.bind.annotation.RequestMapping
import org.springframework.web.bind.annotation.RestController
import javax.servlet.http.HttpServletRequest

import javax.servlet.http.HttpServletResponse

@RestController
@RequestMapping ("/auth")
class RestControllers {

@GetMapping ("/login/createNewSession")
fun test (request: HttpServletRequest, response:
HttpServletResponse) : String {
var sessionObj = request.getSession(false)
//check session exist or not
//1f not available create new session

if (sessionObj == null) {
LOG.info ("Session not available, creating new session.")
sessionObj = request.getSession (true)

}
val activeSessions =
if (sessionObj!!.getAttribute ("activeSessions") != null)
sessionObj.getAttribute ("activeSessions")
.toString() else "0O"
return "Session is available now with total active sessions
SactiveSessions"

}

@GetMapping ("/login/destroy-active-session")
fun removeSession (request: HttpServletRequest, response:
HttpServletResponse?): String? {
val sessionObj = request.getSession(false)
if (sessionObj != null) {
sessionObj.invalidate ()



return "Session destroyed, now there are no active
sessions."

}

return "Session not available to destroy."

companion object {
private val LOG =
LoggerFactory.getLogger (RestControllers::class.java)
}

}
package learning.diplom.authority.svc.exception
import javax.naming.AuthenticationException

class JwtTokenMalformedException (msg: String?)
AuthenticationException (msg) {
companion object {
private const val serialVersionUID = 1L
}
}

package learning.diplom.authority.svc.exception
import javax.naming.AuthenticationException

class JwtTokenMissingException (msg: String?)
AuthenticationException (msg) {
companion object {
private const val serialVersionUID = 1L
}
}

package learning.diplom.authority.svc.model

data class LoginRequest (
val email: String? = null,
val password: String? = null

package learning.diplom.authority.svc.model

enum class Role {
HEAD_O F_ADMINI STRATION,
DE PUTY_HEAD_O F_ADMINI STRATION,
HEAD_O F_DE PARTMENT,
DE PUTY_HEAD_O F_DE PARTMENT,
EMPLOYEE

package learning.diplom.authority.svc.model

import com.fasterxml.jackson.annotation.JsonIgnore
import org.jetbrains.annotations.NotNull

import org.springframework.data.annotation.*
import java.time.Instant

import javax.validation.constraints.Email

import javax.validation.constraints.NotBlank
import javax.validation.constraints.NotEmpty
import javax.validation.constraints.Size
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data class User (
@QId
@get:ReadOnlyProperty
var userId: String? = null,
@NotBlank
@get:Size(min = 3, max = 16)
var name: String? = null,
@NotBlank
@get:Size(min = 4, max = 20)
var surname: String? = null,
@NotBlank
@get:Size(min = 4, max = 20)
var patronymic: String? = null,
@NotNull
@get:Email
@get:Size (max = 100)
var email: String? = null,
@get:NotNull
var role: Role? = null,
@NotNull
@get:JsonIgnore
var passwordHash: String? = null,
@NotNull
var departmentId: String?
@CreatedDate
var createdDate: Instant? = null,
@LastModifiedDate
var lastModifiedDate: Instant? = null,
var deleted: Boolean? = false,
@Version
var version: Long? = null,

null,

enum class Role {
HEAD_O F_ADMINI STRATION,
DE PUTY_HEAD_O F_ADMINI STRATION,
HEAD_O F_DE PARTMENT,
DE PUTY_HEAD_O F_DE PARTMENT,
EMPLOYEE

}
package learning.diplom.authority.svc.repository

import learning.diplom.authority.svc.model.User
import org.springframework.data.mongodb.repository.MongoRepository

interface UserRepository: MongoRepository<User, String> {

fun findByEmailAndPasswordHash (email: String, passwordHash:
String) : User

fun existsByEmailAndPasswordHash (email: String, passwordHash:
String) : Boolean

fun findByEmail (email: String): User

fun existsByEmail (email: String): Boolean

}
package learning.diplom.authority.svc.util

import io.Jjsonwebtoken.*

import
learning.diplom.authority.svc.exception.JwtTokenMalformedException
import

95



96

learning.diplom.authority.svc.exception.JwtTokenMissingException
import learning.diplom.authority.svc.model.User

import learning.diplom.authority.svc.repository.UserRepository
import learning.diplom.model.error.lib.ServerEntity

import
learning.diplom.model.error.lib.exception.rest.EntityNotFoundRestExce
ption

import org.slf4j.LoggerFactory

import org.springframework.beans.factory.annotation.Value

import org.springframework.data.redis.core.RedisTemplate

import org.springframework.http.ResponseEntity

import org.springframework.http.server.reactive.ServerHttpRequest
import
org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder
import org.springframework.stereotype.Component

import java.security.SignatureException

import java.util.*

import javax.servlet.http.Cookie

import javax.servlet.http.HttpServletResponse

@Component
class JwtUtil (
@Value ("\${jwt.secret}")
private val jwtSecret: String? = null,
@vValue ("\${jwt.validity}")
private val tokenvalidity: Long = O,
private val userRepository: UserRepository,
private val redisTemplate: RedisTemplate<String, Any>,
private val bCryptPasswordEncoder: BCryptPasswordEncoder,
@value ("\${jwt.info}")

private val info: String? = null
) A
fun getClaims (token: String?): Claims? {
try {
return
Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJdws (token) .body
} catch (e: Exception) {
println(e.message + " => " + e)

}

return null

}

fun getUserByEmailAndPassword(email: String, password: String):
User
return if (userRepository.existsByEmailAndPasswordHash (email,
password)) |
userRepository.findByEmailAndPasswordHash (email,

password)
} else {
throw EntityNotFoundRestException (ServerEntity.USER,
"email = S$email, password = S$password")

}
}

fun getUserByEmailWithPasswordChecking(email: String, password:
String) : User {
return if (userRepository.existsByEmail (email)) {
val user = userRepository.findByEmail (email)
if (bCryptPasswordEncoder.matches (password,
user.passwordHash)) {
throw EntityNotFoundRestException (ServerEntity.USER,



97

"email = S$email, password = S$password")
}
user
} else {
throw EntityNotFoundRestException (ServerEntity.USER,
"email = S$email, password = S$password")

}
}
fun generateToken(email: String?, password: String?, dbUser:
User): String? {

val claims: Claims = Jwts.claims()
.setSubject (dbUser.email)
with (dbUser) {

claims["userId"] = userId
claims["name"] = name
claims["surname"] = surname
claims["patronymic"] = patronymic
claims["passwordHash"] = passwordHash
claims["role"] = role
claims["departmentId"] = departmentId
}
val nowMillis = System.currentTimeMillis ()
// val expMillis = nowMillis + tokenValidity
// val exp = Date(expMillis)

val exp = Date (Long.MAX VALUE)
return Jwts.builder ()
.setClaims (claims)
.setIssuedAt (Date (nowMillis)) .setExpiration (exp)
.signWith (SignatureAlgorithm.HS256, jwtSecret) .compact ()
}

fun encryptInfoAndPutItToRedis (email: String, password: String,
jwtToken: String): String {
LOG.info ("Put token to redis")
val redisKey = "Semail:S$password"
val encryptedKey = bCryptPasswordEncoder.encode (redisKey)
redisTemplate.opsForValue () .set (encryptedKey, jwtToken)
return encryptedKey

fun validateToken (token: String?) {
try {

Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJdws (token)
} catch (ex: SignatureException) {
throw JwtTokenMalformedException ("Invalid JWT signature")
} catch (ex: MalformedJwtException) {
throw JwtTokenMalformedException ("Invalid JWT token")
} catch (ex: ExpiredJwtException) {
throw JwtTokenMalformedException ("Expired JWT token")
} catch (ex: UnsupportedJwtException) {
throw JwtTokenMalformedException ("Unsupported JWT token")
} catch (ex: IllegalArgumentException) {
throw JwtTokenMissingException ("JWT claims string is
empty.")

}

fun logout (httpRequest: ServerHttpRequest, httpResponse:



HttpServletResponse) : ResponseEntity<String> {

val redisKey = httpRequest.cookies[info]?.get (0)?.value ?:
"empty"

if (redisKey == "empty") {

return ResponseEntity.notFound() .build()

}

redisTemplate.opsForValue () .getAndDelete (redisKey)

httpResponse.addCookie (Cookie (redisKey, null))

return ResponseEntity.ok() .build()

}

companion object {
private val LOG =
LoggerFactory.getLogger (JwtUtil: :class.java)
private const val KEY = "profile"
}
}

package learning.diplom.authority.svc

import org.springframework.boot.autoconfigure.SpringBootApplication
import org.springframework.boot.runApplication

import org.springframework.boot.web.servlet.ServletComponentScan
import
org.springframework.cloud.client.discovery.EnableDiscoveryClient

@SpringBootApplication
@EnableDiscoveryClient
@ServletComponentScan
class AuthoritySvcApplication

fun main(args: Array<String>) {
runApplication<AuthoritySvcApplication> (*args)
}

<!doctype html>
<html lang="en"
xmlns:th="http://www.thymeleaf.org">

<head>

<meta charset="UTF-8">

<meta name="viewport"

content="width=device-width, user-scalable=no, initial-

scale=1.0, maximum-scale=1.0, minimum-scale=1.0">

<meta http-equiv="X-UA-Compatible" content="ie=edge">

<title>Login Form</title>

<link href="https://cdn.]jsdelivr.net/npm/bootstrap@5.2.0-
betal/dist/css/bootstrap.min.css" rel="stylesheet"
integrity="sha384-
OevHe/X+R7YkIZDRvuzKMRgM+OrBnVFBL6DOitfPridtjfHxaWutUpFmBp4vmvor"
crossorigin="anonymous">
<script src="https://cdn.jsdelivr.net/npm/bootstrap5.2.0-
betal/dist/js/bootstrap.bundle.min.js"
integrity="sha384-
pprn3073KE6t16b7s2QrFadGz5/SUsLgktiwsUTF55Jfv3gYSDhgCecCxMW52nD2"
crossorigin="anonymous"></script>
</head>
<body>
<!--<header header th:insert="blocks/header :: header"></header>-->
<hl>Login Form</hl>

<div class="container">



<form action="/auth/login" method="post"
th:object="${loginRequest}">

<hr>

<!-- <input type="number" name="id" placeholder="ID"
class="form-controller" required>-->

<!-- <input type="text" name="id" th:field="${user.id}"
placeholder="id" class="form-control" required>-->

<label>

<input type="text" name="email"
th:field="${loginRequest.email}" placeholder="Email" class="form-
control"
required>
</label>
<label>
<input type="password" name="password"
th:field="${loginRequest.password}" placeholder="Password"
class="form-control"
required>
</label>

<button class="btn btn-submit">Confirm</button>
<hr>
</form>
</div>

<!-—<footer class="footer" th:insert="blocks/footer
footer"></footer>-->

</body>

</html>

<!doctype html>
<html lang="en">
<head>
<meta charset="UTF-8">
<link href="https://cdn.]jsdelivr.net/npm/bootstrap@5.2.0-
betal/dist/css/bootstrap.min.css" rel="stylesheet"
integrity="sha384-
OevHe/X+R7YkIZDRvuzKMRgM+OrBnVFBL6DOitfPridtjfHxaWutUpFmBp4vmvor"
crossorigin="anonymous">
<script src="https://cdn.jsdelivr.net/npm/bootstrap@5.2.0-
betal/dist/js/bootstrap.bundle.min.js"
integrity="sha384-
pprn3073KE6t16b7s2QrFadGz5/SUsLgktiwsUTF55Jfv3gYSDhgCecCxMW52nD2"
crossorigin="anonymous"></script>
<title>Logout Form</title>
</head>
<body>
<div th:replace="blocks/header :: header"></div>

<div class="container">
<form action="/auth/logout" method="post">
<hr>

<button class="btn btn-submit">Confirm Logout</button>
<hr>
</form>
</div>

</body>
</html>
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server:
port: 8008
spring:
application:

name: authority-svc

cloud:
config:
fail-fast: true
discovery:
enabled: true
service-id: cloud-config
username: configUser
password: configPassword
retry:
initial-interval: 2000
multiplier: 1.5
max-interval: 60000
max—-attempts: 100
uri: http://localhost:8000
fail-fast: true

R e

eureka:
client:
service-url:
defaultZone: http://localhost:8002/eureka
fetch-registry: true
instance:
lease-renewal-interval-in-seconds: 10
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JIONATOK JT
USER-SVC

package learning.diplom.user.svc.config

import org.springframework.context.annotation.Bean

import org.springframework.context.annotation.Configuration

import org.springframework.data.redis.connection.RedisConnectionFactory

import org.springframework.data.redis.core.RedisTemplate

import org.springframework.data.redis.serializer.GenericJackson2JsonRedisSerializer
import org.springframework.data.redis.serializer.StringRedisSerializer

@Configuration
class RedisConfig {
@Bean
fun redisTemplate(connectionFactory: RedisConnectionFactory): RedisTemplate<String, Any> {
return RedisTemplate<String, Any>().apply {
setConnectionFactory(connectionFactory)
val stringRedisSerializer = StringRedisSerializer()
val jsonSerializer = GenericJackson2JsonRedisSerializer()
keySerializer = stringRedisSerializer
valueSerializer = jsonSerializer
hashKeySerializer = stringRedisSerializer
hashValueSerializer = jsonSerializer
setEnableTransactionSupport(true)

}
H
}

package learning.diplom.user.svc.config

import feign.codec.Decoder

import feign.codec.Encoder

import feign.form.spring.SpringFormEncoder

import org.springframework.beans.factory.ObjectFactory

import org.springframework.beans.factory.ObjectProvider

import org.springframework.beans.factory.annotation. Autowired

import org.springframework.boot.autoconfigure.http.HttpMessageConverters

import org.springframework.cloud.openfeign.support. HttpMessageConverterCustomizer
import org.springframework.cloud.openfeign.support.ResponseEntityDecoder
import org.springframework.cloud.openfeign.support.SpringDecoder

import org.springframework.cloud.openfeign.support.SpringEncoder

import org.springframework.context.annotation.Bean

import org.springframework.context.annotation.Configuration

import org.springframework.http.converter.protobuf.ProtobufHttpMessageConverter

@Configuration
class OpenFeignConfiguration {
//Autowire the message converters.
@Autowired
private val messageConverters: ObjectFactory<HttpMessageConverters>? = null

@Autowired
private val messageCustomizer: ObjectProvider<HttpMessageConverterCustomizer>? = null

//add the protobuf http message converter
@Bean
fun protobufHttpMessageConverter(): ProtobufHttpMessageConverter? {



return ProtobufHttpMessageConverter()

}

/loverride the encoder
/' (@Bean
// fun springEncoder(): Encoder? {
/! return SpringEncoder(messageConverters)
/I

/loverride the encoder
@Bean
fun springDecoder(): Decoder? {
return ResponseEntityDecoder(SpringDecoder(messageConverters, messageCustomizer))

}

@Bean
fun feignFormEncoder(): Encoder? {
return SpringFormEncoder(SpringEncoder(messageConverters))

}

/' @Bean

// fun multipartFormEncoder(): Encoder? {

/! return SpringFormEncoder(SpringEncoder {
HttpMessageConverters(RestTemplate().messageConverters) })
/A

H

package learning.diplom.user.svc.config

import learning.diplom.model.error.lib.handler.ConstraintViolationExceptionHandler
import learning.diplom.model.error.lib.handler.RestExceptionHandler

import org.springframework.context.annotation.Bean

import org.springframework.context.annotation.Configuration

import org.springframework.security.crypto.berypt. BCryptPasswordEncoder

@Configuration
class BeanConfig {
@Bean
fun bCryptPasswordEncoder(): BCryptPasswordEncoder {
return BCryptPasswordEncoder()
H

@Bean
fun restExceptionHandler(): RestExceptionHandler {
return RestExceptionHandler()

}

@Bean
fun constraintViolationExceptionHandler(): ConstraintViolationExceptionHandler {
return ConstraintViolationExceptionHandler()

}

/' @Bean
/I fun internalExceptionHandler(): InternalExceptionHandler {

/! return InternalExceptionHandler()
/oy

/' @Bean
/I fun requestBodyValidationExceptionHandler(): RequestBodyValidationExceptionHandler {
/! return RequestBodyValidationExceptionHandler()
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7oy
}

package learning.diplom.user.svc.controller.read

import learning.diplom.user.svc.repository.UserRepository

import learning.diplom.user.svc.service.UserService

import learning.diplom.user.svc.util. JwtUtil

import org.springframework.stereotype.Controller

import org.springframework.ui.Model

import org.springframework.web.bind.annotation.CookieValue
import org.springframework.web.bind.annotation. GetMapping
import org.springframework.web.bind.annotation.RequestMapping

@Controller
@RequestMapping("/home")
class HomeController(

private val jwtUtil: JwtUtil,

private val userService: UserService

)

@GetMapping("")
fun getHomePage(@CookieValue("info") redisKey: String, model: Model): String {

val claims = jwtUtil.getClaims(redisKey)!!
val id = claims["userld"].toString()
val user = userService.getUserByUserld(id)
model.addAttribute("user", user)
return "home"
H
H

package learning.diplom.user.svc.controller.read

import learning.diplom.user.svc.model.User

import learning.diplom.user.svc.openfeign.client. DocumentSveClient
import learning.diplom.user.svc.service.UserService

import org.slf4j.LoggerFactory

import org.springframework.http.ResponseEntity

import org.springframework.stereotype.Controller

import org.springframework.ui.Model

import org.springframework.web.bind.annotation. GetMapping
import org.springframework.web.bind.annotation.PathVariable
import org.springframework.web.bind.annotation.RequestMapping

@Controller
@RequestMapping("/user")
class UserReadController(

private val userService: UserService

)

@GetMapping("")
fun test( ): ResponseEntity<String> {

return ResponseEntity.ok().body("USER")
H

@GetMapping("/{userld}")

fun getUserByld( @PathVariable userld: String, model: Model): String {
LOG.info("Get user: user = {}", userld)
val user = userService.getUserByUserld(userld)
model.addAttribute("user", user)
return "user"



}

companion object {

H
}

private val LOG = LoggerFactory.getLogger(UserReadController::class.java)

package learning.diplom.user.svc.controller.update

import learning.diplom.user.svc.model. User

import learning.diplom.user.svc.openfeign.client. DocumentSveClient
import learning.diplom.user.svc.service.UserService

import org.slf4j.LoggerFactory

import org.springframework.http.HttpStatus

import org.springframework.http.ResponseEntity

import org.springframework.validation.annotation. Validated
import org.springframework.web.bind.annotation.*

import org.springframework.web.multipart. MultipartFile
import javax.validation.Valid

import javax.ws.rs.core.MediaType

@RestController
@Validated
@RequestMapping("/user")
class UserUpdateController(
private val userService: UserService,
private val documentSvcClient: DocumentSvcClient

)

@PostMapping("/create")

fun createUser(@Valid @RequestBody user: User): ResponseEntity<User> {

LOG.info("Create user: user = {}", user)

}

return ResponseEntity(userService.createUser(user), HttpStatus. CREATED)

/I @PostMapping("/document/upload", consumes = [MediaType. MULTIPART FORM_ DATA])

/I fun uploadDocument(

/! (@RequestParam file: MultipartFile,

/! @CookieValue("info") redisKey: String? = null

/I ): ResponseEntity<String> {

// LOG.info("Started upload file = {}")

/! return documentSvcClient.uploadDocument(file, redisKey)
/oy

companion object {

H
}

private val LOG = LoggerFactory.getLogger(UserUpdateController::class.java)

package learning.diplom.user.svc.model

import com.fasterxml.jackson.annotation.Jsonlgnore

import learning.diplom.model.error.lib.department.svc.DepartmentType

import org.jetbrains.annotations.NotNull
import org.springframework.data.annotation.*
import java.time.Instant

import javax.validation.constraints.Email
import javax.validation.constraints.NotBlank
import javax.validation.constraints.Size

data class User(
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@1d
@get:ReadOnlyProperty
var userld: String? = null,
@NotBlank

@get:Size(min = 3, max = 16)
var name: String? = null,
@NotBlank

@get:Size(min = 4, max = 20)
var surname: String? = null,
@NotBlank

@get:Size(min = 4, max = 20)
var patronymic: String? = null,
@NotNull

@get:Email

@get:Size(max = 100)

var email: String? = null,

@get:NotNull

var role: Role? = null,

@NotNull

@get:Jsonlgnore

var passwordHash: String? = null,
@NotNull

var departmentld: String? = null,
@CreatedDate

var createdDate: Instant? = null,
@LastModifiedDate

var lastModifiedDate: Instant? = null,
var deleted: Boolean? = false,
@Version
var version: Long? = null,
) 4
enum class Role {
HEAD OF ADMINISTRATION,

DEPUTY HEAD OF ADMINISTRATION,

HEAD OF DEPARTMENT,
DEPUTY HEAD OF DEPARTMENT,
EMPLOYEE

H
}

package learning.diplom.user.svc.openfeign.client

import learning.diplom.department.svc.api.reqresp.user.svc. AddUserToDepartmentRequest
import learning.diplom.department.svc.api.reqresp.user.svc.AddUserToDepartmentResponse
import learning.diplom.user.svc.config.OpenFeignConfiguration

import org.springframework.cloud.openfeign.FeignClient

import org.springframework.web.bind.annotation.PathVariable

import org.springframework.web.bind.annotation. PostMapping

import org.springframework.web.bind.annotation.RequestBody

import javax.ws.rs.core.MediaType
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@FeignClient("\$ {department-svc-feign-client}", configuration = [OpenFeignConfiguration::class])

interface DepartmentSveClient {

@PostMapping(
"department/ {departmentld}/add-user",

consumes = ["application/x-protobuf™],
produces = ["application/x-protobuf™]
)
fun addUserToDepartment(
(@PathVariable departmentld: String,
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@RequestBody request: AddUserToDepartmentRequest
): AddUserToDepartmentResponse

}

package learning.diplom.user.svc.repository

import learning.diplom.user.svc.model. User
import org.springframework.data.mongodb.repository.MongoRepository

interface UserRepository: MongoRepository<User, String> {
fun deleteByUserld(userld: String)
fun findByUserld (userld: String): User
fun findByName(firstName: String): User
fun findByEmail(email: String): User
fun existsByEmail(email: String): Boolean
fun existsByUserld(userld: String): Boolean

}

package learning.diplom.user.svc.service

import learning.diplom.department.svc.api.reqresp.user.svc. AddUserToDepartmentRequest
import learning.diplom.model.error.lib.ServerEntity

import learning.diplom.model.error.lib.exception.rest. Entity AlreadyExistsRestException
import learning.diplom.model.error.lib.exception.rest. EntityNotFoundRestException
import learning.diplom.model.error.lib.exception.rest.RestException

import learning.diplom.model.error.lib.mapper.ErrorMapper.mapToRestException
import learning.diplom.model.error.lib.user.svc.Role

import learning.diplom.user.svc.openfeign.client.DepartmentSvcClient

import learning.diplom.user.svc.model.User

import learning.diplom.user.svc.repository.UserRepository

import learning.diplom.user.svc.util.codec.asEnumOf

import learning.diplom.user.svc.util.codec.mapAsEnumOf

import org.slf4j.LoggerFactory

import org.springframework.http.HttpStatus

import org.springframework.security.crypto.berypt. BCryptPasswordEncoder

import org.springframework.stereotype.Service

@Service
class UserService(
private val userRepository: UserRepository,
private val departmentSvcClient: DepartmentSvcClient,
private val bCryptPasswordEncoder: BCryptPasswordEncoder
)
//// UPDATE METHODS ////
fun createUser(user: User): User {
LOG.info("Started creating user: user = {}", user)
if (userRepository.existsByEmail(user.email!!.toString())) {
throw EntityAlreadyExistsRestException(ServerEntity. USER, user.toString())

}

user.passwordHash = bCryptPasswordEncoder.encode(user.passwordHash.toString())

val savedUser = userRepository.save(user)
LOG.info("Started adding user = {}, to department = {}", savedUser.departmentId)

val addUserToDepartmentResponse = try {
sendAddUserToDepartmentRequest(user)

} catch (ex: Exception) {
LOG:.error("ERROR from department-svc: ", ex)
userRepository.deleteByUserld(savedUser.userId!!)
throw RestException(HttpStatus.INTERNAL SERVER ERROR, "Internal error")
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}

if (addUserToDepartmentResponse.hasError()) {
userRepository.deleteByUserld(savedUser.userld!!)
throw addUserToDepartmentResponse.error.mapToRestException()

}

return savedUser

}

//// READ METHODS ////
fun getUserByUserld(userld: String): User {
return if (userRepository.existsByUserld(userld)) {
userRepository.findByUserld(userld)
} else {
throw EntityNotFoundRestException(ServerEntity. USER, "userld = $userld")
}
H

private fun sendAddUserToDepartmentRequest(user: User) =
departmentSvcClient.addUserToDepartment(
user.departmentId!!,
AddUserToDepartmentRequest.newBuilder()
.setUserld(user.userld)
.setName(user.name)
.setSurname(user.surname)
.setRole(user.role.asEnumOf())
.build()

)

companion object {
private val LOG = LoggerFactory.getLogger(UserService::class.java)
H
H

package learning.diplom.user.svc.util.codec

inline fun <reified V : Enum<V>> Enum<*>?.asEnumOf(): V? = this?.let {
java.lang.Enum.valueOf(V::class.java, it.name) }
inline fun <reified V : Enum<V>> Enum<*>?.safe AsSEnumOf(): V? {
return try {
this.asEnumOf<V>()
} catch (e: Illegal ArgumentException) {
null
H
H

inline fun <reified V : Enum<V>> List<Enum<*>>mapAsEnumOf(): List<V?> {
return map {
it.asEnumOf<V>()
H
H

package learning.diplom.user.svc.util

import io.jsonwebtoken.Claims

import io.jsonwebtoken.Jwts

import learning.diplom.model.error.lib.ServerEntity

import learning.diplom.model.error.lib.exception.rest.EntityNotFoundRestException
import org.slf4j.LoggerFactory

import org.springframework.beans.factory.annotation. Value

import org.springframework.data.redis.core.RedisTemplate
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import org.springframework.stereotype.Component

@Component
class JwtUtil(
@Value("\$ {jwt.secret}")
private val jwtSecret: String? = null,
@Value("\$ {jwt.validity}")
private val tokenValidity: Long = 0,
@Value("\$ {jwt.info}")
private val info: String? = null,
private val redisTemplate: RedisTemplate<String, Any>

)

fun getClaims(redisKey: String?): Claims? {
val token = getJwtToken(redisKey)
if (redisKey.isNullOrBlank() || token == null) {
LOG:.error("Token did not find")
throw EntityNotFoundRestException(ServerEntity. TOKEN, "redisKey = $redisKey")
}
try {
return Jwts.parser().setSigningKey(jwtSecret).parseClaimsJws(token.toString()).body
} catch (e: Exception) {
println(e.message + " =>" +¢)
}

return null

}

fun getJwtToken(redisKey: String?): Any? {
return redisTemplate.opsForValue().get(redisKey ?: "empty")
H

companion object {
private val LOG = LoggerFactory.getLogger(JwtUtil::class.java)
H

}

package learning.diplom.user.svc

import org.springframework.boot.autoconfigure.SpringBootApplication
import org.springframework.boot.runApplication

import org.springframework.cloud.openfeign.EnableFeignClients

import org.springframework.data.mongodb.config. EnableMongoAuditing

@SpringBootApplication
@EnableFeignClients

(@EnableMongoAuditing
class UserSvcApplication

fun main(args: Array<String>) {
runApplication<UserSvcApplication>(*args)

}

<!doctype html>
<html lang="en"
xmlns:th="http://www.thymeleaf.org">

<head>

<meta charset="UTF-8">

<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.2.0-betal/dist/css/bootstrap.min.css"
rel="stylesheet"

integrity="sha384-
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OevHe/X+R7YKIZDRvuzKMRgM+OrBnVFBL6DO:itfPri4tjfHxaWutUpFmBp4vmVor"
crossorigin="anonymous">
<script src="https://cdn.jsdelivr.net/npm/bootstrap@5.2.0-betal/dist/js/bootstrap.bundle.min.js"
integrity="sha384-
pprn3073KE6tl6bjs2QrFalGz5/SUsLgktiwsUTF55Jfv3qYSDhgCecCxMW52nD2"
crossorigin="anonymous'"></script>
<title>User Page</title>
</head>
<body>
<!--<header header th:insert="blocks/header :: header"></header>-->
<div th:replace="blocks/header :: header"></div>

<div class="container">

<div th:object="$ {user}">

<h4>name</h4>

<h3 th:text="$ {user.getName()} "></h3>
<hr>

<h4>surname</h4>

<h3 th:text="§ {user.getSurname()} "></h3>
<hr>

<h4>patronymic</h4>

<h3 th:text="§ {user.getPatronymic()} "></h3>
<hr>

<h4>email</h4>

<h3 th:text="$ {user.getEmail()} "></h3>
<hr>

<h4>role</h4>

<h3 th:text="% {user.getRole()} "></h3>
<!--  <ath:href="@{/users/{id}/edit(id =$ {userInfo.getld()})} ">Edit</a>-->
<hr>

</div>

</div>

<!--<footer class="footer" th:insert="blocks/footer :: footer"></footer>-->
</body>
</html>

<!doctype html>
<html lang="en"
xmlns:th="http://www.thymeleaf.org">
<head>
<meta charset="UTF-8">
<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.2.0-betal/dist/css/bootstrap.min.css"
rel="stylesheet"
integrity="sha384-
OevHe/X+R7YKIZDRvuzKMRgM+OrBnVFBL6DO:itfPri4tjfHxaWutUpFmBp4vmVor"
crossorigin="anonymous">
<script src="https://cdn.jsdelivr.net/npm/bootstrap@5.2.0-betal/dist/js/bootstrap.bundle.min.js"
integrity="sha384-
pprn3073KE6tl6bjs2QrFalGz5/SUsLgktiwsUTF55Jfv3qYSDhgCecCxMW52nD2"
crossorigin="anonymous'"></script>
<title>User Page</title>
</head>
<body>
<!--<header header th:insert="blocks/header :: header"></header>-->



<div th:replace="blocks/header :: header"></div>
<div class="container">

<div th:object="$ {user}">

<h4>name</h4>
<h3 th:text="§ {user.getName() } "></h3>
<hr>
<h4>surname</h4>
<h3 th:text="§ {user.getSurname()} "></h3>
<hr>
<h4>patronymic</h4>
<h3 th:text="§ {user.getPatronymic()}"></h3>
<hr>
<h4>email</h4>
<h3 th:text="§ {user.getEmail()} "></h3>
<hr>
<h4>role</h4>
<h3 th:text="§ {user.getRole()} "></h3>
<hr>

</div>

</div>

<!--<footer class="footer" th:insert="blocks/footer :: footer"></footer>-->
</body>
</html>
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JIOJIATOK E
DEPARTMENT-SVC

syntax = "proto3";

package learning.diplom.department.svc.api.reqresp.user.svc;
option java_package = "learning.diplom.department.svc.api.reqresp.user.svc';
option java_multiple files = true;

import "learning/diplom/model/error/lib/success_response.proto";
import "learning/diplom/model/error/lib/error.proto";
import "learning/diplom/model/error/lib/user/svc/role.proto";

message AddUserToDepartmentRequest {
string user_id = 1;
string name = 2;
string surname = 3;
learning.diplom.model.error.lib.user.svc.Role role = 4;

}

message AddUserToDepartmentResponse {
oneof response {
learning.diplom.model.error.lib.Success success = 1;
learning.diplom.model.error.lib.Error error = 2;
H
H

package learning.diplom.department.svc.controller.update

import learning.diplom.department.svc.model. Department

import learning.diplom.department.svc.openfeign.service.OpenfeignDepartmentService
import learning.diplom.department.sve.service.DepartmentService

import org.slf4j.LoggerFactory

import org.springframework.http.HttpStatus

import org.springframework.http.ResponseEntity

import org.springframework.web.bind.annotation.*

import javax.validation.Valid

@RestController
@RequestMapping("/department")
class DepartmentUpdateController(
private val departmentService: DepartmentService

)

@PostMapping("/")
fun createDepartment(@Valid @RequestBody department: Department):
ResponseEntity<Department> {
LOG.info("Create department = {}", department)
return ResponseEntity(departmentService.createDepartment(department), HttpStatus. CREATED)

}

companion object {
private val LOG = LoggerFactory.getLogger(DepartmentUpdateController::class.java)

}



package learning.diplom.department.svc.model

import javax.validation.constraints.NotBlank
import javax.validation.constraints.NotNull

data class BriefUser(
@NotNull
var userld: String? = null,
@NotBlank
var name: String? = null,
@NotBlank
var surname: String? = null,
@NotNull
var role: Role? = null

)

enum class Role {
HEAD OF ADMINISTRATION,

DEPUTY HEAD OF ADMINISTRATION,

HEAD OF DEPARTMENT,
DEPUTY HEAD OF DEPARTMENT,
EMPLOYEE
H
}

package learning.diplom.department.svc.model

import org.springframework.data.annotation.CreatedDate

import org.springframework.data.annotation.Id

import org.springframework.data.annotation.LastModifiedDate
import org.springframework.data.annotation. Version

import java.time.Instant
import javax.validation.constraints.NotBlank
import javax.validation.constraints.NotNull

data class Department(
@1d
var departmentld: String? = null,
@get:NotNull
var administrationld: String? = null,
@get:NotBlank
var name: String? = null,
var headOfDepartmentld: String? = null,

var users: MutableList<BriefUser> = mutableListOf(),

@get:NotNull
var usersLimit: Int? = null,
@get:NotNull

var departmentType: DepartmentType? = null,

@CreatedDate

var createdDate: Instant? = null,

@LastModifiedDate

var lastModifiedDate: Instant? = null,

@Version

val version: Long? = null,

var deleted: Boolean? = false

) 4

enum class DepartmentType {
GENERAL DEPARTMENT,
FINANCIAL DEPARTMENT,

HUMAN RESOURCES DEPARTMENT,

ARCHITECTURE DEPARTMENT
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H
}

package learning.diplom.department.svc.openfeign.client

import

learning.diplom.administration.svc.api.reqresp.department.svc. AddDepartmentToAdministrationReques
t

import

learning.diplom.administration.svc.api.reqresp.department.svc. AddDepartmentToAdministrationRespo
nse

import learning.diplom.department.svc.config.OpenFeignConfiguration

import org.springframework.cloud.openfeign.FeignClient

import org.springframework.web.bind.annotation.PathVariable

import org.springframework.web.bind.annotation.PostMapping

import org.springframework.web.bind.annotation.RequestBody

@FeignClient("\$ {administration-svec-feign-client}", configuration = [OpenFeignConfiguration::class])
interface AdministrationSveClient {

@PostMapping(
"/administration/{administrationld }/add-department",

consumes = ["application/x-protobuf™],

produces = ["application/x-protobuf"]
)
fun addDepartmentToAdministration(

(@PathVariable administrationld: String,

@RequestBody request: AddDepartmentToAdministrationRequest
): AddDepartmentToAdministrationResponse

}

package learning.diplom.department.svc.openfeign.controller.update

import learning.diplom.department.svc.api.reqresp.user.svc. AddUserToDepartmentRequest
import learning.diplom.department.svc.api.reqresp.user.sve. AddUserToDepartmentResponse
import learning.diplom.department.svc.openfeign.service.OpenfeignDepartmentService
import org.slf4j.LoggerFactory

import org.springframework.web.bind.annotation.*

@RestController

@RequestMapping(
"/department",
consumes = ["application/x-protobuf"],
produces = ["application/x-protobuf"]

class OpenfeignUpdateController(
private val openfeignDepartmentService: OpenfeignDepartmentService

)

@PostMapping("/{departmentld}/add-user")
fun addUserToDepartment(
(@PathVariable departmentld: String,
@RequestBody request: AddUserToDepartmentRequest
): AddUserToDepartmentResponse {
LOG.info("Add user to department: departmentld = {}, userld = {}", departmentld, request.userld)
return openfeignDepartmentService.addUserToDepartment(departmentld, request)

}

companion object {
private val LOG = LoggerFactory.getLogger(OpenfeignUpdateController::class.java)
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H
}

package learning.diplom.department.svc.openfeign.service

import com.fasterxml.jackson.annotation.JsonlgnoreProperties

import learning.diplom.department.svc.util.codec.mapAsEnumOf

import learning.diplom.department.svc.api.reqresp.user.svc. AddUserToDepartmentRequest
import learning.diplom.department.svc.api.reqresp.user.sve. AddUserToDepartmentResponse
import learning.diplom.department.svec.model.BriefUser

import learning.diplom.department.svc.repository. DepartmentRepository

import learning.diplom.department.svc.util.codec.asEnumOf

import learning.diplom.model.error.lib.Entity

import learning.diplom.model.error.lib.Success

import learning.diplom.model.error.lib.exception.proto.ProtoErrorUtil

import org.slf4j.LoggerFactory

import org.springframework.dao.EmptyResultDataAccessException

import org.springframework.stereotype.Service

@Service
class OpenfeignDepartmentService(

private val departmentRepository: DepartmentRepository,

private val openfeignUtilService: OpenfeignUtilService
) 4

fun addUserToDepartment(departmentld: String, request: AddUserToDepartmentRequest):
AddUserToDepartmentResponse {

val responseBuilder = AddUserToDepartmentResponse.newBuilder()

val department = try {
departmentRepository.findByDepartmentld(departmentId)
} catch (ex: EmptyResultDataAccessException) {
return responseBuilder
.setError(ProtoErrorUtil.createEntityNotFoundErrorBuilder(
Entity. DEPARTMENT,
"departmentld = $departmentId")

)
build()
}

openfeignUtilService.addUserToDepartmentCheckPreconditions(request, department,
responseBuilder)
?.let { return it }

if (department.headOfDepartmentld == null) {
department.headOfDepartmentld = request.userld
}
department.users.add(
BriefUser(
request.userld,
request.name,
request.surname,
request.role.asEnumOf<BriefUser.Role>()

)
)

departmentRepository.save(department)
LOG.info("Adding user = {} was successful", request)
return responseBuilder

.setSuccess(Success.getDefaultInstance())
.build()
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}

companion object {
private val LOG = LoggerFactory.getLogger(OpenfeignDepartmentService::class.java)
H
}

package learning.diplom.department.svc.openfeign.service

import learning.diplom.department.svc.api.reqresp.user.svc. AddUserToDepartmentRequest

import learning.diplom.department.svc.api.reqresp.user.sve. AddUserToDepartmentResponse

import learning.diplom.department.svc.model. Department

import learning.diplom.model.error.lib.Entity

import

learning.diplom.model.error.lib.exception.proto.ProtoErrorUtil.createEntity AlreadyExistsErrorBuilder
1mport
learning.diplom.model.error.lib.exception.proto.ProtoErrorUtil.createEntityLimitExceededErrorBuilder
import org.slf4j.LoggerFactory

import org.springframework.stereotype.Service

@Service
class OpenfeignUtilService {
fun addUserToDepartmentCheckPreconditions(
request: AddUserToDepartmentRequest,
department: Department,
responseBuilder: AddUserToDepartmentResponse.Builder
): AddUserToDepartmentResponse? {
LOG.info("Check preconditions for adding user = {} to Department = {}", request, department)
if (department.users.isEmpty()) {
return null
}

val usersSizeWithNewUser = department.users.size + 1
if (usersSizeWithNewUser >= department.usersLimit!!) {
return responseBuilder

.setError(
createEntityLimitExceededErrorBuilder(
Entity. USER,
"request = $request, department = $department"
)
)
.build()

}

if (department.users.map { it.userld }.contains(request.userld)) {
return responseBuilder

.setError(
createEntity AlreadyExistsErrorBuilder(
Entity. USER,
"request = $request, department = $department"
)
)
.build()
}
return null
H

companion object {
private val LOG = LoggerFactory.getLogger(OpenfeignUtilService::class.java)

}



116

package learning.diplom.department.svc.repository

import learning.diplom.department.svc.model. Department
import org.springframework.data.mongodb.repository.MongoRepository

interface DepartmentRepository : MongoRepository<Department, String> {
fun findByDepartmentId(departmentld: String): Department
fun deleteByDepartmentld(departmentld: String)
fun existsByDepartmentld(departmentld: String): Boolean

}

package learning.diplom.department.svc.service

1mport

learning.diplom.administration.svc.api.reqresp.department.svc. AddDepartmentToAdministrationReques
t

import learning.diplom.department.svc.model. Department

import learning.diplom.department.svc.openfeign.client. AdministrationSvcClient

import learning.diplom.department.svc.repository. DepartmentRepository

import learning.diplom.department.svc.util.codec.asEnumOf

import learning.diplom.model.error.lib.ServerEntity

import learning.diplom.model.error.lib.exception.rest.Entity AlreadyExistsRestException
import learning.diplom.model.error.lib.exception.rest.RestException

import learning.diplom.model.error.lib.mapper.ErrorMapper.mapToRestException
import org.slf4j.LoggerFactory

import org.springframework.http.HttpStatus

import org.springframework.stereotype.Service

@Service
class DepartmentService(

private val departmentRepository: DepartmentRepository,

private val administrationSvcClient: AdministrationSvcClient
)

//// UPDATE METHODS ////

fun createDepartment(department: Department): Department {

if (departmentRepository.existsByDepartmentld(department.departmentld!!)) {
throw EntityAlreadyExistsRestException(ServerEntity. USER, "department = $department")

}

val savedDepartment = departmentRepository.save(department)
LOG.info("Started adding department = {}, to administration = {}",
savedDepartment.departmentId)

val addDepartmentToAdministrationResponse = try {
sendAddDepartmentToAdministrationRequest(department)

} catch (ex: Exception) {
LOG:.error("ERROR from administration-sve: ", ex)
departmentRepository.deleteByDepartmentld(savedDepartment.departmentId!!)
throw RestException(HttpStatus.INTERNAL SERVER ERROR, "Internal error")

}

if (addDepartmentToAdministrationResponse.hasError()) {
departmentRepository.deleteByDepartmentld(savedDepartment.departmentld!!)
throw addDepartmentToAdministrationResponse.error.mapToRestException()

}

return savedDepartment

}

/l// READ METHODS ////
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private fun sendAddDepartmentToAdministrationRequest(department: Department) =
administrationSvcClient.addDepartmentToAdministration(
department.administrationld!!,
AddDepartmentToAdministrationRequest.newBuilder()
.setDepartmentld(department.departmentId)
.setHeadOfDepartmentld(department.headOfDepartmentld)
.setDepartmentType(department.departmentType.asEnumOf())
.build()

)

companion object {
private val LOG = LoggerFactory.getLogger(DepartmentService::class.java)
H
H

package learning.diplom.department.svc.util.codec

inline fun <reified V : Enum<V>> Enum<*>?.asEnumOf{(): V? = this?.let {
java.lang.Enum.valueOf(V::class.java, it.name) }
inline fun <reified V : Enum<V>> Enum<*>?.safe AsSEnumOf(): V? {
return try {
this.asEnumOf<V>()
} catch (e: Illegal ArgumentException) {
null
H
H

inline fun <reified V : Enum<V>> List<Enum<*>>mapAsEnumOf(): List<V?> {
return map {
it.asEnumOf<V>()
H

}

package learning.diplom.department.svc

import org.springframework.boot.autoconfigure.SpringBootApplication
import org.springframework.boot.runApplication

import org.springframework.cloud.openfeign.EnableFeignClients

import org.springframework.data.mongodb.config. EnableMongoAuditing

@SpringBootApplication
@EnableFeignClients
@EnableMongoAuditing

class DepartmentSvcApplication

fun main(args: Array<String>) {
runApplication<DepartmentSvcApplication>(*args)

}

package learning.diplom.department.svc.config

import learning.diplom.model.error.lib.handler.ConstraintViolationExceptionHandler
import learning.diplom.model.error.lib.handler.RequestBodyValidationExceptionHandler
import learning.diplom.model.error.lib.handler.RestExceptionHandler

import org.springframework.context.annotation.Bean

import org.springframework.context.annotation.Configuration

import org.springframework.security.crypto.berypt. BCryptPasswordEncoder

@Configuration
class BeanConfig {
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@Bean

fun bCryptPasswordEncoder(): BCryptPasswordEncoder {
return BCryptPasswordEncoder()

H

@Bean

fun restExceptionHandler(): RestExceptionHandler {
return RestExceptionHandler()

H

@Bean

fun constraintViolationExceptionHandler(): ConstraintViolationExceptionHandler {
return ConstraintViolationExceptionHandler()

H

/' @Bean
/I fun requestBodyValidationExceptionHandler(): RequestBodyValidationExceptionHandler {

/! return RequestBodyValidationExceptionHandler()
/3

package learning.diplom.department.svc.config

import feign.codec.Decoder

import feign.codec.Encoder

import org.springframework.beans.factory.ObjectFactory

import org.springframework.beans.factory.ObjectProvider

import org.springframework.beans.factory.annotation. Autowired

import org.springframework.boot.autoconfigure.http.HttpMessageConverters

import org.springframework.cloud.openfeign.support. HttpMessageConverterCustomizer
import org.springframework.cloud.openfeign.support.ResponseEntityDecoder
import org.springframework.cloud.openfeign.support.SpringDecoder

import org.springframework.cloud.openfeign.support.SpringEncoder

import org.springframework.context.annotation.Bean

import org.springframework.context.annotation.Configuration

import org.springframework.http.converter.protobuf.ProtobufHttpMessageConverter

@Configuration
class OpenFeignConfiguration {
//Autowire the message converters.
@Autowired
private val messageConverters: ObjectFactory<HttpMessageConverters>? = null

@Autowired
private val messageCustomizer: ObjectProvider<HttpMessageConverterCustomizer>? = null

//add the protobuf http message converter

@Bean

fun protobufHttpMessageConverter(): ProtobufHttpMessageConverter? {
return ProtobufHttpMessageConverter()

}

//override the encoder
@Bean
fun springEncoder(): Encoder? {
return SpringEncoder(messageConverters)

}

/loverride the encoder
@Bean
fun springDecoder(): Decoder? {
return ResponseEntityDecoder(SpringDecoder(messageConverters, messageCustomizer))
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H
}

server:
port: 8005

spring:
application:
name: department-svc
cloud:
config:
username: configUser
password: configPassword
fail-fast: true
discovery:
enabled: true
service-id: cloud-config

eureka:
client:
service-url:
defaultZone: http://localhost:8002/eureka
fetch-registry: true
instance:
lease-renewal-interval-in-seconds: 10
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DOCUMENT-SVC

package learning.diplom.document.svc.config

import com.mongodb.client.MongoClient

import com.mongodb.client.gridfs.GridFSBucket

import com.mongodb.client.gridfs.GridFSBuckets

import org.springframework.context.annotation.Bean

import org.springframework.context.annotation.Configuration

@Configuration
class BeanConfig {
@Bean
fun getGridFSBucket (mongoClient: MongoClient): GridFSBucket? {
val database = mongoClient.getDatabase ("document-svc")
return GridFSBuckets.create (database)

}
package learning.diplom.document.svc.config

import feign.codec.Decoder

import feign.codec.Encoder

import org.springframework.beans.factory.ObjectFactory

import org.springframework.beans.factory.ObjectProvider

import org.springframework.beans.factory.annotation.Autowired

import
org.springframework.boot.autoconfigure.http.HttpMessageConverters
import
org.springframework.cloud.openfeign.support.HttpMessageConverterCusto
mizer

import
org.springframework.cloud.openfeign.support.ResponseEntityDecoder
import org.springframework.cloud.openfeign.support.SpringDecoder
import org.springframework.cloud.openfeign.support.SpringEncoder
import org.springframework.context.annotation.Bean

import org.springframework.context.annotation.Configuration

import
org.springframework.http.converter.protobuf.ProtobufHttpMessageConver
ter

@Configuration
class OpenFeignConfiguration {
//Autowire the message converters.
@Autowired
private val messageConverters:
ObjectFactory<HttpMessageConverters>? = null

@Autowired
private val messageCustomizer:
ObjectProvider<HttpMessageConverterCustomizer>? = null

//add the protobuf http message converter
@Bean
fun protobufHttpMessageConverter (): ProtobufHttpMessageConverter?
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return ProtobufHttpMessageConverter ()

}

//override the encoder
@Bean
fun springEncoder (): Encoder? {
return SpringEncoder (messageConverters)

}

//override the encoder
@Bean
fun springDecoder () : Decoder? {
return ResponseEntityDecoder (SpringDecoder (messageConverters,
messageCustomizer))
}
}

package learning.diplom.document.svc.config

import org.springframework.context.annotation.Bean

import org.springframework.context.annotation.Configuration

import
org.springframework.data.redis.connection.RedisConnectionFactory
import org.springframework.data.redis.core.RedisTemplate

import
org.springframework.data.redis.serializer.GenericJackson2JsonRedisSer
ializer

import
org.springframework.data.redis.serializer.StringRedisSerializer

@Configuration
class RedisConfig {
@Bean
fun redisTemplate (connectionFactory: RedisConnectionFactory) :
RedisTemplate<String, Any> {
return RedisTemplate<String, Any>().apply {
setConnectionFactory (connectionFactory)
val stringRedisSerializer = StringRedisSerializer ()
val jsonSerializer = GenericJackson2JsonRedisSerializer ()
keySerializer = stringRedisSerializer
valueSerializer = jsonSerializer
hashKeySerializer = stringRedisSerializer
hashValueSerializer = jsonSerializer
setEnableTransactionSupport (true)

}
package learning.diplom.document.svc.controller.read

import learning.diplom.document.svc.model.DocumentRequest
import learning.diplom.document.svc.service.DocumentService
import org.springframework.stereotype.Controller

import org.springframework.ui.Model

import org.springframework.web.bind.annotation.*

@Controller
@RequestMapping ("/document™)
class DocumentReadController (
private val documentService: DocumentService

) A



@GetMapping ("/list")
fun getAllDocuments (

@CookievValue ("info") redisKey: String,
model: Model
): String {

val documentList =
documentService.getAllDocumentsByUserId (redisKey)

val documentId: String? = null

model.addAttribute ("documentList", documentList)

model.addAttribute ("documentRequest", DocumentRequest ())

model.addAttribute ("documentId", documentId)

return "document-list"

}

@GetMapping ("/upload-document")

fun uploadDocument (
@CookievValue ("info") redisKey: String,
model: Model

): String {

return "upload-document"

}

@GetMapping ("/approve-document")

fun approveDocument (
@CookievValue ("info") redisKey: String,
@ModelAttribute @RequestParam result: Boolean,
model: Model

): String {
model.addAttribute ("result", result)
return "approve-document"

}
package learning.diplom.document.svc.controller.read

import learning.diplom.document.svc.service.SignService
import org.slf4j.LoggerFactory

import org.springframework.stereotype.Controller

import org.springframework.ui.Model

import org.springframework.web.bind.annotation.*

@Controller
@RequestMapping ("/sign")
class SignReadController (
private val signService: SignService

) A

@GetMapping ("/keys™")
fun getKeys (
@CookievValue ("info") redisKey: String,
model: Model
): String {
val privateKey = signService.getPrivateKey (redisKey)
model.addAttribute ("privateKey", privateKey)

val publicKey = signService.getPublicKey (redisKey)
model.addAttribute ("publicKey", publicKey)
return "keys"

}

@GetMapping ("/verify")
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fun verifySignature(): String {

}

LOG.info ("Verify document page")

return "verify-signature"

@GetMapping ("/verify-result")
fun approveDocument (

}

@CookievValue ("info") redisKey: String,
@ModelAttribute @RequestParam result: Boolean,
model: Model
String {

LOG.info ("Verify-result page")

model .addAttribute ("result", result)
return "verify-result"

companion object {

private val LOG =

LoggerFactory.getLogger (SignReadController::class.java)

}
}

package learning.diplom.document.svc.controller.update

import learning.diplom.document.svc.model.DocumentRequest
import learning.diplom.document.svc.service.DocumentService
import learning.diplom.document.svc.util.JwtUtil

import org.slf4j.LoggerFactory

import org.springframework.beans.factory.annotation.Value
import org.springframework.stereotype.Controller

import org.springframework.web.bind.annotation.*

import org.springframework.web.multipart.MultipartFile
import org.springframework.web.servlet.mvc.support.RedirectAttributes
import org.springframework.web.servlet.view.RedirectView
import javax.servlet.http.HttpServletResponse

import javax.ws.rs.core.MediaType

@Controller

@RequestMapping ("/document™)

@CrossOrigin ("*")

class DocumentUpdateController (
private val documentService: DocumentService,
private val jwtUtil: JwtUtil,
@vValue ("\${gateway.host}")

private val host: String? = null,
@vValue ("\${gateway.port}")
private val port: String? = null,

@PostMapping ("/upload-document"™, consumes =
[MediaType.MULTI PART_FORM_DATA] )
fun uploadDocument (

) :

@RequestParam file: MultipartFile,

@CookieValue ("info") redisKey: String? = null
RedirectView {
LOG.info ("Started storing file = {}", file)

documentService.uploadDocument (file, redisKey)
return RedirectView (

"SHTTP_ PREFIXShost:Sport/document/list"
)



}

@PostMapping ("/sign-document", consumes =
[MediaType.MULTI PART FORM DATA])
fun signDocument (
@RequestParam id: String,
@RequestBody file: MultipartFile,
@CookieValue ("info") redisKey: String? = null
) A
println ("fgergwhwerh \n\n$id")
}

@PostMapping ("/approve-document")
fun approveDocument (
@ModelAttribute @RequestBody documentRequest:

DocumentRequest? = null,
@CookievValue ("info") redisKey: String? = null,
redirectionAttribute: RedirectAttributes
) : RedirectView {
LOG.info ("Approve document = {}", documentRequest!!.id)
val result = documentService.approveDocument (redisKey,

documentRequest.id)
redirectionAttribute.addAttribute ("result", result)
return RedirectView (
"SHTTP_PREFIXShost:Sport/document/approve-document"
)
}

@PostMapping (
"/download-document",
produces = [MediaType.APPLICATION FORM URLENCODED],
consumes = [MediaType.APPLICATION FORM URLENCODED]

fun downloadDocument (
@ModelAttribute @RequestBody request: DocumentRequest,
httpServletResponse: HttpServletResponse,

LOG.info ("Download file by id = {}", request.id)
documentService.downloadDocument (request.id!!,
httpServletResponse)
}

companion object {
private val LOG =
LoggerFactory.getLogger (DocumentUpdateController::class.java)
private const val HTTP PREFIX = "http://"
private const val USER ID JWT CLAIM = "userId"

}
package learning.diplom.document.svc.controller.update

import learning.diplom.document.svc.service.DocumentService
import learning.diplom.document.svc.service.SignService
import org.slf4j.LoggerFactory

import org.springframework.beans.factory.annotation.Value
import org.springframework.http.ResponseEntity

import org.springframework.web.bind.annotation.*

import org.springframework.web.multipart.MultipartFile
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import org.springframework.web.servlet.mvc.support.RedirectAttributes

import org.springframework.web.servlet.view.RedirectView
import javax.ws.rs.core.MediaType



@RestController

@RequestMapping ("/sign")

class SignUpdateController (
private val signService: SignService,
private val documentService: DocumentService,
@vValue ("\${gateway.host}")

private val host: String? = null,

@vValue ("\${gateway.port}")

private val port: String? = null
) A

@PostMapping ("")

fun generateKeyPairForDepartment (departmentId: String):
ResponseEntity<String> {

LOG.info ("Generate key pair for department = {}",

departmentId)

}

signService.generateRsaKeyPair (departmentId)
return ResponseEntity.ok() .body ("SUCCESS")

@PostMapping ("/download-private-key")
fun downloadPrivateKey () {

}

@PostMapping (
"/verify",
produces = [MediaType.MULTIPART FORM DATA],
consumes = [MediaType.MULTIPART FORM DATA]

fun verifySignature (

) :

@ModelAttribute @RequestBody document: MultipartFile,
@ModelAttribute @RequestBody signature: MultipartFile,
@ModelAttribute @RequestBody publicKey: MultipartFile,
@CookievValue ("info") redisKey: String? = null,
redirectionAttribute: RedirectAttributes

RedirectView {
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LOG.info ("Verify signature {} by publicKey {} for document",
signature, publicKey, document.name)

val result = signService.verifySignature (publicKey,

signature, document)

}

redirectionAttribute.addAttribute ("result", result)
return RedirectView (

"${HTTP_PREFIX}Shost:$port/sign/verify-result"
)

companion object {

private val LOG =

LoggerFactory.getLogger (SignUpdateController::class.java)

}
}

private const val HTTP PREFIX = "http://"

package learning.diplom.document.svc.model

import
import
import
import
import

learning.diplom.model.error.lib.department.svc.DepartmentType

org.springframework.data.annotation.CreatedDate
org.springframework.data.annotation.Id
org.springframework.data.annotation.LastModifiedDate
org.springframework.data.annotation.Version



import java.time.Instant
import javax.validation.constraints.NotBlank

data class Document (

@Id

var documentId: String? = null,
@get:NotBlank

var userId: String? = null,

var fileName: String? = null,
var contentType: String? = null,
var size: Long? = null,

var departmentId: String,
// RApprove fields

var headOfAdministrationApprove: Boolean = false,

var deputyHeadOfAdministrationApprove: Boolean = false,
var headOfDepartmentApprove: Boolean = false,

var deputyHeadOfDepartmentApprove: Boolean = false,

var employeeApprove: Boolean = false,

// SIGNATURE

var signatureExists: Boolean = false,

var signature: ByteArray = byteArrayOf (),
var publicKey: ByteArray = byteArrayOf (),

var departmentType: DepartmentType? = null,

@CreatedDate

var createdDate: Instant? = null,
@LastModifiedDate

var lastModifiedDate: Instant? = null,
@Version

val version: Long? = 0,
var deleted: Boolean? = false
enum class DepartmentType {
GENERAL DEPARTMENT,
FINANCIAL DEPARTMENT,
HUMAN RESOURCES DEPARTMENT,
ARCHITECTURE DEPARTMENT
}

override fun equals (other: Any?): Boolean {
if (this === other) return true
if (javaClass != other?.javaClass) return false

other as Document

if (documentId != other.documentId) return false

if (userId != other.userId) return false

if (fileName != other.fileName) return false

if (contentType != other.contentType) return false
if (size != other.size) return false

if (departmentId != other.departmentId) return false

if (headOfAdministrationApprove !=
other.headOfAdministrationApprove) return false

if (deputyHeadOfAdministrationApprove !=
other.deputyHeadOfAdministrationApprove) return false
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if (headOfDepartmentApprove != other.headOfDepartmentApprove)

return false
if (deputyHeadOfDepartmentApprove !=
other.deputyHeadOfDepartmentApprove) return false
if (employeeApprove != other.employeeApprove) return false
if (signatureExists != other.signatureExists) return false
if (signature != null) {
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if (other.signature == null) return false
if (!signature.contentEquals (other.signature)) return
false
} else if (other.signature != null) return false
if (departmentType != other.departmentType) return false
if (createdDate != other.createdDate) return false
if (lastModifiedDate != other.lastModifiedDate) return false
if (version != other.version) return false
if (deleted != other.deleted) return false
return true
}
override fun hashCode(): Int {

var result = documentId?.hashCode() ?: 0
result = 31 * result + (userId?.hashCode() ?: 0)
result = 31 * result + (fileName?.hashCode () ?: 0)
result = 31 * result + (contentType?.hashCode() ?: 0)
result = 31 * result + (size?.hashCode() ?2: 0)
result = 31 * result + departmentId.hashCode ()
result = 31 * result + headOfAdministrationApprove.hashCode ()
result = 31 * result +

deputyHeadOfAdministrationApprove.hashCode ()
result = 31 * result + headOfDepartmentApprove.hashCode ()
result = 31 * result +
deputyHeadOfDepartmentApprove.hashCode ()

result = 31 * result + employeeApprove.hashCode ()

result = 31 * result + signatureExists.hashCode ()

result = 31 * result + (signature?.contentHashCode() ?: 0)
result = 31 * result + (departmentType?.hashCode() ?: 0)
result = 31 * result + (createdDate?.hashCode() ?: 0)
result = 31 * result + (lastModifiedDate?.hashCode() ?: 0)
result = 31 * result + (version?.hashCode() ?2: 0)

result = 31 * result + (deleted?.hashCode() ?: 0)

return result

}
package learning.diplom.document.svc.model

data class DocumentRequest (
var id: String? = null

)
package learning.diplom.document.svc.model

enum class Role {
HEAD_OF_ADMINISTRATION,
DEPUTY_HEAD_OF_ADMINISTRATION,
HEAD_OF_DEPARTMENT,
DEPUTY_HEAD_OF_DEPARTMENT,
EMPLOYEE

}

package learning.diplom.document.svc.model
import org.bson.types.Binary

import org.springframework.data.annotation.*
import java.time.Instant

import javax.validation.constraints.NotNull

data class Sign(



@Id
@get:ReadOnlyProperty
var signId: String? = null,

@get:NotNull

var departmentId: String? = null,

var publicKey: Binary? = null,

var privateKey: Binary? = null,
@CreatedDate

var createdDate: Instant? = null,
@LastModifiedDate

var lastModifiedDate: Instant? = null,
@Version

var version: Long? = null

) A
}

package learning.diplom.document.svc.repository

import learning.diplom.document.

import org.springframework.data.mongodb.repository.MongoRepository

svc.model.Sign

interface SignRepository: MongoRepository<Sign, String> {

fun findSignByDepartmentId (departmentId: String): Sign
fun existsByDepartmentId(departmentId: String): Boolean

}

package learning.diplom.document.svc.service

import com.mongodb.client.gridfs.model.GridFSFile

import learning.diplom.document.
import learning.diplom.document.
import org.bson.types.Binary
import org.slf4j.LoggerFactory
import org.springframework.data.
import org.springframework.data.
import org.springframework.data.
import org.springframework.data.
import org.springframework.data.
import org.springframework.http.

svc.model.Document
svc.util.JwtUtil

mongodb.core.MongoOperations
mongodb.core.query.Criteria
mongodb.core.query.Query
mongodb.gridfs.GridFsResource
mongodb.gridfs.GridFsTemplate
HttpHeaders

import org.springframework.stereotype.Service

import org.springframework.web.multipart.MultipartFile
import reactor.kotlin.core.publisher.zip

import java.io.ByteArrayOutputStream

import java.io.FilelInputStream
import java.util.zip.ZipEntry

import java.util.zip.ZipOutputStream
import javax.servlet.http.HttpServletResponse
import javax.ws.rs.core.MediaType

@Service
class DocumentService (
private val gridFsTemplate:

GridFsTemplate,

private val jwtUtil: JwtUtil,

private val mongoOperations:

MongoOperations,

private val signService: SignService

/ /UPDATE

fun uploadDocument (file: MultipartFile, redisKey: String?)

val claims = jwtUtil.getClaims (redisKey) !!
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val document = Document (
userId = claims["userId"].toString(),
fileName = file.name,
contentType = file.contentType,
size = file.size,

departmentId = claims["departmentId"].toString()
)

gridFsTemplate.store (file.inputStream, file.originalFilename,
file.contentType, document)
LOG.info ("Document = {} stored", document)

}

fun downloadDocument (id: String, response: HttpServletResponse) {
val gridFsResource = getGridFsResourceById (id)
val gridFsFile = getGridFsFileById (id)

if (gridFsFile.metadata!!["signatureExists"] == true) {
val headerKey = HttpHeaders.CONTENT DISPOSITION
val headerValue = "attachment; filename=\"zipFile.zip\""
response.setHeader (headerKey, headerValue)

LOG.info ("Download zip")
val byteArrayOutputStream = ByteArrayOutputStream/()
val zipOutputStream =

ZipOutputStream (byteArrayOutputStream)
val gridFsResourcelnputStream = gridFsResource.content
// put document to zip

zipOutputStream.putNextEntry (ZipEntry (gridFsFile.filename))

zipOutputStream.write (gridFsResourceInputStream.readAllBytes())
zipOutputStream.closeEntry ()
gridFsResourcelnputStream.close ()

// put signature to zip
zipOutputStream.putNextEntry (

ZipEntry ("department S{gridFsFile.metadata!!["departmentId"].toString
()} _signature")

)

zipOutputStream.write ((gridFsFile.metadata!! ["signature"]
as Binary) .data)

zipOutputStream.closeEntry ()

// put publicKey to zip
zipOutputStream.putNextEntry (

ZipEntry ("department S{gridFsFile.metadata!!["departmentId"].toString
()} _publicKey.key")

)

zipOutputStream.write ((gridFsFile.metadata!! ["publicKey"]
as Binary) .data)

zipOutputStream.closeEntry ()

zipOutputStream.flush ()
zipOutputStream.close ()

response.contentType = "application/zip"
val outputStream = response.outputStream
outputStream.write (byteArrayOutputStream.toByteArray())
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outputStream.flush ()
outputStream.close ()

} else {
val headerKey = HttpHeaders.CONTENT DISPOSITION
val headerValue = "attachment;

filename=\"${gridFsFile.filename}\""

}

fun

response.setHeader (headerKey, headerValue)

LOG.info ("Download file")

response.contentType = MediaType.APPLICATION OCTET STREAM
val outputStream = response.outputStream
outputStream.write (gridFsResource.content.readAllBytes())
outputStream.close ()

approveDocument (redisKey: String?, documentId: String?):

Boolean {

val claims = jwtUtil.getClaims (redisKey) !!
val gridFsFile = getGridFsFileById (documentId!!)

val (_, approveField) =
jwtUtil.getRoleWithApproveFieldFromClaims (claims) ?: return false
gridFsFile.metadata!! [approveField] = true
mongoOperations.save (gridFsFile, "fs.files")
signService.signDocumentIfHasConditions (gridFsFile,
redisKey!!)
return true
}
// READ
fun getAllDocumentsByUserId (redisKey: String): List<GridFSFile> {
val userId =
JwtUtil.getClaims (redisKey) !! ["userId"].toString /()
LOG.info ("Get all documents for departmentId = {}", userId)
val fileList: MutableList<GridFSFile> = mutableListOf ()
gridFsTemplate.find(
Query.query (
Criteria.where ("metadata.userId"). is  (userId)
// .and ("metadata.signatureExists"). is  (false)
)
) .into(filelList)
LOG.info ("Found = {}", filelList)
return filelList
}
fun getGridFsResourceById(fileId: String): GridFsResource {
LOG.info ("Find gridFsResource by filelId = {}", fileId)
val gridFsFile = getGridFsFileById (fileId)
return gridFsTemplate.getResource (gridFsFile)
}
fun getGridFsFileById(fileId: String): GridFSFile ({

LOG.info ("Find gridFsFile by filelId = {}", fileId)

return gridFsTemplate.findOne (
Query.query (
Criteria.where(" id"). is’ (fileId)

)
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}

companion object {
private val LOG =
LoggerFactory.getLogger (DocumentService: :class.java)
}
}

package learning.diplom.document.svc.service

import com.mongodb.client.gridfs.GridFSBucket

import com.mongodb.client.gridfs.model.GridFSFile

import learning.diplom.document.svc.repository.SignRepository
import learning.diplom.document.svc.util.JwtUtil

import org.slf4j.LoggerFactory

import org.springframework.data.mongodb.core.MongoOperations
import org.springframework.data.mongodb.core.query.Criteria
import org.springframework.data.mongodb.core.query.Query
import org.springframework.data.mongodb.gridfs.GridFsResource
import org.springframework.data.mongodb.gridfs.GridFsTemplate
import org.springframework.stereotype.Service

import org.springframework.web.multipart.MultipartFile

import reactor.kotlin.core.util.function.*

import reactor.util.function.Tupleb

import reactor.util.function.Tuples

import java.io.*

import java.math.BigInteger

import java.security.*

import java.security.spec.PKCS8EncodedKeySpec

import java.security.spec.RSAPrivateKeySpec

import java.security.spec.RSAPublicKeySpec

import java.security.spec.X509EncodedKeySpec

import kotlin.math.sign

@Service

class SignService (
private val signRepository: SignRepository,
private val gridFsTemplate: GridFsTemplate,
private val jwtUtil: JwtUtil,
private val gridFsBucket: GridFSBucket,
private val mongoOperations: MongoOperations

// WRITE

fun generateDsaKeyPair (departmentId: String) {

val keyPairGen = KeyPairGenerator.getInstance ("DSA")
val random: SecureRandom =

SecureRandom.getInstance ("SHA1PRNG")
keyPairGen.initialize (2048, random)
val keyPair = keyPairGen.genKeyPair ()
val fact = KeyFactory.getInstance ("DSA")
saveKeyPairToFiles (keyPair, departmentId)

val privateFileName = "${departmentId} private.key"
val publicFileName = "S{departmentId} public.key"
val privateFile = File(privateFileName)

val publicFile = File(publicFileName)

gridFsTemplate.store (privateFile.inputStream(),
privateFileName)



gridFsTemplate.store (publicFile.inputStream(),
publicFileName)
File (privateFileName) .delete ()
File (publicFileName) .delete ()
println ()
}

private fun saveKeyPairToFiles (keyPair: KeyPair, departmentId:

String) {
val privateKey = keyPair.private
val publicKey = keyPair.public

// Store Public Key.

val x509EncodedKeySpec = X509EncodedKeySpec (
publicKey.encoded

)

var fos = FileOutputStream("${departmentId} public.key")

fos.write (x509EncodedKeySpec.encoded)
fos.close()

// Store Private Key.

val pkcs8EncodedKeySpec = PKCS8EncodedKeySpec (
privateKey.encoded

)

fos = FileOutputStream("${departmentId} private.key")

fos.write (pkcs8EncodedKeySpec.encoded)

fos.close ()

}

private fun loadKeyPair (filename: String, algorithm: String):

KeyPair {
// Read Public Key.
val filePublicKey = File(filename)
var fis = FileInputStream(filename)
val encodedPublicKey =

ByteArray (filePublicKey.length () .toInt ())
fis.read (encodedPublicKey)
fis.close()

// Read Private Key.
val filePrivateKey = File(filename)
fis = FileInputStream(filename)
val encodedPrivateKey =

ByteArray (filePrivateKey.length () .toInt())
fis.read (encodedPrivateKey)
fis.close()

// Generate KeyPair.

val keyFactory = KeyFactory.getInstance (algorithm)

val publicKeySpec = X509EncodedKeySpec (
encodedPublicKey

val publicKey = keyFactory.generatePublic (publicKeySpec)

val privateKeySpec = PKCS8EncodedKeySpec (
encodedPrivateKey

)
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val privateKey = keyFactory.generatePrivate (privateKeySpec)

return KeyPair (publicKey, privateKey)



fun generateRsaKeyPair (departmentId: String) {
val keyPairGen = KeyPairGenerator.getInstance ("RSA")
val random: SecureRandom =
SecureRandom.getInstance ("SHA1PRNG")
keyPairGen.initialize (2048, random)
val keyPair = keyPairGen.genKeyPair ()
val fact = KeyFactory.getInstance ("RSA")

val publicKey = fact.getKeySpec (
keyPair.public,
RSAPublicKeySpec::class.java

val privateKey = fact.getKeySpec (
keyPair.private,
RSAPrivateKeySpec::class.java

)

val privateFileName = "${departmentId} private.txt"
val publicFileName = "S{departmentId} public.txt"

saveToFile (privateFileName, privateKey.modulus,
privateKey.privateExponent)

saveToFile (publicFileName, publicKey.modulus,
publicKey.publicExponent)

val privateFile = File(privateFileName)
val publicFile = File(publicFileName)

gridFsTemplate.store (privateFile.inputStream(),
privateFileName)

gridFsTemplate.store (publicFile.inputStream(),
publicFileName)

File (privateFileName) .delete ()

File (publicFileName) .delete()

println ()

}

fun signDocumentIfHasConditions (gridFsFile: GridFSFile,
String) {
val (headOfAdministrationApprove,
deputyHeadOfAdministrationApprove,
headOfDepartmentApprove,
deputyHeadOfDepartmentApprove,
employeeApprove) = gridFsFile.getApproveFields ()

val privateKey = getPrivateKey (redisKey)
val publicKey = getPublicKey (redisKey)
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redisKey:

val gridFsResource = gridFsTemplate.getResource (gridFsFile)

if (headOfDepartmentApprove

| | (deputyHeadOfDepartmentApprove && employeeApprove)

) A

signDocument (gridFsFile, gridFsResource, privateKey,

publicKey)
}
}

fun signDocument (
gridFsFile: GridFSFile,
gridFsResource: GridFsResource,
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privateKey: PrivateKey,
publicKey: PublicKey

LOG.info ("Sign document{} ", gridFsFile.filename)
val signature = Signature.getlnstance (privateKey.algorithm)

signature.initSign (privateKey)
signature.update (gridFsResource.content.readAllBytes ())

val completedSignature = signature.sign|()
gridFsFile.metadata!! ["signature"] = completedSignature
gridFsFile.metadata!!["signatureExists"] = true
gridFsFile.metadata!! ["publicKey"] = publicKey.encoded

mongoOperations.save (gridFsFile, "fs.files")

}

fun verifySignature (publicKey: MultipartFile, signature:
MultipartFile, document: MultipartFile): Boolean {
var verifies: Boolean
try {
val publicKeyFromFile =
readDsaPublicKey (publicKey.inputStream)

val signatureByPublicKey =
Signature.getInstance ("SHAlwithDSA")
signatureByPublicKey.initVerify (publicKeyFromFile)

signatureByPublicKey.update (document.inputStream.readAllBytes ())

verifies =
signatureByPublicKey.verify(signature.inputStream.readAllBytes())

println("signature verifies: S$verifies")
} catch (e: Exception) {
verifies = false

}

document.inputStream.close ()

signature.inputStream.close ()
publicKey.inputStream.close ()
return verifies

}
// READ
fun getPrivateKey(redisKey: String): PrivateKey ({
val claims = jwtUtil.getClaims (redisKey) !!
val departmentId = claims["departmentId"].toString/()
return findPrivateKey (departmentId)
fun getPublicKey (redisKey: String): PublicKey {
val claims = jwtUtil.getClaims (redisKey) !!

val departmentId = claims["departmentId"].toString/()

return findPublicKey (departmentId)
}

private fun saveToFile(



fileName: String,
mod: BigInteger, exp: BigInteger

val oout = ObjectOutputStream (

BufferedOutputStream (FileOutputStream (fileName) )

)

try {
oout.writeObject (mod)
oout.writeObject (exp)

} catch (e: Exception) {
throw InternalError ()

} finally {
oout.close ()

}

}

private fun findPrivateKey (departmentId: String): PrivateKey {
val savedPrivateKey = gridFsTemplate.findOne (
Query.query (
Criteria.where("filename") . is’ ("${departmentId} private.key")

)
)

val downloadStream =

gridFsBucket.openDownloadStream ("${departmentId} private.key")
val gridFsResource = GridFsResource (savedPrivateKey,

downloadStream)

return readDsaPrivateKey (gridFsResource.inputStream)

}

private fun findPublicKey (departmentId: String):
val savedPrivateKey = gridFsTemplate.findOne (
Query.query (

PublicKey {

Criteria.where("filename") . is’ ("${departmentId} public.key")

)
)

val downloadStream =

gridFsBucket.openDownloadStream ("${departmentId} public.key")
val gridFsResource = GridFsResource (savedPrivateKey,

downloadStream)

return readDsaPublicKey (gridFsResource.inputStream)

}

private fun readDsaPrivateKey (inputStream: InputStream) :

PrivateKey {

val keyFactory = KeyFactory.getInstance ("DSA")

val privateKeySpec = PKCS8EncodedKeySpec (
inputStream.readAllBytes ()
)

return keyFactory.generatePrivate (privateKeySpec)

}

private fun readDsaPublicKey (inputStream: InputStream) :

val keyFactory = KeyFactory.getInstance ("DSA")

val publicKeySpec = X509EncodedKeySpec (
inputStream.readAllBytes ()
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PublicKey



)
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return keyFactory.generatePublic (publicKeySpec)

}

// RSA KEYS

// private fun readRsaPrivateKey (fileName: String): PrivateKey {
// val “in’: InputStream = FileInputStream(fileName)
// val oin = ObjectInputStream (BufferedInputStream( in’))
// return getRsaPrivateKeyFromInputStream(oin)
// }
//
// private fun readRsaPublicKey (fileName: String): PublicKey {
// val “in’: InputStream = FileInputStream(fileName)
// val oin = ObjectInputStream (BufferedInputStream( in’))
// return getRsaPublicKeyFromInputStream (oin)
// }
// private fun readRsaPrivateKey (inputStream: InputStream) :
PrivateKey {
// val oin =
ObjectInputStream (BufferedInputStream (inputStream))
// return getRsaPrivateKeyFromInputStream(oin)
// }
//
// private fun readRsaPublicKey (inputStream: InputStream) :
PublicKey {
// val oin =
ObjectInputStream (BufferedInputStream (inputStream))
// return getRsaPublicKeyFromInputStream (oin)
// }
//
// private fun getRsaPublicKeyFromInputStream (oin:
ObjectInputStream) : PublicKey {
// return try {
// val m = oin.readObject () as BigInteger
// val e = oin.readObject () as BigInteger
// val keySpec = RSAPublicKeySpec (m, e)
// val fact = KeyFactory.getInstance ("RSA")
// fact.generatePublic (keySpec)
// } catch (e: java.lang.Exception) {
// throw InternalError ()
// } finally {
// oin.close()
// }
// }
//
// private fun getRsaPrivateKeyFromInputStream (oin:
ObjectInputStream) : PrivateKey {
// return try {
// val m = oin.readObject () as BigInteger
// val e = oin.readObject () as BigInteger
// val keySpec = RSAPrivateKeySpec(m, e)
// val fact = KeyFactory.getInstance ("RSA")
// fact.generatePrivate (keySpec)
// } catch (e: java.lang.Exception) {
// throw InternalError ()
// } finally {
// oin.close()
// }
// }
private fun GridFSFile.getApproveFields (): Tupleb<Boolean,

Boolean, Boolean, Boolean, Boolean> {
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return with(this.metadata!!) {

Tuples.of(
this["headOfAdministrationApprove"] as Boolean,
this["deputyHeadOfAdministrationApprove"] as Boolean,
this["headOfDepartmentApprove"] as Boolean,
this["deputyHeadOfDepartmentApprove"] as Boolean,
this["employeeApprove"] as Boolean

}

companion object {
private val LOG =
LoggerFactory.getLogger (SignService: :class.java)
}
}

package learning.diplom.document.svc.util

import io.Jjsonwebtoken.Claims

import io.Jjsonwebtoken.Jwts

import learning.diplom.document.svc.model.Role

import learning.diplom.model.error.lib.ServerEntity
import
learning.diplom.model.error.lib.exception.rest.EntityNotFoundRestExce
ption

import org.slf4j.LoggerFactory

import org.springframework.beans.factory.annotation.Value
import org.springframework.data.redis.core.RedisTemplate
import org.springframework.stereotype.Component

@Component
class JwtUtil (
@Value ("\${jwt.secret}")
private val jwtSecret: String? = null,
@vValue ("\${jwt.validity}")
private val tokenvalidity: Long = O,
@value ("\${jwt.info}")
private val info: String? = null,
private val redisTemplate: RedisTemplate<String, Any>

fun getClaims (redisKey: String?): Claims? {
val token = getJwtToken (redisKey)
if (redisKey.isNullOrBlank() || token == null) {

LOG.error ("Token did not find")
throw EntityNotFoundRestException (ServerEntity.TOKEN,
"redisKey = S$redisKey")
}

try {
return
Jwts.parser () .setSigningKey (jwtSecret) .parseClaimsJws (token.toString(
)) .body
} catch (e: Exception) {
println(e.message + " => " + e)

}
return null

}

fun getRoleWithApproveFieldFromClaims (claims: Claims): Pair<Role,
String>?{
return claims["role"].toString () .mapClaimRole ()
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}

fun getJwtToken (redisKey: String?): Any? {
return redisTemplate.opsForValue () .get (redisKey ?: "empty")

}

private fun String.mapClaimRole(): Pair<Role, String>? {
return when {
equals ("HEAD OF ADMINISTRATION") ->
Role.HEAD OF ADMINISTRATION to "headOfAdministrationApprove"
equals ("DEPUTY HEAD OF ADMINISTRATION") ->
Role.DEPUTY HEAD OF ADMINISTRATION to
"deputyHeadOfAdministrationApprove"

equals ("HEAD OF DEPARTMENT") -> Role.HEAD OF DEPARTMENT
to "headOfDepartmentApprove"

equals ("DEPUTY HEAD OF DEPARTMENT") ->
Role.DEPUTY HEAD OF DEPARTMENT to "deputyHeadOfDepartmentApprove"

equals ("EMPLOYEE") -> Role.EMPLOYEE to "employeeApprove"

else -> null

}

companion object {
private val LOG =
LoggerFactory.getLogger (JwtUtil: :class.java)
}

}
package learning.diplom.document.svc

import org.springframework.boot.autoconfigure.SpringBootApplication
import org.springframework.boot.runApplication

import
org.springframework.cloud.client.discovery.EnableDiscoveryClient
import org.springframework.data.mongodb.config.EnableMongoAuditing

@SpringBootApplication
@EnableMongoAuditing
@EnableDiscoveryClient

class DocumentSvcApplication

fun main(args: Array<String>) {
runApplication<DocumentSvcApplication> (*args)

}

<!DOCTYPE html>
<html lang="en"
xmlns:th="http://www.thymeleaf.org">
<head>
<link href="https://cdn.]jsdelivr.net/npm/bootstrap@5.2.0-
betal/dist/css/bootstrap.min.css" rel="stylesheet"
integrity="sha384-
OevHe/X+R7YkIZDRvuzKMRgM+OrBnVFBL6DOitfPridtjfHxaWutUpFmBp4vmvor"
crossorigin="anonymous">
<script src="https://cdn.jsdelivr.net/npm/bootstrap@5.2.0-
betal/dist/js/bootstrap.bundle.min.js"
integrity="sha384-
pprn3073KE6t16b7s2QrFadGz5/SUsLgktiwsUTF55Jfv3gYSDhgCecCxMW52nD2"
crossorigin="anonymous"></script>
<meta charset="UTF-8">
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<title>Approve document</title>
</head>
<body>
<div th:replace="blocks/header :: header"></div>

<div th:object="${result}">

<td th:text="${result ?: false} ? 'SUCCESS' : 'ERROR'"></td>
<hr>
<a th:href="@{/document/list}">Redirect to document list</a>
</div>
</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:th="http://www.thymeleaf.org">
<head>
<link href="https://cdn.]jsdelivr.net/npm/bootstrap@5.2.0-
betal/dist/css/bootstrap.min.css" rel="stylesheet"
integrity="sha384-
OevHe/X+R7YkIZDRvUuzKMRgM+OrBnVFBL6DOitfPridtjfHxaWutUpFmBp4vmvor"
crossorigin="anonymous">
<script src="https://cdn.jsdelivr.net/npm/bootstrap@5.2.0-
betal/dist/js/bootstrap.bundle.min.js"
integrity="sha384-
pprn3073KE6t16b7s2QrFadGz5/SUsLgktiwsUTF55Jfv3gYSDhgCecCxMW52nD2"
crossorigin="anonymous"></script>
<meta charset="UTF-8">

<title>Title</title>
</head>
<body>
<div th:replace="blocks/header :: header"></div>

<div class="container">

<div th:each="document: ${documentList}">
<form class="document" method="POST"
th:action="Q{/document/download-document}"
th:object="${documentRequest}">
<h3 th:text="${document.getFilename () }"></h3>
<h3 th:if="${document.getMetadata () .get ('signatureExists') ==
true }"> (SIGNED) </h3>

<label>
<input type="hidden" name="id" placeholder="ID" class="form-
control"
th:value="${document.getId () .getValue () }">
</label>

<button type="submit" name="submit" value="value" class="link-
button">DOWNLOAD</button>
</form>

<form class="document" method="POST"
th:action="@{/document/approve-document}"
th:object="${documentRequest}">

<label>
<input type="hidden" name="id" placeholder="ID" class="form-
control"
th:value="${document.getId () .getValue () }">
</label>



<button type="submit" name="submit" value="value"

button">APPROVE</button>
</form>
<hr>
</div>

</div>
</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:th="http://www.thymeleaf.org">
<head>
<meta charset="UTF-8">
<title>Download document</title>
</head>
<body>
SUCCESS
</body>
</html>

<!DOCTYPE html>
<html lang="en">

<head>
<meta charset="UTF-8">
<title>Title</title>
</head>
<body>

<hl>Keys PAGE</hl>
<div class="container">

<div th:object="${privateKey}">
<h3 th:text="${privateKey}"></h3>

<!-- <a th:href="Q@{/users/{id}/edit (id
=${userInfo.getId() }) }">Edit</a>-->
<hr>
</div>

<div th:object="${publicKey}">
<h3 th:text="${publicKey}"></h3>

<!-- <a th:href="Q@{/users/{id}/edit (id
=${userInfo.getId() }) }">Edit</a>-->
<hr>
</div>
</div>

</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:th="http://www.thymeleaf.org">
<head>
<title>Spring Boot & Thymeleaf File Upload</title>
<link rel="stylesheet"
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class="1link-

href="https://stackpath.bootstrapcdn.com/bootstrap/4.4.1/css/bootstra
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p.min.css">

<meta charset="UTF-8">
</head>
<body>

<h2>Upload File Example</h2>
<form method="post" th:action="@{/document/upload-document}"
enctype="multipart/form-data">

<div class="form-group">

<input type="file" name="file" class="form-control-file">

</div>

<button type="submit" class="btn btn-primary">Upload File</button>
</form>
</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:th="http://www.thymeleaf.org">
<head>
<link href="https://cdn.]jsdelivr.net/npm/bootstrap@5.2.0-
betal/dist/css/bootstrap.min.css" rel="stylesheet"
integrity="sha384-
OevHe/X+R7YkIZDRvuzKMRgM+OrBnVFBL6DOitfPridtjfHxaWutUpFmBp4vmvor"
crossorigin="anonymous">
<script src="https://cdn.jsdelivr.net/npm/bootstrap@5.2.0-
betal/dist/js/bootstrap.bundle.min.js"
integrity="sha384-
pprn3073KE6t16b7s2QrFadGz5/SUsLgktiwsUTF55Jfv3gYSDhgCecCxMW52nD2"
crossorigin="anonymous"></script>
<meta charset="UTF-8">
<title>VERIFY RESULT</title>
</head>
<body>

<div th:replace="blocks/header :: header"></div>

<div th:object="${result}">
<h3>VERIFY RESULT</h3>
<td th:text="${result ?: false} ? 'SUCCESS' : 'ERROR'"></td>
<hr>
<a th:href="Q{/sign/verify}">Redirect verify document page</a>
</div>
</body>
</html>

<!DOCTYPE html>
<html lang="en"
xmlns:th="http://www.thymeleaf.org">

<head>
<meta charset="UTF-8">
<title>Title</title>

<link rel="stylesheet"
href="https://stackpath.bootstrapcdn.com/bootstrap/4.4.1/css/bootstra
p.min.css">
</head>
<body>

<h2>Verify signature</h2>
<form method="post" th:action="@{/sign/verify}"
enctype="multipart/form-data">
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<label for="document">Choose document</label>
<div class="form-group">
<input id="document" type="file" name="document" class="form-
control-file">
</div>
<hr>

<label for="signature">Choose signature</label>
<div class="form-group">
<input id="signature" type="file" name="signature" class="form-
control-file">
</div>
<hr>

<label for="publicKey">Choose public key</label>
<div class="form-group">
<input id="publicKey" type="file" name="publicKey" class="form-
control-file">
</div>
<hr>

<button type="submit" class="btn btn-primary">Upload File</button>
</form>

</body>
</html>

spring.servlet.multipart.file-size-threshold=50MB
#spring.servlet.multipart.enabled=true
spring.servlet.multipart.max-request-size=50MB
spring.servlet.multipart.max-file-size=50MB

spring.webflux.multipart.max-in-memory-size=50MB
spring.webflux.multipart.max-headers-size=50MB

server:
port: 8007

spring:
application:
name: document-svc
cloud:
config:
username: configUser
password: configPassword
fail-fast: true
discovery:
enabled: true
service-id: cloud-config

eureka:
client:
service-url:
defaultZone: http://localhost:8002/eureka
fetch-registry: true
instance:
lease-renewal-interval-in-seconds: 10



