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HAZARD Vs RISK

A HAZARD is something RISK is the likelihood
that has the potential of a hazard
to harm you causing harm

s
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or lose the
chance

The Risk Manager’s List

1. You might get run over by a car

2. You might get run over by a bicycle

3. Your home may be burglarized while you are out
4. You might be mugged

5. You might be shot in a drive-by shooting

6. A lot of bad things might happen

The Upgradesk Manger’s List

You might get run over by a car
You might get run over by a bicycle

. Your home may be burglarized while you are out
. You might be mugged

. You might be shot in a drive-by shooting

. A lot of bad things might happen

SR e S b e

If you work you can earn money

You can meet your wife for lunch

You can pick up your children after school
| can get groceries and be able to eat
Getting exercise is healthy

A lot of good things might happen
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TOP 10 RISKS OVER THE NEXT 10 YEARS ECWIC
- . FORUM
Long-Term Risk Outlook: Impact
Multistakeholders
Climate Human-made
action failure Biodiversity loss Water crises Natural disasters environmental disasters
Weapons of mass Extreme weather Information infrastructure Cyberattacks Infectious diseases
destruction breakdown

@ Economic @ Environmental @ Geopolitical @ Societal @ Technological

Global Risks Report 2020
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2021 Top five risks by Likelihood

Extreme weather Climate action Human-made Infectious Biodiversity
conditions failure damage disease loss

PO @

Environmental Environmental Environmental Societal Environmental
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1G' Hdgs L HBMdz Hy j dedz1 &, HEO@EZPAZ1 2 @B8Y HD ttdL d& ' o
me ' Is*, LB dhdehd "7 ¢'dz € Mlsy HES 35.

v fjtejdz € desoedr tedLdSC"  ® ko' 2h dzd: totsLf OH BOGOIs
CGOdzzL j 2, Lo Odz MmMdMmisjd My Odzt desegts L OB LY jyd d
ydWtctsod?2 odzOHd, fHtosoaOdz 9 LkftcOodz dade Isjrm datsdztsg
Citftsd s'LOYy' v MlstcOIsje' ydedr toj Mkztem' dslcdth ®adRH d

i CodtsBL Qg2 2, Mjt2 L dzj e teh jdzdzw f Mdo' ydgsdsH
Global Risks Horizon Ec"@.c

FORUM
When do respondents forecast that the following issues will pose a critical risk to the world?

1st 3rd 4th 5th

Infectious diseases Livelihood crises Extreme weather

Cybersecurity Digital

0 - 2 years

. measures
Short-term risks

inequality

Asset bubble burst

IT infrastructure
breakdown

Price instability Commodity

shocks

Debt crises
3 -5 years

Medium-term risks

Weapons of mass Adverse tech Natural resource

State collapse Biodiversity loss

5—-10years
Long-term risks

destruction advances crises

Bl Economic M Environmental Il Geopolitical M Societal Ml Technological

Source: World Economic Forum Global Risks Report 2021
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Global Risks Horizon

When do respondents forecast risks will become a critical threat to the wordd?

B cconomic @ Ervironmenta [l Geopalitical B socicta W Technological % of respondents
Infectious diseases 58.0
Livelihood cnses 55.1
Extreme weather events B2y
Cybersecurity failure 39.0
Clear and
presant Digital inequality 38.3
dangers
Shart-term risks Prolonged stagnation 38.3
(0 - 2 years)

Terrorist attacks 37.8

Youth disillusionment 36.4

Social cohesion erosion 35.6

Human environmental damage 35.6
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B'toytse' BEkzdz BONGCd, fHtosoOdz 9 Ef§ tcOo dz' dzdz

Interstate conflict 49.5
Cybersecurity failure 49.0
Tech governance failure 48.1

Resource geopolitization 479

hsCd dzO Istseo Otcded - CtEq.izd O ' BB’
Asset bubble burst 53.3
IT infrastructure breakdown 53.3
Price instability 529
i
effects Debt crises 52.3
Medium-term Interstate relations fracture 50.7
risks (3 - 5 years)
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Weapons of mass destruction 62.7
State collapse 51.8
Biodiversity loss 51.2
Adverse tech advances 50.2
Existential T A 50
threats atural resource crises i
(Lso?g}-(t)e;r:a;riss)ks Social security collapse 43.4

Multilateralism collapse 39.8
Industry collapse 39.7

Climate action failure 38.3

Backlash against science 37.8
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PU3UK — LLE HE MPOCTO MMOBIPHA Nnopis,
LLE CKJIALLOBA MEPEXXI MOAIN

BapTo nam’sataTu: peanisauisi ogqHoOro 3 pu3ukis
MO>Ke NOTArHyTU 3a co6oto peanisauito 6araTtbox iHLWNX.

AediunTt Boagn
i CTuxiviHi nuxa

MpoBanun ®
Ain ypsipy .
B rno6anbHomy Comanfma )
ynpasniHHi HecTabinbHICTbL
®
O
MNMonomka ExcTpemanbHa
iHchopmauinHoi noroga
indpacTpykTypn O
Brpara
o ) GiopizHomaHiTTS
(o]
>
ExkonoriyHi kaTtactpocu .
o 4 ;
36post CNPUYUHEHI NIDAUHOKD Ki6eparaku
MacoBoro o
3HULLEHHS o @ D
® @ s
a (] ) .
sw /o -
IHdekuinHi MumosinbHa
» @ 3axBOpPHOBaHHA y OediunT i mirpauis
® . : P
N °
Beapobitra oo

HeraTuBeHi Hacnigku
TeXHONOTrYHUX JOCArHEHb

&
®inaHcoBuiA 36in

prrwma' HekepoBaHa iHdnsuis
HecnpaeHICTb °

iHdpacTpykTypM
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At pAOpP8 ¢l ylt]l O08ymots
bR 3ab) di ORayes o
cExecutive Perspectives on )T

TOP 10 RISKS FOR 2020" 1. 113t6d3q013d9 dz L d3' dzefe j190 LE @
On BH

RISK ISSUE 2020* | 2019 (rank)* ; [ C ts dZ»IS d3 'L{_dz v d313 9 q- s © o
* L Im|?§ctofregulatorychange_andscrutinyonoperaﬁonal 638 6243 3.1 JLHOIsdz Mmls! L Oz yOls Cf Is

resilience, products and services 4. 1 J L HOIs dz' fl’] s ¢ B Iz¢ IZ u iz & @16
tlls 2 Economic conditions impacting growth 634 | 593(11) ( L O fr] |S Otc' dzf U ""H2 SH q‘ H S Bu
’ 3. Succession challenges; ability to attract and retain top talent 627 | 634(2 | 5. i lj' ' L d3 dz0O d3 o s lj' J tc Oy 2
L% 4. Ability to compete with “born digital” and other competitors 623 | 635(1) |6. S ° J tcL OctetsL d
§ 5. Resistance to change operations 615 | 6.17(5) 7. s B dzv ° H J dZU 2 dg fr] ls 4 IsO ° dz
© 6 Cyberthreats 69 6wy S d ©BGOdE LOY 2dz0 CEzdz skttO
ﬁ 7. Privacy/identity management and information security 606 | 613(7) 3*213 ;II’] ISZ :Z f U o fr] & o Cf W o W Is d © C{ .
A * e (90 o s @ g ls' G dgb o 50
h 9. Sustaining customer loyalty and retention 582 | 5.95(10) 10. A Cf Wisse ISJ ndzZsdzts G * ( 5 f

10. Adoption of digital technologies may require new skills or 571 | N/A(new) - dzls J dZJ ¢ IS) ! . -
Zig:ﬂ?ggﬁfortstoupskilllreskill existing employees HdzW o fftetso OH Y J dadgw wC dm it

dzs H] 2 'L desoddsd dzOe d y¢ Oc

* Scores are based on a 10-point scale, with “10” representing that the risk issue will have an extensive impact on the organization.
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LLE HA NOYATKY 2020 ENIAEMIIO
HE BBAXKAJIN TOJIOBHUM PUSUKOM

1. MpoBan KnimMmaTn4HUX gin

2. EKcTpemanbHa noropa

3. BrpaTa GiopisHOMaHITTA
4. CTuxinHi nuxa
5. OediuuT BOAN
6. EKonorit-l_Hi Karactpodpmn,
CNPUYUHEHI NIOANHOKO
7. KibepaTaku — 9

8. Undpose waxpancreo
abo KpafgiXKka aaHux

9. MNpoBanu gin ypsay )
B HalioHanbHOMY ynpasBhiHHI

10. Bynb6awkun akTusiB

MowmpeHHs iHheKUinHnX
3axBoprBaHb

Ne 10 3a HeraTMBHUM BMNJIBOM

Ne 27 3a NIMOBIPHICTIO
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YU MOXKHA BYJIO
NEPEABAYUTU NAHAEMIIO
TA NIAFOTYBATUCH A0 HEI?

LLlo M1 3Hann npo pmM3unk rno6anbHOro NOLWNpPEeHHs
iHpeKLUinHOT XBOpoOUu ANs NPUAHATTSA PilleHb:

3a oCcTaHHI gecaTuniTTa Bnepwe B icTopii

YyacToTa cnanaxis ” - .ﬁ' Bia6ynucb cnanaxv
iHpeKkUinHnX xBopo6 7’ ‘e LecCTn 3 BOCbMMU KaTeropin
nocTinHO 3pocTana 3axBOpPHOBaHb Yy CMUCKY

«repLIoYeproBux 3axBoproBaHb»

o) YepeeHb 2018 p.
12 01 2 cnanaxis, ” ; 7 OOO HOBMX CUrHanis

sKi BigOoynucs npo noTeHuinHi cnanaxu
B KOXXHi KpaiHi cBIiTYy womicsus

3a 1980-2013 poku Bigcnigkosye BeecBiTHsi opraHisauis
oxopoHu 3gopos’s (BOO3)
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YN MOXKHA
NiArotyBATUCH H I
A0 BCIX NMOBAJIbHUX PU3UKIB?

Hemo>xnuBo 6yTn rotoBum
A0 BCiX PU3MKIB: MaTu 3anacm
ANs BCboro i Bigpasy.

Hemae aHi goyinbHocTi,

aHi Pi3SNYHOI MOXKJIMBOCTI.

Fno6anbHi pusnkun

Hemo>xnuBo 6yTu rotoBum,
nporte, Bapo roTyBaTUCh.

Y pasi peanisayii rno6anbHnx
PU3UKIiB NOTPIOHO po3ymiTu, SIK
BisaTn i ans voro. Lle — ocHoBa
MiHimi3aLUii IXHIX HeraTuBHUX
Hacnigkis.

Mosi roToBHICTb
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A Random Walk

« Steps Backward Steps Forward -+

3500 4000 4500 5000 5500
Coin Flips

ByR3ca3apadzptodHOoOIsd BOYOdzj L
(fsojH' d2C O odfOHSSOS’ L d3 dadets’ )d3tsy
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dMmisj BO ki tcOo dz' dedz? tedL dS Odd
miBj MisOlsj ¢ ydaj sO IsOCIs(

&ZOf cOo dzj dzgJ dzO H MY ¢ dzjpedarj 2Us fr

O)jq ?23AK0K @O ADS?8OMA:

1. (LB dlsd d3j ssHd Eff tcOe dz' dadav
2. [teOdz LkzoOlsd ftesyjm EZftcOo dzf

3. JdLdOydlsd LOftB' ydz2' .L OatsH(
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Take the risk
or lose the
chance

©) Jdreamstime.com

Winners are not afraid of losing. But
losers are. Failure is part of the
process of success. People who
avoid failure also avoid success.

— Rebert /{(.L/&M.U{:L —

https://iwww.azquotes.com/quote/428334
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The Upgraded Risk Manager’s List

O H WN =

. You might get run over by a car

. You might get run over by a bicycle

. Your home may be burglarized while you are out
. You might be mugged

. You might be shot in a drive-by shooting

. A lot of bad things might happen

SEREAE  D es

If you work you can earn money

You can meet your wife for lunch

You can pick up your children after school
| can get groceries and be able to eat
Getting exercise is healthy

A lot of good things might happen
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Assessment of Risk Exposure = Risk Probability x Impact
(Severity = Likelihood x Consequence)

Ty

K Risk Assessment Matrix

wl | =

Low Probability & High Impact i 3 High Probability & High Impact
Medium |  Medium

L

Moderately Likoly | Very Likely
= | Untiely (0-39%) | ™ v e6%) (86%+)

Probability of Risk (Likelihood)

Low Probability & Low Impact High Probability & Low Impact
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Quantitative approaches

Quantitative Risk Assessment Event tree analysis \
. ~N o™ <
Hazard scenarios Vulnerability Risk curve ‘qé; g 5 5
01 o o o :>: L%
> > 1-P1
:
005 4~~~ T
% P1 »P1*(1-P2)
3 o.?; ._-_-.::----' P2 e P1*P2*(1-P3)
Loss = costs * vunerability P3
/ \ ey P1*P2'P3 /
Qualitative approaches
/ Risk matrix approach \ / Indicator-based approach \
| Impact

l Spatial Indicators |

|
I Hazard “ Exposure “ Vulnerability ” Capacity I
| 1
Frequency Hazard types || Structures Physical Physical planning
Probability Population Social Social capacity
Severity Economy Economic Economic capacity
Environmental || Management

No Risk
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