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ɸʅʆʊɸʎɯʗ 

ʃʠʯʠʢ ɺ.ɺ. ʄʦʜʝʣʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʥʘ ʧʨʠʢʣʘʜʽ 

ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ. ï ʂʚʘʣʽʬʽʢʘʮʽʡʥʘ ʧʨʘʮʷ ʥʘ ʧʨʘʚʘʭ ʨʫʢʦʧʠʩʫ. ɼʠʩʝʨʪʘʮʽʷ ʥʘ 

ʟʜʦʙʫʪʪʷ ʥʘʫʢʦʚʦʛʦ ʩʪʫʧʝʥʷ ʜʦʢʪʦʨʘ ʬʽʣʦʩʦʬʽʾ ʟ ʛʘʣʫʟʽ ʟʥʘʥʴ 12 ï ɯʥʬʦʨʤʘʮʽʡʥʽ 

ʪʝʭʥʦʣʦʛʽʾ ʟʘ ʩʧʝʮʽʘʣʴʥʽʩʪʶ 125 ï ʂʽʙʝʨʙʝʟʧʝʢʘ. ï ʅʘʮʽʦʥʘʣʴʥʠʡ ʪʝʭʥʽʯʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ 

ʋʢʨʘʾʥʠ çʂʠʾʚʩʴʢʠʡ ʧʦʣʽʪʝʭʥʽʯʥʠʡ ʽʥʩʪʠʪʫʪ ʽʤʝʥʽ ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦè, ʂʠʾʚ, 2026.  

ɺ ʫʤʦʚʘʭ ʛʽʙʨʠʜʥʠʭ ʚʽʡʥ ʩʢʣʘʜʥʽ ʩʠʩʪʝʤʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ʧʝʨʝʪʚʦʨʶʶʪʴʩʷ ʥʘ ʧʨʽʦʨʠʪʝʪʥʽ ʮʽʣʽ ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʙʘʛʘʪʦʚʝʢʪʦʨʥʠʭ ʜʝʩʪʨʫʢʪʠʚʥʠʭ 

ʚʧʣʠʚʽʚ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʜʝʩʪʘʙʽʣʽʟʘʮʽʶ ʙʘʟʦʚʠʭ ʧʨʦʮʝʩʽʚ ʞʠʪʪʻʟʘʙʝʟʧʝʯʝʥʥʷ. ʋ ʮʴʦʤʫ 

ʢʦʥʪʝʢʩʪʽ ʦʩʦʙʣʠʚʝ ʤʽʩʮʝ ʧʦʩʽʜʘʻ ʝʥʝʨʛʝʪʠʯʥʠʡ ʩʝʢʪʦʨ, ʷʢʠʡ ʻ ʬʫʥʜʘʤʝʥʪʘʣʴʥʠʤ 

ʙʘʟʠʩʦʤ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʙʝʟʧʝʨʝʙʽʡʥʝ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʚʩʽʭ ʽʥʰʠʭ ʢʨʠʪʠʯʥʠʭ ʛʘʣʫʟʝʡ 

(ʦʙʦʨʦʥʥʦʾ, ʤʝʜʠʯʥʦʾ, ʬʽʥʘʥʩʦʚʦʾ, ʪʨʘʥʩʧʦʨʪʥʦʾ, ʢʦʤʫʥʽʢʘʮʽʡʥʦʾ ʪʘ ʽʥʰʠʭ ʩʝʢʪʦʨʽʚ). 

ɽʢʩʧʦʥʝʥʮʽʡʥʝ ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ ʪʘ ʩʢʣʘʜʥʦʩʪʽ ʮʽʣʝʩʧʨʷʤʦʚʘʥʠʭ ʢʽʙʝʨʘʪʘʢ (ʟʦʢʨʝʤʘ 

ʢʣʘʩʫ Advanced Persistent Threats) ʥʘ ʪʝʭʥʦʣʦʛʽʯʥʽ ʤʝʨʝʞʽ ʝʥʝʨʛʝʪʠʯʥʠʭ ʦʙô̒ ʢʪʽʚ ʪʘ 

ʧʽʜʧʨʠʻʤʩʪʚ ʩʪʚʦʨʶʻ ʙʝʟʧʨʝʮʝʜʝʥʪʥʠʡ ʨʽʚʝʥʴ ʟʘʛʨʦʟʠ ʜʣʷ ʩʪʘʙʽʣʴʥʦʩʪʽ ʽʥʜʫʩʪʨʽʘʣʴʥʠʭ 

ʪʘ ʩʦʮʽʘʣʴʥʦ-ʝʢʦʥʦʤʽʯʥʠʭ ʩʠʩʪʝʤ. 

ɺʦʜʥʦʯʘʩ, ʛʣʦʙʘʣʴʥʘ ʮʠʬʨʦʚʘ ʪʨʘʥʩʬʦʨʤʘʮʽʷ ʪʘ ʥʝʟʚʦʨʦʪʥʘ ʢʦʥʚʝʨʛʝʥʮʽʷ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ (ɯʊ) ʪʘ ʦʧʝʨʘʮʽʡʥʠʭ/ʧʨʦʤʠʩʣʦʚʠʭ (ʆʊ) ʪʝʭʥʦʣʦʛʽʡ ʦʩʪʘʪʦʯʥʦ ʥʽʚʝʣʶʚʘʣʠ 

ʧʘʨʘʜʠʛʤʫ ʽʟʦʣʴʦʚʘʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʜʣʷ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʉʫʯʘʩʥʠʡ 

ʝʪʘʧ ʨʦʟʚʠʪʢʫ ʢʽʙʝʨʧʨʦʩʪʦʨʫ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʷʢʽʩʥʦʶ ʝʚʦʣʶʮʽʻʶ ʟʘʛʨʦʟ ʪʘ ʨʽʟʢʠʤ 

ʟʨʦʩʪʘʥʥʷʤ ʰʚʠʜʢʦʩʪʽ ʧʦʰʠʨʝʥʥʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, ʘʚʪʦʤʘʪʠʟʘʮʽʻʶ ʽʥʩʪʨʫʤʝʥʪʘʨʽʶ 

ʟʣʦʚʤʠʩʥʠʢʽʚ ʪʘ ʩʢʦʨʦʯʝʥʥʷʤ ʯʘʩʫ ʨʝʘʣʽʟʘʮʽʾ ʢʽʙʝʨʘʪʘʢʠ ʜʦ ʧʦʢʘʟʥʠʢʽʚ, ʱʦ ʢʨʠʪʠʯʥʦ 

ʧʝʨʝʚʠʱʫʶʪʴ ʤʦʞʣʠʚʦʩʪʽ ʨʝʘʢʮʽʾ ʦʧʝʨʘʪʦʨʽʚ-ʣʶʜʝʡ. ʎʽ ʙʝʟʧʨʝʮʝʜʝʥʪʥʽ ʚʠʢʣʠʢʠ 

ʧʝʨʝʪʚʦʨʶʶʪʴ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʨʝʨʚʥʦʩʪʽ ʢʨʠʪʠʯʥʠʭ ʧʨʦʮʝʩʽʚ ʽʟ ʩʫʪʦ ʪʝʭʥʽʯʥʦʾ ʟʘʜʘʯʽ 

ʥʘ ʢʣʶʯʦʚʠʡ ʬʘʢʪʦʨ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ. ʗʢ ʥʘʩʣʽʜʦʢ, ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʥʦʚʽʪʥʽʭ ʩʚʽʪʦʚʠʭ 

ʨʝʛʫʣʷʪʦʨʥʠʭ ʚʠʤʦʛ, ʩʪʨʘʪʝʛʽʷ ʟʘʭʠʩʪʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʦʙôʻʢʪʽʚ ʬʫʥʜʘʤʝʥʪʘʣʴʥʦ 

ʟʤʽʥʶʻʪʴʩʷ: ʚʽʜ ʩʧʨʦʙ ʧʦʙʫʜʦʚʠ ʘʙʩʦʣʶʪʥʦ ʥʝʧʨʦʥʠʢʥʦʛʦ ʧʝʨʠʤʝʪʨʘ ʜʦ ʢʦʥʮʝʧʪʫʘʣʽʟʘʮʽʾ 
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ʛʘʨʘʥʪʦʚʘʥʦʾ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ï ʤʘʪʝʤʘʪʠʯʥʦ ʪʘ ʽʥʞʝʥʝʨʥʦ ʦʙˇʨʫʥʪʦʚʘʥʦʾ ʟʜʘʪʥʦʩʪʽ 

ʩʠʩʪʝʤʠ ʚʠʞʠʚʘʪʠ ʪʘ ʬʫʥʢʮʽʦʥʫʚʘʪʠ ʚ ʫʤʦʚʘʭ ʥʝʤʠʥʫʯʦʾ ʢʦʤʧʨʦʤʝʪʘʮʽʾ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʮʠʬʨʦʚʽʟʘʮʽʷ ʪʘ ʽʥʪʝʛʨʘʮʽʷ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʽ ʪʝʭʥʦʣʦʛʽʯʥʠʭ ʧʨʦʮʝʩʽʚ 

ʚ ʝʥʝʨʛʝʪʠʯʥʦʤʫ ʩʝʢʪʦʨʽ ʧʝʨʝʪʚʦʨʶʶʪʴ ʩʫʯʘʩʥʽ ʦʙôʻʢʪʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʥʘ 

ʩʢʣʘʜʥʽ ʢʽʙʝʨʬʽʟʠʯʥʽ ʩʠʩʪʝʤʠ. ɿʨʦʩʪʘʥʥʷ ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʢʽʙʝʨʚʧʣʠʚʽʚ ʥʘ ʪʘʢʽ ʦʙ'ʻʢʪʠ 

ʟʫʤʦʚʣʶʻ ʥʝʦʙʭʽʜʥʽʩʪʴ ʧʝʨʝʭʦʜʫ ʚʽʜ ʢʣʘʩʠʯʥʠʭ ʧʘʨʘʜʠʛʤ ʢʽʙʝʨʙʝʟʧʝʢʠ ʜʦ ʢʦʤʧʣʝʢʩʥʦʛʦ 

ʫʧʨʘʚʣʽʥʥʷ ʢʽʙʝʨʩʪʽʡʢʽʩʪʶ (ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʶ ʘʙʦ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʽʩʪʶ). ʎʝʡ ʧʽʜʭʽʜ 

ʙʘʟʫʻʪʴʩʷ ʥʘ ʟʜʘʪʥʦʩʪʽ ʩʠʩʪʝʤʠ ʘʜʘʧʪʫʚʘʪʠʩʷ, ʧʨʦʪʠʩʪʦʷʪʠ ʰʢʽʜʣʠʚʠʤ ʚʧʣʠʚʘʤ, 

ʟʙʝʨʽʛʘʪʠ ʚʠʢʦʥʘʥʥʷ ʙʘʟʦʚʠʭ ʮʽʣʴʦʚʠʭ ʬʫʥʢʮʽʡ ʚ ʫʤʦʚʘʭ ʜʝʛʨʘʜʘʮʽʾ ʪʘ ʚʽʜʥʦʚʣʶʚʘʪʠ 

ʢʨʠʪʠʯʥʽ ʬʫʥʢʮʽʾ ʤʽʥʽʤʘʣʴʥʦ ʥʝʦʙʭʽʜʥʦʛʦ ʦʧʝʨʘʮʽʡʥʦʛʦ ʩʪʘʥʫ. ʉʧʝʮʠʬʽʢʘ ʝʥʝʨʛʝʪʠʯʥʠʭ 

ʦʙôʻʢʪʽʚ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʢʽʙʝʨʥʝʪʠʯʥʽ ʽʥʮʠʜʝʥʪʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʧʣʠʚʘʶʪʴ ʥʘ 

ʬʽʟʠʯʥʠʡ ʩʪʘʥ ʽ ʙʝʟʧʝʨʝʨʚʥʽʩʪʴ ʮʽʣʴʦʚʦʾ ʬʫʥʢʮʽʾ ï ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ. 

ʎ̔ ʣʝʩʧʨʷʤʦʚʘʥʽ ʢʽʙʝʨʘʪʘʢʠ ʥʘ ʮʶ ʢʨʠʪʠʯʥʫ ʬʫʥʢʮʽʶ ʤʦʞʫʪʴ ʧʨʠʟʚʦʜʠʪʠ ʜʦ 

ʪʨʠʚʘʣʠʭ ʟʘʪʨʠʤʦʢ ʫ ʧʨʠʡʥʷʪʪʽ ʨʽʰʝʥʴ, ʧʝʨʤʘʥʝʥʪʥʦʛʦ ʙʣʦʢʫʚʘʥʥʷ ʣʝʛʽʪʠʤʥʠʭ ʩʝʛʤʝʥʪʽʚ 

ʤʝʨʝʞʽ ʪʘ ʩʫʪʪʻʚʠʭ ʝʢʦʥʦʤʽʯʥʠʭ ʽ ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʚʪʨʘʪ. ʋ ʪʘʢʠʭ ʫʤʦʚʘʭ ʦʩʦʙʣʠʚʦʾ 

ʘʢʪʫʘʣʴʥʦʩʪʽ ʥʘʙʫʚʘʻ ʟʘʜʘʯʘ ʧʝʨʝʭʦʜʫ ʚʽʜ ʷʢʽʩʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʦʮʽʥʶʚʘʥʥʷ ʙʝʟʧʝʢʠ ʜʦ 

ʩʪʨʦʛʠʭ ʢʽʣʴʢʽʩʥʠʭ ʤʝʪʨʠʢ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ. ɸʥʘʣʽʟ ʘʢʪʫʘʣʴʥʠʭ ʬʨʝʡʤʚʦʨʢʽʚ ʪʘ ʩʠʩʪʝʤ ʜʣʷ 

ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ (ʟʦʢʨʝʤʘ ʤʝʪʦʜʦʣʦʛʽʾ ʛʨʫʧʠ ʃʽʥʢʦʚʘ, CERT-RMM ʪʘ ʽʥʞʝʥʝʨʥʦʾ 

ʩʪʨʫʢʪʫʨʠ MITRE) ʧʽʜʪʚʝʨʜʠʚ ʪʝʥʜʝʥʮʽʶ ʟʤʽʱʝʥʥʷ ʘʢʮʝʥʪʫ ʥʘ ʢʽʣʴʢʽʩʥʽ ʧʦʢʘʟʥʠʢʠ, ʷʢʽ 

ʟʦʩʝʨʝʜʞʝʥʽ ʥʘ ʧʨʦʛʥʦʟʫʚʘʥʥʽ ʪʘ ʘʜʘʧʪʘʮʽʾ. ʋʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʫʥʽʚʝʨʩʘʣʴʥʠʤʠ ʢʨʠʪʝʨʽʷʤʠ 

ʜʣʷ ʙʽʣʴʰʦʩʪʽ ʝʥʝʨʛʝʪʠʯʥʠʭ ʦʙôʻʢʪʽʚ ʻ ʤʝʪʨʠʢʠ MTTR, RPO, RTO, SPC ʪʘ ʚʽʜʩʦʪʦʢ 

ʟʙʝʨʝʞʝʥʦʾ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʢʣʶʯʦʚʦʾ ʤʽʩʽʾ ʧʽʜʧʨʠʻʤʩʪʚʘ. ʈʘʟʦʤ ʟ ʪʠʤ, ʢʣʘʩʠʯʥʽ 

ʧʽʜʭʦʜʠ ʜʦ ʦʮʽʥʶʚʘʥʥʷ ʟʘʛʨʦʟ ʤʘʶʪʴ ʽʩʪʦʪʥʽ ʦʙʤʝʞʝʥʥʷ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʧʝʨʝʚʘʞʥʦ 

ʦʨʽʻʥʪʦʚʘʥʽ ʥʘ ʩʪʘʪʠʯʥʠʡ ʘʥʘʣʽʟ ʚʨʘʟʣʠʚʦʩʪʝʡ ʽ ʥʝ ʜʦʟʚʦʣʷʶʪʴ ʟʜʽʡʩʥʶʚʘʪʠ ʧʨʦʘʢʪʠʚʥʝ 

ʫʧʨʘʚʣʽʥʥʷ ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ ʚ ʫʤʦʚʘʭ ʥʝʧʦʚʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʩʧʦʩʪʝʨʝʞʫʚʘʥʦʩʪʽ ʜʽʡ 

ʟʣʦʚʤʠʩʥʠʢʘ, ʷʢʘ ʦʙôʻʢʪʠʚʥʦ ʟʫʤʦʚʣʝʥʘ ʩʧʝʮʠʬʽʢʦʶ ʘʨʭʽʪʝʢʪʫʨʠ SCADA ʩʠʩʪʝʤ, 

ʟʘʪʨʠʤʢʘʤʠ ʪʝʣʝʤʝʪʨʽʾ, ʛʝʥʝʨʘʮʽʻʶ ʭʠʙʥʠʭ ʪʨʠʚʦʛ ʪʘ ʨʠʟʠʢʘʤʠ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʩʝʥʩʦʨʽʚ 

ʤʦʥʽʪʦʨʠʥʛʦʚʠʭ ʩʠʩʪʝʤ (IDS/SIEM).  
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ɼʠʩʝʨʪʘʮʽʡʥʫ ʨʦʙʦʪʫ ʧʨʠʩʚʷʯʝʥʦ ʨʦʟʨʦʙʮʽ ʤʦʜʝʣʝʡ ʪʘ ʚʜʦʩʢʦʥʘʣʝʥʥʶ ʤʝʪʦʜʽʚ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ (ʥʘ ʧʨʠʢʣʘʜʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ 

ʦʙôʻʢʪʘ), ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʢʽʣʴʢʽʩʥʦ ʦʮʽʥʶʚʘʪʠ ʟʘʛʨʦʟʠ ʥʘ ʨʘʥʥʽʭ ʝʪʘʧʘʭ, ʘʜʘʧʪʠʚʥʦ 

ʢʝʨʫʚʘʪʠ ʟʘʭʠʩʥʠʤʠ ʜʽʷʤʠ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʪʘ ʧʽʜʚʠʱʫʚʘʪʠ ʩʪʽʡʢʽʩʪʴ ʤʝʨʝʞʽ ʜʦ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ. ʇʦʨʽʚʥʷʣʴʥʠʡ ʘʥʘʣʽʟ ʩʫʯʘʩʥʠʭ ʧʽʜʭʦʜʽʚ ʟʘʩʚʽʜʯʠʚ, ʱʦ ʽʩʥʫʶʯʽ ʨʽʰʝʥʥʷ 

ʥʝ ʚʨʘʭʦʚʫʶʪʴ ʧʦʚʥʦʶ ʤʽʨʦʶ ʜʠʥʘʤʽʢʫ ʧʦʰʠʨʝʥʥʷ ʘʪʘʢʠ ʪʘ ʝʢʦʥʦʤʽʯʥʫ ʚʘʨʪʽʩʪʴ 

ʢʦʥʪʨʟʘʭʦʜʽʚ. ɺʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʦʩʥʦʚʦʶ ʜʣʷ ʬʨʝʡʤʚʦʨʢʘ ʦʙʯʠʩʣʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʤʘʻ ʙʫʪʠ ʤʘʪʝʤʘʪʠʯʥʠʡ ʘʧʘʨʘʪ, ʟʜʘʪʥʠʡ ʧʨʘʮʶʚʘʪʠ ʟ 

ʥʝʚʠʟʥʘʯʝʥʽʩʪʶ, ʟʦʢʨʝʤʘ ʙʘʻʩʦʚʽ ʤʝʨʝʞʽ ʜʦʚʽʨʠ. 

ʋ ʜʠʩʝʨʪʘʮʽʡʥʽʡ ʨʦʙʦʪʽ ʬʦʨʤʘʣʽʟʦʚʘʥʦ ʧʦʥʷʪʽʡʥʠʡ ʘʧʘʨʘʪ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

(ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ) ʪʘ ʦʙˇʨʫʥʪʦʚʘʥʦ ʡʦʛʦ ʢʦʥʮʝʧʪʫʘʣʴʥʫ ʚʽʜʤʽʥʥʽʩʪʴ ʚʽʜ ʢʣʘʩʠʯʥʦʾ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. ʅʘ ʦʩʥʦʚʽ ʢʨʠʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʧʨʦʚʽʜʥʠʭ ʤʽʞʥʘʨʦʜʥʠʭ ʬʨʝʡʤʚʦʨʢʽʚ 

ʜʦʚʝʜʝʥʦ, ʱʦ ʽʩʥʫʶʯʽ ʧʽʜʭʦʜʠ ʟʜʝʙʽʣʴʰʦʛʦ ʙʘʟʫʶʪʴʩʷ ʥʘ ʧʘʨʘʜʠʛʤʽ Data-driven (ʷʢʽʩʥʠʭ 

ʝʢʩʧʝʨʪʥʠʭ ʦʮʽʥʢʘʭ), ʦʙʤʝʞʝʥʥʷ ʷʢʦʾ ʥʝ ʜʦʟʚʦʣʷʶʪʴ ʟʜʽʡʩʥʶʚʘʪʠ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʪʘ 

ʜʠʥʘʤʽʯʥʫ ʘʜʘʧʪʘʮʽʶ ʩʠʩʪʝʤʠ ʚ ʫʤʦʚʘʭ ʩʫʯʘʩʥʠʭ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ. ʊʘʢʦʞ ʫ ʨʦʙʦʪʽ 

ʦʙˇʨʫʥʪʦʚʘʥʦ ʪʘ ʟʜʽʡʩʥʝʥʦ ʢʦʥʮʝʧʪʫʘʣʴʥʠʡ ʧʝʨʝʭʽʜ ʚʽʜ ʷʢʽʩʥʠʭ ʜʦʤʝʥʽʚ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

ʜʦ ʢʽʣʴʢʽʩʥʠʭ ʤʦʜʝʣʝʡ ʚʠʩʦʢʦʛʦ ʨʽʚʥʷ ʰʣʷʭʦʤ ʨʦʟʨʦʙʣʝʥʥʷ ʤʝʪʘʤʦʜʝʣʽ ɯʊ-ʤʝʨʝʞʽ 

ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ. ʆʙˇʨʫʥʪʦʚʘʥʦ ʥʝʦʙʭʽʜʥʽʩʪʴ ʧʝʨʝʭʦʜʫ ʜʦ ʢʽʣʴʢʽʩʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʦʙôʻʢʪʽʚ ʰʣʷʭʦʤ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʘʨʘʜʠʛʤʠ Model-

driven. ɿʜʽʡʩʥʝʥʦ ʤʝʪʘʤʦʜʝʣʶʚʘʥʥʷ ʢʘʪʝʛʦʨʽʡ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʥʘ ʦʩʥʦʚʽ ʘʨʭʽʪʝʢʪʫʨʠ MOF 

(Meta-Object Facility) ʽʟ ʚʠʨʘʞʝʥʥʷʤ ʢʦʥʮʝʧʮʽʡ ʤʦʚʦʶ UML. ʊʘʢʝ ʩʪʨʫʢʪʫʨʥʝ 

ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʙʝʟʧʝʯʠʣʦ ʩʪʨʦʛʠʡ ʧʝʨʝʭʽʜ ʚʽʜ ʘʙʩʪʨʘʢʪʥʠʭ ʷʢʽʩʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʜʦ 

ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʤʦʜʝʣʽ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ (ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʩʝʢʪʦʨʫ), ʱʦ ʩʪʚʦʨʠʣʦ 

ʥʝʦʙʭʽʜʥʠʡ ʙʘʟʠʩ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʽʥʩʪʨʫʤʝʥʪʽʚ ʡʤʦʚʽʨʥʽʩʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ 

ʧʘʨʘʤʝʪʨʽʚ ʪʘ ʨʦʟʨʘʭʫʥʢʫ ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʩʪʘʥʽʚ ʩʠʩʪʝʤʠ, ʟʦʢʨʝʤʘ ʙʘʻʩʦʚʠʭ ʤʝʨʝʞ. ɺ 

ʩʚʦʶ ʯʝʨʛʫ, ʧʨʦʮʝʩ ʧʝʨʝʭʦʜʫ ʟ ʨʽʚʥʷ ʧʨʦʬʽʣʶ ʜʦʤʝʥʫ ʜʦ ʦʙʯʠʩʣʶʚʘʣʴʥʦʛʦ ʨʽʚʥʷ ʜʦʚʽʚ 

ʥʝʦʙʭʽʜʥʽʩʪʴ ʚʚʝʜʝʥʥʷ ʝʣʝʤʝʥʪʽʚ, ʷʢʽ ʥʝʩʫʪʴ ʬʫʥʢʮʽʾ ʘʜʘʧʪʠʚʥʦʩʪʽ ʪʘ ʜʠʥʘʤʽʯʥʦʾ 

ʨʝʢʦʥʬʽʛʫʨʘʮʽʾ. ʎʝ ʧʽʜʪʚʝʨʜʞʫʻ ʛʽʧʦʪʝʟʫ ʧʨʦ ʥʝʦʙʭʽʜʥʽʩʪʴ ʫʩʢʣʘʜʥʝʥʥʷ ʢʦʥʪʨʦʣʝʨʘ 
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ʦʙôʻʢʪʘ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʜʣʷ ʧʽʜʪʨʠʤʢʠ ʜʦʩʪʘʪʥʴʦʛʦ ʨʽʚʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʚ 

ʫʤʦʚʘʭ ʢʽʙʝʨʘʪʘʢ. 

ɼʦʩʣʽʜʞʝʥʦ ʧʨʦʙʣʝʤʫ ʟʥʠʞʝʥʥʷ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʧʽʜ ʯʘʩ ʢʽʙʝʨʘʪʘʢ ʥʘ ʝʥʝʨʛʦʦʙôʻʢʪ. 

ʇʦʢʘʟʘʥʦ, ʱʦ ʜʣʷ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ ʝʬʝʢʪʠʚʥʠʤ ʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʙʘʻʩʦʚʠʭ 

ʤʝʨʝʞ, ʜʝ ʘʧʨʽʦʨʥʽ ʨʦʟʧʦʜʽʣʠ ʡʤʦʚʽʨʥʦʩʪʝʡ ʙʫʜʫʶʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʙʘʟ ʜʘʥʠʭ 

ʚʨʘʟʣʠʚʦʩʪʝʡ (CVE) ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʤʝʪʨʠʢ CVSS. ʇʨʦʚʝʜʝʥʠʡ ʘʥʘʣʽʟ ʯʫʪʣʠʚʦʩʪʽ 

ʤʦʜʝʣʽ ʟʘ ʤʝʪʦʜʦʤ ʂôʻʨʫʣʴʬʘ ʪʘ ʚʘʥ ʜʝʨ ɻʘʘʛ (KjÞrulff and van der Gaag) ʜʦʚʽʚ ʾʾ ʥʠʟʴʢʫ 

ʯʫʪʣʠʚʽʩʪʴ ʜʦ ʧʦʭʠʙʦʢ ʘʧʨʽʦʨʥʠʭ ʧʘʨʘʤʝʪʨʽʚ, ʱʦ ʧʽʜʪʚʝʨʜʞʫʻ ʨʝʣʝʚʘʥʪʥʽʩʪʴ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʜʘʥʦʛʦ ʧʽʜʭʦʜʫ ʜʣʷ ʢʽʣʴʢʽʩʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʟʘʛʨʦʟ ʥʘ ʨʽʟʥʠʭ ʢʨʦʢʘʭ 

ʢʽʙʝʨʘʪʘʢʠ. 

ʋ ʭʦʜʽ ʜʠʩʝʨʪʘʮʽʡʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʨʦʟʨʦʙʣʝʥʦ ʤʝʪʦʜ ʘʢʪʠʚʥʦʾ ʧʨʦʪʠʜʽʾ 

ʢʽʙʝʨʘʪʘʢʘʤ ʜʣʷ ʤʝʨʝʞʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʥʘ ʦʩʥʦʚʽ ʽʥʪʝʛʨʘʮʽʾ 

ʙʘʻʩʦʚʠʭ ʛʨʘʬʽʚ ʘʪʘʢ (BAG) ʫ ʩʪʨʫʢʪʫʨʫ ʯʘʩʪʢʦʚʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ ʤʘʨʢʦʚʩʴʢʠʭ 

ʧʨʦʮʝʩʽʚ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ (POMDP). ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʢʣʘʩʠʯʥʠʭ ʝʚʨʠʩʪʠʯʥʠʭ ʧʽʜʭʦʜʽʚ, 

ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʤʝʪʦʜ ʜʦʟʚʦʣʷʻ ʫʥʠʢʥʫʪʠ ʥʘʜʤʽʨʥʠʭ ʚʠʪʨʘʪ ʥʘ ʧʝʨʤʘʥʝʥʪʥʝ ʙʣʦʢʫʚʘʥʥʷ 

ʢʨʠʪʠʯʥʠʭ ʩʝʛʤʝʥʪʽʚ ʤʝʨʝʞʽ, ʬʦʢʫʩʫʶʯʠʩʴ ʥʘ ʦʧʪʠʤʘʣʴʥʦʤʫ ʨʦʟʧʦʜʽʣʽ ʨʝʩʫʨʩʽʚ ʪʘ 

ʥʘʡʙʽʣʴʰ ʡʤʦʚʽʨʥʠʭ ʚʝʢʪʦʨʘʭ ʘʪʘʢʠ. ʇʦʢʘʟʘʥʦ, ʱʦ ʢʣʶʯʦʚʠʤ ʬʘʢʪʦʨʦʤ ʤʽʥʽʤʽʟʘʮʽʾ 

ʟʙʠʪʢʽʚ ʻ ʥʝ ʣʠʰʝ ʞʦʨʩʪʢʽʩʪʴ ʨʝʘʛʫʚʘʥʥʷ, ʘ ʡ ʜʦʩʪʫʧʥʽʩʪʴ ʪʘ ʙʝʟʧʦʩʝʨʝʜʥʷ ʚʘʨʪʽʩʪʴ 

ʚʝʨʠʬʽʢʘʮʽʾ ʟʘʛʨʦʟʠ, ʱʦ ʧʝʨʝʪʚʦʨʶʻ ʩʪʨʘʪʝʛʽʶ ʟʘʭʠʩʪʫ ʟ ʨʝʘʢʪʠʚʥʦʾ ʥʘ ʧʨʦʘʢʪʠʚʥʫ 

ʪʦʯʢʦʚʫ ʣʽʢʚʽʜʘʮʽʶ. ʋ ʭʦʜʽ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦʛʦ ʤʦʜʝʣʶʚʘʥʥʷ ʧʨʦʚʝʜʝʥʦ ʧʦʨʽʚʥʷʣʴʥʠʡ 

ʘʥʘʣʽʟ ʯʦʪʠʨʴʦʭ ʩʪʨʘʪʝʛʽʡ ʢʽʙʝʨʟʘʭʠʩʪʫ, ʷʢʽ ʢʦʥʮʝʧʪʫʘʣʴʥʦ ʨʽʟʥʷʪʴʩʷ ʧʽʜʭʦʜʘʤʠ ʜʦ 

ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ, ʟʥʘʯʝʥʥʷʤ ʬʘʢʪʦʨʘ ʜʠʩʢʦʥʪʫʚʘʥʥʷ (‎) ʪʘ ʚʘʨʽʘʪʠʚʥʽʩʪʶ ʜʦʩʪʫʧʥʠʭ 

ʢʦʥʪʨʟʘʭʦʜʽʚ (ʟʦʢʨʝʤʘ, ʥʘʷʚʥʽʩʪʶ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʜʽʡ). ɿʘʚʜʷʢʠ ʟʘʩʪʦʩʫʚʘʥʥʶ 

ʨʦʟʨʦʙʣʝʥʦʛʦ ʘʣʛʦʨʠʪʤʫ ʪʘ ʡʦʛʦ ʦʙʯʠʩʣʶʚʘʣʴʥʽʡ ʨʝʘʣʽʟʘʮʽʾ ʚ ʩʝʨʝʜʦʚʠʱʽ pomdp-solve 

ʙʫʣʦ ʩʠʥʪʝʟʦʚʘʥʦ ʦʧʪʠʤʘʣʴʥʫ ʧʦʣʽʪʠʢʫ ʧʨʦʪʠʜʽʾ. ʈʝʟʫʣʴʪʘʪʠ ʧʨʘʢʪʠʯʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ 

ʝʤʧʽʨʠʯʥʦ ʧʽʜʪʚʝʨʜʠʣʠ ʾʾ ʚʠʩʦʢʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʫ ʩʚʦʻʯʘʩʥʽʡ ʣʦʢʘʣʽʟʘʮʽʾ ʟʘʛʨʦʟ, 

ʤʽʥʽʤʽʟʘʮʽʾ ʚʠʪʨʘʪ ʪʘ ʤʘʢʩʠʤʽʟʘʮʽʾ ʽʥʜʠʢʘʪʦʨʘ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʦʩʣʽʜʞʫʚʘʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 
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ʋ ʭʦʜʽ ʧʨʦʚʝʜʝʥʥʷ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʠʭ ʜʦʩʣʽʜʞʝʥʴ ʧʨʘʢʪʠʯʥʦ ʜʦʚʝʜʝʥʦ 

ʥʝʝʬʝʢʪʠʚʥʽʩʪʴ ʧʨʷʤʦʾ ʽʤʧʣʝʤʝʥʪʘʮʽʾ ʚʠʩʦʢʦʜʝʪʘʣʽʟʦʚʘʥʠʭ ʩʮʝʥʘʨʽʾʚ ʢʽʙʝʨʘʪʘʢ ʜʣʷ 

ʬʦʨʤʫʚʘʥʥʷ ʦʙ'ʻʤʥʦʾ ʚʠʙʽʨʢʠ ʜʘʥʠʭ. ʇʨʘʢʪʠʯʥʘ ʘʧʨʦʙʘʮʽʷ ʟʘʩʚʽʜʯʠʣʘ, ʱʦ, ʥʝʟʚʘʞʘʶʯʠ 

ʥʘ ʨʝʟʫʣʴʪʘʪʠʚʥʽʩʪʴ ʪʘʢʠʭ ʩʮʝʥʘʨʽʾʚ ʧʽʜ ʯʘʩ ʥʘʪʫʨʥʦʛʦ ʪʝʩʪʫʚʘʥʥʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʥʘ 

ʦʙô̒ ʢʪʽ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʾʭ ʟʘʩʪʦʩʫʚʘʥʥʷ ʩʪʠʢʘʻʪʴʩʷ ʟ ʢʨʠʪʠʯʥʠʤʠ 

ʦʙʤʝʞʝʥʥʷʤʠ ʧʨʠ ʤʦʜʝʣʶʚʘʥʥʽ ʪʘ ʧʨʦʛʥʦʟʫʚʘʥʥʽ. ʁʜʝʪʴʩʷ ʧʨʦ ʩʫʚʦʨʫ ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪ ɹ

ʦʧʝʨʘʮʽʡʥʠʭ ʥʘʙʦʨʽʚ ʜʘʥʠʭ, ʟʘʢʨʠʪʫ ʘʨʭʽʪʝʢʪʫʨʫ ʪʝʭʥʦʣʦʛʽʯʥʠʭ ʤʝʨʝʞ ʚ ʝʥʝʨʛʝʪʠʯʥʦʤʫ 

ʩʝʢʪʦʨʽ ʪʘ ʥʘʜʤʽʨʥʫ ʨʝʩʫʨʩʦʻʤʥʽʩʪ ɹ ʨʫʯʥʦʛʦ ʚʽʜʪʚʦʨʝʥʥʷ ʚʝʢʪʦʨʽʚ ʢʦʤʧʨʦʤʝʪʘʮʽʾ. 

ʆʩʢʽʣʴʢʠ ʚʠʷʚʣʝʥʽ ʧʽʜ ʯʘʩ ʝʢʩʧʝʨʠʤʝʥʪʫ ʬʘʢʪʦʨʠ ʫʥʝʤʦʞʣʠʚʠʣʠ ʧʦʜʘʣʴʰʝ 

ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʪʝʩʪʽʚ, ʙʫʣʦ ʧʨʠʡʥʷʪʦ ʦʙˇʨʫʥʪʦʚʘʥʝ ʨʽʰʝʥʥʷ ʟʤʽʥʠʪʠ ʤʝʪʦʜʠʢʫ 

ʜʦʩʣʽʜʞʝʥʥʷ. ɺʽʜʧʦʚʽʜʥʦ, ʟʜʽʡʩʥʝʥʦ ʧʝʨʝʭʽʜ ʚʽʜ ʨʫʯʥʦʾ ʨʝʘʣʽʟʘʮʽʾ ʘʪʘʢ ʜʦ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʤʝʪʦʜʽʚ ʩʠʤʫʣʷʮʽʡʥʦʛʦ ʤʦʜʝʣʶʚʘʥʥʷ ʽʥʮʠʜʝʥʪʽʚ. 

ʇʦʙʫʜʦʚʘʥʦ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʝ ʩʝʨʝʜʦʚʠʱʝ ʪʘ ʧʨʦʚʝʜʝʥʦ ʩʠʤʫʣʷʮʽʡʥʝ 

ʤʦʜʝʣʶʚʘʥʥʷ ʜʣʷ ʘʧʨʦʙʘʮʽʾ ʟʘʧʨʦʧʦʥʦʚʘʥʠʭ ʧʽʜʭʦʜʽʚ. ɿʘ ʨʝʟʫʣʴʪʘʪʘʤʠ ʜʦʩʣʽʜʞʝʥʴ 

ʫʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʟʚʝʜʝʥʥʷ ʩʢʣʘʜʥʦʛʦ ʧʨʦʩʪʦʨʫ ʪʦʧʦʣʦʛʽʾ ʪʝʭʥʦʣʦʛʽʯʥʦʾ ʤʝʨʝʞʽ (SCADA-

ʩʠʩʪʝʤ) ʜʦ 6 ʤʘʢʨʦ-ʩʪʘʥʽʚ ʥʘ ʦʩʥʦʚʽ ʤʦʜʝʣʽ Cyber Kill Chain ʟʘʙʝʟʧʝʯʠʣʦ ʦʙʯʠʩʣʶʚʘʣʴʥʫ 

ʜʦʩʷʞʥʽʩʪʴ ʧʦʣʽʪʠʢʠ POMDP ʰʣʷʭʦʤ ʧʦʜʦʣʘʥʥʷ ʧʨʦʙʣʝʤʠ ʝʢʩʧʦʥʝʥʮʽʡʥʦʛʦ ʟʨʦʩʪʘʥʥʷ 

ʨʦʟʤʽʨʥʦʩʪʽ ʧʨʦʩʪʦʨʫ ʩʪʘʥʽʚ. ɼʦʚʝʜʝʥʦ, ʱʦ ʚʚʝʜʝʥʥʷ ʥʠʟʴʢʦʚʘʨʪʽʩʥʠʭ ʦʧʝʨʘʮʽʡ ʨʦʟʚʽʜʢʠ 

(ʘʫʜʠʪ, ʙʣʦʢʫʚʘʥʥʷ, ʽʟʦʣʷʮʽʾ, ʦʧʠʪʫʚʘʥʥʷ ʢʦʥʪʨʦʣʝʨʽʚ ʪʘ ʚʝʨʠʬʽʢʘʮʽʾ ʮʽʣʽʩʥʦʩʪʽ) 

ʨʘʜʠʢʘʣʴʥʦ ʟʤʽʥʶʻ ʧʦʚʝʜʽʥʢʫ ʘʚʪʦʥʦʤʥʦʛʦ ʘʛʝʥʪʘ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʧʝʨʝʭʽʜ ʚʽʜ 

çʨʝʘʢʪʠʚʥʦʛʦ ʩʪʨʠʤʫʚʘʥʥʷè ʜʦ çʧʨʝʚʝʥʪʠʚʥʦʾ ʣʽʢʚʽʜʘʮʽʾè. 

ɼʣʷ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦʾ ʘʧʨʦʙʘʮʽʾ ʟʘʧʨʦʧʦʥʦʚʘʥʠʭ ʨʽʰʝʥʴ ʪʘ ʦʪʨʠʤʘʥʥʷ 

ʨʝʧʨʝʟʝʥʪʘʪʠʚʥʦʾ ʚʠʙʽʨʢʠ ʜʘʥʠʭ ʚʠʢʦʨʠʩʪʘʥʦ ʬʨʝʡʤʚʦʨʢ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʝʤʫʣʷʮʽʾ 

ʢʽʙʝʨʘʪʘʢ MITRE Caldera. ɿʘ ʨʝʟʫʣʴʪʘʪʘʤʠ ʤʘʩʰʪʘʙʥʦʛʦ ʤʦʜʝʣʶʚʘʥʥʷ (ʚʠʢʦʥʘʥʥʷ ʧʦʥʘʜ 

800 ʤʦʜʫʣʽʚ ʜʝʩʪʨʫʢʪʠʚʥʠʭ ʚʧʣʠʚʽʚ) ʨʦʟʨʦʙʣʝʥʦ ʤʘʪʨʠʮʶ ʚʧʣʠʚʫ ʢʦʥʪʨʟʘʭʦʜʽʚ (çɼʽʷ vs 

ʉʪʘʥè), ʷʢʘ ʢʽʣʴʢʽʩʥʦ ʬʦʨʤʘʣʽʟʫʻ ʨʝʩʫʨʩʥʽ ʚʠʪʨʘʪʠ ʪʘ ʨʽʚʝʥʴ ʟʘʣʠʰʢʦʚʦʾ ʧʨʘʮʝʟʜʘʪʥʦʩʪʽ 

ʩʠʩʪʝʤʠ ʟʘʣʝʞʥʦ ʚʽʜ ʧʦʪʦʯʥʦʛʦ ʩʪʘʥʫ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʚʫʟʣʘ ʪʘ ʦʙʨʘʥʦʾ ʜʽʾ. 
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ɼʦʜʘʪʢʦʚʦ ʧʦʙʫʜʦʚʘʥʦ ʤʘʪʨʠʮʶ ʝʬʝʢʪʠʚʥʦʩʪʽ ʢʦʥʪʨʟʘʭʦʜʽʚ (Countermeasure 

Efficiency), ʱʦ ʬʦʨʤʘʣʽʟʫʻ ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʜʦ ʣʦʢʘʣʽʟʘʮʽʾ ʟʘʛʨʦʟ. ɺ ʭʦʜʽ ʜʦʩʣʽʜʞʝʥʥʷ 

ʜʦʚʝʜʝʥʦ ʥʝʣʽʥʽʡʥʫ ʟʘʣʝʞʥʽʩʪʴ ʦʧʝʨʘʮʽʡʥʦʾ ʟʜʘʪʥʦʩʪʽ ʟʘʭʠʩʥʠʭ ʜʽʡ ʚʽʜ ʝʪʘʧʫ ʧʨʦʩʫʚʘʥʥʷ 

ʟʣʦʚʤʠʩʥʠʢʘ ʤʝʨʝʞʝʶ (ʚʽʜ ʥʠʟʴʢʦʾ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʽ ʙʘʟʦʚʦʛʦ ʙʣʦʢʫʚʘʥʥʷ IP-ʘʜʨʝʩ ʥʘ 

ʨʘʥʥʽʭ ʝʪʘʧʘʭ ʜʦ ʤʘʢʩʠʤʘʣʴʥʦʾ ʝʬʝʢʪʠʚʥʦʩʪʽ ʤʝʪʦʜʽʚ ʛʣʠʙʦʢʦʛʦ ʘʫʜʠʪʫ ʪʘ ʧʦʚʥʦʾ ʽʟʦʣʷʮʽʾ 

ʭʦʩʪʘ ʫ ʢʨʠʪʠʯʥʠʭ ʪʦʯʢʘʭ). ʅʘ ʦʩʥʦʚʽ ʦʪʨʠʤʘʥʠʭ ʝʤʧʽʨʠʯʥʠʭ ʜʘʥʠʭ ʝʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦ 

ʧʽʜʪʚʝʨʜʞʝʥʦ ʟʜʘʪʥʽʩʪʴ ʨʦʟʨʦʙʣʝʥʦʾ ʦʧʪʠʤʘʣʴʥʦʾ ʧʦʣʽʪʠʢʠ ʧʨʦʪʠʩʪʦʷʪʠ 

ʚʠʩʦʢʦʘʛʨʝʩʠʚʥʠʤ ʩʮʝʥʘʨʽʷʤ ʮʽʣʝʩʧʨʷʤʦʚʘʥʠʭ ʘʪʘʢ ʽʟ ʛʘʨʘʥʪʦʚʘʥʠʤ ʟʙʝʨʝʞʝʥʥʷʤ 

ʢʨʠʪʠʯʥʦʾ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ɯʊ-ʤʝʨʝʞʽ. 

ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ ʧʽʜʪʚʝʨʜʠʣʠ, ʱʦ ʫʜʦʩʢʦʥʘʣʝʥʥʷ ʬʫʥʢʮʽʾ ʚʠʥʘʛʦʨʦʜʠ ʰʣʷʭʦʤ 

ʾʾ ʞʦʨʩʪʢʦʾ ʧʨʠʚ'ʷʟʢʠ ʜʦ ʬʽʟʠʯʥʠʭ ʢʦʝʬʽʮʽʻʥʪʽʚ ʜʝʛʨʘʜʘʮʽʾ ʮʽʣʴʦʚʦʾ ʬʫʥʢʮʽʾ (ʥʘʧʨʠʢʣʘʜ, 

ʪʘʢʠʭ ʷʢ ʢʦʥʪʨʦʣʴʦʚʘʥʝ ʩʢʠʜʘʥʥʷ ʥʘʚʘʥʪʘʞʝʥʥʷ) ʧʝʨʝʚʦʜʠʪʴ ʟʘʚʜʘʥʥʷ ʢʽʙʝʨʟʘʭʠʩʪʫ ʚ 

ʧʣʦʱʠʥʫ ʤʽʥʽʤʽʟʘʮʽʾ ʝʢʦʥʦʤʽʯʥʠʭ ʟʙʠʪʢʽʚ. ʋʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʚʧʨʦʚʘʜʞʝʥʥʷ ʨʦʟʨʦʙʣʝʥʦʾ 

ʦʧʪʠʤʘʣʴʥʦʾ ʧʦʣʽʪʠʢʠ ʜʦʟʚʦʣʠʣʦ ʟʥʠʟʠʪʠ ʩʫʢʫʧʥʫ ʚʘʨʪʽʩʪʴ ʢʽʙʝʨʽʥʮʠʜʝʥʪʫ ʫ 35 ʨʘʟʽʚ 

(ʧʨʠ ʬʘʢʪʦʨʽ ʜʠʩʢʦʥʪʫʚʘʥʥʷ ‎ πȢωυ). ʉʠʤʫʣʷʮʽʡʥʝ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʩʚʽʜʯʠʣʦ 

ʘʙʩʦʣʶʪʥʠʡ ʧʨʠʨʽʩʪ ʟʘʛʘʣʴʥʦʾ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʤʝʨʝʞʽ ʥʘ 27,58% ʧʦʨʽʚʥʷʥʦ ʟ ʙʘʟʦʚʦʶ 

ʩʪʨʘʪʝʛʽʻʶ. ʇʨʦʘʢʪʠʚʥʽ ʜʽʾ ʘʚʪʦʥʦʤʥʦʛʦ ʘʛʝʥʪʘ ʜʦʟʚʦʣʠʣʠ ʩʢʦʨʦʪʠʪʠ ʟʘʛʘʣʴʥʽ 

ʬʫʥʢʮʽʦʥʘʣʴʥʽ ʚʪʨʘʪʠ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙ'ʻʢʪʘ ʫ 6,7 ʨʘʟʘ (ʟ 32,39% ʜʦ 4,81%), ʱʦ 

ʙʝʟʟʘʧʝʨʝʯʥʦ ʜʦʚʦʜʠʪʴ ʚʠʩʦʢʫ ʝʬʝʢʪʠʚʥʽʩʪʴ ʤʘʪʝʤʘʪʠʯʥʦʾ ʤʦʜʝʣʽ ʘʜʘʧʪʠʚʥʦʛʦ ʟʘʭʠʩʪʫ. 

ʄʝʪʦʶ ʜʠʩʝʨʪʘʮʽʡʥʦʾ ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʤʦʜʝʣʝʡ ʽ ʤʝʪʦʜʽʚ ʢʽʣʴʢʽʩʥʦʛʦ 

ʦʮʽʥʶʚʘʥʥʷ ʪʘ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ (ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ) ɯʊ-ʤʝʨʝʞ ʦʙôʻʢʪʽʚ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ (ʥʘ ʧʨʠʢʣʘʜʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʩʝʢʪʦʨʘ) ʜʣʷ ʘʜʘʧʪʠʚʥʦʾ ʧʨʦʪʠʜʽʾ 

ʢʽʙʝʨʘʪʘʢʘʤ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʪʘ ʤʽʥʽʤʽʟʘʮʽʾ ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʽ ʝʢʦʥʦʤʽʯʥʠʭ ʚʪʨʘʪ. 

ʆʙôʻʢʪ ʜʦʩʣʽʜʞʝʥʥʷ: ʧʨʦʮʝʩʠ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʪʘ ʬʫʥʢʮʽʦʥʘʣʴʥʦʾ 

ʙʝʟʧʝʨʝʨʚʥʦʩʪʽ ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʝʥʝʨʛʝʪʠʯʥʠʭ ʦʙôʻʢʪʽʚ ʚ ʫʤʦʚʘʭ ʜʠʥʘʤʽʯʥʠʭ 

ʢʽʙʝʨʟʘʛʨʦʟ, ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʪʘ ʦʙʤʝʞʝʥʦʾ ʩʧʦʩʪʝʨʝʞʫʚʘʥʦʩʪʽ ʩʪʘʥʫ ʤʝʨʝʞʽ. 
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ʇʨʝʜʤʝʪ ʜʦʩʣʽʜʞʝʥʥʷ: ʤʦʜʝʣʽ ʪʘ ʤʝʪʦʜʠ ʜʠʥʘʤʽʯʥʦʛʦ ʚʠʙʦʨʫ ʦʧʪʠʤʘʣʴʥʠʭ 

ʩʪʨʘʪʝʛʽʡ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʥʘ ʦʩʥʦʚʽ ʧʦʻʜʥʘʥʥʷ ʙʘʻʩʦʚʠʭ ʛʨʘʬʽʚ ʘʪʘʢ ʪʘ 

ʯʘʩʪʢʦʚʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ ʤʘʨʢʦʚʩʴʢʠʭ ʧʨʦʮʝʩʽʚ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ. 

ʋ ʜʠʩʝʨʪʘʮʽʡʥʦʤʫ ʜʦʩʣʽʜʞʝʥʥʽ ʦʪʨʠʤʘʥʽ ʪʘʢʽ ʥʘʫʢʦʚʽ ʨʝʟʫʣʴʪʘʪʠ: 

¶ ʚʧʝʨʰʝ ʨʦʟʨʦʙʣʝʥʘ  ʤʝʪʘʤʦʜʝʣʴ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ 

ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ; 

¶ ʚʧʝʨʰʝ ʧʦʙʫʜʦʚʘʥʘ ʤʘʪʝʤʘʪʠʯʥʘ ʤʦʜʝʣʴ ʜʣʷ ʨʘʥʥʴʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʟʘʛʨʦʟ 

ʢʽʙʝʨʘʪʘʢ ʥʘ ʝʥʝʨʛʦʦʙô̒ ʢʪ ʥʘ ʦʩʥʦʚʽ ʤʝʨʝʞ ɹʘʻʩʘ; 

¶ ʫʜʦʩʢʦʥʘʣʝʥʦ ʤʝʪʦʜ ʦʙʯʠʩʣʝʥʥʷ ʢʦʥʪʨʟʘʭʦʜʽʚ ʚ ʨʘʤʢʘʭ ʧʦʣʽʪʠʢʠ ʨʝʘʢʪʠʚʥʦʾ 

ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʘʪʘʢʘʤ ʥʘ ɯʊ-ʤʝʨʝʞʫ ʥʘ ʦʩʥʦʚʽ ʯʘʩʪʢʦʚʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ ʤʘʨʢʦʚʩʴʢʠʭ 

ʧʨʦʮʝʩʽʚ; 

¶ ʫʜʦʩʢʦʥʘʣʝʥʦ ʤʝʪʦʜ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʚ ʫʤʦʚʘʭ ʨʝʘʣʽʟʘʮʽʾ ʢʦʥʪʨʟʘʭʦʜʽʚ 

ʨʝʘʢʪʠʚʥʦʾ ʧʦʣʽʪʠʢʠ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʘʪʘʢʘʤ ʥʘ ʝʥʝʨʛʦʦʙôʻʢʪ;  

¶ ʜʽʩʪʘʣʦ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʚʠʪʢʫ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʦʥʷʪʽʡʥʦʛʦ ʘʧʘʨʘʪʫ ʜʣʷ 

ʨʦʟʨʦʙʢʠ ʤʦʜʝʣʝʡ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʙô̒ ʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ; 

¶ ʩʪʚʦʨʝʥʦ ̔ ʥʪʝʛʨʦʚʘʥʠʡ ʤʝʪʦʜ ʘʢʪʠʚʥʦʾ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʘʪʘʢʘʤ ʥʘ ʝʥʝʨʛʦʦʙôʻʢʪ 

ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʨʝʘʢʪʠʚʥʦʛʦ ʩʪʨʠʤʫʚʘʥʥʷ ʪʘ ʧʨʝʚʝʥʪʠʚʥʦʾ ʣʦʢʘʣʽʟʘʮʽʾ 

ʟʘʛʨʦʟʠ. 

ʇʨʘʢʪʠʯʥʝ ʟʥʘʯʝʥʥʷ ʦʜʝʨʞʘʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʨʦʟʨʦʙʣʝʥʽ 

ʤʦʜʝʣʽ ʪʘ ʤʝʪʦʜʠ ʤʦʞʫʪʴ ʙʫʪʠ ʚʧʨʦʚʘʜʞʝʥʽ ʚ ʨʦʙʦʪʫ ʮʝʥʪʨʽʚ ʫʧʨʘʚʣʽʥʥʷ ʙʝʟʧʝʢʦʶ 

ʝʥʝʨʛʝʪʠʯʥʠʭ ʧʽʜʧʨʠʻʤʩʪʚ ʜʣʷ ʢʽʣʴʢʽʩʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ, ʨʘʥʥʴʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ ʪʘ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʚʠʙʦʨʫ ʧʦʣʽʪʠʢ ʘʢʪʠʚʥʦʛʦ ʟʘʭʠʩʪʫ SCADA-

ʩʠʩʪʝʤ. ɿʘʧʨʦʧʦʥʦʚʘʥʽ ʨʽʰʝʥʥʷ ʜʦʟʚʦʣʷʶʪʴ ʩʫʪʪʻʚʦ ʤʽʥʽʤʽʟʫʚʘʪʠ ʚʪʨʘʪʠ ʮʽʣʴʦʚʦʾ 

ʬʫʥʢʮʽʾ ʦʙôʻʢʪʘ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ɿʘʧʨʦʧʦʥʦʚʘʥʽ ʤʦʜʝʣʽ ʪʘ ʧʦʣʽʪʠʢʠ ʤʦʞʫʪʴ 

ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʽ ʪʘʢʦʞ ʫ ʥʘʚʯʘʣʴʥʦʤʫ ʧʨʦʮʝʩʽ, ʧʨʠ ʧʽʜʛʦʪʦʚʮʽ ʬʘʭʽʚʮʽʚ ʟʽ ʩʧʝʮʽʘʣʴʥʦʩʪʽ 

125 çʂʽʙʝʨʙʝʟʧʝʢʘè, ʘ ʪʘʢʦʞ ʫ ʧʦʜʘʣʴʰʠʭ ʥʘʫʢʦʚʠʭ ʜʦʩʣʽʜʞʝʥʥʷʭ ʫ ʩʬʝʨʽ ʟʘʭʠʩʪʫ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʙʝʟʧʝʢʠ ʢʽʙʝʨʬʽʟʠʯʥʠʭ ʩʠʩʪʝʤ. 
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ʈʝʟʫʣʴʪʘʪʠ ʜʘʥʦʾ ʨʦʙʦʪʠ ʙʫʣʦ ʚʧʨʦʚʘʜʞʝʥʦ ʫ ʥʘʚʯʘʣʴʥʠʡ ʧʨʦʮʝʩ ʅʅ ʌʊɯ 

ʅʘʮʽʦʥʘʣʴʥʦʛʦ ʪʝʭʥʽʯʥʦʛʦ ʫʥʽʚʝʨʩʠʪʝʪʫ ʋʢʨʘʾʥʠ çʂʠʾʚʩʴʢʠʡ ʧʦʣʽʪʝʭʥʽʯʥʠʡ ʽʥʩʪʠʪʫʪ 

ʽʤʝʥʽ ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦè, ʟʦʢʨʝʤʘ ʫ ʥʘʚʯʘʣʴʥʠʡ ʢʫʨʩ çʉʠʩʪʝʤʥʽ ʪʝʭʥʦʣʦʛʽʾ ʜʣʷ 

ʟʘʩʪʦʩʫʚʘʥʴ Windowsè, ʱʦ ʧʽʜʪʚʝʨʜʞʫʻʪʴʩʷ ʨʦʟʨʦʙʢʦʶ ʥʘʚʯʘʣʴʥʦʛʦ ʧʦʩʽʙʥʠʢʘ: 

ʉʠʩʪʝʤʥʽ ʪʝʭʥʦʣʦʛʽʾ ʜʣʷ ʟʘʩʪʦʩʫʚʘʥʴ Windows. ʂʦʤʧôʶʪʝʨʥʠʡ ʧʨʘʢʪʠʢʫʤ [ɽʣʝʢʪʨʦʥʥʠʡ 

ʨʝʩʫʨʩ]: ʥʘʚʯʘʣʴʥʠʡ ʧʦʩʽʙʥʠʢ ʜʣʷ ʟʜʦʙʫʚʘʯʽʚ ʩʪʫʧʝʥʷ ʙʘʢʘʣʘʚʨʘ ʟʘ ʦʩʚʽʪʥʴʦʶ ʧʨʦʛʨʘʤʦʶ 

çʉʠʩʪʝʤʠ, ʪʝʭʥʦʣʦʛʽʾ ʪʘ ʤʘʪʝʤʘʪʠʯʥʽ ʤʝʪʦʜʠ ʢʽʙʝʨʙʝʟʧʝʢʠè ʟʘ ʦʩʚʽʪʥʽʤʠ ʧʨʦʛʨʘʤʘʤʠ 

çʉʠʩʪʝʤʠ, ʪʝʭʥʦʣʦʛʽʾ ʪʘ ʤʘʪʝʤʘʪʠʯʥʽ ʤʝʪʦʜʠ ʢʽʙʝʨʙʝʟʧʝʢʠè ʽ çʉʠʩʪʝʤʠ ʪʝʭʥʽʯʥʦʛʦ 

ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾè ʩʧʝʮʽʘʣʴʥʦʩʪʽ 125 ʂʽʙʝʨʙʝʟʧʝʢʘ ʪʘ ʟʘ ʦʩʚʽʪʥʴʦʶ ʧʨʦʛʨʘʤʦʶ 

çʄʘʪʝʤʘʪʠʯʥʽ ʤʝʪʦʜʠ ʤʦʜʝʣʶʚʘʥʥʷ, ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʦʙʨʘʟʽʚ ʪʘ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫè 

ʩʧʝʮʽʘʣʴʥʦʩʪʽ 113 ʇʨʠʢʣʘʜʥʘ ʤʘʪʝʤʘʪʠʢʘ / ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ ; ʫʢʣʘʜ.: ʃ. ʖ. 

ɻʘʣʴʯʠʥʩʴʢʠʡ, ɺ. ɺ. ʃʠʯʠʢ. ï ɽʣʝʢʪʨʦʥʥʽ ʪʝʢʩʪʦʚʽ ʜʘʥʽ (1 ʬʘʡʣ: 1.49 ʄʙʘʡʪ). ï ʂʠʾʚ : ʂʇɯ 

ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ, 2023. ï 110 ʩ. ï ʅʘʟʚʘ ʟ ʝʢʨʘʥʘ. ï URL: 

https://ela.kpi.ua/handle/123456789/60346 (ʜʘʪʘ ʟʚʝʨʥʝʥʥʷ: 01.02.2026). 

ʈʝʟʫʣʴʪʘʪʠ ʜʠʩʝʨʪʘʮʽʡʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʠ ʘʧʨʦʙʦʚʘʥʽ ʧʨʠ ʨʦʟʨʦʙʮʽ 

ʦʧʝʨʘʮʽʡʥʦʛʦ ʮʠʢʣʫ ʧʨʦʻʢʪʫ SALUS (ʇʦʩʠʣʝʥʥʷ ʧʨʘʚʦʦʭʦʨʦʥʥʦʾ ʜʽʷʣʴʥʦʩʪʽ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʧʝʨʝʜʦʚʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʢʨʠʤʽʥʘʣʽʩʪʠʯʥʦʾ ʝʢʩʧʝʨʪʠʟʠ ʥʘ ʙʘʟʽ ɯʥʪʝʨʥʝʪʫ 

ʨʝʯʝʡ ʪʘ ʚʜʦʩʢʦʥʘʣʝʥʠʭ ʩʭʝʤ ʨʦʟʩʣʽʜʫʚʘʥʥʷ, ʨʝʘʣʽʟʦʚʘʥʠʭ ʟʘ ʜʦʧʦʤʦʛʦʶ ʘʨʭʽʪʝʢʪʫʨʠ 

ʧʨʦʛʨʘʤʥʦ-ʚʠʟʥʘʯʝʥʦʾ ʤʝʨʝʞʽ ʙʝʟʧʝʢʠ ʷʢ ʧʦʩʣʫʛʠ), ʱʦ ʬʽʥʘʥʩʫʻʪʴʩʷ ɭʚʨʦʧʝʡʩʴʢʦʶ 

ʢʦʤʽʩʽʻʶ (ʇʨʦʻʢʪ 101225719 ï HORIZON -CL3-2024- FCT-01-01) (ʘʢʪ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʨʝʟʫʣʴʪʘʪʽʚ ʜʠʩʝʨʪʘʮʽʡʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʥʘʚʝʜʝʥʦ ʚ ʜʦʜʘʪʢʫ ɹ). 

ʅʘʫʢʦʚʽ ʨʦʟʨʦʙʢʠ ʘʩʧʽʨʘʥʪʘ ʙʫʣʠ ʟʘʩʪʦʩʦʚʘʥʽ ʧʽʜ ʯʘʩ ʫʯʘʩʪʽ ʫ ʨʦʙʦʯʽʡ ʛʨʫʧʽ ʧʘʢʝʪʫ 

WP6 ʧʨʦʻʢʪʫ SALUS, ʷʢʠʡ ʧʨʠʩʚʷʯʝʥʠʡ ʧʨʦʪʠʜʽ ʾ ʧʨʦʤʠʩʣʦʚʠʤ ʢʽʙʝʨʘʪʘʢʘʤ ʪʘ 

ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʩʬʝʨʽ ʙʝʟʧʝʢʠ/ʝʢʩʧʣʫʘʪʘʮʽʾ ʫ ʢʦʥʪʝʢʩʪʽ ʧʦʪʝʥʮʽʡʥʠʭ ʷʜʝʨʥʠʭ ʪʘ 

ʨʘʜʽʘʮʽʡʥʠʭ ʘʚʘʨʽʡʥʠʭ ʩʠʪʫʘʮʽʡ (ʜʦʚʽʜʢʘ ʥʘʚʝʜʝʥʘ ʫ ʜʦʜʘʪʢʫ ɻ). 

ʈʦʟʨʦʙʣʝʥʠʡ ʧʦʨʷʜʦʢ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ ʪʘ ʘʣʛʦʨʠʪʤ ʧʦʰʫʢʫ 

ʦʧʪʠʤʘʣʴʥʠʭ ʧʦʣʽʪʠʢ ʧʨʦʪʠʜʽʾ ʙʫʣʠ ʚʠʢʦʨʠʩʪʘʥʽ ʧʨʠ ʨʦʟʨʦʙʮʽ ʧʘʢʝʪʽʚ  ʪʝʭʥʽʯʥʦʾ 

ʜʦʢʫʤʝʥʪʘʮʽʾ ʜʣʷ ʩʠʩʪʝʤ ʝʥʝʨʛʝʪʠʯʥʠʭ ʦʙô̒ ʢʪʽʚ ʋʢʨʘʾʥʠ: çʇʣʘʥ ʢʽʙʝʨʟʘʭʠʩʪʫè, 

https://ela.kpi.ua/handle/123456789/60346
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çʇʨʦʛʨʘʤʘ ʪʘ ʤʝʪʦʜʠʢʘ ʚʠʧʨʦʙʫʚʘʥʴ ʢʽʙʝʨʟʘʭʠʩʪʫè, çɿʚʽʪ ʟ ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʜʦ 

ʢʽʙʝʨʟʘʛʨʦʟè ʪʘ çɿʚʽʪ ʟ ʨʝʘʣʽʟʘʮʽʾ ʢʽʙʝʨʟʘʭʠʩʪʫè (ʘʢʪ ʚʧʨʦʚʘʜʞʝʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ 

ʜʠʩʝʨʪʘʮʽʡʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʥʘʚʝʜʝʥʦ ʚ ʜʦʜʘʪʢʫ ɹ). 

ɿʘ ʦʪʨʠʤʘʥʠʤʠ ʤʘʪʝʨʽʘʣʘʤʠ ʜʠʩʝʨʪʘʮʽʾ ʙʫʣʦ ʦʧʫʙʣʽʢʦʚʘʥʦ 15 ʨʦʙʽʪ, ʟ ʷʢʠʭ 4 ï ʮʝ 

ʩʪʘʪʪʽ ʫ ʞʫʨʥʘʣʘʭ ʽ ʟʙʽʨʥʠʢʘʭ ʥʘʫʢʦʚʠʭ ʧʨʘʮʴ, ʱʦ ʚʭʦʜʷʪʴ ʜʦ ʧʝʨʝʣʽʢʫ ʬʘʭʦʚʠʭ ʚʠʜʘʥʴ, 

ʟʘʪʚʝʨʜʞʝʥʠʭ ʄʆʅ ʋʢʨʘʾʥʠ ʟʘ ʩʧʝʮʽʘʣʴʥʽʩʪʶ ʜʠʩʝʨʪʘʮʽʾ ʪʘ 11 ï ʧʫʙʣʽʢʘʮʽʾ ʫ ʤʘʪʝʨʽʘʣʘʭ 

ʢʦʥʬʝʨʝʥʮʽʡ (ʫ ʪʦʤʫ ʯʠʩʣʽ, ʤʽʞʥʘʨʦʜʥʠʭ). 

ʂʣʶʯʦʚʽ ʩʣʦʚʘ: ʢʽʙʝʨʩʪʽʡʢʽʩʪʴ, ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʽʩʪʴ, ʢʽʙʝʨʙʝʟʧʝʢʘ, ʽʥʬʦʨʤʘʮʽʡʥʘ 
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ABSTRACT 

Lychyk V.V. Modeling the cyber resilience of critical infrastructure on the example of 

an energy facility. ï Qualifying scientific work as a manuscript. Dissertation for the degree of 

Doctor of Philosophy in the field of study 12 "Information Technology", specialty 125 

"Cybersecurity and Information Protection". ï National Technical University of Ukraine "Igor 

Sikorsky Kyiv Polytechnic Institute", Kyiv, 2026. 

In the conditions of hybrid warfare, complex critical infrastructure systems turn into 

priority targets for the implementation of multi-vector destructive impacts aimed at 

destabilizing basic life-support processes. In this context, a special place is occupied by the 

energy sector, which is the fundamental basis ensuring the uninterrupted operation of all other 

critical sectors (defense, medical, financial, transport, and communication). The exponential 

growth in the number and complexity of targeted cyberattacks (in particular, Advanced 

Persistent Threats) on the technological networks of energy enterprises creates an 

unprecedented level of threat to the stability of industrial and socio-economic systems. 

At the same time, global digital transformation and the irreversible convergence of 

Information Technology (IT) and Operational Technology (OT) have completely nullified the 

air gap paradigm for critical infrastructure facilities. The current stage of cyberspace 

development is characterized by a qualitative evolution of threats, a sharp increase in the 

propagation speed of cyber incidents, the automation of attackers' tools, and a reduction in the 

cyberattack execution time to levels that critically exceed the reaction capabilities of human 

operators. These unprecedented challenges transform the assurance of critical process 

continuity from a purely technical task into a key factor of national security. As a result, in 

accordance with the latest global regulatory requirements, the defense strategy for 

infrastructure facilities is fundamentally changing: from attempts to build an absolutely 

impenetrable perimeter to the conceptualization of guaranteed cyber resilience ï the 

mathematically and engineering-justified ability of a system to survive and function under 

conditions of inevitable compromise. 
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Thus, digitalization and the integration of information and technological processes in the 

energy sector transform modern critical infrastructure facilities into complex cyber-physical 

systems. The growing intensity of cyber impacts on such facilities necessitates a transition from 

classical cybersecurity paradigms to comprehensive cyber resilience (cyber fault tolerance) 

management. This approach is based on the system's ability to adapt, withstand malicious 

impacts, maintain the execution of basic target functions under conditions of degradation, and 

restore critical functions to a minimally required operational state. The specificity of energy 

facilities lies in the fact that cyber incidents directly affect the physical state and the continuity 

of the target function ï electricity distribution. 

Targeted cyberattacks on this critical function can lead to prolonged delays in decision-

making, permanent blocking of legitimate network segments, and significant economic and 

functional losses. Under such conditions, the task of transitioning from qualitative security 

assessment indicators to strict quantitative cyber resilience metrics becomes highly relevant. 

An analysis of current frameworks and systems for assessing cyber resilience (including the 

Linkov group methodology, CERT-RMM, and the MITRE cyber resiliency engineering 

framework) confirmed the tendency to shift the focus to quantitative indicators centered on 

forecasting and adaptation. It has been established that universal criteria for most energy 

facilities are MTTR, RPO, RTO, SPC, and the percentage of retained functionality of the 

enterprise's core mission. At the same time, classical threat assessment approaches have 

significant limitations, as they are primarily focused on static vulnerability analysis and do not 

allow for proactive management of the IT infrastructure under conditions of incomplete 

information and partial observability of the attacker's actions, which is objectively caused by 

the specific architecture of SCADA systems, telemetry delays, the generation of false positives, 

and the risks of compromise of monitoring system sensors (IDS/SIEM). 

The dissertation is devoted to the development of models and the improvement of 

methods for ensuring the cyber resilience of critical infrastructure (using the energy facility as 

an example), which allow for the quantitative assessment of threats at early stages, adaptive 

management of defensive actions in real time, and increasing the network's resilience to cyber 
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incidents. A comparative analysis of modern approaches has shown that existing solutions do 

not fully account for the dynamics of attack propagation and the economic cost of 

countermeasures. It has been established that the basis for a framework to calculate the cyber 

resilience of the electricity distribution function must be a mathematical apparatus capable of 

handling uncertainty, in particular, Bayesian belief networks. 

The dissertation formalizes the conceptual apparatus of cyber resilience and substantiates 

its conceptual difference from classical cybersecurity. Based on a critical analysis of leading 

international frameworks, it is proven that existing approaches are mostly based on a Data-

driven paradigm (qualitative expert assessments), the limitations of which do not allow for 

forecasting and dynamic system adaptation under the conditions of modern cyber incidents. 

The study also justifies and executes a conceptual transition from qualitative cyber resilience 

domains to high-level quantitative models by developing a metamodel of the energy facility's 

IT network. The necessity of transitioning to a quantitative assessment of the cyber resilience 

of infrastructure facilities using a Model-driven paradigm is substantiated. The metamodeling 

of cyber resilience categories was carried out based on the MOF (Meta-Object Facility) 

architecture, expressing concepts in UML. Such structural modeling ensured a rigorous 

transition from abstract qualitative indicators to a computational model of the problem domain 

(energy sector), creating the necessary basis for the subsequent application of probabilistic 

parameter estimation tools and the calculation of the system's functional states, in particular, 

Bayesian networks. The process of transitioning from the domain profile level to the 

computational level proved the necessity of introducing elements that provide adaptability and 

dynamic reconfiguration functions. This confirms the hypothesis regarding the need to increase 

the complexity of the critical infrastructure facility's controller to maintain an adequate level 

of functioning during cyberattacks. 

The problem of reducing uncertainty during cyberattacks on an energy facility was 

investigated. It is shown that Bayesian networks are effective for early threat detection, where 

prior probability distributions are constructed using vulnerability databases (CVE) with the 

application of CVSS metrics. A sensitivity analysis of the model using the Kjærulff and van 
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der Gaag method proved its low sensitivity to errors in prior parameters, confirming the 

relevance of using this approach for the quantitative assessment of threats at various stages of 

a cyberattack. 

During the dissertation research, a method for active real-time cyberattack 

countermeasures for an energy facility network was developed, based on the integration of 

Bayesian Attack Graphs (BAG) into the framework of Partially Observable Markov Decision 

Processes (POMDP). Unlike classical heuristic approaches, the proposed method avoids the 

excessive costs of permanently blocking critical network segments, focusing on the optimal 

allocation of resources and the most probable attack vectors. It is shown that a key factor in 

minimizing losses is not only the rigidity of the response but also the availability and direct 

cost of threat verification, which transforms the defense strategy from reactive to proactive 

targeted elimination. During the experimental modeling, a comparative analysis of four cyber 

defense strategies was conducted, which conceptually differ in decision-making approaches, 

the value of the discount factor (‎), and the variability of available countermeasures (in 

particular, the presence of informational actions). Through the application of the developed 

algorithm and its computational implementation in the pomdp-solve environment, an optimal 

countermeasure policy was synthesized. The results of practical testing empirically confirmed 

its high efficiency in the timely localization of threats, cost minimization, and maximization of 

the studied infrastructure's cyber resilience indicator. 

In the course of experimental research, the inefficiency of direct implementation of 

highly detailed cyberattack scenarios for forming a voluminous data sample was practically 

proven. Practical testing showed that, despite the effectiveness of such scenarios during field 

testing directly at a critical infrastructure facility, their application faces critical limitations in 

modeling and forecasting. These include the strict confidentiality of operational datasets, the 

closed architecture of technological networks in the energy sector, and the excessive resource 

intensity of manually reproducing compromise vectors. Since the factors identified during the 

experiment made it impossible to further scale the tests, a justified decision was made to change 

the research methodology. Accordingly, a transition was made from the manual 
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implementation of attacks to the application of automated methods of incident simulation 

modeling. 

An experimental environment was built, and simulation modeling was conducted to test 

the proposed approaches. Based on the research results, it was established that the reduction of 

the complex topology space of the technological network (SCADA systems) to 6 macro-states 

based on the Cyber Kill Chain model ensured the computational tractability of the POMDP 

policy by overcoming the problem of the exponential growth of the state space dimensionality. 

It is proven that the introduction of low-cost reconnaissance operations (audit, blocking, 

isolation, controller polling, and integrity verification) radically changes the behavior of the 

autonomous agent, ensuring a transition from "reactive containment" to "preventive 

elimination". 

For the experimental validation of the proposed solutions and obtaining a representative 

data sample, the MITRE Caldera automated cyberattack emulation framework was used. Based 

on the results of large-scale modeling (execution of more than 800 destructive impact modules), 

a countermeasure impact matrix ("Action vs. State") was developed, which quantitatively 

formalizes resource costs and the level of residual system operability depending on the current 

state of node compromise and the selected action. 

Additionally, a Countermeasure Efficiency matrix was constructed, formalizing the 

system's ability to localize threats. A non-linear dependence of the operational capability of 

defensive actions on the stage of the attacker's advancement through the network was proven 

(from the low effectiveness of basic IP blocking at early stages to the maximum efficiency of 

deep audit and full host isolation methods at critical points). Based on the obtained empirical 

data, the ability of the developed optimal policy to withstand highly aggressive targeted attack 

scenarios with guaranteed preservation of the IT network's critical functionality was 

experimentally confirmed. 

The obtained results confirmed that improving the reward function by strictly linking it 

to physical degradation coefficients of the target function (e.g., controlled load shedding) shifts 

the task of cyber defense into the realm of minimizing economic losses. It was established that 
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the implementation of the developed optimal policy allowed reducing the total cost of a cyber 

incident by 35 times (with a discount factor ‎). Simulation modeling demonstrated an absolute 

increase in the overall cyber resilience of the network by 27.58% compared to the baseline 

strategy. The proactive actions of the autonomous agent reduced the overall functional losses 

of the energy facility by a factor of 6.7 (from 32.39% to 4.81%), which indisputably proves the 

high efficiency of the adaptive defense mathematical model. 

The aim of the dissertation is the development of models and methods for the 

quantitative assessment and assurance of cyber resilience (cyber fault tolerance) of IT networks 

in critical infrastructure facilities (using the energy sector as an example) for adaptive real-time 

countermeasures against cyberattacks and the minimization of functional and economic losses. 

Object of research: processes of ensuring cyber resilience and the functional continuity 

of the IT infrastructure of energy facilities under conditions of dynamic cyber threats, 

uncertainty, and limited network observability. 

Subject of research: models and methods for the dynamic selection of optimal cyber 

resilience strategies based on the combination of Bayesian attack graphs and partially 

observable Markov decision processes. 

The following scientific results were obtained in the dissertation research: 

¶ for the first time , a cyber resilience metamodel for the distribution function of an 

energy facility was developed; 

¶ for the first time,  a mathematical model for the early assessment of cyberattack 

threats to an energy facility based on Bayesian networks was constructed; 

¶ improved the method for calculating countermeasures within a reactive cyber 

defense policy for an IT network based on partially observable Markov decision processes; 

¶ improved the method for assessing cyber resilience under the conditions of 

implementing countermeasures of a reactive cyber defense policy at an energy facility; 

¶ further developed the application of the conceptual apparatus for designing cyber 

resilience models for critical infrastructure facilities; 
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¶ created an integrated method for active real-time countermeasures against 

cyberattacks at an energy facility to ensure reactive containment and preventive threat 

localization. 

The practical significance of the obtained results lies in the fact that the developed 

models and methods can be implemented in the operations of security operations centers (SOC) 

of energy enterprises for the quantitative assessment of cyber resilience, early threat detection, 

and automated selection of active defense policies for SCADA systems. The proposed solutions 

significantly minimize the losses of the critical infrastructure facility's target function. The 

proposed models and policies can also be used in the educational process in training specialists 

in the specialty 125 "Cybersecurity and Information Protection," as well as in further scientific 

research in the field of critical infrastructure protection and the security of cyber-physical 

systems. 

The results of this work were implemented into the educational process of the 

Educational and Scientific Institute of Physics and Technology of the National Technical 

University of Ukraine "Igor Sikorsky Kyiv Polytechnic Institute", specifically in the academic 

course "System Technologies for Windows Applications", which is confirmed by the 

development of the study guide: 

System Technologies for Windows Applications. Computer Practicum [Electronic 

resource]: a study guide for bachelor's degree students under the educational programs 

"Systems, Technologies, and Mathematical Methods of Cybersecurity" and "Systems of 

Technical Information Protection", specialty 125 "Cybersecurity", and under the educational 

program "Mathematical Methods of Modeling, Pattern Recognition, and Computer Vision", 

specialty 113 "Applied Mathematics" / Igor Sikorsky Kyiv Polytechnic Institute ; compilers: 

L. Yu. Halchynskyi, V. V. Lychyk. ï Electronic text data (1 file: 1.49 MB). ï Kyiv : Igor 

Sikorsky Kyiv Polytechnic Institute, 2023. ï 110 p. ï Title from the screen. ï URL: 

https://ela.kpi.ua/handle/123456789/60346 (date of access: 01.02.2026). 

The results of the dissertation research were implemented during the development of the 

operational cycle of the SALUS project (Strengthening Law Enforcement Agencies through 

https://ela.kpi.ua/handle/123456789/60346
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Advanced IoT-based Forensic Tools and Enhanced Investigation Schemes realized via a 

Software-Defined Security-as-a-Service Architecture), funded by the European Commission 

(Project 101225719 ï HORIZON-CL3-2024-FCT-01-01) (the certificate of implementation of 

the dissertation research results is provided in Appendix B). 

The scientific developments of the PhD candidate were applied during participation in 

the working group of WP6 of the SALUS project, which is dedicated to countering industrial 

cyberattacks and detecting security/operational anomalies in the context of potential nuclear 

and radiological emergency situations (the certificate is provided in Appendix D). 

The developed cyber incident response procedure and the algorithm for finding optimal 

countermeasure policies were used in the development of technical documentation packages 

for the system of energy facilities of Ukraine: "Cyber Defense Plan," "Cyber Defense Testing 

Program and Methodology," "Cyber Threat Vulnerability Detection Report," and "Cyber 

Defense Implementation Report" (the certificate of implementation of the dissertation research 

results is provided in Appendix B). 

Based on the materials of the dissertation, 15 works were published, of which 4 are 

articles in journals and collections of scientific papers included in the list of professional 

publications approved by the Ministry of Education and Science of Ukraine for the specialty 

of the dissertation, and 11 are publications in conference proceedings (including international 

ones). 

Keywords: cyber resilience, cyber robustness, information security, cybersecurity, 

critical infrastructure, vulnerabilities, cyberattack, metamodel, modeling, attack graph, 

countermeasure policy, Bayesian network, POMDP, power grid IT network, security system. 
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https://doi.org/10.20535/tacs.2664-29132025.1.327873 (date of access: 1.02.2026). 

(ɿʜʦʙʫʚʘʯʝʤ ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʩʧʝʮʠʬʽʢʫ ʢʽʙʝʨʘʪʘʢ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʟʤʽʥʫ ʥʘʚʘʥʪʘʞʝʥʥʷ 

ʚ ʝʥʝʨʛʝʪʠʯʥʠʭ ʩʠʩʪʝʤʘʭ, ʪʘ ʜʦʩʣʽʜʞʝʥʦ ʾʭʥʽʡ ʚʧʣʠʚ ʥʘ ʩʪʘʙʽʣʴʥʽʩʪʴ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ 

ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʋ ʤʝʞʘʭ ʜʦʩʣʽʜʞʝʥʥʷ ʧʨʦʚʝʜʝʥʦ ʤʦʜʝʣʶʚʘʥʥʷ ʟ 

ʤʝʪʦʶ ʧʦʤôʷʢʰʝʥʥʷ ʘʪʘʢ, ʷʢʽ ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʧʦʨʫʰʝʥʥʷ ʫʧʨʘʚʣʽʥʥʷ ʦʙô̒ ʢʪʘ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʃ. ɻʘʣʴʯʠʥʩʴʢʠʡ ï ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʤʝʪʦʜʠ ʦʧʪʠʤʽʟʘʮʽʾ ʪʘ 

ʧʦʤô̫ ʢʰʝʥʥʷ ʥʘʩʣʽʜʢʽʚ ʘʪʘʢ, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʟʘʙʝʟʧʝʯʠʪʠ ʙʝʟʧʝʨʝʙʽʡʥʫ ʨʦʙʦʪʫ ʤʝʨʝʞ. 

ɼ. ʂʦʩʘʨʠʢ ï ʩʪʨʫʢʪʫʨʫʚʘʥʥʷ ʪʘ ʦʬʦʨʤʣʝʥʥʷ ʤʘʪʝʨʽʘʣʽʚ). 

https://doi.org/10.36910/6775-2524-0560-2025-59-02
https://doi.org/10.36910/6775-2524-0560-2025-59-02
https://doi.org/10.20535/tacs.2664-29132025.1.327873
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4. ʃʠʯʠʢ ɺ. ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. (2025). ɺʠʢʦʨʠʩʪʘʥʥʷ  ʤʦʜʝʣʽ ʤʝʨʝʞ ɹʘʻʩʘ 

ʜʣʷ ʨʘʥʥʴʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʟʘʛʨʦʟ ʢʽʙʝʨʘʪʘʢ ʦʙôʻʢʪʘ ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʢʠ. ɯʥʩʪʠʪʫʪ ʧʨʦʙʣʝʤ 

ʨʝʻʩʪʨʘʮʽʾ ʽʥʬʦʨʤʘʮʽʾ ʅɸʅ ʋʢʨʘʾʥʠ. ʈʝʻʩʪʨʘʮʽʷ, ʟʙʝʨʽʛʘʥʥʷ ʽ ʦʙʨʦʙ. ʜʘʥʠʭ. 2025, ʊ. 27, 

ˉ 2. ʉ. 70-85. DOI: 10.35681/1560-9189.2025.27.2.345591. URL: 

https://doi.org/10.35681/1560-9189.2025.27.2.345591 (date of access: 1.02.2026). 

(ɿʜʦʙʫʚʘʯʝʤ ʙʫʣʦ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʘʪʝʤʘʪʠʯʥʦʛʦ ʘʧʘʨʘʪʫ ʤʝʨʝʞ ɹʘʻʩʘ 

ʜʣʷ ʨʘʥʥʴʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʟʘʛʨʦʟ ʢʽʙʝʨʘʪʘʢ ʥʘ ʝʥʝʨʛʝʪʠʯʥʽ ʦʙôʻʢʪʠ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʋ ʤʝʞʘʭ ʜʦʩʣʽʜʞʝʥʥʷ ʨʦʟʨʦʙʣʝʥʦ ʙʘʻʩʦʚʫ ʤʦʜʝʣʴ ʜʣʷ ʘʥʘʣʽʟʫ 

ʙʘʛʘʪʦʝʪʘʧʥʠʭ ʘʪʘʢ ʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʝʪʨʠʢ CVSS ʪʘ ʧʨʦʚʝʜʝʥʦ ʽʤʽʪʘʮʽʡʥʝ 

ʡʤʦʚʽʨʥʽʩʥʝ ʤʦʜʝʣʶʚʘʥʥʷ ʜʽʡ ʟʣʦʚʤʠʩʥʠʢʘ ʟʘʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʚʨʘʟʣʠʚʦʩʪʝʡ ʽ 

ʬʦʨʤʫʚʘʥʥʷ ʧʦʣʽʪʠʢʠ ʧʨʦʪʠʜʽʾ. ʅʘ ʦʩʥʦʚʽ ʟʤʦʜʝʣʴʦʚʘʥʠʭ ʩʮʝʥʘʨʽʾʚ ʟʜʦʙʫʚʘʯʝʤ ʟʜʽʡʩʥʝʥʦ 

ʢʦʤʧʣʝʢʩʥʫ ʦʮʽʥʢʫ ʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤʠ. ʃ. ɻʘʣʴʯʠʥʩʴʢʠʡ ï ʬʦʨʤʫʚʘʥʥʷ ʟʘʛʘʣʴʥʦʾ 

ʩʪʨʫʢʪʫʨʠ ʤʦʜʝʣʽ ʤʝʨʝʞʽ). 

5. ʃʠʯʠʢ ɺ. ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ. ʖ. ʇʦʰʫʢ ʦʧʪʠʤʘʣʴʥʦʾ ʧʦʣʽʪʠʢʠ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ ʥʘ ʦʩʥʦʚʽ ʯʘʩʪʢʦʚʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ 

ʧʨʦʮʝʩʽʚ. ʄʘʪʝʨʽʘʣʠ XʍV ʄʽʞʥʘʨʦʜʥʦʾ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʦʾ ʢʦʥʬʝʨʝʥʮʽʾ ɯʊɹ-2025 (ʤ. 

ʂʠʾʚ, ʋʢʨʘʾʥʘ, 11 ʛʨʫʜʥʷ 2025 ʨ.) / ɯʥʩʪʠʪʫʪ ʧʨʦʙʣʝʤ ʨʝʻʩʪʨʘʮʽʾ ʽʥʬʦʨʤʘʮʽʾ ʅɸʅ ʋʢʨʘʾʥʠ. 

ʂʠʾʚ: ɯʥʞʠʥʽʨʠʥʛ, 2025. ʉ. 126ï129. ISBN: 978-617-8180-04-1. URL: 

https://drive.google.com/file/d/1wMZcK5J8LJdnqUP-KLwBmVSgZuqtCAuJ/view (date of 

access: 1.02.2026). (ɿʜʦʙʫʚʘʯʝʤ ʟʜʽʡʩʥʝʥʦ ʨʦʟʨʦʙʢʫ ʘʣʛʦʨʠʪʤʫ ʧʦʰʫʢʫ ʪʘ ʬʦʨʤʫʚʘʥʥʷ 

ʦʧʪʠʤʘʣʴʥʦʾ ʧʦʣʽʪʠʢʠ ʧʨʦʪʠʜʽʾ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʤʝʨʝʞʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ 

ʦʙôʻʢʪʘ, ʱʦ ʙʘʟʫʻʪʴʩʷ ʥʘ ʤʘʪʝʤʘʪʠʯʥʦʤʫ ʘʧʘʨʘʪʽ ʯʘʩʪʢʦʚʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ 

ʧʨʦʮʝʩʽʚ. ʃ. ɻʘʣʴʯʠʥʩʴʢʠʡ ï ʜʦʩʣʽʜʞʝʥʦ ʤʝʭʘʥʽʟʤʠ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʚ ʫʤʦʚʘʭ ʥʝʧʦʚʥʦʾ 

ʪʘ ʥʝʚʠʟʥʘʯʝʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʱʦʜʦ ʧʦʪʦʯʥʦʛʦ ʩʪʘʥʫ ʩʠʩʪʝʤʠ ʧʽʜ ʯʘʩ ʨʦʟʛʦʨʪʘʥʥʷ 

ʢʽʙʝʨʘʪʘʢ; ʧʦʰʫʢ ʤʝʪʦʜʽʚ ʦʧʪʠʤʽʟʘʮʽʾ ʩʪʨʘʪʝʛʽʡ ʧʨʦʪʠʜʽʾ). 

6. ʃʠʯʠʢ ɺ.ɺ., ʌʨʦʣʦʚ ʇ.ɸ. ɯʤʽʪʘʮʽʷ ʢʽʙʝʨʘʪʘʢʠ ʪʘ ʢʽʣʴʢʽʩʥʠʡ ʦʙʨʘʭʫʥʦʢ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʙ'ʻʢʪʫ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʄʘʪʝʨʽʘʣʠ XXIII ɺʩʝʫʢʨʘʾʥʩʴʢʦʾ 

ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʦʾ ʢʦʥʬʝʨʝʥʮʽʾ ʩʪʫʜʝʥʪʽʚ, ʘʩʧʽʨʘʥʪʽʚ ʪʘ ʤʦʣʦʜʠʭ ʚʯʝʥʠʭ ñʊʝʦʨʝʪʠʯʥʽ ʽ 

https://doi.org/10.35681/1560-9189.2025.27.2.345591
https://drive.google.com/file/d/1wMZcK5J8LJdnqUP-KLwBmVSgZuqtCAuJ/view
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ʧʨʠʢʣʘʜʥʽ ʧʨʦʙʣʝʤʠ ʬʽʟʠʢʠ, ʤʘʪʝʤʘʪʠʢʠ ʪʘ ʽʥʬʦʨʤʘʪʠʢʠò ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ (14-

17 ʪʨʘʚʥʷ 2025 ʨ., ʤ. ʂʠʾʚ, ʋʢʨʘʾʥʘ). ʉ. 200-202. URL: http://conf.ipt.kpi.ua/arxiv/2025-2/ 

(date of access: 1.02.2026). (ɿʜʦʙʫʚʘʯʝʤ ʟʜʽʡʩʥʝʥʦ ʽʤʽʪʘʮʽʡʥʝ ʤʦʜʝʣʶʚʘʥʥʷ ʢʽʙʝʨʘʪʘʢ ʪʘ 

ʨʦʟʨʦʙʣʝʥʦ ʧʽʜʭʽʜ ʜʦ ʢʽʣʴʢʽʩʥʦʛʦ ʦʙʨʘʭʫʥʢʫ ʨʽʚʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʤʝʨʝʞʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ 

ʦʙôʻʢʪʘ. ʇ. ʌʨʦʣʦʚ ï ʧʦʰʫʢ ʘʣʛʦʨʠʪʤʫ ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ ʨʦʟʨʘʭʫʥʢʽʚ ʧʦʣʽʪʠʢʠ ʟʘʭʠʩʪʫ). 

7. ʆʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʨʦʟʧʦʜʽʣʴʯʦʾ ʩʠʩʪʝʤʠ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʫ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʥʘ ʦʩʥʦʚʽ ʤʝʨʝʞ ɹʘʡʻʩʘ. ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // ɯɯɯ 

ɺʩʝʫʢʨʘʾʥʩʴʢʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ çTheoretical and Applied Cybersecurityè 

(TACS-2025). 29 ʪʨʘʚʥʷ 2025 ʨ. ʉ. 109-112. URL: https://is.ipt.kpi.ua/pdf/TACS-25el.pdf 

(date of access: 1.02.2026). (ɿʜʦʙʫʚʘʯʝʤ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʤʝʪʦʜ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

ʨʦʟʧʦʜʽʣʴʯʠʭ ʩʠʩʪʝʤ ʝʥʝʨʛʝʪʠʯʥʠʭ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʱʦ ʙʘʟʫʻʪʴʩʷ 

ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʽ ʤʘʪʝʤʘʪʠʯʥʦʛʦ ʘʧʘʨʘʪʫ ʤʝʨʝʞ ɹʘʻʩʘ. ʃ. ɻʘʣʴʯʠʥʩʴʢʠʡ ï 

ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʚʧʣʠʚ ʧʦʪʝʥʮʽʡʥʠʭ ʢʽʙʝʨʘʪʘʢ ʥʘ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʠʩʪʝʤʠ ʪʘ ʨʦʟʨʦʙʣʝʥʦ 

ʡʤʦʚʽʨʥʽʩʥʫ ʤʦʜʝʣʴ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ ʾʾ ʟʘʭʠʱʝʥʦʩʪʽ). 

8. ɸʧʨʦʙʘʮʽʷ ʤʦʜʝʣʝʡ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ ʝʥʝʨʛʦʩʠʩʪʝʤʠ. 

ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // XXIV ʄʽʞʥʘʨʦʜʥʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ 

çɯʥʬʦʨʤʘʮʽʡʥʽ ʪʝʭʥʦʣʦʛʽʾ ʪʘ ʙʝʟʧʝʢʘè (ɯʊɹ-2024) ʚʽʜ ɯʥʩʪʠʪʫʪʫ ʧʨʦʙʣʝʤ ʨʝʻʩʪʨʘʮʽʾ 

ʽʥʬʦʨʤʘʮʽʾ ʅʘʮʽʦʥʘʣʴʥʦʾ ʘʢʘʜʝʤʽʾ ʥʘʫʢ ʋʢʨʘʾʥʠ, 19 ʛʨʫʜʥʷ 2024 ʨ. ʉ. 103-106. URL: 

http://dwl.kiev.ua/its-ua/itb-2024_merged.pdf (date of access: 1.02.2026). (ɿʜʦʙʫʚʘʯʝʤ 

ʟʜʽʡʩʥʝʥʦ ʧʨʘʢʪʠʯʥʫ ʘʧʨʦʙʘʮʽʶ ʤʘʪʝʤʘʪʠʯʥʠʭ ʪʘ ʢʦʥʮʝʧʪʫʘʣʴʥʠʭ ʤʦʜʝʣʝʡ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ, ʟʘʩʪʦʩʦʚʘʥʠʭ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʜʦ ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ ʚ ʩʫʯʘʩʥʠʭ 

ʝʥʝʨʛʦʩʠʩʪʝʤʘʭ. ʃ. ɻʘʣʴʯʠʥʩʴʢʠʡ ï ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʝʬʝʢʪʠʚʥʽʩʪʴ ʮʠʭ ʤʦʜʝʣʝʡ ʜʣʷ 

ʩʚʦʻʯʘʩʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ ʪʘ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʨʝʙʽʡʥʦʾ ʨʦʙʦʪʠ ʝʥʝʨʛʝʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʚ ʫʤʦʚʘʭ ʢʽʙʝʨʘʪʘʢ). 

9. ʃʠʯʠʢ ɺ.ɺ. & ʅʝʯʘʻʚ ʆ.ʆ. (2024). ʇʦʨʽʚʥʷʣʴʥʘ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘ ʤʝʪʦʜʦʣʦʛʽʡ 

ʪʘ ʤʝʪʨʠʢ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 5th International 

Scientific and Practical Conference «Modern directions and movements in science» (June 16-

18, 2024; Luxembourg, Grand Duchy of Luxembourg). URL: 

http://conf.ipt.kpi.ua/arxiv/2025-2/
https://is.ipt.kpi.ua/pdf/TACS-25el.pdf
http://dwl.kiev.ua/its-ua/itb-2024_merged.pdf
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https://archive.interconf.center/index.php/conference-proceeding/article/view/6502 (date of 

access: 1.02.2026). (ɿʜʦʙʫʚʘʯʝʤ ʧʨʦʚʝʜʝʥʦ ʧʦʨʽʚʥʷʣʴʥʫ ʭʘʨʘʢʪʝʨʠʩʪʠʢʫ ʽʩʥʫʶʯʠʭ 

ʤʝʪʦʜʦʣʦʛʽʡ ʪʘ ʤʝʪʨʠʢ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʦʙôʻʢʪʽʚ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ; ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʩʠʣʴʥʽ ʪʘ ʩʣʘʙʢʽ ʩʪʦʨʦʥʠ ʨʽʟʥʠʭ ʧʽʜʭʦʜʽʚ, 

ʱʦ ʜʦʟʚʦʣʷʻ ʙʽʣʴʰ ʦʙˇʨʫʥʪʦʚʘʥʦ ʦʙʠʨʘʪʠ ʝʬʝʢʪʠʚʥʽ ʽʥʩʪʨʫʤʝʥʪʠ ʜʣʷ ʚʠʤʽʨʶʚʘʥʥʷ 

ʟʘʭʠʱʝʥʦʩʪʽ ʩʠʩʪʝʤ. ʆ. ʅʝʯʘʻʚ ï ʘʥʘʣʽʟ ʪʘ ʦʬʦʨʤʣʝʥʥʷ ʤʘʪʝʨʽʘʣʽʚ ʧʦ ʧʽʜʙʦʨʫ ʤʝʪʨʠʢ). 

10. ʈʦʟʨʦʙʢʘ ʤʝʪʘʤʦʜʝʣʽ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʨʽʟʥʠʭ ʨʽʚʥʽʚ. ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // ɼʨʫʛʘ ɺʩʝʫʢʨʘʾʥʩʴʢʘ 

ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ "Theoretical and Applied Cybersecurity" (TACS-2024), 30 

ʪʨʘʚʥʷ 2024 ʨ. ʉ. 111-114. URL: http://www.is.ipt.kpi.ua/pdf/T24.pdf (date of access: 

1.02.2026). (ɿʜʦʙʫʚʘʯʝʤ ʧʦʙʫʜʦʚʘʥʦ ʧʝʨʰʠʡ ʨʽʚʝʥʴ ʤʝʪʘʤʦʜʝʣʽ ʜʣʷ ʫʟʘʛʘʣʴʥʝʥʠʭ 

ʚʠʧʘʜʢʽʚ ʜʣʷ ʦʮʽʥʢʠ ʪʘ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ɿʦʢʨʝʤʘ, ʨʦʟʨʦʙʣʝʥʦ ʪʘ ʩʪʚʦʨʝʥʦ ʤʝʭʘʥʽʟʤ ʧʨʦʬʽʣʶ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

UML, ʱʦ ʤʘʩʰʪʘʙʫʻʪʴʩʷ ʜʣʷ ʚʽʜ ʣʦʢʘʣʴʥʠʭ ʩʠʩʪʝʤ ʜʦ ʧʽʜʧʨʠʻʤʩʪʚ. ʃ. ɻʘʣʴʯʠʥʩʴʢʠʡ ï 

ʚʠʢʦʥʘʥʦ ʧʦʙʫʜʦʚʫ ʩʫʯʘʩʥʦʾ ʩʠʩʪʝʤʠ ʢʝʨʫʚʘʥʥʷ ʦʙô̒ ʢʪʦʤ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ). 

11. ʄʝʪʘʤʦʜʝʣʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // XV ɺʩʝʫʢʨʘʾʥʩʴʢʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ 

çɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʫʧʨʘʚʣʽʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʶ ʙʝʟʧʝʢʦʶ ʜʝʨʞʘʚʠè ʚʽʜ ʅʘʮʽʦʥʘʣʴʥʦʾ 

ʘʢʘʜʝʤʽʾ ʉʣʫʞʙʠ ʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠ, 21 ʙʝʨʝʟʥʷ 2024ʨ. (ɿʜʦʙʫʚʘʯʝʤ ʟʘʧʨʦʧʦʥʦʚʘʥʦ 

ʢʦʥʮʝʧʮʽʶ ʤʝʪʘʤʦʜʝʣʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, 

ʱʦ ʜʦʟʚʦʣʷʻ ʩʠʩʪʝʤʘʪʠʟʫʚʘʪʠ ʪʘ ʫʟʘʛʘʣʴʥʠʪʠ ʩʢʣʘʜʥʽ ʧʨʦʮʝʩʠ ʫʧʨʘʚʣʽʥʥʷ 

ʽʥʬʦʨʤʘʮʽʡʥʦʶ ʙʝʟʧʝʢʦʶ. ʈʦʟʨʦʙʣʝʥʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʧʽʜʚʠʱʠʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ 

ʧʣʘʥʫʚʘʥʥʷ ʪʘ ʘʜʘʧʪʠʚʥʽʩʪʴ ʩʠʩʪʝʤ ʫ ʢʦʥʪʝʢʩʪʽ ʧʨʦʪʠʜʽʾ ʟʘʛʨʦʟʘʤ. ʃ. ɻʘʣʴʯʠʥʩʴʢʠʡ ï 

ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʧʨʠʥʮʠʧʠ ʩʪʚʦʨʝʥʥʷ ʙʘʛʘʪʦʨʽʚʥʝʚʠʭ ʤʦʜʝʣʝʡ, ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ 

ʢʦʤʧʣʝʢʩʥʝ ʙʘʯʝʥʥʷ ʘʨʭʽʪʝʢʪʫʨʠ ʟʘʭʠʩʪʫ ʪʘ ʚʟʘʻʤʦʟʚ'ʷʟʢʽʚ ʤʽʞ ʾʾ ʩʪʨʫʢʪʫʨʥʠʤʠ 

ʢʦʤʧʦʥʝʥʪʘʤʠ). 

12. ʆʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʙ'ʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // XXIII ʄʽʞʥʘʨʦʜʥʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ 

https://archive.interconf.center/index.php/conference-proceeding/article/view/6502
http://www.is.ipt.kpi.ua/pdf/T24.pdf
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çɯʥʬʦʨʤʘʮʽʡʥʽ ʪʝʭʥʦʣʦʛʽʾ ʪʘ ʙʝʟʧʝʢʘè (ɯʊɹ-2023) ʚʽʜ ɯʥʩʪʠʪʫʪʫ ʧʨʦʙʣʝʤ ʨʝʻʩʪʨʘʮʽʾ 

ʽʥʬʦʨʤʘʮʽʾ ʅʘʮʽʦʥʘʣʴʥʦʾ ʘʢʘʜʝʤʽʾ ʥʘʫʢ ʋʢʨʘʾʥʠ, 30 ʣʠʩʪʦʧʘʜʘ 2023ʨ. ʉ. 122-125. URL: 

http://dwl.kiev.ua/its-ua/itb-2023_merged.pdf (date of access: 1.02.2026). (ɿʜʦʙʫʚʘʯʝʤ 

ʜʦʩʣʽʜʞʝʥʦ ʧʽʜʭʦʜʠ ʜʦ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʟ ʤʝʪʦʶ ʟʘʙʝʟʧʝʯʝʥʥʷ ʾʭ ʩʪʘʙʽʣʴʥʦʛʦ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʚ ʫʤʦʚʘʭ 

ʜʝʩʪʨʫʢʪʠʚʥʠʭ ʟʦʚʥʽʰʥʽʭ ʚʧʣʠʚʽʚ. ʃ. ɻʘʣʴʯʠʥʩʴʢʠʡ ï ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʢʣʶʯʦʚʽ ʬʘʢʪʦʨʠ 

ʨʠʟʠʢʫ ʪʘ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʥʘʫʢʦʚʦ ʦʙˇʨʫʥʪʦʚʘʥʽ ʤʝʪʦʜʠʢʠ ʜʣʷ ʚʠʤʽʨʶʚʘʥʥʷ ʟʜʘʪʥʦʩʪʽ 

ʩʢʣʘʜʥʠʭ ʩʠʩʪʝʤ ʜʦ ʚʽʜʥʦʚʣʝʥʥʷ ʧʽʩʣʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ). 

13. ʇʨʦʙʣʝʤʘʪʠʢʘ ʧʽʜʙʦʨʫ ʤʝʪʨʠʢ ʜʣʷ ʦʮʽʥʢʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ. ʃʠʯʠʢ 

ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // ʄʽʞʥʘʨʦʜʥʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ çɾʠʚʫʯʽʩʪʴ ʪʘ 

ʨʝʟʠʣʴʻʥʪʥʽʩʪʴ ï 2023» («Survivability & Resilience ï 2023è) ʚʽʜ ɯʥʩʪʠʪʫʪʫ ʧʨʦʙʣʝʤ 

ʨʝʻʩʪʨʘʮʽʾ ʽʥʬʦʨʤʘʮʽʾ ʅɸʅ ʋʢʨʘʾʥʠ ʪʘ ɯʥʩʪʠʪʫʪʫ ʧʨʦʙʣʝʤ ʤʦʜʝʣʶʚʘʥʥʷ ʚ ʝʥʝʨʛʝʪʠʮʽ ʽʤ. 

ɻ.ɭ. ʇʫʭʦʚʘ ʅɸʅ ʋʢʨʘʾʥʠ, 19 ʞʦʚʪʥʷ 2023ʨ. ʉ. 65-68. URL: https://ipme.kiev.ua/wp-

content/uploads/2023/11 (date of access: 1.02.2026). (ɿʜʦʙʫʚʘʯʝʤ ʧʨʦʘʥʘʣʽʟʦʚʘʥʦ ʢʣʶʯʦʚʽ 

ʧʨʦʙʣʝʤʠ, ʱʦ ʚʠʥʠʢʘʶʪʴ ʧʨʠ ʚʠʙʦʨʽ ʪʘ ʦʙˇʨʫʥʪʫʚʘʥʥʽ ʤʝʪʨʠʢ ʜʣʷ ʦʮʽʥʢʠ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʩʢʣʘʜʥʠʭ ʩʠʩʪʝʤ; ʜʦʩʣʽʜʞʝʥʦ ʽʩʥʫʶʯʽ ʧʽʜʭʦʜʠ ʜʦ ʚʠʤʽʨʶʚʘʥʥʷ 

ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʪʘ ʞʠʚʫʯʦʩʪʽ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʚ ʫʤʦʚʘʭ 

ʮʽʣʝʩʧʨʷʤʦʚʘʥʠʭ ʮʠʬʨʦʚʠʭ ʚʧʣʠʚʽʚ. ʃ. ɻʘʣʴʯʠʥʩʴʢʠʡ ï ʚʠʦʢʨʝʤʣʝʥʦ ʥʘʡʙʽʣʴʰ ʨʝʣʝʚʘʥʪʥʽ 

ʧʦʢʘʟʥʠʢʠ, ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʢʽʣʴʢʽʩʥʦ ʦʮʽʥʠʪʠ ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʜʦ ʚʽʜʥʦʚʣʝʥʥʷ ʪʘ 

ʟʙʝʨʝʞʝʥʥʷ ʮʽʣʽʩʥʦʩʪʽ ʬʫʥʢʮʽʡ). 

14. ʇʨʦʙʣʝʤʘʪʠʢʘ ʧʽʜʙʦʨʫ ʤʝʪʨʠʢ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʮʽʥʢʠ ʦʙôʻʢʪʽʚ ʨʽʟʥʠʭ 

ʨʽʚʥʽʚ. ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ // ɺʩʝʫʢʨʘʾʥʩʴʢʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ 

«Theoretical and Applied Cybersecurity» (TACS-2023). 26 ʪʨʘʚʥʷ 2023ʨ. (ɿʜʦʙʫʚʘʯʝʤ 

ʜʦʩʣʽʜʞʝʥʦ ʢʣʶʯʦʚʫ ʧʨʦʙʣʝʤʘʪʠʢʫ ʚʠʙʦʨʫ ʤʝʪʨʠʢ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ, ʥʝʦʙʭʽʜʥʠʭ ʜʣʷ 

ʦʮʽʥʢʠ ʟʘʭʠʱʝʥʦʩʪʽ ʦʙ'ʻʢʪʽʚ ʥʘ ʨʽʟʥʠʭ ʘʨʭʽʪʝʢʪʫʨʥʠʭ ʪʘ ʦʨʛʘʥʽʟʘʮʽʡʥʠʭ ʨʽʚʥʷʭ. ʃ. 

ɻʘʣʴʯʠʥʩʴʢʠʡ ï ʜʦʩʣʽʜʞʝʥʦ ʩʧʝʮʠʬʽʢʫ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʦʢʘʟʥʠʢʽʚ ʜʣʷ ʦʮʽʥʢʠ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʪʘ ʚʠʦʢʨʝʤʣʝʥʦ ʢʨʠʪʝʨʽʾ, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʘʜʘʧʪʫʚʘʪʠ ʤʝʪʦʜʠʢʠ 

ʚʠʤʽʨʶʚʘʥʥʷ ʟʘʣʝʞʥʦ ʚʽʜ ʤʘʩʰʪʘʙʫ ʪʘ ʩʢʣʘʜʥʦʩʪʽ ʩʠʩʪʝʤʠ). 

http://dwl.kiev.ua/its-ua/itb-2023_merged.pdf
https://ipme.kiev.ua/wp-content/uploads/2023/11/%D0%9C%D0%B0%D1%82%D0%B5%D1%80i%D0%B0%D0%BB%D0%B8_%D0%BA%D0%BE%D0%BD%D1%84%D0%B5%D1%80%D0%B5%D0%BD%D1%86i%D1%97_Survivability_and_Resilience-2023-4.pdf
https://ipme.kiev.ua/wp-content/uploads/2023/11/%D0%9C%D0%B0%D1%82%D0%B5%D1%80i%D0%B0%D0%BB%D0%B8_%D0%BA%D0%BE%D0%BD%D1%84%D0%B5%D1%80%D0%B5%D0%BD%D1%86i%D1%97_Survivability_and_Resilience-2023-4.pdf
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15. ʅʝʦʙʭʽʜʥʽʩʪʴ ʧʦʰʫʢʫ ʨʽʰʝʥʥʷ ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // 

XɯV ɺʩʝʫʢʨʘʾʥʩʴʢʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ çɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʫʧʨʘʚʣʽʥʥʷ 
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ɺʉʊʋʇ 

ɸʢʪʫʘʣʴʥʽʩʪʴ ʨʦʙʦʪʠ. ʉʫʯʘʩʥʘ ʛʽʙʨʠʜʥʘ ʚʽʡʥʘ ʪʘ ʘʢʪʫʘʣʴʥʽ ʧʦʜʽʾ 

ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʠ ʨʽʟʢʝ ʟʙʽʣʴʰʝʥʥʷ ʢʽʙʝʨʘʪʘʢ ʪʘ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ ʫ ʩʬʝʨʽ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ɺ ʝʧʦʭʫ ʩʪʨʽʤʢʦʾ ʮʠʬʨʦʚʽʟʘʮʽʾ ʪʘ ʽʥʪʝʛʨʘʮʽʾ ʽʥʬʦʨʤʘʮʽʡʥʠʭ (ɯʊ) ʽ ʦʧʝʨʘʮʽʡʥʠʭ (ʆʊ) 

ʪʝʭʥʦʣʦʛʽʡ, ʦʙ'ʻʢʪʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ (ʂɯ) ʩʪʘʶʪʴ ʜʝʜʘʣʽ ʙʽʣʴʰ ʚʨʘʟʣʠʚʠʤʠ ʜʦ 

ʚʪʨʫʯʘʥʴ ʫ ʾʭʥʽʡ ʢʽʙʝʨʧʨʦʩʪʽʨ. ʆʩʦʙʣʠʚʝ ʤʽʩʮʝ ʚ ʘʨʭʽʪʝʢʪʫʨʽ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ 

ʧʦʩʽʜʘʻ ʝʥʝʨʛʝʪʠʯʥʠʡ ʩʝʢʪʦʨ, ʷʢʠʡ ʻ ʙʘʟʠʩʦʤ ʜʣʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʚʩʽʭ ʽʥʰʠʭ ʛʘʣʫʟʝʡ 

ʝʢʦʥʦʤʽʢʠ, ʜʝʨʞʘʚʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ʪʘ ʞʠʪʪʻʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘʩʝʣʝʥʥʷ. ʂʦʥʚʝʨʛʝʥʮʽʷ 

ʪʨʘʜʠʮʽʡʥʠʭ ʧʨʦʤʠʩʣʦʚʠʭ ʩʠʩʪʝʤ ʫʧʨʘʚʣʽʥʥʷ (SCADA, ICS) ʽʟ ʛʣʦʙʘʣʴʥʠʤʠ ʤʝʨʝʞʘʤʠ 

ʙʝʟʧʨʝʮʝʜʝʥʪʥʦ ʨʦʟʰʠʨʠʣʘ ʧʦʚʝʨʭʥʶ ʘʪʘʢ, ʧʝʨʝʪʚʦʨʠʚʰʠ ʝʥʝʨʛʝʪʠʯʥʽ ʦʙ'ʻʢʪʠ ʥʘ 

ʧʨʽʦʨʠʪʝʪʥʽ ʤʽʰʝʥʽ ʜʣʷ ʚʠʩʦʢʦʢʚʘʣʽʬʽʢʦʚʘʥʠʭ ʟʣʦʚʤʠʩʥʠʢʽʚ ʪʘ ʫʛʨʫʧʦʚʘʥʴ ʢʣʘʩʫ APT 

(Advanced Persistent Threat). 

ʆʩʦʙʣʠʚʦʾ ʛʦʩʪʨʦʪʠ ʮʷ ʧʨʦʙʣʝʤʘ ʥʘʙʫʚʘʻ ʚ ʫʤʦʚʘʭ ʩʫʯʘʩʥʦ ʾʛʽʙʨʠʜʥʦ ʾʚʽʡʥʠ. 

ʂʽʙʝʨʘʪʘʢʠ ʥʘ ʝʥʝʨʛʝʪʠʯʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʩʴʦʛʦʜʥʽ ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʥʝ ʧʨʦʩʪʦ ʷʢ 

ʽʥʩʪʨʫʤʝʥʪ ʰʧʠʛʫʥʩʪʚʘ, ʘ ʷʢ ʧʦʚʥʦʮʽʥʥʘ ʢʽʥʝʪʠʯʥʘ ʟʙʨʦʷ, ʟʜʘʪʥʘ ʩʧʨʠʯʠʥʠʪʠ ʢʘʩʢʘʜʥʽ 

ʚʽʜʤʦʚʠ, ʤʘʩʰʪʘʙʥʽ ʙʣʝʢʘʫʪʠ, ʝʢʦʥʦʤʽʯʥʫ ʜʝʩʪʘʙʽʣʽʟʘʮʽʶ ʪʘ ʪʝʭʥʦʛʝʥʥʽ ʢʘʪʘʩʪʨʦʬʠ. 

ʉʪʘʪʠʩʪʠʢʘ ʦʩʪʘʥʥʽʭ ʨʦʢʽʚ ʜʝʤʦʥʩʪʨʫʻ ʝʢʩʧʦʥʝʥʮʽʡʥʝ ʟʨʦʩʪʘʥʥʷ ʷʢ ʢʽʣʴʢʦʩʪʽ, ʪʘʢ ʽ ʨʽʚʥʷ 

ʩʢʣʘʜʥʦʩʪʽ ʜʝʩʪʨʫʢʪʠʚʥʠʭ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ. ɿʣʦʚʤʠʩʥʠʢʠ ʟʘʩʪʦʩʦʚʫʶʪʴ ʛʣʠʙʦʢʦ 

ʝʰʝʣʦʥʦʚʘʥʽ ʩʪʨʘʪʝʛʽʾ ʣʘʪʝʨʘʣʴʥʦʛʦ ʧʝʨʝʤʽʱʝʥʥʷ, ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʚʨʘʟʣʠʚʦʩʪʽ 

ʥʫʣʴʦʚʦʛʦ ʜʥʷ (zero-day) ʪʘ ʘʪʘʢʠ ʥʘ ʣʘʥʮʶʞʢʠ ʧʦʩʪʘʯʘʥʥʷ (supply chain), ʱʦ ʜʦʟʚʦʣʷʻ 

ʾʤ ʪʨʠʚʘʣʠʡ ʯʘʩ ʟʘʣʠʰʘʪʠʩʷ ʥʝʧʦʤʽʯʝʥʠʤʠ ʚʩʝʨʝʜʠʥʽ ʮʽʣʴʦʚʠʭ ʤʝʨʝʞ. 

ʅʘ ʪʣʽ ʝʚʦʣʶʮʽʾ ʣʘʥʜʰʘʬʪʫ ʟʘʛʨʦʟ ʪʨʘʜʠʮʽʡʥʘ ʧʘʨʘʜʠʛʤʘ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʧʦʙʫʜʦʚʘʥʘ 

ʧʝʨʝʚʘʞʥʦ ʥʘ ʟʘʭʠʩʪʽ ʧʝʨʠʤʝʪʨʘ ʪʘ ʩʧʨʦʙʘʭ ʩʪʚʦʨʝʥʥʷ ʘʙʩʦʣʶʪʥʦ "ʥʝʧʨʦʥʠʢʥʦʾ" 

ʩʠʩʪʝʤʠ, ʚʠʯʝʨʧʘʣʘ ʩʚʦʶ ʝʬʝʢʪʠʚʥʽʩʪʴ. ʉʫʯʘʩʥʘ ʥʘʫʢʦʚʘ ʪʘ ʽʥʞʝʥʝʨʥʘ ʩʧʽʣʴʥʦʪʘ 

ʧʝʨʝʭʦʜʠʪʴ ʜʦ ʧʘʨʘʜʠʛʤʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ (cyber resilience) ï ʟʜʘʪʥʦʩʪʽ ʢʽʙʝʨʬʽʟʠʯʥʦʾ 

ʩʠʩʪʝʤʠ ʘʙʩʦʨʙʫʚʘʪʠ ʫʜʘʨ, ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʫʤʦʚ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ, 
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ʤʽʥʽʤʽʟʫʚʘʪʠ ʜʝʛʨʘʜʘʮʽʶ ʢʨʠʪʠʯʥʠʭ ʙʽʟʥʝʩ-ʧʨʦʮʝʩʽʚ ʪʘ ʛʘʨʘʥʪʦʚʘʥʦ ʚʽʜʥʦʚʣʶʚʘʪʠ ʩʚʦʶ 

ʥʦʤʽʥʘʣʴʥʫ ʧʨʠʡʥʷʪʥʫ ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʪʘ ʰʪʘʪʥʠʡ ʨʝʞʠʤ ʨʦʙʦʪʠ. ɺ ʫʤʦʚʘʭ, ʢʦʣʠ 

ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʛʦ ʧʨʦʥʠʢʥʝʥʥʷ ʟʣʦʚʤʠʩʥʠʢʘ ʥʘʙʣʠʞʘʻʪʴʩʷ ʜʦ ʘʙʩʦʣʶʪʥʦʾ, ʬʦʢʫʩ 

ʟʤʽʱʫʻʪʴʩʷ ʥʘ ʝʬʝʢʪʠʚʥʽʩʪʴ ʽʟʦʣʷʮʽʾ ʟʘʛʨʦʟʠ ʚʩʝʨʝʜʠʥʽ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʤʽʥʽʤʽʟʘʮʽʶ 

ʥʘʩʣʽʜʢʽʚ.  

ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʰʠʨʦʢʝ ʚʠʟʥʘʥʥʷ ʢʦʥʮʝʧʮʽʾ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ, ʥʘʨʘʟʽ ʽʩʥʫʻ 

ʬʫʥʜʘʤʝʥʪʘʣʴʥʠʡ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʠʡ ʨʦʟʨʠʚ. ɺʽʥ ʧʦʣʷʛʘʻ ʫ ʜʝʬʽʮʠʪʽ ʩʪʨʦʛʠʭ 

ʤʘʪʝʤʘʪʠʯʥʠʭ ʤʝʪʦʜʽʚ ʜʣʷ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʩʪʽʡʢʦʩʪʽ ʝʥʝʨʛʦʩʠʩʪʝʤ ʧʽʜ ʯʘʩ ʘʪʘʢʠ ʪʘ 

ʚʽʜʩʫʪʥʦʩʪʽ ʽʥʩʪʨʫʤʝʥʪʽʚ ʜʣʷ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʩʠʥʪʝʟʫ ʦʧʪʠʤʘʣʴʥʠʭ ʧʦʣʽʪʠʢ ʧʨʦʪʠʜʽʾ ʚ 

ʫʤʦʚʘʭ ʯʘʩʪʢʦʚʦʾ ʩʧʦʩʪʝʨʝʞʫʚʘʥʦʩʪʽ ʪʘ ʚʠʩʦʢʦʛʦ ʨʽʚʥʷ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ. ʎʝ ʟʫʤʦʚʣʶʻ 

ʥʘʛʘʣʴʥʫ ʥʝʦʙʭʽʜʥʽʩʪʴ ʫ ʨʦʟʨʦʙʮʽ ʘʜʘʧʪʠʚʥʠʭ ʘʥʘʣʽʪʠʯʥʠʭ ʤʦʜʝʣʝʡ, ʟʜʘʪʥʠʭ ʫ ʨʝʞʠʤʽ 

ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ ʦʧʪʠʤʽʟʫʚʘʪʠ ʨʽʰʝʥʥʷ ʱʦʜʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʢʦʥʪʨʟʘʭʦʜʽʚ, ʙʘʣʘʥʩʫʶʯʠ ʤʽʞ 

ʚʘʨʪʽʩʪʶ ʟʙʝʨʝʞʝʥʥʷ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʦʙ'ʻʢʪʘ ʪʘ ʟʙʠʪʢʘʤʠ ʚʽʜ ʢʽʙʝʨʘʪʘʢʠ. ɿʘʟʥʘʯʝʥʝ 

ʬʦʨʤʫʻ ʚʠʩʦʢʫ ʘʢʪʫʘʣʴʥʽʩʪʴ ʜʘʥʦʛʦ ʜʦʩʣʽʜʥʦʛʦ ʥʘʧʨʷʤʢʫ ʷʢ ʫ ʪʝʦʨʝʪʠʯʥʦʤʫ, ʪʘʢ ʽ ʚ 

ʧʨʘʢʪʠʯʥʦʤʫ ʚʠʤʽʨʘʭ. 

ʅʘ ʧʦʪʦʯʥʦʤʫ ʝʪʘʧʽ ʛʦʣʦʚʥʠʡ ʚʠʢʣʠʢ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʧʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ 

ʚʝʢʪʦʨʽʚ ʘʪʘʢ ʬʦʢʫʩʫʻʪʴʩʷ ʥʘ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʽʡ ʬʫʥʢʮʽʾ çʈʦʟʧʦʜʽʣʝʥʥʷè. ʇʦʨʫʰʝʥʥʷ 

ʮʽʻʾ ʬʫʥʢʮʽʾ ʩʧʨʠʯʠʥʷʻ ʣʘʥʮʶʛʦʚʽ ʚʽʜʢʣʶʯʝʥʥʷ ʢʽʥʮʝʚʠʭ ʩʧʦʞʠʚʘʯʽʚ ʽ ʜʝʩʪʘʙʽʣʽʟʫʻ 

ʨʦʙʦʪʫ ʚʩʽʻʾ ʝʥʝʨʛʦʤʝʨʝʞʽ, ʥʘʚʽʪʴ ʟʘ ʫʤʦʚ ʙʝʟʧʝʨʝʙʽʡʥʦʾ ʛʝʥʝʨʘʮʽʾ. ɺʽʜʧʦʚʽʜʥʦ, ʧʦʩʪʘʻ 

ʦʙôʻʢʪʠʚʥʘ ʧʨʦʙʣʝʤʘ, ʟʫʤʦʚʣʝʥʘ ʦʙʤʝʞʝʥʽʩʪʶ ʢʣʘʩʠʯʥʠʭ ʷʢʽʩʥʠʭ ʧʽʜʭʦʜʽʚ ʜʦ 

ʦʮʽʥʶʚʘʥʥʷ ʡʤʦʚʽʨʥʠʭ ʨʠʟʠʢʽʚ ʪʘ ʤʘʩʰʪʘʙʽʚ ʰʢʦʜʠ ʚʽʜ ʢʽʙʝʨʟʘʛʨʦʟ, ʱʦ, ʩʚʦʻʶ ʯʝʨʛʦʶ, 

ʘʢʪʫʘʣʽʟʫʻ ʟʘʚʜʘʥʥʷ ʨʦʟʨʘʭʫʥʢʫ ʥʘʡʙʽʣʴʰ ʝʬʝʢʪʠʚʥʠʭ ʧʦʣʽʪʠʢ ʧʨʦʪʠʜʽʾ ʜʣʷ 

ʛʘʨʘʥʪʫʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ. 

ɿʚôʷʟʦʢ ʨʦʙʦʪʠ ʟ ʥʘʫʢʦʚʠʤʠ ʧʨʦʛʨʘʤʘʤʠ, ʧʣʘʥʘʤʠ, ʪʝʤʘʤʠ. ɼʠʩʝʨʪʘʮʽʡʥʽ 

ʜʦʩʣʽʜʞʝʥʥʷ ʚʠʢʦʥʘʥʦ ʥʘ ʢʘʬʝʜʨʽ ɯʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʅʘʮʽʦʥʘʣʴʥʦʛʦ ʪʝʭʥʽʯʥʦʛʦ 

ʫʥʽʚʝʨʩʠʪʝʪʫ ʋʢʨʘʾʥʠ çʂʠʾʚʩʴʢʠʡ ʧʦʣʽʪʝʭʥʽʯʥʠʡ ʽʥʩʪʠʪʫʪ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ ʚ ʨʘʤʢʘʭ 

ʥʘʫʢʦʚʦ-ʪʝʭʥʽʯʥʦʾ ʨʦʙʦʪʠ.  ɺ ʩʚʦʶ ʯʝʨʛʫ ʨʝʟʫʣʴʪʘʪʠ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʠ ʘʧʨʦʙʦʚʘʥʽ ʧʨʠ 
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ʨʦʟʨʦʙʮʽ ʦʧʝʨʘʮʽʡʥʦʛʦ ʮʠʢʣʫ ʧʨʦʻʢʪʫ SALUS (ʇʦʩʠʣʝʥʥʷ ʧʨʘʚʦʦʭʦʨʦʥʥʦʾ ʜʽʷʣʴʥʦʩʪʽ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʧʝʨʝʜʦʚʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʢʨʠʤʽʥʘʣʽʩʪʠʯʥʦʾ ʝʢʩʧʝʨʪʠʟʠ ʥʘ ʙʘʟʽ ɯʥʪʝʨʥʝʪʫ 

ʨʝʯʝʡ ʪʘ ʚʜʦʩʢʦʥʘʣʝʥʠʭ ʩʭʝʤ ʨʦʟʩʣʽʜʫʚʘʥʥʷ, ʨʝʘʣʽʟʦʚʘʥʠʭ ʟʘ ʜʦʧʦʤʦʛʦʶ ʘʨʭʽʪʝʢʪʫʨʠ 

ʧʨʦʛʨʘʤʥʦ-ʚʠʟʥʘʯʝʥʦʾ ʤʝʨʝʞʽ ʙʝʟʧʝʢʠ ʷʢ ʧʦʩʣʫʛʠ), ʱʦ ʬʽʥʘʥʩʫʻʪʴʩʷ ɭʚʨʦʧʝʡʩʴʢʦʶ 

ʢʦʤʽʩʽʻʶ (ʇʨʦʻʢʪ 101225719 ï HORIZON -CL3-2024- FCT-01-01) (ʘʢʪ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʨʝʟʫʣʴʪʘʪʽʚ ʜʠʩʝʨʪʘʮʽʡʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʥʘʚʝʜʝʥʦ ʚ ʜʦʜʘʪʢʫ ɹ). 

ɺ ʩʚʦʶ ʯʝʨʛʫ ʥʘʫʢʦʚʽ ʨʦʟʨʦʙʢʠ ʘʩʧʽʨʘʥʪʘ ʙʫʣʠ ʟʘʩʪʦʩʦʚʘʥʽ ʧʽʜ ʯʘʩ ʫʯʘʩʪʽ ʫ ʨʦʙʦʯʽʡ 

ʛʨʫʧʽ ʧʘʢʝʪʫ WP6 ʧʨʦʻʢʪʫ SALUS, ʷʢʠʡ ʧʨʠʩʚʷʯʝʥʠʡ ʧʨʦʪʠʜʽ ʾ ʧʨʦʤʠʩʣʦʚʠʤ 

ʢʽʙʝʨʘʪʘʢʘʤ ʪʘ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʫ ʩʬʝʨʽ ʙʝʟʧʝʢʠ/ʝʢʩʧʣʫʘʪʘʮʽʾ ʫ ʢʦʥʪʝʢʩʪʽ 

ʧʦʪʝʥʮʽʡʥʠʭ ʷʜʝʨʥʠʭ ʪʘ ʨʘʜʽʘʮʽʡʥʠʭ ʘʚʘʨʽʡʥʠʭ ʩʠʪʫʘʮʽʡ (ʜʦʚʽʜʢʘ ʥʘʚʝʜʝʥʘ ʫ ɼʦʜʘʪʢʫ ɺ). 

ɼʦ ʪʦʛʦ ʞ, ʨʦʟʨʦʙʣʝʥʠʡ ʧʦʨʷʜʦʢ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ ʪʘ ʘʣʛʦʨʠʪʤ 

ʧʦʰʫʢʫ ʦʧʪʠʤʘʣʴʥʠʭ ʧʦʣʽʪʠʢ ʧʨʦʪʠʜʽʾ ʙʫʣʠ ʚʠʢʦʨʠʩʪʘʥʽ ʧʨʠ ʨʦʟʨʦʙʮʽ ʧʘʢʝʪʽʚ  ʪʝʭʥʽʯʥʦʾ 

ʜʦʢʫʤʝʥʪʘʮʽʾ ʜʣʷ ʩʠʩʪʝʤ ʝʥʝʨʛʝʪʠʯʥʠʭ ʦʙô̒ ʢʪʽʚ ʋʢʨʘʾʥʠ: çʇʣʘʥ ʢʽʙʝʨʟʘʭʠʩʪʫè, 

çʇʨʦʛʨʘʤʘ ʪʘ ʤʝʪʦʜʠʢʘ ʚʠʧʨʦʙʫʚʘʥʴ ʢʽʙʝʨʟʘʭʠʩʪʫè, çɿʚʽʪ ʟ ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʜʦ 

ʢʽʙʝʨʟʘʛʨʦʟè ʪʘ çɿʚʽʪ ʟ ʨʝʘʣʽʟʘʮʽʾ ʢʽʙʝʨʟʘʭʠʩʪʫè (ʘʢʪ ʚʧʨʦʚʘʜʞʝʥʥʷ ʨʝʟʫʣʴʪʘʪʽʚ 

ʜʠʩʝʨʪʘʮʽʡʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʥʘʚʝʜʝʥʦ ʚ ʜʦʜʘʪʢʫ ɹ). 

ʄʝʪʘ ʽ ʟʘʜʘʯʽ ʥʘʫʢʦʚʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʜʦʩʣʽʜʞʝʥʥʷ. ʄʝʪʦʶ ʜʠʩʝʨʪʘʮʽʡʥʦʾ 

ʨʦʙʦʪʠ ʻ ʨʦʟʨʦʙʢʘ ʤʝʪʦʜʦʣʦʛʽʾ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʦʙ'ʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ 

ʝʥʝʨʛʝʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʚ ʫʤʦʚʘʭ ʛʽʙʨʠʜʥʦʾ ʚʽʡʥʠ, ʦʩʢʽʣʴʢʠ ʽʩʥʫʶʯʽ ʬʨʝʡʤʚʦʨʢʠ 

ʥʘʜʘʶʪʴ ʣʠʰʝ ʷʢʽʩʥʫ ʦʮʽʥʢʫ. 

ɺʽʜʧʦʚʽʜʥʦ ʜʦ ʤʝʪʠ ʦʩʥʦʚʥʠʤʠ ʟʘʜʘʯʘʤʠ ʜʦʩʣʽʜʞʝʥʥʷ ʻ:  

1. ʌʦʨʤʫʚʘʥʥʷ ʧʦʥʷʪʽʡʥʦʛʦ ʘʧʘʨʘʪʫ ʪʘ ʟʜʽʡʩʥʝʥʥʷ ʧʝʨʝʭʦʜʫ ʚʽʜ ʷʢʽʩʥʠʭ ʜʦ 

ʢʽʣʴʢʽʩʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ (ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ). 

2. ʈʦʟʨʦʙʢʘ ʤʝʪʦʜʦʣʦʛʽʯʥʦʛʦ ʧʽʜʭʦʜʫ ʥʘ ʦʩʥʦʚʽ ʤʝʪʘʤʦʜʝʣʽ ʜʣʷ ʧʦʙʫʜʦʚʠ 

ʢʽʣʴʢʽʩʥʠʭ ʤʦʜʝʣʝʡ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʤʝʨʝʞʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

3. ʈʦʟʨʦʙʢʘ ʤʘʪʝʤʘʪʠʯʥʦʾ ʤʦʜʝʣʽ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ ʥʘ 

ʝʥʝʨʛʦʦʙôʻʢʪ ʥʘ ʦʩʥʦʚʽ ɹʘʻʩʦʚʦʾ ʤʝʨʝʞʽ. 
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4. ʈʦʟʨʦʙʢʘ ʤʝʪʦʜʫ ʘʢʪʠʚʥʦʾ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʘʪʘʢʘʤ ʜʣʷ ʤʝʨʝʞʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ 

ʦʙôʻʢʪʘ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ.  

ʆʙôʻʢʪ ʜʦʩʣʽʜʞʝʥʥʷ ï ʧʨʦʮʝʩʠ ʚʠʷʚʣʝʥʥʷ ʪʘ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʘʪʘʢʘʤ ʫ ʢʨʠʪʠʯʥʦ 

ʚʘʞʣʠʚʠʭ ʽʥʬʦʨʤʘʮʽʡʥʦ-ʢʝʨʫʶʯʠʭ ʩʠʩʪʝʤʘʭ (ɯʊ/ʆʊ) ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ, ʱʦ 

ʬʫʥʢʮʽʦʥʫʶʪʴ ʚ ʫʤʦʚʘʭ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʪʘ ʦʙʤʝʞʝʥʦʾ ʩʧʦʩʪʝʨʝʞʫʚʘʥʦʩʪʽ ʩʪʘʥʫ ʤʝʨʝʞʽ.  

ʇʨʝʜʤʝʪ ʜʦʩʣʽʜʞʝʥʥʷ  ï  ʤʦʜʝʣʽ ʪʘ ʤʝʪʦʜʠ ʜʠʥʘʤʽʯʥʦʛʦ ʚʠʙʦʨʫ ʦʧʪʠʤʘʣʴʥʠʭ 

ʩʪʨʘʪʝʛʽʡ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʥʘ ʦʩʥʦʚʽ ʧʦʻʜʥʘʥʥʷ ʙʘʻʩʦʚʠʭ ʛʨʘʬʽʚ ʘʪʘʢ ʪʘ 

ʯʘʩʪʢʦʚʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ ʤʘʨʢʦʚʩʴʢʠʭ ʧʨʦʮʝʩʽʚ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ. 

ʄʝʪʦʜʠ ʜʦʩʣʽʜʞʝʥʥʷ. ɼʣʷ ʨʦʟʚôʷʟʘʥʥʷ ʟʘʜʘʯʽ ʨʦʟʨʦʙʢʠ ʤʝʪʦʜʦʣʦʛʽʾ ʢʽʣʴʢʽʩʥʦʾ 

ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʦʙ'ʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʝʥʝʨʛʝʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʚʠʢʦʨʠʩʪʫʚʘʣʠ: 

ʽʩʥʫʶʯʽ ʤʝʪʦʜʠʢʠ ʪʘ ʤʝʪʨʠʢʠ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ, ʤʝʪʘʤʦʜʝʣʶʚʘʥʥʷ ʥʘ ʦʩʥʦʚʽ 

ʧʽʜʭʦʜʽʚ UML, ɹʘʻʩʦʚʽ ʤʝʨʝʞʽ (BN) ʪʘ ʯʘʩʪʢʦʚʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʽ ʤʘʨʢʦʚʩʴʢʽ ʧʨʦʮʝʩʠ 

ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ (POMDP). 

ʅʘʫʢʦʚʘ ʥʦʚʠʟʥʘ ʦʪʨʠʤʘʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ:  

¶ ʚʧʝʨʰʝ ʨʦʟʨʦʙʣʝʥʘ  ʤʝʪʘʤʦʜʝʣʴ ʥʘ ʦʩʥʦʚʽ ʤʝʪʦʜʦʣʦʛʽʾ UML ʜʣʷ 

ʦʙˇʨʫʥʪʦʚʘʥʦʛʦ ʧʝʨʝʭʦʜʫ ʚʽʜ ʢʦʥʮʝʧʪʫʘʣʴʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʦ ʨʦʟʨʦʙʢʠ 

ʢʽʣʴʢʽʩʥʦʾ ʤʦʜʝʣʽ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ. 

¶ ʚʧʝʨʰʝ ʧʦʙʫʜʦʚʘʥʘ ʤʘʪʝʤʘʪʠʯʥʘ ʤʦʜʝʣʴ ʜʣʷ ʨʘʥʥʴʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʟʘʛʨʦʟ 

ʢʽʙʝʨʘʪʘʢ ʥʘ ʝʥʝʨʛʦʦʙôʻʢʪ ʥʘ ʦʩʥʦʚʽ ʤʝʨʝʞ ɹʘʻʩʘ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʤʝʪʨʠʢ CVSS. 

¶ ʫʜʦʩʢʦʥʘʣʝʥʦ ʤʝʪʦʜ ʦʙʯʠʩʣʝʥʥʷ ʢʦʥʪʨʟʘʭʦʜʽʚ ʚ ʨʘʤʢʘʭ ʧʦʣʽʪʠʢʠ ʨʝʘʢʪʠʚʥʦʾ 

ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʘʪʘʢʘʤ ʥʘ ɯʊ-ʤʝʨʝʞʫ ʥʘ ʦʩʥʦʚʽ ʯʘʩʪʢʦʚʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ ʤʘʨʢʦʚʩʴʢʠʭ 

ʧʨʦʮʝʩʽʚ; 

¶ ʫʜʦʩʢʦʥʘʣʝʥʦ ʤʝʪʦʜ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʚ ʫʤʦʚʘʭ ʨʝʘʣʽʟʘʮʽʾ ʢʦʥʪʨʟʘʭʦʜʽʚ 

ʨʝʘʢʪʠʚʥʦʾ ʧʦʣʽʪʠʢʠ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʘʪʘʢʘʤ ʥʘ ʝʥʝʨʛʦʦʙôʻʢʪ;  

¶ ʜʽʩʪʘʣʦ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʚʠʪʢʫ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʦʥʷʪʽʡʥʦʛʦ ʘʧʘʨʘʪʫ ʜʣʷ 

ʨʦʟʨʦʙʢʠ ʤʦʜʝʣʝʡ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ.  
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¶ ʩʪʚʦʨʝʥʦ ̔ ʥʪʝʛʨʦʚʘʥʠʡ ʤʝʪʦʜ ʘʢʪʠʚʥʦʾ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʘʪʘʢʘʤ ʥʘ ʝʥʝʨʛʦʦʙôʻʢʪ 

ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʨʝʘʢʪʠʚʥʦʛʦ ʩʪʨʠʤʫʚʘʥʥʷ ʪʘ ʧʨʝʚʝʥʪʠʚʥʦʾ ʣʦʢʘʣʽʟʘʮʽʾ 

ʟʘʛʨʦʟʠ. 

ʇʨʘʢʪʠʯʥʝ ʟʥʘʯʝʥʥʷ ʦʪʨʠʤʘʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ:  

1. ʈʦʟʨʦʙʣʝʥʘ ʤʝʪʦʜʦʣʦʛʽʷ ʨʦʟʨʘʭʫʥʢʫ ʧʦʪʝʥʮʽʡʥʠʭ ʚʝʢʪʦʨʽʚ ʘʪʘʢ ʪʘ ʧʦʰʫʢʫ 

ʦʧʪʠʤʘʣʴʥʠʭ ʧʦʣʽʪʠʢ ʧʨʦʪʠʜʽʾ ʙʫʣʘ ʘʧʨʦʙʦʚʘʥʘ ʧʨʠ ʨʦʟʨʦʙʮʽ ʦʧʝʨʘʮʽʡʥʦʛʦ ʮʠʢʣʫ 

ʧʨʦʻʢʪʫ SALUS (ʇʦʩʠʣʝʥʥʷ ʧʨʘʚʦʦʭʦʨʦʥʥʦʾ ʜʽʷʣʴʥʦʩʪʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʧʝʨʝʜʦʚʠʭ 

ʽʥʩʪʨʫʤʝʥʪʽʚ ʢʨʠʤʽʥʘʣʽʩʪʠʯʥʦʾ ʝʢʩʧʝʨʪʠʟʠ ʥʘ ʙʘʟʽ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ ʪʘ ʚʜʦʩʢʦʥʘʣʝʥʠʭ 

ʩʭʝʤ ʨʦʟʩʣʽʜʫʚʘʥʥʷ, ʨʝʘʣʽʟʦʚʘʥʠʭ ʟʘ ʜʦʧʦʤʦʛʦʶ ʘʨʭʽʪʝʢʪʫʨʠ ʧʨʦʛʨʘʤʥʦ-ʚʠʟʥʘʯʝʥʦʾ 

ʤʝʨʝʞʽ ʙʝʟʧʝʢʠ ʷʢ ʧʦʩʣʫʛʠ), ʱʦ ʬʽʥʘʥʩʫʻʪʴʩʷ ɭʚʨʦʧʝʡʩʴʢʦʶ ʢʦʤʽʩʽʻʶ (ʇʨʦʻʢʪ 

101225719 ï HORIZON-CL3-2024- FCT-01-01). ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʦ ʤʦʜʝʣʶʚʘʥʥʷ 

ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ ɯʊ/ʆʊ ʤʝʨʝʞ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʝʥʝʨʛʝʪʠʯʥʠʭ ʦʙôʻʢʪʽʚ ʣʽʛ ʚ ʦʩʥʦʚʫ 

ʩʪʚʦʨʝʥʥʷ ʚʽʨʪʫʘʣʴʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʜʣʷ ʙʝʟʧʝʯʥʦʾ ʚʘʣʽʜʘʮʽʾ ʩʮʝʥʘʨʽʾʚ ʨʝʘʛʫʚʘʥʥʷ ʥʘ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ, ʙʝʟ ʨʠʟʠʢʫ ʧʦʨʫʰʝʥʥʷ ʪʝʭʥʦʣʦʛʽʯʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ. 

2. ʈʦʟʨʦʙʣʝʥʠʡ ʘʚʪʦʨʦʤ ʤʘʪʝʤʘʪʠʯʥʠʡ ʘʣʛʦʨʠʪʤ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʨʠʟʠʢʽʚ ʪʘ 

ʩʠʩʪʝʤʠ ʚʪʨʘʪ/ʚʠʪʨʘʪ ʥʘ ʦʩʥʦʚʽ ʡʤʦʚʽʨʥʽʩʥʠʭ ʤʝʨʝʞ ʽ ʧʨʦʮʝʩʽʚ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ 

ʜʦʟʚʦʣʠʚ ʧʝʨʝʡʪʠ ʚʽʜ ʝʢʩʧʝʨʪʥʠʭ ʷʢʽʩʥʠʭ ʦʮʽʥʦʢ ʜʦ ʜʠʥʘʤʽʯʥʦʛʦ ʨʦʟʨʘʭʫʥʢʫ ʚʝʢʪʦʨʽʚ 

ʘʪʘʢ, ʚʨʘʭʦʚʫʶʯʠ ʜʘʥʽ ʧʨʦ ʨʝʘʣʴʥʽ ʚʨʘʟʣʠʚʦʩʪʽ ʪʘ ʩʧʝʮʠʬʽʢʫ ʟʘʛʨʦʟ ʛʽʙʨʠʜʥʦʛʦ 

ʭʘʨʘʢʪʝʨʫ, ʧʨʠʪʘʤʘʥʥʠʭ ʧʦʪʦʯʥʦʤʫ ʙʝʟʧʝʢʦʚʦʤʫ ʩʝʨʝʜʦʚʠʱʫ ʚ ʝʥʝʨʛʝʪʠʯʥʦʤʫ ʩʝʢʪʦʨʽ 

ʋʢʨʘʾʥʠ. ɿʘʧʨʦʧʦʥʦʚʘʥʽ ʧʽʜʭʦʜʠ ʪʘ ʘʣʛʦʨʠʪʤʠ ʦʮʽʥʶʚʘʥʥʷ ʙʫʣʠ ʽʤʧʣʝʤʝʥʪʦʚʘʥʽ ʫ 

ʧʨʦʮʝʩʠ ʧʽʜʛʦʪʦʚʢʠ ʦʧʝʨʘʪʠʚʥʦʛʦ ʧʝʨʩʦʥʘʣʫ, ʚ ʢʦʥʪʝʢʩʪʽ ʬʦʨʤʫʚʘʥʥʷ ʥʘʚʯʘʣʴʥʠʭ 

ʧʨʦʛʨʘʤ ʋʢʨʗʊ ʪʘ ʨʝʛʣʘʤʝʥʪʽʚ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ ʥʘ ʦʩʥʦʚʽ 

ʨʝʪʨʦʩʧʝʢʪʠʚʥʦʛʦ ʘʥʘʣʽʟʫ ʢʽʙʝʨʘʪʘʢ ʥʘ ʫʢʨʘʾʥʩʴʢʫ ʝʥʝʨʛʝʪʠʯʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ. 

3. ɿʘʧʨʦʧʦʥʦʚʘʥʽ ʤʦʜʝʣʽ ʪʘ ʤʝʪʦʜʦʣʦʛʽʷ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʙʫʣʠ 

ʽʥʪʝʛʨʦʚʘʥʽ ʚ ʧʨʦʮʝʩ ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʧʨʠ ʨʦʙʦʪʽ ʟ ʨʝʘʣʴʥʠʤʠ ʩʠʩʪʝʤʘʤʠ ʥʘ 

ʫʢʨʘʾʥʩʴʢʠʭ ɸɽʉ. ʈʦʟʨʦʙʣʝʥʠʡ ʤʝʪʦʜ ʤʦʜʝʣʶʚʘʥʥʷ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ ʚ 

ʫʤʦʚʘʭ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʙʫʣʦ ʚʠʢʦʨʠʩʪʘʥʦ ʚ ʨʘʤʢʘʭ ʫʜʦʩʢʦʥʘʣʝʥʥʷ ʩʠʩʪʝʤ ʮʠʭ ʦʙôʻʢʪʽʚ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 
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4. ʈʦʟʨʦʙʣʝʥʠʡ ʧʦʨʷʜʦʢ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ ʪʘ ʘʣʛʦʨʠʪʤ ʧʦʰʫʢʫ 

ʦʧʪʠʤʘʣʴʥʠʭ ʧʦʣʽʪʠʢ ʧʨʦʪʠʜʽʾ ʙʫʣʠ ʚʠʢʦʨʠʩʪʘʥʽ ʧʨʠ ʨʦʟʨʦʙʮʽ ʧʘʢʝʪʽʚ ʪʝʭʥʽʯʥʦʾ 

ʜʦʢʫʤʝʥʪʘʮʽʾ: çʇʣʘʥ ʢʽʙʝʨʟʘʭʠʩʪʫè, çʇʨʦʛʨʘʤʘ ʪʘ ʤʝʪʦʜʠʢʘ ʚʠʧʨʦʙʫʚʘʥʴ ʢʽʙʝʨʟʘʭʠʩʪʫè, 

çɿʚʽʪ ʟ ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʜʦ ʢʽʙʝʨʟʘʛʨʦʟè ʪʘ çɿʚʽʪ ʟ ʨʝʘʣʽʟʘʮʽʾ ʢʽʙʝʨʟʘʭʠʩʪʫè.  

5. ʈʝʟʫʣʴʪʘʪʠ ʜʦʩʣʽʜʞʝʥʥʷ ʚʧʨʦʚʘʜʞʝʥʦ ʫ ʥʘʚʯʘʣʴʥʠʡ ʧʨʦʮʝʩ ʅʅ ʌʊɯ 

ʅʘʮʽʦʥʘʣʴʥʦʛʦ ʪʝʭʥʽʯʥʦʛʦ ʫʥʽʚʝʨʩʠʪʝʪʫ ʋʢʨʘʾʥʠ çʂʠʾʚʩʴʢʠʡ ʧʦʣʽʪʝʭʥʽʯʥʠʡ ʽʥʩʪʠʪʫʪ 

ʽʤʝʥʽ ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦè, ʟʦʢʨʝʤʘ ʫ ʥʘʚʯʘʣʴʥʠʡ ʢʫʨʩ çʉʠʩʪʝʤʥʽ ʪʝʭʥʦʣʦʛʽʾ ʜʣʷ 

ʟʘʩʪʦʩʫʚʘʥʴ Windowsè, ʱʦ ʧʽʜʪʚʝʨʜʞʫʻʪʴʩʷ ʨʦʟʨʦʙʢʦʶ ʥʘʚʯʘʣʴʥʦʛʦ ʧʦʩʽʙʥʠʢʘ: 

ʉʠʩʪʝʤʥʽ ʪʝʭʥʦʣʦʛʽʾ ʜʣʷ ʟʘʩʪʦʩʫʚʘʥʴ Windows. ʂʦʤʧôʶʪʝʨʥʠʡ ʧʨʘʢʪʠʢʫʤ [ɽʣʝʢʪʨʦʥʥʠʡ 

ʨʝʩʫʨʩ]: ʥʘʚʯʘʣʴʥʠʡ ʧʦʩʽʙʥʠʢ ʜʣʷ ʟʜʦʙʫʚʘʯʽʚ ʩʪʫʧʝʥʷ ʙʘʢʘʣʘʚʨʘ ʟʘ ʦʩʚʽʪʥʴʦʶ ʧʨʦʛʨʘʤʦʶ 

çʉʠʩʪʝʤʠ, ʪʝʭʥʦʣʦʛʽʾ ʪʘ ʤʘʪʝʤʘʪʠʯʥʽ ʤʝʪʦʜʠ ʢʽʙʝʨʙʝʟʧʝʢʠè ʟʘ ʦʩʚʽʪʥʽʤʠ ʧʨʦʛʨʘʤʘʤʠ 

çʉʠʩʪʝʤʠ, ʪʝʭʥʦʣʦʛʽʾ ʪʘ ʤʘʪʝʤʘʪʠʯʥʽ ʤʝʪʦʜʠ ʢʽʙʝʨʙʝʟʧʝʢʠè ʽ çʉʠʩʪʝʤʠ ʪʝʭʥʽʯʥʦʛʦ 

ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾè ʩʧʝʮʽʘʣʴʥʦʩʪʽ 125 ʂʽʙʝʨʙʝʟʧʝʢʘ ʪʘ ʟʘ ʦʩʚʽʪʥʴʦʶ ʧʨʦʛʨʘʤʦʶ 

çʄʘʪʝʤʘʪʠʯʥʽ ʤʝʪʦʜʠ ʤʦʜʝʣʶʚʘʥʥʷ, ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʦʙʨʘʟʽʚ ʪʘ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʦʨʫè 

ʩʧʝʮʽʘʣʴʥʦʩʪʽ 113 ʇʨʠʢʣʘʜʥʘ ʤʘʪʝʤʘʪʠʢʘ / ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ ; ʫʢʣʘʜ.: ʃ. ʖ. 

ɻʘʣʴʯʠʥʩʴʢʠʡ, ɺ. ɺ. ʃʠʯʠʢ. ï ɽʣʝʢʪʨʦʥʥʽ ʪʝʢʩʪʦʚʽ ʜʘʥʽ (1 ʬʘʡʣ: 1.49 ʄʙʘʡʪ). ï ʂʠʾʚ : ʂʇɯ 

ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ, 2023. ï 110 ʩ. ï ʅʘʟʚʘ ʟ ʝʢʨʘʥʘ. ï URL: 

https://ela.kpi.ua/handle/123456789/60346 (ʜʘʪʘ ʟʚʝʨʥʝʥʥʷ: 01.02.2026). 

ʆʩʦʙʠʩʪʠʡ ʚʥʝʩʦʢ ʟʜʦʙʫʚʘʯʘ ʚʽʜʦʙʨʘʞʝʥʠʡ ʫ ʥʘʫʢʦʚʠʭ ʧʨʘʮʷʭ [1-4].  

ʋ [1,2] ʟʜʦʙʫʚʘʯʝʤ ʚʠʢʦʥʘʥʦ ʬʦʨʤʫʚʘʥʥʷ ʧʦʥʷʪʽʡʥʦʛʦ ʘʧʘʨʘʪʫ ʪʘ ʟʜʽʡʩʥʝʥʦ 

ʧʝʨʝʭʽʜ ʚʽʜ ʷʢʽʩʥʠʭ ʜʦ ʢʽʣʴʢʽʩʥʠʭ ʧʦʢʘʟʥʠʢʽʚ, ʘ ʪʘʢʦʞ ʟʘʢʣʘʜʝʥʦ ʬʫʥʜʘʤʝʥʪ ʜʣʷ 

ʧʦʙʫʜʦʚʠ ʤʝʪʘʤʦʜʝʣ ̔ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʢʽʣʴʢʽʩʥʦʾ ʤʦʜʝʣʽ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ 

ʦʙôʻʢʪʘ. ʋ [3] ʟʜʦʙʫʚʘʯʝʤ ʧʨʦʚʝʜʝʥʦ ʤʦʜʝʣʶʚʘʥʥʷ ʟ ʤʝʪʦʶ ʧʦʤôʷʢʰʝʥʥʷ ʘʪʘʢ, ʷʢʽ 

ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʧʦʨʫʰʝʥʥʷ ʫʧʨʘʚʣʽʥʥʷ. ʋ [4] ʟʜʦʙʫʚʘʯʝʤ ʫʜʦʩʢʦʥʘʣʝʥʦ ʤʘʪʝʤʘʪʠʯʥʫ 

ʤʦʜʝʣʴ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ ʥʘ ʝʥʝʨʛʦʦʙôʻʢʪ ʥʘ ʦʩʥʦʚʽ ɹʘʻʩʦʚʦʾ ʤʝʨʝʞʽ ʪʘ 

ʨʦʟʨʦʙʣʝʥʦ ʤʝʪʦʜ ʘʢʪʠʚʥʦʾ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʘʪʘʢʘʤ ʜʣʷ ʤʝʨʝʞʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ ʚ 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ.  

https://ela.kpi.ua/handle/123456789/60346


35 
 

ɸʧʨʦʙʘʮʽʷ ʨʝʟʫʣʴʪʘʪʽʚ ʜʠʩʝʨʪʘʮʽʾ. ʈʝʟʫʣʴʪʘʪʠ ʜʦʩʣʽʜʞʝʥʴ, ʷʢʽ ʚʠʢʣʘʜʝʥʽ ʫ 

ʜʠʩʝʨʪʘʮʽʾ, ʜʦʧʦʚʽʜʘʣʠʩʴ ʥʘ ʚʩʝʫʢʨʘʾʥʩʴʢʠʭ ʪʘ ʤʽʞʥʘʨʦʜʥʠʭ ʢʦʥʬʝʨʝʥʮʽʷʭ:  

¶ ʃʠʯʠʢ ɺ. ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ. ʖ. ʇʦʰʫʢ ʦʧʪʠʤʘʣʴʥʦʾ ʧʦʣʽʪʠʢʠ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ ʥʘ ʦʩʥʦʚʽ ʯʘʩʪʢʦʚʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ 

ʧʨʦʮʝʩʽʚ. ʄʘʪʝʨʽʘʣʠ XʍV ʄʽʞʥʘʨʦʜʥʦʾ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʦʾ ʢʦʥʬʝʨʝʥʮʽʾ ɯʊɹ-2025 (ʤ. 

ʂʠʾʚ, ʋʢʨʘʾʥʘ, 11 ʛʨʫʜʥʷ 2025 ʨ.) / ɯʥʩʪʠʪʫʪ ʧʨʦʙʣʝʤ ʨʝʻʩʪʨʘʮʽʾ ʽʥʬʦʨʤʘʮʽʾ ʅɸʅ ʋʢʨʘʾʥʠ. 

ʂʠʾʚ : ɯʥʞʠʥʽʨʠʥʛ, 2025. ʉ. 126ï129. ISBN: 978-617-8180-04-1. URL: 

https://drive.google.com/file/d/1wMZcK5J8LJdnqUP-KLwBmVSgZuqtCAuJ/view (date of 

access: 1.02.2026). 

¶ ʃʠʯʠʢ ɺ.ɺ., ʌʨʦʣʦʚ ʇ.ɸ. ɯʤʽʪʘʮʽʷ ʢʽʙʝʨʘʪʘʢʠ ʪʘ ʢʽʣʴʢʽʩʥʠʡ ʦʙʨʘʭʫʥʦʢ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʙ'ʻʢʪʫ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʄʘʪʝʨʽʘʣʠ XXIII ɺʩʝʫʢʨʘʾʥʩʴʢʦʾ 

ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʦʾ ʢʦʥʬʝʨʝʥʮʽʾ ʩʪʫʜʝʥʪʽʚ, ʘʩʧʽʨʘʥʪʽʚ ʪʘ ʤʦʣʦʜʠʭ ʚʯʝʥʠʭ ñʊʝʦʨʝʪʠʯʥʽ ʽ 

ʧʨʠʢʣʘʜʥʽ ʧʨʦʙʣʝʤʠ ʬʽʟʠʢʠ, ʤʘʪʝʤʘʪʠʢʠ ʪʘ ʽʥʬʦʨʤʘʪʠʢʠò ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ (14 

ï 17 ʪʨʘʚʥʷ 2025 ʨ., ʤ. ʂʠʾʚ, ʋʢʨʘʾʥʘ). ʉ. 200-202. URL: http://conf.ipt.kpi.ua/arxiv/2025-

2/ (date of access: 1.02.2026). 

¶ ʆʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʨʦʟʧʦʜʽʣʴʯʦʾ ʩʠʩʪʝʤʠ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʫ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʥʘ ʦʩʥʦʚʽ ʤʝʨʝʞ ɹʘʡʻʩʘ. ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // ɯɯɯ 

ɺʩʝʫʢʨʘʾʥʩʴʢʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ çTheoretical and Applied Cybersecurity» 

(TACS-2025). 29 ʪʨʘʚʥʷ 2025 ʨ. ʉ. 109-112. URL: https://is.ipt.kpi.ua/pdf/TACS-25el.pdf 

(date of access: 1.02.2026). 

¶ ɸʧʨʦʙʘʮʽʷ ʤʦʜʝʣʝʡ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ ʝʥʝʨʛʦʩʠʩʪʝʤʠ. 

ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // XXIV ʄʽʞʥʘʨʦʜʥʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ 

çɯʥʬʦʨʤʘʮʽʡʥʽ ʪʝʭʥʦʣʦʛʽʾ ʪʘ ʙʝʟʧʝʢʘè (ɯʊɹ-2024) ʚʽʜ ɯʥʩʪʠʪʫʪʫ ʧʨʦʙʣʝʤ ʨʝʻʩʪʨʘʮʽʾ 

ʽʥʬʦʨʤʘʮʽʾ ʅʘʮʽʦʥʘʣʴʥʦʾ ʘʢʘʜʝʤʽʾ ʥʘʫʢ ʋʢʨʘʾʥʠ, 19 ʛʨʫʜʥʷ 2024 ʨ. ʉ. 103-106. URL: 

http://dwl.kiev.ua/its-ua/itb-2024_merged.pdf (date of access: 1.02.2026). 

¶ ʃʠʯʠʢ ɺ.ɺ. & ʅʝʯʘʻʚ ʆ.ʆ. (2024). ʇʦʨʽʚʥʷʣʴʥʘ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘ ʤʝʪʦʜʦʣʦʛʽʡ 

ʪʘ ʤʝʪʨʠʢ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 5th International 

https://drive.google.com/file/d/1wMZcK5J8LJdnqUP-KLwBmVSgZuqtCAuJ/view
http://conf.ipt.kpi.ua/arxiv/2025-2/
http://conf.ipt.kpi.ua/arxiv/2025-2/
https://is.ipt.kpi.ua/pdf/TACS-25el.pdf
http://dwl.kiev.ua/its-ua/itb-2024_merged.pdf
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Scientific and Practical Conference «Modern directions and movements in science» (June 16-

18, 2024; Luxembourg, Grand Duchy of Luxembourg). URL: 

https://archive.interconf.center/index.php/conference-proceeding/article/view/6502 (date of 

access: 1.02.2026). 

¶ ʈʦʟʨʦʙʢʘ ʤʝʪʘʤʦʜʝʣʽ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʨʽʟʥʠʭ ʨʽʚʥʽʚ. ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // ɼʨʫʛʘ ɺʩʝʫʢʨʘʾʥʩʴʢʘ 

ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ "Theoretical and Applied Cybersecurity" (TACS-2024), 30 

ʪʨʘʚʥʷ 2024 ʨ. ʉ. 111-114. URL: http://www.is.ipt.kpi.ua/pdf/T24.pdf (date of access: 

1.02.2026). 

¶ ʄʝʪʘʤʦʜʝʣʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // XV ɺʩʝʫʢʨʘʾʥʩʴʢʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ 

çɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʫʧʨʘʚʣʽʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʶ ʙʝʟʧʝʢʦʶ ʜʝʨʞʘʚʠè ʚʽʜ ʅʘʮʽʦʥʘʣʴʥʦʾ 

ʘʢʘʜʝʤʽʾ ʉʣʫʞʙʠ ʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠ, 21 ʙʝʨʝʟʥʷ 2024 ʨ. 

¶ ʆʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʙ'ʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // XXIII ʄʽʞʥʘʨʦʜʥʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ 

çɯʥʬʦʨʤʘʮʽʡʥʽ ʪʝʭʥʦʣʦʛʽʾ ʪʘ ʙʝʟʧʝʢʘè (ɯʊɹ-2023) ʚʽʜ ɯʥʩʪʠʪʫʪʫ ʧʨʦʙʣʝʤ ʨʝʻʩʪʨʘʮʽʾ 

ʽʥʬʦʨʤʘʮʽʾ ʅʘʮʽʦʥʘʣʴʥʦʾ ʘʢʘʜʝʤʽʾ ʥʘʫʢ ʋʢʨʘʾʥʠ, 30 ʣʠʩʪʦʧʘʜʘ 2023 ʨ. ʉ. 122-125. URL: 

http://dwl.kiev.ua/its-ua/itb-2023_merged.pdf (date of access: 1.02.2026). 

¶ ʇʨʦʙʣʝʤʘʪʠʢʘ ʧʽʜʙʦʨʫ ʤʝʪʨʠʢ ʜʣʷ ʦʮʽʥʢʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ. ʃʠʯʠʢ 

ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // ʄʽʞʥʘʨʦʜʥʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ çɾʠʚʫʯʽʩʪʴ ʪʘ 

ʨʝʟʠʣʴʻʥʪʥʽʩʪʴ ï 2023» («Survivability & Resilience ï 2023è) ʚʽʜ ɯʥʩʪʠʪʫʪʫ ʧʨʦʙʣʝʤ 

ʨʝʻʩʪʨʘʮʽʾ ʽʥʬʦʨʤʘʮʽʾ ʅɸʅ ʋʢʨʘʾʥʠ ʪʘ ɯʥʩʪʠʪʫʪʫ ʧʨʦʙʣʝʤ ʤʦʜʝʣʶʚʘʥʥʷ ʚ ʝʥʝʨʛʝʪʠʮʽ ʽʤ. 

ɻ.ɭ. ʇʫʭʦʚʘ ʅɸʅ ʋʢʨʘʾʥʠ, 19 ʞʦʚʪʥʷ 2023ʨ. ʉ. 65-68. URL: https://ipme.kiev.ua/wp-

content/uploads/2023/11 (date of access: 1.02.2026). 

¶ ʇʨʦʙʣʝʤʘʪʠʢʘ ʧʽʜʙʦʨʫ ʤʝʪʨʠʢ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʦʮʽʥʢʠ ʦʙôʻʢʪʽʚ ʨʽʟʥʠʭ 
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¶ ʅʝʦʙʭʽʜʥʽʩʪʴ ʧʦʰʫʢʫ ʨʽʰʝʥʥʷ ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʃʠʯʠʢ ɺ.ɺ., ɻʘʣʴʯʠʥʩʴʢʠʡ ʃ.ʖ. // 

XɯV ɺʩʝʫʢʨʘʾʥʩʴʢʘ ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʘ ʢʦʥʬʝʨʝʥʮʽʷ çɸʢʪʫʘʣʴʥʽ ʧʨʦʙʣʝʤʠ ʫʧʨʘʚʣʽʥʥʷ 

ʽʥʬʦʨʤʘʮʽʡʥʦʶ ʙʝʟʧʝʢʦʶ ʜʝʨʞʘʚʠè ʚʽʜ ʅʘʮʽʦʥʘʣʴʥʦʾ ʘʢʘʜʝʤʽʾ ʉʣʫʞʙʠ ʙʝʟʧʝʢʠ. 30 

ʙʝʨʝʟʥʷ 2023 ʨ. ʉ. 507-510. URL: https://nasbu.edu.ua/uploads/p_57_92088934.pdf (date of 

access: 1.02.2026). 

ʇʫʙʣʽʢʘʮʽʾ. ɿʘ ʤʘʪʝʨʽʘʣʘʤʠ ʜʠʩʝʨʪʘʮʽʾ ʦʧʫʙʣʽʢʦʚʘʥʦ 15 ʨʦʙʽʪ, 4 ʟ ʷʢʠʭ ï ʩʪʘʪʪʽ ʫ 

ʞʫʨʥʘʣʘʭ ʽ ʟʙʽʨʥʠʢʘʭ ʥʘʫʢʦʚʠʭ ʧʨʘʮʴ, ʱʦ ʚʭʦʜʷʪʴ ʜʦ ʧʝʨʝʣʽʢʫ ʬʘʭʦʚʠʭ ʚʠʜʘʥʴ, 

ʟʘʪʚʝʨʜʞʝʥʠʭ ʄʆʅ ʋʢʨʘʾʥʠ ʟʘ ʩʧʝʮʽʘʣʴʥʽʩʪʶ ʜʠʩʝʨʪʘʮʽʾ ʘʙʦ ʫ ʧʝʨʽʦʜʠʯʥʠʭ ʚʠʜʘʥʥʷʭ 

ʽʥʦʟʝʤʥʠʭ ʜʝʨʞʘʚ ʪʘ 11 ʪʝʟ ʥʘʫʢʦʚʦ ʧʨʘʢʪʠʯʥʠʭ ʢʦʥʬʝʨʝʥʮʽʡ. 

ʉʪʨʫʢʪʫʨʘ ʪʘ ʦʙʩʷʛ ʜʠʩʝʨʪʘʮʽʾ. ɼʠʩʝʨʪʘʮʽʷ ʩʢʣʘʜʘʻʪʴʩʷ ʽʟ ʘʥʦʪʘʮʽʾ, ʚʩʪʫʧʫ, 

ʯʦʪʠʨʴʦʭ ʨʦʟʜʽʣʽʚ, ʚʠʩʥʦʚʢʽʚ, ʩʧʠʩʢʫ ʚʠʢʦʨʠʩʪʘʥʠʭ ʜʞʝʨʝʣ. ʈʦʙʦʪʘ ʤʽʩʪʠʪʴ 246 ʩʪʦʨʽʥʦʢ, 

ʫ ʪʦʤʫ ʯʠʩʣʽ: 182 ʩʪʦʨʽʥʢʠ ʦʩʥʦʚʥʦʛʦ ʪʝʢʩʪʫ, 64 ʨʠʩʫʥʢʠ, 22 ʪʘʙʣʠʮ,̔ ʩʧʠʩʦʢ 

ʚʠʢʦʨʠʩʪʘʥʠʭ ʜʞʝʨʝʣ ʽʟ 125 ʥʘʡʤʝʥʫʚʘʥʥʷ ʥʘ 14 ʩʪʦʨʽʥʢʘʭ ʪʘ 4 ʜʦʜʘʪʢʠ. 

  

https://nasbu.edu.ua/uploads/p_57_92088934.pdf
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ʈʆɿɼɯʃ 1  

ɸʅɸʃɯɿ ʉʋʏɸʉʅʀʍ ʇɯɼʍʆɼɯɺ ʊɸ ʄɽʊʈʀʂ ɼʃʗ ʆʎɯʅʂʀ 

ʂɯɹɽʈʉʊɯʁʂʆʉʊɯ ʉʀʉʊɽʄ ʊɸ ʄɽʈɽɾ ʆɹôɭʂʊɯɺ ʂʈʀʊʀʏʅʆɰ 

ɯʅʌʈɸʉʊʈʋʂʊʋʈʀ 

1.1 ʇʦʥʷʪʽʡʥʠʡ ʘʧʘʨʘʪ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʪʘ ʤʝʪʨʠʢʠ ʦʮʽʥʢʠ 

ɸʢʪʫʘʣʴʥʽ ʧʦʜʽʾ ʷʢ ʚ ʋʢʨʘʾʥʽ, ʪʘʢ ʽ ʥʘ ʛʣʦʙʘʣʴʥʦʤʫ ʨʽʚʥʽ, ʘʢʪʫʘʣʽʟʫʚʘʣʠ ʧʨʦʙʣʝʤʫ 

ʩʧʨʦʤʦʞʥʦʩʪʽ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʦʙ'ʻʢʪʽʚ ʪʘ ʦʨʛʘʥʽʟʘʮʽʡ ʟʙʝʨʽʛʘʪʠ ʙʝʟʧʝʨʝʙʽʡʥʫ 

ʧʨʘʮʝʟʜʘʪʥʽʩʪʴ ʚ ʫʤʦʚʘʭ ʜʝʩʪʨʫʢʪʠʚʥʠʭ ʟʦʚʥʽʰʥʽʭ ʢʽʙʝʨʚʧʣʠʚʽʚ ʪʘ ʜʝʬʽʮʠʪʫ ʨʝʩʫʨʩʽʚ. ɿ 

ʦʛʣʷʜʫ ʥʘ ʮʝ, ʥʘʨʘʟʽ ʛʘʨʘʥʪʫʚʘʥʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʥʘʙʫʚʘʻ ʚʠʨʽʰʘʣʴʥʦʛʦ ʟʥʘʯʝʥʥʷ 

ʜʣʷ ʩʪʘʙʽʣʴʥʦʾ ʨʦʙʦʪʠ ʧʨʦʤʠʩʣʦʚʠʭ ʛʘʣʫʟʝʡ, ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʽ, ʱʦ ʧʽʜʪʚʝʨʜʞʫʻ 

ʜʦʩʚʽʜ ʥʦʚʽʪʥʴʦʾ ʛʽʙʨʠʜʥʦʾ ʚʽʡʥʠ, ʜʣʷ ʧʦʚʥʦʮʽʥʥʦʾ ʞʠʪʪʻʜʽʷʣʴʥʦʩʪʽ ʮʽʣʠʭ ʢʨʘʾʥ. 

ʅʘʧʨʠʢʣʘʜ, ʢʽʙʝʨʘʪʘʢʠ ʚ ʝʥʝʨʛʝʪʠʯʥʦʤʫ ʩʝʢʪʦʨʽ ʘʙʦ ʫ ʽʥʰʠʭ ʩʬʝʨʘʭ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʟʜʘʪʥʽ ʟʘʚʜʘʪʠ ʰʢʦʜʠ ʥʝ ʪʽʣʴʢʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʫʨʘʞʝʥʦʤʫ ʩʝʢʪʦʨʫ, ʘ ʡ 

ʩʧʨʠʯʠʥʠʪʠ ʤʘʩʰʪʘʙʥʽ ʥʘʩʣʽʜʢʠ ʜʣʷ ʥʘʮʽʦʥʘʣʴʥʦʾ ʝʢʦʥʦʤʽʢʠ, ʘ ʪʘʢʦʞ ʩʦʮʽʘʣʴʥʦʾ ʪʘ 

ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʦʾ ʩʠʩʪʝʤʠ ʜʝʨʞʘʚʠ ʚ ʮʽʣʦʤʫ. ʆʩʥʦʚʥʽ ʨʝʟʫʣʴʪʘʪʠ ʮʴʦʛʦ ʧʽʜʨʦʟʜʽʣʫ ʙʫʣʠ 

ʦʧʫʙʣʽʢʦʚʘʥʽ ʟʜʦʙʫʚʘʯʝʤ ʫ ʧʨʘʮʽ [1]. 

ɿʘʛʘʣʦʤ, ʧʦʥʷʪʪʷ çʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴè ʫʚʽʡʰʣʦ ʜʦ ʚʞʠʪʢʫ ʧʦʨʽʚʥʷʥʦ ʥʝʜʘʚʥʦ ʽ 

ʧʦʢʠ ʱʦ ʥʝ ʦʪʨʠʤʘʣʦ ʟʘʛʘʣʴʥʦʧʨʠʡʥʷʪʦʛʦ ʪʨʘʢʪʫʚʘʥʥʷ ʩʝʨʝʜ ʫʢʨʘʾʥʩʴʢʠʭ ʥʘʫʢʦʚʮʽʚ, ʘ 

ʪʘʢʦʞ ʬʘʭʽʚʮʽʚ ʛʘʣʫʟʽ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʪʘ ʢʽʙʝʨʟʘʭʠʩʪʫ. ʅʘʨʘʟʽ ʜʘʥʠʡ ʪʝʨʤʽʥ 

ʚʽʜʩʫʪʥʽʡ ʫ ʥʘʮʽʦʥʘʣʴʥʠʭ ʩʪʘʥʜʘʨʪʘʭ, ʱʦ ʨʝʛʣʘʤʝʥʪʫʶʪʴ ʝʢʩʧʣʫʘʪʘʮʽʶ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʪʘ 

ʽʥʬʦʨʤʘʮʽʡʥʦ-ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ. ɺʦʜʥʦʯʘʩ, ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʯ. 2 ʩʪ. 6 ɿʘʢʦʥʫ 

ʋʢʨʘʾʥʠ çʇʨʦ ʦʩʥʦʚʥʽ ʟʘʩʘʜʠ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠè, ʫʨʷʜʦʚʦʶ 

ʧʦʩʪʘʥʦʚʦʶ [5] ʟʘʪʚʝʨʜʞʝʥʦ ɿʘʛʘʣʴʥʽ ʚʠʤʦʛʠ ʜʦ ʢʽʙʝʨʟʘʭʠʩʪʫ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʋ ʮʴʦʤʫ ʜʦʢʫʤʝʥʪʽ ʟʘʟʥʘʯʘʻʪʴʩʷ ʥʝʦʙʭʽʜʥʽʩʪʴ ʧʽʜʪʨʠʤʘʥʥʷ ʜʦʩʪʫʧʥʦʩʪʽ 

ʪʘ ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʘʧʘʨʘʪʥʠʭ ʩʢʣʘʜʦʚʠʭ ʽ ʮʠʬʨʦʚʠʭ ʨʝʩʫʨʩʽʚ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ɺʞʠʚʘʥʥʷ ʪʝʨʤʽʥʘ çʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴè ʫ ʚʢʘʟʘʥʦʤʫ 
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ʥʦʨʤʘʪʠʚʥʦ-ʧʨʘʚʦʚʦʤʫ ʘʢʪʽ ʻ ʧʨʘʚʦʤʽʨʥʠʤ, ʘʜʞʝ ʚʦʥʦ ʫʟʛʦʜʞʫʻʪʴʩʷ ʟ ʥʠʟʢʦʶ ʜʝʨʞʘʚʥʠʭ 

ʩʪʘʥʜʘʨʪʽʚ, ʟʦʢʨʝʤʘ ʟ ɼʉʊʋ 2506-94 (çɿʘʩʦʙʠ ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʪʝʭʥʽʢʠ. ɺʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴ 

ʽ ʞʠʚʫʯʽʩʪʴ. ɿʘʛʘʣʴʥʽ ʪʝʭʥʽʯʥʽ ʚʠʤʦʛʠè). 

ʇʨʦʪʝ ʩʬʝʨʘ ʦʭʦʧʣʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ ʥʝ ʦʙʤʝʞʫʻʪʴʩʷ ʣʠʰʝ ʢʨʠʪʠʯʥʦʶ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ; ʚʦʥʘ ʧʦʰʠʨʶʻʪʴʩʷ ʤʘʡʞʝ ʥʘ ʚʩʽ ʥʘʧʨʷʤʢʠ ʣʶʜʩʴʢʦʾ ʜʽʷʣʴʥʦʩʪʽ, 

ʦʩʢʽʣʴʢʠ ʾʭʥʻ ʧʦʚʥʦʮʽʥʥʝ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʴʦʛʦʜʥʽ ʥʝʤʦʞʣʠʚʝ ʙʝʟ ʽʥʬʦʨʤʘʮʽʡʥʦ-

ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʪʘ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʪʝʭʥʦʣʦʛʽʡ. ɿʘʛʘʣʴʥʦʚʽʜʦʤʦ, ʱʦ ʢʽʙʝʨʥʝʪʠʯʥʽ ʟʘʛʨʦʟʠ 

ʥʘʨʘʟʽ ʘʢʪʫʘʣʴʥʽ ʜʣʷ ʙʫʜʴ-ʷʢʦʾ ʛʘʣʫʟʽ, ʜʝ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʦʙʯʠʩʣʶʚʘʣʴʥʽ ʨʝʩʫʨʩʠ. ʎʽʣʢʦʤ 

ʦʯʝʚʠʜʥʦ, ʱʦ ʩʧʨʦʤʦʞʥʽʩʪʴ ʧʨʦʪʠʜʽʷʪʠ ʮʠʤ ʥʝʙʝʟʧʝʢʘʤ ʟʘʣʝʞʠʪʴ ʥʝ ʚʠʢʣʶʯʥʦ ʚʽʜ 

ʙʘʟʦʚʦʛʦ ʨʽʚʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʩʠʩʪʝʤʠ, ʘ ʧʦʪʨʝʙʫʻ ʙʽʣʴʰ ʢʦʤʧʣʝʢʩʥʦʛʦ 

ʨʦʟʛʣʷʜʫ. 

ʂʣʘʩʠʯʥʘ ʢʽʙʝʨʙʝʟʧʝʢʘ ʦʨʽʻʥʪʦʚʘʥʘ ʧʝʨʝʚʘʞʥʦ ʥʘ ʧʨʝʚʝʥʪʠʚʥʽ ʟʘʭʦʜʠ ʱʦʜʦ 

ʢʽʙʝʨʘʪʘʢ ʪʘ ʽʥʰʠʭ ʽʥʮʠʜʝʥʪʽʚ, ʘ ʪʘʢʦʞ ʥʘ ʟʤʝʥʰʝʥʥʷ ʧʦʪʝʥʮʽʡʥʠʭ ʟʙʠʪʢʽʚ ʚʽʜ ʥʠʭ. ɺʦʥʘ 

ʦʭʦʧʣʶʻ ʷʢ ʪʝʭʥʽʯʥʽ ʽʥʩʪʨʫʤʝʥʪʠ ʙʣʦʢʫʚʘʥʥʷ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞ 

(ʤʽʞʤʝʨʝʞʝʚʽ ʝʢʨʘʥʠ, ʘʥʪʠʚʽʨʫʩʥʽ ʧʨʦʛʨʘʤʠ, ʩʠʩʪʝʤʠ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ), ʪʘʢ ʽ 

ʦʨʛʘʥʽʟʘʮʽʡʥʽ ʤʝʪʦʜʠ, ʥʘʧʨʠʢʣʘʜ, ʧʨʦʬʽʣʴʥʝ ʥʘʚʯʘʥʥʷ ʢʦʨʠʩʪʫʚʘʯʽʚ. ʂʨʽʤ ʪʦʛʦ, ʜʦ ʾʾ 

ʩʢʣʘʜʫ ʚʭʦʜʷʪʴ ʩʪʨʘʪʝʛʽʾ ʦʧʝʨʘʪʠʚʥʦʾ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʘʢʪʠʚʥʠʭ ʟʘʛʨʦʟ ʪʘ ʰʚʠʜʢʦʛʦ 

ʨʝʘʛʫʚʘʥʥʷ ʟʘʜʣʷ ʣʦʢʘʣʽʟʘʮʽʾ ʾʭʥʴʦʛʦ ʥʝʛʘʪʠʚʥʦʛʦ ʚʧʣʠʚʫ. 

ɺʦʜʥʦʯʘʩ ʧʨʦʪʷʛʦʤ ʦʩʪʘʥʥʽʭ ʨʦʢʽʚ ʫ ʧʨʦʬʝʩʽʡʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʩʬʦʨʤʫʚʘʣʦʩʷ 

ʯʽʪʢʝ ʨʦʟʫʤʽʥʥʷ: ʧʦʧʨʠ ʪʝ, ʱʦ ʢʣʘʩʠʯʥʘ ʢʽʙʝʨʙʝʟʧʝʢʘ ʟʘʣʠʰʘʻʪʴʩʷ ʬʫʥʜʘʤʝʥʪʘʣʴʥʠʤ 

ʚʠʢʣʠʢʦʤ, ʚʦʥʘ ʚʠʩʪʫʧʘʻ ʣʠʰʝ ʦʜʥʠʤ ʽʟ ʢʦʤʧʦʥʝʥʪʽʚ ʙʽʣʴʰ ʛʣʦʙʘʣʴʥʦʛʦ ʟʘʚʜʘʥʥʷ ï 

ʛʘʨʘʥʪʫʚʘʥʥʷ ʙʝʟʧʝʨʝʙʽʡʥʦʾ ʞʠʪʪʻʜʽʷʣʴʥʦʩʪʽ ʩʠʩʪʝʤ ʪʘ ʦʨʛʘʥʽʟʘʮʽʡ. ɺʽʜʪʘʢ, 

ʘʢʪʫʘʣʽʟʫʻʪʴʩʷ ʧʠʪʘʥʥʷ ʧʨʦ ʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴ ʩʠʩʪʝʤ ʚ ʮʽʣʦʤʫ ʧʨʠ ʥʘʷʚʥʦʩʪʽ ʢʽʙʝʨʟʘʛʨʦʟ. 

ʆʧʠʩʘʥʘ ʪʝʥʜʝʥʮʽʷ ʥʦʩʠʪʴ ʟʘʛʘʣʴʥʦʩʚʽʪʦʚʠʡ ʭʘʨʘʢʪʝʨ ʽ ʧʦʚʥʦʶ ʤʽʨʦʶ ʧʦʰʠʨʶʻʪʴʩʷ ʥʘ 

ʦʙ'ʻʢʪʠ ʚʽʪʯʠʟʥʷʥʦʾ ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʗʢ ʥʘʩʣʽʜʦʢ, ʚʠʥʠʢʘʻ ʥʘʛʘʣʴʥʘ ʧʦʪʨʝʙʘ 

ʩʬʦʢʫʩʫʚʘʪʠ ʫʚʘʛʫ ʥʘ ʢʦʥʮʝʧʮʽʾ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, ʘ ʩʘʤʝ ʥʘ ʰʣʷʭʘʭ ʾʾ ʧʨʘʢʪʠʯʥʦʾ 

ʽʤʧʣʝʤʝʥʪʘʮʽʾ. ʉʚʦʻʶ ʯʝʨʛʦʶ, ʢʦʨʠʩʥʽʩʪʴ ʪʘ ʧʨʠʢʣʘʜʥʝ ʟʥʘʯʝʥʥʷ ʮʴʦʛʦ ʧʦʥʷʪʪʷ 
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ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟʘʣʝʞʘʪʴ ʚʽʜ ʥʘʷʚʥʦʩʪʽ ʝʬʝʢʪʠʚʥʠʭ ʤʝʭʘʥʽʟʤʽʚ ʚʠʤʽʨʶʚʘʥʥʷ ʡ 

ʦʮʽʥʶʚʘʥʥʷ ʨʽʚʥʷ ʪʘʢʦʾ ʩʪʽʡʢʦʩʪʽ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʧʠʪʘʥʥʷ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʚʢʨʘʡ 

ʦʙʤʝʞʝʥʠʤ ʦʙʩʷʛʦʤ ʧʫʙʣʽʢʘʮʽʡ ʫ ʚʽʪʯʠʟʥʷʥʦʤʫ ʥʘʫʢʦʚʦʤʫ ʧʨʦʩʪʦʨʽ, ʱʦ ʨʽʟʢʦ ʢʦʥʪʨʘʩʪʫʻ 

ʟ ʤʘʩʰʪʘʙʥʠʤ ʤʘʩʠʚʦʤ ʜʦʩʣʽʜʞʝʥʴ ʫ ʟʘʨʫʙʽʞʥʠʭ - ̫ ʢ ʟʘʭʽʜʥʠʭ, ʪʘʢ ʽ ʩʭʽʜʥʠʭ ï ʜʞʝʨʝʣʘʭ. 

ɿʦʢʨʝʤʘ, ʫ ʧʨʘʮʽ [6] ʥʘʛʦʣʦʰʫʻʪʴʩʷ, ʱʦ ʩʪʘʥʦʤ ʥʘ 2020 ʨʽʢ ʫʢʨʘʾʥʩʴʢʠʤʠ ʜʦʩʣʽʜʥʠʢʘʤʠ 

ʙʫʣʦ ʦʧʨʠʣʶʜʥʝʥʦ ʣʠʰʝ ʦʜʥʫ ʩʪʘʪʪʶ ʟʘ ʮʠʤ ʥʘʧʨʷʤʦʤ, ʪʦʜʽ ʷʢ ʥʘʫʢʦʚʮʽ ʟʽ ʉʐɸ 

ʚʠʧʫʩʪʠʣʠ 73 ʨʦʙʦʪʠ, ʘ ʘʚʪʦʨʠ ʟ ʂʅʈ ï 48. ʊʘʢʦʞ ʚʘʨʪʦ ʟʚʝʨʥʫʪʠ ʫʚʘʛʫ ʥʘ ʪʝ, ʱʦ ʚ ʫʩʽʡ 

ʘʥʛʣʦʤʦʚʥʽʡ ʬʘʭʦʚʽʡ ʣʽʪʝʨʘʪʫʨʽ ʜʦʩʷʛʥʫʪʦ ʩʪʽʡʢʦʛʦ ʢʦʥʩʝʥʩʫʩʫ ʱʦʜʦ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʪʝʨʤʽʥʘ «Cyber resilience» ̫ ʢ ʘʙʩʦʣʶʪʥʦʛʦ ʝʢʚʽʚʘʣʝʥʪʘ ʧʦʥʷʪʪʷ, ʷʢʝ ʤʠ ʚʠʟʥʘʯʘʻʤʦ ʷʢ 

çʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴè ʘʙʦ çʢʽʙʝʨʩʪʽʡʢʽʩʪʴè. 

ɿʚʘʞʘʶʯʠ ʥʘ ʮʝ, ʧʦʩʪʘʻ ʦʙ'ʻʢʪʠʚʥʘ ʧʦʪʨʝʙʘ ʫ ʧʽʜʛʦʪʦʚʮʽ ʢʦʤʧʣʝʢʩʥʦʛʦ 

ʘʥʘʣʽʪʠʯʥʦʛʦ ʦʛʣʷʜʫ ʱʦʜʦ ʧʦʪʦʯʥʦʛʦ ʩʪʘʥʫ ʤʝʪʦʜʽʚ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ 

ʦʨʛʘʥʽʟʘʮʽʡʥʠʭ ʩʪʨʫʢʪʫʨ ʪʘ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʚ ʫʤʦʚʘʭ ʙʝʟʧʝʨʝʨʚʥʦʛʦ 

ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʢʽʙʝʨʥʝʪʠʯʥʠʭ ʟʘʛʨʦʟ. 

ʇʝʨʝʜ ʪʠʤ ʷʢ ʧʝʨʝʭʦʜʠʪʠ ʜʦ ʜʝʪʘʣʴʥʦʛʦ ʨʦʟʛʣʷʜʫ ʤʝʪʨʠʢ ʽ ʟʘʩʥʦʚʘʥʠʭ ʥʘ ʥʠʭ 

ʬʨʝʡʤʚʦʨʢʽʚ ʦʮʽʥʶʚʘʥʥʷ, ʜʦʮʽʣʴʥʦ ʩʬʦʢʫʩʫʚʘʪʠʩʷ ʥʘ ʩʘʤʽʡ ʩʫʪʥʦʩʪʽ ʢʦʥʮʝʧʮʽʾ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ. ʅʘ ʈʠʩʫʥʢʫ 1.1 ʧʨʦʽʣʶʩʪʨʦʚʘʥʦ ʫʥʽʚʝʨʩʘʣʴʥʫ ʤʦʜʝʣʴ ʩʪʽʡʢʦʩʪʽ ʜʦ 

ʚʽʜʤʦʚ: ʩʠʩʪʝʤʘ ʯʘʩʪʢʦʚʦ ʚʪʨʘʯʘʻ ʧʨʘʮʝʟʜʘʪʥʽʩʪʴ ʚʥʘʩʣʽʜʦʢ ʜʝʩʪʨʫʢʪʠʚʥʦʛʦ ʽʥʮʠʜʝʥʪʫ, 

ʧʨʦʪʝ ʟʜʘʪʥʘ ʚʽʜʥʦʚʠʪʠ ʩʚʦʾ ʬʫʥʢʮʽʾ (ʭʦʯʘ ʙ ʜʦ ʧʨʠʡʥʷʪʥʦʛʦ ʨʽʚʥʷ) ʟʘ ʦʙʤʝʞʝʥʠʡ 

ʧʨʦʤʽʞʦʢ ʯʘʩʫ. ɼʘʥʘ ʤʦʜʝʣʴ ʫ ʟʘʛʘʣʴʥʦʤʫ ʚʠʛʣʷʜʽ  ʻ ʮʽʣʢʦʤ ʨʝʣʝʚʘʥʪʥʘ ʜʣʷ ʩʠʩʪʝʤ, ʷʢʽ 

ʟʘʟʥʘʶʪʴ ʰʢʦʜʠ ʚʽʜ ʢʽʙʝʨʟʘʛʨʦʟ. 

ʉʫʯʘʩʥʘ ʥʘʫʢʦʚʘ ʩʧʽʣʴʥʦʪʘ ʧʨʦʧʦʥʫʻ ʟʥʘʯʥʫ ʢʽʣʴʢʽʩʪʴ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʪʨʘʢʪʫʚʘʥʴ 

ʪʝʨʤʽʥʘ çʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴè (ʘʥʛʣ. ï Cyber resilience). ʅʝ ʤʘʶʯʠ ʥʘ ʤʝʪʽ 

ʬʦʨʤʫʣʶʚʘʪʠ ʚʣʘʩʥʫ ʜʝʬʽʥʽʮʽʶ ʮʴʦʛʦ ʙʘʛʘʪʦʛʨʘʥʥʦʛʦ ʷʚʠʱʘ, ʘʚʪʦʨʠ ʧʦʜʽʣʷʶʪʴ ʧʦʟʠʮʽʶ 

ʬʘʭʽʚʮʽʚ, ʷʢʽ ʪʨʘʢʪʫʶʪʴ ʡʦʛʦ ʷʢ ʩʧʨʦʤʦʞʥʽʩʪʴ ʦʙʯʠʩʣʶʚʘʣʴʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʦʙ'ʻʢʪʘ 

ʚʠʪʨʠʤʫʚʘʪʠ ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ, ʘʜʝʢʚʘʪʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʥʠʭ ʪʘ ʚʽʜʥʦʚʣʶʚʘʪʠ 

ʧʨʘʮʝʟʜʘʪʥʽʩʪʴ ʟʘʜʣʷ ʛʘʨʘʥʪʫʚʘʥʥʷ ʙʝʟʧʝʨʝʨʚʥʦʩʪʽ ʦʧʝʨʘʮʽʡʥʠʭ ʧʨʦʮʝʩʽʚ [7]. ɺʘʞʣʠʚʦ 
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ʧʽʜʢʨʝʩʣʠʪʠ, ʱʦ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴ ʥʝ ʻ ʪʦʪʦʞʥʦʶ ʟʚʠʯʘʡʥʦʤʫ ʚʽʜʥʦʚʣʝʥʥʶ; ʮʝ 

ʧʦʥʷʪʪʷ ʨʘʜʰʝ ʚʽʜʦʙʨʘʞʘʻ ʟʜʘʪʥʽʩʪʴ ʦʙ'ʻʢʪʘ ʤʽʥʽʤʽʟʫʚʘʪʠ ʰʢʦʜʫ ʚʽʜ ʧʦʨʫʰʝʥʴ ʙʝʟʧʝʢʠ 

ʪʘ ʜʦʩʷʛʘʪʠ ʮʽʣʴʦʚʠʭ ʧʦʢʘʟʥʠʢʽʚ ʥʘʚʽʪʴ ʚ ʫʤʦʚʘʭ ʘʢʪʠʚʥʠʭ ʢʽʙʝʨʘʪʘʢ ʯʠ ʩʠʩʪʝʤʥʠʭ ʟʙʦʾʚ. 

 

ʈʠʩʫʥʦʢ 1.1 ï ʄʦʜʝʣʴ ʨʫʡʥʫʚʘʥʥʷ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʩʠʩʪʝʤʠ ʧʨʠ 

ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ 

ʇʨʠ ʮʴʦʤʫ, ʧʦʩʪʘʻ ʧʠʪʘʥʥʷ: ʷʢʘ ʨʽʟʥʠʮʷ ʤʽʞ ʢʽʙʝʨʙʝʟʧʝʢʦʶ ʪʘ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʶ? ʗʢʱʦ ʢʽʙʝʨʙʝʟʧʝʢʘ ʬʦʢʫʩʫʻʪʴʩʷ ʥʘ ʧʨʦʘʢʪʠʚʥʠʭ ʟʘʭʦʜʘʭ, 

ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʧʽʜʪʨʠʤʢʫ ʦʨʛʘʥʽʟʘʮʽʡ ʫ ʧʨʦʪʠʜʽʾ ʧʦʩʪʽʡʥʦʤʫ ʧʦʰʠʨʝʥʥʶ ʢʽʙʝʨʘʪʘʢ 

(ʟʦʢʨʝʤʘ, ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʧʨʦʛʨʘʤ-ʚʠʤʘʛʘʯʽʚ ʪʘ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ), ʪʦ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴ ʚʽʜʦʙʨʘʞʘʻ ʚʥʫʪʨʽʰʥʽʡ ʧʦʪʝʥʮʽʘʣ ʢʦʤʧʘʥʽʾ 

ʤʽʥʽʤʽʟʫʚʘʪʠ ʟʙʠʪʢʠ ʡ ʚʽʜʥʦʚʠʪʠ ʰʪʘʪʥʠʡ ʨʝʞʠʤ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʧʽʩʣʷ ʟʜʽʡʩʥʝʥʦʾ 

ʢʽʙʝʨʘʪʘʢʠ. ɺʦʜʥʦʯʘʩ ʮʽ ʢʘʪʝʛʦʨʽʾ ʻ ʥʝʨʦʟʨʠʚʥʦ ʧʦʚ'ʷʟʘʥʠʤʠ, ʦʩʢʽʣʴʢʠ ʬʫʥʜʘʤʝʥʪʘʣʴʥʽ 

ʟʘʩʘʜʠ ʢʦʥʮʝʧʮʽʾ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʙʝʨʫʪʴ ʩʚʽʡ ʧʦʯʘʪʦʢ ʩʘʤʝ ʟ ʙʘʟʦʚʠʭ ʧʨʠʥʮʠʧʽʚ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. 
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1.2 ɸʥʘʣʽʟ ʽʩʥʫʶʯʠʭ ʨʦʙʽʪ ʪʘ ʤʦʞʣʠʚʠʭ ʧʽʜʭʦʜʽʚ ʱʦʜʦ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ɹʘʟʦʚʽ ʘʨʭʽʪʝʢʪʫʨʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʬʦʨʤʫʶʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʽʩʥʫʶʯʠʭ 

ʬʨʝʡʤʚʦʨʢʽʚ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʛʦʣʦʚʥʝ ʧʨʠʟʥʘʯʝʥʥʷ ʷʢʠʭ ʧʦʣʷʛʘʻ ʚ ʫʧʨʘʚʣʽʥʥʽ 

ʚʽʜʧʦʚʽʜʥʠʤʠ ʨʠʟʠʢʘʤʠ ʥʘ ʨʽʚʥʽ ʦʨʛʘʥʽʟʘʮʽʡ. ʅʘʨʘʟʽ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ ʜʦʤʽʥʫʶʪʴ ʜʚʘ 

ʢʣʶʯʦʚʽ ʩʪʘʥʜʘʨʪʠ, ʱʦ ʤʽʩʪʷʪʴ ʧʨʘʢʪʠʢʠ, ʨʝʣʝʚʘʥʪʥʽ ʜʣʷ ʢʦʥʮʝʧʮʽʾ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ: ʨʦʜʠʥʘ ʩʪʘʥʜʘʨʪʽʚ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ISO 27000 (ʚʽʜ 

ʄʽʞʥʘʨʦʜʥʦʾ ʦʨʛʘʥʽʟʘʮʽʾ ʟʽ ʩʪʘʥʜʘʨʪʠʟʘʮʽʾ) ʪʘ ʈʘʤʢʦʚʘ ʧʨʦʛʨʘʤʘ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚʽʜ 

ʅʘʮʽʦʥʘʣʴʥʦʛʦ ʽʥʩʪʠʪʫʪʫ ʩʪʘʥʜʘʨʪʽʚ ʽ ʪʝʭʥʦʣʦʛʽʡ (NIST). 

ʉʧʽʚʧʨʘʮʷ ʫ ʢʦʥʪʝʢʩʪʽ ʫʟʛʦʜʞʝʥʥʷ ʟ ɹʨʠʪʘʥʩʴʢʠʤ ʽʥʩʪʠʪʫʪʦʤ ʩʪʘʥʜʘʨʪʽʚ ʩʪʘʣʘ 

ʧʽʜˇʨʫʥʪʷʤ ʜʣʷ ʨʦʟʨʦʙʢʠ ʪʘ ʟʘʪʚʝʨʜʞʝʥʥʷ ʩʪʘʥʜʘʨʪʫ ISO/IEC 27001 ʫ 2005 ʨʦʮʽ. ʍʦʯʘ 

ʣʽʥʽʡʢʘ ʩʪʘʥʜʘʨʪʽʚ ISO 27000 ʧʨʷʤʦ ʥʝ ʜʝʢʣʘʨʫʻ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʪʽʡʢʦʩʪʽ ʷʢ ʩʚʦʶ 

ʧʝʨʰʦʯʝʨʛʦʚʫ ʤʝʪʫ, ʚʦʥʘ ʧʨʦʧʦʥʫʻ ʥʠʟʢʫ ʟʘʭʦʜʽʚ, ʱʦ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʩʧʨʠʷʶʪʴ 

ʧʽʜʚʠʱʝʥʥʶ ʨʽʚʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʫʩʪʘʥʦʚʠ. ʇʨʦʪʝ ʧʦʜʘʣʴʰʘ ʝʚʦʣʶʮʽʷ ʚʠʤʦʛ 

ISO/IEC 27001 ʫ ʥʘʧʨʷʤʢʫ ʮʽʣʽʩʥʦʾ ʩʠʩʪʝʤʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʥʝ ʥʘʙʫʣʘ ʰʠʨʦʢʦʛʦ 

ʧʨʘʢʪʠʯʥʦʛʦ ʚʧʨʦʚʘʜʞʝʥʥʷ. ʎʝ ʧʦʷʩʥʶʻʪʴʩʷ ʷʢ ʚʽʜʩʫʪʥʽʩʪʶ ʯʽʪʢʦʾ ʤʝʞʽ ʤʽʞ ʢʣʘʩʠʯʥʦʶ 

ʢʽʙʝʨʙʝʟʧʝʢʦʶ ʪʘ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʶ, ʪʘʢ ʽ ʟʥʘʯʥʦʶ ʚʘʨʪʽʩʪʶ ʡ ʟʘʛʘʣʴʥʦʶ ʩʢʣʘʜʥʽʩʪʶ 

ʩʘʤʦʛʦ ʧʨʦʮʝʩʫ ʧʨʦʭʦʜʞʝʥʥʷ ʩʝʨʪʠʬʽʢʘʮʽʾ. 

ʇʨʠ ʮʴʦʤʫ, ʈʘʤʢʦʚʘ ʩʠʩʪʝʤʘ ʢʽʙʝʨʙʝʟʧʝʢʠ (CSF) ʅʘʮʽʦʥʘʣʴʥʦʛʦ ʽʥʩʪʠʪʫʪʫ 

ʩʪʘʥʜʘʨʪʽʚ ʽ ʪʝʭʥʦʣʦʛʽʡ (NIST) ʜʘʻ ʚʠʟʥʘʯʝʥʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʽ ʪʘ ʥʝ ʦʙʤʝʞʫʻ 

ʨʦʟʨʦʙʥʠʢʽʚ ʬʦʨʤʘʣʴʥʠʤʠ ʧʨʦʮʝʜʫʨʘʤʠ. ʆʪʞʝ, CSF ʚʝʨʩʽʾ 1.1 ʤʽʩʪʠʪʴ ʧôʷʪʴ ʦʩʥʦʚʥʠʭ 

ʢʣʶʯʦʚʠʭ ʬʫʥʢʮʽʡ: 

1. ɯʜʝʥʪʠʬʽʢʘʮʽʷ ï ʧʨʝʚʝʥʪʠʚʥʝ ʚʠʟʥʘʯʝʥʥʷ ʧʦʪʝʥʮʽʡʥʠʭ ʚʝʢʪʦʨʽʚ ʘʪʘʢ ʪʘ 

ʽʥʜʠʢʘʪʦʨʽʚ ʚʧʣʠʚʫ, ʱʦ ʤʦʞʫʪʴ ʩʣʫʛʫʚʘʪʠ ʰʣʷʭʘʤʠ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʧʨʦʥʠʢʥʝʥʥʷ ʜʦ 

ɯʊ-ʝʢʦʩʠʩʪʝʤʠ. 

2. ɿʘʭʠʩʪ ï ʤʽʥʽʤʽʟʘʮʽʷ ʥʘʷʚʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ ʩʠʩʪʝʤʠ ʟ ʫʨʘʭʫʚʘʥʥʷʤ 

ʧʨʠʡʥʷʪʥʦʛʦ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʨʽʚʥʷ ʪʦʣʝʨʘʥʪʥʦʩʪʽ ʜʦ ʨʠʟʠʢʽʚ. 



43 
 

 

3. ɺʠʷʚʣʝʥʥʷ ï ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʽʥʜʠʢʘʪʦʨʽʚ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʰʣʷʭʦʤ 

ʙʝʟʧʝʨʝʨʚʥʦʛʦ ʘʫʜʠʪʫ ʚ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ, ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʘʥʦʤʘʣʴʥʦʾ ʧʦʚʝʜʽʥʢʠ ʪʘ 

ʛʝʥʝʨʫʚʘʥʥʷ ʚʽʜʧʦʚʽʜʥʠʭ ʧʦʧʝʨʝʜʞʝʥʴ. 

4. ɺʽʜʧʦʚʽʜʴ ï ʦʧʝʨʘʪʠʚʥʝ ʘʢʫʤʫʣʶʚʘʥʥʷ ʡ ʘʥʘʣʽʪʠʯʥʝ ʦʧʨʘʮʶʚʘʥʥʷ 

ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʢʽʙʝʨʽʥʮʠʜʝʥʪ ʟʘʜʣʷ ʧʨʠʡʥʷʪʪʷ ʟʚʘʞʝʥʠʭ ʨʽʰʝʥʴ ʱʦʜʦ ʦʧʪʠʤʘʣʴʥʦʛʦ 

ʘʣʛʦʨʠʪʤʫ ʧʦʜʘʣʴʰʠʭ ʜʽʡ. 

5. ɺʽʜʥʦʚʣʝʥʥʷ ï ʰʚʠʜʢʝ, ʙʝʟʧʦʤʠʣʢʦʚʝ ʪʘ ʨʝʟʫʣʴʪʘʪʠʚʥʝ ʧʦʚʝʨʥʝʥʥʷ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʽ ʤʘʩʠʚʽʚ ʜʘʥʠʭ ʜʦ ʧʨʘʮʝʟʜʘʪʥʦʛʦ ʩʪʘʥʫ. 

ɼʦ ʪʦʛʦ ʞ, ʚ ʦʥʦʚʣʝʥʽʡ ʨʝʜʘʢʮʽʾ ʩʪʘʥʜʘʨʪʫ NIST CSF 2.0 ʙʫʣʦ ʽʥʪʝʛʨʦʚʘʥʦ ʰʦʩʪʫ 

ʙʘʟʦʚʫ ʬʫʥʢʮʽʶ ï ʂʝʨʫʚʘʥʥʷ. ɺʦʥʘ ʚʠʩʪʫʧʘʻ ʥʘʩʢʨʽʟʥʠʤ ʢʦʤʧʦʥʝʥʪʦʤ, ʷʢʠʡ ʢʦʦʨʜʠʥʫʻ 

ʪʘ ʧʽʜʪʨʠʤʫʻ ʚʩʽ ʽʥʰʽ ʝʪʘʧʠ; ʥʘʧʨʠʢʣʘʜ, ʩʘʤʝ ʨʝʟʫʣʴʪʘʪʠ ʧʨʦʮʝʩʫ ʢʝʨʫʚʘʥʥʷ ʜʦʟʚʦʣʷʶʪʴ 

ʧʨʘʚʠʣʴʥʦ ʨʦʟʩʪʘʚʠʪʠ ʧʨʽʦʨʠʪʝʪʠ ʧʽʜ ʯʘʩ ʚʧʨʦʚʘʜʞʝʥʥʷ ʟʘʩʦʙʽʚ ʢʦʥʪʨʦʣʶ ʙʝʟʧʝʢʠ. 

ʇʦ ʩʫʪʽ, ʽʥʪʝʛʨʘʮʽʷ ʬʫʥʢʮʽʾ çʂʝʨʫʚʘʥʥʷè ʩʪʘʣʘ ʜʣʷ NIST ʩʧʦʣʫʯʥʦʶ ʣʘʥʢʦʶ, ʱʦ 

ʜʦʟʚʦʣʠʣʘ ʧʦʚʥʦʮʽʥʥʦ ʧʝʨʝʡʪʠ ʜʦ ʧʽʜʪʨʠʤʢʠ ʘʨʭʽʪʝʢʪʫʨ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, 

ʧʨʘʢʪʠʯʥʦ ʨʝʘʣʽʟʦʚʘʥʠʭ ʫ ʧʫʙʣʽʢʘʮʽʾ 800-160 v2 (çʈʦʟʨʦʙʢʘ ʢʽʙʝʨʩʪʽʡʢʠʭ ʩʠʩʪʝʤ: ʧʽʜʭʽʜ 

ʜʦ ʨʦʟʨʦʙʢʠ ʩʠʩʪʝʤʥʦʾ ʙʝʟʧʝʢʠè). ʋ ʮʴʦʤʫ ʥʦʨʤʘʪʠʚʥʦʤʫ ʜʦʢʫʤʝʥʪʽ ˇʨʫʥʪʦʚʥʦ 

ʨʦʟʢʨʠʚʘʶʪʴʩʷ ʜʚʽ ʢʣʶʯʦʚʽ ʪʘ ʪʽʩʥʦ ʚʟʘʻʤʦʧʦʚôʷʟʘʥʽ ʩʢʣʘʜʦʚʽ ʬʨʝʡʤʚʦʨʢʽʚ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ: ʾʾ ʛʣʦʙʘʣʴʥʘ ʤʝʪʘ ʪʘ ʢʦʥʢʨʝʪʥʽ ʮʽʣʽ. 

ɺʽʜʧʦʚʽʜʥʦ ʜʦ ʥʘʩʪʘʥʦʚ NIST, ʚʠʦʢʨʝʤʣʶʶʪʴ ʯʦʪʠʨʠ ʤʝʪʠ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, ʜʝ ʩʘʤʘ ʤʝʪʘ ʪʨʘʢʪʫʻʪʴʩʷ ʷʢ ʫʟʘʛʘʣʴʥʝʥʝ ʚʠʩʦʢʦʨʽʚʥʝʚʝ 

ʬʦʨʤʫʣʶʚʘʥʥʷ ʦʯʽʢʫʚʘʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ: 

¶ ʇʝʨʝʜʙʘʯʝʥʥʷ ï ʟʙʝʨʝʞʝʥʥʷ ʩʪʘʥʫ ʦʙʽʟʥʘʥʦʾ ʛʦʪʦʚʥʦʩʪʽ ʜʦ ʡʤʦʚʽʨʥʠʭ ʢʨʠʟʦʚʠʭ 

ʩʠʪʫʘʮʽʡ. 

¶ ɺʠʪʨʠʤʢʘ ï ʩʧʨʦʤʦʞʥʽʩʪʴ ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʚʠʢʦʥʘʥʥʷ ʢʣʶʯʦʚʦʾ ʤʽʩʽʾ ʘʙʦ 

ʢʨʠʪʠʯʥʠʭ ʙʽʟʥʝʩ-ʬʫʥʢʮʽʡ ʧʦʧʨʠ ʚʠʥʠʢʥʝʥʥʷ ʜʝʩʪʨʫʢʪʠʚʥʠʭ ʦʙʩʪʘʚʠʥ. 

¶ ɺʽʜʥʦʚʣʝʥʥʷ ï ʟʜʘʪʥʽʩʪʴ ʧʦʚʝʨʪʘʪʠ ʧʨʘʮʝʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤ ʫ ʧʨʦʮʝʩʽ ʪʘ ʧʽʩʣʷ 

ʟʘʚʝʨʰʝʥʥʷ ʢʨʠʟʦʚʠʭ ʧʦʜʽʡ, ʱʦ ʤʦʞʝ ʨʝʘʣʽʟʦʚʫʚʘʪʠʩʷ ʫ ʚʠʛʣʷʜʽ ʧʦʝʪʘʧʥʦʛʦ ʘʣʛʦʨʠʪʤʫ. 
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¶ ɸʜʘʧʪʘʮʽʷ ï ʬʽʥʘʣʴʥʘ ʤʝʪʘ, ʷʢʘ ʧʦʣʷʛʘʻ ʫ ʤʦʜʠʬʽʢʘʮʽʾ ʤʽʩʽʾ ʦʨʛʘʥʽʟʘʮʽʾ ʪʘ ʟʘʩʦʙʽʚ 

ʾʾ ʧʽʜʪʨʠʤʢʠ ʷʢ ʨʝʘʢʮʽʾ ʥʘ ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʚ ɯʊ-ʩʝʨʝʜʦʚʠʱʽ ʪʘ ʝʚʦʣʶʮʽʶ ʣʘʥʜʰʘʬʪʫ ʟʘʛʨʦʟ. 

ʎʽʣʽ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ. ʎʽʣʽ ï ʮʝ ʙʽʣʴʰ ʜʝʪʘʣʽʟʦʚʘʥʽ ʪʘ ʩʧʝʮʠʬʽʯʥʽ 

ʪʚʝʨʜʞʝʥʥʷ ʧʨʦ ʦʯʽʢʫʚʘʥʽ ʨʝʟʫʣʴʪʘʪʠ. ɺʦʥʠ ʘʨʪʠʢʫʣʶʶʪʴʩʷ ʫ ʪʘʢʠʡ ʩʧʦʩʽʙ, ʱʦʙ 

ʤʘʢʩʠʤʘʣʴʥʦ ʩʧʨʦʩʪʠʪʠ ʧʨʦʮʝʜʫʨʫ ʦʮʽʥʶʚʘʥʥʷ ʪʦʛʦ, çʥʘʩʢʽʣʴʢʠ ʝʬʝʢʪʠʚʥʦè, çʷʢ 

ʦʧʝʨʘʪʠʚʥʦè ʘʙʦ çʟ ʷʢʠʤ ʨʽʚʥʝʤ ʚʧʝʚʥʝʥʦʩʪʽ ʯʠ ʥʘʜʽʡʥʦʩʪʽè ʤʦʞʣʠʚʝ ʜʦʩʷʛʥʝʥʥʷ 

ʧʦʩʪʘʚʣʝʥʦʾ ʤʝʪʠ. ʊʘʢʠʤ ʯʠʥʦʤ, ʢʝʨʽʚʥʠʮʪʚʦ NIST ʦʢʨʝʩʣʶʻ ʚʽʩʽʤ ʢʣʶʯʦʚʠʭ ʮʽʣʝʡ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ: 

1. ɿʘʧʦʙʽʛʘʥʥʷ ʘʙʦ ʫʥʠʢʥʝʥʥʷ ï ʫʥʝʤʦʞʣʠʚʣʝʥʥʷ ʫʩʧʽʰʥʦʛʦ ʚʠʢʦʥʘʥʥ ̫ʘʪʘʢʠ 

ʘʙʦ ʥʘʩʪʘʥʥʷ ʥʝʩʧʨʠʷʪʣʠʚʠʭ ʫʤʦʚ. 

2. ʇʽʜʛʦʪʦʚʢʘ ï ʫʩʚʽʜʦʤʣʝʥʥʷ ʥʝʤʠʥʫʯʦʩʪʽ ʥʘʩʪʘʥʥʷ ʥʝʛʘʨʘʟʜʽʚ ʽ, ʚʽʜʧʦʚʽʜʥʦ 

ʜʦ ʮʴʦʛʦ,  ʧʽʜʪʨʠʤʘʥʥʷ ʢʦʤʧʣʝʢʩʫ ʨʝʘʣʽʩʪʠʯʥʠʭ ʨʝʘʢʮʽʡ ʟʘʜʣʷ ʧʦʜʦʣʘʥʥʷ ʦʯʽʢʫʚʘʥʠʭ 

ʫʩʢʣʘʜʥʝʥʴ. 

3. ʇʨʦʜʦʚʞʝʥʥʷ ï ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʘʢʩʠʤʘʣʴʥʦʾ ʪʨʠʚʘʣʦʩʪʽ ʡ ʟʙʝʨʝʞʝʥʥʷ 

ʞʠʪʪʻʟʜʘʪʥʦʩʪʽ ʙʘʟʦʚʠʭ ʤʽʩʽʡ ʯʠ ʙʽʟʥʝʩ-ʬʫʥʢʮʽʡ ʫ ʧʝʨʽʦʜ ʜʽʾ ʪʨʫʜʥʦʱʽʚ. 

4. ʆʙʤʝʞʝʥʥʷ ï ʩʪʨʠʤʫʚʘʥʥʷ ʤʘʩʰʪʘʙʽʚ ʰʢʦʜʠ ʚʽʜ ʥʝʛʘʨʘʟʜʽʚ ʱʦʜʦ ʮʽʥʥʠʭ 

ʘʢʪʠʚʽʚ, ʟʦʢʨʝʤʘ ʪʠʭ, ʫ ʷʢʠʭ ʟʙʝʨʽʛʘʻʪʴʩʷ ʯʠ ʦʙʨʦʙʣʷʻʪʴʩʷ ʢʦʥʬʽʜʝʥʮʽʡʥʘ ʽʥʬʦʨʤʘʮʽʷ, ʘʙʦ 

ʷʢʽ ʧʽʜʪʨʠʤʫʶʪʴ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʽ ʜʣʷ ʤʽʩʽʾ ʩʧʨʦʤʦʞʥʦʩʪʽ. 

5. ɺʽʜʥʦʚʣʝʥʥʷ ï ʧʦʚʝʨʥʝʥʥʷ ʤʘʢʩʠʤʘʣʴʥʦ ʤʦʞʣʠʚʦʾ ʢʽʣʴʢʦʩʪʽ ʬʫʥʢʮʽʡ ʤʽʩʽʾ 

ʘʙʦ ʙʽʟʥʝʩʫ ʧʽʩʣʷ ʥʝʛʘʨʘʟʜʽʚ ʽʟ ʛʘʨʘʥʪʫʚʘʥʥʷʤ ʪʦʛʦ, ʱʦ ʚʩʽ ʚʽʜʥʦʚʣʝʥʽ ʨʝʩʫʨʩʠ ʻ 

ʥʘʜʽʡʥʠʤʠ. 

6. ʈʦʟʫʤʽʥʥʷ ï ʧʽʜʪʨʠʤʘʥʥʷ ʘʢʪʫʘʣʴʥʦʛʦ ʡ ʢʦʨʠʩʥʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʤʽʩʽʾ, 

ʙʽʟʥʝʩ-ʟʘʣʝʞʥʦʩʪʝʡ, ʘ ʪʘʢʦʞ ʧʦʪʦʯʥʦʛʦ ʩʪʘʪʫʩʫ ʨʝʩʫʨʩʽʚ ʫ ʢʦʥʪʝʢʩʪʽ ʡʤʦʚʽʨʥʠʭ 

ʥʝʛʘʨʘʟʜʽʚ. 

7. ʊʨʘʥʩʬʦʨʤʘʮʽʷ ï ʤʦʜʠʬʽʢʘʮʽʷ ʤʽʩʽʾ ʯʠ ʙʽʟʥʝʩ-ʬʫʥʢʮʽʾ ʨʘʟʦʤ ʽʟ ʚʽʜʧʦʚʽʜʥʠʤʠ 

ʜʦʧʦʤʽʞʥʠʤʠ ʧʨʦʮʝʩʘʤʠ ʟʘʜʣʷ ʧʦʢʨʘʱʝʥʥʷ ʟʜʘʪʥʦʩʪʽ ʩʧʨʘʚʣʷʪʠʩʷ ʟ ʪʨʫʜʥʦʱʘʤʠ. 

8. ʇʝʨʝʙʫʜʦʚʘ ï ʚʥʝʩʝʥʥʷ ʟʤʽʥ ʜʦ ʩʠʩʪʝʤʠ, ʤʽʩʽʾ ʪʘ ʜʦʧʦʤʽʞʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ ʟ 

ʤʝʪʦʶ ʙʽʣʴʰ ʝʬʝʢʪʠʚʥʦʛʦ ʧʦʜʦʣʘʥʥʷ ʪʨʫʜʥʦʱʽʚ. 
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ʍʦʯʘ ʧʦʥʷʪʽʡʥʠʡ ʘʧʘʨʘʪ NIST ʽ ʟʘʙʝʟʧʝʯʫʻ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʝ ʨʦʟʫʤʽʥʥʷ ʟʘʚʜʘʥʴ 

ʪʘ ʮʽʣʝʡ ʱʦʜʦ ʧʨʠʡʥʷʪʪʷ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, ʚʽʥ ʥʝ ʚʠʩʪʫʧʘʻ 

ʙʝʟʧʦʩʝʨʝʜʥʽʤ ʟʘʩʦʙʦʤ ʜʣʷ ʬʘʢʪʠʯʥʦʛʦ ʚʧʨʦʚʘʜʞʝʥʥʷ ʟʘʟʥʘʯʝʥʠʭ ʮʽʣʝʡ ʽ ʟʘʚʜʘʥʴ ʫ 

ʤʝʞʘʭ ʢʦʥʢʨʝʪʥʦʾ ʦʨʛʘʥʽʟʘʮʽʾ. ɿ ʦʛʣʷʜʫ ʥʘ ʮʝ, ʚʠʥʠʢʘʻ ʦʙ'ʻʢʪʠʚʥʘ ʧʦʪʨʝʙʘ ʫ ʩʪʚʦʨʝʥʥʽ 

ʤʝʪʦʜʦʣʦʛʽʡ, ʟʘʚʜʷʢʠ ʷʢʠʤ ʩʪʘʻ ʤʦʞʣʠʚʠʤ ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʪʨʫʢʪʫʨ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ 

ʟ ʤʝʪʦʶ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʨʦʙʣʝʥʥʷ ʢʦʥʢʨʝʪʥʠʭ ʤʝʪʦʜʠʢ ʦʮʽʥʶʚʘʥʥʷ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʦʨʛʘʥʽʟʘʮʽʾ. ʆʜʥʫ ʽʟ ʪʘʢʠʭ ʤʝʪʦʜʦʣʦʛʽʡ ʧʨʦʧʦʥʫʻ ʜʦʩʣʽʜʥʠʮʴʢʘ 

ʦʨʛʘʥʽʟʘʮʽʷ MITRE. 

ɯʥʞʝʥʝʨʥʘ ʩʪʨʫʢʪʫʨʘ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ MITRE. ɺ ʦʩʥʦʚʫ ʽʜʝʾ ʽʥʞʝʥʝʨʥʦʾ 

ʩʪʨʫʢʪʫʨʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ MITRE ʧʦʢʣʘʜʝʥʦ ʩʪʨʫʢʪʫʨʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ 

NIST, ʟʘʚʜʷʢʠ ʯʦʤʫ ʟʘʙʝʟʧʝʯʫʶʪʴʩʷ ʥʝ ʪʽʣʴʢʠ ʤʝʪʠ ʪʘ ʮʽʣʽ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, ʘ ʪʘʢʦʞ 

ʽ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʤʝʪʦʜʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʜʣʷ ʫʭʚʘʣʝʥʥʷ ʨʽʰʝʥʴ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʛʘʨʘʥʪʫʚʘʥʥʷ 

ʞʠʪʪʻʟʜʘʪʥʦʩʪʽ ʩʠʩʪʝʤʠ, ʙʘʟʦʚʠʤ ʧʽʜˇʨʫʥʪʷʤ ʩʣʫʛʫʶʪʴ ʧʦʢʘʟʥʠʢʠ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ. ʂʦʞʝʥ ʧʦʢʘʟʥʠʢ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʚʠʩʪʫʧʘʻ ʧʦʭʽʜʥʦʶ 

ʚʝʣʠʯʠʥʦʶ ʘʙʦ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʧʦʚôʷʟʫʻʪʴʩʷ ʟ ʧʝʚʥʠʤ ʢʦʤʧʦʥʝʥʪʦʤ ʽʥʞʝʥʝʨʥʦʾ 

ʩʪʨʫʢʪʫʨʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ (CREF), ʜʦ ʷʢʠʭ ʥʘʣʝʞʘʪʴ ʤʝʪʘ, ʮʽʣʴ, ʧʨʠʥʮʠʧ 

ʨʦʟʨʦʙʢʠ, ʪʝʭʥʽʢʘ ʯʠ ʧʽʜʭʽʜ ʜʦ ʾʾ ʧʨʘʢʪʠʯʥʦʾ ʨʝʘʣʽʟʘʮʽʾ. ɿʘʩʪʦʩʫʚʘʥʥʷ ʤʝʪʦʜʦʣʦʛʽʾ 

ʦʮʽʥʢʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʜʘʻ ʟʤʦʛʫ ʚʠʟʥʘʯʠʪʠ ʩʪʫʧʽʥʴ ʩʧʨʦʤʦʞʥʦʩʪʽ ʢʦʥʢʨʝʪʥʦʾ 

ʩʠʩʪʝʤʠ ʚʽʜʧʦʚʽʜʘʪʠ ʩʚʦʾʡ ʤʽʩʽʾ ʘʙʦ ʦʧʝʨʘʪʠʚʥʠʤ ʮʽʣʷʤ, ʘ ʪʘʢʦʞ ʟʜʽʡʩʥʠʪʠ ʧʦʨʽʚʥʷʥʥʷ 

ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʘʣʴʪʝʨʥʘʪʠʚʥʠʭ ʨʽʰʝʥʴ. 

ʋ ʨʘʟʽ ʚʠʷʚʣʝʥʥʷ ʥʝʜʦʩʪʘʪʥʴʦʾ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤʠ, ʨʦʟʚ'ʷʟʘʥʥʷ ʮʽʻʾ 

ʧʨʦʙʣʝʤʠ ʚʠʤʘʛʘʻ ʦʙʦʚ'ʷʟʢʦʚʦʛʦ ʧʦʧʝʨʝʜʥʴʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʾʾ ʧʦʪʦʯʥʦʛʦ ʨʽʚʥʷ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ. ʎʽʣʢʦʤ ʦʯʝʚʠʜʥʦ, ʱʦ ʪʘʢʠʡ ʧʨʦʮʝʩ ʧʦʪʨʝʙʫʻ ʟʘʣʫʯʝʥʥʷ 

ʧʦʢʘʟʥʠʢʽʚ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, ʷʢʽ ʨʝʧʨʝʟʝʥʪʫʶʪʴ ʩʦʙʦʶ ʨʝʟʫʣʴʪʘʪʠ ʚʠʤʽʨʶʚʘʥʴ ʪʘ 

ʚʽʜʧʦʚʽʜʥʽ ʟʥʘʯʝʥʥʷ, ʦʙʯʠʩʣʝʥʽ ʥʘ ʾʭʥʽʡ ʦʩʥʦʚʽ. ʇʨʦʮʝʜʫʨʠ ʚʠʙʦʨʫ ʪʘ ʧʨʽʦʨʠʪʝʟʘʮʽʾ 

ʝʣʝʤʝʥʪʽʚ CREF ʜʣʷ ʧʝʚʥʦʾ ʩʠʩʪʝʤʠ, ʢʝʨʦʚʘʥʦʾ ʟʛʽʜʥʦ ʟ ʧʨʠʥʮʠʧʘʤʠ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, ʧʨʦʽʣʶʩʪʨʦʚʘʥʦ ʥʘ ʈʠʩʫʥʢʫ 1.2. ɺʦʜʥʦʯʘʩ ʟʘʚʜʷʢʠ ʩʠʩʪʝʤʘʤ 
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ʦʮʽʥʢʠ, ʨʘʥʞʠʨʫʚʘʥʥʷ ʪʘ ʧʽʜʨʘʭʫʥʢʫ ʙʘʣʽʚ ʬʦʨʤʫʶʪʴʩʷ ʥʘʧʽʚʢʽʣʴʢʽʩʥʽ ʧʦʢʘʟʥʠʢʠ, ʱʦ 

ʨʦʙʣʷʪʴ ʤʦʞʣʠʚʠʤ ʧʨʦʚʝʜʝʥʥʷ ʧʦʨʽʚʥʷʣʴʥʦʛʦ ʘʥʘʣʽʟʫ ʩʠʩʪʝʤʠ ʷʢ ʽʟ ʪʝʦʨʝʪʠʯʥʠʤ 

ʽʜʝʘʣʦʤ, ʪʘʢ ʽ ʟ ʽʥʰʠʤʠ ʽʩʥʫʶʯʠʤʠ ʘʣʴʪʝʨʥʘʪʠʚʘʤʠ. 

 

ʈʠʩʫʥʦʢ 1.2 ï ɯʥʞʝʥʝʨʥʘ ʩʪʨʫʢʪʫʨʘ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ MITRE [1] 

ʄʝʪʦʜʦʣʦʛʽʷ ʚʠʟʥʘʯʝʥʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ (SSM-CR) ï ʮʝ ʘʜʘʧʪʠʚʥʘ 

ʤʝʪʦʜʠʢʘ ʦʮʽʥʶʚʘʥʥʷ, ʛʦʣʦʚʥʝ ʧʨʠʟʥʘʯʝʥʥʷ ʷʢʦʾ ʧʦʣʷʛʘʻ ʚ ʟʘʙʝʟʧʝʯʝʥʥʽ ʤʝʥʝʜʞʝʨʽʚ 

ʧʨʦʛʨʘʤ ʟʨʦʟʫʤʽʣʠʤ ʚʽʜʥʦʩʥʠʤ ʽʥʜʠʢʘʪʦʨʦʤ ʨʽʚʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʢʦʥʢʨʝʪʥʦʾ 

ʩʠʩʪʝʤʠ, ʘ ʪʘʢʦʞ ʫ ʜʝʤʦʥʩʪʨʘʮʽʾ ʪʦʛʦ, ʷʢ ʩʘʤʝ ʨʽʟʥʦʤʘʥʽʪʥʽ ʘʣʴʪʝʨʥʘʪʠʚʠ ʟʜʘʪʥʽ 

ʟʤʽʥʶʚʘʪʠ ʮʝʡ ʧʦʢʘʟʥʠʢ. 

ʌʦʨʤʫʚʘʥʥʷ ʩʠʩʪʝʤʠ ʧʦʢʘʟʥʠʢʽʚ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʠʤʘʛʘʻ 

ʟʜʽʡʩʥʝʥʥʷ ʾʭʥʴʦʛʦ ʧʦʧʝʨʝʜʥʴʦʛʦ ʚʽʜʙʦʨʫ. ɹʫʜʫʯʠ ʩʢʣʘʜʦʚʦʶ ʩʪʨʫʢʪʫʨʠ CREF MITRE, 

ʤʝʪʦʜʦʣʦʛʽʷ SSM-CR ʩʪʘʥʦʚʠʪʴ ʟʥʘʯʥʫ ʧʨʘʢʪʠʯʥʫ ʮʽʥʥʽʩʪʴ, ʦʩʢʽʣʴʢʠ ʜʘʻ ʟʤʦʛʫ 

ʦʪʨʠʤʫʚʘʪʠ ʩʧʝʮʠʬʽʢʘʮʽʶ ʤʝʪʨʠʢʠ ʰʣʷʭʦʤ ʟʘʩʪʦʩʫʚʘʥʥʷ ʩʧʝʮʽʘʣʴʥʦ ʨʦʟʨʦʙʣʝʥʦʛʦ 
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ʰʘʙʣʦʥʫ [8]. ʅʘ ʩʴʦʛʦʜʥʽ ʚʞʝ ʚʽʜʦʤʽ ʧʨʠʢʣʘʜʠ ʨʦʟʨʦʙʣʝʥʠʭ ʟʘ ʤʝʪʦʜʦʣʦʛʽʻʶ CREF 

MITRE ʩʠʩʪʝʤ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʜʣʷ ʨʝʘʣʴʥʠʭ ʦʙ'ʻʢʪʽʚ [9]. ʂʨʽʤ ʪʦʛʦ, 

ʥʘʷʚʥʠʡ ʫʩʧʽʰʥʠʡ ʜʦʩʚʽʜ ʧʨʘʢʪʠʯʥʦʾ ʘʧʨʦʙʘʮʽʾ ʟʘʟʥʘʯʝʥʠʭ ʬʨʝʡʤʚʦʨʢʽʚ ʥʘ 

ʧʽʜʧʨʠʻʤʩʪʚʘʭ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ [10], ʭʦʯʘ ʾʾ ʨʝʟʫʣʴʪʘʪʠ ʽ ʟʘʩʚʽʜʯʠʣʠ 

ʦʙ'ʻʢʪʠʚʥʫ ʧʦʪʨʝʙʫ ʚ ʧʨʦʚʝʜʝʥʥʽ ʧʦʜʘʣʴʰʠʭ ʜʦʩʣʽʜʞʝʥʴ. ɺʪʽʤ, ʫ ʟʘʛʘʣʴʥʦʤʫ 

ʢʦʥʮʝʧʪʫʘʣʴʥʦʤʫ ʧʨʦʩʪʦʨʽ ʽʜʝʡ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʽʥʞʝʥʝʨʥʘ ʤʝʪʦʜʦʣʦʛʽʷ MITRE 

ʥʝ ʚʦʣʦʜʽʻ ʤʦʥʦʧʦʣʴʥʠʤ ʩʪʘʪʫʩʦʤ. 

ʄʝʪʦʜʦʣʦʛʽʷ ʛʨʫʧʠ ʃʽʥʢʦʚʘ. ɿʦʚʩʽʤ ʽʥʰʘ ʤʝʪʦʜʦʣʦʛʽʷ ʚʠʟʥʘʯʝʥʥʷ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʙʫʣʘ ʟʘʧʨʦʧʦʥʦʚʘʥʘ ʦʙ'ʻʜʥʘʥʦʶ ʛʨʫʧʦʶ ʘʤʝʨʠʢʘʥʩʴʢʠʭ 

ʜʦʩʣʽʜʥʠʢʽʚ, ʱʦ ʤʘʣʠ ʩʧʽʣʴʥʝ ʥʘʫʢʦʚʝ ʙʘʯʝʥʥʷ, ʘʣʝ ʥʝ ʧʨʝʜʩʪʘʚʣʷʣʠ ʣʠʰʝ ʦʜʥʫ 

ʽʥʩʪʠʪʫʮʽʶ [11]. ʌʫʥʜʘʤʝʥʪʘʣʴʥʠʤʠ ʟʘʩʘʜʘʤʠ ʜʣʷ ʾʭʥʴʦʾ ʢʦʥʮʝʧʮʽʾ ʩʣʫʛʫʚʘʣʠ 

ʥʘʧʨʘʮʶʚʘʥʥʷ ʅʘʮʽʦʥʘʣʴʥʦʾ ʘʢʘʜʝʤʽʾ ʥʘʫʢ ʉʐɸ (NAS) [12]. ɿʛʽʜʥʦ ʟ ʮʠʤ ʧʽʜʭʦʜʦʤ, 

ʩʪʽʡʢʽʩʪʴ ʩʠʩʪʝʤ, ʱʦ ʬʫʥʢʮʽʦʥʫʶʪʴ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʧʦʩʣʫʛ, 

ʦʧʠʩʫʻʪʴʩʷ ʯʝʨʝʟ ʯʦʪʠʨʠ ʙʘʟʦʚʽ ʟʜʘʪʥʦʩʪʽ: ʧʣʘʥʫʚʘʪʠ/ʛʦʪʫʚʘʪʠʩʷ, ʘʙʩʦʨʙʫʚʘʪʠ ʥʘʩʣʽʜʢʠ, 

ʚʽʜʥʦʚʣʶʚʘʪʠʩʷ, ʘ ʪʘʢʦʞ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʷʢ ʚʽʜʦʤʠʭ, ʪʘʢ ʽ ʥʝʚʽʜʦʤʠʭ ʟʘʛʨʦʟ. 

ɺʦʜʥʦʯʘʩ ʟʘʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʙʘʟʦʚʠʭ ʟʘʩʦʙʽʚ, ʟʜʘʪʥʠʭ ʟʘʙʝʟʧʝʯʠʪʠ ʨʝʘʣʽʟʘʮʽʶ 

ʧʝʨʝʣʽʯʝʥʠʭ ʟʜʽʙʥʦʩʪʝʡ, ʜʦʩʣʽʜʥʠʮʴʢʘ ʛʨʫʧʘ ʃʽʥʢʦʚʘ ʩʧʠʨʘʣʘʩʷ ʥʘ ʥʘʫʢʦʚʽ ʧʨʘʮʽ 

ɸʣʴʙʝʨʪʩʘ [13]. ʋ ʥʠʭ ʙʫʣʦ ʫʟʘʛʘʣʴʥʝʥʦ ʪʘ ʚʠʜʽʣʝʥʦ ʯʦʪʠʨʠ ʢʣʶʯʦʚʽ ʜʦʤʝʥʠ ʚ ʢʦʥʪʝʢʩʪʽ 

ʜʦʢʪʨʠʥʠ ʤʝʨʝʞʝʚʦ-ʮʝʥʪʨʠʯʥʦʾ ʚʽʡʥʠ (network-centric warfare ï NCW). 

ɺʽʜʧʦʚʽʜʥʦ ʜʦ ʜʦʢʪʨʠʥʠ NCW ʚʠʦʢʨʝʤʣʶʶʪʴʩʷ ʯʦʪʠʨʠ ʜʦʤʝʥʠ, ʱʦ ʬʦʨʤʫʶʪʴ 

ʻʜʠʥʠʡ ʽʥʬʦʨʤʘʮʽʡʥʠʡ ʨʝʩʫʨʩ ʚ ʦʙʩʪʘʚʠʥʘʭ, ʷʢʽ ʚʠʤʘʛʘʶʪʴ ʫʭʚʘʣʝʥʥʷ ʨʽʰʝʥʴ ʟʘʜʣʷ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʠʞʠʚʘʥʥʷ ʩʠʩʪʝʤʠ:  

¶ ʌʽʟʠʯʥʠʡ: ʚʢʣʶʯʘʻ ʬʽʟʠʯʥʽ ʨʝʩʫʨʩʠ, ʤʦʞʣʠʚʦʩʪʽ ʪʘ ʜʠʟʘʡʥ ʮʠʭ ʨʝʩʫʨʩʽʚ. 

¶ ɯʥʬʦʨʤʘʮʽʡʥʠʡ: ʧʝʨʝʜʙʘʯʘʻ ʽʥʬʦʨʤʘʮʽ ʁʪʘ ʨʦʟʚʠʪʦʢ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʬʽʟʠʯʥʫ 

ʦʙʣʘʩʪʴ. 

¶ ʂʦʛʥʽʪʠʚʥʠʡ: ʚʠʢʦʨʠʩʪʦʚʫʻ ʽʥʬʦʨʤʘʮʽ ʁʜʦʤʝʥʽʚ ʜʣʷ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ. 
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¶ ʉʦʮʽʘʣʴʥʠʡ: ʧʨʝʜʩʪʘʚʣʷʻ ʦʨʛʘʥʽʟʘʮʽʡʥʫ ʩʪʨʫʢʪʫʨʫ ʪʘ ʢʦʤʫʥʽʢʘʮʽ ʁ ʜʣʷ 

ʧʨʠʡʥʷʪʪʷ ʢʦʛʥʽʪʠʚʥʠʭ ʨʽʰʝʥʴ.  

ʋ ʩʪʘʪʪʽ [14] ʙʫʣʦ ʩʧʽʚʩʪʘʚʣʝʥʦ ʚʠʟʥʘʯʝʥʥʷ ʯʦʪʠʨʴʦʭ ʩʠʩʪʝʤʥʠʭ ʬʫʥʢʮʽʡ NAS ʽ 

ʯʦʪʠʨʴʦʭ ʜʦʤʝʥʽʚ NCW, ʱʦʙ ʩʪʚʦʨʠʪʠ ʟʘʛʘʣʴʥʫ ʤʘʪʨʠʮʶ ʧʦʢʘʟʥʠʢʽʚ ʩʪʽʡʢʦʩʪʽ. ʎʷ 

ʤʘʪʨʠʮʷ, ʷʢʘ ʫ ʟʘʛʘʣʴʥʦʤʫ ʚʠʛʣʷʜʽ ʚʽʜʦʙʨʘʞʘʻ ʩʪʨʫʢʪʫʨʫ ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʙʫʜʴ-ʷʢʠʭ 

ʩʠʩʪʝʤ ʧʦʢʘʟʘʥʘ ʚ ʊʘʙʣʠʮʽ 1.1. 
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ʊʘʙʣʠʮʷ 1.1. ʄʘʪʨʠʮʷ ʩʪʽʡʢʦʩʪʽ [1] 

 

ʌʽʟʠʯʥʠʡ ʉʪʘʥ ʽ 

ʤʦʞʣʠʚʦʩʪʽ 

ʦʙʣʘʜʥʘʥʥʷ ʪʘ 

ʧʝʨʩʦʥʘʣʫ; 

ʩʪʨʫʢʪʫʨʘ 

ʤʝʨʝʞʽ. 

ʈʦʟʧʽʟʥʘʚʘʥʥʷ 

ʧʦʜʽʡ ʪʘ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ 

ʩʠʩʪʝʤʠ ʜʣʷ 

ʧʽʜʪʨʠʤʢʠ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪ

ʽ. 

ʉʠʩʪʝʤʥʽ ʟʤʽʥʠ 

ʜʣʷ ʚʽʜʥʦʚʣʝʥʥʷ 

ʧʦʧʝʨʝʜʥʴʦʾ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ

. 

ɿʤʽʥʠ ʜʣʷ 

ʧʽʜʚʠʱʝʥʥʷ 

ʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤʠ. 

ɯʥʬʦʨʤʘʮʽʡʥʠʡ ʇʽʜʛʦʪʦʚʢʘ, 

ʧʨʝʜʩʪʘʚʣʝʥʥʷ, 

ʘʥʘʣʽʟ ʪʘ 

ʟʙʝʨʽʛʘʥʥʷ ʜʘʥʠʭ. 

ʆʮʽʥʢʘ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪ

ʽ ʚ ʨʝʞʠʤʽ 

ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ, 

ʧʝʨʝʜʙʘʯʝʥʥʷ 

ʢʘʩʢʘʜʥʠʭ ʚʪʨʘʪ ʽ 

ʟʘʢʨʠʪʪʷ ʧʦʜʽʾ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ 

ʜʘʥʠʭ ʜʣʷ 

ʚʽʜʩʪʝʞʝʥʥʷ 

ʧʨʦʛʨʝʩʫ 

ʚʽʜʥʦʚʣʝʥʥʷ ʪʘ 

ʧʨʦʛʥʦʟʫʚʘʥʥʷ 

ʩʮʝʥʘʨʽʾʚ 

ʚʽʜʥʦʚʣʝʥʥʷ. 

ʉʪʚʦʨʝʥʥʷ ʪʘ 

ʚʜʦʩʢʦʥʘʣʝʥʥʷ 

ʧʨʦʪʦʢʦʣʽʚ 

ʟʙʝʨʽʛʘʥʥʷ ʪʘ 

ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʜʘʥʠʭ. 

ʂʦʛʥʽʪʠʚʥʠʡ ʇʨʦʝʢʪʫʚʘʥʥʷ 

ʩʠʩʪʝʤʠ ʪʘ 

ʨʽʰʝʥʥʷ ʱʦʜʦ 

ʝʢʩʧʣʫʘʪʘʮʽʾ ʟ 

ʧʝʨʝʜʙʘʯʝʥʥʷʤ 

ʥʝʩʧʨʠʷʪʣʠʚʠʭ 

ʧʦʜʽʡ. 

ʇʨʦʪʦʢʦʣʠ ʜʽʾ ʚ 

ʥʘʜʟʚʠʯʘʡʥʠʭ 

ʩʠʪʫʘʮʽʷʭ ʪʘ 

ʧʨʦʘʢʪʠʚʥʝ 

ʫʧʨʘʚʣʽʥʥʷ 

ʜʽʷʤʠ. 

ʂʦʤʫʥʽʢʘʮʽʷ ʪʘ 

ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ 

ʱʦʜʦ 

ʚʽʜʥʦʚʣʝʥʥʷ.  

ʈʦʟʨʦʙʢʘ ʥʦʚʠʭ 

ʢʦʥʬʽʛʫʨʘʮʽʡ 

ʩʠʩʪʝʤʠ, ʮʽʣʝʡ ʪʘ 

ʢʨʠʪʝʨʽʾʚ 

ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ. 

ʉʦʮʽʘʣʴʥʠʡ  ʉʦʮʽʘʣʴʥʘ 

ʤʝʨʝʞʘ, 

ʛʨʦʤʘʜʩʴʢʠʡ 

ʢʘʧʽʪʘʣ, 

ʽʥʩʪʠʪʫʮʽʡʥʽ ʪʘ 

ʢʫʣʴʪʫʨʥʽ ʥʦʨʤʠ, 

ʥʘʚʯʘʥʥʷ 

ʂʦʤʧʝʪʝʥʪʥʠʡ 

ʧʝʨʩʦʥʘʣ, 

ʩʦʮʽʘʣʴʥʽ 

ʫʩʪʘʥʦʚʠ ʜʣʷ 

ʨʝʘʛʫʚʘʥʥʷ ʥʘ 

ʧʦʜʽʾ.  

ʂʦʤʘʥʜʥʘ ʨʦʙʦʪʘ 

ʪʘ ʦʙʤʽʥ 

ʟʥʘʥʥʷʤʠ ʜʣʷ 

ʧʦʢʨʘʱʝʥʥʷ 

ʧʨʦʮʝʩʫ 

ʚʽʜʥʦʚʣʝʥʥʷ 

ʩʠʩʪʝʤʠ. 

ɼʦʜʘʚʘʥʥʷ ʘʙʦ 

ʟʤʽʥʠ ʽʥʩʪʠʪʫʮʽʡ, 

ʧʦʣʽʪʠʢ, ʧʨʦʛʨʘʤ 

ʥʘʚʯʘʥʥʷ ʪʘ 

ʢʫʣʴʪʫʨʠ 

ʦʨʛʘʥʽʟʘʮʽʡ. 

ʋ ʩʚʦʾʭ ʥʘʩʪʫʧʥʠʭ ʧʨʘʮʷʭ ʜʦʩʣʽʜʥʠʮʴʢʘ ʛʨʫʧʘ ʃʽʥʢʦʚʘ ʟʜʽʡʩʥʠʣʘ ʩʫʪʪʻʚʝ 

ʨʦʟʰʠʨʝʥʥʷ ʡ ʜʝʪʘʣʽʟʘʮʽʶ ʩʠʩʪʝʤʥʠʭ ʬʫʥʢʮʽʡ ʽ ʜʦʤʝʥʽʚ ʟʛʘʜʘʥʦʾ ʫʟʘʛʘʣʴʥʝʥʦʾ ʤʘʪʨʠʮʽ ʟ 

ʤʝʪʦʶ ʽʤʧʣʝʤʝʥʪʘʮʽʾ ʩʪʨʫʢʪʫʨ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, ʱʦ ʪʘʢʦʞ ʦʭʦʧʠʣʦ ʨʦʟʨʦʙʢʫ 

     ʇʦʧʝʨʝʜʥʽʡ ʮʠʢʣ ʇʣʘʥ / ʇʽʜʛʦʪʦʚʢʘ 
ɸʙʩʦʨʙʘʮʽʷ 

(ʚʠʷʚʣʝʥʥʷ) 
ɺʽʜʥʦʚʣʝʥʥʷ ɸʜʘʧʪʘʮʽʷ 

ʏʘʩ 

ʇʦʙʽʯʥʘ ʧʦʜʽʷ 
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ʤʝʪʨʠʢ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ [14]. ʇʨʠ ʮʴʦʤʫ ʥʝʦʙʭʽʜʥʦ ʥʘʛʦʣʦʩʠʪʠ ʥʘ ʧʨʠʥʮʠʧʦʚʽʡ 

ʨʽʟʥʠʮʽ ʫ ʪʣʫʤʘʯʝʥʥʽ ʧʦʥʷʪʴ çʤʽʨʘè ʪʘ çʤʝʪʨʠʢʘè. ʇʽʜ ʤʽʨʦʶ ʨʦʟʫʤʽʶʪʴ ʷʢʽʩʥʠʡ ʯʠ 

ʢʽʣʴʢʽʩʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʬʽʢʩʘʮʽʾ ʧʝʚʥʦʾ ʚʣʘʩʪʠʚʦʩʪʽ ʢʦʥʢʨʝʪʥʦʛʦ ʩʠʩʪʝʤʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ 

ʘʙʦ ʩʠʩʪʝʤʠ ʟʘʛʘʣʦʤ. ʅʘʪʦʤʽʩʪʴ ʤʝʪʨʠʢʘ ʚʠʩʪʫʧʘʻ ʤʝʭʘʥʽʟʤʦʤ ʟʽʩʪʘʚʣʝʥʥʷ ʷʢʦʩʪʽ ʢʽʣʴʢʦʭ 

ʩʠʩʪʝʤ (ʘʙʦ ʾʭʥʽʭ ʩʢʣʘʜʦʚʠʭ) ʯʝʨʝʟ ʙʝʟʧʦʩʝʨʝʜʥʻ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʽʨʠ. ʗʢ ʽʣʶʩʪʨʘʮʽʶ 

ʤʦʞʥʘ ʥʘʚʝʩʪʠ ʪʘʢʠʡ ʧʨʠʢʣʘʜ: ʨʽʚʝʥʴ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʩʠʩʪʝʤʠ ʚ ʫʤʦʚʘʭ ʢʽʙʝʨʚʧʣʠʚʫ 

ʩʣʫʛʫʚʘʪʠʤʝ ʤʝʪʨʠʢʦʶ, ʪʦʜʽ ʷʢ ʰʚʠʜʢʽʩʪʴ ʧʝʨʝʜʘʚʘʥʥʷ ʜʘʥʠʭ ʫ ʥʽʡ ʚʠʩʪʫʧʘʪʠʤʝ 

ʚʽʜʧʦʚʽʜʥʦʶ ʤʽʨʦʶ, ʱʦ ʪʽʩʥʦ ʧʦʚ'ʷʟʘʥʘ ʽʟ ʮʽʻʶ ʤʝʪʨʠʢʦʶ. 

ʄʝʪʦʜʦʣʦʛʽʷ ʫʧʨʘʚʣʽʥʥʷ ʩʪʽʡʢʽʩʪʶ CERT (CERT-RMM). ʇʝʚʥʽ ʽʥʩʪʠʪʫʮʽʾ, ʥʝ 

ʦʙʤʝʞʠʣʠʩʷ ʟʘʛʘʣʴʥʦʧʨʠʡʥʷʪʠʤʠ ʩʪʘʥʜʘʨʪʘʤʠ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʱʦ ʽʤʧʣʝʤʝʥʪʦʚʘʥʽ ʚ 

ISO/IEC ʪʘ NIST, ʽ ʩʪʚʦʨʠʣʠ ʚʫʟʴʢʦʩʧʝʮʽʘʣʽʟʦʚʘʥʽ ʥʦʨʤʘʪʠʚʠ, ʷʢʽ ʨʦʟʢʨʠʚʘʶʪʴ 

ʨʽʟʥʦʤʘʥʽʪʥʽ ʩʪʘʜʽʾ ʪʘ ʩʬʝʨʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ. ʅʘʡʙʽʣʴʰ ˇʨʫʥʪʦʚʥʦʶ ʩʝʨʝʜ ʪʘʢʠʭ 

ʨʦʟʨʦʙʦʢ ʚʠʩʪʫʧʘʻ ʤʝʪʦʜʦʣʦʛʽʷ ʫʧʨʘʚʣʽʥʥʷ ʩʪʽʡʢʽʩʪʶ CERT (CERT-RMM), ʩʪʚʦʨʝʥʘ 

ʬʘʭʽʚʮʷʤʠ ʋʥʽʚʝʨʩʠʪʝʪʫ ʂʘʨʥʝʛʽ-ʄʝʣʣʦʥʘ [15]. ʋ ʩʪʨʫʢʪʫʨʽ CERT Resiliency Engineering 

Framework ʥʘʚʝʜʝʥʦ ʟʚʝʜʝʥʥʷ ʩʪʘʥʜʘʨʪʽʚ ʪʘ ʧʨʘʢʪʠʯʥʠʭ ʢʦʜʝʢʩʽʚ, ʱʦ ʪʨʘʜʠʮʽʡʥʦ 

ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʽʟ ʮʽʻʶ ʤʝʪʦʶ. ɿʘʜʣʷ ʩʧʨʠʷʥʥʷ ʦʨʛʘʥʽʟʘʮʽʷʤ ʫ ʚʠʟʥʘʯʝʥʥʽ ʚʣʘʩʥʦʛʦ ʨʽʚʥʷ 

ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, ʥʘ ʦʬʽʮʽʡʥʦʤʫ ʚʝʙʩʘʡʪʽ ʦʨʛʘʥʽʟʘʮʽʾ ʚ ʤʝʞʘʭ ʜʘʥʦʾ ʤʝʪʦʜʦʣʦʛʽʾ 

ʥʘʜʘʻʪʴʩʷ ʜʦʩʪʫʧ ʜʦ ʩʧʝʮʽʘʣʴʥʦʛʦ ʽʥʩʪʨʫʤʝʥʪʫ ʩʘʤʦʦʮʽʥʢʠ, ʷʢʠʡ ʨʦʙʠʪʴ ʦʩʥʦʚʥʠʡ ʘʢʮʝʥʪ 

ʩʘʤʝ ʥʘ ʢʽʙʝʨʨʠʟʠʢʘʭ [16]. ɹʝʟʧʦʩʝʨʝʜʥʴʦ ʧʨʦʮʝʜʫʨʘ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ 

ʙʘʟʫʻʪʴʩʷ ʥʘ ʯʽʪʢʦ ʩʪʨʫʢʪʫʨʦʚʘʥʽʡ ʩʠʩʪʝʤʽ ʤʝʪʨʠʢ: 

¶ ɸʪʨʠʙʫʪ ï ʩʧʝʮʠʬʽʯʥʘ ʨʠʩʘ ʯʠ ʚʣʘʩʪʠʚʽʩʪʴ ʧʝʚʥʦʛʦ ʘʢʪʠʚʫ, ʩʝʨʚʽʩʫ ʘʙʦ 

ʧʨʦʮʝʩʫ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʪʽʡʢʦʩʪʽ. 

¶ ʆʩʥʦʚʥʘ ʤʽʨʘ ï ʽʥʩʪʨʫʤʝʥʪ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʙʝʟʧʦʩʝʨʝʜʥʻ ʢʽʣʴʢʽʩʥʝ 

ʚʠʨʘʞʝʥʥʷ ʢʦʥʢʨʝʪʥʦʛʦ ʘʪʨʠʙʫʪʘ. 

¶ ʇʦʭʽʜʥʽ ʤʽʨʠ ï ʨʦʟʨʘʭʫʥʢʦʚʘ ʤʘʪʝʤʘʪʠʯʥʘ ʬʫʥʢʮʽʷ, ʷʢʘ ʬʦʨʤʫʻʪʴʩʷ ʰʣʷʭʦʤ 

ʧʦʻʜʥʘʥʥʷ ʜʚʦʭ ʯʠ ʙʽʣʴʰʝ ʦʩʥʦʚʥʠʭ ʪʘ/ʘʙʦ ʽʥʰʠʭ ʧʦʭʽʜʥʠʭ ʤʽʨ. 
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¶ ʇʦʢʘʟʥʠʢʠ ï ʚʩʪʘʥʦʚʣʝʥʽ ʢʨʠʪʝʨʽʾ, ʱʦ ʩʣʫʛʫʶʪʴ ʬʫʥʜʘʤʝʥʪʘʣʴʥʦʶ ʙʘʟʦʶ 

ʧʽʜ ʯʘʩ ʫʭʚʘʣʝʥʥʷ ʨʽʰʝʥʴ. 

¶ ɯʥʬʦʨʤʘʮʽʡʥʘ ʧʦʪʨʝʙʘ ï ʮʽʣʴʦʚʝ ʦʙ'ʻʜʥʘʥʥʷ ʢʦʤʧʣʝʢʩʫ ʧʦʢʘʟʥʠʢʽʚ, ʱʦ 

ʬʦʨʤʫʻ ʧʽʜˇʨʫʥʪʷ ʜʣʷ ʦʙˇʨʫʥʪʦʚʘʥʦʛʦ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʥʷ. 

1.3 ɺʧʨʦʚʘʜʞʝʥʥʷ ʘʜʘʧʪʠʚʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʧʦʨʫʰʝʥʥʷ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ɸʢʪʫʘʣʴʥʽ ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ ʪʘ ʫʤʦʚʠ ʛʽʙʨʠʜʥʦʾ ʚʽʡʥʠ ʥʘʦʯʥʦ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʠ, ʱʦ 

ʢʽʙʝʨʘʪʘʢʠ ʥʘ ʦʙô̒ ʢʪʠ ʢʨʠʪʠʯʥʦ ʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʫ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʛʘʣʫʟʷʭ 

ʞʠʪʪʻʜʽʷʣʴʥʦʩʪʽ ʤʦʞʫʪʴ ʤʘʪʠ ʥʝ ʤʝʥʰ ʨʫʡʥʽʚʥʠʡ ʭʘʨʘʢʪʝʨ, ʥʽʞ ʟʙʠʪʢʠ ʚʽʜ ʨʝʘʣʴʥʠʭ 

ʬʽʟʠʯʥʠʭ ʚʽʡʩʴʢʦʚʠʭ ʜʡ̔. ʇʨʠ ʮʴʦʤʫ, ʟʚʘʞʘʶʯʠ ʥʘ ʩʪʨʽʤʢʝ ʟʙʽʣʴʰʝʥʥʷ ʤʘʩʰʪʘʙʽʚ ʽ ʨʽʚʥʷ 

ʩʢʣʘʜʥʦʩʪʽ ʢʽʙʝʨʘʪʘʢ, ʧʠʪʘʥʥʷ ʛʘʨʘʥʪʫʚʘʥʥʷ ʙʝʟʧʝʨʝʙʽʡʥʦʾ ʨʦʙʦʪʠ ʝʥʝʨʛʝʪʠʯʥʠʭ ʩʠʩʪʝʤ 

ʩʪʘʻ ʩʴʦʛʦʜʥʽ ʥʘʜʟʚʠʯʘʡʥʦ ʧʨʽʦʨʠʪʝʪʥʠʤ ʟʘʚʜʘʥʥʷʤ. ɿʦʢʨʝʤʘ, ʛʦʩʪʨʦ ʘʢʪʫʘʣʽʟʫʻʪʴʩʷ 

ʧʨʦʙʣʝʤʘ, ʧʦʚ'ʷʟʘʥʘ ʟ ʥʘʷʚʥʠʤʠ ʤʝʪʦʜʘʤʠ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ [17], ʘ ʧʦʜʝʢʫʜʠ 

ï ʽʟ ʧʦʚʥʦʶ ʚʽʜʩʫʪʥʽʩʪʶ ʯʽʪʢʦ ʩʪʨʫʢʪʫʨʦʚʘʥʠʭ ʘʣʛʦʨʠʪʤʽʚ ʨʝʘʛʫʚʘʥʥʷ, ʥʝʦʙʭʽʜʥʠʭ ʜʣʷ 

ʧʦʜʘʣʴʰʦʛʦ ʚʽʜʥʦʚʣʝʥʥʷ. ʗʢ ʥʘʩʣʽʜʦʢ, ʚʠʥʠʢʣʘ ʦʙ'ʻʢʪʠʚʥʘ ʧʦʪʨʝʙʘ ʟʤʽʩʪʠʪʠ ʧʘʨʘʜʠʛʤʫ: 

ʚʽʜ ʩʫʪʦ ʧʨʷʤʦʛʦ ʚʧʨʦʚʘʜʞʝʥʥʷ ʟʘʭʠʩʥʠʭ ʟʘʭʦʜʽʚ ʧʨʦʪʠ ʢʽʙʝʨʘʪʘʢ ʫ ʩʝʢʪʦʨʽ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʧʝʨʝʡʪʠ ʜʦ ʧʨʽʦʨʠʪʝʟʘʮʽʾ ʧʨʦʮʝʩʽʚ ʰʚʠʜʢʦʛʦ ʧʦʚʝʨʥʝʥʥʷ ʩʠʩʪʝʤʠ ʯʠ 

ʦʙôʻʢʪʘ ʜʦ ʧʨʠʡʥʷʪʥʦʛʦ ʨʦʙʦʯʦʛʦ ʩʪʘʥʫ, ʱʦ, ʚʣʘʩʥʝ, ʽ ʩʪʘʥʦʚʠʪʴ ʩʫʪʥʽʩʪʴ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ. ɼʦʜʘʪʢʦʚʠʤ ʧʽʜʪʚʝʨʜʞʝʥʥʷʤ ʥʝʘʙʠʷʢʦʾ ʚʘʞʣʠʚʦʩʪʽ ʟʘʟʥʘʯʝʥʦʾ 

ʧʨʦʙʣʝʤʘʪʠʢʠ ʩʣʫʛʫʶʪʴ ʩʫʯʘʩʥʽ ʪʝʥʜʝʥʮʽʾ, ʷʢʽ ʧʦʣʷʛʘʶʪʴ ʫ ʬʦʨʤʫʚʘʥʥʽ ʥʦʚʠʭ ʜʝʨʞʘʚʥʠʭ 

ʨʝʛʫʣʶʶʯʠʭ ʦʨʛʘʥʽʚ ʥʘ ʥʘʡʚʠʱʦʤʫ ʫʧʨʘʚʣʽʥʩʴʢʦʤʫ ʨʽʚʥʽ. ʆʩʥʦʚʥʽ ʨʝʟʫʣʴʪʘʪʠ ʮʴʦʛʦ 

ʧʽʜʨʦʟʜʽʣʫ ʙʫʣʠ ʦʧʫʙʣʽʢʦʚʘʥʽ ʟʜʦʙʫʚʘʯʝʤ ʫ ʧʨʘʮʽ [2]. 

ʋ ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ ʡʜʝʪʴʩʷ ʧʨʦ ʽʥʽʮʽʘʣʽʟʘʮʽʶ ʪʘ ʧʦʜʘʣʴʰʝ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ 

ʥʘʮʽʦʥʘʣʴʥʦʾ ʩʠʩʪʝʤʠ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʽʥʮʠʜʝʥʪʠ ʪʘ ʘʪʘʢʠ ʫ ʢʽʙʝʨʥʝʪʠʯʥʦʤʫ ʧʨʦʩʪʦʨʽ [18]. 

ɿʘʚʜʷʢʠ ʪʘʢʦʤʫ ʧʽʜʭʦʜʫ ʜʝʨʞʘʚʥʽ ʽʥʩʪʠʪʫʮʽʾ ʪʘ ʨʽʟʥʦʤʘʥʽʪʥʽ ʦʨʛʘʥʽʟʘʮʽʾ ʦʪʨʠʤʫʶʪʴ ʟʤʦʛʫ 

ʟʜʽʡʩʥʶʚʘʪʠ ʢʦʤʧʣʝʢʩʥʫ ʦʮʽʥʢʫ ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ, ʚʠʷʚʣʷʪʠ ʩʣʘʙʢʽ ʤʽʩʮʷ ʩʠʩʪʝʤʠ, ʘ 
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ʪʘʢʦʞ ʚʥʦʩʠʪʠ ʦʙˇʨʫʥʪʦʚʘʥʽ ʢʦʨʝʢʪʠʚʠ ʜʦ ʧʦʜʘʣʴʰʠʭ ʣʦʢʘʣʴʥʠʭ ʽ ʛʣʦʙʘʣʴʥʠʭ ʩʪʨʘʪʝʛʽʡ 

ʟʘʭʠʩʪʫ/ʧʨʦʪʠʜʽʾ [19]. ɿʘʟʥʘʯʝʥʠʡ ʘʩʧʝʢʪ ʚʠʩʪʫʧʘʻ ʢʨʠʪʠʯʥʦ ʥʝʦʙʭʽʜʥʦʶ ʫʤʦʚʦʶ ʜʣʷ 

ʜʦʩʷʛʥʝʥʥʷ ʦʧʪʠʤʘʣʴʥʦʛʦ/ʧʨʠʡʥʷʪʥʦʛʦ ʨʽʚʥʷ ʟʘʭʠʩʪʫ. ʎʝ, ʟʽ ʩʚʦʛʦ ʙʦʢʫ, ʚʽʜʢʨʠʚʘʻ 

ʤʦʞʣʠʚʽʩʪʴ ʥʘʜʽʡʥʦ ʛʘʨʘʥʪʫʚʘʪʠ ʙʝʟʧʝʨʝʨʚʥʽʩʪʴ ʨʦʙʦʪʠ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʥʘʚʽʪʴ ʟʘ ʦʙʩʪʘʚʠʥ ʽʥʪʝʥʩʠʚʥʦʾ ʚʦʨʦʞʦʾ ʜʽʷʣʴʥʦʩʪʽ ʚ ʩʝʢʪʦʨʽ ʢʽʙʝʨʘʪʘʢ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʢʽʣʴʢʽʩʥʠʭ ʦʮʽʥʦʢ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʩʫʪʪʻʚʦ ʩʧʨʠʷʻ ʽʥʪʝʛʨʘʮʽʾ ʙʝʟʧʦʩʝʨʝʜʥʴʦ 

ʢʽʙʝʨʟʘʭʠʩʪʫ ʜʦ ʟʘʛʘʣʴʥʦʾ ʩʪʨʘʪʝʛʽʾ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ. ɿʦʢʨʝʤʘ, ʮʝ ʜʦʟʚʦʣʷʻ ʙʽʣʴʰ 

ʪʦʯʥʦ ʚʩʪʘʥʦʚʣʶʚʘʪʠ ʧʦʪʝʥʮʽʘʣ ʽʤʦʚʽʨʥʦʛʦ ʚʽʜʥʦʚʣʝʥʥʷ ʧʽʩʣʷ ʟʘʧʦʜʽʷʥʦʾ ʰʢʦʜʠ, ʘ ʪʘʢʦʞ 

ʟʜʽʡʩʥʶʚʘʪʠ ʛʨʘʤʦʪʥʠʡ ʨʦʟʧʦʜʽʣ ʥʝʦʙʭʽʜʥʠʭ ʨʝʩʫʨʩʽʚ, ʚʽʜʧʦʚʽʜʥʠʭ ʩʝʨʚʽʩʽʚ ʯʠ ʟʘʣʫʯʝʥʠʭ 

ʦʨʛʘʥʽʚ ʫʧʨʘʚʣʽʥʥʷ. 

ʆʜʥʘʢ, ʫ ʪʦʡ ʩʘʤʠʡ ʯʘʩ, ʷʢʱʦ ʩʠʪʫʘʮʽʷ ʟ ʘʥʘʣʽʟʦʤ ʷʢʽʩʥʠʭ ʧʦʢʘʟʥʠʢʽʚ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʽʩʥʫʶʯʠʭ ʩʠʩʪʝʤ ʽ ʬʨʝʡʤʚʦʨʢʽʚ, ʘ ʪʘʢʦʞ ʽʟ ʧʨʦʮʝʩʦʤ ʤʦʜʝʣʶʚʘʥʥʷ 

ʩʠʩʪʝʤʥʠʭ ʧʨʦʪʦʪʠʧʽʚ ʜʣʷ ʮʠʭ ʦʙôʻʢʪʽʚ ʟʘʣʠʰʘʻʪʴʩʷ ʧʝʨʝʚʘʞʥʦ ʟʨʦʟʫʤʽʣʦʶ, ʪʦ ʱʦʜʦ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʩʫʪʦ ʢʽʣʴʢʽʩʥʦʛʦ ʧʽʜʭʦʜʫ ʪʘ ʚʩʪʘʥʦʚʣʝʥʥʷ ʢʦʥʢʨʝʪʥʠʭ ʤʝʪʨʠʢ/ʧʘʨʘʤʝʪʨʽʚ 

ʧʦʛʣʷʜʠ ʬʘʭʽʚʮʽʚ ʩʫʪʪʻʚʦ ʨʽʟʥʷʪʴʩʷ [20]. ʅʘ ʩʴʦʛʦʜʥʽʰʥʽʡ ʜʝʥʴ ʜʦʩʽ ʙʨʘʢʫʻ 

ʫʥʽʚʝʨʩʘʣʴʥʦʛʦ ʪʘ ʯʽʪʢʦ ʩʪʨʫʢʪʫʨʦʚʘʥʦʛʦ ʤʝʭʘʥʽʟʤʫ, ʧʨʠʜʘʪʥʦʛʦ ʜʣʷ ʽʤʧʣʝʤʝʥʪʘʮʽʾ ʥʘ 

ʦʙôʻʢʪʘʭ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʱʦ ʥʘʣʝʞʘʪʴ ʜʦ ʨʽʟʥʠʭ ʛʘʣʫʟʝʡ. ʊʦʤʫ ʥʘʩʘʤʧʝʨʝʜ 

ʥʝʦʙʭʽʜʥʦ ʜʝʪʘʣʴʥʦ ʨʦʟʛʣʷʥʫʪʠ ʞʠʪʪʻʚʠʡ ʮʠʢʣ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ. ʋ 

ʟʘʛʘʣʴʥʦʤʫ ʚʠʛʣʷʜʽ ʡʦʛʦ ʤʦʞʥʘ ʧʨʝʜʩʪʘʚʠʪʠ ʫ ʪʘʢʽʡ ʧʦʩʣʽʜʦʚʥʦʩʪʽ: 

¶ ʧʣʘʥʫʚʘʥʥʷ ʪʘ ʧʽʜʛʦʪʦʚʢʘ; 

¶ ʚʠʷʚʣʝʥʥʷ ʪʘ ʘʥʘʣʽʟ; 

¶ ʩʧʦʚʽʱʝʥʥʷ ʪʘ ʩʪʨʠʤʫʚʘʥʥʷ; 

¶ ʣʽʢʚʽʜʘʮʽʷ ʥʘʩʣʽʜʢʽʚ; 

¶ ʘʜʘʧʪʘʮʽʷ ʪʘ ʚʽʜʥʦʚʣʝʥʥʷ; 

¶ ʧʦʜʘʣʴʰʘ ʜʽʷʣʴʥʽʩʪʴ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʦʛʦ ʦʙôʻʢʪʫ. 

ʂʨʽʤ ʪʦʛʦ, ʟʚʘʞʘʶʯʠ ʥʘ ʪʝ, ʱʦ ʢʽʙʝʨʩʪʽʡʢʽʩʪʴ ʷʚʣʷʻ ʩʦʙʦʶ ʩʧʨʦʤʦʞʥʽʩʪʴ ʫʩʪʘʥʦʚʠ 

ʧʽʜʪʨʠʤʫʚʘʪʠ ʙʝʟʧʝʨʝʨʚʥʠʡ ʨʦʟʚʠʪʦʢ ʚʣʘʩʥʦʾ ʦʧʝʨʘʮʽʡʥʦʾ ʜʽʷʣʴʥʦʩʪʽ (ʱʦ ʬʦʨʤʫʻ 
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ʟʘʛʘʣʴʥʫ ʩʪʽʡʢʽʩʪʴ ʧʽʜʧʨʠʻʤʩʪʚʘ) ʟʘʚʜʷʢʠ ʟʘʚʯʘʩʥʽʡ ʧʽʜʛʦʪʦʚʮʽ ʜʦ ʢʽʙʝʨʟʘʛʨʦʟ ʪʘ ʚʤʽʥʥʶ 

ʘʜʝʢʚʘʪʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʥʠʭ ʽʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʽʥʩʪʨʫʤʝʥʪʽʚ ʚʽʜʥʦʚʣʝʥʥʷ ʧʽʩʣʷ ʢʽʙʝʨʘʪʘʢ, 

ʪʘʢʫ ʭʘʨʘʢʪʝʨʠʩʪʠʢʫ ʜʦʮʽʣʴʥʦ ʘʥʘʣʽʟʫʚʘʪʠ ʚ ʨʦʟʨʽʟʽ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʨʽʚʥʽʚ (ʊʘʙʣʠʮʷ 1.2). 

ɺʦʜʥʦʯʘʩ ʥʘ ʢʦʞʥʦʤʫ ʟ ʚʽʜʦʙʨʘʞʝʥʠʭ ʨʽʚʥʽʚ ʚʠʥʠʢʘʶʪʴ ʩʧʝʮʠʬʽʯʥʽ ʚʠʢʣʠʢʠ, ʘ 

ʪʘʢʦʞ ʬʦʨʤʫʶʪʴʩʷ ʚʣʘʩʥʽ ʧʽʜʭʦʜʠ ʪʘ ʧʦʪʝʥʮʽʡʥʽ ʤʝʭʘʥʽʟʤʠ ʢʦʥʪʨʦʣʶ, ʥʝʦʙʭʽʜʥʽ ʜʣʷ 

ʧʦʚʥʦʮʽʥʥʦʛʦ ʛʘʨʘʥʪʫʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ. ɺʽʜʪʘʢ, ʩʧʨʦʤʦʞʥʽʩʪʴ ʩʪʘʙʽʣʴʥʦ ʜʦʩʷʛʘʪʠ 

ʥʘʤʽʯʝʥʠʭ ʮʽʣʝʡ ʤʦʞʝ ʧʦʰʠʨʶʚʘʪʠʩʷ ʥʝ ʚʠʢʣʶʯʥʦ ʥʘ ʨʽʚʝʥʴ ʮʽʣʠʭ ʜʝʨʞʘʚ, ʘʣʝ ʡ 

ʦʭʦʧʣʶʚʘʪʠ ʧʨʦʤʠʩʣʦʚʽ ʦʙ'ʻʢʪʠ, ʦʢʨʝʤʽ ʧʽʜʧʨʠʻʤʩʪʚʘ ʯʠ ʥʘʚʽʪʴ ʚʫʟʴʢʦʩʧʨʷʤʦʚʘʥʽ 

ʣʦʢʘʣʴʥʽ ɯʊ-ʩʠʩʪʝʤʠ. ɺʪʽʤ, ʟʘʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʩʧʨʘʚʞʥʴʦʾ ʝʬʝʢʪʠʚʥʦʩʪʽ, ʢʽʙʝʨʩʪʽʡʢʽʩʪʴ 

ʤʘʻ ʚʠʚʯʘʪʠʩʷ ʪʘ ʚʧʨʦʚʘʜʞʫʚʘʪʠʩʷ ʢʦʤʧʣʝʢʩʥʦ ï ʪʦʙʪʦ, ʧʘʨʘʣʝʣʴʥʦ ʥʘ ʜʝʢʽʣʴʢʦʭ 

ʚʟʘʻʤʦʧʦʚ'ʷʟʘʥʠʭ ʨʽʚʥʷʭ ʪʘ ʚ ʨʽʟʥʠʭ ʤʘʩʰʪʘʙʥʠʭ ʚʠʤʽʨʘʭ ʦʜʥʦʯʘʩʥʦ [21].  

ʊʘʙʣʠʮʷ 1.2 ï ʂʽʙʝʨʩʪʽʡʢʽʩʪʴ ʥʘ ʨʽʟʥʠʭ ʨʽʚʥʷʭ 

ʈʽʚʝʥʴ ʆʧʠʩ ʇʨʠʢʣʘʜ 

ʄʽʞʥʘʮʽʦʥʘʣʴʥʠʡ ʂʉ ʜʣʷ ʢʦʥʬʝʜʝʨʘʮʽʡ ɭʚʨʦʧʝʡʩʴʢʠʡ ʩʦʶʟ 

ʅʘʮʽʦʥʘʣʴʥʠʡ ʂʉ ʜʣʷ ʢʨʘʾʥʠ ʋʢʨʘʾʥʘ 

ʈʝʛʽʦʥʘʣʴʥʠʡ ʂʉ ʜʣʷ ʨʝʛʽʦʥʫ, ʘʙʦ ʤʽʩʪʘ ʂʠʾʚ 

ʆʨʛʘʥʽʟʘʮʽʡʥʠʡ ʂʉ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʂʦʤʧʘʥʽʷ 

ʌʫʥʢʮʽʦʥʘʣʴʥʠʡ ʂʉ ʜʣʷ ʙʽʟʥʝʩ-ʬʫʥʢʮʽʡ ʇʨʦʮʝʩ ʟʘʭʠʩʪʫ 

ʊʝʭʥʽʯʥʠʡ ʂʉ ʜʣʷ ʪʝʭʥʽʯʥʠʭ ʩʠʩʪʝʤ ɯʊ-ʩʠʩʪʝʤʘ, ʤʝʨʝʞʘ 

ɹʫʜʴ-ʷʢʘ ʤʝʪʨʠʢʘ, ʧʨʠʟʥʘʯʝʥʘ ʜʣʷ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ, ʟʦʙʦʚ'ʷʟʘʥʘ 

ʚʩʪʘʥʦʚʣʶʚʘʪʠ ʢʣʶʯʦʚʽ ʮʽʣʽ (ʧʝʨʝʜʙʘʯʠʪʠ, ʚʠʪʨʠʤʘʪʠ, ʚʽʜʥʦʚʠʪʠ ʪʘ ʘʜʘʧʪʫʚʘʪʠʩʷ). 

ɺʦʜʥʦʯʘʩ ʮʽʣʽ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʤʘʶʪʴ ʥʝʦʜʤʽʥʥʦ ʭʘʨʘʢʪʝʨʠʟʫʚʘʪʠʩʷ ʪʘʢʠʤʠ ʩʠʩʪʝʤʥʠʤʠ 

ʚʣʘʩʪʠʚʦʩʪʷʤʠ ʚʠʩʦʢʦʛʦ ʨʽʚʥʷ, ʷʢ ʦʙʽʟʥʘʥʽʩʪʴ, ʥʘʜʽʡʥʽʩʪʴ, ʚʽʜʥʦʚʣʝʥʥʷ ʪʘ ʘʜʘʧʪʠʚʥʽʩʪʴ. 

ɿʽ ʩʚʦʛʦ ʙʦʢʫ, ʧʝʨʝʣʽʯʝʥʽ ʚʣʘʩʪʠʚʦʩʪʽ ʨʦʟʢʨʠʚʘʶʪʴ ʥʘʙʽʨ ʙʽʣʴʰ ʩʧʝʮʠʬʽʯʥʠʭ 
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ʭʘʨʘʢʪʝʨʠʩʪʠʢ, ʜʦ ʷʢʠʭ ʥʘʣʝʞʘʪʴ: ʛʦʪʦʚʥʽʩʪʴ, ʙʝʟʧʝʨʝʨʚʥʽʩʪʴ, ʦʙʤʝʞʝʥʥʷ ʰʢʦʜʠ, 

ʦʧʝʨʘʮʽʡʥʘ ʪʘ ʪʝʭʥʽʯʥʘ ʛʥʫʯʢʽʩʪʴ, ʘ ʪʘʢʦʞ ʧʦʜʘʣʴʰʘ ʧʽʜʟʚʽʪʥʽʩʪʴ. 

ʅʘ ʜʘʥʠʡ ʤʦʤʝʥʪ ʥʘʣʽʯʫʻʪʴʩʷ ʙʣʠʟʴʢʦ 500 ʨʝʧʨʝʟʝʥʪʘʪʠʚʥʠʭ ʧʦʢʘʟʥʠʢʽʚ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ [1]. ʇʝʚʥʘ ʯʘʩʪʠʥʘ ʽʥʜʠʢʘʪʦʨʽʚ, ʟʦʢʨʝʤʘ ʪʽ, ʱʦ ʧʦʚ'ʷʟʘʥʽ ʟ ʮʽʣʣʶ 

çʟʘʧʦʙʽʛʘʥʥʷ / ʫʥʠʢʥʝʥʥʷè, ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʥʘʩʣʽʜʫʶʪʴʩʷ ʚʽʜ ʚʽʜʧʦʚʽʜʥʠʭ ʧʦʢʘʟʥʠʢʽʚ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. ʅʘʪʦʤʽʩʪʴ ʽʥʰʽ, ʷʢ-ʦʪ ʽʥʜʠʢʘʪʦʨʠ, ʱʦ ʚʽʜʧʦʚʽʜʘʶʪʴ ʟʘ ʮʽʣʴ çʚʽʜʥʦʚʣʝʥʥʷ 

ʪʘ ʘʜʘʧʪʘʮʽʷè, ʬʦʨʤʫʶʪʴʩʷ ʥʘ ʙʘʟʽ ʧʦʢʘʟʥʠʢʽʚ ʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤʠ ʘʙʦ ʻ ʾʭʥʽʤʠ ʧʨʷʤʠʤʠ 

ʧʦʭʽʜʥʠʤʠ. ɿʘʛʘʣʦʤ ʧʦʢʘʟʥʠʢʠ ʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤʠ ʪʘ ʾʾ ʙʝʟʧʝʢʠ ʭʘʨʘʢʪʝʨʠʟʫʶʪʴʩʷ 

ʛʣʠʙʦʢʠʤ ʚʟʘʻʤʦʟʚ'ʷʟʢʦʤ ʽ ʩʧʽʣʴʥʦʶ ʩʧʨʷʤʦʚʘʥʽʩʪʶ ʟʘʚʜʘʥʴ, ʧʨʦʪʝ ʚʦʥʠ ʥʝ ʚʚʘʞʘʶʪʴʩʷ 

ʘʙʩʦʣʶʪʥʦ ʽʜʝʥʪʠʯʥʠʤʠ [17]. ɿ ʦʛʣʷʜʫ ʥʘ ʮʝ, ʟʘʚʜʘʥʥʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

ʟʜʘʪʥʝ ʚʠʩʪʫʧʘʪʠ ʥʘʜʟʚʠʯʘʡʥʦ ʘʢʪʫʘʣʴʥʦʶ ʚʣʘʩʪʠʚʽʩʪʶ ʚ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʛʘʣʫʟʷʭ ʪʘ 

ʤʘʩʰʪʘʙʥʠʭ ʚʠʤʽʨʘʭ. ɺʽʜʧʦʚʽʜʥʦ, ʜʣʷ ʢʦʞʥʦʛʦ ʩʧʝʮʠʬʽʯʥʦʛʦ ʜʽʘʧʘʟʦʥʫ ʽʩʥʫʻ ʤʦʞʣʠʚʽʩʪʴ 

ʬʦʨʤʫʚʘʥʥʷ ʪʘ ʧʦʜʘʣʴʰʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʚʣʘʩʥʦʛʦ ʚʽʜʦʢʨʝʤʣʝʥʦʛʦ ʥʘʙʦʨʫ ʽʥʜʠʢʘʪʦʨʽʚ. 

ʆʪʞʝ, ʟʘʟʥʘʯʝʥʽ ʦʙʣʘʩʪʽ ʟʘʛʘʣʦʤ ʢʦʨʝʣʶʶʪʴ ʽʟ ʯʦʪʠʨʤʘ ʩʬʝʨʘʤʠ, ʱʦ 

ʨʝʧʨʝʟʝʥʪʦʚʘʥʽ ʫ ʤʘʪʨʠʮʽ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ: 

¶ ʩʠʩʪʝʤʠ ʪʘ ʾʭʥʽ ʢʦʤʧʦʥʝʥʪʠ, ʽʜʝʥʪʠʬʽʢʘʮʽʷ ʷʢʠʭ ʻ ʤʦʞʣʠʚʦʶ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʬʽʟʠʯʥʠʭ ʟʘʩʦʙʽʚ; 

¶ ʩʠʩʪʝʤʠ, ʱʦ ʧʽʜʣʷʛʘʶʪʴ ʙʝʟʧʦʩʝʨʝʜʥʴʦʤʫ ʦʮʽʥʶʚʘʥʥʶ ʚ ʽʥʬʦʨʤʘʮʽʡʥʦʤʫ 

ʧʨʦʩʪʦʨʽ; 

¶ ʚʥʫʪʨʽʰʥʽ ʦʧʝʨʘʮʽʾ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʷʢʽ ʟʜʽʡʩʥʶʶʪʴʩʷ ʚ ʤʝʞʘʭ ʢʦʥʢʨʝʪʥʦʛʦ 

ʦʙ'ʻʢʪʘ ʘʙʦ ʦʨʛʘʥʽʟʘʮʽʾ; 

¶ ʫʧʨʘʚʣʽʥʩʴʢʽ ʩʪʨʫʢʪʫʨʠ ʡ ʤʝʭʘʥʽʟʤʠ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ, ʷʢʽ ʧʝʨʝʜʫʩʽʤ 

ʧʦʚ'ʷʟʘʥʽ ʽʟ ʟʘʙʝʟʧʝʯʝʥʥʷʤ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʥʘ ʨʽʟʥʠʭ ʨʽʚʥʷʭ: ʚʽʜ ʦʨʛʘʥʽʟʘʮʽʡʥʦʛʦ ʽ 

ʛʘʣʫʟʝʚʦʛʦ ʜʦ ʨʝʛʽʦʥʘʣʴʥʦʛʦ, ʥʘʮʽʦʥʘʣʴʥʦʛʦ ʯʠ ʥʘʚʽʪʴ ʪʨʘʥʩʥʘʮʽʦʥʘʣʴʥʦʛʦ ʤʘʩʰʪʘʙʫ. 
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ʈʠʩʫʥʦʢ 1.3 - ʄʘʩʰʪʘʙ, ʫ ʷʢʦʤʫ ʤʦʞʥʘ ʦʮʽʥʠʪʠ ʢʽʙʝʨʩʪʽʡʢʽʩʪʴ [28] 

ʊʘʙʣʠʮʷ 1.3 - ʂʽʙʝʨʩʪʽʡʢʽʩʪʴ ʥʘ ʨʽʟʥʠʭ ʨʽʚʥʷʭ [2] 

ɸʩʧʝʢʪ ʇʨʠʥʮʠʧʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

ʄʝʪʘ ɿʘʙʝʟʧʝʯʝʥʥʷ ʥʝʧʝʨʝʨʚʥʦʩʪʽ ʨʦʙʦʪʠ: 

1) ʇʽʜ ʯʘʩ ʥʝʩʧʨʠʷʪʣʠʚʠʭ ʢʽʙʝʨʧʦʜʽʡ ʩʪʽʡʢʽʩʪʴ ʩʧʨʷʤʦʚʘʥʘ ʥʘ 

ʟʙʝʨʝʞʝʥʥʷ/ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʽʟʥʝʩ-ʮʽʣʝʡ, ʘ ʥʝ ɯʊ-ʩʠʩʪʝʤ. ʊʘʢʠʤ ʯʠʥʦʤ: 

2) ɺʽʜʧʨʘʚʥʦʶ ʪʦʯʢʦʶ ʘʥʘʣʽʟʫ ʩʪʽʡʢʦʩʪʽ ʧʦʚʠʥʥʘ ʙʫʪʠ 

ʞʠʪʪʻʜʽʷʣʴʥʽʩʪʴ ʙʽʟʥʝʩ-ʧʨʦʻʢʪʫ ʯʠ ʩʘʤʦʾ ʦʨʛʘʥʽʟʘʮʽʾ (ʦʙôʻʢʪʘ), ʘ ʥʝ 

ɯʊ-ʩʠʩʪʝʤʠ. 

ɿʘʜʫʤ/ʽʜʝʷ ɹʝʟʧʝʯʥʽʩʪʴ ʜʦ ʚʽʜʤʦʚʠ: 

3) ʉʪʽʡʢʽ ʩʠʩʪʝʤʠ ʧʦʚʠʥʥʽ ʙʫʪʠ ʩʢʦʥʩʪʨʫʡʦʚʘʥʽ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ 

ʤʘʪʠ ʤʦʞʣʠʚʽʩʪʴ ʚʠʭʦʜʠʪʠ ʟ ʣʘʜʫ ʢʦʥʪʨʦʣʴʦʚʘʥʠʤ ʩʧʦʩʦʙʦʤ, ʘ ʥʝ 

ʧʨʦʝʢʪʫʚʘʪʠʩʷ ʚʠʢʣʶʯʥʦ ʜʣʷ ʟʘʭʠʩʪʫ ʚʽʜ ʟʙʦʶ. 

ʇʽʜʭʽʜ ɹʝʟʧʝʢʘ ʟʩʝʨʝʜʠʥʠ: 

4) ʉʪʽʡʢʽʩʪʴ ʟʘʙʝʟʧʝʯʫʻʪʴʩʷ ʚʩʝʨʝʜʠʥʽ ʦʨʛʘʥʽʟʘʮʽʾ ʯʠ ɯʊ-ʩʠʩʪʝʤʠ, ʘ ʥʝ 

ʧʝʨʝʜʙʘʯʘʻʪʴʩʷ ʫ ʬʦʨʤʘʪʽ ʜʦʜʘʚʘʥʥʷ ʦʢʨʝʤʠʭ ʢʦʤʧʦʥʝʥʪʽʚ, ʬʫʥʢʮʽʡ 

ʯʠ ʢʦʤʘʥʜ. 

ɸʨʭʽʪʝʢʪʫʨʘ ɹʘʛʘʪʦʨʽʚʥʝʚʠʡ ʟʘʭʠʩʪ: 

5) ʉʪʽʡʢʘ ʘʨʭʽʪʝʢʪʫʨʘ ʤʽʩʪʠʪʴ ʢʽʣʴʢʘ ʨʽʚʥʽʚ, ʢʦʞʝʥ ʽʟ ʷʢʠʭ ʟʜʘʪʥʠʡ 

ʟʘʭʠʱʘʪʠ ʪʘ ʚʽʜʥʦʚʣʶʚʘʪʠʩʴ. 
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ʇʨʦʜʦʚʞʝʥʥʷ ʊʘʙʣʠʮʽ 1.3 [2] 

 

ɸʩʧʝʢʪ ʇʨʠʥʮʠʧʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

ʆʙʣʘʩʪʴ 

ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʎʽʣʽʩʥʘ ʤʝʨʝʞʘ ʦʨʛʘʥʽʟʘʮʽʡ: 

6) ʑʦʙ ʢʝʨʫʚʘʪʠ ʩʪʽʡʢʽʩʪʶ, ʙʽʟʥʝʩ-ʧʨʦʝʢʪʠ ʪʘ ɯʊ-ʩʠʩʪʝʤʠ ʧʦʪʨʽʙʥʦ 

ʨʦʟʛʣʷʜʘʪʠ ʷʢ ʚʟʘʻʤʦʧʦʚôʷʟʘʥʫ ʤʝʨʝʞʫ, ʘ ʥʝ ʷʢ ʻʜʠʥʫ ʦʜʠʥʠʮʶ ʘʥʘʣʽʟʫ 

ʟ ʩʝʨʝʜʦʚʠʱʝʤ.  

ʂʨʽʤ ʪʦʛʦ: 

7) ʄʝʨʝʞʝʚʽ ʚʟʘʻʤʦʟʚôʷʟʢʠ ʦʨʛʘʥʽʟʘʮʽʡ ʽ ʩʠʩʪʝʤ ʧʦʚʠʥʥʽ ʨʦʟʛʣʷʜʘʪʠʩʷ 

ʷʢ ʩʠʣʴʥʘ ʪʘ ʩʣʘʙʢʘ ʩʪʦʨʦʥʠ, ʘ ʥʝ ʣʠʰʝ ʷʢ ʜʞʝʨʝʣʦ ʟʘʛʨʦʟ. 

 

ʊʘʢʠʤ ʯʠʥʦʤ, ʬʦʨʤʫʚʘʥʥʷ ʧʦʥʷʪʽʡʥʦʛʦ ʘʧʘʨʘʪʫ [1], ʱʦ ʩʪʦʩʫʻʪʴʩʷ ʘʢʪʫʘʣʽʟʦʚʘʥʦʛʦ 

ʪʝʨʤʽʥʘ çʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴè, ʘ ʪʘʢʦʞ ʨʦʟʛʣʷʜ ʤʝʭʘʥʽʟʤʽʚ ʡʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʯʝʨʝʟ 

ʧʨʠʟʤʫ ʷʢʽʩʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʪʘ ʨʦʟʧʦʜʽʣʫ ʥʘ ʦʢʨʝʤʽ ʧʽʜʩʪʨʫʢʪʫʨʥʽ ʜʦʤʝʥʠ, ʩʪʚʦʨʶʻ 

ʧʽʜˇʨʫʥʪʷ ʜʣʷ ʧʝʨʝʭʦʜʫ ʜʦ ʙʝʟʧʦʩʝʨʝʜʥʴʦʛʦ ʘʥʘʣʽʟʫ ʢʦʥʮʝʧʪʫʘʣʴʥʠʭ ʬʨʝʡʤʚʦʨʢʽʚ 

ʦʮʽʥʶʚʘʥʥʷ. 

ɿʦʢʨʝʤʘ, ʙʫʣʦ ʚʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʜʣʷ ʦʮʽʥʢʠ ʨʦʟʛʘʣʫʞʝʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʦʙôʻʢʪʘ 

ʥʘʡʙʽʣʴʰ ʢʦʤʧʣʝʢʩʥʠʤ ʻ ʐʦʪʣʘʥʜʩʴʢʠʡ ʬʨʝʡʤʚʦʨʢ ʜʣʷ ʜʝʨʞʘʚʥʦʛʦ ʩʝʢʪʦʨʫ [10]. 

ɺʦʜʥʦʯʘʩ ʜʦ ʛʦʣʦʚʥʠʭ ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʥʘʣʝʞʘʪʴ: 

¶ ɯʜʝʥʪʠʬʽʢʘʮʽʷ ï ʟʘʚʯʘʩʥʠʡ ʧʦʰʫʢ ʚʝʢʪʦʨʽʚ ʘʪʘʢ ʪʘ ʽʥʜʠʢʘʪʦʨʽʚ ʚʧʣʠʚʫ, ʱʦ 

ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʽ ʜʣʷ ʧʨʦʥʠʢʥʝʥʥʷ ʚ ɯʊ-ʝʢʦʩʠʩʪʝʤʫ. 

¶ ɿʘʭʠʩʪ ï ʤʽʥʽʤʽʟʘʮʽʷ ʢʽʣʴʢʦʩʪʽ ʚʨʘʟʣʠʚʠʭ ʤʽʩʮʴ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʚʩʪʘʥʦʚʣʝʥʦʛʦ 

ʨʽʚʥʷ ʪʝʨʧʠʤʦʩʪʽ ʜʦ ʨʠʟʠʢʫ. 

¶ ɺʠʷʚʣʝʥʥʷ ï ʬʽʢʩʘʮʽʷ ʽʥʜʠʢʘʪʦʨʽʚ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʰʣʷʭʦʤ ʧʨʦʚʝʜʝʥʥʷ ʘʫʜʠʪʫ ʚ 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ, ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʪʘ ʬʦʨʤʫʚʘʥʥʷ ʧʦʧʝʨʝʜʞʝʥʴ. 

¶ ɺʽʜʧʦʚʽʜʴ ï ʦʧʝʨʘʪʠʚʥʠʡ ʟʙʽʨ ʽ ʘʥʘʣʽʟ ʜʘʥʠʭ ʧʨʦ ʽʥʮʠʜʝʥʪ ʜʣʷ ʫʭʚʘʣʝʥʥʷ 

ʦʙˇʨʫʥʪʦʚʘʥʠʭ ʨʽʰʝʥʴ ʱʦʜʦ ʦʧʪʠʤʘʣʴʥʦʛʦ ʘʣʛʦʨʠʪʤʫ ʜʽʡ. 

¶ ɺʽʜʥʦʚʣʝʥʥʷ ï ʪʦʯʥʝ, ʰʚʠʜʢʝ ʪʘ ʝʬʝʢʪʠʚʥʝ ʧʦʚʝʨʥʝʥʥʷ ʩʠʩʪʝʤʠ ʡ ʜʘʥʠʭ ʜʦ 

ʨʦʙʦʯʦʛʦ ʩʪʘʥʫ. 
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¶ ʂʝʨʫʚʘʥʥʷ ï ʥʘʩʢʨʽʟʥʘ ʬʫʥʢʮʽʷ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʧʽʜʪʨʠʤʢʫ ʪʘ ʽʥʬʦʨʤʫʚʘʥʥʷ 

ʽʥʰʠʭ ʧʨʦʮʝʩʽʚ; ʟʦʢʨʝʤʘ, ʨʝʟʫʣʴʪʘʪʠ ʫʧʨʘʚʣʽʥʥʷ ʚʠʟʥʘʯʘʶʪʴ ʧʨʽʦʨʠʪʝʪʥʽʩʪʴ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʟʘʩʦʙʽʚ ʢʦʥʪʨʦʣʶ ʙʝʟʧʝʢʠ. 

ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʨʝʟʫʣʴʪʘʪʠ ʜʝʪʘʣʴʥʦʾ ʘʧʨʦʙʘʮʽʾ ʐʦʪʣʘʥʜʩʴʢʦʛʦ ʬʨʝʡʤʚʦʨʢʫ [22] 

ʜʣʷ  ʧʨʦʪʦʪʠʧʫ ʚʽʪʯʠʟʥʷʥʦʛʦ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʘ ʩʘʤʝ ï 

ʩʠʩʪʝʤʠ ʨʦʟʧʦʜʽʣʝʥʥʷ. 

 

ʈʠʩʫʥʦʢ 1.4 ï ʆʮʽʥʢʘ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʦʛʦ ʦʙôʻʢʪʫ ʟʘ ʚʠʟʥʘʯʝʥʠʡ ʧʝʨʽʦʜ 

 

ʈʠʩʫʥʦʢ 1.5 ï ʊʝʥʜʝʥʮʽʷ ʦʮʽʥʢʠ ʚʽʜʧʦʚʽʜʥʦʩʪʽ ʽʩʥʫʶʯʠʤ ʩʪʘʥʜʘʨʪʘʤ ʟʘ ʘʥʘʣʦʛʽʯʥʠʡ 

ʯʘʩʦʚʠʡ ʧʨʦʤʽʞʦʢ 
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ʈʠʩʫʥʦʢ 1.6 ï ɺʽʜʧʦʚʽʜʥʽʩʪʴ ʚʠʤʦʛ ʜʦʤʝʥʽʚ ʐʦʪʣʘʥʜʩʴʢʦʛʦ ʬʨʝʡʤʚʦʨʢʫ ʜʣʷ 

ʜʝʨʞʘʚʥʦʛʦ ʩʝʢʪʦʨʫ 

 

ʈʠʩʫʥʦʢ 1.7 ï ʄʝʭʘʥʽʟʤ ʽʥʪʝʛʨʘʮʽʾ ʚʠʤʦʛ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʥʘ ʨʽʟʥʠʭ ʨʽʚʥʷʭ 

 

 

ʈʠʩʫʥʦʢ 1.8 ï ɻʨʘʜʘʮʽʷ ʽʥʜʠʢʘʪʦʨʘ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʟʘ ʚʠʟʥʘʯʝʥʠʡ ʧʝʨʽʦʜ 
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ʈʘʟʦʤ ʟ ʪʠʤ, ʧʦʧʨʠ ʢʣʘʩʠʬʽʢʘʮʽʶ ʪʘ ʧʦʜʽʣ ʧʘʨʘʤʝʪʨʽʚ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʟʘ ʷʢʽʩʥʠʤʠ 

ʦʟʥʘʢʘʤʠ, ʧʠʪʘʥʥʷ ʾʾ ʢʽʣʴʢʽʩʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʚʩʝ ʱʝ ʟʘʣʠʰʘʻʪʴʩʷ ʚʽʜʢʨʠʪʠʤ [1]. ɺʽʜʢʦʣʠ 

ʧʦʥʷʪʪʷ çʢʽʙʝʨʩʪʽʡʢʽʩʪʴè (ʘʙʦ çʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴè) ʩʠʩʪʝʤ ʧʦʯʘʣʦ ʤʘʩʦʚʦ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʴ, ʚʝʢʪʦʨ ʦʮʽʥʶʚʘʥʥʷ ʟʤʽʩʪʠʚʩʷ ʚʽʜ ʷʢʽʩʥʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ [23-24] ʫ ʙʽʢ 

ʢʽʣʴʢʽʩʥʠʭ ʧʦʢʘʟʥʠʢʽʚ. 

ʋ ʟʚ'ʷʟʢʫ ʟ ʮʠʤ ʜʦʮʽʣʴʥʦ ʧʨʦʘʥʘʣʽʟʫʚʘʪʠ ʩʫʯʘʩʥʽ ʬʨʝʡʤʚʦʨʢʠ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

ʩʘʤʝ ʯʝʨʝʟ ʧʨʠʟʤʫ ʢʽʣʴʢʽʩʥʦʛʦ ʧʽʜʭʦʜʫ. ʄʦʞʥʘ ʟʘʫʚʘʞʠʪʠ, ʱʦ ʧʦʩʪʫʧʦʚʦ ʚʽʜʙʫʚʘʻʪʴʩʷ 

ʩʠʩʪʝʤʘʪʠʯʥʝ ʧʦʻʜʥʘʥʥʷ ʢʽʙʝʨʟʘʭʠʩʪʫ ʟ ʢʽʙʝʨʩʪʽʡʢʽʩʪʶ. ʋ ʜʝʷʢʠʭ ʧʽʜʭʦʜʘʭ ʮʽ ʥʘʧʨʷʤʠ 

ʚʞʝ ʥʝ ʨʦʟʤʝʞʦʚʫʶʪʴʩʷ, ʘ ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʷʢ ʻʜʠʥʝ ʮʽʣʝ. ʂʨʽʤ ʪʦʛʦ, ʟ ʯʘʩʦʤ ʚʠʥʠʢʣʘ 

ʧʦʪʨʝʙʘ ʫ ʚʠʟʥʘʯʝʥʥʽ ʢʦʥʢʨʝʪʥʠʭ ʤʝʪʦʜʽʚ ʩʘʤʝ ʜʣʷ ʢʽʣʴʢʽʩʥʦʛʦ ʘʥʘʣʽʟʫ.  

ʆʩʢʽʣʴʢʠ ʟʙʠʪʢʠ ʚʽʜ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ ʫʞʝ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʧʣʠʚʘʶʪʴ ʥʘ ʮʽʣʽ 

ʜʝʨʞʘʚʥʽ ʩʝʢʪʦʨʠ ʪʘ ʜʦʚʢʽʣʣʷ, ʥʝ ʦʙʤʝʞʫʶʯʠʩʴ ʣʠʰʝ ʦʢʨʝʤʠʤʠ ʦʙ'ʻʢʪʘʤʠ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʎʝ ʩʪʚʦʨʶʻ ʟʘʛʨʦʟʫ ʥʝ ʪʽʣʴʢʠ ʜʣʷ ʬʽʥʘʥʩʦʚʦʾ ʩʪʘʙʽʣʴʥʦʩʪʽ, ʘ ʡ ʜʣʷ 

ʞʠʪʪʻʜʽʷʣʴʥʦʩʪʽ ʮʽʣʠʭ ʨʝʛʽʦʥʽʚ. ʊʦʙʪʦ, ʚ ʫʤʦʚʘʭ ʢʦʣʠ ʡʜʝʪʴʩʷ ʥʝ ʣʠʰʝ ʧʨʦ ʙʝʟʧʦʩʝʨʝʜʥʽʡ 

ʟʘʭʠʩʪ ʚʽʜ ʢʽʙʝʨʘʪʘʢʠ, ʘ ʧʨʦ ʚʽʜʥʦʚʣʝʥʥʷ ʦʙᾷʻʢʪʘ ʜʦ ʧʨʠʡʥʷʪʥʦʛʦ ʨʽʚʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ 

ʟ ʧʦʜʘʣʴʰʠʤ ʚʠʭʦʜʦʤ ʥʘ  ʰʪʘʪʥʠʡ ʨʝʞʠʤ ʨʦʙʦʪʠ. ɯ ʫ ʪʘʢʦʤʫ ʨʦʟʨʽʟʽ ʚʞʝ ʧʦʩʪʘʻ 

ʥʝʦʙʭʽʜʥʽʩʪʴ ʘʥʘʣʽʟʫ ʥʘʷʚʥʠʭ ʽ ʥʘʡʙʽʣʴʰ ʘʢʪʫʘʣʴʥʠʭ ʬʨʝʡʤʚʦʨʢʽʚ, ʤʝʪʨʠʢ ʪʘ ʩʠʩʪʝʤ, 

ʧʨʠʟʥʘʯʝʥʠʭ ʜʣʷ ʢʽʣʴʢʽʩʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ. 
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ʊʘʙʣʠʮʷ 1.4 ï ʇʦʨʽʚʥʷʣʴʥʘ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘ ʬʨʝʡʤʚʦʨʢʽʚ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ [2] 

  

ʌʨʝʡʤʚʦʨʢ
ʆʩʥʦʚʥʽ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ

ʇʽʜʭʦʜʠʪʘ

ʧʨʠʥʮʠʧʠ
ʄʝʪʘ ʪʘ ʮʽʣʽ ʂʣʶʯʦʚʽ ʧʝʨʝʚʘʛʠʉʬʝʨʘ

ʂʽʣʴʢʽʩʥʽ 

ʧʦʢʘʟʥʠʢʠʜʣʷ

ʨʦʟʨʘʭʫʥʢʫ

ʄʝʪʘ: ɿʘʙʝʟʧʝʯʝʥʥʷ

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽʚ

ʜʝʨʞʘʚʥʦʤʫ ʩʝʢʪʦʨʽ.

ʎʽʣʽ:ɿʥʠʞʝʥʥʷʥʘʩʣʽʜʢʽʚ

ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, 

ʚʽʜʥʦʚʣʝʥʥʷ.

ʄʝʪʘ: ʇʦʢʨʘʱʝʥʥʷ

ʟʜʘʪʥʦʩʪʽʜʦʚʽʜʥʦʚʣʝʥʥʷ

ʪʘ ʩʪʽʡʢʦʩʪʽ.

ʎʽʣʽ:ɺʠʷʚʣʝʥʥʷʩʣʘʙʢʠʭ

ʤʽʩʮʴ,ʧʦʢʨʘʱʝʥʥʷʧʣʘʥʽʚ

ʚʽʜʥʦʚʣʝʥʥʷ.

ʄʝʪʘ:ʇʽʜʚʠʱʝʥʥʷʨʽʚʥʷ

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽʯʝʨʝʟ

ʚʠʢʦʥʘʥʥʷ ʚʠʤʦʛ

ʤʽʞʥʘʨʦʜʥʠʭ ʩʪʘʥʜʘʨʪʽʚ.

ʎʽʣʽ: ʉʪʚʦʨʝʥʥʷ 

ʫʟʛʦʜʞʝʥʠʭʧʽʜʭʦʜʽʚʜʦ

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ.

ʄʝʪʘ:ʆʮʽʥʢʘʟʜʘʪʥʦʩʪʽʜʦ

ʚʽʜʥʦʚʣʝʥʥʷ ʪʘ ʧʦʢʨʘʱʝʥʥʷ 

ʩʪʽʡʢʦʩʪʽ ʙʽʟʥʝʩʫ.

ʎʽʣʽ:ɺʠʟʥʘʯʝʥʥʷʥʝʜʦʣʽʢʽʚ

ʫ ʢʦʤʫʥʽʢʘʮʽʾʙʽʟʥʝʩ-

ʧʨʦʮʝʩʽʚ.

ʄʝʪʘ:ʇʦʙʫʜʦʚʘʩʠʩʪʝʤʠ

ʩʪʽʡʢʦʩʪʽʜʣʦ̫ʨʛʘʥʽʟʘʮʽʾʥʘ

ʜʦʚʛʦʩʪʨʦʢʦʚʫ 

ʧʝʨʩʧʝʢʪʠʚʫ.

ʎʽʣʽ:ɺʠʟʥʘʯʝʥʥʷʨʽʚʥʽʚ

ʩʪʽʡʢʦʩʪʽ,ʧʣʘʥʫʚʘʥʥʷʪʘ

ʚʽʜʥʦʚʣʝʥʥʷ.

ʄʝʪʘ: ʇʽʜʚʠʱʝʥʥʷ 

ʫʩʚʽʜʦʤʣʝʥʦʩʪʽʪʘ

ʦʙʽʟʥʘʥʦʩʪʽʧʝʨʩʦʥʘʣʫ

ʦʨʛʘʥʽʟʘʮʽʾ.   

ʎʽʣʽ: ʌʦʨʤʫʚʘʥʥʷ 

ʢʫʣʴʪʫʨʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ.

ʄʝʪʘ:ʆʮʽʥʢʘʩʪʘʙʽʣʴʥʦʩʪʽ

ʧʨʦʮʝʩʽʚʢʽʙʝʨʩʪʽʡʢʦʩʪʽʪʘ

ʙʝʟʧʝʢʠ.     

ʎʽʣʽ: ʇʽʜʚʠʱʝʥʥʷ 

ʝʬʝʢʪʠʚʥʦʩʪʽʟʘʭʦʜʽʚ

ʙʝʟʧʝʢʠ ʪʘ ʚʽʜʥʦʚʣʝʥʥʷ.

ʏʘʩʚʽʜʥʦʚʣʝʥʥʷ

ʧʽʩʣʷ̔ʥʮʠʜʝʥʪʽʚ,

ʟʤʝʥʰʝʥʥʷ 

ʢʽʣʴʢʦʩʪʽ 

ʽʥʮʠʜʝʥʪʽʚ.

Scottish Public

Sector Cyber

Resilience 

Framework

ɺʽʜʥʦʚʣʝʥʥʷ, 

ʙʝʟʧʝʨʝʨʚʥʝ 

ʚʜʦʩʢʦʥʘʣʝʥʥʷ, 

ʢʨʠʟʦʚʝ 

ʫʧʨʘʚʣʽʥʥʷ.

ʇʣʘʥʠ 

ʨʝʘʛʫʚʘʥʥʷ, 

ʘʜʘʧʪʘʮʽʷ.

ʌʦʢʫʩ ʥʘ

ʚʽʜʥʦʚʣʝʥʥʽʪʘ

ʙʝʟʧʝʮʽʜʝʨʞʘʚʥʠʭ

ʩʪʨʫʢʪʫʨ.

ɼʝʨʞʘʚʥʠʡ 

ʩʝʢʪʦʨ, 

ʢʨʠʪʠʯʥʘ 

ʽʥʬʨʘʩʪʨʫʢʪʫ

ʨʘ.

ʂʽʣʴʢʽʩʪʴ 

ʽʥʮʠʜʝʥʪʽʚ,ʯʘʩ

ʚʽʜʥʦʚʣʝʥʥʷ.

NIST Cyber

Resilience 

Review (CRR)

ɸʥʘʣʽʟʟʘʛʨʦʟ,

ʚʠʷʚʣʝʥʥʷ 

ʚʨʘʟʣʠʚʦʩʪʝʡ, 

ʧʣʘʥʫʚʘʥʥʷʪʘ

ʚʽʜʥʦʚʣʝʥʥʷ.

ʂʨʠʟʦʚʝ 

ʫʧʨʘʚʣʽʥʥʷ, 

ʦʮʽʥʢʘʨʠʟʠʢʽʚ,

ʩʮʝʥʘʨʥʝ 

ʪʝʩʪʫʚʘʥʥʷ.

ʆʨʽʻʥʪʦʚʘʥʠʡʥʘ

ʢʨʠʪʠʯʥʫ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʫʪʘ

ʚʠʷʚʣʝʥʥʷ 

ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ.

ʂʨʠʪʠʯʥʘ 

ʽʥʬʨʘʩʪʨʫʢʪʫ

ʨʘ,ʦʨʛʘʥʽʟʘʮʽʾ

ʟ ʚʠʩʦʢʠʤʠ

ʨʠʟʠʢʘʤʠ.

ʏʘʩ ʜʦ

ʚʽʜʥʦʚʣʝʥʥʷʧʽʩʣʷ

ʽʥʮʠʜʝʥʪʫ, 

ʢʽʣʴʢʽʩʪʴ 

ʚʠʷʚʣʝʥʠʭ ʟʘʛʨʦʟ.

ISO/IEC 27032

ɿʘʭʠʩʪʢʨʠʪʠʯʥʦʾ

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, 

ʪʝʩʪʫʚʘʥʥʷʩʠʩʪʝʤ

ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ.

ʋʧʨʘʚʣʽʥʥʷ 

ʽʥʮʠʜʝʥʪʘʤʠ.

ɯʥʪʝʛʨʘʮʽʷʟ̔ ʥʰʠʤʠ

ʩʪʘʥʜʘʨʪʘʤʠ 

ʙʝʟʧʝʢʠ ʪʘ

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ.

ʄʽʞʥʘʨʦʜʥʽ 

ʦʨʛʘʥʽʟʘʮʽʾ, 

ʢʨʠʪʠʯʥʘ 

ʽʥʬʨʘʩʪʨʫʢʪʫ

ʨʘ.

ʈʽʚʝʥʴʩʪʽʡʢʦʩʪʽ,

ʯʘʩ ʥʘ

ʚʽʜʥʦʚʣʝʥʥʷʧʽʩʣʷ

ʽʥʮʠʜʝʥʪʫ.

Cyber Resilience

Assessment 

Model (CRAM)

ʉʮʝʥʘʨʥʝ 

ʤʦʜʝʣʶʚʘʥʥʷ, 

ʨʠʟʠʢ-

ʤʝʥʝʜʞʤʝʥʪ.

ʆʮʽʥʢʘʩʪʘʥʫ

ʬʫʥʢʮʽʦʥʘʣʴʥʦ

ʩʪʽ ʪʘ

ʚʽʜʥʦʚʣʝʥʥʷ, 

ʩʪʨʘʪʝʛʽʷʜʽʡ

ʧʽʩʣʷ 

ʽʥʮʠʜʝʥʪʽʚ.

ɻʥʫʯʢʽʩʪʴʚʦʮʽʥʮʽ

ʨʽʟʥʠʭ ʪʠʧʽʚ

ʦʨʛʘʥʽʟʘʮʽʡʪʘ

ʩʮʝʥʘʨʽʾʚ.

ɹʽʟʥʝʩ-

ʦʨʛʘʥʽʟʘʮʽʾ, 

ʤʘʣʠʡʪʘ

ʩʝʨʝʜʥʽʡ 

ʙʽʟʥʝʩ.

ɺʽʜʩʦʪʦʢ 

ʚʽʜʥʦʚʣʝʥʠʭ ʙʽʟʥʝʩ-

ʧʨʦʮʝʩʽʚ,ʯʘʩ

ʧʦʚʝʨʥʝʥʥʷ 

ʢʣʶʯʦʚʠʭ 

ʧʨʦʮʝʩʽʚʜʦ

ʬʫʥʢʮʽʦʥʘʣʴʥʦʛʦ 

ʩʪʘʥʫ.

Resilience 

Management 

Model (RMM)

ʆʮʽʥʢʘ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, 

ʜʦʚʛʦʩʪʨʦʢʦʚʘ 

ʩʪʘʙʽʣʴʥʽʩʪʴ.

ɺʠʟʥʘʯʝʥʥʷ 

ʨʽʚʥʽʚ 

ʩʪʽʡʢʦʩʪʽ, 

ʘʥʘʣʽʟ 

ʽʥʮʠʜʝʥʪʽʚ.

ʆʮʽʥʢʘ ʪʘ

ʧʣʘʥʫʚʘʥʥʷ 

ʩʪʽʡʢʦʩʪʜ̔ʣʷ

ʜʦʚʛʦʩʪʨʦʢʦʚʦʛʦ 

ʨʦʟʚʠʪʢʫ.

ɺʝʣʠʢʽ 

ʧʽʜʧʨʠʻʤʩʪʚʘ, 

ʦʨʛʘʥʽʟʘʮʽʾʟ

ʛʣʦʙʘʣʴʥʠʤʠ 

ʦʧʝʨʘʮʽʷʤʠ.

ʈʽʚʝʥʴ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ 

ʧʨʦʮʝʩʽʚ,ʯʘʩʥʘ

ʚʽʜʥʦʚʣʝʥʥʷ, 

ʨʽʚʝʥʴʟʙʝʨʝʞʝʥʥʷ

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ 

ʢʣʶʯʦʚʦʾ ʤʽʩʽʾ.

BCI Cyber

Resilience 

Framework

ʅʘʚʯʘʥʥʷ 

ʧʝʨʩʦʥʘʣʫ, 

ʩʪʨʘʪʝʛʽʾ 

ʨʝʘʛʫʚʘʥʥʷ.

ʇʽʜʚʠʱʝʥʥʷ 

ʦʙʽʟʥʘʥʦʩʪʽ, 

ʧʣʘʥʫʚʘʥʥʷʪʘ

ʧʨʦʛʥʦʟʫʚʘʥʥʷ, 

ʩʦʮʽʘʣʴʥʘ 

ʽʥʞʝʥʝʨʽʷ.

ʌʦʢʫʩ ʥʘ

ʧʦʚʝʜʽʥʢʦʚʠʭ 

ʘʩʧʝʢʪʘʭ ʙʝʟʧʝʢʠ.

ɺʝʣʠʢ ʪ̔ʘ

ʩʝʨʝʜʥʽ 

ʧʽʜʧʨʠʻʤʩʪʚʘ, 

ʦʩʚʽʪʥʽ 

ʫʩʪʘʥʦʚʠ.

ʂʽʣʴʢʽʩʪʴ 

ʧʨʦʚʝʜʝʥʠʭ 

ʪʨʝʥʽʥʛʽʚ,ʨʽʚʝʥʴ

ʦʙʽʟʥʘʥʦʩʪʽ 

ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ.

Cybersecurity 

Capability 

Maturity Model

(C2M2)

ʆʮʽʥʢʘʧʦʪʦʯʥʠʭ

ʤʦʞʣʠʚʦʩʪʝʡ, 

ʨʦʟʚʠʪʦʢ 

ʩʪʨʘʪʝʛʽʡ.

ʇʦʢʨʘʱʝʥʥʷ 

ʩʪʘʙʽʣʴʥʦʩʪʽ 

ʧʨʦʮʝʩʽʚ, 

ʫʩʫʥʝʥʥʷ 

ʩʣʘʙʢʠʭ ʤʽʩʮʴ.

ʄʦʜʫʣʴʥʘʩʠʩʪʝʤʘ,

ʱʦ ʜʦʟʚʦʣʷʻ

ʧʦʢʨʘʱʫʚʘʪʠʦʢʨʝʤʽ

ʘʩʧʝʢʪʠ ʩʪʽʡʢʦʩʪʽ.

ʆʨʛʘʥʽʟʘʮʽʾ 

ʙʫʜʴ-ʷʢʦʛʦ 

ʤʘʩʰʪʘʙʫ, 

ʢʨʠʪʠʯʥʽ 

ʩʝʢʪʦʨʠ.
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ɿʘʟʥʘʯʝʥʽ ʤʝʪʦʜʦʣʦʛʽʾ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʧʨʦʧʦʥʫʶʪʴ ʩʪʨʫʢʪʫʨʦʚʘʥʽ 

ʧʽʜʭʦʜʠ ʷʢ ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʮʽʣʝʡ ʙʝʟʧʝʢʠ, ʪʘʢ ʽ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʟʘʩʦʙʽʚ ʢʦʥʪʨʦʣʶ ʟʘ 

ʧʦʚʝʨʥʝʥʥʷʤ ʩʠʩʪʝʤʠ, ʧʽʜʧʨʠʻʤʩʪʚʘ ʯʠ ʦʙôʻʢʪʘ ʜʦ ʧʨʠʡʥʷʪʥʦʛʦ ʨʦʙʦʯʦʛʦ ʩʪʘʥʫ. 

ɿʦʢʨʝʤʘ, ʫ ʚʢʘʟʘʥʠʭ ʬʨʝʡʤʚʦʨʢʘʭ ʚʽʜʙʫʚʘʻʪʴʩʷ ʫʟʛʦʜʞʝʥʥʷ ʨʘʥʽʰʝ ʚʠʟʥʘʯʝʥʠʭ ʷʢʽʩʥʠʭ 

ʢʨʠʪʝʨʽʾʚ ʽʟ ʩʫʯʘʩʥʠʤʠ ʢʣʶʯʦʚʠʤʠ ʢʽʣʴʢʽʩʥʠʤʠ ʧʦʢʘʟʥʠʢʘʤʠ. ɺʦʜʥʦʯʘʩ ʜʝʷʢʽ ʟ ʮʠʭ 

ʩʠʩʪʝʤ ʜʦʩʽ ʬʫʥʢʮʽʦʥʫʶʪʴ ʥʘ ʤʝʞʽ ʨʦʟʤʝʞʫʚʘʥʥʷ ʧʦʥʷʪʴ çʢʽʙʝʨʙʝʟʧʝʢʘè ʪʘ 

çʢʽʙʝʨʩʪʽʡʢʽʩʪʴè. ʇʨʦʪʝ ʧʨʦʙʣʝʤʘ ʚʠʙʦʨʫ ʢʦʥʢʨʝʪʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʽ ʤʝʪʨʠʢ ʜʣʷ 

ʧʨʦʚʝʜʝʥʥʷ ʦʮʽʥʢʠ ʚʩʝ ʱʝ ʟʘʣʠʰʘʻʪʴʩʷ ʘʢʪʫʘʣʴʥʦʶ. 

ʗʢ ʩʚʽʜʯʠʪʴ ʧʨʦʚʝʜʝʥʠʡ ʘʥʘʣʽʟ, ʥʘʨʘʟʽ ʨʦʟʨʦʙʥʠʢʠ ʪʘ ʘʥʘʣʽʪʠʢʠ ʬʨʝʡʤʚʦʨʢʽʚ 

ʥʘʛʦʣʦʰʫʶʪʴ ʥʘ ʚʘʞʣʠʚʦʩʪʽ ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʽʜʭʦʜʫ ʜʦ ʟʘʭʠʩʪʫ, ʜʝ ʢʽʙʝʨʙʝʟʧʝʢʘ ʪʘ 

ʢʽʙʝʨʩʪʽʡʢʽʩʪʴ ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʷʢ ʻʜʠʥʝ ʮʽʣʝ, ʘ ʥʝ ʷʢ ʜʚʽ ʦʢʨʝʤʽ ʢʦʥʮʝʧʮʽʾ. ʊʘʢʦʞ 

ʚʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʧʦʧʨʠ ʯʘʩʦʚʠʡ ʽ ʤʝʪʦʜʦʣʦʛʽʯʥʠʡ ʧʨʦʛʨʝʩ, ʯʽʪʢʽ ʢʨʠʪʝʨʽʾ ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ 

ʨʦʟʨʘʭʫʥʢʽʚ ʜʦʩʽ ʚʽʜʩʫʪʥʽ. ʎʝ ʟʫʤʦʚʣʝʥʦ ʧʝʨʝʜʫʩʽʤ ʧʨʘʛʥʝʥʥʷʤ ʨʦʟʨʦʙʥʠʢʽʚ ʜʦ 

ʢʦʤʝʨʮʽʘʣʽʟʘʮʽʾ ʪʘ ʚʽʜʩʫʪʥʽʩʪʶ ʧʦʪʫʞʥʠʭ ʜʝʨʞʘʚʥʠʭ ʨʝʛʫʣʷʪʦʨʽʚ (ʱʦ ʚ ʘʥʛʣʦʤʦʚʥʽʡ 

ʣʽʪʝʨʘʪʫʨʽ ʚʠʟʥʘʯʘʶʪʴʩʷ ʷʢ çsupervisorè ʽʟ ʧʨʽʦʨʠʪʝʪʥʠʤʠ ʧʨʘʚʘʤʠ ʪʘ ʨʽʚʥʷʤʠ 

ʜʦʩʪʫʧʫ ʜʦ ʮʝʥʪʨʘʣʴʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ). ʋ ʨʝʟʫʣʴʪʘʪʽ ʮʝ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʩʧʨʦʙ ʨʦʟʨʦʙʠʪʠ 

çʫʥʽʚʝʨʩʘʣʴʥʠʡè ʤʝʭʘʥʽʟʤ ʩʪʨʠʤʫʚʘʥʥʷ ʜʣʷ ʡʦʛʦ ʧʦʜʘʣʴʰʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʚ ʫʩʽʭ 

ʩʝʢʪʦʨʘʭ ʪʘ ʛʘʣʫʟʷʭ. 

ʇʨʦʪʝ, ʷʢ ʥʘʦʯʥʦ ʟʘʩʚʽʜʯʠʣʠ ʥʝʱʦʜʘʚʥʽ ʧʦʜʽʾ (ʷʢ ʚ ʋʢʨʘʾʥʽ [25], ʪʘʢ ʽ ʚ ɭʚʨʦʧʽ), 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ ʚ ʝʥʝʨʛʝʪʠʯʥʽʡ, ʪʨʘʥʩʧʦʨʪʥʽʡ ʪʘ ʚʽʡʩʴʢʦʚʽʡ ʩʬʝʨʘʭ ʤʘʶʪʴ ʢʘʨʜʠʥʘʣʴʥʦ 

ʨʽʟʥʠʡ ʭʘʨʘʢʪʝʨ. ʋ ʜʚʦʭ ʦʩʪʘʥʥʽʭ ʚʠʧʘʜʢʘʭ ʤʝʪʦʶ ʩʪʽʡʢʦʩʪʽ ʻ ʤʽʥʽʤʽʟʘʮʽʷ ʟʙʠʪʢʽʚ 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʽʜ ʧʨʦʮʝʩʫ ʫʨʘʞʝʥʥʷ. ʅʘʪʦʤʽʩʪʴ ʚ ʝʥʝʨʛʝʪʠʯʥʦʤʫ ʩʝʢʪʦʨʽ 

ʧʝʨʰʦʯʝʨʛʦʚʦʛʦ ʫʜʘʨʫ ʟʘʟʥʘʶʪʴ ʪʘʢʽ ʢʨʠʪʠʯʥʽ ʬʫʥʢʮʽʾ, ʷʢ ʨʦʟʧʦʜʽʣ ʪʘ ʪʨʘʥʩʧʦʨʪʫʚʘʥʥʷ 

ʝʣʝʢʪʨʠʯʥʦʾ ʝʥʝʨʛʽʾ. ʎʽ ʩʢʣʘʜʦʚʽ ʢʣʶʯʦʚʦʾ ʤʽʩʽʾ ʤʘʶʪʴ ʙʫʪʠ ʙʝʟʧʝʨʝʨʚʥʠʤʠ, ʘʜʞʝ 

ʝʣʝʢʪʨʦʝʥʝʨʛʽʷ ʥʝ ʤʘʻ ʥʘʢʦʧʠʯʫʚʘʣʴʥʦʛʦ ʝʬʝʢʪʫ ʚ ʟʘʛʘʣʴʥʦʧʨʠʡʥʷʪʦʤʫ ʨʦʟʫʤʽʥʥʽ. 

ʊʦʤʫ, ʧʝʨʝʜʫʩʽʤ, ʩʣʽʜ ʨʦʟʛʣʷʥʫʪʠ ʧʽʜʭʽʜ ʜʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʩʘʤʝ ʚ 

ʤʝʞʘʭ ʫʢʨʘʾʥʩʴʢʦʾ ʝʥʝʨʛʝʪʠʢʠ [26]. ʇʨʦʧʦʥʫʻʪʴʩʷ ʟʘʧʨʦʚʘʜʠʪʠ ʨʦʟʧʦʜʽʣ ʟʘ ʨʽʚʥʝʤ 

ʢʨʠʪʠʯʥʦʩʪʽ ʪʘ ʧʦʨʷʜʢʦʤ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʧʦʜʽʾ ʚ ʢʽʙʝʨʧʨʦʩʪʦʨʽ. ʉʧʠʨʘʶʯʠʩʴ ʥʘ ʮʶ 
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ʪʝʥʜʝʥʮʽʶ, ʤʦʞʥʘ ʚʠʟʥʘʯʠʪʠ ʪʘʢʽ ʙʘʟʦʚʽ ʢʽʣʴʢʽʩʥʽ ʧʘʨʘʤʝʪʨʠ ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʨʽʟʥʦʛʦ ʩʧʨʷʤʫʚʘʥʥʷ. 

1) ʉʝʨʝʜʥʽʡ ʯʘʩ ʚʽʜʥʦʚʣʝʥʥʷ (MTTR) 

ǒ ʈʦʟʨʘʭʫʥʦʢ: ɿʘʛʘʣʴʥʠʡ ʯʘʩ ʧʨʦʩʪʦʶ / ʂʽʣʴʢʽʩʪʴ ʽʥʮʠʜʝʥʪʽʚ 

ǒ ʉʠʪʫʘʮʽʷ: ɸʪʘʢʘ ʧʨʦʛʨʘʤʠ-ʚʠʤʘʛʘʯʘ ʥʘ ʩʠʩʪʝʤʫ ʫʧʨʘʚʣʽʥʥʷ ʧʽʜʩʪʘʥʮʽʾ 

ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʨʦʟʧʦʯʘʣʘʩʷ ʦ 10:00 ʨʘʥʢʫ. ʇʦʚʥʠʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʜʦʩʪʫʧʦʤ ʜʦ 

ʢʝʨʫʚʘʥʥʷ ʚʜʘʣʦʩʷ ʚʽʜʥʦʚʠʪʠ ʦ 18:00. ʊʘʢʠʤ ʯʠʥʦʤ, ʟʘʛʘʣʴʥʘ ʪʨʠʚʘʣʽʩʪʴ ʧʨʦʩʪʦʶ 

ʩʠʩʪʝʤʠ ʜʦʨʽʚʥʶʚʘʣʘ 8 ʛʦʜʠʥʘʤ. ʆʩʢʽʣʴʢʠ ʧʨʦʪʷʛʦʤ ʜʘʥʦʛʦ ʯʘʩʦʚʦʛʦ ʽʥʪʝʨʚʘʣʫ ʙʫʣʦ 

ʟʘʬʽʢʩʦʚʘʥʦ ʦʜʠʥ ʢʽʙʝʨʽʥʮʠʜʝʥʪ,  ʪʦʤʫ MTTR ʙʫʜʝ ʩʪʘʥʦʚʠʪʠ: 8 ʛʦʜʠʥ / 1 ʽʥʮʠʜʝʥʪ = 8 

ʛʦʜʠʥ. 

2) ʎʽʣʴʦʚʠʡ ʧʫʥʢʪ ʚʽʜʥʦʚʣʝʥʥʷ (RPO) 

ǒ ʈʦʟʨʘʭʫʥʦʢ: ɼʘʥʠʡ ʽʥʜʠʢʘʪʦʨ ʥʝ ʻ ʙʝʟʧʦʩʝʨʝʜʥʽʤ ʨʝʟʫʣʴʪʘʪʦʤ ʨʦʟʨʘʭʫʥʢʽʚ, ʘ 

ʷʚʣʷʻ ʩʦʙʦʶ ʬʽʢʩʦʚʘʥʝ ʢʦʥʢʨʝʪʥʝ ʟʥʘʯʝʥʥʷ. ɿʦʢʨʝʤʘ, ʧʦʢʘʟʥʠʢ RPO ʚʠʟʥʘʯʘʻʪʴʩʷ 

ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʨʽʚʥʷ ʚʧʣʠʚʫ ʟʘʛʨʦʟʠ ʯʠ ʘʪʘʢʠ ʥʘ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʩʘʤʫ ʩʠʩʪʝʤʫ. 

ǒ ʉʠʪʫʘʮʽʷ: ɺʽʜʦʤʦʩʪʽ ʟ ʢʦʥʪʨʦʣʝʨʽʚ ʦʜʥʦʛʦ ʟ ʤʝʪʨʦʣʦʛʽʯʥʠʭ ʢʦʥʪʫʨʽʚ ʦʙôʻʢʪʘ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʧʝʨʝʜʘʶʪʴʩʷ ʥʘ ʨʦʙʦʯʫ ʩʪʘʥʮʽʶ ʪʘ ʘʨʭʽʚʫʶʪʴʩʷ ʢʦʞʥʽ 30 ʭʚʠʣʠʥ. ʊʘʢʠʤ 

ʯʠʥʦʤ, ʧʨʠ ʚʠʥʠʢʥʝʥʥʽ ʽʥʮʠʜʝʥʪʫ, ʱʦ ʩʧʨʠʯʠʥʠʪʴ ʚʪʨʘʪʫ ʜʘʥʠʭ ʘʙʦ ʥʝʤʦʞʣʠʚʽʩʪʴ 

ʘʨʭʽʚʘʮʽʾ ʥʦʚʠʭ, ʟʘʚʜʘʥʥʷʤ ʽ ʮʽʣʣʶ (ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ) ʩʪʘʻ ʧʦʚʝʨʥʝʥʥʷ ʜʦ ʩʪʘʥʫ, ʷʢʠʡ ʻ 

ʦʩʪʘʥʥʽʤ ʚʽʜʥʦʩʥʦ ʘʢʪʫʘʣʴʥʦʛʦ ʨʦʙʦʯʦʛʦ ʨʝʞʠʤʫ, ʟ ʯʘʩʦʚʠʤ ʨʦʟʨʠʚʦʤ ʥʝ ʙʽʣʴʰʝ ʥʽʞ 30 

ʭʚʠʣʠʥ. ɼʣʷ ʧʨʦʪʠʜʽʾ ʪʘʢʦʤʫ ʪʠʧʫ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ ʚʧʨʦʚʘʜʞʫʻʪʴʩʷ ʤʝʭʘʥʽʟʤ ʨʝʧʣʽʢʘʮʽʾ 

ʜʘʥʠʭ, ʩʪʚʦʨʝʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʥʝʟʘʣʝʞʥʠʭ ʚʫʟʣʽʚ ʟʙʝʨʽʛʘʥʥʷ ʽʥʬʦʨʤʘʮʽʾ, ʘ ʪʘʢʦʞ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʽʶʚʘʥʥʷ ʟ ʧʝʨʽʦʜʠʯʥʽʩʪʶ ʥʝ ʤʝʥʰʝ ʥʽʞ ʦʜʠʥ ʨʘʟ ʥʘ 30 

ʭʚʠʣʠʥ. 

3) ʎʽʣʴʦʚʠʡ ʯʘʩ ʚʽʜʥʦʚʣʝʥʥʷ (RTO) 

ǒ ʈʦʟʨʘʭʫʥʦʢ: ʎʝʡ ʧʦʢʘʟʥʠʢ ʪʘʢʦʞ ʚʠʩʪʫʧʘʻ ʚʩʪʘʥʦʚʣʝʥʦʶ ʮʽʣʣʶ, ʘ ʥʝ 

ʨʝʟʫʣʴʪʘʪʦʤ ʨʦʟʨʘʭʫʥʢʽʚ. ɺʽʥ ʚʠʟʥʘʯʘʻ ʛʨʘʥʠʯʥʦ ʜʦʧʫʩʪʠʤʠʡ ʪʘ ʧʨʠʡʥʷʪʥʠʡ ʯʘʩʦʚʠʡ 

ʧʨʦʤʽʞʦʢ, ʥʝʦʙʭʽʜʥʠʡ ʜʣʷ ʚʽʜʥʦʚʣʝʥʥʷ ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ ʦʙôʻʢʪʘ ʧʽʩʣʷ ʚʠʥʠʢʥʝʥʥʷ 

ʽʥʮʠʜʝʥʪʫ. 
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ǒ ʉʠʪʫʘʮʽʷ: ɼʣʷ ʦʩʥʦʚʥʦʾ ʩʠʩʪʝʤʠ ʫʧʨʘʚʣʽʥʥʷ ʧʽʜʩʪʘʥʮʽʾ ʨʦʟʧʦʜʽʣʫ 

ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʚʩʪʘʥʦʚʣʝʥʦ ʧʦʢʘʟʥʠʢ RTO ʪʨʠʚʘʣʽʩʪʶ 2 ʛʦʜʠʥʠ. ɺʦʜʥʦʯʘʩ ʥʘ ʦʙ'ʻʢʪʽ 

ʬʫʥʢʮʽʦʥʫʻ ʨʝʟʝʨʚʥʘ ʩʠʩʪʝʤʘ ʢʝʨʫʚʘʥʥʷ ʪʘ ʨʦʟʨʦʙʣʝʥʦ ʜʝʪʘʣʴʥʠʡ ʧʣʘʥ ʚʽʜʥʦʚʣʝʥʥʷ 

ʧʽʩʣʷ ʘʚʘʨʽʡ ʯʠ ʽʥʮʠʜʝʥʪʽʚ ʟʘʜʣʷ ʜʦʪʨʠʤʘʥʥʷ ʚʠʟʥʘʯʝʥʦʛʦ RTO. ʋ ʨʘʟʽ ʽʤʽʪʘʮʽʾ ʘʙʦ 

ʤʦʜʝʣʶʚʘʥʥʷ ʘʪʘʢʠ ʧʝʨʩʦʥʘʣ ʽʥʽʮʽʶʻ ʧʝʨʝʭʽʜ ʥʘ ʨʝʟʝʨʚʥʽ ʧʦʪʫʞʥʦʩʪʽ ʪʘ ʬʽʢʩʫʻ ʯʘʩ, 

ʧʦʪʨʽʙʥʠʡ ʜʣʷ ʧʦʚʝʨʥʝʥʥʷ ʟʘʛʘʣʴʥʦʾ ʩʠʩʪʝʤʠ ʜʦ ʧʨʠʡʥʷʪʥʦʛʦ ʩʪʘʥʫ ï ʪʦʙʪʦ, ʜʦ 

ʥʘʣʝʞʥʦʛʦ ʚʠʢʦʥʘʥʥʷ ʢʣʶʯʦʚʠʭ ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ ʽʟ ʨʦʟʧʦʜʽʣʫ ʝʥʝʨʛʽʾ ʤʽʞ 

ʩʧʦʞʠʚʘʯʘʤʠ. ʆʪʞʝ, ʜʦʪʨʠʤʘʥʥʷ 2-ʛʦʜʠʥʥʦʛʦ ʣʽʤʽʪʫ ʚ ʧʦʜʽʙʥʠʭ ʩʮʝʥʘʨʽʷʭ ʧʽʜʪʚʝʨʜʞʫʻ 

ʟʜʘʪʥʽʩʪʴ ʧʝʨʩʦʥʘʣʫ ʧʽʜʩʪʘʥʮʽʾ ʤʽʥʽʤʽʟʫʚʘʪʠ ʧʝʨʝʨʚʠ ʚ ʧʦʩʪʘʯʘʥʥʽ ʪʘ ʟʘʙʝʟʧʝʯʠʪʠ 

ʢʦʨʝʢʪʥʠʡ ʨʦʟʧʦʜʽʣ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʢʽʥʮʝʚʠʤ ʩʧʦʞʠʚʘʯʘʤ. 

4) ɹʝʟʧʝʨʝʨʚʥʽʩʪʴ ʩʠʩʪʝʤʥʠʭ ʧʨʦʮʝʩʽʚ (SPC) 

ǒ ʈʦʟʨʘʭʫʥʦʢ:  

 

ǒ ʉʠʪʫʘʮʽʷ: ʆʧʝʨʘʪʦʨ ʝʥʝʨʛʦʩʠʩʪʝʤʠ ʚʠʜʽʣʠʚ ʧôʷʪʴ ʦʩʥʦʚʥʠʭ ʧʨʦʮʝʩʽʚ, ʱʦ 

ʤʘʶʪʴ ʢʨʠʪʠʯʥʝ ʟʥʘʯʝʥʥʷ ʜʣʷ ʟʙʝʨʝʞʝʥʥʷ ʩʪʘʙʽʣʴʥʦʩʪʽ ʤʝʨʝʞʽ. ʋ ʭʦʜʽ ʤʦʜʝʣʶʚʘʥʥʷ 

ʘʪʘʢʠ ʙʫʣʦ ʚʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʧʽʩʣʷ ʧʨʦʚʝʜʝʥʥʷ ʚʽʜʥʦʚʣʶʚʘʣʴʥʠʭ ʨʦʙʽʪ ʧʨʦʪʷʛʦʤ 4 ʛʦʜʠʥ 

ʯʦʪʠʨʠ ʟ ʧôʷʪʠ ʟʘʟʥʘʯʝʥʠʭ ʧʨʦʮʝʩʽʚ ʬʫʥʢʮʽʦʥʫʚʘʣʠ ʫ ʧʦʚʥʦʤʫ ʦʙʩʷʟʽ. ʎʝ ʧʨʠʟʚʝʣʦ ʜʦ 

ʪʘʢʦʛʦ ʧʦʢʘʟʥʠʢʘ SPC: 4 / 5 * 100% = 80% . 

5) ɺʽʜʩʦʪʦʢ ʟʙʝʨʝʞʝʥʥʷ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʢʣʶʯʦʚʦʾ ʤʽʩʽʾ 

ǒ ʈʦʟʨʘʭʫʥʦʢ: ɺʠʟʥʘʯʘʻʪʴʩʷ ʯʝʨʝʟ ʘʥʘʣʽʟ ʜʦʩʪʫʧʥʦʩʪʽ ʪʘ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ 

ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʩʣʫʞʙ ʽ ʩʠʩʪʝʤ. ɿʦʢʨʝʤʘ, ʮʝʡ ʧʦʢʘʟʥʠʢ ʦʮʽʥʶʻʪʴʩʷ ʰʣʷʭʦʤ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʦʨʽʚʥʷʣʴʥʠʭ ʬʫʥʢʮʽʡ, ʱʦ ʙʘʟʫʶʪʴʩʷ ʥʘ ʽʥʜʠʢʘʪʦʨʽ ʢʨʠʪʠʯʥʦʩʪʽ 

(ʜʝʪʘʣʴʥʽʰʝ ʨʦʟʛʣʷʥʫʪʦ ʜʘʣʽ ʚ ʨʦʙʦʪʽ) ʜʣʷ ʢʣʶʯʦʚʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʩʠʩʪʝʤʠ. 

ǒ ʉʠʪʫʘʮʽʷ: ɽʥʝʨʛʝʪʠʯʥʝ ʧʽʜʧʨʠʻʤʩʪʚ ʚʠʟʥʘʯʠʣʦ ʪʨʠ ʢʣʶʯʦʚʽ ʬʫʥʢʮʽʾ ʤʽʩʽʾ, 

ʚʩʪʘʥʦʚʠʚʰʠ ʜʣʷ ʥʠʭ ʚʽʜʧʦʚʽʜʥʽ ʚʘʛʦʚʽ ʢʦʝʬʽʮʽʻʥʪʠ: ʈʦʟʧʦʜʽʣʴʯʘ ʩʠʩʪʝʤʘ (40%), 

ɯʥʬʦʨʤʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ʤʦʥʽʪʦʨʠʥʛʫ ʧʦʢʘʟʥʠʢʽʚ (30%) ʪʘ ʊʨʘʥʩʧʦʨʪʫʚʘʥʥʷ 
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ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ (30%). ʇʽʩʣʷ ʟʜʽʡʩʥʝʥʥʷ ʢʽʙʝʨʘʪʘʢʠ ʥʘ ʦʙôʻʢʪ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ʙʫʣʦ ʧʨʦʚʝʜʝʥʦ ʦʮʽʥʶʚʘʥʥʷ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪ ̔ʢʦʞʥʦʾ ʽʟ ʧʽʜʩʠʩʪʝʤ: ʈʦʟʧʦʜʽʣʴʯʘ ʩʠʩʪʝʤʘ 

ʜʽʷʣʘ ʥʘ 50%, ɯʥʬʦʨʤʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ʤʦʥʽʪʦʨʠʥʛʫ ʧʦʢʘʟʥʠʢʽʚ ʙʫʣʘ ʥʝʧʨʘʮʝʟʜʘʪʥʦʶ (0%), 

ʘ ʊʨʘʥʩʧʦʨʪʫʚʘʥʥʷ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʬʫʥʢʮʽʦʥʫʚʘʣʦ ʟ ʥʝʟʥʘʯʥʠʤʠ ʚʽʜʭʠʣʝʥʥʷʤ/ʧʝʨʝʙʦʷʤʠ, 

ʪʦʙʪʦ ï ʟʘ ʫʤʦʚʥʦʶ ʦʮʽʥʢʦʶ, ʥʘ 90%. ʋ ʧʽʜʩʫʤʢʫ, ʟʘʛʘʣʴʥʠʡ ʚʽʜʩʦʪʦʢ ʟʙʝʨʝʞʝʥʥʷ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʢʣʶʯʦʚʦʾ ʤʽʩʽʾ ʦʙôʻʢʪʘ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʩʢʣʘʚ (0.50 * 40%) + (0.00 * 

30%) + (0.90 * 30%) = 47% . 

ʇʽʜʩʫʤʦʚʫʶʯʠ, ʥʘʚʝʜʝʥʽ ʙʘʟʦʚʽ ʢʽʣʴʢʽʩʥʽ ʢʨʠʪʝʨʽʾ ʚʽʜʦʙʨʘʞʘʶʪʴ ʩʫʯʘʩʥʽ ʧʽʜʭʦʜʠ 

ʜʦ ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʦʮʽʥʢʠ ʢʣʶʯʦʚʠʭ ʘʩʧʝʢʪʽʚ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʚ ʤʝʞʘʭ ʨʽʟʥʠʭ 

ʬʨʝʡʤʚʦʨʢʽʚ ʜʣʷ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ɿʦʢʨʝʤʘ, ʫ ʜʘʥʦʤʫ ʜʦʩʣʽʜʞʝʥʥʽ ï 

ʩʪʦʩʦʚʥʦ ʝʥʝʨʛʝʪʠʯʥʦʾ ʛʘʣʫʟʽ. ɺʽʜʧʦʚʽʜʥʦ, ʢʦʥʢʨʝʪʥʽ ʧʦʢʘʟʥʠʢʠ, ʢʨʠʪʝʨʽʾ, ʮʽʣʴʦʚʽ 

ʟʥʘʯʝʥʥʷ ʪʘ ʤʝʪʦʜʠ ʧʽʜʪʨʠʤʘʥʥʷ ʧʨʠʡʥʷʪʥʦʛʦ ʨʽʚʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʙʫʜʫʪʴ ʚʘʨʽʶʚʘʪʠʩʷ 

ʟʘʣʝʞʥʦ ʚʽʜ ʩʧʝʮʠʬʽʢʠ ʩʬʝʨʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʩʪʨʫʢʪʫʨʠ ʦʨʛʘʥʽʟʘʮʽʾ ʪʘ 

ʘʢʪʫʘʣʴʥʠʭ ʨʠʟʠʢʽʚ. 

ʆʪʞʝ, ʷʢ ʙʫʣʦ ʟʘʟʥʘʯʝʥʦ ʨʘʥʽʰʝ, ʥʝʦʙʭʽʜʥʦ ʜʝʪʘʣʴʥʦ ʨʦʟʛʣʷʥʫʪʠ ʢʣʘʩʠʬʽʢʘʮʽʶ 

ʡʤʦʚʽʨʥʠʭ ʽʥʮʠʜʝʥʪʽʚ, ʟʦʢʨʝʤʘ ʾʭʥʽ ʨʽʚʥʽ ʢʨʠʪʠʯʥʦʩʪʽ, ʪʠʧʠ ʪʘ ʚʽʜʧʦʚʽʜʥʽ ʢʘʪʝʛʦʨʽʾ. ɼʣʷ 

ʬʦʨʤʫʚʘʥʥʷ ʧʦʜʘʣʴʰʠʭ ʘʥʘʣʽʪʠʯʥʠʭ ʪʘʙʣʠʮʴ ʟʘʩʪʦʩʦʚʘʥʦ ʦʛʣʷʜʦʚʽ ʜʘʥʽ ʪʘ ʝʢʩʧʝʨʪʥʽ 

ʦʮʽʥʢʠ ʟ ʚʣʘʩʥʠʭ ʜʞʝʨʝʣ, ʟʦʢʨʝʤʘ ʧʦʣʦʞʝʥʥʷ ʪʠʧʦʚʠʭ ʧʦʣʽʪʠʢ ʫʢʨʘʾʥʩʴʢʠʭ ʦʙôʻʢʪʽʚ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 
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ʊʘʙʣʠʮʷ 1.5 ï ʂʣʘʩʠʬʽʢʘʮʽʷ ʽʥʮʠʜʝʥʪʽʚ [2] 

ʂʘʪʝʛʦʨʽʷ 

ʽʥʮʠʜʝʥʪʫ 
ʊʠʧ ʽʥʮʠʜʝʥʪʫ ʆʧʠʩ ʽʥʮʠʜʝʥʪʫ 

ʐʢʽʜʣʠʚʠʡ ʚʤʽʩʪ 

ʢʦʥʪʝʥʪʫ 
ʉʧʘʤ 

ʅʘʜʩʠʣʘʥʥʷ ʟʣʦʚʤʠʩʥʠʭ 

ʧʦʚʽʜʦʤʣʝʥʴ, ʘʙʦ ʞ ʚʝʣʠʢʦʾ 

ʢʽʣʴʢʦʩʪʽ ʪʘʢʠʭ ʧʦʚʽʜʦʤʣʝʥʴ. 

ʐʢʽʜʣʠʚʠʡ 

ʧʨʦʛʨʘʤʥʠʡ ʢʦʜ 

ʈʦʟʧʦʚʩʶʜʞʝʥʥʷ 

ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ (ʜʘʣʽ ï ʐʇɿ) 

ɺʠʷʚʣʝʥʥʷ ʫ ʩʠʩʪʝʤʽ 

ʟʘʩʪʦʩʫʥʢʽʚ/ʧʨʦʛʨʘʤ/ʫʪʠʣʽʪ ʟ 

ʰʢʽʜʣʠʚʠʤ ʧʨʦʛʨʘʤʥʠʤ ʢʦʜʦʤ. 

ʇʽʜʤʽʥʘ ʢʦʤʘʥʜ ʫ ʮʝʥʪʨʽ 

ʫʧʨʘʚʣʽʥʥʷ 

ʄʝʨʝʞʘ ʙʦʪʽʚ (ʙʦʪʥʝʪ) ʚ ʷʢʦʩʪʽ 

ʟʙʦʨʫ ʽʥʬʦʨʤʘʮʽʾ. 

ʐʢʽʜʣʠʚʝ ʧʽʜʢʣʶʯʝʥʥʷ 
ʇʽʜʢʣʶʯʝʥʥʷ ʚʽʜ ʤʝʨʝʞʽ ʟ 

ʥʘʷʚʥʠʤ ʐʇɿ, ʘʙʦ ʞ ʙʦʪʥʝʪʫ. 

ɿʙʽʨ ʽʥʬʦʨʤʘʮʽʾ 

ʄʦʥʽʪʦʨʠʥʛ 

ɿʙʽʨ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʩʪʘʥ ʪʘ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʩʠʩʪʝʤʠ/ʤʝʨʝʞʽ 

(ʾʭ ʢʦʤʧʦʥʝʥʪʽʚ). 

Cʥʽʬʽʥʛ ʪʘ ʬʽʰʠʥʛ 

ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʝ ʧʝʨʝʭʦʧʣʝʥʥʷ, 

ʤʦʥʽʪʦʨʠʥʛ, ʯʠʪʘʥʥʷ ʪʘ ʘʥʘʣʽʟ 

ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ. ɿʘʩʪʦʩʫʚʘʥʥʷ 

ʤʝʪʦʜʽʚ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ ʟʘʜʣʷ 

ʟʙʦʨʫ ʽʥʬʦʨʤʘʮʽʾ. 

ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʝ 

ʧʨʦʥʠʢʥʝʥʥʷ 

ɽʢʩʧʣʫʘʪʘʮʽʷ ʚʨʘʟʣʠʚʦʩʪʽ 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʥʘʷʚʥʠʭ 

ʚʨʘʟʣʠʚʦʩʪʝʡ ʫ ʩʠʩʪʝʤʽ, ʘʙʦ ʞ 

ʤʝʨʝʞʽ. 

ɸʚʪʝʥʪʠʬʽʢʘʮʽʷ ʫ ʩʠʩʪʝʤʽ 

ʫʧʨʘʚʣʽʥʥʷ 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʩʣʫʞʙ ʪʘ ʨʝʩʫʨʩʽʚ 

ʩʠʩʪʝʤʠ ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʜʦʩʪʫʧʫ ʪʘ 

ʧʦʜʘʣʴʰʦʾ ʘʚʪʦʨʠʟʘʮʽʾ ʫ ʩʠʩʪʝʤʫ. 

ɺʪʨʫʯʘʥʥʷ 

ʂʦʤʧʨʦʤʝʪʘʮʽʷ ʦʙʣʽʢʦʚʠʭ 

ʧʨʦʬʽʣʽʚ ʢʦʨʠʩʪʫʚʘʯʽʚ ʟ 

ʨʽʟʥʠʤʠ ʨʦʣʷʤʠ 

ɹʝʟʧʦʩʝʨʝʜʥʻ ʚʪʦʨʛʥʝʥʥʷ ʫ 

ʩʠʩʪʝʤʫ, ʘʙʦ ʞ ʾʾ ʢʦʤʧʦʥʝʥʪʠ, 

ʰʣʷʭʦʤ ʦʪʨʠʤʘʥʥʷ ʦʙʣʽʢʦʚʠʭ 

ʜʘʥʠʭ. 
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ʇʨʦʜʦʚʞʝʥʥʷ ʊʘʙʣʠʮʽ 1.5 [2] 

 

ʂʘʪʝʛʦʨʽʷ 

ʽʥʮʠʜʝʥʪʫ 
ʊʠʧ ʽʥʮʠʜʝʥʪʫ ʆʧʠʩ ʽʥʮʠʜʝʥʪʫ 

ʇʦʨʫʰʝʥʥʷ 

ʜʦʩʪʫʧʥʦʩʪʽ 

DDoS ʘʪʘʢʘ (ʥʘ ʚʽʜʤʦʚʫ ʚ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ) 

ʇʝʨʝʥʘʩʠʯʝʥʥʷ ʧʨʦʧʫʩʢʥʦʾ 

ʤʦʞʣʠʚʦʩʪʽ ʨʝʩʫʨʩʫ ʩʠʩʪʝʤʠ. 
 

ʉʘʙʦʪʘʞ/ʰʢʽʜʣʠʚʽ ʜʽʾ/ʟʙʽʡ 

ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ 

ʇʨʷʤʝ ʧʦʰʢʦʜʞʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ, 

ʧʝʨʝʨʠʚʘʥʥʷ ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ 

ʧʨʦʮʝʩʽʚ ʢʦʤʧʦʥʝʥʪʽʚ ʪʘ 

ʧʽʜʨʦʟʜʽʣʽʚ ʩʠʩʪʝʤʠ. 

 

ʇʦʨʫʰʝʥʥʷ 

ʮʽʣʽʩʥʦʩʪʽ 

ʽʥʬʦʨʤʘʮʽʾ 

ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ 
ɺʠʪʽʢ ʽʥʬʦʨʤʘʮʽʾ ʽʟ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ ʩʠʩʪʝʤʠ. 
 

ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʘ 

ʤʦʜʠʬʽʢʘʮʽʷ 

ɿʤʽʥʘ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ 

ʩʠʩʪʝʤʠ. 
 

ʐʘʭʨʘʡʩʴʢʽ ʜʽʾ ʐʘʭʨʘʡʩʴʢʠʡ ʨʝʩʫʨʩ 

ɺʧʨʦʚʘʜʞʝʥʥʷ ʪʘ ʨʦʟʛʦʨʪʘʥʥʷ ʚ 

ʩʠʩʪʝʤʽ ʧʨʦʛʨʘʤʥʠʭ ʟʘʩʦʙʽʚ ʟ 

ʮʽʣʣʶ ʧʽʜʤʽʥʠ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʨʝʩʫʨʩʽʚ, ʚʽʜʤʽʥʥʠʭ ʚʽʜ 

ʧʝʨʝʜʙʘʯʫʚʘʥʠʭ. 

 

ʅʘʷʚʥʘ ʚʨʘʟʣʠʚʽʩʪʴ 

ɺʨʘʟʣʠʚʽʩʪʴ 

ɺʽʜʢʨʠʪʽ ʜʣʷ ʝʢʩʧʣʫʘʪʘʮʽʾ 

ʚʨʘʟʣʠʚʦʩʪʽ ʫ ʩʠʩʪʝʤʽ, ʯʠ ʾʾ 

ʢʦʤʧʦʥʝʥʪʘʭ (ʩʪʨʫʢʪʫʨʥʠʭ 

ʧʽʜʨʦʟʜʽʣʘʭ, ʦʜʠʥʠʮʷʭ, ʪʦʱʦ). 

 

ʅʝʧʨʘʚʠʣʴʥʝ 

ʥʘʣʘʰʪʫʚʘʥʥʷ/ʢʦʥʬʽʛʫʨʘʮʽʷ 

ʅʝʢʦʨʝʢʪʥʦ ʟʘʜʘʥʽ ʫʤʦʚʠ ʪʘ 

ʥʘʣʘʰʪʫʚʘʥʥʷ ʩʠʩʪʝʤʠ (ʾʾ 

ʢʦʤʧʦʥʝʥʪʽʚ), ʷʢʠʤʠ ʤʦʞʝ 

ʩʢʦʨʠʩʪʘʪʠʩʷ ʟʣʦʚʤʠʩʥʠʢ, ʘʙʦ ʞ 

ʐʇɿ. 

 

ʅʝʚʽʜʦʤʝ ʪʘ ʽʥʰʝ 

ʅʦʚʦʾ ʥʝʚʽʜʦʤʦʾ ʨʘʥʽʰʝ 

ʬʦʨʤʘʮʽʾ/ʪʠʧʫ ʽʥʮʠʜʝʥʪ. 

ɸʙʦ ʞ ʥʝʚʠʟʥʘʯʝʥʘ ʧʦʜʽʷ 

ʚʪʨʫʯʘʥʥʷ 

ɺʽʜʩʫʪʥʽʩʪʴ ʘʙʦ ʥʝʜʦʩʪʘʪʥʽʩʪʴ 

ʦʙôʻʤʫ ʜʘʥʠʭ ʜʣʷ ʘʥʘʣʽʟʫ/ʦʙʨʦʙʢʠ 

ʽʥʮʠʜʝʥʪʫ, ʷʢʽ ʥʝʦʙʭʽʜʥʽ ʜʣʷ 

ʧʦʜʘʣʴʰʦʾ ʨʝʘʢʮʽʾ. 
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ʊʘʙʣʠʮʷ 1.6 ï ʋʟʘʛʘʣʴʥʝʥʘ ʢʣʘʩʠʬʽʢʘʮʽʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ ʟʘ ʨʽʚʥʝʤ ʢʨʠʪʠʯʥʦʩʪʽ [2] 

 

ʈʽʚʝʥʴ 

ʢʨʠʪʠʯʥʦʩʪʽ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʫ 

ɿʘʛʨʦʟʘ ɿʘʛʘʣʴʥʠʡ ʩʪʘʥ 

ʅʝʢʨʠʪʠʯʥʠʡ 

(ʙʽʣʠʡ) 

ʄʦʞʣʠʚʠʡ ʧʦʪʝʥʮʽʡʥʠʡ 

ʥʝʛʘʪʠʚʥʠʡ ʚʧʣʠʚ ʥʘ ʩʪʘʣʠʡ 

ʩʪʘʥ ʣʦʢʘʣʴʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ. 

ʂʽʙʝʨʽʥʮʠʜʝʥʪ ʥʝ ʟʘʛʨʦʞʫʻ 

ʰʪʘʪʥʦʤʫ ʨʝʞʠʤʫ ʨʦʙʦʪʠ ʩʠʩʪʝʤ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʦʛʦ ʦʙôʻʢʪʘ. 

ʅʠʟʴʢʠʡ 

(ʟʝʣʝʥʠʡ) 

ɿʘʛʨʦʟʠ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ, 

ʮʽʣʽʩʥʦʩʪʽ ʽ ʜʦʩʪʫʧʥʦʩʪʽ 

ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʜʘʥʠʭ, ʱʦ 

ʦʙʨʦʙʣʷʶʪʴʩʷ ʚʩʝʨʝʜʠʥʽ 

ʩʠʩʪʝʤ, ʥʝʤʘʻ. 

ʂʽʙʝʨʽʥʮʠʜʝʥʪ ʙʝʟʧʦʩʝʨʝʜʥʴʦ 

ʟʘʛʨʦʞʫʻ ʙʝʟʧʝʨʝʨʚʥʽʡ ʪʘ ʥʘʜʽʡʥʽʡ 

ʨʦʙʦʪʽ ʣʦʢʘʣʴʥʠʭ ʧʽʜʩʠʩʪʝʤ 

ʥʠʟʴʢʦʛʦ ʨʽʚʥʷ ʥʘ 

ʦʙôʻʢʪʽ/ʧʽʜʧʨʠʻʤʩʪʚʽ. 

ʉʝʨʝʜʥʽʡ 

 (ʞʦʚʪʠʡ) 

ɭ ʟʘʛʨʦʟʘ ʩʪʚʦʨʝʥʥʷ ʧʝʨʝʜʫʤʦʚ 

ʜʣʷ ʧʦʨʫʰʝʥʥʷ ʟʘʭʠʱʝʥʦʩʪʽ 

ʧʦʪʦʢʽʚ ʽʥʬʦʨʤʘʮʽʾ, ʱʦ ʤʦʞʝ 

ʧʨʠʟʚʝʩʪʠ ʜʦ ʪʠʤʯʘʩʦʚʦʛʦ 

ʧʨʠʧʠʥʝʥʥʷ ʨʦʙʦʪʠ ʬʫʥʢʮʽʡ 

ʮʽʣʠʭ ʩʠʩʪʝʤ ʦʙôʻʢʪʘ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʂʽʙʝʨʽʥʮʠʜʝʥʪ ʙʝʟʧʦʩʝʨʝʜʥʴʦ 

ʟʘʛʨʦʞʫʻ ʰʪʘʪʥʦʤʫ ʨʝʞʠʤʫ 

ʽʥʬʦʨʤʘʮʽʡʥʦ-ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ  ʪʘ 

ʪʝʭʥʦʣʦʛʽʯʥʠʭ ʩʠʩʪʝʤ ʥʘ ʦʙôʻʢʪʽ. 

ɺʠʩʦʢʠʡ 

(ʧʦʤʘʨʘʥʯʝʚʠʡ) 

ɭ ʧʦʪʝʥʮʽʡʥʘ ʟʘʛʨʦʟʘ ʜʣʷ 

ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ ʦʙôʻʢʪʘ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ɿʦʢʨʝʤʘ, ʱʦ ʤʦʞʝ ʤʘʪʠ 

ʥʝʛʘʪʠʚʥʠʡ ʚʧʣʠʚ ʥʘʚʽʪʴ ʥʘ 

ʨʽʚʝʥʴ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ, 

ʩʪʘʥʫ ʥʘʚʢʦʣʠʰʥʴʦʛʦ 

ʩʝʨʝʜʦʚʠʱʘ ʪʘ ʝʢʦʥʦʤʽʯʥʦʛʦ 

ʩʝʢʪʦʨʫ. 

ʂʽʙʝʨʽʥʮʠʜʝʥʪ  ʥʘʧʨʷʤʫ ʚʧʣʠʚʘʻ 

ʥʘ ʥʘʜʽʡʥʽʩʪʴ, ʩʪʽʡʢʽʩʪʴ ʪʘ ʩʘʤʫ 

ʟʜʘʪʥʽʩʪʴ ʢʨʠʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ ʜʦ 

ʚʽʜʥʦʚʣʝʥʥʷ. ʇʦʚʝʨʥʝʥʥʷ ʨʽʚʥʷ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʜʦ ʧʨʠʡʥʷʪʥʦʛʦ 

ʨʦʙʦʯʦʛʦ ʩʪʘʥʫ ʤʦʞʝ ʧʦʪʨʝʙʫʚʘʪʠ 

ʟʘʜʽʷʥʥʷ ʜʝʢʽʣʴʢʦʭ ʩʫʙôʻʢʪʽʚ 

ʥʘʮʽʦʥʘʣʴʥʦʾ ʩʠʩʪʝʤʠ ʙʝʟʧʝʢʠ 

(ʢʽʙʝʨʙʝʟʧʝʢʠ). 
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ʇʨʦʜʦʚʞʝʥʥʷ ʊʘʙʣʠʮʽ 1.6 [2] 

 

ʈʽʚʝʥʴ 

ʢʨʠʪʠʯʥʦʩʪʽ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʫ 

ɿʘʛʨʦʟʘ ɿʘʛʘʣʴʥʠʡ ʩʪʘʥ 

ʂʨʠʪʠʯʥʠʡ 

(ʯʝʨʚʦʥʠʡ) 

ʇʨʷʤʠʡ ʥʝʛʘʪʠʚʥʠʡ ʚʧʣʠʚ ʥʝ 

ʪʽʣʴʢʠ ʥʘ ʮʽʣʽʩʥʽʩʪʴ ʧʦʪʦʢʽʚ 

ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʜʘʥʠʭ, ʨʦʙʦʪʫ 

ʩʠʩʪʝʤ, ʘ ʡ ʟʘʛʘʣʦʤ ʥʘ 

ʤʦʞʣʠʚʽʩʪʴ ʦʙôʻʢʪʘ ʜʦ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʷʢ ʪʘʢʫ. 

ʅʘʩʣʽʜʢʠ ʢʽʙʝʨʘʪʘʢʠ ʤʦʞʫʪʴ 

ʧʨʠʟʚʝʩʪʠ ʜʦ ʙʝʟʧʦʩʝʨʝʜʥʴʦʾ 

ʰʢʦʜʠ ʜʣʷ ʩʬʝʨʠ ʥʘʮʽʦʥʘʣʴʥʦʾ 

ʙʝʟʧʝʢʠ, ʧʨʠʨʦʜʠ ʪʘ ʥʘʚʽʪʴ 

ʪʠʤʯʘʩʦʚʦʛʦ ʧʨʠʧʠʥʝʥʥʷ 

ʧʨʘʮʝʟʜʘʪʥʦʩʪʽ ʮʽʣʠʭ 

ʢʨʠʪʠʯʥʠʭ ʩʬʝʨ ʜʝʨʞʘʚʥʦʛʦ 

ʨʽʚʥʷ. 

ʂʽʙʝʨʽʥʮʠʜʝʥʪ ʧʨʷʤʦ ʟʘʛʨʦʞʫʻ 

ʨʦʙʦʯʦʤʫ ʩʪʘʥʫ ʦʙôʻʢʪʘ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʥʝʩʝ ʟʘ ʩʦʙʦʶ 

ʧʦʚʥʝ ʧʨʠʧʠʥʝʥʥʷ ʚʠʢʦʥʘʥʥʷ 

ʦʩʥʦʚʥʠʭ ʬʫʥʢʮʽʡ ʪʘ ʧʦʩʣʫʛ. 

ɺʽʜʙʠʪʪʷ ʘʪʘʢʠ ʪʘ ʧʦʜʘʣʴʰʝ 

ʚʽʜʥʦʚʣʝʥʥʷ ʚʽʜ ʽʥʮʠʜʝʥʪʫ 

ʧʦʪʨʝʙʫʻ ʙʝʟʧʦʩʝʨʝʜʥʴʦʛʦ 

ʟʘʣʫʯʝʥʥʷ ʢʣʶʯʦʚʠʭ ʩʫʙôʻʢʪʽʚ 

ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʪʘ ʩʠʩʪʝʤʠ 

ʢʽʙʝʨʟʘʭʠʩʪʫ ʜʝʨʞʘʚʥʦʛʦ ʨʽʚʥʷ. 

ʅʘʜʟʚʠʯʘʡʥʠʡ 

 (ʯʦʨʥʠʡ) 

ʇʦʚʥʝ ʧʨʠʧʠʥʝʥʥʷ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʦʙôʻʢʪʘ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʅʝʩʝ ʧʽʜ ʩʦʙʦʶ 

ʪʨʘʥʩʥʘʮʽʦʥʘʣʴʥʠʡ ʭʘʨʘʢʪʝʨ 

ʟʘʛʨʦʟʠ. ʇʨʠʟʚʦʜʠʪʴ ʜʦ 

ʧʨʷʤʦʛʦ ʬʽʟʠʯʥʦʛʦ ʨʫʡʥʫʚʘʥʥʷ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʚʠʪʦʢʫ 

ʯʫʪʣʠʚʦʾ ʪʘʻʤʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ 

ʥʝʧʦʧʨʘʚʥʦʾ 

ʨʝʧʫʪʘʮʽʡʥʦʾ/ʬʽʥʘʥʩʦʚʦʾ/ʨʝʩʫʨʩ

ʥʦʾ ʰʢʦʜʠ. 

ʂʽʙʝʨʽʥʮʠʜʝʥʪ ʧʦʚʥʽʩʪʶ 

ʧʝʨʝʰʢʦʜʞʘʻ ʘʙʦ ʫʥʝʤʦʞʣʠʚʣʶʻ 

ʭʦʯʘ ʙ ʷʢʠʡʩʴ ʤʽʥʽʤʘʣʴʥʠʡ ʩʪʘʥ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʢʨʠʪʠʯʥʦʛʦ 

ʩʝʢʪʦʨʫ. ʇʦʪʨʝʙʫʻ ʟʘʣʫʯʝʥʥʷ ʫʩʽʭ 

ʚʥʫʪʨʽʰʥʽʭ ʪʘ ʟʦʚʥʽʰʥʽʭ ʨʝʩʫʨʩʽʚ 

ʥʘ ʜʝʨʞʘʚʥʠʭ ʨʽʚʥʷʭ. 

 

 

ʅʘ ʤʦʤʝʥʪ ʧʨʦʚʝʜʝʥʥʷ ʧʦʪʦʯʥʦʛʦ ʝʪʘʧʫ ʘʥʘʣʽʪʠʯʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʥʘʡʙʽʣʴʰ 

ʮʽʣʽʩʥʦʶ ʩʠʩʪʝʤʦʶ ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ (ʘ ʪʦʯʥʽʰʝ ï ʜʣʷ ʘʥʘʣʽʟʫ ʤʝʪʨʠʢ) ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʙʫʣʦ 
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ʚʠʟʥʘʯʝʥʦ ʐʦʪʣʘʥʜʩʴʢʠʡ ʬʨʝʡʤʚʦʨʢ. ʇʨʦʪʝ ʯʘʩʦʚʽ ʪʝʥʜʝʥʮʽʾ ʟʤʽʩʪʠʣʠ ʧʨʽʦʨʠʪʝʪʠ ʟ 

ʧʨʦʩʪʦʛʦ ʨʦʟʧʦʜʽʣʫ ʥʘ ʜʦʤʝʥʠ ʪʘ ʢʘʪʝʛʦʨʽʾ ʫ ʙʽʢ ʦʮʽʥʶʚʘʥʥʷ ʨʽʚʥʷ ʘʜʘʧʪʠʚʥʦʩʪʽ ʪʘ 

ʩʧʨʦʤʦʞʥʦʩʪʽ ʜʦ ʚʽʜʥʦʚʣʝʥʥʷ ʧʽʩʣʷ ʢʽʙʝʨʽʥʮʠʜʝʥʪʫ. ɿʦʢʨʝʤʘ, ʘʢʮʝʥʪʫʚʘʥʥʷ ʩʘʤʝ ʥʘ 

ʝʥʝʨʛʝʪʠʯʥʦʤʫ ʩʝʢʪʦʨʽ ʻ ʭʘʨʘʢʪʝʨʥʠʤ ʥʝ ʣʠʰʝ ʜʣʷ ʋʢʨʘʾʥʠ. 

 

ʈʠʩʫʥʦʢ 1.9 ï ʉʬʝʨʘ ʟʘʩʪʦʩʫʚʘʥʥʷ ʬʨʝʡʤʚʦʨʢʫ C2M2 [27] 

 

ʈʘʟʦʤ ʟ ʪʠʤ, ʜʦʩʽ ʚʽʜʩʫʪʥʽʡ ʯʽʪʢʠʡ ʢʦʥʮʝʧʪʫʘʣʴʥʠʡ ʧʽʜʭʽʜ ʱʦʜʦ ʨʝʘʛʫʚʘʥʥʷ ʥʘ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ ʚ ʨʽʟʥʠʭ ʛʘʣʫʟʷʭ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʆʩʢʽʣʴʢʠ ʟʛʘʜʘʥʽ ʚʠʱʝ 

ʬʨʝʡʤʚʦʨʢʠ ʪʘ ʘʢʪʫʘʣʴʥʽ ʨʝʣʝʚʘʥʪʥʽ ʤʝʪʨʠʢʠ ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ [28] ʟʦʩʝʨʝʜʞʫʶʪʴ ʫʚʘʛʫ 

ʩʘʤʝ ʥʘ ʨʦʟʧʦʜʽʣʽ ʬʫʥʢʮʽʡ ʟʘ ʢʘʪʝʛʦʨʽʷʤʠ ʪʘ ʨʦʣʷʭ ʫ ʣʘʥʮʶʛʫ ʚʠʢʦʥʘʥʥʷ ʢʦʥʢʨʝʪʥʠʭ 

ʚʠʤʦʛ ʽʟ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ, ʧʨʦʪʝ ʥʝ ʧʨʦʧʦʥʫʶʪʴ ʘʣʛʦʨʠʪʤʽʚ ʨʝʘʢʮʽʾ ʪʘ 

ʧʨʦʪʠʜʽʾ. ʅʘ ʦʩʥʦʚʽ ʦʧʠʪʫʚʘʥʥʷ ʬʘʭʽʚʮʽʚ, ʟʙʦʨʫ ʝʢʩʧʝʨʪʥʠʭ ʦʮʽʥʦʢ ʪʘ ʘʥʘʣʽʟʫ ʚʣʘʩʥʠʭ 

ʜʞʝʨʝʣ ʙʫʣʦ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʥʘʩʪʫʧʥʠʡ ʧʦʨʷʜʦʢ ʫʧʨʘʚʣʽʥʥʷ ʧʽʜ ʯʘʩ ʢʽʙʝʨʽʥʮʠʜʝʥʪʫ, ʜʝ 

ʛʦʣʦʚʥʘ ʨʦʣʴ ʚʽʜʚʦʜʠʪʴʩʷ çʩʫʧʝʨʚʘʡʟʝʨʫè. ɺʨʘʭʦʚʫʶʯʠ ʩʧʝʮʠʬʽʢʫ ʝʥʝʨʛʝʪʠʯʥʦʛʦ 

ʩʝʢʪʦʨʫ ʋʢʨʘʾʥʠ ʪʘ ʧʨʽʦʨʠʪʝʪʥʽʩʪʴ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʨʦʮʝʩʫ ʚʽʜʥʦʚʣʝʥʥʷ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʦʛʦ ʦʙôʻʢʪʘ ʜʦ ʧʨʠʡʥʷʪʥʦʛʦ ʬʫʥʢʮʽʦʥʘʣʴʥʦʛʦ ʨʝʞʠʤʫ ʨʦʙʦʪʠ, 

ʦʪʨʠʤʫʻʤʦ ʪʘʢʠʡ ʘʣʛʦʨʠʪʤ ʜʽʡ. 
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ʈʠʩʫʥʦʢ 1.10 ï ʇʦʨʷʜʦʢ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʧʦʪʝʥʮʽʡʥʠʡ ʽʥʮʠʜʝʥʪ [2] 
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1.4 ɺʠʩʥʦʚʢʠ ʧʦ ʨʦʟʜʽʣʫ 1 

 

ʋ ʧʝʨʰʦʤʫ ʨʦʟʜʽʣʽ ʜʠʩʝʨʪʘʮʽʡʥʦʾ ʨʦʙʦʪʠ ʙʫʣʦ ʦʙˇʨʫʥʪʦʚʘʥʦ ʚʽʜʤʽʥʥʦʩʪʽ ʤʽʞ 

ʢʽʙʝʨʙʝʟʧʝʢʦʶ ʪʘ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʶ, ʘ ʪʘʢʦʞ ʜʝʪʘʣʽʟʦʚʘʥʦ ʢʣʶʯʦʚʽ ʬʫʥʢʮʽʾ, 

ʟʘʚʜʘʥʥʷ ʪʘ ʤʝʪʫ ʦʩʪʘʥʥʴʦʾ. ʅʘ ʦʩʥʦʚʽ ʮʴʦʛʦ ʧʨʦʚʝʜʝʥʦ ʽʥʪʝʨʧʨʝʪʘʮʽʶ ʧʦʥʷʪʽʡʥʦʛʦ 

ʘʧʘʨʘʪʫ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ ʢʨʽʟʴ ʧʨʠʟʤʫ ʧʨʦʚʽʜʥʠʭ ʩʫʯʘʩʥʠʭ ʩʠʩʪʝʤ ʦʮʽʥʶʚʘʥʥʷ, ʘ 

ʩʘʤʝ: ʤʝʪʦʜʦʣʦʛʽʾ ʛʨʫʧʠ ʃʽʥʢʦʚʘ, ʤʦʜʝʣʽ ʫʧʨʘʚʣʽʥʥʷ ʩʪʽʡʢʽʩʪʶ CERT (CERT-RMM) ʪʘ 

ʽʥʞʝʥʝʨʥʦʾ ʩʪʨʫʢʪʫʨʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ MITRE. ɼʣʷ ʟʘʟʥʘʯʝʥʠʭ ʧʽʜʭʦʜʽʚ 

ʚʠʦʢʨʝʤʣʝʥʦ ʦʩʥʦʚʥʽ ʤʝʪʨʠʢʠ ʪʘ ʜʦʤʝʥʠ. ʈʦʟʛʣʷʥʫʪʦ ʟʥʘʯʫʱʽʩʪʴ ʪʘ ʘʢʪʫʘʣʴʥʽʩʪʴ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʮʴʦʛʦ ʪʝʨʤʽʥʘ ʜʣʷ ʚʽʪʯʠʟʥʷʥʠʭ ʦʙôʻʢʪʽʚ ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʊʘʢʠʤ ʯʠʥʦʤ, 

ʧʽʩʣʷ ʦʩʪʘʪʦʯʥʦʛʦ ʟʘʢʨʽʧʣʝʥʥʷ ʧʦʥʷʪʪʷ çʢʽʙʝʨʩʪʽʡʢʽʩʪʴè ʪʘ ʚʠʟʥʘʯʝʥʥʷ ʙʘʟʦʚʠʭ ʩʠʩʪʝʤ 

ʦʮʽʥʶʚʘʥʥʷ ʟʜʽʡʩʥʝʥʦ ʧʝʨʝʭʽʜ ʜʦ ʟʽʩʪʘʚʣʝʥʥʷ ʾʭʥʴʦʾ ʝʬʝʢʪʠʚʥʦʩʪʽ. ɺʦʜʥʦʯʘʩ, ʦʩʢʽʣʴʢʠ ʚ 

ʫʢʨʘʾʥʩʴʢʦʤʫ ʥʘʫʢʦʚʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʜʦʩʽ ʥʝʤʘʻ ʻʜʠʥʦʛʦ ʢʦʥʩʝʥʩʫʩʫ ʱʦʜʦ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʢʦʥʢʨʝʪʥʦʾ ʪʝʨʤʽʥʦʣʦʛʽʾ, ʘʚʪʦʨʠ ʟʘʣʠʰʘʶʪʴ ʟʘ ʩʦʙʦʶ ʧʨʘʚʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʨʽʟʥʽ 

ʪʝʨʤʽʥʦʣʦʛʽʯʥʽ ʝʢʚʽʚʘʣʝʥʪʠ, ʘ ʩʘʤʝ ʧʦʥʷʪʪʷ çʢʽʙʝʨʩʪʽʡʢʽʩʪʴè, çʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴè ʪʘ 

çʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʽʩʪʴè, ʟʘʣʝʞʥʦ ʚʽʜ ʢʦʥʪʝʢʩʪʫ ʜʦʩʣʽʜʞʝʥʥʷè. 

ɸʥʘʣʽʟ ʩʫʯʘʩʥʠʭ ʬʨʝʡʤʚʦʨʢʽʚ ʪʘ ʩʠʩʪʝʤ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʧʽʜʪʚʝʨʜʞʫʻ 

ʧʝʨʝʭʽʜ ʚʽʜ ʷʢʽʩʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʜʦ ʢʽʣʴʢʽʩʥʠʭ. ʅʘʩʘʤʧʝʨʝʜ ʥʦʚʽʪʥʽ ʤʝʪʨʠʢʠ ʦʨʽʻʥʪʦʚʘʥʽ 

ʥʘ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʪʘ ʘʜʘʧʪʘʮʽʶ ʜʦ ʤʽʥʣʠʚʠʭ ʫʤʦʚ, ʱʦ ʧʝʨʝʜʙʘʯʘʻ ʧʣʘʥʫʚʘʥʥʷ ʜʽʡ ʥʘ 

ʚʠʧʘʜʦʢ ʥʘʜʟʚʠʯʘʡʥʠʭ ʩʠʪʫʘʮʽʡ ʯʠ ʽʥʮʠʜʝʥʪʽʚ. 

ʈʘʟʦʤ ʟ ʪʠʤ, ʤʦʞʥʘ ʩʪʚʝʨʜʞʫʚʘʪʠ, ʱʦ ʦʮʽʥʶʚʘʥʥʷ ʧʦʢʘʟʥʠʢʽʚ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

ʧʝʨʝʙʫʚʘʻ ʫ ʧʨʷʤʽʡ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʭʘʨʘʢʪʝʨʫ ʧʦʜʽʡ ʪʘ ʽʥʮʠʜʝʥʪʽʚ. ʊʦʤʫ ʧʽʜ ʯʘʩ 

ʚʠʟʥʘʯʝʥʥʷ ʧʝʨʝʣʽʢʫ ʢʽʣʴʢʽʩʥʠʭ ʧʘʨʘʤʝʪʨʽʚ ʜʣʷ ʧʝʚʥʦʛʦ ʦʙôʻʢʪʘ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʩʣʽʜ ʟʚʘʞʘʪʠ ʥʘ ʩʧʝʮʠʬʽʢʫ, ʪʠʧ ʪʘ ʨʽʚʝʥʴ ʢʨʠʪʠʯʥʦʩʪʽ ʟʘʛʨʦʟ, ʱʦ ʤʦʞʫʪʴ 

ʩʧʨʠʯʠʥʠʪʠ ʥʝʛʘʪʠʚʥʠʡ ʚʧʣʠʚ. ʇʦʧʨʠ ʮʝ, ʫʥʽʚʝʨʩʘʣʴʥʠʤʠ ʢʨʠʪʝʨʽʷʤʠ ʜʣʷ ʙʽʣʴʰʦʩʪʽ 

ʦʙôʻʢʪʽʚ (ʪʘ ʾʭʥʽʭ ʚʥʫʪʨʽʰʥʽʭ ʩʠʩʪʝʤ) ʟʘʣʠʰʘʶʪʴʩʷ MTTR, RPO, RTO, SPC, ʘ ʪʘʢʦʞ 

ʚʽʜʩʦʪʦʢ ʟʙʝʨʝʞʝʥʦʾ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʢʣʶʯʦʚʦʾ ʤʽʩʽʾ ʧʽʜʧʨʠʻʤʩʪʚʘ, ʷʢʽ ʥʘʜʘʶʪʴ ʚʘʞʣʠʚʽ 

ʢʽʣʴʢʽʩʥʽ ʜʘʥʽ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʚʽʜʥʦʚʣʝʥʥʷ. ɺʠʢʣʘʜʝʥʠʡ ʤʘʪʝʨʽʘʣ ʩʪʚʦʨʶʻ ʧʽʜˇʨʫʥʪʷ ʜʣʷ 
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ʧʨʘʢʪʠʯʥʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʪʘ ʨʦʟʨʘʭʫʥʢʫ ʧʦʢʘʟʥʠʢʽʚ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʫ ʧʦʻʜʥʘʥʥʽ ʟ 

ʤʦʜʝʣʶʚʘʥʥʷʤ, ʪʦʙʪʦ ʥʘ ʙʘʟʽ ʧʨʦʪʦʪʠʧʽʚ ʨʝʘʣʴʥʠʭ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ ʩʠʩʪʝʤ. 

ʇʨʦʚʝʜʝʥʠʡ ʘʥʘʣʽʟ ʟʘʢʣʘʜʘʻ ʬʫʥʜʘʤʝʥʪ ʜʣʷ ʧʦʜʘʣʴʰʠʭ ʨʦʟʚʽʜʦʢ ʫ ʥʘʧʨʷʤʽ ʤʦʜʝʣʶʚʘʥʥʷ 

ʧʨʦʮʝʩʽʚ ʚʽʜʥʦʚʣʝʥʥʷ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʟ ʧʦʛʣʷʜʫ ʥʘʣʘʰʪʫʚʘʥʥʷ ʩʠʩʪʝʤ ʫʧʨʘʚʣʽʥʥʷ ʜʣʷ 

ʤʽʥʽʤʽʟʘʮʽʾ ʥʘʩʣʽʜʢʽʚ ʘʪʘʢ ʚʽʜʤʦʚʠ ʥʘ ʝʥʝʨʛʝʪʠʯʥʽ ʤʝʨʝʞʽ. 

ɼʦʩʣʽʜʞʝʥʥʷ, ʧʨʝʜʩʪʘʚʣʝʥʝ ʚ ʮʴʦʤʫ ʨʦʟʜʽʣʽ, ʨʦʟʢʨʠʚʘʻ ʧʦʪʦʯʥʠʡ ʩʪʘʥ ʩʫʯʘʩʥʠʭ 

ʬʨʝʡʤʚʦʨʢʽʚ ʪʘ ʤʝʪʨʠʢ ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ. ɹʽʣʴʰʽʩʪʴ ʽʟ ʥʠʭ ʙʘʟʫʶʪʴʩʷ ʥʘ 

ʧʽʜʭʦʜʽ Data-driven, ʟʦʢʨʝʤʘ ʥʘ ʤʝʪʦʜʘʭ ʝʢʩʧʝʨʪʥʠʭ ʦʮʽʥʦʢ, ʱʦ ʧʝʨʝʜʙʘʯʘʻ ʨʦʟʛʣʷʜ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʷʢ ʷʢʽʩʥʦʛʦ ʧʦʢʘʟʥʠʢʘ. ʇʨʦʪʝ ʘʥʘʣʽʟ ʦʩʪʘʥʥʽʭ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ ʩʚʽʜʯʠʪʴ, ʱʦ 

ʪʘʢʦʛʦ ʧʽʜʭʦʜʫ ʚʞʝ ʥʝʜʦʩʪʘʪʥʴʦ. ɺʽʜʪʘʢ, ʛʦʩʪʨʦ ʧʦʩʪʘʻ ʧʠʪʘʥʥʷ ʱʦʜʦ ʨʦʟʚ'ʷʟʘʥʥʷ 

ʧʨʦʙʣʝʤʠ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʥʘ ʙʘʟʽ ʤʦʜʝʣʝʡ, ʱʦ ˇʨʫʥʪʫʶʪʴʩʷ ʥʘ 

ʬʫʥʜʘʤʝʥʪʘʣʴʥʦʤʫ ʨʦʟʫʤʽʥʥʽ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʷʢ ʘʜʘʧʪʠʚʥʦʾ ʚʣʘʩʪʠʚʦʩʪʽ ʦʙ'ʻʢʪʽʚ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʆʪʞʝ, ʥʘʩʪʫʧʥʠʤ ʝʪʘʧʦʤ ʫ ʩʪʚʦʨʝʥʥʽ ʤʝʭʘʥʽʟʤʫ ʢʽʣʴʢʽʩʥʦʛʦ ʨʦʟʨʘʭʫʥʢʫ ʽʥʜʠʢʘʪʦʨʘ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʨʝʘʣʴʥʠʭ ʦʙôʻʢʪʽʚ ʤʘʻ ʩʪʘʪʠ ʧʝʨʝʭʽʜ ʜʦ ʧʽʜʭʦʜʫ Model-driven, ʘ ʩʘʤʝ ʜʦ 

ʤʝʪʘʤʦʜʝʣʶʚʘʥʥʷ [30-31]. ʎʝ ʧʦʪʨʝʙʫʻ ʽʥʪʝʛʨʘʮʽʾ ʟʘʛʘʣʴʥʠʭ ʢʘʪʝʛʦʨʽʡ ʩʪʽʡʢʦʩʪʽ ʫ 

ʩʪʨʫʢʪʫʨʦʚʘʥʫ ʤʦʜʝʣʴ ʥʘ ʦʩʥʦʚʽ ʘʨʭʽʪʝʢʪʫʨʠ MOF. ɿʦʢʨʝʤʘ, ʧʝʨʝʜʙʘʯʘʻʪʴʩʷ ʚʠʨʘʞʝʥʥʷ 

ʢʦʥʮʝʧʮʽʡ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʤʦʚʦʶ UML ʟ ʧʦʜʘʣʴʰʦʶ ʤʦʞʣʠʚʽʩʪʶ ʧʝʨʝʭʦʜʫ ʜʦ ʨʽʚʥʷ 

ʢʽʣʴʢʽʩʥʦʾ ʤʦʜʝʣʽ ʢʦʥʢʨʝʪʥʦʾ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ (ʫ ʜʘʥʦʤʫ ʚʠʧʘʜʢʫ ï ʝʥʝʨʛʝʪʠʯʥʦʛʦ 

ʩʝʢʪʦʨʫ). ʎʝ ʜʦʟʚʦʣʠʪʴ ʥʘʜʘʣʽ ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʽʥʩʪʨʫʤʝʥʪʠ ʡʤʦʚʽʨʥʽʩʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ 

ʧʘʨʘʤʝʪʨʽʚ ʪʘ ʨʦʟʨʘʭʫʥʢʫ ʩʪʘʥʽʚ ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ, ʥʘʧʨʠʢʣʘʜ, ʪʘʢʽ ʷʢ ɹʘʻʩʦʚʽ ʤʝʨʝʞʽ 

ʘʙʦ ʢʦʣʴʦʨʦʚʽ ʤʝʨʝʞʽ ʇʝʪʨʽ. 
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ʈʆɿɼɯʃ 2  

ʄɽʊɸʄʆɼɽʃʖɺɸʅʅʗ ʂɯɹɽʈʉʊɯʁʂʆʉʊɯ ɼʃʗ ʆɹôɭʂʊɯɺ ʂʈʀʊʀʏʅʆɰ 

ɯʅʌʈɸʉʊʈʋʂʊʋʈʀ ʅɸ ʇʈʀʂʃɸɼɯ ʌʋʅʂʎɯɰ ʈʆɿʇʆɼɯʃʋ ɽʃɽʂʊʈʆɽʅɽʈɻɯɰ 

2.1 ʂʦʥʮʝʧʮʽ ̫ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʜʦ ʨʘʧʪʦʚʦʛʦ ʟʙʦʶ 

ʊʝʥʜʝʥʮʽʾ ʦʩʪʘʥʥʽʭ ʨʦʢʽʚ ʧʦʢʘʟʘʣʠ, ʱʦ ʦʙôʻʢʪʠ ʩʫʯʘʩʥʦʾ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ʪʘʢʠʭ ʷʢ ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʢʘ, ʚʦʜʦʧʦʩʪʘʯʘʥʥʷ, ʪʨʘʥʩʧʦʨʪ ʪʘ ʽʥʰʽ, ʚʩʝ ʙʽʣʴʰʝ  ʟʘʣʝʞʘʪʴ ʚʽʜ 

ʮʠʬʨʦʚʽʟʘʮʽʾ ʷʢ ʣʦʢʘʣʴʥʦʾ, ʪʘʢ ʽ ʛʣʦʙʘʣʴʥʦʾ. ɿ ʦʜʥʦʛʦ ʙʦʢʫ ʮʝ ʧʨʠʚʦʜʠʪʴ ʜʦ ʙʽʣʴʰ 

ʝʬʝʢʪʠʚʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ʪʘ ʟʨʫʯʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʮʠʭ ʩʠʩʪʝʤ, ʦʜʥʘʢ ʪʘʢʘ ʢʽʙʝʨʬʽʟʠʯʥʘ 

ʢʦʥʚʝʨʛʝʥʮʽʷ ʧʦʨʦʜʞʫʻ ʫʤʦʚʠ ʜʣʷ  ʢʽʙʝʨʘʪʘʢ  ʥʘ ʩʠʩʪʝʤʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʷʢʽ 

ʤʦʞʫʪʴ ʧʨʠʚʝʩʪʠ ʥʝ ʧʨʦʩʪʦ ʜʦ ʟʥʠʞʝʥʥʷ ʨʽʚʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ, ʘʣʝ ʽ ʜʦ ʚʘʞʢʠʭ ʥʘʩʣʽʜʢʽʚ 

ʫ ʚʠʛʣʷʜʽ ʧʦʰʢʦʜʞʝʥʴ ʬʽʟʠʯʥʠʭ ʝʣʝʤʝʥʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʎʝ ʩʪʘʚʠʪʴ 

ʧʠʪʘʥʥʷ ʧʨʦ ʪʝ, ʱʦ ʢʽʙʝʨʟʘʛʨʦʟʠ ʜʣʷ ʩʫʯʘʩʥʦʾ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʨʝʙʘ 

ʨʦʟʛʣʷʜʘʪʠ ʥʘ ʨʽʚʥʽ ʪʘʢʠʭ ʟʘʛʨʦʟ ʷʢ ʩʪʠʭʽʡʥʽ ʣʠʭʘ, ʪʝʨʦʨʠʟʤ, ʘʙʦ ʚʽʡʩʴʢʦʚʽ ʜʽʾ. ʆʜʥʘʢ, 

ʪʨʝʙʘ ʚʨʘʭʫʚʘʪʠ ʩʧʝʮʠʬʽʯʥʠʡ ʢʽʙʝʨʬʽʟʠʯʥʠʡ ʭʘʨʘʢʪʝʨ ʥʝʛʘʪʠʚʥʦʛʦ ʚʧʣʠʚʫ ʢʽʙʝʨʟʘʛʨʦʟ 

ʷʢ ʜʞʝʨʝʣʘ ʜʣʷ ʧʦʨʫʰʝʥʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʠʩʪʝʤ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʜʣʷ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʨʝʙʘ ʤʦʜʠʬʽʢʫʚʘʪʠ ʧʦʪʦʯʥʠʡ ʧʽʜʭʽʜ 

ʜʦ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʷʢʠʡ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʤʽʥʽʤʽʟʘʮʽʾ ʨʠʟʠʢʫ, ʥʘ ʙʽʣʴʰ ʰʠʨʦʢʠʡ, ʱʦ 

ʚʠʟʥʘʯʘʻʪʴʩʷ ʥʦʚʦʶ ʧʘʨʘʜʠʛʤʦʶ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. ʇʽʜ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʽʩʪʶ  

ʨʦʟʫʤʽʶʪʴ  ʩʧʦʩʽʙ ʧʦʜʦʣʘʥʥʷ ʥʘʩʣʽʜʢʽʚ ʢʽʙʝʨʘʪʘʢ ʟ ʤʦʞʣʠʚʽʩʪʶ ʰʚʠʜʢʦʛʦ ʚʽʜʥʦʚʣʝʥʥʷ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʰʣʷʭʦʤ ʘʜʘʧʪʘʮʽʾ. ʉʢʣʘʣʘʩʷ ʩʠʪʫʘʮʽʷ, ʢʦʣʠ ʙʫʣʦ ʟʘʧʨʦʧʦʥʦʚʘʥʦ 

ʜʝʢʽʣʴʢʘ  ʚʠʩʦʢʦʨʽʚʥʝʚʠʭ ʢʦʥʮʝʧʮʽʡ ʽ ʚʽʜʧʦʚʽʜʥʠʭ ʥʠʤ ʬʨʝʡʤʚʦʨʢʽʚ, ʘʣʝ ʤʝʪʦʜʦʣʦʛʽʡ ʜʣʷ 

ʬʦʨʤʘʣʴʥʦʛʦ ʚʠʟʥʘʯʝʥʥʷ, ʟʜʘʪʥʦʛʦ ʧʝʨʝʪʚʦʨʠʪʠ ʢʦʥʮʝʧʪ ʢʽʙʝʨʩʪʽʡʢʽʩʪʽ ʚ ʬʦʨʤʘʣʴʥʠʡ 

ʽʥʩʪʨʫʤʝʥʪ ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ ʟʘʥʘʜʪʦ ʤʘʣʦ.  

ʊʘʢʠʤ ʯʠʥʦʤ, ʥʘʩʪʫʧʥʦʶ ʟʘʜʘʯʝʶ ʙʫʣʘ ʦʧʝʨʘʪʠʚʥʘ ʬʦʨʤʘʣʽʟʘʮʽ ̫ ʟ ʝʪʘʧʫ 

ʢʦʥʮʝʧʪʫʘʣʴʥʠʭ ʧʦʥʷʪʴ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʥʘ ʦʩʥʦʚʽ ʦʥʪʦʣʦʛʽʾ UML, ʢʝʨʫʶʯʠʩʴ 

ʧʨʠʥʮʠʧʘʤʠ Model Driven Architecture. ʎʷ ʤʝʪʦʜʦʣʦʛʽʷ ʥʝ ʧʝʨʝʜʙʘʯʘʻ ʦʧʠʩʫ ʩʝʤʘʥʪʠʢʠ 

ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ. ʊʦʤʫ, ʧʨʦʧʦʥʫʻʪʴʩʷ ʟʘʩʽʙ ʚʠʢʦʨʠʩʪʘʥʥʷ ʟʘʛʘʣʴʥʠʭ ʧʦʣʦʞʝʥʴ 

ʤʦʜʝʣʝʡ ʚʠʩʦʢʦʛʦ ʨʽʚʥʷ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʜʣʷ ʩʠʩʪʝʤʠ ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʜʣʷ 
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ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʯʥʦʾ ʢʦʤʧʘʥʽʾ ʽ ʧʦʢʘʟʘʥʦ ʩʧʦʩʽʙ ʦʪʨʠʤʘʥʥʷ ʬʦʨʤʘʣʴʥʦʾ ʢʽʣʴʢʽʩʥʦʾ 

ʤʦʜʝʣʽ.  

ʇʠʪʘʥʥʷ ʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤ ʜʘʚʥʦ ʩʪʦʾʪʴ ʷʢ ʫ ʧʨʘʢʪʠʯʥʽʡ, ʪʘʢ ʽ ʫ ʪʝʦʨʝʪʠʯʥʽʡ 

ʧʣʦʱʠʥʽ. ʇʨʠʯʦʤʫ, ʮʷ ʧʨʦʙʣʝʤʘ ʦʩʦʙʣʠʚʦ ʛʦʩʪʨʦ ʥʝʧʦʢʦʾʪʴ ʚʝʣʠʢʫ ʤʥʦʞʠʥʫ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʫ ʩʬʝʨʘʭ ʞʠʪʪʻʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʽ ʧʨʠʡʥʷʪʦ ʥʘʟʠʚʘʪʠ ʢʨʠʪʠʯʥʦʶ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ, ʪʘʢʠʤʠ ʷʢ ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʢʘ, ʪʨʘʥʩʧʦʨʪ, ʚʦʜʦʧʦʩʪʘʯʘʥʥʷ ʽ ʪ.ʧ. ɿ ʯʘʩʫ, 

ʢʦʣʠ ʫʧʨʘʚʣʽʥʥʷ ʮʠʤʠ ʚʘʞʣʠʚʠʤʠ ʩʠʩʪʝʤʘʤʠ ʧʦʯʘʣʠ ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʢʦʤʧôʶʪʝʨʥʽ 

ʪʝʭʥʦʣʦʛʽʾ, ʜʦ ʽʩʥʫʶʯʠʭ ʟʘʛʨʦʟ ʩʠʩʪʝʤʘʤ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʜʦʜʘʣʠʩʷ ʟʘʛʨʦʟʠ 

ʥʦʚʦʾ ʧʨʠʨʦʜʠ ï ʢʽʙʝʨʟʘʛʨʦʟʠ.  ɼʦ ʥʝʜʘʚʥʴʦʛʦ ʯʘʩʫ ʢʽʙʝʨʟʘʛʨʦʟʠ ʩʧʨʠʡʤʘʣʠʩʷ ʟ ʪʦʯʢʠ 

ʟʦʨʫ ʢʦʥʮʝʧʮʽʾ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʪʦʙʪʦ ʚ ʘʩʧʝʢʪʽ ʤʽʥʽʤʽʟʘʮʽʾ ʨʠʟʠʢʽʚ ʚʽʜ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ. 

ʇʨʦʪʝ, ʪʝʥʜʝʥʮʽʷ ʜʦ ʚʩʝ ʙʽʣʴʰʦʾ ʽʥʪʝʛʨʘʮʽʾ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʟ ʪʝʭʥʦʣʦʛʽʷʤʠ, ʷʢʽ 

ʟʘʙʝʟʧʝʯʫʶʪʴ  ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʦʙ'ʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʧʦʪʨʝʙʫʻ ʥʦʚʦʾ 

ʧʦʩʪʘʥʦʚʢʠ ʧʠʪʘʥʥʷ ʧʨʦ ʥʦʨʤʘʣʴʥʝ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ. ɺ ʟʘʛʘʣʴʥʦʤʫ ʚʠʛʣʷʜʽ ʮʝʡ ʧʽʜʭʽʜ 

ʧʨʠʡʥʷʪʦ ʥʘʟʠʚʘʪʠ  ʨʝʟʠʣʴʻʥʪʥʽʩʪʶ ʩʠʩʪʝʤ. ʅʘʮʽʦʥʘʣʴʥʘ ʢʦʥʩʫʣʴʪʘʪʠʚʥʘ ʨʘʜʘ ʟ ʧʠʪʘʥʴ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʉʐɸ (NIAC) [32] ʚʠʟʥʘʯʘʻ ʨʝʟʠʣʴʻʥʪʥʽʩʪʴ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʷʢ ʟʜʘʪʥʽʩʪʴ 

ʟʤʝʥʰʫʚʘʪʠ ʚʝʣʠʯʠʥʫ ʪʘ/ʘʙʦ ʪʨʠʚʘʣʽʩʪʴ ʨʫʡʥʽʚʥʠʭ ʧʦʜʽʡ.  ʂʦʥʮʝʧʮʽʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ 

ʤʦʞʝ ʙʫʪʠ ʟʘʩʪʦʩʦʚʘʥʘ ʜʦ  ʩʝʨʝʜʦʚʠʱ, ʩʪʚʦʨʝʥʠʭ ʣʶʜʠʥʦʶ, ʪʘʢʠʭ ʷʢ: ʚʦʜʦʧʦʩʪʘʯʘʥʥʷ, 

ʪʨʘʥʩʧʦʨʪʥʽ ʤʝʨʝʞʽ, ʝʥʝʨʛʝʪʠʢʘ ʪʦʱʦ, ʷʢʽ ʤʘʶʪʴ ʙʫʪʠ ʨʝʟʠʣʴʻʥʪʥʠʤʠ. ʊʦʙʪʦ, ʚʦʥʠ 

ʤʦʞʫʪʴ ʧʝʨʝʥʦʩʠʪʠ ʧʝʚʥʽ ʩʝʨʡʦʟʥʽ ʟʙʦʾ ʽ ʧʨʠ ʮʴʦʤʫ ʤʘʶʪʴ ʟʜʘʪʥʽʩʪʴ ʟʘ ʚʽʜʥʦʩʥʦ 

ʢʦʨʦʪʢʠʡ ʯʘʩ ʧʦʚʝʨʥʫʪʠʩʷ ʜʦ ʥʦʨʤʘʣʴʥʦʛʦ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ. ɯ ʷʢʱʦ ʢʣʘʩʠʯʥʽ ʢʦʥʮʝʧʮʽʾ 

ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʚʨʘʭʦʚʫʚʘʣʠ ʧʨʦʪʠʜʽʶ ʪʘʢʠʤ ʟʘʛʨʦʟʘʤ, ʷʢ ʩʪʠʭʽʡʥʽ ʣʠʭʘ, ʢʘʪʘʩʪʨʦʬʠ, 

ʚʥʫʪʨʽʰʥʽ ʟʙʫʨʝʥʥʷ ʽ ʪʦʤʫ ʧʦʜʽʙʥʝ, ʪʦ ʪʝʧʝʨ ʫ ʮʝʡ ʧʝʨʝʣʽʢ ʪʨʝʙʘ ʥʝʦʜʤʽʥʥʦ ʚʢʣʶʯʘʪʠ ʽ 

ʢʽʙʝʨʟʘʛʨʦʟʠ. ʇʨʠ ʮʴʦʤʫ ʩʧʝʮʠʬʽʢʘ ʚʧʣʠʚʫ ʢʽʙʝʨʟʘʛʨʦʟ ʧʦʣʷʛʘʻ ʫ ʧʦʨʫʰʝʥʥʽ 

ʥʦʨʤʘʣʴʥʦʛʦ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʯʝʨʝʟ ʩʧʦʪʚʦʨʝʥʥʷ ʨʝʣʝʚʘʥʪʥʦʛʦ 

ʫʧʨʘʚʣʽʥʥʷ ʦʙ'ʻʢʪʘʤʠ ʮʽʻʾ ʞ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ɺʽʜʧʦʚʽʜʥʦ, ʮʝ ʚʠʤʘʛʘʻ ʦʢʨʝʤʦʛʦ ʚʠʚʯʝʥʥʷ 

ʚʧʣʠʚʫ ʢʽʙʝʨʟʘʛʨʦʟ ʥʘ ʨʝʟʠʣʴʻʥʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʚ ʮʽʣʦʤʫ. ɼʘʣʽ ʧʽʜ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʽʩʪʶ 

ʙʫʜʝʤʦ ʚʚʘʞʘʪʠ ʟʜʘʪʥʽʩʪʴ ʧʦʤôʷʢʰʫʚʘʪʠ ʨʫʡʥʽʚʥʽ ʥʘʩʣʽʜʢʠ ʢʽʙʝʨʟʘʛʨʦʟ ʪʘ ʤʦʞʣʠʚʽʩʪʴ 

ʚʽʜʥʦʚʣʶʚʘʪʠʩʴ ʧʽʩʣʷ ʧʦʜʦʣʘʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ. 

ʇʦʥʷʪʪʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʚʠʥʠʢʣʦ ʩʧʦʯʘʪʢʫ ʜʣʷ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ 

ʧʨʠʨʦʜʥʠʯʠʭ, ʩʦʮʽʘʣʴʥʠʭ ʪʘ ʛʫʤʘʥʽʪʘʨʥʠʭ ʩʬʝʨ, ʪʘʢʠʭ ʷʢ ʝʢʦʣʦʛʽʷ, ʜʝʨʞʘʚʥʘ ʩʠʩʪʝʤʘ ʘʙʦ 
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ʧʩʠʭʦʣʦʛʽʷ. ɿ ʮʽʻʾ ʧʨʠʯʠʥʠ, ʮʝ ʥʦʚʝ ʧʦʥʷʪʪʷ ʧʦʪʨʝʙʫʻ ʬʫʥʜʘʤʝʥʪʘʣʴʥʦʛʦ 

ʤʝʪʦʜʦʣʦʛʽʯʥʦʛʦ ʦʩʤʠʩʣʝʥʥʷ ʜʣʷ ʩʬʝʨʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ɼʝʢʽʣʴʢʦʤʘ ʛʨʫʧʘʤʠ 

ʜʦʩʣʽʜʥʠʢʽʚ ʙʫʣʠ ʧʨʦʚʝʜʝʥʽ ʛʣʠʙʦʢʽ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦ ʩʪʚʦʨʝʥʥʶ ʤʝʪʦʜʦʣʦʛʽʡ ʪʘ ʨʦʟʨʦʙʢʠ 

ʧʦʥʷʪʽʡʥʦʛʦ ʘʧʘʨʘʪʫ ʧʨʠʟʥʘʯʝʥʠʭ ʜʣʷ ʨʦʟʫʤʽʥʥʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʜʣʷ ʰʠʨʦʢʦʛʦ ʢʣʘʩʫ 

ʩʠʩʪʝʤ, ʘ ʪʘʢʦʞ ʚʠʟʥʘʯʝʥʥʷ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʜʣʷ ʥʠʭ. ʉʝʨʝʜ ʤʥʦʞʠʥʠ ʮʠʭ 

ʜʦʩʣʽʜʞʝʥʥʷ ʚʘʨʪʦ ʚʠʜʽʣʠʪʠ ʪʨʠ ʤʝʪʦʜʦʣʦʛʽʾ:  

ǒ ʤʝʪʦʜʦʣʦʛʽʷ ʛʨʫʧʠ ʃʽʥʢʦʚʘ [33];  

ǒ ʤʝʪʦʜʦʣʦʛʽʷ ʫʧʨʘʚʣʽʥʥʷ ʩʪʽʡʢʽʩʪʶ CERT (CERT-RMM) [34];  

ǒ ʽʥʞʝʥʝʨʥʘ ʩʪʨʫʢʪʫʨʘ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ MITRE [35]. 

ʆʜʥʘʢ, ʦʪʨʠʤʘʥʥʷ ʢʦʥʢʨʝʪʥʠʭ ʤʝʪʦʜʠʢ ʪʘ ʤʦʜʝʣʝʡ, ʩʧʠʨʘʶʯʠʩʴ ʥʘ ʷʢʽ ʤʦʞʥʘ 

ʧʨʦʚʦʜʠʪʠ  ʦʙôʻʢʪʠʚʥʝ ʦʮʽʥʶʚʘʥʥʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ, ʟʘʣʠʰʘʻʪʴʩʷ ʚʽʜʢʨʠʪʠʤ ʧʠʪʘʥʥʷʤ. 

ɺ ʦʩʪʘʥʥʽ ʨʦʢʠ ʜʦ ʙʘʛʘʪʴʦʭ ʬʘʭʽʚʮʽʚ ʪʘ ʤʝʥʝʜʞʝʨʽʚ ʧʨʠʡʰʣʦ ʨʦʟʫʤʽʥʥʷ, ʱʦ ʭʦʯʘ ʚ 

ʫʤʦʚʘʭ ʥʝʚʧʠʥʥʦʛʦ ʟʨʦʩʪʘʥʥʷ ʨʽʚʥʷ ʢʽʙʝʨʟʘʛʨʦʟ ʢʽʙʝʨʙʝʟʧʝʢʘ ʟʘʣʠʰʘʻʪʴʩʷ ʢʣʶʯʦʚʦʶ 

ʧʨʦʙʣʝʤʦʶ, ʚʦʥʘ ʻ ʣʠʰʝ ʯʘʩʪʠʥʦʶ ʙʽʣʴʰʦʾ ʤʝʪʠ: ʧʽʜʪʨʠʤʫʚʘʪʠ ʞʠʪʪʻʜʽʷʣʴʥʽʩʪʴ ʩʠʩʪʝʤ 

ʽ ʦʨʛʘʥʽʟʘʮʽʡ ʫ ʥʘʣʝʞʥʦʤʫ ʩʪʘʥʽ [36]. ʃʦʛʽʯʥʦ ʚʠʥʠʢʘʻ ʧʠʪʘʥʥʷ ʧʨʦ ʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴ 

ʩʠʩʪʝʤ ʚ ʮʽʣʦʤʫ ʧʨʠ ʥʘʷʚʥʦʩʪʽ ʢʽʙʝʨʟʘʛʨʦʟ. ʎʷ ʪʝʥʜʝʥʮʽʷ ʤʘʻ ʟʘʛʘʣʴʥʠʡ ʭʘʨʘʢʪʝʨ ʽ 

ʩʪʦʩʫʻʪʴʩʷ ʨʽʟʥʠʭ ʦʙôʻʢʪʽʚ ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʫ ʩʚʽʪʽ. ɺʽʜʧʦʚʽʜʥʦ, ʥʘʩʪʘʚ ʯʘʩ 

ʟʦʩʝʨʝʜʠʪʠʩʷ ʥʘ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ, ʟʦʢʨʝʤʘ ʷʢ ʮʝ ʧʦʥʷʪʪʷ ʟʨʦʙʠʪʠ ʢʦʨʠʩʥʠʤ.  

ɯʥʪʫʾʪʠʚʥʦ ʟʨʦʟʫʤʽʣʫ ʟʘʛʘʣʴʥʫ ʽʜʝʶ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʩʠʩʪʝʤʠ ʜʦʙʨʝ ʧʨʦʷʩʥʶʻ 

ʈʠʩʫʥʦʢ 2.1, ʜʝ ʚʽʩʴ ʦʨʜʠʥʘʪ ʧʦʟʥʘʯʘʻ ʫʤʦʚʥʠʡ ʬʫʥʢʮʽʦʥʘʣ ʩʠʩʪʝʤʠ, ʘ ʚʽʩʴ ʘʙʩʮʠʩ ï ʯʘʩ. 

ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʨʦʟʙʽʞʥʦʩʪʽ ʨʦʟʫʤʽʥʥʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ, ʚʩʽ ʜʦʩʣʽʜʥʠʢʠ ʩʭʦʜʷʪʴʩʷ ʚ 

ʦʜʥʦʤʫ ʚʘʞʣʠʚʦʤʫ ʤʦʤʝʥʪʽ ï ɦ ʦ ʮʝ ʧʨʦʮʝʩ ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ ʙʘʞʘʥʠʭ ʨʦʙʦʯʠʭ ʧʘʨʘʤʝʪʨʽʚ, 

ʪʦʙʪʦ ʟʥʠʞʝʥʥʷ ʨʽʚʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʯʝʨʝʟ ʨʘʧʪʦʚʠʡ ʟʙʽʡ, ʘ ʧʦʪʽʤ ʫʩʧʽʰʥʝ ʚʽʜʥʦʚʣʝʥʥʷ 

ʜʦ ʙʘʞʘʥʦʛʦ ʩʪʘʥʫ. ʅʘ ʈʠʩʫʥʢʫ 2.1 ʧʦʢʘʟʘʥʘ ʽʣʶʩʪʨʘʮʽʷ ʮʴʦʛʦ ʧʨʦʮʝʩʫ, ʜʝ ʪʦʯʢʘʤʠ 

ʧʦʟʥʘʯʘʶʪʴʩʷ ʝʪʘʧʠ ʚʽʜʥʦʚʣʝʥʥʷ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʟ ʤʦʤʝʥʪʫ ʟʙʫʨʝʥʥʷ ʜʦ ʚʽʜʥʦʚʣʝʥʥʷ. 

ʉʠʥʽʤ ʢʦʣʴʦʨʦʤ ʧʦʢʘʟʘʥʘ ʦʙʣʘʩʪʴ ʚʽʜʥʦʚʣʝʥʥʷ ʧʽʩʣʷ ʟʙʫʨʝʥʥʷ. ɼʣʷ ʩʠʩʪʝʤʠ, 

ʧʦʟʥʘʯʝʥʦʾ ʟʝʣʝʥʠʤ ʢʦʣʴʦʨʦʤ, ʧʦʢʘʟʘʥʦ ʽʥʰʫ ʤʦʞʣʠʚʫ ʚʽʜʧʦʚʽʜʴ.  
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ʈʠʩʫʥʦʢ 2.1 ï ɯʣʶʩʪʨʘʮʽʷ ʢʦʥʮʝʧʮʽʾ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʜʦ ʨʘʧʪʦʚʦʛʦ ʟʙʦʶ [37] 

ʊʦʯʢʦʶ ɸ  ʧʦʟʥʘʯʝʥʦ ʯʘʩ, ʢʦʣʠ ʨʽʚʝʥʴ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʦʙôʻʢʪʘ ʚ ʤʦʤʝʥʪ 

ʨʘʧʪʦʚʦʛʦ ʟʙʫʨʝʥʥʷ  ʟʘʟʥʘʚ ʟʥʠʞʝʥʥʷ.  

ʊʦʯʢʦʶ ɺ ʧʦʟʥʘʯʝʥʦ ʯʘʩ ʧʦʚʝʨʥʝʥʥʷ ʚ ʧʦʯʘʪʢʦʚʠʡ ʩʪʘʥ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʦʙôʻʢʪʘ. 

ɿʥʘʯʝʥʥʷ (EC) ʧʨʝʜʩʪʘʚʣʷʻ ʤʘʢʩʠʤʘʣʴʥʝ ʟʙʫʨʝʥʥʷ ʜʣʷ ʩʠʩʪʝʤʠ, ʪʘ ʧʦʟʥʘʯʝʥʝ ʩʠʥʽʤ 

ʢʦʣʴʦʨʦʤ.  

ʊʦʯʢʘ F ʧʨʝʜʩʪʘʚʣʷʻ ʨʽʚʝʥʴ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ, ʥʠʞʯʝ ʷʢʦʛʦ ʤʽʩʽʷ ʩʠʩʪʝʤʠ 

ʚʚʘʞʘʻʪʴʩʷ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʦʶ. ʆʜʥʘʢ, ʩʪʽʡʢʘ ʜʦ ʘʪʘʢ ʩʠʩʪʝʤʘ ʤʘʻ ʟʜʘʪʥʽʩʪʴ 

ʚʽʜʥʦʚʣʶʚʘʪʠʩʷ ʚʽʜ ʥʘʩʣʽʜʢʽʚ ʟʙʫʨʝʥʥʷ, ʘʙʦ ʧʨʠʥʘʡʤʥʽ ʟʙʝʨʽʛʘʻ ʧʦʪʝʥʮʽʘʣ ʜʣʷ 

ʩʘʤʦʩʪʽʡʥʦʛʦ ʚʽʜʥʦʚʣʝʥʥʷ. ɺʘʞʣʠʚʦ ʚʽʜʟʥʘʯʠʪʠ, ʱʦ ʪʘʢʘ ʧʦʚʝʜʽʥʢʘ ʛʦʚʦʨʠʪʴ ʧʨʦ ʪʝ, ʱʦ 

ʩʠʩʪʝʤʘ ʥʝ ʧʨʠʧʠʥʷʻ ʽʩʥʫʚʘʥʥʷ, ʪʦʙʪʦ ʚʦʥʘ ʧʦʚʠʥʥʘ ʚʠʞʠʚʘʪʠ ʥʘ ʧʝʚʥʦʤʫ ʨʽʚʥʽ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ, ʱʦʙ ʜʘʣʽ ʘʚʪʦʥʦʤʥʦ ʚʽʜʥʦʚʣʶʚʘʪʠʩʷ. ɺ ʫʤʦʚʘʭ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʚʽʜʧʦʚʽʜʥʦʛʦ ʨʽʚʥʷ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʩʠʩʪʝʤʘ ʧʨʦʜʦʚʞʫʻ ʥʘʜʘʚʘʪʠ ʥʝʦʙʭʽʜʥʫ 

ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʥʘʚʽʪʴ ʫ ʥʝʩʧʨʘʚʥʦʤʫ ʩʪʘʥʽ.  

ʇʨʦʙʣʝʤʘ ʧʦʣʷʛʘʻ ʚ ʨʦʟʨʦʙʮʽ ʧʦʣʽʪʠʢʠ ʧʦʚʝʜʽʥʢʠ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ ʧʝʨʝʜʙʘʯʠʪʠ 

ʨʘʧʪʦʚʠʡ ʟʙʽʡ ʽ ʫ ʧʦʜʘʣʴʰʦʤʫ ʨʝʘʛʫʚʘʪʠ ʥʘ ʨʘʧʪʦʚʽ ʟʙʦʾ, ʪʘʢ ʱʦʙ ʚʽʜʥʦʚʣʶʚʘʪʠʩʷ ʧʽʩʣʷ 

ʜʝʛʨʘʜʘʮʽʾ ʩʪʘʥʫ ʩʠʩʪʝʤʠ ʜʦ ʧʦʚʥʦʾ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ.  
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ʑʝ ʦʜʥʽʻʶ ʧʨʦʙʣʝʤʦʶ ʻ  ʚʠʟʥʘʯʝʥʥʷ  ʪʦʯʦʢ ʪʘ ʽʥʪʝʨʚʘʣʽʚ, ʙʝʟ ʷʢʠʭ ʚʠʨʦʙʣʝʥʥʷ 

ʚʽʜʧʦʚʽʜʥʦʾ ʧʦʣʽʪʠʢʠ ʥʝʤʦʞʣʠʚʝ. ʎʽ ʪʦʯʢʠ ʧʦʟʥʘʯʘʶʪʴ ʚʥʫʪʨʽʰʥʽ ʚʣʘʩʪʠʚʦʩʪʽ ʩʠʩʪʝʤʠ 

ʧʽʜʜʘʚʘʪʠʩʷ ʚʧʣʠʚʫ ʘʪʘʢ. 

ɺʩʽ ʦʙ'ʻʢʪʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʧʦʪʨʝʙʫʶʪʴ ʢʝʨʫʚʘʥʥʷ. ɺ ʟʘʛʘʣʴʥʦʤʫ 

ʚʠʛʣʷʜʽ ʪʘʢʦʛʦ ʨʦʜʫ ʩʠʩʪʝʤʠ ʦʧʠʩʫʶʪʴʩʷ ʚ ʪʝʨʤʽʥʘʭ ʪʝʦʨʽʾ ʢʝʨʫʚʘʥʥʷ ʷʢ ʩʠʩʪʝʤʠ 

ʩʪʘʙʽʣʽʟʘʮʽʾ ʟʽ ʟʚʦʨʦʪʥʠʤ ʟʚ'ʷʟʢʦʤ, ʟʦʙʨʘʞʝʥʽʡ ʥʘ ʈʠʩʫʥʢʫ 2.2. 

 

ʈʠʩʫʥʦʢ 2.2 ï ʂʣʘʩʠʯʥʘ ʩʠʩʪʝʤʘ ʟʽ ʟʚʦʨʦʪʥʽʤ ʟʚ'ʷʟʢʦʤ - ʨʝʛʫʣʷʪʦʨ. 

ɼʣʷ ʪʘʢʦʾ ʩʠʩʪʝʤʠ ʙʫʜʴ-ʷʢʠʡ ʟʙʽʡ, ʚʠʢʣʠʢʘʥʠʡ ʟʙʫʨʝʥʥʷʤʠ, ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʟʤʽʥ 

ʚʠʤʽʨʶʚʘʥʦʛʦ ʟʥʘʯʝʥʥʷ, ʱʦ ʩʧʨʠʯʠʥʷʻ ʡʦʛʦ ʚʽʜʭʠʣʝʥʥʷ. ʚʽʜ ʟʘʜʘʥʦʛʦ ʟʥʘʯʝʥʥʷ, 

ʧʨʝʜʩʪʘʚʣʝʥʦʛʦ ʷʢ Ů. ʊʦʜʽ ʢʦʥʪʨʦʣʝʨ ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʜʦʪʨʠʤʘʥʥʷ ʟʘʢʦʥʫ ʢʝʨʫʚʘʥʥʷ 

ʥʘʜʩʠʣʘʥʥʷʤ ʚʽʜʧʦʚʽʜʥʦʛʦ ʢʝʨʫʶʯʦʛʦ ʩʠʛʥʘʣʫ ʢʦʥʪʨʦʣʴʦʚʘʥʦʤʫ ʦʙôʻʢʪʫ, ʱʦʙ ʧʦʚʝʨʥʫʪʠ 

ʡʦʛʦ ʜʦ ʨʽʚʥʦʚʘʞʥʦʛʦ ʩʪʘʥʫ, ʷʢ ʚʠʟʥʘʯʝʥʦ ʚʠʤʽʨʷʥʠʤ ʟʥʘʯʝʥʥʷʤ. ʊʘʢʠʤ ʯʠʥʦʤ, ʘʥʘʣʦʛʽʶ 

ʟ ʢʦʥʮʝʧʮʽʻʶ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ, ʷʢʘ ʙʫʣʘ ʧʨʦʽʣʶʩʪʨʦʚʘʥʘ ʥʘ ʈʠʩʫʥʢʫ 2.1, ʤʦʞʥʘ ʦʧʠʩʘʪʠ 

ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: 

ǒ ʙʘʞʘʥʝ ʟʥʘʯʝʥʥʷ ʥʘ ʈʠʩʫʥʢʫ 2 ʚʽʜʧʦʚʽʜʘʻ ʨʽʚʥʦʚʘʟʽ ʩʠʩʪʝʤʠ E ʥʘ ʈʠʩʫʥʢʫ 2.1, 

ʟʙʫʨʝʥʥʷ ʥʘ ʈʠʩʫʥʢʫ 2.2 ʚʽʜʧʦʚʽʜʘʶʪʴ ʟʨʠʚʫ ʚ ʪʦʯʮʽ A ʥʘ ʈʠʩʫʥʢʫ 2.1; 

ǒ ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ ʟʘʜʘʥʦʛʦ ʟʥʘʯʝʥʥʷ Ů ʥʘ ʈʠʩʫʥʢʫ 2.2, ʚʽʜʧʦʚʽʜʘʻ ʚʽʜʭʠʣʝʥʥʶ ʚʽʜ 

ʨʽʚʥʦʚʘʛʠ EC ʥʘ ʈʠʩʫʥʢʫ 2.1; 

ǒ ʧʦʩʪʽʡʥʘ ʯʘʩʫ Ű ʜʣʷ ʩʠʩʪʝʤʠ ʢʝʨʫʚʘʥʥʷ ʥʘ ʈʠʩʫʥʢʫ 2.2 ʚʽʜʧʦʚʽʜʘʻ ʽʥʪʝʨʚʘʣʫ ʯʘʩʫ 

ʜʣʷ ʧʦʚʝʨʥʝʥʥʷ ʜʦ ʨʽʚʥʦʚʘʛʠ B-A; 
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ǒ ʧʘʨʘʤʝʪʨʠ, ʷʢ ʧʝʨʝʚʠʱʝʥʥʷ ʜʣʷ ʩʠʩʪʝʤʠ ʢʝʨʫʚʘʥʥʷ ʥʘ ʈʠʩʫʥʢʫ 2.2, ʤʦʞʥʘ 

ʨʦʟʛʣʷʜʘʪʠ ʷʢ ʚʽʜʧʦʚʽʜʥʽ ʧʨʠʡʥʷʪʥʦʤʫ ʨʽʚʥʶ ʧʦʛʽʨʰʝʥʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ F ʥʘ 

ʈʠʩʫʥʢʫ 2.1. 

ʂʣʘʩʠʯʥʘ ʩʠʩʪʝʤʘ ʟʽ ʟʚʦʨʦʪʥʽʤ ʟʚ'ʷʟʢʦʤ ʧʦʢʘʟʘʥʘ ʥʘ ʈʠʩʫʥʢʫ 2.2 ʯʫʜʦʚʦ ʧʨʘʮʶʻ 

ʜʣʷ ʧʦʨʽʚʥʷʥʦ ʧʨʦʩʪʠʭ ʩʠʩʪʝʤ. ʋʧʨʘʚʣʽʥʥʷ ʧʦ ʟʘʤʢʥʫʪʦʤʫ ʢʦʥʪʫʨʫ ʧʦʚôʷʟʘʥʝ 

ʟʜʝʙʽʣʴʰʦʛʦ ʟ ʨʝʘʢʮʽʻʶ ʥʘ ʟʦʚʥʽʰʥʽ ʟʙʫʨʝʥʥʷ, ʷʢʽ ʟʘ ʧʨʠʥʮʠʧʦʤ ʚʽʜ'ʻʤʥʦʛʦ ʟʚʦʨʦʪʥʦʛʦ 

ʟʚôʷʟʢʫ ʚʧʣʠʚʘʶʪʴ ʥʘ ʢʦʥʪʨʦʣʴʦʚʘʥʠʡ ʦʙôʻʢʪ, ʥʘ ʷʢʠʡ ʜʽʶʪʴ ʟʙʫʨʝʥʥʷ ʚʠʧʘʜʢʦʚʦʛʦ 

ʭʘʨʘʢʪʝʨʫ ʪʘ ʜʦʙʨʝ ʦʧʠʩʫʶʪʴʩʷ ʤʘʪʝʤʘʪʠʯʥʦ (ʧʝʨʝʚʘʞʥʦ ˆʘʫʩʩʽʚʩʴʢʠʤ ʰʫʤʦʤ). ʇʨʦʪʝ 

ʚʩʽ ʩʫʯʘʩʥʽ ʩʠʩʪʝʤʠ, ʪʘʢʽ ʷʢ ʦʙôʻʢʪʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʥʘʜʟʚʠʯʘʡʥʦ ʩʢʣʘʜʥʽ. ɸ 

ʩʢʣʘʜʥʽ ʦʙôʻʢʪʠ  ʧʦʪʨʝʙʫʶʪʴ ʚʽʜʧʦʚʽʜʥʦ ʽ ʩʢʣʘʜʥʠʭ ʩʠʩʪʝʤ ʫʧʨʘʚʣʽʥʥʷ. ʉʴʦʛʦʜʥʽ ʩʠʩʪʝʤʠ 

ʫʧʨʘʚʣʽʥʥʷ  ʨʝʘʣʽʟʦʚʘʥʽ ʚ ʮʠʬʨʦʚʦʤʫ ʚʠʛʣʷʜʽ, ʚ ʷʢʠʭ ʟʥʘʯʥʦ ʨʦʟʰʠʨʝʥʽ ʟʚ'ʷʟʢʠ ʟ 

ʧʝʨʩʦʥʘʣʦʤ ʪʘ ʢʦʨʠʩʪʫʚʘʯʘʤʠ. ɺʦʥʠ  ʧʽʜʢʣʶʯʝʥʽ ʜʦ ʤʝʨʝʞʽ, ʘ ʪʘʢʦʞ ʜʦ ʙʘʟ ʜʘʥʠʭ, ʷʢʽ 

ʤʦʞʥʘ ʨʦʟʛʣʷʜʘʪʠ ʫʟʘʛʘʣʴʥʝʥʥʷʤ ʟʥʘʯʝʥʥʷ ʫʩʪʘʚʢʠ ʜʣʷ ʨʝʛʫʣʷʪʦʨʘ. 

ʇʨʦʪʝ, ʮʠʤ ʧʨʦʙʣʝʤʠ ʥʝ ʚʠʯʝʨʧʫʶʪʴʩʷ. ɼʣʷ ʪʦʛʦ ʱʦʙ ʦʙôʻʢʪ ʤʘʚ ʟʜʘʪʥʽʩʪʴ 

ʟʙʝʨʽʛʘʪʠ ʧʝʚʥʠʡ ʨʽʚʝʥʴ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ, ʥʝʦʙʭʽʜʥʦ ʚʨʘʭʦʚʫʚʘʪʠ ʥʝ ʪʽʣʴʢʠ ʟʦʚʥʽʰʥʽ 

ʟʙʫʨʝʥʥʷ, ʘʣʝ ʽ ʧʦʪʝʥʮʽʡʥʫ ʤʦʞʣʠʚʽʩʪʴ ʟʙʦʾʚ ʢʦʥʪʨʦʣʝʨʘ ʫ ʢʝʨʦʚʘʥʦʤʫ ʦʙôʻʢʪʽ, ʢʦʣʠ 

ʢʦʥʪʨʦʣʝʨ ʚʠʭʦʜʠʪʴ ʟ ʣʘʜʫ,  ʪʦʙʪʦ ʥʝʦʙʭʽʜʥʦ ʧʝʨʝʜʙʘʯʘʪʠ ʚʽʜʤʦʚʦʩʪʽʡʢʽʩʪʴ. ʇʨʠ ʮʴʦʤʫ 

ʟʙʽʡ ʚ ʘʧʘʨʘʪʥʦʤʫ ʯʠ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ ʢʦʥʪʨʦʣʝʨʘ, ʢʦʣʠ ʡʦʛʦ ʘʢʪʠʚʦʚʘʥʦ, ʤʦʞʝ 

ʩʧʨʠʯʠʥʠʪʠ ʥʝʰʪʘʪʥʫ, ʥʝʙʘʞʘʥʫ ʧʦʚʝʜʽʥʢʫ ʢʦʥʪʨʦʣʴʦʚʘʥʦʛʦ ʦʙôʻʢʪʘ ʟ ʨʫʡʥʽʚʥʠʤʠ 

ʥʘʩʣʽʜʢʘʤʠ. ɯ ʮʝ ʻ ʪʘʢʦʞ ʧʨʦʙʣʝʤʘ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. 

ʆʜʥʘʢ, ʟʙʦʾ ʢʦʥʪʨʦʣʝʨʘ ï ʮʝ ʥʝ ʪʽʣʴʢʠ ʧʨʝʜʤʝʪ ʜʣʷ ʨʦʟʛʣʷʜʫ ʟ ʪʦʯʢʠ ʟʦʨʫ 

ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ. ɰʭ ʪʨʝʙʘ ʨʦʟʛʣʷʜʘʪʠ ʟ ʪʦʯʢʠ ʟʦʨʫ ʙʝʟʧʝʢʠ, ʘ ʧʦʟʘʷʢ ʢʦʥʪʨʦʣʝʨʠ 

ʩʢʣʘʜʥʠʭ ʩʠʩʪʝʤ ʤʘʶʪʴ ʮʠʬʨʦʚʫ ʧʨʠʨʦʜʫ, ʪʦ ʮʝ ʻ ʧʨʝʜʤʝʪ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʇʨʦʪʝ, 

ʛʦʣʦʚʥʠʤ ʢʦʥʮʝʧʪʦʤ ʢʽʙʝʨʙʝʟʧʝʢʠ ʻ ʟʥʠʞʝʥʥʷ ʨʽʚʥʷ ʨʠʟʠʢʫ  ʢʽʙʝʨʟʘʛʨʦʟ, ʱʦ ʻ 

ʥʝʜʦʩʪʘʪʥʽʤ ʨʽʚʥʝʤ ʜʣʷ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʩʠʩʪʝʤ. ʈʘʟʦʤ ʟ ʮʠʤ 

ʚʠʥʠʢʘʶʪʴ ʟʘʧʠʪʘʥʥʷ ʧʨʦ ʦʮʽʥʢʫ ʩʘʤʦʛʦ ʨʽʚʥʷ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ, ʪʦʙʪʦ, ʥʘʩʢʽʣʴʢʠ 

ʜʦʙʨʝ ʩʠʩʪʝʤʘ ʟʜʘʪʥʘ ʧʦʜʦʣʘʪʠ ʢʽʙʝʨʘʪʘʢʫ ʟʘ ʨʘʭʫʥʦʢ ʧʨʦʪʠʜʽʾ, ʘʙʦ ʷʢ ʚʯʘʩʥʦ ʩʠʩʪʝʤʘ 

ʟʜʘʪʥʘ ʚʽʜʥʦʚʠʪʠʩʷ ʧʽʩʣʷ ʢʽʙʝʨʘʪʘʢʠ. ʅʘ ʮʽ ʧʠʪʘʥʥʷ ʥʝʤʦʞʣʠʚʦ ʚʽʜʧʦʚʽʩʪʠ ʙʝʟ 

ʬʦʨʤʘʣʽʟʘʮʽʾ, ʷʢʘ ʜʦʟʚʦʣʷʻ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʤʝʪʦʜʠ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʜʣʷ ʧʨʠʡʥʷʪʪʷ 

ʨʽʰʝʥʴ ʥʘ ʦʩʥʦʚʽ ʜʦʢʘʟʽʚ.  
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ʆʪʨʠʤʘʪʠ ʪʘʢʫ ʦʙˇʨʫʥʪʦʚʘʥʫ ʬʦʨʤʘʣʽʟʘʮʽʶ ʤʦʞʥʘ ʪʽʣʴʢʠ ʰʣʷʭʦʤ ʚʨʘʭʫʚʘʥʥʷ 

ʬʫʥʜʘʤʝʥʪʘʣʴʥʠʭ ʧʦʣʦʞʝʥʴ ʤʝʪʦʜʦʣʦʛʽʡ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʩʠʩʪʝʤ, ʷʢʽ ʨʦʟʚʠʚʘʶʪʴ 

ʟʘʛʘʣʴʥʝ ʧʦʥʷʪʪʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʚ ʩʠʩʪʝʤʫ ʢʘʪʝʛʦʨʽʡ, ʱʦ ʦʧʠʩʫʶʪʴ ʨʽʟʥʽ ʩʪʦʨʦʥʠ ʮʴʦʛʦ 

ʧʦʥʷʪʪʷ.  

ʆʯʝʚʠʜʥʦ, ʱʦ ʤʝʪʦʜʦʣʦʛʽʷ ʤʝʪʘʤʦʜʝʣʶʚʘʥʥʷ ʻ ʧʨʠʨʦʜʥʠʤ ʧʽʜʭʦʜʦʤ, ʷʢʠʡ ʤʦʞʝ 

ʧʨʦʢʣʘʩʪʠ ʣʦʛʽʯʥʠʡ ʤʽʩʪ ʤʽʞ ʩʠʩʪʝʤʥʠʤʠ ʤʝʪʦʜʦʣʦʛʽʷʤʠ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʪʘ ʢʦʥʢʨʝʪʥʠʤʠ 

ʢʽʣʴʢʽʩʥʠʤʠ ʤʦʜʝʣʷʤʠ ʦʙôʻʢʪʽʚ, ʜʦ ʷʢʠʭ ʥʘʣʝʞʘʪʴ ʦʙôʻʢʪʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʊʘʢʩʦʥʦʤʽʷ ʢʘʪʝʛʦʨʽʡ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʚʢʣʶʯʘʻ ʟʦʢʨʝʤʘ ʪʘʢʽ ʢʘʪʝʛʦʨʽʾ ʷʢ ʘʜʘʧʪʠʚʥʝ 

ʨʝʘʛʫʚʘʥʥʷ, ʦʙʤʘʥ, ʚʠʷʚʣʝʥʥʷ/ʤʦʥʽʪʦʨʠʥʛ.  

ʋʨʘʭʫʚʘʥʥʷ ʮʠʭ ʤʽʨʢʫʚʘʥʴ ʚʠʢʣʠʢʘʻ ʥʝʦʙʭʽʜʥʽʩʪʴ ʨʦʟʰʠʨʝʥʥʷ ʧʦʯʘʪʢʦʚʦʾ ʤʦʜʝʣʽ 

ʨʝʛʫʣʷʪʦʨʘ. ʅʦʚʘ ʤʦʜʝʣʴ ʧʦʪʨʝʙʫʻ ʟʙʽʣʴʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʽʥʪʝʨʬʝʡʩʽʚ  ʢʦʥʪʨʦʣʝʨʘ, ʟ 

ʢʦʥʪʨʦʣʴʦʚʘʥʠʤ ʦʙôʻʢʪʦʤ, ʟ ʢʦʨʠʩʪʫʚʘʯʝʤ (ʦʧʝʨʘʪʦʨʦʤ), ʟ ʤʝʨʝʞʝʶ ʪʘ ʙʘʟʦʶ ʜʘʥʠʭ, ʷʢʽ 

ʧʽʜʜʘʶʪʴʩʷ ʟʘʛʨʦʟʘʤ ʙʝʟʧʝʢʠ, ʪʘʢʠʤ ʯʠʥʦʤ ʫʪʚʦʨʶʶʯʠ ʧʦʚʝʨʭʥʶ ʘʪʘʢʠ. ɺʨʘʭʫʚʘʥʥʷ 

ʘʜʘʧʪʠʚʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ ʪʘ ʢʘʪʝʛʦʨʽʷ ʦʙʤʘʥʫ ʧʦʪʨʝʙʫʻ ʜʦʜʘʚʘʥʥʷ ʟʣʦʚʤʠʩʥʠʢʘ ʪʘ 

ʩʫʧʝʨʚʽʟʦʨʘ. ʈʦʣʴ ʟʣʦʚʤʠʩʥʠʢʘ ʚʠʟʥʘʯʘʻʪʴʩʷ ʚʝʢʪʦʨʦʤ ʘʪʘʢ, ʷʢʠʤ ʚʽʥ ʚʦʣʦʜʽʻ, ʚʧʣʠʚʘʶʯʠ 

ʥʘ ʢʦʥʪʨʦʣʝʨ ʪʘ ʧʝʨʩʦʥʘʣ. ʇʝʨʩʦʥʘʣ, ʚʚʝʜʝʥʠʡ ʚ ʦʤʘʥʫ ʤʦʞʝ ʩʧʨʠʯʠʥʠʪʠ ʰʢʦʜʫ ʩʚʦʾʤʠ 

ʜʽʷʤʠ, ʷʢ ʽ ʤʦʜʠʬʽʢʦʚʘʥʝ ʢʽʙʝʨʘʪʘʢʘʤʠ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʧʨʠʯʠʥʠʪʠ ʨʫʡʥʽʚʥʽ 

ʥʘʩʣʽʜʢʠ ʜʣʷ ʪʝʭʥʦʣʦʛʽʯʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ.   ʈʦʣʴ ʩʫʧʝʨʚʽʟʦʨʘ ʧʦʣʷʛʘʻ ʚ ʤʦʥʽʪʦʨʠʥʛʫ ʟʙʦʾʚ 

ʢʦʥʪʨʦʣʝʨʘ, ʚʠʷʚʣʝʥʥʷ ʦʙʤʘʥʫ ʪʘ ʽʥʽʮʽʶʚʘʥʥʽ ʘʜʘʧʪʠʚʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ.  

ɺʠʭʦʜʷʯʠ ʟ ʮʴʦʛʦ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʫʯʘʩʥʠʭ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ʤʘʻ ʚʽʜʧʦʚʽʜʘʪʠ ʩʭʝʤʽ, ʧʦʢʘʟʘʥʦʾ ʥʘ  ʈʠʩʫʥʢʫ 2.3. ʄʦʜʠʬʽʢʘʮʽʷ ʢʣʘʩʠʯʥʦʾ ʩʭʝʤʠ 

ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʧʦʷʚʠ ʦʢʨʝʤʦʛʦ ʢʣʘʩʫ ʟʙʫʨʝʥʴ ï ʜʽʾ ʟʣʦʚʤʠʩʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ. ʋ ʩʚʦʶ ʯʝʨʛʫ ʮʝ ʧʦʪʨʝʙʫʻ ʚʽʜʧʦʚʽʜʥʦʛʦ ʫʩʢʣʘʜʥʝʥʥʷ ʫʧʨʘʚʣʽʥʥʷ, ʱʦ ʽ 

ʧʨʠʚʦʜʠʪʴ ʜʦ ʥʝʦʙʭʽʜʥʦʩʪʽ ʚʚʝʜʝʥʥʷ ʥʦʚʠʭ ʝʣʝʤʝʥʪʽʚ: ʇʝʨʩʦʥʘʣ, ʉʧʦʩʪʝʨʽʛʘʯ ʪʘ 

ʉʫʧʝʨʚʽʟʦʨ. 
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ʈʠʩʫʥʦʢ 2.3 ï ʉʫʯʘʩʥʘ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʽʥʥʷ ʦʙôʻʢʪʦʤ ʂɯ ʧʨʠ ʥʘʷʚʥʦʩʪʽ ʟʙʫʨʝʥʴ ʪʘ ʘʪʘʢ 

ʗʢ ʤʦʞʥʘ ʙʘʯʠʪʠ ʜʽʾ ʟʣʦʚʤʠʩʥʠʢʘ ʤʠ ʨʦʟʛʣʷʜʘʻʤʦ ʦʢʨʝʤʦ ʚʽʜ ʜʽʾ ʟʙʫʨʝʥʴ ʽʥʰʦʾ 

ʧʨʠʨʦʜʠ, ʷʢʽ ʽ ʧʦʪʨʝʙʫʶʪʴ ʚʽʜʧʦʚʽʜʥʦʾ ʨʝʘʢʮʽʾ ʩʠʩʪʝʤʠ. 

2.2 ʇʨʦʙʣʝʤʘ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ 

ɺ ʨʘʤʢʘʭ ʢʽʙʝʨʥʝʪʠʯʥʦʛʦ ʧʽʜʭʦʜʫ ʧʠʪʘʥʥʷ ʧʨʦ ʪʝ, ʥʘʩʢʽʣʴʢʠ ʜʦʙʨʝ ʩʠʩʪʝʤʘ ʟʜʘʪʥʘ 

ʧʦʜʦʣʘʪʠ ʢʽʙʝʨʘʪʘʢʫ ʽ ʷʢ ʰʚʠʜʢʦ  ʩʠʩʪʝʤʘ ʚʽʜʥʦʚʠʪʠʩʷ ʧʽʩʣʷ ʢʽʙʝʨʘʪʘʢʠ ʻ ʮʽʣʢʦʤ 

ʦʯʝʚʠʜʥʠʤ. ʇʨʦʪʝ,  ʦʪʨʠʤʘʪʠ ʚʽʜʧʦʚʽʜʴ ʥʘ ʮʝ ʧʠʪʘʥʥʷ ʥʝʤʦʞʣʠʚʦ ʙʝʟ ʬʦʨʤʘʣʽʟʘʮʽʾ, ʷʢʘ 

ʙ ʜʦʟʚʦʣʠʣʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʤʝʪʦʜʠ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʜʣʷ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʥʘ ʦʩʥʦʚʽ 

ʬʫʥʜʘʤʝʥʪʘʣʴʥʠʭ ʧʦʥʷʪʴ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. 

ʇʨʦʙʣʝʤʘ ʢʽʣʴʢʽʩʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʥʘʨʘʟʽ ʥʝ ʤʘʻ ʦʜʥʦʟʥʘʯʥʦʛʦ 

ʚʠʨʽʰʝʥʥʷ. ʑʦʙ ʟʨʦʙʠʪʠ ʪʝʦʨʝʪʠʯʥʫ ʢʦʥʮʝʧʮʽʶ ʦʧʝʨʘʮʽʡʥʦʶ, ʥʝʦʙʭʽʜʥʦ ʟʘʙʝʟʧʝʯʠʪʠ 

ʢʦʥʩʪʨʫʢʪʠʚʥʫ ʬʦʨʤʘʣʽʟʘʮʽʶ, ʷʢʘ ʜʦʟʚʦʣʠʪʴ ʚʠʢʦʨʠʩʪʘʪʠ ʩʧʦʩʪʝʨʝʞʫʚʘʥʽ ʟʤʽʥʥʽ ʜʣʷ 

ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʩʭʝʤʠ.  

ʅʘ ʧʠʪʘʥʥʷ ʧʨʦ ʪʝ, ʥʘʩʢʽʣʴʢʠ ʜʦʙʨʝ ʩʠʩʪʝʤʘ ʟʜʘʪʥʘ ʧʦʜʦʣʘʪʠ ʢʽʙʝʨʘʪʘʢʫ, ʘʙʦ ʷʢ 

ʚʯʘʩʥʦ ʩʠʩʪʝʤʘ ʟʜʘʪʥʘ ʚʽʜʥʦʚʠʪʠʩʷ ʧʽʩʣʷ ʢʽʙʝʨʘʪʘʢʠ, ʥʝʤʦʞʣʠʚʦ ʚʽʜʧʦʚʽʩʪʠ ʙʝʟ 
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ʬʦʨʤʘʣʽʟʘʮʽʾ, ʷʢʘ ʜʦʟʚʦʣʷʻ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʤʝʪʦʜʠ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʜʣʷ ʧʨʠʡʥʷʪʪʷ 

ʨʽʰʝʥʴ ʥʘ ʜʦʢʘʟʦʚʽʡ ʦʩʥʦʚʽ. ʗʢ ʚʞʝ ʟʘʟʥʘʯʘʣʦʩʷ, ʢʽʣʴʢʽʩʥʘ ʦʮʽʥʢʘ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʥʝ 

ʟʚʦʜʠʪʴʩʷ ʜʦ ʦʮʽʥʢʠ ʢʽʙʝʨʨʠʟʠʢʫ. ʇʨʦʪʝ, ʚʦʜʥʦʯʘʩ ʦʮʽʥʢʘ ʢʽʙʝʨʨʠʟʠʢʫ ʻ ʦʜʥʽʻʶ ʟ 

ʥʘʡʙʽʣʴʰ ʚʘʞʣʠʚʠʭ ʤʝʪʨʠʢ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ï ʽ ʮʝ ʨʠʟʠʢ. ɼʦʩʣʽʜʥʠʢʠ, 

ʟʦʢʨʝʤʘ ʃʽʥʢʦʚ ʪʘ ʽʥʰʽ [38] ʚʠʟʥʘʶʪʴ ʚʟʘʻʤʦʟʚôʷʟʦʢ ʤʽʞ ʢʽʙʝʨʩʪʽʡʢʽʩʪʶ ʪʘ ʨʠʟʠʢʦʤ, 

çʩʪʽʡʢʽ ʩʠʩʪʝʤʠ ʧʦʚʠʥʥʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʫʟʘʛʘʣʴʥʝʥʽ ʢʦʥʮʝʧʮʽʾ, ʷʢʽ ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʚʽʜ 

ʦʮʽʥʢʠ ʨʠʟʠʢʫ, ʘʣʝ ʜʦʧʦʚʥʶʶʪʴ ʾʾè.  

ʋ ʚʠʧʘʜʢʫ ʟʣʦʚʤʠʩʥʦʾ ʘʪʘʢʠ ʤʠ ʧʨʠʧʫʩʢʘʻʤʦ ʟʚôʷʟʦʢ ʤʽʞ ʨʠʟʠʢʦʤ ʽ ʩʪʽʡʢʽʩʪʶ ʚ 

ʪʦʤʫ ʩʝʥʩʽ, ʱʦ ʯʘʩʪʠʥʠ ʩʠʩʪʝʤʠ ʟ ʚʠʩʦʢʠʤ ʨʠʟʠʢʦʤ, ʚʠʤʽʨʷʥʽ ʾʭ ʢʨʠʪʠʯʥʽʩʪʶ ʤʽʩʽʾ ʪʘ 

ʥʝʧʦʤôʷʢʰʝʥʠʤ ʚʧʣʠʚʦʤ ʦʯʽʢʫʚʘʥʠʭ ʟʘʛʨʦʟ, ʤʘʶʪʴ ʧʨʠʜʽʣʷʪʠ ʧʽʜʚʠʱʝʥʫ ʫʚʘʛʫ 

ʤʝʭʘʥʽʟʤʘʤ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʡʤʦʚʽʨʥʦ, ʙʫʜʫʪʴ ʥʘʡʙʽʣʴʰ ʧʨʠʚʘʙʣʠʚʠʤʠ ʜʣʷ 

ʟʣʦʚʤʠʩʥʠʢʽʚ. 

ʉʴʦʛʦʜʥʽ ʽʩʥʫʻ ʙʘʛʘʪʦ ʩʠʩʪʝʤ ʽ ʧʽʜʭʦʜʽʚ ʱʦʜʦ ʢʽʙʝʨ-ʨʠʟʠʢʽʚ, ʪʘʢʠʭ ʷʢ NIST 800-30, 

OCTAVE, ʤʝʪʦʜ çʂʽʣʴʢʽʩʥʦʛʦ ʘʥʘʣʽʟʫ ʨʠʟʠʢʽʚè ɯʥʩʪʠʪʫʪʫ INFOSEC ʪʘ ʽʥʰʽ. ʆʩʢʽʣʴʢʠ 

ʪʝʥʜʝʥʮʽʷ ʜʦ  ʢʦʥʚʝʨʛʝʥʮʽʾ ʤʽʞ ʢʽʙʝʨʥʝʪʠʯʥʠʤʠ ʪʘ ʽʥʰʠʤʠ ʩʝʛʤʝʥʪʘʤʠ ʩʠʩʪʝʤ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʧʦʩʠʣʶʻʪʴʩʷ, ʪʦ ʚʽʜʧʦʚʽʜʥʦ ʟʨʦʩʪʘʻ ʧʦʪʨʝʙʘ ʚ ʤʝʪʦʜʘʭ ʤʦʜʝʣʶʚʘʥʥʷ, ʷʢʽ 

ʚʨʘʭʦʚʫʶʪʴ ʚʽʜʧʦʚʽʜʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʧʨʦʮʝʩʫ ʽ ʩʧʨʠʷʶʪʴ ʟʘʛʘʣʴʥʦʤʫ ʧʽʜʚʠʱʝʥʥʶ 

ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʮʴʦʛʦ ʟʘʚʜʘʥʥʷ  ʩʪʽʡʢʽʩʪʴ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ʤʦʞʝ ʙʫʪʠ ʚʠʟʥʘʯʝʥʘ ʢʽʣʴʢʽʩʥʦ ʟʘ ʜʦʧʦʤʦʛʦʶ ʙʝʟʨʦʟʤʽʨʥʠʭ ʘʥʘʣʽʪʠʯʥʠʭ ʬʫʥʢʮʽʡ, 

ʧʦʚôʷʟʘʥʠʭ ʟʽ ʟʤʽʥʦʶ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʧʨʦʪʷʛʦʤ ʧʝʚʥʦʛʦ  ʧʝʨʽʦʜʫ, ʷʢʠʡ ʤʘʻ ʚʢʣʶʯʘʶʯʠ 

ʚʪʨʘʪʠ ʚ ʢʘʪʘʩʪʨʦʬʽ ʪʘ ʰʣʷʭ ʚʽʜʥʦʚʣʝʥʥʷ. ʆʩʢʽʣʴʢʠ ʩʫʯʘʩʥʫ ʢʨʠʪʠʯʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ 

ʥʝʤʦʞʣʠʚʦ ʫʷʚʠʪʠ ʙʝʟ ʚʠʢʦʨʠʩʪʘʥʥʷ ɯʊ, ʧʝʨʰʦʯʝʨʛʦʚʠʤ ʟʘʚʜʘʥʥʷʤ ʥʘ ʮʴʦʤʫ ʰʣʷʭʫ ʻ 

ʚʠʟʥʘʯʝʥʥʷ ʚʟʘʻʤʦʟʚôʷʟʢʽʚ ʪʘ ʟʘʣʝʞʥʦʩʪʝʡ  ʢʽʙʝʨʥʝʪʠʯʥʦʛʦ ʩʝʛʤʝʥʪʫ ʟ ʽʥʰʠʤʠ 

ʩʝʛʤʝʥʪʘʤʠ ʢʦʥʢʨʝʪʥʦʾ ʩʠʩʪʝʤʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʊʦʙʪʦ, ʟʘʛʘʣʴʥʝ ʟʥʘʯʝʥʥʷ  

ʽʥʪʝʛʨʘʣʴʥʦʾ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ  ʻ ʬʫʥʢʮʽʦʥʘʣ ʚʠʛʣʷʜʫ: 

Ὑ Ὑὅȟὅȟὅȟȣ  (2.1) 

ʜʝ 

ὅ  ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʬʫʥʢʮʽʡ ʢʽʙʝʨʙʝʟʧʝʢʠ; 

ὅ  ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʪʝʭʥʦʛʝʥʥʠʭ ʬʫʥʢʮʽʡ; 
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ὅ  ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʬʫʥʢʮʽʡ ʫ ʨʘʟʽ ʩʪʠʭʽʡʥʦʛʦ ʣʠʭʘ. 

ʆʩʢʽʣʴʢʠ ʚ ʜʘʥʽʡ ʨʦʙʦʪʽ ʤʠ ʨʦʟʛʣʷʜʘʻʤʦ ʩʘʤʝ ʢʽʙʝʨ-ʨʝʟʠʣʴʻʥʪʥʽʩʪʴ, ʘ ʥʝ 

ʽʥʪʝʛʨʘʣʴʥʫ, ʥʘʰʘ ʟʘʜʘʯʘ ʚʠʟʥʘʯʠʪʠ ʩʧʦʩʽʙ ʾʾ ʦʮʽʥʢʠ, ʘʣʝ ʚ ʢʦʥʪʝʢʩʪʽ ʾʾ ʚʧʣʠʚʫ ʥʘ ʽʥʰʽ 

ʩʝʛʤʝʥʪʠ ʽʥʪʝʛʨʘʣʴʥʦʾ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. 

ɺʦʜʥʦʯʘʩ, ʷʢ ʟʘʟʥʘʯʘʶʪʴ ʜʦʩʣʽʜʥʠʢʠ [39], ʤʘʶʪʴ ʙʫʪʠ ʚʠʟʥʘʯʝʥʽ  ʟʘʣʝʞʥʦʩʪʽ, ʷʢʽ 

ʥʝʦʙʭʽʜʥʽ ʜʣʷ ʧʽʜʪʨʠʤʢʠ ʧʨʘʮʝʟʜʘʪʥʦʩʪʽ ʩʠʩʪʝʤʠ, ʪʘ ʧʨʠ ʮʴʦʤʫ ʤʘʶʪʴ ʚʣʘʩʪʠʚʦʩʪʽ 

ʛʥʫʯʢʦʩʪʽ ʜʣʷ ʘʜʘʧʪʘʮʽʾ ʜʦ ʫʤʦʚ, ʱʦ ʚʠʥʠʢʘʶʪʴ ʧʽʜ ʯʘʩ ʽ ʧʽʩʣʷ ʢʦʥʢʨʝʪʥʦʛʦ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʫ. 

ʆʜʥʠʤ ʽʟ ʤʝʪʦʜʽʚ ʧʦʙʫʜʦʚʠ ʪʘʢʠʭ ʟʘʣʝʞʥʦʩʪʝʡ ʻ ʧʨʠʟʥʘʯʝʥʥʷ ʜʣʷ ʢʦʞʥʦʾ ʬʫʥʢʮʽʾ 

Cs ʚʘʛʦʚʦʛʦ ʽʥʜʠʢʘʪʦʨʫ k, ʱʦ ʧʨʝʜʩʪʘʚʣʷʻ ʾʾ ʟʥʘʯʝʥʥʷ ʚ ʟʘʛʘʣʴʥʽʡ ʩʠʩʪʝʤʽ: 

ὕ Ὧ ὅzὛ  Ὧ ὅzὛ  Ὧ ὅzὛ  ȣ  Ὧ ὅzὛ  (2.2) 

ʑʝ ʦʜʥʠʤ ʟ ʪʘʢʠʭ ʤʝʪʦʜʽʚ ʤʦʞʝ ʙʫʪʠ ʦʮʽʥʶʚʘʥʥʷ ʨʠʟʠʢʫ ʢʽʙʝʨʘʢʪʠʚʫ, ʷʢʠʡ  ʪʨʝʙʘ 

ʨʦʟʛʣʷʜʘʪʠ ʥʝ ʷʢ ʨʠʟʠʢ ʚ ʮʽʣʦʤʫ ʜʣʷ ʩʠʩʪʝʤʠ, ʘ ʬʫʥʢʮʽʦʥʘʣ Ὑ ὃȟὅ, ʟʘ ʜʦʧʦʤʦʛʦʶ ʷʢʦʛʦ 

ʦʮʽʥʶʻʤʦ ʨʠʟʠʢ ʢʽʙʝʨʘʢʪʠʚʫ. ɼʝ ὃ, ʻ ʬʫʥʢʮʽʻʶ ʨʠʟʠʢʫ ʘʢʪʠʚʫ, ʘ ὅ ʻ ʨʽʚʥʝʤ ʢʨʠʪʠʯʥʦʩʪʽ.  

ɺ ʟʘʛʘʣʴʥʦʤʫ ʚʠʛʣʷʜʽ ʧʽʜ ʚʨʘʟʣʠʚʽʩʪʶ ʘʢʪʠʚʽʚ ʤʦʞʥʘ ʧʨʠʡʥʷʪʠ ʚʽʜʥʦʰʝʥʥʷ 

ʢʽʣʴʢʦʩʪʽ ʤʦʞʣʠʚʦʩʪʝʡ ʧʦʤôʷʢʰʝʥʥʷ ʟʘʛʨʦʟ, ʚʽʜʥʝʩʝʥʠʭ ʜʦ ʘʢʪʠʚʫ ʧʝʚʥʦʛʦ ʪʠʧʫ, ʜʦ 

ʟʘʛʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ ʟʘʩʪʦʩʦʚʘʥʠʭ ʤʦʞʣʠʚʦʩʪʝʡ ʟʘʛʨʦʟ. ʇʽʜ ʢʨʠʪʠʯʥʽʩʪʶ ʘʢʪʠʚʫ ʙʫʜʝʤʦ 

ʨʦʟʫʤʽʪʠ ʤʽʨʫ ʚʘʞʣʠʚʦʩʪʽ ʘʢʪʠʚʫ ʜʣʷ ʤʽʩʽʾ ʦʙôʻʢʪʘ, ʷʢʫ ʚʽʥ ʧʽʜʪʨʠʤʫʻ. ɺ ʨʷʜʽ ʨʦʙʽʪ [40, 

41] ʟʘʧʨʦʧʦʥʦʚʘʥʽ ʚʘʨʽʘʥʪʠ ʘʥʘʣʽʪʠʯʥʦʾ ʟʘʣʝʞʥʦʩʪʽ ʨʠʟʠʢʫ ʢʽʙʝʨʘʢʪʠʚʫ. ʆʜʥʘʢ, 

ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʦʩʪʘʪʦʯʥʦʾ ʬʦʨʤʠ ʦʮʽʥʶʚʘʥʥʷ, ʦʩʥʦʚʥʘ ʧʨʦʙʣʝʤʘ ʦʙˇʨʫʥʪʦʚʘʥʦʾ 

ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʧʦʣʷʛʘʻ ʚ ʟʥʘʭʦʜʞʝʥʥʽ ʤʝʪʦʜʦʣʦʛʽʾ ʧʦʙʫʜʦʚʠ 

ʤʦʜʝʣʽ, ʚ ʦʩʥʦʚʽ ʷʢʦʾ ʤʘʶʪʴ  ʙʫʣʠ ʧʦʢʣʘʜʝʥʽ ʬʫʥʜʘʤʝʥʪʘʣʴʥʽ ʧʦʥʷʪʪʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʽ 

ʨʘʟʦʤ ʟ ʪʠʤ ʚʨʘʭʦʚʘʥʦ ʩʧʝʮʠʬʽʢʫ ʦʙôʻʢʪʘ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ 

ʮʠʬʨʦʚʘ ʽʥʬʦʨʤʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ʦʙôʻʢʪʘ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʧʦʚʠʥʥʘ ʤʘʪʠ 

ʘʨʭʽʪʝʢʪʫʨʫ ʢʝʨʦʚʘʥʫ ʤʦʜʝʣʣʶ, ʩʫʪʴ ʷʢʦʾ ʧʦʣʷʛʘʻ ʚ ʧʦʙʫʜʦʚʽ ʘʙʩʪʨʘʢʪʥʦʾ ʤʝʪʘʤʦʜʝʣʽ 

ʫʧʨʘʚʣʽʥʥʷ ʪʘ ʦʙʤʽʥʫ ʤʝʪʘʜʘʥʠʤʠ, ʘ ʪʘʢʦʞ ʚʠʟʥʘʯʝʥʥʷ  ʩʧʦʩʦʙʽʚ ʾʾ ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʚ 

ʢʦʥʢʨʝʪʥʫ ʩʠʩʪʝʤʫ ʫʧʨʘʚʣʽʥʥʷ ʦʙôʻʢʪʦʤ. 

ʊʘʢʦʶ ʤʝʪʦʜʦʣʦʛʽʻʶ, ʷʢʘ ʤʘʻ ʧʝʨʩʧʝʢʪʠʚʫ ʤʦʜʝʣʽ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ 

ʻ ʨʦʟʨʦʙʢʘ ʤʦʜʝʣʽ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʦʙôʻʢʪʽʚ ʂɯ ʥʘ ʦʩʥʦʚʽ ʧʨʦʬʽʣʽʚ UML. 
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2.3 ʂʦʥʮʝʧʪʫʘʣʴʥʽ ʟʘʩʘʜʠ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽʦʩʪʽ 

ɯʜʝʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʧʦʣʷʛʘʻ ʥʝ ʩʪʽʣʴʢʠ ʚ ʪʦʤʫ, ʱʦʙ ʧʨʦʪʠʩʪʦʷʪʠ ʟʣʦʤʫ, ʘ ʩʢʦʨʽʰʝ ʚ 

ʪʦʤʫ, ʱʦʙ ʧʨʠ ʩʧʨʦʙʽ ʟʣʦʤʫ ʽ ʥʘʚʽʪʴ ʚ ʩʠʪʫʘʮʽʾ, ʢʦʣʠ ʟʣʦʤ ʩʪʘʚʩʷ, ʚʽʜʥʦʚʣʶʚʘʪʠ 

ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʟʘ ʨʘʭʫʥʦʢ ʘʜʘʧʪʘʮʽʾ ʩʠʩʪʝʤʠ ʜʦ ʤʽʥʣʠʚʠʭ ʫʤʦʚ, ʱʦʙ ʧʦʤôʷʢʰʠʪʠ ʾʭ 

ʚʧʣʠʚ ʥʘ ʞʠʚʫʯʽʩʪʴ ʩʠʩʪʝʤʠ. ɯʥʰʠʤʠ ʩʣʦʚʘʤʠ: ʾʾ ʤʝʪʦʶ ʻ ʧʽʜʪʨʠʤʢʘ ʨʦʙʦʪʠ ʩʠʩʪʝʤʠ, 

ʦʜʥʦʯʘʩʥʦ ʟʘʙʝʟʧʝʯʫʶʯʠ ʚʠʢʦʥʘʥʥʷ ʤʽʩʽʾ. ɼʣʷ ʨʝʘʣʽʟʘʮʽʾ ʧʨʦʜʫʢʪʠʚʥʦʾ ʬʦʨʤʘʣʽʟʘʮʽʾ 

ʥʝʦʙʭʽʜʥʘ ʤʝʪʦʜʦʣʦʛʽʯʥʘ ʦʩʥʦʚʘ ʫ ʚʠʛʣʷʜʽ ʬʫʥʜʘʤʝʥʪʘʣʴʥʠʭ ʧʦʥʷʪʴ, ʷʢʽ ʚʠʟʥʘʯʘʶʪʴ 

ʧʦʥʷʪʪʷ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. ʗʢ ʚʞʝ ʟʘʟʥʘʯʘʣʦʩʴ ʚʠʱʝ, ʟʫʩʠʣʣʷʤʠ ʜʝʢʽʣʴʢʦʭ ʢʦʣʝʢʪʠʚʽʚ 

ʜʦʩʣʽʜʥʠʢʽʚ ʙʫʣʠ  ʚʩʪʘʥʦʚʣʝʥʽ ʢʘʪʝʛʦʨʽʾ, ʷʢʽ ʬʫʥʜʘʤʝʥʪʘʣʴʥʦ ʚʠʟʥʘʯʘʶʪʴ ʮʽʣʽ 

ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. ʇʨʦʚʝʜʝʥʠʡ ʚ [42-44] ʘʥʘʣʽʟ ʧʦʢʘʟʘʚ, ʱʦ ʥʘʡʙʽʣʴʰ ʨʝʣʝʚʘʥʪʥʽ 

ʩʠʩʪʝʤʠ, ʷʢʽ ʭʘʨʘʢʪʝʨʠʟʫʶʪʴ  ʢʽʙʝʨ-ʨʝʟʠʣʴʻʥʪʥʽʩʪʴ, ʧʨʝʜʩʪʘʚʣʝʥʽ ʅʘʮʽʦʥʘʣʴʥʠʤ 

ʽʥʩʪʠʪʫʪʦʤ ʩʪʘʥʜʘʨʪʽʚ (NIST) ʪʘ ʨʦʟʨʦʙʢʠ ʅʘʮʽʦʥʘʣʴʥʦʾ ʘʢʘʜʝʤʽʾ ʥʘʫʢ ʉʐɸ (NAS) [45].  

ʊʘʙʣʠʮʷ 2.1 ï ʎʽʣʽ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ 

ʂʘʪʝʛʦʨʽʾ NAS ʏʦʪʠʨʠ ʤʝʪʠ, ʦʧʠʩʘʥʽ ʫ ʢʝʨʽʚʥʠʮʪʚʽ NIST 

ʇʣʘʥʫʚʘʥʥʷ/ʧʽʜʛʦʪʦʚʢʘ ï 

ʙʫʪʠ ʛʦʪʦʚʠʤʠ ʜʦ 

ʚʠʥʠʢʥʝʥʥʷ ʥʝʛʘʨʘʟʜʽʚ. 

ʇʝʨʝʜʙʘʯʝʥʥʷ ï ʧʽʜʪʨʠʤʢʘ ʩʪʘʥʫ ʽʥʬʦʨʤʦʚʘʥʦʾ 

ʛʦʪʦʚʥʦʩʪʽ ʜʦ ʥʝʛʘʨʘʟʜʽʚ.  

ɸʙʩʦʨʙʮʽʷ ï ʩʧʨʠʡʥʷʪʠ 

ʥʝʛʘʨʘʟʜʠ ʷʢ ʨʝʘʣʴʥʽʩʪʴ ʽ 

ʧʽʜʪʨʠʤʫʚʘʪʠ ʤʽʩʽʶ. 

ɺʠʪʨʠʤʢʘ ï ʧʨʦʜʦʚʞʫʚʘʪʠ ʩʚʦʶ ʚʘʞʣʠʚʫ ʤʽʩʽʶ ʯʠ 

ʙʽʟʥʝʩ-ʬʫʥʢʮʽʾ, ʥʝʟʚʘʞʘʶʯʠ ʥʘ ʪʨʫʜʥʦʱʽ. 

ɺʽʜʥʦʚʣʝʥʥʷ ï ʤʘʪʠ 

ʟʜʘʪʥʽʩʪʴ ʚʽʜʥʦʚʣʶʚʘʪʠ 

ʤʽʩʽʶ. 

ɺʽʜʥʦʚʣʝʥʥʷ ï ʟʜʘʪʥʽʩʪʴ ʚʽʜʥʦʚʠʪʠ ʩʚʦʶ ʤʽʩʽʶ ʧʽʜ ʯʘʩ 

ʪʘ ʧʽʩʣʷ ʥʝʛʘʨʘʟʜʽʚ, ʤʦʞʣʠʚʦ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ 

ʧʦʝʪʘʧʥʠʡ ʧʨʦʮʝʩ. 

ɸʜʘʧʪʘʮʽʷ ï ʤʦʞʣʠʚʽʩʪʴ ʜʦ 

ʚʽʜʦʤʠʭ ʪʘ ʥʝʚʽʜʦʤʠʭ ʟʘʛʨʦʟ, 

ʚʢʣʶʯʥʦ ʟʽ ʟʤʽʥʦʶ ʤʽʩʽʾ. 

ɸʜʘʧʪʘʮʽʷ ï ʢʽʥʮʝʚʘ ʤʝʪʘ ï ʟʤʽʥʠʪʠ ʤʽʩʽʶ ʦʨʛʘʥʽʟʘʮʽʾ ʪʘ 

ʾʭʥʶ ʧʽʜʪʨʠʤʢʫ ʫ ʚʽʜʧʦʚʽʜʴ ʥʘ ʟʤʽʥʠ  ʚ ɯʊ-ʩʝʨʝʜʦʚʠʱʽ 

ʪʘ ʣʘʥʜʰʘʬʪʽ ʟʘʛʨʦʟ. 

ʅʝʚʘʞʢʦ ʧʦʙʘʯʠʪʠ, ʱʦ ʧʨʝʜʩʪʘʚʣʝʥʽ ʫ ʜʚʦʭ ʢʦʣʦʥʢʘʭ ʊʘʙʣʠʮʽ 2.1 ʧʦʥʷʪʪʷ ʤʘʡʞʝ 

ʜʦʩʣʽʚʥʦ ʩʧʽʚʧʘʜʘʶʪʴ, ʱʦ ʜʘʻ ʧʽʜʩʪʘʚʫ ʜʣʷ ʜʦʚʽʨʠ ʧʨʝʜʩʪʘʚʣʝʥʠʤ ʢʘʪʝʛʦʨʽʷʤ ʢʽʙʝʨ-

ʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ, ʩʬʦʨʤʫʣʴʦʚʘʥʠʭ ʚʠʩʦʢʦʘʚʪʦʨʠʪʝʪʥʠʤʠ ʜʦʩʣʽʜʥʠʮʴʢʠʤʠ 
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ʦʨʛʘʥʽʟʘʮʽʷʤʠ, ʥʝʟʘʣʝʞʥʠʤ ʦʜʠʥ ʚʽʜ ʦʜʥʦʛʦ ʩʧʦʩʦʙʦʤ ʽ ʚʽʜʧʦʚʽʜʥʦ ʤʦʞʫʪʴ ʙʫʪʠ 

ʚʠʢʦʨʠʩʪʘʥʽ ʜʣʷ ʧʦʜʘʣʴʰʦʾ ʬʦʨʤʘʣʽʟʘʮʽʾ. 

ɺ ʜʦʢʫʤʝʥʪʘʭ NIST [46] ʜʘʻʪʴʩʷ ʧʝʚʥʘ ʜʝʪʘʣʽʟʘʮʽʷ ʦʧʠʩʘʥʠʭ ʢʘʪʝʛʦʨʽʡ ʫ ʚʠʛʣʷʜʽ 

ʟʘʚʜʘʥʴ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. 

ǒ ɿʘʧʦʙʽʛʘʥʥʷ/ʫʥʠʢʥʝʥʥʷ ï ʟʘʧʦʙʽʛʘʥʥʷ ʫʩʧʽʰʥʦʤʫ ʚʠʢʦʥʘʥʥʶ ʘʪʘʢʠ, ʘʙʦ 

ʨʝʘʣʽʟʘʮʽʾ ʥʝʩʧʨʠʷʪʣʠʚʠʭ ʫʤʦʚ. 

ǒ ʇʽʜʛʦʪʦʚʢʘ ï ʧʨʠʡʥʷʪʪʷ ʪʦʛʦ, ʱʦ ʥʝʛʘʨʘʟʜʠ ʪʨʘʧʣʷʪʴʩʷ, ʽ ʜʦʪʨʠʤʘʥʥʷ ʥʘʙʦʨʫ 

ʨʝʘʣʽʩʪʠʯʥʠʭ ʨʝʘʢʮʽʡ ʜʣʷ ʧʦʜʦʣʘʥʥʷ ʦʯʽʢʫʚʘʥʠʭ ʥʝʛʘʨʘʟʜʽʚ. 

ǒ ʇʨʦʜʦʚʞʝʥʥʷ ï ʤʘʢʩʠʤʽʟʘʮʽʷ ʪʨʠʚʘʣʦʩʪʽ ʽ ʞʠʪʪʻʟʜʘʪʥʦʩʪʽ ʦʩʥʦʚʥʠʭ ʤʽʩʽʡ, ʘʙʦ 

ʙʽʟʥʝʩ-ʬʫʥʢʮʽʡ ʧʽʜ ʯʘʩ ʪʨʫʜʥʦʱʽʚ. 

ǒ ʆʙʤʝʞʝʥʥʷ ï ʦʙʤʝʞʝʥʥʷ ʰʢʦʜʠ ʚʽʜ ʥʝʛʘʨʘʟʜʽʚ, ʟʘʚʜʘʥʠʭ ʮʽʥʥʠʤ ʘʢʪʠʚʘʤ, 

ʪʘʢʠʤ ʷʢ ʪʽ, ʱʦ ʟʙʝʨʽʛʘʶʪʴ ʘʙʦ ʦʙʨʦʙʣʷʶʪʴ ʢʦʥʬʽʜʝʥʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ, ʘʙʦ ʧʽʜʪʨʠʤʫʶʪʴ 

ʚʘʞʣʠʚʽ ʜʣʷ ʤʽʩʽʾ ʤʦʞʣʠʚʦʩʪʽ. 

ǒ ɺʽʜʥʦʚʣʝʥʥʷ ï ʚʽʜʥʦʚʣʝʥʥʷ ʷʢʦʤʦʛʘ ʙʽʣʴʰʝ ʬʫʥʢʮʽʡ ʤʽʩʽʾ ʯʠ ʙʽʟʥʝʩʫ ʧʽʩʣʷ 

ʥʝʛʘʨʘʟʜʽʚ, ʛʘʨʘʥʪʫʶʯʠ, ʱʦ ʚʽʜʥʦʚʣʝʥʽ ʨʝʩʫʨʩʠ ʻ ʥʘʜʽʡʥʠʤʠ. 

ǒ ʈʦʟʫʤʽʥʥʷ ï ʧʽʜʪʨʠʤʢʘ ʢʦʨʠʩʥʠʭ ʧʨʝʜʩʪʘʚʣʝʥʴ ʤʽʩʽʾ ʪʘ ʙʽʟʥʝʩ-ʟʘʣʝʞʥʦʩʪʝʡ, ʽ 

ʩʪʘʪʫʩʫ ʨʝʩʫʨʩʽʚ ʱʦʜʦ ʤʦʞʣʠʚʠʭ ʥʝʛʘʨʘʟʜʽʚ. 

ǒ ʊʨʘʥʩʬʦʨʤʘʮʽʷ ï ʟʤʽʥʘ ʤʽʩʽʾ ʘʙʦ ʙʽʟʥʝʩ-ʬʫʥʢʮʽʾ, ʪʘ ʾʭ ʜʦʧʦʤʽʞʥʠʭ ʧʨʦʮʝʩʽʚ, 

ʱʦʙ ʢʨʘʱʝ ʩʧʨʘʚʣʷʪʠʩʷ ʟ ʪʨʫʜʥʦʱʘʤʠ. ʎʝ ʤʦʞʝ ʚʢʣʶʯʘʪʠ ʪʘʢʪʠʯʥʽ ʟʤʽʥʠ ʚ ʧʨʦʮʝʜʫʨʘʭ 

ʘʙʦ ʢʦʥʬʽʛʫʨʘʮʽʷʭ, ʘ ʪʘʢʦʞ ʰʠʨʰʽ ʤʦʜʠʬʽʢʘʮʽʾ, ʪʘʢʽ ʷʢ ʨʝʩʪʨʫʢʪʫʨʠʟʘʮʽʷ ʦʙʦʚôʷʟʢʽʚ 

ʫʧʨʘʚʣʽʥʥʷ ʯʠ ʦʧʝʨʘʮʽʡʥʠʭ ʧʨʦʮʝʩʽʚ. 

ǒ ʈʝ-ʘʨʭʽʪʝʢʪʽʥʛ ï ʟʤʽʥʘ ʩʠʩʪʝʤʠ, ʤʽʩʽʾ ʪʘ ʜʦʧʦʤʽʞʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ. ɿʘʤʽʥʘ ʥʝ 

ʦʢʨʝʤʠʭ ʝʣʝʤʝʥʪʽʚ, ʘ ʩʘʤʝ ʧʝʨʝʧʨʦʝʢʪʫʚʘʥʥʷ. 

ʈʷʜ ʜʦʩʣʽʜʥʠʢʽʚ ʚʥʽʩ ʜʦʧʦʚʥʝʥʥʷ ʚ ʮʶ ʤʝʪʦʜʦʣʦʛʽʶ. ʅʘʡʙʽʣʴʰ ʣʦʛʽʯʥʠʤ  ʚʠʛʣʷʜʘʻ 

ʢʦʥʮʝʧʮʽʷ  MITRE, ʷʢʘ ʙʘʟʫʻʪʴʩʷ ʥʘ ʩʪʨʫʢʪʫʨʘʭ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ,  ʟʘʙʝʟʧʝʯʫʶʯʠ ʥʝ 

ʣʠʰʝ ʮʽʣʽ ʪʘ ʟʘʚʜʘʥʥʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ, ʘʣʝ ʪʘʢʦʞ ʽ ʤʝʪʦʜʠ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. 

MITRE ʜʦʢʣʘʜʥʦ ʦʧʠʩʫʻ ʥʘʩʪʫʧʥʽ ʤʝʪʦʜʠ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ: 

ǒ ɸʜʘʧʪʠʚʥʝ ʨʝʘʛʫʚʘʥʥʷ ï ʜʠʥʘʤʽʯʥʝ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʽʥʮʠʜʝʥʪʠ, ʱʦʙ 

ʧʽʜʪʨʠʤʫʚʘʪʠ ʨʦʙʦʯʽ ʤʦʞʣʠʚʦʩʪʽ ʪʘ ʦʙʤʝʞʫʚʘʪʠ ʟʙʠʪʢʠ. 
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ǒ ɸʥʘʣʽʪʠʯʥʠʡ ʤʦʥʽʪʦʨʠʥʛ ï ʧʦʩʪʽʡʥʠʡ ʟʙʽʨ ʪʘ ʘʥʘʣʽʟ ʜʘʥʠʭ, ʱʦʙ ʚʠʷʚʠʪʠ 

ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʪʘ ʦʟʥʘʢʠ ʤʦʞʣʠʚʠʭ ʥʝʛʘʨʘʟʜʽʚ. 

ǒ ʉʢʦʦʨʜʠʥʦʚʘʥʘ ʦʙʦʨʦʥʘ ï ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʪʨʘʪʝʛʽʾ ʧʦʛʣʠʙʣʝʥʦʾ ʦʙʦʨʦʥʠ ʜʣʷ 

ʟʘʭʠʩʪʫ ʢʨʠʪʠʯʥʠʭ ʨʝʩʫʨʩʽʚ. 

ǒ ʆʙʤʘʥ ï ʚʚʝʜʝʥʥʷ ʩʫʧʨʦʪʠʚʥʠʢʽʚ ʚ ʦʤʘʥʫ. 

ǒ ʈʽʟʥʦʤʘʥʽʪʥʽʩʪʴ ï ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʪʝʭʥʦʣʦʛʽʡ, ʜʞʝʨʝʣ ʜʘʥʠʭ, 

ʨʦʟʪʘʰʫʚʘʥʥʷ ʪʘ ʰʣʷʭʽʚ ʟʚôʷʟʢʫ, ʱʦʙ ʟʤʝʥʰʠʪʠ ʨʠʟʠʢ ʪʠʧʦʚʠʭ ʟʙʦʾʚ. 

ǒ ɼʠʥʘʤʽʯʥʝ ʧʦʟʠʮʽʦʥʫʚʘʥʥʷ ï ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʪʘ ʜʠʥʘʤʽʯʥʝ ʧʝʨʝʤʽʱʝʥʥʷ, 

ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʽ ʘʢʪʠʚʠ. 

ǒ ɼʠʥʘʤʽʯʥʝ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ï ʚʠʢʦʨʠʩʪʘʥʥʷ ʜʠʥʘʤʽʯʥʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʥʷ 

ʢʦʤʧʦʥʝʥʪʽʚ, ʩʣʫʞʙ, ʩʠʩʪʝʤ, ʥʝʜʦʣʽʢʽʚ ʪʘ ʚʽʜʧʦʚʽʜʝʡ. 

ǒ ʅʝʧʦʩʪʽʡʥʽʩʪʴ ï ʦʙʤʝʞʝʥʥʷ ʯʘʩʫ ʟʙʝʨʽʛʘʥʥʷ ʽʥʬʦʨʤʘʮʽʾ, ʧʦʩʣʫʛ ʽ ʟʚôʷʟʢʫ, ʱʦʙ 

ʟʤʝʥʰʠʪʠ ʨʠʟʠʢ ʧʦʰʢʦʜʞʝʥʥʷ, ʤʦʜʠʬʽʢʘʮʽʾ ʯʠ ʟʘʭʦʧʣʝʥʥʷ ʮʽʻʾ ʽʥʬʦʨʤʘʮʽʾ. 

ǒ ʆʙʤʝʞʝʥʥʷ ʧʨʠʚʽʣʝʾʚ ï ʩʫʚʦʨʝ ʦʙʤʝʞʝʥʥʷ ʧʨʠʚʽʣʝʾʚ, ʥʘʜʘʥʠʭ ʢʦʨʠʩʪʫʚʘʯʘʤ 

ʪʘ ʽʥʰʠʤ ʢʽʙʝʨʦʙôʻʢʪʘʤ, ʦʩʦʙʣʠʚʦ ʜʣʷ ʢʨʠʪʠʯʥʠʭ ʨʝʩʫʨʩʽʚ. 

ǒ ʇʝʨʝʥʘʣʘʰʪʫʚʘʥʥʷ ï ʥʘʣʘʰʪʫʚʘʥʥʷ ʫʟʛʦʜʞʝʥʥʷ ʨʝʩʫʨʩʽʚ ʽʟ ʬʫʥʢʮʽʷʤʠ ʤʽʩʽʾ, 

ʱʦʙ ʟʤʝʥʰʠʪʠ ʨʠʟʠʢ. 

ǒ ʅʘʜʤʽʨʥʽʩʪʴ ï ʨʝʟʝʨʚʫʚʘʥʥʷ ʢʽʣʴʢʦʭ ʝʢʟʝʤʧʣʷʨʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ 

ʨʝʩʫʨʩʽʚ. 

ǒ ʉʝʛʤʝʥʪʘʮʽʷ/ʧʦʜʽʣ ï ʧʦʜʽʣ ʥʘ ʢʦʤʧʦʥʝʥʪʠ, ʣʦʛʽʯʥʦ ʯʠ ʬʽʟʠʯʥʦ, ʱʦʙ 

ʤʽʥʽʤʽʟʫʚʘʪʠ ʧʦʰʠʨʝʥʥʷ ʧʦʰʢʦʜʞʝʥʴ. 

ǒ ʆʙˇʨʫʥʪʫʚʘʥʥʷ ʮʽʣʽʩʥʦʩʪʽ ï ʟʘʧʨʦʚʘʜʞʝʥʥʷ ʤʝʭʘʥʽʟʤʽʚ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʪʦʛʦ, 

ʯʠ ʢʨʠʪʠʯʥʽ ʨʝʩʫʨʩʠ ʙʫʣʠ ʧʦʰʢʦʜʞʝʥʽ. 

ǒ ʅʝʧʝʨʝʜʙʘʯʫʚʘʥʽʩʪʴ ʪʝʭʥʽʯʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ ʧʨʦʛʨʘʤʥʠʤ ʰʣʷʭʦʤ. 

ʇʨʦʚʝʜʝʥʥʷ ʯʘʩʪʠʭ ʡ ʚʠʧʘʜʢʦʚʠʭ ʟʤʽʥ, ʱʦʙ ʟʨʦʙʠʪʠ ʚʘʰʫ ʧʦʚʝʨʭʥʶ ʘʪʘʢʠ ʤʝʥʰ 

ʧʝʨʝʜʙʘʯʫʚʘʥʦʶ. 

ʅʘʚʝʜʝʥʽ ʢʘʪʝʛʦʨʽʾ ʜʘʶʪʴ ʥʘʤ ʤʽʮʥʫ ʦʩʥʦʚʫ ʜʣʷ ʧʦʜʘʣʴʰʦʾ ʬʦʨʤʘʣʽʟʘʮʽʾ, 

ʥʝʦʙʭʽʜʥʦʾ ʜʣʷ ʧʦʙʫʜʦʚʠ ʤʝʪʘʤʦʜʝʣʽ. ʇʨʦʪʝ, ʚʘʨʪʦ ʜʦʜʘʪʠ ʜʝʷʢʽ ʜʦʜʘʪʢʦʚʽ ʧʦʥʷʪʪʷ, ʙʝʟ 

ʚʚʝʜʝʥʥʷ ʷʢʠʭ ʚʘʞʢʦ ʩʪʚʦʨʠʪʠ ʤʦʜʝʣʴ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʉʫʪʴ 

ʧʠʪʘʥʥʷ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦʙ ʦʧʠʨʘʶʯʠʩʴ ʥʘ ʟʘʛʘʣʴʥʽ ʢʘʪʝʛʦʨʽʾ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʦʙʨʘʪʠ 



86 
 

ʧʝʚʥʫ ʤʥʦʞʠʥʫ ʧʦʥʷʪʴ, ʟʘ ʜʦʧʦʤʦʛʦʶ ʷʢʠʭ ʤʦʞʥʘ ʙʫʣʦ ʙ ʚʠʟʥʘʯʘʪʠ ʨʝʟʠʣʴʻʥʪʥʽʩʪʴ 

ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ, ʘ ʪʘʢʦʞ ʫ ʧʝʚʥʠʡ ʩʧʦʩʽʙ ʩʪʨʫʢʪʫʨʫʚʘʪʠ ʦʙʨʘʥʠʡ ʥʘʙʽʨ. ʇʦʪʨʽʙʥʦ 

ʟʘʟʥʘʯʠʪʠ, ʱʦ ʥʘ ʜʘʥʠʡ ʤʦʤʝʥʪ ʥʝ ʽʩʥʫʻ ʢʦʥʩʝʥʩʫʩʫ ʱʦʜʦ ʪʘʢʦʛʦ ʚʠʙʦʨʫ ʷʢ ʜʣʷ 

ʟʘʛʘʣʴʥʦʛʦ ʧʦʥʷʪʪʷ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʪʘʢ ʽ ʜʣʷ ʢʦʥʢʨʝʪʥʠʭ ʛʘʣʫʟʝʡ. ɹʽʣʴʰʽʩʪʴ 

ʜʦʩʣʽʜʥʠʢʽʚ [47-50] ʩʭʦʜʷʪʴʩʷ ʚ ʪʦʤʫ, ʱʦ ʥʘʡʢʨʘʱʦʶ ʽʜʝʻʶ ʙʫʣʦ ʙ ʧʨʝʜʩʪʘʚʣʝʥʥʷ 

ʟʘʛʘʣʴʥʦʾ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʫ ʚʠʛʣʷʜʽ ʢʦʤʧʦʟʠʮʽʾ ʟʜʘʪʥʦʩʪʝʡ, ʷʢʽ ʢʦʨʝʩʧʦʥʜʫʶʪʴʩʷ ʟ 

ʥʘʙʦʨʦʤ ʬʫʥʜʘʤʝʥʪʘʣʴʥʠʭ ʢʘʪʝʛʦʨʽʡ, ʜʝ ʟʦʢʨʝʤʘ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʮʽʢʘʚʘ ʢʦʥʮʝʧʮʽʷ 

ʧʦʻʜʥʘʥʥʷ ʜʚʦʭ ʨʽʟʥʠʭ ʧʽʜʭʦʜʽʚ: ʟ ʪʦʯʢʠ ʟʦʨʫ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʪʘ ʟ ʪʦʯʢʠ ʟʦʨʫ 

ʧʦʪʝʥʮʽʘʣʫ ʩʠʩʪʝʤʠ ʩʧʨʘʚʣʷʪʠʩʷ ʽʟ ʟʘʛʨʦʟʘʤʠ ʪʘ ʾʭ ʥʘʩʣʽʜʢʘʤʠ. ʇʽʜʭʽʜ, ʱʦ ˇʨʫʥʪʫʻʪʴʩʷ 

ʥʘ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ, ʨʦʟʛʣʷʜʘʻ ʩʪʽʡʢʽʩʪʴ ʷʢ ʬʫʥʢʮʽʶ, ʱʦ ʚʢʘʟʫʻ ʥʘ ʟʜʘʪʥʽʩʪʴ 

ʧʽʜʪʨʠʤʫʚʘʪʠ ʨʽʚʝʥʴ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ, ʘʙʦ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʧʨʦʪʷʛʦʤ ʧʝʨʽʦʜʫ, 

ʚʠʟʥʘʯʝʥʦʛʦ ʷʢ ʯʘʩ ʢʦʥʪʨʦʣʶ, ʷʢʠʡ ʟʘʟʚʠʯʘʡ ʚʠʟʥʘʯʘʶʪʴ ʚʣʘʩʥʠʢʠ ʘʙʦ ʩʫʩʧʽʣʴʩʪʚʦ. 

ʇʽʜʭʽʜ, ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʧʦʪʝʥʮʽʘʣ, ʚʚʘʞʘʻ ʩʪʽʡʢʽʩʪʴ ʥʦʚʦʶ ʚʣʘʩʪʠʚʽʩʪʶ ʩʠʩʪʝʤʠ, ʽ ʡʦʛʦ 

ʥʝʤʦʞʣʠʚʦ ʚʠʤʽʨʷʪʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ. ʆʮʽʥʢʘ ʧʦʪʝʥʮʽʘʣʫ ʩʪʽʡʢʦʩʪʽ ʚʠʤʘʛʘʻ ʨʦʟʫʤʽʥʥʷ 

ʚʥʫʪʨʽʰʥʴʦʾ ʤʽʥʣʠʚʦʩʪʽ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʚʟʘʻʤʦʟʘʣʝʞʥʠʭ ʬʫʥʢʮʽʡ, ʷʢʽ ʩʢʣʘʜʘʶʪʴ ʩʘʤʫ 

ʩʠʩʪʝʤʫ. ʉʠʩʪʝʤʘ ʤʘʻ ʧʦʪʝʥʮʽʘʣ ʩʪʨʠʤʫʚʘʪʠ ʥʘʪʠʩʢ ʢʽʙʝʨʘʪʘʢʠ, ʱʦʙ ʧʨʦʜʦʚʞʫʚʘʪʠ 

ʚʠʪʨʠʤʫʚʘʪʠ ʬʫʥʢʮʽʦʥʘʣ ʙʝʟ ʟʤʽʥ, ʘ ʷʢʱʦ ʥʽ, ʪʦ ʧʦʤôʷʢʰʫʚʘʪʠ ʥʝʛʘʪʠʚʥʽ ʥʘʩʣʽʜʢʠ 

ʢʽʙʝʨʟʘʛʨʦʟ ʽ ʥʘʚʽʪʴ ʚʽʜʥʦʚʠʪʠ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʠʩʪʝʤʠ ʜʣʷ ʚʠʧʘʜʢʫ, ʢʦʣʠ ʬʫʥʢʮʽʦʥʘʣ 

ʩʠʩʪʝʤʠ ʚʧʘʜʝ ʥʠʞʯʝ ʢʨʠʪʠʯʥʦʛʦ ʟʘ ʦʙʤʝʞʝʥʠʡ ʯʘʩ. ɿ ʮʠʤ ʘʩʧʝʢʪʦʤ ʧʦʚôʷʟʘʥʝ ʧʦʥʷʪʪʷ 

ʧʨʦ ʢʨʠʪʠʯʥʽ ʬʫʥʢʮʽʾ [25], ʷʢʽ ʧʦʪʨʽʙʥʽ ʩʠʩʪʝʤʽ ʜʣʷ ʚʠʢʦʥʘʥʥʷ ʩʚʦʻʾ  ʦʩʥʦʚʥʦʾ ʤʽʩʽʾ. 

ʅʘʧʨʠʢʣʘʜ, ʜʣʷ ʝʥʝʨʛʝʪʠʯʥʦʾ ʢʦʤʧʘʥʽʾ ʢʨʠʪʠʯʥʦʶ ʬʫʥʢʮʽʻʶ ʻ ʤʦʞʣʠʚʽʩʪʴ ʨʦʟʧʦʜʽʣʷʪʠ 

ʝʣʝʢʪʨʦʝʥʝʨʛʽʻʶ ʟʛʽʜʥʦ ʧʨʘʚʠʣ ʝʥʝʨʛʦʨʠʥʢʫ. ʊʘʢʠʤ ʯʠʥʦʤ, ʧʨʦʧʦʥʫʻʪʴʩʷ ʧʦʻʜʥʘʪʠ ʮʽ 

ʜʚʘ ʧʽʜʭʦʜʠ ʫ ʚʠʛʣʷʜʽ ʜʠʥʘʤʽʯʥʦʾ ʧʦʜʚʽʡʥʦʾ ʩʠʩʪʝʤʠ, ʚ ʷʢʽʡ ʝʣʝʤʝʥʪʠ, ʱʦ ʦʧʠʩʫʶʪʴ 

ʬʫʥʢʮʽʦʥʘʣʴʥʫ ʪʘ ʧʦʪʝʥʮʽʡʥʫ ʩʧʨʦʤʦʞʥʽʩʪʴ ʪʘ ʟʜʘʪʥʽʩʪʴ ʩʧʨʘʚʣʷʪʠʩʷ, ʚʠʩʪʫʧʘʶʪʴ ʷʢ 

ʩʠʥʝʨʛʝʪʠʯʥʽ ʝʣʝʤʝʥʪʠ, ʱʦ ʫʪʚʦʨʶʶʪʴ ʨʝʟʠʣʴʻʥʪʥʽʩʪʴ, ʷʢʘ ʚʠʥʠʢʘʻ ʚ ʨʝʟʫʣʴʪʘʪʽ 

ʜʠʥʘʤʽʯʥʦʾ ʚʟʘʻʤʦʜʽʾ ʤʽʞ ʥʠʤʠ, ʘ ʽʥʜʠʢʘʪʦʨʘʤʠ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʚʠʩʪʫʧʘʶʪʴ 

ʢʨʠʪʠʯʥʽ ʬʫʥʢʮʽʾ.  

ɺ ʮʽʣʦʤʫ ʧʦʛʦʜʞʫʶʯʠʩʴ ʟ ʧʨʦʧʦʥʦʚʘʥʠʤ ʧʽʜʭʦʜʦʤ, ʤʠ ʚʚʘʞʘʻʤʦ, ʱʦ ʤʦʜʝʣʴ 

ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʤʦʞʥʘ ʦʪʨʠʤʘʪʠ ʥʘ ʦʩʥʦʚʽ ʙʽʣʴʰ ʧʨʦʩʪʦʾ 

ʢʦʥʮʝʧʮʽʾ. ɹʫʜʝʤʦ ʭʘʨʘʢʪʝʨʠʟʫʚʘʪʠ ʧʦʪʝʥʮʽʡʥʫ ʪʘ ʬʫʥʢʮʽʦʥʘʣʴʥʫ ʩʧʨʦʤʦʞʥʦʩʪʽ ʻʜʠʥʠʤ 
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ʪʝʨʤʽʥʦʤ ï capability. ʆʜʥʠʤ ʟ ʪʣʫʤʘʯʝʥʴ ʩʣʦʚʘ capability ʫ ʩʣʦʚʥʠʢʫ ɺʝʙʩʪʝʨʘ ʻ «the 

ability or power to do something». ʎʝʡ ʪʝʨʤʽʥ ʤʦʞʝ ʙʫʪʠ ʟʘʩʪʦʩʦʚʘʥʠʡ ʚ ʦʙʦʭ ʚʠʧʘʜʢʘʭ. 

ʊʽʣʴʢʠ ʜʣʷ ʬʫʥʢʮʽʦʥʘʣʴʥʦʾ ʩʧʨʦʤʦʞʥʦʩʪʽ ʮʝ ʩʢʦʨʽʰʝ ʦʟʥʘʯʘʻ ʤʘʪʠ ʷʢʠʡʩʴ ʨʝʩʫʨʩ, ʘ ʜʣʷ 

ʚʠʧʘʜʢʫ ʧʦʪʝʥʮʽʡʥʦʾ  ʩʧʨʦʤʦʞʥʦʩʪʽ ï ʮʝ ʦʟʥʘʯʘʪʠʤʝ ʟʜʘʪʥʽʩʪʴ ʱʦʩʴ ʚʠʢʦʥʘʪʠ. ɿʜʘʪʥʽʩʪʴ 

ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ï ʮʝ ʚʣʘʩʪʠʚʽʩʪʴ ʩʠʩʪʝʤʠ ʨʝʘʣʽʟʦʚʫʚʘʪʠ ʩʚʦʶ ʤʽʩʽʶ ʚ ʫʤʦʚʘʭ ʰʦʢʽʚ ʪʘ 

ʟʙʦʾʚ ʨʽʟʥʦʾ ʧʨʠʨʦʜʠ. ʈʝʟʠʣʴʻʥʪʥʽʩʪʴ ʧʽʜʚʠʱʫʻ ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʧʦʛʣʠʥʘʪʠ, 

ʘʜʘʧʪʫʚʘʪʠʩʷ ʪʘ ʚʽʜʥʦʚʣʶʚʘʪʠʩʷ ʧʽʩʣʷ ʙʫʜʴ-ʷʢʦʛʦ ʰʦʢʫ ʯʠ ʟʙʦʶ. 

ɿ ʮʴʦʛʦ ʚʠʧʣʠʚʘʻ ʥʘʩʪʫʧʥʘ ʪʝʟʘ, ʱʦ ʟʜʘʪʥʽʩʪʴ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʩʠʩʪʝʤʠ ʚ ʮʽʣʦʤʫ 

ʤʦʞʥʘ ʦʭʘʨʘʢʪʝʨʠʟʫʚʘʪʠ ʥʘʙʦʨʦʤ absorptive capability, adaptive capability ʪʘ restorative 

capability. ɿʦʢʨʝʤʘ,  ʷʢ ʮʝ ʧʦʢʘʟʘʥʦ ʥʘ ʈʠʩʫʥʢʫ 2.4. 

 

ʈʠʩʫʥʦʢ 2.4 ï ʉʪʨʫʢʪʫʨʘ ʟʜʘʪʥʦʩʪʝʡ (capability) ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʩʠʩʪʝʤʠ 

ɿʘʧʨʦʧʦʥʦʚʘʥʝ ʩʧʨʦʱʝʥʥʷ ʜʚʦʢʦʤʧʦʥʝʥʪʥʦʾ ʜʠʥʘʤʽʯʥʦʾ ʩʠʩʪʝʤʠ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ 

ʩʧʽʚʧʘʜʘʻ ʟ ʧʽʜʭʦʜʦʤ ʜʦ ʤʦʜʝʣʶʚʘʥʥʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ Interdependent Electrical 

Infrastructure System, ʨʦʟʛʣʷʥʫʪʠʤ ʚ [50, 51]. 

ʇʦʛʣʠʥʘʣʴʥʘ ʟʜʘʪʥʽʩʪʴ ï ʮʝ ʝʥʜʦʛʝʥʥʘ ʚʣʘʩʪʠʚʽʩʪʴ ʩʠʩʪʝʤʠ, ʷʢʘ ʥʘʜʘʻ ʩʠʩʪʝʤʽ 

ʤʦʞʣʠʚʽʩʪʴ ʧʦʛʣʠʥʘʪʠ ʚʧʣʠʚ ʷʢʦʾʩʴ ʥʝʩʧʨʠʷʪʣʠʚʦʾ ʧʦʜʽʾ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ ʤʽʥʽʤʽʟʫʚʘʪʠ 

ʮʝʡ ʾʾ ʚʧʣʠʚ. ʇʦʛʣʠʥʘʣʴʥʘ ʟʜʘʪʥʽʩʪʴ ʚʚʘʞʘʻʪʴʩʷ ʧʝʨʰʦʶ ʣʽʥʽʻʶ ʦʙʦʨʦʥʠ, ʷʢʘ ʧʨʠʟʥʘʯʝʥʘ 

ʜʣʷ ʩʪʨʠʤʫʚʘʥʥʷ ʪʘ ʧʦʛʣʠʥʘʥʥʷ ʘʪʘʢ. ʇʦʛʣʠʥʘʣʴʥʘ ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʧʝʨʝʜʙʘʯʘʻ ʥʘʙʽʨ 

ʧʨʝʚʝʥʪʠʚʥʠʭ ʟʘʭʦʜʽʚ, ʷʢʽ ʥʝʦʙʭʽʜʥʦ ʨʦʟʨʦʙʠʪʠ ʜʦ ʪʦʛʦ,  ʷʢ ʩʪʘʥʝʪʴʩʷ ʧʦʨʫʰʝʥʥʷ, ʱʦʙ 

ʫʥʠʢʥʫʪʠ ʥʝʙʘʞʘʥʠʭ ʥʘʩʣʽʜʢʽʚ. 

ɸʜʘʧʪʠʚʥʘ ʟʜʘʪʥʽʩʪʴ ʚʚʘʞʘʻʪʴʩʷ ʜʨʫʛʦʶ ʣʽʥʽʻʶ ʦʙʦʨʦʥʠ, ʪʘ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ 

ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤʠ ʘʜʘʧʪʫʚʘʪʠʩʷ ʪʘʢ, ʱʦʙ  ʚʧʦʨʘʪʠʩʷ ʟ ʥʝʩʧʨʠʷʪʣʠʚʠʤʠ. ɸʣʝ ʥʝ ʟ 

ʨʫʡʥʽʚʥʠʤʠ ʥʘʩʣʽʜʢʘʤʠ ʧʦʰʢʦʜʞʝʥʥʷ, ʷʢʱʦ ʥʝʩʧʨʠʷʪʣʠʚʘ ʧʦʜʽʷ ʚʩʝ ʞ ʪʘʢʠ ʚʽʜʙʫʣʘʩʴ, 

ʯʠ ʧʨʦʜʦʚʞʫʻ ʚʽʜʙʫʚʘʪʠʩʷ, ʧʨʠʯʦʤʫ ʙʝʟ ʙʫʜʴ-ʷʢʠʭ ʜʽʡ ʧʦ ʚʽʜʥʦʚʣʝʥʥʶ. ɺʚʘʞʘʻʪʴʩʷ, ʱʦ 
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ʮʝ ʯʘʩʪʠʥʘ ʩʪʨʘʪʝʛʽʾ ʧʽʩʣʷ ʜʝʩʪʨʫʢʪʠʚʥʦʾ ʧʦʜʽʾ, ʪʘʢʦʞ ʚʽʜʦʤʦʾ ʷʢ çʩʧʨʦʤʦʞʥʽʩʪʴ 

ʨʝʘʛʫʚʘʥʥʷè [44].  

ɺʽʜʥʦʚʥʘ ʟʜʘʪʥʽʩʪʴ ï  ʚʠʩʪʫʧʘʻ ʷʢ ʦʩʪʘʥʥʷ ʣʽʥʽʷ ʦʙʦʨʦʥʠ ʪʘ ʭʘʨʘʢʪʝʨʠʟʫʻ  

ʥʘʩʢʽʣʴʢʠ ʣʝʛʢʦ ʩʠʩʪʝʤʘ ʤʦʞʝ ʦʩʪʘʪʦʯʥʦ ʚʽʜʥʦʚʠʪʠʩʷ ʧʽʩʣʷ ʨʫʡʥʽʚʥʦʾ ʧʦʜʽʾ ʟ 

ʢʘʪʘʩʪʨʦʬʽʯʥʠʤʠ ʥʘʩʣʽʜʢʘʤʠ.  

ɼʘʣʽ ʨʦʟʛʣʷʥʝʤʦ ʰʣʷʭ ʜʦ ʩʪʚʦʨʝʥʥʷ ʤʝʪʦʜʫ ʦʪʨʠʤʘʥʥʷ model-driven model ʬʫʥʢʮʽʾ 

ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʝʣʝʢʪʨʦʩʪʘʥʮʽʾ, ʷʢʠʡ ʜʦʟʚʦʣʠʪʴ ʦʪʨʠʤʘʪʠ ʢʽʣʴʢʽʩʥʫ ʤʦʜʝʣʴ 

ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ. ʎʝʡ ʧʽʜʭʽʜ, ʥʘ ʚʽʜʤʽʥʫ ʚʽʜ ʧʽʜʭʦʜʫ data-driven model, ʤʘʻ 

ʦʧʠʨʘʪʠʩʷ ʥʘ ʬʫʥʜʘʤʝʥʪʘʣʴʥʽ ʧʦʥʷʪʪʷ ʽ ʟʚ'ʷʟʢʠ ʧʨʠʪʘʤʘʥʥʽ ʧʨʝʜʤʝʪʥʽʡ ʦʙʣʘʩʪʽ 

ʜʦʩʣʽʜʞʝʥʥʷ, ʚ ʥʘʰʦʤʫ ʚʠʛʣʷʜʽ. ʊʦʤʫ ʥʘʤ ʧʦʪʨʽʙʥʘ ʤʝʪʦʜʦʣʦʛʽʷ, ʷʢʘ ʜʦʟʚʦʣʷʻ 

ʧʝʨʝʢʣʘʩʪʠ ʟʘʛʘʣʴʥʽ ʧʦʥʷʪʪʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʥʘ ʬʦʨʤʘʣʴʥʫ ʤʦʚʫ. ʊʘʢʦʶ ʤʝʪʦʜʦʣʦʛʽʻʶ ʻ 

OMG. 

2.4 ʌʦʨʤʘʣʽʟʘʮʽʷ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʥʘ ʦʩʥʦʚʽ ʧʨʠʥʮʠʧʽʚ ʆʄG 

ʆʧʠʩʘʥʽ ʢʘʪʝʛʦʨʽʾ ʪʘ ʤʝʪʦʜʠ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʜʘʶʪʴ ʦʩʥʦʚʫ ʜʣʷ ʧʨʦʜʫʢʪʠʚʥʦʾ 

ʬʦʨʤʘʣʽʟʘʮʽʾ ʥʘ ʦʩʥʦʚʽ ʤʝʪʦʜʦʣʦʛʽʾ ʆʄG. ʗʢ ʚʽʜʦʤʦ, ʆʄG ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʽʜʭʽʜ, ʷʢʠʡ 

ʥʘʟʠʚʘʻʪʴʩʷ ʤʝʪʘʤʦʜʝʣʶʚʘʥʥʷʤ. ʎʝ ʦʟʥʘʯʘʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʝʪʘʤʦʜʝʣʝʡ, ʱʦ ʧʝʨʝʜʙʘʯʘʻ 

ʦʧʠʩ ʽʥʰʦʾ ʤʦʜʝʣʽ ʰʣʷʭʦʤ  ʪʨʘʥʟʠʪʠʚʥʦʛʦ ʚʽʜʥʦʰʝʥʥʷ ʤʽʞ ʜʚʦʤʘ ʤʦʜʝʣʷʤʠ, ʪʦʙʪʦ ʷʢʱʦ 

ʤʦʜʝʣʴ ὓ  ʦʧʠʩʫʻ ʤʦʚʫ ὒ ρ, ʚ ʷʢʽʡ ʬʦʨʤʫʣʶʻʪʴʩʷ ʤʦʜʝʣʴ ὓ , ʪʦ ὓ  ̒  ʤʝʪʘʤʦʜʝʣʣʶ 

ὓ . ʎʝ ʜʦʟʚʦʣʷʻ ʧʦʙʫʜʫʚʘʪʠ ʣʘʥʮʶʞʦʢ ʤʦʜʝʣʝʡ, ʢʦʞʥʘ ʥʘʩʪʫʧʥʘ ʟ ʷʢʠʭ  ʤʘʻ ʙʽʣʴʰ 

ʥʠʟʴʢʠʡ ʨʽʚʝʥʴ ʘʙʩʪʨʘʢʮʽʾ, ʱʦ ʟʨʝʰʪʦʶ ʜʘʻ ʟʤʦʛʫ ʦʪʨʠʤʘʪʠ ʤʦʜʝʣʴ, ʥʘ ʦʩʥʦʚʽ ʷʢʦʾ ʤʦʞʥʘ 

ʦʪʨʠʤʫʚʘʪʠ ʢʽʣʴʢʽʩʥʽ ʦʮʽʥʢʠ. ʉʭʝʤʘ ʪʘʢʦʛʦ ʤʦʜʝʣʶʚʘʥʥʷ ʧʦʢʘʟʘʥʘ ʥʘ ʈʠʩʫʥʢʫ 2.5. 

ɺ ɯʊ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʦʜʝʣʝʡ ʚʚʘʞʘʻʪʴʩʷ ʩʫʪʪʻʚʦ ʨʝʢʦʤʝʥʜʦʚʘʥʠʤ. ɸ ʦʩʢʽʣʴʢʠ 

ʧʨʝʜʤʝʪʦʤ  ʜʦʩʣʽʜʞʝʥʥʷ ʻ ʦʮʽʥʢʘ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʢʦʥʪʨʦʣʝʨʘ ʦʙôʻʢʪʘ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʪʦ ʪʘʢʠʡ ʧʽʜʭʽʜ ʻ ʥʘʡʙʽʣʴʰ ʨʝʣʝʚʘʥʪʥʠʤ. ʄʦʜʝʣʴ ʟʘʚʞʜʠ ʧʦʩʠʣʘʻʪʴʩʷ 

ʥʘ ʻʜʠʥʫ ʤʝʪʘʤʦʜʝʣʴ. ʋ ʧʘʨʘʜʠʛʤʽ OMG ʚʩʝ ʜʝʜʘʣʽ ʰʠʨʰʝ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʧʽʜʭʽʜ Model 

Driven Architect (MDA). ʎʝʡ ʧʽʜʭʽʜ ʙʘʟʫʻʪʴʩʷ ʥʘ ʤʦʚʽ ʨʦʟʨʦʙʢʠ ʤʝʪʘʤʦʜʝʣʝʡ 

(ʤʝʪʘʤʦʜʝʣʶʚʘʥʥʷ), ʷʢʘ ʥʘʟʠʚʘʻʪʴʩʷ Meta-Object. ʄʝʪʘʤʦʜʝʣʴ ʚʠʟʥʘʯʘʻ ʧʦʥʷʪʪʷ ʪʘ ʾʭʥʽ 

ʟʚôʷʟʢʠ, ʟʘʚʜʷʢʠ ʜʽʘʛʨʘʤʽ ʢʣʘʩʽʚ. ɼʦ ʪʦʛʦ ʞ, ʤʝʪʘʤʦʜʝʣʴ ʚʠʟʥʘʯʘʻ ʣʠʰʝ ʩʪʨʫʢʪʫʨʫ ï 
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ʪʦʙʪʦ, ʙʝʟ ʩʝʤʘʥʪʠʢʠ. ʄʦʜʝʣʴ ʻ ʝʢʟʝʤʧʣʷʨʦʤ ʤʝʪʘʤʦʜʝʣʽ, ʷʢʱʦ ʚʦʥʘ ʚʽʜʧʦʚʽʜʘʻ 

ʩʪʨʫʢʪʫʨʽ, ʚʠʟʥʘʯʝʥʽʡ ʤʝʪʘʤʦʜʝʣʣʶ. ʄʝʪʘʤʦʜʝʣʴ UML ʚʠʟʥʘʯʘʻ ʩʪʨʫʢʪʫʨʫ, ʷʢʫ ʧʦʚʠʥʥʽ 

ʤʘʪʠ ʚʩʽ ʤʦʜʝʣʽ UML [52]. 

 

ʈʠʩʫʥʦʢ 2.5 ï ʏʦʪʠʨʠʨʽʚʥʝʚʘ ʘʨʭʽʪʝʢʪʫʨʘ ʤʝʪʘʤʦʜʝʣʽ  [52] 

ʆʧʠʩʘʥʠʡ ʚʠʱʝ ʤʝʪʘ-ʦʙ'ʻʢʪʥʠʡ ʧʽʜʭʽʜ (MOF, Meta-Object Facility) ï ʮʝ  ʩʪʘʥʜʘʨʪ 

ʜʣʷ ʨʦʟʨʦʙʢʠ ʘʨʭʽʪʝʢʪʫʨʠ, ʢʝʨʦʚʘʥʦʾ ʤʦʜʝʣʷʤʠ, ʨʦʟʨʦʙʣʝʥʠʡ OMG, ʷʢʠʡ ʧʨʠʟʥʘʯʝʥʠʡ 

ʜʣʷ ʨʦʟʨʦʙʢʠ ʤʦʚʦʶ UML. ʍʦʯʘ OMG ʧʝʨʝʜʙʘʯʘʻ  ʚʠʢʦʨʠʩʪʘʥʥʷ ʪʘʢʦʞ ʽʥʰʠʭ ʤʦʚ, ʪʘʢʠʭ 

ʷʢ  SysML, SPEM ʘʙʦ ʞ CWM. ʆʜʥʘʢ ʫ ʧʦʜʘʣʴʰʦʤʫ ʤʠ ʙʫʜʝʤʦ ʧʨʠʪʨʠʤʫʚʘʪʠʩʴ ʧʨʘʚʠʣ 

ʽ ʥʦʪʘʮʽʾ UML. ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʢʦʥʩʪʨʫʢʪʠʚʥʦ ʬʦʨʤʘʣʽʟʫʚʘʪʠ ʥʘʡʙʽʣʴʰ ʘʙʩʪʨʘʢʪʥʽ 

ʧʦʥʷʪʪʷ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ, ʧʨʦʪʝ ʥʝ ʧʝʨʝʜʙʘʯʘʻ ʦʧʠʩʫ ʩʝʤʘʥʪʠʢʠ ʢʦʥʢʨʝʪʥʦʾ 

ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ. ʆʜʥʘʢ, ʨʦʟʨʦʙʥʠʢʠ UML ʚʠʥʘʡʰʣʠ ʛʥʫʯʢʠʡ ʩʧʦʩʽʙ ʧʦʻʜʥʘʪʠ 

ʟʘʛʘʣʴʥʠʡ ʧʽʜʭʽʜ MOF ʟ ʤʦʞʣʠʚʽʩʪʶ ʘʜʘʧʪʫʚʘʪʠ ʾʭ ʜʣʷ ʜʣʷ ʨʽʟʥʠʭ ʧʣʘʪʬʦʨʤ ʘʙʦ ʜʦʤʝʥʽʚ. 

ʎʝʡ ʧʽʜʭʽʜ ʥʦʩʠʪʴ ʥʘʟʚʫ ʧʘʢʝʪ Profiles. ʇʨʦʬʽʣʴ ï ʮʝ  ʦʙʤʝʞʝʥʘ ʬʦʨʤʘ ʤʝʪʘʤʦʜʝʣʽ, ʷʢʘ 
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ʟʘʚʞʜʠ ʧʦʚʠʥʥʘ ʨʦʟʰʠʨʶʚʘʪʠ ʧʝʚʥʫ ʝʪʘʣʦʥʥʫ ʤʝʪʘʤʦʜʝʣʴ, ʩʪʚʦʨʝʥʫ ʟ MOF, ʥʘʧʨʠʢʣʘʜ 

UML. ʊʘʢʠʤ ʯʠʥʦʤ, ʡʦʛʦ ʤʦʞʥʘ ʨʦʟʛʣʷʜʘʪʠ ʥʘ ʪʦʤʫ ʞ ʤʝʪʘ-ʤʝʪʘʨʽʚʥʽ, ʱʦ ʡ MOF ï ʥʘ 

ʦʜʠʥ ʨʽʚʝʥʴ ʚʠʱʝ, ʥʽʞ ʤʝʪʘʤʦʜʝʣʴ UML, ʪʦʙʪʦ ʮʝ ʻ ʨʽʚʝʥʴ ὓ . 

ʊʦʤʫ, ʥʘʰʘ ʤʝʪʘ-ʤʝʪʘʤʦʜʝʣʴ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ʩʪʨʫʢʪʫʨʦʚʘʥʘ ʜʚʦʤʘ ʦʩʥʦʚʥʠʤʠ 

UML ʧʘʢʝʪʘʤʠ:  

1. ʇʝʨʰʠʡ ʤʽʩʪʠʪʴ ʚʠʟʥʘʯʝʥʥʷ ʪʠʧʽʚ ʜʘʥʠʭ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʤʝʪʘ-ʢʣʘʩʘʤʠ, 

ʦʧʠʩʘʥʠʤʠ ʚ ʧʘʢʝʪʽ ʝʣʝʤʝʥʪʽʚ ʤʦʜʝʣʽ.  

2. ɼʨʫʛʠʡ ʤʽʩʪʠʪʴ ʝʣʝʤʝʥʪʠ ʤʦʜʝʣʝʡ, ʷʢʽ ʧʨʝʜʩʪʘʚʣʝʥʽ ʤʝʪʘʢʣʘʩʘʤʠ. 

ʅʘ ʈʠʩʫʥʢʫ 2.6 ʧʨʠʚʝʜʝʥʦ ʩʭʝʤʘ ʇʨʦʬʽʣʷ ʜʦʤʝʥʫ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ, ʷʢʠʡ 

ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʚʦʭ ʚʟʘʻʤʦʟʚ'ʷʟʘʥʠʭ ʧʘʢʝʪʽʚ. 

 

ʈʠʩʫʥʦʢ 2.6 ï ʄʦʜʝʣʴ ʜʦʤʝʥʫ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʥʘ ʨʽʚʥʽ ʧʘʢʝʪʘ 

ʇʦʢʘʟʘʥʘ ʥʘ ʈʠʩʫʥʢʫ 2.6 ʩʭʝʤʘ ʧʘʢʝʪʘ ʤʘʻ ʙʫʪʠ ʥʘʧʦʚʥʝʥʘ ʝʣʝʤʝʥʪʘʤʠ ʧʽʩʣʷ 

ʨʝʪʝʣʴʥʦʛʦ ʘʥʘʣʽʟʫ ʩʝʤʘʥʪʠʢʠ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ. ʎʝ ʙʫʜʝ ʧʝʨʰʠʡ ʢʨʦʢ ʬʦʨʤʘʣʽʟʘʮʽʾ 

ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ʰʣʷʭʦʤ ʚʠʟʥʘʯʝʥʥʷ ʝʣʝʤʝʥʪʽʚ ʪʘ ʾʭ ʪʠʧʽʚ.  ʅʘ ʈʠʩʫʥʢʫ 2.7 ʧʦʢʘʟʘʥʽ 

ʪʠʧʠ ʜʘʥʠʭ ʝʣʝʤʝʥʪʽʚ ʜʣʷ ʟʘʣʝʞʥʦʩʪʝʡ ʚ ʜʦʤʝʥʽ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʨʽʟʥʦʾ ʧʨʠʨʦʜʠ, ʷʢʽ 

ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʚ ʤʦʜʝʣʽ ʜʦʤʝʥʫ. ʊʠʧ ʜʘʥʠʭ ʧʝʨʝʣʽʯʫʚʘʥʥʷ ʥʘ ʨʽʚʥʽ ὓ  ʚʠʟʥʘʯʝʥʦ ʷʢ 

ʥʘʡʙʽʣʴʰ ʧʨʠʡʥʷʪʥʠʡ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʥʘ ʥʠʞʥʽʭ ʨʽʚʥʷʭ ʤʦʜʝʣʶʚʘʥʥʷ. ʎʝ 

ʦʙˇʨʫʥʪʦʚʘʥʘ ʘʙʩʪʨʘʢʮʽʷ ʥʘ ʨʽʚʥʽ ὓ  ʜʣʷ ʪʠʧʽʚ ʘʢʪʠʚʽʚ ʪʘ ʟʘʣʝʞʥʦʩʪʝʡ ʨʽʟʥʦʾ ʧʨʠʨʦʜʠ 

(ʥʘʧʨʠʢʣʘʜ: ʣʦʛʽʯʥʠʭ, ʪʝʭʥʦʣʦʛʽʯʥʠʭ, ʯʘʩʦʚʠʭ, ʣʶʜʩʴʢʠʭ, ʦʨʛʘʥʽʟʘʮʽʡʥʠʭ, ʪʦʱʦ), ʘ ʪʘʢʦʞ 

ʬʘʢʪʦʨʽʚ ʟʘʛʨʦʟ (ʥʘʧʨʠʢʣʘʜ: ʢʽʙʝʨʥʝʪʠʯʥʘ, ʬʽʟʠʯʥʘ, ʝʢʦʥʦʤʽʯʥʘ, ʪʦʱʦ). 
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ʈʠʩʫʥʦʢ 2.7 ï ʄʦʜʝʣʴ ʜʦʤʝʥʫ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ - ʧʘʢʝʪ ʪʠʧʽʚ ʜʘʥʠʭ 

ʉʪʚʦʨʝʥʥʷ ʇʨʦʬʽʣʶ ʜʦʤʝʥʫ ʜʦʟʚʦʣʷʻ ʪʝʧʝʨ ʦʙˇʨʫʥʪʦʚʘʥʦ ʧʝʨʝʡʪʠ ʜʦ ʤʝʪʘʤʦʜʝʣʽ 

ʜʦʤʝʥʫ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. ʅʘ ʈʠʩʫʥʢʫ 2.8 ʧʨʝʜʩʪʘʚʣʝʥʦ ʤʝʪʘʤʦʜʝʣʴ ʷʢ ʥʘʙʽʨ 
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ʚʟʘʻʤʦʟʚ'ʷʟʘʥʠʭ ʤʝʪʘʢʣʘʩʽʚ, ʢʦʞʝʥ ʟ ʷʢʠʭ ʚʽʜʧʦʚʽʜʘʻ ʬʫʥʜʘʤʝʥʪʘʣʴʥʠʤ ʢʘʪʝʛʦʨʽʷʤ 

ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ.  

 

ʈʠʩʫʥʦʢ 2.8 ï ʄʦʜʝʣʴ ʜʦʤʝʥʫ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ - ʧʘʢʝʪ ʝʣʝʤʝʥʪʽʚ 

ɼʝʷʢʽ ʟ ʝʣʝʤʝʥʪʽʚ ʧʨʝʜʩʪʘʚʣʝʥʦ ʷʢ ʩʪʝʨʝʦʪʠʧʠ UML, ʽʥʰʽ ï ʷʢ ʪʠʧʠ ʜʘʥʠʭ UML. 

ʄʝʪʘ-ʢʣʘʩʠ UML, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʤʦʜʝʣʽ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ, 

ʚʠʙʠʨʘʶʪʴʩʷ ʜʣʷ ʪʦʛʦ, ʱʦʙ ʫ ʧʦʜʘʣʴʰʦʤʫ ʦʪʨʠʤʘʪʠ ʤʦʜʝʣʴ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʦʙʨʘʥʦʾ 

ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ, ʷʢʘ ʜʦʟʚʦʣʠʪʴ ʧʝʨʝʡʪʠ ʜʦ ʨʽʚʥʷ ὓ  ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʜʽʘʛʨʘʤ 

ʧʨʝʮʝʜʝʥʪʽʚ ʪʘ ʜʽʘʛʨʘʤ ʢʣʘʩʽʚ.  

ʍʘʨʘʢʪʝʨʥʦʶ ʻ ʥʘʷʚʥʽʩʪʴ ʝʣʝʤʝʥʪʽʚ, ʱʦ ʦʧʠʩʫʶʪʴ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʫʧʨʘʚʣʽʥʥʷ, 

ʚʣʘʩʪʠʚʦʩʪʽ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʪʘ ʢʽʙʝʨʟʘʛʨʦʟ. ɺ ʮʽʣʦʤʫ UML ʧʨʦʬʽʣʴ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ 

ʷʢ ʤʝʪʘ-ʤʝʪʘʤʦʜʝʣʴ ʨʽʚʥʷ ὓ  ʧʦʢʘʟʘʥʦ ʥʘ ʈʠʩʫʥʢʫ 2.9. 
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ʈʠʩʫʥʦʢ 2.9 ï UML ʇʨʦʬʽʣʴ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ 

ʅʘʷʚʥʽʩʪʴ ʤʝʪʘʤʦʜʝʣʽ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʜʦʟʚʦʣʷʻ ʪʝʧʝʨ ʦʙˇʨʫʥʪʦʚʘʥʦ ʧʝʨʝʡʪʠ 

ʥʘ ʨʽʚʝʥʴ ʤʦʜʝʣʽ UML ʨʽʚʥʷ ὓ . ʅʘ ʮʴʦʤʫ ʝʪʘʧʽ ʥʝʦʙʭʽʜʥʦ ʚʞʝ ʚʠʟʥʘʯʠʪʠ ʧʨʝʜʤʝʪʥʫ 

ʦʙʣʘʩʪʴ, ʜʣʷ ʷʢʦʾ ʤʘʻ ʙʫʪʠ ʧʦʙʫʜʦʚʘʥʘ ʤʦʜʝʣʴ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. ɺ ʜʘʥʽʡ ʨʦʙʦʪʽ ʪʘʢʦʶ 

ʧʨʝʜʤʝʪʥʦʶ ʦʙʣʘʩʪʶ ʙʫʣʘ ʦʙʨʘʥʘ ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʯʥʘ ʩʠʩʪʝʤʘ, ʧʨʠʯʦʤʫ ʥʘ ʧʨʠʢʣʘʜʽ 

ʦʜʥʽʻʾ ʟ ʾʾ ʛʦʣʦʚʥʠʭ ʬʫʥʢʮʽʡ ï ʩʠʩʪʝʤʠ ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʜʣʷ ʢʦʨʠʩʪʫʚʘʯʽʚ.  

ʈʦʟʨʦʙʢʘ UML ʨʽʚʥʷ ὓ  ʻ ʧʝʨʝʜʫʤʦʚʦʶ ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʢʽʣʴʢʽʩʥʦʾ ʤʦʜʝʣʽ. ʈʽʚʝʥʴ 

ὓ  ʧʝʨʝʜʙʘʯʘʻ ʨʦʟʨʦʙʢʫ 15 ʜʽʘʛʨʘʤ. ʇʨʦʪʝ, ʚʦʥʠ ʥʝ ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʫ ʧʦʚʥʦʤʫ 

ʦʙʩʷʟʽ, ʘ ʜʣʷ ʤʦʜʝʣʶʚʘʥʥʷ ʜʦʤʝʥʫ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʥʝ ʙʽʣʴʰʝ ʪʨʴʦʭ. ɿʦʢʨʝʤʘ, ʮʝ 
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ʜʽʘʛʨʘʤʘ ʢʣʘʩʽʚ, ʜʽʘʛʨʘʤʘ ʧʨʝʮʝʜʝʥʪʽʚ ʪʘ ʜʽʘʛʨʘʤʘ ʢʦʤʧʦʥʝʥʪʽʚ. ɼʽʘʛʨʘʤʠ ʢʣʘʩʽʚ 

ʧʨʠʟʥʘʯʝʥʽ ʜʣʷ ʚʽʜʦʙʨʘʞʝʥʥʷ ʩʪʨʫʢʪʫʨʠ ʩʠʩʪʝʤʠ ʯʝʨʝʟ ʧʦʚôʷʟʘʥʽ ʢʣʘʩʠ ʪʘ ʽʥʪʝʨʬʝʡʩʠ, ʟ 

ʾʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ ʪʘ ʦʙʤʝʞʝʥʥʷʤʠ. ɼʽʘʛʨʘʤʠ ʢʦʤʧʦʥʝʥʪʽʚ ʧʦʢʘʟʫʶʪʴ ʢʦʤʧʦʥʝʥʪʠ ʪʘ 

ʟʘʣʝʞʥʦʩʪʽ ʤʽʞ ʥʠʤʠ. ɼʽʘʛʨʘʤʠ ʚʘʨʽʘʥʪʽʚ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʨʠʟʥʘʯʝʥʽ ʜʣʷ ʜʝʤʦʥʩʪʨʘʮʽʾ 

ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʤʦʞʣʠʚʦʩʪʝʡ ʧʨʠ ʚʟʘʻʤʦʜʽʾ  ʤʽʞ  ʘʢʪʦʨʘʤʠ. 

ʅʘ ʈʠʩʫʥʢʫ 2.10 ʧʦʢʘʟʘʥʘ ʜʽʘʛʨʘʤʘ ʢʣʘʩʽʚ ʜʣʷ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʝʥʝʨʛʝʪʠʯʥʦʾ 

ʩʠʩʪʝʤʠ, ʷʢʫ ʧʨʠ ʮʴʦʤʫ ʱʝ ʤʦʞʥʘ ʜʝʪʘʣʽʟʫʚʘʪʠ. ʆʜʥʘʢ, ʚʦʥʘ ʧʨʠʚʝʜʝʥʘ ʪʽʣʴʢʠ ʜʣʷ ʧʦʢʘʟʫ 

ʩʪʨʫʢʪʫʨʠ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ. ʇʨʦʪʝ, ʥʘ ʚʽʜʤʽʥʫ ʚʽʜ ʥʦʪʘʮʽʾ ɹʫʯʘ, 

ʜʽʘʛʨʘʤʘ ʚ ʢʣʘʩʽʚ UML ʢʣʘʩʠʬʽʢʫʻʪʴʩʷ ʷʢ ʩʪʨʫʢʪʫʨʥʘ ʽ ʧʨʷʤʦ ʥʝ ʚʧʣʠʚʘʻ ʥʘ ʢʽʣʴʢʽʩʥʫ 

ʦʧʝʨʘʮʽʡʥʫ ʤʦʜʝʣʴ. 

ʅʘʪʦʤʽʩʪʴ ʜʽʘʛʨʘʤʘ ʧʨʝʮʝʜʝʥʪʽʚ, ʷʢʘ ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʤʥʦʞʠʥʠ ʧʦʚʝʜʽʥʢʦʚʠʭ 

ʜʽʘʛʨʘʤ ʷʚʣʷʻ ʩʦʙʦʶ ʞʠʪʪʻʟʜʘʪʥʠʡ ʽ ʚʠʟʥʘʯʝʥʠʡ ʩʧʦʩʽʙ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ 

ʘʩʧʝʢʪʽʚ ʩʠʩʪʝʤʠ ʚ ʜʠʥʘʤʽʮʽ. 
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ʈʠʩʫʥʦʢ 2.10 ï ɼʽʘʛʨʘʤʘ ʢʣʘʩʽʚ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʜʣʷ ʜʦʤʝʥʫ 

ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʯʥʦʾ ʩʠʩʪʝʤʠ 
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2.5 ʆʪʨʠʤʘʥʥʷ ʢʽʣʴʢʽʩʥʦʾ ʤʦʜʝʣʽ 

ʇʝʨʝʭʽʜ ʜʦ ʦʪʨʠʤʘʥʥʷ ʢʽʣʴʢʽʩʥʦʾ ʤʦʜʝʣʽ, ʪʦʙʪʦ ʪʘʢʦʾ ʤʦʜʝʣʽ, ʥʘ ʦʩʥʦʚʽ ʷʢʦʾ ʤʦʞʥʘ 

ʜʘʚʘʪʠ ʢʽʣʴʢʽʩʥʫ ʦʮʽʥʢʫ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʻ ʜʦʩʠʪʴ ʥʝʪʨʠʚʽʘʣʴʥʦʶ ʟʘʜʘʯʝʶ. ʗʢ 

ʟʘʟʥʘʯʘʣʦʩʷ ʚʠʱʝ ʤʠ ʥʝ ʤʦʞʝʤʦ ʦʙʽʡʪʠʩʷ ʙʝʟ ʨʦʟʨʦʙʢʠ ʜʽʘʛʨʘʤ ʧʨʝʮʝʜʝʥʪʽʚ ʽ ʧʘʢʝʪʽʚ ʷʢ 

ʝʣʝʤʝʥʪʽʚ ʨʽʚʥʷ ˙. ʆʜʥʘʢ, ʮʝ ʙʫʜʝ ʣʠʰʝ ʥʝʦʙʭʽʜʥʦʶ ʤʽʨʦʶ, ʧʨʦʪʝ ʥʝʜʦʩʪʘʪʥʴʦʶ. ʊʦʤʫ 

ʱʦ, ʧʦʪʨʽʙʥʦ ʦʪʨʠʤʘʪʠ ʱʝ ʤʦʜʝʣʴ ʨʽʚʥʷ ˙, ʱʦ ʬʘʢʪʠʯʥʦ ʦʟʥʘʯʘʻ ʥʝʦʙʭʽʜʥʽʩʪʴ ʦʙʨʘʪʠ 

ʧʝʚʥʫ ʤʦʜʝʣʴ, ʷʢʘ ʤʘʻ ʚʣʘʩʪʠʚʦʩʪʽ ʨʦʟʨʘʭʫʥʢʦʚʦʾ ʩʭʝʤʠ. ɯ ʚʦʜʥʦʯʘʩ, ʱʦʙ ʮʷ ʤʦʜʝʣʴ ʤʘʣʘ 

ʙ ʣʦʛʽʯʥʠʡ ʟʚ'ʷʟʦʢ ʟ ʤʦʜʝʣʣʶ ʨʽʚʥʷ ʄ1. ɼʦʩʣʽʜʥʠʢʠ ʥʘ ʮʴʦʤʫ ʝʪʘʧʽ  ʦʧʠʥʷʶʪʴʩʷ ʫ ʩʠʪʫʘʮʽʾ 

ʨʦʟʜʦʨʽʞʞʷ. ɻʦʪʦʚʽ ʨʽʰʝʥʥʷ, ʷʢʽ ʧʨʦʧʦʥʫʶʪʴ ʜʝʷʢʽ ʨʦʟʨʦʙʥʠʢʠ  ʦʙʤʝʞʝʥʦ ʧʨʠʜʘʪʥʽ ʜʣʷ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʚ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. ʋ ʜʝʢʽʣʴʢʦʭ ʨʦʙʦʪʘʭ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʧʨʦʬʽʣʽʚ UML ʫ ʩʬʝʨʘʭ ʥʘʜʽʡʥʦʩʪʽ ʪʘ ʙʝʟʧʝʢʠ, ʥʘʧʨʠʢʣʘʜ: MARTE [53] (ʤʦʜʝʣʶʚʘʥʥʷ 

ʪʘ ʘʥʘʣʽʟ ʩʠʩʪʝʤ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ ʪʘ ʚʙʫʜʦʚʘʥʠʭ ʩʠʩʪʝʤ), UMLsec [54] (ʮʝ ʜʦʟʚʦʣʷʻ 

ʚʢʘʟʫʚʘʪʠ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʙʝʟʧʝʢʫ ʧʽʜ ʯʘʩ ʨʦʟʨʦʙʢʠ ʩʠʩʪʝʤʠ ʙʝʟʧʝʢʠ ʢʨʠʪʠʯʥʦ 

ʚʘʞʣʠʚʠʭ ʩʠʩʪʝʤ ʽ ʟʘʙʝʟʧʝʯʫʻ ʽʥʩʪʨʫʤʝʥʪʘʣʴʥʫ ʧʽʜʪʨʠʤʢʫ ʜʣʷ ʬʦʨʤʘʣʴʥʦʾ ʧʝʨʝʚʽʨʢʠ 

ʙʝʟʧʝʢʠ).  

ʆʪʞʝ, ʥʝʦʙʭʽʜʥʦ ʦʙʠʨʘʪʠ ʷʢʫʩʴ ʚʽʜʧʦʚʽʜʥʫ ʢʽʣʴʢʽʩʥʫ ʤʦʜʝʣʴ, ʩʧʨʦʤʦʞʥʫ 

ʚʠʢʦʨʠʩʪʘʪʠ ʨʽʰʝʥʥʷ ʚʠʱʦʛʦ ʨʽʚʥʷ ʤʦʜʝʣʶʚʘʥʥʷ.  ʉʝʨʝʜ ʤʦʞʣʠʚʠʭ ʢʘʥʜʠʜʘʪʽʚ ʜʣʷ 

ʪʘʢʦʛʦ ʢʽʣʴʢʽʩʥʦʛʦ ʬʦʨʤʘʣʽʟʤʫ ʥʘʡʙʽʣʴʰ ʧʝʨʩʧʝʢʪʠʚʥʠʤʠ ʚʠʛʣʷʜʘʶʪʴ ʫʟʘʛʘʣʴʥʝʥʽ 

ʩʪʦʭʘʩʪʠʯʥʽ ʤʝʨʝʞʽ ʇʝʪʨʽ  ʪʘ ʤʝʨʝʞʽ ɹʘʻʩʘ [55]. ɸʧʨʽʦʨʥʦ ʧʝʨʝʚʘʛʠ ʦʜʥʦʛʦ ʧʽʜʭʦʜʫ ʧʝʨʝʜ 

ʽʥʰʠʤ ʥʝʚʽʜʦʤʽ, ʘ ʦʪʨʠʤʘʪʠ ʷʢʽʩʴ ʦʙôʻʢʪʠʚʥʽ ʦʮʽʥʢʠ ʜʦʩʠʪʴ ʚʘʞʢʦ. ʇʨʦʪʝ, ʫ ʥʘʫʢʦʚʽʡ 

ʣʽʪʝʨʘʪʫʨʽ ʧʨʝʜʩʪʘʚʣʝʥʦ ʟʥʘʯʥʫ ʢʽʣʴʢʽʩʪʴ ʧʫʙʣʽʢʘʮʽʾ, ʟʦʢʨʝʤʘ [56-58] ʧʨʦ ʫʩʧʽʰʥʝ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʙʘʻʩʦʚʠʭ ʤʝʨʝʞ ʫ ʨʽʟʥʠʭ ʩʬʝʨʘʭ ʟʘʩʪʦʩʫʚʘʥʴ, ʟʦʢʨʝʤʘ ʽ ʟʽ ʩʬʝʨʠ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. ʊʦʤʫ, ʤʠ ʟʫʧʠʥʠʤʦ ʩʚʽʡ ʚʠʙʽʨ ʩʘʤʝ ʥʘ ʤʝʪʦʜʽ ʙʘʻʩʦʚʠʭ ʤʝʨʝʞ. 

ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʩʭʝʤʘ [50] ʩʧʨʠʷʪʠʤʝ ʧʝʨʝʭʦʜʫ ʚʽʜ ʤʦʜʝʣʽ ʚʠʱʦʛʦ ʨʽʚʥʷ, ʱʦ 

ʙʘʟʫʻʪʴʩʷ ʥʘ UML, ʜʦ ʬʦʨʤʘʣʴʥʦʾ ʢʽʣʴʢʽʩʥʦʾ ʤʦʜʝʣʽ, ʷʢʘ ʻ ʙʘʻʩʦʚʦʶ ʤʝʨʝʞʝʶ. 

ʆʪʨʠʤʘʥʥʷ ʢʽʣʴʢʽʩʥʦʾ ʤʦʜʝʣʽ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʚʽʜʙʫʚʘʻʪʴʩʷ ʟʘ ʜʚʦʝʪʘʧʥʦʶ ʩʭʝʤʦʶ: 

 

 

 



97 
 

1) ʉʪʚʦʨʠʪʠ ʘʥʦʪʦʚʘʥʫ ʬʫʥʢʮʽʦʥʘʣʴʥʫ ʤʦʜʝʣʴ. 

2) ʆʪʨʠʤʘʪʠ ʬʦʨʤʘʣʴʥʫ ʢʽʣʴʢʽʩʥʫ ʤʦʜʝʣʴ ʥʘ ʦʩʥʦʚʽ ʙʘʻʩʦʚʦʾ ʤʝʨʝʞʽ, ʥʘʜʘʣʽ 

ʙʫʜʝʤʦ ʚʞʠʚʘʪʠ ʩʢʦʨʦʯʝʥʥʷ BN. 

ɸʥʦʪʦʚʘʥʘ ʬʫʥʢʮʽʦʥʘʣʴʥʘ ʤʦʜʝʣʴ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʩʫʤʽʱʝʥʥʷ ʜʚʦʭ ʜʽʘʛʨʘʤ UML: 

ɼʽʘʛʨʘʤʠ ʧʨʝʮʝʜʝʥʪʽʚ ʪʘ ɼʽʘʛʨʘʤʠ ʢʦʤʧʦʥʝʥʪʽʚ. ɯʜʝʷ ʮʴʦʛʦ ʩʫʤʽʱʝʥʥʷ ʚ ʪʦʤʫ, ʱʦ 

ɼʽʘʛʨʘʤʘ ʢʦʤʧʦʥʝʥʪʽʚ ʤʽʩʪʠʪʴ ʘʢʪʠʚʠ, ʘ ɼʽʘʛʨʘʤʘ ʧʨʝʮʝʜʝʥʪʽʚ ʧʦʢʘʟʫʻ ʜʽʾ  ʘʢʪʦʨʽʚ ʥʘʜ 

ʘʢʪʠʚʘʤʠ  ʜʣʷ ʚʠʢʦʥʘʥʥʷ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʬʫʥʢʮʽʡ, ʩʝʨʝʜ ʷʢʠʭ ʦʩʦʙʣʠʚʝ ʤʽʩʮʝ ʟʘʡʤʘʶʪʴ 

ʢʨʠʪʠʯʥʽ ʬʫʥʢʮʽʾ. ʂʨʠʪʠʯʥʽ ʬʫʥʢʮʽʾ ʪʘ ʘʢʪʠʚʠ ʧʦʚôʷʟʘʥʽ ʤʽʞ ʩʦʙʦʶ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: 

1) ʄʦʞʥʘ ʚʢʘʟʘʪʠ ʢʦʤʧʦʥʝʥʪʠ, ʷʢʽ ʥʘʜʘʶʪʴ ʬʫʥʢʮʽʾ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ UML ʪʝʛ 

çʥʘʜʘʥʠʡè ʜʽʘʛʨʘʤʠ ʧʨʝʮʝʜʝʥʪʽʚ (ʥʘʧʨʠʢʣʘʜ: ʢʨʠʪʠʯʥʽʡ ʬʫʥʢʮʽʾ 1 ʥʘʜʘʻʪʴʩʷ ʘʢʪʠʚ 1, ʘ 

ʢʨʠʪʠʯʥʽʡ ʬʫʥʢʮʽʾ 2 ï ʘʢʪʠʚ 2); 

2) ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʟʘʣʝʞʥʽʩʪʴ çincludeè, ʤʦʜʝʣʴ ʤʦʞʝ ʧʝʨʝʜʙʘʯʠʪʠ, ʱʦ 

ʚʘʨʽʘʥʪ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʦʞʝ ʤʘʪʠ ʽʥʰʠʡ ʚʘʨʽʘʥʪ ʚʠʢʦʨʠʩʪʘʥʥʷ, ʱʦʙ ʙʫʪʠ ʚʠʢʦʥʘʥʠʤ 

(ʥʘʧʨʠʢʣʘʜ, CF ʧʦʪʨʝʙʫʻ CF1 ʽ CF2). 

3) ɺʩʽ ʽʥʰʽ  ʟʚ'ʷʟʢʠ  ʽʥʪʝʨʧʨʝʪʫʶʪʴʩʷ ʪʝʛʘʤʠ <<ʟʘʣʝʞʠʪʴ ʚʽʜ>> ʘʙʦ 

<<ʚʧʣʠʚʘʻ>>. ɿʘ ʜʦʧʦʤʦʛʦʶ ʮʠʭ ʩʪʝʨʝʦʪʠʧʽʚ ʤʦʞʥʘ ʚʠʟʥʘʯʠʪʠ ʢʦʥʢʨʝʪʥʽ ʚʭʦʜʠ ʪʘ 

ʚʠʭʦʜʠ, ʱʦ ʧʦʟʥʘʯʘʶʪʴ ʟʘʣʝʞʥʽʩʪʴ ʤʽʞ ʜʚʦʤʘ ʬʫʥʢʮʽʷʤʠ, ʷʢʫ ʢʽʣʴʢʽʩʥʦ ʦʮʽʥʶʚʘʪʠ 

ʜʽʡʩʥʠʤ ʯʠʩʣʦʤ ʚ ʜʽʘʧʘʟʦʥʽ ʚʽʜ 0 ʜʦ 1. 

ɼʣʷ ʩʧʝʮʠʬʽʢʘʮʽʾ ʘʪʘʢʠ ʧʦʨʷʜ ʟ ʘʢʪʦʨʘʤʠ, ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʥʦʨʤʘʣʴʥʝ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʪʨʝʙʘ ʜʦʜʘʪʠ ʪʘʢʦʞ ʘʢʪʦʨʽʚ-ʟʣʦʚʤʠʩʥʠʢʽʚ, ʚʽʜʧʦʚʽʜʥʦ ʟʚôʷʟʘʚʰʠ ʾʭ ʟ 

ʘʢʪʠʚʘʤʠ, ʥʘ ʷʢʽ ʚʦʥʠ ʚʧʣʠʚʘʶʪʴ. ʋ ʢʦʥʮʝʧʮʽʾ ʘʥʦʪʦʚʘʥʦʾ ʬʫʥʢʮʽʦʥʘʣʴʥʦʾ ʤʦʜʝʣʽ ʤʦʞʫʪʴ 

ʙʫʪʠ ʜʦʜʘʥʽ ʷʢ ʘʜʘʧʪʠʚʥʽ ʟʜʽʙʥʦʩʪʽ, ʪʘʢ ʽ ʟʜʽʙʥʦʩʪʽ ʜʦ ʚʽʜʥʦʚʣʝʥʥʷ (restorative). 

ʉʣʽʜ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʥʘ ʦʩʥʦʚʽ UML ʇʨʦʬʽʣʶ ʤʦʞʥʘ ʡʤʦʚʽʨʥʦ ʩʪʚʦʨʠʪʠ ʢʨʘʱʽ 

ʢʽʣʴʢʽʩʥʽ ʤʦʜʝʣ,̔ ʥʽʞ ʪʘ, ʷʢʘ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ ʜʘʥʦʤʫ ʜʦʩʣʽʜʞʝʥʥʽ. ʆʜʥʘʢ ï ʮʝ ʩʧʨʘʚʘ 

ʤʘʡʙʫʪʥʽʭ ʜʦʩʣʽʜʞʝʥʴ. 

ɹʘʻʩʦʚʘ ʤʝʨʝʞʘ [59] ʥʘʜʘʻ ʛʨʘʬʽʯʥʝ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʩʧʽʣʴʥʦʛʦ ʨʦʟʧʦʜʽʣʫ 

ʡʤʦʚʽʨʥʦʩʪʝʡ ʥʘʜ ʥʘʙʦʨʦʤ ʚʠʧʘʜʢʦʚʠʭ ʟʤʽʥʥʠʭ ʽʟ ʤʦʞʣʠʚʠʤ ʚʟʘʻʤʥʠʤ ʧʨʠʯʠʥʥʦ-

ʥʘʩʣʽʜʢʦʚʠʤ ʟʚôʷʟʢʦʤ. ʎʷ  ʤʝʨʝʞʘ ʦʨʛʘʥʽʟʦʚʘʥʘ ʷʢ ʥʘʧʨʘʚʣʝʥʠʡ  ʘʮʠʢʣʽʯʥʠʡ ʛʨʘʬ (DAG), 

ʚʫʟʣʠ ʷʢʦʛʦ ʧʨʝʜʩʪʘʚʣʷʶʪʴ ʚʠʧʘʜʢʦʚʽ ʚʝʣʠʯʠʥʠ, ʘ ʜʫʛʠ ʧʨʝʜʩʪʘʚʣʷʶʪʴ ʧʨʠʯʠʥʥʽ ʚʧʣʠʚʠ 

ʤʽʞ ʧʘʨʦʶ ʚʫʟʣʽʚ. ʋʤʦʚʥʠʡ ʨʦʟʧʦʜʽʣ ʡʤʦʚʽʨʥʦʩʪʝʡ ʚʠʟʥʘʯʘʻʪʴʩʷ ʜʣʷ ʢʦʞʥʦʛʦ ʚʫʟʣʘ 
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ʤʝʨʝʞʽ: ʫ ʟʚʠʯʘʡʥʦʤʫ ʚʠʧʘʜʢʫ ʜʠʩʢʨʝʪʥʠʭ ʚʠʧʘʜʢʦʚʠʭ ʚʝʣʠʯʠʥ ʬʫʥʢʮʽʷ ʫʤʦʚʥʦʾ 

ʡʤʦʚʽʨʥʦʩʪʽ ʯʘʩʪʦ ʧʨʝʜʩʪʘʚʣʝʥʘ ʪʘʙʣʠʮʝʶ ʫʤʦʚʥʦʾ ʡʤʦʚʽʨʥʦʩʪʽ (CPT). ɹʘʻʩʦʚʘ ʤʝʨʝʞʘ 

ʙʫʣʘ ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʘʥʘ ʫ ʙʘʛʘʪʴʦʭ ʥʘʫʢʦʚʠʭ ʜʦʩʣʽʜʞʝʥʥʷʭ. ɿʦʢʨʝʤʘ, ʚ ʦʙʣʘʩʪʽ 

ʥʘʜʽʡʥʦʩʪʽ ʩʠʩʪʝʤ ʽ ʧʨʦʛʥʦʟʫʚʘʥʥʷ ʨʠʟʠʢʽʚ [60], ʘ ʪʘʢʦʞ ʫ ʙʝʟʧʝʮʽ ʤʝʨʝʞ [61]. ɺ ʮʠʭ 

ʛʨʘʬʘʭ ʫʩʽ ʮʠʢʣʠ ʤʘʶʪʴ ʙʫʪʠ ʚʠʢʣʶʯʝʥʽ. ɯʥʰʦʶ ʦʩʦʙʣʠʚʽʩʪʶ ʻ ʪʝ, ʱʦ ʤʝʭʘʥʽʟʤʠ 

çʟʘʭʠʩʪʫè, ʘʙʦ çʚʽʜʥʦʚʣʝʥʥʷè ʟʘʚʞʜʠ ʤʘʶʪʴ ʧʽʜʪʨʠʤʫʚʘʪʠʩʷ ʘʜʘʧʪʠʚʥʦʶ ʟʜʘʪʥʽʩʪʶ, ʘʙʦ 

ʞ ʚʽʜʥʦʚʣʶʚʘʣʴʥʦʶ ʟʜʘʪʥʽʩʪʶ. 

ɸʣʛʦʨʠʪʤ ʢʦʨʝʢʪʥʦʾ ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʘʥʦʪʦʚʘʥʦʾ ʬʫʥʢʮʽʦʥʘʣʴʥʦʾ ʤʦʜʝʣʽ ʫ ʙʘʡʻʩʦʚʫ 

ʤʝʨʝʞʫ ʥʘ ʦʩʥʦʚʽ ʧʨʘʚʠʣ, ʧʨʠʚʝʜʝʥʦ ʥʠʞʯʝ ʫ ʬʦʨʤʽ ʧʩʝʚʜʦʢʦʜʫ ʨʘʟʦʤ ʟ ʥʘʙʦʨʦʤ 

ʚʠʟʥʘʯʝʥʠʭ ʬʫʥʢʮʽʡ. 

ʃʽʩʪʠʥʛ 2.1 ï ʇʩʝʚʜʦʘʣʛʦʨʠʪʤ ʜʣʷ BN-ʤʦʜʝʣʽ 

Data: uml: the Annotated model 

 Result: bn: the BN model 

ucs: list of umlôs use cases; 

 asts: list of umlôs assets; 

 incs: list of umlôs includes relationships; 

 deps: list of umlôs depends from relationships; 

 affs: list of umlôs affects relationships; 

 expl: list of umlôs exploits; 

 vuln: list of umlôs vulnerabilities; 

foreach w ɴ  ucs ᷾  asts do 

Function = new BnFunction(w.name); bn.addFunction (function); 

end 

 foreach x ɴ  ucs do 

foreach y ɴ  u.getProvidedBy() do 

bn.addLink(y.name,x.name); 

end 

end 

foreach r  ɴincs ᷾  deps do 
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fromFunction = getFunction(r.getEngineUC().name); 

 toFunction = getFunction(r.getGoalUC().name); 

 bn.addLink(fromFunction,toFunction); 

end 

foreach a ɴ  asts do 

foreach c ɴ  a.getResources () do 

bn.addLink(c.name,y.name); 

end 

 end 

foreach x ɴ   ucs do 

if x.isMalware() == true then 

foreach expl ɴ   u.exploits() and vuln ɴ   u.vulnerabilities () 

bn.addLink(expl.name, vuln.name); 

end 

 end 

foreach r  ɴaffs do 

u = r.getGoalUC(); 

 if x.isAttack() == true then 

 p = y.getAccess(); 

end 

 end 

foreach u ɴ  ucs  do 

if x.isDefense() == true then 

foreach act ɴ  u.activations() do 

bn.addLink(act.name,x.name); 

end 

 foreach def ɴ  x.defensed() do 

bn.addLink(x.name,def.name); 

end 
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 end 

 end 

 

ʅʘʟʚʠ ʚʘʨʽʘʥʪʽʚ ʚʠʢʦʨʠʩʪʘʥʥʷ (use cases) ʪʘ UML-ʢʦʤʧʦʥʝʥʪʽʚ ʤʦʞʫʪʴ ʙʫʪʠ 

ʦʪʨʠʤʘʥʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʘʪʨʠʙʫʪʘ.   

¶ getEngineUC()-getGoalUC() ï ʮʝ ʤʝʪʦʜʠ ʬʫʥʢʮʽʡ ʚʽʜʥʦʩʠʥ çincludeè 

(ʚʢʣʶʯʝʥʥʷ), ʱʦ ʧʦʚʝʨʪʘʶʪʴ ʨʫʰʽʡ (engine) ʪʘ ʮʽʣʴʦʚʠʡ ʚʘʨʽʘʥʪ ʚʠʢʦʨʠʩʪʘʥʥʷ.  

¶ getResources() ï ʤʝʪʦʜ UML-ʢʦʤʧʦʥʝʥʪʽʚ, ʷʢʠʡ ʧʦʚʝʨʪʘʻ ʩʧʠʩʦʢ 

ʧʽʜʢʦʤʧʦʥʝʥʪʽʚ.   

¶ getProvidedBy() ï ʤʝʪʦʜ ʚʘʨʽʘʥʪʽʚ ʚʠʢʦʨʠʩʪʘʥʥʷ, ʟʜʘʪʥʠʡ ʦʪʨʠʤʘʪʠ ʩʧʠʩʦʢ 

ʢʦʤʧʦʥʝʥʪʽʚ.   

¶ isMalware(), isAttack() ʪʘ isDefense() ï ʤʝʪʦʜʠ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʪʦʛʦ, ʯʠ 

ʧʦʟʥʘʯʝʥʠʡ ʚʘʨʽʘʥʪ ʚʠʢʦʨʠʩʪʘʥʥʷ ʚʽʜʧʦʚʽʜʥʠʤʠ ʩʪʝʨʝʦʪʠʧʘʤʠ.   

¶ getAffected() ï ʤʝʪʦʜ UML-ʚʘʨʽʘʥʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ, ʟʜʘʪʥʠʡ ʧʦʚʝʨʪʘʪʠ 

ʢʦʤʧʦʥʝʥʪʠ ʪʘ ʚʘʨʽʘʥʪʠ ʚʠʢʦʨʠʩʪʘʥʥʷ, ʥʘ ʷʢʽ ʚʧʣʠʚʘʻ ʟʣʦʚʤʠʩʥʠʢ.   

¶ getAccess() ï ʦʪʨʠʤʫʻ ʩʪʘʪʫʩ ʧʨʦʥʠʢʥʝʥʥʷ ʟʣʦʚʤʠʩʥʠʢʘ ʚ ʩʠʩʪʝʤʫ;   

¶ ɼʣʷ ʟʘʜʘʥʦʛʦ «defense» (ʟʘʭʠʩʪʫ) ʤʝʪʦʜʠ activations() ʪʘ x.defensed() 

ʚʽʜʧʦʚʽʜʥʦ ʧʦʚʝʨʪʘʶʪʴ ʩʧʠʩʢʠ ʚʘʨʽʘʥʪʽʚ ʚʠʢʦʨʠʩʪʘʥʥʷ, ʷʢʽ ʘʢʪʠʚʫʶʪʴʩʷ (ʟʣʦʚʤʠʩʥʠʢʦʤ) 

ʪʘ ʟʘʭʠʱʘʶʪʴʩʷ ʢʨʠʪʠʯʥʠʤʠ ʬʫʥʢʮʽʷʤʠ.  

¶ addFunction()-addLink() ï ʜʦʜʘʶʪʴ ʬʫʥʢʮʽʶ ʪʘ ʟʚ'ʷʟʦʢ ʤʽʞ ʜʚʦʤʘ ʬʫʥʢʮʽʷʤʠ. 

2.6 ɿʘʩʪʦʩʫʚʘʥʥʷ ʙʘʻʩʦʚʦʾ ʤʝʨʝʞʽ 

ʂʦʞʝʥ ʚʫʟʦʣ ʫ BN ʟʘʣʝʞʠʪʴ ʣʠʰʝ ʚʽʜ ʩʚʦʾʭ ʙʘʪʴʢʽʚʩʴʢʠʭ ʚʫʟʣʽʚ, ʷʢʽ ʦʧʠʩʫʶʪʴʩʷ 

ʪʘʙʣʠʮʝʶ ʫʤʦʚʥʦʾ ʡʤʦʚʽʨʥʦʩʪʽ (CPT). ʗʢʱʦ ʜʘʥʦ BN, ʷʢʠʡ ʤʘʻ ʥʘʙʽʨ ʟʤʽʥʥʠʭ ὢ

ὢȟὢȟȣȟὢ ,, ʩʧʽʣʴʥʠʡ ʨʦʟʧʦʜʽʣ ʡʤʦʚʽʨʥʦʩʪʝʡ ὢ ʻ ʥʘʩʪʫʧʥʠʤ: 

ὖὢ ὖὢȟὢȟȣȟὢ  ὖὢὴὥὢ ȟ 
 

(2.3) 
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ʜʝ ὴὥὢ  ʻ ʙʘʪʴʢʽʚʩʴʢʠʤ ʥʘʙʦʨʦʤ ʟʤʽʥʥʦʾ ὢ , ʪʦʙʪʦ ʚʩʽ ʟʤʽʥʽ ʚ ʤʘʨʰʨʫʪʽ ʛʨʘʬʘ, ʷʢʽ 

ʧʨʠʚʦʜʷʪʴ ʜʦ ʜʘʥʦʛʦ ʚʫʟʣʘ.  

ɺʘʞʣʠʚʠʤ ʜʣʷ ʤʦʜʝʣʶʚʘʥʥʷ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʚ BN ʻ ʚʚʝʜʝʥʥʷ ʚʫʟʣʽʚ, ʜʝ ʤʦʞʝ 

ʧʨʦʷʚʠʪʠʩʷ  ʜʽʾ ʘʪʘʢʠ, ʽ ʚ ʷʢʠʭ ʜʦʟʚʦʣʝʥʘ ʥʝ ʦʜʥʘ ʜʚʽʡʢʦʚʘ ʟʤʽʥʥʘ. ɺ ʮʴʦʤʫ ʚʫʟʣʽ  

ʧʨʦʷʚʣʷʪʴʩʷ ʜʽʾ ʘʪʘʢʫʶʯʦʛʦ ʥʘ ʤʝʨʝʞʫ ï ʪʦʤʫ ʥʘ ʚʽʜʤʽʥʫ ʚʽʜ ʟʚʠʯʘʡʥʠʭ ʚʫʟʣʽʚ ʪʨʝʙʘ 

ʚʽʜʦʙʨʘʞʘʪʠ ʜʦʜʘʪʢʦʚʦ ʽ ʤʽʨʫ ʮʽʻʾ ʜʽʾ, ʟʦʢʨʝʤʘ ʯʝʨʝʟ ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʭʫ, ʯʠ ʥʝʫʩʧʽʭʫ ʷʢ 

ʘʪʘʢʝʨʘ, ʪʘʢ ʽ ʚʽʜʧʦʚʽʜʥʽ ʦʮʽʥʢʠ ʜʣʷ ʧʨʦʪʠʜʽʾ, ʥʘ ʷʢʫ ʩʧʨʷʤʦʚʘʥʽ ʢʽʙʝʨʘʪʘʢʠ. ʎʝ ʟʥʘʯʠʪʴ, 

ʱʦ ʫ ʢʦʞʥʦʤʫ ʚʫʟʣʽ BN ʟʥʘʯʝʥʥʷ ʥʘʷʚʥʦʩʪʽ ʘʙʦ ʚʽʜʩʫʪʥʦʩʪʽ ʜʽʾ ʤʦʞʫʪʴ ʙʫʪʠ ʘʙʦ True ʘʙʦ 

False. ɺ BN ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʚʧʣʠʚʫ ʪʠʧʫ ʙʘʪʴʢʠ-ʥʘʱʘʜʢʠ  ʜʣʷ ʢʨʠʪʠʯʥʦʾ ʬʫʥʢʮʽʾ/ʘʢʪʠʚʫ, 

ʷʢʘ ʧʽʜʜʘʻʪʴʩʷ ʘʪʘʮʽ ʚʽʜʦʙʨʘʞʫʶʪʴʩʷ ʚ CPT ʟʤʽʥʥʦʶ ʤʽʨʠ ʫʩʧʽʭʫ. CPT ʥʘʚʝʜʝʥʦ ʚ  

ʊʘʙʣʠʮʽ 2.2  ὴ ï ʮʝ ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʭʫ ʘʪʘʢʝʨʘ, ʪʦʜʽ ʷʢ ὴ ï ʮʝ ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʾ 

ʧʨʦʪʠʜʽʾ.  

ʊʘʙʣʠʮʷ 2.2 ï ɺʽʜʦʙʨʘʞʝʥʥʷ ʚʫʟʣʘ BN ʜʣʷ ʢʨʠʪʠʯʥʦʾ ʬʫʥʢʮʽʾ 

ɸʢʪʠʚʥʽʩʪʴ ʘʪʘʢʝʨʘ ɸʢʪʠʚʥʽʩʪʴ ʧʨʦʪʠʜʽʾ ʊʘʢ ʅ ̔

ʥ ̔ ʥ ̔ 1 0 

ʥ ̔ ʪʘʢ 1 0 

ʪʘʢ ʥ ̔ ρ  ὴ ὴ 

ʪʘʢ ʪʘʢ ὴ ρ  ὴ 

 

ʆʙʯʠʩʣʝʥʥʷ ʧʦʚʥʦʾ ʩʧʽʣʴʥʦʾ ʡʤʦʚʽʨʥʦʩʪʽ ʥʘʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʨʦʟʨʘʭʫʚʘʪʠ ʛʨʘʥʠʯʥʠʡ 

ʨʦʟʧʦʜʽʣ ʢʦʞʥʦʛʦ ʚʫʟʣʘ ʤʝʪʦʜʦʤ ʤʘʨʛʽʥʘʣʽʟʘʮʽʾ [62]. ɻʨʘʥʠʯʥʠʡ ʨʦʟʧʦʜʽʣ ʟʘʙʝʟʧʝʯʫʻ 

ʡʤʦʚʽʨʥʽʩʪʴ ʩʧʨʦʤʦʞʥʦʩʪʽ ʨʽʟʥʠʭ ʟʥʘʯʝʥʴ ʚʠʧʘʜʢʦʚʠʭ ʚʝʣʠʯʠʥ ʚ ʧʽʜʤʥʦʞʠʥʽ, ʙʝʟ ʷʚʥʦʛʦ 

ʧʦʩʠʣʘʥʥʷ ʥʘ ʟʥʘʯʝʥʥʷ ʽʥʰʦʾ ʟʤʽʥʥʦʾ . ɺ ʟʘʛʘʣʴʥʦʤʫ ʚʠʛʣʷʜʽ ʡʤʦʚʽʨʥʽʩʪʴ ʜʣʷ ʟʤʽʥʥʦʾ ʍʝ 

ʚʠʨʘʭʦʚʫʻʪʴʩʷ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ:  

ὖὢ ὖὢ Б В ὖὢȟὢ ȟȿ ὢ
͵ᶰ Б Ὁ

 ȿ    ȿ 

    ɴ  (2.4) 

 
ʊʦʯʥʠʡ ʚʠʭʽʜ ʇʨʠʙʣʠʟʥʠʡ ʚʠʭʽʜ       
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ʊʘʤ, ʜʝ ʨʦʟʨʽʟʥʷʶʪʴ ʪʦʯʥʠʡ ʚʠʭʽʜ ʪʘ ʥʘʙʣʠʞʝʥʠʡ ʚʠʭʽʜ, ʟ (4) ʚʠʜʥʦ, ʱʦ, 

ʥʝʟʚʘʞʘʶʯʠ ʥʘ ʘʥʘʣʽʪʠʯʥʫ ʟʘʣʝʞʥʽʩʪʴ, ʨʦʟʨʘʭʫʥʦʢ ʡʤʦʚʽʨʥʦʩʪʽ ʜʣʷ ʩʢʣʘʜʥʦʾ ʤʝʨʝʞʽ ʚ 

ʟʘʛʘʣʴʥʦʤʫ ʚʠʛʣʷʜʽ ʤʦʞʝ ʩʪʘʥʦʚʠʪʠ ʜʦʩʠʪʴ ʩʢʣʘʜʥʝ ʟʘʚʜʘʥʥʷ. ɺ ʨʷʜʽ ʨʦʙʽʪ ʧʦʢʘʟʘʥʦ [62, 

63], ʱʦ ʚ ʟʘʛʘʣʴʥʦʤʫ ʚʠʛʣʷʜʽ ʩʢʣʘʜʥʽʩʪʴ ʘʣʛʦʨʠʪʤʫ ʦʙʯʠʩʣʝʥʥʷ ʩʧʽʣʴʥʦʾ ʫʤʦʚʥʦʾ 

ʡʤʦʚʽʨʥʦʩʪʽ ʻ NP-ʩʢʣʘʜʥʠʤ. ʊʦʤʫ, ʟʘʤʽʩʪʴ  ʧʦʰʫʢʫ ʪʦʯʥʦʛʦ ʘʣʛʦʨʠʪʤʫ ʟʘʛʘʣʴʥʦʛʦ 

ʚʠʛʣʷʜʫ, ʪʨʝʙʘ ʰʫʢʘʪʠ ʝʬʝʢʪʠʚʥʽ ʨʽʰʝʥʥʷ ʜʣʷ ʦʢʨʝʤʠʭ ʚʠʧʘʜʢʽʚ ʪʘ ʥʘʙʣʠʞʝʥʠʭ 

ʘʣʛʦʨʠʪʤʽʚ, ʱʦ ʧʦʢʘʞʝʤʦ ʥʘ ʧʨʠʢʣʘʜʽ. 

2.7 ʂʽʣʴʢʽʩʥʘ ʬʦʨʤʘʣʴʥʘ ʤʦʜʝʣʴ ʜʣʷ ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ ʝʥʝʨʛʦʩʠʩʪʝʤʠ 

ɿʘʩʪʦʩʫʻʤʦ ʮʶ ʤʝʪʦʜʦʣʦʛʽʶ ʜʣʷ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʯʥʦʛʦ 

ʧʽʜʧʨʠʻʤʩʪʚʘ. ɺʩʽ ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʯʥʽ ʧʽʜʧʨʠʻʤʩʪʚʘ ʤʘʶʪʴ ʤʽʩʽʶ ʧʦʩʪʘʯʘʥʥʷ 

ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʢʦʨʠʩʪʫʚʘʯʘʤ ʯʝʨʝʟ ʥʘʮʽʦʥʘʣʴʥʠʡ ʝʥʝʨʛʦʨʠʥʦʢ. ɼʣʷ ʧʦʩʪʘʯʘʥʥʷ ʧʦʪʨʽʙʥʦ 

ʝʬʝʢʪʠʚʥʦ ʚʠʢʦʥʫʚʘʪʠ ʪʨʠ ʛʦʣʦʚʥʽ ʬʫʥʢʮʽʾ: ʛʝʥʝʨʘʮʽʷ, ʨʦʟʧʦʜʽʣ ʪʘ ʧʝʨʝʜʘʯʘ 

ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ. ʋʩʽ ʚʦʥʠ ʚʘʞʣʠʚʽ, ʦʜʥʘʢ ʧʨʘʢʪʠʢʘ ʦʩʪʘʥʥʽʭ ʜʝʩʷʪʠʣʽʪʴ ʧʦʢʘʟʫʻ, ʱʦ 

ʥʘʡʙʽʣʴʰʠʡ ʧʦʢʘʟʥʠʢ ʢʽʙʝʨʟʘʛʨʦʟ ʧʨʠʧʘʜʘʻ ʥʘ ʬʫʥʢʮʽʶ ʨʦʟʧʦʜʽʣʫ. 

ʅʘ ʈʠʩʫʥʢʫ 2.11 ʧʦʢʘʟʘʥʘ ʫʟʘʛʘʣʴʥʝʥʘ ʩʭʝʤʘ ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʝʥʝʨʛʝʪʠʯʥʦʾ 

ʢʦʤʧʘʥʽʾ. ʉʠʩʪʝʤʠ SCADA ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʚ ʧʨʦʤʠʩʣʦʚʠʭ ʩʝʢʪʦʨʘʭ ʜʣʷ 

ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʢʝʨʫʚʘʥʥʷ ʨʦʟʧʦʜʽʣʝʥʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ. ʎʝ ʧʦʚʥʽʩʪʶ ʩʪʦʩʫʻʪʴʩʷ ʽ 

ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʯʥʠʭ ʧʽʜʧʨʠʻʤʩʪʚ. ʊʠʧʦʚʘ ʤʝʨʝʞʘ SCADA ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʪʨʴʦʭ ʨʽʚʥʽʚ: 

ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʨʽʚʥʷ, ʨʽʚʥʷ ʥʘʛʣʷʜʫ ʪʘ ʨʽʚʥʷ ʢʝʨʫʚʘʥʥʷ ʥʘ ʨʽʚʥʽ ʪʝʭʥʦʣʦʛʽʾ.  
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ʈʠʩʫʥʦʢ 2.11 ï ʄʝʨʝʞʘ ʩʠʩʪʝʤʠ ʨʦʟʧʦʜʽʣʫ 

ʉʭʝʤʘ, ʧʦʢʘʟʘʥʘ ʥʘ ʈʠʩʫʥʢʫ 2.12, ʻ ʩʧʨʦʱʝʥʠʤ ʚʠʛʣʷʜʦʤ ʘʨʭʽʪʝʢʪʫʨʠ ʩʠʩʪʝʤʠ 

ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ. ɯʜʝʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʥʘʩʘʤʧʝʨʝʜ ʧʦʣʷʛʘʻ ʫ ʞʠʚʫʯʦʩʪʽ ʩʠʩʪʝʤʠ, 

ʪʦʙʪʦ ʷʢʨʘʟ ʫ ʪʦʤʫ ʥʘʩʢʽʣʴʢʠ ʧʨʘʚʠʣʴʥʦ ʧʦʙʫʜʦʚʘʥʘ ʮʷ ʩʘʤʘ ʩʠʩʪʝʤʘ. 

ɼʘʥʘ ʜʽʘʛʨʘʤʘ ʩʣʫʛʫʻ ʧʨʦʪʦʪʠʧʦʤ ʢʽʙʝʨʘʪʘʢʠ ʥʘ ʩʠʩʪʝʤʫ ʨʦʟʧʦʜʽʣʫ. ɿʦʢʨʝʤʘ, 

ʟʣʦʚʤʠʩʥʠʢ ʚʠʢʦʨʠʩʪʦʚʫʻ ʽʥʪʝʨʥʝʪ-ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʽʥʬʦʨʤʘʮʽʡʥʦʾ (IT) ʪʘ ʧʨʦʤʠʩʣʦʚʦʾ  

(OT) ʤʝʨʝʞ ʚ ʷʢʦʩʪʽ ʩʪʚʦʨʝʥʥʷ ʢʘʥʘʣʫ ʜʣʷ ʧʽʜʛʦʪʦʚʢʠ ʪʘ ʽʥʽʮʽʘʮʽʾ ʘʪʘʢʠ. ʉʘʤʘ ʞ ʟʘʛʘʣʴʥʘ 

ʩʪʨʫʢʪʫʨʘ ʩʠʩʪʝʤʠ ʚʠʛʣʷʜʘʻ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: ʤʽʞ IT ʪʘ OT ʤʝʨʝʞʘʤʠ ʚʩʪʘʥʦʚʣʝʥʽ ʜʚʘ 

ʙʨʘʥʜʤʘʫʝʨʠ (ʬʘʻʨʚʦʣʠ). ɺ ʩʚʦʶ ʯʝʨʛʫ, OT ʤʝʨʝʞʘ ʚʢʣʶʯʘʻ ʚ ʩʝʙʝ ʩʠʩʪʝʤʫ 
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ʜʠʩʧʝʪʯʝʨʩʴʢʦʛʦ ʢʦʥʪʨʦʣʶ ʪʘ ʟʙʦʨʫ ʜʘʥʠʭ, ʧʦʻʜʥʫʶʯʠ ʪʘʢʦʞ ʩʠʩʪʝʤʫ ʫʧʨʘʚʣʽʥʥʷ 

ʨʦʟʧʦʜʽʣʘʤʠ ʤʽʞ ʩʝʨʚʝʨʘʤʠ ʪʘ ʨʦʙʦʯʠʤʠ ʩʪʘʥʮʽʷ SCADA (DMS). 

ʉʠʩʪʝʤʠ ʨʦʟʧʦʜʽʣʫ ʟ ʪʘʢʦʶ ʩʪʨʫʢʪʫʨʦʶ ʤʘʶʪʴ ʥʘʩʪʫʧʥʽ ʧʦʪʝʥʮʽʡʥʽ ʚʨʘʟʣʠʚʦʩʪʽ: 

¶ ɺʽʜʩʫʪʥʽʩʪʴ ʥʘʛʣʷʜʫ ʟʘ ʤʝʨʝʞʝʶ ʟ ʙʦʢʫ ɯʊ-ʩʧʝʮʽʘʣʽʩʪʽʚ ʜʦʟʚʦʣʷʻ ʧʨʦʚʦʜʠʪʠ 

ʦʙʰʠʨʥʝ ʩʢʘʥʫʚʘʥʥʷ ʤʝʨʝʞʽ, ʧʦʰʫʢ ʚʨʘʟʣʠʚʦʩʪʝʡ ʽ ʘʥʘʣʽʟ ʚʽʜʢʨʠʪʦʛʦ SSH-ʟ'ʻʜʥʘʥʥʷ. 

¶ ɺʽʜʩʫʪʥʽʩʪʴ ʥʘʜʽʡʥʦʾ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ (ʜʚʦʬʘʢʪʦʨʥʦʾ) ʘʙʦ ʣʦʢʘʣʴʥʦʛʦ (ʆʊ) 

ʩʭʚʘʣʝʥʥʷ ʚʽʜʜʘʣʝʥʠʭ ʟ'ʻʜʥʘʥʴ ʜʦʟʚʦʣʷʻ ʧʝʨʝʧʽʜʢʣʶʯʘʪʠʩʷ ʟ ɯʊ-ʤʝʨʝʞʽ ʜʦ ʆʊ-ʤʝʨʝʞʽ, 

ʙʝʟ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʮʴʦʛʦ ʧʨʦʮʝʩʫ ʧʨʦʪʷʛʦʤ ʜʝʢʽʣʴʢʦʭ ʤʽʩʷʮʽʚ. 

¶ ɺʽʜʩʫʪʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʚ ʆʊ-ʤʝʨʝʞʫ ʜʦʟʚʦʣʷʻ ʧʨʦʚʦʜʠʪʠ 

ʤʘʩʰʪʘʙʥʽ ʩʢʘʥʫʚʘʥʥʷ ʮʽʻʾ ʞ ʤʝʨʝʞʽ, ʱʦ ʚ ʩʚʦʶ ʯʝʨʛʫ ʜʘʻ ʟʤʦʛʫ ʚʠʷʚʣʷʪʠ ʚʨʘʟʣʠʚʦʩʪʽ ʪʘ 

ʽʥʽʮʽʘʣʽʟʫʚʘʪʠ ʧʝʨʝʜʘʯʫ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʯʠ ʝʢʩʧʣʦʡʪʽʚ. 

ʇʦ ʩʫʪʽ ʧʦʪʝʥʮʽʡʥʽ ʢʽʙʝʨʟʘʛʨʦʟʠ ʜʘʥʠʭ ʩʠʩʪʝʤ ʟʚʦʜʷʪʴʩʷ ʜʦ ʪʨʴʦʭ ʦʩʥʦʚʥʠʭ 

ʥʘʧʨʷʤʢʽʚ: ʧʨʦʥʠʢʥʝʥʥʷ, ʭʘʥʪʥ̔ʛ ʪʘ ʨʦʟʙʽʡ. ʉʘʤʘ ʞ ʭʨʝʩʪʦʤʘʪʽʡʥʘ ʨʦʟʧʦʜʽʣʝʥʘ 

ʢʽʙʝʨʘʪʘʢʘ ʧʨʦʭʦʜʠʪʴ ʫ ʜʝʢʽʣʴʢʘ ʝʪʘʧʽʚ: 

ʐʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ ʚʽʜʜʘʣʝʥʦʛʦ ʩʝʨʚʝʨʘ 

ʢʦʥʪʨʦʣʶ ʪʘ ʫʧʨʘʚʣʽʥʥʷ; 

¶ ʉʢʘʥʫʚʘʥʥʷ ʤʝʨʝʞʽ, ʧʝʨʝʭʽʜ ʥʘ ʽʥʰʠʡ ʭʦʩʪ; 

¶ ɺʠʷʚʣʝʥʥʷ ʪʘ ʧʽʜʢʣʶʯʝʥʥʷ ʧʦ ʚʽʜʢʨʠʪʦʤʫ SSH-ʪʫʥʝʣʽ ʜʦ OT-ʤʝʨʝʞʽ; 

¶ ɺʩʪʘʥʦʚʣʝʥʥʷ ʪʘ ʘʢʪʠʚʘʮʽʷ ʰʢʽʜʣʠʚʦʛʦ ʇɿ ʥʘ ʚʨʘʟʣʠʚʠʭ ʢʦʤʧ'ʶʪʝʨʘʭ; 

¶ ʋʥʝʤʦʞʣʠʚʣʝʥʥʷ ʚʽʜʥʦʚʣʝʥʥʷ ʢʦʥʪʨʦʣʶ ʜʣʷ ʦʧʝʨʘʪʦʨʘ ʥʘʜ ʤʝʨʝʞʝʶ 

ʰʣʷʭʦʤ ʟʥʠʱʝʥʥʷ ʜʘʥʠʭ (ʟʘ ʜʦʧʦʤʦʛʦʶ KillDisk) ʽ ʧʝʨʝʟʘʧʠʩʫ ʧʨʦʰʠʚʢʠ ʧʦʩʣʽʜʦʚʥʦʛʦ 

Ethernet ʰʣʶʟʫ ʚʠʧʘʜʢʦʚʠʤ ʢʦʜʦʤ. 

¶ ɿʘʧʦʙʽʛʘʥʥʷ ʤʦʞʣʠʚʦʩʪʽ ʦʧʝʨʘʪʦʨʽʚ ʟʚôʷʟʫʚʘʪʠʩʷ ʟ  ʜʠʩʪʨʠʙôʁ ʪʦʨʦʤ ʪʘ 

ʚʠʤʠʢʘʥʥʷ ʜʞʝʨʝʣʘ ʙʝʟʧʝʨʝʙʽʡʥʦʛʦ ʞʠʚʣʝʥʥʷ ʜʣʷ ʚʽʜʢʣʶʯʝʥʥʷ ʞʠʚʣʝʥʥʷ ʩʘʤʦʛʦ ʮʝʥʪʨʫ 

ʢʝʨʫʚʘʥʥʷ. 

ʅʘʩʣʽʜʢʠ ʚʽʜ ʪʘʢʦʛʦ ʪʠʧʫ ʘʪʘʢʠ ʤʦʞʫʪʴ ʙʫʪʠ ʤʘʢʩʠʤʘʣʴʥʦ ʧʨʘʢʪʠʯʥʠʤʠ ʪʘ 

ʨʝʘʣʴʥʠʤʠ. ɿʣʦʚʤʠʩʥʝ ʚʪʨʫʯʘʥʥʷ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʚʠʱʝʟʛʘʜʘʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ ʫ 

ʩʠʩʪʝʤʘʭ ʨʦʟʧʦʜʽʣʫ ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ ʚʽʜʢʣʶʯʝʥʥʷ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʜʣʷ ʩʦʪʝʥʴ ʪʠʩʷʯ 

ʘʙʦʥʝʥʪʽʚ, ʧʽʜʢʣʶʯʝʥʠʭ ʜʦ ʤʝʨʝʞʽ. ʇʨʠ ʮʴʦʤʫ, ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʦʞʝ 
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ʧʨʠʟʚʝʩʪʠ ʥʝ ʪʽʣʴʢʠ ʜʦ ʧʨʷʤʦʛʦ ʚʽʜʢʣʶʯʝʥʥʷ, ʘʣʝ ʽ ʜʦ ʧʨʦʙʣʝʤ ʽʟ ʧʦʚʪʦʨʥʠʤ ʚʢʣʶʯʝʥʥʷʤ 

ʫ ʤʝʨʝʞʫ, ʘ ʡ ʜʦ ʟʥʠʱʝʥʥʷ ʪʝʭʥʽʯʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ ʧʨʦʛʨʘʤʥʠʤ ʰʣʷʭʦʤ.  

  

ʈʠʩʫʥʦʢ 2.12 ï ʉʠʩʪʝʤʘ ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ 

ʅʘ ʦʩʥʦʚʽ ʮʴʦʛʦ ʘʥʘʣʽʟʫ ʽ ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʦʧʠʩʘʥʫ ʚʠʱʝ ʤʝʪʦʜʦʣʦʛʽʶ, ʤʠ ʤʦʞʝʤʦ 

ʦʪʨʠʤʘʪʠ ʘʥʦʪʦʚʘʥʫ ʤʦʜʝʣʴ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ, 

ʧʦʢʘʟʘʥʫ ʥʘ ʈʠʩʫʥʢʫ 2.13. 
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ʈʠʩʫʥʦʢ 2.13 ï ɸʥʦʪʦʚʘʥʘ ʬʫʥʢʮʽʦʥʘʣʴʥʘ ʤʦʜʝʣʴ ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ 

ʅʘ ʈʠʩʫʥʢʫ 2.13 ʧʦʢʘʟʘʥʦ, ʱʦ  ʢʨʠʪʠʯʥʽ ʬʫʥʢʮʽʾ  ʧʽʜʪʨʠʤʫʶʪʴʩʷ ʘʢʪʠʚʘʤʠ 

ʫʧʨʘʚʣʽʥʥʷ ʝʥʝʨʛʦʩʠʩʪʝʤʦʶ, ʟʦʢʨʝʤʘ ʧʝʨʩʦʥʘʣʦʤ ʘʙʦ ʧʨʦʛʨʘʤʥʦ-ʘʧʘʨʘʪʥʠʤʠ ʟʘʩʦʙʘʤʠ. 

ʊʘʢʦʞ ʧʦʢʘʟʘʥʦ ʚʨʘʟʣʠʚʦʩʪʽ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ 

ʝʥʝʨʛʝʪʠʯʥʦʾ ʢʦʤʧʘʥʽʾ ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ, ʥʘ ʷʢʽ ʤʦʞʝ ʜʽʷʪʠ 

ʟʣʦʚʤʠʩʥʠʢ. ʎʝ ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʚʠʟʥʘʯʠʪʠ ʚʫʟʣʠ ʽ ʛʽʣʢʠ ʤʝʨʝʞʽ ɹʘʻʩʘ ʜʣʷ  

ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ. ʉʭʝʤʘ BN ʧʦʢʘʟʘʥʘ ʥʘ ʈʠʩʫʥʢʫ 

2.14. 
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ʈʠʩʫʥʦʢ 2.14 - ɹʘʻʩʦʚʘ ʤʝʨʝʞʘ ʜʣʷ ʦʮʽʥʢʠ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʩʠʩʪʝʤʠ ʨʦʟʧʦʜʽʣʫ 

ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʝʥʝʨʛʝʪʠʯʥʦʾ ʢʦʤʧʘʥʽʾ 

ʋ ʤʦʜʝʣʽ ʤʝʨʝʞʽ BN ʚʠʟʥʘʯʝʥʽ ʯʦʪʠʨʠ ʪʠʧʠ ʚʫʟʣʽʚ ʧʦ ʚʽʜʥʦʰʝʥʥʶ ʜʦ ʨʽʟʥʠʭ 

ʩʪʝʨʝʦʪʠʧʽʚ CR-UML ʧʨʦʬʽʣʶ:  

¶ ʞʦʚʪʽ ʚʫʟʣʠ ʛʝʥʝʨʫʶʪʴʩʷ ʟ ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ ʜʽʘʛʨʘʤ ʚʘʨʽʘʥʪʽʚ ʚʠʢʦʨʠʩʪʘʥʥʷ;  

¶ ʩʠʥʽ ʚʫʟʣʠ ʛʝʥʝʨʫʶʪʴʩʷ ʟ ʘʢʪʠʚʽʚ ʽʟ ʜʽʘʛʨʘʤʠ ʢʦʤʧʦʥʝʥʪʽʚ;  

¶ ʯʝʨʚʦʥʽ ʚʫʟʣʠ ʛʝʥʝʨʫʶʪʴʩʷ ʽʟ ʩʪʨʝʩʦʨʽʚ;  

¶ ʟʝʣʝʥʽ ʚʫʟʣʠ ï ʽʟ ʤʝʭʘʥʽʟʤʽʚ ʟʘʭʠʩʪʫ. 
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ʆʪʨʠʤʘʥʘ BN ʤʦʜʝʣʴ ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʦʮʽʥʠʪʠ ʢʽʙʝʨ-ʨʝʟʠʣʴʻʥʪʥ̔ʩʪʴ ʬʫʥʢʮʽʾ 

ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʜʣʷ ʝʣʝʢʪʨʦʥʝʨʛʝʪʠʯʥʦʾ ʢʦʤʧʘʥʽʾ,  ʷʢʱʦ ʙʫʜʫʪʴ ʚʽʜʦʤʽ ʟʥʘʯʝʥʥʷ 

ʡʤʦʚʽʨʥʦʩʪʝʡ ʫʩʧʽʭʫ, ʘʙʦ ʥʝʚʜʘʯʽ ʘʪʘʢʝʨʘ ʥʘ ʚʽʜʧʦʚʽʜʥʠʭ ʚʫʟʣʘʭ ʤʝʨʝʞʽ. 

2.8 ɹʘʻʩʦʚʘ ʤʦʜʝʣʴ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ ʮʝʥʪʨʫ ʫʧʨʘʚʣʽʥʥʷ 

ʝʥʝʨʛʦʩʠʩʪʝʤʦʶ 

ʈʦʟʛʣʷʥʝʤʦ ʤʦʞʣʠʚʦʩʪʽ ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʜʣʷ ʩʠʩʪʝʤʠ ʨʦʟʧʦʜʽʣʫ 

ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʥʘ ʧʨʠʢʣʘʜʽ ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ ʮʝʥʪʨʫ ʫʧʨʘʚʣʽʥʥʷ ʝʥʝʨʛʦʤʝʨʝʞʽ ʚ ʫʤʦʚʘʭ 

ʘʪʘʢʠ ʟʟʦʚʥʽ. ʇʦʙʫʜʫʤ̒ʦ ʮʶ ʤʦʜʝʣʴ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʷʢ ʧʽʜʤʦʜʝʣʴ ʟʘʛʘʣʴʥʦʾ 

ʩʠʩʪʝʤʠ ʫʧʨʘʚʣʽʥʥʷ ʨʦʟʧʦʜʽʣʦʤ ʝʣʝʢʪʨʦʝʥʝʨʛʽʻʶ.  ʅʘ ʈʠʩʫʥʢʫ 2.14 ʧʦʢʘʟʘʥʦ ʩʭʝʤʘʪʠʯʥʫ 

ʜʽʘʛʨʘʤʫ ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ ʮʝʥʪʨʫ ʫʧʨʘʚʣʽʥʥʷ, ʷʢʠʡ ʧʽʜʣʷʛʘʻ ʢʽʙʝʨʘʪʘʢʘʤ ʟʟʦʚʥʽ. ʇʽʩʣʷ 

ʪʦʛʦ, ʷʢ ʟʣʦʚʤʠʩʥʠʢ ʦʙʽʡʜʝ ʬʘʡʻʨʚʦʣ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʨʝʪʝʣʴʥʦ ʩʧʣʘʥʦʚʘʥʽ ʩʪʨʘʪʝʛʽʾ 

ʚʪʦʨʛʥʝʥʥʷ, ʚʽʥ ʤʦʞʝ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʚʩʽʭ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʭʦʩʪʽʚ, ʟ ʤʝʪʦʶ 

ʧʦʨʫʰʠʪʠ ʬʫʥʢʮʽʶ ʢʝʨʫʚʘʥʥʷ ʨʦʟʧʦʜʽʣʦʤ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ. ɺ ʧʝʨʰʫ ʯʝʨʛʫ ʟʣʦʚʤʠʩʥʠʢ 

ʟʨʦʙʠʪʴ ʩʧʨʦʙʫ ʧʨʦʥʠʢʥʫʪʠ ʥʘ ʩʝʨʚʝʨ ʽʩʪʦʨʠʯʥʠʭ ʜʘʥʠʭ (ɯɼ).  

ʅʘʩʪʫʧʥʠʤ ʢʨʦʢʦʤ ʙʫʜʝ ʟʘʭʦʧʣʝʥʥʷ ʩʝʨʚʝʨʫ ʟʘʩʪʦʩʫʥʢʽʚ (ɸpplication), ʷʢʠʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʟʙʝʨʽʛʘʥʥʷ ʪʘ ʦʙʨʦʙʢʫ ʜʘʥʠʭ ʜʣʷ ʥʘʩʪʫʧʥʦʛʦ ʥʘʜʩʠʣʘʥʥʷ ʢʦʤʘʥʜ 

ʥʘ RTU (ʚʽʜʜʘʣʝʥʽ ʧʨʠʩʪʨʦʾ). ʗʢʱʦ ʮʝ ʚʜʘʩʪʴʩʷ, ʥʘʩʪʫʧʥʠʤ ʢʨʦʢʦʤ ʙʫʜʝ ʟʘʭʦʧʣʝʥʥʷ 

ʩʝʨʚʝʨʘ FEP, ʬʫʥʢʮʽʷ ʷʢʦʛʦ ʧʦʣʷʛʘʻ ʚ ʫʟʛʦʜʞʝʥʥ̔ ʧʨʦʪʦʢʦʣʽʚ ʪʘ ʧʝʨʝʩʠʣʘʥʥʷ ʢʦʤʘʥʜ ʥʘ 

ʚʽʜʜʘʣʝʥʽ ʧʨʠʩʪʨʦʾ. ʗʢʱʦ ʮʽ ʧʦʜʽʾ ʩʪʘʥʫʪʴʩ,̫ ʪʦ ʤʝʥʝʜʞʤʝʥʪ ʮʝʥʪʨʫ ʫʧʨʘʚʣʽʥʥʷ ʚʪʨʘʪʠʪʴ 

ʢʦʥʪʨʦʣʴ ʥʘʜ ʩʠʩʪʝʤʦʶ. ʇʽʩʣʷ ʮʴʦʛʦ ʟʣʦʚʤʠʩʥʠʢʠ ʤʦʞʫʪʴ ʧʨʦʜʦʚʞʠʪʠ ʩʚʦʶ ʨʫʡʥʽʚʥʫ 

ʨʦʙʦʪʫ ʟʘ ʨʽʟʥʠʤʠ ʩʮʝʥʘʨʽʷʤʠ.  
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ʈʠʩʫʥʦʢ 2.14 ï ʉʭʝʤʘ ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ ʮʝʥʪʨʫ ʫʧʨʘʚʣʽʥʥʷ 

ʇʨʦʪʝ, ʥʘʨʘʟʽ ʟʫʧʠʥʠʤʦʩʴ ʥʘ ʢʣʶʯʦʚʦʤʫ ʩʝʛʤʝʥʪʽ ʤʝʨʝʞʽ, ʦʩʢʽʣʴʢʠ ʜʘʥʘ ʟʘʜʘʯʘ 

ʚʠʭʦʜʠʪʴ ʟʘ ʨʘʤʢʠ ʜʦʩʣʽʜʞʝʥʥʷ ʪʘ ʻ ʜʫʞʝ ʦʙʰʠʨʥʦʶ.   

 

 

ʈʠʩʫʥʦʢ 2.15 ï ʉʧʨʦʱʝʥʘ ʩʭʝʤʘ ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ ʮʝʥʪʨʫ ʫʧʨʘʚʣʽʥʥʷ 

ʋ ʤʦʜʝʣʽ ʪʨʝʙʘ ʦʮʽʥʠʪʠ ʨʽʚʝʥʴ ʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤʠ, ʷʢʘ ʨʦʟʧʦʜʽʣʝʥʘ ʥʘ 

ʬʫʥʢʮʽʦʥʘʣʴʥʽ ʯʘʩʪʠʥʠ ʟʘ ʨʘʭʫʥʦʢ ʚʽʜʧʦʚʽʜʥʠʭ ʭʦʩʪʽʚ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʝʨʫʚʘʥʥʷ RTU. 

ʇʽʜ ʯʘʩ ʘʪʘʢʠ ʟʟʦʚʥʽ ʤʦʞʥʘ ʚʠʜʽʣʠʪʠ ʨʷʜ ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ, ʦʙʫʤʦʚʣʝʥʠʭ 

ʧʨʠʟʥʘʯʝʥʥʷʤ ʭʦʩʪʘ, ʪʘʢʽ ʷʢ ʦʙʨʦʙʢʘ ʜʘʥʠʭ ʜʣʷ ʬʦʨʤʫʚʘʥʥʷ ʢʦʤʘʥʜ ʘʙʦ ʧʝʨʝʜʘʯʘ ʢʦʤʘʥʜ 

ʥʘ RTU. ɺʽʜʟʥʘʯʠʤʦ ʪʘʢʦʞ, ʱʦ ʩʫʯʘʩʥʽ ʩʠʩʪʝʤʠ ʫʧʨʘʚʣʽʥʥʷ ʝʥʝʨʛʦʩʠʩʪʝʤʘʤʠ ʨʝʘʣʽʟʦʚʘʥʽ 
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ʧʨʦʛʨʘʤʥʦ-ʘʧʘʨʘʪʥʠʤ ʢʦʤʧʣʝʢʩʦʤ. ɺ SCADA, ʢʨʽʤ ʽʥʰʠʭ ʬʫʥʢʮʽʡ, ʧʝʨʝʜʙʘʯʝʥʘ ʩʠʩʪʝʤʘ 

ʚʽʜ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʚʪʦʨʛʥʝʥʥʷ, ʚʽʜʧʦʚʽʜʥʠʤʠ ʤʦʜʫʣʷʤʠ ʷʢʦʾ, ʨʝʘʣʽʟʫʶʪʴʩʷ ʬʫʥʢʮʽʾ 

ʟʘʭʠʩʪʫ ʜʣʷ ʢʦʞʥʦʛʦ ʟ ʭʦʩʪʽʚ. 

 

ʈʠʩʫʥʦʢ 2.16 ï ɸʥʦʪʦʚʘʥʘ ʤʦʜʝʣʴ ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ ʮʝʥʪʨʫ ʫʧʨʘʚʣʽʥʥʷ 

ɼʘʣʽ, ʢʦʨʠʩʪʫʶʯʠʩʴ ʧʨʘʚʠʣʘʤʠ ʧʝʨʝʪʚʦʨʝʥʥʷ ʘʥʦʪʦʚʘʥʦʾ ʤʦʜʝʣʽ ʚ ʤʦʜʝʣʴ ʚʠʩʦʢʦʛʦ 

ʨʽʚʥʷ, ʨʦʟʨʦʙʣʝʥʠʤʠ ɹʝʣʣʽʥʽ ʪʘ ʽʥʰʠʤʠ [50] ʦʪʨʠʤʘʻʤʦ ʙʘʻʩʦʚʦʚʫ ʤʝʨʝʞʫ, ʛʨʘʬʽʯʥʦ 

ʧʨʝʜʩʪʘʚʣʝʥʫ ʥʘ ʈʠʩʫʥʢʫ 2.17. ɿʛʽʜʥʦ ʟ ʮʠʤʠ ʧʨʘʚʠʣʘʤʠ ʙʘʻʩʦʚʘ ʤʝʨʝʞʘ ʷʢ ʥʘʧʨʘʚʣʝʥʠʡ 

ʘʮʠʢʣʽʯʥʠʡ ʛʨʘʬ ʤʘʻ ʚʫʟʣʘʤʠ ʢʨʠʪʠʯʥʽ ʬʫʥʢʮʽʾ ʪʘ ʚʽʜʧʦʚʽʜʥʽ ʨʝʩʫʨʩʠ, ʷʢʽ ʾʭ 

ʧʽʜʪʨʠʤʫʶʪʴ. ɺ ʊʘʙʣʠʮʽ 2.3 ʧʦʜʘʥʦ ʧʝʨʝʣʽʢ ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ ʪʘ ʾʭ ʨʝʩʫʨʩʽʚ 
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ʊʘʙʣʠʮʷ 2.3 ï ʇʝʨʝʣʽʢ ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ ʪʘ ʨʝʩʫʨʩʽʚ 

ʂʨʠʪʠʯʥʘ 

ʬʫʥʢʮʽʷ 
ʅʘʟʚʘ ʬʫʥʢʮʽʾ 

ʈʝʩʫʨʩ ʜʣʷ 

ʨʝʘʣʽʟʘʮʽʾ 

ʬʫʥʢʮʽʾ 

ʅʘʟʚʘ ʨʝʩʫʨʩʫ 

ʉF ʂʦʥʪʨʦʣʴ (ʫʧʨʘʚʣʽʥʥʷ) - - 

ʉF2 ʇʝʨʝʜʘʯʘ ʢʦʤʘʥʜ RTU 

ʉ1 
 

FEP-ʩʝʨʚʝʨ ʉF3 
ɹʣʦʢʫʚʘʥʥʷ ʜʦʩʪʫʧʫ ʜʦ FEP-

ʩʝʨʚʝʨʘ 

ʉF4 ɿʘʙʝʟʧʝʯʝʥʥʷ ʚʘʣʽʜʥʠʭ ʢʦʤʘʥʘʜ 

ʉ2 

 

ʉʝʨʚʝʨ 

ʟʘʩʪʦʩʫʥʢʽʚ 
ʉF5 

ɹʣʦʢʫʚʘʥʥʷ ʜʦʩʪʫʧʫ ʜʦ ʩʝʨʚʝʨʘ 

ʟʘʩʪʦʩʫʥʢʽʚ 

ʉF6 
ʇʝʨʝʜʘʯʘ ʘʜʨʝʩʠ ʜʣʷ ʥʘʜʘʥʥʷ 

ʢʦʥʪʝʥʪʫ 
C3 HDS 

ʉF7 
ɹʣʦʢʫʚʘʥʥʷ ʜʦʩʪʫʧʫ ʜʦ ʩʝʨʚʝʨʘ 

ʽʩʪʦʨʠʯʥʠʭ ʜʘʥʠʭ (HDS) 

ʉF8 ʇʝʨʝʭʦʧʣʝʥʥʷ ʘʜʨʝʩ ʭʦʩʪʽʚ C4 
ʂʦʤʫʪʘʪʦʨ 

(Switch) 

ʉF9 
ɹʣʦʢʫʚʘʥʥʷ ʜʦʩʪʫʧʫ ʜʦ 

ʢʦʤʫʪʘʪʦʨʘ 
C5 

ʄʽʞʤʝʨʝʞʝʚʠʡ 

ʝʢʨʘʥ (Firewall) 
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ʈʠʩʫʥʦʢ 2.17 ï ɹʘʻʩʦʚʘ ʤʦʜʝʣʴ ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ ʮʝʥʪʨʫ ʫʧʨʘʚʣʽʥʥʷ 

ɼʘʣʽ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʚʠʨʘʟ ʩʧʽʣʴʥʦʛʦ ʨʦʟʧʦʜʽʣʫ ʫʤʦʚʥʠʭ ʡʤʦʚʽʨʥʦʩʪʝʡ (3) ʪʘ 

ʧʨʠʥʮʠʧʠ ʚʠʟʥʘʯʝʥʥʷ ʡʤʦʚʽʨʥʦʩʪʝʡ ʟʛʽʜʥʦ ʊʘʙʣʠʮʽ 2.3 ʤʦʞʝʤʦ ʨʦʟʨʘʭʫʚʘʪʠ ʦʮʽʥʢʫ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ. ʗʢ ʦʮʽʥʢʫ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʙʫʜʝʤʦ ʚʚʘʞʘʪʠ ʟʥʘʯʝʥʥʷ 

ʡʤʦʚʽʨʥʦʩʪʽ ʫʩʧʽʰʥʦʛʦ ʚʠʢʦʥʘʥʥʷ ʬʫʥʢʮʽʾ ʫʧʨʘʚʣʽʥʥʷ. ɼʣʷ ʧʦʙʫʜʦʚʠ CPT ʥʝʦʙʭʽʜʥʦ 

ʚʠʟʥʘʯʠʪʠ ʟʥʘʯʝʥʥʷ ʘʧʨʽʦʨʥʠʭ ʡʤʦʚʽʨʥʦʩʪʝʡ ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ ʜʣʷ ʢʦʞʥʦʛʦ ʚʫʟʣʘ 
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ʧʨʝʜʩʪʘʚʣʝʥʦʾ ɹʘʻʩʦʚʦʾ ʤʝʨʝʞʽ, CPT. ʅʘ ʞʘʣʴ, ʦʪʨʠʤʘʪʠ  ʬʫʥʜʘʤʝʥʪʘʣʴʥʽ ʜʘʥʽ ʧʨʦ  

ʨʝʘʣʴʥʽ ʪʨʘʩʠ ʢʽʙʝʨʘʪʘʢ ʥʘʜʟʚʠʯʘʡʥʦ ʚʘʞʢʦ. ʗʢ ʨʝʟʫʣʴʪʘʪ, ʧʘʨʘʤʝʪʨʠ CPT ʤʘʶʪʴ ʙʫʪʠ 

ʦʪʨʠʤʘʥʽ ʥʘ ʦʩʥʦʚʽ ʟ ʨʽʟʥʠʭ ʜʞʝʨʝʣ, ʟʦʢʨʝʤʘ ʟ ʙʘʟ ʜʘʥʠʭ ʧʨʦ ʚʨʘʟʣʠʚʦʩʪʽ ʪʘ ʢʽʙʝʨʘʪʘʢʠ, 

ʟʦʢʨʝʤʘ ʟʽ ʩʪʘʥʜʘʨʪʫ CVSS, ʘ ʪʘʢʦʞ ʥʘ ʦʩʥʦʚʽ ʝʢʩʧʝʨʪʥʠʭ ʦʮʽʥʦʢ. ʇʨʦʙʣʝʤʘ ʚ ʪʦʤʫ, ʱʦ  

ʪʨʝʙʘ ʦʮʽʥʶʚʘʪʠ ʚʝʣʠʢʫ ʢʽʣʴʢʽʩʪʴ ʧʘʨʘʤʝʪʨʽʚ, ʜʦ ʪʦʛʦ ʞ ʚʟʘʻʤʦʟʚôʷʟʘʥʠʭ. ɼʣʷ ʝʢʩʧʝʨʪʽʚ-

ʣʶʜʝʡ ʥʘʜʟʚʠʯʘʡʥʦ ʩʢʣʘʜʥʠʤ ʟʘʚʜʘʥʥʷʤ ʻ ʦʮʽʥʢʘ ʩʘʤʝ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʬʘʢʪʦʨʽʚ ʚ 

ʨʽʟʥʠʭ ʢʦʤʙʽʥʘʮʽʷʭ. ɺ ʟʘʛʘʣʴʥʦʤʫ ʚʠʧʘʜʢʫ ï ʮʝ ʟʘʛʨʦʞʫʻ ʝʢʩʧʦʥʝʥʮʽʘʣʴʥʠʤ ʟʨʦʩʪʘʥʥʷʤ. 

ʆʜʥʘʢ, ʩʘʤʝ BN ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʫʥʠʢʥʫʪʠ ʮʽʻʾ ʧʨʦʙʣʝʤʠ, ʙʦ ʜʦʟʚʦʣʷʻ ʨʦʙʠʪʠ ʦʮʽʥʢʠ 

ʧʘʨʘʤʝʪʨʽʚ ʥʝʟʘʣʝʞʥʦ ʦʜʥʘ ʚʽʜ ʦʜʥʦʾ. ɺ ʥʘʰʦʤʫ ʧʨʠʢʣʘʜʽ ʮʝ ʩʪʦʩʫʻʪʴʩʷ ʦʮʽʥʦʢ 

ʡʤʦʚʽʨʥʦʩʪʝʡ ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ ʙʣʦʢʫʚʘʥʥʷ ʭʦʩʪʽʚ ʚ ʛʨʘʬʽ ʘʪʘʢʠ. ɰʭʥʽ ʟʥʘʯʝʥʥʷ ʙʫʜʴ 

ʚʠʩʪʫʧʘʪʠ ʷʢ ʘʧʨʽʦʨʥʽ ʡʤʦʚʽʨʥʦʩʪʽ ʜʣʷ ʢʦʞʥʦʛʦ ʚʫʟʣʘ BN, ʘ ʨʦʟʨʘʭʦʚʘʥʘ ʡʤʦʚʽʨʥʽʩʪʴ ʚʞʝ 

ʻ ʘʧʦʩʪʝʨʽʦʨʥʦʶ ʡʤʦʚʽʨʥʽʩʪʶ ʫʩʧʽʰʥʦʛʦ ʧʨʦʭʦʜʞʝʥʥʷ ʚʫʟʣʘ. ɼʣʷ ʟʘʜʘʥʠʭ ʟʥʘʯʝʥʴ 

ʡʤʦʚʽʨʥʦʩʪʝʡ ʢʨʠʪʠʯʥʠʭ ʬʫʥʢʮʽʡ ʙʣʦʢʫʚʘʥʥʷ ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤ CF3, CF5, CF7, CF9, 

CF10: ὴ   πȟωψȟ ὴ   πȟωχȟὴ   πȟωψȟ ὴ   πȢωωȟ ὴ   πȟωω ʦʪʨʠʤʘʻʤʦ 

ʟʥʘʯʝʥʥʷ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ ʮʝʥʪʨʫ ʫʧʨʘʚʣʽʥʥʷ ʝʥʝʨʛʦʩʠʩʪʝʤʠ: 

CF=0.91. 

2.9 ɺʠʩʥʦʚʢʠ ʧʦ ʨʦʟʜʽʣʫ 2 

ʋ ʜʨʫʛʦʤʫ ʨʦʟʜʽʣʽ ʜʠʩʝʨʪʘʮʽʡʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʦ ʟʘʧʨʦʧʦʥʦʚʘʥʦ 

ʢʦʥʮʝʧʪʫʘʣʴʥʠʡ ʧʽʜʭʽʜ ʜʦ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʷʢʠʡ, 

ʙʘʟʫʻʪʴʩʷ ʥʘ ʽʜʝʾ ʨʦʟʰʠʨʝʥʦʾ ʢʽʙʝʨʥʝʪʠʯʥʦʾ ʢʦʥʮʝʧʮʽʾ ʫʧʨʘʚʣʽʥʥʷ ʦʙ'ʻʢʪʘʤʠ, ʷʢʘ 

ʚʨʘʭʦʚʫʻ ʧʦʷʚʫ ʥʦʚʦʛʦ ʬʘʢʪʦʨʘ ʜʝʩʪʘʙʽʣʽʟʘʮʽʾ ʩʠʩʪʝʤ ï ʢʽʙʝʨʘʪʘʢʘ. ʆʩʢʽʣʴʢʠ ʨʽʚʝʥʴ 

ʟʘʛʨʦʟ ʜʣʷ ʦʙ'ʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʚʽʜ ʮʴʦʛʦ ʬʘʢʪʦʨʘ ʥʠʥʽ ʥʘʩʪʽʣʴʢʠ ʟʨʽʩ, ʱʦ 

ʡʦʛʦ ʤʦʞʥʘ ʧʦʨʽʚʥʷʪʠ ʟ ʨʫʡʥʽʚʥʠʤʠ ʷʚʠʱʘʤʠ, ʪʘʢʠʤʠ ʷʢ ʧʦʞʝʞʽ. ʊʦʤʫ ʥʝʦʙʭʽʜʥʦ 

ʚʨʘʭʦʚʫʚʘʪʠ ʟʘʛʨʦʟʠ ʢ̔ ʙʝʨʘʪʘʢʠ ʟ ʜʝʱʦ ʽʥʰʦʛʦ ʨʘʢʫʨʩʫ, ʥʽʞ ʧʽʜʭʽʜ, ʚʽʜʦʤʠʡ ʷʢ 

ʢʽʙʝʨʟʘʭʠʩʪ, ʦʩʢʽʣʴʢʠ ʩʪʽʡʢʽʩʪʴ ʚʢʣʶʯʘʻ ʟʜʘʪʥʽʩʪʴ ʩʠʩʪʝʤ ʘʜʘʧʪʫʚʘʪʠʩʷ ʪʘ 

ʚʽʜʥʦʚʣʶʚʘʪʠʩʷ. ɺʽʜʧʦʚʽʜʥʦ, ʮʝ ʚʠʤʘʛʘʻ ʚʢʣʶʯʝʥʥʷ ʟʘʛʘʣʴʥʠʭ ʢʘʪʝʛʦʨʽʡ ʩʪʽʡʢʦʩʪʽ ʜʦ 
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ʧʝʚʥʦʾ ʩʪʨʫʢʪʫʨʦʚʘʥʦʾ ʤʦʜʝʣʽ, ʷʢʦʶ ʻ ʧʽʜʭʽʜ MOF. ʎʝʡ ʧʽʜʭʽʜ ʤʘʻ ʧʦʪʝʥʮʽʘʣ ʜʣʷ 

ʚʠʨʘʞʝʥʥʷ ʥʘʡʟʘʛʘʣʴʥʽʰʠʭ ʢʦʥʮʝʧʮʽʡ ʤʦʚʦʶ UML, ʟ ʧʦʜʘʣʴʰʦʶ ʤʦʞʣʠʚʽʩʪʶ ʜʦʚʝʜʝʥʥʷ 

ʡʦʛʦ ʜʦ ʨʽʚʥʷ ʢʽʣʴʢʽʩʥʦʾ ʤʦʜʝʣʽ ʢʦʥʢʨʝʪʥʦʾ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ. ʆʩʢʽʣʴʢʠ ʫʩʽ ʥʘʷʚʥʽ 

ʬʨʝʡʤʚʦʨʢʠ ʜʣʷ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʙʫʜʫʶʪʴʩʷ ʥʘ ʧʽʜʭʦʜʽ data-driven, ʪʦʙʪʦ ʥʘ 

ʝʢʩʧʝʨʪʥʠʭ ʦʮʽʥʢʘʭ, ʧʦʪʨʽʙʥʦ ʙʫʜʫʚʘʪʠ ʤʦʜʝʣʽ, ʙʘʟʫʶʯʠʩʴ ʥʘ modal-driven. 

ʅʘ ʧʨʠʢʣʘʜʽ ʧʨʝʜʤʝʪʥʦʾ ʦʙʣʘʩʪʽ ï ʧʽʜʩʠʩʠʩʪʝʤʠ ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ 

ʝʥʝʨʛʦʧʽʜʧʨʠʻʤʩʪʚʘ, ʨʦʟʢʨʠʪʘ ʤʦʞʣʠʚʽʩʪʴ ʧʦʙʫʜʦʚʠ ʤʝʪʘʤʦʜʝʣʽ ʜʣʷ ʢʽʣʴʢʽʩʥʦʛʦ 

ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʚʽʜʤʦʚʦʩʪʽʡʢʦʩʪʽ. ʋ ʧʨʦʮʝʩʽ ʧʝʨʝʭʦʜʫ ʚʽʜ ʨʽʚʥʷ ʧʨʦʬʽʣʶ ʧʨʝʜʤʝʪʥʦʾ 

ʦʙʣʘʩʪʽ ʜʦ ʨʽʚʥʷ ὓ  ʚʠʷʚʣʝʥʦ ʥʝʦʙʭʽʜʥʽʩʪʴ ʚʧʨʦʚʘʜʞʝʥʥʷ ʝʣʝʤʝʥʪʽʚ, ʷʢʽ ʥʝʩʫʪʴ ʬʫʥʢʮʽʾ 

ʘʜʘʧʪʠʚʥʦʩʪʽ ʪʘ ʟʜʘʪʥʦʩʪʽ ʜʦ ʚʽʜʥʦʚʣʝʥʥʷ, ʱʦ ʧʽʜʪʚʝʨʜʞʫʻ ʛʽʧʦʪʝʟʫ ʧʨʦ ʩʢʣʘʜʥʽʩʪʴ 

ʢʦʥʪʨʦʣʝʨʘ ʦʙ'ʻʢʪʘ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʜʣʷ ʧʽʜʪʨʠʤʢʠ ʜʦʩʪʘʪʥʴʦʛʦ ʨʽʚʥʷ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʚ ʫʤʦʚʘʭ ʢʽʙʝʨʘʪʘʢʠ. ʇʨʦʚʝʜʝʥʝ ʜʦʩʣʽʜʞʝʥʥʷ ʧʦʢʘʟʘʣʦ, ʱʦ ʦʩʥʦʚʦʶ ʜʣʷ 

ʬʨʝʡʤʚʦʨʢʫ ʜʣʷ ʨʦʟʨʘʭʫʥʢʫ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʤʦʞʝ ʙʫʪʠ 

ʙʘʻʩʦʚʘ ʤʝʨʝʞʘ, ʧʨʠʥʘʡʤʥʽ ʜʣʷ ʝʪʘʧʫ ʘʙʩʦʨʙʮʽʡʥʦʾ ʟʜʘʪʥʦʩʪʽ. ʆʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʙʘʻʩʦʚʦʾ ʤʝʨʝʞʽ ʥʝ ʻʜʠʥʘ ʤʦʞʣʠʚʽʩʪʴ ʜʣʷ ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʤʦʜʝʣʽ, 

ʧʨʦʪʝ ʤʘʻ ʦʯʝʚʠʜʥʽ ʧʝʨʝʚʘʛʠ ʧʝʨʝʜ ʽʥʰʠʤʠ ʘʣʴʪʝʨʥʘʪʠʚʥʠʤʠ ʤʝʪʦʜʠʢʘʤʠ ʟʘ ʨʘʭʫʥʦʢ 

ʚʨʘʭʫʚʘʥʥʷ ʢʘʫʟʘʣʴʥʦʾ ʟʘʣʝʞʥʦʩʪʽ ʪʘ ʤʝʥʰʦʾ ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʩʢʣʘʜʥʦʩʪʽ. ʇʨʦʪʝ ʥʘ 

ʝʪʘʧʘʭ ʘʜʘʧʪʠʚʥʦʾ ʟʜʘʪʥʦʩʪʽ ʮʝʡ ʤʝʪʦʜ ʱʝ ʪʨʝʙʘ ʚʠʧʨʦʙʦʚʫʚʘʪʠ.  

ɺʦʜʥʦʯʘʩ, ʻ ʫʩʚʽʜʦʤʣʝʥʥʷ, ʱʦ ʨʦʟʨʦʙʢʘ ʬʨʝʡʤʚʦʨʢʫ ʜʣʷ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

ʚʠʤʘʛʘʻ ʦʙʰʠʨʥʦ ʾʨʦʙʦʪʠ ʥʘʜ ʫʪʦʯʥʝʥʥʷʤ ʤʦʜʝʣʽ, ʦʮʽʥʢʦʶ ʧʘʨʘʤʝʪʨʽʚ ʙʘʻʩʦʚʦʾ ʤʝʨʝʞʽ 

ʜʣʷ ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ ʧʦʪʫʞʥʦʩʪʽ ʪʘ ʚʘʣʽʜʘʮʽʻʶ ʤʦʜʝʣʽ ʥʘ ʨʝʘʣʴʥʠʭ ʜʘʥʠʭ. ʊʘʢʦʞ ʫ 

ʨʦʟʨʽʟʽ ʜʘʥʦʾ ʟʘʜʘʯʽ ʤʦʞʫʪʴ ʩʪʘʪʠ ʢʦʨʠʩʥʠʤʠ ʤʦʞʣʠʚʦʩʪʽ ʫʟʘʛʘʣʴʥʝʥʠʭ ʩʪʦʭʘʩʪʠʯʥʠʭ 

ʢʦʣʴʦʨʦʚʠʭ ʤʝʨʝʞ ʇʝʪʨʽ ʜʣʷ ʾʭ ʚʠʢʦʨʠʩʪʘʥʥʷ ʷʢ ʽʥʩʪʨʫʤʝʥʪʫ ʜʣʷ ʬʦʨʤʘʣʴʥʦʾ ʢʽʣʴʢʽʩʥʦʾ 

ʤʦʜʝʣʽ. ʅʘ ʥʘʰ ʧʦʛʣʷʜ ʧʝʨʩʧʝʢʪʠʚʥʠʤ ʧʽʜʭʦʜʦʤ ʤʦʞʝ ʙʫʪʠ ʪʘʢʦʞ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʯʘʩʪʢʦʚʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ ʤʘʨʢʦʚʩʴʢʠʭ ʧʨʦʮʝʩʽʚ. ʋʩʽ ʮʽ ʧʨʦʙʣʝʤʠ ʥʝ ʻ ʣʝʛʢʠʤ 

ʟʘʚʜʘʥʥʷʤ, ʘʣʝ ʨʦʟʨʦʙʣʝʥʘ  ʤʝʪʘʤʦʜʝʣʴ ʚ ʮʽʡ ʨʦʙʦʪʽ, ʜʦʟʚʦʣʠʪʴ ʙʫʜʫʚʘʪʠ model-driven ʟ 

ʻʜʠʥʠʭ ʩʠʩʪʝʤʥʠʭ ʧʦʟʠʮʽʡ. ʅʘ ʦʩʥʦʚʽ ʷʢʦʾ ʤʦʞʥʘ ʦʮʽʥʠʪʠ ʨʽʚʝʥʴ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʪʘ 

ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʪʠ ʟʘʩʦʙʠ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʘʪʘʢʘʤ ʥʘ ʨʽʟʥʠʭ ʝʪʘʧʘʭ ʾʭ ʨʝʘʣʽʟʘʮʽʾ.  
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ʇʨʠ ʮʴʦʤʫ, ʟʘʧʨʦʧʦʥʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʘʻ ʟʤʦʛʫ ʧʝʨʝʡʪʠ ʜʦ ʘʧʨʽʦʨʥʦʾ ʦʮʽʥʢʠ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ, ʥʘʩʘʤʧʝʨʝʜ ʜʣʷ ʣʦʢʘʣʴʥʠʭ ʤʝʨʝʞ ʜʠʩʧʝʪʯʝʨʩʴʢʦʛʦ ʮʝʥʪʨʫ ʝʥʝʨʛʝʪʠʯʥʦʾ 

ʢʦʤʧʘʥʽʾ ʥʘ ʦʩʥʦʚʽ ʨʽʟʥʠʭ ʥʘʙʦʨʽʚ ʜʘʥʠʭ, ʟʘ ʩʮʝʥʘʨʽʷʤʠ ʢʽʙʝʨʘʪʘʢ ʽʟ ʥʘʡʙʽʣʴʰʠʤ 

ʧʦʪʝʥʮʽʡʥʦʶ ʬʽʟʠʯʥʦʶ ʰʢʦʜʦʶ. 
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ʈʆɿɼɯʃ 3 

ɺʀʂʆʈʀʉʊɸʅʅʗ ʄʆɼɽʃɯ ɹɸɭʉɸ ɼʃʗ ʈɸʅʅʔʆɻʆ ʆʎɯʅʖɺɸʅʅʗ ɿɸɻʈʆɿ 

ʂɯɹɽʈɸʊɸʂ ʆɹôɭʂʊɸ ɽʃɽʂʊʈʆɽʅɽʈɻɽʊʀʂʀ 

ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʚʠʱʝ ʧʽʜʭʽʜ ʜʘʻ ʟʤʦʛʫ ʧʝʨʝʡʪʠ ʜʦ ʘʧʨʽʦʨʥʦʾ ʦʮʽʥʢʠ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ, ʥʘʩʘʤʧʝʨʝʜ ʜʣʷ ʣʦʢʘʣʴʥʠʭ ʤʝʨʝʞ ʜʠʩʧʝʪʯʝʨʩʴʢʦʛʦ ʮʝʥʪʨʫ ʝʥʝʨʛʝʪʠʯʥʦʾ 

ʢʦʤʧʘʥʽʾ ʥʘ ʦʩʥʦʚʽ ʨʽʟʥʠʭ ʥʘʙʦʨʽʚ ʜʘʥʠʭ, ʟʘ ʩʮʝʥʘʨʽʷʤʠ ʢʽʙʝʨʘʪʘʢ ʽʟ ʥʘʡʙʽʣʴʰʠʤ 

ʧʦʪʝʥʮʽʡʥʦʶ ʬʽʟʠʯʥʦʶ ʰʢʦʜʦʶ. 

ʆʩʢʽʣʴʢʠ ʩʫʯʘʩʥʽ ʝʥʝʨʛʦʤʝʨʝʞʽ ʻ ʩʢʣʘʜʦʚʦʶ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, 

ʙʫʜʴ-ʷʢʽ ʟʘʛʨʦʟʠ ʜʣʷ ʥʠʭ ʤʦʞʫʪʴ ʩʫʪʪʻʚʦ ʧʦʟʥʘʯʠʪʠʩʷ ʥʘ ʥʘʮʽʦʥʘʣʴʥʽʡ ʙʝʟʧʝʮʽ ʪʘ 

ʝʢʦʥʦʤʽʯʥʽʡ ʩʪʘʙʽʣʴʥʦʩʪʽ. ɹʝʟʟʘʧʝʨʝʯʥʠʤ ʬʘʢʪʦʤ ʻ ʪʝ, ʱʦ ʮʠʬʨʦʚʽ ʤʝʨʝʞʝʚʽ ʪʝʭʥʦʣʦʛʽʾ ʚ 

ʝʥʝʨʛʦʩʠʩʪʝʤʘʭ ʟʥʘʯʥʦ ʚʜʦʩʢʦʥʘʣʶʶʪʴ ʬʫʥʢʮʽʾ ʢʦʥʪʨʦʣʶ ʪʘ ʤʦʥʽʪʦʨʠʥʛʫ. ɺʦʜʥʦʯʘʩ 

ʩʫʪʪʻʚʦ ʟʨʦʩʣʘ ʡʤʦʚʽʨʥʽʩʪʴ ʢʽʙʝʨʟʘʛʨʦʟ, ʱʦ ʤʦʞʫʪʴ ʩʧʨʠʯʠʥʠʪʠ ʤʘʩʰʪʘʙʥʽ ʟʙʦʾ ʟ 

ʢʘʪʘʩʪʨʦʬʽʯʥʠʤʠ ʥʘʩʣʽʜʢʘʤʠ. ʂʣʶʯʦʚʽ ʨʝʟʫʣʴʪʘʪʠ ʮʴʦʛʦ ʨʦʟʜʽʣʫ ʙʫʣʠ ʦʧʫʙʣʽʢʦʚʘʥʽ 

ʘʚʪʦʨʦʤ ʫ ʧʨʘʮʽ [4]. 

ʉʧʝʮʠʬʽʯʥʦʶ ʦʟʥʘʢʦʶ ʪʘ ʚʦʜʥʦʯʘʩ ʭʘʨʘʢʪʝʨʥʦʶ ʨʠʩʦʶ ʢʽʙʝʨʘʪʘʢ ʥʘ ʝʥʝʨʛʝʪʠʯʥʽ 

ʦʙôʻʢʪʠ ʻ ʾʭʥʷ ʙʘʛʘʪʦʝʪʘʧʥʽʩʪʴ, ʘ ʪʘʢʦʞ ʚʠʩʦʢʠʡ ʨʽʚʝʥʴ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʱʦʜʦ ʮʽʣʝʡ 

ʟʣʦʚʤʠʩʥʠʢʽʚ ʪʘ ʤʦʞʣʠʚʦʩʪʝʡ ʩʠʩʪʝʤ ʟʘʭʠʩʪʫ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʧʽʜ ʯʘʩ ʘʪʘʢʠ. ʈʘʟʦʤ ʟ ʪʠʤ 

ʩʪʫʧʽʥʴ ʟʘʛʨʦʟʠ ʧʽʜʚʠʱʫʻʪʴʩʷ ʧʨʦʧʦʨʮʽʡʥʦ ʜʦ ʪʦʛʦ, ʥʘʩʢʽʣʴʢʠ ʛʣʠʙʦʢʦ ʟʣʦʚʤʠʩʥʠʢʠ 

ʧʨʦʥʠʢʘʶʪʴ ʫ ʚʥʫʪʨʽʰʥʶ ʤʝʨʝʞʫ ʝʥʝʨʛʦʦʙôʻʢʪʘ. ʎʝ ʘʢʪʫʘʣʽʟʫʻ ʧʦʪʨʝʙʫ ʚ ʧʦʰʫʢʫ 

ʽʥʩʪʨʫʤʝʥʪʽʚ ʜʣʷ ʟʤʝʥʰʝʥʥʷ ʬʘʢʪʦʨʘ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʟ ʤʝʪʦʶ ʟʘʚʯʘʩʥʦʛʦ ʚʠʷʚʣʝʥʥʷ 

ʢʽʙʝʨʟʘʛʨʦʟ. 

ɺʽʜʦʤʠʤʠ ʧʨʠʢʣʘʜʘʤʠ ʪʘʢʠʭ ʚʪʨʫʯʘʥʴ ʪʘ ʾʭʥʽʭ ʥʘʩʣʽʜʢʽʚ ʻ ʢʽʙʝʨʘʪʘʢʠ BlackEnergy 

ʥʘ ʫʢʨʘʾʥʩʴʢʫ ʝʥʝʨʛʦʩʠʩʪʝʤʫ ʫ 2015 ʪʘ 2016 ʨʦʢʘʭ, ʱʦ ʩʧʨʠʯʠʥʠʣʠ ʤʘʩʰʪʘʙʥʽ 

ʚʽʜʢʣʶʯʝʥʥʷ ʩʚʽʪʣʘ ʜʣʷ ʩʦʪʝʥʴ ʪʠʩʷʯ ʩʧʦʞʠʚʘʯʽʚ. ʋ ʢʚʽʪʥʽ 2022 ʨʦʢʫ ʛʨʫʧʘ Sandworm 

(ʷʢʫ ʤʽʞʥʘʨʦʜʥʽ ʝʢʩʧʝʨʪʠ ʧʦʚ'ʷʟʫʶʪʴ ʽʟ ʧʽʜʨʦʟʜʽʣʦʤ ɻʈʋ ʈʌ) ʥʘʤʘʛʘʣʘʩʷ ʟʥʝʩʪʨʫʤʠʪʠ 

ʨʝʛʽʦʥʠ ʋʢʨʘʾʥʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʰʢʽʜʣʠʚʦʛʦ ʇɿ Industroyer2 ï ʚʜʦʩʢʦʥʘʣʝʥʦʾ ʚʝʨʩʽʾ ʩʦʬʪʫ, 

ʱʦ ʟʘʩʪʦʩʦʚʫʚʘʚʩʷ ʮʽʻʶ ʞ ʛʨʫʧʦʶ ʜʣʷ ʘʥʘʣʦʛʽʯʥʠʭ ʮʽʣʝʡ ʫ 2016 ʨʦʮʽ. ɿʘʟʥʘʯʝʥʽ 
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ʽʥʮʠʜʝʥʪʠ ʩʪʠʤʫʣʶʶʪʴ ʨʦʟʨʦʙʢʫ ʝʬʝʢʪʠʚʥʠʭ ʟʘʩʦʙʽʚ ʦʙʦʨʦʥʠ ʪʘ ʧʨʦʪʠʜʽʾ ʪʘʢʠʤ 

ʟʘʛʨʦʟʘʤ, ʱʦ ʚʠʤʘʛʘʻ ʜʝʪʘʣʴʥʦʛʦ ʚʠʚʯʝʥʥʷ ʤʝʭʘʥʽʟʤʽʚ ʨʝʘʣʽʟʘʮʽʾ ʢʽʙʝʨʘʪʘʢ ʚ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ ʝʥʝʨʛʦʩʠʩʪʝʤʠ. ɽʥʝʨʛʝʪʠʯʥʽ ʩʠʩʪʝʤʠ ʥʦʚʦʛʦ ʧʦʢʦʣʽʥʥʷ ˇʨʫʥʪʫʶʪʴʩʷ ʥʘ 

ʛʣʠʙʦʢʽʡ ʽʥʪʝʛʨʘʮʽʾ ʤʝʨʝʞ ʽʟ ʩʫʯʘʩʥʠʤʠ ʪʝʭʥʦʣʦʛʽʷʤʠ ʟʚôʷʟʢʫ ʪʘ ʫʧʨʘʚʣʽʥʥʷ, ʚʠʩʪʫʧʘʶʯʠ 

ʥʝʚʽʜôʻʤʥʦʶ ʯʘʩʪʠʥʦʶ ʝʥʝʨʛʝʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ [64, 65]. 

ɻʦʣʦʚʥʠʤ ʜʞʝʨʝʣʦʤ ʚʨʘʟʣʠʚʦʩʪʝʡ ʜʣʷ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ʚʠʩʪʫʧʘʶʪʴ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʽ ʧʨʦʪʦʢʦʣʠ ʟʚôʷʟʢʫ ʪʘ ʧʨʦʛʨʘʤʥʽ ʟʘʩʪʦʩʫʥʢʠ, ʱʦ ʙʘʟʫʶʪʴʩʷ 

ʥʘ ʤʝʭʘʥʽʟʤʘʭ ʦʙʤʽʥʫ ʤʽʞ ʭʦʩʪʘʤʠ ɯʊ-ʤʝʨʝʞ. ɽʥʝʨʛʝʪʠʯʥʽ ʦʙ'ʻʢʪʠ, ʙʫʜʫʯʠ ʦʜʥʠʤʠ ʟ 

ʢʣʶʯʦʚʠʭ ʝʣʝʤʝʥʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʪʘʢʦʞ ʤʽʩʪʷʪʴ ʮʽ ʚʨʘʟʣʠʚʽ ʪʦʯʢʠ. ʎʝ 

ʚʽʜʢʨʠʚʘʻ ʰʣʷʭ ʟʣʦʚʤʠʩʥʠʢʘʤ ʜʣʷ ʟʜʦʙʫʪʪʷ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ ʪʘ ʧʝʨʝʭʦʧʣʝʥʥʷ 

ʢʦʥʪʨʦʣʶ ʥʘʜ ʘʢʪʠʚʘʤʠ, ʱʦ ʚ ʨʘʟʽ ʫʩʧʽʰʥʦʾ ʨʝʘʣʽʟʘʮʽʾ ʘʪʘʢʠ ʤʘʻ ʩʫʪʪʻʚʠʡ ʚʧʣʠʚ ʥʘ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʝʥʝʨʛʦʩʠʩʪʝʤ [66]. 

ʉʫʯʘʩʥʽ ʝʥʝʨʛʦʩʠʩʪʝʤʠ ʧʦʻʜʥʫʶʪʴ ʫ ʩʦʙʽ ʷʢ ʢʣʘʩʠʯʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ 

ʝʥʝʨʛʦʤʝʨʝʞʽ, ʪʘʢ ʽ ʢʦʤʫʥʽʢʘʮʽʡʥʽ ʤʝʨʝʞʽ, ʧʨʠʟʥʘʯʝʥʽ ʜʣʷ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʫʧʨʘʚʣʽʥʥʷ. ɿ 

ʦʛʣʷʜʫ ʥʘ ʮʝ, ʘʪʘʢʫʶʯʽ ʟʜʘʪʥʽ ʝʢʩʧʣʫʘʪʫʚʘʪʠ ʚʨʘʟʣʠʚʦʩʪʽ ʥʘ ʧʽʜʩʪʘʥʮʽʷʭ ʯʠ 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚ ʮʝʥʪʨʘʭ ʫʧʨʘʚʣʽʥʥʷ ʟʘʜʣʷ ʦʪʨʠʤʘʥʥʷ ʧʨʘʚ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ ʯʝʨʝʟ 

ʽʥʪʝʨʬʝʡʩʠ ʣʶʜʠʥʘ-ʤʘʰʠʥʘ. ʅʘʜʘʣʽ, ʤʘʶʯʠ ʚʽʜʧʦʚʽʜʥʠʡ ʨʽʚʝʥʴ ʜʦʩʪʫʧʫ, ʚʦʥʠ 

ʟʜʦʙʫʚʘʶʪʴ ʩʧʨʦʤʦʞʥʽʩʪʴ ʤʘʥʽʧʫʣʶʚʘʪʠ ʢʦʤʘʥʜʘʤʠ ʢʝʨʫʚʘʥʥʷ ʦʙʣʘʜʥʘʥʥʷʤ. ʉʚʦʻʶ 

ʯʝʨʛʦʶ, ʰʣʷʭʦʤ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʨʦʪʦʢʦʣʽʚ Ethernet ʤʦʞʝ ʙʫʪʠ ʧʝʨʝʭʦʧʣʝʥʦ ʫʧʨʘʚʣʽʥʥʷ, 

ʧʨʠʤʽʨʦʤ, ʩʠʩʪʝʤʦʶ ʘʚʪʦʤʘʪʠʯʥʠʭ ʚʠʤʠʢʘʯʽʚ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʫ ʬʽʟʠʯʥʽʡ ʝʥʝʨʛʦʩʠʩʪʝʤʽ. 

ɿʘ ʪʘʢʠʭ ʦʙʩʪʘʚʠʥ ʩʪʘʻ ʤʦʞʣʠʚʠʤ ʚʪʽʣʝʥʥʷ ʢʘʪʘʩʪʨʦʬʽʯʥʦʛʦ ʩʮʝʥʘʨʽʶ, ʟʘ ʷʢʦʛʦ ʚʠʥʠʢʘʻ 

ʢʨʠʪʠʯʥʠʡ ʜʠʩʙʘʣʘʥʩ ʤʽʞ ʚʠʨʦʙʥʠʮʪʚʦʤ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ ʪʘ ʥʘʷʚʥʠʤ ʥʘʚʘʥʪʘʞʝʥʥʷʤ, ʱʦ 

ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʟʘʛʘʣʴʥʦʾ ʜʝʩʪʘʙʽʣʽʟʘʮʽʾ ʤʝʨʝʞʽ. 

ɻʦʣʦʚʥʘ ʤʽʩʽʷ ʚʩʽʭ ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʯʥʠʭ ʧʽʜʧʨʠʻʤʩʪʚ ʧʦʣʷʛʘʻ ʫ ʟʘʙʝʟʧʝʯʝʥʥʽ 

ʩʧʦʞʠʚʘʯʽʚ ʝʣʝʢʪʨʦʝʥʝʨʛʽʻʶ ʟʘ ʜʦʧʦʤʦʛʦʶ ʥʘʮʽʦʥʘʣʴʥʦʛʦ ʝʥʝʨʛʦʨʠʥʢʫ. ɼʣʷ ʫʩʧʽʰʥʦʛʦ 

ʟʜʽʡʩʥʝʥʥʷ ʮʴʦʛʦ ʧʦʩʪʘʯʘʥʥʷ ʥʝʦʙʭʽʜʥʦ ʝʬʝʢʪʠʚʥʦ ʨʝʘʣʽʟʦʚʫʚʘʪʠ ʪʨʠ ʢʣʶʯʦʚʽ ʬʫʥʢʮʽʾ: 

ʛʝʥʝʨʘʮʽʶ, ʨʦʟʧʦʜʽʣ ʪʘ ʧʝʨʝʜʘʯʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ. ʂʦʞʥʘ ʟ ʥʠʭ ʚʽʜʽʛʨʘʻ ʚʘʛʦʤʫ ʨʦʣʴ, ʧʨʦʪʝ 
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ʜʦʩʚʽʜ ʦʩʪʘʥʥʽʭ ʜʝʩʷʪʠʣʽʪʴ ʩʚʽʜʯʠʪʴ, ʱʦ ʥʘʡʚʠʱʠʡ ʧʦʢʘʟʥʠʢ ʢʽʙʝʨʟʘʛʨʦʟ ʬʽʢʩʫʻʪʴʩʷ ʩʘʤʝ 

ʜʣʷ ʬʫʥʢʮʽʾ ʨʦʟʧʦʜʽʣʫ. 

ɿʘʩʪʦʩʫʚʘʥʥʷ ʙʘʻʩʦʚʠʭ ʤʝʨʝʞ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ ʨʦʟʧʦʯʘʣʦʩʷ ʧʦʨʽʚʥʷʥʦ 

ʥʝʱʦʜʘʚʥʦ. ʅʘʩʘʤʧʝʨʝʜ ʮʝ ʚʽʜʦʙʨʘʞʝʥʦ ʫ ʜʦʩʣʽʜʞʝʥʥʷʭ ʌʨʽʛʦ, ʜʝ ʚʧʝʨʰʝ ʙʫʣʦ 

ʧʨʝʜʩʪʘʚʣʝʥʦ ʨʝʟʫʣʴʪʘʪʠ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʦʜʝʣʝʡ ʙʘʻʩʦʚʠʭ ʤʝʨʝʞ ʟ ʤʝʪʦʶ ʦʮʽʥʶʚʘʥʥʷ 

ʙʝʟʧʝʢʠ ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝʨʝʞ [67]. ɿʘʟʥʘʯʝʥʽ ʧʨʘʮʽ ʜʝʤʦʥʩʪʨʫʶʪʴ, ʱʦ ʚʧʨʦʚʘʜʞʝʥʥʷ 

ʥʦʚʽʪʥʽʭ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʤʝʨʝʞʝʚʠʭ ʪʝʭʥʦʣʦʛʽʡ ʚ ʝʥʝʨʛʝʪʠʯʥʽ ʩʠʩʪʝʤʠ ʚʜʦʩʢʦʥʘʣʶʻ 

ʧʨʦʮʝʩʠ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʢʝʨʫʚʘʥʥʷ. ɿ ʽʥʰʦʛʦ ʙʦʢʫ, ʧʦʜʽʙʥʘ ʽʥʪʝʛʨʘʮʽʷ ʧʨʠʟʚʦʜʠʪʴ ʜʦ 

ʟʨʦʩʪʘʥʥʷ ʡʤʦʚʽʨʥʦʩʪʽ ʢʽʙʝʨʟʘʛʨʦʟ, ʱʦ ʧʽʜʚʠʱʫʻ ʨʠʟʠʢʠ ʚʠʥʠʢʥʝʥʥʷ ʢʘʪʘʩʪʨʦʬʽʯʥʠʭ 

ʟʙʦʾʚ. ʋ ʨʘʟʽ ʟʜʽʡʩʥʝʥʥʷ ʘʪʘʢ ʥʘ ʚʨʘʟʣʠʚʦʩʪʽ ʩʠʩʪʝʤʠ ʚʠʥʠʢʘʻ ʙʝʟʧʦʩʝʨʝʜʥʷ ʟʘʛʨʦʟʘ ʜʣʷ 

ʩʪʘʙʽʣʴʥʦʛʦ ʪʘ ʙʝʟʧʝʯʥʦʛʦ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʝʥʝʨʛʝʪʠʯʥʠʭ ʢʦʤʧʣʝʢʩʽʚ, ʱʦ ʤʦʞʝ ʤʘʪʠ 

ʩʝʨʡʦʟʥʽ ʥʘʩʣʽʜʢʠ [4]. ɿʚʘʞʘʶʯʠ ʥʘ ʧʦʪʦʯʥʽ ʪʝʭʥʦʣʦʛʽʯʥʽ ʪʝʥʜʝʥʮʽʾ, ʝʥʝʨʛʦʩʠʩʪʝʤʠ 

ʥʦʚʦʛʦ ʧʦʢʦʣʽʥʥʷ, ʱʦ ʪʽʩʥʦ ʧʦʻʜʥʫʶʪʴ ʢʣʘʩʠʯʥʽ ʝʥʝʨʛʦʤʝʨʝʞʽ ʽʟ ʩʫʯʘʩʥʠʤʠ 

ʢʦʤʫʥʽʢʘʮʽʡʥʠʤʠ ʪʝʭʥʦʣʦʛʽʷʤʠ, ʚʘʨʪʦ ʨʦʟʛʣʷʜʘʪʠ ʷʢ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʟ ʚʠʩʦʢʠʤ ʨʽʚʥʝʤ 

ʚʟʘʻʤʦʟʚ'ʷʟʢʫ ʪʘ ʚʟʘʻʤʦʟʘʣʝʞʥʦʩʪʽ. ɺʦʜʥʦʯʘʩ ʽʥʰʽ ʜʦʩʣʽʜʥʠʢʠ ʥʘʛʦʣʦʰʫʶʪʴ, ʱʦ ʚʠʭʽʜ ʟ 

ʣʘʜʫ ʥʘʚʽʪʴ ʦʢʨʝʤʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʟʜʘʪʝʥ ʩʫʪʪʻʚʦ ʚʧʣʠʥʫʪʠ ʥʘ ʨʦʙʦʪʫ ʚʩʽʻʾ 

ʝʥʝʨʛʦʩʠʩʪʝʤʠ. ʈʘʟʦʤ ʟ ʪʠʤ, ʚʘʛʦʤʠʡ ʚʥʝʩʦʢ ʫ ʨʦʟʢʨʠʪʪʷ ʧʨʠʨʦʜʠ ʥʝʚʠʟʥʘʯʝʥʦʩʪʝʡ ʧʽʜ 

ʯʘʩ ʘʪʘʢ ʥʘ ɯʊ-ʤʝʨʝʞʽ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʟʨʦʙʣʝʥʦ ʫ ʧʨʘʮʽ [69]. ʇʨʦʪʝ 

ʧʨʦʙʣʝʤʘʪʠʢʘ ʟʘʚʯʘʩʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʘʪʘʢ ʥʘ ɯʊ-ʤʝʨʝʞʽ ʝʥʝʨʛʝʪʠʯʥʠʭ ʦʙôʻʢʪʽʚ ʜʦʩʽ 

ʟʘʣʠʰʘʻʪʴʩʷ ʥʝʜʦʩʪʘʪʥʴʦ ʚʠʚʯʝʥʦʶ. 

3.1 ʈʦʟʨʦʙʢʘ ʤʘʪʝʤʘʪʠʯʥʦʾ ʤʦʜʝʣʽ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ ʥʘ 

ʝʥʝʨʛʦʦʙô̒ ʢʪ 

ɿ ʦʛʣʷʜʫ ʥʘ ʮʝ, ʥʘʩʪʫʧʥʠʤ ʟʘʚʜʘʥʥʷʤ ʻ ʨʦʟʨʦʙʣʝʥʥʷ ʤʘʪʝʤʘʪʠʯʥʦʾ ʤʦʜʝʣʽ ʨʘʥʥʴʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ ʥʘ ʝʥʝʨʛʦʦʙôʻʢʪʽ ʥʘ ʦʩʥʦʚʽ ɹʘʻʩʦʚʦʾ ʤʝʨʝʞʽ, ʘ ʪʘʢʦʞ 

ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʾʾ ʧʨʠʜʘʪʥʦʩʪʽ ʜʣʷ ʧʨʘʢʪʠʯʥʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ. ʇʦʜʽʙʥʘ ʤʦʜʝʣʴ ʤʦʞʝ 

ʩʣʫʛʫʚʘʪʠ ʝʬʝʢʪʠʚʥʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʟʥʠʞʝʥʥʷ ʨʽʚʥʷ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʧʽʜ ʯʘʩ 
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ʢʽʙʝʨʘʪʘʢʠ, ʩʧʨʠʷʶʯʠ ʫʭʚʘʣʝʥʥʶ ʦʙˇʨʫʥʪʦʚʘʥʠʭ ʨʽʰʝʥʴ ʱʦʜʦ ʚʠʙʦʨʫ ʨʝʣʝʚʘʥʪʥʠʭ 

ʟʘʩʦʙʽʚ ʜʣʷ ʣʽʢʚʽʜʘʮʽʾ ʘʙʦ ʤʽʥʽʤʽʟʘʮʽʾ ʨʽʚʥʷ ʟʘʛʨʦʟ ʜʣʷ ʝʥʝʨʛʦʦʙôʻʢʪʘ. 

ɺʘʨʪʦ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʩʫʯʘʩʥʽ ʝʥʝʨʛʦʤʝʨʝʞʽ ʻ ʷʩʢʨʘʚʠʤ ʧʨʠʢʣʘʜʦʤ ʢʽʙʝʨʬʽʟʠʯʥʠʭ 

ʩʠʩʪʝʤ (ʂʌʉ), ʷʢʽ ʢʦʤʧʣʝʢʩʥʦ ʧʦʻʜʥʫʶʪʴ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʦʙôʻʢʪʠ ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʮʠʬʨʦʚʽ ʢʦʤʫʥʽʢʘʮʽʡʥʽ ʪʝʭʥʦʣʦʛʽʾ. ɺʦʜʥʦʯʘʩ ʽʻʨʘʨʭʽʯʥʘ ʩʪʨʫʢʪʫʨʘ 

ʝʥʝʨʛʝʪʠʯʥʦʾ ʂʌʉ ʤʘʻ ʯʽʪʢʦ ʦʢʨʝʩʣʝʥʠʡ ʭʘʨʘʢʪʝʨ: ʧʦʯʠʥʘʶʯʠ ʚʽʜ ʮʝʥʪʨʽʚ ʢʝʨʫʚʘʥʥʷ ʽ 

ʟʘʢʽʥʯʫʶʯʠ ʨʽʚʥʝʤ ʬʽʟʠʯʥʠʭ ʧʨʠʩʪʨʦʾʚ. 

ʅʘ ʥʘʡʚʠʱʦʤʫ ʽʻʨʘʨʭʽʯʥʦʤʫ ʨʽʚʥʽ ʨʦʟʪʘʰʦʚʫʶʪʴʩʷ ʮʝʥʪʨʠ ʫʧʨʘʚʣʽʥʥʷ, ʷʢʽ 

ʦʭʦʧʣʶʶʪʴ ʛʦʣʦʚʥʽ ʨʦʟʧʦʜʽʣʴʯʽ ʩʪʘʥʮʽʾ, ʩʝʨʚʝʨʠ ʩʠʩʪʝʤ SCADA ʪʘ ʩʝʨʚʝʨʠ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʫʧʨʘʚʣʽʥʥʷ. 

ʈʽʚʥʝʤ ʥʠʞʯʝ ʟʥʘʭʦʜʠʪʴʩʷ ʢʦʤʫʥʽʢʘʮʽʡʥʝ ʩʝʨʝʜʦʚʠʱʝ ʤʝʨʝʞʽ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ, 

ʜʦ ʩʢʣʘʜʫ ʷʢʦʛʦ ʚʭʦʜʷʪʴ ʨʽʟʥʦʤʘʥʽʪʥʽ ʧʨʠʩʪʨʦʾ ʪʘ ʧʨʦʪʦʢʦʣʠ ʟʚ'ʷʟʢʫ, ʟʦʢʨʝʤʘ: 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ, ʽʥʪʝʣʝʢʪʫʘʣʴʥʽ ʣʽʯʠʣʴʥʠʢʠ ʪʘ ʚʠʢʦʥʘʚʯʽ ʤʝʭʘʥʽʟʤʠ. ʎʝʡ ʨʽʚʝʥʴ 

ʟʘʙʝʟʧʝʯʫʻ ʪʨʘʥʩʣʷʮʽʶ ʜʘʥʠʭ ï ʚʢʣʶʯʥʦ ʟ ʚʠʤʽʨʶʚʘʣʴʥʦʶ ʪʝʣʝʤʝʪʨʽʻʶ ʪʘ ʢʦʤʘʥʜʘʤʠ 

ʢʝʨʫʚʘʥʥʷ ï ʤʽʞ ʮʝʥʪʨʘʤʠ ʫʧʨʘʚʣʽʥʥʷ ʪʘ ʪʝʨʠʪʦʨʽʘʣʴʥʦ ʨʦʟʧʦʜʽʣʝʥʠʤʠ ʧʽʜʩʪʘʥʮʽʷʤʠ, 

ʛʘʨʘʥʪʫʶʯʠ ʙʝʟʧʝʨʝʙʽʡʥʫ ʚʟʘʻʤʦʜʽʶ ʚʩʝʨʝʜʠʥʽ ʩʠʩʪʝʤʠ. 

ɿʘʛʘʣʴʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʬʦʨʤʫʻʪʴʩʷ ʟ ʢʦʤʧʦʥʝʥʪʽʚ ʽʥʬʦʨʤʘʮʽʡʥʠʭ (ɯʊ) ʪʘ 

ʦʧʝʨʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ (ʆʊ). ʇʨʦʪʝ ʧʨʦʚʝʩʪʠ ʯʽʪʢʫ ʤʝʞʫ ʤʽʞ ɯʊ- ʪʘ ʆʊ-ʜʦʤʝʥʘʤʠ ʚ 

ʝʥʝʨʛʝʪʠʯʥʽʡ ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ ʧʨʘʢʪʠʯʥʦ ʥʝʤʦʞʣʠʚʦ, ʦʩʢʽʣʴʢʠ ʚ ʨʝʘʣʴʥʠʭ ʫʤʦʚʘʭ ɯʊ-

ʦʙʣʘʜʥʘʥʥʷ ʤʘʻ ʙʝʟʧʝʨʝʨʚʥʦ ʚʟʘʻʤʦʜʽʷʪʠ ʟ ʆʊ-ʢʦʤʧʦʥʝʥʪʘʤʠ. ɺʽʜʧʦʚʽʜʥʦ, ʘʥʘʣʽʟ ʪʘ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʟʘʭʦʜʽʚ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚʠʤʘʛʘʶʪʴ ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʽʜʭʦʜʫ ʟ ʦʜʥʦʯʘʩʥʠʤ 

ʫʨʘʭʫʚʘʥʥʷʤ ʩʧʝʮʠʬʽʢʠ ʷʢ ɯʊ-, ʪʘʢ ʽ ʆʊ-ʩʝʨʝʜʦʚʠʱʘ. ɿ ʦʛʣʷʜʫ ʥʘ ʮʝ, ʧʽʜ ʯʘʩ ʤʦʜʝʣʶʚʘʥʥʷ 

ʢʽʙʝʨʘʪʘʢ ʢʦʨʧʦʨʘʪʠʚʥʠʡ ʩʝʛʤʝʥʪ ʤʝʨʝʞʽ ʩʣʽʜ ʨʦʟʛʣʷʜʘʪʠ ʷʢ ʧʝʨʚʠʥʥʫ ʪʦʯʢʫ ʚʭʦʜʫ, 

ʟʚʽʜʢʠ ʥʘ ʧʦʜʘʣʴʰʠʭ ʝʪʘʧʘʭ ʟʘʛʨʦʟʘ ʟʜʘʪʥʘ ʧʦʰʠʨʶʚʘʪʠʩʷ ʯʝʨʝʟ ʩʫʤʽʞʥʽ ʤʝʨʝʞʽ, 

ʧʦʪʝʥʮʽʡʥʦ ʜʦʩʷʛʘʶʯʠ ʩʝʨʝʜʦʚʠʱ ʙʝʟʧʦʩʝʨʝʜʥʴʦʛʦ ʢʝʨʫʚʘʥʥʷ ʪʘ ʪʝʭʥʦʣʦʛʽʯʥʠʭ 

ʧʨʦʮʝʩʽʚ.  
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ɽʪʘʣʦʥʥʦʶ ʤʦʜʝʣʣʶ, ʱʦ ʪʨʘʜʠʮʽʡʥʦ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʜʣʷ ʚʽʜʦʙʨʘʞʝʥʥʷ ʙʘʟʦʚʠʭ 

ʽʻʨʘʨʭʽʯʥʠʭ ʨʽʚʥʽʚ ʽʥʜʫʩʪʨʽʘʣʴʥʠʭ ʩʠʩʪʝʤ ʢʝʨʫʚʘʥʥʷ (ɯʂʉ), ʚʠʩʪʫʧʘʻ ʘʨʭʽʪʝʢʪʫʨʥʘ 

ʤʦʜʝʣʴ ʇʝʨʜʴʶ (PERA). 

ɺʟʘʻʤʦʜʽʷ ʢʦʤʧʦʥʝʥʪʽʚ ʫ ʤʝʞʘʭ ʢʦʞʥʦʛʦ ʦʢʨʝʤʦʛʦ ʨʽʚʥʷ ʟʜʽʡʩʥʶʻʪʴʩʷ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʣʦʢʘʣʴʥʠʭ ʤʝʨʝʞ, ʪʦʜʽ ʷʢ ʤʽʞʨʽʚʥʝʚʠʡ ʟʚôʷʟʦʢ ʟʘʙʝʟʧʝʯʫʻʪʴʩʷ ʟʘ ʨʘʭʫʥʦʢ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʛʝʪʝʨʦʛʝʥʥʠʭ ʪʝʭʥʦʣʦʛʽʡ, ʱʦ ʬʫʥʢʮʽʦʥʫʶʪʴ ʥʘ ʙʘʟʽ ʷʢ ʣʦʢʘʣʴʥʠʭ, ʪʘʢ ʽ 

ʛʣʦʙʘʣʴʥʠʭ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʤʝʨʝʞ. ʋ ʤʝʞʘʭ ʧʦʪʦʯʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʨʦʟʚôʷʟʫʻʪʴʩʷ 

ʟʘʚʜʘʥʥʷ, ʱʦ ʩʪʦʩʫʻʪʴʩʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʝʨʭʥʴʦʛʦ ʨʽʚʥʷ ʤʦʜʝʣʽ ʇʝʨʜʴʶ, ʪʦʜʽ ʷʢ 

ʧʨʦʙʣʝʤʘʪʠʢʘ ʥʠʞʥʴʦʛʦ ʨʽʚʥʷ ʙʫʣʘ ʨʘʥʽʰʝ ʨʦʟʛʣʷʥʫʪʘ ʚ ʨʦʙʦʪʽ [3]. 

ʅʘ ʥʘʡʚʠʱʦʤʫ ʱʘʙʣʽ ʮʽʻʾ ʘʨʭʽʪʝʢʪʫʨʠ ʟʦʩʝʨʝʜʞʝʥʽ ʮʝʥʪʨʠ ʫʧʨʘʚʣʽʥʥʷ, ʷʢʽ 

ʚʢʣʶʯʘʶʪʴ ʛʦʣʦʚʥʽ ʨʦʟʧʦʜʽʣʴʥʽ ʩʪʘʥʮʽʾ, ʩʝʨʚʝʨʠ ʩʠʩʪʝʤ SCADA, ʘ ʪʘʢʦʞ ʩʝʨʚʝʨʠ 

ʢʦʨʧʦʨʘʪʠʚʥʦʾ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʫʧʨʘʚʣʽʥʥʷ (ʚʽʜʦʤʦʾ ʷʢ ERP-ʩʠʩʪʝʤʘ). ɿʘʟʥʘʯʝʥʽ 

ʮʝʥʪʨʠ ʬʦʨʤʫʶʪʴ ʟʘʛʘʣʴʥʫ ʢʝʨʫʶʯʫ ʤʝʨʝʞʫ ʝʥʝʨʛʝʪʠʯʥʦʾ ʢʽʙʝʨʬʽʟʠʯʥʦʾ ʩʠʩʪʝʤʠ (ʂʌʉ). 

ʉʘʤʝ ʚʦʥʘ ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʢʦʤʧʣʝʢʩʥʫ ʦʙʨʦʙʢʫ ʜʘʥʠʭ ʪʘ ʫʧʨʘʚʣʽʥʥʷ ʥʠʤʠ ʚ ʤʘʩʰʪʘʙʘʭ 

ʫʩʽʻʾ ʤʝʨʝʞʽ, ʘ ʪʘʢʦʞ ʟʜʽʡʩʥʶʻ ʙʝʟʧʝʨʝʨʚʥʠʡ ʤʦʥʽʪʦʨʠʥʛ ʨʦʙʦʯʦʛʦ ʩʪʘʥʫ ʜʣʷ 

ʛʘʨʘʥʪʫʚʘʥʥʷ ʩʪʘʙʽʣʴʥʦʛʦ ʡ ʙʝʟʧʝʯʥʦʛʦ ʝʣʝʢʪʨʦʧʦʩʪʘʯʘʥʥʷ [70]. 

ʅʘʩʪʫʧʥʠʡ ʽʻʨʘʨʭʽʯʥʠʡ ʨʽʚʝʥʴ ʧʨʝʜʩʪʘʚʣʝʥʠʡ ʤʝʨʝʞʘʤʠ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ, ʱʦ 

ʬʦʨʤʫʶʪʴʩʷ ʟ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʧʨʠʩʪʨʦʾʚ ʪʘ ʤʝʨʝʞʝʚʠʭ ʧʨʦʪʦʢʦʣʽʚ. 

ɻʦʣʦʚʥʝ ʟʘʚʜʘʥʥʷ ʮʴʦʛʦ ʩʝʛʤʝʥʪʘ ʧʦʣʷʛʘʻ ʫ ʟʘʙʝʟʧʝʯʝʥʥʽ ʪʨʘʥʩʣʷʮʽʾ ʜʘʥʠʭ, ʟʦʢʨʝʤʘ 

ʚʠʤʽʨʶʚʘʣʴʥʦʾ ʪʝʣʝʤʝʪʨʽʾ, ʘ ʪʘʢʦʞ ʫ ʧʝʨʝʜʘʯʽ ʢʝʨʫʶʯʠʭ ʢʦʤʘʥʜ ʤʽʞ ʮʝʥʪʨʘʤʠ 

ʫʧʨʘʚʣʽʥʥʷ ʪʘ ʪʝʨʠʪʦʨʽʘʣʴʥʦ ʨʦʟʧʦʜʽʣʝʥʠʤʠ ʧʽʜʩʪʘʥʮʽʷʤʠ. 

ʅʠʞʯʝ ʨʦʟʪʘʰʦʚʫʻʪʴʩʷ ʨʽʚʝʥʴ ʨʦʟʧʦʜʽʣʝʥʠʭ ʧʽʜʩʪʘʥʮʽʡ, ʦʙʣʘʜʥʘʥʠʡ ʪʘʢʠʤʠ 

ʚʪʦʨʠʥʥʠʤʠ ʧʨʠʩʪʨʦʷʤʠ, ʷʢ ʚʽʜʜʘʣʝʥʽ ʪʝʨʤʽʥʘʣʠ (RTU) ʪʘ ʬʽʜʝʨʥʽ ʪʝʨʤʽʥʘʣʴʥʽ ʙʣʦʢʠ 

(FTU). ɿʘʟʥʘʯʝʥʽ ʤʦʜʫʣʽ ʚʠʢʦʥʫʶʪʴ ʬʫʥʢʮʽʶ ʽʥʪʝʨʬʝʡʩʫ ʤʽʞ ʬʽʟʠʯʥʠʤ ʪʘ 

ʽʥʬʦʨʤʘʮʽʡʥʠʤ ʜʦʤʝʥʘʤʠ: ʚʦʥʠ ʟʜʽʡʩʥʶʶʪʴ ʙʝʟʧʝʨʝʨʚʥʠʡ ʟʙʽʨ ʜʘʥʠʭ ʽʟ ʤʝʨʝʞʽ ʚ ʨʝʞʠʤʽ 

ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ ʪʘ ʟʘʙʝʟʧʝʯʫʶʪʴ ʚʠʢʦʥʘʥʥʷ ʢʝʨʫʶʯʠʭ ʢʦʤʘʥʜ, ʱʦ ʥʘʜʭʦʜʷʪʴ ʟ 

ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʨʽʚʥʷ, ʚʽʜʽʛʨʘʶʯʠ ʫ ʪʘʢʠʡ ʩʧʦʩʽʙ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʫ ʨʦʣʴ ʫ ʨʝʛʫʣʶʚʘʥʥʽ 

ʧʨʦʮʝʩʽʚ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʝʥʝʨʛʦʩʠʩʪʝʤʠ. 
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ɹʘʟʦʚʠʡ (ʥʘʡʥʠʞʯʠʡ) ʨʽʚʝʥʴ ʩʢʣʘʜʘʻʪʴʩʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟ ʬʽʟʠʯʥʠʭ ʦʙôʻʢʪʽʚ, ʜʦ 

ʷʢʠʭ ʥʘʣʝʞʠʪʴ ʧʝʨʚʠʥʥʝ ʝʣʝʢʪʨʦʪʝʭʥʽʯʥʝ ʦʙʣʘʜʥʘʥʥʷ: ʛʝʥʝʨʘʪʦʨʠ, ʪʨʘʥʩʬʦʨʤʘʪʦʨʠ, 

ʣʽʥʽʾ ʝʣʝʢʪʨʦʧʝʨʝʜʘʯʽ ʪʘ ʚʫʟʣʠ ʥʘʚʘʥʪʘʞʝʥʥʷ. ʎʽ ʢʦʤʧʦʥʝʥʪʠ ʤʘʶʪʴ ʝʣʝʢʪʨʠʯʥʝ 

ʟôʻʜʥʘʥʥʷ ʤʽʞ ʩʦʙʦʶ ʚ ʤʝʞʘʭ ʬʽʟʠʯʥʦʛʦ ʨʽʚʥʷ, ʩʪʚʦʨʶʶʯʠ ʬʫʥʜʘʤʝʥʪʘʣʴʥʫ ʦʩʥʦʚʫ 

ʝʥʝʨʛʦʩʠʩʪʝʤʠ, ʷʢʘ ʥʝʩʝ ʧʨʷʤʫ ʚʽʜʧʦʚʽʜʘʣʴʥʽʩʪʴ ʟʘ ʛʝʥʝʨʘʮʽʶ, ʪʨʘʥʩʧʦʨʪʫʚʘʥʥʷ ʪʘ 

ʢʽʥʮʝʚʠʡ ʨʦʟʧʦʜʽʣ ʝʣʝʢʪʨʠʯʥʦʾ ʝʥʝʨʛʽʾ. 

ɻʦʣʦʚʥʦʶ ʤʝʪʦʶ ʙʫʜʴ-ʷʢʠʭ ʢʽʙʝʨʘʪʘʢ ʥʘ ʝʥʝʨʛʦʩʠʩʪʝʤʫ, ʽ ʟʦʢʨʝʤʘ ʥʘ ʧʽʜʩʠʩʪʝʤʫ 

ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ, ʚʠʩʪʫʧʘʻ ʧʝʨʝʭʦʧʣʝʥʥʷ ʢʦʥʪʨʦʣʶ ʜʣʷ ʟʜʽʡʩʥʝʥʥʷ ʧʦʜʘʣʴʰʦʛʦ 

ʜʝʩʪʨʫʢʪʠʚʥʦʛʦ ʚʧʣʠʚʫ ʥʘ ʙʘʣʘʥʩ ʝʥʝʨʛʦʩʧʦʞʠʚʘʥʥʷ ʚ ʤʝʨʝʞʽ. ʂʦʤʫʥʽʢʘʮʽʡʥʽ ʤʝʨʝʞʽ 

ʝʥʝʨʛʦʩʠʩʪʝʤʠ (ʄɽʉ) ʟʘʙʝʟʧʝʯʫʶʪʴ ʦʙʤʽʥ ʽʥʬʦʨʤʘʮʽʻʶ ʤʽʞ ʛʣʦʙʘʣʴʥʦʶ ʤʝʨʝʞʝʶ 

ɯʥʪʝʨʥʝʪ ʪʘ ʢʽʥʮʝʚʠʤʠ ʢʦʨʠʩʪʫʚʘʯʘʤʠ ʚ ʤʝʞʘʭ ʧʝʚʥʠʭ ʨʝʛʽʦʥʘʣʴʥʠʭ ʟʦʥ (ʨʘʜʽʫʩʦʤ ʜʦ 10 

ʢʤ), ʧʽʜʪʨʠʤʫʶʯʠ ʰʚʠʜʢʽʩʪʴ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʚʽʜ 50 ʄʙʽʪ/ʩ ʜʦ 1 ɻʙʽʪ/ʩ (ʟʘ ʫʤʦʚʠ 

ʨʝʪʨʘʥʩʣʷʮʽʾ ʩʠʛʥʘʣʫ ʢʦʞʥʽ 1ï3 ʢʤ). 

ɿʘʟʥʘʯʝʥʽ ʤʝʨʝʞʽ ʫʤʦʞʣʠʚʣʶʶʪʴ ʜʚʦʥʘʧʨʘʚʣʝʥʫ ʪʨʘʥʩʣʷʮʽʶ ʜʘʥʠʭ ʤʽʞ 

ʢʦʨʠʩʪʫʚʘʮʴʢʠʤʠ ʧʨʠʩʪʨʦʷʤʠ ʪʘ ʢʦʥʮʝʥʪʨʘʪʦʨʘʤʠ ʜʘʥʠʭ ʘʙʦ ʙʝʟʧʦʩʝʨʝʜʥʴʦ 

ʧʽʜʩʪʘʥʮʽʷʤʠ. ʎʝ ʜʦʟʚʦʣʷʻ ʨʝʘʣʽʟʦʚʫʚʘʪʠ ʪʘʢʽ ʚʘʞʣʠʚʽ ʧʦʩʣʫʛʠ, ʷʢ ʜʠʩʪʘʥʮʽʡʥʠʡ ʦʙʣʽʢ 

ʝʥʝʨʛʦʥʦʩʽʾʚ, ʢʦʥʪʨʦʣʴ ʦʙʩʷʛʽʚ ʩʧʦʞʠʚʘʥʥʷ ʪʘ ʙʝʟʧʝʨʝʨʚʥʠʡ ʤʦʥʽʪʦʨʠʥʛ ʧʦʣʴʦʚʦʛʦ 

ʦʙʣʘʜʥʘʥʥʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʦʙʣʽʢʫ. ɿ ʦʛʣʷʜʫ ʥʘ ʮʝ, ʪʠʧʦʚʠʤʠ ʤʽʰʝʥʷʤʠ 

ʟʣʦʚʤʠʩʥʠʢʽʚ ʧʽʜ ʯʘʩ ʟʜʽʡʩʥʝʥʥʷ ʘʪʘʢ ʥʘ ʄɽʉ ʪʨʘʜʠʮʽʡʥʦ ʩʪʘʶʪʴ ʝʣʝʢʪʨʠʯʥʽ ʧʽʜʩʪʘʥʮʽʾ 

ʪʘ ʮʝʥʪʨʠ ʨʦʟʧʦʜʽʣʫ. 

ʉʧʝʮʠʬʽʯʥʦʶ ʦʟʥʘʢʦʶ ʢʽʙʝʨʘʪʘʢ ʥʘ ʝʥʝʨʛʦʩʠʩʪʝʤʠ ʚʠʩʪʫʧʘʻ ʾʭʥʷ ʙʘʛʘʪʦʝʪʘʧʥʽʩʪʴ 

ʪʘ ʧʦʨʽʚʥʷʥʦ ʟʥʘʯʥʘ ʪʨʠʚʘʣʽʩʪʴ ʫ ʯʘʩʽ. ɿʘ ʪʘʢʠʭ ʫʤʦʚ ʪʨʘʜʠʮʽʡʥʽ ʤʝʪʦʜʠ ʦʮʽʥʶʚʘʥʥʷ 

ʨʠʟʠʢʽʚ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ ʟʘʣʠʰʘʶʪʴʩʷ ʥʝʦʙʭʽʜʥʠʤʠ, ʧʨʦʪʝ ʚʠʷʚʣʷʶʪʴʩʷ 

ʥʝʜʦʩʪʘʪʥʽʤʠ, ʦʩʢʽʣʴʢʠ ʛʣʦʙʘʣʴʥʦʶ ʮʽʣʣʶ ʧʦʜʽʙʥʠʭ ʚʪʨʫʯʘʥʴ ʻ ʨʫʡʥʫʚʘʥʥʷ 

ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ ï ʪʦʙʪʦ ʡʜʝʪʴʩʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʧʨʦ ʚʠʞʠʚʘʥʥʷ ʩʠʩʪʝʤʠ. ʋ 

ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ ʥʘ ʧʝʨʰʠʡ ʧʣʘʥ ʚʠʩʫʚʘʻʪʴʩʷ ʦʮʽʥʶʚʘʥʥʷ ʨʽʚʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ [71], ʘ 

ʪʘʢʦʞ ʧʦʰʫʢ ʝʬʝʢʪʠʚʥʠʭ ʟʘʩʦʙʽʚ ʧʨʦʪʠʜʽʾ ʰʢʽʜʣʠʚʦʤʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʶ. 

ʉʚʦʻʶ ʯʝʨʛʦʶ, ʮʝ ʚʠʤʘʛʘʻ ʦʧʝʨʘʪʠʚʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʡ ʦʮʽʥʶʚʘʥʥʷ ʪʠʧʫ ʪʘ ʨʽʚʥʷ 



122 
 

ʢʽʙʝʨʟʘʛʨʦʟ ʫ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ, ʨʘʟʦʤ ʽʟ ʨʦʟʨʦʙʣʝʥʥʷʤ ʯʽʪʢʦʛʦ ʧʦʨʷʜʢʫ ʨʝʘʛʫʚʘʥʥʷ 

ʥʘ ʪʘʢʽ ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ [2]. 

ɸʥʘʣʽʟ ʩʪʘʥʫ ʙʝʟʧʝʢʠ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʻ ʟʥʘʯʥʦ ʩʢʣʘʜʥʽʰʠʤ ʧʨʦʮʝʩʦʤ ʽʟ ʚʠʩʦʢʠʤ 

ʩʪʫʧʝʥʝʤ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʧʦʨʽʚʥʷʥʦ ʟ ʜʝʪʝʨʤʽʥʽʩʪʠʯʥʠʤʠ ʧʽʜʭʦʜʘʤʠ ʯʠ ʢʣʘʩʠʯʥʠʤ 

ʩʪʘʪʠʩʪʠʯʥʠʤ ʦʮʽʥʶʚʘʥʥʷʤ. ʉʪʦʨʦʥʘ ʟʘʭʠʩʪʫ ʥʝ ʚʦʣʦʜʽʻ ʘʧʨʽʦʨʥʦʶ ʽʥʬʦʨʤʘʮʽʻʶ ʱʦʜʦ 

ʜʽʡ ʟʣʦʚʤʠʩʥʠʢʘ, ʟʦʢʨʝʤʘ ʩʪʦʩʦʚʥʦ ʚʠʙʦʨʫ ʚʝʢʪʦʨʘ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʛʦʨʪʘʥʥʷ ʘʪʘʢʠ. 

ɺʽʜʪʘʢ ʚʠʥʠʢʘʻ ʥʝʚʠʟʥʘʯʝʥʽʩʪʴ, ʟʫʤʦʚʣʝʥʘ ʥʝʧʝʨʝʜʙʘʯʫʚʘʥʽʩʪʶ ʡʦʛʦ ʧʦʚʝʜʽʥʢʠ. ʆʢʨʽʤ 

ʪʦʛʦ, ʢʽʙʝʨʘʪʘʢʠ ʥʝ ʟʘʚʞʜʠ ʻ ʛʘʨʘʥʪʦʚʘʥʦ ʫʩʧʽʰʥʠʤʠ, ʱʦ ʛʝʥʝʨʫʻ ʜʦʜʘʪʢʦʚʫ 

ʥʝʚʠʟʥʘʯʝʥʽʩʪʴ, ʧʦʚ'ʷʟʘʥʫ ʟ ʪʝʭʥʽʯʥʦʶ ʥʝʜʦʩʢʦʥʘʣʽʩʪʶ ʩʘʤʦʛʦ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ. ɿʨʝʰʪʦʶ, ʤʦʞʣʠʚʦʩʪʽ ʩʠʩʪʝʤ ʟʘʭʠʩʪʫ ʱʦʜʦ ʤʦʥʽʪʦʨʠʥʛʫ ʧʦʪʦʯʥʦʾ 

ʘʢʪʠʚʥʦʩʪʽ ʘʪʘʢʠ ʻ ʦʙ'ʻʢʪʠʚʥʦ ʦʙʤʝʞʝʥʠʤʠ, ʫ ʨʝʟʫʣʴʪʘʪʽ ʯʦʛʦ ʤʘʻʤʦ ʩʧʨʘʚʫ ʟ 

ʥʝʚʠʟʥʘʯʝʥʽʩʪʶ, ʩʧʨʠʯʠʥʝʥʦʶ ʭʠʙʥʦʧʦʟʠʪʠʚʥʠʤʠ ʪʘ ʭʠʙʥʦʥʝʛʘʪʠʚʥʠʤʠ 

ʩʧʨʘʮʴʦʚʫʚʘʥʥʷʤʠ ʩʝʥʩʦʨʽʚ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ (IDS). 

ʆʜʥʘʢ, ʷʢʱʦ ʟʤʦʜʝʣʶʚʘʪʠ ʢʽʙʝʨʘʪʘʢʫ ʥʘ ʝʥʝʨʛʦʩʠʩʪʝʤʫ ʷʢ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʢʨʦʢʽʚ, 

ʢʦʞʝʥ ʽʟ ʷʢʠʭ ʩʧʨʷʤʦʚʘʥʠʡ ʥʘ ʫʨʘʞʝʥʥʷ ʧʝʚʥʦʛʦ ʘʢʪʠʚʫ, ʥʘʡʙʽʣʴʰ ʨʝʣʝʚʘʥʪʥʦʶ 

ʤʦʜʝʣʣʶ ʚʠʩʪʫʧʘʪʠʤʝ ʦʨʽʻʥʪʦʚʘʥʠʡ ʘʮʠʢʣʽʯʥʠʡ ʛʨʘʬ, ʱʦ ʢʦʜʫʻ ʧʨʠʯʠʥʥʦ-ʥʘʩʣʽʜʢʦʚʫ 

ʣʦʛʽʢʫ ʜʽʡ ʟʣʦʚʤʠʩʥʠʢʘ. ʎʝʡ ʢʦʥʮʝʧʪʫʘʣʴʥʠʡ ʧʽʜʭʽʜ ʚʽʜʢʨʠʚʘʻ ʟʥʘʯʥʽ ʧʝʨʩʧʝʢʪʠʚʠ ʜʣʷ 

ʨʦʟʨʦʙʣʝʥʥʷ ʜʽʻʚʠʭ ʧʨʘʢʪʠʯʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʟʘʭʠʩʪʫ. 

ɺʦʜʥʦʯʘʩ, ʥʝʟʚʘʞʘʶʯʠ ʥʘ ʩʚʦʶ ʚʠʩʦʢʫ ʥʘʦʯʥʽʩʪʴ, ʤʦʜʝʣʴ ʘʪʘʢʠ ʫ ʬʦʨʤʘʪʽ 

ʦʨʽʻʥʪʦʚʘʥʦʛʦ ʛʨʘʬʘ ʚʠʷʚʣʷʻʪʴʩʷ ʥʝʜʦʩʪʘʪʥʴʦʶ ʜʣʷ ʢʦʤʧʣʝʢʩʥʦʾ ʦʮʽʥʢʠ ʟʘʛʨʦʟ ʫ 

ʩʠʩʪʝʤʘʭ ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ, ʦʩʢʽʣʴʢʠ ʚʦʥʘ ʻ ʧʝʨʝʚʘʞʥʦ ʷʢʽʩʥʠʤ ʽʥʩʪʨʫʤʝʥʪʦʤ 

ʘʥʘʣʽʟʫ. ɿ ʦʛʣʷʜʫ ʥʘ ʮʝ, ʥʘʜʘʣʽ ʙʫʜʝ ʜʦʩʣʽʜʞʝʥʦ ʤʦʞʣʠʚʦʩʪʽ ʟʜʽʡʩʥʝʥʥʷ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ 

ʟʘʛʨʦʟ ʽʟ ʙʝʟʧʦʩʝʨʝʜʥʽʤ ʫʨʘʭʫʚʘʥʥʷʤ ʢʦʤʫʥʽʢʘʮʽʡʥʦʾ ʪʦʧʦʣʦʛʽʾ ʚ ɯʊ-ʩʝʨʝʜʦʚʠʱʽ 

ʨʦʟʧʦʜʽʣʴʥʦʾ ʩʠʩʪʝʤʠ, ʥʘʷʚʥʦʩʪʽ ʚʨʘʟʣʠʚʦʩʪʝʡ ʥʘ ʤʝʨʝʞʝʚʠʭ ʭʦʩʪʘʭ, ʘ ʪʘʢʦʞ 

ʡʤʦʚʽʨʥʽʩʥʦʛʦ ʭʘʨʘʢʪʝʨʫ ʣʦʛʽʢʠ ʨʦʟʛʦʨʪʘʥʥʷ ʝʪʘʧʽʚ ʢʽʙʝʨʘʪʘʢʠ. 
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3.2 ɻʨʘʬ ʘʪʘʢ ʥʘ ʦʩʥʦʚʽ ʙʘʻʩʦʚʦʾ ʤʝʨʝʞʽ 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʙʘʻʩʦʚʠʭ ʤʝʨʝʞ ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʦʮʽʥʦʢ ʪʘ ʫʭʚʘʣʝʥʥʷ ʨʽʰʝʥʴ ʱʦʜʦ 

ʩʢʣʘʜʥʠʭ ʩʠʩʪʝʤ ʚ ʫʤʦʚʘʭ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʥʘʙʫʣʦ ʟʥʘʯʥʦʛʦ ʧʦʰʠʨʝʥʥʷ ʚ ʨʽʟʥʦʤʘʥʽʪʥʠʭ 

ʛʘʣʫʟʷʭ [72, 73]. ɺʦʜʥʦʯʘʩ ʟʘʩʪʦʩʫʚʘʥʥʷ ʮʽʻʾ ʤʝʪʦʜʦʣʦʛʽʾ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʜʣʷ ʢʽʙʝʨʟʘʭʠʩʪʫ 

ʦʙ'ʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʻ ʧʦʨʽʚʥʷʥʦ ʥʦʚʠʤ ʥʘʧʨʷʤʦʤ ʽ ʱʝ ʥʝ ʟʜʦʙʫʣʦ 

ʤʘʩʦʚʦʛʦ ʚʧʨʦʚʘʜʞʝʥʥʷ ʫ ʧʨʘʢʪʠʯʥʽʡ ʜʽʷʣʴʥʦʩʪʽ. 

ɹʘʻʩʦʚʘ ʤʝʨʝʞʘ (BN) ʷʚʣʷʻ ʩʦʙʦʶ ʡʤʦʚʽʨʥʽʩʥʫ ʛʨʘʬʽʯʥʫ ʤʦʜʝʣʴ, ʫ ʷʢʽʡ ʜʣʷ 

ʚʽʜʦʙʨʘʞʝʥʥʷ ʟʘʣʝʞʥʦʩʪʝʡ ʤʽʞ ʜʠʩʢʨʝʪʥʠʤʠ ʚʠʧʘʜʢʦʚʠʤʠ ʚʝʣʠʯʠʥʘʤʠ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ 

ʦʨʽʻʥʪʦʚʘʥʠʡ ʘʮʠʢʣʽʯʥʠʡ ʛʨʘʬ [74, 75]. ʉʧʽʣʴʥʘ ʡʤʦʚʽʨʥʽʩʪʴ ʤʦʜʝʣʽ ʦʙʯʠʩʣʶʻʪʴʩʷ ʯʝʨʝʟ 

ʥʘʙʽʨ ʫʤʦʚʥʠʭ ʨʦʟʧʦʜʽʣʽʚ, ʱʦ ʣʦʢʘʣʴʥʦ ʟʘʜʘʥʽ ʜʣʷ ʢʦʞʥʦʛʦ ʚʫʟʣʘ-ʟʤʽʥʥʦʾ ʚʽʜʥʦʩʥʦ 

ʤʥʦʞʠʥʠ ʡʦʛʦ ʙʘʪʴʢʽʚʩʴʢʠʭ ʚʫʟʣʽʚ (ʽʥʰʠʤʠ ʩʣʦʚʘʤʠ, ʩʧʽʣʴʥʠʡ ʨʦʟʧʦʜʽʣ ʬʘʢʪʦʨʠʟʫʻʪʴʩʷ 

ʷʢ ʜʦʙʫʪʦʢ ʮʠʭ ʣʦʢʘʣʴʥʠʭ ʨʦʟʧʦʜʽʣʽʚ). 

ʋ ʢʦʥʪʝʢʩʪʽ ʤʦʜʝʣʶʚʘʥʥʷ ʡʤʦʚʽʨʥʠʭ ʩʮʝʥʘʨʽʾʚ ʘʪʘʢʠ ʦʙʦʚ'ʷʟʢʦʚʦʤʫ ʚʨʘʭʫʚʘʥʥʶ 

ʧʽʜʣʷʛʘʶʪʴ ʧʦʪʝʥʮʽʡʥʽ ʚʨʘʟʣʠʚʦʩʪʽ ʮʽʣʴʦʚʦʛʦ ʚʫʟʣʘ [76, 77]. ɼʣʷ ʦʙʯʠʩʣʝʥʥʷ ʪʘʙʣʠʮʽ 

ʣʦʢʘʣʴʥʠʭ ʫʤʦʚʥʠʭ ʽʤʦʚʽʨʥʦʩʪʝʡ (CPT) ʚʫʟʣʘ ʘʜʤʽʥʽʩʪʨʘʪʦʨʫ ʥʝʦʙʭʽʜʥʦ ʚʠʟʥʘʯʠʪʠ 

ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʾ ʝʢʩʧʣʫʘʪʘʮʽʾ ʚʽʜʦʤʦʾ ʚʨʘʟʣʠʚʦʩʪʽ ʟʣʦʚʤʠʩʥʠʢʦʤ. ʎʝ, ʩʚʦʻʶ 

ʯʝʨʛʦʶ, ʚʠʤʘʛʘʻ ʥʘʷʚʥʦʩʪʽ ʧʦʧʝʨʝʜʥʴʦʾ ʦʮʽʥʢʠ ʨʽʚʥʷ ʚʨʘʟʣʠʚʦʩʪʽ ʮʴʦʛʦ ʚʫʟʣʘ. 

ʊʘʙʣʠʮʷ ʫʤʦʚʥʠʭ ʽʤʦʚʽʨʥʦʩʪʝʡ (CPT) ʫ ʙʘʻʩʦʚʠʭ ʛʨʘʬʘʭ ʘʪʘʢ (BAG) 

ʨʦʟʨʘʭʦʚʫʻʪʴʩʷ ʷʢ ʢʦʤʧʣʝʢʩʥʠʡ (ʢʦʤʙʽʥʦʚʘʥʠʡ) ʝʬʝʢʪ ʩʫʢʫʧʥʦʩʪʽ ʚʨʘʟʣʠʚʦʩʪʝʡ ʫ ʤʝʞʘʭ 

ʤʝʨʝʞʽ. ɿʥʘʯʝʥʥʷ ʣʦʢʘʣʴʥʠʭ CPT ʜʣʷ ʚʫʟʣʽʚ ʽʟ ʣʦʛʽʯʥʠʤʠ ʫʤʦʚʘʤʠ çɯè (AND) ʪʘ çɸɹʆè 

(OR) ʫ ʩʪʨʫʢʪʫʨʽ BAG ʦʙʯʠʩʣʶʶʪʴʩʷ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʨʽʚʥʷʥʴ, ʚʠʢʣʘʜʝʥʠʭ ʥʠʞʯʝ. 

ɿʦʢʨʝʤʘ, ʣʦʛʽʯʥʝ çɯè ʦʟʥʘʯʘʻ ʚʠʢʦʥʘʥʥʷ ʚʩʽʭ ʥʝʦʙʭʽʜʥʠʭ ʫʤʦʚ (ʘʙʦ ʦʪʨʠʤʘʥʥʷ ʚʩʽʭ 

ʜʦʟʚʦʣʽʚ), ʱʦ ʻ ʜʦʩʪʘʪʥʽʤʠ ʜʣʷ ʫʩʧʽʰʥʦʾ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʚʫʟʣʘ ὢ. ʊʦʜʽ ʷʢ ʣʦʛʽʯʥʝ çɸɹʆè 

(OR) ʚʢʘʟʫʻ ʥʘ ʪʝ, ʱʦ ʜʣʷ ʫʩʧʽʰʥʦʾ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʮʽʣʴʦʚʦʛʦ ʚʫʟʣʘ ʟʣʦʚʤʠʩʥʠʢʫ 

ʜʦʩʪʘʪʥʴʦ ʟʜʦʙʫʪʪʷ ʭʦʯʘ ʙ ʦʜʥʦʛʦ ʟ ʚʽʜʧʦʚʽʜʥʠʭ ʜʦʟʚʦʣʽʚ (ʘʙʦ ʚʠʢʦʥʘʥʥʷ ʙʫʜʴ-ʷʢʦʾ ʦʜʥʽʻʾ 

ʫʤʦʚʠ). ʇʨʠ ʮʴʦʤʫ, ʤʥʦʞʠʥʦʶ ʙʝʟʧʦʩʝʨʝʜʥʽʭ ʙʘʪʴʢʽʚʩʴʢʠʭ ʝʣʝʤʝʥʪʽʚ ʚʫʟʣʘ ὢ ʻ ὴὥ, ʘ 

ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ (ʝʢʩʧʣʫʘʪʘʮʽʾ) ʚʨʘʟʣʠʚʦʩʪʽ ὺ ʚʽʜʧʦʚʽʜʘʻ ὴὺ ʚʫʟʣʘ. 
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                                   ὴὢȿὴὥ
 πȟ        ɱὢ  ɴὴὥȿὢ πȟ

˜ȡ ὴȟ              έὸὬὩὶύὭίὩȠ
                           (3.1) 

ὴὢȿὴὥ
 πȟ        ᶅὢ  ɴὴὥȿὢ πȟ

ρ ˜ȡ ρ  ὴ ȟ              έὸὬὩὶύὭίὩȢ
 

ɺʨʘʭʦʚʫʶʯʠ, ʱʦ ʘʜʝʢʚʘʪʥʽʩʪʴ ʤʦʜʝʣʽ ʢʨʠʪʠʯʥʦ ʟʘʣʝʞʠʪʴ ʚʽʜ ʘʧʨʽʦʨʥʦʛʦ 

ʦʮʽʥʶʚʘʥʥʷ ʡʤʦʚʽʨʥʦʩʪʽ ʝʢʩʧʣʫʘʪʘʮʽʾ ʚʨʘʟʣʠʚʦʩʪʝʡ, ʜʣʷ ʤʝʨʝʞʝʚʠʭ ʚʫʟʣʽʚ ʥʝʦʙʭʽʜʥʦ 

ʦʙʦʚ'ʷʟʢʦʚʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʥʘʷʚʥʽ ʜʘʥʽ ʧʨʦ ʪʘʢʽ ʚʨʘʟʣʠʚʦʩʪʽ. ʅʘʜʘʣʽ ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ 

ʡʤʦʚʽʨʥʦʩʪʽ ʫʩʧʽʰʥʦʾ ʨʝʘʣʽʟʘʮʽʾ ʘʪʘʢʠ ʥʘ ʢʦʥʢʨʝʪʥʠʡ ʚʫʟʦʣ ʟʘʩʪʦʩʦʚʫʚʘʪʠʤʫʪʴʩʷ 

ʤʝʪʨʠʢʠ, ʚʠʟʥʘʯʝʥʽ ɿʘʛʘʣʴʥʦʶ ʩʠʩʪʝʤʦʶ ʦʮʽʥʶʚʘʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ (CVSS) 

ʅʘʮʽʦʥʘʣʴʥʦʛʦ ʽʥʩʪʠʪʫʪʫ ʩʪʘʥʜʘʨʪʽʚ ʽ ʪʝʭʥʦʣʦʛʽʡ ʉʐɸ (NIST) [78]. 

ʆʮʽʥʢʘ ʟʘ ʩʪʘʥʜʘʨʪʦʤ CVSS ʷʚʣʷʻ ʩʦʙʦʶ ʜʝʩʷʪʢʦʚʝ ʯʠʩʣʦ ʚ ʜʽʘʧʘʟʦʥʽ ʚʽʜ 0 ʜʦ 10. 

ɿʘʛʘʣʴʥʠʡ ʧʦʢʘʟʥʠʢ ʬʦʨʤʫʻʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʪʨʴʦʭ ʛʨʫʧ ʤʝʪʨʠʢ: ʙʘʟʦʚʦʾ (Base), ʯʘʩʦʚʦʾ 

(Temporal) ʪʘ ʤʝʪʨʠʢ ʩʝʨʝʜʦʚʠʱʘ (Environmental). 

ɹʘʟʦʚʽ ʤʝʪʨʠʢʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʢʽʣʴʢʽʩʥʝ ʚʠʟʥʘʯʝʥʥʷ ʬʫʥʜʘʤʝʥʪʘʣʴʥʠʭ (ʚʥʫʪʨʽʰʥʽʭ) 

ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʚʨʘʟʣʠʚʦʩʪʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʜʚʦʭ ʦʩʥʦʚʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ: 

1) ʢʦʤʧʦʥʝʥʪʘ ʝʢʩʧʣʫʘʪʦʚʘʥʦʩʪʽ (Exploitability), ʱʦ ʦʭʦʧʣʶʻ ʚʝʢʪʦʨ ʜʦʩʪʫʧʫ 

(B/AV), ʩʢʣʘʜʥʽʩʪʴ ʜʦʩʪʫʧʫ (B/AC) ʪʘ ʚʠʤʦʛʠ ʜʦ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ (B/AU); 

2) ʢʦʤʧʦʥʝʥʪʘ ʚʧʣʠʚʫ (Impact), ʷʢʠʡ ʚʽʜʦʙʨʘʞʘʻ ʩʪʫʧʽʥʴ ʧʦʪʝʥʮʽʡʥʦʾ ʰʢʦʜʠ ʜʣʷ 

ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ (B/C), ʮʽʣʽʩʥʦʩʪʽ (B/I) ʪʘ ʜʦʩʪʫʧʥʦʩʪʽ (B/A). 

ʏʘʩʦʚʽ ʤʝʪʨʠʢʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʢʽʣʴʢʽʩʥʝ ʦʮʽʥʶʚʘʥʥʷ ʪʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ 

ʚʨʘʟʣʠʚʦʩʪʽ, ʱʦ ʜʠʥʘʤʽʯʥʦ ʟʤʽʥʶʶʪʴʩʷ ʟ ʯʘʩʦʤ, ʟʦʢʨʝʤʘ ʧʦʪʦʯʥʦʛʦ ʨʽʚʥʷ ʟʘʛʨʦʟʠ ʚʽʜ 

ʝʢʩʧʣʦʡʪʽʚ ʪʘ ʜʦʩʪʫʧʥʦʩʪʽ ʧʘʪʯʽʚ. ʎʽ ʤʝʪʨʠʢʠ ʚʨʘʭʦʚʫʶʪʴ ʜʦʩʪʫʧʥʽʩʪʴ ʽʥʩʪʨʫʤʝʥʪʽʚ ʽ 

ʤʝʪʦʜʽʚ ʝʢʩʧʣʫʘʪʘʮʽʾ ʚʨʘʟʣʠʚʦʩʪʽ (TE ï Temporal Exploitability), ʥʘʷʚʥʠʡ ʨʽʚʝʥʴ 

ʚʠʧʨʘʚʣʝʥʥʷ (TRL ï Temporal Remediation Level) ʪʘ ʩʪʫʧʽʥʴ ʜʦʩʪʦʚʽʨʥʦʩʪʽ ʽʥʬʦʨʤʘʮʽʾ 

ʧʨʦ ʥʝʾ (TRC ï Temporal Report Confidence). 

ʉʚʦʻʶ ʯʝʨʛʦʶ, ʤʝʪʨʠʢʠ ʩʝʨʝʜʦʚʠʱʘ ʢʽʣʴʢʽʩʥʦ ʚʠʟʥʘʯʘʶʪʴ ʘʩʧʝʢʪʠ ʚʧʣʠʚʫ, ʱʦ 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟʘʣʝʞʘʪʴ ʚʽʜ ʢʦʥʬʽʛʫʨʘʮʽʾ ʢʦʥʢʨʝʪʥʦʛʦ ɯʊ-ʩʝʨʝʜʦʚʠʱʘ ʦʨʛʘʥʽʟʘʮʽʾ. 
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ʆʩʢʽʣʴʢʠ ʚ ʤʝʞʘʭ ʮʴʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʛʦʣʦʚʥʘ ʫʚʘʛʘ ʟʦʩʝʨʝʜʞʝʥʘ ʥʘ ʦʮʽʥʶʚʘʥʥʽ 

ʡʤʦʚʽʨʥʦʩʪʽ ʫʩʧʽʰʥʦʾ ʘʪʘʢʠ, ʧʦʢʘʟʥʠʢʠ ʛʨʫʧ ʚʧʣʠʚʫ ʪʘ ʤʝʪʨʠʢʠ ʩʝʨʝʜʦʚʠʱʘ ʥʘʨʘʟʽ ʥʝ 

ʙʝʨʫʪʴʩʷ ʜʦ ʨʦʟʨʘʭʫʥʢʫ. ɺʦʜʥʦʯʘʩ ʫ ʧʦʜʘʣʴʰʠʭ ʜʦʩʣʽʜʞʝʥʥʷʭ ʯʘʩʦʚʽ ʧʦʢʘʟʥʠʢʠ ʪʘ 

ʤʝʪʨʠʢʠ ʩʝʨʝʜʦʚʠʱʘ ʤʦʞʫʪʴ ʙʫʪʠ ʚʨʘʭʦʚʘʥʽ. ɹʽʣʴʰ ʜʝʪʘʣʴʥʦ ʤʝʭʘʥʽʟʤ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʤʝʪʨʠʢ ʩʪʘʥʜʘʨʪʫ NIST (CVSS) ʙʫʜʝ ʧʨʦʜʝʤʦʥʩʪʨʦʚʘʥʦ ʥʘ ʨʝʘʣʴʥʦʤʫ ʧʨʠʢʣʘʜʽ. 

ɿ ʦʛʣʷʜʫ ʥʘ ʟʘʟʥʘʯʝʥʫ ʤʦʞʣʠʚʽʩʪʴ ʘʧʨʽʦʨʥʦʛʦ ʧʦʯʘʪʢʦʚʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʪʘʙʣʠʮʴ 

ʫʤʦʚʥʠʭ ʽʤʦʚʽʨʥʦʩʪʝʡ (CPT), ʚʚʦʜʠʪʴʩʷ ʧʦʥʷʪʪʷ ʙʘʻʩʦʚʦʾ ʛʨʘʬʦʚʦʾ ʤʦʜʝʣʽ, ʙʘʟʦʚʝ 

ʚʠʟʥʘʯʝʥʥʷ ʷʢʦʾ ʥʘʚʝʜʝʥʦ ʫ ʧʨʘʮʽ [79]. ɹʘʻʩʦʚʘ ʤʝʨʝʞʘ ʟʘʜʘʻʪʴʩʷ ʫ ʚʠʛʣʷʜʽ ʦʨʽʻʥʪʦʚʘʥʦʛʦ 

ʘʮʠʢʣʽʯʥʦʛʦ ʛʨʘʬʘ (DAG), ʜʝ ʚʫʟʣʠ ʨʝʧʨʝʟʝʥʪʫʶʪʴ ʚʠʧʘʜʢʦʚʽ ʚʝʣʠʯʠʥʠ, ʘ ʜʫʛʠ (ʨʝʙʨʘ) 

ʚʽʜʦʙʨʘʞʘʶʪʴ ʥʘʷʚʥʽ ʫʤʦʚʥʽ ʟʘʣʝʞʥʦʩʪʽ ʤʽʞ ʚʽʜʧʦʚʽʜʥʠʤʠ ʧʘʨʘʤʠ ʚʫʟʣʽʚ.  

ʊʦʜʽ, ʨʦʟʛʣʷʥʝʤʦ ʤʥʦʞʠʥʫ ʜʠʩʢʨʝʪʥʠʭ ʟʤʽʥʥʠʭ ὢ ὢȟȣȟὢ ,  ʜʝ ʢʦʞʥʘ ʟʤʽʥʥʘ 

ὢ ʟʜʘʪʥʘ ʥʘʙʫʚʘʪʠ ʟʥʘʯʝʥʴ ʥʘʙʫʚʘʪʠ ʟʥʘʯʝʥʴ ʫ ʤʝʞʘʭ ʧʝʚʥʦʾ ʩʢʽʥʯʝʥʥʦʾ ʤʥʦʞʠʥʠ. ʋ 

ʮʴʦʤʫ ʢʦʥʪʝʢʩʪʽ ʙʘʻʩʦʚʫ ʤʝʨʝʞʫ ʜʦʮʽʣʴʥʦ ʬʦʨʤʘʣʽʟʫʚʘʪʠ ʷʢ ʚʧʦʨʷʜʢʦʚʘʥʫ ʧʘʨʫ Ὓȟὖ.  

ʊʫʪ ʢʦʤʧʦʥʝʥʪ Ὓ ʚʠʩʪʫʧʘʻ ʫ ʨʦʣʽ ʩʪʨʫʢʪʫʨʠ ʛʨʘʬʘ, ʱʦ ʢʦʜʫʻ (ʬʽʢʩʫʻ) ʥʘʙʽʨ ʪʚʝʨʜʞʝʥʴ 

ʱʦʜʦ ʫʤʦʚʥʦʾ ʥʝʟʘʣʝʞʥʦʩʪʽ ʝʣʝʤʝʥʪʽʚ ʤʥʦʞʠʥʠ ʟʤʽʥʥʠʭ ὢ. ʋ ʩʚʦʶ ʯʝʨʛʫ, ὖ ̫ ʚʣʷʻ ʩʦʙʦʶ 

ʩʫʢʫʧʥʽʩʪʴ ʣʦʢʘʣʴʥʠʭ ʽʤʦʚʽʨʥʽʩʥʠʭ ʨʦʟʧʦʜʽʣʽʚ, ʱʦ ʚʽʜʧʦʚʽʜʘʶʪʴ ʢʦʞʥʽʡ ʦʢʨʝʤʽʡ ʟʤʽʥʥʽʡ. 

ʄʘʪʝʤʘʪʠʯʥʦ ʮʝ ʚʠʨʘʞʘʻʪʴʩʷ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷʤ: ὖ ὖ, ʧʨʠʯʦʤʫ ὖ ὢȿὖὥ, ʜʝ ὖὥ 

ʚʠʟʥʘʯʘʻ ʤʥʦʞʠʥʫ ʙʘʪʴʢʽʚʩʴʢʠʭ ʚʫʟʣʽʚ ʜʣʷ ʝʣʝʤʝʥʪʘ ὢ ʫ ʤʝʞʘʭ ʟʘʜʘʥʦʾ ʩʪʨʫʢʪʫʨʠ Ὓ. 

ʇʦʪʨʝʙʘ ʚʨʘʭʫʚʘʪʠ ʚʧʣʠʚ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʫʤʦʚ ʙʝʟʧʝʢʠ, ʩʧʝʮʠʬʽʯʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ 

ʤʝʨʝʞʽ ʪʘ ʚʘʨʽʘʪʠʚʥʽʩʪʴ ʤʝʪʦʜʽʚ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʩʠʩʪʝʤ ʟʣʦʚʤʠʩʥʠʢʦʤ ʩʧʦʥʫʢʘʣʘ ʘʚʪʦʨʽʚ 

[80] ʨʦʟʰʠʨʠʪʠ ʢʦʥʮʝʧʪʫʘʣʴʥʠʡ ʘʧʘʨʘʪ ʙʘʻʩʦʚʠʭ ʤʝʨʝʞ. ʈʝʟʫʣʴʪʘʪʦʤ ʮʴʦʛʦ ʩʪʘʣʦ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʧʦʥʷʪʪʷ ʙʘʻʩʦʚʦʛʦ ʛʨʘʬʘ ʘʪʘʢ (BAG). ʇʦʙʫʜʦʚʘ ʪʘʢʦʾ ʤʦʜʝʣʽ ʙʘʟʫʻʪʴʩʷ ʥʘ 

ʚʠʢʦʨʠʩʪʘʥʥʽ ʜʝʪʝʨʤʽʥʦʚʘʥʠʭ ʰʘʙʣʦʥʽʚ ʘʪʨʠʙʫʪʽʚ, ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʩʠʩʪʝʤʘʪʠʟʫʚʘʪʠ 

ʚʣʘʩʪʠʚʦʩʪʽ ʤʝʨʝʞʝʚʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ ʧʦʜʘʣʴʰʦʛʦ ʘʥʘʣʽʟʫ. 

ɺʠʟʥʘʯʝʥʥʷ: h ʘʙʣʦʥ ʘʪʨʠʙʫʪʘ ʷʚʣʷʻ ʩʦʙʦʶ ʢʦʤʧʣʝʢʩʥʫ ʭʘʨʘʢʪʝʨʠʩʪʠʢʫ ʤʝʨʝʞʽ, ʱʦ 

ʦʭʦʧʣʶʻ (ʧʨʦʪʝ ʥʝ ʚʠʯʝʨʧʫʻʪʴʩʷ ʮʠʤ ʧʝʨʝʣʽʢʦʤ) ʪʘʢʽ ʩʢʣʘʜʦʚʽ: 

1) ʥʘʷʚʥʽ ʚʨʘʟʣʠʚʦʩʪʽ ʩʠʩʪʝʤʠ; 
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2) ʨʠʟʠʢʦʚʽ ʩʠʩʪʝʤʥʽ ʧʘʨʘʤʝʪʨʠ, ʟʦʢʨʝʤʘ ʩʣʘʙʢʽ ʧʦʣʽʪʠʢʠ ʙʝʟʧʝʢʠ, ʧʦʨʫʰʝʥʽ 

ʧʨʘʚʘ ʜʦʩʪʫʧʫ ʜʦ ʬʘʡʣʦʚʦʾ ʩʠʩʪʝʤʠ ʯʠ ʧʘʤôʷʪʽ, ʘ ʪʘʢʦʞ ʜʦʟʚʦʣʠ ʥʘ ʚʠʢʦʥʘʥʥʷ ʦʧʝʨʘʮʽʡ 

ʯʠʪʘʥʥʷ ʪʘ ʟʘʧʠʩʫ ʫ ʬʘʡʣʦʚʽʡ ʽʻʨʘʨʭʽʾ; 

3) ʢʨʠʪʠʯʥʽ ʤʝʨʝʞʝʚʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ, ʜʦ ʷʢʠʭ ʥʘʣʝʞʘʪʴ ʥʝʟʘʭʠʱʝʥʠʡ ʩʪʘʥ 

ʤʝʨʝʞʽ, ʚʨʘʟʣʠʚʽ ʢʦʥʬʽʛʫʨʘʮʽʾ ʤʽʞʤʝʨʝʞʝʚʠʭ ʝʢʨʘʥʽʚ, ʘ ʪʘʢʦʞ ʥʝʙʝʟʧʝʯʥʽ ʥʘʣʘʰʪʫʚʘʥʥʷ 

ʜʦʩʪʫʧʫ ʜʦ ʘʧʘʨʘʪʥʠʭ ʚʫʟʣʽʚ ʯʠ ʧʝʨʠʬʝʨʽʡʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ; 

4) ʨʽʚʥʽ ʧʨʠʚʽʣʝʾʚ ʜʦʩʪʫʧʫ, ʩʝʨʝʜ ʷʢʠʭ: ʧʨʘʚʘ ʟʚʠʯʘʡʥʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ, ʛʦʩʪʴʦʚʠʡ 

ʦʙʣʽʢʦʚʠʡ ʟʘʧʠʩ (ʧʨʦʬʽʣʴ) ʘʙʦ ʧʦʚʥʦʚʘʞʝʥʥʷ ʩʫʧʝʨʢʦʨʠʩʪʫʚʘʯʘ (root). 

ɿʘʩʪʦʩʫʚʘʥʥʷ ʰʘʙʣʦʥʫ ʘʪʨʠʙʫʪʘ ʩʧʨʠʷʻ ʩʠʩʪʝʤʘʪʠʟʘʮʽʾ ʪʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʤʝʨʝʞʽ, 

ʷʢʽ ʩʪʘʥʦʚʣʷʪʴ ʧʦʪʝʥʮʽʡʥʠʡ ʽʥʪʝʨʝʩ ʜʣʷ ʘʪʘʢʫʶʯʦʾ ʩʪʦʨʦʥʠ. ɿʦʢʨʝʤʘ, ʩʠʪʫʘʮʽʶ ʥʘ ʟʨʘʟʦʢ 

çʚʨʘʟʣʠʚʽʩʪʴ ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ SSH ʥʘ FTP-ʩʝʨʚʝʨʽè ʜʦʮʽʣʴʥʦ ʢʚʘʣʽʬʽʢʫʚʘʪʠ ʷʢ 

ʢʦʥʢʨʝʪʥʠʡ ʧʨʠʢʣʘʜ ʨʝʘʣʽʟʘʮʽʾ ʰʘʙʣʦʥʫ ʩʠʩʪʝʤʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ. 

ʇʨʠ ʮʴʦʤʫ, ʘʪʨʠʙʫʪ ʜʦʮʽʣʴʥʦ ʨʦʟʛʣʷʜʘʪʠ ʷʢ ʚʠʧʘʜʢʦʚʫ ʚʝʣʠʯʠʥʫ, ʱʦ 

ʧʽʜʧʦʨʷʜʢʦʚʫʻʪʴʩʷ ʨʦʟʧʦʜʽʣʫ ɹʝʨʥʫʣʣʽ ʪʘ ʚʽʜʦʙʨʘʞʘʻ ʧʦʪʦʯʥʠʡ ʩʪʘʥ ʢʦʥʢʨʝʪʥʦʛʦ 

ʝʢʟʝʤʧʣʷʨʘ ʰʘʙʣʦʥʫ ʘʪʨʠʙʫʪʘ. ɺʽʜʧʦʚʽʜʥʦ, ʘʪʨʠʙʫʪ Ὓ ʘʩʦʮʽʶʻʪʴʩʷ ʟ ʣʦʛʽʯʥʠʤ ʩʪʘʥʦʤ 

çɯʩʪʠʥʘè Ὓ  ʘʙʦ «ʍʠʙʥʽʩʪʴ» Ὓ   ̔ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ ʡʤʦʚʽʨʥʽʩʪʶ ὖὶὛ. ʇʽʜ 

ʩʪʘʥʦʤ ʪʫʪ ʨʦʟʫʤʽʻʪʴʩʷ ʟʥʘʯʝʥʥʷ ʽʩʪʠʥʥʦʩʪʽ ʪʦʛʦ ʙʘʟʦʚʦʛʦ ʪʚʝʨʜʞʝʥʥʷ, ʷʢʝ ʬʦʨʤʫʻ 

ʦʩʥʦʚʫ ʚʽʜʧʦʚʽʜʥʦʛʦ ʝʢʟʝʤʧʣʷʨʘ. ɼʣʷ ʧʨʠʢʣʘʜʫ, ʪʘʢʠʡ ʝʢʟʝʤʧʣʷʨ Ὓ, ʷʢ çʜʦʩʪʫʧ 

ʢʦʨʠʩʪʫʚʘʯʘ ʥʘ ʣʦʢʘʣʴʥʽʡ ʤʘʰʠʥʽè, ʥʘʙʫʚʘʻ ʩʪʘʪʫʩʫ ʘʪʨʠʙʫʪʘ ʪʦʜʽ, ʢʦʣʠ ʡʦʤʫ 

ʧʨʠʟʥʘʯʘʻʪʴʩʷ ʣʦʛʽʯʥʝ ʟʥʘʯʝʥʥʷ, ʱʦ ʬʘʢʪʠʯʥʦ ʧʽʜʪʚʝʨʜʞʫʻ, ʘʙʦ ʩʧʨʦʩʪʦʚʫʻ ʥʘʷʚʥʽʩʪʴ ʫ 

ʟʣʦʚʤʠʩʥʠʢʘ ʧʨʘʚ ʢʦʨʠʩʪʫʚʘʯʘ ʥʘ ʮʽʡ ʤʘʰʠʥʽ.  

ɺʟʘʻʤʦʟʚô̫ ʟʢʠ ʤʽʞ ʨʽʟʥʠʤʠ ʘʪʨʠʙʫʪʘʤʠ ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʝʣʝʤʝʥʪʘʨʥʠʭ ʘʪʘʢ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʨʝʘʣʽʟʘʮʽʷ ʝʣʝʤʝʥʪʘʨʥʦʾ ʘʪʘʢʠ ʥʘʜʘʻ ʟʣʦʚʤʠʩʥʠʢʫ 

ʤʦʞʣʠʚʽʩʪʴ ʟʜʽʡʩʥʠʪʠ ʢʦʤʧʨʦʤʝʪʘʮʽʶ ʮʽʣʴʦʚʦʛʦ ʘʪʨʠʙʫʪʘ Ὓ  , ʩʧʠʨʘʶʯʠʩʴ ʥʘ 

ʚʠʭʽʜʥʠʡ ʘʪʨʠʙʫʪ Ὓ   , ʽʟ ʚʠʟʥʘʯʝʥʦʶ ʟ ʥʝʥʫʣʴʦʚʦʶ ʡʤʦʚʽʨʥʽʩʪʶ ʫʩʧʽʭʫ. ʆʙʠʜʚʘ ʮʽ 

ʢʦʤʧʦʥʝʥʪʠ Ὓ  ʪʘ Ὓ  ʚʠʩʪʫʧʘʶʪʴ ʝʣʝʤʝʥʪʘʤʠ ʟʘʛʘʣʴʥʦʾ ʤʥʦʞʠʥʠ ʘʪʨʠʙʫʪʽʚ Ὓ. ɿʘ 

ʪʘʢʠʭ ʫʤʦʚ ʙʘʻʩʦʚʠʡ ʛʨʘʬ ʘʪʘʢ ʬʦʨʤʘʣʽʟʫʻʪʴʩʷ ʷʢ ʢʦʨʪʝʞ ὄὃὋ  Ὓȟtȟeȟὖ , ʫ ʷʢʦʤʫ Ὓ 
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ʨʝʧʨʝʟʝʥʪʫʻ ʥʘʙʽʨ ʘʪʨʠʙʫʪʽʚ, ʪʦʜʽ ʷʢ ὃ ʧʦʟʥʘʯʘʻ ʩʫʢʫʧʥʽʩʪʴ ʝʣʝʤʝʥʪʘʨʥʠʭ ʘʪʘʢ, 

ʚʠʟʥʘʯʝʥʠʭ ʥʘʜ ʤʥʦʞʠʥʦʶ Ὓ, ʜʝ:  

1) ɿʘʛʘʣʴʥʘ ʤʥʦʞʠʥʘ ʘʪʨʠʙʫʪʽʚ ʦʧʠʩʫʻʪʴʩʷ ʷʢ S = Ninternal ᷾  Nexternal ᷾  Nexternal ̔  ʤʽʩʪʠʪʴ 

ʚʫʟʣʠ Ὓ (ʥʘʙʽʨ ʘʪʨʠʙʫʪʽʚ), ʜʣʷ ʷʢʠʭ ʩʧʨʘʚʝʜʣʠʚʘ ʫʤʦʚʘ ὥɱ ɴ  ὃȿὛὭ  ὴέίὸὥ. ʇʨʠ 

ʮʴʦʤʫ, ʜʦ ʢʘʪʝʛʦʨʽʾ ὔ   ʥʘʣʝʞʘʪʴ ʧʨʦʤʽʞʥʽ ʘʪʨʠʙʫʪʠ Ὓ, ʱʦ ʚʽʜʧʦʚʽʜʘʶʪʴ ʚʠʤʦʟʽ 

ὥɱȟὥ ɴ  ὃȿὛ  ὴὶὩὥ   ̔ Ὓ  ὴέίὸὥ . ɺʦʜʥʦʯʘʩ ὔ  ʦʙô̒ ʜʥʫʻ ʚʫʟʣʠ Ὓ, ʜʣʷ 

ʷʢʠʭ ὥɱ ɴ  ὃȿὛ  ὴὶὩὥ; 

2) ɿʚô̫ ʟʢʠ ʚ ʤʦʜʝʣʽ ʚʠʟʥʘʯʘʶʪʴʩʷ ʷʢ: t Ṗ Ὓ  Ὓ. ɸ ʚʧʦʨʷʜʢʦʚʘʥʘ ʧʘʨʘ ʚʠʨʘʞʘʻʪʴʩ ̫

ʷʢ Ὓ ȟὛ  ɴ tȟ  ʢʦʣʠ ʨʝʘʣʽʟʫʻʪʴʩʷ ʧʝʨʝʭʽʜ Ὓ ᴂO ὥ BAG ʥʘ ʙʘʟʽ ʪʨʘʜʠʮʽʡʥʦʛʦ 

ʛʨʘʬʘ ʘʪʘʢʠ. ʁʤʦʚʽʨʥʽʩʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʟʘʜʘʶʪʴʩʷ ʯʝʨʝʟ ʣʦʢʘʣʴʥʠʡ ʫʤʦʚʥʠʡ ʨʦʟʧʦʜʽʣ 

(LCPD). ʎʝʡ ʧʦʢʘʟʥʠʢ ʤʽʩʪʠʪʴ ʥʘʙʽʨ ʽʤʦʚʽʨʥʦʩʪʝʡ ʪʦʛʦ, ʱʦ ʚʫʟʦʣ ʙʫʜʝ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʦ, 

ʟʚʘʞʘʶʯʠ ʥʘ ʙʫʜʴ-ʷʢʽ ʢʦʤʙʽʥʘʮʽʾ ʩʪʘʥʽʚ ʡʦʛʦ ʙʘʪʴʢʽʚ. 

ɿʘʩʪʦʩʫʚʘʥʥʷ ʤʦʜʝʣʽ ʙʘʻʩʦʚʦʛʦ ʛʨʘʬʘ ʘʪʘʢ ʚʽʜʢʨʠʚʘʻ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ ʚʠʢʦʥʘʥʥʷ 

ʮʽʣʦʛʦ ʨʷʜʫ ʘʥʘʣʽʪʠʯʥʠʭ ʧʨʦʮʝʜʫʨ. ɿʦʢʨʝʤʘ, ʽʥʩʪʨʫʤʝʥʪʘʨʽʡ ʜʦʟʚʦʣʷʻ ʨʦʟʨʘʭʦʚʫʚʘʪʠ 

ʡʤʦʚʽʨʥʽʩʥʠʡ ʨʦʟʧʦʜʽʣ ʜʣʷ ʩʪʘʥʽʚ ʜʦʚʽʣʴʥʦʛʦ ʚʫʟʣʘ, ʩʧʠʨʘʶʯʠʩʴ ʥʘ ʨʝʟʫʣʴʪʘʪʠ 

ʩʧʦʩʪʝʨʝʞʝʥʴ ʟʘ ʧʝʚʥʦʶ ʩʫʢʫʧʥʽʩʪʶ ʽʥʰʠʭ ʝʣʝʤʝʥʪʽʚ ʫ ʤʝʞʘʭ ʙʘʻʩʦʚʦʾ ʤʝʨʝʞʽ (BN). ʇʽʜ 

ʯʘʩ ʟʜʽʡʩʥʝʥʥʷ ʧʨʦʛʥʦʟʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʟʤʽʥʥʘ, ʟʘ ʷʢʦʶ ʚʝʜʝʪʴʩʷ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, 

ʚʠʩʪʫʧʘʻ ʷʢ ʧʝʨʰʦʧʨʠʯʠʥʘ, ʪʦʜʽ ʷʢ ʮʽʣʴʦʚʘ (ʟʘʧʠʪʫʚʘʥʘ) ʟʤʽʥʥʘ ʚʽʜʦʙʨʘʞʘʻ ʥʘʩʣʽʜʦʢ. 

ʅʘʪʦʤʽʩʪʴ ʫ ʧʨʦʮʝʩʽ ʜʽʘʛʥʦʩʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʨʦʣʽ ʟʤʽʥʶʶʪʴʩʷ: ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʡ 

ʧʘʨʘʤʝʪʨ ʬʽʢʩʫʻ ʥʘʩʣʽʜʦʢ, ʘ ʰʫʢʘʥʠʡ ï ʚʢʘʟʫʻ ʥʘ ʧʨʠʯʠʥʫ. ɻʽʙʨʠʜʥʠʡ ʜʽʘʛʥʦʩʪʠʯʥʦ-

ʧʨʦʛʥʦʟʥʠʡ ʧʽʜʭʽʜ ʧʝʨʝʜʙʘʯʘʻ, ʱʦ ʜʦʢʘʟʦʚʘ ʙʘʟʘ ʦʜʥʦʯʘʩʥʦ ʬʦʨʤʫʻʪʴʩʷ ʷʢ ʟ ʧʨʠʯʠʥʥʠʭ, 

ʪʘʢ ʽ ʟ ʥʘʩʣʽʜʢʦʚʠʭ ʯʠʥʥʠʢʽʚ ʱʦʜʦ ʜʦʩʣʽʜʞʫʚʘʥʠʭ ʟʤʽʥʥʠʭ. ɿʚʘʞʘʶʯʠ ʥʘ ʪʝ, ʱʦ ʛʦʣʦʚʥʠʤ 

ʟʘʚʜʘʥʥʷʤ ʥʘʰʦʾ ʨʦʙʦʪʠ ʻ ʚʩʪʘʥʦʚʣʝʥʥʷ ʨʽʚʥʷ ʟʘʛʨʦʟ ʧʽʜ ʯʘʩ ʨʦʟʚʠʪʢʫ ʢʽʙʝʨʽʥʮʠʜʝʥʪʫ, 

ʢʣʶʯʦʚʠʡ ʘʢʮʝʥʪ ʨʦʙʠʪʴʩʷ ʩʘʤʝ ʥʘ ʧʨʦʛʥʦʟʥʦʤʫ ʦʮʽʥʶʚʘʥʥʽ ʡʤʦʚʽʨʥʦʩʪʽ ʫʩʧʽʰʥʦʾ 

ʨʝʘʣʽʟʘʮʽʾ ʘʪʘʢʠ. ʎʷ ʢʦʤʧʣʝʢʩʥʘ ʧʨʦʙʣʝʤʘ ʚʠʤʘʛʘʻ ʨʦʟʚ'ʷʟʘʥʥʷ ʜʚʦʭ ʢʣʶʯʦʚʠʭ ʧʽʜʟʘʜʘʯ: 

1. ʦʙʯʠʩʣʝʥʥʷ ʡʤʦʚʽʨʥʦʩʪʽ ʫʩʧʽʰʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʢʦʥʢʨʝʪʥʦʛʦ ʚʫʟʣʘ ʤʝʨʝʞʽ; 

2. ʚʠʟʥʘʯʝʥʥʷ ʩʪʫʧʝʥʷ ʟʘʛʨʦʟʠ ʚ ʨʘʟʽ ʫʩʧʽʰʥʦʾ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʮʴʦʛʦ ʝʣʝʤʝʥʪʘ. 
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 ʇʨʦʮʝʩ ʦʮʽʥʶʚʘʥʥʷ ʨʽʚʥʷ ʟʘʛʨʦʟʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʢʦʨʝʣʶʻ ʟ ʽʤʦʚʽʨʥʽʩʪʶ ʫʩʧʽʰʥʦʛʦ 

ʧʨʦʩʫʚʘʥʥʷ ʜʦ ʟʘʜʘʥʦʛʦ ʤʝʨʝʞʝʚʦʛʦ ʚʫʟʣʘ. ɺʦʜʥʦʯʘʩ ʜʣʷ ʢʦʤʧʣʝʢʩʥʦʛʦ ʨʦʟʨʘʭʫʥʢʫ 

ʩʪʫʧʝʥʷ ʥʝʙʝʟʧʝʢʠ ʥʘ ʝʪʘʧʽ ʜʦʩʷʛʥʝʥʥʷ ʮʽʣʴʦʚʦʛʦ ʝʣʝʤʝʥʪʘ ʚʠʥʠʢʘʻ ʥʝʦʙʭʽʜʥʽʩʪʴ ʫ 

ʚʚʝʜʝʥʥʽ ʜʦʜʘʪʢʦʚʦʛʦ ʧʦʢʘʟʥʠʢʘ (ʤʝʪʨʠʢʠ), ʜʝʪʘʣʴʥʠʡ ʦʧʠʩ ʷʢʦʛʦ ʙʫʜʝ ʥʘʚʝʜʝʥʦ ʥʠʞʯʝ. 

3.3 ʄʦʜʝʣʶʚʘʥʥʷ ʢʽʙʝʨʘʪʘʢʠ ʥʘ ʤʝʨʝʞʫ ʝʥʝʨʛʦʦʙô̒ ʢʪʘ 

ʗʢ ʟʘʟʥʘʯʘʣʦʩʷ ʨʘʥʽʰʝ, ʢʽʙʝʨʥʝʪʠʯʥʽ ʘʪʘʢʠ ʥʘ ʦʙ'ʻʢʪʠ ʝʥʝʨʛʝʪʠʢʠ ʚʽʜʨʽʟʥʷʶʪʴʩʷ 

ʚʠʩʦʢʦʶ ʩʢʣʘʜʥʽʩʪʶ ʪʘ ʨʝʘʣʽʟʫʶʪʴʩʷ ʯʝʨʝʟ ʥʠʟʢʫ ʧʦʩʣʽʜʦʚʥʠʭ ʝʪʘʧʽʚ, ʢʦʞʝʥ ʟ ʷʢʠʭ ʤʦʞʝ 

ʚʢʣʶʯʘʪʠ ʤʥʦʞʠʥʫ ʦʢʨʝʤʠʭ ʢʨʦʢʽʚ. ɿʜʽʡʩʥʶʶʯʠ ʮʽʣʝʩʧʨʷʤʦʚʘʥʠʡ ʚʧʣʠʚ ʥʘ ʬʫʥʢʮʽʶ 

ʨʦʟʧʦʜʽʣʫ, ʟʣʦʚʤʠʩʥʠʢʠ ʧʨʘʛʥʫʪʴ ʧʦʩʪʫʧʦʚʦ ʧʨʦʩʫʚʘʪʠʩʷ ʽʥʬʦʨʤʘʮʽʡʥʦʶ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ (ɯʊ-ʤʝʨʝʞʝʶ) ʜʣʷ ʝʩʢʘʣʘʮʽʾ ʧʦʚʥʦʚʘʞʝʥʴ, ʱʦ ʚ ʧʽʜʩʫʤʢʫ ʜʦʟʚʦʣʷʻ ʾʤ 

ʧʝʨʝʭʦʧʠʪʠ ʧʨʷʤʠʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʩʝʨʝʜʦʚʠʱʝʤ ʦʧʝʨʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ (ʆʊ). ʂʽʥʮʝʚʠʤ 

ʟʘʚʜʘʥʥʷʤ ʧʦʨʫʰʥʠʢʽʚ ʻ ʢʦʤʧʨʦʤʝʪʘʮʽʷ ʩʠʩʪʝʤ ʫʧʨʘʚʣʽʥʥʷ MTU ʪʘ RTU ʟ ʧʦʜʘʣʴʰʠʤ 

ʚʠʢʦʥʘʥʥʷʤ ʜʝʩʪʨʫʢʪʠʚʥʠʭ ʤʘʥʽʧʫʣʷʮʽʡ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʚʠʚʝʜʝʥʥʷ ʟ ʣʘʜʫ ʦʙʣʘʜʥʘʥʥʷ 

ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙ'ʻʢʪʘ. 

ɿ ʦʛʣʷʜʫ ʥʘ ʪʝ, ʱʦ ʩʧʨʘʚʞʥʽ ʤʦʪʠʚʠ ʘʪʘʢʫʶʯʦʾ ʩʪʦʨʦʥʠ ʟʘʣʠʰʘʶʪʴʩʷ ʧʨʠʭʦʚʘʥʠʤʠ, 

ʦʩʪʘʪʦʯʥʘ ʮʽʣʴ ʢʽʙʝʨʽʥʮʠʜʝʥʪʫ ʟʘʟʚʠʯʘʡ ʩʪʘʻ ʟʨʦʟʫʤʽʣʦʶ ʣʠʰʝ ʥʘ ʬʽʥʘʣʴʥʽʡ ʩʪʘʜʽʾ, ʢʦʣʠ 

ʟʘʭʦʜʠ ʟ ʧʨʦʪʠʜʽʾ ʻ ʚʢʨʘʡ ʫʩʢʣʘʜʥʝʥʠʤʠ. ʉʘʤʝ ʮʝ ʟʫʤʦʚʣʶʻ ʢʨʠʪʠʯʥʫ ʥʝʦʙʭʽʜʥʽʩʪʴ 

ʩʚʦʻʯʘʩʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ ʥʘ ʧʦʯʘʪʢʦʚʠʭ ʬʘʟʘʭ ʾʭ ʨʦʟʚʠʪʢʫ. ʋ ʤʝʞʘʭ ʮʴʦʛʦ 

ʜʦʩʣʽʜʞʝʥʥʷ ʧʨʦʮʝʩ ʨʝʘʣʽʟʘʮʽʾ ʘʪʘʢʠ ʥʘ ʝʥʝʨʛʝʪʠʯʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʫʤʦʚʥʦ ʧʦʜʽʣʷʻʪʴʩʷ 

ʥʘ ʪʨʠ ʢʣʶʯʦʚʽ ʩʪʘʜʽʾ: 

1) ʬʘʟʘ ʧʦʯʘʪʢʦʚʦʛʦ ʧʨʦʥʠʢʥʝʥʥʷ ʪʘ ʟʘʢʨʽʧʣʝʥʥʷ ʚʩʝʨʝʜʠʥʽ ʜʦʚʽʨʝʥʦʛʦ 

ʩʝʛʤʝʥʪʘ (ʪʨʘʩʪʦʚʦʾ ʟʦʥʠ); 

2) ʬʘʟʘ ʣʘʪʝʨʘʣʴʥʦʛʦ ʧʝʨʝʤʽʱʝʥʥʷ, ʩʧʨʷʤʦʚʘʥʘ ʥʘ ʧʽʜʚʠʱʝʥʥʷ ʨʽʚʥʷ ʧʨʠʚʽʣʝʾʚ; 

3) ʬʘʟʘ ʙʝʟʧʦʩʝʨʝʜʥʴʦʛʦ ʜʦʩʷʛʥʝʥʥʷ ʢʽʥʮʝʚʠʭ ʮʽʣʝʡ ʢʽʙʝʨʘʪʘʢʠ. 

ʉʭʝʤʘ ɯʊ-ʤʝʨʝʞʽ ʮʽʣʴʦʚʦʛʦ ʝʥʝʨʛʦʦʙôʻʢʪʘ ʚ ʫʤʦʚʘʭ ʨʝʘʣʽʟʘʮʽʾ ʢʽʙʝʨʘʪʘʢʠ 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʈʠʩʫʥʢʫ 3.1. ʋ ʨʦʣʽ ʦʙ'ʻʢʪʘ ʜʦʩʣʽʜʞʝʥʥʷ ʚʠʩʪʫʧʘʻ ʢʦʨʧʦʨʘʪʠʚʥʘ ʤʝʨʝʞʘ, 
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ʫʪʚʦʨʝʥʘ ʩʫʢʫʧʥʽʩʪʶ ʚʟʘʻʤʦʧʦʚôʷʟʘʥʠʭ ʧʽʜʤʝʨʝʞ, ʝʰʝʣʦʥʦʚʘʥʠʡ ʟʘʭʠʩʪ ʷʢʠʭ 

ʛʘʨʘʥʪʫʻʪʴʩʷ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʟʦʚʥʽʰʥʽʭ ʪʘ ʚʥʫʪʨʽʰʥʽʭ ʙʨʘʥʜʤʘʫʝʨʽʚ. ɹʝʟʧʦʩʝʨʝʜʥʻ 

ʧʨʠʟʥʘʯʝʥʥʷ ʮʽʻʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʧʦʣʷʛʘʻ ʫ ʟʘʙʝʟʧʝʯʝʥʥʽ ʙʝʟʧʝʨʝʨʚʥʦʛʦ ʚʠʢʦʥʘʥʥʷ 

ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʙʽʟʥʝʩ-ʬʫʥʢʮʽʡ, ʘ ʜʦ ʾʾ ʩʢʣʘʜʫ ʥʘʣʝʞʘʪʴ ʨʽʟʥʦʤʘʥʽʪʥʽ ʪʠʧʠ ʩʝʨʚʝʨʽʚ ʽ 

ʨʦʙʦʯʠʭ ʩʪʘʥʮʽʡ, ʱʦ ʥʘʦʯʥʦ ʧʨʦʽʣʶʩʪʨʦʚʘʥʦ ʥʘ ʈʠʩʫʥʢʫ 3.1. ʇʦʙʫʜʦʚʘ ʤʝʨʝʞʝʚʦʾ 

ʪʦʧʦʣʦʛʽʾ ʪʘ ʢʦʥʬʽʛʫʨʘʮʽʾ ʟʜʽʡʩʥʶʚʘʣʘʩʷ ʥʘ ʦʩʥʦʚʽ ʘʥʘʣʽʟʫ ʨʝʘʣʴʥʠʭ ʤʝʨʝʞʝʚʠʭ 

ʩʝʨʝʜʦʚʠʱ ʝʥʝʨʛʝʪʠʯʥʠʭ ʦʙô̒ ʢʪʽʚ ʽ ʧʽʜʧʨʠʻʤʩʪʚ ʟ ʤʘʪʝʨʽʘʣʽʚ ɸʛʝʥʪʩʪʚʘ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ ʪʘ 

ʙʝʟʧʝʢʠ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ [81], ʘ ʪʘʢʦʞ ʥʘ ʙʘʟʽ ʜʦʢʫʤʝʥʪʘʮʽʾ ʨʝʘʣʴʥʠʭ ʽʥʬʨʘʩʪʨʫʢʪʫʨʥʠʭ 

ʦʙôʻʢʪʽʚ ʟ ̔ʚʣʘʩʥʠʭ ʫʢʨʘʾʥʩʴʢʠʭ ʜʞʝʨʝʣ. 



130 
 

 

ʈʠʩʫʥʦʢ 3.1 ï ʉʭʝʤʘ ɯʊ-ʤʝʨʝʞʽ ʝʥʝʨʛʦʦʙôʻʢʪʘ 

 ʂʽʥʮʝʚʦʶ ʤʝʪʦʶ ʢʽʙʝʨʘʪʘʢʠ ʻ ʚʧʨʦʚʘʜʞʝʥʥʷ ʟʣʦʚʤʠʩʥʦʛʦ ʝʢʩʧʣʦʡʪʫ ʚ ʩʝʨʝʜʦʚʠʱʝ 

ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ ʆʊ ʜʣʷ ʟʜʦʙʫʪʪʷ ʢʦʥʪʨʦʣʶ ʥʘʜ RTU. ʇʨʦʪʝ, ʷʢ ʥʘʛʦʣʦʰʫʚʘʣʦʩʷ ʚʠʱʝ, 

ʪʘʢʘ ʧʦʜʽʷ ʤʦʞʝ ʙʫʪʠ ʨʝʘʣʽʟʦʚʘʥʘ ʣʠʰʝ ʥʘ ʪʨʝʪʴʦʤʫ ʝʪʘʧʽ. ɺʽʜʧʦʚʽʜʥʦ, ʧʦʯʘʪʢʦʚʠʤ 
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ʢʨʦʢʦʤ ʩʪʘʻ ʫʩʧʽʰʥʝ ʧʨʦʥʠʢʥʝʥʥʷ ʰʢʽʜʣʠʚʦʾ ʧʨʦʛʨʘʤʠ ʜʦ ʜʝʤʽʣʽʪʘʨʠʟʦʚʘʥʦʾ ʟʦʥʠ (DMZ) 

ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

 

ʈʠʩʫʥʦʢ 3.2 ï ʇʝʨʝʜʘʯʘ ʜʘʥʠʭ ʫ ʤʝʨʝʞʫ OT ʪʘ ʟ ʤʝʨʝʞʽ OT 

ʅʘʜʘʣʽ, ʝʢʩʧʣʫʘʪʫʶʯʠ ʥʘʷʚʥʽ ʚʨʘʟʣʠʚʦʩʪʽ ʭʦʩʪʽʚ, ʟʘʛʨʦʟʘ ʤʘʻ ʧʨʦʩʫʥʫʪʠʩʷ ʜʦ 

ʪʨʘʩʪʦʚʦʾ ʟʦʥʠ. ʌʽʥʘʣʴʥʠʤ ʢʨʦʢʦʤ ʮʽʻʾ ʬʘʟʠ ʻ ʨʦʟʛʦʨʪʘʥʥʷ ʰʢʽʜʣʠʚʦʛʦ ʢʦʜʫ ʪʠʧʫ 

çʪʨʦʷʥʩʴʢʠʡ ʢʽʥʴè, ʱʦ ʽʥʽʮʽʶʻ ʧʨʦʮʝʩ, ʩʧʨʷʤʦʚʘʥʠʡ ʥʘ ʝʩʢʘʣʘʮʽʶ ʧʨʠʚʽʣʝʾʚ ʯʝʨʝʟ 

ʤʝʭʘʥʽʟʤ ʣʘʪʝʨʘʣʴʥʦʛʦ ʨʫʭʫ. ɺʣʘʩʥʝ, ʮʝ ʽ ʩʪʘʥʦʚʠʪʴ ʩʫʪʥʽʩʪʴ ʜʨʫʛʦʛʦ ʝʪʘʧʫ 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʫ. ɺʞʝ ʥʘ ʪʨʝʪʽʡ ʩʪʘʜʽʾ ʰʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʽʻ ʟʘ ʟʘʟʜʘʣʝʛʽʜʴ 

ʚʠʟʥʘʯʝʥʠʤ ʘʣʛʦʨʠʪʤʦʤ, ʟʘʭʦʧʣʶʶʯʠ ʢʦʥʪʨʦʣʴ ʥʘʜ ʽʥʬʦʨʤʘʮʽʡʥʠʤʠ ʘʢʪʠʚʘʤʠ 

ʢʦʨʧʦʨʘʪʠʚʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʂʣʶʯʦʚʦʶ ʮʽʣʣʶ ʪʫʪ ʚʠʩʪʫʧʘʻ ʪʘʢ ʟʚʘʥʠʡ Jump-ʩʝʨʚʝʨ, 

ʦʩʢʽʣʴʢʠ ʚʽʥ ʩʣʫʛʫʻ ʪʦʯʢʦʶ ʚʭʦʜʫ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʧʨʦʥʠʢʥʝʥʥʷ ʚ ʩʝʛʤʝʥʪ ʆʊ ʟ ʤʝʪʦʶ 

ʨʝʘʣʽʟʘʮʽʾ ʜʝʩʪʨʫʢʪʠʚʥʦʛʦ ʚʧʣʠʚʫ. ʉʧʝʮʠʬʽʯʥʽ ʨʠʩʠ ʢʽʙʝʨʘʪʘʢʠ, ʥʘʮʽʣʝʥʦʾ ʩʘʤʝ ʥʘ 

ʩʠʩʪʝʤʫ ʨʦʟʧʦʜʽʣʫ ʝʣʝʢʪʨʦʝʥʝʨʛʽʾ, ʧʦʚʥʦʶ ʤʽʨʦʶ ʨʦʟʢʨʠʚʘʶʪʴʩʷ ʧʽʜ ʯʘʩ ʮʴʦʛʦ ʪʨʝʪʴʦʛʦ 

ʝʪʘʧʫ. 

ʇʦʧʨʠ ʮʝ, ʙʘʟʦʚʽ ʚʠʤʦʛʠ ʢʽʙʝʨʙʝʟʧʝʢʠ ʜʠʢʪʫʶʪʴ ʯʽʪʢʝ ʧʨʘʚʠʣʦ: ʯʠʤ ʰʚʠʜʰʝ ʙʫʜʝ 

ʽʜʝʥʪʠʬʽʢʦʚʘʥʦ ʥʝʙʝʟʧʝʢʫ, ʪʠʤ ʝʬʝʢʪʠʚʥʽʰʦʶ ʚʠʷʚʠʪʴʩʷ ʧʨʦʪʠʜʽʷ. ɿʚʘʞʘʶʯʠ ʥʘ ʮʝ, 

ʧʝʨʰʦʯʝʨʛʦʚʘ ʫʚʘʛʘ ʤʘʻ ʬʦʢʫʩʫʚʘʪʠʩʷ ʩʘʤʝ ʥʘ ʧʦʯʘʪʢʦʚʽʡ ʬʘʟʽ, ʱʦ ʛʘʨʘʥʪʫʚʘʪʠʤʝ ʨʘʥʥʻ 

ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʢʽʙʝʨʚʪʦʨʛʥʝʥʥʷ. ɼʣʷ ʧʦʙʫʜʦʚʠ ʘʜʝʢʚʘʪʥʦʾ ʤʦʜʝʣʽ ʘʪʘʢʠ ʚʠʥʠʢʘʻ ʧʦʪʨʝʙʘ 

ʫ ˇʨʫʥʪʦʚʥʦʤʫ ʘʥʘʣʽʟʽ ʩʣʘʙʢʠʭ ʤʽʩʮʴ ʥʘ ɯʊ-ʭʦʩʪʘʭ. ɹʘʛʘʪʦʨʽʯʥʠʡ ʜʦʩʚʽʜ ʚʽʜʙʠʪʪʷ 

ʢʽʙʝʨʟʘʛʨʦʟ ʩʚʽʜʯʠʪʴ ʧʨʦ ʪʝ, ʱʦ ʧʝʨʰʦʧʨʠʯʠʥʫ ʧʨʦʛʨʘʤʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ ʫ 

ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ ʥʘʡʯʘʩʪʽʰʝ ʩʣʽʜ ʰʫʢʘʪʠ ʫ ʧʨʦʪʦʢʦʣʘʭ ʧʝʨʝʜʘʯʽ ʧʘʢʝʪʽʚ ʜʘʥʠʭ, ʘ 
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ʪʘʢʦʞ ʫ ʤʝʨʝʞʝʚʠʭ ʫʪʠʣʽʪʘʭ, ʷʢʽ ʧʽʜʪʨʠʤʫʶʪʴ ʢʦʤʫʥʽʢʘʮʽʶ ʤʽʞ ʦʢʨʝʤʠʤʠ ʭʦʩʪʘʤʠ 

(ʚʫʟʣʘʤʠ). 

ɯʊ-ʤʝʨʝʞʘ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙô̒ ʢʪʘ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʭʘʨʘʢʪʝʨʠʟʫʻʪʴʩʷ 

ʚʘʨʽʘʪʠʚʥʽʩʪʶ ʢʦʥʬʽʛʫʨʘʮʽʡ, ʱʦ ʦʭʦʧʣʶʶʪʴ ʥʘʙʽʨ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʩʝʨʚʝʨʽʚ ʪʘ ʨʦʙʦʯʠʭ 

ʩʪʘʥʮʽʡ, ʧʨʠʯʦʤʫ ʚʟʘʻʤʦʜʽʷ ʤʽʞ ʭʦʩʪʘʤʠ ʥʝ ʻ ʫʥʽʬʽʢʦʚʘʥʦʶ. ʋ ʊʘʙʣʠʮʽ 3.1 (ʘʚʪʦʨʩʴʢʘ 

ʨʦʟʨʦʙʢʘ) ʥʘʚʝʜʝʥʦ ʧʝʨʝʣʽʢ ʽʤʦʚʽʨʥʠʭ ʧʨʦʪʦʢʦʣʽʚ ʢʦʤʫʥʽʢʘʮʽʾ ʤʽʞ ʨʽʟʥʠʤʠ ʪʠʧʘʤʠ 

ʩʝʨʚʝʨʽʚ. 

ɺʘʞʣʠʚʠʤ ʯʠʥʥʠʢʦʤ ʧʨʠ ʦʮʽʥʶʚʘʥʥʽ ʤʝʨʝʞʝʚʦʾ ʚʟʘʻʤʦʜʽʾ ʻ ʪʘʢʦʞ ʧʨʦʛʨʘʤʥʽ 

ʽʥʪʝʨʬʝʡʩʠ ʪʘ ʽʥʩʪʨʫʤʝʥʪʘʨʽʡ; ʟʦʢʨʝʤʘ, ʙʽʣʴʰʽʩʪʴ ʩʝʨʚʝʨʽʚ ʽʥʪʝʛʨʫʶʪʴʩʷ ʯʝʨʝʟ 

ʨʽʟʥʦʤʘʥʽʪʥʽ ʩʧʝʮʠʬʽʯʥʽ API ʪʘ ʤʝʭʘʥʽʟʤʠ RCE. ʇʽʜ ʯʘʩ ʧʦʙʫʜʦʚʠ ʙʘʻʩʦʚʦʾ ʤʦʜʝʣʽ 

ʢʽʙʝʨʘʪʘʢʠ ʚʨʘʭʦʚʘʥʦ, ʱʦ ʦʩʥʦʚʥʘ ʯʘʩʪʠʥʘ ʩʝʨʚʝʨʥʦʛʦ ʪʘ ʢʣʽʻʥʪʩʴʢʦʛʦ ʧʘʨʢʫ 

ʝʥʝʨʛʦʩʠʩʪʝʤ ʬʫʥʢʮʽʦʥʫʻ ʧʽʜ ʫʧʨʘʚʣʽʥʥʷʤ ʆʉ Windows. ʋ ʢʦʥʪʝʢʩʪʽ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ 

ʟʘʛʨʦʟ ʥʘʡʙʽʣʴʰ ʽʤʦʚʽʨʥʠʤ ʻ ʪʘʢʠʡ ʩʮʝʥʘʨʽʡ: ʧʦʯʘʪʢʦʚʠʤ ʢʨʦʢʦʤ ʩʪʘʻ ʧʨʦʥʠʢʥʝʥʥʷ ʚ 

ʤʝʨʝʞʫ ʰʣʷʭʦʤ ʧʦʜʦʣʘʥʥʷ ʟʦʚʥʽʰʥʴʦʛʦ ʤʽʞʤʝʨʝʞʝʚʦʛʦ ʝʢʨʘʥʘ. ɼʘʣʽ ʟʣʦʚʤʠʩʥʠʢ, 

ʟʜʽʡʩʥʠʚʰʠ ʟʘʧʠʪ ʜʦ DNS-ʩʝʨʚʝʨʘ, ʢʦʤʧʨʦʤʝʪʫʻ Web Server, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ 

ʚʨʘʟʣʠʚʽʩʪʴ CVE-2021-31166 ʜʣʷ ʟʜʦʙʫʪʪʷ ʣʦʢʘʣʴʥʦʛʦ ʜʦʩʪʫʧʫ. ʆʩʢʽʣʴʢʠ Web Server ʤʘʻ 

ʟʚ'ʷʟʦʢ ʽʟ File Server ʯʝʨʝʟ ʧʨʦʪʦʢʦʣ NFS, ʟʣʦʚʤʠʩʥʠʢ ʤʦʞʝ ʩʧʨʦʙʫʚʘʪʠ ʤʦʜʠʬʽʢʫʚʘʪʠ 

ʜʘʥʽ ʥʘ ʬʘʡʣʦʚʦʤʫ ʩʭʦʚʠʱʽ. ʎʝ ʤʦʞʣʠʚʦ ʨʝʘʣʽʟʫʚʘʪʠ ʧʨʠʥʘʡʤʥʽ ʜʚʦʤʘ ʰʣʷʭʘʤʠ: ʯʝʨʝʟ 

ʝʢʩʧʣʫʘʪʘʮʽʶ ʚʨʘʟʣʠʚʦʩʪʝʡ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʫ ʩʝʨʚʽʩʽ NFS ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʣʦʢʘʣʴʥʠʭ ʧʨʘʚ 

ʘʙʦ ʯʝʨʝʟ ʚʠʢʦʨʠʩʪʘʥʥʷ ʥʝʢʦʨʝʢʪʥʠʭ ʥʘʣʘʰʪʫʚʘʥʴ ʪʘʙʣʠʮʽ ʝʢʩʧʦʨʪʫ NFS ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʽʥʩʪʨʫʤʝʥʪʽʚ ʥʘ ʢʰʪʘʣʪ NFS Shell. ʋʩʧʽʰʥʘ ʤʦʜʠʬʽʢʘʮʽʷ ʬʘʡʣʽʚ ʜʦʟʚʦʣʷʻ ʚʧʨʦʚʘʜʠʪʠ 

ʪʨʦʷʥʩʴʢʠʡ ʢʦʜ ʫ ʚʠʢʦʥʫʚʘʥʽ ʙʽʥʘʨʥʽ ʦʙ'ʻʢʪʠ ʥʘ File Server (ʘʙʦ ʥʘ ʦʜʥʽʡ ʽʟ ʨʦʙʦʯʠʭ 

ʩʪʘʥʮʽʡ). ʇʽʩʣʷ ʮʴʦʛʦ ʘʪʘʢʫʶʯʠʡ ʦʯʽʢʫʻ ʽʥʽʮʽʘʮʽʾ ʰʢʽʜʣʠʚʦʛʦ ʇɿ ʢʦʨʠʩʪʫʚʘʯʝʤ 

Workstation, ʱʦ ʟʘʧʫʩʢʘʻ ʧʨʦʮʝʩ ʣʘʪʝʨʘʣʴʥʦʛʦ ʨʫʭʫ ʜʣʷ ʝʩʢʘʣʘʮʽʾ ʧʨʠʚʽʣʝʾʚ (ʤʦʞʣʠʚʦ, ʜʦ 

ʨʽʚʥʷ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ) ʧʝʨʝʜ ʧʦʯʘʪʢʦʤ ʜʝʩʪʨʫʢʪʠʚʥʦʾ ʬʘʟʠ. 

ɿʚʘʞʘʶʯʠ ʥʘ ʧʨʠʥʮʠʧ ʧʨʽʦʨʠʪʝʪʥʦʩʪʽ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ, ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦ 

ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʟʘʛʨʦʟʫ ʜʦ ʤʦʤʝʥʪʫ ʾʾ ʧʝʨʝʭʦʜʫ ʜʦ ʩʪʘʜʽʾ ʣʘʪʝʨʘʣʴʥʦʛʦ ʧʝʨʝʤʽʱʝʥʥʷ. 

ʆʩʥʦʚʥʘ ʧʨʦʙʣʝʤʘ ʧʦʣʷʛʘʻ ʚ ʘʜʝʢʚʘʪʥʦʤʫ ʤʦʜʝʣʶʚʘʥʥʽ ʩʠʪʫʘʮʽʾ ʚ ʫʤʦʚʘʭ ʩʫʪʪʻʚʦʾ 
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ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ. ʗʢ ʦʙˇʨʫʥʪʦʚʘʥʦ ʚ ʨʦʙʦʪʽ [82], ʩʠʩʪʝʤʘ ʟʘʭʠʩʪʫ ʩʪʠʢʘʻʪʴʩʷ ʟ ʪʨʴʦʤʘ 

ʢʘʪʝʛʦʨʽʷʤʠ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ: 

1) ʩʪʨʫʢʪʫʨʘʤ ʘʪʘʢ ʧʨʠʪʘʤʘʥʥʘ ʚʥʫʪʨʽʰʥʷ ʥʝʚʽʜô̒ ʤʥʘ ʥʝʚʠʟʥʘʯʝʥʽʩʪʴ, ʦʩʢʽʣʴʢʠ 

ʧʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ ʥʘʧʘʜʽʚ ʥʝ ʤʘʶʪʴ 100% ʛʘʨʘʥʪʽʾ ʫʩʧʽʰʥʦʾ ʨʝʘʣʽʟʘʮʽʾ; 

2) ʯʝʨʝʟ ʦʙʤʝʞʝʥʽʩʪʴ ʤʦʞʣʠʚʦʩʪʝʡ ʟʘʭʠʩʥʠʢʘ ʱʦʜʦ ʤʦʥʽʪʦʨʠʥʛʫ ʧʦʪʝʥʮʽʡʥʦʾ 

ʘʢʪʠʚʥʦʩʪʽ ʟʣʦʚʤʠʩʥʠʢʘ ʚʠʥʠʢʘʻ ʥʝʚʠʟʥʘʯʝʥʽʩʪʴ, ʟʫʤʦʚʣʝʥʘ ʽʤʦʚʽʨʥʽʩʪʶ 

ʭʠʙʥʦʧʦʟʠʪʠʚʥʠʭ ʪʘ ʭʠʙʥʦʥʝʛʘʪʠʚʥʠʭ ʩʧʨʘʮʶʚʘʥʴ ʩʝʥʩʦʨʽʚ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ 

ʚʪʦʨʛʥʝʥʴ (IDS); 

3) ʚʠʙʽʨ ʩʪʨʘʪʝʛʽʾ ʟʣʦʚʤʠʩʥʠʢʦʤ ʟʘʣʠʰʘʻʪʴʩʷ ʥʝʚʽʜʦʤʠʤ, ʘ ʦʪʞʝ, ʫʩʧʽʰʥʝ 

ʟʘʚʝʨʰʝʥʥʷ ʢʽʙʝʨʘʪʘʢʠ ʥʝ ʻ ʜʝʪʝʨʤʽʥʦʚʘʥʠʤ ʧʨʦʮʝʩʦʤ; 

 ʊʘʙʣʠʮʷ 3.1 ï ʇʨʦʪʦʢʦʣʠ ʢʦʤʫʥʽʢʘʮʽʡ ʤʽʞ ʩʝʨʚʝʨʘʤʠ [4] 

ʉʝʨʚʝʨ WEB DNS ICCP Application Admin FEP FTP Historian  

WEB ð 

UDP, 

TCP/HTTPS 

(DoH) 

ʯʝʨʝʟ 

ʧʨʦʤʽʞʥʠʡ 

ʟʘʩʪʦʩʫʥʦʢ 

HTTP, HTTPs 

FastCGI 
HTTP/HTTPS 

HTTP  

protocols 
NFS 

HTTPS, 

OPC , 

Proprietary 

DNS 

UDP , 

TCP/HTTPS 

(DoH) 

ð 

ʧʨʷʤʘ 

ʢʦʤʫʥʽʢʘʮʽʷ 

ʥʝʤʦʞʣʠʚʘ 

UDP , 

TCP/HTTPS 

(DoH) 

ʧʨʷʤʘ 

ʢʦʤʫʥʽʢʘʮʽʷ 

ʥʝʤʦʞʣʠʚʘ 

UDP, 

TCP/HTTPS 

(DoH) 

UDP, 

TCP/HTTPS 

(DoH) 

ʧʨʷʤʘ 

ʢʦʤʫʥʽʢʘʮʽʷ 

ʥʝʤʦʞʣʠʚʘ 

ICCP 

ʯʝʨʝʟ 

ʧʨʦʤʽʞʥʠʡ 

ʟʘʩʪʦʩʫʥʦʢ 

ʧʨʷʤʘ 

ʢʦʤʫʥʽʢʘʮʽʷ 

ʥʝʤʦʞʣʠʚʘ 

ð 
Gate OPC 

UA/TASE.2 

TCP/IP 

connection 
TASE.2 HTTPs 

HTTPS 

(DoH), DNS 

over TLS 

(DoT) ʪʘ 

DNSCrypt. 

Application HTTP, HTTPs 

UDP , 

TCP/HTTPS 

(DoH) 

Gate OPC 

UA/TASE.2 
ð 

HTTP/HTTPS 

Proprietary, 

FTP 

HTTPs FTP FTPs 
OPC 

DCOM 

Admin HTTP/HTTPS 

ʧʨʷʤʘ 

ʢʦʤʫʥʽʢʘʮʽʷ 

ʥʝʤʦʞʣʠʚʘ 

TCP/IP 

connection 

HTTP/HTTPS, 

Proprietary, 

FTP 

ð 
FTP, SFTP, 

FTPS 

ʧʨʷʤʘ 

ʢʦʤʫʥʽʢʘʮʽʷ 

ʥʝʤʦʞʣʠʚʘ 

FTP, SFTP, 

FTPS 

FEP via HTTP  

UDP,  

TCP/HTTPS 

(DoH) 

TASE.2 HTTPs 

FTP, SFTP, 

FTPS 

SSL/TLS 

ð TASE.2 FTP 

FTP NFS 

UDP, 

TCP/HTTPS 

(DoH) 

HTTPs FTP, FTPs 

FTP, SFTP, 

FTPS (FTP 

over 

SSL/TLS) 

ʧʨʷʤʘ 

ʢʦʤʫʥʽʢʘʮʽʷ 

ʥʝʤʦʞʣʠʚʘ 

ð FTP 

Historian  
HTTPS, OPC, 

Proprietary 

ʧʨʷʤʘ 

ʢʦʤʫʥʽʢʘʮʽʷ 

ʥʝʤʦʞʣʠʚʘ 

HTTPS 

(DoH), DNS 

over TLS 

(DoT) ʪʘ 

DNSCrypt. 

OPC, DCOM 
FTP, SFTP, 

FTPS 

ʧʨʷʤʘ 

ʢʦʤʫʥʽʢʘʮʽʷ 

ʥʝʤʦʞʣʠʚʘ 

FTP ð 
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ʊʘʙʣʠʮʷ 3.2 ï ʇʨʦʛʨʘʤʥʽ ʽʥʪʝʨʬʝʡʩʠ 

ʉʝʨʚʝʨ WEB Server 
DNS 

Server 

ICCP 

Server 

Applicati

on Server 

Admin 

Server 

FEP 

Server 

FTP 

Server 

Historian 

Server 

WEB 

Server 
ð 

BIND rndc 

/ DNS API 

ï RCE 

(CVE-2020-

8625) 

ICCP 

Web 

Gateway 

(Java 

servlet) ï 

RCE 

(CVE-

2019-

2725) 

REST 

API / 

OPC UA 

over 

HTTP  ï 

DoS ʪʘ 

auth 

bypass 

(CVE-

2020-

14496) 

Web 

Admin 

Panel 

(PHP/AS

P) ï 

SQLi/RC

E (CVE-

2021-

3129) 

OPC 

UA 

HTTP 

Binding 

ï stack 

overflow 

(CVE-

2020-

6988) 

Web-

based FTP 

Client ï 

directory 

traversal 

(CVE-

2021-

2007) 

Historian 

Web API 

ï SQLi 

(CVE-

2022-

2003) 

DNS 

Server 

BIND/Nslook

up 

Integration  ï 

RCE ʯʝʨʝʟ 

malformed 

packet (CVE-

2021-25215) 

ð 

DNS 

SRV 

poisoning 

ï ICCP 

connectio

n 

redirectio

n 

DNS SRV 

injection 

ï App 

Server 

misrouting 

(CVE-

2018-

5740) 

DNS 

hijacking  

ï Admin 

panel 

takeover 

DNS 

SRV 

poisonin

g ï FEP 

redirect 

FTP 

hostname 

poisoning 

ï MITM  

Historian 

SRV 

poisoning 

ï fake data 

source 

ICCP 

Server 

ICCP Web 

Gateway API 

ï buffer 

overflow 

(CVE-2019-

1821) 

DNS 

misresoluti

on ï 

redirection 

attack 

ð 

ICCP 

Data 

Exchange 

API  ï 

auth 

bypass 

(CVE-

2019-

1822) 

ICCP 

Admin 

API  ï 

default 

creds 

(CVE-

2019-

1823) 

ICCP 

FEP 

Link  ï 

integer 

overflow 

(CVE-

2019-

1824) 

ICCP File 

Dump via 

FTP ï 

directory 

traversal 

ICCP-

Historian 

Link API  

ï DoS via 

malformed 

packet 

Applicati

on Server 

REST API ï 

RCE (CVE-

2020-26116) 

DNS SRV 

poisoning ï 

app API 

hijack 

ICCP 

SDK 

Integrati

on ï RCE 

via 

crafted 

message 

ð 

Vendor 

Admin 

API  ï 

auth 

bypass 

(CVE-

2019-

19300) 

OPC 

UA / 

DCOM 

API  ï 

memory 

corrupti

on 

(CVE-

2017-

12069) 

FTP 

Config 

API  ï 

upload 

malicious 

config 

Historian 

ODBC 

API  ï 

SQLi 

(CVE-

2022-

2384) 
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ʇʨʦʜʦʚʞʝʥʥʷ ʊʘʙʣʠʮʽ 3.2 

 

ʉʝʨʚʝʨ 
WEB 

Server 

DNS 

Server 

ICCP 

Server 

Application 

Server 

Admin 

Server 

FEP 

Server 

FTP 

Server 

Historian 

Server 

Admin 

Server 

Web 

Admin 

API  ï 

XSS/RCE 

(CVE-

2021-

31166) 

DNS 

hijacking  

ï admin 

misroute 

ICCP 

Admin 

API  ï 

privilege 

escalation 

Vendor 

Admin API  

ï RCE 

(CVE-2020-

25705) 

ð 

Admin-to-

FEP 

Config 

API  ï 

command 

injection 

FTP 

Mgmt 

API  ï 

weak 

auth 

(CVE-

2020-

9273) 

Historian 

Admin 

API  ï 

weak 

session 

tokens 

FEP 

Server 

OPC UA 

over 

HTTP 

API  ï 

buffer 

overflow 

(CVE-

2020-

6988) 

DNS 

poisoning 

ï endpoint 

redirection 

ICCP 

FEP 

Link API  

ï crafted 

packet 

DoS 

OPC UA / 

DCOM 

API  ï RCE 

(CVE-2017-

12069) 

FEP 

Config 

API  ï 

privilege 

escalation 

ð 

FTP for 

Logs ï 

directory 

traversal 

Historian 

Forwarder 

API  ï 

injection 

flaw 

FTP 

Server 

Web-

based 

FTP API 

ï auth 

bypass 

DNS SRV 

poisoning 

ï FTP 

redirect 

FTP for 

Data 

Dump ï 

RCE via 

crafted 

filename 

(CVE-

2021-

2007) 

FTP 

Config API  

ï malicious 

upload 

FTP 

Mgmt 

API  ï 

password 

disclosure 

(CVE-

2020-

9273) 

FTP for 

Logs ï 

privilege 

escalation 

ð 

FTP Data 

Push API 

ï overwrite 

historian 

archives 

Historian 

Server 

Historian 

Web API 

ï SQL 

injection 

(CVE-

2022-

2003) 

DNS 

poisoning 

ï fake 

historian 

endpoint 

ICCP-

Historian 

API  ï 

crafted 

packet 

DoS 

Historian 

ODBC API  

ï SQLi 

Historian 

Admin 

API  ï 

RCE via 

upload 

Historian 

Forwarder 

API  ï 

integer 

overflow 

FTP 

Data 

Push 

API  ï 

corrupted 

archive 

injection 

ð 

 

 ɸʧʘʨʘʪʥʘ ʤʦʜʝʣʴ ʙʘʻʩʦʚʠʭ ʤʝʨʝʞ ʜʦʟʚʦʣʷʻ ʬʦʨʤʘʣʽʟʫʚʘʪʠ ʪʘ ʟʘʢʦʜʫʚʘʪʠ ʚʩʽ ʪʨʠ ʪʠʧʠ 

ʟʘʟʥʘʯʝʥʦʾ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʯʝʨʝʟ ʝʤʧʽʨʠʯʥʝ ʟʘʜʘʥʥʷ ʧʘʨʘʤʝʪʨʽʚ ʫʤʦʚʥʦʛʦ ʨʦʟʧʦʜʽʣʫ, ʷʢʽ, 

ʩʚʦʻʶ ʯʝʨʛʦʶ, ʤʦʞʫʪʴ ʙʫʪʠ ʨʦʟʨʘʭʦʚʘʥʽ ʥʘ ʦʩʥʦʚʽ ʤʝʪʨʠʢ CVSS. ɺʦʜʥʦʯʘʩ ʤʝʭʘʥʽʟʤ 
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ʫʪʦʯʥʝʥʥʷ ʧʘʨʘʤʝʪʨʽʚ ʘʧʦʩʪʝʨʽʦʨʥʦʛʦ ʨʦʟʧʦʜʽʣʫ ʨʝʘʣʽʟʫʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʝʦʨʝʤʠ 

ɹʘʻʩʘ, ʩʧʠʨʘʶʯʠʩʴ ʥʘ ʘʢʪʫʘʣʴʥʽ ʜʘʥʽ, ʱʦ ʥʘʜʭʦʜʷʪʴ ʚʽʜ ʟʘʩʦʙʽʚ ʩʠʩʪʝʤʠ ʟʘʭʠʩʪʫ. 

ʄʦʜʝʣʴ ʙʘʻʩʦʚʦʾ ʤʝʨʝʞʽ ʢʽʙʝʨʘʪʘʢʠ ʥʘ ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʝʥʝʨʛʦʦʙôʻʢʪʘ, 

ʨʦʟʨʦʙʣʝʥʘ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʧʨʦʛʨʘʤʥʦʛʦ ʧʘʢʝʪʫ GeNIe Academic Version, ʧʨʝʜʩʪʘʚʣʝʥʘ 

ʥʘ ʈʠʩʫʥʢʘʭ 3.3 ʪʘ 3.4. ɿʘʧʨʦʧʦʥʦʚʘʥʘ ʤʦʜʝʣʴ ʟʘʙʝʟʧʝʯʫʻ ʤʦʞʣʠʚʽʩʪʴ ʜʦʩʣʽʜʞʝʥʥʷ 

ʜʠʥʘʤʽʢʠ ʙʘʛʘʪʦʝʪʘʧʥʦʛʦ ʥʘʧʘʜʫ ʷʢ ʽʤʦʚʽʨʥʽʩʥʦʛʦ ʢʘʩʢʘʜʫ, ʜʝ ʨʝʟʫʣʴʪʘʪʠʚʥʽʩʪʴ ʢʦʞʥʦʛʦ 

ʧʦʜʘʣʴʰʦʛʦ ʢʨʦʢʫ ʦʙʫʤʦʚʣʝʥʘ ʫʩʧʽʰʥʽʩʪʶ ʧʦʧʝʨʝʜʥʽʭ ʜʽʡ ʟʣʦʚʤʠʩʥʠʢʘ. 

ʈʠʩʫʥʦʢ 3.3 ï ɿʘʛʘʣʴʥʘ ʩʭʝʤʘ ɹʘʻʩʦʚʦʾ ʤʝʨʝʞʽ 
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ʈʠʩʫʥʦʢ 3.4 ï ɹʘʻʩʦʚʘ ʤʦʜʝʣʴ ʘʪʘʢʠ ʥʘ ɯʊ-ʤʝʨʝʞʫ 

ʆʪʞʝ, ʨʦʟʨʦʙʣʝʥʘ ʙʘʻʩʦʚʘ ʤʦʜʝʣʴ ʜʦʟʚʦʣʷʻ ʜʦʩʣʽʜʠʪʠ ʜʠʥʘʤʽʢʫ ʧʨʦʭʦʜʞʝʥʥʷ 

ʙʘʛʘʪʦʝʪʘʧʥʦʾ ʘʪʘʢʠ ʷʢ ʽʤʦʚʽʨʥʽʩʥʦʛʦ ʢʘʩʢʘʜʫ, ʜʝ ʫʩʧʽʰʥʽʩʪʴ ʢʦʞʥʦʛʦ ʥʘʩʪʫʧʥʦʛʦ ʢʨʦʢʫ 

ʧʨʷʤʦ ʟʘʣʝʞʠʪʴ ʚʽʜ ʨʝʟʫʣʴʪʘʪʫ ʧʦʧʝʨʝʜʥʴʦʛʦ. ʊʘʢʠʤ ʯʠʥʦʤ, ʚʫʟʣʠ, ʱʦ ʚʠʟʥʘʯʘʶʪʴ 

ʚʠʭʽʜʥʽ ʧʝʨʝʜʫʤʦʚʠ ʪʘ ʜʞʝʨʝʣʦ ʥʘʧʘʜʫ, ʚʠʜʽʣʝʥʽ ʙʣʘʢʠʪʥʠʤ ʢʦʣʴʦʨʦʤ. ʇʦʩʣʽʜʦʚʥʽʩʪʴ ʜʽʡ 

ʟʣʦʚʤʠʩʥʠʢʘ ʨʘʟʦʤ ʽʟ ʧʨʦʤʽʞʥʠʤʠ ʩʪʘʥʘʤʠ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʧʦʟʥʘʯʝʥʘ ʞʦʚʪʠʤ ʽ ʨʦʞʝʚʠʤ 

ʢʦʣʴʦʨʘʤʠ, ʘ ʢʨʠʪʠʯʥʽ ʚʨʘʟʣʠʚʦʩʪʽ (CVE), ʱʦ ʧʽʜʜʘʶʪʴʩʷ ʝʢʩʧʣʫʘʪʘʮʽʾ, - ʯʝʨʚʦʥʠʤ. 

ʄʝʨʝʞʝʚʽ ʝʢʨʘʥʠ, ʷʢʽ ʚʠʢʦʥʫʶʪʴ ʨʦʣʴ ʙʘʨôʻʨʽʚ ʤʽʞ ʩʝʛʤʝʥʪʘʤʠ, ʧʨʝʜʩʪʘʚʣʝʥʽ ʩʽʨʠʤ 
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ʢʦʣʴʦʨʦʤ, ʪʦʜʽ ʷʢ ʟʘʩʦʙʠ ʢʽʥʮʝʚʦʛʦ ʢʦʥʪʨʦʣʶ ʪʘ ʤʦʥʽʪʦʨʠʥʛʫ (ʘʥʪʠʚʽʨʫʩʥʝ ʇɿ ʪʘ HIDS) 

ï ʟʝʣʝʥʠʤ. 

ʆʢʨʝʤʫ ʢʘʪʝʛʦʨʽʶ ʬʦʨʤʫʶʪʴ ʩʧʝʮʽʘʣʽʟʦʚʘʥʽ ʚʫʟʣʠ-ʽʥʜʠʢʘʪʦʨʠ ʩʪʘʥʫ ʢʦʤʧʨʦʤʝʪʘʮʽʾ 

ʟ ʧʨʝʬʽʢʩʦʤ çIntruderè, ʧʦʟʥʘʯʝʥʽ ʩʚʽʪʣʦ-ʟʝʣʝʥʠʤ ʢʦʣʴʦʨʦʤ. ɺʦʥʠ ʚʽʜʽʛʨʘʶʪʴ ʨʦʣʴ 

ʣʦʛʽʯʥʠʭ ʧʝʨʝʤʠʢʘʯʽʚ: ʩʪʘʥ çpresentè ʧʽʜʪʚʝʨʜʞʫʻ ʘʢʪʠʚʥʽʩʪʴ ʟʣʦʚʤʠʩʥʠʢʘ ʥʘ ʝʪʘʧʽ ʪʘ 

ʘʢʪʠʚʫʻ ʚʽʜʧʦʚʽʜʥʽ ʣʘʥʮʶʛʠ ʧʝʨʝʜʫʤʦʚ ʽ ʧʦʜʘʣʴʰʠʭ ʜʽʡ; ʥʘʪʦʤʽʩʪʴ ʩʪʘʥ çabsentè ʙʣʦʢʫʻ 

ʧʦʰʠʨʝʥʥʷ ʨʠʟʠʢʫ ʟʘ ʢʦʥʢʨʝʪʥʦʶ ʛʽʣʢʦʶ, ʽʤʽʪʫʶʯʠ ʚʽʜʩʫʪʥʽʩʪʴ ʟʘʛʨʦʟʠ.  

ʄʦʜʝʣʴ ʚʨʘʭʦʚʫʻ ʪʨʠ ʟʘʩʘʜʥʠʯʽ ʚʝʢʪʦʨʠ ʣʦʢʘʣʽʟʘʮʽʾ ʘʪʘʢʠ, ʱʦ ʟʘʜʘʶʪʴʩʷ ʫ ʚʫʟʣʽ 

attack_loc: ʟʦʚʥʽʰʥʽʡ (Internet), ʚʥʫʪʨʽʰʥʴʦʢʦʨʧʦʨʘʪʠʚʥʠʡ (Intranet) ʪʘ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟ 

ʣʦʢʘʣʴʥʦʛʦ ʭʦʩʪʘ (Local network). ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʦʮʽʥʶʚʘʪʠ ʷʢ ʟʦʚʥʽʰʥʽ 

ʚʪʦʨʛʥʝʥʥʷ, ʪʘʢ ʽ ʽʥʩʘʡʜʝʨʩʴʢʽ ʨʠʟʠʢʠ ʘʙʦ ʜʽʾ ʯʝʨʝʟ ʫʞʝ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʽ ʚʥʫʪʨʽʰʥʽ 

ʩʠʩʪʝʤʠ, ʚʨʘʭʦʚʫʶʯʠ ʨʝʘʣʴʥʽ ʚʨʘʟʣʠʚʦʩʪʽ (CVE). ʇʨʦʮʝʩ ʥʘʧʘʜʫ ʬʦʨʤʘʣʽʟʦʚʘʥʦ ʷʢ 

ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʬʘʟ: ʧʦʜʦʣʘʥʥʷ ʧʝʨʠʤʝʪʨʘ, ʣʘʪʝʨʘʣʴʥʠʡ ʨʫʭ ʫʩʝʨʝʜʠʥʽ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ 

ʬʽʥʘʣʴʥʘ ʜʦʩʪʘʚʢʘ ʡ ʟʘʧʫʩʢ ʰʢʽʜʣʠʚʦʛʦ ʢʦʜʫ ʥʘ ʢʽʥʮʝʚʽʡ ʪʦʯʮʽ. ʄʦʜʝʣʴ ʢʦʤʧʣʝʢʩʥʦ 

ʨʝʢʦʥʩʪʨʫʶʻ ʮʝʡ ʰʣʷʭ, ʥʘʜʘʶʯʠ ʤʦʞʣʠʚʽʩʪʴ ʦʮʽʥʠʪʠ ʨʽʚʝʥʴ ʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤʠ ʜʦ 

ʧʦʜʽʙʥʠʭ ʟʘʛʨʦʟ.  

ʉʘʤʘ ʞ ʤʝʨʝʞʘ ʟ ʚʽʜʧʦʚʽʜʥʠʤ ʨʦʟʧʦʜʽʣʦʤ ʽʤʦʚʽʨʥʦʩʪʝʡ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʪʘʢʠʭ ʚʫʟʣʽʚ: 

1. ʇʦʯʘʪʢʦʚʽ ʫʤʦʚʠ ʪʘ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ. 

Node 1: reach_Inet_wsVR 

¶ ʊʠʧ: ʇʝʨʝʜʫʤʦʚʘ. 

¶ ʆʧʠʩ: ɺʝʙ-ʩʝʨʚʝʨ ʻ ʜʦʩʪʫʧʥʠʤ ʽʟ ʟʦʚʥʽʰʥʴʦʾ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪ. 

¶ ɸʥʘʣʽʟ: ʊʠʧ ʘʨʭʽʪʝʢʪʫʨʠ ʤʝʨʝʞʽ. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: P = 1.0 (100%). 

Node 2: attack_loc (ʧʨʠʤ. ï ʣʦʢʘʮʽʷ ʘʪʘʢʠ). 

¶ ʊʠʧ: ʇʝʨʝʜʫʤʦʚʘ. 

¶ ʆʧʠʩ: ʊʨʠ ʩʮʝʥʘʨʽʾ ï ʟ ɯʥʪʝʨʥʝʪʫ, ʚʥʫʪʨʽʰʥʴʦʾ (Intranet) ʘʙʦ ʣʦʢʘʣʴʥʦʾ 

ʤʝʨʝʞʽ.  
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¶ ʁʤʦʚʽʨʥʽʩʪʴ: P = 0,85 + 0,10 + 0.05 = 1.0 (100%). 

Node 3: netAccess_WSvr 

¶ ʊʠʧ: ʉʪʘʥ. 

¶ ʆʧʠʩ: ɿʣʦʚʤʠʩʥʠʢ ʦʪʨʠʤʘʚ ʤʝʨʝʞʝʚʠʡ ʜʦʩʪʫʧ ʜʦ ʚʝʙ-ʩʝʨʚʝʨʘ. 

¶ ɸʥʘʣʽʟ: ʃʦʛʽʯʥʠʡ ʥʘʩʣʽʜʦʢ ʧʝʨʰʠʭ ʜʚʦʭ ʚʫʟʣʽʚ. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ɿʘ ʫʤʦʚʠ, ʱʦ Node 1 ʪʘ Node 2 ʽʩʪʠʥʥʽ, ʡʤʦʚʽʨʥʽʩʪʴ 

ʩʪʘʥʦʚʠʪʴ P = 0.99 (99%). 

Node 4: netSrv_httpxl 

¶ ʊʠʧ: ʉʪʘʥ. 

¶ ʆʧʠʩ: ɺʝʙ-ʩʝʨʚʽʩ ʫʩʧʽʰʥʦ ʝʢʩʧʣʫʘʪʦʚʘʥʦ. 

¶ ɸʥʘʣʽʟ: ʈʝʟʫʣʴʪʘʪ ʫʩʧʽʰʥʦʾ ʘʪʘʢʠ ʥʘ ʚʨʘʟʣʠʚʽʩʪʴ. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ɿʘ ʥʘʷʚʥʦʩʪʽ ʜʦʩʪʫʧʫ (Node 3) ʪʘ ʚʨʘʟʣʠʚʦʩʪʽ (Node 5), 

ʡʤʦʚʽʨʥʽʩʪʴ ʩʪʘʥʦʚʠʪʴ P = 0.95 (95%). 

Node 5: vul_httpd 

¶ ʊʠʧ: ɺʨʘʟʣʠʚʽʩʪʴ. 

¶ ʆʧʠʩ: ʅʘʷʚʥʽʩʪʴ ʚʨʘʟʣʠʚʦʩʪʽ ʫ ʚʝʙ-ʩʝʨʚʝʨʽ Microsoft IIS. 

¶ ɸʥʘʣʽʟ: ʂʣʶʯʦʚʘ ʚʨʘʟʣʠʚʽʩʪʴ ʜʣʷ ʧʦʯʘʪʢʦʚʦʛʦ ʜʦʩʪʫʧʫ ʜʦ Windows-ʩʝʨʚʝʨʘ. 

Á ʊʠʧ: CVE-2021-31166 (RCE in HTTP.sys). 

Á ʆʧʠʩ: ʂʨʠʪʠʯʥʘ ʚʨʘʟʣʠʚʽʩʪʴ ʫ ʩʪʝʢʫ ʧʨʦʪʦʢʦʣʫ HTTP, ʷʢʘ ʜʦʟʚʦʣʷʻ 

ʥʝʘʚʪʝʥʪʠʬʽʢʦʚʘʥʦʤʫ ʟʣʦʚʤʠʩʥʠʢʫ ʚʠʢʦʥʘʪʠ ʢʦʜ ʟ ʧʨʘʚʘʤʠ ʷʜʨʘ 

ʩʠʩʪʝʤʠ. 

Á ʇʦʢʘʟʥʠʢ: CVSS 3.1: 9.8 (ʂʨʠʪʠʯʥʠʡ). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʗʢʱʦ ʩʠʩʪʝʤʘ ʥʝ ʦʥʦʚʣʝʥʘ, ʾʾ ʥʘʷʚʥʽʩʪʴ ʩʪʘʥʦʚʠʪʴ P = 0.6 

(60%). ʗʢʱʦ ʩʢʘʥʝʨ ʧʽʜʪʚʝʨʜʠʚ ʾʾ ʥʘʷʚʥʽʩʪʴ, ʡʤʦʚʽʨʥʽʩʪʴ P = 1.0 (100%). 

2. ʉʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʥʘ ʚʝʙ-ʩʝʨʚʝʨʽ (WS) 
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Node 6: INTRUDER_WS (ʧʨʠʤ. ï ʜʦʜʘʪʢʦʚʠʡ ʚʫʟʦʣ ʬʘʢʪʦʨʫ ʘʪʘʢʠ ʜʣʷ 

ʢʦʨʝʢʪʥʦʛʦ ʟʘʜʘʥʥʷ ʣʦʛʽʢʠ ʜʣʷ ʚʽʜʧʨʘʮʶʚʘʥʥʷ ʤʦʜʝʣʽ). 

¶ ʊʠʧ: ʉʧʦʚʽʱʝʥʥʷ. 

¶ ʆʧʠʩ: ʉʠʩʪʝʤʘ ʘʥʘʣʽʟʫ ʪʘ ʩʧʦʚʽʱʝʥʴ ʥʘ ʚʝʙ-ʩʝʨʚʝʨʽ ʟʛʝʥʝʨʫʚʘʣʘ ʩʠʛʥʘʣ. 

¶ ɸʥʘʣʽʟ: ʈʝʘʢʮʽʷ ʩʠʩʪʝʤʠ ʟʘʭʠʩʪʫ ʥʘ ʝʢʩʧʣʫʘʪʘʮʽʶ (Node 4). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 4 ʽʩʪʠʥʥʠʡ, ʡʤʦʚʽʨʥʽʩʪʴ ʩʠʛʥʘʣʫ ʩʪʘʥʦʚʠʪʴ 

P = 0.90 (90%). 

Node 7: HDS_WS 

¶ ʊʠʧ: ɿʘʩʽʙ ʢʦʥʪʨʦʣʶ. 

¶ ʆʧʠʩ: Host-based Detection System (HDS) ʥʘ ʚʝʙ-ʩʝʨʚʝʨʽ ʘʢʪʠʚʥʘ. 

¶ ɸʥʘʣʽʟ: ɹʘʟʦʚʘ ʫʤʦʚʘ ʥʘʷʚʥʦʩʪʽ ʟʘʭʠʩʪʫ ʥʘ ʭʦʩʪʽ. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: P = 0.98 (98%). 

Node 8: NDS_httpd 

¶ ʊʠʧ: ɿʘʩʽʙ ʢʦʥʪʨʦʣʶ. 

¶ ʆʧʠʩ: Network-based Detection System (NDS) ʘʢʪʠʚʥʘ ʪʘ ʤʦʥʽʪʦʨʠʪʴ HTTP-

ʪʨʘʬʽʢ. 

¶ ɸʥʘʣʽʟ: ɹʘʟʦʚʘ ʫʤʦʚʘ ʥʘʷʚʥʦʩʪʽ ʤʝʨʝʞʝʚʦʛʦ ʟʘʭʠʩʪʫ. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: P = 0.99 (99%). 

3. ʂʦʤʧʨʦʤʝʪʘʮʽʷ WS ʪʘ ʧʝʨʝʭʽʜ ʜʦ ʬʘʡʣʦʚʦʛʦ ʩʝʨʚʝʨʘ (FS) 

Node 9: execCode_WSvr 

¶ ʊʠʧ: ɼʽʷ/ʉʪʘʥ. 

¶ ʆʧʠʩ: ɼʦʚʽʣʴʥʠʡ ʢʦʜ ʫʩʧʽʰʥʦ ʚʠʢʦʥʘʥʦ ʥʘ ʚʝʙ-ʩʝʨʚʝʨʽ. 

¶ ɸʥʘʣʽʟ: ʇʨʷʤʠʡ ʥʘʩʣʽʜʦʢ ʫʩʧʽʰʥʦʾ ʝʢʩʧʣʫʘʪʘʮʽʾ (Node 4). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 4 ʽʩʪʠʥʥʠʡ, ʡʤʦʚʽʨʥʽʩʪʴ ʩʪʘʥʦʚʠʪʴ P = 0.99 

(99%). 

Node 10: reach_WS_FS 
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¶ ʊʠʧ: ʉʪʘʥ. 

¶ ʆʧʠʩ: ɿ ʚʝʙ-ʩʝʨʚʝʨʘ ʽʩʥʫʻ ʤʝʨʝʞʝʚʠʡ ʰʣʷʭ ʜʦ ʬʘʡʣʦʚʦʛʦ ʩʝʨʚʝʨʘ. 

¶ ɸʥʘʣʽʟ: ɿʘʣʝʞʠʪʴ ʚʽʜ ʧʨʘʚʠʣ ʤʝʨʝʞʝʚʦʾ ʚʟʘʻʤʦʜʽʾ ʪʘ ʫʩʧʽʰʥʦʛʦ ʟʣʘʤʫ WS 

(Node 9). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 9 ʽʩʪʠʥʥʠʡ, ʡʤʦʚʽʨʥʽʩʪʴ ʩʪʘʥʦʚʠʪʴ P = 0.90 

(90%). 

Node 11: netAccess_FS 

¶ ʊʠʧ: ʉʪʘʥ. 

¶ ʆʧʠʩ: ɿʣʦʚʤʠʩʥʠʢ ʦʪʨʠʤʘʚ ʤʝʨʝʞʝʚʠʡ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʦʚʦʛʦ ʩʝʨʚʝʨʘ. 

¶ ɸʥʘʣʽʟ: ʎʝʡ ʜʦʩʪʫʧ ʦʪʨʠʤʫʻʪʴʩʷ ʷʢ ʥʘʩʣʽʜʦʢ ʧʦʚʥʦʛʦ ʢʦʥʪʨʦʣʶ ʥʘʜ WS, ʪʘʢ 

ʽ ʯʝʨʝʟ ʙʽʯʥʝ ʧʝʨʝʤʽʱʝʥʥʷ. 

Á CVE-2021-26855 (ProxyLogon). 

Á ʆʧʠʩ: ɺʨʘʟʣʠʚʽʩʪʴ ʪʠʧʫ SSRF ʫ Microsoft Exchange, ʱʦ ʜʦʟʚʦʣʷʻ 

ʟʤʫʩʠʪʠ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʠʡ ʩʝʨʚʝʨ ʥʘʜʩʠʣʘʪʠ ʟʘʧʠʪʠ ʜʦ ʚʥʫʪʨʽʰʥʽʭ 

ʨʝʩʫʨʩʽʚ, ʥʘʧʨʠʢʣʘʜ, ʜʦ ʬʘʡʣʦʚʦʛʦ ʩʝʨʚʝʨʘ. 

Á ʇʦʢʘʟʥʠʢ: CVSS 3.1: 9.8 (ʂʨʠʪʠʯʥʠʡ). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 9 ʪʘ Node 10 ʽʩʪʠʥʥʽ, ʡʤʦʚʽʨʥʽʩʪʴ 

ʩʪʘʥʦʚʠʪʴ P = 1.0 (100%). 

Node 12: vul_mountd 

¶ ʊʠʧ: ɺʨʘʟʣʠʚʽʩʪʴ. 

¶ ʆʧʠʩ: ʅʘʷʚʥʽʩʪʴ ʚʨʘʟʣʠʚʦʩʪʽ ʫ ʩʣʫʞʙʽ NFS, ʱʦ ʧʨʘʮʶʻ ʥʘ ʩʝʨʚʝʨʽ. 

¶ ɸʥʘʣʽʟ: ɺʝʢʪʦʨ ʘʪʘʢʠ ʥʘ ʬʘʡʣʦʚʠʡ ʩʝʨʚʝʨ, ʘʢʪʫʘʣʴʥʠʡ ʜʣʷ Windows Server ʟ 

ʨʦʣʣʶ "Server for NFS". 

Á ʇʨʠʢʣʘʜ: CVE-2023-24998 (NFS mountd Buffer Overflow). 

Á ʇʦʢʘʟʥʠʢ: CVSS 3.1: 7.5 (ɺʠʩʦʢʠʡ). 
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¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʗʢʱʦ ʨʦʣʴ NFS ʚʩʪʘʥʦʚʣʝʥʘ ʽ ʥʝ ʦʥʦʚʣʝʥʘ, ʡʤʦʚʽʨʥʽʩʪʴ 

ʩʪʘʥʦʚʠʪʴ P = 0.5 (50%). 

Node 13: INTRUDER_FS (ʧʨʠʤ. ï ʜʦʜʘʪʢʦʚʠʡ ʚʫʟʦʣ ʬʘʢʪʦʨʫ ʘʪʘʢʠ ʜʣʷ 

ʢʦʨʝʢʪʥʦʛʦ ʟʘʜʘʥʥʷ ʣʦʛʽʢʠ ʜʣʷ ʚʽʜʧʨʘʮʶʚʘʥʥʷ ʤʦʜʝʣʽ). 

¶ ʊʠʧ: ʉʧʦʚʽʱʝʥʥʷ. 

¶ ʆʧʠʩ: ʉʠʛʥʘʣ ʚʽʜ ʩʠʩʪʝʤʠ ʘʥʘʣʽʟʫ ʥʘ ʬʘʡʣʦʚʦʤʫ ʩʝʨʚʝʨʽ. 

¶ ɸʥʘʣʽʟ: ʈʝʘʢʮʽʷ ʥʘ ʧʽʜʦʟʨʽʣʠʡ ʜʦʩʪʫʧ ʜʦ FS. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 11 ʽʩʪʠʥʥʠʡ, ʡʤʦʚʽʨʥʽʩʪʴ ʩʪʘʥʦʚʠʪʴ P = 

0.80 (80%). 

Node 14: IDS_mountd 

¶ ʊʠʧ: ʉʧʦʚʽʱʝʥʥʷ. 

¶ ʆʧʠʩ: IDS ʚʠʷʚʠʣʘ ʘʪʘʢʫ ʥʘ ʩʝʨʚʽʩ mountd (ɼʝʤʦʥ mountd ï ʮʝ ʚʽʜʜʘʣʝʥʠʡ 

ʚʠʢʣʠʢ ʧʨʦʮʝʜʫʨ (RPC), ʷʢʠʡ ʚʽʜʧʦʚʽʜʘʻ ʥʘ ʟʘʧʠʪ ʢʣʽʻʥʪʘ ʧʨʦ ʤʦʥʪʫʚʘʥʥʷ ʬʘʡʣʦʚʦʾ 

ʩʠʩʪʝʤʠ. ɼʝʤʦʥ mountd ʚʠʟʥʘʯʘʻ, ʷʢʽ ʬʘʡʣʦʚʽ ʩʠʩʪʝʤʠ ʜʦʩʪʫʧʥʽ, ʯʠʪʘʶʯʠ ʬʘʡʣ /etc/xtab). 

¶ ɸʥʘʣʽʟ: ʈʝʘʢʮʽʷ ʥʘ ʩʧʨʦʙʫ ʝʢʩʧʣʫʘʪʘʮʽʾ ʚʨʘʟʣʠʚʦʩʪʽ NFS. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 11 ʪʘ Node 12 ʽʩʪʠʥʥʽ, ʡʤʦʚʽʨʥʽʩʪʴ P = 0.95 

(95%). 

Node 15: netServ_mountd 

¶ ʊʠʧ: ʉʪʘʥ. 

¶ ʆʧʠʩ: ʉʝʨʚʽʩ mountd ʫʩʧʽʰʥʦ ʧʨʦʻʢʩʧʣʫʘʪʦʚʘʥʦ. 

¶ ɸʥʘʣʽʟ: ʈʝʟʫʣʴʪʘʪ ʘʪʘʢʠ ʥʘ ʚʨʘʟʣʠʚʽʩʪʴ NFS. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 11 ʪʘ Node 12 ʽʩʪʠʥʥʽ, ʡʤʦʚʽʨʥʽʩʪʴ P = 0.90 

(90%). 

Node 16: execCode_FS 

¶ ʊʠʧ: ɼʽʷ/ʉʪʘʥ. 

¶ ʆʧʠʩ: ʂʦʜ ʫʩʧʽʰʥʦ ʚʠʢʦʥʘʥʦ ʥʘ ʬʘʡʣʦʚʦʤʫ ʩʝʨʚʝʨʽ. 
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¶ ɸʥʘʣʽʟ: ʎʝʡ ʚʫʟʦʣ ʧʨʝʜʩʪʘʚʣʷʻ ʫʩʧʽʰʥʫ ʢʦʤʧʨʦʤʝʪʘʮʽʶ FS, ʷʢʘ ʤʦʛʣʘ 

ʚʽʜʙʫʪʠʩʴ ʥʝ ʪʽʣʴʢʠ ʯʝʨʝʟ NFS, ʘ ʡ ʯʝʨʝʟ ʘʣʴʪʝʨʥʘʪʠʚʥʽ ʚʝʢʪʦʨʠ, ʥʘʧʨʠʢʣʘʜ, SMB. 

Á CVE: MS17-010 (EternalBlue). 

Á ʆʧʠʩ: ʂʨʠʪʠʯʥʘ ʚʨʘʟʣʠʚʽʩʪʴ ʫ ʧʨʦʪʦʢʦʣʽ SMBv1, ʱʦ ʜʦʟʚʦʣʷʻ 

ʚʽʜʜʘʣʝʥʝ ʚʠʢʦʥʘʥʥʷ ʢʦʜʫ. 

Á ʇʦʢʘʟʥʠʢ: CVSS 3.0: 8.1 (ɺʠʩʦʢʠʡ). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 15 ʽʩʪʠʥʥʠʡ (ʘʙʦ ʽʥʰʠʡ ʚʝʢʪʦʨ ʘʪʘʢʠ 

ʫʩʧʽʰʥʠʡ), ʡʤʦʚʽʨʥʽʩʪʴ ʩʪʘʥʦʚʠʪʴ P = 0.99 (99%). 

Node 17: canAccessFile_FS 

¶ ʊʠʧ: ʉʪʘʥ. 

¶ ʆʧʠʩ: ɿʣʦʚʤʠʩʥʠʢ ʤʦʞʝ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʽʚ ʥʘ ʬʘʡʣʦʚʦʤʫ ʩʝʨʚʝʨʽ. 

¶ ɸʥʘʣʽʟ: ʅʘʩʣʽʜʦʢ ʚʠʢʦʥʘʥʥʷ ʢʦʜʫ ʥʘ FS (Node 16). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 16 ʽʩʪʠʥʥʠʡ, ʡʤʦʚʽʨʥʽʩʪʴ P = 0.98 (98%). 

4. ɸʪʘʢʘ ʯʝʨʝʟ NFS ʪʘ ʾʾ ʥʘʩʣʽʜʢʠ 

Node 18: nfsEpt_FS_WS 

¶ ʊʠʧ: ɼʽʷ. 

¶ ʆʧʠʩ: NFS-ʝʢʩʧʦʨʪ ʟ ʬʘʡʣʦʚʦʛʦ ʩʝʨʚʝʨʘ ʚʠʢʦʨʠʩʪʘʥʦ ʜʣʷ ʘʪʘʢʠ ʥʘ ʨʦʙʦʯʫ 

ʩʪʘʥʮʽʶ. 

¶ ɸʥʘʣʽʟ: ɿʘʣʝʞʠʪʴ ʚʽʜ ʢʦʥʪʨʦʣʶ ʥʘʜ WS (Node 9). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 9 ʽʩʪʠʥʥʠʡ, ʡʤʦʚʽʨʥʽʩʪʴ P = 0.70 (70%). 

Node 19: reach_WS_FS_nfs 

¶ ʊʠʧ: ʉʪʘʥ. 

¶ ʆʧʠʩ: ɺʩʪʘʥʦʚʣʝʥʦ ʟʚ'ʷʟʦʢ ʤʽʞ WS ʪʘ FS ʯʝʨʝʟ NFS. 

¶ ɸʥʘʣʽʟ: ʅʘʩʣʽʜʦʢ Node 18. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 18 ʽʩʪʠʥʥʠʡ, ʡʤʦʚʽʨʥʽʩʪʴ P = 1.0 (100%). 
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Node 20: INTRUDER_nfsShell (ʧʨʠʤ. ï ʜʦʜʘʪʢʦʚʠʡ ʚʫʟʦʣ ʬʘʢʪʦʨʫ ʘʪʘʢʠ ʜʣʷ 

ʢʦʨʝʢʪʥʦʛʦ ʟʘʜʘʥʥʷ ʣʦʛʽʢʠ ʜʣʷ ʚʽʜʧʨʘʮʶʚʘʥʥʷ ʤʦʜʝʣʽ). 

¶ ʊʠʧ: ʉʧʦʚʽʱʝʥʥʷ. 

¶ ʆʧʠʩ: ʉʠʛʥʘʣ ʧʨʦ ʧʽʜʦʟʨʽʣʫ ʘʢʪʠʚʥʽʩʪʴ ʚ NFS-shell. 

¶ ɸʥʘʣʽʟ: ʈʝʘʢʮʽʷ ʥʘ ʫʩʧʽʰʥʫ NFS-ʘʪʘʢʫ (Node 22). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 22 ʽʩʪʠʥʥʠʡ, ʡʤʦʚʽʨʥʽʩʪʴ P = 0.85 (85%). 

Node 21: IDS_nfsShell 

¶ ʊʠʧ: ʉʧʦʚʽʱʝʥʥʷ. 

¶ ʆʧʠʩ: IDS ʚʠʷʚʠʣʘ ʧʽʜʦʟʨʽʣʽ ʢʦʤʘʥʜʠ ʚ NFS-ʟ'ʻʜʥʘʥʥʽ. 

¶ ɸʥʘʣʽʟ: ʈʝʘʢʮʽʷ ʥʘ ʫʩʧʽʰʥʫ NFS-ʘʪʘʢʫ (Node 22). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 22 ʽʩʪʠʥʥʠʡ, ʡʤʦʚʽʨʥʽʩʪʴ P = 0.90 (90%). 

Node 22: nfsAttack_Accomplish 

¶ ʊʠʧ: ʉʪʘʥ. 

¶ ʆʧʠʩ: ɸʪʘʢʘ ʯʝʨʝʟ NFS ʫʩʧʽʰʥʦ ʟʘʚʝʨʰʝʥʘ. 

¶ ɸʥʘʣʽʟ: ɿʘʣʝʞʠʪʴ ʚʽʜ ʟʚ'ʷʟʢʫ ʯʝʨʝʟ NFS (Node 19). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 19 ʽʩʪʠʥʥʠʡ, ʡʤʦʚʽʨʥʽʩʪʴ P = 0.80 (80%). 

Node 23: localFile_Modification 

¶ ʊʠʧ: ɼʽʷ. 

¶ ʆʧʠʩ: ʃʦʢʘʣʴʥʠʡ ʬʘʡʣ ʥʘ ʩʝʨʚʝʨʽ ʙʫʣʦ ʟʤʽʥʝʥʦ. 

¶ ɸʥʘʣʽʟ: ʏʘʩʪʦ ʩʪʘʻ ʤʦʞʣʠʚʠʤ ʧʽʩʣʷ ʣʦʢʘʣʴʥʦʛʦ ʧʽʜʚʠʱʝʥʥʷ ʧʨʠʚʽʣʝʾʚ (LPE). 

Á CVE-2021-34527 (PrintNightmare). 

Á ʆʧʠʩ: ɺʨʘʟʣʠʚʽʩʪʴ ʫ ʩʣʫʞʙʽ ʜʠʩʧʝʪʯʝʨʘ ʜʨʫʢʫ Windows, ʱʦ ʜʦʟʚʦʣʷʻ 

ʧʽʜʚʠʱʠʪʠ ʧʨʠʚʽʣʝʾ ʜʦ ʨʽʚʥʷ SYSTEM. 

Á ʇʦʢʘʟʥʠʢ: CVSS 3.0: 8.8 (ɺʠʩʦʢʠʡ). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 16 ʽʩʪʠʥʥʠʡ, ʡʤʦʚʽʨʥʽʩʪʴ P = 0.90 (90%). 

Node 24: accessFile_FS 
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¶ ʊʠʧ: ɼʽʷ. 

¶ ʆʧʠʩ: ʆʪʨʠʤʘʥʦ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʽʚ ʥʘ ʬʘʡʣʦʚʦʤʫ ʩʝʨʚʝʨʽ. 

¶ ɸʥʘʣʽʟ: ɺʽʜʙʫʚʘʻʪʴʩʷ, ʷʢʱʦ ʫʩʧʽʰʥʘ ʘʙʦ NFS-ʘʪʘʢʘ, ʘʙʦ ʟʤʽʥʘ ʬʘʡʣʫ. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ (ʣʦʛʽʯʥʝ "ɸɹʆ"). ʗʢʱʦ Node 22 ɸɹʆ Node 23 ʽʩʪʠʥʥʠʡ, 

ʡʤʦʚʽʨʥʽʩʪʴ P = 1.0 (100%). 

Node 25: nfsMounted_WS_FS 

¶ ʊʠʧ: ʇʝʨʝʜʫʤʦʚʘ. 

¶ ʆʧʠʩ: ʌʘʡʣʦʚʘ ʩʠʩʪʝʤʘ ʟ FS ʧʨʠʤʦʥʪʦʚʘʥʘ ʜʦ ʨʦʙʦʯʦʾ ʩʪʘʥʮʽʾ. 

¶ ɸʥʘʣʽʟ: ʌʘʢʪ ʢʦʥʬʽʛʫʨʘʮʽʾ ʩʠʩʪʝʤʠ. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: P = 0.90 (90%). 

5. ʌʽʥʘʣʴʥʘ ʢʦʤʧʨʦʤʝʪʘʮʽʷ ʨʦʙʦʯʦʾ ʩʪʘʥʮʽʾ (Workstation) 

Node 26: accessFile_workstation 

¶ ʊʠʧ: ɼʽʷ. 

¶ ʆʧʠʩ: ʆʪʨʠʤʘʥʦ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʽʚ ʥʘ ʨʦʙʦʯʽʡ ʩʪʘʥʮʽʾ. 

¶ ɸʥʘʣʽʟ: ʇʦʪʨʝʙʫʻ ʜʦʩʪʫʧʫ ʜʦ FS (Node 24) ʪʘ ʬʘʢʪʫ ʤʦʥʪʫʚʘʥʥʷ (Node 25). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ (ʣʦʛʽʯʥʝ "ɯ"). ʗʢʱʦ Node 24 ʊɸ Node 25 ʽʩʪʠʥʥʽ, 

ʡʤʦʚʽʨʥʽʩʪʴ P = 1.0 (100%). 

Node 27: trojanHorse_installed 

¶ ʊʠʧ: ʉʪʘʥ. 

¶ ʆʧʠʩ: ʊʨʦʷʥʩʴʢʫ ʧʨʦʛʨʘʤʫ ʚʩʪʘʥʦʚʣʝʥʦ ʥʘ ʨʦʙʦʯʫ ʩʪʘʥʮʽʶ. 

¶ ɸʥʘʣʽʟ: ɺʽʜʙʫʚʘʻʪʴʩʷ ʯʝʨʝʟ ʢʣʽʻʥʪʩʴʢʫ ʚʨʘʟʣʠʚʽʩʪʴ, ʢʦʣʠ ʢʦʨʠʩʪʫʚʘʯ 

ʚʽʜʢʨʠʚʘʻ ʰʢʽʜʣʠʚʠʡ ʜʦʢʫʤʝʥʪ. 

Á CVE-2022-30190 (Follina). 

Á ʆʧʠʩ: ɺʨʘʟʣʠʚʽʩʪʴ ʫ Microsoft Support Diagnostic Tool (MSDT), ʱʦ 

ʜʦʟʚʦʣʷʻ ʚʠʢʦʥʘʪʠ ʢʦʜ ʧʨʠ ʚʽʜʢʨʠʪʪʽ ʜʦʢʫʤʝʥʪʫ Office. 

Á ʇʦʢʘʟʥʠʢ: CVSS 3.1: 7.8 (ɺʠʩʦʢʠʡ). 
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¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 26 ʽʩʪʠʥʥʠʡ, ʡʤʦʚʽʨʥʽʩʪʴ P = 0.85 (85%). 

Node 28: anti_Malware_HIDS1 

¶ ʊʠʧ: ɿʘʩʽʙ ʢʦʥʪʨʦʣʶ. 

¶ ʆʧʠʩ: ɸʥʪʠʚʽʨʫʩ/HIDS ˉ1 ʥʘ ʨʦʙʦʯʽʡ ʩʪʘʥʮʽʾ. 

¶ ɸʥʘʣʽʟ: ɹʘʟʦʚʘ ʫʤʦʚʘ ʟʘʭʠʩʪʫ. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: P = 0.99 (99%). 

Node 29: execCode_workstation 

¶ ʊʠʧ: ɼʽʷ/ʉʪʘʥ. 

¶ ʆʧʠʩ: ʂʦʜ ʪʨʦʷʥʘ ʚʠʢʦʥʘʥʦ ʥʘ ʨʦʙʦʯʽʡ ʩʪʘʥʮʽʾ. 

¶ ɸʥʘʣʽʟ: ʋʩʧʽʰʥʝ ʚʠʢʦʥʘʥʥʷ ʧʦʪʨʝʙʫʻ ʦʙʭʦʜʫ ʟʘʭʠʩʥʠʭ ʤʝʭʘʥʽʟʤʽʚ, ʷʢ-ʦʪ 

UAC. 

Á CVE-2022-21882 (Win32k UAC Bypass). 

Á ʆʧʠʩ: ɺʨʘʟʣʠʚʽʩʪʴ ʧʽʜʚʠʱʝʥʥʷ ʧʨʠʚʽʣʝʾʚ, ʱʦ ʜʦʟʚʦʣʷʻ ʦʙʽʡʪʠ User 

Account Control (UAC) ʽ ʚʠʢʦʥʘʪʠ ʢʦʜ ʙʝʟ ʧʦʧʝʨʝʜʞʝʥʥʷ. 

Á ʇʦʢʘʟʥʠʢ: CVSS 3.1: 7.8 (ɺʠʩʦʢʠʡ). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 27 ʽʩʪʠʥʥʠʡ, ʘ Node 28 ʭʠʙʥʠʡ (ʥʝ 

ʩʧʨʘʮʶʚʘʚ), ʡʤʦʚʽʨʥʽʩʪʴ P = 0.99. 

Node 30: TripWire 

¶ ʊʠʧ: ɿʘʩʽʙ ʢʦʥʪʨʦʣʶ. 

¶ ʆʧʠʩ: ʉʠʩʪʝʤʘ ʢʦʥʪʨʦʣʶ ʮʽʣʽʩʥʦʩʪʽ ʬʘʡʣʽʚ. 

¶ ɸʥʘʣʽʟ: ɹʘʟʦʚʘ ʫʤʦʚʘ ʟʘʭʠʩʪʫ. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: P = 0.95 (95%). 

Node 31: INTRUDER_trojanHorse_Exec (ʧʨʠʤ. ï ʜʦʜʘʪʢʦʚʠʡ ʚʫʟʦʣ ʬʘʢʪʦʨʫ 

ʘʪʘʢʠ ʜʣʷ ʢʦʨʝʢʪʥʦʛʦ ʟʘʜʘʥʥʷ ʣʦʛʽʢʠ ʜʣʷ ʚʽʜʧʨʘʮʶʚʘʥʥʷ ʤʦʜʝʣʽ). 

¶ ʊʠʧ: ʉʧʦʚʽʱʝʥʥʷ. 

¶ ʆʧʠʩ: ʉʠʛʥʘʣ ʧʨʦ ʩʪʚʦʨʝʥʥʷ/ʟʤʽʥʫ ʬʘʡʣʫ ʪʨʦʷʥʘ. 
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¶ ɸʥʘʣʽʟ: ʈʝʘʢʮʽʷ Tripwire (Node 30) ʥʘ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʽʚ (Node 26). 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ. ʗʢʱʦ Node 26 ʪʘ Node 30 ʽʩʪʠʥʥʽ, ʡʤʦʚʽʨʥʽʩʪʴ P = 0.98 

(98%). 

Node 32: fileExec_Event_Alert 

¶ ʊʠʧ: ʉʧʦʚʽʱʝʥʥʷ. 

¶ ʆʧʠʩ: ʌʽʥʘʣʴʥʠʡ ʢʦʤʧʣʝʢʩʥʠʡ ʩʠʛʥʘʣ ʧʨʦ ʚʠʢʦʥʘʥʥʷ ʬʘʡʣʫ. 

¶ ɸʥʘʣʽʟ: ɿʘʣʝʞʠʪʴ ʚʽʜ ʩʧʨʘʮʶʚʘʥʥʷ ʽʥʰʠʭ ʩʠʩʪʝʤ. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: ʋʤʦʚʥʘ (ʣʦʛʽʯʥʝ "ɸɹʆ"). ʗʢʱʦ Node 31 ɸɹʆ Node 33 ʽʩʪʠʥʥʠʡ, 

ʡʤʦʚʽʨʥʽʩʪʴ P = 0.99 (99%). 

Node 33: anti_Malware_HIDS2 

¶ ʊʠʧ: ɿʘʩʽʙ ʢʦʥʪʨʦʣʶ. 

¶ ʆʧʠʩ: ɸʥʪʠʚʽʨʫʩ/HIDS ˉ2 ʥʘ ʨʦʙʦʯʽʡ ʩʪʘʥʮʽʾ. 

¶ ɸʥʘʣʽʟ: ɹʘʟʦʚʘ ʫʤʦʚʘ ʟʘʭʠʩʪʫ. 

¶ ʁʤʦʚʽʨʥʽʩʪʴ: P = 0.99 (99%). 

ʉʘʤʝ ʞ ʬʦʨʤʫʚʘʥʥʷ ʘʧʨʽʦʨʥʠʭ ʡʤʦʚʽʨʥʦʩʪʝʡ (ʚʨʘʭʦʚʫʶʯʠ ʧʦʢʘʟʥʠʢʠ ʦʮʽʥʢʠ 

CVSS) ʚʽʜʙʫʚʘʻʪʴʩʷ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: 

ʊʘʙʣʠʮʷ 3.1 ï ʄʦʜʝʣʶʚʘʥʥʷ ʨʠʟʠʢʽʚ ʢʽʙʝʨʟʘʛʨʦʟ  

ʅʘʟʚʘ CVE_1 False True 

ʅʘʟʚʘ CVE_2 False True False True 

False 0 1 -CVSS 2/10 0 CVSS_2/10 

True 1 -CVSS 1/10 0 CVSS_1/10 1 
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 ʋ ʨʝʟʫʣʴʪʘʪʽ ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ ʦʮʽʥʢʠ ʩʠʩʪʝʤʥʦʾ ʩʪʽʡʢʦʩʪʽ ʙʫʣʦ ʟʤʦʜʝʣʴʦʚʘʥʦ ʪʘ 

ʦʧʨʘʮʴʦʚʘʥʦ ʯʦʪʠʨʠ ʟʘʩʘʜʥʠʯʽ ʩʮʝʥʘʨʽʾ. 

1) ʐʪʘʪʥʠʡ ʨʝʞʠʤ ʨʦʙʦʪʠ ʤʝʨʝʞʽ 

ɼʘʥʠʡ ʩʮʝʥʘʨʽʡ ʚʽʜʦʙʨʘʞʘʻ ʧʦʪʦʯʥʠʡ ʙʘʟʦʚʠʡ, ʪʦʙʪʦ çʰʪʘʪʥʠʡè ʩʪʘʥ ʩʠʩʪʝʤʠ. 

ʉʘʤʽ ʞ ʘʧʨʽʦʨʥʽ ʡʤʦʚʽʨʥʦʩʪʽ ʜʣʷ ʚʫʟʣʽʚ ʚʨʘʟʣʠʚʦʩʪʝʡ ʚʠʟʥʘʯʝʥʽ ʥʘ ʦʩʥʦʚʽ ʝʢʩʧʝʨʪʥʠʭ 

ʦʮʽʥʦʢ, ʪʦʜʽ ʷʢ ʜʣʷ ʚʩʽʭ ʟʘʩʦʙʽʚ ʢʦʥʪʨʦʣʶ (ʤʽʞʤʝʨʝʞʝʚʠʭ ʝʢʨʘʥʽʚ, ʩʠʩʪʝʤ ʤʦʥʽʪʦʨʠʥʛʫ 

ʪʘ ʢʦʥʪʨʦʣʶ ʮʽʣʽʩʥʦʩʪʽ, ʘʥʪʠʚʽʨʫʩʥʦʛʦ ʇɿ) ʚʩʪʘʥʦʚʣʝʥʦ ʚʠʩʦʢʫ ʡʤʦʚʽʨʥʽʩʪʴ ʢʦʨʝʢʪʥʦʛʦ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʪʘ ʥʘʣʝʞʥʦʛʦ ʥʘʣʘʰʪʫʚʘʥʥʷ. ʇʨʦʚʝʜʝʥʠʡ ʟʘ ʪʘʢʠʭ ʫʤʦʚ ʨʦʟʨʘʭʫʥʦʢ 

ʜʝʤʦʥʩʪʨʫʻ ʙʘʟʦʚʠʡ ʽʥʪʝʛʨʘʣʴʥʠʡ ʨʠʟʠʢ ʜʣʷ ʤʝʨʝʞʽ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʫʩʽʭ ʜʽʶʯʠʭ ʟʘʭʠʩʥʠʭ 

ʤʝʭʘʥʽʟʤʽʚ ʧʨʠ ʨʝʘʣʽʟʘʮʽʾ ʘʪʘʢʠ ʯʝʨʝʟ ʥʘʡʙʽʣʴʰ ʽʤʦʚʽʨʥʠʡ ʚʝʢʪʦʨ (Internet). 

ʄʦʜʝʣʶʚʘʥʥʷ ʧʦʢʘʟʫʻ, ʱʦ ʧʽʜʩʫʤʢʦʚʘ ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʾ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʨʦʙʦʯʦʾ 

ʩʪʘʥʮʽʾ (execCode_workstation) ʟʘ ʜʘʥʠʤ ʩʮʝʥʘʨʽʻʤ ʩʪʘʥʦʚʠʪʴ 58%. 

 

ʈʠʩʫʥʦʢ 3.5 ï ʐʪʘʪʥʠʡ ʨʝʞʠʤ (ʤʝʨʝʞʘ ʧʨʘʮʶʻ ʫ ʟʚʠʯʘʡʥʦʤʫ ʨʝʞʠʤʽ) 
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2) ɺʽʜʤʦʚʘ ʩʠʩʪʝʤ ʟʘʧʦʙʽʛʘʥʥʷ ʪʘ ʚʠʷʚʣʝʥʥʷ 

ʎʝʡ ʩʮʝʥʘʨʽʡ ʽʤʽʪʫʻ ʫʤʦʚʠ, ʟʘ ʷʢʠʭ ʟʣʦʚʤʠʩʥʠʢ ʟʘʩʪʦʩʦʚʫʻ ʧʝʨʝʜʦʚʽ ʪʝʭʥʽʢʠ ʜʣʷ 

ʦʙʭʦʜʫ ʘʢʪʠʚʥʠʭ ʟʘʩʦʙʽʚ ʟʘʭʠʩʪʫ ʥʘ ʭʦʩʪʘʭ. ʋ ʤʦʜʝʣʽ ʜʘʥʘ ʩʠʪʫʘʮʽʷ ʨʝʘʣʽʟʫʻʪʴʩʷ ʰʣʷʭʦʤ 

ʚʩʪʘʥʦʚʣʝʥʥʷ ʡʤʦʚʽʨʥʦʩʪʽ ʜʣʷ ʚʫʟʣʽʚ ʤʦʥʽʪʦʨʠʥʛʫ ʫ ʩʪʘʥ çabsentè (ʚʽʜʩʫʪʥʽʡ/ʥʝ 

ʩʧʨʘʮʶʚʘʚ) ʥʘ ʨʽʚʥʽ, ʙʣʠʟʴʢʦʤʫ ʜʦ 1.0. ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʚʠʟʥʘʯʠʪʠ ʩʪʫʧʽʥʴ 

ʟʘʣʝʞʥʦʩʪʽ ʤʝʨʝʞʝʚʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʚʽʜ ʚʢʘʟʘʥʠʭ ʟʘʩʦʙʽʚ ʢʦʥʪʨʦʣʶ ʪʘ ʩʧʨʦʛʥʦʟʫʚʘʪʠ 

ʥʘʩʣʽʜʢʠ ʾʭ ʥʝʡʪʨʘʣʽʟʘʮʽʾ. ʆʩʢʽʣʴʢʠ ʟʘ ʫʤʦʚʠ ʽʤʽʪʘʮʽʾ ʥʝʩʧʨʘʮʶʚʘʥʥʷ ʟʘʩʦʙʽʚ ʘʢʪʠʚʥʦʛʦ 

ʟʘʭʠʩʪʫ ʥʘ ʭʦʩʪʘʭ ʨʽʚʝʥʴ ʟʘʛʨʦʟʠ ʩʫʪʪʻʚʦ ʧʽʜʚʠʱʫʻʪʴʩʷ, ʧʽʜʩʫʤʢʦʚʘ ʡʤʦʚʽʨʥʽʩʪʴ 

ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʚ ʤʝʞʘʭ ʜʘʥʦʛʦ ʩʮʝʥʘʨʽʶ ʩʷʛʘʻ 78%. 

 

ʈʠʩʫʥʦʢ 3.6 ï ʉʠʩʪʝʤʠ ʢʦʥʪʨʦʣʶ, ʚʪʦʨʛʥʝʥʴ ʪʘ ʩʧʦʚʽʱʝʥʴ ʥʝ ʽʜʝʥʪʠʬʽʢʫʶʪʴ 

ʧʨʦʥʠʢʥʝʥʥʷ 



150 
 

3) ɺʽʜʤʦʚʘ ʤʝʨʝʞʝʚʦʛʦ ʟʘʭʠʩʪʫ (ʚʽʜʢʣʶʯʝʥʽ ʬʘʻʨʚʦʣʠ) 

ʇʨʦʚʦʜʠʪʴʩʷ ʦʮʽʥʢʘ ʢʨʠʪʠʯʥʦʩʪʽ ʤʝʨʝʞʝʚʦʛʦ ʨʦʟʤʝʞʫʚʘʥʥʷ ʪʘ ʟʘʩʦʙʽʚ ʟʘʭʠʩʪʫ 

ʧʝʨʠʤʝʪʨʘ. ɿʦʢʨʝʤʘ, ʚʽʜʪʚʦʨʶʻʪʴʩʷ ʩʠʪʫʘʮʽʷ ʧʦʚʥʦʛʦ ʚʠʭʦʜʫ ʟ ʣʘʜʫ ʘʙʦ ʥʝʢʦʨʝʢʪʥʦʛʦ 

ʥʘʣʘʰʪʫʚʘʥʥʷ ʟʦʚʥʽʰʥʴʦʛʦ (ʧʝʨʠʤʝʪʨʦʚʦʛʦ) ʪʘ ʚʥʫʪʨʽʰʥʴʦʛʦ ʤʝʨʝʞʝʚʠʭ ʝʢʨʘʥʽʚ. ʎʝ 

ʜʦʩʷʛʘʻʪʴʩʷ ʰʣʷʭʦʤ ʚʩʪʘʥʦʚʣʝʥʥʷ ʽʤʦʚʽʨʥʦʩʪʽ 1.0 ʜʣʷ ʩʪʘʥʫ Misconfigured ʫ ʚʫʟʣʘʭ 

Firewall_Perimeter ʪʘ Firewall_Internal. ɼʘʥʠʡ ʩʮʝʥʘʨʽʡ ʜʦʟʚʦʣʷʻ ʦʮʽʥʠʪʠ ʛʨʘʥʠʯʥʫ 

ʚʨʘʟʣʠʚʽʩʪʴ ʩʠʩʪʝʤʠ ʧʝʨʝʜ ʤʝʨʝʞʝʚʠʤʠ ʟʘʛʨʦʟʘʤʠ. ʈʦʟʨʘʭʫʥʢʠ ʚ ʤʝʞʘʭ ʤʦʜʝʣʽ 

ʧʦʢʘʟʫʶʪʴ, ʱʦ ʟʘ ʫʤʦʚʠ ʧʦʚʥʦʾ ʚʽʜʩʫʪʥʦʩʪʽ ʤʝʨʝʞʝʚʦʛʦ ʟʘʭʠʩʪʫ ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʾ 

ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʩʪʘʥʦʚʠʪʴ 62%. 

ʈʠʩʫʥʦʢ 3.7 ï ɺʽʜʤʦʚʘ ʘʙʦ ʚʽʜʢʣʶʯʝʥʥʷ ʬʘʻʨʚʦʣʽʚ 
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4) ɺʘʣʽʜʘʮʽʷ ʤʦʜʝʣʽ ʫ ʩʪʘʥʽ ʩʧʦʢʦʶ (ʟʣʦʚʤʠʩʥʘ ʘʢʪʠʚʥʽʩʪʴ ʥʝ ʬʽʢʩʫʻʪʴʩʷ) 

ɼʘʥʠʡ ʜʦʜʘʪʢʦʚʠʡ ʩʮʝʥʘʨʽʡ ʚʠʢʦʥʫʻ ʬʫʥʢʮʽʶ ʚʝʨʠʬʽʢʘʮʽʾ ʣʦʛʽʯʥʦʾ ʮʽʣʽʩʥʦʩʪʽ 

ʧʦʙʫʜʦʚʘʥʦʾ ʤʦʜʝʣʽ. ʋ ʡʦʛʦ ʤʝʞʘʭ ʚʽʜʪʚʦʨʶʻʪʴʩʷ ʩʠʪʫʘʮʽʷ ʧʦʚʥʦʾ ʚʽʜʩʫʪʥʦʩʪʽ 

ʟʣʦʚʤʠʩʥʦʾ ʘʢʪʠʚʥʦʩʪʽ ʪʘ ʚʠʭʽʜʥʠʭ ʧʝʨʝʜʫʤʦʚ ʜʣʷ ʟʜʽʡʩʥʝʥʥʷ ʘʪʘʢʠ. ʊʘʢʠʡ ʩʪʘʥ 

ʜʦʩʷʛʘʻʪʴʩʷ ʰʣʷʭʦʤ ʤʽʥʽʤʽʟʘʮʽʾ (ʜʦ ʥʫʣʴʦʚʦʛʦ ʨʽʚʥʷ) ʽʤʦʚʽʨʥʦʩʪʝʡ ʜʣʷ ʚʫʟʣʽʚ, ʱʦ 

ʚʽʜʧʦʚʽʜʘʶʪʴ ʟʘ ʢʣʶʯʦʚʽ ʚʨʘʟʣʠʚʦʩʪʽ, ʟʘ ʫʤʦʚʠ ʟʙʝʨʝʞʝʥʥʷ ʰʪʘʪʥʦʛʦ ʨʝʞʠʤʫ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʚʩʽʭ ʟʘʩʦʙʽʚ ʢʦʥʪʨʦʣʶ. 

ʇʽʜʩʫʤʢʦʚʽ ʨʝʟʫʣʴʪʘʪʠ ʤʦʜʝʣʶʚʘʥʥʷ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʘʜʝʢʚʘʪʥʽʩʪʴ ʨʦʙʦʪʠ ʤʝʨʝʞʽ: 

ʢʽʥʮʝʚʘ ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʾ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʬʘʢʪʠʯʥʦ ʥʽʚʝʣʶʻʪʴʩʷ ʽ ʩʪʘʥʦʚʠʪʴ ʣʠʰʝ 

1%, ʘ ʯʘʩʪʦʪʘ ʩʧʨʘʮʶʚʘʥʴ ʩʠʩʪʝʤ ʩʧʦʚʽʱʝʥʥʷ ʚʽʜʧʦʚʽʜʘʻ ʟʘʟʜʘʣʝʛʽʜʴ ʚʠʟʥʘʯʝʥʦʤʫ 

ʙʘʟʦʚʦʤʫ ʨʽʚʥʶ ʭʠʙʥʦʧʦʟʠʪʠʚʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ (ʭʠʙʥʠʭ ʪʨʠʚʦʛ). ʎʝ ʩʣʫʛʫʻ ʜʦʢʘʟʦʤ ʪʦʛʦ, 

ʱʦ ʤʦʜʝʣʴ ʜʝʤʦʥʩʪʨʫʻ ʣʦʛʽʯʥʦ ʧʦʩʣʽʜʦʚʥʫ ʪʘ ʢʦʨʝʢʪʥʫ ʨʝʘʢʮʽʶ ʥʘ ʫʤʦʚʠ ʚʽʜʩʫʪʥʦʩʪʽ 

ʧʝʨʚʠʥʥʦʾ ʟʘʛʨʦʟʠ. 

 

ʈʠʩʫʥʦʢ 3.8 ï ɺʘʣʽʜʘʮʽʷ ʤʦʜʝʣʽ ʫ ʩʪʘʥʽ ʩʧʦʢʦʶ 

 ɸʥʘʣʽʪʠʯʥʘ ʦʙʨʦʙʢʘ ʪʘ ʘʥʘʣʽʟ ʦʪʨʠʤʘʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ ʤʦʜʝʣʶʚʘʥʥʷ ʢʽʙʝʨʘʪʘʢ ʥʘ 

ʙʘʟʽ ʙʘʻʩʦʚʠʭ ʤʝʨʝʞ ʜʦʟʚʦʣʷʻ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʧʝʚʥʫ ʩʫʢʫʧʥʽʩʪʴ ʚʫʟʣʽʚ, ʷʢʽ ʟʘ ʩʚʦʻʶ 

ʨʦʣʣʶ ʻ ʢʨʠʪʠʯʥʠʤʠ. ʂʦʤʧʨʦʤʝʪʘʮʽʷ ʟʣʦʚʤʠʩʥʠʢʦʤ ʙʫʜʴ-ʷʢʦʛʦ ʟ ʮʠʭ ʝʣʝʤʝʥʪʽʚ ʩʚʽʜʯʠʪʴ 

ʧʨʦ ʩʫʪʪʻʚʝ ʟʨʦʩʪʘʥʥʷ ʨʽʚʥʷ ʟʘʛʨʦʟ, ʘ ʤʘʪʝʤʘʪʠʯʥʠʡ ʘʧʘʨʘʪ ʙʘʻʩʦʚʦʾ ʤʦʜʝʣʽ ʜʘʻ ʟʤʦʛʫ 

ʢʽʣʴʢʽʩʥʦ ʦʮʽʥʠʪʠ ʽʤʦʚʽʨʥʽʩʪʴ ʥʘʩʪʘʥʥʷ ʪʘʢʠʭ ʧʦʜʽʡ. 

ɼʦ ʧʝʨʝʣʽʢʫ ʢʨʠʪʠʯʥʠʭ ʚʫʟʣʽʚ ʚʽʜʥʝʩʝʥʦ ʪʘʢʽ ʧʦʜʽʾ: 

¶ ʢʦʤʧʨʦʤʝʪʘʮʽʷ ʪʘ ʟʘʭʦʧʣʝʥʥʷ Web Server; 

¶ ʫʩʧʽʰʥʘ ʨʝʘʣʽʟʘʮʽʷ ʘʪʘʢʠ ʥʘ File Server; 
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¶ ʚʠʢʦʥʘʥʥʷ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ ʥʘ ʨʦʙʦʯʽʡ ʩʪʘʥʮʽʾ (Workstation); 

¶ ʫʩʧʽʰʥʘ ʽʥʩʪʘʣʷʮʽʷ ʰʢʽʜʣʠʚʦʛʦ ʇɿ ʪʠʧʫ Trojan Horse. 

ʋ ʧʽʜʩʫʤʢʫ, ʦʪʨʠʤʘʥʥʷ ʽʤʦʚʽʨʥʽʩʥʠʭ ʦʮʽʥʦʢ ʜʣʷ ʢʦʞʥʦʾ ʽʟ ʟʘʟʥʘʯʝʥʠʭ ʧʦʜʽʡ 

ʜʦʟʚʦʣʷʻ ʩʬʦʨʤʫʚʘʪʠ ʮʽʣʽʩʥʝ ʫʷʚʣʝʥʥʷ ʧʨʦ ʟʘʛʘʣʴʥʠʡ ʨʽʚʝʥʴ ʟʘʛʨʦʟʠ ʜʣʷ ɯʊ-

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʇʨʦʪʝ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʘʩʧʝʢʪʦʤ ʟʘʣʠʰʘʻʪʴʩʷ ʩʪʫʧʽʥʴ ʜʦʩʪʦʚʽʨʥʦʩʪʽ 

ʦʪʨʠʤʘʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʙʘʟʫʶʪʴʩʷ ʥʘ ʝʤʧʽʨʠʯʥʠʭ ʜʘʥʠʭ. ʋ ʮʴʦʤʫ 

ʢʦʥʪʝʢʩʪʽ ʢʣʶʯʦʚʠʤ ʟʘʚʜʘʥʥʷʤ ʩʪʘʻ ʘʥʘʣʽʟ ʯʫʪʣʠʚʦʩʪʽ: ʥʝʦʙʭʽʜʥʦ ʚʩʪʘʥʦʚʠʪʠ, ʥʘʩʢʽʣʴʢʠ 

ʧʦʭʠʙʢʠ ʚ ʘʧʨʽʦʨʥʠʭ ʧʘʨʘʤʝʪʨʘʭ ʤʦʜʝʣʽ ʚʧʣʠʚʘʶʪʴ ʥʘ ʪʦʯʥʽʩʪʴ ʬʽʥʘʣʴʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ 

ʽʤʦʚʽʨʥʦʩʪʝʡ. 

3.4 ʆʮʽʥʶʚʘʥʥʷ ʯʫʪʣʠʚʦʩʪʽ ʤʝʨʝʞʽ 

ʇʨʠʜʘʪʥʽʩʪʴ ʥʘʚʝʜʝʥʦʾ ʤʦʜʝʣʽ BN ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ ʨʽʚʥʷ ʟʘʛʨʦʟ ʤʦʞʝ ʙʫʪʠ 

ʧʦʩʪʘʚʣʝʥʘ ʧʽʜ ʩʫʤʥʽʚ, ʷʢʱʦ ʥʝʟʥʘʯʥʽ ʧʦʭʠʙʢʠ ʚ ʧʘʨʘʤʝʪʨʘʭ ʘʧʨʽʦʨʥʠʭ ʨʦʟʧʦʜʽʣʽʚ 

ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʽʩʪʦʪʥʠʭ ʢʦʣʠʚʘʥʴ ʽʤʦʚʽʨʥʦʩʪʝʡ ʫ ʚʫʟʣʘʭ ʤʝʨʝʞʽ. ʆʯʝʚʠʜʥʦ, ʱʦ ʝʢʩʧʝʨʪʥʝ 

ʚʠʟʥʘʯʝʥʥʷ ʮʠʭ ʧʘʨʘʤʝʪʨʽʚ ʟʘ ʩʚʦʻʶ ʩʫʪʪʶ ʻ ʥʘʙʣʠʞʝʥʠʤ ʧʽʜʭʦʜʦʤ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʙʘʟ 

ʜʘʥʠʭ CVSS ʧʦʢʨʘʱʫʻ ʩʠʪʫʘʮʽʶ, ʧʨʦʪʝ ʥʝ ʛʘʨʘʥʪʫʻ ʟʘʜʘʥʦʾ ʪʦʯʥʦʩʪʽ ʧʘʨʘʤʝʪʨʽʚ 

ʨʦʟʧʦʜʽʣʫ. ɺʽʜʪʘʢ ʧʦʩʪʘʻ ʧʠʪʘʥʥʷ ʨʦʙʘʩʪʥʦʩʪʽ ʚʠʭʽʜʥʠʭ ʽʤʦʚʽʨʥʦʩʪʝʡ ʙʘʻʩʦʚʦʾ ʤʝʨʝʞʽ ʚ 

ʫʤʦʚʘʭ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ, ʷʢʫ ʤʦʞʥʘ ʜʦʩʣʽʜʠʪʠ ʯʝʨʝʟ ʘʥʘʣʽʟ ʯʫʪʣʠʚʦʩʪʽ. 

ɼʣʷ ʙʘʻʩʦʚʦʾ ʤʝʨʝʞʽ ʪʘʢʠʡ ʘʥʘʣʽʟ ʜʦʟʚʦʣʷʻ ʚʩʪʘʥʦʚʠʪʠ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʤʽʞ 

ʧʘʨʘʤʝʪʨʘʤʠ ʡʤʦʚʽʨʥʦʩʪʽ ʪʘ ʾʾ ʘʧʦʩʪʝʨʽʦʨʥʠʤʠ ʤʘʨʛʽʥʘʣʴʥʠʤʠ ʟʥʘʯʝʥʥʷʤʠ. ɺʠʜʽʣʷʶʪʴ 

ʜʚʘ ʦʩʥʦʚʥʽ ʪʠʧʠ ʜʦʩʣʽʜʞʝʥʥʷ: 

1) ʆʜʥʦʬʘʢʪʦʨʥʠʡ ʘʥʘʣʽʟ ï ʥʘʡʧʨʦʩʪʽʰʠʡ ʚʠʧʘʜʦʢ, ʱʦ ʧʝʨʝʜʙʘʯʘʻ ʚʠʚʯʝʥʥʷ 

ʚʧʣʠʚʫ ʦʜʥʦʛʦ ʢʦʥʢʨʝʪʥʦʛʦ ʧʘʨʘʤʝʪʨʘ. 

2) n-ʬʘʢʪʦʨʥʠʡ ʘʥʘʣʽʟ ï ʩʢʣʘʜʥʽʰʠʡ ʧʽʜʭʽʜ ʜʣʷ ʦʮʽʥʢʠ ʩʧʽʣʴʥʦʛʦ ʚʧʣʠʚʫ 

ʧʦʭʠʙʦʢ ʫ ʩʫʢʫʧʥʦʩʪʽ ʜʝʢʽʣʴʢʦʭ ʧʘʨʘʤʝʪʨʽʚ. 

ʆʙʯʠʩʣʝʥʥʷ ʯʫʪʣʠʚʦʩʪʽ ʙʘʟʫʻʪʴʩʷ ʥʘ ʧʦʨʽʚʥʷʥʥʽ ʟʥʘʯʝʥʴ ʧʘʨʘʤʝʪʨʘ ʫ ʜʚʦʭ ʪʦʯʢʘʭ: 

ʚʠʭʽʜʥʽʡ ʪʘ ʟʤʽʱʝʥʽʡ ʚʥʘʩʣʽʜʦʢ ʚʘʨʽʘʮʽʾ ʥʝʟʘʣʝʞʥʠʭ ʟʤʽʥʥʠʭ. ʎʷ ʧʨʦʮʝʜʫʨʘ ʚʠʤʘʛʘʻ 
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ʮʽʣʝʩʧʨʷʤʦʚʘʥʦʾ ʟʤʽʥʠ ʧʘʨʘʤʝʪʨʽʚ ʨʦʟʧʦʜʽʣʫ ʟ ʧʦʜʘʣʴʰʠʤ ʧʝʨʝʨʘʭʫʥʢʦʤ ʚʽʜʧʦʚʽʜʥʠʭ 

ʽʤʦʚʽʨʥʦʩʪʝʡ. ʆʩʢʽʣʴʢʠ ʪʘʢʠʡ ʧʨʦʮʝʩ ʧʝʨʝʜʙʘʯʘʻ ʧʦʚʥʝ ʧʦʰʠʨʝʥʥʷ (inference) ʫ ʤʝʨʝʞʽ 

ʪʘ ʙʘʛʘʪʦʨʘʟʦʚʠʡ ʧʦʚʪʦʨʥʠʡ ʨʦʟʨʘʭʫʥʦʢ ʽʤʦʚʽʨʥʦʩʪʝʡ, ʢʨʠʪʠʯʥʠʤ ʬʘʢʪʦʨʦʤ ʩʪʘʻ ʚʠʙʽʨ 

ʤʝʪʦʜʫ ʦʙʯʠʩʣʝʥʴ ʪʘ ʡʦʛʦ ʝʬʝʢʪʠʚʥʽʩʪʴ, ʘʜʞʝ ʧʨʷʤʠʡ ʧʝʨʝʙʽʨ (çʛʨʫʙʘ ʩʠʣʘè) ʻ ʟʘʥʘʜʪʦ 

ʪʨʫʜʦʤʽʩʪʢʠʤ ʜʣʷ ʧʨʘʢʪʠʯʥʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ. 

ʅʠʟʢʘ ʜʦʩʣʽʜʥʠʢʽʚ [83, 84] ʜʦʢʣʘʣʘ ʟʥʘʯʥʠʭ ʟʫʩʠʣʴ ʜʣʷ ʧʦʜʦʣʘʥʥʷ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ 

ʙʘʨ'ʻʨʽʚ, ʧʨʦʪʝ ʾʭʥʽ ʧʽʜʭʦʜʠ ʟʘʙʝʟʧʝʯʫʚʘʣʠ ʣʠʰʝ ʯʘʩʪʢʦʚʫ ʦʧʪʠʤʽʟʘʮʽʶ, ʚʠʤʘʛʘʶʯʠ 

ʱʦʥʘʡʤʝʥʰʝ ʪʨʴʦʭ ʧʦʚʥʠʭ ʧʝʨʝʨʘʭʫʥʢʽʚ ʙʘʻʩʦʚʦʾ ʤʝʨʝʞʽ ʜʣʷ ʢʦʞʥʦʛʦ ʧʘʨʘʤʝʪʨʘ 

ʨʦʟʧʦʜʽʣʫ. ʉʧʨʘʚʞʥʽʤ ʪʝʭʥʦʣʦʛʽʯʥʠʤ ʧʨʦʨʠʚʦʤ ʫ ʮʽʡ ʛʘʣʫʟʽ ʩʪʘʣʠ ʨʝʟʫʣʴʪʘʪʠ ʋʬʬʝ 

ʂôʻʨʫʣʴʬʘ ʪʘ ʃʽʥʜʠ ʚʘʥ ʜʝʨ ɻʘʘʛ [85]. ɿʘʧʨʦʧʦʥʦʚʘʥʠʡ ʥʠʤʠ ʤʝʪʦʜ ʙʘʟʫʻʪʴʩʷ ʥʘ 

ʚʠʷʚʣʝʥʥʽ ʧʨʷʤʦʛʦ ʟʚ'ʷʟʢʫ ʤʽʞ ʘʧʦʩʪʝʨʽʦʨʥʦʶ ʤʘʨʛʽʥʘʣʴʥʦʶ ʡʤʦʚʽʨʥʽʩʪʶ ʪʘ 

ʜʦʩʣʽʜʞʫʚʘʥʠʤ ʧʘʨʘʤʝʪʨʦʤ ʯʝʨʝʟ ʧʨʦʩʪʫ ʤʘʪʝʤʘʪʠʯʥʫ ʬʫʥʢʮʽʶ. ʎʝ ʨʘʜʠʢʘʣʴʥʦ ʩʧʨʦʱʫʻ 

ʧʨʦʮʝʜʫʨʫ ʦʮʽʥʶʚʘʥʥʷ ʯʫʪʣʠʚʦʩʪʽ, ʦʩʢʽʣʴʢʠ ʘʣʛʦʨʠʪʤ ʧʦʪʨʝʙʫʻ ʣʠʰʝ ʦʜʥʦʛʦ ʮʠʢʣʫ 

ʧʦʰʠʨʝʥʥʷ (propagation) ʥʘʟʦʚʥʽ ʚʽʜ ʜʦʩʣʽʜʞʫʚʘʥʦʛʦ ʚʫʟʣʘ ʜʣʷ ʜʝʨʝʚʦʧʦʜʽʙʥʦʾ ʩʪʨʫʢʪʫʨʠ 

BN ʪʘ ʦʙʤʝʞʝʥʦʛʦ ʧʦʰʠʨʝʥʥʷ ʚʛʣʠʙ ʜʣʷ ʨʦʟʨʘʭʫʥʢʫ ʘʧʦʩʪʝʨʽʦʨʥʠʭ ʟʥʘʯʝʥʴ. 

ɼʣʷ ʘʥʘʣʽʟʫ ʚʠʭʽʜʥʠʭ ʽʤʦʚʽʨʥʦʩʪʝʡ ʥʝʦʙʭʽʜʥʦ ʧʨʝʜʩʪʘʚʠʪʠ ʘʧʦʩʪʝʨʽʦʨʥʽ ʛʨʘʥʠʯʥʽ 

ʡʤʦʚʽʨʥʦʩʪʽ ʫ ʪʘʢʦʤʫ ʚʠʛʣʷʜʽ: 

ώ  ὴὥὩ 

 

(3.2) 

 ʊʫʪ ὥ ʚʠʩʪʫʧʘʻ ʷʢ ʢʦʥʢʨʝʪʥʝ ʟʥʘʯʝʥʥʷ ʟʤʽʥʥʦʾ ὃ, ʘ ʩʠʤʚʦʣ Ὡ ʚʽʜʦʙʨʘʞʘʻ ʥʘʷʚʥʫ 

ʩʫʢʫʧʥʽʩʪʴ ʘʧʦʩʪʝʨʽʦʨʥʠʭ ʜʘʥʠʭ (ʜʦʢʘʟʽʚ). ɿʘ ʪʘʢʠʭ ʫʤʦʚ ʢʦʞʝʥ ʧʘʨʘʤʝʪʨ ʽʤʦʚʽʨʥʦʩʪʽ ʚ 

ʤʝʞʘʭ ʤʝʨʝʞʽ ʥʘʙʫʚʘʻ ʚʠʛʣʷʜʫ:  

ὼ ὴὦὊ 

 
(3.3) 

ʜʝ ὦ ʧʦʟʥʘʯʘʻ ʧʝʚʥʠʡ ʩʪʘʥ ʟʤʽʥʥʦʾ ὄ, ʘ Ὂ ʨʝʧʨʝʟʝʥʪʫʻ ʜʦʚʽʣʴʥʫ ʢʦʤʙʽʥʘʮʽ ʁʟʥʘʯʝʥʴ, ʱʦ 

ʚʽʜʧʦʚʽʜʘʻ ʤʥʦʞʠʥ ̔ʙʘʪʴʢʽʚʩʴʢʠʭ ʚʫʟʣʽʚ “ ὴ ὄ  ʜʣʷ ʜʘʥʦʾ ʟʤʽʥʥʦʾ ὄ. ɺʽʜʧʦʚʽʜʥʦ, ʜʣʷ 
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ʬʦʨʤʘʣʽʟʘʮʽʾ ʟʘʣʝʞʥʦʩʪʽ ʘʧʦʩʪʝʨʽʦʨʥʦʾ ʤʘʨʛʽʥʘʣʴʥʦʾ ʬʫʥʢʮʽʾ ὴὥὩ ʚʽʜ ʧʘʨʘʤʝʪʨʘ ὼ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʟʘʧʠʩ ὴὥὩ ὼ. 

ʋ ʧʦʜʘʣʴʰʦʤʫ ʧʨʦʮʝʩʽ ʘʥʘʣʽʟʫ ʯʫʪʣʠʚʦʩʪʽ ʙʫʜʝʤʦ ʚʠʭʦʜʠʪʠ ʟ ʧʨʠʧʫʱʝʥʥʷ, ʱʦ ʧʨʠ 

ʟʤʽʥʽ ʟʥʘʯʝʥʥʷ ʧʘʨʘʤʝʪʨʘ ὼ ὴὦὊ ʫʩʽ ʽʥʰʽ ʧʦʚô̫ ʟʘʥʽ ʡʤʦʚʽʨʥʦʩʪʽ ὴὦὊ  ʟʘʟʥʘʶʪʴ 

ʚʽʜʧʦʚʽʜʥʦʛʦ ʢʦʨʠʛʫʚʘʥʥʷ. ʎʝʡ ʧʨʦʮʝʩ ʨʝʘʣʽʟʫʻʪʴʩʷ ʰʣʷʭʦʤ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʟʥʘʯʝʥʴ 

ʟʛʽʜʥʦ ʟʽ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷʤ ʤʽʞ ʽʤʦʚʽʨʥʦʩʪʷʤʠ, ʱʦ ʟʘʣʠʰʠʣʠʩʷ ʚ ʜʘʥʽʡ ʤʥʦʞʠʥʽ. ɺʽʜʪʘʢ, 

ʤʦʞʥʘ ʧʨʠʧʫʩʪʠʪʠ, ʱʦ ʢʦʥʢʨʝʪʥʝ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʬʫʥʢʮʽ ʾ ὴὥὩ ὼ ʧʨʝʜʩʪʘʚʣʝʥʦ 

ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ:  

     ὴὦ“ ὼ
ὼ                                 ὭὪ Ὦ Ὥ

ὴὦ“ 
ὦ“

  έὸὬὩὶύὭίὩȟ          (3.5) 

        ύὭὸὬ ὴὦ“ ρ. 

ɿ ʦʛʣʷʜʫ ʥʘ ʟʘʟʥʘʯʝʥʝ ʚʠʱʝ ʧʨʠʧʫʱʝʥʥʷ ʧʨʦ ʢʦʚʘʨʽʘʮʽʶ, ʬʫʥʢʮʽʷ ώὼ, ʦʪʨʠʤʘʥʘ ʚ 

ʨʝʟʫʣʴʪʘʪʽ ʘʥʘʣʽʟʫ ʯʫʪʣʠʚʦʩʪʽ, ʻ ʚʽʜʥʦʰʝʥʥʷʤ ʜʚʦʭ ʣʽʥʽʡʥʠʭ ʬʫʥʢʮʽʡ ʚʽʜ ʟʤʽʥʥʦʾ ὼ. ʉʘʤʝ 

ʮʷ ʤʘʪʝʤʘʪʠʯʥʘ ʚʣʘʩʪʠʚʽʩʪʴ ʻ ʢʣʶʯʦʚʠʤ ʤʦʤʝʥʪʦʤ, ʷʢʠʡ ʜʦʟʚʦʣʷʻ ʩʫʪʪʻʚʦ ʩʧʨʦʩʪʠʪʠ 

ʦʙʯʠʩʣʶʚʘʣʴʥʽ ʧʨʦʮʝʜʫʨʠ ʪʘ ʟʨʦʙʠʪʠ ʾʭ ʧʨʠʜʘʪʥʠʤʠ ʜʣʷ ʧʨʘʢʪʠʯʥʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʚ 

ʟʘʜʘʯʘʭ ʙʘʛʘʪʦʬʘʢʪʦʨʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ. 

ʅʘ ʙʘʟʽ ʮʴʦʛʦ ʧʨʠʥʮʠʧʫ ʩʪʘʻ ʤʦʞʣʠʚʦʶ ʨʝʘʣʽʟʘʮʽʷ ʝʬʝʢʪʠʚʥʦʛʦ ʘʣʛʦʨʠʪʤʫ 

ʨʦʟʨʘʭʫʥʢʫ ʯʫʪʣʠʚʦʩʪʽ ʜʣʷ ʚʠʟʥʘʯʝʥʠʭ ʮʽʣʴʦʚʠʭ ʚʫʟʣʽʚ ʙʘʻʩʦʚʦʾ ʤʝʨʝʞʽ. ʊʘʢʠʡ 

ʦʙʯʠʩʣʶʚʘʣʴʥʠʡ ʧʽʜʭʽʜ ʽʤʧʣʝʤʝʥʪʦʚʘʥʦ ʚ ʥʠʟʮʽ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ ʧʨʦʛʨʘʤʥʠʭ 

ʢʦʤʧʣʝʢʩʽʚ, ʟʦʢʨʝʤʘ ʚ ʧʘʢʝʪʽ GeNIe Academic Version, ʟʘ ʜʦʧʦʤʦʛʦʶ ʷʢʦʛʦ ʡ ʙʫʣʦ 

ʟʜʽʡʩʥʝʥʦ ʦʮʽʥʶʚʘʥʥʷ ʯʫʪʣʠʚʦʩʪʽ ʨʦʟʨʦʙʣʝʥʦʾ ʙʘʻʩʦʚʦʾ ʤʦʜʝʣʽ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ 

ʢʽʙʝʨʟʘʛʨʦʟ. 

 ʅʘʩʪʫʧʥʠʤ ʝʪʘʧʦʤ ʻ ʚʠʢʦʥʘʥʥʷ ʘʥʘʣʽʟʫ ʯʫʪʣʠʚʦʩʪʽ ʧʨʝʜʩʪʘʚʣʝʥʦʾ ʙʘʻʩʦʚʦʾ ʤʦʜʝʣʽ 

ʦʮʽʥʶʚʘʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ ʫ ʾʾ ʢʨʠʪʠʯʥʠʭ ʚʫʟʣʘʭ. ɿʚʝʜʝʥʽ ʨʝʟʫʣʴʪʘʪʠ ʚʽʜʧʦʚʽʜʥʠʭ 

ʨʦʟʨʘʭʫʥʢʽʚ ʥʘʚʝʜʝʥʦ ʚ ʊʘʙʣʠʮʽ 3.3. 
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 ʊʘʙʣʠʮʷ 3.3 ï ʆʮʽʥʢʘ ʯʫʪʣʠʚʦʩʪʽ ʚ ʢʨʠʪʠʯʥʠʭ ʚʫʟʣʘʭ [4] 

ʂʨʠʪʠʯʥʠʡ ʚʫʟʦʣ ɿʥʘʯʝʥʥʷ ʯʫʪʣʠʚʦʩʪʽ 

ɿʘʭʦʧʣʝʥʥʷ Web Server 0,495 

ʋʩʧʽʰʥʘ ʘʪʘʢʘ ʥʘ File Server 0,331 

ɺʠʢʦʥʘʥʥʷ ʰʢʽʜʣʠʚʦʛʦ ʢʦʜʫ ʥʘ ʨʦʙʦʯʽʡ 

ʩʪʘʥʮʽʾ 
0,234 

ɯʥʩʪʘʣʷʮʽʷ Trojan Horse 0,426 

 

ʈʝʟʫʣʴʪʘʪʠ ʦʙʯʠʩʣʝʥʥʷ ʬʘʢʪʦʨʽʚ, ʱʦ ʚʠʟʥʘʯʘʶʪʴ ʯʫʪʣʠʚʽʩʪʴ ʧʘʨʘʤʝʪʨʽʚ ʫ 

ʢʨʠʪʠʯʥʠʭ ʚʫʟʣʘʭ, ʥʘʚʝʜʝʥʦ ʚ ʊʘʙʣʠʮʽ 3.3. ʆʪʨʠʤʘʥʽ ʜʘʥʽ ʜʝʤʦʥʩʪʨʫʶʪʴ ʥʠʟʴʢʠʡ ʨʽʚʝʥʴ 

ʯʫʪʣʠʚʦʩʪʽ ʨʦʟʨʦʙʣʝʥʦʾ ʙʘʻʩʦʚʦʾ ʤʦʜʝʣʽ, ʱʦ ʧʽʜʪʚʝʨʜʞʫʻ ʾʾ ʚʠʩʦʢʫ ʧʝʨʩʧʝʢʪʠʚʥʽʩʪʴ ʪʘ 

ʥʘʜʽʡʥʽʩʪʴ ʜʣʷ ʟʘʜʘʯ ʦʮʽʥʶʚʘʥʥʷ ʨʽʚʥʷ ʢʽʙʝʨʟʘʛʨʦʟ. 

ɺʦʜʥʦʯʘʩ ʨʝʟʫʣʴʪʘʪʠ ʘʥʘʣʽʟʫ ʯʫʪʣʠʚʦʩʪʽ ʟʘʢʦʥʦʤʽʨʥʦ ʝʢʩʪʨʘʧʦʣʶʶʪʴʩʷ ʥʘ ʘʥʘʣʽʟ 

ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʟ ʤʝʪʦʶ ʛʣʠʙʰʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ ʟʘʛʘʣʴʥʦʾ ʩʪʽʡʢʦʩʪʽ ʤʦʜʝʣʽ. ʍʦʯʘ 

ʬʫʥʜʘʤʝʥʪʘʣʴʥʝ ʧʠʪʘʥʥʷ ʨʦʙʘʩʪʥʦʩʪʽ ʙʘʻʩʦʚʠʭ ʤʝʨʝʞ ʫ ʰʠʨʦʢʦʤʫ ʨʦʟʫʤʽʥʥʽ 

ʟʘʣʠʰʘʻʪʴʩʷ ʚʽʜʢʨʠʪʠʤ ʽ ʚʠʤʘʛʘʻ ʜʦʜʘʪʢʦʚʦʛʦ ʚʠʚʯʝʥʥʷ ʚ ʤʝʞʘʭ ʚʫʟʴʢʦʩʧʝʮʽʘʣʽʟʦʚʘʥʠʭ 

ʧʨʝʜʤʝʪʥʠʭ ʦʙʣʘʩʪʝʡ (ʟʦʢʨʝʤʘ, ʜʣʷ ʟʘʚʜʘʥʴ ʨʘʥʥʴʦʛʦ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ 

ʝʥʝʨʛʝʪʠʯʥʽʡ ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ), ʨʝʟʫʣʴʪʘʪʠ ʦʙʯʠʩʣʝʥʴ ʫ ʢʨʠʪʠʯʥʠʭ ʚʫʟʣʘʭ ʜʘʶʪʴ 

ʦʙˇʨʫʥʪʦʚʘʥʽ ʧʽʜʩʪʘʚʠ ʩʪʚʝʨʜʞʫʚʘʪʠ, ʱʦ ʟʘʧʨʦʧʦʥʦʚʘʥʘ ʙʘʻʩʦʚʘ ʤʦʜʝʣʴ ʢʽʙʝʨʘʪʘʢʠ ʥʘ 

ʦʙ'ʻʢʪʠ ʝʥʝʨʛʝʪʠʯʥʦʾ ʩʠʩʪʝʤʠ ʥʘʜʽʣʝʥʘ ʥʝʦʙʭʽʜʥʠʤʠ ʚʣʘʩʪʠʚʦʩʪʷʤʠ ʨʦʙʘʩʪʥʦʩʪʽ. 

3.5 ɺʠʩʥʦʚʢʠ ʧʦ ʨʦʟʜʽʣʫ 3 

ʋ ʪʨʝʪʴʦʤʫ ʨʦʟʜʽʣʽ ʙʫʣʦ ʜʦʩʣʽʜʞʝʥʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʦʜʝʣʽ ɹʘʻʩʘ ʜʣʷ ʨʘʥʥʴʦʛʦ 

ʦʮʽʥʶʚʘʥʥʷ ʟʘʛʨʦʟ ʢʽʙʝʨʘʪʘʢ ʦʙôʻʢʪʘ ʝʣʝʢʪʨʦʝʥʝʨʛʝʪʠʢʠ. ʆʪʨʠʤʘʥʽ ʨʝʟʫʣʴʪʘʪʠ 

ʬʦʨʤʫʶʪʴ ˇʨʫʥʪʦʚʥʫ ʙʘʟʫ ʜʣʷ ʚʠʩʥʦʚʢʫ ʧʨʦ ʪʝ, ʱʦ ʬʫʥʜʘʤʝʥʪʘʣʴʥʘ ʧʨʦʙʣʝʤʘ ʤʽʥʽʤʽʟʘʮʽʾ 

ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ ʚ ʧʨʦʮʝʩʽ ʨʝʘʣʽʟʘʮʽʾ ʢʽʙʝʨʘʪʘʢ ʥʘ ʢʨʠʪʠʯʥʽ ʝʥʝʨʛʝʪʠʯʥʽ ʦʙôʻʢʪʠ ʤʦʞʝ ʙʫʪʠ 

ʝʬʝʢʪʠʚʥʦ ʚʠʨʽʰʝʥʘ ʰʣʷʭʦʤ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʘʪʝʤʘʪʠʯʥʦʛʦ ʘʧʘʨʘʪʫ ʙʘʻʩʦʚʠʭ ʤʝʨʝʞ. 
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ʇʝʨʝʜʫʩʽʤ, ʜʽʻʚʽʩʪʴ ʮʽʻʾ ʤʝʪʦʜʦʣʦʛʽʾ ʨʦʟʢʨʠʚʘʻʪʴʩʷ ʚ ʢʦʥʪʝʢʩʪʽ ʟʘʚʜʘʥʴ ʨʘʥʥʴʦʛʦ 

ʚʠʷʚʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ ʪʘ ʧʨʝʚʝʥʪʠʚʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʥʠʭ. 

ɺʠʟʥʘʯʘʣʴʥʦʶ ʭʘʨʘʢʪʝʨʠʩʪʠʢʦʶ ʟʘʧʨʦʧʦʥʦʚʘʥʦʾ ʤʦʜʝʣʽ ʻ ʩʧʝʮʠʬʽʯʥʠʡ ʧʽʜʭʽʜ ʜʦ 

ʬʦʨʤʫʚʘʥʥʷ ʘʧʨʽʦʨʥʠʭ ʨʦʟʧʦʜʽʣʽʚ ʽʤʦʚʽʨʥʦʩʪʝʡ: ʚʦʥʠ ʢʦʥʩʪʨʫʶʶʪʴʩʷ ʟ ʙʝʟʧʦʩʝʨʝʜʥʽʤ 

ʟʘʣʫʯʝʥʥʷʤ ʘʢʪʫʘʣʴʥʠʭ ʙʘʟ ʜʘʥʠʭ ʚʽʜʦʤʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ (CVE) ʪʘ ʦʙ'ʻʢʪʠʚʥʠʭ ʦʮʽʥʦʯʥʠʭ 

ʤʝʪʨʠʢ CVSS. ʍʦʯʘ ʽʥʪʝʛʨʘʮʽʷ ʪʘʢʠʭ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʠʭ ʧʦʢʘʟʥʠʢʽʚ ʩʫʪʪʻʚʦ ʧʽʜʚʠʱʫʻ 

ʟʘʛʘʣʴʥʫ ʜʦʩʪʦʚʽʨʥʽʩʪʴ ʪʘ ʧʨʘʢʪʠʯʥʫ ʮʽʥʥʽʩʪʴ ʤʦʜʝʣʽ, ʚʦʥʘ ʥʝ ʟʥʽʤʘʻ ʟ ʧʦʨʷʜʢʫ ʜʝʥʥʦʛʦ 

ʥʘʫʢʦʚʝ ʧʠʪʘʥʥʷ ʱʦʜʦ ʾʾ ʧʨʝʮʠʟʽʡʥʦʾ ʪʦʯʥʦʩʪʽ ʪʘ ʩʪʽʡʢʦʩʪʽ ʜʦ ʚʽʜʭʠʣʝʥʴ ʫ ʚʭʽʜʥʠʭ ʜʘʥʠʭ. 

ʉʠʥʪʝʟʦʚʘʥʘ ʙʘʻʩʦʚʘ ʤʝʨʝʞʘ, ʦʨʽʻʥʪʦʚʘʥʘ ʥʘ ʨʘʥʥʻ ʚʠʷʚʣʝʥʥʷ ʽʥʮʠʜʝʥʪʽʚ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ, ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʘ ʚʠʩʦʢʠʡ ʨʽʚʝʥʴ ʨʝʣʝʚʘʥʪʥʦʩʪʽ ʧʨʠ ʦʮʽʥʶʚʘʥʥʽ 

ʡʤʦʚʽʨʥʦʩʪʽ ʨʝʘʣʽʟʘʮʽʾ ʟʘʛʨʦʟ ʥʘ ʨʽʟʥʠʭ ʝʪʘʧʘʭ ʨʦʟʚʠʪʢʫ ʙʘʛʘʪʦʚʝʢʪʦʨʥʦʾ ʘʪʘʢʠ ʚ ʤʝʞʘʭ 

ʟʤʦʜʝʣʴʦʚʘʥʠʭ ʙʘʟʦʚʠʭ ʩʮʝʥʘʨʽʾʚ. ʎʝʡ ʝʤʧʽʨʠʯʥʦ ʧʽʜʪʚʝʨʜʞʝʥʠʡ ʬʘʢʪ ʩʣʫʛʫʻ ʥʘʜʽʡʥʠʤ 

ʦʙˇʨʫʥʪʫʚʘʥʥʷʤ ʜʦʮʽʣʴʥʦʩʪʽ ʟʘʩʪʦʩʫʚʘʥʥʷ ʜʘʥʦʛʦ ʽʤʦʚʽʨʥʽʩʥʦʛʦ ʧʽʜʭʦʜʫ ʜʣʷ 

ʢʦʤʧʣʝʢʩʥʦʛʦ ʢʽʣʴʢʽʩʥʦʛʦ ʦʮʽʥʶʚʘʥʥʷ ʨʽʚʥʷ ʢʽʙʝʨʟʘʛʨʦʟ. 

ʇʦʟʘ ʪʠʤ, ʫ ʤʝʞʘʭ ʜʦʩʣʽʜʞʝʥʥʷ ʙʫʣʦ ʜʝʪʘʣʴʥʦ ʚʠʚʯʝʥʦ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʡ ʘʩʧʝʢʪ 

ʨʦʙʘʩʪʥʦʩʪʽ ʩʠʩʪʝʤʠ, ʘ ʩʘʤʝ - ʯʫʪʣʠʚʽʩʪʴ ʤʘʪʝʤʘʪʠʯʥʦʾ ʤʦʜʝʣʽ ʜʦ ʤʦʞʣʠʚʠʭ ʧʦʭʠʙʦʢ ʫ 

ʟʘʜʘʥʥʽ ʘʧʨʽʦʨʥʠʭ ʧʘʨʘʤʝʪʨʽʚ ʨʦʟʧʦʜʽʣʫ. ʇʨʘʢʪʠʯʥʽ ʦʙʯʠʩʣʝʥʥʷ, ʚʠʢʦʥʘʥʽ ʽʟ 

ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʦʧʪʠʤʽʟʦʚʘʥʦʛʦ ʘʥʘʣʽʪʠʯʥʦʛʦ ʤʝʪʦʜʫ ʂôʻʨʫʣʴʬʘ ʪʘ ʚʘʥ ʜʝʨ ɻʘʘʛ, 

ʧʝʨʝʢʦʥʣʠʚʦ ʟʘʩʚʽʜʯʠʣʠ ʥʠʟʴʢʠʡ ʨʽʚʝʥʴ ʯʫʪʣʠʚʦʩʪʽ ʧʦʙʫʜʦʚʘʥʦʾ ʤʦʜʝʣʽ ʜʦ ʬʣʫʢʪʫʘʮʽʡ ʽ 

ʥʝʪʦʯʥʦʩʪʝʡ ʫ ʚʠʭʽʜʥʠʭ ʝʢʩʧʝʨʪʥʠʭ ʯʠ ʩʪʘʪʠʩʪʠʯʥʠʭ ʜʘʥʠʭ. 

ʇʽʜʩʫʤʦʚʫʶʯʠ ʚʠʱʝʟʘʟʥʘʯʝʥʝ, ʻ ʚʩʽ ʧʽʜʩʪʘʚʠ ʩʪʚʝʨʜʞʫʚʘʪʠ, ʱʦ ʟʘʣʫʯʝʥʥʷ ʘʧʘʨʘʪʫ 

ʙʘʻʩʦʚʠʭ ʤʝʨʝʞ ʻ ʚʢʨʘʡ ʧʝʨʩʧʝʢʪʠʚʥʠʤ, ʥʘʜʽʡʥʠʤ ʽ ʥʘʫʢʦʚʦ ʦʙˇʨʫʥʪʦʚʘʥʠʤ ʧʽʜʭʦʜʦʤ 

ʜʣʷ ʦʮʽʥʶʚʘʥʥʷ ʨʠʟʠʢʽʚ ʪʘ ʟʘʛʨʦʟ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ɯʊ-ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʦʙ'ʻʢʪʽʚ 

ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʩʝʢʪʦʨʫ. ɺʘʨʪʦ ʦʢʨʝʤʦ ʥʘʛʦʣʦʩʠʪʠ: ʧʦʪʝʥʮʽʘʣ ʨʦʟʨʦʙʣʝʥʦʛʦ 

ʤʝʪʦʜʦʣʦʛʽʯʥʦʛʦ ʧʽʜʭʦʜʫ ʥʝ ʚʠʯʝʨʧʫʻʪʴʩʷ ʚʠʢʣʶʯʥʦ ʟʘʚʜʘʥʥʷʤʠ ʨʘʥʥʴʦʾ ʜʽʘʛʥʦʩʪʠʢʠ. 

ɺʽʥ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʷʢ ʫʥʽʚʝʨʩʘʣʴʥʠʡ ʘʥʘʣʽʪʠʯʥʠʡ ʽʥʩʪʨʫʤʝʥʪ, ʟʜʘʪʥʠʡ ʟʘʙʝʟʧʝʯʠʪʠ 

ʝʬʝʢʪʠʚʥʝ ʤʦʜʝʣʶʚʘʥʥʷ ʪʘ ʦʮʽʥʶʚʘʥʥʷ ʚʧʨʦʜʦʚʞ ʫʩʴʦʛʦ ʞʠʪʪʻʚʦʛʦ ʮʠʢʣʫ ʢʽʙʝʨʘʪʘʢʠ ï 

ʚʽʜ ʝʪʘʧʫ ʧʦʯʘʪʢʦʚʦʾ ʨʦʟʚʽʜʢʠ ʜʦ ʬʽʥʘʣʴʥʦʾ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʮʽʣʴʦʚʠʭ ʩʠʩʪʝʤ. 
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ʈʆɿɼɯʃ 4 

ʇʆʐʋʂ ʆʇʊʀʄɸʃʔʅʆɰ ʇʆʃɯʊʀʂʀ ɿɸɹɽɿʇɽʏɽʅʅʗ ʂɯɹɽʈʉʊɯʁʂʆʉʊɯ 

ɽʅɽʈɻɽʊʀʏʅʆɻʆ ʆɹôɭʂʊɸ 

4.1 ʈʦʟʨʦʙʢʘ ʘʣʛʦʨʠʪʤʫ ʟʥʘʭʦʜʞʝʥʥʷ ʧʦʣʽʪʠʢʠ ʧʨʦʪʠʜʽʾ ʥʘ ʦʩʥʦʚʽ ʯʘʩʪʢʦʚʦ 

ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ ʧʨʦʮʝʩʽʚ 

ʇʦʙʫʜʦʚʘʥʘ ʥʘ ʧʦʧʝʨʝʜʥʴʦʤʫ ʝʪʘʧʽ ʜʦʩʣʽʜʞʝʥʥʷ ɹʘʻʩʦʚʘ ʤʝʨʝʞʘ ʜʦʟʚʦʣʠʣʘ 

ʢʽʣʴʢʽʩʥʦ ʦʮʽʥʠʪʠ ʡʤʦʚʽʨʥʦʩʪʽ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʚʫʟʣʽʚ ʪʘ ʬʦʨʤʘʣʽʟʫʚʘʪʠ ʪʦʧʦʣʦʛʽʶ 

ʣʘʪʝʨʘʣʴʥʦʛʦ ʧʝʨʝʤʽʱʝʥʥʷ ʟʣʦʚʤʠʩʥʠʢʘ ʚ ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ. ʇʨʦʪʝ, 

ʡʤʦʚʽʨʥʽʩʥʠʡ ʚʠʩʥʦʚʦʢ ʩʘʤ ʧʦ ʩʦʙʽ ʻ ʣʠʰʝ ʽʥʩʪʨʫʤʝʥʪʦʤ ʧʦʪʦʯʥʦʛʦ ʨʽʚʥʷ ʟʘʛʨʦʟʠ. ɺʽʥ ʥʝ 

ʚʠʨʽʰʫʻ ʛʦʣʦʚʥʦʛʦ ʟʘʚʜʘʥʥʷ ʘʢʪʠʚʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʢʽʙʝʨʬʽʟʠʯʥʠʭ 

ʩʠʩʪʝʤ. ɿʦʢʨʝʤʘ, ʡʜʝʪʴʩʷ ʧʨʦ ʚʠʙʽʨ ʥʘʡʢʨʘʱʦʾ ʢʦʥʪʨʜʽʾ ʚ ʜʠʥʘʤʽʮʽ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʚʘʨʪʦʩʪʽ 

ʧʨʦʩʪʦʶ ʦʙʣʘʜʥʘʥʥʷ. 

ʋ ʨʝʘʣʴʥʠʭ ʫʤʦʚʘʭ ʢʽʙʝʨʟʘʭʠʩʪʫ ʦʙ'ʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʦʯʥʠʡ ʩʪʘʥ 

ʩʠʩʪʝʤʠ (ʥʘʧʨʠʢʣʘʜ, ʥʘʷʚʥʽʩʪʴ ʧʨʠʭʦʚʘʥʦʛʦ ʙʝʢʜʦʨʫ ʥʘ ʧʝʚʥʦʤʫ ʚʫʟʣʽ) ʥʽʢʦʣʠ ʥʝ ʻ 

ʜʦʩʪʦʚʽʨʥʦ ʚʽʜʦʤʠʤ ʟʘʭʠʩʥʠʢʫ. ʎʷ ʥʝʚʠʟʥʘʯʝʥʽʩʪʴ ʤʘʪʝʤʘʪʠʯʥʦ ʬʦʨʤʘʣʽʟʫʻʪʴʩʷ ʯʝʨʝʟ 

ʢʦʥʮʝʧʮʽʶ ʯʘʩʪʢʦʚʦʾ ʩʧʦʩʪʝʨʝʞʫʚʘʥʦʩʪʽ. ʂʨʽʤ ʪʦʛʦ, ʚ ʨʝʘʣʴʥʠʭ ʫʤʦʚʘʭ ʝʢʩʧʣʫʘʪʘʮʽʾ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ (ICS/OT) ʜʘʥʽ ʚʽʜ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ (IDS) ʪʘ 

ʜʘʪʯʠʢʽʚ ʻ ʟʘʰʫʤʣʝʥʠʤʠ: ʚʦʥʠ ʤʦʞʫʪʴ ʛʝʥʝʨʫʚʘʪʠ ʭʠʙʥʽ ʩʧʨʘʮʶʚʘʥʥʷ (False Positives) ʪʘ 

ʤʦʞʫʪʴ ʧʨʦʧʫʩʢʘʪʠ ʩʢʣʘʜʥʽ ʮʽʣʝʩʧʨʷʤʦʚʘʥʽ ʘʪʘʢʠ (False Negatives). ʎʝ ʦʟʥʘʯʘʻ, ʱʦ 

ʟʘʭʠʩʥʠʢ (ʘʛʝʥʪ) ʥʽʢʦʣʠ ʥʝ ʟʥʘʻ ʪʦʯʥʦʛʦ ʩʪʘʥʫ ʩʠʩʪʝʤʠ, ʘ ʣʠʰʝ ʦʧʝʨʫʻ ʧʝʚʥʠʤ ʩʪʫʧʝʥʝʤ 

ʚʧʝʚʥʝʥʦʩʪʽ ʧʨʦ ʧʦʚʝʜʽʥʢʫ ʟʣʦʚʤʠʩʥʠʢʘ [86]. 

ʉʘʤʝ ʪʦʤʫ ʣʦʛʽʯʥʠʤ ʧʨʦʜʦʚʞʝʥʥʷʤ ʜʦʩʣʽʜʞʝʥʥʷ ʻ ʧʝʨʝʭʽʜ ʚʽʜ ʦʮʽʥʢʠ ʨʠʟʠʢʽʚ ʜʦ 

ʪʝʦʨʽʾ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʚ ʫʤʦʚʘʭ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ [87]. ʋ ʜʘʥʦʤʫ ʨʦʟʜʽʣʽ ʨʦʟʛʣʷʜʘʻʪʴʩʷ 

ʪʨʘʥʩʬʦʨʤʘʮʽʷ ʧʘʨʘʤʝʪʨʽʚ ʛʨʘʬʘ ʘʪʘʢ ɹʘʻʩʦʚʦʾ ʤʝʨʝʞʽ ʫ ʤʘʪʝʤʘʪʠʯʥʫ ʩʪʨʫʢʪʫʨʫ ʯʘʩʪʢʦʚʦ 

ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ ʤʘʨʢʦʚʩʴʢʠʭ ʧʨʦʮʝʩʽʚ (POMDP). ʊʘʢʠʡ ʧʽʜʭʽʜ ʜʦʟʚʦʣʷʻ ʽʥʪʝʛʨʫʚʘʪʠ 

ʡʤʦʚʽʨʥʦʩʪʽ ʧʦʰʠʨʝʥʥʷ ʟʘʛʨʦʟ ʽʟ ʧʨʦʩʪʦʨʦʤ ʤʦʞʣʠʚʠʭ ʢʦʥʪʨʟʘʭʦʜʽʚ ʪʘ ʾʭʥʴʦʶ 
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ʝʢʦʥʦʤʽʯʥʦʶ ʚʘʨʪʽʩʪʶ, ʱʦ ʻ ʥʝʦʙʭʽʜʥʦʶ ʫʤʦʚʦʶ ʜʣʷ ʩʠʥʪʝʟʫ ʦʧʪʠʤʘʣʴʥʦʾ, ʤʘʪʝʤʘʪʠʯʥʦ 

ʦʙˇʨʫʥʪʦʚʘʥʦʾ ʧʦʣʽʪʠʢʠ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ. 

ʆʪʞʝ, ʚʠʟʥʘʯʝʥʥʷ  ʧʦʣʽʪʠʢ ʟʘʭʠʩʪʫ ʟʘ ʜʘʥʠʤ ʤʝʪʦʜʦʤ ʧʦʢʣʠʢʘʥʝ ʚʨʘʭʦʚʫʚʘʪʠ ʷʢ 

ʧʦʧʝʨʝʜʥʽ ʩʪʘʥʠ ʩʠʩʪʝʤʠ, ʪʘʢ ʽ ʥʘʩʪʫʧʥʽ ʩʪʘʥʠ. ʇʨʠ ʮʴʦʤʫ, ʥʝʦʙʭʽʜʥʦ ʪʘʢʦʞ ʚʠʟʥʘʯʠʪʠ 

ʧʦʚʝʜʽʥʢʫ ʟʣʦʚʤʠʩʥʠʢʘ ʷʢ ʡʤʦʚʽʨʥʽʩʥʠʡ ʧʨʦʮʝʩ ʧʦʰʠʨʝʥʥʷ. ʊʘʢʠʤ ʯʠʥʦʤ, ʟʣʦʚʤʠʩʥʠʢ 

ʚʚʘʞʘʻʪʴʩʷ ʩʫʪʥʽʩʪʶ, ʷʢʘ ʥʘʤʘʛʘʻʪʴʩʷ ʜʦʩʷʛʪʠ ʢʨʠʪʠʯʥʠʭ ʘʪʨʠʙʫʪʽʚ, ʪʦʙʪʦ ʷʢʠʭʦʩʴ 

ʩʫʪʪʻʚʠʭ ʢʦʤʧʨʦʤʝʪʘʮʽʡ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ, ʷʢʽ ʚ ʩʚʦʶ ʯʝʨʛʫ ʤʦʞʫʪʴ ʧʨʠʟʚʝʩʪʠ ʜʦ 

ʧʦʢhʦʜʞʝʥʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʝʥʝʨʛʝʪʠʯʥʦʛʦ ʦʙôʻʢʪʘ. ʇʨʠ ʮʴʦʤʫ ʥʝ ʧʝʨʝʜʙʘʯʘʻʪʴʩʷ, ʱʦ 

ʟʣʦʚʤʠʩʥʠʢ ʜʦʪʨʠʤʫʻʪʴʩʷ ʷʢʦʾʩʴ ʢʦʥʢʨʝʪʥʦʾ, ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʧʦʚʝʜʽʥʢʠ; ʥʘʪʦʤʽʩʪʴ ʥʘʰʘ 

ʤʦʜʝʣʴ ʧʨʠʧʫʩʢʘʻ, ʱʦ ʟʣʦʚʤʠʩʥʠʢ ʧʝʨʝʤʽʱʫʻʪʴʩʷ ʚʠʧʘʜʢʦʚʠʤ ʯʠʥʦʤ ʧʦ ʤʝʨʝʞʽ. 

ɼʦʩʣʽʜʞʝʥʥʷ ʙʘʟʫʻʪʴʩʷ ʥʘ ʬʦʨʤʘʣʽʟʘʮʽʾ ʚʟʘʻʤʦʜʽʾ çʟʣʦʚʤʠʩʥʠʢ-ʟʘʭʠʩʥʠʢè, ʷʢ 

ʜʠʩʢʨʝʪʥʦʛʦ ʩʪʦʭʘʩʪʠʯʥʦʛʦ ʧʨʦʮʝʩʫ. ʇʨʦʧʦʥʫʻʪʴʩʷ ʥʘʩʪʫʧʥʘ ʩʪʨʫʢʪʫʨʘ:  

1) ʄʦʜʝʣʴ ʘʪʘʢʠ ʧʨʝʜʩʪʘʚʣʷʻʪʴʩʷ ʫ ʚʠʛʣʷʜʽ BAG, ʜʝ ʚʫʟʣʠ ï ʮʝ ʘʢʪʠʚʠ, ʘʙʦ ʞ 

ʢʦʥʢʨʝʪʥʽ ʚʨʘʟʣʠʚʦʩʪʽ (CVE), ʘ ʨʝʙʨʘ ʻ ʝʢʩʧʣʦʡʪʘʤʠ ï ʡʤʦʚʽʨʥʦʩʪʷʤʠ ʫʩʧʽʰʥʦʾ 

ʝʢʩʧʣʫʘʪʘʮʽʾ ʢʦʞʥʦʾ ʽʟ ʚʨʘʟʣʠʚʦʩʪʝʡ (ʟʛʽʜʥʦ ʟ ʤʝʪʨʠʢʘʤʠ CVSS) [88].  

2) BAG ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ ʢʦʨʪʝʞ Ὃ  ὔȟὉȟὖȟὔ  ρȟȢȢȢȟὑ , ʜʝ ὔ ï ʮʝ 

ʤʥʦʞʠʥʘ ʤʘʰʠʥ. Ὁ ï ʮʝ ʤʥʦʞʠʥʘ ʦʨʽʻʥʪʦʚʘʥʠʭ ʨʝʙʝʨ, ʜʝ ʢʦʞʥʝ ʨʝʙʨʦ ʻ ʝʢʩʧʣʦʡʪʦʤ, ʘ 

ὭȟὮ ɴ Ὁ ʪʦʜʽ ʽ ʪʽʣʴʢʠ ʪʦʜʽ, ʢʦʣʠ ʤʘʰʠʥʘ Ὦ ʤʦʞʝ ʙʫʪʠ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʘ ʯʝʨʝʟ ʤʘʰʠʥʫ Ὥ. 

ɸ ὖ ï ʮʝ ʤʥʦʞʠʥʘ ʡʤʦʚʽʨʥʦʩʪʝʡ ʝʢʩʧʣʦʡʪʫ, ʧʦʚ'ʷʟʘʥʠʭ ʟ ʨʝʙʨʘʤʠ, ʜʝ ”  ɴ  ὖ ʧʨʝʜʩʪʘʚʣʷʻ 

ʡʤʦʚʽʨʥʽʩʪʴ ʪʦʛʦ, ʱʦ ʝʢʩʧʣʦʡʪ ὭȟὮ ʤʦʞʝ ʙʫʪʠ ʫʩʧʽʰʥʠʤ ï ʪʦʙʪʦ ʥʘʩʢʽʣʴʢʠ ʡʤʦʚʽʨʥʦ, ʱʦ 

ʟʣʦʚʤʠʩʥʠʢ ʟʤʦʞʝ ʫʩʧʽʰʥʦ ʩʢʦʤʧʨʦʤʝʪʫʚʘʪʠ ʤʘʰʠʥʫ Ὦ ʧʽʩʣʷ ʪʦʛʦ, ʷʢ ʚʽʥ ʩʢʦʤʧʨʦʤʝʪʫʻ 

ʤʘʰʠʥʫ Ὥ [89]. 

3) ʁʤʦʚʽʨʥʽʩʥʘ ʧʨʠʨʦʜʘ ʙʘʻʩʦʚʦʛʦ ʛʨʘʬʘ ʘʪʘʢʠ ʚʠʥʠʢʘʻ ʯʝʨʝʟ ʡʤʦʚʽʨʥʽʩʪʴ 

ὖὩ̖ ,̑ ʱʦ ʧʨʠʩʚʦʶʻʪʴʩʷ ʢʦʞʥʦʤʫ ʝʢʩʧʣʦʡʪʫ Ὡὼὴ. ʎʷ ʡʤʦʚʽʨʥʽʩʪʴ ʚʽʜʦʙʨʘʞʘʻ ʪʦʡ ʬʘʢʪ, 

ʱʦ ʟʣʦʚʤʠʩʥʠʢ ʥʝ ʚʧʝʚʥʝʥʠʡ ʫ ʧʦʚʥʦʤʫ ʫʩʧʽʭʫ ʚʠʢʦʨʠʩʪʘʥʥʷ ʝʢʩʧʣʦʡʪʫ, ʙʦ ʝʢʩʧʣʦʡʪ 

ʤʦʞʝ ʙʫʪʠ ʩʢʣʘʜʥʠʤ ʜʣʷ ʚʠʢʦʥʘʥʥʷ ʽ ʙʫʜʝ ʫʩʧʽʰʥʠʤ ʣʠʰʝ ʟ ʧʝʚʥʦʶ ʡʤʦʚʽʨʥʽʩʪʶ.  

4) ɼʽʾ ʥʘʧʘʜʥʠʢʘ ï ʮʝ ʜʽʾ ʟʣʦʚʤʠʩʥʠʢʘ, ʷʢʠʡ ʟʘʚʞʜʠ ʥʘʤʘʛʘʻʪʴʩʷ 
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ʩʢʦʤʧʨʦʤʝʪʫʚʘʪʠ ʜʦʩʪʫʧʥʽ ʤʘʰʠʥʠ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʧʝʚʥʠʭ ʭʦʩʪʽʚ, ʷʢʽ ʩʪʘʥʦʚʣʷʪʴ ʤʝʪʫ 

ʘʪʘʢʠ. ʗʢʱʦ ʤʘʰʠʥʘ ʙʫʣʘ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʘ ʥʘ ʧʦʧʝʨʝʜʥʴʦʤʫ ʢʨʦʮʽ, ʚʦʥʘ ʟʘʣʠʰʘʻʪʴʩʷ 

ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʦʶ ʥʘ ʧʦʪʦʯʥʦʤʫ ʢʨʦʮʽ. ɿʣʦʚʤʠʩʥʠʢ ʟʫʧʠʥʷʻʪʴʩʷ, ʢʦʣʠ 

ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʠʡ ʟʘʜʘʥʠʡ ʭʦʩʪ.  

ʊʘʢʠʤ ʯʠʥʦʤ, ʧʨʦʙʣʝʤʘ ʟʘʭʠʩʪʫ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ ʟʘʜʘʯʘ ʯʘʩʪʢʦʚʦ 

ʩʧʦʩʪʝʨʝʞʫʚʘʥʦʛʦ ʤʘʨʢʦʚʩʴʢʦʛʦ ʧʨʦʮʝʩʫ (POMDP) [90]. ʇʨʠ ʮʴʦʤʫ, ʩʘʤ POMDP, ʷʢ 

ʧʽʜʢʣʘʩ MDP, ʻ ʟʘʜʘʯʝʶ ʧʦʩʣʽʜʦʚʥʦʛʦ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ, ʜʝ ʨʝʟʫʣʴʪʘʪʠ ʯʘʩʪʢʦʚʦ 

ʢʦʥʪʨʦʣʶʶʪʴʩʷ ʘʛʝʥʪʦʤ. ʆʪʞʝ, ʤʝʪʦʶ ʜʘʥʦʛʦ ʘʛʝʥʪʘ ʻ ʧʨʦʚʝʜʝʥʥʷ ʧʦʩʣʽʜʦʚʥʦʩʪʽ 

ʘʢʪʠʚʥʦʩʪʝʡ ʜʣʷ ʧʨʦʪʠʜʽʾ ʥʝʛʘʪʠʚʥʦʤʫ ʚʧʣʠʚʫ ʢʽʙʝʨʘʪʘʢ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʚ ʫʤʦʚʘʭ 

ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ. 

ʄʠ ʥʘʜʘʻʤʦ ʬʦʨʤʘʣʴʥʝ ʚʠʟʥʘʯʝʥʥʷ POMDP ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: 

ɸʨʭʽʪʝʢʪʫʨʘ POMDP ʚʠʟʥʘʯʘʻʪʴʩʷ ʢʦʨʪʝʞʝʤ ὝȟὛȟὃȟὃίȟὣȟώȟὍȟὖȟὤ ȟ‎ȟὙ ʜʝ:  

ὝȟρȟςȟȢȢȢȟὔ} ï ʮʝ ʯʘʩʦʚʠʡ ʛʦʨʠʟʦʥʪ ʟ ὔ  ЊȠ 

Ὓ (ʉʪʘʥʠ) ï ʤʥʦʞʠʥʘ ʩʪʘʥʽʚ ʚʫʟʣʽʚ;  

ὃ (ɼʽʾ) ï ʥʘʙʽʨ ʜʦʩʪʫʧʥʠʭ ʜʽʡ ʟʘʭʠʩʥʠʢʘ; 

ὃί Ṗ ̱ ï ʩʢʽʥʯʝʥʥʘ ʤʥʦʞʠʥʘ ʜʽʡ, ʜʦʩʪʫʧʥʠʭ ʟʽ ʩʪʘʥʫ ί; 

ώ (ʉʧʦʩʪʝʨʝʞʝʥʥʷ) ï ʤʥʦʞʠʥʘ ʤʦʞʣʠʚʠʭ ʩʠʛʥʘʣʽʚ ʚʽʜ ʩʝʥʩʦʨʽʚ ʙʝʟʧʝʢʠ ʪʘ 

ʤʦʥʽʪʦʨʠʥʛʦʚʠʭ ʩʠʩʪʝʤ; 

ὣ (ʌʫʥʢʮʽʷ ʩʧʦʩʪʝʨʝʞʝʥʥʷ) ï ʡʤʦʚʽʨʥʽʩʪʴ ʦʪʨʠʤʘʥʥʷ ʩʠʛʥʘʣʫ ʟʘ ʧʝʚʥʦʛʦ ʩʪʘʥʫ;  

Ὅ ï ʽʥʬʦʨʤʘʮʽʡʥʠʡ ʩʪʘʥ ʧʨʦʮʝʩʫ; 

ὖ ï ʡʤʦʚʽʨʥʦʩʪʽ ʧʝʨʝʭʦʜʫ ʩʪʘʥʽʚ, ʱʦ ʦʧʠʩʫʶʪʴ ʜʠʥʘʤʽʢʫ ʪʘ ʚʝʢʪʦʨ ʧʦʰʠʨʝʥʥʷ ʘʪʘʢʠ 

(lateral movement);  

ὤ έȿίȟὥ ï ʫʤʦʚʥʘ ʡʤʦʚʽʨʥʽʩʪʴ ʩʧʦʩʪʝʨʝʞʝʥʥʷ έ ʧʽʩʣʷ ʪʦʛʦ, ʷʢ ʘʛʝʥʪ ʚʠʢʦʥʘʻ ʜʽʶ 

ὥ; 

‎ ɴ πȟρ ï ʢʦʝʬʽʮʽʻʥʪ ʜʠʩʢʦʥʪʫʚʘʥʥʷ; 

Ὑ (ɺʠʥʘʛʦʨʦʜʘ/ɺʘʨʪʽʩʪʴ) ï ʬʫʥʢʮʽʷ ʚʘʨʪʦʩʪʽ, ʱʦ çʰʪʨʘʬʫʻè ʟʘ ʢʦʤʧʨʦʤʝʪʘʮʽʶ 
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ʢʨʠʪʠʯʥʠʭ ʚʫʟʣʽʚ ʪʘ ʚʠʪʨʘʪʠ ʨʝʩʫʨʩʽʚ ʥʘ ʟʘʭʠʩʪ ʧʝʚʥʦʛʦ ʩʝʛʤʝʥʪʫ ʤʝʨʝʞʽ. 

ɺ ʜʘʥʽʡ ʧʦʩʪʘʥʦʚʮʽ ʟʘʜʘʯʽ ʜʽʾ ʟʘʭʠʩʥʠʢʘ ʧʦʣʷʛʘʶʪʴ ʫ ʟʥʘʭʦʜʞʝʥʥʽ ʪʘ ʚʚʦʜʽ ʫ ʜʽʶ  

ʢʦʥʪʨʟʘʭʦʜʽʚ, ʱʦʙ ʧʦʟʙʫʪʠʩʷ ʤʦʞʣʠʚʦʩʪʝʡ ʟʣʦʚʤʠʩʥʠʢʘ ʪʘ ʟʘʙʝʟʧʝʯʠʪʠ ʙʝʟʧʝʢʫ ʩʚʦʻʾ 

ʤʝʨʝʞʽ. ʎʽ ʢʦʥʪʨʟʘʭʦʜʠ ʤʦʞʫʪʴ ʤʘʪʠ ʬʦʨʤʫ ʙʣʦʢʫʚʘʥʥʷ ʩʝʨʚʽʩʫ (ʥʘʧʨʠʢʣʘʜ, ʩʢʘʥʫʚʘʥʥʷ 

ʧʦʨʪʽʚ) ʘʙʦ ʚʠʤʢʥʝʥʥʷ ʤʘʰʠʥʠ ʯʠ ʩʝʨʚʝʨʘ. ʇʨʠ ʮʴʦʤʫ, ʧʨʦʩʪʽʨ ʢʦʥʪʨʟʘʭʦʜʽʚ ʜʣʷ 

ʟʘʭʠʩʥʠʢʘ ʚ ʙʫʜʴ-ʷʢʠʡ ʤʦʤʝʥʪ ʯʘʩʫ ï ʮʝ ʚʩʽ ʤʦʞʣʠʚʽ ʧʽʜʤʥʦʞʠʥʠ (ʤʥʦʞʠʥʘ ʩʪʝʧʝʥʷ) 

ʙʽʥʘʨʥʠʭ ʜʽʡ, ʧʦʟʥʘʯʝʥʠʭ ʷʢ ὟḊ  Ὗ όȟȢȢȢȟό . ʇʨʠʯʦʤʫ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʧʨʦ ʚʠʙʽʨ 

ʘʢʪʠʚʥʦʩʪʝʡ ʟʘʭʠʩʥʠʢʦʤ ʦʧʠʨʘʻʪʴʩʷ ʥʘ ʜʘʥʽ ʯʘʩʪʢʦʚʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʦʛʦ ʩʪʘʥʫ ʘʪʘʢʠ, ʱʦ 

ʜʦʟʚʦʣʷʻ ʬʦʨʤʘʣʽʟʫʚʘʪʠ ʩʪʨʘʪʝʛʽʶ ʟʘʭʠʩʪʫ ʷʢ ʟʘʜʘʯʫ ʤʽʥʽʤʽʟʘʮʽʾ ʚʪʨʘʪ ʚʽʜ ʥʘʩʣʽʜʢʽʚ ʘʪʘʢʠ 

ʥʘ ʦʩʥʦʚʽ ʧʦʚʝʜʽʥʢʠ ʪʘ ʧʦʪʦʯʥʦʛʦ "ʧʝʨʝʢʦʥʘʥʥʷ" (belief state) ʧʨʦ ʩʪʘʥ ʩʠʩʪʝʤʠ ʟ 

ʚʨʘʭʫʚʘʥʥʷʤ ʷʢ ʧʦʪʦʯʥʦʛʦ ʩʪʘʥʫ, ʪʘʢ ʽ ʤʘʡʙʫʪʥʽʭ ʩʪʘʥʽʚ [91].  

ɺʘʞʣʠʚʠʤ ʤʦʤʝʥʪʦʤ  ʻ ʚʠʟʥʘʯʝʥʥʷ  ʬʫʥʢʮʽʾ ʩʫʤʘʨʥʠʭ ʚʠʪʨʘʪ, ʷʢʘ ʩʢʣʘʜʘʻʪʴʩʷ ʟ 

ʜʚʦʭ ʯʘʩʪʠʥ: ʚʪʨʘʪ ʚʽʜ ʧʦʰʢʦʜʞʝʥʥʷ ʪʘ ʚʠʪʨʘʪ ʥʘ ʢʦʥʪʨʟʘʭʦʜʠ, ʟ ʚʨʘʭʫʚʘʥʥʷʤ 

ʡʤʦʚʽʨʥʽʩʥʦʾ ʧʨʠʨʦʜʠ ʧʨʦʮʝʩʫ ʚʠʙʦʨʫ ʘʢʪʠʚʥʦʩʪʝʡ ʟʘʭʠʩʥʠʢʘ. ɺ ʧʝʨʰʫ ʯʝʨʛʫ ʬʫʥʢʮʽʷ 

ʚʘʨʪʦʩʪʽ ʤʘʻ ʩʪʘʥ  ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʪʘ ʮʽʣʽʩʥʦʩʪʽ, ʪʦʙʪʦ ʜʣʷ ʙʫʜʴ-ʷʢʦʛʦ ʟʘʜʘʥʦʛʦ 

ʢʦʥʪʨʟʘʭʦʜʫ ό ᶰὟ, ὅ ίȟό   ὅ ίȟό [92]. 

ʇʨʦʧʦʥʦʚʘʥʘ ʬʫʥʢʮʽʷ ʩʫʤʘʨʥʠʭ ʚʠʪʨʘʪ ʤʘʻ ʚʠʛʣʷʜ (2), ʜʝ Ὁ  -  ʤʘʪʝʤʘʪʠʯʥʝ 

ʦʯʽʢʫʚʘʥʥʷ ʚʽʜʥʦʩʥʦ ʤʽʨʠ ʡʤʦʚʽʨʥʦʩʪʽ, ʧʦʨʦʜʞʝʥʦʾ ʧʦʣʽʪʠʢʦʶ ʟʘʭʠʩʪʫ όᶰὟ, Ὅ ï 

ʧʦʯʘʪʢʦʚʠʡ ʽʥʬʦʨʤʘʮʽʡʥʠʡ ʩʪʘʥ. ɿʘʜʘʯʘ ʤʽʥʽʤʽʟʘʮʽʾ ʚʪʨʘʪ ʤʘʻ ʚʠʛʣʷʜ: 

ÍÉÎ
ᶰ
Ὁ ”ὅɩȟὟ ȿɩ “ (4.1) 

ʟʘ ʫʤʦʚʠ Ὗ  ὫὍ , Ὅ   Ὕ Ὅȟὣ ȟὟ  

 

ɼʘʣʽ ʨʦʟʛʣʷʥʝʤʦ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʨʽʚʥʷʥʥʷ ʜʠʥʘʤʽʯʥʦʛʦ ʧʨʦʛʨʘʤʫʚʘʥʥʷ. ɼʠʥʘʤʽʯʥʝ 

ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʨʦʟʚ'ʷʟʢʫ ʟʘʜʘʯʽ ʜʠʩʢʦʥʪʦʚʘʥʠʭ 

ʦʯʽʢʫʚʘʥʠʭ ʚʠʪʨʘʪ ὖ. ʉʧʦʯʘʪʢʫ ʤʠ ʚʠʟʥʘʯʘʻʤʦ ʚʘʨʪʽʩʪʴ ὠ “, ʧʦʚ'ʷʟʘʥʫ ʟ ʧʦʣʽʪʠʢʦʶ Ὣ 

ʪʘ ʧʦʯʘʪʢʦʚʠʤ ʽʥʬʦʨʤʘʮʽʡʥʠʤ ʩʪʘʥʦʤ “. 
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* 

  ὠ “ḧ Ὁ В ”ὅɩȟὫɩ ȿɩ “ (4.2) 

ʊʦʜʽ ʷʢ ʦʧʪʠʤʘʣʴʥʘ ʟʘʭʠʩʥʘ ʧʦʣʽʪʠʢʘ Ὣᶻ ʤʽʥʽʤʽʟʫʻ ʨʽʚʥʷʥʥʷ (1) ʥʘʜ Ὣ ɴ  Ὃ. ʅʝʭʘʡ 

ὠᶻ“  ὠ
ᶻ
Ὅ; ʟʚʽʜʩʠ ʬʫʥʢʮʽʷ ʮʽʥʥʦʩʪʽ ὠᶻὍ ʟʘʜʦʚʦʣʴʥʷʻ ʨʽʚʥʷʥʥʷ ʦʧʪʠʤʘʣʴʥʦʩʪʽ 

ʜʠʥʘʤʽʯʥʦʛʦ ʧʨʦʛʨʘʤʫʚʘʥʥʷ (ɹʝʣʣʤʘʥʘ) [93], 

ὠᶻ“  ÍÉÎ
 ɴ 
ὗᶻ“ȟό (4.3) 

ɺʦʜʥʦʯʘʩ, ʜʣʷ ʚʩʽʭ “ᶰЎὢȟ ʜʝ ὗᶻ“ȟό ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ:  

   

ὗᶻ“ȟόḧ ὅ“ȟό ” ὖȟὠᶻ

 ɴ 

ȟώȟό“כ  
(4.4) 

ʟ ʪʠʤ ʷʢ  

ὖȟ  ὖὣ  ώ ȿ “ȟό В “ὖὣ ώȿὢ ɴ  ὼȟό ̅  ̆ὖὣ  ώ ȿ ὼȟό ï ʮʝ 

ʡʤʦʚʽʨʥʽʩʪʴ ʩʧʦʩʪʝʨʝʞʝʥʥʷ). ʆʧʪʠʤʘʣʴʥʘ ʧʦʣʽʪʠʢʘ ʧʨʦʪʠʜʽʾ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ: 

Ὣᶻ“  ὥὶὫÍÉÎ
  ɴ 

ὗᶻ“ȟό ʜʣʷ ʫʩʽʭ “ ɴ Ў ὢ. 

ʄʝʪʦʜ ʨʦʟʚ'ʷʟʘʥʥʷ ʮʽʻʾ ʟʘʜʘʯʽ ʧʦʪʨʝʙʫʻ ʩʧʝʮʽʘʣʴʥʦʛʦ ʨʦʟʛʣʷʜʫ, ʙʦ ʦʙʯʠʩʣʶʚʘʣʴʥʘ 

ʩʢʣʘʜʥʽʩʪʴ ʟʘʜʘʯ ʜʠʥʘʤʽʯʥʦʛʦ ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʜʦʙʨʝ ʚʽʜʦʤʘ. ʊʦʤʫ ʧoʰʫʢ ʚʠʨʽʰʝʥʥʷ ʥʝ 

ʣʝʞʠʪʴ ʫ ʤʥʦʞʠʥʽ ʩʪʘʥʜʘʨʪʥʠʭ ʧʽʜʭʦʜʽʚ. ʆʜʥʠʤ ʽʟ ʪʘʢʠʭ ʻ ʜʠʥʘʤʽʯʥʝ ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʚ 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. ɼʠʥʘʤʽʯʥʝ ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ (RTDP) [94] ʚʠʙʽʨʢʦʚʦ 

ʧʝʨʝʚʽʨʷʻ ʰʣʷʭʠ ʯʝʨʝʟ ʧʨʦʩʪʽʨ ʩʪʘʥʽʚ ʥʘ ʦʩʥʦʚʽ ʧʦʪʦʯʥʦʾ ʞʘʜʽʙʥʦʾ ʧʦʣʽʪʠʢʠ ʪʘ ʦʥʦʚʣʶʻ 

ʟʥʘʯʝʥʥʷ ʥʘ ʩʚʦʻʤʫ ʰʣʷʭʫ. ʎʝ ʝʬʝʢʪʠʚʥʠʡ ʩʧʦʩʽʙ ʧʣʘʥʫʚʘʥʥʷ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ, ʦʩʢʽʣʴʢʠ 

ʥʝ ʦʙʦʚ'ʷʟʢʦʚʦ ʚʽʜʚʽʜʫʻʪʴʩʷ ʚʝʩʴ ʧʨʦʩʪʽʨ ʩʪʘʥʽʚ, ʽ ʜʦʙʨʝ ʧʨʘʮʶʻ ʜʣʷ ʩʪʦʭʘʩʪʠʯʥʠʭ 

ʩʝʨʝʜʦʚʠʱ. 

ʇʨʠ ʥʘʷʚʥʦʩʪʽ ʥʝʦʙʤʝʞʝʥʦʛʦ ʯʘʩʫ ʽ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʨʝʩʫʨʩʽʚ ʤʦʞʝ ʙʫʪʠ 
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ʨʦʟʨʦʙʣʝʥʠʡ ʛʣʦʙʘʣʴʥʠʡ ʧʦʰʫʢ ʦʧʪʠʤʘʣʴʥʠʭ ʨʽʰʝʥʥʷ, ʘʣʝ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ ʟ 

ʦʙʤʝʞʝʥʠʤʠ ʨʝʩʫʨʩʘʤʠ, ʧʦʰʫʢ ʤʘʻ ʚʨʘʭʦʚʫʚʘʪʠ ʣʠʰʝ ʟʥʘʯʝʥʥʷ ʩʫʩʽʜʥʽʭ ʩʪʘʥʽʚ. ɯ ʚ 

ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʪʝʞ ʻ ʙʘʛʘʪʦ ʘʣʴʪʝʨʥʘʪʠʚ, ʥʘʧʨʠʢʣʘʜ, ʨʦʟʛʣʷʜ ʟʥʘʯʝʥʥʷ ʩʪʘʥʽʚ, ʷʢʠʭ 

ʤʦʞʥʘ ʜʦʩʷʛʪʠ ʟʘ ʬʽʢʩʦʚʘʥʫ ʢʽʣʴʢʽʩʪʴ ʭʦʜʽʚ. ʋ ʥʘʡʧʨʦʩʪʽʰʦʤʫ ʚʠʧʘʜʢʫ, ʢʦʣʠ ʥʝʤʘʻ 

ʧʦʧʝʨʝʜʥʴʦʛʦ ʧʦʰʫʢʫ, ʙʘʟʦʚʠʡ ʮʠʢʣ ʝʚʨʠʩʪʠʯʥʦʛʦ ʘʣʛʦʨʠʪʤʫ ʧʦʰʫʢʫ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ 

ʤʦʞʝ ʧʝʨʝʜʙʘʯʘʪʠ ʪʨʠ ʟʘʛʘʣʴʥʽ ʢʨʦʢʠ:  

1. ʆʮʽʥʠʪʠ ʢʦʞʥʫ ʜʽʶ ὥ, ʱʦ ʤʦʞʝ ʙʫʪʠ ʟʘʩʪʦʩʦʚʘʥʘ ʚ ʧʦʪʦʯʥʦʤʫ ʩʪʘʥʽ ί, ʟʘ 

ʬʦʨʤʫʣʦʶ: 

ὗὥȟί  ὧὥȟί  Ὤί  (4.5) 

2. ɿʘʩʪʦʩʫʚʘʪʠ ʜʽʶ ὥ, ʷʢʘ ʤʽʥʽʤʽʟʫʻ ʟʥʘʯʝʥʥʷ ὗὥȟί; ʫ ʨʘʟʽ ʦʜʥʘʢʦʚʠʭ ʟʥʘʯʝʥʴ 

ʚʠʙʽʨ ʟʜʽʡʩʥʶʻʪʴʩʷ ʚʠʧʘʜʢʦʚʠʤ ʯʠʥʦʤ (breaking ties randomly).   

3. ʉʧʦʩʪʝʨʽʛʘʪʠ ʨʝʟʫʣʴʪʫʶʯʠʡ ʩʪʘʥ ί. 

4. ɿʘʚʝʨʰʠʪʠ ʚʠʢʦʥʘʥʥʷ, ʷʢʱʦ ί ̒ ʮʽʣʴʦʚʠʤ ʩʪʘʥʦʤ (goal state); ʚ ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ 

ʧʨʠʩʚʦʾʪʠ ί ʟʥʘʯʝʥʥʷ ίίN ί  ̨ ̐̆̑̆̊̓̉ ̅  ̏̋̑̏̋̔ ρȢ  

ʋ ʮʴʦʤʫ ʘʣʛʦʨʠʪʤʽ ὧὥȟί ʦʟʥʘʯʘʻ ʧʦʟʠʪʠʚʥʫ ʚʘʨʪʽʩʪʴ ʚʠʢʦʥʘʥʥʷ ʜʽʾ ὥ ʫ ʩʪʘʥʽ ί. ʋ 

ʩʚʦʶ ʯʝʨʛʫ ί ï ʮʝ ʩʪʘʥ, ʧʝʨʝʜʙʘʯʝʥʠʡ ʧʽʩʣʷ ʚʠʢʦʥʘʥʥʷ ʜʽʾ ὥ ʚ ί, ʘ Ὤ ï ʝʚʨʠʩʪʠʯʥʘ 

ʬʫʥʢʮʽʷ. ɼʘʥʘ ʬʫʥʢʮʽʷ ʧʦʢʣʠʢʘʥʘ ʚʠʨʽʰʠʪʠ ʧʨʦʙʣʝʤʫ ʤʦʥʦʪʦʥʥʦʩʪʽ. ɿʦʢʨʝʤʘ, ʫ 

ʢʦʥʪʝʢʩʪʽ POMDP ʜʘʥʘ ʬʫʥʢʮʽʷ ʩʣʫʛʫʻ ʦʧʪʠʤʽʩʪʠʯʥʦʶ ʦʮʽʥʢʦʶ ʤʘʡʙʫʪʥʴʦʾ ʚʠʥʘʛʦʨʦʜʠ 

[95], ʪʦʙʪʦ ʜʦʟʚʦʣʷʻ ʚʽʜʢʠʜʘʪʠ ʟʘʚʽʜʦʤʦ ʛʽʨʰʽ ʚʝʢʪʦʨʠ ʪʘ ʛʘʨʘʥʪʫʚʘʪʠ, ʱʦ ʤʠ ʥʝ 

ʧʨʦʧʫʩʪʠʤʦ ʦʧʪʠʤʘʣʴʥʝ ʨʽʰʝʥʥʷ. ʇʨʠ ʮʴʦʤʫ Ὤ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ ʬʫʥʢʮʽʷ ʮʽʥʥʦʩʪʽ 

ʧʦʚʥʽʩʪʶ ʩʧʦʩʪʝʨʝʞʫʚʘʥʦʛʦ ʤʘʨʢʦʚʩʴʢʦʛʦ ʧʨʦʮʝʩʫ (ὠ ) ï ʚʦʥʘ ʽʛʥʦʨʫʻ ʥʝʚʠʟʥʘʯʝʥʽʩʪʴ 

ʩʧʦʩʪʝʨʝʞʝʥʴ ʪʘ ʧʨʠʧʫʩʢʘʻ, ʱʦ ʪʦʯʥʠʡ ʩʪʘʥ Ó ʟʘʚʞʜʠ ʚʽʜʦʤʠʡ [96].  

ɿʦʢʨʝʤʘ, ʜʣʷ ʢʦʞʥʦʛʦ ʩʪʘʥʫ ίɴ Ὓ, ʝʚʨʝʩʪʠʯʥʘ ʬʫʥʢʮʽʷ Ὤ ί (ʘʙʦ ὠ ί) 

ʦʙʯʠʩʣʶʻʪʴʩʷ ʰʣʷʭʦʤ ʨʦʟʚôʷʟʘʥʥʷ ʨʽʚʥʷʥʥʷ ɹʝʣʣʤʘʥʘ ʜʣʷ MDP: 
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Ὤ ί = άὥὼɴ Ὑίȟὥ ‎В Ὕίȟὥȟίᶰ Ὤzί  (4.6) 

ʜʝ: 

Ὑίȟὥ ï ʤʠʪʪʻʚʘ ʚʠʥʘʛʦʨʦʜʘ (ʘʙʦ ʚʘʨʪʽʩʪʴ) ʟʘ ʜʽʶ ὥ ʚ ʩʪʘʥʽ ί; 

‎ ï ʢʦʝʬʽʮʽʻʥʪ ʜʠʩʢʦʥʪʫʚʘʥʥʷ; 

Ὕὥȟίȟί ï ʡʤʦʚʽʨʥʽʩʪʴ ʧʝʨʝʭʦʜʫ ʟʽ ʩʪʘʥʫ Ó ʚ Óʧʨʠ ʜʽʾ Á (ʤʘʪʨʠʮʷ P); 

Ὤί ï ʝʚʨʠʩʪʠʯʥʘ ʬʫʥʢʮʽʷ ʚʘʨʪʦʩʪʽ ʤʘʡʙʫʪʥʴʦʛʦ ʩʪʘʥʫ. 

 ʇʨʠ ʮʴʦʤʫ, ʩʣʽʜ ʪʘʢʦʞ ʥʝ ʟʘʙʫʚʘʪʠ ʧʨʦ ʜʠʥʘʤʽʢʫ ʩʪʘʥʽʚ ʪʘ ʩʧʦʩʪʝʨʝʞʝʥʴ. ɿʦʢʨʝʤʘ, 

ʤʘʪʝʤʘʪʠʯʥʝ ʤʦʜʝʣʶʚʘʥʥʷ ʜʠʥʘʤʽʢʠ ʢʽʙʝʨʬʽʟʠʯʥʦʾ ʩʠʩʪʝʤʠ ʚ ʫʤʦʚʘʭ ʯʘʩʪʢʦʚʦʾ 

ʩʧʦʩʪʝʨʝʞʫʚʘʥʦʩʪʽ ʚʠʤʘʛʘʻ ʙʝʟʧʝʨʝʨʚʥʦʛʦ ʧʝʨʝʨʘʭʫʥʢʫ ʡʤʦʚʽʨʥʽʩʥʦʛʦ ʨʦʟʧʦʜʽʣʫ ʩʪʘʥʽʚ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʦʥʦʚʣʝʥʥʷ ʧʦʪʦʯʥʦʛʦ ʚʝʢʪʦʨʘ ʚʽʨʫʚʘʥʴ ʜʦ ʘʧʦʩʪʝʨʽʦʨʥʦʛʦ ʩʪʘʥʫ ʧʽʩʣʷ 

ʚʠʢʦʥʘʥʥʷ ʘʛʝʥʪʦʤ ʢʦʥʪʨʟʘʭʦʜʫ ʪʘ ʦʪʨʠʤʘʥʥʷ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʜʽʡʩʥʶʻʪʴʩʷ ʟʘ ʧʨʘʚʠʣʦʤ 

ɹʘʻʩʘ [97]: 

ὦί
ὕέȿίȟὥВ Ὕίȿίȟὥὦίᶰ

ὖὶ έȿὥȟὦ
 (4.7) 

ʜʝ: 

Ὕίȿίȟὥ ï ʬʫʥʢʮʽʷ ʧʝʨʝʭʦʜʫ, ʱʦ ʚʠʟʥʘʯʘʻ ʡʤʦʚʽʨʥʽʩʪʴ ʝʩʢʘʣʘʮʽʾ ʘʪʘʢʠ 

(ʣʘʪʝʨʘʣʴʥʦʛʦ ʧʝʨʝʤʽʱʝʥʥʷ) ʘʙʦ ʫʩʧʽʰʥʦʛʦ ʾʾ ʙʣʦʢʫʚʘʥʥʷ; 

ὕέȿίȟὥ ï ʬʫʥʢʮʽʷ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʱʦ ʚʨʘʭʦʚʫʻ ʡʤʦʚʽʨʥʽʩʪʴ ʭʠʙʥʠʭ ʩʧʨʘʮʶʚʘʥʴ 

(False Positives) ʪʘ ʧʨʦʧʫʩʢʽʚ ʟʘʛʨʦʟ (False Negatives) ʩʠʩʪʝʤʘʤʠ ʤʦʥʽʪʦʨʠʥʛʫ; 

ὖὶ έȿὥȟὦ ï ʢʦʥʩʪʘʥʪʘ ʥʦʨʤʘʣʽʟʘʮʽʾ, ʱʦ ʚʽʜʦʙʨʘʞʘʻ ʧʦʚʥʫ ʤʘʨʛʽʥʘʣʴʥʫ 

ʡʤʦʚʽʨʥʽʩʪʴ ʦʪʨʠʤʘʥʥʷ ʩʧʦʩʪʝʨʝʞʝʥʥʷ έ. 

ʇʨʠ ʮʴʦʤʫ ʧʦʪʨʽʙʥʦ ʩʬʦʨʤʫʚʘʪʠ ʬʫʥʢʮʽʶ ʚʘʨʪʦʩʪʽ. ɽʢʦʥʦʤʽʢʘ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ 

ʘʛʝʥʪʦʤ ʬʦʨʤʘʣʽʟʫʻʪʴʩʷ ʯʝʨʝʟ ʘʜʠʪʠʚʥʫ ʬʫʥʢʮʽʶ ʚʠʥʘʛʦʨʦʜʠ (ʫ ʢʦʥʪʝʢʩʪʽ ʢʽʙʝʨʙʝʟʧʝʢʠ ɀ 

ʬʫʥʢʮʽʶ ʥʝʛʘʪʠʚʥʠʭ ʚʠʪʨʘʪ), ʷʢʘ ʘʛʨʝʛʫʻ ʧʨʷʤʽ ʪʘ ʥʝʧʨʷʤʽ ʟʙʠʪʢʠ: 
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Ὑίȟὥ ὅὥ ὖ ί (4.8) 

ʋ ʜʘʥʽʡ ʬʦʨʤʫʣʽ ὅὥ ʧʦʟʥʘʯʘʻ ʜʝʪʝʨʤʽʥʦʚʘʥʫ ʚʘʨʪʽʩʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ ʢʦʥʢʨʝʪʥʦʛʦ 

ʢʦʥʪʨʟʘʭʦʜʫ a (ʥʘʧʨʠʢʣʘʜ, ʚʠʪʨʘʪʠ ʨʝʩʫʨʩʽʚ ʥʘ ʽʟʦʣʷʮʽʶ ʚʫʟʣʘ ʯʠ ʘʫʜʠʪ), ʪʦʜʽ ʷʢ ὖί 

ʚʽʜʦʙʨʘʞʘʻ ʩʪʘʪʠʯʥʠʡ ʰʪʨʘʬ ʟʘ ʧʝʨʝʙʫʚʘʥʥʷ ʩʠʩʪʝʤʠ ʫ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʦʤʫ ʩʪʘʥʽ ί 

(ʦʮʽʥʢʘ ʚʪʨʘʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ, ʮʽʣʽʩʥʦʩʪʽ ʯʠ ʜʦʩʪʫʧʥʦʩʪʽ). 

ɺʦʜʥʦʯʘʩ, ʧʨʦʮʝʩ ʦʧʪʠʤʽʟʘʮʽʾ, ʨʝʘʣʽʟʦʚʘʥʠʡ ʘʣʛʦʨʠʪʤʦʤ POMDP, ʟʚʦʜʠʪʴʩʷ ʜʦ 

ʨʦʟʚôʷʟʘʥʥʷ ɹʝʣʣʤʘʥʘ ʜʣʷ ʧʨʦʩʪʦʨʫ ʚʽʨʫʚʘʥʴ. ʆʧʪʠʤʘʣʴʥʘ ʬʫʥʢʮʽʷ ʮʽʥʥʦʩʪʽ ʨʝʢʫʨʩʠʚʥʦ 

ʤʘʢʩʠʤʽʟʫʻ ʦʯʽʢʫʚʘʥʫ ʢʦʨʠʩʥʽʩʪʴ, ʙʘʣʘʥʩʫʶʯʠ ʤʽʞ ʤʠʪʪʻʚʠʤʠ ʚʠʪʨʘʪʘʤʠ ʢʦʥʪʨʟʘʭʦʜʽʚ ʪʘ 

ʜʦʚʛʦʩʪʨʦʢʦʚʠʤʠ ʥʘʩʣʽʜʢʘʤʠ ʜʣʷ ʩʠʩʪʝʤʠ: 

  ὠὦ  ÍÁØ
ᶰː
В ὦίὙίȟὥᶰ ‎В ὖὶ έȿὥȟὦὠὦᶰ  (4.9) 

ʆʩʢʽʣʴʢʠ ʧʨʦʩʪʽʨ ʚʽʨʫʚʘʥʴ ʻ ʥʝʧʝʨʝʨʚʥʠʤ, ʪʦʯʥʝ ʦʙʯʠʩʣʝʥʥʷ ʧʦʣʽʪʠʢʠ ʩʧʠʨʘʻʪʴʩʷ 

ʥʘ ʤʘʪʝʤʘʪʠʯʥʦ ʜʦʚʝʜʝʥʫ ʚʣʘʩʪʠʚʽʩʪʴ ʢʫʩʢʦʚʦ-ʣʽʥʽʡʥʦʾ ʪʘ ʦʧʫʢʣʦʾ (PWLC) [98] ʬʦʨʤʠ 

ʬʫʥʢʮʽʾ ʮʽʥʥʦʩʪʽ. ɿʘʚʜʷʢʠ ʮʴʦʤʫ ʫʥʽʚʝʨʩʘʣʴʥʠʡ ʨʦʟʚ'ʷʟʦʢ ʤʦʞʝ ʙʫʪʠ ʧʦʜʘʥʠʡ ʫ ʚʠʛʣʷʜʽ 

ʢʦʤʧʘʢʪʥʦʾ ʤʥʦʞʠʥʠ ʛʽʧʝʨʧʣʦʱʠʥ: 

  ὠὦ  ÍÁØ
ᶰː
В ὥίὦίᶰ  (4.10) 

ɼʝ ː ɀ ʢʽʥʮʝʚʠʡ (ʧʘʨʩʠʤʦʥʽʯʥʠʡ) ʥʘʙʽʨ ‌ ʚʝʢʪʦʨʽʚ, ʟʛʝʥʝʨʦʚʘʥʠʡ ʧʽʩʣʷ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʨʦʮʝʜʫʨʠ ʚʽʜʩʽʢʘʥʥʷ. ʂʦʞʝʥ ὥ ʚʝʢʪʦʨ ʫ ʮʽʡ ʤʥʦʞʠʥʽ ʦʜʥʦʟʥʘʯʥʦ 

ʘʩʦʮʽʡʦʚʘʥʠʡ ʟ ʦʧʪʠʤʘʣʴʥʦʶ ʜʽʻʶ ʜʣʷ ʚʽʜʧʦʚʽʜʥʦʛʦ ʨʝʛʽʦʥʫ ʧʨʦʩʪʦʨʫ ʚʽʨʫʚʘʥʴ. 

ɿʘʛʘʣʦʤ, ʫ ʮʴʦʤʫ ʘʣʛʦʨʠʪʤʽ  ʦʮʽʥʶʻʪʴʩʷ ʜʽʷ, ʷʢʘ ʟʘʩʪʦʩʦʚʫʚʘʣʘʩʴ ʚ ʧʦʪʦʯʥʦʤʫ ʩʪʘʥʽ 

ί, ʘ ʜʘʣʽ ʡʜʝ ʧʦʰʫʢ ʥʘʡʢʨʘʱʦʾ ʜʽʾ ὥ ʪʘ ʧʦʚʪʦʨʶʻ ʪʦʡ ʩʘʤʠʡ ʧʨʦʮʝʩ, ʜʦʢʠ ʥʝ ʜʦʩʷʛʥʝ ʤʝʪʠ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʩʧʦʩʪʝʨʝʞʫʚʘʥʦʛʦ ʩʪʘʥʫ ί ʥʘ ʚʽʜʤʽʥʫ ʚʽʜ ʧʨʦʛʥʦʟʦʚʘʥʦʛʦ ʩʪʘʥʫ ί ʨʦʙʠʪʴ 

ʮʝʡ ʘʣʛʦʨʠʪʤ ʽʟ ʟʘʤʢʥʫʪʠʤ ʮʠʢʣʦʤ, ʷʢʠʡ ʻ ʙʽʣʴʰ ʩʪʽʡʢʠʤ ʜʦ ʤʦʞʣʠʚʦʾ ʥʘʷʚʥʦʩʪʽ ʟʙʫʨʝʥʴ 

ʫ ʨʝʘʣʴʥʽʡ ʘʙʦ ʟʤʦʜʝʣʴʦʚʘʥʽʡ ʩʠʩʪʝʤʽ.  
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ʇʨʠ ʮʴʦʤʫ, ʘʣʛʦʨʠʪʤʠ ʜʣʷ ʨʦʟʚ'ʷʟʘʥʥʷ ʟʘʜʘʯ ʟʽ ʩʢʽʥʯʝʥʥʠʤ ʛʦʨʠʟʦʥʪʦʤ POMDP, ʷʢ 

ʙʫʣʦ ʟʘʟʥʘʯʝʥʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʽʪʝʨʘʮʽʶ ʟʥʘʯʝʥʥʷ ʷʢ ʙʘʟʦʚʫ ʦʩʥʦʚʫ, ʘ ʩʘʤʽ ʘʣʛʦʨʠʪʤʠ ʻ 

ʧʨʦʩʪʦ ʨʽʟʥʠʤʠ ʩʧʦʩʦʙʘʤʠ ʦʙʯʠʩʣʝʥʥʷ ʦʜʥʦʛʦ ʢʨʦʢʫ ʜʠʥʘʤʽʯʥʦʛʦ ʧʨʦʛʨʘʤʫʚʘʥʥʷ. ɿ ʮʽʻʾ 

ʧʨʠʯʠʥʠ ʤʠ ʦʙʛʦʚʦʨʠʤʦ ʘʣʛʦʨʠʪʤ ʟ Ὤί  ʚ ʢʦʥʪʝʢʩʪʽ ʪʦʛʦ, ʷʢ ʚʦʥʠ ʦʙʯʠʩʣʶʶʪʴ ὠᶻ ʟ 

ὠᶻ , ʘʙʦ, ʱʦ ʝʢʚʽʚʘʣʝʥʪʥʦ ʪʦʤʫ, ʷʢ ʚʦʥʠ ʦʙʯʠʩʣʶʶʪʴ ʤʥʦʞʠʥʫ ῲᶻ ʟ ʤʥʦʞʠʥʠ ῲᶻ . 

ʊʘʢʠʤ ʯʠʥʦʤ, ʚ ʘʣʛʦʨʠʪʤ ʜʣʷ ʚʠʢʦʥʘʥʥʷ ʮʴʦʛʦ ʦʜʥʦʛʦ ʢʨʦʢʫ ʜʠʥʘʤʽʯʥʦʛʦ ʧʨʦʛʨʘʤʫʚʘʥʥʷ 

ʪʨʝʙʘ  ʚʙʫʜʦʚʫʚʘʪʠ ʡʦʛʦ ʚ ʽʪʝʨʘʮʽʶ ʧʨʠ ʦʙʯʠʩʣʝʥʥʽ - ʮʝ ʚʩʝ, ʱʦ ʧʦʪʨʽʙʥʦ ʜʣʷ ʨʦʟʚ'ʷʟʘʥʥʷ 

ʟʘʜʘʯʽ ʟʽ ʩʢʽʥʯʝʥʥʠʤ ʛʦʨʠʟʦʥʪʦʤ. ɼʣʷ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʛʣʷʜʫ ʘʣʛʦʨʠʪʤʫ ʨʝʘʣʽʟʘʮʽʾ ʟʘʜʘʯʽ 

ʜʠʥʘʤʽʯʥʦʛʦ ʧʨʦʛʨʘʤʫʚʘʥʥʷ, ʙʫʜʝʤʦ ʚʚʘʞʘʪʠ, ʱʦ ʥʘ ʢʦʞʥʦʤʫ ʢʨʦʮʽ ʤʘʻ ʙʫʪʠ ʟʨʦʙʣʝʥʦ 

ʚʠʙʽʨ ʟ ʤʥʦʞʠʥʠ ʨʽʰʝʥʴ-ʥʘʧʨʷʤʽʚ, ʷʢʽ ʟʨʫʯʥʦ ʚʚʘʞʘʪʠ ʚʝʢʪʦʨʘʤʠ.  

ʗʢʱʦ ʟʘʜʘʥʦ ʥʘʙʽʨ ʚʝʢʪʦʨʽʚ ῲ, ʚʽʜ ʷʢʠʭ ʟʘʣʝʞʠʪʴ ʟʥʘʯʝʥʥʷ ʬʫʥʢʮʽʾ ʚ 

ʽʥʬʦʨʤʘʮʽʡʥʦʤʫ ʧʨʦʩʪʦʨʽ, ʪʦ ʤʠ ʤʦʞʝʤʦ ʚʠʟʥʘʯʠʪʠ ʨʦʟʙʠʪʪʷ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʧʨʦʩʪʦʨʫ 

ʥʘ ʩʢʽʥʯʝʥʥʫ ʢʽʣʴʢʽʩʪʴ ʝʣʝʤʝʥʪʽʚ, ʧʦ ʦʜʥʦʤʫ ʜʣʷ ʢʦʞʥʦʛʦ ,̱ ʷʢʽ ʤʦʞʥʘ ʥʘʟʠʚʘʪʠ 

ʨʝʛʽʦʥʘʤʠ. ʇʽʜ ʨʝʛʽʦʥʘʤʠ ʤʘʻʪʴʩʷ ʥʘ ʫʚʘʟʽ ʧʨʦʩʪʽʨ ʚʽʨʫʚʘʥʴ (belief space), ʜʝ ʦʜʥʘ 

ʢʦʥʢʨʝʪʥʘ ʩʪʨʘʪʝʛʽʷ (ʦʜʠʥ ʚʝʢʪʦʨ) ʻ ʥʘʡʢʨʘʱʦʶ. ʇʨʠ ʮʴʦʤʫ ʢʦʞʥʝ ὥ ɴ  ̱ ʤʘʻ ʥʘʙʽʨ ʘʙʦ 

ʦʙʣʘʩʪʴ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʪʘʥʽʚ, ʜʝ ʟʥʘʯʝʥʥʷ ʮʽʣʴʦʚʦʾ ʬʫʥʢʮʽʾ Ὑὥẖ̌  ʜʦʤʽʥʫʻ, ʪʦʙʪʦ, ʜʣʷ 

 ́ʚʠʢʦʥʫʻʪʴʩʷ ὦᶅ ʥʝʨʽʚʥʽʩʪʴ Ὑ ẖ̌́ Ὑὦẖ̌ ὥ . 

ɺʦʜʥʦʯʘʩ, ʨʦʙʦʪʠ ʟʘʨʫʙʽʞʥʠʭ ʜʦʩʣʽʜʥʠʢʽʚ ʜʝʤʦʥʩʪʨʫʶʪʴ,  ʱʦ ʧʦʰʫʢ ʦʧʪʠʤʘʣʴʥʦʛʦ 

ʨʽʰʝʥʥʷ ʟʘʜʘʯʽ POMDP ʟʽ ʩʢʽʥʯʝʥʥʠʤ ʛʦʨʠʟʦʥʪʦʤ ʪʨʝʙʘ ʰʫʢʘʪʠ ʥʝ ʚ ʮʽʣʠʭ ʨʝʛʽʦʥʘʭ, ʘ  

ʪʽʣʴʢʠ ʫ ʧʽʜʤʥʦʞʠʥʘʭ ʨʝʛʽʦʥʽʚ, ʜʝ ʜʦʧʦʤʽʞʥʘ ʬʫʥʢʮʽʷ ʻ ʚʠʟʥʘʯʝʥʦʶ. ʊʘʢʝ ʧʨʝʜʩʪʘʚʣʝʥʥʷ 

ʽʤʝʥʫʻʪʴʩʷ ʝʢʦʥʦʤʥʠʤ, ʘʙʦ ʧʘʨʩʠʥʦʤʥʠʤ. ʊʦʙʪʦ, ʥʘʙʽʨ ʚʝʢʪʦʨʽʚ, ʚ ʷʢʦʤʫ ʥʝʤʘʻ ʟʘʡʚʠʭ 

ʨʽʰʝʥʴ. ʎʝ ʤʽʨʢʫʚʘʥʥʷ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʝ ʜʣʷ ʚʠʨʽʰʝʥʥʷ ʟʘʜʘʯʽ POMDP ʪʘ ʤʦʞʝ ʩʫʪʪʻʚʦ 

ʟʚʫʟʠʪʠ ʤʥʦʞʠʥʫ ʧʦʰʫʢʫ ʦʧʪʠʤʘʣʴʥʦʛʦ ʨʽʰʝʥʥʷ [99].  

ʊʘʢʠʤ ʯʠʥʦʤ, ʫ ʜʘʥʦʤʫ ʨʦʟʨʽʟʽ ʤʦʞʥʘ ʟʘʧʨʦʧʦʥʫʚʘʪʠ ʜʦʩʠʪʴ ʧʨʦʩʪʠʡ ʘʣʛʦʨʠʪʤ 

ʬʽʣʴʪʨʘʮʽʾ ʥʝʝʬʝʢʪʠʚʥʠʭ ʧʦʰʫʢʽʚ: 

ὖὙὟὔὉ ῲ 

ῲḊ  
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ύὬὭὰὩ ῲ  

‎Ḋ  ὶὩάέὺὩὉὰὩάὩὲὸῲ  

ὦȡ ὪὭὲὨὙὩὫὭέὲὖέὭὲὸὩ‎ȟῲ  

 ὭὪ ὦ  ὲόὰὰ 

ὸὬὩὲ 

ῲḊ ῲ ẕ ‎ 

‎ᶻḊ ὦὩίὸὠὩὧὸέὶῲȟὦ 

ῲȡ  ῲ ‎ᶻ 

ῲḊ ῲ ẕ ‎ᶻ 

ὩὲὨ ὭὪ  

ὩὲὨ ύὬὭὰὩ  

ῲḊ ῲ   

return ɻ 

end PRUNE 

(4.11) 

ɸʣʛʦʨʠʪʤ ʧʨʘʮʶʻ ʰʣʷʭʦʤ ʧʦʙʫʜʦʚʠ ʧʘʨʩʠʥʦʤʥʦʾ (ʝʢʦʥʦʤʥʦʾ) ʤʥʦʞʠʥʠ, ʜʦʜʘʶʯʠ 

ʧʦ ʦʜʥʦʤʫ ʚʝʢʪʦʨʫ ʟʘ ʦʜʠʥ ʨʘʟ (ʝʧʦʭʫ). ʇʨʦʮʝʩ ʧʦʯʠʥʘʻʪʴʩʷ ʟ ʽʥʽʮʽʘʣʽʟʘʮʽʾ ῲ ̫ ʢ ʧʦʨʦʞʥʴʦʾ 

ʤʥʦʞʠʥʠ, ʧʽʩʣʷ ʯʦʛʦ ʚʠʢʦʥʫʻʪʴʩʷ ʮʠʢʣ ʧʝʨʝʙʦʨʫ ʚʝʢʪʦʨʽʚ ʽʟ ʚʠʭʽʜʥʦʾ ʤʥʦʞʠʥʠ ῲ. 

ʅʘ ʙʫʜʴ-ʷʢʦʤʫ ʝʪʘʧʽ ʚʠʢʦʥʘʥʥʷ ʘʣʛʦʨʠʪʤʫ ʤʥʦʞʠʥʘ ῲ ʟʘʣʠʰʘʻʪʴʩʷ ʧʽʜʤʥʦʞʠʥʦʶ 

ʧʘʨʩʠʤʦʥʽʡʥʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ῲ. ɺʩʝʨʝʜʠʥʽ ʮʠʢʣʫ ʟ ʤʥʦʞʠʥʠ ῲ ʚʠʣʫʯʘʻʪʴʩʷ ʯʝʨʛʦʚʠʡ 

ʚʝʢʪʦʨ ʟʘ ʜʦʧʦʤʦʛʦʶ ʧʨʦʮʝʜʫʨʠ ὶὩάέὺὩὉὰὩάὩὲὸ, ʧʽʩʣʷ ʯʦʛʦ ʟʜʽʡʩʥʶʻʪʴʩʷ ʡʦʛʦ 

ʧʦʨʽʚʥʷʥʥʷ ʟ ʚʝʢʪʦʨʘʤʠ, ʱʦ ʥʘʨʘʟʽ ʤʽʩʪʷʪʴʩʷ ʚ ῲ. 

ʋ ʥʘʚʝʜʝʥʦʤʫ ʚʠʱʝ ʘʣʛʦʨʠʪʤʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʚʽ ʜʦʧʦʤʽʞʥʽ ʧʨʦʮʝʜʫʨʠ. ʇʝʨʰʘ, 

ὶὩάέὺὩὉὰὩάὩὲὸ, ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʽʪʝʨʘʪʠʚʥʫ ʚʠʙʽʨʢʫ ʢʘʥʜʠʜʘʪʽʚ ʥʘ ʧʝʨʝʚʽʨʢʫ. ɺʦʥʘ 

ʜʝʪʝʨʤʽʥʦʚʘʥʦ ʚʠʣʫʯʘʻ ʚʝʢʪʦʨ ʽʟ ʨʦʙʦʯʦʾ ʤʥʦʞʠʥʠ ῲ, ʟʤʝʥʰʫʶʯʠ ʧʨʦʩʪʽʨ ʧʦʰʫʢʫ ʥʘ 

ʧʦʪʦʯʥʦʤʫ ʢʨʦʮʽ ʽʪʝʨʘʮʽʾ [100].  

ʅʝʭʘʡ ῲ ï ʤʥʦʞʠʥʘ ‌ ʚʝʢʪʦʨʽʚ, ʪʦʜʽ ʬʫʥʢʮʽʷ ʚʠʢʦʥʫʻ ʥʘʩʪʫʧʥʫ ʦʧʝʨʘʮʽʶ: 
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‎ := ὶὩάέὺὩὉὰὩάὩὲὸ (ῲȢ ʊʘʢʘ, ʱʦ:  

1. ʆʙʠʨʘʻʪʴʩʷ ʜʦʚʽʣʴʥʠʡ ʚʝʢʪʦʨ ‎ɴ  ῲȢ 

2. ʄʥʦʞʠʥʘ ʦʥʦʚʣʶʻʪʴʩʷ ῲ  ῲ ͵‎Ȣ 

3. ʇʦʚʝʨʪʘʻʪʴʩʷ ‎. 

ɺ ʩʚʦʶ ʯʝʨʛʫ, ʜʨʫʛʘ ʧʨʦʮʝʜʫʨʘ, ὦὩίὸὠὩὧὸέὶ, ʨʝʘʣʽʟʫʻ ʢʨʠʪʝʨʽʡ ʦʧʪʠʤʘʣʴʥʦʩʪʽ. ɼʣʷ 

ʟʥʘʡʜʝʥʦʾ ʪʦʯʢʠ-ʩʚʽʜʢʘ ὦ (ʷʢʘ ʚʠʟʥʘʯʘʻ ʨʝʛʽʦʥ, ʜʝ ʧʦʪʦʯʥʘ ʩʬʦʨʤʦʚʘʥʘ ʤʥʦʞʠʥʘ ῲ ʱʝ ʥʝ 

ʻ ʦʧʪʠʤʘʣʴʥʦʶ), ʮʷ ʬʫʥʢʮʽʷ ʽʜʝʥʪʠʬʽʢʫʻ, ʷʢʠʡ ʩʘʤʝ ʚʝʢʪʦʨ ʽʟ ʢʘʥʜʠʜʘʪʽʚ ῲ ʤʘʻ ʙʫʪʠ 

ʜʦʜʘʥʠʡ ʜʦ ʨʦʟʚôʷʟʢʫ. ʎʝ ʟʜʽʡʩʥʶʻʪʴʩʷ ʰʣʷʭʦʤ ʧʨʷʤʦʛʦ ʦʙʯʠʩʣʝʥʥʷ ʪʘ ʧʦʨʽʚʥʷʥʥʷ 

ʟʥʘʯʝʥʴ ὠὦ  ὦ z‎, ʜʣʷ ʚʩʽʭ ‎ɴ ῲ.  

ʅʝʭʘʡ,  ῲ ï ʤʥʦʞʠʥʘ ‌ ʚʝʢʪʦʨʽʚ (ʜʝ ʢʦʞʝʥ ʚʝʢʪʦʨ ὥ ʤʘʻ ʨʦʟʤʽʨʥʽʩʪʴ ȿὛȿ, ʨʽʚʥʫ 

ʢʽʣʴʢʽʩʪʴ ʩʪʘʥʽʚ), ʘ ὦ ï ʪʦʯʢʘ ʫ ʧʨʦʩʪʦʨʽ ʚʽʨʫʚʘʥʴ (ʚʝʢʪʦʨ ʡʤʦʚʽʨʥʦʩʪʝʡ ʩʪʘʥʽʚ, ʜʝ 

В ὦ ɴ ί ρ[101]. ʊʦʜʽ ʬʫʥʢʮʽʷ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ: 

ὦὩίὸὠὩὧὸέὶῲȟὦ = ÁÒÇάὥὼ ɴ  В ὦᶰ ί  z‎ί  (4.12) 

ɺʝʢʪʦʨ, ʷʢʦʤʫ ʚʽʜʧʦʚʽʜʘʻ ʥʘʡʙʽʣʴʰʝ ʟʥʘʯʝʥʥʷ ʩʢʘʣʷʨʥʦʛʦ ʜʦʙʫʪʢʫ, ʚʚʘʞʘʻʪʴʩʷ 

ʣʦʢʘʣʴʥʦ ʦʧʪʠʤʘʣʴʥʠʤ ʜʣʷ ʪʦʯʢʠ ὦ ̔  ʧʦʚʝʨʪʘʻʪʴʩʷ ʷʢ ʨʝʟʫʣʴʪʘʪ ʚʠʢʦʥʘʥʥʷ ʬʫʥʢʮʽʾ. ʗʢʱʦ 

ʪʘʢʠʭ ʚʝʢʪʦʨʽʚ ʜʝʢʽʣʴʢʘ (ʨʽʚʥʽ ʟʥʘʯʝʥʥʷ), ʤʦʞʝ ʙʫʪʠ ʦʙʨʘʥʠʡ ʙʫʜʴ-ʷʢʠʡ ʽʟ ʥʠʭ 

(ʣʝʢʩʠʢʦʛʨʘʬʽʯʥʦ ʧʝʨʰʠʡ).  

ɼʣʷ ʢʦʨʝʢʪʥʦʾ ʨʦʙʦʪʠ ʘʣʛʦʨʠʪʤʫ ʚʽʜʩʽʢʘʥʥʷ (pruning) ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʦ 

ʟʘʙʝʟʧʝʯʠʪʠ ʦʜʥʦʟʥʘʯʥʽʩʪʴ ʚʠʙʦʨʫ ʦʧʪʠʤʘʣʴʥʠʭ ʚʝʢʪʦʨʽʚ. ɼʣʷ ʮʴʦʛʦ ʨʘʟʦʤ ʟ ὦὩίὸὠὩὧὸέὶ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚʟʘʻʤʦʧʦʚôʷʟʘʥʘ ʧʨʦʮʝʜʫʨʘ ὰὩὼὭὧέὫὶὥὴὬὭὧὓὥὼ. ʎʷ ʬʫʥʢʮʽʷ ʚʠʟʥʘʯʘʻ, 

ʷʢʠʡ ʟ ʜʚʦʭ ʚʝʢʪʦʨʽʚ ʻ çʙʽʣʴʰʠʤè ʫ ʣʝʢʩʠʢʦʛʨʘʬʽʯʥʦʤʫ ʧʦʨʷʜʢʫ. ʎʝ ʥʝʦʙʭʽʜʥʦ ʜʣʷ 

ʜʝʪʝʨʤʽʥʦʚʘʥʦʛʦ ʚʠʙʦʨʫ ʧʨʠ ʦʜʥʘʢʦʚʠʭ ʟʥʘʯʝʥʥʷʭ ʢʦʨʠʩʥʦʩʪʽ [102].  

ὰὩὼὭὧέὫὶὥὴὬὭὧὓὥὼ ‎ȟ‎ 

Ὢέὶ ὩὥὧὬ ίɴ Ὓ 

  ὭὪ ‎ί  ‎ ί 

   ὸὬὩὲ ὶὩὸόὶὲ ‎ 
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ὭὪ ‎ί  ‎ ί 

ὩὲὨ Ὢέὶ ὩὥὧὬ ί 

ὶὩὸόὶὲ ‎ 

ὩὲὨ ὰὩὼὭὧέὫὶὥὴὬὭὧὓὥὼ 

(4.13) 

ʉʘʤʝ ʜʣʷ ʫʥʠʢʥʝʥʥʷ ʥʝʦʜʥʦʟʥʘʯʥʦʩʪʽ ʧʨʠ ʚʠʙʦʨʽ ʚʝʢʪʦʨʽʚ ʽ ʚʚʦʜʠʪʴʩʷ ʧʦʨʷʜʦʢ 

ʧʦʨʽʚʥʷʥʥʷ. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʩʧʨʦʱʝʥʦʛʦ ʧʦʰʫʢʫ ʤʘʢʩʠʤʫʤʫ, ʜʘʥʘ ʨʝʘʣʽʟʘʮʽʷ ʢʣʶʯʦʚʦʾ 

ʬʫʥʢʮʽʾ ὦὩίὸὠὩὧὸέὶ ʚʠʢʦʨʠʩʪʦʚʫʻ ὰὩὼὭὧέὶὥὴὬὭὧὓὥὼ ʜʣʷ ʚʠʨʽʰʝʥʥʷ ʩʧʽʨʥʠʭ ʩʠʪʫʘʮʽʡ. 

ɸʣʛʦʨʠʪʤ ʚʠʢʦʥʫʻ ʥʘʩʪʫʧʥʽ ʢʨʦʢʠ: 

1. ɯʥʽʮʽʘʣʽʟʫʻʪʴʩʷ ʟʤʽʥʥʘ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʟʥʘʯʝʥʥʷ όᶻḧ Њ. 

2. ʇʨʦʚʦʜʠʪʴʩʷ ʧʝʨʝʙʽʨ ʫʩʽʭ ʚʝʢʪʦʨʽʚ ‎ ʟ ʤʥʦʞʠʥʠ ῲ. 

3. ɼʣʷ ʢʦʞʥʦʛʦ ʚʝʢʪʦʨʘ ʦʙʯʠʩʣʶʻʪʴʩʷ ʡʦʛʦ ʦʯʽʢʫʚʘʥʘ ʮʽʥʥʽʩʪʴ ʫ ʪʦʯʮʽ ὦ: 

ὺḧὦz  ‎Ȣ 

4. ɺʠʢʦʥʫʻʪʴʩʷ ʧʝʨʝʚʽʨʢʘ ʫʤʦʚ: 

¶ ʗʢʱʦ  ὺ ὺᶻ(ʟʥʘʯʝʥʥʷ ʨʽʚʥʝ ʧʦʪʦʯʥʦʤʫ ʤʘʢʩʠʤʫʤʫ), ʪʦ ʧʦʪʦʯʥʠʡ 

ʥʘʡʢʨʘʱʠʡ ʚʝʢʪʦʨ ‎ᶻ ʦʥʦʚʣʶʻʪʴʩʷ ʨʝʟʫʣʴʪʘʪʦʤ ʚʠʢʦʥʘʥʥʷ ὰὩὼὭὧέὶὥὴὬὭὧὓὥὼ. 

¶ ʗʢʱʦ ὺ ὺᶻ(ʪʦʙʪʦ, ʟʥʘʡʜʝʥʦ ʥʦʚʝ ʤʘʢʩʠʤʘʣʴʥʝ ʟʥʘʯʝʥʥʷ), ʪʦ 

ὺᶻʦʥʦʚʣʶʻʪʴʩʷ ʜʦ ὺ, ʘ ‎ᶻʩʪʘʻ ʧʦʪʦʯʥʠʤ ʚʝʢʪʦʨʦʤ ‎. 

ɼʘʥʠʡ ʧʽʜʭʽʜ ʛʘʨʘʥʪʫʻ, ʱʦ ʜʣʷ ʙʫʜʴ-ʷʢʦʾ ʪʦʯʢʠ ὦ ʘʣʛʦʨʠʪʤ ʟʘʚʞʜʠ ʧʦʚʝʨʥʝ ʦʜʠʥ ʽ 

ʪʦʡ ʩʘʤʠʡ ʢʦʨʝʢʪʥʠʡ ʚʝʢʪʦʨ, ʱʦ ʻ ʥʝʦʙʭʽʜʥʦʶ ʫʤʦʚʦʶ ʜʣʷ ʧʦʙʫʜʦʚʠ ʝʢʦʥʦʤʥʦʛʦ 

(ʧʘʨʩʠʤʦʥʽʡʥʦʛʦ) ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʬʫʥʢʮʽʾ ʮʽʥʥʦʩʪʽ.  

ʊʘʢʠʤ ʯʠʥʦʤ, ʧʽʜʩʫʤʦʚʫʶʯʠ, ʬʫʥʢʮʽʷ ὦὩίὸὠὩὧὸέὶ ʟʥʘʭʦʜʠʪʴ ʚʝʢʪʦʨ, ʱʦ ʜʘʻ 

ʤʘʢʩʠʤʘʣʴʥʝ ʟʥʘʯʝʥʥʷ ʫ ʪʦʯʮʽ ὦ. ʗʢʱʦ ʟʥʘʯʝʥʥʷ ʚʝʢʪʦʨʽʚ ɾ ʪʘ ɾ ʦʜʥʘʢʦʚʽ, 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚʠʱʝʟʛʘʜʘʥʠʡ ʤʝʪʦʜ ʣʝʢʩʠʢʦʛʨʘʬʽʯʥʦʛʦ ʧʦʨʽʚʥʷʥʥʷ. 

ὦὩίὸὠὩὧὸέὶ ῲȟὦ 

όᶻḧ Њ 

Ὢέὶ ὩὥὧὬ ίɴ Ὓ 
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ὺḧὦz  ‎ 

ὭὪ ὺ ὺᶻ 

ὸὬὩὲ ‎ᶻḊ ὰὩὼὭὧέὫὶὥὴὬὭὧὓὥὼ ‎ᶻȟ‎ 

ὍὪ ὺ ὺᶻ 

ὸὬὩὲ  

ὺᶻḧὺ 

ώᶻḧώ 

end if 

end for each ώ 

return ‎ᶻ 

end bestVector 

(4.14) 

ʅʘʩʪʫʧʥʠʤ ʝʪʘʧʦʤ ʻ ʧʦʰʫʢ ʤʝʪʦʜʫ ʜʠʥʘʤʽʯʥʦʛʦ ʚʠʙʦʨʫ ʟʘʭʠʩʥʠʭ ʜʽʡ 

(ʢʦʥʪʨʟʘʭʦʜʽʚ), ʷʢʠʡ ʙʫʜʝ ʚʨʘʭʦʚʫʚʘʪʠ ʤʽʥʽʤʽʟʘʮʽʶ ʩʫʢʫʧʥʠʭ ʚʪʨʘʪ ʚʽʜ ʢʦʤʧʨʦʤʝʪʘʮʽʾ 

ʘʢʪʠʚʽʚ ʪʘ ʚʠʪʨʘʪ ʥʘ ʧʦʜʘʣʴʰʫ ʝʢʩʧʣʫʘʪʘʮʽʶ ʟʘʩʦʙʽʚ ʟʘʭʠʩʪʫ. ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʜʘʥʦʾ ʟʘʜʘʯʽ 

ʧʨʦʧʦʥʫʻʪʴʩʷ ʽʥʪʝʛʨʘʮʽʷ ʙʘʻʩʦʚʠʭ ʛʨʘʬʽʚ ʘʪʘʢ (BAG) ʫ ʩʪʨʫʢʪʫʨʫ ʯʘʩʪʢʦʚʦ 

ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ ʤʘʨʢʦʚʩʴʢʠʭ ʧʨʦʮʝʩʽʚ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ (POMDP), ʱʦ ʜʦʟʚʦʣʷʻ 

ʬʦʨʤʘʣʽʟʫʚʘʪʠ ʩʪʨʘʪʝʛʽʶ ʟʘʭʠʩʪʫ, ʷʢ ʟʘʜʘʯʫ ʦʧʪʠʤʽʟʘʮʽʾ ʥʘ ʦʩʥʦʚʽ ʧʦʚʝʜʽʥʢʠ ʪʘ ʧʦʪʦʯʥʦʛʦ 

"ʧʝʨʝʢʦʥʘʥʥʷ" (belief state) ʧʨʦ ʩʪʘʥ ʩʠʩʪʝʤʠ. ʊʦʙʪʦ, ʢʣʶʯʦʚʦʶ ʩʪʘʜʽʻʶ ʻ ʤʽʥʽʤʽʟʘʮʽʷ 

ʬʫʥʢʮʽʾ ʩʫʤʘʨʥʠʭ ʚʠʪʨʘʪ, ʷʢʘ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʚʦʭ ʯʘʩʪʠʥ: ʚʪʨʘʪ ʚʽʜ ʧʦʰʢʦʜʞʝʥʥʷ ʪʘ 

ʚʠʪʨʘʪ ʥʘ ʢʦʥʪʨʟʘʭʦʜʠ. 

ʄʽʥʽʤʽʟʘʮʽʷ ʚʽʜʙʫʚʘʻʪʴʩʷ ʰʣʷʭʦʤ ʚʠʙʦʨʫ ʨʽʰʝʥʴ ʫʧʨʘʚʣʽʥʥʷ, ʱʦ  ʚʽʜʥʦʩʷʪʴʩʷ 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʜʦ ʚʫʟʣʽʚ. ɺ ʦʩʥʦʚʫ ʨʝʘʣʽʟʘʮʽʾ ʣʽʛ ʤʝʪʦʜ ʜʠʥʘʤʽʯʥʦʛʦ ʧʨʦʛʨʘʤʫʚʘʥʥʷ. 

ʊʦʙʪʦ, ɼʠʥʘʤʽʯʥʝ ʧʨʦʛʨʘʤʫʚʘʥʥʷ ï ʮʝ ʦʧʪʠʤʘʣʴʥʠʡ ʨʦʟʚ'ʷʟʦʢ ʦʩʥʦʚʥʦʾ ʟʘʜʘʯʽ ʟʘ ʨʘʭʫʥʦʢ 

ʦʧʪʠʤʘʣʴʥʠʭ ʨʦʟʚ'ʷʟʢʽʚ ʧʽʜʟʘʜʘʯ, ʯʘʩʪʦ ʰʣʷʭʦʤ ʧʦʩʣʽʜʦʚʥʦʛʦ ʧʨʦʩʫʚʘʥʥʷ ʚʽʜ 

ʧʦʯʘʪʢʦʚʦʛʦ ʩʪʘʥʫ ʜʦ ʢʽʥʮʝʚʦʛʦ [103]. 
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ɺʦʜʥʦʯʘʩ, ʚʠʭʦʜʷʯʠ ʟ ʧʨʠʨʦʜʠ ʦʙᾷʻʢʪʘ, ʥʘʢʣʘʜʘʻʪʴʩʷ ʦʙʤʝʞʝʥʥʷ ʥʘ ʤʥʦʞʠʥʫ 

ʚʠʙʦʨʫ ʨʽʰʝʥʴ. ʇʨʠ ʮʴʦʤʫ, ʧʨʦʙʣʝʤʘʪʠʢʘ ʨʦʟʤʽʨʥʦʩʪʽ ʚʠʨʽʰʫʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʜʚʦʭ 

ʤʝʪʦʜʦʣʦʛʽʯʥʠʭ ʨʽʰʝʥ:ɹ 

1) ʦʙʤʝʞʝʥʥʷ ʧʦʚʥʦʾ ʢʽʣʴʢʦʩʪʽ ʚʫʟʣʽʚ ʜʦ ʢʨʠʪʠʯʥʠʭ ʚʫʟʣʽʚ (ʷʢʽ ʚʽʜʧʦʚʽʜʘʶʪʴ ʟʘ 

ʢʣʶʯʦʚʽ ʩʝʛʤʝʥʪʠ ɯʊ-ʤʝʨʝʞʽ ʚʠʩʦʢʦʛʦ ʨʽʚʥʷ ʝʥʝʨʛʦʦʙᾷʻʢʪʘ). 

2) ʜʦʪʨʠʤʘʥʥʷʤ ʧʨʠʥʮʠʧʫ ʤʦʥʦʪʦʥʥʦʩʪʽ, ʪʦʙʪʦ ʟʚʘʞʘʶʯʠ ʥʘ ʧʨʠʨʦʜʫ ɹʘʻʩʦʚʠʭ 

ʤʝʨʝʞ, ʟʣʦʚʤʠʩʥʠʢ (ʘʪʘʢʫʶʯʠʡ) ʤʦʞʝ ʨʫʭʘʪʠʩʴ ʣʠʰʝ ʧʦʩʪʫʧʦʚʦ ʜʘʣʽ ʧʦ ʤʝʨʝʞʽ, ʥʝ 

ʧʦʚʝʨʪʘʶʯʠʩʴ ʥʘʟʘʜ ʜʦ ʚʫʟʣʽʚ, ʧʨʠ ʮʴʦʤʫ ʦʧʝʨʫʶʯʠ ʤʥʦʞʠʥʦʶ ʢʦʥʪʨʟʘʭʦʜʽʚ ʚ ʧʝʚʥʠʡ 

ʢʦʥʢʨʝʪʥʠʡ ʤʦʤʝʥʪ. ɸ ʚʞʝ ʩʘʤ ʘʣʛʦʨʠʪʤ ʧʨʦʚʦʜʠʪʴ ʦʙʨʘʭʫʥʦʢ ʤʥʦʞʠʥʠ ʧʦʪʝʥʮʽʡʥʠʭ 

ʚʝʢʪʦʨʽʚ ʘʪʘʢ, ʪʘ ʬʦʨʤʫʻ ʦʧʪʠʤʘʣʴʥʫ ʧʦʣʽʪʠʢʫ ʱʦʜʦ ʤʽʥʽʤʽʟʘʮʽʾ ʚʪʨʘʪ ʪʘ ʧʦʪʝʥʮʽʡʥʠʭ 

ʚʠʪʨʘʪ ï ʜʣʷ ʟʤʝʥʰʝʥʥʷ ʮʠʭ ʩʘʤʠʭ ʚʪʨʘʪ [104]. 

ɹʫʣʘ ʚʨʘʭʦʚʘʥʘ ʢʣʶʯʦʚʫ ʚʣʘʩʪʠʚʽʩʪʴ ʘʪʘʢ ʥʘ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ - ʤʦʥʦʪʦʥʥʽʩʪʴ. 

ɿʣʦʚʤʠʩʥʠʢ ʨʫʭʘʻʪʴʩʷ ʧʦ Kill Chain (Access Lateral Movement Impact) ʽ ʥʝ ʚʪʨʘʯʘʻ 

ʢʦʥʪʨʦʣʴ ʚʠʧʘʜʢʦʚʦ. ʉʪʘʥ ʙʝʟʧʝʢʠ ʤʦʞʝ ʣʠʰʝ ʧʦʛʽʨʰʫʚʘʪʠʩʷ (ʙʝʟ ʚʪʨʫʯʘʥʥʷ) ʘʙʦ 

ʧʦʢʨʘʱʫʚʘʪʠʩʷ (ʧʽʩʣʷ ʜʽʾ ʟʘʭʠʩʥʠʢʘ). ɸʣʛʦʨʠʪʤ ʧʦ ʩʫʪʽ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʚʦʭ ʬʘʟ: 

ʩʪʘʪʠʯʥʦʛʦ ʤʦʜʝʣʶʚʘʥʥʷ (ʧʦʙʫʜʦʚʘ ʛʨʘʬʫ) ʪʘ ʜʠʥʘʤʽʯʥʦʾ ʦʧʪʠʤʽʟʘʮʽʾ (POMDP). ɺ ʩʚʦʶ 

ʯʝʨʛʫ, ʨʽʰʝʥʥʷʤ ʟʘʜʘʯʽ ʻ ʧʦʣʽʪʠʢʘ ˊ, ʷʢʘ ʯʝʨʝʟ ʤʥʦʞʠʥʫ ʚʝʢʪʦʨʽʚ ʚʽʜʦʙʨʘʞʘʻ ʧʦʪʦʯʥʠʡ 

ʨʦʟʧʦʜʽʣ ʡʤʦʚʽʨʥʦʩʪʝʡ ʩʪʘʥʽʚ ʚ ʦʧʪʠʤʘʣʴʥʫ ʜʽʶ [105].  

4.2 ʈʦʟʨʘʭʫʥʦʢ ʦʧʪʠʤʘʣʴʥʦʾ ʧʦʣʽʪʠʢʠ ʧʨʦʪʠʜʽʾ 

ɼʣʷ ʨʦʟʨʘʭʫʥʢʫ ʦʧʪʠʤʘʣʴʥʦʾ ʧʦʣʽʪʠʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʥʘʤʠ ʙʫʣʦ ʢʦʥʢʨʝʪʠʟʦʚʘʥʦ 

ʢʦʨʪʝʞ ʧʘʨʘʤʝʪʨʽʚ POMDP, ʜʝ ʧʨʦʩʪʽʨ ʩʪʘʥʽʚ Ὓ ʚʽʜʦʙʨʘʞʘʻ ʤʥʦʞʠʥʫ ʢʦʤʙʽʥʘʮʽʡ 

ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʠʭ ʪʘ ʙʝʟʧʝʯʥʠʭ ʚʫʟʣʽʚ ɹʘʻʩʦʚʦʛʦ ʛʨʘʬʘ ʘʪʘʢ, ʘ ʤʘʪʨʠʮʷ ʡʤʦʚʽʨʥʦʩʪʝʡ 

ʧʝʨʝʭʦʜʽʚ Ὕ ʦʧʠʩʫʻ ʩʪʦʭʘʩʪʠʯʥʫ ʜʠʥʘʤʽʢʫ ʣʘʪʝʨʘʣʴʥʦʛʦ ʧʝʨʝʤʽʱʝʥʥʷ ʟʘʛʨʦʟʠ (lateral 

movement) ʪʘ ʡʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʛʦ ʚʽʜʥʦʚʣʝʥʥʷ ʚʫʟʣʘ ʧʽʩʣʷ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʢʦʥʪʨʟʘʭʦʜʽʚ. ʂʦʝʬʽʮʽʻʥʪ ʜʠʩʢʦʥʪʫʚʘʥʥʷ ‎ (discount factor) ʙʫʣʦ ʚʩʪʘʥʦʚʣʝʥʦ ʥʘ ʨʽʚʥʽ, 

ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʟʙʽʞʥʽʩʪʴ ʽʪʝʨʘʮʽʡʥʦʛʦ ʧʨʦʮʝʩʫ, ʧʨʽʦʨʠʪʝʟʫʶʯʠ ʥʝʛʘʡʥʝ ʫʩʫʥʝʥʥʷ 
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ʢʨʠʪʠʯʥʠʭ ʟʘʛʨʦʟ ʥʘʜ ʚʽʜʢʣʘʜʝʥʠʤʠ ʨʠʟʠʢʘʤʠ. ɺ ʩʚʦʶ ʯʝʨʛʫ, ʬʫʥʢʮʽʷ ʚʠʥʘʛʦʨʦʜʠ Ὑ ʙʫʣʘ 

ʚʠʟʥʘʯʝʥʘ ʷʢ ʚʽʜ'ʻʤʥʘ ʚʘʨʪʽʩʪʴ, ʱʦ ʚʢʣʶʯʘʻ ʧʨʷʤʽ ʚʠʪʨʘʪʠ ʥʘ ʚʠʢʦʥʘʥʥʷ ʜʽʡ ʪʘ ʰʪʨʘʬʠ 

ʟʘ ʚʪʨʘʪʫ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ, ʮʽʣʽʩʥʦʩʪʽ ʯʠ ʜʦʩʪʫʧʥʦʩʪʽ ʘʢʪʠʚʽʚ. ʇʨʠ ʮʴʦʤʫ, ʫ ʧʨʦʩʪʦʨʽ ʜʽʡ 

ὃ ʙʫʣʦ ʚʠʜʽʣʝʥʦ ʯʦʪʠʨʠ ʜʠʩʢʨʝʪʥʽ ʩʪʨʘʪʝʛʽʾ, ʢʦʞʥʘ ʟ ʷʢʠʭ ʬʦʨʤʫʻ ʦʢʨʝʤʠʡ ʢʣʘʩ 

‌ ʚʝʢʪʦʨʽʚ ʫ ʩʪʨʫʢʪʫʨʽ ʬʫʥʢʮʽʾ ʮʽʥʥʦʩʪʽ. ʅʘ ʈʠʩʫʥʢʫ 4.1 ʧʦʢʘʟʘʥʦ, ʱʦ ʚʩʽ ʧʦʣʽʪʠʢʠ 

ʧʨʦʪʠʜʽʾ ʨʝʘʣʽʟʫʶʪʴʩʷ ʷʢ ʫʟʘʛʘʣʴʥʝʥʠʡ ʨʝʛʫʣʷʪʦʨ, ʷʢʠʡ ʧʨʦʪʠʜʽʻ ʥʝʛʘʪʠʚʥʠʤ ʥʘʩʣʽʜʢʘʤ 

ʢʽʙʝʨʘʪʘʢ ʟʘ ʢʽʙʝʨʥʝʪʠʯʥʠʤ ʧʨʠʥʮʠʧʘʤ ʟʚʦʨʦʪʥʦʛʦ ʟʚôʷʟʢʫ [106]. 

 

ʈʠʩʫʥʦʢ 4.1 ï ʋʟʘʛʘʣʴʥʝʥʠʡ ʨʝʛʫʣʷʪʦʨ ʟʘ ʧʨʠʥʮʠʧʘʤʠ POMDP 

ɺʠʭʽʜʥʘ ʪʦʧʦʣʦʛʽʷ ʜʦʩʣʽʜʞʫʚʘʥʦʾ ɯʊ-ʤʝʨʝʞʽ ʦʙ'ʻʢʪʘ ʢʨʠʪʠʯʥʦʾ ʝʥʝʨʛʝʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʩʢʣʘʜʘʣʘʩʷ ʟ 33 ʬʽʟʠʯʥʠʭ ʚʫʟʣʽʚ, ʱʦ ʬʦʨʤʫʻ ʧʨʦʩʪʽʨ ʩʪʘʥʽʚ ς , 

ʦʙʯʠʩʣʝʥʥʷ ʷʢʦʛʦ ʧʨʷʤʠʤ ʤʝʪʦʜʦʤ POMDP ʻ ʥʝʤʦʞʣʠʚʠʤ (ʧʨʦʢʣʷʪʪʷ ʨʦʟʤʽʨʥʦʩʪʽ).  

ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʮʽʻʾ ʧʨʦʙʣʝʤʠ ʙʫʣʦ ʟʘʩʪʦʩʦʚʘʥʦ ʤʝʪʦʜ ʩʪʨʫʢʪʫʨʥʦʾ ʘʛʨʝʛʘʮʽʾ (State 

Aggregation) ʥʘ ʦʩʥʦʚʽ ʤʦʜʝʣʽ Cyber Kill Chain. ʄʝʨʝʞʫ ʙʫʣʦ ʜʝʢʦʤʧʦʟʦʚʘʥʦ ʪʘ 

ʟʛʨʫʧʦʚʘʥʦ ʫ 6 ʢʨʠʪʠʯʥʠʭ ʩʝʛʤʝʥʪʽʚ (ʩʪʘʥʽʚ), ʱʦ ʚʽʜʦʙʨʘʞʘʶʪʴ ʛʣʠʙʠʥʫ ʧʨʦʥʠʢʥʝʥʥʷ 

ʘʪʘʢʠ: ʚʽʜ ʥʦʨʤʘʣʴʥʦʛʦ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ (ʰʪʘʪʥʦʛʦ ʨʝʞʠʤʫ - ί) ʯʝʨʝʟ ʢʦʤʧʨʦʤʝʪʘʮʽʶ 

ʨʦʙʦʯʠʭ ʩʪʘʥʮʽʡ ʪʘ ʩʝʨʚʝʨʽʚ (ί, ί) ʜʦ ʤʝʨʝʞʝʚʦʾ ʝʢʩʧʘʥʩʽʾ (ί) ʪʘ ʜʦʩʪʫʧʫ ʜʦ ʢʨʠʪʠʯʥʠʭ 

ʘʢʪʠʚʽʚ ʫʧʨʘʚʣʽʥʥʷ (ί, ί). ʊʘʢʘ ʜʠʩʢʨʝʪʠʟʘʮʽʷ ʜʦʟʚʦʣʠʣʘ ʟʙʝʨʝʛʪʠ ʣʦʛʽʢʫ 

ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʟʘʛʨʦʟʠ. 
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ʈʠʩʫʥʦʢ 4.2 ï ʂʣʶʯʦʚʽ ʚʫʟʣʠ (ʩʪʘʥʠ) ʤʝʨʝʞʽ 

ɼʣʷ ʧʨʦʪʠʜʽʾ ʟʘʛʨʦʟʘʤ ʙʫʣʦ ʚʠʟʥʘʯʝʥʦ ʥʘʙʽʨ ʽʟ 8 ʢʦʥʪʨʟʘʭʦʜʽʚ (ʜʽʡ), ʱʦ ʚʘʨʽʶʶʪʴʩʷ 

ʟʘ ʚʘʨʪʽʩʪʶ ʪʘ ʚʧʣʠʚʦʤ ʥʘ ʜʦʩʪʫʧʥʽʩʪʴ ʩʠʩʪʝʤʠ: 

1) ʄʦʥʽʪʦʨʠʥʛ: ὃ(Wait/Passive), ὃ(Full Audit ï ʥʠʟʴʢʦʚʘʨʪʽʩʥʘ ʚʝʨʠʬʽʢʘʮʽʷ). 

2) ʉʪʨʠʤʫʚʘʥʥʷ: ὃ (Block IP), ὃ(Segregate Network ï ʩʝʛʤʝʥʪʘʮʽʷ ʤʝʨʝʞʽ), ὃ  

(Terminate Session - ʩʢʠʜʘʥʥʷ ʩʝʩʽʡ). 

3) ʃʽʢʚʽʜʘʮʽʷ: ὃ(Isolate Host ï ʧʦʚʥʘ ʽʟʦʣʷʮʽʷ), ὃ(Reset Containers), 

ὃ (Patching). 
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ʊʘʙʣʠʮʷ 4.1 ï ʅʘʙʽʨ ʢʦʥʪʨʘʟʘʭʦʜʽʚ (ʜʽʡ ʧʨʦʪʠʜʽʾ) 

ʂʦʥʪʨʟʘʭʽʜ ʈʦʣʴ ʫ ʈʝʟʫʣʴʪʘʪʘʭ ʆʧʠʩ 

7 (Full Audit) 

ɼʦʤʽʥʘʥʪʥʘ 

ʩʪʨʘʪʝʛʽʷ 

ɺʘʨʪʽʩʪʴ ʥʠʟʴʢʘ, ʘ ʽʥʬʦʨʤʘʮʽʡʥʘ ʮʽʥʥʽʩʪʴ 

ʚʠʩʦʢʘ. ɼʦʟʚʦʣʷʻ ʫʥʠʢʥʫʪʠ ʜʦʨʦʛʠʭ 

ʧʦʤʠʣʦʢ. 

A1 (Block IP) ʈʝʟʝʨʚʥʘ ʩʪʨʘʪʝʛʽʷ 

ɺʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʥʘ ʨʘʥʥʽʭ ʝʪʘʧʘʭ, ʷʢʱʦ 

A7 ʥʝʜʦʩʪʫʧʥʘ ʘʙʦ ʥʝʜʦʩʪʘʪʥʷ. ɼʝʰʝʚʘ, 

ʘʣʝ ʤʝʥʰ ʽʥʬʦʨʤʘʪʠʚʥʘ. 

A4 (Isolate Host) ɿʫʧʠʥʢʘ 

ɺʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʨʽʜʢʦ, ʣʠʰʝ ʧʨʠ 

ʚʠʩʦʢʽʡ ʚʧʝʚʥʝʥʦʩʪʽ ʫ ʟʘʛʨʦʟʽ. ʎʽʥʘ 

ʟʘʥʘʜʪʦ ʚʠʩʦʢʘ ʜʣʷ ʧʨʦʬʽʣʘʢʪʠʢʠ. 

A5 (Reset) ʂʨʘʡʥʽʡ ʟʘʭʽʜ 

ʅʘʡʜʦʨʦʞʯʘ ʜʽʷ/ ɺʦʥʘ ʟ'ʷʚʣʷʻʪʴʩʷ ʚ ʛʨʘʬʽ  

ʪʦʜʽ, ʢʦʣʠ ʨʠʟʠʢ ʢʘʪʘʩʪʨʦʬʠ ʩʪʘʥʝ ʤʘʡʞʝ 

ʥʝʤʠʥʫʯʠʤ (ʥʘʧʨʠʢʣʘʜ, o2_Crit_Alarm 

ʦʪʨʠʤʘʥʦ 3 ʨʘʟʠ ʧʦʩʧʽʣʴ). 

A0 (Nothing) ʌʽʣʴʪʨ ʰʫʤʫ 

ɺʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ, ʢʦʣʠ ʨʠʟʠʢʠ 

ʤʽʥʽʤʘʣʴʥʽ, ʘʙʦ ʢʦʣʠ ʙʦʨʦʪʴʙʘ ʚʞʝ ʥʝ ʤʘʻ 

ʩʝʥʩʫ. 

 

ɼʣʷ ʧʨʘʢʪʠʯʥʦʛʦ ʦʙʯʠʩʣʝʥʥʷ ʦʧʪʠʤʘʣʴʥʠʭ ʧʦʣʽʪʠʢ ʢʽʙʝʨʟʘʭʠʩʪʫ ʙʫʣʦ ʦʙʨʘʥʦ 

ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʡ ʧʨʦʛʨʘʤʥʠʡ ʽʥʩʪʨʫʤʝʥʪ pomdp-solve, ʨʦʟʨʦʙʣʝʥʠʡ ɽʥʪʦʥʽ ʂʘʩʩʘʥʜʨʦʶ 

[107]. ɺʠʙʽʨ ʮʴʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʟʫʤʦʚʣʝʥʠʡ ʡʦʛʦ ʧʦʚʥʦʶ ʘʣʛʦʨʠʪʤʽʯʥʦʶ ʚʽʜʧʦʚʽʜʥʽʩʪʶ 

ʪʝʦʨʝʪʠʯʥʦʤʫ ʘʧʘʨʘʪʫ, ʟʘʢʣʘʜʝʥʦʤʫ ʚ ʦʩʥʦʚʫ ʥʘʰʦʾ ʤʦʜʝʣʽ. ɯʥʩʪʨʫʤʝʥʪ ʻ ʢʣʘʩʠʯʥʦʶ ʪʘ 

ʝʪʘʣʦʥʥʦʶ ʨʝʘʣʽʟʘʮʽʻʶ ʤʝʪʦʜʽʚ ʪʦʯʥʦʛʦ ʨʦʟʚ'ʷʟʘʥʥʷ (Exact Value Iteration) ʜʣʷ ʯʘʩʪʢʦʚʦ 

ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʭ ʤʘʨʢʦʚʩʴʢʠʭ ʧʨʦʮʝʩʽʚ ʽ ʥʘʪʠʚʥʦ ʧʽʜʪʨʠʤʫʻ ʘʣʛʦʨʠʪʤ Incremental 

Pruning ʪʘ ʤʝʪʦʜ Witness. ɿʘʚʜʷʢʠ ʝʢʩʧʣʫʘʪʘʮʽʾ ʤʘʪʝʤʘʪʠʯʥʦʾ ʚʣʘʩʪʠʚʦʩʪʽ ʢʫʩʢʦʚʦ-

ʣʽʥʽʡʥʦʾ ʦʧʫʢʣʦʩʪʽ (PWLC) ʬʫʥʢʮʽʾ ʮʽʥʥʦʩʪʽ, pomdp-solve ʜʦʟʚʦʣʷʻ ʙʝʟ ʚʪʨʘʪʠ ʪʦʯʥʦʩʪʽ 
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ʧʝʨʝʪʚʦʨʠʪʠ ʤʘʪʨʠʮʽ ʡʤʦʚʽʨʥʦʩʪʝʡ ʥʘ ʩʢʽʥʯʝʥʥʫ ʤʥʦʞʠʥʫ ʛʽʧʝʨʧʣʦʱʠʥ, ʝʬʝʢʪʠʚʥʦ 

ʜʦʣʘʶʯʠ ʧʨʦʙʣʝʤʫ ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʩʢʣʘʜʥʦʩʪʽ ʧʽʜ ʯʘʩ ʨʦʙʦʪʠ ʟ ʥʝʧʝʨʝʨʚʥʠʤ ʧʨʦʩʪʦʨʦʤ 

ʚʽʨʫʚʘʥʴ. 

ʅʘ ʝʪʘʧʽ ʽʥʽʮʽʘʣʽʟʘʮʽʾ ʩʝʨʝʜʦʚʠʱʘ ʧʦʚʝʜʽʥʢʘ ʘʛʝʥʪʘ ʟʘʜʘʻʪʴʩʷ ʯʝʨʝʟ ʤʘʪʨʠʮʽ 

ʡʤʦʚʽʨʥʦʩʪʝʡ ʧʝʨʝʭʦʜʽʚ Ὕ, ʩʧʦʩʪʝʨʝʞʝʥʴ ὕ ʪʘ ʬʫʥʢʮʽʶ ʚʘʨʪʦʩʪʽ Ὑ. ʇʽʩʣʷ ʧʨʦʮʝʩʫ 

ʦʧʪʠʤʽʟʘʮʽʾ (Value Iteration) POMDP-ʩʦʣʚʝʨ ʛʝʥʝʨʫʻ ʜʚʘ ʢʣʶʯʦʚʽ ʬʘʡʣʠ, ʷʢʽ ʧʦʚʥʽʩʪʶ 

ʬʦʨʤʫʶʪʴ ʧʦʚʝʜʽʥʢʫ ʘʚʪʦʥʦʤʥʦʛʦ ʘʛʝʥʪʘ: 

1. ʌʘʡʣ .alpha (ʄʘʪʨʠʮʷ ‌ ʚʝʢʪʦʨʽʚ): ʄʽʩʪʠʪʴ ʨʦʟʨʘʭʦʚʘʥʽ ʢʦʦʨʜʠʥʘʪʠ ʛʽʧʝʨʧʣʦʱʠʥ, 

ʱʦ ʬʦʨʤʫʶʪʴ ʚʝʨʭʥʶ ʦʧʫʢʣʫ ʦʙʦʣʦʥʢʫ ʬʫʥʢʮʽʾ ʮʽʥʥʦʩʪʽ ὠὦ. ʂʦʞʝʥ ʚʝʢʪʦʨ ʫ 

ʮʴʦʤʫ ʬʘʡʣʽ ʤʘʪʝʤʘʪʠʯʥʦ ʧʨʠʚ'ʷʟʘʥʠʡ ʜʦ ʦʜʥʽʻʾ ʦʧʪʠʤʘʣʴʥʦʾ ʜʽʾ ‌ᶰὃ. ʎʝʡ ʬʘʡʣ 

ʩʣʫʛʫʻ ʙʘʟʦʶ ʜʣʷ ʞʘʜʽʙʥʦʛʦ ʘʣʛʦʨʠʪʤʫ ʤʘʢʩʠʤʽʟʘʮʽʾ ʩʢʘʣʷʨʥʦʛʦ ʜʦʙʫʪʢʫ. 

2. ʌʘʡʣ .pg (Policy Graph ï ɻʨʘʬ ʧʦʣʽʪʠʢʠ): ʗʚʣʷʻ ʩʦʙʦʶ ʩʪʨʫʢʪʫʨʥʫ ʨʝʧʨʝʟʝʥʪʘʮʽʶ 

ʦʧʪʠʤʘʣʴʥʦʾ ʧʦʚʝʜʽʥʢʠ ʫ ʚʠʛʣʷʜʽ ʩʢʽʥʯʝʥʥʦʛʦ ʘʚʪʦʤʘʪʘ (Finite State Controller). ʋ 

ʮʴʦʤʫ ʛʨʘʬʽ ʚʫʟʣʠ (Nodes) ʚʽʜʧʦʚʽʜʘʶʪʴ ʢʦʥʢʨʝʪʥʠʤ ‌ ʚʝʢʪʦʨʘʤ ʪʘ ʾʭʥʽʤ ʜʽʷʤ, ʘ 

ʦʨʽʻʥʪʦʚʘʥʽ ʨʝʙʨʘ (Edges) ï ʤʦʞʣʠʚʠʤ ʩʧʦʩʪʝʨʝʞʝʥʥʷʤ έɴ ɱ [108]. 

ʅʘʷʚʥʽʩʪʴ ʬʘʡʣʫ .pg ʜʦʟʚʦʣʷʻ ʢʘʨʜʠʥʘʣʴʥʦ ʟʥʠʟʠʪʠ ʦʙʯʠʩʣʶʚʘʣʴʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ 

ʧʽʜ ʯʘʩ ʘʢʪʠʚʥʦʾ ʬʘʟʠ ʟʘʭʠʩʪʫ: ʘʛʝʥʪʫ ʥʝ ʧʦʪʨʽʙʥʦ ʱʦʨʘʟʫ ʧʝʨʝʙʠʨʘʪʠ ʚʩʽ ʚʝʢʪʦʨʠ, ʚʽʥ 

ʧʨʦʩʪʦ ʨʫʭʘʻʪʴʩʷ ʧʦ ʟʘʟʜʘʣʝʛʽʜʴ ʨʦʟʨʘʭʦʚʘʥʦʤʫ ʤʘʨʰʨʫʪʫ ʛʨʘʬʘ. 

ʗʢʱʦ ʛʦʚʦʨʠʪʠ ʧʨʦ ʮʠʢʣ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ (ʘʣʛʦʨʠʪʤ ʨʫʭʫ ʘʛʝʥʪʘ), ʪʦ ʚʽʥ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ. ʆʪʨʠʤʘʚʰʠ ʬʘʡʣʠ .alpha ʪʘ .pg, ʘʛʝʥʪ ʟʜʽʡʩʥʶʻ 

ʥʘʚʽʛʘʮʽʶ ʚ ʫʤʦʚʘʭ ʢʽʙʝʨʘʪʘʢʠ ʟʘ ʥʘʩʪʫʧʥʠʤ ʽʪʝʨʘʪʠʚʥʠʤ ʘʣʛʦʨʠʪʤʦʤ: 

¶ 1) ɯʥʽʮʽʘʣʽʟʘʮʽʷ (Initialization): ɸʛʝʥʪ ʩʪʘʨʪʫʻ ʟ ʧʦʯʘʪʢʦʚʦʛʦ ʚʝʢʪʦʨʘ ὦ 

ʧʝʨʝʢʦʥʘʥʴ (ʜʝ ʡʤʦʚʽʨʥʽʩʪʴ ʟʥʘʭʦʜʞʝʥʥʷ ʫ ʙʝʟʧʝʯʥʦʤʫ ʩʪʘʥʽ ί ρȢπ) ʪʘ 

ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʫ ʩʪʘʨʪʦʚʠʡ ʚʫʟʦʣ ʛʨʘʬʘ ʧʦʣʽʪʠʢʠ .pg. 

¶ 2) ɺʠʢʦʥʘʥʥʷ ʜʽʾ (Execution): ɿʥʘʭʦʜʷʯʠʩʴ ʫ ʧʦʪʦʯʥʦʤʫ ʚʫʟʣʽ ʛʨʘʬʘ, ʘʛʝʥʪ 

ʟʯʠʪʫʻ ʧʨʠʚ'ʷʟʘʥʫ ʜʦ ʥʴʦʛʦ ʦʧʪʠʤʘʣʴʥʫ ʜʽʶ “ᶻὦ (ʥʘʧʨʠʢʣʘʜ, ὃ  -"ɸʫʜʠʪ" ʘʙʦ ὃ  - 

"ɯʟʦʣʷʮʽʷ") ʽ ʥʝʛʘʡʥʦ ʟʘʩʪʦʩʦʚʫʻ ʮʝʡ ʢʦʥʪʨʟʘʭʽʜ ʜʦ ʧʦʪʦʯʥʦʛʦ ʩʝʛʤʝʥʪʫ ʤʝʨʝʞʽ. 
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¶ 3) ʆʪʨʠʤʘʥʥʷ ʩʧʦʩʪʝʨʝʞʝʥʥʷ (Observation): ʇʽʩʣʷ ʚʠʢʦʥʘʥʥʷ ʜʽʾ ʩʝʨʝʜʦʚʠʱʝ 

(ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ IDS/SIEM) ʛʝʥʝʨʫʻ ʽ ʧʦʚʝʨʪʘʻ ʘʛʝʥʪʫ ʥʦʚʝ ʩʧʦʩʪʝʨʝʞʝʥʥʷ έ 

(ʥʘʧʨʠʢʣʘʜ, ʧʨʦ ʚʠʷʚʣʝʥʥʷ ʧʽʜʦʟʨʽʣʦʾ ʘʢʪʠʚʥʦʩʪʽ ʥʘ ʚʫʟʣʽ). 

¶ 4) ʆʥʦʚʣʝʥʥʷ ʧʝʨʝʢʦʥʘʥʴ ʪʘ ʧʝʨʝʭʽʜ (Belief Update & Transition): 

Á ʄʘʪʝʤʘʪʠʯʥʦ: ɸʛʝʥʪ ʧʝʨʝʨʘʭʦʚʫʻ ʩʚʽʡ ʚʥʫʪʨʽʰʥʽʡ ʩʪʘʥ ὦO ὦ ʟʘ 

ʧʨʘʚʠʣʦʤ ɹʘʻʩʘ, ʚʨʘʭʦʚʫʶʯʠ ʥʘʜʽʡʥʽʩʪʴ ʦʪʨʠʤʘʥʦʛʦ ʩʧʦʩʪʝʨʝʞʝʥʥʷ. 

Á ʉʪʨʫʢʪʫʨʥʦ: ʋ ʛʨʘʬʽ ʧʦʣʽʪʠʢʠ .pg ʘʛʝʥʪ ʚʠʢʦʥʫʻ ʧʝʨʝʭʽʜ ʧʦ ʨʝʙʨʫ, ʷʢʝ 

ʚʽʜʧʦʚʽʜʘʻ ʦʪʨʠʤʘʥʦʤʫ ʩʧʦʩʪʝʨʝʞʝʥʥʶ έ, ʽ ʧʦʪʨʘʧʣʷʻ ʫ ʥʦʚʠʡ ʚʫʟʦʣ. 

¶ 5) ɿʘʤʠʢʘʥʥʷ ʮʠʢʣʫ: ɸʣʛʦʨʠʪʤ ʧʦʚʝʨʪʘʻʪʴʩʷ ʜʦ ʂʨʦʢʫ 2. ʅʦʚʠʡ ʚʫʟʦʣ ʜʠʢʪʫʻ 

ʥʦʚʫ ʜʽʶ ʜʣʷ ʦʥʦʚʣʝʥʦʛʦ ʩʪʘʥʫ ὦ. ʎʠʢʣ ʪʨʠʚʘʻ ʙʝʟʧʝʨʝʨʚʥʦ, ʘʜʘʧʪʫʶʯʠʩʴ ʜʦ ʜʽʡ 

ʟʣʦʚʤʠʩʥʠʢʘ, ʘʞ ʜʦ ʧʦʚʥʦʾ ʩʪʘʙʽʣʽʟʘʮʽʾ ʩʠʩʪʝʤʠ (ʧʦʚʝʨʥʝʥʥʷ ʚ ʩʪʘʥ ʟ ʥʘʡʥʠʞʯʠʤ 

ʨʠʟʠʢʦʤ ʪʘ ʜʽʻʶ ὃ  "ʆʯʽʢʫʚʘʥʥʷ").  

ʇʨʠʤʽʪʢʘ: ʷʢ ʪʽʣʴʢʠ ʘʛʝʥʪ ʧʦʯʠʥʘʻ ʨʫʭʘʪʠʩʴ, ʢʦʨʠʩʪʫʚʘʯ ʙʽʣʴʰʝ ʥʝ ʚʪʨʫʯʘʻʪʴʩʷ. 

ɸʛʝʥʪ ʩʘʤ ʦʥʦʚʣʶʻ ʩʚʽʡ ʧʘʪʝʨʥ ʧʦʚʝʜʽʥʢʠ (belief) ʥʘ ʢʦʞʥʦʤʫ ʢʨʦʮʽ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ 

ʬʦʨʤʫʣʫ ɹʘʻʩʘ. ɺ ʩʚʦʶ ʯʝʨʛʫ Belief Update ʚʽʜʙʫʚʘʻʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʧʦʧʝʨʝʜʥʴʦʛʦ ʧʘʪʝʨʥʫ 

(ὦ , ʜʽʾ, ʷʢʫ ʘʛʝʥʪ ʟʨʦʙʠʚ (ό  ʪʘ ʩʧʦʩʪʝʨʝʞʝʥʥʷ, ʷʢʝ ʚʽʥ ʦʪʨʠʤʘʚ ʚʽʜ ʩʝʥʩʦʨʽʚ (ᾀ). 

ʊʦʙʪʦ, ʟʘʤʽʩʪʴ ʨʦʟʨʘʭʫʥʢʫ ʚʩʽʭ ʢʨʦʢʽʚ ʥʘʧʝʨʝʜ, ʘʣʛʦʨʠʪʤ ʚʠʢʦʨʠʩʪʦʚʫʻ ʨʝʢʫʨʩʠʚʥʝ 

ʨʽʚʥʷʥʥʷ ɹʝʣʣʤʘʥʘ. ʎʽʥʥʽʩʪʴ ʧʦʪʦʯʥʦʛʦ ʩʪʘʥʫ (ʚʝʢʪʦʨʘ ὦ) ʨʦʟʨʘʭʦʚʫʻʪʴʩʷ ʷʢ ʩʫʤʘ 

ʤʠʪʪʻʚʦʛʦ ʰʪʨʘʬʫ ʟʘ ʜʽʶ Ὑίȟὥ ʪʘ ʜʠʩʢʦʥʪʦʚʘʥʦʾ ʮʽʥʥʦʩʪʽ ʥʘʡʢʨʘʱʦʛʦ ʤʘʡʙʫʪʥʴʦʛʦ 

ʩʪʘʥʫ ὠ , ʷʢʘ ʚʞʝ ʙʫʣʘ ʨʦʟʨʘʭʦʚʘʥʘ ʥʘ ʧʦʧʝʨʝʜʥʽʡ ʽʪʝʨʘʮʽʾ. 

ɺ ʩʚʦʶ ʯʝʨʛʫ, ʨʦʟʨʘʭʫʥʦʢ ʦʧʪʠʤʘʣʴʥʦʾ ʧʦʣʽʪʠʢʠ ʟʜʽʡʩʥʶʚʘʚʩʷ ʤʝʪʦʜʦʤ Point-

Based Value Iteration, ʘ ʢʨʠʪʝʨʽʻʤ ʟʫʧʠʥʢʠ ʘʣʛʦʨʠʪʤʫ ʩʣʫʛʫʚʘʣʘ ʩʪʘʙʽʣʽʟʘʮʽʷ ‌ ʚʝʢʪʦʨʽʚ 

(ʤʽʥʽʤʽʟʘʮʽʷ ʧʦʭʠʙʢʠ ʤʽʞ ʽʪʝʨʘʮʽʷʤʠ). ʆʪʨʠʤʘʥʠʡ ʧʦʢʘʟʥʠʢ ʫ 5179 ʽʪʝʨʘʮʽʡ (ʝʧʦʭ) ʧʽʜ 

ʯʘʩ ʦʜʥʦʛʦ ʽʟ ʝʢʩʧʝʨʠʤʝʥʪʽʚ (ʪʨʠʚʘʚ 5 ʛʦʜʠʥ 26 ʭʚʠʣʠʥ) ʜʦʚʦʜʠʪʴ ʤʘʪʝʤʘʪʠʯʥʫ ʟʙʽʞʥʽʩʪʴ 

ʬʫʥʢʮʽʾ ʮʽʥʥʦʩʪʽ ὠὦ ʪʘ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʩʪʘʥʜʘʨʪʘʤ ʪʦʯʥʦʩʪʽ ʜʣʷ ʟʘʜʘʯ ʽʟ ʥʝʩʢʽʥʯʝʥʥʠʤ 

ʛʦʨʠʟʦʥʪʦʤ ʧʣʘʥʫʚʘʥʥʷ (ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʤʝʪʦʜʦʣʦʛʽʾ ɽ. ʂʘʩʩʘʥʜʨʠ) [109]. 
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ʈʠʩʫʥʦʢ 4.3 ï ʈʦʟʨʘʭʫʥʦʢ ʧʦʣʽʪʠʢʠ ʧʽʜ ʯʘʩ ʥʘʡʜʦʚʰʦʛʦ ʟ ʝʢʩʧʝʨʠʤʝʥʪʽʚ 
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ʈʠʩʫʥʦʢ 4.4 ï ʇʨʠʢʣʘʜ ʬʨʘʛʤʝʥʪʫ ʚʠʭʽʜʥʦʛʦ ʬʘʡʣʫ .alpha ʧʽʜ ʯʘʩ ʦʜʥʦʛʦ ʽʟ 

ʝʢʩʧʝʨʠʤʝʥʪʽʚ 

 

ʈʠʩʫʥʦʢ 4.5 ï ʇʨʠʢʣʘʜ ʬʨʘʛʤʝʥʪʫ ʚʠʭʽʜʥʦʛʦ ʬʘʡʣʫ .pg ʧʽʜ ʯʘʩ ʦʜʥʦʛʦ ʽʟ ʝʢʩʧʝʨʠʤʝʥʪʽʚ 
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ʋ ʭʦʜʽ ʝʢʩʧʝʨʠʤʝʥʪʫ ʙʫʣʦ ʜʦʩʣʽʜʞʝʥʦ ʯʦʪʠʨʠ ʩʪʨʘʪʝʛʽʾ, ʱʦ ʚʽʜʨʽʟʥʷʶʪʴʩʷ 

ʧʘʨʘʤʝʪʨʦʤ ʬʘʢʪʦʨʘ ʜʠʩʢʦʥʪʫʚʘʥʥʷ (‎) ʪʘ ʜʦʩʪʫʧʥʽʩʪʶ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʜʽʡ. ʈʦʟʨʘʭʫʥʦʢ 

ʧʨʦʚʦʜʠʚʩʷ ʥʘ Macbook Air  M4 (16 ɻʙ RAM, 256 ɻʙ SSD).  

1)  ʇʘʩʠʚʥʘ (Wait ) 

ɹʘʟʦʚʠʡ ʩʮʝʥʘʨʽʡ ʨʝʘʢʪʠʚʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ. ɸʛʝʥʪ ʬʫʥʢʮʽʦʥʫʚʘʚ ʫ ʨʝʞʠʤʽ 

ʨʝʘʢʪʠʚʥʦʛʦ ʦʯʽʢʫʚʘʥʥʷ ʧʽʜʪʚʝʨʜʞʝʥʠʭ ʽʥʮʠʜʝʥʪʽʚ. ɺ ʫʤʦʚʘʭ ʯʘʩʪʢʦʚʦʾ 

ʩʧʦʩʪʝʨʝʞʫʚʘʥʦʩʪʽ (POMDP) ʚʽʜʩʫʪʥʽʩʪʴ ʘʢʪʠʚʥʠʭ ʜʽʡ ʧʨʠʟʚʝʣʘ ʜʦ ʙʝʟʧʝʨʝʰʢʦʜʥʦʾ 

ʝʩʢʘʣʘʮʽʾ ʘʪʘʢʠ ʚʽʜ ʧʝʨʠʤʝʪʨʘ ʜʦ ʷʜʨʘ ʤʝʨʝʞʽ. ʉʪʨʘʪʝʛʽʷ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʘ ʧʦʚʥʫ 

ʥʝʩʧʨʦʤʦʞʥʽʩʪʴ: ʝʢʩʧʦʥʝʥʮʽʘʣʴʥʝ ʟʨʦʩʪʘʥʥʷ ʨʠʟʠʢʫ ʧʨʠʟʚʝʣʦ ʜʦ ʬʽʥʘʣʴʥʠʭ ʟʙʠʪʢʽʚ, ʱʦ 

ʧʝʨʝʚʠʱʠʣʠ ʫʤʦʚʥʽ 9000 ʦʜʠʥʠʮʴ ʚʘʨʪʦʩʪʽ. 

ʉʪʨʘʪʝʛʽʷ ʧʦʩʪʽʡʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ (ʘʫʜʠʪʫ) ʪʘ ʧʝʨʤʘʥʝʥʪʥʦʛʦ ʘʫʜʠʪʫ ʪʨʠʚʦʛ 

ʧʝʨʝʜ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʜʦʨʦʞʯʦʛʦ ʢʦʥʪʨʟʘʭʦʜʫ ï ʘʛʝʥʪ ʧʦʩʪʽʡʥʦ ʧʦʪʨʝʙʫʻ 

ʟʘʣʽʟʦʙʝʪʦʥʥʦʾ ʢʦʤʧʨʦʤʝʥʪʘʮʽʾ).  

¶ ʂʽʣʴʢʽʩʪʴ ʩʪʘʥʽʚ: 3 (ʚ ʜʘʥʦʤʫ ʚʠʧʘʜʢʫ ʟʘʛʘʣʴʥʽ: s0_clean s1_compromised 

s2_critical) 

¶ ʂʦʥʪʨʟʘʭʦʜʠ (2): A0_Nothing (Wait), A4_Isolate_Host 

 

ʈʠʩʫʥʦʢ 4.6 ï ʇʦʨʽʚʥʷʥʥʷ ʚʠʪʨʘʪ 
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2)  ʄʽʦʧʽʯʥʘ (Delayed, ♬ ȟ  - ʦʙʤʝʞʝʥʥʷ ʥʘ ʧʝʨʝʜʙʘʯʝʥʥʷ ʘʛʝʥʪʘ ʚ 10 

ʤʘʡʙʫʪʥʽʭ ʢʨʦʢʽʚ.) 

ʉʮʝʥʘʨʽʡ ʤʦʜʝʣʶʻ ʢʦʨʦʪʢʦʟʦʨʽʩʪʴ ʘʛʝʥʪʘ, ʱʦ ʧʨʽʦʨʠʪʝʟʫʻ ʝʢʦʥʦʤʽʶ ʙʶʜʞʝʪʫ ʥʘʜ 

ʚʽʜʚʝʨʥʝʥʥʷʤ ʢʘʪʘʩʪʨʦʬʠ. ʇʨʠ ʚʩʪʘʥʦʚʣʝʥʥʽ ʬʘʢʪʦʨʘ ʜʠʩʢʦʥʪʫʚʘʥʥʷ ‎ πȟωπ 

ʝʬʝʢʪʠʚʥʠʡ ʛʦʨʠʟʦʥʪ ʧʣʘʥʫʚʘʥʥʷ ʘʛʝʥʪʘ ʩʢʦʨʦʪʠʚʩʷ ʜʦ ~10 ʢʨʦʢʽʚ. ʄʘʪʝʤʘʪʠʯʥʦ ʮʝ 

ʧʨʠʟʚʝʣʦ ʜʦ ʰʚʠʜʢʦʛʦ ʟʥʝʮʽʥʝʥʥʷ ʤʘʡʙʫʪʥʽʭ ʰʪʨʘʬʽʚ ʟʘ ʢʦʤʧʨʦʤʝʪʘʮʽʶ ʩʠʩʪʝʤʠ ʫ 

ʨʽʚʥʷʥʥʽ ɹʝʣʣʤʘʥʘ. ɸʛʝʥʪ ʩʠʩʪʝʤʘʪʠʯʥʦ ʦʙʠʨʘʚ ʝʢʦʥʦʤʽʶ ʙʶʜʞʝʪʫ ʚ ʧʦʪʦʯʥʦʤʫ 

ʤʦʤʝʥʪʽ, ʚʽʜʢʣʘʜʘʶʯʠ ʟʘʩʪʦʩʫʚʘʥʥʷ ʜʦʨʦʛʠʭ ʢʦʥʪʨʟʘʭʦʜʽʚ (ʽʟʦʣʷʮʽʾ). ʊʘʢʘ "ʟʘʪʨʠʤʢʘ 

ʨʝʘʢʮʽʾ" ʜʦʟʚʦʣʠʣʘ ʟʣʦʚʤʠʩʥʠʢʫ ʟʘʢʨʽʧʠʪʠʩʷ ʚ ʤʝʨʝʞʽ, ʱʦ ʟʥʘʯʥʦ ʧʽʜʚʠʱʠʣʦ ʚʘʨʪʽʩʪʴ 

ʧʦʜʘʣʴʰʦʾ ʣʽʢʚʽʜʘʮʽʾ ʽʥʮʠʜʝʥʪʫ. 

¶ ʂʽʣʴʢʽʩʪʴ ʩʪʘʥʽʚ: 6 

¶ ʂʦʥʪʨʟʘʭʦʜʠ (4): A0_Nothing, A1_Audit/Block_IP, A4_Isolate_Host, 

A5_Reset_Containers (Global Reset) 

 

ʈʠʩʫʥʦʢ 4.7 ï ʇʦʨʽʚʥʷʥʥʷ ʩʪʨʘʪʝʛʽʡ ʧʨʦʪʠʜʽʾ 
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ʈʠʩʫʥʦʢ 4.8 ï ɺʧʣʠʚ ʛʦʨʠʟʦʥʪʫ ʧʣʘʥʫʚʘʥʥʷ ʰʚʠʜʢʽʩʪʴ ʨʝʘʢʮʽʾ ʘʛʝʥʪʘ 

3) ʉʪʨʠʤʫʚʘʥʥʷ (Containment, ♬ ȟ , ʦʙʤʝʞʝʥʠʡ ʥʘʙʽʨ ʜʽʡ, ʧʝʨʝʜʙʘʯʝʥʥʷ 

ʚ 20 ʢʨʦʢʽʚ) 

ʉʮʝʥʘʨʽʡ ʤʦʜʝʣʶʻ ʛʣʠʙʦʢʫ ʪʨʘʥʩʣʷʮʽʶ ʨʠʟʠʢʫ, ʘʣʝ ʚ ʫʤʦʚʘʭ ʚʽʜʩʫʪʥʦʩʪʽ 

ʽʥʩʪʨʫʤʝʥʪʽʚ ʜʝʰʝʚʦʾ ʨʦʟʚʽʜʢʠ. ʋ ʮʽʡ ʢʦʥʬʽʛʫʨʘʮʽʾ ʘʛʝʥʪ ʤʘʚ ʜʦʚʛʠʡ ʛʦʨʠʟʦʥʪ 

ʧʣʘʥʫʚʘʥʥʷ, ʟʘʚʜʷʢʠ ʧʽʜʚʠʱʝʥʦʤʫ ʧʦʢʘʟʥʠʢʫ ‎ πȟωυ, ʫʩʚʽʜʦʤʣʶʶʯʠ ʢʘʪʘʩʪʨʦʬʽʯʥʽ 

ʥʘʩʣʽʜʢʠ ʟʣʦʤʫ, ʘʣʝ ʙʫʚ ʧʦʟʙʘʚʣʝʥʠʡ ʽʥʩʪʨʫʤʝʥʪʫ ʜʝʰʝʚʦʛʦ ʘʫʜʠʪʫ. ʏʝʨʝʟ ʚʠʩʦʢʫ 

ʚʘʨʪʽʩʪʴ ʦʪʨʠʤʘʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʘʛʝʥʪ ʧʦʪʨʘʧʠʚ ʫ ʩʪʘʥ ʥʝʚʠʟʥʘʯʝʥʦʩʪʽ. ɿʘʤʽʩʪʴ ʨʽʰʫʯʠʭ 

ʜʽʡ ʚʽʥ ʧʦʩʪʽʡʥʦ ʟʘʩʪʦʩʦʚʫʚʘʚ ʟʘʭʦʜʠ ʩʝʨʝʜʥʴʦʾ ʚʘʨʪʦʩʪʽ (ʩʝʛʤʝʥʪʘʮʽʶ, ʙʣʦʢʫʚʘʥʥʷ IP), 

ʥʘʤʘʛʘʶʯʠʩʴ ʫʪʨʠʤʘʪʠ ʨʠʟʠʢ ʥʘ ʧʨʠʡʥʷʪʥʦʤʫ ʨʽʚʥʽ. ʎʝ ʧʨʠʟʚʝʣʦ ʜʦ ʝʬʝʢʪʫ ʭʨʦʥʽʯʥʦʛʦ 

ʽʥʮʠʜʝʥʪʫ: ʘʪʘʢʘ ʥʝ ʨʦʟʚʠʚʘʣʘʩʷ, ʘʣʝ ʡ ʥʝ ʣʽʢʚʽʜʦʚʫʚʘʣʘʩʷ, ʛʝʥʝʨʫʶʯʠ ʧʦʩʪʽʡʥʽ 

ʦʧʝʨʘʮʽʡʥʽ ʚʠʪʨʘʪʠ. 

¶ ʂʽʣʴʢʽʩʪʴ ʩʪʘʥʽʚ: 6 

¶ ʂʦʥʪʨʟʘʭʦʜʠ (4): A0_Nothing, A1_Audit/Block_IP, A4_Isolate_Host, 

A5_Reset_Containers (Global Reset) 
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ʈʠʩʫʥʦʢ 4.9 ï ʆʧʝʨʘʮʽʡʥʽ ʚʠʪʨʘʪʠ ʢʦʞʥʦʾ ʽʟ ʩʪʨʘʪʝʛʽʡ 

4) ʆʧʪʠʤʘʣʴʥʘ (Optimal , ♬ ȟ , ʧʝʨʝʜʙʘʯʝʥʥʷ ʚ 20 ʢʨʦʢʽʚ) 

ʉʮʝʥʘʨʽʡ ʟ ʧʦʚʥʠʡ ʘʨʩʝʥʘʣʦʤ ʜʦʩʪʫʧʥʠʭ ʜʽʡ. ʎʷ ʩʪʨʘʪʝʛʽʷ ʚʠʷʚʠʣʘʩʷ 

ʥʘʡʝʬʝʢʪʠʚʥʽʰʦʶ. ɿʦʢʨʝʤʘ, ʜʘʥʘ ʧʦʣʽʪʠʢʘ ʧʦʻʜʥʘʣʘ ʜʘʣʝʢʦʛʣʷʜʥʽʩʪʴ (‎ πȟωυ) ʽʟ 

ʚʚʝʜʝʥʥʷʤ ʜʽʾ ὃ  (Full Audit) ʚʘʨʪʽʩʪʶ -5 ʦʜʠʥʠʮʴ. ʅʠʟʴʢʘ ʚʘʨʪʽʩʪʴ ʽʥʬʦʨʤʘʮʽʾ ʜʦʟʚʦʣʠʣʘ 

ʘʛʝʥʪʫ ʥʘ ʨʘʥʥʽʭ ʩʪʘʜʽʷʭ (ί, ί) ʘʛʨʝʩʠʚʥʦ ʟʥʠʞʫʚʘʪʠ ʝʥʪʨʦʧʽʶ ʚʝʢʪʦʨʘ ʧʝʨʝʢʦʥʘʥʴ 

(Belief State). ʆʪʨʠʤʘʚʰʠ ʚʠʩʦʢʫ ʚʧʝʚʥʝʥʽʩʪʴ ʱʦʜʦ ʣʦʢʘʣʽʟʘʮʽʾ ʘʪʘʢʠ, ʘʣʛʦʨʠʪʤ 

ʟʘʩʪʦʩʦʚʫʚʘʚ ʪʦʯʢʦʚʽ ʢʦʥʪʨʟʘʭʦʜʠ (ὃ) ʘʙʦ ʧʦʚʥʫ ʽʟʦʣʷʮʽʶ (ὃ) ʭʦʩʪʘ, ʚʠʢʣʶʯʥʦ ʜʦ 

ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʠʭ ʩʝʛʤʝʥʪʽʚ. ʎʝ ʟʘʙʝʟʧʝʯʠʣʦ ʤʽʥʽʤʘʣʴʥʫ ʩʫʢʫʧʥʫ ʚʘʨʪʽʩʪʴ ʽʥʮʠʜʝʥʪʫ 

(260 ʦʜ.), ʱʦ ʫ 35 ʨʘʟʽʚ ʝʬʝʢʪʠʚʥʽʰʝ ʟʘ ʧʘʩʠʚʥʠʡ ʩʮʝʥʘʨʽʡ, ʜʝʤʦʥʩʪʨʫʶʯʠ ʧʝʨʝʭʽʜ ʚʽʜ 

ʙʣʦʢʫʚʘʥʥʷ ʟʘʛʨʦʟ ʜʦ ʫʧʨʘʚʣʽʥʥʷ ʢʽʙʝʨʩʪʽʡʢʽʩʪʶ. 

¶ ʂʽʣʴʢʽʩʪʴ ʩʪʘʥʽʚ: 6 

¶ ʂʦʥʪʨʟʘʭʦʜʠ (8): A0_Nothing, A1_Block_IP, A2_Segregate_FW, 

A3_Terminate_Session, A4_Isolate_Host, A5_Reset_Containers, A6_Update_Patches, 

A7_Full_Audit 
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ʈʠʩʫʥʦʢ 4.10 ï ʉʫʢʫʧʥʘ ʚʘʨʪʽʩʪʴ ʢʦʞʥʦʾ ʽʟ ʩʪʨʘʪʝʛʽʡ 

ɸʣʛʦʨʠʪʤ POMDP-solve ʦʧʪʠʤʘʣʴʥʦʾ ʧʦʣʽʪʠʢʠ ʧʨʦʪʠʜʽʾ ʥʘʚʦʜʠʪʴʩʷ ʫ ɼʦʜʘʪʢʫ ɺ. 

 

ʈʠʩʫʥʦʢ 4.11 ï ʌʨʘʛʤʝʥʪ ʘʣʛʦʨʠʪʤʫ ʦʙʨʘʭʫʥʢʫ POMDP-solve 

ɯʥʪʝʛʨʘʮʽʷ ʦʧʠʩʘʥʠʭ ʩʪʨʘʪʝʛʽʡ ʫ ʻʜʠʥʫ ʧʦʣʽʪʠʢʫ ʨʝʘʛʫʚʘʥʥʷ ʙʫʣʘ ʨʝʘʣʽʟʦʚʘʥʘ ʯʝʨʝʟ 

ʨʘʥʽʰʝ ʚʠʟʥʘʯʝʥʠʡ ʘʣʛʦʨʠʪʤ ὦὩίὸὠὩὧὸέὶ. ʅʘ ʢʦʞʥʦʤʫ ʢʨʦʮʽ ʧʣʘʥʫʚʘʥʥʷ ʧʨʦʮʝʜʫʨʘ 

ὦὩίὸὠὩὧὸέὶ ῲȟὦ ʚʠʩʪʫʧʘʣʘ ʤʝʭʘʥʽʟʤʦʤ ʩʝʣʝʢʮʽʾ, ʟʽʩʪʘʚʣʷʶʯʠ ʧʦʪʦʯʥʠʡ ʨʦʟʧʦʜʽʣ 

ʚʽʨʫʚʘʥʴ ὦ  ʟ ʥʘʙʦʨʦʤ ʛʽʧʝʨʧʣʦʱʠʥ, ʢʦʞʥʘ ʟ ʷʢʠʭ ʚʽʜʧʦʚʽʜʘʻ ʦʜʥʽʡ ʽʟ ʯʦʪʠʨʴʦʭ ʩʪʨʘʪʝʛʽʡ. 

ʗʢʱʦ ʫ ʢʦʥʢʨʝʪʥʽʡ ʪʦʯʮʽ ʧʨʦʩʪʦʨʫ ʚʽʨʫʚʘʥʴ ʩʢʘʣʷʨʥʠʡ ʜʦʙʫʪʦʢ ʚʝʢʪʦʨʘ ʽʟʦʣʷʮʽʾ ʜʘʚʘʚ 
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ʤʘʢʩʠʤʘʣʴʥʝ ʟʥʘʯʝʥʥʷ, ʘʣʛʦʨʠʪʤ ʘʚʪʦʤʘʪʠʯʥʦ ʚʢʣʶʯʘʚ ʮʝʡ ʚʝʢʪʦʨ ʜʦ ʦʧʪʠʤʘʣʴʥʦʾ 

ʤʥʦʞʠʥʠ, ʚʽʜʢʠʜʘʶʯʠ ʤʝʥʰ ʝʬʝʢʪʠʚʥʽ ʘʣʴʪʝʨʥʘʪʠʚʠ ʤʦʥʽʪʦʨʠʥʛʫ.  

ɿʦʢʨʝʤʘ, ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʪʝʦʨʝʪʠʯʥʠʭ ʧʦʣʦʞʝʥʴ [110], ʚʠʢʦʨʠʩʪʘʥʠʡ ʧʽʜʭʽʜ 

ʜʦʟʚʦʣʠʚ ʝʬʝʢʪʠʚʥʦ ʚʠʨʽʰʠʪʠ ʧʨʦʙʣʝʤʫ ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʩʢʣʘʜʥʦʩʪʽ ʧʽʜ ʯʘʩ ʨʦʟʨʘʭʫʥʢʫ 

ʦʧʪʠʤʘʣʴʥʦʾ ʧʦʣʽʪʠʢʠ ʜʣʷ ʯʦʪʠʨʴʦʭ ʟʘʟʥʘʯʝʥʠʭ ʩʪʨʘʪʝʛʽʡ. ʆʩʢʽʣʴʢʠ ʧʨʦʩʪʽʨ ʚʽʨʫʚʘʥʴ ʻ 

ʥʝʧʝʨʝʨʚʥʠʤ ʩʠʤʧʣʝʢʩʦʤ ʚʠʩʦʢʦʾ ʨʦʟʤʽʨʥʦʩʪʽ, ʨʦʟʚô̫ ʟʘʥʥʷ ʟʘʜʘʯʽ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʢʣʘʩʠʯʥʠʭ ʩʽʪʢʦʚʠʭ ʤʝʪʦʜʽʚ ʙʫʣʦ ʙ ʥʝʤʦʞʣʠʚʠʤ. ɿʘʩʪʦʩʫʚʘʥʥʷ ʘʣʛʦʨʠʪʤʫ ʽʪʝʨʘʮʽʾ ʟʘ 

ʟʥʘʯʝʥʥʷʤ (Value iteration) ʫ ʢʦʤʙʽʥʘʮʽʾ ʟʽ ʚʠʱʝ ʟʛʘʜʘʥʦʶ ʧʨʦʮʝʜʫʨʦʶ PRUNE [109] ʪʘ 

ʤʝʪʦʜʦʤ Witness [99] ʜʦʟʚʦʣʠʣʦ ʧʝʨʝʡʪʠ ʚʽʜ ʘʥʘʣʽʟʫ ʥʝʩʢʽʥʯʝʥʥʦʾ ʢʽʣʴʢʦʩʪʽ ʪʦʯʦʢ ʜʦ 

ʨʦʙʦʪʠ ʟʽ ʩʢʽʥʯʝʥʥʦʶ ʤʥʦʞʠʥʦʶ ὥ ʚʝʢʪʦʨʽʚ. 

ʅʘ ʢʦʞʥʦʤʫ ʢʨʦʮʽ ʧʣʘʥʫʚʘʥʥʷ ʚʠʙʦʨʫ ὦὩίὸὠὩὧὸέὶ ʚʠʩʪʫʧʘʣʘ ʤʝʭʘʥʽʟʤʦʤ ʩʝʣʝʢʮʽʾ, 

ʟʽʩʪʘʚʣʷʶʯʠ ʧʦʪʦʯʥʠʡ ʨʦʟʧʦʜʽʣ ʚʽʨʫʚʘʥʴ ὦ ʟ ʥʘʙʦʨʦʤ ʛʽʧʝʨʧʣʦʱʠʥ, ʢʦʞʥʘ ʟ ʷʢʠʭ 

ʚʽʜʧʦʚʽʜʘʣʘ ʢʦʥʢʨʝʪʥʦʤʫ ʢʦʥʪʨʟʘʭʦʜʫ. ɿʘʚʜʷʢʠ ʜʦʚʝʜʝʥʽʡ ʚʣʘʩʪʠʚʦʩʪʽ ʢʫʩʢʦʚʦ-ʣʽʥʽʡʥʦʾ 

ʦʧʫʢʣʦʩʽ (PWLC) ʬʫʥʢʮʽʾ ʮʽʥʥʦʩʪʽ [111], ʚʝʩʴ ʥʝʧʝʨʝʨʚʥʠʡ ʧʨʦʩʪʽʨ ʙʫʚ 

ʜʝʢʦʤʧʦʟʠʪʦʚʘʥʠʡ ʥʘ ʢʦʤʧʘʢʪʥʽ ʨʝʛʽʦʥʠ ʜʦʤʽʥʫʚʘʥʥʷ ʦʢʨʝʤʠʭ ʜʽʡ. ɺʦʜʥʦʯʘʩ, ʷʢ ʙʫʣʦ 

ʟʛʘʜʘʥʦ ʚʠʱʝ, ʜʦʪʨʠʤʘʥʥʷ ʧʨʠʥʮʠʧʫ ʤʦʥʦʪʦʥʥʦʩʪʽ ʟʘʙʝʟʧʝʯʫʚʘʣʦʩʴ ʚʣʘʩʪʠʚʦʩʪʷʤʠ 

ʦʧʝʨʘʪʦʨʘ ɹʝʣʣʤʘʥʘ. ɺʽʜʧʦʚʽʜʥʦ ʜʦ ʪʝʦʨʝʤʠ ʧʨʦ ʩʪʠʩʢʘʶʯʝ ʚʽʜʦʙʨʘʞʝʥʥʷ [112], ʢʦʞʥʘ 

ʽʪʝʨʘʮʽʷ ʦʥʦʚʣʝʥʥʷ ʤʥʦʞʠʥʠ ʚʝʢʪʦʨʽʚ ʛʘʨʘʥʪʫʻ ʢʦʥʚʝʨʛʝʥʮʽʶ ʧʨʦʮʝʩʫ: 

ᴁὠ ὠᴁz  ‎ᴁὠ ὠᴁz  (4.15) 

 ɼʘʥʠʡ ʧʽʜʭʽʜ ʤʘʪʝʤʘʪʠʯʥʦ ʛʘʨʘʥʪʫʚʘʚ, ʱʦ ʨʦʟʨʘʭʦʚʘʥʘ ʜʣʷ ʬʽʥʘʣʴʥʦʾ (ʦʧʪʠʤʘʣʴʥʦ) 

ʩʪʨʘʪʝʛʽʾ ʧʦʣʽʪʠʢʘ ʻ ʩʪʘʮʽʦʥʘʨʥʦʶ, ʚʽʣʴʥʦʶ ʚʽʜ ʦʩʮʠʣʷʮʽʡ ʪʘ ʟʘʙʝʟʧʝʯʫʻ ʪʝʦʨʝʪʠʯʥʦ 

ʤʘʢʩʠʤʘʣʴʥʠʡ ʨʽʚʝʥʴ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʜʣʷ ʟʘʜʘʥʦʾ ʤʝʨʝʞʽ ʦʙôʻʢʪʘ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʋʟʘʛʘʣʴʥʶʶʯʽ ʨʝʟʫʣʴʪʘʪʠ ʱʦʜʦ ʧʦʨʽʚʥʷʥʥʷ ʫʩʽʭ ʩʪʨʘʪʝʛʽʡ ʥʘʚʦʜʷʪʴʩʷ ʫ 

ʤʘʪʨʠʮʽ ʢʦʥʪʨʟʘʭʦʜʽʚ.   
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ʊʘʙʣʠʮʷ 4.2 ï ʄʘʪʨʠʮʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ 

 

4.3 ʆʮʽʥʢʘ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʨʘʥʥʴʦʛʦ ʤʝʨʝʞʽ ʨʘʥʥʴʦʛʦ ʦʧʦʚʽʱʝʥʥʷ 

 ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʤʘʪʝʤʘʪʠʯʥʦ ʫʩʧʽʰʥʽ ʝʢʩʧʝʨʠʤʝʥʪʠ ʫ ʨʦʟʨʽʟʽ ʨʦʟʨʦʙʢʠ 

ʦʧʪʠʤʘʣʴʥʦʾ ʧʦʣʽʪʠʢʠ ʧʨʦʪʠʜʽʾ ʟʘ ʜʦʧʦʤʦʛʦʶ ʟʘʧʨʦʧʦʥʦʚʘʥʦʛʦ ʘʣʛʦʨʠʪʤʫ, ʮʽ ʩʮʝʥʘʨʽʾ 

ʧʦʪʨʝʙʫʶʪʴ ʨʝʘʣʴʥʦʾ ʘʧʨʦʙʘʮʽʾ ʚ ʢʦʥʪʝʢʩʪʽ ʽʤʽʪʘʮʽʾ ʢʽʙʝʨʘʪʘʢ. ɿʦʢʨʝʤʘ, ʟʘʜʣʷ ʦʮʽʥʢʠ 

ʝʬʝʢʪʠʚʥʦʩʪʽ ʢʦʥʪʨʟʘʭʦʜʽʚ, ʦʮʽʥʢʠ ʚʪʨʘʪʠ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʪʘ ʧʽʜʚʠʱʝʥʥʷ ʽʥʜʠʢʘʪʦʨʘ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ.  

 ʅʝʦʙʭʽʜʥʽʩʪʴ ʫ ʤʝʪʦʜʘʭ ʦʮʽʥʢʠ ʪʘ ʧʽʜʚʠʱʝʥʥʷ ʩʪʽʡʢʦʩʪʽ ʝʥʝʨʛʦʩʠʩʪʝʤ ʥʘʙʫʣʘ ʟʘ 

ʦʩʪʘʥʥʽ ʨʦʢʠ ʟʥʘʯʥʦʾ ʘʢʪʫʘʣʴʥʦʩʪʽ. ʊʝʨʤʽʥ çʩʪʽʡʢʽʩʪʴè ʫ ʢʦʥʪʝʢʩʪʽ ʝʥʝʨʛʦʩʠʩʪʝʤ 

ʦʭʦʧʣʶʻ ʢʽʣʴʢʘ ʭʘʨʘʢʪʝʨʠʩʪʠʢ: ʚʽʜ ʟʜʘʪʥʦʩʪʽ ʩʠʩʪʝʤʠ çʦʧʠʨʘʪʠʩʷè ʪʘ çʚʽʜʥʦʚʣʶʚʘʪʠʩʷè 

ʧʽʩʣʷ ʜʝʩʪʨʫʢʪʠʚʥʦʾ ʧʦʜʽʾ ʜʦ ʟʜʘʪʥʦʩʪʽ ʧʨʦʘʢʪʠʚʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʧʦʪʝʥʮʽʡʥʽ ʽʥʮʠʜʝʥʪʠ ʪʘ 

ʥʦʚʽ ʟʘʛʨʦʟʠ. ʗʢ ʟʘʟʥʘʯʘʣʦʩʷ ʚʠʱʝ, ʩʝʨʝʜ ʬʘʢʪʦʨʽʚ, ʷʢʽ ʟʘʛʨʦʞʫʶʪʴ ʩʪʽʡʢʦʩʪʽ 

ʝʥʝʨʛʝʪʠʯʥʦʾ ʩʠʩʪʝʤʠ, ʜʝʜʘʣʽ ʙʽʣʴʰʦʾ ʚʘʛʠ ʥʘʙʫʚʘʻ ʬʘʢʪʦʨ ʢʽʙʝʨʟʘʛʨʦʟ. 

ʉʪʘʥ 

(ʂʨʠʪʠʯʥʠʡ ʚʫʟʦʣ - 

ʂʦʥʪʨʟʘʭʽʜ) 

A0: Wait  
A7: Full 

Audit  

A3: Terminate 

Session 

A2: 

Segregate 

FW 

A4: Isolate 

Host 

s0: Clean 0.95 0.05 0.00 0.00 0.00 

s1: Node 9 (WS Exec) 0.10 0.90 0.00 0.00 0.00 

s2: Node 16 (FS Exec) 0.00 0.30 0.70 0.00 0.00 

s3: Node 22 (NFS 

Attack)  
0.00 0.00 0.10 0.90 0.00 

s4: Node 24 (Access 

File FS) 
0.00 0.00 0.00 0.00 1.00 

s5: Node 29 

(Workstation Exec) 
0.00 0.00 0.00 0.00 1.00* 
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ʈʦʟʛʣʷʥʫʪʘ ʤʦʜʝʣʴ ʘʜʘʧʪʠʚʥʦʾ ʧʨʦʪʠʜʽʾ ʜʦʟʚʦʣʷʻ ʙʫʜʫʚʘʪʠ ʩʮʝʥʘʨʽʾ ʦʧʪʠʤʘʣʴʥʦʛʦ 

ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʘʪʘʢʠ ʚ ʤʝʨʝʞʘʭ SCADA. ʅʘʩʪʫʧʥʠʤ ʢʨʦʢʦʤ ʤʘʻ ʙʫʪʠ ʟʥʘʭʦʜʞʝʥʥʷ 

ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʚʧʣʠʚʫ ʩʪʨʘʪʝʛʽʾ ʘʢʪʠʚʥʦʾ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʘʪʘʢʘʤ ʥʘ ʧʽʜʚʠʱʝʥʥʷ 

ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤʠ ʚ ʮʽʣʦʤʫ ʘʙʦ ʾʾ ʦʢʨʝʤʠʭ ʯʘʩʪʠʥ. ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʮʽʻʾ ʟʘʜʘʯʽ 

ʩʧʦʯʘʪʢʫ ʧʦʪʨʽʙʥʦ ʚʠʟʥʘʯʠʪʠʩʷ ʟ ʤʝʪʨʠʢʦʶ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ. 

ʅʘʨʘʟʽ ʩʪʘʥʜʘʨʪʠʟʦʚʘʥʠʭ ʚʠʟʥʘʯʝʥʴ ʪʘ ʤʝʪʨʠʢ ʜʣʷ ʚʠʤʽʨʶʚʘʥʥʷ ʩʪʽʡʢʦʩʪʽ 

ʝʥʝʨʛʦʩʠʩʪʝʤ ʪʘ ʦʮʽʥʢʠ ʧʦʪʝʥʮʽʡʥʠʭ ʘʣʴʪʝʨʥʘʪʠʚʥʠʭ ʨʽʰʝʥʴ ʥʝ ʽʩʥʫʻ, ʭʦʯʘ ʙʫʣʦ 

ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʢʽʣʴʢʘ ʧʽʜʭʦʜʽʚ, ʤʝʪʦʜʽʚ ʦʮʽʥʢʠ ʪʘ ʩʪʨʘʪʝʛʽʡ [113, 114]. ʊʦʤʫ ʽʩʥʫʻ 

ʥʘʛʘʣʴʥʘ ʧʦʪʨʝʙʘ ʚ ʦʙˇʨʫʥʪʦʚʘʥʦʤʫ ʚʠʙʦʨʽ ʤʝʪʦʜʫ ʜʣʷ ʧʦʙʫʜʦʚʠ ʤʦʜʝʣʽ ʦʮʽʥʢʠ 

ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ. ʅʘ ʥʘʰ ʧʦʛʣʷʜ, ʦʧʪʠʤʘʣʴʥʦʶ ʤʝʪʦʜʦʣʦʛʽʻʶ ʜʣʷ ʨʦʟʚ'ʷʟʘʥʥʷ ʮʽʻʾ ʟʘʜʘʯʽ ʻ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʢʨʠʚʦʾ ʩʪʽʡʢʦʩʪʽ (ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ), ʷʢʘ ʰʠʨʦʢʦ ʚʠʟʥʘʥʘ ʚ ʥʘʫʢʦʚʽʡ 

ʩʧʣ̔ʴʥʦʪʽ. 

ɿʘʛʘʣʴʥʦʶ ʨʠʩʦʶ ʢʨʠʚʠʭ ʩʪʽʡʢʦʩʪʽ ʻ ʥʘʷʚʥʽʩʪʴ ʬʘʟ ʘʙʩʦʨʙʮʽʾ, ʜʝʛʨʘʜʘʮʽʾ ʪʘ 

ʚʽʜʥʦʚʣʝʥʥʷ. ʇʽʜ ʯʘʩ ʬʘʟʠ ʘʙʩʦʨʙʮʽʾ ʚʽʜʙʫʚʘʻʪʴʩʷ ʢʦʤʧʨʦʤʝʪʘʮʽʷ ʭʦʩʪʽʚ ʤʝʨʝʞʽ, ʱʦ 

ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʚʽʜʧʦʚʽʜʥʦʛʦ ʟʥʠʞʝʥʥʷ ʨʽʚʥʷ ʾʾ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ. ʋ ʬʘʟʽ ʜʝʛʨʘʜʘʮʽʾ 

ʩʠʩʪʝʤʘ ʧʝʚʥʠʡ ʯʘʩ ʧʨʘʮʶʻ ʥʘ ʟʥʠʞʝʥʦʤʫ ʨʽʚʥʽ ʜʦ ʤʦʤʝʥʪʫ ʽʥʽʮʽʘʮʽʾ ʚʽʜʥʦʚʣʶʚʘʣʴʥʠʭ 

ʧʨʦʮʝʩʽʚ. ʇʽʜ ʯʘʩ ʬʘʟʠ ʚʽʜʥʦʚʣʝʥʥʷ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʩʠʩʪʝʤʠ ʧʦʚʝʨʪʘʻʪʴʩʷ ʜʦ 

ʥʦʤʽʥʘʣʴʥʠʭ (ʘʙʦ ʧʨʠʡʥʷʪʥʠʭ) ʧʦʢʘʟʥʠʢʽʚ. ʋʩʽ ʮʽ ʪʨʠ ʬʘʟʠ ʷʢ ʬʫʥʢʮʽʾ ʯʘʩʫ ʥʝ 

ʦʙʦʚ'ʷʟʢʦʚʦ ʻ ʣʽʥʽʡʥʠʤʠ. 

ʅʘ ʨʠʩʫʥʢʫ 4.12 ʟʦʙʨʘʞʝʥʦ ʢʨʠʚʽ ʩʪʽʡʢʦʩʪʽ. ʆʯʝʚʠʜʥʦ, ʱʦ ʜʣʷ ʙʽʣʴʰ ʩʪʽʡʢʦʾ 

ʩʠʩʪʝʤʠ ʯʘʩ ʜʝʛʨʘʜʘʮʽʾ ʪʘ ʯʘʩ ʥʘ ʚʽʜʥʦʚʣʝʥʥʷ ʩʢʦʨʦʯʫʶʪʴʩʷ, ʷʢ ʽ ʨʽʚʝʥʴ ʟʥʠʞʝʥʥʷ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ. ʎʝ ʧʨʦʽʣʶʩʪʨʦʚʘʥʦ ʥʘ ʈʠʩʫʥʢʫ 4.12 (ʢʨʠʚʽ 1 ʪʘ 2), ʜʝ ʨʽʚʝʥʴ ʩʪʽʡʢʦʩʪʽ 

ʜʣʷ ʚʠʧʘʜʢʫ 1 ʻ ʚʠʱʠʤ ʫ ʧʦʨʽʚʥʷʥʥʽ ʟ ʚʠʧʘʜʢʦʤ 2. 

 ʄʝʪʨʠʢʘ, ʷʢʘ ʧʨʠʡʤʘʻ ʯʘʩ ʧʽʩʣʷ ʚʽʜʥʦʚʣʝʥʥʷ (ὸ) ʟʘ 0, ʘ ʽʥʪʝʨʚʘʣ ὸȟὸ  ï ʟʘ ʯʘʩ 

ʧʝʨʝʙʫʚʘʥʥʷ ʚ ʜʝʛʨʘʜʦʚʘʥʦʤʫ ʩʪʘʥʽ, ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʧʣʠʚʘʻ ʥʘ ʟʥʘʯʝʥʥʷ ʨʦʟʨʘʭʦʚʘʥʠʭ 

ʧʦʢʘʟʥʠʢʽʚ. ʎʝ ʧʨʠʧʫʱʝʥʥʷ ʻ ʩʧʨʘʚʝʜʣʠʚʠʤ, ʦʩʢʽʣʴʢʠ ʯʠʤ ʢʦʨʦʪʰʦʶ ʻ ʪʨʠʚʘʣʽʩʪʴ 

ʧʦʛʽʨʰʝʥʦʛʦ ʨʦʙʦʯʦʛʦ ʩʪʘʥʫ, ʪʠʤ ʰʚʠʜʰʝ ʚʽʜʥʦʚʣʶʻʪʴʩʷ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʧʝʨʝʨʚʘʥʠʭ 

ʥʘʚʘʥʪʘʞʝʥʴ. ʉʝʨʝʜ ʚʝʣʠʢʦʾ ʨʽʟʥʦʤʘʥʽʪʥʦʩʪʽ ʧʨʦʧʦʟʠʮʽʡ ʱʦʜʦ ʦʮʽʥʢʠ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ 
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ʩʢʣʘʜʥʠʭ ʩʠʩʪʝʤ [115] ʥʘʡʙʽʣʴʰ ʦʙˇʨʫʥʪʦʚʘʥʦʶ ʚʠʛʣʷʜʘʻ ʽʜʝʷ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʢʨʠʚʦʾ 

ʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤʥʦʾ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ὖ, ʧʦʙʫʜʦʚʘʥʦʾ ʯʝʨʝʟ ʙʝʟʨʦʟʤʽʨʥʫ ʬʫʥʢʮʽʶ ʯʘʩʫ ὸ, 

ʟʥʘʯʝʥʥʷ ʷʢʦʾ ʣʝʞʘʪʴ ʫ ʜʽʘʧʘʟʦʥʽ ʚʽʜ 0 ʜʦ 1. 

 

ʈʠʩʫʥʦʢ 4.12 ï ʂʨʠʚʘ ʩʪʽʡʢʦʩʪʽ 

 ʇʦʙʫʜʦʚʘʥʘ ʪʘ ʨʦʟʚʠʥʫʪʘ ʜʦ ʮʴʦʛʦ ʚʝʣʠʢʘ ʤʦʜʝʣʴ ʙʫʣʘ ʧʦʢʣʠʢʘʥʘ ʚʠʨʽʰʠʪʠ ʷʢʨʘʟ 

ʮʶ ʬʽʥʘʣʴʥʫ ʤʦʞʣʠʚʽʩʪʴ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʘʜʘʧʪʠʚʥʦʾ ʤʦʞʣʠʚʦʩʪʽ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ. 

ɿʦʢʨʝʤʘ, ʧʽʜʚʠʱʝʥʥʷ ʨʽʚʥʷ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤʠ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʚʽʜʧʦʚʽʜʥʠʭ ʧʦʣʽʪʠʢ 

ʪʘ ʧʽʜ ʚʧʣʠʚʦʤ ʜʝʢʽʣʴʢʦʭ ʨʽʚʥʽʚ ʢʦʤʧʨʦʤʝʪʘʮʽʡ. 

ʆʪʞʝ, ʥʘʩʪʫʧʥʠʤ ʢʨʦʢʦʤ ʧʦʪʨʽʙʥʦ ʚʚʝʩʪʠ ʧʦʚʥʦʬʫʥʢʮʽʦʥʘʣʴʥʫ ʬʫʥʢʮʽʶ ὗὸ, ʷʢʘ 

ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʦʧʠʩʫʻ ʩʪʽʡʢʽʩʪʴ. ʊʦʙʪʦ, ʟʘʛʘʣʴʥʫ ʽʜʝʶ ʪʦʛʦ ʬʘʢʪʦʨʫ, ʱʦ ʧʽʜ ʚʧʣʠʚʦʤ 

ʧʦʰʢʦʜʞʝʥʴ ʩʠʩʪʝʤʘ ʚʪʨʘʯʘʻ ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ. ʊʘʢʠʤ ʯʠʥʦʤ, ʥʘʤ ʧʦʪʨʽʙʥʦ ʦʮʽʥʠʪʠ ʾʾ 

ʟʤʝʥʰʝʥʥʷ. ʎʝ ʙʝʟʨʦʟʤʽʨʥʘ ʬʫʥʢʮʽʷ ʩʠʩʪʝʤʥʦʾ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ, ʟʥʘʯʝʥʥʷ ʷʢʦʾ 

ʟʥʘʭʦʜʠʪʴʩʷ ʚ ʜʽʘʧʘʟʦʥʽ ʚʽʜ 0 ʜʦ 1; ὸ ï ʯʘʩ ʧʦʯʘʪʢʫ ʘʪʘʢʠ, ʱʦ ʩʧʨʠʯʠʥʷʻ ʚʪʨʘʪʫ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ; ὸ ï ʯʘʩ ʧʦʯʘʪʢʫ ʧʝʨʝʙʫʚʘʥʥʷ ʩʠʩʪʝʤʠ ʫ ʩʪʘʥʽ ʜʝʛʨʘʜʘʮʽʾ ʚ ʨʝʟʫʣʴʪʘʪʽ 

ʘʪʘʢʠ; ὸ ï ʯʘʩ ʽʥʽʮʽʘʮʽʾ ʧʨʦʮʝʩʫ ʚʽʜʥʦʚʣʝʥʥʷ; ὸ ï ʯʘʩ ʧʦʚʥʦʛʦ ʚʽʜʥʦʚʣʝʥʥʷ. 

ʆʪʞʝ, ʟʘʛʘʣʴʥʘ ʨʝʟʠʣʴʻʥʪʥʽʩʪʴ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ ʧʣʦʱʘ ʧʽʜ ʢʨʠʚʦʶ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ, 

ʧʦʜʽʣʝʥʘ ʥʘ ʟʘʛʘʣʴʥʫ ʪʨʠʚʘʣʽʩʪʴ ʽʥʮʠʜʝʥʪʫ, ʱʦ ʬʘʢʪʠʯʥʦ ʚʽʜʦʙʨʘʞʘʻ ʩʝʨʝʜʥʽʡ ʨʽʚʝʥʴ 
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ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʩʠʩʪʝʤʠ ʟʘ ʮʝʡ ʧʝʨʽʦʜ. ʊʘʢʠʤ ʯʠʥʦʤ, ʢʣʶʯʦʚʽ ʢʦʤʧʦʥʝʥʪʠ 

ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ, ʷʢʠʤʠ ʻ ʰʚʠʜʢʽʩʪʴ ʚʽʜʥʦʚʣʝʥʥʷ (ʦʧʝʨʘʪʠʚʥʽʩʪʴ) ʪʘ ʩʪʽʡʢʽʩʪʴ ʜʦ ʫʜʘʨʫ 

(ʨʦʙʘʩʪʥʽʩʪʴ), ʪʘʢʦʞ ʤʦʞʥʘ ʚʠʟʥʘʯʠʪʠ ʢʽʣʴʢʽʩʥʦ.  

ɺ ʩʚʦʶ ʯʝʨʛʫ, ʰʚʠʜʢʽʩʪʴ ʚʽʜʥʦʚʣʝʥʥʷ ʨʦʟʨʘʭʦʚʫʻʪʴʩʷ ʷʢ ʛʨʘʜʽʻʥʪ (ʥʘʭʠʣ) ʢʨʠʚʦʾ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʧʽʜ ʯʘʩ ʚʽʜʧʦʚʽʜʥʦʾ ʬʘʟʠ  , ʪʦʜʽ ʷʢ ʩʪʽʡʢʽʩʪʴ ʜʦ ʫʜʘʨʫ ʢʽʣʴʢʽʩʥʦ 

ʚʠʟʥʘʯʘʻʪʴʩʷ ʧʘʨʘʤʝʪʨʦʤ ὒ, ʜʝ ὒ ï ʚʝʣʠʯʠʥʘ, ʱʦ ʧʨʝʜʩʪʘʚʣʷʻ ʟʘʣʠʰʢʦʚʠʡ ʤʽʥʽʤʘʣʴʥʠʡ 

ʨʽʚʝʥʴ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʚʥʘʩʣʽʜʦʢ ʚʧʣʠʚʫ ʘʪʘʢʠ [116]. 

ʆʪʞʝ, ʚʠʨʘʟ ʜʣʷ ʢʽʣʴʢʽʩʥʦʛʦ ʚʠʟʥʘʯʝʥʥʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ (ʦʯʽʢʫʚʘʥʦʾ ʩʝʨʝʜʥʴʦʾ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ) ʜʣʷ ʟʘʛʘʣʴʥʦʛʦ ʚʠʛʣʷʜʫ ʬʫʥʢʮʽʾ ʻ ʥʘʩʪʫʧʥʠʤ: 

   

Ὑ
ρ

ὸ ὸ
ὕὸὨὸ 

(4.16) 

  

ὗὸ

ὗȟὸ ὸ ὸ
ὗȟὸ ὸ ὸ
ὗȟὸ ὸ ὸ

 

 

(4.17) 

ɼʣʷ ʚʠʟʥʘʯʝʥʥʷ ʬʫʥʢʮʽʡ ὗ, ὗ , ὗ  ʥʝʦʙʭʽʜʥʦ ʚʨʘʭʫʚʘʪʠ ʨʝʟʫʣʴʪʘʪʠʚʥʽʩʪʴ ʚʧʣʠʚʫ 

ʢʦʥʪʨʟʘʭʦʜʽʚ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʧʨʠʟʫʧʠʥʝʥʥʷ ʘʪʘʢ, ʙʘʟʫʶʯʠʩʴ ʥʘ ʨʦʟʚ'ʷʟʢʘʭ ʟʘʜʘʯ 

ʚʠʷʚʣʝʥʥʷ ʪʘ ʘʜʘʧʪʠʚʥʦʾ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʘʛʨʦʟʘʤ ʫ ʤʝʨʝʞʽ. ɿʛʽʜʥʦ ʟ ʛʨʘʬʦʤ ʢʽʙʝʨʘʪʘʢʠ ʥʘ 

ʈʠʩʫʥʢʫ 3.4, ʫʩʧʽʭ ʟʣʦʚʤʠʩʥʠʢʘ ʜʦʩʷʛʘʻʪʴʩʷ ʧʦʝʪʘʧʥʦ ʰʣʷʭʦʤ ʧʦʩʣʽʜʦʚʥʦʾ 

ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʭʦʩʪʽʚ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʟʥʠʞʝʥʥʷ ʨʽʚʥʷ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʤʝʨʝʞʽ. 

ʋ ʤʽʨʫ ʣʘʪʝʨʘʣʴʥʦʛʦ ʧʦʰʠʨʝʥʥʷ ʘʪʘʢʠ ʟʥʠʞʫʻʪʴʩʷ ʽ ʨʽʚʝʥʴ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʷʢ 

ʩʘʤʦʾ ʤʝʨʝʞʽ, ʪʘʢ ʽ ʪʝʭʥʦʣʦʛʽʯʥʠʭ ʧʨʦʮʝʩʽʚ ʝʥʝʨʛʦʦʙôʻʢʪʘ, ʷʢʠʡ ʮʷ ʤʝʨʝʞʘ ʦʙʩʣʫʛʦʚʫʻ. 

ʏʠʤ ʨʘʥʽʰʝ ʚʜʘʻʪʴʩʷ ʧʨʠʟʫʧʠʥʠʪʠ ʨʦʟʚʠʪʦʢ ʘʪʘʢʠ, ʪʠʤ ʤʝʥʰʠʤ ʻ ʟʥʠʞʝʥʥʷ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʽ, ʷʢ ʥʘʩʣʽʜʦʢ, ʚʠʱʠʤ ï ʨʽʚʝʥʴ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ. 



188 
 

ɸʧʨʽʦʨʥʠʡ ʘʥʘʣʽʪʠʯʥʠʡ ʚʠʛʣʷʜ ʬʫʥʢʮʽʾ ὗὸ ʟʘʟʚʠʯʘʡ ʻ ʥʝʚʽʜʦʤʠʤ, ʪʦʤʫ ʧʦʙʫʜʫʻʤʦ 

ʾʾ ʩʧʨʦʱʝʥʫ ʤʦʜʝʣʴ, ʚʠʭʦʜʷʯʠ ʽʟ ʟʘʛʘʣʴʥʠʭ ʧʨʘʚʠʣ ʨʦʟʚʠʪʢʫ ʢʽʙʝʨʘʪʘʢʠ ʥʘ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ: 

¶ ʌʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʤʝʨʝʞʽ ʚʠʟʥʘʯʘʻʪʴʩʷ ʩʢʽʥʯʝʥʥʠʤ ʥʘʙʦʨʦʤ ʩʠʩʪʝʤʥʠʭ 

ʬʫʥʢʮʽʡ; 

¶ ʂʦʤʧʨʦʤʝʪʘʮʽʷ ʧʝʚʥʦʾ ʧʦʩʣʽʜʦʚʥʦʩʪʽ ʭʦʩʪʽʚ ʩʫʧʨʦʚʦʜʞʫʻʪʴʩʷ ʟʜʦʙʫʪʪʷʤ 

ʟʣʦʚʤʠʩʥʠʢʦʤ ʚʽʜʧʦʚʽʜʥʠʭ ʧʨʠʚʽʣʝʾʚ ʪʘ ʤʦʞʣʠʚʦʩʪʝʡ; 

¶ ʅʘʙʫʪʪʷ ʥʦʚʠʭ ʤʦʞʣʠʚʦʩʪʝʡ ʟʣʦʚʤʠʩʥʠʢʦʤ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ 

ʚʪʨʘʪʠ ʧʝʚʥʦʾ ʩʠʩʪʝʤʥʦʾ ʬʫʥʢʮʽʾ; 

¶ ʂʦʤʧʨʦʤʝʪʘʮʽʷ ʢʦʞʥʦʛʦ ʥʘʩʪʫʧʥʦʛʦ ʭʦʩʪʘ ʩʧʨʠʯʠʥʷʻ ʚʪʨʘʪʫ ʜʦʜʘʪʢʦʚʦʾ ʯʘʩʪʢʠ 

ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ ʤʝʨʝʞʽ; 

¶ ʂʦʤʧʨʦʤʝʪʘʮʽʷ ʚʫʟʣʘ ʚʠʱʦʛʦ ʨʽʚʥʷ (ʘʙʦ ʛʣʠʙʰʦʛʦ ʩʝʛʤʝʥʪʘ) ʤʦʞʣʠʚʘ ʣʠʰʝ 

ʧʽʩʣʷ ʫʩʧʽʰʥʦʾ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʡʦʛʦ ʧʦʧʝʨʝʜʥʠʢʘ ʫ ʛʨʘʬʽ ʘʪʘʢ; 

¶ ʗʢʱʦ ʘʪʘʢʘ ʙʫʣʘ ʫʩʧʽʰʥʦ ʟʘʙʣʦʢʦʚʘʥʘ ʥʘ ʧʝʚʥʦʤʫ ʨʽʚʥʽ, ʾʾ ʧʦʜʘʣʴʰʝ ʧʦʰʠʨʝʥʥʷ 

ʧʨʠʧʠʥʷʻʪʴʩʷ ʚʟʘʛʘʣʽ [117]. 

ɿ ʫʨʘʭʫʚʘʥʥʷʤ ʮʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʪʘ ʨʽʚʥʽʚ ʢʦʤʧʨʦʤʝʪʘʮʽʾ, ʢʨʠʚʫ ʩʪʽʡʢʦʩʪʽ ʤʝʨʝʞʽ 

ʚ ʫʤʦʚʘʭ ʢʽʙʝʨʘʪʘʢʠ ʧʨʠ ʟʘʩʪʦʩʫʚʘʥʥʽ ʘʜʘʧʪʠʚʥʠʭ ʢʦʥʪʨʟʘʭʦʜʽʚ ʤʦʞʥʘ ʧʦʜʘʪʠ ʫ ʚʠʛʣʷʜʽ 

ʩʪʫʧʽʥʯʘʩʪʦʾ ʬʫʥʢʮʽʾ ʥʘ ʝʪʘʧʘʭ ʘʙʩʦʨʙʮʽʾ ʪʘ ʚʽʜʥʦʚʣʝʥʥʷ. 

ʅʘ ʈʠʩʫʥʢʫ 4.13 ʧʦʢʘʟʘʥʦ ʩʧʨʦʱʝʥʠʡ ʚʠʛʣʷʜ ʢʨʠʚʦʾ ʩʪʽʡʢʦʩʪʽ ʜʣʷ ʨʽʟʥʠʭ ʩʮʝʥʘʨʽʾʚ 

ʨʦʟʚʠʪʢʫ ʘʪʘʢʠ ʟʘʣʝʞʥʦ ʚʽʜ ʝʪʘʧʫ ʾʾ ʧʨʠʧʠʥʝʥʥʷ. ɿ ʫʨʘʭʫʚʘʥʥʷʤ ʧʨʠʥʮʠʧʫ ʤʦʥʦʪʦʥʥʦʩʪʽ, 

ʽʤʦʚʽʨʥʽʩʪʴ ʫʩʧʽʰʥʦʛʦ ʧʨʦʥʠʢʥʝʥʥʷ ʧʨʠ ʙʘʛʘʪʦʨʘʟʦʚʠʭ ʩʧʨʦʙʘʭ ʥʘ ʢʦʞʥʦʤʫ ʟ ʥʘʩʪʫʧʥʠʭ 

ʝʪʘʧʽʚ ʟʤʝʥʰʫʚʘʪʠʤʝʪʴʩʷ ʧʦʨʽʚʥʷʥʦ ʟ ʧʦʧʝʨʝʜʥʽʤ. ɺʽʟʫʘʣʴʥʦ ʮʝ ʚʽʜʦʙʨʘʞʘʻʪʴʩʷ 

ʟʥʠʞʝʥʥʷʤ ʽʥʪʝʥʩʠʚʥʦʩʪʽ ʟʘʬʘʨʙʫʚʘʥʥʷ ʛʨʘʬʽʢʘ ʧʨʠ ʧʝʨʝʭʦʜʽ ʟ ʧʝʨʰʦʛʦ ʨʽʚʥʷ ʥʘ ʜʨʫʛʠʡ, 

ʘ ʟʛʦʜʦʤ ï ʥʘ ʪʨʝʪʽʡ. ʗʢʱʦ ʧʨʦʚʝʩʪʠ ʥʘʪʫʨʥʽ ʘʙʦ ʮʠʬʨʦʚʽ ʩʠʤʫʣʷʮʽʡʥʽ ʚʠʧʨʦʙʫʚʘʥʥʷ, 

ʪʘʢʘ ʩʭʝʤʘ ʩʪʚʦʨʶʻ ʥʘʜʽʡʥʝ ʧʽʜˇʨʫʥʪʷ ʜʣʷ ʢʽʣʴʢʽʩʥʦʾ ʦʮʽʥʢʠ ʢʽʙʝʨʩʪʽʡʢʦʩʪʽ ʩʠʩʪʝʤʠ. 
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ʈʠʩʫʥʦʢ 4.13 ï ʂʨʠʚʽ ʩʪʽʡʢʦʩʪʽ ʜʣʷ ʨʽʟʥʠʭ ʚʘʨʽʘʥʪʽʚ ʨʦʟʚʠʪʢʫ ʢʽʙʝʨʘʪʘʢ ʥʘ ʤʝʨʝʞʫ ʚ 

ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʝʪʘʧʫ ʧʨʠʧʠʥʝʥʥʷ 

ʊʝʧʝʨ ʤʦʞʥʘ ʟʘʧʨʦʧʦʥʫʚʘʪʠ ʤʦʜʝʣʴ ʦʮʽʥʶʚʘʥʥʷ ʨʝʟʠʣʴʻʥʪʥʦʩʪʽ ʜʣʷ ʤʝʨʝʞʽ ʧʽʜ ʯʘʩ 

ʘʪʘʢʠ ʟ ʤʦʞʣʠʚʦʩʪʷʤʠ ʘʜʘʧʪʠʚʥʦʛʦ ʟʘʭʠʩʪʫ. ʈʦʟʛʣʷʥʝʤʦ ʥʘʙʣʠʞʝʥʫ ʜʦ ʨʝʘʣʴʥʦʩʪʽ 

ʩʠʪʫʘʮʽʶ, ʢʦʣʠ ʤʝʨʝʞʘ ʧʽʜʜʘʻʪʴʩʷ ʧʦʩʣʽʜʦʚʥʠʤ ʢʽʙʝʨʘʪʘʢʘʤ, ʱʦ ʤʘʶʪʴ ʥʘ ʤʝʪʽ ʾʾ ʧʦʚʥʫ 

ʢʦʤʧʨʦʤʝʪʘʮʽʶ. 

ɼʣʷ ʜʘʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʜʦʩʪʘʪʥʴʦ ʨʦʟʛʣʷʥʫʪʠ ʪʨʠ ʢʣʶʯʦʚʽ ʨʽʚʥʽ ʢʦʤʧʨʦʤʝʪʘʮʽʾ 

(ʝʪʘʧʠ ʢʽʙʝʨʘʪʘʢʠ), ʥʘ ʷʢʠʭ ʤʝʨʝʞʘ ʱʝ ʟʙʝʨʽʛʘʻ ʧʝʚʥʫ ʯʘʩʪʢʫ ʩʚʦʻʾ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ, 

ʧʝʨʰ ʥʽʞ ʙʫʜʝ ʦʩʪʘʪʦʯʥʦ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʘ: 

¶ ʋʭʠʣʝʥʥʷ ʚʽʜ ʟʘʭʠʩʪʫ (Defense Evasion); 

¶ ɿʙʽʨ ʽʥʬʦʨʤʘʮʽʾ (Discovery); 

¶ ɼʦʩʪʫʧ ʜʦ ʦʙʣʽʢʦʚʠʭ ʜʘʥʠʭ (Credential Access). 

ʅʘ ʢʦʞʥʦʤʫ ʟ ʮʠʭ ʨʽʚʥʽʚ ʩʠʩʪʝʤʘ ʚʪʨʘʯʘʻ ʧʝʚʥʫ ʯʘʩʪʢʫ ʩʚʦʻʾ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ. 

ʗʢʱʦ ʧʨʦʚʝʩʪʠ ʜʦʩʪʘʪʥʶ ʢʽʣʴʢʽʩʪʴ ʯʠʩʝʣʴʥʠʭ ʝʢʩʧʝʨʠʤʝʥʪʽʚ (ʘʙʦ ʩʠʤʫʣʷʮʽʡ) ʜʣʷ 

ʚʩʪʘʥʦʚʣʝʥʥʷ ʡʤʦʚʽʨʥʦʩʪʝʡ (ʯʘʩʪʦʢ) ʫʩʧʽʰʥʠʭ ʘʪʘʢ, ʷʢʽ ʜʦʩʷʛʘʶʪʴ ʢʦʞʥʦʛʦ ʟ ʮʠʭ ʝʪʘʧʽʚ, 

ʟ'ʷʚʣʷʻʪʴʩʷ ʤʦʞʣʠʚʽʩʪʴ ʢʽʣʴʢʽʩʥʦ ʦʮʽʥʠʪʠ ʩʝʨʝʜʥʽʡ ʨʽʚʝʥʴ ʚʪʨʘʪʠ ʬʫʥʢʮʽʦʥʘʣʴʥʦʩʪʽ, ʱʦ, 

ʩʚʦʻʶ ʯʝʨʛʦʶ, ʜʦʟʚʦʣʠʪʴ ʦʮʽʥʠʪʠ ʟʘʛʘʣʴʥʫ ʢʽʙʝʨʩʪʽʡʢʽʩʪʴ. 








































































































