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ABSTRACT

Lychyk V.V. Modeling the cyber resilience of critical infrastructure on the example c
an energy facilityl Qualifying scientific workas a manuscript. Dissertation for the degree of
Doctor of Philosophy in the field of study 12 "Information Technology", specialty 12!
"Cybersecurity and Information Protectioin“National Technical University of Ukraine "lgor
Sikorsky Kyiv Polytechnic Ingute"”, Kyiv, 2026.

In the conditions of hybrid warfare, complex critical infrastructure systems turn int
priority targets for the implementation of mwtctor destructive impacts aimed at
destabilizing basic lifesupport processes. In this context, a special place ipeccby the
energy sector, which is the fundamental basis ensuring the uninterrupted operation of all c
critical sectors (defense, medical, financial, transport, and communication). The exponer
growth in the number and complexity of targeted cytbacks (in particular, Advanced
Persistent Threats) on the technological networks of energy enterprises creates
unprecedented level of threat to the stability of industrial and -smcinomic systems.

At the same time, global digital transformation and the irreversible convergence
Information Technology (IT) and Operational Technology (OT) have completely nullified tr
air gap paradigm for critical infrastructure facilities. The current stage ofrsyydee
development is characterized by a qualitative evolution of threats, a sharp increase in
propagation speed of cyber incidents, the automation of attackers' tools, and a reduction i
cyberattack execution time to levels that critically excdwdreaction capabilities of human
operators. These unprecedented challenges transform the assurance of critical prc
continuity from a purely technical task into a key factor of national security. As a result,
accordance with the latest global remgioly requirements, the defense strategy for
infrastructure facilities is fundamentally changing: from attempts to build an absolute
impenetrable perimeter to the conceptualization of guaranteed cyber resilietioe
mathematically and engineeripgstified ability of a system to survive and function under

conditions of inevitable compromise.
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Thus, digitalization and the integration of information and technological processes in
energy sector transform modern critical infrastructure facilities into complex-pylysical
systems. The growing intensity of cyber impacts on such facilitiessigates a transition from
classical cybersecurity paradigms to comprehensive cyber resilience (cyber fault tolerat
management. This approach is based on the system's ability to adapt, withstand malic
Impacts, maintain the execution of basic tafgattions under conditions of degradation, and
restore critical functions to a minimally required operational state. The specificity of ener
facilities lies in the fact that cyber incidents directly affect the physical state and the contint
of the taget functioni electricity distribution.

Targeted cyberattacks on this critical function can lead to prolonged delays in decisi
making, permanent blocking of legitimate network segments, and significant economic :
functional losses. Under such conditions, the task of transitioning fromaijvalisecurity
assessment indicators to strict quantitative cyber resilience metrics becomes highly rele\
An analysis of current frameworks and systems for assessing cyber resilience (including
Linkov group methodology, CERRMM, and the MITRE cybe resiliency engineering
framework) confirmed the tendency to shift the focus to quantitative indicators centered
forecasting and adaptation. It has been established that universal criteria for most en
facilities are MTTR, RPO, RTO, SPC, and thegeatage of retained functionality of the
enterprise's core mission. At the same time, classical threat assessment approaches
significant limitations, as they are primarily focused on static vulnerability analysis and do r
allow for proactive managesnt of the IT infrastructure under conditions of incomplete
information and partial observability of the attacker's actions, which is objectively caused
the specific architecture of SCADA systems, telemetry delays, the generation of false positi
andthe risks of compromise of monitoring system sensors (IDS/SIEM).

The dissertation is devoted to the development of models and the improvement
methods for ensuring the cyber resilience of critical infrastructure (using the energy facility
an example), which allow for the quantitative assessment of threats astegeg, adaptive

management of defensive actions in real time, and increasing the network's resilience to ¢
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incidents. A comparative analysis of modern approaches has shown that existing solution
not fully account for the dynamics of attack propagation and the economic cost
countermeasures. It has been established that the basis for a framework ttedhleldgber
resilience of the electricity distribution function must be a mathematical apparatus capabl
handling uncertainty, in particular, Bayesian belief networks.

The dissertation formalizes the conceptual apparatus of cyber resilience and substant
its conceptual difference from classical cybersecurity. Based on a critical analysis of leac
international frameworks, it is proven that existing approaches astlynbased on a Data
driven paradigm (qualitative expert assessments), the limitations of which do not allow
forecasting and dynamic system adaptation under the conditions of modern cyber incide
The study also justifies and executes a conceptaiasition from qualitative cyber resilience
domains to higHevel quantitative models by developing a metamodel of the energy facility
IT network. The necessity of transitioning to a quantitative assessment of the cyber resilie
of infrastructure facities using a Modetlriven paradigm is substantiated. The metamodeling
of cyber resilience categories was carried out based on the MOF-QMgtat Facility)
architecture, expressing concepts in UML. Such structural modeling ensured a rigor
transition fom abstract qualitative indicators to a computational model of the problem dom:
(energy sector), creating the necessary basis for the subsequent application of probabi
parameter estimation tools and the calculation of the system's functions)] staiarticular,
Bayesian networks. The process of transitioning from the domain profile level to t
computational level proved the necessity of introducing elements that provide adaptability .
dynamic reconfiguration functions. This confirms the hjpsts regarding the need to increase
the complexity of the critical infrastructure facility's controller to maintain an adequate lev
of functioning during cyberattacks.

The problem of reducing uncertainty during cyberattacks on an energy facility w
investigated. It is shown that Bayesian networks are effective for early threat detection, wt
prior probability distributions are constructed using vulnerability datab@¢g) with the
application of CVSS metrics. A sensitivity analysis of the model using the Kjeerulff and v:



14

der Gaag method proved its low sensitivity to errors in prior parameters, confirming t
relevance of using this approach for the quantitative assessment of threats at various stag
a cyberattack.

During the dissertation research, a method for active-tireal cyberattack
countermeasures for an energy facility network was developed, based on the integratio
Bayesian Attack Graphs (BAG) into the framework of Partially Observable Markov Decisic
Processes (POMDP). Unlike classical heuristic approaches, the proposed method avoid:
excessive costs of permanently blocking critical network segments, focusing on the optil
allocation of resources and the most probable attack vectors. It is shovenkiyafactor in
minimizing losses is not only the rigidity of the response but also the availability and dire
cost of threat verification, which transforms the defense strategy from reactive to proact
targeted elimination. During the experimental mlaty, a comparative analysis of four cyber
defense strategies was conducted, which conceptually differ in demsiking approaches,
the value of the discount factar)( and the variability of available countermeasures (in
particular, the presence afformational actions). Through the application of the developec
algorithm and its computational implementation in the posalge environment, an optimal
countermeasure policy was synthesized. The results of practical testing empirically confirr
its highefficiency in the timely localization of threats, cost minimization, and maximization c
the studied infrastructure's cyber resilience indicator.

In the course of experimental research, the inefficiency of direct implementation
highly detailed cyberattack scenarios for forming a voluminous data sample was practic
proven. Practical testing showed that, despite the effectiveness of suchascdoang field
testing directly at a critical infrastructure facility, their application faces critical limitations i
modeling and forecasting. These include the strict confidentiality of operational datasets,
closed architecture of technologicalwetks in the energy sector, and the excessive resourc
intensity of manually reproducing compromise vectors. Since the factors identified during
experiment made it impossible to further scale the tests, a justified decision was made to ch

the reseaxh methodology. Accordingly, a transition was made from the manus
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implementation of attacks to the application of automated methods of incident simulat
modeling.

An experimental environment was built, and simulation modeling was conducted to t
the proposed approaches. Based on the research results, it was established that the reduc
the complex topology space of the technological network (SCADA systerdshazrostates
based on the Cyber Kill Chain model ensured the computational tractability of the POMI
policy by overcoming the problem of the exponential growth of the state space dimensiona
It is proven that the introduction of lewost reconnaiss@e operations (audit, blocking,
isolation, controller polling, and integrity verification) radically changes the behavior of tr
autonomous agent, ensuring a transition from "reactive containment" to "preventi
elimination"”.

For the experimental validation of the proposed solutions and obtaining a representa
data sample, the MITRE Caldera automated cyberattack emulation framework was used. B
on the results of largsecale modeling (execution of more than 800 destrustipact modules),

a countermeasure impact matrix ("Action vs. State") was developed, which quantitativ
formalizes resource costs and the level of residual system operability depending on the cu
state of node compromise and the selected action.

Additionally, a Countermeasure Efficiency matrix was constructed, formalizing th
system's ability to localize threats. A nlbmear dependence of the operational capability of
defensive actions on the stage of the attacker's advancement through th& netsvproven
(from the low effectiveness of basic IP blocking at early stages to the maximum efficiency
deep audit and full host isolation methods at critical points). Based on the obtained empir
data, the ability of the developed optimal policywithstand highly aggressive targeted attack
scenarios with guaranteed preservation of the IT network's critical functionality w;
experimentally confirmed.

The obtained results confirmed that improving the reward function by strictly linking
to physical degradation coefficients of the target function (e.g., controlled load shedding) sf

the task of cyber defense into the realm of minimizing econonse$os$t was established that
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the implementation of the developed optimal policy allowed reducing the total cost of a cy!
incident by 35 times (with a discount factgr Simulation modeling demonstrated an absolute
increase in the overall cyber resilience of the network by 27.58% compared to the base
strategy. The proactive actions of the autonomous agent reduced the overall functional lo
of the energy facilitypy a factor of 6.7 (from 32.39% to 4.81%), which indisputably proves th
high efficiency of the adaptive defense mathematical model.

The aim of the dissertationis the development of models and methods for the
guantitative assessment and assurance of cyber resilience (cyber fault tolerance) of IT netw
in critical infrastructure facilities (using the energy sector as an example) for adaptitreeesal
counterneasures against cyberattacks and the minimization of functional and economic los

Object of research:processes of ensuring cyber resilience and the functional continui
of the IT infrastructure of energy facilities under conditions of dynamic cyber threat
uncertainty, and limited network observability.

Subject of research:models and methods for the dynamic selection of optimal cybe
resilience strategies based on the combination of Bayesian attack graphs and part
observable Markov decision processes.

The following scientific results were obtained in the dissertation research:

1 for the first time, a cyber resilience metamodel for the distribution function of ar
energy facility was developed;

1 for the first time, a mathematical model for the early assessment of cyberattas
threats to an energy facility based on Bayesian networks was constructed,;

1 improved the method for calculating countermeasures within a reactive cyb
defense policy for an IT network based on partially observable Markov decision processes

1 improved the method for assessing cyber resilience under the conditions
implementing countermeasures of a reactive cyber defense policy at an energy facility;

1 further developedthe application of the conceptual apparatus for designing cybe

resilience models for critical infrastructure facilities;



17

1 created an integrated method for active réimhe countermeasures against
cyberattacks at an energy facility to ensure reactive containment and preventive th
localization.

The practical significance of the obtained resultdies in the fact that the developed
models and methods can be implemented in the operations of security operations centers (
of energy enterprises for the quantitative assessment of cyber resilience, early threat detet
and automated selectionauftive defense policies for SCADA systems. The proposed solutior
significantly minimize the losses of the critical infrastructure facility's target function. Th
proposed models and policies can also leel us the educational process in training specialists
in the specialty 125 "Cybersecurity and Information Protection,” as well as in further scient
research in the field of critical infrastructure protection and the security of-pyysical
systems.

The results of this work were implemented into the educational process of t
Educational and Scientific Institute of Physics and Technology of the National Techni
University of Ukraine "Igor Sikorsky Kyiv Polytechnic Institute”, specifically in thedacaic
course "System Technologies for Windows Applications”, which is confirmed by th
development of the study guide:

System Technologies for Windows Applications. Computer Practicum [Electron
resource]: a study guide for bachelor's degree students under the educational prog
"Systems, Technologies, and Mathematical Methods of Cybersecurity" and "Systems
Technicallnformation Protection”, specialty 125 "Cybersecurity”, and under the education
program "Mathematical Methods of Modeling, Pattern Recognition, and Computer Visior
specialty 113 "Applied Mathematics" / Igor Sikorsky Kyiv Polytechnic Institute ; cargil
L. Yu. Halchynskyi, V. V. Lychyki Electronic text data (1 file: 1.49 MB]j. Kyiv : Igor
Sikorsky Kyiv Polytechnic Institute, 2023. 110 p.1 Title from the screeni URL:
https://ela.kpi.ua/handle/123456789/603déte of access: 01.02.2026).

The results of the dissertation research were implemented during the development o

operational cycle of the SALUS project (Strengthening Law Enforcement Agencies throu
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Advanced loTfhased Forensic Tools and Enhanced Investigation Schemes realized vi
SoftwareDefined Securityasa-Service Architecture), funded by the European Commissior
(Project 101225710 HORIZON-CL3-2024FCT-01-01) (the certificate of implementatiar

the dissertation research results is provided in Appendix B).

The scientific developments of the PhD candidate were applied during participation
the working group of WP6 of the SALUS project, which is dedicated to countering industr
cyberattacks and detecting security/operational anomalies in the contexewnfigdatuclear
and radiological emergency situations (the certificate is provided in Appendix D).

The developed cyber incident response procedure and the algorithm for finding optir
countermeasure policies were used in the development of technical documentation pack
for the system of energy facilities of Ukraine: "Cyber Defense Plan," "CybenBeefeesting

Program and Methodology,"” "Cyber Threat Vulnerability Detection Report," and "Cyb
Defense Implementation Report" (the certificate of implementation of the dissertation resec
results is provided in Appendix B).

Based on the materials of the dissertation, 15 works were published, of which 4
articles in journals and collections of scientific papers included in the list of professior
publications approved by the Ministry of Education and Science of Ukrairiad@pecialty
of the dissertation, and 11 are publications in conference proceedings (including internatic
ones).

Keywords: cyber resilience, cyber robustness, information security, cybersecurit
critical infrastructure, vulnerabilities, cyberattack, metamodebdeling attack graph,

countermeasure policy, Bayesian network, POMDP, power grid IT netaerlrity system
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BAG i BayesianAttack Graph

BN 1 Bayesian Network

CPTi Conditional Probability Table

CVET Common Vulnerabilities and Exposures
CVSSi Common Vulnerability Scoring System

DAG i Directed Acyclic Graph

DMZ i Demilitarized Zone

DNS1 Domain Name System

DCi Domain Controller

ERP1 Enterprise Resource Planning

FEPT FrontEnd Processor Server

FSi1 File Server

FTPi File Transfer Protocol

HDS1 Historical Data Server

HMI T HumanrMachine Interface

ICCP1 Inter-Control Center Communications Protocol
ICCST Inter-Control Center Communications Standard
ICST Industrial Control Systems

IDST Intrusion Detection System

IT-networki Information Technology Network

LAN 7 Local Area Network

LCPD1 Local Conditional Probability Distribution
MOF i Meta-Object Facility

MTTR T Mean Time To Repair

NIST 1 National Institute of Standards and Technology
NFST Network File System
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OMG d Object Management Group

OT-networki Operational Technology Network

POMDPI Partially Observable Markov Decision Process
RDO’1 Recovery Degree Objective

RTOT Recovery Time Objective

RTDPT RealTime Dynamic Programming

RTUT Remote Terminal Unit

RPCi Remote Procedure Call

SCADA'T Supervisory Control and Data Acquisition
SIEMT Security Information and Event Management
SPCi Statistical Process Control

TET Target Distribution / Exploitability

TRCT Report Confidence

TRL T Remediation Level

UML 1 Unified Modeling Language

VPN Virtual Private Network
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| " Hdzso dz0 i HOGTESEEO W ©hlsOdadzy & dz' W
@OMS "' &z $d zj ekl HigEBlS QdksRss | 8 b dzd 5 defy
COlOMmistetsY * ydzd B dzOMdz' HE OB .

[ Odz' ttsL ¢ dzVv dzgj dzss N dziztS Is ta dscdyBpdimteits/enndadty &z dzg 13 |
L §sH' &z jdj st djMsed ?  H ) tsdedsidyls Oy ts g ¢
sy &S d S 'ksjtmk]2CEMAD HY ' riZotmdrivendgiodidz @O
s JteOlsd mw O WlkZdzH Od3j dzls Odzt dz' f sdgv Islsw
Hisfpdz' HY j dadzv ) ZOh sz o dedzwH " . v sdslz  da
fjtejC dzOMmMisd L OCOd d f§dwislkw C'Bjtemls' 26 sh
OMG.

24N St BOdz' CL' BYj' tete j L o ddz0 dedipissipls © f e dzyd o

JTdmOdz COIj &S5t totely @ dqozPls talsqlzs mbiziso 2 H dzW
WBsed3dOdz' L Oy T 0 dzO tsmdztse B sBHBERZSEe ~ [ [ G.
&ZOL o O Is! Mw dBJ IsSOdBSH j dzt 9 Odzdzv d3. A ] L dzOyoO’
sfdfim ‘' dhts’ dBsHjd hdvitd Is tc O dzL iz ofis| dzts dstis E
BsH Ppdsf dMEz'0 dgse wWC' 2 Wstodyizdzg * s s iz dstOHRjSA
0 . Aj HBLoatdY' {fBERZHEZOOId dOdzy® ¥ ¢ dsH
dzdL ! €d2 t'ojdz OBMOCYy" ', hts LtcjhIstse HO
slsted Bzo Olsd ¢ " dz' €' Mz By' dz¢d. drn jzdERESOS 56

] ws odSitstedMmMlsOdzdzy BBSHJdZi 2 9903 0° Ist Mmw
ftoj HABJ sBBA3 Htsmdz' HY J dzdzv ‘ sy 2¢O tjLdd
AW e OMistez S Iskzted, ss OS2 " HA"H dz02 B '
dzO0 ‘ Hddzlz dgjtflCOHH]jedds’ . H OMBdzishnjj L OMisshtseo 2 Is+
Driven Ar chi t ect ( MDA) . AJ?2 f " HA ' H BOL E® Is-
( d3d s OdBts H |, dzswel@dzddzOL -0 O] ¢se¢ thy MebB@d3sH J dz2 o d |
LOoOVYL@gHWYWEd H' OcttOd CdzOMm" 9. [ & Itsets 1y,
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IstsB Ists, BJlL md 3O dzlsd ¢ (. [ BH | dz! ‘ J SLJ o3t d
MskzCIskte', odLdOyj dz 2 d3dJ SOd3sH j dzdzte . [ j sOd

BZOIsd oM’ daglH j dz' UML
MLB4 (metalever border)

I level, metalevel

MLB3 (metalever border)

I level, metalevel

MLB2 (metalever border)

I level, metalevel

MLB1 (metalever border)

[ MOF (meta-model) l

I "instanceOf"

[ UML metamodel l

I "instanceOf"

{ User model }

I "instanceOf"

{ model instance }

level

LBO (lever border)
t dMiz2sE ¢ sis d te d O twrdzjlojcE Is Iz t6 O52d34 Is O d3ts H |
JTdmOded 2 easBM J Cdgjdds[@ ff ° n@bject FaCilMD Ry J ) 9@ dzra O
Hdzv L tesBSCd Otn IsjSIskted, Cjtotseo Odas’ BBH.
Hdzv tLtesBS¢d dBsets® UML. mtsyoO OMG f jtejHBO
w g SysML, SPEM OBt % CWM. [H&OC E ftHOd
dZslsOYML. v 0O0¢d2 ' HAa'H HBSLoatdw' Ctdhistklk
f sdgv Islsw ftcj HA3j Isdats” sB dzOMiIs * ftesls dzd
ftcj HA3j Isdats”’ sB dzOMiIs * . [ HdzOC , tetsL etsBdzd & d |
LOCOdz dzgd2 " HO®" MIsMOPHOfdkRYRAE '~ -~ HAEZY HAE&V
K42 §"'Ha' ' H dthdls! d&OLbwkiEB@&Y }Is dZPr § Sitcldz®s .d3,
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LOoaYyHd ftsoddedzO tetsL h dqtes 9 Olsd  j o dzz J Is Odzts dzd

UML. v0OSdds yddesdz, 2tcets sz ls@tsli ¢ dzV i QEOE

sHddz 6" e jdz odhj, d2' 3y BIIOBSHjdz2 UML, Ists
sz, dz@ljG@s Qg dz@ ftoj HA3j Isdes’ B dZzOMls*

UML f OC jIsOdd:

1.1 jeh d2 o Mmisdls: odL dzOyJ dzdzv  Isdf " of deCEPA]
sfdmMOdeddzsd o OCjls" jdzj o5j dals' & issH j dz' .
2.1 teked?2 & Misdls: jdzj d@3gj delsd BsH jdzj 2, wC
10 kdipSftedo jHj dzs Mmnj RO CF teigictedrt d,ezts Wgea
MCAZOHO' s MW L Heotm OLO' BsLO' WL Odzgdr O

j Model

datatypes oo elements

t dmiz2sE § sH j dz2 @ ej dae ] L d dz® ° wzls szt s OC

1 sCOL Odzgz dadB (fipfy B3O § OC j SO d3O° BEIsd dz
tojlsjdz detsets OOz’ Lz fj BOdelsdSd Htoj Hd3j Isdats’
ftojHAB] Isdes™ BB d&ZOMIS® hdzZw B sd3 o dL dz upR EAfias ¢ @ 1dAg
sdfd HOdzd R jdzj d3j dzls® © SCH'd®'] te t©jdz] djiizs ety dxts figts dH
tcSL EdzZV HOE Is! MW & dsH j dZ Hisdzj dzz. 0 ® d { dzO Q glzck
ZO2B ' dz2h ftcd2dgvIlsded?2 Hd&zYW fSHOd "tsets ad¢C tsto
sB tozdzlstso OdzO OBUNlstd®C Is'dW ' deO OB lsafde” © SO L O
(20 ted S dzOH: dzs@' ydeda, Isjrdetsdztse’ ydedrn, YoM
WOCIstste" 9 L OctotsL (( dzOfted S dzOH: €' B Jtodzj Isd ydzC
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¢ Sesj ez j L d o O Cogldsdzsigl o

oze

<= enum== =R
Dependency FDCKind
Cyber flexible
Other buffer
capacity
tolerance
=Tenum-= =<enum=>
ControlState DependencyKind
Regular physical
Al.ﬂ.-t functional
Z\fI1t1g;te temporal
Adaptive spatial
Eecovery
= gnum-=- <=enum-=
CriticalLevel InfraType
Regular Electricity power
Emergency Other
Adaptive
mitigate
<=enum-=
U= LickelyhoodLevel
InfraType Light
human Low
: Meds
technological Samm
" High
networl =
: imnossible
equiptment
data
<=enum-=
InfraState
e Resula
uctiomngilode Alert
. Absorptive
Standard Abnormal
Non-staff Fecovery

Hsdsj dzlz

HiSL 9 sdzw
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OLO i3BL O ' WL Odzedr B SOC d&zOM" o, CYJdz L w Qo
tej L ddzt * dzlsdatsmls’

Cyber Resilience <

<l

<

Planning Detection H ‘Adaptation ion T
L Protection
s
Critical Function Mitigation
+CritState;CritLevel FDC
+kind:FDCkind
Y
Attack
- +Name: String
S +Akind:AttackType
v Y A}
Index '
+MName:String <] '
+Value:String :
L]
e ———
L]
L]
i
. G :
«pe{ni»
L]
i
k4
Confrol
. +slate ConlrolState (¢
A 4 ]
Infrastructure Attacker '
I |
+InfType EPS +Name:Siring N — Vulnerability
+AKNDARGCKEIKINA L - - o o e m e m e d i c i m i mccd i cdd e cccmccm e s e —m = => +Name:String
+Lickly LickelyhoodLevel

{ dMEz2aABE ¢ sH | dz' @ e3j dazj L d df O Cdgldsdztyfivliy) " d3d dels
rdwe'™ L jajgjdls' o ftojHMsOdW] dzsdyf§ mBgE
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ftojHdBj sdts’ ©B&OME', WCO HEL oosdiltstd iflsjOekdz
fejyjHjdds' @8 O H' OCtOd € &OM' o.
MOLOSIsjtedzss *  dzOWe dz' Mls: jdzj d3j dals' o, Nt

o ZOMIsdotsMmls' tjLdd * dsdzsfls’ I5OC CE Bigtm) OF dzr
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<<Metaclass>>

Class =<Metaclass>>
<=Stereotype>> Component
Attacker
( +name:String )
<<Stereotype>>
Attack
<< Stereotype>> +name:String
“eStereotine>> Functioning +Atype:String
nnin
9 +modeF:FunctioningMode
<<Stereotype=> F Y
Control
+ +modeC:ControlState
+yulnerabilites:vulnerabiliy] ]
<< Stereotype>> +ConSernvice:controlservices| |
Cyber-resilience
+resStateInfraState
<<STereolpess +AssCR:Real
Detection
+indAttack Attackindex ]
+emergency.Boolean 5 U
,—5 <<Stereotype>>
Infrastructure
+ifunction:InfraType:
L +instanties:Infrainstance[ ]
<< Stereotype>> 2
Protection
i X = << Stereotype>>
indAttack Attackindex]] Absorbtion
+contstate: ConrolState
+fdc:FDCKind
<<5Sterectypes> <<Stereotype>> <<Stereotyper>
Mitigation Recovery Critical Function
+critically:CritLevel +critically: CritLevel +criticality: CritLevel
+indices:index ]
<<datatype>> <zdatatype>> <<datatype>> <<datatype>>
Vulnerability Controlservice Index FDC
+name:String +name:String +name:String +name:Siring
+ralue:Strig +ControlType:String +value: Type:Siring +kind:fdcKind
. A
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s H § dzs 9 O dzdaW

H dzwW
H' OG tc Od3.
Hidj dzlz

dzj 5B = °




94

H' OetcOdiRO ¢ dzOM"' o, H' OctcOdRBO ftej yiHJdzls® o
ftoedL dzOyj dz2@ Hdzw o' HBBtGO)Y jdadew MbtckCIskztcd md
A nOtOCIjtcdMisdS OB SO tsBd3j Y J dedzw 3. [ ' OG
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1 Ossd3 Mmls! H' OGteORO HtojyjH dals' o, weo
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==Class>>
Control

+modeC.ControlState
+yulnerabilites vulnerabiliy] ]
+ConSenvice:controlsenvices| |

<h

==Class=>
Infrastruture

+function:InfraType
+instanties:Infralnstance{ ]
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A
i iy
“2Class=> “2Class=>
Fundamental Service Attacker
+KindSermvice:String +name: String f:
+Atype: String I
|
<<Class>> :
(—) Supervisor :
<22Class=> <22Classs> <2Class=> <2Class=> !
Operator == Distribution Equipment ETN :
MM [ I
|
< |
1
I <cuges> | -::-::ljsIE}} & !
<<uje>> o :
i I ] | 1
lg======—-~— - I
<<Class>> ccusens]  <<Class>> <<Class>> :
Software Hardware Technology :
| +KindTechnology:String :
]
; l
) R — Z !
i e 1 e :
“2Class=> zzClagss> I
DTC CriticalFunction !
------ D ~ariticality CritLevel [ !
+indices:index] ] e’ <ot II .
I
:_J o
* ¢ ' l
“ZClass>> “<Class=> :
Vulnerability Attack |
+name: String C------ cosesE ] +name: String [T TTTTTTTTTTTTTEmmmmmmmmmmEmes ’
+value: String +value; String
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lJtedn'"H HEBS Blsted i3Odzdzy ¢ " oz €' Mdes™ BBSHJ dz
HOe Olsd €' dz €* el to jsryd dial ‘dishntgdnls * dzj sted o © O dz
L OL dzOyOdzsmw o dhj d3d dzf By 4 Bs tsB' 2Isdmw B
Jdzj B3j dgls®™ © tHoz@C, yj BEZHJ] dzdhj dzgj sBR ' HdzsH
hts, ftslstc’ Bdes Bilsted d30Jlsdh & j W @Wsle g dxdzts e o dm® y O
fjoddz ddsHjdzz, WCO BO' odzOMlsdoetsfmls® ttsL tcOR
B dztse " ydzd?2 L o' WL sC 1 isMmas m padpdzyd tdZ0o dgv tsfdisz j Is
teSLHBE yy3w. Jtlstse’ ' hjdzdgv, wWC' (tosif sdzlz®
L O sMkz® Orgiatte pL d.dz' U das fis Mtz C 57 B BISON tofs
ftesW' &z @8 UML Ek MW ,jteOR dzOH" 2 dztsfip8]' (Isdgis HBj oz
sO OdzOdz' L. MmdMmlsjdz tcoj Odz' dese s YOl Q@ o Bilis)
9C0OLEZo Ol ' deWtstedsOyY" © ftocs BJLYJSE " H 2
9 0)ydzdodrms MdMmlsj &3 LOBjJ LY jykz® " dzfistelz d3j dzls
BdLYJCd) .

[ sy jdzj 5B - B dEtE Ols d w ¢z o' Hf s9 ' Hdzkz ¢
odCtstcdMmMisOlsd t' hjdedz" odhtsets to' oadgv EsHj dzv
kOSBets §' oz C' Mdegse s WsttdOd L Bz dzO2s8 ' dz h
flstss OMmisd ydz® 3j e y " 5bj.Ista'f to'IsChc ddty tefjdyite § o1 G o)
tdeh ddz dzgj o HBsdR', O Blttdd®kOIsd wW¢' ! BO' Cls
dz' sj cOlskztc’ ftcj HINIsOo dzj dzts L dzO y8BEB8] € 'fdp'tsC " Lhnfiy
L Ofilstskz o Odzda” BO' fMtsea d n d3j toj N E t' Ldadrm
C'BjteBjLfjCd. vz, &d LEzfddddkts Mme " 2 ods

1 Of otstf sdzeso GO fMfAcjJsB iy § jtoj~tSHE o H
BOLEZ' Is: fimyw dzO UML, HES W sted3sOdz! tzfg s o dgp'tedp'y Q"
[sted &3O dzdzy ¢ ' dzt €' Mdes’™ dBHjdZ' €' BJjteMmls' 2C 1
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1) uwboatstdlsd Odzslstso Odzz WEkdzb y' SdzOdz dzgz 3t

2) [ltedBOlsd WtsteddOdz' dzz ¢ ' dz' € Mz BsH J dz
BzHj BB o) doOlsd MEtsttsyj dzdz2?v BN.

b dzslstso Odz0 W hkdz§C y' sdzOdz dzO BsHj dz2 ME dzOH C
[  OcteOd3d ftej ydiHJdzls" @ SO " OcteOdB3d ¢ i3y tsd
[ OGteORRO Cdi3f sdzj dzls* @ d3 Misdls+ ©OCIsded, O |
OCIsdo Odzd datalV tcd d UasdE® dz' Isded s WkdeCy' 2, Mmjte
Ctedlsdyudeg WkdSy" " . stdsdqyd Wkdkty' IO O¢

1) [ty d20 9C0OLOId Ctikfsdzj dzZlsd, WwW¢' dzOHOEH
Cc&zOHOdzd2¢é H' OcteOB Htoj yiHJ dzlsl 9 dz0OHzOY Y K zC
Ctodilsd ydz' 27 ¢dSzldizloy *2) ;2

2) JldSsstedmlssolze ydq L Odzj ) dz mis! cinclude
9 0tc" Odzls o dCtstedmlsOdzdzy sy j BOIsd " dzh d2 oC
( d20f ted ¢ &zOH, CF ftbkttjBlkz' CF1 ° CF2).

3) 1M todzh Lo wiL Cd ‘dzlsj teftojIskzb s
<<ofdzdeo O° >>. 10 HBIBRsets yYydr Misjtej slsdy
odnmtsH(d, s L dzOyoOeE Is! L Odzj y dz' Mmis 3" 4 HEe
H' 2fdedds ydmdzsdz 9© H  OfOLBdE ©' H 0O HB 1.

r dzw My jydw'" ¢coy" "’ OlsO¢ d f steW H L OCIs
WEdeC y' sdzizo Odedzy  Istcj B OL dattsoHd@fsiffdzdI€ O Sats y 90 CHIf tist®
OCIsdoaOd3d, d&O W' otsded of zdo O Is! . v Ctdayd
Blzlsd HtsSHOMd VWAL HOB@SIINds® , IsOC ' L H' Bdsmlis®

gdz' H L OLdOydisd, hs dz0O mdese UML 1 tots
C' dz €' Mde dgthBH Js®®, wWECO ftoj HiMIsOo dzj dZOy jo HYCa
BO2BEZISdZ = HBMdz HYJj d& .

1 0 Mseo O 8] tc jdg@H O | GteOW ' ydzj ftcj HIMIsOo d
2iBse " tedztsmisj 2 dzOH dzOBtstesdz o Jf OHC B9 dr t &
ZOMdz" HECtsodd3 LoadwL Ctsdg. AW Bjtej 0O BtoeOdz L
oL dzd wECmets ftojHMsOod®s iszcd Jf ©H K figls Oo dzy dadg
B3y fOwss obkL dz' 9. Vito dzd?2 L ftsH' dz 2 dztso
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d3d tod N ° £ LodyoO2dtsdzsz o df OHSCEZ HdMCtc] Isdzd.
2d@se " cdzs s Yyomksts {fraztsHofipiasO o d2jdeliiety. " Ischigsdniss o @
BdzO "N dsits odSitdmMsOdkzd £k BOGOI! 57 dOk
dzOH " 2 dzs s’ mMdMmisd d3 ° 60f tc 5 ©dztisLOX asC dzdizY 61btg di LY Sy
CtlecOW Or EMm' yd<¢ dzd &Os Is! Blzlsd od¢ dz¢ yj dz' .

CcLORdMmMIsze, OBB ¢co'  HdzBOo dzj dzdz" &€ L Qo Hd dBBOE Is
¥ 9 Hdzso dz6 9 Odz! dgtsé® L HOIsdz Mmliss .

b zetstedIlsdyz Ctstej Clsdes’ IsteOdzgmW stcd3BOYy’ =  Odatsls
Btk dO thdsse f tOo d dz, ftcdo j HJ dats dzd Y -
odLdOyjddr WEZdSy' 2.

| " Mis2dlidcmj o H s O dzGe tstedftisHizj dz'dzv B N

Data: uml the Annotated model

Result: bn: the BN model

ucs: l i st of umloés use cases;

ast s: l i st of umlds asset s;

i ncs: | i st of umlds includes relati on
deps: | ist of umloés depends from rel a
aff s: l i st of umlbés affects relations
expl: I'ist of umlbos exploits;

vul n: l i st of umldés vulnerabilities;

foreachw ¥ ucs® astsdo
Function = new BnFunction(w.name); bn.addFunction (function);
end
foreachx # ucsdo
foreachy ¥ u.getProvidedBy(3lo
bn.addLink(y.name,x.name);
end
end
foreachr » incs® depsdo



fromFunction = getFunction(r.getEngineUC().name);
toFunction = getFunction(r.getGoalUC().name);
bn.addLink(fromFunction,toFunction);
end
foreacha # astsdo
foreachc ¥ a.getResources ¢o
bn.addLink(c.name,y.name);
end
end
foreachx ¥ ucsdo
if x.isMalware() == truethen
foreachexpl* u.exploits()and vuln # u.vulnerabilities ()
bn.addLink(expl.name, vuln.name);
end
end
foreachr ~ affsdo
u =r.getGoalUC();
if x.isAttack() == truethen
p =y.getAccess();
end
end
foreachu *» ucs do
if x.isDefense() == trug¢hen
foreachact ¥ u.activations()do
bn.addLink(act.name,x.name);
end
foreachdef” x.defensed(lo
bn.addLink(x.name,def.name);
end

99



100

end
end

1 OLoad o0t Odzls' 9 o d)X s @ RISHDMYAdLY dzj (dzlss @ a3zt
slsted B3Odz' L O HftsBsesr OltedBlzIsO.
1 getEngineUC(@getGoalUC() i Yy Jj dB3j stsH d WkzdSy' o2 )
(o0Cdzt yjdgdzgv ), hts ftse jtolsOs sy twhkh™ 2 (engine
1 getResources()i d3j IstsH -CUsMRYf tsdzj dzls ' o wed?2
" HEC R sdzd dzls* o .

1 getProvidedBy() d3d stsH 9 O’ Odzls® @ o d¢ tsted Mmls O dzd
Cdi3f sdzj dals* o .

1 isMalware() isAttack() Is GsDefense()i d3j ssHd Hd&zv o dL dzO
fsLdzOyjdzd?2 90t Odzls o9 dS stedMisOdadz" o HY ts9 ' H

1 getAffected()i d3d IstsH -oNEL Odzls© o d ¢ sted Mls O dzdz™
Csdi3f sdzj dzlsd SO 9 0Ot' Odzsd oS¢ sted Mis Odedzy , dzO

1 getAccess() slstcd diz* Ml Olskzm f tosded ¢ dzj dadav L oz

1 [ dzw L O w@efiatse»ts L On d Mis z)activeipris(sls @x.defensed()
o' Hftso ' Hdets o JtelsOs sy MfdmMEd o 0Ot Odzls' & o
SO LO~dh Ot Is! Mw Ctodlsdyded dzd WEkdeC y* w dzqd.

1 addFunction(addLink()i H s H O Is* WEkdzCy' ¥ IsO Lo' WL

26) OfistsMizo Odzdz? B O Msots’ dgjtej "

sty jdz azLsdz £ BN L Odzjydls: dzdhj o' H Mo
sOB dZdyd ¥ EZdseodets'™ 2 dstse " twdztsmis’ (CPT). wct¢h
OB ,, Mf' d ded?2 tetsL fdEH ' dd® fiplsdiptfodztatgizts fiyls j 2

0w ULwhMBh DLwnawo h (2.3)
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H Jn e BOIs! " afp! CddizodzlBBistsd3o Nt dzdigs dz’ )
ftcdotsHWIS! HB HOMBEets okL dzO.
l Oy dzd o dd3s Hdzv Cd3tsHjjtedzy joL Qldartz'B blzts fizis p)tedzdz’ o, H

ftosweadlsdmw H' OlkO¢ d, ‘ ® wCdma HBL 9B
ftotswo dzv BIsHY ZrddpPscdg telgtgdglz dzO@ o' Hd3 degz o " H L
® HBBWOYOIsd HBHOILSBBOat * o telz y' ' H' |, L
OS¢ jtO, IsO¢ ' o' Hftse' Hd By ¢ d Hdzv et

hts k Ctsy dets d3zlzOq jzdzdiz' ROV a dztsfls’™ OBt 9 Truédslskiz
False 1 BN Hdv odL dzOyJ ddd@®" GHICAH] o = dizvd §SiAc dBls@ilsy
wWCeCO " HHO ' Is! mMw OOy’ 9 HBBO)YEZE IS Mw 9o (
sOBd2y T yy 22d@tse " tedz Mils: EMf i R DEOS | o, Mk

ftoslsdH"
U OB dZ2jY " HisSBtOY jdadz" oL d&zO BN Hdzv Ctdlsd
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ftshdtejdadz tedLdSlz LO CtsdeStojlsdetss &' dz€ 58

[BHjdz otcOntsalz' Isted L OMOHddYy' o4 SCSktsted

attack_ _loc: Ltodzg "dz" 2 (Il nternet), odzzlsts’
ZsC Odz degsets matsfMlsO (Local net wor k) . s O0¢Cd
o ststcG dig@igdzv’, * &zl O2H j tefms C° tcdLdSd OBt H'

mMd Mmils j d&3d , otcOrtsolze yd toj Odz' dz’ otcOL dzd o sls
fcsfmdz Hseadz Mis! WOL: HoHBEZOddY fjttddjlstcO,
W' dzOdzr d&zO0 HtsMEOITOHZda®f CSHEZ d&O €' dzyj o
o S sdzmistclz® ° yJ 2 hdzwia, dzOH O yd dBtsy dzde ' Ml
ftsH Bdzdm L OctofsL .

HOHWABj o) @ HfBo "  Hdzd 3 totsL HEHZOLZO WIS wo L
1. 1 ByYyoOkitses’ [Hdgsofgh dsO HBMIskEY

Node 1:reach_Inet_ wsVR

1 vsdff: 1 jtejHEZKB O.

T {fdf:-migsjte * HshMiskzfddd "L Ltods M dz
1 b dzOdz" L: uvdff Orn ' IsjClskted d3j g ¥ ' .
1 Bd@3seo " tcdz' Mis+ : P = 1.0 (100%) .

Node 2: attack loc( § teffdisS Oy*" v 0OBOCd) .

1 vdif: 1 jtejHEZBB O.

T [fdmed Mmyjj dzOtm'dzls j tedzj Is iz, IntrandpOstds h dizs IO
B 6d 3" .



T
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B B o ' todz 0ffds+ 0;10 490.05 = 1.0 (100%).

Node 3: netAccess_WSwvr

1 vsdf: uls0Odz.

T {fdm: 1 dzsedB3dMmdzd ¢ Glted BOM] B FEPJ o d?2

1 bdzOdz' L: [t ydzd?2 dzOfmadz" HtsC f Jjteh dma HO

1 Bdise " tedz Mmis: : Lt dzO. 1 O kdised, N ts
MlsOdzsoadls: P = 0.99 (99%) .

Node 4: netSrv_httpxI

T
T
T
T

2 Bso

vsdf: uls0Odz.

[fdMm:Migae M &MY &z Gt s Odzats.

b dzOdz" L: t(JLkdz SOl kM  hdes™ OBOCd dzC
Bdisse ' todz Mis! : vdseo dzO. 1 O dzOw 9 detsfyls’® H
cdz’ Mls! MlsOdtsoadls: P = 0.95 (95%) .

Node 5: vul_httpd

T
T
T

T

(60 %) .

vsdtf: JtwOLdzde ' ' Mmis: .

[fdMm: 1 0weds Mils'-Myp tc®) tiztf o insr oko b BI |

O dzOdz' L: sdzt yso © otcOL dzdoe ' Mis! H-fig} tcff Btk

A u J:fCVE-2021-31166 (RCE in HTTP.sys).

Alfdm: stdlsduyudz® otcOL dzdo ' fMls: 2 Mmls |
dzj OolsjdasdW ' Ctso Odztsdzse L dztso dzd dzd S Iz
fdmls dd .

AltsCOLddS¢: CVSS 3.1: 9.8 (stdldydz

Bli3se ' tedz Mis! : CcShts MdMmisj 3O dzy tsdztso d
CShs MEOdzjte " HIso jteHdo ~ ~ dzOW o dz' fr

2. ddMmisy &9 o d“ipjdmjodgdm” deONSe)] B
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Node 6: INTRUDER WS ( f et sH OlkCtso d?2 obkLtsd WO
CtejSlodesets LOHOddY dksc' €d HEZY o' HEELOYS® o C

T
T
T
T

vsdtf: wftse’ njdadav .

[Jfdim: wdMmisj &30 OdzOdz'-fy Jztc ds Otc ‘MY Us@d J dzjj tdd o
dbdzOdz' L: tJOCy'"' v MmMdMmlsi B L O~dMmlskz dzO
Bdi3se " todz Mis! @ uvAseo dzO. (cS¢hts Node 4 ' fy

P = 0.90 (90%).

Node 7: HDS_WS

T
T
T
T

sdtf: 10" B ¢ tsdzlstetsdzs .

Jidm:-beeetd Detection -Bytsd ptd’ ( GIDIS]J o di
PdzOdz" L: 1 0Lt EZEd@iso O dzOW o dzsMmis® L OF
Kdise ' tedz Mis: : P = 0.98 (98%) .

Node 8: NDS _httpd

T
T

IStcOW

T
T

sdtf: 10" B ¢ tsdzlstetsdzs .

JfdMm: Noeat sseodr kDet ecti on System (NDS)
¢ .

dbdzOdz' L: 1 0LBO0O EEdRBso©® dzOwWo dzsfmis® d3j tog
Bdiise " tedz Mis* : P = 0.99 (99 %) .

3. stsBftesdzilsOy" " w WS IsO fjtejrn " H HEBS WO
Node 9: execCode_WSvr

T
T
T
T

(99%).

sdff: 1" W/ uls0Oda

[fdfm: e’ dz dzgd?2 CtH nfticonjdets . 0 d ¢ tsdzOd
b dzOdz" L: Y twwdBd?2 dOmMd Hts¢ Efmf ' hdes®™ €
Bd3se ' todz' Mis @ vddtea dzO. (cS¢h s Node 4 ' f

Node 10: reach_ WS _FS
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vsdff: ulsOda
{fdm: - e fjrc© " Mdz® dBjtedxdod2 MdWa |
¢ zOdz' L : 1 Odzj 3 dIs! ' H HtOoaddz d3j toj Y 4
(Node 9).
1 Bd@3tse " tedz" Mis! : uvdiso dzO. cS¢hts Node 9 '
(90%).

Node 11: netAccess_FS
T vsdf: uls0Oda
T {fdm: 7 dzse@3dMmdzd ¢ Glsted 3O dBj t6f yJod?
ll ddzOdz' L: AJj2 HBMikzy ktddkkz' s v w§ d
YydtejL B' ydzj fjtej 3 njdeda” .
A CVE-2021-26855 (ProxyLogon).
Alfdm: l cOL d&zd o ' Mis sdfz SSRF & N
LBEMmMdlsd MetsBftesdzj stso Oded?2 Mmjtco jto
tej Mzt o, d2OftcedC dzOH, HB W O2dzso g
AltsCOLdzdS: CVSS 3.1: 9.8 (stdldyd
1 Bd3se " tedz Mmis : L i3S © dzO. c¢hts Node 9
MsOdzseadls: P = 1.0 (100%) .

Node 12: vul_mountd
1 sdtf: JtwOLdzde ' Mmils .
1 JUidm: 1 0O0vedz Mis! otOL &zdotsis' &k Mmdzizy B
1 dbdzOdz' L: 1 jClstste OOCd dzO W O2datseod2 My
tcsdzdz¢ " Server for NFS".
A1l tod $ dzOH2023 21998 (NFS mountd Buffer Overflow).
AltsCOLdd¢: CVSS 3.1: 7.5 (ldms¢d?
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1 Bdise " tedz Mmis: : cSh s tsdz NFS o MmlsOdzts
MlsOdzsoa dIls: P = 0.5 (50%) .

Node 13: INTRUDER FS( f e dsH Ok S tsoa d2 obkLtsdz W O
Ctstej CSlsdgsets L OHOdgdz? dzse' € d HdzZvw o' HYfteOyYs o C

1 sdff: wfte' h j dadgv.

1 [fdMm: wdcdOdz o' H MdMmlsj B 0OdzOdz' L & dzC

1 bdzOdz" L: 1J0O0Cy" v dz20 ' HBsL' dzZd?2 HEMISk

1 Bd®se ' todz Mmis+ L B 9 dzO. c¢hs Node 11
0.80 (80%).

Node 14: IDS_mountd

1 vdf: wftse' hj dadaw .

1 Jidm: 1 DS odweddzO OOtk dOymi B HIAO
odSdzd¢ ftwsyjHkzte (RPC), wed?2 o' HYise HO
mMdMmilsj d&kd. rJdBsdz mountd odL dzOyo*, wg¢' WO2d

1 Oz L: 140Gy v dz20 Mftetselz JSMY dzE OIsC

1 Bdiise ' todz Mis! @ vdiseo dzO. cS¢h s Node 11 Is
(95%).

Node 15: netServ_mountd

1 vdtf: uls0Odz.

1 [fdfm: wjteo' ' M mountd bkMmf' hdts Jtets’ €My

1 dbdzOdz' L: tJLEdz sOIs OlOSd dzO otcOL dzd o °

1 Bdi3se " tedz Mis! : vdiseo dzO. cS¢h s Node 11 Is
(90%).

Node 16: execCode FS
1 sdff: 1" W/ uls0Oda
T [(ddfm: stH kM hdts odCsdOds dzO W 02 dztt



143
1 odzOdz L: Kj?2 obkiLtd ftjHmlsOod ' ki
® HBEkIsdMm!' dzgj Is' dz ¢€d yjtejr NFS, O 2 yjtjlL
A CVE: MS17010 (EternalBlue).
Alfqdm: stedlsdydz® o9twOL dzdo ' fMls 2
' HHOdzj dzgj odC tsdzOdzedzy G SH Iz,
Al tsCOLdS: CVSS 3.0: 8.1 (Jldmssd?
1 Bd3tse ' todz’ Mmiss L BEbdzO . M lspdSdades 2 N dOeB 5 *
Emf  hded?2), 2B@se teds Mils! MlsOdeso dls+ P = 0.9

Node 17: canAccessFile FS

T vsdf: uls0Odz.

T J{fdfm: 1 dsed@3dMmded ¢ dsyd BlseddOlsd HBMLE
1 ddzOdz" L: 1 Ofmdz' HisES o dSBdzOdedzy CtsHE dzO
1 Bd@Ise " todz’ Mis! : uvdso dzO. cS¢Chts Node 16

4. ¢lIsOCO yjtejL NFS IsO ° ' dzOfmdz' HC d
Node 18: nfsEpt FS WS
1 vsdtf: " ow.
1 [fdMm: -] NAPsls L WO2dzseosets Mjtco jtcO® o
MlsOdzy " ¥ .
1 dbdzOdz' L: 1 Odzjydls! o' H Ctdastetsdz®r dzOH V
1 Bd3se ' tedz' Mis @ vdsseo dzO. (cS¢h s Node 9 °fi

Node 19: reach WS FS nfs

)l vsdf: uls0Odz.

1 JUidm: I MmMsOdtodzj dzs L o' WL tsC d3 ¥ WS I[sC
1 O d&zOdz" L: 1 0Mmdz Hs¢ Node 18.

1 Bd@3tse " todz’ Mis! : v A dzOmIs f ddzds? ,NoXddts o * tc dz
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Node 20: INTRUDER nfsShell( §f tcdf eBsH OlIsSC tsoa 2 okL tsdz WC

CtjClhdsets L OHOdd dse' €d HEY o' HEEOY® o C

1 sdff: wftse' h j dadgv.

1 [fdMm: wdcdzOdz ftots ' Hebelltc’ dzz OCIsd o dz' i
T b dzOdz" L: (JOCYy Os@OzzfjfNod d&zz 2 RF S

1 Bd3se ' todz' Misy : uvdseo dzO. (c<¢h s Node 22
Node 21: IDS_nfsShell

1 vsdf: wfte' hj dadaw .

1 Jidm: |1 DS oadweddzO {-LHSHEOdZd: ¢ tsd30dzH O
1 dbdOdz' L: 1t J0O0Cy Os@Ozzfifloddzz 2 RF S
1 Bd@3se " todz' Mis! : uvdktseo dzO. cS¢Chts Node 22

Node 22: nfsAttack Accomplish

l vsdf: uls0Odz

1 [fdMm: ¢lOCO yjtejL NFS Efgf hdes L Qo j
1 b dOdz' L: 10O0dzjydlsy o' H Lo'WwWLCE yjtjlL
1 B 3o ' tuaimesdzO. L9 " Neddedzd 2, 2 di3so ' tod

Node 23: localFile_Modification

T wuvdf:" w.

1 JfdmsCOdz dzgd? WO2dz dzO MJjteeo jto°© BRAZE L

1 b 2O @Qfmilsts MIsO’ dsydzdeaddz " Mdzv dts¢ Odz
A CVE-202134527 (PrintNightmare).
Alfdm: 1twOLd&de " Mis! &k Mmdzkyxs' HJMT ]
f " HodhdIlsd fftecde " dzj  HEBS ' odgw SYST
AltsCOLddS: CVSS 3.0: 8.8 (1ldms¢d?

1 B d3tse " todeddiple'dz®. (cChts Node 16 * flsd dadzd:

Node 24: accessFile FS



T
T
T
T

2 @9
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vdtf: " ow.
Jfdm: [lstedB30dets HEsMiskzy Hts W O2d o dzO
ddzOdz" L: 1 " HBERZOO' Is! MuQls @O, @i * LhdgzCdz
Bdi3se ' todz Mis+ : vdgso dzg@ ( dztse " ydzy " o1 [ ")
edz' st P = 1.0 (100 %) .

Node 25: nfsMounted WS _FS

T

T
T
T

5. A

vdtf: 1 JjtjHEZABB O.

[fdm: A2 0O MdMmisj B3O L FS {§ ted BiBsdzls
b dzOdz' L: AOCIs CtsdeV ' czteOyYy' °~ MmMdMmilsj d&3d .
Bd3se ' tedz' Mls+ @ P = 0.90 (90%) .

ZOdz! 20 Ctsiftetsdzj sOyYy' W tetsBtyts’' MisOdzy’

Node 26: accessFile worksten

T

T
T
T

2 d@s 9

vsdf . " w.

JidMm: [ttddi3Odets HBMIskzy Hts WO2d' o dzO
b&Odz" L: 1 wlstejBlz' HBMIEyfE Hts FS ( Nod
B dgse ' todz Mmlis: : Ldliise dzO ( dzse ' ydzy " w" ) .
tedz" Mls+ P = 1.0 (100%) .

Node 27: trojanHorse _installed

T
T
T

vsdf: uls0Oda.
[fdf: vesvdh Sk fetscwOdkkz oflsOdiss dzj d
¢ dzOdz' L : l " HBEZOO' Is! Mw YJtejL Cdz' ° dzls

9" HStedo O NhC¢' Hdzdod?2 HBCEd dzls.

A CVE-202230190 (Follina).

Alfdm: 1tOLdzde Mis: Ek Microsoft Si
HELotsdw ' odCtsdzOIsd ¢H ftd o' HEte(d

Al COLdIC: CVSS 3.1: 7.8 (ldmssd?
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Bd@Itse " todz’ Mis! : uvdktsodzO. cS¢Chts Node 26

Node 28: anti_Malware_HIDS1

T
T
T
T

vsdf: 10M B C tdzlstetsdzs .

JifdMm: o¢dzlsde  tclzfm/ HI DS ~ 1 dzO ttsBtsYy ' 2
bdzOdz' L: 1 0OLBO Ed@Aso O L OadMmiskz.
Bd®3se " todz' Mis+ : P = 0.99 (99%).

Node 29: execCode_ workstaon

1 vdf: 1" v/ wls0Odz.
1 JidMm: sBH bW dO odStdOdes dzO tesBSY"
ll b dzOdz' L : vy " hdzay odCtsdzOdzdzy (Blteji-BIE
UAC.
A CVE-202221882 (Win32k UAC Bypass).
A[H1dMm: l cOL dzd o ' Mis! ' Hodh j dadgWw f to¢
Account Control (UAC) ' odS¢tdzOIsd
Alts¢OLdds: CVSS 3.1: 7.8 (ldms¢d?
1 BdR3se ' todz Mis+ : L BB 9 dzO. cShts Node 27
mMftcOyet 909 ), 2B " tcdz' Mls! P = 0.99.

Node 30: TripWire

T
T
T
T

sdtf: 10" B ¢ tsdalstetsdzs .

Jfdm: wdmlsj &30 S Bdzlstetsdzée y' dz' mMdesmls® W
dbdzOdz' L: 1 0OLBO0O EdRtso O LORdMmMisE.
Kdtse ' todz' s : P = 0.95 (95%) .

Node 31: INTRUDER trojanHorse Exec( f cd dgsH OIsCtsoa 2 olzL

OlOC¢d

T
T

HdzZw Cttej Slsdesets L OHOdzdzw dztse ' €d H dzw
sdf: wfte ' h j dzdav.
[fdim: wdcdOdz ftes Mlsotstcj dadzV / L 3" dalz W C



1 ¢ dzOdz" L: tjOCYy" w
1 B Btse " tcdz Mis:

(98%).

Node 32: fileExec_Event_Alert
1 sdtf: wfte' hjdzdav .

1 JUdm: A" dzOdz' dzd 2
1 ¢ dz0dz" L: ) Odzjxdls!
ll B 3gse ' tocdz Mmis! :

Iditse ' wd Ml P =

o
L d&3ts 8 dzO

Tri pwire

H Mt te

(&sc’

0.99 (99%) .

Node 33: anti_Malware_ HIDS2
C s dzls tc 5 dz¥ .

T uvdf: yOMm' B

{fdm: ¢delsdoe’

tkzfy/ HI DS ~ 2

T
1 bdzOdz' L: 1 O0OLB O EZd@dso ©® L On
1

K dise ' wdz fls! :

Oy Y Wistedilzo Odzdaw

CVSS9  HBEZzo O' Is! Mmw

P = 0.

99 (9
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( Node 30)

LB e dzO®.3 0c ¢ Mts INtal € 2 BRSls

Cdsf dzj C Mded 2 Mmdc dzOdz

Oyt 9 Odedzv 0
yday " ou L")

ZzO0 tsBtY' 2

dfmstk.
9 %) .

Of o' tStedzd n 2 B9 ' todzs

dzOMmis iz ded d3 u d dats d3:

U OB dBNY SH | dz¢¥ 9 Odzdz? tedL S & €' BJjteL OGtetstL
True
True False True
1-CVSS2/10 [0 CVSS 2/10
True 1-CVSS1/10 0 CVSS 1/10 ([
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L tjLikzd OIS HdzWw ftetse jHJjdedzw sy’ dg§d Mmc
sftcOy! s Odes yslsdted L OMOHddyYy' Myj dzOtc’

1)Z s Olsded 2 tdgjtsipdtsds 3d t6d 3
 Odzdhyj dz@tc H B W BB yYdzd?2 BOL SO J2, IstsB Ists
HOR g tOcdz 2 d@3se " desmis HdzZw okLdz' 9 o9tcOL ¢
sy’ dets ¢, ISBH ' we Hdzw ofm' fn LOMBB' 9 Ctdzstotst
SO Ctdzlstesdze y' dz mMdesmls® , Odzsdo ' tekmdzsets 1
Wizde€ y' voizzlos @ dzedizO dzj 4 detsc 5 dzOdzOh Islz 9 O dzdz” . 1l totse
Hy i3sdzMistcz BOL B2 ' dzlsjcteOdz dgd? tedL d& H

BinOds L& o fod tojOd LOY' ' o@EAC d o ji§lsiasit
[BHjd 00dedz" §8COLE, s ' HIERS B0 0O 2 dBSo
MlsOdzy' " (execCode workstati5gm) L O HOdzd

[ dMzdE L sDIsded? ] ) f BOY BH o Jp Aedety dfirs’
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2)l " Hisa O fMdMisjd3 L OfsB' ¢ Odedz? SO o dwWodzj d

Ki?2 MyjdOt' 2 ' & sk bkdsed, LO we¢drn Ld
sBOHE OCkdodd: LOMBB ' &8 LOSdMsk &0 StMmlsa
o Mis Odzts o dzj dzdzv 2 Bse " todesMis H dzw okzL dz' o Bts
MftcOy® 9 @6 pdgdg® BdzdL ' SsdBz HEts 1. 0. v OCd?2
LOdzj ydesMls' Rwjtejyjots’ ' dWtwOmsekzSlskted o' H
@OMdz HEd ' 7 dej2btOdz LOY' . [MC' ' d Sd L O &
LORdMmisk dz0 dzh sfMlO@Actscy o jkisls' a5 §* Hodh k2* k
Cohftesdsj sOyY' = o &) OF%UHOBSEE Myj o' v MW

2_sttack_loc
Internet 85%
Intanet 10% |
Locsl 5%

© 1_Reach_Inet_wsVR

True 81% [ :

False19% [f]

\ X Q  4_netSn_httpxl

QO 2_netAcoess_WSw True 95% -

O &_intruder_ WS

O 5_wl_hitpd_CVE True 80% [N False 5% |
Troe so% [ False 20% ]
False 2% |
% v .~ O 13_Intruder_FS
O 18_nkEst Fs_ws O 9 exectode_Wowr e

X )
True 70% R Tre 0% — O 10_reach_WS_FS
False20% (1] u Eatse 100% [T @ — »
True 90%
/ I
| TS / pumox ) I
'Y y P
3_reach_WS_FS_nfs
B S O 2s.pare g

5% - . - '
L True 88%) v
i ; FEn meMO s [

False 10%|[] M

True 19%)
IO  20_intruder_NFS_shell (O 15_netSer_mountd /'Falsesﬂb‘ E ] o
lpresent 92%) True 0% A - - IO 17_canAccessFile_FS
23_lecalFile_Modification CVE
lobsent_8%]1] I False 10%] 5 O:
(O 24_acoes_File_FS ‘__y__‘__‘____._——'—‘l‘m 17%
Fakes3w|

8l

mﬁi z

Faise 8%l F\O e (O 25_nfsMounted_WS_FS
)_/ 5_File_workstation

= - T S0 ]
' TF_ Nl .

False 17%|] 17\ - -

(O 21_intruder_Trojen O 27_trojanHorse_installed_CVE.

= |True 68% |
G [Faise 32%) o

=

{ dMedBEe dmisj 5 Ccdstsd, oslkskddy dg 5O
f otsded S dzj dzdz”




150

)] " HBsS9o O BjtedJjotsets WA Atafdfidsded (0 ° H C dz¢ ydJ d

ltesosHdIs! MW By d¢ O Ctedlsdydesmis® BB tod Y J
fijtedd3j stce®. 1 BCtc]j ©ZO, o Hlsatste® ' Is: Mw MdIlskz O
dzO dzO " Is a othdAdzh dz'] B e 3] B tst®0 i Is tal§ it ytsicots] » KLY
HEMWYEeO' Is: Mw hdwotsdd o MlsOdatse dzj dzdzgw * s o ' tc dz
Firewall Peri meter s© Firewall _I nternal
otOL d&zde " Mis! MdMmisj B3 FJtjH dJeixdoeddd L
fsCOLEZsUsO , Zdstiso d f tsdsdets 'd3j de'j B fi o lisdztssiy L OR d Miskz
Colif tetsdzj sOYB2%. MisOdztso  Is

O  2_sttac_loc
Infernet 0%
Intanet 0%
R R Local 100%

Q 1_Resch_lnet_wsVi m O  &_intruder_WS

rue 81% [ present 90%

F 1 |

alse19% ] absent 10%|) =

O 5_wi_httpd_CVE

Troe s6% [ |

False 2%

13_intrudes_FS
(O 18_nfsEpt_FS_WS s — -
present 80%

() F
True 70% [E] ecox [ (O 10_resch_WS_FS {sbsent 20%|F]

False20%|10 | False11% . T
K - I o e e9%

D "-/F.Imm‘[i L

O 19_reach_WS_FS_nfs 4 y

- (O 22_nfsAttack_Accomplish Q. o

True 5% S -

“alse95% - True o2 ) i a0 16 execcoe s
s .

False 8%l ™ s
rue

O 15_netSery_mountd | ]Fsise 79%| Il o

] )
True 90% 6’% IO 17_canAccessFile_FS
)_localFile_Modification_CVE
False 10%] v » oe 98%
: [False 2%| ]
V]

O 25_nfsMounted_WS_FS
(O 26_Acces_File_woristation

- True 97% ||
o Faise 2%|| 7
o

Faise 7% |11 ™

%)

IO  20_intruder_NFS_shell

present 93%|
lpbsent 736 |[] M

(O 24_scces_File_FS
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)] Odz" HOY' W WBBHJ dzL dzlreo M 2O BFf s B ez )nls: d

[ Odzd?2 HEBHOISCtSOd2 MyjdOte' 2 odSCtsdzlz” Wiz
ftsBzHBO Odats’ BsH j dz' . V) et A3 On © HIs
L dzs o o3d Mdzts OCIsdo dztsmis SO odm" ' Hdzdm 4 t6J
HEMWGEO' Is! Mw h dzy Hissd3 delg'dadz’' s ' tsic@y ' t6° o dzv ) 3t
9 Hfso " HO¥ Is! LO Cdz¢ ytso otcOL dzd o sMmlis* |, L
WEdCy sdzzo Odedey o' 7 L OMtsB ' 8 € tsdzlstectsdzs .

1 " HimMEdiC s tjLizdz IsOIsd dsHj dzs 9 Odadey f * H
C'dzyd o0 2o " tdz Mmis! Mg " b dats’ CRBf esd3j Is O
1%, O YyomkslsO MfttOys o Odz mMdMmisjd3 My tse ' hj
BOLBSotsl@Rz to' oadz¢ € JBHakR IisOIflsaf o B dzdr Isted o ts
hts dssHj dz Hy 3sdzmistc iz’ zse¢ " ydets f sfmdz' H o dalz
fJjtcoddedes™ L OGctetsL (.

(O 31_intruder_Trojan

(O 28_antiMaware_HID

(O 32_fieExec_Event_Alert

present 1%
|absent 95%

[absent 1% v

1% o |©  29_execcode_workstation_CVE
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(@ ,H' ", WOk b Jsdls mMytsthdsgasj § j dedzv, WG j ap ' d
BB ISGBRE fls! oL wOREdSE of'n Cwst' e dOf
o' o dzgW dzdzv 1 | dzdzdBOdzO. A ' dzdz' M@  tefftss deOFdEDE s f
Bflsls' atsets h BHWERWIERO L] S Bdzls s Odets’ ' dedets s
MsCGulzlz wWCO o9y) BRZ&ZO tttsLOARtss OO dz20 Y j to,
] Moty tHjBEERZzdwS sflsddBOd dts’ ftdz IsgS
Based Value lteratign O Ctodlsjtc’ ' &3 Lz ddzC d Odze &9k ki
(B dg i3 LOy " w fYtsndBSd & 3 " bitOy vwaid) . I
YO BHdsets ' icUMiDpicd di3g daBtaits Rdls 7 o df@ds Jaz0 Is
WEdzC y' ol oyl lsmtzsdnish f s " Hdz fMils! MisOdzH Otels OB Ist
cotedL sdzstsdd § d&zOdzz o Odzdz® (o' HY SgLI0%dats HE d3g Is
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® 0 ¢ B pomdp-solve-5.5 — -zsh — 148x50

Epoch: 5148...357 vectors in
Epoch: 5149...339 vectors in
Epoch: 5150...356 vectors in
Epoch: 5151...349 vectors in
Epoch: 5152...355 vectors in
Epoch: 5153...354 vectors in
Epoch: 5154...355 vectors in
Epoch: 5155...341 vectors in
Epoch: 5156...348 vectors in
Epoch: 5157...353 vectors in
Epoch: 5158...348 vectors in
Epoch: 5159...343 vectors in
Epoch: 5160...363 vectors in
Epoch: 5161...346 vectors in
Epoch: 5162...355 vectors in
Epoch: 5163...350 vectors in
Epoch: 5164...346 vectors in
Epoch: 5165...347 vectors in
Epoch: 5166...357 vectors in
Epoch: 5167...354 vectors in
Epoch: 5168...355 vectors in
Epoch: 5169...356 vectors in
Epoch: 5170...348 vectors in
Epoch: 5171...345 vectors in
Epoch: 5172...345 vectors in
Epoch: 5173...351 vectors in
Epoch: 5174...349 vectors in
Epoch: 5175...347 vectors in
Epoch: 5176...352 vectors in

.64 secs. (19527.78 total) (err=inf)
.46 secs. (19531.24 total) (err=inf)
.75 secs. (19534.99 total) (err=inf)
.17 secs. (19539.16 total) (err=inf)
.89 secs. (19543.05 total) (err=inf)
.55 secs. (19546.61 total) (err=inf)
.78 secs. (19550.40 total) (err=inf)
.58 secs. (19553.98 total) (err=inf)
.71 secs. (19557.69 total) (err=inf)
.64 secs. (19561.33 total) (err=inf)
.84 secs. (19565.17 total) (err=inf)
.84 secs. (19569.01 total) (err=inf)
.74 secs. (19572.75 total) (err=inf)
.55 secs. (19576.30 total) (err=inf)
.87 secs. (19580.18 total) (err=inf)
.93 secs. (19584.12 total) (err=inf)
.92 secs. (19588.04 total) (err=inf)
.68 secs. (19591.72 total) (err=inf)
.76 secs. (19595.48 total) (err=inf)
.68 secs. (19599.16 total) (err=inf)
.79 secs. (19602.95 total) (err=inf)
.79 secs. (19606.74 total) (err=inf)
.71 secs. (19610.45 total) (err=inf)
.67 secs. (19614.12 total) (err=inf)
.84 secs. (19617.96 total) (err=inf)
.67 secs. (19621.63 total) (err=inf)
.81 secs. (19625.44 total) (err=inf)
.78 secs. (19629.22 total) (err=inf)
.82 secs. (19633.04 total) (err=inf)
Epoch: 5177...351 vectors in 3.61 secs. (19636.65 total) (err=inf)
Epoch: 5178...348 vectors in 3.69 secs. (19640.35 total) (err=inf)
Epoch: 5179...”°C351 vectors in 3.64 secs. (19643.99 total) (err=inf)
R R R
Solution found. See file:

AVG_policy.alpha

AVG_policy.pg
B O
User time = 5 hrs., 26 mins, 56.41 secs. (= 19616.41 secs)
System time = @ hrs., @ mins, 27.58 secs. (= 27.58 secs)
Total execution time = 5 hrs., 27 mins, 23.99 secs. (= 19643.99 secs)

t Mz § sL tcOrdetsC Y s8dz2 sdSd §° H yoOm dzO:

3
3
3
A
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3
3




7

-98.
-99,

7

-98.
-99.

7

-98.
-99.

7
-98

.9999999995174277955811704
.9999999995173141087434487

.1674730773106176684450475
.9999999995175983258377528

.0188532063773010349905235
.9999999995227426552446559

8745439414973787961571361
9999999996491055753722321

8358799749344996143918252
9999999996581436789711006

8280584145148850438999943
9999999996941824065288529

.6582132828198297147537232
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B policy.alpha

—99.9999999995173709521623095 -99.9999999995172998978887335
—99.9999999995173425304528791 -99.9999999995172856870340183

-100.0000006912292320748747443 -100.0000000001062687715602806
—99.9999999995173425304528791 -99.9999999995172856870340183

-100.0000017824372662289533764 —100.0000000031431710567630944
—99.9999999995173425304528791 —-99.9999999995172856870340183

-100.0000058364395698617954622 —-100.0000000338972512281543459
-99.9999999995173425304528791 -99.9999999995172856870340183

-100.0000089564447449674844393 -100.0000000430854498745247838
—99.9999999995173425304528791 -99.9999999995172856870340183

-100.0000133235536026177214808 —-100.0000000643437658709444804
—99.9999999995173425304528791 -99.9999999995172856870340183

-100.0000355769820856721707969 —-100.0000004473288157669230714

—100.0000000029834126280547935 —99.9999999995173425304528791 -99.9999999995172856870340183

7
-98.6477720013861585357517470 —100.0000389678850325481107575 —-100.0000004649357663311093347

{ MEz4AET tod S &ZOH
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JSMyf jteddsj desz Bldzts Htsfydz' H Y j dats
f OOz stetsdyz W OC Issle)O Is1@ e tishigidstizto d2 dagiky & 1 (6 dat @ & 3
i tetso tsH dviadhyookAdz®4 (16 ERAM, 256 BESSD.

1) 1 Ofnd sVdad) (

1 OL s d?2 tc | O dsjddzlsizts oY iz dzStey * O dzlo o0
tcj OCIsd o dzts@ ts sy’ ¢ zo Odzda" f "  Hilseo jtoHY J dad n
M smisjtcjylzo Odesfls” o' HiMEzIsdz Mmls:
M OdzOy"

fjteddj SO HIES
iChmy sdzj dzy' Odz dzj
fjtejodhddd bkdkss d

9000
glstcOlsj g’ w

mMyd dzOtc” 2

(POMDP)

OkOCd o' H

O
WHtO
dzjffic s d3ts ) dz' Mmls - L tots i) ls O dzdaw

sHdddy' oOtlktshls' .
fsimls' 2 dascéts dBsdz steddelz ( OkzH
f jtojH L Ofmlstsiz o Odada™ d3 H tSitc Oy slzsts f Sstidgls @ LddDs:
LOdZ' LB Issdzdes’ CoBftesdzd dz2lsOy’ ") .
f s'd C'Mls! MsOd 8: 3 (89 HOdGSEz odf O
s2_critical)
1 stsdzlsteL OnsHd (2): AO_Nothing (Wait), A
" =T
8000 - KpuTnyHuia nik: 2000+ y.o. ,/ ‘\ 3 Con.tainme.nt (0.95)
K, “ = 4.Optimal (Final)
6000 /x’, ‘\‘
% 4000 ’,’/ \“
2000 1 ,/'/ \‘\
o I - N ”
2 4 6 8 0
Kpoku Ataku
t Mz4Bs € stc’ o dzv dzdzw

9dIstcOls
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2)f 5§ MNeaged ¢ h -tBEiNjdd" &O fjttiHsBOy

BO2BEIsd § CtesC' 9.

Yy dzOte' 2 ssH j ¢ Skl st M Oc¢j dals(
o' Ho jtodsj dedz o5 ) & @ls Odfsls®izd o dzj dzdz W OSlls wim@
jWiSkdodsd?2 cttedL sdals § zOdzzo Odzdz Oc j dzgs O )
ftocdLojdzs HB hoadHEBEB Ldzgjy' dgj dedzgv BO2BLEISH
' o dgV dgdz 1 j dzdzd5OdzO. b G j dzgs  fdMlsj ROIs d ydzs
B dgj dzls ', o' HEEMEOHEdEdRd HEXMESE R CtdzsteL ON SH '

tcJ OCYy" ' " HBLOBZdJEZO L dtseoddmdzed Sz L OCte' f dlsc
fsHOd hts° dz Co" HOY' ~ ' dgydH | dzlskz.

178 dz €° fmls! MlsOdz' 9: 6

1 stsdzlsteL OatsH ( (4): AO_ Nothing, Al

A5 Reset Containers (Global Reset)

200
: ===+ 1. Passive (Wait)
| Kputuanuia nik 4o 9000 y.o. | ¢ —a-+ 2. Delayed (0.90)

175 - : 3. Containment (0.95)
: : == 4, Optimal (Final)

150 4 X
125 - A

2 100 CmemyeaHHn (Mnato ~30y.0.)

a \

T \

3 \

o 751 \

50
\
\
\
4 \
=  (—— Y G —— i R ——  Sp—— &
0 o 2 % % % "
1 2 3 4 5 6 7 8 9 10
Kpoku Atakm

t M4BT stc’ o dgv dedz? MistcOlsjc’ 2 ftotsl
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Bnnwue Nopu3oHTy NnaHyBaHHA Ha LLBnakicTb Peakuii

1301144 -

joHa Pr3uky

ost of Delay) === Discount 0.95 (Optimal)

== = Discount 0.90 (Myopic)

)
O O N S S S S B B B S S S S S S S

Posgigka / OUiKyBaHHA 4 — =————l e e o I

t dmMzdzt8 T § dzd8 cBtedL Sdzlskz § dzOdzlzo Odzdzy h 9 d
Nulsted dzlz o Comtelpdmert, 7 h , B dj N J dzd? zPpe] B @
9 20 Tt o
gyj dzOte’ 2 s H j dzv cdzdetsClz IsteOdemdzy y* &
Cdzfistclz d3j dzls © o HJju J g2 Ctsozd " B8R GEOY " 0GjJ dz
f dzO dzlkz © O dzdzv LOoHWwWCd " mwy h i ilps Bk ts dgdz< Oy dizd
ZOMmdz" HECd L dzts Bz, Odzj Bko {ftsLBOOdZjdzed?2 ' da
9 Otels' Mis! Blsted d3Odzdz? " deW Sted3OYy" ° OGJ dzls § sist
H'2 o' d ftMmis' 2des L OMissMmMise o Ooy ' L8Qr BHAAS Chigjot
&ZOdBzOe O ydm: EbteddBZOlsd tedL ¢ dzO §ted 2 dzv Is dets d
"dzydHJ dzlskz: OlsOC O dzj tesLodo OzOMmw , O dzj :
s jtcOy 2dz2 odlstcOIs(.
178 dz €° fmls! MmMlsOdz' 9: 6
1 ssdzlsteL On SH (4): AO_ Nothing, Al
A5 Reset_Containers (Global Reset)
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150 -

----------------

CTprMyBaHHA CTAE HANAOPOXSHM 1]
NPY A0BrMX aTaKax I

125 -

Y

o

o
1

Cyma Butpar

-~
o
N

Cyhecx isonauii ]

50 1 I
!
'I
251 ! === 1. Passive (Wait)
7 = 2. Delayed (0.90)
,l 3. Containment (0.95)
G O B A M RS B w4 Optimal (Final)
2 4 6 8 10

Kpokw Ataku

t dmMz4BE I § j Oy’ 2dz2' odIlsteOIlsd § 5y dats’
H[flsdBOptira@, A h , HjtejHBOYjddzr © 20 €t
4YyJ d&z0tc’ 2 L f 59 dzd 2 Otefnj dzOdzts 3 &1 dE'inds df Az

a2 jWjSCIlsdeo dz sty j 30, Hf @sdz® dz tz@' 1510 € e ddZw IH C
99 jHJdadzg(BuHd 'l Audist IsHaOzellay' iylsy L CO 9 Otcls'
OGj dzsz dz2O wWOHER ~OdyisjOMd vdets (L dzd Yy o Olsd § dzls
(Bel i ef State). [stedddGeh d odmMtsClkz off j o
LOMistsMtso zo O IstsWl)tso OB £ SifiAsdcdziD)- sm tfigd] @, & o
MR tesdzd stso Odzdr MJedgd dzls® 9. AJ LOBJ LT J Y
(260 tH.), s k£ 35 wOL"'9 jWjSldoadz hj L O
BdzsC o Odzgdz? L OCGtetsL Hts ZftcOodz' dadz? €' B jtefls'
178 dz €° fmls! MmMlsOdz' 9: 6
1 stsdzlsteL Or @®H d AO0_Nothing, Al Block IP, A2_Segregate FW,
A3 Terminate_ Session, A4 Isolate Host, A5 Reset Containers, A6_Update Patcl
A7_Full_Audit
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(KATACTPODA)
600
500 1
Z 400 y.0.
2 400 A
o
=
=
2300 260.y.0.
s (Minimym)
>
(@)
200 1
100 1
0- :
1. Passive 2. Delayed (0.90) 3. Containment (0.95) 4. Optimal (Final)
i dMz4alBCe ZC 2 dzO o Otgls® MiIs+ C sy dets’™ L

0 dz¢ s tPDRsolves §f s BOdz! dzs’ sz sdSqd feslsdr

B Algorithm.POMDP

discount: 0.95
values: reward

# 2. CTAHU

# s@: Clean

# sl: Node 9 (WS Exec)

# s2: Node 16 (FS Exec)

# s3: Node 22 (NFS Attack)

# s4: Node 24 (Access File FS)

# s5: Node 29 (Workstation Exec)

states: s@_Clean s1_Node9_WS s2_Nodel6_FS s3_Node22_NFS s4_Node24_FileAccess s5_Node29_Final

# 3. OIi (8 pOIN
actions: A@_Nothing Al_Block_IP A2_Segregate_FW A3_Terminate_Session A4_Isolate_Host
A5_Reset_Containers A6_Update_Patches A7_Full_Audit

# 4. CNOCTEPEXEHHSA
observations: 00_Quiet 01_Med_Alert o2_Crit_Alarm

t dMEz4asCA tOc d3j dzls O dze ts tc qOMBRSsolEB tc O Iz dz€ L
wdzls j et Oy’ v sfdmMOdzdn MisteOlsje' 2 k& * nddk
COd "] odL ZOUP@R]?2 0 OdEBicdisgdzskz Cttsy' fd
OQi 0 QoD idMiskzf OdzO oj nOdz' L dstsds fj dzj Sy'
o' z@Od#zOB stetsdg ¢ f jtof dztsh ddz, Stsydz® L w¢dn
CChs £ CodeStejlsdz 2 btsyy' Heshissokz o' tokzo O
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BOC g BOd dzaj L dzOyj dzdzv, Ocdkdtstedlsds Oo lstsBOIsd
Bdzsy ddzd, o' HEdHO® yd dBjdz" JWJiClsdeadz Odzt Isy

1 5Ct.j 3O, o' Hf so ' Hdzts H §110s p tHt€ jslecdf fdrddrizd 3
HsLotsdzde JjWjSCIlsdoedzes oadt’" "dIsd ftesBdzj 3z tsB Y
st lsd 30dz! dats’ fsdz' Isd¢d Hdzw YHSJuz €4 i @Risdg®
ded § Jtejteoded 3 Md 3 dzd ¢ Msd3 SdfifiRds” oLEEHSARY i bz
CkOMmdudeds M kCtsodn ®ilstsH' ® BlRds B dzgj By
L d&zOyJ SGaimeitBraton z € tsd3BL 'dzyd "j L ¢ OH O ®BRUNE[10R] s ylg G
B Is s MIEEss[99 H 5L o sz ®s df ptt H OO L & dzj MS ' dz
tesBtslsd L' MSC' dzawp dedets s o d3dets  d dzts ©

10 Ctydskkz Cttty' Jaradrediisi] @d@ sdgjze O dz
L MsOofisls mpgozd 2 L fdr' dzOs8 SisakO &  j toff dztsh
9 Hitse' HOMZO ¢ tsdzf toj Is dztsdidze jSHERAED RIs @ 8 ts fybz: dzf B 6
st ¢ zBWLC) Wik dzC y' 1 1fzdzts fg lg 'y ¢ dzj f j toj toco dad
HiCtERfsL ks Odzd?2 O C iy OC Isdz | tsHeZsE @A), H |
LEGOHOdzts odh j, Hislsted d3Odzdzy fted dzydtf &2 dBts dats |
S jtcOBEO I j Z&z&0dzO. | ' HYyteo ' Hdats HHIZs] €sHa
sy teOyYt VW Bdzso dzj dzdev BBdesy Jdzd o SIstste’ 9 G OtC

AW WAE [A WE (4.15)

[ Odzed2 " HR " H d&OIlsj ZOIsdydzes G OtcOdzlszo O, f
MOl jc' ' fd sdcO MisOy' sdzOtcdats® o' dz!
BOSC Md 3O dz! dzd 2 tc' o j dz C'Bjtefmls' 2C sMis H dz
" AW e OMistelz DisOda .dzé 6 y* toff 5k 'do dOdd hlishsr Mistk
BOBtcdy' CBdzlsteL OntsH' 9.
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U OB Y Olstedy™ €' Bjtfl' 2¢sMis

4ls Odz _ A2:
| A7:Full | A3: Terminate A4: Isolate
( sted Is d yded-2| AO: Wait _ _ Segregate
Audit Session Host
SBdzlsteL On FW
s0O: Clean 0.00 0.00 0.00
sl: Node 9 (WS Exec 0.00 0.00 0.00

s2: Node 16 (FS Exec 0.00 0.00

s3: Node 22 (NFS
Attack)

0.00

0.00

s4: Node 24 (Access
File FS)

0.00 0.00

s5: Node29

(Workstation Exec)

0.00 0.00

43/ y' dz2€ 0 ¢ ' BjteMmis' 2CsMmis’ tOdedz! sEts d3j toj Y

14LO®0OY0O8 yd zO BBOIs j d30OIs d y dzts zmt * h de d
sflsd B3Odz des’™ ftsdz sd¢d fteslsdH'®™ L O HG{ @S
fslstejBlzsIs! tcoj Odz? des™ OftesBOY' o Ctdlsj ¢
JWiClsdodesmisd, Csaplstlz€ Gr BistcOlIsd W EkZdeS y' tsdzOdz! ¢
C'BjteMmls' 2C sMmis’ .

1dBBR HdZ Mis! E &BjlsHOR Yy d¢d IsO " H®

sfls Odzdz’ s d L dzOydes’ OSkizOd dasfls' . v jte
sAsfdd €' d SO0 SOLOSlkjtdfisdS: o' H L HOISdE
f' Mdv Hgdglswbts]' ° HE LHOLdshs' §isO0Clsds d
Btso' LOGsLd. (S LOLdOUOEshY eodhj, Mj

ddzgjteegjIsduydets’ MmMdMmlsj d3d, HJHOMZ B' d "ts8° 190G
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it SLedW dzkls©O dBtsHj &z OHOfIsdodets™ HtetslsdH'
tcj OcGlzo Odzdz?y dzO OIOSd © &BjteiyOn SCADA. 7 ¢
C'dz €' Mmdats’ sy dz2¢d ofdzdek MlsteOlsj "' O¢CIs
C'Bjtemls' 2C sys dzsigkmIsQedgd o sCted 3~ YoOMmisd
Mfsyoltlk ftlstc' Bdes oYL ezPmigls'd MNP tsigls 'd3J Istcd € ts&
1 OOL MisOdzH Otclsd L s9 Odzd n odL dzOyJ dz Is ©
dded cetsmMdMmMisy B3 O ty' de¢d G(wolsjdey 2dzd~ Oodz' |
LOftosf sdeso Odes € " dz2 €O " HRBBH' 1, 114d] Is s ik
ZOcOdz &0 Y BlstcjBO © B twhkdlstso OdzsdBz o dB tS
toj L ddz " dzlsdesmls’® . 1 © dzOh ftsedzvH, flsddzOd o
L OMmistsmiz o Odzda” Ctcd o ts’ Mls' 2CtsMmis’ (ted L ddz “ «

Mz detsls® .

1 O6 Odz! dats® ted Miss Ccdodr Mis® 2¢CsMis’ ‘ d
® ' Hdztso dzj dzdzv . 1" H yofm WoLd OBMmMtBY"' 9 "' H
ftcdL otsHdIs! HESE 9o HYite' HdzsGts L dzd ) J dedz? o' ¢
fdMmisj B3O f j aydzd 2 dzQOMy dAfitg P dzes sz 6" o dz' HEB BB

ftocsyjm' o. 1 " H yofm wWoLd ® ' Hdztso dzj dazdzw i tc
sz’ d&zOdzr dzgd s (OBt Htod2dzgV Isded ) fsCOL ded €' ¢
sBtso ' WL Ctsats ° dz' dz 2 dzd o] .

1 0 kdhiz2 4sBlcOy jdzs Sted o Mls* 2CsMmis* . {1
mMdMmlsj & YO HJjEteOHOY" '’ sO yOfm dzO0 9 " Hdats
WEdC y' sdzOdzy desfls® . Kd mif dzBE g dreds' tc ts1lo Osis 230,
Hdzv o dfOHCE 1 ° odhddz & st odgvwdadz L odf

[iltedC O, wWCO fted2dB@O O OMOYT 0 fnda®o & Uz gate &
fjtcjBZzoOdzdz" ©® HjCGCWOHBO Odesd3dz Mils Odz' , BJL T
fsCOLddC " 9. Ad Jtdflzh jdedaw M cOo j Hdzd o d

f 56" teh jdesEts tesBBYSEts MlsOdzz, Isddg heodubh j
@O0 Odzls Oy jigete jH 9 j S’ ' L dskOds sdshls'
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S d&zOH dzgd 7 115)d fiplsQ2ap ‘[z ' 5B  zdglstso Odats® o d ¢ dzw
s 2CsMmis' Mmdlsj duzs f st tzsHsh Olstass dztagfjlisj L Bj L
L dzOyj dzdzgw wWCts’™ dzjyOl! EZ H' OfOLtsdz ©°'H O H

A
P

eivie

1 (resilience)

ty tq i
{ MEZ4AABRCs e 9 © Mls® 2 C sfls"

]l sBEZHBSB9 OZO SO WL ddzzlsO HB yY! sEB8 9 dzd
ys W dzOdz dzz Rsy dzd e ' Mls! €' dz € Mdes’ sy dg
1 5Ctej BO, §  Hodh jddzv t' odgv C' Bjtefmls' 2C sl
5O f' HAB3 oW jd&ods € &I EsasglsOy ' 2

[Is) Omlsdzf dzgd o5 CtotsC s fslste" Bdes o9 jIBd W&
BjLYMjteindy 5 sSfdhmkz' Ml 2¢' M . uvsBlt,
fshCtsHyjd@ MdMlsj B3O olstcOYO' WEkd€ y' tsdzO dizd dz'c
3j dzh jhigdzy B jLtesL 03 todz® WlkzdzC y' w md Mmlsj dzdats’
ZORtsHdIs! Mw o H' OfiOUCHz { Qs S Wi O0q ¢, h
WEdS Yy B0 dy@EMESY YOSk § jtojBlo Odedzr MdMmlsj d
Ol O yyoOfm " dz y' 0y' ' fHacbwy@fzy o9 dedasts dzxj ‘dagatsts o

[Yj, LOCOd &0 ditt fa0did@" sdzlijdz’ MI§! § &zsh O f °
fsH' dzj dzZO dzO L O 0Odz' dgz Istedo Odz' fyls+ ' dgydH j dz

-

-
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Wid y' sdzOdzt detsfmls” mMd misd d&3d LO ygj? fjt' tsi
toj L d dz' ‘, dzlovdtsfipiscff H'C * Mis! o' Hdztso dzj dedaw ( s j L Ols
(tctsB OM@S figlg! Bsy dz20 o dL dz2Oydilsd ¢ dz@ €' Mmdzts.

Il Mot yYfww€lmlsh o' Hdztso dzj dzdzv oL tcOR SO Iz
WEdeC y' sdzOdzt desfls® " +—yOfgtsa’® Hf €0 Msd® ¢ MBI
odL dzOyO' Is! MW, (o Qdzd Bdez®, Mt ftoj HMIsOo dzv*
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