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PE®EPAT

AKTyanbHicTh TemMu. Ha PHUHKY CUCTEM €JIEKTPOHHOTO
JIOKYMEHTO00ITy, MOXKHa 3yCTpITH JBa pi3HOBHAU 30epiranHsa. Jlo mepiioro
BUJIy BIJIHOCATHCS TOTOBI CHCTEMH, SIKI BCTAHOBIIIOIOTBCS Ha CEpBEpH
BIJIMOBITHOTO KOPUCTYBaua Ta HAJIAIITOBYIOTHCS MiJ Horo Bumoru. B manomy
BUIAJIKY €IWHUM OOMEXKEHHSIM € o0car mnam’saTi. [HmmM, HaiOLIbII
NOMYJIIPHUM cepell KOPUCTYyBauiB, BUJOM € XMapHI CXOBHUILA, BUKOPUCTAHHS
AKX OOMEXKY€eThCsl 00CcAraMy MamM ATl Ta MBHAKICTIO JTOCTYIy 10 Hboro. JlaHi
PI3HOBHIM € 3pYYHHMH, aje€ HE J03BOJSIIOTH HaiiHO 30epiratu damu. lle
00yMOBJICHO 3JICKHICTIO BiJl pOOOTH aJAMIHICTpaTOpiB cucTeMu. OKpiM, BIUIUBY
J0JICHKOTo (pakTopy Ha opranizaiito ¢(aiaoBOro CXOBHUILA, HEMAE MOXKIIHUBOCTI
30epiraHHsi €JIEKTPOHHUX JIOKYMEHTIB 3 MHUGPOBUM MIAMHUCOM B €JUHOMY
cepenoBUIIl. 30KpeMa, BiICYTHs BOyJJ0BaHa 1HTErpallis 3 CEpBICOM HaKIaJaHHS
uudpoBoro manucy. TomMy akTyaldbHUM 3aBJaHHAM € MOOyJI0Ba MOJENei
MpOrpaMHOro 3a0e3neyeHHs 30epiraHHs eJIeKTPOHHUX JIOKYMEHTIB 3 IU(PPOBUM
MAIIFCOM 33 TEXHOJIOTIEI0 OJIOKYEHH.

006’exTOM I0C/iIzKeHHs € TIporiec 30epiraHHs eeKTPOHHUX JOKYMEHTIB
€JIEKTPOHHUX JOKYMEHTIB 3 HU(POBUM MiAITUCOM.

IIpeamerom aoc/izKeHHsI € TIporpaMHe 3a0e3nedeHHs sl 30epiranHs
CJIEKTPOHHHUX JTOKYMEHTIB 3 IIU(DPOBUM TI1ITUCOM.

Meta po0d0TH CHUHTE3yBaTU MpOrpamMHe 3a0e3neueHHs s 30epiraHHs
CJICKTPOHHUX JOKYMEHTIB 3 MUGPOBUM IMIAMHACOM 32 TEXHOJOTI€I OJOKYCHH
3aBJIIKH MOOYI0B1 HOTO MOJIETIEH.

MeTtoau pocaigkeHHs1. TeopeTHyHOO OCHOBOIO JUCepTaIliiHUX
JIOCTIIKEHD € TEOPis MOJICTIOBAaHHSI ITPOIIECIB. 30KpemMa, Teopist (PYHKIIIOHAILHOTO,
MPOLIECHOTO MOJICIIIOBAHHS 1 MOJICNIIOBAHHS TOTOKIB JaHUX — JJisi TOOYyI0BU
KOHIIENTYaJIbHOI MOJIEJI MPOrpaMHOro 3a0e3rnedeHHs 30epiraHHs eJIeKTPOHHUX
JOKYMEHTIB 3 IU(PPOBUM MIANKCOM 32 TEXHOJOTIEI0 OJIIOKYEITH; Teopist 00’ €KTHO-

OpIEHTOBAHOTO MOJICIIOBAHHA — JJIA MOOYJOBH 00’ €KTHO-OPIEHTOBAHOI MOJIENi

5



MIPOrPaMHOT0 3a0e3MeYeHHs 30epiraHHs €JICKTPOHHUX JOKYMEHTIB 3 IIU(PpOBUM
MMIITUCOM 3a TEXHOJIOTIED OJIOKYEHH.
HaykoBa HOBHU3HA pOOOTH MOJISITae B OJIEp>KaHHI TAKUX PE3yJIbTaTiB:

— ynepumie  1OoOYyJOBaHO  KOHIIENTYyalbHY  MOJENIb  MPOTPAMHOTO
3a0be3reueHHs 30epiraHHs €JICKTPOHHUX JIOKYMEHTIB 3 HU(PPOBUM ITiAMKCOM 32
TEXHOJIOTI€I0 OJOKYEWH, BUKOPUCTAHHS AKOi J103BOJIsIE (popmalti3yBaHHS HOTO
poboTy Ha piBHI (QyHKIIIH, MPOIIECiB 1 MOTOKIB JIaHUX, & TaKOX cpopMyBaTH Ta
OOIpYHTYBAaTU BapiaHTHU BUKOPUCTAHHS NMPOTPAMHOTO 3a0€3MEeUeHHS;

— ymepiie nmo0yaI0BaHO 00’ €KTHO-OPIEHTOBAHY MOJEIh MPOTPAMHOTO
3a0e3MeueHHs] Ha OCHOBI (opMalizyBaHHS HOTo poOOTHM Ha piBHI (DYHKIIIH,
MPOILIECIB 1 MOTOKIB JIaHUX, BUKOPUCTAHHS SKOI TO3BOJISIE HAATH HOBY SIKICTh
porpaMHOMY 3a0€3MEUYEHHIO MpPU CTBOPEHHI a0O0 BJIOCKOHAJEHHI, 30KpeMma,
3a0e3neunT Moro (yHKIIOHATBHY MPUJIATHICTH J0 30€piraHHs €JIeKTPOHHUX
JIOKYMEHTIB 3 LIU(PPOBHUM MIAMUCOM 3a TEXHOJIOTIE0 OJIOKYEHH.

IIpakTH4HA HIHHICTH OTPUMAHUX PE3YJIbTATIB MOJATAE Y TOBEIEHHI iX JI0
MPAKTUYHOTO peaji3yBaHHsI, a caMe:

— PpO3poOJICHHSI MPOrpaMHOro 3a0e3IeueHHs] 30epiraHHsl €JICKTPOHHUX
JOKYMEHTIB 3 LHU(PPOBUM MIAMUCOM 3a TEXHOJOTi€I0 OJOKYEeH 3a HOoro
00’ €KTHO-OP1€EHTOBAHOIO MOJICILIIO;

— 30epiraHHsi €JIEKTPOHHUX JIOKYMEHTIB 3 LU(PPOBUM MIJIUCOM 3a
TEXHOJIOTIEI0 OJIOKYCHH 3aBISKM BHUKOPHUCTAHHIO PO3POOJIEHOTO MPOrPaMHOTO
3a0e3MeyeHHs!.

Anpobaunia po6oru. Pesynbratu pobotu mpoinuin ampobamio Ha XI
HAyKOBIiN KoH(depeHIlli MaricTpanTiB Ta acmipaHTiB «lIpukianiHa maTemaTuka
ta kKoMl totuHr ([IMK-2018-2)».

Crtpykrypa Ta o0csr po6oTu. Marictepchbka AucCEpTallisl CKIadaeThCs
3 BCTYILY, I1’SITH PO3/I1TiB, BUCHOBKIB Ta JOJAaTKIB.

Y BCTymi HajgaHO 3arajbHy XapakTEPUCTHKY pOOOTH, OLIHEHO Cy4yacHe

nporpaMHe 3a0e3mnedeHHs Ui 30epiraHHs €JIeKTPOHHUX JIOKYMEHTIB 3



IU(PPOBUM MIAMHUCOM 32 TEXHOJOTIEH OJIOKYEHH, OOIPYHTOBAHO AKTYalbHICTh
o0OpaHOT0 HamNpsAMKY JOCHIKEHb, CGHOPMYJIBOBAHO METY 1 3aBJaHHS

JIOCITIKEHHS.

Y nepuioMy po3auii MpoaHali30BaHO MporpaMHe 3a0e3MedeHHs s
30epiraHHsi eNeKTPOHHUX JOKYMEHTIB 3 IU(PPOBUM MiAMKUCOM 33 TEXHOJIOTIEIO
OJIOKYEH CTOCOBHO 3abe3meueHHs Oe3meku ix 30epiraHHs. 3a pe3yibTaTaMH
TaKOTO aHaTI3yBaHHS II0Ka3aHO HEOOXIJHICTh CTBOPEHHS BIJAMOBIIHOTO
IporpamMHoro 3adesneyeHHs, copMoBaHO (PYHKIIOHAJIbHI Ta HE (DYHKI[IOHAJIbHI
BUMOTH U1 HOTO CUHTE3yBaHHSI.

Y apyromy DOBI[iJIi HO6YIIOB3HO KOHIOCIITYAJIbHY MOJICIIb ITPOIpaMHOI'0

3a0e3MnedeHHs 17151 30epiraHHs €JeKTPOHHUX JOKYMEHTIB 3 IU(MPOBUM HIATHUCOM
32 TEXHOJOTI€0 OJOKYEHH Ha (YHKIIOHATHHOMY, MPOIIECHOMY pPIBHSX, PIBHI
noTokiB nanux y rpadiunux Hotamisx [IDEF0, IDEF3 ta DFD. Lle no3Boauno
Ha (PyHKIIOHAJIbHOMY piBHI (popmanizyBaTtu HOro podoTy HabOpoM (yHKIIIH.
Toni Ak Ha MPOIIECHOMY PiBHI Ta PiBHI MOTOKIB JaHUX OMKCATU B3a€EMO3B’SI3KU
MIDXK eTanamMu 30epiraHHs eJIEKTPOHHOTO JOKYMEHTY Ta OOMIH JaHUX M)XK HUMH.

Y TperboMy po3Aili Ha OCHOBI KOHIENTYaJbHOI MOJENl TOO0YJI0BaHO

00’€KTHO OpPIEHTOBAHY MOJIeJIb MPOrpaMHOro 3abe3rneyeHHs s 30epiraHHs
€JIEKTPOHHUX JOKYMEHTIB 3 IU(POBUM MIAMUCOM 32 TEXHOJIOTIEI0 OJIOKYEHH y
rpadiunii  Horamii UML. Ile /103BOJMMIO BHU3HAYMTH MOTO BaplaHTH
BUKOPUCTAHHS, JIOT1YHY Ta (DI3UYHY CTPYKTYpH Ta, SIK HACHIIJOK, CUHTE3yBaTU
mporpamMHe 3a0e3rnedyeHHs s 30epiraHHs EJEKTPOHHUX JIOKYMEHTIB 3
IU(PPOBUM TIAMUCOM 32 TEXHOJIOTIEI OJOKYESHH.

Y derBepTOMY pO3/idl BU3HAUYEHO XAPAKTEPUCTUKHU, METPUKU SKOCTI Ta

npoBeneHo (yHKIIOHATBHE TECTYBaHHS TMPOTPAMHOTO 3a0e3MMeUeHHs IS
30epiraHHsi €EKTPOHHUX JOKYMEHTIB 3 IU(POBUM MiAMKMCOM 33 TEXHOJIOTIEIO
Onmok4veitH. HaBeneHO KOHTPOJBHI TPUKIAAW TECTYBaHHSA OCHOBHUX HOTO
BapiaHTIB BUKOpUCTaHHSA. Bu3HaueHO cHCTeMHI Ta amapaTHI BHUMOTH [0
KJIIEHTCHKOI Ta CEpPBEPHOI YAaCTUHHU IPOrpaMHOro 3abesneueHHs. OnucaHo

KPOKH YCHIIIHOTO BCTAHOBJICHHS 1 HABEJCHO IHCTPYKIIIO aaMIHICTPATOpy IS
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KOPUCTYBaHHS TPOTPaMHUM 3a0€3MeUCHHSAM I 30€piraHHs eJIeKTPOHHUX
JIOKYMEHTIB 3 IUGPOBUM IMIAMKCOM 3a TexHouoriero blockchain.

Y m’saToMy po3idl BU3HAUEHO PUHKOBI MEPCHEKTUBU CTapTaIl-TIPOEKTY

OporpamMHOro 3a0e3redeHHst s 30epiraHHs eJIEeKTPOHHUX JOKYMEHTIB 3
mupoOBUM MIANKUCOM 32 TEXHOJOTIE OyokuyeiiH, Tpadik Ta MPUHIUIU
oprasizaiii BUpoOHHUIITBA, (HIHAHCOBHUI aHAII3 Ta aHali3 PU3UKIB 1 3aXOAH 3
IPOCYBaHHS MPOMO3ULIT ISl IHBECTOPIB. Y3arajJbHEHO €Talu po3pOOJIEHHS Ta
BUBEJICHHS CTApPTAN-MPOCKTY HA PUHOK.

Y BHCHOBKax MpoaHalli3oBaHi OTPUMaHI1 pe3yabTaTH.

Y nopatkax HaBeAEHO CTPYKTYPY IMPOrPaMHOTO 3a0€3MEUEHHS.

Marictepcpka amcepTallisi BUKOHaHa Ha 122 apkymax, MICTHTb 2
JOJIATKIB Ta IMOCWJIAaHHS HAa CIIUCOK BUKOPHUCTAaHUX JITEPATypHUX JpKepen 31 55
HaliMEeHyBaHb. ¥ po00Ti HaBeneHO 22 pUCYHKIB Ta 20 TaOJIHILIb.

KarwouoBi cjoBa: 0JI0KYEitH, TEXHOJIOTIS OJIOKYEIH, ACIEeHTpaTi30BaHa
CUCTEMa, €JIEKTPOHHUMN JOKYMEHT, HU(GPOBUNA MIANUC, KOHUENTyalbHa MOJENb
MPOTPaMHOr0 3a0e3MeueHHs, 00’ €KTHO-OpPIEHTOBaHA MOJIENb IPOTPAMHOTO
3a0e3MeueHHsl, IporpaMHe 3a0e3neueHHs 30epiranHs eJIeKTPOHHUX JTOKYMEHTIB

3 HUGPOBUM ITiATTUCOM.



ABSTRACT

Relevance of the topic.On the market of electronic document
management systems, two kinds of storage can be found. The first type includes
ready-made systems that are installed on the servers of the user and customized
to his requirements. In this case, the only restriction is the amount of memory.
The other, most popular among users, is cloud storage that is limited to memory
and speed of access to it. These methods are convenient, but do not provide high
reliability of file storage. This is due to the dependence on the work of system
administrators. In addition, the influence of the human factor on the organization
of the file repository, to the same there is no possibility of storing electronic
documents with a digital signature in a single environment, that is, there is no
built-in integration with the service of digital signature overlays. Therefore, the
storage of electronic documents with digital signature is vital because of the use
of the blockchain technology.

Object of research is the process of storing electronic documents of
digital documents with a digital signature.

Subject of research is software tools for storing digital documents with a
digital signature.

Research objective is synthesizing of software for storing electronic
documents with a digital signature on the blockchain technology by constructing
its models.

Research methods. The theoretical basis of dissertation research is the
theory of process modeling. In particular, the theory of functional, process
modeling and data flow modeling — for constructing a conceptual model of
software for storing electronic documents with digital signature on technology
blockchain; the theory of object-oriented modeling — for building an object-
oriented model of software for storing electronic documents with digital

signature on technology blockchain.



Scientific novelty of the work is to obtain the following results:

— for the first time a conceptual model of software for storing electronic
documents with digital signature on the technology of blockchain was built, the
use of which allows to formalize its work at the level of functions, processes and
data streams, as well as to form and justify the use of software;

— the object-oriented software model was first built on the basis of
formalizing its work at the level of functions, processes and data streams, the
use of which allows to provide new quality software when creating or
improving, in particular, to ensure their functional suitability for storing digital
documents with digital Signature for technology blockchain.

Practical value of the results obtained is to bring them to practical
realization, namely:

— development of software for storing electronic documents with
digital signature on the blockchain technology for its object-oriented model;

— storing of electronic documents with digital signature on the
blockchain technology due to the use of the developed software.

Approbation. The results of the work were tested at the XIth Conference
of Masters and Postgraduate Students "Applied Mathematics and
Computing (PMK-2018-2).

Structure and content of the thesis. The master's dissertation consists

of an introduction, five sections, conclusions and appendices.

The introduction gives a general description of the work, evaluates the
modern software for storing electronic documents with digital signature on the
technology blockchain, substantiates the relevance of the chosen direction of
research, formulated the purpose and objectives of the study.

The first section analyzes the software for storing electronic documents

with a digital signature on the technology of blockchain regarding the safety of
their storage. According to the results of this analysis, the necessity of creating

the corresponding software has been demonstrated, functional and non-
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functional requirements for its synthesis have been formed. The second chapter
formalizes the process of storing electronic documents, identifies communications
and streams between the stages of storage of electronic documents.

In the third section, based on the conceptual model, an object-oriented

software model for storing electronic documents with digital signatures on the
blockchain technology in the graphical UML notation was built. This allowed us
to determine its usage patterns, logical and physical structure, and, consequently,
to synthesize software for storing digital documents with the digital signature of

the technology blockchain.

The fourth section defines characteristics, quality metrics, and performs
functional testing of software for storing electronic documents with a digital
signature on the technology of blockchain. Examples of testing their main uses
are given. The system and hardware requirements for the client and server part
of the software are determined. Describes the steps for successful installation
and provides an instruction to the administrator to use the software for storing
digital documents with digital signature technology blockchain technology.

The fifth section defines the market prospects of a startup project for

storing digital documents with a digital signature on the blockchain technology,
the timetable and principles for organizing production, financial analysis and
risk analysis, and measures to promote the offer to investors. The stages of
designing and launching a startup project on the market are summarized.

The conclusions are analyzed by the obtained results.

The annexes show the structure of the software.

The master's dissertation is performed on 122 sheets, contains 2
appendices and a link to the list of used literary sources from 55 titles. There are
22 drawings and 20 tables in the work.

Keywords: blockchaine, blockchaine technology, decentralized system,
electronic document, digital signature, conceptual model of software, object-
oriented model of software, digital documents with digital signature storing

software.
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PE®EPAT

AKTyaJIbHOCTH TemMbl. Ha PBIHKE CUCTEM AIEKTPOHHOTO
JOKYMEHTOO0OpOTa, MOXHO BCTPETUTh JBE pA3HOBUAHOCTH xpaHeHus. K
MIEPBOMY BHUJIy OTHOCATCSI TOTOBBIE CHUCTEMBI, KOTOPHIE YCTAHABIMBAKOTCS Ha
CEpBEPBl COOTBETCTBYIOLIEIO IIOJb30BAaTENII W HACTPAUBAIOTCS IMOJ €ro
TpeOoBaHus. B 1aHHOM ciyyae eJMHCTBEHHBIM OIpPaHUYCHUEM SIBISIETCS 00beM
namatd. [pyrum, HaumOojee MOMYyJSpHBIM Cpelu IMOJb30BaTeIe, BUIOM
ABIIAETCS OOJIaUHbIE XPAHWIMILA, OTPAHWYMBACTCA MaMATbIO M CKOPOCTBIO
noctyna K Hemy. JlaHHble criocoObl yA00HBI, HO HE JalOT BHICOKOW HAJIEKHOCTH
coxpaHeHuss (amoB. ITO0 OOYCIOBIEHO 3aBUCUMOCTBIO OT  pabOThI
aJIMUHUCTPATOPOB cucTeMbl. KpoMme, BIMSHUS 4YeIOBEYECKOTro (akropa Ha
opranu3anuio (aiioBOro XpaHWINILA, K ’TOMY € OTCYTCTBYET BO3MOKHOCTb
XPAaHEHUS! 3JIEKTPOHHBIX JOKYMEHTOB C IIU(POBOM MOANUCHIO B €AUHOU Cpeae,
TO €CTb OTCYTCTBYET BCTPOEHHAs MHTErpalus C CEPBUCOM HAJIOXKECHUS
nudpoBoi noanucu. [103ToMy akTyalbHBIM SIBIISIETCS XPAHEHUE C AJIEKTPOHHBIX
JOKYMEHTOB C IU(POBOM MOANUCHIO Ojarogapsi UCHOJb30BAHUIO TEXHOJIOTHH
blockchain.

O0BbEeKTOM HCCIICA0BAHUSA  SIBISETCS poIECC XpaHEHUs
AIIEKTPOHHBIX TOKYMEHTOB 3JIEKTPOHHBIX JOKYMEHTOB C HU(POBOM MOAMUCHIO.

IIpeamMeTom uccaeq0OBaHUsL  SIBIISIETCS IPOrpaMMHBIE cpencTBa
XPaHEHUS SJIEKTPOHHBIX JOKYMEHTOB C HIU(PPOBOI MOIHUCHIO.

Heab padoThl ABASETCA NMPOTPAMMHO PEAIU30BATh CPEACTBO XPAHEHUS
AJIEKTPOHHBIX JTOKYMEHTOB ¢ MU(POBON MOAMUCKHI0 MO TexHoyuoruu blockchain
OJs1arosiapsi HOCTPOEHUIO €ro 00bEKTHO-OPUEHTUPOBAHHON MOJIETH.

Metoabl uccieaoBaHus. TeopeTndecKor OCHOBOM JIHUCCEPTALMOHHBIX
UCCJIEIOBAHUM SBIISIETCSI TEOPHUsSl MOJIEIMPOBAHMS TpolleccoB. B yacTtHOCTH,
Teopust (PYHKIMOHAIBHOTO, MPOLIECCHOTO MOJEIUPOBAHUS M MOJEIUPOBAHUS
IOTOKOB JAHHBIX — JJIs1 MOCTPOEHMS] KOHLENTYaIbHOW MOJEIN NPOrpaMMHOIO

obOecreyeHus XpPaHCHUA 3JICKTPOHHBIX HOKYMCHTOB C I.IH(i)pOBOfI IMOAITUCBIO ITO
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texHonoruu blockchain; Teopusi 00bEKTHO-OPHEHTUPOBAHHOTO MOJICIUPOBAHMS
— s TIOCTPOCHHSI OOBEKTHO-OPUEHTHUPOBAHHOW MOJENH MPOTPAMMHOTO
oOecrieueHus XpaHEHHUs AIEKTPOHHBIX JOKYMEHTOB C ITU(GPOBON MOIMHUCHIO TIO
texHosoruu blockchain.

HayuyHasi HOBH3HA 3aKJTI0YACTCS B TIOJYYCHHUH CISAYIOIINX PE3YIhTATOB:

— BHEpPBBIC TIOCTPOCHO KOHICNITyAIbHYIO MOJCIb IPOTPaMMHOTO
oOecriedeHnsT XpaHEHHUs AJICKTPOHHBIX JOKYMEHTOB C ITU(PPOBOI MOIIMHUCHIO IO
texHosorun blockchain, ucnonb30BaHNEe KOTOPOMl MO3BOJISIET (hOpMATU3AINU
ero paboTy Ha ypoBHE (YHKLHW, MPOIECCOB M IMOTOKOB JAHHBIX, a TaKKe
chopMmupoBaTh M OOOCHOBaTh BAapUAHTHI HCIIOJIB30BAHUA MPOrPAMMHOIO
o0cCIICUCHHS;

— BHEpBbIE  TOCTPOEHBI  OOBEKTHO-OPHUEHTHUPOBAHHYIO  MOJEIb
IPOrpaMMHOT0 OOECIIEYeHHsI Ha OCHOBE (hopManu3aluu ero paboThl Ha YPOBHE
(GyHKIHHA, MPOIIECCOB M MOTOKOB JaHHBIX, UCIIOJIB30BAaHUE KOTOPOM ITO3BOJISET
MPEIOCTaBUTh HOBOE KA4YECTBO MPOTPAMMHOMY OOECIIEUEHHUIO TPH CO3JIaHHH
WM COBEPIICHCTBOBAHMM, B YAaCTHOCTHU, OOECHEUUTh HMX (PYHKIMOHAIBHYIO
MIPUTOAHOCTh K XPAaHCHHIO 3JIEKTPOHHBIX TOKYMEHTOB C IU(DPOBOH MOAMUCHIO
no Texnosioruu blockchain.

IIpakTHyeckasi EHHOCTh TIOJYYCHHBIX PE3YJIbTATOB 3aKIIOYACTCS B
JTOBEACHUH MX JI0 MMPAKTHYECKOTO PeaTn3yeMOCTh, 8 UMEHHO:

— pa3paboTKa MPOrPaMMHOTO OOECTICUCHUS] XPAHEHHUS DJIEKTPOHHBIX
JIOKyMEHTOB ¢ Iu(dpoBOil moanuchio 1o TexHonoruu blockchain mo ero
00BEKTHO-OPUEHTUPOBAHHOMN MOJIEIBIO;

— XpaHEeHHWs JJCKTPOHHBIX JOKYMEHTOB C IU(POBON MOAMMUCHIO IO
texHonorun  blockchain  Omaromapst  MCIOJNB30BaHUIO  pa3pabOTaHHOTO
MIPOTPAMMHOTO 00€CTICUEHU .

AnpobGauust padotbl. Pe3ynpTaThl paboThl mponuiy amnpobanuio Ha XI
HAyyHOW KOH(EepeHIMM MarucTpaHToB W  acnupaHTtoB  «lIpukmamgHas

maTemaTHka ¥ KoMmnbroTHHT (IIMK-2018-2).
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Ctpykrypa u 00beM padoTbl. Marucrepckas quccepTaius COCTOUT U3
BBEJICHMUSI, [IATH TJ1aB, 3aKJIIOUECHUS U IPUIIOKEHUH.

Bo BBeneHuu JgaHo oOm@as XapakTEPUCTHKAa padOThl, OLICHEHbI

COBPEMEHHOE MpPOTpaMMHOE OOecreueHue JIsl XPaHCHUS SJICKTPOHHBIX
JIOKYMEHTOB ¢ Lu(dpoBoi moamuceio mo texHojoruu blockchain, o6ocHoBana
aKTYaJTbHOCTh BBIOPAHHOTO HAIMPABJICHUS HCCIEIOBAHUHN, C(HOPMYITUPOBAHBI
TeTTN U 331241 MCCIIeJOBaHMS.

B nepBoM pasjenie nmpoaHaNIM3UPOBAHEI POTPAMMHOE OOCSCIICUCHHE IS

XpaHEHUsI JEKTPOHHBIX JOKYMEHTOB C IU(POBOI MOMAMUCHIO MO TEXHOJIOTUU
blockchain nmo Ge3omacHocTu ux xpaHeHus. [lo pesynpTaTaM Takoro aHaiausa
NOKa3aHa HEOOXOJUMOCTh CO3JaHUsl COOTBETCTBYIOIIETO MPOrPaMMHOIO
oOecrieueHusi, CcGhOpMUPOBaH (PYHKIIMOHANBHBIE M  HEPYHKIMOHAIbHBIC
TpeOOBaHUsI 111 €T0 CUHTE3UPOBAHUSI.

Bo BTOpOM pazuene MMOCTPOCHO KOHICIITYAJIbHYIO MOJICJIb IIPOrpaMMHOTO

oOecrieueHus IJisi XpaHEHUs DJIEKTPOHHBIX JIOKYMEHTOB C ITU(POBOIl MOAMHUCHIO
no TexHojoruu blockchain Ha QpyHKIIMOHAIBHOM, MPOIIECCHOM YPOBHE, YPOBHE
NOTOKOB JaHHbIX B rpaduyeckort Hotaumu IDEFO, IDEF3 u DFD. 310
MO3BOJIUJIO Ha ()YHKIIMOHAIBLHOM YPOBHE (pOpMaIN30BaTh €ro paboTy HabopoM
¢dbyukiuit. Torga kak Ha MPOIECCHOM YPOBHE M YPOBHE IMOTOKOB JIAHHBIX
OMMKCaTh B3aUMOCBSI3M MEXKIYy dTarlaMu XpaHEHHs dJEKTPOHHOTO JOKYMEHTa U
O0OMEH JaHHBIX MEXy HUMH.

B TperbeMm pasznene Ha OCHOBE KOHUENTYAIBHOM MOJEIU IOCTPOECHBI

OOBEKTHO OPUEHTHUPOBAHHYIO MOJENIb MPOrpaMMHOrO OOECIeUeHHs IS
XpaHEHUsI DJIEKTPOHHBIX JOKYMEHTOB C HU(POBON MOIMUCHI0 MO TEXHOJIOTHH
blockchain B rpaduueckoii Hotanmu UML. DTO mo3BOIUIO OMpPENETUTh €ro
BapHaHTHl KCIIONB30BAHMS, JIOTHYECKYIO U (DU3HUECKYIO CTPYKTYphl H, Kak
CIIEICTBUE, CHHTE3MpPOBATh MPOTpaMMHOE OOecledeHne [UIsl XpaHCHHsI
3JIEKTPOHHBIX TOKYMEHTOB C IM(PPOBOIi MoANKCKIO 10 TexHoaoruu blockchain.

B deTrBepTOM pazgeie ONpCACICHBI XapaKTCPHUCTUKHU, MCTPHUKH Ka4CCTBA U

MPOBENCHO (HYHKIIMOHATBLHOE TECTHUPOBAHUE MPOTPAMMHOTO OOECTIeYSHUS IS
14



XpaHEHUs! JEKTPOHHBIX JOKYMEHTOB C IU(POBON MOMMUCHI0 TIO TEXHOJIOTHH
blockchain. IlpuBeneHbsl KOHTPOJIBbHBIC TPUMEPHI TECTUPOBAHUE OCHOBHBIX €TI0
BapHaHTOB HcCHoJb30BaHUsA. OmpenerneHbl CHCTEMHBIE W allapaTHBIC
TpeOOBaHUS K KIIMEHTCKOH M CEPBEPHOM YACTH MPOTPAMMHOTO OOCCIICUCHHSI.
Onucanbl mard yCHENTHOW yCTAaHOBKA W  TPHUBEACHA  WHCTPYKITUS
aIMUHUCTPATOPY IS TIOJB30BAHUS IMPOTPAMMHBIM  OOECIEYCHUEM IS
XpaHEHUs JEKTPOHHBIX JOKYMEHTOB C IU(POBON MOIMUCHIO TIO TEXHOJIOTHH
blockchain.

B 1nsatoM  paspeine pa3acic OIpCACICHbBI PBIHOYHBIC JIICPCIICKTHBLI

CTapTal-MpoeKTa MPOrpaMMHOTO OOECHedYeHUs] IS XPaHEHHUS 3JIEKTPOHHBIX
JOKYMEHTOB ¢ HMU(POBOM moAnuchio mo TexHosioruu blockchain, rpaduk wu
MPUHITUIIBI OpraHU3alluy IPOU3BOICTBA, ((MHAHCOBBIN aHANIM3 U aHAJIU3 PUCKOB
U Mephl MO MNPOABMIKECHHUIO MPEAJIOKEHUs s MHBECTOpoB. (OO030p 3Tarbl
pa3pabOTKH U BBIBOJAA CTapTa-IIPOCKTA HA PHIHOK.

B BbIBOAaX MpOaHATM3UPOBAHBI OJYYEHHBIE PE3YJIbTATHI.

B npunoxeHusx mpuBeeHa CTPyKTypa NpOrpaMMHOIO 00€CTIeUEeHHUS.

Marucrepckasi nuccepranusi BbIIOJHEHAa Ha 81 nucTax, comepkuT 3
NPUIOKEHUN M CCHUIKM Ha CIHCOK MCIOJIb30BAHHBIX JIMTEPATYPHBIX
HUCTOYHUKOB U3 55 HaummeHoBaHuil. B pabGote mpuBenensl 20 pucyHkoB u 20
Ta0HII.

KiawueBble cJIOBA: OJIOKYCHH, TEXHOJIOTHS OJIOKYCIiH,
JENEHTPAIN30BaHHAsT CUCTEMa, DJIEKTPOHHBIA JOKYMEHT, Iu(poBas MOJIHUCH,
KOHIICTITyaJIbHasl ~ MOJIEh ~ MPOTPAMMHOTO  oOecreueHus,  OOBEKTHO-
OpPUECHTHpPOBaHas  MOJEIb  MPOrpPaMHOTO  oOecredyeHus, MPOrpaMMHOE
oOecrieueHne XpaHEeHUS YJICKTPOHHBIX JIOKYMEHTOB C IIBIPPOBOI TTOMHCHIO.

AHanizyBaHHs npolecy 30epiranHs

15



3MICT

CIIMCOK TEPMIHIB, CKOPOYEHbD TA ITIO3HAYEHD.................. 18
37 0 .7 1 19
1 MPOBJIEMATHUKA CUHTE3YBAHHA MNPOT'PAMHOI'O
3ABE3INEYEHHS JJIsA 3BEPITAHHSA EJEKTPOHHUX
JOKYMEHTIB 3 HU®POBUM MIAIMHUCOM ....cccvvinniinniiinniinnnnn 21
1.1. AmanizyBaHHSA npoliecy 30epiranHs eJIeKTPOHHUX JTIOKYMEHTIB .........21

1.2. AnanizyBaHHA MOJCIEH 1 MpPOrpaMHOTO 3a0e3rnedeHHs 30epiraHHs
(SN e10)z 1307040 ()97 V(5] : 1 ) : S 25

1.3. CunTe3yBaHHsS MPOTPaMHOTO 3a0e3leueHHsT 30epiraHHs eJIEeKTPOHHUX
D1 0] 4 2L 535 4 1 - S 31

(/5 237 (o) ¢ (0):) ¥ 2 SRENUUU 36

2 KOHIENTYAJBHA MOJEJb IMPOTPAMHOTIO 3ABE3NEYEHHS
JUIS 3BEPITAHHS EJIEKTPOHHUX JOKYMEHTIB 3 [IH®POBUM
110011117 (600 )Y TR SRR P PR 38

2.1. dopmanizyBaHHS Mpoiiecy 30epiraHHs eJIeKTPOHHUX JOKYMEHTIB ......38

2.2. Bu3HaueHHS 3B’S3KIB  MDK eTamamMu  30epiraHHs — €JIEKTPOHHUX
b1 0] 4 2L 535 1 ) - S 42

2.3. Bu3HaveHHS MOTOKIB JAaHWX MDK eTarnaMu 30epiraHHsl €JEKTPOHHUX

D1 10287417 (5] 1 1 J50 44
P 23 16 (0] - Z 46
3 OB’EKTHO-OPIEHTOBAHA MOJAEJIb MPOT'PAMHOI'O
3ABE3INEUEHHS JJISA 3BEPITAHHSA EJJEKTPOHHUX
JOKYMEHTIB 3 HU®POBUM HMIAIMHUCOM ....ccevvvivineineiniinnnnne 47
3.1. CneuudikyBaHHsI BUMOT J0 MPOTPaMHOTO 3a0€3MEUEHHS ............... 47
3.2. CTBOpPIOBaHHS JIOT1YHOI CTPYKTYPH MPOTPaMHOTO 3a0€3Me4YeHHS ......52
3.3. CrtBoproBaHHs (i3UYHOI CTPYKTYPH IPOTPAMHOTO 3a0€3MedYeHHs ......58
R TR 237 (0d 2 (0] 3.4 % (U P 60

4 POBOYH TIPOEKT MPOTPAMHOIO 3ABE3NEYEHHS IS
3BEPITAHHSI EJEKTPOHHUX JIOKYMEHTIB 3 IH®POBUM
110010107 (600 )Y AR OT TR 61

4.1. Peasni3zyBaHHS MIPOTPAMHOTO 320€3MEUCHHS . ... vuveneeneenneeneeneannennn 61



4.2. TecTyBaHHS MPOTPAMHOTO 3A0€3MEUCHHS  ...uvenvenneeneenneeneeneennennn 65
4.3. BUKOPUCTAHHS MPOTPAMHOTO 320€3MEUCHHS ...uvvenreenreennneneannnn. 69
A T 51713 (0] / (O 71

5 PO3POBJIEHHA CTAPTAII-ITPOEKTY IMTPOI'PAMHOI'O 3ABE3IIEYEHHSA
JJIA 3BEPITAHHA EJEKTPOHHUX JOKYMEHTIB 3 HU®PPOBUM

ITIATIACOM ..oinviinniiniiniiiniiniieesessonsssssssssssssssssssssssssosssssssnssnssnss 72
ST 00507 (v 1i (51 10 11010 1) 4 ) 2 72
5.2. TexXHOJOTIYHUN AYTUT 17€T TIPOCKTY  +urrreennreeennreeenneeannneeennsannns 74

5.3. Anai3 pUHKOBUX MOKJIMBOCTEH 3aITyCKY CTAPTAM-TIPOCKTY .............l [
5.4. Po3po0eHHS PHHKOBOT CTPATETIT TIPOCKTY ...'uvtenreenreennaaneennnnns. 83

5.5 Po3po0ieHHs MapKETHHTOBOI MPOTPaMH CTApTAIM-MIPOCKTY  .............85

ST ST 23 (03 (0] -3 Z S 87
133 (@0 5 1023 1N 89
CITUCOK BUKOPUCTAHUX JAKEPEJL....ccccioiviiiieiiniinennencnronnsnne. 91
D1 (1071 7. N X6 ) G 95
D1 (10 71 7. N X6 ) 97

17



CIIMCOK TEPMIHIB, CKOPOYEHbDb TA IO3HAYEHD

brnokueitn (anri. Blockchain a6o block chain) — BuOyayBaHa 3a NMEeBHUMH
npaBmiIaMu Oe3lepepBHa MOCIHII0OBHA JAHIIOKOK OJIOKIB (3B'SI3HUH CITUCOK), 1110
MicTATh 1H(opMarrito. HaluacTime Kormii JIaHITIOKKIB OJIOKIB 30€piraroThCsi Ha
0e3J1i4i pi3HUX KOMIT'IOTEPIiB HE3aICKHO OAMH Bix ojHOTO [1].

JlenienTpainizartis — IpoIec mepepo3noaiTy, po3citoBaHHs PYHKITIN, CHJI, BIIJIH,
Jrofie abo pedell BiJl LEHTPAJIbHOIO pO3TallyBaHHS a00 KEPYHUOro Oprasy.
[ToHsATTS nmeueHTpanizaiii BUKOPUCTOBYETHCS B OMMCI IPYNOBOi AMHAMIKH, B
MEHE/KMEHTI, TOJITUYHIA Haylll, IMpaBi, JEpPKaBHOMY 1 TPOMAJCHKOMY
yIpaBJIiHHI, CKOHOMIIII 1 TeXHOJOTIT [2].

Xwmapne cxouiile (anri. cloud storage) — siBisie co00¥0 MOJIENIb CXOBY JJAaHUX, JI€
udpoBl AaHl 30epiraroThCsl B JIOTIYHI MyJH, a (Qi3uyHe 30epiraHHs OXOILTIOE
KUJIbKa cepBepiB (1 4acTO Ha PI3HUX MICIIX (JOKaliAx)), (pi3uyHe ceperoBHUlE,
SK TIPaBWJIO, HAJECKUTh XOCTHMHTOBHUM KOMIIAHISIM, BOHH 3K KEpPYIOTh IUM
cepenopuiieM. Lli mocTayalbHUKK XMapHUX CUCTEM CXOBY JIAaHMX BIJITOBIIAIOThH
3a CXOB HasBHOI 1H(opmamii ¥ gocTyn 10 Hei, Ta 3a poOoTy (Hi3UYHOTO
cepenopumia. KopucrtyBaui KymyloTh y MOCTauyalbHHUKIB MOCIYT XMapHOTO
CXOBHIIIa 3MOry 30epiratu Tam naHi [3].

XemryBanHs (anri. Hashing) — mepeTBopeHHsI MacMBY BXIJHUX JAHHUX JOBLIBHOL
JIOBXKMHU B (BUX1JHY) OITOBY PSIZIOK BCTAHOBJICHOI JIOBXKUHH, 10 BUKOHYETHCS
NEBHUM aropuTMoM. DyHKIIis, SIKAa BTUIIOE AJITOPUTM 1 BUKOHYE MTEPETBOPEHHS,
HA3UBAETHCS «XeII-PYHKINEI0» a00 «PYHKITIEI 3ropTKm» [4].

By3on 3aBaHTa)ke€HHS, TaKOXX BIIOMHUH K XOCT 3YCTpiul — L€ BY30JI Y MEpPEXKi,
SKUW HajJa€ MEepBUHHY 1H(OpMAIliI0 PO KOHPIryparito Juisi HOBUX BXIJHUX
BY3JiB, 1100 BOHM MOIJIM YCHIIIHO MNpPUEAHYBAaTUCA A0 Mepexi. Bysmu
3aBaHTAXEHHS TMEPEBAKHO 3HAXOMATHCA B JEIEHTPATI30BAaHUX OJHOPAHTOBUX
Mepexax (P2P) yepe3 nuHamidyHO 3MiHIOBaH1 1IGHTMYHOCTI Ta KOHIryparii

BY3JIiB YYaCHHKIB y IIUX Mepexax [5].
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BCTYII

Y cydacHMX yMOBaxX JIOCUTh Ba)XKKO VYSBUTH BHUNAAOK, II00 Yy
MIAIPUEMCTBA UM JIIOJMUHU HE OyJI0 BIACHOTO CXOBHUINA I €JIEKTPOHHUX
NoKyMeHTIB. CTBOpEHHS TMporpaMHoOro 3a0e3medyeHHs JUisl  yHpaBIIiHHS
BJIAaCHUMH (paillaMu € TOCUTH 3aTpaTHUM, B CHJTY I1€1 OOCTaBUH JIIOIU MOYATH
BUKOPHCTOBYBATH F'OTOBI PIIICHHA JUIsI OpraHizallii JOKyMEeHTOO0ITy.

Ha puHKy cucTeM eleKTpOHHOro JOKYMEHTOOOIry, MOXKHa 3YCTPITH JBa
pizHOBHIM 30epiranHs. Jlo mepmoro BHUIY BIAHOCATHCS TOTOBI CUCTEMH, SIKi
BCTaHOBJIIOIOTHCSI HA CEPBEPH BIJNOBIIHOTO KOPHCTyBaya Ta HAJAIITOBYOThHCS
] Woro BUMOTU. B laHOMYy BUIAJIKy €IMHUM OOMEXKEHHSAM € OOCAT mam’sTi.
[HImMM, HAMOLTBII MOMYJISIPHUM CepeJl KOPUCTYBadiB, BUAOM € XMapHi CXOBHULIA,
110 OOMEXKY€ETHCS IIaM’SITTIO 1 IIBUAKICTIO AOCTYILY 10 HBOTO.

Jlani cmocoOu € 3py4yHUMH, ajieé HE JIal0Thb BHCOKOI HaJIMHOCTI
30epexxeHHst QaiB. Lle 00yMOBIIEHO 3al€XHICTIO BiJ pOOOTH aaMIHICTPATOPIB
cuctemu. OKpiM, BIUIMBY JIIOJICBKOTO (aKkTOpy Ha oOprasizaiiro ¢aiioBoro
CXOBHILA, JI0 LBOTO 5K BIICYTHS MOXJIMBICTh 30€piraHHs €JIEeKTPOHHHUX
JIOKYMEHTIB 3 IU(GPOBUM IIAMUCOM B €IUHOMY CEpPEIOBUII, TOOTO BIJACYTHS
BOy/ZIOBaHA IHTErpaiisi 3 CepBICOM HaKJIagaHHsA LudpoBoro mignucy. Tomy
aKTyaJIbHUM € 30€piraHHs 3 €JEKTPOHHUX TOKYMEHTIB 3 HU(GPOBUM MIANHCOM
3aBIIKM  BUKOPUCTAHHIO  TEXHOJIOTi  OJokueiH. [Insg  cuHTe3yBaHHS
porpaMHoOro 3aco0y 30epeXeHHS! EJNEeKTPOHHUX JOKYMEHTIB 3 LHU(PPOBUM
OIAMUCOM  TPOMOHYETHCS ~ BUKOPUCTAHHS ~ TEXHOJNOTI  OJNIOKYedH y
JCLICHTPAJI30BaHIi CHCTEMI.

Bukopucranas gaHoro migxoay 3abesreuye po3noAiUICHHS KOHTPOJO 3a
30epeKEHHSIM  €IEKTPOHHUX JOKyMeHTiB. Llel migxim XapakTepu3yroThCs
BHCOKOIO CTIMKICTIO JIO 3JIOMIB JJaHUX YYaCHHUKIB a00 aTak Ha MEPEXKY B LILLIOMY.
Tomy Benuka KIJIbKICTh JOKYMEHTIB, SIK1 HAAXOATh, OyAyTh 0OpOOJIeHi.

OcHOBHI TIepeBaru BUKOPUCTaHHS TEXHOJIOTIi OJIOKYEHHY — I1€ TIPO30PICTh

MPOBEJICHUX TPaH3aKIIM 1 MHOKUHHE KOTMIIOBAHHS BCIX IIUX TPAH3AKIIH TaKUM
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YHHOM, 0 Y KOXKHOTO YYacHHKA TMPOIECy 3aBXAU € iHPopMaIllis mpo KOXKeH
KpOK yCiX mapTHepiB. IIoHATTA TpaH3akiii y KOHTEKCTI OJOKYEHH TEXHOJIOTIi
pPO3YMIEThCSL SIK 3amuUT Ha 30epekeHHs OoauHuIl iHdopmarii, ToOTO Yy
KOHKPETHOMY BUTAAKy — (aiiiry abo eNeKTpOHHOTO MOKYMEHTY 3 IHU(pPOBUM
T IITACOM.

Takum 4uMHOM, Ha CHOTOAHIIIHIA J€Hb MPoOIeMy Oe3neKkHu 30epeKeHHS
CIICKTPOHHUX JIOKYMEHTIB 3 HU(GPOBUM TIiAMHCOM MOXIWBO BHPIIIUTH 32
JOTIOMOTOI0 ~ TE€XHOJOrii  OmokyeiiH. Tomy MOJENTIOBaHHS IPOrPamMHOro
3a0e3neyeHHs 1Jig 30epiraHHs eNeKTPOHHUX IOKYMEHTIB 3 ITU(POBUM M1ITHUCOM

3a TEXHOJIOTIEI0 OJIOKYEHH € AKTYaJIbHHUM.
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1 MPOBJIEMATHUKA CUHTE3YBAHHSA IPOI'PAMHOI'O
3ABE3INEYEHHA JJIAA 35EPI'AHHSA EJIEKTPOHHUX
JOKYMEHTIB 3 IU®POBUM HIAITMCOM

1.1. AnanizyBaHHs npouecy 30epiraHHsl eJIeKTPOHHUX JI0OKYMEHTIB

[To3aodicHe 30epiraHHd JOKYMEHTIB — 1€ Iepenada (QyHKIH 31
30epiranHsi Ta 0OCIyroByBaHHS JOKYMEHTIB oprasizaiii mpodeciiHoi apxiBHOI
kommnaHii. Ha mozaodicHe 30epiranHs rmnepenaroThes OyIab-KlI JIOKYMEHTH,
TEpMiHU 30€piraHHs SKUX HE 3aKIHUMIIUCS: OyXTalnTepchKi, OAHKIBCbKI KaJpOBi,
MEJIMYHI, BKJIFOYAIOUMd JOKYMEHTH, IO MICTITh KOH(IJCHIINHY 1HGOpMAIIIO.
[Topsin 3 manmepoBUMH JTIOKyMEHTaMH, 30€piraHHIO MiUISITal0Th ay10Bi3yalibHI
JOKYMEHTH 1 JOKYMEHTH Ha eJleKTpoHHuX Hocisgsx (CD-gucku, Quem-
HAKOMUYyBadyi, mpUcTpoi mam’sTi) [6].

[Iponiec 30epiraHHs JOKYMEHTIB 3aJIEKUTh BiJ CaMOro MPOTrPaMHOTO
3abe3reueHHs. SKIo TOKYMEHT 30€piracTbCsi y XMapHOMY CXOBHIII, TO TPOIIEC
MOYMHAETHCS 13 3aBaHTXKECHHS (haiiily Ha KIIIEHTCbKY YaCTUHY. 3a3BUYail T1OCTyM
0 1HTepdeicy KIIEHTChKOI YacTUHU 3A1MCHIOETbCA 3a JIOMOMOrOI BeO-
Opay3epa abo 3 MoOUIbHOrO A0/aTKy. [loTiM HAagXOAUTH 3aKUT Ha 30epeKEHHS
JIOKYMEHTa, Jie B1I0YBa€ThCs HOTO MepeBipka Ta 30€pe’KEHHS y CXOBUIIE JaHUX.
K10 TOKYMEHT 30epiraeThbesl y JOKaIbHOMY CXOBHIIIL, TO POLEC 3BOJIUTHCA J10
nepemimieHHs 6axkanoro (aitry B moTpiOHy Marnky.

[Ipouec 30epiraHHsi JTOKYMEHTa 3 EJIEKTPOHHUM IU(GPOBUM MiANUCOM
(HampuKJIaT HA OCHOBI aQJITOPUTMIB CHMETPUYHOTO MUMPYBaHHA, SIKUAN
nepeadayae HasiBHICTh Y CHCTEMI TPEThOi 0COOM - apOiTpa, MO0 KOPUCTYETHCS
JOBIPOI0 000X CTOPiH a00 HAa OCHOBI AITOPUTMIB ACUMETPUYHOTO MIK(PPYBAHHS,
AKI Ha JaHUA MOMEHT HaWOUIBIN TOIMpPeHi [7/]) Hemo BiAPI3HIETbCA Bif
TUIIOBOTO 30€peXEeHHsI THM, 10 0 00’€kTa camoro (Qainy momaeThes 1 MOTro
miJMcana Bepcis, y BianoBigHomy dopmati (Hanpukiaan daitmm 3 *.p7s, sKi
BUKOPHCTOBYIOTBCSL B IMpOrpaMax JOKYMEHTOOOITy [UIsi BiampaBku a0o

OTpUMaHHs, a00 MPOCTO MEPErIsiIaHHs 3axXulleHnX (aiiaiB ado eIeKTPOHHOIO

21



aucTa, 3amudpoBaHUX 3a JoroMorow Iudposux mianucie) [8]. Knacuunuit
nporiec 30epiraHHs JOKYMEHTa PO3MIUPIOETHCS (HYHKIIIOHATBHICTIO JJIsI pOOOTH
3 MIJNUCOM SIK Ha KJIEHTI, Tak 1 Ha cepBepHiM uacTtuHax. Ha xiieHTi
BUKOPUCTOBYETHCS CTOPOHHE TIpOorpaMHe 3a0e3MedeHHs , SKAW Hajae
MOJKJIMBICTh HAKJIACTH MIJAMHUC, JaHUW TPOIEC 3aKIIOYAEThCS y HaJACHUIIaHHI
OaxkaHoro (ailry 10 cepBicy Ta MiANMUCaHHSAM cepTudikaToMm KopucTyBaya. Ha
BUX1Jl OTPUMYEMO TIATIHC.

Poznsararoun nponec 30epiraHHs €JIeKTPOHHHUX JTOKYMEHTIB 3 HU(DPOBUM
MIAIUCOM, OOLUILHO IMOYMHATH 13 CKJIAJOBUX YACTHUH, SKI BXOOSATH OO L€l
cucremu [9]:

— KIIEHTCbKa  4YacTHHA, 3a0e3nedye  KIHIIEBOMY  KOPHUCTyBaudy
3po3yMUIHH 1HTepdeic B3aeMOli 13 MpOrpaMHUM 3a0e3NedYeHHSIM 30epiraHHs
JIOKYMECHTIB;

— TijcucTeMa aHai3y JOKYMEHTIB. li 3aBJaHHSM € aHaili3 JOKyMeHTa
KJIIEHTA Mepe1 30epeKeHHSIM Y CXOBUIIIE;

— cucreMa 30epekeHHs, sgKa 3a0e3leuye Mpolec 3aBaHTAKCHHS JTaHUX
KOPHUCTYBada y 3py4YHOMY BUTJISII MTPOTPAMHOTO KOMIIOHEHTY TS 30€pEKCHHS
JaHuX; 3a0e3leyye MOXIIMBICTH BIATBOPEHHS JOKYMEHTAa Ta MOBEPHEHHS Ha
KJIIEHTCHKY YaCTUHY Y 3py4YHOMY BUTJISAII JJ1sI KOPUCTyBaya.

JI1st KJTE€HTCHKOT YaCTUHU OOMEXEHHSI BHOCSTHCS, 3a3BUYail 31 CTOPOHU
KIHIIEBOTO KOPHMCTyBauya, HOro MmoOakaHHS 13 BUKOPUCTAHHAM TPAAUIIHHUX
NPaKTUK po3poOiieHns iHTepdeiicy. Takumu oOMexeHHsT MOKYTh OyTH [10]:

—  JIOCTYIIHICTh CUCTEMH Y I11JI0JI000BOMY PEXHMI, MA€TECS Ha yBa3i, 1110
HE3aJIeKHO Bl MicI nepedyBaHHS Ta 4yacy 100M KOpUCTyBad MOBHUHEH MaTH
3MOr'y OTPUMAaTH CBOI JOKYMEHTH;

— 3aXWINEHICTh, KOPUCTYBAY MOBUHEH OyTH BIIEBHEHWH, IO JaHHI SIKi
MEePETAIOTHCS MEPEKEI0 HE MOXKYTh MTOTPAITUTH JIO CTOPOHHIX 0C10;

— IIBUAKICTh OTPUMAaHHA JIOKYMEHTIB, JaHa OCOOJIMBICTh TaKOX

BITHOCATBHCA 1 Ha IIBHJKICTH MEPEXi, ane 13 3aCTOCYBaHHIM CY4YaCHHUX
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CepBEPHUX CHUCTEM Ta MPABWJIBHO CIPOCKTOBAHOTO MPOTPAMHOI0 3a0€3MeYCHHSI
MO>KHA 3MEHIITUTH JI0 IPUHHITHOTO Yacy;

— MoOXNMHBICT, MAaHIMTYJIIOBAHHS E€JICKTPOHHUMH JTOKYMEHTaMu 0Oe3
JocBily poboTu. IHTepdeiic Moke peanizyBaThucs sIK Be0-3aCTOCYBaHHs, TaK 1
MOOUTbHHM a00 TECKTOITHHUM 3aCTOCYHOK.

— Tpusamicte 30epiranHst ¢aniB Ppi3HUHM, OCKUIBKU SKIIO (ailn Mae
IOpUJIMYHY CHJTY, TO BIAMOBIAHO 1 Ma€ CBIM Yac akTyaylbHOT 1ii.

Ha puc. 1.1 mnokazaHo y3arajdbHEHy apXITEKTypy MporpamHe

3a0e3nedeHHs 17151 30epiraHHs eIEKTPOHHUX JIOKYMEHTIB.

KnieHceKa HacTHHA Bed-ceprep
TlifcHeTeMa s

Be0-0pays M .
m e aHaﬂl}y P

Ceprep
30epEKEHHS TaHIK

Puc.1.1. Y3aranpHeHa apxXiTeKTypa IpOorpaMHOro 3abe3nedeHHs s

30epeKEeHHS €IIEKTPOHHUX JOKYMEHTIB

Bonnouac mms po3poOiieHHS MpOrpaMHOro 3a0e3rnedeHHs 30epiraHHs
CJICKTPOHHUX JOKYMEHTIB 3 HU(PPOBUM MIAMKCOM BapTO OMUCATU OCOOIMBOCTI
03HAYEHOTO MpoIiecy Ta chepu Horo 3acTOCyBaHHS.

OcobnuBicTi0O  cdepu  3acTOCyBaHHA MPOTPAMHOTO  3abe3medyeHHS
30epiraHHs eJICKTPOHHUX JOKYMEHTIB 3 TU(PpoBUM mianrcom [11]:

— oOMexeHICTh 00cary mam’sTi 3aco0iB HakKomuueHHs 1H(opmarrii
KOPHCTYBaYiB;
— HEOOXIJIHICTh 30epiraHHs CJICKTPOHHOTO JTIOKYMEHTY y

NEPBO3/IaHHOMY BUTJISA1 AJIs1 BIATBOPEHHS MIAMKUCY Y MallOyTHROMY;
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— 3a0€3MeUeHHsT MOJKJIMBOCTI HAKJIACTH NIJNUC HA EJIEKTPOHHUMN
JIOKYMEHT;

— HEOOXITHICTh MIATPUMAHHS TOCTYIY JO MPOTPAMHOTO 3abe3meueHHs
y OyIb-SIKMii MOMEHT Yacy 3 MepCOHAIBHUX MPUCTPOIB KOPUCTYBAYa;

— HaJiiHICTh 30epiranHs 0e3 pU3MKIB BTpaTH JaHUX Yy pasi Kibep-aTak
YU TIOIIKOKEHHS HOCIiB iH(hOopMarTii.

Takum BuUMOraM BIJANOBIAA€ OUIBIIICTh ICHYIOYOTO MPOrPaMHOIO
3a0e3nedeHHs 17151 30epiraHHs eIepOHHUX JOKYMEHTIB.

OCKITbKM OCHOBHHMM KOMIIOHEHTOM TIPOTPAMHOIO 3a0€3MEYEeHHs ISl
30epiraHHs eJIEKTPOHHUX JOKYMEHTIB 3 HU(PPOBUM MIAMKUCOM € CXOBHIIE JTAHUX,
TO JIOIUJIEHO IMPOAHAJII3yBaTH HAMOLIBII PO3MOBCIOKEHI cepel Hux [12].

Ha choromuimHiii 1eHb CXOBHUIIA €IEKTPOHHUX JIOKYMEHTIB 3MIHUJIUCS,
IIPOTE 3acTapiil 3acO0M AKTUBHO BHUKOPUCTOBYIOThCA 1 HUHI. lle oOymoBieHO
TUM, [0 BOHU HE MOTPeOYIOTh MOJATKOBUX 3yCHJIb BiJl KOPHUCTyBaua uepe3
HasBHICTh BOYJOBAaHMX MEXaHI3MIB B ONEpaIliiHUX CHCTEMax, HaIpPUKIa]
(aiiI0B1 MPOBITHUKH.

Tak sk BUMOTM 1O CXOBHMIL EJEKTPOHHUX JOKYMEHTIB 3 LU(POBUM
M1ITUCOM MOXYTh BIIPI3HIATHUCS AJIs Pi3HUX chep, TOMY BUOKPEMHUMO HalOIbIII
PO3MOBCIOJIKEHH] PI3HOBUU CXOBHILL;

— JIOKaJIbHUW apxiB, MOke€ OyTH 3BHYaliHA MMafnKa Ha TEPCOHATHLHOMY
KOMIT I0Tepi;

— CHeIaTbHUM €IEKTPOHHUN apXiB, CIEIlaTi30BaHl PIIEHHS — CHCTEMHU
eJIEKTPOHHOT0 JoKyMeHTo00iry (Hanpukinang CEJ], ECM [13]);

— xmapHi cxopumia (Hanpukian pCloud, MEGA, Google Disk [14]).

3 orsay Ha TEHIEHLIi PO3BUTKY CYYaCHHMX CHCTEM JIOKyMEHTOOOIry
JOLIJIBHO 3a3HAYMTH, W10 OCHOBHI (DYHKIIIOHAJIbHI PO3POOKH CTOCYIOTHCS
BJIOCKOHAJICHHSI KOPHUCTYBAIlbKOrO 1HTepdeiicy, 1HTepdeiciB B3aeMoOAli 3
IHIIMMH CHUCTEMaMu Ta O€3MeKu JaHUX 3aC00aMU 3aXHUCTy MEPEKEBOTO TOCTYITY

10 CIIEKTPOHHHMX JOKyMeHTiB [14]. Tomy HeoOXigHO BpaxyBaTH 30epiraHHs
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€JIEKTPOHHUM JOKYMEHTIB 3 IIU(PPOBUM MIATUCOM Ta 3ac001B pOOOTH 3 JaHUMU
JOKYMEHTaMH, BKITFOYAF0YH MOKIIUBICTH 1X BiITBOPEHHS y MallOyTHHOMY.
OckinpKH iCHyIOUYE MpOorpaMHe 3a0e3MeueHHsI TOCUTh BiIPI3HAIOTHCA, TO
JOLUTHEHO, TTPOaHATI3yBaTH WOTO JJIsi CHHTE3yBaHHS MPOTPAMHOT0 3a0e3meueHHs
30epiraHHs eJIEKTPOHHUX JOKYMEHTIB 3 IU(PPOBUM M1 IHCOM.
Takum 49uHOM, OO’€KTOM JIOCHIUKEHHS € Tpolec 30epiraHHs
CJICKTPOHHUX JOKYMEHTIB 3 HUGPOBUM mianucoM. Toi K mpeIMeToM — MOACTI

Ta MporpaMHe 3a0e3nedYeHHs iX 30epiranHsi.

1.2. AnanizyBanHsl MojeJieil i mporpaMHoro 3ade3neveHHs: 30epiranHs
€JIeKTPOHHMX JIOKYMEHTIB

JIokanbHE CXOBHILE

HaiiO1npm qocTylmHUM MicUeM AJig 30epiraHHs eeKTPOHHUX JOKYMEHTIB
€ JokanbHe cxoBuule. [Ipum Horo BHKOpPHCTaHHI HE AOLUIBHO 3aCTOCOBYBAaTH
creliajibHe TMporpaMHe 3a0e3nedeHHs, Hanpukiaa. KopuctyBauy OOCTaTHBO
BIIEBHEHO KOPHUCTYyBaTHCs onepaumitHumu cucreMamu Windows uu Oyb-gKOrO
Unix moai6Howo. 3a HEOOXIMHOCTI 3a0e3MEeUeHHS] JOCTYIy 10 €JIEKTPOHHUX
JOKYMEHTIB 1HIIMM KOpPUCTyBayaM MOXHA CTBOPUTHM MEPEKEBY Mamnky 3
HaJallITOBAaHUM IIpaBaMU JIOCTYIly, HAlPUKJIAJ, TUIbKU A unTanHs. OfHak, 1e
HE rapantye Oesmeky ¢aiai, TOMYy HaIIMHICTh JOBEAETHhCS 3a0e3nedyBaTu
BiIacHOpyY. Takoxx TepmiHu 30epiraHHs ciiji OyJe KOHTPOJIOBAaTH BIACHOPYY,
Tak K Miclle 3a3BUYail Ayxke oOMmexeHe. Po3rmsgaroun JoKajlbHE CXOBUIIE y
pO3pi3i MPOTrpaMHOTO 3a0e3MeUeHHs 17151 30epiraHHs eJIeKTPOHHUX JOKYMEHTIB 3
€JIEKTPOHHUM MIANMKCOM, MOXHA 3aHA4YMTH, 110 JaHa MOJENb HE € MPUJIATHOIO
JUISL TaHOi 1T, OCKUIbKM (ailn mianmucy Moxe OyTH BUIAJCHUH, SIK 1 cam
OpUTIHAJI CTOPOHHBOIO 0CO0OIO.

Ha puc. 1.2 noka3zaHo y3arajibHEHy MoOjieNib 30epiraHHs €JIeKTPOHHHUX

JIOKYMEHTIB y JIOKAJIbHOMY CXOBHIIII.
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Cepeic 4NA NignKcaHHA

[MepCcoHansHWA KOMNLIOTED ENEETPOHHOMD JOKYMEHTY

Bed-Opazep

BNEKTPOHHUI ses ENeKTPOHHUI

LLOKYMEHT IOKYMEHT

nignuc daiiny nignuc daiiny

Puc. 1.2. V3aranbHeHa MoJieb 30€piraHHs eeKTPOHHUX JTOKYMEHTIB Y

JOKaJIbHOMY CXOBHIIT

XMapHe CXOBUIIE

Hali011p11 po3nOBCIOIXKEHUM Ta CyYaCHUM MPOTrpaMHUM 3a0€3MEUEHHSIM
€ 30epiraHHs eJIEKTPOHHHX JOKYMEHTIB y xmapHux cxosumax [15]. Ilix
XMapHUMH  CXOBHIIAMH  pPO3YMIIOTH MOJENIb 30€piraHHs  eJIEKTPOHHUX
JIOKYMEHTIB, /i€ BOHM 30€pIraroThbcsl B JIOTIYHUX IyJiax, a (Qpi3uuHe 30epiraHHs
OXOILTIOE JIeKUJIbKa cepBepiB (1 4acTO Ha PI3HUX MIcHIX (JoKalisx)). Di3uune
CepeIOBHIIE, SK MPABUJIO, HAJEKUTh XOCTUHIOBHM KOMIIAHIsIM, IO KEPYIOTh
UM cepenoBuiieM. llocTayanbHUKM XMapHMX CHCTEM CXOBY  JIaHUX
BIJINOBIJIAIOTh 3a 30epiraHHsg 1 JocTymn a0 (aiiniB, Ta 3a poOoTy (i3UIHOrO
cepenosuina [16].

Poszrnsnaroun Moaens XMapHOro CXOBHUIIA Ui €JIEKTPOHHHUX JIOKYMEHTIB
3 €JICKTPOHHUM MIAMUCOM, CIiJ] BII3HAYUTH, 110 TIPOLIEC AUIMTHCS HA JBa €TaIlU.
Ha nepmiomy erami KopucTyBad MOBMHEH MiAnucatu (ailyl 3a JOMOMOIOIO
CEpBICY IS MIAMUCAHHS €EKTPOHHUX TOKYyMEHTIB. [licis oTpumaHHs mignucy
noTpiOHO Haxiciatu (ain y XmapHe CXOBHIIE pa3zoMm 3 mianucoMm. Ciia
BII3HAYUTH TE€, IO MIANHAC HISK HE ACOINIOETHCA 3 caMUMH (haijioM, M0 €
HEJIONIKOM TakK, SIK MpU HEOOXIJHOCTI OTpUMATH TiAMHUC (ailiry, KOpUCTyBad
BJIACHOPYY MOBUHEH BIAIIYKATH MIAMUC Yy BUALIEHOMY HOMY CXOBHILI.

Ha puc. 1.3 moka3zaHo y3arajibHEHYy MOJENb 30€piraHHs €JIeKTPOHHUX

JIOKYMEHTIB Y XMapHOMY CXOBHIII].
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Cepeic AnA NianucaHHA

[MepcoHansHWA KOMNLITED EMNEKTPOHHOMO OOKYMEHTY

Bed-Opazep

ENEKTPOHHMIA oo BNEKTPOHHMIA

@ IOKYMEHT LOOKYMEHT

nignuc danny nignuc dainy

MepcoHansHU KOMNEKITED Bed-Gpazep XMapHe CXOBWLLE

EJ'EHTDGHHI."Iﬁ EJ’EFTDGHHD‘II-‘I

TOKYMEHT see LOKYMEHT
@ 3 nignucom 3 I'IL'J,I'IHCDM

Y

Puc. 1.3. V3aranbHeHa MoJieb 30epiraHtst eIeKTPOHHUX JIOKYMEHTIB Y

XMapHOMY CXOBHIIII

OCKUIBKM OJIHIEI0 3 HAWOUIBII PO3MOBCIOIKEHUX MojeNed 30epiraHHs
JaHUX € XMapHi cxoBua [17], To mpoaHaizyeMo nMporpaMHe 3a0e3reyeHHs Ha
iX OCHOBI.

Google Drive — ne ¢aiinoBuii XOCTUHT, CTBOPSHHU 1 MiATPUMYBaHHIA
kommaniero Google. Moro dbyHKIil BKIIOYa0Th 36epiranss ¢aiinis B [HTepHeTi,
3arajbHUM JIOCTYN A0 HUX 1 cnuibHe peparyBanHs. Jlo ckinagy Google Jucky
BxoAsaTh Google nokymeHTH, TabauIll Ta Mpe3eHTallii - Ha0ip 0diCHUX JOAATKIB
JUISL  CHUIbHOI pOOOTHM HaJ TEKCTOBUMM JIOKYMEHTaMM, €JIEKTPOHHUMU
TaONUILISIMU, IPE3EHTALIIMH, KPECTEHHAMHU, BeO-(popMaMu Ta IHIIUMU (haiiaMu.
3aranbHOAOCTYNHI JOKyMEHTH Ha JIMCKy 1HJOEKCYIOThCS IMOIIYKOBUMH
cucreMami [ 18].

Ilepesaru:

— 3pyuHicTh 1HTepdelicy Ta 3abe3nmedeHHs JOCTYIy 3 MOOUIBHOTO
npuctporo Ta [1K;

— OpraHi30BaHICTh Ta MOUIMPEHHS iX MEPEXe 3 JOCTYMHICTIO 3a
BJJaCHUM OaxaHHAM. KpiM 11bOro, MOXXJIMBICTh MaHIIyJIFOBaHHS

CJIICKTPOHHUMU AOOKYMCHTAMMU 34 BHU3HAUCHOIO POJUIKO, HAIIPUKIIAI:
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BIIKPUTH BCIM KOpPHUCTYBadaMm, TUIBKM IO iJeHTU(iKaTopy abo 3a
MOCHUJIaHHSM.

— B1J100paXeHICTh TPUILATH TUIIB (aillliB y BIaCHOMY IHTEpQeiici.

Henomiku:

— BIJICYTHS MOXJIMBICTh CHUHXPOHI3yBaTH MalKH 3a MEXKaMU KaTaJory
Google Drive;

— BIJICYTHE mporpamMue 3abe3nedeHHs 1ia Linux.

Microsoft OneDrive — 1ne (aigoBUii XOCTHHT, IO HAIA€THCS
KoMmmnaHiero MaiikpocodT sk yacTuHa HaOOpy OHJaWH-mocnayr. BiH 1o3Boisie
KopucTyBauaMm 30epiratd ¢aiau, a TakoX I1HII OCOOUCTI JaHi, Takl SK
nanamryBanas Windows abo kirodi BigHoBienHs BitLocker y xmapi [19].

IlepeBaru:

— TOJIOBHOIO OCOOJMBICTIO CHCTEMHU € T€, 110 BOHA IHTETPOBAHMUU Yy
HalmomupeHiy onepariitny cucremy Windows, Ta BiacHe B o(icHI
JIOKYMEHTH, 1110 CTBOPIOE HE MIITPUMY€E CUHXPOHI3ALI0 JaHUX (aiiiliB
13 BJIACHUM CXOBHIIIEM B PEAIbHOMY 4aci;

— MOJKJIMBICTbH BIITHOBUTH BHJIaJICHI (aiiiu;

— MOXJIMBICTh MOAUIATHCA (DailiaMH 1 ankamu;

— MOXJIUBICTh pefaryBaTu oOQICHI JTOKYMEHTH O3 BCTaHOBJIEHHS
Microsoft Office Ha komm'roTep.

Henomnixwu:

— BIACYTHS MOXJIMBICTh IPETJIsAY 1CTOPii 3MiHM (ailiy;

— BIJACYTHA MOXJIMBICTh CHUHXPOHI3yBaTH NAaNKH 32 MEXaMU KaTaJory
SkyDrive;

— BIACYTHE Tporpamue 3abe3neyeHHs mig Linux.

Dropbox mo3BoJisie KOpHCTyBadaM CTBOPHUTHU CIEIliaIbHY TalKy Ha CBOIX
KOMITIOTepax, 5Ky DropboXx CHHXpOHI3y€ TaKMM YHHOM, [0 BOHA Ma€

OJTHAKOBUHM BMICT HE3aJI€KHO BiJl TOTO, SIKUH MPUCTPI BUKOPUCTOBYETHCS IS
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nepersiny. ®aiiny, po3MillieHl B I Mamnil, TakoX JOCTYIHI 4epe3 BeO-cailT
Dropbox i MoOinpHI gogatku [20].

IlepeBaru:

BUKOpHUcTaHHA 256-61ToBe mudpyBanns AES 1 mmdpyBanusa SSL;

— pealli3yBaHHs HalKpallloi B CBOEMY KJIacl TEXHOJIOT1s CHHXPOHI3aIlii;

— inTerpyBaHHs 3 Microsoft Office 365;

— TMOCWJIaHHS AOCTYIy 10 (aiiriB 3a mapoJieM 1 TEPMIHOM i,

— HACTPOIOBAHHI PIBHI IOCTYILY.

Mega — daitnooOMiHHUK, sIKUM mU(pPye BeCh KOHTEHT MPsMO B Opay3epi
3a gomnomorow anroputMy AES. KopucryBaui MoXyTh mepenaBaTh OJHMH
onHoMy (haitiu B 3amm@poBaHOMY BUTJISI, PU IILOMY BCI JIaH1 30€piratoThCs B
«xmapi». Kiroui goctyny no daitsiB He myOIiKyIOThCS y BIAKPUTOMY JIOCTYIII, a
NOIMPIOIOTECA 1o cxeMi Friend-to-Friend, Mixk dOBIpAIOTE OJWH OJHOMY
KopucTtyBadamu [21].

IIepeBaru:

— IHTETpyBaHHS 4Yary;

— mudpye Becb KOHTEHT MPSIMO B Opay3epl 3a JOMOMOTOI0 aJrOPUTMY

AES; kopuctyBaduli MOXYyTh IMepeAaBaTH OJWH OgHOMY (daiinu B
3amuppoBaHOMY BUIJISI, MPU LBOMY BCl JaHl 30epiraroThCs B
«XMapi»; KUl A0CTyny 10 (ailniB He MyONiKyIOTbCS Y BIAKPUTOMY
JOCTYII, a OMHUPIOIOTHCS 1o cxeMi Friend-to-Friend, mixk 10BipsFOTH
OJIUH OJTHOMY KOPUCTYBauaMH.

Henomnixwu:

— HE BHCOKa IIBUAKICTb JOCTYITY.

JInist Tpynu o€l 3py4HO BUKOPUCTOBYBATH CUCTEMH, sIKI O KOpUCTyBadl
MOTJIM PO3TOPHYTH Ha BIIACHUX CEpBEpax 1 BXKE CaMOCTIMHO HACTPOIOBATH
JIOCTYII Ta aAMIHICTpyBaTu iX. [laHl pilIeHHS HE BIMHOCATHCA 1O OOJKETHUX
BapiaHTIB, IO € BIAMOBIIHO MiHycoM. [IpuKiIaoM Takoi CHUCTEMH MOXKeE

ciyxutu Openkm.

29



— JlaHa cucTeMa Jo03Boyisie 30upatd iHGopMaIilo 3  Oyab-SIKOTO
udpoBOro JKepena;

— MaTu CIHUIbHI JOKYMEHTH 13 KOJIETaMH,

— KepyBaTH HU(PPOBUM MIAMHUCOM.

Pemra ¢yHKIioHany MOXKe CHIBHaJaTH 3 IHIIAMH, IO CTOCYETHCS
KEpyBaHHSAM JIOKYMEHTaMHU.

Hactynmaum cepBicoM sIKMii KOMTaHIi MOXYTh BHUKOPHCTOBYBATH JIJIS
BJIaCHOTO JJoKyMeHT000iry 11ie HotDocs. Jlanwuii cepBic € J1iiepoM Ha CBITOBOMY
pUHKY, ajie BIACYTHIM (yHKIIOHAT 13 poOOTOK EIeKTPOHHO-UU(PPOBOTO
MIJITHCY.

Cning Takox Buokpemutu Confluence. Jlana cucrema € BIAKPHUTOIO, IO
JIOTIOMarae CTBOPIOBATH, KEPYBATH Ta CHIBIPALIIOBATH 3 Oy/b-IKUM BMICTOM BiJl
IUIaHIB 3aIlyCKy MPOAYKTY JI0 MApKETMHTOBHMX KamIiaHii. JIerko mpartoBaTu B
CHEIllali30BaHUX Ta OPraHi30BaHUX MPOCTOpPAX, MIJKIIOUATUCA JI0 PI3HHUX
KOMaH]I, a TAKOXK IHTETpyBaTH ix i3 Habopom Atlassian.[22]

JIJisi HAOYHOTO TPENICTABICHHS PE3yIbTaTiB aHATI3yBaHHS MPOTPAMHOTO
3a0e3nedeHHs] 30epiraHHs €JIEKTPOHHMX JOKYMEHTIB 3 LHU(PPOBUM MIAMTHCOM
noOy1yeMo TaOJIUITIO iX MOPIBHSAHHS (1uB. Tab. 1.1). BogHouac 3BeneHi B Ta0.
1.1 3acobu BUKOPUCTOBYBATHUMYTHCS SIK TMPOTOTUIUA TPU CHUHTE3YBaHHS
porpamMHoro 3a0e3nevyeHHs 30epiraHHs eeKTPOHHUX JOKYMEHTIB 3 HU(PPOBUM
T1ITHACOM.

Tabmums 1.1
Pe3ynbpTaTi MOpiBHSIHHS MIPOTPAMHOTO0 3a0e3MeYeHHs 30€piraHHs eIeKTPOHHUX

JIOKYMEHTIB 3 IU(PPOBUM T AMTUCOM

IIporpamue
Google _
3a0e3TCUCHHSI Disk Mega | Atlassian | Confluence
is

Kpurepiit nopiBHSIHHS

36epiranns iHopmairii 6e3

MO>KJIMBOCTI MOAMGIKAIIIT
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[Iponomxenus tadmn. 1.1

MO KJIHMBICTh HaKJIadaHHS

€JIEKTPOHHOTO MIAMUCY

Mo>xnuBiCTh 30€piraHHs
eJIEKTPOHHOTO JIOKYMEHTY 3 + + + +

CJIEKTPOHHUM ITiITHCOM

3axuCT Bl HECAHKI[IOHOBAHOI'O

noctymy 1o ¢daiis

TakuM 4YMHOM, aKTyaJIbHUM 3aBJaHHSAM € [OOyJoBa Mojesei
IporpamMHoro 3a0e3nevyeHHs 30epiraHHs eIEeKTPOHHUX JOKYMEHTIB 3 HU(PPOBUM

MIJMUCOM JIJIs HOTO CUHTE3yBaHHS.

1.3.CunTe3yBaHHsi  NpPOrpamMHoro  3a0e3meyeHHsi  30epiraHus

€JICKTPOHHUX JOKYMEHTIB

3acTocyBaHHS ICHYIOUMX METOMIB Ta MpOrpaMHUX 3acobiB y cdepi
JIOKYMEHTOOOITY J103BOJIIE CTBOPIOBATH JOBOJI MOTYXXHI Ta ILUJIKOM poOoui
piteHHsi. Asie He BCi pIIIEHHS 3a0€3MeuyloTh CTOBIJICOTKOBY 3aXHINEHICTh
JAHUX JI0 3MIH Ta Yy pa3l CTBOPEHHS BIAKPUTHX 0a3 JIOKYMEHTOOOITY BOHU
MOXYTh OyTH 3MIHEHHI 1]l BIUIMBOM JIFOJIMHM, SIKa aMIHICTPY€ yCl1 JaHHi, 110 B
CBOIO UEPry € HEAOJIKOM, SKUH MEePEeKPUBAETHCS 3PYYHHM KOPHUCTYBALbKUM
iHTEppeiicoM Ta B AESKUX PIIICHHSIX KpUNTOrpadiuHUMH OlepaisMu HaJ
JTAHUMU.

Jlis  BUpILIEHHS TOCTaBieHOi mpobiemMu y cdepi AOKYMEHTOOOIry
MPOTIOHYETHhCSI BUKOPUCTAHHS TEXHOJIOTl OJOKYEHH Yy JeleHTpai30BaHii
CUCTEMI.

JleuieHTpagizoBaHa CUCTEMa € IMJAMHOXXHHOK PO3MOJUICHOI CHUCTEMH.
Po3noninenuii KOHTPOJIb, a00 KOHTPOJIb, B IKOMY KOXEH KOMIIOHEHT CHUCTEMH

OJTHAKOBO BIJMOBIAA€E 32 y4acTh y TJIOOANTBHIN, CKIaJHIN MOBEAIHIN, JAIF0OYM HA
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MicleBii 1HQopMmarllii BIAMOBIAHMM YHUHOM. JlelleHTpasi3oBaHI CHUCTEMH
XapaKTEePU3YIOThCS Ty’KE€ BUCOKOIO CTIMKICTIO JIO 3JIOMIB JJaHUX YYaCHHKIB a00
aTakaM Ha MEpeXy B IIIJIOMYy, TOMY BC€ YaCTIllleé CTAlOTh OA30BUMH IS
dbinaHcoBux Mepex 1 tuiatdpopMm. Hemae sKkorock OJHOrO 3arajibHOIO
"KOMaHTHOTO TIEHTPY", 371TaMaBIlIN KW BUWJIE 3HUIIUTH BC1 IaHI TIPO Yroay Ta
il ydacHUKIB a00 MiIMIHUTH IX.

Ha puc. 1.4 300pakeHO THUIU CHUCTEM JUIsl MPEIMETHOTO PO3YMIHHS

MalOyTHBOI CUCTEMH.

HeHTPATIOBRAHA AeneHTPATIZOBRAHA poznogiieHA

Puc. 1.4. Bunu cucrem

Jlns 3a0e3nedeHHss OL1b HAAIMHOTO 30€pe)KCHHS JaHUX BiJI HABMHCHUX
3MiH, IPOTIOHY€ETHCSI BUKOPUCTATH TEXHOJOT1I0 OJIOKUYEHH Yy JeleHTpaTi30BaH1n
CUCTEMI.

['onoBHI mepeBarn BHUKOPHUCTAHHS OJIOKYEHHAa - 1€ MPO30pICTh
MPOBEJICHUX TPaH3aKIIM 1 MHOKHUHHE KOMIIOBAHHS BCIX IIUX TPaH3aKIi TakKUM
YUHOM, IO Y KOKHOTO YYacCHUKa MPOIIECy 3aBXIu € 1HhOopMaIlis Mpo KOXKEH
KpoK Bcix mapTHepiB. Lle 3abe3nedye HajaeXHU piBEHb BIIKPUTOCTI YrOAM -
BECh JIAHILIIOKOK TpaH3akUid JyOmroeTbecst 1 30epira€rbcs B HE3MIHHOMY
3amu(pOBaHOMY BUIJISIII Y KOKHOTO YYacHHMKA, HE BHiJIe SKOCh MiAPOOUTH Ti.
[lin ydacHMKaMu pO3yMIIOTH CEpBEpPH, HA SKUX PO3BEPHYTE NPOrpaMHE
3a0e3neyeHHs] MailOyTHbO1 cucteMu. [IoHATTS TpaH3akmii y po3pisi GiokyeitH
TEXHOJIOT1i PO3YyMIETBCS SIK 3alUT JO CUCTeMH Il 30€peXeHHsI OIUHUII
iHpopMarlii, TOOTO y KOHKPETHOMY BHUIAIKy — daitmy [23].
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[Iporpamauii 3aci0 Mae Ha MeETI MOporpamMHy peaiizaiio 3acoly
30epiraHHs €JIeKTPOHHUX JOKYMEHTIB 3 IU(PPOBUM MiAMHUCOM 3a TEXHOJIOTIEIO
OJIOKYEH 3aBASKH MOOY0B1 HOr0 00’ €KTHO-OP1EHTOBAHOI MOJIEI.

Jlns peanmizaliii JaHOTO METOMy 30epiraHHs JOKYMEHTIB OYJIO BHUPIIIECHO
BUKOPHCTOBYBATH JOKYMEHTH 13 HAKJIAJEM EJIEKTPOHHO-IIM(PPOBHUM ITiITACOM,
BIJITOBITHO JI0 BUMOT JI0 IOPUANYHOI CHJIM JOKYMEHTAa B paMKaX 3aKOHOaBCTBA
VYkpainu, nocunarwouncsk Ha «I[IOJIOKEHHS npo 3actocyBaHHSI €I€KTPOHHOTO
MIJINACY», 3 SIKOTO CIIIIYIOE, 110 €IEKTPOHHUIN JOKYMEHT HalOyBa€ HOPUAMYHOL
CWJIM  TICHsA  HAKJIagaHHS  eJICKTpOoHHO-mMdpoBoro  miamucy  [24].
BukopuctoBytoun 0COOMMBICTH €JIEKTPOHHOIO MIAMUCY OyJe MOMIHBO
CTOBIJICOTKOBO 1J€HTU(]PIKYBaTH BJIaCHUKA JOKyMEHTa. TaKoXX JaHWUW THII
MIJMHUCY HEMOXKJIMBO IMiIPOOUTH.

Buxoasunm 3 MeTn Ta TpU3HAYCHHS MaWOyTHROTO CEpBICYy, MOXHA
BUCYHYTH BHUMOTM J0 peanizamii. JlaHHa cucTteMa IMOBHHHA peajli30ByBaTH
CUCTEMY fIKa BKJIOYAE CEpBIC 30€pe eHHS TOKYMEHTIB, TOOTO cam OJIOKYEiiH,
cepBic 00poOKH TOKYMEHTIB Iepes 30epiranHsM, Ta iHTepdeiic 3a J0moMoror
SAKOT0, KOPUCTYBa4 3MOXKE 3pOOMTH TpPaH3aKIIO0 0 CHUCTeMH. BiImoBigHO
FOJIOBHOIO BHUMOIOIO 10 CHCTEMH € HaAIHMHICTL. [100TO cHcTeMa MOBHUHHA
BUKOPUCTOBYBAaTU O€3MEYHI KaHalyd Tepefadl JaHuX Ta peali30ByBaTH
aBTOpM3aIlil0 KopucTyBaua 3a ctanaaprom OAuth 2.0, mo6 y pasi po3mupeHHs
(GyHKIIOHATY THIIMMH CEpBICAMM HE BUHMKJIA MUTaHb 3 ayHTU(IKAIIEIO THIIOTO
cepBicy y cuctemi [25].

Tak sK cuctema peanizye JelEHTpali3allilo TO BIAMOBITHO IS
MIHIMAJIbHOTO  (YHKI[IIOBAaHHS CHUCTEMHU HEOOXiHO JBa abo Oijiblie
OJTHOPAHTOBUX BY3JIB, SIKI KOHCTPYKTMBHO CKJIaJaloThcs 3 OJIOKUEiiHy Ta
CEpBICY MEPEBIPKHU TOKYMEHTIB.

Jlnst moOyioBU CHUCTEMHU CTIMKOi 10 HaBAHTAXEHHS BUKOPUCTOBYETHCS
By30Jl HaBaHTaXeHHI. B paMkax JeleHTpani3oBaHOi CUCTEMH BiH Oyze
NPEACTABIISITH CXOXKHUI BY30J1 3 IHIIKMMH, aje HOro MeTa MOoJisIrae B TOMY, 1100

HAJaBaTH HOBI CIOJyYEHHS BY3JiB 3 JIOCTATHBOIO KUIBKICTIO KOH(PITypaliiHUX
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JaHUX, 1100 HOBUH BY30J1 MOTIM YCIIIIHO O0'€THYBaB MEPEXKY Ta JOCTYIl JO
pecypciB, B paMKax JJaHOT CUCTEMHU 1€ - OJIOKYEHH.

Konu HOBuii By3071 3amyckaeTbCsi a00 HAIXOAUTh B MEPEXY, MICIsA
MIJKJIFOYEHHS 10 MEPEeXi, Mepiie, 10 BiH MOBUHEH 3pOOUTH, II€¢ OHOBUTH 0azy
nanux. [lepmmit 610K, KUl BiH Mae, - e OJIOK «TreHepalii», KUl € mepium
By3JIOM B ONOK-cXeMi Ta BOyJOBaHUN y MporpamMHe 3a0e3MeUeHHs KITI€HTA.
Komu HoBuUl By30J1 HaJICUJIa€ MOBIIOMJICHHS TIPO BEPCIt0, BIH TAKOXK BKJIIOYAE B
cebe «BUCOTY» CBO€1 0a3u maHuX OJIOKIB (KUIbKICTH OJiOKiB). [lpuiimarouunii
By30J1 Oyne OauuTh BHCOTY 1 MOPIBHATH MOT0 3 BJIACHOIO KOIIEI OJIOYHOIO
mabnoHy. Ko KUIbKICTH OJIOKIB, SIKI OTPUMYE OJIEPXKYyBad, IEPEBUIILYE
BIJIIPaBHUKA, TO BiH OyJe TOYHO 3HATH, CKUIBKM BY3JIIB HE BHUCTayae
BIMpaBHUKY. BiH MoOke BiANpaBUTH BIJCYTHI OJIOKH, IO0 «HAa3J0THATH
OCTaHHIO Bepcito OjiokueitHa [26].

Ha puc. 1.5 MoxHa no0auuTu 3arajipHy apxiTEeKTypy 3acoOy 30epiraHHs

enexkTpoHHUX gokyMeHTiB 3 ELII 3a TexHoorier OI0K4eHH.

Heuel—n‘p AMT30EAHE ¢35 0BHILE

K i eHeb K1 Mo, Ty B

Bysom se'asky

AHa M THIHI MOy 1B J

Puc. 1.5. 3aranpHa apxiTekTypa MailOyTHROT CUCTEMH 30€piraHHs eIeKTPOHHUX

noxymeHTiB 3 ELIII 3a TexHomori€eto 6i1okueiin
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Jlns oOMiHY JaHUMH B Mepexi OyJe BUKOPHUCTOBYBATHCS Oe€3MeyuHe
3’€JHAHHS 3aCO00M BUKOpHUCTaHHS NpoTokony mudpyBanns SSL. Jlanuil Bun
YBIHIIOB y CTaHAAPT [UIS MEpeaayi JTaHuX MEpEXer0, 0COOIMBO MpU poOOTi 3
NPUBATHUMHU JAaHUMHU KOPUCTYyBaya, IpH nepeadi TPeTid CUCTEMI.

Jlis miaTpuMKH poOOTH BCI€T CHCTEMU Ta MOBHHHO OYTH PO3TOPHYTO SIK
HalMEHIII TPW CEPBEPH, JBa 3 SKUX OYyIyTh TPEICTABIATH BY3JIH
JIELICHTPAJII30BaHOI0 CXOBHIIA, sIKI OyIyTh 30epiratu OJIOKYEHH, Ta TPETIH Iie
By30J 3B’si3Ky. CepBepu MOTPIOHO pO3rOpTaTH HaA ONEpaliiHiil cucremi
Windows, Tak sik po3poOiieHa cucrtemMa OyJe peasizoBaHO 3a JOIOMOTIOK0
TexHoJorii npeactasiexi asa NET miardopmu.

HeoOxinHe mnpeacTaBieHHS 3aB’s3KIB MDK OO0 €KTaMU IMPOTPaMHOTO
3a0e3MeUeHHs] I KOPEKTHOI TOOyJOBH apXiTeKTypu, CliJi ToOyayBaTH
KOHIIENTyalibHYy Mojaenb y HoTtarii UML. Jlns yHUKHEHHS NOTEHIIAHOI
NOMUWJIKHM 3 BTPATOIO JAHMX HEOOXIJHO MOOYyyBaTH AlarpaMy MOTOKIB JAHHUX Y
Hotarii DFD. IlobynmoBani jiarpamMu BHpIINIYIOTH MPOOJIEMHU PO3YMIHHS
KOHTEKCTY Ta 1H(QOPMaLIiHOI HAIOBHEHOCTI MPOTPAMHOI0 3a0€3MEeUYEHHS, TOMY
JUIS. BUPIMICHHS TMpoOsieMu 00 €KTHOI apXiTeKTypi MOTpiOHO ToOyayBaTH
00’ €KTHO-OPIEHTOBAaHY MOJIeb 3a HoTaliero UML.

Taxkum 9uHOM, TSI CHHTE3YBaHHS MPOTPAMHOTO 3a0e3MeueHHs 30epiraHHs
CJICKTPOHHUX JTOKYMEHTIB 3 HUGPOBUM IIAMKUCOM 32 TEXHOJOTIEH0 OJIOKYEHH
HEOOX11HO:

1) moOyayBaTh KOHIENTyaJllbHy MOJCIb 30epiraHHs  eJIeKTPOHHUX
JIOKYMEHTIB 3 IU(PPOBUM ITIAMUCOM 33 TEXHOJIOTi€r0 OmokyeitH y HoTarlii IDEF;

2) moOyayBaTH 00’€KTHO-OPIEHTOBAaHY MOJCNb 30epiraHHs eJIeKTPOHHHX
JIOKYMEHTIB 3 IU(PPOBUM ITIAMUCOM 33 TEXHOJIOTi€r0 OmoKk4eitH y HoTarii UML;

3) po3pobuTH mporpaMHe 3a0e3rleueHHs I 30epiraHHs CICKTPOHHHX

JIOKYMEHTIB 3 IM(PPOBUM MiANMUCOM 32 TEXHOJIOTIE0 OJIOKYEHH.
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1.4.BucHOBKH

[cayroul migxoau 10 30€pekeHHs €NEeKTPOHHUX JOKYMEHTIB JI03BOJISIOThH
OTPUMYBATH JOCTYII JI0 BJIACHUX JOKYMEHTIB y Oyab-skuil yac. 3 QyHKUisIMH
OOMEKEHHS JOCTYIy MO POJISIM, pellaryBaHHSIM Ta y BHUIMAJKaX BIACHUX CHUCTEM
JTOKyMEHTOO0ITY He oOMexeHi oO0csar mam’sti. He BupimeHuM NTHUTaHHS
3aMIIaThCs  3a0e3MEeUeHHs] CTOBIJICOTKOBOTO 3aXUCTy Bl BHUJAJICHHS Ta
CIIOTBOPEHHS JaHUX KOPHUCTYBadyiB, TaK SK aaMIHICTPYBaHHS CHCTEMH
3QJIMIIATHCS 3a JIIOJJMHOI0, a HE HaJaHHS HOro ImpaBa caMmidi CUCTEMl Ta
orpuMaHHs (pyHKIioHaTy s podotu 3 ELII nms mokymeHTIB, Ta BJacHE iX
30epiranHs 3 Hakiagaenum EILII y croponHiil cucremi. Jljis BUpIIEHHS AaHOI
npobiemMu Oyjo MpoaHaAI30BAaHO ICHYIOUl pIIIEHHS HA PHHKY CHCTEM.
BusnayanHio, Ha sIKi CKJIa/I0B1 B OUIBIIOCTI BUIAAKIB PO3TOPTAETHCA KIACHUYHI
CUCTeMH JOKyMeHTOooOIry. I[lpoaHamizoBaHO  BUIM JOCTYMy JO BIJIACHUX
JIOKYMEHTIB Ta HaIIMHICTh 30€piraHHs BJAaCHUX JOKYMEHTIB y TIEPCOHATIBLHUX Ta
CTOPOHHIX CUCTEMaX.

Cepen HalOULIBII MOMYJISIPHUX CUCTEM OyJi0 00paHO JEKiIbKa MPOTOTHUIIIB
pI3HHX THUIIIB 30€piraHHs JOKYMEHTIB. XMapHI CXOBHUIIA BUSIBUIUCS HAWO1IBII
IIPOTPECUBHUMU 3 TOYKH 30py KOPUCTyBayda 3 HE BEIMKUMH MOTpedamMu B 00Cs3i
nam’siTi. TakoK HaiyacTiIe JOCTYI 10 BIACHUX JOKYMEHTIB MOXHA 3M1IMCHUTH
yepe3 BC1 MOKIIMBI MPUCTPOI, Y BUTIIAIL SIK BE€0O-3aCTOCYHKY TaK 1 y MOOUTBHOMY
nonatky. JIokanbHI CUCTEMH JOKYMEHTOOO0ITY NOTpeOyIoTh OUTbIIE pecypey, K
JIOJICBKOTO Tak 1 MaTepiaibHOro. B OUIBIIOCTI BUMAIKIB MOMXJIUBUN JOCTYT
TUIbKH 4Yepe3 JECKTOIHI 3aCTOCYHKU. ToMy AaHUW BUJ PIIKO 3YCTPIYAETHCS Y
BJIACHOMY KOPHCTYBaHHI, OUIBIIICTh BUMAJAKIB NPUXOAUTh HA OpraHizawiio
CXOBHWINIa JOKYMEHTIB /i Kommadii. JKomgHa 3 mpencTaBieHUX CHCTEM Ha
peanizye QyHKuioHay 30epirca IokymeHTIB 3 Hakimanenum ELIT y cawmiit
CUCTEMI.

VY3arajibHIOIOYM BC1 MpOaHali30BaHI METOAM 30epiraHHs JIOKYMEHTIB Ta
ICHYIOUl pIlIEHHS Ha PUHKY OYJI0O CHMHTE30BaHO MpOrpamMHUil 3acid, sSKui

0a3yeThbcsi Ha OJIOKYEHHI Yy JeleHTpaiizoBaHii cucteMmi. Jlanuii cmoci0
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M1JIBUIIY€ HAJIIMHICTh 30€pEKEHHS JOKYMEHTIB, Y TOMY BHIJIS/II, B SIKOMY BOHU
MOTPANMIM JI0 CXOBHUIIA, Ta MIHIMI3YIO BTPYYaHHS aJMIHICTpaTOpa y CHUCTEMY
OKpIM BHIAJIKIB PO3TOPTaHHS HOBHUX BY3JIB CUCTEMH, T4 HAJAIITyBaHHS By3ja
HaBaHTaXX€HHs, TOOTO 3a  (DYHKIIIOBAaHHS CHUCTEMH JIOKYMEHTOOOITY,
BUKOPHCTOBYIOUH JIaHy TEXHOJIOTiI0, Oy/Je BIANOBiIAaTH cama mepexa. Takox
CUHTE30BaHO (PYHKIIOHATBHICT i1 pobutn 3a mignucanumu  EIIT
JIOKYMEHTaMHU.

OCHOBHI pe3yJIbTaTH PO3/iTy OIy0JIikoBaHO B [27].
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2 KOHLIENTYAJBHA MOJIEJHb MPOTPAMHOTO 3ABE3NNEYEHHSA
JUISI 3BEPITAHHSA EJIEKTPOHHUX JTOKYMEHTIB 3 IA®POBUM
MIMTACOM

2.1.dopmaJiizyBaHHA npouecy 30epiraHHs eJIeKTPOHHUX IOKYMEHTIB

Jlis cTBOpeHHSI cucTeMu 30epiraHHs JOKYMEHTIB HEOOXi1IHO BHILIUTH
KIIOYOB1 ~ €TamM, fAKI  3aBEpUIYIOTbCA  30€pekKEHHM  JOKYMEHTOM Yy
JIELICHTPaJI130BaHOMY CXOBHII[l, BUKOPUCTOBYIOUYH TEXHOJIOT10 OJIOKYEHH.

Jlnss  HAo4YHOrOo  300paKeHHS  KIIOYOBMX  MPOIECIB, iX  OyAo

IPOMO/ICIILOBAHO 3a JIOTIOMOI0I0 KOHTEKCTHUX Jiarpam (auB. puc. 2.1) [27].

MonoxeHHs npo pofioTy 3 ELN B 3aransHi NonoxeHHA pobaTi

YpaiHi (MOXMBICTE Nepeeipiv BNOKUENH TeXHONOM (HENEpEBHIET
WinicHOCTi T3 CNPaBsHOCTI NOCMIADEHOCTI 33NEXHNX O4MH Big
ENEKTROHHOM ADIY MEHTY 3 LMCID0BHM 04H0m Bnoke iHdopmauyi)
NIATMCOM HE3ENENHOID TPETLOID

CTOPOHOK)

ENEKTPOHHMA :
A0KYMEHT 3 : 30EPEKEHMA ENEKTPOHHWA

LAChpOBMM MigMCON ) : JOKYMEHT 3 LMCHROBIM
3fiepiraHHA eneKTHOHHMK : MiAMCoN

JOKMEHTIB 3 LuchPOBHM NIANKGCOM

¥

TexHonona XmapHe

KopucTyead finokueiH CXOBMILLE

Puc. 2.1. ®yHKI110HAIBHA MOJIENTH POTPAMHOTO 3a0€3MeYCHHS

OyHKIIOHATbHA MOZENIb 300pakye HaWOuIbll aOCTpAaKTHUH OMHC
OporpaMHOi CHUCTeMH. BXiTHUMU JaHMMH BiJ KOpHCTyBada 3aBXIU €
NIJIMCAaHUN JOKYMEHT, B pe3yJbTaTl MPOXOKEHHS BCIX MPOLIECIB, PE3yIbTaTOM
€ mignucaHa Bepcis ¢ainmy 30epekeHoro no cxoBuiia. CucreMa KepyeTbes
OOMEXEHHSIMM, fKI BUCYBa€ CHUCTEMa [0 BXIIHUX JaHUX Ta 3arajlbHUMH

MPUHIIUIIAMU OpPTaHi3allli CXOBHUIA 3a TEXHOJIOTIE€I0 OJIokueH. Buxomsuu ¢
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TOrO, IO MpoIec 30epeKEeHHs] HE O0OXOAUThCS O3 HaKIaJaHHS MIAMNUCY, CIiJ
3ayBaXUTH, W10 OOpaHUM cepBiC Ui TMIANHACAHHS TIOBUHEH BIANOBIIATH
noyioxkeHHio Tipo Haknmanmanas EIIl, a came MOXIMBICTH MiATBEPAUTH i
niicHocTi. Ilianucani JaHHI € TOBHICTIO IOPUAWYHO 3HAYMMI, a MiANHUCaHTa
OJTHO3HAYHO MO’KHA 1ICHTH(IKYBaTH TakK SK iHPOpMaIlis Mpo cepTUPIKaT TaKOK
30epiraeTbcsi y miamuci. MexaHi3MamMu B JaHOMY TIPOIECi BHUCTYMAIOTh
KOPHCTYBau Ta XMapHE CXOBHUIIE. Poyib KOpHUCTyBaya MOJSATaE y HaIXOKEHHI
JOKYMEHTY 13 IU(POBUM MIANKHCOM Ta I1HILUIIZYBaHHS Mpolecy 30epiraHHs
JTOKYMEHTY. XMapHE CXOBHIIE € PECypcoM TakK SK JaHUW IpoIeC peaizye
co00I0 MOJIENIb CXOBY JIaHMX, Jie IU(POBI JaHi 30epiraloTbCs B JOTIYHI MMyJIH, a
¢biznuHe 30epiraHHs OXOILTIOE KiJTbKa cepBepiB [27, 28].

Jiarpama AQ 1eKOMITO3YIOThCS Ha YOTHPU OCHOBHI MPOIIECH, BUKOHAHHS

SAKUX € 000B’A3KOBUM ITPOJIOBK YChOTO MPOIIECY J0 30epekeHHs (IuB. puc. 2.2).

NonoseHHA Npo pofioTy 3 ELIN & Ypaiki 3arankHi NONO¥EHHA poBioTk
(MO¥NWBICTE NepeBipIM LjnicHocT Ta BNOIC4ENH TexHoNOT
CTIPAERHOCTI ENEKTPOHHOMD ADKY MEHTY 3 (HenepeBHIcTL NOCNiA0BHOCTI
LMCEROBHN MIATHCO M HE3ANERHOK 3aANENHUK OJHH B 0JHOM
TRETLOK CTOPOHOK) finokie HChopmaL)
ENEKTPOHHKA
AOKYMEHT 3
OBMH
ﬁfqﬁcom AHANITYE3HHA ENEKTPOHHOM nep eeipeni
ak i - ENERTPOHHMH

——————————® J0KYMEHTY 3 LIMEPOBMM NiZMCOn /—1 AOKYMEHT 3

L EROBHM NIAAMCOM

07 1}

OBPOBNAHHA ENeKTROHHOM .
0Ky MEHTY 3 LMCHOOBN M gNACON ;2?@'“:::1":” IBepemeHuil
L dpoBHM ENEKTPOHHUA
07 2 MAMCOM DOICYMEHT 3
------------ [ FRRSEERIEEE upchposHm
nignMeon

BCTEBMEHHA ENEKTPOHHOM
g ADKYMEHTY ¥ B0

Y

YmapHe TexHonons
KopreTyeay CHOBMLLE finoK4eiiH

Puc. 2.2. Jlexkomno3uiis GpyHKIIIOHATBHOT MOJIEI TPOTPAaMHOTO 3a0€3MeUeHHSs

[TepuiuM eTamnoM € aHaai3yBaHHS BXIJTHUX JIaHHX, SIKE ToJisirae B (puibTparii
HEKOPEKTHHUX 3alUTIB Ha 30€peKEHHS €IEKTPOHHOTO TOKYMEHTY 3 HU(POBUM

nianucoM. [lepeBipka gaHUX CKIamaeThes 3 ASKUIbKOX ertariB. [lepmmm etarnom

39



€ HepeBipKa MOI[GJ'Ii JaHUX, MO IIPUXOOUTH y SaHI/ITi, BOHa IIOBHHHA

CKIagaTucsa 3:

— MOCWJIaHHS Ha OTPUMaHHA MIANHUCY JOKyMEHTa. 3a JIOIOMOIOI0
JTAaHOTO TOCHJIAHHS BU3HAYAETHCS LUISX 3alUTy Ha CEPBEP CEPBICY, 1
OyB MIANUCAHUN JOKYMEHT, Ta y pa3l HOro HasBHOCTI MPOJIOBXKYEThCS
nepeBipKa 3anuTy Ha 30€peKeHHS IOKYMEHTY;

— CNEeKTPOHHUN JOKyMEHT, SKUH ToBMHEH Oytu y dopmari
MTOCITIAOBHOCTI OaMTIB;

— Ha3Ba CIEKTPOHHOTO JIOKYMEHTa, JIaHWM T[apamMeTpe He €
00O0B’SI3KOBUM TOMY, III0 Yy BHIAJKy HOro BIJCYTHOCTI, Ha3Ba Oyje
OTpUMaHa 3 €JIEKTPOHHOTO IOKYMEHTa 3 OTPUMaHO1 MOJIENI;

— ineHTudikaTop KOpPHUCTyBaya, JlaHE TMOJie MOJENl MOBUHHO OyTH
NPEACTABICHE Yy BHIJIAl CTATUCTUYHO YHIKaIbHOrO 128-01THUM
iieHTudikatopa, sSKuid  3a0e3medye  Maibke  CTOBIICOTKOBY
YHIKaJIbHICTh KOPHCTYBaua y cucremi [29];

— JlaTa CTBOPEHHS 3aIuTy, aHa 1HQopMallis CIyrye sl Toro, uo Oyna
MO>KJIMBICTh BIA(QIIBTPYBATH JJaHHI 3a JATOK0 OTPUMaHHs (ailny.

SIKo0 eNeKTpOHHMM JOKYMEHT HE BIAMNOBIa€ BUMOTaM JO0 MOJENI, TO
MPUIUHSAETHCS MPOLEC 30€piraHHs TOKYMEHTY Ta MOBEPTAETHCS BIAMNOBIIb MPO
MPUYUHY 3YIMUHKH MPOIECy. Y BHUIAJKY YCHIIIHOTO MPOXO/KEHHS MEPEBIPKU
CJICKTPOHHUN JJOKYMEHT 3 ITU(POBUM MIAMHCOM MPOJIOBKYE MEPEBIPKY.

HactynmauM etamoM € oTpuManHs ¢aily 3 MANHCOM 10 OTPUMAHOTO
JNOKyMeHTy. DopMyeTbCsi 3amuT 3a OTPUMAHOIO aJpPecol0 3 J0JaBaHHSIM
napaMeTpa aBTOpH3allil y 3arojoBoK. SKII0 y BIAMOBIAb HAAXOIUTH (aili, Tomi
KOHKaTEHYETbCSI Y MOJIeNb, SIKa € arperaToM ycix HEOOIXIIHMX AaHUW s
CTBOPEHHSI OJIOKY.

PesynbpTaTom naHoi oOpoOKHU € mepeTBOPEHUN €IeKTPOHHUIN JTOKYMEHTa y
OaiiToBoMy (opMaTi 1O CTPOKOBOTO, OTpUMaHHsS ¢aily MiANHC, CTBOPEHHS

CTPYKTYp JAAaHHUX, SIKI HA HACTYITHOMY €Tari OyayTbh CKJIaaaTu OJIOK.
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HaiiBaxxuBimmmM eTanom mpoliecy 30epiraHtsi eIeKTPOHHUX JIOKYMEHTIB
3 1U@POBUM TIAMUCOM 3a TEXHOJIOTIE OJOKYEHH € BCTaHOBJICHHS
CJIEKTPOHHOTO IOKYMEHTY y HEMEPEPBHUM JTAHITIOKOK OJIOKIB, SIKI CKIaTal0ThCS
3 JOKYMEHTI Ta jomomixkHOi iHGopmarii. OcTaHHIA eTanm Ha Jgiarpami
JIEKOMIIO3HIIII OTPUMYE CTPYKTYPY JaHHUX 3 1H(OpPMAILII€I0, IKOi TOCTATHBO JOJS

cTBopeHHs 070Ky (imB. puc. 2.3) [27].

BaranbHi NonawesHA poBioTH GokdenH
TEXHONOMI [HENepeBHICTL NOCAA0BHOCTI
SANENHMX OH Bl 0fHorD GAoKe it chopmauji)

EREKTPORHMH ‘
BOKYMENT $ 74
U pOBitM
nignucom CTPHIBHHA XELLY 0CTAHHBOM
- » EEKTHOHHOM
AOKYMEHTY B GROK4EHH :
02 1 ENEKTHOHHKA
- T 4 AOKYMEHT 3 L poBim
nigMcon

4

DophyEaHHA Gnoky
ENEKTHOHHOND ADKCYMEHTY
Bnok 3
0z 2 ENEKTHOHHMM

_________________________________ 3 ADKYMEHTOM

B6epeskeHui
ENEKTPOHHHNA

7 BDKYMEHT §

U dpoBMM NigNKCOM

DlofaBatHa oTPHMAHOM
G Gnoky v Gnokdeit

¥

Texxonoria
BnokedH

Puc. 2.3 Jlekomno3uilis (pyHKITIOHAIBHOT MOJIEIII TPOTPaAMHOTO 3a0€3MeUeHHS

[Ipoiec BCTaHOBJICHHS EIEKTPOHHOTO JOKYMEHTY y OJoKYeitH
MOYMHAETHCS 3 OTPUMAHHS OCTAaHHBOTO OJIOKY 3 Oyokueiiny. [lani cTBoproeTbes
Xel OJIOKY Ta 3aliCy€eThCsl y HOTO 3arojIOBOK, SIKUH € BiJMOBIAHO MOCHIIAHHSM,
0 B pe3ysibTaTi Oyjie CTBOPIOBAaTHM HEMEPEpPBHUM JaHIIOKOK OyiokiB. Ilicms
YCHIIIHOT oreparlii OTpUMaHHA Xelly 070Ky Ta (OpMyBaHHS HACTYITHOTO OJIOKY,
BIIOYBa€TbCS 30€pEKEHHS Ta TIOBEPHEHHS BIAMNOBIAI 3  pe3yiabTaToOM
POXOJKEHHS mporiecy [27].

Jlanuii mporiec BiA0YBAEThCS HA BCIX BY3JIax JEIEHTPAII30BaHOT CHCTEMH.
Konu By30n1 oTpuMye TNOBIAOMIIEHHS MpPO OHOBJIEHHS Bepcii OJIOKYelHYy,

BUKOHYETHCS 3alIUT HA OTPUMAHHA OHOBJICHHA JIOKAJIbHOI'O CXOBHIIIA.
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2.2.Bu3HavyeHHs 3B’SI3KiB Mik eTramamMu 30epiraHHsi eJeKTPOHHMX

JOKYMEHTIB

Jlns  ynopsiAKyBaHHsST TIOCHIZIOBHOCTI TOAIN, sKi BiIOyBarOThCS Y
IpOrpaMHOMY 3a0€3MEeUYeHHI BITHOCHO OCHOBHHX MpOIlECiB, Oys0 moOyaoBaHO
Jiarpamy, Ha sIKid 300pa’keHO OMHC TEXHOJOTIYHHUX MPOIIECIB 13 BKa3aHHSIM, IO
B1IOYBa€ThCS HA KOXXKHOMY €Tali Ta OMNHUC TEPEeXOJiB CTaHIB OO0 €KTIB, 13
3a3HauCHHAM NpoMibKHHX cTaHiB [30].

Ha puc 2.4 300pakeH0 AeKOMITO3UIlII0 (PYHKIIOHATBHOI Mojaem. Tak sk
OCHOBHHMH TTporiecaM BianoBigHo g0 Aekommnosuiliid IDEF0 e mponecu anamizy
BXIJTHOTO JOKYMEHTY Ta MHOro OOpOOJIIHHS TO pO3MIAHEMO iX Yy
Horarii IDEF3 [31].

[Ipouec aHami3yBaHHS €1EKTPOHHOTO JTOKYMEHTY 3 HU(DPOBUM MIIMUCOM
MOYMHAETHCS 3 TEPEBIPKU BIIMOBIAHOCTI (hopMaTy BXIIHOTO JTOKYMEHTY 0
no3BosieHUX ¢opmariB. Mojenb ¢ainy, ska HaIXoIuTh Ha (YHKIIIO 3aMUTy
OTpUMY€E OO’€KT 3 MOTOYHOTO BEO KOHTEKCTy Ta oTpumye dopmat daitty. ¥V
BUMAAKYy HAJACHIAHHI J03BOJICHOTO (GopMaTy Mpolec MepeXOoJuTh JO 1HIIOT
¢dbyukiii. HactynHuii eram 3akiaioyaeTbcsi B OTPUMAaHHI mianucy dainy 3
MOJIEJTi, SKIO BOHA HasBHA, TO MPOIEC aHATI3yBaHHS BXIJTHOTO TOKYMEHTY

3aBEPIIYETHCS 1 IEPEXOAUTH TO MPOIECY OOPOOKH €EKTPOHHOTO IOKYMEHTY.

MoeEepHeHHA BigNoBig 3 2
Hal CTOROHY KnigHTa |

NepesipkE BAN0BIHOCTI
AD30ENEHHM DOpMATaN

NEPEBIPIE HA HAABHICTE
igMCy

(i3

o] Ofip0fia eneKTHOHHAN ApiymENTY

Puc. 2.4 Jlexomno3uiist pyHKIioHanbHOi Moaeni B HoTalii IDEF3
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Hactynuauit eran e oOpoOKM €IeKTPOHHOrO JOKYMEHTY 3 HU(GPOBUM
mianmucoM. JlaHuii eTan MoOYMHAETHCS 3 OTPUMAaHHS aJIpecd BUIIAJKOBOTO By3Jia
cucTeMu 30epirants eIeKTPOHHUX JOKYMEHTIB.

MeTta 11pOro Imporiecy 3aKIIYaeThCs y 3a0€3MeUeHHs [IIKOBUTOI 0e3MeKH
30epeKeHHST €JEKTPOHHHMX JOKyMEHTIB Ta peaiizamii JeneHTpaTi30BaHoi
cuctemu. OTprMaHHS BHWITAJKOBOTO BY3JIa TapaHTy€ Te, IO BCI YYaCHUKHU
MEpeXi € pIBHONPABHUMH 1 HE BIAPI3HAIOTBCS OJWH Bia ojaHoro. Jlam
BiZIOYBa€ThCS 3alMT Ha BiAmpaBKy (aimy st 30epexeHHs y Onokueitni [27].
[HII ydYacHMKM CHCTEMH OMOBIIIAIOTHCS MPO T, L0 Bepcis OJOKYECHHY
OHOBHMJIACh, TOOTO JOJIaBCS 1€ OAWH OJIOK 3 iHGOpMalli€l0 TOMY HEOOX1JTHO
OHOBUTHU BJIACHHUN JIAHIIOKOK OJIOKIB. TakuM 4YHHOM 3 YacoM JaHHI

aKTyali3yloThCs Ha BCiX By3Jax (IuB. puc.2.5).

iR
SAMKE NOMMIEM o MM Ta NOBEPHERHS Bignosig) 5 B3
— NOMHNKOK HE CTOROHY KNIGHTS

12 |

ne

COMTHMMEHHA BpEcthl
HAHAOMHOND BYSNA CHCTEMA i X %

CHNNNN N— 3
if

S— Bignpaera dadny oo
ofipaHors By sna

5 |

iE

——————— i CTpMMEHHA aRny S

Ta ONOBILLEHHA HLUKEX yyacHUKE Mepesd npo f2
NOMDEHEHHS GN0RYEAHY

Puc. 2.5 lexomno3utist 010ky «O0poOKa e1eKTPOHHOTO IOKYMEHTY 3

HU(OPOBUM MIIITHUCOM

[Ticns mpoxoKeHHs eTaliB aHali3yBaHHS €JIEKTPOHHOTO JOKYMEHTY Ta
fioro oOpoOKM By3/M MOYMHAIOTH AKTyali3yBaTH HasBHY 1H(pOpMAIlIO, LIO €
MOYaTKOM IIPOLIECY CTAHOBIICHHS €JIEKTPOHHOTO JOKYMEHTYy y OnokueitH [27].
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[licnst ycmimHOi omnepariii BCTAaHOBJICHHS, NPOIEC 30€pekeHHS JTOKYMEHTY
paxyeThCsl 3aBEPIICHUM, a JaHHI MOXKIWBO BIATBOPUTH 3a Oa)KaHHS METOJIOM

BIJIIIPABKH 3alIUTy HA OKPEMHUHN BY30I1, UM 32 JOTIOMOTOI0 KJIIEHTCHKOI YACTHHHU.

2.3.Bu3HavyeHHsl MOTOKIiB JaHMX MDK eramamMm 30epiraHHsi

€JIEKTPOHHUX IOKYMEHTIB.

JIist BU3HAYEHHS TMOTOKIB JAHUX MpOrpaMHOro 3abe3nedyeHHs JUJIs
30epeKEeHHS €IEKTPOHHUX JOKYMEHTIB MIIMUCOM OyJI0 BUKOPUCTAHO METOJIUKY
rpadiunoi crpykTypHoro ananizy DFD. Jlanuii BuOip 6yB 0OMOBIEHUHN TUM, IIIO
cuctemMa mnependady 30epekeHHs 1H(opmalli Ta BHUKOHAHHS omeparii Haju
HuMH. J[aHWil BuUJ HOTallll BU3HA4Ya€ C 4YOTO CKIQJAeThesl 1HQOpMalliiiHa
CKJIaZloBa MPOTPAMHOTO 3a0e3MeUeHHs, Ta SKI 1IHCTPYMEHTH HEOOXIJTHO s

TOTO, 11100 ii 00poduTH (ITUB. pHC. 2.6) [27, 32].

nignucy 2
3| enerponHi:

indopmauja npo
KOPHCTY BAYa

finokHeH i3

shepeREHIX
ENEHTHOHHIX AOIYMEHTIE
3 @NEKTROHHMM NigHCom

ENEKTPOHHMN J0KYMEHT 36epiratta enekTpoHH:
: AOKYMEHTIB 5 Lyt (ApOBIM Nignucom

nepenik agpec
2]  HarBHMMx

foryeaHia G
i CHCTEMK

Puc. 2.6 Mopenb MOTOKIB JJaHUX MPOTPAMHOTO 3a0€3MeUCHHS

Ha puc. 2.6 300paxkeHO AEKOMIIO3MINIO Jlarpamu, IO 300pa)keHa Ha
puc. 2.5. JInsa peanizauii mporpamMHOro 3a0e3MEUeHHs TOJIOBHUM IPOLIECOM,

AKOTO € 30epiraHHsl €JIEKTPOHHUX JOKYMEHTI 3 MU(POBUM MiAMHUCOM
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chopMyIIFOEMO JIKepesia JaHuX, K1 OTIM MOKHA JIETKO 1HTEePIIPETyBaTH B KO/

IIporpamMu 4un 0a3u JaHUX. CXOBI/IHIaMI/I JdaHUX BUCTYIIAIOTh:

iH(popMalLlis PO KOpHUCTyBada, BOHA HAIXOAHWTh Yy 3aroyioBky Http-
3alUTy Ta y MOJiel 13 daiaom 1Jist 30epeKeHHS;

CJIEKTPOHHUN JOKYMEHT, JaHWuil TOTIK mpeacTtaBieHuit  Http-
3alMTaMH, K1 HAJCHIa€ KOPUCTYBAY;

HIIUCH €NEKTPOHHUX JOKYMEHTIB, SIBIISIIOTH COOOI0 CXOBHMINE, Ha
CTOPOHI  CEpBICY MIANHUCAHHSI EKCTPEHUX JOKyMeHTIiB. I[lpu
HEOOXITHOCTI OTpUMATH MIANUC, 116 MOKHa OyTu 3aiicHutu HItp-
3alUTOM;

Mepeik aapec HasBHUX CEPBEPIB, SBISAE€ COOOI0 CIUCOK SIKUM
30epiraeTbcs y Gaiiiii y BY3I 3B’SA3KYy 1 y pa3i J0JaBaHHS HOBOIO
BYy3J1a Bij] OyJie TOMOBHIOBATHUCH,

JIETYBaHHS 1 CHUCTEMH CIIYXUTh CXOBHUIIEM, SIKE PEECTpye yci Ali
CUCTEMHU, Y pa3i MOJUKOBOI CUTYyaIlll MOXKHA OyTH TICTATH CTEK MO
Ta JAI3HATHUCS MMPUINHY TTOMUJIKY;

OMokueH 13 30€epeXEHUMHU EJIEKTPOHHUMHU JIOKYMEHTaMu 3
CJICKTPOHHUM TIJMUCOM, SIBJISIIOTH COOOH0 TOJIOBHE CXOBHUILE KYAU

30epiratoTbcs yci JOKYMEHTH KOPUCTYBaYIB.

['omoBHMM mpollecoM TPOTPaMHOrO 3a0e3TledeHHs € 30epeKCeHHS

€JIEKTPOHHUX JOKyMeHTIB. Ha BXix mocTymnae iHdopmalis npo KOpucTyBaya Ta

CJICKTPOHHUN JOKYMEHT, J1aHa iH(popMallis CTBOPIOETHCS HA eTarli 1HiIam3antii

3aMuTy Ha 30€PEKCHHS €IEKTPOHHOTO TOKYMEHTY Ha KIIIEHTCHKIH CTOPOHI Ta

NPUXOAUTH pa3oM 13 3anuToMm. llepernik agpec HasBHUX CEpPBEPl € CXOBUIIEM,

3BIIKK OTPUMYIOThCSA 1HGOpMAIlS MPO NULIX KyAW BIANpsAAaTH 0OpoOJIeHii

JOKYMEHT Jyis 30epexeHHs y OnokdeiH [27]. Bei mopii, siki BitOyBarOThCs i

yac BUKOHAHHS IpoLecy 30€peKeHHs JIETYIOThCSl Y CXOBHILE <JIOTYBAaHHS JIid

cuctemMm». [lianucu eNeKTPOHHUX JOKYMEHTIB MEPIIIOUEPTOBO CTBOPIOIOTHCS Y

CepBiCl IJis MIAMKMCAHHSA, TOMY JaHHI MPO MIAMHUC 3alMTOM 3aTATYIOTHCS 0

CHUCTEMHU, a CEPBIC CIYTYE JIUIIE IX HKEPETIOM Y paMKax poOOTH MPOrpaMHOTO
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3abe3reueHHs. Y pe3ynbTaTi MNPOXO/KEHHS BCIX BHYTPIIIHIX IPOIECIB
30€peKEHHSI  CJIEKTPOHHOTO JOKYMEHTY MH OTPUMYEMO HETepepBHUI
JAHIIO)KOK OJIOKIB, SIKI CKJIQJal0Th CXOBHINE EJIEKTPOHHUX JOKYMEHTIB 3

U(PPOBUM TMTUCOM.

2.4. BUCHOBKH

3a gomoMororw MeTomoiorii  GyHKIIOHATHPHOTO MOJACIIOBAHHSA Ta
rpadiunoi HoTamii IDEFO0, Oyno ¢opmarnizoBaHo Ta ONHUCAHO MPOIECH, SKi
BIIOYBAIOTbCSI B CEPEIMHI TMPOrPAaMHOTO 3a0e3MeueHHs i 30epesKeHHs
CJICKTPOHHUX JIOKYMEHTIB 3 HU(PPOBUM MmiAnUcOM. 30Kpema i BU3HAUYCHHS
OCHOBHHX IIporieciB Oyno aexomno3oBano IDEF0 na miamporecu, mo B
pe3yibpTaTi Jaio 3MOTY BUAUIMTH OKpeMi (YHKIIIOHAJBLHOCTI Ta MOMKIIHUBICThH
KOPEKTHOI TOOyI0BU (PI3UYHOI Ta JIOTIYHOI CTPYKTYp HPOTrPaMHOIO
3a0e3MeyeHHs.

byno Bu3HayeHO 3B’SI3KM MK IpoIleCaMH BUKOPHCTOBYIOUM HOTAIIIIO
IDEF3. BuokpemsieHO OKpemi MpoIecH NPOBEACHO JACKOMIIO3UIII0 Ta
BU3HAYECHO MPUYMH Ta HACTIAKUA MIX BHYTpIIIHIMU mporiecamu. Lle mano 3mory
YOOPAIKYBAaTH BHUKIMUK MOTPIOHMX (DyHKLIH 1[pu po3poOIl MpOorpamHOro
3a0e3MeUeHHs] Ta y pa3l BUKIIOYHUX CHUTYyalllil MpaBUJIBLHO IMpOpearyBaTd Ha
HUX.

JIns BU3HAYEHHS TOTOKIB JIaHMX IPOTPAMHOrO 3a0e3NedeHHs OyJio
BUKOPHUCTAHO JiarpaMmy HOTOKIB JaHUX. Byso omucaHo 30BHIIIHI Ta BHYTPIIIHI
BIJIHOCUHU JDKEPENI JaHWX Ta CXOBHII JIAHWUX, IO SKUX BiIOYBAETHCS JTOCTYII.
PesynbraTomM mMonentoBaHHS TIOTOKIB JaHUX € BU3HAYCHHI CTPYKTYpU JAaHUX Ta
MoOJieNl, K1 HAIXOATh B Tl 3alUTY.

PesynpTarom  MomemroBaHHS — TporpamMHOro  3a0e3meueHHs s
30epeKeHHS]  €JIEKTPOHHUX JOKYMEHTIB 3a TEXHOJOTIE OJIOKYeHH €
MpoaHaTi30BaHl MPOIECH Ta OCHOBA JUIs TMOOYJOBH 00’ €KTHO-OPIEHTOBAHOT
MOJIEI, 1110 OIUCYEThCA Y po3aim 3.

OCHOBHI pe3yJIbTaTH PO3/iTy OIy0JikoBaHO B [27].
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3 OB’EKTHO-OPIEHTOBAHA MOJIEJIb TIPOI'PAMHOI'O
3ABE3INEYEHHA JJIAA 35EPI'AHHSA EJIEKTPOHHUX
JOKYMEHTIB 3 IU®POBUM HIAIIMCOM

3.1.CnenndikyBanHsi BUMOT 10 POrPaMHOI0 3ade3nevYeHHs

Jl7is BU3HAYEHHA BCIX acMeKTiB poOOTH MpOTrpamMHOro 3abe3meueHHs IS
30epeKeHHST CIEKTPOHHUX JOKYMEHTIB HEOOXITHO BH3HAYUTH BHUMOTH, IO
CTaBJIATHCA 10 CUCTEeMHU. BUMOru cTaBisiThCsl K 10 (PYHKIIOHATY, TOCTYITHOT'O
KOPUCTYBAueBl, TaK 1 10 MOXKJIUBOCTEW cuctemMu. OCHOBHI BUMOTH HaBEJICHI B

tabs. 3.1-3.8 Ta Ha puc. 3.1 [27].

CHCTEME 3TEPEKEHHA BNBKTDOHHMY
LOKYMEHTIE 3 Nignncom

YBIATH 10 CHCTEMY

CEPEIC HAKNANAHHR
BNEKTDOHHOMD MAMKCY

BITATH i3 CUCTEMM

30EPErTH 0KYMEHT

OTPUMATH Kopucryeay

EnekTROHHIMA Nignue

MEpenAD AOKYMEHTIS

Puc. 3.1. Jliarpama BapiaHTiB BUKOPHUCTAHHS MIPOTPAMHOT0 3a0e31eYeHHS
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J11st 300paskeHHs B3a€MO/I1i KOPUCTYyBaya Ta MPOrPaMHOI0 3a0e3eUeHHs,
BUKOPUCTOBYIOTbCA JlarpaMH BHUKOPUCTAHHS, 3a JIOMOMOIOI0 SIKMX MOHA
CYIUTH 4d MailOyTHsS cHCTeMa BUKOHY€E CBO€ MPHU3HAYCHHS 1 UM 3MOXE BOHA
MOJICTIIUTA KOPUCTYBa4Y€Bl BUKOHAHHS MOro poOOTH B3araii. JlaloTh BIMOBIb
Ha 3amUTaHHSA , SIKI 3 BUKOHYBaHMX (YHKIIN BaXmuBimi 1 Juist koro. Tomy
BUKOPHUCTOBYIOTh ONKC (PYHKI[IOHATFHUX BUMOT Yepe3 BapiaHTH BUKOPHUCTAHHSI.
Posrmsimaroun  kjacMYHMEM  CleHapiii  BUKOPUCTaHHS  PO3pOOIIOBAHOIO
MIPOTPaMHOT0 3a0€3MeUeHHs ISl 30€peKEHHSI €IEKTPOHHUX JOKYMEHTIB MOXKHA
BUJIUIUTH OCHOBHI KPOKH, 3 OIJIy Ha JAlarpaMmy BUKOPHCTAHHS:

Kpox 1. KopuctyBau BXOAWUTH A0 CUCTEMH BUKOPUCTOBYIOUHM JIOTIH, K
imenTudikarop.

Kpok 2.3aBaHTa)k€HHSI €JIIEKTPOHHOTO JIOKYMEHTY 3a JOIOMOTOIO
HaJIaHOTO 1HTEp(PEHCOM IHCTPYMEHTY.

Kpok 3. IlignucanHsi €1eKTPOHHOTO JOKYMEHTY 3a JOTIOMOTOI0 CEpBICY
HaKJIaIaHHA eJIEKTPOHHOIO MiIHCY.

Kpox 4. BiampaBka mMiMKUCAaHOTO €JIEKTPOHHOIO JOKYMEHTY s

30epeKeHHS Ha CepBepi.

Tabmuusg 3.1
BapiaHnTt BukopucTanHs « ABTOpH3aIlisl Y CUCTEM1»
HaitmenyBanHs ABTOpHU3yBaHHS KOPUCTyBaya y CUCTEMI
[lepBuHHUI aKTOP Kopucrysau
[H1m11 akTopH Cucrema HaKIaIaHHS M IMTACY
Omnnc MOXIIUBICTh 1A€HTU(IKYBATHUCS Y CUCTEMI Ta

OTPUMATH TOKEH aBTOpH3allli

[TonepenHi ymoBu Biakpurta cropiHka BXoay A0 CUCTEMU

Buxigni ymoBu OTpuMaHuil TOKEH Ta BX1Jl y CUCTEMY
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Taomuns 3.2

BapianT Bukopuctanusa «Buittu 13 cucteMu»

HaiimenyBanHs Buiitu 13 cuctemu
ITepBuHHMI aKTOP Kopucrtysau
[H1m1 akTOpH Hewmae

Onuc

MO>KIIMBICTh 3aBEPUINTH MOTOYHY CECIIO Ta BU 3
CUCTEMU

[TonepenHi ymoBu

ByTu aBTOpH30BaHUM y CUCTEMI

Buxigai ymoBu

Cecis 3aBepuIy€eThCs

Taomurs 3.3

Bapiant Bukopuctanus «IlignucaTi e1eKTpOHHUN JTOKYMEHT)

HaiimenyBanHs

[TigmucaHHs €IEKTPOHHOTO TOKYMEHT a3a
JIOTIOMOT'OF0 CTOPOHHBOT'O CEPBICY

IlepBuHHUI aKTOP

Kopucrysau

[H111 akTOpHM

Cucrema HaKJIaTaHHS TIIACY

Ormuc

MoxUBICTh HAKJIAJAHHS €JICKTPOHHOTO MIIUCY 32
JIOTIOMOT'0}0 CTOPOHHBOT'O CEPBICY

[TonepenHi ymoBu

Biakpurta crapToBa CTOpiHKA KIIEHTCHKOT YaCTUHU

Buxinni ymoBu

[lignucanuii JOKYMEHT 3 MOKJIUBICTIO OTPUMATH
daiin nianucy
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Taomurs 3.4

Bapiant Bukopuctanus «30epertv en1eKTpOHHUN JOKYMEHT 3 IU(PPOBUM

T IITACOMY
HaliMmeHyBaHHs 30epertu eNeKTPOHHUN JOKYMEHT 3 U(PPOBUM
M IIACOM
[lepBuHHUMN aKTOP KopucryBau

[H1m1 akTOpH

Cucrtema HaKJIaJaHHS TIACY

Onuc

MoXIHUBICTh 30€PETTH CICKTPOHHUIN JOKYMEHT 3
IU(GPOBUM IIAMUCOM

[TonepenHi ymoBU

Binkpurta cTopiHKa 3aBaHTaXEHHS €JIEKTPOHHOTO
JIOKyMEHTA 3 HAsSBHICTIO MIJIUCY.

BuxinHi ymoBU

30epexeHuil eNeKTPOHHUN JOKYMEHT 3
€JIEKTPOHHUM IT1JITUCOM

Taomung 3.5

Bapiant Bukopucranus «O06poOka 3anuTiB Ha 30€peKEeHHS €IEKTPOHHUX

JOKYMEHTIB»
HaiimenyBanns OO0pobOka 3anuTiB Ha 30€PEKEHHS EIEKTPOHHUX
JIOKYMEHTIB
[IepBuHHMI aKTOD Cucrema
[H1T1 akTOpHM Hemae

Onuc

MOoITUBICTH OOPOOUTH 3aIUT HAa CTBOPEHHS (aiiiy,
IPOBIBIIM aHAJII3 €JIEKTPOHHOTO JOKYMEHTA Ta
HAsSIBHICTb MIAMKUCY 10 HHOTO

[Tonepenni ymoBU

HanamroBane cepeoBHIIE MPOTPAMHOTO
3a0e3IedyeHHs Ta 3a0e3rneueHa MOKINBICTh
OTpUMATH JIOCTYI TO iHTEp(ENCiB .

50



[Iponosxenns tabdm. 3.5

Buxigni ymoBu

O0po6ieHuit 3anUT Ha 30€PEKEHHSI €IEKTPOHHOTO
JTOKYMEHTY

Taomurs 3.6

Bapiant BukopuctanHs «3aBaHTaxeHHs (aili miAnucy 3a Horo

11eHTUdiKaTOpOM»
HaitmenyBanHs 3aBaHTaXeHHS (ailsl mianucy 3a Horo
1AEHTU(PIKATOPOM
IlepBuHHUI aKTOP Cucrema

[H111 akTOpHU

CepBic MiMUCY €IEKTPOHHUX JTOKYMEHTIB

Ormuc

MO>XJTMBICTh BIANPABUTH 3aIIUT HA OTPUMAHHS
HIAIUCY 10 €JIEKTPOHHOTO JOKYMEHTY 32
11eHTU(IKATOPOM

[TonepenHi ymoBu

OTpuMaHHS aBTOPHU3AIIHOTO TOKEHA KOPUCTyBaya
JUISL BIIPABKHU 3aIIUTY J0 CEPBICY HAKJIaTaHHS
€JIEKTPOHHOTO TIITHUCY.

BuxinHi ymoBU

OTtpumanuii ¢aiin eneKTpoOHHOro MiAMKUCY 10
€JIEKTPOHHOTO JJOKYMEHTa

Taomuns 3.7

Bapiant Bukopuctanns «OTpuMaTH CUCOK €JIEKTPOHHUX JTIOKYMEHTIB 3

HU(OPOBUM MIIITHUCOM

HaiimenyBanns

OTpuMaTH CIHCOK €IEKTPOHHUX JIOKYMEHTIB 3
IUHPOBUM TITHUCOM

ITepBuHHMI aKTOD

KopucryBau

[H1111 akTOpH

BiacyTai
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[IponoBxkeHHs Tadi. 3.7

Onuc

KopuctyBau Mae MOKIJIMBICTh BIITPABUTH 3alUT HA
OTPUMAaHHS CIUCKY €JIEKTPOHHUX JJOKYMEHTIB

[Tonepeani ymoBu

BigkpuTta cTopiHKa 31 CIIHCKOM €JIEKTPOHHUX
JIOKYMEHTIB Ta OyTH aBTOPHU30BaHUM Y CHUCTEMI

Buxigni ymoBu

OTpuMaHHil CIUCOK €JIEKTPOHHUX JIOKYMEHTIB 3
IU(PPOBUM MIAMUCOM

Taomung 3.8

BapiaHnTt BUkoprcTaHHs «3aBaHTaXUTH €JIEKTPOHHUHN JTOKYMEHT

HaitmenyBaHHs 3aBaHTAXKHUTH €ICKTPOHHUN JOKYMEHT
IlepBuHHUI aKTOP KopucrtyBau
[H11 akTOopHM BiacytHi

Ormuc

KopuctyBau Mae  MOXIMBICT  3aBaHTaXHUTH
€IEKTPOHHUNA TOKYMEHT

[TonepenHi ymoBu

Bigkpura cTOpiHKa 31 CIHCKOM E€JIEeKTPOHHHX
JIOKYMEHTIB Ta OyTH aBTOPU30BAHUM y CHUCTEMI

Buxigai ymoBu

3aBaHTAXKCHUMN €IEKTPOHHUN IOKYMEHT

3.2.CTBOPIOBaHHS JIOTIYHOI CTPYKTYPH NPOrPaMHOI0 3a0e3neYeHHs

3.2.1. Cmeoprosanna cmamuyHoi 102iYHOI CMPYKMYPU NPOZPAMHO20

3acooy

Po3pobka mporpamHoro 3a0e3mnedeHHS ISl 30epeKEHHS EJICKTPOHHHUX

JIOKYMEHTIB 3 MU(GPOBUM IIAMUACOM CTaBUTh CKIIAMy 3aady s peaizallii Ta

BUOOPY MPaBHIBHO apXiTEKTypH NporpamHoro 3adesneueHHs [27]. CyuwacHi

TEMIIU PO3BUTY CTBOPIOIOTH HOBI MiAXO/AH, SIKI 1HOZI HE BUIPOOOBYIOTH ceOe Ha

MPaKTHUlll, aJleé TaK SK MOBA W€ MPO BAXKIMBI €JIEKTPOHI JOKYMEHTH CHUCTEMH

MOBUHHA OyTH aJlarToBaHa /10 HAMMCaHHS MOAYJbHHUX TECTIB Ta IHTETpaLlIHUX,
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00 BU3HAUUTH MOXJIMBI TMOMWIKK IIIe Ha eTami po3poOku. B pesynbrari
oOcTaBuH OyJI0 MPOMOJCIBOBAHO MaHOYyTHIO apXiTeKTypy 3a JIOMOMOTOI0
niarpamu kiaciB y Hotamii UML. Jlanuii 3aci6 Hao9HO 300paxkye oOcsT poOoTH

1 JIOTIYHY CTPYKTYPY MPOTPAMHOTO 3a0€3TECUCHHS.

FileRepository

+ _context: FileContext

+ Task<lEnumerable<FileBlodi>= GetallFiles)

+ Task=FileBlocks GetFile(string id)

+ Task=DeleteResult> RemoveFileistring id)

+ Task=UpdateResult> UpdateFilestring id, string body) FileConte:xd

+ Task=ReplaceOneResultz UpdateFileDocument(string id, string body) + _database: IMongolatabase
+ Task=<DeletaResults RemoveallFiles)) + _budket: GridFSBucket

+ Task<0Objectld> UploadFileList<IFormFile= files) + gridFS: 1GridFSBudket

* TaskeStings Getfilzinfalstring i) + FileContextlOptions<Settings= settings)

+ Task<5tring= GetFilelnfoistring id)

+ IMongoCollection<FileBlodde= FileBlods

+ GridFSBucket Budket

2 Frogram
= IFileRepositony + Main: woid
+ Task<lEnumerable<FileBlodi= GebAllFiles) + BuildirebHasto: ek
+ Task=FileBlock= GetFileistring id) 'y
+ Task<DeleteResult> RemoveFile(string id)
+ TaskzUpdateRezult> UpdateFilestring id, string bady)
+ Task<ReplaceOneResult> UpdateFileDocumentistring id, string body) = StartUp

+ Tash=DeleteResult> RemoveAlIFiles() + configuration: IConfiguration
+ Task=0bjectld> UploadFilelList<IFormFile= files)

+ ConfigureSenices|SendceCallection): woid

+ Task<SaveResult> UploadFileflFormFileCallaction files, string signatureld’ + Configure(lpplicationBuilder HostingEnvironment J: wai

+ Task=5String= etFilelnfoistring id)

FilesController

+ _fileRepo: IFileRepositony

+ Task<lEnumerable<FileBlodi=>= Gell)

+ Task=<|Enumerable<FilaBlock=> GetFilaInternal)
+ Task=FileBlod> Getistring id)

+ Task=FileBlock> GetFilaByldintarnalistring id)

+ FPost[FromBody]string walue)

+ Task=Objectld= UploadFileList<IFormFile= files)
+ GetFilelnfolstring id)

+ Task PostOrlpdatefsyno(string signatureld)

Puc. 3.2. CratuyHa JIOT14Ha CTPYKTypa MPOrpaMHOro 3a0e3rneyeHHs
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Knacu, 1o BHKOPHUCTOBYIOTbCSI B TMpOrpaMHOMY 3a0e3NedeHHl s

30epiraHHs CJIEKTPOHHMX JOKYMEHTIB HaBeAeHo B Tadi. 3.9 [27].

Taomung 3.9
Crucok KJaciB MpOrpaMHOro 3aCTOCYHKY
Kitac Onuc
StartUp Knac nist cTBOpeHHsT KOHTEWHEpY CepBiciB, SKi
peani3yloTbes ¢iado B s3aHUN KOJI.
FileRepository Krac, sixkuii peanizyro OCHOBHY (YHKITIOHATBHICTH

Ui poOOTH 3 E€JIEKTPOHHUMH JOKYMEHTamH, Ta
MPOLIECH MEPEBIPKH BX1THUX 3aIlUTI HA CEPBEP.

FileBlock Krac nmst cTBOpeHHS CTPYKTYPH TaHUX TS OJOKY Yy
OJIOKYEHHI.

FileContext Kmac mis moctymy mo 0a3u gaHMX Ta peajizarfii
(GyHKIIOHATBHOCT1 I 30€piraHHs €JIEKTPOHHUX
JIOKYMCHTIB.

FilesController Kiac nns ctBopenHs iHTepdeiciB 10CTyITy 10 BeO-
cepBepa peanizyroun MeToau 3a npuHiunoM REST
TEXHOJIOTTI.

Settings Knac nns 30epexeHHss OCHOBHUX HalalITyBaHb
cepBepa

GridFSBuket Knac, sxwii peamizye (yHKIIOHAIBHICTh IS

pO30UTTSI 0JiHOTO (paitily Ha YaCTUHM.

CIMcoK OCHOBHHX METO/IB KJIACiB OIMMCAHUX B Ta0IuIl 3.9 HaBeIeHO B

tabn. 3.10 — 3.1.
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Taomurs 3.10

Cnucok ocHOBHUX MeTo/liB kinacy StartUp

Tun ganux

MeTtox Ta ormc

Void

Configure ()

Merog BUKJIMKAETHCS i yac BUKOHAHHS,
BUKOPUCTOBYETBCS Il HalamTyBaHHS KoHTtypy HTTP
3aMuTy.

Void

ConfigureServices (IServiceCollection services)

Meron BHUKJIMKAETHCS | yac BUKOHAHHSL.
BuxopuctoByeThCs, 11100 10AaTH NOCTYTH JO KOHTEHHEpa.

Tabmmis 3.11

Cnucok ocHoBHUX MeTo/IiB kiacy FileRepository

Tun nanux MeTtoxa Ta onuc

Task<IEnumerable<FileBlock>> | GetAllFiles ()

OTpumanHs BCIX €JIEKTPOHHUX
JIOKYMEHTIB.

Task<FileBlock>

GetFile (string id)

OTpuMaHHST  OAHOTO  EIEKTPOHHOTO
JIOKYMEHTY 3a Horo 1IeHTu]ikaTtopoM

BOH/]I AddFile (FileBlock item)
JonoBanHs HOBOTO OJIOKY 710 0a3u JaHUX
Task<UpdateResult> UpdateFile (string id, string body)

OnHoBeHHS JaHUX CJIEKTPOHHOTO
JTIOKYMEHTY 3a Horo 11eHTudikaTtopoM

Task<Objectld>

UploadFile (List<IFormFile> files)

3aBaHTaKEeHHS CIICKTPOHHUX I[OKYMGHTiB

55



[Iponosxenus Tadm. 3.11

Task<SaveResult> UploadFile (IFormFileCollection files,
string signatureldid)

3aBaHTa)KEHHS €JIEKTPOOHUX JTOKYMEHTIB
pa3oM 3 HOro eNeKTPOHHHUM ITiIMTUCOM

Task<String> GetFilelnfo (string id)

OTpumaHHs IHOPMAIIX PO EJIEKTPOHHUIM
JOKYMEHT

Tabmung 3.12

Cnucok ocHoBHUX MeTo/1iB Kinacy FilesController

Tun nanux ITepdeiic Meron Ta onuc
JOCTYIy

IEnumerable<FileBlock> | api/Files Get ()
Meron peanizyBaHHs
iHTEepdeicy ToCTyIy [0
CITUCKY EJIEKTPOHHUX
JIOKYMEHTIB.

IEnumerable<FileBlock> | api/Files/id Get (string id)
MeTton pearizyBaHHs
iHTepdeiicy JOCTYITy
OTpUMAaHHS OJIHOTO

€JIEKTPOHHOTO JJOKYMEHTY

String api/Files/uploadfile | Task<Objectld>
UploadFile(List<IFormFile
> files) Meton

peani3yBaHHs 1HTpedeiicy
JOCTYITY JJIS 3aBaHTAKEHHS
CJIEKTPOHHOTO JTOKYMEHT Yy
3 HUGPOBUM ITiATTUCOM.
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[Iponosxenus tadm. 3.12

String api/Files/getinfo

GetFilelnfo(string id)

MeTton peaiizyBaHHS
iHTpedecy moctymy IS
OTPUMAaHHS 1H(pOopMaIix
po EIIEKTPOHHUI
JTIOKYMEHT

3.2.2. Cmeoprosanusa OUHAMIUHOI J102IYHOI CMPYKMYpU HPOPAMHOZO

3a0e3neuenns

Jlnst HaodHOro 300pa)K€HHST Ta PO3YMIHHSA crernudikaiii BUKOHYBaHOI

NOBEAIHKA CHUCTEMHU ISl 30€peXKEHHS E€JEKTPOHHUX JOKYMEHTIB MOOY/I0BaHa

Jiarpama gisuibHOCTI Ha puc 3.3 [27].

MovaTok

YEIATH 0 CHCTEMM

Hi

ZaBaHTEKMTH
OOKYMEHT
—

MinnucaTti
ENEKTPOHHKMA
DOKYM EHT

3bepermk youcTemi

KiHe b

Puc. 3.3 JlunamiyHa JIOri4Ha CTPYKTYpHA MIPOTPaMHOTO 3a0€3MeueHHs
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3.3.CTBOpIOBaHHA (Pi3MUYHOI CTPYKTYPH NPOTPAMHOI0 3a0e3ne4eHHs

Jns BusHaueHHS (I3UUHOT CTPYKTYpU NPOTPAMHOTO 3a0e3MedYeHHS
noOy/0BaHO JiarpaMy KOMIIOHEHTIB, siKa 300pakye pO3OUTTS cucTeMi Ha
CTPYKTYpPH1 OJIMHMIII Ta 3aJeKHOCTI MK HUMH. B maHOMy BHIAAKy B SIKOCTI

KOMITOHEHTIB BUCTYTIAIOTH (aitnu Ta nanku puc 3.4 [27].

StoreDocApi E

Conftrolers Repository Models

Interfaces Db Context

Puc. 3.4 ®i3uuHa cTpyKTypa MpOrpaMHOTro 3a0e3MeUeHHs

o ctpyktypu Controllers momimaroTbcs Kiacu KoHTposiepiB. Kitacu
KOHTPOJIEPIB  MOXYTh PO3MIIIYBAaTUCS JI€ 3aBrOJHO, OCKIUIBKH  BOHH
KOMITUTIOIOTBCSA B OAHY 30ipKy. Kiacu mopeneit, posmimytorbess y Models,
CIOJI TTOMIIIAIOTHCS KJIACH, SIKI ONMUCYIOTh 00’ €KTU O13HEC-TOTIKK MPOTrpaMHOro
3abesneyeHHs. Kmacu mopenelt MoXyTh OyTH BH3Ha4yeH1 J€ 3aBrOJHO B
NOTOYHOMY NPOEKTI abo B3araji BUHECEHI B oOkpemuil mnpoekT. Kmacu mis
pobotu 3 6a3or0 nanux nomimieHi 7o DbContext.

Jnga  peamizamii  pilleHHS 1HTerpaiii, [0 CHOPOIIy€ PO3IIKUPEHHS

MOXJIMBOCTE  CHUCTEMH, TMpPU SKOMY TOTIK YIPaBIiHHA  IPOrpamu
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KOHTPOJIOETbCS ~ (PPEHMBOPKOM, BUKOPHCTaHWN MAOJOH TPOEKTyBaHHS
Repository, sikuil po3aiisieTbesi HA IBa KOMIIOHEHTHU. JlaHHA CTPYKTypa MICTHUTb
KJIacu ISl pOOOTH 3 OCHOBHUM (DYHKITIOHAJIOM MPOTPAMHOTO 3a0e3MeUeHHs Ta
peastizyBaHHsI 6i3Hec Joriku [27].

s cTBOpeHHs (I3MUHUX CTPYKTYpPH IPOEKTY, SKUK Oa3yeThcs Ha
BUKOpHCTaHHI (ppeitmBopky Angular, Oyi0 BUKOPUCTAHO KJIACUYHY OPTaHi3aIliio
daitnis [33]. Moayni cTopiHOK OOMaiHaHI MapIIPyTU3AIIEIO 1 PU3HAYEHI s
TOr0, MO0 JOTIYHO PO3AUTUTH OO0NacTi Bamoi mporpamMud. Mogyii CTOpPIHOK
3aBaHTAXXYIOTHCS OJIMH Pa3 B TOJIOBHOMY MOJYJi, HA MAJIFOHKY 300pa)k€HO SIK

app.component [34].

add-doc.component ktml

add-doc_component scss add-doc

doc-list

layout. component.ts

add-doc_component ts

*u

ukey.senvice

layout component html

footer.component.himi

app.component

footer component ts

footer component scss

Puc. 3.4 CtpykTypHa cxeMa KOMIIOHEHTIB
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Ha pucynky 3.4 BHUIHO, 10 KOXXHMM MOJIyJb Ma€ NpPUHANMHI OJIUH
KOMITIOHEHT - KOpPEHEBHMM KOMIIOHEHT, KU 3'€IHy€ 1€papXil0 KOMIIOHEHT 3
o0'ekTHOIO Momewto AokyMmeHTa cTopinku (DOM). KokeH KOMIOHEHT
BU3HAyYa€ Kjac, SKWW MICTUTh JaHl MpOrpaMu Ta JIOTIKY, 1 TOB'S3aHHM 3
mrabionom HTML, sikuii BU3Havae mpeacTaBieHHS, sIKE€ B1IOOpaXaTUMEThCS Y
iTR0BOMY cepenoBuiti [35]. s po3yMiHHS, B SKOMy (aiiii, 10 3HaXOIUTHCS

OyJi0 30epeKeHO IX PO3IMIUPECHHS.

3.4. BucHOBKH

Pesynpraramu cnenu@ikyBaHHS BUMOT O MPOrPaMHOTO 3a0e3MeueHHs
JUTs 30€epeKeHHs €JIEKTPOHHUX TIOKYMEHTIB 3 [U(MPOBUM MIJIUCOM € BU3HAYEHA
B3a€MOJISl KOpPHUCTyBaya Ta HPOrpaMHOro 3a0e3NeyYeHHs] BHKOPUCTOBYIOUU
niarpamy AisuibHOCTI 3a HoTamiero UML. byno BHU3HAa4u€HO OCHOBHUX AKTOpIB
CUCTEMHU Ta 3B’ A3KU MI’)K HUMU Ta KOMIIOHEHTAMU IPOIPAMHOI0 3a0€3MeYeHHSI.

BusHnauHa ctaTMuHa Ta AMHAMIYHA JIOT1YHA CTPYKTYPa BUKOPUCTOBYIOUN
Jiarpamy kiaciB. Pe3ynbTaTaMu € Onuc nporpaMHUX KOMIIOHEHTIB Ta B3a€MOIis
MDK HUMH.

®di3uyHa CTPYKTYypa MpeACTaBICHA AlarpaMor0 KOMIIOHEHTIB. BuzHauena
¢aiiioBa CTPyKTypa BIJHOCHO 3ajady, SKI MOBHHHA BUPIIIyBaTH MpOrpamMHe
3a0e3nedeHHs 7151 30€peKCHHS eIEKTPOHHUX JIOKYMEHTIB.

OCHOBHI pe3yJIbTaTH PO3/iTy OImy0JikoBaHO B [27].
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4 POBOYHI IPOEKT IMTPOTPAMHOTO 3ABE3NEYEHHS
JUISI 3BEPITAHHSA EJIEKTPOHHUX JTOKYMEHTIB 3 IA®POBUM
MIMTACOM

4.1.PeanisyBaHHsI POTPAMHOIO0 3a0e3ne4YeHHs
JIns  po3poOKU  mporpaMHOro  3a0e3leueHHs I 30epeKeHHS
CJIEKTPOHHUX JOKYMEHTIB 3 HU(GPOBUM MiAMUCOM Oylo 0ObpaHO HACTYIHI
texHosorii: ASP.NET, .NET Core 2.0, Angular 7, MongoDB, Node js.
[Tnatpopma ASP.NET sBnse co0Or0 TEXHOJIOTIO, MNPU3HAYEHY IS
CTBOPEHHS PI3HOTO POy BeO-T0AATKIB: BiJl HEBEIUKUX BEO-CAMTIB 10 BEITUKHUX
BeO-optaniB 1 BeO-cepBiciB. ASP.NET  Core  xapakTepu3yeTbcs
po3iuproBaHicTio. PpeliMBOpK TOOYyJI0BaHMM 3 HAOOpPY MO0 HE3AICKHHUX
KOMITOHEHTIB. | Mr MOkemMo ab0 BUKOPUCTOBYBATH BOY/IOBaHY peasizallito Iux
KOMITOHEHTIB, 200 PO3LIMPUTH iX 332 JOMOMOIOK MEXaHI3My CHaJKyBaHHs, a0
30BCIM CTBOPUTHU 1 3aCTOCOBYBATH CBOI KOMIIOHEHTH 31 CBOIM ()yHKIIIOHAJIOM
ASP.NET Core Hanae taki nepeBaru [36]:
— €auHui miaxia Ui ctBopeHHs BeO-1HTepdericy Ta WebApi.
— ApXiTeKTypa aJanTHBHA JJIs TPOBEACHHS MOJIYJIBHOTO TECTyBaHH.

— MosxmnuBicTh po3po0ku Ta 3anycky B Windows, MacOS Ta Linux.

BOyzaoBaHa 1H'eK11s 3aJI€KHOCTEH.
— Jlerkuu, BUCOKONpOAyKTUBHUM Ta MoayJapHu HTTP-3anur.
— MoxnuBicth xoctunry B IIS, Nginx, Apache, Docker a6o
CaMOCTIHHOMY XOCTI Y BallloOMy BJIACHOMY ITpOLIECI.
— IucTpy™meHT, 110 cripolye cy4acHy BeO-po3pooky [37].

Angular npencrasnsge ¢peiiMBopk Bia kommanii Google ans cTBOpeHHs
KIIIEHTChKUX nMoaatkiB. [lepmn 3a Bce BiH HaruieHuil Ha po3poOky SPA-pimeHb
(Single Page Application), ToOTO OJHOCTOPIHKOBUX J0AaTKIB. B 1mboMmy riaH1
Angular € cmaakoemiieM iHmoro gpeimBopka Angular]S. Opani€ero 3 KIHOUYOBUX
ocobnmuBocTeit Angular € Te, 1O BIH BUKOPHUCTOBYE B SKOCTI MOBH

nporpamyBaHHsi TypeScript. JlaHHas MoBa mporpamyBaHHSI HaJa€ BEIUKI
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nepeBary Ha KJJaCHYHUM BUKOpUCTaHHsM JavaScript, 00yMOBIIEHO 1I€ THM, 1110 B
HBOMY peaji3oBaHa CTpora THUII3allisl TUIIB JAaHUX, SIK HACIIJOK BUHUKHEHHS
MTOMWJIKH B KO 3MeHITyeThes [38]. Angular Hagae Taki mepeBaru:

— MOJYJIbHICTb, TOOTO OpraHi3alli€0 BalIOTO KOy B HE3aJeKHUX
YacTUHAX, TaK JIJIsl TOBHOTO 3a0€3MeUeHHs IOBTOPHOTO BUKOPUCTAHHS
KOMITOHEHTIB. L{e poOUTh TecTyBaHHS, OHOBJICHHS Ta OOCITYyTOBYBaHHS
JoJaTKa HabaraTo 3py4YHilINM;

— BOyJOBaHMN MeXaHI3M aHiMaIlii, mokpailye e(eKTUBHICTh Ta
3a0IIa[)Ky€ Yac Ha PO3POOKY;

— 1HTep(deiic KOMaHAHOTO PSKA MOJETIIY€E MPOIeC pO3poOKHU JT0aTKa,
3aBASKA BUKOPUCTAHHIO KOPOTKHX Ta 3pO3YMUIMX KOMaHH JIsi
CTBOPEHHS OTPIOHUX KEePYIOUNX KOMIIOHEHTIiB [39].

MongoDB - nokyMeHTOOpiEHTOBaHA CHCTEMa YIpaBIiHHS 0a3zaMu JaHUX
(CKB/) 3 BIZKpUTUM BUXITHUM KOJIOM, SIKa HE OTPEOY€E OMUCY CXEMU TaOJIUIIb.
KnacudikoBana sixk NoSQL, BukopuctoBye JSON-nofiOH1 JOKYMEHTH 1 CXEMY
0a3u nanux. Bes cucrema MongoDB Moxe npeAcTaBisTH HE TUIBKU OAHY 0a3y
JaHWX, 1[I0 3HAaXOAWThCA Ha omHOMy  (izuunomy cepsepi  [40].
OynkuioHabHICTs MongoDB no3Bosisie po3ramryBaTH Kijibka 0a3 JaHUX Ha
JEKUTbKOX (hI3MYHUX CepBepax, 1 Il 6a3u TaHUX 3MOXKYTb JIETKO OOMIHIOBATUCS
JaHUMH 1 30epiraTu 1iIicHicTh. MongoDb Hajae Taki nepeBaru:

— MOXJIMBICTH 30epiraTv BeNHKI JaHl, MOIMPIOIYHM iX Ha KUIbKa
CEpBEpiB, MIAKIIOUCHUX [0 Tporpamu. KO0 cepBep HE MOXKE
BIIOPATHCS 3 TAaKMMHU BEJIIMKUMHU JTaHUMH, TO He Oyje HISKOTO CTaHy
MTOMWJIKHY;

— 1HJIEKCYBaHHS JOCTYII 10 JOKyMeHTIB. OTxKe, BiH 3a0e3mneduye MBUIKY
BiAnoBiAs 3anuty. llIBuakicte MongoDB B 100 pa3iB mBuaIiie, HiX
pensiiiiHa 0a3a JaHuX;

— Pemnmikamis ta gridFS. Ili  ¢yHkuii gomomaraioTh  30UTBIIUTH

JOCTYIHICTh JaHuxX y MongoDB. OTxe, NpoayKTUBHICTh BUCOKA;
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— 30epiranHs OyJib-sIKOT0 THIYy JaHUX y OKPEMOMY JOKyMeHTi. Ll piu
Jla€ HaM THYYKICTh 1 CBOOOTy 30epiranHs JaHuX pi3HHUX THIiB [41].

Bubip mpeacraBieHuX TEXHONOTIH Takox OyB OOYMOBJIEHHH THUM, IO
BOHH BCl € OE3KOIITOBHI Ta HE MOTPEOYIOTh BUTPAT IJIA X BHUKOPUCTAHHSI, a
CIUIBHOTA PO3POOHUKIB JOCTATHHO BEJIMKA, 11100 BUPIIIUTHA MOXKIIUBI IPOOJIEMH,
3B’A3aHUX B BHYTPILIIHHOIO peai3allielo BUKOPUCTOBYBaHHUX 01010TEK.

st po3poOKKM MOrpoMHOrO 3abe3NedeHHs] BUKOPUCTOBYIOUM TMPHUBEJICHI
BUIIle TexHOJOT1T BukopucToByBasucst Visual Studio ta Visual Studio Code, mns
HammcaHHsg Koay. BuOip maHux cepefoBuIl po3poOku OyB 0OYMOBJICHUN THM, IO
BOHM HE TIOBHICTIO aJalTOBAaHUMHU T 0OpaHi  TEXHOJOTI, OCKUIbKU
po3pobmroBayicst  oAHiel0  Kommadiero  Microsoft.  [lns  mepermsamy  Ta
MaHIMyJIFOBaHHAM JJaHUMU y 0a3i ganux Oysio oopano Robo 3T, nanuii neckTorHuit
3aCTOCYHOK Hajae MiHIMaIbHUN (YHKIIIOHAT, ajie HOoro JOCTaTHBO IS
MIOCTaBJICHUX 33]1a4.

Peanizarisi GpyHKI1ioHAYy TpOrpaMHOro 3a0e3neueHHs OyB CIIaHOBaHUMN
TaKUM YHHOM, IO yCl HEOOXIHI MOAYJl pPEali30ByBAJIMUCS IOCTYIIOBO Ta
onHo4YacHo. /{51 HaouHOTO 300pa’keHHS BUKOHAHHS MMOCTABJICHUX 3a7a4 00paHo

Trello, yacTuny 3a7a4 300paykeHO Ha PUCYHKY [42].

Storing Documents &  Mepcovanchan =~ & MyGnuuHan @ &

HyXHo cgenate B npouecce roToBO

BeecTi 3aronoBok 4Ns 3TOI KApTOUKM BWNPABUTH NOMUINKK HA POHTI CTBOPUTH NPOEKT ANA peanizauii
KNIEHTCBKOT YacTHHI
+ [oGaBuTL elle ofHY KapTouky
CTBOPUTH NPOEKT ANA peanisauii
Gnok4eiH TexHonorii

CTBOPUTH NPOEKT ANA peanisauii sed-
CepBicy OTPHMAHHA ENeKTPOHHHX
[LOKYMEHTIB

CTBOpUTH Da3y AaHNX

CTBOPUTH NIAKMTIOYEHHA A0 Ga3u
[aHux

PeanisysaTi iHTerpaujio 3 Cepeicom
ANA NANMCAHHA JOKYMEHTIB

+ [100aBHTL ELUE OJHY KAPTOHKY

Puc. 4.1. ITocTaBneni 3aaa4i A1 peajizallli mporpaMHoOro 3a0e3nedeHHs s

30€peKEeHHS CIICKTPOHHUX JIOKYMEHTIB

63



OyHKIIIOHAIBHI ~ BUMOTH  3a/1al0Thb  TOBEJIHKY  PO3pPOOJIFOBAHOTO
IPOrpPaMHOTO 3a0€3MeUeHHs, TOMY JOIJIBHO IPOBECTH aHai3, 00 3amo0irTu

BHYTpIIIHIX KOHQUTIKTIB cuctemu [43].
Bumoru 10 cuctemMu HaBeIeHO HUXKYE.
DYyHKIiIOHAJIbHI BAMOIH:

— 3aBaHTAKEHHS €JIEKTPOHHOI'O TOKYMEHTY;

— MIJIUCaHHS €JIEKTPOHHOTO TIOKYMEHTY;

— 30epeKeHHs €JIEeKTPOHHOIO JOKYMEHTY;

— MOXJIUBICTh Teperyisiny 30€peKeHHX eJIEKTPOHHUX JOKYMEHTIB Ha
BeO-1HTEepdeHicCi.

['oBopsiun npo He(yHKLIOHAIBHUX BUMOIaX, HalyacTillle TOBOPATH MPO
aTpuOyTH AKOCTI (TOOTO BHMOrax, IO BU3HAYalOTh SIKICHI XapaKTEPUCTHKU
PO3pOOIIFOBAHOTO  MPOTPpaMHOro  3a0e3nedeHHss abo0 CuUcTeMH, Takl SK
POAYKTUBHICTh, HAAIMHICTh, MacTaboBaHicTh) [44]. Jlo BeO-3aCTOCYHKY ISt
30€peKEHHsI  €JIEKTPOHHUX  JOKYMEHTIB BUCYBAIOThCS ~ HACTYIIHI
He(YHKIIOHAJIbHI BUMOTH:

— BIAOOpaXeHHs CTaTycy oOmepailii, 3a JONOMOIOI KOJIbOPOBOTO
1HMKATOPA;

— oOMexeHHs A1 (popMaTiB €JIEKTPOHHUX JJOKYMEHTIB;

— BIANOBIAHICTH BeO-iHTEpPeiicy ctangapram Web 2.0;

— 3aCTOCYHOK NOBHHEH KOPEKTHO BIJOOpa)kaTUCS Yy TPbOX OCTaHHIX
Bepcisax OpaysepiB Google Chrome, Mozilla Firefox, y Bepcii Internet
Explorer 9+ Ta B Safari 6+;

— MPOCTOTA 1 3pO3YMLITICTh BUKOPUCTAHHS;

— IIBUJKICTH  POOOTH:  3aCTOCYHOK  TIOBMHEH  3a0e3mneuyBartu

Bi10Opa’keHHsI OCHOBHOI 1H(pOpMAIIl B MEKax 5 CEKyHJI.

64



4.2. TecTyBaHHS POrPaMHOI0 3a0e3nevYeHHsI

4.2.1. Onuc npouecie mecmysanus

[1ix yac TecTyBaHHS IpOrpaMHOTo 3a0e3meueHHs s 30epeKeHHS
CJICKTPOHHOTO JJOKYMEHTY MepeBIpUTH (PYyHKIIIOHAIBHY BIAMOBITHICTh
HACTYIHUX (PYHKIIIH:

— 3aBaHTaXKEHHS €JIEKTPOHHOTO IOKYMEHTYIO;

— MIAMKUCAHHS €IEKTPOHHOTO JTOKYMEHTY;

— 30epeKeHHs eIEKTPOHHOTO JOKYMEHTY Y CHCTEMI;
— TEeperisi CUCKY 30€peKEHNX TOKYMEHTIB;

— aBTOPU3AIIIS Y CUCTEMI.

TecTyBaHHST TIPOrpaMHOrO0 BHUKOHYETHCS Yy PYYHOMY pEXKUMI, HE
BUKOPUCTOBYIOUM HISIKMX 3ac001B aBTOMaTu3allii. PyuyHe TecTyBaHHS - camMuil
HU3BKOPIBHEBUN Ta TPOCTUH THUI TECTYBaHHS, IO HE BUMAararlOTh BEJIHKOI
KUIBKOCT1 JTOJATKOBUX 3HaHb. THM HE MEHII, Mepea TUM, SIK aBTOMAaTHU3YyBaTH
TEeCTyBaHHS Oyab-SKOr0 J0JaTKa, HEOOXITHO CIIOYaTKy BUKOHATH CEPII0 TECTIB
BpyuHy [45]. JI1s1 mpoBeIeHHS 1aHOTO BHIY TECTYBaHHsS OyyiuM chopMyIbOBaHI
KJIACHI CIleHapii BUKOPUCTaHHS MPOrPaMHOTO 3a0€3MeUeHHs], ONUCaHl Y PO3ALIi
3. Jlani cuenapii ue apredaxkTy, U0 ONMKUCYIOTh CYKYITHICTh KPOKIB, KOHKPETHUX
YMOB 1 TapaMeTpiB, HEOOXITHUX JIJIA TIEPEBIPKH peatizailii TeCTOBaHO1 (QyHKIIIT

a0o 11 yactunm [46].

4.2.2. Onuc KOHMPOIBLHO20 NPUKIAOY

[Ipu TecTyBaHHI mporpamMHOro 3a0e3ledeHHs OyJo MepeBipeHo
(GYHKIIOHATBHICTE  PO3POOTIIOBAHOTO TMPOTPAMHOTO 3ac00y BIAMOBIAHO 0
BuMmor y miaposaini 1.3. B tabn. 4.1 - 4.3 maBemeHo iHdopMaIiio Mmpo
TECTyBaHHS OCHOBHUX BapiaHTIB BUKOPUCTAHHS Ta iX Pe3yJbTaTH 300pa’keHl Ha

puc. 4.2 ta 4.3.
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Taomung 4.1

[lepeBipka 3aBaHTaXXEHHS €JIEKTPOHHOTO JOKYMEHTY

Mera Tecty

[TepeBipka MOKIIMBOCTI 3aBaHTAKUTH EICKTPOHHUUN
JTOKyMEHT

IlouaTkoBui ctan

KopuctyBau  aBTOopu3oBaHMii y  cucteMi Ta
3aXOAMTHCS HA  CTOPIHII  3aBaHTaXEHHS  Ta
30epexKEeHHS €IEKTPOHHOTO JJOKYMEHTY.

BxigH1 maHi

EnextpoHHuii nOKyMeHT po3mupeHHs *.docx abo

* . pdf

Cxema npoBeieHHS
TECTy

[lepeiiTh Ha Be0-3aCTOCYHOK Ta TIEPETATHYTH
OakaHWM JUIs 3aBaHTaKEHHS (aiii

OuikyBaHUil pe3yabTaT

IToBepHeHHsT BIAMOBIAI BiJ Be0-3aCTOCYHKY PO
YCIHIITHE 3aBAaHTAKCHHS €JIEKTPOHHOTO IOKYMEHTY

Cran nporpaMHOTo
MPOYKTY MICIIS
IPOBECHHS
BUNIPOOYBaHb

EnexTpoHHMI TOKYMEHT 3aBaHTaKECHUN

[Ticns mepeBipku KOHTpoJbHOTO mnpukiany «llepeBipka mianucaHHS

€JIEKTPOHHOTO JOKYMEHTY» TMpHU POoOOTI 3 MPOrpaMHUM 3a0e3MeUYeHHSIM OyIio

OTPUMAaHO pe3yJIbTaT, 0 MOXKHA MMO0AYUTH HA puUC. 4.2.

StoreDocs

Puc. 4.2. Pe3ynpTaT 3aBaHTa)KEHHSI €IEKTPOHHOI'O IOKYMEHTY
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Taomurs 4.2

[lepeBipka miiMMcaHHs €IEKTPOHHOTO JIOKYMEHTY

Mera Tecty

[TepeBipka MOMJIMBOCTI TMIiANMUCATH EIECKTPOHHUI
JOKYMEHT 3a JIOTIOMOTOI0 CEpBiCY HAaKJIaJaHHS

€JIEKTPOHHOTO MIIUCY

IloyaTkoBu cTan

KopuctyBau  aBTOpmM30OBaHmWii y  CHCTEeMI Ta
3BAHTAXKHUB EJIIEKTPOHHUI JTOKYMEHT 3a JIOIOMOTOIO

(yHKLIOHATY NEPEeTIAryBaHHSI JTOKYMEHTY y BeO-

Opaysep

Bxiaui gaui

3aBaHTAXKEHUH €IEKTPOHHUN TOKYMEHT PO3IINPECHHS

Cxema npoBeieHHS

TECTY

IlepeiiTu Ha BeO-3aCTOCYHOK Ta HATUCHYTH Ha
KHOTIKY «Minucatu» Ha BeO iHTepdelic, Ha MmaHenl
OIANMMCAHHA Ta  3aBAHTAXKEHHS  €JIEKTPOHHOTO

JTOKYMEHTY

OuikyBaHHi1 pe3yabTaT

IToBepHeHHsT BIAMOBIAI BiA CcepBicaM TiAMHUCAHHS
JTOKYMEHTIB «ENeKTpOHHUI JOKYMEHT MiIMTUCAHUI
Ta BIATIOBIJHA 1HIMKALIIS HA BEPXHIN MaHeNl 3eJICHUM

KOJIBOPOM, 110 CBITYUTH MPO YCHIIIHICTh ONepaIlii

Cran nporpaMHOro
OPOIYKTY MICIs
ITPOBEICHHS

BUINPOOYBAHD

Enextponnmii TOKyMEHT TiAIHUCaHUN

[Ticns mepeBipku KOHTpodbHOTO mpukiany «llepeBipka mignucaHHs

€JIEKTPOHHOTO JOKYMEHTY» MpPH POOOTI 3 MpOrpaMHUM 3a0e3neyeHHsIM OyIio

OTPUMAaHO Pe3yJIbTaT, 110 MOXKHA MO0AYUTH Ha puc. 4.3.
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StoreDocs

aiin nignmcano

aiin

1-n rnasa_v3 23.10.docx

Puc. 4.3. Pe3ynpTaT nianvcaHHs €JIEKTPOHHOTO JOKYMEHTY

Taomums 4.3

[lepeBipka 3aBaHTaXEHHS €1EKTPOHHOTO JOKYMEHTY

Mera tecty

ITepeBipka MOKJIMBOCTI 3BaHTAXWUTHU EJICKTPOHHUI
JIOKYMEHT

IloyaTkoBui cTan

KopuctyBau aBTOpM30BaHUN y CHUCTEMI, 3BAHTAXKUB
Ta MIJANMUCaB €JIEKTPOHHUN TOKYMEHT

Bximai naui

[Tigmucanuii e1eKTPOHHUM TOKYMEHT

Cxema npoBeieHHS
TECTY

IlepeiiTh Ha BeO-3aCTOCYHOK Ta HATHUCHYTH Ha
KHOIIKY «3aBaHTQXUTW» Ha BeO iHTepdelic, Ha
MaHesl MiAMUCAaHHS Ta 3aBaHTAKECHHS €JIEKTPOHHOIO
JTOKYMEHTY

OuikyBaHMil pe3yabTaT

[ToBepHeHHs1 BIAMOBIAI BiI cepBepa «YCIIIIHO
3aBaHTAXEHOY» Ta BIJMOBITHA 1HIUKAIlS Ha BEPXHIN
nmaHedl 3€JIEHUM KOJIbOPOM, IO CBIMYUTH TPO
YCHIIIHICTH omnepartii

Cran nporpaMHOro
POJIYKTY MICIISI
IPOBEICHHS
BUNPOOYBaHb

EnexTpoHHUI JOKYMEHT 3aBaHTAXKECHUN
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[licns mepeBipkM KOHTpoOJbHOTO mnpukiany «llepeBipka 3aBaHTa)KEHHS
€JIEKTPOHHOTO JIOKYMEHTY» IpH POOOTI 3 MporpaMHUM 3abe3reyeHHsIM Oyiio

OTPUMAaHO Pe3yJIbTaT, 10 MOXKHA MO0AYUTH Ha puc. 4.4.

StoreDocs

Daitn

1-a rnasa_v3 23.10.docx ~—

Puc. 4.4. Pe3ynbTaT 30€peKeHHs €IEeKTPOHHOTO TOKYMEHTY

4.3.BUKOpUCTAHHS MPOrPaMHOI0 3a0e3nevYeHHs
Jlns xopuctyBaya Oyna po3poOsieHa KIIEHTChbKAa YacTHH, SIka € BeO-

iHTepdeiicom, s i poOOTH JOCTaTHRO BCTAHOBJICHOTO BeO-Opaysepa. s
HOPMAaJIEHOT POOOTH TPOTPAMHOTO 3a0€3MeYEHHS JOCTATHHO BCTAHOBUTH OJIUH 3
HacTynmHuX Opay3epiB: Google Chrome, Mozilla Firefox, Internet Explorer 9+ ta
B Safari 6+. OCKUIbKH MOJIeNb 30€peKEHHS €ICKTPOHHUX JOKYMEHTIB CXO0XKa 3
XMapHUM CXOBHINE, HISKMX JOJAaTKOBHUX HaJAITyBaHb BiJI KOPHCTyBada HE
NOTPiOHO.

Jlnst po3ropTaHHs TporpaHoro 3abe3reueHHs] HEOOXiJHO HAIUIyTyBaTH
CepelIoBHUINE, SKE 37aTHO BUKOHYBAaTH KOMaHAM 3akjajzeHl y BeO cepBic.
Tpagumiino momatku ASP.NET posropramucs Ha BebO-ceppepi IIS. Omnak
ockiibku ASP.NET Core mae kpoccmiatopMeHHYI0 NpUpody, Tpebda Oyio
BinB's3at ASP.NET Core Bin IS 1 B nitomy Big Windows. | Ha nanuii MOMEHT

ASP.NET Core miaTpumye po3ropTaHHA NOpOrpaMud Ha CTaHIAPTHUX BeO-
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cepBepax IIS 1 IIS Express, a Takox Hajae MOXKIJIMBICTh 3allyCKaTH J0JIaTOK Oe3
IIS B pamkax BiIacHOro mpoliecy 3a JONOMOTOI JIBOX JIOJAaTKOBUX http-
CEpBEPIB, K1 Uy Th pazom 3 ASP.NET Core:
Microsoft. AspNetCore.Server.HttpSys, Kestrel [47].

o cknamy (aitniB HEOOXiTHUX IJIs CTapTy BeO-cepBica BXOHIATH (IIUB.
puc. 4.5):

— StoreDocApi.deps.json, HeOOXiAHUIN ISl 3aBAaHTAXKEHHS HEOOX1THUX
010J10TEK Ta 3aJeKHOCTEH, SKI 3aBAaHTAXYBAIKWCh CIPOIICHHS
peanizaiii QyHKITIOHAITY.

— StoreDocApi.dll, MicTUT, OCHOBHMI KO, SIKMI 31aTHHI 0OpOOJISITH
BXIJIHI 3aIIUTH Ta JaBaTH BIANOBIIb

— StoreDocApi.runtimeconfig.dev.json, skuif BHU3HAYa€ 3arajbHY
TPUBATICTh POOOTH, SIKY OUIKY€ MpPOrpamMa, a TaKOX IHIII MMapaMeTpu
KOH(pirypamii Jyisi CcepeloBUIlA BUKOHAHHS (HaNpUKIaA, THUI
30UpaHHs CMITTS), IIe OAMH 13 PE3yJIbTATIB IMyOJiKaIlii Mporpamu,

SIKMI TOTOBUH JIO pO3ropTaHHsI Ha cepBepi [48].

\.. 3anut - Bignosigk @@
[ | u

WHTepHeT

HopucTyeauy

Angular NpunoxeHHe

Puc. 4.5. CxemaTuune 300paxeHHS pe3yibTaTy pO3rOPTaHHS IPOTPAMHOTO

3a0e3MeUeHHs Ha cepBepax
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4.4 BUCHOBKH
Y nmanomy po3mini Oyno HaBEASHO ONMUC MPOTpaMHOI  peamizartii

IporpaMHOro 3abe3nedeHHs g 30epiraHHd eJIeKTPOHHUX JTOKYMEHTIB 3a
TexHoyorie Onokuein [27]. Jlama mnporpamHa peaiizailis CTBOpPEHa st
3aCTOCyBaHHA B cepi, 16 Mae MICIIe KPUTHYHO BaXKJIMBa Oe3eka 30epeKeHHS
JOKYMEHTIB 3 HakiageHuM IudpoBuM mignucoM. [Iporpamue 3abe3meueHHs
Oymno po3pobiene 3 BukopuctanasMm TexHonorii ASP.NET Core, Angular 6,
MongoDb, BifIOBIIHO 10 METOIUKH, HABEACHOI B TPETHOMY PO3JLII.

TectyBanHsi OyJ0 MPOBENCHO 13 BUKOPUCTAHHSAM KIIACHOTO MOJYJIBHOTO
TECTyBaHHA MPOrpaMHOTro 3abe3neyeHHs. bynu peanizoBaHi IHTErpalliiiHl TECTH,
AK1 TIEPEBIPSAIOTh Ha KOPEKTHICTh POOOTH BCi€l CHUCTEMH, TaK K 3B'SI30K MK
MOIYJISIMUA KPUTUYHO BAKITUBU.

HaBeneno mnpukiand BHKOPUCTaHHS TPOTpaMHOrO 3abe3meueHHs 13
KOHTPOJbHUMH TPHUKIIAJIAMU Ta iX pe3yJbTaTaMH, 3a MonepeaHbo c(HhopMOBaHUM
TECT-TTIAHOM.

OCHOBHI pe3yJIbTaTH PO3/iTy onmyOIiKoBaHo B [27].
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5 PO3POBJIEHHSA CTAPTAII-ITPOEKTY NPOI'PAMHOI'O
3ABE3INEYEHHA JJIA 35EPI'AHHSA EJIEKTPOHHUX
JOKYMEHTIB 3 IU®POBUM HIAIIMCOM

5.1.0nmc ixei mpoekTy

Ha cporognimHiid 1eHb €IEKTPOHHI JOKYMEHTH 3aMIHIOIOTH MarepoBi
Maike y BCiX cdepax, J€ JTOKYMEHT Ma€ SKyCh IOPUAMYHY CHIIy abo JI0Ka3
MpOBEJIeHOT pPOOOTH Takli SIK JIOCTaBKa, TOOTO JIOTICTUYHI KOMIIaHIi,
0e3mocepe/IHbO IOPUANYHI KOMIIaH11, 3aKyIlKa MEANPEnapaTiB, BBEACHHS 1CTOPIN
XBOpOOH, 3roiM Ha BIIMOBIIHI MPOIEAYPH, JaHI JOKYMEHTH 3yCTpPIYAIOTHCS Y
MeaunuHi. ToMy MoXHa 3poOMTHM BHCHOBOK, IO aBTOMaTU3aliil Ta
€JIEKTpH3allll HAlIOro MOBCSIKIEHHOTO >KUTTS TOPKHYJIOCA Malke BCIX cdep
TISUTBHOCTI.

VYci BuIllE NpUBENEHI MONYCTHMI JOKYMEHTI NHOTpIOHO 30epiratu y
CXOBHILIAX, JIe BOHU O HaAliiHO 30epirajiucs, a BIAaCHUKH MPUBATHOI 1HPOpMaIlii
3a3HAYEHUX B HUX MOTJIM OYTH CITOKIMHUMH.

[TarepoBi JOKYMEHTH B OLIBIIOCTI BUIAAKaX 30€piraroThCs y apxiBax,
10 B CBOIO Yepry € He JAOCUTh Oe3meuHo. ToMy BUKOPHUCTAaHHS €EKTPOHHUX
apxiBiB Ta CUCTEM JOKYMEHTOOOITY MoYajid BUPIUIYBaTH MPOOJIEMHU MarepoBUX
cxoBuill. OTHUMU 3 TOJTOBHUX MIPOOJIEM €:

— BUJUICHE MicIle i 30epiraHHs, 10 B TATHE 3a COOOI0 MUTAHHS
00CITyrOBYBaHHS;

— Oe3neka, 3BUYaiHUI moXap MOXKe 3HULIUTH 1H(OpMAILilo;

— IMIBUAKUN JOCTYTM, MOIIYK HEOOXITHOTO JOKYMEHTa MOXKE 3aiHATH
OaraTo yacy;

— JroAChkui pakTop.

['oBOpsiuM TPO ENEeKTPOHI CXOBWINA, TAKUMU CXOBUIIAMH MOXYTh
BUCTYIMATH 3aKPUTI CEpBEpHU, SKI HE MAIOTh AOCTYMYy [0 1HTEPHETY, TOOTO B
3aKPUTHUX MeEpeXax, Pi3HI KPUNTOTrpadidyHO-3aXHUIEH]I HOCII JOCTYI 10 SKHX

B,HiﬁCHIOIOTBCH 3da JOIIOMOI'OXO IIPHUBATHOTO KJIFOYa Ta 0asu JaHUX. HpI/I TaKHuX
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BHUJIaX 30epiraHHs HE Ma€ MOBHOI BIEBHEHOCTI, IO JIaHHI HE OyAyThb 3MiHEHI,
abo BuAaICHI, a/ke (aKTOp JIOJACHKOI MOMWJIKHA TEX IPUCYTHIA 1 HOro
NOTPiIOHO BPaxOBYBATH.

OO6cnyroByBaHHs 0a3 JaHUX 3a3BUYAl 3aliMalOThCS aMiHICTPATOPH, BOHU
MOXXYTh 3MIHIOBATH, MEPETIAaTH Ta 3arajoM poOWTH OyAb-siKi CHEKYIAIil 3
JTaHUMH, K1 B Hiii 30epiratoThcsi. bynb-ska 3MiHa iHpopmaliii a00 KOMaHIHUH
3alUT, HE JIOTYyeThcs y (ain 3miH abo TabnuIo, OKpPIM BHUKOPHCTaHHS
30€peKEeHUX MpOUEAYp, J€ 3a3BHYal pO3pOOHUKH TepeAdadaroTh MEXaHi3M
30epeKeHHs 1CTOpii 3MiH €JIEeKTPOHHUX JOKYyMeHTIB. HasBHI mpoOiemu 3pydHO

300pa3uTH 3a JOTIOMOTOX0 JiepeBa-npodiem [49].

MaTERIaNkHI 3aTRaT

A

EMKOQMCTAHHA
OBCRYMEYESHHAM JizHHMH
2AAMAETECA MOOHHA CROEMIL(CRRE,

AaHkiE)

EWERAARHHA afio
NOWEDIHEHHA
OAHHMK

BiACYTHA MOXNKMEICTE AEzNeYHO
ZBepiraTi eNekTROHHI QOKYMEHTH

EWKORHCTAHHA
LEHTRANIZOEAHME NIACKEMIE DakTap
CHOBMLL,

BIACYTHA MOXMMEICTE
HaknagaHHA ELIN

Puc. 5.1 - IepeBo nipobiiem
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Came TOMy TMpONOHYETHCS BUKOPUCTOBYBAaTH i  30epekeHHsS
JOKYMEHTIB TEXHOJIOTis, SKa YCHIIIHO BHKOPUCTOBYEThCA Y (PIHAHCOBHUX
yCTaHOBAX Ta cTapTamax — OJIOKYEHH.

3a jomoMororo peainizailli JeIEeHTPaTI30BaHOTO CXOBHIIA, IMpodiiemMa 3
MEPEeHOCOM JaHWUX a00 KOIOBaHHs OyJe MPOXOAWTH HabaraTto Oe3mevHimie Ta
MEHII pecypco3aTpaTHuM. [Ipu BUHUKHEHHI MOXKJIMBOCTI MEPEXOAy Ha OiIBII
MPOJTYKTHUBHI OOUYHCITIOBAIBHI MAIIMHH, TIPOIIEC TIEpeXxoy He Oyie moTpedyBaTu
BUMKHEHHSI CUCTEMH Ta MPU3YNHHIATH POOOTY KOPHUCTYBayiB, HABITh Y HIYHHA

nepioz.

5.2. TexHOJIOTiYHNI ayIUT igel mpoeKTy

PesynbraroM HayKOBO-IOCHIIHUIIBKOT POOOTH € MporpaMHui 3acid s
30epiraHHs JIOrOBOpIiB 3 HU(GPOBUM IMIJANMUCOM 3a TEXHOJOTi€I OJIOKUYECHH,
npeJCTaBIeHE y BUIIIAI BeO-cepBicy [27].

Jlanuit cepBic BUKOHYE POJIb MOPTANTY, € KOPUCTYBau MOXKE IiIMHUCYyBaTU
OJIMH JOKYMEHT 3a JOMOMOTOI0 €JICKTPOHHUX KJtouiB. TakoXK CepBiC Hajae
MOXJIMBICTh 30epiraTu JOKyYMEHTH CTBOPEHI Ta MiANKCaHI OJHIEIO JIFOJUHOIO, Ha
yBa3il Ma€ThCS MPUKA3U YU OYIb-IKHA TOKYMEHT, IKHA Ma€ IOPUIUIHY CHITY.

OCHOBHUM IIJTFOCOM BUKOPUCTAHHS JIaHOiI TEXHOJOTi € Te, IO
CJICKTPOHHO CTBOPEHHI JOKYMEHTI HE MOXUJIMBO OyJe 3HMINUTH, a JIaHi IMpo
aBTOPCTBO CTBOPEHHS Ta MiANUCAHHS JTOKYMEHTa HE MOXKJIMBO OyJie MiApoOUTH.
Jlanuii cepBic HE MOXKe OYTH IIEHTPaI30BaHUM, TOMY HEMA€E Pi3HUIIL € OYIyTh
pO3MIIyBaTH cepBepa cucTemu. Jlumie ogHMM OOMEXKEHHSIM € OOCAT NaHHX,
SKUU TOBMHEH 30epiraTd BCIO ICTOPII0 TOTPAIUISHHSA JOKYMEHTIB Bij
KOPHCTYBayiB.

Crnin 3a3HayuTH, 1O BIIKJIMK BiJI CEPBEPHOI YACTHUHU CEPBICY € JCIIO0
JOBIIMM HIK NPUMHATO paxyBaTu y MNoJiOHuUX cuctemax. Cuctema MOBUHHA
OyTh aOCOJMIOTHO CHHXPOHI30BaHAa, MO0 JaTH OCTATOYHY BIJIMOBIJb

KOpHCTYBauy, 110 HOTro JaHHI yCHIIIHO 30epexeHi. ToMy clliji BpaxoBYBaTH,
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0 KOpUCTyBayi OyIyTh TOTOBI, IO MPOILIEC CTBOPEHHS TOKYMEHTa MOXE
3alHATH Yac.

KOpuanuni ta ¢izuydi ocobu 3MOXKYTh MHIAMHCYBAaTH JOTOBOPH MiXk
co00r0 0e3 MpUBAaTHUX 3YCTPIUCH, a y CIPaBKHOCTI JIOKYMEHTa HE MOXe OyTu
CYMHIBY Tak SIK Ma€ OyTH HAKJIaJEHHI EJeKTPOHHWM MiJINUC, BIACHHUKOM
ceptudikary, sIKOTo BiAIMOBITHO € KopucTyBad [50].

[Ipu BHeceHHI JOKYMEHTY JO CXOBHWIA BHOCATHCA JaHHI 1 MpoO
cepTudikar, 30kpeMa KuM OyB BUAAHUI, KOMY, IKOTO YUCIA Ta O SIKOTO YUCIIA
niicnuid. B 3amexHOCTI BiJ KpaiHM, TepMiH Jii Moke OyTH pPI3HUM, ajie B
OUIBIIIOCTI BWITQJIKaX BIH TPUBAE€ OJUH KalleHIapHUM pik. B Hacmijgok He
JIOBrOTPUBAJIOI Jii cepTU(dIKaTy € TOPEUHUM 11 1aHl 30epiratu. B MailOyTHbOMY
He OyJjie CKIaaHOCTI JOBECTH UM HABECTH JOBIJIKY MPO Te, IO Jii 4K oreparii,
SIKi OYJIH MiATBEPKEH] eIEKTPOHHUM JOTOBOPOM € cripaBkHiMu [51].

Kiactep migibpanux Te€XHOIOT1M BiAMOBIIA€ TOTOYHUM TEHJEHIIISIM, 1110 B
CBOIO uepry Oynae CHpsSMOBYBaTH CHCTEMY Ha BJIOCKOHAJICHHS, a MPOLEC
nia0opy nepcoHany AJid MiATPUMKH Oy/i€ MEHII 3aTPaTHUM.

Tak sk B OCHOBY peanizailii €JIEKTPOHHOTO apXiBy JOKYMEHTIB OyJio
MTOKJIaJICHO TEXHOJIOT1I0 OJIOKUEIH, OCHOBHOIO OCOOIMBICTIO, SIKOI € T€ 10 JaHHI
OJIHOYACHO 30epirarTbcsl Ha ACKUJIBKOX CEpBepax OJHOYACHO. BukopucTaHHS
JTAHOTO TPUHIMITY 30€peKEeHHS JTaHUX HAKIAIa€ psl OOMEXeHb, 31 CTOPOHH
BUKOPHUCTOBYBAHOI MaM’sATi, aje B MallOyTHbOMY JaHUN pecypc OyaeM Bce
MEHIIIE BIJTUBATH HA POOOTY OyAb-SIKUX JOJATKIB.

CepBepHa udactuHa peanizoBaHa 3a npuHiunoM RESTfull api, mo mae
3MOTY B 3QJICKHOCTI BiJ moxanbimux oOctaBuH 3podutu APl Bimkputum [52].
KiieHTCchka yacTHHA € HE3aJeKHOI0 Bl CEPBEPHOI 1 MPHUHIUIOBOI TEXHOJOTI]
I peanmizaimii HemMa. PobGoTa kopucTyBaua y CHCTEMI MOXKHA pO30OUTH Ha
MO/TYJIi:

— BJIAaCHUM KaOlHET,

— poboTa 3 JOKyMEHTaMu;
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— 1UGPOBUI IMIAIHKC.

[Ipu o3HaliomyieHl 3 KUIBKICTIO HAsBHUX MOJYJIB, MOXHa 3pOOUTH

BHCHOBOK, 110 iHTepdeiic Oyne He HaBaHTAKEHUMHU Ta y’Ke POCTHM.

B xoxi pobGotu cepBicy, 30upaeTbcs aHaNITHKA, SKa 3TOJOM JacTb

JIOCTOBIpHY 1HQoOpMaIlit0 mpo Jii KopucTyBaua Ta (yHKIi, SKUMH BiH

KOPHUCTY€EThCS B IioMy. Lle macTe 3MOry mokpamuTi cepBic OUTBII JOIIBHO,

SKIIO B ITbOMY OYy/Ie CEHC.

node

node

node

node

Puc.5.2. Cxema 3B’513Ky KIIIEHTCHKOI Ta CEPBEPHOI YaCTUHU

Ha mamtoHky 300pa)keHO CHpOIIEHY CXEMy B3a€MOJii JBOX TOJIOBHUX

YaCTHH CEPBICY:

— KJIIEHTCHKAa 4YacTHHA,

JOJIaTOK, 13 3acTocyBaHHAM Angular 5;

Oyne peamizoBaHa SK OJHO CTOPIHKOBUU

76



— CepBEepHa YacTHHA, B HiM peajli30oBaHO T'OJIOBHY ILIHHICTH MPOAYKTY,
brnokueitH, Ha 300pa)k€HHI BHJIHO, IO CHUCTEMa CKJIAJAIOThCS 13
JIEKUIBKOX CKJIAJ0BHUX, 110 a0COIIOTHO MHOAIOHI MDK c00010, fAKi 1
CTBOPIOIOTH JEIIEHTPAII30BAHICTb.

3a nmomoMororo peanmizaili cepBepHOl YACTHMHM TaKUM YWHOM, JaHUM
IPUHLIUI 3a0€3MEUYUTh BUCOKHI PIBEHBb 3aXUIICHOCTI TOHHHUX BiJ 3MiH, Ta Oyze
CTBOPIOBATH BEJIMKY IEepeBary y MOpPIBHSHI 13 BXKE ICHyIOUMMHU aHajgoramu. Ha
CHOTOHINIHIN JIeHh HE ICHYE€ TOTOBUX PIII€Hb, SIKI BUKOPUCTOBYBAIMCS Ha
MPOJYKTOBOMY CEPEIOBHUIIl JICLICHTPAII30BaHl CXOBHUIA [JIs 30epeKeHHS
CJIEKTPOHHUX JIOKYMEHTIB.

[TincymMOByIOUYH ONKUC XapaKTEPUCTHKHU PIMIEHHS MOXHA CTBEpIKYBaTH,
110 CIIPOEKTOBAHE PILLIEHHS MOKE 3aCTOCOBYBATHUCS JIIOAbMHU, SIKI MAIOTh CIPaBY
13 €JICKTPOHHUMH JTOKYMEHTaMH 13 BUKOPUCTAHHSIM €JIEKTPOHHOTO MIAMHUCY IS
nepeaayl iHIKMM ocobaM. PimieHHst He noTpeOye N0IaTKOBUX BMIHb Ta HABHUOK

JJIsI BAKOPHUCTAHHA Ta BCTAHOBJICHHA JOJATKOBHUX CepBiCiB.

5.3.AHaJIi3 PUHKOBHUX MOJINBOCTEI 3aMyCKY CTAPTAN-NPOEKTY

[IpeacTaBneHuii TPUHIUI, BUKOPUCTAHHS TEXHOJOTII OJOKYEHH Yy
30epeKeHH1 E€NeKTPOHHMX JOKYMEHTIB, Ma€ CYTTEBY IiepeBary y Oesmeri
30epexxeHHl naHux. Hacammepen Ha yBasi MaeTbes, T€ IO HEMOXKIHUBO OyIie
BUKOHATH MaHIMyJAIii 3 JaHUMU Oe3 BijoMa Bciei cucteMu. ToOTO sKIIO AaHi
30€peKEHOr0 JIOKYMEHTa Yy CHCTEMI 3axouye XTOCh 3MIHUTH, TO JIaHHI
MPUIIETHCS 3MIHUTH OJTHOYACHO Ha BCIX cepBepax. [|yist kopucTyBada KiiacM4Ha
MOBEIHKA Yy CUCTEMI JIOKYMEHTOOOITY HE 3MIHUTBHCA, ajle CepBepHa YaCTHUHA
CYTT€EBO PI3HUIIS 3 KJIACUYHUM PO3YMIHHSIM KJTIEHT CEPBEPHOI apXITEKTYPH.

[Ipu oOupanHi 3aco0iB 30epiraHHs CBOIX EJIEKTPOHHUX JOKYMEHTIB
KJIIEHTaM BaXKJIMBO JIEK1IbKa MUTAHHS:

— Jle 30epiratu CTBOPEHH1 €IEKTPOHHI JOKYMEHTH?
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— V sxomy dopmarti 306epiratu? lle BaxIMBO Tak SIK MPOIIEC PO3BUTKY
(GailToOMIHHMX CEpBICIB IIBUAKO pPO3BIBAIOTHCSA, a 1€ HampsIMy
BINTUBAE HA MOJJIUBICTh aJIeKBAaTHO Bi0Opa3uTu iHOpMAIIiio,
OPOYHUTATH, OTPUMATHU JIAaHHI PO ENEKTPOHHUM MIAMKC 3aKIaICHUH Yy
HbOro. ToMy BaXXKO Ka3zaTH, SK ChOTOJHIIIHI (popMaTH BIATBOPUTH
3aBTpa.

— Sk 3a0e3neunTu TpuBaje 30epeKeHHS JoKyMeHTa? SKino TBepaoTLI
HAKOIMWYyBayi, MalOTh JAy»e 00OMEKEHY KUIbKICTh 3aIHCIB, a Y)KOPCTKO
TLI1 Ay’KE€ YCTYNAIOTh O MIBUAKOCTI 3YUTYBaHHS Ta 3aIlUCY.

[Ipomec 30epiranHs BinOyBaeThCsA 3a JIOMOMOIOK HE pesLiHuUX 0a3
naHux abo 1 BIacHO CTBOpeHOTo dhopmarty, Je JaHH1 OyyTh OPraHi3oBaHi TaAKUM
YUHOM, 110 MOIITYK 0a)KaHOTO IOKYMEHTY BiJ0OYBaBCSI IIBU/IIIIC.

®dopmarom 30epekeHHs] BUCTymHae MUpoKoBxkuBaHuii JSON, BiH JIETKO

IHTErpyeThCsl 3 HEpeNAlIMHUMHU Oa3aMu JaHMX, JaHI B HbOMY 30€piraroThCs
CTPYKTYpPOBAHO 1 Ha ChOTOHIIIHIN JIEHb BIH Mailke MOBHICTIO BUTICHUB XML.

Kosxen cTBOpeHMII NOKYMEHT BHOCUTBCA y ©0a3y 13 BIANMOBIIHUM

3aroJIOBKOM, SKUM OyJe BKa3yBaTH Ha THUIN JOKYMEHTY (IOTOBIp MPO OpPEHAY,
MOKYNKY TI.). Bci HE0OX1qHI peKBI3UTH AOKYMEHTY OyAyTh 30€piraroThcs, a
TOMY MPOOJIEM 13 3UUTYBAHHS CHEU(pIYHUX TOKYMEHTIB HE Oyie.

[Ipy BUXOIKEHHI 3 JIaJy OJHOTO 3 BY3JIB BCI€i CHUCTEMH, MOXKHa OyJe
3MIHUTH 11 Ha OLIBII HOBHI HOCIH, a cucTemMa MpH BUSABIIEHHI HOBOTO YYaCHUKA
OJIHOPAHTOBO1 CITKM CTBOpE KOIIK BChHOTO HAKOMUYEHOrO0 Marepiany Ta
BIJIHOBUTH 1H(OpMAITiTO.

JIist  CTBOpEHHsI DIIICHHS, TOJOBHOIO (yHKIEO, € 30epiranHs Ta
3aXUIIEHHS E€JIEKTPOHHUX JOKYMEHTIB MaroTh OyTH 3aiyyeHi (axiBIl pi3HUX
raiyzei iHbopMariitHux TexHosorid. B mepmry depry st ctapTy MpOEKTY
NOTPIOHO BUKOHATH POOOTO 3 aHAJI3Y ICHYIOUMX PIllIEHb, SKIO TaKl ICHYIOTh, Ta
OLIIHUTH KJIFOYOBI MOMEHTH.

Jlnst po3poOKu, TecTyBaHHS Ta MIATPUMKH MPOAYKTY cdopMoBaHa

KOMaH/1a, B K1l MOBUHHO OYTH HAJIAroKEHUN MpoIeC pesii3iB Ta BUJa4ul HOBUX
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Bepciit st anb(da Ta 6eTa TecTyBaHb, III0 MOXKE MO3UTHUBHO B1JOOpa3UTHCS HA
poOOT MPOAYKTY B MaliOyTHHOMY.

JIJ1s1 KOHTPOJTIOBAHHS BEPCiii BUKOPUCTOBYETHCS TOMyJsipHa cuctema Git,
3 MPUBATHUM PEIO3UTOPIEM, TaK SK BIAKPUTHN KOJ B JaHIM raiay3i € He
JOPEYHHM, 3 TOUKH 30py Oe3Iekn, cyma 3a pik Oyzae cranoButd 1008.

Po3pobnenunii cepBic BkIouae B cebe (PyHKIIOHAN, SKUH CXOXHUNA 3
KOHKYPEHTOCTIPOMOYKHUMH KOMIIAHISIMU, TOMY CJIiJI BUIUIUTH IIHHICTh 3a SKY
KJIIEHTH TOTOBI Blj1aBaTU I'POIIIL:

— craliapHa poOoTa, 1IJI01000BHH TOCTYM JI0 BIACHUX (DaiiiB,

— Oe3IeKa JaHuX;

— CEpBiC CHOBIMICHHS PO MEPETJIsi]l BJIACHO CTBOPEHOTO JOKYMEHTY, YU
OTpUMaHHS JOKYMEHTY BiJI CTOPOHHBOI OCOOM JJIsl MiAMUCAHHS, TaK
K JIesIK1 JOTOBOPU MalOTh YacOBI OOMEKECHHSI.

[Ipouiec mponaxy Oyne BinOyBaTHca O€3MOCEPEIHBO Yepe3 B3a€EMOJIIO 3
KopucTyBauaMm jgaHoro cepsicy. Ilpu peectparii cebe sk (pizuuHoi ocoOu uu
cebe, sK pUIUYHOT OyJie 3anmporoHOBaHUH TUlaH omiatu. B manomy Bumaaky
KOPUCTYBau MOBUHEH CIUIATUTU 32 KUIBKICTh JOKYMEHTIB B SIKMX BIH BUCTYIA€
NepiuM 4YM JApYyruM JidieM. A cepBic 3abe3nedye HaJIliHICTh 30epiraHHs
JIOKYMEHTY Y JCIEHTPaI30BaHiil CUCTEMI 1 TIPH 3rojil KOpUCTyBaya OyIb-SIKUi
JIOKYMEHT MO>Ke OyTH JOCTYITHUHN 32 MOCUJIaHHSAM OY/Ib-SIKOMY KOPHUCTyBady.

Takox cmig 3a3Ha4YUTH, 1O KOPUCTyBady Oyje 3ampONOHOBAHHWM THUTI
KOPUCTYBaHHS, JUIsl KOMITaHIi TaKUM YHHOM (OPMYIOTHCSI TOTOKU MPUOYTKY.
s naHOTO TUITY CEpBICY OyAyTh 3alPOINIOHOBAHI:

— a0boHeHTChKa TUIaTa (MIAMUCKA), SIKIIO KOPUCTYyBady HEOOXiTHO
nianucyBatd  Ta 30epiratd  Ha  BIJJaJ€HOMY cepBici  Oararo
JIOKYMEHTIB, TO 3BICHO HOMY OyJji€ BUT1IHO OOpaTH JAaHWM THII, AKUN

rapaHTy€e JIOBTOTPHBAIMK TepMiH, 0e3 HEOOXIJHOCTI CIUlauyyBaTH

vacto [53];
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— IlJIaTa 3a KOPUCTYBAHHI,

Oyne 3M1HCHIOBATHUCS 33 TJAaHUM THUIIOM OILIATH.

SKIIO0 HEMAae HEOOXITHOCTI y 30epekeHH1

BEJIMKOI KIJIBKOCTI I[OKYMCHTiB, TO HaAIIpUKJIad Pa30BC BUKOPHUCTAHHSA

CepBic Oyne copsiMOBaHMN Ha yTpPUMaHHS KII€HTIB Ta PO3MIMPEHHS

KEJIbTChKOI 0a3u, TOMY BapiaHT 3 JOBIOCTPOKOBOKO MIAMHCKOI Oyje OUIbII

3a0X0YyBaHUM, IO JACTh MOKJIMBICTH OUIBII BY)KU€ HAMpPABIATH PEKIaMHI

OaHepH Ta OIOBIIICHHS.

[Ticnss MicsSYHOTO BUKOPHUCTaHHSI CepBicy OyJlie MpOBEJACHUM aHaii3 3a

METpHUKaMHU, 5K O IIKaBUJIM PEKJIaMHI KOMIIaHii 1 micis 1nporo 0yae copMoBana

MOHETH3AIlisl, 1110 CTBOPE BIJMOBIIHUI MaCHBHUHN KaHAT MPUOYTKY.

Po3paxoBanuii 0XiJl MO MICSISAM MOPOTATOM MEPIIOr0 POKY HABEIACHO

BTab. 5.1. Bei cymu HaBeneno B nonapax CIHIA.

Tabmums 5.1
Jloxoam
JloBrot ; Bukopucranns I ;
i puBai OJUHUYHUX HAMBILYaJIbHE Bcroro
I AU CKHU ) HaJTAIITyBaHHS
JIOKYMEHTIB

1 50 10 50 110
2 100 20 150 270
3 150 30 200 380
4 200 40 500 740
5 250 50 500 800
6 300 60 500 860
7 350 70 500 920
8 400 80 500 980
9 450 90 700 1210
10 500 100 700 1300
11 550 110 700 1330
12 600 120 800 1520

CymMmapHo 3a pik: 10420
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Jlns peanmizaliii JIeIEHTPai30BAHOCTI 30epiraHHs JTOKYMEHTIB, CEpPBIC
MOBUHEH 30epirat JOKYMEHTHU OUIBII HDK Ha TPhOX CEpBEpax, YMM OLIbIIe
CepBEepiB THUM MOXJIMBICTh BIUIMBY Ha JaHHI 3MEHIIYEThCS B pasH, Xoua
00CITyrOBYBaHHS BEJUKOI KUJIbKICTh CEPBEPIB HE Ma€ CEHCY, TaK SIK IIBHUAKICTh
0o0poOKM 3amuTy Ha OOpOOKYy JOoKymMeHTa Oyje 30UTbIIyBaTHCS, IO B CBOIO
4yepry BioOpa3uThCs Ha 3BOPOTHOMY 3B’SI3KY 3 KIII€EHTaMH.

Jlo BUTpaT BIJIHOCUTHCS OpPEHJa Ta B MaWOyTHbOMY KYIIIBJISI BIIACHUX
CEepBEpIB Uil PO3MIIICHHSI MNpOorpaMHOro 3ade3nedyeHHs (AuB. Tadud. 5.2).
KepyBatu Ta cuigkyBaTH 3a CcTaOUIBHOIO poOOTOH0 Oyae CHCTEMHHMA
aJIMIHICTPATOP Ha MOCTIWHIN OCHOBI.

JUIst HIATPUMKHM BUCOKOI SIKOCT1 MPOAYKTY Oy/i€ MPOBOAUTHCS JIs1 KOKHOT
Ma)KOpHOI 4M MIHOPHOI BEpCii TECTYBaHHS:

— MaHyaJbHE, Ha JaHoMy eTami Oyjae mpoTecToBaHMM iHTepdeiic
KOPHUCTYBaya Ta KOPEKTHICTh pOOOTH BaiiAalii ICHyI0UuX Qopm;

— (QyHKIIOHAIBHE — YW BIAMOBINAIOTH JiX 3pO0JIEHI KOPUCTYBadaMH
peabHUM OUIKYBaHHSIM;

— TECTyBaHHsI O€3MeKH- JaHUH acleKT € KpUTHYHUM TaK, sIK TOMHJIKA Ha
JAaHOTO BUAY OyJ€ KOIITYBaTH Iy Ke JOPOTO JUIs 1i BUPIIICHHS;

— TECTYBaHHSI MPOJTYKTHUBHOCTI.

Konu nponykr Oyae nOBEACHO 0 CTaHy SKUM MOXHa Oyjle BUCYBaTu y
MUJIOTHE KOPUCTYBAaHHS OyJie MiA0UpaTUC KOMaHIa JIsl ATPUMKH IPOIYKTY.

[Ticns BOpoBaJKEHHS TMPOAYKTY Ha TPOIYKTOBY CEpEJOBHINA 3
pealbHUMHU KOpUCTyBadamMu Oyne cpopMoBaHa rpyna HIATPUMKH, sika Oyne
3aliMaTUCsl TOKpAILEHHSIM ICHYIOUOro (PYHKIIOHATy Ta BIATBOPEHHSIM Ta
pillIeHHSIM TIPOOJIEM SIKI BUHMKAIOTh y KopucTyBauiB. [licis dhopmyBaHHS Takoi

KOMaHu OyJie BUAUIATHUCS B1JICOTOK JIJIsl 3apOOITHUX TJIaT .
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Taomurs 5.2

BurpaTtn

]jeXHqua OnnaT'a KOI\‘/Iy‘HaJIBHi Ta‘ Pena Beroro

HiATPUMKA rparii aJIMiHICTpaTUBHI
1 400 1400 400 1000 3500
2 40 1400 400 400 2500
3 40 1400 400 400 2500
4 40 1400 400 300 2300
5 40 1400 400 300 2300
6 40 1400 400 300 2300
7 40 1400 400 300 23500
8 40 1000 400 300 1800
9 40 1000 400 300 1800
10 40 1000 400 300 1800
11 40 1000 400 300 1800
12 40 1000 400 300 1800
CymapHo 3a piK: 13250

[lo wMipl HaAXOMKEHHS KOIUTIB 3 KOPUCTYBaHHS MPOTPaMHUM
3a0€3MeUYCHSIHM BXK€ ICHYIOUUMH KOPHCTYBauyaMH, BEJIUKIN BIJICOTOK MPUOYTKY
Oy/Ie BUAUIATUCS Ha PEKJIAMHI KOMIaHii.

B cBoto uepry 3axonamu, siKi MOXKYTh BIUIMHYTH MO3UTHUBHO Ha MPOJAXKI
MOKe OyTH pi3HI BUCTaBKH, KOH(EpeHLii, K MPaBUJIO y4acTh B TAKUX 3aX0Jax
He OyBae OE3KOIITOBHOMO, TaK SIK Mepeadavae 3a cOOO BUCTABKOBHM CTEH Ta
MO>KJIUBICTh MPEJICTABUTH CBIM MPOAYKT TOTOBIH mMyOiIli.

OTxe MoOXHa 3pOOMTH BHCHOBOK, IO TONEPEIHI BHUTpPATH OYyIyTh
BUJIIIIATUCA Ha (axiBUiB, 3 SKUX MOXKHA 310paTh KOMaHAy [l YCHIIIHOi
peamizaiii Tak 3amycKy NpOAyKTy y muoT. Jloxoau He mnependadyroThes
HaWOIMKYMM dYacoM TICs 3alycKy Tak, SK TPOAYKT Mae OyTu 1a00pe
BIJITECTOBAaHUH y OeTa Bepcii, MICIs 40TO BKE 3 ICHYIOYOK0 0a3010 MOTEHINHIX

KJIIEHTIB MOXKHA (pOPMYBATH TJIAHU OTLIAT.
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5.4.P0o3po0/1eHHSI pUHKOBOI CTpaTerii NpoeKTy

[Tpu peamizarii NpoeKTy BaKJIUBUM (DAaKTOPOM € OIlIHKA CKJIAIHOCTI Ta

MOXJIMBI TpoOJIeMH, SIKI MOXYTh BHUHHMKHYTH B MailOyTHhoMmy. Tak sk

CTBOPEHHsI MPOJYKTY HECE PI3HUN BIUIMB HA OTOYEHHS CIIiJl PO3MJISTHYTH BCI

3alliKaBJIeHI CTOPOHH.

BusHaunutu mepenik OCHOBHHUX XapaKTEPUCTHK KOXKHOI 3 3alliKaBICHUX

CTOpiH, HACKUIBKA CTOpPOHA 3alliKaBJIeHa B MPOYKTI, B3aEMOBITHOCHHAMH MIXK

HHMHM. ]_—[J'I}I IMONICPCaAHBOI'O aHaJ'IiSy OITMIIICMO SaHiKaBHeHHi CTOpPOHH 3a

JIOTIOMOTOI0 Ta0JIUIli, METPUKaMU SKOi OyIyTh BUCTYIATH: BIUIMB Ta Biaja [27,

54]. Bynu npoanaizoBaHi 30BHIIIHI GakTopu (uB. Tabm. 5.3).

Tabmuus 5.3
AHaii3 30BHINIHIX (PaKTOPIB
dakropu MO>KJIMBOCTI Bnana Bruue .
Bnama | Intepec | Ilimcymok
LCK Buparots 3aeKHICTh
(ueHTpHU EePCOHAIBHI BiJl piBHA
ceprudika CJIEKTPOHHI 3aXHUCTy Ta
111i KJTFOY1B) KJIFOY1 JJIS CKJIQHOCTI 4 8 32
MiAnUciB. € ITOPUTMIB
JOBIPEHOIO re’eparii
0c00010 cepTudikaris
Op. 1 13 Pozmupenns Jukrye
ocodu KJIIEHTCHKO1 MOMUT 4 10 40
6a3u
Cortiym [Tommpenus
KOMITaHil 11
O1mbIIO1
MOMYJIIPHOCTI 1
HOIYJISIPHOCTI 1 2 2
KOMITaHii,
MIPUNHSTTSA
Cy4acHUX
TEeXHOJIOT1H
HepxaBa KonTpoib OOMexxeHHs
IMOJATKIB 3T1IHO
Pelij'IIOBaHIjI}I 3aKOHIB 4 3 12
TUSITEHOCTI
BBenenns
00MEXKEHD

83



[limpaxoByroun 3arajibHy OIIIHKY MOXHa 3pOOMTH BHCHOBOK, IIIO
OCHOBHUM (PaKTOpOM BIUTMBY OyJyTh BUCTYIIATU CaMi KJIIEHTH, sIK1 3aIliKaBJIeHI
y QYHKIIIOHaII cepBiCy Ta Impoleci 30epexeHHs X JaHHX.

Tobto BCi HasgBHI TMOTEHIMHI 0cOoOM, SKI Yy CBOIM JisSUIBHOCTI
BUKOPHUCTOBYIOTh €JIEKTPOHHI TOKYMEHTH Ta OOCIyTrOBYIOTbCS Yy IICHTpax
ceprudikarii.

Takox MokHa 3pOOMTH BHCHOBOK, IO MpHU peamizaiii peKkIaMHUX
KOMIIaHIM  IIHPOKOK  AyAUTOPIEID MOXKHA  3AIYYUTUCS  KOMEpUIMHOIO
MIATPUMKOIO TEHTPIB cepTudikailiii, B HUX BXE HasBHAa 0a3a MOCTIMHUX
KJIIEHTIB.

[loTeHIIMHMX KIIIEHTIB TAaKOXX MOKHa IIyKaTh cepell JAep>KaBHHUX
MIIPUEMCTB, TaMm Jie MOXJIUBE Miciie Kopymii. CTBOpEHHI TOKyMEHTH Y
cepBicl OyJyTh MaTH BIAKPUTY 1H(OpPMAIII0 PO CTOPOHHU JOTOBOPIB, 3BICHO,
SKIIO IIbOTO Oyie 0a)kaTu KOPUCTYBaH.

bynu npoananizoBani BHyTpiliHi ¢hakTopu (IuB. puc. 5.4).

Tabnuns 5.4
Buytpimni dhaktopu
. . Bruus
daxkropu Mo>xMBOCTI CrnabxkicThb
Bnana | Intepec | Cyma

[TpuiimaroTh BianosinaneHi 3a

TOJIOBHI1 NPUUHATTS
Tom - . :

pIIICHHS IOJI0 | pillIEHb 9 10 90
MEHEJIKED | - . :

TSTTEHOCTI

KOMMaHii

HanaromkyoTs | BignoBigaroTs 3a
KaHaJIM 3B’SI3KY | KUJIBKICTh KaHaJliB

Ceit- Ta TICHO JIOXO/IIB Ta 8 8 64
MEHEKED : N
CHIBIPAITIOIOTH 3 | 3aTJIbHHM
MapKeToJIoraMu | MpuOyTOK
Opranizariis 3000B's13aHi
NPOAYKTUBHOCTI | BUPIIITYBaTH
Menen- poboTtu 3aBJaHHA 1 4 5 20
xKep nepcoHary npo6sIeMHu, 1110
BUHUKAIOTH y
KOPHCTYBauiB
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[IponoBxkenus tadun. 5.4

3a0e3mneueHHs CraroTb
SIKOCT1 HaJJaHOTO | TOJIOBHUMH
MPOJYKTY TEXHIYHUMHU
KOHCYJIbTAaHTAMHU
II:ISI)SPO(SHH B KOMIIaHi{i, 4 5 20
PETYIIOITh
TEXHIUHY
CKJIQJIOBY
MIPOJTYKTY
OLIHIOIOTH [Tomunku ipu
¢diHaHCcOBUIA Ta | aHAII31
onepariiHui IISUTBHOCTI Ta
bisuec- aCIeKTH pOOOTH | OL[IHKH 5 5 o5
aHAJIITUKN | KOMIaHII 1 MEePCIIEKTUB
BU3HAYAIOTh KOMIaHI{
IIEPCIEKTUBH 11
PO3BHUTKY
3aiimMaroThCs Kommanis
MIPOCYBAaHHIM PYXa€eTbCS B TOMY
MapxkeTton | MpoayKTy Ha HATIPSIMKY 9 5 45
or PUHKY PO3BUTKY, SIKHI
00HMparOTh
MapKeTOJIOTH

OCHOBHHMM BIUIMBAIOYUM

daktopom mnpoaykry Bucrynatote TOP-

MEHeKepyu. BOHM KepyroTh KOMIaHI€ 1 CIIIKYIOTh 32 BHUKOHAHHSM YCiX

000B’SI3KIB CBOIX ITIJUICTIINX,

OpPSIMUMHU  TJIETIMMA ~ BUCTYTIAIOTh  CEMII-

MEHEIKEpH, 1€ Ti JIFOAH, SKI MPOJAI0Th MPOAYKT Ta BHUBOJATH HOTO Ha BXKE

ICHyI0uui puHOK. BOHM CTBOPIOIOTH HOB1 KaHAJU JOXOJIy Ta CTEKATh 32 MOSBOIO

HOBHX Ta ICHYIOUHUX HIII.

5.5 P0o3po0s1eHHSI MapKETHHIOBOI POrPAMH CTAPTAIN-NIPOEKTY

Tak sk KJII€EHTypa KOXXHOTO Oi3HEC-TIPOAYKTY MOJIHa CETMEHTYBAaTH IS

MOKpalIeHHs] POOOTH 3aCTOCYHKY Ta MPAaBWIbHO HAMpaBiIsiTH poOodYl Cui

KOMaH/11, OyJI0 MPOaHaIi30BaHO CETMEHTH 32 JACSIKUMHU KPUTEPISIMHU.
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He mnmaHyeTbCs BUKOpPUCTAHHA MPOIAYKTY 32 MEXKaMH YKpPaiHOMOBHOIO Ta
POCIICEKOMOBHOT'O HACEJICHHSI.

Jlanuii IPOYKT JIOKAJTI30BaHUM TaKOX JJIsi aHTJIOMOBHUX TTOTEHITIMHUX
KOPHCTYBAUiB, SIKIIO 3’ SIBUTHCS MOXJIMBICTh Ta BUKIIMKA KUIBKICTh BIATYKIB Bij
KOPHCTYBayiB MpO aJanTalliio MiJ PI3HOMOBHY ayIUTOPIIO IMX BIATYKIB, TO
3BICHO II€ BiI0YAETHCS.

o crocyeTbest AOCTYIY A0 IaHOTO JOAATKYy, TO BIH HE OOMEXKEHHM 1 He
3QJIeKHUM BiJl TeorpadiyHOro MiCLe3HAXOKEHHS JTIOJIMHU. BUIbHUI JOCTYN B
IHTEpHET Ta HEOoOXiJAHEe TmporpamMHe 3a0e3medyeHHs Ui HaKJIaJaHHS
CJICKTPOHHOTO  IMAMHCY, OyJae IO0CTaTHBO JJisg BUIBHOI poOOTH, ajie JaHi
O0OMEKEHHS BITHOCATHCS TUIBKH J1J11 KOPUCTYBAUiB.

[IporpamHuuii 3aCTOCYHOK SIBIIAITbCS aKTyaJbHUM JJIs JIFOJEH, SIKI MarOTh
CIpaBy 13 €MEKTPOHHUMHU JTOKyMEHTaMH, MPAIIOI0Th OyXTaJITepaMyd YU BHCOKO
NOCaJIOBUMH JIFOABMU Yy KoMOaHiAX. ToOTo kaxyun mnpo aemorpadpiuHy
CErMEHTAIlIl0 PUHKY HaIIMX TMOTEHIIMHUX KOPUCTYBadiB, TO HEMA€ YITKHX
BIKOBUX MEX, 1100 MOXHa OyJI0O TOYHO CKa3zaTh mpo BiK. TOX cKa3zaTh HIOCh
KOHKpPETHE M0 PIBeHb MPUOYTKY, POy 3aHATh, OCBITI, BIPOCIOBIJAHHSA, paci i
HaIllOHAIBHOCTI HE MOKHA TaK, SIK JaHUM MPOAYKTOM OyAyTh KOPHUCTYBATHUCS
JIOJTH, SIKi 1 10 TMOSIBY IIHOTO MPOAYKTY KOHCTATYBAJIW 3 JOKyMEHTaMH y Oyab
SKOMY BUTJISIII.

[Ticyist monepeIHBLOro aHaaizy MOXKHa 3pOOUTH BUCHOBOK, 1110 MPOJIYKT HE
B 3MO31 33JIOBOJIBHUTH BC1 TOTPpeOM PUHKY Ha KOHKPETHI TOBapH 1 TOMY BOHA
MOBMHHA CKOHIICHTPYBATHCS HA peaji3allii bOro TOBapy Ha CErMEHTaX PUHKY
Jie IHTepeC 10 BUKOPUCTAHHS TEXHOJIOT1H JJOKYMEHTOOOITY Yy CBOil poOOTi.

Sk Bke OyJ10 3a3HAUYEHO y aHaJi31 IOXO/1B Ta BUTPAT OCHOBHUMHU TUIAHOM
npuOyTKy OylyTh BUCTYNATH JIB1 O13HEC MOJIENI:

- omara 1no (pakTy BUKOPUCTAHHS;

- IIJIIHMCKA.
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3aMicTh TOMEpPeNHbOI MOKYNKH TIEBHOTO TEpioy BUKOPUCTaHHS
KOpUCTyBau OyjJe oIutauyBaTH Ty KUIBKICTh JOKYMEHTIB, SKi OyIyTh
30epiraTucs y CUCTEeMI.

Bona He Hece Benukoro mpuOyTKy, TOMY 11O KOpYyBad, SIKUA MPUNUILIOB
MIBUIKO y CHUCTEMY TaK camMO MIBHAKO MOKE 1 MiTH, ajlie TapHi Bpa)KEHHS Bif
BUKOPHUCTAHHSA MOXXYTh TapHO BIJOOPA3UTHCS HA MAPKETUHTY, IO B CBOIO YEpry
3aJly4UTH HOBHUX JIFOACH 10 CUCTEMHU.

CyTb napyroi Mojeli Mojsirae B TOMY, IO CIIOXHBaudl MOBUHHI BHOCUTHU
aOOHEHTCHKY IJIaTy 3a JOCTYM J0 MOCIIYTH.

3a3HaveHi BuaAM Oi3HeC Mojieni skl OyJyTh HaKJIaJaTHCS HA ICHYIOYUH
IPOJYK Ha IOYATKY CBOI'O PO3BUTKY OylyTh mocTynaTtu freemium mozeni.

Mognens freemium 1o3Bojise MaTh  OE3KOIITOBHUM  JIOCTYI 10
HEOOMEKEHOI0 BUKOPUCTaHHS 0a30BUX (YHKLIA 1 mepeadavae ImiaTy TUIbKA
JUIS  KJIIEHTIB, JUIS SKMX TNOTpiOHAa J0JAaTKOBA (YHKUIOHANBHICTH. g
HaKJIQJJaHHS JTaHOTO THUITy Ta MPUBAOIIOBaHHS HOBUX KOPHUCTYBAyiB, Y CUCTEMI

Mae OyTH pealti3oBaHui Bech (yHKITIOHA [55].

5.6 BucHoBku

B nmanomy po3mim po3rNSHYTO MUTAaHHS MPAKTUYHOTO 3aCTOCYBAHHS
CUCTEMHU [UIi CTBOpPEHHs Ta 30epiraHHs eNeKTPOHHUX JOKYMEHTI B 3a
JIOTIOMOT'OX0 TEXHOJIOT11 OIoKueiH [27].

[IpoBiBmM aHami3 pUHKY 3aco0iB 1l 30epiraHHs JTOKYMEHTIB MOKHA
3a3HAYMTH, 110 3aci0 AJs 30epiraHHs JOKYMEHTIB 3a TEXHOJIOTI€I0 OJIOKYEHH He
OyJle MMUPOKO BUKOPHUCTOBYBAHUM CEPEJI JIFOJEH, V IKUX BIJACYTHS HEOOX1AHICTh
30epeKeHHS ~ KPUTHYHO  BAXJIMBUX  JOKyMEHTIB.  BimHOCHO  1BhOTO
KoMepiam3aiiss Oylae ciladKow 0 OUIblIoi  MOMYJISIPHOCTI  TEXHOJOTIT
onmokueitn [27]. CunbHuiA 1HTEpeC OO0 JaHOI TEXHOJOTIi MPOMOPIIHHUIA
HOIYJISIPHOCT1 po3p006IeHOT0 3ac00y.

BnpoBamkeHHST TPOAYKTY Ha PUHOK MOXKE BiZOYTHCS 3a YCIIIIHOTO

IPOXO/DKEHHS MAapKETUHTOBOI KOMIaHIi Ta 1H(OpPMYBaHHS MOTEHLIMHUX
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KOPHCTYBauiB MPO HASBHICTh po3poOKu. ToMmy IO TEXHOJIOTIS HOBA, HEJIOBIpa
10 3aco0y Bucoka. CTBopeHa Oi3HEC MOJENIb HE € JIOCKOHAJIO 1 moTpedye
JIOTIPAIfIOBaHb Ta OJJATKOBOTO aHalli3y, He3BaKAIOUM Ha 1€ MOXKHA CKa3aTH, 1110
MPOEKT MOXke icHyBaTu. OmnucaHl CETMEHTH CMOXKMBAYIB, SIKI TOTOBI IJIATUTH 3a
BUPIIICHHA JaHOi MpoOJiieMH, HasBHI YHIKaIbHI I[IHHICHI TMPOMO3ULIT IS
KOXXHOTO CETMEHTY. 3alpOTIOHOBAHWIA TPOTPAMHHIA MPOIYKT MAa€ KOHKYPEHTHI
nepeBaru. Po3paxoBaHi J0X0a4 Ta BUTPATH.

[Toganpima IMIUIEMEHTALllSl 3aJIEKUTh BiJI OOOPOTHOTO 3B’SI3KY 3
KOPUCTYBadeM, AKIIO 3a MMiB POKY MO3UTUBHUX BIATYKIB OyJie JOCTAaTHBO IS
MOJANBIIOT OIJIaTH POOOTU CIIBPOOITHUKIB Ta MAaTeplaJbHOTO 3a0e3MeUeHHS
poOOTH MPOAYKTY, TO BIAMOBIIHO JOULILHO Oy/€ MPOIOBKYBAaTH Ta PO3BUBATH

CepBIC.
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BUCHOBKH

VY wmarictepcbkiil auceprallii BUPIIIEHO aKTyajlbHE 3aB/IaHHS, 30KpeMma,
po3po0JIeHO  TporpaMHe  3a0e3mnedeHHs il 30epiraHHs — eJeKTPOHHHX
JOKYMEHTIB 3 IHU(PPOBUM IMIIMHACOM 3a TEXHOJOTi€H OjokdeiH. [Ipu mpomy
OTPUMAHO TaKl Pe3yJIbTATH:

1. TIpoanamizoBaHO MporpaMHi 3acodu Jisi 30epiraHHs eIeKTPOHHHUX
JIOKyMEHTIB, OCOOJIUBY yBary NPUIUISETHCS yBara JOKYMEHTa 3 IHU(GPOBUM
MiAMUcoM. BHACHIOK Takoro aHalildy II0Ka3aHO HEOOXITHICTh CTBOPEHHS
BIJINOBIJTHOTO TPOrPaMHOrO 3aco0y 30epiraHHs €eKCTPEHUX JOKYMEHTIB 3
GpoBUM MIAMKUCOM 3a TEXHOJIOTiEr OnokdeitH. Ha ocHOBI mpoaHaiizoBaHO1
iH(popmartli chopmMoBaHO (PYHKIIOHAIBHI Ta HE(YHKIIOHAIbHI BUMOTU Ta
MOCTABJICHO II1J11, SIK1 HEOOX1THO JOCSATHYTH B MIPOIIECI PO3POOKH.

2. IloOynoBaHO KOHLENTYyallbHY MOJENb MNPOTpaMHOro 3a0e3NeueHHs
30epiraHHsl €eKTPOHHUX JOKYMEHTIB 3 HU(POBUM MIANMHCOM 33 TEXHOJOTIEI0
OJIOKYelH, BUKOPHUCTAHHS SIKOI J103BOJIsiE (popMaiizyBaHHS HOTO poOOTy Ha
piBHI (QyHKINM, TpoleciB 1 TMOTOKIB JaHMX, a TakKoX cQopMyBaTu Ta
OOTpyHTYBaTH BapiaHTU BUKOPUCTAHHS MPOTPAMHOTO 3a0€3MEYEHHS.

3. IloGymoBano 00’ €KTHO-OPIEHTOBAHY MOJIENb IPOTPaMHOTO
3a0€e3MeUeHHs] Ha OCHOBI (popMaiizyBaHHS Horo poOOTHM Ha piBHI (YHKIIH,
MPOLIECIB 1 MOTOKIB JTaHUX, BUKOPUCTAHHS SKOI JO3BOJSE HAJAaTH HOBY SIKICTh
porpaMHOMY 3a0€3MEUCHHIO MPU CTBOPEHHI a00 BIOCKOHAJCHHI, 30KpeMma,
3a0e3neunT Moro (yHKLIOHAIBHY MPHUAATHICTh J0 30€piraHHs eJeKTPOHHUX
JIOKYMEHTIB 3 IU(PPOBUM ITiIMUCOM 32 TEXHOJIOTI1€H0 OJTOKYEHH.

4. BuszHaueHO XapaKTEPUCTUKH Ta METPUKHU SKOCTI MPOTrPaMHOTO
3a0e3IeueHHs 1 MpoBeIeHO (yHKIIIOHAIbHE TeCTyBaHHS. HaBeaeHO KOHTPOJIbHI
NPUKIAAN JJis MPOBEACHHS TECTyBaHHS OCHOBHUX BaplaHTIB BHKOPHUCTAHHS.
BusHaueHo cucTeMHI Ta amapaTtHi BUMOTH JI0 KJIE€HTCHKOI Ta CEpBEPHOL
YaCTUHU PO3POOITIOBAHOTO MPOrpaMHOrO 3acol0y. byno ommcano Kpokw, sKi

HEOOXITHO BHUKOHATH MJIS YCIIIIHOTO BCTAaHOBJICHHS IPOTPAMHOTO 3aco0y.
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Takox HaBeJIeHO IHCTPYKIIIIO 3 KOPUCTYBAaHHS IPOTPAaMHUM 3a0€3MEUSHHSIM JIJIs
aJMiHICTpaTopa.

5. Bu3HaueHO PHUHKOBI MEPCHEKTHUBU MPOEKTY, Tpadik Ta NPUHIUIH
opraHizaiiii BUpoOHMIITBA, (DIHAHCOBUM aHAII3 Ta aHalll3 PU3MKIB 1 3aXOAH 3
IPOCYBaHHs MPOTO3ULIT IS 1HBECTOPIB. Y3araJbHEHO €Talu PO3POOJICHHS
CTapTal-MPOEKTY JAJsl PO3pOOJIEHHSI Ta BUBEIACHHS CTapTam-IPOEKTy HAa PUHOK

nepeadoavae 31HCHEHHS HU3KH KPOKIB.
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FileRepository

+ _context: FileContext

+ Task=IEnumerahle=FileBlock== GetAllFilesd
+ Task=FileBlock= GetFile(string id)
+ Task=DeleteResult> RemoveFile(string id)

+ Task=UpdateResult= UpdateFile(string id, string body)

+ Task=ReplaceCneResult= UpdateFileDocument{string id, string body) [e——

+ Task=DeleteResult= RemoveAllFiles

+ Task=0bjectld= UploadFileiList=IFarmFile= files)
+ Task=5tring= GetFilelnfaistring id)

+ Task=5tring= GetFilelnfaistring id)

IFileRepository

+ Task=IEnumerahle=FileBlock== GethllIFilesd

+ Task=FileBlock= GetFile(string id)

+ Task=DeleteResult= RemoveFile(string id)

+ Task=UpdateResult- UpdateFile¢string id, string baody)

+ Task=ReplaceOneResult= UpdateFileDocument(string id, string body)

+ Task=DeleteResult> RemaveAllFiles

+ Task=0bjectld= UploadFileiList=IFarmFile= files)

+ Task=SaveResult= UploadFile{lFarmFileCallection files, string signatureld;

+ Task=5tring= GetFilelnfo(string id)

FileContext

+ _database: IMongoDatabase
+_hucket: GridFSBucket
+ gridFS: 1GridFSBucket

+ FileContest{lOptions<Settings= settings)
+ IMangaCallection=FileBlack= FilaBlocks

+ GridFSBuUcket Bucket

Prograrm

+ Main: vaid

+ BuildWebHost):Wehl
A

StartUp

+ configuration: IConfiguration

+ ConfigureServices{SeniceCollection): vaid
+ ConfiguredlApplicationBuilder IHostingEmvironment ): vaid

FilesController

+_fileRepo: IFileRepasitory

+ Task=IEnumerahle=FileBlock== Getl)

+ Task=IEnumerahle<FileBlock== GetFilelnternal()
+ Task=FileBlock= Get{string id)

+ Task=FileBlock= GetFileByldinternal{string id)

+ Post{FramBody]string value)

+ Task=0Ohjectid= UploadFileiList=IF ormFile= files)
+ GetFilelnfolstring id)

+ Task PostOrUpdateAsyncistring signatureld)

Jliarpama kimaciB
Bacin K.B., KII-71mn
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FileController.cs

using System;

using System.Collections.Generic;
using System.IO;

using System.Ling;

using System.Threading.Tasks;
using Microsoft.AspNetCore.Http;
using Microsoft.AspNetCore.Mvc;
using MongoDB.Bson;

using StoreDocApi.Interfaces;

using StoreDocApi.Models;

namespace StoreDocApi.Controllers
{
[Produces ("application/json") ]
[Consumes ("application/json", "multipart/form-data")]
[Route ("api/[controller]")]
public class FilesController : ControllerBase

{

private readonly IFileRepository fileRepo;

public FilesController (IFileRepository repo)
{

_fileRepo = repo;

[NoCache]

[HttpGet]

public Task<IEnumerable<FileBlock>> Get ()
{

return GetFileInternal();

private async Task<IEnumerable<FileBlock>> GetFileInternal ()

{



return await fileRepo.GetAllFiles();

// GET api/Files/5
[HttpGet ("{id}")]
public Task<FileBlock> Get (string id)
{
return GetFileByIdInternal (id);

private async Task<FileBlock> GetFileByIdInternal (string id)
{

return await fileRepo.GetFile(id) ?? new FileBlock();

// POST api/Files
[HttpPost]
public void Post ([FromBody]lstring value)
{
// _fileRepo.AddFile (new FileBlock() { Body = value, CreatedOn
DateTime.Now, UpdatedOn = DateTime.Now });
}

// PUT api/Files/5
[HttpPut ("{id}") ]
public void Put(string id, [FromBody]string value)
{
_fileRepo.UpdateFileDocument (id, value);

// DELETE api/Files/23243423
[HttpDelete ("{id}"™) ]

public void Delete(string id)
{

_fileRepo.RemoveFile (id);

// POST api/Files/uploadFile

[HttpPost ("uploadFile") ]

public async Task<ObjectId> UploadFile(List<IFormFile> files)
{

return await fileRepo.UploadFile(files);
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}
// GET api/Files/getFileInfo/dlwe24rasd4lwr
[HttpGet ("getFileInfo/{id}")]
public Task<String> GetFileInfo(string id)
{

return fileRepo.GetFileInfo (id);

[HttpPost]
[Route ("upload") ]
public async Task PostOrUpdateAsync (string signatureld)

{
var files = HttpContext.Request.Form.Files;

if (files.Count > 0)

{
await fileRepo.UploadFile(files, signatureld);

NoCacheAttribute.cs

using Microsoft.AspNetCore.Mvc.Filters;

using System;

namespace StoreDocApi.Controllers

{
internal class NoCacheAttribute : ActionFilterAttribute

{

public override void OnResultExecuting (ResultExecutingContext

context)

context.HttpContext.Response.Headers["Cache-Control"]

cache, no-store, max-age=0";

context.HttpContext.Response.Headers["Pragma"] = "no-cache";

context.HttpContext.Response.Headers["Expires"] = "-1";

base.OnResultExecuting (context) ;
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FileContext.cs

using Microsoft.Extensions.Options;
using MongoDB.Driver;
using MongoDB.Driver.GridFS;

using StoreDocApi.Models;

namespace StoreDocApi.DbContext
{
public class FileContext
{
private readonly IMongoDatabase database = null;
private readonly GridFSBucket bucket = null;

IGridFSBucket gridFS; // damnnmoBoe xpaHUIIMIE

public FileContext (IOptions<Settings> settings)
{

var client = new MongoClient (settings.Value.ConnectionString);
if (client != null)
{

_database = client.GetDatabase (settings.Value.Database);

var gridFSBucketOptions = new GridFSBucketOptions ()
{

BucketName = "files",
ChunkSizeBytes = 1048576, // 1MB
bi

_bucket = new GridFSBucket (_database, gridFSBucketOptions);

public IMongoCollection<FileBlock> FileBlocks
{

get

{

return _database.GetCollection<FileBlock>("FileBlock");
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public GridFSBucket Bucket
{

get

{

return bucket;

IFileRepository.cs

using System;

using System.Collections.Generic;
using System.Ling;

using System.Threading.Tasks;
using MongoDB.Driver;

using Microsoft.AspNetCore.Http;
using MongoDB.Bson;

using MongoDB.Driver.GridF'S;

using StoreDocApi.Models;

namespace StoreDocApi.Interfaces

{

public interface IFileRepository

{
Task<IEnumerable<FileBlock>> GetAllFiles ()

Task<FileBlock> GetFile (string id);
Task AddFile (FileBlock item);

Task<DeleteResult> RemoveFile(string id);
Task<UpdateResult> UpdateFile(string id, string body):;

// demo interface - full document update

Task<ReplaceOneResult> UpdateFileDocument (string id, string body);
// should be used with high cautious, only in relation with demo
setup

Task<DeleteResult> RemoveAllFiles();

Task<ObjectId> UploadFile (List<IFormFile> files);
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Task<SaveResult> UploadFile (IFormFileCollection files, string
signaturelId) ;

Task<String> GetFileInfo(string id);

FileBlocks.cs

using MongoDB.Bson;

using MongoDB.Bson.Serialization.Attributes;
using System;

using System.Collections.Generic;

using System.Ling;

using System.Threading.Tasks;

using System.ComponentModel.DataAnnotations;

namespace StoreDocApi.Models
{
public class FileBlock
{
[BsonRepresentation (BsonType.ObjectId) ]
public string Id { get; set; }
public string Hash { get; set; } = string.Empty;
public string PrevBlockHash { get; set; } = string.Empty;

public DateTime Date { get; set; } = DateTime.Now;

public string UserId { get; set; } string.Empty;

public string FileName { get; set; } = string.Empty;
public string FileId { get; set; }

public string SignatureName { get; set; } = string.Empty;
public string SignaturelId { get; set; }

public string SignatureUrl { get; set; }

public string FileUrl { get; set; }

IFileRepository.cs

using StoreDocApi.DbContext;

using System;
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using
using
using
using

using

using
using
using
using
using
using
using
using
using
using
using
using

using

System.Collections.Generic;

System.Ling;

System.Threading.Tasks;

Microsoft.Extensions.Options;

MongoDB.Driver;

MongoDB.Bson;

Microsoft.AspNetCore.Http;

System. IO;

Microsoft.Net.Http.Headers;

MongoDB.Driver.GridFS;

StoreDocApi.Models;

StoreDocApi.Interfaces;

System.Net.Http;

System.Net.Http.Headers;

Microsoft.AspNetCore.Mvc;

Newtonsoft.Json.Ling;

Newtonsoft.Json;

Microsoft.AspNetCore.Cryptography.KeyDerivation;

namespace StoreDocApi.Repository

{

public class FileRepository : IFileRepository

{

private readonly FileContext context = null;

public FileRepository (IOptions<Settings> settings)

{

public async Task<IEnumerable<FileBlock>> GetAllFiles()

{

_context = new FileContext (settings);

try
{

return await context.FileBlocks.Find(_

true) .ToListAsync () ;

}

catch (Exception ex)

{

// log or manage the exception

throw ex;

=>
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public async Task<FileBlock> GetFile(string id)
{
var filter = Builders<FileBlock>.Filter.Eqg("Id", id);

try
{
return await context.FileBlocks
.Find(filter)
.FirstOrDefaultAsync () ;
}
catch (Exception ex)
{
// log or manage the exception

throw ex;

public async Task AddFile(FileBlock item)
{

try

{

await context.FileBlocks.InsertOneAsync (item);

}
catch (Exception ex)
{
// log or manage the exception

throw ex;

public async Task<DeleteResult> RemoveFile (string id)
{
try
{
return await context.FileBlocks.DeleteOneAsync (
Builders<FileBlock>.Filter.Eg("Id", id));
}

catch (Exception ex)
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// log or manage the exception

throw ex;

public async Task<UpdateResult> UpdateFile(string id, string body)
{
var filter = Builders<FileBlock>.Filter.Eqg(s => s.Id, id);
var update = Builders<FileBlock>.Update
.Set (s => s.FileName, body)

.CurrentDate (s => s.Date);

try

return await context.FileBlocks.UpdateOneAsync (filter,

update) ;
}
catch (Exception ex)
{
// log or manage the exception
throw ex;
}
}
public async Task<ReplaceOneResult> UpdateFile(string id, FileBlock
item)
{
try
{
return await context.FileBlocks
.ReplaceOneAsync (n => n.Id.Equals(id)
, item
, new UpdateOptions { IsUpsert
true });

}
catch (Exception ex)
{
// log or manage the exception

throw ex;
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// Demo function - full document update
public async Task<ReplaceOneResult> UpdateFileDocument (string id,
string body)
{
var item = await GetFile(id) ?? new FileBlock();
//item.Body = body;
//item.UpdatedOn = DateTime.Now;

return await UpdateFile(id, item);

public async Task<DeleteResult> RemoveAllFiles ()
{
try
{
return await context.FileBlocks.DeleteManyAsync (new
BsonDocument () ) ;
}
catch (Exception ex)
{
// log or manage the exception

throw ex;

public async Task<ObjectId> UploadFile (List<IFormFile> files)

{
try

var file = files.FirstOrDefault();
var stream = file.OpenReadStream() ;
var filename = file.FileName;

int signatureId = 10;

var url =
$"https://test.ukey.net.ua:3020/api/vl/signatures/file/{signatureld}?mode=f
ull";
using (HttpClient client = new HttpClient())
{
client.DefaultRequestHeaders.Authorization = new

AuthenticationHeaderValue ("Token", "wbn77v3GRLGg6RIMybpVeaPv6oV7sogG3") ;
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using (HttpResponseMessage res = await

client.GetAsync (url))

using (HttpContent content = res.Content)

{
string data = await content.ReadAsStringAsync();
if (data != null)

{

Console.Writeline (data);

return await

_context.Bucket.UploadFromStreamAsync (filename, stream);

}

catch (Exception ex)

{

// log or manage the exception

return new ObjectId(ex.ToString()):;

public async Task<SaveResult> UploadFile (IFormFileCollection files,

string signatureId)

{

var

{

var
var
var
var
var
var

try

result = new SaveResult ()
UserId = "",

FileId = "",

Message = "QOumbka!"

file = files.FirstOrDefault();

fileStream = file.OpenReadStream() ;

fileName = file.FileName;

baseUrl = $"https://test.ukey.net.ua:3020";

url = $"{baseUrl}/api/vl/signatures/file/{signatureld}";

signatureRequest = "";

using (HttpClient client = new HttpClient())
{
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client.DefaultRequestHeaders.Authorization = new
AuthenticationHeaderValue ("Bearer", "wbn77v3GRLGg6RIMybpVeaPv6oV7sogG3") ;

using (HttpResponseMessage res = await
client.GetAsync (url))

{

using (HttpContent content res.Content)

{
signatureRequest = await
content.ReadAsStringAsync () ;
}
if (signatureRequest != null)
{
(string userId, string signUrl, string fileUrl)

= GetSignData (JsonConvert.DeserializeObject<Sign> (signatureRequest)) ;

using (HttpResponseMessage httpResult = await
client.GetAsync (baseUrl + signUrl))
{
using (HttpContent p7sFile =
httpResult.Content)

var signatureStream = await
p7sFile.ReadAsStreamAsync () ;

var actionResult = await
StoreFiles (userId, fileStream, fileName, signatureStream,
$"{fileName}.ps7", signUrl, fileUrl);

return actionResult;

}

catch (Exception ex)

{

result.Message = ex.Message;

return result;

return result;
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private async Task<SaveResult> StoreFiles(string userId,

docStream,
string signUrl,

{

ObjectId fileld =
_context.Bucket.UploadFromStreamAsync (docName,
ObjectId signaturelId =

_context.Bucket.UploadFromStreamAsync (signatureName,

var block =

{

}s

//block.Hash =

var lastOneBlock =

if
{

string docName,

(lastOneBlock

Stream signatureStream,

string fileUrl)

await

await

new FileBlock()

FileName = docName,

SignatureName = signatureName,
Date = DateTime.Now,

UserId =

userId,
FileId = fileId.ToString(),
SignaturelId =
Id = fileId.ToString(),
Hash = docName + userId,
SignatureUrl = signUrl,

FileUrl = fileUrl

GetLastOneBlock () ;
'= null)

block.PrevBlockHash =

Stream

string signatureName,

docStream) ;

signatureStream) ;

signatureId.ToString(),

CreateHash (docName + userId);

lastOneBlock.Hash;

awalit context.FileBlocks.InsertOneAsync (block);

var result =

{

}i

new SaveResult ()

UserId = userld,
FileId = fileId.ToString(),
Message = "®ann ycnimuo 36epexenmy!"

return result;

string CreateHash(string str)

{

byte[]

salt = new byte[128 / 8];
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string hash = Convert.ToBase64String (KeyDerivation.Pbkdf2 (
password: str,
salt: salt,
prf: KeyDerivationPrf.HMACSHAIL,
iterationCount: 10000,
numBytesRequested: 256 / 8));

return hash;

private (string userId, string url, string fileUrl)
GetSignData (Sign sign)
{
string signUrl = sign.fileSignatures.signatures[0].url;
string userId = sign.userId;
string fileUrl = sign.fileSignatures.signatures[0].url;

return (userId, signUrl, fileUrl);

FileBlock GetLastOneBlock ()
{
return context.FileBlocks.AsQueryable () .Where(l =>
1.Hash.Length > 0) .AsQueryable () .OrderByDescending (1 =>
1l.Date) .FirstOrDefault () ;
}

public async Task<String> GetFileInfo(string id)
{
GridFSFileInfo info = null;
var objectId = new ObjectId(id);
try
{
using (var stream = await
_context.Bucket.OpenDownloadStreamAsync (objectId))
{
info = stream.FilelInfo;
}
return info.Filename;
}
catch (Exception)
{

return "Not Found";
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public class Sign

{

public Signature fileSignatures { get; set;

public string userId { get; set; }

public class Signature

{

public FileDetails[] signatures { get; set;
public Payload filePayload { get; set; }

public class Payload

{

public FileDetails[] payload { get; set; }

public class FileDetails

{

public string url { get; set; }

Program.cs

using
using
using
using
using
using
using
using

using

System;

System.Collections.Generic;

System. IO;

System.Ling;
System.Threading.Tasks;
Microsoft.AspNetCore;
Microsoft.AspNetCore.Hosting;
Microsoft.Extensions.Configuration;

Microsoft.Extensions.Logging;

namespace StoreDocApi

{
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public class Program
{
public static void Main(string[] args)

{
BuildWebHost (args) .Run () ;

public static IWebHost BuildWebHost (stringl[]
WebHost.CreateDefaultBuilder (args)
.UseStartup<Startup> ()
.Build();

Startup.cs

using
using
using
using
using
using
using
using
using
using

using

System;

System.Collections.Generic;

System.Ling;

System.Threading.Tasks;

Microsoft.
Microsoft.
Microsoft.
Microsoft.
Microsoft.

Microsoft.

AspNetCore
AspNetCore
Extensions
Extensions
Extensions

Extensions

.Builder;

.Hosting;
.Configuration;
.DependencyInjection;
.Logging;

.Options;

StoreDocApi.DbContext;

using StoreDocApi.Interfaces;

using StoreDocApi.Models;

using StoreDocApi.Repository;

namespace StoreDocApi

{

public class Startup
{

public Startup (IConfiguration configuration)

{

Configuration = configuration;

args)

=>
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public IConfiguration Configuration { get; }

// This method gets called by the runtime. Use this method to add
services to the container.
public void ConfigureServices (IServiceCollection services)
{
// Add service and create Policy with options
services.AddCors (options =>
{
options.AddPolicy ("CorsPolicy",
builder => builder.AllowAnyOrigin ()
.AllowAnyMethod ()
.AllowAnyHeader ()
.AllowCredentials());
1)
services.AddSingleton<FileContext> () ;
services.AddCors (options =>
{
options.AddPolicy ("AllowAll",
builder =>
{
builder
.AllowAnyOrigin ()
.AllowAnyMethod ()
.AllowAnyHeader ()
.AllowCredentials () ;
1)
1)

// Add framework services.
services.AddMvc () ;

services.Configure<Settings> (options =>

{
options.ConnectionString =
Configuration.GetSection ("MongoConnection:ConnectionString") .Value;
options.Database =

Configuration.GetSection ("MongoConnection:Database") .Value;

1)

services.AddTransient<IFileRepository, FileRepository>();
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// This method gets called by the runtime.

configure the HTTP request pipeline.

Use this method to

public void Configure (IApplicationBuilder app, IHostingEnvironment

env)

if (env.IsDevelopment ())

{

app.UseDeveloperExceptionPage () ;

}
app.UseCors ("AllowAll");

app.UseMvc () ;

SaveResult.cs

using System;
using System.Collections.Generic;
using System.Ling;

using System.Threading.Tasks;

namespace StoreDocApi.Models
{
public class SaveResult
{
public string FileId { get; set;
public string UserId { get; set;

public string Message { get; set;

Settings.cs

using System;
using System.Collections.Generic;
using System.Ling;

using System.Threading.Tasks;

namespace StoreDocApi.Models

}
}

}
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public class Settings
{
public string ConnectionString;

public string Database;

auth.component.cs

import { Component, OnInit, HostListener } from '@angular/core';

import { UKeyConstants } from '../../../assets/ukey-plugin/js/constants';
import { UploadEvent, UploadFile, FileSystemFileEntry,
FileSystemDirectoryEntry } from 'ngx-file-drop';

import { UKeyService } from '../services/ukey.service';

import { Observable, interval, Subject, timer } from 'rxjs';

import { flatMap, takeWhile, switchMap, map, startWith } from
'rxjs/operators’';

import { SuccessResponce } from '../models/succesResonce';

import { AlertService } from '../services/alert.service';

@Component ({
selector: 'app-add-doc',
templateUrl: './add-doc.component.html',
styleUrls: ['./add-doc.component.scss']

b

export class AddDocComponent implements OnInit ({

file: File
token: SuccessResponce
signatureId: string
tokenStr: string = localStorage.getItem('UKeytoken');
flow: any = {
isFileAdded: false,
isFileSigned: false,

isFileSent: false

constructor (private UKey: UKeyService, private alert: AlertService) { }

115



ngOnInit () {
this.timer$ = this.resetS$.pipe(
startWith (0),
switchMap (() => timer (0, 1000))
)
}
private reset$ = new Subject();

timer$: Observable<any>;

public files: UploadFile[] = [];

public dropped(event: UploadEvent) {
this.files = event.files;

for (const droppedFile of event.files) {

// Is it a file?
if (droppedFile.fileEntry.isFile) {

const fileEntry = droppedFile.fileEntry as FileSystemFileEntry;

fileEntry.file((file: File) => {

// Here you can access the real file
console.log(droppedFile.relativePath, file);
this.file = file
this.alert.success ( ®aryg 3aBaHTaXEHO ) ;
this.flow.isFileAdded = true;
this.flow.isFileSigned = false
this.flow.isFileSent = false
1)
} else {
// It was a directory (empty directories are added,
files)
const fileEntry = droppedFile.fileEntry as
FileSystemDirectoryEntry;

console.log (droppedFile.relativePath, fileEntry);

signWithUKey () {
let 1id;
this.UKey.mobileAuth () .subscribe (
data => {

otherwise only
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interval (2000)
.pipe (
flatMap (() => this.UKey.checkMobileAuth (data.id)),
takeWhile (data => {
debugger
if (data.token) {
localStorage.setItem ("UKeytoken", JSON.stringify(data))
this.tokenStr = JSON.stringify(data)
return false
}
else {
return true
}
1))
.subscribe (result => console.log(result));
by
error => { debugger }

)7

signFileWithUKey () {
debugger
let token = JSON.parse(localStorage.getItem("UKeytoken™))

this.UKey.signFile (token.token.access token, this.file, this.file.name)

.subscribe (
data => {
debugger
interval (2000)
.pipe (
flatMap (() => this.UKey.checkSignatureld(data.requestId)),
takeWhile (data => {
if (data.status == "PENDING") {
return true;
}
if (data.status == "SIGNED") {
this.signatureld = data.resultId;
this.flow.isFileSigned = true
this.UKey.triggerLoading (false);
this.alert.success ( ®ann nipnmcaHo ) ;

return false;
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1)

.subscribe (result => console.log(result));

})

error => { }

sendFile () {
this.UKey.sendFile (this.file, this.file.name,
this.signatureld) .subscribe (

data => {
this.flow.isFileSent = true
this.alert.success ( ®ain BignpaBjeHO ) ;
debugger

br

error => {

debugger

}

import { Component, OnInit, HostListener } from '@angular/core';

import { UKeyConstants } from '../../../assets/ukey-plugin/js/constants'

import { UploadEvent, UploadFile, FileSystemFileEntry,
FileSystemDirectoryEntry } from 'ngx-file-drop';

import { UKeyService } from '../services/ukey.service';
import { Observable, interval, Subject, timer } from 'rxjs';
import { flatMap, takeWhile, switchMap, map, startWith } from
'rxjs/operators’;

import { SuccessResponce } from '../models/succesResonce';

import { AlertService } from '../services/alert.service';

@Component ({
selector: 'app-add-doc',
templateUrl: './add-doc.component.html',
styleUrls: ['./add-doc.component.scss']

b

export class AddDocComponent implements OnInit {

file: File
token: SuccessResponce

signatureId: string

’
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tokenStr: string = localStorage.getItem('UKeytoken');
flow: any = {

isFileAdded: false,

isFileSigned: false,

isFileSent: false

constructor (private UKey: UKeyService, private alert: AlertService) { }

ngOnInit () {
this.timer$ = this.reset$.pipe(
startWith (0),
switchMap (() => timer (0, 1000))
)
}
private reset$ = new Subject();

timer$: Observable<any>;

public files: UploadFile[] = [];

public dropped(event: UploadEvent) {
this.files = event.files;

for (const droppedFile of event.files) ({

// Is it a file?

if (droppedFile.fileEntry.isFile) {
const fileEntry = droppedFile.fileEntry as FileSystemFileEntry;
fileEntry.file((file: File) => {

// Here you can access the real file
console.log (droppedFile.relativePath, file);
this.file = file
this.alert.success ( ®aiy 3aBaHTaxXeHO ) ;
this.flow.isFileAdded = true;
this.flow.isFileSigned = false
this.flow.isFileSent = false

}):

} else {
// It was a directory (empty directories are added, otherwise only
files)
const fileEntry = droppedFile.fileEntry as

FileSystemDirectoryEntry;
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console.log (droppedFile.relativePath, fileEntry);

signWithUKey () {
let id;
this.UKey.mobileAuth () .subscribe (
data => {

interval (2000)
.pipe(
flatMap (() => this.UKey.checkMobileAuth (data.id)),
takeWhile (data => {
debugger
if (data.token) {
localStorage.setItem ("UKeytoken", JSON.stringify(data))
this.tokenStr = JSON.stringify(data)
return false
}
else {
return true
}
)
.subscribe (result => console.log(result));
by
error => { debugger }

)7

signFileWithUKey () {
debugger
let token = JSON.parse(localStorage.getItem("UKeytoken"))
this.UKey.signFile (token.token.access token, this.file, this.file.name)
.subscribe (
data => {
debugger
interval (2000)
.pipe (
flatMap (() => this.UKey.checkSignatureld(data.requestId)),
takeWhile (data => {
if (data.status == "PENDING") {
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return true;
}
if (data.status == "SIGNED") {
this.signatureld = data.resultId;
this.flow.isFileSigned = true
this.UKey.triggerLoading (false);
this.alert.success ( ®amn nipnmcaHo ) ;
return false;
}
1))
.subscribe (result => console.log(result));
1)

error => { }

sendFile () {
this.UKey.sendFile (this.file, this.file.name,
this.signatureld) .subscribe (

data => {
this.flow.isFileSent = true
this.alert.success ( ®ain BimnparjeHo ) ;
debugger

b,

error => {

debugger

}

import { Component, OnInit } from '@angular/core';
import { UKeyService } from '../services/ukey.service';
import { Block } from '../models/block';

import {saveAs as importedSaveAs} from "file-saver";

@Component ({
selector: 'app-doc-list',
templateUrl: './doc-list.component.html',
styleUrls: ['./doc-list.component.scss']

})

export class DocListComponent implements OnInit ({
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blocks: Array<Block>;

constructor (private UKey: UKeyService) { }

ngOnInit () {
this.reload();

reload() {

this.UKey.getFiles () .subscribe (data => this.blocks = data);

loadFile(url: string, fileName: string) {
debugger
this.UKey.loadFile (url) .subscribe (
data =>{

let blob = new Blob([datal, { type: "application/octet-stream"});
importedSaveAs (blob, fileName) ;

122



