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ÐÅÔÅÐÀÒ

Äèïëîìíà ðîáîòà: 72 ñ., 18 ðèñ., 9 òàáë., 14 äæåðåë.

Â ðîáîòi ïðîàíàëiçîâàíî ìåòîäè êëàñèôiêàöi¨ øêiäëèâèõ âèêîíóâàíèõ

ôàéëiâ, îñîáëèâîñòåé âiäáîðó îçíàê äëÿ ñòâîðåííÿ ìîäåëåé êëàñèôiêàòîðiâ.

Íà îñíîâi ïðîâåäåíîãî àíàëiçó, ñôîðìóëîâàíî çàäà÷ó äîñëiäæåííÿ, òà âèäiëå-

íî îñíîâi êëàñèôiêàöiéíi îçíàêè, ùî âèêîðèñòîâóþòüñÿ äëÿ âèÿâëåííÿ øêiä-

ëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ, ÿêi ìîæíà çìiíèòè çà äîïîìîãîþ ïðîâå-

äåííÿ ìóòàöi¨ âèêîíóâàëüíîãî ôàéëó.

Âèêîðèñòîâóþ÷è äàíi îçíàêè, ñôîðìóëüîâàíî àëãîðèòìè ïðîòèäi¨ íà

îñíîâi åëåìåíòàðíèõ ìóòàöi¨, òà âèêîðèñòàííÿ ìåòîäiâ îáôóñêàöi¨ çà äîïî-

ìîãîþ Tigress òà OLLVM îáôóñêàòîðà. Îòðèìàíi ðåçóëüòàòè ìîæóòü áóòè

âèêîðèñòàíi äëÿ ïðîòèäi¨ iñíóþ÷èì ñèñòåìàì àíòèâiðóñíîãî çàõèñòó, ñèñòåì

âèÿâëåííÿ âòîðãíåíÿ, òà â ÿêîñòi îñíîâè äëÿ ïîäàëüøèõ äîñëiäæåíü ìåòîäiâ

ïðîòèäi¨ êëàñèôiêàòîðàì øêiäëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ òà ñèñòåì

çàõèñòó íà îñíîâi ìàøèííîãî íàâ÷àííÿ. Çàïðîïîíîâàíi ìîäåëi òà ìåòîäè äîç-

âîëÿþòü âäîñêîíàëþâàòè êëàñèôiêàòîðè íà îñíîâi ìàøèííîãî íàâ÷àííÿ.

ÏÐÎÒÈÄIß ÄÅÒÅÊÒÓÂÀÍÍÞ, ÇÀÑÎÁÈÏÐÎÒÈÄI� ÀÍÀËIÇÓ,ØÊIÄ-

ËÈÂÅ ÏÐÎÃÐÀÌÍÅ ÇÀÁÅÇÏÅ×ÅÍÍß
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ABSTRACT

The paper analyzes the methods of classi�cation of malicious executable

�les, features of attribution selection for the creation of classi�er models. Based on

the analysis, the research task is formulated, and the classi�cation features used

to detect malicious software, which can be changed by mutating the executable

�le, are identi�ed.

Using these features, algorithms for counteraction based on elementary mutations

and the use of obfuscation methods using tigress and llvm obfuscator are formulated.

The obtained results can be used to counteract existing anti-virus protection

systems, intrusion detection systems, and as a basis for further research on

methods of counteracting malware classi�ers and protection systems based on

machine learning. The proposed models and methods allow to identify weaknesses

of classi�ers based on machine learning, and proves that machine learning cannot

be applied by itself, but must be combined with other detection methods, such

as behavioral and heuristic methods.
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Ïåðåëiê óìîâíèõ ïîçíà÷åíü, ñèìâîëiâ, îäèíèöü, ñêîðî÷åíü i

òåðìiíiâ
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ÀÂ � àíòèâiðóñíå ïðîãðàìíå çàáåçïå÷åííÿ

EDR � àááðåâiàòóðà ç àíãëiéñüêî¨ �Endpoint Detection & Response�: ñè-

ñòåìà âèÿâëåííÿ öiëüîâèõ àòàê íà êiíöåâèõ òî÷êàõ ìåðåæi

Øåëêîä � äâiéêîâèé âèêîíóâàíèé êîä, çàçâè÷àé ÿê ÷àñòèíà åêñïëîéòà,

ùî çàáåçïå÷ó¹ çëîâìèñíèêó äîñòóï äî êîìàíäíî¨ îáîëîíêè

syscall � ç àíãëiéñüêî¨ �system call�: ñèñòåìíèé âèêëèê
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ÂÑÒÓÏ

Áåçóìîâíî, ìîäåëi ìàøèííîãî íàâ÷àííÿ äëÿ êëàñèôiêàöi¨ ØÏÇ ìàþòü

áiëüøó åôåêòèâíiñòü, àíiæ çâè÷àéíi ïiäõîäè íà îñíîâi ñèãíàòóð. Íà îñíî-

âi âiäiáðàíèõ äàíèõ, ìàøèííå íàâ÷àííÿ óçàãàëüíþ¹ çëîâìèñíi çðàçêè, ùî

äîçâîëÿ¹ âèÿâëÿòè ÷àñòêîâî çìiíåíi òà ïîëiìîðôíi çðàçêè. Âîäíî÷àñ, ìàþòü

íèçüêi ïîêàçíèêè ïîìèëîê ïåðøîãî òà äðóãîãî ðîäó. Íåçâàæàþ÷è íà âåëèêó

êiëüêiñòü ïåðåâàã, iíñíóþòü ñïîñîáè ïðîòèäi¨ ìîäåëÿì êëàñèôiêàöi¨ ØÏÇ íà

îñíîâi ìàøèííîãî íàâ÷àííÿ. Òîìó, â äàíié ðîáîòi áóäóòü ðîçãëÿíóòi âðàçëè-

âîñòi öèõ ìîäåëåé òà ñïîñîáè óõèëåííÿ âiä êëàñèôiêàöi¨.

Àêòóàëüíiñòü ðîáîòè - ïiäâèùåííÿ åôåêòèâíîñòi ñèñòåì àíòèâiðóñ-

íîãî çàõèñòó, òà ìåòîäiâ íà îñíîâi øòó÷íîãî iíòåëåêòó

Ìåòà i çàâäàííÿ äîñëiäæåííÿ - ñòâîðåííÿ ìîäåëi ïðîòèäi¨ êëàñèôi-

êàòîðàì øêiäëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ íà îñíîâi ìàøèííîãî íàâ÷àí-

íÿ ç ïîäàëüøèì âäîñêîíàëåíÿì ìåòîäiâ êëàñèôiêàöi¨

Îá'¹êò äîñëiäæåííÿ - ìåòîäè êëàñèôiêàöi¨ øêiäëèâîãî ïðîãðàìíîãî

çàáåçïå÷åííÿ íà îñíîâi ìàøèííîãî íàâ÷àííÿ

Ïðåäìåò äîñëiäæåííÿ - ìîäåëi øêiäëèâîãî ïðîãðàìíîãî çàáåçïå÷åí-

íÿ

Ïðàêòè÷íå çíà÷åííÿ îäåðæàíèõ ðåçóëüòàòiâ - Çàïðîïîíîâàíî ïðî-

ãðàìíó ìîäåëü ïðîòèäi¨ êëàñèôiêàòîðàì øêiäëèâîãî ïðîãðàìíîãî çàáåçïå-

÷åííÿ íà îñíîâi ìàøèííîãî íàâ÷àííÿ. Ìîæëèâiòü âèêîðèñòàííÿ äàíî¨ ìîäåëi

äëÿ ïiäâèùåííÿ åôåêòèâíîñòi àíòèâiðóñíîãî çàõèñòó
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1 ÑÓ×ÀÑÍI ÌÅÒÎÄÈ ÊËÀÑÈÔIÊÀÖI� ØÏÇ ÍÀ ÎÑÍÎÂI

ÌÀØÈÍÍÎÃÎ ÍÀÂ×ÀÍÍß

1.1 Âèêîðèñòàííÿ íå÷iòêîãî õåøóâàííÿ òà ãëèáèííîãî íàâ÷àííÿ äëÿ áî-

ðîòüáè ç ìåòîäàìè óõèëåííÿ âiä âèÿâëåííÿ øêiäëèâèõ ïðîãðàì

Ç ïîÿâîþ íîâèõ çàãðîç â iíôîðìàöiéíié áåçïåöi, ç'ÿâëÿþòüñÿ i íîâi ìåòî-

äè óõèëåííÿ âiä äåòåêòóâàííÿ. Âèêîðèñòîâó¹òüñÿ ïîëiìîðôíå ØÏÇ, îñêiëü-

êè íåçíà÷íà çìiíà äîçâîëÿ¹ óíèêíóòè âèÿâëåííÿ. Iñíó¹ áàãàòî ìîæëèâîñòåé,

äëÿ ðîçãîðòàòàííÿ óíiêàëüíèõ çëîâìèñíèõ ïðîãðàìè, ìàñêóâàòè ¨õ ïiä ëå-

ãiòèìíå ïðîãðàìíå çàáåçïå÷åííÿ, âèêîðèñòîâóâàòè ëåãàëüíi iíñòðóìåíòè äëÿ

çëîâìèñíèõ çàäà÷. Òîìó ÿêiñòü ñó÷àñíèõ ñèñòåì â iíôîðìàöiéíié áåçïåöi

âèçíà÷à¹òü íå êiëüêiñòþ øêiäëèâèõ ïðîãðàì, ÿêi âîíè ìîæóòü âèÿâèòè, à

ðiøåííÿìè, ùî äîçâîëÿþòü âèÿâëÿòè ðiçíîìàíiòíi çðàçêè âiäïîâiäíî îäíîãî

êëàñó òà ¨õíi ìàéáóòíi ìîäèôiêàöi¨.

Îäíèì iç íîâèõ ìåòîäiâ ¹ ïî¹äíàííÿ ãëèáèííîãî íàâ÷àííÿ ç íå÷iòêèì õå-

øóâàííÿì [1]. Â öüîìó ïiäõîäi, ñïî÷àòêó âèêîðèñòîâóþòüñÿ íå÷iòêi õåøi, ÿê

âõiäíi äàíi äëÿ âèÿâëåííÿ ïîäiáíîñòi ìiæ çðàçêàìè òà âèçíà÷åííÿ, ÷è ¹ âiä-

ïîâiäíi çðàçêè ÏÇ øêiäëèâèìè. Çiáðàâøè âõiäíi äàíi, äàëi âèêîðèñòîâó¹òüñÿ

ìåòîä ãëèáèííîãî íàâ÷àííÿ, çàçñíîâàíà íà íåéðîëiíãâiñòè÷íîìó ïðîãðàìó-

âàííi (NLP). Òàêèì ÷èíîì êðàùå âèçíà÷à¹òüñÿ ñõîæiñòü, ùî çíà÷íî ïîêðà-

ùó¹ ÿêiñòü âèÿâëåííÿ.

Íà ðèñóíêó 1.1, âèäíî ùî äâà âàðiàíòè ñiìåéñòâà îäíîãî çðàçêà ìàþòü

ïîäiáíi íå÷iòêi õåøi TLSH i SSDEP. Ùî äîçâîëÿ¹ âèÿâëÿòè ìàéáóòíi ïîäiáíi

çðàçêè ç íåçíà÷íèìè çìiíàìè.2



10

Ðèñóíîê 1.1 � Ïîðiâíÿííÿ âëàñòèâîñòåé äâîõ âàðiàíòiâ îäíîãî çðàçêà
Trojan.WannaCry.Win32.1
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Ðèñóíîê 1.2 � Ïðèêëàä êðèïòîãðàôi÷íîãî õåøóâàííÿ

Õåøóâàííÿ ¹ âàæëèâîþ òåõíiêîþ ó ðîáîòi çi øêiäëèâèìè ïðîãðàìàìè,

àäæå çà äîïîìîãîþ õåøó âèêîíóâàëüíîãî ôàéëó òà âiäïîâiäíî¨ áàç ç õåøàìè

ðiçíèõ ôàéëi, ìîæíà âèçíà÷èòè ÷è ¹ äàíèé çàðçîê øêiäëèâèì.

Îäíàê õåøóâàííÿ ¹ îäíîñòîðîííüîþ ôóíêöiþ, ùî ïðèõîâó¹ çâÿçîê ìiæ

âõiäíèì ôàéëîì òà îòðèìàíèì õåøåì, i çîâñiì íåçíà÷íà çìiíà ìîæå ñóòò¹âî

çìiíèòè ñàì õåø, ÿêè âèäíî íà ðèñóíêó 1.2.

Íå÷iòêå õåøóâàííÿ ìà¹ òàêi æ âëàñòèâîñòi, àëå ïðè öüîìó âèäà¹ ïîäiá-

íi õåøi, ïðè ðîáîòi ç ïîäiáíèìè âõiäíèìè äàíèìè.Iñíóþòü ðiçíi àëãîðèòìè

íå÷iòêîãî õåøóâàííÿ òàêi ÿê Nilsimsa, TLSH, SSDEEP àáî sdhash. Íà ðèñóí-
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Ðèñóíîê 1.3 � Ïðèêëàä íå÷iòêîãî õåøóâàííÿ

êó 1.3 íàâåäåíî ïðèêëàä íå÷iòêîãî õåøóâàííÿ çà äîïîìîãîþ ssdeep.

Ãëèáèííå íàâ÷àíííÿ äîñèòü åôåêòèâíî çàñòîñîâó¹òüñÿ â ìîäåëÿõ îá-

ðîáêè ïðèðîäíüî¨ ìîâè, â çãîðòêîâèõ òà ðåêóðñèâíèõ àðõiòåêòóðàõ, GRU àáî

LSTM, i ¹ íàéñó÷àñíiøèì iíñòðóìåíòîì ó âèðiøåííi çàâäàíü ëþäñüêî¨ ìîâè,

òàêèõ ÿê àíàëiç íàñòðî¨â, âiäïîâiäi íà çàïèòàííÿ ÷è ìàøèííèé ïåðåêëàä. Òà-

êèé ÷èíîì ïîäiáíèé ìåòîä ìîæíà çàñòîñîâóâàòè ðàçîì ç íå÷iòêèì õåøóâàííÿ,

àäæå éîãî îêðåìi åëåìåíòè ìîæóòü ðîçãëÿäàòèñü ÿê ñëîâà, òà âèêîðèñòîâó-

âàòèñü äëÿ âèÿâëåííÿ çëîâìèñíîãî ïðîãðàìíîãî çàáåçïå÷åííÿ.(ðèñóíîê 1.4)



13

Ðèñóíîê 1.4 � Îãëÿä àðõiòåêòóðè ìîäåëi ãëèáèííîãî íàâ÷àííÿ ç âèêîðèñòàí-
íÿì íå÷iòêèõ õå÷iâ
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1.2 Âiäêðèòèé íàáið äàíèõ Ember

Íàáið äàíèõ Ember [2] - öå êîëåêöiÿ àòðèáóòiâ, îòðèìàíèõ ç PE ôàéëiâ,

ùî ñëóæàòü åòàëîííèì íàáîðîì äàíèõ äëÿ ïðîâåäåííÿ äîñëiäæåíü. Iñíóþòü

íàáîðè çà 2017 òà 2018 ðiê, äå êîæíîãî ðîêó áóëî âiäñêàíîâàíî 1.1ìëí ôàé-

ëiâ. Äàíà êîëåêöiÿ òàêîæ äîçâîëÿ¹ ëåãêî âiäòâîðþâàòè òðåíóâàííÿ ìîäåëåé,

ðîçøèðþâàòè íàáið àòðèáóòiâ, òà êëàñèôiêóâàòè íîâi ôàéëè.

Äëÿ âèëó÷åííÿ àòðèáóòiâ ç PE ôàéëi, âèêîðèñòîâó¹òüñÿ iíñòðóìåíò LIEF.

Ñïèñîê àòðèáóòiâ ôàéëó ÿêi áåðóòüñÿ äî óâàãè:

� Ãiñòîãðàìà áàéòiâ

� Åíòðîïiÿ

� Iíôîðìàöiÿ ïî ñåêöiÿì

� Òàáëèöÿ iìïîðòîâàíèõ áiáëiîòåê

� Ôóíêöi¨

� Çàãàëüíà iíôîðìàöiÿ

� Iíôîðìàöiÿ çàãîëîâêiâ

� Äðóêîâàíi ðÿäêè

Àòðèáóòè ôàéëiâ âèäîáóâàþòüñÿ â json ôîðìàò.

"sha256": "000185977be72c8b007ac347b73ceb1ba3e5e4dae4fe98d4f2ea92250f7f580e",

"appeared": "2017−01",

"label": −1,

"general": {

"�le_size": 33334,

"vsize": 45056,
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"has_debug": 0,

"exports": 0,

"imports": 41,

"has_relocations": 1,

"has_resources": 0,

"has_signature": 0,

"has_tls": 0,

"symbols": 0

},

"header": {

"co�": {

"timestamp": 1365446976,

"machine": "I386",

"characteristics": [ "LARGE_ADDRESS_AWARE", ..., "EXECUTABLE_IMAGE" ]

},

"optional": {

"subsystem": "WINDOWS_CUI",

"dll_characteristics": [ "DYNAMIC_BASE", ..., "TERMINAL_SERVER_AWARE" ],

"magic": "PE32",

"major_image_version": 1,

"minor_image_version": 2,

"major_linker_version": 11,

"minor_linker_version": 0,

"major_operating_system_version": 6,

"minor_operating_system_version": 0,

"major_subsystem_version": 6,

"minor_subsystem_version": 0,

"sizeof_code": 3584,

"sizeof_headers": 1024,

"sizeof_heap_commit": 4096

}

},

"imports": {
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"KERNEL32.dll": [ "GetTickCount" ],

...

},

"exports": []

"section": {

"entry": ".text",

"sections": [

{

"name": ".text",

"size": 3584,

"entropy": 6.368472139761825,

"vsize": 3270,

"props": [ "CNT_CODE", "MEM_EXECUTE", "MEM_READ"]

},

...

]

},

"histogram": [ 3818, 155, ..., 377 ],

"byteentropy": [0, 0, ... 2943 ],

"strings": {

"numstrings": 170,

"avlength": 8.170588235294117,

"printabledist": [ 15, ... 6 ],

"printables": 1389,

"entropy": 6.259255409240723,

"paths": 0,

"urls": 0,

"registry": 0,

"MZ": 1

},

}

Äàëi çiáðàíi àòðèáóòè ìîæóòü áóòè êîíâåðòîâàíèìè â csv àáî iíøi ôîð-
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ìàòè íàáîðó äàíèõ äëÿ ìàøèííîãî íàâ÷àííÿ.

1.2.1 Ïðèêëàä âèêîðèñòàííÿ

.

Äëÿ íàâ÷àííÿ ìîäåëi, íåîáðîáëåíi äàíi êîíâåðòóþòüñÿ â âåêòîðíó ôîð-

ìó, ñòâîðþ÷è äîäàòêîâi ôàéëè. Ïiñëÿ ñòâîðåííÿ, äàíi ìîæíà ç÷èòàòè â çðó÷-

íèé ôîðìàò, âiäïîâiäíîþ ôóíêöi¹þ.

ember.create_vectorized_features("/data/ember2018/")

ember.create_metadata("/data/ember2018/")

X_train, y_train, X_test, y_test = ember.read_vectorized_features("/data/ember2018/")

metadata_dataframe = ember.read_metadata("/data/ember2018/")

ember.create_vectorized_features("/data/ember2018/")

lgbm_model = ember.train_model("/data/ember2018/")

Çàâåðøèâøè íàâ÷àííÿ ìîäåëi, ìîäóëü ember ìîæíà âèêîðèñòîâóâàòè äëÿ

êëàñèôiêàöi¨ áóäü ÿêîãî PE ôàéëó.

lgbm_model = lgb.Booster(model_�le="/data/ember2018/ember_model_2018.txt")

putty_data = open("~/putty.exe", "rb").read()

print(ember.predict_sample(lgbm_model, putty_data))

1.3 Ìîäåëü MalConv

Malconv [3] - ìîäåëü íåéðîííî¨ ìåðåæi äëÿ âèÿâëåíííÿ øêiäëèâèõ ïðî-

ãðàì, ùî ïðèéìà¹ íà âõiä ïîñëiäîâíiñòü áàéòiâ PE ôàéëó. Òîáòî çðàçêè äëÿ

êëàñèôiêàöi¨ ïåðåäàþòüñÿ ó âèãëÿäi ïîñëiäîâíîñòi öiëèõ ÷èñåë, ùî ïðåäñòàâ-

ëÿþòü áàéòè ôàéëó âiä (0 äî 255). Ïåðøèé øàð íåéðîííî¨ ìåðåæi âiäîáðàæà¹

êîæåí áàéò ó âåêòîð, äàëi ïîñëiäîâíiñòü âåêòîðiâ âèêîðèñòîâó¹òüñÿ íàñòóïíè-

ìè øàðàìè. Ó ðåçóëüòàòi ìîäåëü âèâîäèòü äâà ÷èñëà, ùî âèçíà÷àþòü éìîâið-
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Ðèñóíîê 1.5 � Ìîäåëü Malconv

íîñòi òîãî, ùî âèêîíóâàëüíèé ôàéë ¹ äîáðîÿêiñíèì òà øêiäëèâèì. Çàãàëüíà

àðõiòåêòóðà ìîäåëi çîáðàæåíà íà ðèñóíêó 1.5

x = self.embd(x.long())

x = torch.transpose(x,−1,−2)

cnn_value = self.conv_1(x)

gating_weight = torch.sigmoid(self.conv_2(x))

x = cnn_value * gating_weight

x = self.pooling(x)

#Flatten

x = x.view(x.size(0), −1)

x = F.relu(self.fc_1(x))

x = self.fc_2(x)

Çíà÷íèì íåäîëiêîì öi¹¨ ìîäåëi ¹ òå, ùî äëÿ ïðîòèäi¨ äîñòàòíüî äîäàòè â

êiíåöü ôàéëó òàêèé íàáið áàéòiâ, ùî ïîäiáíèé äî íàáîðó áàéòiâ äîáðîÿêiñíî¨

ïðîãðàìè. Äàíà ÷àñòèíà íå áóäå âèêîíóâàòèñü òà çîâñiì íå âïëèâà¹ íà ðîáîòó
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äîäàòêà. ßêùî ÷àñòèíà äîáðîÿêiñíèõ áàéòiâ ïåðåâàæà¹ ÷àñòèíó øêiäëèâèõ,

òî ôàéë íå áóäå âèçíè÷åíèé ÿêØÏÇ. Áiëüøå òîãî, ìàþ÷è â íàÿâíîñòi öiëþâó

ìîäåëü, ìîæíà âèêîðèñòàòè ìåòîä ãðóáî¨ ñèëè òà øâèäêî ïiäiáðàòè íàáið

áàéòiâ äëÿ ïðîòèäi¨ êëàñèôiêàöi¨.

1.4 Ìîäåëü Nongen-MalConv

Äàíà ìîäåëü, ïîáóäîâàíà íà áàçi ïîïåðåäíüî¨ malconv, àëå äåùî îáìå-

æåíèé â íàâ÷àííi, òèì ùî ìà¹ äîäàòíi ìàòðèöi âàã.[4] Äàíà âiäìiííiñòü äîç-

âîëÿ¹ çàïîáiãòè åëåìåíòàðíèì ìåòîäàì ïðîòiäi¨, ïî òèïó äîäàâàííÿ íîâèõ

åëåìåíòiâ â âèêîíóâàëüíèé ôàéë. Âiäïîâiäíî îáìåæåíi áiíàðíi êëàñèôiêàòî-

ðè ìîæóòü iäåíòèôiêóâàòè ëèøå îçíàêè, ùî ïîâ'ÿçàíi ç ïîçèòèâíèì êëàñîì

ïiä ÷àñ òåñòóâàííÿ. Òàêèì ÷èíîì íå ïðèäiëÿ¹òüñÿ óâàãà äîäàòèì îçíàêàì,

i ïðîòèäiÿòè ìîäåëi ìîæíà ëèøå, ÿêùî âèäàëèòè ïåâíi îçíàêè ïîâ'ÿçàíi ç

öèì êëàñîì. Òîìó öåé ìåòîä ¹ äîñèòü ïîïóëÿðíèì â ñôåði iíôîðìàöiéíî¨

áåçïåêè, ïiä ÷àñ âèÿâëåííÿ øêiäëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ. Îäíàê,

òàêîæ, iñíóþòü ïåâíi ðåàëiçàöi¨ äàíî¨ ìîäåëi. Íà âèõîäi ðîáîòè êëàñèôiêàòî-

ðà îòðèìó¹ìî äâà çíà÷åííÿ: éìîâiðíiñòü øêiäëèâîãî çðàçêà òà éìîâiðíiñòü

äîáðîÿêiñíîãî. Äàëi éìîâiðíiñòü äëÿ êîæíîãî êëàñó ïåðåòâîðþ¹òüñÿ çà äîïî-

ìîãîþ íîðìîâàíî¨ åêñïîíåíöiàëüíî¨ ôóíêöi¨. Äîäàòêîâi äàíi âñå ùå ìîæóòü

ïiäâèùèòè éìîâiðíiñòü äîáðîÿêiñíî¨ éìîâiðíîñòi i â ìiðó ïiäâèùåííÿ, íîðìî-

âàíà åêñïîíåíöiàëüíà ôóíêöiÿ, çíèçèòü ïîêàçíèê éìîâiðíîñòi øêiäëèâîñòi,

íåçâàæàþ÷è íà òàêó æ íàÿâíiñòü øêiäëèâîãî âìiñòó. Âiäïîâiäíî òóò ìîæíà

çàñòîñóâàòè òi ñàìi ìåòîäè ïðîòèäi¨, ùî i âèêîðèñòîâóâàëèñü ïðîòè çâè÷àé-

íîãî malconv êëàñèôiêàòîðà.
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1.5 Ìîäåëü êëàñèôiêàöi¨ ØÏÇ ïðåäñòàâëåíîãî ÿê ãðàô ïîòîêó âèêîíàí-

íÿ, âèêîðèñòîâóþ÷è çãîðòêîâó íåéðîííó ìåðåæó

Äëÿ êëàñèôiêàöi¨ øêiäëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ, âèêîíóâàëü-

íèé ôàéë ïðåäñòàâëÿ¹òüñÿ ó âèãëÿäi ñïåöiàëüíîãî ãðàôà ïîòîêó âèêîíàííÿ

(CFG)[5][6]. Äàíèé ìåòîä àêòèâíî âèêîðèñòîâó¹òüñÿ i iñíó¹ áàãàòî iíñòðó-

ìàíòiâ äëÿ àíàëiçó ïîòîêó âèêîíàííÿ. Mamadroid - áóäó¹ ãðàôiêè âèêëèêiâ

ç ôàéëiâ apk, ÿêi ïðåäñòàâëÿþòüÿ çà äîïîìîãîþ âóçëiâ i ðåáåð â îá'¹êòi ãðà-

ôiêà. Hindroid - àíàëiçó¹ êîä, ñòâîðþþ÷è 4 ðiçíi ãðàôiêà, êîæíèé ç ÿêèõ

ïðåäñòàâëåíèé ó âèãëÿäi ìàòðèöi. Çíà÷åííÿ âñåðåäèíi ìàòðèöi âiäïîâiäàþòü

ðåáðàì ãðàôà. Metapath2Vec - çà äîïîìîãîþ âèçíà÷åíèõ ìåòàøëÿõiâ, ïðîâî-

äèòü îáõiä ïî ãðàôó âiäïîâiäíî äî òèïó âóçëiâ, äàëi îòðèìàíi çàíi ïðåäñòàâ-

ëÿþòüñÿ ó âèãëÿäi ïðèðîäíüî¨ ìîâè.

CFG, ÿê i çâè÷àéíèé ãðàô, ñêëàäà¹òüñÿ ç âóçëiâ òà ðåáåð, äå ïîòiê âèêî-

íàííÿ öå ïîðÿäîê, â ÿêîìó âèîíóþòüñÿ îêðåìi iíñòðóêöiõ òà âèêëèêè ôóíêöi¨

ïðîãðàìè. Êîæåí âóçîë ïðåäñòàâëÿ¹ áàçîâèé áëîê êîäó, äå íåìà¹ ñòðèáêiâ ÷è

ïåðåõîäiâ. Ðåáðî âiäïîâiäíî ¹ ñàìèì ïåðåõîäîì, çìiíîþ ïîòîêó âèêîíàííÿ â

iíøó ÷àñòèíó êîäó.

Çà ðåçóëüòàòàìè àíàëiçó ëiòåðàòóðèè iñíó¹ áàãàòî ðiçíîìàíiòíèõ ìåòî-

äiâ äëÿ êëàñèôiêàöi¨ øêiäëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ. Âñi ðîçãëÿíóòi

ìåòîäè ìàþòü îáìåæåííÿ ùîäî âèäó âõiäíèõ äàíèõ, íå âðîõîâóþòü ïîëi-

ìîðôíi, ìåòàìîðôíi çàñîáè îáôóñêàöi¨. Öå çóìîâëþ¹ âäîñêîíàëåííÿ çàñîáiâ

ïðîòèäi¨ çà äîïîìîãîþ GAN, ùî â ïîäàëüøîìó ïðèçâîäèòü äî îáõîäó çàñîáiâ

êëàñèôiêàöi¨.

Îòðèìàâøè âåëèêó êiëüêiñòü ãðàôiâ ç âåëèêî¨ êiëüêîñòi âèêîíóâàëüíèõ

ôàéëi, ñòâîðþ¹òüñÿ çàãàëüíèé ãðàô, ÿêèé çâÿçó¹ ïîïåðåäíi, ñïiëüíi çà ïåâíîþ

îçíàêîþ. Ñïî÷àòêó âèáèðàþòüñÿ âñi ðåáðà, âóçëè òà âàãè îêðåìîãî ãðàôà, à
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ïîòiì öi åëåìåíòè îá'¹äíóþòüñÿ â çàãàëüíèé ãðàô.
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ÂÈÑÍÎÂÊÈ Ç ÐÎÇÄIËÓ 1

Â äàíîìó ðîçäiëi âèêîíàíî êðèòè÷íèé îãëÿä iñíóþ÷èõ ìåòîäiâ êëàñè-

ôiêàöi¨ øêiäëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ íà îñíîâi ìàøèííîãî íàâ÷àí-

íÿ, îñîáëèâîñòåé âèäiëåííÿ àòðèáóòiâ òà óíiêàëüíèõ îçíàê âèêîíóâàëüíèõ

ôàéëiâ. Ïðîâåäåíèé àíàëiç äîçâîëÿ¹ ñôîðìóëþâàòè àêòóàëüíó òåìó äîñëiä-

æåííÿ, ñòâîðåííÿ ìåòîäiâ ïðîòèäi¨ íà îñíîâi GAN òà ìåòîäiâ ìàøèííîãî

íàâ÷àííÿ.
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2 ÌÅÒÎÄÈ ÏÐÎÒÈÄI� ÊËÀÑÈÔIÊÀÒÎÐÀÌ ØÏÇ ÍÀ ÎÑÍÎÂI

ÌÀØÈÍÍÎÃÎ ÍÀÂ×ÀÍÍß

Äëÿ ïîäàëüøîãî àíàëiçó òà ïåðåâiðêè ìåòîäiâ ïðîòèäi¨, íåîáõiäíî ïiä-

ãîòóâàòè ïðîãðàìíèé êîä, âèêîðèñòîâóþ÷è ìîäåëi òà ìåòîäè êëàñèôiêàöi¨

ðîçãëÿíóòi â 1 ðîçäiëi. Äëÿ ïî÷àòêó ïiäãîòó¹ìî êëàñè âiäïîâiäíèõ ìîäåëåé.

class MalConvModel(object):

def __init__(self, model_path, thresh=0.5, name='malconv'):

self.model = MalConv(channels=256, window_size=512, embd_size=8).train()

weights = torch.load(model_path,map_location='cpu')

self.model.load_state_dict( weights['model_state_dict'])

self.thresh = thresh

self.__name__ = name

def predict(self, bytez):

_inp = torch.from_numpy( np.frombu�er(bytez,dtype=np.uint8)[np.newaxis,:] )

with torch.no_grad():

outputs = F.softmax( self.model(_inp), dim=−1)

return outputs.detach().numpy()[0,1] > self.thresh

class EmberModel(object):

# ember_threshold = 0.8336 # resulting in 1% FPR

def __init__(self, model_path=EMBER_MODEL_PATH, thresh=0.8336, name='

ember'):

# load lightgbm model

self.model = lgb.Booster(model_�le=model_path)

self.thresh = thresh

self.__name__ = 'ember'

def predict(self,bytez):

return predict_sample(self.model, bytez) > self.thresh
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Äàëi âèêîðèñòà¹ìî öi êëàñè äëÿ ïðîâåäåííÿ ñàìî¨ êëàñèôiêàöi¨ ìàéäóò-

íiõ çðàçêiâ.

models = [malconv,ember]

for m in models:

if m.predict(bytez):

print("Detected")

else:

print("Passed")

2.1 Ãåíåðàòèâíi çìàãàëüíi ìåðåæi òà íàâ÷àííÿ ç ïiäêðiïëåííÿì

Çàïðîïîíó¹ìî ìîäåëü íà áàçi ïëàòôîðìè ïðîìiæíîãî ïðîãðàìíîãî çà-

áåçïå÷åííÿ Pesidious. Pesidious [7] - iíñòðóìåíò, ùî âèêîèñòâó¹ øòó÷íèé ií-

òåëåêò, äëÿ ïîêðàùåííÿ ìóòàöi¨ øêiäëèâîãî ïðîãðàìíîãî çðàçêà, çáåðiãàþ÷è

ïðè öüîìó éîãî ôóíêöiîíàëüíiñòü. Äàíå ðiøåííÿ âèêîðèñòîâó¹ êîìáiíàöiþ

ãëèáèííîãî íàâ÷àííÿ ç ïiäêðiïëåííÿì [8] òà ãåíåðàòèâíî¨ çìàãàëüíî¨ ìåðå-

æi [9]. Çàãàëüíèé ïðîöåñ ìóòàöi¨ ôàéëó çîáðàæåíèé íà ðèñóíêó 2.1

Äëÿ òîãî ùîá äîäàòè âëàñíó ìóòàöiþ íåîáõiäíî âíåñòè çìiíè â

gym_malware/envs/controls/manipulate2.py.

äå self.bytes - öå íàáið áàéòiâ ôàéëó, ÿêèé ïîòðiáíî çìiíèòè

Ïðèêëàä ôóíêöi¨, ùî äîäà¹ äîäàòêîâi áàéòè, íå çìiíþþ÷è ïðè öüîìó

ôóíêöiîíàë äîäàòêó.

def overlay_append(self, seed=None):

random.seed(seed)

L = self.__random_length()

upper = random.randrange(256)

return self.bytez + bytes([random.randint(0, upper) for _ in range(L)])
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Ðèñóíîê 2.1 � Àëãîðèòì Pesidious

2.1.1 Ãåíåðàòèâíi çìàãàëüíi ìåðåæi

.

Ìîäåëü íàâ÷àííÿ ãåíåðàòèâíî¨ çìàãàëüíî¨ ìåðåæi ìîæå áóòè ðîçáèòà

íà äâi êîìïîíåíòè: [10] [9]

Âèëó÷åííÿ àòðèáóòiâ

.

1 Îñîáëèâîñòi - îñíîâíi ñêëàäîâi âèêîíóâàíîãî ôàéëó òàêi ÿê íàçâè ðîçäiëiâ,

iìïîðòîâàíi áiáëiîòåêè òà ôóíêöi¨

2 Âåêòîðíå âiäîáðàæåííÿ îñîáëèâîñòåé - êîæíîìó àòðèáóòó ïðèñâîþ¹òü-

ñÿ iíäåêñ

3 Âåêòîðíå âiäîáðàæåííÿ áiíàðíîãî ôàéëó - êîæåí ôàéë ïðåäñòàâëÿ¹òü-
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ñÿ ó áiíàðíîìó âèãëÿäi, âèêîðèñòîâóþ÷è âåêòîðíå âiäîáðàæåííÿ àòðè-

áóòiâ, äå 1 öå íàÿâíiñòü îñîáëèâîñòåé, òà 0 öå ¨õ âiäñóòíiñòü

Ãåíåðàöiÿ ïðîòèëåæíèõ îçíàê

.

Ïiñëÿ ñòâîðåííÿ ïðîñòiøîãî ïðåäñòàâëåííÿ áiíàðíèõ ôàéëiâ ìîæíà ïå-

ðåéòè äî íàâ÷àííÿ GAN, ùî áóäå ñêëàäàòèñü ç 3 êîìïîíåíòiâ

1 Ãåíåðàòîð - ñòâîðþ¹ ôóíêöi¨, ùî âèãëÿäàþòü áåçïå÷íî, íàìàãàþ÷èñü

çáåðåãòè øêiäëèâi ôóíêöi¨

2 Äåòåêòîð - âèÿâëÿ¹ ÷è ¹ âiõiä ãåíåðàòîðà øêiäëèâèì, ÷è äîáðîÿêiñíèì.

Ïîêðàùó¹ íàñòóïíi iòåðàöi¨ ãåíåðàòîðà

3 Äåòåêòîð Blackbox - íàâ÷à¹òüñÿ ç ìîäåëÿìè ìàøèííîãî íàâ÷àííÿ i äî-

ïîìàãà¹ ó ïðèéíÿòi ðiøåíü

2.1.2 Íàâ÷àííÿ ç ïiäêðiïëåííÿì

.

Ìîäóëü íàâ÷àííÿ ç ïiäêðiïëåííÿì, âêëþ÷à¹ íàñòóïíi åëåìåíòè: [10] [9]

1 Ñåðåäîâèùå ØÏÇ - ñåðåäîâèùå, ùî äîïîìîæå àãåíòó äîäàâàòè ìóòàöi¨,

êëàñèôiêóâàòè òà îöiíþâàòè ìóòîâàíi îçíàêè

2 Àãåíò - ìîäåëü íåéðîííî¨ ìåðåæi, ùî âèâ÷à¹ ïîñëiäîâíiñòü ìóòàöié äëÿ

çðàçêiâ ØÏÇ, ùî ìîæå ïðîòèäiÿòè êëàñèôiêàòîðàì

3 Ìóòàöi¨

3.1 Äîäàâàííÿ iìïîðòîâàíèõ ôóíêöié
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3.2 Äîäàâàííÿ ñåêöié

3.3 Äîäàâàííÿ áàéòiâ äî ñåêöié

3.4 Ïåðåéìåíóâàííÿ ñåêöié

3.5 Ïàêóâàííÿ

3.6 Ðîçïàêóâàííÿ

3.7 Äîäàâàííÿ òà âèëóäåííÿ ñèãíàòóð

3.8 Äîäàâàííÿ âèïàäêîâî¨ êiëüêîñòi áàéòiâ

4 Êëàñèôiêàòîð - ïðèéìà¹ äâiéêîâèé ôàéë òà êëàñèôiêó¹ éîãî

2.2 Ìåòîäè ïðîòèäi¨ êëàñèôiêàòîðàì ØÏÇ

Ïðîàíàëiçóâàâøè ìåòîäè êëàñèôiêàöi¨ ØÏÇ ó ðîçäiëi 1 òà àòðèáóòè,

ùî âèêîðèñòîâóþòüñÿ äëÿ êëàñèôiêàöi¨, ðåàëiçóâàòè ïåâíèé íàáið ìóòàöié,

íå çìiíþþ÷è ôóíêöiîíàëüíiñòü äîäàòêó.

Äëÿ òîãî ùîá ñòâîðèòè íàéïðîñòiøó ìóòàöiþ, äîñòàòíüî äîäàòè íîâó

ñåêöiþ, òà çàïîâíèòè ¨¨ äîâiëüíèìè áàéòàìè.

def add_section_constant(binary, name, constant, size):

# create a section

section = lief.PE.Section(name)

# �ll it with our constant

section.content = [constant] * size

# add the section

binary.add_section(section, lief.PE.SECTION_TYPES.DATA)

# build and reparse
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builder = get_builder(binary)

builder.build()

builder.write('/tmp/asdf')

binary = get_binary('/tmp/asdf')

return binary

Äðóãèì êðîêîì, ìîæíà ñòâîðèòè ñåêöiþ ç äàíèìè òà ïîìiñòèòè òóäè

äðóêîâàíi òåêñòè ç îôiöiéíèõ ïðîãðàì.

def get_binary(�le):

return lief.parse(�le)

def get_builder(binary):

return lief.PE.Builder(binary)

def add_section_strings(binary, name, string_�le):

# grab strings

with open(string_�le, 'rb') as fd:

data = fd.read()

# create new section

section = lief.PE.Section(name)

# convert characters to decimal representation

section.content = [c for c in data]

# add section to binary

binary.add_section(section, lief.PE.SECTION_TYPES.DATA)

# build and reparse

builder = get_builder(binary)

builder.build()

builder.write('/tmp/asdf')

binary = get_binary('/tmp/asdf')

return binary

Ïiñëÿ òîãî ÿê â ïðîãðàìi ç'ÿâèòüñÿ íàáið áàéòiâ, ùî âèçíà÷à¹òüñÿ ÿê äîáðîÿ-

êiñíèé, çáiëüøèòüñÿ éìîâiðíiñòü êëàñèôiêàöi¨ ØÏÇ ÿê äîáðîÿêiñíîãî äîäàò-
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êó.

Äàíi êðîêè ¹ äi¹âèìè, àëå íå äîñòàòíüî åôåêòèâíèìè, ÿêùî ìè íå çíà¹ìî

ÿêi ñàìå äàíi áóäóòü äàâàòè íàéêðàùó ïðîòèäiþ. Òîìó îñêiëüêè â íàñ ¹ çàäàíi

ìîäåëi, ìè ìîæåìî äîäàâàòè êîæíîãî ðàçó ðiçíi áàéòè, òà âèáðàòè íàéêðàùèé

ðåçóëüòàò.

with open(�le, 'rb') as fd:

bytez = fd.read()

# original score

best = predict_sample(model, bytez)

# greedy attack

done = False

while not done:

done = True

# iterate over possible bytes

for b in range(256):

# see if adding this byte lowers the score

score = predict_sample(model, bytez + bytearray([b] * size))

if score < best:

# if it does add more until it stops working

while score < best:

best = score

bytez = bytez + bytearray([b] * size)

score = predict_sample(model, bytez + bytearray([b] * size))

done = False

if best < thresh:

done = True

break



30

2.3 Ïåðåòâîðåííÿ íà îñíîâi Tigress îáôóñêàòîðà

Tigress � öå äèâåðñèôiêóþ÷èé âiðòóàëiçàòîð/îáôóñêàòîð äëÿ ìîâè C,

ÿêèé ïiäòðèìó¹ áàãàòî çàñîáiâ çàõèñòó âiä ñòàòè÷íîãî òà äèíàìi÷íîãî àíàëiçó.

Tigress ïðèéìà¹ ïî÷àòêîâèé ïðîãðàìíèé êîä íà âèõiä, i íà âõîäi âèäà¹, òàêîæ

ïî÷àòêîâèé êîä, àëå âæå îáôóñêîâàíèé. Íèæ÷å íàâåäåíî ïðèêëàä îáôóñêàöi¨

çà äîïîìîãîþ tigress. [11]

tigress −−Verbosity=1 −−Environment=x86_64:Linux:Gcc:4.6 −−Seed=42 \

−−Transform=Flatten \

−−Functions=bar \

−−FlattenDispatch=switch \

−−FlattenObfuscateNext=false \

−−FlattenRandomizeBlocks=true \

−−FlattenConditionalKinds=branch,compute,�ag \

−−FlattenImplicitFlowNext=true \

−−Transform=Virtualize \

−−Functions=bar \

−−VirtualizeDispatch=direct \

−−Transform=CleanUp \

−−CleanUpKinds=annotations,constants,names \

−−out=foo_out.c foo.c

Íà ðèñóíêó 2.2 áà÷èìî ïðèêëàä êîäó äî îáôóñêàöi¨, òà íà ðèñóíêó 2.3 âæå

ïiñëÿ îáôóñêàöi¨ çà äîïîìîãîþ Tigress.

Âiðòóàëiçàöiÿ

.

Òðàíñôîðìàöiÿ ïåðåòâîðþ¹ ôóíêöiþ â iíòåðïðèòàòîð, ç òàêèì íàáîðîì

áàéò-êîäó, ùî çàëåæèòü âiä ñàìî¨ ôóíêöi¨ [12]. Òðàíñôîðìàöiÿ ðîçðîáëåíà

äëÿ òîãî, ùîá âèêëèêàòè ÿê ìîæíà áiëüøå ðiçíîìàíiòíèõ ðåçóëüòàòiâ, òîáòî
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Ðèñóíîê 2.2 � Äî îáôóñêàöi¨ çà äîïîìîãîþ Tigress

Ðèñóíîê 2.3 � Ïiñëÿ îáôóñêàöi¨ çà äîïîìîãîþ Tigress



32

êîæíå ïðèéíÿòå ðiøåííÿ çàëåæèòü âiä ïî÷àòêîâî¨ òî÷êè ðàíäîìiçàöi¨. Ðiçíî-

ìàíiòíiñòü ìîæå áóòè ÿê ñòàòè÷íîþ òàê i äèíàìi÷íîþ, òîáòî êîæíèé âàðiàíò

iíòåðïðèòàòîðà âiäðiçíÿ¹òüñÿ ñòðóêòóðîþ ñâîãî êîäó, à òàêîæ ñõåìîþ âèêî-

íàííÿ. Çãåíåðîâàíèé iíòåðïðèòàòîê ñêëàäà¹òüñÿ ç âiðòóàëüíîãî íàáîðó ií-

ñòðóêöi, ñïåöiàëüíî¨ ôóíêöi¨ ââåäåííÿ, ìàñèâó áàéò-êîäiâ, âiðòóàëüíîãî ïðî-

ãðàìíîãî ëi÷èëüíèêà, âêàçiâíèêà íà âiðòóàëüíèé ñòåê, îáðîáíèê äëÿ êîæíî¨

âiðóàëüíî¨ iíñòðóêöi¨. Íèæ÷å íàâåäåíî ïðèêëàä iíòåðïðèòàòîðà ïîáóäîâàíî-

ãî çà äîïîìîãîþ Tigress

enum ops {Locals = 116, Plus = 135, Load = 60, Goto = 231,

Const = 3, Store = 122, Return = 72};

unsigned char bytecode[41] = {

Locals,24,0,0,0,Const,1,0,0,0,Locals,24,0,0,0,Load,Plus,Store,Locals,

28,0,0,0,Const,0,0,0,0,Store,Goto,4,0,0,0,Locals,28,0,0,0,Load,Return};

int main() {

while (1) {

switch (*pc) {

case Const: pc++; (sp+1)−>_int = *((int *)pc); sp++; pc+=4; break;

case Load: pc++; sp−>_int = *((int *)sp−>_vs); break;

case Goto: pc++; pc+= *((int *)pc); break;

case Plus: pc++; (sp+−1)−>_int=sp−>_int+(sp+−1)−>_int; sp−−; break;

case Return: pc++; return (sp−>_int); break;

case Store: pc++; *((int *)(sp+−1)−>_vs)=sp−>_int; sp+=−2; break;

case Locals: pc++; (sp+1)−>_vs=(void *)(vars+*((int *)pc));

sp++; pc+=4; break;

}}

Äëÿ öi¹¨ òðàíñôîðìàöi¨ Tigress ñïî÷àòêó êîíñòðóþþ¹ àáñòðàêòíå ñèíòàê-

ñè÷íå äåðåâî ç ïî÷àòêîâîãî C êîäó, ç ÿêîãî âií ãåíåðî¹ ãðàôiêè ïîòîêó êå-

ðóâàííÿ. Äàëi âèáèðà¹ àðõiòåêòóðó âèïàäêîâîãî íàáîðó iíñòðóêöi¨(ISA), i ãå-
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íåðó¹ ñïåöiàëüíèé áàéò êîä, äëÿ âõiäíî¨ ôóíêöi¨. Âèáèðà¹ âèïàäêîâèé ìåòîä

äèíàìi÷íîõ äèñïåò÷åðèçàöi¨ òà ñòâîðþ¹ âèõiäíó ïðîãðàìó.

Ìåòîä äèíàìi÷íî¨ ðåêîìïiëÿöi¨

.

Äàíå òðàñôîðìàöiÿ ïåðåòâîðþ¹ ôóíêöiþ F â íîâó ôóíêöiþ F', ùî ñêëà-

äà¹òüñÿ ç òàêî¨ ïîñëiäîâíîñòi ïðîìiæíèõ iíñòðóêöi¨, ùî ïðè âèêîíàííi F', êîä

F áóäå äèíàìi÷íî ñêîìïiëüîâàíî â ìàøèííèé êîä. Òîáòî öå ïðèêëàä ãåíåðà-

öi¨ êîäó ïiä ÷àñ âèêîíàííÿ ïðîãðàìè, ñâî¹÷àñíî¨ êîìïiëÿöi¨, àáî äèíàìi÷íîãî

ðîçïàêîâóâàííÿ. Ïåðøi äåêiëüêà ðÿäêiâ F' ôóíêöi¨ ìîæóòü âèãëÿäàòè íà-

ñòóïíèì ÷èíîì [13].

int fac(int x ) {

...

p3 = jit_init();

jit_enable_optimization(p3, 3L);

label4 = jit_get_label(p3);

jit_add_prolog(p3, & _3_obf_int_binary_I___foo, 0);

localSize6 = jit_allocai(p3, 8L);

jit_add_op(p3, JIT_DECL_ARG, ((0 << 4) | (2 << 2)) | 2, 0, 4, 0L, 0L, 0);

jit_add_op(p3, JIT_DECL_ARG, ((0 << 4) | (2 << 2)) | 2, 0, 4, 0L, 0L, 0);

jit_add_op(p3, JIT_ADD | 2, ((2 << 4) | (1 << 2)) | 3, 0 | ((0 << 1) |

(1 << 4)), 0 | ((2 << 1) | (0 << 4)), (jit_value )(localSize6 + 4), 0L, 0)

;

jit_add_op(p3, JIT_GETARG, ((0 << 4) | (2 << 2)) | 3, 0 | ((0 << 1) |

(2 << 4)), 1L, 0L, 0L, 0);

jit_add_op(p3, JIT_ST | 1, ((0 << 4) | (1 << 2)) | 1, 0 | ((0 << 1) |

(1 << 4)), 0 | ((0 << 1) | (2 << 4)), 0L, 4, 0);

jit_add_op(p3, JIT_ADD | 2, ((2 << 4) | (1 << 2)) | 3, 0 | ((0 << 1) |

(3 << 4)), 0 | ((2 << 1) | (0 << 4)), (jit_value )(localSize6 + 0), 0L,

0);
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jit_add_op(p3, JIT_GETARG, ((0 << 4) | (2 << 2)) | 3, 0 | ((0 << 1) |

(4 << 4)), 0L, 0L, 0L, 0);

jit_add_op(p3, JIT_ST | 1, ((0 << 4) | (1 << 2)) | 1, 0 | ((0 << 1) |

(3 << 4)), 0 | ((0 << 1) | (4 << 4)), 0L, 4, 0);

...

jit_generate_code(p6);

...

result58 = (*fac_foo)(x);

return (result58);

}

Îïåðàòîðè ïðîìiæíîãî êîäó (JIT_MOV, JIT_EQ,), ðàíäîìiçóþòüñÿ ïðè

êîæíîìó âèêëèêó îáôóñêàòîðà. Àëå â äèíàìi÷íî çãåíåðîâàíîìó êîäi âiäñóò-

íÿ ðiçíîìàíiòíiñòü, òîáòî ïðè êîæíîìó çàïóñêó ïðîãðàìè âèêîíó¹òüñÿ îäèí

i òîé ñàìèé êîä.

Çãëàäæóâàííÿ ïîòîêó êåðóâàííÿ

.

Êëàñè÷íå ïåðåòâîðåííÿ ïîòîêó êåðóâàííÿ, ùî âèäàëÿ¹ ïî÷àòêîâèé ñòðóê-

òóðîâàíèé ïîòiê [14]. Äàíèé ìåòîä êîðèñíî âèêîðèñòîâóâàòè ó ÿêîñòi áàçè

äëÿ iíøèõ ìåòîäiâ, îñêiëüêè ïåðåòâîðåííÿ âèðiâíþ¹ ôóíêöiþ ïåðåä çàìiíîþ

ïðÿì ðîçãàëóäæåíü, îñêiëüêè öå ñòâîðþ¹ áiëüøå ìîæëèâîñòåé äëÿ êîäóâàí-

íÿ. Îêðiì òîãî, ïåðåòâîðåííÿ ìîæå âèðiàíþâàòè ôóíêöi¨ ïåðå ¨õ âèêîíàííÿì,

òàêèì ÷èíîì ðåòåëüíiøå çàïëóòóâàòè êîä. Íèæ÷å íàâåäåíî ÷îòèðè âèäè îñ-

íîâíèõ áëîêiâ.

1 switch dispatch - òðàäèöiéíà ðåàëiçàöiÿ äå êîæíèé áëîê ïîìiùà¹òüñÿ

â ñòðóêòóðó switch, à äàëi ñàì ïåðåìèêà÷ ïîìiùà¹òüñÿ â íåñêií÷åííèé

öèêë.

2 goto - âèêîðèñòîâó¹òñüÿ goto äëÿ ïåðåõîäó ìiæ áëîêàìè
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3 íåïðÿìèé - äëÿ ïåðåìèêàííÿ ìiæ áëîêàìè âèêîðèñòîâóþòüñÿ íåïðÿìi

ïåðåõîäè ÷åðåç òàáëèöþ ïåðåõîäiâ

4 âèêëèêè - êîæåí áëîê ñòà¹ íåçàëåæíîþ ôóíêöi¹þ, i äëÿ ïåðåõîäó ìiæ

áëîêàìè âèêîðèñòîâóþòüñÿ íåïðÿìi âèêëèêè ÷åðåç ñïåöiàëüíó òàáëèöþ

ïåðåõîäiâ.

Ðîçïîäië

.

Ðîçïîäiëÿ¹ ÷àñòèíè ôóíêöi¨ â îêðåìó âëàñíó ôóíêöiþ, öå ïåðåòâîðåííÿ

ìîæå áóòè êîðèñíå äëÿ ðîçáèòòÿ âåëèêî¨ âiðòóàëüíî¨ ôóíêöi¨ íà ìåíøi, òà

ìåíø ïîìiòíi ÷àñòèíè. Iñíóþòü ÷îòèðè ðiçíi ìåòîäè ðîçïîäiëó. Ïîðÿäîê ¨õ

âèêîðèñòàííÿ ìîæå âïëèíóòè íà êiíöåâèé ðåçóëüòàò îòðèìàíîãî êîäó.

1 ïîâåðõíåâèé - îïåðàòîðè âåðõíüîãî ðiâíÿ ðîçïîäiëÿþòüñÿ íà äâi ôóíêöi¨

2 áëîêîâèé - áàçîâèé áëîê ðîçïîäiëÿ¹òüñÿ íà äâi ôóíêöi¨

3 ãëèáèííèé - âëàäåíà ñòðóêòóðà ðîçáèâà¹òüñÿ ùîíàéìåíøå íà 2 ôóíêöi¨

4 ðåêóðñèâíèé - òàê ñàìî ÿê i áëîêîâèé, àëå òàêîæ äîçâîëÿ¹òüñÿ ðîçïîäi-

ëÿòè âèêëèêè äî ðîçïîäiëåíî¨ ôóíêöi¨

Ïðèêëàä âèêîðèñòàííÿ íàâåäåíî íèæ÷å:

tigress −−Seed=0 \

−−Transform=split \

−−SplitKinds=deep,block,top \

−−SplitCount=100 \

−−Functions=foo \

−−Transform=Split \

−−SplitKinds=block \
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−−SplitCount=100 \

−−Functions=/.\*foo_split.\*/ \

−−out=foo prog.c

Çëèòòÿ

.

Îá'¹äíàííÿ êiëüêîõ ôóíêöi¨ â îäíó. Ïðèñóòíié äîäàòêîâèé ôîðìàëüíèé

àðãóìåíò, ùîá ìîæíà áóëî âèêëèêàòè áóäü ÿêó ôóíêöiþ. Äàíà òðàíñôîð-

ìàöiÿ êîðèñíà äëÿ âèêîðèñòàííÿ ïåðåä òðàíñôîðìàöi¹þ âiðòóàëiçàöi¨. ßêùî

ïîòðiáíî âiðòóàëiçóâàòè äâi ôóíêöi¨, òî ¨õ ìîæíà ñïî÷àòêó îá'¹äíàòè. Ïå-

ðåòâîðåííÿ îá'¹äíó¹ ëîêàëüíi àðãóìåíòè òà çìiííi ôóíêöié, òàêèì ÷èíîì

ïîâ'ÿçóþ÷è ¨õ ðàçîì. Çëèòòÿ çàëåæèòü âiä òðàíñôîðìàöi¨ ðîçïîäiëó, i ìà¹

ñïiëüíi ç íåþ õàðàêòåðèñòèêè.

Íåïðîçîðèé ïðåäèêàò

.

Ðîçáèâà¹ áëîêè êîäó, äîäàþ÷è íåïðîçîði ïðåäèêàòè. Äëÿ âèêîíàííÿ

äàíî¨ òðàíñôîðìàöi¨ íåîáõiäíî âèêîðèñòàòè InitOpaque òà áàæàíî äåêiëüêà

ðàçiâ UpdateOpaque

Iñíó¹ äåêiëüêà òèïiâ òàêèõ áëîêiâ

1 call

if expr=false then

call to random existing function

2 fake

if expr=false then

call to non−existing function
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3 true

if expr=true then

existing statement

4 bug

if expr=true then

existing statement

else

buggi�ed version of the statement

5 question

if expr=true || false then

existing statement

else

obfuscated version of the statement

6 junk

if expr=false then

asm(".byte RandomBytes")

2.3.1 Êîäóâàííÿ ëiòåðàëiâ

.

Øèôðóôðó¹ ÷èñëà òà ðÿäêè. Öiëi ÷èñëà ìîæíà çàìiíèòè ðiçíèìè âèðà-

çàìè, ùî âèìàãà¹ ïîïåðåäíüîãî âèêîíàííÿ ïåðåòâîðåííÿ InitOpaque. Òåêñòîâi

ðÿäêè ìîæíà çàìiíèòè ôóíêöi¹þ, ùî áóäå ãåíåðóâàòè ¨õ ïiä ÷àñ âèêîíàííÿ.

Çàñòîñóâàòè äàíå ïåðåòâîðåííÿ ìîæíà äî ÷àñòèíè ôóíêöi¨ äîäàâøè çà-

ãîëîâêîâèé ôàéë, à ïîòiì çàêðiïèòè ðåãiîíè, ÿêi íåîáõiäíî òðàíñôîðìóâàòè,

çàñòîñîâóþ÷è ìàêðîñè íàñòóïíèì ÷èíîì.
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#include "tigress.h"

void foo () {

...

ENCODE_INTEGER_BEGIN(obfuscateThis);

int x = 1234567;

ENCODE_INTEGER_END(obfuscateThis);

...

ENCODE_INTEGER_BEGIN(obfuscateThat);

int y = 7654321;

ENCODE_INTEGER_END(obfuscateThat);

...

}

Êîäóâàííÿ äàíèõ

.

Êîäó¹ öiëî÷èñëåííi çìiííi òàê, ùîá âîíè ìàëè íåñòàíäàðòíå ïðåäñòàâ-

ëåííÿ äàíèõ. Ìåòà ïîëÿãà¹ â òîìó, ùîá äiéñíå çíà÷åííÿ çìiííî¨ òà âèðàçiâ,

ùî âèêîðèñòîâó¹òüñÿ äëÿ ¨õ îá÷èñëåííÿ, íiêîëè íå áóëî âèÿâëåíå, äîêè âîíî

íå áóäå âèõîäèòè ç ñàìî¨ ïðîãðàìè. Íàïðèêëàä öiëó çìiííó v ìîæíà çàìiíèòè

íà v' = a*v+b

int main () {
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int arg1 = ...

int arg2 = ...

int a = arg1;

int b = arg2;

int x = a*b;

printf("x=%i\n",x);

}

a = 1789355803 * arg1 + 1391591831;

b = 1789355803 * arg2 + 1391591831;

x = ((3537017619 * (a * b) − 3670706997 * a) − 3670706997 * b) + 3171898074;

printf("x=%i\n", −757949677 * x − 3670706997);

Âàæëèâî çàçíà÷èòè, ùî óñi çìiííi ìîâèííi áóòè öiëèìè ÷èñëàìè, ìàñèâàìè

öiëèõ ÷èñåë àáî ¨õ êîìáiíàöiÿìè.

Êîäóâàííÿ àðèôìåòè÷íèõ âèðàçiâ

.

Öiëi àðèôìåòè÷íi âèðàçè çìiíþþòüñÿ íà áiëüø ñêëàäíi. Íàïðèêëàä çà-

êîäóâàòè çâè÷àéíå äîäàâàííÿ ìîæíà íàñòóïíèì ÷èíîì.

z = x + y + w

z = (((x ^ y) + ((x & y) << 1)) | w) +

(((x ^ y) + ((x & y) << 1)) & w);

Äëÿ êîæíîãî îïåðàòîðà iñíó¹ áàãàòî ìîæëèâèõ êîäóâàíü, i ïiä ÷àñ ïåðåòâî-

ðåííÿ âîíè âèáèðàþòüñÿ âèïàäêîâèì ÷èíîì.

Êîäóâàííÿ çîâíiøíiõ àòðèáóòiâ

.

Ìåòîþ öüîãî ïåðåòâîðåííÿ ¹ ïðèõîâàòè âèêëèêè çîâíiøíiõ ôóíêöié, òà-

êèõ ÿê ñèñòåìíi âèêëèêè àáî âèêëèêè ñòàíäàðòíèõ áiáëiîòå÷íèõ ôóíêöié.
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Ïðÿìi âèêëèêè çàìiíþþòüñÿ íåïðÿìèìè i çàâàíòàæó¹òüñÿ àäðåñà ôóíêöié çà

äîïîìîãîþ dlsym(). Íàïðèêëàä, ÿêùî ¹ òàêà ïðîãðàìà ç äâîìà ñèñòåìíèìè

âèêëèêàìè getpid òà gettimeofdat.

#include<stdio.h>

#include<unistd.h>

#include<sys/time.h>

void tigress_init() {}

int main () {

tigress_init();

int x = getpid();

printf("%i\n", x);

struct timeval tv;

int y = gettimeofday(&tv, NULL);

printf ("%ld.%06ld\n", tv.tv_sec, tv.tv_usec);

}

Òî ¨¨ ìîæíà îáôóñêóâàòè íàñòóïíèì ÷èíîì:

void *_externalFunctionPtrArray[2];

void tigress_init(void) {

STRINGENCODER(0, encodeStrings_litStr0);

_externalFunctionPtrArray[0] = dlsym((void *)−3, encodeStrings_litStr0);

STRINGENCODER(1, encodeStrings_litStr1);

_externalFunctionPtrArray[1] = dlsym((void *)−3, encodeStrings_litStr1);

}

void STRINGENCODER(int n, char str[] ) {

STRINGENCODER_$sp[0] = STRINGENCODER_$stack[0];

STRINGENCODER_$pc[0] = STRINGENCODER_$array[0];

while (1) {
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switch (*(STRINGENCODER_$pc[0])) {

case STRINGENCODER__store_char$left_STA_0$right_STA_1:

(STRINGENCODER_$pc[0]) ++;

*((char *)(STRINGENCODER_$sp[0] + 0)−>_void_star) = (

STRINGENCODER_$sp[0] + −1)−>_char;

STRINGENCODER_$sp[0] += −2;

break;

...

}

int main( ) {

int x,y;

struct timeval tv ;

...

tigress_init();

x = ((pid_t (*)(void))_externalFunctionPtrArray[1])();

printf((char const *)"%i\n", x);

y = ((int (*)(struct timeval * __restrict , void * __restrict ))

_externalFunctionPtrArray[0])((struct timeval *)(& tv),

(void *)((void *)0));

printf((char const *)"%ld.%06ld\n", tv.tv_sec, tv.tv_usec);

}

Êîäóâàííÿ ïåðåõîäiâ

.

Ìåòà öèõ ïåðåòâîðåíü � óñêëàäíèòè ðîáîòó àâòîìàòè÷íèì iíñòðóìåíòàì

àíàëiçó (íàïðèêëàä, äèçàññåìáëåðàì) Òóò íå âèêîðèñòîâóþòñÿ õåø òàáëèöÿ,

îñêiëüêè öå çíà÷íî óñêëàäíþ¹ ïåðåòâîðåííÿ. Çìiùåííÿ ïåðåõîäó ïåðåäà¹òüñÿ

ÿê àðãóìåíò äî ñàìî¨ ôóíêöi¨ ïåðåõîäó. Çãåíåðîâàíèé êîä âèãëÿäà¹ íàñòóï-

íèì ÷èíîì, äå âèêëèêà¹òüñÿ ôóíêöiÿ bf, ðåçóëüòàò ÿêî¨ ¹ íàñïðàâäi ñòðèáêîì
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ó ÷àñòèíó êîäó lab2.

void bf(unsigned long o�set) {

__asm__ volatile ("addq %0, 8(%%rbp)": : "r" (o�set));

}

int main() {

bf((unsigned long)(&& lab2) − (unsigned long)(&& lab3));

lab3:

__asm__ volatile (".byte 0x76,0x9b,0x8e,0x1b,0x4d":);

...

lab2: ...;

}

Çà çàìîâ÷óâàííÿì ôóíêöiÿ âèðiâíþ¹òüñÿ äî òîãî, ÿê ïðÿìi ïåðåõîäè çàìi-

íþþòüñÿ âèêëèêàìè ôóíêöi¨ ðîçãàëóæåííÿ. Öå ñòâîðþ¹ áiëüøå ïðÿìèõ ïå-

ðåõîäiâ i, îòæå, áiëüøå ìîæëèâîñòåé äëÿ çàñòîñóâàííÿ ïåðåòâîðåííÿ ôóíê-

öi¨ ðîçãàëóæåííÿ. Ôóíêöiÿ ðîçãàëóæåííÿ íå ïðèõîâàíà i ¨¨ ìîæëèâî çíàéòè,

âèêîðèñòîâóþ÷è òðèâiàëüíi ìåòîäè. Òîìó äîöiëüíî îá'¹äíàòè äàíå ïåðåòâî-

ðåííÿ ç iíøèìèì ìåòîäàìè ïðèõîâóâàííÿ ôóíêöi¨.

Ïðîòèäiÿ àíàëiçó ïñåâäîíiìiâ

.

Ìåòîþ öi¹¨ òðàíñôîðìàöi¨ ¹ ïðîòèäiÿ iíñòðóìåíòàì ñòàòè÷íîãî àíàëiçó,

ùî âèêîðèñòîâóþòü ìiæïðîöåäóðíèé àíàëiç ïñåâäîíiìiâ. Âèêëèê x = foo(n)

ïåðåòâîðþ¹òüñÿ íà:

void *arr[] = {..., & foo, ... };

int main () {

int x = ((int (*)(int n ))arr[expr=42])(n);

}
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Ùîá çðîáèòè àíàëiç ñêëàäíiøèì, ìîæíà ùå âñòàâèòè ôàëüøèâi âèðàçè.

int main () {

int x;

arr[expr=6] = arr[expr=42];

arr[expr=7] = &x;

}

Ãåíåðóâàííÿ åíòðîïi¨

.

Äåÿêèì ïåðåòâîðåííÿ íåîáõiäíî ìàòè âèïàäêîâi çíà÷åííÿ ïiä ÷àñ âèêî-

íàííÿ. Äëÿ öüîãî ìè ìîæåìî äîäàòè îïåðàòîðè, ÿêi áóäóòü çáèðàòè âèïàäêîâi

çíà÷åííÿ çi çìiííèõ ñàìî¨ ïðîãðàìè, ùî çàëåæàòü âiä âõiäíèõ äàíèõ ÿêi íà-

äõîäÿòü äî ïðîãðàìè. Iñíó¹ äâà îñíîâíèõ ñïîñîáè çáîðó âèïàäêîâèõ äàíèõ.

Ìîæíà âñòàâèòè â ïðîãðàìó òàêi îïåðàòîðè ÿêi áóäóòü çáèðàòè çíà÷åííÿ,

çàëåæíi âiä ââåäåíèõ çìiííèõ. Àáî ðîçãîðíóòè ôîíîâèé ïîòiê ÿêèé áóäå ïå-

ðiîäè÷íî ðîáèòè öå àâòîìàòè÷íî. Ïðèêëàä âèêîðèñòàííÿ íàâåäåíî íèæ÷å:

tigress −−Seed=0 −−Verbosity=1 −−Environment=... \

−−Transform=InitEntropy \

−−InitEntropyThreadName=ENTROPYTHREAD \

−−InitEntropyThreadSleep=1000000\

−−InitEntropyKinds=vars,thread \

−−InitEntropyTrace=true \

−−Transform=UpdateEntropy \

−−Functions=inputData \

−−UpdateEntropyKinds=vars \

−−UpdateEntropyTrace=true \

−−UpdateEntropyVars=x,y,z \

−−Transform=UpdateEntropy \

−−Functions=acceptNetworkPacket \

−−UpdateEntropyKinds=vars \
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−−UpdateEntropyTrace=true \

−−UpdateEntropyVars=packet \

−−Transform=UpdateEntropy \

−−Functions=random \

−−UpdateEntropyKinds=vars \

−−UpdateEntropyTrace=true \

−−UpdateEntropyVars=p\* \

−−Transform=UpdateEntropy \

−−Functions=tigress_init \

−−UpdateEntropyKinds=thread \

Íåÿâíèé ïîòiê âèêîíàííÿ

.

Êiëüêà òðàíñôîðìàöié, çîêðåìà AntiTaintAnalysis, âèêîðèñòîâóþòü íåÿâ-

íèé ïîòiê ÿê áàçîâèé áëîê äëÿ ïîáóäîâè. Ïåðø íiæ âè çìîæåòå âèêîðèñòîâó-

âàòè ¨õ, ïîòðiáíî â ïåðåëi÷èòè, ÿêi ç íåÿâíèõ âàðiàíòiâ ïîòîêiâ âè çáèðà¹òåñÿ

âèêîðèñòîâóâàòè ïiçíiøå. Íèæ÷å íàâåäåíî âèäè íåÿâíèõ ïîòîêiâ

1 counter_int -ñêîïiþâàòè çìiííó øëÿõîì ïiäðàõóíêó äî ¨¨ çíà÷åííÿ

int i,a = 0;

for(i=0;i<b;i++)

a++;

2 counter_�oat òå ñàìå, àëå çà äîïîìîãîþ �oat

3 counter_signal - ñêîïiþâàòè çìiííó ïîáiòîâî çà äîïîìîãîþ îáðîáíèêà

ñèãíàëiâ

4 bitcopy_unrolled - êîïiþâàòè ïîðîçðÿäíî äå êîæåí áiò ïåðåâiðÿ¹òüñÿ

îïåðàòîðîì if
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5 bitcopy_loop - îáðàòè áiòè òà ñêîïiþâàòè êîæåí áiò øëÿõîì ïåðåâiðêè

îïåðàòîðîì if

6 bitcopy_signal - ñêîïiþâàòè êîæåí áiò â îáðîáíèõ ñèãíàëiâ

unsigned int value;

int bitNo;

void handler(int sig){

value |= 1 << bitNo;

}

{

value=0;

signal(31, handler);

for(i in 0..(bits in b)−1]) {

if ((i:th bit of b)==1) {

bitNo=i;

raise(31);

}

}

signal(31, 1);

a = value;

}

7 �le_write - ñêîïiþâàòè çìiííó ïîáàéòíî, çàïèñàâøè ó ôàéë i çíîâó ïðî-

÷èòàâøè éîãî.

8 trivial_clock - ñêîïiþâàòè çìiííó çìiííó, âèçíà÷èâøè òðèâiàëüíèé öèêë.

9 trivial_thread_1 -Òå ñàìå, ùî i trivial_clock, àëå ç âèêîðèñòàííÿì ïî-

òîêiâ äëÿ âèçíà÷åííÿ ÷àñó.

10 trivial_thread_2 - Òå ñàìå, ùî i trivial_thread_1, àëå âèêîðèñòîâó¹ äâà

ïîòîêè çàìiñòü îäíîãî.
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11 �le_cache_time - ñêîïiþâàòè çìiííó, âèçíà÷èâøè ÷àñ ÷èòàííÿ ôàéëó ç

óâiìêíåíèì àáî âèìêíåíèì êåøóâàííÿì

process<(param,nocache):

posix_memalign(&buf,pagesize,

pagesize);

fd=open("/tmp/�le.txt", writing);

fcntl(fd, F_NOCACHE, nocache);

for(i=0; ireading);

fcntl(fd, F_NOCACHE, nocache);

start = time();

for(i=0; islow process(param):

process(param,1):

fast process(param):

process(param,0):

12 �le_cache_thread_1 - Òå ñàìå, ùî i �le_cache_time, àëå ç âèêîðèñòàí-

íÿì ïîòîêiâ äëÿ âèçíà÷åííÿ ÷àñó.

13 �le_cache_thread_2 - Òå ñàìå, ùî i �le_cache_thread_1, àëå âèêîðè-

ñòîâó¹ äâà ïîòîêè çàìiñòü îäíîãî.

14 mem_cache_time - ñêîïiþâàòè çìiííó, âèçíà÷èâøè ÷àñ ç÷èòóâàííÿ êå-

øó äàíèõ ÖÏ ç êåøóâàííÿì àáî áåç íüîãî

posix_memalign(&buf1,pagesize,64);

posix_memalign(&buf2,pagesize,64);

slow process(param):

for(i=0; i< param;i++){

asm ("mfence\n"

"cl�ush (%0)\n"::"r"(buf1));

sum += *((long *)buf1);

*((long *)buf1) = sum;

}
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fast process(param):

for(i=0;i < param;i++){

asm ("mfence\n"

"cl�ush (%0)\n"::"r"(buf1));

sum += *((long *)buf2);

*((long *)buf2) = sum;

}

15 mem_cache_thread_1 - Òå ñàìå, ùî i mem_cache_time, àëå ç âèêîðè-

ñòàííÿì ïîòîêiâ äëÿ âèçíà÷åííÿ ÷àñó.

16 mem_cache_thread_2: Òå ñàìå, ùî i mem_cache_thread_1, àëå âèêî-

ðèñòîâó¹ äâà ïîòîêè çàìiñòü îäíîãî.

17 time_jit - Ñêîïiþéâàòè çìiííó, âèçíà÷èâøè ÷àñ äëÿ jitted ôóíêöi¨

int freq=0;

void foo(input,output) {

static void (*foop)(...,...);

if (freq==0) {

foop = JIT(bytecodes)

freq++;

}

(*foop)(input,output);

}

slow process(param):

freq=0;

start=time();

foo(...,...);

time=time()−start;

fast process(param);

freq=0;

foo(...,...);
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start=time();

foo(...,...);

time=time()−start;

Ñàìîìîäèôiêàöiÿ

.

Ìåòà öèõ ïåðåòâîðåíü - çðîáèòè ôóíêöi¨ ñàìîìîäèôiêîâàíèìè. Ïðèêëàä

âèêëèêó Tigress.

> tigress −−Environment=x86_64:Darwin:Clang:5.1 \

−−Transform=Virtualize\

−−Functions=add \

−−VirtualizeDispatch=direct \

−−Transform=SelfModify \

−−Functions=add \

−−SelfModifyFraction=%100 \

−−SelfModifySubExpressions=false \

−−SelfModifyOperators=\* \

−−SelfModifyKinds=\* \

−−SelfModifyBogusInstructions=0 \

inc.c −−out=obf.c

Ïåðåòâîðåííÿ âáóäîâó¹ øàáëîí äâiéêîâîãî êîäó ó âåðõíié ÷àñòèíi ôóíêöi¨.

Ïîâèíåí áóòè îäèí øàáëîí äëÿ êîæíîãî òèïó (int/long), îäèí äëÿ àðèôìå-

òè÷íèõ îïåðàöié, îäèí äëÿ ïîðiâíÿíü i îäèí äëÿ ãiëîê. Âèãëÿäàþòü ïðèáëèç-

íî òàê:

addrPtr10 = (unsigned long *)((unsigned long )(&& Lab_1) + 5);

*addrPtr10 = (unsigned long )(& A);

addrPtr10 = (unsigned long *)((unsigned long )(&& Lab_1) + 18);

*addrPtr10 = (unsigned long )(& B);

addrPtr10 = (unsigned long *)((unsigned long )(&& Lab_1) + 41);

*addrPtr10 = (unsigned long )(& C);
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addrPtr10 = (unsigned long *)((unsigned long )(&& Lab_1) + 61);

*addrPtr10 = (unsigned long )(&& Lab_2);

Lab_1:

__asm__ volatile (

".byte 0x50;\n" // push %eax/rax

".byte 0x51;\n" // push %ecx/rcx

".byte 0x56;\n" // push %rsi/esi

".byte 0x48, 0xb8,0xc,0x7b,0x21,0x3d,0x54,0x2d,0xc0,0x1;\n" //movabs &A,%rax

".byte 0x8b, 0x00;\n" // movl (%rax),%eax

".byte 0x48, 0xb9,0x4f,0x40,0x2f,0xa3,0xd0,0xdc,0x24,0x42;\n" //movabs &B,%rcx

".byte 0x8b, 0x09;\n" // (%rcx),%ecx

".byte 0x31, 0xf6;\n" // xorl %rsi,%rsi

".byte 0x39, 0xc8;\n" // cmpl %rcx, %rax

".byte 0x40, 0x0f, 0x9c, 0xc6;\n" // setl %sil

".byte 0x48, 0xb9,0x7f,0x91,0x1c,0xaf,0xab,0x5f,0x2d,0x6a;\n" // movabs &C,%rcx

".byte 0x67, 0x89, 0x31;\n" // movl %esi,(%rcx)

".byte 0x5e;\n" // popq %rsi/esi

".byte 0x59;\n" // popq %ecx/rcx

".byte 0x58;\n" // popq %eax/rax

".byte 0x�, 0x25, 00, 00, 00, 00, 0xba,0xee,0x19,0x51,0x13,0x4b,0x12,0xdb;\n" // jmp

(%rip)

:);

Lab_2:

Ïîòiì äëÿ êîæíî¨ äâiéêîâî¨ îïåðàöi¨ â ðåøòi ôóíêöi¨ âñòàâëÿ¹òüñÿ íàñòóïíèé

êîä:

A = i;

B = n;

addrPtr10 = (unsigned long *)((unsigned long )(&& Lab_3) + 6);

*addrPtr10 = (unsigned long )(&& Lab_1);

addrPtr10 = (unsigned long *)((unsigned long )(&& Lab_1) + 61);

*addrPtr10 = (unsigned long )(&& Lab_4);

opPtr11 = (int *)((unsigned long )(&& Lab_1) + 35);
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*opPtr11 = 0xc69c0f40L; // setl %sil

Lab_3:

__asm__ volatile (

".byte 0x�, 0x25, 00, 00, 00, 00, 0x3b,0x21,0x2e,0xd7,0xc5,0x44,0xf0,0xdd;\n" //jmp

(%rip)

:);

Lab_4:

Âèêîðèñòàííÿ âiðòóàëiçàöi¨ òà ñàìîçàìiíè îñîáëèâî êîðèñíà ïiñëÿ ïåðåòâî-

ðåíü, ÿêi ââîäÿòü íåïðÿìi êîìàíäè ïåðåõîäó, íàïðèêëàä âiðòóàëiçàöiÿ òà çãëà-

äæóâàííÿ ç ïðÿìîþ àáî íåïðÿìîþ äèñïåò÷åðèçàöi¹þ. Íèæ÷å íàâåäåíî ïðè-

êëàä:

void add(void) {

...

//−−−−−−−−−−−−−−−−− Instruction Handler

−−−−−−−−−−−−−−−−−−−−−−

Lab_1: _1_add__load_int$left_STA_0$result_STA_0:

(_1_add_$pc[0]) ++;

(_1_add_$sp[0] + 0)−>_int = *((int *)(_1_add_$sp[0] + 0)−>_void_star);

// BEGIN indirect branch to the next instruction starts here

branchAddr10 = (unsigned long *)((unsigned long )(&& Lab_3) + 6);

*branchAddr10 = *(_1_add_$pc[0]);

Lab_3: /* CIL Label */

__asm__ volatile (".byte 0x�, 0x25, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00":);

// END

//−−−−−−−−−−−−−−−−− Instruction Handler

−−−−−−−−−−−−−−−−−−−−−−

_1_add__returnVoid$:

(_1_add_$pc[0]) ++;
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return;

...

}

Êîæíèé íåïðÿìèé ïåðåõiä ïåðåòâîðþ¹òüñÿ íà íàñòóïíèé êîä, äå ïîñëiäîâ-

íiñòü áàéòiâ âiäïîâiäà¹ 8-áàéòîâîìó ïðÿìîìó ïåðåõîäó X86:

addr = (unsigned long *)((unsigned long )(&& Lab) + 6);

*addr = address−to−jump−to;

Lab: asm volatile(".byte 0x�, 0x25, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00, 00":);

2.4 Ïåðåòâîðåííÿ íà îñíîâi ollvm îáôóñêàòîðà

Iíñòðóìåíò äëÿ îáôóñêàöi¨ ïðîãðàìíîãî êîäó íà áàçi óíiâåðñàëüíî¨ ñè-

ñòåìè llvm, ùî íå çàëåæèòü âiä ìîâè òà ïåðåâàæíî öiëüîâî¨ àðõiòåêòóðè, ïiä-

ðèìó¹ çàìiíè îñíîâíèõ iíñòðóêöi¨, âñòàâêè äîäàòêîâèõ êîíñòðóêöi¨ äî ïîòîêó

êåðóâàííÿ, çëèòòÿ ïðîöåäóð, àëãîðèòì çàõèñòó âiä êîäó âiä íåñàíêöiîíîâà-

íîãî äîñòóïó, ïåðåâiðêó êîíòðîëüíèõ ñóì. Çàçâè÷àé ¹ ïîòó¹íè iíñòðóìåíòîì

äëÿ çàõèñòó âiä çâîðîòíüî¨ ðîçðîáêè, òà íåñàêöiîíîâàíîãî äîñòóïó, àëå òàêîæ

¹ äîñèòü àêòóàëüíèì äëÿ ïðîâåäåííÿ çìií ç ìåòîþ ïðîòèäi¨ êëàñèôiêàòîðàì

øêiäëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ íà îñíîâi ìàøèííîãî íàâ÷àííÿ.

Íà ðèñóíêó 2.4, âèêîðèñòîâóþ÷è äèçàñåìüëåð Ida Free ìè áà÷èìî çâè-

÷àéíå, íå îáôóñêîâàíå ïðåäñòàâëåííÿ àññåìáëåðîâîãî êîäó òà ïîòîêó âèêî-

íàííÿ ïðîñòî¨ ïðîãðàìè.

2.4.1 Àëãîðèòì Instructions substitution

.

Çàìiíà iíñòðóêöi¨ ¹ îäíèì ç íàéïðîñòiøèõ ôîðì îáôóñêàöi¨. Ïîëÿãà¹ â

çàìiíi ñòàíäàðòíèõ äâiéêîâèõ îïåðàòîðiâ, òàêèõ ÿê àðèôìåòè÷íi àáî áóëåâi,
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Ðèñóíîê 2.4 � Íåîáôóñêîâàíå ïðåäñòàâëåííÿ ïðîãðàìè â Ida Pro

íà ôóíêöiîíàëüíî åêâiâàëåíòíi àëå áiëüø ñêëàäíi ïîñëiäîâíîñòi iíñòðóêöi¨.

Ïiäòðèìó¹òüñÿ äîäàâàííÿ, âiäíiìàííÿ òà òàêi ëîãi÷íi îïåðàòîðè ÿê "or "and"òà

"xor". Ðîçìið ñàìî¨ çàìiíè ¹ êîíòðîëüîâàíèì, àäæå âiä öüîãî çàëåæèòü, ðå-

çóëüòóþ÷èé ðîçìið ìàøèííîãî êîäó, i âiäïîâiäíî ñàìîãî âèêîíóâàëüíîãî ôàé-

ëó. Ïiäìiíà äåÿêèõ îïåðàòîðiâ íå ïiäòðèìó¹òüñÿ àäæå öå ìîæå íåãàòèâíî

âïëèíóòè íà òî÷íiñòü îá÷èñëåíü. Äàíèé ìåòîä çìiíþ¹ òàêi îçíàêè ÿê ÷àñòî-

òó iíñòðóêöi¨, ïåâíi ñèãíàòóðè ïîñëiäîâíîñòi áàéò, òà âëàñíå ñàìó ÷àñòîòó

áàéòiâ, ùî ìîæå âïëèâàòè íà êëàñèôiêàöiþ. Íà ðèñóíêó 2.5 áà÷èìî âñüîãî

ëèøå îäíó àðèôìåòè÷íó îïåðàöiþ çà äîïîìîãîþ iíñòðóêöi¨ sub ecx,1, à âæå

íà íàñòóïíîìó ðèñóíêó 2.6 áàãàòî ðiçíèõ àðèôìåòè÷íèõ òà áóëåâèõ îïåðàöi¨,

ÿêi â ðåçóëüòàòi ìîæíà ñïðîñòèòè äî ¹äèíî¨ ïî÷àòêîâî¨ îïåðàöi¨ âiäíiìàííÿ.
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Ðèñóíîê 2.5 � Ïî÷àòêîâèé êîä ç îïåðàöi¹þ âiäíiìàííÿ ïðåäñòàâëåíèé ¹äèíîþ
iíñòðóêöi¹þ

Ðèñóíîê 2.6 � îáôóñêîâàíèé êîä ÿêèé òàêîæ âèêîíó¹ âiäíiìàííÿ
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Ðèñóíîê 2.7 � Ïî÷àòêîâèé íàáið áëîêiâ

2.4.2 Àëãîðèòì Bogus Control Flow Insertion

.

Äàíèé àëãîðèòì ìîäèôiêàöi¨ ïîòîêó êåðóâàííÿ ïîëÿãà¹ ó çìiíi ôóíêöi¨

ãðàôiêà ïîòîêó êåðóâàííÿ øëÿõîì äîäàâàííÿ êîíñòðóêöi¨ óìîâíîãî ïåðåõî-

äó, ÿêà âêàçó¹ àáî íà îðèãiíàëüíèé áàçîâèé áëîê àáî íà ïiäðîáëåíèé áàçîâèé

áëîê, ùî ïîâåðòà¹òüñÿ äî îðèãiíàëüíîãî. Ïiä ÷àñ ðîáîòè ïðîãðàìè âèêîíó¹òü-

ñÿ ëèøå ïî÷àòêîâèé áàçîâèé áëîê. Íàâiäìiííî âiä ïîïåðåäíüîãî àëãîðèòìó,

çàìiíèiíñòðóêöié, îïòèìiçàòîð íå ñïðîñòèòè ðåçóëüòóþ÷èé ãðàôiê âèêëèêiâ

øëÿõîì âèçíà÷åííÿ ìåðòâîãî êîäó. Àëãîðèòì ìîæíà íàëàøòóâàòè ðiçíèìè

ñïîñîáàìè, âêëþ÷àþ÷è ùiëüíiñòü âñòàâîê, êiëüêiñòü iòåðàöié òîùî. Ðåçóëü-

òóþ÷èé ãðàôiê ïðîãðàìíîãî êîäó ¹ äîñèòü ñêëàäíèé íåçâàæàþ÷è íà òå ùî

éîãî ÷àñòèíà ¹ ïiäðîáëåíîþ i íiêîëè íå áóäå âèêîíàíà.

Íà ðèñóíêó 2.7 çîáðàæåíèé ñòàíäàðòíèé ãðàô ç 4 ìà âóçëàìè, ÿêi òàêîæ

ïðèñóñòi íà íàñòóïíîìó ðèñóíêó 2.8, àëå öå âàæêî ïîìiòèòè, àäæå äî òà ïiñîÿ

íèõ äîäàíà âåëèêà êiëüêiñòü áëîêiâ.

Äàíèé àëãîðèòì ïîäiáíèé äî ïîïåðåäíüîãî, àëå íàáàãàòî áiëüøå çàïëó-

òó¹ ñàì ïîòiê âèêîíàííÿ. Ñïî÷àòêó âèäiëÿþòüñÿ îñíîâíi áëîêè ôóíêöi¨ òà
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Ðèñóíîê 2.8 � Âèãëÿä ãðàôó ïiñëÿ îáôóñêàöi¨ àëãîðèòìîì Bogus Control
Fwow
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Ðèñóíîê 2.9 � Ïî÷àòêîâèé íàáið áëîêiâ

âèñòàâëÿþòüñÿ íà îäèí ðiâåíü. Äàëi áëîêè ïîìiùàþòüñÿ â ïåâíi òðóêòóðè

ìíîæèííîãî âèáîðó (íàïðèêëàä îïåðàòîð switch) òà ïîâòîðíî ïîìiùàþòüñÿ

â öèêëè. Íà âèõîäi îòðèìó¹ìî ãðàôiê çàïëóòàíîãî êîäó äå âñi áëîêè çíàõî-

äÿòü íà îäíîìó ðiâíi, ïðèõîâóá÷è îðèãiíàëüíèé ïîòiõ âèêîíàííÿ.

Çàçíà÷èìî ìiíiìàëüíèé ïàðàìåòð îáôóñêàöi¨ äëÿ âiçóàëüíî¨ ìîæëèâîñòi

ðîçóìiííÿ àëãîðèòìó. Íà ðèñóíêó 2.9 çîáðàæåíèé ñòàíäàðòíèé ãðàô ç 4 ìà

áëîêàìèþ Íà ðèñóíêó 2.10, ìîæíà ïîìiòèòè öi 4 áàçîâi áëîêè íà îäíîìó

ðiâíi, àëå ïðîãðàìà çàïëóòàíà äîäàâàííÿì iíøèõ áëîêiâ òà ðîçãàëóæåíü. Ïðè

çáiëüøåííi ïàðàìåòðó îáôóñêàöi¨ àíàëi ñòà¹ âæå íåìîæëèâèì.

2.4.3 Àëãîðèòì String obfuscation

.

Ñêëàäíi àëãîðèòìè, ùî âèìàãàþòü iìïîðòóâàííÿ äîäàòêîâèõ áiáëiîòåê,

ìîæóòü çáiëüøèòè éìîâiðíiñòü äåòåêòóâàííÿ çàñîáàìè çàõèñòó. Òîìó êðàùå

âèêîðèñòîâóâàòè òàêi àëãîðèòìè ÿê XOR, RC4 àáî ìîäèôiêàöi¨ äàíèõ àëãî-

ðèòìiâ. Íà ðèñóíêó 2.11 çîáðàæåíèé êîä ç âèäèìèìè òåêñòîâèìè äàíèìèì

Íà ðèñóíêó 2.12, äàíèé òåêñò âæå çàøèôðîâàíèé, òà äîäàòêîâî çãåíåðîâàíi

iíñòðóêöi¨ äëÿ ðîçøèôðóâàííÿ.
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Ðèñóíîê 2.10 � Âèãëÿä ãðàôó ïiñëÿ îáôóñêàöi¨ àëãîðèòìîì Control Flow
Flattening

Ðèñóíîê 2.11 � Ïî÷àòêîâèé òåêñò
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Ðèñóíîê 2.12 � Çàøèôðîâàíèé âèãëÿä

2.5 Çàãàëüíà ìîäåëü

Ïðîàíàëiçîâàíi àëãîðèòìè äîçâîëÿþòü çìiíþâàòè îçíàêè, ùî âèáèðà-

þòüñÿ äëÿ ïîáóäîâè àëãîðèòìiâ êëàñèôiêàöi¨, ðîçãëÿíóòèê â ðîçäiëi 1. Òàêèì

÷èíîì ïðîòèäiÿòè ñó÷àñíèì ìåòîäàì êëàñèôiêàöi¨ øêiäëèâîãî ïðîãðàìíîãî

çàáåçïå÷åííÿ. Àëãîðèòìè ïðîòèäi¨ çàñòîñîâóþòüñÿ íà âñiõ ðiâíÿõ ïðîãðàì-

íîãî êîäó. Îáôóñêàöiÿ ìîæå âèêîðèñòîâóâàòèñü ÿê íà ïî÷àòêîâîìó êîäi òàê

i íà ïðîìiæíîìó ïîäàííi, à ìóòàöi¨ ç äîäàâàííÿì áàéòiâ, çìiíîþ ñòðóêòóðè

øêiäëèâîãî ôàéëó çîñòîñîâóþòüñÿ áåçïîñåðåäíüî äî âèêîíóâàëüíîãî ôàéëó.

Ïåðåòâîðåííÿ çàñòîñîâóþòüñÿ íà âñiõ åòàïàõ ñòâîðåííÿ ïðîãðàìè. Äàëi

îïèñàíî, ÿêi ñàìå ïåðåòâîðåííÿ âèêîíóþòüñÿ íà êîæíîìó ç åòàïiâ.

1 Ïåðåòâîðåííÿ ïî÷àòêîâîãî êîäó çà äîïîìîãîþ îáôóñêàòîðà Tigress

1.1 Virtualize

1.2 Jit

1.3 JitDynamic

1.4 Flatten

1.5 Split

1.6 Merge
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1.7 Add Opaque

1.8 Encode Literals

1.9 Encode Data

1.10 Enc. Arithmetic

1.11 Encode External

1.12 Encode Branches

1.13 AntiAliasAnalysis

1.14 AntiTaintAnalysis

1.15 Opaque Predicate

1.16 Generate Entropy

1.17 Implicit Flow

1.18 Random Function

1.19 Copy

1.20 Leak Information

1.21 Ident

1.22 Randomize Args

1.23 Self Modify

1.24 Inline

2 Ïåðåòâîðåííÿ ïðîìiæíîãî ïðåäñòàâëåííÿ êîäó çà äîïîìîãîþ îáôóñêà-

òîðà ollvm

2.1 Ïiäìiíà iíñòðóêöié

2.2 Ôàëüøèâèé ïîòiê âèêîíàííÿ
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Ðèñóíîê 2.13 � Çàãàëüíà ìîäåëü ïðîòèäi¨

2.3 Ïåðåáóäîâà ïîòîêó âèêîíàííÿ

2.4 Øèôðóâàííÿ òåêñòîâèõ ðÿäêiâ

3 Ìóòàöi¨ íàä âèêîíóâàëüíèì ôàéëîì

3.1 Äîäàâàííÿ iìïîðòîâàíèõ ôóíêöié

3.2 Ñòâîðåííÿ íîâî¨ ñåêöi¨

3.3 Ïåðåéìåíóâàííÿ ñåêöié

3.4 Äîäàâàííÿ äî iñíóþ÷î¨ ñåêöi¨

3.5 Äîäàâàííÿ âèïàäêîâèõ áàéòiâ

3.6 Äîäàâàííÿ/âèäàëåííÿ ñèãíàòóðè

3.7 Ïàêóâàííÿ

Çàãàëüíà iëþñòðàöiÿ ïðîãðàìíî¨ ìîäåëi ïðåäñòàâëåíà íà ðèñóíêó 2.13
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ÂÈÑÍÎÂÊÈ Ç ÐÎÇÄIËÓ 2

Â ðîçäiëi çàïðîïîíîâàíî ìîäåëi ïðîòèäi¨ êëàñèôiêàòîðàì øêiäëèâîãî

ïðîãðàìíîãî çàáåçïå÷åííÿ íà îñíîâi ìàøèííîãî íàâ÷àííÿ. Âèäiëåíî îñíîâíi

ñïîñîáè ïåðåòâîðåííÿ âèêîíóâàëüíîãî ôàéëó íà âñiõ ðiâíÿõ ç ìåòîþ çìiíè

àòðèáóòiâ, ùî âiäáèðàþòüñÿ äëÿ êëàñèôiêàöi¨ ìåòîäàìè ìàøèííîãî íàâ÷àííÿ

ðîçãëÿíóòèìè â ïîïåðåäíüîìó ðîçäiëi. Çàïðîïîíîâàíî ìîäåëi ïðîòèäi¨ êëà-

ñèôiêàòîðàì íà îñíîâi àëãîðèòìiâ îáôóñêàöi¨ òà ïðîòèäi¨ çâîðîòíié ðîçðîá-

öi ïðîãðàìíîãî êîäó, ïðîíàíàëiçîâàíî âïëèâ äàíèõ àëãîðèòìiâ íà àòðèáóòè

øêiäëèâîãî ðïîãðàìíîãî çàáåçïå÷åííÿ, ùî âèêîðèñòîâó¹òüñÿ äëÿ êëàñèôiêà-

öi¨.
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3 ÅÊÑÏÅÐÅÌÅÍÒÀËÜÍI ÄÎÑËIÄÆÅÍÍß

3.1 Áàçîâi ñòàòè÷íi ìîäèôiêàöi¨ â PE ôàéëi

Â òàáëèöi 3.1 çîáðàæåíî ðåçóëüòàòè êëàñèöiêàöi¨ 50-òè çðàçêiâ çà äîïî-

ìîãîþ malconv. Òi ÿêi êëàñèôiêóâàëèñü ÿê øêiäëèâå ïðîãðàìíå çàáåçïå÷åííÿ

ïîçíà÷êíi öèôðîþ îäèí, à íóëåì òi, ÿêi âäàëîñü êëàñèôiêóâàòè ÿê äîáðîÿêiñ-

íi, ïiñëÿ ìóòàöié çãàäàíèõ â ðîçäiëi 2. Â òàáëèöi 3.2 âiäñîòêîâå âiäíîøåííÿ

ðåçóëüòàòiâ êëàñèôiêàöi¨ ìóòîâàíèõ çðàçêiâ çà äîïîìîãîþ ìîäåëi malconv.

Òàáëèöÿ 3.1 � Ðåçóëüòàòè êëàñèôiêàöi¨ malconv ïiñëÿ áàçîâèõ ñòàòè÷íèõ ìî-
äèôiêàöié (1- ØÏÇ , 0 - äîáðîÿêiñíèé)

1 2 3 4 5 6 7 8 9 10
Malconv 0 1 0 1 1 0 0 0 0 1

11 12 13 14 15 16 17 18 19 20
Malconv 1 1 0 1 1 1 0 0 0 1

21 22 23 24 25 26 27 28 29 30
Malconv 0 0 0 0 0 0 1 0 0 0

31 32 33 34 35 36 37 38 39 40
Malconv 0 1 1 1 0 1 0 0 0 1

41 42 43 44 45 46 47 48 49 50
Malconv 0 0 0 1 0 1 1 0 0 0

Òàáëèöÿ 3.2 � Âiäñòîêîâå âiäíîøåííÿ ðåçóëüòàòiâ êëàñèôiêàöi¨ malconv

ØÏÇ Äîáðîÿêiñíi
38% 62%

Â òàáëèöi 3.3 çîáðàæåíî ðåçóëüòàòè êëàñèöiêàöi¨ çà äîïîìîãîþ ember. Â

òàáëèöi 3.4 âiäñîòêîâå âiäíîøåííÿ ðåçóëüòàòiâ êëàñèôiêàöi¨ ìóòîâàíèõ çðàç-

êiâ çà äîïîìîãîþ ìîäåëi ember.
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Òàáëèöÿ 3.3 � Ðåçóëüòàòè êëàñèôiêàöi¨ ember ïiñëÿ áàçîâèõ ñòàòè÷íèõ ìî-
äèôiêàöié (1- ØÏÇ , 0 - äîáðîÿêiñíèé)

1 2 3 4 5 6 7 8 9 10
Ember 0 0 0 0 0 0 0 0 0 0

11 12 13 14 15 16 17 18 19 20
Ember 0 0 0 1 0 0 0 0 0 0

21 22 23 24 25 26 27 28 29 30
Ember 0 0 0 0 0 0 0 0 0 0

31 32 33 34 35 36 37 38 39 40
Ember 0 0 0 0 0 1 0 0 0 0

41 42 43 44 45 46 47 48 49 50
Ember 0 0 0 0 0 0 0 0 0 0

Òàáëèöÿ 3.4 � Âiäñòîêîâå âiäíîøåííÿ ðåçóëüòàòiâ êëàñèôiêàöi¨ ember

ØÏÇ Äîáðîÿêiñíi
4% 96%

Â òàáëèöi 3.5 çîáðàæåíî ðåçóëüòàòè êëàñèöiêàöi¨ çà äîïîìîãîþ Nonneg_malconv

. Â òàáëèöi 3.6 âiäñîòêîâå âiäíîøåííÿ ðåçóëüòàòiâ êëàñèôiêàöi¨ ìóòîâàíèõ

çðàçêiâ çà äîïîìîãîþ ìîäåëi ember.

Òàáëèöÿ 3.5 � Ðåçóëüòàòè êëàñèôiêàöi¨ Nonneg_malconv ïiñëÿ áàçîâèõ ñòà-
òè÷íèõ ìîäèôiêàöié (1- ØÏÇ , 0 - äîáðîÿêiñíèé)

1 2 3 4 5 6 7 8 9 10
Nonneg_malconv 0 0 0 0 0 0 0 0 0 0

11 12 13 14 15 16 17 18 19 20
Nonneg_malconv 0 0 0 0 0 0 0 0 0 0

21 22 23 24 25 26 27 28 29 30
Nonneg_malconv 0 0 0 0 0 0 0 0 0 0

31 32 33 34 35 36 37 38 39 40
Nonneg_malconv 0 0 0 0 0 1 0 0 0 0

41 42 43 44 45 46 47 48 49 50
Nonneg_malconv 0 0 0 0 0 0 0 0 0 0
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Òàáëèöÿ 3.6 � Âiäñòîêîâå âiäíîøåííÿ ðåçóëüòàòiâ êëàñèôiêàöi¨
Nonneg_malconv

ØÏÇ Äîáðîÿêiñíi
2% 98%

3.2 Ïåðåòâîðåííÿ íà îñíîâi îáôóñêàòîðà

Îáôóñêàöiÿ ïðîâîäèòüñÿ ó äâà åòàïè. Ñïî÷àòêó íàä ïî÷àòêîâèì êîäîì

çà äîïîìîãîþ tigress. Íèæ÷å íàâåäåíî ïðèêëàä F1 - íàçâà îáôóñêîâàíîãî

ôàéëó, F1,F2 ôóíêöi¨¨ íàä ÿêèìè âèêîíóâàëèñü ïåðåòâîðåííÿ, òàêi ÿê øèô-

ðóâàííÿ çìiííèõ, âiðòóàëiçàöiÿ òà ïåðåáóäîâà ôóíêöié

F1=client_obf

FN1=encrypt,is_zero,main,randombytes,to_hex

FN2=A,add,add1305,car25519,Ch,core,crypto_box_curve25519xsalsa20poly1305_tweet,

crypto_box_curve25519xsalsa20poly1305_tweet_afternm,

crypto_box_curve25519xsalsa20poly1305_tweet_beforenm,

crypto_box_curve25519xsalsa20poly1305_tweet_keypair,

crypto_box_curve25519xsalsa20poly1305_tweet_open,

crypto_box_curve25519xsalsa20poly1305_tweet_open_afternm,

crypto_core_hsalsa20_tweet,crypto_core_salsa20_tweet,

crypto_hashblocks_sha512_tweet,crypto_hash_sha512_tweet,

crypto_onetimeauth_poly1305_tweet,crypto_onetimeauth_poly1305_tweet_verify,

crypto_scalarmult_curve25519_tweet,crypto_scalarmult_curve25519_tweet_base,

crypto_secretbox_xsalsa20poly1305_tweet,

crypto_secretbox_xsalsa20poly1305_tweet_open,crypto_sign_ed25519_tweet,

crypto_sign_ed25519_tweet_keypair,crypto_sign_ed25519_tweet_open,

crypto_stream_salsa20_tweet,crypto_stream_salsa20_tweet_xor,

crypto_stream_xsalsa20_tweet,crypto_stream_xsalsa20_tweet_xor,

crypto_verify_16_tweet,crypto_verify_32_tweet,cswap,dl64,inv25519,L32,ld32,M,Maj,

modL,neq25519,pack,pack25519,par25519,pow2523,R,reduce,S,scalarbase,scalarmult,

sel25519,set25519,sigma0,Sigma0,sigma1,Sigma1,st32,ts64,unpack25519,unpackneg,vn,Z
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FN=$FN1,$FN2

tigress −−Transform=EncodeLiterals −−Functions=$FN −−Transform=EncodeArithmetic

−−Functions=$FN −−Transform=Flatten −−Functions=$FN −−Transform=

Virtualize −−Functions=$FN −−Environment=x86_64:Darwin:Clang:5.1 −−out=$F1

−tigress.c $F1.c −o $F1−tigress.bin

Äàëi, ñôîðìóâàâøè îáôóñêîâàíèé ïî÷àòêîâèé êîä, âiäáóâà¹òüñÿ äîäàòêîâà

îáôóñêàöiÿ íà åòàïi ïðîìiæíîãî êîäó.

clang−cl /MT −D__CUDACC__ −

D_ALLOW_COMPILER_AND_STL_VERSION_MISMATCH −mllvm −bcf −

mllvm −bcf_prob=10 −mllvm −bcf_loop=2 −mllvm −sub −mllvm −sub_loop=3 −

mllvm −split_num=9 −mllvm −sobf −mllvm −split −mllvm −aesSeed=

DEADBEEFDEADCODEDEADBEEFDEADCODE client_obf−tigress.c −o

client_obf−tigress.exe

Âàðòî çàçíà÷èòè, ùî ïåðåòâîðèííÿ, ÿêi ïðèçâîäÿòü äî ïðîòèäi¨ êëàñè-

ôiêàòîðàì øêiäëèâîãî çàáåçïå÷åííÿ, íå ïîâèííi øêîäèòè ðîáîòi ñàìî¨ ïðî-

ãðàìè, ñïîâiëüíþâàòè ¨¨ ðîáîòó, òà çàíàäòî ñèëüíî çáiëüøóâàòè ó ðîçìiði

(ðåêîìåíäîâàíèé ðîçìið ØÏÇ äî 5ÌÁ).

Òîìó áóëî âèáðàíî íàéîïòèìàëüíiøi çíà÷åííÿ ïàðàìåòðiâ ollvm.

1 -mllvm -bcf -mllvm -bcf_prob=10 -mllvm -bcf_loop=2

2 -mllvm -sub -mllvm -sub_loop=3

3 -mllvm -�a -mllvm -split_num=9

4 -mllvm -sobf -mllvm -split

Äëÿ òîãî ùîá êîæíèé ðàç ãåíåðóâàòè ðiçíi ïåðåòâîðåííÿ, âèêîðèñòîâó-

âàâñÿ òàêîæ ïàðàìåòð -aesSeed=
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Äëÿ ïðîâåäåííÿ äàíîãî åêñïåðèìåíòó áóëî âiäiáðàíî, çðàçêè ùî ìàëè

âèõiäíi êîäè íà ðåñóðñi https://github.com/vxunderground/MalwareSourceCode.

Çàóâàæèìî, ùî äåÿêi ç íèõ íå êëàñèôiêóâàëèñü ÿê ØÏÇ ùå äî ïî÷àòêó ïðî-

âåäåíèõ ïåðåòâîðåíü(Òàáëèöÿ 3.7).

Òàáëèöÿ 3.7 � Ðåçóëüòàòè êëàñèôiêàöi¨ äî ïðîâåäåííÿ ïåðåòâîðåíü íà îñíîâi
îáôóñêàöi¨ (1- ØÏÇ , 0 - äîáðîÿêiñíèé)

1 2 3 4 5 6 7 8 9 10
Nonneg_malconv 1 1 1 1 1 1 1 1 1 1

1 2 3 4 5 6 7 8 9 10
Ember 0 1 0 1 1 0 1 1 1 0

1 2 3 4 5 6 7 8 9 10
Malconv 0 1 1 1 1 0 1 1 0 1

Ðåçóëüòàòè êëàñèôiêàöi¨ ïiñëÿ ïðîâåäåííÿ ïåðåòâîðåíü íà îñíîâi îáôóñ-

êàöi¨ çîáðàæåíi íà òàáëèöi 3.8

Òàáëèöÿ 3.8 � Ðåçóëüòàòè êëàñèôiêàöi¨ ïiñëÿ ïðîâåäåííÿ ïåðåòâîðåíü íà îñ-
íîâi îáôóñêàöi¨ (1- ØÏÇ , 0 - äîáðîÿêiñíèé)

1 2 3 4 5 6 7 8 9 10
Nonneg_malconv 0 0 1 1 0 0 1 0 0 0

1 2 3 4 5 6 7 8 9 10
Ember 0 0 0 1 0 0 1 0 0 0

1 2 3 4 5 6 7 8 9 10
Malconv 0 1 0 0 0 0 1 0 0 1

Íà òàáëèöi 3.9 áà÷èìî âiäñîòîê çðàçêiâ, êëàñèôiêîâàíèõ ÿê ëåãiòèìíå

ïðîãðàìíå çàáåçïó÷åííÿ äî òà ïiñëÿ ïåðåòâîðåíü. Îäíî÷àñíî âèêîíàâøè ïå-

ðåòâîðåííÿ íàä âèêîíóâàëüíèì ôàéëîì òà îáôóñêàöiþ íàä ïî÷àòêîâèì i

ïðîìiæíèì êîäîì, âäà¹òüñÿ ïîâíiñòþ ïðîòèäiÿòè âèêîðèñòàíèì êëàñèôiêà-

òîðàì.
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Òàáëèöÿ 3.9 � Âiäñîòîê çðàçêiâ, êëàñèôiêîâàíèõ ÿê ëåãiòèìíå ïðîãðàìíå
çàáåçïó÷åííÿ äî òà ïiñëÿ ïåðåòâîðåíü

Nonneg_malconv Ember Malconv
Äî 40 % 50 % 30 %
Ïiñëÿ 70 % 80 % 80 %
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ÂÈÑÍÎÂÊÈ Ç ÐÎÇÄIËÓ 3

Â äàíîìó ðîçäiëi ïðîâåäåíî åêñïåðåìåíòàëüíi äîñëiäæåííÿ òà âèçíà÷å-

íî, ùî çà äîïîìîãîþ ìóòàöié äâiéêîâîãî ôàéëó ìîæíà çáiëüøèòè åôåêòèâ-

íiñòü ïðîòèäi¨ äî 62%-98%, òà âèêîðèñòîâóþ÷è ïåðåòâîðåííÿ ïî÷àòêîâîãî òà

ïðîìiæíîãî êîäó çà äîïîìîãîþ îáôóñêàòîðà, çáiëüøèòè åôåêòèâíiñòü ïðî-

òèäi¨ âiä 30-40% äî 70-80%. Îòðèìàíi ðåçóëüòàòè ìîæóòü áóòè âèêîðèñòàíi

äëÿ ïðîòèäi¨ iñíóþ÷èì ñèñòåìàì àíòèâiðóñíîãî çàõèñòó, ñèñòåì âèÿâëåííÿ

âòîðãíåíÿ, òà â ÿêîñòi îñíîâè äëÿ ïîäàëüøèõ äîñëiäæåíü ìåòîäiâ ïðîòèäi¨

êëàñèôiêàòîðàì øêiäëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ òà ñèñòåì çàõèñòó íà

îñíîâi ìàøèííîãî íàâ÷àííÿ. Çàïðîïîíîâàíi ìîäåëi òà ìåòîäè äîçâîëÿþòü

âèÿâèòè ñëàáêi ìiñöÿ êëàñèôiêàòîðiâ íà îñíîâi ìàøèííîãî íàâ÷àííÿ, òà ïî-

êàçó¹, ùî äîñëiäæåííi ìåòîäè íå ìîæóòü çàñòîñîâóâàòèñü ñàìi ïî ñîái, à ïî-

âèííi êîìáiíóâàòèñü ç iíøèìè ìåòîäàìè âèÿâëåííÿ, òàêèìè ÿê ïîâåäiíêîâèé

òà åâðèñòè÷íèé ìåòîäè.



69

ÂÈÑÍÎÂÊÈ

Â ïåðøîìó ðîçäiëi âèêîíàíî êðèòè÷íèé îãëÿä iñíóþ÷èõ ìåòîäiâ êëàñè-

ôiêàöi¨ øêiäëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ íà îñíîâi ìàøèííîã íàâ÷àííÿ,

îñîáëèâîñòåé âèäiëåííÿ àòðèáóòiâ. Ïðîâåäåíèé àíàëiç äîçâîëÿ¹ ñôîðìîëþ-

âàòè àêòóàëüíó òåìó äîñëiäæåííÿ, ñòâîðåííÿ ìåòîäiâ ïðîòèäi¨ êëàñèôiêàöi¨

ØÏÇ íà îñíîâi ìàøèííîã íàâ÷àííÿ. Â äðóãîìó ðîçäiëi çàïðîïîíîâàíî ìîäåëi

ïðîòèäi¨ êëàñèôiêàòîðàì ØÏÇ íà îñíîâi ìàøèííîãî íàâ÷àííÿ. Âèäiëåíî îñ-

íîâíi ñïîñîáè ïåðåòâîðåííÿ âèêîíóâàëüíîãî ôàéëó íà âñiõ ðiâíÿõ ç ìåòîþ

çìiíè àòðèáóòiâ, ùî âèáèðàþòüñÿ äëÿ êëàñèôiêàöi¨. Çàïðîïîíîâàíi ìîäåëi

ïðîòèäi¨ êëàñèôiêàòîðàì íà îñíîâi àëãîðèòìiâ îáôóñêàöi¨, ïðîàíàëiçîâàíî

âïëèâ àëãîðèòìiâ íà àòèáóòè ØÏÇ, ùî âèêîðèñòîâóþòüñÿ äëÿ êëàñèôiêàöi¨.

Â òðåòüîìó ðîçäiëi ïðîâåäåíî åêñïåðåìåíòàëüíi äîñëiäæåííÿ òà âèçíà÷åíî,

ùî çà äîïîìîãîþ ìóòàöié äâiéêîâîãî ôàéëó ìîæíà çáiëüøèòè åôåêòèâíiñòü

ïðîòèäi¨ äî 62%-98%, òà âèêîðèñòîâóþ÷è ïåðåòâîðåííÿ ïî÷àòêîâîãî òà ïðî-

ìiæíîãî êîäó çà äîïîìîãîþ îáôóñêàòîðà, çáiëüøèòè åôåêòèâíiñòü ïðîòèäi¨

âiä 30-40% äî 70-80%. Îòðèìàíi ðåçóëüòàòè ìîæóòü áóòè âèêîðèñòàíi äëÿ

ïðîòèäi¨ iñíóþ÷èì ñèñòåìàì àíòèâiðóñíîãî çàõèñòó, ñèñòåì âèÿâëåííÿ âòîðã-

íåíÿ, òà â ÿêîñòi îñíîâè äëÿ ïîäàëüøèõ äîñëiäæåíü ìåòîäiâ ïðîòèäi¨ êëàñè-

ôiêàòîðàì øêiäëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ òà ñèñòåì çàõèñòó íà îñíîâi

ìàøèííîãî íàâ÷àííÿ. Çàïðîïîíîâàíi ìîäåëi òà ìåòîäè äîçâîëÿþòü âèÿâèòè

ñëàáêi ìiñöÿ êëàñèôiêàòîðiâ íà îñíîâi ìàøèííîãî íàâ÷àííÿ, òà ïîêàçó¹, ùî

äîñëiäæåííi ìåòîäè íå ìîæóòü çàñòîñîâóâàòèñü ñàìi ïî ñîái, à ïîâèííi êîì-

áiíóâàòèñü ç iíøèìè ìåòîäàìè âèÿâëåííÿ, òàêèìè ÿê ïîâåäiíêîâèé òà åâðè-

ñòè÷íèé ìåòîäè. Çàïðîïîíîâàíî ïðîãðàìíó ìîäåëü ïðîòèäi¨ êëàñèôiêàòîðàì
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øêiäëèâîãî ïðîãðàìíîãî çàáåçïå÷åííÿ íà îñíîâi ìàøèííîãî íàâ÷àííÿ. Ìîæ-

ëèâiòü âèêîðèñòàííÿ äàíî¨ ìîäåëi äëÿ ïiäâèùåííÿ åôåêòèâíîñòi àíòèâiðóñ-

íîãî çàõèñòó òà ìåòîäiâ íà îñíîâi øòó÷íîãî iíòåëåêòó.
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