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ʄɯʅɯʉʊɽʈʉʊɺʆ ʆʉɺɯʊʀ ɯ ʅɸʋʂʀ ʋʂʈɸɰʅʀ 

ʅɸʎɯʆʅɸʃʔʅʀʁ ʊɽʍʅɯʏʅʀʁ ʋʅɯɺɽʈʉʀʊɽʊ ʋʂʈɸɰʅʀ 

çʂʀɰɺʉʔʂʀʁ ʇʆʃɯʊɽʍʅɯʏʅʀʁ ɯʅʉʊʀʊʋʊ 

ʽʤʝʥʽ ɯɻʆʈʗ ʉɯʂʆʈʉʔʂʆɻʆè 

 

  

 

 

ʉ. ʆ. ʂʨʘʚʯʫʢ  

    

 ʇʈʆʊʀɼɯʗ 

ʍɸʂɽʈʉʔʂʀʄ ɸʊɸʂɸʄ ɺ 

ʄʆɹɯʃʔʅʀʍ 

ɯʅʌʆʂʆʄʋʅɯʂɸʎɯʗʍ 
 

ʅʘʚʯʘʣʴʥʠʡ ʧʦʩʽʙʥʠʢ 

 

ʈʝʢʦʤʝʥʜʦʚʘʥʦ ʄʝʪʦʜʠʯʥʦʶ ʨʘʜʦʶ ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ  
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ʈʝʮʝʥʟʝʥʪ: ʉʢʫʣʠʰ ʄ.ɸ., ʜʦʢʪ. ʪʝʭʥ. ʥʘʫʢ, ʩ.ʥ.ʩ., ʂʇɯ ʽʤ. ɯ. 

ʉʽʢʦʨʩʴʢʦʛʦ  

 

ɺʽʜʧʦʚʽʜʘʣʴʥʠʡ  

ʨʝʜʘʢʪʦʨ ʂʨʘʚʯʫʢ ʉ.ʆ., ʜʦʢʪ. ʪʝʭʥ. ʥʘʫʢ, ʧʨʦʬʝʩʦʨ 

 

 

ɻʨʠʬ ʥʘʜʘʥʦ ʄʝʪʦʜʠʯʥʦʶ ʨʘʜʦʶ ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ  

(ʧʨʦʪʦʢʦʣ ˉ 3 ʚʽʜ 09.01.2025 ʨ.)  

ʟʘ ʧʦʜʘʥʥʷʤ ɺʯʝʥʦʾ ʨʘʜʠ ʥʘʚʯʘʣʴʥʦ-ʥʘʫʢʦʚʦʛʦ ʽʥʩʪʠʪʫʪʫ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ 

(ʧʨʦʪʦʢʦʣ ˉ 7 ʚʽʜ 29.08.2024 ʨ.) 

 

 

ʅʘʚʯʘʣʴʥʠʡ ʧʦʩʽʙʥʠʢ ʧʦʢʣʠʢʘʥʠʡ ʥʘʜʘʪʠ ʟʥʘʥʥʷ ʟ ʧʨʦʪʠʜʽʾ ʭʘʢʝʨʩʴʢʠʤ 

ʘʪʘʢʘʤ, ʦʩʦʙʣʠʚʦ ʜʣʷ ʾʭ ʧʦʧʝʨʝʜʞʝʥʥʷ ʪʘ ʟʘʧʦʙʽʛʘʥʥʷ. ʎʝ ʚʠʤʘʛʘʻ ʚʩʝʙʽʯʥʦʾ 

ʧʽʜʛʦʪʦʚʢʠ ʩʧʝʮʽʘʣʽʩʪʽʚ ʟ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʚʽʜ ʨʽʚʥʷ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ 

ʜʦ ʘʥʘʣʽʟʫ ʥʝʦʜʥʦʨʽʜʥʠʭ ʤʝʨʝʞ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ, ʷʢʽ ʙʘʟʫʶʪʴʩʷ ʥʘ ʨʽʟʥʠʭ 

ʘʨʭʽʪʝʢʪʫʨʘʭ ʽ ʪʝʭʥʦʣʦʛʽʷʭ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟôʻʜʥʘʥʴ ʪʘ ʥʘʜʘʥʥʷ ʧʦʩʣʫʛ. ʑʦʙ 

ʧʨʦʪʠʩʪʦʷʪʠ ʩʫʯʘʩʥʠʤ ʯʦʨʥʠʤ ʭʘʢʝʨʘʤ ʧʦʪʨʽʙʥʦ ʚʦʣʦʜʽʪʠ ʟʥʘʥʥʷʤʠ ʟ ʙʝʟʧʝʢʠ 

ʥʝ ʪʽʣʴʢʠ ʪʨʘʜʠʮʽʡʥʠʭ ʤʝʨʝʞʥʠʭ ʪʝʭʥʦʣʦʛʽʡ, ʘ ʡ ʤʝʨʝʞ ʦʧʝʨʘʪʦʨʽʚ ʤʦʙʽʣʴʥʠʭ 

ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ, ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ ʪʘ ɯʦʊ, ʩʫʧʫʪʥʠʢʦʚʠʭ ʩʠʩʪʝʤ ʪʘ ʽʥ. 

ʇʦʩʽʙʥʠʢ ʩʪʨʫʢʪʫʨʥʦ ʤʘʻ ʚʽʩʽʤʥʘʜʮʷʪʴ ʨʦʟʜʽʣʽʚ. ʅʘʚʯʘʣʴʥʠʡ ʧʦʩʽʙʥʠʢ 

ʧʨʠʟʥʘʯʝʥʦ ʜʣʷ ʟʜʦʙʫʚʘʯʽʚ ʩʪʫʧʝʥʷ ʤʘʛʽʩʪʨʘ ʟʘ ʩʧʝʮʽʘʣʴʥʽʩʪʶ 172 çɽʣʝʢʪʨʦʥʥʽ 

ʢʦʤʫʥʽʢʘʮʽʾ ʪʘ ʨʘʜʽʦʪʝʭʥʽʢʘè, ʙʫʜʝ ʪʘʢʦʞ ʢʦʨʠʩʥʠʤ ʜʣʷ ʘʩʧʽʨʘʥʪʽʚ, ʥʘʫʢʦʚʠʭ ʪʘ 

ʽʥʞʝʥʝʨʥʦ-ʪʝʭʥʽʯʥʠʭ ʧʨʘʮʽʚʥʠʢʽʚ ʟʘ ʥʘʧʨʷʤʦʤ ʙʝʟʧʝʢʘ ʽʥʬʦʨʤʘʮʽʡʥʦ-

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʪʘ ʪʝʭʥʦʣʦʛʽʡ. 

 

ʇʨʦʪʠʜʽʷ ʭʘʢʝʨʩʴʢʠʤ ʘʪʘʢʘʤ ʚ ʤʦʙʽʣʴʥʠʭ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʷʭ [ɽʣʝʢʪʨʦʥʥʠʡ 

ʨʝʩʫʨʩ]: ʥʘʚʯʘʣʴʥʠʡ ʧʦʩʽʙʥʠʢ ʜʣʷ ʩʪʫʜ. ʩʧʝʮʽʘʣʴʥʦʩʪʽ 172 çɽʣʝʢʪʨʦʥʥʽ 

ʢʦʤʫʥʽʢʘʮʽʾ ʪʘ ʨʘʜʽʦʪʝʭʥʽʢʘè / ʉ.ʆ. ʂʨʘʚʯʫʢ; ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ. ï 

ɽʣʝʢʪʨʦʥʥʽ ʪʝʢʩʪʦʚʽ ʜʘʥʥʽ (1 ʬʘʡʣ: 13,0 ʄʙʘʡʪ). ï ʂʠʾʚ: ʂʇɯ ʽʤ. ɯʛʦʨʷ 

ʉʽʢʦʨʩʴʢʦʛʦ, 2025. ï 814 ʩ.: ɯʣ. 

 

 
ʆʙʩʷʛ 50,84 ʘʚʪ. ʘʨʢ. 

ʅʘʮʽʦʥʘʣʴʥʠʡ ʪʝʭʥʽʯʥʠʡ ʫʥʽʚʝʨʩʠʪʝʪ ʋʢʨʘʾʥʠ  

çʂʠʾʚʩʴʢʠʡ ʧʦʣʽʪʝʭʥʽʯʥʠʡ ʽʥʩʪʠʪʫʪ ʽʤʝʥʽ ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦè 

ʧʨʦʩʧʝʢʪ ʇʝʨʝʤʦʛʠ, 37, ʤ. ʂʠʾʚ, 03056 

https://kpi.ua 
ʉʚʽʜʦʮʪʚʦ ʧʨʦ ʚʥʝʩʝʥʥʷ ʜʦ ɼʝʨʞʘʚʥʦʛʦ ʨʝʻʩʪʨʫ ʚʠʜʘʚʮʽʚ, ʚʠʛʦʪʦʚʣʶʚʘʯʽʚ  

ʽ ʨʦʟʧʦʚʩʶʜʞʫʚʘʯʽʚ ʚʠʜʘʚʥʠʯʦʾ ʧʨʦʜʫʢʮʽʾ ɼʂ ˉ 5354 ʚʽʜ 25.05.2017 ʨ. 

 

â ʉ. ʆ. ʂʨʘʚʯʫʢ 

â ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ, 2025 

https://kpi.ua/
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ʇɽʈɽɼʄʆɺɸ 

 

 

ɯʟ ʨʦʟʚʠʪʢʦʤ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ, ʪʝʭʥʦʣʦʛʽʡ ʝʣʝʢʪʨʦʥʥʠʭ 

ʢʦʤʫʥʽʢʘʮʽʡ (ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ), ʨʦʙʦʪʦʪʝʭʥʽʢʠ ʪʘ ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ ʟʨʦʩʪʘʻ 

ʩʢʣʘʜʥʽʩʪʴ ʨʝʘʣʽʟʘʮʽʾ (ʷʢ ʚ ʯʘʩʪʠʥʽ ʢʦʜʫ, ʪʘʢ ʽ ʭʘʨʜʫ) ʪʘ ʧʽʜʪʨʠʤʢʠ ʪʘʢʠʭ 

ʪʝʭʥʦʣʦʛʽʡ, ʦʩʦʙʣʠʚʦ ʽʟ ʟʘʙʝʟʧʝʯʝʥʥʷʤ ʾʭ ʙʝʟʧʝʢʠ. ʆʪʦʯʫʶʯʠʡ ʥʘʩ 

ʽʥʬʦʨʤʘʮʽʡʥʦ-ʝʣʝʢʪʨʦʥʥʠʡ ʧʨʦʩʪʽʨ ʩʪʘʻ ʥʘʩʪʽʣʴʢʠ ʩʢʣʘʜʥʠʤ ʽ ʥʝʦʜʥʦʨʽʜʥʠʤ, 

ʱʦ ʧʦʪʨʝʙʫʻ ʜʣʷ ʩʚʦʛʦ ʙʝʟʧʝʢʦʚʦʛʦ ʩʫʧʨʦʚʦʜʫ ʥʝ ʪʽʣʴʢʠ ʢʣʘʩʠʯʥʽ ʢʦʨʧʦʨʘʪʠʚʥʽ 

ʩʭʝʤʠ ʢʽʙʝʨʟʘʭʠʩʪʫ, ʟʘʩʥʦʚʘʥʽ ʥʘ ʪʨʘʜʠʮʽʡʥʠʭ ʧʨʘʚʠʣʘʭ ʽ ʩʪʘʥʜʘʨʪʘʭ, ʘ ʡ 

ʟʘʜʽʷʥʥʷ ʩʧʝʮʽʘʣʴʥʦ ʧʽʜʛʦʪʦʚʣʝʥʠʭ ʩʧʝʮʽʘʣʽʩʪʽʚ-ʽʥʜʠʚʽʜʫʘʣʽʩʪʽʚ (ʾʭ ʥʘʟʠʚʘʶʪʴ 

ʙʽʣʠʤʠ ʭʘʢʝʨʘʤʠ) ʽʟ  ʩʚʦʾʤʠ ʥʝʪʨʠʚʽʘʣʴʥʠʤʠ ʽ ʥʝʩʪʘʥʜʘʨʪʥʠʤʠ ʧʽʜʭʦʜʘʤʠ ʜʦ 

ʚʠʷʚʣʝʥʥʷ ʚʩʽʣʷʢʠʭ ʟʘʛʨʦʟ ʙʝʟʧʝʢʠ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ, ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝʨʝʞ ʪʘ 

ʩʠʩʪʝʤ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ (ʪʦʙʪʦ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ). ʊʠʤ ʙʽʣʴʰ, ʱʦ ʢʽʣʴʢʽʩʪʴ 

ʟʣʦʚʤʠʩʥʠʢʽʚ (ʯʦʨʥʠʭ ʭʘʢʝʨʽʚ), ʷʢʽ ʚʩʽʣʷʢʦ ʥʘʤʘʛʘʶʪʴʩʷ ʚʠʢʦʨʠʩʪʘʪʠ ʙʫʜʴ-ʷʢʽ 

ʚʨʘʟʣʠʚʦʩʪʽ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ ʘʙʦ ʧʨʦʪʦʢʦʣʽʚ ʤʝʨʝʞ, ʥʘʞʘʣʴ ʚʩʝ ʟʙʽʣʴʰʫʻʪʴʩʷ, 

ʘ ʾʭ ʘʪʘʢʠ ʥʝʩʫʪʴ ʥʝʛʘʪʠʚʥʽ ʥʘʩʣʽʜʢʠ ʫ ʚʩʝ ʟʨʦʩʪʘʶʯʦʤʫ ʤʘʩʰʪʘʙʽ. 

ʉʴʦʛʦʜʥʽ ʩʪʨʫʢʪʫʨʘ ʩʫʯʘʩʥʠʭ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ ʤʘʻ ʦʜʥʫ ʚʘʞʣʠʚʫ ʽ 

ʨʦʟʚʠʥʝʥʫ ʩʢʣʘʜʦʚʫ -  ʩʪʽʣʴʥʠʢʦʚ ̔ʩʠʩʪʝʤʠ ʤʦʙʽʣʴʥʦʛʦ (ʨʫʭʦʤʦʛʦ) ʟʚôʷʟʢʫ, ʷʢʽ 

ʧʨʦʡʰʣʠ ʜʦʩʠʪʴ ʜʦʚʛʠʡ ʰʣʷʭ ʨʦʟʚʠʪʢʫ ʚʽʜ ʟʚʠʯʘʡʥʠʭ ʩʪʽʣʴʥʠʢʦʚʠʭ 

ʨʘʜʽʦʩʠʩʪʝʤ ʢʦʨʠʩʪʫʚʘʮʴʢʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʩʫʯʘʩʥʠʭ ʛʝʪʝʨʦʛʝʥʥʠʭ 

ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʟ ʧʽʜʪʨʠʤʢʦʶ ʤʦʙʽʣʴʥʦʩʪʽ - ʤʦʙʽʣʴʥʠʭ 

ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ.  

ʇʝʨʝʭʽʜ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʢʘʥʘʣʽʚ/ʧʨʦʪʦʢʦʣʽʚ ʩʠʛʥʘʣʽʟʘʮʽʾ ʦʧʝʨʘʪʦʨʽʚ 

ʩʪʽʣʴʥʠʢʦʚʦʛʦ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ ʥʘ ʨʦʙʦʪʫ ʧʦʚʝʨʭ ɯʈ-ʤʝʨʝʞʥʦʛʦ ʨʽʚʥʷ 

ʚʽʜʨʘʟʫ ʟʙʽʣʴʰʠʚ ʤʦʞʣʠʚʦʩʪʽ ʭʘʢʝʨʩʴʢʦʛʦ ʧʨʦʥʠʢʥʝʥʥʷ ʚ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ 

ʤʝʨʝʞʽ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʷʢ ʩʪʘʨʠʭ ʧʝʨʝʚʽʨʝʥʠʭ ʚ ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ 

ʤʝʪʦʜʽʚ ʟʣʦʤʫ, ʪʘʢ ʽ ʥʦʚʠʭ ʤʝʪʦʜʽʚ, ʱʦ ʧʦʪʨʝʙʫʶʪʴ ʟʥʘʥʥʷ ʽʟ ʘʨʭʽʪʝʢʪʫʨʠ ʪʘ ʟ  

ʧʨʠʥʮʠʧʽʚ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʤʝʨʝʞ ʤʦʙʽʣʴʥʠʭ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ.  
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ɺʘʞʣʠʚʠʤ ʚʘʞʝʣʝʤ ʧʨʦʪʠʜʽʾ ʭʘʢʝʨʩʴʢʠʤ ʘʪʘʢʘʤ ʩʪʘʻ ʥʘʚʽʪʴ ʥʝ ʩʘʤʝ 

ʚʠʷʚʣʝʥʥʷ ʘʪʘʢʠ (ʢʦʣʠ ʚʞʝ ʩʪʘʻ ʧʽʟʥʦ), ʘ ʾʾ ʧʦʧʝʨʝʜʞʝʥʥʷ ʪʘ ʟʘʧʦʙʽʛʘʥʥʷ. ʇʨʠ 

ʮʴʦʤʫ ʚʘʞʣʠʚʠʤ ʩʪʘʻ ʧʨʠʥʮʠʧ ʧʨʦʪʠʜʽʾ: çʤʠʩʣʠʪʠ ʷʢ ʟʣʦʚʤʠʩʥʠʢè, ʘ ʮʝ 

ʚʠʤʘʛʘʻ ʧʦʪʨʝʙʫ ʫ ʚʩʝʙʽʯʥʽʡ ʧʽʜʛʦʪʦʚʮʽ ʩʧʝʮʽʘʣʽʩʪʽʚ ʟ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ 

ʚʽʜ ʨʽʚʥʷ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ ʜʦ ʘʥʘʣʽʟʫ ʥʝʦʜʥʦʨʽʜʥʠʭ ʤʝʨʝʞ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ, 

ʷʢʽ ʙʘʟʫʶʪʴʩʷ ʥʘ ʨʽʟʥʠʭ ʘʨʭʽʪʝʢʪʫʨʘʭ ʽ ʪʝʭʥʦʣʦʛʽʷʭ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟôʻʜʥʘʥʴ ʪʘ 

ʥʘʜʘʥʥʷ ʧʦʩʣʫʛ. ʑʦʙ ʧʨʦʪʠʩʪʦʷʪʠ ʩʫʯʘʩʥʠʤ ʯʦʨʥʠʤ ʭʘʢʝʨʘʤ (ʾʭ ʱʝ ʧʨʘʚʠʣʴʥʦ 

ʥʘʟʠʚʘʶʪʴ: ʧʦʛʘʥʽ ʭʣʦʧʮʽ) ʧʦʪʨʽʙʥʦ ʚʦʣʦʜʽʪʠ ʟʥʘʥʥʷʤʠ ʟ ʙʝʟʧʝʢʠ ʥʝ ʪʽʣʴʢʠ 

ʪʨʘʜʠʮʽʡʥʠʭ ʤʝʨʝʞʥʠʭ ʪʝʭʥʦʣʦʛʽʡ, ʘ ʡ ʤʝʨʝʞ ʦʧʝʨʘʪʦʨʽʚ ʤʦʙʽʣʴʥʠʭ 

ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ, ʩʝʥʩʦʨʥʠʭ ʤʝʨʝʞ ʪʘ ɯʦʊ, ʩʫʧʫʪʥʠʢʦʚʠʭ ʩʠʩʪʝʤ ʪʘ ʽʥ. 

ʗʢʽ ʟʥʘʥʥʷ ʥʝʦʙʭʽʜʥʦ ʤʘʪʠ ʯʠʪʘʯʫ (ʟʜʦʙʫʚʘʯʫ ʦʩʚʽʪʠ), ʱʦʙ ʧʦʚʥʽʩʪʶ 

ʦʧʘʥʫʚʘʪʠ ʤʘʪʝʨʽʘʣ ʜʘʥʦʛʦ ʥʘʚʯʘʣʴʥʦʛʦ ʧʦʩʽʙʥʠʢʘ? ɺʽʥ ʧʦʚʠʥʝʥ ʤʘʪʠ 

ʧʨʝʜʩʪʘʚʣʝʥʥʷ  ʱʦʜʦ ʧʨʠʥʮʠʧʽʚ ʧʨʠʡʦʤʫ ʽ ʧʝʨʝʜʘʯʽ ʩʠʛʥʘʣʽʚ, ʜʦʙʨʝ ʟʥʘʪʠ 

ʤʝʨʝʞʥʽ ʪʝʭʥʦʣʦʛʽʾ, ʩʠʩʪʝʤʠ ʤʦʙʽʣʴʥʠʭ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ, ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ 

ʤʝʨʝʞʽ, ʦʩʥʦʚʠ ʟʚʠʯʘʡʥʦʛʦ (ʤʦʚʠ ʉ/ʉ++, Java, Python, ʙʘʞʘʥʦ ʦʩʥʦʚʠ 

assembler) ʪʘ ʩʠʩʪʝʤʥʦʛʦ ʧʨʦʛʨʘʤʫʚʘʥʥʷ (ʦʧʝʨʘʮʽʡʥʠʭ ʩʠʩʪʝʤ Windows, Linux, 

Android) ʽ ʚʽʨʪʫʘʣʽʟʘʮʽʾ ʤʝʨʝʞ (ʭʤʘʨʥʽ ʪʝʭʥʦʣʦʛʽʾ). ʄʘʪʠ ʥʘʩʥʘʛʫ ʽ 

ʟʘʮʽʢʘʚʣʝʥʽʩʪʴ (ʷʢ ʜʦʩʣʽʜʥʠʢʘ) ʚ ʜʦʚʛʠʭ ʧʦʰʫʢʘʭ ʢʦʜʦʚʠʭ ʪʘ ʧʨʦʪʦʢʦʣʴʥʠʭ 

ʚʨʘʟʣʠʚʦʩʪʝʡ ʟʘʩʪʦʩʫʥʢʽʚ, ʚʫʟʣʽʚ ʪʘ ʩʠʩʪʝʤ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ. 

ʇʦʩʽʙʥʠʢ ʩʪʨʫʢʪʫʨʥʦ ʤʘʻ 18 ʨʦʟʜʽʣʽʚ. ɺ ʧʝʨʰʦʤʫ ʨʦʟʜʽʣʽ çʍʘʢʝʨ ʪʘ ʡʦʛʦ 

ʜʽʷʣʴʥʽʩʪʴè ʨʦʟʛʣʷʜʘʶʪʴʩʷ: ʧʦʭʦʜʞʝʥʥʷ ʪʝʨʤʽʥʫ ʭʘʢʝʨ (ʤʠ ʨʦʟʙʠʨʘʻʤʦ ʭʪʦ ʪʘʢʽ 

ʛʘʨʥʽ, ʘ ʭʪʦ - ʧʦʛʘʥʽ ʭʣʦʧʮʽ), ʡʦʛʦ ʧʨʦʬʽʣʽ ʪʘ ʤʦʪʠʚʘʮʽʷ (ʭʘʢʪʠʚʽʟʤ), ʨʦʣʴ 

ʝʪʠʯʥʦʛʦ ʭʘʢʝʨʩʪʚʘ, ʚʠʢʦʥʘʥʥʷ ʪʝʩʪʫ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʝʪʠʯʥʠʤ ʭʘʢʝʨʦʤ, 

ʧʦʢʨʦʢʦʚʘ  ʤʝʪʦʜʦʣʦʛʽʷ ʭʘʢʝʨʩʴʢʦʛʦ ʟʣʦʤʫ ʤʝʨʝʞʽ ʪʘ ʡʦʛʦ ʦʩʦʙʣʠʚʦʩʪʽ ʜʣʷ 

ʤʦʙ̔ʣʴʥʦʾ ʤʝʨʝʞʽ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ. ɼʘʥʠʡ ʨʦʟʜʽʣ, ʷʢ ʫʩʽ ʽʥʰʽ, ʟʘʢʽʥʯʫʻʪʴʩʷ 

çʇʠʪʘʥʥʷʤʠ ʜʣʷ ʩʘʤʦʢʦʥʪʨʦʣʶè ʜʣʷ ʧʝʨʝʚʽʨʢʠ ʟʜʦʙʫʪʠʭ ʚ ʥʴʦʤʫ ʟʥʘʥʴ.  

ɼʨʫʛʠʡ ʨʦʟʜʽʣ çɹʘʟʦʚʠʡ ʧʽʜʭʽʜ ʜʦ ʙʝʟʧʝʢʠè ʥʘʜʘʻ ʧʦʷʩʥʝʥʥʷ ʱʦ ʪʘʢʝ 

ʙʝʟʧʝʢʘ ʪʘ ʾʾ ʩʢʣʘʜʦʚʽ, ʥʘʚʦʜʷʪʴʩʷ ʧʨʠʢʣʘʜʠ, ʢʦʣʠ ʩʠʩʪʝʤʘ ʙʝʟʧʝʢʠ ʧʨʘʮʶʻ 

ʥʝʧʨʘʚʠʣʴʥʦ, ʧʨʦʙʣʝʤʠ, ʱʦ ʟʫʩʪʨʽʯʘʶʪʴʩʷ ʚ ʤʝʭʘʥʽʟʤʘʭ ʙʝʟʧʝʢʠ ʽ 
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ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʚ̔ ʜʤʦʚʘ ʤʝʭʘʥʽʟʤʫ ʙʝʟʧʝʢʠ ʥʘ ʧʨʠʢʣʘʜʽ ʧʦʤʠʣʢʠ ʧʝʨʝʧʦʚʥʝʥʥʷ 

ʙʫʬʝʨʘ. 

ɼʣʷ ʩʚʦʻʾ ʨʦʙʦʪʠ ʭʘʢʝʨ ʟʘʚʞʜʠ ʥʘʤʘʛʘʻʪʴʩʷ ʙʫʪʠ ʥʝʧʦʤʽʪʥʠʤ ʽ ʦʜʥʽʻʶ ʟ 

ʦʩʥʦʚʥʠʭ ʫʤʦʚ ʮʴʦʛʦ ï ʻ ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʘʢʩʠʤʘʣʴʥʦ ʤʦʞʣʠʚʦʾ ʘʥʦʥʽʤʥʦʩʪʽ ʚ 

ɯʥʪʝʨʥʝʪʽ. ʊʨʝʪʽʡ ʨʦʟʜʽʣ çɸʥʦʥʽʤʥʽʩʪʴ ʚ ɯʥʪʝʨʥʝʪʽè ʧʨʝʜʩʪʘʚʣʷʻ, ʱʦ ʪʘʢʝ 

ʯʘʩʪʢʦʚʘ (ʧʦʚʥʦʾ ʥʝ ʙʫʚʘʻ) ʘʥʦʥʽʤʥʽʩʪʴ ʚ ɯʥʪʝʨʥʝʪʽ, ʦʧʠʩʫʻ ʧʽʜʭʦʜʠ ʪʘ ʤʝʪʦʜʠ 

ʾʾ ʥʘʡʢʨʘʱʦʾ ʨʝʘʣʽʟʘʮʽʾ: ʘʥʦʥʽʤʥʽ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʠ, ʚʽʨʪʫʘʣʴʥʘ ʧʨʠʚʘʪʥʘ ʤʝʨʝʞʘ 

VPN, ʧʨʦʝʢʪ Tor, ʤʝʨʝʞʽ DarkNet ʪʘ ʽʥ. ʅʘʜʘʶʪʴʩʷ ʨʝʢʦʤʝʥʜʘʮʽʾ ʜʣʷ 

ʜʦʩʷʛʥʝʥʥʷ ʙʽʣʴʰʦʾ ʘʥʦʥʽʤʥʦʩʪʽ ʚ ɯʥʪʝʨʥʝʪʽ. 

ɺ ʯʝʪʚʝʨʪʦʤʫ ʨʦʟʜʽʣʽ çʇʦʰʠʨʝʥʽ ʪʠʧʠ ʤʝʨʝʞʥʠʭ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢè 

ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘʡʧʦʰʠʨʝʥʽʰʽ ʤʝʨʝʞʥʽ ʭʘʢʝʨʩʴʢʽ ʘʪʘʢʠ: ʥʘ ʦʩʥʦʚʽ ʟʣʦʚʤʠʩʥʦʛʦ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʬʽʰʠʥʛʦʚʽ ʘʪʘʢʠ,  ʪʠʧʫ çʣʶʜʠʥʘ ʧʦʩʝʨʝʜʠʥʽè,  

ʚʽʜʤʦʚʘ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ, ʘʪʘʢʠ SQL ʽʥ'ʻʢʮʽʾ, ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ,  

ʢʨʠʧʪʦʜʞʝʢʽʥʛ ʪʘ ʙʘʛʘʪʦ ʽʥ. 

ɼʦ ʧôʷʪʦʛʦ ʨʦʟʜʽʣʫ çʊʠʧʠ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ ʥʘ ʩʠʩʪʝʤʠ ʙʝʟʧʨʦʚʦʜʦʚʦʛʦ 

ʜʦʩʪʫʧʫè ʚʢʣʶʯʝʥʦ ʦʧʠʩ ʟʘʛʨʦʟ ʙʝʟʧʝʮʽ ʪʘ ʘʪʘʢ ʥʘ ʤʝʨʝʞʽ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ: 

ʰʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ, ʥʝʟʘʭʠʱʝʥʽ ʤʝʨʝʞʽ Wi-Fi, SMS-ʘʪʘʢʠ, ʝʢʩʧʣʫʘʪʘʮʽʷ 

Bluetooth, ʩʣʘʙʢʽ ʧʘʨʦʣʽ, ʧʨʦʛʘʣʠʥʠ ʚ ʥʘʩʢʨʽʟʥʦʤʫ ʰʠʬʨʫʚʘʥʥʽ, ʧʨʠʩʪʨʦʾ 

ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ IoT, ʛʦʣʦʩʦʚʽ ʧʦʛʨʦʟʠ. ʊʘʢʦʞ ʥʘʚʝʜʝʥʦ ʭʘʢʝʨʩʴʢʽ ʘʪʘʢʠ ʥʘ 

ʤʝʨʝʞʽ 5G: ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʨʠʟʠʢʠ ʙʝʟʧʝʢʠ ʪʘ ʧʦʨʫʰʝʥʥʷ ʙʝʟʧʝʢʠ 

ʤʝʨʝʞʥʦʛʦ ʥʘʨʽʟʘʥʥʷ (ʩʣʘʡʩʽʥʛ). 

ʇʨʠʥʮʠʧ çʢʨʘʱʝ ʟʘʧʦʙʽʛʪʠ ʘʪʘʮʽ, ʘ ʥʽʞ ʚʽʜʥʦʚʣʶʚʘʪʠ ʧʽʩʣʷ ʥʝʾ ʩʠʩʪʝʤʫè 

ʨʝʘʣʽʟʦʚʘʥʦ ʟʘ ʨʘʭʫʥʦʢ ʧʨʦʚʝʜʝʥʥʷ ʧʦʧʝʨʝʜʥʴʦʛʦ ʤʦʜʝʣʶʚʘʥʥʷ ʤʦʞʣʠʚʠʭ 

ʟʘʛʨʦʟ. ʄʝʪʦʜʠ ʪʘʢʦʛʦ ʤʦʜʝʣʶʚʘʥʥʷ ʨʦʟʢʨʠʪʦ ʚ ʨʦʟʜʽʣʽ ʰʽʩʪʴ çʄʦʜʝʣʶʚʘʥʥʷ 

ʟʘʛʨʦʟ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢè. 

ʈʦʟʛʣʷʜʫ ʦʩʥʦʚ ʙʝʟʧʝʢʠ (ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ) ʥʘʜʘʻʪʴʩʷ ʚ ʨʦʟʜʽʣʽ ʩʽʤ  

çɺʨʘʟʣʠʚʽʩʪʴ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫè. ʎʝ ʦʩʥʦʚʠ ʦʩʥʦʚ ʷʢʽ ʥʝʦʙʭʽʜʥʦ ʟʥʘʪʠ: ʱʦ 

ʪʘʢʝ ʙʝʟʧʝʢʘ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʦʩʥʦʚʥʽ ʧʨʦʙʣʝʤʠ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʱʦʜʦ ʡʦʛʦ ʚʨʘʟʣʠʚʦʩʪʽ, ʰʘʙʣʦʥʠ ʽ ʩʭʝʤʠ ʘʪʘʢ ʥʘ ʧʨʦʛʨʘʤʥʝ 
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ʟʘʙʝʟʧʝʯʝʥʥʷ, ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʪʘ ʩʪʨʫʢʪʫʨʠ ʧʨʦʛʨʘʤʠ, 

ʜʝʢʦʤʧʽʣʷʮʽʷ ʪʘ ʜʠʟʘʩʝʤʙʣʶʚʘʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. 

ʈʦʟʜʽʣ ʚʦʩɹʤʠʡ çʄʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽè ʧʨʠʩʚʷʯʝʥʠʡ ʚʠʚʯʝʥʥʶ ʤʝʪʦʜʽʚ 

ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ ʤʝʨʝʞʽ. ʈʦʟʛʣʷʜʘʶʪʴʩʷ ʧʽʜʭʦʜʠ ʜʦ 

ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ, ʜʫʙʣʶʚʘʥʥʷ ʪʨʘʬʽʢʫ, ʧʝʨʝʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ ʪʘ ʽʥ. 

ʇʨʝʜʩʪʘʚʣʝʥʦ ʧʽʜʭʽʜ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʘʥʘʣʽʟʫ ʥʘ ʦʩʥʦʚʽ ʛʣʠʙʦʢʦʾ ʧʝʨʝʚʽʨʢʠ 

ʧʘʢʝʪʽʚ DPI. ɼʣʷ DPI ʥʘʜʘʥʦ ʡʦʛʦ ʢʣʶʯʦʚʽ ʬʫʥʢʮʽʾ ʚ ʤʝʨʝʞʘʭ ʤʦʙʽʣʴʥʠʭ ʽ 

ʬʽʢʩʦʚʘʥʠʭ ʰʠʨʦʢʦʩʤʫʛʦʚʠʭ ʧʦʩʣʫʛ, ʚʘʨʽʘʥʪʠ ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʠʩʪʝʤʠ 

ʛʣʠʙʦʢʦʛʦ ʘʥʘʣʽʟʫ. 

ɺ ʜʝʚôʷʪʦʤʫ ʨʦʟʜʽʣʽ çʇʨʦʜʫʢʪʠ ʪʘ ʪʝʭʥʦʣʦʛʽʾ ʙʝʟʧʝʢʠ ʚ ʤʝʨʝʞʘʭè 

ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʰʠʨʦʢʠʡ ʧʽʜʙʽʨ ʪʘ ʦʩʦʙʣʠʚʦʩʪʽ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ 

ʧʨʦʜʫʢʪʽʚ/ʟʘʩʪʦʩʫʥʢʽʚ, ʧʨʠʩʪʨʦʾʚ ʪʘ ʪʝʭʥʦʣʦʛʽʡ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ ʚ 

ʤʝʨʝʞʘʭ. ʇʨʝʜʩʪʘʚʣʝʥʦ: ʤʝʨʝʞʥʽ ʪʘ ʧʝʨʩʦʥʘʣʴʥʽ ʙʨʘʥʜʤʘʫʝʨʠ, ʙʨʘʥʜʤʘʫʝʨʠ ʟ 

ʢʦʥʪʨʦʣʝʤ ʩʪʘʥʫ, ʜʝʤʽʣʽʪʘʨʠʟʦʚʘʥʽ ʟʦʥʠ, ʧʨʦʪʦʢʦʣ IPsec, ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ 

ʚʪʦʨʛʥʝʥʴ IDS ʽ ʩʠʩʪʝʤʠ ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʦʨʛʥʝʥʥʷʤ IPS, ʪʝʭʥʦʣʦʛʽʾ 

ʘʚʪʝʥʪʠʬʽʢʘʮʽ,ʾ ʘʚʪʦʨʠʟʘʮʽ ʾʪʘ ʦʙʣʽʢʫ AAA, ʢʦʥʪʨʦʣ ʁʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ NAC. 

ʊʘʢʦʞ ʧʨʝʜʩʪʘʚʣʝʥʦ ʪʘʢ ʟʚʘʥʫ ʪʝʭʥʦʣʦʛʽ ʁʦʙʤʘʥʫ ʭʘʢʝʨʽʚ Deception: ʾʾ ʩʫʪʴ, 

ʩʪʨʫʢʪʫʨʘ, ʘʛʝʥʪʠ, ʧʨʠʡʦʤʠ ʚʠʢʦʥʘʥʥʷ. 

ʈʦʟʜʽʣ ʜʝʩʷʪʠʡ çʇʽʜʭʦʜʠ ʜʦ ʘʙʩʪʨʘʛʫʚʘʥʥʷ ʢʘʥʘʣʫ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʟ ʨʽʟʥʠʭ 

ʪʦʯʦʢ ʟʦʨʫè ʜʫʞʝ ʚʘʞʣʠʚʠʡ ʜʣʷ ʨʦʟʫʤʽʥʥʷ ʧʨʦʮʝʩʫ ʩʪʘʥʦʚʣʝʥʥʷ 

ʢʘʥʘʣʫ/ʟôʻʜʥʘʥʥʷ ʷʢ ʟ ʪʦʯʢʠ ʟʦʨʫ ʜʦʩʣʽʜʥʠʢʘ-ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʢʘ ʨʽʚʥʷ 

ʬʟ̔ʠʯʥʦʾ ʨʝʘʣʽʟʘʮʽʾ (ʬʦʨʤʫʚʘʥʥʷ ʩʠʛʥʘʣʫ, ʩʝʨʝʜʦʚʠʱʝ ʧʝʨʝʜʘʯʽ, ʟʘʪʫʭʘʥʥʷ ʪʘ 

ʽʥ.) ʪʘʢ ʽ ʟ ʪʦʯʢʠ ʟʦʨʫ ʧʨʦʛʨʘʤʽʩʪʘ, ʜʣʷ ʷʢʦʛʦ ʢʘʥʘʣ ʻ ʥʘʙʦʨʦʤ ʧʨʦʪʦʢʦʣʴʥʠʭ 

ʨʽʚʥʽʚ ʘʙʦ ʚʟʘʛʘʣʽ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ.  

ɺ ʦʜʠʥʘʜʮʷʪʦʤʫ ʨʦʟʜʽʣʽ çʉʠʩʪʝʤʥʝ ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʧʨʦʮʝʩʫ ʧʝʨʝʜʘʯʽ 

ʜʘʥʠʭè ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʩʧʦʩʦʙʠ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ/ʧʦʚʽʜʦʤʣʝʥʴ ʽ ʟʚ'ʷʟʦʢ ʤʽʞ 

ʧʨʦʮʝʩʘʤʠ. ʇʨʠ ʮʴʦʤʫ ʚʠʚʯʘʶʪʴʩʷ:  ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʦʢʝʪʽʚ ʜʣʷ ʩʪʚʦʨʝʥʥʷ TCP-

ʟôʻʜʥʘʥʥʷ, ʩʦʢʝʪʠ Windows (Winsock API), ʩʪʚʦʨʝʥʥʷ ʙʘʟʦʚʦʾ ʧʨʦʛʨʘʤʠ 

Winsock, ʨʦʙʦʪʘ ʟ ʽʤʝʥʦʚʘʥʠʤʠ ʢʘʥʘʣʘʤʠ ʚ Windows, ʚʠʢʦʨʠʩʪʘʥʥʷ 
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ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ, ʚ̔ ʜʜʘʣʝʥʠʡ ʚʠʢʣʠʢ ʧʨʦʮʝʜʫʨʠ RPC ʪʘ ʤʦʜʝʣʴ ʾʾ 

ʧʨʦʛʨʘʤʫʚʘʥʥʷ. 

ɼʦ ʜʚʘʥʘʜʮʷʪʦʛʦ ʨʦʟʜʽʣʫ çʆʩʦʙʣʠʚʦʩʪʽ ʙʝʟʧʝʢʠ ʩʠʩʪʝʤ ʤʦʙʽʣʴʥʦʛʦ 

ʟʚôʷʟʢʫè ʚʚʽʡʰʣʠ  ʦʩʥʦʚʥʽ ʚʠʤʦʛʠ ʙʝʟʧʝʢʠ ʜʦ ʤʦʙʽʣʴʥʦʤʫ ʟʚ'ʷʟʢʫ ʟ ʪʦʯʦʢ ʟʦʨʫ 

ʢʦʨʠʩʪʫʚʘʯʘ, ʧʦʩʪʘʯʘʣʴʥʠʢʘ ʧʦʩʣʫʛ ʽ ʜʝʨʞʘʚʥʠʭ ʦʨʛʘʥʽʚ, ʚʨʘʟʣʠʚʦʩʪʽ ʪʘ 

ʟʘʛʨʦʟʠ ʩʪʽʣʴʥʠʢʦʚʦʾ ʩʠʩʪʝʤʠ, ʪʠʧʦʚʽ ʘʪʘʢʠ ʚ ʤʦʙʽʣʴʥʠʭ ʩʝʨʝʜʦʚʠʱʘʭ, 

ʢʘʪʝʛʦʨʽʾ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʤʦʙʽʣʴʥʠʭ ʤʝʨʝʞ, 

ʩʠʤʚʦʣʴʥʘ ʚʨʘʟʣʠʚʽʩʪʴ, ʚʠʜʠ ʪʝʭʥʦʣʦʛʽʡ ʙʝʟʧʝʢʠ ʜʘʥʠʭ ʚ ʤʦʙʽʣʴʥʠʭ ʩʠʩʪʝʤʘʭ, 

ʧ̔ ʜʭʦʜʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʫ ʩʠʩʪʝʤʘʭ ʙʝʟʧʨʦʚʦʜʦʚʦʛʦ ʟʚôʷʟʢʫ. 

ɺ ʪʨʠʥʘʜʮʷʪʦʤʫ ʨʦʟʜʽʣʽ çʉʫʯʘʩʥʘ ʽʥʬʨʘʩʪʨʫʢʪʫʨʘ ʩʠʛʥʘʣʽʟʘʮʽʾ ʚ 

ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʷʭè ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʧʠʪʘʥʥʷ: ʟ ʯʠʤ ʧʦʚôʷʟʘʥʘ ʧʦʷʚʘ 

ʩʠʛʥʘʣʽʟʘʮʽʾ, ʾʾ ʚʠʢʦʨʠʩʪʘʥʥʷ ʜʣʷ ʫʧʨʘʚʣʽʥʥʷ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷʤ ʨʽʟʥʠʭ ʚʠʜʽʚ 

ʩʠʩʪʝʤ ʤʦʙʽʣʴʥʠʭ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ, ʧʦʯʠʥʘʶʯʠ ʟʽ ʩʪʘʨʠʭ ʩʠʩʪʝʤ ʪʝʣʝʬʦʥʽʾ. 

ʅʘʜʘʶʪʴʩʷ ʥʘʩʪʫʧʥʽ ʪʝʤʠ: ʧʨʦʛʨʘʤʥʠʡ ʢʦʤʫʪʘʪʦʨ Softswitch ʪʘ ʡʦʛʦ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʚ ʘʨʭʽʪʝʢʪʫʨʽ ʤʝʨʝʞʽ ʤʦʙʽʣʴʥʠʭ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ UMTS, ʷʢ 

ʩʧʽʚʚʽʜʥʦʩʠʪʴʩʷ ʩʠʛʥʘʣʽʟʘʮʽʷ ʟ ʧʨʦʪʦʢʦʣʘʤʠ ʢʦʤʧôʶʪʝʨʥʦʾ ʤʝʨʝʞʽ, ʧʨʦʪʦʢʦʣʠ 

ʤʝʨʝʞʥʦʛʦ ʟʚ'ʷʟʢʫ ʪʘ ʧʨʦʪʦʢʦʣʠ ʤʝʨʝʞʥʦʛʦ ʤʝʥʝʜʞʤʝʥʪʫ/ʫʧʨʘʚʣʽʥʥʷ, 

ʧʨʦʪʦʢʦʣʠ ʙʝʟʧʝʢʠ ʢʦʤʧôʶʪʝʨʥʦʾ ʤʝʨʝʞʽ, ʟʘʛʘʣʴʥʦ ʢʘʥʘʣʴʥʘ ʩʠʛʥʘʣʽʟʘʮʽʷ ˉ7, 

ʧʨʦʪʦʢʦʣʠ SIGTRAN, Radius ʽ Diameter,  ʥ̔ʪʝʛʨʘʮʽʷ  ʧʨʦʪʦʢʦʣʫ SIP ʟ IP-

ʤʝʨʝʞʘʤʠ, ʩʠʛʥʘʣʽʟʘʮʽʷ HTTP/2 ɺ 5G CNS, ʩʝʨʚʽʩʥʦ-ʦʨʽʻʥʪʦʚʘʥʘ ʘʨʭʽʪʝʢʪʫʨʘ 

SOA ʪʘ ʘʨʭʽʪʝʢʪʫʨʘ SBA, ʟʘʩʥʦʚʘʥʘ ʥʘ ʧʦʩʣʫʛʘʭ, ʧʨʦʙʣʝʤʠ, ʟ ʷʢʠʤʠ ʩʪʠʢʘʻʪʴʩʷ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʘ ʩʠʛʥʘʣʽʟʘʮʽʾ 5G SBA,  ʤʦʜʝʣʽ ʤʝʨʝʞ ʩʠʛʥʘʣʽʟʘʮʽʾ 5G, ʢʨʠʪʠʯʥʘ 

ʨʦʣʴ ʬʫʥʢʮʽʾ ʤʝʨʝʞʥʦʛʦ ʩʭʦʚʠʱʘ NRF ʚ 5G ʪʘ ʽʥ. 

ʈʦʟʜʽʣ ʯʦʪʠʨʥʘʜʮʷʪʠʡ çɺʨʘʟʣʠʚʦʩʪʽ ʩʠʛʥʘʣʽʟʘʮʽʾ ʤʝʨʝʞ ʤʦʙʽʣʴʥʠʭ 

ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡè ʧʦʚʥʽʩʪʶ ʧʨʠʩʚʷʯʝʥʠʡ ʦʧʠʩʫ ʘʪʘʢ ʪʘ ʚʨʘʟʣʠʚʦʩʪʝʡ 

ʩʠʛʥʘʣʽʟʘʮʽʾ ʤʝʨʝʞ ʤʦʙʽʣʴʥʠʭ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ. ʊʫʪ ʧʨʝʜʩʪʘʚʣʷʶʪʴʩʷ ʥʘʩʪʫʧʥʽ 

ʘʪʘʢʠ ʯʝʨʝʟ ʩʠʛʥʘʣʽʟʘʮʽʶ SS7:  ʨʦʟʢʨʠʪʪʷ ʢʦʥʬʽʜʝʥʮʽʡʥʠʭ ʽʜʝʥʪʠʬʽʢʘʪʦʨʽʚ 

ʤʦʙʽʣʴʥʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ, ʨʦʟʢʨʠʪʪʷ ʤʽʩʮʷ ʨʦʟʪʘʰʫʚʘʥʥʷ ʤʦʙʽʣʴʥʦʛʦ 

ʢʦʨʠʩʪʫʚʘʯʘ, ʧʝʨʝʭʦʧʣʝʥʥʷ ʚʭʽʜʥʠʭ SMS-ʧʦʚʽʜʦʤʣʝʥʴ, ʟʤʽʥʘ ʧʨʦʬʽʣʶ 

ʢʦʨʠʩʪʫʚʘʯʘ ʚ VLR, ʧʝʨʝʥʘʧʨʘʚʣʝʥʥʷ ʚʭʽʜʥʠʭ ʚʠʢʣʠʢʽʚ ʪʘ ʽʥ. ʊʘʢʦʞ 
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ʧʨʝʜʩʪʘʚʣʝʥʽ ʘʪʘʢʠ ʯʝʨʝʟ Diameter. ʆʢʨʝʤʦ ʧʨʠʚʦʜʷʪʴʩʷ ʟʘʛʨʦʟʠ ʙʝʟʧʝʢʠ ʪʘ 

ʘʪʘʢʠ ʜʣʷ ʙʘʟʦʚʦ ʾʤʝʨʝʞʽ 5G. 

ɺ ʧôʷʪʥʘʜʮʷʪʦʤʫ ʨʦʟʜʽʣʽ çɺʨʘʟʣʠʚʦʩʪʽ ʩʫʧʫʪʥʠʢʦʚʦʛʦ ʟʚôʷʟʢʫè 

ʧʨʝʜʩʪʘʚʣʝʥʽ ʨʽʟʥʽ ʚʠʜʠ ʟʘʛʨʦʟ (ʨʝʟʝʨʚʫʚʘʥʥʷ, ʝʣʝʢʪʨʦʥʥʘ ʘʪʘʢʘ, ʟʘʚʘʜʠ 

ʚʠʩʭʽʜʥʦ ʾʣʽʥʽʾ ʟʚ'ʷʟʢʫ ʟʘʚʘʜʠ ʥʠʟʭʽʜʥʦ ʾʣʽʥʽʾ ʟʚ'ʷʟʢʫ, ʩʧʫʬʽʥʛ) ʪʘ ʘʪʘʢ (ʚʽʜʤʦʚʘ 

ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ, ʜʘʥʽ ʢʦʨʠʩʪʫʚʘʯʘ, ʛʣʫʰʽʥʥʷ, ʧʽʜʩʣʫʭʦʚʫʚʘʥʥʷ, ʢʦʥʪʨʦʣʴ ʥʘʜ 

ʩʫʧʫʪʥʠʢʦʤ, ʟʙʽʡ ʫ ʩʠʩʪʝӢʤ̔ ʛʣʦʙʘӢʣʴʥʦʛʦ ʧʦʟʠʮʽʶʚʘӢʥʥʷ GPS, ʘʩʠʤʝʪʨʠʯʥʽ ʘʪʘʢʠ 

ʪʘ ʽʥ.) ʩʫʧʫʪʥʠʢʦʚʦʾ ʤʝʨʝʞʽ. 

ʐʽʩʪʥʘʜʮʷʪʠʡ ʨʦʟʜʽʣ çɺʨʘʟʣʠʚʦʩʪʽ ʪʝʭʥʦʣʦʛʽʡ ʭʤʘʨʥʠʭ ʦʙʯʠʩʣʝʥʴè 

ʧʨʠʩʚʷʯʝʥʦ ʨʦʟʛʣʷʜʫ ʢʣʶʯʦʚʠʭ ʩʪʨʘʪʝʛʽʡ ʟʘʧʦʙʽʛʘʥʥʷ ʪʘ ʟʘʭʠʩʪʫ ʚʽʜ ʭʤʘʨʥʠʭ 

ʘʪʘʢ, ʦʩʦʙʣʠʚʦʩʪʝʡ ʪʝʩʪʫʚʘʥʥʷ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʭʤʘʨʥʦʛʦ ʩʝʨʚʽʩʫ, ʧʠʪʘʥ ɹ

ʘʥʦʥʽʤʥʦʩʪʽ ʧʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ ʩʝʨʚʽʩʽʚ ʭʤʘʨʥʠʭ ʦʙʯʠʩʣʝʥʴ. 

ɺ ʩʽʤʥʘʜʮʷʪʦʤʫ ʨʦʟʜʽʣʽ çʆʩʦʙʣʠʚʦʩʪʽ ʧʨʦʚʝʜʝʥʥʷ ʪʝʩʪʫ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʚ 

ʩʠʩʪʝʤʫ ʽʥʝʪʝʨʥʝʪ-ʨʝʯʝʡè ʦʧʠʩʫʻʪʴʩʷ ʧʨʦʚʝʜʝʥʥʷ ʪʝʩʪʫ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʜʦ 

IoT, ʟʦʢʨʝʤʘ, ʢʘʨʪʦʛʨʘʬʫʚʘʥʥʷ ʧʦʚʝʨʭʥʽ ʘʪʘʢʠ, ʽʤʽʪʘʮʽʷ ʟʣʦʚʤʠʩʥʠʢʘ, ʦʮʽʥʢʘ 

ʚʙʫʜʦʚʘʥʠʭ ʧʨʠʩʪʨʦʾʚ ʪʘ ʤʦʞʣʠʚʦʩʪʝʡ ʨʘʜʽʦʟʚ'ʷʟʢʫ ʪʘ ʽʥ. 

ɿʘʢʣʶʯʥʠʡ ʚʽʩʽʤʥʘʜʮʷʪʠʡ ʨʦʟʜʽʣ çʇʨʠʢʣʘʜʠ ʧʨʦʚʝʜʝʥʥʷ ʚʽʜʦʤʠʭ ʘʪʘʢè 

ʦʧʠʩʫʻ ʤʝʪʦʜ ʨʝʘʣʽʟʘʮʽʾ ʜʦʙʨʝ ʚʽʜʦʤʠʭ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ: ʦʙʭʽʜ ʢʦʥʪʨʦʣ ʁ

ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ ʢʦʨʠʩʪʫʚʘʯʽʚ UAC ʫ Windows,  DoS-ʘʪʘʢʘ ʚʽʜʤʦʚʠ ʚ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ, ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ (Buffer overflows). 

ʇʦʪʨʽʙʥʦ ʟʘʫʚʘʞʠʪʠ, ʱʦ ʚ ʧʦʩʽʙʥʠʢʫ, ʥʘʞʘʣʴ, ʥʝʤʘʻ ʨʦʟʜʽʣʫ, ʧʨʠʩʚʷʯʝʥʦʤʫ 

ʦʜʥʽʡ ʟ ʚʘʞʣʠʚʠʭ ʩʢʣʘʜʦʚʠʭ  ʟʘʭʠʩʪʫ ʚʽʜ ʘʪʘʢ ï ʮʝ ʢʨʠʧʪʦʛʨʘʬʽʾ (ʰʠʬʨʫʚʘʥʥʶ). 

ʅʘʜʘʪʠ ʪʽʣʴʢʠ ʟʘʛʘʣʴʥʽ ʧʦʥʷʪʪʷ  ʧʨʦ ʤʝʪʦʜʠ ʪʘ ʧʽʜʭʦʜʠ ʢʨʠʧʪʦʛʨʘʬʽʾ 

ʥʝʜʦʩʪʘʪʥʴʦ ʜʣʷ ʜʽʷʣʴʥʦʩʪʽ ʭʘʢʝʨʘ, ʘ ʦʙôʻʤ ʥʘʰʦʛʦ ʢʫʨʩʫ ʦʙʤʝʞʝʥʠʡ 

ʚʠʜʽʣʝʥʠʤʠ ʛʦʜʠʥʘʤʠ. ʊʝʤʘ ʢʨʠʧʪʦʛʨʘʬʽʾ ʥʘʩʪʽʣʴʢʠ ʚʘʞʣʠʚʘ, ʱʦ ʷʢʦʤʦʛʘ  

ʧʦʚʥʝ (ʥʘʩʢʽʣʴʢʠ ʮʝ ʤʦʞʣʠʚʦ) ʾʾ ʚʠʢʣʘʜʝʥʥʷ ʧʦʪʨʝʙʫʻ ʦʢʨʝʤʦʾ ʜʠʩʮʠʧʣʽʥʠ. ɼʣʷ 

ʪʠʭ, ʭʪʦ ʚʩʝ ʞ ʭʦʯʝ ʦʧʘʥʫʚʘʪʠ ʰʠʬʨʫʚʘʥʥʷ ʨʝʢʦʤʝʥʜʫʶ ʨʦʙʦʪʫ Konheim A.G. 

Computer security and cryptography, John Wiley & Sons. ï 2007. -542 ʨ., ISBN-

13: 978-0-471-94783-7.  
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ɺ ʦʩʥʦʚʫ ʜʘʥʦʛʦ ʥʘʚʯʘʣʴʥʦʛʦ ʧʦʩʽʙʥʠʢʘ ʧʦʢʣʘʜʝʥʽ ʣʝʢʮʽʡʥ ̔ʤʘʪʝʨʽʘʣʠ, ʷʢʽ 

ʘʚʪʦʨ ʚʠʢʣʘʜʘʻ ʥʘ ʢʘʬʝʜʨʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ ʂʇɯ ʽʤ. ɯʛʦʨʷ ʉʽʢʦʨʩʴʢʦʛʦ. 

ʇʦʩʽʙʥʠʢ ʧʨʠʟʥʘʯʝʥʦ ʜʣʷ ʟʜʦʙʫʚʘʯʽʚ ʩʪʫʧʝʥʷ ʤʘʛʽʩʪʨʘ ʟʘ ʩʧʝʮʽʘʣʴʥʽʩʪʶ 172 

çɽʣʝʢʪʨʦʥʥʽ ʢʦʤʫʥʽʢʘʮʽʾ ʪʘ ʨʘʜʽʦʪʝʭʥʽʢʘè, ʙʫʜʝ ʪʘʢʦʞ ʢʦʨʠʩʥʠʤ ʜʣʷ 

ʘʩʧʽʨʘʥʪʽʚ, ʥʘʫʢʦʚʠʭ ʪʘ ʽʥʞʝʥʝʨʥʦ-ʪʝʭʥʽʯʥʠʭ ʧʨʘʮʽʚʥʠʢʽʚ ʟʘ ʥʘʧʨʷʤʦʤ 

ʢʽʙʝʨʙʝʟʧʝʢʠ, ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ, ʙʝʟʧʝʢʠ ʩʠʩʪʝʤ ʪʘ ʪʝʭʥʦʣʦʛʽʡ 

ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ. 
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ȽȾȴȽȷȴȵ  ȳȸȣȽȾ 

 

 

1. ɁɌɖɑɜ ɞɌ ɕɚɏɚ ɐɱɫɗɨəɱɝɞɨ 

2. ȭɌɓɚɎɔɕ ɛɱɐɡɱɐ ɐɚ ɍɑɓɛɑɖɔ 

3. Ȭəɚəɱɘəɱɝɞɨ Ɏ ȣəɞɑɜəɑɞɱ 

4. Ȼɚɤɔɜɑəɱ ɞɔɛɔ ɘɑɜɑɒəɔɡ ɡɌɖɑɜɝɨɖɔɡ ɌɞɌɖ 

5. Ⱦɔɛɔ ɡɌɖɑɜɝɨɖɔɡ ɌɞɌɖ əɌ ɝɔɝɞɑɘɔ ɍɑɓɛɜɚɎɚɐɚɎɚɏɚ ɐɚɝɞɟɛɟ 

6. ȸɚɐɑɗɪɎɌəəɫ ɓɌɏɜɚɓ ɡɌɖɑɜɝɨɖɔɡ ɌɞɌɖ 

7. ȮɜɌɓɗɔɎɱɝɞɨ ɛɜɚɏɜɌɘəɚɏɚ ɖɚɐɟ 

8. ȸɚəɱɞɚɜɔəɏ ɘɑɜɑɒɱ 

9. Ȼɜɚɐɟɖɞɔ ɞɌ ɞɑɡəɚɗɚɏɱɲ ɍɑɓɛɑɖɔ Ɏ ɘɑɜɑɒɌɡ 

10. Ȼɱɐɡɚɐɔ ɐɚ ɌɍɝɞɜɌɏɟɎɌəəɫ ɖɌəɌɗɟ ɛɑɜɑɐɌɣɱ ɐɌəɔɡ ɓ ɜɱɓəɔɡ 

ɞɚɣɚɖ ɓɚɜɟ 

11. Ƚɔɝɞɑɘəɑ ɛɜɚɏɜɌɘɟɎɌəəɫ ɛɜɚɢɑɝɟ ɛɑɜɑɐɌɣɱ ɐɌəɔɡ 

12. ȺɝɚɍɗɔɎɚɝɞɱ ɍɑɓɛɑɖɔ ɝɔɝɞɑɘ ɘɚɍɱɗɨəɚɏɚ ɓɎõɫɓɖɟ 

13. ȽɟɣɌɝəɌ ɱəɠɜɌɝɞɜɟɖɞɟɜɌ ɝɔɏəɌɗɱɓɌɢɱɲ Ɏ ɑɗɑɖɞɜɚəəɔɡ 

ɖɚɘɟəɱɖɌɢɱɫɡ 

14. ȮɜɌɓɗɔɎɚɝɞɱ ɝɔɏəɌɗɱɓɌɢɱɲ ɘɑɜɑɒ ɘɚɍɱɗɨəɔɡ ɱəɠɚɖɚɘɟəɱɖɌɢɱɕ 

15. ȮɜɌɓɗɔɎɚɝɞɱ ɝɟɛɟɞəɔɖɚɎɚɏɚ ɓɎõɫɓɖɟ 

16. ȮɜɌɓɗɔɎɚɝɞɱ ɞɑɡəɚɗɚɏɱɕ ɡɘɌɜəɔɡ ɚɍɣɔɝɗɑəɨ 

17. ȺɝɚɍɗɔɎɚɝɞɱ ɛɜɚɎɑɐɑəəɫ ɞɑɝɞɟ əɌ ɛɜɚəɔɖəɑəəɫ IoT  

18. ȻɜɔɖɗɌɐɔ ɛɜɚɎɑɐɑəəɫ Ɏɱɐɚɘɔɡ ɌɞɌɖ 
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1. ɁȬȶȱȼ ȾȬ ȵȺȯȺ ȰȣɋȷɈȹȣȽȾɈ 

 

1.1. ȻɚɫɎɌ ɞɑɜɘɱəɟ ɡɌɖɑɜ 

 

ɹʘʛʘʪʦ ʽʟ ʩʴʦʛʦʜʥʽʰʥʽʭ ʥʦʚʠʥ, ʧʦʚôʷʟʘʥʠʭ ʟ ʢʽʙʝʨʙʝʟʧʝʢʦʶ, ʟʦʩʝʨʝʜʞʝʥʦ ʥʘ 

ʟʣʦʚʤʠʩʥʠʢʘʭ ð ʥʘ ʪʦʤʫ, ʱʦ ʚʦʥʠ ʨʦʙʣʷʪʴ, ʽ ʥʘʩʣʽʜʢʘʭ ʾʭʥʽʭ ʜʽʡ. ʋ ʮʴʦʤʫ 

ʢʦʥʪʝʢʩʪʽ ʤʠ ʨʦʟʛʣʷʜʘʻʤʦ ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ ʤʝʪʦʜʽʚ ʽ ʪʝʭʥʦʣʦʛʽʡ, ʷʢʽ 

ʟʣʦʚʤʠʩʥʠʢʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʜʣʷ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʩʠʩʪʝʤʠ. ɸʣʝ ʚʘʞʣʠʚʦ 

ʩʧʦʯʘʪʢʫ ʟʨʦʟʫʤʽʪʠ, ʭʪʦ ʮʽ ʟʣʦʚʤʠʩʥʠʢʠ ʽ ʯʦʤʫ ʚʦʥʠ ʨʦʙʣʷʪʴ ʪʝ, ʱʦ ʚʦʥʠ 

ʨʦʙʣʷʪʴ. 

ʇʽʜ ʯʘʩ ʧʝʨʰʠʭ ʧʦʢʦʣʽʥʴ ʮʠʬʨʦʚʠʭ ʦʙʯʠʩʣʝʥʴ (ʫ 1960-ʭ ʨʦʢʘʭ) ʜʽʟʥʘʪʠʩʷ 

ʧʨʦ ʦʙʯʠʩʣʝʥʥʷ ʙʫʣʦ ʥʝʣʝʛʢʦ. ʋ ʙʘʛʘʪʴʦʭ ʚʠʧʘʜʢʘʭ ʚʘʤ ʜʦʚʦʜʠʣʦʩʷ 

ʩʪʚʦʨʶʚʘʪʠ ʚʣʘʩʥʠʡ ʢʦʤʧôʶʪʝʨ. ɿôʷʚʠʣʘʩʷ ʛʨʫʧʘ ʣʶʜʝʡ, ʷʢʽ ʙʫʣʠ ʧʨʠʩʪʨʘʩʥʦ 

ʟʘʮʽʢʘʚʣʝʥʽ ʚ ʪʦʤʫ, ʱʦʙ ʜʽʟʥʘʪʠʩʷ ʧʨʦ ʢʦʤʧôʶʪʝʨʠ ʚʩʝ, ʱʦ ʤʦʛʣʠ. 

ɺʦʥʠ ʜʽʟʥʘʣʠʩʷ ʧʨʦ ʘʧʘʨʘʪʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʷʢ 

ʧʽʜʢʣʶʯʘʪʠ ʧʨʠʩʪʨʦʾ ʪʘ ʩʧʽʣʢʫʚʘʪʠʩʷ. ɰʭʥʽ ʯʘʩʪʦ ʥʝʪʦʯʥʽ ʤʝʪʦʜʠ ʩʪʚʦʨʝʥʥʷ ʪʘ 

ʜʦʩʪʫʧʫ ʜʦ ʧʨʠʩʪʨʦʾʚ ʧʨʠʥʝʩʣʠ ʾʤ ʧʨʽʟʚʠʩʴʢʦ ʭʘʢʝʨʽʚ hacker . ʇʝʨʰʝ 

ʧʦʢʦʣʽʥʥʷ ʭʘʢʝʨʽʚ ʙʫʣʠ ʣʶʜʴʤʠ, ʷʢʠʭ ʩʴʦʛʦʜʥʽ ʥʘʟʠʚʘʶʪʴ çgeeksè, ʘʙʦ 

ʝʥʪʫʟʽʘʩʪʘʤʠ ʪʝʭʥʦʣʦʛʽʡ. ʎʽ ʧʝʨʰʽ ʭʘʢʝʨʠ ʩʪʚʦʨʠʣʠ ʦʩʥʦʚʫ ʜʣʷ ʪʘʢʠʭ 

ʪʝʭʥʦʣʦʛʽʡ, ʷʢ ʄʝʨʝʞʘ ʘʛʝʥʪʩʪʚ ʧʝʨʝʜʦʚʠʭ ʜʦʩʣʽʜʥʠʮʴʢʠʭ ʧʨʦʝʢʪʽʚ ARPANET 

(Advanced Research Projects Agency Network), ʷʢʘ ʧʨʦʢʣʘʣʘ ʰʣʷʭ ʜʦ ɯʥʪʝʨʥʝʪʫ. 

ɺʦʥʠ ʪʘʢʦʞ ʽʥʽʮʽʶʚʘʣʠ ʙʘʛʘʪʦ ʨʘʥʥʽʭ ʨʫʭʽʚ ʫ ʨʦʟʨʦʙʮʽ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʽ ʧʨʠʟʚʝʣʠ ʜʦ ʪʦʛʦ, ʱʦ ʩʴʦʛʦʜʥʽ ʚʽʜʦʤʦ ʷʢ ʚʽʜʢʨʠʪʠʡ ʢʦʜ. ɿʣʦʤ 

ʙʫʚ ʤʦʪʠʚʦʚʘʥʠʡ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʶ ʮʽʢʘʚʽʩʪʶ; ʟʘʧʦʜʽʷʥʥʷ ʰʢʦʜʠ ʘʙʦ 

ʚʠʢʨʘʜʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʙʫʣʦ çʧʨʦʪʠ ʧʨʘʚʠʣè ʜʣʷ ʮʽʻʾ ʥʝʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ 

ʣʶʜʝʡ. ʋ 1980-ʭ ʨʦʢʘʭ ʭʘʢʝʨʠ ʧʦʯʘʣʠ ʦʪʨʠʤʫʚʘʪʠ ʙʽʣʴʰʝ ʥʝʛʘʪʠʚʥʠʭ 

ʢʦʥʦʪʘʮʽʡ, ʟʘ ʷʢʠʤʠ ʾʭ ʟʘʨʘʟ ʽʜʝʥʪʠʬʽʢʫʻ ʛʨʦʤʘʜʩʴʢʽʩʪʴ. ʈʷʜ ʭʫʜʦʞʥʽʭ ʬʽʣʴʤʽʚ 
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ʪʘ ʢʥʠʞʦʢ,  ʥʝʜʦʙʨʦʟʠʯʣʠʚʘ ʫʚʘʛʘ ɿʄɯ ʟʤʽʥʠʣʠ ʦʙʨʘʟ ʭʘʢʝʨʘ ʟ ʝʥʪʫʟʽʘʩʪʘ 

ʪʝʭʥʦʣʦʛʽʡ ʥʘ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʟʣʦʯʠʥʮʷ. ʇʨʦʪʷʛʦʤ ʮʴʦʛʦ ʯʘʩʫ ʭʘʢʝʨʠ 

ʟʘʡʤʘʣʠʩʷ ʪʘʢʠʤʠ ʜʽʷʤʠ, ʷʢ ʢʨʘʜʽʞʢʠ ʧʦʩʣʫʛ, ʟʣʘʤʫʶʯʠ ʪʝʣʝʬʦʥʥʽ ʩʠʩʪʝʤʠ, 

ʱʦʙ ʟʜʽʡʩʥʶʚʘʪʠ ʙʝʟʢʦʰʪʦʚʥʽ ʪʝʣʝʬʦʥʥʽ ʜʟʚʽʥʢʠ. ɹʘʛʘʪʦ ʚ ʯʦʤʫ 1980-ʪʽ ʨʦʢʠ 

ʩʪʘʣʠ ʦʩʥʦʚʦʶ ʜʣʷ ʪʦʛʦ, ʷʢ ʩʴʦʛʦʜʥʽ ʩʧʨʠʡʤʘʶʪʴ ʭʘʢʝʨʘ. 

 

 

1.2. Ȼɜɚɠɱɗɱ ɞɌ ɘɚɞɔɎɔ ɜɱɓəɔɡ ɞɔɛɱɎ ɡɌɖɑɜɱɎ 

 

ɿʘ ʦʩʪʘʥʥʽ ʪʨʠ ʜʝʩʷʪʠʣʽʪʪʷ ʚʠʟʥʘʯʝʥʥʷ ʪʦʛʦ, ʱʦ ʪʘʢʝ 

ʭʘʢʝʨ, ʟʥʘʯʥʦ ʟʤʽʥʠʣʦʩʷ ʚ ʧʦʨʽʚʥʷʥʥʽ ʟ ʪʠʤ, ʱʦ ʙʫʣʦ 

ʧʨʠʡʥʷʪʦ ʚ 1980-ʭ ʽ ʥʘʚʽʪʴ ʫ 1990-ʭ ʨʦʢʘʭ. ʉʫʯʘʩʥʠʭ 

ʭʘʢʝʨʽʚ ʚʘʞʢʦ ʢʣʘʩʠʬʽʢʫʚʘʪʠ, ʽ ʾʭ ʥʘʡʢʨʘʱʝ 

ʟʨʦʟʫʤʽʪʠ, ʜʠʚʣʷʯʠʩʴ ʥʘ ʤʦʪʠʚʠ ʾʭʥʽʭ ʜʽʡ. ʍʦʯʘ ʥʝʤʘʻ ʚʠʯʝʨʧʥʦʛʦ ʩʧʠʩʢʫ ʪʠʧʽʚ 

ʩʫʯʘʩʥʠʭ ʭʘʢʝʨʽʚ, ʦʩʴ ʟʘʛʘʣʴʥʠʡ ʩʧʠʩʦʢ ʢʘʪʝʛʦʨʽʡ ʾʭʥʽʭ ʤʦʪʠʚʘʮʽʡ: 

ʍʦʨʦʰʽ ʭʣʦʧʮʽ Good guys ð ʩʧʝʮʽʘʣʽʩʪʠ ʟ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ 

(InfoSec), ʷʢʽ ʟʘʡʤʘʶʪʴʩʷ ʭʘʢʝʨʩʴʢʦʶ ʜʽʷʣʴʥʽʩʪʶ, ʱʦʙ ʚʠʷʚʠʪʠ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ 

ʚ ʥʘʜʽʾ ʚʠʧʨʘʚʠʪʠ ʾʭ ʽ ʟʨʦʙʠʪʠ ʩʠʩʪʝʤʠ ʙʽʣʴʰ ʙʝʟʧʝʯʥʠʤʠ. 

ʃʶʙʠʪʝʣʽ Amateurs  ð ʭʘʢʝʨʠ ʧʦʯʘʪʢʦʚʦʛʦ ʨʽʚʥʷ, ʷʢʽ ʥʝ ʚʦʣʦʜʽʶʪʴ 

ʚʣʘʩʥʠʤʠ ʧʝʨʝʜʦʚʠʤʠ ʥʘʚʠʯʢʘʤʠ, ʘ ʨʘʜʰʝ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʣʠʰʝ ʩʮʝʥʘʨʽʾ ʪʘ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʥʘʧʠʩʘʥʝ ʙʽʣʴʰ ʜʦʩʚʽʜʯʝʥʠʤʠ ʭʘʢʝʨʘʤʠ. 

ɿʣʦʯʠʥʮʽ Criminals  ð ʭʘʢʝʨʠ, ʷʢʽ ʨʝʛʫʣʷʨʥʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʟʣʦʚʤʠʩʥʝ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʧʨʠʩʪʨʦʾ ʜʣʷ ʟʜʽʡʩʥʝʥʥʷ ʥʝʟʘʢʦʥʥʠʭ ʜʽʡ ʧʝʨʝʚʘʞʥʦ 

ʟ ʤʝʪʦʶ ʦʪʨʠʤʘʥʥʷ ʬʽʥʘʥʩʦʚʦʾ ʚʠʛʦʜʠ. 

ɯʜʝʦʣʦʛʠ Ideologues  ð ʭʘʢʝʨʠ, ʷʢʽ ʟʜʽʡʩʥʶʶʪʴ ʩʚʦʶ ʜʽʷʣʴʥʽʩʪʴ ʜʣʷ 

ʜʦʩʷʛʥʝʥʥʷ ʽʜʝʦʣʦʛʽʯʥʠʭ ʘʙʦ ʧʦʣʽʪʠʯʥʠʭ ʮʽʣʝʡ. 

ʅʝ ʜʦʟʚʦʣʷʡʪʝ ʪʝʨʤʽʥʫ çʭʦʨʦʰʽ ʭʣʦʧʮʽè ʚʘʩ ʙʝʥʪʝʞʠʪʠ. ʅʘʩʧʨʘʚʜʽ ʮʝ ʥʝ 

ʦʟʥʘʯʘʻ, ʱʦ ʣʠʰʝ ʦʜʥʘ ʩʪʘʪʴ ʧʽʜʭʦʜʠʪʴ ʜʣʷ ʪʦʛʦ, ʱʦʙ ʙʫʪʠ ʚʠʥʷʪʢʦʚʠʤ 
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ʧʨʦʬʝʩʽʦʥʘʣʦʤ InfoSec. ɼʝʷʢʽ ʟ ʥʘʡʢʨʘʱʠʭ ʩʧʝʮʽʘʣʽʩʪʽʚ InfoSec, ʟ ʷʢʠʤʠ ʷ 

ʧʨʘʮʶʚʘʚ, ʥʝ ʻ çʭʣʦʧʮʷʤʠè. ɹʽʣʴʰʽʩʪʴ ʩʫʯʘʩʥʠʭ ʦʨʛʘʥʽʟʘʮʽʡ ʰʚʠʜʢʦ 

ʟʨʦʟʫʤʽʣʠ, ʱʦ ʚʦʥʠ ʙʽʣʴʰʝ ʥʝ ʤʦʞʫʪʴ ʜʦʟʚʦʣʠʪʠ ʩʦʙʽ ʥʝʜʦʦʮʽʥʶʚʘʪʠ ʘʙʦ 

ʽʛʥʦʨʫʚʘʪʠ ʟʘʛʨʦʟʫ, ʷʢʫ ʩʪʘʥʦʚʣʷʪʴ ʟʣʦʚʤʠʩʥʠʢʠ. ʆʨʛʘʥʽʟʘʮʽʾ ʙʫʜʴ-ʷʢʦʛʦ 

ʨʦʟʤʽʨʫ ʥʘʚʯʠʣʠʩʷ ʟʤʝʥʰʫʚʘʪʠ ʟʘʛʨʦʟʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʧʦʻʜʥʘʥʥʷ ʪʝʭʥʽʯʥʠʭ, 

ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʠʭ ʽ ʬʽʟʠʯʥʠʭ ʟʘʭʦʜʽʚ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʚʠʨʽʰʝʥʥʷ ʧʝʚʥʦʛʦ ʢʦʣʘ 

ʧʨʦʙʣʝʤ. ʊʝʭʥʽʯʥʽ ʟʘʭʦʜʠ ʚʢʣʶʯʘʶʪʴ ʪʘʢʽ ʧʨʠʩʪʨʦʾ ʪʘ ʤʝʪʦʜʠ, ʷʢ ʚʽʨʪʫʘʣʴʥʽ 

ʧʨʠʚʘʪʥʽ ʤʝʨʝʞʽ VPN (virtual private networks), ʢʨʠʧʪʦʛʨʘʬʽʯʥʽ ʧʨʦʪʦʢʦʣʠ, 

ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ IDS (intrusion detection systems) ʘʙʦ ʩʠʩʪʝʤʠ 

ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʦʨʛʥʝʥʥʷʤ IPS (intrusion prevention systems), ʩʧʠʩʢʠ ʢʦʥʪʨʦʣʶ 

ʜʦʩʪʫʧʫ ACL (access control lists), ʙʽʦʤʝʪʨʠʯʥʽ ʜʘʥʽ, ʩʤʘʨʪ-ʢʘʨʪʠ ʪʘ ʽʥʰʽ 

ʧʨʠʩʪʨʦʾ. ɸʜʤʽʥʽʩʪʨʘʪʠʚʥʠʡ ʢʦʥʪʨʦʣʴ ʚʢʣʶʯʘʻ ʧʦʣʽʪʠʢʫ, ʧʨʦʮʝʜʫʨʠ ʪʘ ʽʥʰʽ 

ʧʨʘʚʠʣʘ. ʌʽʟʠʯʥʽ ʟʘʭʦʜʠ ʚʢʣʶʯʘʶʪʴ ʪʘʢʽ ʧʨʠʩʪʨʦʾ, ʷʢ ʢʘʙʝʣʴʥʽ ʟʘʤʢʠ, ʟʘʤʢʠ 

ʧʨʠʩʪʨʦʾʚ, ʩʠʩʪʝʤʠ ʩʠʛʥʘʣʽʟʘʮʽʾ ʪʘ ʽʥʰʽ ʧʦʜʽʙʥʽ ʧʨʠʩʪʨʦʾ. ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʪʝ, 

ʱʦ ʙʫʜʴ-ʷʢʠʡ ʽʟ ʮʠʭ ʧʨʠʩʪʨʦʾʚ ʘʙʦ ʝʣʝʤʝʥʪʽʚ ʢʝʨʫʚʘʥʥʷ ʤʦʞʝ ʙʫʪʠ ʜʦʨʦʛʠʤ, 

ʚʦʥʠ, ʰʚʠʜʰʝ ʟʘ ʚʩʝ, ʙʫʜʫʪʴ ʜʝʰʝʚʰʠʤʠ ʪʘ ʝʬʝʢʪʠʚʥʽʰʠʤʠ, ʥʽʞ ʚʠʪʨʘʪʠ ʪʘ 

ʟʫʩʠʣʣʷ, ʥʝʦʙʭʽʜʥʽ ʜʣʷ ʦʯʠʱʝʥʥʷ ʧʽʩʣʷ ʫʩʧʽʰʥʦʾ ʘʪʘʢʠ. 

ʃʶʜʝʡ, ʷʢʽ ʧʦʨʫʰʫʶʪʴ ʟʘʢʦʥ ʘʙʦ ʟʣʘʤʫʶʪʴ ʩʠʩʪʝʤʠ ʙʝʟ ʜʦʟʚʦʣʫ, 

ʧʨʘʚʠʣʴʥʽʰʝ ʥʘʟʠʚʘʪʠ ʟʣʦʤʱʠʢʘʤʠ ʘʙʦ ʟʣʦʚʤʠʩʥʠʢʘʤʠ. ɿʄɯ ʟʘʟʚʠʯʘʡ ʥʝ 

ʨʦʙʣʷʪʴ ʪʘʢʦʛʦ ʨʦʟʨʽʟʥʝʥʥʷ, ʦʩʢʽʣʴʢʠ ʪʝʨʤʽʥ çʭʘʢʝʨè ʩʪʘʚ ʥʘʩʪʽʣʴʢʠ 

ʫʥʽʚʝʨʩʘʣʴʥʠʤ. ʇʨʦʪʝ ʻ ʙʘʛʘʪʦ ʜʦʩʚʽʜʯʝʥʠʭ ʭʘʢʝʨʽʚ, ʷʢʽ ʥʽʢʦʣʠ ʥʝ ʧʦʨʫʰʫʶʪʴ 

ʟʘʢʦʥ ʽ ʚʠʟʥʘʯʘʶʪʴ ʭʘʢʝʨʩʪʚʦ ʷʢ ʨʝʟʫʣʴʪʘʪ, ʷʢʠʡ ʨʦʟʨʦʙʥʠʢʠ ʩʠʩʪʝʤʠ ʥʽʢʦʣʠ 

ʥʝ ʧʣʘʥʫʚʘʣʠ ʘʙʦ ʥʝ ʦʯʽʢʫʚʘʣʠ. ʋ ʮʴʦʤʫ ʚʽʜʥʦʰʝʥʥʽ ʤʦʞʥʘ ʚʚʘʞʘʪʠ, ʱʦ 

ɸʣʴʙʝʨʪ ɽʡʥʰʪʝʡʥ çʟʣʘʤʘʚè ʬʽʟʠʢʫ ʅʴʶʪʦʥʘ. ɼʣʷ ʧʨʦʩʪʦʪʠ ʤʠ ʙʫʜʝʤʦ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʪʝʨʤʽʥ çʭʘʢʝʨè ʜʣʷ ʦʧʠʩʫ ʪʠʭ, ʭʪʦ ʘʙʦ ʧʨʦʜʫʢʪʠʚʥʠʡ, ʘʙʦ 

ʜʝʩʪʨʫʢʪʠʚʥʠʡ. 

ʆʙʛʦʚʦʨʶʶʯʠ ʘʪʘʢʠ ʪʘ ʟʣʦʚʤʠʩʥʠʢʽʚ, ʧʨʦʬʝʩʽʦʥʘʣʠ InfoSec ʧʦʚʠʥʥʽ 

ʨʝʪʝʣʴʥʦ ʦʮʽʥʶʚʘʪʠ ʟʘʛʨʦʟʠ, ʪʘʢʦʞ ʚʨʘʭʦʚʫʶʯʠ, ʟʚʽʜʢʠ ʚʦʥʠ ʧʦʭʦʜʷʪʴ. 

ʆʮʽʥʶʶʯʠ ʟʘʛʨʦʟʠ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʪʘ ʤʦʞʣʠʚʽ ʜʞʝʨʝʣʘ ʘʪʘʢ, ʟʘʚʞʜʠ 

ʚʨʘʭʦʚʫʡʪʝ ʪʦʡ ʬʘʢʪ, ʱʦ ʟʣʦʚʤʠʩʥʠʢʠ ʤʦʞʫʪʴ ʥʘʜʭʦʜʠʪʠ ʷʢ ʟʟʦʚʥʽ, ʪʘʢ ʽ 
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ʚʩʝʨʝʜʠʥʽ ʦʨʛʘʥʽʟʘʮʽʾ. ʆʜʠʥ ʥʝʟʘʜʦʚʦʣʝʥʠʡ ʧʨʘʮʽʚʥʠʢ ʤʦʞʝ ʟʘʚʜʘʪʠ ʚʝʣʠʯʝʟʥʦʾ 

ʰʢʦʜʠ, ʦʩʢʽʣʴʢʠ ʚʽʥ ʯʠ ʚʦʥʘ ʻ ʩʭʚʘʣʝʥʠʤ ʢʦʨʠʩʪʫʚʘʯʝʤ ʩʠʩʪʝʤʠ. ʍʦʯʘ ʚʠ, 

ʡʤʦʚʽʨʥʦ, ʧʦʙʘʯʠʪʝ ʥʘʙʘʛʘʪʦ ʙʽʣʴʰʝ ʟʦʚʥʽʰʥʽʭ ʘʪʘʢ, ʟʣʦʚʤʠʩʥʠʢ ʤʦʞʝ ʜʦʚʰʝ 

ʟʘʣʠʰʘʪʠʩʷ ʥʝʧʦʤʽʯʝʥʠʤ ʽ ʤʘʪʠ ʧʝʚʥʠʡ ʨʽʚʝʥʴ ʟʥʘʥʴ ʧʨʦ ʪʝ, ʷʢ ʚʩʝ ʧʨʘʮʶʻ 

ʟʘʚʯʘʩʥʦ, ʱʦ ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ ʝʬʝʢʪʠʚʥʽʰʦʾ ʘʪʘʢʠ. 

ɸʪʘʢʠ ʟʘʣʝʞʘʪʴ ʚʽʜ ʦʜʥʦʛʦ ʘʙʦ ʢʽʣʴʢʦʭ ʩʣʘʙʢʠʭ ʤʽʩʮʴ, ʷʢʽ ʽʩʥʫʶʪʴ ʫ 

ʩʠʩʪʝʤʽ. ʂʦʞʥʘ ʩʣʘʙʢʽʩʪʴ (weakness) ʥʘʟʠʚʘʻʪʴʩʷ ʚʨʘʟʣʠʚʽʩʪʶ (vulnerability). 

ɽʢʩʧʣʦʡʪ ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʯʘʩʪʠʥʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʽʥʩʪʨʫʤʝʥʪʫ ʘʙʦ 

ʪʝʭʥʽʢʠ, ʷʢʘ ʥʘʮʽʣʝʥʘ ʥʘ ʚʨʘʟʣʠʚʽʩʪʴ ʘʙʦ ʚʠʢʦʨʠʩʪʦʚʫʻ ʾʾ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ 

ʝʩʢʘʣʘʮʽʾ ʧʨʠʚʽʣʝʾʚ, ʚʪʨʘʪʠ ʮʽʣʽʩʥʦʩʪʽ ʯʠ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʘʙʦ ʚʽʜʤʦʚʠ ʚ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ ʢʦʤʧôʶʪʝʨʥʦʾ ʩʠʩʪʝʤʠ ʯʠ ʨʝʩʫʨʩʫ.  

ʊʝʭʥʽʯʥʽ ð ʪʝʭʥʽʯʥʽ ʟʘʩʦʙʠ ʢʦʥʪʨʦʣʶ ʧʨʠʡʤʘʶʪʴ ʬʦʨʤʫ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʙʦ ʘʧʘʨʘʪʥʠʭ ʧʨʠʩʪʨʦʾʚ, ʪʘʢʠʭ ʷʢ ʙʨʘʥʜʤʘʫʝʨʠ, ʧʨʦʢʩʽ-ʩʝʨʚʝʨʠ, 

IDS, IPS, ʙʽʦʤʝʪʨʠʯʥʘ ʘʚʪʝʥʪʠʬʽʢʘʮʽʷ, ʜʦʟʚʦʣʠ, ʘʫʜʠʪ ʪʦʱʦ. 

ɸʜʤʽʥʽʩʪʨʘʪʠʚʥʠʡ ð ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʠʡ ʢʦʥʪʨʦʣʴ ʧʨʠʡʤʘʻ ʬʦʨʤʫ ʧʦʣʽʪʠʢ ʽ 

ʧʨʦʮʝʜʫʨ. ʇʨʠʢʣʘʜʦʤ ʻ ʧʦʣʽʪʠʢʘ ʧʘʨʦʣʽʚ, ʷʢʘ ʚʠʟʥʘʯʘʻ, ʱʦ ʨʦʙʠʪʴ ʭʦʨʦʰʠʡ 

ʧʘʨʦʣʴ. ʋ ʙʘʛʘʪʴʦʭ ʚʠʧʘʜʢʘʭ ʟʘʩʦʙʠ ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʦʛʦ ʢʦʥʪʨʦʣʶ ʪʘʢʦʞ 

ʚʽʜʧʦʚʽʜʘʶʪʴ ʟʘʢʦʥʦʜʘʚʯʠʤ ʚʠʤʦʛʘʤ, ʥʘʧʨʠʢʣʘʜ ʧʦʣʽʪʠʢʘʤ, ʷʢʽ ʜʠʢʪʫʶʪʴ 

ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʢʣʽʻʥʪʽʚ. ɯʥʰʽ ʧʨʠʢʣʘʜʠ ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʦʾ 

ʧʦʣʽʪʠʢʠ ʚʢʣʶʯʘʶʪʴ ʧʨʘʚʠʣʘ, ʱʦ ʨʝʛʫʣʶʶʪʴ ʜʽʾ ʧʽʜ ʯʘʩ ʥʘʡʤʫ ʪʘ ʟʚʽʣʴʥʝʥʥʷ 

ʧʨʘʮʽʚʥʠʢʽʚ. 

ʌʽʟʠʯʥʽ ð ʟʘʩʦʙʠ ʬʽʟʠʯʥʦʛʦ ʢʦʥʪʨʦʣʶ ʟʘʭʠʱʘʶʪʴ ʘʢʪʠʚʠ ʚʽʜ ʪʨʘʜʠʮʽʡʥʠʭ 

ʟʘʛʨʦʟ, ʪʘʢʠʭ ʷʢ ʢʨʘʜʽʞʢʘ ʯʠ ʚʘʥʜʘʣʽʟʤ. ʄʝʭʘʥʽʟʤʠ ʮʽʻʾ ʢʘʪʝʛʦʨʽʾ ʚʢʣʶʯʘʶʪʴ 

ʜʚʝʨʽ, ʟʘʤʢʠ, ʢʘʤʝʨʠ, ʦʭʦʨʦʥʮʽ, ʦʩʚʽʪʣʝʥʥʷ, ʦʛʦʨʦʞʽ, ʚʦʨʦʪʘ ʪʘ ʽʥʰʽ ʧʦʜʽʙʥʽ 

ʧʨʠʩʪʨʦʾ. 
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1.3. ɁɌɖɑɜɝɨɖɑ ɘɔɝɗɑəəɫ ɐɗɫ ɎɔɛɜɌɎɐɚɎɟɎɌəəɫ 

 

ɿʘʣʝʞʥʦ ʚʽʜ ʪʦʛʦ, ʢʦʛʦ ʚʠ ʟʘʧʠʪʫʻʪʝ, ʚʠ ʤʦʞʝʪʝ ʦʪʨʠʤʘʪʠ ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ 

ʚʽʜʧʦʚʽʜʝʡ ʚʽʜ ʭʘʢʝʨʽʚ ʧʨʦ ʪʝ, ʷʢ ʚʦʥʠ ʙʘʯʘʪʴ ʩʚʦʾ ʜʽʾ. ʅʘʩʧʨʘʚʜʽ ʙʘʛʘʪʦ ʭʘʢʝʨʽʚ, 

ʷʢ ʽ ʽʥʰʽ ʣʶʜʠ, ʷʢʽ ʟ ʨʽʟʥʠʭ ʧʨʠʯʠʥ ʧʦʨʫʰʫʶʪʴ ʧʨʘʚʠʣʘ ʯʠ ʟʘʢʦʥʠ, ʤʘʶʪʴ 

ʚʣʘʩʥʽ ʝʪʠʯʥʽ ʢʦʜʝʢʩʠ, ʷʢʽ ʚʦʥʠ ʚʚʘʞʘʶʪʴ ʩʚʷʱʝʥʥʠʤʠ. ʅʘ ʟʘʭʠʩʪ ʩʚʦʾʭ ʜʽʡ 

ʭʘʢʝʨʠ, ʷʢ ʚʽʜʦʤʦ, ʥʘʚʦʜʠʣʠ ʨʽʟʥʽ ʚʠʧʨʘʚʜʘʥʥʷ, ʟʦʢʨʝʤʘ ʪʘʢʽ: 

ʇʦʥʷʪʪʷ ʟʣʦʯʠʥʫ ʙʝʟ ʞʝʨʪʚ ð ʦʩʢʽʣʴʢʠ ʣʶʜʠ ʥʝ ʻ ʧʨʷʤʠʤʠ ʮʽʣʷʤʠ, ʥʝʤʘʻ 

ʥʽʯʦʛʦ ʧʦʛʘʥʦʛʦ ʫ ʚʯʠʥʝʥʥʽ ʟʣʦʯʠʥʫ. (ɿʚʠʯʘʡʥʦ, ʮʝ ʚʠʧʨʘʚʜʘʥʥʷ ʥʝ ʩʪʦʩʫʻʪʴʩʷ 

ʘʪʘʢ, ʷʢʽ ʥʘʩʧʨʘʚʜʽ ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʦʢʨʝʤʠʭ ʦʩʽʙ). 

ɯʜʝʘʣ ʈʦʙʽʥ ɻʫʜʘ ʘʙʦ ʆʣʝʢʩʠ ɼʦʚʙʫʰʘ ð ʚʠʢʨʘʜʝʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʽʥʰʠʭ ʤʝʜʽʘʬʘʡʣʽʚ ʫ çʙʘʛʘʪʠʭè ʢʦʤʧʘʥʽʡ ʽ ʥʘʜʘʥʥʷ ʾʭ 

çʙʽʜʥʠʤè ʩʧʦʞʠʚʘʯʘʤ ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʘʢʠʭ ʤʝʪʦʜʽʚ, ʷʢ BitTorrent , ʮʽʣʢʦʤ 

ʜʦʧʫʩʪʠʤʦ, ʪʦʤʫ ʱʦ ʮʽʣʴʦʚʽ ʢʦʤʧʘʥʽʾ ʤʘʶʪʴ ʙʘʛʘʪʦ ʛʨʦʰʝʡ. 

ʅʘʮʽʦʥʘʣʴʥʘ ʛʦʨʜʽʩʪʴ ʽ ʧʘʪʨʽʦʪʠʟʤ. ʇʘʪʨʽʦʪʠʯʥʦ ʥʘʣʘʰʪʦʚʘʥʽ ʭʘʢʝʨʠ 

ʤʦʞʫʪʴ ʧʨʘʛʥʫʪʠ ʧʦʨʫʰʠʪʠ ʙʘʣʘʥʩ ʥʘʮʽʦ ʥʘʣʴʥʦʾ ʚʣʘʜʠ, ʟʣʘʤʫʶʯʠ ʾʭ, ʱʦʙ 

ʧʦʨʫʰʠʪʠ ʥʘʣʝʞʥʠʡ ʧʨʦʮʝʩ ʩʫʧʨʦʪʠʚʥʠʢʘ ʪʘ/ʘʙʦ ʟʤʽʮʥʠʪʠ ʜʫʤʢʫ ʩʚʦʻʾ ʢʨʘʾʥʠ. 

ʅʘʚʯʘʣʴʥʘ ʮʽʥʥʽʩʪʴ ʭʘʢʝʨʩʪʚʘ. ʇʦ ʩʫʪʽ, ʤʦʞʥʘ ʚʯʠʥʠʪʠ ʟʣʦʯʠʥ, ʷʢʱʦ 

ʣʶʜʠʥʘ ʨʦʙʠʪʴ ʮʝ, ʱʦʙ ʥʘʚʯʠʪʠʩʷ. 

ʎʽʢʘʚʽʩʪʴ. ɿʣʘʤʫʚʘʪʠʩʷ ʚ ʤʝʨʝʞʫ ʤʦʞʥʘ, ʷʢʱʦ ʚʠ ʥʽʯʦʛʦ ʥʝ ʚʢʨʘʜʝʪʝ ʘʙʦ ʥʝ 

ʟʤʽʥʠʪʝ. 

 

1.4. ȸɚɞɔɎɌɢɱɫ ɡɌɖɑɜɌ ɞɌ ɡɌɖɞɔɎɱɓɘ 

 

ɽʪʠʢʘ ʻ ʚʘʞʣʠʚʦʶ ʩʢʣʘʜʦʚʦʶ ʨʦʟʫʤʽʥʥʷ ʭʘʢʝʨʽʚ, ʘʣʝ ʜʘʣʝʢʦ ʥʝ ʻʜʠʥʦʶ. 

ʊʨʝʙʘ ʚʨʘʭʦʚʫʚʘʪʠ ʽ ʤʦʪʠʚʘʮʽʶ. ʂʦʞʝʥ, ʭʪʦ ʜʠʚʠʚʩʷ ʦʜʥʝ ʟ ʙʘʛʘʪʴʦʭ ʪʝʣʝʰʦʫ, 

ʧʨʠʩʚʷʯʝʥʠʭ ʨʦʟʢʨʠʪʪʶ ʟʣʦʯʠʥʽʚ, ʟʥʘʻ, ʱʦ ʜʣʷ ʚʯʠʥʝʥʥʷ ʟʣʦʯʠʥʫ ʧʦʪʨʽʙʥʽ ʪʨʠ 

ʨʝʯʽ: 
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1) ʟʘʩʦʙʠ ð ʯʠ ʟʜʘʪʥʠʡ ʥʘʧʘʜʥʠʢ ʚʯʠʥʠʪʠ ʚʽʜʧʦʚʽʜʥʠʡ ʟʣʦʯʠʥ? 

2) ʤʦʪʠʚ ð ʯʠ ʻ ʫ ʥʘʧʘʜʥʠʢʘ ʧʽʜʩʪʘʚʠ ʜʣʷ ʚʯʠʥʝʥʥʷ ʟʣʦʯʠʥʫ? 

3) ʤʦʞʣʠʚʽʩʪʴ ð ʯʠ ʤʘʻ ʥʘʧʘʜʥʠʢ ʥʝʦʙʭʽʜʥʠʡ ʜʦʩʪʫʧ ʽ ʯʘʩ ʜʣʷ ʚʯʠʥʝʥʥʷ 

ʟʣʦʯʠʥʫ? 

ɿʦʩʝʨʝʜʞʝʥʥʷ ʥʘ ʜʨʫʛʦʤʫ ʧʫʥʢʪʽ ð ʤʦʪʠʚʽ ð ʜʦʧʦʤʘʛʘʻ ʢʨʘʱʝ ʟʨʦʟʫʤʽʪʠ, 

ʯʦʤʫ ʟʣʦʚʤʠʩʥʠʢ ʤʦʞʝ ʟʘʡʤʘʪʠʩʷ ʭʘʢʝʨʩʴʢʦʶ ʜʽʷʣʴʥʽʩʪʶ. ʇʝʨʰʽ çʧʽʦʥʝʨʠè 

ʭʘʢʝʨʩʪʚʘ ʟʘʡʤʘʣʠʩʷ ʮʽʻʶ ʜʽʷʣʴʥʽʩʪʶ ʤʘʡʞʝ ʚʠʢʣʶʯʥʦ ʟ ʮʽʢʘʚʦʩʪʽ. ʋ ʩʫʯʘʩʥʠʭ 

ʭʘʢʝʨʽʚ ʤʦʞʝ ʙʫʪʠ ʙʫʜʴ-ʷʢʘ ʢʽʣʴʢʽʩʪʴ ʤʦʪʠʚʽʚ, ʙʘʛʘʪʦ ʟ ʷʢʠʭ ʩʭʦʞʽ ʥʘ ʤʦʪʠʚʠ 

ʚʯʠʥʝʥʥʷ ʪʨʘʜʠʮʽʡʥʠʭ ʟʣʦʯʠʥʽʚ. 

ʂʦʨʠʩʥʠʡ ʚʥʝʩʦʢ ð ʍʘʢʝʨʠ ʟ ʪʘʢʠʤ ʤʦʪʠʚʦʤ ʥʝ ʻ ʟʣʦʯʠʥʮʷʤʠ. ʍʘʢʝʨʠ 

ʙʽʣʠʭ ʢʘʧʝʣʶʭʽʚ, ʪʘʢʦʞ ʟʚʘʥʽ ʝʪʠʯʥʠʤʠ ʭʘʢʝʨʘʤʠ, ʻ ʧʨʦʬʝʩʽʦʥʘʣʘʤʠ InfoSec, 

ʷʢʽ ʟʘʡʤʘʶʪʴʩʷ ʭʘʢʝʨʩʴʢʦʶ ʜʽʷʣʴʥʽʩʪʶ, ʱʦʙ ʜʦʧʦʤʦʛʪʠ ʟʨʦʙʠʪʠ ʩʠʩʪʝʤʠ ʩʚʦʻʾ 

ʦʨʛʘʥʽʟʘʮʽʾ ʙʽʣʴʰ ʙʝʟʧʝʯʥʠʤʠ. ɺʦʥʠ ʥʘʤʘʛʘʶʪʴʩʷ ʘʪʘʢʫʚʘʪʠ ʩʚʦʾ ʩʠʩʪʝʤʠ ʪʘʢ, 

ʷʢ ʮʝ ʨʦʙʠʣʠ ʙ ʟʣʦʚʤʠʩʥʠʢʠ, ʱʦʙ ʚʠʷʚʠʪʠ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ, ʷʢʽ ʤʦʞʥʘ 

ʧʦʤôʷʢʰʠʪʠ, ʧʝʨʰ ʥʽʞ ʟʣʦʚʤʠʩʥʘ ʘʪʘʢʘ ʚʜʘʩʪʴʩʷ. ɼʚʽ ʦʩʥʦʚʥʽ ʚʽʜʤʽʥʥʦʩʪʽ ʤʽʞ 

ʝʪʠʯʥʠʤʠ ʭʘʢʝʨʘʤʠ ʪʘ ʥʝʝʪʠʯʥʠʤʠ ʭʘʢʝʨʘʤʠ ʧʦʣʷʛʘʶʪʴ ʫ ʪʦʤʫ, ʱʦ ʝʪʠʯʥʽ 

ʭʘʢʝʨʠ ʤʘʶʪʴ ʜʦʟʚʽʣ ʥʘ ʟʜʽʡʩʥʝʥʥʷ ʩʚʦʻʾ ʜʽʷʣʴʥʦʩʪʽ, ʽ ʚʦʥʠ ʨʦʙʣʷʪʴ ʮʝ, ʱʦʙ 

ʟʨʦʙʠʪʠ ʩʚʦʶ ʦʨʛʘʥʽʟʘʮʽʶ ʙʽʣʴʰ ʙʝʟʧʝʯʥʦʶ. 

ʉʪʘʪʫʩ/ʧʝʨʝʚʽʨʢʘ ð ʥʦʚʽ ʭʘʢʝʨʠ ʤʘʡʞʝ ʟʘʚʞʜʠ ʚʯʘʪʴʩʷ, ʟʘʧʫʩʢʘʶʯʠ 

ʛʦʪʦʚʽ ʩʮʝʥʘʨʽʾ ʪʘ ʧʨʦʛʨʘʤʠ, ʥʘʧʠʩʘʥʽ ʙʽʣʴʰ ʜʦʩʚʽʜʯʝʥʠʤʠ ʭʘʢʝʨʘʤʠ. ʎʽ 

ʽʥʩʪʨʫʤʝʥʪʠ ʚʠʤʘʛʘʶʪʴ ʜʫʞʝ ʥʝʚʝʣʠʢʦʾ ʩʢʣʘʜʥʦʩʪʽ ʪʘ ʜʦʟʚʦʣʷʶʪʴ 

ʥʝʜʦʩʚʽʜʯʝʥʠʤ ʭʘʢʝʨʘʤ ʣʝʛʢʦ ʟʘʚʜʘʪʠ ʰʢʦʜʠ. ʎʠʭ ʥʦʚʠʭ ʭʘʢʝʨʽʚ ʟ 

ʦʙʤʝʞʝʥʠʤʠ ʦʨʠʛʽʥʘʣʴʥʠʤʠ ʥʘʚʠʯʢʘʤʠ ʟʘʟʚʠʯʘʡ ʥʘʟʠʚʘʶʪʴ ʩʮʝʥʘʨʠʩʪʘʤʠ. 

ʆʩʢʽʣʴʢʠ ʮʽ ʭʘʢʝʨʠ ʥʘʙʫʚʘʶʪʴ ʥʦʚʠʭ ʥʘʚʠʯʦʢ, ʚʦʥʠ ʯʘʩʪʦ ʟʤʽʥʶʶʪʴ ʽʩʥʫʶʯʽ 

ʝʢʩʧʣʦʡʪʠ ʪʘ, ʟʨʝʰʪʦʶ, ʧʠʰʫʪʴ ʚʣʘʩʥʝ ʰʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ. 

ɹʘʛʘʪʦ ʩʫʯʘʩʥʠʭ ʭʘʢʝʨʽʚ ʥʘʤʘʛʘʶʪʴʩʷ ʟʨʦʙʠʪʠ ʩʦʙʽ ʽʤôʷ. ʂʦʞʥʘ ʫʩʧʽʰʥʘ ʘʪʘʢʘ 

ʥʘʜʘʻ ʾʤ ʙʽʣʴʰʦʛʦ ʩʪʘʪʫʩʫ ʪʘ ʧʽʜʚʠʱʫʻ ʾʭʥʶ ʨʝʧʫʪʘʮʽʶ ʚ ʦʯʘʭ ʚʠʟʥʘʥʠʭ 

ʭʘʢʝʨʽʚ. ɼʣʷ ʙʘʛʘʪʴʦʭ ʭʘʢʝʨʽʚ ʮʝ ʚʠʟʥʘʥʥʷ ð ʮʝ ʚʩʝ, ʯʦʛʦ ʚʦʥʠ ʩʧʨʘʚʜʽ ʭʦʯʫʪʴ 

(ʧʨʠʥʘʡʤʥʽ ʩʧʦʯʘʪʢʫ). 
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ɻʨʦʰʦʚʘ ʚʠʛʦʜʘ. ɹʽʣʴʰʽʩʪʴ ʩʫʯʘʩʥʠʭ ʟʣʦʚʤʠʩʥʠʭ ʘʪʘʢ ʩʧʨʷʤʦʚʘʥʽ 

ʩʧʝʮʽʘʣʴʥʦ ʥʘ ʦʪʨʠʤʘʥʥʷ ʜʦʭʦʜʫ ʜʣʷ ʟʣʦʚʤʠʩʥʠʢʘ ʘʙʦ ʥʘ ʚʽʜʤʦʚʫ ʚ ʜʦʭʦʜʽ ʮʽʣʽ. 

ɸʪʘʢʠ ʤʦʞʫʪʴ ʥʘʜʘʪʠ ʜʦʩʪʫʧ ʜʦ ʬʽʥʘʥʩʦʚʠʭ ʨʝʩʫʨʩʽʚ ʘʙʦ ʮʽʥʥʠʭ ʜʘʥʠʭ, ʷʢʽ 

ʤʦʞʥʘ ʧʝʨʝʧʨʦʜʘʪʠ, ʚʽʜʤʦʚʠʪʠ ʚ ʨʝʩʫʨʩʘʭ ʘʙʦ ʧʨʦʮʝʩʘʭ, ʷʢʽ ʧʨʠʥʦʩʷʪʴ ʜʦʭʽʜ, 

ʘʙʦ ʟʘʙʦʨʦʥʠʪʠ ʜʦʩʪʫʧ ʜʦ ʨʝʩʫʨʩʽʚ, ʷʢʽ ʤʦʞʥʘ ʫʪʨʠʤʫʚʘʪʠ ʟ ʤʝʪʦʶ ʚʠʢʫʧʫ. ʋ 

ʙʫʜʴ-ʷʢʦʤʫ ʚʠʧʘʜʢʫ ʛʨʦʰʽ ʣʝʞʘʪʴ ʚ ʦʩʥʦʚʽ ʤʦʪʠʚʘʮʽʾ ʮʴʦʛʦ ʪʠʧʫ ʭʘʢʝʨʽʚ, ʩʝʨʝʜ 

ʷʢʠʭ ʤʦʞʫʪʴ ʙʫʪʠ ʟʣʦʚʤʠʩʥʠʢʠ, ʦʢʨʝʤʽ ʟʣʦʯʠʥʮʽ, ʦʨʛʘʥʽʟʦʚʘʥʽ ʟʣʦʯʠʥʥʽ 

ʦʨʛʘʥʽʟʘʮʽʾ ʘʙʦ ʢʽʙʝʨʥʘʡʤʘʥʮʽ. 

ɯʜʝʦʣʦʛʽʷ. ʍʘʢʝʨʠ ʚ ʮʽʡ ʦʩʪʘʥʥʽʡ ʢʘʪʝʛʦʨʽʾ ʤʦʪʠʚʘʮʽʡ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ 

ʪʝʭʥʦʣʦʛʽʾ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʽʜʝʦʣʦʛʽʯʥʠʭ ʮʽʣʝʡ. ʍʘʢʝʨʠ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ 

ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʟʜʽʡʩʥʝʥʥʷ ʘʪʘʢ ʥʘ ʘʢʪʠʚʽʩʪʽʚ, 

ʧʨʠʟʚʝʣʠ ʜʦ ʧʦʷʚʠ ʷʨʣʠʢʘ ʭʘʢʪʠʚʽʩʪʽʚ  hacktivists . ɸʣʝ ʭʘʢʪʠʚʽʩʪʠ ð ʥʝ 

ʻʜʠʥʽ ʫʯʘʩʥʠʢʠ ʮʽʻʾ ʢʘʪʝʛʦʨʽʾ. ʅʘʮʽʦʥʘʣʽʩʪʠ ʪʘ ʘʢʪʦʨʠ ʥʘʮʽʦʥʘʣʴʥʦʾ ʜʝʨʞʘʚʠ 

ʪʘʢʦʞ ʤʦʪʠʚʦʚʘʥʽ ʽʜʝʦʣʦʛʽʻʶ. ɰʭʥʽ ʥʘʧʘʜʠ ʟʜʽʡʩʥʶʶʪʴʩʷ ʟ ʤʝʪʦʶ ʧʨʦʩʫʚʘʥʥʷ 

ʧʝʚʥʦʾ ʤʝʪʠ. ɸʢʪʦʨʠ, ʷʢʽ ʧʨʘʮʶʶʪʴ ʫ ʮʽʡ ʩʬʝʨʽ, ʯʘʩʪʦ ʤʘʶʪʴ ʥʘʡʜʦʩʢʦʥʘʣʽʰʽ 

ʥʘʚʠʯʢʠ ʪʘ ʥʘʡʙʽʣʴʰʫ ʬʽʥʘʥʩʦʚʫ ʧʽʜʪʨʠʤʢʫ. ɿ ʮʽʻʾ ʧʨʠʯʠʥʠ ʮʽ ʪʠʧʠ ʭʘʢʝʨʽʚ, ʷʢ 

ʧʨʘʚʠʣʦ, ʻ ʥʘʡʜʦʩʢʦʥʘʣʽʰʠʤʠ ʪʘ ʥʝʙʝʟʧʝʯʥʠʤʠ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʩʝʨʡʦʟʥʠʭ 

ʛʣʦʙʘʣʴʥʠʭ ʥʘʩʣʽʜʢʽʚ. 

ʍʘʢʪʠʚʽʟʤ (Hacktivism). ɺʽʜʥʦʩʥʦ ʥʦʚʦʶ ʬʦʨʤʦʶ ʭʘʢʝʨʩʪʚʘ ʻ ʽʜʝʷ 

ʭʘʢʝʨʩʪʚʘ ʚʽʜ ʽʤʝʥʽ ʩʧʨʘʚʠ. ʋ ʤʠʥʫʣʦʤʫ ʭʘʢʝʨʩʪʚʦ ʨʦʙʠʣʦʩʷ ʟ ʨʽʟʥʠʭ ʧʨʠʯʠʥ, 

ʷʢʽ ʨʽʜʢʦ ʚʢʣʶʯʘʣʠ ʩʦʮʽʘʣʴʥʝ ʩʘʤʦʚʠʨʘʞʝʥʥʷ. ʇʨʦʪʝ ʟʘ ʦʩʪʘʥʥʻ ʜʝʩʷʪʠʣʽʪʪʷ 

ʟʨʦʩʣʘ ʢʽʣʴʢʽʩʪʴ ʽʥʮʠʜʝʥʪʽʚ ʫ ʩʬʝʨʽ ʙʝʟʧʝʢʠ, ʢʦʨʽʥʥʷʤ ʷʢʠʭ ʻ ʩʦʮʽʘʣʴʥʘ ʯʠ 

ʧʦʣʽʪʠʯʥʘ ʘʢʪʠʚʥʽʩʪʴ. ʇʨʠʢʣʘʜʠ ʚʢʣʶʯʘʶʪʴ ʧʩʫʚʘʥʥʷ ʚʝʙ-ʩʘʡʪʽʚ ʜʝʨʞʘʚʥʠʭ 

ʩʣʫʞʙʦʚʮʽʚ, ʢʘʥʜʠʜʘʪʽʚ ʘʙʦ ʘʛʝʥʮʽʡ, ʟ ʷʢʠʤʠ ʦʢʨʝʤʘ ʦʩʦʙʘ ʯʠ ʛʨʫʧʘ ʥʝ 

ʧʦʛʦʜʞʫʶʪʴʩʷ, ʘʙʦ ʟʜʽʡʩʥʝʥʥʷ ʘʪʘʢ ʪʠʧʫ çʚʽʜʤʦʚʘ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽè (DoS) 

ʧʨʦʪʠ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʚʝʙ-ʩʘʡʪʽʚ. ɿ ʨʦʟʚʠʪʢʦʤ ʩʦʮʽʘʣʴʥʠʭ ʤʝʜʽʘ ʪʘ ʤʽʢʨʦʙʣʦʛʽʚ 

ʭʘʢʪʠʚʽʟʤ Hacktivism  ʪʘʢʦʞ ʤʦʞʝ ʧʨʦʷʚʣʷʪʠʩʷ ʷʢ ʧʨʦʩʪʦ ʧʦʰʠʨʝʥʥʷ ʯʫʪʦʢ ʽ 

ʥʝʧʨʘʚʜʠʚʠʭ ʽʩʪʦʨʽʡ. ʍʘʢʪʠʚʽʩʪʠ ʟʘʟʚʠʯʘʡ ʟʦʩʝʨʝʜʞʫʶʪʴʩʷ ʥʘ ʘʪʘʢʘʭ, ʷʢʽ 

ʩʧʨʠʯʠʥʷʶʪʴ ʤʘʩʦʚʽ ʟʙʦʾ, ʘ ʥʝ ʥʘ ʬʽʥʘʥʩʦʚʫ ʚʠʛʦʜʫ. 
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1.5. ȱɞɔɣəɑ ɡɌɖɑɜɝɞɎɚ ɞɌ ɞɑɝɞɟɎɌəəɫ əɌ 

ɛɜɚəɔɖəɑəəɫ 

 

ʗʢ ʧʨʦʬʝʩʽʦʥʘʣ InfoSec (ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ), ʜʚʘ ʟ ʪʝʨʤʽʥʽʚ, ʷʢʽ ʚʠ 

ʟʫʩʪʨʽʥʝʪʝ ʥʘ ʨʘʥʥʽʡ ʩʪʘʜʽʾ, ʮʝ ʝʪʠʯʥʠʡ ʭʘʢʝʨ ʽ ʪʝʩʪʫʚʘʥʥʷ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ 

(Ethical Hacking and Penetration Testing). ʉʫʯʘʩʥʘ ʩʧʽʣʴʥʦʪʘ InfoSec ʚʢʣʶʯʘʻ 

ʨʽʟʥʽ ʰʢʦʣʠ ʜʫʤʦʢ ʱʦʜʦ ʪʦʯʥʦʛʦ ʚʠʟʥʘʯʝʥʥʷ ʢʦʞʥʦʛʦ ʪʝʨʤʽʥʘ. ɺʘʞʣʠʚʦ 

ʨʦʟʜʽʣʠʪʠ ʪʘ ʧʨʦʷʩʥʠʪʠ ʮʽ ʜʚʘ ʪʝʨʤʽʥʠ, ʱʦʙ ʟʨʦʟʫʤʽʪʠ ʢʦʞʝʥ ʽʟ ʥʠʭ ʽ ʪʝ, ʷʢ ʚʦʥʠ 

ʚʧʠʩʫʶʪʴʩʷ ʚ ʟʘʛʘʣʴʥʫ ʢʘʨʪʠʥʫ. 

ʋʯʘʩʪʴ ʫ ʙʫʜʴ-ʷʢʽʡ ʭʘʢʝʨʩʴʢʽʡ ʜʽʷʣʴʥʦʩʪʽ ʙʝʟ ʷʚʥʦʛʦ ʜʦʟʚʦʣʫ ʚʣʘʩʥʠʢʘ ʮʽʣʽ, 

ʷʢʫ ʚʠ ʘʪʘʢʫʻʪʝ, ʻ ʟʣʦʯʠʥʦʤ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʪʦʛʦ, ʯʠ ʚʘʩ ʩʧʽʡʤʘʶʪʴ. ɯ ʻʜʠʥʠʡ 

ʩʧʦʩʽʙ ʜʦʚʝʩʪʠ, ʱʦ ʫ ʚʘʩ ʻ ʷʚʥʠʡ ʜʦʟʚʽʣ, ʮʝ ʦʪʨʠʤʘʪʠ ʡʦʛʦ ʚ ʧʠʩʴʤʦʚʽʡ ʬʦʨʤʽ, 

ʧʝʨʰ ʥʽʞ ʧʦʯʘʪʠ! ʇʨʦʬʝʩʽʦʥʘʣʠ InfoSec ʯʘʩʪʦ ʥʘʟʠʚʘʶʪʴ ʮʝʡ ʧʠʩʴʤʦʚʠʡ 

ʜʦʟʚʽʣ ʩʚʦʻʶ ʢʘʨʪʢʦʶ çʚʠʡʪʠ ʟ ʚôʷʟʥʠʮʽè. ɿ ʫʩʴʦʛʦ, ʱʦ ʦʙʛʦʚʦʨʶʚʘʣʦʩʷ ʜʦʩʽ, 

ʚʠ ʤʦʞʝʪʝ ʧʦʜʫʤʘʪʠ, ʱʦ ʭʘʢʝʨʩʪʚʦ ð ʮʝ ʥʝ ʪʝ, ʯʠʤ ʚʠ ʤʦʞʝʪʝ ʟʘʡʤʘʪʠʩʷ 

ʣʝʛʘʣʴʥʦ ʯʠ ʟ ʙʫʜʴ-ʷʢʦʾ ʧʦʟʠʪʠʚʥʦʾ ʯʠ ʢʦʨʠʩʥʦʾ ʧʨʠʯʠʥʠ, ʘʣʝ ʮʝ ʜʘʣʝʢʦ ʚʽʜ 

ʽʩʪʠʥʠ. ɺʟʷʪʠ ʫʯʘʩʪʴ ʫ ʭʘʢʝʨʩʪʚʽ ʤʦʞʥʘ ʟ ʧʦʚʘʞʥʠʭ ʧʨʠʯʠʥ (ʥʘʧʨʠʢʣʘʜ, ʢʦʣʠ 

ʚʣʘʩʥʠʢ ʤʝʨʝʞʽ ʫʢʣʘʜʘʻ ʢʦʥʪʨʘʢʪ ʽʟ ʧʨʦʬʝʩʽʦʥʘʣʦʤ InfoSec ʜʣʷ ʟʣʦʤʫ ʩʠʩʪʝʤ, 

ʱʦʙ ʚʠʷʚʠʪʠ ʚʨʘʟʣʠʚʦʩʪʽ, ʷʢʽ ʩʣʽʜ ʫʩʫʥʫʪʠ). ɿʚʝʨʥʽʪʴ ʫʚʘʛʫ ʥʘ ʚʘʞʣʠʚʽ ʬʨʘʟʠ 

çʢʦʥʪʨʘʢʪʠ ʚʣʘʩʥʠʢʘ ʤʝʨʝʞʽè ʪʘ çʷʚʥʠʡ ʜʦʟʚʽʣè: ʝʪʠʯʥʽ ʭʘʢʝʨʠ ʙʝʨʫʪʴ ʫʯʘʩʪʴ 

ʫ ʩʚʦʾʡ ʜʽʷʣʴʥʦʩʪʽ ʣʠʰʝ ʟ ʜʦʟʚʦʣʫ (ʤʘʻ ʙʫʪʠ ʧʠʩʴʤʦʚʠʤ) ʚʣʘʩʥʠʢʘ ʘʢʪʠʚʫ. 

ʇʽʩʣʷ ʪʦʛʦ ʷʢ ʝʪʠʯʥʽ ʭʘʢʝʨʠ ʦʪʨʠʤʘʶʪʴ ʥʝʦʙʭʽʜʥʽ ʜʦʟʚʦʣʠ ʪʘ ʢʦʥʪʨʘʢʪʠ, 

ʚʦʥʠ ʤʦʞʫʪʴ ʙʨʘʪʠ ʫʯʘʩʪʴ ʫ ʪʝʩʪʫʚʘʥʥʽ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ, ʷʢʝ ʻ ʩʪʨʫʢʪʫʨʦʚʘʥʠʤ 

ʽ ʤʝʪʦʜʠʯʥʠʤ ʟʘʩʦʙʦʤ ʜʦʩʣʽʜʞʝʥʥʷ, ʽʜʝʥʪʠʬʽʢʘʮʽʾ, ʘʪʘʢ ʽ ʟʚʽʪʫʚʘʥʥʷ ʧʨʦ ʩʠʣʴʥʽ 

ʩʪʦʨʦʥʠ ʪʘ ʚʨʘʟʣʠʚʦʩʪʽ ʮʽʣʴʦʚʦʾ ʩʠʩʪʝʤʠ. ɿʘ ʚʽʜʧʦʚʽʜʥʠʭ ʦʙʩʪʘʚʠʥ ʪʝʩʪʫʚʘʥʥʷ 

ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʤʦʞʝ ʥʘʜʘʪʠ ʚʝʣʠʢʫ ʢʽʣʴʢʽʩʪʴ ʽʥʬʦʨʤʘʮʽʾ, ʷʢʫ ʚʣʘʩʥʠʢ ʩʠʩʪʝʤʠ 

ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʥʘʣʘʰʪʫʚʘʥʥʷ ʟʘʭʠʩʪʫ. 



38 

 

 

1.5.1. ȼɚɗɨ ɑɞɔɣəɚɏɚ ɡɌɖɑɜɝɞɎɌ 

 

ʈʦʣʴ ʝʪʠʯʥʦʛʦ ʭʘʢʝʨʘ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦʙ ʦʪʨʠʤʘʪʠ ʥʘʚʠʯʢʠ, ʷʢʽ ʚʽʥ ʘʙʦ 

ʚʦʥʘ ʟʜʦʙʫʣʠ, ʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʮʽ ʟʥʘʥʥʷ ʨʘʟʦʤ ʽʟ ʨʦʟʫʤʽʥʥʷʤ ʭʘʢʝʨʩʴʢʦʛʦ 

ʤʠʩʣʝʥʥʷ, ʱʦʙ ʽʤʽʪʫʚʘʪʠ ʚʦʨʦʞʦʛʦ ʟʣʦʚʤʠʩʥʠʢʘ. ʏʘʩʪʦ ʢʘʞʫʪʴ, ʱʦ ʜʣʷ 

ʥʘʣʝʞʥʦʛʦ ʽ ʧʦʚʥʦʛʦ ʟʘʭʠʩʪʫ ʚʽʜ ʘʛʨʝʩʦʨʘ ʥʝʦʙʭʽʜʥʦ ʨʦʟʫʤʽʪʠ, ʷʢ ʮʝʡ ʘʛʨʝʩʦʨ 

ʜʫʤʘʻ, ʜʽʻ ʽ ʨʝʘʛʫʻ. ɯʜʝʷ ʧʦʜʽʙʥʘ ʜʦ ʚʽʡʩʴʢʦʚʠʭ ʥʘʚʯʘʥʴ, ʧʽʜ ʯʘʩ ʷʢʠʭ ʝʣʽʪʥʽ 

ʧʽʜʨʦʟʜʽʣʠ ʥʘʚʯʘʶʪʴʩʷ ʪʘʢʪʠʮʽ ʚʦʨʦʞʦʾ ʥʘʮʽʾ, ʱʦʙ ʜʘʪʠ ʽʥʰʠʤ ʧʽʜʨʦʟʜʽʣʘʤ 

ʤʦʞʣʠʚʽʩʪʴ ʥʘʚʯʘʪʠʩʷ ʪʘ ʨʦʟʫʤʽʪʠ ʚʦʨʦʛʘ, ʥʝ ʨʠʟʠʢʫʶʯʠ ʞʠʪʪʷʤ. ʆʩʴ ʢʽʣʴʢʘ 

ʢʣʶʯʦʚʠʭ ʤʦʤʝʥʪʽʚ ʱʦʜʦ ʝʪʠʯʥʦʛʦ ʭʘʢʝʨʩʪʚʘ, ʷʢʽ ʚʘʞʣʠʚʽ ʜʣʷ ʧʨʦʮʝʩʫ: 

- ʜʣʷ ʮʴʦʛʦ ʧʦʪʨʽʙʝʥ ʷʚʥʠʡ ʜʦʟʚʽʣ çʞʝʨʪʚʠè, ʧʝʨʰ ʥʽʞ ʟʜʽʡʩʥʶʚʘʪʠ ʙʫʜʴ-

ʷʢʽ ʜʽʾ; 

- ʫʯʘʩʥʠʢʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʪʽ ʩʘʤʽ ʪʘʢʪʠʢʠ, ʩʪʨʘʪʝʛʽʾ ʪʘ ʽʥʩʪʨʫʤʝʥʪʠ, ʱʦ 

ʡ ʟʣʦʚʤʠʩʥʠʢʠ; 

- ʮʝ ʤʦʞʝ ʟʘʚʜʘʪʠ ʰʢʦʜʠ ʩʠʩʪʝʤʽ, ʷʢʱʦ ʚʠ ʥʝ ʙʫʜʝʪʝ ʜʦʛʣʷʜʘʪʠ ʥʘʣʝʞʥʠʤ 

ʯʠʥʦʤ. (ɯʥʦʜʽ ʥʘʚʽʪʴ ʪʦʜʽ, ʢʦʣʠ ʚʠ ʮʝ ʨʦʙʠʪʝ); 

- ʮʝ ʚʠʤʘʛʘʻ ʜʝʪʘʣʴʥʦʛʦ ʧʦʧʝʨʝʜʥʴʦʛʦ ʟʥʘʥʥʷ ʬʘʢʪʠʯʥʠʭ ʤʝʪʦʜʽʚ, ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʤʝ ʟʣʦʚʤʠʩʥʠʡ ʭʘʢʝʨ; 

- ʮʝ ʚʠʤʘʛʘʻ, ʱʦʙ ʧʨʘʚʠʣʘ ʚʟʘʻʤʦʜʽʾ ʘʙʦ ʢʝʨʽʚʥʽ ʧʨʠʥʮʠʧʠ ʙʫʣʠ 

ʚʩʪʘʥʦʚʣʝʥʽ ʜʦ ʙʫʜʴ-ʷʢʦʾ ʜʽʷʣʴʥʦʩʪʽ. 

ɽʪʠʯʥʠʭ ʭʘʢʝʨʽʚ ʤʦʞʥʘ ʟʘʣʫʯʘʪʠ ʜʣʷ ʧʝʨʝʚʽʨʢʠ ʧʝʚʥʦʛʦ ʘʩʧʝʢʪʫ ʛʨʫʧʠ 

ʩʠʩʪʝʤ ʘʙʦ ʥʘʚʽʪʴ ʙʝʟʧʝʢʠ ʩʝʨʝʜʦʚʠʱʘ ʚʩʽʻʾ ʦʨʛʘʥʽʟʘʮʽʾ. ʅʘʩʧʨʘʚʜʽ ʽʩʥʫʻ ʥʦʚʠʡ 

ʜʽʘʧʘʟʦʥ ʤʦʞʣʠʚʦʩʪʝʡ ʜʣʷ ʣʶʜʝʡ, ʷʢʽ ʣʶʙʣʷʪʴ ʟʥʘʭʦʜʠʪʠ ʧʦʤʠʣʢʠ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʎʽ ʬʘʭʽʚʮʽ ʥʘʟʠʚʘʶʪʴʩʷ ʤʠʩʣʠʚʮʷʤʠ ʟʘ 

ʚʠʥʘʛʦʨʦʜʘʤʠ (bounty hunters) ʟʘ ʧʦʤʠʣʢʠ, ʽ ʦʨʛʘʥʽʟʘʮʽʾ, ʱʦ ʨʦʟʨʦʙʣʷʶʪʴ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʦʪʨʠʤʫʶʪʴ ʚʠʥʘʛʦʨʦʜʫ ʟʘ ʧʦʤʠʣʢʠ, ʷʢʽ ʚʦʥʠ 

ʟʥʘʭʦʜʷʪʴ, ʧʝʨʰ ʥʽʞ ʾʭ ʟʥʘʡʜʫʪʴ ʢʣʽʻʥʪʠ. ʆʙʩʷʛ ʜʽʷʣʴʥʦʩʪʽ ʟʘʣʝʞʠʪʴ ʚʽʜ 

ʢʦʥʢʨʝʪʥʠʭ ʮʽʣʝʡ ʜʘʥʦʾ ʦʨʛʘʥʽʟʘʮʽʾ. ʌʘʢʪʠʯʥʦ, ʜʝʷʢʽ ʦʨʛʘʥʽʟʘʮʽʾ ʫʪʨʠʤʫʶʪʴ 
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ʣʶʜʝʡ ʫ ʰʪʘʪʽ ʩʧʝʮʽʘʣʴʥʦ ʜʣʷ ʫʯʘʩʪʽ ʚ ʝʪʠʯʥʠʭ ʭʘʢʝʨʩʴʢʠʭ ʜʽʷʭ ʫ ʨʘʤʢʘʭ 

ʧʦʩʪʽʡʥʦʾ ʨʦʙʦʪʠ ʟ ʧʽʜʪʨʠʤʢʠ ʙʝʟʧʝʯʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. ɯʥʰʽ ʦʨʛʘʥʽʟʘʮʽʾ 

ʚʠʨʽʰʫʶʪʴ ʧʝʨʝʜʘʪʠ ʮʽ ʟʘʚʜʘʥʥʷ ʦʨʛʘʥʽʟʘʮʽʷʤ, ʷʢʽ ʥʘʜʘʶʪʴ ʧʦʩʣʫʛʠ ʟ ʘʥʘʣʽʟʫ 

ʟʘʛʨʦʟ. 

ɿʘ ʧʨʘʚʠʣʴʥʠʭ ʦʙʩʪʘʚʠʥ ʽ ʥʘʣʝʞʥʦʛʦ ʧʣʘʥʫʚʘʥʥʷ ʪʘ ʮʽʣʝʡ ʝʪʠʯʥʝ ʭʘʢʝʨʩʪʚʦ 

ʘʙʦ ʪʝʩʪʫʚʘʥʥʷ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʤʦʞʫʪʴ ʥʘʜʘʪʠ ʮʽʣʴʦʚʽʡ ʦʨʛʘʥʽʟʘʮʽʾ (çʢʣʽʻʥʪʫè) 

ʚʝʣʠʢʫ ʢʽʣʴʢʽʩʪʴ ʮʽʥʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʧʨʦʙʣʝʤʠ ʙʝʟʧʝʢʠ, ʷʢʽ ʥʝʦʙʭʽʜʥʦ 

ʚʠʨʽʰʠʪʠ. ʂʣʽʻʥʪ ʧʦʚʠʥʝʥ ʚʟʷʪʠ ʮʽ ʨʝʟʫʣʴʪʘʪʠ, ʚʠʟʥʘʯʠʪʠ ʾʭ ʧʨʽʦʨʠʪʝʪʥʽʩʪʴ ʽ 

ʚʞʠʪʠ ʚʽʜʧʦʚʽʜʥʠʭ ʟʘʭʦʜʽʚ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʙʝʟʧʝʢʠ. ɽʬʝʢʪʠʚʥʘ ʙʝʟʧʝʢʘ ʚʩʝ ʱʝ 

ʧʦʚʠʥʥʘ ʜʦʟʚʦʣʷʪʠ ʩʠʩʪʝʤʽ ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʽ ʬʫʥʢʮʽʾ, 

ʥʝʦʙʭʽʜʥʽ ʜʣʷ ʧʨʦʜʦʚʞʝʥʥʷ ʙʽʟʥʝʩ-ʧʨʦʮʝʩʽʚ. ʆʜʥʘʢ ʢʣʽʻʥʪ ʤʦʞʝ ʚʠʨʽʰʠʪʠ ʥʝ 

ʜʽʷʪʠ ʟ ʨʽʟʥʠʭ ʧʨʠʯʠʥ. ʋ ʜʝʷʢʠʭ ʚʠʧʘʜʢʘʭ ʚʠʷʚʣʝʥʽ ʧʨʦʙʣʝʤʠ ʤʦʞʫʪʴ 

ʚʚʘʞʘʪʠʩʷ ʥʝʟʥʘʯʥʠʤʠ ʘʙʦ ʥʠʟʴʢʠʤʠ ʨʠʟʠʢʘʤʠ ʪʘ ʟʘʣʠʰʘʪʠʩʷ ʷʢ ʻ. ʂʨʽʤ ʪʦʛʦ, 

ʜʝʷʢʽ ʧʨʦʙʣʝʤʠ ʤʘʶʪʴ ʥʘʩʪʽʣʴʢʠ ʤʽʥʽʤʘʣʴʥʠʡ ʚʧʣʠʚ, ʱʦ ʟʘʭʠʩʪ 

ʥʘʚʢʦʣʠʰʥʴʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʢʦʰʪʫʻ ʜʦʨʦʞʯʝ, ʥʽʞ ʙʫʜʴ-ʷʢʽ ʥʝʟʥʘʯʥʽ ʚʪʨʘʪʠ. 

ʗʢʱʦ ʚʠʷʚʣʝʥʽ ʧʨʦʙʣʝʤʠ ʚʠʤʘʛʘʶʪʴ ʚʞʠʪʪʷ ʟʘʭʦʜʽʚ, ʟʘʚʜʘʥʥʷ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, 

ʱʦʙ ʫ ʨʘʟʽ ʤʦʜʠʬʽʢʘʮʽʾ ʟʘʩʦʙʽʚ ʢʦʥʪʨʦʣʶ ʙʝʟʧʝʢʠ ʘʙʦ ʚʩʪʘʥʦʚʣʝʥʥʷ ʥʦʚʠʭ, 

ʽʩʥʫʶʯʘ ʟʨʫʯʥʽʩʪʴ ʚʠʢʦʨʠʩʪʘʥʥʷ ʥʝ ʟʤʝʥʰʫʚʘʣʘʩʷ. ɹʝʟʧʝʢʘ ʪʘ ʟʨʫʯʥʽʩʪʴ ʯʘʩʪʦ 

ʩʫʧʝʨʝʯʘʪʴ ʦʜʥʝ ʦʜʥʦʤʫ ð ʯʠʤ ʙʝʟʧʝʯʥʽʰʦʶ ʩʪʘʻ ʩʠʩʪʝʤʘ, ʪʠʤ ʤʝʥʰ ʟʨʫʯʥʦʶ 

ʚʦʥʘ ʩʪʘʻ (ʨʠʩ. 1.1). ʏʫʜʦʚʠʤ ʧʨʠʢʣʘʜʦʤ ʮʽʻʾ ʢʦʥʮʝʧʮʽʾ ʻ ʨʦʟʛʣʷʜ ʤʝʭʘʥʽʟʤʽʚ 

ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ. ʂʦʣʠ ʩʠʩʪʝʤʘ ʧʝʨʝʭʦʜʠʪʴ ʚʽʜ ʧʘʨʦʣʽʚ ʜʦ ʩʤʘʨʪ-ʢʘʨʪ ʜʦ 

ʙʽʦʤʝʪʨʠʯʥʠʭ ʜʘʥʠʭ, ʚʦʥʘ ʩʪʘʻ ʙʽʣʴʰ ʙʝʟʧʝʯʥʦʶ, ʘʣʝ ʚ ʪʦʡ ʞʝ ʯʘʩ 

ʢʦʨʠʩʪʫʚʘʯʘʤ ʤʦʞʝ ʟʥʘʜʦʙʠʪʠʩʷ ʙʽʣʴʰʝ ʯʘʩʫ ʜʣʷ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ, ʱʦ ʤʦʞʝ 

ʚʠʢʣʠʢʘʪʠ ʨʦʟʯʘʨʫʚʘʥʥʷ. 
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ʈʠʩ. 1.1. ʉʧʽʚʚʽʜʥʦʰʝʥʥʷ ʤʽʞ 

ʟʨʫʯʥʽʩʪʶ ʚʠʢʦʨʠʩʪʘʥʥʷ ʽ ʙʝʟʧʝʢʦʶ 

 

ʈʠʩ. 1.2. ʊʨʽʘʜʘ C-I-A 

 

1.5.2. ȱɞɔɣəɱ ɡɌɖɑɜɔ ɞɌ ɞɜɱɌɐɌ C-I -A 

 

ɽʪʠʯʥʠʤ ʭʘʢʝʨʘʤ ʜʦʨʫʯʝʥʦ ʦʮʽʥʠʪʠ ʟʘʛʘʣʴʥʠʡ ʩʪʘʥ ʦʩʥʦʚʦʧʦʣʦʞʥʠʭ 

ʧʨʠʥʮʠʧʽʚ InfoSec, ʷʢʽ ʟʘʟʚʠʯʘʡ ʟʦʙʨʘʞʫʶʪʴ ʷʢ ʪʨʽʘʜʫ C- I - A, ʷʢʘ ʧʨʝʜʩʪʘʚʣʷʻ 

ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ, ʮʽʣʽʩʥʽʩʪʴ ʽ ʜʦʩʪʫʧʥʽʩʪʴ (Confidentiality, Integrity, 

Availability) ʽʥʬʦʨʤʘʮʽʾ (ʨʠʩ. 1.2). 

ʂʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ ð ʛʘʨʘʥʪʽʷ ʪʦʛʦ, ʱʦ ʣʠʰʝ ʘʚʪʦʨʠʟʦʚʘʥʽ ʩʫʙôʻʢʪʠ ʤʦʞʫʪʴ 

ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʟʘʭʠʱʝʥʠʭ ʜʘʥʠʭ. ʎʽʣʽʩʥʽʩʪʴ ð ʛʘʨʘʥʪʽʷ ʪʦʛʦ, ʱʦ ʣʠʰʝ 

ʘʚʪʦʨʠʟʦʚʘʥʽ ʩʫʙôʻʢʪʠ ʤʦʞʫʪʴ ʟʤʽʥʶʚʘʪʠ ʟʘʭʠʱʝʥʽ ʜʘʥʽ. ɼʦʩʪʫʧʥʽʩʪʴ ð 

ʛʘʨʘʥʪʽʷ ʪʦʛʦ, ʱʦ ʽʥʬʦʨʤʘʮʽʷ ʪʘ ʨʝʩʫʨʩʠ, ʷʢʽ ʢʝʨʫʶʪʴ ʽʥʬʦʨʤʘʮʽʻʶ, ʜʦʩʪʫʧʥʽ 

ʥʘ ʚʠʤʦʛʫ ʘʚʪʦʨʠʟʦʚʘʥʠʤ ʩʫʙôʻʢʪʘʤ.  

ʑʝ ʦʜʠʥ ʩʧʦʩʽʙ ʧʝʨʝʛʣʷʥʫʪʠ ʪʨʽʘʜʫ C-I-A ð ʮʝ ʨʦʟʛʣʷʥʫʪʠ ʟʚʦʨʦʪʥʝ 

ʟʥʘʯʝʥʥʷ ʢʦʞʥʦʾ ʚʣʘʩʪʠʚʦʩʪʽ ʙʝʟʧʝʢʠ. ɺʠ ʤʦʞʝʪʝ ʥʘʟʚʘʪʠ ʮʝ ʪʨʽʘʜʦʶ ʧʨʦʪʠ 

(ʘʥʪʠ) C-I-A, ʷʢʘ ʧʦʢʘʟʫʻ ʟʘʛʨʦʟʠ ʢʦʞʥʽʡ ʯʘʩʪʠʥʽ C-I-A. ɽʪʠʯʥʠʡ ʭʘʢʝʨ 

ʧʦʚʠʥʝʥ ʧʨʘʛʥʫʪʠ ʧʽʜʪʨʠʤʫʚʘʪʠ ʮʽʣʽʩʥʽʩʪʴ C-I-A ʽ ʥʝ ʜʦʧʫʩʢʘʪʠ ʞʦʜʥʦʛʦ ʟ 

ʝʣʝʤʝʥʪʽʚ ʘʥʪʠ-ʪʨʽʘʜʠ: 
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- ʈʦʟʛʦʣʦʰʝʥʥʷ ð ʜʦʩʪʫʧ ʜʦ ʽʥʬʦʨʤʘʮʽʾ ʧʝʚʥʠʤ ʯʠʥʦʤ ʟʜʽʡʩʥʶʻʪʴʩʷ 

ʥʝʘʚʪʦʨʠʟʦʚʘʥʠʤ ʩʫʙôʻʢʪʦʤ. 

- ɿʤʽʥʘ ð ̔ ʥʬʦʨʤʘʮʽʶ ʟʣʦʚʤʠʩʥʦ ʟʤʽʥʝʥʦ ʥʝʘʚʪʦʨʠʟʦʚʘʥʠʤ ʩʫʙôʻʢʪʦʤ ʘʙʦ 

ʚʠʧʘʜʢʦʚʦ ʟʤʽʥʝʥʦ ʫ ʰʢʽʜʣʠʚʠʡ ʩʧʦʩʽʙ ʘʚʪʦʨʠʟʦʚʘʥʠʤ ʩʫʙôʻʢʪʦʤ. 

- ɿʙʽʡ ð ʽʥʬʦʨʤʘʮʽʷ ʪʘ/ʘʙʦ ʧʦʩʣʫʛʠ ʥʝʜʦʩʪʫʧʥʽ ʘʙʦ ʥʝʧʨʠʜʘʪʥʽ ʜʣʷ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʫʧʦʚʥʦʚʘʞʝʥʠʤʠ ʩʫʙôʻʢʪʘʤʠ. 

ʏʘʩʪʠʥʦʶ ʝʪʠʯʥʦʛʦ ʭʘʢʝʨʩʪʚʘ ʻ ʚʠʷʚʣʝʥʥʷ ʘʢʪʠʚʽʚ, ʨʠʟʠʢʽʚ, ʚʨʘʟʣʠʚʦʩʪʝʡ ʽ 

ʟʘʛʨʦʟ. ɿ ʪʦʯʢʠ ʟʦʨʫ InfoSec, ʥʝ ʚʩʽ ʘʢʪʠʚʠ ʦʜʥʘʢʦʚʽ ʡ ʥʝ ʤʘʶʪʴ ʦʜʥʘʢʦʚʦʾ 

ʮʽʥʥʦʩʪʽ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ. ɿʘ ʚʠʟʥʘʯʝʥʥʷʤ, ʘʢʪʠʚʠ ʤʘʶʪʴ ʧʝʚʥʫ ʮʽʥʥʽʩʪʴ ʜʣʷ 

ʜʘʥʦʾ ʦʨʛʘʥʽʟʘʮʽʾ. ɺʣʘʩʥʠʢʠ ʘʢʪʠʚʽʚ ʦʮʽʥʶʶʪʴ ʢʦʞʝʥ ʘʢʪʠʚ, ʱʦʙ ʚʠʟʥʘʯʠʪʠ, 

ʥʘʩʢʽʣʴʢʠ ʚʽʥ ʚʘʞʣʠʚʠʡ ʚʽʜʥʦʩʥʦ ʽʥʰʠʭ ʘʢʪʠʚʽʚ ʽ ʢʦʤʧʘʥʽʾ ʚ ʮʽʣʦʤʫ. ɼʘʣʽ 

ʝʪʠʯʥʠʡ ʭʘʢʝʨ ʽʜʝʥʪʠʬʽʢʫʻ ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ ʪʘ ʚʠʟʥʘʯʘʻ ʟʜʘʪʥʽʩʪʴ ʢʦʞʥʦʾ 

ʟʘʛʨʦʟʠ ʟʘʚʜʘʪʠ ʰʢʦʜʠ ʚʽʜʧʦʚʽʜʥʠʤ ʘʢʪʠʚʘʤ. ʇʽʩʣʷ ʚʠʟʥʘʯʝʥʥʷ ʘʢʪʠʚʽʚ ʽ 

ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ ʝʪʠʯʥʠʡ ʭʘʢʝʨ ʨʝʪʝʣʴʥʦ ʡ ʦʙôʻʢʪʠʚʥʦ ʦʮʽʥʶʻ ʪʘ 

ʜʦʢʫʤʝʥʪʫʻ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʢʦʞʥʦʛʦ ʘʢʪʠʚʫ, ʱʦʙ ʟʨʦʟʫʤʽʪʠ ʧʦʪʝʥʮʽʡʥʽ ʩʣʘʙʢʽ 

ʤʽʩʮʷ. ɿʘʫʚʘʞʪʝ, ʱʦ ʚʨʘʟʣʠʚʽʩʪʴ ʽʩʥʫʻ, ʣʠʰʝ ʷʢʱʦ ʧʝʚʥʘ ʟʘʛʨʦʟʘ ʤʦʞʝ 

ʥʝʛʘʪʠʚʥʦ ʚʧʣʠʥʫʪʠ ʥʘ ʘʢʪʠʚ ʫ ʨʘʟʽ ʾʾ ʚʠʢʦʨʠʩʪʘʥʥʷ. ʅʘʨʝʰʪʽ, ʝʪʠʯʥʠʡ ʭʘʢʝʨ 

ʚʠʢʦʥʫʻ ʚʠʟʥʘʯʝʥʥʷ ʨʠʟʠʢʫ ʜʣʷ ʢʦʞʥʦʛʦ ʘʢʪʠʚʫ ʦʢʨʝʤʦ ʪʘ ʚ ʮʽʣʦʤʫ, ʱʦʙ 

ʚʠʟʥʘʯʠʪʠ ʡʤʦʚʽʨʥʽʩʪʴ ʪʦʛʦ, ʱʦ ʤʦʞʝ ʩʪʘʪʠʩʷ ʽʥʮʠʜʝʥʪ ʙʝʟʧʝʢʠ, ʚʨʘʭʦʚʫʶʯʠ 

ʚʽʜʧʦʚʽʜʥʽ ʟʘʛʨʦʟʠ ʪʘ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ. ʋ ʧʝʚʥʦʤʫ ʩʝʥʩʽ ʨʠʟʠʢ ʤʦʞʥʘ ʧʦʨʽʚʥʷʪʠ 

ʟ ʙʦʣʴʦʚʠʤ ʧʦʨʦʛʦʤ ʦʢʨʝʤʦʾ ʣʶʜʠʥʠ ð ʨʽʟʥʽ ʣʶʜʠ ʤʦʞʫʪʴ ʪʝʨʧʽʪʠ ʨʽʟʥʠʡ 

ʨʽʚʝʥʴ ʙʦʣʶ. ʈʠʟʠʢ ʦʜʥʘʢʦʚʠʡ ð ʢʦʞʥʘ ʦʨʛʘʥʽʟʘʮʽʷ ʤʘʻ ʚʣʘʩʥʫ ʪʦʣʝʨʘʥʪʥʽʩʪʴ 

ʜʦ ʨʠʟʠʢʫ, ʥʘʚʽʪʴ ʷʢʱʦ ʟʘʛʨʦʟʠ ʪʘ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʦʜʥʘʢʦʚʽ. 
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1.6. ȻɚɖɜɚɖɚɎɌ (ɑɞɌɛɔ) ɘɑɞɚɐɚɗɚɏɱɫ ɡɌɖɑɜɝɨɖɚɏɚ 

ɓɗɚɘɟ ɘɑɜɑɒɱ 

 

ʄʝʪʦʜʦʣʦʛʽʷ ʟʣʦʤʫ ʩʪʦʩʫʻʪʴʩʷ ʧʦʢʨʦʢʦʚʦʛʦ ʧʽʜʭʦʜʫ, ʷʢʠʡ ʟʣʦʚʤʠʩʥʠʢ 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʜʣʷ ʘʪʘʢʠ ʥʘ ʮʽʣʴ. ʅʝ ʽʩʥʫʻ ʷʢʦʛʦʩʴ ʢʦʥʢʨʝʪʥʦʛʦ ʧʦʢʨʦʢʦʚʦʛʦ 

ʧʽʜʭʦʜʫ, ʷʢʠʤ ʢʦʨʠʩʪʫʶʪʴʩʷ ʚʩʽ ʭʘʢʝʨʠ. ʆʩʥʦʚʥʘ ʚʽʜʤʽʥʥʽʩʪʴ ʤʽʞ ʟʣʦʚʤʠʩʥʠʤ 

ʭʘʢʝʨʦʤ ʽ ʝʪʠʯʥʠʤ ʭʘʢʝʨʦʤ ʧʦʣʷʛʘʻ ʚ ʝʪʠʯʥʦʤʫ ʢʦʜʝʢʩʽ, ʷʢʦʛʦ ʢʦʞʝʥ 

ʧʽʜʧʠʩʫʻʪʴʩʷ. ʄʝʪʦʜʦʣʦʛʽʷ ʭʘʢʝʨʩʪʚʘ ʚ ʟʚʠʯʘʡʥʽʡ ʧʘʢʝʪʥʽʡ ʤʝʨʝʞʽ ʟʘʟʚʠʯʘʡ 

ʚʢʣʶʯʘʻ ʥʘʩʪʫʧʥʽ ʢʨʦʢʠ (ʨʠʩ. 1.3): 

 

 

 

 

 

 

 

 

ʈʠʩ. 1.3. ɽʪʘʧʠ ʟʣʦʤʫ 

 

1. Reconnaissance  (ʨʦʟʚʽʜʢʘ) ð ʟʣʦʚʤʠʩʥʠʢ ʧʘʩʠʚʥʦ ʦʪʨʠʤʫʻ 

ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʧʝʨʝʜʙʘʯʫʚʘʥʫ ʞʝʨʪʚʫ ʪʘ/ʘʙʦ ʩʠʩʪʝʤʠ ʧʝʨʝʜʙʘʯʫʚʘʥʦʾ ʞʝʨʪʚʠ. 

ʄʝʪʦʶ ʨʦʟʚʽʜʢʠ ʻ ʽʜʝʥʪʠʬʽʢʘʮʽʷ ʦʜʥʽʻʾ ʘʙʦ ʢʽʣʴʢʦʭ ʧʦʪʝʥʮʽʡʥʠʭ ʪʦʯʦʢ ʚʭʦʜʫ ʚ 

ʮʽʣʴʦʚʝ ʩʝʨʝʜʦʚʠʱʝ. ʎʷ ʬʘʟʘ ʚʢʣʶʯʘʻ ʷʢ ʧʘʩʠʚʥʠʡ ʟʙʽʨ ʽʥʬʦʨʤʘʮʽʾ, ʧʽʜ ʯʘʩ 

ʷʢʦʛʦ ʥʝ ʚʽʜʙʫʚʘʻʪʴʩʷ ʘʢʪʠʚʥʦʾ ʚʟʘʻʤʦʜʽʾ ʤʽʞ ʟʣʦʚʤʠʩʥʠʢʦʤ ʽ ʞʝʨʪʚʦʶ 
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(ʥʘʧʨʠʢʣʘʜ, ʚʠʢʦʥʘʥʥʷ ʟʘʧʠʪʫ Whois), ʪʘʢ ʽ ʧʦʪʝʥʮʽʡʥʠʡ ʧʦʰʫʢʦʚʠʡ ʢʦʥʪʘʢʪ 

ʽʟ ʞʝʨʪʚʦʶ (ʷʢ ʫ ʬʽʰʠʥʛʦʚʠʭ ʝʣʝʢʪʨʦʥʥʠʭ ʣʠʩʪʘʭ). 

2. Scanning  (ʩʢʘʥʫʚʘʥʥʷ). ɿʣʦʚʤʠʩʥʠʢ ʙʝʨʝ ʽʥʬʦʨʤʘʮʽʶ, ʦʪʨʠʤʘʥʫ ʥʘ 

ʝʪʘʧʽ ʨʦʟʚʽʜʢʠ, ʽ ʚʠʢʦʨʠʩʪʦʚʫʻ ʾʾ ʜʣʷ ʘʢʪʠʚʥʦʛʦ ʦʪʨʠʤʘʥʥʷ ʙʽʣʴʰ ʜʝʪʘʣʴʥʦʾ 

ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʞʝʨʪʚʫ. ʅʘʧʨʠʢʣʘʜ, ʟʣʦʚʤʠʩʥʠʢ ʤʦʞʝ ʧʨʦʚʝʩʪʠ ping-

ʩʢʘʥʫʚʘʥʥʷ ʚʩʽʭ ʚʽʜʦʤʠʭ IP-ʘʜʨʝʩ ʞʝʨʪʚʠ (ʪʦʙʪʦ ʚʩʽʭ IP-ʘʜʨʝʩ, ʷʢʽ ʟʣʦʚʤʠʩʥʠʢ 

ʤʦʞʝ ʧʦʚôʷʟʘʪʠ ʟ ʧʝʨʝʜʙʘʯʫʚʘʥʦʶ ʞʝʨʪʚʦʶ), ʱʦʙ ʧʦʙʘʯʠʪʠ, ʷʢʽ ʤʘʰʠʥʠ 

ʚʽʜʧʦʚʽʜʘʶʪʴ. ɼʘʣʽ ʥʘ ʝʪʘʧʽ ʩʢʘʥʫʚʘʥʥʷ ʥʘʤʘʛʘʶʪʴʩʷ ʦʪʨʠʤʘʪʠ ʙʽʣʴʰ ʜʝʪʘʣʴʥʫ 

ʽʥʬʦʨʤʘʮʽʶ ʟ ʚʠʷʚʣʝʥʠʭ ʩʠʩʪʝʤ, ʷʢʽ ʟʜʘʶʪʴʩʷ ʮʽʢʘʚʠʤʠ. ɹʽʣʴʰʽʩʪʴ ʟʘʭʦʜʽʚ ʥʘ 

ʮʴʦʤʫ ʝʪʘʧʽ ʟʦʩʝʨʝʜʞʝʥʦ ʥʘ ʚʠʷʚʣʝʥʥʽ ʩʣʘʙʢʠʭ ʤʽʩʮʴ ʮʽʣʴʦʚʠʭ ʩʠʩʪʝʤ. 

ʈʝʟʫʣʴʪʘʪʠ ʮʴʦʛʦ ʝʪʘʧʫ ʤʦʞʫʪʴ ʚʢʣʶʯʘʪʠ ʩʧʠʩʢʠ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʛʨʫʧ, ʧʨʦʛʨʘʤ, 

ʧʘʨʘʤʝʪʨʽʚ ʢʦʥʬʽʛʫʨʘʮʽʾ, ʚʽʜʦʤʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ ʪʘ ʽʥʰʫ ʧʦʜʽʙʥʫ ʽʥʬʦʨʤʘʮʽʶ. 

3. Infiltration and escalation  (ʧʨʦʥʠʢʥʝʥʥʷ ʪʘ ʝʩʢʘʣʘʮʽʷ) ð 

ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʽʥʬʦʨʤʘʮʽʶ, ʦʪʨʠʤʘʥʫ ʥʘ ʧʦʧʝʨʝʜʥʴʦʤʫ ʝʪʘʧʽ, ʟʣʦʚʤʠʩʥʠʢ 

ʩʧʨʦʙʫʻ ʚʠʢʦʨʠʩʪʘʪʠ ʦʜʥʫ ʘʙʦ ʢʽʣʴʢʘ ʚʠʷʚʣʝʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ. ɹʽʣʴʰʽʩʪʴ ʜʽʡ 

ʥʘ ʮʴʦʤʫ ʝʪʘʧʽ ʤʘʶʪʴ ʥʘ ʤʝʪʽ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʨʝʩʫʨʩʫ, ʘ ʧʦʪʽʤ ʧʽʜʚʠʱʠʪʠ 

ʧʨʠʚʽʣʝʾ ʜʦʩʪʫʧʫ, ʱʦʙ ʜʦʟʚʦʣʠʪʠ ʟʣʦʚʤʠʩʥʠʢʦʚʽ ʚʽʣʴʥʦ ʧʝʨʝʩʫʚʘʪʠʩʷ 

ʩʠʩʪʝʤʦʶ ʯʠ ʩʝʨʝʜʦʚʠʱʝʤ. ʆʪʨʠʤʘʚʰʠ ʜʦʩʪʘʪʥʴʦ ʧʽʜʚʠʱʝʥʽ ʧʨʠʚʽʣʝʾ, 

ʟʣʦʚʤʠʩʥʠʢ ʤʦʞʝ ʚʠʢʦʥʫʚʘʪʠ ʥʘʡʨʫʡʥʽʚʥʽʰʽ ʬʘʟʠ ʘʪʘʢʠ. 

4. Exfiltration  (ʚʠʢʨʘʜʘʥʥʷ) ð ʢʦʣʠ ʟʣʦʚʤʠʩʥʠʢ ʦʪʨʠʤʫʻ ʧʽʜʚʠʱʝʥʠʡ 

ʘʙʦ ʥʘʚʽʪʴ ʥʝʦʙʤʝʞʝʥʠʡ ʜʦʩʪʫʧ ʜʦ ʩʝʨʝʜʦʚʠʱʘ, ʚʽʥ ʘʙʦ ʚʦʥʘ ʤʦʞʝ ʦʪʨʠʤʘʪʠ 

ʜʦʩʪʫʧ ʜʦ ʟʘʭʠʱʝʥʠʭ ʨʝʩʫʨʩʽʚ ʽ ʜʘʥʠʭ. ɼʦʩʪʫʧ ʤʦʞʝ ʟʜʽʡʩʥʶʚʘʪʠʩʷ ʜʣʷ ʪʠʭʦʛʦ 

ʚʠʣʫʯʝʥʥʷ ʜʘʥʠʭ, ʟʤʽʥʠ ʘʙʦ ʚʠʜʘʣʝʥʥʷ ʢʦʥʬʽʜʝʥʮʽʡʥʠʭ ʬʘʡʣʽʚ ʘʙʦ ʦʪʨʠʤʘʥʥʷ 

ʢʦʥʬʽʛʫʨʘʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ. ɼʽʾ, ʚʞʠʪʽ ʧʽʜ ʯʘʩ ʮʽʻʾ ʬʘʟʠ, ʟʘʣʝʞʘʪʴ ʚʽʜ ʮʽʣʝʡ 

ʥʘʧʘʜʥʠʢʘ. 

5. Access extension  (ʨʦʟʰʠʨʝʥʥʷ ʜʦʩʪʫʧʫ). ɹʽʣʴʰʽʩʪʴ ʟʣʦʚʤʠʩʥʠʢʽʚ 

ʭʦʯʫʪʴ ʦʪʨʠʤʘʪʠ ʤʦʞʣʠʚʽʩʪʴ ʧʦʚʝʨʥʫʪʠʩʷ ʜʦ ʩʠʩʪʝʤʠ ʞʝʨʪʚʠ ʚ ʷʢʠʡʩʴ ʤʦʤʝʥʪ 

ʫ ʤʘʡʙʫʪʥʴʦʤʫ. ɹʘʛʘʪʦ ʘʪʘʢ ʧʦʚʪʦʨʶʶʪʴʩʷ ʽ ʧʦʢʣʘʜʘʶʪʴʩʷ ʥʘ ʢʽʣʴʢʘ ʜʽʡ. ʑʦʙ 

ʧʦʣʝʛʰʠʪʠ ʜʦʩʪʫʧ ʜʦ ʩʠʩʪʝʤ ʞʝʨʪʚʠ, ʙʽʣʴʰʽʩʪʴ ʟʣʦʚʤʠʩʥʠʢʽʚ ʚʩʪʘʥʦʚʣʶʶʪʴ 
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ʜʦʜʘʪʢʦʚʽ ʝʢʩʧʣʦʡʪʠ ʥʘ ʮʴʦʤʫ ʝʪʘʧʽ. ɿʣʦʚʤʠʩʥʠʢ ʤʦʞʝ ʚʩʪʘʥʦʚʠʪʠ ʨʫʪʢʽʪ ʘʙʦ 

ʽʥʰʽ ʽʥʩʪʨʫʤʝʥʪʠ, ʱʦʙ ʟʘʙʝʟʧʝʯʠʪʠ ʣʝʛʢʠʡ ʪʠʭʠʡ ʜʦʩʪʫʧ ʜʣʷ ʤʘʡʙʫʪʥʽʭ 

ʚʽʜʚʽʜʫʚʘʥʴ. ʇʽʩʣʷ ʪʦʛʦ, ʷʢ ʮʽ ʥʦʚʽ ʝʢʩʧʣʦʡʪʠ ʚʩʪʘʥʦʚʣʝʥʽ, ʟʣʦʚʤʠʩʥʠʢ ʤʦʞʝ 

ʧʦʚʝʨʥʫʪʠʩʷ ʜʦ ʩʠʩʪʝʤ ʽʟ ʧʽʜʚʠʱʝʥʠʤʠ ʧʨʠʚʽʣʝʷʤʠ ʟ ʜʫʞʝ ʥʝʟʥʘʯʥʠʤʠ 

ʟʫʩʠʣʣʷʤʠ. 

6. Assault   (ʥʘʧʘʜ) ð ʮʷ ʬʘʟʘ ʧʨʠʩʫʪʥʷ ʥʝ ʫ ʚʩʽʭ ʘʪʘʢʘʭ. ʗʢʱʦ ʤʝʪʦʶ 

ʘʪʘʢʠ ʻ ʚʠʣʫʯʝʥʥʷ ʢʦʥʬʽʜʝʥʮʽʡʥʠʭ ʜʘʥʠʭ, ʟʣʦʚʤʠʩʥʠʢ, ʰʚʠʜʰʝ ʟʘ ʚʩʝ, 

ʧʨʦʧʫʩʪʠʪʴ ʙʫʜʴ-ʷʢʽ ʚʽʜʢʨʠʪʽ ʜʝʩʪʨʫʢʪʠʚʥʽ ʜʽʾ. ʍʦʯʘ ʝʢʩʬʽʣʴʪʨʘʮʽʷ ʤʦʞʝ 

ʚʽʜʙʫʚʘʪʠʩʷ ʪʠʭʦ, ʥʘʧʘʜ ʥʝ ʟʘʣʠʰʘʻ ʞʦʜʥʠʭ ʩʫʤʥʽʚʽʚ ʫ ʪʦʤʫ, ʱʦ ʘʪʘʢʘ ʪʨʠʚʘʻ. 

ʌʘʟʘ ʥʘʧʘʜʫ ï ʮʝ ʤʽʩʮʝ ʘʪʘʢʠ, ʜʝ ʟʘʚʜʘʻʪʴʩʷ ʥʘʡʙʽʣʴʰʘ ʰʢʦʜʘ. ɿʣʦʚʤʠʩʥʠʢ 

ʤʦʞʝ ʚʠʜʘʣʠʪʠ ʘʙʦ ʟʤʽʥʠʪʠ ʢʨʠʪʠʯʥʽ ʬʘʡʣʠ ʢʦʥʬʽʛʫʨʘʮʽʾ, ʱʦʙ ʟʤʽʥʠʪʠ ʩʧʦʩʽʙ 

ʨʦʙʦʪʠ ʢʦʤʧôʶʪʝʨʘ ʯʠ ʧʨʠʩʪʨʦʶ. ʊʘʢ ʩʘʤʦ ʟʣʦʚʤʠʩʥʠʢ ʤʦʞʝ ʟʤʽʥʠʪʠ ʜʘʥʽ ʘʙʦ 

ʧʨʦʛʨʘʤʠ, ʱʦʙ ʪʘʢʦʞ ʟʤʽʥʠʪʠ ʩʧʦʩʽʙ ʨʦʙʦʪʠ ʬʽʟʠʯʥʠʭ ʧʨʠʩʪʨʦʾʚ. ʂʦʨʦʪʰʝ 

ʢʘʞʫʯʠ, ʥʘ ʝʪʘʧʽ ʥʘʧʘʜʫ ʜʽʻ ʟʣʦʚʤʠʩʥʠʢ, ʷʢʠʡ ʜʽʡʩʥʦ ʭʦʯʝ ʟʘʚʜʘʪʠ ʰʢʦʜʠ. 

7. Obfuscation  (ʦʙʬʫʩʢʘʮʽʷ) ð ʮʝ ʪʘʢʦʞ ʥʝʦʙʦʚôʷʟʢʦʚʠʡ, ʭʦʯʘ ʡ 

ʧʦʰʠʨʝʥʠʡ ʝʪʘʧ (ʚʽʜ ʣʘʪ. Obfuscare ð ʟʘʪʽʥʷʪʠ, ʟʘʪʝʤʥʶʚʘʪʠ; ʘʥʛʣ. Obfuscate 

ð ʨʦʙʠʪʠ ʥʝʦʯʝʚʠʜʥʠʤ, ʟʘʧʣʫʪʘʥʠʤ, ʟʙʠʚʘʪʠ ʟ ʧʘʥʪʝʣʠʢʫ). ɼʝʷʢʽ ʟʣʦʚʤʠʩʥʠʢʠ 

ʭʦʯʫʪʴ, ʱʦʙ ʫʚʝʩʴ ʩʚʽʪ ʟʥʘʚ, ʱʦ ʚʦʥʠ ʚʜʘʨʠʣʠ ʪʘ ʟʘʚʜʘʣʠ ʰʢʦʜʠ. ʆʜʥʘʢ ʙʘʛʘʪʦ 

ʽʥʰʠʭ ʟʣʦʚʤʠʩʥʠʢʽʚ ʭʦʯʫʪʴ ʩʧʦʢʽʡʥʦ ʚʠʢʦʥʫʚʘʪʠ ʩʚʦʶ ʨʦʙʦʪʫ ʽ, ʩʧʦʜʽʚʘʶʩʷ, 

ʚʪʝʢʪʠ, ʥʝ ʧʦʧʝʨʝʜʞʘʶʯʠ ʥʽʢʦʛʦ ʧʨʦ ʩʚʦʶ ʜʽʷʣʴʥʽʩʪʴ. ɼʣʷ ʟʣʦʚʤʠʩʥʠʢʽʚ, ʷʢʽ 

ʭʦʯʫʪʴ ʙʫʪʠ ʪʘʻʤʥʠʤʠ, ʮʷ ʦʩʪʘʥʥʷ ʬʘʟʘ ð ʮʝ ʪʘ, ʥʘ ʷʢʽʡ ʚʦʥʠ ʟʘʤʽʪʘʶʪʴ ʩʣʽʜʠ. 

ʄʘʶʯʠ ʧʽʜʚʠʱʝʥʽ ʧʨʠʚʽʣʝʾ, ʟʣʦʚʤʠʩʥʠʢʠ ʯʘʩʪʦ ʤʦʞʫʪʴ ʟʤʽʥʶʚʘʪʠ ʬʘʡʣʠ 

ʞʫʨʥʘʣʽʚ ʪʘ ʽʥʰʽ ʘʨʪʝʬʘʢʪʠ ʩʚʦʻʾ ʜʽʷʣʴʥʦʩʪʽ ʘʙʦ ʚʩʪʘʥʦʚʣʶʚʘʪʠ ʜʦʜʘʪʢʦʚʽ 

ʰʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ, ʱʦʙ ʩʪʝʨʪʠ ʙʫʜʴ-ʷʢʽ ʩʣʽʜʠ ʩʚʦʻʾ ʧʨʠʩʫʪʥʦʩʪʽ. ʎʝ 

ʫʩʢʣʘʜʥʶʻ ʚʽʜʩʪʝʞʝʥʥʷ ʟʣʦʚʤʠʩʥʠʢʽʚ ʽ, ʟʛʦʜʦʤ, ʟʘʧʦʙʽʛʘʥʥʷ ʾʭ ʧʦʜʘʣʴʰʠʭ 

ʘʪʘʢ. 
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1.7. ȺɝɚɍɗɔɎɚɝɞɱ ɡɌɖɑɜɝɨɖɚɏɚ ɓɗɚɘɟ ɘɚɍɱɗɨəɚɲ ɘɑɜɑɒɱ 

ɱəɠɚɖɚɘɟəɱɖɌɢɱɕ 

 

ɿʣʦʤ ʤʦʙʽʣʴʥʦʾ ʤʝʨʝʞʽ ʦʧʝʨʘʪʦʨʘ ʩʪʽʣʴʥʠʢʦʚʦʛʦ ʟʚôʷʟʢʫ ʦʟʥʘʯʘʻ ʙʫʜʴ-ʷʢʠʡ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ ʜʦ ʚʘʰʦʛʦ ʤʦʙʽʣʴʥʦʛʦ ʧʨʠʩʪʨʦʶ ʘʙʦ ʡʦʛʦ 

ʢʦʤʫʥʽʢʘʮʽʡ. ʎʝ ʤʦʞʝ ʚʘʨʽʶʚʘʪʠʩʷ ʚʽʜ ʧʦʨʫʰʝʥʥʷ ʙʝʟʧʝʢʠ ʚʠʩʦʢʦʛʦ ʨʽʚʥʷ ʜʦ 

ʧʨʦʩʪʦʛʦ ʧʝʨʝʭʦʧʣʝʥʥʷ ʜʘʥʠʭ ʯʝʨʝʟ ʥʝʟʘʭʠʱʝʥʝ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ɯʥʪʝʨʥʝʪʫ. ʎʝ 

ʪʘʢʦʞ ʤʦʞʝ ʚʢʣʶʯʘʪʠ ʬʽʟʠʯʥʫ ʢʨʘʜʽʞʢʫ ʤʦʙʽʣʴʥʦʛʦ ʪʝʣʝʬʦʥʫ ʪʘ ʥʘʩʪʫʧʥʽ 

ʩʧʨʦʙʠ ʟʣʦʤʫ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʝʪʦʜʽʚ ʛʨʫʙʦʾ ʩʠʣʠ. 

ʂʽʙʝʨʟʣʦʯʠʥʮʽ ʩʪʚʦʨʶʶʪʴ ʙʘʛʘʪʦ ʮʠʬʨʦʚʠʭ ʤʦʙʽʣʴʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʟʣʦʤʫ, 

ʧʨʠʟʥʘʯʝʥʠʭ ʜʣʷ ʚʩʪʘʚʣʝʥʥʷ ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤ ʽ ʥʝʙʘʞʘʥʠʭ ʟʘʩʪʦʩʫʥʢʽʚ ʫ 

ʚʘʰ ʤʦʙʽʣʴʥʠʡ ʧʨʠʩʪʨʽʡ. ɺʦʥʠ ʤʦʞʫʪʴ ʚʠʪʷʛʫʚʘʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ 

ʢʦʨʠʩʪʫʚʘʯʘ ʪʘ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ ʟʽ ʟʣʘʤʘʥʦʛʦ ʧʨʠʩʪʨʦʶ ʯʠ ʤʝʨʝʞʽ. ɼʝʷʢʽ ʟ 

ʮʠʭ ʤʦʙʽʣʴʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʟʣʦʤʫ ʥʘʚʽʪʴ ʜʦʟʚʦʣʷʶʪʴ ʟʣʦʚʤʠʩʥʠʢʫ 

ʢʦʥʪʨʦʣʶʚʘʪʠ ʚʘʰ ʤʦʙʽʣʴʥʠʡ ʧʨʠʩʪʨʽʡ ʙʝʟ ʚʘʰʦʛʦ ʜʦʟʚʦʣʫ. 

 

 

ʈʠʩ. 1.4. ʇʨʦʮʝʜʫʨʘ ʟʣʦʤʫ ʤʦʙʽʣʴʥʦʾ ʤʝʨʝʞʽ 

 

ɿʣʦʚʤʠʩʥʠʢʠ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʨʽʟʥʽ ʪʘʢʪʠʢʠ, ʱʦʙ ʟʣʘʤʘʪʠ ʤʝʨʝʞʫ 

ʤʦʙʽʣʴʥʦʛʦ ʪʝʣʝʬʦʥʫ (ʨʠʩ. 1.4). ʇʨʦʪʝ ʮʝʡ ʧʨʦʮʝʩ ʟʘʟʚʠʯʘʡ ʚʢʣʶʯʘʻ 

ɯʜʝʥʪʠʬʢ̔ʘʮ̫̔ 
ʮ̔ʣ̔ 

ʇʦʰʫʢ 
ʚʨʘʟʣʠʚʦʩʪʝʡ 

ɼʦʩʪʘʚʢʘ 
ʟʣʦʚʤʠʩʥʦʛʦ 
ʢʦʨʠʩʥʦʛʦ 
ʥʘʚʘʥʪʘʞʝʥʥʷ 

ɽʢʩʧʣʫʘʪʘʮʽʷ 

ɽʢʩʬʽʣʴʪʨʘʮʽʷ 
ʜʘʥʠʭ 

ʇʨʠʢʨʠʪʪʷ 
ʜʦʨʽʞʦʢ 
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ʽʜʝʥʪʠʬʽʢʘʮʽʶ ʮʽʣʽ, ʧʦʰʫʢ ʚʨʘʟʣʠʚʦʩʪʝʡ, ʜʦʩʪʘʚʢʫ ʟʣʦʚʤʠʩʥʦʛʦ ʢʦʨʠʩʥʦʛʦ 

ʥʘʚʘʥʪʘʞʝʥʥʷ, ʚʠʢʦʨʠʩʪʘʥʥʷ, ʚʠʢʨʘʜʘʥʥʷ ʜʘʥʠʭ ʽ ʧʨʠʭʦʚʫʚʘʥʥʷ ʩʣʽʜʽʚ. 

1. ɯʜʝʥʪʠʬʽʢʘʮʽʷ ʮʽʣʽ Identifying the target. 

ʍʘʢʝʨʠ ʯʘʩʪʦ ʦʙʠʨʘʶʪʴ ʢʦʥʢʨʝʪʥʽ ʮʽʣʽ ʥʘ ʦʩʥʦʚʽ ʙʘʛʘʪʴʦʭ ʬʘʢʪʦʨʽʚ, ʪʘʢʠʭ 

ʷʢ ʮʽʥʥʽʩʪʴ ʽʥʬʦʨʤʘʮʽʾ, ʱʦ ʟʙʝʨʽʛʘʻʪʴʩʷ ʥʘ ʧʨʠʩʪʨʦʾ, ʧʨʦʬʽʣʴ ʢʦʨʠʩʪʫʚʘʯʘ ʘʙʦ 

ʧʦʪʝʥʮʽʡʥʽ ʬʽʥʘʥʩʦʚʽ ʚʠʛʦʜʠ. ʎʽʣʷʤʠ ʤʦʞʝ ʙʫʪʠ ʭʪʦ ʟʘʚʛʦʜʥʦ; ʢʽʙʝʨʟʣʦʯʠʥʮʽ 

ʯʘʩʪʦ ʦʙʠʨʘʶʪʴ ʮʽʣʽ ʥʘ ʦʩʥʦʚʽ ʪʦʛʦ, ʱʦ ʚʦʥʠ ʤʦʞʫʪʴ ʦʪʨʠʤʘʪʠ, ʚʨʘʭʦʚʫʶʯʠ 

ʪʘʢʽ ʬʘʢʪʦʨʠ, ʷʢ ʩʢʣʘʜʥʽʩʪʴ, ʨʠʟʠʢ ʽ ʧʦʪʝʥʮʽʡʥʠʡ ʨʝʟʫʣʴʪʘʪ. 

2. ʇʦʰʫʢ ʚʨʘʟʣʠʚʦʩʪʝʡ Finding vulnerabilities. 

ɿʣʦʚʤʠʩʥʠʢʠ ʰʫʢʘʶʪʴ ʩʣʘʙʢʽ ʤʽʩʮʷ ʫ ʚʘʰʦʤʫ ʧʨʠʩʪʨʦʾ, ʦʧʝʨʘʮʽʡʥʽʡ 

ʩʠʩʪʝʤʽ (ʆʉ) ʘʙʦ ʚʩʪʘʥʦʚʣʝʥʠʭ ʧʨʦʛʨʘʤʘʭ. ʎʽ ʚʨʘʟʣʠʚʦʩʪʽ ʪʘʢʦʞ ʤʦʞʫʪʴ 

ʚʢʣʶʯʘʪʠ ʟʘʩʪʘʨʽʣʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʙʦ ʧʘʨʦʣʽ, ʷʢʽ ʣʝʛʢʦ ʚʛʘʜʘʪʠ. 

3. ɼʦʩʪʘʚʢʘ ʟʣʦʚʤʠʩʥʦʛʦ ʢʦʨʠʩʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ Delivering malicious 

payload. 

ɺʠʷʚʠʚʰʠ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʫ ʚʘʰʦʤʫ ʪʝʣʝʬʦʥʽ, ʭʘʢʝʨʠ ʨʦʟʛʦʨʪʘʶʪʴ 

ʟʣʦʚʤʠʩʥʝ ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ. ʎʝ ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʻ ʰʢʽʜʣʠʚʠʤ 

ʢʦʤʧʦʥʝʥʪʦʤ, ʥʘʧʨʠʢʣʘʜ ʚʽʨʫʩʦʤ ʘʙʦ ʰʧʠʛʫʥʩʴʢʠʤ ʧʨʦʛʨʘʤʥʠʤ 

ʟʘʙʝʟʧʝʯʝʥʥʷʤ, ʷʢʝ ʤʦʞʝ ʜʽʩʪʘʪʠʩʷ ʜʦ ʚʘʰʦʛʦ ʤʦʙʽʣʴʥʦʛʦ ʧʨʠʩʪʨʦʶ ʨʽʟʥʠʤʠ 

ʤʝʪʦʜʘʤʠ, ʟʦʢʨʝʤʘ ʭʘʢʝʨʘʤʠ, ʷʢʽ ʥʘʜʩʠʣʘʶʪʴ ʬʽʰʠʥʛʦʚʠʡ ʝʣʝʢʪʨʦʥʥʠʡ ʣʠʩʪ, 

ʩʪʚʦʨʶʶʪʴ ʧʽʜʨʦʙʣʝʥʫ ʪʦʯʢʫ ʜʦʩʪʫʧʫ Wi-Fi ʘʙʦ ʚʙʫʜʦʚʫʶʪʴ ʢʦʨʠʩʥʝ 

ʥʘʚʘʥʪʘʞʝʥʥʷ ʚ ʧʨʦʛʨʘʤʫ. 

4. ɽʢʩʧʣʫʘʪʘʮʽʷ Exploitation. 

ʇʽʩʣʷ ʚʠʢʦʥʘʥʥʷ ʟʣʦʚʤʠʩʥʦʛʦ ʢʦʨʠʩʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ ʭʘʢʝʨʠ ʤʦʞʫʪʴ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʚʨʘʟʣʠʚʦʩʪʽ, ʱʦʙ ʚʩʪʘʥʦʚʠʪʠ ʪʦʯʢʫ ʦʧʦʨʠ. ʎʽ ʚʨʘʟʣʠʚʦʩʪʽ 

ʤʦʞʫʪʴ ʙʫʪʠ ʩʣʘʙʢʠʤʠ ʤʽʩʮʷʤʠ ʚ ʆʉ, ʟʘʩʪʘʨʽʣʠʤ ʧʨʦʛʨʘʤʥʠʤ ʟʘʙʝʟʧʝʯʝʥʥʷʤ 

ʘʙʦ ʥʝʜʦʣʽʢʘʤʠ ʚ ʦʢʨʝʤʠʭ ʧʨʦʛʨʘʤʘʭ. 

5. ɽʢʩʬʽʣʴʪʨʘʮʽʷ ʜʘʥʠʭ Exfiltrating data. 

ʇʽʩʣʷ ʪʦʛʦ, ʷʢ ʜʦʩʪʫʧ ʙʫʜʝ ʚʩʪʘʥʦʚʣʝʥʦ, ʟʣʦʚʤʠʩʥʠʢʠ ʤʦʞʫʪʴ ʚʠʢʨʘʩʪʠ ʘʙʦ 

ʦʪʨʠʤʘʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ ʘʙʦ ʦʪʨʠʤʘʪʠ ʧʦʚʥʠʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʚʘʰʠʤ 
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ʧʨʠʩʪʨʦʻʤ. ʎʝ ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ ʢʨʘʜʽʞʢʠ ʦʩʦʙʠʩʪʠʭ ʜʘʥʠʭ, ʬʽʥʘʥʩʦʚʦʛʦ 

ʰʘʭʨʘʡʩʪʚʘ ʘʙʦ ʽʥʰʠʭ ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ. 

6. ʇʨʠʢʨʠʪʪʷ ʜʦʨʽʞʦʢ Covering tracks. 

ʂʽʙʝʨʟʣʦʯʠʥʮʽ ʧʨʘʛʥʫʪʴ ʟʘʣʠʰʘʪʠʩʷ ʥʝʧʦʤʽʯʝʥʠʤʠ ʷʢʦʤʦʛʘ ʜʦʚʰʝ, ʱʦʙ 

ʤʘʢʩʠʤʽʟʫʚʘʪʠ ʰʢʦʜʫ, ʷʢʫ ʚʦʥʠ ʤʦʞʫʪʴ ʟʘʚʜʘʪʠ, ʽ ʫʥʠʢʥʫʪʠ ʟʘʭʦʧʣʝʥʥʷ. ɺʦʥʠ 

ʯʘʩʪʦ ʥʘʤʘʛʘʶʪʴʩʷ ʤʘʥʽʧʫʣʶʚʘʪʠ ʙʫʜʴ-ʷʢʠʤʠ ʜʦʢʘʟʘʤʠ ʩʚʦʛʦ ʚʪʦʨʛʥʝʥʥʷ, 

ʚʠʜʘʣʷʶʯʠ ʬʘʡʣʠ ʞʫʨʥʘʣʽʚ, ʟʤʽʥʶʶʯʠ ʧʦʟʥʘʯʢʠ ʯʘʩʫ ʘʙʦ ʟʤʽʥʶʶʯʠ ʽʥʰʽ ʜʘʥʽ, 

ʷʢʽ ʤʦʞʫʪʴ ʚʠʢʨʠʪʠ ʾʭʥʶ ʜʽʷʣʴʥʽʩʪʴ. 

ʂʨʽʤ ʪʦʛʦ, ʚʦʥʠ ʤʦʞʫʪʴ ʚʩʪʘʥʦʚʣʶʚʘʪʠ ʙʝʢʜʦʨʠ (backdoors), ʱʦʙ ʦʙʽʡʪʠ 

ʟʚʠʯʘʡʥʽ ʧʨʦʮʝʜʫʨʠ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʦʪʨʠʤʘʪʠ ʚʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ ʜʦ 

ʢʦʤʧôʶʪʝʨʘ ʯʠ ʤʝʨʝʞʽ ʙʝʟ ʚʠʷʚʣʝʥʥʷ. ɼʝʷʢʽ ʟʣʦʚʤʠʩʥʠʢʠ ʪʘʢʦʞ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʩʢʣʘʜʥʽ ʤʝʪʦʜʠ, ʘ ʩʘʤʝ ʰʠʬʨʫʚʘʥʥʷ ʰʢʽʜʣʠʚʦʛʦ ʢʦʜʫ, 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʥʫʣʴʦʚʦʛʦ ʜʥʷ ʘʙʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʫʪʢʽʪʽʚ, ʱʦʙ 

ʫʥʠʢʥʫʪʠ ʚʠʷʚʣʝʥʥʷ ʧʽʜ ʯʘʩ ʚʠʢʦʥʘʥʥʷ ʘʪʘʢ. 

 

1.8. ȺɓəɌɖɔ ɞɚɏɚ, ɥɚ ɘɚɍɱɗɨəɔɕ ɛɜɔɝɞɜɱɕ ɓɗɌɘɌəɚ 

ɡɌɖɑɜɚɘ 

 

ɭ ʦʟʥʘʢʠ, ʟʘ ʷʢʠʤʠ ʚʠ ʤʦʞʝʪʝ ʟʚʝʨʥʫʪʠ ʫʚʘʛʫ, ʱʦʙ ʚʠʷʚʠʪʠ ʟʣʦʤ 

ʤʦʙʽʣʴʥʦʛʦ ʧʨʠʩʪʨʦʶ, ʟʦʢʨʝʤʘ ʥʝʟʚʠʯʥʝ ʨʦʟʨʷʜʞʝʥʥʷ ʘʢʫʤʫʣʷʪʦʨʘ, ʥʠʟʴʢʘ 

ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ, ʥʘʜʤʽʨʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʜʘʥʠʭ, ʥʝʟʥʘʡʦʤʽ ʧʨʦʛʨʘʤʠ ʘʙʦ ʯʘʩʪʽ 

ʩʧʣʠʚʘʶʯʽ ʚʽʢʥʘ, ʜʠʚʥʽ ʪʝʢʩʪʦʚʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʘʙʦ ʜʟʚʽʥʢʠ, ʧʝʨʝʛʨʽʚ, ʧʽʜʦʟʨʽʣʘ 

ʘʢʪʠʚʥʽʩʪʴ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ, ʥʝʦʯʽʢʫʚʘʥʽ ʜʦʟʚʦʣʠ, ʧʦʚʝʜʽʥʢʘ ʧʨʠʩʪʨʦʶ 

ʘʥʦʤʘʣʽʾ ʪʘ ʧʦʨʫʰʝʥʥʷ ʤʝʨʝʞʽ. 

 ʅʝʟʚʠʯʘʡʥʠʡ ʨʦʟʨʷʜ ʘʢʫʤʫʣʷʪʦʨʘ: ʘʢʫʤʫʣʷʪʦʨ ʚʘʰʦʛʦ ʧʨʠʩʪʨʦʶ ʰʚʠʜʢʦ 

ʨʦʟʨʷʜʞʘʻʪʴʩʷ ʥʘʚʽʪʴ ʟʘ ʤʽʥʽʤʘʣʴʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ. ʎʝ ʤʦʞʝ ʦʟʥʘʯʘʪʠ, ʱʦ 

ʰʢʽʜʣʠʚʽ ʧʨʦʮʝʩʠ ʧʨʘʮʶʶʪʴ ʫ ʬʦʥʦʚʦʤʫ ʨʝʞʠʤʽ, ʩʧʦʞʠʚʘʶʯʠ ʜʦʜʘʪʢʦʚʫ 

ʝʥʝʨʛʽʶ. 
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 ʅʠʟʴʢʘ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ: ʫ ʚʘʰʦʛʦ ʧʨʠʩʪʨʦʶ ʩʧʦʩʪʝʨʽʛʘʶʪʴʩʷ ʧʦʚʽʣʴʥʽ 

ʨʝʘʢʮʽʾ, ʯʘʩʪʽ ʟʘʪʨʠʤʢʠ ʘʙʦ ʟʙʦʾ. ʎʝ ʤʦʞʝ ʙʫʪʠ ʨʝʟʫʣʴʪʘʪʦʤ ʭʘʢʝʨʩʴʢʠʭ ʜʽʡ, ʷʢʽ 

ʧʝʨʝʚʘʥʪʘʞʫʶʪʴ ʨʝʩʫʨʩʠ ʚʘʰʦʛʦ ʧʨʠʩʪʨʦʶ. 

 ʅʘʜʤʽʨʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʜʘʥʠʭ: ʚʠ ʧʦʤʽʪʠʣʠ ʨʘʧʪʦʚʝ ʪʘ ʥʝʟʨʦʟʫʤʽʣʝ 

ʟʙʽʣʴʰʝʥʥʷ ʩʧʦʞʠʚʘʥʥʷ ʜʘʥʠʭ. ʎʝ ʤʦʞʝ ʙʫʪʠ ʦʟʥʘʢʦʶ ʪʦʛʦ, ʱʦ ʟʣʦʚʤʠʩʥʝ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʙʦ ʽʥʩʪʨʫʤʝʥʪʠ ʟʣʦʤʫ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʚʘʰʽ ʜʘʥʽ ʜʣʷ 

ʟʚôʷʟʢʫ ʽʟ ʟʦʚʥʽʰʥʽʤʠ ʩʝʨʚʝʨʘʤʠ. 

 ʅʝʟʥʘʡʦʤʽ ʧʨʦʛʨʘʤʠ ʘʙʦ ʯʘʩʪʽ ʩʧʣʠʚʘʶʯʽ ʚʽʢʥʘ: ʥʦʚʽ ʪʘ ʥʝʟʥʘʡʦʤʽ 

ʧʨʦʛʨʘʤʠ ʟôʷʚʣʷʶʪʴʩʷ ʥʘ ʚʘʰʦʤʫ ʧʨʠʩʪʨʦʾ ʙʝʟ ʚʘʰʦʾ ʟʛʦʜʠ, ʘʙʦ ʚʠ ʯʘʩʪʦ ʙʘʯʠʪʝ 

ʩʧʣʠʚʘʶʯʽ ʚʽʢʥʘ. ʐʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʦʞʝ ʚʩʪʘʥʦʚʣʶʚʘʪʠ 

ʜʦʜʘʪʢʦʚʽ ʧʨʦʛʨʘʤʠ ʘʙʦ ʩʪʚʦʨʶʚʘʪʠ ʥʝʙʘʞʘʥʫ ʨʝʢʣʘʤʫ. 

 ʇʝʨʝʛʨʽʚ: ɺʘʰ ʧʨʠʩʪʨʽʡ ʥʘʜʟʚʠʯʘʡʥʦ ʥʘʛʨʽʚʘʻʪʴʩʷ ʥʘʚʽʪʴ ʧʽʜ ʯʘʩ 

ʥʝʚʝʣʠʢʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ. ʎʝ ʤʦʞʝ ʦʟʥʘʯʘʪʠ, ʱʦ ʰʢʽʜʣʠʚʽ ʧʨʦʮʝʩʠ 

ʧʝʨʝʚʘʥʪʘʞʫʶʪʴ ʘʧʘʨʘʪʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʘʰʦʛʦ ʧʨʠʩʪʨʦʶ, ʩʧʨʠʯʠʥʷʶʯʠ ʡʦʛʦ 

ʧʝʨʝʛʨʽʚ. 

 ʇʽʜʦʟʨʽʣʘ ʘʢʪʠʚʥʽʩʪʴ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ: ʚʠ ʚʠʷʚʠʣʠ ʥʝʟʚʠʯʥʫ ʘʢʪʠʚʥʽʩʪʴ, 

ʥʝʨʦʟʧʽʟʥʘʥʽ ʚʭʦʜʠ ʘʙʦ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ ʜʦ ʩʚʦʾʭ ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ. 

ʍʘʢʝʨʠ ʤʦʞʫʪʴ ʧʨʦʥʠʢʥʫʪʠ ʫ ʚʘʰʽ ʦʙʣʽʢʦʚʽ ʟʘʧʠʩʠ ʯʝʨʝʟ ʟʣʘʤʘʥʽ ʧʨʠʩʪʨʦʾ. 

 ʅʝʦʯʽʢʫʚʘʥʽ ʜʦʟʚʦʣʠ: ʧʨʦʛʨʘʤʠ ʟʘʧʠʪʫʶʪʴ ʜʦʟʚʦʣʠ, ʷʢʽ ʟʜʘʶʪʴʩʷ 

ʥʝʧʦʪʨʽʙʥʠʤʠ ʜʣʷ ʾʭʥʴʦʾ ʟʘʷʚʣʝʥʦʾ ʬʫʥʢʮʽʾ. ʐʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ ʤʦʞʫʪʴ 

ʟʘʧʠʪʫʚʘʪʠ ʜʦʜʘʪʢʦʚʽ ʜʦʟʚʦʣʠ ʥʘ ʜʦʩʪʫʧ ʜʦ ʢʦʥʬʽʜʝʥʮʽʡʥʠʭ ʜʘʥʠʭ. 

 ɸʥʦʤʘʣʽʾ ʚ ʨʦʙʦʪʽ ʧʨʠʩʪʨʦʶ: ʚʘʰ ʧʨʠʩʪʨʽʡ ʧʦʚʦʜʠʪʴʩʷ ʥʝʦʯʽʢʫʚʘʥʦ, 

ʥʘʧʨʠʢʣʘʜ ʚʤʠʢʘʻʪʴʩʷ ʘʙʦ ʚʠʤʠʢʘʻʪʴʩʷ ʙʝʟ ʚʚʝʜʝʥʥʷ ʜʘʥʠʭ. ʍʘʢʝʨʩʴʢʽ ʜʽʾ 

ʤʦʞʫʪʴ ʩʧʨʠʯʠʥʠʪʠ ʧʦʨʫʰʝʥʥʷ ʥʦʨʤʘʣʴʥʦʾ ʨʦʙʦʪʠ ʧʨʠʩʪʨʦʶ. 

 ʇʦʨʫʰʝʥʥʷ ʚ ʨʦʙʦʪʽ ʤʝʨʝʞʽ: ʚʠ ʩʧʦʩʪʝʨʽʛʘʻʪʝ ʧʦʨʫʰʝʥʥʷ ʚ ʨʦʙʦʪʽ ʤʝʨʝʞʽ, 

ʷʢ-ʦʪ ʯʘʩʪʽ ʚʽʜʢʣʶʯʝʥʥʷ ʘʙʦ ʥʝʟʥʘʡʦʤʽ ʧʨʠʩʪʨʦʾ, ʧʽʜʢʣʶʯʝʥʽ ʜʦ ʚʘʰʦʾ Wi-Fi. 

ɿʣʘʤʘʥʽ ʧʨʠʩʪʨʦʾ ʤʦʞʫʪʴ ʚʠʷʚʣʷʪʠ ʥʝʨʝʛʫʣʷʨʥʽʩʪʴ ʤʝʨʝʞʝʚʠʭ ʟôʻʜʥʘʥʴ. 

 



49 

 

1. 9. ȮɔɖɚəɌəəɫ ɞɑɝɞɟ əɌ ɛɜɚəɔɖəɑəəɫ (penetration 

test)  ɑɞɔɣəɔɘ ɡɌɖɑɜɚɘ 

 

ʊʝʩʪ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʻ ʥʝʚʽʜ'ʻʤʥʦʶ ʯʘʩʪʠʥʦʶ ʝʪʠʯʥʦʛʦ ʭʘʢʝʨʩʪʚʘ. ʍʦʯʘ 

ʝʪʠʯʥʝ ʭʘʢʝʨʩʪʚʦ ʽʥʦʜʽ ʚʽʜʙʫʚʘʻʪʴʩʷ ʙʝʟ ʬʦʨʤʘʣʴʥʠʭ ʧʨʘʚʠʣ ʚʟʘʻʤʦʜʽʾ, 

ʪʝʩʪʫʚʘʥʥʷ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʚʠʤʘʛʘʻ ʧʦʧʝʨʝʜʥʴʦʛʦ ʫʟʛʦʜʞʝʥʥʷ ʧʨʘʚʠʣ. ʗʢʱʦ 

ʝʪʠʯʥʠʡ ʭʘʢʝʨ ʚʠʨʽʰʠʪʴ ʧʨʦʚʝʩʪʠ ʪʝʩʪ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʙʝʟ ʧʦʧʝʨʝʜʥʴʦʛʦ 

ʚʠʟʥʘʯʝʥʥʷ ʧʝʚʥʠʭ ʧʘʨʘʤʝʪʨʽʚ, ʮʝ ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ ʙʘʛʘʪʴʦʭ ʥʝʧʨʠʻʤʥʠʭ 

ʥʘʩʣʽʜʢʽʚ. ʅʘʧʨʠʢʣʘʜ, ʚʽʜʩʫʪʥʽʩʪʴ ʧʨʘʚʠʣ, ʚʩʪʘʥʦʚʣʝʥʠʭ ʧʝʨʝʜ ʧʦʯʘʪʢʦʤ 

ʪʝʩʪʫʚʘʥʥʷ, ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ ʢʨʠʤʽʥʘʣʴʥʦʛʦ ʘʙʦ ʮʠʚʽʣʴʥʦʛʦ ʦʙʚʠʥʫʚʘʯʝʥʥʷ, 

ʟʘʣʝʞʥʦ ʚʽʜ ʧʦʪʝʨʧʽʣʦʾ ʩʪʦʨʦʥʠ ʪʘ ʥʘʧʘʜʫ. ʊʘʢʦʞ ʮʽʣʢʦʤ ʤʦʞʣʠʚʦ, ʱʦ ʙʝʟ 

ʯʽʪʢʦ ʚʠʟʥʘʯʝʥʠʭ ʧʨʘʚʠʣ ʘʪʘʢʘ ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ ʚʠʤʢʥʝʥʥʷ ʩʠʩʪʝʤ ʘʙʦ 

ʩʣʫʞʙ ʽ ʧʦʚʥʦʾ ʟʫʧʠʥʢʠ ʜʽʷʣʴʥʦʩʪʽ ʢʦʤʧʘʥʽʾ. 

 

 

 

 

ʈʠʩ. 1.5. ʂʨʦʢʠ 

ʝʪʠʯʥʦʛʦ ʭʘʢʝʨʩʪʚʘ 

 

ʇʫʙʣʽʢʘʮʽʷ ʅʘʮʽʦʥʘʣʴʥʦʛʦ ʽʥʩʪʠʪʫʪʫ ʩʪʘʥʜʘʨʪʽʚ ʽ ʪʝʭʥʦʣʦʛʽʡ 800-115 (NIST 

800-115, National Institute of Standards and Technology Publication 800-115), 

ʊʝʭʥʽʯʥʠʡ ʧʦʩʽʙʥʠʢ ʟ ʪʝʩʪʫʚʘʥʥʷ ʪʘ ʦʮʽʥʢʠ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ, ʦʧʠʩʫʻ 

ʪʝʩʪʫʚʘʥʥʷ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʷʢ ʯʦʪʠʨʠʝʪʘʧʥʠʡ ʧʨʦʮʝʩ, ʷʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 1.5. 

ʂʦʣʠ ʦʨʛʘʥʽʟʘʮʽʷ ʚʠʨʽʰʫʻ ʧʨʦʚʝʩʪʠ ʪʝʩʪ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ, ʝʪʠʯʥʠʡ ʭʘʢʝʨ 

ʧʦʚʠʥʝʥ ʧʦʩʪʘʚʠʪʠ ʧʝʚʥʽ ʟʘʧʠʪʘʥʥʷ, ʱʦʙ ʚʠʟʥʘʯʠʪʠ ʮʽʣʽ. ʅʘ ʮʴʦʤʫ ʝʪʘʧʽ ʤʝʪʦʶ 

ʤʘʻ ʙʫʪʠ ʯʽʪʢʝ ʚʠʟʥʘʯʝʥʥʷ ʪʦʛʦ, ʯʦʤʫ ʧʦʪʨʽʙʝʥ ʪʝʩʪ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʪʘ 

ʧʦʚôʷʟʘʥʽ ʟ ʥʠʤ ʟʘʚʜʘʥʥʷ. ʎʽ ʟʘʧʠʪʘʥʥʷ ʚʢʣʶʯʘʶʪʴ ʥʘʩʪʫʧʥʝ: 



50 

 

- ʏʦʤʫ ʪʝʩʪ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʚʚʘʞʘʻʪʴʩʷ ʥʝʦʙʭʽʜʥʠʤ? 

- ʗʢʘ ʬʫʥʢʮʽʷ ʯʠ ʤʽʩʽʷ ʦʨʛʘʥʽʟʘʮʽʾ, ʱʦ ʧʽʜʣʷʛʘʻ ʧʝʨʝʚʽʨʮʽ? 

- ʗʢʽ ʦʙʤʝʞʝʥʥʷ ʘʙʦ ʧʨʘʚʠʣʘ ʫʯʘʩʪʽ ʚ ʪʝʩʪʽ? 

- ʗʢʽ ʜʘʥʽ ʪʘ ʧʦʩʣʫʛʠ ʚʢʣʶʯʘʪʠʤʝ ʪʝʩʪ? 

- ʍʪʦ ʻ ʚʣʘʩʥʠʢʦʤ ʜʘʥʠʭ? 

- ʗʢʽ ʨʝʟʫʣʴʪʘʪʠ ʦʯʽʢʫʶʪʴʩʷ ʧʽʩʣʷ ʟʘʚʝʨʰʝʥʥʷ ʪʝʩʪʫ? 

- ʑʦ ʙʫʜʝ ʟʨʦʙʣʝʥʦ ʟ ʨʝʟʫʣʴʪʘʪʘʤʠ ʧʽʩʣʷ ʧʨʝʜʩʪʘʚʣʝʥʥʷ? 

- ʗʢʠʡ ʙʶʜʞʝʪ? 

- ʗʢʽ ʦʯʽʢʫʚʘʥʽ ʚʠʪʨʘʪʠ? 

- ʗʢʽ ʨʝʩʫʨʩʠ ʙʫʜʫʪʴ ʜʦʩʪʫʧʥʽ? 

- ʗʢʽ ʜʽʾ ʙʫʜʫʪʴ ʜʦʟʚʦʣʝʥʽ ʚ ʨʘʤʢʘʭ ʪʝʩʪʫ? 

- ʂʦʣʠ ʙʫʜʫʪʴ ʧʨʦʚʝʜʝʥʽ ʪʝʩʪʠ? 

- ʏʠ ʙʫʜʫʪʴ ʩʧʦʚʽʱʝʥʽ ʽʥʩʘʡʜʝʨʠ? 

- ʊʝʩʪ ʙʫʜʝ ʚʠʢʦʥʘʥʦ ʷʢ ʯʦʨʥʠʡ ʘʙʦ ʙʽʣʠʡ ʷʱʠʢ? 

- ʗʢʽ ʫʤʦʚʠ ʚʠʟʥʘʯʘʪʠʤʫʪʴ ʫʩʧʽʭ ʪʝʩʪʫ? 

- ʍʪʦ ʻ ʝʢʩʪʨʝʥʠʤʠ ʢʦʥʪʘʢʪʘʤʠ? 

ʊʝʩʪʫʚʘʥʥʷ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ ʤʦʞʝ ʤʘʪʠ ʢʽʣʴʢʘ ʬʦʨʤ. ɽʪʠʯʥʠʡ ʭʘʢʝʨ ʨʘʟʦʤ 

ʽʟ ʢʣʽʻʥʪʦʤ ʤʘʻ ʚʠʨʽʰʠʪʠ, ʷʢʽ ʪʝʩʪʠ ʧʽʜʭʦʜʷʪʴ ʽ ʜʘʜʫʪʴ ʙʘʞʘʥʽ ʢʣʽʻʥʪʫ 

ʨʝʟʫʣʴʪʘʪʠ. ʊʝʩʪʠ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʯʘʩʪʠʥʦʶ ʪʝʩʪʫ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ, 

ʚʢʣʶʯʘʶʪʴ ʥʘʩʪʫʧʥʝ: 

- ʪʝʭʥʽʯʥʘ ʘʪʘʢʘ ð ʧʨʠʟʥʘʯʝʥʘ ʜʣʷ ʽʤʽʪʘʮʽʾ ʘʪʘʢʠ ʥʘ ʪʝʭʥʦʣʦʛʽʶ ʟʩʝʨʝʜʠʥʠ 

ʘʙʦ ʟʟʦʚʥʽ, ʟʘʣʝʞʥʦ ʚʽʜ ʮʽʣʝʡ ʽ ʥʘʤʽʨʽʚ ʢʣʽʻʥʪʘ; 

- ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʘ ʘʪʘʢʘ ð ʧʨʠʟʥʘʯʝʥʘ ʜʣʷ ʧʦʰʫʢʫ ʣʘʟʽʚʦʢ ʘʙʦ ʥʝʜʦʣʽʢʽʚ ʫ 

ʪʦʤʫ, ʷʢ ʚʠʢʦʥʫʶʪʴʩʷ ʟʘʚʜʘʥʥʷ ʪʘ ʦʧʝʨʘʮʽʡʥʽ ʧʨʦʮʝʩʠ; 

- ʬʽʟʠʯʥʠʡ ʥʘʧʘʜ ð ʚʢʣʶʯʘʻ ʙʫʜʴ-ʱʦ, ʩʧʨʷʤʦʚʘʥʝ ʥʘ ʬʽʟʠʯʥʝ ʦʙʣʘʜʥʘʥʥʷ 

ʪʘ ʦʙôʻʢʪʠ ʟ ʪʘʢʠʤʠ ʜʽʷʤʠ, ʷʢ ʢʨʘʜʽʞʢʘ, ʧʨʦʥʠʢʥʝʥʥʷ ʪʘ ʧʦʜʽʙʥʽ ʜʽʾ. ʄʦʞʝ 

ʪʘʢʦʞ ʚʢʣʶʯʘʪʠ ʜʽʾ ʧʨʦʪʠ ʣʶʜʝʡ, ʷʢ-ʦʪ ʟʘʛʨʦʟʠ, ʧʦʚôʷʟʘʥʽ ʽʟ ʩʦʮʽʘʣʴʥʦʶ 

ʽʥʞʝʥʝʨʽʻʶ. 
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ʇʽʩʣʷ ʪʦʛʦ, ʷʢ ʦʨʛʘʥʽʟʘʮʽʷ ʪʘ ʝʪʠʯʥʠʡ ʭʘʢʝʨ ʦʙʛʦʚʦʨʠʣʠ ʢʦʞʝʥ ʪʝʩʪ, 

ʚʠʟʥʘʯʠʣʠ ʡʦʛʦ ʧʨʠʜʘʪʥʽʩʪʴ ʽ ʦʮʽʥʠʣʠ ʧʦʪʝʥʮʽʡʥʽ ʧʝʨʝʚʘʛʠ ʪʘ ʧʦʙʽʯʥʽ ʝʬʝʢʪʠ, 

ʚʦʥʠ ʤʦʞʫʪʴ ʟʘʚʝʨʰʠʪʠ ʧʣʘʥʫʚʘʥʥʷ ʪʘ ʢʦʥʪʨʘʢʪʠ ʪʘ ʚʠʢʦʥʘʪʠ ʪʝʩʪʫʚʘʥʥʷ (ʨʠʩ. 

1.6). 

 

 

ʈʠʩ. 1.6. ɽʪʘʧʠ 

ʧʝʨʝʚʽʨʢʠ ʝʪʠʯʥʦʛʦ 

ʭʘʢʝʨʩʪʚʘ 

 

ɯʩʥʫʻ ʙʘʛʘʪʦ ʧʨʦʛʨʘʤʥʠʭ ʧʘʢʝʪʽʚ, ʜʦʩʪʫʧʥʠʭ ʜʣʷ ʪʝʩʪʝʨʽʚ ʨʫʯʦʢ, ʷʢ ʾʭ 

ʚʽʜʦʤʦ, ʷʢʽ ʤʦʞʫʪʴ ʧʦʣʝʛʰʠʪʠ ʧʨʦʮʝʩ ʟʙʦʨʫ ʚʘʞʣʠʚʦʾ ʽʥʬʦʨʤʘʮʽʾ ʚʽʜ ʮʽʣʽ ʪʘ 

ʦʨʛʘʥʽʟʘʮʽʾ ʘʪʘʢʠ. ʇʨʦʩʪʠʡ ʧʦʰʫʢ ʚ ɯʥʪʝʨʥʝʪʽ ʟʘ ʟʘʧʠʪʦʤ çʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʪʝʩʪʫʚʘʥʥʷ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷè ʩʪʘʥʝ ʭʦʨʦʰʦʶ ʚʽʜʧʨʘʚʥʦʶ 

ʪʦʯʢʦʶ ʜʣʷ ʜʦʩʣʽʜʞʝʥʥʷ ʜʦʩʪʫʧʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ. 

ɺʠʢʦʥʫʶʯʠ ʪʝʩʪ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ, ʢʦʤʘʥʜʘ, ʷʢ ʧʨʘʚʠʣʦ, ʧʦʚʠʥʥʘ ʚʢʣʶʯʘʪʠ 

ʯʣʝʥʽʚ ʟ ʨʽʟʥʠʤʠ, ʘʣʝ ʜʦʧʦʚʥʶʚʘʥʠʤʠ ʥʘʚʠʯʢʘʤʠ ʚ ʙʽʟʥʝʩʽ ʪʘ ʪʝʭʥʽʯʥʽʡ ʩʬʝʨʘʭ. 

ʂʦʣʠ ʧʨʘʚʠʣʘ ʪʝʩʪʫ ʚʠʟʥʘʯʝʥʦ, ʢʦʤʘʥʜʘ ʦʙʠʨʘʻʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʟʘʧʣʘʥʦʚʘʥʠʭ 

ʪʝʩʪʽʚ, ʷʢʽ ʚʦʥʘ ʚʠʢʦʥʫʚʘʪʠʤʝ, ʽ ʮʽʣʝʡ, ʷʢʽ ʚʦʥʘ ʩʪʘʚʠʪʠʤʝ. ʆʯʽʢʫʡʪʝ, ʱʦ 

ʢʦʤʘʥʜʘ ʤʘʪʠʤʝ ʨʽʟʥʦʤʘʥʽʪʥʽ ʥʘʙʦʨʠ ʥʘʚʠʯʦʢ, ʟʦʢʨʝʤʘ ʜʝʪʘʣʴʥʝ ʟʥʘʥʥʷ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ ʽ ʧʨʦʪʦʢʦʣʽʚ ʤʘʨʰʨʫʪʠʟʘʮʽʾ, ʦʨʛʘʥʽʟʘʮʽʡʥʦʾ ʧʦʣʽʪʠʢʠ ʪʘ 

ʥʘʚʽʪʴ ʶʨʠʜʠʯʥʠʭ ʚʠʤʦʛ. ʏʣʝʥʠ ʪʝʭʥʽʯʥʦʾ ʛʨʫʧʠ ʪʘʢʦʞ ʧʦʚʠʥʥʽ ʧʦʜʽʣʠʪʠʩʷ 

ʜʝʷʢʠʤʠ ʥʘʚʠʯʢʘʤʠ, ʥʘʧʨʠʢʣʘʜ ʟʥʘʥʥʷʤʠ ʤʝʨʝʞ, ʧʨʦʪʦʢʦʣʫ ʢʝʨʫʚʘʥʥʷ 

ʧʝʨʝʜʘʯʝʶ/ʧʨʦʪʦʢʦʣʫ ɯʥʪʝʨʥʝʪʫ (TCP/IP) ʽ ʧʦʜʽʙʥʠʭ ʪʝʭʥʦʣʦʛʽʡ. 

ɯʥʰʠʤ ʚʘʞʣʠʚʠʤ ʘʩʧʝʢʪʦʤ ʪʝʩʪʫ ʻ ʪʝ, ʯʠ ʟʥʘʪʠʤʝ ʧʝʨʩʦʥʘʣ ʧʨʦ ʪʝ, ʱʦ ʪʝʩʪ 

ʚʠʢʦʥʫʻʪʴʩʷ. ʋ ʜʝʷʢʠʭ ʚʠʧʘʜʢʘʭ ʧʝʨʩʦʥʘʣ, ʷʢʠʡ ʥʝ ʟʥʘʻ ʧʨʦ ʪʝʩʪ, ʜʘʩʪʴ ʮʽʥʥʫ 

ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʪʝ, ʷʢ ʚʽʥ ʨʝʘʛʫʻ ʥʘ ʽʥʮʠʜʝʥʪʠ. ʎʝ ʜʦʧʦʤʘʛʘʻ ʦʨʛʘʥʽʟʘʮʽʾ 

ʦʮʽʥʠʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʥʘʚʯʘʥʥʷ ʟ ʧʠʪʘʥʴ ʙʝʟʧʝʢʠ. 
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1. 10 . ȸɑɞɚɐɚɗɚɏɱɫ ɞɑɝɞɟɎɌəəɫ ɡɌɖɑɜɝɨɖɚɏɚ ɓɗɚɘɟ 

 

ʄʝʪʦʜʦʣʦʛʽʷ ʪʝʩʪʫʚʘʥʥʷ ʟʣʦʤʫ ʤʘʻ ʤʝʪʽ ʜʘʪʠ ʙʽʣʴʰʝ ʧʨʘʢʪʠʯʥʦʾ  

ʽʥʬʦʨʤʘʮʽʾ ʜʣʷ ʧʦʯʘʪʢʽʚʮʽʚ: ʚʠʚʯʝʥʥʷ ʜʝʷʢʠʭ ʫʩʧʽʰʥʠʭ ʢʨʦʢʽʚ ʧʽʜ ʯʘʩ ʟʣʦʤʫ 

ʧʨʦʮʝʩʫ; ʷʢ ʦʪʨʠʤʘʪʠ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʦʨʛʘʥʽʟʘʮʽʁ; ʩʢʘʥʫʚʘʥʥʷ ʤʝʨʝʞʽ, ʧʦʰʫʢ 

ʣʘʟʽʚʦʢ ʫ ʤʝʨʝʞʽ. 

ʇʝʨʰ ʥʽʞ ʟʦʩʝʨʝʜʠʪʠʩʷ ʥʘ ʪʦʤʫ, ʱʦʙ ʩʪʘʪʠ ʝʪʠʯʥʠʤ ʭʘʢʝʨʦʤ, ʚʘʤ ʧʦʪʨʽʙʥʦ 

ʤʘʪʠ ʙʘʟʦʚʽ ʟʥʘʥʥʷ ʧʨʦ ʪʝ, ʷʢ ʩʬʦʨʤʫʣʶʚʘʪʠ ʤʝʪʦʜʠ, ʷʢʽ ʤʦʞʫʪʴ ʜʦʙʨʝ 

ʧʨʘʮʶʚʘʪʠ. ɽʪʠʯʥʠʡ ʟʣʦʤ ʧʝʨʝʜʙʘʯʘʻ ʧʨʦʥʠʢʥʝʥʥʷ ʚ ʤʝʨʝʞʫ, ʘ ʪʘʢʦʞ ʾʾ 

ʚʠʧʨʘʚʣʝʥʥʷ. ɼʝʷʢʽ ʟ ʧʝʨʝʚʽʨʝʥʠʭ ʤʝʪʦʜʽʚ ʪʘʢʦʞ ʤʦʞʫʪʴ ʜʦʧʦʤʦʛʪʠ ʚʘʤ, ʢʦʣʠ 

ʚʠ ʟʦʩʝʨʝʜʠʪʝʩʷ ʥʘ ʪʦʤʫ, ʱʦʙ ʜʽʟʥʘʪʠʩʷ ʙʽʣʴʰʝ ʧʨʦ ʭʘʢʝʨʩʪʚʦ. 

ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʢʦʥʢʨʝʪʥʫ ʤʝʪʦʜʠʢʫ, ʚʠ ʣʝʛʢʦ ʜʦʩʷʛʘʻʪʝ ʩʚʦʾʭ ʮʽʣʝʡ. ʂʨʽʤ 

ʪʦʛʦ, ʚʠ ʟʤʦʞʝʪʝ ʧʨʘʮʶʚʘʪʠ ʧʨʦʬʝʩʽʡʥʦ ʽ ʙʘʛʘʪʦ ʚʠʛʨʘʚʘʪʠ ʱʦʙ ʬʦʨʤʫʚʘʪʠ 

ʩʚʽʡ ʯʘʩ ʽ ʟʫʩʠʣʣʷ. 

 

1. 10 .1. ȻɱɐɏɚɞɚɎɖɌ ɑɞɌɛɟ ɐɗɫ ɞɑɝɞɟɎɌəəɫ ɡɌɖɑɜɝɨɖɚɏɚ Ɏɓɗɚɘɟ 

 

ʋ ʤʠʥʫʣʦʤʫ ʧʨʦʮʝʩ ʟʣʦʤʫ ʙʫʚ ʜʦʩʠʪʴ ʨʫʯʥʠʤ. ʋ ʥʘʰ ʯʘʩ ʣʶʜʠ ʤʦʞʫʪʴ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʨʽʟʥʽ ʽʥʩʪʨʫʤʝʥʪʠ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʨʽʟʥʠʭ ʮʽʣʝʡ. ɼʝʷʢʽ ʟ ʮʠʭ 

ʽʥʩʪʨʫʤʝʥʪʽʚ ʛʘʨʘʥʪʫʶʪʴ, ʱʦ ʚʠ ʤʦʞʝʪʝ ʚʠʢʦʥʫʚʘʪʠ ʪʝʩʪʠ, ʽ ʧʽʜ ʯʘʩ ʧʨʦʮʝʩʫ 

ʪʝʩʪʫʚʘʥʥʷ ʙʫʜʝ ʧʦʪʨʽʙʥʦ ʤʝʥʰʝ ʢʨʦʢʽʚ. ʍʦʯʘ ʮʽ ʽʥʩʪʨʫʤʝʥʪʠ ʩʪʘʶʪʴ ʫ ʧʨʠʛʦʜʽ, 

ʪʘʢʦʞ ʢʦʨʠʩʥʦ ʜʽʟʥʘʪʠʩʷ ʙʽʣʴʰʝ ʧʨʦ ʪʝ, ʱʦ ʚʽʜʙʫʚʘʻʪʴʩʷ ʫ ʬʦʥʦʚʦʤʫ ʨʝʞʠʤʽ. 

ɽʪʠʯʥʝ ʭʘʢʝʨʩʪʚʦ ʪʘʢʦʞ ʤʦʞʥʘ ʧʦʨʽʚʥʷʪʠ ʟ ʧʨʦʮʝʩʦʤ ʪʝʩʪʫʚʘʥʥʷ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ɺʠ ʧʦʚʠʥʥʽ ʚʤʽʪʠ ʣʦʛʽʯʥʦ ʤʠʩʣʠʪʠ, ʱʦʙ ʣʝʛʢʦ 

ʚʟʘʻʤʦʜʽʷʪʠ ʟ ʢʦʤʧʦʥʝʥʪʘʤʠ ʩʠʩʪʝʤʠ, ʘ ʪʘʢʦʞ ʜʽʟʥʘʪʠʩʷ ʙʽʣʴʰʝ ʧʨʦ ʪʝ, ʷʢ ʚʦʥʠ 

ʧʨʘʮʶʶʪʴ. ɺʠ ʧʦʚʠʥʥʽ ʟʙʠʨʘʪʠ ʽʥʬʦʨʤʘʮʽʶ ʤʘʣʝʥʴʢʠʤʠ ʰʤʘʪʦʯʢʘʤʠ. ʂʨʽʤ 

ʪʦʛʦ, ʢʦʣʠ ʚʠ ʧʦʯʠʥʘʻʪʝ ʪʝʩʪʫʚʘʪʠ ʤʝʨʝʞʫ, ʫ ʚʘʩ ʙʫʜʝ ʙʘʛʘʪʦ ʮʽʣʝʡ ʽ ʪʝʩʪʽʚ ʜʣʷ 
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ʚʠʢʦʥʘʥʥʷ. ɺʠ ʨʫʭʘʪʠʤʝʪʝʩʷ ʙʣʠʞʯʝ, ʜʦʢʠ ʥʝ ʟʤʦʞʝʪʝ ʚʠʷʚʠʪʠ ʚʩʽ ʥʘʷʚʥʽ 

ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʙʝʟʧʝʢʠ. 

ʇʨʦʮʝʩʠ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʧʽʜ ʯʘʩ ʧʨʦʮʝʩʫ ʝʪʠʯʥʦʛʦ ʟʣʦʤʫ, ʜʝʱʦ ʪʘʢʽ 

ʞ, ʷʢ ʽ ʪʽ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʟʣʦʚʤʠʩʥʽ ʭʘʢʝʨʠ. ʆʩʥʦʚʥʘ ʚʽʜʤʽʥʥʽʩʪʴ ʧʦʣʷʛʘʻ 

ʚ ʮʽʣʷʭ ʽ ʤʦʪʠʚʘʮʽʾ ʟʣʦʚʤʠʩʥʠʢʽʚ ʽ ʝʪʠʯʥʠʭ ʭʘʢʝʨʽʚ. ʂʨʽʤ ʪʦʛʦ, ʢʦʞʝʥ ʧʦ-

ʨʽʟʥʦʤʫ ʜʦʩʷʛʘʻ ʩʚʦʾʭ ʮʽʣʝʡ. ʆʩʥʦʚʥʘ ʚʽʜʤʽʥʥʽʩʪʴ ʪʘʢʦʞ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ 

ʝʪʠʯʥʠʡ ʭʘʢʝʨ ʥʘʤʘʛʘʪʠʤʝʪʴʩʷ ʚʠʚʯʠʪʠ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʚ ʩʠʩʪʝʤʽ, ʘ ʪʘʢʦʞ 

ʚʠʨʽʰʫʚʘʪʠʤʝ ʢʦʞʥʫ ʟ ʮʠʭ ʧʨʦʙʣʝʤ. ʑʦ ʩʪʦʩʫʻʪʴʩʷ ʟʣʦʚʤʠʩʥʠʭ ʭʘʢʝʨʽʚ, ʚʦʥʠ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʤʫʪʴ ʥʘʷʚʥʽ ʚʨʘʟʣʠʚʦʩʪʽ, ʘ ʪʘʢʦʞ ʦʪʨʠʤʘʶʪʴ ʜʦʩʪʫʧ ʜʦ ʨʽʟʥʠʭ 

ʯʘʩʪʠʥ ʽʥʬʦʨʤʘʮʽʾ, ʷʢʽ ʚʦʥʠ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʤʫʪʴ ʫ ʩʚʦʾʭ ʽʥʪʝʨʝʩʘʭ. ʋ ʥʘʰ ʯʘʩ 

ʘʪʘʢʠ ʟʣʦʚʤʠʩʥʠʢʽʚ ʤʦʞʫʪʴ ʚʽʜʙʫʚʘʪʠʩʷ ʟ ʨʽʟʥʠʭ ʩʪʦʨʽʥ. ɹʘʞʘʥʦ ʧʝʨʝʚʽʨʠʪʠ 

ʢʦʞʥʫ ʤʦʞʣʠʚʫ ʪʦʯʢʫ, ʷʢʘ ʚʢʣʶʯʘʻ ʢʣʽʻʥʪʩʴʢʽ ʤʝʨʝʞʽ, ʧʘʨʪʥʝʨʽʚ ʽ 

ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ. ɯʥʰʽ ʦʙʣʘʩʪʽ, ʷʢʽ ʪʘʢʦʞ ʤʦʞʥʘ ʧʨʦʪʝʩʪʫʚʘʪʠ, ʚʢʣʶʯʘʶʪʴ 

ʥʦʫʪʙʫʢʠ, ʙʝʟʧʨʦʚʦʜʦʚʽ ʣʦʢʘʣʴʥʽ ʤʝʨʝʞʽ ʪʘ ʜʦʤʘʰʥʽʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

ʂʦʣʠ ʚʠ ʧʦʯʠʥʘʻʪʝ ʧʝʨʝʚʽʨʷʪʠ ʩʚʦʾ ʥʘʚʠʯʢʠ ʷʢ ʝʪʠʯʥʠʡ ʭʘʢʝʨ, ʚʘʤ ʩʣʽʜ 

ʚʽʜʩʪʝʞʫʚʘʪʠ ʚʩʽ ʪʝʩʪʠ, ʷʢʽ ʚʠ ʧʨʦʚʦʜʠʣʠ. ʊʘʢʦʞ ʩʣʽʜʢʫʡʪʝ ʟʘ ʽʥʩʪʨʫʤʝʥʪʘʤʠ, 

ʷʢʽ ʚʠ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ, ʘ ʪʘʢʦʞ ʟʘ ʨʝʟʫʣʴʪʘʪʘʤʠ, ʷʢʽ ʚʠ ʦʪʨʠʤʘʣʠ. ɯʥʬʦʨʤʘʮʽʷ, 

ʷʢʫ ʚʠ ʟʘʧʠʩʫʻʪʝ, ʤʦʞʝ ʜʦʧʦʤʦʛʪʠ ʚʘʤ ʫ ʪʘʢʽ ʩʧʦʩʦʙʠ: 

1. ɺʽʜʩʪʝʞʝʥʥʷ ʪʦʛʦ, ʱʦ ʩʧʨʘʮʶʚʘʣʦ ʧʽʜ ʯʘʩ ʧʨʦʚʝʜʝʥʥʷ ʧʦʧʝʨʝʜʥʽʭ ʪʝʩʪʽʚ. 

2. ɯʥʬʦʨʤʘʮʽʷ ʜʦʧʦʤʘʛʘʻ ʜʦʚʝʩʪʠ, ʱʦ ʚʠ ʟʣʘʤʘʣʠ ʩʠʩʪʝʤʫ ʥʝ ʟʽ ʟʣʦʚʤʠʩʥʠʭ 

ʤʦʪʠʚʽʚ. 

3. ʉʧʽʚʚʽʜʥʝʩʝʥʥʷ ʪʝʩʪʽʚ ʽʟ ʩʠʩʪʝʤʘʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ, ʘ ʪʘʢʦʞ 

ʽʥʰʠʤʠ ʬʘʡʣʘʤʠ ʞʫʨʥʘʣʽʚ, ʷʢʱʦ ʚʠʥʠʢʘʶʪʴ ʧʠʪʘʥʥʷ. 

4. ɺʠ ʪʘʢʦʞ ʧʦʚʠʥʥʽ ʟʘʜʦʢʫʤʝʥʪʫʚʘʪʠ ʧʽʜʩʫʤʢʦʚʠʡ ʟʚʽʪ. 

ʆʢʨʽʤ ʟʘʛʘʣʴʥʠʭ ʧʨʠʤʽʪʦʢ, ʚʠ ʪʘʢʦʞ ʤʦʞʝʪʝ ʨʦʙʠʪʠ ʟʥʽʤʢʠ ʝʢʨʘʥʘ ʩʚʦʾʭ 

ʨʝʟʫʣʴʪʘʪʽʚ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʪʘʢʦʞ ʤʦʞʫʪʴ ʩʪʘʪʠ ʚ ʥʘʛʦʜʽ. ʉʢʨʽʥʰʦʪʠ ʤʦʞʫʪʴ 

ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʽ ʧʽʟʥʽʰʝ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʜʦʚʦʜʷʪʴ, ʱʦ ʧʝʚʥʽ ʧʦʜʽʾ ʤʘʣʠ ʤʽʩʮʝ. 

ʂʨʽʤ ʪʦʛʦ, ʚʦʥʠ ʩʪʘʶʪʴ ʫ ʧʨʠʛʦʜʽ ʧʽʜ ʯʘʩ ʩʢʣʘʜʘʥʥʷ ʬʽʥʘʥʩʦʚʦʛʦ ʟʚʽʪʫ. ɿʘʣʝʞʥʦ 

ʚʽʜ ʢʦʥʢʨʝʪʥʦʛʦ ʥʘʙʦʨʫ ʽʥʩʪʨʫʤʝʥʪʽʚ, ʷʢʽ ʚʠ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ, ʩʢʨʽʥʰʦʪʠ 
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ʙʫʜʫʪʴ ʚʘʰʠʤ ʜʦʢʘʟʦʤ. ʊʘʢʽ ʜʦʢʘʟʠ ʪʘʢʦʞ ʩʪʘʶʪʴ ʫ ʥʘʛʦʜʽ, ʢʦʣʠ ʥʘʤʘʛʘʶʪʴʩʷ 

ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʪʠ, ʱʦ ʚ ʤʝʨʝʞʽ ʧʨʠʩʫʪʥʽ ʨʽʟʥʽ ʝʢʩʧʣʦʡʪʠ ʪʘ ʚʨʘʟʣʠʚʦʩʪʽ. 

ɺʘʰʘ ʦʩʥʦʚʥʘ ʫʚʘʛʘ ʤʘʻ ʙʫʪʠ ʟʦʩʝʨʝʜʞʝʥʘ ʥʘ ʤʦʜʝʣʶʚʘʥʥʽ ʪʘ ʟʙʦʨʽ 

ʽʥʬʦʨʤʘʮʽʾ, ʷʢʘ ʤʦʞʝ ʩʢʦʤʧʨʦʤʝʪʫʚʘʪʠ ʩʠʩʪʝʤʫ. ʇʨʠ ʧʨʦʚʝʜʝʥʥʽ ʪʝʩʪʽʚ ʤʦʞʥʘ 

ʟʜʽʡʩʥʠʪʠ ʯʘʩʪʢʦʚʫ ʘʪʘʢʫ ʥʘ ʦʜʠʥ ʟ ʢʦʤʧ'ʶʪʝʨʽʚ ʤʝʨʝʞʽ. ʋ ʜʝʷʢʠʭ ʚʠʧʘʜʢʘʭ ʚʠ 

ʪʘʢʦʞ ʤʦʞʝʪʝ ʧʽʪʠ ʚʧʝʨʝʜ ʽ ʘʪʘʢʫʚʘʪʠ ʚʩʶ ʤʝʨʝʞʫ. ɺʠ ʚ ʦʩʥʦʚʥʦʤʫ ʰʫʢʘʻʪʝ 

ʩʣʘʙʢʽ ʤʽʩʮʷ, ʷʢʠʤʠ ʤʦʞʫʪʴ ʩʢʦʨʠʩʪʘʪʠʩʷ ʟʣʦʚʤʠʩʥʠʢʠ. ɺʥʫʪʨʽʰʥʶ ʩʠʩʪʝʤʫ 

ʪʘʢʦʞ ʩʣʽʜ ʦʮʽʥʶʚʘʪʠ ʢʦʤʧʣʝʢʩʥʦ. ʇʽʜ ʯʘʩ ʧʦʰʫʢʫ ʚʨʘʟʣʠʚʦʩʪʝʡ ʧʝʨʝʚʽʨʪʝ, ʷʢ 

ʢʦʞʥʘ ʽʟ ʩʠʩʪʝʤ ʚʟʘʻʤʦʧʦʚôʷʟʘʥʘ ʪʘ ʷʢ ʧʨʘʮʶʶʪʴ ʜʝʷʢʽ ʧʨʠʚʘʪʥʽ ʩʠʩʪʝʤʠ. ɺʘʤ 

ʩʣʽʜ ʙʫʣʦ ʦʟʥʘʡʦʤʠʪʠʩʷ ʟ ʽʥʬʦʨʤʘʮʽʻʶ, ʷʢʘ ʥʝ ʙʫʣʘ ʟʘʭʠʱʝʥʘ ʚʽʜ 

ʟʣʦʚʤʠʩʥʠʢʽʚ. 

ɺʠʢʦʥʫʶʯʠ ʝʪʠʯʥʝ ʭʘʢʝʨʩʪʚʦ, ʚʠ ʤʦʞʝʪʝ ʧʨʦʚʝʩʪʠ ʩʣʽʧʫ ʦʮʽʥʢʫ ʪʘ ʧʦʯʘʪʠ 

ʟ ʙʘʟʦʚʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʥʘʧʨʠʢʣʘʜ ʥʘʟʚʠ ʢʦʤʧʘʥʽʾ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʛʘʨʘʥʪʫʻ, ʱʦ ʚʠ 

ʧʦʯʘʣʠ ʟ ʥʫʣʷ, ʘ ʪʘʢʦʞ ʟʤʦʞʝʪʝ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʚʘʞʣʠʚʠʭ ʬʨʘʛʤʝʥʪʽʚ 

ʽʥʬʦʨʤʘʮʽʾ, ʜʦ ʷʢʠʭ ʪʘʢʦʞ ʤʦʞʝ ʣʝʛʢʦ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʭʘʢʝʨ. ʆʩʥʦʚʥʘ 

ʧʨʦʙʣʝʤʘ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʪʘʢʘ ʪʝʭʥʽʢʘ ʤʦʞʝ ʟʘʡʥʷʪʠ ʙʽʣʴʰʝ ʯʘʩʫ, ʽ ʚʠ ʪʘʢʦʞ 

ʤʦʞʝʪʝ ʥʝ ʧʦʤʽʪʠʪʠ ʜʝʷʢʽ ʚʨʘʟʣʠʚʦʩʪʽ ʙʝʟʧʝʢʠ, ʷʢʽ ʧʨʠʩʫʪʥʽ ʚ ʤʝʨʝʞʽ. 

ɽʪʠʯʥʦʤʫ ʭʘʢʝʨʫ ʥʝ ʟʘʚʞʜʠ ʩʣʽʜ ʪʫʨʙʫʚʘʪʠʩʷ ʧʨʦ ʪʝ, ʱʦʙ ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ 

ʾʭʥʽ ʮʠʬʨʦʚʽ ʩʣʽʜʠ ʚʽʜʩʪʝʞʫʶʪʴʩʷ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʚʠʢʦʥʫʶʪʴ ʢʦʞʥʝ ʟʘʚʜʘʥʥʷ 

ʟʘʢʦʥʥʦ. ʍʦʯʘ ʪʘʢʠʡ ʭʘʢʝʨ ʤʦʞʝ ʜʽʷʪʠ ʟʘʢʦʥʥʦ, ʙʘʞʘʥʦ ʧʨʘʮʶʚʘʪʠ ʥʝʧʦʤʽʪʥʦ. 

ɺʽʥ ʪʘʢʦʞ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʨʽʟʥʽ ʢʦʥʪʨʟʘʭʦʜʠ. 

 

1. 10.2. ȮɓəɌɞɔ ɞɑ, ɥɚ ɓəɌɪɞɨ ɱəɤɱ ɗɪɐɔ, ɐɗɫ ɡɌɖɑɜɝɨɖɚɏɚ 

ɓɗɚɘɟ 

 

ɺʠ ʦʪʨʠʤʫʻʪʝ ʜʦʩʪʫʧ ʜʦ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʢʦʤʧʘʥʽʶ ʪʘ ʾʾ 

ʢʦʤʧôʶʪʝʨʥʽ ʩʠʩʪʝʤʠ. ɼʦ ʥʠʭ ʪʘʢʦʞ ʤʦʞʥʘ ʣʝʛʢʦ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ, ʽ ʮʝ 

ʨʦʙʠʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʝʭʥʽʢʠ, ʚʽʜʦʤʦʾ ʷʢ ʚʽʜʙʠʪʦʢ ʥʽʛ. ɯʥʬʦʨʤʘʮʽʶ ʪʘʢʦʞ 

ʤʦʞʥʘ ʟʙʠʨʘʪʠ ʪʘʢʠʤʠ ʩʧʦʩʦʙʘʤʠ: 
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1. ɺʠʢʦʨʠʩʪʘʥʥʷ ʚʝʙ-ʙʨʘʫʟʝʨʘ ʜʣʷ ʧʦʰʫʢʫ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʧʝʚʥʫ 

ʦʨʛʘʥʽʟʘʮʽʶ. ɼʝʷʢʽ ʧʦʰʫʢʦʚʽ ʩʠʩʪʝʤʠ, ʪʘʢʽ ʷʢ Google, ʩʪʘʶʪʴ ʫ ʥʘʛʦʜʽ ʚ ʪʘʢʠʭ 

ʚʠʧʘʜʢʘʭ. 

2. ʇʨʦʚʝʜʝʥʥʷ ʩʢʘʥʫʚʘʥʥʷ ʤʝʨʝʞʽ, ʦʮʽʥʢʘ ʚʨʘʟʣʠʚʦʩʪʝʡ ʽ ʜʦʩʣʽʜʞʝʥʥʷ 

ʚʽʜʢʨʠʪʠʭ ʧʦʨʪʽʚ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʨʽʟʥʦʤʘʥʽʪʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʤʝʨʝʞʫ. ʗʢʱʦ 

ʚʠ ʦʪʨʠʤʫʻʪʝ ʚʥʫʪʨʽʰʥʽʡ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ, ʚʠ ʤʦʞʝʪʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʩʢʘʥʝʨʠ ʧʦʨʪʽʚ, ʚʢʣʶʯʘʶʯʠ GFI LanGuard, ʱʦʙ ʪʘʢʦʞ ʙʘʯʠʪʠ, ʱʦ ʜʦʩʪʫʧʥʦ. 

ʅʝʟʘʣʝʞʥʦ ʚʽʜ ʤʝʪʦʜʠʢʠ ʜʦʩʣʽʜʞʝʥʥʷ, ʷʢʫ ʚʠ ʚʠʢʦʨʠʩʪʦʚʫʻʪʝ, ʚʘʤ ʩʣʽʜ 

ʦʙʤʝʞʠʪʠ ʽʥʬʦʨʤʘʮʽʶ, ʷʢʫ ʚʠ ʧʦʚʠʥʥʽ ʟʽʙʨʘʪʠ ʧʨʦ ʢʦʥʢʨʝʪʥʫ ʦʨʛʘʥʽʟʘʮʽʶ. 

ʂʽʣʴʢʽʩʪʴ ʯʘʩʫ, ʷʢʠʡ ʚʠ ʚʠʪʨʘʪʠʪʝ, ʪʘʢʦʞ ʤʘʻ ʟʥʘʯʝʥʥʷ. ɼʝʷʢʽ ʟ ʦʩʥʦʚʥʠʭ 

ʬʘʢʪʦʨʽʚ, ʷʢʽ ʩʣʽʜ ʚʨʘʭʦʚʫʚʘʪʠ, ʪʘʢʦʞ ʚʢʣʶʯʘʶʪʴ ʨʦʟʤʽʨ ʦʨʛʘʥʽʟʘʮʽʾ, ʘ ʪʘʢʦʞ 

ʩʢʣʘʜʥʽʩʪʴ ʽʥʬʦʨʤʘʮʽʾ, ʥʘʷʚʥʦʾ ʚ ʦʨʛʘʥʽʟʘʮʽʾ. 

 

1. 10 .3. ȳɍɱɜ ɛɟɍɗɱɣəɚɲ ɱəɠɚɜɘɌɢɱɲ ɐɗɫ ɡɌɖɑɜɝɨɖɚɏɚ Ɏɓɗɚɘɟ 

 

ʆʙʩʷʛ ʽʥʬʦʨʤʘʮʽʾ, ʷʢʫ ʚʠ ʟʙʠʨʘʣʠ ʧʨʦ ʧʝʚʥʫ ʦʨʛʘʥʽʟʘʮʽʶ, ʘ ʪʘʢʦʞ ʧʨʦ ʾʾ 

ʤʝʨʝʞʫ ʤʦʞʝ ʙʫʪʠ ʣʝʛʢʦʜʦʩʪʫʧʥʠʤ ʚ ɯʥʪʝʨʥʝʪʽ. ɺʘʰʝ ʛʦʣʦʚʥʝ ʟʘʚʜʘʥʥʷ - 

ʟʥʘʡʪʠ ʘʢʪʫʘʣʴʥʫ ʽʥʬʦʨʤʘʮʽʶ. ʊʘʢʘ ʽʥʬʦʨʤʘʮʽʷ ʛʘʨʘʥʪʫʻ, ʱʦ ʭʘʢʝʨ ʤʦʞʝ ʣʝʛʢʦ 

ʥʘʮʽʣʠʪʠʩʷ ʥʘ ʧʝʚʥʽ ʦʙʣʘʩʪʽ ʚʩʝʨʝʜʠʥʽ ʦʨʛʘʥʽʟʘʮʽʾ. ɺʦʥʠ ʪʘʢʦʞ ʤʦʞʫʪʴ ʙʽʣʴʰʝ 

ʟʦʩʝʨʝʜʞʫʚʘʪʠʩʷ ʥʘ ʢʦʥʢʨʝʪʥʠʭ ʦʩʦʙʘʭ, ʥʘʧʨʠʢʣʘʜ ʢʝʨʽʚʥʠʢʘʭ ʢʦʤʧʘʥʽʾ. ɼʝʷʢʽ 

ʤʝʪʦʜʠ, ʷʢʽ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʟʙʦʨʫ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʮʽʣʴʦʚʫ 

ʦʨʛʘʥʽʟʘʮʽʶ ʤʦʞʫʪʴ ʙʫʪʠ ʥʘʩʪʫʧʥʠʤʠ. 

1. ɺʝʙ-ʧʦʰʫʢ (Web Search): ʢʦʣʠ ʚʠ ʚʠʢʦʥʫʻʪʝ ʚʝʙ-ʧʦʰʫʢ ʱʦʜʦ 

ʦʨʛʘʥʽʟʘʮʽʾ, ʚʠ ʤʦʞʝʪʝ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʪʘʢʠʭ ʯʘʩʪʠʥ ʽʥʬʦʨʤʘʮʽʾ: 

- ʧʨʽʟʚʠʱʘ ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ ʪʘ ʾʭ ʢʦʥʪʘʢʪʥʽ ʜʘʥʽ; 

- ʜʝʷʢʽ ʚʽʜʧʦʚʽʜʥʽ ʜʘʪʠ ʨʝʻʩʪʨʘʮʽʾ ʢʦʤʧʘʥʽʾ; 

- ʜʦʢʫʤʝʥʪʠ SEC; 

- ʟʣʠʪʪʷ ʪʘ ʧʦʛʣʠʥʘʥʥʷ; 
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- ʧʨʝʩ-ʨʝʣʽʟʠ ʧʨʦ ʜʝʷʢʽ ʦʨʛʘʥʽʟʘʮʽʡʥʽ ʟʤʽʥʠ, ʦʩʥʦʚʥʽ ʟʤʽʥʠ ʪʘ ʥʦʚʽ 

ʧʨʦʜʫʢʪʠ; 

- ʧʘʪʝʥʪʠ ʪʘ ʪʦʨʛʦʚʽ ʤʘʨʢʠ; 

- ʧʨʝʟʝʥʪʘʮʽʾ, ʚʝʙ-ʪʨʘʥʩʣʷʮʽʾ ʪʘ ʩʪʘʪʪʽ. 

Microsoft ʛʘʨʘʥʪʫʻ, ʱʦ ʚʦʥʠ ʜʦʩʷʛʣʠ ʫʩʧʽʭʫ ʥʘ ʘʨʝʥʽ ʧʦʰʫʢʫ. Bing ð ʮʝ 

ʧʦʰʫʢʦʚʘ ʩʠʩʪʝʤʘ, ʽ ʢʦʤʧʘʥʽʷ ʟʘʡʤʘʻ ʜʨʫʛʝ ʤʽʩʮʝ. ʗʢ ʽ ʙʘʛʘʪʦ ʭʘʢʝʨʽʚ, ʚʦʥʠ 

ʚʽʜʜʘʶʪʴ ʧʝʨʝʚʘʛʫ Google. ʇʦʰʫʢʦʚʘ ʩʠʩʪʝʤʘ ʻ ʙʝʟʢʦʰʪʦʚʥʦʶ ʪʘ 

ʣʝʛʢʦʜʦʩʪʫʧʥʦʶ, ʽ ʙʽʣʴʰʽʩʪʴ ʭʘʢʝʨʽʚ ʟʥʘʶʪʴ, ʷʢ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʮʝʡ 

ʽʥʩʪʨʫʤʝʥʪ ʫ ʩʚʦʾʭ ʽʥʪʝʨʝʩʘʭ. 

ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ Google, ʚʠ ʤʦʞʝʪʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʥʘʩʪʫʧʥʽ ʤʝʪʦʜʠ: 

- ɺʚʝʜʝʥʥʷ ʢʣʶʯʦʚʠʭ ʩʣʽʚ. ɺʠ ʤʦʞʝʪʝ ʟʥʘʡʪʠ ʚʽʜʧʦʚʽʜʥʫ ʽʥʬʦʨʤʘʮʽʶ, ʷʢʘ 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʤʽʣʴʡʦʥʘʭ ʩʪʦʨʽʥʦʢ. ʊʘʢʦʞ ʻ ʤʦʞʣʠʚʽʩʪʴ ʦʪʨʠʤʘʪʠ 

ʜʦʩʪʫʧ ʜʦ ʪʝʣʝʬʦʥʥʠʭ ʥʦʤʝʨʽʚ, ʬʘʡʣʽʚ ʽ ʘʜʨʝʩ. 

- ɺʠʢʦʥʘʥʥʷ ʨʦʟʰʠʨʝʥʦʛʦ ʚʝʙ-ʧʦʰʫʢʫ. ʋ Google ʻ ʜʝʷʢʽ ʨʦʟʰʠʨʝʥʽ 

ʧʘʨʘʤʝʪʨʠ ʧʦʰʫʢʫ, ʽ ʚʠ ʪʘʢʦʞ ʤʦʞʝʪʝ ʟʥʘʡʪʠ ʜʝʷʢʽ ʩʘʡʪʠ, ʷʢʽ ʪʘʢʦʞ 

ʤʦʞʥʘ ʧʦʩʠʣʘʪʠ ʥʘ ʚʝʙ-ʩʘʡʪ ʢʦʥʢʨʝʪʥʦʾ ʢʦʤʧʘʥʽʾ. ʊʘʢʠʡ ʧʦʰʫʢ 

ʟʘʙʝʟʧʝʯʠʪʴ ʚʘʤ ʜʦʩʪʫʧ ʜʦ ʚʽʜʧʦʚʽʜʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ, 

ʧʘʨʪʥʝʨʽʚ ʽ ʢʣʽʻʥʪʽʚ ʮʽʣʴʦʚʦʾ ʢʦʤʧʘʥʽʾ. 

- ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʧʝʨʝʤʠʢʘʯʽ, ʱʦʙ ʚʠ ʤʦʛʣʠ ʢʦʧʘʪʠ ʛʣʠʙʰʝ ʩʘʡʪ ʬʽʨʤʠ. 

2. ɺʝʙ-ʩʢʘʥʫʚʘʥʥʷ (Web Crawling): ʫʪʠʣʽʪʠ ʚʝʙ-ʩʢʘʥʫʚʘʥʥʷ ʚʢʣʶʯʘʶʪʴ 

ʢʦʧʽʶʚʘʣʴʥʠʡ ʧʨʠʩʪʨʽʡ ʚʝʙ-ʩʘʡʪʫ, HTTrack, ʽ ʚʠ ʪʘʢʦʞ ʤʦʞʝʪʝ ʚʽʜʜʟʝʨʢʘʣʠʪʠ 

ʢʦʤʧʘʥʽʶ, ʪʘʢʦʞ ʟʘʚʘʥʪʘʞʠʚʰʠ ʜʝʷʢʽ ʬʘʡʣʠ, ʜʦʩʪʫʧ ʜʦ ʷʢʠʭ ʻ ʚʽʜʢʨʠʪʠʤ. ɺʠ 

ʪʘʢʦʞ ʤʦʞʝʪʝ ʧʝʨʝʚʽʨʠʪʠ ʚʝʙ-ʩʘʡʪ ʚ ʘʚʪʦʥʦʤʥʦʤʫ ʨʝʞʠʤʽ. ɺʠ ʤʦʞʝʪʝ 

ʟʘʛʣʠʙʠʪʠʩʷ ʚ ʪʘʢʽ ʦʙʣʘʩʪʽ: 

- ʈʦʟʤʽʪʢʘ ʪʘ ʢʦʥʬʽʛʫʨʘʮʽʷ ʚʝʙ-ʩʘʡʪʫ. 

- ʌʘʡʣʠ ʪʘ ʢʘʪʘʣʦʛʠ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʚʘʞʢʦʜʦʩʪʫʧʥʠʤʠ. 

- ɺʠʭʽʜʥʠʡ ʢʦʜ ʩʮʝʥʘʨʽʶ ʪʘ HTML-ʢʦʜʠ ʪʘʢʦʞ ʣʝʛʢʦ ʜʦʩʪʫʧʥʽ. 

- ʇʦʣʷ ʢʦʤʘʥʜ. 
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ɼʝʷʢʽ ʧʦʣʷ ʢʦʤʝʥʪʘʨʽʚ ʪʘʢʦʞ ʤʽʩʪʷʪʴ ʧʝʚʥʫ ʽʥʬʦʨʤʘʮʽʶ, ʷʢʘ ʤʦʞʝ 

ʚʠʷʚʠʪʠʩʷ ʢʦʨʠʩʥʦʶ, ʟʦʢʨʝʤʘ ʘʜʨʝʩʠ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ ʪʘ ʽʤʝʥʘ 

ʚʥʫʪʨʽʰʥʴʦʛʦ ɯʊ-ʧʝʨʩʦʥʘʣʫ, ʨʦʟʨʦʙʥʠʢʽʚ, ʚʝʨʩʽʾ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, 

ʥʘʟʚʠ ʩʝʨʚʝʨʽʚ, ʜʝʷʢʽ ʢʦʤʝʥʪʘʨʽ ʱʦʜʦ ʨʦʙʦʪʠ ʢʦʜʫ ʪʘ ʩʭʝʤʠ IP-ʘʜʨʝʩ. 

3. ɺʝʙ-ʩʘʡʪʠ (Websites): ʜʝʷʢʽ ʚʝʙ-ʩʘʡʪʠ ʤʦʞʫʪʴ ʥʘʜʘʚʘʪʠ ʨʽʟʥʫ 

ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʨʽʟʥʽ ʦʨʛʘʥʽʟʘʮʽʾ, ʘ ʪʘʢʦʞ ʧʨʦ ʾʭʥʽʭ ʧʨʘʮʽʚʥʠʢʽʚ. 

4. ɺʽʜʦʙʨʘʞʝʥʥʷ ʤʝʨʝʞʽ (Mapping the Network): ʂʦʣʠ ʚʠ ʚʽʜʦʙʨʘʞʘʻʪʝ 

ʤʝʨʝʞʫ, ʚʠ ʤʦʞʝʪʝ ʧʨʦʜʦʚʞʠʪʠ ʧʦʰʫʢ ʫ ʜʝʷʢʠʭ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʠʭ ʨʝʩʫʨʩʘʭ ʽ 

ʙʘʟʘʭ ʜʘʥʠʭ ʽ ʧʦʙʘʯʠʪʠ, ʱʦ ʣʶʜʠ ʤʦʞʫʪʴ ʟʥʘʪʠ ʧʨʦ ʚʘʰʫ ʤʝʨʝʞʫ. ɼʝʷʢʽ ʟ ʮʠʭ 

ʚʝʙ-ʩʘʡʪʽʚ ʚʢʣʶʯʘʶʪʴ ʽʥʩʪʨʫʤʝʥʪʠ Whois, ʜʦʩʪʫʧʥʽ ʚ ɯʥʪʝʨʥʝʪʽ, ʷʢʽ ʪʘʢʦʞ 

ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʧʝʨʝʚʽʨʢʠ ʜʝʷʢʠʭ ʜʦʤʝʥʽʚ, ʜʦʩʪʫʧʥʠʭ ʚ ɯʥʪʝʨʥʝʪʽ. 

ʊʘʢʠʡ ʽʥʩʪʨʫʤʝʥʪ ʩʪʘʻ ʚ ʥʘʛʦʜʽ ʧʨʠ ʟʘʧʫʩʢʫ ʘʪʘʢʠ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ ʘʙʦ ʧʨʠ 

ʩʢʘʥʫʚʘʥʥʽ ʤʝʨʝʞʽ. 

5. ɻʨʫʧʠ Google (Google Groups): ɻʨʫʧʠ Google ʤʦʞʫʪʴ ʜʦʧʦʤʦʛʪʠ 

ʨʦʟʢʨʠʪʠ ʜʝʷʢʫ ʤʝʨʝʞʝʚʫ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʦʨʛʘʥʽʟʘʮʽʶ. ʏʘʩʪʠʥʘ ʽʥʬʦʨʤʘʮʽʾ, 

ʷʢʘ ʜʦʩʪʫʧʥʘ ʯʝʨʝʟ ʪʘʢʫ ʧʣʘʪʬʦʨʤʫ, ï ʮʝ IP-ʘʜʨʝʩʠ, ʜʦʤʝʥʥʽ ʽʤʝʥʘ ʪʘ ʽʤʝʥʘ 

ʢʦʨʠʩʪʫʚʘʯʽʚ. ɺʠ ʪʘʢʦʞ ʤʦʞʝʪʝ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʽʥʰʠʭ ʬʦʨʤ ʧʨʠʚʘʪʥʦʾ 

ʽʥʬʦʨʤʘʮʽʾ, ʟʦʢʨʝʤʘ: 

- ɼʦʰʢʘ ʦʛʦʣʦʰʝʥʴ, ʷʢʘ ʚʽʜʦʙʨʘʞʘʻ ʟʘʙʘʛʘʪʦ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʧʦʪʦʯʥʫ 

ʤʝʨʝʞʫ ʪʘ ʢʦʤʧôʶʪʝʨʥʽ ʩʠʩʪʝʤʠ. ɭ ʙʘʛʘʪʦ ʣʶʜʝʡ, ʷʢʽ ʧʫʙʣʽʢʫʶʪʴ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʥʘ ʪʘʢʠʭ ʧʣʘʪʬʦʨʤʘʭ, ʘʣʝ ʚʦʥʠ ʥʝ ʟʥʘʶʪʴ, ʱʦ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʜʽʣʷʪʴʩʷ ʟ ʫʩʽʤ ʩʚʽʪʦʤ. 

- ʂʦʥʬʽʜʝʥʮʽʡʥʘ ʽʥʬʦʨʤʘʮʽʷ ʧʨʦ ʢʦʤʧʘʥʽʶ ʪʘ ʾʾ ʤʦʞʫʪʴ ʨʦʟʤʽʱʫʚʘʪʠ 

ʢʣʽʻʥʪʠ ʪʘ ʩʧʽʚʨʦʙʽʪʥʠʢʠ. 

ɺʠʷʚʠʚʰʠ, ʱʦ ʧʝʚʥʘ ʢʦʥʬʽʜʝʥʮʽʡʥʘ ʽʥʬʦʨʤʘʮʽʷ ʙʫʣʘ ʦʧʫʙʣʽʢʦʚʘʥʘ ʥʘ 

ʜʝʷʢʠʭ ʦʥʣʘʡʥ-ʧʣʘʪʬʦʨʤʘʭ, ʚʘʤ ʩʣʽʜ ʚʠʜʘʣʠʪʠ ʾʾ. 

6. ʇʦʣʽʪʠʢʘ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ (Privacy Policies): ɿʘʚʞʜʠ ʧʝʨʝʚʽʨʷʡʪʝ 

ʧʦʣʽʪʠʢʫ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʥʘ ʩʚʦʻʤʫ ʚʝʙ-ʩʘʡʪʽ. ʋʩʽ ʚʘʰʽ ʢʦʨʠʩʪʫʚʘʯʽ ʧʦʚʠʥʥʽ 

ʟʥʘʪʠ ʧʨʦ ʽʥʬʦʨʤʘʮʽʶ, ʷʢʘ ʟʙʠʨʘʻʪʴʩʷ, ʢʦʣʠ ʚʦʥʠ ʚʽʜʚʽʜʫʶʪʴ ʚʘʰ ʩʘʡʪ. ʂʨʽʤ 
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ʪʦʛʦ, ʚʦʥʠ ʧʦʚʠʥʥʽ ʟʥʘʪʠ, ʷʢ ʟʘʭʠʱʝʥʘ ʾʭʥʷ ʽʥʬʦʨʤʘʮʽʷ. ʇʦʣʽʪʠʢʫ 

ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʟʘʟʚʠʯʘʡ ʧʠʰʫʪʴ ʶʨʠʩʪʠ, ʽ ʚʦʥʠ ʥʝ ʚʠʚʯʘʶʪʴ ʽʥʬʦʨʤʘʮʽʶ 

ʱʦʜʦ ʚʘʰʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʙʝʟʧʝʢʠ. 

7. ʉʠʩʪʝʤʠ ʩʢʘʥʫʚʘʥʥʷ (Scanning Systems): ʙʝʨʫʯʠ ʫʯʘʩʪʴ ʚ ʘʢʪʠʚʥʦʤʫ 

ʟʙʦʨʽ ʽʥʬʦʨʤʘʮʽʾ, ʚʠ ʤʦʞʝʪʝ ʦʪʨʠʤʘʪʠ ʙʽʣʴʰʝ ʜʝʪʘʣʝʡ ʧʨʦ ʩʚʦʶ ʤʝʨʝʞʫ, ʘ 

ʪʘʢʦʞ ʤʦʞʝʪʝ ʧʦʙʘʯʠʪʠ ʨʝʯʽ ʟ ʪʦʯʢʠ ʟʦʨʫ ʭʘʢʝʨʘ. ʅʘʧʨʠʢʣʘʜ, ʚʠ ʤʦʞʝʪʝ 

ʟʨʦʙʠʪʠ ʥʘʩʪʫʧʥʝ: 

- ɺʠʢʦʨʠʩʪʦʚʫʡʪʝ ʽʥʬʦʨʤʘʮʽʶ, ʷʢʫ ʚʠ ʤʦʛʣʠ ʟʽʙʨʘʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʧʦʰʫʢʫ Whois, ʱʦʙ ʪʘʢʦʞ ʧʝʨʝʚʽʨʠʪʠ ʢʦʞʥʝ ʟ ʪʽʩʥʦ ʧʦʚôʷʟʘʥʠʭ ʽʤʝʥ 

ʭʦʩʪʽʚ ʪʘ IP-ʘʜʨʝʩ. ɯʥʬʦʨʤʘʮʽʷ ʚʢʣʶʯʘʻ ʚʠʟʥʘʯʝʥʥʷ ʽʤʝʥ ʭʦʩʪʽʚ, IP-ʘʜʨʝʩ, 

ʟʘʧʫʱʝʥʠʭ ʧʨʦʪʦʢʦʣʽʚ, ʜʦʩʪʫʧʥʠʭ ʩʧʽʣʴʥʠʭ ʨʝʩʫʨʩʽʚ, ʚʽʜʢʨʠʪʠʭ ʧʦʨʪʽʚ, 

ʧʨʦʛʨʘʤ ʽ ʟʘʧʫʱʝʥʠʭ ʩʣʫʞʙ. 

- ʉʢʘʥʫʡʪʝ ʚʥʫʪʨʽʰʥʽ ʭʦʩʪʠ ʪʘ ʜʦʪʨʠʤʫʡʪʝʩʷ ʦʙʩʷʛʫ ʪʝʩʪʫʚʘʥʥʷ. ɼʝʷʢʽ 

ʩʪʦʨʦʥʥʽ ʦʩʦʙʠ ʥʝ ʤʦʞʫʪʴ ʧʝʨʝʛʣʷʜʘʪʠ ʜʝʷʢʽ ʟ ʮʠʭ ʭʦʩʪʽʚ; ʪʠʤ ʥʝ ʤʝʥʰ, 

ʚʘʤ ʧʦʪʨʽʙʥʦ ʧʝʨʝʚʽʨʠʪʠ ʾʭ, ʱʦʙ ʧʦʙʘʯʠʪʠ, ʜʦ ʯʦʛʦ ʤʦʞʫʪʴ ʦʪʨʠʤʘʪʠ 

ʜʦʩʪʫʧ ʜʝʷʢʽ ʟʣʦʚʤʠʩʥʠʢʠ. 

ʋ ʜʝʷʢʠʭ ʚʠʧʘʜʢʘʭ ʭʘʢʝʨ, ʤʦʞʣʠʚʦ, ʚʞʝ ʦʪʨʠʤʘʚ ʜʦʩʪʫʧ ʜʦ ʩʠʩʪʝʤʠ, ʽ ʚʽʥ 

ʤʦʞʝ ʤʘʥʽʧʫʣʶʚʘʪʠ ʯʠʤ ʟʘʚʛʦʜʥʦ ʟʩʝʨʝʜʠʥʠ. ʑʦʙ ʙʫʪʠ ʚ ʙʝʟʧʝʮʽ, ʚʠ ʧʦʚʠʥʥʽ 

ʧʝʨʝʚʽʨʠʪʠ ʚʩʶ ʩʠʩʪʝʤʫ, ʱʦʙ ʟʥʘʡʪʠ ʩʣʘʙʢʽ ʤʽʩʮʷ. ʗʢʱʦ ʚʠ ʥʝ ʚʽʨʠʪʝ, ʱʦ ʚʘʰʽ 

ʩʠʩʪʝʤʠ ʩʢʘʥʫʚʘʥʥʷ ʻ ʥʘʜʽʡʥʠʤʠ, ʚʠ ʤʦʞʝʪʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʽʥʰʽ ʩʠʩʪʝʤʠ, 

ʱʦʙ ʟʘʧʫʩʪʠʪʠ ʾʭ ʥʘ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ ʚʽʨʪʫʘʣʴʥʦʾ ʤʘʰʠʥʠ. 

8. ʍʦʩʪʠ (Hosts): ʧʽʜ ʯʘʩ ʧʨʦʮʝʩʫ ʩʢʘʥʫʚʘʥʥʷ ʪʘʢʦʞ ʟʘʜʦʢʫʤʝʥʪʫʡʪʝ ʜʝʷʢʽ 

ʟ ʭʦʩʪʽʚ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʜʦʩʪʫʧʥʽ ʫ ʚʥʫʪʨʽʰʥʽʡ ʤʝʨʝʞʽ. ɿʘʚʞʜʠ ʧʦʯʠʥʘʡʪʝ ʟ 

ʧʝʨʝʚʽʨʢʠ ʧʝʚʥʠʭ ʽʤʝʥ ʭʦʩʪʽʚ ʟʘ ʜʦʧʦʤʦʛʦʶ ʜʝʷʢʠʭ ʽʟ ʮʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ: 

- ʆʩʥʦʚʥʘ ʫʪʠʣʽʪʘ ping , ʷʢʘ ʟʥʘʭʦʜʠʪʴʩʷ ʚ ʦʧʝʨʘʮʽʡʥʽʡ ʩʠʩʪʝʤʽ. 

- ʋʪʠʣʽʪʠ ʩʪʦʨʦʥʥʽʭ ʚʠʨʦʙʥʠʢʽʚ ʜʦʟʚʦʣʷʶʪʴ ʢʦʨʠʩʪʫʚʘʯʘʤ ʧʝʨʝʚʽʨʷʪʠ 

ʢʽʣʴʢʘ ʘʜʨʝʩ, ʟʦʢʨʝʤʘ SuperScan ʽ NetScanTools Pro . ɺʠ ʪʘʢʦʞ 

ʤʦʞʝʪʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʪʘʢʽ ʩʘʡʪʠ, ʷʢ what ismyipaddress.com, ʱʦʙ 

ʧʦʢʘʟʘʪʠ ʚʘʤ, ʷʢ ʚʠʛʣʷʜʘʻ IP-ʘʜʨʝʩʘ ʚʘʰʦʛʦ ʰʣʶʟʫ ʧʽʜ ʯʘʩ ʧʝʨʝʛʣʷʜʫ ʚ 
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ɯʥʪʝʨʥʝʪʽ. ɺʝʙ-ʩʘʡʪ ʜʦʟʚʦʣʠʪʴ ʚʘʤ ʧʦʙʘʯʠʪʠ IP-ʘʜʨʝʩʫ, ʷʢʫ ʤʦʞʫʪʴ 

ʧʦʙʘʯʠʪʠ ʩʪʦʨʦʥʥʽ ʦʩʦʙʠ. 

9. ɺʽʜʢʨʠʪʽ ʧʦʨʪʠ (Open Ports): ʚʠ ʤʦʞʝʪʝ ʩʢʘʥʫʚʘʪʠ ʚʽʜʢʨʠʪʽ ʧʦʨʪʠ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʨʽʟʥʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ, ʟʦʢʨʝʤʘ: 

- Nmap ʽ Superscan ʤʦʞʫʪʴ ʜʦʧʦʤʦʛʪʠ ʩʢʘʥʫʚʘʪʠ ʤʝʨʝʞʝʚʽ ʧʦʨʪʠ. 

- ɺʠ ʤʦʞʝʪʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʘʥʘʣʽʟʘʪʦʨ ʤʝʨʝʞʽ, ʱʦʙ ʧʨʦʩʣʫʭʘʪʠ 

ʤʝʨʝʞʝʚʠʡ ʪʨʘʬʽʢ. ɼʝʷʢʽ ʟ ʽʥʩʪʨʫʤʝʥʪʽʚ, ʷʢʠʤʠ ʤʦʞʥʘ ʩʢʦʨʠʩʪʘʪʠʩʷ, 

ʚʢʣʶʯʘʶʪʴ Wireshark ʽ OmniPeek.  

ɺʥʫʪʨʽʰʥʻ ʩʢʘʥʫʚʘʥʥʷ ʣʝʛʢʦ ʚʠʢʦʥʘʪʠ. ɺʠ ʧʦʚʠʥʥʽ ʧʽʜʢʣʶʯʠʪʠ ʢʦʤʧôʶʪʝʨ 

ʜʦ ʤʝʨʝʞʽ ʪʘ ʟʘʚʘʥʪʘʞʠʪʠ ʨʽʟʥʽ ʬʦʨʤʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ɺʠ ʪʘʢʦʞ 

ʤʦʞʝʪʝ ʚʠʢʦʥʫʚʘʪʠ ʩʢʘʥʫʚʘʥʥʷ ʧʦʟʘ ʤʝʨʝʞʝʶ, ʽ ʚʘʤ ʩʣʽʜ ʧʦʯʘʪʠ ʟ ʧʨʠʟʥʘʯʝʥʥʷ 

ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʦʾ IP-ʘʜʨʝʩʠ ʚʘʰʦʤʫ ʢʦʤʧôʶʪʝʨʫ, ʧʝʨʰ ʥʽʞ ʚʠ ʟʤʦʞʝʪʝ 

ʧʽʜʢʣʶʯʠʪʠ ʡʦʛʦ ʜʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ. ʋ ʪʘʢʦʤʫ ʚʠʧʘʜʢʫ ʚʘʰ ʢʦʤʧôʶʪʝʨ ʥʝ 

ʧʽʜôʻʜʥʘʥʦ ʜʦ ɯʥʪʝʨʥʝʪʫ. ʇʽʜʢʣʶʯʝʥʥʷ ʧʨʘʮʶʚʘʪʠʤʝ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʪʦʛʦ, 

ʧʽʜʢʣʶʯʝʥʽ ʚʠ ʜʦ ɯʥʪʝʨʥʝʪʫ ʯʠ ʥʽ. 

ʂʨʽʤ ʪʦʛʦ, ʚʘʤ ʧʦʪʨʽʙʥʦ ʚʠʟʥʘʯʠʪʠ, ʱʦ ʧʨʘʮʶʻ ʥʘ ʚʽʜʢʨʠʪʠʭ ʧʦʨʪʘʭ. ʗʢ 

ʝʪʠʯʥʠʡ ʭʘʢʝʨ, ʚʠ ʧʦʚʠʥʥʽ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʪʘʢʦʾ ʽʥʬʦʨʤʘʮʽʾ ʧʽʩʣʷ 

ʚʠʢʦʥʘʥʥʷ ʧʨʦʮʝʩʫ ʩʢʘʥʫʚʘʥʥʷ. 

ɯʥʬʦʨʤʘʮʽʷ, ʜʦ ʷʢʦʾ ʚʠ ʤʦʞʝʪʝ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ, ʚʢʣʶʯʘʻ: 

- ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʽ ʧʨʦʪʦʢʦʣʠ; 

- ʩʣʫʞʙʠ, ʷʢʽ ʧʨʘʮʶʶʪʴ ʥʘ ʭʦʩʪʘʭ, ʤʦʞʫʪʴ ʚʢʣʶʯʘʪʠ ʧʨʦʛʨʘʤʠ ʙʘʟ ʜʘʥʠʭ, 

ʚʝʙ-ʩʝʨʚʝʨʠ ʪʘ ʝʣʝʢʪʨʦʥʥʫ ʧʦʰʪʫ; 

- ʜʦʩʪʫʧʥʽ ʩʣʫʞʙʠ ʚʽʜʜʘʣʝʥʦʛʦ ʜʦʩʪʫʧʫ, ʷʢʽ ʤʦʞʫʪʴ ʚʢʣʶʯʘʪʠ ʚʽʜʜʘʣʝʥʠʡ 

ʨʦʙʦʯʠʡ ʩʪʽʣ; 

- ʩʝʨʚʽʩʠ VPN; 

- ʜʣʷ ʩʧʽʣʴʥʠʭ ʤʝʨʝʞʝʚʠʭ ʨʝʩʫʨʩʽʚ ʧʦʪʨʽʙʥʘ ʘʚʪʝʥʪʠʬʽʢʘʮʽʷ. 
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1. 10 .4. ȺɢɱəɖɌ ɎɜɌɓɗɔɎɚɝɞɑɕ ɛɜɔ ɡɌɖɑɜɝɨɖɱɕ ɌɞɌɢɱ 

 

ʇʽʩʣʷ ʪʦʛʦ, ʷʢ ʚʠ ʟʥʘʡʜʝʪʝ ʚʩʽ ʣʘʟʽʚʢʠ ʚ ʙʝʟʧʝʮʽ, ʚʘʤ ʩʣʽʜ ʧʨʦʜʦʚʞʠʪʠ 

ʧʦʰʫʢ ʜʝʷʢʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ, ʷʢʽ ʧʨʠʩʫʪʥʽ ʫ ʚʘʰʽʡ ʤʝʨʝʞʽ. ʇʝʨʝʜ ʧʨʦʮʝʩʦʤ 

ʪʝʩʪʫʚʘʥʥʷ ʪʘʢʦʞ ʩʣʽʜ ʚʠʢʦʥʘʪʠ ʨʫʯʥʠʡ ʧʦʰʫʢ. ɺʠ ʤʦʞʝʪʝ ʧʨʦʚʝʩʪʠ ʜʝʷʢʽ 

ʜʦʩʣʽʜʞʝʥʥʷ ʥʘ ʜʦʰʢʘʭ ʦʛʦʣʦʰʝʥʴ, ʷʢʠʤʠ ʢʦʨʠʩʪʫʶʪʴʩʷ ʭʘʢʝʨʠ, ʙʘʟʘʭ ʜʘʥʠʭ 

ʚʨʘʟʣʠʚʦʩʪʝʡ ʽ ʚʝʙ-ʩʘʡʪʘʭ. 

ɼʝʷʢʽ ʩʘʡʪʠ ʦʛʦʣʦʰʝʥʴ ʜʦʧʦʤʘʛʘʶʪʴ ʩʢʣʘʩʪʠ ʩʧʠʩʦʢ ʨʽʟʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ. 

ʐʫʢʘʶʯʠ ʜʝʷʢʽ ʟ ʮʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ, ʚʠ ʟʨʦʟʫʤʽʻʪʝ, ʱʦ ʜʝʷʢʽ ʟ ʮʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ 

ʻ ʜʝʱʦ ʟʘʛʘʣʴʥʠʤʠ. ɯʥʦʜʽ ʚʘʤ ʪʘʢʦʞ ʤʦʞʝ ʟʥʘʜʦʙʠʪʠʩʷ ʟʘʛʣʷʥʫʪʠ ʥʘ ʜʝʷʢʽ 

ʩʘʡʪʠ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ, ʱʦʙ ʜʽʟʥʘʪʠʩʷ ʙʽʣʴʰʝ ʧʨʦ ʥʘʷʚʥʽ ʚʨʘʟʣʠʚʦʩʪʽ. ɼʝʷʢʽ ʟ 

ʩʘʡʪʽʚ, ʷʢʽ ʤʦʞʫʪʴ ʜʦʧʦʤʦʛʪʠ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʪʠ ʨʽʟʥʽ ʚʨʘʟʣʠʚʦʩʪʽ, ʚʢʣʶʯʘʶʪʴ 

www.sans.org/top20. ʉʘʡʪ ʜʦʧʦʤʘʛʘʻ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʪʠ ʧʦʥʘʜ 20 

ʚʨʘʟʣʠʚʦʩʪʝʡ. ʉʧʠʩʦʢ ʚʨʘʟʣʠʚʦʩʪʝʡ ʩʢʣʘʜʘʻ ʦʨʛʘʥʽʟʘʮʽʷ SANS. 

ʗʢʱʦ ʚʠ ʥʝ ʙʘʯʠʪʝ ʧʦʪʨʝʙʠ ʰʫʢʘʪʠ ʜʝʷʢʽ ʥʘʷʚʥʽ ʚʨʘʟʣʠʚʦʩʪʽ ʚ ʤʝʨʝʞʽ, ʚʠ 

ʤʦʞʝʪʝ ʧʨʦʜʦʚʞʠʪʠ ʪʘ ʧʨʦʚʝʩʪʠ ʪʝʩʪ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ. ɼʝʷʢʽ ʟ ʜʦʩʪʫʧʥʠʭ 

ʚʘʨʽʘʥʪʽʚ ʚʢʣʶʯʘʶʪʴ: 

1. ʆʮʽʥʢʘ ʚʨʫʯʥʫ: ɺʠ ʟʤʦʞʝʪʝ ʦʮʽʥʠʪʠ ʜʝʷʢʽ ʧʦʪʝʥʮʽʡʥʽ ʚʨʘʟʣʠʚʦʩʪʽ, 

ʚʩʪʘʥʦʚʠʚʰʠ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʧʦʨʪʽʚ. ɼʝʷʢʽ ʩʠʩʪʝʤʠ ʪʘʢʦʞ ʤʦʞʥʘ ʦʮʽʥʠʪʠ 

ʚʨʫʯʥʫ, ʚʢʣʶʯʘʶʯʠ ʜʝʷʢʽ ʚʝʙ-ʟʘʩʪʦʩʫʥʢʠ. ʗʢʱʦ ʫ ʚʘʩ ʻ ʙʘʛʘʪʦ ʚʽʣʴʥʦʛʦ ʯʘʩʫ, 

ʚʠ ʤʦʞʝʪʝ ʚʠʢʦʥʘʪʠ ʢʦʞʝʥ ʽʟ ʮʠʭ ʪʝʩʪʽʚ ʚʨʫʯʥʫ. 

2. ɸʚʪʦʤʘʪʠʯʥʝ ʦʮʽʥʶʚʘʥʥʷ: ʨʫʯʥʝ ʦʮʽʥʶʚʘʥʥʷ ʦʩʦʙʣʠʚʦ ʧʽʜʭʦʜʠʪʴ, ʢʦʣʠ 

ʚʠ ʭʦʯʝʪʝ ʥʘʚʯʠʪʠʩʷ, ʦʜʥʘʢ ʛʦʣʦʚʥʘ ʧʨʦʙʣʝʤʘ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʙʽʣʴʰʽʩʪʴ 

ʣʶʜʝʡ ʥʝ ʤʘʶʪʴ ʯʘʩʫ ʚʠʢʦʥʫʚʘʪʠ ʚʩʽ ʮʽ ʢʨʦʢʠ ʚʨʫʯʥʫ. ɺʠ ʤʦʞʝʪʝ ʘʚʪʦʤʘʪʠʯʥʦ 

ʩʢʘʥʫʚʘʪʠ ʚʨʘʟʣʠʚʦʩʪʽ. ɯʩʥʫʻ ʪʘʢʦʞ ʙʘʛʘʪʦ ʽʥʩʪʨʫʤʝʥʪʽʚ ʦʮʽʥʢʠ ʚʨʘʟʣʠʚʦʩʪʽ, 

ʷʢʠʤʠ ʤʦʞʥʘ ʩʢʦʨʠʩʪʘʪʠʩʷ, ʽ ʚʦʥʠ ʜʦʩʪʫʧʥʽ ʥʘ ʪʘʢʠʭ ʧʣʘʪʬʦʨʤʘʭ, ʷʢ UNIX ʽ 

Windows. ʊʘʢʦʞ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʢʦʞʝʥ ʽʟ ʮʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ 

ʦʮʽʥʶʚʘʥʥʷ ʷʢ ʫ ʙʝʟʜʨʦʪʦʚʠʭ, ʪʘʢ ʽ ʚ ʜʨʦʪʦʚʠʭ ʤʝʨʝʞʘʭ. ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʮʽ 

ʽʥʩʪʨʫʤʝʥʪʠ, ʚʠ ʪʘʢʦʞ ʤʦʞʝʪʝ ʩʪʚʦʨʠʪʠ ʢʘʨʪʫ ʙʽʟʥʝʩ-ʣʦʛʽʢʠ. ʈʦʟʨʦʙʥʠʢʠ 
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ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘʢʦʞ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʝʷʢʽ ʟ ʮʠʭ 

ʽʥʩʪʨʫʤʝʥʪʽʚ, ʱʦʙ ʧʝʨʝʚʽʨʠʪʠ, ʯʠ ʾʭʥʽ ʨʷʜʢʠ ʢʦʜʫ ʤʘʶʪʴ ʨʽʟʥʽ ʥʝʜʦʣʽʢʠ. 

ʆʩʥʦʚʥʘ ʧʨʦʙʣʝʤʘ ʧʽʜ ʯʘʩ ʚʠʢʦʨʠʩʪʘʥʥʷ ʮʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ 

ʚʦʥʠ ʩʢʘʥʫʶʪʴ ʣʠʰʝ ʦʢʨʝʤʽ ʚʨʘʟʣʠʚʦʩʪʽ. 

ɿʘʨʘʟ ʜʝʷʢʽ ʽʥʩʪʨʫʤʝʥʪʠ ʧʽʜʪʨʠʤʫʶʪʴ ʢʦʨʝʣʷʮʽʶ ʧʦʜʽʡ, ʽ ʯʠʩʣʝʥʥʽ 

ʚʨʘʟʣʠʚʦʩʪʽ ʤʦʞʥʘ ʧʨʦʩʢʘʥʫʚʘʪʠ ʚʽʜʨʘʟʫ. ɼʝʷʢʽ ʽʥʩʪʨʫʤʝʥʪʠ, ʷʢʽ ʤʦʞʥʘ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʩʢʘʥʫʚʘʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ, ʚʢʣʶʯʘʶʪʴ QualysGuard 

Suite . ɯʥʩʪʨʫʤʝʥʪʠ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʩʢʘʥʫʚʘʥʥʷ ʧʦʨʪʽʚ, 

ʦʜʥʦʯʘʩʥʦ ʰʫʢʘʶʯʠ ʥʘʷʚʥʽ ʚʨʘʟʣʠʚʦʩʪʽ. ʂʨʽʤ ʪʦʛʦ, ʥʝʤʘʻ ʥʝʦʙʭʽʜʥʦʩʪʽ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʢʦʤʧôʶʪʝʨ, ʷʢʱʦ ʚʠ ʚʠʢʦʨʠʩʪʦʚʫʻʪʝ QualysGuard Suite , 

ʦʩʢʽʣʴʢʠ ʽʥʩʪʨʫʤʝʥʪ ʜʦʩʪʫʧʥʠʡ ʷʢ SaaS (ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʷʢ ʧʦʩʣʫʛʘ). 

ɺʠ ʟʘʚʞʜʠ ʤʦʞʝʪʝ ʫʚʽʡʪʠ ʥʘ ʚʝʙ-ʩʘʡʪ Qualys  ̔  ʟʘʨʝʻʩʪʨʫʚʘʪʠ ʦʙʣʽʢʦʚʠʡ ʟʘʧʠʩ. 

ɺʘʤ ʜʦʚʝʜʝʪʴʩʷ ʟʘʧʣʘʪʠʪʠ ʧʝʚʥʫ ʩʫʤʫ ʛʨʦʰʝʡ, ʦʩʢʽʣʴʢʠ ʽʥʩʪʨʫʤʝʥʪ 

ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʢʦʤʝʨʮʽʡʥʠʭ ʮʽʣʝʡ. ʇʦʪʽʤ ʚʠ ʚʚʝʜʝʪʝ ʢʦʥʢʨʝʪʥʫ IP-ʘʜʨʝʩʫ, 

ʷʢʫ ʧʦʪʨʽʙʥʦ ʧʝʨʝʚʽʨʠʪʠ. ʊʘʢʦʞ ʤʦʞʥʘ ʚʩʪʘʥʦʚʠʪʠ QualysGuard Suite  ʫ 

ʚʘʰʫ ʤʝʨʝʞʫ, ʽ ʚʽʥ ʩʢʘʥʫʚʘʪʠʤʝ ʚʩʽ ʚʥʫʪʨʽʰʥʽ ʩʠʩʪʝʤʠ. ʇʦʪʽʤ ʤʦʞʥʘ 

ʟʘʧʣʘʥʫʚʘʪʠ ʦʮʽʥʶʚʘʥʥʷ, ʘ ʧʦʪʽʤ ʩʠʩʪʝʤʘ ʟʘʧʫʩʪʠʪʴ ʪʝʩʪʠ, ʘ ʪʘʢʦʞ ʩʪʚʦʨʠʪʴ 

ʜʝʷʢʽ ʜʦʢʣʘʜʥʽ ʟʚʽʪʠ. ɿʚʽʪ ʤʽʩʪʠʪʠʤʝ ʟʘʛʘʣʴʥʫ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʩʢʘʥʫʚʘʥʥʷ. 

ʊʘʢʦʞ ʙʫʜʝ ʥʘʚʝʜʝʥʦ ʜʝʪʘʣʽ ʧʦʪʦʯʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ. 

ʆʮʽʥʶʶʯʠ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʚ ʤʝʨʝʞʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʘʢʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ, ʷʢ 

QualysGuard Suite , ʚʠ ʧʦʚʠʥʥʽ ʤʘʪʠ ʧʝʚʥʽ ʜʦʜʘʪʢʦʚʽ ʟʥʘʥʥʷ, ʦʩʢʽʣʴʢʠ ʚʠ ʥʝ 

ʤʦʞʝʪʝ ʧʦʢʣʘʜʘʪʠʩʷ ʣʠʰʝ ʥʘ ʨʝʟʫʣʴʪʘʪʠ ʩʢʘʥʫʚʘʥʥʷ. ɿʚʽʪʠ ʧʨʦ ʚʨʘʟʣʠʚʦʩʪʽ 

ʤʘʶʪʴ ʙʫʪʠ ʧʝʨʝʚʽʨʝʥʽ. ɺʠ ʧʦʚʠʥʥʽ ʚʩʝʙʽʯʥʦ ʚʠʚʯʘʪʠ ʟʚʽʪʠ ʪʘ ʢʨʠʪʠʯʥʦ 

ʧʝʨʝʚʽʨʷʪʠ ʩʠʩʪʝʤʠ. 

 

1. 10 .5. Ȼɜɚəɔɖəɑəəɫ Ɏ ɝɔɝɞɑɘɟ ɛɜɔ ɡɌɖɑɜɝɨɖɱɕ ɌɞɌɢɱ 

 

ɺʠ ʤʦʞʝʪʝ ʚʠʷʚʠʪʠ ʜʝʷʢʽ ʟ ʣʘʟʽʚʦʢ ʙʝʟʧʝʢʠ ʫ ʩʚʦʾʡ ʤʝʨʝʞʽ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʪʘʢʠʭ ʩʧʦʩʦʙʽʚ: 
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1. ʇʝʨʝʢʦʥʘʡʪʝʩʷ, ʱʦ ʚʠ ʦʪʨʠʤʘʣʠ ʜʦʩʪʘʪʥʴʦ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʭʦʩʪ ʽ ʧʦʪʦʯʥʽ 

ʜʘʥʽ. 

2. ʇʝʨʝʢʦʥʘʡʪʝʩʷ, ʱʦ ʻ ʚʽʜʜʘʣʝʥʠʡ ʢʦʤʘʥʜʥʠʡ ʨʷʜʦʢ. 

3. ɿʘʧʫʩʪʽʪʴ ʘʙʦ ʟʫʧʠʥʽʪʴ ʜʝʷʢʽ ʧʨʦʛʨʘʤʠ. 

4. ɼʦʩʪʫʧ ʜʦ ʨʽʟʥʠʭ ʩʠʩʪʝʤ. 

5. ɺʠʤʢʥʝʥʥʷ ʨʽʟʥʠʭ ʝʣʝʤʝʥʪʽʚ ʢʝʨʫʚʘʥʥʷ ʙʝʟʧʝʢʦʶ. 

6. ʉʪʚʦʨʝʥʥʷ ʩʢʨʽʥʰʦʪʽʚ. 

7. ɼʦʩʪʫʧ ʜʦ ʜʝʷʢʠʭ ʢʦʥʬʽʜʝʥʮʽʡʥʠʭ ʬʘʡʣʽʚ. 

8. ʅʘʜʩʠʣʘʥʥʷ ʝʣʝʢʪʨʦʥʥʦʛʦ ʣʠʩʪʘ ʚʽʜ ʽʤʝʥʽ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ. 

9. ɺʠʢʦʥʘʥʥʷ ʜʝʷʢʠʭ ʘʪʘʢ SQL-ʽʥ'ʻʢʮʽʡ. 

10. ɿʘʧʫʩʢ DoS-ʘʪʘʢʠ. 

11. ɿʘʚʘʥʪʘʞʪʝ ʬʘʡʣ, ʱʦʙ ʧʽʜʪʚʝʨʜʠʪʠ ʩʚʦʶ ʧʝʨʝʤʦʛʫ. 

ɺʠ ʤʦʞʝʪʝ ʚʠʢʦʨʠʩʪʘʪʠ ʜʝʷʢʽ ʚʨʘʟʣʠʚʦʩʪʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʨʝʡʤʚʦʨʢʫ 

Metasploit . ɼʝʷʢʽ ʟ ʮʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ ʜʦʟʚʦʣʷʶʪʴ ʧʦʚʥʽʩʪʶ ʧʨʦʥʠʢʥʫʪʠ ʚ 

ʩʠʩʪʝʤʫ. ɺʘʤ ʧʦʪʨʽʙʥʦ ʚʠʨʽʰʠʪʠ, ʯʠ ʭʦʯʝʪʝ ʚʠ ʧʦʚʥʽʩʪʶ ʧʨʦʥʠʢʥʫʪʠ ʫ ʩʚʦʶ 

ʩʠʩʪʝʤʫ, ʽ ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ ʚʠ ʜʦʚʝʣʠ ʥʘʷʚʥʽʩʪʴ ʜʝʷʢʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ. 

 

1.11. ȻɔɞɌəəɫ ɐɗɫ ɝɌɘɚɖɚəɞɜɚɗɪ 

 

1. ʇʦʷʚʘ ʪʝʨʤʽʥʫ ʭʘʢʝʨ. ʇʨʦʬʽʣʽ ʪʘ ʤʦʪʠʚʠ ʨʽʟʥʠʭ ʪʠʧʽʚ ʭʘʢʝʨʽʚ. 

2. ʍʘʢʝʨʩʴʢʝ ʤʠʩʣʝʥʥʷ ʜʣʷ ʚʠʧʨʘʚʜʦʚʫʚʘʥʥʷ. ʄʦʪʠʚʘʮʽʷ ʭʘʢʝʨʘ ʪʘ 

ʭʘʢʪʠʚʽʟʤ. 

3. ɽʪʠʯʥʝ ʭʘʢʝʨʩʪʚʦ ʪʘ ʪʝʩʪʫʚʘʥʥʷ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ. ʈʦʣʴ ʝʪʠʯʥʦʛʦ 

ʭʘʢʝʨʩʪʚʘ. ʊʨʽʘʜʘ C-I-A. 

4. ʇʦʢʨʦʢʦʚʘ ʤʝʪʦʜʦʣʦʛʽʷ ʭʘʢʝʨʩʴʢʦʛʦ ʟʣʦʤʫ ʤʝʨʝʞʽ. 

5. ʆʩʦʙʣʠʚʦʩʪʽ ʭʘʢʝʨʩʴʢʦʛʦ ʟʣʦʤʫ ʤʦʙʽʣʴʥʦʾ ʤʝʨʝʞʽ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡ. 

6. ɺʠʢʦʥʘʥʥʷ ʪʝʩʪʫ ʥʘ ʧʨʦʥʠʢʥʝʥʥʷ (penetration test) ʝʪʠʯʥʠʤ ʭʘʢʝʨʦʤ. 

7. ɿʘʛʘʣʴʥʘ ʤʝʪʦʜʦʣʦʛʽʷ ʭʘʢʝʨʩʴʢʦʛʦ ʟʣʦʤʫ.  
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2. ȭȬȳȺȮȴȵ ȻȣȰɁȣȰ ȰȺ ȭȱȳȻȱȶȴ 

 

ʊʝʤʘ ʮʴʦʛʦ ʨʦʟʜʽʣʫ - ʟʨʦʟʫʤʽʪʠ, ʷʢ ʩʪʚʦʨʶʚʘʪʠ ʙʝʟʧʝʯʥʽ ʩʠʩʪʝʤʠ, ʯʦʤʫ 

ʢʦʤʧ'ʶʪʝʨʥʽ ʪʘ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʩʠʩʪʝʤʠ (ʝʣʝʢʪʨʦʥʥʽ ʢʦʤʫʥʽʢʘʮʽʾ) ʽʥʦʜʽ 

ʙʫʚʘʶʪʴ ʥʝʙʝʟʧʝʯʥʠʤʠ ʽ ʷʢ ʤʦʞʥʘ ʚʠʧʨʘʚʠʪʠ ʪʘʢʝ ʩʪʘʥʦʚʠʱʝ, ʷʢʱʦ ʱʦʩʴ 

çʧʽʰʣʦ ʥʝ ʪʘʢè. ɿʘʫʚʘʞʠʤʦ, ʱʦ ʥʝ ʽʩʥʫʻ ʫʥʽʚʝʨʩʘʣʴʥʦʛʦ ʧʽʜʨʫʯʥʠʢʘ ʥʘ ʮʶ 

ʪʝʤʫ, ʪʦʤʫ ʨʝʢʦʤʝʥʜʫʻʤʦ ʢʦʨʠʩʪʫʚʘʪʠʩʷ ʟʘʧʠʩʘʤʠ ʜʘʥʦʛʦ ʤʘʪʝʨʽʘʣʫ. 

ɼʦ ʪʦʛʦ ʞ, ʷʢʱʦ ʫ ʚʘʩ ʢʦʣʠ-ʥʝʙʫʜʴ ʚʠʥʠʢʥʝ ʧʠʪʘʥʥʷ ʘʙʦ ʚʠ ʧʦʤʽʪʠʪʝ ʷʢʫʩʴ 

ʧʦʤʠʣʢʫ/ʥʝʪʦʯʥʽʩʪʴ, ʧʨʦʩʪʦ ʟʘʧʠʪʫʡʪʝ ʥʘʩ ʚ ʙʫʜʴ-ʷʢʠʡ ʩʧʦʩʽʙ. ɹʝʟʧʝʢʘ ʙʘʛʘʪʦ 

ʚ ʯʦʤʫ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʝʪʘʣʝʡ, ʪʦʤʫ ʥʘ ʥʠʭ ʚʘʨʪʦ ʟʚʝʨʪʘʪʠ ʫʚʘʛʫ. 

 

2.1. Ʌɚ ɞɌɖɑ ɍɑɓɛɑɖɌ  

 

ʇʦʯʥʝʤʦ ʟ ʜʝʷʢʠʭ ʦʩʥʦʚʥʠʭ ʨʝʯʝʡ ʽ ʨʦʟʛʣʷʥʝʤʦ ʟʘʛʘʣʴʥʽ ʧʨʠʢʣʘʜʠ ʪʦʛʦ, 

ʯʦʤʫ ʚʘʞʢʦ ʟʘʙʝʟʧʝʯʠʪʠ ʙʝʟʧʝʢʫ ʽ ʱʦ ʦʟʥʘʯʘʻ ʩʧʨʦʙʘ ʩʪʚʦʨʝʥʥʷ ʙʝʟʧʝʯʥʦʾ 

ʩʠʩʪʝʤʠ. ʎʽ ʤʽʨʢʫʚʘʥʥʷ ʧʦʪʨʽʙʥʽ ʜʣʷ ʪʦʛʦ, ʱʦʙ ʧʨʦʷʩʥʠʪʠ ʧʝʨʝʜʽʩʪʦʨʽʶ 

ʧʠʪʘʥʥʷ ʽ ʜʘʪʠ ʧʦʞʠʚʫ ʜʣʷ ʨʦʟʫʤʫ ʥʘ ʪʝʤʫ ʪʦʛʦ, ʷʢ ʩʣʽʜ ʫʷʚʣʷʪʠ ʩʦʙʽ ʙʝʟʧʝʢʫ 

ʙʫʜʴ-ʷʢʠʭ ʩʠʩʪʝʤ ʝʣʝʢʪʨʦʥʥʠʭ ʪʘ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ. 

ɺ ʟʘʛʘʣʴʥʦʤʫ ʚʠʧʘʜʢʫ ʙʝʟʧʝʢʘ ʻ ʰʣʷʭʦʤ ʜʦʩʷʛʥʝʥʥʷ ʷʢʦʾʩʴ ʤʝʪʠ (ʘʙʦ 

ʢʨʠʪʝʨʽʾʚ ʜʦʩʷʛʥʝʥʥʷ ʤʝʪʠ) ʽʟ ʤʦʞʣʠʚʽʩʪʶ ʧʨʦʪʠʩʪʦʷʪʠ ʧʨʠʩʫʪʥʦʩʪʽ ʨʝʘʣʴʥʦʛʦ 

ʟʣʦʚʤʠʩʥʠʢʘ/ʰʢʽʜʥʠʢʘ. ʇʦʪʨʽʙʥʦ ʧʘʤôʷʪʘʪʠ ʧʨʦ ʪʝ, ʱʦ ʚ ʮʴʦʤʫ ʚʠʧʘʜʢʫ 

ʟʘʚʞʜʠ ʽʩʥʫʶʪʴ ʪʘʢ ʟʚʘʥʽ ʟʣʦʚʤʠʩʥʠʢʠ/ʭʘʢʝʨʠ, ʷʢʽ ʭʦʯʫʪʴ ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ ʫ 

ʚʘʩ ʥʽʯʦʛʦ ʥʝ ʚʠʡʜʝ, ʘʙʦ ʧʨʦʩʪʦ ʥʘʰʢʦʜʠʪʠ ʚʘʤ. ɺʦʥʠ ʭʦʯʫʪʴ ʚʢʨʘʩʪʠ ʚʘʰʽ 

ʬʘʡʣʠ, ʚʠʜʘʣʠʪʠ ʚʤʽʩʪ ʚʘʰʦʛʦ ʞʦʨʩʪʢʦʛʦ ʜʠʩʢʘ, ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ ʫ ʚʘʩ ʥʽʯʦʛʦ 

ʥʝ ʧʨʘʮʶʻ, ʚʘʰ ʪʝʣʝʬʦʥ ʥʝ ʤʦʞʝ ʚʠʡʪʠ ʥʘ ʟʚ'ʷʟʦʢ, ʽ ʪʘʢ ʜʘʣʽ. ʊʘʢ ʦʩʴ, ʙʝʟʧʝʯʥʦʶ 

ʻ ʪʘʢʘ ʩʠʩʪʝʤʘ ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ, ʷʢʘ ʜʽʡʩʥʦ ʤʦʞʝ 



64 

 

ʬʫʥʢʮʽʦʥʫʚʘʪʠ/ʧʨʘʮʶʚʘʪʠ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʪʦʛʦ, ʱʦ ʥʘʤʘʛʘʻʪʴʩʷ ʟʨʦʙʠʪʠ ʟ 

ʥʝʶ ʟʣʦʚʤʠʩʥʠʢ. 

ɺʘʞʣʠʚʠʤ ʻ ʪʝ, ʱʦ ʤʦʞʥʘ ʧʦʪʝʥʮʽʡʥʦ ʩʪʚʦʨʶʚʘʪʠ ʩʠʩʪʝʤʠ, ʩʪʽʡʢʽ ʜʦ 

ʚʪʨʫʯʘʥʥʷ ʟʣʦʚʤʠʩʥʠʢʽʚ, ʱʦ ʘʪʘʢʫʶʪʴ, ʘʙʦ ʭʘʢʝʨʽʚ. ɯ ʧʨʠ ʮʴʦʤʫ ʤʦʞʥʘ 

ʩʪʚʦʨʶʚʘʪʠ ʢʦʤʧ'ʶʪʝʨʥʽ ʩʠʩʪʝʤʠ ʪʘ ʩʠʩʪʝʤʠ ʝʣʝʢʪʨʦʥʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ, ʟʜʘʪʥʽ 

ʚ ʪʘʢʠʭ ʚʠʧʘʜʢʘʭ ʚʠʢʦʥʫʚʘʪʠ ʩʚʦʶ ʨʦʙʦʪʫ.  

ʇʦʥʷʪʪʷ ʙʝʟʧʝʢʠ ʤʦʞʥʘ ʨʦʟʙʠʪʠ ʥʘ 3 ʩʢʣʘʜʦʚʽ ʯʘʩʪʠʥʠ (ʨʠʩ. 2.1). ʆʜʥʘ 

(ʧʝʨʰʘ) ʯʘʩʪʠʥʘ ʷʚʣʷʻ ʩʦʙʦʶ ʧʨʠʥʮʠʧʠ/ʧʦʣʦʞʝʥʥʷ, ʷʢʽ ʧʦʚʠʥʥʘ ʧʨʠʚʦʜʠʪʠ ʫ 

ʚʠʢʦʥʘʥʥʷ ʚʘʰʘ ʩʠʩʪʝʤʘ, ʪʦʙʪʦ ʾʾ ʧʨʠʟʥʘʯʝʥʥʷ. ʅʘʟʚʝʤʦ ʮʶ ʯʘʩʪʠʥʫ Policy 

(ʇʦʣʽʪʠʢʘ). ɺʣʘʩʥʝ, ʮʝ ʽ ʻ ʪʘ ʤʝʪʘ (ʘʙʦ ʥʘʙʽʨ ʢʨʠʪʝʨʽʾʚ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʤʝʪʠ), 

ʷʢʫ ʧʦʪʨʽʙʥʦ ʜʦʩʷʛʪʠ, ʚʧʨʦʚʘʜʞʫʶʯʠ ʩʠʩʪʝʤʫ ʙʝʟʧʝʢʠ. 

ʅʘʧʨʠʢʣʘʜ, ʪʽʣʴʢʠ ʣʝʢʪʦʨ ʧʦʚʠʥʝʥ ʧʨʦʯʠʪʘʪʠ ʚʘʤ ʚʤʽʩʪ ʜʘʥʦʛʦ ʢʫʨʩʫ. ɸʙʦ, 

ʤʦʞʫʪʴ ʙʫʪʠ ʘʩʠʩʪʝʥʪʠ ʣʝʢʪʦʨʘ, ʘʙʦ ʩʧʽʚʜʦʧʦʚʽʜʘʯʽ - ʪʦʙʪʦ ʚ ʮʴʦʤʫ ʽ ʧʦʣʷʛʘʻ 

ʧʨʠʟʥʘʯʝʥʥʷ ʚʠʢʣʘʜʘʯʽʚ ʷʢ ʧʝʚʥʦʾ ʩʠʩʪʝʤʠ. ʆʜʥʘʢ ʽʩʥʫʶʪʴ ʦʩʥʦʚʥʽ ʚʠʤʦʛʠ ʜʦ 

ʪʦʛʦ, ʱʦ ʤʠ ʭʦʯʝʤʦ ʚʽʜ ʩʚʦʻʾ ʩʠʩʪʝʤʠ ʽ ʷʢ ʭʦʯʝʤʦ, ʱʦʙ ʚʦʥʘ ʚʠʢʦʥʫʚʘʣʘ ʩʚʦʻ 

ʧʨʠʟʥʘʯʝʥʥʷ. 

ʅʘʧʨʠʢʣʘʜ, ʦʜʥʠʤ ʽʟ ʧʨʠʥʮʠʧʽʚ, ʷʢʠʡ ʚʠ ʧʦʚʠʥʥʽ ʙʫʣʠ ʙ ʥʘʧʠʩʘʪʠ, 

ʧʦʚ'ʷʟʘʥʠʡ ʟ ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʶ ʜʘʥʠʭ, ʪʦʙʪʦ ʥʝʦʙʭʽʜʥʦ ʟʘʜʘʪʠ ʧʨʘʚʘ ʜʦʩʪʫʧʫ, 

ʱʦʙ ʤʘʪʝʨʽʘʣʠ ʣʝʢʮʽʡ ʙʫʣʠ ʜʦʩʪʫʧʥʽ ʪʽʣʴʢʠ ʪʠʤ, ʭʪʦ ʤʘʻ ʧʨʘʚʦ ʯʠʪʘʪʠ ʮʝʡ ʢʫʨʩ. 

ɼʘʣʽ ʤʦʞʥʘ ʙʫʣʦ ʙ ʧʦʜʫʤʘʪʠ ʧʨʦ ʯʝʩʥʽʩʪʴ, ʪʦʙʪʦ ʚʚʝʩʪʠ ʦʙʤʝʞʝʥʥʷ, ʱʦ ʪʽʣʴʢʠ 

ʚʠʢʣʘʜʘʯʽ ʜʘʥʦʛʦ ʢʫʨʩʫ ʤʦʞʫʪʴ ʟʤʽʥʶʚʘʪʠ ʬʘʡʣ ʦʮʽʥʦʢ, ʘʙʦ ʪʝ, ʱʦ ʪʽʣʴʢʠ ʚʦʥʠ 

ʤʘʶʪʴ ʧʨʘʚʦ ʥʘʜʘʪʠ ʥʘ ʢʘʬʝʜʨʫ ʧʽʜʩʫʤʢʦʚʠʡ ʬʘʡʣ ʦʮʽʥʦʢ. 

ʇʦʪʽʤ ʚʘʤ ʧʦʪʨʽʙʥʦ ʧʝʨʝʜʙʘʯʠʪʠ ʪʘʢʫ ʨʽʯ, ʷʢ ʜʦʩʪʫʧʥʽʩʪʴ. ʅʘʧʨʠʢʣʘʜ, ʩʘʡʪ 

ʧʦʚʠʥʝʥ ʙʫʪʠ ʜʦʩʪʫʧʥʠʡ ʥʘʚʽʪʴ ʚ ʪʦʤʫ ʚʠʧʘʜʢʫ, ʷʢʱʦ çʧʦʛʘʥʽ ʭʣʦʧʮʽè 

ʥʘʤʘʛʘʶʪʴʩʷ çʧʦʢʣʘʩʪʠè ʡʦʛʦ ʽ ʦʨʛʘʥʽʟʫʚʘʪʠ ʷʢʠʡʩʴ ʪʠʧ DʦS (Denial of Service) 

-ʘʪʘʢʠ. 

ʆʪʞʝ, ʮʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʩʠʩʪʝʤʠ, ʷʢʽ ʧʦʚʠʥʥʽ ʥʘʩ ʪʫʨʙʫʚʘʪʠ. ɸʣʝ ʦʩʢʽʣʴʢʠ 

ʮʝ ʙʝʟʧʝʢʘ, ʪʦ ʪʫʪ ʟʘʤʽʰʘʥʠʡ ʭʘʢʝʨ/ʟʣʦʚʤʠʩʥʠʢ. ɯ ʥʘʤ ʧʦʪʨʽʙʥʦ ʟʨʦʟʫʤʽʪʠ ʽ 

ʧʨʦʜʫʤʘʪʠ, ʱʦ ʚʽʥ ʟʙʠʨʘʻʪʴʩʷ ʟʨʦʙʠʪʠ. ʉʘʤʝ ʮʝ ʟʘʟʚʠʯʘʡ ʥʘʟʠʚʘʶʪʴ ʤʦʜʝʣʣʶ 

ʟʘʛʨʦʟʠ, Threat model (ʄʦʜʝʣʴ ʟʘʛʨʦʟʠ) - ʜʨʫʛʘ ʯʘʩʪʠʥʘ ʩʠʩʪʝʤʠ ʙʝʟʧʝʢʠ. ɺ 
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ʦʩʥʦʚʥʦʤʫ ʮʝ ʥʘʙʽʨ ʧʨʠʧʫʱʝʥʴ ʧʨʦ ʪʝ, ʱʦ ʷʚʣʷʻ ʩʦʙʦʶ ʟʣʦʚʤʠʩʥʠʢ ʪʘ ʤʦʞʣʠʚʽ 

ʡʦʛʦ ʜʽʾ. ɺʘʞʣʠʚʦ ʤʘʪʠ ʷʢʽʩʴ ʧʨʠʧʫʱʝʥʥʷ ʧʨʦ ʥʴʦʛʦ, ʪʦʤʫ ʱʦ ʚʽʥ 

çʫʩʶʜʠʩʫʱʠʡè ʽ ʤʦʞʝ ʧʨʦʥʠʢʥʫʪʠ ʚʩʶʜʠ ʦʜʥʦʯʘʩʥʦ, ʽ ʚʠ ʙʫʜʝʪʝ ʟʤʫʰʝʥʽ 

ʨʦʙʠʪʠ ʪʝ, ʱʦ ʚʽʥ ʟʘʭʦʯʝ, ʘ ʚ ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʚʘʞʢʦ ʜʦʩʷʛʪʠ ʥʘʚʽʪʴ ʧʦʜʽʙʥʦʩʪʽ 

ʙʝʟʧʝʢʠ. 

 

ʈʠʩ. 2.1. ʊʨʠ ʩʢʣʘʜʦʚʽ ʯʘʩʪʠʥʠ ʙʝʟʧʝʢʠ 

 

ʅʘʧʨʠʢʣʘʜ, ʚʠ ʧʨʠʧʫʩʢʘʻʪʝ, ʱʦ ʭʘʢʝʨ ʥʝ ʟʥʘʻ ʚʘʰʦʛʦ ʧʘʨʦʣʷ, ʘʙʦ ʥʝ ʤʘʻ 

ʬʽʟʠʯʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʚʘʰʠʭ ʪʝʣʝʬʦʥʫ, ʢʣʶʯʽʚ ʽ ʥʦʫʪʙʫʢʘ. ɺ ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ 

ʥʝ ʚʜʘʩʪʴʩʷ ʜʦʩʷʛʪʠ ʚ ʮʽʡ çʛʨʽè ʷʢʦʛʦʩʴ ʧʨʦʛʨʝʩʫ. ɺʠʭʦʜʠʪʴ, ʱʦ ʧʦʢʠ ʥʘʩʧʨʘʚʜʽ 

ʩʢʣʘʜʥʦ ʧʨʠʜʫʤʘʪʠ, ʷʢ ʱʝ ʤʦʞʥʘ ʟʘʭʠʩʪʠʪʠʩʷ, ʪʦ ʢʨʘʱʝ ʧʝʨʝʦʮʽʥʠʪʠ ʟʘʛʨʦʟʫ, 

ʥʽʞ ʥʝʜʦʦʮʽʥʠʪʠ ʾʾ, ʪʦʤʫ ʱʦ ʟʣʦʚʤʠʩʥʠʢ ʥʘ ʧʨʘʢʪʠʮʽ ʟʘʚʞʜʠ ʤʦʞʝ ʟʜʠʚʫʚʘʪʠ 

ʚʘʩ ʟ ʪʦʯʢʠ ʟʦʨʫ ʩʪʚʦʨʝʥʥʷ ʽʥʰʦʾ ʟʘʛʨʦʟʠ. 

ʅʘʨʝʰʪʽ, ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ, ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʥʘʰʦʾ ʤʝʪʠ ʚ ʨʘʤʢʘʭ 

ʟʨʦʙʣʝʥʠʭ ʧʨʠʧʫʱʝʥʴ ʧʨʦ ʟʘʛʨʦʟʠ, ʧʦʪʨʽʙʥʦ ʨʦʟʛʣʷʥʫʪʠ ʷʢʫʩʴ ʜʽʶ ʘʙʦ 

ʤʝʭʘʥʽʟʤ Mechanism (ʄʝʭʘʥʽʟʤ), ʷʢʠʡ ʩʢʣʘʜʘʻ ʪʨʝʪʶ ʯʘʩʪʠʥʘ ʩʠʩʪʝʤʠ 

ʙʝʟʧʝʢʠ. ɺ ʦʩʥʦʚʥʦʤʫ ʮʝ ʧʨʦʛʨʘʤʥʝ ʘʙʦ ʘʧʘʨʘʪʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʙʦ ʙʫʜʴ-ʷʢʘ 

ʯʘʩʪʠʥʘ ʩʠʩʪʝʤʥʦʛʦ ʜʠʟʘʡʥʫ, ʨʝʘʣʽʟʘʮʽʾ, ʷʢʘ ʙʫʜʝ ʥʘʤʘʛʘʪʠʩʷ ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ 

ʥʘʰʘ ʩʠʩʪʝʤʘ ʚʠʢʦʥʫʻ ʩʚʦʻ ʧʨʠʟʥʘʯʝʥʥʷ ʜʦ ʪʠʭ ʧʽʨ, ʧʦʢʠ ʧʦʚʝʜʽʥʢʘ 

ʟʣʦʚʤʠʩʥʠʢʘ ʚʽʜʧʦʚʽʜʘʻ ʤʦʜʝʣʽ ʟʘʛʨʦʟʠ. ʊʘʢʠʤ ʯʠʥʦʤ, ʢʽʥʮʝʚʠʡ ʨʝʟʫʣʴʪʘʪ 

ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʧʦʢʠ ʥʘʰʘ ʤʦʜʝʣʴ ʟʘʛʨʦʟʠ ʟʘʣʠʰʘʻʪʴʩʷ ʚʽʨʥʦʶ, ʥʘʰʽʡ 

ʩʠʩʪʝʤʽ ʚʜʘʻʪʴʩʷ ʚʠʢʦʥʫʚʘʪʠ ʩʚʦʻ ʧʨʠʟʥʘʯʝʥʥʷ. 

ʆʜʥʘʢ ʯʦʤʫ ʮʝ ʪʘʢ ʚʘʞʢʦ ʟʜʽʡʩʥʠʪʠ ʥʘ ʧʨʘʢʪʠʮʽ, ʷʢʱʦ ʥʘʰ ʧʣʘʥ ʯʘʩʪʠʥ 

ʙʝʟʧʝʢʠ ʚʠʛʣʷʜʘʻ ʜʦʚʦʣʽ ʧʨʦʩʪʠʤ? ʇʦʪʨʽʙʥʦ ʟʜʽʡʩʥʠʣʠ ʚʩʽ ʪʨʠ ʧʨʠʥʮʠʧʠ, 

 
 

ɹʝʟʧʝʢʘ - 
Security 

ʄʦʜʝʣʴ ʟʘʛʨʦʟʠ - Threat model 

ʇʦʣʽʪʠʢʘ - Policy 

ʄʝʭʘʥʽʟʤ - Mechanism 
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ʩʠʩʪʝʤʘ ʟʘʧʨʘʮʶʻ ʽ ʙʽʣʴʰʝ ʥʽʯʦʛʦ ʨʦʙʠʪʠ. ʆʜʥʘʢ ʥʘ ʧʨʘʢʪʠʮʽ ʚʠ ʤʦʛʣʠ 

ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ ʢʦʤʧ'ʶʪʝʨʥʽ ʩʠʩʪʝʤʠ ʟʘʚʞʜʠ ʤʦʞʫʪʴ ʟʣʘʤʘʪʠ ʪʠʤ ʯʠ ʽʥʰʠʤ 

ʩʧʦʩʦʙʦʤ. ɯ ʪʘʢʽ ʟʣʦʤʠ ʜʦʩʠʪʴ ʟʚʠʯʘʡʥʘ ʩʧʨʘʚʘ. ʆʩʥʦʚʥʘ ʧʨʠʯʠʥʘ, ʟʘ ʷʢʦʶ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ ʩʪʘʻ ʧʨʦʙʣʝʤʦʶ, ʮʝ ʚʠʙʽʨ ʥʝʧʨʘʚʠʣʴʥʦʾ ʤʝʪʠ, ʟʥʘʯʠʪʴ, 

ʥʝʦʙʭʽʜʥʦ ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ ʥʘʰʘ ʧʦʣʽʪʠʢʘ ʙʝʟʧʝʢʠ ʜʽʻ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʪʦʛʦ, ʱʦ 

ʨʦʙʠʪʴ ʟʣʦʚʤʠʩʥʠʢ. 

ɼʘʚʘʡʪʝ ʧʽʜʝʤʦ ʚʽʜ ʟʚʦʨʦʪʥʦʛʦ. ʗʢʱʦ ʚʠ ʭʦʯʝʪʝ ʧʦʙʫʜʫʚʘʪʠ ʬʘʡʣʦʚʫ 

ʩʠʩʪʝʤʫ ʽ ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ ʤʦʾ ʘʩʠʩʪʝʥʪʠ ʤʦʞʫʪʴ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʫ 

ʦʮʽʥʦʢ, ʮʝ ʜʦʩʠʪʴ ʣʝʛʢʦ. ʗ ʧʨʦʩʪʦ ʧʠʪʘʶ: çʐʘʥʦʚʥʽ, ʭʦʜʽʪʴ ʽ ʧʦʜʠʚʽʪʴʩʷ, ʯʠ 

ʤʦʞʝʪʝ ʚʠ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʦʮʽʥʦʢ?è, ʽ ʷʢʱʦ ʾʤ ʮʝ ʚʜʘʻʪʴʩʷ, ʪʦ ʧʨʝʢʨʘʩʥʦ, 

ʨʦʙʦʪʘ ʟʨʦʙʣʝʥʘ, ʩʠʩʪʝʤʘ ʧʨʘʮʶʻ. 

ɸʣʝ ʷʢʱʦ ʤʝʥʽ ʪʨʝʙʘ, ʱʦʙ ʥʽʭʪʦ, ʢʨʽʤ ʤʦʾʭ ʘʩʠʩʪʝʥʪʽʚ, ʥʝ ʤʘʚ ʜʦʩʪʫʧʫ ʜʦ 

ʬʘʡʣʫ ʦʮʽʥʦʢ, ʪʦ ʟʜʽʡʩʥʝʥʥʷ ʧʦʜʽʙʥʦʛʦ ʧʨʠʥʮʠʧʫ ʧʨʝʜʩʪʘʚʠʪʴ ʩʦʙʦʶ ʙʽʣʴʰ 

ʩʝʨʡʦʟʥʫ ʧʨʦʙʣʝʤʫ. ʊʦʤʫ ʱʦ ʪʝʧʝʨ ʥʝʦʙʭʽʜʥʦ ʟ'ʷʩʫʚʘʪʠ, ʱʦ ʤʦʞʫʪʴ ʚʠʢʦʥʘʪʠ 

ʚʩʽ ʪʽ ʣʶʜʠ, ʷʢʽ ʥʝ ʻ ʤʦʾʤʠ ʘʩʠʩʪʝʥʪʘʤʠ, ʜʣʷ ʪʦʛʦ, ʱʦʙ ʦʪʨʠʤʘʪʠ ʬʘʡʣ ʦʮʽʥʦʢ. 

ɺʦʥʠ ʤʦʞʫʪʴ ʧʨʦʩʪʦ ʩʧʨʦʙʫʚʘʪʠ ʚʽʜʢʨʠʪʠ ʡʦʛʦ ʽ ʧʨʦʯʠʪʘʪʠ, ʽ ʤʦʞʣʠʚʦ, ʱʦ ʤʦʷ 

ʩʠʩʪʝʤʘ ʙʝʟʧʝʢʠ ʧʦʚʠʥʥʘ ʮʝ ʟʘʙʦʨʦʥʠʪʠ. 

ɸʣʝ ʚʦʥʠ ʤʦʞʫʪʴ ʩʧʨʦʙʫʚʘʪʠ ʽʥʰʽ ʚʠʜʠ ʘʪʘʢ, ʥʘʧʨʠʢʣʘʜ, ʧʽʜʙʽʨ ʧʘʨʦʣʷ 

ʤʦʛʦ ʘʩʠʩʪʝʥʪʘ, ʘʙʦ ʢʨʘʜʽʞʢʫ ʡʦʛʦ ʥʦʫʪʙʫʢʘ, ʘʙʦ ʟʣʦʤ ʡʦʛʦ ʢʽʤʥʘʪʠ? 

ɺʩʽ ʮʽ ʩʧʦʩʦʙʠ ʟʣʦʤʫ ʧʦʚʠʥʥʽ ʚʨʘʭʦʚʫʚʘʪʠʩʷ ʥʘʰʦʶ ʤʦʜʝʣʣʶ ʟʘʛʨʦʟ. 

ʅʘʧʨʠʢʣʘʜ, ʷ ʥʝ ʪʫʨʙʫʶʩʷ ʧʨʦ ʬʦʪʦ ʦʮʽʥʦʢ ʚ ʨʘʟʽ, ʷʢʱʦ ʟ ʛʫʨʪʦʞʠʪʢʫ ʚʢʨʘʜʫʪʴ 

ʚʘʰ ʥʦʫʪʙʫʢ. ʍʦʯʘ, ʤʦʞʣʠʚʦ, ʤʘʚ ʙʠ ʽ ʮʠʤ ʧʝʨʝʡʤʘʪʠʩʷ, ʚʘʞʢʦ ʩʢʘʟʘʪʠ. ɺ 

ʨʝʟʫʣʴʪʘʪʽ ʮʽ ʽʛʨʠ ʟ ʙʝʟʧʝʢʦʶ ʥʝ ʪʘʢ ʷʩʥʦ ʧʨʝʜʩʪʘʚʣʷʶʪʴʩʷ, ʱʦʙ ʩʧʦʯʘʪʢʫ 

ʩʢʣʘʩʪʠ ʧʨʘʚʠʣʴʥʽ ʧʨʠʧʫʱʝʥʥʷ ʧʨʦ ʤʦʞʣʠʚʽ ʟʘʛʨʦʟʠ. ɯʥʦʜʽ ʙʫʚʘʻ ʪʘʢ, ʱʦ 

ʪʽʣʴʢʠ ʧʽʩʣʷ ʾʭ ʟʜʽʡʩʥʝʥʥʷ ʚʠ ʟʘʤʠʩʣʶʻʪʝʩʷ, ʱʦ ʜʦʙʨʝ ʙ ʙʫʣʦ ʧʝʨʝʜʙʘʯʠʪʠ 

ʪʘʢʠʡ ʩʧʦʩʽʙ ʟʣʦʤʫ ʟʘʟʜʘʣʝʛʽʜʴ. 

ʊʦʤʫ, ʷʢ ʥʘʩʣʽʜʦʢ, ʚʩʝ ʮʝ ʜʫʞʝ ʽʪʝʨʘʪʠʚʥʠʡ ʧʨʦʮʝʩ. ɯ ʪʽʣʴʢʠ ʧʽʩʣʷ ʪʦʛʦ, ʷʢ 

ʚʠ ʨʝʘʣʽʟʫʻʪʝ ʢʦʞʥʫ ʽʪʝʨʘʮʽʶ, ʚʠ ʟʤʦʞʝʪʝ ʧʦʙʘʯʠʪʠ, ʜʝ ʩʘʤʝ ʩʣʘʙʢʘ ʣʘʥʢʘ 

ʚʘʰʦʾ ʩʠʩʪʝʤʠ. ʄʦʞʝ ʙʫʪʠ, ʷ ʥʝʧʨʘʚʠʣʴʥʦ ʩʢʣʘʚ ʤʦʜʝʣʴ ʟʘʛʨʦʟʠ. ʄʦʞʝ ʙʫʪʠ, 
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ʤʽʡ ʤʝʭʘʥʽʟʤ ʤʽʩʪʠʚ ʜʝʷʢʽ ʧʦʤʠʣʢʠ, ʦʩʢʽʣʴʢʠ ʮʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʫ ʚʝʣʠʢʠʭ ʩʠʩʪʝʤʘʭ, ʘ ʚ ʥʠʭ ʟʘʟʚʠʯʘʡ ʤʽʩʪʠʪʴʩʷ ʙʝʟʣʽʯ çʙʘʛʽʚè. 

ɯ ʚʠ ʧʦʯʠʥʘʻʪʝ ʧʨʘʚʠʪʠ ʧʦʤʠʣʢʠ, ʟʤʽʥʶʚʘʪʠ ʤʦʜʝʣʴ ʟʘʛʨʦʟʠ, ʧʝʨʝʨʦʙʣʷʪʠ 

ʚʩʶ ʩʠʩʪʝʤʫ ʙʝʟʧʝʢʠ, ʽ ʥʘ ʱʘʩʪʷ, ʨʦʙʠʪʝ ʾʾ ʢʨʘʱʦʶ. 

ʆʜʥʝ ʟ ʥʝʙʝʟʧʝʯʥʠʭ ʨʦʟʫʤʽʥʴ ʪʝʤʠ ʮʠʭ ʟʘʥʷʪʴ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʚʠ ʧʨʦʩʪʦ 

ʧʽʜʝʪʝ ʟ ʜʫʤʢʦʶ ʧʨʦ ʪʝ, ʱʦ ʚʩʝ ʢʨʫʛʦʤ ʟʣʘʤʘʥʦ, ʥʽʯʦʛʦ ʥʝ ʧʨʘʮʶʻ, ʤʠ ʧʦʚʠʥʥʽ 

ʧʨʦʩʪʦ ʩʢʣʘʩʪʠ ʨʫʢʠ ʽ ʧʨʠʧʠʥʠʪʠ ʢʦʨʠʩʪʫʚʘʪʠʩʷ ʢʦʤʧ'ʶʪʝʨʘʤʠ. ʎʝ ʦʜʥʘ ʟ 

ʤʦʞʣʠʚʠʭ ʽʥʪʝʨʧʨʝʪʘʮʽʡ ʧʨʦʙʣʝʤʠ, ʘʣʝ ʚʦʥʘ ʥʝ ʟʦʚʩʽʤ ʧʨʘʚʠʣʴʥʘ. ʊʝʤʘ ʜʘʥʦʾ 

ʨʦʙʦʪʠ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʙʫʜʝ ʨʦʟʛʣʷʥʫʪʦ ʚʩʽ ʮʽ ʨʽʟʥʽ ʩʠʩʪʝʤʠ ʙʝʟʧʝʢʠ, ʱʦʙ 

ʧʨʦʩʫʥʫʪʠʩʷ ʚ ʾʭ ʨʦʟʫʤʽʥʥʽ. 

ʇʦʪʨʽʙʥʦ ʨʦʟʛʣʷʥʫʪʠ, ʱʦ ʚʽʜʙʫʜʝʪʴʩʷ, ʷʢʱʦ ʟʨʦʙʠʪʠ ʦʩʴ ʪʘʢ, ʘ ʯʠ ʚʦʥʦ ʥʝ 

ʟʣʘʤʘʻʪʴʩʷ ʽ ʜʦ ʯʦʛʦ ʚʦʥʦ ʧʨʠʟʚʝʜʝ? ʅʝʤʠʥʫʯʝ, ʱʦ ʢʦʞʥʘ ʩʠʩʪʝʤʘ ʤʘʻ ʩʚʦʶ 

ʪʦʯʢʫ ʟʣʦʤʫ, ʽ ʢʦʣʠ ʾʾ ʙʫʜʝ ʚʠʷʚʣʝʥʦ, ʪʦ ʚʠ ʨʦʟʙʝʨʝʪʝʩʷ ʚ ʩʚʦʾʭ ʧʨʦʙʣʝʤʘʭ. 

ʊʘʢʦʞ ʩʪʘʥʝ ʟʨʦʟʫʤʽʻʤʦ, ʱʦ ʤʦʞʥʘ ʟʣʘʤʘʪʠ ʮʶ ʩʠʩʪʝʤʫ, ʷʢʱʦ ʧʽʜʝʤʦ ʪʘʢʠʤ 

ʰʣʷʭʦʤ, ʘʙʦ ʱʦ ʩʠʩʪʝʤʘ ʧʝʨʝʩʪʘʥʝ ʧʨʘʮʶʚʘʪʠ ʧʨʠ ʪʘʢʦʤʫ ʥʘʙʦʨʽ ʫʤʦʚ. 

ʂʦʞʥʘ ʩʠʩʪʝʤʘ ʥʝʤʠʥʫʯʝ ʤʘʪʠʤʝ ʩʚʦʻ ʚʨʘʟʣʠʚʝ ʤʽʩʮʝ, ʘʣʝ ʮʝ ʟʦʚʩʽʤ ʥʝ 

ʦʟʥʘʯʘʻ, ʱʦ ʚʩʽ ʢʦʤʧ'ʶʪʝʨʥʽ ʪʘ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʩʠʩʪʝʤʠ ʥʽʢʯʝʤʥʘ ʽ 

ʙʝʟʟʘʭʠʩʥʽ. ʎʝ ʧʨʦʩʪʦ ʦʟʥʘʯʘʻ, ʱʦ ʥʝʦʙʭʽʜʥʦ ʟʥʘʪʠ, ʜʝ ʽ ʷʢʠʡ ʜʠʟʘʡʥ ʩʠʩʪʝʤʠ 

ʧʦʪʨʽʙʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ. ɯ ʚʧʨʘʚʠ/ʪʝʩʪʠ ʟ ʧʦʰʫʢʫ ʚʨʘʟʣʠʚʠʭ ʪʦʯʦʢ 

ʜʦʧʦʤʦʞʫʪʴ ʜʽʟʥʘʪʠʩʷ, ʚ ʷʢʠʭ ʚʠʧʘʜʢʘʭ ʮʽ ʤʝʪʦʜʠ ʩʧʨʘʮʴʦʚʫʶʪʴ, ʘ ʚ ʷʢʠʭ ʥʽ. 

ʋ ʨʝʘʣʴʥʦʩʪʽ ʮʝ ʤʘʻ ʥʝʯʽʪʢʽ ʤʝʞʽ, ʘʣʝ ʯʠʤ ʙʽʣʴʰ ʙʝʟʧʝʯʥʦʶ ʚʠ ʨʦʙʠʪʝ ʩʚʦʶ 

ʩʠʩʪʝʤʫ, ʪʠʤ ʤʝʥʰʝ ʡʤʦʚʽʨʥʽʩʪʴ ʪʦʛʦ, ʱʦ ʧʦʪʨʘʧʠʪʝ ʚ ʭʘʣʝʧʫ, ʥʘʧʨʠʢʣʘʜ ʚ 

ʽʩʪʦʨʽʶ, ʱʦ ʨʦʟʧʦʚʽʜʘʻ ʧʨʦ ʪʝ, ʷʢ ʥʦʤʝʨʠ ʩʦʮʽʘʣʴʥʦʛʦ ʩʪʨʘʭʫʚʘʥʥʷ ʤʽʣʴʡʦʥʽʚ 

ʣʶʜʝʡ ʧʦʪʨʘʧʠʣʠ ʫ ʚʽʜʢʨʠʪʠʡ ʜʦʩʪʫʧ. ɯ ʧʨʠ ʮʴʦʤʫ ʚʠ ʧʣʘʪʠʪʝ ʤʝʥʰʝ ʛʨʦʰʝʡ, 

ʱʦʙ ʟʘʭʠʩʪʠʪʠʩʷ ʚʽʜ ʧʦʜʽʙʥʦʾ ʩʠʪʫʘʮʽʾ. ʆʜʥʘ ʟ ʚʠʟʥʘʯʥʠʭ ʨʠʩ ʙʝʟʧʝʢʠ ʧʦʣʷʛʘʻ 

ʚ ʪʦʤʫ, ʱʦ ʚʦʥʘ ʟʜʘʪʥʘ ʚʠʢʦʥʘʪʠ ʪʘʢʽ ʨʝʯʽ, ʷʢʽ ʚʠ ʥʝ ʤʦʛʣʠ ʧʝʨʝʜʙʘʯʠʪʠ 

ʟʘʟʜʘʣʝʛʽʜʴ, ʪʦʤʫ ʱʦ ʤʝʭʘʥʽʟʤʠ ʙʝʟʧʝʢʠ, ʱʦ ʧʝʨʝʜʙʘʯʘʶʪʴ ʤʦʞʣʠʚʽʩʪʴ ʟʘʭʠʩʪʫ 

ʚʽʜ ʧʝʚʥʠʭ ʪʠʧʽʚ ʟʘʛʨʦʟ, ʻ ʥʘʜʟʚʠʯʘʡʥʦ ʧʦʪʫʞʥʠʤʠ. 

ʅʘʧʨʠʢʣʘʜ, ʙʨʘʫʟʝʨ ʨʘʥʽʰʝ ʙʫʚ ʜʦʩʠʪʴ ʧʨʦʩʪʦʶ ʨʽʯʯʶ ʚ ʩʝʥʩʽ ʪʦʛʦ, ʱʦ ʟ 

ʥʠʤ ʤʦʞʥʘ ʟʨʦʙʠʪʠ: ʪʽʣʴʢʠ ʧʝʨʝʛʣʷʜ ʚ ʥʴʦʤʫ ʚʝʙ-ʩʪʦʨʽʥʢʠ ʘʙʦ ʟʘʧʫʩʢ ʷʢʠʭʦʩʴ  
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ʟʘʩʪʦʩʫʚʘʥʴ ʥʘ JavaScript. ɸʣʝ ʟʘʨʘʟ ʮʝ ʜʦʩʠʪʴ ʢʨʫʪʽ ʧʣʘʪʬʦʨʤʠ, ʽ ʷʢʽ 

ʜʦʟʚʦʣʷʶʪʴ ʟʘʧʫʩʢʘʪʠ ʜʦʚʽʣʴʥʠʡ ʢʦʜ ʭ86 ʽ ʧʝʨʝʢʦʥʫʚʘʪʠʩʷ, ʱʦ ʚʽʥ ʥʝ ʤʦʞʝ 

ʟʨʦʙʠʪʠ ʥʽʯʦʛʦ ʧʦʛʘʥʦʛʦ ʟ ʚʘʰʠʤ ʢʦʤʧ'ʶʪʝʨʦʤ. ɯʩʥʫʻ ʮʽʢʘʚʘ ʪʝʭʥʦʣʦʛʽʷ Native 

Client (NaCl) ʚʽʜ Google, ʮʝ çʧʽʩʦʯʥʠʮʷè, ʱʦ ʜʦʟʚʦʣʷʻ ʙʝʟʧʝʯʥʦ ʟʘʧʫʩʢʘʪʠ 

ʤʘʰʠʥʥʠʡ ʢʦʜ ʧʨʷʤʦ ʚ ʙʨʘʫʟʝʨʽ, ʥʝ ʟʘʣʝʞʥʦ ʚʽʜ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ. ʎʷ 

ʪʝʭʥʦʣʦʛʽʷ ʪʘʢʦʞ ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʘ ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʟʘʭʠʱʝʥʠʭ ʧʣʘʛʽʥʽʚ 

ʜʣʷ ʙʨʘʫʟʝʨʘ, ʯʘʩʪʠʥ ʙʫʜʴ-ʷʢʦʾ ʧʨʦʛʨʘʤʠ ʘʙʦ ʩʘʤʠʭ ʧʨʦʛʨʘʤ. çʇʽʩʦʯʥʠʮʷè 

ʧʨʝʜʩʪʘʚʣʷʻ ʩʦʙʦʶ ʩʧʝʮʽʘʣʴʥʦ ʚʠʜʽʣʝʥʝ (ʽʟʦʣʴʦʚʘʥʝ) ʩʝʨʝʜʦʚʠʱʝ ʜʣʷ 

ʙʝʟʧʝʯʥʦʛʦ ʚʠʢʦʥʘʥʥʷ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʧʨʦʛʨʘʤ ʽʟ ʟʘʟʚʠʯʘʡ ʞʦʨʩʪʢʦ 

ʢʦʥʪʨʦʣʴʦʚʘʥʠʤ ʥʘʙʦʨʦʤ ʨʝʩʫʨʩʽʚ. 

ʇʝʨʰ, ʥʽʞ ʟʘʧʫʩʪʠʪʠ ʷʢʫʩʴ ʛʨʫ ʥʘ ʚʘʰʦʤʫ ʢʦʤʧôʶʪʝʨʽ ʘʙʦ ʤʦʙʽʣʴʥʦʤʫ 

ʪʝʨʤʽʥʘʣʽ, ʚʠ ʧʦʚʠʥʥʽ ʟʘʚʘʥʪʘʞʠʪʠ ʾʾ ʽ ʚʩʪʘʥʦʚʠʪʠ, ʘ ʜʣʷ ʮʴʦʛʦ ʥʝʦʙʭʽʜʥʦ 

ʚʽʜʟʥʘʯʠʪʠ ʚ ʜʽʘʣʦʛʦʚʦʤʫ ʚʽʢʥʽ, ʱʦ ʚʠ ʜʦʟʚʦʣʷʻʪʝ ʾʡ ʟʨʦʙʠʪʠ ʨʷʜ ʜʽʡ. ɸʣʝ ʟʘʨʘʟ 

ʚʠ ʧʨʦʩʪʦ ʤʦʞʝʪʝ ʟʘʧʫʩʪʠʪʠ ʾʾ ʚ ʙʨʘʫʟʝʨʽ, ʙʝʟ ʚʩʷʢʠʭ ʜʦʜʘʪʢʦʚʠʭ ʜʽʡ, ʽ ʚʦʥʘ 

ʟʘʧʨʘʮʶʻ. ʇʨʠʯʠʥʘ, ʧʦ ʷʢʽʡ ʮʝ ʪʘʢ ʧʨʦʩʪʦ ʽ ʜʽʻʚʦ, ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʩʠʩʪʝʤʘ 

ʙʝʟʧʝʢʠ ʟʘʧʫʩʢʘʻ ʧʨʦʛʨʘʤʫ ʚ ʽʟʦʣʴʦʚʘʥʽʡ "ʧʽʩʦʯʥʠʮʽ", ʥʝ ʧʨʦʧʦʥʫʶʯʠ 

ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʥʽʯʦʛʦ ʚʠʨʽʰʫʚʘʪʠ ʱʦʜʦ ʙʝʟʧʝʢʠ ʘʙʦ ʰʢʽʜʣʠʚʦʩʪʽ ʜʘʥʦʾ ʛʨʠ ʘʙʦ 

ʙʫʜʴ-ʷʢʦʾ ʽʥʰʦʾ ʧʨʦʛʨʘʤʠ, ʷʢʫ ʟʘʧʫʩʢʘʻ ʥʘ ʢʦʤʧ'ʶʪʝʨʽ. ʋ ʙʽʣʴʰʦʩʪʽ ʚʠʧʘʜʢʽʚ 

ʭʦʨʦʰʠʡ ʤʝʭʘʥʽʟʤ ʙʝʟʧʝʢʠ ʜʦʟʚʦʣʷʻ ʢʦʥʩʪʨʫʶʚʘʪʠ ʪʘʢʽ ʢʨʫʪʽ ʥʦʚʽ ʩʠʩʪʝʤʠ, ʷʢʽ 

ʜʦ ʮʴʦʛʦ ʥʝʤʦʞʣʠʚʦ ʙʫʣʦ ʩʪʚʦʨʶʚʘʪʠ. 

 

2.2. ȻɜɔɖɗɌɐɔ, ɖɚɗɔ ɝɔɝɞɑɘɌ ɍɑɓɛɑɖɔ ɛɜɌɢɪɯ 

əɑɛɜɌɎɔɗɨəɚ 

 

ɺ ʜʘʥʽʡ ʯʘʩʪʠʥʽ ʨʦʟʛʣʷʥʝʤʦ ʨʷʜ ʧʨʠʢʣʘʜʽʚ, ʢʦʣʠ ʩʠʩʪʝʤʘ ʙʝʟʧʝʢʠ ʧʨʘʮʶʻ 

ʥʝʧʨʘʚʠʣʴʥʦ. ʊʘʢʽ ʧʨʠʢʣʘʜʠ ʥʘʚʯʘʶʪʴ, ʷʢ ʥʝ ʪʨʝʙʘ ʯʠʥʠʪʠ, ʪʘ ʬʦʨʤʫʶʪʴ ʢʨʘʱʝ 

ʫʷʚʣʝʥʥʷ ʧʨʦ ʪʝ, ʷʢ ʧʦʪʨʽʙʥʦ ʧʽʜʭʦʜʠʪʠ ʜʦ ʚʠʨʽʰʝʥʥʷ ʧʨʦʙʣʝʤ ʙʝʟʧʝʢʠ. ɺ 

ʪʘʢʠʭ ʚʠʧʘʜʢʘʭ ʟʣʦʤ ʩʠʩʪʝʤʠ ʙʝʟʧʝʢʠ ʧʦʢʘʟʫʻ, ʱʦ ʧʨʘʢʪʠʯʥʦ ʢʦʞʥʘ ʟ 3-ʭ 
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ʩʢʣʘʜʦʚʠʭ ʾʾ ʯʘʩʪʠʥ ʙʫʣʘ ʟʨʦʙʣʝʥʘ ʥʝʧʨʘʚʠʣʴʥʦ. ɹʦ ʥʘ ʧʨʘʢʪʠʮʽ ʣʶʜʠ 

ʧʦʤʠʣʷʶʪʴʩʷ ʽ ʚ ʬʫʥʢʮʽʷʭ ʩʠʩʪʝʤʠ, ʽ ʚ ʩʪʚʦʨʝʥʥʽ ʤʦʜʝʣʽ ʟʘʛʨʦʟʠ, ʽ ʚ ʤʝʭʘʥʽʟʤʽ 

ʨʝʘʣʽʟʘʮʽʾ ʟʘʭʠʩʥʠʭ ʬʫʥʢʮʽʡ. 

ɼʘʚʘʡʪʝ ʧʦʯʥʝʤʦ ʟ ʧʨʠʢʣʘʜʽʚ ʪʦʛʦ, ʷʢ ʤʦʞʥʘ ʟʽʧʩʫʚʘʪʠ ʩʠʩʪʝʤʥʫ ʧʦʣʽʪʠʢʫ, 

ʪʦʙʪʦ ʧʨʠʟʥʘʯʝʥʥʷ ʩʠʩʪʝʤʠ. ʄʦʞʣʠʚʦ, ʥʘʡʷʩʥʽʰʠʡ ʜʣʷ ʨʦʟʫʤʽʥʥʷ ʽ ʧʨʦʩʪʠʡ 

ʧʨʠʢʣʘʜ - ʮʝ ʟʘʧʠʪ ʥʘ ʚʽʜʥʦʚʣʝʥʥʷ ʜʦʩʪʫʧʫ ʜʦ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ. ʗʢ ʚʽʜʦʤʦ, 

ʧʨʠ ʚʭʦʜʽ ʚ ʦʙʣʽʢʦʚʠʡ ʟʘʧʠʩ ʥʘ ʩʘʡʪʽ ʚʠ ʚʚʦʜʠʪʝ ʧʘʨʦʣʴ. ɸʣʝ ʱʦ ʩʪʘʥʝʪʴʩʷ, 

ʷʢʱʦ ʚʠ ʡʦʛʦ ʚʪʨʘʪʠʪʝ? ɼʝʷʢʽ ʩʘʡʪʠ ʥʘʜʽʰʣʶʪʴ ʚʘʤ ʧʘʨʦʣʴ ʥʘ ʝʣʝʢʪʨʦʥʥʫ 

ʧʦʰʪʫ, ʷʢʱʦ ʚʠ ʚʪʨʘʪʠʣʠ ʩʚʽʡ ʧʘʨʦʣʴ, ʟ ʧʦʩʠʣʘʥʥʷʤ ʥʘ ʩʪʦʨʽʥʢʫ ʟʤʽʥʠ ʧʘʨʦʣʷ. 

ʊʘʢ ʱʦ ʮʝ ʜʦʩʠʪʴ ʧʨʦʩʪʦ, ʷʢʱʦ ʚʠ ʚʢʘʟʘʣʠ ʨʝʟʝʨʚʥʫ ʧʦʰʪʦʚʫ ʩʢʨʠʥʴʢʫ. ʋ 

ʮʴʦʤʫ ʜʫʞʝ ʯʘʩʪʦ ʧʦʣʷʛʘʻ ʩʠʩʪʝʤʘ ʙʝʟʧʝʢʠ, ʱʦ ʧʨʦʧʦʥʫʻʪʴʩʷ ʚʘʰʠʤ 

ʧʨʦʚʘʡʜʝʨʦʤ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ. 

ʑʝ ʜʦ ʥʝʜʘʚʥʦ ʘʤʝʨʠʢʘʥʩʴʢʘ ʢʦʤʧʘʥʽʷ Yahoo ʩʪʚʦʨʠʣʘ ʩʚʦʶ ʝʣʝʢʪʨʦʥʥʫ 

ʧʦʰʪʫ ʚ ɯʥʪʝʨʥʝʪʽ, ʜʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʘ ʽʥʰʠʡ ʤʝʭʘʥʽʟʤ ʚʽʜʥʦʚʣʝʥʥʷ ʧʘʨʦʣʷ. 

ʗʢʱʦ ʚʠ ʟʘʙʫʣʠ ʩʚʽʡ ʧʘʨʦʣʴ ʚʽʜ ʩʢʨʠʥʴʢʠ Yahoo, ʪʦ ʚʦʥʘ ʥʝ ʤʦʛʣʠ ʡʦʛʦ ʚʘʤ 

ʥʽʢʫʜʠ ʥʘʜʽʩʣʘʪʠ, ʪʦʤʫ ʱʦ ʚʘʨʽʘʥʪ ʚʠʢʦʨʠʩʪʘʥʥʷ ʟʘʧʘʩʥʦʾ ʧʦʰʪʦʚʦʾ ʩʢʨʠʥʴʢʠ 

ʥʝ ʧʝʨʝʜʙʘʯʘʚʩʷ. ɿʘʤʽʩʪʴ ʮʴʦʛʦ ʜʣʷ ʚʽʜʥʦʚʣʝʥʥʷ ʧʘʨʦʣʷ ʚʠ ʧʦʚʠʥʥʽ ʙʫʣʠ 

ʚʽʜʧʦʚʽʩʪʠ ʥʘ ʢʽʣʴʢʘ ʟʘʧʠʪʘʥʴ, ʚʽʜʧʦʚʽʜʽ ʥʘ ʷʢʽ ʤʦʛʣʠ ʟʥʘʪʠ ʪʽʣʴʢʠ ʚʠ. ɯ ʷʢʱʦ ʚʠ 

ʟʘʙʫʣʠ ʧʘʨʦʣʴ ʚʽʜ ʩʚʦʛʦ ʷʱʠʢʘ, ʪʦ ʤʦʛʣʠ ʥʘʪʠʩʥʫʪʠ ʥʘ ʧʦʩʠʣʘʥʥʷ, ʚʽʜʧʦʚʽʩʪʠ 

ʥʘ ʧʠʪʘʥʥʷ ʽ ʦʪʨʠʤʘʪʠ ʩʚʽʡ ʧʘʨʦʣʴ ʟʥʦʚʫ. 

ʑʦ ʩʪʘʣʦʩʷ ʚ ʮʴʦʤʫ ʚʠʧʘʜʢʫ? ɿʤʽʥʘ ʧʦʣʽʪʠʢʠ ʙʝʟʧʝʢʠ, ʪʦʤʫ ʱʦ ʧʝʨʰʘ 

ʧʦʣʽʪʠʢʘ ʧʦʣʷʛʘʣʘ ʚ ʪʦʤʫ, ʱʦ ʩʢʦʨʠʩʪʘʪʠʩʷ ʷʱʠʢʦʤ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ ʤʦʞʥʘ 

ʙʫʣʦ ʪʽʣʴʢʠ ʚ ʨʘʟʽ, ʷʢʱʦ ʚʠ ʟʥʘʣʠ ʧʘʨʦʣʴ. ʊʝʧʝʨ ʞʝ ʩʢʦʨʠʩʪʘʪʠʩʷ ʚʭʦʜʦʤ ʤʦʛʣʠ 

ʥʝ ʪʽʣʴʢʠ ʣʶʜʠ, ʷʢʽ ʟʥʘʣʠ ʧʘʨʦʣʴ, ʘ ʡ ʪʽ, ʭʪʦ ʟʥʘʚ ʚʽʜʧʦʚʽʜʽ ʥʘ ʧʠʪʘʥʥʷ. ɯ ʮʝ 

ʧʨʷʤʠʤ ʯʠʥʦʤ ʧʦʛʽʨʰʠʣʦ ʙʝʟʧʝʢʫ ʩʠʩʪʝʤʠ, ʯʠʤ ʽ ʩʢʦʨʠʩʪʘʣʠʩʷ ʜʝʷʢʽ ʣʶʜʠ. 

ʆʜʥʠʤ ʟ ʜʦʙʨʝ ʚʽʜʦʤʠʭ ʧʨʠʢʣʘʜʽʚ ʻ ʚʠʧʘʜʦʢ ʟ ʉʘʨʦʶ ʇʝʡʣʽʥ (Sarah Palin - 

ʘʤʝʨʠʢʘʥʩʴʢʘ ʧʦʣʽʪʠʯʥʘ ʜʽʷʯʢʘ, ʛʫʙʝʨʥʘʪʦʨ ʰʪʘʪʫ ɸʣʷʩʢʘ ʟ 2006 ʧʦ 2009 ʨʦʢʠ), 

ʫ ʷʢʦʾ ʙʫʚ ʷʱʠʢ ʥʘ Yahoo. ɰʾ ʩʝʢʨʝʪʥʠʤʠ ʧʠʪʘʥʥʷʤʠ ʙʫʣʠ ʪʘʢʽ, ʷʢ: çɼʝ ʚʠ 

ʚʽʜʚʽʜʫʚʘʣʠ ʰʢʦʣʫ? ʗʢ ʟʚʘʣʠ ʚʘʰʦʛʦ ʜʨʫʛʘ? ʂʦʣʠ ʫ ʚʘʩ ʜʝʥʴ ʥʘʨʦʜʞʝʥʥʷ?" ʽ 

ʪʘʢ ʜʘʣʽ. ɺʩʝ ʮʝ ʙʫʣʦ ʥʘʧʠʩʘʥʦ ʥʘ ʾʾ ʩʪʦʨʽʥʮʽ ʚ ɺʽʢʽʧʝʜʽʾ 
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(https://uk.wikipedia.org/wiki/%D0%A1%D0%B0%D1%80%D0%B0_%D0%9F

%D0%B5%D0%B9%D0%BB%D1%96%D0%BD). ɯ ʚ ʨʝʟʫʣʴʪʘʪʽ ʮʴʦʛʦ ʙʫʜʴ-ʭʪʦ 

ʤʽʛ ʟʘʡʪʠ ʚ ʾʾ ʝʣʝʢʪʨʦʥʥʫ ʧʦʰʪʫ Yahoo, ʧʨʦʩʪʦ ʧʨʦʯʠʪʘʚʰʠ ʚ ɺʽʢʽʧʝʜʽʾ, ʚ ʷʢʫ 

ʰʢʦʣʫ ʚʦʥʘ ʭʦʜʠʣʘ ʽ ʢʦʣʠ ʥʘʨʦʜʠʣʘʩʷ. ʊʘʢ ʱʦ ʧʦʪʨʽʙʥʦ ʜʦʩʠʪʴ ʨʝʪʝʣʴʥʦ 

ʦʙʤʽʨʢʫʚʘʪʠ ʥʘʩʣʽʜʢʠ ʨʽʟʥʠʭ ʧʦʣʽʪʠʢ ʙʝʟʧʝʢʠ, ʧʝʨʰ ʥʽʞ ʚʧʨʦʚʘʜʞʫʚʘʪʠ ʾʭ ʚ 

ʞʠʪʪʷ. 

ɹʽʣʴʰ ʩʢʣʘʜʥʠʤ ʽ ʮʽʢʘʚʠʤ ʧʨʠʢʣʘʜʦʤ ʻ ʪʝ, ʱʦ ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʫ ʚʘʩ ʻ 

ʢʽʣʴʢʘ ʩʠʩʪʝʤ, ʷʢʽ ʧʦʯʠʥʘʶʪʴ ʚʟʘʻʤʦʜʽʷʪʠ ʦʜʥʘ ʟ ʦʜʥʦʶ. ɭ ʭʦʨʦʰʘ ʽʩʪʦʨʽʷ ʧʨʦ 

ʞʫʨʥʘʣʽʩʪʘ ʨʝʩʫʨʩʘ Gismodo ʥʘ ʽʤ'ʷ ʄʝʪ ʍʦʥʘʥ (Mat Honan), ʤʦʞʣʠʚʦ, ʚʠ ʾʾ 

ʚʞʝ ʧʨʦʯʠʪʘʣʠ (https://uip.me/2012/08/xaker-zapoluchil-dostup-k-icloud-i-

distancionno-ster-dannye-macbook-ipad-i-iphone/). ʊʘʢ ʦʩʴ, ʭʪʦʩʴ ʟʘʚʦʣʦʜʽʚ ʡʦʛʦ 

ʧʦʰʪʦʶ ʥʘ Gmail ʽ ʟʨʦʙʠʚ ʙʘʛʘʪʦ ʧʦʛʘʥʠʭ ʨʝʯʝʡ. ʅʘʩ ʮʽʢʘʚʠʪʴ, ʷʢ ʡʦʤʫ ʮʝ 

ʚʜʘʣʦʩʷ? ʎʝ ʜʦʩʠʪʴ ʮʽʢʘʚʦ, ʪʦʤʫ ʱʦ ʦʙʠʜʚʽ ʩʪʦʨʦʥʠ ʮʽʻʾ ʽʩʪʦʨʽʾ ʨʦʙʠʣʠ ʥʘʯʝʙʪʦ 

ʨʦʟʫʤʥʽ ʨʝʯʽ, ʦʜʥʘʢ ʮʝ ʧʨʠʟʚʝʣʦ ʜʦ ʩʫʤʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ. 

ʆʪʞʝ, ʫ ʥʘʩ ʻ Gmail, ʷʢʠʡ ʜʦʟʚʦʣʷʻ ʚʽʜʥʦʚʠʪʠ ʟʘʙʫʪʠʡ ʧʘʨʦʣʴ, ʷʢ ʮʝ ʨʦʙʣʷʪʴ 

ʙʘʛʘʪʦ ʽʥʰʠʭ ʧʦʰʪʦʚʠʭ ʩʝʨʚʽʩʽʚ. ɼʣʷ ʪʦʛʦ, ʱʦʙ ʟʤʽʥʠʪʠ ʧʘʨʦʣʴ ʚʽʜ ʩʢʨʠʥʴʢʠ 

Gmail, ʚʠ ʚʽʜʧʨʘʚʣʷʻʪʝ ʾʤ ʟʘʧʠʪ. ʆʜʥʘʢ ʚʦʥʠ ʥʝ ʜʘʜʫʪʴ, ʷʢʱʦ ʟʘʧʠʪ ʥʘʜʽʡʰʦʚ 

ʚʽʜ ʷʢʦʛʦʩʴ ʥʝʟʥʘʡʦʤʮʷ, ʚʦʥʠ ʧʦʰʣʶʪʴ ʚʘʤ ʧʦʩʠʣʘʥʥʷ ʜʣʷ ʚʽʜʥʦʚʣʝʥʥʷ ʧʘʨʦʣʷ 

ʥʘ ʨʝʟʝʨʚʥʫ ʘʜʨʝʩʫ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ ʘʙʦ ʘʜʨʝʩʫ ʽʥʰʦʾ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ, 

ʷʢʠʡ ʚʠ ʚʢʘʟʘʣʠ ʧʨʠ ʨʝʻʩʪʨʘʮʽʾ. ʂʦʨʠʩʥʦ ʪʝ, ʱʦ ʚʦʥʠ ʟʘʟʚʠʯʘʡ ʨʦʟʜʨʫʢʦʚʫʶʪʴ 

ʜʣʷ ʚʘʩ ʘʜʨʝʩʘ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ. ʊʘʢ ʱʦ ʷʢʱʦ ʭʪʦʩʴ ʟʘʡʜʝ ʚʽʜ ʽʤʝʥʽ ʥʘʰʦʛʦ 

ʭʣʦʧʮʷ ʽ ʧʦʧʨʦʩʠʪʴ ʜʘʪʠ ʧʦʩʠʣʘʥʥʷ ʥʘ ʧʝʨʝʫʩʪʘʥʦʚʢʫ ʧʘʨʦʣʷ, ʚʦʥʠ ʜʘʜʫʪʴ 

ʚʽʜʧʦʚʽʜʴ: çʟʚʠʯʘʡʥʦ, ʙʝʟ ʧʨʦʙʣʝʤ, ʤʠ ʥʘʜʽʰʣʝʤʦ ʾʾ ʥʘ ʚʘʰ ʟʘʧʘʩʥʠʡ ʷʱʠʢ 

foo@me.com, ʷʢʠʡ ʻ ʩʣʫʞʙʦʶ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ Appleè. 

ɺʽʜʤʽʥʥʦ, ʘʣʝ ʫ ʟʣʦʚʤʠʩʥʠʢʘ ʥʝʤʘʻ ʜʦʩʪʫʧʫ ʜʦ ʷʱʠʢʘ ʥʘ @ me.com. ʆʜʥʘʢ 

ʚʽʥ ʭʦʯʝ ʦʪʨʠʤʘʪʠ ʮʝ ʧʦʩʠʣʘʥʥʷ, ʱʦʙ ʧʦʪʽʤ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʩʢʨʠʥʴʢʠ ʥʘ 

Gmail. ɺʠʷʚʣʷʻʪʴʩʷ, ʱʦ ʫ ʚʠʧʘʜʢʫ ʟ ʧʦʰʪʦʚʠʤ ʩʝʨʚʽʩʦʤ Apple ʻ ʤʦʞʣʠʚʽʩʪʴ 

ʟʤʽʥʠʪʠ ʧʘʨʦʣʴ ʚʽʜ ʩʢʨʠʥʴʢʠ @ me.com, ʷʢʱʦ ʚʢʘʟʘʪʠ ʚʘʰʫ ʧʣʘʪʽʞʥʫ ʘʜʨʝʩʫ ʽ 

ʦʩʪʘʥʥʽ ʯʦʪʠʨʠ ʮʠʬʨʠ ʥʦʤʝʨʘ ʚʘʰʦʾ ʢʨʝʜʠʪʥʦʾ ʢʘʨʪʢʠ. ʅʘʤ ʚʩʝ ʱʝ ʥʝ 
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ʟʨʦʟʫʤʽʣʦ, ʷʢ ʟʣʦʚʤʠʩʥʠʢʦʚʽ ʚʜʘʣʦʩʷ ʚʠʨʽʰʠʪʠ ʮʶ ʟʘʜʘʯʫ. ʇʨʠʧʫʩʪʠʤʦ, ʚʽʥ ʤʽʛ 

ʜʽʟʥʘʪʠʩʷ ʜʦʤʘʰʥʶ ʘʜʨʝʩʫ ʄʝʪʘ, ʩʚʦʛʦ ʯʘʩʫ ʪʦʡ ʙʫʚ ʜʦʩʠʪʴ ʚʽʜʦʤʦʶ ʣʶʜʠʥʦʶ, 

ʘʣʝ ʷʢ ʭʘʢʝʨʫ ʚʜʘʣʦʩʷ ʟʘʚʦʣʦʜʽʪʠ ʥʦʤʝʨʦʤ ʢʨʝʜʠʪʥʦʾ ʢʘʨʪʢʠ ʍʦʥʘ? 

ʇʨʦʜʦʚʞʠʤʦ ʥʘʰʫ ʽʩʪʦʨʽʶ. 

ɺʠʷʚʣʷʻʪʴʩʷ, ʫ ʮʴʦʛʦ ʟʣʦʚʤʠʩʥʠʢʘ ʙʫʚ ʘʢʢʘʫʥʪ ʥʘ Amazon.com, ʷʢʠʡ 

ʚʠʩʪʫʧʘʚ ʽʥʰʦʶ ʯʘʩʪʠʥʦʶ ʮʽʻʾ ʽʩʪʦʨʽʾ. Amazon ʜʽʡʩʥʦ ʟʘʮʽʢʘʚʣʝʥʠʡ ʚ ʪʦʤʫ, 

ʱʦʙ ʚʠ ʢʫʧʫʚʘʣʠ ʨʝʯʽ. ʊʦʤʫ ʚʽʥ ʤʘʻ ʜʦʩʠʪʴ ʭʠʪʨʦʤʫʜʨʫ ʩʠʩʪʝʤʫ ʫʧʨʘʚʣʽʥʥʷ 

ʘʢʢʘʫʥʪʦʤ. ɸʣʝ ʪʘʢ ʷʢ ʧʝʨʰ ʟʘ ʚʩʝ Amazon ʟʘʮʽʢʘʚʣʝʥʠʡ ʚ ʚʘʩ ʷʢ ʚ ʧʦʢʫʧʮʽ, ʚʽʥ 

ʥʝ ʚʠʤʘʛʘʻ ʨʝʻʩʪʨʘʮʽʾ ʥʘ ʩʘʡʪʽ, ʷʢʱʦ ʚʠ ʟʙʠʨʘʻʪʝʩʷ ʢʫʧʠʪʠ ʷʢʫʩʴ ʨʽʯ ʽ ʩʧʣʘʪʠʪʠ 

ʾʾ ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʨʝʜʠʪʥʦʾ ʢʘʨʪʢʠ. 

ʊʘʢ ʱʦ ʷ ʤʦʞʫ ʟʘʡʪʠ ʥʘ Amazon.com ʽ ʩʢʘʟʘʪʠ, ʱʦ ʷ ʩʘʤʝ ʮʝʡ ʢʦʨʠʩʪʫʚʘʯ ʽ 

ʭʦʯʫ ʧʨʠʜʙʘʪʠ ʮʝʡ ʥʘʙʽʨ ʟʫʙʥʠʭ ʱʽʪʦʢ. ɯ ʷʢʱʦ ʷ ʭʦʯʫ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʟʙʝʨʝʞʝʥʠʡ ʚ ʘʢʘʫʥʪʽ ʥʦʤʝʨ ʢʨʝʜʠʪʥʦʾ ʢʘʨʪʢʠ, ʷ ʧʦʚʠʥʝʥ ʫʚʽʡʪʠ ʚ ʮʝʡ ʘʢʘʫʥʪ. 

ɯ ʷʢʱʦ ʷ ʭʦʯʫ ʜʦʜʘʪʠ ʜʦ ʮʴʦʛʦ ʘʢʢʘʫʥʪʫ ʽʥʰʫ ʢʘʨʪʫ, çɸʤʘʟʦʥè ʥʘʜʘʻ ʤʝʥʽ ʪʘʢʫ 

ʤʦʞʣʠʚʽʩʪʴ. ʎʝ ʚʠʛʣʷʜʘʻ ʥʝʧʦʛʘʥʦ, ʯʠ ʥʝ ʪʘʢ? ʗ ʤʦʞʫ ʦʧʣʘʪʠʪʠ ʥʘʙʽʨ ʱʽʪʦʢ, 

ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʦʜʠʥ ʟ ʜʚʦʭ ʘʢʘʫʥʪʽʚ, ʘʣʝ ʮʝ ʚʩʝ ʦʜʥʦ ʥʦʤʝʨʘ ʥʝ ʚʘʰʦʾ 

ʢʨʝʜʠʪʥʦʾ ʢʘʨʪʢʠ, ʘ ʤʦʻʾ. ʊʘʢ ʱʦ ʥʘʤ ʚʩʝ ʱʝ ʥʝ ʟʨʦʟʫʤʽʣʦ, ʱʦ ʚ ʮʽʡ ʩʧʨʘʚʽ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʥʝ ʪʘʢ. ʋ Amazon ʻ ʡ ʽʥʰʠʡ ʽʥʪʝʨʬʝʡʩ, ʘʜʞʝ ʮʝ ʩʢʣʘʜʥʘ ʩʠʩʪʝʤʘ, 

ʪʦʤʫ ʫ ʥʴʦʛʦ ʻ ʽʥʪʝʨʬʝʡʩ ʜʣʷ ʩʢʠʜʘʥʥʷ ʧʘʨʦʣʷ. ɼʣʷ ʪʦʛʦ, ʱʦʙ ʩʢʠʥʫʪʠ ʧʘʨʦʣʴ 

ʚ Amazon, ʚʘʤ ʥʝʦʙʭʽʜʥʦ ʥʘʜʘʪʠ ʥʦʤʝʨ ʙʫʜʴ-ʷʢʦʾ ʦʜʥʽʻʾ ʟ ʚʘʰʠʭ ʢʨʝʜʠʪʥʠʭ 

ʢʘʨʪ. ʑʦ ʞ ʫ ʤʝʥʝ ʚʠʭʦʜʠʪʴ? ʄʦʞʫ ʟʘʤʦʚʠʪʠ ʨʝʯʽ ʽ ʜʦʜʘʪʠ ʥʦʤʝʨ ʢʨʝʜʠʪʥʦʾ 

ʢʘʨʪʢʠ ʥʘ ʩʚʽʡ ʘʢʢʘʫʥʪ, ʷʢʠʡ ʥʘʩʧʨʘʚʜʽ ʥʘʣʝʞʠʪʴ ʥʝ ʤʝʥʽ, ʘ ʧʦʪʽʤ ʩʢʘʟʘʪʠ: 

çʐʘʥʦʚʥʽ, ʷ ʭʦʯʫ ʟʤʽʥʠʪʠ ʩʚʽʡ ʧʘʨʦʣʴ, ʦʩʴ ʚʘʤ ʥʦʤʝʨ ʤʦʻʾ ʢʨʝʜʠʪʥʦʾ ʢʘʨʪʢʠ!è. 

ɯ ʮʝ ʩʧʨʘʮʶʚʘʣʦ - ʩʘʤʝ ʪʘʢ ʭʘʢʝʨ ʦʪʨʠʤʘʚ ʜʦʩʪʫʧ ʜʦ ʘʢʢʘʫʥʪʫ ʩʚʦʻʾ ʞʝʨʪʚʠ ʥʘ 

Amazon.com. 

ɺʽʜʤʽʥʥʦ, ʘʣʝ ʷʢ ʡʦʤʫ ʚʜʘʣʦʩʷ ʨʦʟʜʦʙʫʪʠ ʥʦʤʝʨ ʢʨʝʜʠʪʥʦʾ ʢʘʨʪʢʠ ʜʣʷ ʟʤʽʥʠ 

ʧʘʨʦʣʷ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ Apple? Amazon ʚ ʮʴʦʤʫ ʩʝʥʩʽ ʜʫʞʝ ʦʙʝʨʝʞʥʠʡ. 

ʅʘʚʽʪʴ ʷʢʱʦ ʚʘʤ ʚʜʘʩʪʴʩʷ ʫʚʽʡʪʠ ʚ ʯʠʡʩʴ ʘʢʢʘʫʥʪ, ʚʠ ʥʝ ʧʦʙʘʯʠʪʝ ʧʦʚʥʦʛʦ 

ʥʦʤʝʨʘ ʢʨʝʜʠʪʥʦʾ ʢʘʨʪʢʠ. ɸʣʝ ʚʘʤ ʧʦʢʘʞʫʪʴ ʡʦʛʦ ʦʩʪʘʥʥʽ 4 ʮʠʬʨʠ, ʧʨʦʩʪʦ ʱʦʙ 

ʚʠ ʟʥʘʣʠ, ʷʢʦʶ ʢʘʨʪʦʶ ʢʦʨʠʩʪʫʻʪʝʩʷ ʚ ʜʘʥʠʡ ʤʦʤʝʥʪ. ʊʘʢʠʤ ʯʠʥʦʤ, ʚʠ ʤʦʞʝʪʝ 
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ʧʝʨʝʧʠʩʘʪʠ ʦʩʪʘʥʥʽ 4 ʮʠʬʨʠ ʥʦʤʝʨʘ ʚʩʽʭ ʢʨʝʜʠʪʥʠʭ ʢʘʨʪ ʜʘʥʦʛʦ ʦʙʣʽʢʦʚʦʛʦ 

ʟʘʧʠʩʫ ʢʨʽʤ ʪʽʻʾ, ʷʢʫ ʩʘʤʽ ʜʦʜʘʣʠ - ʾʾ ʥʦʤʝʨ ʚʠ ʽ ʪʘʢ ʟʥʘʻʪʝ. ʇʽʩʣʷ ʮʴʦʛʦ ʚʠ 

ʟʤʦʞʝʪʝ ʫʚʽʡʪʠ ʚ ʷʱʠʢ ʞʝʨʪʚʠ ʥʘ @ me.com, ʦʪʨʠʤʘʪʠ ʪʘʤ ʧʦʩʠʣʘʥʥʷ ʥʘ 

ʩʢʠʜʘʥʥʷ ʧʘʨʦʣʷ ʽ ʟʘʚʦʣʦʜʽʪʠ ʷʱʠʢʦʤ Gmail . 

ʎʝ ʜʦʩʠʪʴ ʜʝʣʽʢʘʪʥʽ ʨʝʯʽ. ʗʢʱʦ ʩʠʩʪʝʤʘ ʽʟʦʣʴʦʚʘʥʘ, ʚʦʥʘ ʨʦʙʠʪʴ ʨʦʟʫʤʥʽ 

ʨʝʯʽ. ʅʘʙʘʛʘʪʦ ʚʘʞʯʝ ʤʽʨʢʫʚʘʪʠ ʧʨʦ ʫʨʘʟʣʠʚʽʩʪʴ ʽ ʩʣʘʙʢʽ ʩʪʦʨʦʥʠ, ʢʦʣʠ ʚʽʜ ʚʘʩ 

ʧʨʠʭʦʚʘʥʘ ʚʩʷ ʤʦʟʘʾʢʘ, ʽ ʚʠ ʟʤʫʰʝʥʽ ʟʙʠʨʘʪʠ ʾʾ ʨʘʟʦʤ ʧʦ ʰʤʘʪʦʯʢʘʭ. ʎʝ ʜʦʩʠʪʴ 

ʩʢʣʘʜʥʘ ʰʪʫʢʘ. ʊʦʤʫ ʜʦ ʩʪʚʦʨʝʥʥʷ ʢʦʞʥʦʾ ʟ 3-ʭ ʯʘʩʪʠʥ, ʱʦ ʩʢʣʘʜʘʶʪʴ 

ʩʠʩʪʝʤʫ ʙʝʟʧʝʢʠ, ʧʦʪʨʽʙʥʦ ʧʽʜʭʦʜʠʪʠ ʜʫʞʝ ʫʚʘʞʥʦ ʽ ʚʜʫʤʣʠʚʦ. 

ɼʫʤʘʶ, ʱʦ ʛʝʥʝʨʘʣʴʥʠʡ ʧʣʘʥ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦʙ ʙʫʪʠ ʦʙʝʨʝʞʥʠʤ ʧʨʠ 

ʚʠʙʦʨʽ ʩʚʦʻʾ ʧʦʣʽʪʠʢʠ, ʱʦʙ ʥʝ ʟʘʣʝʞʘʪʠ ʚʽʜ ʚʧʣʠʚʫ ʽʥʰʠʭ ʩʘʡʪʽʚ. ʗ ʥʝ 

ʚʧʝʚʥʝʥʠʡ, ʱʦ ʻ ʷʢʠʡʩʴ ʜʽʡʩʥʦ ʭʦʨʦʰʘ ʨʘʜʘ, ʷʢ ʯʠʥʠʪʠ ʚ ʪʘʢʠʭ ʚʠʧʘʜʢʘʭ. ɸʣʝ 

ʪʝʧʝʨ ʚʠ ʧʨʦ ʮʝ ʟʥʘʻʪʝ ʽ ʤʦʞʝʪʝ ʟʜʽʡʩʥʶʚʘʪʠ ʽʥʰʽ ʧʦʤʠʣʢʠ. ɭ ʙʝʟʣʽʯ ʽʥʰʠʭ 

ʧʨʠʢʣʘʜʽʚ ʥʝʧʨʘʚʠʣʴʥʦ ʦʙʨʘʥʠʭ ʧʦʣʽʪʠʢ, ʱʦ ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʫʨʘʟʣʠʚʦʩʪʽ 

ʩʠʩʪʝʤʠ. 

ɼʘʚʘʡʪʝ ʨʦʟʛʣʷʥʝʤʦ, ʷʢ ʣʶʜʠ ʩʪʚʦʨʶʶʪʴ ʤʦʜʝʣʽ ʟʘʛʨʦʟ, ʽ ʱʦ ʩʦʙʦʶ 

ʷʚʣʷʶʪʴ ʧʨʠʢʣʘʜʠ, ʢʦʣʠ ʤʦʜʝʣʴ ʟʘʛʨʦʟ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʥʝʧʨʠʻʤʥʦʩʪʝʡ. 

ɿʜʝʙʽʣʴʰʦʛʦ ʮʝ ʧʦʚ'ʷʟʘʥʦ ʟ ʣʶʜʩʴʢʠʤ ʬʘʢʪʦʨʦʤ. ʄʠ ʯʘʩʪʦ ʧʨʠʧʫʩʢʘʻʤʦ, 

ʱʦ ʣʶʜʠ ʙʫʜʫʪʴ ʨʦʙʠʪʠ ʟʘ ʥʘʰʠʤʠ ʧʨʘʚʠʣʘʤʠ, ʧʨʠʜʫʤʘʶʪʴ ʥʘʜʽʡʥʠʡ ʧʘʨʦʣʴ, 

ʥʝ ʙʫʜʫʪʴ ʧʝʨʝʭʦʜʠʪʠ ʧʦ ʧʦʩʠʣʘʥʥʷʭ ʥʘ ʯʫʞʽ ʩʘʡʪʠ ʽ ʚʚʦʜʠʪʠ ʧʘʨʦʣʴ ʪʘʤ, ʽ ʪʘʢ 

ʜʘʣʽ. ʆʜʥʘʢ ʥʘ ʧʨʘʢʪʠʮʽ ʚʠʭʦʜʠʪʴ ʽʥʘʢʰʝ. ʃʶʜʠ ʙʫʜʫʪʴ ʧʨʠʜʫʤʫʚʘʪʠ ʧʦʛʘʥʽ 

ʧʘʨʦʣʽ, ʧʝʨʝʭʦʜʠʪʠ ʟʘ ʧʦʩʠʣʘʥʥʷʤʠ ʽ ʥʝ ʙʫʜʫʪʴ ʟʚʝʨʪʘʪʠ ʫʚʘʛʠ ʥʘ ʚʘʰʽ 

ʧʦʧʝʨʝʜʞʝʥʥʷ. 

ʊʦʙʪʦ, ʡʤʦʚʽʨʥʦ, ʥʽʭʪʦ ʥʝ ʟʘʭʦʯʝ ʤʘʪʠ ʤʦʜʝʣʽ ʟʘʛʨʦʟ, ʟʘʩʥʦʚʘʥʽ ʥʘ 

ʧʨʠʧʫʱʝʥʥʷʭ, ʱʦ ʣʶʜʠ ʥʝʤʠʥʫʯʝ ʙʫʜʫʪʴ ʨʦʙʠʪʠ ʪʘʢ, ʱʦʙ ʚʩʝ ʧʽʰʣʦ 

ʥʝʧʨʘʚʠʣʴʥʦ. 

ʑʝ ʦʜʥʽʻʶ ʨʠʩʦʶ ʤʦʜʝʣʝʡ ʟʘʛʨʦʟ ʻ ʪʝ, ʱʦ ʚʦʥʠ ʟʤʽʥʶʶʪʴʩʷ ʟ ʯʘʩʦʤ. 

ʇʨʠʢʣʘʜʦʤ ʤʦʞʝ ʩʣʫʞʠʪʠ ʧʨʦʝʢʪ çɸʬʽʥʘè (çAthenaè) ʩʪʚʦʨʝʥʠʡ ʚ MIT 

(Massachusetts Institute of Technology) ʚ ʩʝʨʝʜʠʥʽ 80-ʭ ʨʦʢʽʚ, ʚ ʨʝʟʫʣʴʪʘʪʽ ʷʢʦʛʦ 
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ʙʫʣʘ ʨʦʟʨʦʙʣʝʥʘ ʩʠʩʪʝʤʘ çʎʝʨʙʝʨè (çCerberusè) 

(https://en.wikipedia.org/wiki/Project_Athena). ʈʦʟʨʦʙʥʠʢʠ ʟ'ʷʩʫʚʘʣʠ, ʱʦ 

çʎʝʨʙʝʨè ʧʦʚʠʥʝʥ ˇʨʫʥʪʫʚʘʪʠʩʷ ʥʘ ʢʨʠʧʪʦʛʨʘʬʽʾ. ʊʦʤʫ ʧʦʪʨʽʙʥʦ ʩʪʚʦʨʠʪʠ ʪʘʢʽ 

ʰʠʬʨʫʚʘʣʴʥʽ ʢʣʶʯʽ, ʱʦʙ ʣʶʜʠ ʥʝ ʤʦʛʣʠ ʾʭ ʨʦʟʛʘʜʘʪʠ. ʋ ʩʝʨʝʜʠʥʽ 80-ʭ ʨʨ. 56-

ʙʪ̔ʦʚʽ ʢʣʶʯʽ ʟʜʘʚʘʣʠʩʷ ʮʽʣʢʦʤ ʧʽʜʭʦʜʷʱʦʛʦ ʨʦʟʤʽʨʫ ʜʣʷ ʰʠʬʨʫ DES (Data 

Encryption Standard) ʽ ʮʝ ʙʫʣʦ ʥʦʨʤʘʣʴʥʦ. 

ʇʽʟʥʽʰʝ ʮʷ ʩʠʩʪʝʤʘ ʩʪʘʣʘ ʜʫʞʝ ʧʦʧʫʣʷʨʥʦʶ ʽ MIT ʚʠʢʦʨʠʩʪʦʚʫʻ ʾʾ ʜʦ ʩʠʭ 

ʧʽʨ, ʘ ʾʾ ʪʚʦʨʮʽ ʥʽʢʦʣʠ ʥʝ ʧʦʚʝʨʪʘʣʠʩʷ ʜʦ ʧʝʨʝʛʣʷʜʫ ʜʘʥʦʛʦ ʧʨʠʧʫʱʝʥʥʷ. ʊʘ 

ʟʛʦʜʦʤ (ʚ ʥʘʰ ʯʘʩ), ʛʨʫʧʘ ʩʪʫʜʝʥʪʽʚ ʟ'ʷʩʫʚʘʣʘ, ʱʦ çʎʝʨʙʝʨè ʜʦʩʠʪʴ ʧʨʦʩʪʦ 

ʟʣʘʤʘʪʠ. ʅʘ ʩʴʦʛʦʜʥʽ ʜʫʞʝ ʣʝʛʢʦ ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʦʤʧ'ʶʪʝʨʘ ʧʽʜʽʙʨʘʪʠ ʚʩʽ ʢʣʶʯʽ 

ʧʨʦʩʪʠʤ ʧʝʨʝʙʦʨʦʤ ʟʥʘʯʝʥʥʷ 256. ʋ ʨʝʟʫʣʴʪʘʪʽ ʩʪʫʜʝʥʪʠ ʟʤʦʛʣʠ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʘʧʘʨʘʪʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʝʚʥʦʛʦ ʚʝʙ-ʩʝʨʚʽʩʫ ʦʪʨʠʤʘʪʠ ʢʣʶʯ ʚʽʜ ʘʢʢʘʫʥʪʘ 

çʎʝʨʙʝʨʘè ʟʘ ʦʜʠʥ ʜʝʥʴ. ʊʘʢ ʱʦ ʤʦʜʝʣʴ, ʷʢʘ ʙʫʣʘ ʭʦʨʦʰʘ ʚ ʩʝʨʝʜʠʥʽ 80-ʭ, ʥʘ 

ʩʴʦʛʦʜʥʽ ʻ ʥʝ ʥʘʩʪʽʣʴʢʠ ʭʦʨʦʰʦʶ. ʊʦʤʫ ʧʨʠ ʨʦʟʨʦʙʮʽ ʤʦʜʝʣʽ ʟʘʛʨʦʟ ʚʠ ʧʦʚʠʥʥʽ 

ʙʫʪʠ ʚʧʝʚʥʝʥʽ, ʱʦ ʡʜʝʪʝ ʚ ʥʦʛʫ ʟ ʯʘʩʦʤ. 

ʄʦʞʣʠʚʦ, ʙʽʣʴʰ ʩʫʯʘʩʥʠʤ ʧʨʠʢʣʘʜʦʤ ʩʪʘʥʝ ʧʨʠʢʣʘʜ, ʢʦʣʠ ʚʘʰʠʤ 

ʧʨʦʪʠʚʥʠʢʦʤ ʤʦʞʫʪʴ ʩʪʘʪʠ ʫʨʷʜʦʚʽ ʦʨʛʘʥʽʟʘʮʽʾ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ 

ʩʧʝʮʽʘʣʴʥʦ ʨʦʟʨʦʙʣʝʥʝ çʟʘʣʽʟʦè, ʷʢʦʤʫ ʚʠ ʥʝ ʧʦʚʠʥʥʽ ʜʦʚʽʨʷʪʠ. ʆʩʦʙʣʠʚʦ ʮʝ 

ʩʪʦʩʫʻʪʴʩʷ ɸʅɹ (ɸʛʝʥʪʩʪʚʦ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ, ʘʥʛʣ. National Security 

Agency, NSA - ʘʛʝʥʪʩʪʚʦ ʢʨʠʧʪʦʣʦʛʽʯʥʦʾ ʨʦʟʚʽʜʢʠ ʉʧʦʣʫʯʝʥʠʭ ʐʪʘʪʽʚ 

ɸʤʝʨʠʢʠ. ɸʅɹ ʻ ʯʘʩʪʠʥʦʶ ʄʽʥʽʩʪʝʨʩʪʚʘ ʦʙʦʨʦʥʠ ʉʐɸ ʽ ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʟʙʽʨ ʪʘ 

ʘʥʘʣʽʟ ʽʥʦʟʝʤʥʦʾ ʨʦʟʚʽʜʫʚʘʣʴʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʟʘ ʟʘʭʠʩʪ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ 

 ̔ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ ʫʨʷʜʫ ʉʐɸ)  - ʚʠ ʥʘʧʝʚʥʦ ʟʥʘʡʦʤʽ ʟ çʦʜʢʨʦʚʝʥʥʷʤʠè ʥʘ 

ʪʝʤʫ ʪʦʛʦ, ʥʘ ʱʦ ʟʜʘʪʥʽ ʮʽ ʭʣʦʧʮʽ. ʋ ʥʠʭ ʻ ʩʧʝʮʽʘʣʴʥʽ çʞʫʯʢʠè, ʷʢʽ ʚʦʥʠ ʤʦʞʫʪʴ 

ʚʩʪʘʚʠʪʠ ʚ ʚʘʰ ʢʦʤʧ'ʶʪʝʨ. ʑʝ ʷʢʠʭʦʩʴ ʧʘʨʫ ʨʦʢʽʚ ʪʦʤʫ ʤʠ ʧʨʦ ʮʝ ʥʝ ʟʥʘʣʠ, 

ʪʦʤʫ ʨʦʟʫʤʥʦ ʟʚʫʯʘʣʦ ʧʨʠʧʫʱʝʥʥʷ ʧʨʦ ʪʝ, ʱʦ ʚʘʰ ʥʦʫʪʙʫʢ ʥʝ ʤʦʞʝ ʙʫʪʠ 

ʚʨʘʟʣʠʚʠʡ ʬʽʟʠʯʥʦ, ʪʘʢ ʷʢ ʥʝʤʦʞʣʠʚʦ ʩʢʦʤʧʨʦʤʝʪʫʚʘʪʠ ʩʘʤʝ çʟʘʣʽʟʦè. 

ʗʢʱʦ ʚʠ ʜʫʤʘʻʪʝ, ʱʦ ʫʨʷʜ ʧʝʨʝʩʣʽʜʫʻ ʚʘʩ, ʧʨʦʙʣʝʤʠ ʙʝʟʧʝʢʠ ʙʫʜʫʪʴ 

ʥʘʙʘʛʘʪʦ ʩʝʨʡʦʟʥʽʰʝ, ʪʦʤʫ ʱʦ ʚʘʰ ʢʦʤʧ'ʶʪʝʨ ʤʦʞʝ ʤʽʩʪʠʪʠ ʚ ʩʦʙʽ ʰʢʽʜʣʠʚʠʡ 

ʬʽʟʠʯʥʠʡ ʧʨʠʩʪʨʽʡ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʪʦʛʦ, ʷʢʽ ʧʨʦʛʨʘʤʠ ʥʘ ʥʴʦʤʫ ʚʩʪʘʥʦʚʣʝʥʽ. 
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ʊʦʤʫ ʚʘʤ ʩʣʽʜ ʨʝʪʝʣʴʥʦ ʧʽʜʭʦʜʠʪʠ ʜʦ ʩʪʚʦʨʝʥʥʷ ʤʦʜʝʣʽ ʟʘʛʨʦʟʠ, 

ʟʙʘʣʘʥʩʫʚʘʚʰʠ ʾʾ ʥʘʡʢʨʘʱʠʤ ʯʠʥʦʤ ʧʨʦʪʠ ʢʦʥʢʨʝʪʥʦʛʦ ʩʫʧʨʦʪʠʚʥʠʢʘ. ʗ 

ʜʫʤʘʶ, ʱʦ ʧʨʦʪʠʩʪʦʷʥʥʷ ɸʅɹ ʦʙʽʡʜʝʪʴʩʷ ʚʘʤ ʟʘʥʘʜʪʦ ʜʦʨʦʛʦ, ʘʣʝ ʷʢʱʦ ʚʠ 

ʥʘʤʘʛʘʻʪʝʩʷ ʟʘʭʠʩʪʠʪʠ ʩʚʽʡ ʜʦʤʘʰʥʽʡ ʢʘʪʘʣʦʛ çɸʬʽʥʘè ʚʽʜ ʽʥʰʠʭ ʩʪʫʜʝʥʪʽʚ, 

ʤʦʞʥʘ ʦʩʦʙʣʠʚʦ ʥʝ ʪʫʨʙʫʚʘʪʠʩʷ. ʊʘʢ ʱʦ ʩʪʚʦʨʝʥʥʷ ʦʧʪʠʤʘʣʴʥʦʾ ʤʦʜʝʣʽ ʟʘʛʨʦʟ 

ʚʠʛʣʷʜʘʻ ʷʢ ʙʘʣʘʥʩʫʚʘʥʥʷ ʤʽʞ ʨʽʟʥʠʤʠ ʚʠʤʦʛʘʤʠ ʙʝʟʧʝʢʠ. 

 

2.3. ȣəɤɔɕ ɛɜɔɖɗɌɐ ɛɚɏɌəɚɲ ɘɚɐɑɗɱ ɓɌɏɜɚɓɔ 

 

ɯʥʰʠʡ ʧʨʠʢʣʘʜ ʧʦʛʘʥʦʾ ʤʦʜʝʣʽ ʟʘʛʨʦʟʠ ʻ ʩʧʦʩʽʙ ʟʘʙʝʟʧʝʯʝʥʥʷ ɯʥʪʝʨʥʝʪ-

ʙʝʟʧʝʢʠ ʧʝʨʝʚʽʨʢʦʶ ʩʝʨʪʠʬʽʢʘʪʽʚ ʪʠʭ ʩʘʡʪʽʚ, ʥʘ ʷʢʽ ʚʠ ʟʘʭʦʜʠʪʝ. 

ɺ ʧʨʦʪʦʢʦʣʘʭ SSL/TLS (SSL, Secure Sockets Layer / TLS, transport layer 

security, ʨʽʚʝʥʴ ʟʘʭʠʱʝʥʠʭ ʩʦʢʝʪʽʚ/ʙʝʟʧʝʢʘ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʨʽʚʥʷ), ʢʦʣʠ ʚʠ 

ʧʽʜ'ʻʜʥʫʻʪʴʩʷ ʜʦ ʩʘʡʪʫ, ʚ ʘʜʨʝʩʥʦʤʫ ʨʷʜʢʫ ʧʦʢʘʟʫʻʪʴʩʷ ʟʥʘʯʝʥʥʷ HTTPS, ʪʦʙʪʦ 

çʟʘʭʠʱʝʥʝ ʟ'ʻʜʥʘʥʥʷè. ʄʘʻʪʴʩʷ ʥʘ ʫʚʘʟʽ, ʱʦ ʜʘʥʠʡ ʩʘʡʪ ʦʪʨʠʤʘʚ ʩʝʨʪʠʬʽʢʘʪ 

ʙʝʟʧʝʢʠ, ʧʽʜʧʠʩʘʥʠʡ ʦʜʥʠʤ ʟ ʮʝʥʪʨʽʚ ʩʝʨʪʠʬʽʢʘʮʽʾ, ʽ ʷʢʠʡ ʧʽʜʪʚʝʨʜʞʫʻ, ʱʦ ʪʘʢ, 

ʮʝʡ ʢʣʶʯ ʥʘʣʝʞʠʪʴ ʜʽʡʩʥʦ Amazon.com. ʇʨʦʪʦʢʦʣ TLS ʟʘʩʥʦʚʘʥʠʡ ʥʘ 

ʧʨʦʪʦʢʦʣʽ SSL, ʩʧʦʯʘʪʢʫ ʨʦʟʨʦʙʣʝʥʦʤʫ ʚ Netscape ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʙʝʟʧʝʢʠ 

ʝʣʝʢʪʨʦʥʥʦʾ ʢʦʤʝʨʮʽʾ ʚ ɯʥʪʝʨʥʝʪʽ. ʇʨʦʪʦʢʦʣ SSL ʙʫʚ ʨʝʘʣʽʟʦʚʘʥʠʡ ʥʘ 

application-ʨʽʚʥʽ, ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʥʘʜ TCP (Transmission Control Protocol), ʱʦ 

ʜʦʟʚʦʣʷʻ ʙʽʣʴʰ ʚʠʩʦʢʦʨʽʚʥʝʚʠʭ ʧʨʦʪʦʢʦʣʽʚ (ʪʘʢʠʤ ʷʢ HTTP ʘʙʦ ʧʨʦʪʦʢʦʣʫ 

ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ) ʧʨʘʮʶʚʘʪʠ ʙʝʟ ʟʤʽʥ. 

ɿ ʪʦʯʢʠ ʟʦʨʫ ʘʨʭʽʪʝʢʪʫʨʠ, ʧʦʤʠʣʢʘ ʤʦʜʝʣʽ ʟʘʛʨʦʟʠ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʚʦʥʘ 

ʧʝʨʝʜʙʘʯʘʻ, ʱʦ ʚʩʽ ʮʽ ʮʝʥʪʨʠ ʘʚʪʦʨʠʟʘʮʽʾ ȯȞ (authorization center) ʟʘʩʣʫʛʦʚʫʶʪʴ 

ʜʦʚʽʨʠ, ʽ ʚʦʥʠ ʥʽʢʦʣʠ ʥʝ ʟʨʦʙʣʷʪʴ ʧʦʤʠʣʢʫ. ɸʣʝ ʥʘʩʧʨʘʚʜʽ, ʽʩʥʫʶʪʴ ʩʦʪʥʽ ȯȞ: ʫ 

ɯʥʜʽʡʩʴʢʦʛʦ ʧʦʰʪʦʚʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ʻ ʩʚʽʡ ʮʝʥʪʨ ʘʚʪʦʨʠʟʘʮʽʾ, ʽ ʫ ʢʠʪʘʡʩʴʢʦʛʦ 

ʫʨʷʜʫ ʚʽʥ ʻ, ʽ ʪʘʢ ʜʘʣʽ. ɯ ʙʫʜʴ-ʷʢʠʡ ʟ ʮʠʭ ʮʝʥʪʨʽʚ ʤʦʞʝ ʟʨʦʙʠʪʠ ʩʝʨʪʠʬʽʢʘʪ 

ʙʝʟʧʝʢʠ ʜʣʷ ʙʫʜʴ-ʷʢʦʛʦ ʭʦʩʪʘ ʘʙʦ ʜʦʤʝʥʫ. ɺ ʨʝʟʫʣʴʪʘʪʽ, ʷʢʱʦ ʚʠ ʧʦʛʘʥʠʡ 



75 

 

ʭʣʦʧʝʮʴ ʽ ʭʦʯʝʪʝ ʜʠʩʢʨʝʜʠʪʫʚʘʪʠ Gmail ʘʙʦ ʟʣʘʤʘʪʠ ʾʭ ʩʘʡʪ, ʚʘʤ ʧʦʪʨʽʙʥʦ 

ʧʨʦʩʪʦ ʩʢʦʤʧʨʦʤʝʪʫʚʘʪʠ ʦʜʠʥ ʟ ʮʠʭ ʮʝʥʪʨʽʚ ʘʚʪʦʨʠʟʘʮʽʾ. ɯ ʜʣʷ ʮʴʦʛʦ ʟʘʚʞʜʠ 

ʤʦʞʥʘ ʟʥʘʡʪʠ ȯȞ ʚ ʥʝ ʜʫʞʝ ʨʦʟʚʠʥʝʥʽʡ ʢʨʘʾʥʽ. ʊʘʢʠʤ ʯʠʥʦʤ, ʩʪʚʦʨʶʚʘʪʠ 

ʤʦʜʝʣʴ ʟʘʛʨʦʟʠ ʥʘ ʦʩʥʦʚʽ ʧʨʠʧʫʱʝʥʥʷ, ʱʦ ʚʩʽ ʩʝʨʪʠʬʽʢʦʚʘʥʽ ʩʘʡʪʠ ʙʝʟʧʝʯʥʽ, 

ʥʝʧʨʘʚʠʣʴʥʦ. ʊʦʤʫ ʱʦ ʥʝʧʨʘʚʠʣʴʥʦ ʧʨʠʧʫʱʝʥʥʷ ʧʨʦ ʪʝ, ʱʦ ʙʝʟʧʝʯʥʽ ʚʩʝ 300 

ʮʝʥʪʨʽʚ ʘʚʪʦʨʠʟʘʮʽʾ, ʨʦʟʢʠʜʘʥʽ ʧʦ ʚʩʽʡ ʟʝʤʥʽʡ ʢʫʣʽ. 

ʆʜʥʘʢ, ʥʝʟʚʘʞʘʶʯʠ ʥʘ ʮʝ, ʩʫʯʘʩʥʠʡ ʧʨʦʪʦʢʦʣ SSL ʜʦʩʽ ʚʠʢʦʨʠʩʪʦʚʫʻ ʪʘʢʝ 

ʧʨʠʧʫʱʝʥʥʷ ʚ ʦʩʥʦʚʽ ʩʚʦʛʦ ʤʝʭʘʥʽʟʤʫ ʙʝʟʧʝʢʠ ʜʣʷ ʙʨʘʫʟʝʨʽʚ. 

ɯʩʥʫʻ ʙʝʟʣʽʯ ʧʨʠʢʣʘʜʽʚ ʪʘʢʦʛʦ ʨʦʜʫ, ʢʦʣʠ ʟʘʛʨʦʟʘ ʧʨʠʭʦʜʠʪʴ ʟʚʽʜʪʠ, ʟʚʽʜʢʠ 

ʾʾ ʥʝ ʯʝʢʘʣʠ. ɿʘʙʘʚʥʠʤ ʧʨʠʢʣʘʜʦʤ ʟ 80-ʭ ʨʦʢʽʚ ʤʦʞʝ ʩʣʫʞʠʪʠ ʧʨʦʝʢʪ, 

ʟʜʽʡʩʥʶʚʘʥʠʡ DARPA - ʋʧʨʘʚʣʽʥʥʷʤ ʧʝʨʩʧʝʢʪʠʚʥʠʭ ʜʦʩʣʽʜʥʠʮʴʢʠʭ ʧʨʦʝʢʪʽʚ 

ʄʽʥʽʩʪʝʨʩʪʚʘ ʦʙʦʨʦʥʠ ʉʐɸ. ʊʦʜʽ ʾʤ ʜʫʞʝ ʭʦʪʽʣʦʩʷ ʩʪʚʦʨʠʪʠ ʥʝʚʨʘʟʣʠʚʽ 

ʦʧʝʨʘʮʽʡʥʽ ʩʠʩʪʝʤʠ, ʽ ʚʦʥʠ ʟʘʣʫʯʠʣʠ ʜʦ ʮʴʦʛʦ ʢʫʧʫ ʫʥʽʚʝʨʩʠʪʝʪʽʚ ʽ ʜʦʩʣʽʜʥʠʢʽʚ, 

ʷʢʽ ʧʦʚʠʥʥʽ ʙʫʣʠ ʨʦʟʨʦʙʠʪʠ ʧʨʦʪʦʪʠʧʠ ʙʝʟʧʝʯʥʠʭ ʆʉ (ʦʧʝʨʘʮʽʡʥʘ ʩʠʩʪʝʤʘ). 

ʇʽʩʣʷ ʮʴʦʛʦ ʚʦʥʠ ʩʪʚʦʨʠʣʠ ʢʦʤʘʥʜʫ ʟʣʦʚʤʠʩʥʠʢʽʚ, ʷʢʽ ʧʦʚʠʥʥʽ ʙʫʣʠ ʙʫʜʴ-

ʷʢʠʤ ʩʧʦʩʦʙʦʤ ʟʣʘʤʘʪʠ ʮʽ ʙʝʟʧʝʯʥʽ ʩʠʩʪʝʤʠ. ɺ ʨʝʟʫʣʴʪʘʪʽ ʚʠʷʚʠʣʦʩʷ, ʱʦ 

ʩʝʨʚʝʨ, ʥʘ ʷʢʦʤʫ ʟʙʝʨʽʛʘʣʠʩʷ ʚʠʭʽʜʥʽ ʢʦʜʠ ʚʩʽʭ ʆʉ, ʟʥʘʭʦʜʠʚʩʷ ʥʘ ʢʦʤʧ'ʶʪʝʨʽ 

ʚ ʘʙʩʦʣʶʪʥʦ ʥʝʟʘʭʠʱʝʥʦʤʫ ʦʬʽʩʽ. ɿʣʦʚʤʠʩʥʠʢʠ ʙʝʟ ʧʨʘʮʽ ʟʣʘʤʘʣʠ ʮʝʡ ʩʝʨʚʝʨ, 

ʟʤʽʥʠʣʠ ʚʠʭʽʜʥʠʡ ʢʦʜ ʽ ʩʪʚʦʨʠʣʠ ʥʘ ʡʦʛʦ ʦʩʥʦʚʽ ʣʘʟʽʚʢʫ ʚ ʆʉ. ʇʦʪʽʤ, ʢʦʣʠ 

ʜʦʩʣʽʜʥʠʢʠ ʧʦʙʫʜʫʚʘʣʠ ʩʚʦʾ ʦʧʝʨʘʮʽʡʥʽ ʩʠʩʪʝʤʠ, ʮʽ ʬʘʣʴʰʠʚʽ ʭʘʢʝʨʠ 

ʩʢʦʨʠʩʪʘʣʠʩʷ ʣʘʟʽʚʢʦʶ ʽ ʟʣʘʤʘʣʠ ʾʭ ʙʝʟ ʦʩʦʙʣʠʚʠʭ ʟʫʩʠʣʴ. 

ʊʦʤʫ ʚʘʤ ʜʽʡʩʥʦ ʧʦʪʨʽʙʥʦ ʧʦʜʫʤʘʪʠ ʧʨʦ ʚʩʽ ʤʦʞʣʠʚʽ ʧʨʠʧʫʱʝʥʥʷʭ, ʱʦ 

ʩʪʦʩʫʶʪʴʩʷ ʪʦʛʦ, ʟʚʽʜʢʠ ʧʨʠʭʦʜʠʪʴ ʚʘʰʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʽ ʪʦʛʦ, ʷʢ 

ʧʦʛʘʥʠʡ ʭʣʦʧʝʮʴ ʤʦʞʝ ʚ ʥʴʦʛʦ ʧʨʦʥʠʢʥʫʪʠ, ʱʦʙ ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ ʚʘʰʘ 

ʩʠʩʪʝʤʘ ʜʽʡʩʥʦ ʙʝʟʧʝʯʥʘ. 
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2.4. Ȼɜɚɍɗɑɘɔ, ɥɚ ɓɟɝɞɜɱɣɌɯɞɨɝɫ Ɏ ɘɑɡɌəɱɓɘɌɡ 

ɍɑɓɛɑɖɔ 

 

ʁʤʦʚʽʨʥʦ, ʥʘʡʧʦʰʠʨʝʥʽʰʘ ʧʨʦʙʣʝʤʘ ʟʫʩʪʨʽʯʘʻʪʴʩʷ ʚ ʤʝʭʘʥʽʟʤʘʭ ʙʝʟʧʝʢʠ. 

ʏʘʩʪʢʦʚʦ ʮʝ ʪʦʤʫ, ʱʦ ʤʝʭʘʥʽʟʤ ʟʜʽʡʩʥʝʥʥʷ ʙʝʟʧʝʢʠ - ʥʘʡʩʢʣʘʜʥʽʰʘ ʾʾ ʯʘʩʪʠʥʘ. 

ʎʝ ʩʫʢʫʧʥʽʩʪʴ ʧʨʦʛʨʘʤʥʦʛʦ ʪʘ ʘʧʘʨʘʪʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʽʥʰʠʭ ʢʦʤʧʦʥʝʥʪʽʚ 

ʩʠʩʪʝʤʠ, ʷʢʽ ʟʜʽʡʩʥʶʶʪʴ ʚʘʰʫ ʧʦʣʽʪʠʢʫ ʙʝʟʧʝʢʠ. ɯ ʧʨʠʯʠʥʠ, ʟʘ ʷʢʠʤʠ ʮʝʡ 

ʤʝʭʘʥʽʟʤ ʤʦʞʝ ʟʣʘʤʘʪʠʩʷ, ʥʝʟʯʠʩʣʝʥʥʽ. 

ʊʘʢ ʱʦ ʥʘʡʙʽʣʴʰʝ ʫʚʘʛʠ ʙʫʜʝ ʧʨʠʜʽʣʝʥʦ ʩʘʤʝ ʤʝʭʘʥʽʟʤʘʤ ʙʝʟʧʝʢʠ, ʽ ʪʦʤʫ, ʷʢ 

ʩʪʚʦʨʶʚʘʪʠ ʤʝʭʘʥʽʟʤʠ, ʱʦ ʟʘʙʝʟʧʝʯʫʶʪʴ ʧʨʘʚʠʣʴʥʝ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʦʣʽʪʠʢ 

ʙʝʟʧʝʢʠ. ʊʘʢʦʞ ʧʦʛʦʚʦʨʠʤʦ ʧʨʦ ʧʦʣʽʪʠʢʫ ʙʝʟʧʝʢʠ ʽ ʤʦʜʝʣʷʭ ʟʘʛʨʦʟ. 

ɿ'ʷʩʦʚʫʻʪʴʩʷ, ʱʦ ʥʘʙʘʛʘʪʦ ʧʨʦʩʪʽʰʝ ʩʪʚʦʨʶʚʘʪʠ ʷʩʥʽ ʽ ʯʽʪʢʽ ʧʨʠʥʮʠʧʠ 

ʨʦʟʨʦʙʢʠ ʤʝʭʘʥʽʟʤʽʚ, ʨʦʟʫʤʽʪʠ, ʷʢ ʚʦʥʠ ʧʨʘʮʶʶʪʴ ʘʙʦ ʥʝ ʧʨʘʮʶʶʪʴ, ʥʽʞ 

ʟʘʡʤʘʪʠʩʷ ʧʦʣʽʪʠʢʘʤʠ ʽ ʤʦʜʝʣʷʤʠ ʟʘʛʨʦʟ, ʷʢʽ ʚʘʤ ʥʝʦʙʭʽʜʥʦ çʚʧʠʩʘʪʠè ʚ ʚʤʽʩʪ 

ʢʦʥʢʨʝʪʥʠʭ ʩʠʩʪʝʤ. 

ʈʦʟʛʣʷʥʝʤʦ ʜʝʷʢʽ ʧʨʠʢʣʘʜʠ ʧʦʤʠʣʦʢ ʧʨʠ ʩʪʚʦʨʝʥʥʽ ʤʝʭʘʥʽʟʤʽʚ ʙʝʟʧʝʢʠ. 

ʇʨʦ ʦʩʪʘʥʥʴʦʤʫ ʚʠʧʘʜʢʫ ʚʠ ʤʦʛʣʠ ʧʦʯʫʪʠ ʧʘʨʫ ʜʥʽʚ ʥʘʟʘʜ - ʚʽʥ ʩʪʦʩʫʻʪʴʩʷ 

ʧʨʦʙʣʝʤ ʟ ʤʝʭʘʥʽʟʤʦʤ ʙʝʟʧʝʢʠ ʭʤʘʨʥʦʛʦ ʩʝʨʚʽʩʫ iCloud  ʚʽʜ Apple (ʨʠʩ. 2.2). 

ʊʦʡ ʱʦ ʤʘʻ iPhone ʤʦʞʝ ʢʦʨʠʩʪʫʚʘʪʠʩʷ ʩʝʨʚʽʩʦʤ iCloud . ʎʝʡ ʩʝʨʚʽʩ ʻ ʭʤʘʨʥʝ 

ʩʭʦʚʠʱʝ ʬʘʡʣʽʚ, ʽ ʷʢʱʦ ʚʠ ʚʪʨʘʪʠʪʝ ʩʚʽʡ çʘʡʬʦʥè, ʪʦ ʚʘʰʽ ʬʘʡʣʠ ʚʩʝ ʦʜʥʦ 

ʟʙʝʨʝʞʫʪʴʩʷ ʚ ʮʽʡ ʭʤʘʨʽ, ʚʽʥ ʜʦʧʦʤʦʞʝ ʚʘʤ ʟʥʘʡʪʠ ʩʚʽʡ ʪʝʣʝʬʦʥ, ʷʢʱʦ ʚʠ ʡʦʛʦ 

ʚʪʨʘʪʠʣʠ, ʽ ʤʽʩʪʠʪʴ ʚ ʩʦʙʽ ʱʝ ʙʝʟʣʽʯ ʢʦʨʠʩʥʠʭ ʬʫʥʢʮʽʡ. ʗ ʜʫʤʘʶ, ʱʦ ʮʝʡ 

iCloud  çʨʦʜʠʯè ʩʝʨʚʽʩʫ me.com, ʷʢʠʡ ʙʫʚ ʩʪʚʦʨʝʥʠʡ ʟʘ ʪʘʢʦʶ ʞ ʩʭʝʤʦʶ 

ʢʽʣʴʢʘ ʨʦʢʽʚ ʪʦʤʫ. 

ʇʨʦʙʣʝʤʘ, ʷʢʘ ʙʫʣʘ ʚʠʷʚʣʝʥʘ ʚ iCloud , ʧʦʣʷʛʘʣʘ ʚ ʪʦʤʫ, ʱʦ ʪʚʦʨʮʽ ʥʝ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ ʦʜʥʘʢʦʚʠʡ ʤʝʭʘʥʽʟʤ ʙʝʟʧʝʢʠ ʜʣʷ ʚʩʽʭ ʽʥʪʝʨʬʝʡʩʽʚ. 

ʈʦʟʛʣʷʥʝʤʦ, ʷʢ ʚʠʛʣʷʜʘʻ ʮʝʡ ʩʝʨʚʽʩ. 
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ʈʠʩ. 2.2. ʉʝʨʚʽʩ iCloud  

 

ɼʦ ʩʝʨʚʽʩʫ iCloud  ʧʽʜʢʣʶʯʝʥʦ ʨʽʟʥʽ ʩʣʫʞʙʠ, ʪʘʢʽ ʷʢ çʉʭʦʚʠʱʝ ʬʘʡʣʽʚè, 

çʌʦʪʦʘʨʭʽʚè, çʇʦʰʫʢ ʪʝʣʝʬʦʥʫè ʪʦʱʦ. ɺʩʽ ʮʽ ʩʣʫʞʙʠ ʧʝʨʝʚʽʨʷʶʪʴ, ʯʠ ʚʠ ʻ 

ʧʨʘʚʠʣʴʥʠʤ ʢʦʨʠʩʪʫʚʘʯʝʤ, ʯʠ ʧʨʦʡʰʣʠ ʚʠ ʧʨʘʚʠʣʴʥʫ ʘʚʪʝʥʪʠʬʽʢʘʮʽʶ. 

ʁʤʦʚʽʨʥʦ, ʜʦ ʨʦʟʨʦʙʢʠ ʮʴʦʛʦ ʩʢʣʘʜʥʦʛʦ ʩʝʨʚʽʩʫ ʙʫʣʦ ʟʘʣʫʯʝʥʦ ʨʽʟʥʠʭ 

ʚʠʢʦʥʘʚʮʽʚ, ʷʢʽ ʩʪʚʦʨʶʚʘʣʠ ʨʽʟʥʽ ʽʥʪʝʨʬʝʡʩʠ ʙʝʟʧʝʢʠ ʜʣʷ ʩʣʫʞʙ, ʱʦ ʚʭʦʜʷʪʴ ʜʦ 

ʥʴʦʛʦ. ʅʘʧʨʠʢʣʘʜ, ʫ ʩʣʫʞʙʽ çFind My iPhoneè (ʥʝ ʚʽʜʩʣʽʜʢʦʚʫʚʘʣʦʩʷ, ʩʢʽʣʴʢʠ 

ʨʘʟʽʚ ʧʦʩʧʽʣʴ ʚʠ ʥʘʤʘʛʘʣʠʩʷ ʘʚʪʦʨʠʟʫʚʘʪʠʩʷ ʚ ʩʠʩʪʝʤʽ. ʎʷ ʬʫʥʢʮʽʷ ʜʫʞʝ 

ʚʘʞʣʠʚʘ, ʪʦʤʫ ʱʦ ʣʶʜʠ ʜʫʞʝ ʯʘʩʪʦ ʥʝ ʪʫʨʙʫʶʪʴ ʩʝʙʝ ʩʪʚʦʨʝʥʥʷʤ ʜʽʡʩʥʦ 

ʩʠʣʴʥʦʛʦ ʧʘʨʦʣʷ. 

ʅʘʩʧʨʘʚʜʽ ʩʠʩʪʝʤʘ, ʷʢʘ ʟʜʽʡʩʥʶʻ ʘʫʪʝʥʪʠʬʽʢʘʮʽʶ ʢʦʨʠʩʪʫʚʘʯʽʚ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʧʘʨʦʣʽʚ, ʜʦʩʠʪʴ çʭʠʪʨʘè, ʤʠ ʧʦʛʦʚʦʨʠʤʦ ʧʨʦ ʮʝ ʧʽʟʥʽʰʝ. ɸʣʝ ʽʩʥʫʻ 

ʦʜʥʘ ʭʦʨʦʰʘ ʩʪʨʘʪʝʛʽʷ, ʷʢʘ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʟ ʤʽʣʴʡʦʥʘ ʧʽʜʽʙʨʘʥʠʭ ʧʘʨʦʣʽʚ 

ʟʥʘʡʜʝʪʴʩʷ ʦʜʠʥ, ʷʢʠʡ ʪʦʯʥʦ ʧʽʜʽʡʜʝ ʜʦ ʷʢʦʛʦʩʴ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ. ʆʪʞʝ, ʷʢʱʦ 

ʚʠ ʟʤʦʞʝʪʝ ʩʪʚʦʨʠʪʠ ʤʽʣʴʡʦʥ ʚʘʨʽʘʥʪʽʚ ʧʘʨʦʣʷ ʜʣʷ ʮʴʦʛʦ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ, 

ʡʤʦʚʽʨʥʦ, ʚʠ ʟʤʦʞʝʪʝ ʚ ʥʴʦʛʦ ʟʘʡʪʠ, ʪʦʤʫ ʱʦ ʣʶʜʠ ʥʝ ʪʫʨʙʫʶʪʴ ʩʝʙʝ 

ʩʪʚʦʨʝʥʥʷʤ ʩʢʣʘʜʥʠʭ ʧʘʨʦʣʽʚ. 

ʆʜʥʠʤ ʽʟ ʩʧʦʩʦʙʽʚ ʟʘʭʠʩʪʫ ʚʽʜ ʧʽʜʙʦʨʫ ʧʘʨʦʣʷ ʻ ʪʝ, ʱʦ ʩʠʩʪʝʤʘ ʥʝ ʜʦʟʚʦʣʷʻ 

ʚʘʤ ʨʦʙʠʪʠ ʥʝʦʙʤʝʞʝʥʫ ʢʽʣʴʢʽʩʪʴ ʩʧʨʦʙ ʚʭʦʜʫ ʚ ʦʙʣʽʢʦʚʠʡ ʟʘʧʠʩ ʢʽʣʴʢʘ ʨʘʟʽʚ 

ʧʦʩʧʽʣʴ. ʄʦʞʣʠʚʦ, ʧʽʩʣʷ 3-ʭ ʘʙʦ 10-ʭ ʥʝʚʜʘʣʠʭ ʩʧʨʦʙ ʩʠʩʪʝʤʘ ʘʢʪʠʚʫʻ ʪʘʡʤ-

ʘʫʪ ʽ ʟʘʧʨʦʧʦʥʫʻ ʚʘʤ ʩʧʨʦʙʫʚʘʪʠ ʚʚʝʩʪʠ ʧʘʨʦʣʴ ʟʥʦʚʫ ʯʝʨʝʟ 10 ʭʚʠʣʠʥ, ʘ ʪʦ ʡ 

ʯʝʨʝʟ ʛʦʜʠʥʫ. ʎʝ ʩʧʨʘʚʜʽ ʛʘʣʴʤʫʻ ʭʘʢʝʨʘ, ʦʩʢʽʣʴʢʠ ʚʽʥ ʤʦʞʝ ʟʨʦʙʠʪʠ ʟʘ ʜʝʥʴ 

ʣʠʰʝ ʢʽʣʴʢʘ ʩʧʨʦʙ ʧʽʜʙʦʨʫ ʧʘʨʦʣʷ ʟʘʤʽʩʪʴ ʤʽʣʴʡʦʥʘ. ɯ ʥʘʚʽʪʴ ʷʢʱʦ ʫ ʚʘʩ ʥʝ 

ʥʘʜʪʦ ʚʘʞʢʠʡ ʧʘʨʦʣʴ, ʟʣʦʚʤʠʩʥʠʢʫ ʙʫʜʝ ʚʘʞʢʦ ʡʦʛʦ ʧʽʜʽʙʨʘʪʠ ʯʝʨʝʟ ʚʝʣʠʢʽ 

ʚʪʨʘʪʠ ʯʘʩʫ. 

iCloud 

Mechenisms Appleôs iCloud. 

Photo 

File Find My 
iPhone 
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ɸʣʝ ʚ ʽʥʪʝʨʬʝʡʩʽ çFind My iPhoneè ʪʘʢʘ ʬʫʥʢʮʽʷ ʥʝ ʧʝʨʝʜʙʘʯʝʥʘ. ʇʦʛʘʥʠʡ 

ʭʣʦʧʝʮʴ ʤʦʞʝ ʚʽʜʧʨʘʚʠʪʠ ʟʘ ʜʝʥʴ ʤʽʣʴʡʦʥ ʧʘʢʝʪʽʚ ʟ ʧʘʨʦʣʝʤ, ʟʣʘʤʘʪʠ ʮʶ 

ʩʣʫʞʙʫ ʽ ʚʢʨʘʩʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ ʢʦʨʠʩʪʫʚʘʯʘ iCloud , ʱʦ ʡ ʤʘʣʦ ʤʽʩʮʝ. 

ʎʝ ʧʨʠʢʣʘʜ ʪʦʛʦ, ʱʦ ʫ ʚʘʩ ʙʫʣʘ ʧʨʘʚʠʣʴʥʘ ʙʝʟʧʝʢʦʚʘ ʧʦʣʽʪʠʢʘ ï ʪʽʣʴʢʠ 

ʧʨʘʚʠʣʴʥʠʡ ʢʦʨʠʩʪʫʚʘʯ ʽ ʧʨʘʚʠʣʴʥʠʡ ʧʘʨʦʣʴ ʤʦʞʝ ʜʘʪʠ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʽʚ. ʋ 

ʚʘʩ ʥʘʚʽʪʴ ʙʫʣʘ ʧʨʘʚʠʣʴʥʘ ʤʦʜʝʣʴ ʟʘʛʨʦʟʠ ʙʝʟʧʝʮʽ, ʱʦ ʧʦʛʘʥʽ ʭʣʦʧʮʽ 

ʥʘʤʘʛʘʪʠʤʫʪʴʩʷ ʚʛʘʜʘʪʠ ʧʘʨʦʣʴ, ʪʦʤʫ ʧʦʪʨʽʙʥʦ ʧʨʦʤʽʰʘʪʠ ʮʴʦʤʫ, ʦʙʤʝʞʠʚʰʠ 

ʢʽʣʴʢʽʩʪʴ ʩʧʨʦʙ ʚʚʝʜʝʥʥʷ. ʆʜʥʘʢ ʨʦʟʨʦʙʥʠʢ ʩʝʨʚʽʩʫ ʧʨʦʩʪʦ çʦʙʣʘʞʘʚʩʷè, ʪʦʤʫ 

ʱʦ ʡʦʛʦ ʤʝʭʘʥʽʟʤ ʙʝʟʧʝʢʠ ʤʽʩʪʠʚ ʧʦʤʠʣʢʫ. ɺʽʥ ʧʨʦʩʪʦ çʟʘʙʫʚè ʟʘʩʪʦʩʫʚʘʪʠ 

ʧʨʘʚʠʣʴʥʫ ʧʦʣʽʪʠʢʫ ʪʘ ʧʨʘʚʠʣʴʥʠʡ ʤʝʭʘʥʽʟʤ ʚ ʦʜʥʦʤʫ ʽʥʪʝʨʬʝʡʩʽ. 

ɯ ʪʘʢʝ ʟ'ʷʚʣʷʻʪʴʩʷ ʟʥʦʚʫ ʽ ʟʥʦʚʫ ʚ ʨʽʟʥʠʭ ʩʠʩʪʝʤʘʭ, ʜʝ ʧʨʦʩʪʦ ʦʜʠʥ ʨʘʟ 

ʧʦʤʠʣʠʣʠʩʷ, ʽ ʮʝ ʚʽʜʙʠʣʦʩʷ ʥʘ ʙʝʟʧʝʮʽ ʚʩʽʻʾ ʩʠʩʪʝʤʠ. ɯʩʥʫʻ ʙʘʛʘʪʦ ʪʘʢʠʭ 

ʧʦʤʠʣʦʢ, ʥʘʧʨʠʢʣʘʜ, ʢʦʣʠ ʨʦʟʨʦʙʥʠʢ ʟʘʙʫʚ ʧʝʨʝʚʽʨʠʪʠ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʫ ʚ 

ʮʽʣʦʤʫ. 

ʅʘʧʨʠʢʣʘʜ, City Bank ʤʘʻ ʩʘʡʪ, ʷʢʠʡ ʜʦʟʚʦʣʷʻ ʚʘʤ ʧʝʨʝʛʣʷʥʫʪʠ ʽʥʬʦʨʤʘʮʽʶ 

ʚʘʰʦʾ ʢʨʝʜʠʪʥʦʾ ʢʘʨʪʢʠ. ʊʦʙʪʦ, ʷʢʱʦ ʫ ʚʘʩ ʻ ʢʘʨʪʘ ʮʴʦʛʦ ʙʘʥʢʫ, ʚʠ ʟʘʭʦʜʠʪʝ ʥʘ 

ʩʘʡʪ, ʽ ʚʽʥ ʢʘʞʝ ʚʘʤ: 

çʪʘʢ, ʫ ʚʘʩ ʻ ʮʷ ʢʨʝʜʠʪʥʘ ʢʘʨʪʢʘ, ʦʩʴ ʚʘʰʽ ʦʧʝʨʘʮʽʾè ʽ ʪʘʢʝ ʽʥʰʝ. ɼʝʢʽʣʴʢʘ 

ʨʦʢʽʚ ʪʦʤʫ ʨʦʙʦʯʘ ʧʨʦʮʝʜʫʨʘ ʧʦʣʷʛʘʣʘ ʚ ʪʦʤʫ, ʱʦ ʚʠ ʟʘʭʦʜʠʪʝ ʥʘ ʷʢʠʡʩʴ ʩʘʡʪ, 

ʚʚʦʜʠʪʝ ʩʚʽʡ ʣʦʛʽʥ ʪʘ ʧʘʨʦʣʴ ʽ ʚʘʩ ʧʝʨʝʥʘʧʨʘʚʣʷʶʪʴ ʥʘ ʩʘʡʪ, ʷʢʠʡ, ʩʢʘʞʽʤʦ, ʤʘʻ 

ʘʜʨʝʩʫ, ʥʘʧʨʠʢʣʘʜ citi.com/account?id=1234 . ɺʠʷʚʣʷʻʪʴʩʷ, ʭʪʦʩʴ 

(ʟʣʦʚʤʠʩʥʠʢ) ʟʜʦʛʘʜʘʚʩʷ, ʱʦ ʷʢʱʦ ʚʠ ʧʨʦʩʪʦ ʟʤʽʥʠʪʝ ʮʽ ʮʠʬʨʠ, ʪʦ ʚʽʣʴʥʦ 

ʟʘʡʜʝʪʝ ʚ ʯʫʞʠʡ ʦʙʣʽʢʦʚʠʡ ʟʘʧʠʩ. ʆʩʴ ʽ ʥʝʟʨʦʟʫʤʽʣʦ, ʱʦ ʜʫʤʘʪʠ ʧʨʦ 

ʨʦʟʨʦʙʥʠʢʽʚ ʪʘʢʦʾ ʩʠʩʪʝʤʠ? 

ʄʦʞʣʠʚʦ, ʨʦʟʨʦʙʥʠʢʠ ʜʫʤʘʣʠ ʧʨʘʚʠʣʴʥʦ, ʘʣʝ ʟʘʙʫʣʠ ʧʝʨʝʚʽʨʠʪʠ, ʷʢ 

ʧʨʘʮʶʻ ʾʭʥʷ ʬʫʥʢʮʽʷ ʙʝʟʧʝʢʠ ʥʘ ʩʪʦʨʽʥʮʽ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ, ʪʦʙʪʦ ʱʦ ʥʝ ʪʽʣʴʢʠ 

ʫ ʤʝʥʝ ʤʦʞʝ ʙʫʪʠ ʧʨʘʚʠʣʴʥʠʡ ID  ʥʦʤʝʨ, ʘʣʝ ʚʽʥ ʪʘʢʦʞ ʤʦʞʝ ʙʫʪʠ ID  ʥʦʤʝʨʦʤ 

ʪʦʛʦ ʭʣʦʧʮʷ, ʷʢʠʡ ʱʦʡʥʦ ʘʚʪʦʨʠʟʫʚʘʚʩʷ. ʎʝ ʚʘʞʣʠʚʘ ʧʝʨʝʚʽʨʢʘ, ʘʣʝ ʚʦʥʠ ʧʨʦ 

ʥʝʾ ʟʘʙʫʣʠ. 
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ʏʠ, ʤʦʞʣʠʚʦ, ʨʦʟʨʦʙʥʠʢʠ ʜʫʤʘʣʠ, ʱʦ ʥʽʭʪʦ ʥʝ ʟʤʦʞʝ ʩʢʦʨʠʩʪʘʪʠʩʷ ʮʽʻʶ 

URL-ʘʜʨʝʩʦʶ, ʢʨʽʤ ʚʘʩ? ʄʦʞʝ, ʚʦʥʠ ʧʨʦʩʪʦ ʤʘʣʠ ʧʦʛʘʥʫ ʤʦʜʝʣʴ ʟʘʛʨʦʟʠ? 

ʄʦʞʝ, ʚʦʥʠ ʧʦʜʫʤʘʣʠ, ʱʦ ʷʢʱʦ ʚʦʥʠ ʥʝ ʥʘʜʨʫʢʫʚʘʣʠ ʮʶ ʘʜʨʝʩʫ ʫ ʚʠʛʣʷʜʽ 

ʧʦʩʠʣʘʥʥʷ, ʪʦ ʥʽʭʪʦ ʥʝ ʟʤʦʞʝ ʧʦ ʥʴʦʤʫ çʢʣʽʢʥʫʪʠè? ʎʝ ʧʨʠʢʣʘʜ ʧʦʛʘʥʦʾ ʤʦʜʝʣʽ 

ʟʘʛʨʦʟʠ. ʄʦʞʝ ʙʫʪʠ ʡ ʪʘʢ, ʫ ʙʫʜʴ-ʷʢʦʤʫ ʨʘʟʽ ʚʘʞʢʦ ʩʢʘʟʘʪʠ, ʯʠʤ ʚʦʥʠ 

ʢʝʨʫʚʘʣʠʩʷ, ʚʠʧʫʩʪʠʚʰʠ ʪʘʢʠʡ ʧʨʦʜʫʢʪ. ʊʘʢʽ ʧʦʤʠʣʢʠ ʯʘʩʪʦ ʪʨʘʧʣʷʶʪʴʩʷ, 

ʧʨʠʯʦʤʫ ʥʘʚʽʪʴ ʤʘʣʝʥʴʢʠʡ, ʥʝʧʦʤʽʪʥʠʡ ʧʨʦʤʘʭ ʫ ʤʝʭʘʥʽʟʤʽ ʙʝʟʧʝʢʠ ʤʦʞʝ 

ʧʨʠʟʚʝʩʪʠ ʜʦ ʩʫʤʥʠʭ ʥʘʩʣʽʜʢʽʚ. 

ʑʝ ʦʜʠʥ ʧʨʠʢʣʘʜ, ʷʢʠʭ ʥʝ ʪʘʢ ʙʘʛʘʪʦ ʚ ʧʦʤʠʣʢʘʭ ʧʝʨʝʚʽʨʢʠ ʽʜʝʥʪʠʬʽʢʘʮʽʾ, 

ʻ ʧʨʦʙʣʝʤʦʶ, ʚʠʷʚʣʝʥʦʶ ʫ ʩʤʘʨʪʬʦʥʽʚ Android ʢʽʣʴʢʘ ʤʽʩʷʮʽʚ ʪʦʤʫ. ʎʷ 

ʧʨʦʙʣʝʤʘ ʙʫʣʘ ʧʦʚ'ʷʟʘʥʘ ʟ ʙʽʪʢʦʾʥʘʤʠ, ʷ ʚʧʝʚʥʝʥʠʡ, ʱʦ ʚʠ ʯʫʣʠ ʧʨʦ ʥʠʭ - ʮʝ 

ʝʣʝʢʪʨʦʥʥʘ ʚʘʣʶʪʘ, ʜʦʩʠʪʴ ʧʦʧʫʣʷʨʥʘ ʚ ʥʘʰʽ ʜʥʽ. ʉʧʦʩʽʙ, ʟʘʚʜʷʢʠ ʷʢʦʤʫ 

ʧʨʘʮʶʻ ʩʠʩʪʝʤʘ Bitcoin, ʻ ʜʦʩʠʪʴ ʧʨʦʩʫʥʫʪʠʤ ï ʮʝ ʪʝ, ʱʦ ʚʘʰ ʙʘʣʘʥʩ 

ʧʦʚ'ʷʟʘʥʠʡ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʧʝʨʩʦʥʘʣʴʥʦʛʦ ʢʣʶʯʘ. ʊʦʤʫ, ʷʢʱʦ ʫ ʚʘʩ ʻ ʯʠʡʩʴ 

ʧʝʨʩʦʥʘʣʴʥʠʡ ʢʣʶʯ, ʚʠ ʤʦʞʝʪʝ ʚʠʪʨʘʪʠʪʠ ʡʦʛʦ ʙʽʪʢʦʡʥʠ. ɹʝʟʧʝʢʘ Bitcoin 

ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʧʨʠʧʫʱʝʥʥʽ, ʱʦ ʥʽʭʪʦ ʥʝ ʟʥʘʻ ʚʘʰʦʛʦ ʢʣʶʯʘ. ʎʝ ʷʢ ʽʟ ʧʘʨʦʣʝʤ, 

ʪʽʣʴʢʠ ʱʝ ʚʘʞʣʠʚʽʰʝ, ʪʦʤʫ ʱʦ ʣʶʜʠ ʤʦʞʫʪʴ ʟʨʦʙʠʪʠ ʙʝʟʣʽʯ ʩʧʨʦʙ ʨʦʟʛʘʜʘʪʠ 

ʚʘʰ ʢʣʶʯ. ʇʨʠ ʮʴʦʤʫ ʥʝʤʘʻ ʨʝʘʣʴʥʦʛʦ ʩʝʨʚʝʨʘ ʜʣʷ ʧʝʨʝʚʽʨʢʠ ʢʣʶʯʽʚ. ʎʝ 

ʧʨʦʩʪʦ ʰʠʬʨʫʚʘʥʥʷ. ʊʦʤʫ ʙʫʜʴ-ʷʢʠʡ ʢʦʤʧ'ʶʪʝʨ ʤʦʞʝ ʩʧʨʦʙʫʚʘʪʠ 

ʨʦʟʰʠʬʨʫʚʘʪʠ ʢʣʶʯ, ʽ ʷʢʱʦ ʮʝ ʚʠʡʜʝ, ʚʦʥʠ ʟʤʦʞʫʪʴ ʧʝʨʝʢʣʘʩʪʠ ʚʘʰʽ ʙʽʪʢʦʾʥʠ 

ʢʦʤʫʩʴ ʽʥʰʦʤʫ. ʊʦʤʫ ʥʘʜʟʚʠʯʘʡʥʦ ʚʘʞʣʠʚʦ ʛʝʥʝʨʫʚʘʪʠ ʥʘʜʽʡʥʽ ʩʢʣʘʜʥʽ ʢʣʶʯʽ, 

ʷʢʽ ʥʽʭʪʦ ʥʝ ʟʤʦʞʝ ʨʦʟʛʘʜʘʪʠ. 

ɭ ʣʶʜʠ, ʷʢʽ ʢʦʨʠʩʪʫʶʪʴʩʷ ʩʚʦʾʤʠ ʙʽʪʢʦʾʥʠ ʟʽ ʩʤʘʨʪʬʦʥʘ ʧʽʜ ʢʝʨʫʚʘʥʥʷʤ 

Android. ɯʩʥʫʻ ʤʦʙʽʣʴʥʘ ʧʨʦʛʨʘʤʘ ʥʘ API Java ʧʽʜ ʥʘʟʚʦʶ SecureRandom, ʷʢʘ 

ʛʝʥʝʨʫʻ ʚʠʧʘʜʢʦʚʽ ʟʥʘʯʝʥʥʷ ʢʣʶʯʽʚ ʜʣʷ Bitcoin. ʇʨʦʪʝ ʣʶʜʠ ʟ'ʷʩʫʚʘʣʠ, ʱʦ 

ʥʘʩʧʨʘʚʜʽ ʮʝ ʥʝ ʚʠʧʘʜʢʦʚʽ ʯʠʩʣʘ. ʎʷ ʧʨʦʛʨʘʤʘ ʤʽʩʪʠʪʴ ʛʝʥʝʨʘʪʦʨ 

ʧʩʝʚʜʦʚʠʧʘʜʢʦʚʠʭ ʯʠʩʝʣ, ʘʙʦ PRNG. Secure Random ʟʘʜʘʻ ʡʦʤʫ ʧʦʯʘʪʢʦʚʠʡ 

ʤʘʩʠʚ ʽʟ ʢʽʣʴʢʦʭ ʩʦʪʝʥʴ ʚʠʧʘʜʢʦʚʠʭ ʙʽʪʽʚ, ʷʢʽ PRNG ʤʦʞʝ çʨʦʟʪʷʛʥʫʪʠè ʥʘ 

ʩʪʽʣʴʢʠ ʚʠʧʘʜʢʦʚʠʭ ʙʽʪʽʚ, ʩʢʽʣʴʢʠ ʟʘʭʦʯʝʪʝ. ʊʦʙʪʦ ʩʧʦʯʘʪʢʫ ʚʠ ʚʠʢʦʨʠʩʪʦʚʫʻʪʝ 
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ʚʠʭʽʜʥʠʡ ʤʘʩʠʚ, ʷʢʠʡʩʴ çʧʦʩʽʚʥʠʡ ʤʘʪʝʨʽʘʣè, ʘ ʧʦʪʽʤ ʛʝʥʝʨʫʻʪʝ ʟ ʥʴʦʛʦ ʙʫʜʴ-

ʷʢʫ ʙʘʞʘʥʫ ʢʽʣʴʢʽʩʪʴ ʙʽʪʽʚ, ʪʦʙʪʦ ʚʠʨʦʱʫʻ ʩʚʽʡ ʫʨʦʞʘʡ ʢʣʶʯʽʚ. 

ɿʘʚʜʷʢʠ ʨʽʟʥʠʤ ʢʨʠʧʪʦʛʨʘʬʽʯʥʠʤ ʧʨʠʥʮʠʧʘʤ, ʥʝ ʙʫʜʝʤʦ ʚ ʥʠʭ 

ʟʘʛʣʠʙʣʶʚʘʪʠʩʷ, ʮʝ ʩʧʨʘʚʜʽ ʧʨʘʮʶʻ. ʗʢʱʦ ʚʠ ʩʧʦʯʘʪʢʫ ʜʘʩʪʝ ʮʴʦʤʫ PRNG 

ʢʽʣʴʢʘ ʩʦʪʝʥʴ ʩʧʨʘʚʜʽ ʚʠʧʘʜʢʦʚʠʭ ʙʽʪʽʚ, ʙʫʜʝ ʥʘʜʟʚʠʯʘʡʥʦ ʩʢʣʘʜʥʦ ʚʛʘʜʘʪʠ, ʷʢʽ 

ʧʩʝʚʜʦʚʠʧʘʜʢʦʚʽ ʯʠʩʣʘ ʚʽʥ ʟʛʝʥʝʨʫʻ. ɸʣʝ ʧʨʦʙʣʝʤʘ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʚ 

ʙʽʙʣʽʦʪʝʮʽ Java ʙʫʣʘ ʥʝʚʝʣʠʢʘ ʧʦʤʠʣʢʘ. ɿʘ ʧʝʚʥʠʭ ʦʙʩʪʘʚʠʥ ʚʦʥʘ ʟʘʙʫʚʘʣʘ 

ʟʘʙʝʟʧʝʯʠʪʠ PRNG ʚʠʭʽʜʥʠʤʠ ʟʥʘʯʝʥʥʷʤʠ, ʽ ʤʘʩʠʚ ʩʢʣʘʜʘʚʩʷ ʟ ʦʜʥʠʭ ʥʫʣʽʚ. ʎʝ 

ʦʟʥʘʯʘʣʦ, ʱʦ ʙʫʜʴ-ʭʪʦ ʤʽʛ ʜʽʟʥʘʪʠʩʷ, ʷʢʽ ʚʠʧʘʜʢʦʚʽ ʯʠʩʣʘ PRNG ʟʛʝʥʝʨʫʚʘʚ ʜʣʷ 

ʢʣʶʯʽʚ. ʗʢʱʦ ʚʦʥʠ ʧʦʯʠʥʘʶʪʴʩʷ ʟ ʥʫʣʽʚ, ʟʥʘʯʠʪʴ, ʚʦʥʠ ʛʝʥʝʨʫʶʪʴ ʦʜʥʘʢʦʚʽ 

ʟʥʘʯʝʥʥʷ, ʽ ʟʣʦʤʱʠʢ ʣʝʛʢʦ ʦʪʨʠʤʫʻ ʪʘʢʠʡ ʞʝ ʧʝʨʩʦʥʘʣʴʥʠʡ ʢʣʶʯ, ʷʢ ʫ ʚʘʩ. 

ʊʦʙʪʦ ʚʽʥ ʧʨʦʩʪʦ ʛʝʥʝʨʫʻ ʚʘʰ ʢʣʶʯ ʽ ʨʦʟʧʦʨʷʜʞʘʻʪʴʩʷ ʚʘʰʠʤʠ ʙʽʪʢʦʽʥʘʤʠ. 

ʎʝ ʱʝ ʦʜʠʥ ʧʨʠʢʣʘʜ ʪʦʛʦ, ʷʢ ʥʝʚʝʣʠʢʘ ʧʦʤʠʣʢʘ ʤʝʭʘʥʽʟʤʫ ʙʝʟʧʝʢʠ ʤʦʞʝ 

ʧʨʠʟʚʝʩʪʠ ʜʦ ʢʘʪʘʩʪʨʦʬʽʯʥʠʭ ʨʝʟʫʣʴʪʘʪʽʚ. ɹʘʛʘʪʦ ʣʶʜʝʡ ʯʝʨʝʟ ʮʝ ʚʪʨʘʪʠʣʠ ʩʚʦʾ 

ʙʽʪʢʦʾʥʠ. ɿʚʠʯʘʡʥʦ, ʪʘʢʽ ʧʦʤʠʣʢʠ ʥʘ ʷʢʦʤʫʩʴ ʨʽʚʥʽ ʚʠʧʨʘʚʣʷʶʪʴʩʷ, ʤʦʞʥʘ 

ʟʤʽʥʠʪʠ ʽʤʧʣʝʤʝʥʪʘʮʽʶ Java ʫ ʧʨʦʛʨʘʤʽ SecureRandom ʪʘʢ, ʱʦʙ ʚʦʥʘ ʟʘʚʞʜʠ 

ʟʘʧʦʚʥʶʚʘʣʘ PRNG ʚʠʧʘʜʢʦʚʠʤ ʤʘʩʠʚʦʤ ʚʠʭʽʜʥʠʭ ʙʽʪʽʚ. ɸʣʝ ʚ ʙʫʜʴ-ʷʢʦʤʫ 

ʚʠʧʘʜʢʫ ʮʝ ʻ ʱʝ ʦʜʥʠʤ ʧʨʠʢʣʘʜʦʤ ʧʦʤʠʣʢʦʚʦʾ ʨʦʙʦʪʠ ʤʝʭʘʥʽʟʤʫ ʙʝʟʧʝʢʠ. 

ʏʠ ʮʝ ʚʽʜʨʽʟʥʷʻʪʴʩʷ ʚʽʜ ʘʪʘʢʠ ʥʘ ʘʣʛʦʨʠʪʤ ʩʪʚʦʨʝʥʥʷ ʮʠʬʨʦʚʦʛʦ ʧʽʜʧʠʩʫ 

DSA? ʅʘʩʧʨʘʚʜʽ ʧʨʦʙʣʝʤʘ ʥʘʙʘʛʘʪʦ ʩʢʣʘʜʥʽʰʘ, ʥʽʞ ʮʝ ʟʘʧʠʪʘʥʥʷ. ʇʨʦʙʣʝʤʘ ʚ 

ʪʦʤʫ, ʱʦ ʥʘʚʽʪʴ ʷʢʱʦ ʚʠ ʥʝ ʟʛʝʥʝʨʫʚʘʣʠ ʩʚʽʡ ʢʣʶʯ ʩʧʦʯʘʪʢʫ ʥʘ Android  

ʧʨʠʩʪʨʦʾ, ʢʦʥʢʨʝʪʥʘ ʩʭʝʤʘ ʧʽʜʧʠʩʫ Bitcoin  ʧʝʨʝʜʙʘʯʘʻ, ʱʦ ʢʦʞʥʦʛʦ ʨʘʟʫ, 

ʢʦʣʠ ʚʠ ʛʝʥʝʨʫʻʪʝ ʥʦʚʠʡ ʧʽʜʧʠʩ ʟʘ ʜʦʧʦʤʦʛʦʶ ʮʴʦʛʦ ʢʣʶʯʘ, ʚʠ ʚʠʢʦʨʠʩʪʦʚʫʻʪʝ 

ʦʜʥʦʨʘʟʦʚʠʡ ʩʚʽʞʠʡ ʘʙʦ ʷʢ ʡʦʛʦ ʱʝ ʥʘʟʠʚʘʶʪʴ çnonce è ɺʠʭʽʜʥʠʢ ʜʣʷ ʪʘʢʦʾ 

ʛʝʥʝʨʘʮʽʾ. ɯ ʷʢʱʦ ʚʠ ʢʦʣʠʩʴ ʟʛʝʥʝʨʫʻʪʝ ʜʚʘ ʧʽʜʧʠʩʠ ʥʘ ʦʩʥʦʚʽ ʦʜʥʦʛʦ 

ʦʜʥʦʨʘʟʦʚʦʛʦ ʚʠʭʽʜʥʠʢʘ, ʭʪʦʩʴ ʟʤʦʞʝ ʧʦʚʪʦʨʠʪʠ ʚʘʰ ʢʣʶʯ. 

ʎʽ ʚʠʧʘʜʢʠ ʧʦʜʽʙʥʽ, ʘʣʝ ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʜʝʪʘʣʷʤʠ. ʗʢʱʦ ʚʠ ʟʤʦʞʝʪʝ 

ʟʛʝʥʝʨʫʚʘʪʠ ʢʣʶʯ ʜʝʩʴ ʱʝ, ʢʨʽʤ Android , ʽ ʮʝ ʙʫʜʝ ʜʽʡʩʥʦ ʥʘʜʽʡʥʠʡ ʢʣʶʯ, ʪʦ 

ʢʦʞʝʥ ʨʘʟ, ʢʦʣʠ ʚʠ ʩʧʨʦʙʫʻʪʝ ʟʛʝʥʝʨʫʚʘʪʠ 2 ʧʽʜʧʠʩʠ ʟ ʦʜʥʦʛʦ ʽ ʪʦʛʦ ʞ nonce 
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ʘʙʦ ʚʠʧʘʜʢʦʚʦʛʦ ʟʥʘʯʝʥʥʷ, ʭʪʦʩʴ ʟʤʦʞʝ ʰʣʷʭʦʤ ʩʢʣʘʜʥʠʭ ʤʘʪʝʤʘʪʠʯʥʠʭ 

ʦʙʯʠʩʣʝʥʴ ʧʨʦʨʘʭʫʚʘʪʠ ʚʘʰʽ ʧʽʜʧʠʩʠ ʪʘ ʚʠʪʷʛʪʠ ʟ ʥʠʭ ʚʘʰ ʚʽʜʢʨʠʪʠʡ ʢʣʶʯ. 

ɸʙʦ ʱʝ ʚʘʞʣʠʚʽʰʝ ʧʝʨʩʦʥʘʣʴʥʠʡ ʢʣʶʯ. 

ʗ ʭʦʯʫ ʱʝ ʨʘʟ ʥʘʛʦʣʦʩʠʪʠ, ʱʦ ʙʫʜʴ-ʷʢʘ ʜʝʪʘʣʴ ʫ ʢʦʤʧ'ʶʪʝʨʥʽʡ ʙʝʟʧʝʮʽ ʤʘʻ 

ʚʘʞʣʠʚʝ ʟʥʘʯʝʥʥʷ. ʗʢʱʦ ʚʠ ʟʨʦʙʠʪʝ ʧʦʤʠʣʢʫ, ʱʦ ʟʜʘʻʪʴʩʷ ʥʝʩʫʪʪʻʚʦʶ, 

ʥʘʧʨʠʢʣʘʜ, ʟʘʙʫʜʝʪʝ ʱʦʩʴ ʧʝʨʝʚʽʨʠʪʠ, ʘʙʦ ʽʥʽʮʽʘʣʽʟʫʚʘʪʠ ʚʠʧʘʜʢʦʚʠʡ ʤʘʩʠʚ 

ʚʠʭʽʜʥʠʭ ʜʘʥʠʭ, ʮʝ ʤʦʞʝ ʤʘʪʠ ʩʝʨʡʦʟʥʽ ʥʘʩʣʽʜʢʠ ʜʣʷ ʚʩʽʻʾ ʩʠʩʪʝʤʠ. 

ʋ ʚʘʩ ʤʘʻ ʙʫʪʠ ʯʽʪʢʝ ʫʷʚʣʝʥʥʷ ʧʨʦ ʪʝ, ʷʢʽ ʦʩʦʙʣʠʚʦʩʪʽ, ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ 

ʚʘʰʦʾ ʩʠʩʪʝʤʠ, ʱʦ ʚʦʥʘ ʧʦʚʠʥʥʘ ʨʦʙʠʪʠ ʽ ʷʢʽ ʥʝʩʧʦʜʽʚʘʥʢʠ ʭʦʚʘʶʪʴʩʷ ʟʘ ʨʦʛʦʤ. 

ʋ ʮʴʦʤʫ ʩʝʥʩʽ ʜʦʙʨʝ ʧʦʜʫʤʘʪʠ ʧʨʦ ʪʝ, ʷʢ ʤʦʞʥʘ ʟʣʘʤʘʪʠ ʚʘʰʫ ʩʠʩʪʝʤʫ, 

ʧʨʦʤʘʮʘʪʠ ʾʾ ʟ ʫʩʽʭ ʙʦʢʽʚ, ʥʘʧʨʠʢʣʘʜ, ʱʦ ʩʪʘʥʝʪʴʩʷ, ʷʢʱʦ ʚʘʤ ʥʘʜʘʪʠ ʥʘʜʪʦ 

ʚʽʣʴʥʠʡ ʜʦʩʪʫʧ, ʘʙʦ ʷʢʠʡ ʥʘʡʥʝʚʽʣʴʥʽʰʠʡ ʟ ʫʩʽʭ ʚʽʣʴʥʠʭ ʜʦʩʪʫʧʽʚ ʤʦʞʥʘ 

ʟʘʣʠʰʠʪʠ? ʗʢʽ ʜʘʥʽ ʧʦʚʠʥʝʥʥʽ ʧʦʤʽʩʪʠʪʠ ʚ ʩʚʦʶ ʩʠʩʪʝʤʫ, ʱʦʙ ʟʘʪʢʥʫʪʠ ʚʩʽʣʷʢʽ 

ʧʨʦʣʦʤʠ? 

ʆʜʥʠʤ ʽʟ ʜʦʙʨʠʭ ʧʨʠʢʣʘʜʽʚ ʪʘʢʦʾ ʜʚʦʟʥʘʯʥʦʩʪʽ ʻ SSL ʩʝʨʪʠʬʽʢʘʪʠ, ʷʢʽ 

ʟʘʰʠʬʨʦʚʫʶʪʴ ʽʤʝʥʘ ʚ ʩʘʤ ʩʝʨʪʠʬʽʢʘʪ. ʎʷ ʧʨʦʙʣʝʤʘ ʚʽʜʨʽʟʥʷʻʪʴʩʷ ʚʽʜ 

ʧʨʦʙʣʝʤʠ, ʧʦʚ'ʷʟʘʥʦʾ ʟ ʜʦʚʽʨʦʶ ʜʦ ʉɸ. SSL-ʩʝʨʪʠʬʽʢʘʪʠ ï ʮʝ ʧʨʦʩʪʦ 

ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʙʘʡʪʽʚ, ʷʢʽ ʚʘʤ ʥʘʜʩʠʣʘʻ ʚʝʙ-ʩʝʨʚʝʨ. ʋʩʝʨʝʜʠʥʽ ʮʴʦʛʦ 

ʩʝʨʪʠʬʽʢʘʪʘ ʟʥʘʭʦʜʠʪʴʩʷ ʽʤ'ʷ ʨʝʩʫʨʩʫ, ʜʦ ʷʢʦʛʦ ʚʠ ʧʨʠʻʜʥʫʻʪʝʩʷ, ʥʘʧʨʠʢʣʘʜ, 

Amazon.com. ɺʠ ʟʥʘʻʪʝ, ʱʦ ʚʠ ʥʝ ʤʦʞʝʪʝ ʧʨʦʩʪʦ ʟʘʧʠʩʘʪʠ ʮʽ ʙʘʡʪʠ. ɺʘʤ ʪʨʝʙʘ 

ʷʢʦʩʴ ʟʘʰʠʬʨʫʚʘʪʠ ʾʭ ʪʘ ʚʢʘʟʘʪʠ, ʱʦ ʮʝ Amazon.com, ʪʘ ʨʦʟʤʽʩʪʠʪʠ ʾʭ 

ʥʘʧʨʠʢʽʥʮʽ ʨʷʜʢʘ. 

ʊʘʢ ʦʩʴ, ʫ SSL ʩʝʨʪʠʬʽʢʘʪʘʭ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʧʝʚʥʘ ʩʭʝʤʘ ʰʠʬʨʫʚʘʥʥʷ, 

ʷʢʘ ʟʘʧʠʩʫʻ Amazon.com, ʩʧʦʯʘʪʢʫ ʟʘʧʠʩʘʚʰʠ ʢʽʣʴʢʽʩʪʴ ʙʘʡʪʽʚ ʫ ʨʷʜʢʫ. 

ɼʦʙʨʝ, ʩʧʦʯʘʪʢʫ ʾʭ ʧʦʪʨʽʙʥʦ ʟʘʧʠʩʘʪʠ. ʅʝʭʘʡ ʫ ʤʝʥʝ ʙʫʜʝ 10 ʙʘʡʪʦʚʠʡ 

ʨʷʜʦʢ ʧʽʜ ʥʘʟʚʦʶ Amazon.com, ʚʦʥʦ ʩʧʨʘʚʜʽ ʩʢʣʘʜʘʻʪʴʩʷ ʟ 10 ʙʘʡʪʽʚ. ʏʫʜʦʚʦ. 

ʋ ʥʘʩ ʻ 10 ʙʘʡʪ, ʷʢʽ ʻ ʙʫʢʚʘʤʠ ʥʘʟʚʠ ʽ ʪʦʯʢʫ, ʘ ʟʘ ʽ ʧʝʨʝʜ ʮʠʤʠ 10 ʙʘʡʪʘʤʠ ʚ 

ʨʷʜʢʫ ʤʦʞʫʪʴ ʨʦʟʪʘʰʦʚʫʚʘʪʠʩʷ ʱʝ ʷʢʽʩʴ ʟʥʘʢʠ. 

ʇʦʪʽʤ ʙʨʘʫʟʝʨ, ʥʘʧʠʩʘʥʠʡ ʤʦʚʦʶ ʉ, ʙʝʨʝ ʮʽ ʙʘʡʪʠ ʚ ʦʙʨʦʙʢʫ. ʎʷ ʤʦʚʘ 

ʧʨʝʜʩʪʘʚʣʷʻ ʨʷʜʢʠ ʟ 0, ʱʦ ʦʟʥʘʯʘʻ ʢʽʥʝʮʴ ʨʷʜʢʘ. ʊʘʢʠʤ ʯʠʥʦʤ, ʉ ʥʝʤʘʻ 
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ʣʽʯʠʣʴʥʠʢʘ ʜʦʚʞʠʥʠ ʨʷʜʢʘ. ʅʘʪʦʤʽʩʪʴ ʚʽʥ ʚʨʘʭʦʚʫʻ ʚʩʽ ʙʘʡʪʠ, ʽ ʢʽʥʝʮʴ ʨʷʜʢʘ 

ʜʣʷ ʥʴʦʛʦ ï ʮʝ ʧʨʦʩʪʦ ʥʫʣʴʦʚʠʡ ʙʘʡʪ. ʅʘʧʨʠʢʽʥʮʽ ʨʷʜʢʘ ʉ ʧʠʰʝ ʡʦʛʦ ʟʚʦʨʦʪʥʠʤ 

ʩʣʝʰʝʤ - \, ʪʦʙʪʦ ʮʝ ʚʠʛʣʷʜʘʻ ʷʢ amazon.com\ 0. 

 

 

ʈʠʩ. 2.3.  

 

ɺʩʝ ʮʝ ʟʥʘʭʦʜʠʪʴʩʷ ʫ ʧʘʤ'ʷʪʽ ʚʘʰʦʛʦ ʙʨʘʫʟʝʨʘ. ɼʝʩʴ ʫ ʡʦʛʦ ʧʘʤ'ʷʪʽ ʪʝʧʝʨ ʻ 

ʨʷʜʦʢ ʟ 11 ʙʘʡʪ ʽʟ ʥʫʣʝʤ ʥʘʧʨʠʢʽʥʮʽ. ɯ ʢʦʣʠ ʙʨʘʫʟʝʨ ʽʥʪʝʨʧʨʝʪʫʻ ʮʝʡ ʨʷʜʦʢ, ʚʽʥ 

ʧʨʦʜʦʚʞʫʻ ʡʪʠ ʥʠʤ, ʧʦʢʠ ʥʝ ʧʦʙʘʯʠʪʴ ʚ ʢʽʥʮʽ ʨʷʜʢʘ ʥʫʣʴʦʚʠʡ ʤʘʨʢʝʨ. 

ɸ ʷʢʱʦ ʫ ʥʘʩ ʻ 0 ʫ ʩʝʨʝʜʠʥʽ ʨʷʜʢʘ? ʊʘʢ ʮʝ ʤʦʞʣʠʚʦ. ɯ ʚ ʮʴʦʤʫ ʩʝʥʩʽ ʽʩʥʫʻ 

ʧʝʚʥʠʡ ʨʦʟʨʠʚ ʫ ʨʦʟʫʤʽʥʥʽ ʪʦʛʦ, ʷʢ ʙʨʘʫʟʝʨ ʽʥʪʝʨʧʨʝʪʫʻ ʨʷʜʢʠ. 

ʇʨʠʧʫʩʪʠʤʦ, ʱʦ ʷ ʚʦʣʦʜʽʶ ʜʦʤʝʥʦʤ foo.com. ʗ ʤʦʞʫ ʦʪʨʠʤʘʪʠ 

ʩʝʨʪʠʬʽʢʘʪ ʥʘ çʱʦ-ʚʛʦʜʥʦ-foo.comè. ʊʘʢʠʤ ʯʠʥʦʤ, ʷ ʤʦʞʫ ʧʦʧʨʦʩʠʪʠ 

ʩʝʨʪʠʬʽʢʘʪ ʥʘ ʽʤ'ʷ amazon.com\ 0x.f oo.com. ɿ ʧʦʛʣʷʜʫ ʙʨʘʫʟʝʨʘ ʮʝ 

ʧʨʘʚʠʣʴʥʠʡ ʨʷʜʦʢ. ʎʝ 20 ʙʘʡʪʦʚʝ ʽʤ'ʷ, ʱʦ ʩʢʣʘʜʘʻʪʴʩʷ ʟ 20 ʙʘʡʪʽʚ. 

ʈʘʥʽʰʝ ʙʫʣʦ ʪʘʢ, ʱʦ ʚʠ ʤʦʛʣʠ ʟʚʝʨʥʫʪʠʩʷ ʜʦ ʮʝʥʪʨʫ ʘʚʪʦʨʠʟʘʮʽʾ ȯȞ ʪʘ 

ʩʢʘʟʘʪʠ: çʷ ʚʦʣʦʜʽʶ foo.com, ʜʘʡʪʝ ʤʝʥʽ ʩʝʨʪʠʬʽʢʘʪ ʥʘ ʮʶ ʰʪʫʢʫ!è. ɯ ʚʦʥʠ 

ʙʫʣʠ ʙ ʮʽʣʢʦʤ ʛʦʪʦʚʽ ʟʨʦʙʠʪʠ ʮʝ, ʪʦʤʫ ʱʦ amazon.com0x ʮʝ ʧʽʜʜʦʤʝʥ 

foo.com, ʽ ʚʽʥ ʧʦʚʥʽʩʪʶ ʪʚʽʡ. 

ɸʣʝ ʧʦʪʽʤ, ʢʦʣʠ ʙʨʘʫʟʝʨ ʙʝʨʝ ʮʝʡ ʨʷʜʦʢ ʽ ʟʘʚʘʥʪʘʞʫʻ ʡʦʛʦ ʥʘ ʟʛʘʜʢʫ, ʚʽʥ 

ʨʦʙʠʪʴ ʪʝ ʞ ʩʘʤʝ, ʱʦ ʷ ʦʧʠʩʘʚ ʨʘʥʽʰʝ ð ʚʽʥ ʢʦʧʽʶʻ ʨʷʜʦʢ. 

amazon.com0x.foo.com  ʽ ʩʣʫʭʥʷʥʦ ʜʦʜʘʩʪʴ ʥʘ ʟʘʚʝʨʰʝʥʥʷ ʮʴʦʛʦ ʨʷʜʢʘ ʱʝ 

ʦʜʠʥ ʥʫʣʴ - amazon.com\ 0x.foo.com \ 0 (ʨʠʩ. 2.3). 

ɸʣʝ ʧʦʪʽʤ, ʢʦʣʠ ʽʥʰʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʨʘʫʟʝʨʘ ʧʦʯʥʝ 

ʽʥʪʝʨʧʨʝʪʫʚʘʪʠ ʨʷʜʦʢ ʫ ʮʴʦʤʫ ʤʽʩʮʽ ʧʘʤ'ʷʪʽ, ʚʦʥʦ ʧʦʯʥʝ ʾʾ ʯʠʪʘʪʠ ʽ, ʧʦʙʘʯʠʚʰʠ 

Android Bitcoin SSL      10 amazon.com 
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0 ʚ ʩʝʨʝʜʠʥʽ ʨʷʜʢʘ, ʩʢʘʞʝ: çʚʽʜʤʽʥʥʦ, ʮʝ ʢʽʥʝʮʴ ʨʷʜʢʘ!è ʽ ʦʙʥʫʣʠʪʠ ʚʩʝ, ʱʦ 

ʩʣʽʜʫʻ ʥʘ ʘʜʨʝʩʫ ʧʽʩʣʷ ʥʴʦʛʦ. ʆʪʞʝ, ʚ ʨʝʟʫʣʴʪʘʪʽ ʤʠ ʦʪʨʠʤʘʻʤʦ ʩʘʡʪ 

Amazon.com. 

ʎʝ ʻ ʧʨʠʢʣʘʜʦʤ ʪʦʛʦ, ʷʢ ʥʝʫʟʛʦʜʞʝʥʽʩʪʴ ʤʽʞ ʽʥʪʝʨʧʨʝʪʘʮʽʡʥʦʶ ʟʜʘʪʥʽʩʪʶ 

ʤʦʚʠ ʉ ʪʘ ʩʧʦʩʦʙʦʤ ʰʠʬʨʫʚʘʥʥʷ SSL ʩʝʨʪʠʬʽʢʘʪʽʚ ʚʠʢʣʠʢʘʣʦ ʧʨʦʙʣʝʤʫ 

ʙʝʟʧʝʢʠ. ʎʝ ʙʫʣʦ ʚʠʷʚʣʝʥʦ ʢʽʣʴʢʘ ʨʦʢʽʚ ʪʦʤʫ ʭʣʦʧʮʝʤ ʥʘ ʽʤ'ʷ ʄʦʢʩʽ 

ʄʘʨʣʽʥʩʧʘʡʢ (Moxie Marlinspike), ʽ ʮʝ ʜʦʩʠʪʴ ʨʦʟʫʤʥʝ ʟʘʫʚʘʞʝʥʥʷ. 

ʊʘʢʽ ʚʠʜʠ ʧʦʤʠʣʦʢ ʰʠʬʨʫʚʘʥʥʷ ʜʫʞʝ ʧʦʰʠʨʝʥʽ ʫ ʧʨʦʛʨʘʤʥʦʤʫ 

ʟʘʙʝʟʧʝʯʝʥʥʽ, ʟʘ ʚʠʥʷʪʢʦʤ ʚʠʧʘʜʢʽʚ, ʢʦʣʠ ʚʠ ʜʫʞʝ ʨʝʪʝʣʴʥʦ ʧʽʜʽʡʜʝʪʝ ʜʦ 

ʢʦʜʫʚʘʥʥʷ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʨʽʟʥʽ ʩʧʦʩʦʙʠ ʰʠʬʨʫʚʘʥʥʷ. ɯ ʱʦʨʘʟʫ, ʢʦʣʠ 

ʚʠʥʠʢʘʻ ʧʦʜʽʙʥʘ ʥʝʫʟʛʦʜʞʝʥʽʩʪʴ, ʥʝʶ ʤʦʞʝ ʩʢʦʨʠʩʪʘʪʠʩʷ çʧʦʛʘʥʠʡ ʭʣʦʧʝʮʴè. 

ʆʜʥʘ ʩʠʩʪʝʤʘ ʚʚʘʞʘʻ, ʱʦ ʮʝ ʚʜʘʣʝ ʽʤ'ʷ, ʽʥʰʘ ʚʚʘʞʘʻ, ʱʦ ʮʝ ʥʝʛʘʨʘʟʜ. ɯ ʮʝ ʻ 

ʜʦʙʨʠʤ ʩʧʦʩʦʙʦʤ, ʱʦʙ ʧʽʜʰʪʦʚʭʥʫʪʠ ʩʠʩʪʝʤʫ ʜʦ ʥʝʧʦʣʘʜʦʢ ʫ ʨʦʙʦʪʽ. 

 

2.5. ȻɚɘɔɗɖɌ ɛɑɜɑɛɚɎəɑəəɫ ɍɟɠɑɜɌ  

 

ʆʩʪʘʥʥʽʡ ʧʨʠʢʣʘʜ ʚʽʜʤʦʚʠ ʤʝʭʘʥʽʟʤʫ ʙʝʟʧʝʢʠ, ʷʢʠʡ ʤʠ ʨʦʟʛʣʷʥʝʤʦ, ï ʮʝ 

ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ. ʅʘʛʘʜʘʶ, ʱʦ ʻ ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ. ʇʦʩʪʘʚʪʝʩʷ ʜʦ 

ʮʴʦʛʦ ʩʝʨʡʦʟʥʦ, ʪʦʤʫ ʱʦ ʚʘʰʠʤ ʟʘʚʜʘʥʥʷʤ ʙʫʜʝ ʩʢʦʨʠʩʪʘʪʠʩʷ ʪʘʢʦʶ 

ʚʨʘʟʣʠʚʽʩʪʶ ʪʘ ʚʠʧʨʦʙʫʚʘʪʠ ʮʝʡ ʚʠʜ ʘʪʘʢʠ ʥʘ ʨʝʘʣʴʥʦʤʫ ʚʝʙ-ʩʝʨʚʝʨʽ. 

ʆʪʞʝ, ʥʘʰʘ ʩʠʩʪʝʤʘ ʻ ʢʦʤʧ'ʶʪʝʨʦʤ, ʥʘ ʷʢʦʤʫ ʨʦʟʛʦʨʥʫʪʠʡ ʚʝʙ-ʩʝʨʚʝʨ. ɺʝʙ-

ʩʝʨʚʝʨ ï ʮʝ ʧʨʦʛʨʘʤʘ, ʷʢʘ ʩʧʨʠʡʤʘʪʠʤʝ ʧʽʜʢʣʶʯʝʥʥʷ ʽʟ ʟʦʚʥʽʰʥʴʦʛʦ ʩʚʽʪʫ, 

ʧʨʠʡʤʘʪʠʤʝ ʟʘʧʠʪʠ, ʷʢʽ ʚ ʦʩʥʦʚʥʦʤʫ ʷʚʣʷʶʪʴ ʩʦʙʦʶ ʧʘʢʝʪʠ ʜʘʥʠʭ, ʦʙʨʦʙʣʷʪʠ 

ʾʭ, ʽ, ʡʤʦʚʽʨʥʦ, ʟʜʽʡʩʥʶʚʘʪʠ ʷʢʽʩʴ ʧʝʨʝʚʽʨʦʯʥʽ ʜʽʾ. ʗʢʱʦ ʮʝ ʥʝʧʨʘʚʠʣʴʥʘ URL-

ʘʜʨʝʩʘ ʘʙʦ ʷʢʱʦ ʭʪʦʩʴ ʥʘʤʘʛʘʻʪʴʩʷ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʽʚ, ʽ ʚʽʥ ʥʝ 

ʘʚʪʦʨʠʟʦʚʘʥʠʡ ʜʣʷ ʪʘʢʦʛʦ ʜʦʩʪʫʧʫ, ʚʝʙ-ʩʝʨʚʝʨ ʷʢ ʚʽʜʧʦʚʽʜʴ ʚʠʜʘʩʪʴ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʧʦʤʠʣʢʫ. ɺ ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ ʚʽʥ ʥʘʜʘʩʪʴ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʽʚ, 
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ʤʦʞʣʠʚʦ, ʨʦʟʤʽʱʝʥʠʭ ʥʘ ʞʦʨʩʪʢʦʤʫ ʜʠʩʢʫ, ʽ ʥʘʜʽʰʣʝ ʾʭ ʢʦʨʠʩʪʫʚʘʯʫ ʫ ʚʠʛʣʷʜʽ 

ʬʦʨʤʠ ʚʽʜʧʦʚʽʜʽ. 

ʎʝ ʥʘʡʧʦʰʠʨʝʥʽʰʘ ʩʭʝʤʘ ʩʝʨʚʝʨʽʚ, ʷʢʫ ʚʠ, ʥʘʧʝʚʥʦ, ʟʥʘʻʪʝ. ʋ ʯʦʤʫ ʧʦʣʷʛʘʻ 

ʾʾ ʧʦʣʽʪʠʢʘ ʪʘ ʷʢʽ ʤʦʜʝʣʽ ʟʘʛʨʦʟ? 

ʅʘʩʧʨʘʚʜʽ ʜʦʩʠʪʴ ʚʘʞʢʦ ʚʠʟʥʘʯʠʪʠ ʧʦʣʽʪʠʢʫ ʪʘ ʤʦʜʝʣʽ ʟʘʛʨʦʟ, ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʫ ʙʘʛʘʪʴʦʭ ʨʝʘʣʴʥʠʭ ʩʠʩʪʝʤʘʭ. ʎʝ, ʩʚʦʻʶ ʯʝʨʛʦʶ, 

ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʧʨʦʙʣʝʤ ʙʝʟʧʝʢʠ. ʋ ʛʣʦʙʘʣʴʥʦʤʫ ʩʝʥʩʽ ʧʦʣʽʪʠʢʘ ʨʦʙʦʪʠ ʚʝʙ-

ʩʝʨʚʝʨʘ ʧʦʣʷʛʘʻ ʫ ʚʠʢʦʥʘʥʥʽ ʪʦʛʦ, ʱʦ ʟʘʜʫʤʘʚ ʧʨʦʛʨʘʤʽʩʪ. ʎʝ ʪʨʦʭʠ ʥʝʯʽʪʢʦ, 

ʘʣʝ ʥʘʩʧʨʘʚʜʽ ʚʝʙ-ʩʝʨʚʝʨ ʧʦʚʠʥʝʥ ʨʦʙʠʪʠ ʩʘʤʝ ʪʝ, ʱʦ ʨʦʙʠʪʴ ʢʦʜ, ʽ ʷʢʱʦ ʚ 

ʮʴʦʤʫ ʢʦʜʽ ʻ ʧʦʤʠʣʢʘ, ʾʾ ʧʦʪʨʽʙʥʦ ʟʥʘʡʪʠ. 

ʆʪʞʝ, ʯʝʨʝʟ ʪʝ, ʱʦ ʥʘʤ ʚʘʞʢʦ ʯʽʪʢʦ ʩʬʦʨʤʫʣʶʚʘʪʠ ʧʦʣʽʪʠʢʫ ʚʝʙ-ʩʝʨʚʝʨʘ, 

ʚʚʘʞʘʪʠʤʝʤʦ, ʱʦ ʚʽʥ ʧʦʚʠʥʝʥ ʨʦʙʠʪʠ ʩʘʤʝ ʪʝ, ʱʦ ʭʦʪʽʚ ʚʽʜ ʥʴʦʛʦ ʧʨʦʛʨʘʤʽʩʪ. 

ʄʦʜʝʣʴ ʟʘʛʨʦʟʠ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʟʣʦʚʤʠʩʥʠʢ ʥʝ ʤʘʻ ʜʦʩʪʫʧʫ ʜʦ ʢʦʤʧ'ʶʪʝʨʘ, 

ʥʝ ʤʦʞʝ ʩʢʦʨʠʩʪʘʪʠʩʷ ʥʠʤ ʚʽʜʜʘʣʝʥʦ, ʥʽ ʬʽʟʠʯʥʦ, ʘʣʝ ʤʦʞʝ ʚʽʜʧʨʘʚʠʪʠ ʥʘ ʥʴʦʛʦ 

ʙʫʜʴ-ʷʢʠʡ ʧʘʢʝʪ ʜʘʥʠʭ, ʷʢʠʡ ʟʘʭʦʯʝ. ʊʦʙʪʦ ʨʦʙʦʪʘ ʩʝʨʚʝʨʘ ʥʝ ʦʙʤʝʞʝʥʘ 

ʧʝʚʥʠʤʠ ʚʠʜʘʤʠ ʧʘʢʝʪʽʚ. ʏʝʩʥʘ ʛʨʘ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʚʠ ʤʦʞʝʪʝ ʩʬʦʨʤʫʚʘʪʠ 

ʪʘ ʚʽʜʧʨʘʚʠʪʠ ʥʘ ʩʝʨʚʝʨ ʙʫʜʴ-ʷʢʠʡ ʧʘʢʝʪ. ʄʘʡʪʝ ʥʘ ʫʚʘʟʽ, ʱʦ ʥʘ ʧʨʘʢʪʠʮʽ ʮʝ 

ʜʫʞʝ ʨʦʟʫʤʥʘ ʤʦʜʝʣʴ ʟʘʛʨʦʟ. 

ʇʨʠʧʫʩʪʠʤʦ, ʱʦ ʮʽʣʴ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦʙ ʮʝʡ ʚʝʙ-ʩʝʨʚʝʨ ʥʝ ʜʦʟʚʦʣʷʚ, ʱʦʙ 

ʷʢʽʩʴ ʫʤʦʚʥʽ ʧʨʦʮʝʩʠ ʚʽʜʙʫʚʘʣʠʩʷ ʥʝʧʨʘʚʠʣʴʥʦ. ʗ ʜʫʤʘʶ, ʮʝ ʫʟʛʦʜʞʫʻʪʴʩʷ ʟ 

ʪʠʤ, ʱʦ ʭʦʪʽʚ ʚʽʜ ʥʴʦʛʦ ʧʨʦʛʨʘʤʽʩʪ. ʁʤʦʚʽʨʥʦ, ʧʨʦʛʨʘʤʽʩʪ ʥʝ ʧʝʨʝʜʙʘʯʠʚ 

ʚʘʨʽʘʥʪ, ʱʦʙ ʷʢʠʡʩʴ ʟʘʧʠʪ ʜʘʚʘʚ ʜʦʩʪʫʧ ʜʦ ʯʦʛʦʩʴ ʥʘ ʮʴʦʤʫ ʩʝʨʚʝʨʽ. 

ɸʣʝ ʚʠ ʟʥʘʻʪʝ, ʱʦ ʧʨʠ ʥʘʧʠʩʘʥʥʽ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʝ ʻ 

ʦʩʥʦʚʥʠʤ ʤʝʭʘʥʽʟʤʦʤ ʨʦʙʦʪʠ ʜʣʷ ʚʝʙ-ʩʝʨʚʝʨʘ, ʤʦʞʣʠʚʽ ʧʦʤʠʣʢʠ. ʇʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʝʨʚʝʨʘ - ʮʝ ʨʽʯ, ʷʢʘ ʧʨʠʡʤʘʻ ʟʘʧʠʪʠ, ʨʦʟʛʣʷʜʘʻ ʾʭ, ʧʝʨʝʢʦʥʫʻʪʴʩʷ, 

ʱʦ ʚʦʥʠ ʥʝ ʟʙʠʨʘʶʪʴʩʷ ʟʨʦʙʠʪʠ ʥʽʯʦʛʦ ʧʦʛʘʥʦʛʦ, ʽ ʷʢʱʦ ʚʩʝ ʛʘʨʘʟʜ, ʧʦʩʠʣʘʻ 

ʥʘʟʘʜ ʚʽʜʧʦʚʽʜʴ. ʋ ʮʴʦʤʫ ʧʦʣʷʛʘʻ ʤʝʭʘʥʽʟʤ ʚʝʙ-ʩʝʨʚʝʨʘ, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʚʘʰʫ 

ʧʦʣʽʪʠʢʫ. 

ɺ ʨʝʟʫʣʴʪʘʪʽ, ʷʢʱʦ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʝʨʚʝʨʘ ʜʘʻ ʟʙʽʡ, ʚʠ ʦʧʠʥʷʻʪʝʩʷ 

ʚ ʙʽʜʽ. ʗʢ ʚʠ ʟʥʘʻʪʝ, ʦʜʥʘ ʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʧʦʤʠʣʦʢ ʧʨʠ ʥʘʧʠʩʘʥʥʽ ʇɿ ʤʦʚʦʶ 
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ʉ (ʘ ʙʘʛʘʪʦ ʧʨʦʛʨʘʤ ʥʘʧʠʩʘʥʽ ʮʽʻʶ ʤʦʚʦʶ, ʽ, ʡʤʦʚʽʨʥʦ ʙʫʜʫʪʴ ʱʝ ʥʠʤ 

ʧʠʩʘʪʠʩʷ), ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʚʠ ʤʦʞʝʪʝ ʥʝʧʨʘʚʠʣʴʥʦ ʢʝʨʫʚʘʪʠ ʨʦʟʧʦʜʽʣʦʤ 

ʧʘʤ'ʷʪʽ. ʗʢ ʤʠ ʙʘʯʠʣʠ ʫ ʧʨʠʢʣʘʜʽ ʟ SSL-ʩʝʨʪʠʬʽʢʘʪʘʤʠ, ʥʘʚʽʪʴ ʦʜʠʥ ʙʘʡʪ ʤʦʞʝ 

ʩʧʨʠʯʠʥʠʪʠ ʟʥʘʯʥʽ ʟʤʽʥʠ ʚ ʫʤʦʚʘʭ ʪʦʛʦ, ʱʦ ʚʽʜʙʫʚʘʻʪʴʩʷ. ʅʘʧʨʠʢʣʘʜ (ʨʠʩ. 2.4), 

ʨʦʟʛʣʷʥʝʤʦ ʥʝʚʝʣʠʢʠʡ ʩʧʨʦʱʝʥʠʡ ʫʨʠʚʦʢ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ (ʣʽʩʪʠʥʛ), ʱʦ ʻ 

ʯʠʪʘʥʥʷʤ ʟʘʧʠʪʫ: 

 

//readreq.c  

#include <stdio.h>  

int  read_req(void)  

{  

char  buf[128];  

int  i;  

gets(buf);  

i = atoi(buf);  

return  i;  

}  

int  main(int ac, char **av)  

{  

int  x = read_req();  

printf ƽƧØ ˮ ˧ÄƨƗ ØƗ ƥƳÎƦƾƘ 

}  

 

ʊʫʪ ʚʠ ʙʘʯʠʪʝ, ʷʢ ʚʠʛʣʷʜʘʻ ʟʘʧʠʪ, ʱʦ ʥʘʜʭʦʜʠʪʴ ʥʘ ʩʝʨʚʝʨ ʽʟ ʤʝʨʝʞʽ. ɸʣʝ ʚ 

ʜʘʥʦʤʫ ʚʠʧʘʜʢʫ ʫʷʚʥʠʡ ʩʝʨʚʝʨ ʧʨʦʩʪʦ ʯʠʪʘʪʠʤʝ ʪʝ, ʱʦ ʚʠ ʙʫʜʝʪʝ ʥʘʙʠʨʘʪʠ ʥʘ 

ʢʣʘʚʽʘʪʫʨʽ ʩʚʦʛʦ ʥʦʫʪʙʫʢʘ. ɯ ʩʝʨʚʝʨ ʟʙʠʨʘʻʪʴʩʷ ʟʙʝʨʽʛʘʪʠ ʮʝ ʚ ʙʫʬʝʨʽ, ʘ ʧʦʪʽʤ 

ʚʽʥ ʙʫʜʝ ʨʦʟʙʠʨʘʪʠ ʮʝ ʜʦ ʮʽʣʦʛʦ ʽ ʧʦʚʝʨʪʘʪʠ ʡʦʛʦ ʟʥʘʯʝʥʥʷ. ʈʝʘʣʴʥʠʡ ʩʝʨʚʝʨ 

ʧʨʘʮʶʻ ʜʘʣʝʢʦ ʥʝ ʪʘʢ, ʘʣʝ ʜʘʥʠʡ ʧʨʠʢʣʘʜ ʚʠʢʦʨʠʩʪʦʚʫʻʤʦ ʪʽʣʴʢʠ ʜʣʷ 

ʜʝʤʦʥʩʪʨʘʮʽʾ ʪʦʛʦ, ʷʢ ʚʽʜʙʫʚʘʻʪʴʩʷ ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ ʽ ʱʦ ʪʫʪ ʥʝ ʪʘʢ. 

ɼʘʚʘʡʪʝ ʧʦʜʠʚʠʤʦʩʷ, ʱʦ ʩʪʘʥʝʪʴʩʷ, ʷʢʱʦ ʟʘʧʫʩʪʠʪʠ ʧʨʦʛʨʘʤʫ. ʄʦʞʥʘ ʾʾ ʪʫʪ 
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ʩʢʦʤʧʽʣʶʚʘʪʠ (ʥʘʧʨʠʢʣʘʜ, https://www.programiz.com/c-programming/online-

compiler/?ref=3de88bfd).  

 

 

ʈʠʩ. 2.4. ʃʽʩʪʠʥʛ ʥʘ ʤʦʚʽ ʉ 

 

ɿʘʫʚʘʞʠʤʦ, ʱʦ ʤʠ ʩʧʝʮʽʘʣʴʥʦ ʜʣʷ ʩʚʦʾʭ ʧʦʪʨʝʙ ʚʠʢʦʨʠʩʪʘʣʠ gets() , ʱʦ 

ʚʞʝ ʟʘʩʪʘʨʽʣʘ, ʘ ʥʝ ʾʾ ʦʩʪʘʥʥʶ ʚʝʨʩʽʶ getws()  ʪʘ ʽʥ.  ʊʦʤʫ ʙʫʜʴʪʝ ʫʚʘʞʥʠʤʠ, 

ʷʢʠʤʠ ʚʝʨʩʽʷʤʠ ʢʦʤʧʽʣʷʪʦʨʘ ʉ ʚʠ ʙʫʜʝʪʝ ʢʦʨʠʩʪʫʚʘʪʠʩʴ ï ʧʦʪʨʽʙʥʦ ʙʨʘʪʠ ʥʝ 

ʦʩʪʘʥʥʶ ʡʦʛʦ ʚʝʨʩʽʶ. 

ɺʠ ʧʦʙʘʯʠʪʝ, ʱʦ ʤʦʞʝ ʟ'ʷʚʠʪʠʩʷ ʧʦʚʽʜʦʤʣʝʥʥʷ-ʧʦʧʝʨʝʜʞʝʥʥʷ warning  

ʪʠʧʫ "ʬʫʥʢʮʽʷ gets  ʟʘʩʪʘʨʽʣʘ, ʘʙʦ ʥʝʙʝʟʧʝʯʥʘ ", ʱʦ ʚʢʘʟʫʻ, ʱʦ ʥʝ ʚʩʝ ʪʫʪ 

ʜʦʙʨʝ/ʧʨʘʚʠʣʴʥʝ. ɸʣʝ ʧʦʢʠ ʧʨʠʧʫʩʪʠʤʦ, ʱʦ ʥʘʩ ʚʩʝ ʚʣʘʰʪʦʚʫʻ, ʽ ʷʢ ʨʦʟʨʦʙʥʠʢ 

ʚʠ ʛʦʪʦʚʽ ʧʨʦʽʛʥʦʨʫʚʘʪʠ ʮʝ ʧʦʧʝʨʝʜʞʝʥʥʷ. 

ɿʘʧʫʩʢʘʻʤʦ ʬʫʥʢʮʽʶ ʧʝʨʝʥʘʧʨʘʚʣʝʥʥʷ read_req() , ʥʘʜʘʻʤʦ ʜʝʷʢʽ ʚʭʽʜʥʽ 

ʜʘʥʽ, ʽ ʧʨʦʛʨʘʤʘ ʧʨʘʮʶʻ. ɺʚʦʜʠʤʦ 1234 ʽ ʦʪʨʠʤʫʻʤʦ ɧ ˮ ʦʧʨʩ, ʜʘʣʽ ʚʚʦʜʠʤʦ 

ʩʧʨʘʚʜʽ ʚʝʣʠʢʠʡ ʥʘʙʽʨ ʽʟ 16 ʚʠʧʘʜʢʦʚʠʭ ʯʠʩʝʣ ʽ ʦʪʨʠʤʫʻʤʦ ʚʽʜʧʦʚʽʜʴ (ɧ ˮ 

2090863360) ʽʟ 10 ʯʠʩʝʣ. ʗʢ ʙʘʯʠʪʝ, ʮʝ ʱʝ ʥʝ ʢʘʪʘʩʪʨʦʬʘ: 
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/tmp/KSKwl9nQQl.o  

1849204555123456 

x = 2090863360  

 

ʊʝʧʝʨ ʥʘʙʠʨʘʻʤʦ 19 ʩʠʤʚʦʣʽʚ Ȟ ʽ ʦʪʨʠʤʫʶ ʭ = 0:  

 

/tmp/KSKwl9nQQl.o  

AAAAAAAAAAAAAAAAAAA 

x = 0  

 

ʉʠʩʪʝʤʘ ʚʣʘʰʪʦʚʘʥʘ ʪʘʢ, ʱʦ ʧʨʠ ʚʚʝʜʝʥʥʽ ʙʫʢʚʝʥʠʭ ʩʠʤʚʦʣʽʚ ʚʦʥʘ ʚʠʜʘʻ ʫ 

ʚʽʜʧʦʚʽʜʴ ʥʫʣʴʦʚʝ ʟʥʘʯʝʥʥʷ. ɸʣʝ ʱʦ ʩʪʘʥʝʪʴʩʷ, ʷʢʱʦ ʚʚʝʩʪʠ ʚʝʣʠʯʝʟʥʫ 

ʢʽʣʴʢʽʩʪʴ ʜʘʥʠʭ ʪʠʧʫ ʮʽʻʾ ʩʝʨʽʾ ʙʫʢʚ Ȟ, ʱʦ ʨʦʟʪʷʛʥʫʣʘʩʷ ʥʘ 3 ʨʷʜʢʠ? ʉʠʩʪʝʤʘ 

ʘʚʘʨʽʡʥʦ ʟʘʚʝʨʰʠʪʴ ʨʦʙʦʪʫ: 

 

/tmp/KSKwl9nQQl.o  

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA 

*** stack  smashing detected ***: terminated  

Aborted  

 

ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʢʦʣʠ ʥʘ ʩʝʨʚʝʨ ʥʘʜʩʠʣʘʻʪʴʩʷ çʧʦʛʘʥʠʡè, ʥʝʢʦʨʝʢʪʥʠʡ ʟʘʧʠʪ, 

ʚʽʥ ʥʽʯʦʛʦ ʥʝ ʤʦʞʝ ʥʘʜʽʩʣʘʪʠ ʚʘʤ ʫ ʚʽʜʧʦʚʽʜʴ. ɸʣʝ ʩʧʨʦʙʫʻʤʦ ʟʘʛʣʷʥʫʪʠ 

ʚʩʝʨʝʜʠʥʫ ʽ ʧʦʙʘʯʠʪʠ, ʱʦ ʚʽʜʙʫʚʘʻʪʴʩʷ, ʪʘ ʩʧʨʦʙʫʻʤʦ ʟ'ʷʩʫʚʘʪʠ, ʷʢ ʤʦʞʥʘ 

ʦʪʨʠʤʘʪʠ ʢʦʨʠʩʪʴ ʚʽʜ ʮʽʻʾ ʘʚʘʨʽʡʥʦʾ ʩʠʪʫʘʮʽʾ, ʘʙʦ, ʤʦʞʣʠʚʦ, ʟʨʦʙʠʪʠ ʱʦʩʴ 

ʮʽʢʘʚʽʰʝ, ʪʝ, ʚ ʯʦʤʫ ʤʦʞʝ ʙʫʪʠ ʟʘʮʽʢʘʚʣʝʥʠʡ ʭʘʢʝʨ. 
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2.6. ȻɔɞɌəəɫ ɐɗɫ ɝɌɘɚɖɚəɞɜɚɗɪ 

 

1. ʑʦ ʪʘʢʝ ʙʝʟʧʝʢʘ. ʊʨʠ ʩʢʣʘʜʦʚʽ ʯʘʩʪʠʥʠ ʙʝʟʧʝʢʠ. ʇʨʠʢʣʘʜʠ, ʢʦʣʠ ʩʠʩʪʝʤʘ 

ʙʝʟʧʝʢʠ ʧʨʘʮʶʻ ʥʝʧʨʘʚʠʣʴʥʦ. 

2. ʇʨʦʙʣʝʤʠ, ʱʦ ʟʫʩʪʨʽʯʘʶʪʴʩʷ ʚ ʤʝʭʘʥʽʟʤʘʭ ʙʝʟʧʝʢʠ. ɺʽʜʤʦʚʘ ʤʝʭʘʥʽʟʤʫ 

ʙʝʟʧʝʢʠ ʥʘ ʧʨʠʢʣʘʜʽ ʧʦʤʠʣʢʠ ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ. 
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3. ȬȹȺȹȣȸȹȣȽȾɈ Ȯ ȣȹȾȱȼȹȱȾȣ 

 

3.1. ɃɌɝɞɖɚɎɌ Ɍəɚəɱɘəɱɝɞɨ 

 

ʉʭʦʚʘʣʠ IP-ʘʜʨʝʩʫ, ʧʝʨʝʜʘʻʤʦ ʜʘʥʽ ʱʦʜʦ ʟʘʰʠʬʨʦʚʘʥʦʛʦ ʟ'ʻʜʥʘʥʥʷ, ʪʘ ʱʝ 

ʡ ʟʽ ʌʨʘʥʮʽʾ ʯʠ ʅʽʤʝʯʯʠʥʠ. ʅʘʩʧʨʘʚʜʽ ʧʨʠ ʮʴʦʤʫ ʥʽʷʢʦʾ ʘʥʦʥʽʤʥʦʩʪʽ ʥʝʤʘʻ 

ʥʘʚʽʪʴ ʧʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ VPN (Virtual Private Network), ʥʝ ʢʘʞʫʯʠ ʚʞʝ ʧʨʦ ʽʥʰʽ 

ʩʧʦʩʦʙʠ ʦʙʭʦʜʫ ʧʨʠʭʦʚʘʥʠʭ ʩʘʡʪʽʚ. ʅʘʩʘʤʧʝʨʝʜ ʚʘʤ ʧʦʪʨʽʙʥʦ ʚʠʟʥʘʯʠʪʠʩʷ, 

ʥʘʚʽʱʦ ʧʦʪʨʽʙʥʘ ʘʥʦʥʽʤʥʽʩʪʴ. ɯʩʥʫʻ ʜʚʘ ʦʩʥʦʚʥʽ ʤʦʪʠʚʠ. ʇʝʨʰʠʡ ʤʦʪʠʚ - ʥʝ 

ʭʦʯʝʪʴʩʷ, ʱʦʙ ʧʨʦʚʘʡʜʝʨ ʘʙʦ ʙʫʜʴ-ʭʪʦ ʱʝ ʙʘʯʠʚ, ʷʢʽ ʩʘʡʪʠ ʚʽʜʚʽʜʫʶʪʴʩʷ, ʷʢʽ 

ʜʘʥʽ ʧʝʨʝʜʘʶʪʴʩʷ ʧʦ ɯʥʪʝʨʥʝʪʫ. ɺʠ ʥʝ ʟʙʠʨʘʻʪʝʩʴ ʟʜʽʡʩʥʶʚʘʪʠ ʷʢʽʩʴ ʥʝʟʘʢʦʥʥʽ 

ʜʽʾ ʽ ʥʝ ʚʯʠʥʷʪʠʤʝʪʝ ʧʨʘʚʦʧʦʨʫʰʝʥʥʷ. ɺ ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʚʘʩ ʥʽʭʪʦ ʥʝ ʰʫʢʘʪʠʤʝ, 

ʽ ɺʠ ʥʽʢʦʤʫ ʥʝ ʮʽʢʘʚʽ. ɺ ʜʘʥʦʤʫ ʚʠʧʘʜʢʫ ʜʦʩʪʘʪʥʴʦ ʚʠʙʨʘʪʠ ʙʫʜʴ-ʷʢʠʡ VPN-

ʩʝʨʚʽʩ, ʦʧʠʩʘʥʠʡ, ʪʘ ʟʘʩʧʦʢʦʾʪʠʩʷ. ɺʘʰ ʧʨʦʚʘʡʜʝʨ ʥʝ ʙʘʯʠʪʠʤʝ, ʱʦ ʚʠ 

ʧʝʨʝʜʘʻʪʝ ʽ ʷʢʽ ʩʘʡʪʠ ʚʽʜʚʽʜʫʻʪʝ. ɿʘ ʙʘʞʘʥʥʷʤ ʤʦʞʥʘ ʚʽʜʚʽʜʫʚʘʪʠ ʩʘʡʪʠ ʚ 

ʨʝʞʠʤʽ ʽʥʢʦʛʥʽʪʦ, ʱʦʙ ʽʩʪʦʨʽʷ ʥʝ ʟʙʝʨʽʛʘʣʘʩʷ ʥʘ ʣʦʢʘʣʴʥʦʤʫ ʢʦʤʧ'ʶʪʝʨʽ. ʊʘʢʠʤ 

ʯʠʥʦʤ ʯʘʩʪʢʦʚʫ ʘʥʦʥʽʤʥʽʩʪʴ ʜʦʩʷʛʥʫʪʦ. 

ɸ ʱʦ ʷʢʱʦ ʙʫʜʫʪʴ ʯʠʥʠʪʠʩʷ ʧʨʦʪʠʧʨʘʚʥʽ ʜʽʾ? ʊʦʜʽ ʚʘʩ ʰʫʢʘʪʠʤʫʪʴ. ɹʫʜʴ-

ʷʢʠʡ VPN-ʩʝʨʚʽʩ, ʧʝʨʰ ʟʘ ʚʩʝ, ʭʦʯʝ ʫʙʝʟʧʝʯʠʪʠ ʩʝʙʝ ʽ ʙʝʟʧʝʯʥʦ ʦʪʨʠʤʘʪʠ 

ʧʨʠʙʫʪʢʠ. ɼʦ ʘʥʦʥʽʤʥʦʩʪʽ ʩʘʤʠʭ ʢʣʽʻʥʪʽʚ ʡʦʤʫ, ʥʘʩʧʨʘʚʜʽ, ʥʝʤʘʻ ʞʦʜʥʦʛʦ ʜʽʣʘ. 

ʇʨʠʧʫʩʪʠʤʦ, ʱʦ ʚʠ ʟʣʘʤʘʣʠ ʩʘʡʪ ʯʝʨʝʟ VPN. ɺʠʷʚʠʪʠ ʚʘʩ - ʥʽʢʯʝʤʥʘ ʩʧʨʘʚʘ. 

ʉʧʦʯʘʪʢʫ ʙʫʜʝ ʦʙʯʠʩʣʝʥʦ IP-ʘʜʨʝʩʫ VPN-ʩʝʨʚʽʩʫ, ʧʦʪʽʤ ʙʫʜʝ ʟʚʝʨʥʝʥʥʷ 

ʧʨʘʚʦʦʭʦʨʦʥʥʠʭ ʦʨʛʘʥʽʚ ʜʦ ʮʴʦʛʦ ʩʝʨʚʽʩʫ, ʘ ʜʘʣʽ ï ʚʞʝ ʩʧʨʘʚʘ ʪʝʭʥʽʢʠ. VPN-

ʧʨʦʚʘʡʜʝʨ ʟʙʝʨʽʛʘʻ ʜʦʢʣʘʜʥʽ ʣʦʛʠ, ʚ ʷʢʠʭ ʚʠʜʥʦ, ʭʪʦ, ʢʦʣʠ ʽ ʢʫʜʠ ʧʽʜʢʣʶʯʘʚʩʷ. 

ʏʠ ʦʙʯʠʩʣʶʚʘʪʠʤʫʪʴ ʚʘʩ ʯʠ ʥʽ, ʚʩʝ ʟʘʣʝʞʠʪʴ ʚʽʜ ʤʘʩʰʪʘʙʽʚ ʣʠʭʘ. ɿʚʽʩʥʦ, 

ʧʦʙʘʯʘʪʴ IP-ʘʜʨʝʩʫ VPN-ʩʝʨʚʽʩʫ. ɼʘʣʽ ʧʦʪʨʽʙʥʝ ʟʚʝʨʥʝʥʥʷ ʜʦ ʧʨʘʚʦʦʭʦʨʦʥʥʠʭ 

ʦʨʛʘʥʽʚ, ʦʬʽʮʽʡʥʠʭ ʟʘʧʠʪʽʚ, ʩʫʜʽʚ ʪʦʱʦ. ɺʩʝ ʮʝ ʨʦʟʪʷʛʥʝʪʴʩʷ ʫ ʯʘʩʽ, ʽ ʷʢʱʦ 
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ʧʨʘʚʦʧʦʨʫʰʝʥʥʷ ʙʫʣʦ ʦʜʠʥ ʨʘʟ ʽ ʬʽʥʘʥʩʦʚʽ ʚʪʨʘʪʠ ʞʝʨʪʚʠ ʥʝʚʝʣʠʢʽ, ʥʽʭʪʦ ʚʘʩ 

ʥʝ ʟʥʘʡʜʝ. ɸʣʝ ʟʘ ʩʠʩʪʝʤʘʪʠʯʥʠʭ ʧʨʘʚʦʧʦʨʫʰʝʥʴ ʚʠ ʤʘʻʪʝ ʨʦʟʫʤʽʪʠ, ʱʦ ʚʘʩ 

ʦʙʦʚôʷʟʢʦʚʦ ʟʥʘʡʜʫʪʴ ʽ ʪʝʭʥʽʯʥʦ ʮʝ ʥʝʩʢʣʘʜʥʦ. 

ɿʚʽʩʥʦ, ʽʩʥʫʶʪʴ ʱʝ ʡ ʧʝʨʬʝʢʮʽʦʥʽʩʪʠ (ʣʶʜʠ, ʷʢʽ ʧʦʩʪʽʡʥʦ ʧʨʘʛʥʫʪʴ ʜʦ 

ʽʜʝʘʣʴʥʦʛʦ ʨʝʟʫʣʴʪʘʪʫ ʚ ʫʩʴʦʤʫ: ʚʽʜ ʨʦʙʦʪʠ ʜʦ ʟʦʚʥʽʰʥʴʦʛʦ ʚʠʛʣʷʜʫ). ɺʦʥʠ ʥʝ 

ʟʙʠʨʘʶʪʴʩʷ ʯʠʥʠʪʠ ʥʝʟʘʢʦʥʥʽ ʜʽʾ, ʘʣʝ ʧʨʠ ʮʴʦʤʫ ʚʦʥʠ ʥʝ ʭʦʯʫʪʴ, ʱʦʙ ʥʘʚʽʪʴ 

VPN-ʧʨʦʚʘʡʜʝʨ ʟʥʘʚ, ʷʢʽ ʩʘʡʪʠ ʚʦʥʠ ʚʽʜʚʽʜʫʶʪʴ ʽ ʷʢʽ ʜʘʥʽ ʧʝʨʝʜʘʶʪʴ. 

ʉʧʝʮʽʘʣʴʥʦ ʜʣʷ ʪʘʢʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ ʽ ʧʨʠʟʥʘʯʝʥʠʡ ʥʘʰ ʨʦʟʜʽʣ. ʋ ʥʴʦʤʫ 

ʨʦʟʛʣʷʥʝʤʦ ʩʧʦʩʦʙʠ, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʦʪʨʠʤʘʪʠ ʩʧʨʘʚʞʥʶ ʘʥʦʥʽʤʥʽʩʪʴ. ʗʢʱʦ 

ʚʘʩ ʨʦʟʢʨʠʶʪʴ, ʪʦ ʪʽʣʴʢʠ ʟʘʚʜʷʢʠ ʣʶʜʩʴʢʦʤʫ ʬʘʢʪʦʨʫ, ʪʦʙʪʦ ʚʠ ʩʘʤʽ ʟʘʣʠʰʠʣʠ 

ʩʣʽʜ ʽ ʟʨʦʙʠʣʠ ʱʦʩʴ ʥʝ ʪʘʢ. ʆʪʞʝ, ʟʘʨʘʟ ʤʠ ʧʦʛʦʚʦʨʠʤʦ ʧʨʦ ʣʘʥʮʶʞʢʠ ɡɢɠɜɣɹ 

ʪʘ ʧʨʦ ʣʝʛʝʥʜʘʨʥʠʡ ʧʨʦʝʢʪ Ȱɠɕ. 

ɿʘʫʚʘʞʠʤʦ, ʱʦ ʫ ʢʦʞʥʦʤʫ ʩʫʯʘʩʥʦʤʫ ʚʝʙ-ʙʨʘʫʟʝʨʽ ʻ ʨʝʞʠʤ ʽʥʢʦʛʥʽʪʦ, ʜʣʷ 

ʚʭʦʜʫ ʚ ʷʢʠʡ ʧʦʪʨʽʙʥʦ ʥʘʪʠʩʥʫʪʠ Ctrl + Shift + N . ɺʘʞʣʠʚʦ ʨʦʟʫʤʽʪʠ, ʱʦ 

ʥʘʩʧʨʘʚʜʽ ʥʽ ʧʨʦ ʷʢʫ ʘʥʦʥʽʤʥʽʩʪʴ ʥʝ ʡʜʝʪʴʩʷ. ʇʨʦʩʪʦ ʙʨʘʫʟʝʨ ʥʝ ʟʙʝʨʽʛʘʪʠʤʝ 

ʜʝʷʢʽ ʜʘʥʽ, ʪʘʢʽ ʷʢ ʽʩʪʦʨʽʶ ʚʽʜʚʽʜʫʚʘʥʴ, ʬʘʡʣʠ Cookies. ɸʣʝ ʚʩʽ ʚʘʰʽ ʜʽʾ ʙʫʜʫʪʴ 

ʚʠʜʥʽ ʩʘʡʪʘʤ, ʷʢʽ ʚʠ ʚʽʜʚʽʜʫʻʪʝ (ʚʦʥʠ ʙʫʜʫʪʴ ʙʘʯʠʪʠ ʚʘʰʫ IP-ʘʜʨʝʩʫ), ʚʘʰʦʤʫ 

ʩʽʩʘʜʤʽʥʫ ʪʘ ʽʥʪʝʨʥʝʪ-ʧʨʦʚʘʡʜʝʨʫ. ɼʦʢʣʘʜʥʦ ʧʨʦ ʮʝ ʥʘʧʠʩʘʥʦ ʧʨʠ ʚʭʦʜʽ ʚ 

ʨʝʞʠʤ ʽʥʢʦʛʥʽʪʦ ʫ ʙʨʘʫʟʝʨʽ Chrome (ʨʠʩ. 3.1). ɯʥʢʦʛʥʽʪʦ ʨʝʞʠʤ ʙʫʚʘʻ 

ʢʦʨʠʩʥʠʤ, ʱʦʙ ʥʘ ʣʦʢʘʣʴʥʦʤʫ ʢʦʤʧ'ʶʪʝʨʽ ʥʝ ʟʙʝʨʽʛʘʣʘʩʷ ʟʘʡʚʘ ʽʥʬʦʨʤʘʮʽʷ. 

ʋ ʜʝʷʢʠʭ ʚʠʧʘʜʢʘʭ ʙʫʚʘʻ ʧʦʩʪʽʡʥʠʤ ʟʘʧʫʩʢʦʤ ʚ ʨʝʞʠʤʽ ʽʥʢʦʛʥʽʪʦ, 

ʥʘʧʨʠʢʣʘʜ, ʢʦʣʠ ʥʝ ʧʦʪʨʽʙʥʦ, ʱʦʙ ʽʩʪʦʨʽʷ ʚʽʜʚʽʜʘʥʠʭ ʩʘʡʪʽʚ ʟʙʝʨʽʛʘʣʘʩʷ ʥʘ 

ʢʦʤʧ'ʶʪʝʨʽ. ɰʾ ʟʘʚʞʜʠ ʤʦʞʥʘ ʦʯʠʩʪʠʪʠ, ʥʘʪʠʩʥʫʚʰʠ Ctrl+Shift+Del , ʘʣʝ ʞ ʽ 

ʤʦʞʥʘ ʟʘʙʫʪʠ ʮʝ ʟʨʦʙʠʪʠ! ʆʪʞʝ, ʚʽʜʢʨʠʡʪʝ Chrome ʽ ʚʚʝʜʽʪʴ chrome://flags . 

ʋʚʽʤʢʥʽʪʴ (ʚʩʪʘʥʦʚʽʪʴ ʟʥʘʯʝʥʥʷ Enabled) ʜʣʷ ʦʧʮʽʾ Enable Incognito 

Desktop Shortcut . ʇʽʩʣʷ ʧʝʨʝʟʘʧʫʩʢʫ ʙʨʘʫʟʝʨʘ ʚ ʨʝʞʠʤʽ ʽʥʢʦʛʥʽʪʦ ʟ'ʷʚʠʪʴʩʷ 

ʤʦʞʣʠʚʽʩʪʴ ʩʪʚʦʨʠʪʠ ʷʨʣʠʢ ʜʣʷ ʟʘʧʫʩʢʫ ʙʨʘʫʟʝʨʘ ʚ ʨʝʞʠʤʽ ʽʥʢʦʛʥʽʪʦ. ʋ ʮʴʦʤʫ 

ʚʠʧʘʜʢʫ ʧʨʠ ʟʘʧʫʩʢʫ ʙʨʘʫʟʝʨʘ ʚʘʤ ʙʽʣʴʰʝ ʥʝ ʧʦʪʨʽʙʥʦ ʙʫʜʝ ʥʘʪʠʩʢʘʪʠ 

Ctrl+Shift+N  ʜʣʷ ʚʭʦʜʫ ʚ ʮʝʡ ʨʝʞʠʤ. 
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ʈʠʩ. 3.1. ɼʝʪʘʣʴʥʦ ʧʨʦ ʨʝʞʠʤ ʽʥʢʦʛʥʽʪʦ 

 

ɼʘʚʘʡʪʝ ʨʦʟʛʣʷʥʝʤʦ ʤʦʞʣʠʚʽ ʥʘʷʚʥʽ ʤʝʪʦʜʠ ʜʦʩʷʛʥʝʥʥʷ ʭʦʯʘ ʙ ʯʘʩʪʢʦʚʦʾ 

ʘʥʦʥʽʤʥʦʩʪʽ ʢʦʨʠʩʪʫʚʘʯʘ ʚ ɯʥʪʝʨʥʝʪʽ. 

 

3.2. ȬəɚəɱɘɌɕɓɑɜ 

 

ɸʥʦʥʽʤʘʡʟʝʨ ð ʮʝ ʟʘʩʽʙ ʜʣʷ ʧʨʠʭʦʚʫʚʘʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʢʦʤʧ'ʶʪʝʨ ʘʙʦ 

ʢʦʨʠʩʪʫʚʘʯʘ ʚ ʤʝʨʝʞʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʚʽʜʜʘʣʝʥʦʛʦ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʘ, ʷʢʠʡ ʥʝ 

ʜʦʟʚʦʣʷʻ ʚʽʜʩʪʝʞʫʚʘʪʠ ʘʢʪʠʚʥʽʩʪʴ ʚ ɯʥʪʝʨʥʝʪʽ.  

ʉʘʡʪʠ-ʘʥʦʥʽʤʘʡʟʝʨʠ ʧʨʘʮʶʶʪʴ ʪʘʢ: ʚʠ ʟʘʭʦʜʠʪʝ ʥʘ ʩʘʡʪ, ʚʚʦʜʠʪʝ ʥʘʟʚʫ 

ʩʘʡʪʫ, ʷʢʠʡ ʭʦʯʝʪʝ ʚʽʜʢʨʠʪʠ, ʽ ʦʪʨʠʤʫʻʪʝ ʜʦ ʥʴʦʛʦ ʜʦʩʪʫʧ. ɿʜʘʻʪʴʩʷ, ʚʩʝ ʧʨʦʩʪʦ. 

ɸʣʝ ʽʩʥʫʻ ʥʠʟʢʘ ʥʶʘʥʩʽʚ, ʟʘ ʷʢʠʤʠ ʤʠ ʥʝ ʨʝʢʦʤʝʥʜʫʻʤʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʩʘʡʪʽʚ-

ʘʥʦʥʽʤʘʡʟʝʨʽʚ: 

Å ɹʘʛʘʪʦ ʩʘʡʪʽʚ ʥʝ ʧʽʜʪʨʠʤʫʶʪʴ ʧʨʦʪʦʢʦʣ HTTPS. ʆʪʞʝ, ʧʨʦʚʘʡʜʝʨ ʘʙʦ ʚʘʰ 

ʘʜʤʽʥʽʩʪʨʘʪʦʨ, ʧʨʦʘʥʘʣʽʟʫʚʘʚʰʠ ʧʝʨʝʜʘʥʽ ʧʘʢʝʪʠ, ʟʤʦʞʝ ʧʦʙʘʯʠʪʠ, ʷʢʽ ʩʘʡʪʠ ʚʠ 

ʚʽʜʚʽʜʫʚʘʣʠ. ʎʝ ʜʫʞʝ ʧʦʛʘʥʦ. ɼʽʟʥʘʪʠʩʷ, ʯʠ ʧʽʜʪʨʠʤʫʻ ʘʥʦʥʽʤʘʡʟʝʨ HTTPS ʯʠ 
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ʥʽ, ʜʫʞʝ ʧʨʦʩʪʦ. ɺʚʝʜʽʪʴ ʚ Google ʟʘʧʠʪ anonymizer . ʆʪʨʠʤʫʻʪʝ ʩʧʠʩʦʢ 

ʨʝʟʫʣʴʪʘʪʽʚ ï ʩʧʠʩʦʢ ʩʘʡʪʽʚ-ʘʥʦʥʽʤʘʡʟʝʨʽʚ. ʇʦʜʠʚʽʪʴʩʷ, ʷʢʱʦ ʘʜʨʝʩʘ ʩʘʡʪʫ 

ʧʦʯʠʥʘʻʪʴʩʷ ʟ http:// , ʟʥʘʯʠʪʴ ʘʥʦʥʽʤʘʡʟʝʨ ʥʝ ʧʽʜʪʨʠʤʫʻ HTTPS. ʗʢʱʦ ʞ 

ʘʜʨʝʩʘ ʧʦʯʠʥʘʻʪʴʩʷ ʟ https:// , ʪʦ ʧʽʜʪʨʠʤʫʻʪʴʩʷ ʙʝʟʧʝʯʥʘ ʚʝʨʩʽʷ ʧʨʦʪʦʢʦʣʫ ʽ 

ʚʝʩʴ ʦʙʤʽʥ ʽʟ ʮʠʤ ʩʘʡʪʦʤ ʧʨʦʭʦʜʠʪʠʤʝ ʫ ʟʘʰʠʬʨʦʚʘʥʦʤʫ ʚʠʛʣʷʜʽ ï ʚʘʰ ʘʜʤʽʥ 

ʘʙʦ ʧʨʦʚʘʡʜʝʨ ʥʝ ʜʽʟʥʘʻʪʴʩʷ, ʷʢʽ ʩʘʡʪʠ ʚʠ ʚʽʜʚʽʜʫʚʘʣʠ. ɿʚʠʯʘʡʥʦ, ʟʘʨʘʟ ʻ 

ʤʦʞʣʠʚʽʩʪʴ ʯʘʩʪʢʦʚʦʛʦ ʨʦʟʰʠʬʨʫʚʘʥʥʷ ʮʠʭ ʜʘʥʠʭ, ʘʣʝ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚʦʥʘ 

ʥʝ ʟʘʚʞʜʠ, ʟʚʘʞʘʶʯʠ ʥʘ ʚʝʣʠʢʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʦʙʣʘʜʥʘʥʥʷ - ʷʢʱʦ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʪʠʩʷʯʽ, ʩʧʨʦʙʫʡʪʝ ʨʦʟʰʠʬʨʫʚʘʪʠ ʪʨʘʬʽʢ ʢʦʞʥʦʛʦ... 

Å ʏʘʩʪʦ ʪʘʢʽ ʩʘʡʪʠ ʚʩʪʘʚʣʷʶʪʴ ʫ ʮʽʣʴʦʚʽ ʩʪʦʨʽʥʢʠ ʨʝʢʣʘʤʫ. ɺʦʥʠ ʟʘ ʨʘʭʫʥʦʢ 

ʮʴʦʛʦ ʤʝʰʢʘʶʪʴ, ʘʣʝ ʮʝ ʥʘʧʨʫʞʫʻ. ʉʧʨʦʙʠ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʙʣʦʢʫʚʘʣʴʥʠʢʠ 

ʨʝʢʣʘʤʠ ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʪʦʛʦ, ʱʦ ʩʘʡʪʠ ʚʽʜʤʦʚʣʷʶʪʴʩʷ ʧʨʘʮʶʚʘʪʠ, ʜʦʢʠ ʚʠ ʾʭ 

ʥʝ ʚʠʤʢʥʝʪʝ. 

 

3.3. Ȭəɚəɱɘəɱ ɛɜɚɖɝɱ-ɝɑɜɎɑɜɔ 

 

ɸʥʦʥʽʤʥʽ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʠ - ʮʝ ʚʫʟʣʠ ʚ ɯʥʪʝʨʥʝʪʽ, ʥʘʣʘʰʪʦʚʘʥʽ ʜʣʷ ʨʦʙʦʪʠ 

ʧʦʩʝʨʝʜʥʠʢʘʤʠ ʤʽʞ ʚʘʰʠʤ ʚʫʟʣʦʤ ʽ ʚʫʟʣʦʤ, ʜʦʩʪʫʧ ʜʦ ʷʢʦʛʦ ʚʠ ʭʦʯʝʪʝ 

ʦʪʨʠʤʘʪʠ. ʇʨʦʩʪʦ ʚʚʝʜʽʪʴ ʚ ʧʦʰʫʢʦʚʽʡ ʩʠʩʪʝʤʽ ʟʘʧʠʪ "ʘʥʦʥʽʤʥʽ ʧʨʦʢʩʽ", ʽ 

ʧʦʙʘʯʠʪʝ ʩʧʠʩʦʢ ʨʝʩʫʨʩʽʚ, ʥʘ ʷʢʠʭ ʤʦʞʥʘ ʟʥʘʡʪʠ ʮʽ ʩʘʤʽ ʘʥʦʥʽʤʥʽ ʧʨʦʢʩʽ. 

ʗʢ ʧʨʘʚʠʣʦ, ʩʧʠʩʢʠ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʽʚ ʦʥʦʚʣʶʶʪʴʩʷ ʱʦʛʦʜʠʥʠ. ʅʘʚʽʱʦ? 

ʊʦʤʫ ʱʦ ʚ ʟʚʠʯʘʡʥʦʤʫ ʚʠʛʣʷʜʽ ʘʥʦʥʽʤʥʠʡ ʧʨʦʢʩʽ - ʮʝ ʥʘʡʟʚʠʯʘʡʥʽʰʠʡ ʧʨʦʢʩʽ-

ʩʝʨʚʝʨ, ʷʢʠʡ ʘʜʤʽʥʽʩʪʨʘʪʦʨ ʟʘʙʫʚ ʘʙʦ ʥʝ ʚʩʪʠʛ ʥʘʣʘʰʪʫʚʘʪʠ ʥʘʣʝʞʥʠʤ ʯʠʥʦʤ, 

ʪʦʤʫ ʚʽʥ ʜʦʟʚʦʣʷʻ ʧʽʜʢʣʶʯʝʥʥʷ ʥʝ ʪʽʣʴʢʠ ʚʥʫʪʨʽʰʥʽʭ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʘ ʡ ʙʫʜʴ-

ʷʢʠʭ ʽʥʰʠʭ - ʟ ʫʩʴʦʛʦ ʩʚʽʪʫ. 

ɺʠ ʟʤʦʞʝʪʝ ʩʢʦʨʠʩʪʘʪʠʩʷ ʮʽʻʶ ʤʦʞʣʠʚʽʩʪʶ ʜʣʷ ʥʘʩʪʫʧʥʠʭ ʮʽʣʝʡ: 

1. ɿʤʽʥʘ IP-ʘʜʨʝʩʠ - ʢʦʣʠ ʚʠ ʙʫʜʝʪʝ ʧʽʜʢʣʶʯʘʪʠʩʷ ʯʝʨʝʟ ʘʥʦʥʽʤʥʠʡ ʧʨʦʢʩʽ-

ʩʝʨʚʝʨ ʜʦ ʽʥʰʠʭ ʚʫʟʣʽʚ, ʪʦ ʚʦʥʠ ʙʫʜʫʪʴ ʙʘʯʠʪʠ ʥʝ ʚʘʰʫ ʨʝʘʣʴʥʫ IP-ʘʜʨʝʩʫ, ʘ IP-
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ʘʜʨʝʩʫ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʘ. ʎʝ ʢʦʨʠʩʥʦ, ʥʘʧʨʠʢʣʘʜ, ʜʣʷ ʟʤʽʥʠ ʢʨʘʾʥʠ 

"ʧʨʦʞʠʚʘʥʥʷ". ɼʝʷʢʽ ʨʝʩʫʨʩʠ ʙʣʦʢʫʶʪʴ ʜʦʩʪʫʧ ʢʦʨʠʩʪʫʚʘʯʽʚ ʽʟ ʧʝʚʥʠʭ ʢʨʘʾʥ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʘʥʦʥʽʤʥʦʛʦ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʘ ʜʦʟʚʦʣʷʻ ʫʩʫʥʫʪʠ ʮʝʡ ʥʝʜʦʣʽʢ. 

ʅʘʧʨʠʢʣʘʜ, ʷʢʱʦ ʷʢʠʡʩʴ ʩʘʡʪ ʚʠʤʘʛʘʻ ʥʽʤʝʮʴʢʦʛʦ IP, ʚʘʤ ʧʦʪʨʽʙʥʦ ʟʥʘʡʪʠ 

ʥʽʤʝʮʴʢʠʡ ʧʨʦʢʩʽ ʪʘ ʧʽʜʢʣʶʯʠʪʠʩʷ ʯʝʨʝʟ ʥʴʦʛʦ. 

2. ʆʪʨʠʤʘʥʥʷ ʜʦʩʪʫʧʫ ʜʦ ʟʘʙʣʦʢʦʚʘʥʦʛʦ ʩʘʡʪʫ - ʧʨʦʚʘʡʜʝʨ ʧʦʙʘʯʠʪʴ, ʱʦ 

ʚʘʰ ʢʦʤʧ'ʶʪʝʨ "ʩʧʽʣʢʫʻʪʴʩʷ" ʟ ʥʝʟʘʙʣʦʢʦʚʘʥʠʤ ʚʫʟʣʦʤ. ɸ ʱʦ ʚʽʜʙʫʚʘʻʪʴʩʷ ʜʘʣʽ 

ï ʡʦʤʫ ʚʞʝ ʥʝ ʚʠʜʥʦ. ɸ ʜʘʣʽ ʮʝʡ ʥʝʟʘʙʣʦʢʦʚʘʥʠʡ ʚʫʟʦʣ-ʧʦʩʝʨʝʜʥʠʢ 

ʧʽʜʢʣʶʯʘʪʠʤʝʪʴʩʷ ʜʦ ʧʦʪʨʽʙʥʦʛʦ ʚʘʤ ʚʫʟʣʘ, ʽ ʚʠ ʟʤʦʞʝʪʝ ʚʽʜʢʨʠʪʠ 

ʟʘʙʣʦʢʦʚʘʥʠʡ ʨʝʩʫʨʩ. 

ʉʧʦʩʽʙ ʦʙʭʦʜʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʘʥʦʥʽʤʥʠʭ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʽʚ ʧʽʜʽʡʜʝ ʜʣʷ: 

Å ɼʦʩʪʫʧ ʜʦ ʟʘʙʣʦʢʦʚʘʥʦʛʦ ʩʘʡʪʫ ʟ ʢʦʨʧʦʨʘʪʠʚʥʦʾ ʤʝʨʝʞʽ ʘʙʦ ʤʝʨʝʞʽ 

ʜʦʤʘʰʥʴʦʛʦ ʧʨʦʚʘʡʜʝʨʘ. 

Å ʅʘʢʨʫʪʢʠ ʨʝʟʫʣʴʪʘʪʽʚ ʛʦʣʦʩʫʚʘʥʴ - ʷʢ ʧʨʘʚʠʣʦ, ʚʩʽ ʛʦʣʦʩʫʚʘʥʥʷ 

ʚʨʘʭʦʚʫʶʪʴ IP-ʘʜʨʝʩʫ ʚʫʟʣʘ ʽ ʥʝ ʜʦʟʚʦʣʷʶʪʴ ʛʦʣʦʩʫʚʘʪʠ ʙʽʣʴʰʝ ʦʜʥʦʛʦ ʨʘʟʫ ʟ 

ʦʜʥʦʛʦ IP. ɿʤʽʥʶʶʯʠ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʠ, ʚʠ ʟʤʦʞʝʪʝ ʧʨʦʛʦʣʦʩʫʚʘʪʠ ʢʽʣʴʢʘ ʨʘʟʽʚ ʽ 

ʪʠʤ ʩʘʤʠʤ ʜʦʧʦʤʦʛʪʠ ʩʚʦʻʤʫ ʜʨʫʛʦʚʽ/ʧʦʜʨʫʛʽ, ʘʙʦ ʥʘʚʽʪʴ ʩʘʤʦʤʫ ʩʦʙʽ 

ʦʪʨʠʤʘʪʠ ʤʽʩʮʝ ʚʠʱʝ ʚ ʨʝʡʪʠʥʛʫ. ʂʦʣʠ ʚʠ ''ʥʘʢʨʫʪʠʪʝò ʧʘʨʫ ʩʦʪʝʥʴ ʛʦʣʦʩʽʚ ʚ 

ʦʯʘʭ ʩʚʦʾʭ ʜʨʫʟʽʚ ʚʠ ʙʫʜʝʪʝ ʚʽʜʯʫʚʘʪʠ ʩʝʙʝ ʩʧʨʘʚʞʥʽʤ ʭʘʢʝʨʦʤ! 

Å ɿʤʽʥʠ IP-ʘʜʨʝʩʠ ï ʧʨʦ ʮʝ ʤʠ ʚʞʝ ʛʦʚʦʨʠʣʠ. 

ɸʥʦʥʽʤʥʽ ʧʨʦʢʩʽ ʤʘʶʪʴ ʟʘʛʨʦʟʫ ʙʝʟʧʝʮʽ. ʊʘʢ, ʩʧʠʩʢʠ ʧʨʦʢʩʽ ʦʥʦʚʣʶʶʪʴʩʷ 

ʱʦʛʦʜʠʥʠ. ʍʪʦ ʾʭ ʦʥʦʚʣʶʻ ʪʘ ʭʪʦ ʟʥʘʭʦʜʠʪʴ ʫ ʤʝʨʝʞʽ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʽ ʧʨʦʢʩʽ? 

ɺʦʣʦʥʪʝʨʠ. ɺʦʥʠ ʧʫʙʣʽʢʫʶʪʴ ʩʧʠʩʢʠ ʥʘ ʩʚʦʻʤʫ ʩʘʡʪʽ, ʥʘ ʷʢʦʤʫ ʨʦʟʤʽʱʝʥʦ 

ʨʝʢʣʘʤʫ, ʽ ʨʝʢʣʘʤʥʽ ʥʘʜʭʦʜʞʝʥʥʷ ʬʦʨʤʫʶʪʴ ʾʭʥʽʡ ʟʘʨʦʙʽʪʦʢ. ʅʘʯʝʙʪʦ ʚʩʝ 

ʣʦʛʽʯʥʦ. ɸʣʝ ʷʢʱʦ ʚʠ ʜʦʩʣʽʜʞʫʻʪʝ ʩʧʠʩʢʠ ʧʨʦʢʩʽ ʜʝʷʢʠʡ ʯʘʩ, ʩʢʘʞʽʤʦ, 

ʧʨʦʪʷʛʦʤ ʦʜʥʦʛʦ ʪʠʞʥʷ ʘʙʦ ʥʘʚʽʪʴ ʤʽʩʷʮʷ, ʪʦ ʚʠ ʧʦʙʘʯʠʪʝ, ʱʦ ʜʝʷʢʽ ʧʨʦʢʩʽ 

ʥʽʢʦʣʠ ʥʝ ʟʘʣʠʰʘʶʪʴ ʩʧʠʩʦʢ ï ʚʦʥʠ ʽʩʥʫʶʪʴ ʧʦʩʪʽʡʥʦ. ʅʘ ʮʴʦʤʫ ʣʝʛʝʥʜʘ ʧʨʦ 

ʟʘʙʫʜʴʢʫʚʘʪʽ ʘʜʤʽʥʠ ʧʦʯʠʥʘʻ ʨʫʡʥʫʚʘʪʠʩʷ. ʉʝʥʩ ʢʦʤʫʩʴ ʨʦʟʛʦʨʪʘʪʠ ʧʨʦʢʩʽ ʪʘ 

ʥʘʜʘʚʘʪʠ ʜʦʩʪʫʧ ʚʩʽʤ ʘʙʩʦʣʶʪʥʦ ʙʝʟʢʦʰʪʦʚʥʦ? 
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ʊʘʢʽ ʧʨʦʢʩʽ ʤʦʞʫʪʴ ʨʦʟʛʦʨʥʫʪʠʩʷ ʟʣʦʚʤʠʩʥʠʢʘʤʠ ʘʙʦ ʥʘʚʽʪʴ ʩʧʝʮʩʣʫʞʙʘʤʠ 

ʜʣʷ ʧʝʨʝʭʦʧʣʝʥʥʷ ʚʘʰʠʭ ʜʘʥʠʭ. ʂʦʣʠ ʚʘʰʽ ʜʘʥʽ ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʧʨʦʢʩʽ, ʚʦʥʠ 

ʧʦʚʥʽʩʪʶ ʜʦʩʪʫʧʥʽ ʜʣʷ ʚʣʘʩʥʠʢʘ ʧʨʦʢʩʽ, ʘʜʞʝ ʚʦʥʠ ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʡʦʛʦ 

ʦʙʣʘʜʥʘʥʥʷ. ʉʘʤʝ ʪʦʤʫ ʧʨʦʢʩʽ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ, ʷʢʱʦ ʥʝ ʧʣʘʥʫʻʰ 

ʧʝʨʝʜʘʚʘʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ. ʄʠ ʙ ʥʝ ʨʝʢʦʤʝʥʜʫʚʘʣʠ ʯʝʨʝʟ ʘʥʦʥʽʤʥʽ ʧʨʦʢʩʽ 

ʚʭʦʜʠʪʠ ʜʦ ʩʚʦʻʾ ʧʦʰʪʦʚʦʾ ʩʢʨʠʥʴʢʠ, ʥʘ ʩʚʦʶ ʩʪʦʨʽʥʢʫ ʚ ʩʦʮʽʘʣʴʥʽʡ ʤʝʨʝʞʽ 

ʪʦʱʦ. ʗʢʱʦ ʧʦʪʨʽʙʥʦ ʧʽʜʢʣʶʯʠʪʠʩʷ ʜʦ ʟʘʙʣʦʢʦʚʘʥʦʛʦ ʫ ʚʘʰʽʡ ʢʨʘʾʥʽ ʪʦʨʨʝʥʪ-

ʪʨʝʢʝʨʘ, ʱʦʙ ʟʘʚʘʥʪʘʞʠʪʠ ʬʽʣʴʤ, ʤʫʟʠʢʫ ʯʠ ʧʨʦʛʨʘʤʫ, ʮʝ ʙʫʜʴ ʣʘʩʢʘ. 

ʇʨʦʛʦʣʦʩʫʚʘʪʠ ʟʘ ʜʨʫʛʘ ʯʠ ʧʦʜʨʫʛʫ, ʜʦʜʘʚʰʠ ʜʦʜʘʪʢʦʚʽ ʛʦʣʦʩʠ ï ʪʝʞ ʤʦʞʥʘ. 

ʊʘʢʦʞ ʤʦʞʥʘ ʟʚʝʨʪʘʪʠʩʷ ʜʦ ʩʘʡʪʫ, ʷʢʠʡ ʙʣʦʢʫʻ ʜʦʩʪʫʧ ʽʟ ʚʘʰʦʾ ʢʨʘʾʥʠ. ʏʘʩʪʦ 

ʪʘʢʝ ʚʽʜʙʫʚʘʻʪʴʩʷ ʟ ʩʘʡʪʘʤʠ ʪʝʣʝʚʽʟʽʡʥʠʭ ʢʘʥʘʣʽʚ - òʂʦʥʪʝʥʪ ʟʘʙʣʦʢʦʚʘʥʠʡ ʫ 

ʚʘʰʽʡ ʢʨʘʾʥʽò ï ʥʘʧʠʩ ʟʥʘʡʦʤʠʡ ʚʩʽʤ. ɿʘʛʘʣʦʤ, ʜʣʷ ʚʩʴʦʛʦ, ʱʦ ʥʝ ʚʠʤʘʛʘʻ 

ʚʚʝʜʝʥʥʷ ʢʦʥʬʽʜʝʥʮʽʡʥʠʭ ʜʘʥʠʭ (ʧʘʨʦʣʽʚ, ʧʣʘʪʽʞʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʦʱʦ), ʤʦʞʥʘ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʘʥʦʥʽʤʥʽ ʧʨʦʢʩʽ. 

ʊʝʧʝʨ ʨʦʟʙʝʨʝʤʦʩʷ, ʷʢ ʾʭ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ. ɿʘʡʜʽʪʴ ʥʘ ʙʫʜʴ-ʷʢʠʡ ʩʘʡʪ ʟʽ 

ʩʧʠʩʢʦʤ ʧʨʦʢʩʽ. ʌʦʨʤʘʪ ʩʧʠʩʢʫ ʟʘʚʞʜʠ ʚʽʜʨʽʟʥʷʻʪʴʩʷ, ʘʣʝ ʚ ʮʽʣʦʤʫ ʚʽʥ ʪʘʢʠʡ: 

1ʈ-ʘʜʨʝʩʘ, ʧʦʨʪ, ʢʨʘʾʥʘ, ʪʠʧ ʧʨʦʢʩʽ, ʰʚʠʜʢʽʩʪʴ. ʈʝʰʪʘ ʽʥʬʦʨʤʘʮʽʾ ʥʝ ʮʽʢʘʚʘ. 

ʊʘʢʦʞ ʥʘʤ ʥʝ ʮʽʢʘʚʽ ʧʨʦʢʩʽ ʪʠʧʫ SOCKS, ʧʦʪʨʽʙʥʽ ʣʠʰʝ HTTP/HTTPS. ʊʦʤʫ 

ʷʢʱʦ ʥʘ ʩʘʡʪʽ ʻ ʬʽʣʴʪʨ, ʧʦʪʨʽʙʥʦ ʬʽʣʴʪʨʫʚʘʪʠ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʠ HTTP/HTTPS, 

ʱʦʙ ʽʥʰʽ ʥʝ ʟʘʚʘʞʘʣʠ. ʐʚʠʜʢʽʩʪʴ ʜʦʟʚʦʣʷʻ ʟʨʦʟʫʤʽʪʠ, ʷʢ ʰʚʠʜʢʦ ʙʫʜʫʪʴ 

ʚʽʜʢʨʠʚʘʪʠʩʷ ʩʘʡʪʠ ʯʝʨʝʟ ʮʝʡ ʧʨʦʢʩʽ. ʏʠʤ ʚʠʱʘ ʰʚʠʜʢʽʩʪʴ, ʪʠʤ ʢʨʘʱʝ. 

ɿʘʣʠʰʠʣʦʩʷ ʣʠʰʝ ʥʘʣʘʰʪʫʚʘʪʠ ʙʨʘʫʟʝʨ: 

Å Chrome, IE, Edge  ï ʥʘʣʘʰʪʫʚʘʥʥʷ ʟʜʽʡʩʥʶʻʪʴʩʷ ʯʝʨʝʟ ʚʽʢʥʦ 

ʇʘʨʘʤʝʪʨʠ, ʄʝʨʝʞʘ ʪʘ ɯʥʪʝʨʥʝʪ ʘʙʦ ʉʠʩʪʝʤʘ, ʇʨʦʢʩʽ-ʩʝʨʚʝʨ. ʋʚʽʤʢʥʫʪʠ 

ʧʘʨʘʤʝʪʨ ɺʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʧʨʦʢʩʽ-ʩʝʨʚʝʨ ʪʘ ʚʩʪʘʥʦʚʠʪʠ IP-ʘʜʨʝʩʫ ʪʘ ʥʦʤʝʨ 

ʧʦʨʪʫ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʘ, ʷʢʠʡ ʙʫʚ ʚʠʷʚʣʝʥʠʡ ʫ ʩʧʠʩʢʫ. ʅʘʪʠʩʥʽʪʴ ʢʥʦʧʢʫ 

ɿʙʝʨʝʛʪʠ. ʇʦʚʝʨʥʠʩʷ ʫ ʚʽʢʥʦ ʙʨʘʫʟʝʨʘ ʪʘ ʧʝʨʝʡʜʠ ʥʘ ʩʘʡʪ 

https://myip.com.ua/ . ʇʝʨʝʛʣʷʥʴ ʩʚʦʶ IP-ʘʜʨʝʩʫ. ɺʽʥ ʤʘʻ ʟʤʽʥʠʪʠʩʷ. 

ʗʢʱʦ ʚʠ ʜʦ ʮʴʦʛʦ ʥʝ ʟʥʘʣʠ, ʷʢʘ ʫ ʚʘʩ IP-ʘʜʨʝʩʘ, ʜʽʟʥʘʪʠʩʷ ʾʾ ʧʦʪʨʽʙʥʦ ʜʦ 
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ʚʢʣʶʯʝʥʥʷ ʧʨʦʢʩʽ. ɸʙʦ ʞ ʚʠʤʢʥʽʪʴ ʧʨʦʢʩʽ, ʚʽʜʥʦʚʽʪʴ ʩʪʦʨʽʥʢʫ myip.com.ua . 

ʉʫʪʴ ʥʘʩʪʫʧʥʘ - ʷʢʱʦ ʚʠ ʚʩʝ ʟʨʦʙʠʣʠ ʧʨʘʚʠʣʴʥʦ, IP-ʘʜʨʝʩʘ ʧʦʚʠʥʥʘ ʟʤʽʥʠʪʠʩʴ 

ʧʽʩʣʷ ʚʢʣʶʯʝʥʥʷ ʧʨʦʢʩʽ. 

Å Firefox  - ʚʠʙʝʨʽʪʴ ʋʩʪʘʥʦʚʢʠ, ʋʩʪʘʥʦʚʢʠ ʤʝʨʝʞʽ, ʥʘʪʠʩʥʽʪʴ ʢʥʦʧʢʫ 

ʅʘʣʘʰʪʫʚʘʪʠ. ʋ ʚʽʢʥʽ ʚʠʙʝʨʽʪʴ ʈʫʯʥʘ ʥʘʩʪʨʦʡʢʘ ʧʨʦʢʩʽ ʽ ʚʚʝʜʽʪʴ ʧʘʨʘʤʝʪʨʠ 

ʧʨʦʢʩʽ-ʩʝʨʚʝʨʘ - ʡʦʛʦ IP-ʘʜʨʝʩʫ ʽ ʧʦʨʪ. ʅʘʪʠʩʥʽʪʴ ʢʥʦʧʢʫ ʆʂ ʽ ʧʝʨʝʡʜʽʪʴ ʥʘ ʩʘʡʪ 

myip.ru  ʜʣʷ ʧʝʨʝʛʣʷʜʫ IP-ʘʜʨʝʩʠ. ʗʢʱʦ ʚʩʝ ʜʦʙʨʝ (IP ʟʤʽʥʠʚʩʷ), ʤʦʞʥʘ 

ʚʽʜʚʽʜʘʪʠ ʟʘʙʣʦʢʦʚʘʥʽ ʨʝʩʫʨʩʠ. 

 

3.4. ȮɱɜɞɟɌɗɨəɌ ɛɜɔɎɌɞəɌ ɘɑɜɑɒɌ VPN 

 

3.4.1. ȺɝəɚɎəɌ ɱəɠɚɜɘɌɢɱɫ ɛɜɚ VPN 

 

VPN (Virtual Private Network) ï ʚʽʨʪʫʘʣʴʥʘ ʧʨʠʚʘʪʥʘ ʤʝʨʝʞʘ. ʈʘʥʽʰʝ ʮʝʡ 

ʽʥʩʪʨʫʤʝʥʪ ʚʠʢʦʨʠʩʪʦʚʫʚʘʚʩʷ ʚʠʢʣʶʯʥʦ ʚʠʩʦʢʦʢʚʘʣʽʬʽʢʦʚʘʥʠʤʠ IT-ʬʘʭʽʚʮʷʤʠ 

ï ʘʜʤʽʥʽʩʪʨʘʪʦʨʘʤʠ ʚʝʣʠʢʠʭ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʤʝʨʝʞ, ʬʘʭʽʚʮʷʤʠ ʟ ʢʦʤʧ'ʶʪʝʨʥʦʾ 

ʙʝʟʧʝʢʠ ʪʦʱʦ. 

VPN ʚʩʪʘʥʦʚʣʶʻ ʮʠʬʨʦʚʝ ʟôʻʜʥʘʥʥʷ ʤʽʞ ʚʘʰʠʤ ʢʦʤʧôʶʪʝʨʦʤ ʽ ʚʽʜʜʘʣʝʥʠʤ 

ʩʝʨʚʝʨʦʤ, ʱʦ ʥʘʣʝʞʠʪʴ ʧʦʩʪʘʯʘʣʴʥʠʢʫ VPN, ʩʪʚʦʨʶʶʯʠ ʪʫʥʝʣʴ çʪʦʯʢʘ-

ʪʦʯʢʘè, ʷʢʠʡ ʰʠʬʨʫʻ ʚʘʰʽ ʦʩʦʙʠʩʪʽ ʜʘʥʽ, ʤʘʩʢʫʻ ʚʘʰʫ IP-ʘʜʨʝʩʫ ʪʘ ʜʦʟʚʦʣʷʻ 

ʚʘʤ ʦʙʭʦʜʠʪʠ ʙʣʦʢʫʚʘʥʥʷ ʚʝʙ-ʩʘʡʪʽʚ ʽ ʙʨʘʥʜʤʘʫʝʨʠ ʚ ɯʥʪʝʨʥʝʪʽ. ʎʝ ʛʘʨʘʥʪʫʻ, 

ʱʦ ʚʘʰʘ ʨʦʙʦʪʘ ʚ ɯʥʪʝʨʥʝʪʽ ʻ ʧʨʠʚʘʪʥʦʶ, ʟʘʭʠʱʝʥʦʶ ʪʘ ʙʝʟʧʝʯʥʽʰʦʶ. 

ɿʘ ʩʚʦʾʤ ʚʠʟʥʘʯʝʥʥʷʤ VPN-ʟôʻʜʥʘʥʥʷ ʮʝ: 

- ɺʽʨʪʫʘʣʴʥʝ, ʦʩʢʽʣʴʢʠ ʚ ʧʨʦʮʝʩʽ ʧʽʜʢʣʶʯʝʥʥʷ ʥʝ ʟʘʜʽʷʥʽ ʬʽʟʠʯʥʽ ʢʘʙʝʣʽ. 

- ʂʦʥʬʽʜʝʥʮʽʡʥʝ, ʪʦʤʫ ʱʦ ʯʝʨʝʟ ʮʝ ʟôʻʜʥʘʥʥʷ ʥʽʭʪʦ ʽʥʰʠʡ ʥʝ ʟʤʦʞʝ 

ʧʦʙʘʯʠʪʠ ʚʘʰʽ ʜʘʥʽ ʯʠ ʜʽʾ ʚʝʙ-ʧʝʨʝʛʣʷʜʘʯʘ. 
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- ʇʽʜʢʣʶʯʝʥʥʷ ʜʦ ʤʝʨʝʞʽ, ʦʩʢʽʣʴʢʠ ʢʽʣʴʢʘ ʧʨʠʩʪʨʦʾʚ ð ʚʘʰ ʢʦʤʧôʶʪʝʨ ʽ 

ʩʝʨʚʝʨ VPN ð ʧʨʘʮʶʶʪʴ ʨʘʟʦʤ, ʱʦʙ ʧʽʜʪʨʠʤʫʚʘʪʠ ʚʩʪʘʥʦʚʣʝʥʠʡ 

ʟʚôʷʟʦʢ. 

ʉʴʦʛʦʜʥʽ ʚʠ ʟʥʘʡʜʝʪʝ ʰʠʨʦʢʠʡ ʚʠʙʽʨ ʤʝʨʝʞ VPN ʜʣʷ ʢʦʤʧôʶʪʝʨʽʚ ʽ 

ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ, ʷʢ ʧʨʝʤʽʘʣʴʥʠʭ, ʪʘʢ ʽ ʙʝʟʢʦʰʪʦʚʥʠʭ, ʜʦʩʪʫʧʥʠʭ ʜʣʷ 

ʧʨʦʬʝʩʽʡʥʦʛʦ ʪʘ ʦʩʦʙʠʩʪʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ. ɼʝʷʢʽ ʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʪʠʧʽʚ 

ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ ʪʘʙʣ. 3.1. 

 

ʊʘʙʣʠʮʷ 3.1.  

ʅʘʡʧʦʰʠʨʝʥʽʰʽ ʪʠʧʠ VPN 

ʅʘʟʚʘ ʊʠʧ ʄʝʪʦʜ ʧʽʜʢʣʶʯʝʥʥʷ ɺʠʢʦʨʠʩʪʘʥʥʷ 

Remote access 

VPN (ʚʽʜʦʤʘ 

ʷʢ client-to-site 

VPN) 

Home ʇʽʜʢʣʶʯʽʪʴʩʷ ʜʦ 

ʧʨʠʚʘʪʥʦʾ ʤʝʨʝʞʽ 

ʘʙʦ ʩʪʦʨʦʥʥʴʦʛʦ 

ʩʝʨʚʝʨʘ ʯʝʨʝʟ 

SSL/TLS 

ɼʣʷ ʚʽʜʜʘʣʝʥʠʭ ʧʨʘʮʽʚʥʠʢʽʚ, ʷʢʠʤ 

ʧʦʪʨʽʙʝʥ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʽʚ ʽ ʨʝʩʫʨʩʽʚ 

ʢʦʤʧʘʥʽʾ ʯʝʨʝʟ ʧʨʠʚʘʪʥʝ ʟôʻʜʥʘʥʥʷ, ʘʙʦ ʜʣʷ 

ʢʦʨʠʩʪʫʚʘʯʽʚ, ʷʢʽ ʭʦʯʫʪʴ ʧʝʨʝʛʣʷʜʘʪʠ 

ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʠʡ ɯʥʪʝʨʥʝʪ ʯʝʨʝʟ 

ʟʘʰʠʬʨʦʚʘʥʝ ʟôʻʜʥʘʥʥʷ 

Site-to-site 

VPN 

Private ʄʝʨʝʞʘ 

ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ 

ʽʥʰʦʾ ʤʝʨʝʞʽ ʯʝʨʝʟ 

LAN, WAN 

ɼʣʷ ʚʝʣʠʢʠʭ ʦʨʛʘʥʽʟʘʮʽʡ, ʷʢʠʤ ʧʦʪʨʽʙʥʦ 

ʟʚôʷʟʘʪʠ ʩʚʦʾ ʚʥʫʪʨʽʰʥʽ ʤʝʨʝʞʽ ʥʘ ʢʽʣʴʢʦʭ 

ʩʘʡʪʘʭ ʫ ʨʽʟʥʠʭ ʤʽʩʮʷʭ, ʟʙʝʨʽʛʘʶʯʠ 

ʙʝʟʧʝʯʥʝ ʟôʻʜʥʘʥʥʷ 

VPN 

ʟʘʩʪʦʩʫʥʢʠ 

Mobile ʇʽʜʢʣʶʯʽʪʴʩʷ ʜʦ 

ʧʨʠʚʘʪʥʦʾ ʤʝʨʝʞʽ 

ʯʝʨʝʟ ʟʘʩʪʦʩʫʥʦʢ 

VPN ʥʘ ʤʦʙʽʣʴʥʦʤʫ 

ʧʨʠʩʪʨʦʾ ʯʠ 

ʩʤʘʨʪʬʦʥʽ 

ɼʣʷ ʢʦʨʠʩʪʫʚʘʯʽʚ ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ, ʷʢʽ 

ʙʘʞʘʶʪʴ ʩʢʦʨʠʩʪʘʪʠʩʷ ʧʝʨʝʚʘʛʘʤʠ VPN ʫ 

ʜʦʨʦʟʽ ʘʙʦ ʧʽʜ ʯʘʩ ʥʝʩʪʘʙʽʣʴʥʦʛʦ ɯʥʪʝʨʥʝʪ-

ʟôʻʜʥʘʥʥʷ 

 

Remote access VPN - ɺʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ VPN (ʪʘʢʦʞ ʚʽʜʦʤʠʡ ʷʢ ʢʣʽʻʥʪ-

ʩʘʡʪ VPN) - ʦʜʠʥ ʽʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʪʠʧʽʚ VPN ʜʣʷ ʢʦʤʧôʶʪʝʨʘ, VPN 

ʚʽʜʜʘʣʝʥʦʛʦ ʜʦʩʪʫʧʫ, ʜʘʻ ʢʦʨʠʩʪʫʚʘʯʘʤ ʟʘ ʤʝʞʘʤʠ ʩʘʡʪʫ ʤʦʞʣʠʚʽʩʪʴ 

ʧʽʜʢʣʶʯʘʪʠʩʷ ʜʦ ʤʝʨʝʞʽ ʦʨʛʘʥʽʟʘʮʽʾ ʘʙʦ ʚʽʜʜʘʣʝʥʦʛʦ ʩʝʨʚʝʨʘ ʟʽ ʩʚʦʛʦ 
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ʧʝʨʩʦʥʘʣʴʥʦʛʦ ʧʨʠʩʪʨʦʶ. ʎʝ ʤʦʞʥʘ ʟʨʦʙʠʪʠ, ʚʚʽʚʰʠ ʩʚʦʾ ʦʙʣʽʢʦʚʽ ʜʘʥʽ ʜʣʷ 

ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʥʘ ʩʪʦʨʽʥʮʽ ʚʭʦʜʫ, ʷʢʘ ʧʦʪʽʤ ʘʚʪʦʨʠʟʫʻ ʚʘʩ ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ 

ʯʝʨʝʟ ʚʝʙ-ʙʨʘʫʟʝʨ. 

ʂʦʨʠʩʪʫʚʘʯʽ ʪʘʢʦʞ ʤʦʞʫʪʴ ʧʽʜʢʣʶʯʘʪʠʩʷ ʜʦ VPN ʯʝʨʝʟ ʢʣʽʻʥʪ 

ʚʽʨʪʫʘʣʴʥʦʛʦ ʨʦʙʦʯʦʛʦ ʩʪʦʣʫ ʘʙʦ ʜʦʜʘʪʦʢ VPN, ʷʢʠʡ ʪʘʢʦʞ ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ 

ʤʝʨʝʞʽ ʘʙʦ ʩʝʨʚʝʨʘ ʧʽʩʣʷ ʚʚʝʜʝʥʥʷ ʦʙʣʽʢʦʚʠʭ ʜʘʥʠʭ. ʂʣʽʻʥʪ ʥʘʜʘʻ ʩʚʦʾʤ 

ʢʦʨʠʩʪʫʚʘʯʘʤ ʧʨʦʩʪʠʡ ʽʥʪʝʨʬʝʡʩ ʜʣʷ ʨʦʙʦʪʠ, ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʧʽʜʢʣʶʯʝʥʥʷ ʪʘ 

ʤʦʞʣʠʚʽʩʪʴ ʧʝʨʝʤʠʢʘʪʠʩʷ ʤʽʞ ʨʽʟʥʠʤʠ ʬʫʥʢʮʽʷʤʠ VPN. 

VPN ʚʽʜʜʘʣʝʥʦʛʦ ʜʦʩʪʫʧʫ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʷʢ ʜʣʷ ʧʨʦʬʝʩʽʡʥʦʛʦ, 

ʪʘʢ ʽ ʜʣʷ ʦʩʦʙʠʩʪʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ, ʪʦʤʫ ʮʝ ʦʜʥʘ ʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʬʦʨʤ 

VPN. ʎʝ ʜʘʻ ʚʽʜʜʘʣʝʥʠʤ ʧʨʘʮʽʚʥʠʢʘʤ ʤʦʞʣʠʚʽʩʪʴ ʜʦʩʪʫʧʫ ʜʦ ʬʘʡʣʽʚ ʽ ʨʝʩʫʨʩʽʚ 

ʢʦʤʧʘʥʽʾ, ʥʝ ʧʝʨʝʙʫʚʘʶʯʠ ʚ ʦʬʽʩʽ, ʽ ʟʘʭʠʱʘʻ ʧʨʠʚʘʪʥʽ ʜʘʥʽ ʢʦʤʧʘʥʽʡ, ʷʢʽ 

ʧʨʘʮʶʶʪʴ ʚʽʜʜʘʣʝʥʦ, ʱʦʙ ʚʦʥʠ, ʡʤʦʚʽʨʥʦ, ʟʘʣʠʰʘʣʠʩʷ ʢʦʥʬʽʜʝʥʮʽʡʥʠʤʠ. ʑʦ 

ʩʪʦʩʫʻʪʴʩʷ ʦʢʨʝʤʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʷʢʽ ʧʨʦʩʪʦ ʭʦʯʫʪʴ ʧʝʨʝʛʣʷʜʘʪʠ ʧʫʙʣʽʯʥʠʡ 

ɯʥʪʝʨʥʝʪ ʽʟ ʧʽʜʚʠʱʝʥʦʶ ʘʚʪʦʥʦʤʽʻʶ ʪʘ ʘʥʦʥʽʤʥʽʩʪʶ, VPN ʚʽʜʜʘʣʝʥʦʛʦ ʜʦʩʪʫʧʫ 

ʻ ʥʝʚʽʜôʻʤʥʦʶ ʯʘʩʪʠʥʦʶ ʫʥʠʢʥʝʥʥʷ ʙʣʦʢʫʚʘʥʥʷ ʚʤʽʩʪʫ, ʙʨʘʥʜʤʘʫʝʨʽʚ ʽ 

ʚʽʜʩʪʝʞʝʥʥʷ ʧʨʦʚʘʡʜʝʨʘ. 

Site-to-site VPN. ɺʝʣʠʢʽ ʦʨʛʘʥʽʟʘʮʽʾ, ʷʢʠʤ ʧʦʪʨʽʙʥʝ ʥʘʜʽʡʥʽʰʝ 

ʽʥʜʠʚʽʜʫʘʣʴʥʝ ʨʽʰʝʥʥʷ, ʤʦʞʫʪʴ ʦʙʨʘʪʠ ʤʝʨʝʞʫ VPN ʪʠʧʫ "ʩʘʡʪ-ʩʘʡʪ". VPN 

ʪʠʧʫ çʩʘʡʪ-ʩʘʡʪè ð ʮʝ ʧʨʠʚʘʪʥʘ ʚʥʫʪʨʽʰʥʷ ʤʝʨʝʞʘ, ʱʦ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʢʽʣʴʢʦʭ 

ʤʝʨʝʞ ʫ ʤʝʞʘʭ ʦʨʛʘʥʽʟʘʮʽʾ, ʷʢʽ ʧʽʜʢʣʶʯʝʥʽ ʜʦ ʣʦʢʘʣʴʥʠʭ ʤʝʨʝʞ (LAN) ʦʜʥʘ 

ʦʜʥʦʾ ʯʝʨʝʟ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʠʡ ɯʥʪʝʨʥʝʪ. ʎʝ ʥʘʣʘʰʪʫʚʘʥʥʷ ʜʦʟʚʦʣʷʻ 

ʢʦʨʠʩʪʫʚʘʯʘʤ ʫ ʜʚʦʭ ʦʢʨʝʤʠʭ ʤʝʨʝʞʘʭ, ʷʢ ʫ ʤʝʞʘʭ ʦʨʛʘʥʽʟʘʮʽʾ, ʪʘʢ ʽ ʧʦʨʫʯ ʽʟ 

ʥʝʶ, ʜʽʣʠʪʠʩʷ ʨʝʩʫʨʩʘʤʠ ʦʜʠʥ ʟ ʦʜʥʠʤ, ʦʙʤʝʞʫʶʯʠ ʧʨʠ ʮʴʦʤʫ ʧʦʚʥʠʡ ʜʦʩʪʫʧ 

ʜʦ ʚʩʽʭ ʩʚʦʾʭ ʨʝʩʫʨʩʽʚ, ʛʘʨʘʥʪʫʶʯʠ, ʱʦ ʩʧʽʣʢʫʚʘʥʥʷ ʚʩʝʨʝʜʠʥʽ ʢʦʤʧʘʥʽʾ 

ʟʘʣʠʰʘʻʪʴʩʷ ʤʘʢʩʠʤʘʣʴʥʦ ʧʨʠʚʘʪʥʠʤ ʽ ʙʝʟʧʝʯʥʠʤ. ʏʝʨʝʟ ʤʘʩʰʪʘʙ ʽ ʩʢʣʘʜʥʽʩʪʴ 

ʤʝʨʝʞ VPN ʪʠʧʫ çʩʘʡʪ-ʩʘʡʪè ʮʝʡ ʪʠʧ ʟôʻʜʥʘʥʥʷ ʥʘʡʢʨʘʱʝ ʧʽʜʭʦʜʠʪʴ ʜʣʷ 

ʢʦʤʧʘʥʽʡ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʨʽʚʥʷ ʟ ʚʽʜʜʽʣʘʤʠ ʚ ʢʽʣʴʢʦʭ ʤʽʩʮʷʭ. 

ʋ ʤʝʨʝʞʘʭ VPN ʪʠʧʫ "ʩʘʡʪ-ʩʘʡʪ" ʽʩʥʫʻ ʜʚʘ ʪʠʧʠ ʤʝʨʝʞ: 
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- Intranet  - ɯʥʪʨʘʥʝʪ (ʚʥʫʪʨʽʰʥʷ ʤʝʨʝʞʘ) - ɯʥʪʨʘʥʝʪ-ʩʘʡʪ VPN ʟʚôʷʟʫʻ 

ʢʽʣʴʢʘ ʩʘʡʪʽʚ ʦʜʥʽʻʾ ʦʨʛʘʥʽʟʘʮʽʾ ʯʝʨʝʟ ʣʦʢʘʣʴʥʫ ʤʝʨʝʞʫ. ʎʝ ʢʦʨʠʩʥʦ, ʢʦʣʠ 

ʢʽʣʴʢʦʤ ʚʽʜʜʽʣʘʤ ʫ ʢʽʣʴʢʦʭ ʤʽʩʮʷʭ ʧʦʪʨʽʙʥʦ ʩʧʽʚʧʨʘʮʶʚʘʪʠ ʦʜʠʥ ʟ ʦʜʥʠʤ 

ʫ ʟʘʢʨʠʪʽʡ ʧʨʠʚʘʪʥʽʡ ʤʝʨʝʞʽ. ɿʘʚʜʷʢʠ ʟôʻʜʥʘʥʥʶ çʩʘʡʪ-ʩʘʡʪè ʮʽ ʚʽʜʜʽʣʠ 

ʤʦʞʫʪʴ ʙʝʟʧʝʯʥʦ ʡ ʝʬʝʢʪʠʚʥʦ ʦʙʤʽʥʶʚʘʪʠʩʷ ʨʝʩʫʨʩʘʤʠ ʦʜʠʥ ʟ ʦʜʥʠʤ. 

- Extranet   - ɽʢʩʪʨʘʥʝʪ (ʜʦʜʘʪʢʦʚʘ ʤʝʨʝʞʘ) - ɽʢʩʪʨʘʥʝʪ-ʩʘʡʪ-ʩʘʡʪ VPN 

ʟôʻʜʥʫʻ ʜʝʢʽʣʴʢʘ ʩʘʡʪʽʚ ʽʟ ʨʽʟʥʠʭ ʦʨʛʘʥʽʟʘʮʽʡ ʟʘ ʜʦʧʦʤʦʛʦʶ ʣʦʢʘʣʴʥʦʾ 

ʤʝʨʝʞʽ. ʆʨʛʘʥʽʟʘʮʽʾ, ʷʢʘ ʯʘʩʪʦ ʩʧʽʚʧʨʘʮʶʻ ʟʽ ʩʪʦʨʦʥʥʽʤʠ 

ʧʦʩʪʘʯʘʣʴʥʠʢʘʤʠ, ʧʘʨʪʥʝʨʘʤʠ ʘʙʦ ʢʦʤʝʨʮʽʡʥʠʤʠ ʧʦʩʪʘʯʘʣʴʥʠʢʘʤʠ, 

ʤʦʞʝ ʟʥʘʜʦʙʠʪʠʩʷ ʤʦʞʣʠʚʽʩʪʴ ʩʪʚʦʨʠʪʠ ʮʶ ʤʝʨʝʞʫ. ʆʨʛʘʥʽʟʘʮʽʾ ʪʘʢʦʞ 

ʤʦʞʫʪʴ ʥʘʣʘʰʪʫʚʘʪʠ ʦʙʩʷʛ ʜʦʩʪʫʧʫ ʤʽʞ ʢʦʞʥʦʶ ʤʝʨʝʞʝʶ, ʱʦʙ ʣʠʰʝ 

ʜʝʷʢʽ ʨʝʩʫʨʩʠ ʙʫʣʠ ʩʧʽʣʴʥʠʤʠ, ʘ ʽʥʰʽ ʟʘʣʠʰʘʣʠʩʷ ʧʨʠʚʘʪʥʠʤʠ. 

Mobile VPN - ʄʦʙʽʣʴʥʠʡ VPN. ʋ ʪʦʡ ʯʘʩ ʷʢ ʜʘʚʥʽ ʧʨʦʚʘʡʜʝʨʠ VPN 

ʟʘʟʚʠʯʘʡ ʦʙʩʣʫʛʦʚʫʶʪʴ ʢʦʨʠʩʪʫʚʘʯʽʚ ʥʘʩʪʽʣʴʥʠʭ ʢʦʤʧôʶʪʝʨʽʚ, ʩʤʘʨʪʬʦʥʠ 

ʩʧʨʠʷʣʠ ʚʝʣʠʯʝʟʥʦʤʫ ʟʨʦʩʪʘʥʥʶ VPN ʜʣʷ ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ ð ʽ ʥʝ ʜʘʨʤʘ. 

ɼʣʷ ʢʦʨʠʩʪʫʚʘʯʽʚ ʩʤʘʨʪʬʦʥʽʚ, ʷʢʠʤ ʧʦʪʨʽʙʥʘ ʙʽʣʴʰʘ ʙʝʟʧʝʢʘ ʪʘ ʟʘʭʠʩʪ ʫ ʜʦʨʦʟʽ, 

ʤʦʙʽʣʴʥʠʡ VPN ʻ ʥʝʦʙʭʽʜʥʽʩʪʶ. 

ʄʦʙʽʣʴʥʽ VPN ʥʝ ʪʽʣʴʢʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʧʝʨʝʚʘʛʠ ʪʨʘʜʠʮʽʡʥʠʭ VPN, ʘʣʝ ʡ 

ʧʨʦʜʦʚʞʫʶʪʴ ʟʘʭʠʱʘʪʠ ʜʘʥʽ, ʢʦʣʠ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ɯʥʪʝʨʥʝʪʫ ʥʝʩʪʘʙʽʣʴʥʝ ʘʙʦ 

ʥʝʩʪʘʙʽʣʴʥʝ, ʘʙʦ ʧʽʜ ʯʘʩ ʧʝʨʝʤʠʢʘʥʥʷ ʤʽʞ ʤʦʙʽʣʴʥʠʤʠ ʜʘʥʠʤʠ ʪʘ Wi-Fi. ʇʦʢʠ 

ʧʨʦʛʨʘʤʘ ʧʨʘʮʶʻ, VPN-ʟôʻʜʥʘʥʥʷ ʟʘʣʠʰʘʻʪʴʩʷ ʙʝʟʧʝʯʥʠʤ, ʘ ʚʘʰ ʧʨʠʩʪʨʽʡ ï 

ʟʘʭʠʱʝʥʠʤ. ɿʘʚʜʷʢʠ ʛʥʫʯʢʦʩʪʽ ʤʦʙʽʣʴʥʠʡ VPN ʽʜʝʘʣʴʥʦ ʧʽʜʭʦʜʠʪʴ ʜʣʷ 

ʢʦʨʠʩʪʫʚʘʯʽʚ, ʷʢʽ ʧʦʜʦʨʦʞʫʶʪʴ, ʘʙʦ ʜʣʷ ʪʠʭ, ʭʪʦ ʥʝ ʤʘʻ ʜʦʩʪʫʧʫ ʜʦ ʥʘʜʽʡʥʦʛʦ 

ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ɯʥʪʝʨʥʝʪʫ. 

 

3.4.2. Ȼɜɔəɢɔɛ ɜɚɍɚɞɔ VPN 

 

ʂʦʣʠ ʨʦʙʠʪʴʩʷ ʩʧʨʦʙʘ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʚʽʜʜʘʣʝʥʦʛʦ ʩʝʨʚʝʨʘ ʧʦʩʪʘʯʘʣʴʥʠʢʘ 

VPN, ʩʝʨʚʝʨ ʘʚʪʝʥʪʠʬʽʢʫʻ ʢʦʨʠʩʪʫʚʘʯʘ ʪʘ ʩʪʚʦʨʶʻ ʟʘʰʠʬʨʦʚʘʥʠʡ ʪʫʥʝʣʴ ʜʣʷ 
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ʧʨʦʭʦʜʞʝʥʥʷ ʡʦʛʦ ʜʘʥʠʭ. ɼʘʥʽ, ʷʢʽ ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʮʝʡ ʪʫʥʝʣʴ, 

ʧʝʨʝʪʚʦʨʶʶʪʴʩʷ ʚ ʢʦʜ ʽ ʩʪʘʶʪʴ ʥʝʨʦʟʙʽʨʣʠʚʠʤʠ ʜʣʷ ʪʠʭ, ʭʪʦ ʥʝ ʤʘʻ ʜʦʩʪʫʧʫ ʜʦ 

ʢʣʶʯʘ ʰʠʬʨʫʚʘʥʥʷ, ʘ ʦʪʞʝ, ʥʝ ʤʘʻ ʜʦʟʚʦʣʫ ʥʘ ʡʦʛʦ ʯʠʪʘʥʥʷ. ʂʦʣʠ ʮʽ ʜʘʥʽ 

ʥʘʜʭʦʜʷʪʴ ʥʘ ʩʝʨʚʝʨ, ʩʝʨʚʝʨ ʚʠʢʦʨʠʩʪʦʚʫʻ ʚʣʘʩʥʠʡ ʟʘʢʨʠʪʠʡ ʢʣʶʯ, ʱʦʙ 

ʨʦʟʰʠʬʨʫʚʘʪʠ ʜʘʥʽ ʪʘ ʟʨʦʙʠʪʠ ʾʭ ʯʠʪʘʙʝʣʴʥʠʤʠ. ʉʝʨʚʝʨ ʥʘʜʩʠʣʘʻ 

ʨʦʟʰʠʬʨʦʚʘʥʽ ʜʘʥʽ ʨʘʟʦʤ ʽʟ ʥʦʚʦʶ IP-ʘʜʨʝʩʦʶ ʥʘʟʘʜ ʥʘ ʩʘʡʪ, ʜʦ ʷʢʦʛʦ ʚʠ 

ʥʘʤʘʛʘʻʪʝʩʴ ʧʽʜʢʣʶʯʠʪʠʩʷ. 

ʊʝ, ʷʢ ʚʽʜʙʫʚʘʻʪʴʩʷ ʮʝʡ ʧʨʦʮʝʩ ʰʠʬʨʫʚʘʥʥʷ ʪʘ ʯʠ ʻ ʚʽʥ ʧʦʚʥʽʩʪʶ 

ʙʝʟʧʝʯʥʠʤ, ʟʘʣʝʞʠʪʴ ʚʽʜ ʪʠʧʫ ʧʨʦʪʦʢʦʣʫ ʘʙʦ ʩʠʩʪʝʤʠ ʽʥʩʪʨʫʢʮʽʡ, ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟôʻʜʥʘʥʥʷ. ʇʦʩʣʫʛʘ VPN ʤʦʞʝ 

ʛʘʨʘʥʪʫʚʘʪʠ ʙʝʟʧʝʢʫ ʪʘ ʩʧʦʢʽʡ, ʣʠʰʝ ʷʢʱʦ ʚʦʥʘ ʧʽʜʪʨʠʤʫʻʪʴʩʷ ʥʘʜʽʡʥʠʤ 

ʧʨʦʪʦʢʦʣʦʤ. ʎʝ ʤʝʭʘʥʽʟʤ, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʨʦʙʦʪʫ VPN. 

ʉʝʨʝʜ ʧʨʦʚʘʡʜʝʨʽʚ VPN ʚʠ ʟʥʘʡʜʝʪʝ ʰʠʨʦʢʠʡ ʚʠʙʽʨ ʧʨʦʪʦʢʦʣʽʚ, ʢʦʞʝʥ ʟʽ 

ʩʚʦʾʤʠ ʚʣʘʩʥʠʤʠ ʤʝʪʦʜʘʤʠ ʤʘʨʰʨʫʪʠʟʘʮʽʾ ʪʘ ʚʣʘʩʥʠʤʠ ʚʘʨʽʘʥʪʘʤʠ 

ʚʠʢʦʨʠʩʪʘʥʥʷ. ʆʩʴ ʜʝʷʢʽ ʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʚʘʨʽʘʥʪʽʚ, ʥʘ ʷʢʽ ʚʘʨʪʦ ʟʚʝʨʥʫʪʠ 

ʫʚʘʛʫ: 

OpenVPN. OpenVPN, ʦʜʠʥ ʽʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʧʨʦʪʦʢʦʣʽʚ ʫ ʩʚʽʪʽ, ʟʘʟʚʠʯʘʡ 

ʚʚʘʞʘʻʪʴʩʷ ʛʘʣʫʟʝʚʠʤ ʩʪʘʥʜʘʨʪʦʤ ʟʘ ʙʝʟʧʝʢʫ, ʩʪʘʙʽʣʴʥʽʩʪʴ ʽ ʛʥʫʯʢʽʩʪʴ. ɺʽʥ ʤʘʻ 

256-ʙʽʪʥʫ ʪʝʭʥʦʣʦʛʽʶ ʰʠʬʨʫʚʘʥʥʷ, ʟʘʙʝʟʧʝʯʫʻ ʪʫʥʝʣʶʚʘʥʥʷ ʯʝʨʝʟ SSL/TSL ʽ 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʪʝʭʥʦʣʦʛʽʶ ʟ ʚʽʜʢʨʠʪʠʤ ʢʦʜʦʤ, ʱʦ ʦʟʥʘʯʘʻ, ʱʦ ʙʫʜʴ-ʭʪʦ ʤʦʞʝ 

ʧʝʨʝʛʣʷʥʫʪʠ ʚʠʭʽʜʥʠʡ ʢʦʜ ʽ ʫʩʫʥʫʪʠ ʙʫʜʴ-ʷʢʽ ʧʦʪʝʥʮʽʡʥʽ ʚʨʘʟʣʠʚʦʩʪʽ. ʎʝʡ 

ʨʽʚʝʥʴ ʧʨʦʟʦʨʦʩʪʽ ʛʘʨʘʥʪʫʻ, ʱʦ ʚʘʰʽ ʜʘʥʽ ʥʽʢʦʣʠ ʥʝ ʙʫʜʫʪʴ ʧʨʦʜʘʥʽ ʯʠ ʧʝʨʝʜʘʥʽ 

ʩʪʦʨʦʥʥʽʤ ʨʝʢʣʘʤʦʜʘʚʮʷʤ. 

SSTP. SSTP, ʱʦ ʦʟʥʘʯʘʻ Secure Socket Tunneling Protocol, ʻ ʱʝ ʦʜʥʠʤ 

ʛʘʣʫʟʝʚʠʤ ʩʪʘʥʜʘʨʪʥʠʤ ʧʨʦʪʦʢʦʣʦʤ, ʷʢʠʡ ʚʢʣʶʯʘʻ 256-ʙʽʪʥʝ ʰʠʬʨʫʚʘʥʥʷ ʪʘ 

ʩʝʨʪʠʬʽʢʘʪʠ SSL/TSL ʜʣʷ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ. ɺʽʥ ʚʙʫʜʦʚʘʥʦ ʚ ʆʉ Windows ʽ 

ʧʽʜʪʨʠʤʫʻʪʴʩʷ Microsoft, ʱʦ ʨʦʙʠʪʴ ʡʦʛʦ ʥʘʡʢʨʘʱʠʤ ʚʘʨʽʘʥʪʦʤ ʜʣʷ 

ʢʦʨʠʩʪʫʚʘʯʽʚ Windows. 

IKEv2 / IPSec. IKEv2, ʱʦ ʨʦʟʰʠʬʨʦʚʫʻʪʴʩʷ ̫ ʢ Internet Key Exchange ʚʝʨʩʽʾ 

2, ð ʮʝ ʧʨʦʪʦʢʦʣ, ʷʢʠʡ ʟʘʟʚʠʯʘʡ ʧʦʻʜʥʫʻʪʴʩʷ ʟ IPSec, Internet Protocol Security, 
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ʜʣʷ ʦʧʪʠʤʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʪʘ ʰʚʠʜʢʦʩʪʽ. IKEv2/IPSec ʧʽʜʪʨʠʤʫʻ ʚʘʰʝ ʟôʻʜʥʘʥʥʷ 

ʟʘ ʥʝʩʪʘʙʽʣʴʥʠʭ ʫʤʦʚ ɯʥʪʝʨʥʝʪʫ, ʥʘʚʽʪʴ ʧʽʜ ʯʘʩ ʧʝʨʝʤʠʢʘʥʥʷ ʤʽʞ 

ʩʪʽʣʴʥʠʢʦʚʠʤʠ ʜʘʥʠʤʠ ʪʘ Wi-Fi. ʎʝ ʥʘʡʢʨʘʱʠʡ ʧʨʦʪʦʢʦʣ ʜʣʷ ʤʦʙʽʣʴʥʠʭ VPN. 

L2TP / IPSec. L2TP, ʱʦ ʦʟʥʘʯʘʻ Layer 2 Tunneling Protocol, ʻ ʱʝ ʦʜʥʠʤ 

ʧʨʦʪʦʢʦʣʦʤ, ʷʢʠʡ ʯʘʩʪʦ ʧʦʻʜʥʫʻʪʴʩʷ ʟ IPSec ʜʣʷ ʜʦʜʘʪʢʦʚʦʾ ʙʝʟʧʝʢʠ. ʗʢ ʽ SSTP, 

ʚʽʥ ʚʙʫʜʦʚʘʥʦ ʚ ʆʉ Windows ʽ ʟʘʛʘʣʦʤ ʡʦʛʦ ʣʝʛʢʦ ʥʘʣʘʰʪʫʚʘʪʠ, ʭʦʯʘ ʙʘʛʘʪʦ 

ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ ʙʽʣʴʰʝ ʥʝ ʧʽʜʪʨʠʤʫʶʪʴ ʮʝʡ ʧʨʦʪʦʢʦʣ, ʦʩʢʽʣʴʢʠ ʪʝʧʝʨ ʜʦʩʪʫʧʥʽ 

ʢʨʘʱʽ ʚʘʨʽʘʥʪʠ. 

PPTP. PPTP, ʱʦ ʦʟʥʘʯʘʻ ʧʨʦʪʦʢʦʣ ʪʫʥʝʣʶʚʘʥʥʷ ʪʦʯʢʘ-ʪʦʯʢʘ, ʙʫʚ 

ʦʨʠʛʽʥʘʣʴʥʠʤ ʧʦʧʝʨʝʜʥʠʢʦʤ L2TP ʽ ʟ ʪʠʭ ʧʽʨ ʩʪʘʚ ʟʘʩʪʘʨʽʣʠʤ. ɼʝʷʢʽ 

ʙʝʟʢʦʰʪʦʚʥʽ VPN ʚʩʝ ʱʝ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʮʝʡ ʧʨʦʪʦʢʦʣ, ʭʦʯʘ ʯʝʨʝʟ 

ʯʠʩʣʝʥʥʽ ʚʽʜʦʤʽ ʥʝʜʦʣʽʢʠ ʙʝʟʧʝʢʠ ʚʽʥ ʙʽʣʴʰʝ ʥʝ ʚʚʘʞʘʻʪʴʩʷ ʥʘʜʽʡʥʠʤ 

ʚʘʨʽʘʥʪʦʤ ʜʣʷ ʙʝʟʧʝʯʥʠʭ ʟôʻʜʥʘʥʴ. 

WireGuard . WireGuard ð ʮʝ ʥʦʚʠʡ, ʧʝʨʩʧʝʢʪʠʚʥʠʡ ʧʨʦʪʦʢʦʣ, ʷʢʠʡ 

ʧʨʦʜʦʚʞʫʻ ʥʘʙʠʨʘʪʠ ʦʙʝʨʪʽʚ ʫ ʧʨʦʩʪʦʨʽ VPN. ɺʽʥ ʨʝʢʣʘʤʫʻ ʢʦʤʧʘʢʪʥʽʰʫ 

ʢʦʜʦʚʫ ʙʘʟʫ, ʩʫʯʘʩʥʽʰʫ ʪʝʭʥʦʣʦʛʽʶ ʰʠʬʨʫʚʘʥʥʷ ʪʘ ʢʨʘʱʫ ʤʦʙʽʣʴʥʫ 

ʩʫʤʽʩʥʽʩʪʴ. ʗʢ ʽ OpenVPN, ʮʝ ʧʨʦʝʢʪ ʽʟ ʚʽʜʢʨʠʪʠʤ ʚʠʭʽʜʥʠʤ ʢʦʜʦʤ, ʱʦ ʦʟʥʘʯʘʻ, 

ʱʦ ʙʫʜʴ-ʭʪʦ ʤʦʞʝ ʧʝʨʝʛʣʷʥʫʪʠ ʚʠʭʽʜʥʠʡ ʢʦʜ, ʧʦʚʽʜʦʤʠʪʠ ʧʨʦ ʧʦʤʠʣʢʠ ʪʘ 

ʟʘʙʝʟʧʝʯʠʪʠ ʚʽʜʧʦʚʽʜʘʣʴʥʽʩʪʴ ʩʚʦʾʭ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ. 

ʗʢ VPN ʟʘʭʠʱʘʻ ʚʘʰʫ IP-ʘʜʨʝʩʫ. ʆʢʨʽʤ ʰʠʬʨʫʚʘʥʥʷ, VPN ʪʘʢʦʞ ʤʘʩʢʫʻ 

ʚʘʰʫ IP-ʘʜʨʝʩʫ ʚʽʜ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʦʛʦ ɯʥʪʝʨʥʝʪʫ, ʫ ʩʚʦʶ ʯʝʨʛʫ ʤʘʩʢʫʶʯʠ 

ʚʘʰʫ ʦʩʦʙʫ. ʂʦʣʠ ʢʦʨʠʩʪʫʚʘʯ ʫʩʧʽʰʥʦ ʧʽʜʢʣʶʯʘʻ ʩʚʽʡ ʢʦʤʧôʶʪʝʨ ʜʦ ʩʝʨʚʝʨʘ 

VPN, VPN ʥʝ ʪʽʣʴʢʠ ʟʘʭʠʱʘʻ ʡʦʛʦ ʜʘʥʽ, ʘʣʝ ʡ ʧʨʠʟʥʘʯʘʻ ʡʦʤʫ ʥʦʚʫ IP-ʘʜʨʝʩʫ, 

ʷʢʘ ʧʨʠʭʦʚʫʻ ʡʦʛʦ ʩʧʨʘʚʞʥʶ IP-ʘʜʨʝʩʫ. ʎʝ ʤʦʞʝ ʙʫʪʠ ʫ ʬʦʨʤʽ ʩʧʽʣʴʥʦʾ IP-

ʘʜʨʝʩʠ, ʷʢʘ ʛʨʫʧʫʻ ʢʽʣʴʢʦʭ ʢʦʨʠʩʪʫʚʘʯʽʚ ʚ ʦʜʥʫ IP-ʘʜʨʝʩʫ, ʪʦʤʫ ʜʽʷʣʴʥʽʩʪʴ 

ʙʫʜʴ-ʷʢʦʛʦ ʦʢʨʝʤʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ ʩʪʘʻ ʚʘʞʢʦ ʨʦʟʧʽʟʥʘʪʠ. ʎʷ ʥʦʚʘ IP-ʘʜʨʝʩʘ 

ʪʘʢʦʞ ʤʦʞʝ ʚʽʜʧʦʚʽʜʘʪʠ IP-ʘʜʨʝʩʽ VPN-ʩʝʨʚʝʨʘ, ʱʦ ʦʟʥʘʯʘʻ, ʱʦ ʯʠʤ ʙʽʣʴʰʝ 

ʩʝʨʚʝʨʽʚ ʫ ʚʩʴʦʤʫ ʩʚʽʪʽ, ʪʠʤ ʙʽʣʴʰʝ IP-ʘʜʨʝʩ ʚʘʤ ʜʦʚʝʜʝʪʴʩʷ ʚʠʙʠʨʘʪʠ. ɿʘʣʝʞʥʦ 

ʚʽʜ ʚʘʰʠʭ ʧʦʪʨʝʙ ʮʝ ʤʦʞʥʘ ʥʘʣʘʰʪʫʚʘʪʠ ʚ ʥʘʣʘʰʪʫʚʘʥʥʷʭ ʢʣʽʻʥʪʘ VPN. 
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ʂʦʣʠ VPN ʧʨʠʭʦʚʫʻ ʚʘʰʫ IP-ʘʜʨʝʩʫ, ʚʦʥʘ ʪʘʢʦʞ ʧʽʜʨʦʙʣʷʻ ʘʙʦ ʧʨʠʭʦʚʫʻ 

ʚʘʰʝ ʤʽʩʮʝʟʥʘʭʦʜʞʝʥʥʷ. ʎʝ ʢʦʨʠʩʥʦ ʜʣʷ ʦʙʭʦʜʫ ʙʣʦʢʫʚʘʥʴ ʚʤʽʩʪʫ ʪʘ 

ʙʨʘʥʜʤʘʫʝʨʽʚ, ʷʢʽ ʧʦʢʣʘʜʘʶʪʴʩʷ ʥʘ ʚʘʰ IP ʜʣʷ ʽʥʽʮʽʶʚʘʥʥʷ ʙʣʦʢʫʚʘʥʥʷ. 

ʄʘʩʢʫʚʘʥʥʷ IP-ʘʜʨʝʩʠ ʪʘʢʦʞ ʜʦʚʝʣʦ ʝʬʝʢʪʠʚʥʽʩʪʴ ʧʨʦʪʠ ʜʦʢʩʽʥʛʫ, ʢʦʣʠ ʚʘʰʽ 

ʦʩʦʙʠʩʪʽ ʜʘʥʽ ʦʧʨʠʣʶʜʥʶʶʪʴʩʷ ʚ ɯʥʪʝʨʥʝʪʽ, ʘ ʪʘʢʦʞ DDoS-ʘʪʘʢ ʘʙʦ 

ʨʦʟʧʦʜʽʣʝʥʠʭ ʘʪʘʢ ʥʘ ʚʽʜʤʦʚʫ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ. ʗʢʱʦ ʥʽʭʪʦ ʥʝ ʟʥʘʻ ʚʘʰʦʾ 

ʩʧʨʘʚʞʥʴʦʾ IP-ʘʜʨʝʩʠ, ʥʽʭʪʦ ʥʝ ʟʤʦʞʝ ʘʪʘʢʫʚʘʪʠ ʚʘʩ. 

ɿ ʥʝʜʘʚʥʴʦʛʦ ʯʘʩʫ ʟ VPN ʟʥʘʡʦʤʘ ʯʠ ʥʝ ʢʦʞʥʘ ʜʦʤʦʛʦʩʧʦʜʘʨʢʘ. ʏʦʤʫ? ʇʦ-

ʧʝʨʰʝ, ʪʦʤʫ ʱʦ ʚʠʢʦʨʠʩʪʘʥʥʷ VPN ʩʪʘʣʦ ʜʫʞʝ ʧʨʦʩʪʠʤ. ʇʦ-ʜʨʫʛʝ, ʚʠʥʠʢʣʘ 

ʪʘʢʘ ʥʝʦʙʭʽʜʥʽʩʪʴ. VPN - ʮʝ ʙʘʛʘʪʦʮʽʣʴʦʚʘ ʪʝʭʥʦʣʦʛʽʷ, ʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʾʾ 

ʪʽʣʴʢʠ ʜʣʷ ʟʤʽʥʠ IP-ʘʜʨʝʩʠ - ʮʝ ʷʢ ʩʪʨʽʣʷʪʠ ʟ ʛʘʨʤʘʪʠ ʧʦ ʛʦʨʦʙʮʷʭ. ʆʩʴ ʜʣʷ ʯʦʛʦ 

ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ VPN ʟʚʠʯʘʡʥʦʤʫ ʢʦʨʠʩʪʫʚʘʯʝʚʽ: 

1. ɿʘʭʠʩʪ ʜʘʥʠʭ, ʱʦ ʧʝʨʝʜʘʶʪʴʩʷ ʧʦ ʤʝʨʝʞʽ - VPN ʰʠʬʨʫʻ ʚʩʽ ʜʘʥʽ, ʱʦ 

ʧʝʨʝʜʘʶʪʴʩʷ ʧʦ ʤʝʨʝʞʽ. ʇʨʦ ʮʝ ʤʠ ʱʝ ʧʦʛʦʚʦʨʠʤʦ. 

2. ɿʤʽʥʘ ʢʨʘʾʥʠ, IP-ʘʜʨʝʩʠ - ʧʦʜʽʙʥʦ ʜʦ ʘʥʦʥʽʤʥʠʭ ʧʨʦʢʩʽ, VPN ʤʦʞʥʘ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʟʤʽʥʠ ʢʨʘʾʥʠ ʪʘ IP-ʘʜʨʝʩʠ. 

3. ɼʦʩʪʫʧ ʜʦ ʟʘʢʨʠʪʠʭ ʩʘʡʪʽʚ - ʦʩʢʽʣʴʢʠ ʚʠ ʧʽʜʢʣʶʯʘʪʠʤʝʪʝʩʷ ʯʝʨʝʟ VPN, 

ʪʦ ʧʨʠʚʘʪʥʘ ʚʽʨʪʫʘʣʴʥʘ ʤʝʨʝʞʘ ʚʠʩʪʫʧʘʪʠʤʝ ʚ ʨʦʣʽ ʧʦʩʝʨʝʜʥʠʢʘ. 

 

3.4.3. ȭɑɓɛɑɖɌ ɣɑɜɑɓ VPN 

 

ʗʢʱʦ ʧʦʨʽʚʥʶʚʘʪʠ ʟ ʘʥʦʥʽʤʥʠʤʠ ʧʨʦʢʩʽ, ʪʦ ʧʨʠʥʮʠʧ ʪʘʢʠʡ ʩʘʤʠʡ, ʘʣʝ ʧʨʠ 

ʮʴʦʤʫ ʯʘʩʫ ʜʘʥʽ VPN-ʟ'ʻʜʥʘʥʥʷ ʟʘʰʠʬʨʦʚʘʥʽ ʽ ʥʝ ʤʦʞʫʪʴ ʙʫʪʠ ʨʦʟʰʠʬʨʦʚʘʥʽ 

ʥʽ ʚʘʰʠʤ ʧʨʦʚʘʡʜʝʨʦʤ, ʥʽ ʢʠʤ-ʥʝʙʫʜʴ ʧʦ ʜʦʨʦʟʽ ʮʠʭ ʜʘʥʠʭ. 

ʗʢʱʦ ʧʨʦ ʜʦʩʪʫʧ ʜʦ ʟʘʢʨʠʪʠʭ ʩʘʡʪʽʚ ʽ ʟʤʽʥʫ IP-ʘʜʨʝʩʠ ʚʞʝ ʙʫʣʦ ʙʘʛʘʪʦ 

ʩʢʘʟʘʥʦ, ʪʦ ʟʫʧʠʥʠʤʦʩʷ ʜʦʢʣʘʜʥʽʰʝ ʥʘ ʟʘʭʠʩʪ ʽʥʬʦʨʤʘʮʽʾ, ʱʦ ʧʝʨʝʜʘʻʪʴʩʷ. ɼʘʥʽ 

ʤʦʞʫʪʴ ʙʫʪʠ ʧʝʨʝʭʦʧʣʝʥʽ ʥʘ ʙʫʜʴ-ʷʢʽʡ ʜʽʣʷʥʮʽ ʧʝʨʝʜʘʯʽ. ʇʨʠʧʫʩʪʠʤʦ, ʱʦ ʚʠ 

ʧʽʜʢʣʶʯʠʣʠʩʷ ʜʦ ʧʫʙʣʽʯʥʦʾ ʤʝʨʝʞʽ ʘʙʦ ʜʦ ʤʝʨʝʞʽ Wi-Fi ʛʦʪʝʣʶ, ʨʝʩʪʦʨʘʥʫ, ʪʘ 

ʭʦʯ ʜʦ ʩʫʩʽʜʩʴʢʦʾ ʤʝʨʝʞʽ - ʜʦ ʙʫʜʴ-ʷʢʦʾ ʤʝʨʝʞʽ, ʷʢʫ ʥʘʣʘʰʪʦʚʫʚʘʣʘ ʩʪʦʨʦʥʥʷ 
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ʣʶʜʠʥʘ. ɼʘʥʽ ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʤʝʨʝʞʽ ʽ ʤʦʞʫʪʴ ʙʫʪʠ 

ʧʝʨʝʭʦʧʣʝʥʽ ʥʘ ʥʴʦʤʫ. ɸʜʞʝ ʷʢ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʤʦʞʝ ʚʠʩʪʫʧʘʪʠ ʥʝ ʜʝʰʝʚʘ 

ʢʦʨʦʙʦʯʢʘ ʟʘ 20-30 $, ʘ ʧʦʚʥʦʮʽʥʥʠʡ ʢʦʤʧ'ʶʪʝʨ, ʱʦ ʧʨʦʪʦʢʦʣʶʻ ʚʘʰ ʪʨʘʬʽʢ. 

ɼʘʥʽ ʤʦʞʝ ʧʝʨʝʭʦʧʠʪʠ ʧʨʦʚʘʡʜʝʨ - ʘʜʞʝ ʚʦʥʠ ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʡʦʛʦ 

ʦʙʣʘʜʥʘʥʥʷ. ʅʘʚʽʪʴ ʷʢʱʦ ʚʘʰ ʧʨʦʚʘʡʜʝʨ ʥʝ ʧʝʨʝʭʦʧʣʶʻ ʜʘʥʽ, ʚʦʥʠ ʥʝ 

ʤʦʤʝʥʪʘʣʴʥʦ ʧʝʨʝʭʦʜʷʪʴ ʥʘ ʚʫʟʦʣ ʧʨʠʟʥʘʯʝʥʥʷ. ɼʦʨʦʛʦʶ ʜʦ ʮʴʦʛʦ ʚʫʟʣʫ ʚʦʥʠ 

ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʙʝʟʣʽʯ ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ ʽ ʪʝʦʨʝʪʠʯʥʦ ʤʦʞʫʪʴ ʙʫʪʠ 

ʧʝʨʝʭʦʧʣʝʥʽ ʥʘ ʙʫʜʴ-ʷʢʦʤʫ ʟ ʥʠʭ. ɹʫʜʴ-ʷʢʠʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʥʘ ʰʣʷʭʫ 

ʧʨʦʭʦʜʞʝʥʥʷ ʧʘʢʝʪʘ ʤʦʞʝ ʧʝʨʝʭʦʧʠʪʠ ʡʦʛʦ. ɸʜʞʝ ʯʝʨʝʟ ʚʩʽ ʮʽ ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ 

ʧʨʦʭʦʜʷʪʴ ʚʩʽ ʜʘʥʽ, ʱʦ ʧʝʨʝʜʘʶʪʴʩʷ ʚʘʤʠ. ʅʝ ʚʩʽ ʩʘʡʪʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ 

https/SSL  ʜʣʷ ʰʠʬʨʫʚʘʥʥʷ ʜʘʥʠʭ, ʪʘ ʡ ʚʞʝ ʟ'ʷʚʠʣʠʩʷ ʩʧʦʩʦʙʠ ʨʦʟʰʠʬʨʦʚʢʠ 

HTTPS-ʪʨʘʬʽʢʫ. 

ɿʘʭʠʩʪʠʪʠ ʜʘʥʽ, ʱʦ ʧʝʨʝʜʘʶʪʴʩʷ ʧʦ ʤʝʨʝʞʽ, ʤʦʞʥʘ ʟʘ ʜʦʧʦʤʦʛʦʶ VPN. 

VPN ʩʪʚʦʨʶʻ ʟʘʰʠʬʨʦʚʘʥʠʡ ʪʫʥʝʣʴ, ʯʝʨʝʟ ʷʢʠʡ ʧʝʨʝʜʘʶʪʴʩʷ ʪʚʦʾ ʜʘʥʽ. ɼʘʥʽ 

ʙʫʜʫʪʴ ʟʘʰʠʬʨʦʚʘʥʽ, ʪʦʤʫ ʥʘʚʽʪʴ ʷʢʱʦ ʭʪʦʩʴ ʽ ʧʝʨʝʭʦʧʠʪʴ ʾʭ, ʪʦ ʥʽʯʦʛʦ ʟ ʥʠʤʠ 

ʟʨʦʙʠʪʠ ʥʝ ʤʦʞʝ. ʆʜʥʘʢ ʧʦʪʨʽʙʥʦ ʨʦʟʫʤʽʪʠ, ʱʦ ʻ ʜʝʷʢʽ ʦʩʦʙʣʠʚʦʩʪʽ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʮʽʻʾ ʪʝʭʥʦʣʦʛʽʾ: 

1. ɼʘʥʽ ʤʦʞʫʪʴ ʙʫʪʠ ʧʝʨʝʭʦʧʣʝʥʽ ʩʘʤʠʤ VPN-ʧʨʦʚʘʡʜʝʨʦʤ. ʍʦʯʘ ʜʝʷʢʽ 

ʧʨʦʚʘʡʜʝʨʠ ʽ ʟʘʷʚʣʷʶʪʴ, ʱʦ ʥʝ ʧʨʦʪʦʢʦʣʶʶʪʴ ʜʽʾ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʟʜʝʙʽʣʴʰʦʛʦ ʮʝ 

ʙʨʝʭʥʷ. ʇʨʘʢʪʠʯʥʦ ʚʩʽ ʚʽʜʦʤʽ VPN-ʧʨʦʚʘʡʜʝʨʠ ʟʙʠʨʘʶʪʴ ʤʘʢʩʠʤʫʤ ʽʥʬʦʨʤʘʮʽʾ 

ʧʨʦ ʢʦʨʠʩʪʫʚʘʯʘ - ʪʘʢ ʚʦʥʠ ʧʝʨʝʩʪʨʘʭʦʚʫʶʪʴʩʷ ʥʘ ʪʦʡ ʚʠʧʘʜʦʢ, ʷʢʱʦ 

ʢʦʨʠʩʪʫʚʘʯ ʯʠʥʠʪʠʤʝ ʥʝʟʘʢʦʥʥʽ ʜʽʾ ʚ ʤʝʨʝʞʽ. ʗʢʱʦ ʧʦʪʨʽʙʥʠʡ ʩʧʨʘʚʞʥʽʡ VPN, 

ʤʦʞʥʘ ʢʫʧʠʪʠ ʚʽʨʪʫʘʣʴʥʠʡ ʩʝʨʚʝʨ (ʟʘ ʤʝʞʘʤʠ ʢʨʘʾʥʠ) ʪʘ ʥʘʣʘʰʪʫʡʪʝ ʥʘ ʥʴʦʤʫ 

VPN (ʚ ɯʥʪʝʨʥʝʪʽ ʻ ʙʝʟʣʽʯ ʽʥʩʪʨʫʢʮʽʡ). ʊʦʜʽ ʦʧʣʘʪʘ ʟʜʽʡʩʥʶʚʘʪʠʤʝʪʴʩʷ ʥʝ VPN-

ʧʨʦʚʘʡʜʝʨʫ, ʘ ʭʤʘʨʥʦʤʫ ʧʨʦʚʘʡʜʝʨʫ ʟʘ ʦʨʝʥʜʫ ʚʽʨʪʫʘʣʴʥʦʾ ʤʘʰʠʥʠ. 

2. ʇʨʠ ʫʩʪʘʥʦʚʮʽ VPN-ʟ'ʻʜʥʘʥʥʷ ʚʝʩʴ ʪʨʘʬʽʢ ʧʨʦʡʜʝ ʯʝʨʝʟ ʮʝ ʟ'ʻʜʥʘʥʥʷ. ʎʝ 

ʦʟʥʘʯʘʻ, ʱʦ ʙʨʘʫʟʝʨ, Skype, ʫʩʽ ʤʝʩʝʥʜʞʝʨʠ, ʧʦʰʪʦʚʠʡ ʢʣʽʻʥʪ ʪʘ ʽʥʰʽ ʧʨʦʛʨʘʤʠ 

ʧʨʘʮʶʚʘʪʠʤʫʪʴ ʯʝʨʝʟ ʮʝ ʟ'ʻʜʥʘʥʥʷ. ɺʘʞʣʠʚʦ ʨʦʟʫʤʽʪʠ, ʱʦ ʚ ʙʽʣʴʰʦʩʪʽ ʚʠʧʘʜʢʽʚ 

VPN-ʟ'ʻʜʥʘʥʥʷ ʧʣʘʪʥʝ ʽ ʪʘʨʠʬʥʠʡ ʧʣʘʥ ʚʢʣʶʯʝʥʠʡ ʧʝʚʥʠʡ ʦʙʩʷʛ ʪʨʘʬʽʢʫ. 
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ʆʩʢʽʣʴʢʠ ʧʽʩʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ VPN-ʟ'ʻʜʥʘʥʥʷ ʚʩʽ ʧʨʦʛʨʘʤʠ ʧʨʘʮʶʚʘʪʠʤʫʪʴ 

ʯʝʨʝʟ ʥʴʦʛʦ (ʫ ʪʦʤʫ ʯʠʩʣʽ ʪʦʨʨʝʥʪ-ʢʣʽʻʥʪ), ʢʫʧʣʝʥʠʡ ʦʙʩʷʛ ʪʨʘʬʽʢʫ ʰʚʠʜʢʦ 

ʟʘʢʽʥʯʠʪʴʩʷ. ʊʦʤʫ VPN-ʟ'ʻʜʥʘʥʥʷʤ ʧʦʪʨʽʙʥʦ ʢʦʨʠʩʪʫʚʘʪʠʩʷ ʝʢʦʥʦʤʥʦ - 

ʚʠʤʠʢʘʪʠ, ʢʦʣʠ ʚʦʥʦ ʚʘʤ ʥʝ ʧʦʪʨʽʙʥʦ, ʽ ʩʣʽʜʢʫʚʘʪʠ ʟʘ ʪʠʤ, ʷʢʽ ʤʝʨʝʞʝʚʽ 

ʧʨʦʛʨʘʤʠ ʟʘʧʫʱʝʥʽ, ʢʦʣʠ ʘʢʪʠʚʥʦ VPN-ʟ'ʻʜʥʘʥʥʷ. 

3. ʗʢʱʦ ʢʽʥʮʝʚʘ ʤʝʪʘ - ʧʨʠʭʦʚʘʪʠ ʣʠʰʝ ʚʝʙ-ʪʨʘʬʽʢ (http /https ), ʪʦʜʽ 

ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʮʴʦʛʦ ʘʙʦ Tor, ʘʙʦ ʙʨʘʫʟʝʨ Opera, ʚ ʷʢʠʡ ʚʞʝ 

ʚʙʫʜʦʚʘʥʠʡ ʬʫʥʢʮʽʦʥʘʣ VPN. 

ɯʩʥʫʻ ʙʘʛʘʪʦ VPN-ʧʨʦʚʘʡʜʝʨʽʚ. ɺʩʽ ʚʦʥʠ ʧʨʘʮʶʶʪʴ ʧʨʠʙʣʠʟʥʦ ʦʜʥʘʢʦʚʦ: 

ʢʦʨʠʩʪʫʚʘʯ ʟʘʚʘʥʪʘʞʫʻ ʧʨʦʛʨʘʤʫ-ʢʣʽʻʥʪ, ʢʫʧʫʻ ʧʘʢʝʪ ʜʣʷ VPN-ʜʦʩʪʫʧʫ, 

ʟʘʧʫʩʢʘʻ ʧʨʦʛʨʘʤʫ, ʚʢʘʟʫʻ ʩʚʦʾ ʜʘʥʽ (ʣʦʛʽʥ ʪʘ ʧʘʨʦʣʴ) ʽ ʪʠʩʥʝ ʢʥʦʧʢʫ Connect 

ʘʙʦ ʽʥʰʫ ʧʦʜʽʙʥʫ ï ʟʘ ʟʤʽʩʪʦʤ. 

 

3.5. ȷɌəɢɪɒɖɔ ɛɜɚɖɝɱ 

 

ɼʣʷ ʧʨʦʩʪʠʭ ʟʘʚʜʘʥʴ ʥʘ ʢʰʪʘʣʪ ʟʤʽʥʠ IP-ʘʜʨʝʩʠ ʪʘ ʚʽʜʚʽʜʫʚʘʥʥʷ ʟʘʢʨʠʪʠʭ 

ʩʘʡʪʽʚ ʤʦʞʫʪʴ ʧʨʠʛʦʜʠʪʠʩʷ ʘʥʦʥʽʤʥʽ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʠ. ɸʣʝ ʧʨʦʙʣʝʤʘ ʚ ʪʦʤʫ, ʱʦ 

ʧʨʦʢʩʽ-ʩʝʨʚʝʨ ʟʥʘʻ, ʭʪʦ ʚʠ - ʚʽʥ '' ʙʘʯʠʪʴ" ʚʘʰʫ IP-ʘʜʨʝʩʫ. ɼʨʫʛʘ ʧʨʦʙʣʝʤʘ - ʚʠ 

ʥʝ ʟʥʘʻʪʝ, ʭʪʦ ʩʘʤʝ ʥʘʣʘʰʪʫʚʘʚ ʮʝʡ ʧʨʦʢʩʽ-ʩʝʨʚʝʨ. ʋʷʚʽʪʴ ʪʘʢʝ: ʚʠ ʟʥʘʭʦʜʠʪʝʩʷ 

ʚ ʢʨʘʾʥʽ, ʜʝ ʟʘʙʦʨʦʥʝʥʦ Facebook, ʥʘʧʨʠʢʣʘʜ ʚ ɯʨʘʥʽ ʯʠ ʂʠʪʘʾ. ɺʠ ʭʦʯʝʪʝ ʟʘʡʪʠ 

ʥʘ ʩʚʦʶ ʩʪʦʨʽʥʢʫ ʽ ʚʘʩ ʙʣʦʢʫʶʪʴ. ɺʠ ʟʥʘʭʦʜʠʪʝ ʘʥʦʥʽʤʥʠʡ ʧʨʦʢʩʽ ʟ ʛʘʨʥʦʶ 

ʰʚʠʜʢʽʩʪʶ ʽ ʧʽʜʢʣʶʯʘʻʰʩʷ ʜʦ ʥʴʦʛʦ. ʋʷʚʽʪʴ ʱʝ, ʱʦ ʮʝʡ ʧʨʦʢʩʽ ʥʘʣʘʰʪʦʚʘʥʠʡ 

ʩʧʝʮʩʣʫʞʙʘʤʠ. ɺʦʥʠ ʧʦʙʘʯʘʪʴ, ʱʦ ʚʠ ʦʤʠʥʫʣʠ ʟʘʙʦʨʦʥʫ, ʽ ʥʘʡʙʣʠʞʯʠʤʠ 

ʨʦʢʘʤʠ ʟ ɯʨʘʥʫ/ʂʠʪʘʶ ʚʠ ʚʞʝ ʥʝ ʚʠʾʜʝʪʝ. 

ʆʜʥʘ ʟ ʪʘʢʪʠʢ ʧʨʘʚʠʣʴʥʦʛʦ ʦʙʭʦʜʫ ʟʘʙʦʨʦʥʠ - ʬʦʨʤʫʚʘʥʥʷ ʪʘʢ ʟʚʘʥʠʭ 

ʣʘʥʮʶʞʢʽʚ ʧʨʦʢʩʽ. 

ɺʠ ʧʽʜʢʣʶʯʘʻʪʝʩʷ ʜʦ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʘ ɸ, ʧʦʪʽʤ ʯʝʨʝʟ ʥʴʦʛʦ - ʜʦ ʩʝʨʚʝʨʘ ɹ, ʘ 

ʚʞʝ ʧʽʩʣʷ - ʜʦ ʧʦʪʨʽʙʥʦʛʦ ʩʘʡʪʫ. ʄʦʞʥʘ ʩʬʦʨʤʫʚʘʪʠ ʣʘʥʮʶʞʦʢ ʥʝ ʟ ʜʚʦʭ, ʘ ʟ 



104 

 

ʪʨʴʦʭ-ʯʦʪʠʨʴʦʭ ʧʨʦʢʩʽ, ʱʦʙ ʱʝ ʙʽʣʴʰʝ ʟʘʧʣʫʪʘʪʠ ʩʣʽʜʠ. ʇʨʦʢʩʽ ɸ ʙʫʜʝ ʙʘʯʠʪʠ 

ʪʚʦʶ IP-ʘʜʨʝʩʫ, ʘʣʝ ʨʝʟʫʣʴʪʫʶʯʠʡ ʩʘʡʪ ʧʦʙʘʯʠʪʴ IP-ʘʜʨʝʩʫ ʥʘʚʽʪʴ ʥʝ ʧʨʦʢʩʽ ɸ, 

ʘ ʧʨʦʢʩʽ ɹ. ʇʨʦʢʩʽ ɹ ʧʦʙʘʯʠʪʴ IP-ʘʜʨʝʩʫ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʘ ɸ. ʏʠʤ ʙʽʣʴʰʝ ʧʨʦʢʩʽ 

ʚ ʣʘʥʮʶʞʢʫ, ʪʠʤ ʥʘʜʽʡʥʽʰʝ. ʉʬʦʨʤʫʚʘʪʠ ʣʘʥʮʶʞʦʢ ʧʨʦʢʩʽ ʤʦʞʥʘ ʚ ʩʘʤʦʤʫ 

ʙʨʘʫʟʝʨʽ, ʽ ʥʘʚʽʪʴ ʥʝ ʧʦʪʨʽʙʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʥʽʷʢʠʡ ʜʦʜʘʪʢʦʚʠʡ ʩʦʬʪ. ɼʣʷ 

ʮʴʦʛʦ ʚ ʘʜʨʝʩʥʦʤʫ ʨʷʜʢʫ ʚʚʝʜʽʪʴ URL-ʘʜʨʝʩʫ: 

 

https://npoKcuA:nopm/https://npoKCuE:nopm/https://www.ukr.net  

 

ʆʩʪʘʥʥʽʡ ʚʫʟʦʣ ï ʮʝ ʩʘʡʪ, ʷʢʠʡ ʚʠ ʭʦʯʝʰ ʚʽʜʚʽʜʘʪʠ ʘʥʦʥʽʤʥʦ. ɿʨʦʟʫʤʽʣʦ, 

ʙʘʞʘʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʨʝʞʠʤ ʽʥʢʦʛʥʽʪʦ ʙʨʘʫʟʝʨʘ, ʱʦʙ ʩʘʡʪ ʥʝ ʟʤʽʛ ʦʪʨʠʤʘʪʠ 

ʟʘʡʚʦʾ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʚʘʩ, ʘ ʚʠʙʨʘʥʽ ʧʨʦʢʩʽ ɸ ʪʘ ʧʨʦʢʩʽ ɹ ʧʦʚʠʥʥʽ ʧʽʜʪʨʠʤʫʚʘʪʠ 

HTTPS. ʄʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʩʧʝʮʽʘʣʴʥʠʡ ʩʦʬʪ. ʅʘʧʨʠʢʣʘʜ, ʧʨʦʛʫ 

CPconnect (ʘʜʨʝʩʫ ʙʝʟ ʧʨʦʙʣʝʤ ʟʥʘʡʜʝʪʝ ʚ ɯʥʪʝʨʥʝʪʽ), ʘʣʝ ʚ ʥʽʡ ʥʝʤʘʻ ʥʽʯʦʛʦ 

ʦʩʦʙʣʠʚʦʛʦ ʽ ʧʨʠʥʮʠʧ ʪʦʡ ʩʘʤʠʡ - ʚʚʦʜʠʪʝ ʢʽʣʴʢʘ ʘʜʨʝʩ ʧʨʦʢʩʽ ʪʘ ʮʽʣʴʦʚʠʡ ʩʘʡʪ. 

ɺʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʣʘʥʮʶʞʢʠ ʧʨʦʢʩʽ ʤʦʞʥʘ, ʘʣʝ ʜʦʩʠʪʴ ʥʝʟʨʫʯʥʦ. ʋʷʚʽʪʴ 

ʩʠʪʫʘʮʽʶ, ʢʦʣʠ ʚʠ ʩʬʦʨʤʫʚʘʣʠ ʣʘʥʮʶʞʦʢ ʜʦ ʩʘʡʪʫ www.ukr.net , ʘ ʥʘ ʮʴʦʤʫ 

ʩʘʡʪʽ ʻ ʧʦʩʠʣʘʥʥʷ ʥʘ ʽʥʰʠʡ ʩʘʡʪ, ʷʢʠʡ ʚʽʜʢʨʠʚʘʻʪʴʩʷ ʚ ʥʦʚʦʤʫ ʚʽʢʥʽ. ɿ'ʻʜʥʘʥʥʷ 

ʟ ʥʦʚʠʤ ʩʘʡʪʦʤ ʧʽʜʝ ʚʞʝ ʙʝʟ ʙʫʜʴ-ʷʢʠʭ ʧʨʦʢʩʽ. ɸʥʦʥʽʤʥʽʩʪʴ ʙʫʜʝ ʚʪʨʘʯʝʥʦ. 

ʊʦʤʫ ʥʘʙʘʛʘʪʦ ʟʨʫʯʥʽʰʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʙʨʘʫʟʝʨ "Tor", ʷʢʠʡ ʤʠ ʨʦʟʛʣʷʥʝʤʦ 

ʚ ʥʘʩʪʫʧʥʦʤʫ ʨʦʟʜʽʣʽ. ʇʝʨʰ ʥʽʞ ʤʠ ʧʦʯʥʝʤʦ ʨʦʟʙʠʨʘʪʠʩʷ ʟ Tor, ʧʦʪʨʽʙʥʦ 

ʫʩʚʽʜʦʤʠʪʠ ʜʚʘ ʬʘʢʪʠ: 

1. Tor ï ʙʝʟʢʦʰʪʦʚʥʠʡ ʙʨʘʫʟʝʨ. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ VPN-ʩʝʨʚʽʩʽʚ, ʷʢʽ ʧʨʘʢʪʠʯʥʦ 

ʚʩʽ ʧʣʘʪʥʽ. ɿʘ ʥʠʤ ʥʝ ʩʪʦʾʪʴ ʙʫʜʴ-ʷʢʘ ʢʦʤʧʘʥʽʷ, ʷʢʘ ʟʙʠʨʘʻ ʚʩʽ ʜʘʥʽ ʧʨʦ ʚʘʩ. 

2. ɿʘʚʘʥʪʘʞʫʚʘʪʠ Tor  ʧʦʪʨʽʙʥʦ ʪʽʣʴʢʠ ʟ ʩʘʡʪʫ 

https://www.torproject.org/ (ʨʠʩ. 3.2.). ʅʘ ʚʩʽʭ ʽʥʰʠʭ ʩʘʡʪʘʭ 

ʟʘʚʘʥʪʘʞʫʚʘʪʠ ʊʦʛ ʥʝ ʤʦʞʥʘ, ʦʩʢʽʣʴʢʠ ʥʝʤʘʻ ʚʧʝʚʥʝʥʦʩʪʽ, ʷʢʽ ʱʝ ʟʤʽʥʠ ʚʥʝʩʣʠ 

ʚ ʙʨʘʫʟʝʨ! 
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ʈʠʩ. 3.2. ɿʘʚʘʥʪʘʞʝʥʥʷ Tor  

 

3.6. Ȼɜɚɑɖɞ Tor  

 

3.6.1. Ʌɚ ɞɌɖɑ Tor  

 

Tor ï ʮʝ ʦʜʥʦʯʘʩʥʦ ʙʨʘʫʟʝʨ (ʢʦʤʧ'ʶʪʝʨʥʘ ʧʨʦʛʨʘʤʘ) ʽ 

ʤʝʨʝʞʘ, ʥʘ ʦʩʥʦʚʽ ʷʢʦʾ ʚʽʥ ʧʨʘʮʶʻ. ʅʘʟʚʘ ʻ ʩʢʦʨʦʯʝʥʥʷʤ ʚʽʜ 

The Onion Router  (ʮʠʙʫʣʠʥʥʠʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ). 

ʎʠʙʫʣʝʚʦʶ ʮʶ ʤʝʨʝʞʫ ʥʘʟʚʘʣʠ ʪʦʤʫ, ʱʦ ʚ ʥʽʡ ʟʘʜʽʷʥʦ ʢʽʣʴʢʘ ʰʘʨʽʚ 

ʰʠʬʨʫʚʘʥʥʷ, ʱʦ ʟʘʭʠʱʘʶʪʴ ʦʥʣʘʡʥ-ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʷʢ ʢʽʣʴʢʘ 

ʰʘʨʽʚ ʫ ʮʠʙʫʣʠʥʠ ʦʛʦʨʪʘʶʪʴ ʩʝʨʮʝʚʠʥʫ. ɻʦʣʦʚʥʝ ʟʘʚʜʘʥʥʷ Tor Browser ï 

ʧʨʠʭʦʚʫʚʘʥʥʷ ʩʣʽʜʽʚ ʢʦʨʠʩʪʫʚʘʯʘ ʚ ɯʥʪʝʨʥʝʪʽ. ɿʘ ʨʘʭʫʥʦʢ ʮʴʦʛʦ ʤʦʞʥʘ 

ʧʨʘʮʶʚʘʪʠ ʚ ʤʝʨʝʞʽ ʧʦʚʥʽʩʪʶ ʘʥʦʥʽʤʥʦ. ʊʦʛ - ʮʝ ʥʝ VPN-ʩʝʨʚʽʩ ʽ ʥʝ ʙʨʘʫʟʝʨ ʽʟ 

ʚʙʫʜʦʚʘʥʠʤ ʤʦʜʫʣʝʤ VPN, ʷʢ ʙʘʛʘʪʦ ʭʪʦ ʚʚʘʞʘʻ. ɼʣʷ ʙʽʣʴʰʦʛʦ ʟʘʭʠʩʪʫ ʤʦʞʥʘ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʽ Tor, ʽ VPN. ɸʙʦ ʪʦʨʠʬʽʢʫʚʘʪʠ ʚʝʩʴ ʩʚʽʡ ʪʨʘʬʽʢ, ʘʣʝ ʥʝ ʬʘʢʪ, 

ʱʦ ʚʩʽ ʤʝʨʝʞʥʽ ʧʨʦʛʨʘʤʠ ʧʨʘʮʶʚʘʪʠʤʫʪʴ ʫ ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʢʦʨʝʢʪʥʦ. ɺʘʞʣʠʚʦ 

ʟʘʨʘʟ ʨʦʟʫʤʽʪʠ, ʱʦ ʚʠ ʟʘʚʘʥʪʘʞʠʣʠ ʽ ʟʘʧʫʩʪʠʣʠ Tor. ɺʩʝ, ʱʦ ʚʠ ʨʦʙʠʪʝ ʫ 
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ʙʨʘʫʟʝʨʽ " Tor ", - ʢʦʥʬʽʜʝʥʮʽʡʥʦ. ɺʩʝ, ʱʦ ʚʠ ʨʦʙʠʪʝ ʫ ʙʫʜʴ-ʷʢʽʡ ʽʥʰʽʡ 

ʤʝʨʝʞʥʽʡ ʧʨʦʛʨʘʤʽ (ʽʥʰʠʡ ʙʨʘʫʟʝʨ, Skype, Viber ʽ ʪ.ʜ.), - ʥʽ. ʗʢʱʦ ʞ 

ʪʦʨʠʬʽʢʫʚʘʪʠ ʪʨʘʬʽʢ, ʪʦʙʪʦ ʥʘʧʨʘʚʠʪʠ ʚʝʩʴ ʩʚʽʡ ʪʨʘʬʽʢ ʯʝʨʝʟ Tor, ʘʥʦʥʽʤʥʽʩʪʴ 

ʟʘʙʝʟʧʝʯʫʚʘʪʠʤʝʪʴʩʷ, ʘʣʝ ʪʝʞ ʥʝ ʧʦʚʥʽʩʪʶ - ʚʩʝ ʟʘʣʝʞʠʪʴ ʚʽʜ ʜʘʥʠʭ, ʷʢʽ ʚʠ 

ʥʘʜʘʣʠ ʧʨʦʛʨʘʤʘʤ, ʷʢʽ ʙʫʜʫʪʴ ʧʨʘʮʶʚʘʪʠ ʯʝʨʝʟ Tor. ʅʘʧʨʠʢʣʘʜ, ʷʢʱʦ ʚʠ ʚ 

Skype ʚʢʘʟʘʣʠ ʩʚʦʻ ʽʤ'ʷ ʪʘ ʧʨʽʟʚʠʱʝ, ʧʨʠʚ'ʷʟʘʣʠ ʡʦʛʦ ʜʦ ʩʚʦʛʦ ʥʦʤʝʨʘ 

ʪʝʣʝʬʦʥʫ, ʪʦ ʙʘʡʜʫʞʝ, ʷʢ ʚʽʥ ʧʨʘʮʶʚʘʪʠʤʝ - ʯʝʨʝʟ Tor ʯʠ ʥʽ - ʘʥʦʥʽʤʥʦʩʪʽ ʚʞʝ 

ʥʝ ʙʫʜʝ. ɺʠʢʦʨʠʩʪʦʚʫʚʘʪʠ Tor ï ʧʨʦʩʪʦ. ʅʘʙʘʛʘʪʦ ʩʢʣʘʜʥʽʰʝ ï 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʡʦʛʦ ʧʨʘʚʠʣʴʥʦ. 

ɹʨʘʫʟʝʨ Tor ʩʪʚʦʨʶʚʘʚʩʷ ʥʘ ʟʘʤʦʚʣʝʥʥʷ ʚʽʡʩʴʢʦʚʦ-ʤʦʨʩʴʢʠʭ ʩʠʣ ʉʐɸ, 

ʡʦʛʦ ʟʘʚʜʘʥʥʷʤ ʙʫʚ ʟʘʭʠʩʪ ʧʝʨʝʛʦʚʦʨʽʚ ʧʽʜ ʯʘʩ ʨʦʟʚʽʜʫʚʘʣʴʥʠʭ ʦʧʝʨʘʮʽʡ. ɿʘʨʘʟ 

Tor - ʮʝ ʥʝʢʦʤʝʨʮʽʡʥʘ ʦʨʛʘʥʽʟʘʮʽʷ, ʱʦ ʟʘʡʤʘʻʪʴʩʷ ʜʦʩʣʽʜʞʝʥʥʷʤʠ ʪʘ 

ʩʪʚʦʨʝʥʥʷʤ ʽʥʩʪʨʫʤʝʥʪʽʚ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʪʘ ʘʥʦʥʽʤʥʦʩʪʽ ʚ ɯʥʪʝʨʥʝʪʽ. 

 

3.6.2. ɋɖ ɛɜɌɢɪɯ ɍɜɌɟɓɑɜ Tor  

 

ɼʣʷ ʨʦʙʦʪʠ ʟ Tor ʧʦʪʨʽʙʥʦ ʟʘʚʘʥʪʘʞʠʪʠ ʪʘ ʚʩʪʘʥʦʚʠʪʠ Tor Browser - ʚʣʘʩʥʝ 

ʙʨʘʫʟʝʨ, ʥʘʣʘʰʪʦʚʘʥʠʡ ʥʘ ʨʦʙʦʪʫ ʟ ʦʜʥʦʡʤʝʥʥʦʶ ʤʝʨʝʞʝʶ. ɰʤ ʧʦʪʨʽʙʥʦ 

ʢʦʨʠʩʪʫʚʘʪʠʩʷ ʟʘʤʽʩʪʴ Chrome, Firefox ʘʙʦ ʽʥʰʦʛʦ ʙʨʘʫʟʝʨʘ, ʷʢʠʡ ʚʠ ʟʘʟʚʠʯʘʡ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ. ɺʩʝ, ʱʦ ʚʠ ʨʦʙʠʪʝ ʯʝʨʝʟ ʙʨʘʫʟʝʨ Tor, ʥʝ ʚʠʜʥʦ ʫʨʷʜʫ, 

ʭʘʢʝʨʘʤ ʪʘ ʨʝʢʣʘʤʥʠʢʘʤ. ɺʩʽ ʚʘʰʽ ʜʘʥʽ ʟʙʠʨʘʶʪʴʩʷ ʚ ʟʘʰʠʬʨʦʚʘʥʽ ʧʘʢʝʪʠ ʱʝ 

ʜʦ ʪʦʛʦ, ʷʢ ʚʦʥʠ ʧʦʪʨʘʧʣʷʪʴ ʫ ʤʝʨʝʞʫ Tor. ɼʘʣʽ Tor ʧʨʠʙʠʨʘʻ ʯʘʩʪʠʥʫ 

ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʘ, ʚ ʷʢʦʤʫ ʤʽʩʪʷʪʴʩʷ ʚʽʜʦʤʦʩʪʽ ʧʨʦ ʜʞʝʨʝʣʦ, ʨʦʟʤʽʨ, ʤʽʩʮʝ 

ʧʨʠʟʥʘʯʝʥʥʷ ʪʘ ʯʘʩ, - ʪʦʙʪʦ ʚʩʝ, ʱʦ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ 

ʚʽʜʧʨʘʚʥʠʢʘ (ʪʦʙʪʦ ʚʘʩ). ʇʦʪʽʤ ʙʨʘʫʟʝʨ Tor ʰʠʬʨʫʻ ʽʥʬʦʨʤʘʮʽʶ, ʱʦ 

ʟʘʣʠʰʠʣʘʩʷ, ʱʦ ʥʝʤʦʞʣʠʚʦ ʧʨʠ ʟʚʠʯʘʡʥʦʤʫ ʽʥʪʝʨʥʝʪ-ʧʽʜʢʣʶʯʝʥʥʽ. ʅʘʨʝʰʪʽ, 

ʟʘʰʠʬʨʦʚʘʥʽ ʜʘʥʽ ʧʝʨʝʜʘʶʪʴʩʷ ʯʝʨʝʟ ʙʝʟʣʽʯ ʩʝʨʚʝʨʽʚ, ʚʠʙʨʘʥʠʭ ʚʠʧʘʜʢʦʚʠʤ 

ʯʠʥʦʤ (ʯʝʨʝʟ ʣʘʥʮʶʞʦʢ Tor). 
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ʂʦʞʝʥ ʽʟ ʩʝʨʚʝʨʽʚ ʨʦʟʰʠʬʨʦʚʫʻ ʽ ʟʥʦʚʫ ʟʘʰʠʬʨʦʚʫʻ ʪʽ ʜʘʥʽ, ʷʢʽ ʥʝʦʙʭʽʜʥʽ 

ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ, ʟʚʽʜʢʠ ʙʫʣʦ ʦʪʨʠʤʘʥʦ ʧʘʢʝʪ, ʡ ʫ ʧʦʜʘʣʴʰʦʾ ʧʝʨʝʜʘʯʽ. ʋ ʪʘʢʠʡ 

ʩʧʦʩʽʙ ʜʦʩʷʛʘʻʪʴʩʷ ʘʥʦʥʽʤʥʽʩʪʴ. ɿʘʰʠʬʨʦʚʘʥʽ ʘʜʨʝʩʥʽ ʨʽʚʥʽ, ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʘʥʦʥʽʤʽʟʘʮʽʾ ʧʘʢʝʪʽʚ ʜʘʥʠʭ, ʱʦ ʧʝʨʝʩʠʣʘʶʪʴʩʷ ʯʝʨʝʟ 

ʤʝʨʝʞʫ Tor, ʩʭʦʞʽ ʥʘ ʰʘʨʠ ʮʠʙʫʣʽ. ʉʘʤʝ ʟʚʽʜʩʠ ʙʝʨʝ ʩʚʦʶ ʥʘʟʚʫ ʮʷ ʤʝʨʝʞʘ.  

 

ʈʠʩ. 3.3. ʇʨʠʥʮʠʧ ʨʦʙʦʪʠ Tor. ʇʦʯʘʪʦʢ 

 

ʅʠʞʯʝ ʥʘʚʝʜʝʥʽ ʽʣʶʩʪʨʘʮʽʾ, ʷʢʽ ʜʦʩʠʪʴ ʪʦʯʥʦ ʟʦʙʨʘʞʫʶʪʴ ʧʨʠʥʮʠʧ ʨʦʙʦʪʠ 

ʤʝʨʝʞʽ ʪʘ ʙʨʘʫʟʝʨʘ Tor, ʭʦʯ ʽ ʜʝʱʦ ʩʧʨʦʱʝʥʦ (ʨʠʩ. 3.3, 3.4 ʽ 3.5). ʎʽ ʨʠʩʫʥʢʠ ʟ 

ʦʬʽʮʽʡʥʦʾ ʜʦʢʫʤʝʥʪʘʮʽʾ "Tor". ʏʝʨʚʦʥʦʶ ʧʫʥʢʪʠʨʥʦʶ ʣʽʥʽʻʶ ʧʦʟʥʘʯʝʥʽ 

ʥʝʟʘʰʠʬʨʦʚʘʥʽ ʜʘʥʽ, ʨʝʰʪʘ - ʟʘʰʠʬʨʦʚʘʥʦ. ʇʦ ʩʫʪʽ, ʥʝ ʰʠʬʨʫʻʪʴʩʷ ʣʠʰʝ 

ʚʽʜʨʽʟʦʢ ʤʽʞ ʚʠʭʽʜʥʠʤ ʚʫʟʣʦʤ (ExitNode ) ï ʦʩʪʘʥʥʽʤ ʚʫʟʣʦʤ ʫ ʣʘʥʮʶʞʢʫ Tor, 

ʪʘ ʢʦʤʧ'ʶʪʝʨʦʤ ʧʨʠʟʥʘʯʝʥʥʷ. ʗʢʱʦ ʥʘʧʨʘʚʠʪʠ ʥʘ ʢʦʤʧ'ʶʪʝʨ ʧʨʠʟʥʘʯʝʥʥʷ 

ʟʘʰʠʬʨʦʚʘʥʽ ʜʘʥʽ, ʚʽʥ ʥʝ ʟʤʦʞʝ ʾʭ ʨʦʟʰʠʬʨʫʚʘʪʠ, ʦʩʢʽʣʴʢʠ ʥʽʯʦʛʦ ʥʝ ʟʥʘʻ ʥʽ 

ʧʨʦ Tor, ʥʽ ʧʨʦ ʡʦʛʦ ʰʠʬʨʫʚʘʥʥʷ. ɼʣʷ ʥʴʦʛʦ ʚʩʝ ʚʠʛʣʷʜʘʻ ʪʘʢ, ʥʽʙʠ ʜʦ ʥʴʦʛʦ 

ʟʚʝʨʪʘʻʪʴʩʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ExitNode . 

ʆʪʞʝ, ʢʦʨʠʩʪʫʚʘʯ ʟʘʧʫʩʢʘʻ Tor ʢʣʽʻʥʪʘ ʥʘ ʩʚʦʻʤʫ ʢʦʤʧ'ʶʪʝʨʽ. Tor ʢʣʽʻʥʪ 

ʟʘʚʘʥʪʘʞʫʻ ʩʧʠʩʦʢ ʚʫʟʣʽʚ Tor. 

ɼʘʥʽ ʰʠʬʨʫʶʪʴʩʷ ʧʦʩʣʽʜʦʚʥʦ ʪʨʴʦʤʘ ʢʣʶʯʘʤʠ ʧʝʨʝʜ ʚʽʜʧʨʘʚʢʦʶ. ʇʘʢʝʪ 

ʜʘʥʠʭ ʥʘʜʩʠʣʘʻʪʴʩʷ ʥʘ ʚʭʽʜʥʠʡ ʚʫʟʦʣ ʤʝʨʝʞʽ Tor. ɺʭʽʜʥʠʡ ʚʫʟʦʣ ʨʦʟʰʠʬʨʦʚʫʻ 

ʚʝʨʭʥʽʡ ʰʘʨ ʰʠʬʨʫ ʽ ʜʽʟʥʘʻʪʴʩʷ ʢʫʜʠ ʜʘʣʽ ʚʽʜʧʨʘʚʠʪʠ ʧʘʢʝʪ ʜʘʥʠʭ. ʇʨʦʤʽʞʥʠʡ 

ʪʘ ʚʠʭʽʜʥʠʡ ʚʫʟʣʠ ʥʘʜʭʦʜʷʪʴ ʪʘʢʦʞ. ɸʥʘʣʦʛʽʷ ʷʢ ʯʠʩʪʷʪʴ ʮʠʙʫʣʠʥʫ ʟʘ ʰʘʨʘʤʠ. 
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ʇʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʻ Socks ʽʥʪʝʨʬʝʡʩ. ʊʦʤʫ ʚʩʽ ʧʨʦʛʨʘʤʠ, ʷʢʽ ʚʤʽʶʪʴ 

ʧʨʘʮʶʚʘʪʠ ʯʝʨʝʟ ʧʨʦʪʦʢʦʣʠ Socks, ʤʦʞʫʪʴ ʧʨʘʮʶʚʘʪʠ ʯʝʨʝʟ Tor. 

 

ʈʠʩ. 3.4. ʇʨʠʥʮʠʧ ʨʦʙʦʪʠ Tor. ɿôʻʜʥʘʥʥʷ  

 

 

ʈʠʩ. 3.5. ʇʨʠʥʮʠʧ ʨʦʙʦʪʠ Tor. ɿʤʽʥʘ ɯʈ 

 

ʗʢʱʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ Tor ʜʝʷʢʠʡ ʯʘʩ, ʪʦ ʤʦʞʥʘ ʧʦʤʽʪʠʪʠ, ʱʦ ʚʠʭʽʜʥʘ IP-

ʘʜʨʝʩʘ ʧʝʨʽʦʜʠʯʥʦ ʟʤʽʥʶʻʪʴʩʷ. ʎʝ ʚʽʜʙʫʚʘʻʪʴʩʷ ʯʝʨʝʟ ʚʠʧʘʜʢʦʚʫ ʟʤʽʥʫ ʚʫʟʣʽʚ 

ʤʝʨʝʞʽ Tor. 

ɿʘʚʜʷʢʠ ʧʝʨʽʦʜʠʯʥʽʡ ʟʤʽʥʽ ʚʫʟʣʽʚ ʤʝʨʝʞʽ Tor ʜʦʩʷʛʘʻʪʴʩʷ ʘʥʦʥʽʤʥʽʩʪʴ 

ʢʦʨʠʩʪʫʚʘʯʽʚ. 

ʆʩʴ ʱʦ ʧʦʪʨʽʙʥʦ ʟʥʘʪʠ ʧʨʦ Tor: 
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Å ɸʜʤʽʥʽʩʪʨʘʪʦʨ ʤʝʨʝʞʽ (ʘʙʦ ʘʜʤʽʥʽʩʪʨʘʪʦʨ ʧʨʦʚʘʡʜʝʨʘ) ʥʝ ʟʤʦʞʝ 

ʜʽʟʥʘʪʠʩʷ, ʷʢʽ ʜʘʥʽ ʚʠ ʧʝʨʝʜʘʻʪʝ, ʦʩʢʽʣʴʢʠ ʜʘʥʽ ʧʝʨʝʜʘʶʪʴʩʷ ʚ ʟʘʰʠʬʨʦʚʘʥʦʤʫ 

ʚʠʛʣʷʜʽ; 

Å ɸʜʤʽʥʽʩʪʨʘʪʦʨ ʚʘʰʦʾ ʤʝʨʝʞʽ ʥʝ ʟʤʦʞʝ ʜʽʟʥʘʪʠʩʷ, ʷʢʠʡ ʚʫʟʦʣ ʪʠ ʚʽʜʚʽʜʫʻʰ, 

ʦʩʢʽʣʴʢʠ ʟʘʤʽʩʪʴ ʚʫʟʣʘ (facebook.com), ʱʦ ʮʽʢʘʚʠʪʴ ʚʘʩ, ʚʘʰ ʢʦʤʧôʶʪʝʨ 

ʬʦʨʤʘʣʴʥʦ ʙʫʜʝ ʟʚʝʨʪʘʪʠʩʷ ʜʦ ʦʜʥʦʛʦ ʟ ʚʫʟʣʽʚ ʤʝʨʝʞʽ Tor - ʥʽʯʠʤ ʥʝ 

ʧʨʠʤʽʪʥʦʤʫ ʚʫʟʣʫ ʟ ʥʝʟʨʦʟʫʤʽʣʠʤ ʜʦʤʝʥʥʠʤ ʽʤ'ʷʤ. ʊʠʤ ʙʽʣʴʰʝ ʱʦ ʧʨʠ 

ʢʦʞʥʦʤʫ ʥʦʚʦʤʫ ʧʽʜʢʣʶʯʝʥʥʽ ʜʦ Tor ʧʝʨʰʠʡ ʚʫʟʦʣ ʣʘʥʮʶʞʢʘ ʙʫʜʝ ʽʥʰʠʤ; 

Å ʗʢʱʦ ʘʜʤʽʥʽʩʪʨʘʪʦʨ ʤʝʨʝʞʽ ʟʘʙʣʦʢʫʚʘʚ ʜʦʩʪʫʧ ʜʦ ʩʘʡʪʫ ( facebook.com ), 

ʱʦ ʮʽʢʘʚʠʪʴ ʚʘʩ, ʥʘ ʙʨʘʥʜʤʘʫʝʨʽ, ʚʠ ʟʤʦʞʝʪʝ ʦʙʽʡʪʠ ʮʝ ʦʙʤʝʞʝʥʥʷ, ʦʩʢʽʣʴʢʠ 

ʬʘʢʪʠʯʥʦ ʚʘʰ ʢʦʤʧ'ʶʪʝʨ ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ ʟʦʚʩʽʤ ʽʥʰʦʛʦ ʚʫʟʣʘ (ʜʦ ʚʫʟʣʘ 

ʣʘʥʮʶʞʢʘ Tor). ɿʘʙʦʨʦʥʷʪʠ ʜʦʩʪʫʧ ʜʦ ʮʴʦʛʦ ʚʫʟʣʘ ʥʝʤʘʻ ʩʝʥʩʫ, ʪʦʤʫ ʱʦ ʧʨʠ 

ʥʘʩʪʫʧʥʦʤʫ ʧʽʜʢʣʶʯʝʥʥʽ ʜʦ Tor ʘʙʦ ʧʨʠ ʧʨʠʤʫʩʦʚʽʡ ʟʤʽʥʽ ʣʘʥʮʶʞʢʘ ʚʫʟʦʣ 

ʚʭʦʜʫ ʚ Tor ʙʫʜʝ ʟʤʽʥʝʥʠʡ; 

Å ɺʽʜʜʘʣʝʥʠʡ ʚʫʟʦʣ "ʧʦʙʘʯʠʪʴ" ʪʽʣʴʢʠ IP-ʘʜʨʝʩʫ ʦʩʪʘʥʥʴʦʛʦ ʚʫʟʣʘ 

ʣʘʥʮʶʞʢʘ, ʚʘʰʘ IP-ʘʜʨʝʩʘ ʙʫʜʝ ʧʨʠʭʦʚʘʥʘ; 

Å ʊʝʦʨʝʪʠʯʥʦ ʧʝʨʝʭʦʧʣʝʥʥʷ ʜʘʥʠʭ ʤʦʞʣʠʚʝ ʥʘ ʦʩʪʘʥʥʽʡ ʜʽʣʷʥʮʽ ʰʣʷʭʫ ï ʚʽʜ 

ʦʩʪʘʥʥʴʦʛʦ ʚʫʟʣʘ ʣʘʥʮʶʞʢʘ Tor ʜʦ ʚʽʜʜʘʣʝʥʦʛʦ ʚʫʟʣʘ. ɸʣʝ ʜʣʷ ʮʴʦʛʦ ʧʦʪʨʽʙʥʦ 

ʚʽʜʩʪʝʞʠʪʠ ʚʝʩʴ ʣʘʥʮʶʞʦʢ Tor, ʱʦ ʪʝʭʥʽʯʥʦ ʟʨʦʙʠʪʠ ʜʫʞʝ ʩʢʣʘʜʥʦ, ʦʩʢʽʣʴʢʠ 

ʚʽʥ ʤʦʞʝ ʩʢʣʘʜʘʪʠʩʷ ʟ ʜʝʩʷʪʢʽʚ ʚʫʟʣʽʚ. ʗʢʱʦ ʞ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʚʽʜʜʘʣʝʥʦʛʦ 

ʚʫʟʣʘ, ʪʦ ʚʩʝ ʦʜʥʦ ʥʝ ʤʦʞʥʘ ʙʫʜʝ ʟʨʦʟʫʤʽʪʠ, ʭʪʦ ʻ ʭʪʦ, ʦʩʢʽʣʴʢʠ ʜʣʷ ʮʴʦʛʦ 

ʧʦʪʨʽʙʥʦ ʟʥʘʪʠ ʷʢ ʤʽʥʽʤʫʤ ʪʦʯʢʫ ʚʭʦʜʫ ʪʘ ʪʦʯʢʫ ʚʠʭʦʜʫ ʤʝʨʝʞʽ. 

ʇʨʠ ʧʽʜʢʣʶʯʝʥʥʽ ʜʦ ʤʝʨʝʞʽ Tor ʜʣʷ ʪʚʦʛʦ ʢʦʤʧ'ʶʪʝʨʘ ʚʠʟʥʘʯʘʻʪʴʩʷ ʪʦʯʢʘ 

ʚʭʦʜʫ (ʚʠʙʠʨʘʻʪʴʩʷ ʚʠʧʘʜʢʦʚʠʡ ʚʫʟʦʣ ʟ ʩʦʪʝʥʴ ʪʠʩʷʯ ʚʫʟʣʽʚ Tor), 'ʪʫʥʝʣʴ' ʽ 

ʪʦʯʢʘ ʚʠʭʦʜʫ - ʪʦʙʪʦ ʙʫʜʫʻʪʴʩʷ ʣʘʥʮʶʞʦʢ. ʋ ʧʨʦʮʝʩʽ ʨʦʙʦʪʠ ʟ ʤʝʨʝʞʝʶ ʽʥʦʜʽ 

ʚʠʥʠʢʘʻ ʥʝʦʙʭʽʜʥʽʩʪʴ ʟʤʽʥʠʪʠ ʣʘʥʮʶʞʦʢ - ʮʝ ʤʦʞʥʘ ʟʨʦʙʠʪʠ ʙʝʟ 

ʧʝʨʝʟʘʚʘʥʪʘʞʝʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ ʨʦʙʠʪʴ ʨʦʙʦʪʫ ʟ ʤʝʨʝʞʝʶ 

ʤʘʢʩʠʤʘʣʴʥʦ ʢʦʤʬʦʨʪʥʦʶ. 

ɿʤʽʥʘ ʣʘʥʮʶʞʢʘ ʤʦʞʝ ʟʥʘʜʦʙʠʪʠʩʷ ʫ ʜʚʦʭ ʚʠʧʘʜʢʘʭ: 
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1. ʂʦʣʠ ʧʦʪʨʽʙʥʦ ʟʤʽʥʠʪʠ ʢʽʥʮʝʚʫ IP-ʘʜʨʝʩʫ (ʥʘʧʨʠʢʣʘʜ, ʱʦʙ ʦʪʨʠʤʘʪʠ IP-

ʘʜʨʝʩʫ, ʱʦ ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʧʝʚʥʦʾ ʢʨʘʾʥʠ ʘʙʦ ʤʽʩʪʘ); 

2. ʂʦʣʠ ʦʪʨʠʤʘʥʠʡ ʣʘʥʮʶʞʦʢ ʚʠʷʚʠʚʩʷ ʜʦʩʠʪʴ ʧʦʚʽʣʴʥʠʤ. ʏʠ ʤʦʞʥʘ 

ʩʪʚʦʨʠʪʠ ʽʥʰʠʡ ʣʘʥʮʶʞʦʢ ð ʨʘʧʪʦʤ ʚʽʥ ʚʠʷʚʠʪʴʩʷ ʰʚʠʜʰʝ? 

ʇʨʦʝʢʪ Tor ʢʨʦʩ-ʧʣʘʪʬʦʨʤʥʠʡ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʢʣʽʻʥʪʠ ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ 

Tor ʻ ʜʣʷ Windows, Linux ʽ MacOS. ɿʘʚʘʥʪʘʞʠʪʠ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ 

ʥʘʩʪʽʣʴʥʠʭ ʩʠʩʪʝʤ ʘʙʩʦʣʶʪʥʦ ʙʝʟʢʦʰʪʦʚʥʦ ʤʦʞʥʘ ʟʘ ʘʜʨʝʩʦʶ: 

https://www. torproject. org/  

ʇʦʪʨʽʙʥʦ ʚʽʜʟʥʘʯʠʪʠ, ʱʦ Tor ʧʦʚʥʽʩʪʶ ʙʝʟʢʦʰʪʦʚʥʠʡ - ʥʝ ʧʦʪʨʽʙʥʦ ʥʽʢʦʤʫ 

ʧʣʘʪʠʪʠ ʥʽ ʟʘ ʪʨʘʬʽʢ, ʱʦ ʧʝʨʝʜʘʻʪʴʩʷ, ʥʽ ʟʘ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʋ ʮʴʦʤʫ 

ʡʦʛʦ ʛʦʣʦʚʥʘ ʪʘ ʚʘʞʣʠʚʘ ʚʽʜʤʽʥʥʽʩʪʴ ʚʽʜ VPN-ʩʝʨʚʽʩʽʚ. ɸʣʝ ʱʝ ʦʜʥʘ ʥʝ ʤʝʥʰ 

ʚʘʞʣʠʚʘ ʚʽʜʤʽʥʥʽʩʪʴ - ʧʨʠ ʢʦʞʥʦʤʫ ʧʽʜʢʣʶʯʝʥʥʽ ʜʦ Tor ʚʠʙʠʨʘʻʪʴʩʷ ʽʥʰʠʡ 

ʣʘʥʮʶʞʦʢ - ̔ ʥʰʠʡ ʚʫʟʦʣ ʚʭʦʜʫ ʪʘ ʽʥʰʠʡ ʚʫʟʦʣ ʚʠʭʦʜʫ (ʭʦʯʘ ʚ ʢʦʥʬʽʛʫʨʘʮʽʡʥʠʭ 

ʬʘʡʣʘʭ Tor ʤʦʞʥʘ ʟʤʽʥʠʪʠ ʮʶ ʧʦʚʝʜʽʥʢʫ). ʇʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ VPN-ʩʝʨʚʽʩʽʚ 

ʩʝʨʚʝʨ ʫ ʪʝʙʝ ʙʫʜʝ ʦʜʠʥ, ʤʘʢʩʠʤʫʤ ï ʢʽʣʴʢʘ ʰʪʫʢ. ɿʘ ʙʘʞʘʥʥʷ ʤʦʞʥʘ ʧʦʚʥʽʩʪʶ 

ʪʝʙʝ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʪʘ ʟ'ʷʩʫʚʘʪʠ, ʢʦʤʫ ʽ ʷʢʽ ʜʘʥʽ ʪʠ ʧʝʨʝʜʘʻʪʝ (ʟʚʠʯʘʡʥʦ, ʷʢʱʦ 

ʩʧʨʘʚʘ ʜʽʡʜʝ ʜʦ ʤʽʞʥʘʨʦʜʥʦʛʦ ʩʢʘʥʜʘʣʫ). ʋ ʚʠʧʘʜʢʫ ʟ Tor ʪʘʢʝ ʟʘʚʜʘʥʥʷ 

ʩʫʪʪʻʚʦ ʫʩʢʣʘʜʥʷʻʪʴʩʷ. ʊʘʢ ʷʢ ʣʘʥʮʶʞʦʢ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʤʦʞʥʘ ʟʤʽʥʶʚʘʪʠ 

ʘʙʩʦʣʶʪʥʦ ʚʽʣʴʥʦ - ʭʦʯ ʢʦʞʥʽ ʢʽʣʴʢʘ ʭʚʠʣʠʥ. 

 

3.7. Ʌɚ ɖɜɌɥɑ: VPN ɣɔ Ⱦɚɏ? 

 

ɺʽʜʦʤʽ ʜʚʘ ʘʣʴʪʝʨʥʘʪʠʚʥʽ ʧʽʜʭʦʜʠ ʜʦ ʰʠʬʨʫʚʘʥʥʷ ʪʨʘʬʽʢʫ, ʱʦ ʧʝʨʝʜʘʻʪʴʩʷ 

ʧʦ ʤʝʨʝʞʽ - VPN-ʩʝʨʚʽʩʠ ʽ Tor. ʗʢʠʡ ʩʧʦʩʽʙ ʚʠʙʨʘʪʠ? ʅʽʯʦʛʦ ʥʝ ʟʘʣʠʰʘʻʪʴʩʷ, 

ʷʢ ʧʦʨʽʚʥʷʪʠ ʮʽ ʜʚʘ ʩʧʦʩʦʙʠ. 

ʇʝʨʝʚʘʛʠ VPN: 

Å ɿʨʫʯʥʽʩʪʴ ʚʠʢʦʨʠʩʪʘʥʥʷ. ɼʝʷʢʽ VPN-ʩʝʨʚʽʩʠ ʥʘʜʘʶʪʴ ʚʣʘʩʥʽ VPN-ʢʣʽʻʥʪʠ, 

ʷʢʽ ʧʨʘʢʪʠʯʥʦ ʥʝ ʧʦʪʨʽʙʥʦ ʥʘʣʘʰʪʦʚʫʚʘʪʠ. ʇʦʪʨʽʙʥʦ ʣʠʰʝ ʟʘʧʫʩʪʠʪʠ ʾʭ ʪʘ 

ʥʘʩʦʣʦʜʞʫʚʘʪʠʩʷ ʟʘʰʠʬʨʦʚʘʥʦʶ ʧʝʨʝʜʘʯʝʶ ʜʘʥʠʭ. 
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Å ɺʝʩʴ ʪʨʘʬʽʢ, ʱʦ ʛʝʥʝʨʫʻʪʴʩʷ ʚʘʰʠʤ ʧʨʠʩʪʨʦʻʤ, ʙʫʜʝ ʟʘʰʠʬʨʦʚʘʥʦ. ʇʨʠ 

ʮʴʦʤʫ ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʥʝ ʧʦʪʨʽʙʥʽ ʧʨʘʚʘ root. ʋ ʚʠʧʘʜʢʫ ʟ Tor ʧʦʪʨʽʙʥʽ ʧʨʘʚʘ root 

ʜʣʷ ʟʘʧʫʩʢʫ ʧʨʦʟʦʨʦʾ ʧʨʦʢʩʠʬʽʢʘʮʽʾ (ʨʝʞʠʤ VPN). ɺ ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ 

ʰʠʬʨʫʚʘʪʠʤʝʪʴʩʷ ʪʨʘʬʽʢ ʟʘʩʪʦʩʫʥʢʽʚ, ʷʢʽ ʧʽʜʪʨʠʤʫʶʪʴ Orbot, ʪʨʘʬʽʢ ʨʝʰʪʠ 

ʟʘʩʪʦʩʫʥʢʽʚ ʰʠʬʨʫʚʘʪʠʩʷ ʥʝ ʙʫʜʝ. 

Å ɺʠʩʦʢʘ ʰʚʠʜʢʽʩʪʴ ʜʦʩʪʫʧʫ. ʐʚʠʜʢʽʩʪʴ ʜʦʩʪʫʧʫ ʜʦ ɯʥʪʝʨʥʝʪʫ ʯʝʨʝʟ VPN-

ʩʝʨʚʽʩ ʙʫʜʝ ʪʨʦʭʠ ʥʠʞʯʦʶ, ʥʽʞ ʰʚʠʜʢʽʩʪʴ ʟʚʠʯʘʡʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ɯʥʪʝʨʥʝʪʫ, 

ʘʣʝ ʚʩʝ ʞ ʪʘʢʠ ʙʫʜʝ ʥʘ ʜʦʩʠʪʴ ʚʠʩʦʢʦʤʫ ʨʽʚʥʽ. 

ʅʘ ʮʴʦʤʫ ʧʝʨʝʚʘʛʠ VPN-ʩʝʨʚʽʩʽʚ ʟʘʢʽʥʯʫʶʪʴʩʷ ʽ ʧʦʯʠʥʘʶʪʴʩʷ ʥʝʜʦʣʽʢʠ:  

Å ʅʝ ʟʘʚʞʜʠ ʻ ʚʣʘʩʥʽ VPN-ʢʣʽʻʥʪʠ, ʽ ʥʝ ʚʩʽ ʢʣʽʻʥʪʠ ʧʽʜʪʨʠʤʫʶʪʴ ʫʩʽ 

ʧʦʰʠʨʝʥʽ ʧʨʦʪʦʢʦʣʠ.   ɼʦʙʨʝ, ʱʦ ʚʩʽ VPN-ʩʝʨʚʽʩʠ ʧʽʜʪʨʠʤʫʶʪʴ ʧʨʦʪʦʢʦʣ 

ʈʈʊʈ, ʷʢʠʡ ʧʽʜʪʨʠʤʫʻ ʚʙʫʜʦʚʘʥʠʡ VPN-ʢʣʽʻʥʪ Android. 

Å ɼʦʩʪʫʧ ʜʦ ʩʝʨʚʝʨʽʚ VPN ʧʣʘʪʥʠʡ, ʽ ʥʝ ʚʩʽ ʥʘʜʘʶʪʴ ʪʝʩʪʦʚʠʡ ʧʝʨʽʦʜ. 

"ʉʧʦʯʘʪʢʫ ï ʛʨʦʰʽ, ʫʚʝʯʝʨʽ ï ʩʪʽʣʴʮʽ". 

Å ʋ ʙʽʣʴʰʦʩʪʽ ʚʠʧʘʜʢʽʚ ʚʠʙʽʨ ʪʦʯʦʢ ʧʨʠʩʫʪʥʦʩʪʽ ʦʙʤʝʞʝʥʠʡ. ʗʢ ʧʨʘʚʠʣʦ, 

ʤʦʞʥʘ ʚʠʙʨʘʪʠ ʩʝʨʚʝʨ ʽʟ ʉʐɸ, ʂʘʥʘʜʠ ʪʘ ʢʽʣʴʢʦʭ ʻʚʨʦʧʝʡʩʴʢʠʭ ʢʨʘʾʥ. 

Å ɺʩʷ ʘʢʪʠʚʥʽʩʪʴ ʢʦʨʠʩʪʫʚʘʯʘ ʧʨʦʪʦʢʦʣʶʻʪʴʩʷ ʪʘ ʟʙʝʨʽʛʘʻʪʴʩʷ ʥʘ ʩʝʨʚʝʨʘʭ 

VPN-ʩʝʨʚʽʩʫ ʢʽʣʴʢʘ ʨʦʢʽʚ. ɺʠʩʥʦʚʢʠ ʨʦʙʽʪʴ ʩʘʤʽ. ʇʦ ʩʫʪʽ, ʮʝ ʽ ʻ ʟʥʘʯʥʠʡ ʥʝʜʦʣʽʢ 

ʢʦʤʝʨʮʽʡʥʠʭ VPN-ʩʝʨʚʽʩʽʚ. 

ʊʝʧʝʨ ʨʦʟʛʣʷʥʝʤʦ ʧʝʨʝʚʘʛʠ Tor. 

Å ʅʘʡʙʽʣʴʰʘ ʧʝʨʝʚʘʛʘ ʤʝʨʝʞʽ Tor ï ʮʝ ʚʽʣʴʥʠʡ ʧʨʦʝʢʪ, ʚʫʟʣʘʤʠ ʤʝʨʝʞʽ Tor 

ʚʠʩʪʫʧʘʶʪʴ ʤʘʰʠʥʠ ʝʥʪʫʟʽʘʩʪʽʚ ʽ ʞʦʜʥʘ ʽʥʬʦʨʤʘʮʽʷ ʧʨʦ ʚʘʰʫ ʘʢʪʠʚʥʽʩʪʴ ʥʝ 

ʟʘʧʠʩʫʻʪʴʩʷ. ɼʦ ʪʦʛʦ ʞ ʢʦʞʝʥ ʥʘʩʪʫʧʥʠʡ ʚʫʟʦʣ ʫ ʣʘʥʮʶʞʢʫ Tor ʥʝ ʟʥʘʻ ʧʨʦ ʚʘʩ 

ʥʽʯʦʛʦ, ʢʨʽʤ ʪʦʛʦ, ʱʦ ʜʘʥʽ ʧʨʠʡʰʣʠ ʟ ʧʦʧʝʨʝʜʥʴʦʛʦ ʚʫʟʣʘ. ʇʨʦʩʪʝʞʠʪʠ 

ʣʘʥʮʶʞʢʠ Tor ʜʫʞʝ ʩʢʣʘʜʥʦ ʟ ʪʝʭʥʽʯʥʦʾ ʪʦʯʢʠ ʟʦʨʫ. 

Å ʇʨʠ ʫʚʽʤʢʥʝʥʽʡ ʧʨʦʟʦʨʽʡ ʧʨʦʢʩʠʬʽʢʘʮʽʾ ʯʝʨʝʟ Tor ʤʦʞʫʪʴ ʧʨʘʮʶʚʘʪʠ 

ʙʫʜʴ-ʷʢʽ ʤʝʨʝʞʥʽ ʧʨʦʛʨʘʤʠ. 

Å ʄʝʨʝʞʘ Tor ʘʙʩʦʣʶʪʥʦ ʙʝʟʢʦʰʪʦʚʥʘ, ʥʽʢʦʤʫ ʥʽʯʦʛʦ ʥʝ ʧʦʪʨʽʙʥʦ ʧʣʘʪʠʪʠ. 

Å ɺʝʣʠʯʝʟʥʠʡ ʚʠʙʽʨ ʪʦʯʦʢ ʧʨʠʩʫʪʥʦʩʪʽ. ʋ ʢʦʞʥʽʡ ʢʨʘʾʥʽ ʻ ʚʫʟʣʠ Tor, ʽ ʤʦʞʥʘ 

ʚʠʙʨʘʪʠ ʚʠʭʽʜʥʠʡ ʚʫʟʦʣ ʟ ʙʫʜʴ-ʷʢʦʶ ʧʦʪʨʽʙʥʦʶ 1ʈ-ʘʜʨʝʩʦʶ. 
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ʅʝʜʦʣʽʢʠ ʫ Tor ʪʝʞ ʻ: 

Å ʅʝ ʜʫʞʝ ʚʠʩʦʢʘ ʰʚʠʜʢʽʩʪʴ ʜʦʩʪʫʧʫ. ɿ ʢʦʞʥʠʤ ʨʦʢʦʤ ʩʠʪʫʘʮʽʷ ʩʪʘʻ 

ʢʨʘʱʦʶ, ʦʩʢʽʣʴʢʠ ʟʙʽʣʴʰʫʻʪʴʩʷ ʧʨʦʧʫʩʢʥʘ ʩʧʨʦʤʦʞʥʽʩʪʴ ʢʦʞʥʦʛʦ Tor -ʚʫʟʣʘ. 

Å ʑʦʙ ʟʘʧʨʘʮʶʚʘʣʘ ʧʨʦʟʦʨʘ ʧʨʦʢʩʠʬʽʢʘʮʽʷ ʚ Android, ʧʦʪʨʽʙʥʽ ʧʨʘʚʘ root. 

ɰʭʥʻ ʦʪʨʠʤʘʥʥʷ ʥʝ ʟʘʚʞʜʠ ʚʠʧʨʘʚʜʘʥʝ. ɹʝʟ ʧʨʘʚ root ʟ Orbot (Tor) ʙʫʜʫʪʴ 

ʧʨʘʮʶʚʘʪʠ ʪʽʣʴʢʠ ʧʝʚʥʽ ʧʨʦʛʨʘʤʠ, ''ʟʘʪʦʯʝʥʽò ʧʽʜ Tor. ɸ ʪʘʢʠʭ ʜʫʞʝ ʤʘʣʦ. 

ʗʢʱʦ, ʟʚʠʯʘʡʥʦ, ʚʘʤ ʧʦʪʨʽʙʥʠʡ ʣʠʰʝ ʙʨʘʫʟʝʨ, ʪʦ ʮʝ ʟʦʚʩʽʤ ʥʝ ʧʨʦʙʣʝʤʘ. 

ɺʨʘʭʦʚʫʶʯʠ ʚʩʝ ʩʢʘʟʘʥʝ, ʥʘʡʦʧʪʠʤʘʣʴʥʽʰʠʡ ʚʠʙʽʨ - Tor, ʥʘʚʽʪʴ 

ʥʝʟʚʘʞʘʶʯʠ ʥʘ ʜʝʷʢʽ ʧʨʦʙʣʝʤʠ ʟ ʧʨʦʟʦʨʦʶ ʧʨʦʢʩʠʬʽʢʘʮʽʻʶ. ʇʨʠ ʙʘʞʘʥʥʽ ʪʘ 

ʥʝʦʙʭʽʜʥʦʩʪʽ ʱʝ ʙʽʣʴʰʦʾ ʘʥʦʥʽʤʥʦʩʪʽ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ Tor ̔  VPN ʨʘʟʦʤ. 

 

 

3.8. Ⱦɚɏ ɞɌ VPN 

 

ɹʨʘʫʟʝʨ Tor ʽ VPN ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʦʜʥʦʯʘʩʥʦ, ʭʦʯʘ ʜʦʚʝʜʝʪʴʩʷ 

ʪʨʦʭʠ ʧʦʚʦʟʠʪʠʩʷ ʟ ʥʘʣʘʰʪʫʚʘʥʥʷʤʠ. ɯʩʥʫʶʪʴ ʜʚʽ ʩʭʝʤʠ:  

- VPN ʯʝʨʝʟ Tor;  

- Tor ʯʝʨʝʟ VPN.  

ʋ ʢʦʞʥʦʤʫ ʚʠʧʘʜʢʫ ʥʘʣʘʰʪʫʚʘʥʥʷ ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ ʨʦʙʦʪʠ ʜʫʞʝ ʨʽʟʥʷʪʴʩʷ. 

ʄʠ ʥʝ ʚʥʠʢʘʪʠʤʝʤʦ ʚ ʫʩʽ ʧʦʜʨʦʙʠʮʽ, ʘʣʝ ʦʩʥʦʚʥʽ ʤʦʤʝʥʪʠ ʧʦʷʩʥʠʤʦ. ɸ 

ʧʦʢʠ ʱʦ ʚʽʜʟʥʘʯʠʤʦ ʚʘʞʣʠʚʠʡ ʬʘʢʪ: ʷʢ ʙʠ ʥʝ ʥʘʣʘʰʪʫʚʘʪʠ ʧʽʜʢʣʶʯʝʥʥʷ, Tor ʽ 

VPN ʨʘʟʦʤ ʩʠʣʴʥʦ ʫʧʦʚʽʣʴʥʶʶʪʴ ʰʚʠʜʢʽʩʪʴ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. ʊʘʢʦʶ ʻ ʧʣʘʪʘ ʟʘ 

ʧʽʜʚʠʱʝʥʫ ʧʨʠʚʘʪʥʽʩʪʴ ʨʦʙʦʪʠ ʚ ɯʥʪʝʨʥʝʪʽ. ʍʦʯʘ ʩʣʽʜ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʦʩʪʘʥʥʽʤ 

ʯʘʩʦʤ ʽʩʪʦʪʥʦ ʟʨʦʩʣʘ ʰʚʠʜʢʽʩʪʴ ʨʦʙʦʪʠ ʷʢ VPN-ʟ'ʻʜʥʘʥʴ, ʪʘʢ ʽ ʤʝʨʝʞʽ ʊʦʛ, ʪʘʢ 

ʱʦ ʫʧʦʚʽʣʴʥʝʥʥʷ, ʟʨʦʟʫʤʽʣʦ, ʙʫʜʝ, ʘʣʝ ʚʩʝ ʙʫʜʝ ʚ ʤʝʞʘʭ ʥʦʨʤʠ. 
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3.8.1. Tor  ɣɑɜɑɓ VPN 

 

ʇʨʠʥʮʠʧ ʪʘʢʠʡ. ʊʠ ʟʘʧʫʩʢʘʻʰ VPN-ʟ'ʻʜʥʘʥʥʷ, ʘ ʧʦʪʽʤ ʫʞʝ ʟʘʧʫʩʢʘʻʰ Tor. 

ʊʦʙʪʦ Tor ʧʨʘʮʶʚʘʪʠʤʝ ʯʝʨʝʟ VPN. ʃʘʥʮʶʞʦʢ ʙʫʜʝ ʚʠʛʣʷʜʘʪʠ ʪʘʢ: 

ʇʝʨʝʚʘʛʘ ʪʘʢʦʛʦ ʩʧʦʩʦʙʫ ʚ ʪʦʤʫ, ʱʦ ʧʨʦʚʘʡʜʝʨ ʥʝ ʧʦʙʘʯʠʪʴ, ʱʦ ʪʠ 

ʚʠʢʦʨʠʩʪʦʚʫʻʰ "Tor" (ʜʝʷʢʽ ʧʨʦʚʘʡʜʝʨʠ ʚʤʽʶʪʴ ʙʣʦʢʫʚʘʪʠ "Tor"), ʭʦʯʘ ʚʽʥ 

ʧʦʙʘʯʠʪʴ, ʱʦ ʪʠ ʚʠʢʦʨʠʩʪʦʚʫʻʰ VPN. ɸʣʝ ʧʨʠ ʮʴʦʤʫ ʩʘʤ Tor ʥʝ ʧʦʙʘʯʠʪʴ ʪʚʦʶ 

IP-ʘʜʨʝʩʫ ʧʨʠ ʚʭʦʜʽ ʚ ʤʝʨʝʞʫ Tor, ʱʦ ʤʦʞʥʘ ʚʚʘʞʘʪʠ ʜʦʜʘʪʢʦʚʠʤ ʟʘʭʦʜʦʤ 

ʙʝʟʧʝʢʠ. ʋ ʩʚʦʶ ʯʝʨʛʫ, VPN-ʧʨʦʚʘʡʜʝʨ ʥʝ ʧʦʙʘʯʠʪʴ, ʱʦ ʚʠ ʨʦʙʠʪʝ, ʦʩʢʽʣʴʢʠ 

ʚʩʝ ʙʫʜʝ ʟʘʰʠʬʨʦʚʘʥʦ ʤʝʨʝʞʝʶ Tor, ʱʦ ʪʝʞ ʧʝʨʝʚʘʛʘ ʥʘ ʪʣʽ ʪʦʛʦ, ʱʦ 

ʧʨʦʚʘʡʜʝʨʠ ʜʦʪʫʶʪʴ ʫʩʽ ʜʽʾ ʢʦʨʠʩʪʫʚʘʯʽʚ. ʅʝʜʦʣʽʢ ʚ ʪʦʤʫ, ʱʦ VPN-ʩʝʨʚʽʩ 

ʧʦʙʘʯʠʪʴ ʪʚʦʶ ʩʧʨʘʚʞʥʶ IP-ʘʜʨʝʩʫ. ɼʝʷʢʽ VPN-ʩʝʨʚʽʩʠ (NordVPN, Privatoria, 

TorVPN) ʤʘʶʪʴ ʥʘʣʘʰʪʫʚʘʥʥʷ ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʧʽʜʢʣʶʯʝʥʴ ʪʠʧʫ Tor-through-

VPN. ʎʝ ʜʦʙʨʝ, ʘʣʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʙʨʘʫʟʝʨʘ Tor, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʥʘʩʢʨʽʟʥʝ 

ʰʠʬʨʫʚʘʥʥʷ, ʚʩʝ ʦʜʥʦ ʢʨʘʱʝ. 

 

3.8.2. VPN ɣɑɜɑɓ Tor 

 

ʇʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ VPN ʯʝʨʝʟ  Tor ʣʘʥʮʶʞʦʢ ʚʠʛʣʷʜʘʻ ʪʘʢ: 

 

Ƞɒɪ ɜɠɞɡʎɰɤɗɢ ˲ Tor  ˲ 60. ˲ Ʌɟɤɗɢɟɗɤ 

 

ʎʝʡ ʪʠʧ ʧʽʜʢʣʶʯʝʥʥʷ ʙʝʟʧʝʯʥʽʰʠʡ ʟʘ ʧʝʨʰʠʡ, ʚʽʥ ʟʘʙʝʟʧʝʯʫʻ ʧʨʘʢʪʠʯʥʦ 

ʧʦʚʥʫ ʘʥʦʥʽʤʥʽʩʪʴ ʽ ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ ʨʦʙʦʪʠ ʚ ɯʥʪʝʨʥʝʪʽ. 

ʆʜʥʘʢ ʽʩʥʫʻ ʣʠʰʝ ʜʚʘ VPN-ʩʝʨʚʽʩʠ, ʱʦ ʧʽʜʪʨʠʤʫʶʪʴ ʪʘʢʽ ʧʽʜʢʣʶʯʝʥʥʷ, ʘ 

ʩʘʤʝ AirVPN ʪʘ BolehVPN. ʗʢʱʦ ʚʘʩ ʥʝ ʙʝʥʪʝʞʠʪʴ ʪʘʢʠʡ ʤʘʣʠʡ ʚʠʙʽʨ, ʪʦ VPN 

ʯʝʨʝʟ Tor ï ʚʚʘʞʘʻʪʴʩʷ ʢʨʘʱʠʤ ʚʘʨʽʘʥʪʦʤ.  

ʇʦ-ʧʝʨʰʝ, VPN-ʩʝʨʚʽʩ ʥʝ ʟʥʘʻ ʪʚʦʶ ʩʧʨʘʚʞʥʶ IP-ʘʜʨʝʩʫ, ʘ ʙʘʯʠʪʴ ʣʠʰʝ IP-

ʘʜʨʝʩʫ ʪʦʯʢʠ ʚʠʭʦʜʫ ʟ ʤʝʨʝʞʽ Tor. ʗʢʱʦ ʚʠ ʟʘʙʨʘʚʩʷ ʪʘʢ ʜʘʣʝʢʦ, ʪʦ ʚʘʨʪʦ 
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ʧʣʘʪʠʪʠ ʟʘ VPN ʣʠʰʝ ʟʘ ʜʦʧʦʤʦʛʦʶ ʙʽʪʢʦʾʥʽʚ ʽ ʣʠʰʝ ʯʝʨʝʟ ʙʨʘʫʟʝʨ Tor. ʋ 

ʪʘʢʦʤʫ ʨʘʟʽ VPN-ʩʝʨʚʽʩ ʥʝ ʤʘʪʠʤʝ ʞʦʜʥʦʾ ʟʘʯʽʧʢʠ, ʟʘ ʷʢʦʶ ʚʘʩ ʤʦʞʥʘ 

ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ, ʥʘʚʽʪʴ ʷʢʱʦ ʩʝʨʚʽʩ ʚʝʜʝ ʣʦʛʠ. 

ɯʥʰʠʡ ʦʜʥʦʟʥʘʯʥʠʡ ʧʣʶʩ - ʟʘʭʠʩʪ ʚʽʜ ʥʝʙʝʟʧʝʯʥʠʭ ʪʦʯʦʢ ʚʠʭʦʜʫ ʟ ʤʝʨʝʞʽ 

Tor (ʩʧʘʩʠʙʽ VPN-ʩʝʨʚʽʩʫ, ʷʢʠʡ ʰʠʬʨʫʻ ʚʘʰʽ ʜʘʥʽ). ʎʝʡ ʤʝʪʦʜ ʜʦʟʚʦʣʷʻ ʦʙʽʡʪʠ 

ʙʫʜʴ-ʷʢʽ ʙʣʦʢʫʚʘʥʥʷ ʪʦʯʦʢ ʚʠʭʦʜʫ ʤʝʨʝʞʽ "Tor", ʟ ʷʢʠʤʠ ʤʦʞʥʘ ʟʽʪʢʥʫʪʠʩʷ, 

ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʧʽʜʢʣʶʯʝʥʥʷ ʪʠʧʫ "Tor" ʯʝʨʝʟ VPN. ʗʢʱʦ ʚʠ ʥʝ ʭʦʯʝʪʝ 

ʚʦʟʠʪʠʩʷ ʟ ʥʘʣʘʰʪʫʚʘʥʥʷʤ ʧʽʜʢʣʶʯʝʥʥʷ VPN ʯʝʨʝʟ Tor, ʪʦ ʚʠ ʟʘʚʞʜʠ ʤʦʞʝʪʝ 

ʧʽʜʢʣʶʯʠʪʠʩʷ ʟʘ ʩʭʝʤʦʶ Tor ʯʝʨʝʟ VPN. ɼʣʷ ʮʴʦʛʦ ʧʦʪʨʽʙʥʦ ʧʽʜʢʣʶʯʠʪʠʩʷ ʜʦ 

VPN-ʩʝʨʚʽʩʫ, ʘ ʧʦʪʽʤ ʟʘʧʫʩʪʠʪʠ ʙʨʘʫʟʝʨ Tor. 

 

3.9. ȮɔɖɚɜɔɝɞɌəəɫ ɍɜɌɟɓɑɜɌ Tor ɟ Windows 

 

ʑʦʙ ʧʦʯʘʪʠ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ Tor, ʧʦʪʨʽʙʥʦ ʟʘʚʘʥʪʘʞʠʪʠ ʙʨʘʫʟʝʨ Tor. ʎʝ 

ʦʩʦʙʣʠʚʦ ʥʘʣʘʰʪʦʚʘʥʠʡ ʙʨʘʫʟʝʨ Firefox . ʇʽʩʣʷ ʟʘʚʘʥʪʘʞʝʥʥʷ ʧʦʪʨʽʙʥʦ 

ʚʩʪʘʥʦʚʠʪʠ Tor ʷʢ ʟʚʠʯʘʡʥʫ ʧʨʦʛʨʘʤʫ. ʗʨʣʠʢ ʙʫʜʝ ʩʪʚʦʨʝʥʦ ʘʚʪʦʤʘʪʠʯʥʦ ʥʘ 

ʨʦʙʦʯʦʤʫ ʩʪʦʣʽ, ʤʦʞʥʘ ʧʝʨʝʤʽʩʪʠʪʠ ʡʦʛʦ ʥʘ ʧʘʥʝʣʴ ʟʘʚʜʘʥʴ ʜʣʷ ʙʽʣʴʰʦʾ 

ʟʨʫʯʥʦʩʪʽ. Tor ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʷʢ ʟʚʠʯʘʡʥʘ ʧʨʦʛʨʘʤʘ ʽ ʥʝ ʚʠʤʘʛʘʻ ʙʫʜʴ-ʷʢʠʭ 

ʩʧʝʮʽʘʣʴʥʠʭ ʟʥʘʥʴ. ʂʣʘʮʥʽʪʴ ʥʘ ʷʨʣʠʢʫ, ʽ ʟ'ʷʚʠʪʴʩʷ ʜʽʘʣʦʛʦʚʝ ʚʽʢʥʦ ʟ ʜʚʦʤʘ 

ʚʘʨʽʘʥʪʘʤʠ: ʧʽʜʢʣʶʯʘʪʠʩʷ ʚʽʜʨʘʟʫ (ʢʥʦʧʢʘ Connect) ʘʙʦ ʩʧʦʯʘʪʢʫ 

ʥʘʣʘʰʪʫʚʘʪʠ ʧʨʦʢʩʽ (ʢʥʦʧʢʘ Configure ). ʗʢʱʦ ʚʠ ʭʦʯʝʪʝ ʥʘʣʘʰʪʫʚʘʪʠ 

ʟ'ʻʜʥʘʥʥʷ ʪʠʧʫ VPN ʯʝʨʝʟ Tor (ʘʙʦ ʧʽʜʢʣʶʯʘʻʰʩʷ ʯʝʨʝʟ ʤʝʨʝʞʫ, ʱʦ 

ʧʨʦʩʣʫʭʦʚʫʻʪʴʩʷ ʘʙʦ ʮʝʥʟʫʨʫʻʪʴʩʷ), ʧʦʪʨʽʙʥʦ ʚʠʙʨʘʪʠ ʜʨʫʛʠʡ ʚʘʨʽʘʥʪ ʽ 

ʥʘʣʘʰʪʫʚʘʪʠ ʚʩʝ ʚʨʫʯʥʫ. ʇʨʘʮʶʶʯʠ ʯʝʨʝʟ ʙʨʘʫʟʝʨ Tor, ʥʘʩʘʤʧʝʨʝʜ ʧʦʪʨʽʙʥʦ 

ʧʝʨʝʢʦʥʘʪʠʩʷ, ʯʠ ʧʨʘʚʠʣʴʥʦ ʚʽʥ ʧʨʘʮʶʻ. ɼʣʷ ʮʴʦʛʦ ʜʦʩʪʘʪʥʴʦ ʟʘʡʪʠ ʥʘ ʙʫʜʴ-

ʷʢʠʡ ʩʘʡʪ, ʱʦ ʧʦʢʘʟʫʻ IP-ʘʜʨʝʩʫ ʚʽʜʚʽʜʫʚʘʯʘ (ʥʘʧʨʠʢʣʘʜ, myip.ru). ʗʢʱʦ ʚʠ ʥʝ 

ʧʦʙʘʯʠʪʝ ʩʚʦʶ ʚʣʘʩʥʫ IP-ʘʜʨʝʩʫ, ʚʩʝ ʛʘʨʘʟʜ! 
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ʈʠʩ. 3.6. ɹʨʘʫʟʝʨ Tor 

 

ɺʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʙʨʘʫʟʝʨ Tor ʜʫʞʝ ʧʨʦʩʪʦ ï ʚʚʝʜʽʪʴ ʧʦʪʨʽʙʥʠʡ ʚʘʤ UR1. ʽ 

ʧʨʘʮʶʡʪʝ, ʷʢ ʟʘʚʞʜʠ (ʨʠʩ. 3.6). ʇʦʰʫʢʦʚʽ ʤʘʰʠʥʠ ʥʝ ʜʫʞʝ ʣʶʙʣʷʪʴ Tor (ʟʽ 

ʟʨʦʟʫʤʽʣʠʭ ʧʨʠʯʠʥ, ʘʜʞʝ ʚʦʥʠ ʚʪʨʘʯʘʶʪʴ ʩʚʦʾ ʛʨʦʰʽ ʥʘ ʨʝʢʣʘʤʦʚʘʥʽʡ ʨʝʢʣʘʤʽ), 

ʪʦʤʫ ʤʦʞʫʪʴ ʙʫʪʠ ʧʨʦʙʣʝʤʠ ʟ ʧʦʰʫʢʦʤ ʽʥʬʦʨʤʘʮʽʾ ʚ ʪʦʤʫ ʞ Google. 

ʄʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʙʫʜʴ-ʷʢʫ ʽʥʰʫ ʧʦʰʫʢʦʚʫ ʩʠʩʪʝʤʫ, ʷʢʘ ʙʽʣʴʰ 

ʣʦʷʣʴʥʘ ʜʦ Tor, ʘʙʦ ʚʚʦʜʠʪʠ ʘʜʨʝʩʠ ʩʘʡʪʽʚ ʙʝʟʧʦʩʝʨʝʜʥʴʦ, ʘ ʥʝ ʚʠʙʠʨʘʪʠ ʟ 

ʨʝʟʫʣʴʪʘʪʽʚ ʧʦʰʫʢʫ. ɼʝʢʽʣʴʢʘ ʨʝʢʦʤʝʥʜʘʮʽʡ ʱʦʜʦ ʙʝʟʧʝʯʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ 

Tor: 

Å ʅʝ ʚʽʜʚʽʜʫʡʪʝ ʩʘʡʪʠ, ʫ ʷʢʠʭ ʥʝʤʘʻ HTTPS-ʚʝʨʩʽʾ, ʘ ʻ ʣʠʰʝ Tor - ʮʝ ʣʠʰʝ 

ʽʥʩʪʨʫʤʝʥʪ ʤʘʨʰʨʫʪʠʟʘʮʽʾ ʪʨʘʬʽʢʫ, ʱʦ ʰʠʬʨʫʻ ʚʝʩʴ ʪʨʘʬʽʢ ʫ ʤʝʨʝʞʽ Tor. 

ʊʨʘʬʽʢ, ʱʦ ʚʠʭʦʜʠʪʴ ʽʟ ʤʝʨʝʞʽ, ʚʞʝ ʥʝ ʰʠʬʨʫʻʪʴʩʷ! ʎʝ ʨʦʙʠʪʴ ʚʘʩ ʚʨʘʟʣʠʚʠʤ, 

ʢʦʣʠ ʚʘʰ ʪʨʘʬʽʢ ʧʦʪʨʘʧʣʷʻ ʥʘ ʪʦʯʢʠ ʚʠʭʦʜʫ, ʘʜʞʝ ʚʽʥ ʜʝʰʠʬʨʫʻʪʴʩʷ. ʊʦʤʫ 

ʧʦʪʨʽʙʥʦ ʧʦʩʪʽʡʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʤʝʪʦʜʠ ʪʘ ʟʘʩʦʙʠ ʥʘʩʢʨʽʟʥʦʛʦ ʰʠʬʨʫʚʘʥʥʷ 

(SSL ʘʙʦ TLS) ʪʘ ʚʽʜʚʽʜʫʚʘʪʠ ʣʠʰʝ ʩʘʡʪʠ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʧʨʦʪʦʢʦʣ HTTPS. 

ʅʝ ʟʘʡʚʠʤ ʙʫʜʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʧʣʘʛʽʥ HTTPS Everywhere. 
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Å ʅʝ ʟʘʢʘʯʫʡʪʝ ʪʦʨʝʥʪ ʯʝʨʝʟ Tor. ʎʷ ʤʝʨʝʞʘ ʥʝ ʩʪʚʦʨʶʚʘʣʘʩʷ ʜʣʷ ʦʙʤʽʥʫ 

ʬʘʡʣʘʤʠ ʟʘ ʩʪʘʥʜʘʨʪʦʤ peer-to-peer. ʐʚʠʜʰʝ ʟʘ ʚʩʝ, ʥʘ ʙʘʛʘʪʴʦʭ ʪʦʯʢʘʭ ʚʠʭʦʜʫ 

ʮʝ ʙʫʜʝ ʟʘʙʣʦʢʦʚʘʥʦ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʪʨʘʬʽʢʫ ʪʠʧʫ P2P ʫʧʦʚʽʣʴʥʶʻ ʰʚʠʜʢʽʩʪʴ 

ʨʦʙʦʪʠ ʚ ʤʝʨʝʞʽ Tor ̔ ʥʰʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ ʽ ʟʘʛʨʦʞʫʻ ʚʘʰʽʡ ʘʥʦʥʽʤʥʦʩʪʽ (ʢʣʽʻʥʪʠ 

BitTorrent  ʚʽʜʧʨʘʚʣʷʶʪʴ ʚʘʰʫ IP-ʘʜʨʝʩʫ ʪʨʝʢʝʨʘʤ ʽ ʙʝʥʢʝʪʘʤ BitTorrent ). 

Å ʅʝ ʚʢʘʟʫʡʪʝ ʩʚʦʶ ʦʩʥʦʚʥʫ ʘʜʨʝʩʫ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ. ʗʢ ʩʢʘʟʘʣʘ ʦʜʥʘ 

ʨʦʟʫʤʥʘ ʣʶʜʠʥʘ, ''ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ Tor ʽ ʚʢʘʟʫʚʘʪʠ ʩʚʦʶ ʦʩʥʦʚʥʫ ʧʦʰʪʦʚʫ 

ʘʜʨʝʩʫ - ʮʝ ʚʩʝ ʦʜʥʦ, ʱʦ ʧʨʠʡʪʠ ʥʘ ʤʘʩʢʘʨʘʜ ʚ ʤʘʩʮʽ ʽ ʟ ʙʝʡʜʞʠʢʦʤ, ʥʘ ʷʢʦʤʫ 

ʥʘʧʠʩʘʥʦ ʪʚʦʻ ʽʤ'ʷò. ʅʘʡʢʨʘʱʝ ʩʪʚʦʨʠʪʠ ʧʦʰʪʦʚʫ ʩʢʨʠʥʴʢʫ ʥʘ ʦʜʥʦʤʫ ʟ 

ʘʥʦʥʽʤʥʠʭ ʧʦʰʪʦʚʠʭ ʩʝʨʚʽʩʽʚ ʥʘ ʟʨʘʟʦʢ tuta.io . ɿʨʦʟʫʤʽʣʦ, ʮʝ ʩʣʽʜ ʨʦʙʠʪʠ 

ʪʽʣʴʢʠ ʧʽʩʣʷ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʤʝʨʝʞʽ "Tor", ʘ ʥʝ ʜʦ ʮʴʦʛʦ. 

Å ʅʝ ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ Google. ʎʷ ʧʦʰʫʢʦʚʘ ʩʠʩʪʝʤʘ ʩʫʤʥʦ ʚʽʜʦʤʘ ʪʠʤ, ʱʦ 

ʟʙʠʨʘʻ ʚʽʜʦʤʦʩʪʽ ʧʨʦ ʧʦʚʝʜʽʥʢʫ ʢʦʨʠʩʪʫʚʘʯʽʚ ʪʘ ʨʝʟʫʣʴʪʘʪʠ ʧʦʰʫʢʦʚʠʭ ʟʘʧʠʪʽʚ, 

ʱʦʙ ʟʙʽʣʴʰʠʪʠ ʚʣʘʩʥʫ ʚʠʨʫʯʢʫ. ɿʘʤʽʩʪʴ Google ʢʨʘʱʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ, 

ʥʘʧʨʠʢʣʘʜ, DuckDuckGo. 

ʅʘ ʨʠʩ. 3.7 ʟʦʙʨʘʞʝʥʦ ʤʝʥʶ ʙʨʘʫʟʝʨʘ Tor. ɺʦʥʦ ʚʽʜʨʽʟʥʷʻʪʴʩʷ ʚʽʜ 

ʩʪʘʥʜʘʨʪʥʦʛʦ ʤʝʥʶ Firefox, ʫ ʥʴʦʤʫ ʻ ʜʚʘ ʥʦʚʽ ʧʫʥʢʪʠ: 

1) New Indentity  ï ʩʪʚʦʨʠʪʠ ʥʦʚʫ ʦʩʦʙʠʩʪʽʩʪʴ. ʉʪʠʨʘʻʪʴʩʷ ʚʩʷ ʽʥʬʦʨʤʘʮʽʷ 

ʧʨʦ ʚʘʩ, ʫ ʪʦʤʫ ʯʠʩʣʽ ʷʢʽ ʩʘʡʪʠ ʚʠ ʚʽʜʚʽʜʫʚʘʣʠ, ʚʩʪʘʥʦʚʣʝʥʽ Cookies , 

ʩʪʚʦʨʶʻʪʴʩʷ ʥʦʚʠʡ ʣʘʥʮʶʞʦʢ ʚʫʟʣʽʚ Tor. ɿʘʛʘʣʦʤ, ʧʦʯʘʪʦʢ ʽʟ ʯʠʩʪʦʛʦ ʣʠʩʪʘ. 

ʑʦʩʴ ʥʘ ʟʨʘʟʦʢ ʰʚʠʜʢʦʛʦ ʧʝʨʝʟʘʧʫʩʢʫ ʙʨʘʫʟʝʨʘ Tor. 

2) New Tor Circuit for this Site  - ʜʦʟʚʦʣʷʻ ʩʪʚʦʨʠʪʠ ʥʦʚʠʡ ʣʘʥʮʶʞʦʢ 

ʚʫʟʣʽʚ Tor ʜʣʷ ʧʦʪʦʯʥʦʛʦ ʩʘʡʪʫ, ʘʣʝ ʧʨʠ ʮʴʦʤʫ ʥʝ ʩʪʠʨʘʻʪʴʩʷ ʦʩʦʙʘ 

ʢʦʨʠʩʪʫʚʘʯʘ. ʗʢʱʦ ʚʠ ʙʫʣʠ ʟʘʣʦʛʽʥʝʥʽ ʥʘ ʩʘʡʪʽ, ʪʦ ʚʠʭʽʜ ʥʝ ʙʫʜʝ ʟʨʦʙʣʝʥʦ, 

ʘʣʝ ʟ ʙʽʣʴʰʦʶ ʯʘʩʪʢʦʶ ʡʤʦʚʽʨʥʦʩʪʽ ʙʫʜʝ ʟʤʽʥʝʥʘ ʚʘʰʘ IP-ʘʜʨʝʩʘ. ʗʢ ʮʝ 

ʧʝʨʝʥʝʩʝ ʚʝʙ-ʩʘʡʪ, ʟʘʣʝʞʠʪʴ ʪʽʣʴʢʠ ʚʽʜ ʥʴʦʛʦ. ʇʦʜʽʙʥʘ ʢʦʤʘʥʜʘ ʤʦʞʝ ʙʫʪʠ 

ʚʠʢʦʨʠʩʪʘʥʘ, ʷʢʱʦ ʧʦʪʨʽʙʥʦ ʧʨʦʩʪʦ ʟʤʽʥʠʪʠ ʣʘʥʮʶʞʦʢ ʚʫʟʣʽʚ, ʥʘʧʨʠʢʣʘʜ 

ʢʦʣʠ ʟ'ʻʜʥʘʥʥʷ ʧʨʘʮʶʻ ʧʦʚʽʣʴʥʦ ʽ ʚʠ ʥʝ ʭʦʯʝʰ ʡʪʠ ʟ ʩʘʡʪʽʚ, ʘ ʧʨʦʩʪʦ ʭʦʯʝʪʝ, 
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ʱʦ ʙ ʟ'ʻʜʥʘʥʥʷ ʧʨʘʮʶʚʘʣʦ ʰʚʠʜʰʝ. ɭ ʡʤʦʚʽʨʥʽʩʪʴ, ʱʦ ʙʫʜʝ ʦʙʨʘʥʠʡ 

ʰʚʠʜʰʠʡ ʣʘʥʮʶʞʦʢ. 

 

 

 

 

 

 

 

 

 

 

 

 

 

ʈʠʩ. 3.7. ʄʝʥʶ ʙʨʘʫʟʝʨʘ Tor 
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3.10. Ʌɚ ɞɌɖɑ DarkNet? 

 

ɻʦʚʦʨʷʯʠ ʧʨʦ Tor, ʥʝʤʦʞʣʠʚʦ ʥʝ ʧʦʛʦʚʦʨʠʪʠ ʧʨʦ 

DarkNet .  

ɻʣʦʙʘʣʴʥʫ ʤʝʨʝʞʫ ʤʦʞʥʘ ʫʤʦʚʥʦ ʧʦʜʽʣʠʪʠ ʥʘ ʪʨʠ 

ʨʽʚʥʽ: 

1. ɺʠʜʠʤʘ ʤʝʨʝʞʘ (ʽʥʜʝʢʩʦʚʘʥʘ ʤʝʨʝʞʘ, ʽʥʜʝʢʩʦʚʘʥʠʡ ʚʝʙ) ð ʯʘʩʪʠʥʘ 

ʤʝʨʝʞʽ ʥʘ ʧʦʚʝʨʭʥʽ: ʩʘʡʪʠ ʤʦʞʥʘ ʟʥʘʡʪʠ ʥʘ ʟʘʧʠʪ ʫ ʧʦʰʫʢʦʚʽʡ ʩʠʩʪʝʤʽ, ʚʦʥʠ 

ʚʽʜʢʨʠʪʽ ʜʣʷ ʚʩʽʭ ʣʶʜʝʡ ʽ ʤʘʶʪʴ ʧʨʦʩʪʽ ʟʨʦʟʫʤʽʣʽ ʘʜʨʝʩʠ. 

2. ɻʣʠʙʦʢʘ ʤʝʨʝʞʘ (Deep Web, ɻʣʠʙʦʢʠʡ ʽʥʪʝʨʥʝʪ, ʅʝʚʠʜʠʤʘ ʤʝʨʝʞʘ) - 

ʯʘʩʪʠʥʘ ʽʥʪʝʨʥʝʪ-ʨʝʩʫʨʩʽʚ ʧʨʠʭʦʚʘʥʠʭ ʚʽʜ ʧʦʰʫʢʦʚʠʭ ʤʘʰʠʥ. ɺʣʘʩʥʠʢʠ ʪʘʢʠʭ 

ʩʘʡʪʽʚ ʚʽʜʤʦʚʣʷʶʪʴʩʷ ʚʽʜ ʽʥʜʝʢʩʘʮʽʾ ʧʦʰʫʢʦʚʠʤʠ ʩʠʩʪʝʤʘʤʠ, ʟʘʧʘʨʦʣʶʶʪʴ 

ʜʦʩʪʫʧ ʜʦ ʩʘʡʪʘ ʘʙʦ ʥʝ ʧʦʚ'ʷʟʫʶʪʴ ʛʽʧʝʨʧʦʩʠʣʘʥʥʷʤʠ ʩʪʦʨʽʥʢʠ. ʈʦʙʦʪ 

ʧʦʰʫʢʦʚʦʾ ʩʠʩʪʝʤʠ ʥʝ ʤʦʞʝ ʽʥʜʝʢʩʫʚʘʪʠ ʩʘʡʪʠ ʪʘ ʩʪʦʨʽʥʢʠ. ʉʶʜʠ ʤʦʞʥʘ 

ʚʽʜʥʝʩʪʠ ʢʦʨʧʦʨʘʪʠʚʥʽ ʤʝʨʝʞʽ ʪʘ ʩʭʦʚʠʱʘ, ʜʦʩʪʫʧ ʜʦ ʷʢʠʭ ʟʘʢʨʠʪʠʡ ʣʦʛʽʥʦʤ ʪʘ 

ʧʘʨʦʣʝʤ. ɿʚʠʯʘʡʥʠʡ ʢʦʨʠʩʪʫʚʘʯ ʥʝ ʤʘʻ ʜʦʩʪʫʧʫ ʜʦ ʥʠʭ. 

3. DarkNet (ɼʘʨʢʥʝʪ, ʊʝʤʥʘ ʤʝʨʝʞʘ, ʇʨʠʭʦʚʘʥʘ ʤʝʨʝʞʘ) - ʟʙʽʨʥʘ ʥʘʟʚʘ ʚʩʽʭ 

ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ, ʧʨʠʟʥʘʯʝʥʠʭ ʜʣʷ ʘʥʦʥʽʤʥʦʾ ʧʝʨʝʜʘʯʽ. ʊʫʪ ʻ ʧʦʩʣʫʛʠ ʜʣʷ 

ʪʦʨʛʽʚʣʽ, ʟʘʟʚʠʯʘʡ, ʟʘʙʦʨʦʥʝʥʠʤʠ ʧʨʦʜʫʢʪʘʤʠ, ʘʥʦʥʽʤʥʦʛʦ ʩʧʽʣʢʫʚʘʥʥʷ ʘʙʦ 

ʦʙʤʽʥʫ ʚʩʷʢʦʛʦ ʨʦʜʫ ʢʦʥʪʝʥʪʦʤ. ʊʘʢʽ ʧʦʩʣʫʛʠ ʥʝ ʤʦʞʥʘ ʚʽʜʢʨʠʪʠ ʟʚʠʯʘʡʥʠʤ 

ʙʨʘʫʟʝʨʦʤ ʘʙʦ ʟʥʘʡʪʠ ʫ ʟʚʠʯʘʡʥʦʤʫ ʧʦʰʫʢʦʚʠʢʫ. ʄʝʨʝʞʘ ʩʪʚʦʨʝʥʘ ʘʥʦʥʽʤʥʦʶ 

ʜʣʷ ʚʽʜʩʫʪʥʦʩʪʽ ʮʝʥʟʫʨʠ ʪʘ ʟʘʙʦʨʦʥ. 

ʉʝʥʩ ʊʝʤʥʦʾ ʤʝʨʝʞʽ ʚ ʘʥʦʥʽʤʥʦʩʪʽ, ʘʣʝ ʩʘʤʘ ʩʦʙʦʶ ʤʝʨʝʞʘ ʥʝ ʛʘʨʘʥʪʫʻ 

ʘʥʦʥʽʤʥʦʩʪʽ, ʣʠʰʝ ʜʘʻ ʽʥʩʪʨʫʤʝʥʪʠ. ʂʦʨʠʩʪʫʚʘʯ ʪʦʯʥʦ ʪʘʢ, ʷʢ ʽ ʚ ʟʚʠʯʘʡʥʦʤʫ 

ʩʝʛʤʝʥʪʽ ʽʥʪʝʨʥʝʪʫ, ʤʦʞʝ ʟʘʚʘʥʪʘʞʠʪʠ ʚʽʨʫʩ, ʚʽʜʢʨʠʪʠ ʜʘʥʽ ʧʨʦ ʩʝʙʝ. ɺʘʞʣʠʚʦ 

ʧʘʤ'ʷʪʘʪʠ, ʱʦ ʘʥʦʥʽʤʥʽʩʪʴ ʪʘ ʙʝʟʧʝʢʘ ʚ ɼʘʨʢʥʝʪʽ ð ʭʠʙʥʝ ʚʽʜʯʫʪʪʷ. ɺʽʜ 

ʢʽʙʝʨʟʣʦʯʠʥʽʚ ʥʘ ʪʝʤʥʦʤʫ ʙʦʮʽ ʽʥʪʝʨʥʝʪʫ ʚʘʩ ʥʽʭʪʦ ʥʝ ʟʘʭʠʩʪʠʪʴ. 
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ɸʨʭʽʪʝʢʪʫʨʘ DarkNet ʧʝʨʝʰʢʦʜʞʘʻ ʩʪʝʞʝʥʥʶ ʪʘ ʢʦʥʪʨʦʣʶ ʟʘ ʧʝʨʝʜʘʯʝʶ 

ʽʥʬʦʨʤʘʮʽʾ. ʊʦʤʫ, ʟ ʦʜʥʦʛʦ ʙʦʢʫ, DarkNet ʤʦʞʝ ʙʫʪʠ ʟʥʘʨʷʜʜʷʤ ʧʨʦʪʠ ʮʝʥʟʫʨʠ, 

ʟ ʜʨʫʛʦʛʦ - ʰʠʨʤʦʶ ʜʣʷ ʟʣʦʯʠʥʽʚ. ʋ ʙʘʛʘʪʴʦʭ ʢʨʘʾʥʘʭ ʩʚʽʪʫ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʧʨʠʭʦʚʘʥʽ ʤʝʨʝʞʽ ʥʝ ʟʘʙʦʨʦʥʷʻʪʴʩʷ. ɸʣʝ ʚ ʩʘʤʦʤʫ ʜʘʨʢʥʝʪʽ ʚʽʜʙʫʚʘʻʪʴʩʷ ʙʘʛʘʪʦ 

ʜʽʡ, ʷʢʽ ʟʘʙʦʨʦʥʝʥʽ ʟʘʢʦʥʦʤ ʙʽʣʴʰʦʩʪʽ ʢʨʘʾʥ. ɿ ʥʝʜʘʚʥʴʦʛʦ ʯʘʩʫ ʪʦʨʛʽʚʣʷ ʚ 

ʜʘʨʢʥʝʪʽ ʧʽʜʥʷʣʘʩʷ ʜʦ ʥʝʙʘʯʝʥʠʭ ʨʘʥʽʰʝ ʚʠʩʦʪ - ʘʜʞʝ ʟ'ʷʚʠʚʩʷ ʘʥʦʥʽʤʥʠʡ 

ʙʽʪʢʦʾʥ, ʷʢʠʡ ʜʦʟʚʦʣʷʻ ʧʝʨʝʜʘʚʘʪʠ ʛʨʦʰʽ ʩʧʨʘʚʜʽ ʘʥʦʥʽʤʥʦ. ɼʘʨʢʥʝʪ 

ʧʝʨʝʪʚʦʨʠʚʩʷ ʥʘ ʚʽʨʪʫʘʣʴʥʠʡ ʯʦʨʥʠʡ ʨʠʥʦʢ. ʊʫʪ ʤʦʞʥʘ ʢʫʧʠʪʠ ʥʘʨʢʦʪʠʢʠ, 

ʟʙʨʦʶ, ʜʠʪʷʯʫ ʧʦʨʥʦʛʨʘʬʽʶ, ʚʢʨʘʜʝʥʽ ʜʘʥʽ (ʥʘʧʨʠʢʣʘʜ, ʚʢʨʘʜʝʥʽ ʥʦʤʝʨʠ 

ʢʨʝʜʠʪʥʠʭ ʢʘʨʪʦʢ) ʪʘ ʽʥʰʽ ʪʦʚʘʨʠ, ʷʢʽ ʥʘ ʟʚʠʯʘʡʥʠʭ ʩʘʡʪʘʭ ʥʝ ʤʦʞʥʘ 

ʧʨʦʜʘʚʘʪʠ, ʽʥʘʢʰʝ ʛʘʨʘʥʪʦʚʘʥʽ ʧʨʦʙʣʝʤʠ ʽʟ ʟʘʢʦʥʦʤ. 

ʇʦʪʨʘʧʠʪʠ ʚ DarkNet ʥʘʙʘʛʘʪʦ ʧʨʦʩʪʽʰʝ, ʥʽʞ ʚʘʤ ʟʜʘʻʪʴʩʷ. ɺʽʢʥʦʤ ʪʫʜʠ ʻ 

Tor. ʉʘʡʪʠ ʚ ʜʘʨʢʥʝʪʽ ʤʘʶʪʴ ʩʧʝʮʽʘʣʴʥʽ ʘʜʨʝʩʠ ʫ ʟʦʥʽ .onion . ʉʘʡʪʠ ʮʽʻʾ ʟʦʥʠ 

ʥʝ ʤʦʞʥʘ ʚʽʜʢʨʠʪʠ ʫ ʟʚʠʯʘʡʥʦʤʫ ʙʨʘʫʟʝʨʽ, ʣʠʰʝ ʚ Tor. ʗʢʱʦ ʚʠ ʭʦʯʝʰʪʝ 

ʧʦʟʥʘʡʦʤʠʪʠʩʷ ʟ ʜʘʨʢʥʝʪʦʤ ʽ ʥʝ ʟʥʘʻʪʝ ʟ ʯʦʛʦ ʧʦʯʘʪʠ, ʪʦ ʧʦʪʨʽʙʥʦ ʟʘʧʫʩʪʠ Tor 

ʽ ʧʝʨʝʡʜʠ ʥʘ ʦʜʠʥ ʽʟ ʮʠʭ ʩʘʡʪʽʚ: 

- ʢʘʪʘʣʦʛ ʧʦʩʠʣʘʥʴ ʥʘ ʧʦʧʫʣʷʨʥʽ ʩʘʡʪʠ ʜʘʨʢʥʝʪʘ The Hidden Wiki: 

http://zqktlwi4fecvo6ri.omon/wiki/index.php/Main_Page 

- Facebook: https://facebookcorewwwi.omon 

- ʤʽʞʥʘʨʦʜʥʘ ʚʝʨʩʽʷ ɺɺʉ: https://www.bbcnewsv2vjtpsuy.omon 

- ʧʦʰʫʢʦʚʠʢ DuckDuckGo: https://3g2upl4pq6kufc4m.omon Onion - ʚʝʨʩʽʾ 

Facebook ʪʘ ɺɺʉ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʦʙʭʦʜʫ ʟʘʙʦʨʦʥʠ ʜʦʩʪʫʧʫ ʜʦ ʮʠʭ 

ʩʘʡʪʽʚ ʫ ʢʨʘʾʥʘʭ, ʜʝ ʚʦʥʠ ʟʥʘʭʦʜʷʪʴʩʷ ʧʽʜ ʟʘʙʦʨʦʥʦʶ. 

ɼʘʨʢʥʝʪ ʢʨʽʤ ʜʫʭʫ ʭʘʢʝʨʩʪʚʘ ʪʘ ʘʥʦʥʽʤʥʦʩʪʽ ʪʘʾʪʴ ʫ ʩʦʙʽ ʟʘʛʨʦʟʠ. ʆʩʴ 

ʥʘʡʧʦʰʠʨʝʥʽʰʽ ʟ ʥʠʭ: 

- ʐʘʭʨʘʡʩʪʚʦ ï ʥʝ ʧʦʩʧʽʰʘʡʪʝ ʥʽʯʦʛʦ ʢʫʧʫʚʘʪʠ ʚ ʜʘʨʢʥʝʪʽ. ʆʪʨʠʤʘʚʰʠ 

ʛʨʦʰʽ, ʘʥʦʥʽʤ ʤʦʞʝ ʥʝ ʚʠʢʦʥʘʪʠ ʩʚʦʾʭ ʟʦʙʦʚ'ʷʟʘʥʴ. ʇʦʢʘʨʘʪʠ ʡʦʛʦ ʥʽʷʢ ʥʝ 

ʧʦʢʘʨʘʻʰ, ʦʩʢʽʣʴʢʠ ʚʽʥ ʘʥʦʥʽʤ ʽ ʦʙʯʠʩʣʠʪʠ ʡʦʛʦ ʧʨʘʢʪʠʯʥʦ ʥʝʤʦʞʣʠʚʦ. ʊʘ ʡ 

ʷʢʱʦ ʚʠ ʟʚʘʞʠʣʠʩʷ ʥʘ ʧʦʢʫʧʢʫ ʯʦʛʦʩʴ ʫ ʜʘʨʢʥʝʪʽ, ʰʚʠʜʰʝ ʟʘ ʚʩʝ, ʮʝ ʱʦʩʴ 
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ʥʝʟʘʢʦʥʥʝ, ʽ ʚʠ ʥʝ ʙʫʜʝʪʝ ʧʨʦ ʮʝ ʥʽʢʦʤʫ ʨʦʟʧʦʚʽʜʘʪʠ. ʅʘ ʮʝ ʡ ʨʦʟʨʘʭʦʚʫʶʪʴ 

ʰʘʭʨʘʾ. 

- ʐʦʢ-ʢʦʥʪʝʥʪ - ʦʩʢʽʣʴʢʠ ʮʝʥʟʫʨʠ ʚ ʜʘʨʢʥʝʪʽ ʥʝʤʘʻ, ʣʝʛʢʦ ʤʦʞʥʘ ʥʘʪʨʘʧʠʪʠ 

ʥʘ ʢʦʥʪʝʥʪ, ʷʢʠʡ ʧʽʜʜʘʩʪʴ ʚʘʩ ʚ ʰʦʢʦʚʠʡ ʩʪʘʥ. ʆʩʦʙʣʠʚʦ ʚʨʘʟʣʠʚʠʤ ʤʦʞʝ 

ʥʘʚʽʪʴ ʟʥʘʜʦʙʠʪʠʩʷ ʜʦʧʦʤʦʛʘ ʧʩʠʭʦʣʦʛʘ. ʂʨʘʱʝ ʧʨʠʛʦʪʫʚʘʪʠʩʷ ʜʦ ʮʴʦʛʦ 

ʟʘʟʜʘʣʝʛʽʜʴ - ʫ ʜʘʨʢʥʝʪʽ ʤʦʞʝ ʙʫʪʠ ʚʩʝ, ʱʦ ʟʘʚʛʦʜʥʦ. 

- ɼʽʾ ʽʥʰʠʭ ʭʘʢʝʨʽʚ - ʥʝ ʧʦʪʨʽʙʥʦ ʜʫʤʘʪʠ, ʱʦ ʭʘʢʝʨʠ ʤʘʶʪʴ ʢʦʜʝʢʩ ʯʝʩʪʽ, ʥʫ 

ʯʠ ʥʝ ʧʦʪʨʽʙʥʦ ʟʘʨʘʭʦʚʫʚʘʪʠ ʩʝʙʝ ʜʦ ʭʘʢʝʨʽʚ, ʪʽʣʴʢʠ ʷʢʱʦ ʥʘʚʯʠʚʩʷ 

ʢʦʨʠʩʪʫʚʘʪʠʩʷ Tor. ɺʘʩ ʤʦʞʫʪʴ ʙʘʥʘʣʴʥʦ ʟʣʘʤʘʪʠ, ʱʦʙ ʫʢʨʘʩʪʠ ʦʩʦʙʠʩʪʽ ʜʘʥʽ, 

ʧʣʘʪʽʞʥʫ ʽʥʬʦʨʤʘʮʽʶ ʪʦʱʦ. ʇʨʘʚʠʣʘ ʪʽ ʞ, ʱʦ ʽ ʧʨʠ ʨʦʙʦʪʽ ʟʽ ʟʚʠʯʘʡʥʠʤʠ 

ʩʘʡʪʘʤʠ - ʥʝ ʧʝʨʝʭʦʜʠʪʠ ʟʘ ʥʝʚʽʜʦʤʠʤʠ ʧʦʩʠʣʘʥʥʷʤʠ (ʘ ʚʦʥʠ ʚʩʽ ʥʝʚʽʜʦʤʽ!) ʽ 

ʥʝ ʚʽʜʢʨʠʚʘʪʠ ʧʽʜʦʟʨʽʣʽ ʬʘʡʣʠ. 

 

3.11. ȸɑɜɑɒɌ i2p 

 

i2p - ʮʝ ʤʝʨʝʞʘ ʟʽ ʩʧʝʮʽʘʣʽʟʘʮʽʻʶ ʥʘ ʘʥʦʥʽʤʥʦʩʪʽ ʚʥʫʪʨʽʰʥʴʦ ʤʝʨʝʞʥʠʭ 

ʨʝʩʫʨʩʽʚ, ʮʠʤ ʚʦʥʘ ʚʽʜʨʽʟʥʷʻʪʴʩʷ ʚʽʜ ʤʝʨʝʞʽ Tor, ʦʩʥʦʚʥʠʤ ʟʘʚʜʘʥʥʷʤ ʷʢʦʾ ʻ ʥʝ 

ʚʥʫʪʨʽʰʥʽ ʨʝʩʫʨʩʠ, ʘ ʧʦʙʫʜʦʚʘ ʙʝʟʧʝʯʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʽʥʪʝʨʥʝʪʫ. ɿʥʘʶʯʠ ʧʨʦ 

ʮʽ ʜʚʽ ʦʩʦʙʣʠʚʦʩʪʽ, ʢʦʨʠʩʪʫʚʘʯʽ ʤʦʞʫʪʴ ʥʘʙʘʛʘʪʦ ʝʬʝʢʪʠʚʥʽʰʝ ʧʨʘʮʶʚʘʪʠ ʚ 

ʦʙʦʭ ʤʝʨʝʞʘʭ. 

ɺ i2p ʚʠ ʤʦʞʝʪʝ ʟʘʡʤʘʪʠʩʷ ʙʝʟʣʽʯʯʶ ʨʝʯʝʡ: ʚʽʜʚʽʜʫʚʘʪʠ ʪʘ ʩʪʚʦʨʶʚʘʪʠ 

ʩʘʡʪʠ, ʬʦʨʫʤʠ ʪʘ ʪʦʨʛʦʚʽ ʤʘʡʜʘʥʯʠʢʠ, ʧʨʠʡʤʘʪʠ ʧʦʰʪʫ, ʯʘʪʠʪʠʩʷ ʪʘ ʩʢʘʯʫʚʘʪʠ 

ʪʦʨʝʥʪʠ, ʪʘ ʙʘʛʘʪʦ ʽʥʰʦʛʦ. ʇʨʦʛʨʘʤʘ i2pd (I2P Daemon ï ʮʝ 

ʧʦʚʥʦʬʫʥʢʮʽʦʥʘʣʴʥʘ ʨʝʘʣʽʟʘʮʽʷ i2p ʢʣʽʻʥʪʘ ʤʦʚʦʶ C++) ʟʜʘʪʥʘ ʧʨʘʮʶʚʘʪʠ ʟ 

ʚʝʣʠʢʦʶ ʢʽʣʴʢʽʩʪʶ ʧʨʦʛʨʘʤ ʪʘ ʩʝʨʚʽʩʽʚ. 

ʇʨʠ ʮʴʦʤʫ ʚʘʨʪʦ ʟʘʧʘʤ'ʷʪʘʪʠ ð ʧʨʦʛʨʘʤʘ ʜʦʧʦʤʘʛʘʻ ʜʦʩʷʛʪʠ ʘʥʦʥʽʤʥʦʩʪʽ, 

ʧʨʦʪʝ ʩʘʤʘ ʘʥʦʥʽʤʥʽʩʪʴ ʟʘʣʝʞʠʪʴ ʚʽʜ ʚʘʩ. ɺʽʜ ʚʘʰʠʭ ʜʽʡ, ʚʞʠʪʠʭ ʫ ʤʝʨʝʞʽ ʪʘ ʟʘ 
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ʾʾ ʤʝʞʘʤʠ, ʥʘʣʘʰʪʫʚʘʥʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʦʛʦ ʦʙʣʘʜʥʘʥʥʷ ʪʘ ʨʦʙʦʯʠʭ ʧʨʦʛʨʘʤ. 

ɼʘʥʘ ʽʥʩʪʨʫʢʮʽʷ ʜʦʧʦʤʦʞʝ ʥʘʣʘʰʪʫʚʘʪʠ i2pd ʪʘ ʧʦʯʘʪʠ ʧʨʘʮʶʚʘʪʠ ʚ ʤʝʨʝʞʽ. 

ɿʘ ʪʠʧʦʤ ʨʝʘʣʽʟʘʮʽʾ i2p ʻ ʦʚʝʨʣʝʡʥʘ ʤʝʨʝʞʘ ʽ ʟʥʘʭʦʜʠʪʴʩʷ ʥʘ 6 ʨʽʚʥʽ ʤʦʜʝʣʽ 

OSI. ʂʦʞʝʥ ʢʣʽʻʥʪ ʤʝʨʝʞʽ ʟ'ʻʜʥʫʻʪʴʩʷ ʟ ʽʥʰʠʤʠ ʢʣʽʻʥʪʘʤʠ ʪʘ ʫʪʚʦʨʶʻ ʪʫʥʝʣʽ, 

ʯʝʨʝʟ ʷʢʽ ʚʝʜʝʪʴʩʷ ʪʨʘʥʟʠʪ ʪʨʘʬʽʢʫ (ʥʝ ʥʘʛʘʜʫʻ Skype?). ʂʣʽʻʥʪʩʴʢʘ ʧʨʦʛʨʘʤʘ 

ʥʘʜʘʻ ʽʥʰʦʤʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʶ ʢʽʣʴʢʘ ʽʥʪʝʨʬʝʡʩʽʚ ʚʟʘʻʤʦʜʽʾ: 

SOCKS - ʧʨʦʢʩʽ - ʥʘʡʯʘʩʪʽʰʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʠʡ ʧʨʦʪʦʢʦʣ. ɼʦʟʚʦʣʷʻ 

ʢʦʨʠʩʪʫʚʘʪʠʩʷ I2P ʨʘʟʦʤ ʽʟ ʧʨʘʢʪʠʯʥʦ ʙʫʜʴ-ʷʢʦʶ ʧʨʦʛʨʘʤʦʶ, ʱʦ ʧʽʜʪʨʠʤʫʻ 

ʡʦʛʦ. 

SAM (Simple Anonymous Messaging) ï ʩʚʦʻʨʽʜʥʠʡ API. ʈʝʘʣʽʟʦʚʘʥʦ ʧʦʚʝʨʭ 

TCP. 

BOB (Basic Open Bridge) ï ʱʝ ʦʜʠʥ API. ʌʘʢʪʠʯʥʦ ʤʦʜʝʨʥʽʟʦʚʘʥʘ ʚʝʨʩʽʷ 

SAM, ʘʣʝ ʚʠʢʦʨʠʩʪʦʚʫʻ ʦʢʨʝʤʽ ʢʘʥʘʣʠ ʜʣʷ ʢʦʤʘʥʜ ʽ ʜʘʥʠʭ.  

ɺ ʦʬʽʮʽʡʥʠʡ ʧʘʢʝʪ I2P ʚʭʦʜʷʪʴ: 

- SusiDNS - DNS-ʢʣʽʻʥʪ; 

- Susimail - ʧʦʰʪʦʚʠʡ ʢʣʽʻʥʪ; 

- I2Psnark - ʪʦʨʨʝʥʪ-ʢʣʽʻʥʪ; 

- I2PTunnel - ʽʥʪʝʛʨʦʚʘʥʘ ʚ I2P ʧʨʦʛʨʘʤʘ, ʱʦ ʜʦʟʚʦʣʷʻ ʨʽʟʥʠʤ ʩʣʫʞʙʘʤ 

TCP/IP ʚʩʪʘʥʦʚʣʶʚʘʪʠ ʟʚ'ʷʟʦʢ ʧʦʚʝʨʭ I2P ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʫʥʝʣʽʚ. 

ʋʩʽ ʢʦʤʧʦʥʝʥʪʠ ʥʘʧʠʩʘʥʽ Java. 

ɭ ʜʚʘ ʜʦʩʪʫʧʥʽ ʧʽʜʭʦʜʠ ʜʣʷ ʩʪʚʦʨʝʥʥʷ i2pd ʫ Windows. ʅʘʡʢʨʘʱʠʡ 

ʟʘʣʝʞʠʪʴ ʚʽʜ ʚʘʰʠʭ ʧʦʪʨʝʙ ʽ ʦʩʦʙʠʩʪʠʭ ʫʧʦʜʦʙʘʥʴ. ʆʜʠʥ ʟ ʥʠʭ ʧʦʣʷʛʘʻ ʫ 

ʚʠʢʦʨʠʩʪʘʥʥʽ msys2 ʪʘ unix-ʧʦʜʽʙʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʑʝ ʦʜʠʥ ð 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ Visual Studio. ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʪʝ, ʱʦ ʜʣʷ ʢʽʥʮʝʚʠʭ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʜʝʤʦʥ i2pd ʤʦʞʝ ʥʝ ʤʘʪʠ ʨʽʟʥʠʮʽ, ʦʜʥʘʢ ʨʦʟʨʦʙʥʠʢʘʤ ʩʣʽʜ 

ʧʦʙʦʶʚʘʪʠʩʷ ʚʽʜʤʽʥʥʦʩʪʝʡ ʫ ʩʧʦʪʚʦʨʝʥʥʽ ʽʤʝʥ C++ ʤʽʞ ʜʚʦʤʘ ʢʦʤʧʽʣʷʪʦʨʘʤʠ, 

ʢʦʣʠ ʚʦʥʠ ʚʠʨʽʰʫʶʪʴ ʟʚôʷʟʘʪʠ ʩʚʦʻ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʟ libi2pd. 

ʗʢʱʦ ʚʠ ʥʝ ʟʥʘʡʦʤʽ ʟ C++ ʽ ʫ ʚʘʰʽʡ ʩʠʩʪʝʤʽ ʥʝ ʚʩʪʘʥʦʚʣʝʥʦ ʽʥʩʪʨʫʤʝʥʪʽʚ 

ʨʦʟʨʦʙʢʠ, ʽ ʚʘʰʘ ʻʜʠʥʘ ʤʝʪʘ ð ʟʘʧʫʩʪʠʪʠ i2pd ʽʟ ʥʘʡʥʦʚʽʰʦʛʦ ʜʞʝʨʝʣʘ, 
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ʧʦʜʫʤʘʡʪʝ ʧʨʦ ʚʠʢʦʨʠʩʪʘʥʥʷ msys2. ʍʦʯʘ ʚʽʥ ʧʦʢʣʘʜʘʻʪʴʩʷ ʥʘ ʦʧʝʨʘʮʽʾ 

ʢʦʤʘʥʜʥʦʛʦ ʨʷʜʢʘ, ʚʽʥ ʤʘʻ ʙʫʪʠ ʧʨʦʩʪʠʤ. 

 

3.12. ȳɌɍɑɓɛɑɣɑəəɫ ɘɌɖɝɔɘɌɗɨəɚɏɚ ɜɱɎəɫ 

Ɍəɚəɱɘəɚɝɞɱ ɞɌ ɍɑɓɛɑɖɔ ɓɌ ɐɚɛɚɘɚɏɚɪ Tails 

 

ʇʨʠʚʘʪʥʽʩʪʴ ʪʘ ʘʥʦʥʽʤʥʽʩʪʴ ʫ ʛʣʦʙʘʣʴʥʽʡ ʤʝʨʝʞʽ 

ʽʥʪʝʨʥʝʪ ï ʜʫʞʝ ʪʝʥʜʽʪʥʘ ʰʪʫʢʘ. ʗʢ ʪʽʣʴʢʠ ʤʠ ʚʽʜʚʽʜʫʻʤʦ 

ʷʢʽʩʴ ʩʘʡʪʠ, ʜʦʩʠʪʴ ʚʝʣʠʢʘ ʢʽʣʴʢʽʩʪʴ ʢʦʤʧʘʥʽʡ "ʧʽʜʛʣʷʜʘʶʪʴ" ʟʘ ʮʽʻʶ ʜʽʻʶ. ɿ 

ʮʴʦʛʦ ʩʢʣʘʜʘʻʪʴʩʷ ʱʦʥʘʡʤʝʥʰʝ ʪʘʨʛʝʪʦʚʘʥʘ ʨʝʢʣʘʤʘ, ʘ ʷʢ ʤʘʢʩʠʤʫʤ ï 

ʮʠʬʨʦʚʠʡ ʧʨʦʬʽʣʴ ʛʨʦʤʘʜʷʥʠʥʘ ʚ ʽʥʪʝʨʥʝʪʽ. ɺʘʨʪʦ ʟʘʙʫʪʠ ʚʢʣʶʯʠʪʠ VPN, ʘʙʦ 

ʥʽ ʟ ʪʦʛʦ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ ʟʘʣʠʰʠʪʠ ʢʦʤʝʥʪʘʨ - ʮʝ ʚʩʝ ʧʦ ʢʨʠʭʪʘʭ ʟʙʠʨʘʻʪʴʩʷ, 

ʟʙʝʨʽʛʘʻʪʴʩʷ ʽ ʚʠʣʠʚʘʻʪʴʩʷ ʥʘ ʢʦʨʠʩʪʴ OSINT-ʽʥʞʝʥʝʨʘ (ʬʘʭʽʚʮʷ ʟ ʧʦʰʫʢʫ) ʘʙʦ 

ʭʘʢʝʨʘ. 

ʊʝ ʞ ʩʘʤʝ ʽ ʟ ʬʽʟʠʯʥʠʤ ʧʝʨʩʦʥʘʣʴʥʠʤ ʢʦʤʧ'ʶʪʝʨʦʤ ʘʙʦ ʥʦʫʪʙʫʢʦʤ. 

ɺʝʣʠʯʝʟʥʘ ʢʽʣʴʢʽʩʪʴ ʙʘʣʦʢ, ʷʢʽ ʨʘʥʦ ʯʠ ʧʽʟʥʦ ʤʦʞʫʪʴ ʚʠʜʘʪʠ ʚʩʪʘʥʦʚʣʝʥʽ 

ʧʨʦʛʨʘʤʠ, ʘʙʦ ʚʠʭʽʜʥʽ ʢʦʜʠ. ʅʘ ʱʘʩʪʷ, ʚʽʜ ʮʴʦʛʦ ʤʦʞʥʘ ʟʘʭʠʩʪʠʪʠʩʷ. ɯʩʥʫʻ 

ʙʘʛʘʪʠʡ ʩʧʠʩʦʢ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʩʦʬʪʽʚ ʚʽʜ ʘʥʦʥʽʤʥʦʩʪʽ ʚ ʤʝʨʝʞʽ ʜʦ ʢʨʠʧʪʦʛʨʘʬʽʾ 

ʚʩʝʨʝʜʠʥʽ ʞʦʨʩʪʢʦʛʦ ʜʠʩʢʘ. ʊʽʣʴʢʠ ʩʢʣʘʜʥʽʩʪʴ ʽʟ ʩʘʤʦʩʪʽʡʥʦʶ ʫʩʪʘʥʦʚʢʦʶ 

ʟʘʙʠʨʘʻ ʮʽʥʥʠʡ ʨʝʩʫʨʩ - ʯʘʩ. ɯ ʟʜʘʚʘʣʦʩʷ ʙ, ʜʦʚʦʜʠʪʴʩʷ ʣʘʚʽʨʫʚʘʪʠ ʤʽʞ 

ʪʝʭʥʽʯʥʠʤʠ ʜʝʪʘʣʷʤʠ (ʘʙʦ ʜʦʚʽʨʷʪʠ ʚʩʝ ʮʝ ʬʘʭʽʚʮʷʤ) ʽ ʥʘʤʘʛʘʪʠʩʷ ʩʧʦʢʽʡʥʦ 

ʩʧʘʪʠ. ɸʣʝ ʻ ʨʽʰʝʥʥʷ, ʷʢʝ ʤʦʞʝ ʜʦʧʦʤʦʛʪʠ ʥʘʚʽʪʴ ʥʘʡʟʘʧʝʢʣʽʰʦʤʫ ʧʘʨʘʥʦʾʢʫ. 

Tails ð ʮʝ ʥʝ ʘʥʦʥʽʤʥʘ ʤʝʨʝʞʘ ʟʦʚʩʽʤ, ʭʦʯ ʽ ʻ ʽʥʩʪʨʫʤʝʥʪʦʤ, ʪʦʯʥʽʰʝ 

ʢʦʤʧʣʝʢʩʦʤ ʽʥʩʪʨʫʤʝʥʪʘʣʴʥʠʭ ʟʘʩʦʙʽʚ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʥʦʥʽʤʥʦʩʪʽ ʪʘ 

ʧʨʠʚʘʪʥʦʩʪʽ. ɸʙʨʝʚʽʘʪʫʨʘ Tails ʨʦʟʰʠʬʨʦʚʫʻʪʴʩʷ ʷʢ The Amnesic Incognito Live 

System ð ʥʘʷʚʥʽʩʪʴ ʩʣʦʚʘ Amnesic (ʘʤʥʝʟʽʷ) ʧʽʜʢʨʝʩʣʶʻ, ʱʦ ʧʽʩʣʷ ʢʦʞʥʦʛʦ 

ʧʝʨʝʟʘʚʘʥʪʘʞʝʥʥʷ ʩʠʩʪʝʤʘ ʟʘʙʫʚʘʻ ʧʨʦ ʚʩʽ ʧʦʧʝʨʝʜʥʽ ʜʽʾ ʢʦʨʠʩʪʫʚʘʯʘ ʽ ʪʘʢʠʤ 

ʯʠʥʦʤ ʥʝ ʜʦʟʚʦʣʷʻ ʚʩʪʘʥʦʚʠʪʠ, ʯʠʤ ʚʽʥ ʟʘʡʤʘʚʩʷ. 
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Tails ʻ ʜʠʩʪʨʠʙʫʪʠʚʦʤ Linux ʥʘ ʦʩʥʦʚʽ Debian (ʽ ʦʥʦʚʣʶʻʪʴʩʷ ʯʝʨʝʟ ʢʽʣʴʢʘ 

ʤʽʩʷʮʽʚ ʧʽʩʣʷ ʢʦʞʥʦʛʦ ʨʝʣʽʟʫ Delian), ʩʪʚʦʨʝʥʠʡ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʨʠʚʘʪʥʦʩʪʽ 

ʪʘ ʘʥʦʥʽʤʥʦʩʪʽ. ʋʩʽ ʚʠʭʽʜʥʽ ʟ'ʻʜʥʘʥʥʷ ʚ ʩʠʩʪʝʤʽ ʧʝʨʝʜʘʶʪʴʩʷ ʯʝʨʝʟ ʘʥʦʥʽʤʥʫ 

ʤʝʨʝʞʫ Tor, ʘ ʚʩʽ ʥʝʘʥʦʥʽʤʥʽ ʙʣʦʢʫʶʪʴʩʷ. Tails ʧʨʠʟʥʘʯʝʥʘ ʜʣʷ ʟʘʚʘʥʪʘʞʝʥʥʷ 

ʟ DVD, SD-ʢʘʨʪʠ ʘʙʦ Flash-ʥʘʢʦʧʠʯʫʚʘʯʘ ʷʢ ʦʧʝʨʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ʚ ʨʝʞʠʤʽ Live 

ʽ ʥʝ ʟʘʣʠʰʘʻ ʩʣʽʜʽʚ ʥʘ ʢʦʤʧ'ʶʪʝʨʽ, ʜʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʘʩʷ (ʦʩʢʽʣʴʢʠ 

ʟʘʧʫʩʢʘʻʪʴʩʷ ʦʢʨʝʤʦ ʚʽʜ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ, ʥʘ ʥʽʡ ʚʩʪʘʥʦʚʣʝʥʦʾ). ʇʨʦʝʢʪ 

ʨʦʟʨʦʙʣʷʚʩʷ ʧ'ʷʪʴ ʨʦʢʽʚ ʽ ʫ ʚʠʛʣʷʜʽ ʬʽʥʘʣʴʥʦʛʦ ʨʝʣʽʟʫ ʧʦʙʘʯʠʚ ʩʚʽʪ ʥʘʚʝʩʥʽ 2014 

ʨ. 

ɺʩʷ ʽʥʬʦʨʤʘʮʽʷ, ʟ ʷʢʦʶ ʜʦʚʦʜʠʪʴʩʷ ʧʨʘʮʶʚʘʪʠ ʚ Tails, ʟʘʚʘʥʪʘʞʫʻʪʴʩʷ 

ʪʽʣʴʢʠ ʚ ʦʧʝʨʘʪʠʚʥʫ RAM-ʧʘʤ'ʷʪʴ, ʷʢʘ ʻ ʝʥʝʨʛʦʟʘʣʝʞʥʦʶ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʧʽʩʣʷ 

ʚʠʤʢʥʝʥʥʷ ʘʙʦ ʧʝʨʝʟʘʚʘʥʪʘʞʝʥʥʷ ʩʠʩʪʝʤʠ ʥʽʷʢʠʭ ʣʦʛʽʚ ʽ ʩʣʽʜʽʚ ʥʝ ʟʘʣʠʰʘʻʪʴʩʷ 

(ʽʩʪʦʨʽʷ ʙʨʘʫʟʝʨʘ, ʣʦʛʠ ʜʦʢʫʤʝʥʪʽʚ, ʱʦ ʚʽʜʢʨʠʚʘʶʪʴʩʷ, ʪʠʤʯʘʩʦʚʽ ʬʘʡʣʠ). ʗʢ 

ʪʽʣʴʢʠ Tails ʟʘʧʫʩʢʘʻʪʴʩʷ, ʚʦʥʘ ʟʘʛʦʨʪʘʻ ʚʝʩʴ ʪʨʘʬʽʢ ʫ ʪʽʥʴʦʚʠʡ ʽʥʪʝʨʥʝʪ Tor. 

ʊʦʙʪʦ ʚ ʯʠʩʪʦʤʫ ʚʠʛʣʷʜʽ ʽʥʪʝʨʥʝʪ-ʪʨʘʬʽʢ ʥʝ ʟʘʣʠʰʘʻ ʢʦʤʧ'ʶʪʝʨ ʽ ʥʝ ʩʚʽʪʠʪʴ 

ʨʝʘʣʴʥʫ IP-ʘʜʨʝʩʫ. ɹʫʜʴ ʪʦ ʧʦʰʪʘ, ʣʠʩʪʫʚʘʥʥʷ, ʽʥʪʝʨʥʝʪ ï ʚʩʝ ʡʜʝ ʯʝʨʝʟ Tor-

proxy. ʂʨʽʤ Tor, Tails ʚʢʣʶʯʘʻ ʽʥʰʽ ʽʥʩʪʨʫʤʝʥʪʠ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ, ʥʘʧʨʠʢʣʘʜ PGP, ʩʠʩʪʝʤʫ ʫʧʨʘʚʣʽʥʥʷ ʧʘʨʦʣʷʤʠ KeePassX ʽ 

ʧʣʘʛʽʥ ʰʠʬʨʫʚʘʥʥʷ ʯʘʪʫ Off-the-Record. ɸʣʝ Tails ʥʝ ʧʨʦʩʪʦ ʧʦʻʜʥʫʻ ʢʫʧʫ 

ʛʦʪʦʚʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ. ɼʝʷʢʽ ʧʨʦʛʨʘʤʠ ʙʫʣʠ ʟʤʽʥʝʥʽ ʨʦʟʨʦʙʥʠʢʘʤʠ ʜʣʷ 

ʧʽʜʚʠʱʝʥʥʷ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʢʦʨʠʩʪʫʚʘʯʘ. 

ʆʩʥʦʚʥʝ ʟʘʚʜʘʥʥʷ Tails - ʮʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʦʨʠʩʪʫʚʘʯʘ ʧʨʠ ʨʦʙʦʪʽ ʥʘ 

ʢʦʤʧ'ʶʪʝʨʽ ʪʘ ʚ ʄʝʨʝʞʽ ʤʘʢʩʠʤʘʣʴʥʦ ʤʦʞʣʠʚʠʤ ʨʽʚʥʝʤ ʘʥʦʥʽʤʥʦʩʪʽ ʧʨʠ 

ʟʙʝʨʝʞʝʥʥʽ ʧʨʦʩʪʦʪʠ ʚʠʢʦʨʠʩʪʘʥʥʷ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ. ʉʠʩʪʝʤʘ ʧʨʘʮʶʻ 

ʧʨʘʢʪʠʯʥʦ ʥʘ ʙʫʜʴ-ʷʢʦʤʫ ʩʫʯʘʩʥʦʤʫ ʢʦʤʧ'ʶʪʝʨʽ (ʢʨʽʤ PowerPC ʪʘ ARM), 

ʦʙʣʘʜʥʘʥʦʤʫ ʜʚʦʤʘ ʛʽʛʘʙʘʡʪʘʤʠ ʦʧʝʨʘʪʠʚʥʦʾ ʧʘʤ'ʷʪʽ. ʂʽʣʴʢʽʩʪʴ ʦʧʝʨʘʪʠʚʥʦʾ 

ʧʘʤ'ʷʪʽ ʤʦʞʝ ʙʫʪʠ ʽ ʤʝʥʰʦʶ, ʘʣʝ ʚ ʪʘʢʦʤʫ ʚʠʧʘʜʢʫ ʩʠʩʪʝʤʘ ʧʨʘʮʶʚʘʪʠʤʝ 

ʧʦʤʽʪʥʦ ʧʦʚʽʣʴʥʽʰʝ, ʽ ʥʝ ʚʠʢʣʶʯʝʥʽ ʟʙʦʾ. ɿʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ Tails ʥʝ ʟʘʜʽʶʻ ʜʣʷ 

ʟʙʝʨʽʛʘʥʥʷ ʚ ʩʠʩʪʝʤʽ ʤʦʞʥʘ ʩʪʚʦʨʶʚʘʪʠ ʧʦʩʪʽʡʥʽ ʨʦʟʜʽʣʠ ʜʣʷ ʟʙʝʨʝʞʝʥʥʷ 
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ʦʩʦʙʠʩʪʠʭ ʬʘʡʣʽʚ, ʥʘʣʘʰʪʫʚʘʥʴ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʪʘ ʽʥ. ʎʽ ʜʘʥʽ 

ʰʠʬʨʫʶʪʴʩʷ ʽ ʧʨʦʯʠʪʘʪʠ ʾʭ, ʥʝ ʟʥʘʶʯʠ ʢʣʶʯʘ, ʥʝʤʦʞʣʠʚʦ. 

Tails ʻ ʚʽʣʴʥʠʤ ʧʨʦʛʨʘʤʥʠʤ ʟʘʙʝʟʧʝʯʝʥʥʷʤ ʽ ʨʦʟʧʦʚʩʶʜʞʫʻʪʴʩʷ ʘʙʩʦʣʶʪʥʦ 

ʙʝʟʢʦʰʪʦʚʥʦ. ʉʘʡʪ ʜʠʩʪʨʠʙʫʪʠʚʫ Tails ʟʥʘʭʦʜʠʪʴʩʷ ʟʘ ʘʜʨʝʩʦʶ https://tails.net/. 

ʇʦʨʷʜʦʢ ʫʩʪʘʥʦʚʢʠ (Install) Tails ʜʣʷ Windows ï ʟʘ ʧʦʩʠʣʘʥʥʷʤ 

https://tails.net/install/windows/index.ru.html. 

ʆʧʝʨʘʮʽʡʥʘ ʩʠʩʪʝʤʘ Tails ʤʽʩʪʠʪʴ ʫʟʛʦʜʞʝʥʠʡ, ʘʣʝ ʦʙʤʝʞʝʥʠʡ ʥʘʙʽʨ 

ʧʨʦʛʨʘʤ. ɺʠ ʤʦʞʝʪʝ ʚʩʪʘʥʦʚʠʪʠ ʜʦʜʘʪʢʦʚʽ ʧʨʦʛʨʘʤʠ, ʘʣʝ ʪʽʣʴʢʠ ʪʘʢʽ, ʷʢʽ 

ʫʧʘʢʦʚʘʥʽ ʩʧʝʮʽʘʣʴʥʦ ʜʣʷ ʩʠʩʪʝʤʠ Debian. ɼʣʷ ʮʴʦʛʦ ʧʦʪʨʽʙʥʦ ʟʜʽʡʩʥʠʪʠ 

ʧʦʰʫʢ ʧʨʦʛʨʘʤ ʫ ʢʘʪʘʣʦʟʽ ʧʘʢʝʪʽʚ Debian. ʇʘʢʝʪʠ, ʚʩʪʘʥʦʚʣʝʥʽ ʚ Tails, ʨʝʪʝʣʴʥʦ 

ʧʝʨʝʚʽʨʝʥʽ ʥʘ ʙʝʟʧʝʢʫ. ɺʩʪʘʥʦʚʣʝʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʧʘʢʝʪʽʚ ʤʦʞʝ ʟʘʛʨʦʞʫʚʘʪʠ 

ʙʝʟʧʝʮʽ, ʧʦʙʫʜʦʚʘʥʽʡ ʚ Tails. ɹʫʜʴʪʝ ʦʙʝʨʝʞʥʽ, ʚʠʙʠʨʘʶʯʠ ʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʜʦʜʘʪʢʦʚʦʛʦ ʚʩʪʘʥʦʚʣʝʥʥʷ. 

ʊʝʧʝʨ ʧʨʦ ʧʣʶʩʠ ʪʘ ʤʽʥʫʩʠ Tails. 

ʇʣʶʩʠ: 

- ʰʚʠʜʢʠʡ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ (Tor, ʤʝʩʝʥʜʞʝʨʠ, ʦʥʣʘʡʥ ʢʨʠʧʪʦ-ʛʘʤʘʥʮʽ); 

- ʚʙʫʜʦʚʘʥʠʡ ʩʦʬʪ ʜʣʷ ʦʯʠʱʝʥʥʷ metadata; 

- ʚʙʫʜʦʚʘʥʽ ʤʝʩʝʥʜʞʝʨʠ; 

- ʛʝʥʝʨʫʚʘʥʥʷ/ʟʙʝʨʽʛʘʥʥʷ ʧʘʨʦʣʽʚ; 

- ʧʨʘʮʶʻ ʥʘ ʩʣʘʙʢʦʤʫ ʟʘʣʦʟʽ. 

ʄʽʥʫʩʠ: 

- ʥʝʧʨʦʩʪʘ ʫʩʪʘʥʦʚʢʘ ʩʠʩʪʝʤʠ (ʽʥʦʜʽ ʥʝʦʙʭʽʜʥʦ 2 ʬʣʝʰʢʠ); 

- ʧʨʦʙʣʝʤʥʝ ʚʩʪʘʥʦʚʣʝʥʥʷ ʩʪʦʨʦʥʥʴʦʛʦ ʩʦʬʪʫ; 

- ʥʝ ʧʽʜʭʦʜʠʪʴ ʷʢ ʧʦʩʪʽʡʥʘ ʩʠʩʪʝʤʘ; 

- ʥʝ ʧʽʜʭʦʜʠʪʴ ʜʣʷ ʟʙʝʨʽʛʘʥʥʷ ʬʘʡʣʽʚ ʟ ʥʘʡʚʠʱʠʤ ʧʨʽʦʨʠʪʝʪʦʤ 

ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ; 

- ʥʝ ʧʽʜʭʦʜʠʪʴ ʜʣʷ ʧʦʙʫʜʦʚʠ ʥʘʡʩʠʣʴʥʽʰʦʾ ʩʠʩʪʝʤʠ ʘʥʦʥʽʤʥʦʩʪʽ/ʙʝʟʧʝʢʠ. 
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3.13.  Whonix - ɓɌɡɔɝɞ Ɏɱɐ ɌɖɞɔɎəɚɲ ɐɑɌəɚəɱɘɱɓɌɢɱɲ 

 

Whonix ï ʜʠʩʪʨʠʙʫʪʠʚ Linux ʥʘ ʦʩʥʦʚʽ Debian, 

ʨʘʥʽʰʝ ʚʽʜʦʤʠʡ ʷʢ TorBOX. ʇʨʠʟʥʘʯʝʥʠʡ ʜʣʷ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʥʦʥʽʤʥʦʩʪʽ ʟʘʩʦʙʘʤʠ VirtualBox ʪʘ Tor. ʁʦʛʦ ʦʩʦʙʣʠʚʽʩʪʶ ʻ ʪʝ, 

ʱʦ ʥʽ ʰʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ, ʥʽ ʢʦʤʧʨʦʤʝʪʘʮʽʷ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ 

ʩʫʧʝʨʢʦʨʠʩʪʫʚʘʯʘ ʥʝ ʤʦʞʫʪʴ ʧʨʠʟʚʝʩʪʠ ʜʦ ʚʠʪʦʢʽʚ IP-ʘʜʨʝʩʠ ʪʘ DNS. ɺʩʝ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ ʡʜʝ ʚ ʢʦʤʧʣʝʢʪʽ ʟ ʩʠʩʪʝʤʦʶ, ʧʦʧʝʨʝʜʥʴʦ 

ʥʘʣʘʰʪʦʚʘʥʝ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʚʠʤʦʛ ʙʝʟʧʝʢʠ. 

ʉʠʩʪʝʤʘ Whonix ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʚʦʭ ʚʽʨʪʫʘʣʴʥʠʭ ʤʘʰʠʥ, Whonix-Gateway ʽ 

Whonix-Workstation, ʟ'ʻʜʥʘʥʠʭ ʯʝʨʝʟ ʽʟʦʣʴʦʚʘʥʫ ʤʝʨʝʞʫ, ʜʝ ʧʝʨʰʘ ʧʨʘʮʶʻ 

ʚʠʢʣʶʯʥʦ ʯʝʨʝʟ Tor ʽ ʚʠʩʪʫʧʘʻ ʷʢ ʰʣʶʟ ʫ ʤʝʨʝʞʫ, ʽ ʜʨʫʛʘ ʟʥʘʭʦʜʠʪʴʩʷ ʚ 

ʧʦʚʥʽʩʪʶ ʽʟʦʣʴʦʚʘʥʽʡ ʤʝʨʝʞʽ. 

ʋ ʮʽʡ ʨʝʘʣʽʟʘʮʽʾ ʚʩʽ ʤʝʨʝʞʝʚʽ ʟ'ʻʜʥʘʥʥʷ ʤʦʞʣʠʚʽ ʣʠʰʝ ʯʝʨʝʟ Tor. ɭʜʠʥʠʡ 

ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ ʜʣʷ ʨʦʙʦʯʦʾ ʩʪʘʥʮʽʾ ï ʮʝ ʰʣʶʟ. ɭʜʠʥʠʡ ʰʣʷʭ ʪʨʘʬʽʢʫ ʤʝʨʝʞʽ 

ʟʽ ʰʣʶʟʫ ʪʘ ʥʘʟʘʜ ï ʮʝ ʤʝʨʝʞʘ Tor. ɺʝʩʴ ʪʨʘʬʽʢ, ʚʩʽʭ ʟʘʩʪʦʩʫʥʢʽʚ ʪʘ ʧʨʦʮʝʩʽʚ 

ʙʫʜʝ ʡʪʠ ʯʝʨʝʟ Tor. 

ʇʨʦʛʨʘʤʠ ʥʝ ʤʦʞʫʪʴ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʽʥʪʝʨʥʝʪʫ ʚ ʦʙʭʽʜ Tor, ʚʦʥʠ 

ʤʦʞʫʪʴ ʧʦʙʘʯʠʪʠ ʣʠʰʝ ʣʦʢʘʣʴʥʫ IP-ʘʜʨʝʩʫ, ʜʣʷ ʥʠʭ ʽʤ'ʷ ʢʦʨʠʩʪʫʚʘʯʘ ʙʫʜʝ 

ʧʨʦʩʪʦ çUserè, ʽʥʬʦʨʤʘʮʽʷ ʧʨʦ ʧʨʠʩʪʨʽʡ ʙʫʜʝ ʙʝʟ ʟʤʽʥ. ʇʦ ʯʘʩʦʚʽʡ ʟʦʥʽ ʪʝʞ 

ʚʽʜʩʪʝʞʠʪʠ ʥʝ ʤʦʞʥʘ, ʛʦʜʠʥʥʠʢ ʥʘʣʘʰʪʦʚʘʥʠʡ ʥʘ UTC, ʘ ʜʣʷ ʩʠʥʭʨʦʥʽʟʘʮʽʾ 

ʯʘʩʫ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ *Timestamp HTTP-ʟʘʛʦʣʦʚʢʽʚ, ʱʦ ʚʽʜʜʘʶʪʴʩʷ 

ʚʠʧʘʜʢʦʚʦ ʚʠʙʨʘʥʠʤ ʚʝʙ-ʩʝʨʚʝʨʘʤ. 

*Timestamp ï ʮʝ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʩʠʤʚʦʣʽʚ ʘʙʦ ʟʘʢʦʜʦʚʘʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʱʦ 

ʧʦʢʘʟʫʻ, ʢʦʣʠ ʚʽʜʙʫʣʘʩʷ ʧʝʚʥʘ ʧʦʜʽʷ. ɿʘʟʚʠʯʘʡ ʧʦʢʘʟʫʻ ʜʘʪʫ ʪʘ ʯʘʩ (ʽʥʦʜʽ ʟ 

ʪʦʯʥʽʩʪʶ ʜʦ ʯʘʩʪʢʦʶ ʩʝʢʫʥʜ). 
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ɻʦʣʦʚʥʠʡ ʢʦʤʧʦʥʝʥʪ ʜʣʷ ʧʦʙʫʜʦʚʠ ʘʥʦʥʽʤʥʦʛʦ/ʟʘʭʠʱʝʥʦʛʦ ʟ'ʻʜʥʘʥʥʷ ï ʮʝ 

ʰʣʶʟ, ʷʢʠʡ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʯʝʨʝʟ ʙʫʜʴ-ʷʢʠʡ ʜʠʩʪʨʠʙʫʪʠʚ ʫ VirtualBox 

ʪʘ ʦʪʨʠʤʘʪʠ ʤʘʡʞʝ ʪʘʢʠʡ ʩʘʤʠʡ ʨʽʚʝʥʴ ʟʘʭʠʩʪʫ ʚʽʜ ʚʽʜʩʪʝʞʝʥʥʷ, ʘʣʝ ʨʦʙʠʪʠ ʮʝ 

ʥʝ ʚʘʨʪʦ, ʙʝʟʧʝʢʘ ʙʫʜʝ ʥʝ ʤʘʢʩʠʤʘʣʴʥʦʶ. 

ʍʦʨʦʰʽ ʧʣʶʩʠ ʩʠʩʪʝʤʠ - ʨʝʘʣʽʟʘʮʽʷ ʨʽʟʥʠʭ ʟʚ'ʷʟʦʢ Tor + VPN. ʄʦʞʥʘ 

ʥʘʣʘʰʪʫʚʘʪʠ ʩʠʩʪʝʤʫ ʪʘʢ, ʱʦ ʩʧʦʯʘʪʢʫ ʚʝʩʴ ʪʨʘʬʽʢ ʡʜʝ ʯʝʨʝʟ VPN, ʧʦʪʽʤ ʯʝʨʝʟ 

Tor ʪʘ ʟʥʦʚʫ ʯʝʨʝʟ VPN. ʈʽʟʥʽ ʟʚ'ʷʟʢʠ ʜʘʶʪʴ ʭʦʨʦʰʫ ʘʥʦʥʽʤʥʽʩʪʴ/ʙʝʟʧʝʢʫ. 

Whonix - ʮʝ ʩʠʩʪʝʤʘ ʟ ʤʦʞʣʠʚʽʩʪʶ ʤʦʜʠʬʽʢʘʮʽʾ ʪʘ ʜʝʪʘʣʴʥʠʤ 

ʥʘʣʘʰʪʫʚʘʥʥʷʤ, ʱʦ ʽʥʦʜʽ ʥʝ ʤʦʞʥʘ ʟʨʦʙʠʪʠ ʚ Tails. ʋ ʮʽʡ ʆʉ ʻ ʙʝʟʣʽʯ ʧʨʦʛʨʘʤ 

ʽ ʥʘʣʘʰʪʫʚʘʥʴ ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʧʦʙʫʜʫʚʘʪʠ ʩʠʩʪʝʤʫ ʘʥʦʥʽʤʥʦʩʪʽ/ʙʝʟʧʝʢʠ, 

ʧʨʠʙʠʨʘʪʠ ʩʣʽʜʠ ʚʠʢʦʨʠʩʪʘʥʥʷ ʬʘʡʣʽʚ, ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʤʝʩʝʥʜʞʝʨʠ, 

ʧʨʘʮʶʚʘʪʠ ʟ ʨʽʟʥʠʤʠ ʪʠʧʘʤʠ ʬʘʡʣʽʚ ʪʦʱʦ. 

Whonix ʙʝʟʧʝʨʝʯʥʦ ʭʦʨʦʰʘ ʩʠʩʪʝʤʘ ʜʣʷ ʘʥʦʥʽʤʥʦʛʦ/ʟʘʭʠʱʝʥʦʛʦ ʜʦʩʪʫʧʫ 

ʜʦ ʤʝʨʝʞʽ, ʘʣʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʾʾ ʥʘ ʧʦʩʪʽʡʥʦ ʦʩʥʦʚʽ ʙʫʜʝ ʜʦʩʠʪʴ 

ʧʨʦʙʣʝʤʘʪʠʯʥʦ. ʊʘʢ ʷʢ Whonix ʧʦʙʫʜʦʚʘʥʘ ʥʘ ʚʽʨʪʫʘʣʽʟʘʮʽʾ - ʮʝ ʩʧʨʠʯʠʥʷʻ 

ʜʝʷʢʽ ʪʨʫʜʥʦʱʽ. 

ʅʘʧʨʠʢʣʘʜ ʧʨʦʙʣʝʤʠ ʟ ʨʦʙʦʪʦʶ ʟʦʚʥʽʰʥʽʭ ʥʦʩʽʾʚ. ʗʢʱʦ ʥʝʦʙʭʽʜʥʦ 

ʧʽʜʢʣʶʯʠʪʠ ʬʣʝʰʢʫ - ʪʦ ʩʧʦʯʘʪʢʫ ʚʦʥʘ ʧʨʦʡʜʝ ʯʝʨʝʟ ʆʉ, ʥʘʧʨʠʢʣʘʜ Windows, 

ʧʽʩʣʷ ʧʨʦʡʜʝ ʯʝʨʝʟ VirtualBox ʽ ʜʽʡʜʝ ʜʦ Whonix ʩʠʩʪʝʤʽ, ʘ ʮʝ ʚʞʝ ʥʝ ʙʝʟʧʝʯʥʦ. 

ʇʦʪʨʽʙʥʦ ʙʫʪʠ ʧʨʠʢʫʪʠʤ ʜʦ ʧʨʠʩʪʨʦʶ, ʥʘ ʷʢʦʤʫ ʚʩʪʘʥʦʚʣʝʥʘ ʩʠʩʪʝʤʘ 

Whonix, ʥʝ ʤʦʞʥʘ ʧʨʦʩʪʦ ʚʩʪʘʚʠʪʠ ʬʣʝʰʢʫ ʽ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʫ ʙʫʜʴ-ʷʢʠʡ 

ʤʦʤʝʥʪ, ʷʢ ʫ ʚʠʧʘʜʢʫ Tails. 

ʇʣʶʩʠ: 

- ʚʠʩʦʢʠʡ ʨʽʚʝʥʴ ʘʥʦʥʽʤʥʦʩʪʽ/ʙʝʟʧʝʢʠ; 

- ʚʝʣʠʢʘ ʢʽʣʴʢʽʩʪʴ ʩʦʬʪʫ ʜʣʷ ʨʦʙʦʪʠ; 

- ʤʦʞʣʠʚʽʩʪʴ ʜʝʪʘʣʴʥʦʛʦ ʥʘʣʘʰʪʫʚʘʥʥʷ. 

ʄʽʥʫʩʠ: 

- ʥʝ ʧʦʨʪʘʪʠʚʥʘ (ʧʨʠʭʠʣʴʥʽʩʪʴ ʜʦ ʧʨʠʩʪʨʦʶ); 
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- ʚʠʤʘʛʘʻ ʭʦʨʦʰʝ ʟʘʣʽʟʦ (ʧʨʦʮʝʩʦʨ, ʚʽʜʝʦʢʘʨʪʘ ʪʘ ʦʧʝʨʘʪʠʚʥʘ ʧʘʤ'ʷʪʴ ʥʝ 

ʥʠʞʯʝ ʩʝʨʝʜʥʴʦʛʦ); 

- ʧʨʠʭʠʣʴʥʽʩʪʴ ʜʦ VirtualBox, ʱʦ ʦʟʥʘʯʘʻ ʚʝʣʠʢʽ ʨʠʟʠʢʠ ʫ ʨʘʟʽ ʟʣʦʤʫ ʆʉ 

ʥʘ ʷʢʽʡ ʚʩʪʘʥʦʚʣʝʥʦ VirtualBox; 

- ʥʝ ʦʧʝʨʘʪʠʚʥʘ, ʚʠʤʘʛʘʻ ʙʽʣʴʰʝ ʯʘʩʫ ʜʣʷ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ ʧʦʨʽʚʥʷʥʦ ʟ 

ʽʥʰʠʤʠ ʆʉ (ʥʝʦʙʭʽʜʥʦ ʟʘʧʫʩʪʠʪʠ VirtualBox, Whonix-Gateway, Whonix-

Workstation). 

Whonix ʥʘʡʢʨʘʱʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʷʢ ʟʘʧʘʩʥʫ ʩʠʩʪʝʤʫ, ʙʦ ʚʦʥʘ ʥʝ 

ʧʦʨʪʘʪʠʚʥʘ, ʘ ʧʦʨʪʘʪʠʚʥʽʩʪʴ ʮʝ ʦʜʠʥ ʽʟ ʥʘʡʚʘʞʣʠʚʽʰʠʭ ʢʨʠʪʝʨʽʾʚ. ʊʘʢʦʞ ʚʦʥʘ 

ʧʨʠʚ'ʷʟʘʥʘ ʜʦ VirtualBox, ʽ ʪʘʢ ʷʢ ʮʝ ʥʝ Live-ʩʠʩʪʝʤʘ, ʚʠʷʚʠʪʠ ʥʘʷʚʥʽʩʪʴ Whonix 

ʙʫʜʝ ʜʦʩʠʪʴ ʧʨʦʩʪʦ ʷʢʱʦ ʥʝ ʚʜʘʚʘʪʠʩʷ ʜʦ ʤʝʪʦʜʽʚ ʢʨʠʧʪʦʛʨʘʬʽʾ. 

Whonix ʤʘʻ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʣʠʰʝ ʫ ʢʨʘʡʥʽʭ ʚʠʧʘʜʢʘʭ. ɸʢʮʝʥʪ ʥʘ ʥʽʡ 

ʟʨʦʙʣʝʥʠʡ ʪʦʤʫ, ʱʦ ʮʝ ʛʥʫʯʢʘ ʩʠʩʪʝʤʘ, ʚʦʥʘ ʚʭʦʜʠʪʴ ʫ ʊʆʇ ʥʘʡʙʝʟʧʝʯʥʽʰʠʭ 

ʩʠʩʪʝʤ ʭʦʯ ʽ ʟʽ ʩʚʦʾʤʠ ʤʽʥʫʩʘʤʠ, ʘʣʝ ʦʙʽʡʪʠ ʾʾ ʩʪʦʨʦʥʦʶ ʙʫʜʝ ʚʢʨʘʡ 

ʥʝʧʨʘʚʠʣʴʥʦ. 

ɿʘʚʘʥʪʘʞʫʻʤʦ Whonix ʽʟ ʩʘʡʪʫ ʟʘ ʧʦʩʠʣʘʥʥʷʤ https://www.whonix.org/. 

ʆʩʦʙʣʠʚʽʩʪʴ Whonix ʫ ʪʦʤʫ, ʱʦ ʚʽʥ ʡʜʝ ʥʝ ʫ ʚʠʛʣʷʜʽ ʽʥʩʪʘʣʷʮʽʡʥʦʛʦ ʬʘʡʣʫ, 

ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʫ ʚʽʨʪʫʘʣʴʥʽʡ 

ʤʘʰʠʥʽ, ʘ ʫ ʚʠʛʣʷʜʽ ʦʙʨʘʟʫ ʧʦʚʥʽʩʪʶ ʥʘʣʘʰʪʦʚʘʥʦʾ ʚʽʨʪʫʘʣʴʥʦʾ ʤʘʰʠʥʠ ʽʟ 

ʚʩʪʘʥʦʚʣʝʥʦʶ ʦʧʝʨʘʮʽʡʥʦʶ ʩʠʩʪʝʤʦʶ. ɯ ʪʘʢʠʭ ʦʙʨʘʟʽʚ ʫ ʥʘʩ ʜʚʘ: ʦʜʠʥ ï 

Whonix-Workstation, ʽʥʰʠʡ ï Whonix-Gateway. 

 

3.14. ȺɛɑɜɌɢɱəɌ ɝɔɝɞɑɘɌ Linux Kodachi 

 

Linux Kodachi ð ʮʝ ʦʧʝʨʘʮʽʡʥʘ ʩʠʩʪʝʤʘ, ʷʢʘ ʙʘʟʫʻʪʴʩʷ ʥʘ 

Debian, ʥʘʜʘʻ ʥʘʜʽʡʥʫ, ʢʦʥʪʨʢʨʠʤʽʥʘʣʴʥʫ 

ʘʥʦʥʽʤʥʫ/ʙʝʟʧʝʯʥʫ ʦʧʝʨʘʮʽʡʥʫ ʩʠʩʪʝʤʫ, ʱʦ ʚʨʘʭʦʚʫʻ ʚʩʽ 

ʦʩʦʙʣʠʚʦʩʪʽ ʪʘ ʪʦʥʢʦʱʽ ʧʨʦʮʝʩʫ ʘʥʦʥʽʤʥʦʩʪʽ ʪʘ ʙʝʟʧʝʢʠ. 
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ɿʘʚʜʘʥʥʷ Kodachi ï ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʘʢʩʠʤʘʣʴʥʦ ʘʥʦʥʽʤʥʦʛʦ ʪʘ ʙʝʟʧʝʯʥʦʛʦ 

ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ ʪʘ ʟʘʭʠʩʪ ʩʘʤʦʾ ʩʠʩʪʝʤʠ. ʋ Kodachi ʚʝʩʴ ʪʨʘʬʽʢ ʧʨʠʤʫʩʦʚʦ 

ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ VPN, ʧʦʪʽʤ ʯʝʨʝʟ ʤʝʨʝʞʫ Tor ʽʟ DNS ʰʠʬʨʫʚʘʥʥʷʤ. (VPN ʚʞʝ 

ʥʘʣʘʰʪʦʚʘʥʠʡ ʽ ʜʦ ʪʦʛʦ ʞ ʚʽʥ ʙʝʟʢʦʰʪʦʚʥʠʡ). 

Kodachi ʧʦʟʠʮʽʦʥʫʻʪʴʩʷ ʷʢ anti-forensic-ʨʦʟʨʦʙʢʘ, ʱʦ ʫʩʢʣʘʜʥʶʻ 

ʢʨʠʤʽʥʘʣʽʩʪʠʯʥʠʡ ʘʥʘʣʽʟ ʥʘʢʦʧʠʯʫʚʘʯʽʚ ʪʘ ʦʧʝʨʘʪʠʚʥʦʾ ʧʘʤ'ʷʪʽ. Kodachi 

ʙʽʣʴʰʝ ʧʨʦʜʫʤʘʥʘ ʥʽʞ Tails. 

ʗʢ ʩʝʨʝʜʦʚʠʱʝ ʨʦʙʦʯʦʛʦ ʩʪʦʣʫ ʜʣʷ Kodachi ʙʫʣʦ ʦʙʨʘʥʦ XFCE, ʜʠʟʘʡʥ 

ʩʠʩʪʝʤʠ ʜʫʞʝ ʩʭʦʞʠʡ ʥʘ MacOS. ʅʝʦʙʭʽʜʥʽ ʧʘʨʘʤʝʪʨʠ ʥʘʚʘʥʪʘʞʝʥʥʷ ʩʠʩʪʝʤʠ, 

ʩʪʘʥʫ ʤʝʨʝʞ ʪʦʱʦ. ʚʠʚʦʜʷʪʴʩʷ ʚ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ ʽ ʚʽʜʦʙʨʘʞʘʶʪʴʩʷ 

ʧʨʷʤʦ ʥʘ ʨʦʙʦʯʦʤʫ ʩʪʦʣʽ, ʱʦ ʚ ʧʝʨʰʫ ʯʝʨʛʫ ʜʦʟʚʦʣʷʻ ʤʦʥʽʪʦʨʠʪʠ ʨʝʩʫʨʩʠ 

ʩʠʩʪʝʤʠ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ, ʽ ʚʽʜʩʪʝʞʫʚʘʪʠ ʨʦʙʦʪʫ ʤʝʨʝʞʽ Tor ʽ VPN. 

ʋ Kodachi ʽʥʪʝʛʨʦʚʘʥʘ ʧʽʜʪʨʠʤʢʘ DNScrypt - ʮʝ ʧʨʦʪʦʢʦʣ ʽ ʦʜʥʦʡʤʝʥʥʘ 

ʫʪʠʣʽʪʘ, ʱʦ ʰʠʬʨʫʻ ʟʘʧʠʪʠ ʜʦ ʩʝʨʚʝʨʽʚ * OpenDNS ʤʝʪʦʜʘʤʠ ʝʣʽʧʪʠʯʥʦʾ 

ʢʨʠʧʪʦʛʨʘʬʽʾ. ɺʦʥʘ ʫʩʫʚʘʻ ʮʽʣʫ ʥʠʟʢʫ ʪʠʧʦʚʠʭ ʧʨʦʙʣʝʤ, ʥʘ ʢʰʪʘʣʪ *DNS Leak 

ʪʘ ʟʘʣʠʰʝʥʥʷ ʩʣʽʜʽʚ ʨʦʙʦʪʠ ʚ ʤʝʨʝʞʽ ʥʘ ʩʝʨʚʝʨʘʭ ʧʨʦʚʘʡʜʝʨʘ. 

*OpenDNS ð ʽʥʪʝʨʥʝʪ-ʩʣʫʞʙʘ, ʱʦ ʥʘʜʘʻ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʽ DNS-ʩʝʨʚʝʨʠ. 

ʄʘʻ ʧʣʘʪʥʠʡ ʽ ʙʝʟʢʦʰʪʦʚʥʠʡ ʨʝʞʠʤ, ʤʦʞʝ ʚʠʧʨʘʚʣʷʪʠ ʧʦʤʠʣʢʠ ʚ ʘʜʨʝʩʘʭ, ʱʦ 

ʥʘʙʠʨʘʶʪʴʩʷ, ʬʽʣʴʪʨʫʚʘʪʠ ʬʽʰʠʥʛʦʚʽ ʩʘʡʪʠ ʫ ʨʘʟʽ ʥʘʙʦʨʫ ʥʝʧʨʘʚʠʣʴʥʠʭ 

ʟʘʧʠʪʽʚ, ʤʦʞʝ ʧʨʦʧʦʥʫʚʘʪʠ ʩʪʦʨʽʥʢʫ ʟ ʧʦʰʫʢʦʤ ʽ ʨʝʢʣʘʤʦʶ. 

*DNS Leak - ʮʝ ʚʠʪʽʢ IP ʥʘʡʙʣʠʞʯʦʛʦ ʜʦ ʩʠʩʪʝʤʠ DNS-ʩʝʨʚʝʨʘ, ʷʢʠʡ ʤʦʞʝ 

ʚʽʜʙʫʚʘʪʠʩʷ ʧʨʠ ʨʝʟʦʣʚʽʥʛʫ. DNS-ʟʘʧʠʪʠ ʤʦʞʫʪʴ ʦʙʭʦʜʠʪʠ Proxy/VPN/TOR-

ʧʽʜʢʣʶʯʝʥʥʷ, ʪʦʙʪʦ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʜʦ DNS-ʩʝʨʚʝʨʘ ʽʥʪʝʨʥʝʪ-ʧʨʦʚʘʡʜʝʨʘ, ʱʦ 

ʧʨʠʟʚʝʜʝ ʜʦ ʨʦʟʢʨʠʪʪʷ ʨʝʘʣʴʥʦʛʦ ʤʽʩʮʝʟʥʘʭʦʜʞʝʥʥʷ. ɺʠʪʽʢ DNS ʤʦʞʝ 

ʚʽʜʙʫʚʘʪʠʩʷ ʯʝʨʝʟ ʙʨʘʫʟʝʨ ʘʙʦ ʜʦʧʦʚʥʝʥʥʷ ʜʦ ʥʴʦʛʦ (Flash, Java, WebRTC, 

Silverlight). 

ʗʢʱʦ ʧʦʪʨʽʙʥʦ ʢʨʠʪʠ IP-ʘʜʨʝʩʫ ʚ ʈ2ʈ-ʤʝʨʝʞʘʭ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

PeerGuardian, ʷʢʱʦ ʥʝʦʙʭʽʜʥʦ ʧʦʧʨʘʮʶʚʘʪʠ ʟ ʧʽʜʦʟʨʽʣʠʤʠ ʧʨʦʮʝʩʘʤʠ, ʪʦ ʾʭ 

ʤʦʞʥʘ ʣʝʛʢʦ ʽʟʦʣʶʚʘʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʚʙʫʜʦʚʘʥʦʾ ʧʽʩʦʯʥʠʮʽ Firejail. ʇʨʠʻʤʥʦʶ 
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ʦʧʮʽʻʶ ʚ ʜʘʥʽʡ ʆʉ ʻ ʤʦʞʣʠʚʽʩʪʴ ʰʚʠʜʢʦ ʟʤʽʥʶʚʘʪʠ ʚʠʭʽʜʥʽ ʚʫʟʣʠ ʟ ʦʧʮʽʻʶ 

ʚʠʙʦʨʫ ʢʦʥʢʨʝʪʥʦʾ ʢʨʘʾʥʠ ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ Multi Tor. 

ɿʘʛʘʣʦʤ ʢʘʞʫʯʠ, Kodachi ʤʘʻ ʧʨʠʩʪʦʡʥʫ ʢʽʣʴʢʽʩʪʴ ʧʦʧʝʨʝʜʥʴʦ 

ʚʩʪʘʥʦʚʣʝʥʦʛʦ ʩʦʬʪʫ ʜʣʷ ʚʠʨʽʰʝʥʥʷ ʙʫʜʴ-ʷʢʠʭ ʟʘʚʜʘʥʴ, ʥʘʧʨʠʢʣʘʜ ʜʣʷ 

ʰʠʬʨʫʚʘʥʥʷ ʽʥʬʦʨʤʘʮʽʾ (TrueCrypt, VeraCrypt), ʧʝʨʝʜʘʯʽ ʢʦʥʬʽʜʝʥʮʽʡʥʠʭ 

ʧʦʚʽʜʦʤʣʝʥʴ (GnuPG, Enigmail, Seahorse, GNU Privacy Guard Assistant), ʜʣʷ 

ʟʘʤʽʪʢʠ ʩʣʽʜʽʚ (MAT, Nepomu , Nautilus-wipe, BleachBit). 

ɼʦ ʪʦʛʦ ʞ ʫ Kodachi ʻ ʚʣʘʩʥʠʡ ʙʨʘʫʟʝʨ ʟʘʩʥʦʚʘʥʠʡ ʥʘ Tor Browser, ʫ ʷʢʠʡ 

ʚʙʫʜʫʚʘʣʠ ʥʘʡʢʨʘʱʝ ʪʘ ʚʠʨʽʟʘʣʠ ʧʨʦʙʣʝʤʥʽ ʤʦʜʫʣʽ. 

ɿʘʛʘʣʦʤ, Kodachi ʽʜʝʘʣʴʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʤʘʡʞʝ ʜʣʷ ʚʩʴʦʛʦ. ɺʽʜʨʘʟʫ ʟ 

ʢʦʨʦʙʢʠ ʄʠ ʦʪʨʠʤʫʻʤʦ ʚʝʣʠʯʝʟʥʫ ʢʽʣʴʢʽʩʪʴ ʧʨʦʛʨʘʤ ʜʣʷ 

ʙʝʟʧʝʯʥʦʛʦ/ʘʥʦʥʽʤʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ, ʟʚ'ʷʟʢʫ ʟʘʰʠʬʨʦʚʘʥʠʤʠ ʢʘʥʘʣʘʤʠ 

ʯʝʨʝʟ ʨʽʟʥʽ ʧʨʦʛʨʘʤʠ, ʩʦʬʪ ʜʣʷ ʟʘʤʽʪʢʠ ʩʣʽʜʽʚ, ʪʦʪʘʣʴʥʦʛʦ ʰʠʬʨʫʚʘʥʥʷ ʚʩʴʦʛʦ, 

ʱʦ ʧʦʪʝʥʮʽʡʥʦ ʰʠʬʨʫʻʪʴʩʷ ʽ ʪ.ʜ. (ʎʝ ʣʠʰʝ ʤʘʣʘ ʯʘʩʪʠʥʘ ʧʝʨʝʚʘʛ Kodachi) 

Kodachi ʩʠʣʴʥʦ ʟʙʘʣʘʥʩʦʚʘʥʘ ʩʠʩʪʝʤʘ, ʮʝ ʧʦʪʫʞʥʠʡ ʽʥʩʪʨʫʤʝʥʪ ʜʣʷ 

ʙʫʜʽʚʥʠʮʪʚʘ ʩʠʩʪʝʤʠ ʘʥʦʥʽʤʥʦʩʪʽ ʪʘ ʙʝʟʧʝʢʠ ʫ ʚʩʽʭ ʨʦʟʫʤʽʥʥʷʭ. ʎʶ ʆʉ 

ʥʘʡʢʨʘʱʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʫ ʟʚ'ʷʟʮʽ ʽʟ ʟʘʰʠʬʨʦʚʘʥʠʤʠ ʥʦʩʽʷʤʠ ʥʘ ʷʢʠʭ 

ʟʙʝʨʽʛʘʪʠʤʝʪʴʩʷ ʽʥʬʦʨʤʘʮʽʷ ʟ ʥʘʡʚʠʱʠʤ ʧʨʽʦʨʠʪʝʪʦʤ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ. 

ʉʘʤʝ Kodachi ʻ ʥʘʡʢʨʘʱʦʶ ʩʠʩʪʝʤʦʶ ʥʘ ʜʘʥʠʡ ʤʦʤʝʥʪ, ʚʦʥʘ ʜʦʟʚʦʣʷʻ 

ʚʠʨʽʰʫʚʘʪʠ ʙʫʜʴ-ʷʢʽ ʟʘʚʜʘʥʥʷ: 

- ʰʚʠʜʢʠʡ ʩʪʘʨʪ (ʪʦʙʪʦ ʰʚʠʜʢʠʡ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ ʷʢ ʫ Tails); 

- ʚʝʣʠʢʘ ʢʽʣʴʢʽʩʪʴ ʚʩʪʘʥʦʚʣʝʥʠʭ ʧʨʦʛʨʘʤ; 

- ʩʠʣʴʥʘ ʩʠʩʪʝʤʘ ʘʥʦʥʽʤʥʦʩʪʽ/ʙʝʟʧʝʢʠ; 

- ʥʝ ʜʫʞʝ ʚʠʤʦʛʣʠʚʘ ʜʦ ʟʘʣʽʟʘ. 

ʗʢ ʪʘʢʠʭ ʤʽʥʫʩʽʚ, ʫ ʩʠʩʪʝʤʽ ʥʝʤʘʻ, ʘʣʝ ʤʦʞʫʪʴ ʧʨʦʷʚʠʪʠʩʷ ʫ ʨʘʟʽ 

ʚʫʟʴʢʦʥʘʧʨʘʚʣʝʥʠʭ ʟʘʚʜʘʥʴ, ʘʣʝ ʮʝ ʧʨʠʯʝʪʥʦ ʙʫʜʴ-ʷʢʽʡ ʩʠʩʪʝʤʽ. 

ɭ ʱʝ ʥʝʧʦʛʘʥʽ ʆʉ ʪʘʢʽ ʷʢ Subgraph ʪʘ Qubes. 

Qubes OS ʚʠʢʦʨʠʩʪʦʚʫʻ ʮʽʢʘʚʠʡ ʧʨʠʥʮʠʧ ʟʘʧʫʩʢʫ ʧʨʦʛʨʘʤʠ, ʢʦʞʥʝ ʟ ʥʠʭ 

ʟʘʧʫʩʢʘʻʪʴʩʷ ʚ ʦʢʨʝʤʽʡ ʚʽʨʪʫʘʣʴʥʽʡ ʤʘʰʠʥʽ, ʨʦʟʜʽʣʝʥʽʡ ʥʘ ʢʣʘʩʠ ʚ ʟʘʣʝʞʥʦʩʪʽ 
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ʚʽʜ ʨʽʚʥʷ ʚʘʞʣʠʚʦʩʪʽ ʜʣʷ ʆʉ. ɹʨʘʫʟʝʨ ʟʘʧʫʩʢʘʻʪʴʩʷ ʚ ʦʜʥʽʡ ʚʽʨʪʫʘʣʮʽ, 

ʤʝʩʝʥʜʞʝʨ - ʚ ʽʥʰʽʡ ʤʘʰʠʥʽ, ʘ ʜʣʷ ʢʦʨʠʩʪʫʚʘʯʘ ʦʙʠʜʚʽ ʧʨʦʛʨʘʤʠ ʥʘʯʝʙʪʦ 

ʟʘʧʫʱʝʥʽ ʥʘ ʦʜʥʦʤʫ ʨʦʙʦʯʦʤʫ ʧʨʦʩʪʦʨʽ. ɯʟʦʣʶʚʘʥʥʷ ʜʦʜʘʪʦʢ ʦʟʥʘʯʘʻ, ʱʦ ʷʢʱʦ 

ʙʫʜʝ ʟʘʚʘʥʪʘʞʝʥʦ ʰʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘ ʨʦʙʦʯʠʡ ʢʦʤʧ'ʶʪʝʨ, ʪʦ 

ʦʩʦʙʠʩʪʽ ʬʘʡʣʠ ʥʝ ʙʫʜʫʪʴ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʽ. ɸʣʝ Qubes OS ʧʨʘʮʶʻ ʪʽʣʴʢʠ ʧʽʩʣʷ 

ʚʩʪʘʥʦʚʣʝʥʥʷ ʥʘ ʚʥʫʪʨʽʰʥʽʡ ʥʘʢʦʧʠʯʫʚʘʯ, Live-ʨʝʞʠʤʫ ʚʦʥʘ ʥʝ ʤʘʻ. 

ʂʣʶʯʦʚʘ ʽʜʝʷ Subgraph OS - ʟʘʧʫʩʢ ʚʣʘʩʥʠʭ ʧʨʦʛʨʘʤ ʚ ʽʟʦʣʴʦʚʘʥʠʭ 

ʧʽʩʦʯʥʠʮʷʭ. ɼʣʷ ʮʴʦʛʦ ʟʘʜʽʷʥʘ ʧʽʜʩʠʩʪʝʤʘ çOzè, ʱʦ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʝʤʦʥʘ 

(ʩʠʩʪʝʤʥʦʛʦ ʩʝʨʚʽʩʫ), ʷʢʠʡ ʦʪʨʠʤʫʻ ʟʘʧʠʪʠ ʥʘ ʩʪʚʦʨʝʥʥʷ sandbox'ʽʚ, X-ʩʝʨʚʝʨʘ 

Xpra ʪʘ ʥʘʙʦʨʫ ʩʧʝʮʽʘʣʴʥʠʭ ʫʪʠʣʽʪ. Subgraph OS ʜʫʞʝ ʩʠʨʘ ʩʠʩʪʝʤʘ, ʪʦʤʫ ʜʣʷ 

ʟʘʚʘʥʪʘʞʝʥʥʷ ʜʦʩʪʫʧʥʘ ʪʽʣʴʢʠ alpha-ʚʝʨʩʽʷ. 

Subgraph ʽ Qubes ʥʝʧʦʛʘʥʽ, ʘʣʝ ʥʝ ʪʘʢ, ʱʦʙ ʾʭ ʩʪʘʚʠʪʠ ʚ ʣʽʜʝʨʠ. Subgraph OS 

ʟʘʥʘʜʪʦ ʩʠʨʘ, Qubes ʟʘʥʘʜʪʦ ʭʤʘʨʥʘ ʚ ʧʣʘʥʽ ʥʘʣʘʰʪʫʚʘʥʥʷ. 

ɺ ʮʴʦʤʫ ʩʝʥʩʽ Kodachi ʚʽʜʤʽʥʥʘ ʟʙʘʣʘʥʩʦʚʘʥʘ ʩʠʩʪʝʤʘ ʟ ʚʝʣʠʢʠʤ 

ʬʫʥʢʮʽʦʥʘʣʦʤ, ʫʩʽʤ ʥʝʦʙʭʽʜʥʠʤ ʩʦʬʪʦʤ ʜʣʷ ʚʠʨʽʰʝʥʥʷ ʙʫʜʴ-ʷʢʠʭ ʟʘʚʜʘʥʴ, 

ʜʦʩʠʪʴ ʛʥʫʯʢʘ ʚ ʥʘʣʘʰʪʫʚʘʥʥʽ + ʟ ʢʦʨʦʙʢʠ ʥʘʣʘʰʪʦʚʘʥʠʡ ʙʝʟʢʦʰʪʦʚʥʠʡ VPN. 

 

3.1 5. ȼɑɖɚɘɑəɐɌɢɱɲ ɐɗɫ ɐɚɝɫɏəɑəəɫ ɍɱɗɨɤɚɲ 

Ɍəɚəɱɘəɚɝɞɱ 

 

ʅʘʩʘʤʢʽʥʝʮʴ ʜʘʤʦ ʚʘʤ ʱʝ ʢʽʣʴʢʘ ʨʝʢʦʤʝʥʜʘʮʽʡ: 

1. ʅʘʤʘʛʘʡʪʝʩʷ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʘʥʦʥʽʤʥʽ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ɯʥʪʝʨʥʝʪʫ. 

ʅʘʧʨʠʢʣʘʜ, ʫ ʜʝʷʢʠʭ ʢʨʘʾʥʘʭ ʤʦʞʥʘ ʧʨʠʜʙʘʪʠ SIM-ʢʘʨʪʢʠ ʙʝʟ ʧʘʩʧʦʨʪʘ. ʗʢʱʦ 

ʚʠ ʟʥʘʭʦʜʠʪʝʩʷ ʚ ʪʘʢʽʡ ʢʨʘʾʥʽ, ʦʙʦʚ'ʷʟʢʦʚʦ ʚʠʢʦʨʠʩʪʦʚʫʡ ʘʥʦʥʽʤʥʽ ʢʘʨʪʢʠ, ʘ ʥʝ 

ʢʦʥʪʨʘʢʪʥʽ ʩʪʘʮʽʦʥʘʨʥʽ ʧʽʜʢʣʶʯʝʥʥʷ. ʉʫʯʘʩʥʽ ʩʪʘʥʜʘʨʪʠ ʟʚ'ʷʟʢʫ 4G ʽ ʥʝʟʘʙʘʨʦʤ 

5G ʜʦʟʚʦʣʷʶʪʴ ʧʝʨʝʜʘʚʘʪʠ ʜʘʥʽ ʽʟ ʜʦʩʠʪʴ ʚʝʣʠʢʦʶ ʰʚʠʜʢʽʩʪʶ. ʂʘʨʪʢʠ, ʷʢ ʽ 

ʧʨʠʩʪʨʦʾ ʚʠʭʦʜʫ ʜʦ ʤʝʨʝʞʽ (ʩʤʘʨʪʬʦʥʠ), ʧʦʪʨʽʙʥʦ ʧʝʨʽʦʜʠʯʥʦ ʟʤʽʥʶʚʘʪʠ. ʑʦ 

ʯʘʩʪʽʰʝ, ʪʦ ʢʨʘʱʝ. ʂʫʧʫʚʘʪʠ ʢʘʨʪʢʠ ʪʘ ʩʤʘʨʪʬʦʥʠ ʧʦʪʨʽʙʥʦ ʥʝ ʚ ʦʬʽʮʽʡʥʠʭ 
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ʩʘʣʦʥʘʭ, ʘ ʥʘ ʨʠʥʢʫ. ʇʨʠʩʪʨʽʡ, ʱʦ ʙʫʚ ʫ ʚʠʢʦʨʠʩʪʘʥʥʽ, ʧʽʜʪʨʠʤʫʻ 4G, ʢʦʰʪʫʻ 

ʥʝ ʪʘʢ ʜʦʨʦʛʦ - ʮʝ ʨʘʟ. ʅʘ ʨʠʥʢʫ ʥʘʚʨʷʜ ʯʠ ʙʫʜʝ ʢʘʤʝʨʘ, ʷʢʘ ʟʘʧʠʩʫʻ, ʭʪʦ ʽ ʢʦʣʠ 

ʢʫʧʠʚ ʩʤʘʨʪʬʦʥ ʪʘ SIM-ʢʘʨʪʫ ï ʮʝ ʜʚʘ. ʉʪʘʨʽ ʢʘʨʪʢʠ ï ʟʥʠʱʫʡʪʝ. ʉʪʘʨʽ 

ʧʨʠʩʪʨʦʾ - ʚ ʽʜʝʘʣʽ ʪʝʞ, ʘʣʝ ʤʦʞʥʘ ʧʨʦʜʘʚʘʪʠ ʟ ʜʦʪʨʠʤʘʥʥʷʤ ʦʙʝʨʝʞʥʦʩʪʽ, 

ʢʨʘʱʝ ʟ ʨʫʢ ʜʦ ʨʫʢ, ʘ ʱʝ ʢʨʘʱʝ - ʟʥʠʱʠʪʠ. ʊʘʢ ʚʠ ʘʥʦʥʽʤʽʟʫʻʪʝ ʩʘʤ ʚʠʭʽʜ ʫ 

ʤʝʨʝʞʫ. 

2. ʇʦʜʙʘʡʪʝ ʧʨʦ ʪʝ, ʱʦʙ ʥʘ ʚʘʰʦʤʫ ʣʦʢʘʣʴʥʦʤʫ ʚʫʟʣʽ ʥʝ ʟʙʝʨʽʛʘʣʦʩʷ ʞʦʜʥʦʾ 

ʟʘʡʚʦʾ ʽʥʬʦʨʤʘʮʽʾ. ɺ ʽʜʝʘʣʽ ʨʦʟʛʦʨʥʽʪʴ ʚʽʨʪʫʘʣʴʥʫ ʤʘʰʠʥʫ VMWare, ʚ ʥʝʾ 

ʚʩʪʘʥʦʚʽʪʴ Windows, ʘ ʱʝ ʢʨʘʱʝ - Linux (ʚʦʥʘ ʚʟʘʛʘʣʽ ʥʝ ʟʙʠʨʘʻ ʟʘʡʚʦʾ 

ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʢʦʨʠʩʪʫʚʘʯʘ). ɺʠʭʽʜ ʚ ɯʥʪʝʨʥʝʪ ʧʦʪʨʽʙʥʦ ʨʦʙʠʪʠ ʟ ʮʽʻʾ ʤʘʰʠʥʠ, 

ʘ ʚʘʰʘ ʩʠʩʪʝʤʘ ʥʝʭʘʡ ʟʘʣʠʰʘʻʪʴʩʷ ʯʠʩʪʦʶ. ʗʢʱʦ ʟʘʡʤʘʻʪʝʩʷ ʯʠʤʦʩʴ ʥʝ ʟʦʚʩʽʤ 

ʟʘʢʦʥʥʠʤ, ʯʘʩ ʚʽʜ ʯʘʩʫ ʚʠʜʘʣʷʡʪʝ ʚʽʨʪʫʘʣʴʥʫ ʤʘʰʠʥʫ ʪʘ ʩʪʚʦʨʶʡʪʝ ʾʾ ʟʘʥʦʚʦ. 

ʊʘʢ ʚʠ ʚʠʜʘʣʠʪʝ ʽʥʬʦʨʤʘʮʽʶ, ʷʢʘ ʤʦʞʝ ʙʫʪʠ ʜʦʢʘʟʦʤ ʚʘʰʦʾ ʧʨʦʚʠʥʠ. ɺ ʽʜʝʘʣʽ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ SSD ï ʟ ʥʠʭ ʩʢʣʘʜʥʽʰʝ ʚʽʜʥʦʚʠʪʠ ʽʥʬʦʨʤʘʮʽʶ. ɼʣʷ HDD 

ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ ʫʪʠʣʽʪʠ ʪʠʧʫ Wipeinfo  ʜʣʷ ʦʩʪʘʪʦʯʥʦʛʦ ʚʠʜʘʣʝʥʥʷ 

ʽʥʬʦʨʤʘʮʽʾ. 

3. ʋʩʝʨʝʜʠʥʽ ʚʽʨʪʫʘʣʴʥʦʾ ʤʘʰʠʥʠ ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ Tor, ʘ ʱʝ ʢʨʘʱʝ VPN + 

Tor ʜʣʷ ʢʨʘʱʦʛʦ ʟʘʭʠʩʪʫ. 

4. ʉʪʚʦʨʽʪʴ ʧʦʰʪʦʚʫ ʩʢʨʠʥʴʢʫ ʥʘ ʘʥʦʥʽʤʥʦʤʫ ʩʝʨʚʽʩʽ ʥʘ ʟʨʘʟʦʢ tuta.io  ʪʘ 

ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ ʡʦʛʦ ʜʣʷ ʣʠʩʪʫʚʘʥʥʷ. ɹʘʞʘʥʦ ʤʽʥʷʪʠ ʽʥʦʜʽ ʧʦʰʪʦʚʽ ʩʢʨʠʥʴʢʠ. 

5. ʅʝ ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ ʤʝʩʝʥʜʞʝʨʠ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʧʨʠʚ'ʷʟʢʫ ʜʦ 

ʪʝʣʝʬʦʥʥʦʛʦ ʥʦʤʝʨʘ. ʇʨʠʢʣʘʜ ʤʝʩʝʥʜʞʝʨʘ, ʷʢʠʡ ʥʝ ʚʠʤʘʛʘʻ ʥʦʤʝʨʘ ʪʝʣʝʬʦʥʫ 

ʧʨʠ ʨʝʻʩʪʨʘʮʽʾ, - Wickr Me . 

6. ɼʣʷ ʟʚʠʯʘʡʥʦʛʦ ʪʘ ʘʥʦʥʽʤʥʦʛʦ ʞʠʪʪʷ ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ ʨʽʟʥʽ ʧʘʨʦʣʽ. 

ʂʦʨʠʩʪʫʚʘʯʽ ʤʘʶʪʴ ʰʢʽʜʣʠʚʫ ʟʚʠʯʢʫ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʪʦʡ ʩʘʤʠʡ ʧʘʨʦʣʴ ʥʘ ʚʩʽ 

ʚʠʧʘʜʢʠ ʞʠʪʪʷ. ɿʚʠʯʢʘ ʟʛʫʙʥʘ ʽ ʤʦʞʝ ʧʦʛʘʥʦ ʟʘʢʽʥʯʠʪʠʩʷ! 

7. ʈʦʟʨʘʭʫʥʢʠ ʚ ʤʝʨʝʞʽ (ʦʧʣʘʪʘ ʧʦʩʣʫʛ ʪʦʛʦ ʞ VPN-ʧʨʦʚʘʡʜʝʨʘ) ʨʦʙʠʪʠ 

ʧʦʪʨʽʙʥʦ ʚʠʢʣʶʯʥʦ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ Bitcoin  - ʪʘʢ ʻ ʰʘʥʩ ʟʘʣʠʰʠʪʠʩʷ 

ʥʝʧʦʤʽʯʝʥʠʤ. 
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ɼʦʪʨʠʤʘʥʥʷ ʮʠʭ ʧʨʘʚʠʣ ʥʘʚʨʷʜ ʯʠ ʟʨʦʙʠʪʴ ʚʘʰʫ ʨʦʙʦʪʫ ʚ ɯʥʪʝʨʥʝʪʽ 

ʢʦʤʬʦʨʪʥʦʶ. ɸʣʝ ʥʽʢʦʣʠ ʙʝʟʧʝʢʘ ʥʝ ʙʫʚʘʻ ʢʦʤʬʦʨʪʥʦʶ, ʽ ʮʝ ʧʦʪʨʽʙʥʦ 

ʧʘʤ'ʷʪʘʪʠ. 

 

3.16. ȻɔɞɌəəɫ ɐɗɫ ɝɌɘɚɖɚəɞɜɚɗɪ 

 

1. ʏʘʩʪʢʦʚʘ ʘʥʦʥʽʤʥʽʩʪʴ ʚ ɯʥʪʝʨʥʝʪʽ. 

2. ɸʥʦʥʽʤʘʡʟʝʨ. ɸʥʦʥʽʤʥʽ ʧʨʦʢʩʽ-ʩʝʨʚʝʨʠ. 

3. ʊʠʧʠ ʚʽʨʪʫʘʣʴʥʦʾ ʧʨʠʚʘʪʥʦʾ ʤʝʨʝʞʽ VPN.  

4. ʇʨʠʥʮʠʧ ʨʦʙʦʪʠ VPN. ɹʝʟʧʝʢʘ ʯʝʨʝʟ VPN. 

5. ʇʨʦʝʢʪ Tor. ʇʨʠʥʮʠʧ ʨʦʙʦʪʠ. 

6. ʇʦʨʽʚʥʷʥʥʷ ʭʘʨʘʢʪʝʨʠʩʪʠʢ VPN ʽ Tor. 

7. ʊʝʭʥʦʣʦʛʽʾ Tor ʯʝʨʝʟ VPN ʽ VPN ʯʝʨʝʟ Tor. 

8. ʄʝʨʝʞʽ DarkNet ʪʘ i2p. 

9. ɿʘʙʝʟʧʝʯʝʥʥʷ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʨʽʚʥʷ ʘʥʦʥʽʤʥʦʩʪʽ ʚ ɯʥʪʝʨʥʝʪʽ ʟʘ 

ʜʦʧʦʤʦʛʦʶ Tails, Whonix ʽ Linux Kodachi. 

10. ʈʝʢʦʤʝʥʜʘʮʽʾ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʙʽʣʴʰʦʾ ʘʥʦʥʽʤʥʦʩʪʽ ʚ ɯʥʪʝʨʥʝʪʽ. 
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4. ȻȺɄȴȼȱȹȣ ȾȴȻȴ ȸȱȼȱȲȹȴɁ ɁȬȶȱȼȽɈȶȴɁ ȬȾȬȶ  

 

ɺ ʩʫʯʘʩʥʦʤʫ ʮʠʬʨʦʚʦʤʫ ʩʚʽʪʽ ʤʘʶʪʴ ʤʽʩʮʝ ʧʣʘʪʬʦʨʤʠ (ʙʘʟʠ 

ʜʘʥʠʭ) ʬʽʢʩʘʮʽʾ ʪʘ ʟʙʦʨʫ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ, ʱʦ ʚʽʜʙʫʚʘʶʪʴʩʷ. ʇʨʠʢʣʘʜʦʤ ʪʘʢʦʾ 

ʧʣʘʪʬʦʨʤʠ ʤʦʞʝ ʙʫʪʠ ʧʨʦʻʢʪ MITER ATT&CK (https://attack.mitre.org/).  

MITER ATT&CKÈ ð ʮʝ ʜʦʩʪʫʧʥʘ ʚ ʫʩʴʦʤʫ ʩʚʽʪʽ ʙʘʟʘ ʟʥʘʥʴ ʧʨʦ ʪʘʢʪʠʢʫ ʪʘ 

ʧʨʠʡʦʤʠ ʧʨʦʪʠʚʥʠʢʘ, ʟʘʩʥʦʚʘʥʘ ʥʘ ʨʝʘʣʴʥʠʭ ʩʧʦʩʪʝʨʝʞʝʥʥʷʭ. ɹʘʟʘ ʟʥʘʥʴ 

ATT&CK ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʷʢ ʦʩʥʦʚʘ ʜʣʷ ʨʦʟʨʦʙʢʠ ʢʦʥʢʨʝʪʥʠʭ ʤʦʜʝʣʝʡ 

ʟʘʛʨʦʟ ʽ ʤʝʪʦʜʦʣʦʛʽʡ ʫ ʧʨʠʚʘʪʥʦʤʫ ʩʝʢʪʦʨʽ, ʚ ʫʨʷʜʽ ʪʘ ʚ ʩʧʽʣʴʥʦʪʽ ʧʨʦʜʫʢʪʽʚ ʽ 

ʧʦʩʣʫʛ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

ʉʪʚʦʨʶʶʯʠ ATT&CK, MITER ʚʠʢʦʥʫʻ ʩʚʦʶ ʤʽʩʽʶ ʟ ʚʠʨʽʰʝʥʥʷ ʧʨʦʙʣʝʤ 

ʜʣʷ ʙʝʟʧʝʯʥʽʰʦʛʦ ʩʚʽʪʫ, ʦʙôʻʜʥʫʶʯʠ ʩʧʽʣʴʥʦʪʠ ʜʣʷ ʨʦʟʨʦʙʢʠ ʙʽʣʴʰ ʝʬʝʢʪʠʚʥʦʾ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. ATT&CK ʚʽʜʢʨʠʪʠʡ ʽ ʜʦʩʪʫʧʥʠʡ ʙʫʜʴ-ʷʢʽʡ ʦʩʦʙʽ ʯʠ ʦʨʛʘʥʽʟʘʮʽʾ 

ʜʣʷ ʙʝʟʢʦʰʪʦʚʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ. 

ʅʘʚʝʜʝʤʦ ʥʘʡʧʦʰʠʨʝʥʽʰʽ ʪʠʧʠ ʤʝʨʝʞʥʠʭ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ (Most Common 

Types of Cyber Attacks) ʚ ʧʘʢʝʪʥʠʭ ʤʝʨʝʞʘʭ (ʛʦʣʦʚʥʠʤ ʯʠʥʦʤ, ʢʦʤʧôʶʪʝʨʥʠʭ 

ʤʝʨʝʞʘʭ ʥʘ ʙʘʟʽ ɯʈ): 

1. Malware-based attacks; 

2. Phishing attacks; 

3. Man-in-the-middle attacks; 

4. Denial of Service attacks; 

5. SQL injection attacks; 

6. DNS tunneling; 

7. Zero-day exploits; 

8. Password attacks; 

9. Drive-by download attacks; 

10. Cross-site scripting (XSS) attacks; 

11. Rootkits; 
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12. DNS spoofing; 

13. Internet of Things (IoT) attacks; 

14. Session hijacking; 

15. URL manipulation; 

16. Cryptojacking; 

17. Inside threats. 

 

4.1. ȬɞɌɖɔ əɌ ɚɝəɚɎɱ ɓɗɚɎɘɔɝəɚɏɚ ɛɜɚɏɜɌɘəɚɏɚ 

ɓɌɍɑɓɛɑɣɑəəɫ 

 

Malware- based attacks  - ʘʪʘʢʠ ʥʘ ʦʩʥʦʚʽ ʟʣʦʚʤʠʩʥʦʛʦ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ (ʚʠʤʘʛʘʯʽʚ, ʪʨʦʷʥʽʚ ʪʦʱʦ). 

ɿʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʦʟʥʘʯʘʻ çʟʣʦʚʤʠʩʥʝ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷè, ʷʢʝ ʧʨʠʟʥʘʯʝʥʝ ʜʣʷ ʧʝʨʝʨʠʚʘʥʥʷ ʘʙʦ ʚʠʢʨʘʜʝʥʥʷ 

ʜʘʥʠʭ ʽʟ ʢʦʤʧôʶʪʝʨʥʦʾ ʤʝʨʝʞʽ ʯʠ ʩʝʨʚʝʨʘ. 

ʍʘʢʝʨʠ ʦʙʤʘʥʦʤ ʟʤʫʰʫʶʪʴ ʚʘʩ ʚʩʪʘʥʦʚʠʪʠ ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘ ʚʘʰʽ ʧʨʠʩʪʨʦʾ. ʇʽʩʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟʣʦʚʤʠʩʥʠʡ ʩʮʝʥʘʨʽʡ 

ʚʠʢʦʥʫʻʪʴʩʷ ʫ ʬʦʥʦʚʦʤʫ ʨʝʞʠʤʽ ʪʘ ʦʙʭʦʜʠʪʴ ʚʘʰʫ ʙʝʟʧʝʢʫ, ʥʘʜʘʶʯʠ ʭʘʢʝʨʘʤ 

ʜʦʩʪʫʧ ʜʦ ʚʘʰʠʭ ʢʦʥʬʽʜʝʥʮʽʡʥʠʭ ʜʘʥʠʭ ʽ ʤʦʞʣʠʚʽʩʪʴ ʥʘʚʽʪʴ ʧʝʨʝʭʦʧʠʪʠ 

ʢʦʥʪʨʦʣʴ.  

ʐʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʻ ʦʜʥʽʻʶ ʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʢʽʙʝʨʘʪʘʢ. 

ɺʠ ʧʦʚʠʥʥʽ ʟʥʘʪʠ ʧʨʦ ʮʽ ʚʘʨʽʘʮʽʾ. 

Å Ransomware ʇʨʦʛʨʘʤʠ-ʚʠʤʘʛʘʯʽ: ʮʝʡ ʪʠʧ ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤ ʰʠʬʨʫʻ 

ʬʘʡʣʠ ʫ ʚʘʰʽʡ ʩʠʩʪʝʤʽ ʪʘ ʙʣʦʢʫʻ ʜʦʩʪʫʧ, ʜʦʢʠ ʚʠ ʥʝ ʟʘʧʣʘʪʠʪʝ çʚʠʢʫʧè 

(ʟʘʟʚʠʯʘʡ ʫ ʢʨʠʧʪʦʚʘʣʶʪʽ). ɸʪʘʢʠ ʣʠʰʝ ʟ ʤʝʪʦʶ ʚʠʤʘʛʘʥʥʷ ʧʦʜʽʙʥʽ ʜʦ ʧʨʦʛʨʘʤ-

ʚʠʤʘʛʘʯʽʚ ʪʠʤ, ʱʦ ʚʠʤʘʛʘʶʪʴ ʧʣʘʪʫ ʟʘ ʚʠʢʨʘʜʝʥʫ ʢʦʥʬʽʜʝʥʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ. 

ʆʜʥʘʢ ʪʘʢʽ ʢʨʘʜʽʞʢʠ ʜʘʥʠʭ ʥʝ ʩʪʦʩʫʶʪʴʩʷ ʟʣʦʚʤʠʩʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ ʰʠʬʨʫʻ ʜʘʥʽ, ʘʙʦ ʢʣʶʯʽʚ ʜʝʰʠʬʨʫʚʘʥʥʷ. 
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Å Spyware ʐʧʠʛʫʥʩʴʢʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ: ʷʢ ʚʠʧʣʠʚʘʻ ʟ ʥʘʟʚʠ, ʮʝʡ 

ʪʠʧ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʪʝʞʠʪʴ ʟʘ ʚʘʰʦʶ ʜʽʷʣʴʥʽʩʪʶ ʪʘ 

ʥʘʜʩʠʣʘʻ ʜʘʥʽ ʥʘʟʘʜ ʭʘʢʝʨʫ. ʎʝ ʤʦʞʝ ʚʢʣʶʯʘʪʠ ʙʘʥʢʽʚʩʴʢʽ ʨʝʢʚʽʟʠʪʠ, ʣʦʛʽʥʠ ʪʘ 

ʧʘʨʦʣʽ. 

Å Keyloggers ʂʝʡʣʦʛʛʝʨʠ: ʂʝʡʣʦʛʛʝʨʠ ʩʭʦʞʽ ʥʘ ʰʧʠʛʫʥʩʴʢʝ ʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʟʘ ʚʠʥʷʪʢʦʤ ʪʦʛʦ, ʱʦ ʚʦʥʠ ʚʽʜʩʪʝʞʫʶʪʴ ʚʘʰʫ ʜʽʷʣʴʥʽʩʪʴ. ʋʩʝ, 

ʱʦ ʚʠ ʚʚʦʜʠʪʝ (ʽ ʩʘʡʪ, ʥʘ ʷʢʦʤʫ ʚʠ ʮʝ ʚʚʦʜʠʪʝ), ʥʘʜʩʠʣʘʻʪʴʩʷ ʭʘʢʝʨʫ ʪʘ ʤʦʞʝ 

ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʦ ʜʣʷ ʰʘʥʪʘʞʫ ʯʠ ʢʨʘʜʽʞʢʠ ʦʩʦʙʠʩʪʠʭ ʜʘʥʠʭ. 

Å Trojans ʊʨʦʷʥʠ: ʥʘʟʚʘʥʽ ʥʘ ʯʝʩʪʴ ʚʽʜʦʤʦʛʦ ʪʨʦʷʥʩʴʢʦʛʦ ʢʦʥʷ, ʮʽ ʪʠʧʠ 

ʟʣʦʚʤʠʩʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ çʭʦʚʘʶʪʴʩʷè ʚʩʝʨʝʜʠʥʽ ʟʘʢʦʥʥʦʛʦ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʅʘʧʨʠʢʣʘʜ, ʚʠ ʤʦʞʝʪʝ ʟʘʚʘʥʪʘʞʠʪʠ ʪʝ, ʱʦ, ʥʘ ʚʘʰʫ 

ʜʫʤʢʫ, ʻ ʘʥʪʠʚʽʨʫʩʥʠʤ ʧʨʦʛʨʘʤʥʠʤ ʟʘʙʝʟʧʝʯʝʥʥʷʤ, ʣʠʰʝ ʱʦʙ ʟʘʨʘʟʠʪʠ ʚʘʰ 

ʧʨʠʩʪʨʽʡ.  

Å Viruses ɺʽʨʫʩʠ: ʚʽʨʫʩʠ ʧʨʠʻʜʥʫʶʪʴʩʷ ʜʦ ʧʨʦʛʨʘʤ ʽ ʬʘʡʣʽʚ ʽ 

ʟʘʧʫʩʢʘʶʪʴʩʷ, ʢʦʣʠ ʚʠ ʾʭ ʚʽʜʢʨʠʚʘʻʪʝ. ʇʽʩʣʷ ʘʢʪʠʚʘʮʽʾ ʚʽʨʫʩ ʤʦʞʝ 

ʩʘʤʦʨʦʟʤʥʦʞʫʚʘʪʠʩʷ ʙʝʟ ʚʘʰʦʛʦ ʚʽʜʦʤʘ ʪʘ ʫʧʦʚʽʣʴʥʶʚʘʪʠ ʨʦʙʦʪʫ ʚʘʰʦʛʦ 

ʧʨʠʩʪʨʦʶ ʯʠ ʟʥʠʱʫʚʘʪʠ ʜʘʥʽ. ɯʩʥʫʶʪʴ ʪʘʢʦʞ çʭʨʦʙʘʢʠè, ʪʦʙʪʦ ʚʽʨʫʩʠ, ʷʢʽ 

ʧʝʨʝʤʽʱʫʶʪʴʩʷ ʧʦ ʚʘʰʽʡ ʤʝʨʝʞʽ ʚʽʜ ʦʜʥʦʛʦ ʟʘʨʘʞʝʥʦʛʦ ʢʦʤʧôʶʪʝʨʘ ʜʦ ʽʥʰʦʛʦ, 

ʥʘʜʘʶʯʠ ʭʘʢʝʨʘʤ ʚʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ ʜʦ ʚʩʽʻʾ ʚʘʰʦʾ ʩʠʩʪʝʤʠ. 

ɸʪʘʢʠ ʟʣʦʚʤʠʩʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʦʞʫʪʴ ʩʪʘʪʠʩʷ ʟ ʦʢʨʝʤʠʤʠ 

ʦʩʦʙʘʤʠ, ʥʘʧʨʠʢʣʘʜ, ʢʦʣʠ ʚʠ ʚʽʜʢʨʠʚʘʻʪʝ ʧʦʩʠʣʘʥʥʷ ʫ ʬʽʰʠʥʛʦʚʦʤʫ ʣʠʩʪʽ. ɸʣʝ 

ʚʦʥʠ ʪʘʢʦʞ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʥʘʧʘʜʫ ʥʘ ʧʽʜʧʨʠʻʤʩʪʚʘ ʪʘ ʦʨʛʘʥʽʟʘʮʽʾ. 

 

4.2. ɀɱɤɔəɏɚɎɱ ɌɞɌɖɔ 

 

Phishing attacks -  ɦ̔ ʰʠʥʛʦʚʽ ʘʪʘʢʠ (ʬʽʰʠʥʛ, ʢʠʪʦʙʽʡ 

ʪʦʱʦ). ʌʽʰʠʥʛʦʚʘ ʘʪʘʢʘ ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʢʽʙʝʨʟʣʦʯʠʥʝʮʴ 

ʥʘʜʩʠʣʘʻ ʚʘʤ ʰʘʭʨʘʡʩʴʢʠʡ ʝʣʝʢʪʨʦʥʥʠʡ ʣʠʩʪ, ʪʝʢʩʪʦʚʝ 
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ʧʦʚʽʜʦʤʣʝʥʥʷ (ʪʘʢ ʟʚʘʥʠʡ çʩʤʽʰʠʥʛè ñsmishingò) ʘʙʦ ʪʝʣʝʬʦʥʥʠʡ ʜʟʚʽʥʦʢ (ʪʘʢ 

ʟʚʘʥʠʡ çʚʽʰʠʥʛè ñvishingò). ʈʦʙʠʪʴʩʷ ʪʘʢ, ʱʦʙ ʙʫʣʦ ʩʭʦʞʝ, ʱʦ ʮʽ ʧʦʚʽʜʦʤʣʝʥʥʷ 

ʥʘʜʽʩʣʘʥʦ ʦʬʽʮʽʡʥʦʶ ʦʩʦʙʦʶ, ʦʩʦʙʦʶ ʯʠ ʢʦʤʧʘʥʽʻʶ, ʷʢʽʡ ʚʠ ʜʦʚʽʨʷʻʪʝ, ʷʢ-ʦʪ 

ʚʘʰ ʙʘʥʢ, ʉɹʋ ʘʙʦ ʪʘʢʘ ʢʦʤʧʘʥʽʷ, ʷʢ Microsoft, Apple ʘʙʦ Netflix. ɼʘʥʽ ʘʪʘʢʠ 

ʚʽʜʥʦʩʷʪʴʩʷ ʜʦ ʘʪʘʢ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ (ʥʠʞʯʝ ʙʫʜʝ ʨʦʟʛʣʷʥʫʪʦ ʙʽʣʴʰ 

ʜʝʪʘʣʴʥʦ). 

ʅʘʩʧʨʘʚʜʽ ʮʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʥʘʜʩʠʣʘʶʪʴ ʩʘʤʦʟʚʘʥʮʽ. ʗʢʱʦ ʫ ʚʽʜʧʦʚʽʜʴ ʚʠ 

ʥʘʜʘʩʪʝ ʢʦʥʬʽʜʝʥʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ, ʷʢ-ʦʪ ʧʘʨʦʣʴ, ʚʦʥʠ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʘʪʠ ʾʾ, 

ʱʦʙ ʟʘʚʦʣʦʜʽʪʠ ʚʘʰʠʤʠ ʦʙʣʽʢʦʚʠʤʠ ʟʘʧʠʩʘʤʠ.  

ʌʽʰʠʥʛʦʚʽ ʪʘ ʩʤʽʰʠʥʛʦʚʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʪʘʢʦʞ ʤʦʞʫʪʴ ʚʢʘʟʫʚʘʪʠ ʚʘʤ 

ʥʘʪʠʩʥʫʪʠ ʧʦʩʠʣʘʥʥʷ ʘʙʦ ʚʽʜʢʨʠʪʠ ʚʢʣʘʜʝʥʥʷ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ, ʷʢʝ ʘʙʦ 

ʟʘʚʘʥʪʘʞʠʪʴ ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘ ʚʘʰ ʧʨʠʩʪʨʽʡ, ʘʙʦ ʧʝʨʝʰʣʝ 

ʚʘʩ ʥʘ ʬʽʰʠʥʛʦʚʠʡ ʩʘʡʪ, ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʚʠʢʨʘʜʝʥʥʷ ʚʘʰʦʾ ʽʥʬʦʨʤʘʮʽʾ.  

ʋ ʙʘʛʘʪʴʦʭ ʚʠʧʘʜʢʘʭ ʬʽʰʠʥʛʦʚʽ ʘʪʘʢʠ ʨʦʟʢʨʠʚʘʶʪʴ ʰʠʨʦʢʫ ʤʝʨʝʞʫ ʡ ʥʝ 

ʥʘʮʽʣʝʥʽ ʥʘ ʢʦʥʢʨʝʪʥʠʭ ʦʩʽʙ (ʮʝ ʧʦʣʝʛʰʫʻ ʾʭ ʽʜʝʥʪʠʬʽʢʘʮʽʶ). ʆʜʥʘʢ ʻ ʢʽʣʴʢʘ 

ʥʦʚʠʭ ʬʽʰʠʥʛʦʚʠʭ ʢʽʙʝʨʘʪʘʢ, ʷʢʽ ʻ ʙʽʣʴʰ ʮʽʣʝʩʧʨʷʤʦʚʘʥʠʤʠ ʪʘ ʾʭ ʚʘʞʯʝ 

ʧʦʤʽʪʠʪʠ. ɼʦ ʥʠʭ ʥʘʣʝʞʘʪʴ: 

Å Spear phishing attacks  ʌʽʰʠʥʛʦʚʽ ʘʪʘʢʠ: ʮʽ ʘʪʘʢʠ ʟʘʟʚʠʯʘʡ 

ʥʘʜʩʠʣʘʶʪʴʩʷ ʝʣʝʢʪʨʦʥʥʦʶ ʧʦʰʪʦʶ ʪʘ ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʧʝʚʥʫ ʦʩʦʙʫ. ʍʘʢʝʨ 

ʚʠʢʦʨʠʩʪʘʻ ʚʘʰʫ ʦʩʦʙʠʩʪʫ ʽʥʬʦʨʤʘʮʽʶ, ʷʢʫ ʚʽʥ ʢʫʧʠʚ ʫ Dark Web (ʘʙʦ ʟʥʘʡʰʦʚ 

ʫ ʚʘʰʦʤʫ ʦʥʣʘʡʥ-ʩʣʽʜʽ ʪʘ ʚ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞʘʭ), ʱʦʙ ʟʨʦʙʠʪʠ ʾʾ ʙʽʣʴʰ 

ʧʨʘʚʜʦʧʦʜʽʙʥʦʶ ʪʘ ʟʤʫʩʠʪʠ ʚʘʩ ʥʘʪʠʩʥʫʪʠ ʧʦʩʠʣʘʥʥʷ.  

Å Whaling  ʂʠʪʦʙʽʡʥʠʡ ʧʨʦʤʠʩʝʣ: ʢʠʪʦʚʘ ʬʽʰʠʥʛʦʚʘ ʘʪʘʢʘ ʚʽʜʙʫʚʘʻʪʴʩʷ, 

ʢʦʣʠ ʭʘʢʝʨ ʘʪʘʢʫʻ ʚʠʩʦʢʦʧʦʩʪʘʚʣʝʥʠʭ ʦʩʽʙ, ʥʘʧʨʠʢʣʘʜ ʛʝʥʝʨʘʣʴʥʠʭ ʜʠʨʝʢʪʦʨʽʚ 

ʽ ʢʝʨʽʚʥʠʢʽʚ. ʄʝʪʘ ð ʚʠʢʨʘʩʪʠ ʾʭʥʽ ʦʙʣʽʢʦʚʽ ʜʘʥʽ ʪʘ ʦʪʨʠʤʘʪʠ ʙʝʢʜʦʨʥʠʡ ʜʦʩʪʫʧ 

ʜʦ ʤʝʨʝʞʽ ʾʭʥʴʦʾ ʢʦʤʧʘʥʽʾ.  

Å Angler phishing attacks  ʌʽʰʠʥʛʦʚʽ ʘʪʘʢʠ Angler: ʘʪʘʢʘ Angler ð ʮʝ 

ʥʦʚʠʡ ʪʠʧ ʬʽʰʠʥʛʦʚʦʛʦ ʰʘʭʨʘʡʩʪʚʘ, ʫ ʷʢʦʤʫ ʭʘʢʝʨ çʚʠʤʘʥʶʻè ʢʦʨʠʩʪʫʚʘʯʽʚ ʫ 

ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞʘʭ, ʚʠʜʘʶʯʠ ʩʝʙʝ ʟʘ ʦʙʣʽʢʦʚʠʡ ʟʘʧʠʩ ʩʣʫʞʙʠ ʧʽʜʪʨʠʤʢʠ 
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ʢʣʽʻʥʪʽʚ ʚʽʜʦʤʦʾ ʢʦʤʧʘʥʽʾ. ʐʘʭʨʘʾ ʩʪʚʦʨʶʶʪʴ ʦʙʣʽʢʦʚʽ ʟʘʧʠʩʠ ʥʘ ʢʰʪʘʣʪ 

ç@AmazonHelp$è, ʘ ʧʦʪʽʤ ʘʚʪʦʤʘʪʠʯʥʦ ʚʽʜʧʦʚʽʜʘʶʪʴ ʥʘ ʚʽʜʧʦʚʽʜʥʽ 

ʧʦʚʽʜʦʤʣʝʥʥʷ, ʥʘʜʘʶʯʠ ʧʦʩʠʣʘʥʥʷ ʜʣʷ ʩʧʽʣʢʫʚʘʥʥʷ ʟ çʧʨʝʜʩʪʘʚʥʠʢʦʤè. ɸʣʝ 

ʥʘʩʧʨʘʚʜʽ ʮʝ ʰʘʭʨʘʡʩʪʚʦ, ʧʨʠʟʥʘʯʝʥʝ ʜʣʷ ʚʠʢʨʘʜʝʥʥʷ ʚʘʰʦʾ ʽʥʬʦʨʤʘʮʽʾ. 

ʐʘʭʨʘʾ ʩʪʘʶʪʴ ʚʩʝ ʙʽʣʴʰ ʚʠʪʦʥʯʝʥʠʤʠ ʟ ʬʽʰʠʥʛʦʚʠʤʠ ʘʪʘʢʘʤʠ, ʱʦ 

ʫʩʢʣʘʜʥʶʻ ʽʜʝʥʪʠʬʽʢʘʮʽʶ, ʢʦʣʠ ʚʠ ʻ ʮʽʣʣʶ.  

ʍʦʨʦʰʠʤ ʝʤʧʽʨʠʯʥʠʤ ʧʨʘʚʠʣʦʤ ʻ ʟʘʚʞʜʠ ʩʪʘʚʠʪʠ ʧʽʜ ʩʫʤʥʽʚ ʥʝʙʘʞʘʥʽ 

ʧʦʚʽʜʦʤʣʝʥʥʷ, ʦʩʦʙʣʠʚʦ ʚʽʜ ʪʠʭ, ʭʪʦ ʩʪʚʝʨʜʞʫʻ, ʱʦ ʻ ʧʨʝʜʩʪʘʚʥʠʢʦʤ ʫʨʷʜʦʚʦʾ 

ʫʩʪʘʥʦʚʠ ʯʠ ʚʝʣʠʢʦʾ ʢʦʨʧʦʨʘʮʽʾ. ʗʢʱʦ ʚʦʥʠ ʜʟʚʦʥʷʪʴ ʘʙʦ ʥʘʜʩʠʣʘʶʪʴ ʚʘʤ 

ʧʦʚʽʜʦʤʣʝʥʥʷ, ʟʚôʷʞʽʪʴʩʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟ ʢʦʤʧʘʥʽʻʶ, ʦʪʨʠʤʘʚʰʠ ʢʦʥʪʘʢʪʥʫ 

ʽʥʬʦʨʤʘʮʽʶ ʟ ʾʭ ʚʝʙ-ʩʘʡʪʫ, ʟʘʤʽʩʪʴ ʪʦʛʦ, ʱʦʙ ʩʧʽʣʢʫʚʘʪʠʩʷ ʟ ʧʦʚʽʜʦʤʣʝʥʥʷʤ. 

 

4.3. ȬɞɌɖɔ ɞɔɛɟ çɗɪɐɔəɌ ɛɚɝɑɜɑɐɔəɱè 

 

Man- in - the - middle attacks  ɸʪʘʢʠ ʪʠʧʫ çʣʶʜʠʥʘ 

ʧʦʩʝʨʝʜʠʥʽè. ɸʪʘʢʘ "ʣʶʜʠʥʘ ʧʦʩʝʨʝʜʠʥʽ" (MitM) ʚʠʥʠʢʘʻ, 

ʢʦʣʠ ʟʣʦʚʤʠʩʥʠʢʠ ʧʝʨʝʭʦʧʣʶʶʪʴ ʜʘʥʽ ʘʙʦ ʢʦʤʧʨʦʤʝʪʫʶʪʴ 

ʚʘʰʫ ʤʝʨʝʞʫ, ʱʦʙ "ʧʽʜʩʣʫʭʘʪʠ" ʚʘʩ. ʎʽ ʘʪʘʢʠ ʦʩʦʙʣʠʚʦ ʧʦʰʠʨʝʥʽ ʧʽʜ ʯʘʩ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʫʙʣʽʯʥʠʭ ʤʝʨʝʞ Wi-Fi, ʷʢʽ ʤʦʞʥʘ ʣʝʛʢʦ ʟʣʘʤʘʪʠ.  

ʅʘʧʨʠʢʣʘʜ, ʩʢʘʞʽʤʦ, ʚʠ ʢʦʨʠʩʪʫʻʪʝʩʷ Wi-Fi ʫ Starbucks ʽ ʚʘʤ ʧʦʪʨʽʙʥʦ 

ʧʝʨʝʚʽʨʠʪʠ ʙʘʣʘʥʩ ʩʚʦʛʦ ʙʘʥʢʽʚʩʴʢʦʛʦ ʨʘʭʫʥʢʫ. ʂʦʣʠ ʚʠ ʚʭʦʜʠʪʝ ʚ ʩʠʩʪʝʤʫ, 

ʭʘʢʝʨ ʤʦʞʝ ʧʝʨʝʭʦʧʠʪʠ ʚʘʰʽ ʜʘʥʽ ʪʘ ʟʘʭʦʧʠʪʠ ʚʘʰʝ ʽʤôʷ ʢʦʨʠʩʪʫʚʘʯʘ ʪʘ ʧʘʨʦʣʴ 

(ʘ ʧʽʟʥʽʰʝ ʟʣʠʪʠ ʚʘʰ ʦʙʣʽʢʦʚʠʡ ʟʘʧʠʩ).  

ɸʪʘʢʠ MitM ʪʘʢʦʞ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ çʧʽʜʨʦʙʢʠè ʨʦʟʤʦʚ. ʍʘʢʝʨʠ 

ʚʪʨʫʯʘʶʪʴʩʷ ʫ ʚʘʰʫ ʨʦʟʤʦʚʫ ʪʘ ʚʠʜʘʶʪʴ ʩʝʙʝ ʟʘ ʣʶʜʠʥʫ, ʟ ʷʢʦʶ ʚʠ ʜʫʤʘʻʪʝ, 

ʱʦ ʨʦʟʤʦʚʣʷʻʪʝ.  
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4.4. ȮɱɐɘɚɎɌ Ɏ ɚɍɝɗɟɏɚɎɟɎɌəəɱ 

 

Denial of Service (DOS) and Distributed Denial 

of Service (DDoS)  - ʚ̔ ʜʤʦʚʘ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ (DOS) ʽ 

ʨʦʟʧʦʜʽʣʝʥʘ ʚʽʜʤʦʚʘ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ (DDoS). ɹʘʛʘʪʦ 

ʢʽʙʝʨʘʪʘʢ ʤʘʶʪʴ ʥʘ ʤʝʪʽ ʧʝʨʝʚʘʥʪʘʞʠʪʠ ʩʝʨʚʝʨʠ, ʟʤʫʰʫʶʯʠ ʩʣʫʞʙʠ 

ʚʠʤʠʢʘʪʠʩʷ.  ɸʪʘʢʘ ʥʘ ʚʽʜʤʦʚʫ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ (DOS) ʚʠʥʠʢʘʻ, ʢʦʣʠ ʭʘʢʝʨʠ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʧʦʤʠʣʢʦʚʽ ʟʘʧʠʪʠ ʪʘ ʪʨʘʬʽʢ, ʱʦʙ ʧʝʨʝʚʘʥʪʘʞʠʪʠ ʩʠʩʪʝʤʫ ʪʘ 

ʚʠʤʢʥʫʪʠ ʾʾ. ʈʦʟʧʦʜʽʣʝʥʘ ʘʪʘʢʘ ʥʘ ʚʽʜʤʦʚʫ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ (DDoS) ð ʮʝ ʪʦʡ 

ʩʘʤʠʡ ʪʠʧ ʘʪʘʢʠ, ʟʘ ʚʠʥʷʪʢʦʤ ʪʦʛʦ, ʱʦ ʭʘʢʝʨ ʚʠʢʦʨʠʩʪʦʚʫʻ ʢʽʣʴʢʘ ʟʣʘʤʘʥʠʭ 

ʧʨʠʩʪʨʦʾʚ ʦʜʥʦʯʘʩʥʦ.  

ʄʝʪʦʶ ʮʠʭ ʢʽʙʝʨʘʪʘʢ ʟʘʟʚʠʯʘʡ ʻ ʥʝ ʚʠʢʨʘʜʝʥʥʷ ʜʘʥʠʭ, ʘ ʟʫʧʠʥʢʘ ʘʙʦ ʥʘʚʽʪʴ 

ʧʨʠʧʠʥʝʥʥʷ ʙʽʟʥʝʩ-ʦʧʝʨʘʮʽʡ. DDoS-ʘʪʘʢʠ ʟʘʢʨʠʣʠ ʪʘʢʽ ʩʘʡʪʠ, ʷʢ Twitter, 

SoundCloud ʽ Spotify, ʽ ʥʘʚʽʪʴ ʩʝʨʡʦʟʥʦ ʧʦʰʢʦʜʠʣʠ AWS Amazon. 

  

4.5. ȬɞɌɖɔ SQL ɱə'ɯɖɢɱɲ 

 

SQL injection attacks  - ʘʪʘʢʠ SQL ʽʥ'ʻʢʮʽʾ. ɹʽʣʴʰʽʩʪʴ 

ʚʝʙ-ʩʘʡʪʽʚ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʙʘʟʠ ʜʘʥʠʭ SQL ʜʣʷ ʟʙʝʨʽʛʘʥʥʷ 

ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʷʢ-ʦʪ ʣʦʛʽʥʠ, ʧʘʨʦʣʽ ʪʘ ʜʘʥʽ 

ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ. ʍʘʢʝʨʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʘʪʘʢʫ SQL-ʽʥôʻʢʮʽʾ, ʱʦʙ 

çʦʙʤʘʥʦʤè ʟʤʫʩʠʪʠ ʙʘʟʫ ʜʘʥʠʭ ʥʘʜʘʪʠ ʮʶ ʽʥʬʦʨʤʘʮʽʶ.  

ʎʽ ʘʪʘʢʠ ʻ ʪʨʦʭʠ ʪʝʭʥʽʯʥʠʤʠ, ʘʣʝ ʚʦʥʠ ʟʚʦʜʷʪʴʩʷ ʜʦ ʪʦʛʦ, ʱʦ ʭʘʢʝʨ ʚʚʦʜʠʪʴ 

ʧʦʧʝʨʝʜʥʴʦ ʚʠʟʥʘʯʝʥʽ ʢʦʤʘʥʜʠ SQL ʫ ʧʦʣʝ ʚʚʝʜʝʥʥʷ ʜʘʥʠʭ (ʥʘʧʨʠʢʣʘʜ, ʧʦʣʝ 

ʜʣʷ ʚʭʦʜʫ ʯʠ ʧʘʨʦʣʷ). ʎʽ ʢʦʤʘʥʜʠ ʤʦʞʫʪʴ ʯʠʪʘʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ, 

ʟʤʽʥʶʚʘʪʠ ʜʘʥʽ ʙʘʟʠ ʜʘʥʠʭ ʘʙʦ ʥʘʚʽʪʴ ʟʘʧʫʩʢʘʪʠ ʚʠʢʦʥʘʚʯʽ ʬʫʥʢʮʽʾ (ʥʘʧʨʠʢʣʘʜ, 

ʚʠʤʠʢʘʪʠ ʩʠʩʪʝʤʫ).   
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4.6. ȾɟəɑɗɪɎɌəəɫ DNS 

 

DNS tunneling  - ʪʫʥʝʣʶʚʘʥʥʷ DNS ï ʮʝ ʪʠʧ ʢʽʙʝʨʘʪʘʢʠ, 

ʷʢʠʡ ʭʘʢʝʨʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ, ʱʦʙ ʦʙʽʡʪʠ ʪʨʘʜʠʮʽʡʥʽ ʩʠʩʪʝʤʠ 

ʙʝʟʧʝʢʠ, ʪʘʢʽ ʷʢ ʙʨʘʥʜʤʘʫʝʨʠ, ʱʦʙ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ 

ʩʠʩʪʝʤ ʽ ʤʝʨʝʞ. ʍʘʢʝʨʠ ʢʦʜʫʶʪʴ ʰʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ ʚ DNS-ʟʘʧʠʪʘʭ ʽ 

ʚʽʜʧʦʚʽʜʷʭ (ʷʢʽ ʙʽʣʴʰʽʩʪʴ ʧʨʦʛʨʘʤ ʙʝʟʧʝʢʠ ʽʛʥʦʨʫʶʪʴ).  

ʂʦʣʠ ʧʨʦʛʨʘʤʘ ʧʦʪʨʘʧʣʷʻ ʚʩʝʨʝʜʠʥʫ, ʚʦʥʘ ʟʘʤʠʢʘʻʪʴʩʷ ʥʘ ʮʽʣʴʦʚʦʤʫ 

ʩʝʨʚʝʨʽ, ʥʘʜʘʶʯʠ ʭʘʢʝʨʘʤ ʚʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ.  

ɸʪʘʢʠ DNS-ʪʫʥʝʣʶʚʘʥʥʷ ʦʩʦʙʣʠʚʦ ʥʝʙʝʟʧʝʯʥʽ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʯʘʩʪʦ 

ʟʘʣʠʰʘʶʪʴʩʷ ʥʝʧʦʤʽʯʝʥʠʤʠ ʧʨʦʪʷʛʦʤ ʜʥʽʚ, ʪʠʞʥʽʚ ʘʙʦ ʤʽʩʷʮʽʚ. ɿʘ ʮʝʡ ʯʘʩ 

ʢʽʙʝʨʟʣʦʯʠʥʮʽ ʤʦʞʫʪʴ ʚʠʢʨʘʩʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ, ʟʤʽʥʠʪʠ ʢʦʜ, ʚʩʪʘʥʦʚʠʪʠ 

ʥʦʚʽ ʪʦʯʢʠ ʜʦʩʪʫʧʫ ʪʘ ʥʘʚʽʪʴ ʚʩʪʘʥʦʚʠʪʠ ʰʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ.  

ɺʞʠʚʘʡʪʝ ʟʘʭʦʜʽʚ: ʷʢʱʦ ʭʘʢʝʨʠ ʦʪʨʠʤʘʶʪʴ ʜʦʩʪʫʧ ʜʦ ʚʘʰʠʭ ʧʨʠʩʪʨʦʾʚ, 

ʚʦʥʠ ʤʦʞʫʪʴ ʟʣʘʤʘʪʠ ʚʘʰ ʦʥʣʘʡʥ-ʙʘʥʢʽʚʩʴʢʠʡ ʨʘʭʫʥʦʢ ʘʙʦ ʚʟʷʪʠ ʢʨʝʜʠʪʠ ʥʘ 

ʚʘʰʝ ʽʤôʷ. ʉʧʨʦʙʫʡʪʝ ʩʣʫʞʙʫ ʟʘʭʠʩʪʫ ʚʽʜ ʢʨʘʜʽʞʢʠ ʦʩʦʙʠʩʪʠʭ ʜʘʥʠʭ, ʱʦʙ 

ʩʪʝʞʠʪʠ ʟʘ ʩʚʦʾʤʠ ʬʽʥʘʥʩʘʤʠ ʪʘ ʧʦʧʝʨʝʜʞʘʪʠ ʚʘʩ ʧʨʦ ʰʘʭʨʘʡʩʪʚʦ. 

 

4.7. ȱɖɝɛɗɚɕɞɔ ɞɌ ɌɞɌɖɔ əɟɗɨɚɎɚɏɚ ɐəɫ 

 

Zero - day exploits and attacks  - ʝʢʩʧʣʦʡʪʠ ʥʫʣʴʦʚʦʛʦ 

ʜʥʷ ð ʮʝ ʚʨʘʟʣʠʚʦʩʪʽ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʷʢʽ ʽʩʥʫʶʪʴ ʫ ʧʨʦʛʨʘʤʥʦʤʫ 

ʟʘʙʝʟʧʝʯʝʥʥʽ ʯʠ ʤʝʨʝʞʽ ʙʝʟ ʚʽʜʦʤʘ ʚʠʨʦʙʥʠʢʘ. ʅʘʧʨʠʢʣʘʜ, Apple 

ʤʦʞʝ ʚʠʧʫʩʪʠʪʠ ʥʦʚʫ ʚʝʨʩʽʶ iOS, ʷʢʘ ʚʠʧʘʜʢʦʚʦ ʤʽʩʪʠʪʴ ʩʧʦʩʽʙ ʜʣʷ ʭʘʢʝʨʽʚ 

ʚʠʢʨʘʩʪʠ ʚʘʰʫ ʽʥʬʦʨʤʘʮʽʶ iCloud. ʗʢ ʪʽʣʴʢʠ ʚʦʥʠ ʚʠʷʚʣʷʶʪʴ ʥʝʜʦʣʽʢ, 

ʘʪʘʢʦʚʘʥʘ ʢʦʤʧʘʥʽʷ ʤʘʻ çʥʫʣʴ ʜʥʽʚè, ʱʦʙ ʚʠʧʨʘʚʠʪʠ ʡʦʛʦ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʚʞʝ 

ʚʨʘʟʣʠʚʽ.  
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ɸʪʘʢʘ ʥʫʣʴʦʚʦʛʦ ʜʥʷ ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʭʘʢʝʨʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʮʽ 

ʚʨʘʟʣʠʚʦʩʪʽ, ʱʦʙ ʧʨʦʥʠʢʥʫʪʠ ʚ ʩʠʩʪʝʤʫ, ʱʦʙ ʚʠʢʨʘʩʪʠ ʜʘʥʽ ʘʙʦ ʟʘʚʜʘʪʠ ʰʢʦʜʠ. 

ʋ ʧʝʨʰʽ ʢʽʣʴʢʘ ʤʽʩʷʮʽʚ 2022 ʨʦʢʫ Microsoft, Google ʽ Apple ʤʘʣʠ ʚʠʧʨʘʚʠʪʠ 

ʧʦʤʠʣʢʠ ʥʫʣʴʦʚʦʛʦ ʜʥʷ.  

 

4.8. ȬɞɌɖɔ əɌ ɛɌɜɚɗɱ 

 

Password attacks  - ʘʪʘʢʠ ʥʘ ʧʘʨʦʣʽ ʚʢʣʶʯʘʶʪʴ ʙʫʜʴ-

ʷʢʽ ʢʽʙʝʨʘʪʘʢʠ, ʧʽʜ ʯʘʩ ʷʢʠʭ ʭʘʢʝʨʠ ʥʘʤʘʛʘʶʪʴʩʷ ʚʛʘʜʘʪʠ, 

ʟʘʩʪʦʩʫʚʘʪʠ ʛʨʫʙʫ ʩʠʣʫ ʘʙʦ ʦʙʤʘʥʦʤ ʟʤʫʩʠʪʠ ʚʘʩ ʥʘʜʘʪʠ ʚʘʰʽ 

ʧʘʨʦʣʽ.  

ɯʩʥʫʻ ʢʽʣʴʢʘ ʨʽʟʥʠʭ ʢʽʙʝʨʘʪʘʢ ʥʘ ʦʩʥʦʚʽ ʧʘʨʦʣʽʚ, ʧʨʦ ʷʢʽ ʚʘʤ ʩʣʽʜ ʟʥʘʪʠ. 

  

4.8.1. ȬɞɌɖɔ ɓ ɜɚɓɛɔɗɑəəɫɘ ɛɌɜɚɗɱɎ 

 

Password spraying  - ʘʪʘʢʠ ʟ ʨʦʟʧʠʣʝʥʥʷʤ ʧʘʨʦʣʽʚ ʚʽʜʙʫʚʘʶʪʴʩʷ, ʢʦʣʠ 

ʰʘʭʨʘʾ ʧʨʦʙʫʶʪʴ ʪʦʡ ʩʘʤʠʡ ʧʘʨʦʣʴ ʜʣʷ ʪʠʩʷʯ ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ, ʩʧʦʜʽʚʘʶʯʠʩʴ 

ʟʥʘʡʪʠ ʟʙʽʛ. ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʝ ʘʚʪʦʤʘʪʠʟʫʻ ʮʽ 

ʘʪʘʢʠ, ʟʣʦʚʤʠʩʥʠʢʠ ʤʦʞʫʪʴ ʥʘʮʽʣʠʪʠʩʷ ʥʘ ʪʠʩʷʯʽ ʨʽʟʥʠʭ ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ 

ʦʜʥʦʯʘʩʥʦ. ʍʘʢʝʨʠ ʢʦʨʠʩʪʫʶʪʴʩʷ ʪʠʤ ʬʘʢʪʦʤ, ʱʦ ʙʘʛʘʪʦ ʣʶʜʝʡ ʧʦʢʣʘʜʘʶʪʴʩʷ 

ʥʘ ʧʨʦʩʪʽ ʧʘʨʦʣʽ (ʘʙʦ ʧʦʚʪʦʨʥʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʾʭ ʜʣʷ ʨʽʟʥʠʭ ʦʙʣʽʢʦʚʠʭ 

ʟʘʧʠʩʽʚ), ʪʦʙʪʦ ʟʙʽʛ, ʰʚʠʜʰʝ ʟʘ ʚʩʝ, ʙʫʜʝ ʟʥʘʡʜʝʥʦ ʧʨʠʥʘʡʤʥʽ ʚ ʦʜʥʦʤʫ 

ʦʙʣʽʢʦʚʦʤʫ ʟʘʧʠʩʽ. ʅʘʧʨʠʢʣʘʜ, ʥʘʡʧʦʧʫʣʷʨʥʽʰʠʤ ʧʘʨʦʣʝʤ ʫ 2023 ʨ. ʙʫʚ 

ç12345è. 
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4.8.2. ȯɜɟɍɌ ɝɔɗɌ 

 

Brute force  - ʛʨʫʙʘ ʩʠʣʘ: ʘʪʘʢʘ ʛʨʫʙʦʶ ʩʠʣʦʶ ʚʽʜʙʫʚʘʻʪʴʩʷ, 

ʢʦʣʠ ʭʘʢʝʨʠ ʩʪʚʦʨʶʶʪʴ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʝ ʧʨʦʙʫʻ 

ʨʽʟʥʽ ʢʦʤʙʽʥʘʮʽʾ ʽʤʝʥ ʢʦʨʠʩʪʫʚʘʯʽʚ ʽ ʧʘʨʦʣʽʚ, ʧʦʢʠ ʥʝ ʟʥʘʡʜʝ ʪʦʡ, 

ʷʢʠʡ ʧʨʘʮʶʻ. ɺʦʥʠ ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʜʘʥʽ ʜʣʷ ʚʭʦʜʫ, ʷʢʽ ʧʨʦʩʦʯʫʶʪʴʩʷ ʚ 

ʪʝʤʥʫ ʤʝʨʝʞʫ, ʦʩʢʽʣʴʢʠ ʙʘʛʘʪʦ ʣʶʜʝʡ ʧʦʚʪʦʨʥʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʧʘʨʦʣʽ ʚ 

ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʘʭ (ʮʝ ʪʘʢʦʞ ʥʘʟʠʚʘʻʪʴʩʷ ʤʝʪʦʜʦʤ çʉʣʦʚʥʠʢè). 

 

4.8.3. ȬɞɌɖɔ ɝɚɢɱɌɗɨəɚɲ ɱəɒɑəɑɜɱɲ 

 

Social engineering  - ʩʦʮʽʘʣʴʥʘ ʽʥʞʝʥʝʨʽʷ: ʘʪʘʢʠ 

ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ ʚʽʜʙʫʚʘʶʪʴʩʷ, ʢʦʣʠ ʭʘʢʝʨʠ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʧʩʠʭʦʣʦʛʽʶ, ʱʦʙ ʦʙʤʘʥʦʤ ʟʤʫʩʠʪʠ ʚʘʩ ʥʘʜʘʪʠ 

ʩʚʽʡ ʧʘʨʦʣʴ. ʅʘʧʨʠʢʣʘʜ, ʚʦʥʠ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʘʪʠ ʬʽʰʠʥʛʦʚʠʡ ʝʣʝʢʪʨʦʥʥʠʡ 

ʣʠʩʪ, ʚʠʜʘʚʘʥʠʡ ʟʘ ʚʘʰ ʙʘʥʢ, ʽ ʟʤʫʩʠʪʠ ʚʘʩ çʧʽʜʪʚʝʨʜʠʪʠè ʜʘʥʽ ʩʚʦʛʦ ʨʘʭʫʥʢʫ. 

ɸʪʘʢʠ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ ʻ ʚʽʜʥʦʩʥʦ ʧʨʦʩʪʠʤʠ. ɺʩʝ, ʱʦ ʧʦʪʨʽʙʥʦ ʟʨʦʙʠʪʠ 

ʭʘʢʝʨʫ, ʮʝ ʧʝʨʝʢʦʥʘʪʠ ʦʜʥʫ ʤʘʣʦʽʥʬʦʨʤʦʚʘʥʫ, ʩʪʨʝʩʦʚʫ ʘʙʦ ʜʦʚʽʨʣʠʚʫ ʦʩʦʙʫ 

ʟʨʦʙʠʪʠ ʪʝ, ʱʦ ʚʦʥʠ ʛʦʚʦʨʷʪʴ. ɯ ʨʝʟʫʣʴʪʘʪʠ ʪʦʛʦ ʚʘʨʪʽ.  

ʇʽʜ ʯʘʩ ʦʜʥʽʻʾ ʟ ʥʘʡʛʫʯʥʽʰʠʭ ʘʪʘʢ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ ʚʩʽʭ ʯʘʩʽʚ ʭʘʢʝʨʠ 

ʦʙʤʘʥʦʤ ʟʤʫʩʠʣʠ ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ Twitter ʥʘʜʘʪʠ ʾʤ ʜʦʩʪʫʧ ʜʦ ʚʥʫʪʨʽʰʥʽʭ 

ʽʥʩʪʨʫʤʝʥʪʽʚ. ʇʦʪʽʤ ʭʘʢʝʨʠ ʚʠʢʨʘʣʠ ʦʙʣʽʢʦʚʽ ʟʘʧʠʩʠ ʪʘʢʠʭ ʣʶʜʝʡ, ʷʢ ɼʞʦ 

ɹʘʡʜʝʥ, ɯʣʦʥ ʄʘʩʢ ʽ ʂʘʥʴʻ ɺʝʩʪ, ʱʦʙ ʩʧʨʦʙʫʚʘʪʠ ʟʤʫʩʠʪʠ ʾʭʥʽʭ ʯʠʩʣʝʥʥʠʭ 

ʧʽʜʧʠʩʥʠʢʽʚ ʥʘʜʽʩʣʘʪʠ ʙʽʪʢʦʡʥ ʭʘʢʝʨʘʤ. 

ʎʽ ʘʪʘʢʠ ʥʝʡʤʦʚʽʨʥʦ ʣʝʛʢʦ ʟʜʽʡʩʥʠʪʠ, ʽ ʚʩʽ ʚʦʥʠ ʤʘʶʪʴ ʩʭʦʞʫ ʩʭʝʤʫ. 

ʏʦʪʠʨʠ ʬʘʟʠ ʘʪʘʢʠ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ: 

- Discovery and investigation - ʚʽʜʢʨʠʪʪʷ ʪʘ ʨʦʟʩʣʽʜʫʚʘʥʥʷ; 

- Deception and hook - ʦʙʤʘʥ ʽ ʛʘʯʦʢ; 
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- Attack ï ʘʪʘʢʘ; 

- Retreat ï ʚʽʜʩʪʫʧ. 

ʆʩʴ ʥʘʡʧʦʰʠʨʝʥʽʰʽ ʪʠʧʠ ʘʪʘʢ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ ʫ 2024 ʨ. ʪʘ ʥʘ ʱʦ ʩʣʽʜ 

ʟʚʝʨʥʫʪʠ ʫʚʘʛʫ. 

 

Phishing attacks - ʬ̔ ʰʠʥʛʦʚʽ ʘʪʘʢʠ. ʌʽʰʠʥʛ ʻ ʥʘʡʧʦʰʠʨʝʥʽʰʠʤ ʪʠʧʦʤ 

ʪʘʢʪʠʢʠ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ, ʽ ʟʘ ʦʩʪʘʥʥʽ ʪʨʠ ʨʦʢʠ ʡʦʛʦ ʢʽʣʴʢʽʩʪʴ ʟʨʦʩʣʘ ʙʽʣʴʰ 

ʥʽʞ ʫ ʜʝʩʷʪʴ ʨʘʟʽʚ, ʟʘ ʜʘʥʠʤʠ ʌɹʈ. 

ʌʽʰʠʥʛʦʚʽ ʘʪʘʢʠ ʚʽʜʙʫʚʘʶʪʴʩʷ, ʢʦʣʠ ʰʘʭʨʘʾ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʙʫʜʴ-ʷʢʽ 

ʬʦʨʤʠ ʟʚôʷʟʢʫ (ʟʘʟʚʠʯʘʡ ʝʣʝʢʪʨʦʥʥʽ ʣʠʩʪʠ), ʱʦʙ çʣʦʚʠʪʠè ʽʥʬʦʨʤʘʮʽʶ. ʎʽ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʚʠʛʣʷʜʘʶʪʴ ʽʜʝʥʪʠʯʥʦ ʧʦʚʽʜʦʤʣʝʥʥʷʤ ʽʟ ʥʘʜʽʡʥʠʭ ʜʞʝʨʝʣ, ʷʢ-ʦʪ 

ʦʨʛʘʥʽʟʘʮʽʡ ʽ ʣʶʜʝʡ, ʷʢʠʭ ʚʠ ʟʥʘʻʪʝ. 

ʅʘʧʨʠʢʣʘʜ, ʰʘʭʨʘʡ ʤʦʞʝ ʥʘʜʽʩʣʘʪʠ ʚʘʤ ʝʣʝʢʪʨʦʥʥʠʡ ʣʠʩʪ, ʥʽʙʠʪʦ ʚʽʜ 

ʚʘʰʦʛʦ ʙʘʥʢʫ, ʽʟ ʟʘʟʥʘʯʝʥʥʷʤ ʪʦʛʦ, ʱʦ ʧʘʨʦʣʴ ʚʘʰʦʛʦ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ ʙʫʣʦ 

ʟʣʘʤʘʥʦ. ʆʩʢʽʣʴʢʠ ʝʣʝʢʪʨʦʥʥʠʡ ʣʠʩʪ ʚʠʛʣʷʜʘʻ ʟʘʢʦʥʥʠʤ, ʘ ʧʦʚʽʜʦʤʣʝʥʥʷ 

ʟʜʘʻʪʴʩʷ ʪʝʨʤʽʥʦʚʠʤ, ʚʠ ʰʚʠʜʢʦ ʢʣʘʮʥʝʪʝ ʥʘ ʚʢʣʶʯʝʥʝ ʧʦʩʠʣʘʥʥʷ ʘʙʦ 

ʚʽʜʩʢʘʥʫʻʪʝ QR-ʢʦʜ ʽ ʚʚʝʜʝʪʝ ʽʥʬʦʨʤʘʮʽʶ ʩʚʦʛʦ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ (ʷʢʘ ʧʦʪʽʤ 

ʧʝʨʝʡʜʝ ʧʨʷʤʦ ʜʦ ʰʘʭʨʘʷ).  

ɭ ʪʨʠ ʦʩʥʦʚʥʽ ʮʽʣʽ ʙʫʜʴ-ʷʢʦʛʦ ʬʽʰʠʥʛʦʚʦʛʦ ʰʘʭʨʘʡʩʪʚʘ: 

ɿʤʫʩʠʪʠ ʚʘʩ ʥʘʪʠʩʥʫʪʠ ʧʦʩʠʣʘʥʥʷ. ʌʽʰʠʥʛʦʚʽ ʝʣʝʢʪʨʦʥʥʽ ʣʠʩʪʠ ʯʘʩʪʦ 

ʤʽʩʪʷʪʴ ʧʦʩʠʣʘʥʥʷ, ʷʢʽ ʚʩʪʘʥʦʚʣʶʶʪʴ ʰʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘ 

ʚʘʰʠʭ ʧʨʠʩʪʨʦʷʭ.  

ʇʦʧʨʦʩʽʪʴ ʚʘʩ ʟʘʚʘʥʪʘʞʠʪʠ ʚʢʣʘʜʝʥʠʡ ʬʘʡʣ. ʐʘʭʨʘʾ ʪʘʢʦʞ ʤʘʩʢʫʶʪʴ 

ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʚʽʨʫʩʠ ʧʽʜ ʟʘʢʦʥʥʽ ʚʢʣʘʜʝʥʥʷ. 

ʅʘʧʨʠʢʣʘʜ, ʭʘʢʝʨʠ ʥʘʜʽʰʣʶʪʴ ʝʣʝʢʪʨʦʥʥʠʡ ʣʠʩʪ, ʥʽʙʠʪʦ ʚʽʜ ʶʨʠʜʠʯʥʦʾ ʬʽʨʤʠ, 

ʽʟ ʚʢʣʘʜʝʥʥʷʤ çʧʦʚʽʜʦʤʣʝʥʥʷ ʩʫʜʫ ʧʨʦ ʷʚʢʫè. ɸʣʝ ʢʦʣʠ ʚʠ ʟʘʚʘʥʪʘʞʫʻʪʝ ʡʦʛʦ, 

ʚʘʰ ʧʨʠʩʪʨʽʡ ʟʘʨʘʞʘʻʪʴʩʷ. 

ɿʤʫʩʠʪʠ ʚʘʩ ʚʚʝʩʪʠ ʩʚʦʾ ʦʙʣʽʢʦʚʽ ʜʘʥʽ ʥʘ ʚʝʙ-ʩʘʡʪʽ. ɹʘʛʘʪʦ ʨʘʟʽʚ ʭʘʢʝʨʠ 

ʥʘʤʘʛʘʶʪʴʩʷ ʟʤʫʩʠʪʠ ʚʘʩ ʧʝʨʝʡʪʠ ʥʘ ʚʝʙ-ʩʘʡʪ, ʷʢʠʡ ʚʠʛʣʷʜʘʻ ʣʝʛʽʪʠʤʥʠʤ, ʽ 
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ʚʚʝʩʪʠ ʦʙʣʽʢʦʚʽ ʜʘʥʽ. ʅʘʧʨʠʢʣʘʜ, ʚʦʥʠ ʥʘʜʽʰʣʶʪʴ ʚʘʤ ʝʣʝʢʪʨʦʥʥʠʡ ʣʠʩʪ ʽʟ 

ʧʦʚʽʜʦʤʣʝʥʥʷʤ ʧʨʦ ʟʣʘʤʘʥʠʡ ʦʥʣʘʡʥ-ʘʢʘʫʥʪ ʽ ʧʨʦ ʟʤʽʥʫ ʧʘʨʦʣʷ. ɸʣʝ ʚʩʝ, ʱʦ 

ʚʠ ʚʚʦʜʠʪʝ ð ʽʤôʷ ʢʦʨʠʩʪʫʚʘʯʘ, ʧʘʨʦʣʴ ʪʦʱʦ ð ʧʦʪʨʘʧʣʷʻ ʧʨʷʤʦ ʜʦ ʥʠʭ. 

ɺʠʢʨʘʜʝʥʽ ʦʙʣʽʢʦʚʽ ʜʘʥʽ ʪʘ ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʦʞʫʪʴ 

ʧʨʠʟʚʝʩʪʠ ʜʦ ʚʩʴʦʛʦ: ʚʽʜ ʢʨʘʜʽʞʢʠ ʦʩʦʙʠʩʪʠʭ ʜʘʥʠʭ ʜʦ ʬʽʥʘʥʩʦʚʦʛʦ 

ʰʘʭʨʘʡʩʪʚʘ, ʟʘʭʦʧʣʝʥʥʷ ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ, ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʰʧʠʛʫʥʩʪʚʘ ʪʦʱʦ. 

 

Spear phishing ï ʬ̔ ʰʠʥʛ. ɿʚʠʯʘʡʥʽ ʬʽʰʠʥʛʦʚʽ ʘʪʘʢʠ ʥʝ ʤʘʶʪʴ ʢʦʥʢʨʝʪʥʦʾ 

ʤʝʪʠ. ɸʣʝ ʬʽʰʠʥʛʦʚʽ ʘʪʘʢʠ ʚʽʜʙʫʚʘʶʪʴʩʷ, ʢʦʣʠ ʭʘʢʝʨʠ ʘʪʘʢʫʶʪʴ ʢʦʥʢʨʝʪʥʫ 

ʦʩʦʙʫ ʯʠ ʦʨʛʘʥʽʟʘʮʽʶ.  

ʄʘʡʞʝ 60% ɯʊ-ʢʝʨʽʚʥʠʢʽʚ ʚʚʘʞʘʶʪʴ, ʱʦ ʮʽʣʴʦʚʽ ʬʽʰʠʥʛʦʚʽ ʘʪʘʢʠ ʻ ʾʭʥʴʦʶ 

ʛʦʣʦʚʥʦʶ ʟʘʛʨʦʟʦʶ ʙʝʟʧʝʮʽ. 

ʇʨʦʪʷʛʦʤ 2015 ʨ. ʭʘʢʝʨʠ ʟʜʽʡʩʥʠʣʠ ʧʦʛʨʘʙʫʚʘʥʥʷ ʥʘ 1 ʤʽʣʴʷʨʜ ʜʦʣʘʨʽʚ ʫ 40 

ʢʨʘʾʥʘʭ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʽʰʠʥʛʫ. ʐʘʭʨʘʾ ʥʘʜʩʠʣʘʣʠ ʩʧʽʚʨʦʙʽʪʥʠʢʘʤ ʙʘʥʢʫ 

ʬʽʰʠʥʛʦʚʽ ʝʣʝʢʪʨʦʥʥʽ ʣʠʩʪʠ ʟ ʚʢʣʘʜʝʥʥʷʤ ʜʣʷ ʨʦʟʛʦʨʪʘʥʥʷ ʰʢʽʜʣʠʚʦʛʦ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ Carbanak. ʇʽʩʣʷ ʥʘʪʠʩʢʘʥʥʷ ʭʘʢʝʨʠ ʤʦʛʣʠ 

ʢʦʥʪʨʦʣʶʚʘʪʠ ʨʦʙʦʯʽ ʩʪʘʥʮʽʾ ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ ʽ ʜʠʩʪʘʥʮʽʡʥʦ ʟʘʨʘʞʘʪʠ ʩʝʨʚʝʨʠ 

ʙʘʥʢʦʤʘʪʽʚ. 

ʅʦʚʠʡ ʧʽʜʭʽʜ ʜʦ ʬʽʰʠʥʛʫ spear ʥʘʟʠʚʘʻʪʴʩʷ angler phishing . ʎʝ 

ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʰʘʭʨʘʾ ʚʠʜʘʶʪʴ ʩʝʙʝ ʟʘ ʦʙʣʽʢʦʚʽ ʟʘʧʠʩʠ ʩʣʫʞʙʠ ʧʽʜʪʨʠʤʢʠ 

ʢʣʽʻʥʪʽʚ ʫ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞʘʭ ʟ ʤʝʪʦʶ ʟʤʫʩʠʪʠ ʚʘʩ ʥʘʜʽʩʣʘʪʠ ʾʤ ʩʚʦʶ 

ʨʝʻʩʪʨʘʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ. 

 

Whaling - ʢʠʪʦʙʽʡʥʠʡ ʧʨʦʤʠʩʝʣ. Whaling ð ʮʝ ʪʝʨʤʽʥ, ʷʢʠʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʦʧʠʩʫ ʬʽʰʠʥʛʦʚʠʭ ʘʪʘʢ, ʥʘʮʽʣʝʥʠʭ ʥʘ ʢʦʥʢʨʝʪʥʫ 

ʚʠʩʦʢʦʧʦʩʪʘʚʣʝʥʫ ʦʩʦʙʫ. ɿʘʟʚʠʯʘʡ ʮʝ ʢʝʨʽʚʥʠʢ, ʫʨʷʜʦʚʝʮʴ ʘʙʦ ʟʥʘʤʝʥʠʪʽʩʪʴ.  

ɾʝʨʪʚʠ ʢʠʪʦʙʽʡʥʠʭ ʘʪʘʢ ʜʣʷ ʢʽʙʝʨʟʣʦʯʠʥʮʽʚ ʚʚʘʞʘʶʪʴʩʷ çʚʝʣʠʢʦʶ 

ʨʠʙʦʶè. ʎʽ ʮʽʣʽ ʧʨʦʧʦʥʫʶʪʴ ʚʝʣʠʢʠʡ ʧʦʪʝʥʮʽʘʣ ʜʣʷ ʰʘʭʨʘʾʚ, ʤʘʶʯʠ ʚʝʣʠʢʽ 

ʬʽʥʘʥʩʦʚʽ ʚʠʧʣʘʪʠ ʘʙʦ ʜʦʩʪʫʧ ʜʦ ʮʽʥʥʠʭ ʜʘʥʠʭ.  
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ʋ ʚʠʧʘʜʢʫ ʟʽ ʟʣʘʤʘʥʠʤʠ ʟʥʘʤʝʥʠʪʦʩʪʷʤʠ ʰʘʭʨʘʾ ʩʧʦʜʽʚʘʶʪʴʩʷ ʟʥʘʡʪʠ 

ʢʦʤʧʨʦʤʝʪʫʶʯʽ ʬʦʪʦʛʨʘʬʽʾ, ʷʢʽ ʚʦʥʠ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʚʠʤʘʛʘʥʥʷ 

ʥʝʧʦʤʽʨʥʠʭ ʚʠʢʫʧʽʚ. 

ɺ ʽʥʰʦʤʫ ʧʨʠʢʣʘʜʽ ʭʘʢʝʨʠ ʥʘʜʩʠʣʘʶʪʴ ʧʽʜʨʦʙʣʝʥʽ ʝʣʝʢʪʨʦʥʥʽ ʣʠʩʪʠ 

ʩʧʽʚʨʦʙʽʪʥʠʢʘʤ ʨʽʚʥʷ C, ʷʢʽ, ʟʜʘʻʪʴʩʷ, ʥʘʜʭʦʜʷʪʴ ʟ ʦʨʛʘʥʽʟʘʮʽʾ ʞʝʨʪʚʠ. 

ɺʽʜʧʨʘʚʥʠʢ ʩʪʚʝʨʜʞʫʻ, ʱʦ ʟʥʘʻ ʢʦʥʬʽʜʝʥʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʢʦʣʝʛʫ, ʘʣʝ 

ʙʦʾʪʴʩʷ ʧʦʚʽʜʦʤʠʪʠ ʧʨʦ ʩʠʪʫʘʮʽʶ ʦʩʦʙʠʩʪʦ. 

ʅʘʪʦʤʽʩʪʴ ʚʦʥʠ ʧʦʜʽʣʷʪʴʩʷ ʩʚʦʾʤʠ ʜʦʢʘʟʘʤʠ ʫ ʚʠʛʣʷʜʽ ʝʣʝʢʪʨʦʥʥʦʾ ʪʘʙʣʠʮʽ, 

PDF-ʬʘʡʣʫ ʯʠ ʩʣʘʡʜʽʚ.  

ɸʣʝ ʢʦʣʠ ʞʝʨʪʚʠ ʥʘʪʠʩʢʘʶʪʴ ʧʦʩʠʣʘʥʥʷ, ʚʦʥʠ ʧʦʪʨʘʧʣʷʶʪʴ ʥʘ ʰʢʽʜʣʠʚʠʡ 

ʚʝʙ-ʩʘʡʪ. ɯ ʷʢʱʦ ʚʦʥʠ ʥʘʤʘʛʘʶʪʴʩʷ ʚʽʜʢʨʠʪʠ ʚʢʣʘʜʝʥʥʷ, ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʟʘʨʘʞʘʻ ʾʭʥʶ ʩʠʩʪʝʤʫ ʪʘ ʧʦʰʠʨʶʻʪʴʩʷ ʚ ʾʭʥʽʡ ʤʝʨʝʞʽ. 

 

Smishing and vishing - ʫʩʤʽʭʘʶʯʠʩʴ ʽ ʚʽʰʘʶʯʠ. ʌʽʰʠʥʛ ʥʝ ʟʘʚʞʜʠ 

ʦʙʤʝʞʫʻʪʴʩʷ ʝʣʝʢʪʨʦʥʥʠʤʠ ʣʠʩʪʘʤʠ ʪʘ ʰʘʭʨʘʡʩʴʢʠʤʠ ʚʝʙ-ʩʘʡʪʘʤʠ. 

ʉʤʽʰʠʥʛ ð ʮʝ ʪʝʨʤʽʥ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʦʧʠʩʫ ʬʽʰʠʥʛʫ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʪʝʢʩʪʦʚʠʭ SMS-ʧʦʚʽʜʦʤʣʝʥʴ. ʐʘʭʨʘʾ ʢʫʧʫʶʪʴ ʧʽʜʨʦʙʣʝʥʽ ʥʦʤʝʨʠ 

ʪʝʣʝʬʦʥʽʚ ʽ ʨʦʟʧʦʚʩʶʜʞʫʶʪʴ ʧʦʚʽʜʦʤʣʝʥʥʷ ʟʽ ʰʢʽʜʣʠʚʠʤʠ ʧʦʩʠʣʘʥʥʷʤʠ. 

ɯʩʥʫʻ ʪʘʢʦʞ ʚʽʰʠʥʛ, ʷʢʠʡ ʩʭʦʞʠʡ ʥʘ ʬʽʰʠʥʛ, ʘʣʝ ʟʜʽʡʩʥʶʻʪʴʩʷ ʧʦ 

ʪʝʣʝʬʦʥʫ.  

ɺʽʰʠʥʛ ʦʩʦʙʣʠʚʦ ʧʦʰʠʨʝʥʠʡ ʥʘ ʧʽʜʧʨʠʻʤʩʪʚʘʭ. ʐʘʭʨʘʾ ʟʚôʷʞʫʪʴʩʷ ʟʽ 

ʩʣʫʞʙʦʶ ʨʝʻʩʪʨʘʮʽʾ ʢʦʤʧʘʥʽʾ, ʩʣʫʞʙʦʶ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʢʣʽʻʥʪʽʚ, ʚʽʜʜʽʣʦʤ 

ʢʘʜʨʽʚ ʘʙʦ ɯʊ ʽ ʟʘʷʚʣʷʪʠʤʫʪʴ, ʱʦ ʾʤ ʧʦʪʨʽʙʥʘ ʦʩʦʙʠʩʪʘ ʽʥʬʦʨʤʘʮʽʷ ʧʨʦ 

ʩʧʽʚʨʦʙʽʪʥʠʢʘ. ɹʨʝʭʥʷ ʚʘʨʽʶʻʪʴʩʷ ʚʽʜ ʽʧʦʪʝʯʥʠʭ ʢʨʝʜʠʪʦʨʽʚ, ʷʢʽ ʥʘʤʘʛʘʶʪʴʩʷ 

çʧʝʨʝʚʽʨʠʪʠè ʝʣʝʢʪʨʦʥʥʽ ʘʜʨʝʩʠ, ʜʦ ʧʦʤʽʯʥʠʢʽʚ ʢʝʨʽʚʥʠʢʽʚ, ʷʢʽ ʚʠʤʘʛʘʶʪʴ 

ʟʤʽʥʠʪʠ ʧʘʨʦʣʴ ʚʽʜ ʽʤʝʥʽ ʩʚʦʛʦ ʙʦʩʘ. 

ʋʩʽ ʮʽ ʬʦʨʤʠ ʬʽʰʠʥʛʫ ʤʦʞʫʪʴ ʧʨʠʟʚʝʩʪʠ ʜʦ ʢʨʘʜʽʞʢʠ ʦʩʦʙʠʩʪʠʭ ʜʘʥʠʭ, 

ʟʣʦʚʤʠʩʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʬʽʥʘʥʩʦʚʦʛʦ ʨʫʡʥʫʚʘʥʥʷ. 
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Baiting ï ʮɹ ʢʫʚʘʥʥʷ/ʥʘʤʘʥʶʚʘʥʥʷ. ʅʘʤʘʥʶʚʘʥʥʷ ï ʮʝ ʨʽʟʥʦʚʠʜ 

ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʥʦʾ ʘʪʘʢʠ, ʧʽʜ ʯʘʩ ʷʢʦʾ ʰʘʭʨʘʾ ʟʘʤʘʥʶʶʪʴ ʞʝʨʪʚ ʥʘʜʘʪʠ 

ʢʦʥʬʽʜʝʥʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ, ʦʙʽʮʷʶʯʠ ʾʤ ʱʦʩʴ ʮʽʥʥʝ ʥʘʪʦʤʽʩʪʴ.  

ʅʘʧʨʠʢʣʘʜ, ʰʘʭʨʘʾ ʩʪʚʦʨʶʶʪʴ ʩʧʣʠʚʘʶʯʽ ʦʛʦʣʦʰʝʥʥʷ, ʷʢʽ ʧʨʦʧʦʥʫʶʪʴ 

ʙʝʟʢʦʰʪʦʚʥʽ ʽʛʨʠ, ʤʫʟʠʢʫ ʯʠ ʟʘʚʘʥʪʘʞʝʥʥʷ ʬʽʣʴʤʽʚ. ʗʢʱʦ ʚʠ ʥʘʪʠʩʥʝʪʝ ʥʘ 

ʧʦʩʠʣʘʥʥʷ, ʚʘʰ ʧʨʠʩʪʨʽʡ ʙʫʜʝ ʟʘʨʘʞʝʥʦ ʰʢʽʜʣʠʚʠʤ ʧʨʦʛʨʘʤʥʠʤ 

ʟʘʙʝʟʧʝʯʝʥʥʷʤ.  

ʐʘʭʨʘʡʩʪʚʦ ʟ ʮʴʢʫʚʘʥʥʷʤ ʪʘʢʦʞ ʽʩʥʫʻ ʫ ʬʽʟʠʯʥʦʤʫ ʩʚʽʪʽ.  

ʆʜʥʠʤ ʽʟ ʧʦʰʠʨʝʥʠʭ ʧʨʠʢʣʘʜʽʚ ʻ ʩʪʨʘʪʝʛʽʯʥʦ ʨʦʟʤʽʱʝʥʠʡ USB-

ʥʘʢʦʧʠʯʫʚʘʯ ʽʟ ʧʨʠʚʘʙʣʠʚʦʶ ʤʽʪʢʦʶ ʥʘ ʟʨʘʟʦʢ çPayroll Q3è ʘʙʦ çMaster client 

databaseè.  

ʎʽʢʘʚʠʡ ʩʧʽʚʨʦʙʽʪʥʠʢ ʚʽʟʴʤʝ ʜʠʩʢ ʽ ʚʩʪʘʚʠʪʴ ʡʦʛʦ ʥʘ ʩʚʦʶ ʨʦʙʦʯʫ ʩʪʘʥʮʽʶ, 

ʷʢʘ ʧʦʪʽʤ ʟʘʨʘʞʘʻ ʚʩʶ ʾʭʥʶ ʤʝʨʝʞʫ 

 

Piggybacking/Tailgating - ʢʦʥʪʨʝʡʣʝʨʩʪʚʦ/ʊʝʡʣʛʝʡʪʠʥʛ. ʆʙʠʜʚʽ ʘʪʘʢʠ, ʷʢ 

ʽ ʢʦʥʪʨʘʛʝʥʪʠ, ʽ tailgating, ʩʪʦʩʫʶʪʴʩʷ ʪʠʧʫ ʘʪʘʢ, ʧʽʜ ʯʘʩ ʷʢʠʭ ʫʧʦʚʥʦʚʘʞʝʥʘ 

ʦʩʦʙʘ ʜʦʟʚʦʣʷʻ ʥʝʘʚʪʦʨʠʟʦʚʘʥʽʡ ʦʩʦʙʽ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʟʦʥʠ ʦʙʤʝʞʝʥʦʛʦ 

ʜʦʩʪʫʧʫ. 

ʊʘʢʘ ʬʦʨʤʘ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ ʤʦʞʝ ʩʪʘʪʠʩʷ ʥʘ ʚʘʰʦʤʫ ʨʦʙʦʯʦʤʫ ʤʽʩʮʽ, 

ʷʢʱʦ ʚʠ ʜʦʟʚʦʣʠʪʝ ʢʦʤʫʩʴ ʧʽʪʠ ʟʘ ʚʘʤʠ ʚ ʙʫʜʽʚʣʶ. ɸʙʦ ʮʝ ʤʦʞʝ ʩʪʘʪʠʩʷ ʫ 

ʚʘʰʦʤʫ ʙʘʛʘʪʦʢʚʘʨʪʠʨʥʦʤʫ ʙʫʜʠʥʢʫ, ʢʦʣʠ ʚʠ ʾʜʝʪʝ ʥʘ ʜʝʥʴ. 

ʐʘʭʨʘʾ ʤʦʞʫʪʴ ʚʠʛʣʷʜʘʪʠ ʷʢ ʚʦʜʽʾ ʩʣʫʞʙʠ ʜʦʩʪʘʚʢʠ, ʢʘʟʘʪʠ, ʱʦ ʟʘʙʫʣʠ ʩʚʽʡ 

ʽʜʝʥʪʠʬʽʢʘʪʦʨ, ʘʙʦ ʚʜʘʚʘʪʠ, ʱʦ ʚʦʥʠ çʥʦʚʽè. ʆʧʠʥʠʚʰʠʩʴ ʫʩʝʨʝʜʠʥʽ, ʚʦʥʠ 

ʤʦʞʫʪʴ ʰʧʠʛʫʚʘʪʠ ʟʘ ʣʶʜʴʤʠ, ʦʪʨʠʤʫʚʘʪʠ ʜʦʩʪʫʧ ʜʦ ʨʦʙʦʯʠʭ ʩʪʘʥʮʽʡ, 

ʧʝʨʝʚʽʨʷʪʠ ʽʤʝʥʘ ʚ ʧʦʰʪʦʚʠʭ ʩʢʨʠʥʴʢʘʭ ʪʦʱʦ. 

ʇʝʨʝʛʣʷʜ ʪʘʢʦʞ ʚʢʣʶʯʘʻ ʥʘʜʘʥʥʷ ʥʝʘʚʪʦʨʠʟʦʚʘʥʠʤ ʢʦʨʠʩʪʫʚʘʯʘʤ 

(ʥʘʧʨʠʢʣʘʜ, ʢʦʣʝʛʘʤ ʯʠ ʜʽʪʷʤ) ʜʦʩʪʫʧʫ ʜʦ ʧʨʠʩʪʨʦʾʚ ʚʘʰʦʾ ʢʦʤʧʘʥʽʾ. ɺʦʥʠ 

ʤʦʞʫʪʴ ʧʦʩʪʘʚʠʪʠ ʧʽʜ ʟʘʛʨʦʟʫ ʚʘʰ ʧʨʠʩʪʨʽʡ ʽ ʧʦʰʠʨʠʪʠ ʟʣʦʚʤʠʩʥʠʡ ʢʦʜ ʧʦ 

ʚʩʽʡ ʽʥʰʽʡ ʯʘʩʪʠʥʽ ʚʘʰʦʾ ʢʦʤʧʘʥʽʾ. 
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Pretexting ï ʧʨʝʪʝʢʩʪʫʚʘʥʥʷ. ʇʝʨʝʪʝʢʩʪʫʚʘʥʥʷ ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʭʪʦʩʴ 

ʩʪʚʦʨʶʻ ʬʘʣʴʰʠʚʫ ʧʝʨʩʦʥʫ ʘʙʦ ʥʝʧʨʘʚʠʣʴʥʦ ʚʠʢʦʨʠʩʪʦʚʫʻ ʩʚʦʶ ʬʘʢʪʠʯʥʫ 

ʨʦʣʴ. ʎʝ ʪʝ, ʱʦ ʥʘʡʯʘʩʪʽʰʝ ʪʨʘʧʣʷʻʪʴʩʷ ʟ ʚʠʪʦʢʦʤ ʜʘʥʠʭ ʟʩʝʨʝʜʠʥʠ.  

ɽʜʚʘʨʜ ʉʥʦʫʜʝʥ ʩʫʤʥʦ ʩʢʘʟʘʚ ʩʚʦʾʤ ʢʦʣʝʛʘʤ, ʱʦ ʡʦʤʫ ʧʦʪʨʽʙʥʽ ʾʭʥʽ ʧʘʨʦʣʽ 

ʷʢ ʩʠʩʪʝʤʥʦʤʫ ʘʜʤʽʥʽʩʪʨʘʪʦʨʫ. ɾʝʨʪʚʠ, ʧʦʚʘʞʘʶʯʠ ʡʦʛʦ ʪʠʪʫʣ, ʦʭʦʯʝ 

ʧʽʜʢʦʨʠʣʠʩʷ, ʥʝ ʟʘʤʠʩʣʶʶʯʠʩʴ. 

ʎʽ ʰʘʭʨʘʾ ʚʩʪʘʥʦʚʣʶʶʪʴ ʜʦʚʽʨʫ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʩʚʦʾ ʪʠʪʫʣʠ, ʘ ʧʦʪʽʤ 

ʧʝʨʝʢʦʥʫʶʪʴ ʞʝʨʪʚ ʥʘʜʘʪʠ ʾʤ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ. ɺʦʥʠ ʟʥʘʶʪʴ, ʱʦ ʣʶʜʠ 

ʙʫʜʫʪʴ ʚʘʛʘʪʠʩʷ, ʩʪʘʚʣʷʯʠ ʾʤ ʟʘʧʠʪʘʥʥʷ, ʘʙʦ ʙʫʜʫʪʴ ʟʘʥʘʜʪʦ ʥʘʣʷʢʘʥʽ, ʱʦʙ 

ʧʨʦʪʠʩʪʦʷʪʠ ʮʠʤ ʽʤʽʪʘʪʦʨʘʤ, ʥʘʚʽʪʴ ʷʢʱʦ ʱʦʩʴ ʟʜʘʻʪʴʩʷ ʥʝ ʪʘʢ. 

 

Business Email Compromise (BEC) - ʢʦʤʧʨʦʤʽʩ ʙʽʟʥʝʩ-ʝʣʝʢʪʨʦʥʥʦʾ 

ʧʦʰʪʠ (BEC). ʋ 2021 ʨʦʮʽ ʌɹʈ ʦʪʨʠʤʘʣʦ ʙʣʠʟʴʢʦ 20 000 ʩʢʘʨʛ ʥʘ 

ʢʦʤʧʨʦʤʝʪʘʮʽʶ ʙʽʟʥʝʩ-ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ (BEC), ʧʨʠ ʮʴʦʤʫ ʢʦʤʧʘʥʽʾ 

ʚʪʨʘʪʠʣʠ ʧʦʥʘʜ 2,4 ʤʽʣʴʷʨʜʘ ʜʦʣʘʨʽʚ.  

ɯʩʥʫʻ ʪʨʠ ʦʩʥʦʚʥʠʭ ʪʠʧʠ ʘʪʘʢ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ BEC:  

ɺʠʜʘʯʘ ʩʝʙʝ ʟʘ ʽʥʰʫ ʦʩʦʙʫ. ʎʝ ʪʨʘʧʣʷʻʪʴʩʷ, ʢʦʣʠ ʰʘʭʨʘʾ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ 

ʧʽʜʨʦʙʣʝʥʽ ʝʣʝʢʪʨʦʥʥʽ ʣʠʩʪʠ, ʱʦʙ ʚʠʜʘʚʘʪʠ ʩʝʙʝ ʟʘ ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ ʘʙʦ 

ʥʘʜʽʡʥʠʭ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ ʽ ʢʣʽʻʥʪʽʚ. ɺʦʥʠ ʧʦʧʨʦʩʷʪʴ ʩʚʦʶ ʮʽʣʴ ʥʘʜʽʩʣʘʪʠ 

ʰʘʭʨʘʡʩʴʢʽ ʧʣʘʪʝʞʽ, ʟʤʽʥʠʪʠ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʟʘʨʦʙʽʪʥʫ ʧʣʘʪʫ ʪʘ ʧʨʷʤʽ 

ʜʝʧʦʟʠʪʠ ʘʙʦ ʧʦʜʽʣʠʪʠʩʷ ʢʦʥʬʽʜʝʥʮʽʡʥʦʶ ʽʥʬʦʨʤʘʮʽʻʶ. 

ʂʦʤʧʨʦʤʝʪʘʮʽʷ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ. ʎʝ ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʭʘʢʝʨʠ 

ʦʪʨʠʤʫʶʪʴ ʜʦʩʪʫʧ ʜʦ ʟʘʢʦʥʥʦʾ ʝʣʝʢʪʨʦʥʥʦʾ ʘʜʨʝʩʠ ʩʧʽʚʨʦʙʽʪʥʠʢʘ. ʐʘʭʨʘʾ 

ʤʦʞʫʪʴ ʚʽʜʧʦʚʽʜʘʪʠ ʪʘ ʥʘʜʩʠʣʘʪʠ ʝʣʝʢʪʨʦʥʥʽ ʣʠʩʪʠ ʧʦ ʚʩʽʡ ʢʦʤʧʘʥʽʾ (ʢʣʽʻʥʪʘʤ, 

ʧʦʩʪʘʯʘʣʴʥʠʢʘʤ ʪʦʱʦ), ʱʦ ʤʽʩʪʷʪʴ ʰʢʽʜʣʠʚʠʡ ʢʦʜ. 

ʇʝʨʝʭʦʧʣʝʥʥʷ ʧʦʪʦʢʫ. ʎʝ ʧʨʦʩʫʥʫʪʠʡ ʚʘʨʽʘʥʪ ʘʪʘʢʠ ʢʦʤʧʨʦʤʝʪʘʮʽʾ 

ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ. ɺʠʢʨʘʜʝʥʥʷ ʣʘʥʮʶʞʢʽʚ ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʭʘʢʝʨʠ 

ʩʢʘʥʫʶʪʴ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʽ ʧʘʧʢʠ ʚʭʽʜʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʥʘ ʧʨʝʜʤʝʪ ʪʝʤ, ʷʢʽ 

ʤʽʩʪʷʪʴ çRe:è. ʇʦʪʽʤ ʚʦʥʠ ʘʚʪʦʤʘʪʠʯʥʦ ʚʽʜʧʦʚʽʜʘʶʪʴ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ ʟʽ 
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ʟʣʦʚʤʠʩʥʠʤ ʧʨʦʛʨʘʤʥʠʤ ʟʘʙʝʟʧʝʯʝʥʥʷʤ. ʆʜʝʨʞʫʚʘʯʽ ʚʽʜʢʨʠʚʘʶʪʴ ʟʣʘʤʘʥʫ 

ʝʣʝʢʪʨʦʥʥʫ ʧʦʰʪʫ, ʥʝ ʜʫʤʘʶʯʠ ʜʚʽʯʽ, ʪʦʤʫ ʱʦ ʚʦʥʠ çʟʥʘʶʪʴè ʚʽʜʧʨʘʚʥʠʢʘ. 

ɸʪʘʢʠ BEC ʟʘʟʚʠʯʘʡ ʟʘʣʠʰʘʶʪʴʩʷ ʥʝʧʦʤʽʯʝʥʠʤʠ ʢʦʤʘʥʜʘʤʠ ʢʽʙʝʨʙʝʟʧʝʢʠ, 

ʪʦʤʫ ʜʣʷ ʟʘʧʦʙʽʛʘʥʥʷ ʾʤ ʧʦʪʨʽʙʥʝ ʩʧʝʮʽʘʣʴʥʝ ʥʘʚʯʘʥʥʷ. 

 

Quid Pro Quo (i.e., tech support scams) - Quid Pro Quo (ʪʦʙʪʦ ʰʘʭʨʘʡʩʪʚʦ 

ʟ ʪʝʭʥʽʯʥʦʶ ʧʽʜʪʨʠʤʢʦʶ). Quid pro quo ʧʝʨʝʢʣʘʜʘʻʪʴʩʷ ʷʢ çʧʦʩʣʫʛʘ ʟʘ 

ʧʦʩʣʫʛʫè.  

ʅʘʡʧʦʰʠʨʝʥʽʰʘ ʚʝʨʩʽʷ ʘʪʘʢʠ quid pro quo ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʰʘʭʨʘʾ 

ʚʠʜʘʶʪʴ ʩʝʙʝ ʟʘ ɯʊ-ʚʽʜʜʽʣ ʘʙʦ ʽʥʰʦʛʦ ʧʦʩʪʘʯʘʣʴʥʠʢʘ ʪʝʭʥʽʯʥʠʭ ʧʦʩʣʫʛ. 

ɺʦʥʠ ʟʘʪʝʣʝʬʦʥʫʶʪʴ ʘʙʦ ʥʘʧʠʰʫʪʴ ʚʘʤ ʧʦʚʽʜʦʤʣʝʥʥʷ ʟ ʧʨʦʧʦʟʠʮʽʻʶ 

ʧʨʠʰʚʠʜʰʠʪʠ ʜʦʩʪʫʧ ʜʦ ɯʥʪʝʨʥʝʪʫ, ʧʨʦʜʦʚʞʠʪʠ ʙʝʟʢʦʰʪʦʚʥʫ ʧʨʦʙʥʫ ʚʝʨʩʽʶ 

ʘʙʦ ʥʘʚʽʪʴ ʜʘʜʫʪʴ ʙʝʟʢʦʰʪʦʚʥʽ ʧʦʜʘʨʫʥʢʦʚʽ ʢʘʨʪʢʠ ʚ ʦʙʤʽʥ ʥʘ ʪʝ, ʱʦ ʚʠ 

ʩʧʨʦʙʫʻʪʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ. 

ɭʜʠʥʝ, ʱʦ ʧʦʪʨʽʙʥʦ ʟʨʦʙʠʪʠ ʞʝʨʪʚʘʤ, ʮʝ ʩʪʚʦʨʠʪʠ ʙʝʟʢʦʰʪʦʚʥʠʡ 

ʦʙʣʽʢʦʚʠʡ ʟʘʧʠʩ ʘʙʦ ʥʘʜʘʪʠ/ʧʽʜʪʚʝʨʜʠʪʠ ʩʚʦʾ ʦʙʣʽʢʦʚʽ ʜʘʥʽ ʜʣʷ ʚʭʦʜʫ. ʂʦʣʠ 

ʰʘʭʨʘʾ ʦʪʨʠʤʘʶʪʴ ʮʶ ʢʦʥʬʽʜʝʥʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ, ʚʦʥʠ ʚʠʢʦʨʠʩʪʘʶʪʴ ʾʾ ʧʨʦʪʠ 

ʞʝʨʪʚʠ ʘʙʦ ʧʨʦʜʘʜʫʪʴ ʫ Dark Web. 

 

Honeytraps (romance scams) - ʤʝʜʦʚʽ ʧʘʩʪʢʠ (ʨʦʤʘʥʪʠʯʥʽ ʰʘʭʨʘʡʩʪʚʘ). 

ʄʝʜʦʚʽ ʧʘʩʪʢʠ ð ʮʝ ʨʽʟʥʦʚʠʜ ʨʦʤʘʥʪʠʯʥʦʛʦ ʰʘʭʨʘʡʩʪʚʘ, ʫ ʷʢʦʤʫ ʰʘʭʨʘʾ 

ʩʪʚʦʨʶʶʪʴ ʬʘʣʴʰʠʚʽ ʧʨʦʬʽʣʽ ʟʥʘʡʦʤʩʪʚ ʽ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ 

ʧʨʠʚʘʙʣʠʚʽ ʚʠʢʨʘʜʝʥʽ ʬʦʪʦʛʨʘʬʽʾ. ʅʘʧʨʠʢʣʘʜ, ʫ ʰʘʭʨʘʡʩʪʚʽ ʱʦʜʦ ʚʽʡʩʴʢʦʚʦʛʦ 

ʨʦʤʘʥʫ ʰʘʭʨʘʡ ʚʠʜʘʩʪʴ ʩʝʙʝ ʟʘ ʚʽʡʩʴʢʦʚʦʛʦ, ʷʢʠʡ ʧʝʨʝʙʫʚʘʻ ʜʘʣʝʢʦ ʡ ʥʝ ʤʦʞʝ 

ʟʫʩʪʨʽʪʠʩʷ ʦʩʦʙʠʩʪʦ. 

ʗʢ ʪʽʣʴʢʠ ʚʦʥʠ ʚʠʟʥʘʯʘʪʴ ʮʽʣʴ, ʚʦʥʠ ʧʦʯʥʫʪʴ ʥʘʜʩʠʣʘʪʠ ʢʦʢʝʪʣʠʚʽ ʪʘ 

ʧʨʦʚʦʢʘʮʽʡʥʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʪʘ ʰʚʠʜʢʦ ʧʦʚʽʜʦʤʣʷʪʴ ʞʝʨʪʚʘʤ, ʱʦ ʟʘʢʦʭʘʥʽ ʚ 

ʥʠʭ. ɸʣʝ ʾʤ ʧʦʪʨʽʙʥʦ, ʱʦʙ ʞʝʨʪʚʠ ʜʦʚʝʣʠ, ʱʦ ʚʦʥʠ ʚʽʜʯʫʚʘʶʪʴ ʪʝ ʩʘʤʝ, 

ʥʘʜʩʠʣʘʶʯʠ ʧʦʜʘʨʫʥʢʠ, ʛʦʪʽʚʢʫ ʯʠ ʢʨʠʧʪʦʚʘʣʶʪʫ.  
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ʄʝʜʦʚʽ ʧʘʩʪʢʠ ʦʩʦʙʣʠʚʦ ʧʦʰʠʨʝʥʽ ʚ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞʘʭ, ʪʘʢʠʭ ʷʢ 

Snapchat. ʇʦʜʙʘʡʪʝ ʧʨʦ ʪʝ, ʱʦʙ ʚʠ ʟʘʚʞʜʠ ʙʫʣʠ ʚ ʙʝʟʧʝʮʽ ʪʘ ʫʩʚʽʜʦʤʣʶʚʘʣʠ 

ʥʝʙʝʟʧʝʢʫ ʦʥʣʘʡʥ-ʟʥʘʡʦʤʩʪʚ. 

 

Scareware - ʚ̔ ʜʣʷʢʫʚʘʣʴʥʽ ʧʨʦʛʨʘʤʠ. ʇʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ 

ʩʪʨʘʭʫʚʘʥʥʷ ð ʪʘʢʦʞ ʚʽʜʦʤʝ ʷʢ ʰʘʭʨʘʡʩʴʢʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʦʙʤʘʥʫ ʪʘ ʰʘʭʨʘʡʩʴʢʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʜʣʷ ʩʢʘʥʫʚʘʥʥʷ ð ʣʷʢʘʻ ʞʝʨʪʚ, ʟʤʫʰʫʶʯʠ ʾʭ ʧʦʚʽʨʠʪʠ, ʱʦ ʚʦʥʠ ʧʝʨʝʙʫʚʘʶʪʴ 

ʧʽʜ ʥʝʤʠʥʫʯʦʶ ʟʘʛʨʦʟʦʶ. ʅʘʧʨʠʢʣʘʜ, ʚʠ ʤʦʞʝʪʝ ʦʪʨʠʤʘʪʠ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ 

ʪʝ, ʱʦ ʚʘʰ ʧʨʠʩʪʨʽʡ ʟʘʨʘʞʝʥʦ ʚʽʨʫʩʦʤ. 

Scareware ʯʘʩʪʦ ʟôʷʚʣʷʻʪʴʩʷ ʷʢ ʩʧʣʠʚʘʶʯʝ ʚʽʢʥʦ ʫ ʚʘʰʦʤʫ ʙʨʘʫʟʝʨʽ. ɺʽʥ 

ʪʘʢʦʞ ʤʦʞʝ ʟôʷʚʣʷʪʠʩʷ ʚ ʝʣʝʢʪʨʦʥʥʠʭ ʣʠʩʪʘʭ ʟʽ ʩʧʘʤʦʤ. 

ɾʝʨʪʚʠ ʧʦʚʠʥʥʽ ʥʘʪʠʩʥʫʪʠ ʢʥʦʧʢʫ, ʱʦʙ ʘʙʦ ʚʠʜʘʣʠʪʠ ʚʽʨʫʩ, ʘʙʦ 

ʟʘʚʘʥʪʘʞʠʪʠ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʝ ʚʠʜʘʣʠʪʴ ʰʢʽʜʣʠʚʠʡ ʢʦʜ. ɸʣʝ ʩʘʤʝ 

ʮʝ ʩʧʨʠʯʠʥʷʻ ʧʨʦʥʠʢʥʝʥʥʷ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. 

 

Watering hole attacks - ʥʘʧʘʜʠ ʥʘ ʚʦʜʦʧʽʡ. ɸʪʘʢʘ ʚʦʜʦʧʦʶ ʚʽʜʙʫʚʘʻʪʴʩʷ, 

ʢʦʣʠ ʭʘʢʝʨʠ ʟʘʨʘʞʘʶʪʴ ʩʘʡʪ, ʷʢʠʡ, ʷʢ ʾʤ ʚʽʜʦʤʦ, ʚʠ ʨʝʛʫʣʷʨʥʦ ʚʽʜʚʽʜʫʻʪʝ.  

ʂʦʣʠ ʚʠ ʚʽʜʚʽʜʫʻʪʝ ʩʘʡʪ, ʚʠ ʘʚʪʦʤʘʪʠʯʥʦ ʟʘʚʘʥʪʘʞʫʻʪʝ ʟʣʦʚʤʠʩʥʝ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ (ʚʽʜʦʤʝ ʷʢ ʧʦʩʣʽʜʦʚʥʝ ʟʘʚʘʥʪʘʞʝʥʥʷ). ɸʙʦ ʚʠ 

ʧʦʪʨʘʧʠʪʝ ʥʘ ʧʽʜʨʦʙʣʝʥʫ ʚʝʨʩʽʶ ʩʘʡʪʫ, ʧʨʠʟʥʘʯʝʥʫ ʜʣʷ ʚʠʢʨʘʜʝʥʥʷ ʚʘʰʠʭ 

ʦʙʣʽʢʦʚʠʭ ʜʘʥʠʭ.  

ʅʘʧʨʠʢʣʘʜ, ʰʘʭʨʘʾ ʤʦʞʫʪʴ ʧʝʨʝʚʝʩʪʠ ʚʘʩ ʟʽ ʟʚʠʯʘʡʥʦʾ ʩʪʦʨʽʥʢʠ ʚʭʦʜʫ ʥʘ 

ʩʪʦʨʽʥʢʫ, ʧʨʠʟʥʘʯʝʥʫ ʜʣʷ ʚʠʢʨʘʜʝʥʥʷ ʚʘʰʦʛʦ ʽʤʝʥʽ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ ʪʘ 

ʧʘʨʦʣʷ. ʎʝ ʙʫʜʝ ʚʠʛʣʷʜʘʪʠ ʪʦʯʥʦ ʪʘʢ ʩʘʤʦ. ɸʣʝ ʚʩʝ, ʱʦ ʚʠ ʚʚʝʜʝʪʝ, ʧʦʪʨʘʧʠʪʴ 

ʧʨʷʤʦ ʜʦ ʰʘʭʨʘʷ.  

ʆʩʴ ʜʝ ʥʘʷʚʥʽʩʪʴ ʤʝʥʝʜʞʝʨʘ ʧʘʨʦʣʽʚ ʩʪʘʻ ʥʘʩʪʽʣʴʢʠ ʚʘʞʣʠʚʦʶ. ʅʘʚʽʪʴ ʷʢʱʦ 

ʬʽʰʠʥʛʦʚʠʡ ʩʘʡʪ ʚʠʛʣʷʜʘʻ ʪʘʢ ʩʘʤʦ, ʷʢ ʩʧʨʘʚʞʥʽʡ, ʤʝʥʝʜʞʝʨ ʧʘʨʦʣʽʚ ʥʝ ʚʚʝʜʝ 

ʘʚʪʦʤʘʪʠʯʥʦ ʚʘʰʽ ʦʙʣʽʢʦʚʽ ʜʘʥʽ. 
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4.9. ȬɞɌɖɔ əɌ ɓɌɎɌəɞɌɒɑəəɫ Drive-by  

 

Drive - by download attacks  - ʘʪʘʢʠ ʥʘ ʟʘʚʘʥʪʘʞʝʥʥʷ 

Drive-by. ɹʽʣʴʰʽʩʪʴ ʢʽʙʝʨʘʪʘʢ ʚʠʤʘʛʘʶʪʴ ʚʽʜ ʚʘʩ ʧʝʚʥʠʭ ʜʽʡ, 

ʥʘʧʨʠʢʣʘʜ ʥʘʪʠʩʢʘʥʥʷ ʧʦʩʠʣʘʥʥʷ ʯʠ ʟʘʚʘʥʪʘʞʝʥʥʷ 

ʚʢʣʘʜʝʥʦʛʦ ʬʘʡʣʫ. ɸʣʝ ʘʪʘʢʘ (ʘʙʦ ʟʘʚʘʥʪʘʞʝʥʥʷ ʟ ʧʨʠʚʦʜʫ) ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ 

ʚʠ ʧʨʦʩʪʦ ʧʝʨʝʛʣʷʜʘʻʪʝ ʟʘʨʘʞʝʥʠʡ ʚʝʙ-ʩʘʡʪ.  

ʍʘʢʝʨʠ ʢʦʨʠʩʪʫʶʪʴʩʷ ʚʨʘʟʣʠʚʠʤʠ ʤʽʩʮʷʤʠ ʚ ʧʣʘʛʽʥʘʭ, ʚʝʙ-ʙʨʘʫʟʝʨʘʭ ʽ 

ʧʨʦʛʨʘʤʘʭ, ʱʦʙ ʙʝʟ ʚʘʰʦʛʦ ʚʽʜʦʤʘ ʚʩʪʘʥʦʚʠʪʠ ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘ ʚʘʰ ʧʨʠʩʪʨʽʡ.   

 

4.10. ȸɱɒɝɌɕɞɚɎɱ ɝɖɜɔɛɞɚɎɱ ɌɞɌɖɔ 

 

 Cross - site scripting attacks  ɸʪʘʢʠ ʤʽʞʩʘʡʪʦʚʦʛʦ 

ʩʮʝʥʘʨʽʶ XSS (cross-site scripting) ʜʦʟʚʦʣʷʻ ʭʘʢʝʨʘʤ ʦʪʨʠʤʘʪʠ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ ʜʦ ʧʨʦʛʨʘʤʠ ʘʙʦ ʚʝʙ-ʩʘʡʪʫ.  

ʂʽʙʝʨʟʣʦʯʠʥʮʽ ʢʦʨʠʩʪʫʶʪʴʩʷ ʧʝʨʝʚʘʛʘʤʠ ʚʨʘʟʣʠʚʠʭ ʚʝʙ-ʩʘʡʪʽʚ ʽ ʟʤʫʰʫʶʪʴ 

ʾʭ ʚʩʪʘʥʦʚʣʶʚʘʪʠ ʢʦʨʠʩʪʫʚʘʯʘʤ ʰʢʽʜʣʠʚʠʡ JavaScript. ʂʦʣʠ ʢʦʜ ʚʠʢʦʥʫʻʪʴʩʷ ʫ 

ʚʘʰʦʤʫ ʙʨʘʫʟʝʨʽ, ʭʘʢʝʨ ʤʦʞʝ ʤʘʩʢʫʚʘʪʠʩʷ ʧʽʜ ʚʘʰ ʦʙʣʽʢʦʚʠʡ ʟʘʧʠʩ ʽ ʨʦʙʠʪʠ 

ʚʩʝ, ʱʦ ʚʠ ʤʦʞʝʪʝ.  

ʉʘʡʪʠ, ʚʨʘʟʣʠʚʽ ʜʦ XSS, ʚʢʣʶʯʘʶʪʴ ʜʦʰʢʠ ʦʛʦʣʦʰʝʥʴ, ʬʦʨʫʤʠ ʪʘ ʚʝʙ-

ʩʪʦʨʽʥʢʠ. ʎʽ ʩʪʦʨʽʥʢʠ ʟʘʣʝʞʘʪʴ ʚʽʜ ʚʚʝʜʝʥʠʭ ʢʦʨʠʩʪʫʚʘʯʘʤʠ ʜʘʥʠʭ, ʷʢʽ ʥʝ 

ʧʝʨʝʚʽʨʷʶʪʴʩʷ ʥʘ ʥʘʷʚʥʽʩʪʴ ʰʢʽʜʣʠʚʠʭ ʢʦʜʽʚ. ɸʣʝ ʥʘʚʽʪʴ ʙʽʣʴʰʽ ʩʘʡʪʠ 

ʟʥʘʭʦʜʷʪʴʩʷ ʧʽʜ ʟʘʛʨʦʟʦʶ.  

ʅʘʧʨʠʢʣʘʜ, ʫ 2014 ʨ. ʚʨʘʟʣʠʚʽʩʪʴ ʩʘʡʪʫ ʥʘ eBay ʧʨʠʟʚʝʣʘ ʜʦ ʪʦʛʦ, ʱʦ 

ʢʣʽʻʥʪʠ ʧʝʨʝʥʘʧʨʘʚʣʷʣʠʩʷ ʥʘ ʰʢʽʜʣʠʚʽ ʩʘʡʪʠ ʧʽʩʣʷ ʥʘʪʠʩʢʘʥʥʷ ʧʦʩʠʣʘʥʴ ʥʘ 

ʧʨʦʜʫʢʪ. ʉʘʡʪʠ ʚʽʜʦʙʨʘʞʘʣʠ ʧʽʜʨʦʙʣʝʥʽ ʩʪʦʨʽʥʢʠ ʚʭʦʜʫ ʥʘ eBay, ʧʨʦʧʦʥʫʶʯʠ 

ʢʦʨʠʩʪʫʚʘʯʘʤ ʚʚʝʩʪʠ ʩʚʦʾ ʜʘʥʽ, ʷʢʽ ʧʦʪʽʤ ʙʫʣʠ ʚʠʢʨʘʜʝʥʽ. 
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4.11. ȼɟɞɖɱɞɔ 

 

Rootkits  - ʈʫʪʢʽʪʠ ð ʮʝ ʪʠʧ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʝ ʥʘʜʘʻ ʭʘʢʝʨʘʤ ʢʦʥʪʨʦʣʴ ʽ ʜʦʩʪʫʧ ʥʘ ʨʽʚʥʽ 

ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ ʜʦ ʮʽʣʴʦʚʦʾ ʩʠʩʪʝʤʠ. ʈʫʪʢʽʪʠ ʭʦʚʘʶʪʴʩʷ 

ʛʣʠʙʦʢʦ ʚʩʝʨʝʜʠʥʽ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʚʘʰʦʛʦ ʧʨʠʩʪʨʦʶ, ʪʦʤʫ ʾʭ ʚʘʞʢʦ 

ʚʠʷʚʠʪʠ, ʘʣʝ ʚʦʥʠ ʪʘʢʦʞ ʻ ʥʝʡʤʦʚʽʨʥʦ ʥʝʙʝʟʧʝʯʥʠʤʠ.  

ʈʫʪʢʽʪ ʤʦʞʝ ʜʦʟʚʦʣʠʪʠ ʭʘʢʝʨʘʤ ʚʠʢʨʘʩʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ, 

ʚʩʪʘʥʦʚʠʪʠ ʢʝʡʣʦʛʛʝʨʠ ʘʙʦ ʥʘʚʽʪʴ ʚʠʜʘʣʠʪʠ ʘʥʪʠʚʽʨʫʩʥʝ ʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ. ʅʘʧʨʠʢʣʘʜ, ʫ ʣʠʧʥʽ 2022 ʨ. ʂʘʩʧʝʨʩʴʢʠʡ ʚʠʷʚʠʚ ʨʫʪʢʽʪ, ʷʢʠʡ 

ʤʦʞʝ ʟʙʝʨʽʛʘʪʠʩʷ ʥʘ ʢʦʤʧôʶʪʝʨʽ ʞʝʨʪʚʠ ʥʘʚʽʪʴ ʧʽʩʣʷ ʧʝʨʝʟʘʚʘʥʪʘʞʝʥʥʷ ʯʠ 

ʧʦʚʪʦʨʥʦʾ ʽʥʩʪʘʣʷʮʽʾ. 

 

4.12. ȻɱɐɜɚɍɖɌ DNS Ɍɍɚ çɚɞɜɟɯəəɫè 

 

$.3 ÓÐÏÏÆÉÎÇ ÏÒ ƧÐÏÉÓÏÎÉÎÇƨ - ʧ̔ ʜʨʦʙʢʘ ʩʠʩʪʝʤʠ 

ʜʦʤʝʥʥʠʭ ʽʤʝʥ (DNS) ʜʦʟʚʦʣʷʻ ʭʘʢʝʨʘʤ ʥʘʜʩʠʣʘʪʠ ʦʥʣʘʡʥ-

ʪʨʘʬʽʢ ʥʘ çʧʽʜʨʦʙʣʝʥʠʡè ʚʝʙ-ʩʘʡʪ. ʎʽ ʩʘʡʪʠ ʚʠʛʣʷʜʘʶʪʴ 

ʤʘʡʞʝ ʪʘʢ ʩʘʤʦ, ʷʢ ʚʘʰ ʧʫʥʢʪ ʧʨʠʟʥʘʯʝʥʥʷ (ʥʘʧʨʠʢʣʘʜ, ʩʪʦʨʽʥʢʘ ʚʭʦʜʫ ʚ ʚʘʰ 

ʙʘʥʢ ʘʙʦ ʦʙʣʽʢʦʚʠʡ ʟʘʧʠʩ ʫ ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞʘʭ). ɸʣʝ ʙʫʜʴ-ʷʢʘ ʽʥʬʦʨʤʘʮʽʷ, ʷʢʫ 

ʚʠ ʥʘʜʩʠʣʘʻʪʝ, ʧʦʪʨʘʧʣʷʻ ʧʨʷʤʦ ʜʦ ʭʘʢʝʨʽʚ, ʥʘʜʘʶʯʠ ʾʤ ʜʦʩʪʫʧ ʜʦ ʚʘʰʠʭ 

ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ.  

ʍʘʢʝʨʠ ʪʘʢʦʞ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ DNS-ʩʧʫʬʽʥʛ ʜʣʷ ʩʘʙʦʪʫʚʘʥʥʷ 

ʢʦʤʧʘʥʽʡ, ʧʝʨʝʥʘʧʨʘʚʣʷʶʯʠ ʚʽʜʚʽʜʫʚʘʯʽʚ ʾʭʥʽʭ ʩʘʡʪʽʚ ʥʘ ʩʘʡʪ ʥʠʟʴʢʦʾ ʷʢʦʩʪʽ ʟ 

ʥʝʧʨʠʩʪʦʡʥʠʤ ʚʤʽʩʪʦʤ.  
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ɺ ʦʜʥʦʤʫ ʚʽʜʦʤʦʤʫ ʧʨʠʢʣʘʜʽ ʜʦʤʘʰʥʷ ʩʪʦʨʽʥʢʘ Google ʙʫʣʘ ʧʽʜʨʦʙʣʝʥʘ ʚ 

ʈʫʤʫʥʽʾ ʪʘ ʇʘʢʠʩʪʘʥʽ, ʥʘʜʩʠʣʘʶʯʠ ʢʦʨʠʩʪʫʚʘʯʽʚ ʥʘ ʥʝʟʥʘʡʦʤʠʡ ʩʘʡʪ. 

 

4.13. ȬɞɌɖɔ ȣəɞɑɜəɑɞɟ ɜɑɣɑɕ IoT 

 

Internet of Things (IoT) attacks  - ʇʨʠʩʪʨʦʾ 

ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ (IoT), ʪʘʢʽ ʷʢ ʨʦʟʫʤʥʽ ʢʦʣʦʥʢʠ, ʪʝʣʝʚʽʟʦʨʠ ʪʘ 

ʽʛʨʘʰʢʠ, ʪʘʢʦʞ ʤʦʞʫʪʴ ʙʫʪʠ ʮʽʣʷʤʠ ʢʽʙʝʨʘʪʘʢ. ɸʪʘʢʘ IoT 

ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʭʘʢʝʨʠ ʚʠʢʨʘʜʘʶʪʴ ʜʘʥʽ ʟ ʧʨʠʩʪʨʦʶ ʘʙʦ ʦʙôʻʜʥʫʶʪʴ ʢʽʣʴʢʘ 

ʧʨʠʩʪʨʦʾʚ IoT ʫ ʙʦʪʥʝʪ, ʷʢʽ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ DDoS-ʘʪʘʢ.  

ʇʨʠʩʪʨʦʾ IoT ʟʘʟʚʠʯʘʡ ʥʝ ʤʘʶʪʴ ʘʥʪʠʚʽʨʫʩʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, 

ʱʦ ʨʦʙʠʪʴ ʾʭ ʣʝʛʢʦʶ ʤʽʰʝʥʥʶ ʜʣʷ ʭʘʢʝʨʽʚ. ɹʘʛʘʪʦ ʥʘʡʙʽʣʴʰʠʭ ʫ ʩʚʽʪʽ DDoS-

ʘʪʘʢ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ çʘʨʤʽʶ ʙʦʪʽʚè, ʱʦ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʧʨʠʩʪʨʦʾʚ ɯʥʪʝʨʥʝʪʫ 

ʨʝʯʝʡ. ʎʝ ʤʦʞʝ ʟʜʘʪʠʩʷ ʤʘʣʦʡʤʦʚʽʨʥʠʤ, ʘʣʝ ʥʘʚʽʪʴ ʚʘʰ çʨʦʟʫʤʥʠʡ 

ʭʦʣʦʜʠʣʴʥʠʢè ʤʦʞʝ ʩʪʘʪʠ ʤʠʤʦʚʽʣʴʥʠʤ ʩʦʣʜʘʪʦʤ ʫ ʢʽʙʝʨʘʪʘʮʽ. 

 

4.14. Ȼɑɜɑɡɚɛɗɑəəɫ ɝɑɝɱɲ 

 

Session hijacking  - ʚʠʢʨʘʜʝʥʥʷ ʩʝʘʥʩʫ ð ʮʝ ʪʠʧ ʘʪʘʢʠ 

"ʣʶʜʠʥʘ ʧʦʩʝʨʝʜʠʥʽ", ʧʽʜ ʯʘʩ ʷʢʦʾ ʟʣʦʚʤʠʩʥʠʢ "ʧʝʨʝʡʤʘʻ" 

ʩʝʘʥʩ ʤʽʞ ʢʣʽʻʥʪʦʤ ʽ ʩʝʨʚʝʨʦʤ. ʂʦʤʧôʶʪʝʨ ʟʣʦʚʤʠʩʥʠʢʘ 

ʟʤʽʥʶʻ ʩʚʦʶ IP-ʘʜʨʝʩʫ ʥʘ ʘʜʨʝʩʫ ʢʣʽʻʥʪʘ ʪʘ ʧʨʦʜʦʚʞʫʻ ʜʦʩʪʫʧ ʜʦ ʩʝʨʚʝʨʘ, ʥʝ 

ʧʦʪʨʝʙʫʶʯʠ ʞʦʜʥʦʾ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ.  

ʇ̔ ʩʣʷ ʪʦʛʦ, ʷʢ ʚʦʥʠ ʟʘʭʦʧʠʣʠ ʩʝʘʥʩ, ʭʘʢʝʨʠ ʤʦʞʫʪʴ ʟʨʦʙʠʪʠ ʚʩʝ, ʱʦ ʤʽʛ 

ʟʨʦʙʠʪʠ ʦʙʣʽʢʦʚʠʡ ʟʘʧʠʩ ʢʣʽʻʥʪʘ. ʅʘʧʨʠʢʣʘʜ, ʩʢʘʞʽʤʦ, ʚʠ ʦʪʨʠʤʫʻʪʝ ʜʦʩʪʫʧ ʜʦ 

ʚʥʫʪʨʽʰʥʴʦʾ ʙʘʟʠ ʜʘʥʠʭ ʚʘʰʦʾ ʢʦʤʧʘʥʽʾ ʧʽʜ ʯʘʩ ʨʦʙʦʯʦʾ ʧʦʾʟʜʢʠ. ʗʢʱʦ ʭʘʢʝʨ 

ʟʘʭʦʧʠʪʴ ʚʘʰ ʩʝʘʥʩ, ʚʽʥ ʦʪʨʠʤʘʻ ʜʦʩʪʫʧ ʜʦ ʚʩʽʭ ʬʘʡʣʽʚ ʚʘʰʦʾ ʢʦʤʧʘʥʽʾ. 
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4.15. ȸɌəɱɛɟɗɫɢɱɲ ɓ URL 

 

URL manipulation  - ʤʘʥʽʧʫʣʶʚʘʥʥʷ URL-ʘʜʨʝʩʦʶ 

ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʭʘʢʝʨʠ ʟʤʽʥʶʶʪʴ ʧʘʨʘʤʝʪʨʠ ʚ URL-ʘʜʨʝʩʽ, 

ʱʦʙ ʧʝʨʝʩʧʨʷʤʫʚʘʪʠ ʚʘʩ ʥʘ ʬʽʰʠʥʛʦʚʠʡ ʩʘʡʪ ʘʙʦ ʟʘʚʘʥʪʘʞʠʪʠ 

ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ.  

ʅʘʧʨʠʢʣʘʜ, ʙʘʛʘʪʦ ʣʶʜʝʡ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʟʘʩʦʙʠ ʩʢʦʨʦʯʝʥʥʷ URL-ʘʜʨʝʩ, 

ʱʦʙ ʜʦʧʦʤʦʛʪʠ ʟʘʧʘʤôʷʪʘʪʠ ʜʦʚʛʽ ʚʝʙ-ʘʜʨʝʩʠ ʘʙʦ ʢʦʥʢʨʝʪʥʽ ʩʪʦʨʽʥʢʠ. ʗʢʱʦ 

ʭʘʢʝʨʠ çʦʪʨʫʷʪʴè ʮʶ ʩʢʦʨʦʯʝʥʫ URL-ʘʜʨʝʩʫ, ʚʦʥʠ ʤʦʞʫʪʴ ʧʝʨʝʩʣʘʪʠ ʚʘʩ ʥʘ 

ʬʽʰʠʥʛʦʚʠʡ ʩʘʡʪ, ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʚʠʢʨʘʜʝʥʥʷ ʚʘʰʦʾ ʦʩʦʙʠʩʪʦʾ ʽʥʬʦʨʤʘʮʽʾ.  

ɺ ʽʥʰʠʭ ʩʠʪʫʘʮʽʷʭ ʭʘʢʝʨʠ ʤʘʥʽʧʫʣʶʶʪʴ URL-ʘʜʨʝʩʦʶ, ʱʦʙ ʟʤʫʩʠʪʠ ʩʝʨʚʝʨ 

ʧʦʢʘʟʘʪʠ ʩʪʦʨʽʥʢʠ, ʜʦ ʷʢʠʭ ʚʦʥʠ ʥʝ ʧʦʚʠʥʥʽ ʤʘʪʠ ʜʦʩʪʫʧʫ. ʅʘʧʨʠʢʣʘʜ, ʚʦʥʠ 

ʤʦʞʫʪʴ ʚʚʝʩʪʠ çwww.yoursitename.com/adminè, ʱʦʙ ʟʥʘʡʪʠ ʚʘʰʫ ʩʪʦʨʽʥʢʫ 

ʚʭʦʜʫ, ʘʙʦ ʚʚʝʩʪʠ çwww.yoursitename.com/.bakè, ʱʦʙ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ 

ʬʘʡʣʽʚ ʨʝʟʝʨʚʥʦʾ ʢʦʧʽʾ. 

 

4.16. ȶɜɔɛɞɚɐɒɑɖɱəɏ 

 

Cryptojacking  - ʢʨʠʧʪʦʜʞʝʢʽʥʛ ð ʮʝ ʢʽʙʝʨʘʪʘʢʘ, ʷʢʘ 

ʪʘʻʤʥʦ ʚʠʢʦʨʠʩʪʦʚʫʻ ʦʙʯʠʩʣʶʚʘʣʴʥʫ ʧʦʪʫʞʥʽʩʪʴ ʚʘʰʦʛʦ 

ʢʦʤʧôʶʪʝʨʘ ʜʣʷ ʤʘʡʥʽʥʛʫ ʢʨʠʧʪʦʚʘʣʶʪ, ʪʘʢʠʭ ʷʢ ʙʽʪʢʦʡʥʠ ʪʘ 

Ethereum. ʎʝ ʟʥʘʯʥʦ ʩʧʦʚʽʣʴʥʠʪʴ ʨʦʙʦʪʫ ʢʦʤʧôʶʪʝʨʥʠʭ ʩʠʩʪʝʤ ʽ ʩʧʨʠʯʠʥʠʪʴ 

ʽʥʰʽ ʧʦʪʝʥʮʽʡʥʽ ʚʨʘʟʣʠʚʦʩʪʽ.  

ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʪʝ, ʱʦ Norton ʥʝ ʦʙʦʚôʷʟʢʦʚʦ ʻ çʘʪʘʢʦʶè, Norton ʩʪʠʢʘʻʪʴʩʷ 

ʟ ʞʦʨʩʪʢʦʶ ʢʨʠʪʠʢʦʶ ʧʽʩʣʷ ʚʠʢʨʠʪʪʷ ʪʦʛʦ, ʱʦ ʾʭʥʻ ʦʩʪʘʥʥʻ ʦʥʦʚʣʝʥʥʷ ʪʠʭʦ 

ʚʩʪʘʥʦʚʠʣʦ ʢʨʠʧʪʦʤʘʡʥʝʨ ʫ ʩʚʦʻʤʫ ʘʥʪʠʚʽʨʫʩʥʦʤʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ.  
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4.17. Ȯəɟɞɜɱɤəɱ ɛɚɏɜɚɓɔ 

 

Inside threats  - ʚʥʫʪʨʽʰʥʽ ʧʦʛʨʦʟʠ. ʂʽʙʝʨʘʪʘʢʠ ʯʘʩʪʦ 

ʧʦʭʦʜʷʪʴ ʚʽʜ ʟʦʚʥʽʰʥʴʦʾ ʟʘʛʨʦʟʠ, ʥʘʧʨʠʢʣʘʜ ʛʨʫʧʠ ʭʘʢʝʨʽʚ. 

ɸʣʝ ʪʘʢʦʞ ʽʩʥʫʻ ʡʤʦʚʽʨʥʽʩʪʴ ʚʥʫʪʨʽʰʥʽʭ ʟʘʛʨʦʟ. ɺʥʫʪʨʽʰʥʽ 

ʟʘʛʨʦʟʠ ʚʠʥʠʢʘʶʪʴ, ʢʦʣʠ ʭʪʦʩʴ, ʭʪʦ ʧʨʘʮʶʻ ʚ ʢʦʤʧʘʥʽʾ, ʥʘʚʤʠʩʥʦ ʚʠʢʨʘʜʘʻ 

ʜʘʥʽ, ʥʘʜʘʻ ʢʦʤʫʩʴ ʥʝʘʚʪʦʨʠʟʦʚʘʥʠʡ ʜʦʩʪʫʧ ʘʙʦ ʨʦʟʢʨʠʚʘʻ ʧʘʨʦʣʽ.   

ʅʘʧʨʠʢʣʘʜ, ʥʘ ʧʦʯʘʪʢʫ ʧʘʥʜʝʤʽʾ COVID-19 ʥʝʟʘʜʦʚʦʣʝʥʠʡ ʢʦʣʠʰʥʽʡ 

ʩʧʽʚʨʦʙʽʪʥʠʢ ʢʦʤʧʘʥʽʾ, ʱʦ ʟʘʡʤʘʻʪʴʩʷ ʫʧʘʢʦʚʢʦʶ ʤʝʜʠʯʥʠʭ ʧʨʠʩʪʨʦʾʚ, 

ʚʠʢʦʨʠʩʪʘʚ ʜʦʩʪʫʧ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ, ʱʦʙ ʩʪʝʨʪʠ ʧʦʥʘʜ 100 000 ʟʘʧʠʩʽʚ ʢʦʤʧʘʥʽʾ. 

 

4.18. ȻɔɞɌəəɫ ɐɗɫ ɝɌɘɚɖɚəɞɜɚɗɪ 

 

1. ʄʝʨʝʞʥʽ ʭʘʢʝʨʩʴʢʽ ʘʪʘʢʠ: ʥʘ ʦʩʥʦʚʽ ʟʣʦʚʤʠʩʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ. ʌʽʰʠʥʛʦʚʽ ʘʪʘʢʠ. 

2. ʄʝʨʝʞʥʽ ʭʘʢʝʨʩʴʢʽ ʘʪʘʢʠ: ʪʠʧʫ çʣʶʜʠʥʘ ʧʦʩʝʨʝʜʠʥʽè. ɺʽʜʤʦʚʘ ʚ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ. ɸʪʘʢʠ SQL ʽʥ'ʻʢʮʽʾ. ʊʫʥʝʣʶʚʘʥʥʷ DNS. ɽʢʩʧʣʦʡʪʠ ʪʘ 

ʘʪʘʢʠ ʥʫʣʴʦʚʦʛʦ ʜʥʷ. 

3. ʄʝʨʝʞʥʽ ʭʘʢʝʨʩʴʢʽ ʘʪʘʢʠ: ʥʘ ʧʘʨʦʣʽ. ɸʪʘʢʠ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ. 

4. ʄʝʨʝʞʥʽ ʭʘʢʝʨʩʴʢʽ ʘʪʘʢʠ: ʥʘ ʟʘʚʘʥʪʘʞʝʥʥʷ Drive-by. ʄʽʞʩʘʡʪʦʚʽ 

ʩʢʨʠʧʪʦʚʽ ʘʪʘʢʠ. ʈʫʪʢʽʪʠ. ʇʽʜʨʦʙʢʘ DNS ʘʙʦ çʦʪʨʫʻʥʥʷè. ɸʪʘʢʠ 

ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ (IoT). 

5. ʄʝʨʝʞʥʽ ʭʘʢʝʨʩʴʢʽ ʘʪʘʢʠ: ʧʝʨʝʭʦʧʣʝʥʥʷ ʩʝʩʽʾ. ʄʘʥʽʧʫʣʷʮʽʾ ʟ URL. 

ʂʨʠʧʪʦʜʞʝʢʽʥʛ. ɺʥʫʪʨʽʰʥʽ ʧʦʛʨʦʟʠ. 
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5. ȾȴȻȴ ɁȬȶȱȼȽɈȶȴɁ ȬȾȬȶ ȹȬ ȽȴȽȾȱȸȴ 

ȭȱȳȻȼȺȮȺȰȺȮȺȯȺ ȰȺȽȾȿȻȿ 

 

5.1 . Ⱦɔɛɔ ɡɌɖɑɜɝɨɖɔɡ ɌɞɌɖ əɌ ɍɑɓɛɜɚɎɚɐɚɎɱ ɘɑɜɑɒɱ 

ɓɎõɫɓɖɟ  

 

ʋ ʥʘʰʦʤʫ ʚʩʝ ʙʽʣʴʰ ʟʚôʷʟʘʥʦʤʫ ʩʚʽʪʽ ʙʝʟʧʨʦʚʦʜʦʚʽ ʤʝʨʝʞʽ ʻ ʥʘʨʽʞʥʠʤ 

ʢʘʤʝʥʝʤ ʩʧʽʣʢʫʚʘʥʥʷ ʷʢ ʜʣʷ ʦʩʦʙʠʩʪʠʭ, ʪʘʢ ʽ ʜʣʷ ʧʨʦʬʝʩʽʡʥʠʭ ʮʽʣʝʡ. ʆʜʥʘʢ, 

ʥʝʟʚʘʞʘʶʯʠ ʥʘ ʪʝ, ʱʦ ʚʦʥʠ ʧʨʦʧʦʥʫʶʪʴ ʟʨʫʯʥʽʩʪʴ ʽ ʧʽʜʢʣʶʯʝʥʥʷ, ʚʦʥʠ ʪʘʢʦʞ 

ʫʨʘʟʣʠʚʽ ʜʦ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʭʘʢʝʨʩʴʢʠʭ ʟʘʛʨʦʟ.  

ɸʪʘʢʠ ʥʘ ʙʝʟʧʨʦʚʦʜʦʚʫ ʤʝʨʝʞʫ ð ʮʝ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʽ ʜʽʾ, ʩʧʨʷʤʦʚʘʥʽ ʥʘ 

ʜʦʩʪʫʧ, ʤʘʥʽʧʫʣʶʚʘʥʥʷ ʘʙʦ ʟʥʠʱʝʥʥʷ ʙʝʟʧʨʦʚʦʜʦʚʦʾ ʤʝʨʝʞʽ ʪʘ ʾʾ ʨʝʩʫʨʩʽʚ. ʎʽ 

ʘʪʘʢʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʫʨʘʟʣʠʚʦʩʪʽ ʚ ʧʨʦʪʦʢʦʣʘʭ ʙʝʟʧʨʦʚʦʜʦʚʦʛʦ ʟʚôʷʟʢʫ, ʱʦʙ 

ʦʪʨʠʤʘʪʠ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ, ʚʠʢʨʘʩʪʠ ʜʘʥʽ ʘʙʦ ʧʦʨʫʰʠʪʠ ʨʦʙʦʪʫ 

ʩʣʫʞʙʠ. 

 

5.1.1. Ⱦɔɛɔ ɓɌɏɜɚɓ ɍɑɓɛɑɢɱ ɘɚɍɱɗɨəɔɡ ɛɜɔɝɞɜɚɲɎ 

 

ʇʝʨʰ ʥʽʞ ʤʠ ʧʝʨʝʡʜʝʤʦ ʜʦ ʘʪʘʢ, ʨʦʟʛʣʷʥʝʤʦ ʯʦʪʠʨʠ ʨʽʟʥʽ ʪʠʧʠ ʟʘʛʨʦʟ 

ʙʝʟʧʝʮʽ ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ, ʥʘ ʷʢʽ ʩʣʽʜ ʟʚʝʨʪʘʪʠ ʫʚʘʛʫ. 

1) Web- Based Mobile Security Threats  - ʟʘʛʨʦʟʠ ʤʦʙʽʣʴʥʽʡ ʙʝʟʧʝʮʽ ʚ 

ɯʥʪʝʨʥʝʪʽ. ɺʝʙ-ʘʪʘʢʠ ʩʪʘʥʦʚʣʷʪʴ ʧʦʩʪʽʡʥʫ ʧʨʦʙʣʝʤʫ ʜʣʷ ʤʦʙʽʣʴʥʠʭ 

ʧʨʠʩʪʨʦʾʚ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʧʦʩʪʽʡʥʦ ʧʽʜʢʣʶʯʝʥʽ ʜʦ ɯʥʪʝʨʥʝʪʫ ʪʘ ʨʝʛʫʣʷʨʥʦ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʜʦʩʪʫʧʫ ʜʦ ʚʝʙ-ʩʝʨʚʽʩʽʚ. ʎʽ ʟʘʛʨʦʟʠ ʤʦʞʫʪʴ ʙʫʪʠ 

ʨʝʘʣʽʟʦʚʘʥʽ ʯʝʨʝʟ ʬʽʰʠʥʛʦʚʽ ʘʬʝʨʠ, ʚʠʧʘʜʢʦʚʽ ʟʘʚʘʥʪʘʞʝʥʥʷ ʪʘ 

ʝʢʩʧʣʦʡʪʠ ʙʨʘʫʟʝʨʘ. 
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2) Mobile Network Security Threats  - ʟʘʛʨʦʟʠ ʙʝʟʧʝʮʽ ʤʦʙʽʣʴʥʦʾ 

ʤʝʨʝʞʽ. ʉʪʽʣʴʥʠʢʦʚʽ ʪʘ ʣʦʢʘʣʴʥʽ ʙʝʟʧʨʦʚʦʜʦʚʽ ʤʝʨʝʞʽ ʟʘʟʚʠʯʘʡ 

ʧʽʜʪʨʠʤʫʶʪʴʩʷ ʤʦʙʽʣʴʥʠʤʠ ʧʨʠʩʪʨʦʷʤʠ (Wi-Fi, Bluetooth). ʋ ʢʦʞʥʦʤʫ ʟ 

ʮʠʭ ʪʠʧʽʚ ʤʝʨʝʞ ʤʦʞʥʘ ʟʥʘʡʪʠ ʨʽʟʥʽ ʬʦʨʤʠ ʨʠʟʠʢʽʚ ʯʝʨʝʟ ʪʘʢʽ ʟʘʛʨʦʟʠ, 

ʷʢ ʤʝʨʝʞʝʚʽ ʝʢʩʧʣʦʡʪʠ ʪʘ ʧʝʨʝʭʦʧʣʝʥʥʷ Wi-Fi. 

3) Mobile Device Security Threats  - ʟʘʛʨʦʟʠ ʙʝʟʧʝʮʽ ʤʦʙʽʣʴʥʠʭ 

ʧʨʠʩʪʨʦʾʚ. ʂʨʘʜʽʞʢʘ ʘʙʦ ʚʪʨʘʪʘ ʧʨʠʩʪʨʦʶ ʻ ʥʘʡʧʦʰʠʨʝʥʽʰʦʶ ʬʽʟʠʯʥʦʶ 

ʥʝʙʝʟʧʝʢʦʶ ʜʣʷ ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ. ʎʷ ʟʘʛʨʦʟʘ ʦʩʦʙʣʠʚʦ ʥʝʙʝʟʧʝʯʥʘ 

ʜʣʷ ʧʽʜʧʨʠʻʤʩʪʚ, ʦʩʢʽʣʴʢʠ ʭʘʢʝʨʠ ʤʘʶʪʴ ʧʨʷʤʠʡ ʜʦʩʪʫʧ ʜʦ ʘʧʘʨʘʪʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʜʝ ʟʙʝʨʽʛʘʶʪʴʩʷ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ. 

4) Mobile Application Security Threats  - ʟʘʛʨʦʟʠ ʙʝʟʧʝʮʽ ʤʦʙʽʣʴʥʠʭ 

ʧʨʦʛʨʘʤ. ɿʘʛʨʦʟʠ ʙʝʟʧʝʮʽ ʤʦʙʽʣʴʥʠʭ ʧʨʦʛʨʘʤ, ʷʢ ʽ ʚʩʽ ʽʥʰʽ ʚʠʜʠ ʟʘʛʨʦʟ 

ʙʝʟʧʝʮʽ, ʧʦʩʪʽʡʥʦ ʨʦʟʚʠʚʘʶʪʴʩʷ. ɿ ʽʥʰʦʛʦ ʙʦʢʫ, ʟʘʛʨʦʟʠ ʙʝʟʧʝʮʽ 

ʤʦʙʽʣʴʥʠʭ ʟʘʩʪʦʩʫʥʢʽʚ ʚʠʢʣʠʢʘʶʪʴ ʦʩʦʙʣʠʚʝ ʟʘʥʝʧʦʢʦʻʥʥʷ, ʦʩʢʽʣʴʢʠ ʾʤ 

ʧʨʠʜʽʣʷʻʪʴʩʷ ʤʝʥʰʝ ʫʚʘʛʠ, ʥʽʞ ʽʥʰʠʤ ʬʦʨʤʘʤ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʪʝʭʥʦʣʦʛʽʡ. ɼʝʷʢʽ ʟ ʥʘʡʧʦʧʫʣʷʨʥʽʰʠʭ ʟʘʛʨʦʟ ʜʣʷ 

ʤʦʙʽʣʴʥʠʭ ʟʘʩʪʦʩʫʥʢʽʚ ʧʦʚôʷʟʘʥʽ ʟ ʰʢʽʜʣʠʚʠʤ ʧʨʦʛʨʘʤʥʠʤ 

ʟʘʙʝʟʧʝʯʝʥʥʷʤ, ʥʝʟʘʭʠʱʝʥʠʤ ʢʦʜʫʚʘʥʥʷʤ, ʧʨʦʛʨʘʤʘʤʠ-ʚʠʤʘʛʘʯʘʤʠ ʪʘ 

ʢʨʠʪʦʜʞʝʢʽʥʛʦʤ. 

 

5.1.2. Ⱦɔɛɔ ɡɌɖɑɜɝɨɖɔɡ ɌɞɌɖ əɌ ɍɑɓɛɜɚɎɚɐɚɎɱ ɘɑɜɑɒɱ 

 

ɺʽʜʦʤʽ ʪʠʧʠ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ ʥʘ ʙʝʟʧʨʦʚʦʜʦʚʽ ʤʝʨʝʞʽ ʥʘʩʪʫʧʥʽ: 

- Evil Twin : ʬʘʣʴʰʠʚʘ ʪʦʯʢʘ ʜʦʩʪʫʧʫ Wi-Fi, ʷʢʘ ʽʤʽʪʫʻ ʟʘʢʦʥʥʫ ʪʦʯʢʫ 

ʜʦʩʪʫʧʫ, ʦʙʤʘʥʦʤ ʟʤʫʰʫʶʯʠ ʢʦʨʠʩʪʫʚʘʯʽʚ ʧʽʜʢʣʶʯʠʪʠʩʷ ʜʦ ʥʝʾ. 

- Packet Sniffing  - ʧʝʨʝʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ: ʧʝʨʝʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ ʜʘʥʠʭ, 

ʱʦ ʧʝʨʝʜʘʶʪʴʩʷ ʯʝʨʝʟ ʙʝʟʜʨʦʪʦʚʫ ʤʝʨʝʞʫ. 
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- Wireless Access Point Attacks  - ʘʪʘʢʠ ʥʘ ʪʦʯʢʠ ʙʝʟʧʨʦʚʦʜʦʚʦʛʦ 

ʜʦʩʪʫʧʫ: ʥʝʘʚʪʦʨʠʟʦʚʘʥʠʡ ʜʦʩʪʫʧ ʘʙʦ ʤʘʥʽʧʫʣʷʮʽʾ ʟ ʪʦʯʢʘʤʠ 

ʙʝʟʧʨʦʚʦʜʦʚʦʛʦ ʜʦʩʪʫʧʫ. 

- Jamming - ʟʘʚʘʜʠ: ʧʦʨʫʰʝʥʥʷ ʙʝʟʧʨʦʚʦʜʦʚʦʛʦ ʟʚôʷʟʢʫ ʯʝʨʝʟ ʨʘʜʽʦʤʦʚʣʝʥʥʷ 

ʥʘ ʯʘʩʪʦʪʽ ʤʝʨʝʞʽ. 

- Encryption Attacks  - ʘʪʘʢʠ ʰʠʬʨʫʚʘʥʥʷ: ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʩʣʘʙʢʽ ʤʽʩʮʷ ʚ 

ʘʣʛʦʨʠʪʤʘʭ ʰʠʬʨʫʚʘʥʥʷ ʜʣʷ ʜʦʩʪʫʧʫ ʜʦ ʙʝʟʧʝʯʥʠʭ ʜʘʥʠʭ. 

- Bluejacking : ʥʘʜʩʠʣʘʥʥʷ ʥʝʙʘʞʘʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʥʘ ʧʨʠʩʪʨʦʾ ʟ 

ʧʽʜʪʨʠʤʢʦʶ Bluetooth. 

- Denial of Service  - ʚʽʜʤʦʚʘ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ (DoS): ʧʝʨʝʚʘʥʪʘʞʝʥʥʷ 

ʤʝʨʝʞʽ ʪʨʘʬʽʢʦʤ, ʱʦʙ ʟʨʦʙʠʪʠ ʾʾ ʥʝʧʨʠʜʘʪʥʦʶ ʜʣʷ ʚʠʢʦʨʠʩʪʘʥʥʷ. 

- Password Theft  - ʢʨʘʜʽʞʢʘ ʧʘʨʦʣʷ: ʚʠʢʨʘʜʝʥʥʷ ʧʘʨʦʣʽʚ ʜʣʷ ʦʪʨʠʤʘʥʥʷ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ. 

- Spoofing  - ʩʧʫʬʽʥʛ: ʤʘʩʢʫʚʘʥʥʷ ʧʽʜ ʟʘʢʦʥʥʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ ʘʙʦ ʧʨʠʩʪʨʽʡ 

ʜʣʷ ʦʙʤʘʥʫ ʤʝʨʝʞʽ. 

- Cracking Attacks  - ʘʪʘʢʠ ʟʣʦʤʫ: ʧʦʨʫʰʝʥʥʷ ʟʘʭʦʜʽʚ ʙʝʟʧʝʢʠ ʤʝʨʝʞʽ ʟ 

ʤʝʪʦʶ ʦʪʨʠʤʘʥʥʷ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ. 

- WEP-ʘʪʘʢʠ: ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʩʣʘʙʢʽ ʤʽʩʮʷ ʩʪʘʥʜʘʨʪʫ ʰʠʬʨʫʚʘʥʥʷ WEP (Wired 

Equivalent Privacy). 

- Open Network Attacks  - ʚʽʜʢʨʠʪʽ ʤʝʨʝʞʝʚʽ ʘʪʘʢʠ: ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʝʨʝʞ, 

ʷʢʽ ʥʝ ʤʘʶʪʴ ʙʝʟʧʝʯʥʦʾ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ. 

- Piggybacking  - ʧʽʜʢʣʶʯʝʥʥʷ: ʥʝʘʚʪʦʨʠʟʦʚʘʥʠʡ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ ʰʣʷʭʦʤ 

ʙʣʦʢʫʚʘʥʥʷ ʟôʻʜʥʘʥʥʷ ʟʘʢʦʥʥʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ. 

- Replay Attacks  - ʧʦʚʪʦʨʥʽ ʘʪʘʢʠ: ʧʦʚʪʦʨʥʝ ʥʘʜʩʠʣʘʥʥʷ ʜʽʡʩʥʦʾ ʧʝʨʝʜʘʯʽ 

ʜʘʥʠʭ ʫ ʥʝʘʚʪʦʨʠʟʦʚʘʥʦʤʫ ʢʦʥʪʝʢʩʪʽ. 

- War Chalking : ʬʽʟʠʯʥʝ ʧʦʟʥʘʯʝʥʥʷ ʤʽʩʮʴ, ʜʝ ʙʝʟʧʨʦʚʦʜʦʚʽ ʤʝʨʝʞʽ 

ʚʨʘʟʣʠʚʽ. 

- ɸʪʘʢʠ WPS: ʚʠʢʦʨʠʩʪʘʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʫ ʧʨʦʪʦʢʦʣʘʭ Wi-Fi Protected Setup. 
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- Man- in - the - Middle Attacks  - ʘʪʘʢʠ çʣʶʜʠʥʘ ʧʦʩʝʨʝʜʠʥʽè: 

ʧʝʨʝʭʦʧʣʝʥʥʷ ʪʘ ʟʤʽʥʘ ʩʧʽʣʢʫʚʘʥʥʷ ʤʽʞ ʜʚʦʤʘ ʩʪʦʨʦʥʘʤʠ. 

- War Driving  - ʚʦʻʥʥʘ ʾʟʜʘ: ʧʦʰʫʢ ʥʝʟʘʭʠʱʝʥʠʭ ʤʝʨʝʞ Wi-Fi, 

ʧʝʨʝʤʽʱʘʶʯʠʩʴ ʧʦ ʧʝʚʥʽʡ ʪʝʨʠʪʦʨʽʾ. 

- DNS Hijacking  - ʚʠʢʨʘʜʝʥʥʷ DNS: ʧʝʨʝʩʧʨʷʤʫʚʘʥʥʷ ʪʨʘʬʽʢʫ ʟ ʟʘʢʦʥʥʦʛʦ 

ʚʝʙ-ʩʘʡʪʫ ʥʘ ʰʘʭʨʘʡʩʴʢʠʡ. 

- Wardriving : ʘʢʪ ʧʦʰʫʢʫ ʙʝʟʧʨʦʚʦʜʦʚʠʭ ʤʝʨʝʞ Wi-Fi ʣʶʜʠʥʦʶ ʚ 

ʪʨʘʥʩʧʦʨʪʥʦʤʫ ʟʘʩʦʙʽ, ʱʦ ʨʫʭʘʻʪʴʩʷ. 

 

5. 2.  Ⱦɔɛɔ ɡɌɖɑɜɝɨɖɔɡ ɌɞɌɖ əɌ ɛɜɔɝɞɜɚɲ ɘɚɍɱɗɨəɔɡ 

ɘɑɜɑɒ ɚɛɑɜɌɞɚɜɱɎ ɝɞɱɗɨəɔɖɚɎɚɏɚ ɓɎõɫɓɖɟ  

 

ʉʴʦʛʦʜʥʽ ʙʘʛʘʪʦ ʢʦʤʧʘʥʽʡ ʚʽʜʜʘʶʪʴ ʧʝʨʝʚʘʛʫ ʤʦʙʽʣʴʥʠʤ ʟʚôʷʟʢʘʤ, ʦʩʢʽʣʴʢʠ 

ʜʦʩʣʽʜʞʝʥʥʷ ʩʚʽʜʯʘʪʴ ʧʨʦ ʪʝ, ʱʦ ʧʽʜʚʠʱʝʥʥʷ ʤʦʙʽʣʴʥʦʩʪʽ ʜʦʧʦʤʘʛʘʻ 

ʧʽʜʧʨʠʻʤʩʪʚʘʤ ʧʽʜʚʠʱʠʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʽ ʨʦʙʦʪʫ. ʊʨʘʜʠʮʽʡʥʦ ʟʙʽʣʴʰʝʥʥʷ 

ʦʨʛʘʥʽʟʘʮʽʡʥʦʾ ʤʦʙʽʣʴʥʦʩʪʽ ʯʘʩʪʦ ʧʨʠʟʚʦʜʠʣʦ ʜʦ ʟʙʽʣʴʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ 

ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ, ʷʢʽ ʦʪʨʠʤʫʶʪʴ ʚʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ ʜʦ ʚʘʰʠʭ ʩʠʩʪʝʤ.  

ɿʛʽʜʥʦ ʟ ʜʘʥʠʤʠ ɻʣʦʙʘʣʴʥʦʾ ʘʩʦʮʽʘʮʽʾ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ GSMA (Global 

System for Mobile Communications Association), ʤʦʙʽʣʴʥʠʡ ɯʥʪʝʨʥʝʪ 

ʢʦʨʠʩʪʫʻʪʴʩʷ 55% ʥʘʩʝʣʝʥʥʷ ʩʚʽʪʫ, ʽ ʜʦ ʢʽʥʮʷ 2021 ʨ. ʤʦʙʽʣʴʥʠʤ ɯʥʪʝʨʥʝʪʦʤ 

ʢʦʨʠʩʪʫʚʘʣʠʩʷ 4,3 ʤʽʣʴʷʨʜʘ ʣʶʜʝʡ. ʋ ʚʩʴʦʤʫ ʩʚʽʪʽ ʢʦʨʠʩʪʫʚʘʯʽ ʤʦʙʽʣʴʥʦʛʦ 

ɯʥʪʝʨʥʝʪʫ ʚʩʝ ʙʽʣʴʰʝ ʟʘʣʝʞʘʪʴ ʚʽʜ ʩʚʦʾʭ ʤʦʙʽʣʴʥʠʭ ʪʝʣʝʬʦʥʽʚ ʜʣʷ ʥʠʟʢʠ 

ʜʽʣʦʚʠʭ ʽ ʦʩʦʙʠʩʪʠʭ ʟʘʭʦʜʽʚ. ʅʘ ʞʘʣʴ, ʟʘʛʨʦʟʠ ʤʦʙʽʣʴʥʦʾ ʤʝʨʝʞʽ ʧʨʠʭʦʜʷʪʴ ʽʟ 

ʮʽʻʶ ʪʝʨʠʪʦʨʽʻʶ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ ʧʨʠʚʝʨʥʫʣʦ ʥʝʙʘʞʘʥʫ 

ʫʚʘʛʫ ʟ ʙʦʢʫ ʟʣʦʯʠʥʮʽʚ, ʷʢʽ ʥʘʤʘʛʘʶʪʴʩʷ ʧʦʨʫʰʠʪʠ ʧʦʩʣʫʛʠ ʟʚôʷʟʢʫ ʘʙʦ 

ʟʤʽʥʠʪʠ, ʟʥʠʱʠʪʠ ʯʠ ʚʠʢʨʘʩʪʠ ʜʘʥʽ. ʎʽ ʭʘʢʝʨʠ ʟʘʟʚʠʯʘʡ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ 

ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʧʨʠʩʪʨʦʶ ʘʙʦ ʤʝʨʝʞʽ, ʱʦʙ ʧʨʦʥʠʢʥʫʪʠ ʚ ʤʝʨʝʞʽ. ʂʦʨʠʩʪʫʚʘʯʠ 

ʪʘ ʨʝʛʫʣʷʪʦʨʥʽ ʦʨʛʘʥʠ ʚʠʤʘʛʘʶʪʴ ʚʽʜ ʩʚʦʾʭ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ 
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ʚʠʩʦʢʦʷʢʽʩʥʦʛʦ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ (QoS), ʟʦʢʨʝʤʘ ʩʪʘʙʽʣʴʥʦʛʦ ʪʘ ʙʝʟʧʝʯʥʦʛʦ 

ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʤʝʨʝʞʽ. 

ʋ ʮʴʦʤʫ ʰʚʠʜʢʦʟʤʽʥʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʦʧʝʨʘʪʦʨʘʤ ʤʦʙʽʣʴʥʠʭ ʤʝʨʝʞ ʩʪʘʻ 

ʜʝʜʘʣʽ ʩʢʣʘʜʥʽʰʝ ʟʘʙʝʟʧʝʯʠʪʠ ʥʘʡʢʨʘʱʠʡ ʟʘʭʠʩʪ ʢʦʨʠʩʪʫʚʘʯʽʚ.  

ʆʩʢʽʣʴʢʠ ʤʝʨʝʞʽ 5G ʧʦʚʥʽʩʪʶ ʨʦʟʛʦʨʥʫʪʽ ʚ ʫʩʽʭ ʘʩʧʝʢʪʘʭ ʥʘʰʦʾ ʝʢʦʥʦʤʽʢʠ, 

ʪʦ ʚʚʘʞʘʻʪʴʩʷ, ʱʦ ʨʠʟʠʢʠ ʟʨʦʩʪʫʪʴ ʥʘ ʨʽʟʥʠʭ ʨʽʚʥʷʭ, ʚʽʜ ʚʝʨʪʠʢʘʣʴʥʦʾ 

ʧʨʦʤʠʩʣʦʚʦʩʪʽ ʜʦ ʤʘʩʦʚʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ ʽ ʧʨʦʙʣʝʤ ʙʝʟʧʝʢʠ 

5G, ʧʦʚôʷʟʘʥʠʭ ʟ ʦʩʥʦʚʥʦʶ ʤʝʨʝʞʝʶ. ɿʘʨʘʟ ʤʝʨʝʞʽ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ ʻ 

ʯʘʩʪʠʥʦʶ ʩʪʨʘʪʝʛʽʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʱʦ ʤʘʻ ʚʽʜʛʘʣʫʞʝʥʥʷ ʜʣʷ ʢʦʞʥʦʛʦ 

ʩʝʢʪʦʨʘ ʝʢʦʥʦʤʽʢʠ. ʆʩʴ ʯʦʤʫ ʨʝʛʫʣʷʪʦʨʠ ʚʩʝ ʯʘʩʪʽʰʝ ʚʠʤʘʛʘʶʪʴ ʚʽʜ ʤʦʙʽʣʴʥʠʭ 

ʤʝʨʝʞ ʙʫʪʠ ʙʽʣʴʰ ʧʨʦʘʢʪʠʚʥʠʤʠ ʧʨʦʪʠ ʟʘʛʨʦʟ. 

ʆʧʝʨʘʪʦʨʠ ʤʦʙʽʣʴʥʠʭ ʤʝʨʝʞ ʧʦʚʠʥʥʽ ʤʘʪʠ ʤʦʞʣʠʚʽʩʪʴ ʧʝʨʝʜʙʘʯʘʪʠ 

ʟʘʛʨʦʟʠ ʩʚʦʾʤ ʤʝʨʝʞʘʤ, ʱʦʙ ʚʦʥʠ ʤʦʛʣʠ ʟʘʙʝʟʧʝʯʠʪʠ ʙʝʟʧʝʯʥʝ ʪʘ ʟʘʭʠʱʝʥʝ 

ʩʝʨʝʜʦʚʠʱʝ ʧʽʜʢʣʶʯʝʥʥʷ ʜʣʷ ʩʚʦʾʭ ʩʧʦʞʠʚʘʯʽʚ, ʧʽʜʧʨʠʻʤʩʪʚ ʽ ʜʝʨʞʘʚʥʠʭ 

ʢʣʽʻʥʪʽʚ. ʂʦʥʢʫʨʝʥʮʽʷ ʟʘ ʮʽʥʫ ʪʘ ʰʚʠʜʢʽʩʪʴ ð ʮʝ ʛʦʥʢʘ ʜʦ ʜʥʘ ʪʘ ʧʨʦʛʨʘʰʥʘ 

ʩʪʨʘʪʝʛʽʷ, ʚʨʘʭʦʚʫʶʯʠ, ʱʦ ʦʧʝʨʘʪʦʨʠ ʤʦʙʽʣʴʥʠʭ ʦʧʝʨʘʪʦʨʽʚ ʧʦʚʠʥʥʽ 

ʧʨʦʜʦʚʞʫʚʘʪʠ ʽʥʚʝʩʪʫʚʘʪʠ ʚ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʥʦʚʽ ʪʝʭʥʦʣʦʛʽʾ ʪʘ ʧʦʢʨʘʱʝʥʥʷ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʢʣʽʻʥʪʽʚ. ʊʘʢʠʤ ʯʠʥʦʤ, ʙʝʟʧʝʢʘ ʩʪʘʻ ʥʘʨʽʞʥʠʤ ʢʘʤʝʥʝʤ 

ʩʪʨʘʪʝʛʽʾ ʦʧʝʨʘʪʦʨʽʚ ʤʦʙʽʣʴʥʠʭ ʦʧʝʨʘʪʦʨʽʚ ʽ ʾʭ ʚʽʜʤʽʥʥʦʩʪʽ ʚʽʜ ʽʥʰʠʭ 

ʦʧʝʨʘʪʦʨʽʚ ʤʦʙʽʣʴʥʠʭ ʤʝʨʝʞ. 

ɺʧʨʦʚʘʜʞʫʶʯʠ ʧʨʘʚʠʣʴʥʽ ʟʘʩʦʙʠ ʟʘʭʠʩʪʫ ʪʘ ʦʥʦʚʣʶʶʯʠ ʛʣʦʙʘʣʴʥʠʡ 

ʣʘʥʜʰʘʬʪ ʟʘʛʨʦʟ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʠʩʪʝʤʠ ʘʥʘʣʽʟʫ ʟʘʛʨʦʟ, ʢʝʨʽʚʥʠʢʠ ʩʣʫʞʙʠ 

ʙʝʟʧʝʢʠ, ʜʠʨʝʢʪʦʨʠ ʟ ʨʦʟʨʦʙʢʠ ʪʘ ʾʭʥʽ ʢʦʤʘʥʜʠ ʤʦʞʫʪʴ ʟʘʙʝʟʧʝʯʠʪʠ ʧʦʩʪʽʡʥʫ 

ʙʝʟʧʝʢʫ ʤʝʨʝʞʽ ʪʘ ʟʤʝʥʰʠʪʠ ʧʦʪʝʥʮʽʘʣ ʝʢʦʥʦʤʽʯʥʠʭ ʚʪʨʘʪ ʽ ʰʢʦʜʠ ʨʝʧʫʪʘʮʽʾ. 

ʈʝʟʫʣʴʪʘʪʦʤ ʙʫʜʝ ʟʙʽʣʴʰʝʥʥʷ ʙʘʣʽʚ ʯʠʩʪʠʭ ʧʨʦʤʦʫʪʝʨʽʚ ʽ ʧʦʪʫʞʥʠʡ 

ʤʘʨʢʝʪʠʥʛʦʚʠʡ ʽʥʩʪʨʫʤʝʥʪ ʜʣʷ ʦʧʝʨʘʪʦʨʽʚ ʤʦʙʽʣʴʥʠʭ ʦʧʝʨʘʪʦʨʽʚ. 

ʅʘ ʜʘʥʠʡ ʯʘʩ ʭʘʢʝʨʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʨʷʜ ʤʝʪʦʜʽʚ ʜʣʷ ʟʣʦʤʫ ʤʝʨʝʞ ʥʘ 

ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʷʭ. ɼʘʣʽ ʥʘʚʝʜʝʥʦ ʦʩʥʦʚʥʽ ʩʧʦʩʦʙʠ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ ʥʘ 

ʤʝʨʝʞʽ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ.  
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5. 2. 1. Malicious apps  - ɤɖɱɐɗɔɎɱ ɛɜɚɏɜɌɘɔ. 

 

ʐʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ ï ʮʝ ʧʨʦʛʨʘʤʠ, ʧʨʠʟʥʘʯʝʥʽ ʜʣʷ ʧʦʨʫʰʝʥʥʷ ʙʝʟʧʝʢʠ 

ʤʦʙʽʣʴʥʦʛʦ ʧʨʠʩʪʨʦʶ. ɺʦʥʠ ʯʘʩʪʦ ʟʜʘʶʪʴʩʷ ʟʘʢʦʥʥʠʤʠ, ʘʣʝ ʤʽʩʪʷʪʴ ʰʢʽʜʣʠʚʽ 

ʝʣʝʤʝʥʪʠ, ʷʢ-ʦʪ ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʰʧʠʛʫʥʩʴʢʝ ʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʙʦ ʧʨʦʛʨʘʤʠ-ʚʠʤʘʛʘʯʽ, ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʚʠʢʨʘʜʝʥʥʷ 

ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʘʙʦ ʢʝʨʫʚʘʥʥʷ ʧʨʠʩʪʨʦʻʤ. 

ʄʽʣʴʡʦʥʠ ʙʝʟʢʦʰʪʦʚʥʠʭ ʟʘʩʪʦʩʫʥʢʽʚ ʥʘ ʧʨʠʩʪʨʦʷʭ ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ 

ʩʪʘʥʦʚʣʷʪʴ ʟʥʘʯʥʦ ʙʽʣʴʰʫ ʟʘʛʨʦʟʫ ʜʣʷ ʙʽʟʥʝʩʫ, ʥʽʞ ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ. ʆʩʢʽʣʴʢʠ 85% ʩʫʯʘʩʥʠʭ ʤʦʙʽʣʴʥʠʭ 

ʧʨʦʛʨʘʤ ʧʦ ʩʫʪʽ ʥʝʙʝʟʧʝʯʥʽ, ʮʝ ʪʘʢ. ʊʝʧʝʨ ʭʘʢʝʨʠ ʤʦʞʫʪʴ ʧʨʦʩʪʦ ʟʥʘʡʪʠ 

ʥʝʟʘʭʠʱʝʥʫ ʤʦʙʽʣʴʥʫ ʧʨʦʛʨʘʤʫ ʪʘ ʚʠʢʦʨʠʩʪʘʪʠ ʾʾ ʜʣʷ ʧʣʘʥʫʚʘʥʥʷ ʰʠʨʰʠʭ 

ʥʘʧʘʜʽʚ ʘʙʦ ʚʠʢʨʘʜʝʥʥʷ ʜʘʥʠʭ, ʮʠʬʨʦʚʠʭ ʛʘʤʘʥʮʽʚ, ʜʘʥʠʭ ʩʝʨʚʝʨʥʦʾ ʯʘʩʪʠʥʠ ʪʘ 

ʽʥʰʦʾ ʢʦʨʠʩʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟ ʧʨʦʛʨʘʤʠ. 

ʂʦʣʠ ʚʘʰʽ ʩʧʽʚʨʦʙʽʪʥʠʢʠ ʧʝʨʝʭʦʜʷʪʴ ʫ Google Play ʘʙʦ App Store, ʱʦʙ 

ʟʘʚʘʥʪʘʞʠʪʠ ʧʨʦʛʨʘʤʠ, ʷʢʽ ʟʜʘʶʪʴʩʷ ʥʝʰʢʽʜʣʠʚʠʤʠ, ʧʨʦʛʨʘʤʠ ʟʘʧʠʪʫʚʘʪʠʤʫʪʴ 

ʩʧʠʩʦʢ ʜʦʟʚʦʣʽʚ, ʧʝʨʰ ʥʽʞ ʾʭ ʤʦʞʥʘ ʙʫʜʝ ʟʘʚʘʥʪʘʞʠʪʠ. ʎʽ ʜʦʟʚʦʣʠ ʟʘʟʚʠʯʘʡ 

ʚʠʤʘʛʘʶʪʴ ʜʦʩʪʫʧʫ ʜʦ ʬʘʡʣʽʚ ʘʙʦ ʧʘʧʦʢ ʥʘ ʤʦʙʽʣʴʥʦʤʫ ʧʨʠʩʪʨʦʾ, ʽ ʙʽʣʴʰʽʩʪʴ 

ʣʶʜʝʡ ʧʨʦʩʪʦ ʧʝʨʝʛʣʷʜʘʶʪʴ ʩʧʠʩʦʢ ʜʦʟʚʦʣʽʚ ʽ ʧʦʛʦʜʞʫʶʪʴʩʷ, ʥʝ ʨʝʪʝʣʴʥʦ ʾʭ 

ʦʮʽʥʶʶʯʠ. 

ɿ ʽʥʰʦʛʦ ʙʦʢʫ, ʚʽʜʩʫʪʥʽʩʪʴ ʥʘʛʣʷʜʫ ʤʦʞʝ ʟʨʦʙʠʪʠ ʧʨʠʩʪʨʦʾ ʪʘ ʙʽʟʥʝʩ 

ʚʨʘʟʣʠʚʠʤʠ. ʅʘʚʽʪʴ ʷʢʱʦ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʨʘʮʶʻ ʥʘʣʝʞʥʠʤ ʯʠʥʦʤ, 

ʚʦʥʦ ʧʦʪʝʥʮʽʡʥʦ ʤʦʞʝ ʚʠʜʦʙʫʚʘʪʠ ʢʦʨʧʦʨʘʪʠʚʥʽ ʜʘʥʽ ʪʘ ʨʦʟʧʦʚʩʶʜʞʫʚʘʪʠ ʾʭ 

ʪʨʝʪʽʤ ʦʩʦʙʘʤ, ʥʘʧʨʠʢʣʘʜ ʢʦʥʢʫʨʝʥʪʘʤ, ʨʦʟʢʨʠʚʘʶʯʠ ʢʨʠʪʠʯʥʽ ʜʘʥʽ ʧʨʦ 

ʧʨʦʜʫʢʪ ʘʙʦ ʙʽʟʥʝʩ. 

 

 

5. 2. 2. Social engineering - ɝɚɢɱɌɗɨəɌ ɱəɒɑəɑɜɱɫ. 
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ʉʦʮʽʘʣʴʥʘ ʽʥʞʝʥʝʨʽʷ ʧʝʨʝʜʙʘʯʘʻ ʤʘʥʽʧʫʣʶʚʘʥʥʷ ʦʩʦʙʘʤʠ, ʱʦʙ ʚʦʥʠ 

ʨʦʟʛʦʣʦʰʫʚʘʣʠ ʢʦʥʬʽʜʝʥʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ ʘʙʦ ʚʯʠʥʷʣʠ ʜʽʾ, ʷʢʽ ʤʦʞʫʪʴ 

ʧʦʩʪʘʚʠʪʠ ʧʽʜ ʟʘʛʨʦʟʫ ʙʝʟʧʝʢʫ. ɿʣʦʚʤʠʩʥʠʢʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʣʶʜʩʴʢʫ 

ʧʩʠʭʦʣʦʛʽʶ ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʘʢʠʭ ʧʨʠʡʦʤʽʚ, ʷʢ ʚʠʜʘʚʘʥʥʷ ʩʝʙʝ ʟʘ ʽʥʰʫ ʦʩʦʙʫ, 

ʦʙʤʘʥ ʘʙʦ ʩʪʚʦʨʝʥʥʷ ʧʦʤʠʣʢʦʚʦʛʦ ʚʽʜʯʫʪʪʷ ʪʝʨʤʽʥʦʚʦʩʪʽ. 

ʉʦʮʽʘʣʴʥʘ ʽʥʞʝʥʝʨʽʷ ï ʮʝ ʪʝʨʤʽʥ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʨʽʟʥʠʭ 

ʟʣʦʚʤʠʩʥʠʭ ʜʽʡ, ʱʦ ʟʜʽʡʩʥʶʶʪʴʩʷ ʯʝʨʝʟ ʚʟʘʻʤʦʜʽʶ ʣʶʜʝʡ. ʂʦʣʠ 

ʥʝʜʦʙʨʦʩʦʚʽʩʥʽ ʦʩʦʙʠ ʥʘʜʩʠʣʘʶʪʴ ʬʘʣʴʰʠʚʽ ʝʣʝʢʪʨʦʥʥʽ ʣʠʩʪʠ (ʬʽʰʠʥʛ-ʘʪʘʢʠ) 

ʘʙʦ ʪʝʢʩʪʦʚʽ ʧʦʚʽʜʦʤʣʝʥʥʷ (ʩʤʽʰʠʥʛ-ʘʪʘʢʠ) ʚʘʰʠʤ ʩʧʽʚʨʦʙʽʪʥʠʢʘʤ, ʚʦʥʠ 

ʥʘʤʘʛʘʶʪʴʩʷ ʦʙʤʘʥʦʤ ʟʤʫʩʠʪʠ ʾʭ ʥʘʜʘʪʠ ʦʩʦʙʠʩʪʫ ʽʥʬʦʨʤʘʮʽʶ, ʷʢ-ʦʪ ʧʘʨʦʣʽ, 

ʘʙʦ ʟʘʚʘʥʪʘʞʠʪʠ ʰʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘ ʩʚʦʾ ʧʨʠʩʪʨʦʾ. 

 

5. 2. 3. Phishing attacks - ɠɱɤɔəɏɚɎɱ ɌɞɌɖɔ. 

 

ʌʽʰʠʥʛʦʚʽ ʘʪʘʢʠ, ʥʘʡʧʦʰʠʨʝʥʽʰʘ ʬʦʨʤʘ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ, ʚʢʣʶʯʘʶʪʴ 

ʦʤʘʥʣʠʚʽ ʪʘʢʪʠʢʠ, ʱʦʙ ʟʤʫʩʠʪʠ ʢʦʨʠʩʪʫʚʘʯʽʚ ʥʘʜʘʪʠ ʦʙʣʽʢʦʚʽ ʜʘʥʽ ʜʣʷ ʚʭʦʜʫ 

ʘʙʦ ʦʩʦʙʠʩʪʽ ʜʘʥʽ. ɿʣʦʚʤʠʩʥʠʢʠ ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʧʽʜʨʦʙʣʝʥʽ ʚʝʙ-ʩʘʡʪʠ, 

ʝʣʝʢʪʨʦʥʥʽ ʣʠʩʪʠ ʘʙʦ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʷʢʽ ʽʤʽʪʫʶʪʴ ʥʘʜʽʡʥʽ ʜʞʝʨʝʣʘ, ʱʦʙ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʦʚʽʨʫ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

 

5. 2. 4. Unsecured Wi -Fi networks - əɑɓɌɡɔɥɑəɱ ɘɑɜɑɒɱ Wi-Fi.  

 

ʇʽʜʢʣʶʯʝʥʥʷ ʜʦ ʥʝʟʘʭʠʱʝʥʠʭ ʤʝʨʝʞ Wi-Fi ʥʘʨʘʞʘʻ ʤʦʙʽʣʴʥʽ ʧʨʠʩʪʨʦʾ ʥʘ 

ʧʦʪʝʥʮʽʡʥʽ ʘʪʘʢʠ. ʍʘʢʝʨʠ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʚʨʘʟʣʠʚʦʩʪʽ ʚ ʮʠʭ ʤʝʨʝʞʘʭ 

ʜʣʷ ʧʝʨʝʭʦʧʣʝʥʥʷ ʜʘʥʠʭ, ʟʘʧʫʩʢʫ ʘʪʘʢ ʪʠʧʫ "ʣʶʜʠʥʘ ʧʦʩʝʨʝʜʠʥʽ" ʘʙʦ 

ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. 

ʆʩʢʽʣʴʢʠ ʥʝʤʦʞʣʠʚʦ ʜʽʟʥʘʪʠʩʷ, ʭʪʦ ʥʘʣʘʰʪʫʚʘʚ ʤʝʨʝʞʫ, ʷʢ (ʘʙʦ ʯʠ) ʚʦʥʘ 

ʟʘʭʠʱʝʥʘ ʟʘ ʜʦʧʦʤʦʛʦʶ ʰʠʬʨʫʚʘʥʥʷ, ʘʙʦ ʭʪʦ ʟʘʨʘʟ ʤʘʻ ʜʦʩʪʫʧ ʜʦ ʥʝʾ ʯʠ 
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ʧʝʨʝʛʣʷʜʘʻ ʾʾ, ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʽ ʤʝʨʝʞʽ WiFi ʟʘ ʩʚʦʻʶ ʩʫʪʪʶ ʤʝʥʰ ʙʝʟʧʝʯʥʽ, 

ʥʽʞ ʧʨʠʚʘʪʥʽ ʤʝʨʝʞʽ. ʂʨʽʤ ʪʦʛʦ, ʦʩʢʽʣʴʢʠ ʚʩʝ ʙʽʣʴʰʝ ʬʽʨʤ ʥʘʜʘʶʪʴ ʚʘʨʽʘʥʪʠ 

ʚʽʜʜʘʣʝʥʦʾ ʨʦʙʦʪʠ, ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʽ ʤʝʨʝʞʽ WiFi, ʷʢʽ ʚʘʰʽ ʩʧʽʚʨʦʙʽʪʥʠʢʠ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʜʣʷ ʜʦʩʪʫʧʫ ʜʦ ʚʘʰʠʭ ʩʝʨʚʝʨʽʚ (ʥʘʧʨʠʢʣʘʜ, ʽʟ ʢʘʚôʷʨʝʥʴ ʯʠ 

ʢʘʬʝ), ʤʦʞʫʪʴ ʩʪʘʥʦʚʠʪʠ ʟʘʛʨʦʟʫ ʙʝʟʧʝʮʽ ʚʘʰʦʾ ʦʨʛʘʥʽʟʘʮʽʾ. ʅʘʧʨʠʢʣʘʜ, ʭʘʢʝʨʠ 

ʯʘʩʪʦ ʚʩʪʘʥʦʚʣʶʶʪʴ ʤʝʨʝʞʽ Wi-Fi, ʷʢʽ ʟʜʘʶʪʴʩʷ ʟʘʢʦʥʥʠʤʠ, ʘʣʝ ʻ ʧʨʠʢʨʠʪʪʷʤ 

ʜʣʷ ʟʘʭʦʧʣʝʥʥʷ ʜʘʥʠʭ, ʷʢʽ ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʾʭʥʶ ʩʠʩʪʝʤʫ ï ʘʪʘʢʘ çʣʶʜʠʥʘ 

ʧʦʩʝʨʝʜʠʥʽè. 

ɺʠʤʘʛʘʥʥʷ ʚʽʜ ʧʨʘʮʽʚʥʠʢʽʚ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ VPN ʜʣʷ ʜʦʩʪʫʧʫ ʜʦ 

ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʩʠʩʪʝʤ ʘʙʦ ʜʘʥʠʭ ʻ ʥʘʡʢʨʘʱʠʤ ʧʽʜʭʦʜʦʤ ʜʦ ʟʘʭʠʩʪʫ ʚʘʰʦʾ 

ʬʽʨʤʠ ʚʽʜ ʥʝʙʝʟʧʝʢ ʯʝʨʝʟ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʽ ʤʝʨʝʞʽ Wi-Fi. ʎʝ ʪʘʢʦʞ ʤʦʞʥʘ 

ʟʨʦʙʠʪʠ ʜʣʷ ʪʠʭ, ʭʪʦ ʧʨʘʮʶʻ ʟ ʜʦʤʫ Wi-Fi. ʎʝ ʛʘʨʘʥʪʫʻ, ʱʦ ʾʭʥʽʡ ʩʝʘʥʩ 

ʟʘʣʠʰʘʻʪʴʩʷ ʧʨʠʚʘʪʥʠʤ ʽ ʙʝʟʧʝʯʥʠʤ, ʥʘʚʽʪʴ ʷʢʱʦ ʚʦʥʠ ʦʪʨʠʤʫʶʪʴ ʜʦʩʪʫʧ ʜʦ 

ʚʘʰʠʭ ʩʠʩʪʝʤ ʯʝʨʝʟ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʫ ʤʝʨʝʞʫ. 

 

5. 2. 5. Outdated software  - ɓɌɝɞɌɜɱɗɑ ɛɜɚɏɜɌɘəɑ ɓɌɍɑɓɛɑɣɑəəɫ 

 

ɿʣʦʚʤʠʩʥʠʢʠ ʥʘʮʽʣʶʶʪʴʩʷ ʥʘ ʚʽʜʦʤʽ ʩʣʘʙʢʽ ʤʽʩʮʷ ʚ ʟʘʩʪʘʨʽʣʠʭ ʧʨʦʛʨʘʤʥʠʭ 

ʟʘʩʪʦʩʫʥʢʘʭ ʘʙʦ ʆʉ, ʱʦʙ ʦʪʨʠʤʘʪʠ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ, ʚʩʪʘʥʦʚʠʪʠ 

ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʙʦ ʟʜʽʡʩʥʠʪʠ ʽʥʰʽ ʰʢʽʜʣʠʚʽ ʜʽʾ. 

 

5. 2. 6. SMS-based attacks - SMS-ɌɞɌɖɔ 

 

ɸʪʘʢʠ ʥʘ ʦʩʥʦʚʽ SMS ʚʢʣʶʯʘʶʪʴ ʤʘʥʽʧʫʣʶʚʘʥʥʷ ʪʝʢʩʪʦʚʠʤʠ 

ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ, ʱʦʙ ʚʚʝʩʪʠ ʢʦʨʠʩʪʫʚʘʯʽʚ ʚ ʦʤʘʥʫ ʘʙʦ ʩʢʦʨʠʩʪʘʪʠʩʷ 

ʚʨʘʟʣʠʚʠʤʠ ʤʽʩʮʷʤʠ ʚ ʩʠʩʪʝʤʘʭ ʦʙʤʽʥʫ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ. ʎʽ ʘʪʘʢʠ ʤʦʞʫʪʴ 

ʚʢʣʶʯʘʪʠ ʩʧʨʦʙʠ ʬʽʰʠʥʛʫ, ʧʦʰʠʨʝʥʥʷ ʟʣʦʚʤʠʩʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʙʦ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ ʜʦʩʪʫʧ ʯʝʨʝʟ ʢʘʥʘʣʠ SMS. 
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ʋ ʤʝʨʝʞʘʭ ʽʩʥʫʻ ʚʝʣʠʯʝʟʥʘ ʢʽʣʴʢʽʩʪʴ SMS-ʘʪʘʢ ʪʘ ʽʥʰʠʭ ʬʦʨʤ 

ʟʣʦʚʞʠʚʘʥʥʷ. ɹʘʛʘʪʦ ʟʣʦʚʞʠʚʘʥʴ ʽ ʥʘʜʘʣʽ ʽʩʥʫʚʘʪʠʤʫʪʴ, ʦʩʢʽʣʴʢʠ ʧʨʦʪʦʢʦʣʠ ʪʘ 

ʽʥʪʝʨʬʝʡʩʠ, ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ SMS ʫ ʤʝʨʝʞʽ 5G, ʟʘʣʠʰʘʶʪʴʩʷ ʥʝʟʤʽʥʥʠʤʠ. 

ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʜʝʷʢʽ ʽʟ ʟʣʦʚʞʠʚʘʥʴ 5G SMS, ʟ ʷʢʠʤʠ ʤʦʙʽʣʴʥʽ ʤʝʨʝʞʽ ʤʘʶʪʴ 

ʤʘʪʠ ʩʧʨʘʚʫ: 

- ʥʝʙʘʞʘʥʽ SMS-ʧʦʚʽʜʦʤʣʝʥʥʷ; 

- SMS-ʬʽʰʠʥʛ (ʘʙʦ ʩʤʽʰʠʥʛ); 

- ʰʘʭʨʘʡʩʪʚʦ ʟ ʧʨʝʤʽʘʣʴʥʠʤʠ SMS; 

- ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʟʣʦʚʤʠʩʥʦʛʦ ʇɿ ʥʘ ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʷʭ ʯʝʨʝʟ SMS; 

- ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʪʘ ʦʪʨʠʤʘʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʯʝʨʝʟ SMS; 

- ʚʽʜʤʦʚʘ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ; 

- ʧʝʨʝʭʦʧʣʝʥʥʷ SMS; 

- ʩʽʨʽ ʤʘʨʰʨʫʪʠ; 

- ʥʦʚʽ ʚʝʢʪʦʨʠ ʘʪʘʢ 5G. 

ʗʢ ʧʦʷʩʥʶʻʪʴʩʷ ʚ ʜʦʢʫʤʝʥʪʽ çʆʙʤʽʥ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ ʜʣʷ ʤʘʡʙʫʪʥʴʦʛʦ: 

ʟʘʭʠʩʪ SMSè ʫ ʦʬʽʮʽʡʥʦʤʫ ʜʦʢʫʤʝʥʪʽ 5G, ʦʩʢʽʣʴʢʠ SMS-ʧʦʚʽʜʦʤʣʝʥʥʷ 

ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʨʽʟʥʽ ʧʨʦʪʦʢʦʣʠ ʪʘ ʧʦʢʦʣʽʥʥʷ, ʮʽʣʽʩʥʠʡ ʧʽʜʭʽʜ ʜʦ ʙʝʟʧʝʢʠ 

ʧʦʚʠʥʝʥ ʧʦʯʠʥʘʪʠʩʷ ʟ ʚʠʟʥʘʯʝʥʥʷ ʧʦʪʝʥʮʽʡʥʠʭ ʪʦʯʦʢ ʚʭʦʜʫ ʪʘ ʟʦʥ ʙʝʟʧʝʢʠ ʜʣʷ 

ʦʢʨʝʤʠʭ ʤʝʨʝʞ. ʇʦʪʽʤ ʥʝʦʙʭʽʜʥʦ ʧʝʨʝʚʽʨʠʪʠ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʮʠʭ ʪʦʯʦʢ ʚʭʦʜʫ, 

ʱʦʙ ʧʦʙʘʯʠʪʠ, ʯʠ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʘʪʠ ʮʽ ʪʦʯʢʠ ʚʭʦʜʫ ʪʘ ʷʢ. ʎʝ ʜʦʟʚʦʣʠʪʴ 

ʦʧʝʨʘʪʦʨʘʤ ʦʮʽʥʶʚʘʪʠ ʩʧʦʩʦʙʠ ʚʠʷʚʣʝʥʥʷ ʟʣʦʚʤʠʩʥʠʢʽʚ, ʬʽʣʴʪʨʘʮʽʾ 

ʟʣʦʚʤʠʩʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʽ ʧʨʠʧʠʥʝʥʥʷ ʩʠʛʥʘʣʴʥʠʭ ʘʪʘʢ. 

 

5. 2. 7. Bluetooth exploitation - ɑɖɝɛɗɟɌɞɌɢɱɫ Bluetooth. 

 

ʎʝ ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʟʣʦʚʤʠʩʥʠʢʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʫ 

ʬʫʥʢʮʽʾ Bluetooth ʧʨʠʩʪʨʦʶ, ʱʦʙ ʥʝʟʘʢʦʥʥʦ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ, ʨʦʟʧʦʚʩʶʜʠʪʠ 
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ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʙʦ ʧʝʨʝʭʦʧʠʪʠ ʜʘʥʽ, ʷʢʠʤʠ ʦʙʤʽʥʶʶʪʴʩʷ 

ʧʨʠʩʪʨʦʾ. 

 

5. 2. 8. Weak passwords - ɝɗɌɍɖɱ ɛɌɜɚɗɱ. 

 

ʇʘʨʦʣʽ, ʷʢʽ ʤʦʞʥʘ ʚʛʘʜʘʪʠ, ʧʦʣʝʛʰʫʶʪʴ ʟʣʦʚʤʠʩʥʠʢʘʤ ʥʝʟʘʢʦʥʥʠʡ ʜʦʩʪʫʧ 

ʜʦ ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ ʘʙʦ ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʩʣʘʙʢʠʭ ʧʘʨʦʣʽʚ 

ʘʙʦ ʾʭ ʧʦʚʪʦʨʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʚ ʢʽʣʴʢʦʭ ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʘʭ ʧʽʜʚʠʱʫʻ ʨʠʟʠʢ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʜʦʩʪʫʧʫ ʪʘ ʤʦʞʣʠʚʦʛʦ ʚʠʪʦʢʫ ʜʘʥʠʭ. 

 

5. 2. 9. Hardware exploitation - ɑɖɝɛɗɟɌɞɌɢɱɫ ɚɍɗɌɐəɌəəɫ. 

 

ʍʦʯʘ ʟʘʭʠʩʪ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʤʘʻ ʚʠʨʽʰʘʣʴʥʝ ʟʥʘʯʝʥʥʷ ʜʣʷ 

ʙʝʟʧʝʢʠ ʤʦʙʽʣʴʥʦʾ ʤʝʨʝʞʽ, ʥʝ ʤʝʥʰ ʚʘʞʣʠʚʦ ʫʩʫʥʫʪʠ ʚʨʘʟʣʠʚʽʩʪʴ ʘʧʘʨʘʪʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʘ ʤʦʞʝ ʧʽʜʽʨʚʘʪʠ ʙʝʟʧʝʢʫ ʤʦʙʽʣʴʥʦʾ ʤʝʨʝʞʽ. ɿʣʦʚʤʠʩʥʠʢʠ 

ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʩʣʘʙʢʽ ʤʽʩʮʷ ʚ ʘʧʘʨʘʪʥʠʭ ʢʦʤʧʦʥʝʥʪʘʭ ʚʘʰʦʛʦ 

ʧʨʠʩʪʨʦʶ, ʪʘʢʠʭ ʷʢ ʧʨʦʮʝʩʦʨʠ ʙʘʟʦʚʦʾ ʩʤʫʛʠ, SIM-ʢʘʨʪʠ, Bluetooth ʽ Wi-Fi. 

 

5. 2. 10. End- to - end encrypt ion gaps  - ɛɜɚɏɌɗɔəɔ Ɏ əɌɝɖɜɱɓəɚɘɟ 

ɤɔɠɜɟɎɌəəɱ. 

 

ɼʽʨʢʘ ʚ ʱʽʣʠʥʽ ʰʠʬʨʫʚʘʥʥʷ ʩʭʦʞʘ ʥʘ ʜʽʨʢʫ ʫ ʚʦʜʦʧʨʦʚʽʜʥʽʡ ʪʨʫʙʽ. ʍʦʯʘ 

ʪʦʯʢʘ, ʜʝ ʚʦʜʘ ʥʘʜʭʦʜʠʪʴ ʫ ʪʨʫʙʫ (ʤʦʙʽʣʴʥʽ ʧʨʠʩʪʨʦʾ ʚʘʰʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ) ʽ 

ʚʠʭʦʜʠʪʴ ʽʟ ʪʨʫʙʠ (ʚʘʰʽ ʩʠʩʪʝʤʠ), ʤʦʞʝ ʙʫʪʠ ʙʝʟʧʝʯʥʦʶ, ʦʪʚʽʨ ʫ ʩʝʨʝʜʠʥʽ 

ʜʦʟʚʦʣʷʻ ʟʣʦʚʤʠʩʥʠʢʘʤ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʧʦʪʦʢʫ ʚʦʜʠ. 

ʆʜʥʠʤ ʽʟ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʧʨʠʢʣʘʜʽʚ ʧʨʦʛʘʣʠʥ ʫ ʰʠʬʨʫʚʘʥʥʽ ʻ 

ʥʝʟʘʰʠʬʨʦʚʘʥʽ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʽ ʤʝʨʝʞʽ WiFi (ʦʩʴ ʯʦʤʫ ʚʦʥʠ ʩʪʘʥʦʚʣʷʪʴ 
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ʪʘʢʠʡ ʟʥʘʯʥʠʡ ʨʠʟʠʢ ʜʣʷ ʙʽʟʥʝʩʫ). ʆʩʢʽʣʴʢʠ ʤʝʨʝʞʘ ʥʝ ʟʘʭʠʱʝʥʘ, ʰʘʭʨʘʾ 

ʤʦʞʫʪʴ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʽʥʬʦʨʤʘʮʽʾ, ʷʢʦʶ ʚʘʰʽ ʩʧʽʚʨʦʙʽʪʥʠʢʠ 

ʦʙʤʽʥʶʶʪʴʩʷ ʤʽʞ ʩʚʦʾʤʠ ʧʨʠʩʪʨʦʷʤʠ ʪʘ ʚʘʰʠʤʠ ʩʠʩʪʝʤʘʤʠ. ʇʨʦʪʝ ʤʝʨʝʞʽ 

WiFi ð ʮʝ ʥʝ ʻʜʠʥʝ, ʱʦ ʤʦʞʝ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʦ; ʙʫʜʴ-ʷʢʘ ʥʝʟʘʭʠʱʝʥʘ 

ʧʨʦʛʨʘʤʘ ʯʠ ʩʣʫʞʙʘ ʤʦʞʝ ʥʘʜʘʪʠ ʟʣʦʚʤʠʩʥʠʢʘʤ ʜʦʩʪʫʧ ʜʦ ʚʘʞʣʠʚʠʭ ʜʘʥʠʭ 

ʢʦʤʧʘʥʽʾ. ɹʫʜʴ-ʷʢʽ ʥʝʟʘʰʠʬʨʦʚʘʥʽ ʤʦʙʽʣʴʥʽ ʧʨʦʛʨʘʤʠ ʦʙʤʽʥʫ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ, 

ʷʢʽ ʚʘʰʽ ʩʧʽʚʨʦʙʽʪʥʠʢʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ, ʥʘʧʨʠʢʣʘʜ, ʜʣʷ ʧʝʨʝʜʘʯʽ ʽʥʬʦʨʤʘʮʽʾ, 

ʧʦʚôʷʟʘʥʦʾ ʟ ʨʦʙʦʪʦʶ, ʤʦʞʫʪʴ ʥʘʜʘʪʠ ʪʦʯʢʫ ʚʭʦʜʫ ʜʣʷ ʟʣʦʚʤʠʩʥʠʢʘ, ʱʦʙ 

ʧʝʨʝʭʦʧʠʪʠ ʚʘʞʣʠʚʽ ʜʽʣʦʚʽ ʢʦʤʫʥʽʢʘʮʽʾ ʪʘ ʜʦʢʫʤʝʥʪʠ. 

ɼʣʷ ʙʫʜʴ-ʷʢʠʭ ʢʦʥʬʽʜʝʥʮʽʡʥʠʭ ʨʦʙʦʯʠʭ ʜʘʥʠʭ ʧʦʪʨʽʙʥʝ ʥʘʩʢʨʽʟʥʝ 

ʰʠʬʨʫʚʘʥʥʷ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʙʫʜʴ-ʷʢʽ ʧʦʩʪʘʯʘʣʴʥʠʢʠ ʧʦʩʣʫʛ, ʟ ʷʢʠʤʠ ʚʠ 

ʚʟʘʻʤʦʜʽʻʪʝ, ʰʠʬʨʫʶʪʴ ʩʚʦʾ ʩʣʫʞʙʠ ʜʣʷ ʟʘʧʦʙʽʛʘʥʥʷ ʥʝʟʘʢʦʥʥʦʤʫ ʜʦʩʪʫʧʫ, ʘ 

ʪʘʢʦʞ ʰʠʬʨʫʶʪʴ ʧʨʠʩʪʨʦʾ ʪʘ ʩʠʩʪʝʤʠ ʚʘʰʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

 

5. 2. 11. Internet of Things (IoT) devices - ɛɜɔɝɞɜɚɲ ȣəɞɑɜəɑɞɟ 

ɜɑɣɑɕ IoT 

 

ʄʦʙʽʣʴʥʽ ʧʨʠʩʪʨʦʾ, ʷʢʽ ʦʪʨʠʤʫʶʪʴ ʜʦʩʪʫʧ ʜʦ ʩʠʩʪʝʤ ʚʘʰʦʾ ʢʦʤʧʘʥʽʾ, 

ʚʠʭʦʜʷʪʴ ʟʘ ʨʘʤʢʠ ʩʤʘʨʪʬʦʥʽʚ ʽ ʧʣʘʥʰʝʪʽʚ ʽ ʦʭʦʧʣʶʶʪʴ ʥʦʩʠʤʽ ʪʝʭʥʦʣʦʛʽʾ 

(ʥʘʧʨʠʢʣʘʜ, Apple Watch) ʽ ʬʽʟʠʯʥʝ ʦʙʣʘʜʥʘʥʥʷ (ʥʘʧʨʠʢʣʘʜ, Google Home ʘʙʦ 

Amazon Alexa). ʆʩʢʽʣʴʢʠ ʙʘʛʘʪʦ ʥʘʡʥʦʚʽʰʠʭ ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ IoT ʤʘʶʪʴ 

IP-ʘʜʨʝʩʠ, ʟʣʦʚʤʠʩʥʠʢʠ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʘʪʠ ʾʭ, ʱʦʙ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ 

ʤʝʨʝʞʽ ʚʘʰʦʾ ʦʨʛʘʥʽʟʘʮʽʾ, ʷʢʱʦ ʮʽ ʧʨʠʩʪʨʦʾ ʧʽʜʢʣʶʯʝʥʦ ʜʦ ɯʥʪʝʨʥʝʪʫ, 

ʧʽʜʢʣʶʯʝʥʦʛʦ ʜʦ ʚʘʰʠʭ ʩʠʩʪʝʤ. 

ʂʦʞʥʘ ʦʨʛʘʥʽʟʘʮʽʷ ʟʦʙʦʚôʷʟʘʥʘ ʟʘʧʨʦʚʘʜʠʪʠ ʥʝʦʙʭʽʜʥʽ ʪʝʭʥʦʣʦʛʽʯʥʽ ʪʘ 

ʥʦʨʤʘʪʠʚʥʽ ʧʨʘʚʠʣʘ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ ʩʚʦʾʭ ʩʠʩʪʝʤ. ɿʛʽʜʥʦ ʟʽ 

ʩʪʘʪʠʩʪʠʯʥʠʤʠ ʜʘʥʠʤʠ, ʚʠ, ʡʤʦʚʽʨʥʦ, ʤʘʻʪʝ ʙʽʣʴʰʝ ʧʨʠʩʪʨʦʾʚ IoT, 

ʧʽʜʢʣʶʯʝʥʠʭ ʜʦ ʚʘʰʠʭ ʤʝʨʝʞ, ʥʽʞ ʚʠ ʜʫʤʘʻʪʝ. 
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ʅʘ ʜʘʥʠʡ ʯʘʩ ʟʘʚʜʷʢʠ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ (IoT) ʙʫʜʝ ʙʽʣʴʰʝ ʧʨʠʩʪʨʦʾʚ, ʱʦ 

ʧʽʜʢʣʶʯʘʶʪʴʩʷ ʜʦ ʤʝʨʝʞ 5G, ʽ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʧʨʠʩʪʨʦʾʚ ʚʠʩʦʢʦʾ ʚʘʨʪʦʩʪʽ, 

ʪʘʢʠʭ ʷʢ ʘʚʪʦʤʦʙʽʣʽ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʤʝʪʦʜʠ ʙʝʟʧʝʢʠ, ʨʦʟʨʦʙʣʝʥʽ ʜʣʷ ʤʦʙʽʣʴʥʠʭ 

ʪʝʣʝʬʦʥʽʚ, ʙʽʣʴʰʝ ʥʝ ʧʽʜʭʦʜʷʪʴ. 

ɼʣʷ ʙʦʨʦʪʴʙʠ ʟ ʨʠʟʠʢʘʤʠ ʙʝʟʧʝʢʠ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ ʪʘ ʽʥʰʠʤʠ ʨʠʟʠʢʘʤʠ, ʷʢʽ 

ʤʦʞʫʪʴ ʚʠʥʠʢʥʫʪʠ ʜʣʷ ʤʝʨʝʞ 5G; ʤʦʞʥʘ ʥʘʜʘʪʠ ʪʨʠ ʨʝʢʦʤʝʥʜʘʮʽʾ: 

 ʇʝʨʰʘ ʨʝʢʦʤʝʥʜʘʮʽʷ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦʙ ʦʧʝʨʘʪʦʨʠ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ 

ʟʽʩʪʘʚʠʣʠ ʪʘ ʦʙôʻʜʥʘʣʠ ʚʩʶ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʙʝʟʧʝʢʫ, ʷʢʫ ʚʦʥʠ ʤʘʶʪʴ ʟʽ ʩʪʘʨʠʭ 

ʤʦʙʽʣʴʥʠʭ ʤʝʨʝʞ ʽ ʥʦʚʦʾ ʤʦʙʽʣʴʥʦʾ ʤʝʨʝʞʽ 5G. ʎʝ ʜʘʩʪʴ ʤʦʙʽʣʴʥʠʤ ʦʧʝʨʘʪʦʨʘʤ 

ʧʦʚʥʫ ʢʘʨʪʠʥʫ ʪʘ ʧʦʢʨʘʱʠʪʴ ʙʝʟʧʝʢʫ ʥʘ ʚʩʽʭ ʨʽʚʥʷʭ. 

 ɼʨʫʛʘ ʨʝʢʦʤʝʥʜʘʮʽʷ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦʙ ʦʧʝʨʘʪʦʨʠ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ 

ʟʦʩʝʨʝʜʠʣʠʩʷ ʥʘ ʨʦʟʚʽʜʮʽ ʪʘ ʘʥʘʣʽʟʽ ʪʦʛʦ, ʱʦ ʚʽʜʙʫʚʘʻʪʴʩʷ ʚ ʾʭʥʽʭ ʥʦʚʠʭ 

ʤʝʨʝʞʘʭ, ʱʦʙ ʟʨʦʟʫʤʽʪʠ ʧʨʠʨʦʜʫ ʘʪʘʢ, ʩʪʚʦʨʶʚʘʪʠ ʟʘʩʦʙʠ ʟʘʭʠʩʪʫ, ʱʦʙ 

ʟʫʧʠʥʠʪʠ ʾʭ, ʽ ʜʘʪʠ ʢʦʨʠʩʪʫʚʘʯʘʤ ʚʧʝʚʥʝʥʽʩʪʴ, ʱʦ ʤʘʡʙʫʪʥʽ ʘʪʘʢʠ ʙʫʜʫʪʴ 

ʟʘʙʣʦʢʦʚʘʥʽ. 

 ʆʩʪʘʥʥʷ ʨʝʢʦʤʝʥʜʘʮʽʷ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦʙ ʦʧʝʨʘʪʦʨʠ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ 

ʚʟʷʣʠ ʥʘ ʦʟʙʨʦʻʥʥʷ ʙʝʟʧʝʢʫ ʤʝʨʝʞʽ 5G, ʦʩʢʽʣʴʢʠ ʮʷ ʤʝʨʝʞʘ ʙʫʜʝ ʥʝ ʣʠʰʝ 

ʯʘʩʪʠʥʦʶ ʥʘʮʽʦʥʘʣʴʥʦʾ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʘʣʝ ʡ ʟôʻʜʥʘʻ ʽʥʰʫ 

ʢʨʠʪʠʯʥʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʷʢ-ʦʪ ʪʨʘʥʩʧʦʨʪ, ʚʦʜʫ ʪʘ ʝʣʝʢʪʨʦʝʥʝʨʛʽʶ. 

ʑʦʙ ʟʘʭʠʩʪʠʪʠ ʮʶ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʤʦʙʽʣʴʥʠʤ ʦʧʝʨʘʪʦʨʘʤ ʙʫʜʝ 

ʥʝʜʦʩʪʘʪʥʴʦ ʚʧʨʦʚʘʜʞʫʚʘʪʠ ʩʧʝʮʠʬʽʢʘʮʽʾ. ɰʤ ʧʦʪʨʽʙʥʦ ʙʫʜʝ ʧʽʜʪʨʠʤʫʚʘʪʠ, 

ʢʦʥʪʨʦʣʶʚʘʪʠ ʪʘ ʦʥʦʚʣʶʚʘʪʠ ʮʽ ʩʠʩʪʝʤʠ, ʱʦʙ ʙʣʦʢʫʚʘʪʠ ʤʝʨʝʞʝʚʽ ʘʪʘʢʠ. ɼʣʷ 

ʮʴʦʛʦ ʤʦʞʝ ʟʥʘʜʦʙʠʪʠʩʷ ʟʤʽʥʘ ʤʠʩʣʝʥʥʷ ʙʘʛʘʪʴʦʭ ʦʧʝʨʘʪʦʨʽʚ ʤʝʨʝʞʽ. 

 

5. 2. 12. Voice Threats - ɏɚɗɚɝɚɎɱ ɛɚɏɜɚɓɔ 

 

ɿ ʦʛʣʷʜʫ ʥʘ ʪʝ, ʱʦ ʜʦ 2026 ʨ. ʟʘʛʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ ʢʦʨʠʩʪʫʚʘʯʽʚ ʛʦʣʦʩʦʚʦʛʦ 

ʟʚôʷʟʢʫ ʯʝʨʝʟ 5G ʟʨʦʩʪʝ ʜʦ 2,5 ʤʽʣʴʷʨʜʽʚ, ʦʯʽʢʫʻʪʴʩʷ, ʱʦ ʛʦʣʦʩʦʚʝ ʰʘʭʨʘʡʩʪʚʦ 

ʪʘʢʦʞ ʟʨʦʩʪʝ. ʊʘʢʽ ʰʘʭʨʘʡʩʴʢʽ ʘʪʘʢʠ ʤʦʞʫʪʴ ʚʢʣʶʯʘʪʠ ʚʽʰʠʥʛ (ʛʦʣʦʩʦʚʠʡ 
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ʬʽʰʠʥʛ), ʧʽʜʤʽʥʫ ʥʦʤʝʨʘ, ʰʘʭʨʘʡʩʪʚʦ Wangiri ʪʘ ʰʘʭʨʘʡʩʪʚʦ ʟ SIM-ʙʦʢʩʦʤ. 

ɯʩʥʫʚʘʥʥʷ ʚʝʙ-ʩʘʡʪʫ iSpoof ʻ ʭʦʨʦʰʠʤ ʧʦʢʘʟʥʠʢʦʤ ʪʦʛʦ, ʷʢ ʨʦʟʚʠʚʘʣʦʩʷ 

ʛʦʣʦʩʦʚʝ ʰʘʭʨʘʡʩʪʚʦ. ʇʝʨʝʜ ʚʠʜʘʣʝʥʥʷʤ ʫ ʣʠʩʪʦʧʘʜʽ 2022 ʨ. ʰʢʽʜʣʠʚʠʡ ʚʝʙ-

ʩʘʡʪ ʧʨʦʜʘʚʘʚ ʟʣʦʚʤʠʩʥʠʢʘʤ ʽʥʩʪʨʫʤʝʥʪʠ ʜʣʷ ʟʜʽʡʩʥʝʥʥʷ ʛʦʣʦʩʦʚʦʛʦ 

ʰʘʭʨʘʡʩʪʚʘ. çʇʨʦʜʫʢʮʽʷè, ʱʦ ʧʨʦʜʘʚʘʣʘʩʷ ʥʘ ʧʣʘʪʬʦʨʤʽ iSpoof, ʚʢʣʶʯʘʣʘ 

ʧʦʧʝʨʝʜʥʴʦ ʩʪʚʦʨʝʥʽ ʩʮʝʥʘʨʽʾ ʚʽʰʠʥʛʫ ð ʬʽʰʠʥʛʦʚʽ ʘʪʘʢʠ ʷʢ ʧʦʩʣʫʛʫ ʪʘ 

ʤʦʞʣʠʚʽʩʪʴ ʤʘʥʽʧʫʣʶʚʘʪʠ ʽʜʝʥʪʠʬʽʢʘʮʽʻʶ ʣʽʥʽʾ ʚʠʢʣʠʢʫ CLI (Calling Line 

Identity), ʱʦ ʜʦʟʚʦʣʷʣʦ ʟʣʦʚʤʠʩʥʠʢʘʤ ʧʽʜʨʦʙʣʷʪʠ ʥʦʤʝʨʠ. ɼʦʩʪʫʧʥʽʩʪʴ ʮʠʭ 

ʛʦʪʦʚʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʜʣʷ ʟʣʦʚʤʠʩʥʠʢʽʚ ʻ ʩʚʽʜʯʝʥʥʷʤ ʪʦʛʦ, ʥʘʩʢʽʣʴʢʠ 

ʧʦʰʠʨʝʥʠʤ ʩʪʘʣʦ ʛʦʣʦʩʦʚʝ ʰʘʭʨʘʡʩʪʚʦ. 

ʆʧʝʨʘʪʦʨʠ ʪʘʢʦʞ ʩʪʠʢʘʶʪʴʩʷ ʟ ʟʘʛʨʦʟʘʤʠ ʜʣʷ ʩʚʦʾʭ ʜʦʭʦʜʽʚ ʯʝʨʝʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʬʣʝʰ-ʚʠʢʣʠʢʽʚ ʜʣʷ ʧʦʩʣʫʛ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ. ʆʩʢʽʣʴʢʠ ʬʣʝʰ-

ʜʟʚʽʥʢʠ ʥʝ ʩʪʷʛʫʶʪʴ ʧʣʘʪʫ ʟʘ ʜʟʚʽʥʢʠ ʪʘ ʚ ʙʘʛʘʪʴʦʭ ʚʠʧʘʜʢʘʭ ʤʦʞʫʪʴ ʟʘʤʽʥʠʪʠ 

ʪʘʢʽ ʤʝʪʦʜʠ, ʷʢ ʘʚʪʝʥʪʠʬʽʢʘʮʽʷ A2P SMS, ʜʦʭʦʜʠ ʦʧʝʨʘʪʦʨʽʚ ʤʦʞʫʪʴ 

ʧʦʩʪʨʘʞʜʘʪʠ. 

ʋ ʩʚʽʪʣʽ ʮʠʭ ʧʦʜʽʡ ʱʦʜʦ ʛʦʣʦʩʦʚʦʛʦ ʰʘʭʨʘʡʩʪʚʘ ʦʧʝʨʘʪʦʨʘʤ ʩʣʽʜ 

ʽʥʚʝʩʪʫʚʘʪʠ ʚ ʛʦʣʦʩʦʚʠʡ ʙʨʘʥʜʤʘʫʝʨ, ʱʦʙ ʚʠʨʽʰʠʪʠ ʟʨʦʩʪʘʶʯʫ ʧʨʦʙʣʝʤʫ 

ʟʘʭʠʩʪʫ ʘʙʦʥʝʥʪʽʚ. ʇʨʦʘʢʪʠʚʥʝ ʚʞʠʪʪʷ ʟʘʭʦʜʽʚ ʜʣʷ ʙʦʨʦʪʴʙʠ ʟ ʘʪʘʢʘʤʠ 

ʛʦʣʦʩʦʚʦʛʦ ʰʘʭʨʘʡʩʪʚʘ ʙʫʜʝ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ ʨʦʟʚʠʪʢʫ 

ʦʧʝʨʘʪʦʨʽʚ, ʱʦʙ ʟʙʝʨʝʛʪʠ ʨʝʧʫʪʘʮʽʶ ʙʨʝʥʜʫ ʪʘ ʟʘʭʠʩʪʠʪʠ ʜʦʭʦʜʠ. 

 

5. 2. 13. Signaling Security Risks  - ɛɚɎɱɐɚɘɗɑəəɫ ɛɜɚ ɜɔɓɔɖɔ 

ɍɑɓɛɑɢɱ 

 

ʄʝʨʝʞʽ ʩʠʛʥʘʣʽʟʘʮʽʾ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʪʘʢʽ ʧʨʦʪʦʢʦʣʠ, ʷʢ SS7, Diameter 

ʽ GTP-C, ʟʥʘʭʦʜʷʪʴʩʷ ʧʽʜ ʟʘʛʨʦʟʦʶ ʟ ʙʦʢʫ ʟʣʦʚʤʠʩʥʠʢʽʚ ʽ ʰʘʭʨʘʾʚ, ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʣʘʟʽʚʢʠ ʚ ʧʨʦʪʦʢʦʣʘʭ ʫ ʛʣʦʙʘʣʴʥʦʤʫ ʤʽʞʩʠʩʪʝʤʥʦʤʫ 

ʟôʻʜʥʘʥʥʽ. ʎʝ ʜʦʟʚʦʣʷʻ ʟʣʦʚʤʠʩʥʠʢʘʤ ʧʦʨʫʰʫʚʘʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ 

ʘʙʦʥʝʥʪʽʚ, ʟʘʙʦʨʦʥʷʪʠ ʜʦʩʪʫʧ ʜʦ ʢʣʶʯʦʚʠʭ ʧʦʩʣʫʛ ʽ ʦʙʤʘʥʶʚʘʪʠ ʤʦʙʽʣʴʥʠʭ 
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ʦʧʝʨʘʪʦʨʽʚ. ɿ ʧʦʯʘʪʢʫ ʚʽʡʥʠ ʚ ʋʢʨʘʾʥʽ Enea ʚʠʷʚʠʣʘ ʜʦʢʘʟʠ ʜʝʨʞʘʚʥʠʭ ʘʪʘʢ ʥʘ 

ʤʦʙʽʣʴʥʽ ʤʝʨʝʞʽ. 

ʆʧʝʨʘʪʦʨʘʤ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ ʥʝʦʙʭʽʜʥʦ ʪʝʨʤʽʥʦʚʦ ʟʘʧʨʦʚʘʜʠʪʠ 

ʝʬʝʢʪʠʚʥʠʡ ʙʨʘʥʜʤʘʫʝʨ ʩʠʛʥʘʣʽʟʘʮʽʾ ʪʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʘʥʘʣʽʟ ʟʘʛʨʦʟ, ʱʦʙ 

ʟʘʙʝʟʧʝʯʠʪʠ ʧʦʩʪʽʡʥʫ ʜʦʚʽʨʫ ʜʦ ʩʚʦʾʭ ʤʝʨʝʞ. ʗʢʱʦ ʥʝ ʚʞʠʪʠ ʟʘʭʦʜʽʚ ʜʣʷ 

ʟʘʭʠʩʪʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʩʠʛʥʘʣʽʟʘʮʽʾ, ʟʣʦʚʤʠʩʥʠʢʠ ʟʥʘʡʜʫʪʴ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ 

ʜʣʷ ʚʠʢʦʨʠʩʪʘʥʥʷ, ʘ ʦʧʝʨʘʪʦʨʠ ʨʠʟʠʢʫʶʪʴ ʨʝʧʫʪʘʮʽʻʶ ʩʚʦʛʦ ʙʨʝʥʜʫ, 

ʢʣʽʻʥʪʘʤʠ, ʧʘʨʪʥʝʨʘʤʠ ʪʘ ʜʦʭʦʜʘʤʠ. 

ɼʣʷ ʟʘʭʠʩʪʫ ʩʚʦʾʭ ʤʝʨʝʞ ʦʧʝʨʘʪʦʨʠ ʤʦʙʽʣʴʥʠʭ ʤʝʨʝʞ ʧʦʚʠʥʥʽ ʚʠʙʨʘʪʠ 

ʚʽʜʧʦʚʽʜʥʦʛʦ ʧʦʩʪʘʯʘʣʴʥʠʢʘ ʙʨʘʥʜʤʘʫʝʨʘ ʩʠʛʥʘʣʽʟʘʮʽʾ. ʆʧʝʨʘʪʦʨʘʤ ʩʣʽʜ 

ʰʫʢʘʪʠ ʢʦʤʙʽʥʘʮʽʶ ʩʠʛʥʘʣʴʥʦʛʦ ʙʨʘʥʜʤʘʫʝʨʘ ʦʧʝʨʘʪʦʨʩʴʢʦʛʦ ʨʽʚʥʷ, 

ʨʦʟʰʠʨʝʥʦʛʦ ʟʚʽʪʫʚʘʥʥʷ ʪʘ ʛʣʦʙʘʣʴʥʦʛʦ ʘʥʘʣʽʟʫ ʟʘʛʨʦʟ. ʈʽʰʝʥʥʷ ʤʘʻ ʚʠʭʦʜʠʪʠ 

ʟʘ ʤʝʞʽ ʧʨʦʩʪʦʛʦ ʙʣʦʢʫʚʘʥʥʷ ʧʦʪʦʯʥʠʭ ʘʪʘʢ ʫ ʤʝʨʝʞʽ. ɺʽʥ ʧʦʚʠʥʝʥ ʤʘʪʠ 

ʤʦʞʣʠʚʦʩʪʽ ʨʝʘʛʫʚʘʪʠ ʥʘ ʥʦʚʽ ʟʘʛʨʦʟʠ, ʷʢʽ ʧʨʘʛʥʫʪʴ ʦʙʽʡʪʠ ʩʪʘʥʜʘʨʪʥʽ 

ʙʨʘʥʜʤʘʫʝʨʠ SS7, Diameter ʽ GTP-C. 

 

5. 2. 14. 5G Network Legacy and New Vulnerabilities - ɓɌɝɞɌɜɱɗɌ 

ɘɑɜɑɒɌ 5G ɱ əɚɎɱ ɎɜɌɓɗɔɎɚɝɞɱ 

 

GSMA ʧʦʚʽʜʦʤʠʣʘ, ʱʦ ʤʝʨʝʞʽ 5G ʙʫʣʠ ʨʦʟʛʦʨʥʫʪʽ ʚ ʙʽʣʴʰ ʥʽʞ 70 ʢʨʘʾʥʘʭ 

ʤʘʡʞʝ 200 ʦʧʝʨʘʪʦʨʘʤʠ, ʦʭʦʧʣʶʶʯʠ ʤʘʡʞʝ ʦʜʥʫ ʪʨʝʪʠʥʫ ʥʘʩʝʣʝʥʥʷ ʩʚʽʪʫ. 

ʇʨʦʛʥʦʟʫʻʪʴʩʷ, ʱʦ ʜʦ 2025 ʨ. ʫ ʚʩʴʦʤʫ ʩʚʽʪʽ ʙʫʜʝ 2 ʤʽʣʴʷʨʜʠ ʧʽʜʢʣʶʯʝʥʴ 5G. 

ɹʝʟʧʝʢʘ ʤʝʨʝʞʽ 5G ʻ ʙʽʣʴʰ ʩʢʣʘʜʥʦʶ, ʥʽʞ ʧʦʧʝʨʝʜʥʽ ʤʦʙʽʣʴʥʽ ʪʝʭʥʦʣʦʛʽʾ, 

ʦʩʢʽʣʴʢʠ ʤʝʨʝʞʽ ʩʪʘʣʠ ʙʽʣʴʰ ʚʽʨʪʫʘʣʽʟʦʚʘʥʠʤʠ, ʜʝʟʘʛʨʝʛʦʚʘʥʠʤʠ ʪʘ ʭʤʘʨʥʠʤʠ, 

ʱʦ ʨʦʙʠʪʴ ʾʭ ʙʽʣʴʰ ʫʨʘʟʣʠʚʠʤʠ ʜʦ ʚʪʦʨʛʥʝʥʴ. 

ɸʨʭʽʪʝʢʪʫʨʘ 5G ʤʘʻ ʟʥʘʯʥʽ ʚʨʘʟʣʠʚʦʩʪʽ, ʷʢʠʤʠ, ʷʢʱʦ ʾʭ ʥʝ ʫʩʫʥʫʪʠ, ʤʦʞʫʪʴ 

ʩʢʦʨʠʩʪʘʪʠʩʷ ʭʘʢʝʨʠ. ʌʫʥʜʘʤʝʥʪʘʣʴʥʘ ʚʨʘʟʣʠʚʽʩʪʴ ʟʘʙʝʟʧʝʯʫʻ ʪʨʠ ʦʩʥʦʚʥʽ 

ʩʮʝʥʘʨʽʾ ʘʪʘʢʠ: ʚʠʣʫʯʝʥʥʷ ʜʘʥʠʭ ʢʦʨʠʩʪʫʚʘʯʘ (ʥʘʧʨʠʢʣʘʜ, ʚʽʜʩʪʝʞʝʥʥʷ 

ʤʽʩʮʝʟʥʘʭʦʜʞʝʥʥʷ), ʚʽʜʤʦʚʘ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ ʽʥʰʦʾ ʤʝʨʝʞʝʚʦʾ ʬʫʥʢʮʽʾ ʪʘ 
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ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʝʚʦʾ ʬʫʥʢʮʽʾ ʪʘ ʧʦʚôʷʟʘʥʠʭ ʩʣʫʞʙ ʽʥʰʦʛʦ ʚʝʨʪʠʢʘʣʴʥʦʛʦ 

ʧʘʨʪʥʝʨʘ ʟ ʤʝʨʝʞʝʚʦʛʦ ʥʘʨʽʟʘʥʥʷ. 

ʂʦʣʠ ʤʦʚʘ ʟʘʭʦʜʠʪʴ ʧʨʦ ʙʝʟʧʝʢʫ ʤʝʨʝʞ 5G, ʜʦʚʽʨʘ ʥʝ ʧʦʚʠʥʥʘ ʢʝʨʫʚʘʪʠ 

ʚʘʰʦʶ ʩʪʨʘʪʝʛʽʻʶ ʙʝʟʧʝʢʠ. ʆʧʝʨʘʪʦʨʠ ʧʦʚʠʥʥʽ ʤʘʪʠ ʤʦʞʣʠʚʽʩʪʴ ʧʦʩʪʽʡʥʦ ʪʘ 

ʧʨʦʘʢʪʠʚʥʦ ʚʽʜʩʪʝʞʫʚʘʪʠ ʘʢʪʠʚʥʽʩʪʴ, ʚʠʷʚʣʷʪʠ ʪʘ ʙʣʦʢʫʚʘʪʠ ʟʘʛʨʦʟʠ, ʽ, 

ʛʦʣʦʚʥʝ, ʚʦʥʠ ʧʦʚʠʥʥʽ ʰʚʠʜʢʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʙʫʜʴ-ʷʢʝ ʚʪʦʨʛʥʝʥʥʷ. 

 

5. 2. 15. Network Slicing Security Flaws  - ɛɚɜɟɤɑəəɫ ɍɑɓɛɑɖɔ 

ɘɑɜɑɒəɚɏɚ əɌɜɱɓɌəəɫ Ɏ 5G. 

 

ʅʘʨʽʟʢʘ ʤʝʨʝʞʽ ʧʝʨʝʜʙʘʯʘʻ ʚʽʨʪʫʘʣʴʥʝ ʨʦʟʜʽʣʝʥʥʷ RAN ʽ ʷʜʨʘ ʜʣʷ 

ʩʪʚʦʨʝʥʥʷ çʟʨʽʟʽʚè ʤʝʨʝʞʽ, ʷʢʽ ʤʦʞʥʘ ʘʜʘʧʪʫʚʘʪʠ ʜʦ ʢʦʥʢʨʝʪʥʠʭ ʚʠʧʘʜʢʽʚ 

ʚʠʢʦʨʠʩʪʘʥʥʷ. ʈʷʜ ʜʦʩʣʽʜʞʝʥʴ ʧʦʢʘʟʫʻ, ʱʦ ʥʘʨʽʟʢʘ ʤʝʨʝʞʽ 5G ʤʽʩʪʠʪʴ ʜʝʷʢʽ 

ʩʝʨʡʦʟʥʽ ʥʝʜʦʣʽʢʠ ʙʝʟʧʝʢʠ, ʷʢʽ ʫʚʽʤʢʥʫʪʴ ʪʘʢʽ ʘʪʘʢʠ, ʷʢ ʚʽʜʤʦʚʘ ʚ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ (DoS), ʚʽʜʩʪʝʞʝʥʥʷ ʤʽʩʮʝʟʥʘʭʦʜʞʝʥʥʷ, ʘ ʪʘʢʦʞ 

ʰʘʭʨʘʡʩʪʚʦ/ʚʠʪʽʢ ʜʘʥʠʭ. 

ʇʨʠʤʽʪʥʦ, ʱʦ DoS-ʘʪʘʢʠ ʤʦʞʫʪʴ ʙʫʪʠ ʙʽʣʴʰ ʰʢʽʜʣʠʚʠʤʠ ʚ ʩʝʨʝʜʦʚʠʱʽ 5G, 

ʦʩʢʽʣʴʢʠ ʤʠ ʙʘʯʠʤʦ ʙʽʣʴʰʝ ʚʠʧʘʜʢʽʚ ʚʠʢʦʨʠʩʪʘʥʥʷ 5G ʟ ʢʦʨʧʦʨʘʪʠʚʥʠʤʠ 

ʧʘʨʪʥʝʨʘʤʠ. ɿʘʨʘʟ ʙʘʛʘʪʦ ʦʧʝʨʘʪʦʨʽʚ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ ʟʘʨʘʭʦʚʫʶʪʴ ʫʨʷʜʠ ʜʦ 

ʯʠʩʣʘ ʩʚʦʾʭ ʢʣʽʻʥʪʽʚ, ʽ ʘʪʘʢʠ ʤʦʞʫʪʴ ʦʭʦʧʠʪʠ ʯʘʩʪʠʥʠ ʢʨʠʪʠʯʥʦʾ ʥʘʮʽʦʥʘʣʴʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʪʘʢʽ ʷʢ ʝʥʝʨʛʝʪʠʢʘ, ʦʭʦʨʦʥʘ ʟʜʦʨʦʚôʷ, ʪʨʘʥʩʧʦʨʪ, ʛʨʦʤʘʜʩʴʢʽ 

ʧʦʩʣʫʛʠ ʪʘ ʚʠʨʦʙʥʠʮʪʚʦ. 

ʑʦʙ ʟʘʧʦʙʽʛʪʠ ʧʦʪʝʥʮʽʡʥʠʤ DoS-ʘʪʘʢʘʤ ʫ ʨʘʤʢʘʭ ʥʘʨʽʟʢʠ ʤʝʨʝʞʽ 5G, ʤʠ 

ʨʝʢʦʤʝʥʜʫʻʤʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʨʦʟʰʠʨʝʥʠʡ ʧʽʜʭʽʜ ʜʦ ʬʽʣʴʪʨʘʮʽʾ ʪʘ ʧʝʨʝʚʽʨʢʠ, 

ʷʢʠʡ ʧʦʻʜʥʫʻ ʽʥʬʦʨʤʘʮʽʶ ʟ ʨʽʟʥʠʭ ʨʽʚʥʽʚ ʽ ʧʨʦʪʦʢʦʣʽʚ ʪʘ ʽʥʪʝʛʨʫʻ ʟʦʚʥʽʰʥʶ 

ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʟʘʛʨʦʟʠ. ʎʝʡ ʧʽʜʭʽʜ ʜʦ ʬʽʣʴʪʨʘʮʽʾ ʪʘ ʧʝʨʝʚʽʨʢʠ ʧʦʜʽʣʷʻ ʤʝʨʝʞʫ 

ʥʘ ʟʦʥʠ ʙʝʟʧʝʢʠ ʪʘ ʟʘʭʠʱʘʻ ʙʘʟʦʚʫ ʤʝʨʝʞʫ 5G. ʇʝʨʝʭʨʝʩʥʘ ʢʦʨʝʣʷʮʽʷ 

ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʘʪʘʢʫ ʤʽʞ ʮʠʤʠ ʬʫʥʢʮʽʷʤʠ ʤʝʨʝʞʽ ʙʝʟʧʝʢʠ ʤʘʢʩʠʤʽʟʫʻ ʟʘʭʠʩʪ 

ʤʝʨʝʞʽ 5G ʚʽʜ ʜʦʩʚʽʜʯʝʥʠʭ ʟʣʦʚʤʠʩʥʠʢʽʚ ʽ ʜʦʟʚʦʣʷʻ ʢʨʘʱʝ ʧʦʤôʷʢʰʫʚʘʪʠ 
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ʥʘʩʣʽʜʢʠ ʪʘ ʰʚʠʜʰʝ ʚʠʷʚʣʷʪʠ, ʤʽʥʽʤʽʟʫʶʯʠ ʧʦʤʠʣʢʦʚʽ ʪʨʠʚʦʛʠ. 

ʉʪʘʥʜʘʨʪʠʟʘʮʽʷ ʚʘʞʣʠʚʘ, ʘʣʝ ʦʯʽʢʫʚʘʥʥʷ ʩʪʘʥʜʘʨʪʠʟʘʮʽʾ ʜʣʷ ʧʦʢʨʘʱʝʥʥʷ 

ʙʝʟʧʝʢʠ ʥʝ ʟʘʚʞʜʠ ʤʦʞʝ ʙʫʪʠ ʩʚʦʻʯʘʩʥʠʤ ʨʽʰʝʥʥʷʤ, ʷʢ ʤʠ ʙʘʯʠʤʦ ʟ ʛʨʘʬʽʢʘ 

ʟʘʤʦʨʦʞʫʚʘʥʥʷ ʢʦʜʫ 3GPP Release 17 ʫ 2022 ʨ. 

 

5.3. ȻɔɞɌəəɫ ɐɗɫ ɝɌɘɚɖɚəɞɜɚɗɪ 

 

1. ʊʠʧʠ ʟʘʛʨʦʟ ʙʝʟʧʝʮʽ ʤʦʙʽʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ. 

2. ʊʠʧʠ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ ʥʘ ʙʝʟʧʨʦʚʦʜʦʚʽ ʤʝʨʝʞʽ. 

3. ʍʘʢʝʨʩʴʢʽ ʘʪʘʢʠ ʥʘ ʤʝʨʝʞʽ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ: ʰʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ, 

ʩʦʮʽʘʣʴʥʘ ʽʥʞʝʥʝʨʽʷ, ʬʽʰʠʥʛʦʚʽ ʘʪʘʢʠ, ʥʝʟʘʭʠʱʝʥʽ ʤʝʨʝʞʽ Wi-Fi. 

4. ʍʘʢʝʨʩʴʢʽ ʘʪʘʢʠ ʥʘ ʤʝʨʝʞʽ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ: ʟʘʩʪʘʨʽʣʝ ʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, SMS-ʘʪʘʢʠ, ʝʢʩʧʣʫʘʪʘʮʽʷ Bluetooth, ʩʣʘʙʢʽ ʧʘʨʦʣʽ, 

ʝʢʩʧʣʫʘʪʘʮʽʷ ʦʙʣʘʜʥʘʥʥʷ. 

5. ʍʘʢʝʨʩʴʢʽ ʘʪʘʢʠ ʥʘ ʤʝʨʝʞʽ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ: ʧʨʦʛʘʣʠʥʠ ʚ 

ʥʘʩʢʨʽʟʥʦʤʫ ʰʠʬʨʫʚʘʥʥʽ, ʧʨʠʩʪʨʦʾ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ IoT, ʛʦʣʦʩʦʚʽ 

ʧʦʛʨʦʟʠ. 

6. ʍʘʢʝʨʩʴʢʽ ʘʪʘʢʠ ʥʘ ʤʝʨʝʞʽ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ: ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ 

ʨʠʟʠʢʠ ʙʝʟʧʝʮʽ, ʟʘʩʪʘʨʽʣʘ ʤʝʨʝʞʘ 5G ʽ ʥʦʚʽ ʚʨʘʟʣʠʚʦʩʪʽ, ʧʦʨʫʰʝʥʥʷ 

ʙʝʟʧʝʢʠ ʤʝʨʝʞʥʦʛʦ ʥʘʨʽʟʘʥʥʷ (ʩʣʘʡʩʽʥʛ) ʚ 5G. 
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6. ȸȺȰȱȷɊȮȬȹȹɋ ȳȬȯȼȺȳ ɁȬȶȱȼȽɈȶȴɁ ȬȾȬȶ 

 

ʄʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ï ʮʝ ʧʨʦʮʝʩ ʨʦʟʛʣʷʜʫ ʚʩʽʭ ʩʫʪʪʻʚʠʭ ʪʘ ʧʦʪʝʥʮʽʡʥʠʭ 

ʟʘʛʨʦʟ, ʨʘʥʞʫʚʘʥʥʷ ʾʭ ʤʦʞʣʠʚʦʾ ʰʢʦʜʠ ʟʘ ʧʝʚʥʠʡ ʧʝʨʽʦʜ ʯʘʩʫ ʪʘ ʚʠʟʥʘʯʝʥʥʷ 

ʝʢʦʥʦʤʽʯʥʦ ʝʬʝʢʪʠʚʥʠʭ ʩʧʦʩʦʙʽʚ ʾʭ ʫʩʫʥʝʥʥʷ ʟ ʚʠʩʦʢʠʤ ʩʪʫʧʝʥʝʤ 

ʧʨʽʦʨʠʪʝʪʥʦʩʪʽ. ʄʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʫ ʚʩʽʭ ʛʘʣʫʟʷʭ 

ʧʨʦʤʠʩʣʦʚʦʩʪʽ ʪʘ ʫ ʥʘʰʦʤʫ ʢʦʥʢʨʝʪʥʦʤʫ ʚʠʧʘʜʢʫ ʧʨʠ ʧʣʘʥʫʚʘʥʥʽ ʟʘʭʠʩʪʫ. 

ɺʦʥʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʫ ʞʠʪʪʻʚʦʤʫ ʮʠʢʣʽ ʙʝʟʧʝʯʥʦʾ ʨʦʟʨʦʙʢʠ (SDL) ʧʽʜ ʯʘʩ 

ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʪʘ ʧʝʨʝʚʽʨʢʠ ʇɿ, ʘ ʪʘʢʦʞ ʥʘ ʚʩʽʭ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʧʨʠʩʪʨʦʷʭ ʪʘ ʚ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ. ʊʽʣʴʢʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʩʧʝʮʽʘʣʽʩʪ ʟ ɯɹ ʤʦʞʝ 

ʢʽʣʴʢʽʩʥʦ ʦʮʽʥʠʪʠ ʟʘʛʨʦʟʠ, ʨʠʟʠʢʠ ʪʘ ʩʧʦʩʦʙʠ ʾʭ ʫʩʫʥʝʥʥʷ, ʘ ʪʘʢʦʞ ʧʦʨʽʚʥʷʪʠ 

ʨʝʘʣʽʟʦʚʘʥʠʡ ʧʣʘʥ ʽʟ ʨʝʘʣʴʥʽʩʪʶ ʪʦʛʦ, ʱʦ ʚʽʜʙʫʚʘʻʪʴʩʷ. 

ʅʘʚʽʱʦ ʧʦʪʨʽʙʥʝ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ? ʄʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʟʥʠʞʫʻ 

ʨʠʟʠʢ. ʇʨʠʥʘʡʤʥʽ ʜʦʟʚʦʣʷʻ ʨʦʟʛʣʷʥʫʪʠ ʨʽʟʥʽ ʟʘʛʨʦʟʠ ʪʘ ʨʠʟʠʢʠ. ɿ ʡʦʛʦ 

ʜʦʧʦʤʦʛʦʶ ʤʦʞʥʘ ʟʽʩʪʘʚʣʷʪʠ ʯʠʩʣʝʥʥʽ ʟʘʛʨʦʟʠ, ʨʦʟʨʦʙʣʷʪʠ ʪʘ ʦʮʽʥʶʚʘʪʠ 

ʟʘʭʦʜʠ ʱʦʜʦ ʧʦʤ'ʷʢʰʝʥʥʷ ʾʭ ʥʘʩʣʽʜʢʽʚ ʽ, ʷʢ ʤʠ ʩʧʦʜʽʚʘʻʤʦʩʷ, ʟʜʽʡʩʥʶʚʘʪʠ 

ʝʬʝʢʪʠʚʥʽ ʟ ʧʦʛʣʷʜʫ ʚʠʪʨʘʪ ʪʘ ʢʦʨʠʩʪʽ ʟʘʭʦʜʠ ʱʦʜʦ ʧʦʤ'ʷʢʰʝʥʥʷ ʥʘʩʣʽʜʢʽʚ. ʄʠ 

ʪʦʯʥʦ ʟʥʘʻʤʦ, ʱʦ ʚ ʜʦʚʛʦʩʪʨʦʢʦʚʽʡ ʧʝʨʩʧʝʢʪʠʚʽ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, 

ʟʘʧʨʦʛʨʘʤʦʚʘʥʝ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ, ʤʘʻ ʤʝʥʰʝ ʧʦʤʠʣʦʢ ʽ 

ʚʨʘʟʣʠʚʦʩʪʝʡ, ʥʽʞ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʝ ʥʝ ʤʦʜʝʣʶʻ ʟʘʛʨʦʟʠ. ʗʢʱʦ ʚ 

ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ ʚʧʝʨʰʝ ʤʦʜʝʣʶʻʪʴʩʷ ʟʘʛʨʦʟʘ, ʨʦʟʨʦʙʥʠʢʠ ʤʦʜʝʣʝʡ 

ʤʦʞʫʪʴ ʚʠʷʚʠʪʠ ʙʽʣʴʰʝ ʧʦʤʠʣʦʢ ʽ ʚʨʘʟʣʠʚʦʩʪʝʡ, ʥʽʞ ʫ ʧʦʧʝʨʝʜʥʴʦʤʫ ʧʝʨʽʦʜʽ, 

ʽ ʾʭ ʟʙʽʣʴʰʝʥʥʷ ʤʦʞʝ ʪʨʠʚʘʪʠ ʧʨʦʪʷʛʦʤ ʜʝʷʢʦʛʦ ʧʝʨʽʦʜʫ, ʘʣʝ ʚ ʨʝʟʫʣʴʪʘʪʽ 

ʢʽʣʴʢʽʩʪʴ ʚʠʷʚʣʝʥʠʭ ʧʦʤʠʣʦʢ ʽ ʚʨʘʟʣʠʚʦʩʪʝʡ ʧʦʚʠʥʥʘ ʟʥʠʟʠʪʠʩʷ. ɿʨʝʰʪʦʶ, ʟʘ 

ʯʘʩ ʽʩʥʫʚʘʥʥʷ ʧʨʦʝʢʪʫ ʯʠ ʧʨʦʜʫʢʪʫ ʟʘʛʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ ʧʦʤʠʣʦʢ ʪʘ ʤʦʞʣʠʚʽ 

ʟʙʠʪʢʠ, ʷʢʽ ʚʦʥʠ ʤʦʞʫʪʴ ʩʪʚʦʨʠʪʠ, ʤʘʶʪʴ ʙʫʪʠ ʟʤʝʥʰʝʥʽ. ɺ ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ 

ʥʘʚʽʱʦ ʡʦʛʦ ʚʠʢʦʥʫʚʘʪʠ? ʄʦʜʝʣʶʚʘʥʥʷ ʧʦʛʨʦʟ ʥʘʚʽʪʴ ʚʨʘʭʦʚʫʻ, ʯʠ ʜʦʩʪʘʪʥʴʦ 

ʧʦʤ'ʷʢʰʝʥʥʷ ʝʢʦʥʦʤʽʯʥʦ ʝʬʝʢʪʠʚʥʝ. ʄʦʞʣʠʚʦ, ʜʫʞʝ ʭʦʨʦʰʝ ʧʦʤ'ʷʢʰʝʥʥʷ 
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ʤʦʞʝ ʙʫʪʠ ʥʘʩʪʽʣʴʢʠ ʜʦʨʦʛʠʤ (ʟʘ ʚʘʨʪʽʩʪʶ, ʨʝʩʫʨʩʘʤʠ, ʧʨʦʙʣʝʤʘʤʠ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʪʦʱʦ), ʱʦ ʥʘʚʽʪʴ ʷʢʱʦ ʚʦʥʦ ʢʦʤʧʝʥʩʫʻ ʧʝʚʥʠʡ ʨʠʟʠʢ, ʮʝ 

ʝʢʦʥʦʤʽʯʥʦ ʥʝʝʬʝʢʪʠʚʥʦ. ʅʘʧʨʠʢʣʘʜ, ʧʨʠʧʫʩʪʠʤʦ, ʱʦ ʢʦʤʧ'ʶʪʝʨʥʽ ʚʽʨʫʩʠ 

ʱʦʨʦʢʫ ʟʘʚʜʘʶʪʴ ʢʦʤʧʘʥʽʾ ʟʙʠʪʢʽʚ ʫ ʨʦʟʤʽʨʽ 100 000 ʜʦʣʘʨʽʚ. ɺʦʥʘ ʥʝ ʟʘʭʦʯʝ 

ʚʠʪʨʘʯʘʪʠ ʙʽʣʴʰʝ 100 ʪʠʩʷʯ ʜʦʣʘʨʽʚ ʥʘ ʪʝ, ʱʦʙ ʟʫʧʠʥʠʪʠ ʢʦʤʧ'ʶʪʝʨʥʽ ʚʽʨʫʩʠ. 

ʊʦʤʫ, ʡʤʦʚʽʨʥʦ, ʾʤ ʙʫʜʝ ʚʠʛʽʜʥʽʰʝ ʥʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʞʦʜʥʠʭ ʟʘʩʦʙʽʚ 

ʟʘʭʠʩʪʫ. ʎʝ ʭʦʯ ʽ ʜʫʨʥʠʡ, ʘʣʝ ʥʘʦʯʥʠʡ ʧʨʠʢʣʘʜ. 

ɺʠʜʠ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ. ɯʩʥʫʻ ʤʘʡʞʝ ʩʪʽʣʴʢʠ ʞ ʚʠʜʽʚ ʤʦʜʝʣʶʚʘʥʥʷ 

ʟʘʛʨʦʟ, ʷʢ ʽ ʪʠʧʽʚ ʟʘʛʨʦʟ. ɿʘʟʚʠʯʘʡ ʚʦʥʠ ʚʽʜʦʤʽ ʧʽʜ ʘʢʨʦʥʽʤʘʤʠ, ʪʘʢʠʤʠ ʷʢ 

STRIDE, PASTA, VAST, TRIKE ʪʘ OCTAVE. ɭ ʙʘʛʘʪʦ ʧʨʦʛʨʘʤʥʠʭ ʟʘʩʦʙʽʚ, ʷʢʽ 

ʤʘʶʪʴ ʚʣʘʩʥʽ ʤʦʜʝʣʽ ʘʙʦ ˇʨʫʥʪʫʶʪʴʩʷ ʥʘ ʦʜʥʽʡ ʽʟ ʽʩʥʫʶʯʠʭ ʤʦʜʝʣʝʡ. ʂʦʞʥʘ 

ʤʦʜʝʣʴ ʤʘʻ ʧʨʠʭʠʣʴʥʠʢʽʚ ʽ ʢʨʠʪʠʢʽʚ. ɼʣʷ ʨʦʟʨʦʙʥʠʢʽʚ ʪʘ ʚʝʥʜʦʨʽʚ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʥʘʙʘʛʘʪʦ ʚʘʞʣʠʚʽʰʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʙʫʜʴ-ʷʢʫ ʤʦʜʝʣʴ 

ʟʘʛʨʦʟ, ʥʽʞ ʥʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʾʾ, ʦʩʢʽʣʴʢʠ ʚʦʥʠ ʥʝ ʤʦʞʫʪʴ ʚʠʟʥʘʯʠʪʠ, ʷʢʽʡ ʟ 

ʥʠʭ ʚʽʜʜʘʪʠ ʧʝʨʝʚʘʛʫ. ʇʨʦʩʪʝ ʤʦʜʝʣʶʚʘʥʥʷ ʧʦʛʨʦʟ ï ʮʝ ʚʞʝ ʧʝʨʝʤʦʛʘ. ʂʦʞʥʘ 

ʤʦʜʝʣʴ ʥʘʤʘʛʘʻʪʴʩʷ ʦʭʦʧʠʪʠ ʧʨʦʮʝʩʠ ʨʦʟʫʤʽʥʥʷ ʪʦʛʦ, ʱʦ ʷʚʣʷʻ ʩʦʙʦʶ ʧʨʦʝʢʪ, 

ʱʦ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʚ ʡʦʛʦ ʩʫʢʫʧʥʦʩʪʽ. ɿʘʟʚʠʯʘʡ ʮʝ ʨʦʙʠʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʤʦʟʢʦʚʦʛʦ ʰʪʫʨʤʫ, ʙʣʦʢ-ʩʭʝʤ ʪʘ ʜʦʢʣʘʜʥʦʛʦ ʦʧʠʩʫ ʟʘʣʫʯʝʥʠʭ ʧʨʦʮʝʩʽʚ. ʇʦʪʽʤ 

ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʚʩʽ ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ ʧʨʦʝʢʪʫ, ʧʨʦʛʨʘʤʽ ʯʠ ʩʝʨʚʽʩʫ. ɺʦʥʠ 

ʨʘʥʞʫʶʪʴʩʷ ʟʘ ʡʤʦʚʽʨʥʽʩʪʶ ʧʦʪʝʥʮʽʡʥʦʾ ʰʢʦʜʠ. ʅʘʩʘʤʧʝʨʝʜ ʨʦʟʛʣʷʜʘʶʪʴʩʷ 

ʟʘʛʨʦʟʠ ʪʘ ʨʠʟʠʢʠ, ʷʢʽ ʤʦʞʫʪʴ ʟʘʚʜʘʪʠ ʥʘʡʙʽʣʴʰʠʭ ʟʙʠʪʢʽʚ. ʇʦʪʽʤ 

ʨʦʟʨʦʙʣʷʶʪʴʩʷ ʪʘ ʦʮʽʥʶʶʪʴʩʷ ʟʘʭʦʜʠ ʱʦʜʦ ʟʥʠʞʝʥʥʷ ʨʠʟʠʢʽʚ ʟ ʪʦʯʢʠ ʟʦʨʫ 

ʧʨʠʜʘʪʥʦʩʪʽ ʪʘ ʝʢʦʥʦʤʽʯʥʦʾ ʝʬʝʢʪʠʚʥʦʩʪʽ ʜʣʷ ʢʦʞʥʦʾ ʢʦʥʢʨʝʪʥʦʾ ʟʘʛʨʦʟʠ. 

ʋʩʽ ʤʦʜʝʣʽ ʧʦʚʠʥʥʽ ʧʦʯʠʥʘʪʠʩʷ ʟ ʢʦʥʮʝʧʮʽʾ ʪʦʛʦ, ʷʢʠʡ ʦʙʩʷʛ ʟʘʣʠʰʢʦʚʦʛʦ 

ʨʠʟʠʢʫ ʚʣʘʩʥʠʢ ʛʦʪʦʚʠʡ ʯʠ ʟʜʘʪʥʠʡ ʚʞʠʪʠ ʧʽʩʣʷ ʟʘʩʪʦʩʫʚʘʥʥʷ ʚʩʽʭ ʫʟʛʦʜʞʝʥʠʭ 

ʟʘʭʦʜʽʚ ʜʣʷ ʟʥʠʞʝʥʥʷ ʨʠʟʠʢʫ. ʅʘʧʨʠʢʣʘʜ, ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟʠ ʥʘʩʪʫʧʘʣʴʥʦʾ 

ʯʠ ʦʙʦʨʦʥʥʦʾ ʚʽʡʩʴʢʦʚʦʾ ʟʙʨʦʾ ʧʦʯʠʥʘʻʪʴʩʷ ʟ ʽʜʝʾ ʧʨʦ ʪʝ, ʱʦ ʽʩʥʫʻ ʜʫʞʝ ʤʘʣʦ 

ʧʨʠʡʥʷʪʥʦʛʦ ʟʘʣʠʰʢʦʚʦʛʦ ʨʠʟʠʢʫ. ʆʜʥʘ ʢʦʤʧʘʥʽʷ ʤʦʞʝ ʜʦʟʚʦʣʠʪʠ ʜʝʷʢʦʤʫ 

ʨʠʟʠʢʫ ʟʘʣʠʰʠʪʠʩʷ, ʪʦʜʽ ʷʢ ʽʥʰʘ ʟʽ ʩʪʨʦʛʠʤʠ ʦʙʤʝʞʝʥʥʷʤʠ ʨʝʩʫʨʩʽʚ ʟʤʫʰʝʥʘ 

ʩʚʽʜʦʤʦ ʧʨʠʡʥʷʪʠ ʙʘʛʘʪʦ ʥʝʨʦʟʚ'ʷʟʘʥʠʭ ʨʠʟʠʢʽʚ. ʄʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ 
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ʜʦʧʦʤʘʛʘʻ ʢʦʨʠʩʪʫʚʘʯʘʤ ʧʽʜʛʦʪʫʚʘʪʠʩʷ ʜʦ ʟʘʣʠʰʢʦʚʦʛʦ ʨʠʟʠʢʫ. ɼʝʷʢʽ ʤʦʜʝʣʽ 

ʟʘʛʨʦʟ ʥʘʚʽʪʴ ʥʘʛʘʜʫʶʪʴ ʢʦʨʠʩʪʫʚʘʯʘʤ, ʱʦ ʥʝ ʚʩʽ ʨʠʟʠʢʠ ʙʫʜʴ-ʢʦʣʠ ʙʫʜʫʪʴ 

ʧʨʦʜʫʤʘʥʽ ʪʘ ʧʦʤ'ʷʢʰʝʥʽ. 

ʈʦʟʛʣʷʥʝʤʦ ʧôʷʪʴ ʥʘʡʙʽʣʴʰ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʠʭ ʤʝʪʦʜʦʣʦʛʽʡ ʫ ʤʦʜʝʣʶʚʘʥʥʽ 

ʟʘʛʨʦʟ. ʂʦʞʝʥ ʽʟ ʥʠʭ ʤʘʻ ʢʦʥʢʨʝʪʥʽ ʮʽʣʽ, ʽ ʢʦʞʝʥ ʤʘʻ ʩʚʽʡ ʩʧʦʩʽʙ ʨʦʙʦʪʠ ʽʟ 

ʟʘʛʨʦʟʘʤʠ. ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʢʦʨʦʪʢʠʡ ʦʧʠʩ ʢʦʞʥʦʾ ʤʝʪʦʜʦʣʦʛʽʾ. 

 

6.1. ȸɚɐɑɗɨ ɓɌɏɜɚɓ STRIDE 

 

STRIDE ʦʟʥʘʯʘʻ Spoofing, Tampering, Repudiation, Information disclosure, 

Denial of Service (DoS) ʽ Elevation of privilege. ɼʣʷ ʢʣʘʩʠʬʽʢʘʮʽʾ ʟʘʛʨʦʟ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʘʩʷ ʤʝʪʦʜʦʣʦʛʽʷ, ʨʦʟʨʦʙʣʝʥʘ Microsoft. ɺʦʥʘ ʚʠʟʥʘʯʘʻ ʰʽʩʪʴ 

ʪʠʧʽʚ ʟʘʛʨʦʟ, ʷʢʽ STRIDE ̔  ʦʟʥʘʯʘʻ. 

Spoofin g ʉʧʫʬʽʥʛ: ʚʠʜʘʚʘʪʠ ʩʝʙʝ ʟʘ ʢʦʛʦʩʴ ʽʥʰʦʛʦ. ʇʨʠʢʣʘʜʦʤ 

ʧʽʜʨʦʙʣʝʥʥʷ ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʠʭ ʜʘʥʠʭ ʻ ʥʝʟʘʢʦʥʥʠʡ ʜʦʩʪʫʧ, ʘ ʧʦʪʽʤ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʘʫʪʝʥʪʠʬʽʢʘʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʽʥʰʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ, ʪʘʢʦʾ ʷʢ ʽʤ'ʷ 

ʢʦʨʠʩʪʫʚʘʯʘ ʽ ʧʘʨʦʣʴ. ʇʨʠʢʣʘʜ: ʬʽʰʠʥʛʦʚʘ ʘʪʘʢʘ, ʱʦʙ ʦʙʜʫʨʠʪʠ ʢʦʨʠʩʪʫʚʘʯʘ ʽ 

ʚʽʜʧʨʘʚʠʪʠ ʦʙʣʽʢʦʚʽ ʜʘʥʽ ʥʘ ʬʘʣʴʰʠʚʠʡ ʩʘʡʪ. 

Tampering  ɺʪʨʫʯʘʥʥʷ: ʟʤʽʥʘ ʜʘʥʠʭ, ʷʢʽ ʥʝ ʩʣʽʜ ʟʤʽʥʶʚʘʪʠ. ʇʽʜʨʦʙʢʘ 

ʜʘʥʥʠʭ, ʷʢʘ ʚʢʣʶʯʘʻ ʚ ʩʝʙʝ ʟʣʦʚʤʠʩʥʫ ʟʤʽʥʫ ʜʘʥʠʭ. ʇʨʠʢʣʘʜʠ ʚʢʣʶʯʘʶʪʴ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʽ ʟʤʽʥʠ, ʚʥʝʩʝʥʽ ʚ ʧʦʩʪʽʡʥʽ ʜʘʥʽ, ʥʘʧʨʠʢʣʘʜ ʪʘʢʽ, ʱʦ 

ʟʙʝʨʽʛʘʶʪʴʩʷ ʚ ʙʘʟʽ ʜʘʥʠʭ, ʽ ʾʭ ʟʤʽʥʘ ʧʽʜ ʯʘʩ ʧʝʨʝʜʘʯʽ ʤʽʞ ʜʚʦʤʘ ʢʦʤʧ'ʶʪʝʨʘʤʠ 

ʧʦ ʚʽʜʢʨʠʪʽʡ ʤʝʨʝʞʽ, ʪʘʢʽʡ ʷʢ Internet. ʇʨʠʢʣʘʜ: ʮʽʣʽʩʥʽʩʪʴ ʧʦʚʽʜʦʤʣʝʥʥʷ 

ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʘ ʜʣʷ ʟʤʽʥʠ ʧʘʨʘʤʝʪʨʽʚ ʘʙʦ ʟʥʘʯʝʥʴ. 

Repudiation  ɺʽʜʤʦʚʘ: ʟʘʧʝʨʝʯʫʚʘʪʠ ʪʝ, ʱʦ ʚʠ ʟʨʦʙʠʣʠ. ʇʨʠʢʣʘʜʦʤ 

ʚʽʜʤʦʚʠ ʻ ʚʠʢʦʥʘʥʥʷ ʥʝʧʨʠʧʫʩʪʠʤʦʶ ʦʧʝʨʘʮʽʾ ʚ ʩʠʩʪʝʤʽ, ʚ ʷʢʽʡ ʚʽʜʩʫʪʥʷ 

ʤʦʞʣʠʚʽʩʪʴ ʚʽʜʩʪʝʞʫʚʘʪʠ ʟʘʙʦʨʦʥʝʥʽ ʦʧʝʨʘʮʽʾ. ʅʘʧʨʠʢʣʘʜ, ʷʢʱʦ ʢʦʨʠʩʪʫʚʘʯ, 

ʷʢʠʡ ʚʠʢʦʥʘʚ ʜʽʶ ʚ ʩʠʩʪʝʤʽ, ʚʥʽʩ ʟʤʽʥʠ ʚ ʙʘʟʫ ʜʘʥʠʭ ʘʙʦ ʧʨʦʛʨʘʤʥʠʡ ʢʦʜ, ʪʦ 
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ʡʦʛʦ ʜʽʾ ʧʦʚʠʥʥʽ ʙʫʪʠ ʟʘʥʝʩʝʥʽ ʚ log ʞʫʨʥʘʣʠ ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ ʽ ʟʤʽʥ ʙʘʟʠ ʜʘʥʠʭ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʩʠʩʪʝʤʘ ʧʽʜʪʚʝʨʜʞʫʻ ʧʨʠʯʝʪʥʽʩʪʴ ʢʦʨʠʩʪʫʚʘʯʘ ʜʦ ʟʤʽʥ. 

Information disclosure  ʈʦʟʢʨʠʪʪʷ ʽʥʬʦʨʤʘʮʽʾ: ʜʣʷ ʧʝʨʝʛʣʷʜʫ 

ʽʥʬʦʨʤʘʮʽʾ, ʥʘ ʧʝʨʝʛʣʷʜ ʷʢʦʾ ʫ ʚʘʩ ʥʝʤʘʻ ʜʦʟʚʦʣʫ. ɿʘʛʨʦʟʠ ʨʦʟʢʨʠʪʪʷ ʽʥʬʦʨʤʘʮʽʾ 

ʚʢʣʶʯʘʶʪʴ ʚ ʩʝʙʝ ʨʦʟʢʨʠʪʪʷ ʽʥʬʦʨʤʘʮʽʾ ʦʩʦʙʘʤ, ʷʢʽ ʥʝ ʧʦʚʠʥʥʽ ʤʘʪʠ ʜʦʩʪʫʧʫ 

ʜʦ ʥʝʾ. ʅʘʧʨʠʢʣʘʜ, ʤʦʞʣʠʚʽʩʪʴ ʢʦʨʠʩʪʫʚʘʯʽʚ ʨʦʙʦʪʠ ʟ ʬʘʡʣʦʤ, ʜʦ ʷʢʦʛʦ ʾʤ ʥʝ 

ʥʘʜʘʥʦ ʜʦʩʪʫʧ, ʘʙʦ ʟʜʘʪʥʽʩʪʴ ʟʣʦʚʤʠʩʥʠʢʘ ʦʪʨʠʤʫʚʘʪʠ ʜʘʥʽ ʧʨʠ ʾʭ ʧʝʨʝʜʘʯʽ ʧʦ 

ʢʘʥʘʣʫ ʟʚ'ʷʟʢʫ. ʇʨʠʢʣʘʜ: ʥʝʟʘʰʠʬʨʦʚʘʥʠʡ ʪʨʘʬʽʢ ʧʦ ʧʨʦʪʦʢʦʣʘʭ TCP / HTTP. 

Denial of Service  ɺʽʜʤʦʚʘ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ (DoS): ʧʦʨʫʰʝʥʥʷ 

ʜʦʩʪʫʧʥʦʩʪʽ. ɸʪʘʢʠ ʪʠʧʫ ñʚʽʜʤʦʚʘ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽò (DoS) ʚʽʜʤʦʚʣʷʶʪʴ ʚ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ ʯʠʥʥʠʤ ʢʦʨʠʩʪʫʚʘʯʘʤ, ʥʘʧʨʠʢʣʘʜ, ʨʦʙʣʷʯʠ ʚʝʙ-ʩʝʨʚʝʨ 

ʪʠʤʯʘʩʦʚʦ ʥʝʜʦʩʪʫʧʥʠʤ ʘʙʦ ʥʝʧʨʠʜʘʪʥʠʤ ʜʣʷ ʚʠʢʦʨʠʩʪʘʥʥʷ. ʅʝʦʙʭʽʜʥʦ 

ʟʘʭʠʱʘʪʠ ʩʠʩʪʝʤʫ ʪʘ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʨʽʟʥʠʭ ʪʠʧʽʚ DoS-ʟʘʛʨʦʟ, ʘʪʘʢʠ ʤʦʞʫʪʴ 

ʧʨʦʚʦʜʠʪʠʩʷ ʷʢ ʥʘ ʤʝʨʝʞʝʚʽ ʩʣʫʞʙʠ DNS, routing, ʧʨʦʛʨʘʤʥʽ ʩʝʨʚʝʨʘ (web-

cʝʨʚʝʨʘ, ʙʘʟʠ ʜʘʥʠʭ), ʘ ʪʘʢʦʞ ʩʘʤ web-ʟʘʩʪʦʩʫʥʦʢ. 

Elevation of p rivilege  ʇʽʜʚʠʱʝʥʥʷ ʧʨʠʚʽʣʝʾʚ: ʢʦʨʠʩʪʫʚʘʯ ʘʙʦ 

ʧʨʦʛʨʘʤʘ ʪʝʭʥʽʯʥʦ ʟʨʦʙʠʣʠ ʱʦʩʴ, ʯʦʛʦ ʚʦʥʠ ʥʝ ʧʦʚʠʥʥʽ ʨʦʙʠʪʠ. ɺ ʜʘʥʦʤʫ ʪʠʧʽ 

ʟʘʛʨʦʟ ʥʝʧʨʠʚʽʣʝʡʦʚʘʥʠʡ ʢʦʨʠʩʪʫʚʘʯ ʦʪʨʠʤʫʻ ʧʨʠʚʽʣʝʡʦʚʘʥʠʡ ʜʦʩʪʫʧ ʽ, ʪʘʢʠʤ 

ʯʠʥʦʤ, ʤʘʻ ʜʦʩʪʘʪʥʽʡ ʜʦʩʪʫʧ ʜʣʷ ʟʣʦʤʫ ʘʙʦ ʨʫʡʥʫʚʘʥʥʷ ʚʩʽʻʾ ʩʠʩʪʝʤʠ. ɿʘʛʨʦʟʠ 

ʧʽʜʚʠʱʝʥʥʷ ʧʨʠʚʽʣʝʾʚ ʚʢʣʶʯʘʶʪʴ ʚ ʩʝʙʝ ʪʽ ʩʠʪʫʘʮʽʾ, ʚ ʷʢʠʭ ʟʣʦʚʤʠʩʥʠʢ 

ʝʬʝʢʪʠʚʥʦ ʧʨʦʥʠʢ ʚ ʫʩʽ ʟʘʭʠʩʥʽ ʩʠʩʪʝʤʠ ʽ ʩʪʘʻ ʯʘʩʪʠʥʦʶ ʩʘʤʦʾ ʜʦʚʽʨʝʥʦʾ 

ʩʠʩʪʝʤʠ, ʽ ʮʝ ʜʽʡʩʥʦ ʥʝʙʝʟʧʝʯʥʘ ʩʠʪʫʘʮʽʷ. ʇʨʠʢʣʘʜ: ʟʣʦʚʤʠʩʥʠʢ ʟʤʽʥʶʻ 

ʯʣʝʥʩʪʚʦ ʚ ʛʨʫʧʽ. 

ʅʘʡʧʨʦʩʪʽʰʠʡ ʩʧʦʩʽʙ ʟʘʩʪʦʩʫʚʘʪʠ ʤʦʜʝʣʴ STRIDE ʜʦ ʟʘʩʪʦʩʫʥʢʘ ï 

ʨʦʟʛʣʷʥʫʪʠ, ʷʢ ʢʦʞʥʘ ʽʟ ʟʘʛʨʦʟ ʚ ʤʦʜʝʣʽ ʚʧʣʠʚʘʻ ʥʘ ʢʦʞʝʥ ʢʦʤʧʦʥʝʥʪ ʩʠʩʪʝʤʠ 

ʽ ʢʦʞʥʝ ʟ ʡʦʛʦ ʟ'ʻʜʥʘʥʴ ʘʙʦ ʟʚ'ʷʟʢʽʚ ʟ ʽʥʰʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ ʧʨʦʛʨʘʤʠ.  
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6.2. ȸɚɐɑɗɨ ɓɌɏɜɚɓɔ VAST 

 

ʉʪʝʥʜ VAST ʜʣʷ ʚʽʟʫʘʣʴʥʦʛʦ, ʛʥʫʯʢʦʛʦ ʪʘ ʧʨʦʩʪʦʛʦ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ 

(Visual, Agile, and Simple Threat). ʋ ʮʽʡ ʤʝʪʦʜʦʣʦʛʽʾ ʙʫʜʴ-ʭʪʦ ʤʦʞʝ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʾʾ, ʥʘʚʽʪʴ ʷʢʱʦ ʚʽʥ ʥʝ ʻ ʝʢʩʧʝʨʪʦʤ ʫ ʩʬʝʨʽ ʙʝʟʧʝʢʠ. ɺʽʥ 

ʧʽʜʭʦʜʠʪʴ ʷʢ ʦʩʥʦʚʘ ʜʣʷ ʧʦʯʘʪʢʽʚʮʽʚ, ʘʣʝ ʪʘʢʦʞ ʜʦʙʨʝ ʩʣʫʞʠʪʴ ʜʣʷ ʽʥʰʠʭ 

ʮʽʣʝʡ, ʷʢʱʦ ʚʠ ʧʨʘʚʠʣʴʥʦ ʨʦʟʙʝʨʝʪʝ ʦʩʥʦʚʠ, ʚʠʷʚʠʪʝ ʪʘ ʽʜʝʥʪʠʬʽʢʫʻʪʝ ʘʢʪʠʚʠ 

ʪʘ ʩʧʝʨʰʫ ʧʨʘʚʠʣʴʥʦ ʨʦʟʩʪʘʚʠʪʝ ʾʭ ʧʨʽʦʨʠʪʝʪʠ, ʧʝʨʰ ʥʽʞ ʟʘʩʪʦʩʦʚʫʚʘʪʠ 

ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ. 

ʄʝʪʦʜʦʣʦʛʽʷ VAST ʟ'ʷʚʠʣʘʩʷ ʜʣʷ ʫʩʫʥʝʥʥʷ ʦʙʤʝʞʝʥʴ ʽ ʥʝʜʦʣʽʢʽʚ ʽʥʰʠʭ 

ʤʝʪʦʜʦʣʦʛʽʡ ʧʦʙʫʜʦʚʠ ʤʦʜʝʣʝʡ ʟʘʛʨʦʟ. ʇʨʠʥʮʠʧ ʤʝʪʦʜʦʣʦʛʽʾ VAST ʧʦʣʷʛʘʻ ʚ 

ʚʘʞʣʠʚʦʩʪʽ ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʧʨʦʮʝʩʫ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʧʦ ʚʩʽʡ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ ʽ SDLC (Secure Development Lifecycle), ʘ ʪʘʢʦʞ ʜʦʩʷʛʥʝʥʥʷ 

ʧʣʘʚʥʦʾ ʽʥʪʝʛʨʘʮʽʾ ʚ ʤʝʪʦʜʦʣʦʛʽʶ ʛʥʫʯʢʦʾ ʨʦʟʨʦʙʢʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. 

ʄʝʪʘ VAST ï ʥʘʜʘʪʠ ʨʝʢʦʤʝʥʜʘʮʽʾ ʟʘʮʽʢʘʚʣʝʥʠʤ ʩʪʦʨʦʥʘʤ, ʚʢʣʶʯʘʶʯʠ 

ʨʦʟʨʦʙʥʠʢʽʚ ʽ ʬʘʭʽʚʮʽʚ ʟ ʙʝʟʧʝʢʠ. ʄʝʪʦʜʦʣʦʛʽʷ VAST ʚʢʣʶʯʘʻ ʪʨʠ ʥʝʦʙʭʽʜʥʽ 

ʢʦʤʧʦʥʝʥʪʠ ʜʣʷ ʧʽʜʪʨʠʤʢʠ ʤʘʩʰʪʘʙʫʻʪʴʩʷ ʨʽʰʝʥʥʷ: ʘʚʪʦʤʘʪʠʟʘʮʽʷ, ʽʥʪʝʛʨʘʮʽʷ 

ʽ ʩʧʽʚʧʨʘʮʷ. 

ɸʚʪʦʤʘʪʠʟʘʮʽʷ. ɸʚʪʦʤʘʪʠʯʥʝ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʩʢʦʨʦʯʫʻ ʥʝʦʙʭʽʜʥʠʡ 

ʯʘʩ ʚʽʜ ʛʦʜʠʥ ʜʦ ʭʚʠʣʠʥ. ʎʝ ʜʦʟʚʦʣʷʻ ʧʨʦʜʦʚʞʫʚʘʪʠ ʧʨʦʮʝʩ ʤʦʜʝʣʶʚʘʥʥʷ 

ʟʘʛʨʦʟ ï ʟʘʛʨʦʟʠ ʤʦʞʫʪʴ ʦʮʽʥʶʚʘʪʠʩʷ ʚ ʧʨʦʮʝʩʽ ʧʨʦʝʢʪʫʚʘʥʥʷ, ʨʝʘʣʽʟʘʮʽʾ ʪʘ 

ʧʽʩʣʷ ʨʦʟʛʦʨʪʘʥʥʷ ʥʘ ʨʝʛʫʣʷʨʥʽʡ ʦʩʥʦʚʽ, ʱʦ ʜʦʟʚʦʣʷʻ ʤʘʩʰʪʘʙʫʚʘʪʠ 

ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ, ʱʦʙ ʦʭʦʧʠʪʠ ʚʩʶ ʽʥʬʦʨʤʘʮʽʡʥʫ ʩʠʩʪʝʤʫ, ʛʘʨʘʥʪʫʶʯʠ, ʱʦ 

ʟʘʛʨʦʟʠ ʽʜʝʥʪʠʬʽʢʫʶʪʴʩʷ, ʦʮʽʥʶʶʪʴʩʷ ʽ ʨʦʟʩʪʘʚʣʷʶʪʴʩʷ ʧʨʽʦʨʠʪʝʪʠ ʥʘ ʚʩʴʦʤʫ 

ʧʨʦʪʷʟʽ ʧʨʦʮʝʩʫ ʨʦʟʨʦʙʢʠ. 

ɯʥʪʝʛʨʘʮʽʷ. ʇʨʦʮʝʩ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʧʦʚʠʥʝʥ ʽʥʪʝʛʨʫʚʘʪʠʩʷ ʟ 

ʽʥʩʪʨʫʤʝʥʪʘʤʠ, ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʠʤʠ ʚ SDLC, ʱʦʙ ʟʘʙʝʟʧʝʯʠʪʠ ʫʟʛʦʜʞʝʥʽ 

ʨʝʟʫʣʴʪʘʪʠ ʜʣʷ ʦʮʽʥʢʠ. ʎʽ ʽʥʩʪʨʫʤʝʥʪʠ ʤʦʞʫʪʴ ʚʢʣʶʯʘʪʠ ʽʥʩʪʨʫʤʝʥʪʠ, 

ʧʨʠʟʥʘʯʝʥʽ ʜʣʷ ʧʽʜʪʨʠʤʢʠ Agile-ʩʝʨʝʜʦʚʠʱʘ ʜʣʷ ʨʦʟʨʦʙʢʠ ʧʨʦʛʨʘʤʥʦʛʦ 
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ʟʘʙʝʟʧʝʯʝʥʥʷ, ʚ ʷʢʽʡ ʦʩʦʙʣʠʚʘ ʫʚʘʛʘ ʧʨʠʜʽʣʷʻʪʴʩʷ ʘʜʘʧʪʠʚʥʦʤʫ ʧʣʘʥʫʚʘʥʥʶ ʽ 

ʧʦʩʪʽʡʥʦʤʫ ʚʜʦʩʢʦʥʘʣʝʥʥʶ. ɿʘʚʜʷʢʠ Agile ʚ ʚʝʣʠʢʠʭ ʧʨʦʝʢʪʘʭ SDLC 

ʜʝʢʦʤʧʦʟʫʻʪʴʩʷ ʥʘ ʢʦʨʦʪʢʦʩʪʨʦʢʦʚʽ ʮʽʣʽ, ʷʢʽ ʚʠʢʦʥʫʶʪʴʩʷ ʧʨʦʪʷʛʦʤ ʜʚʦʭ 

ʪʠʞʥʽʚ. ɼʣʷ ʪʦʛʦ, ʱʦʙ ʤʝʪʦʜʦʣʦʛʽʾ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʚʨʘʭʦʚʫʚʘʣʠ Agile 

ʧʽʜʭʽʜ. 

ʉʧʽʚʧʨʘʮʷ. ʉʠʩʪʝʤʘ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʚ ʤʘʩʰʪʘʙʘʭ ʧʨʦʝʢʪʫ ʚʠʤʘʛʘʻ 

ʫʯʘʩʪʽ ʢʣʶʯʦʚʠʭ ʟʘʮʽʢʘʚʣʝʥʠʭ ʩʪʦʨʽʥ, ʚʢʣʶʯʘʶʯʠ ʨʦʟʨʦʙʥʠʢʽʚ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʩʠʩʪʝʤʥʠʭ ʘʨʭʽʪʝʢʪʦʨʽʚ ʽ ʘʜʤʽʥʽʩʪʨʘʪʦʨʽʚ ʟ ʙʝʟʧʝʢʠ DevSecOps. 

ʄʘʩʰʪʘʙʦʚʘʥʝ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʚʠʤʘʛʘʻ, ʱʦʙ ʮʽ ʟʘʮʽʢʘʚʣʝʥʽ ʩʪʦʨʦʥʠ 

ʩʧʽʚʧʨʘʮʶʚʘʣʠ ï ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʢʦʤʙʽʥʦʚʘʥʝ ʫʷʚʣʝʥʥʷ ʨʽʟʥʠʭ ʥʘʙʦʨʽʚ 

ʥʘʚʠʯʦʢ ʽ ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʟʥʘʥʴ ʜʣʷ ʦʮʽʥʢʠ ʟʘʛʨʦʟ ʪʘ ʚʠʟʥʘʯʝʥʥʷ ʧʨʽʦʨʠʪʝʪʽʚ 

ʫ ʟʥʠʞʝʥʥʽ ʨʽʚʥʷ ʨʠʟʠʢʽʚ. ɹʝʟ ʩʧʽʚʧʨʘʮʽ ʥʝʤʦʞʣʠʚʦ ʜʦʩʷʛʪʠ 

ʟʘʛʘʣʴʥʦʦʨʛʘʥʽʟʘʮʽʡʥʦʛʦ ʫʷʚʣʝʥʥʷ ʟʘʛʨʦʟ. ɿ ʽʥʰʦʛʦ ʙʦʢʫ, ʩʧʽʣʴʥʘ ʨʦʙʦʪʘ 

ʜʦʧʦʤʘʛʘʻ ʢʦʤʘʥʜʽ ʤʘʩʰʪʘʙʫʚʘʪʠ ʜʽʷʣʴʥʽʩʪʴ ʟ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ, ʱʦʙ 

ʦʭʦʧʠʪʠ ʚʩʽ ʝʪʘʧʠ SDLC ʽ ʨʝʘʛʫʚʘʪʠ ʥʘ ʥʦʚʽ ʟʘʛʨʦʟʠ ʟ ʙʽʣʴʰ ʛʣʠʙʦʢʠʤ 

ʨʦʟʫʤʽʥʥʷʤ ʨʠʟʠʢʽʚ, ʧʦʚ'ʷʟʘʥʠʭ ʟ ʧʨʦʝʢʪʦʤ ʚ ʮʽʣʦʤʫ. 

ɯʥʪʝʛʨʘʮʽʷ ʟ Agile, ʘ ʪʘʢʦʞ ʽʥʰʠʤʠ ʚʠʨʦʙʥʠʯʠʤʠ ʽʥʩʪʨʫʤʝʥʪʘʤʠ ʬʦʨʤʫʻ 

ʦʩʥʦʚʫ ʜʣʷ ʩʧʽʣʴʥʦʛʦ, ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʨʦʮʝʩʫ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ VAST ʟʘʙʝʟʧʝʯʫʻ ʮʽʣʽʩʥʝ ʫʷʚʣʝʥʥʷ ʚʩʽʻʾ ʧʦʚʝʨʭʥʽ ʘʪʘʢʠ, 

ʜʦʟʚʦʣʷʶʯʠ ʧʨʦʝʢʪʫ ʤʽʥʽʤʽʟʫʚʘʪʠ ʟʘʛʘʣʴʥʠʡ ʨʠʟʠʢ. 

 

6.3. ȸɚɐɑɗɨ ɓɌɏɜɚɓɔ Trike 

 

Trike ʬʦʢʫʩʫʻʪʴʩʷ ʥʘ ʫʧʨʘʚʣʽʥʥʽ ʨʠʟʠʢʘʤʠ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʎʝ ʤʦʜʝʣʶʚʘʥʥʷ 

ʟʘʛʨʦʟ ʟ ʚʽʜʢʨʠʪʠʤ ʢʦʜʦʤ. Trike ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʤʘʣʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ. 

ʂʨʽʤ ʪʦʛʦ, Trike ʚʠʢʦʨʠʩʪʦʚʫʻ ʜʽʘʛʨʘʤʫ ʧʦʪʦʢʫ ʜʘʥʠʭ DFD (Data Flow Diagram) 

ʜʣʷ ʧʝʨʝʛʣʷʜʫ ʧʦʪʦʢʽʚ ʜʘʥʠʭ ʚ ʽʥʬʦʨʤʘʮʽʡʥʽʡ ʩʠʩʪʝʤʽ. 
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ʄʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ Trike ʻ ʧʨʦʮʝʩ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʟ ʚʽʜʢʨʠʪʠʤ 

ʚʠʭʽʜʥʠʤ ʢʦʜʦʤ, ʩʧʨʷʤʦʚʘʥʠʡ ʥʘ ʟʘʜʦʚʦʣʝʥʥʷ ʧʨʦʮʝʩʫ ʘʫʜʠʪʫ ʙʝʟʧʝʢʠ ʟ ʪʦʯʢʠ 

ʟʦʨʫ ʫʧʨʘʚʣʽʥʥʷ ʢʽʙʝʨ ʨʠʟʠʢʘʤʠ. ʆʩʥʦʚʦʶ ʤʝʪʦʜʦʣʦʛʽʾ ʻ ñʤʦʜʝʣʴ ʚʠʤʦʛò, ʷʢʘ 

ʛʘʨʘʥʪʫʻ, ʱʦ ʧʨʠʟʥʘʯʝʥʠʡ ʨʽʚʝʥʴ ʨʠʟʠʢʫ ʜʣʷ ʢʦʞʥʦʛʦ ʘʢʪʠʚʫ ʻ ñʧʨʠʡʥʷʪʥʠʤò 

ʜʣʷ ʨʽʟʥʠʭ ʟʘʮʽʢʘʚʣʝʥʠʭ ʩʪʦʨʽʥ. 

ɼʦʢʫʤʝʥʪ ʟ ʚʠʤʦʛʘʤʠ ʜʦ ʟʘʩʪʦʩʫʥʢʘ ʧʦʚʠʥʝʥ ʙʫʪʠ ʨʦʟʙʠʪʠʡ ʧʦ ʨʝʩʫʨʩʘʤ, ʟ 

ʷʢʠʤʠ ʙʫʜʫʪʴ ʚʟʘʻʤʦʜʽʷʪʠ ʨʽʟʥʽ ʪʠʧʠ ʢʦʨʠʩʪʫʚʘʯʽʚ: ʽʥʬʦʨʤʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ʽ 

ʢʦʨʠʩʪʫʚʘʯʽ ʚ ʩʫʢʫʧʥʦʩʪʽ ʟʽ ʩʚʦʾʤʠ ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʫ. ʅʘ ʝʪʘʧʽ ʽʥʪʝʛʨʘʮʽʾ ʢʦʜʫ 

ʡʦʛʦ ʩʣʽʜ ʧʝʨʝʚʽʨʠʪʠ ʥʘ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʟʽ ʩʧʝʮʠʬʽʢʘʮʽʻʶ ʧʨʦʜʫʢʪʫ, ʱʦʙ 

ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ ʚʽʥ ʥʝ ʚʠʭʦʜʠʪʴ ʟʘ ʨʘʤʢʠ ʪʝʭʥʽʯʥʦʛʦ ʟʘʚʜʘʥʥʷ. ʇʦ 

ʤʦʞʣʠʚʦʩʪʽ ʩʣʽʜ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʥʘʙʦʨʠ ʪʝʩʪʽʚ ʟ ʙʝʟʧʝʢʠ, ʱʦʙ ʘʚʪʦʤʘʪʠʯʥʦ 

ʧʽʜʪʚʝʨʜʞʫʚʘʪʠ ʧʦʢʨʠʪʪʷ ʢʦʜʦʤ ʚʠʤʦʛ ʩʧʝʮʠʬʽʢʘʮʽʾ ʟ ʤʝʪʦʶ ʚʠʷʚʣʝʥʥʷ 

ʥʝʧʦʢʨʠʪʦʛʦ ʢʦʜʫ. ʗʢʱʦ ʚ ʭʦʜʽ ʨʝʘʣʽʟʘʮʽʾ ʙʫʜʫʪʴ ʚʠʷʚʣʝʥʽ ʥʦʚʽ ʚʝʢʪʦʨʠ ʘʪʘʢ 

ʘʙʦ ʷʢʱʦ ʥʘʧʠʩʘʥʠʡ ʢʦʜ ʚʽʜʭʠʣʷʻʪʴʩʷ ʚʽʜ ʩʧʝʮʠʬʽʢʘʮʽʾ, ʜʦʢʫʤʝʥʪ ʩʧʝʮʠʬʽʢʘʮʽʾ 

ʧʦʚʠʥʝʥ ʙʫʪʠ ʦʥʦʚʣʝʥʠʡ, ʱʦʙ ʟʘʙʝʟʧʝʯʠʪʠ ʧʨʘʚʠʣʴʥʽʩʪʴ ʤʦʜʝʣʽ ʟʘʛʨʦʟʠ. 

ʄʦʜʝʣʴ ʨʝʘʣʽʟʘʮʽʾ ʘʥʘʣʽʟʫʻʪʴʩʷ ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʤʦʜʝʣʽ ʟʘʛʨʦʟʠ. ɿʘʛʨʦʟʘʤ 

ʧʨʠʩʚʦʶʶʪʴʩʷ ʚʽʜʧʦʚʽʜʥʽ ʟʥʘʯʝʥʥʷ ʨʠʟʠʢʫ, ʟʘ ʷʢʠʤʠ ʘʜʤʽʥʽʩʪʨʘʪʦʨ ʙʝʟʧʝʢʠ 

ʩʪʚʦʨʶʻ ʚʝʢʪʦʨʠ ʘʪʘʢ. ʇʦʪʽʤ ʧʨʠʟʥʘʯʘʶʪʴʩʷ ʟʘʩʦʙʠ ʽ ʤʝʪʦʜʠ ʜʣʷ ʟʥʠʞʝʥʥʷ 

ʟʥʘʯʫʱʦʩʪʽ ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ, ʥʝʦʙʭʽʜʥʽ ʜʣʷ ʫʩʫʥʝʥʥʷ ʧʨʽʦʨʠʪʝʪʥʠʭ ʟʘʛʨʦʟ ʽ 

ʧʦʚ'ʷʟʘʥʠʭ ʟ ʥʠʤʠ ʨʠʟʠʢʽʚ. ʋ ʚʠʩʥʦʚʢʫ, ʘʜʤʽʥʽʩʪʨʘʪʦʨʠ ʨʦʟʨʦʙʣʷʶʪʴ ʤʦʜʝʣʴ 

ʨʠʟʠʢʫ ʥʘ ʦʩʥʦʚʽ ʟʘʚʝʨʰʝʥʦʾ ʤʦʜʝʣʽ ʟʘʛʨʦʟ ʟʘ ʜʦʧʦʤʦʛʦʶ ʘʢʪʠʚʽʚ, ʨʦʣʝʡ, ʜʽʡ ʽ 

ʩʭʠʣʴʥʦʩʪʽ ʟʘʛʨʦʟʘʤ. 

 

6.4. ȸɚɐɑɗɨ ɓɌɏɜɚɓ OCTAVE 

 

OCTAVE ʦʟʥʘʯʘʻ Operationally Critical Threat, Asset, and Vulnerability 

Evaluation. ʈʦʟʨʦʙʣʝʥʦ ʚ Carnegie Mellon ɯʥʩʪʠʪʫʪʦʤ ʨʦʟʨʦʙʢʠ ʧʨʦʛʨʘʤʥʦʛʦ 
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ʟʘʙʝʟʧʝʯʝʥʥʷ SEI (Software Engineering institute). ʎʷ ʤʝʪʦʜʦʣʦʛʽʷ ʨʦʟʨʦʙʣʝʥʘ 

ʜʣʷ ʥʝʚʝʣʠʢʠʭ ʦʨʛʘʥʽʟʘʮʽʡ ʽ ʟʦʩʝʨʝʜʞʝʥʘ ʥʘ ʥʝʪʝʭʥʽʯʥʠʭ ʨʠʟʠʢʘʭ. 

Octave ʧʽʜʪʨʠʤʫʻ ʧʨʦʬʽʣʶʚʘʥʥʷ ʚʠʢʦʥʘʥʥʷ ʢʦʜʫ ʥʘ ʨʽʚʥʽ ʬʫʥʢʮʽʡ. ʂʦʞʝʥ 

ʚʠʢʣʠʢ ʬʫʥʢʮʽʾ (ʧʽʜʪʨʠʤʫʶʪʴʩʷ ʚʙʫʜʦʚʘʥʽ ʤʦʜʫʣʽ, ʦʧʝʨʘʪʦʨʠ, ʬʫʥʢʮʽʾ ʚ 

ʬʘʡʣʘʭ, ʧʨʠʟʥʘʯʝʥʽ ʜʣʷ ʢʦʨʠʩʪʫʚʘʯʘ ʬʫʥʢʮʽʾ ʚ ʢʦʜʽ Octave ʽ ʘʥʦʥʽʤʥʠʭ 

ʬʫʥʢʮʽʡ) ʟʘʧʠʩʫʻʪʴʩʷ ʧʽʜ ʯʘʩ ʚʠʢʦʥʘʥʥʷ ʢʦʜʫ. ʇʽʩʣʷ ʮʴʦʛʦ ʮʽ ʜʘʥʽ ʤʦʞʫʪʴ 

ʜʦʧʦʤʦʛʪʠ ʚ ʘʥʘʣʽʟʽ ʧʦʚʝʜʽʥʢʠ ʢʦʜʫ ʽ, ʟʦʢʨʝʤʘ, ʜʦʧʦʤʦʞʫʪʴ ʟʥʘʡʪʠ ñʛʘʨʷʯʽ 

ʪʦʯʢʠò ʚ ʢʦʜʽ ʟ ʪʦʯʢʠ ʟʦʨʫ ʙʝʟʧʝʢʠ. 

ʄʝʪʦʜʦʣʦʛʽʷ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ OCTAVE ʦʨʽʻʥʪʦʚʘʥʘ ʥʘ ʦʮʽʥʢʫ 

ʦʨʛʘʥʽʟʘʮʽʡʥʠʭ (ʥʝʪʝʭʥʽʯʥʠʭ) ʨʠʟʠʢʽʚ, ʷʢʽ ʤʦʞʫʪʴ ʚʠʥʠʢʥʫʪʠ ʚ ʨʝʟʫʣʴʪʘʪʽ 

ʧʦʨʫʰʝʥʥʷ ʜʘʥʠʭ ʨʝʩʫʨʩʽʚ. ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʮʶ ʤʝʪʦʜʦʣʦʛʽʶ ʤʦʜʝʣʶʚʘʥʥʷ 

ʟʘʛʨʦʟ, ʽʥʬʦʨʤʘʮʽʡʥʽ ʨʝʩʫʨʩʠ ʦʨʛʘʥʽʟʘʮʽʾ ʽʜʝʥʪʠʬʽʢʫʶʪʴʩʷ, ʘ ʥʘʙʦʨʠ ʜʘʥʠʭ, ʷʢʽ 

ʚʦʥʠ ʤʽʩʪʷʪʴ, ʦʪʨʠʤʫʶʪʴ ʘʪʨʠʙʫʪʠ ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʪʠʧʫ ʜʘʥʠʭ, ʱʦ 

ʟʙʝʨʽʛʘʶʪʴʩʷ. 

ʋ OCTAVE ʚʽʜʩʫʪʥʷ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ ï ʦʩʢʽʣʴʢʠ ʪʝʭʥʦʣʦʛʽʯʥʽ ʩʠʩʪʝʤʠ 

ʘʚʪʦʤʘʪʠʯʥʦ ʜʦʜʘʶʪʴ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʜʦʜʘʪʢʠ ʽ ʬʫʥʢʮʽʦʥʘʣʴʥʽ ʤʦʞʣʠʚʦʩʪʽ, 

ʚʥʘʩʣʽʜʦʢ ʮʴʦʛʦ ʨʫʯʥʠʡ ʧʨʦʮʝʩ ʤʦʞʝ ʰʚʠʜʢʦ ʩʪʘʪʠ ʥʝʢʝʨʦʚʘʥʠʤ. ɼʘʥʠʡ ʤʝʪʦʜ 

ʥʘʡʙʽʣʴʰ ʢʦʨʠʩʥʠʡ ʧʨʠ ʩʪʚʦʨʝʥʥʽ ʢʦʨʧʦʨʘʪʠʚʥʦʾ ʢʫʣʴʪʫʨʠ ʟ ʫʨʘʭʫʚʘʥʥʷʤ 

ʨʠʟʠʢʽʚ. ɺʽʥ ʣʝʛʢʦ ʥʘʣʘʰʪʦʚʫʻʪʴʩʷ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʢʦʥʢʨʝʪʥʦʾ 

ʧʦʣʽʪʠʢʠ/ʧʨʦʬʽʣʶ ʙʝʟʧʝʢʠ ʦʨʛʘʥʽʟʘʮʽʾ ʽ ʦʙʣʘʩʪʶ ʨʠʟʠʢʫ. ʍʦʯʘ ʤʦʜʝʣʶʚʘʥʥʷ 

ʟʘʛʨʦʟ OCTAVE ʟʘʙʝʟʧʝʯʫʻ ʥʘʜʽʡʥʝ, ʦʨʽʻʥʪʦʚʘʥʝ ʥʘ ʨʝʩʫʨʩʠ ʫʷʚʣʝʥʥʷ ʽ 

ʨʦʟʫʤʽʥʥʷ ʦʨʛʘʥʽʟʘʮʽʡʥʠʭ ʨʠʟʠʢʽʚ, ʜʦʢʫʤʝʥʪʘʮʽʷ ʤʦʞʝ ʩʪʘʪʠ ʦʙ'ʻʤʥʦʶ. 

 

6.5. ȸɚɐɑɗɨ ɓɌɏɜɚɓ PASTA  

 

PASTA - ʮʝ ʩʢʦʨʦʯʝʥʥʷ ʚʽʜ Process for Attack Simulation and Threat Analysis. 

PASTA ð ʮʝ ʤʝʪʦʜʦʣʦʛʽʷ, ʷʢʘ ʚʠʢʦʨʠʩʪʦʚʫʻ çʷʢʙʠ ʷ ʙʫʚ ʟʣʦʚʤʠʩʥʠʢʦʤè ʜʣʷ 

ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ ʽ ʘʥʘʣʽʟʫ ʨʠʟʠʢʽʚ. ɼʣʷ ʫʩʧʽʰʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ PASTA 
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ʧʦʪʨʽʙʥʝ ʥʘʚʯʘʥʥʷ. ʂʦʨʠʩʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʮʶ ʩʪʨʫʢʪʫʨʫ ʜʣʷ ʦʙʨʘʟʣʠʚʦʛʦ 

ʪʘ ʝʪʠʯʥʦʛʦ ʭʘʢʝʨʩʪʚʘ, ʦʩʢʽʣʴʢʠ ʚʦʥʘ ʟʦʩʝʨʝʜʞʝʥʘ ʥʘ ʧʨʦʥʠʢʥʝʥʥʽ ʚ ʮʽʣʴ. 

ɼʘʥʘ ʤʝʪʦʜʦʣʦʛʽʷ ʦʙ'ʻʜʥʫʻ ʚʧʣʠʚ ʥʘ ʙʽʟʥʝʩ, ʚʣʘʩʪʠʚʠʡ ʜʦʜʘʪʢʫ ʨʠʟʠʢ, ʤʝʞʽ 

ʜʦʚʽʨʠ ʤʽʞ ʢʦʤʧʦʥʝʥʪʘʤʠ ʧʨʦʛʨʘʤʠ, ʢʦʨʝʣʴʦʚʘʥʽ ʟʘʛʨʦʟʠ ʽ ʰʘʙʣʦʥʠ ʘʪʘʢ, ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʚʠʷʚʣʝʥʽ ʥʝʜʦʣʽʢʠ ʚ ʭʦʜʽ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ. ɼʦ PASTA 

ʙʽʣʴʰʽʩʪʴ ʤʦʜʝʣʝʡ ʟʘʛʨʦʟ ʟʘʩʪʦʩʫʥʢʽʚ ʥʝ ʚʨʘʭʦʚʫʚʘʣʠ ʬʘʢʪʠʯʥʽ ʟʘʛʨʦʟʠ. 

ɺʠʟʥʘʯʠʪʠ ʙʽʟʥʝʩ-ʢʦʥʪʝʢʩʪ ʟʘʩʪʦʩʫʥʢʫ. ʅʘ ʜʘʥʦʤʫ ʝʪʘʧʽ ʚʨʘʭʦʚʫʻʪʴʩʷ 

ʭʘʨʘʢʪʝʨʥʠʡ ʜʣʷ ʟʘʩʪʦʩʫʥʢʘ ʧʨʦʬʽʣʴ ʨʠʟʠʢʫ ʽ ʚʨʘʭʦʚʫʶʪʴʩʷ ʽʥʰʽ ʬʘʢʪʦʨʠ 

ʚʧʣʠʚʫ ʥʘ ʙʽʟʥʝʩ ʥʘ ʨʘʥʥʽʭ ʝʪʘʧʘʭ SDLC ʘʙʦ ʜʣʷ ʜʘʥʦʛʦ Sprint ʚ ʨʘʤʢʘʭ Scrum. 

ʇʝʨʝʣʽʢ ʪʝʭʥʦʣʦʛʽʡ. ʇʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʜʝʢʦʤʧʦʟʠʮʽʾ ʪʝʭʥʦʣʦʛʽʯʥʦʛʦ ʩʪʝʢʘ, 

ʷʢʠʡ ʧʽʜʪʨʠʤʫʻ ʢʦʤʧʦʥʝʥʪʠ ʧʨʦʛʨʘʤʠ, ʱʦ ʨʝʘʣʽʟʫʶʪʴ ʙʽʟʥʝʩ-ʮʽʣʽ, ʚʠʟʥʘʯʝʥʽ ʥʘ 

ʧʦʧʝʨʝʜʥʴʦʤʫ ʝʪʘʧʽ. 

ɼʝʢʦʤʧʦʟʠʮʽʷ ʟʘʩʪʦʩʫʥʢʫ. ʆʨʽʻʥʪʦʚʘʥʘ ʥʘ ʨʦʟʫʤʽʥʥʷ ʧʦʪʦʢʽʚ ʜʘʥʠʭ ʤʽʞ 

ʢʦʤʧʦʥʝʥʪʘʤʠ ʽ ʩʣʫʞʙʘʤʠ ʟʘʩʪʦʩʫʥʢʫ ʚ ʤʦʜʝʣʽ ʟʘʛʨʦʟ. 

ɸʥʘʣʽʟ ʟʘʛʨʦʟ. ʇʝʨʝʚʽʨʢʘ ʚʣʘʩʪʠʚʠʭ ʜʣʷ ʜʘʥʦʾ ʩʠʩʪʝʤʠ ʟʘʛʨʦʟ ʟ ʫʨʘʭʫʚʘʥʥʷʤ 

ʛʘʣʫʟʝʚʠʭ ʘʥʘʣʽʪʠʯʥʠʭ ʜʘʥʠʭ ʧʨʦ ʟʘʛʨʦʟʠ, ʱʦ ʟʘʯʽʧʘʶʪʴ ʨʦʙʦʪʫ ʩʝʨʚʽʩʽʚ, 

ʦʙʨʦʙʢʫ ʪʘ ʟʙʝʨʽʛʘʥʥʷ ʜʘʥʠʭ, ʢʦʥʬʽʛʫʨʘʮʽʾ ʽ ʤʦʜʝʣʽ ʨʦʟʛʦʨʪʘʥʥʷ. 

ɯʜʝʥʪʠʬʽʢʘʮʽʷ ʫʨʘʟʣʠʚʦʩʪʽ. ɺʠʟʥʘʯʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʽ ʩʣʘʙʢʠʭ ʤʽʩʮʴ ʚ 

ʘʨʭʽʪʝʢʪʫʨʽ ʽ ʢʦʜʽ ʧʨʦʛʨʘʤʠ ʽ ʟʽʩʪʘʚʣʝʥʥʽ ʾʭ, ʱʦʙ ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ ʚʦʥʠ 

ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʚʽʜʦʤʦʩʪʽ ʧʨʦ ʧʦʛʨʦʟʠ ʟ ʧʦʧʝʨʝʜʥʴʦʛʦ ʝʪʘʧʫ. 

ʄʦʜʝʣʶʚʘʥʥʷ ʘʪʘʢʠ. ʌʦʢʫʩʫʻʪʴʩʷ ʥʘ ʝʤʫʣʷʮʽʾ ʘʪʘʢ, ʷʢʽ ʤʦʞʫʪʴ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʚʠʷʚʣʝʥʽ ʚʨʘʟʣʠʚʦʩʪʽ ʥʘ ʧʦʧʝʨʝʜʥʴʦʤʫ ʝʪʘʧʽ. ʎʝ ʪʘʢʦʞ 

ʜʦʧʦʤʘʛʘʻ ʚʠʟʥʘʯʠʪʠ ʞʠʪʪʻʟʜʘʪʥʽʩʪʴ ʟʘʛʨʦʟ ʧʦ ʰʘʙʣʦʥʘʭ ʘʪʘʢ. 

ɸʥʘʣʽʟ ʟʘʣʠʰʢʦʚʦʛʦ ʨʠʟʠʢʫ. ʂʦʥʮʝʥʪʨʫʻʪʴʩʷ ʥʘʚʢʦʣʦ ʚʠʧʨʘʚʣʝʥʥʷ 

ʚʨʘʟʣʠʚʦʩʪʝʡ ʚ ʢʦʜʽ ʘʙʦ ʘʨʭʽʪʝʢʪʫʨʽ, ʷʢʽ ʤʦʞʫʪʴ ʩʧʨʠʷʪʠ ʟʘʛʨʦʟʘʤ ʽ ʙʘʟʦʚʠʤ 

ʤʦʜʝʣʷʤ ʘʪʘʢ. ʎʝ ʤʦʞʝ ʛʘʨʘʥʪʫʚʘʪʠ ʧʨʠʡʥʷʪʪʷ ʜʝʷʢʠʭ ʨʠʟʠʢʽʚ ʟʘʤʦʚʥʠʢʘʤʠ 

ʘʙʦ ʤʝʥʝʜʞʝʨʘʤʠ ʧʦ ʨʦʟʨʦʙʮʽ. 

PASTA ʥʘʜʘʻ ʧʽʜʭʽʜ ʜʦ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ, ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʨʠʟʠʢ, ʷʢʠʡ 

ʟʘʩʥʦʚʘʥʠʡ ʥʘ ʬʘʢʪʠʯʥʠʭ ʜʘʥʠʭ. ɽʢʩʧʝʨʪʠ ʟ ʙʝʟʧʝʢʠ ʩʧʽʚʚʽʜʥʦʩʷʪʴ ʨʝʘʣʴʥʽ 

ʟʘʛʨʦʟʠ ʟ ʧʦʚʝʨʭʥʝʶ ʘʪʘʢʠ ʢʦʤʧʦʥʝʥʪʽʚ ʧʨʦʛʨʘʤʠ ʪʘ ʚʠʷʚʣʷʶʪʴ ʨʠʟʠʢʠ.. ʊʘʢʦʞ 
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ʧʨʦʚʦʜʷʪʴ ʪʝʩʪʠ ʝʢʩʧʣʫʘʪʘʮʽʾ, ʷʢʽ ʚʠʟʥʘʯʘʶʪʴ ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ ʤʦʜʝʣʽ, ʱʦʙ 

ʧʝʨʝʚʽʨʠʪʠ, ʯʠ ʻ ʚʦʥʠ ʡʤʦʚʽʨʥʠʤʠ. ʉʧʽʚʚʽʜʥʦʰʝʥʥʷ ʞʠʪʪʻʟʜʘʪʥʦʩʪʽ ʟʽ ʩʪʽʡʢʠʤ 

ʚʧʣʠʚʦʤ ʜʦʟʚʦʣʷʻ ʮʽʡ ʤʝʪʦʜʦʣʦʛʽʾ ʧʦʟʠʮʽʦʥʫʚʘʪʠ ʩʝʙʝ ʷʢ ʚʠʩʦʢʦʝʬʝʢʪʠʚʥʠʡ 

ʧʽʜʭʽʜ ʜʦ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ, ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʨʠʟʠʢʠ. 

ʄʝʪʦʜʦʣʦʛʽʷ ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ PASTA ʻ ʩʝʤʠʝʪʘʧʥʠʤ ʧʨʦʮʝʩʦʤ 

ʫʟʛʦʜʞʝʥʥʷ ʙʽʟʥʝʩ-ʮʽʣʝʡ ʽ ʪʝʭʥʽʯʥʠʭ ʚʠʤʦʛ, ʘ ʪʘʢʦʞ ʘʥʘʣʽʟʦʤ ʨʠʟʠʢʽʚ, ʷʢʠʡ ʥʝ 

ʟʘʣʝʞʠʪʴ ʚʽʜ ʧʣʘʪʬʦʨʤʠ. PASTA ʧʦʻʜʥʫʻ ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʟʣʦʚʤʠʩʥʠʢʘ ʧʦʛʣʷʜ 

ʥʘ ʧʦʪʝʥʮʽʡʥʽ ʟʘʛʨʦʟʠ ʟ ʜʦʜʘʪʢʦʤ ʽ ʡʦʛʦ ʽʥʬʨʘʩʪʨʫʢʪʫʨʽ, ʚʠʭʦʜʷʯʠ ʟ ʯʦʛʦ ʩʪʘʻ 

ʤʦʞʣʠʚʠʤ ʨʦʟʨʦʙʠʪʠ ʩʪʨʘʪʝʛʽʶ ʟʥʠʞʝʥʥʷ ʨʠʟʠʢʽʚ. 

ɼʘʥʘ ʤʝʪʦʜʦʣʦʛʽʷ ʥʘʡʢʨʘʱʝ ʧʽʜʭʦʜʠʪʴ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʡ, ʷʢʽ ʭʦʯʫʪʴ ʫʟʛʦʜʠʪʠ 

ʤʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʟʽ ʩʪʨʘʪʝʛʽʯʥʠʤʠ ʮʽʣʷʤʠ, ʦʩʢʽʣʴʢʠ ʚʦʥʘ ʚʢʣʶʯʘʻ ʘʥʘʣʽʟ 

ʚʧʣʠʚʫ ʥʘ ʙʽʟʥʝʩ ʷʢ ʥʝʚʽʜ'ʻʤʥʫ ʯʘʩʪʠʥʫ ʧʨʦʮʝʩʫ. 

 

6.6. ȻɔɞɌəəɫ ɐɗɫ ɝɌɘɚɖɚəɞɜɚɗɪ 

 

1. ʄʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ. ʄʦʜʝʣʴ STRIDE. 

2. ʄʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ. ʄʦʜʝʣʴ VAST. 

3. ʄʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ. ʄʦʜʝʣʴ Trike. 

4. ʄʦʜʝʣʶʚʘʥʥʷ ʟʘʛʨʦʟ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ. ʄʦʜʝʣʽ OCTAVE ʽ PASTA. 
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7. ȮȼȬȳȷȴȮȣȽȾɈ ȻȼȺȯȼȬȸȹȺȯȺ ȶȺȰȿ 

 

ʂ̔ ʥʮʝʚʘ ʤʝʪʘ ʙʫʜʴ-ʷʢʦʛʦ ʟʣʦʤʫ ʩʠʩʪʝʤʠ - ʮʝ ʟʤʫʩʠʪʠ ʮʶ ʩʠʩʪʝʤʫ "ʤʦʣʠʪʠ 

ʧʨʦ ʧʦʱʘʜʫ", ʢʦʣʠ ʚʞʝ ʨʦʟʢʨʠʪʦ ʚʩʽ ʩʝʢʨʝʪʠ ʚʩʪʘʥʦʚʣʝʥʠʭ ʧʨʦʛʨʘʤ ʽ ʭʘʢʝʨʫ 

ʥʘʜʘʥʦ ʜʦʩʪʫʧ ʜʦ ʢʦʤʘʥʜʥʦʛʦ ʽʥʪʝʨʧʨʝʪʘʪʦʨʘ ʟ ʥʝʦʙʤʝʞʝʥʠʤʠ ʧʨʘʚʘʤʠ. 

ɿʣʘʤʫʚʘʥʥʷ ʢʦʤʧ'ʶʪʝʨʘ ʧʨʘʢʪʠʯʥʦ ʟʘʚʞʜʠ ʚʠʢʦʥʫʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʚʩʪʘʥʦʚʣʝʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ (ʇɿ). ɯ ʥʘʡʯʘʩʪʽʰʝ ʘʪʘʢʦʚʘʥʠʡ 

ʢʦʤʧ'ʶʪʝʨ ʥʝ ʻ ʨʷʜʦʚʦʶ ʩʠʩʪʝʤʦʶ. ʇʨʘʢʪʠʯʥʦ ʚʩʽ ʩʫʯʘʩʥʽ ʢʦʤʧ'ʶʪʝʨʥʽ 

ʩʠʩʪʝʤʠ ʤʘʶʪʴ ʩʚʦʶ "ɸʭʽʣʣʝʩʦʚʫ ʧ'ʷʪʫ" ʫ ʚʠʛʣʷʜʽ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. 

ɹʝʟʧʝʢʘ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʟʘʟʚʠʯʘʡ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʣʠʰʝ ʷʢ 

ʧʨʦʙʣʝʤʘ ʨʦʙʦʪʠ ʚ Internet, ʘʣʝ ʮʝ ʜʘʣʝʢʦ ʥʝ ʻʜʠʥʘ ʧʨʦʙʣʝʤʘ. ʍʦʯʘ ʢʦʤʝʨʮʽʡʥʽ 

ʩʪʨʫʢʪʫʨʠ ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ Internet, ʘʣʝ ʙʘʛʘʪʦ ʩʠʩʪʝʤ ʧʨʘʮʶʶʪʴ 

ʽʟʦʣʴʦʚʘʥʦ ʫ ʣʦʢʘʣʴʥʠʭ ʤʝʨʝʞʘʭ ʯʠ ʚʟʘʛʘʣʽ ʦʢʨʝʤʠʭ ʢʦʤʧ'ʶʪʝʨʘʭ. ʆʯʝʚʠʜʥʦ, 

ʱʦ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʱʦʩʴ ʙʽʣʴʰʝ, ʥʽʞ ʟʘ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ 

ʽʛʦʨ ʚ ʤʝʨʝʞʽ ʘʙʦ ʦʙʤʽʥʫ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ ʪʘ ʝʣʝʢʪʨʦʥʥʠʤʠ 

ʪʘʙʣʠʮʷʤʠ. ɿʘ ʧʦʤʠʣʦʢ ʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ ʟʙʠʪʢʠ ʦʙʯʠʩʣʶʶʪʴʩʷ 

ʤʽʣʴʡʦʥʘʤʠ ʜʦʣʘʨʽʚ, ʱʦ ʽʥʦʜʽ ʧʨʠʟʚʦʜʠʪʴ ʥʘʚʽʪʴ ʜʦ ʩʤʝʨʪʽ ʣʶʜʝʡ. 

ɿʘʧʘʤôʷʪʘʡʪʝ, ʱʦ ʧʦʤʠʣʢʠ ʫ ʧʨʦʛʨʘʤʘʭ ʻ ʟʘʚʞʜʠ. 

 

7.1. Ⱦɜɔ ɚɝəɚɎəɱ ɛɜɚɍɗɑɘɔ Ȼȳ 

 

ʏʦʤʫ ʪʘʢ ʚʘʞʢʦ ʢʦʥʪʨʦʣʶʚʘʪʠ ʨʦʙʦʪʫ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ? ʊʨʠ 

ʦʩʥʦʚʥʽ ʯʠʥʥʠʢʠ ʧʝʨʝʪʚʦʨʶʶʪʴ ʫʧʨʘʚʣʽʥʥʷ ʨʠʟʠʢʘʤʠ ʧʽʜ ʯʘʩ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʧʨʦʛʨʘʤ ʥʘ ʦʩʥʦʚʥʝ ʟʘʚʜʘʥʥʷ ʩʫʯʘʩʥʦʩʪʽ. ʎʠʤʠ ʬʘʢʪʦʨʘʤʠ ʻ ʩʢʣʘʜʥʽʩʪʴ, 

ʨʦʟʰʠʨʶʚʘʥʽʩʪʴ ʪʘ ʤʦʞʣʠʚʽʩʪʴ ʚʟʘʻʤʦʜʽʾ. 
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7.1.1. ȽɖɗɌɐəɱɝɞɨ 

 

ʉʫʯʘʩʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʦʩʠʪʴ ʩʢʣʘʜʥʝ, ʽ ʻ ʚʩʽ ʧʝʨʝʜʫʤʦʚʠ 

ʚʚʘʞʘʪʠ, ʱʦ ʚʦʥʦ ʩʪʘʥʝ ʱʝ ʩʢʣʘʜʥʽʰʠʤ ʫ ʥʘʡʙʣʠʞʯʦʤʫ ʤʘʡʙʫʪʥʴʦʤʫ. 

ʅʘʧʨʠʢʣʘʜ, ʫ 1983 ʨ. ʧʨʦʛʨʘʤʘ Microsoft Word ʩʢʣʘʜʘʣʘʩʷ ʣʠʰʝ ʟ 27000 ʨʷʜʢʽʚ 

ʢʦʜʫ, ʘʣʝ, ʚʞʝ ʚ 1995 ʨ. ʮʷ ʧʨʦʛʨʘʤʘ ʟʙʽʣʴʰʠʣʘʩʷ ʚʞʝ ʜʦ 2 ʤʣʥ. ʨʷʜʢʽʚ ʢʦʜʫ! 

ʇʨʦʛʨʘʤʽʩʪʠ ʚʠʪʨʘʪʠʣʠ ʨʦʢʠ ʥʘ ʪʝ, ʱʦʙ ʧʨʠʜʫʤʘʪʠ ʦʜʠʥʠʮʽ ʚʠʤʽʨʫ ʜʣʷ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʎʽʣʽ ʢʥʠʛʠ ʧʨʠʩʚʷʯʝʥʽ ʽʩʥʫʶʯʠʤ ʩʠʩʪʝʤʘʤ 

ʚʠʤʽʨʶʚʘʥʥʷ ʨʦʟʤʽʨʽʚ ʧʨʦʛʨʘʤ. ɸʣʝ ʣʠʰʝ ʦʜʥʘ ʦʜʠʥʠʮʷ ʚʠʤʽʨʫ ʜʦʟʚʦʣʷʻ 

ʚʩʪʘʥʦʚʠʪʠ ʩʧʽʚʚʽʜʥʦʰʝʥʥʷ ʟ ʯʠʩʣʦʤ ʧʦʤʠʣʦʢ - ʢʽʣʴʢʽʩʪʴ ʨʷʜʢʽʚ ʢʦʜʫ LOC ʘʙʦ 

SLOC (Source Lines of Code). ɯ ʩʧʨʘʚʜʽ, ʫ ʜʝʷʢʠʭ ʢʦʣʘʭ ʬʘʭʽʚʮʽʚ ʽʟ 

ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʯʠʩʣʦ ʨʷʜʢʽʚ ʢʦʜʫ ʩʪʘʣʦ ʻʜʠʥʠʤ ʧʨʠʡʥʷʪʥʠʤ ʟʘʩʦʙʦʤ 

ʚʠʤʽʨʶʚʘʥʥʷ ʦʙʩʷʛʫ ʧʨʦʛʨʘʤ. 

ʂʽʣʴʢʽʩʪʴ ʧʦʤʠʣʦʢ ʥʘ ʪʠʩʷʯʫ ʨʷʜʢʽʚ ʢʦʜʫ (KLOC) ʟʤʽʥʶʻʪʴʩʷ ʜʣʷ ʢʦʞʥʦʾ 

ʩʠʩʪʝʤʠ. ɼʦʩʪʦʚʽʨʥʝ ʟʥʘʯʝʥʥʷ ʚʘʨʽʶʻʪʴʩʷ ʚʽʜ 5 ʜʦ 50 ʧʦʤʠʣʦʢ ʥʘ 1000 ʨʷʜʢʽʚ 

ʢʦʜʫ. ʅʘʚʽʪʴ ʫ ʩʠʩʪʝʤʘʭ, ʷʢʽ ʧʨʦʡʰʣʠ ʩʪʨʦʛʠʡ ʢʦʥʪʨʦʣʴ ʷʢʦʩʪʽ QA (Quality 

Assurance), ʚʩʝ ʦʜʥʦ ʤʽʩʪʷʪʴʩʷ ʧʦʤʠʣʢʠ ð ʧʨʠʙʣʠʟʥʦ 5 ʧʦʤʠʣʦʢ ʥʘ 1000 ʨʷʜʢʽʚ 

ʢʦʜʫ. ʋ ʧʨʦʛʨʘʤʥʽʡ ʩʠʩʪʝʤʽ, ʷʢʘ ʧʨʦʡʰʣʘ ʪʝʩʪʫʚʘʥʥʷ ʪʽʣʴʢʠ ʥʘ ʧʨʝʜʤʝʪ 

ʧʨʘʮʝʟʜʘʪʥʦʩʪʽ ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʤʦʞʣʠʚʦʩʪʝʡ, ʱʦ ʩʧʨʘʚʝʜʣʠʚʦ ʜʣʷ ʙʽʣʴʰʦʾ 

ʯʘʩʪʠʥʠ ʢʦʤʝʨʮʽʡʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʻ ʥʘʙʘʛʘʪʦ ʙʽʣʴʰʝ ʧʦʤʠʣʦʢ 

ð ʙʣʠʟʴʢʦ 50 ʧʦʤʠʣʦʢ ʥʘ 1000 ʨʷʜʢʽʚ ʢʦʜʫ. ɹʽʣʴʰʽʩʪʴ ʧʨʦʛʨʘʤ ʧʦʪʨʘʧʣʷʻ ʜʦ 

ʦʩʪʘʥʥʴʦʾ ʢʘʪʝʛʦʨʽʾ. ɹʘʛʘʪʦ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʥʝʧʨʘʚʠʣʴʥʦ ʧʨʠʧʫʩʢʘʶʪʴ, ʱʦ ʚʦʥʠ ʚʠʢʦʥʫʶʪʴ ʩʫʚʦʨʠʡ ʢʦʥʪʨʦʣʴ ʷʢʦʩʪʽ QA, 

ʭʦʯʘ ʥʘʩʧʨʘʚʜʽ ʾʭ ʤʝʪʦʜʠ ʪʝʩʪʫʚʘʥʥʷ ʻ ʜʫʞʝ ʧʦʚʝʨʭʦʚʠʤʠ. ʉʫʚʦʨʠʡ ʢʦʥʪʨʦʣʴ 

ʷʢʦʩʪʽ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʦʣʷʛʘʻ ʥʝ ʪʽʣʴʢʠ ʚ ʪʝʩʪʫʚʘʥʥʽ ʤʦʞʣʠʚʦʩʪʝʡ 

ʧʨʦʛʨʘʤ, ʘʣʝ ʽ ʧʦʚʠʥʝʥ ʚʢʣʶʯʘʪʠ ʪʝʩʪʦʚʝ ʚʥʝʩʝʥʥʷ ʥʝʩʧʨʘʚʥʦʩʪʝʡ ʽ ʘʥʘʣʽʟ 

ʧʦʤʠʣʦʢ. 

ʂʨʽʤ ʪʦʛʦ, ʫʩʢʣʘʜʥʶʻ ʧʨʦʙʣʝʤʫ ʰʠʨʦʢʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʥʠʟʴʢʦʨʽʚʥʝʚʠʭ ʤʦʚ 

ʧʨʦʛʨʘʤʫʚʘʥʥʷ, ʪʘʢʠʭ ʷʢ ʉ ʽ C++, ʷʢʽ ʥʝ ʟʜʘʪʥʽ ʟʘʭʠʩʪʠʪʠ ʚʽʜ ʥʘʡʧʨʦʩʪʽʰʠʭ 
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ʘʪʘʢ, ʥʘʧʨʠʢʣʘʜ, ʚʽʜ ʘʪʘʢ ʥʘ ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ. ʂʨʽʤ ʜʦʜʘʪʢʦʚʠʭ 

ʤʦʞʣʠʚʦʩʪʝʡ ʜʣʷ ʟʣʦʤʫ ʚʥʘʩʣʽʜʦʢ ʧʦʤʠʣʦʢ ʪʘ ʽʥʰʠʭ ʧʨʦʨʘʭʫʥʢʽʚ, ʚʟʘʛʘʣʽ ʫ 

ʩʢʣʘʜʥʠʭ ʩʠʩʪʝʤʘʭ ʷʢ ʪʘʢʠʭ ʣʝʛʰʝ ʧʨʠʭʦʚʘʪʠ ʰʢʽʜʣʠʚʠʡ ʢʦʜ. ʊʝʦʨʝʪʠʯʥʦ ʤʠ 

ʤʦʞʝʤʦ ʧʝʨʝʚʽʨʠʪʠ ʽ ʜʦʚʝʩʪʠ, ʱʦ ʫ ʧʨʦʩʪʽʡ ʧʨʦʛʨʘʤʽ ʥʝʤʘʻ ʧʦʤʠʣʦʢ, ʱʦ 

ʚʧʣʠʚʘʶʪʴ ʥʘ ʙʝʟʧʝʢʫ, ʘʣʝ ʥʘʩʧʨʘʚʜʽ ʮʝ ʥʝʤʦʞʣʠʚʦ, ʥʘʚʽʪʴ ʷʢʱʦ ʡʜʝʪʴʩʷ ʧʨʦ 

ʥʘʡʧʨʦʩʪʽʰʫ ʩʫʯʘʩʥʫ ʥʘʩʪʽʣʴʥʫ ʩʠʩʪʝʤʫ, ʽ ʚʞʝ ʪʦʯʥʦ ʥʝʡʤʦʚʽʨʥʦ ʱʦʜʦ ʩʠʩʪʝʤ 

ʤʘʩʰʪʘʙʫ ʧʽʜʧʨʠʻʤʩʪʚʘ. 

 

7.1.2. ȼɚɓɤɔɜɪɎɌəɱɝɞɨ 

 

ʉʫʯʘʩʥʽ ʩʠʩʪʝʤʠ, ʷʢʽ ʙʫʜʫʶʪʴʩʷ ʥʘ ʦʩʥʦʚʽ ʚʽʨʪʫʘʣʴʥʠʭ ʤʘʰʠʥ (VM), 

ʟʘʙʝʟʧʝʯʫʶʪʴ ʙʝʟʧʝʢʫ ʪʠʧʽʚ (type safety) ʽ ʚʠʢʦʥʫʶʪʴ ʜʠʥʘʤʽʯʥʽ ʧʝʨʝʚʽʨʢʠ ʧʨʘʚ 

ʜʦʩʪʫʧʫ (ʚ ʪʘʢʠʡ ʩʧʦʩʽʙ ʜʦʟʚʦʣʷʻʪʴʩʷ ʚʠʢʦʥʘʥʥʷ ʥʝʧʝʨʝʚʽʨʝʥʦʛʦ ʢʦʜʫ, ʱʦ 

ʧʝʨʝʥʦʩʠʪʴʩʷ), ʥʘʟʠʚʘʶʪʴ ʨʦʟʰʠʨʶʚʘʥʠʤʠ ʩʠʩʪʝʤʘʤʠ (extensible systems). 

ʅʘʡʙʽʣʴʰ ʚʽʜʦʤʽ ʧʨʠʢʣʘʜʠ - Java ʪʘ .NET. ʆʩʢʽʣʴʢʠ ʥʘ ʨʦʟʰʠʨʶʚʘʥʫ ʩʠʩʪʝʤʫ 

ʤʦʞʥʘ ʜʦʜʘʚʘʪʠ ʦʥʦʚʣʝʥʥʷ ʘʙʦ ʨʦʟʰʠʨʝʥʥʷ, ʷʢʽ ʱʝ ʥʘʟʠʚʘʶʪʴ ʢʦʜʦʤ, ʱʦ 

ʧʝʨʝʥʦʩʠʪʴʩʷ (mobile code), ʪʦ ʬʫʥʢʮʽʦʥʘʣʴʥʽ ʤʦʞʣʠʚʦʩʪʽ ʪʘʢʦʾ ʩʠʩʪʝʤʠ 

ʤʦʞʫʪʴ ʧʦʩʪʽʡʥʦ ʟʙʽʣʴʰʫʚʘʪʠʩʷ. ʅʘʧʨʠʢʣʘʜ, ʚʽʨʪʫʘʣʴʥʘ ʤʘʰʠʥʘ Java JVM 

(Java Virtual Machine) ʤʦʞʝ ʟʘʜʘʚʘʪʠ ʢʣʘʩ ʫ ʧʨʦʩʪʦʨʽ ʽʤʝʥ ʽ ʧʦʪʝʥʮʽʡʥʦ 

ʜʦʟʚʦʣʷʪʠ ʽʥʰʠʤ ʢʣʘʩʘʤ ʚʟʘʻʤʦʜʽʷʪʠ ʟ ʥʠʤ. 

ɹʽʣʴʰʽʩʪʴ ʩʫʯʘʩʥʠʭ ʦʧʝʨʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʧʽʜʪʨʠʤʫʶʪʴ ʨʦʟʰʠʨʶʚʘʥʽʩʪʴ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʜʨʘʡʚʝʨʽʚ ʧʨʠʩʪʨʦʾʚ, ʱʦ ʜʠʥʘʤʽʯʥʦ ʟʘʚʘʥʪʘʞʫʶʪʴʩʷ, ʽ ʤʦʜʫʣʽʚ, ʱʦ 

ʜʠʥʘʤʽʯʥʦ ʟʘʚʘʥʪʘʞʫʶʪʴʩʷ. ʋ ʩʫʯʘʩʥʠʭ ʧʨʦʛʨʘʤʘʭ, ʪʘʢʠʭ ʷʢ ʪʝʢʩʪʦʚʽ 

ʧʨʦʮʝʩʦʨʠ, ʢʣʽʻʥʪʠ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ, ʧʨʦʛʨʘʤʠ ʜʣʷ ʨʦʙʦʪʠ ʟ ʝʣʝʢʪʨʦʥʥʠʤʠ 

ʪʘʙʣʠʮʷʤʠ ʪʘ Web-ʙʨʘʫʟʝʨʠ, ʨʦʟʰʠʨʶʚʘʥʽʩʪʴ ʧʽʜʪʨʠʤʫʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʩʮʝʥʘʨʽʾʚ, ʝʣʝʤʝʥʪʽʚ ʫʧʨʘʚʣʽʥʥʷ, ʢʦʤʧʦʥʝʥʪʽʚ, ʙʽʙʣʽʦʪʝʢ, ʱʦ ʜʠʥʘʤʽʯʥʦ 

ʟʘʚʘʥʪʘʞʫʶʪʴʩʷ, ʽ ʘʧʣʝʪʽʚ. ɾʦʜʝʥ ʽʟ ʮʠʭ ʤʝʪʦʜʽʚ ʥʝ ʻ ʥʦʚʠʤ. ʇʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʻ ʦʩʥʦʚʥʠʤ ʩʧʦʩʦʙʦʤ ʨʦʟʰʠʨʝʥʥʷ ʤʦʞʣʠʚʦʩʪʝʡ ʢʦʤʧ'ʶʪʝʨʽʚ, 

ʧʨʠʟʥʘʯʝʥʠʭ ʜʣʷ ʚʠʨʽʰʝʥʥʷ ʩʪʘʥʜʘʨʪʥʠʭ ʟʘʚʜʘʥʴ. ʉʘʤʝ ʧʨʦʛʨʘʤʠ ʚʠʟʥʘʯʘʶʪʴ 
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ʨʦʙʦʪʫ ʢʦʤʧ'ʶʪʝʨʘ ʪʘ ʦʨʠʛʽʥʘʣʴʥʠʤ ʩʧʦʩʦʙʦʤ ʨʦʟʰʠʨʶʶʪʴ ʡʦʛʦ ʙʘʟʦʚʽ 

ʤʦʞʣʠʚʦʩʪʽ. ʅʘ ʞʘʣʴ, ʩʧʨʘʚʞʥʷ ʩʫʪʥʽʩʪʴ ʩʫʯʘʩʥʠʭ ʩʠʩʪʝʤ, ʱʦ ʨʦʟʰʠʨʶʶʪʴʩʷ, 

ʫʩʢʣʘʜʥʶʻ ʟʘʚʜʘʥʥʷ ʙʝʟʧʝʢʠ. ʅʘʧʨʠʢʣʘʜ, ʜʫʞʝ ʚʘʞʢʦ ʟʘʧʦʙʽʛʪʠ ʧʨʦʥʠʢʥʝʥʥʶ 

ʥʘ ʢʦʤʧ'ʶʪʝʨ ʰʢʽʜʣʠʚʦʛʦ ʢʦʜʫ, ʟʘʤʘʩʢʦʚʘʥʦʛʦ ʧʽʜ ʨʦʟʰʠʨʝʥʥʷ, ʪʦʙʪʦ. 

ʨʦʟʰʠʨʝʥʥʷ, ʷʢʝ ʜʦʟʚʦʣʷʻ ʨʦʟʰʠʨʠʪʠ ʬʫʥʢʮʽʦʥʘʣʴʥʽ ʤʦʞʣʠʚʦʩʪʽ ʩʠʩʪʝʤʠ 

(ʥʘʧʨʠʢʣʘʜ, ʤʝʭʘʥʽʟʤ ʜʣʷ ʟʘʚʘʥʪʘʞʝʥʥʷ ʢʣʘʩʽʚ Java), ʤʘʻ ʩʪʚʦʨʶʚʘʪʠʩʷ ʟ 

ʫʨʘʭʫʚʘʥʥʷʤ ʚʠʤʦʛ ʙʝʟʧʝʢʠ. ɹʽʣʴʰ ʪʦʛʦ, ʜʦʩʣʽʜʞʝʥʥʷ ʙʝʟʧʝʢʠ ʩʠʩʪʝʤʠ, ʱʦ 

ʨʦʟʰʠʨʶʻʪʴʩʷ, ʧʦʚʠʥʥʽ ʧʨʦʚʦʜʠʪʠʩʷ ʥʘʙʘʛʘʪʦ ʨʝʪʝʣʴʥʽʰʝ, ʥʽʞ ʮʽʣʽʩʥʦʾ 

ʩʠʩʪʝʤʠ, ʥʝ ʩʭʠʣʴʥʦʾ ʜʦ ʟʤʽʥ. 

ʂʦʤʧʘʥʽʷ Microsoft ʨʽʟʢʦ ʧʝʨʝʡʰʣʘ ʥʘ ʧʝʨʝʥʦʩʥʠʡ ʢʦʜ ʽʟ ʚʧʨʦʚʘʜʞʝʥʥʷʤ 

ʩʚʦʻʾ ʧʣʘʪʬʦʨʤʠ .NET Framework. ʋ .NET ʘʨʭʽʪʝʢʪʫʨʘ ʤʘʻ ʙʘʛʘʪʦ ʩʧʽʣʴʥʦʛʦ ʟ 

Java. ɻʦʣʦʚʥʘ ʚʽʜʤʽʥʥʽʩʪʴ ʧʦʣʷʛʘʻ ʫ ʥʘʷʚʥʦʩʪʽ ʙʘʛʘʪʦʧʣʘʪʬʦʨʤʥʦʾ ʧʽʜʪʨʠʤʢʠ. 

ɸʣʝ ʚ ʙʫʜʴ-ʷʢʦʤʫ ʚʠʧʘʜʢʫ, ʩʠʩʪʝʤʠ, ʱʦ ʨʦʟʰʠʨʶʶʪʴʩʷ, ʙʫʜʫʪʴ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʽ ʥʘʜʘʣʽ. ʅʝʟʘʙʘʨʦʤ ʩʘʤ ʪʝʨʤʽʥ ʢʦʜ, ʱʦ ʧʝʨʝʥʦʩʠʪʴʩʷ, ʙʫʜʝ 

ʟʘʡʚʠʤ, ʦʩʢʽʣʴʢʠ ʚʝʩʴ ʢʦʜ ʩʪʘʥʝ ʧʝʨʝʥʦʩʥʠʤ. 

ɸʣʝ, ʥʘ ʞʘʣʴ, ʫ ʢʦʜʫ, ʱʦ ʧʝʨʝʥʦʩʠʪʴʩʷ, ʷʢʠʡ ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʨʦʟʰʠʨʝʥʥʷ 

ʤʦʞʣʠʚʦʩʪʝʡ ʧʨʦʛʨʘʤ, ʻ ʟʚʦʨʦʪʥʠʡ ʙʽʢ. ʋ ʧʝʚʥʦʤʫ ʩʝʥʩʽ ʚʽʨʫʩʠ ̔  "ʭʨʦʙʘʢʠ" ʪʝʞ 

ʤʦʞʥʘ ʥʘʟʚʘʪʠ ʧʝʨʝʥʦʩʥʠʤ ʢʦʜʦʤ. ʆʩʴ ʯʦʤʫ ʚʢʣʘʜʝʥʥʷ, ʱʦ ʚʠʢʦʥʫʶʪʴʩʷ, ʚ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ ʽ ʚʽʨʪʫʘʣʴʥʽ ʤʘʰʠʥʠ, ʷʢʽ ʟʘʧʫʩʢʘʶʪʴ ʢʦʜ, 

ʚʧʨʦʚʘʜʞʝʥʠʡ ʥʘ Web-ʩʪʦʨʽʥʢʠ, ʩʪʘʶʪʴ ʥʽʯʥʠʤ ʢʦʰʤʘʨʦʤ ʜʣʷ ʬʘʭʽʚʮʽʚ ʟ 

ʙʝʟʧʝʢʠ. ʂʣʘʩʠʯʥʽ ʤʝʪʦʜʠ ʘʪʘʢ, ʚʢʣʶʯʘʶʯʠ ʧʦʰʠʨʝʥʥʷ ʚʽʨʫʩʽʚ ʯʝʨʝʟ ʧʝʨʝʥʦʩʥʽ 

ʥʘʢʦʧʠʯʫʚʘʯʽ ʜʘʥʠʭ ʪʘ ʧʝʨʝʜʘʯʫ ʽʥʬʽʢʦʚʘʥʠʭ ʚʠʢʦʥʫʚʘʥʠʭ ʬʘʡʣʽʚ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʤʦʜʝʤʽʚ, ʩʴʦʛʦʜʥʽ ʟʘʤʽʥʝʥʽ ʝʣʝʢʪʨʦʥʥʦʶ ʧʦʰʪʦʶ ʪʘ ʚʤʽʩʪʦʤ Web-

ʩʪʦʨʽʥʦʢ. ʉʫʯʘʩʥʽ ʭʘʢʝʨʠ ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʘʪʘʢʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʦʜʫ, 

ʦɦ ʧʝʨʝʥʦʩʠʪʴʩʷ. ɺʽʨʫʩʠ ʽ "ʭʨʦʙʘʢʠ" ʥʝʧʨʦʩʪʦ ʧʦʰʠʨʶʶʪʴʩʷ ʧʦ ʤʝʨʝʞʽ, ʚʦʥʠ 

ʚʩʪʘʥʦʚʣʶʶʪʴ ʧʦʪʘʡʥʽ ʭʦʜʠ, ʚʠʟʥʘʯʘʶʪʴ ʪʠʧ ʩʠʩʪʝʤʠ ʪʘ ʨʝʘʣʽʟʫʶʪʴ 

ʢʦʤʧʨʦʤʝʪʘʮʽʶ ʢʦʤʧ'ʶʪʝʨʘ, ʪʦʙʪʦ. ʭʘʢʝʨ ʦʪʨʠʤʫʻ ʟʘʨʘʞʝʥʠʡ ʢʦʤʧ'ʶʪʝʨ ʫ ʩʚʦʻ 

ʨʦʟʧʦʨʷʜʞʝʥʥʷ. 

"ɿʦʣʦʪʘ ʝʨʘ" ʚʽʨʫʩʽʚ ʥʘʩʪʘʣʘ ʥʘ ʧʦʯʘʪʢʫ 1990-ʭ ʨʦʢʽʚ, ʢʦʣʠ ʚʦʥʠ 

ʧʦʰʠʨʶʚʘʣʠʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʘʡʣʽʚ ʽ ʢʦʯʫʚʘʣʠ ʟ ʦʜʥʦʛʦ ʢʦʤʧ'ʶʪʝʨʘ ʥʘ ʽʥʰʠʡ 
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ʟʘ ʜʦʧʦʤʦʛʦʶ ʜʠʩʢʝʪ. "ʍʨʦʙʘʢ" ʻ ʦʩʦʙʣʠʚʦʶ ʬʦʨʤʦʶ ʚʽʨʫʩʫ, ʷʢʠʡ ʩʘʤʦʩʪʽʡʥʦ 

ʧʦʰʠʨʶʻʪʴʩʷ ʧʦ ʤʝʨʝʞʽ. "ʍʨʦʙʘʢʠ" ʻ ʜʫʞʝ ʥʝʙʝʟʧʝʯʥʦʶ ʤʦʜʠʬʽʢʘʮʽʻʶ 

ʚʽʨʫʩʽʚ, ʦʩʦʙʣʠʚʦ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʩʫʯʘʩʥʦʛʦ ʨʦʟʤʘʭʫ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʝʨʝʞ. 

"ʏʝʨʚʠ" ʩʪʘʣʠ ʘʢʪʠʚʥʦ ʧʦʰʠʨʶʚʘʪʠʩʷ ʤʝʨʝʞʘʤʠ ʥʘʧʨʠʢʽʥʮʽ ʤʠʥʫʣʦʛʦ 

ʩʪʦʣʽʪʪʷ, ʭʦʯʘ ʙʘʛʘʪʦ ʥʝʙʝʟʧʝʯʥʠʭ "ʭʨʦʙʘʢʽʚ" (ʨʦʟʨʦʙʣʝʥʠʭ ʭʘʢʝʨʘʤʠ-

ʝʥʪʫʟʽʘʩʪʘʤʠ) ʪʘʢ ʥʽʢʦʣʠ ʽ ʥʝ ʙʫʜʫʪʴ ʟʘʧʫʱʝʥʽ ʚ ʤʝʨʝʞʫ, ʘ ʟʥʘʯʠʪʴ, ʥʽʢʦʣʠ ʥʝ 

ʙʫʜʫʪʴ ʜʦʩʣʽʜʞʝʥʽ. ɿ ʤʦʤʝʥʪʫ ʧʦʷʚʠ ʧʝʨʰʠʭ "ʭʨʦʙʘʢʽʚ" ʪʝʭʥʦʣʦʛʽʷ ʩʪʚʦʨʝʥʥʷ 

ʮʠʭ ʧʨʦʛʨʘʤ ʟʨʦʙʠʣʘ ʟʥʘʯʥʠʡ ʢʨʦʢ ʫʧʝʨʝʜ. 

"ʍʨʦʙʘʢʠ" ʜʦʟʚʦʣʷʶʪʴ ʭʘʢʝʨʫ ʧʨʦʚʝʩʪʠ "ʢʠʣʠʤʦʚʝ ʙʦʤʙʦʤʝʪʘʥʥʷ" ʧʦ ʚʩʽʡ 

ʛʣʦʙʘʣʴʥʽʡ ʤʝʨʝʞʽ, ʘ ʪʘʢʦʞ ʘʪʘʢʫ ʥʘ ʢʦʥʢʨʝʪʥʝ ʚʨʘʟʣʠʚʝ ʤʽʩʮʝ ʚ 

ʤʘʢʩʠʤʘʣʴʥʦʤʫ ʤʘʩʰʪʘʙʽ. ʎʝ ʟʥʘʯʥʦ ʧʦʩʠʣʶʻ ʩʫʤʘʨʥʠʡ ʝʬʝʢʪ ʘʪʘʢʠ ʪʘ 

ʜʦʟʚʦʣʷʻ ʦʪʨʠʤʘʪʠ ʨʝʟʫʣʴʪʘʪʠ, ʷʢʽ ʥʽʢʦʣʠ ʥʝ ʙʫʣʠ ʙ ʜʦʩʷʛʥʫʪʽ ʧʨʠ ʧʦʯʝʨʛʦʚʠʭ 

ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢʘʭ ʚʨʫʯʥʫ ʥʘ ʨʽʟʥʽ ʢʦʤʧ'ʶʪʝʨʠ. ɺʥʘʩʣʽʜʦʢ ʘʪʘʢ "ʭʨʦʙʘʢʽʚ" ʫ 

ʙʽʣʴʰʽʩʪʴ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ 1000 ʛʣʦʙʘʣʴʥʠʭ ʢʦʨʧʦʨʘʮʽʡ ʙʫʣʦ 

ʚʧʨʦʚʘʜʞʝʥʦ ʧʦʪʘʻʤʥʽ ʭʦʜʠ. ʋ ʩʧʽʣʴʥʦʪʽ ʭʘʢʝʨʽʚ ʭʦʜʷʪʴ ʯʫʪʢʠ ʧʨʦ ʽʩʥʫʚʘʥʥʷ 

ʪʘʢ ʟʚʘʥʦʛʦ ʉʧʠʩʢʫ ʫʩʧʽʭʫ 500 (Fortune 500 List) - ʩʧʠʩʢʫ ʪʘʻʤʥʠʭ ʭʦʜʽʚ, ʱʦ 

ʜʽʶʪʴ, ʚ ʢʦʤʧ'ʶʪʝʨʥʽ ʤʝʨʝʞʽ 500 ʥʘʡʙʽʣʴʰʠʭ ʢʦʤʧʘʥʽʡ ʩʚʽʪʫ. 

ʆʜʠʥ ʽʟ ʧʝʨʰʠʭ ʰʢʽʜʣʠʚʠʭ "ʭʨʦʙʘʢʽʚ", ʷʢʦʤʫ ʚʜʘʣʦʩʷ ʚʨʘʟʠʪʠ ʛʣʦʙʘʣʴʥʫ 

ʤʝʨʝʞʫ ʽ ʷʢʠʡ ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʚʩʷ ʷʢ ʟʘʩʽʙ ʟʣʦʤʫ, ʩʪʚʦʨʠʣʠ ʛʨʫʧʘ 

ʭʘʢʝʨʽʚ-ʦʜʥʦʜʫʤʮʽʚ, ʷʢʽ ʥʘʟʠʚʘʣʠ ʩʝʙʝ ADM (Association De Malfaiteurs). 

"ʍʨʦʙʘʢ" ADMwOrrn ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʦʤʠʣʢʫ ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ ʚ DNS-

ʩʝʨʚʝʨʘʭ 10. ʇʽʩʣʷ ʟʘʨʘʞʝʥʥʷ "ʭʨʦʙʘʢʦʤ", ʟʣʘʤʘʥʠʡ ʢʦʤʧ'ʶʪʝʨ ʧʦʯʠʥʘʻ 

ʩʢʘʥʫʚʘʥʥʷ ʤʝʨʝʞʽ ʫ ʧʦʰʫʢʘʭ ʽʥʰʠʭ ʚʨʘʟʣʠʚʠʭ ʩʝʨʚʝʨʽʚ. ʎʝʡ "ʭʨʦʙʘʢ" ʟʘʨʘʟʠʚ 

ʜʝʩʷʪʢʠ ʪʠʩʷʯ ʢʦʤʧ'ʶʪʝʨʽʚ, ʫ ʧʨʝʩʽ ʟ'ʷʚʠʣʦʩʷ ʯʠʤʘʣʦ ʥʦʪʘʪʦʢ ʧʨʦ ʡʦʛʦ 

ʧʦʰʠʨʝʥʥʷ. ɼʝʷʢʽ ʟ ʧʝʨʰʠʭ ʞʝʨʪʚ ʘʪʘʢʠ "ʭʨʦʙʘʢʘ" ADM ʟʘʣʠʰʠʣʠʩʷ 

ʟʘʨʘʞʝʥʠʤʠ ʜʦ ʮʴʦʛʦ ʜʥʷ. ʆʩʦʙʣʠʚʝ ʟʘʥʝʧʦʢʦʻʥʥʷ ʚʠʢʣʠʢʘʻ ʪʝ, ʱʦ ʚʨʘʟʣʠʚʝ 

ʤʽʩʮʝ, ʚʠʢʦʨʠʩʪʘʥʝ ʧʦʰʠʨʝʥʥʷ "ʭʨʦʙʘʢʘ" ADM, ʙʫʣʦ ʚʠʚʯʝʥʦ ʜʫʞʝ ʧʦʚʝʨʭʦʚʦ. 

ʇʨʠ ʮʴʦʤʫ ʩʪʨʫʢʪʫʨʘ "ʭʨʦʙʘʢʘ" ʜʦʟʚʦʣʷʻ ʣʝʛʢʦ ʜʦʜʘʪʠ ʚ ʥʴʦʛʦ ʽʥʰʠʡ ʢʦʜ ʜʣʷ 

ʧʨʦʚʝʜʝʥʥʷ ʘʪʘʢʠ. ʊʘʢʠʤ ʯʠʥʦʤ, "ʭʨʦʙʘʢ" ʩʘʤ ʧʦ ʩʦʙʽ ʻ ʩʠʩʪʝʤʦʶ, ʱʦ 
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ʨʦʟʰʠʨʶʻʪʴʩʷ. ɿʘʣʠʰʘʻʪʴʩʷ ʪʽʣʴʢʠ ʟʜʦʛʘʜʫʚʘʪʠʩʷ, ʩʢʽʣʴʢʠ ʚʝʨʩʽʡ ʮʴʦʛʦ 

"ʭʨʦʙʘʢʘ" ʟʘʨʘʟ ʤʦʞʝ "ʨʦʟʛʫʣʶʚʘʪʠ" ʧʦ Internet. 

 

7.1.3. ȮɓɌɯɘɚɐɱɫ ɣɑɜɑɓ ɘɑɜɑɒɟ 

 

ɿʨʦʩʪʘʥʥʷ ʤʘʩʰʪʘʙʫ ʤʝʨʝʞ ʽ ʛʣʦʙʘʣʴʥʝ ʧʽʜʢʣʶʯʝʥʥʷ ʢʦʤʧ'ʶʪʝʨʽʚ ʜʦ 

Internet ʧʨʠʟʚʝʣʦ ʜʦ ʦʜʥʦʯʘʩʥʦʛʦ ʟʙʽʣʴʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʤʦʞʣʠʚʠʭ ʘʪʘʢ, 

ʧʨʠʯʦʤʫ ʤʝʪʦʜʠ ʦʨʛʘʥʽʟʘʮʽʾ ʮʠʭ ʘʪʘʢ ʤʘʢʩʠʤʘʣʴʥʦ ʩʧʨʦʩʪʠʣʠʩʷ. ʅʘʚʽʪʴ 

ʥʝʚʝʣʠʢʽ ʧʦʤʠʣʢʠ ʚ ʧʨʦʛʨʘʤʘʭ ʩʪʘʣʠ ʜʫʞʝ ʰʚʠʜʢʦ ʧʦʰʠʨʶʚʘʪʠʩʷ ʧʦ ʚʩʽʡ 

ʤʝʨʝʞʽ ʪʘ ʚʠʚʦʜʠʪʠ ʟ ʣʘʜʫ ʚʝʣʠʯʝʟʥʫ ʢʽʣʴʢʽʩʪʴ ʢʦʤʧ'ʶʪʝʨʽʚ. ʆʩʢʽʣʴʢʠ ʜʦʩʪʫʧ 

ʯʝʨʝʟ ʤʝʨʝʞʫ ʥʝ ʚʠʤʘʛʘʻ ʙʝʟʧʦʩʝʨʝʜʥʴʦʾ ʧʨʠʩʫʪʥʦʩʪʽ ʣʶʜʠʥʠ, ʪʦ ʟʘʧʫʩʢ 

ʘʚʪʦʤʘʪʠʯʥʠʭ ʘʪʘʢ ʟʜʽʡʩʥʶʻʪʴʩʷ ʜʦʩʠʪʴ ʧʨʦʩʪʦ. ɸʚʪʦʤʘʪʠʯʥʦ ʘʪʘʢʠ, ʱʦ 

ʟʘʧʫʩʢʘʶʪʴʩʷ, ʟʤʽʥʠʣʠ ʩʘʤ ʭʘʨʘʢʪʝʨ ʟʘʛʨʦʟ ʚ ʽʥʬʦʨʤʘʮʽʡʥʦʤʫ ʩʚʽʪʽ. 

ʈʦʟʛʣʷʥʝʤʦ ʧʝʨʰʽ ʬʦʨʤʠ ʭʘʢʽʥʛʫ. ʋ 1975 ʨ. ʪʽ, ʭʪʦ ʭʦʪʽʚ ʚʠʢʦʥʫʚʘʪʠ 

ʙʝʟʢʦʰʪʦʚʥʽ ʪʝʣʝʬʦʥʥʽ ʜʟʚʽʥʢʠ, ʤʦʛʣʠ ʩʢʦʨʠʩʪʘʪʠʩʷ ʧʨʠʩʪʨʦʻʤ ʧʽʜ ʥʘʟʚʦʶ 

Blue Box. ʊʘʢʽ ʧʨʠʩʪʨʦʾ ʧʨʦʜʘʚʘʣʠʩʷ ʫ ʩʪʫʜʝʥʪʩʴʢʠʭ ʤʽʩʪʝʯʢʘʭ, ʘʣʝ ʱʝ ʪʨʝʙʘ 

ʙʫʣʦ ʟʥʘʡʪʠ ʧʨʦʜʘʚʮʷ. ʂʨʽʤ ʪʦʛʦ, ʮʽ ʧʨʠʩʪʨʦʾ ʪʝʞ ʢʦʰʪʫʚʘʣʠ ʛʨʦʰʽ. ʊʘʢʠʤ 

ʯʠʥʦʤ, ʣʠʰʝ ʦʙʤʝʞʝʥʝ ʢʦʣʦ ʣʶʜʝʡ ʚʦʣʦʜʽʣʦ ʧʨʠʩʪʨʦʷʤʠ Blue Box ʽ ʪʦʤʫ 

ʟʘʛʨʦʟʘ ʧʦʰʠʨʶʚʘʣʘʩʷ ʚʢʨʘʡ ʧʦʚʽʣʴʥʦ. ʇʦʨʽʚʥʷʻʤʦ ʮʝ ʟ ʥʘʰʠʤ ʯʘʩʦʤ. ʗʢʱʦ 

ʚʠʷʚʣʷʻʪʴʩʷ ʚʨʘʟʣʠʚʝ ʤʽʩʮʝ, ʷʢʝ ʜʦʟʚʦʣʷʻ ʟʣʦʚʤʠʩʥʠʢʘʤ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ, 

ʥʘʧʨʠʢʣʘʜ, ʜʦ ʧʣʘʪʥʠʭ ʪʝʣʝʧʨʦʛʨʘʤ, ʽʥʬʦʨʤʘʮʽʷ ʥʝʛʘʡʥʦ ʦʧʫʙʣʽʢʦʚʫʻʪʴʩʷ ʚ 

Internet ʽ ʟʘ ʢʽʣʴʢʘ ʛʦʜʠʥ ʤʽʣʴʡʦʥʠ ʣʶʜʝʡ ʤʦʞʫʪʴ ʟʘʚʘʥʪʘʞʠʪʠ ʩʦʙʽ ʧʨʦʛʨʘʤʫ 

ʘʪʘʢʠ. 

ʇʦʩʪʽʡʥʦ ʨʦʟʨʦʙʣʷʶʪʴʩʷ ʥʦʚʽ ʧʨʦʪʦʢʦʣʠ ʪʘ ʩʝʨʝʜʦʚʠʱʘ ʦʙʤʽʥʫ 

ʽʥʬʦʨʤʘʮʽʻʶ. ʗʢ ʨʝʟʫʣʴʪʘʪ ʮʴʦʛʦ ʧʨʦʮʝʩʫ ʟ'ʷʚʣʷʻʪʴʩʷ ʢʦʜ, ʷʢʠʡ ʥʽʢʦʣʠ ʥʝ ʙʫʜʝ 

ʧʝʨʝʚʽʨʝʥʦ. ʅʘʧʨʠʢʣʘʜ, ʫ ʚʘʰ ʤʦʙʽʣʴʥʠʡ ʪʝʣʝʬʦʥ ʚʙʫʜʦʚʘʥʽ ʦʧʝʨʘʮʽʡʥʘ ʪʘ 

ʬʘʡʣʦʚʘ ʩʠʩʪʝʤʠ. ʋʷʚʽʪʴ, ʱʦ ʙʫʜʝ, ʷʢʱʦ ʚʽʨʫʩ ʚʨʘʟʠʪʴ ʤʝʨʝʞʫ ʤʦʙʽʣʴʥʠʭ 

ʪʝʣʝʬʦʥʽʚ. ʄʝʨʝʞʽ, ʷʢʽ ʟ'ʻʜʥʫʶʪʴ ʙʝʟʣʽʯ ʢʦʤʧ'ʶʪʝʨʽʚ, ʦʩʦʙʣʠʚʦ ʚʨʘʟʣʠʚʽ ʜʣʷ 

ʘʪʘʢ ʚʽʨʫʩʽʚ ʪʘ ʧʨʦʩʪʦʾʚ ʫ ʨʦʙʦʪʽ, ʱʦ ʚʠʥʠʢʘʶʪʴ ʚʥʘʩʣʽʜʦʢ ʮʠʭ ʘʪʘʢ. ʇʘʨʘʜʦʢʩ 
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ʫ ʪʦʤʫ, ʱʦ ʟʙʽʣʴʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʟôʻʜʥʘʥʴ ʻ ʢʣʘʩʠʯʥʠʤ ʤʝʪʦʜʦʤ ʧʽʜʚʠʱʝʥʥʷ 

ʜʦʩʪʫʧʥʦʩʪʽ ʪʘ ʥʘʜʽʡʥʦʩʪʽ, ʘʣʝ ʟʙʽʣʴʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʰʣʷʭʽʚ ʜʦʩʪʫʧʫ ʥʝʦʜʤʽʥʥʦ 

ʩʧʨʠʷʻ "ʞʠʚʫʯʦʩʪʽ" ʚʽʨʫʩʫ. 

ʐʠʨʦʢʘ ʛʨʦʤʘʜʩʴʢʽʩʪʴ ʥʽʢʦʣʠ ʥʝ ʜʽʟʥʘʻʪʴʩʷ ʩʢʽʣʴʢʠ ʘʪʘʢ ʥʘ ʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʨʦʚʦʜʠʪʴʩʷ ʱʦʜʥʷ ʥʘ ʢʦʤʧ'ʶʪʝʨʥʽ ʤʝʨʝʞʽ ʬʽʥʘʥʩʦʚʠʭ 

ʦʨʛʘʥʽʟʘʮʽʡ. ɹʘʥʢʠ ʜʦʙʨʝ ʦʭʦʨʦʥʷʶʪʴ ʩʚʦʾ ʩʝʢʨʝʪʠ. ɺʨʘʭʦʚʫʶʯʠ ʪʦʡ ʬʘʢʪ, ʱʦ 

ʙʘʛʘʪʦ ʢʦʤʧ'ʶʪʝʨʽʚ, ʷʢʽ ʥʘʣʝʞʘʣʠ ʟʘʘʨʝʰʪʦʚʘʥʠʤ ʭʘʢʝʨʘʤ, ʙʫʣʠ ʢʦʥʬʽʩʢʦʚʘʥʽ, 

ʤʦʞʥʘ ʩʤʽʣʠʚʦ ʧʨʠʧʫʩʪʠʪʠ, ʱʦ ʜʦ ʢʦʣʘ ʾʭʥʴʦʾ ʜʽʷʣʴʥʦʩʪʽ ʥʘʧʝʚʥʦ ʚʭʦʜʠʣʠ 

ʢʦʤʧ'ʶʪʝʨʥʽ ʤʝʨʝʞʽ ʙʘʥʢʽʚʩʴʢʠʭ ʫʩʪʘʥʦʚ. 

 

7.2. Ʌɚ ɞɌɖɑ ɍɑɓɛɑɖɌ ɛɜɚɏɜɌɘəɚɏɚ ɓɌɍɑɓɛɑɣɑəəɫ? 

 

ɺʠʟʥʘʯʝʥʥʷ ʧʨʠʥʮʠʧʽʚ ʨʦʙʦʪʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʻ ʧʨʦʮʝʩʦʤ, ʷʢʠʡ 

ʚʢʣʶʯʘʻ ʚʩʪʘʥʦʚʣʝʥʥʷ ʽ ʩʠʩʪʝʤʘʪʠʟʘʮʽʶ ʧʨʘʚʠʣ ʧʦʣʽʪʠʢʠ, ʘ ʧʦʪʽʤ ʨʝʘʣʽʟʘʮʽʶ 

ʮʽʻʾ ʧʦʣʽʪʠʢʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʚʽʜʧʦʚʽʜʥʦʾ ʪʝʭʥʦʣʦʛʽʾ. ʅʝ ʽʩʥʫʻ ʞʦʜʥʠʭ ʯʘʨʽʚʥʠʭ 

ʯʠ ʫʥʽʚʝʨʩʘʣʴʥʠʭ ʟʘʩʦʙʽʚ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʯʥʦʾ ʨʦʙʦʪʠ ʧʨʦʛʨʘʤ. 

ʋʜʦʩʢʦʥʘʣʝʥʽ ʤʝʪʦʜʠ ʧʝʨʝʚʽʨʢʠ ʢʦʜʫ ʜʫʞʝ ʢʦʨʠʩʥʽ ʚʠʷʚʣʝʥʥʷ ʧʦʤʠʣʦʢ ʥʘ 

ʝʪʘʧʽ ʨʝʘʣʽʟʘʮʽʾ, ʘʣʝ ʚʦʥʠ ʟʘʤʽʥʶʶʪʴ ʧʝʨʝʚʽʨʢʠ ʧʨʘʢʪʠʯʥʦ. ʋʜʦʩʢʦʥʘʣʝʥʽ 

ʤʝʪʦʜʠ ʙʝʟʧʝʢʠ ʟʘʩʪʦʩʫʥʢʽʚ ʥʝʟʘʤʽʥʥʽ, ʢʦʣʠ ʧʦʪʨʽʙʥʦ ʧʝʨʝʚʽʨʠʪʠ, ʱʦ 

ʚʠʢʦʥʫʻʪʴʩʷ ʣʠʰʝ ʜʦʟʚʦʣʝʥʠʡ ʢʦʜ, ʘʣʝ ʟʦʚʩʽʤ ʥʝ ʧʽʜʭʦʜʷʪʴ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

ʧʦʤʠʣʦʢ ʫ ʚʠʢʦʥʫʚʘʥʠʭ ʬʘʡʣʘʭ. ʅʘʧʨʠʢʽʥʮʽ ʤʠʥʫʣʦʛʦ ʩʪʦʣʽʪʪʷ ʥʘ ʨʠʥʢʫ 

ʟʘʩʦʙʽʚ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ ʩʪʘʚʩʷ ʨʽʟʢʠʡ ʩʧʣʝʩʢ, ʢʦʣʠ ʟ'ʷʚʠʣʦʩʷ ʙʝʟʣʽʯ 

"ʙʝʟʧʝʢʦʚʠʭ ʨʽʰʝʥʴ". ʂʦʨʠʩʪʫʚʘʯʘʤʠ ʙʫʣʦ ʚʠʪʨʘʯʝʥʦ ʚʝʣʠʢʽ ʩʫʤʠ. ʆʜʥʘʢ ʧʽʩʣʷ 

ʙʘʛʘʪʴʦʭ ʨʦʢʽʚ ʚʠʢʦʨʠʩʪʘʥʥʷ ʙʨʘʥʜʤʘʫʝʨʽʚ, ʘʥʪʠʚʽʨʫʩʥʠʭ ʧʨʦʛʨʘʤ ʪʘ ʟʘʩʦʙʽʚ 

ʢʨʠʧʪʦʛʨʘʬʽʾ ʢʽʣʴʢʽʩʪʴ ʧʨʦʛʨʘʤ ʘʪʘʢʠ ʧʨʦʜʦʚʞʫʻ ʟʙʽʣʴʰʫʚʘʪʠʩʷ. ʇʨʠ ʮʴʦʤʫ 

ʟʨʦʩʪʘʻ ʢʽʣʴʢʽʩʪʴ ʚʨʘʟʣʠʚʠʭ ʤʽʩʮʴ. ʅʘʩʧʨʘʚʜʽ ʙʨʘʥʜʤʘʫʝʨʠ ʜʦʩʠʪʴ ʩʣʘʙʢʦ 

ʟʘʭʠʱʘʶʪʴ ʢʦʤʧ'ʶʪʝʨʥʽ ʤʝʨʝʞʽ. ʉʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʧʨʦʥʠʟʘʥʽ 

ʧʦʤʠʣʢʘʤʠ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʭʠʙʥʠʭ ʪʨʠʚʦʛ. ɺʠʪʨʘʯʝʥʽ 
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ʨʦʢʠ ʧʨʘʮʽ ʚʝʣʠʯʝʟʥʦʾ ʢʽʣʴʢʦʩʪʽ ʬʘʭʽʚʮʽʚ, ʘʣʝ ʧʨʦʛʨʘʤʥʠʡ ʢʦʜ, ʷʢ ʽ ʨʘʥʽʰʝ, 

ʟʣʘʤʫʶʪʴ. ʏʦʤʫ ʪʘʢ ʚʽʜʙʫʚʘʻʪʴʩʷ? ʅʘ ʱʦ ʤʠ ʚʠʪʨʘʯʘʣʠ ʛʨʦʰʽ ʚʝʩʴ ʮʝʡ ʯʘʩ? 

ʆʩʥʦʚʥʠʡ ʬʘʢʪʦʨ, ʟʘʚʜʷʢʠ ʷʢʦʤʫ ʧʨʦʜʘʶʪʴʩʷ ʧʨʦʛʨʘʤʠ ʙʝʟʧʝʢʠ, ʧʦʣʷʛʘʻ ʫ 

ʛʘʨʥʽʡ ʨʝʢʣʘʤʽ, ʥʘʧʨʠʢʣʘʜ: "ʇʨʦʩʪʦ ʢʫʧʽʪʴ ʮʝʡ ʧʨʦʜʫʢʪ, ʽ ʤʠ ʚʽʟʴʤʝʤʦ ʥʘ ʩʝʙʝ 

ʚʩʽ ʚʘʰʽ ʪʫʨʙʦʪʠ". ʆʪʞʝ, ʚʠ ʢʫʧʠʣʠ ʧʨʦʛʨʘʤʫ, ʚʩʪʘʥʦʚʠʣʠ ʾʾ... ɹʽʣʴʰʽʩʪʴ 

ʟʘʭʠʩʥʠʭ ʤʝʭʘʥʽʟʤʽʚ ʥʝ ʤʘʶʪʴ ʞʦʜʥʦʛʦ ʚʽʜʥʦʰʝʥʥʷ ʜʦ ʢʦʨʝʥʷ ʧʨʦʙʣʝʤʠ ð 

ʧʦʤʠʣʦʢ ʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ. ʅʘʪʦʤʽʩʪʴ ʚʦʥʠ ʧʨʘʮʶʶʪʴ ʫ ʨʝʞʠʤʽ 

ʚʽʜʧʦʚʽʜʽ. ɿʘʙʦʨʦʥʠʪʠ ʧʨʦʭʦʜʞʝʥʥʷ ʧʘʢʝʪʽʚ ʜʦ ʮʴʦʛʦ ʯʠ ʽʥʰʦʛʦ ʧʦʨʪʫ. 

ʉʣʽʜʢʫʡʪʝ ʟʘ ʬʘʡʣʘʤʠ, ʷʢʽ ʤʽʩʪʷʪʴ ʟʘʜʘʥʠʡ ʰʘʙʣʦʥ. ɺʽʜʢʠʜʘʪʠ ʬʨʘʛʤʝʥʪʠ 

ʧʘʢʝʪʽʚ ʪʘ ʧʘʢʝʪʠ, ʨʦʟʤʽʨ ʷʢʠʭ ʧʝʨʝʚʠʱʫʻ ʛʨʘʥʠʯʥʝ ʟʥʘʯʝʥʥʷ ʙʝʟ ʧʝʨʝʛʣʷʜʫ. ʅʘ 

ʞʘʣʴ, ʬʽʣʴʪʨʘʮʽʷ ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ ï ʥʝ ʥʘʡʢʨʘʱʠʡ ʩʧʦʩʽʙ ʚʠʨʽʰʝʥʥʷ 

ʧʨʦʙʣʝʤ. ʆʩʥʦʚʥʘ ʧʨʦʙʣʝʤʘ ʧʦʣʷʛʘʻ ʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ, ʷʢʝ 

ʦʙʨʦʙʣʷʻ ʧʨʦʧʫʱʝʥʽ ʧʘʢʝʪʠ. ʄʠ ʤʦʞʝʤʦ ʧʨʠʧʫʩʪʠʪʠ, ʱʦ ʽʩʥʫʶʪʴ ʧʦʤʠʣʢʠ ʫ 

ʱʦʜʝʥʥʦʤʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ. ɯ ʩʧʨʘʚʜʽ, ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʛʨʘʻ 

ʦʙ'ʻʜʥʫʶʯʫ ʨʦʣʴ ʙʽʣʴʰʦʩʪʽ ʢʦʤʝʨʮʽʡʥʠʭ ʦʨʛʘʥʽʟʘʮʽʡ. ɿʚʠʯʘʡʥʦ, ʤʠ 

ʥʘʤʘʛʘʻʤʦʩʷ ʧʦʟʙʘʚʠʪʠ ʟʣʦʚʤʠʩʥʠʢʽʚ ʜʦʩʪʫʧʫ ʜʦ ʚʨʘʟʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʘʣʝ ʧʨʦʙʣʝʤʘ ʛʣʠʙʰʘ ʽ ʾʾ ʥʝ ʚʠʨʽʰʠʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʨʘʜʠʮʽʡʥʠʭ 

ʙʘʨ'ʻʨʽʚ. ʑʦʙ ʧʨʘʮʶʚʘʪʠ ʰʚʠʜʰʝ ʟʘ ʜʦʙʠ Internet, ʜʦʚʦʜʠʪʴʩʷ ʰʚʠʜʰʝ 

ʦʙʤʽʥʶʚʘʪʠʩʷ ʜʘʥʠʤʠ. ʎʝ ʧʦʷʚʘ ʙʽʣʴʰʦʾ ʢʽʣʴʢʦʩʪʽ Web-ʩʣʫʞʙ ʽ ʟʦʚʥʽʰʥʽʭ 

ʽʥʪʝʨʬʝʡʩʽʚ, ʪʦʙʪʦ ʱʝ ʙʽʣʴʰʝ ʧʨʦʛʨʘʤ ʙʫʜʫʪʴ ʜʦʩʪʫʧʥʽ ʚʽʜʜʘʣʝʥʦ (ʫ ʪʦʤʫ ʯʠʩʣʽ 

ʽ ʜʣʷ ʭʘʢʝʨʽʚ). ɺʽʜʢʨʠʪʠʤʠ ʜʣʷ ʘʪʘʢ ʩʪʘʶʪʴ ʥʘʚʽʪʴ ʟʚʠʯʘʡʥʽ ʢʦʨʠʩʪʫʚʘʯʽ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ ʧʨʘʮʶʻ ʫ ʾʭʥʽʭ ʙʫʜʠʥʢʘʭ, ʤʘʰʠʥʘʭ 

ʽ ʥʘʚʽʪʴ ʫ ʢʠʰʝʥʷʭ. ʇʽʜ ʟʘʛʨʦʟʦʶ ʘʪʘʢʠ ʧʝʨʝʙʫʚʘʻ ʤʘʡʞʝ ʢʦʞʝʥ ʽʟ ʥʘʩ. 

 

7.3. ɄɌɍɗɚəɔ ɌɞɌɖ 

 

ʇʝʨʰʠʤ ʽ ʥʘʡʚʘʞʣʠʚʽʰʠʤ ʚʠʟʥʘʯʝʥʥʷʤ ʻ ʤʝʪʘ ʘʪʘʢʠ. ʇʦʣʦʚʠʥʘ ʫʩʧʽʭʫ 

ʘʪʘʢʠ ʟʘʣʝʞʠʪʴ ʚʽʜ ʧʨʘʚʠʣʴʥʦʛʦ ʚʠʙʦʨʫ ʤʝʪʠ. ʇʨʦʛʨʘʤʘ, ʷʢʘ ʣʦʢʘʣʴʥʦ ʘʙʦ 
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ʚʽʜʜʘʣʝʥʦ ʘʪʘʢʫʻ ʭʘʢʝʨ, ʥʘʟʠʚʘʻʪʴʩʷ ʮʽʣʴʦʚʠʤ ʧʨʦʛʨʘʤʥʠʤ ʟʘʙʝʟʧʝʯʝʥʥʷʤ 

(target software). 

ʄʝʪʦʶ ʘʪʘʢʠ ʤʦʞʝ ʙʫʪʠ ʩʝʨʚʝʨ, ʧʽʜʢʣʶʯʝʥʠʡ ʜʦ Internet, ʪʝʣʝʬʦʥʥʠʡ 

ʢʦʤʫʪʘʪʦʨ ʯʠ ʽʟʦʣʴʦʚʘʥʘ ʩʠʩʪʝʤʘ, ʷʢʘ ʢʝʨʫʻ ʟʘʩʦʙʘʤʠ ʧʨʦʪʠʧʦʚʽʪʨʷʥʦʾ 

ʦʙʦʨʦʥʠ. ɼʦ ʧʦʯʘʪʢʫ ʘʪʘʢʠ ʩʣʽʜ ʚʠʟʥʘʯʠʪʠ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʦʙʨʘʥʦʾ ʤʝʪʠ. ɯʥʦʜʽ 

ʮʝ ʥʘʟʠʚʘʶʪʴ ʦʮʽʥʢʦʶ ʨʠʟʠʢʫ (risk assesment). ʗʢʱʦ ʚʠʷʚʣʷʻʪʴʩʷ ʩʝʨʡʦʟʥʝ 

ʚʨʘʟʣʠʚʝ ʤʽʩʮʝ, ʤʝʪʘ ʘʪʘʢʠ ʚʽʜʤʽʥʥʦ ʧʽʜʭʦʜʠʪʴ ʜʣʷ ʟʣʦʤʫ. ʇʽʩʣʷ ʚʠʢʦʥʘʥʥʷ 

ʧʨʦʛʨʘʤʠ ʚʠʭʦʜʠʪʴ ʪʦʡ ʯʠ ʽʥʰʠʡ ʨʝʟʫʣʴʪʘʪ. ʇʽʜ ʯʘʩ ʪʝʩʪʫʚʘʥʥʷ ʧʝʨʝʚʽʨʷʶʪʴʩʷ 

ʨʝʟʫʣʴʪʘʪʠ ʚʠʢʦʥʘʥʥʷ ʧʨʦʛʨʘʤʠ, ʱʦʙ ʚʠʟʥʘʯʠʪʠ, ʱʦ ʧʦʤʠʣʢʘ ʧʨʠʟʚʦʜʠʪʴ ʜʦ 

ʚʽʜʤʦʚʠ ʚ ʨʦʙʦʪʽ ʧʨʦʛʨʘʤʠ. ʏʠʤ ʙʽʣʴʰʝ ʜʘʥʠʭ ʥʘʜʘʻ ʧʨʦʛʨʘʤʘ ʥʘ ʚʠʭʦʜʽ, ʪʠʤ 

ʣʝʛʰʝ ʚʠʟʥʘʯʠʪʠ ʭʠʙʥʽ ʚʥʫʪʨʽʰʥʽ ʩʪʘʥʠ ʚ ʧʨʦʛʨʘʤʽ ʽ ʪ.ʜ. ʉʧʦʩʪʝʨʝʞʫʚʘʥʽʩʪʴ 

- ʮʝ ʡʤʦʚʽʨʥʽʩʪʴ ʪʦʛʦ, ʱʦ ʧʦʤʠʣʢʘ ʚ ʧʨʦʛʨʘʤʽ ʙʫʜʝ ʚʠʷʚʣʝʥʘ ʟʘ ʚʠʭʽʜʥʠʤʠ 

ʜʘʥʠʤʠ. ʏʠʤ ʚʠʱʘ ʩʧʦʩʪʝʨʝʞʫʚʘʥʽʩʪʴ, ʪʠʤ ʧʨʦʩʪʽʰʝ ʧʨʦʪʝʩʪʫʚʘʪʠ ʢʦʥʢʨʝʪʥʠʡ 

ʬʨʘʛʤʝʥʪ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʅʝʤʦʞʣʠʚʦ ʚʠʷʚʠʪʠ ʧʦʤʠʣʢʦʚʫ 

ʩʠʪʫʘʮʽʶ ʚ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ, ʷʢʝ ʥʝ ʚʠʜʘʻ ʞʦʜʥʠʭ ʜʘʥʠʭ. ʇʨʦʛʨʘʤʫ, 

ʱʦ ʜʦʙʨʝ ʩʧʦʩʪʝʨʽʛʘʻʪʴʩʷ, ʤʦʞʥʘ ʥʘʟʚʘʪʠ ʪʫ, ʷʢʘ ʤʘʻ ʚʙʫʜʦʚʘʥʫ ʤʦʞʣʠʚʽʩʪʴ 

ʥʘʣʘʛʦʜʞʝʥʥʷ ʚʠʭʽʜʥʠʭ ʜʘʥʠʭ. ʇʨʦʛʨʘʤʘ, ʷʢʘ ʤʘʻ ʥʠʟʴʢʫ ʩʧʦʩʪʝʨʽʛʘʣʴʥʽʩʪʴ, 

ʤʦʞʝ ʙʫʪʠ ʟʤʽʥʝʥʘ ʟʘ ʜʦʧʦʤʦʛʦʶ ʚʽʜʣʘʜʯʠʢʘ ʪʘ ʧʦʢʨʘʱʝʥʘ ʜʦ ʧʨʦʛʨʘʤʠ ʟ 

ʚʠʩʦʢʦʶ ʩʧʦʩʪʝʨʽʛʘʣʴʥʽʩʪʶ. ʅʘʧʨʠʢʣʘʜ, ʷʢʱʦ ʧʨʦʛʨʘʤʘ ʪʨʘʩʫʚʘʥʥʷ ʧʦʪʦʢʫ 

ʜʘʥʠʭ ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ ʧʨʦʛʨʘʤʠ ð ʮʽʣʽ ʘʪʘʢʠ. 

ʊʝʭʥʦʣʦʛʽʾ ʟʣʦʤʫ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʽʜʝʾ 

ʩʧʦʩʪʝʨʽʛʘʥʥʷ ʨʦʙʦʪʠ ʧʨʦʛʨʘʤ, ʦʩʦʙʣʠʚʦ ʢʦʣʠ ʡʜʝʪʴʩʷ ʧʨʦ ʚʽʜʜʘʣʝʥʽ ʘʪʘʢʠ.  

 

7.3.1. ȶɗɌɝɔɠɱɖɌɢɱɫ ɞɑɜɘɱəɱɎ 

 

ʇʦʤʠʣʢʠ ʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ ʰʠʨʦʢʦ ʧʦʰʠʨʝʥʽ ʪʘ ʧʦʚʪʦʨʶʶʪʴʩʷ 

ʫ ʨʽʟʥʠʭ ʧʨʦʛʨʘʤʥʠʭ ʧʨʦʜʫʢʪʘʭ. ʊʘʢʠʤ ʯʠʥʦʤ, ʽʩʥʫʶʪʴ ʩʧʽʣʴʥʽ ʧʨʦʙʣʝʤʠ ʫ 

ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ. ʋ ʙʘʛʘʪʴʦʭ ʘʩʧʝʢʪʘʭ ʩʠʪʫʘʮʽʾ ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ 

ʚʠʛʣʷʜʘʶʪʴ ʦʜʥʘʢʦʚʦ, ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʪʦʛʦ, ʚ ʷʢʽʡ ʧʨʦʛʨʘʤʽ ʚʦʥʠ ʚʽʜʙʫʚʘʶʪʴʩʷ. 
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ɿʛʽʜʥʦ ʟ ʢʣʘʩʠʬʽʢʘʮʽʻʶ, ʱʦ ʨʦʟʛʣʷʜʘʻʪʴʩʷ, ʫʨʘʟʣʠʚʽ ʤʽʩʮʷ, ʧʦʤʠʣʢʠ (bug) 

ʪʘ ʧʨʦʨʘʭʫʥʢʠ (flow) ʟʘ ʩʚʦʾʤʠ ʙʘʟʦʚʠʤʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ ʦʙ'ʻʜʥʘʥʽ ʚ ʻʜʠʥʫ 

ʢʘʪʝʛʦʨʽʶ ʪʘ ʬʦʨʤʫʶʪʴ ʻʜʠʥʽ ʰʘʙʣʦʥʠ ʘʪʘʢ. ʎʝʡ ʧʽʜʭʽʜ ʚʠʭʦʜʠʪʴ ʟ ʥʘʩʪʫʧʥʦʛʦ 

ʧʨʠʧʫʱʝʥʥ.̫ ʇʦʜʽʙʥʽ ʧʦʤʠʣʢʠ ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʦʜʥʦʪʠʧʥʠʭ 

ʤʝʪʦʜʽʚ ʧʨʦʚʝʜʝʥʥʷ ʘʪʘʢ. ʊʘʢʠʤ ʯʠʥʦʤ, ʥʘʤʘʛʘʪʠʤʝʤʦʩʷ ʚʠʩʚʽʪʣʠʪʠ ʟʘʛʘʣʴʥʽ 

ʧʨʦʙʣʝʤʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʘ ʥʝ ʢʦʥʢʨʝʪʥʽ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ. ɿʘʚʜʷʢʠ 

ʟʘʛʘʣʴʥʽʡ ʩʠʩʪʝʤʽ ʢʣʘʩʠʬʽʢʘʮʽʾ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʰʘʙʣʦʥ, ʟʛʽʜʥʦ ʟ ʷʢʠʤ 

ʚʠʢʦʥʫʻʪʴʩʷ ʜʦʩʣʽʜʞʝʥʥʷ ʚʝʣʠʢʠʭ ʧʨʦʛʨʘʤʥʠʭ ʩʠʩʪʝʤ ʱʦʜʦ ʥʘʷʚʥʦʩʪʽ 

ʚʨʘʟʣʠʚʠʭ ʤʽʩʮʴ. ʊʘʢʠʡ ʰʘʙʣʦʥ ʜʦʟʚʦʣʷʻ ʘʫʜʠʪʦʨʫ ʟʥʘʡʪʠ ʧʨʦʙʣʝʤʥʽ ʤʽʩʮʷ ʫ 

ʧʨʦʛʨʘʤʘʭ. ɹʝʟʫʤʦʚʥʦ, ʪʘʢʘ ʽʥʬʦʨʤʘʮʽʷ ʩʪʘʥʝ ʚ ʥʘʛʦʜʽ ʷʢ ʜʣʷ ʟʘʭʠʩʪʫ ʩʠʩʪʝʤ, 

ʪʘʢ ʽ ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ ʘʪʘʢ. 

ʇʦʤʠʣʢʠ. ʇʦʤʠʣʢʘ (bug) ï ʮʝ ʧʦʭʠʙʢʘ ʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ. 

ɿʘʫʚʘʞʠʤʦ, ʱʦ ʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ ʜʽʡʩʥʦ ʤʦʞʫʪʴ ʙʫʪʠ ʧʦʤʠʣʢʠ ʽ ʧʨʠ 

ʮʴʦʤʫ ʥʽʢʦʣʠ ʥʝ ʚʠʢʦʥʫʚʘʪʠʩʷ. ʍʦʯʘ ʪʝʨʤʽʥ ʧʦʤʠʣʢʘ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʜʦʩʠʪʴ 

ʰʠʨʦʢʦ ʙʘʛʘʪʴʤʘ ʬʘʭʽʚʮʷʤʠ, ʤʠ ʚʠʢʦʨʠʩʪʦʚʫʻʤʦ ʡʦʛʦ ʧʝʨʝʚʘʞʥʦ ʜʣʷ ʦʧʠʩʫ 

ʧʨʦʩʪʠʭ ʧʨʦʙʣʝʤ. ʅʘʧʨʠʢʣʘʜ, ʧʦʤʠʣʢʦʶ ʻ ʥʝʧʨʘʚʠʣʴʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʬʫʥʢʮʽʾ 

ÓÔÒÅÐɥƽƾ ʫ ʧʨʦʛʨʘʤʘʭ ʉ ʽ C++, ʱʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʤʦʞʣʠʚʦʩʪʽ ʧʝʨʝʧʦʚʥʝʥʥʷ 

ʙʫʬʝʨʘ. ʄʠ ʚʚʘʞʘʻʤʦ, ʱʦ ʧʦʤʠʣʢʘ ʻ ʥʝʜʦʣʽʢʦʤ ʥʘ ʨʽʚʥʽ ʨʝʘʣʽʟʘʮʽʾ, ʷʢʠʡ ʤʦʞʥʘ 

ʣʝʛʢʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʫ ʩʚʦʾʭ ʮʽʣʷʭ. ʇʦʤʠʣʢʠ ʤʦʞʫʪʴ ʙʫʪʠ ʣʠʰʝ ʫ 

ʧʨʦʛʨʘʤʥʦʤʫ ʢʦʜʽ. ʅʝʜʦʣʽʢ, ʜʦʧʫʱʝʥʠʡ ʥʘ ʝʪʘʧʽ ʧʨʦʝʢʪʫʚʘʥʥʷ, ʤʠ ʥʝ 

ʥʘʟʠʚʘʪʠʤʝʤʦ ʧʦʤʠʣʢʦʶ. ɼʣʷ ʚʠʷʚʣʝʥʥʷ ʧʦʤʠʣʦʢ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ 

ʧʨʦʛʨʘʤʠ ʩʢʘʥʫʚʘʥʥʷ ʢʦʜʫ. 

ʇʨʦʨʘʭʫʥʢʠ. ʇʨʦʨʘʭʫʥʦʢ (flow) ʪʘʢʦʞ ʻ ʥʝʜʦʣʽʢʦʤ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʘʣʝ ʧʨʦʙʣʝʤʘ ʚʠʟʥʘʯʘʻʪʴʩʷ ʥʘ ʙʽʣʴʰ ʛʣʠʙʦʢʦʤʫ ʨʽʚʥʽ. 

ʇʨʦʨʘʭʫʥʢʠ ʯʘʩʪʦ ʤʦʞʥʘ ʥʘʟʚʘʪʠ ʙʽʣʴʰ ʪʦʥʢʠʤʠ ʽ ʥʝʧʦʤʽʪʥʠʤʠ ʥʝʜʦʣʽʢʘʤʠ, 

ʥʽʞ ʧʨʦʩʪʽ ʦʯʝʚʠʜʥʽ ʧʦʤʠʣʢʠ, ʥʘʧʨʠʢʣʘʜ, ʧʨʦʨʘʭʫʥʦʢ ʤʦʞʝ ʚʠʷʚʣʷʪʠʩʷ ʫ 

ʩʧʦʩʦʙʽ ʧʦʩʠʣʘʥʥʷ ʥʘ ʤʘʩʠʚ ʘʙʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʦʪʝʥʮʽʡʥʦ ʥʝʙʝʟʧʝʯʥʦʛʦ 

ʩʠʩʪʝʤʥʦʛʦ ʚʠʢʣʠʢʫ. ʇʨʦʨʘʭʫʥʦʢ ʟʘʟʚʠʯʘʡ ʧʦʚ'ʷʟʫʶʪʴ ʷʢ ʽʟ ʧʨʦʛʨʘʤʥʠʤ 

ʢʦʜʦʤ, ʪʘʢ ʽ ʟ ʫʩʽʤ ʧʨʦʝʢʪʦʤ. ʅʘʧʨʠʢʣʘʜ, ʢʽʣʴʢʘ ʢʣʘʩʠʯʥʠʭ ʧʨʦʨʘʭʫʥʢʽʚ 

ʩʪʦʩʫʶʪʴʩʷ ʤʝʭʘʥʽʟʤʫ ʦʙʨʦʙʢʠ ʧʦʤʠʣʦʢ ʪʘ ʩʠʩʪʝʤ ʚʽʜʥʦʚʣʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ, ʽ 
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ʧʨʠ ʚʠʥʠʢʥʝʥʥʽ ʧʦʤʠʣʦʢ ʫ ʾʭʥʽʡ ʨʦʙʦʪʽ ʩʪʚʦʨʶʶʪʴʩʷ ʥʝʙʝʟʧʝʯʥʽ ʩʠʪʫʘʮʽʾ. ʑʝ 

ʦʜʥʠʤ ʧʨʠʢʣʘʜʦʤ ʧʨʦʨʘʭʫʥʢʫ ʤʦʞʥʘ ʥʘʟʚʘʪʠ ʘʪʘʢʠ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʩʮʝʥʘʨʽʾʚ 

ʷʢ ʥʘʩʣʽʜʦʢ ʥʝʢʦʨʝʢʪʥʦʛʦ ʧʨʦʛʨʘʤʫʚʘʥʥʷ. ɿʘʫʚʘʞʠʤʦ ʪʘʢʦʞ, ʱʦ ʮʽʣʢʦʤ 

ʤʦʞʣʠʚʽ ʩʠʪʫʘʮʽʾ, ʢʦʣʠ ʧʨʦʨʘʭʫʥʢʠ ʭʘʢʝʨʘʤʠ, ʱʦ ʻ ʚ ʧʨʦʛʨʘʤʥʦʤʫ 

ʟʘʙʝʟʧʝʯʝʥʥʽ, ʟʦʚʩʽʤ ʥʝ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ. 

ɺʨʘʟʣʠʚʽ ʤʽʩʮʷ. ʇʦʤʠʣʢʠ ʪʘ ʧʨʦʨʘʭʫʥʢʠ ʫʪʚʦʨʶʶʪʴ ʻʜʠʥʠʡ ʢʣʘʩ 

ʫʨʘʟʣʠʚʠʭ ʤʽʩʮʴ (vulnerability) ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʩʧʝʮʽʘʣʴʥʦ ʨʦʟʨʦʙʣʝʥʦʾ 

ʢʣʘʩʠʬʽʢʘʮʽʾ. ɺʨʘʟʣʠʚʝ ʤʽʩʮʝ ï ʮʝ ʥʝʜʦʣʽʢ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʠʤ 

ʤʦʞʝ ʩʢʦʨʠʩʪʘʪʠʩʷ ʟʣʦʚʤʠʩʥʠʢ ʫ ʩʚʦʾʭ ʢʦʨʠʩʣʠʚʠʭ ʮʽʣʷʭ. 

ɺʨʘʟʣʠʚʽ ʤʽʩʮʷ ʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ, ʧʦʚ'ʷʟʘʥʽ ʟ ʩʠʩʪʝʤʦʶ 

ʙʝʟʧʝʢʦʶ, ʚʘʨʽʶʶʪʴʩʷ ʚʽʜ ʧʦʤʠʣʦʢ ʫ ʣʦʢʘʣʴʥʽʡ ʨʝʘʣʽʟʘʮʽʾ (ʥʘʧʨʠʢʣʘʜ, ʧʨʠ 

ʚʠʢʦʨʠʩʪʘʥʥʽ ʚʠʢʣʠʢʫ ʬʫʥʢʮʽʾ gets()  ʫ ʧʨʦʛʨʘʤʘʭ ʥʘ ʉ ʪʘ C++) ʪʘ ʧʦʤʠʣʦʢ 

ʤʽʞʧʨʦʮʝʜʫʨʥʦʾ ʚʟʘʻʤʦʜʽʾ (ʥʘʧʨʠʢʣʘʜ, ʧʦʤʠʣʢʘ, ʯʝʨʝʟ ʷʢʫ ʩʪʘʻ ʤʦʞʣʠʚʦʶ 

ʩʠʪʫʘʮʽʷ "ʛʦʥʢʠ ʥʘ ʚʠʞʠʚʘʥʥʷ" ʧʽʜ ʯʘʩ ʤʽʞ ʢʦʥʪʨʦʣʴʥʦʶ ʧʝʨʝʚʽʨʢʦʶ 

ʤʦʞʣʠʚʦʩʪʽ ʜʦʩʪʫʧʫ ʪʘ ʟʤʽʥʦʶ ʬʘʡʣʫ) ʜʦ ʥʝʜʦʣʽʢʽʚ ʚʠʱʦʛʦ ʨʽʚʥʷ, ʜʦʧʫʱʝʥʠʭ 

ʥʘ ʩʪʘʜʽʾ ʧʨʦʝʢʪʫʚʘʥʥʷ (ʥʘʧʨʠʢʣʘʜ, ʜʦ ʥʠʭ ʚʽʜʥʦʩʠʪʴʩʷ ʥʝʢʦʨʝʢʪʥʘ ʦʙʨʦʙʢʘ 

ʧʦʤʠʣʦʢ ʪʘ ʩʠʩʪʝʤ ʚʽʜʥʦʚʣʝʥʥʷ, ʟʙʽʡ ʷʢʠʭ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʥʝʙʝʟʧʝʯʥʠʭ 

ʩʠʪʫʘʮʽʡ, ʘʙʦ ʧʦʤʠʣʦʢ ʫ ʩʠʩʪʝʤʘʭ ʩʧʽʣʴʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʦʙ'ʻʢʪʽʚ, ʫ ʷʢʠʭ 

ʧʦʤʠʣʢʦʚʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʪʨʘʥʟʠʪʠʚʥʽ ʜʦʚʽʨʯʽ ʚʽʜʥʦʩʠʥʠ). 

ɿʣʦʚʤʠʩʥʠʢʘʤ ʥʝʤʘʻ ʞʦʜʥʦʾ ʩʧʨʘʚʠ ʜʦ ʪʦʛʦ, ʯʠ ʻ ʚʨʘʟʣʠʚʠʤ ʤʽʩʮʝʤ 

ʨʝʟʫʣʴʪʘʪʦʤ ʩʝʨʡʦʟʥʦʛʦ ʧʨʦʨʘʭʫʥʢʫ ʘʙʦ ʧʨʦʩʪʦʾ ʧʦʤʠʣʢʠ, ʭʦʯʘ ʧʦʤʠʣʢʠ 

ʧʨʦʩʪʽʰʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʘʪʘʢʠ. ɼʝʷʢʽ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ 

ʜʦʟʚʦʣʷʶʪʴ ʧʨʦʚʝʩʪʠ ʧʦʚʥʫ ʘʪʘʢʫ, ʽʥʰʽ ʩʣʫʞʘʪʴ ʣʠʰʝ ʧʦʯʘʪʢʦʚʠʤ ʧʣʘʮʜʘʨʤʦʤ 

ʱʦʜʦ ʙʽʣʴʰ ʩʢʣʘʜʥʠʭ ʘʪʘʢ. 

ɺʨʘʟʣʠʚʽ ʤʽʩʮʷ ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʟʥʘʯʝʥʽ ʽ ʩʪʦʩʦʚʥʦ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ, ʚ 

ʷʢʦʤʫ ʚʦʥʠ ʻ. ʏʠʤ ʩʢʣʘʜʥʽʰʠʤ ʻ ʚʨʘʟʣʠʚʝ ʤʽʩʮʝ, ʪʠʤ ʙʽʣʴʰʝ ʢʦʜʫ ʜʦʚʝʜʝʪʴʩʷ 

ʧʝʨʝʚʽʨʠʪʠ ʜʣʷ ʚʠʷʚʣʝʥʥʷ. ɯʥʦʜʽ ʣʠʰʝ ʧʝʨʝʛʣʷʜ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ ʥʝ ʜʘʻ 

ʞʦʜʥʦʛʦ ʨʝʟʫʣʴʪʘʪʫ. ɯʥʦʜʽ ʥʝʦʙʭʽʜʥʠʡ ʙʽʣʴʰ ʚʠʩʦʢʠʡ ʨʽʚʝʥʴ ʦʧʠʩʫ, ʥʽʞ ʦʧʠʩ 

ʪʦʛʦ, ʱʦ ʩʘʤʝ ʚʠʢʦʥʫʻʪʴʩʷ ʚ ʮʴʦʤʫ ʢʦʜʽ. ʅʘʡʯʘʩʪʽʰʝ ʥʝʦʙʭʽʜʥʠʡ ʦʧʠʩ ʧʨʦʝʢʪʫ. 

ɺ ʥ̔ʰʠʭ ʚʠʧʘʜʢʘʭ ʧʦʪʨʽʙʥʦ ʟʥʘʪʠ ʧʦʜʨʦʙʠʮʽ ʩʝʨʝʜʦʚʠʱʘ ʚʠʢʦʥʘʥʥʷ ʢʦʜʫ. 
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ʅʝʦʙʭʽʜʥʦ ʩʢʘʟʘʪʠ, ʱʦ ʻ ʩʫʪʪʻʚʘ ʨʽʟʥʠʮʷ ʤʽʞ ʟʚʠʯʘʡʥʠʤʠ ʧʦʤʠʣʢʘʤʠ ʫ 

ʧʨʦʛʨʘʤʘʭ ʪʘ ʥʝʜʦʣʽʢʘʤʠ ʘʨʭʽʪʝʢʪʫʨʠ ʧʨʦʛʨʘʤʠ. ɼʣʷ ʚʠʧʨʘʚʣʝʥʥʷ ʧʨʦʩʪʦʾ 

ʧʦʤʠʣʢʠ ʯʘʩʪʦ ʜʦʩʪʘʪʥʴʦ ʦʜʥʦʛʦ ʨʷʜʢʘ ʢʦʜʫ, ʘ ʧʨʦʨʘʭʫʥʦʢ ʚ ʘʨʭʽʪʝʢʪʫʨʥʦʤʫ 

ʨʽʰʝʥʥʽ ʧʦʪʨʝʙʫʻ ʤʘʩʰʪʘʙʥʠʭ ʟʤʽʥ, ʷʢʽ ʩʪʦʩʫʶʪʴʩʷ ʙʘʛʘʪʴʦʭ ʘʩʧʝʢʪʽʚ 

ʧʨʦʛʨʘʤʠ. ʅʘʧʨʠʢʣʘʜ, ʟʘʟʚʠʯʘʡ ʚʽʜʨʘʟʫ ʤʦʞʥʘ ʩʢʘʟʘʪʠ, ʱʦ ʚʠʢʣʠʢ ʬʫʥʢʮʽʾ 

gets()  ʫ ʧʨʦʛʨʘʤʘʭ, ʥʘʧʠʩʘʥʠʭ ʤʦʚʦʶ ʉ ʘʙʦ C++, ʤʦʞʝ ʙʫʪʠ ʫʩʧʽʰʥʦ 

ʚʠʢʦʨʠʩʪʘʥʠʡ ʧʨʠ ʧʨʦʚʝʜʝʥʥʽ ʘʪʘʢʠ ʥʘ ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ, ʽ ʜʣʷ ʮʴʦʛʦ 

ʟʦʚʩʽʤ ʥʝ ʧʦʪʨʽʙʥʦ ʚʠʚʯʘʪʠ ʨʝʰʪʫ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ, ʚʝʩʴ ʧʨʦʝʢʪ ʯʠ 

ʩʝʨʝʜʦʚʠʱʝ ʚʠʢʦʥʘʥʥʷ. ɼʣʷ ʧʦʤʠʣʢʠ ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ ʟʣʦʚʤʠʩʥʠʢ ʧʦʜʘʻ 

ʨʷʜʦʢ ʰʢʽʜʣʠʚʦʛʦ ʪʝʩʪʫ ʥʘ ʩʪʘʥʜʘʨʪʥʠʡ ʚʭʽʜ ʧʨʦʛʨʘʤʠ. ʊʘʢʠʤ ʯʠʥʦʤ, ʚʨʘʟʣʠʚʝ 

ʤʽʩʮʝ, ʧʦʚ'ʷʟʘʥʝ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʬʫʥʢʮʽʾ gets() , ʤʦʞʝ ʙʫʪʠ ʚʠʷʚʣʝʥʦ ʟ 

ʚʠʩʦʢʦʶ ʪʦʯʥʽʩʪʶ ʟʘ ʜʦʧʦʤʦʛʦʶ ʣʝʢʩʠʯʥʦʛʦ ʝʣʝʤʝʥʪʘʨʥʦʛʦ ʘʥʘʣʽʟʫ. 

ɹʽʣʴʰ ʩʢʣʘʜʥʽ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʧʦʚ'ʷʟʘʥʽ ʽʟ ʚʟʘʻʤʦʜʽʻʶ ʨʽʟʥʠʭ ʬʨʘʛʤʝʥʪʽʚ 

ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ. ʅʘʧʨʠʢʣʘʜ, ʪʦʯʥʝ ʚʠʟʥʘʯʝʥʥʷ ʩʪʘʥʫ ʛʦʥʢʠ ʥʘ ʚʠʞʠʚʘʥʥʷ 

ʧʦʪʨʝʙʫʻ ʚʠʚʯʝʥʥʷ ʙʽʣʴʰ ʥʽʞ ʦʜʥʦʛʦ ʨʷʜʢʘ ʧʨʦʛʨʘʤʠ. ɼʣʷ ʚʠʷʚʣʝʥʥʷ ʧʦʜʽʙʥʠʭ 

ʫʨʘʟʣʠʚʠʭ ʤʽʩʮʴ ʧʦʪʨʽʙʥʽ ʟʥʘʥʥʷ ʧʨʦ ʦʩʦʙʣʠʚʦʩʪʽ ʨʦʙʦʪʠ ʢʽʣʴʢʦʭ ʬʫʥʢʮʽʡ, 

ʧʦʪʨʽʙʥʦ ʤʘʪʠ ʧʨʘʚʠʣʴʥʝ ʫʷʚʣʝʥʥʷ ʧʨʦ ʦʙʣʽʢ ʚʠʢʦʨʠʩʪʘʥʥʷ ʛʣʦʙʘʣʴʥʠʭ 

ʟʤʽʥʥʠʭ ʽ ʙʫʪʠ ʤʘʢʩʠʤʘʣʴʥʦ ʦʙʽʟʥʘʥʠʤ ʟ ʦʧʝʨʘʮʽʡʥʦʶ ʩʠʩʪʝʤʦʶ, ʱʦ ʥʘʜʘʻ 

ʩʝʨʝʜʦʚʠʱʝ ʜʣʷ ʚʠʢʦʥʘʥʥʷ ʮʽʻʾ ʧʨʦʛʨʘʤʠ. ʆʩʢʽʣʴʢʠ ʘʪʘʢʠ ʩʪʘʶʪʴ ʜʝʜʘʣʽ 

ʩʢʣʘʜʥʽʰʠʤʠ, ʪʝ ʡ ʚʣʘʩʥʝ ʚʠʟʥʘʯʝʥʥʷ ʪʝ, ʱʦ ʻ ʚʨʘʟʣʠʚʠʤ ʤʽʩʮʝʤ ʧʝʚʥʦʛʦ ʪʠʧʫ, 

ʧʦʩʪʽʡʥʦ ʟʤʽʥʶʻʪʴʩʷ. ɸʪʘʢʠ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʨʦʟʨʘʭʫʥʢʫ ʟʘ ʯʘʩʦʤ ʚʞʝ ʩʪʘʣʠ 

ʧʦʚʩʶʜʥʠʤʠ, ʪʦʜʽ ʷʢ ʣʠʰʝ ʢʽʣʴʢʘ ʨʦʢʽʚ ʪʦʤʫ ʚʦʥʠ ʚʚʘʞʘʣʠʩʷ "ʝʢʟʦʪʠʯʥʠʤʠ". 

ɸʥʘʣʦʛʽʯʥʦ, ʜʚʦʝʪʘʧʥʽ ʘʪʘʢʠ ʥʘ ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

"ʪʨʘʤʧʣʽʥʽʚ" ʙʫʣʠ ʨʘʥʽʰʝ ʪʝʤʦʶ ʜʦʩʣʽʜʞʝʥʥʷ ʥʘʫʢʦʚʮʽʚ, ʘ ʪʝʧʝʨ 

ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʫ ʱʦʜʝʥʥʠʭ ʘʪʘʢʘʭ. 

ɺʨʘʟʣʠʚʽ ʤʽʩʮʷ ʥʘ ʨʽʚʥʽ ʧʨʦʝʢʪʫ. ʑʝ ʩʢʣʘʜʥʽʰʘ ʩʠʪʫʘʮʽʷ ʽʟ ʚʨʘʟʣʠʚʠʤʠ 

ʤʽʩʮʷʤʠ, ʚʥʝʩʝʥʠʤʠ ʥʘ ʨʽʚʥʽ ʧʨʦʝʢʪʫ. ɼʣʷ ʚʠʷʚʣʝʥʥʷ ʧʦʤʠʣʢʠ ʣʠʰʝ ʥʘ ʨʽʚʥʽ 

ʧʨʦʝʢʪʫ ʧʨʦʛʨʘʤʠ ʧʦʪʨʽʙʝʥ ʚʝʣʠʯʝʟʥʠʡ ʜʦʩʚʽʜ. ʊʦʤʫ ʜʫʞʝ ʩʢʣʘʜʥʦ ʟʥʘʡʪʠ ʪʘʢʽ 

ʧʦʤʠʣʢʠ ʪʘ ʱʝ ʩʢʣʘʜʥʽʰʝ ʘʚʪʦʤʘʪʠʟʫʚʘʪʠ ʧʨʦʮʝʩ ʮʴʦʛʦ ʧʦʰʫʢʫ. ʇʨʦʙʣʝʤʠ ʥʘ 
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ʨʽʚʥʽ ʧʨʦʝʢʪʫʚʘʥʥʷ ʥʘʡʧʦʰʠʨʝʥʽʰʽ, ʧʨʦʪʝ ʾʤ ʧʨʠʜʽʣʷʻʪʴʩʷ ʥʘʡʤʝʥʰʘ ʫʚʘʛʘ ʧʨʠ 

ʦʮʽʥʮʽ ʙʝʟʧʝʢʠ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ. ʂʦʤʧʘʥʽʷ Microsoft ʧʦʚʽʜʦʤʠʣʘ, ʱʦ ʙʣʠʟʴʢʦ 

50% ʧʦʤʠʣʦʢ, ʚʠʷʚʣʝʥʠʭ ʫ ʭʦʜʽ ʨʝʘʣʽʟʘʮʽʾ ʧʨʦʛʨʘʤʠ ʧʝʨʝʚʽʨʢʠ ʙʝʟʧʝʢʠ ʚ 2002 

ʨ., ʩʢʣʘʣʠ ʩʘʤʝ ʧʦʤʠʣʢʠ ʥʘ ʨʽʚʥʽ ʧʨʦʝʢʪʫʚʘʥʥʷ. ʆʯʝʚʠʜʥʦ, ʱʦ ʧʦʤʠʣʢʘʤ ʮʴʦʛʦ 

ʪʠʧʫ ʩʣʽʜ ʧʨʠʜʽʣʷʪʠ ʙʽʣʴʰʝ ʫʚʘʛʠ. 

ʈʦʟʛʣʷʥʝʤʦ ʦʙʨʦʙʢʫ ʧʦʤʠʣʦʢ ʪʘ ʩʠʩʪʝʤʫ ʚʽʜʥʦʚʣʝʥʥʷ. ɺʽʜʥʦʚʣʝʥʥʷ ʧʽʩʣʷ 

ʟʙʦʶ ʻ ʚʘʞʣʠʚʠʤ ʘʩʧʝʢʪʦʤ ʩʪʚʦʨʝʥʥʷ ʩʠʩʪʝʤ ʙʝʟʧʝʢʠ. ɸʣʝ ʨʝʘʣʽʟʘʮʽʷ 

ʚʽʜʥʦʚʣʝʥʥʷ ʜʦʩʠʪʴ ʩʢʣʘʜʥʘ, ʧʦʪʨʝʙʫʻ ʚʟʘʻʤʦʜʽʾ ʤʽʞ ʤʦʜʝʣʷʤʠ ʦʙʨʦʙʢʠ 

ʧʦʤʠʣʦʢ, ʥʘʜʤʽʨʥʦʩʪʽ ʥʘ ʩʪʘʜʽʾ ʧʨʦʝʢʪʫʚʘʥʥʷ ʪʘ ʟʘʭʠʩʪʫ ʚʽʜ ʘʪʘʢ ʚʽʜʤʦʚʠ ʚ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ. ʑʦ ʩʪʦʩʫʻʪʴʩʷ ʦʙ'ʻʢʪʥʦ-ʦʨʽʻʥʪʦʚʘʥʦʾ ʧʨʦʛʨʘʤʠ, ʪʦ ʱʦʙ 

ʟʨʦʟʫʤʽʪʠ, ʯʠ ʙʝʟʧʝʯʥʘ ʦʙʨʦʙʢʘ ʧʦʤʠʣʦʢ ʪʘ ʩʠʩʪʝʤʘ ʚʽʜʥʦʚʣʝʥʥʷ, ʥʝʦʙʭʽʜʥʦ 

ʦʮʽʥʠʪʠ ʚʣʘʩʪʠʚʦʩʪʽ, ʨʦʟʧʦʜʽʣʝʥʽ ʤʽʞ ʜʝʢʽʣʴʢʦʤʘ ʢʣʘʩʘʤʠ, ʷʢʽ, ʫ ʩʚʦʶ ʯʝʨʛʫ, 

ʨʦʟʧʦʜʽʣʝʥʽ ʚ ʮʽʣʦʤʫ ʧʨʦʝʢʪʽ. ʂʦʜ ʚʠʷʚʣʝʥʥʷ ʧʦʤʠʣʢʠ ʟʘʟʚʠʯʘʡ ʧʨʠʩʫʪʥʽʡ ʫ 

ʢʦʞʥʦʤʫ ʦʙ'ʻʢʪʽ ʪʘ ʤʝʪʦʜʽ, ʘ ʢʦʜ ʦʙʨʦʙʢʠ ʧʦʤʠʣʢʠ ʟʘʟʚʠʯʘʡ ʩʪʚʦʨʶʻʪʴʩʷ 

ʦʢʨʝʤʦ ʽ ʥʝ ʟʘʣʝʞʠʪʴ ʚʽʜ ʢʦʜʫ ʚʠʷʚʣʝʥʥʷ. ɯʥʦʜʽ ʚʠʥʷʪʢʠ ʧʝʨʝʜʘʶʪʴʩʷ ʥʘ 

ʩʠʩʪʝʤʥʠʡ ʨʽʚʝʥʴ ʽ ʦʙʨʦʙʣʷʶʪʴʩʷ ʤʘʰʠʥʦʶ, ʥʘ ʷʢʽʡ ʟʘʧʫʱʝʥʘ ʧʨʦʛʨʘʤʘ, ʱʦ 

ʚʠʢʣʠʢʘʣʘ ʚʠʥʷʪʦʢ (ʥʘʧʨʠʢʣʘʜ, ʦʙʨʦʙʢʘ ʚʠʢʣʶʯʝʥʴ ʚʽʨʪʫʘʣʴʥʦʶ ʤʘʰʠʥʦʶ 

Java 2). ʎʝ ʟʥʘʯʥʦ ʫʩʢʣʘʜʥʶʻ ʟʘʚʜʘʥʥʷ ʚʠʟʥʘʯʝʥʥʷ ʪʦʛʦ, ʯʠ ʻ ʙʝʟʧʝʯʥʠʤ 

ʢʦʥʢʨʝʪʥʠʡ ʢʦʜ ʦʙʨʦʙʢʠ ʧʦʤʠʣʦʢ ʽ ʧʨʦʝʢʪ ʚʽʜʥʦʚʣʝʥʥʷ ʧʽʩʣʷ ʟʙʦʶ. ɼʦ ʪʦʛʦ ʞ 

ʮʷ ʧʨʦʙʣʝʤʘ ʧʦʩʠʣʶʻʪʴʩʷ ʚ ʩʠʩʪʝʤʘʭ ʥʘ ʦʩʥʦʚʽ ʪʨʘʥʟʘʢʮʽʡ, ʷʢʽ ʰʠʨʦʢʦ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʚ ʨʽʰʝʥʥʷʭ ʜʣʷ ʝʣʝʢʪʨʦʥʥʦʾ ʢʦʤʝʨʮʽʾ, ʚ ʷʢʠʭ ʬʫʥʢʮʽʦʥʘʣʴʥʽ 

ʤʦʞʣʠʚʦʩʪʽ ʨʦʟʧʦʜʽʣʝʥʽ ʤʽʞ ʨʽʟʥʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ, ʟʘʧʫʱʝʥʠʤʠ ʥʘ ʜʝʢʽʣʴʢʦʭ 

ʩʝʨʚʝʨʘʭ. 

ɼʦ ʧʨʦʙʣʝʤ ʨʽʚʥʷ ʧʨʦʝʢʪʽʚ ʤʦʞʥʘ ʪʘʢʦʞ ʚʽʜʥʝʩʪʠ ʩʧʽʣʴʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʦʙ'ʻʢʪʽʚ, ʥʝʢʦʨʝʢʪʥʝ ʫʩʧʘʜʢʫʚʘʥʥʷ ʜʦʚʽʨʯʠʭ ʚʽʜʥʦʩʠʥ, ʥʝʟʘʭʠʱʝʥʽ ʢʘʥʘʣʠ 

ʦʙʤʽʥʫ ʜʘʥʠʤʠ (ʷʢ ʚʥʫʪʨʽʰʥʽ, ʪʘʢ ʽ ʟʦʚʥʽʰʥʽ), ʥʝʧʨʘʚʠʣʴʥʽ ʘʙʦ ʚʽʜʩʫʪʥʽ 

ʤʝʭʘʥʽʟʤʠ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ, ʥʝʜʦʣʽʢʠ ʧʽʜ ʯʘʩ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʘʙʦ ʚʭʦʜʫ ʚ 

ʩʠʩʪʝʤʫ, ʧʦʚ'ʷʟʘʥʽ ʧʦʤʠʣʢʠ ʛʦʥʢʠ ʥʘ ʚʠʞʠʚʘʥʥʷ ʟʽ ʰʢʽʜʣʠʚʦʶ ʟʤʽʥʦʶ ʜʘʥʠʭ 

ʧʽʩʣʷ ʚʠʢʦʥʘʥʠʭ ʧʝʨʝʚʽʨʦʢ ʽ ʜʦ ʣʝʛʽʪʠʤʥʦʾ ʜʽʾ (ʦʩʦʙʣʠʚʦ ʫ ʙʘʛʘʪʦʧʦʪʦʢʦʚʠʭ 

ʩʠʩʪʝʤʘʭ) ʪʘ ʙʘʛʘʪʦ ʽʥʰʠʭ. 



193 

 

ʆʟʥʘʡʦʤʣʝʥʥʷ ʟ ʪʝʭʥʦʣʦʛʽʻʶ ʟʣʦʤʫ. ʑʦ ʚʽʜʙʫʚʘʻʪʴʩʷ ʧʽʜ ʯʘʩ ʘʪʘʢʠ ʥʘ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ? ɼʣʷ ʚʠʚʯʝʥʥʷ ʤʝʭʘʥʽʟʤʫ ʟʣʦʤʫ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʢʦʨʠʩʪʘʻʤʦʩʷ ʧʨʦʩʪʦʶ ʘʥʘʣʦʛʽʻʶ ʟ ʞʠʪʣʦʚʠʤ ʙʫʜʠʥʢʦʤ. 

"ʂʽʤʥʘʪʠ" ʚ ʥʘʰʽʡ ʧʨʦʛʨʘʤʽ, ʱʦ ʘʪʘʢʫʻʪʴʩʷ, ʚʽʜʧʦʚʽʜʘʶʪʴ ʙʣʦʢʘʤ ʢʦʜʫ ʚ 

ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ, ʱʦ ʚʠʢʦʥʫʻ ʧʝʚʥʫ ʬʫʥʢʮʽʶ. ʉʣʽʜ ʚʠʚʯʠʪʠ 

"ʢʽʤʥʘʪʠ", ʱʦʙ ʩʤʽʣʠʚʦ ʧʝʨʝʩʫʚʘʪʠʩʷ ʧʦ ʚʩʴʦʤʫ "ʜʦʤʫ". ʂʦʞʝʥ ʙʣʦʢ ʢʦʜʫ 

ʩʣʫʞʠʪʴ ʜʣʷ ʚʠʢʦʥʘʥʥʷ ʫʥʽʢʘʣʴʥʦʾ ʬʫʥʢʮʽʾ ʫ ʧʨʦʛʨʘʤʽ. ɼʝʷʢʽ ʙʣʦʢʠ ʢʦʜʫ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʯʠʪʘʥʥʷ ʜʘʥʠʭ ʟ ʤʝʨʝʞʽ. ʇʨʝʜʩʪʘʚʠʤʦ ʙʣʦʢʠ ʢʦʜʫ ʫ 

ʚʠʛʣʷʜʽ ʢʽʤʥʘʪ ʙʫʜʠʥʢʫ, ʘ ʪʘʢʦʞ ʫʷʚʽʤʦ, ʱʦ ʟʣʦʚʤʠʩʥʠʢ ʩʪʦʾʪʴ ʧʝʨʝʜ ʚʭʦʜʦʤ 

ʮʴʦʛʦ ʙʫʜʠʥʢʫ ʥʘ ʛʘʥʢʫ. ʊʦʜʽ ʮʽʣʢʦʤ ʣʦʛʽʯʥʦ ʫʷʚʠʪʠ ʧʨʦʛʨʘʤʥʠʡ ʢʦʜ ʽʟ 

ʚʟʘʻʤʦʜʽʾ ʟ ʤʝʨʝʞʝʶ ʷʢ ʬʦʡʻ. ʎʝʡ ʢʦʜ ʜʣʷ ʨʦʙʦʪʠ ʚ ʤʝʨʝʞʽ ʧʦʚʠʥʝʥ 

ʧʝʨʝʚʽʨʷʪʠʩʷ ʥʘʩʘʤʧʝʨʝʜ, ʘʜʞʝ ʚʽʥ ʧʨʠʡʤʘʻ ʚʭʽʜʥʽ ʜʘʥʽ, ʱʦ ʥʘʜʭʦʜʷʪʴ ʚʽʜ 

ʚʽʜʜʘʣʝʥʦʛʦ ʭʘʢʝʨʘ. ʋ ʙʽʣʴʰʦʩʪʽ ʚʠʧʘʜʢʽʚ ʧʨʦʛʨʘʤʥʠʡ ʢʦʜ ʜʣʷ ʨʦʙʦʪʠ ʚ ʤʝʨʝʞʽ 

ʧʨʦʩʪʦ ʧʨʠʡʤʘʻ ʚʭʽʜʥʽ ʜʘʥʽ ʪʘ "ʫʧʘʢʦʚʫʻ" ʾʭ ʫ ʧʦʪʽʢ ʜʘʥʠʭ. ʎʝʡ ʧʦʪʽʢ ʜʘʥʠʭ 

ʧʦʪʽʤ ʧʝʨʝʜʘʻʪʴʩʷ ʜʘʣʽ ʚ ʙʫʜʠʥʦʢ ʜʣʷ ʦʙʨʦʙʢʠ ʙʽʣʴʰ ʩʢʣʘʜʥʠʤʠ ʬʨʘʛʤʝʥʪʘʤʠ 

ʢʦʜʫ. ʊʘʢʠʤ ʯʠʥʦʤ, "ʬʦʡʻ" (ʢʦʜ ʜʣʷ ʨʦʙʦʪʠ ʚ ʤʝʨʝʞʽ) ʧʦʚ'ʷʟʘʥʝ ʚʥʫʪʨʽʰʥʽʤʠ 

ʜʚʝʨʠʤʘ ʽʟ ʩʫʤʽʞʥʠʤʠ "ʢʽʤʥʘʪʘʤʠ". ɿʣʦʚʤʠʩʥʠʢʫ ʥʝ ʮʽʢʘʚʦ ʧʨʦʚʦʜʠʪʠ ʘʪʘʢʫ ʫ 

"ʬʦʡʻ", ʟʘʪʝ ʚʽʥ ʤʦʞʝ ʧʝʨʝʡʪʠ ʚ "ʢʫʭʥʶ", ʜʝ ʟʥʘʭʦʜʠʪʴʩʷ ʙʝʟʣʽʯ ʮʽʥʥʠʭ ʨʝʯʝʡ. 

ʅʘʧʨʠʢʣʘʜ, ʥʘ "ʢʫʭʥʽ" ʤʦʞʥʘ ʚʽʜʢʨʠʚʘʪʠ ʬʘʡʣʠ ʪʘ ʚʠʢʦʥʫʚʘʪʠ ʟʘʧʠʪʠ ʜʦ ʙʘʟ 

ʜʘʥʠʭ. ʄʝʪʘ ʟʣʦʚʤʠʩʥʠʢʘ - ʟʥʘʡʪʠ ʧʨʦʭʽʜ ʽʟ "ʬʦʡʻ" ʥʘ "ʢʫʭʥʶ". 

ʇʦʛʣʷʜ ʭʘʢʝʨʘ. ɸʪʘʢʘ ʧʦʯʠʥʘʻʪʴʩʷ ʟ ʧʦʨʫʰʝʥʥʷ ʚʩʪʘʥʦʚʣʝʥʠʭ ʧʨʘʚʠʣ ʪʘ 

ʧʝʨʝʚʽʨʢʠ ʧʨʠʧʫʱʝʥʴ. ʆʜʥʠʤ ʽʟ ʧʝʨʰʠʭ ʜʽʡ ʭʘʢʝʨʘ ʻ ʧʝʨʝʚʽʨʢʘ ʧʨʠʧʫʱʝʥʥʷ 

"ʙʝʟʫʤʦʚʥʦʾ ʜʦʚʽʨʠ". ʍʘʢʝʨʠ ʪʦʯʥʦ ʦʙʽʡʜʫʪʴ ʙʫʜʴ-ʷʢʝ ʧʨʘʚʠʣʦ, ʚ ʷʢʦʤʫ 

ʚʠʢʦʨʠʩʪʘʥʽ ʧʨʠʧʫʱʝʥʥʷ ʱʦʜʦ ʪʦʛʦ, "ʢʦʣʠ, ʜʝ ʽ ʱʦ" ʤʦʞʥʘ ʧʨʠʡʤʘʪʠ ʷʢ ʚʭʽʜʥʽ 

ʜʘʥʽ. ɿ ʪʽʻʾ ʞ ʧʨʠʯʠʥʠ, ʯʝʨʝʟ ʷʢʫ ʨʽʜʢʦ ʩʢʣʘʜʘʶʪʴʩʷ ʩʭʝʤʠ ʧʨʦʛʨʘʤʠ, ʱʦ 

ʨʦʟʨʦʙʣʷʻʪʴʩʷ, ʮʽ ʧʨʦʛʨʘʤʠ ʪʘʢʦʞ ʨʽʜʢʦ ʧʨʦʭʦʜʷʪʴ ʽʥʪʝʥʩʠʚʥʝ "ʪʝʩʪʫʚʘʥʥʷ ʧʨʠ 

ʢʨʠʪʠʯʥʠʭ ʥʘʚʘʥʪʘʞʝʥʥʷʭ", ʽ ʦʩʦʙʣʠʚʦ ʪʘʢʝ ʪʝʩʪʫʚʘʥʥʷ, ʧʨʠ ʷʢʦʤʫ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʩʧʝʮʽʘʣʴʥʦ ʧʽʜʛʦʪʦʚʣʝʥʽ ʰʢʽʜʣʠʚʽ ʚʭʽʜʥʽ ʜʘʥʽ. ɺ ʨʝʟʫʣʴʪʘʪʽ 

ʜʣʷ ʚʩʽʭ ʢʦʨʠʩʪʫʚʘʯʽʚ ʟʘ ʧʨʦʤʦʚʯʘʥʥʷʤ ʚʩʪʘʥʦʚʣʶʶʪʴʩʷ ʜʦʚʽʨʯʽ ʩʪʦʩʫʥʢʠ. ʋ 

ʮʴʦʤʫ ʧʝʨʝʜʙʘʯʘʻʪʴʩʷ, ʱʦ ʢʦʨʠʩʪʫʚʘʯ, ʟ ʷʢʠʤ ʚʩʪʘʥʦʚʣʝʥʦ ʙʝʟʫʤʦʚʥʽ ʜʦʚʽʨʯʽ 
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ʚʽʜʥʦʩʠʥʠ, ʟʘʧʨʦʚʘʜʞʫʚʘʪʠʤʝ ʣʠʰʝ ʢʦʨʝʢʪʥʦ ʩʬʦʨʤʦʚʘʥʽ ʜʘʥʽ, ʚʽʜʧʦʚʽʜʥʽ 

ʚʩʪʘʥʦʚʣʝʥʠʤ ʧʨʘʚʠʣʘʤ, ʪʦʙʪʦ. ʇʦ ʚʽʜʥʦʰʝʥʥʶ ʜʦ ʮʠʭ ʜʘʥʠʭ ʪʘʢʦʞ 

ʜʝʤʦʥʩʪʨʫʻʪʴʩʷ ʧʦʚʥʘ ʜʦʚʽʨʘ. ʑʦʙ ʙʫʣʦ ʟʨʦʟʫʤʽʣʽʰʝ, ʤʠ ʧʦʚʪʦʨʠʤʦ ʪʝ ʩʘʤʝ 

ʽʥʰʠʤʠ ʩʣʦʚʘʤʠ. ʂʣʶʯʦʚʠʤ ʻ ʧʨʠʧʫʱʝʥʥʷ, ʱʦ ʢʦʨʠʩʪʫʚʘʯʽ, ʟ ʷʢʠʤʠ 

ʚʩʪʘʥʦʚʣʝʥʽ ʜʦʚʽʨʯʽ ʚʽʜʥʦʩʠʥʠ, ʥʝ ʥʘʜʘʻ "ʥʝʢʦʨʝʢʪʥʠʭ" ʯʠ "ʰʢʽʜʣʠʚʠʭ" ʜʘʥʠʭ. 

ɺ ʦʜʥʦʤʫ ʽʟ ʚʠʜʽʚ ʮʠʭ ʜʦʚʽʨʯʠʭ ʚʽʜʥʦʩʠʥ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʢʣʽʻʥʪʩʴʢʝ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʗʢʱʦ ʢʣʽʻʥʪʩʴʢʘ ʧʨʦʛʨʘʤʘ ʩʪʚʦʨʝʥʘ ʟ ʤʝʪʦʶ 

ʥʘʜʩʠʣʘʥʥʷ ʣʠʰʝ ʧʝʚʥʠʭ ʢʦʤʘʥʜ, ʪʦ ʨʦʟʨʦʙʥʠʢʠ ʯʘʩʪʦ ʧʨʠʧʫʩʢʘʶʪʴ, ʱʦ 

ʨʦʟʫʤʥʠʡ ʢʦʨʠʩʪʫʚʘʯ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʤʝ ʢʣʽʻʥʪʩʴʢʫ ʧʨʦʛʨʘʤʫ ʣʠʰʝ ʜʣʷ 

ʜʦʩʪʫʧʫ ʜʦ ʩʝʨʚʝʨʘ. ʅʝʧʦʤʽʯʝʥʦʶ ʯʘʩʪʦ ʟʘʣʠʰʘʻʪʴʩʷ ʧʨʦʙʣʝʤʘ, ʱʦ ʭʘʢʝʨʠ 

ʧʠʰʫʪʴ ʩʘʤʽ ʧʨʦʛʨʘʤʠ. ɼʦʩʚʽʜʯʝʥʠʡ ʭʘʢʝʨ ʤʦʞʝ ʥʘʧʠʩʘʪʠ ʚʣʘʩʥʫ ʢʣʽʻʥʪʩʴʢʫ 

ʧʨʦʛʨʘʤʫ ʘʙʦ ʟʣʘʤʘʪʠ ʽʩʥʫʶʯʫ. ʇʨʠ ʮʴʦʤʫ ʩʪʚʦʨʝʥʠʡ ʟʣʦʚʤʠʩʥʠʢʦʤ 

ʢʣʽʻʥʪʩʴʢʠʡ ʟʘʩʪʦʩʫʥʦʢ ʤʦʞʝ ʩʧʝʮʽʘʣʴʥʦ ʥʘʜʘʚʘʪʠ ʰʢʽʜʣʠʚʽ ʚʭʽʜʥʽ ʜʘʥʽ ʽ ʪʦʯʥʦ 

ʚ ʧʦʪʨʽʙʥʠʡ ʯʘʩ. 

ʏʦʤʫ ʥʝ ʤʦʞʥʘ ʜʦʚʽʨʷʪʠ ʢʦʨʠʩʪʫʚʘʯʘʤ. ʈʦʟʛʣʷʥʝʤʦ ʧʨʦʩʪʠʡ ʧʨʠʢʣʘʜ, 

ʱʦ ʜʝʤʦʥʩʪʨʫʻ ʧʦʤʠʣʢʦʚʽʩʪʴ ʙʝʟʫʤʦʚʥʦʾ ʜʦʚʽʨʠ ʜʦ ʜʘʥʠʭ, ʷʢʽ ʢʦʨʠʩʪʫʚʘʯʽ 

ʚʚʦʜʷʪʴ. ʋ ʧʨʠʢʣʘʜʽ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʘʪʨʠʙʫʪ maxsize HTML-ʬʦʨʤʳ. ʌʦʨʤʠ 

ʻ ʩʪʘʥʜʘʨʪʥʠʤ ʝʣʝʤʝʥʪʦʤ ʜʣʷ ʟʘʧʠʪʫ ʢʦʨʠʩʪʫʚʘʯʽʚ Web-ʩʘʡʪʫ ʧʨʦ ʥʝʦʙʭʽʜʥʽʩʪʴ 

ʚʚʝʜʝʥʥʷ ʜʘʥʠʭ. ɺʦʥʠ ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʧʨʘʢʪʠʯʥʦ ʫ ʚʩʽʭ Web-

ʪʨʘʥʟʘʢʮʽʷʭ. ʅʘ ʞʘʣʴ, ʙʽʣʴʰʽʩʪʴ Web-ʬʦʨʤ ʟʨʦʙʣʝʥʦ ʧʨʠʧʫʱʝʥʥʷ ʧʨʦ 

ʚʚʝʜʝʥʥʷ ʣʠʰʝ ʢʦʨʝʢʪʥʠʭ ʜʘʥʠʭ. ʈʦʟʨʦʙʥʠʢ ʬʦʨʤʠ ʤʦʞʝ ʚʩʪʘʥʦʚʠʪʠ 

ʤʘʢʩʠʤʘʣʴʥʫ ʢʽʣʴʢʽʩʪʴ ʩʠʤʚʦʣʽʚ, ʷʢʽ ʜʦʟʚʦʣʝʥʦ ʚʚʦʜʠʪʠ ʢʦʨʠʩʪʫʚʘʯʝʚʽ. 

ʅʘʧʨʠʢʣʘʜ, ʫ ʥʘʩʪʫʧʥʦʤʫ ʬʨʘʛʤʝʥʪʽ ʢʦʜʫ ʨʦʟʤʽʨ ʧʦʣʷ "username" ʦʙʤʝʞʫʻʪʴʩʷ 

ʜʝʩʷʪʴʤʘ ʩʠʤʚʦʣʘʤʠ: 

 

<form action="login.cgi" method=GET>  

<input maxlength=10 type="input" name="username">Username</input>  

</form>  
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ʈʦʟʨʦʙʥʠʢ, ʷʢʠʡ ʧʦʛʘʥʦ ʨʦʟʫʤʽʻʪʴʩʷ ʥʘ ʙʘʟʦʚʽʡ ʪʝʭʥʦʣʦʛʽʾ, ʤʦʞʝ 

ʧʨʠʧʫʩʪʠʪʠ, ʱʦ ʚʽʜʜʘʣʝʥʦʤʫ ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʪʝʧʝʨ ʤʦʞʥʘ ʙʫʜʝ ʚʚʦʜʠʪʠ ʥʝ 

ʙʽʣʴʰʝ ʜʝʩʷʪʠ ʩʠʤʚʦʣʽʚ ʫ ʧʦʣʝ ʽʤʝʥʽ. ʇʨʠ ʮʴʦʤʫ ʚʦʥʠ ʤʦʞʫʪʴ ʥʝ ʨʦʟʫʤʽʪʠ, ʱʦ 

ʦʙʤʝʞʝʥʥʷ ʚʽʜʙʫʚʘʻʪʴʩʷ ʥʘ ʢʦʤʧ'ʶʪʝʨʽ ʚʽʜʜʘʣʝʥʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ ʫ ʡʦʛʦ Web-

ʙʨʘʫʟʝʨʽ! ɸʣʝ ʞ ʚʽʜʜʘʣʝʥʠʡ ʢʦʨʠʩʪʫʚʘʯ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ Web-ʙʨʘʫʟʝʨ, 

ʷʢʠʡ ʥʝ ʚʨʘʭʦʚʫʻ ʦʙʤʝʞʝʥʥʷ ʟʘ ʨʦʟʤʽʨʦʤ ʧʦʣʷ. ɸʙʦ ʚʽʜʜʘʣʝʥʠʡ ʢʦʨʠʩʪʫʚʘʯ 

ʤʦʞʝ ʩʪʚʦʨʠʪʠ ʚʣʘʩʥʠʡ ʙʨʘʫʟʝʨ ʟ ʪʘʢʦʶ ʤʦʞʣʠʚʽʩʪʶ. ɸʙʦ ʚʽʜʜʘʣʝʥʠʡ 

ʢʦʨʠʩʪʫʚʘʯ ʚʟʘʛʘʣʽ ʥʝ ʙʫʜʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ Web-ʙʨʘʫʟʝʨ. ɺʽʥ ʤʦʞʝ ʧʨʦʩʪʦ 

ʚʨʫʯʥʫ ʚʽʜʧʦʚʽʩʪʠ ʥʘ ʟʘʧʠʪ ʬʦʨʤʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʧʝʮʽʘʣʴʥʦʾ URL-ʘʜʨʝʩʠ: 

 

http://victim/login.cgi?username=billthecat  

 

ʋ ʙʫʜʴ-ʷʢʦʤʫ ʚʠʧʘʜʢʫ, ʥʝ ʩʣʽʜ ʙʝʟʟʘʩʪʝʨʝʞʥʦ ʜʦʚʽʨʷʪʠ ʜʘʥʠʤ ʚʽʜʜʘʣʝʥʦʛʦ 

ʢʦʨʠʩʪʫʚʘʯʘ ʽ ʥʽʢʦʣʠ ʥʝ ʩʧʦʜʽʚʘʪʠʩʷ ʥʘ ʡʦʛʦ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʅʽʯʦʛʦ 

ʥʝ ʟʘʚʘʞʘʻ ʚʽʜʜʘʣʝʥʦʤʫ ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʥʘʜʘʪʠ ʫ ʚʽʜʧʦʚʽʜʴ ʥʘ ʟʘʧʠʪ ʥʘʩʪʫʧʥʫ 

URL-ʘʜʨʝʩʫ: 

 

http://victim/login.cgi?username=THIS_IS_WAY_TOO_LONG_FOR_A_USERNAME 

 

ʇʨʠʧʫʱʝʥʥʷ, ʟʘʩʥʦʚʘʥʽ ʥʘ ʜʦʚʽʨʽ, ʥʘ ʢʰʪʘʣʪ ʥʘʚʝʜʝʥʠʭ ʚʠʱʝ, ʩʪʚʦʨʶʶʪʴ 

ʧʦʪʘʡʥʽ ʭʦʜʠ ʤʽʞ "ʢʽʤʥʘʪʘʤʠ" ʫ ʥʘʰʦʤʫ ʫʷʚʥʦʤʫ ʙʫʜʠʥʢʫ. ɼʦʩʚʽʜʯʝʥʠʡ ʭʘʢʝʨ 

ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʣʘʟʽʚʢʫ "ʙʝʟʫʤʦʚʥʠʭ ʜʦʚʽʨʯʠʭ ʚʽʜʥʦʩʠʥ", ʱʦʙ 

ʧʨʦʥʠʢʥʫʪʠ ʟ "ʬʦʡʻ" ʜʦ "ʢʫʭʥʽ". 

ɺʽʜʤʠʯʢʘ ʜʣʷ ʟʘʤʢʫ. ɿʣʦʚʤʠʩʥʠʢ ʟʜʘʪʥʠʡ ʨʝʪʝʣʴʥʦ ʧʽʜʽʙʨʘʪʠ ʚʭʽʜʥʽ ʜʘʥʽ 

ʪʘ ʧʝʨʝʜʙʘʯʠʪʠ "ʧʨʘʚʠʣʴʥʠʡ" ʧʦʨʷʜʦʢ ʾʭ ʥʘʜʭʦʜʞʝʥʥʷ. ʇʽʜ ʯʘʩ ʘʪʘʢʠ ʢʦʞʝʥ 

ʙʽʪ ʜʘʥʠʭ ʥʘʛʘʜʫʻ ʢʣʶʯ, ʷʢʠʡ ʚʽʜʢʨʠʚʘʻ ʰʣʷʭ ʜʦ ʧʦʪʨʽʙʥʦʛʦ ʢʦʜʫ. ʇʦʚʥʫ ʘʪʘʢʫ 

ʤʦʞʥʘ ʫʷʚʠʪʠ "ʟʚ'ʷʟʢʦʶ ʢʣʶʯʽʚ", ʷʢʘ ʜʦʟʚʦʣʷʻ ʧʦʩʣʽʜʦʚʥʦ "ʚʽʜʢʨʠʪʠ ʚʩʽ 

ʰʣʷʭʠ" ʫ ʧʨʦʛʨʘʤʽ. ɿʚʝʨʥʽʪʴ ʫʚʘʛʫ, ʱʦ ʮʽ ʢʣʶʯʽ ʧʦʚʠʥʥʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʚ 

ʧʝʚʥʦʤʫ ʧʦʨʷʜʢʫ. ʇʽʩʣʷ ʪʦʛʦ, ʷʢ "ʢʣʶʯ" ʚʠʢʦʨʠʩʪʘʥʠʡ, ʚʽʥ ʧʦʚʠʥʝʥ ʙʫʪʠ 
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ʚʽʜʢʣʘʜʝʥʠʡ ʫʙʽʢ. ɯʥʰʠʤʠ ʩʣʦʚʘʤʠ, ʧʨʦʚʝʜʝʥʥʷ ʘʪʘʢʠ ʧʝʨʝʜʙʘʯʘʻ ʚʚʝʜʝʥʥʷ 

ʘʙʩʦʣʶʪʥʦ ʪʦʯʥʠʭ ʜʘʥʠʭ ʫ ʘʙʩʦʣʶʪʥʦ ʪʦʯʥʦʤʫ ʧʦʨʷʜʢʫ. 

ʇʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʻ ʤʘʪʨʠʮʝʶ ʨʽʰʝʥʴ. ʈʽʰʝʥʥʷ ʪʨʘʥʩʬʦʨʤʫʶʪʴʩʷ ʫ 

ʛʽʣʢʠ, ʷʢʽ ʟ'ʻʜʥʫʶʪʴ ʙʣʦʢʠ ʢʦʜʫ ʦʜʠʥ ʟ ʦʜʥʠʤ. ʋʷʚʽʤʦ ʮʽ ʛʽʣʢʠ ʫ ʚʠʛʣʷʜʽ 

ʧʨʦʭʦʜʽʚ, ʷʢʽ ʟ'ʻʜʥʫʶʪʴ ʢʽʤʥʘʪʠ. "ɼʚʝʨʽ" ʙʫʜʫʪʴ ʚʽʜʯʠʥʝʥʽ, ʷʢʱʦ ʭʘʢʝʨ ʚʚʝʜʝ 

ʧʦʪʨʽʙʥʽ ʜʘʥʽ ("ʢʣʶʯ") ʫ ʧʦʪʨʽʙʥʦʤʫ ʧʦʨʷʜʢʫ. ʋ ʜʝʷʢʠʭ ʬʨʘʛʤʝʥʪʘʭ ʢʦʜʫ 

ʧʨʦʛʨʘʤʠ ʚʽʜʙʫʚʘʻʪʴʩʷ ʚʠʙʽʨ ʛʽʣʢʠ ʟʘʣʝʞʥʦ ʚʽʜ ʚʚʝʜʝʥʠʭ ʢʦʨʠʩʪʫʚʘʯʝʤ ʜʘʥʠʭ. 

ʆʩʴ ʪʫʪ ʽ ʚʽʜʙʫʚʘʻʪʴʩʷ "ʧʽʜʙʽʨ ʢʣʶʯʽʚ". ʍʦʯʘ ʥʘ ʚʠʟʥʘʯʝʥʥʷ ʮʠʭ ʤʽʩʮʴ ʫ 

ʧʨʦʛʨʘʤʥʦʤʫ ʢʦʜʽ ʧʦʪʨʽʙʥʦ ʙʘʛʘʪʦ ʯʘʩʫ, ʫ ʜʝʷʢʠʭ ʚʠʧʘʜʢʘʭ ʮʝʡ ʧʨʦʮʝʩ ʤʦʞʥʘ 

ʘʚʪʦʤʘʪʠʟʫʚʘʪʠ. 

 

7.3.2. Ƚɡɑɘɔ ɌɞɌɖ, Ɍɍɚ ɛɗɌəɔ ɓɗɚɎɘɔɝəɔɖɌ 

 

ʍʦʯʘ ʙʝʟʧʝʨʝʨʚʥʦ ʟ'ʷʚʣʷʶʪʴʩʷ ʷʢʽʩʴ ʥʦʚʦʚʚʝʜʝʥʥʷ, ʘʣʝ ʥʘ ʜʘʥʠʡ ʤʦʤʝʥʪ 

ʽʩʥʫʻ ʣʠʰʝ ʢʽʣʴʢʘ ʜʦʩʠʪʴ ʩʧʝʮʠʬʽʯʥʠʭ ʤʝʪʦʜʽʚ ʟʣʦʤʫ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʩʪʘʥʜʘʨʪʥʠʭ ʤʝʪʦʜʽʚ ʟʣʦʤʫ ʯʘʩʪʦ 

ʜʘʻ ʟʤʦʛʫ ʟʥʘʡʪʠ ʥʦʚʽ ʩʧʦʩʦʙʠ ʧʨʦʚʝʜʝʥʥʷ ʘʪʘʢ. ʂʦʥʢʨʝʪʥʘ ʘʪʘʢʘ ʟʘʟʚʠʯʘʡ ʻ 

ʨʝʟʫʣʴʪʘʪʦʤ ʫʜʦʩʢʦʥʘʣʝʥʥʷ ʩʪʘʥʜʘʨʪʥʦʾ ʘʪʘʢʠ ʜʣʷ ʟʣʘʤʫʚʘʥʥʷ ʢʦʥʢʨʝʪʥʦʾ 

ʤʝʪʠ. ʉʪʘʥʜʘʨʪʥʽ ʧʦʤʠʣʢʠ ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʽ ʭʘʢʝʨʘʤʠ ʜʣʷ 

ʧʨʠʭʦʚʫʚʘʥʥʷ ʜʘʥʠʭ, ʟʘʧʦʙʽʛʘʥʥʷ ʚʠʷʚʣʝʥʥʷ, ʚʚʝʜʝʥʥʷ ʢʦʤʘʥʜ, ʟʣʦʤʫ ʙʘʟ 

ʜʘʥʠʭ ʪʘ ʚʧʨʦʚʘʜʞʝʥʥʷ ʚʽʨʫʩʽʚ. ʆʯʝʚʠʜʥʦ, ʱʦ ʜʣʷ ʪʦʛʦ, ʱʦʙ ʜʦʙʨʝ ʥʘʚʯʠʪʠʩʷ 

ʟʣʘʤʫʚʘʪʠ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʩʣʽʜ ʦʟʥʘʡʦʤʠʪʠʩʷ ʟʽ ʩʪʘʥʜʘʨʪʥʠʤʠ 

ʤʝʪʦʜʘʤʠ ʪʘ ʰʘʙʣʦʥʘʤʠ ʘʪʘʢ ʪʘ ʥʘʚʯʠʪʠʩʷ ʚʠʟʥʘʯʘʪʠ, ʷʢʠʡ ʽʟ ʮʠʭ ʤʝʪʦʜʽʚ 

ʥʘʡʙʽʣʴʰʝ ʧʽʜʽʡʜʝ ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ ʢʦʥʢʨʝʪʥʦʾ ʘʪʘʢʠ. 

ʐʘʙʣʦʥ ʘʪʘʢʠ - ʮʝ ʨʠʩʫʥʦʢ ʟʣʦʤʫ ʧʦ ʚʽʜʥʦʰʝʥʥʶ ʜʦ ʚʨʘʟʣʠʚʦʛʦ ʤʽʩʮʷ ʚ 

ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ. ʊʘʢʠʤ ʯʠʥʦʤ, ʫ ʰʘʙʣʦʥʽ ʘʪʘʢʠ ʧʝʨʝʜʙʘʯʘʻʪʴʩʷ 

ʢʽʣʴʢʘ ʦʩʥʦʚʥʠʭ ʚʣʘʩʪʠʚʦʩʪʝʡ ʫʨʘʟʣʠʚʦʛʦ ʤʽʩʮʷ ʪʘ ʥʘʜʘʶʪʴʩʷ ʚʽʜʦʤʦʩʪʽ, 

ʥʝʦʙʭʽʜʥʽ ʭʘʢʝʨʫ ʜʣʷ ʟʣʦʤʫ ʩʠʩʪʝʤʠ, ʱʦ ʘʪʘʢʫʻʪʴʩʷ. 
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ʇʨʦʛʨʘʤʘ ʘʪʘʢʠ, ʘʪʘʢʘ ʪʘ ʭʘʢʝʨ. ʇʨʦʜʦʚʞʫʶʯʠ ʩʪʚʦʨʶʚʘʪʠ ʩʧʠʩʦʢ 

ʚʠʟʥʘʯʝʥʴ, ʩʢʘʞʽʤʦ, ʱʦ ʧʨʦʛʨʘʤʘ ʘʪʘʢʠ (exploit) - ʮʝ ʝʢʟʝʤʧʣʷʨ ʰʘʙʣʦʥʫ ʘʪʘʢʠ, 

ʩʪʚʦʨʝʥʠʡ ʜʣʷ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʢʦʥʢʨʝʪʥʦʛʦ ʬʨʘʛʤʝʥʪʘ ʢʦʜʫ ʚ ʩʠʩʪʝʤʽ, ʱʦ 

ʘʪʘʢʫʻʪʴʩʷ. ʇʨʦʛʨʘʤʠ ʘʪʘʢʠ ʟʘʟʚʠʯʘʡ ʚʙʫʜʦʚʘʥʽ ʫ ʟʨʫʯʥʽ ʜʣʷ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʟʘʩʦʙʠ ʯʠ ʧʨʦʛʨʘʤʠ. ʇʨʦʛʨʘʤʠ ʘʪʘʢʠ ʟʘʟʚʠʯʘʡ ʟʙʝʨʽʛʘʶʪʴʩʷ ʦʢʨʝʤʦ, ʱʦ ʟʨʫʯʥʦ 

ʜʣʷ ʾʭʥʴʦʾ ʢʣʘʩʠʬʽʢʘʮʽʾ ʪʘ ʜʦʩʪʫʧʫ. 

ɸʪʘʢʘ (attack) ï ʮʝ ʧʨʦʮʝʩ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʨʦʛʨʘʤʠ ʘʪʘʢʠ. ʎʝʡ ʪʝʨʤʽʥ ʯʘʩʪʦ 

ʧʦʤʠʣʢʦʚʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʧʦʟʥʘʯʝʥʥʷ ʧʨʦʛʨʘʤʠ ʘʪʘʢʠ. ɸʪʘʢʠ ð ʮʝ 

ʧʦʜʽʾ, ʷʢʽ ʨʦʟʢʨʠʚʘʶʪʴ ʥʝʢʦʨʝʢʪʥʽ ʩʪʘʥʠ ʪʘ ʚʥʫʪʨʽʰʥʽ ʣʦʛʽʯʥʽ ʧʦʤʠʣʢʠ ʫ 

ʩʠʩʪʝʤʽ. 

ɯ ʦʩʪʘʥʥʻ, ʭʘʢʝʨ (attacker) - ʮʝ ʣʶʜʠʥʘ, ʷʢʘ ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʨʦʛʨʘʤʫ ʘʪʘʢʠ 

ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ ʘʪʘʢʠ. ʍʘʢʝʨʠ ʥʝ ʟʘʚʞʜʠ ʻ ʟʣʦʚʤʠʩʥʠʢʘʤʠ, ʭʦʯ ʽ ʜʫʞʝ ʚʘʞʢʦ 

ʧʦʟʙʫʪʠʩʷ ʧʦʛʘʥʦʛʦ ʧʽʜʪʝʢʩʪʫ ʮʴʦʛʦ ʩʣʦʚʘ. ɿʚʝʨʥʽʪʴ ʫʚʘʛʫ, ʱʦ ʤʠ 

ʚʠʢʦʨʠʩʪʦʚʫʻʤʦ ʡʦʛʦ ʥʘʚʽʪʴ ʧʦ ʚʽʜʥʦʰʝʥʥʶ ʜʦ ʥʦʚʘʯʢʽʚ ʫ ʩʧʨʘʚʽ ʟʣʦʤʫ (script-

kiddies), ʷʢʽ ʥʝ ʟʜʘʪʥʽ ʩʘʤʦʩʪʽʡʥʦ ʩʪʚʦʨʠʪʠ ʧʨʦʛʨʘʤʠ ʘʪʘʢʠ. ʍʘʢʝʨ - ʮʝ ʪʦʡ, ʭʪʦ 

ʩʪʘʥʦʚʠʪʴ ʙʝʟʧʦʩʝʨʝʜʥʶ ʟʘʛʨʦʟʫ ʜʣʷ ʩʠʩʪʝʤʠ, ʱʦ ʘʪʘʢʫʻʪʴʩʷ. ʂʦʞʥʘ ʘʪʘʢʘ ʤʘʻ 

ʢʽʥʮʝʚʫ ʤʝʪʫ, ʷʢʦʾ ʜʦʩʷʛʘʻ ʣʶʜʠʥʘ. ɹʝʟ ʣʶʜʠʥʠ ʰʘʙʣʦʥ ʘʪʘʢʠ ʻ ʣʠʰʝ ʧʣʘʥʦʤ 

ʥʘ ʧʘʧʝʨʽ. ʍʘʢʝʨ ʚʪʽʣʶʻ ʪʝʦʨʽʶ ʫ ʧʨʘʢʪʠʢʫ. ʂʦʞʥʘ ʘʪʘʢʘ ʤʦʞʝ ʙʫʪʠ ʦʧʠʩʘʥʘ ʧʦ 

ʚʽʜʥʦʰʝʥʥʶ ʜʦ ʚʨʘʟʣʠʚʠʭ ʤʽʩʮʴ ʚ ʩʠʩʪʝʤʽ, ʱʦ ʘʪʘʢʫʻʪʴʩʷ. ʍʘʢʝʨ ʤʦʞʝ 

ʧʦʩʣʘʙʠʪʠ ʯʠ ʧʦʩʠʣʠʪʠ ʘʪʘʢʫ ʟʘʣʝʞʥʦ ʚʽʜ ʨʽʚʥʷ ʡʦʛʦ ʟʥʘʥʴ ʪʘ ʜʦʩʚʽʜʫ. 

ɼʦʩʚʽʜʯʝʥʽ ʭʘʢʝʨʠ ʢʨʘʱʝ ʢʦʨʠʩʪʫʶʪʴʩʷ ʰʘʙʣʦʥʘʤʠ ʘʪʘʢʠ, ʥʽʞ ʾʭʥʽ ʦʜʥʦʜʫʤʮʽ-

ʧʦʯʘʪʢʽʚʮʽ. 

ʐʘʙʣʦʥ ʘʪʘʢʠ. ʄʠ ʚʠʢʦʨʠʩʪʦʚʫʻʤʦ ʪʝʨʤʽʥ ʰʘʙʣʦʥ (pattern) ʫ ʪʦʤʫ ʩʝʥʩʽ, 

ʷʢ ʽ ʰʘʙʣʦʥʫ ʚʠʢʨʦʡʢʠ ð ʨʠʩʫʥʦʢ ʱʦʜʦ ʘʪʘʢʠ ʧʝʚʥʦʛʦ ʪʠʧʫ. ɺ ʘʪʘʢʘʭ ʥʘ 

ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ, ʥʘʧʨʠʢʣʘʜ, ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʢʽʣʴʢʘ ʩʪʘʥʜʘʨʪʥʠʭ 

ʰʘʙʣʦʥʽʚ. ʐʘʙʣʦʥʠ ʜʦʟʚʦʣʷʶʪʴ ʟʨʦʙʠʪʠ ʢʽʣʴʢʘ "ʚʘʨʽʘʮʽʡ ʥʘ ʦʜʥʫ ʪʝʤʫ". ʎʽ 

"ʚʘʨʽʘʮʽʾ" ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʢʦʥʘʥʽ "ʟʘ ʨʽʟʥʠʤʠ ʥʘʧʨʷʤʢʘʤʠ", ʚʢʣʶʯʘʶʯʠ 

ʯʘʩʦʚʠʡ ʧʨʦʤʽʞʦʢ, ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʽ ʨʝʩʫʨʩʠ, ʤʝʪʦʜʠ ʘʪʘʢʠ ʽ ʪ.ʜ. ʐʘʙʣʦʥ ʘʪʘʢʠ 

ʚʢʣʶʯʘʻ ʚʝʢʪʦʨ ʚʪʦʨʛʥʝʥʥʷ, ʷʢʠʡ ʦʜʥʦʯʘʩʥʦ ʚʢʘʟʫʻ ʥʘ ʟʦʥʫ ʘʢʪʠʚʽʟʘʮʽʾ ʽ 

ʤʽʩʪʠʪʴ ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ (ʚ ʜʘʥʦʤʫ ʚʠʧʘʜʢʫ ʢʦʨʠʩʥʠʤ ʥʘʚʘʥʪʘʞʝʥʥʷʤ ʻ 
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ʜʘʥʽ, ʟʘ ʜʦʧʦʤʦʛʦʶ ʷʢʠʭ ʭʘʢʝʨ ʧʨʦʚʦʜʠʪʴ ʘʪʘʢʫ). ʑʦ ʩʪʦʩʫʻʪʴʩʷ ʰʘʙʣʦʥʫ 

ʘʪʘʢʠ, ʪʦ ʜʫʞʝ ʚʘʞʣʠʚʦ ʟʨʦʟʫʤʽʪʠ ʨʽʟʥʠʮʶ ʤʽʞ ʚʝʢʪʦʨʦʤ ʚʪʦʨʛʥʝʥʥʷ ʽ 

ʢʦʨʠʩʥʠʤ ʥʘʚʘʥʪʘʞʝʥʥʷʤ. ʍʦʨʦʰʘ ʧʨʦʛʨʘʤʘ ʘʪʘʢʠ ʥʝ ʣʠʰʝ ʜʦʟʚʦʣʷʻ ʟʣʘʤʘʪʠ 

ʧʨʦʛʨʘʤʥʠʡ ʢʦʜ, ʘ ʡ ʧʦʛʽʨʰʫʻ ʩʠʪʫʘʮʽʶ ʧʽʩʣʷ ʚʠʢʦʥʘʥʥʷ ʢʦʜʫ ʟ ʢʦʨʠʩʥʠʤ 

ʥʘʚʘʥʪʘʞʝʥʥʷʤ. ɺʩʷ ʩʫʪʴ ʫ ʪʦʤʫ, ʱʦʙ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʧʦʤʠʣʢʫ, ʜʦʩʪʘʚʠʪʠ 

ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʫ ʧʦʪʨʽʙʥʝ ʤʽʩʮʝ ʪʘ ʟʘʧʫʩʪʠʪʠ ʮʽ ʰʢʽʜʣʠʚʽ ʜʘʥʽ. 

ɺʝʢʪʦʨ ʚʪʦʨʛʥʝʥʥʷ. ɿʘ ʜʦʧʦʤʦʛʦʶ ʚʝʢʪʦʨʘ ʚʪʦʨʛʥʝʥʥʷ (injection vector) ʟ 

ʤʘʢʩʠʤʘʣʴʥʦ ʤʦʞʣʠʚʦʶ ʪʦʯʥʽʩʪʶ ʦʧʠʩʫʻʪʴʩʷ ʬʦʨʤʘʪ ʘʪʘʢʠ, ʱʦ ʙʘʟʫʻʪʴʩʷ ʥʘ 

ʚʚʝʜʝʥʥʽ ʰʢʽʜʣʠʚʠʭ ʜʘʥʠʭ. ʂʦʞʥʘ ʘʪʘʢʦʚʘʥʘ ʩʝʨʝʜʦʚʠʱʝ ʥʘʢʣʘʜʘʻ ʧʝʚʥʽ 

ʦʙʤʝʞʝʥʥʷ ʥʘ ʬʦʨʤʫ ʘʪʘʢʠ, ʱʦ ʧʨʦʚʦʜʠʪʴʩʷ. ɿʘʣʝʞʥʦ ʚʽʜ ʥʘʷʚʥʦʩʪʽ ʟʘʭʠʩʥʠʭ 

ʤʝʭʘʥʽʟʤʽʚ ʚʝʢʪʦʨ ʟʘʩʪʦʩʫʚʘʥʥʷ ʤʦʞʝ ʙʫʪʠ ʜʫʞʝ ʩʢʣʘʜʥʠʤ. ʄʝʪʦʶ ʚʝʢʪʦʨʘ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʻ ʜʦʥʝʩʪʠ ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʘʪʘʢʠ ʚ ʟʦʥʫ ʘʢʪʠʚʽʟʘʮʽʾ 

(activation zone) ʩʠʩʪʝʤʠ, ʱʦ ʘʪʘʢʫʻʪʴʩʷ. ʋ ʚʝʢʪʦʨʽ ʚʪʦʨʛʥʝʥʥʷ ʧʦʚʠʥʥʽ 

ʚʨʘʭʦʚʫʚʘʪʠʩʷ ʦʩʥʦʚʥʽ ʧʨʠʥʮʠʧʠ ʘʪʘʢʠ, ʩʠʥʪʘʢʩʠʩ ʢʦʤʘʥʜ, ʷʢʽ ʤʦʞʝ ʧʨʠʡʤʘʪʠ 

ʩʠʩʪʝʤʘ, ʨʦʟʪʘʰʫʚʘʥʥʷ ʨʽʟʥʠʭ ʧʦʣʽʚ ʽ ʜʦʧʫʩʪʠʤʽ ʯʠʩʝʣʴʥʽ ʜʽʘʧʘʟʦʥʠ ʜʘʥʠʭ, ʱʦ 

ʧʨʠʡʤʘʶʪʴʩʷ ʩʠʩʪʝʤʦʶ. ʊʘʢʠʤ ʯʠʥʦʤ, ʚʝʢʪʦʨ ʚʪʦʨʛʥʝʥʥʷ ʜʣʷ ʢʦʥʢʨʝʪʥʦʾ 

ʘʪʘʢʠ ʻ ʥʘʙʽʨ ʙʘʟʦʚʠʭ ʧʨʘʚʠʣ ʩʭʝʤʠ ʧʨʦʚʝʜʝʥʥʷ ʘʪʘʢʠ. ʎʽ ʧʨʘʚʠʣʘ 

ʧʨʦʜʠʢʪʦʚʘʥʽ ʦʙʤʝʞʝʥʥʷʤʠ ʥʘʚʢʦʣʠʰʥʴʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. ɺʝʢʪʦʨʠ ʪʘʢʦʞ 

ʚʽʜʧʦʚʽʜʘʶʪʴ ʟʘ ʛʝʥʝʨʘʮʽʶ ʧʦʚʽʜʦʤʣʝʥʴ ʟʚʦʨʦʪʥʦʛʦ ʟʚ'ʷʟʢʫ, ʪʦʙʪʦ. ʟ ʾʭʥʴʦʶ 

ʜʦʧʦʤʦʛʦʶ ʭʘʢʝʨ ʤʦʞʝ ʧʨʦʩʪʝʞʠʪʠ ʟʘ ʭʦʜʦʤ ʧʨʦʚʝʜʝʥʥʷ ʘʪʘʢʠ. 

ɿʦʥʘ ʘʢʪʠʚʽʟʘʮʽʾ. ɿʦʥʘ ʘʢʪʠʚʽʟʘʮʽʾ (activation zone) ð ʮʝ ʦʙʣʘʩʪʴ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ ʘʪʘʢʫʻʪʴʩʷ, ʚ ʷʢʽʡ ʤʦʞʣʠʚʝ ʚʠʢʦʥʘʥʥʷ, ʘʙʦ 

ʘʢʪʠʚʽʟʘʮʽʷ, ʢʦʨʠʩʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ ʘʪʘʢʠ. ʋ ʟʦʥʽ ʘʢʪʠʚʽʟʘʮʽʾ ʥʘʤʽʨʠ ʭʘʢʝʨʘ 

(ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʦʨʠʩʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ) ʚʪʽʣʶʶʪʴʩʷ ʫ ʨʝʘʣʴʥʽʩʪʴ. ɿʦʥʦʶ 

ʘʢʪʠʚʽʟʘʮʽʾ ʤʦʞʝ ʙʫʪʠ ʢʦʤʘʥʜʥʠʡ ʽʥʪʝʨʧʨʝʪʘʪʦʨ, ʧʝʚʥʠʡ ʚʠʢʦʥʫʚʘʥʠʡ 

ʤʘʰʠʥʥʠʡ ʢʦʜ ʫ ʙʫʬʝʨʽ ʘʙʦ ʜʟʚʽʥʢʠ ʩʠʩʪʝʤʥʦʾ ʙʽʙʣʽʦʪʝʢʠ. ʋ ʟʦʥʽ ʘʢʪʠʚʽʟʘʮʽʾ 

ʛʝʥʝʨʫʶʪʴʩʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʫʩʧʽʭ. ɺʠʢʦʥʘʥʥʷ ʢʦʨʠʩʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ 

ʥʘʟʠʚʘʶʪʴ ʘʢʪʠʚʽʟʘʮʽʻʶ ʢʦʨʠʩʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ. 

ʇʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʫʩʧʽʭ. ʇʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʫʩʧʽʭ (output event) ʚʢʘʟʫʻ ʥʘ 

ʪʝ, ʱʦ ʙʫʣʦ ʜʦʩʷʛʥʫʪʦ ʨʝʟʫʣʴʪʘʪ ʘʪʘʢʠ (ʟ ʪʦʯʢʠ ʟʦʨʫ ʭʘʢʝʨʘ). ʊʘʢʠʤ 
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ʧʦʚʽʜʦʤʣʝʥʥʷʤ ʤʦʞʝ ʙʫʪʠ, ʥʘʧʨʠʢʣʘʜ, ʩʪʚʦʨʝʥʥʷ ʚʽʜʜʘʣʝʥʦʛʦ ʢʦʤʘʥʜʥʦʛʦ 

ʽʥʪʝʨʧʨʝʪʘʪʦʨʘ, ʚʠʢʦʥʘʥʥʷ ʢʦʤʘʥʜʠ ʘʙʦ ʟʥʠʱʝʥʥʷ ʜʘʥʠʭ. ʇʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ 

ʫʩʧʽʭ ʽʥʦʜʽ ʤʦʞʝ ʩʢʣʘʜʘʪʠʩʷ ʟ ʢʽʣʴʢʦʭ ʥʝʚʝʣʠʢʠʭ ʧʦʜʽʡ, ʷʢʽ ʩʧʽʣʴʥʦ ʚʢʘʟʫʶʪʴ 

ʥʘ ʜʦʩʷʛʥʝʥʥʷ ʢʽʥʮʝʚʦʾ ʤʝʪʠ ʘʪʘʢʠ. ʊʘʢʽ ʥʝʚʝʣʠʢʽ ʧʦʜʽʾ ʥʘʟʠʚʘʶʪʴ ʝʣʝʤʝʥʪʘʤʠ 

(agreggation element) ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʫʩʧʽʭ. ʆʪʞʝ, ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʫʩʧʽʭ 

ʜʝʤʦʥʩʪʨʫʻ, ʱʦ ʤʝʪʫ ʪʘ ʥʘʤʽʨʠ ʭʘʢʝʨʘ ʙʫʣʦ ʜʦʩʷʛʥʫʪʦ. 

ʇʦʚʽʜʦʤʣʝʥʥʷ ʟʚʦʨʦʪʥʦʛʦ ʟʚ'ʷʟʢʫ. ʇʽʜ ʯʘʩ ʧʝʨʝʚʽʨʢʠ ʩʠʩʪʝʤʠ ʱʦʜʦ ʾʾ 

ʟʣʦʤʫ ʯʝʨʝʟ ʚʨʘʟʣʠʚʝ ʤʽʩʮʝ ʛʝʥʝʨʫʶʪʴʩʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʟʚʦʨʦʪʥʠʡ ʟʚ'ʷʟʦʢ 

(feedback event). ʎʝ ʧʦʜʽʾ, ʷʢʽ ʣʝʛʢʦ ʤʦʞʥʘ ʧʦʙʘʯʠʪʠ ʭʘʢʝʨ. ɸ ʪʝ, ʥʘʩʢʽʣʴʢʠ 

ʣʝʛʢʦ ʟʘʣʝʞʠʪʴ ʚʽʜ ʩʝʨʝʜʦʚʠʱʘ ʨʝʘʣʽʟʘʮʽʾ ʘʪʘʢʠ. ʇʦʚʽʜʦʤʣʝʥʥʷʤ ʟʚʦʨʦʪʥʦʛʦ 

ʟʚ'ʷʟʢʫ ʤʦʞʥʘ ʚʚʘʞʘʪʠ ʚʽʜʧʦʚʽʜʽ ʥʘ ʟʘʧʠʪʠ ʪʘ ʯʘʩʦʚʽ ʧʨʦʤʽʞʢʠ ʤʽʞ ʧʦʜʽʷʤʠ. 

ʅʘʧʨʠʢʣʘʜ, ʪʘʢʠʡ ʧʘʨʘʤʝʪʨ, ʷʢ ʯʘʩ ʚʽʜʧʦʚʽʜʽ ʚʠʢʦʥʘʥʥʷ ʢʦʥʢʨʝʪʥʦʾ ʪʨʘʥʟʘʢʮʽʾ, 

ʻ ʧʦʚʽʜʦʤʣʝʥʥʷʤ ʟʚʦʨʦʪʥʠʡ ʟʚ'ʷʟʦʢ. ʇʦʚʽʜʦʤʣʝʥʥʷ ʟʚʦʨʦʪʥʦʛʦ ʟʚ'ʷʟʢʫ - ʮʝ 

ʽʥʩʪʨʫʤʝʥʪʠ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʫʩʧʽʭʫ ʘʙʦ ʥʝʚʜʘʯʽ ʘʪʘʢʠ, ʱʦ ʧʨʦʚʦʜʠʪʴʩʷ. 

 

7.4. ȮɱɐəɚɎɗɑəəɫ Ɏɔɡɱɐəɚɏɚ ɖɚɐɟ ɞɌ ɝɞɜɟɖɞɟɜɔ 

ɛɜɚɏɜɌɘɔ 

 

ɹʽʣʴʰʽʩʪʴ ʣʶʜʝʡ ʚʟʘʻʤʦʜʽʶʪʴ ʟ ʢʦʤʧ'ʶʪʝʨʥʠʤʠ ʧʨʦʛʨʘʤʘʤʠ ʥʘ ʜʫʞʝ 

ʧʦʚʝʨʭʥʝʚʦʤʫ ʨʽʚʥʽ: ʚʦʥʠ ʚʚʦʜʷʪʴ ʜʘʥʽ ʪʘ ʪʝʨʧʣʷʯʝ ʯʝʢʘʶʪʴ ʥʘ ʨʝʟʫʣʴʪʘʪʠ. 

ʍʦʯʘ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʠʡ ʽʥʪʝʨʬʝʡʩ ʙʽʣʴʰʦʩʪʽ ʧʨʦʛʨʘʤ ʽ ʤʦʞʝ ʙʫʪʠ ʜʦʩʠʪʴ 

ʤʽʟʝʨʥʠʤ, ʘʣʝ ʦʩʥʦʚʥʘ ʯʘʩʪʠʥʘ ʧʨʦʛʨʘʤ ʟʘʟʚʠʯʘʡ ʧʨʘʮʶʻ ʥʘ ʥʘʙʘʛʘʪʦ 

ʛʣʠʙʰʦʤʫ ʨʽʚʥʽ, ʥʽʞ ʮʝ ʟʜʘʻʪʴʩʷ ʥʘ ʧʝʨʰʠʡ ʧʦʛʣʷʜ. ʋ ʧʨʦʛʨʘʤʘʭ ʜʦʩʠʪʴ ʙʘʛʘʪʦ 

ʧʨʠʭʦʚʘʥʦʛʦ ʚʤʽʩʪʫ, ʜʦʩʪʫʧ ʜʦ ʷʢʦʛʦ ʜʦʟʚʦʣʷʻ ʦʪʨʠʤʘʪʠ ʩʝʨʡʦʟʥʽ ʧʝʨʝʚʘʛʠ. 

ʎʝʡ ʚʤʽʩʪ ʤʦʞʝ ʙʫʪʠ ʚʢʨʘʡ ʩʢʣʘʜʥʠʤ, ʯʠʤ ʦʙʫʤʦʚʣʝʥʘ ʽ ʩʢʣʘʜʥʽʩʪʴ ʟʣʦʤʫ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʘ ʦʪʞʝ, ʟʜʽʡʩʥʝʥʥʷ ʟʣʦʤʫ ʧʝʨʝʜʙʘʯʘʻ ʥʘʷʚʥʽʩʪʴ 

ʧʝʚʥʦʛʦ ʨʽʚʥʷ ʟʥʘʥʴ ʧʨʦ ʚʤʽʩʪ ʧʨʦʛʨʘʤʠ. 



200 

 

ʄʦʞʥʘ ʩʤʽʣʠʚʦ ʩʢʘʟʘʪʠ, ʱʦ ʦʩʥʦʚʥʦʶ ʷʢʽʩʪʶ ʛʘʨʥʦʛʦ ʭʘʢʝʨʘ ʻ ʚʤʽʥʥʷ 

ʨʦʟʢʨʠʚʘʪʠ ʪʦʥʢʦʱʽ ʪʘ ʭʠʪʨʦʱʽ ʢʦʜʫ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ 

ʘʪʘʢʫʻʪʴʩʷ. ʎʝʡ ʧʨʦʮʝʩ ʥʘʟʠʚʘʶʪʴ ʚʽʜʥʦʚʣʝʥʥʷʤ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʪʘ ʩʪʨʫʢʪʫʨʠ 

ʧʨʦʛʨʘʤʠ (reverse engineering). ɹʝʟʧʝʨʝʯʥʦ, ʟʣʦʤʱʠʢʠ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʻ ʚʠʩʦʢʦʢʚʘʣʽʬʽʢʦʚʘʥʠʤʠ ʢʦʨʠʩʪʫʚʘʯʘʤʠ ʛʦʪʦʚʠʭ ʧʨʦʛʨʘʤʥʠʭ 

ʟʘʩʦʙʽʚ. ɸʣʝ ʟʣʦʤ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʝ ʤʘʻ ʥʽʯʦʛʦ ʩʧʽʣʴʥʦʛʦ ʟ 

ʯʘʢʣʫʥʩʪʚʦʤ, ʽ ʥʝʤʘʻ ʥʽʷʢʠʭ ʯʘʨʽʚʥʠʭ ʧʨʦʛʨʘʤ ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ ʟʣʦʤʫ. ɼʣʷ 

ʟʣʦʤʫ ʥʝʩʪʘʥʜʘʨʪʥʦʾ ʧʨʦʛʨʘʤʠ ʭʘʢʝʨ ʧʦʚʠʥʝʥ ʚʤʽʪʠ ʚʧʣʠʚʘʪʠ ʥʘ ʧʨʦʛʨʘʤʫ, ʱʦ 

ʘʪʘʢʫʻʪʴʩʷ, ʥʝʟʚʠʯʘʡʥʠʤʠ ʩʧʦʩʦʙʘʤʠ. ʊʘʢʠʤ ʯʠʥʦʤ, ʭʦʯʘ ʧʨʠ ʘʪʘʮʽ ʧʨʘʢʪʠʯʥʦ 

ʟʘʚʞʜʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʩʧʝʮʽʘʣʴʥʽ ʟʘʩʦʙʠ (ʜʠʟʘʩʩʝʤʙʣʝʨʠ, ʤʝʭʘʥʽʟʤʠ 

ʩʪʚʦʨʝʥʥʷ ʩʮʝʥʘʨʽʾʚ, ʛʝʥʝʨʘʪʦʨʠ ʚʭʽʜʥʠʭ ʜʘʥʠʭ), ʘʣʝ ʮʝ ʣʠʰʝ ʦʩʥʦʚʘ ʘʪʘʢʠ. 

ʈʝʟʫʣʴʪʘʪ ʘʪʘʢʠ ʚʩʝ-ʪʘʢʠ ʧʦʚʥʽʩʪʶ ʟʘʣʝʞʠʪʴ ʚʽʜ ʟʜʽʙʥʦʩʪʝʡ ʭʘʢʝʨʘ. 

ʇʨʠ ʟʣʘʤʽ ʧʨʦʛʨʘʤʠ ʛʦʣʦʚʥʝ - ʮʝ ʟ'ʷʩʫʚʘʪʠ ʧʨʠʧʫʱʝʥʥʷ, ʷʢʽ ʙʫʣʠ ʜʦʧʫʱʝʥʽ 

ʨʦʟʨʦʙʥʠʢʘʤʠ ʩʠʩʪʝʤʠ, ʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʮʽ ʧʨʠʧʫʱʝʥʥʷ ʫ ʩʚʦʾʭ ʮʽʣʷʭ (ʦʩʴ 

ʯʦʤʫ ʪʘʢ ʚʘʞʣʠʚʦ ʨʦʟʢʨʠʪʠ ʚʩʽ ʟʨʦʙʣʝʥʽ ʧʨʠʧʫʱʝʥʥʷ ʧʽʜ ʯʘʩ ʧʨʦʝʢʪʫʚʘʥʥʷ ʪʘ 

ʩʪʚʦʨʝʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ). ɺʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʪʘ 

ʩʪʨʫʢʪʫʨʠ ʧʨʦʛʨʘʤʠ ʻ ʯʫʜʦʚʠʤ ʤʝʪʦʜʦʤ ʜʣʷ ʨʦʟʢʨʠʪʪʷ ʟʨʦʙʣʝʥʠʭ ʧʨʠʧʫʱʝʥʴ. 

ʆʩʦʙʣʠʚʦ ʪʠʭ, ʷʢʽ ʨʝʘʣʽʟʦʚʘʥʽ ʙʝʟ ʞʦʜʥʠʭ ʧʝʨʝʚʽʨʦʢ ʽ ʷʢʠʤʠ ʤʦʞʥʘ 

ʩʢʦʨʠʩʪʘʪʠʩʷ ʧʨʠ ʘʪʘʮʽ. 

 

7.4.1. ȿɝɑɜɑɐɔəɱ ɛɜɚɏɜɌɘɔ 

 

ʆʙʨʘʟʥʦ ʚʠʩʣʦʚʣʶʶʯʠʩʴ, ʧʨʦʛʨʘʤʠ/ʟʘʩʪʦʩʫʥʢʠ ʜʦʟʚʦʣʷʶʪʴ ʩʪʚʦʨʠʪʠ 

"ʧʨʦʧʫʩʢʥʫ ʩʠʩʪʝʤʫ", ʟʘʭʠʱʘʶʯʠ ʧʦʪʝʥʮʽʡʥʦ ʥʝʙʝʟʧʝʯʥʽ ʜʘʥʽ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʧʨʘʚʠʣ ʱʦʜʦ ʪʦʛʦ, ʭʪʦ ʽ ʢʦʣʠ ʤʘʻ ʧʨʘʚʦ ʜʦʩʪʫʧʫ ʜʦ ʮʠʭ ʜʘʥʠʭ. ʅʘ ʦʛʣʷʜ 

ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʚʠʩʪʘʚʣʝʥʽ ʣʠʰʝ ʷʨʣʠʢʠ ʧʨʦʛʨʘʤ, ʧʦʜʽʙʥʦ ʜʦ ʪʦʛʦ, ʷʢ ʽʥʪʝʨ'ʻʨ 

ʙʫʜʠʥʢʫ ʤʦʞʥʘ ʨʦʟʛʣʷʥʫʪʠ ʯʝʨʝʟ ʚʽʜʯʠʥʝʥʽ ʜʚʝʨʽ. ɿʘʢʦʥʦʩʣʫʭʥʷʥʽ ʢʦʨʠʩʪʫʚʘʯʽ 

ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʮʽ "ʜʚʝʨʽ", ʱʦʙ ʦʪʨʠʤʘʪʠ ʜʘʥʽ, ʱʦ ʟʙʝʨʽʛʘʶʪʴʩʷ ʚʩʝʨʝʜʠʥʽ. ɼʣʷ 

ʢʦʞʥʦʾ ʧʨʦʛʨʘʤʠ ʧʝʨʝʜʙʘʯʝʥʦ ʩʚʦʾ ʪʦʯʢʠ ʚʭʦʜʫ. ʇʨʦʙʣʝʤʘ ʚ ʪʦʤʫ, ʱʦ ʮʠʤʠ 
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ʩʘʤʠʤʠ "ʜʚʝʨʷʤʠ" ʜʣʷ ʜʦʩʪʫʧʫ ʜʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʩʝʨʝʜʠʥʽ 

ʢʦʤʧʘʥʽʾ ʤʦʞʫʪʴ ʩʢʦʨʠʩʪʘʪʠʩʷ ʽ ʚʽʜʜʘʣʝʥʽ ʟʣʦʚʤʠʩʥʠʢʠ. ʈʦʟʛʣʷʥʝʤʦ, 

ʥʘʧʨʠʢʣʘʜ, ʜʫʞʝ ʧʦʰʠʨʝʥʽ "ʜʚʝʨʽ" ʜʦʩʪʫʧʫ ʜʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ 

ʧʨʘʮʶʻ ʚ Internet, - TCP/IP-ʧʦʨʪ. ʍʦʯʘ ʫ ʟʚʠʯʘʡʥʽʡ ʧʨʦʛʨʘʤʽ ʻ ʙʘʛʘʪʦ ʪʦʯʦʢ 

ʜʦʩʪʫʧʫ, ʙʘʛʘʪʦ ʭʘʢʝʨʽʚ ʧʝʨʝʜʫʩʽʤ ʧʝʨʝʚʽʨʷʶʪʴ ʊʉʈ/ɯʈ-ʧʦʨʪʠ. ɿʨʦʙʠʪʠ ʮʝ 

ʜʦʩʠʪʴ ʧʨʦʩʪʦ ʟʘ ʜʦʧʦʤʦʛʦʶ ʟʘʩʦʙʽʚ ʩʢʘʥʫʚʘʥʥʷ ʧʦʨʪʽʚ. ɿʘ ʜʦʧʦʤʦʛʦʶ ʧʦʨʪʽʚ 

ʥʘʜʘʻʪʴʩʷ ʜʦʩʪʫʧ ʢʦʨʠʩʪʫʚʘʯʽʚ ʜʦ ʧʨʦʛʨʘʤʠ, ʘʣʝ ʟʥʘʡʪʠ "ʜʚʝʨʽ" - ʮʝ ʣʠʰʝ 

ʧʦʯʘʪʦʢ ʩʧʨʘʚʠ. ɿʚʠʯʘʡʥʘ ʧʨʦʛʨʘʤʘ ʜʦʩʠʪʴ ʩʢʣʘʜʥʘ (ʷʢ ʙʫʜʠʥʦʢ, ʱʦ 

ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʙʘʛʘʪʴʦʭ ʢʽʤʥʘʪ). ʅʘʡʮʽʥʥʽʰʠʡ ʩʢʘʨʙ, ʷʢ ʧʨʘʚʠʣʦ, ʟʘʭʦʚʘʥʠʡ 

ʫʩʝʨʝʜʠʥʽ ʙʫʜʠʥʢʫ. ʇʨʘʢʪʠʯʥʦ ʫ ʚʩʽʭ ʘʪʘʢʘʭ ʟʣʦʚʤʠʩʥʠʢʫ ʜʦʚʦʜʠʪʴʩʷ 

ʚʠʙʠʨʘʪʠ ʩʢʣʘʜʥʠʡ ʤʘʨʰʨʫʪ ʜʣʷ ʧʦʰʫʢʫ ʜʘʥʠʭ, ʱʦ ʧʦʪʨʽʙʥʦ ʟʥʘʡʪʠ ʚ 

ʧʨʦʛʨʘʤʽ. ɺʽʥ ʥʽʙʠ ʡʜʝ ʟ ʣʽʭʪʘʨʠʢʦʤ ʧʦ ʥʝʟʥʘʡʦʤʦʤʫ ʙʫʜʠʥʢʫ. ʋʩʧʽʰʥʘ 

ʧʦʜʦʨʦʞ ʮʠʤ ʣʘʙʽʨʠʥʪʦʤ ʜʦʟʚʦʣʠʪʴ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʧʦʪʨʽʙʥʠʭ ʜʘʥʠʭ ʽ 

ʽʥʦʜʽ ʥʘʚʽʪʴ ʧʦʚʥʠʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʧʨʦʛʨʘʤʥʠʤ ʟʘʙʝʟʧʝʯʝʥʥʷʤ. 

ʇʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʦʤʧ'ʶʪʝʨʘ ʻ ʥʘʙʽʨ ʽʥʩʪʨʫʢʮʽʡ, ʷʢʽ ʚʠʟʥʘʯʘʶʪʴ 

ʤʦʞʣʠʚʦʩʪʽ ʢʦʤʧ'ʶʪʝʨʘ ʟʘʛʘʣʴʥʦʛʦ ʧʨʠʟʥʘʯʝʥʥʷ. ʊʘʢʠʤ ʯʠʥʦʤ, ʫ ʧʝʚʥʦʤʫ 

ʩʝʥʩʽ ʧʨʦʛʨʘʤʘ ʻ ʨʝʘʣʽʟʘʮʽʻʶ ʢʦʥʢʨʝʪʥʦʾ ʤʘʰʠʥʠ (ʱʦ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʢʦʤʧ'ʶʪʝʨʘ 

ʪʘ ʡʦʛʦ ʽʥʩʪʨʫʢʮʽʡ). ʇʦʜʽʙʥʽ ʤʘʰʠʥʠ ʧʦʚʠʥʥʽ ʧʨʘʮʶʚʘʪʠ ʟʘ ʟʘʜʘʥʠʤʠ 

ʧʨʘʚʠʣʘʤʠ ʪʘ ʜʽʷʪʠ ʟʘ ʩʪʨʦʛʦ ʟʘʜʘʥʠʤʠ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤʠ. ʊʝ, ʷʢ ʧʨʘʮʶʻ 

ʧʨʦʛʨʘʤʘ, ʤʦʞʥʘ ʦʮʽʥʠʪʠ ʫ ʧʨʦʮʝʩʽ ʾʾ ʚʠʢʦʥʘʥʥʷ. ʉʢʣʘʜʥʽʰʝ ʜʽʟʥʘʪʠʩʷ ʧʨʦ ʾʾ 

ʚʠʭʽʜʥʠʡ ʢʦʜ ʽ ʟʨʦʟʫʤʽʪʠ ʚʥʫʪʨʽʰʥʽ ʧʨʦʮʝʩʠ ʚ ʩʘʤʽʡ ʧʨʦʛʨʘʤʽ. ʋ ʜʝʷʢʠʭ 

ʚʠʧʘʜʢʘʭ ʚʠʭʽʜʥʠʡ ʢʦʜ ʧʨʦʛʨʘʤʠ ʻ ʚʽʜʢʨʠʪʠʤ ʜʣʷ ʚʠʚʯʝʥʥʷ, ʫ ʜʝʷʢʠʭ ʥʽ. ʊʘʢʠʤ 

ʯʠʥʦʤ, ʤʝʪʦʜʠ ʟʣʦʤʫ ʥʝ ʟʘʚʞʜʠ ˇʨʫʥʪʫʶʪʴʩʷ ʥʘ ʚʠʭʽʜʥʦʤʫ ʢʦʜʽ ʧʨʦʛʨʘʤʠ. 

ɼʝʷʢʽ ʤʝʪʦʜʠ ʘʪʘʢ ʧʨʘʮʶʶʪʴ ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʜʦʩʪʫʧʥʦʩʪʽ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ. ɯʥʰʽ 

ʤʝʪʦʜʠ ʜʦʟʚʦʣʷʶʪʴ ʚʽʜʪʚʦʨʠʪʠ ʚʠʭʽʜʥʠʡ ʢʦʜ ʤʘʰʠʥʥʠʤ ʢʦʤʘʥʜʘʤ.  

ɺʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ. ɯʥʞʝʥʝʨʥʠʡ ʘʥʘʣʽʟ ʻ ʧʨʦʮʝʩ ʚʽʜʪʚʦʨʝʥʥʷ 

ʧʨʠʥʮʠʧʦʚʦʾ ʩʭʝʤʠ ʤʘʰʠʥʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʚʠʚʯʝʥʥʷ ʪʽʣʴʢʠ ʩʘʤʦʾ ʤʘʰʠʥʠ ʪʘ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʾʾ ʨʦʙʦʪʠ. ʅʘ ʥʘʡʚʠʱʦʤʫ ʨʽʚʥʽ ʮʝ ʤʦʞʝ ʦʟʥʘʯʘʪʠ ʚʠʚʯʝʥʥʷ 

ʤʝʭʘʥʽʟʤʫ, ʧʨʠʥʮʠʧ ʜʽʾ ʷʢʦʛʦ ʩʧʦʯʘʪʢʫ ʥʝʟʨʦʟʫʤʽʣʠʡ, ʘʣʝ ʧʦʯʠʥʘʻ ʧʨʦʷʩʥʷʪʠʩʷ 

ʧʨʦʪʷʛʦʤ ʧʦʜʘʣʴʰʦʛʦ ʘʥʘʣʽʟʫ. ɻʨʘʤʦʪʥʠʡ ʽʥʞʝʥʝʨ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ 
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ʩʧʦʯʘʪʢʫ ʧʨʘʛʥʝ ʟʨʦʟʫʤʽʪʠ ʜʝʪʘʣʽ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ, ʟ ʽʥʰʦʛʦ 

ʙʦʢʫ, ʧʝʨʝʜʙʘʯʘʻ ʨʦʟʫʤʽʥʥʷ ʚʩʽʻʾ ʩʠʩʪʝʤʠ ʟʘʛʘʣʦʤ. ɺʽʥ ʧʦʚʠʥʝʥ ʜʦʙʨʝ 

ʨʦʟʙʠʨʘʪʠʩʷ ʷʢ ʫ ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ, ʪʘʢ ʽ ʚ ʘʧʘʨʘʪʥʠʭ ʟʘʩʦʙʘʭ ʽ ʤʘʪʠ 

ʩʧʨʘʚʞʥʻ ʫʷʚʣʝʥʥʷ ʧʨʦ ʪʝ, ʷʢ ʮʽ ʟʘʩʦʙʠ ʚʟʘʻʤʦʜʽʶʪʴ ʦʜʠʥ ʟ ʦʜʥʠʤ. 

ʈʦʟʛʣʷʥʝʤʦ, ʷʢ ʟʦʚʥʽʰʥʽ ʜʘʥʽ ʦʙʨʦʙʣʷʶʪʴʩʷ ʧʨʦʛʨʘʤʦʶ. ɿʦʚʥʽʰʥʽʡ 

ʢʦʨʠʩʪʫʚʘʯ ʤʦʞʝ ʚʚʦʜʠʪʠ ʜʘʥʽ ʪʘ ʢʦʤʘʥʜʠ. ʂʦʞʝʥ ʚʠʙʽʨ ʛʽʣʢʠ ʢʦʜʫ ʻ 

ʨʝʟʫʣʴʪʘʪʦʤ ʢʽʣʴʢʦʭ ʨʽʰʝʥʴ, ʷʢʽ ʧʨʠʡʤʘʶʪʴʩʷ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʚʭʽʜʥʠʭ ʜʘʥʠʭ. 

ɯʥʦʜʽ ʢʘʥʘʣ ʚʠʢʦʥʘʥʥʷ ʢʦʜʫ ʤʦʞʝ ʙʫʪʠ "ʰʠʨʦʢʠʤ" ʪʘ ʫʩʧʽʰʥʦ ʧʨʦʧʫʩʢʘʪʠ 

ʥʝʦʙʤʝʞʝʥʫ ʢʽʣʴʢʽʩʪʴ ʧʦʚʽʜʦʤʣʝʥʴ. ɸʣʝ ʚʽʥ ʙʫʚʘʻ ʽ "ʚʫʟʴʢʠʤ", ʱʦ ʧʨʠʟʚʦʜʠʪʴ 

ʜʦ ʫʧʦʚʽʣʴʥʝʥʥʷ ʯʠ ʥʘʚʽʪʴ ʟʘʚʠʩʘʥʥʷ ʧʨʦʛʨʘʤʠ, ʷʢʱʦ ʚʭʽʜʥʽ ʜʘʥʽ ʩʬʦʨʤʦʚʘʥʽ 

ʥʝʢʦʨʝʢʪʥʦ. 

ɺʟʘʛʘʣʽ, ʯʠʤ ʙʽʣʴʰʝ ʧʦʛʣʠʙʣʶʚʘʪʠʩʷ ʚ ʧʨʦʛʨʘʤʫ, ʪʠʤ ʙʽʣʴʰʘ ʢʽʣʴʢʽʩʪʴ 

ʧʝʨʝʭʦʜʽʚ ʙʫʜʝ ʤʽʞ ʤʽʩʮʝʤ "ʩʪʘʨʪʘ" ʽ ʢʽʥʮʝʚʦʶ ʪʦʯʢʦʶ. ʑʦʙ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ 

ʜʦ ʢʦʥʢʨʝʪʥʦʾ ʪʦʯʢʠ ʚ ʥʘʰʦʤʫ çʜʦʤʫè, ʜʦʚʝʜʝʪʴʩʷ ʩʧʦʯʘʪʢʫ ʧʨʦʡʪʠ ʯʝʨʝʟ 

ʙʘʛʘʪʦ çʢʽʤʥʘʪè (ʽ ʩʧʦʜʽʚʘʪʠʩʷ, ʱʦ ʪʘʤ ʻ ʢʦʨʠʩʥʽ ʜʘʥʽ). ʂʦʞʥʽ ʚʥʫʪʨʽʰʥʽ "ʜʚʝʨ"̔ 

ʤʘʁʪʴ ʩʚʦʾ ʧʨʘʚʠʣʘ ʚʽʜʥʦʩʥʦ ʪʦʛʦ, ʷʢʽ ʜʘʥʽ ʜʦʟʚʦʣʝʥʦ ʧʨʦʧʫʩʢʘʪʠ. ʊʦʤʫ ʜʫʞʝ 

ʩʢʣʘʜʥʦ ʩʪʚʦʨʠʪʠ "ʧʨʘʚʠʣʴʥʽ" ʢʦʨʠʩʥʽ ʜʘʥʽ, ʷʢʽ ʙ ʧʨʦʡʰʣʠ ʩʢʚʦʟʴ ʚʩʽ "ʜʚʝʨʽ", 

ʷʢ ʟʦʚʥʽʰʥʽ, ʪʘʢ ʽ ʚʥʫʪʨʽʰʥʽ. ɺ ʟʘʛʘʣʴʥʦʤʫ, ʚʭʽʜʥʽ ʜʘʥʽ ʩʪʘʥʦʚʣʷʪʴʩʷ ʚʩʝ ʙʽʣʴʰ 

ʣʘʢʦʥʽʯʥʠʤʠ ʽ ʩʧʝʮʠʬʽʯʥʠʤʠ ʧʦ ʤʽʨʽ ʧʦʛʣʠʙʣʝʥʥʷ ʚ ʧʨʦʛʨʘʤʫ. ʆʩʴ ʯʦʤʫ ʜʣʷ 

ʟʣʦʤʫ ʧʨʦʛʨʘʤʠ ʥʝʜʦʩʪʘʪʥʴʦ ʧʨʷʤʦʣʽʥʽʡʥʠʭ ʩʧʨʦʙ ʧʽʜʙʦʨʫ. ʇʨʦʩʪʘ ʧʦʜʘʯʘ ʥʘ 

ʚʭʽʜ ʧʨʦʛʨʘʤʠ ʚʠʧʘʜʢʦʚʠʭ ʜʘʥʠʭ ʧʨʘʢʪʠʯʥʦ ʥʽʢʦʣʠ ʥʝ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʧʝʨʝʙʦʨʫ 

ʚʩʽʭ ʤʦʞʣʠʚʠʭ ʤʘʨʰʨʫʪʽʚ ʚʠʢʦʥʘʥʥʷ ʢʦʜʫ. ʊʦʤʫ ʙʘʛʘʪʦ ʤʦʞʣʠʚʠʭ ʰʣʷʭʽʚ ʚ 

ʧʨʦʛʨʘʤʽ ʟʘʣʠʰʘʶʪʴʩʷ ʥʝʚʠʷʚʣʝʥʠʤʠ (ʽ ʥʝʚʠʢʦʨʠʩʪʘʥʠʤʠ ʧʨʠ ʟʣʦʤ)̔ ʷʢ 

ʭʘʢʝʨʘʤʠ, ʪʘʢ ʽ ʬʘʭʽʚʮʷʤʠ ʽʟ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʝʟʧʝʢʠ. 

ɼʣʷ ʯʦʛʦ ʮʝ ʧʦʪʨʽʙʥʦ? ɺʽʜʪʚʦʨʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʜʦʟʚʦʣʷʻ ʜʽʟʥʘʪʠʩʷ ʧʨʦ 

ʦʨʠʛʽʥʘʣʴʥʫ ʩʪʨʫʢʪʫʨʫ ʧʨʦʛʨʘʤʠ ʽ ʧʨʦ ʪʝ, ʷʢ ʚʟʘʛʘʣʽ ʧʨʘʮʶʶʪʴ ʧʨʦʛʨʘʤʠ. ʎʝ 

ʧʨʦʩʪʦ ʥʝʦʙʭʽʜʥʽ ʚʽʜʦʤʦʩʪʽ ʧʨʠ ʟʣʦʤ ̔ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʅʘʧʨʠʢʣʘʜ, 

ʤʦʞʥʘ ʜʽʟʥʘʪʠʩʷ, ʷʢʽ ʩʠʩʪʝʤʥʽ ʬʫʥʢʮʽʾ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʘʪʘʢʦʚʘʥʫ ʧʨʦʛʨʘʤʫ, 

ʜʦ ʷʢʦʛʦ ʬʘʡʣʫ ʚʦʥʘ ʟʚʝʨʪʘʻʪʴʩʷ, ʥʘ ʦʩʥʦʚʽ ʷʢʠʭ ʧʨʦʪʦʢʦʣʽʚ ʧʨʘʮʶʻ ʪʘ ʷʢ 

ʚʟʘʻʤʦʜʽʻ ʟ ʽʥʰʠʤʠ ʢʦʤʧôʶʪʝʨʘʤʠ ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ. 
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ʆʩʥʦʚʥʘ ʧʝʨʝʚʘʛʘ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʧʨʦʛʨʘʤʠ ʧʦʣʷʛʘʻ ʚ 

ʤʦʞʣʠʚʦʩʪʽ ʟʤʽʥʠʪʠ ʩʪʨʫʢʪʫʨʫ ʧʨʦʛʨʘʤʠ ʪʘ ʚʧʣʠʚʫ ʥʘ ʭʽʜ ʾʾ ʚʠʢʦʥʘʥʥʷ. ɿ 

ʪʝʭʥʽʯʥʦʾ ʪʦʯʢʠ ʟʦʨʫ ʮʝ ʩʪʚʦʨʝʥʥʷ ʟʘʧʣʘʪʠ (ʚʠʧʨʘʚʣʝʥʥʷ), ʦʩʢʽʣʴʢʠ ʜʦʜʘʶʪʴʩʷ 

ʟʘʧʣʘʪʠ ʜʦ ʦʨʠʛʽʥʘʣʴʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ. ɿʘʧʣʘʪʠ ʜʦʟʚʦʣʷʶʪʴ ʜʦʜʘʪʠ 

ʢʦʤʘʥʜʫ ʘʙʦ ʟʤʽʥʠʪʠ ʤʝʪʦʜ ʨʦʙʦʪʠ ʢʦʥʢʨʝʪʥʦʛʦ ʚʠʢʣʠʢʫ ʬʫʥʢʮʽʾ, ʘ ʟʥʘʯʠʪʴ, 

ʜʦʜʘʪʠ ʜʦʜʘʪʢʦʚʽ ʤʦʞʣʠʚʦʩʪʽ, ʚʠʜʘʣʠʪʠ ʘʙʦ ʜʝʘʢʪʠʚʫʚʘʪʠ ʬʫʥʢʮʽʾ ʪʘ 

ʚʽʜʧʨʘʚʠʪʠ ʫ ʚʠʭʽʜʥʠʡ ʢʦʜ ʧʦʤʠʣʢʠ, ʧʦʚôʷʟʘʥʽ ʟ ʙʝʟʧʝʢʦʶ ʩʠʩʪʝʤʠ. ʋ 

ʩʝʨʝʜʦʚʠʱʽ ʭʘʢʝʨʽʚ ʧʣʘʪʠ ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʟʥʠʱʝʥʥʷ ʤʝʭʘʥʽʟʤʽʚ 

ʟʘʭʠʩʪʫ ʚʽʜ ʢʦʧʽʶʚʘʥʥʷ. ʗʢ ʽ ʙʫʜʴ-ʷʢʠʡ ʟʘʩʽʙ, ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ 

ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʽ ʚ ʙʣʘʛʠʭ, ʽ ʚ ʜʫʨʥʠʭ ʮʽʣʷʭ. 

ʅʘʩʢʽʣʴʢʠ ʮʝ ʣʝʛʘʣʴʥʦ? ɺʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʪʦʨʢʘʻʪʴʩʷ ʧʠʪʘʥʴ, 

ʦʧʠʩʘʥʠʭ ʫ ʟʘʢʦʥʽ ʧʨʦ ʽʥʪʝʣʝʢʪʫʘʣʴʥʫ ʚʣʘʩʥʽʩʪʴ. ʋ ʙʘʛʘʪʴʦʭ ʣʽʮʝʥʟʽʷʭ ʥʘ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʞʦʨʩʪʢʦ ʟʘʙʦʨʦʥʷʻʪʴʩʷ ʚʽʜʥʦʚʣʝʥʥʷ 

ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ. ʂʦʤʧʘʥʽʾ ʟ ʨʦʟʨʦʙʢʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʦʙʦʶʶʪʴʩʷ 

(ʽ ʘʙʩʦʣʶʪʥʦ ʩʧʨʘʚʝʜʣʠʚʦ), ʱʦ ʟʘ ʜʦʧʦʤʦʛʦʶ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ 

ʙʫʜʫʪʴ ʨʦʟʢʨʠʪʽ ʘʣʛʦʨʠʪʤʠ ʪʘ ʤʝʪʦʜʠ, ʷʢʽ ʙʫʣʠ ʚʠʢʦʨʠʩʪʘʥʽ ʚ ʾʭ ʧʨʦʛʨʘʤʘʭ, ʷʢʽ 

ʻ ʾʭ ʚʣʘʩʥʽʩʪʶ. ʆʜʥʘʢ ʥʝʤʘʻ ʧʨʷʤʦʛʦ ʟʘʢʦʥʫ, ʱʦ ʟʘʙʦʨʦʥʷʻ ʚʽʜʥʦʚʣʝʥʥʷ 

ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ. 

ʆʩʢʽʣʴʢʠ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʻ ʦʩʥʦʚʥʦʶ ʜʽʻʶ ʜʣʷ ʫʩʫʥʝʥʥʷ 

ʤʝʭʘʥʽʟʤʫ ʟʘʭʠʩʪʫ ʚʽʜ ʢʦʧʽʶʚʘʥʥʷ, ʚʠʥʠʢʘʶʪʴ ʧʝʚʥʽ ʩʫʤʥʽʚʠ ʱʦʜʦ ʡʦʛʦ 

ʣʝʛʘʣʴʥʦʩʪʽ. ɹʝʟʫʤʦʚʥʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʜʣʷ 

ʟʥʠʱʝʥʥʷ ʟʘʭʠʩʪʫ ʚʽʜ ʢʦʧʽʶʚʘʥʥʷ ʻ ʥʝʟʘʢʦʥʥʠʤ. ʆʜʥʘʢ ʩʘʤʝ ʩʦʙʦʶ 

ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʥʝ ʻ ʥʝʟʘʢʦʥʥʠʤ. ʗʢʱʦ ʟ'ʷʚʠʪʴʩʷ ʟʘʢʦʥ, ʱʦ 

ʟʘʙʦʨʦʥʷʻ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ, ʮʝ ʩʪʚʦʨʠʪʴ ʤʘʩʫ ʧʨʦʙʣʝʤ ʜʣʷ ʨʷʜʦʚʠʭ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʊʘʢʘ ʟʘʙʦʨʦʥʘ ʙʫʜʝ ʥʘʛʘʜʫʚʘʪʠ 

ʟʘʙʦʨʦʥʫ ʚʽʜʢʨʠʪʪʷ ʢʘʧʦʪʘ ʚʘʰʦʛʦ ʘʚʪʦʤʦʙʽʣʷ ʥʘ ʡʦʛʦ ʨʝʤʦʥʪʫ, ʪʦʙʪʦ. 

ʢʦʨʠʩʪʫʚʘʯʝʚʽ, ʟʛʽʜʥʦ ʟ ʪʘʢʠʤ ʟʘʢʦʥʦʤ, ʧʨʠ ʢʦʞʥʦʤʫ ʨʝʤʦʥʪʽ ʪʘ ʪʝʭʥʽʯʥʦʤʫ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ ʜʦʚʝʜʝʪʴʩʷ ʟʚʝʨʪʘʪʠʩʷ ʜʦ ʜʠʣʝʨʘ. 
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7.4.2. ȳɌɝɚɍɔ ɎɱɐəɚɎɗɑəəɫ Ɏɔɡɱɐəɚɏɚ ɖɚɐɟ 

 

ɯʜʝʷ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʩʪʘʣʘ ʧʦʰʪʦʚʭʦʤ ʫ ʨʦʟʚʠʪʦʢ ʮʽʣʦʾ 

ʧʨʦʤʠʩʣʦʚʦʩʪʽ ʪʝʭʥʽʯʥʠʭ ʨʽʰʝʥʴ. ɯʥʞʝʥʝʨʠ ʟ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ 

ʚʠʨʽʰʫʶʪʴ ʙʘʛʘʪʦ ʘʢʪʫʘʣʴʥʠʭ ʽ ʩʢʣʘʜʥʠʭ ʧʨʦʙʣʝʤ, ʥʘʧʨʠʢʣʘʜ, ʪʽ, ʱʦ ʧʦʚ'ʷʟʘʥʽ 

ʟ ʚʠʟʥʘʯʝʥʥʷʤ ʧʦʪʨʽʙʥʦʛʦ ʧʨʦʪʦʢʦʣʫ ʪʘ ʚʽʜʥʦʚʣʝʥʥʷʤ ʢʦʜʫ ʜʣʷ ʧʨʦʛʨʘʤ, ʱʦ 

ʚʠʢʦʥʫʶʪʴʩʷ. ʅʘʧʨʠʢʣʘʜ, ʫ 1980-ʭ ʨʦʢʘʭ ʚʜʘʣʦʩʷ ʚʽʜʥʦʚʠʪʠ ʚʠʭʽʜʥʠʡ ʢʦʜ 

BIOS ʜʣʷ ʧʝʨʩʦʥʘʣʴʥʠʭ ʢʦʤʧ'ʶʪʝʨʽʚ IBM PC, ʱʦ ʧʨʠʟʚʝʣʦ ʜʦ ʚʠʥʠʢʥʝʥʥʷ ʥʘ 

ʨʠʥʢʫ ʙʘʛʘʪʴʦʭ ʘʥʘʣʦʛʽʯʥʠʭ ʨʽʰʝʥʴ. ʊʽ ʞ ʤʝʪʦʜʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʽ ʚ ʽʛʨʦʚʽʡ 

ʽʥʜʫʩʪʨʽʾ ʪʝʣʝʚʽʟʽʡʥʠʭ ʧʨʠʩʪʘʚʦʢ (ʥʘʧʨʠʢʣʘʜ, ʩʪʚʦʨʝʥʥʷ ʘʥʘʣʦʛʽʚ Sony 

PlayStation). ɼʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʫʤʽʩʥʦʩʪʽ ʯʽʧʽʚ ʢʦʤʧʘʥʽʾ Cyrix ʪʘ AMD 

ʟʜʽʡʩʥʠʣʠ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʜʣʷ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ 

ʧʨʠʥʮʠʧʽʚ ʨʦʙʦʪʠ ʤʽʢʨʦʧʨʦʮʝʩʦʨʽʚ ʢʦʤʧʘʥʽʾ Intel. ɸʣʝ ʟ ʧʦʛʣʷʜʫ ʟʘʢʦʥʫ 

ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʤʝʞʫʻ ʽʟ ʟʣʦʯʠʥʦʤ. ʅʦʚʽ ʟʘʢʦʥʠ ʚ ʉʐɸ ʥʘ ʢʰʪʘʣʪ 

DMCA ʽ UCITA (ʷʢʽ ʢʨʠʪʠʢʫʶʪʴ ʙʘʛʘʪʦ ʬʘʭʽʚʮʽʚ ʟ ʙʝʟʧʝʢʠ) ʥʘʢʣʘʜʘʶʪʴ 

ʞʦʨʩʪʢʽ ʦʙʤʝʞʝʥʥʷ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ. ʗʢʱʦ ʚʠ ʟʙʠʨʘʻʪʝʩʷ ʣʝʛʘʣʴʥʦ 

ʟʘʡʤʘʪʠʩʷ ʚʽʜʥʦʚʣʝʥʥʷʤ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ, ʩʣʽʜ ʦʟʥʘʡʦʤʠʪʠʩʴ ʽʟ ʮʠʤʠ ʟʘʢʦʥʘʤʠ 

ʽ ʟʘʢʦʥʘʤʠ ɺʘʰʦʾ ʢʨʘʾʥʠ. ʄʠ ʥʝ ʟʙʠʨʘʻʤʦʩʷ ʨʦʙʠʪʠ ʟʘʢʣʶʯʥʠʭ ʦʮʽʥʦʢ ʱʦʜʦ 

ʣʝʛʘʣʴʥʦʩʪʽ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ, ʦʩʢʽʣʴʢʠ ʥʝ ʻ ʶʨʠʩʪʘʤʠ, ʘʣʝ ʨʘʜʠʤʦ 

ʟʘʚʞʜʠ ʢʦʥʩʫʣʴʪʫʚʘʪʠʩʴ ʽʟ ʬʘʭʽʚʮʷʤʠ ʟ ʧʠʪʘʥʴ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʚʣʘʩʥʦʩʪʽ. 

ɺʽʜʣʘʜʯʠʢ (Debugger). ɺʽʜʣʘʜʯʠʢʦʤ ʥʘʟʠʚʘʻʪʴʩʷ ʧʨʦʛʨʘʤʘ, ʷʢʘ ʚʠʢʦʥʫʻ ʚ 

ʩʦʙʽ ʽʥʰʫ ʧʨʦʛʨʘʤʫ ʽ ʜʦʟʚʦʣʷʻ ʟʜʽʡʩʥʶʚʘʪʠ ʢʦʥʪʨʦʣʴ ʟʘ ʮʽʻʶ ʧʨʦʛʨʘʤʦʶ, ʱʦ 

ʚʠʢʦʥʫʻʪʴʩʷ. ɿʘ ʜʦʧʦʤʦʛʦʶ ʚʽʜʣʘʜʯʠʢʘ ʤʦʞʥʘ ʧʝʨʝʚʽʨʷʪʠ ʧʨʦʛʨʘʤʫ 

ʧʦʢʨʦʢʦʚʦ, ʚʽʜʩʪʝʞʫʚʘʪʠ ʤʘʨʰʨʫʪ ʚʠʢʦʥʘʥʥʷ ʢʦʜʫ, ʚʩʪʘʥʦʚʣʶʚʘʪʠ ʪʦʯʢʠ 

ʟʫʧʠʥʢʠ ʪʘ ʢʦʥʪʨʦʣʶʚʘʪʠ ʟʥʘʯʝʥʥʷ ʟʤʽʥʥʠʭ ʪʘ ʧʘʤ'ʷʪʽ ʧʨʦʛʨʘʤʠ, ʱʦ 

ʧʝʨʝʚʽʨʷʻʪʴʩʷ (ʘʙʦ ʘʪʘʢʫʻʪʴʩʷ). ɺʽʜʣʘʜʯʠʢ ʧʨʦʩʪʦ ʥʝʟʘʤʽʥʥʠʡ ʚʠʟʥʘʯʝʥʥʷ 

ʣʦʛʽʯʥʦʾ ʩʪʨʫʢʪʫʨʠ ʧʨʦʛʨʘʤʠ. ɯʩʥʫʻ ʜʚʽ ʢʘʪʝʛʦʨʽʾ ʚʽʜʣʘʜʯʠʢʽʚ: ʚʽʜʣʘʜʯʠʢʠ 

ʧʨʦʛʨʘʤ ʢʦʨʠʩʪʫʚʘʯʘ ʽ ʚʽʜʣʘʜʯʠʢʠ ʷʜʨʘ. ɺʽʜʣʘʜʥʠʢʠ ʧʨʦʛʨʘʤ ʢʦʨʠʩʪʫʚʘʯʘ 

ʟʘʧʫʩʢʘʶʪʴʩʷ ʷʢ ʟʚʠʯʘʡʥʘ ʧʨʦʛʨʘʤʘ ʧʽʜ ʫʧʨʘʚʣʽʥʥʷʤ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʽ 
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ʧʽʜʧʦʨʷʜʢʦʚʫʶʪʴʩʷ ʪʠʤ ʞʝ ʧʨʘʚʠʣʘʤ, ʱʦ ʽ ʟʚʠʯʘʡʥʽ ʧʨʦʛʨʘʤʠ. ʊʘʢʠʤ ʯʠʥʦʤ, 

ʥʘʣʘʛʦʜʞʫʚʘʯʽ ʮʽʻʾ ʢʘʪʝʛʦʨʽʾ ʟʜʘʪʥʽ ʚʠʢʦʥʫʚʘʪʠ ʥʘʣʘʛʦʜʞʝʥʥʷ ʣʠʰʝ ʽʥʰʠʭ 

ʧʨʦʮʝʩʽʚ, ʱʦ ʚʠʢʦʥʫʶʪʴʩʷ ʥʘ ʨʽʚʥʽ ʢʦʨʠʩʪʫʚʘʯʘ. ɺʽʜʣʘʜʯʠʢ ʷʜʨʘ ʻ ʯʘʩʪʠʥʦʶ 

ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ, ʽ ʟ ʡʦʛʦ ʜʦʧʦʤʦʛʦʶ ʤʦʞʥʘ ʚʠʢʦʥʫʚʘʪʠ ʥʘʣʘʛʦʜʞʝʥʥʷ 

ʜʨʘʡʚʝʨʽʚ ʧʨʠʩʪʨʦʾʚ ʽ ʥʘʚʽʪʴ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ.  

ʋ ʤʠʥʫʣʦʤʫ ʷʢ ʚʽʜʣʘʜʯʠʢ ʭʘʢʝʨʠ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ ʰʠʨʦʢʦ ʚʽʜʦʤʠʡ 

SoftICE . ʎʝ ʙʫʚ ʩʧʨʘʚʜʽ ʧʦʪʫʞʥʠʡ ʽʥʩʪʨʫʤʝʥʪ, ʽ ʥʘʚʽʪʴ ʯʝʨʝʟ ʙʘʛʘʪʦ ʨʦʢʽʚ 

ʢʨʘʱʝ ʟʘ ʥʴʦʛʦ ʥʽʯʦʛʦ ʥʝ ʙʫʣʦ ʚʠʥʘʡʜʝʥʦ. ɹʝʟʧʝʨʝʯʥʦʶ ʡʦʛʦ ʧʝʨʝʚʘʛʦʶ ʙʫʣʘ 

ʤʦʞʣʠʚʽʩʪʴ ʥʘʣʘʛʦʜʞʝʥʥʷ ʷʜʨʘ Windows ʟʘ ʜʦʧʦʤʦʛʦʶ ʦʜʥʦʛʦ ʢʦʤʧ'ʶʪʝʨʘ. 

ʊʠʤ ʯʘʩʦʤ, ʥʝ ʙʝʟ ʪʠʩʢʫ Microsoft, ʫ 2006 ʨ. ʡʦʛʦ ʨʦʟʨʦʙʢʫ ʙʫʣʦ ʧʨʠʧʠʥʝʥʦ. ɸ 

ʦʩʢʽʣʴʢʠ SoftICE ʜʫʞʝ ʩʠʣʴʥʦ ʟʘʣʝʞʘʚ ʚʽʜ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ Windows, ʫ 

ʧʽʟʥʽʰʠʭ ʾʾ ʚʝʨʩʽʷʭ ʚʽʥ ʧʨʦʩʪʦ ʥʝ ʧʨʘʮʶʻ. ʆʩʪʘʥʥʷ ʚʝʨʩʽʷ Windows, ʚ ʷʢʽʡ 

ʤʦʞʥʘ ʢʦʨʠʩʪʫʚʘʪʠʩʷ SoftICE, ʙʫʣʘ Windows XP SP 2. ʋ SP 3 ʚʽʥ ʚʞʝ ʥʝ 

ʬʫʥʢʮʽʦʥʫʚʘʚ, ʘ ʚ Vista ʽ Windows 7 ʽ ʧʦʛʦʪʽʚ. 

ɿʘʨʘʟ ʟʘ ʚʝʣʠʢʠʤ ʨʘʭʫʥʢʦʤ ʭʘʢʝʨ ʤʘʻ ʚʠʙʽʨ ʪʽʣʴʢʠ ʟ ʜʚʦʭ ʧʦ-ʩʧʨʘʚʞʥʴʦʤʫ 

ʧʨʠʜʘʪʥʠʭ ʚʽʜʣʘʜʯʠʢʽʚ: WinDbg ʽ x64dbg. ʆʩʪʘʥʥʽʡ ʛʦʜʠʪʴʩʷ ʣʠʰʝ ʜʣʷ 

ʜʦʩʣʽʜʞʝʥʥʷ ʟʘʩʪʦʩʫʥʢʽʚ ʨʝʞʠʤʫ ʢʦʨʠʩʪʫʚʘʯʘ, ʪʦʜʽ ʷʢ ʟʘ ʜʦʧʦʤʦʛʦʶ WinDbg 

ʤʦʞʥʘ ʟʘʡʤʘʪʠʩʷ ʽ ʷʜʝʨʥʠʤ ʥʘʣʘʛʦʜʞʝʥʥʷʤ Windows. ɸʣʝ ʚ ʮʴʦʤʫ ʚʠʧʘʜʢʫ 

ʜʦʚʝʜʝʪʴʩʷ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʚʘ ʢʦʤʧ'ʶʪʝʨʠ, ʦʙ'ʻʜʥʘʥʽ ʧʨʦʚʦʜʦʤ ʘʙʦ ʧʦ 

ʣʦʢʘʣʴʥʽʡ ʤʝʨʝʞʽ. 

 ɿʘʩʦʙʠ ʜʣʷ ʚʥʝʩʝʥʥʷ ʧʦʤʠʣʦʢ. ɿʘʩʦʙʠ, ʷʢʽ ʟʜʘʪʥʽ ʥʘʜʘʚʘʪʠ ʥʝʢʦʨʝʢʪʥʽ 

ʚʭʽʜʥʽ ʜʘʥʽ ʜʣʷ ʘʪʘʢʦʚʘʥʦʛʦ ʧʨʦʮʝʩʫ, ʱʦʙ ʧʨʠʟʚʝʩʪʠ ʜʦ ʧʦʷʚʠ ʟʙʦʶ ʚ ʭʦʜʽ 

ʚʠʢʦʥʘʥʥʷ ʮʴʦʛʦ ʧʨʦʮʝʩʫ ʥʘʟʠʚʘʶʪʴʩʷ ʟʘʩʦʙʘʤʠ ʜʣʷ ʚʥʝʩʝʥʥʷ ʧʦʤʠʣʦʢ. 

ɺʠʷʚʠʪʠ ʧʦʤʠʣʢʠ ʚ ʧʨʦʛʨʘʤʽ, ʱʦ ʧʝʨʝʚʽʨʷʻʪʴʩʷ, ʤʦʞʥʘ ʰʣʷʭʦʤ ʘʥʘʣʽʟʫ ʟʙʦʾʚ ʫ 

ʨʦʙʦʪʽ ʮʽʻʾ ʧʨʦʛʨʘʤʠ. ɼʝʷʢʽ ʟʙʦʾ ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʪʷʞʢʠʭ ʥʘʩʣʽʜʢʽʚ ʩʠʩʪʝʤʠ 

ʙʝʟʧʝʢʠ. ɿ ʾʭ ʜʦʧʦʤʦʛʦʶ ʭʘʢʝʨ ʤʦʞʝ ʦʪʨʠʤʘʪʠ ʙʝʟʧʦʩʝʨʝʜʥʽʡ ʜʦʩʪʫʧ ʜʦ ʭʦʩʪʘ 

ʯʠ ʤʝʨʝʞʽ. ɿʘʩʦʙʠ ʜʣʷ ʚʥʝʩʝʥʥʷ ʧʦʤʠʣʦʢ ʙʫʚʘʶʪʴ ʜʚʦʭ ʪʠʧʽʚ: ʜʣʷ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʥʘ ʭʦʩʪʘʭ ʪʘ ʤʝʨʝʞʥʽ. ɿʘʩʦʙʠ ʜʣʷ ʚʥʝʩʝʥʥʷ ʧʦʤʠʣʦʢ ʥʘ ʭʦʩʪʘʭ 

ʜʽʶʪʴ ʥʘ ʢʰʪʘʣʪ ʚʽʜʣʘʜʯʠʢʽʚ ʪʘ ʟʜʘʪʥʽ ʧʽʜʢʣʶʯʘʪʠʩʷ ʜʦ ʧʨʦʮʝʩʽʚ ʪʘ ʟʤʽʥʶʚʘʪʠ 
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ʩʪʘʥ ʧʨʦʛʨʘʤʠ. ʄʝʨʝʞʥ̔  ʟʘʩʦʙʠ ʜʣʷ ʚʥʝʩʝʥʥʷ ʧʦʤʠʣʦʢ ʟʘʩʥʦʚʘʥʽ ʥʘ 

ʤʘʥʽʧʫʣʷʮʽʾ ʤʝʨʝʞʥʠʤ ʪʨʘʬʽʢʦʤ ʟ ʤʝʪʦʶ ʦʮʽʥʢʠ ʝʬʝʢʪʫ ʥʘ ʦʜʝʨʞʫʚʘʯʘ. ʍʦʯʘ 

ʢʣʘʩʠʯʥʽ ʤʝʪʦʜʠ ʚʥʝʩʝʥʥʷ ʧʦʤʠʣʦʢ ʜʽʶʪʴ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʟʤʽʥʠ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ, 

ʟ'ʷʚʠʣʠʩʷ ʡ ʩʫʯʘʩʥʽ ʟʘʩʦʙʠ, ʫ ʷʢʠʭ ʙʽʣʴʰʝ ʫʚʘʛʠ ʧʨʠʜʽʣʷʻʪʴʩʷ ʤʘʥʽʧʫʣʷʮʽʷʤ ʽʟ 

ʚʭʽʜʥʠʤʠ ʜʘʥʠʤʠ ʜʣʷ ʧʨʦʛʨʘʤʠ. ɯʥʪʝʨʝʩ ʫ ʬʘʭʽʚʮʽʚ ʙʝʟʧʝʢʠ ʚʠʢʣʠʢʘʣʠ 

ʧʨʦʛʨʘʤʠ Hailstorm (ʚʽʜ ʢʦʤʧʘʥʽʾ Cenzic), FST (Failure Simulation Tool) (ʚʽʜ 

ʢʦʤʧʘʥʽʾ Cigital), Holodeck (ʚʽʜ ʢʦʤʧʘʥʽʾ Florida Tech) ʪʘ ʽʥ. 

ɼʠʟʘʩʩʝʤʙʣʝʨ. ɼʠʟʘʩʩʝʤʙʣʝʨ ʜʦʟʚʦʣʷʻ ʢʦʥʚʝʨʪʫʚʘʪʠ ʤʘʰʠʥʥʠʡ ʢʦʜ ʫ ʢʦʜ 

ʤʦʚʠ ʘʩʝʤʙʣʝʨʘ. ʂʦʜ ʥʘ ʤʦʚʽ ʘʩʝʤʙʣʝʨʘ ʻ ʯʠʪʘʙʝʣʴʥʦʶ ʬʦʨʤʦʶ ʤʘʰʠʥʥʦʛʦ 

ʢʦʜʫ (ʙʽʣʴʰ ʯʠʪʘʙʝʣʴʥʦʾ, ʥʽʞ ʩʪʨʦʢʘ ʙʽʪʽʚ). ɿʘ ʜʦʧʦʤʦʛʦʶ ʜʠʟʘʩʩʝʤʙʣʝʨʘ 

ʤʦʞʥʘ ʜʽʟʥʘʪʠʩʷ, ʷʢʽ ʤʘʰʠʥʥʽ ʽʥʩʪʨʫʢʮʽʾ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʚ ʤʘʰʠʥʥʦʤʫ ʢʦʜʽ. 

ʄʘʰʠʥʥʠʡ ʢʦʜ ʻ ʩʧʝʮʠʬʽʯʥʠʤ ʜʣʷ ʢʦʥʢʨʝʪʥʦʾ ʘʧʘʨʘʪʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ 

(ʥʘʧʨʠʢʣʘʜ, ʜʣʷ ʯʽʧʘ PowerPC ʘʙʦ Intel Pentium). ʊʦʤʫ ʽ ʜʠʟʘʩʩʝʤʙʣʝʨʠ 

ʧʠʰʫʪʴʩʷ ʩʧʝʮʽʘʣʴʥʦ ʜʣʷ ʢʦʥʢʨʝʪʥʦʾ ʘʧʘʨʘʪʥʦʾ ʘʨʭʽʪʝʢʪʫʨʠ. 

ɼʝʢʦʤʧʽʣʷʪʦʨ. ɼʝʢʦʤʧʽʣʷʪʦʨ ð ʮʝ ʟʘʩʽʙ, ʷʢʠʡ ʜʦʟʚʦʣʷʻ ʧʝʨʝʪʚʦʨʠʪʠ ʢʦʜ 

ʤʦʚʦʶ ʘʩʝʤʙʣʝʨʘ ʘʙʦ ʤʘʰʠʥʥʠʡ ʢʦʜ ʫ ʚʠʭʽʜʥʠʡ ʢʦʜ ʚʠʩʦʢʦʨʽʚʥʝʚʦʶ ʤʦʚʦʶ, 

ʥʘʧʨʠʢʣʘʜ ʉ. ʊʘʢʦʞ ʽʩʥʫʶʪʴ ʜʝʢʦʤʧʽʣʷʪʦʨʠ ʜʣʷ ʧʝʨʝʪʚʦʨʝʥʥʷ ʢʦʜʫ 

ʧʨʦʤʽʞʥʠʤʠ ʤʦʚʘʤʠ ʥʘ ʢʰʪʘʣʪ ʙʘʡʪ-ʢʦʜʫ Java ʽ ʢʦʜʫ ʤʦʚʦʶ MSIL (Microsoft 

Intermediate Language) ʫ ʚʠʭʽʜʥʠʡ ʢʦʜ ʥʘ ʟʨʘʟʦʢ Java. ʎʽ ʟʘʩʦʙʠ ʥʘʜʘʶʪʴ 

ʚʝʣʠʯʝʟʥʫ ʜʦʧʦʤʦʛʫ ʫ ʚʠʟʥʘʯʝʥʥ ̔ ʩʪʨʫʢʪʫʨʠ ʢʦʜʫ ʥʘ ʚʠʩʦʢʦʤʫ ʨʽʚʥʽ, 

ʥʘʧʨʠʢʣʘʜ ʮʠʢʣʽʚ, ʦʧʝʨʘʪʦʨʽʚ switch  ʪʘ ʢʦʥʩʪʨʫʢʮʽʡ if - then. ʍʦʨʦʰʘ ʧʘʨʘ 

ʜʠʟʘʩʩʝʤʙʣʝʨ/ʜʝʢʦʤʧʽʣʷʪʦʨ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʜʣʷ ʢʦʤʧʽʣʷʮʽʾ ʩʚʦʛʦ 

ʨʝʟʫʣʴʪʘʪʫ ʚʽʜʥʦʚʣʝʥʥʷ ʢʦʜʫ ʥʘʟʘʜ ʜʦ ʜʚʽʡʢʦʚʦʛʦ ʢʦʜʫ. 

 

7.4.3. ȸɑɞɚɐɔ ɎɱɐəɚɎɗɑəəɫ Ɏɔɡɱɐəɚɏɚ ɖɚɐɟ 

 

ʗʢ ʛʦʚʦʨʠʣʦʩʷ ʚʠʱʝ, ʽʥʦʜʽ ʚʠʭʽʜʥʠʡ ʢʦʜ ʜʦʩʪʫʧʥʠʡ ʜʣʷ ʜʦʩʣʽʜʥʠʢʘ, ʽʥʢʦʣʠ 

ʞ ð ʥʽ. ʑʦʙ ʨʦʟʽʙʨʘʪʠʩʷ ʫ ʧʨʠʥʮʠʧʘʭ ʜʽʾ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʤʝʪʦʜʠ ʪʝʩʪʫʚʘʥʥʷ ʪʘ ʘʥʘʣʽʟʫ ʪʘʢ ʟʚʘʥʠʭ "ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ" 



207 

 

ʪʘ "ʙʽʣʦʾ ʩʢʨʠʥʴʢʠ". ʎʽ ʤʝʪʦʜʠ ʚʠʟʥʘʯʘʶʪʴʩʷ ʩʪʫʧʝʥʝʤ ʜʦʩʪʫʧʥʦʩʪʽ ʚʠʭʽʜʥʦʛʦ 

ʢʦʜʫ. ʍʦʯ ʙʠ ʷʢʠʡ ʤʝʪʦʜ ʚʠʢʦʨʠʩʪʦʚʫʚʘʚʩʷ, ʱʦʙ ʟʥʘʡʪʠ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ ʚ 

ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ, ʭʘʢʝʨ ʟʘʚʞʜʠ ʧʦʚʠʥʝʥ ʜʦʩʣʽʜʞʫʚʘʪʠ ʢʽʣʴʢʘ 

ʙʘʟʦʚʠʭ ʧʠʪʘʥʴ: 

- ʬʫʥʢʮʽʾ, ʚ ʷʢʠʭ ʚʠʢʦʥʫʶʪʴʩʷ ʥʝʢʦʨʝʢʪʥʽ (ʘʙʦ ʥʝ ʚʠʢʦʥʫʶʪʴʩʷ) ʧʝʨʝʚʽʨʢʠ 

ʨʦʟʤʽʨʫ ʚʭʽʜʥʠʭ ʜʘʥʠʭ; 

- ʬʫʥʢʮʽʾ, ʷʢʽ ʤʦʞʫʪʴ ʧʨʦʧʫʩʢʘʪʠ ʘʙʦ ʧʨʠʡʤʘʪʠ ʚʚʝʜʝʥʽ ʢʦʨʠʩʪʫʚʘʯʘʤʠ ʜʘʥʽ 

ʫ ʨʷʜʢʘʭ ʬʦʨʤʘʪʫʚʘʥʥʷ; 

- ʬʫʥʢʮʽʾ, ʧʨʠʟʥʘʯʝʥʽ ʜʣʷ ʧʝʨʝʚʽʨʢʠ ʤʝʞ ʫ ʨʷʜʢʘʭ ʬʦʨʤʘʪʫʚʘʥʥʷ 

(ʥʘʧʨʠʢʣʘʜ, %20s); 

- ʧʨʦʮʝʜʫʨʠ, ʷʢʽ ʦʜʝʨʞʫʶʪʴ ʚʚʝʜʝʥʽ ʢʦʨʠʩʪʫʚʘʯʝʤ ʜʘʥʽ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʮʠʢʣʫ; 

- ʥʠʟʴʢʦʨʽʚʥʝʚʽ ʦʧʝʨʘʮʽʾ ʢʦʧʽʶʚʘʥʥʷ; 

- ʧʨʦʛʨʘʤʠ, ʚ ʷʢʠʭ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʘʨʠʬʤʝʪʠʯʥʽ ʦʧʝʨʘʮʽʾ ʟ ʘʜʨʝʩʦʶ 

ʙʫʬʝʨʘ, ʧʝʨʝʜʘʥʦʶ ʷʢ ʧʘʨʘʤʝʪʨ; 

- ʩʠʩʪʝʤʥʽ ʚʠʢʣʠʢʠ, ʷʢʠʤ ʥʘʜʘʻʪʴʩʷ ʙʝʟʟʘʩʪʝʨʝʞʥʘ "ʜʦʚʽʨʘ" ʪʘ ʷʢʽ 

ʧʨʠʡʤʘʶʪʴ ʚʭʽʜʥʽ ʜʘʥʽ ʚ ʜʠʥʘʤʽʯʥʦʤʫ ʨʝʞʠʤʽ. 

ʎʝʡ ʩʧʠʩʦʢ ʧʝʨʰʦʯʝʨʛʦʚʠʭ ʮʽʣʝʡ ʥʝʦʙʭʽʜʥʠʡ ʜʣʷ ʜʦʩʣʽʜʞʝʥʥʷ ʜʚʽʡʢʦʚʦʛʦ 

ʢʦʜʫ. 

ɼʦʩʣʽʜʞʝʥʥʷ ʟʘ ʤʝʪʦʜʦʤ "ʙʽʣʦʾ ʩʢʨʠʥʴʢʠ". ʇʨʠ ʜʦʩʣʽʜʞʝʥʥʽ ʤʝʪʦʜʦʤ 

"ʙʽʣʦ ʾ ʩʢʨʠʥʴʢʠ" ʚʠʢʦʥʫʻʪʴʩʷ ʘʥʘʣʽʟ ʥʘʩʘʤʧʝʨʝʜ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ. ɯʥʦʜʽ 

ʜʦʩʪʫʧʥʠʡ ʣʠʰʝ ʜʚʽʡʢʦʚʠʡ ʢʦʜ, ʘʣʝ ʤʦʞʥʘ ʧʨʦʚʝʩʪʠ ʡʦʛʦ ʜʝʢʦʤʧʽʣʷʮʽʶ, 

ʦʪʨʠʤʘʪʠ ʟ ʜʚʽʡʢʦʚʦʛʦ ʚʠʭʽʜʥʠʡ ʢʦʜ ʪʘ ʧʨʦʚʝʩʪʠ ʡʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ, ʱʦ ʪʘʢʦʞ 

ʻ ʘʥʘʣʽʟʦʤ ʟʘ ʤʝʪʦʜʦʤ "ʙʽʣʦʾ ʩʢʨʠʥʴʢʠ". ʎʝʡ ʤʝʪʦʜ ʪʝʩʪʫʚʘʥʥʷ ʻ ʜʫʞʝ 

ʝʬʝʢʪʠʚʥʠʤ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʧʦʤʠʣʦʢ ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʪʘ ʨʝʘʣʽʟʘʮʽʾ ʚ 

ʧʨʦʛʨʘʤʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ. ʋ ʜʝʷʢʠʭ ʚʠʧʘʜʢʘʭ ʜʦʩʣʽʜʞʝʥʥʷ ʜʦʭʦʜʠʪʴ ʜʦ 

ʧʦʰʫʢʫ ʚʽʜʧʦʚʽʜʥʦʩʪʽ ʽʟ ʟʘʜʘʥʠʤʠ ʰʘʙʣʦʥʘʤʠ ʽ ʤʦʞʝ ʥʘʚʽʪʴ ʚʠʢʦʥʫʚʘʪʠʩʷ 

ʘʚʪʦʤʘʪʠʯʥʦ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʪʘʪʠʯʥʦʛʦ ʘʥʘʣʽʟʘʪʦʨʘ. ɸʣʝ ʜʣʷ ʤʝʪʦʜʫ "ʙʽʣʦʾ 

ʩʢʨʠʥʴʢʠ" ʭʘʨʘʢʪʝʨʥʠʡ ʦʜʠʥ ʥʝʜʦʣʽʢ. ʉʧʨʘʚʘ ʚ ʪʦʤʫ, ʱʦ ʧʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ 

ʮʴʦʛʦ ʤʝʪʦʜʫ ʯʘʩʪʦ ʚʠʷʚʣʷʶʪʴʩʷ ʥʽʙʠʪʦ ʧʦʪʝʥʮʽʡʥʽ ʚʨʘʟʣʠʚʽ ʤʽʩʮʷ, ʷʢʠʭ 
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ʥʘʩʧʨʘʚʜʽ ʥʝʤʘʻ (false positive). ʇʨʦʪʝ ʤʝʪʦʜʠ ʩʪʘʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʚʠʭʽʜʥʦʛʦ 

ʢʦʜʫ ʜʦʟʚʦʣʷʶʪʴ ʫʩʧʽʰʥʦ ʟʣʘʤʫʚʘʪʠ ʜʝʷʢʽ ʧʨʦʛʨʘʤʠ. 

ɿʘʩʦʙʠ ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ ʜʦʩʣʽʜʞʝʥʴ ʟʘ ʤʝʪʦʜʦʤ "ʙʽʣʦʾ ʩʢʨʠʥʴʢʠ" ʤʦʞʥʘ 

ʧʦʜʽʣʠʪʠ ʥʘ ʜʚʽ ʢʘʪʝʛʦʨʽʾ: ʪʽ, ʷʢʠʤ ʧʦʪʨʽʙʝʥ ʚʠʭʽʜʥʠʡ ʢʦʜ, ʪʘ ʪʽ, ʱʦ 

ʘʚʪʦʤʘʪʠʯʥʦ ʜʝʢʦʤʧʽʣʶʶʪʴ ʜʚʽʡʢʦʚʠʡ ʢʦʜ ʽ ʧʨʦʜʦʚʞʫʶʪʴ ʨʦʙʦʪʫ ʟ ʮʴʦʛʦ 

ʤʦʤʝʥʪʫ. ʇʦʪʫʞʥʘ ʧʣʘʪʬʦʨʤʘ ʜʣʷ ʘʥʘʣʽʟʫ ʟʘ ʤʝʪʦʜʦʤ "ʙʽʣʦʾ ʩʢʨʠʥʴʢʠ" ʧʽʜ 

ʥʘʟʚʦʶ IDA-Pro ʥʝ ʧʦʪʨʝʙʫʻ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ. ʊʝ ʩʘʤʝ ʩʪʦʩʫʻʪʴʩʷ ʧʨʦʛʨʘʤʠ 

SourceScope, ʷʢʘ ʧʦʩʪʘʚʣʷʻʪʴʩʷ ʟ ʧʦʪʫʞʥʦʶ ʙʘʟʦʶ ʜʘʥʠʭ ʧʦʤʠʣʦʢ ʫ ʚʠʭʽʜʥʦʤʫ 

ʢʦʜʽ ʽ ʧʨʦʛʨʘʤʘʭ ʥʘ Java, ʉ ʽ C++. ɺʽʜʦʤʦʩʪʽ, ʱʦ ʥʘʜʘʶʪʴʩʷ ʮʠʤʠ ʟʘʩʦʙʘʤʠ, 

ʥʘʜʟʚʠʯʘʡʥʦ ʢʦʨʠʩʥʽ ʧʨʠ ʘʥʘʣʽʟʽ ʧʠʪʘʥʥʷ ʧʨʦ ʙʝʟʧʝʢʫ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ (ʽ, ʟʚʠʯʘʡʥʦ, ʧʨʠ ʟʣʘʤʽ ʧʨʦʛʨʘʤ). 

ɼʦʩʣʽʜʞʝʥʥʷ ʟʘ ʤʝʪʦʜʦʤ "ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ". ʇʨʠ ʜʦʩʣʽʜʞʝʥʥʽ ʟʘ 

ʤʝʪʦʜʦʤ "ʯʦʨʥʦ ʾʩʢʨʠʥʴʢʠ" ʥʘ ʚʭʽʜ ʧʨʦʛʨʘʤʠ, ʱʦ ʚʠʢʦʥʫʻʪʴʩʷ, ʧʦʜʘʶʪʴʩʷ ʨʽʟʥʽ 

ʪʝʩʪʦʚʽ ʜʘʥʽ. ʇʨʠ ʪʘʢʦʤʫ ʪʝʩʪʫʚʘʥʥʽ ʧʦʪʨʽʙʝʥ ʣʠʰʝ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʠ ʽ ʥʝ 

ʧʨʦʚʦʜʠʪʴʩʷ ʞʦʜʥʦʛʦ ʘʥʘʣʽʟʫ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ. ɿ ʪʦʯʢʠ ʟʦʨʫ ʙʝʟʧʝʢʠ ʥʘ ʚʭʽʜ 

ʧʨʦʛʨʘʤʠ ʤʦʞʫʪʴ ʧʦʜʘʚʘʪʠʩʷ ʰʢʽʜʣʠʚʽ ʜʘʥʽ ʟ ʤʝʪʦʶ ʚʠʢʣʠʢʘʪʠ ʟʙʽʡ ʫ ʨʦʙʦʪʽ 

ʧʨʦʛʨʘʤʠ. ʗʢʱʦ ʧʨʦʛʨʘʤʘ ʜʘʻ ʟʙʽʡ ʧʨʠ ʚʠʢʦʥʘʥʥʽ ʷʢʦʛʦʩʴ ʪʝʩʪʫ, ʪʦ ʚʚʘʞʘʻʪʴʩʷ, 

ʱʦ ʚʠʷʚʣʝʥʦ ʧʨʦʙʣʝʤʫ ʙʝʟʧʝʢʠ. 

ɿʘʫʚʘʞʪʝ, ʱʦ ʘʥʘʣʽʟ ʟʘ ʤʝʪʦʜʦʤ "ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ" ʤʦʞʣʠʚʠʡ ʥʘʚʽʪʴ ʙʝʟ 

ʜʦʩʪʫʧʫ ʜʦ ʜʚʽʡʢʦʚʦʛʦ ʢʦʜʫ. ʊʘʢʠʤ ʯʠʥʦʤ, ʧʨʦʛʨʘʤʘ ʤʦʞʝ ʙʫʪʠ 

ʧʨʦʘʥʘʣʽʟʦʚʘʥʘ ʯʝʨʝʟ ʤʝʨʝʞʫ. ʋʩʝ, ʱʦ ʧʦʪʨʽʙʥʦ, ð ʥʘʷʚʥʽʩʪʴ ʟʘʧʫʱʝʥʦʾ 

ʧʨʦʛʨʘʤʠ, ʟʜʘʪʥʘ ʧʨʠʡʤʘʪʠ ʚʭʽʜʥʽ ʜʘʥʽ, ʪʦʙʪʦ. ʷʢʱʦ ʜʦʩʣʽʜʥʠʢ ʟʜʘʪʥʠʡ 

ʚʽʜʧʨʘʚʣʷʪʠ ʚʭʽʜʥʽ ʜʘʥʽ, ʷʢʽ ʧʨʠʡʤʘʻ ʧʨʦʛʨʘʤʘ, ʽ ʤʦʞʝ ʦʪʨʠʤʘʪʠ ʨʝʟʫʣʴʪʘʪ 

ʦʙʨʦʙʢʠ ʮʠʭ ʜʘʥʠʭ, ʦʪʞʝ, ʤʦʞʣʠʚʝ ʪʝʩʪʫʚʘʥʥʷ ʤʝʪʦʜʦʤ " ʯʦʨʥʦ ʾʩʢʨʠʥʴʢʠ". 

ʆʩʴ ʯʦʤʫ ʙʘʛʘʪʦ ʭʘʢʝʨʽʚ ʚʠʙʠʨʘʶʪʴ ʜʣʷ ʟʣʦʤʫ ʩʘʤʝ ʤʝʪʦʜ "ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ". 

ɸʥʘʣʽʟ ʧʨʦʛʨʘʤʠ ʟʘ ʤʝʪʦʜʦʤ "ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ" ʥʝ ʪʘʢʠʡ ʝʬʝʢʪʠʚʥʠʡ, ʷʢ 

ʧʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ ʤʝʪʦʜʫ "ʙʽʣʦʾ ʩʢʨʠʥʴʢʠ", ʘʣʝ ʮʝʡ ʤʝʪʦʜ ʥʘʙʘʛʘʪʦ ʧʨʦʩʪʽʰʝ 

ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʽ ʥʝ ʚʠʤʘʛʘʻ ʚʠʩʦʢʦʛʦ ʨʽʚʥʷ ʢʚʘʣʽʬʽʢʘʮʽʾ. ʋ ʭʦʜʽ ʪʝʩʪʫʚʘʥʥʷ ʟʘ 

ʤʝʪʦʜʦʤ ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ, ʬʘʭʽʚʝʮʴ, ʚʧʣʠʚʘʶʯʠ ʥʘ ʧʨʦʛʨʘʤʫ, ʟʘ ʨʝʟʫʣʴʪʘʪʘʤʠ, 

ʱʦ ʚʠʜʘʶʪʴʩʷ, ʥʘʤʘʛʘʻʪʴʩʷ ʤʘʢʩʠʤʘʣʴʥʦ ʪʦʯʥʦ ʚʠʟʥʘʯʠʪʠ ʰʣʷʭʠ ʚʠʢʦʥʘʥʥʷ 
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ʢʦʜʫ ʚ ʧʨʦʛʨʘʤʽ. ʇʨʠ ʮʴʦʤʫ ʥʝʤʦʞʣʠʚʦ ʧʝʨʝʚʽʨʠʪʠ ʜʽʡʩʥʝ ʤʽʩʮʝ ʚʚʝʜʝʥʥʷ 

ʜʘʥʠʭ ʫ ʢʦʜʽ ʧʨʦʛʨʘʤʠ, ʘʣʝ ʪʝʩʪʫʚʘʥʥʷ ʟʘ ʤʝʪʦʜʦʤ ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ ʙʽʣʴʰʝ 

ʥʘʛʘʜʫʻ ʨʝʘʣʴʥʫ ʘʪʘʢʫ ʚ ʨʝʘʣʴʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʚʠʢʦʥʘʥʥʷ ʚ ʧʦʨʽʚʥʷʥʥʽ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʝʪʦʜʫ "ʙʽʣʦʾ ʩʢʨʠʥʴʢʠ". 

ʆʩʢʽʣʴʢʠ ʜʦʩʣʽʜʞʝʥʥʷ ʟʘ ʤʝʪʦʜʦʤ "ʯʦʨʥʦ ʾ ʩʢʨʠʥʴʢʠ" ʚʽʜʙʫʚʘʻʪʴʩʷ ʥʘ 

ʧʨʘʮʶʶʯʽʡ ʩʠʩʪʝʤʽ, ʪʦ ʚʦʥʦ ʯʘʩʪʦ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʷʢ ʝʬʝʢʪʠʚʥʠʡ ʟʘʩʽʙ ʜʣʷ 

ʨʦʟʫʤʽʥʥʷ ʪʘ ʧʝʨʝʚʽʨʢʠ ʧʨʦʙʣʝʤ ʚʽʜʤʦʚʠ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ. ɸ ʦʩʢʽʣʴʢʠ ʮʝ 

ʪʝʩʪʫʚʘʥʥʷ ʟʜʘʪʥʝ ʦʮʽʥʶʚʘʪʠ ʨʦʙʦʪʫ ʟʘʩʪʦʩʫʥʢʫ ʚ ʡʦʛʦ ʩʝʨʝʜʦʚʠʱʽ ʚʠʢʦʥʘʥʥʷ 

(ʧʦ ʤʦʞʣʠʚʦʩʪʽ), ʚʦʥʦ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʠʭ 

ʤʽʩʮʴ ʫ ʨʝʘʣʴʥʦ ʧʨʘʮʶʶʯʽʡ ʚʠʨʦʙʥʠʯʽʡ ʩʠʩʪʝʤʽ. ɯʥʦʜʽ ʧʦʤʠʣʢʠ, ʚʠʷʚʣʝʥʽ ʧʨʠ 

ʘʥʘʣʽʟʽ ʟʘ ʤʝʪʦʜʦʤ "ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ", ʥʝ ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʽ ʭʘʢʝʨʘʤʠ 

ʧʨʠ ʨʝʘʣʴʥʠʭ ʘʪʘʢʘʭ ʥʘ ʢʦʥʢʨʝʪʥʫ ʩʠʩʪʝʤʫ ʚ ʢʦʥʢʨʝʪʥʽʡ ʤʝʨʝʞʽ. ʅʘʧʨʠʢʣʘʜ, 

ʘʪʘʢʫ ʤʦʞʝ ʟʘʙʣʦʢʫʚʘʪʠ ʙʨʘʥʜʤʘʫʝʨ. 

ʂʦʤʝʨʮʽʡʥʘ ʧʣʘʪʬʦʨʤʘ Hailstrorm ʚʽʜ ʢʦʤʧʘʥʽʾ Cenzic ʜʦʟʚʦʣʷʻ ʧʨʦʚʝʩʪʠ 

ʪʝʩʪʫʚʘʥʥʷ ʟʘ ʤʝʪʦʜʦʤ "ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ" ʧʨʦʛʨʘʤ, ʷʢʽ ʟʘʧʫʱʝʥʽ ʥʘ 

ʧʽʜʢʣʶʯʝʥʠʭ ʜʦ ʤʝʨʝʞʽ ʩʠʩʪʝʤʘʭ. ɺʦʥʘ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʜʣʷ ʧʦʰʫʢʫ 

ʚʨʘʟʣʠʚʠʭ ʤʽʩʮʴ ʫ ʩʠʩʪʝʤʘʭ, ʱʦ ʧʨʘʮʶʶʪʴ. ɯʩʥʫʶʪʴ ʩʧʝʮʽʘʣʴʥʽ ʧʨʠʩʪʨʦʾ, 

ʥʘʧʨʠʢʣʘʜ SmartBits ʪʘ IXIA, ʜʣʷ ʧʝʨʝʚʽʨʢʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ ʪʘ ʢʦʤʫʪʘʪʦʨʽʚ. 

ɼʣʷ ʧʝʨʝʚʽʨʢʠ ʮʽʣʽʩʥʦʩʪʽ ʩʪʝʢʘ TCP/IP ʤʦʞʥʘ ʩʢʦʨʠʩʪʘʪʠʩʷ ʧʨʦʛʨʘʤʦʶ ISICS. 

ɼʦʩʣʽʜʞʝʥʥʷ ʟʘ ʤʝʪʦʜʦʤ "ʩʽʨʦʾ ʩʢʨʠʥʴʢʠ". ʋ ʜʦʩʣʽʜʞʝʥʥʷʭ ʟʘ ʤʝʪʦʜʦʤ 

"ʩʽʨʦʾ ʩʢʨʠʥʴʢʠ" ʦʙ'ʻʜʥʘʥʽ ʤʝʪʦʜʠ "ʙʽʣʦʾ ʩʢʨʠʥʴʢʠ" ʪʘ ʩʧʦʩʦʙʠ ʪʝʩʪʫʚʘʥʥʷ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʚʭʽʜʥʠʭ ʜʘʥʠʭ ʟʘ ʤʝʪʦʜʦʤ "ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ". ɺʜʘʣʠʤ ʧʨʠʢʣʘʜʦʤ 

ʧʨʦʩʪʦʛʦ ʘʥʘʣʽʟʫ ʟʘ ʤʝʪʦʜʦʤ "ʩʽʨʦʾ ʩʢʨʠʥʴʢʠ" ʻ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʠ ʚʩʝʨʝʜʠʥʽ 

ʚʽʜʣʘʜʯʠʢʘ ʪʘ ʧʦʜʘʯʘ ʥʘ ʚʭʽʜ ʮʽʻʾ ʧʨʦʛʨʘʤʠ ʨʽʟʥʠʭ ʜʘʥʠʭ. ʇʨʠ ʮʴʦʤʫ ʡʜʝ 

ʚʠʢʦʥʘʥʥʷ ʧʨʦʛʨʘʤʠ, ʘ ʥʘʣʘʛʦʜʞʫʚʘʯ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʠʷʚʣʝʥʥʷ 

ʧʦʤʠʣʦʢ ʪʘ ʥʝʢʦʨʝʢʪʥʠʭ ʩʪʘʥʽʚ. ʂʦʤʝʨʮʽʡʥʘ ʧʨʦʛʨʘʤʘ Purify ʚʽʜ ʢʦʤʧʘʥʽʾ 

Rational ʟʘʙʝʟʧʝʯʫʻ ʜʦʢʣʘʜʥʠʡ ʘʥʘʣʽʟ ʧʽʜ ʯʘʩ ʚʠʢʦʥʘʥʥʷ ʧʨʦʛʨʘʤʠ ʪʘ 

ʧʝʨʝʚʘʞʥʦ ʩʧʨʷʤʦʚʘʥʦ ʜʦʩʣʽʜʞʝʥʥʷ ʨʦʙʦʪʠ ʟ ʧʘʤ'ʷʪʪʶ. ʎʝ ʦʩʦʙʣʠʚʦ ʚʘʞʣʠʚʦ 

ʜʣʷ ʧʨʦʛʨʘʤ ʥʘ C ʽ C++ (ʚʽʜʦʤʠʭ ʩʚʦʾʤʠ ʧʨʦʙʣʝʤʘʤʠ ʧʨʠ ʚʠʜʽʣʝʥʥʽ ʧʘʤ'ʷʪʽ). 

Valgrind - ʮʝ ʙʝʟʢʦʰʪʦʚʥʠʡ ʚʽʜʣʘʜʯʠʢ, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʘʥʘʣʽʟ ʧʨʦʛʨʘʤʠ ʧʽʜ ʯʘʩ 
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ʚʠʢʦʥʘʥʥʷ ʚ ʩʝʨʝʜʦʚʠʱʽ Linux. ɿʘʛʘʣʦʤ ʫʩʽ ʤʝʪʦʜʠ ʪʝʩʪʫʚʘʥʥʷ ʜʦʟʚʦʣʷʶʪʴ 

ʨʦʟʢʨʠʪʠ ʨʠʟʠʢʠ ʜʣʷ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʧʦʪʝʥʮʽʡʥʽ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ 

ʧʨʦʚʝʜʝʥʥʷ ʘʪʘʢ. ɸʥʘʣʽʟ ʟʘ ʤʝʪʦʜʦʤ "ʙʽʣʦʛʦ ʷʱʠʢʘ" ʜʦʟʚʦʣʷʻ ʚʠʷʚʠʪʠ ʙʽʣʴʰʝ 

ʧʦʤʠʣʦʢ, ʘʣʝ ʚ ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʚʘʞʢʦ ʚʠʤʽʨʷʪʠ ʜʽʡʩʥʠʡ ʨʠʟʠʢ ʧʨʦʚʝʜʝʥʥʷ 

ʘʪʘʢʠ. ɸʥʘʣʽʟ ʟʘ ʤʝʪʦʜʦʤ "ʯʦʨʥʦʛʦ ʷʱʠʢʘ" ʚʠʷʚʣʷʻ ʨʝʘʣʴʥʽ ʧʨʦʙʣʝʤʠ, ʷʢʠʤʠ 

ʤʦʞʥʘ ʩʢʦʨʠʩʪʘʪʠʩʷ ʧʨʠ ʘʪʘʢʘʭ. ʄʝʪʦʜ "ʩʽʨʦʾ ʩʢʨʠʥʴʢʠ" ʜʦʟʚʦʣʷʻ ʦʙ'ʻʜʥʘʪʠ 

ʦʙʠʜʚʘ ʤʝʪʦʜʠ ʟ ʤʘʢʩʠʤʘʣʴʥʦʶ ʚʠʛʦʜʦʶ. ʊʝʩʪʠ ʟʘ ʤʝʪʦʜʦʤ "ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ" 

ʜʦʟʚʦʣʷʶʪʴ ʧʝʨʝʚʽʨʠʪʠ ʧʨʦʛʨʘʤʠ ʤʝʨʝʞʽ. ɼʣʷ ʧʨʦʚʝʜʝʥʥʷ ʘʥʘʣʽʟʫ ʟʘ ʤʝʪʦʜʦʤ 

"ʙʽʣʦʾ ʩʢʨʠʥʴʢʠ" ʧʦʪʨʽʙʥʠʡ ʜʦʩʪʫʧ ʜʦ ʚʠʭʽʜʥʦʛʦ ʘʙʦ ʤʘʰʠʥʥʦʛʦ ʢʦʜʫ ʜʣʷ 

ʩʪʘʪʠʯʥʦʛʦ ʜʦʩʣʽʜʞʝʥʥʷ. ʗʢ ʧʨʘʚʠʣʦ, ʩʧʦʯʘʪʢʫ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʤʝʪʦʜ "ʙʽʣʦʾ 

ʩʢʨʠʥʴʢʠ" ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʧʦʪʝʥʮʽʡʥʦ ʧʨʦʙʣʝʤʘʪʠʯʥʠʭ ʤʽʩʮʴ, ʘ ʧʦʪʽʤ 

ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʤʝʪʦʜʠ "ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ" ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʧʨʘʮʶʶʯʠʭ ʧʨʦʛʨʘʤ 

ʘʪʘʢʠ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʮʽ ʧʨʦʙʣʝʤʘʪʠʯʥʽ ʦʙʣʘʩʪʽ. 

ʆʩʥʦʚʥʘ ʧʨʦʙʣʝʤʘ ʚʩʽʭ ʪʠʧʽʚ ʪʝʩʪʫʚʘʥʥʷ (ʽ ʟ ʤʝʪʦʜʫ "ʯʦʨʥʦ ʾʩʢʨʠʥʴʢʠ" , ʽ ʟ 

ʤʝʪʦʜʫ "ʙʽʣʦ ʾʩʢʨʠʥʴʢʠ" ) ʫ ʪʦʤʫ, ʱʦ ʫ ʥʠʭ ʜʦʩʣʽʜʞʫʶʪʴʩʷ ʚʩʽ ʘʩʧʝʢʪʠ ʧʨʦʛʨʘʤ, 

ʪʦʙʪʦ. ʙʽʣʴʰʽʩʪʴ ʦʨʛʘʥʽʟʘʮʽʡ, ʷʢʽ ʟʘʡʤʘʶʪʴʩʷ ʦʮʽʥʢʦʶ ʷʢʦʩʪʽ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʧʽʢʣʫʶʪʴʩʷ ʣʠʰʝ ʧʨʦ ʧʝʨʝʚʽʨʢʫ ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʤʦʞʣʠʚʦʩʪʝʡ ʽ 

ʚʠʪʨʘʯʘʶʪʴ ʟʦʚʩʽʤ ʥʝʙʘʛʘʪʦ ʯʘʩʫ ʥʘ ʧʝʨʝʚʽʨʢʫ ʙʝʟʧʝʢʠ. ʋ ʙʽʣʴʰʦʩʪʽ 

ʢʦʤʝʨʮʽʡʥʠʭ ʬʽʨʤ, ʱʦ ʟʘʡʤʘʶʪʴʩʷ ʨʦʟʨʦʙʢʦʶ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, 

ʧʦʨʫʰʫʻʪʴʩʷ ʧʨʦʮʝʩ ʧʝʨʝʚʽʨʢʠ ʷʢʦʩʪʽ ʟʘʩʪʦʩʫʥʢʽʚ ʯʝʨʝʟ ʦʙʤʝʞʝʥʥʷ ʱʦʜʦ ʯʘʩʫ, 

ʝʢʦʥʦʤʽʶ ʢʦʰʪʽʚ, ʘʣʝ ʛʦʣʦʚʥʠʤ ʯʠʥʦʤ ʯʝʨʝʟ ʚʧʝʚʥʝʥʽʩʪʴ ʫ ʪʦʤʫ, ʱʦ ʧʨʠ 

ʩʪʚʦʨʝʥʥʽ ʧʨʦʛʨʘʤʠ ʧʝʨʝʚʽʨʢʘ ʷʢʦʩʪʽ ʥʝ ʻ ʦʩʥʦʚʥʠʤ ʘʩʧʝʢʪʦʤ ʨʦʙʦʪʠ. 

ɸʣʝ ʦʩʪʘʥʥʽʤ ʯʘʩʦʤ, ʟʽ ʟʨʦʩʪʘʥʥʷʤ ʟʥʘʯʫʱʦʩʪʽ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, 

ʚʩʝ ʙʽʣʴʰʝ ʫʚʘʛʠ ʧʨʠʜʽʣʷʻʪʴʩʷ ʧʨʦʮʝʩʫ ʧʝʨʝʚʽʨʢʠ ʷʢʦʩʪʽ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ. ʈʦʟʨʦʙʣʷʻʪʴʩʷ ʻʜʠʥʠʡ, ʫʥʽʬʽʢʦʚʘʥʠʡ ʧʽʜʭʽʜ ʜʦ ʪʝʩʪʫʚʘʥʥʷ ʪʘ 

ʘʥʘʣʽʟʫ ʧʨʦʛʨʘʤ, ʱʦ ʚʢʣʶʯʘʻ ʧʝʨʝʚʽʨʢʠ ʙʝʟʧʝʢʠ, ʥʘʜʽʡʥʦʩʪʽ ʪʘ ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ 

ʧʨʦʛʨʘʤʥʠʭ ʧʨʦʜʫʢʪʽʚ. ʋ ʧʨʦʮʝʩʽ ʫʧʨʘʚʣʽʥʥʷ ʷʢʽʩʪʶ ʧʨʦʛʨʘʤ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʘʥʘʣʽʟ ʷʢ ʟʘ ʤʝʪʦʜʦʤ "ʙʽʣʦʾ ʩʢʨʠʥʴʢʠ", ʪʘʢ ʽ ʟʘ ʤʝʪʦʜʦʤ 

"ʯʦʨʥʦʾ ʩʢʨʠʥʴʢʠ" ʟ ʤʝʪʦʶ ʚʠʷʚʣʝʥʥʷ ʪʘ ʫʧʨʘʚʣʽʥʥʷ ʨʠʟʠʢʘʤʠ ʥʘ ʤʘʢʩʠʤʘʣʴʥʦ 

ʨʘʥʥʽʡ ʩʪʘʜʽʾ ʞʠʪʪʻʚʦʛʦ ʮʠʢʣʫ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. 
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7.4.4. ȸɑɞɚɐɔ ɐɚɝɗɱɐɒɑəəɫ 

 

ɯʩʥʫʻ ʢʽʣʴʢʘ ʤʝʪʦʜʽʚ ʚʽʜʥʦʚʣʝʥʥʷ ʢʦʜʫ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ɼʣʷ 

ʢʦʞʥʦʛʦ ʟ ʥʠʭ ʭʘʨʘʢʪʝʨʥʽ ʩʚʦʾ ʧʝʨʝʚʘʛʠ, ʽ ʢʦʞʝʥ ʤʘʻ ʩʚʦʾ ʚʠʤʦʛʠ ʱʦʜʦ ʨʝʩʫʨʩʽʚ 

ʽ ʯʘʩʫ. ʋ ʩʪʘʥʜʘʨʪʥʦʤʫ ʜʦʩʣʽʜʞʝʥʥʽ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʥʘʙʽʨ ʤʝʪʦʜʽʚ 

ʜʝʢʦʤʧʽʣʷʮʽʾ ʪʘ ʘʥʘʣʽʟʫ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʇʨʘʚʠʣʴʥʝ ʧʦʻʜʥʘʥʥʷ 

ʦʙʨʘʥʠʭ ʤʝʪʦʜʽʚ ʟʘʣʝʞʠʪʴ ʚʽʜ ʢʦʥʢʨʝʪʥʦʾ ʩʠʪʫʘʮʽʾ. ʅʘʧʨʠʢʣʘʜ, ʩʧʦʯʘʪʢʫ 

ʤʦʞʥʘ ʚʠʢʦʥʘʪʠ ʰʚʠʜʢʝ ʩʢʘʥʫʚʘʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ 

ʦʯʝʚʠʜʥʠʭ ʚʨʘʟʣʠʚʠʭ ʤʽʩʮʴ. ʇʦʪʽʤ ʤʦʞʥʘ ʧʝʨʝʡʪʠ ʜʦ ʜʝʪʘʣʴʥʦʛʦ ʚʽʜʩʪʝʞʝʥʥʷ 

ʦʙʨʦʙʢʠ ʫ ʧʨʦʛʨʘʤʽ ʚʚʝʜʝʥʠʭ ʢʦʨʠʩʪʫʚʘʯʝʤ ʜʘʥʠʭ. ʅʘʡʽʤʦʚʽʨʥʽʰʝ, ʥʝ ʚʜʘʩʪʴʩʷ 

ʚʽʜʩʪʝʞʠʪʠ ʢʦʞʝʥ ʚʘʨʽʘʥʪ ʚʥʫʪʨʽʰʥʴʦʛʦ ʤʘʨʰʨʫʪʫ ʚʠʢʦʥʘʥʥʷ ʧʨʦʛʨʘʤʠ, ʪʦʤʫ 

ʨʦʟʫʤʥʦ ʢʦʨʠʩʪʫʚʘʪʠʩʷ ʪʦʯʢʘʤʠ ʟʫʧʠʥʢʠ ʪʘ ʽʥʰʠʤʠ ʟʘʩʦʙʘʤʠ ʧʨʠʩʢʦʨʝʥʥʷ 

ʧʨʦʮʝʩʫ ʘʥʘʣʽʟʫ ʧʨʦʛʨʘʤʠ. ʈʦʟʛʣʷʥʝʤʦ ʢʽʣʴʢʘ ʦʩʥʦʚʥʠʭ ʤʝʪʦʜʽʚ ʜʦʩʣʽʜʞʝʥʥʷ. 

ɺʽʜʩʪʝʞʝʥʥʷ ʦʙʨʦʙʢʠ ʚʭʽʜʥʠʭ ʜʘʥʠʭ. ɺʽʜʩʪʝʞʝʥʥʷ ʦʙʨʦʙʢʠ ʚʭʽʜʥʠʭ 

ʜʘʥʠʭ ʻ ʥʘʡʙʽʣʴʰ ʜʦʢʣʘʜʥʠʤ ʤʝʪʦʜʦʤ ʜʦʩʣʽʜʞʝʥʥʷ ʧʨʦʛʨʘʤʠ. ʅʘʩʘʤʧʝʨʝʜ, 

ʧʦʪʨʽʙʥʦ ʚʠʟʥʘʯʠʪʠ ʪʦʯʢʠ ʚʭʦʜʫ. ʊʦʯʢʠ ʚʭʦʜʫ ï ʮʝ ʤʽʩʮʷ, ʚ ʷʢʠʭ ʚʚʝʜʝʥʽ 

ʢʦʨʠʩʪʫʚʘʯʝʤ ʜʘʥʽ ʧʝʨʝʜʘʶʪʴʩʷ ʧʨʦʛʨʘʤʽ. ʅʘʧʨʠʢʣʘʜ, ʦʪʨʠʤʘʥʥʷ ʤʝʨʝʞʥʦʛʦ 

ʧʘʢʝʪʘ ʟʜʽʡʩʥʶʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʚʠʢʣʠʢʫ ʬʫʥʢʮʽʾ WSARecvFrom(). ʇʦ ʩʫʪʽ, 

ʮʝʡ ʚʠʢʣʠʢ ʧʨʠʡʤʘʻ ʚʚʝʜʝʥʽ ʢʦʨʠʩʪʫʚʘʯʝʤ ʜʘʥʽ ʟ ʤʝʨʝʞʽ ʪʘ ʨʦʟʤʽʱʫʻ ʾʭ ʫ 

ʙʫʬʝʨ. ʅʘ ʪʦʯʮʽ ʚʭʦʜʫ ʤʦʞʥʘ ʚʩʪʘʥʦʚʠʪʠ ʪʦʯʢʫ ʟʫʧʠʥʢʠ ʪʘ ʧʦʯʘʪʠ ʧʦʢʨʦʢʦʚʝ 

ʚʽʜʩʪʝʞʝʥʥʷ ʚʠʢʦʥʘʥʥʷ ʧʨʦʛʨʘʤʠ. ɿʚʠʯʘʡʥʦ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʥʘʙʽʨ 

ʥʘʣʘʛʦʜʞʫʚʘʣʴʥʠʭ ʟʘʩʦʙʽʚ, ʥʝ ʟʘʙʫʚʘʡʪʝ ʧʨʦ ʧʨʦʩʪʠʡ ʦʣʽʚʝʮʴ ʽ ʘʨʢʫʰ ʧʘʧʝʨʫ. 

ʉʣʽʜ ʟʘʧʠʩʫʚʘʪʠ ʢʦʞʝʥ ʧʝʨʝʭʽʜ ʪʘ ʟʤʽʥʫ ʫ ʧʨʦʮʝʩʽ ʚʠʢʦʥʘʥʥʷ ʧʨʦʛʨʘʤʠ. 

ɿʚʠʯʘʡʥʦ, ʮʝ ʜʫʞʝ ʩʪʦʤʣʶʶʯʠʡ ʧʽʜʭʽʜ, ʘʣʝ ʜʦʟʚʦʣʷʻ ʦʪʨʠʤʘʪʠ ʤʘʢʩʠʤʫʤ 

ʽʥʬʦʨʤʘʮʽʾ. ʍʦʯʘ ʚʠʟʥʘʯʝʥʥʷ ʚʨʫʯʥʫ ʚʩʽʭ ʪʦʯʦʢ ʚʭʦʜʫ ʟʘʞʘʜʘʻ ʙʘʛʘʪʦ ʯʘʩʫ, 

ʜʦʩʣʽʜʥʠʢ ʦʪʨʠʤʫʻ ʤʦʞʣʠʚʽʩʪʴ ʚʠʷʚʠʪʠ ʢʦʞʝʥ ʬʨʘʛʤʝʥʪ ʢʦʜʫ, ʚ ʷʢʦʤʫ 

ʧʨʠʡʤʘʶʪʴʩʷ ʨʽʰʝʥʥʷ ʱʦʜʦ ʚʚʝʜʝʥʠʭ ʢʦʨʠʩʪʫʚʘʯʝʤ ʜʘʥʠʭ. ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ 

ʮʝʡ ʤʝʪʦʜ, ʤʦʞʥʘ ʚʠʷʚʠʪʠ ʥʘʡʩʢʣʘʜʥʽʰʽ ʧʨʦʙʣʝʤʠ. 
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ʆʜʥʽʻʶ ʟ ʤʦʚ, ʷʢʘ ʟʘʭʠʱʝʥʘ ʚʽʜ ʧʦʜʽʙʥʠʭ ʘʪʘʢ "ʚʽʜʩʪʝʞʝʥʥʷ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʚʭʽʜʥʠʭ ʜʘʥʠʭ" ʻ ʤʦʚʘ Perl. ʋ Perl ʧʝʨʝʜʙʘʯʝʥʦ ʩʧʝʮʽʘʣʴʥʠʡ ʨʝʞʠʤ ʙʝʟʧʝʢʠ, 

ʷʢʠʡ ʥʘʟʠʚʘʻʪʴʩʷ ʨʝʞʠʤʦʤ ʥʝʜʦʚʽʨʠ (taint mode). ʋ ʨʝʞʠʤʽ ʥʝʜʦʚʽʨʠ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʢʦʤʙʽʥʘʮʽʾ ʩʪʘʪʠʯʥʠʭ ʪʘ ʜʠʥʘʤʽʯʥʠʭ ʧʝʨʝʚʽʨʦʢ ʜʣʷ 

ʢʦʥʪʨʦʣʶ ʟʘ ʚʩʽʻʶ ʽʥʬʦʨʤʘʮʽʻʶ, ʷʢʘ ʥʘʜʭʦʜʠʪʴ ʟʟʦʚʥʽ ʧʨʦʛʨʘʤʠ (ʪʘʢʽ ʷʢ 

ʚʚʝʜʝʥʽ ʢʦʨʠʩʪʫʚʘʯʝʤ ʜʘʥʽ, ʘʨʛʫʤʝʥʪʠ ʬʫʥʢʮʽʡ ʪʘ ʟʤʽʥʥʽ ʦʪʦʯʝʥʥʷ) ʪʘ ʚʠʜʘʯʽ 

ʧʦʧʝʨʝʜʞʝʥʴ ʧʨʠ ʩʧʨʦʙʽ ʧʨʦʛʨʘʤʠ ʟʨʦʙʠʪʠ ʱʦʩʴ ʧʦʪʝʥʮʽʡʥʦ ʥʝʙʝʟʧʝʯʥʝ ʟ 

ʮʠʤʠ ʥʝʥʘʜʽʡʥʠʤʠ ʜʘʥʠʤʠ. ʈʦʟʛʣʷʥʝʤʦ ʥʘʩʪʫʧʥʠʡ ʩʮʝʥʘʨʽʡ: 

 

#!/usr/bin/perl - T 

$username = <STDIN>;  

chop $username;  

system ("cat /usr/stats/$username");  

 

ʇʽʜ ʯʘʩ ʚʠʢʦʥʘʥʥʷ ʮʽʻʾ ʧʨʦʛʨʘʤʠ Perl-ʦʙʨʦʙʥʠʢ ʧʝʨʝʭʦʜʠʪʴ ʫ ʨʝʞʠʤ 

ʥʝʜʦʚʽʨʠ, ʦʩʢʽʣʴʢʠ ʚʢʘʟʘʥʦ ʧʘʨʘʤʝʪʨ -Ȱ ʚ ʧʝʨʰʦʤʫ ʨʷʜʢʫ ʚʠʢʣʠʢʫ. Perl ʧʦʪʽʤ 

ʟʜʽʡʩʥʶʻ ʩʧʨʦʙʫ ʩʢʦʤʧʽʣʶʚʘʪʠ ʧʨʦʛʨʘʤʫ. ʈʝʞʠʤ ʥʝʜʦʚʽʨʠ ʜʦʟʚʦʣʷʻ ʚʠʷʚʠʪʠ, 

ʱʦ ʧʨʦʛʨʘʤʽʩʪ ʥʝ ʽʥʽʮʽʘʣʽʟʫʚʘʚ ʷʚʥʦ ʟʤʽʥʥʫ PATH ʽ ʪʠʤ ʥʝ ʤʝʥʰʝ ʥʘʤʘʛʘʻʪʴʩʷ 

ʟʘʧʫʩʪʠʪʠ ʧʨʦʛʨʘʤʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʦʤʘʥʜʥʦʛʦ ʽʥʪʝʨʧʨʝʪʘʪʦʨʘ, ʷʢʠʡ ʣʝʛʢʦ 

ʤʦʞʝ ʙʫʪʠ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʠʡ. ʇʝʨʝʜ ʧʨʠʧʠʥʝʥʥʷʤ ʢʦʤʧʽʣʷʮʽʾ ʙʫʜʝ ʚʠʜʘʥʦ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʧʦʤʠʣʢʫ, ʥʘʚʝʜʝʥʝ ʥʠʞʯʝ: 

 

Insecure $ENV{PATH} while running with - T switch at  

./catform.pl line 4, <STDIN> chunk 1.  

 

ʄʠ ʤʦʞʝʤʦ ʚʽʜʨʝʜʘʛʫʚʘʪʠ ʩʮʝʥʘʨʽʡ, ʱʦʙ ʷʚʥʦ ʚʩʪʘʥʦʚʠʪʠ ʷʢʝʩʴ ʙʝʟʧʝʯʥʝ 

ʟʥʘʯʝʥʥʷ ʜʣʷ ʟʤʽʥʥʦʾ PATH ʫ ʥʘʰʽʡ ʧʨʦʛʨʘʤʽ ʧʨʠ ʟʘʧʫʩʢʫ: 

 

#!/usr/bin/perl - T 

use strict;  

$E.6ǅ0!4(ǆ × ÊÏÉÎ ʎ ƙ ʎ ˮ˲ ÓÐÌÉÔ ƽʏ ʏƗƯ ʎ ʍ%/0!4(ʍ ʎ ƾ Ƙ 
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/usr/bin  

/bin  

_EOPATH_ 

my $username = <STDIN>;  

chop $username;  

system ("cat /usr/stats/$username");  

 

ʊʝʧʝʨ ʨʝʞʠʤ ʥʝʜʦʚʽʨʠ ʜʦʟʚʦʣʷʻ ʚʠʟʥʘʯʠʪʠ, ʱʦ ʟʥʘʯʝʥʥʷ ʟʤʽʥʥʦʾ 

$username ʢʦʥʪʨʦʣʶʻʪʴʩʷ ʟʟʦʚʥʽ ʽ ʥʝ ʤʦʞʥʘ ʜʦʚʽʨʷʪʠ. ʊʘʢʠʤ ʯʠʥʦʤ ʚʜʘʻʪʴʩʷ 

ʚʠʟʥʘʯʠʪʠ, ʱʦ ʦʩʢʽʣʴʢʠ ʟʥʘʯʝʥʥʷ ʟʤʽʥʥʦʾ $username ʤʦʞʝ ʚʠʷʚʠʪʠʩʷ 

ʰʢʽʜʣʠʚʠʤ, ʪʦ ʰʢʽʜʣʠʚʠʤ ʤʦʞʝ ʙʫʪʠ ʚʠʢʣʠʢ ʬʫʥʢʮʽʾ system. ʊʦʤʫ ʚʠʜʘʻʪʴʩʷ 

ʽʥʰʝ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʧʦʤʠʣʢʫ: 

 

Insecure dependency in system while running with  

- T switch at ./catform.pl line 9, <STDIN> chunk 1.  

 

ʅʘʚʽʪʴ ʷʢʱʦ ʤʠ ʩʢʦʧʽʶʻʤʦ ʟʥʘʯʝʥʥʷ ʟʤʽʥʥʦʾ $username ʚ ʽʥʰʫ ʟʤʽʥʥʫ, 

ʨʝʞʠʤ ʥʝʜʦʚʽʨʠ ʚʩʝ ʦʜʥʦ ʜʦʟʚʦʣʠʪʴ ʚʠʷʚʠʪʠ ʧʨʦʙʣʝʤʫ. ʋ ʧʦʧʝʨʝʜʥʴʦʤʫ 

ʧʨʠʢʣʘʜʽ ʚʠʜʘʻʪʴʩʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʧʦʤʠʣʢʫ, ʦʩʢʽʣʴʢʠ ʟʤʽʥʥʘ ʤʦʞʝ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʢʦʤʘʥʜʥʠʡ ʽʥʪʝʨʧʨʝʪʘʪʦʨ, ʱʦʙ ʟʘʧʫʩʪʠʪʠ ʢʦʤʘʥʜʫ. ʆʜʥʘʢ 

ʨʝʞʠʤ ʥʝʜʦʚʽʨʠ ʥʝ ʟʜʘʪʥʠʡ ʟʘʧʦʙʽʛʪʠ ʚʩʽʤ ʤʦʞʣʠʚʠʤ ʘʪʘʢʘʤ ʥʘ ʚʨʘʟʣʠʚʽ 

ʤʽʩʮʷ, ʱʦ ʚʠʢʦʥʫʶʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʚʭʽʜʥʠʭ ʜʘʥʠʭ, ʪʦʤʫ ʜʦʩʚʽʜʯʝʥʠʡ ʭʘʢʝʨ 

ʚʩʝ ʦʜʥʦ ʚ ʟʤʦʟʽ ʜʦʩʷʛʪʠ ʫʩʧʽʭʫ. ɼʣʷ ʟʘʭʠʩʪʫ ʚʽʜ ʧʨʦʚʝʜʝʥʥʷ ʥʘʰʦʾ ʘʪʘʢʠ (ʘʙʦ 

ʜʣʷ ʾʾ ʧʦʩʠʣʝʥʥʷ) ʪʘʢʦʞ ʩʪʘʥʝ ʚ ʥʘʛʦʜʽ ʧʦʢʨʘʱʝʥʠʡ ʘʥʘʣʽʟ ʧʦʪʦʢʫ ʜʘʥʠʭ. 

ɿʘʩʦʙʠ ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ ʩʪʘʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʜʦʟʚʦʣʷʶʪʴ ʘʥʘʣʽʪʠʢʫ (ʘʙʦ ʭʘʢʝʨʫ) 

ʚʠʷʚʠʪʠ ʚʩʽ ʪʦʯʢʠ ʚʭʦʜʫ ʪʘ ʚʠʟʥʘʯʠʪʠ, ʟʥʘʯʝʥʥʷ ʷʢʠʭ ʟʤʽʥʥʠʭ ʤʦʞʫʪʴ ʙʫʪʠ 

ʟʤʽʥʝʥʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʟʦʚʥʽʰʥʽʭ ʜʘʥʠʭ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʚʽʜʤʽʥʥʦʩʪʝʡ ʫ ʚʝʨʩʽʷʭ ʧʨʦʛʨʘʤ. ʇʨʠ ʜʦʩʣʽʜʞʝʥʥʽ 

ʩʠʩʪʝʤʠ ʱʦʜʦ ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʠʭ ʤʽʩʮʴ ʥʝ ʟʘʙʫʚʘʡʪʝ, ʱʦ ʧʦʩʪʘʯʘʣʴʥʠʢ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʠʧʨʘʚʣʷʻ ʙʘʛʘʪʦ ʧʦʤʠʣʦʢ ʫ ʢʦʞʥʽʡ ʥʘʩʪʫʧʥʽʡ 
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ʚʝʨʩʽʾ ʧʨʦʛʨʘʤʠ. ʋ ʜʝʷʢʠʭ ʚʠʧʘʜʢʘʭ ʧʦʩʪʘʯʘʣʴʥʠʢ ʤʦʞʝ ʥʘʜʘʚʘʪʠ "ʛʘʨʷʯʝ 

ʚʠʧʨʘʚʣʝʥʥʷ" ("hot fix") ʘʙʦ ʣʘʪʢʫ, ʷʢʽ ʚʥʦʩʷʪʴ ʚʠʧʨʘʚʣʝʥʥʷ ʚ ʜʚʽʡʢʦʚʽ ʬʘʡʣʠ 

ʩʠʩʪʝʤʠ, ʪʦʤʫ ʜʫʞʝ ʚʘʞʣʠʚʦ ʚʽʜʩʪʝʞʫʚʘʪʠ ʚʽʜʤʽʥʥʦʩʪʽ ʤʽʞ ʨʽʟʥʠʤʠ ʚʝʨʩʽʷʤʠ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. 

ɺʽʜʤʽʥʥʦʩʪʽ ʤʽʞ ʚʝʨʩʽʷʤʠ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʷʢ ʧʦʩʽʙʥʠʢ ʽʟ 

ʧʨʦʚʝʜʝʥʥʷ ʘʪʘʢ. ʗʢʱʦ ʟ'ʷʚʣʷʻʪʴʩʷ ʥʦʚʘ ʚʝʨʩʽʷ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʙʦ 

ʩʧʝʮʠʬʽʢʘʮʽʾ ʧʨʦʪʦʢʦʣʫ, ʪʦ, ʰʚʠʜʰʝ ʟʘ ʚʩʝ, ʚ ʥʽʡ ʙʫʣʠ ʚʠʧʨʘʚʣʝʥʽ ʚʨʘʟʣʠʚʽ 

ʤʽʩʮʷ ʘʙʦ ʧʦʤʠʣʢʠ (ʷʢʱʦ ʾʭ ʙʫʣʦ ʚʠʷʚʣʝʥʦ). ʅʘʚʽʪʴ ʷʢʱʦ ʩʧʠʩʦʢ ʚʠʧʨʘʚʣʝʥʴ 

ʥʝ ʦʧʫʙʣʽʢʦʚʘʥʦ, ʤʦʞʥʘ ʧʦʨʽʚʥʷʪʠ ʜʚʽʡʢʦʚʽ ʬʘʡʣʠ ʥʦʚʦʾ ʚʝʨʩʽʾ ʟ ʜʚʽʡʢʦʚʠʤʠ 

ʬʘʡʣʘʤʠ ʟʘʩʪʘʨʽʣʦʾ ʚʝʨʩʽʾ. ɺʽʜʤʽʥʥʦʩʪʽ ʤʦʞʥʘ ʟʥʘʡʪʠ ʥʘ ʤʽʩʮʽ ʜʦʜʘʚʘʥʥʷ ʥʦʚʠʭ 

ʬʫʥʢʮʽʡ ʘʙʦ ʚʠʧʨʘʚʣʝʥʥʷ ʧʦʤʠʣʦʢ. ʊʘʢʠʤ ʯʠʥʦʤ, ʮʽ ʚʽʜʤʽʥʥʦʩʪʽ ʤʦʞʥʘ 

ʩʤʽʣʠʚʦ ʢʝʨʫʚʘʪʠʩʷ ʜʣʷ ʧʦʰʫʢʫ ʚʨʘʟʣʠʚʠʭ ʤʽʩʮʴ! 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʦʭʦʧʣʝʥʥʷ ʢʦʜʫ. ɿʘʩʪʦʩʫʚʘʥʥʷ ʥʘʫʢʦʚʠʭ ʤʝʪʦʜʽʚ ʜʘʻ 

ʭʘʢʝʨʫ ʧʝʨʝʚʘʛʫ ʟʘ ʽʥʰʠʭ ʨʽʚʥʠʭ ʫʤʦʚ. ʅʘʫʢʦʚʠʡ ʤʝʪʦʜ ʧʦʯʠʥʘʻʪʴʩʷ ʟ ʚʠʤʽʨʽʚ. 

ɹʝʟ ʤʦʞʣʠʚʦʩʪʽ ʚʠʤʽʨʫ ʩʚʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʚʠʢʦʥʘʥʥʷ ʥʝ ʤʦʞʥʘ ʟʨʦʙʠʪʠ ʧʨʦ ʥʝʾ 

ʞʦʜʥʠʭ ʚʠʩʥʦʚʢʽʚ. ɹʽʣʴʰʽʩʪʴ ʽʟ ʨʦʟʛʣʷʥʫʪʠʭ ʤʝʪʦʜʽʚ ʧʨʠʟʥʘʯʝʥʽ ʜʣʷ ʧʦʰʫʢʫ 

ʧʦʤʠʣʦʢ ʧʽʜ ʯʘʩ ʧʨʦʛʨʘʤʫʚʘʥʥʷ. ɿʘʟʚʠʯʘʡ (ʭʦʯʘ ʽ ʥʝ ʟʘʚʞʜʠ) ʮʽ ʧʦʤʠʣʢʠ 

ʥʘʣʝʞʘʪʴ ʜʦ ʥʝʚʝʣʠʢʦʾ ʯʘʩʪʠʥʠ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ. ʉʘʤʝ ʪʦʤʫ ʫ ʙʘʛʘʪʴʦʭ ʥʦʚʠʭ 

ʟʘʩʦʙʘʭ ʨʦʟʨʦʙʢʠ ʧʨʦʛʨʘʤ ʟʘʙʝʟʧʝʯʫʻʪʴʩʷ ʟʘʭʠʩʪ ʚʽʜ ʪʨʘʜʠʮʽʡʥʠʭ ʘʪʘʢ. ʋ 

ʟʘʩʦʙʽ ʨʦʟʨʦʙʢʠ ʜʦʩʠʪʴ ʧʨʦʩʪʦ ʧʝʨʝʜʙʘʯʠʪʠ ʤʦʞʣʠʚʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ʧʨʦʩʪʦʾ 

ʧʦʤʠʣʢʠ ʧʨʦʛʨʘʤʫʚʘʥʥʷ (ʩʪʘʪʠʯʥʦ) ʪʘ ʫʩʫʥʫʪʠ ʮʶ ʧʦʤʠʣʢʫ ʧʽʜ ʯʘʩ ʢʦʤʧʽʣʷʮʽʾ. 

ɺʟʘʛʘʣʽ, ʟʘ ʢʽʣʴʢʘ ʨʦʢʽʚ ʘʪʘʢʠ ʥʘ ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ ʤʦʞʫʪʴ ʙʝʟʥʘʜʽʡʥʦ 

ʟʘʩʪʘʨʽʪʠ (ʭʦʪʽʣʦʩʴ ʙʠ). 

ʄʠ ʨʦʟʛʣʷʜʘʻʤʦ ʧʦʚʝʜʽʥʢʫ ʧʨʦʛʨʘʤʠ ʧʨʠ ʾʾ ʚʠʢʦʥʘʥʥʽ ʚ ʧʝʚʥʠʭ ʫʤʦʚʘʭ 

(ʥʘʧʨʠʢʣʘʜ, ʧʨʠ ʧʽʢʦʚʠʭ ʥʘʚʘʥʪʘʞʝʥʥʷʭ). ʅʝʟʚʠʯʘʡʥʘ ʧʦʚʝʜʽʥʢʘ ʧʨʦʛʨʘʤʠ, ʷʢ 

ʧʨʘʚʠʣʦ, ʦʟʥʘʯʘʻ ʥʝʩʪʘʙʽʣʴʥʽʩʪʴ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ. ɸ ʥʝʩʪʘʙʽʣʴʥʽʩʪʴ 

ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ ʦʟʥʘʯʘʻ ʚʠʩʦʢʫ ʡʤʦʚʽʨʥʽʩʪʴ ʫʨʘʟʣʠʚʠʭ ʤʽʩʮʴ. ʆʭʦʧʣʝʥʥʷ 

ʢʦʜʫ (code coverage) ʻ ʩʧʦʩʽʙ ʚʽʜʩʪʝʞʝʥʥʷ ʚʠʢʦʥʘʥʥʷ ʧʨʦʛʨʘʤʠ ʪʘ ʚʠʟʥʘʯʝʥʥʷ 

ʪʦʛʦ, ʷʢʽ ʜʽʣʷʥʢʠ ʟʘʜʽʷʥʽ ʫ ʚʠʭʽʜʥʦʤʫ ʢʦʜʽ. ɼʣʷ ʚʠʟʥʘʯʝʥʥʷ ʦʭʦʧʣʝʥʥʷ ʢʦʜʫ 

ʨʦʟʨʦʙʣʝʥʦ ʙʘʛʘʪʦ ʟʘʩʦʙʽʚ. ʎʽ ʟʘʩʦʙʠ ʥʝ ʟʘʚʞʜʠ ʧʝʨʝʜʙʘʯʘʶʪʴ ʜʦʩʪʫʧ ʜʦ 
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ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ. ɿʘ ʜʦʧʦʤʦʛʦʶ ʜʝʷʢʠʭ ʟʘʩʦʙʽʚ ʤʦʞʥʘ ʧʽʜʢʣʶʯʘʪʠʩʷ ʜʦ ʧʨʦʮʝʩʫ 

ʪʘ ʟʙʠʨʘʪʠ ʜʘʥʽ ʫ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. 

ɼʣʷ ʭʘʢʝʨʘ ʦʭʦʧʣʝʥʥʷ ʢʦʜʫ ʛʦʚʦʨʠʪʴ ʧʨʦ ʦʙʩʷʛ ʨʦʙʦʪʠ, ʷʢʫ ʧʦʪʨʽʙʥʦ 

ʚʠʢʦʥʘʪʠ ʧʨʠ ʧʝʨʰʦʤʫ ʦʛʣʷʜʽ ʧʨʦʛʨʘʤʠ, ʱʦ ʘʪʘʢʫʻʪʴʩʷ. ʂʦʤʧ'ʶʪʝʨʥʽ 

ʧʨʦʛʨʘʤʠ ʜʫʞʝ ʩʢʣʘʜʥʽ ʽ ʾʭ ʟʣʘʤʫʚʘʥʥʷ - ʩʪʦʤʣʶʶʯʝ ʟʘʥʷʪʪʷ. ʃʶʜʠʥʽ ʚʣʘʩʪʠʚʦ 

ʧʨʦʧʫʩʢʘʪʠ ʬʨʘʛʤʝʥʪʠ ʢʦʜʫ ʪʘ ʧʝʨʝʭʦʜʠʪʠ ʜʦ ʛʦʣʦʚʥʦʛʦ. ʆʭʦʧʣʝʥʥʷ ʢʦʜʫ 

ʜʦʟʚʦʣʷʻ ʚʠʟʥʘʯʠʪʠ, ʯʠ ʥʝ ʧʨʦʧʫʩʪʠʚ ʭʘʢʝʨ ʯʦʛʦʩʴ ʚʘʞʣʠʚʦʛʦ. ʗʢʱʦ ʚʠ 

ʧʨʦʧʫʩʪʠʣʠ ʧʨʦʮʝʜʫʨʫ, ʦʩʢʽʣʴʢʠ ʚʦʥʘ ʚʠʜʘʣʘʩʷ ʚʘʤ ʥʝʰʢʽʜʣʠʚʦʶ, ʪʦ, 

ʤʦʞʣʠʚʦ, ʩʣʽʜ ʧʦʜʫʤʘʪʠ ʱʝ ʨʘʟ! ʆʭʦʧʣʝʥʥʷ ʢʦʜʫ ʜʦʟʚʦʣʷʻ ʧʦʚʝʨʥʫʪʠʩʷ ʽ 

ʧʦʚʪʦʨʥʦ ʧʝʨʝʚʽʨʠʪʠ ʚʠʢʦʥʘʥʫ ʭʘʢʝʨʦʤ ʨʦʙʦʪʫ. 

ʅʘʤʘʛʘʶʯʠʩʴ ʟʣʘʤʘʪʠ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʭʘʢʝʨʠ ʟʘʟʚʠʯʘʡ 

ʧʦʯʠʥʘʶʪʴ ʟ ʪʦʯʢʠ ʚʚʝʜʝʥʥʷ ʜʘʥʠʭ ʢʦʨʠʩʪʫʚʘʯʘ. ʗʢ ʧʨʠʢʣʘʜ ʨʦʟʛʣʷʥʝʤʦ 

ʚʠʢʣʠʢ ʬʫʥʢʮʽʾ WSARecv()\ ɺʽʜʩʪʝʞʫʶʯʠ ʦʙʨʦʙʢʫ ʜʘʥʠʭ ʤʝʪʦʜʦʤ "ʟʟʦʚʥʽ 

ʚʩʝʨʝʜʠʥʫ", ʤʦʞʥʘ ʚʠʟʥʘʯʠʪʠ ʟʘʜʽʷʥʽ ʜʽʣʷʥʢʠ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ. ɹʘʛʘʪʦ 

ʨʽʰʝʥʴ, ʷʢ ʧʨʘʚʠʣʦ, ʧʨʠʡʤʘʶʪʴʩʷ ʧʽʩʣʷ ʧʨʠʡʦʤʫ ʜʘʥʠʭ ʢʦʨʠʩʪʫʚʘʯʘ. ʎʽ 

ʨʽʰʝʥʥʷ ʨʝʘʣʽʟʫʶʪʴʩʷ ʷʢ ʦʧʝʨʘʪʦʨʠ ʨʦʟʛʘʣʫʞʝʥʥʷ, ʥʘʧʨʠʢʣʘʜ, ʫʤʦʚʥʽ 

ʦʧʝʨʘʪʦʨʠ ʨʦʟʛʘʣʫʞʝʥʥʷ JNZ ʽ JE ʚ ʢʦʜʽ ʜʣʷ ʧʣʘʪʬʦʨʤʠ ɧʭʫ. ʆʭʦʧʣʝʥʥʷ ʢʦʜʫ 

ʜʦʟʚʦʣʷʻ ʚʠʟʥʘʯʠʪʠ, ʢʦʣʠ ʚʽʜʙʫʚʘʻʪʴʩʷ ʨʦʟʛʘʣʫʞʝʥʥʷ, ʽ ʥʘʤʘʣʶʚʘʪʠ ʢʘʨʪʫ 

ʢʦʞʥʦʛʦ ʙʝʟʧʝʨʝʨʚʥʦʛʦ ʙʣʦʢʫ ʤʘʰʠʥʥʦʛʦ ʢʦʜʫ. ɼʣʷ ʭʘʢʝʨʘ ʮʝ ʦʟʥʘʯʘʻ 

ʤʦʞʣʠʚʽʩʪʴ ʚʠʟʥʘʯʠʪʠ, ʷʢʽ ʜʽʣʷʥʢʠ ʢʦʜʫ ʥʝ ʚʠʢʦʥʫʶʪʴʩʷ ʧʽʜ ʯʘʩ ʘʥʘʣʽʟʫ 

ʧʨʦʛʨʘʤʠ. ɺʠʢʦʨʠʩʪʘʥʥʷ ʧʨʦʛʨʘʤ ʜʣʷ ʦʮʽʥʢʠ ʦʭʦʧʣʝʥʥʷ ʢʦʜʫ ʜʦʟʚʦʣʷʻ 

ʜʦʩʚʽʜʯʝʥʦʤʫ ʬʘʭʽʚʮʶ ʦʪʨʠʤʘʪʠ "ʤʘʨʰʨʫʪ" ʚʠʢʦʥʘʥʥʷ ʧʨʦʛʨʘʤʠ. ʇʦʜʽʙʥʝ 

ʪʨʘʩʫʚʘʥʥʷ ʜʦʟʚʦʣʷʻ ʟʙʝʨʝʛʪʠ ʩʠʣʠ ʪʘ ʧʨʦʜʦʚʞʫʚʘʪʠ ʜʦʩʣʽʜʞʝʥʥʷ, ʢʦʣʠ ʚ 

ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ (ʙʝʟ ʦʭʦʧʣʝʥʥʷ ʢʦʜʫ) ʭʘʢʝʨ ʤʽʛ ʙʠ ʧʨʠʧʠʥʠʪʠ ʟʫʩʠʣʣʷ ʧʦ 

ʟʣʦʤʫ, ʥʝ ʧʝʨʝʚʽʨʠʚʰʠ ʚʩʽ ʤʦʞʣʠʚʦʩʪʽ. 

ɿʘʩʦʙʠ ʜʣʷ ʦʭʦʧʣʝʥʥʷ ʢʦʜʫ ʚʘʞʣʠʚʽ ʽ ʥʝʦʙʭʽʜʥʽ ʚ ʭʘʢʝʨʩʴʢʦʤʫ ʘʨʩʝʥʘʣʽ. ʋ 

ʥʘʰʦʤʫ ʧʨʠʢʣʘʜʽ ʦʩʥʦʚʥʘ ʫʚʘʛʘ ʙʫʜʝ ʩʧʨʷʤʦʚʘʥʘ ʥʘ ʤʦʚʫ ʘʩʝʤʙʣʝʨʘ ʜʣʷ 

ʧʣʘʪʬʦʨʤʠ ʭ86 ʪʘ ʦʧʝʨʘʮʽʡʥʫ ʩʠʩʪʝʤʫ WindowsXP. ɺʠʭʦʜʷʯʠ ʟ ʥʘʰʦʛʦ 

ʜʦʩʚʽʜʫ, ʤʦʞʝʤʦ ʩʢʘʟʘʪʠ, ʱʦ ʜʦʩʠʪʴ ʚʘʞʢʦ ʟʥʘʡʪʠ ʟʘʩʽʙ ʜʣʷ ʦʭʦʧʣʝʥʥʷ ʢʦʜʫ 
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ʧʽʜ ʯʘʩ ʚʠʨʽʰʝʥʥʷ ʢʦʥʢʨʝʪʥʦʾ ʟʘʜʘʯʽ. ʋ ʙʘʛʘʪʴʦʭ ʢʦʤʝʨʮʽʡʥʠʭ ʽ ʙʝʟʢʦʰʪʦʚʥʠʭ 

ʟʘʩʦʙʘʭ ʚʟʘʛʘʣʽ ʚʽʜʩʫʪʥʽ ʚʣʘʩʪʠʚʦʩʪʽ, ʥʝʦʙʭʽʜʥʠʭ ʧʨʦʚʝʜʝʥʥʷ ʘʪʘʢ, ʽ ʤʝʪʦʜʠ 

ʚʽʟʫʘʣʽʟʘʮʽʾ ʜʘʥʠʭ, ʪʘʢʽ ʚʘʞʣʠʚʽ ʜʣʷ ʭʘʢʝʨʘ. 

ɼʦʩʪʫʧ ʜʦ ʷʜʨʘ. ʉʣʘʙʢʝ ʫʧʨʘʚʣʽʥʥʷ ʜʦʩʪʫʧʦʤ ʜʝʩʢʨʠʧʪʦʨʘʤʠ, ʩʪʚʦʨʝʥʠʤʠ 

ʜʣʷ ʜʨʘʡʚʝʨʽʚ, ʚʽʜʢʨʠʚʘʻ ʩʠʩʪʝʤʫ ʘʪʘʢ. ʗʢʱʦ ʭʘʢʝʨ ʚʠʷʚʠʪʴ ʜʨʘʡʚʝʨ ʧʨʠʩʪʨʦʶ 

ʟ ʥʝʟʘʭʠʱʝʥʠʤ ʜʝʩʢʨʠʧʪʦʨʦʤ, ʚʽʥ ʤʦʞʝ ʩʢʦʨʠʩʪʘʪʠʩʷ ʢʦʤʘʥʜʘʤʠ IOCTL ʜʣʷ 

ʜʦʩʪʫʧʫ ʜʦ ʮʴʦʛʦ ʜʨʘʡʚʝʨʘ ʷʜʨʘ. ɿʘʣʝʞʥʦ ʚʽʜ ʬʫʥʢʮʽʡ, ʱʦ ʧʽʜʪʨʠʤʫʶʪʴʩʷ 

ʜʨʘʡʚʝʨʦʤ, ʤʦʞʥʘ ʚʠʚʝʩʪʠ ʢʦʤʧ'ʶʪʝʨ ʟ ʣʘʜʫ ʘʙʦ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʷʜʨʘ. 

ɹʫʜʴ-ʷʢʽ ʚʭʽʜʥʽ ʜʘʥʽ ʜʣʷ ʜʨʘʡʚʝʨʘ, ʷʢʽ ʤʽʩʪʷʪʴ ʘʜʨʝʩʠ ʦʩʝʨʝʜʢʽʚ ʧʘʤ'ʷʪʽ, ʧʦʚʠʥʥʽ 

ʙʫʪʠ ʥʝʛʘʡʥʦ ʧʝʨʝʚʽʨʝʥʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʚʥʝʩʝʥʥʷ ʥʫʣʴʦʚʠʭ ʟʥʘʯʝʥʴ. ɯʥʦʜʽ 

ʭʘʢʝʨʠ ʚʚʦʜʷʪʴ ʘʜʨʝʩʠ, ʷʢʽ ʟʚʝʨʪʘʶʪʴʩʷ ʜʦ ʧʘʤ'ʷʪʽ ʷʜʨʘ. ʗʢʱʦ ʚ ʜʨʘʡʚʝʨʽ ʥʝ 

ʧʝʨʝʜʙʘʯʝʥʦ ʢʦʥʪʨʦʣʴʥʠʭ ʧʝʨʝʚʽʨʦʢ ʜʣʷ ʟʥʘʯʝʥʴ, ʱʦ ʚʚʦʜʷʪʴʩʷ ʢʦʨʠʩʪʫʚʘʯʝʤ, 

ʟʥʘʯʠʪʴ, ʤʦʞʥʘ ʩʧʦʪʚʦʨʠʪʠ ʚʤʽʩʪ ʧʘʤ'ʷʪʽ ʷʜʨʘ. ʇʨʠ ʨʝʪʝʣʴʥʦ ʧʨʦʜʫʤʘʥʽʡ ʘʪʘʮʽ 

ʮʽʣʢʦʤ ʤʦʞʣʠʚʦ ʟʤʽʥʠʪʠ ʛʣʦʙʘʣʴʥʠʡ ʨʝʞʠʤ ʫ ʷʜʨʽ ʪʘ ʟʤʽʥʠʪʠ ʧʨʘʚʘ ʜʦʩʪʫʧʫ. 

ɺʠʪʽʢ ʜʘʥʠʭ ʽʟ ʩʧʽʣʴʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʠʭ ʙʫʬʝʨʽʚ. ʗʢ ʚʽʜʦʤʦ, ʫ 

ʟʚʠʯʘʡʥʽʡ ʧʨʦʛʨʘʤʽ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʙʝʟʣʽʯ ʙʫʬʝʨʽʚ. ʆʜʥʽ ʡ ʩʘʤʽ ʙʫʬʝʨʠ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʟʥʦʚʫ ʽ ʟʥʦʚʫ, ʘʣʝ ʥʘʩ ʙʽʣʴʰʝ ʮʽʢʘʚʠʪʴ ʧʠʪʘʥʥʷ: ʯʠ 

ʦʯʠʱʘʶʪʴʩʷ ʮʽ ʙʫʬʝʨʠ? ʏʠ ʟʙʝʨʽʛʘʶʪʴʩʷ "ʩʪʘʨʽ" ʜʘʥʽ ʦʢʨʝʤʦ ʚʽʜ "ʥʦʚʠʭ"? 

ɹʫʬʝʨʠ - ʧʨʦʩʪʦ ʯʫʜʦʚʝ ʤʽʩʮʝ ʜʣʷ ʧʦʰʫʢʫ ʧʦʪʝʥʮʽʡʥʠʭ ʤʦʞʣʠʚʦʩʪʝʡ ʚʠʪʦʢʫ 

ʜʘʥʠʭ. ɹʫʜʴ-ʷʢʠʡ ʙʫʬʝʨ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʟʙʝʨʽʛʘʥʥʷ ʷʢ 

ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʠʭ, ʪʘʢ ʽ ʢʦʥʬʽʜʝʥʮʽʡʥʠʭ ʜʘʥʠʭ, ʤʦʞʝ ʩʧʨʠʯʠʥʠʪʠ ʚʠʪʽʢ 

ʽʥʬʦʨʤʘʮʽʾ. 

ɼʣʷ ʧʝʨʝʚʝʜʝʥʥʷ ʢʦʥʬʽʜʝʥʮʽʡʥʠʭ ʜʘʥʠʭ ʜʦ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʠʭ ʯʘʩʪʦ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʘʪʘʢʠ, ʱʦ ʚʠʢʣʠʢʘʶʪʴ ʟʤʽʥʫ ʨʝʞʠʤʫ ʜʦʩʪʫʧʫ ʘʙʦ ʩʪʘʥ 

"ʧʝʨʝʛʦʥʠ ʥʘ ʚʠʞʠʚʘʥʥʷ". ʊʘʢʠʤ ʯʠʥʦʤ, ʙʫʜʴ-ʷʢʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʙʫʬʝʨʘ ʙʝʟ 

ʧʦʧʝʨʝʜʥʴʦʛʦ ʦʯʠʱʝʥʥʷ ʚʽʜ ʜʘʥʠʭ, ʱʦ ʨʘʥʽʰʝ ʟʙʝʨʽʛʘʶʪʴʩʷ, ʧʽʜʚʠʱʫʻ ʨʠʟʠʢ 

ʚʠʪʦʢʫ ʜʘʥʠʭ. 

ʈʦʟʛʣʷʥʝʤʦ ʧʨʠʢʣʘʜ: ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʦʤʠʣʢʠ ʚ ʤʝʨʝʞʥʠʭ ʘʜʘʧʪʝʨʘʭ 

Ethernet. ɺ Ethernet-ʘʜʘʧʪʝʨʘʭ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʩʪʘʥʜʘʨʪʥʽ ʯʽʧʩʝʪʠ ʜʣʷ 

ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʤʝʨʝʞʽ. ʎʽ ʯʽʧʠ ʤʦʞʥʘ ʥʘʟʚʘʪʠ "ʧʦʢʨʠʰʢʘʤʠ" ʤʘʰʠʥʠ 
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Internet. ʇʨʦʙʣʝʤʘ ʚ ʪʦʤʫ, ʱʦ ʙʘʛʘʪʦ ʮʠʭ ʯʽʧʽʚ ʻ ʧʨʠʯʠʥʦʶ ʚʠʪʦʢʫ ʜʘʥʠʭ ʟ 

ʧʘʢʝʪʽʚ. 

ɺʠʥʠʢʥʝʥʥʷ ʧʨʦʙʣʝʤʠ ʦʙʫʤʦʚʣʝʥʦ ʪʠʤ, ʱʦ ʜʘʥʽ ʟʙʝʨʽʛʘʶʪʴʩʷ ʚ ʙʫʬʝʨʽ 

ʤʽʢʨʦʯʽʧʘ ʥʘ Ethernet-ʘʜʘʧʪʝʨʽ. ʄʽʥʽʤʘʣʴʥʠʡ ʦʙʩʷʛ ʜʘʥʠʭ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ 

ʥʘʜʽʩʣʘʥʽ ʫ Ethernet-ʧʘʢʝʪʽ, ʩʪʘʥʦʚʠʪʴ 66 ʙʘʡʪ. ʎʝ ʤʽʥʽʤʘʣʴʥʠʡ ʨʦʟʤʽʨ ʢʘʜʨʫ 

Ethernet. ɸʣʝ ʨʦʟʤʽʨ ʙʘʛʘʪʴʦʭ ʧʘʢʝʪʽʚ, ʷʢʽ ʤʘʶʪʴ ʙʫʪʠ ʧʝʨʝʜʘʥʽ ʯʝʨʝʟ ʤʝʨʝʞʫ, 

ʥʘʙʘʛʘʪʦ ʤʝʥʰʝ, ʥʽʞ 66 ʙʘʡʪ. ʗʢ ʧʨʠʢʣʘʜ ʤʦʞʥʘ ʥʘʟʚʘʪʠ ʥʝʚʝʣʠʢʽ ping -ʧʘʢʝʪʠ 

ʪʘ ARP-ʟʘʧʠʪʠ. ʊʘʢʠʤ ʯʠʥʦʤ, ʮʽ ʧʘʢʝʪʠ ʜʦʜʘʶʪʴʩʷ ʜʘʥʽ ʜʣʷ ʟʙʽʣʴʰʝʥʥʷ ʨʦʟʤʽʨʫ 

ʜʦ 66 ʙʘʡʪ. 

ʆʧʠʰʝʤʦ ʧʨʦʙʣʝʤʫ ʜʦʢʣʘʜʥʽʰʝ. ʉʧʨʘʚʘ ʚ ʪʦʤʫ, ʱʦ ʫ ʙʘʛʘʪʴʦʭ ʯʽʧʘʭ ʥʝ 

ʚʠʢʦʥʫʻʪʴʩʷ ʦʯʠʱʝʥʥʷ ʙʫʬʝʨʘ ʤʽʞ ʚʽʜʧʨʘʚʢʘʤʠ ʧʘʢʝʪʽʚ. ʊʘʢʠʤ ʯʠʥʦʤ, ʧʘʢʝʪ 

ʥʝʜʦʩʪʘʪʥʴʦʛʦ ʨʦʟʤʽʨʫ ʜʦʧʦʚʥʶʻʪʴʩʷ ʙʫʜʴ-ʷʢʠʤʠ ʜʘʥʠʤʠ, ʱʦ ʟʘʣʠʰʠʣʠʩʷ ʚ 

ʙʫʬʝʨʽ ʧʦʧʝʨʝʜʥʴʦʛʦ ʧʘʢʝʪʘ. ʊʦʤʫ ʜʘʥʽ ʧʘʢʝʪʽʚ, ʧʨʠʟʥʘʯʝʥ ̔ʽʥʰʠʤ ʣʶʜʷʤ, 

ʤʦʞʫʪʴ ʧʦʪʨʘʧʠʪʠ ʚ ʧʘʢʝʪʠ ʭʘʢʝʨʘ. ʎʶ ʘʪʘʢʫ ʜʦʩʠʪʴ ʧʨʦʩʪʦ ʨʝʘʣʽʟʫʚʘʪʠ, ʽ 

ʚʦʥʘ ʚʽʜʤʽʥʥʦ ʧʨʘʮʶʻ ʚ ʤʝʨʝʞʘʭ, ʱʦ ʢʦʤʫʪʫʶʪʴʩʷ. ɺ ʘʪʘʮʽ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ 

"ʟʘʣʧ" ʥʝʚʝʣʠʢʠʭ ʧʘʢʝʪʽʚ, ʷʢʽ ʚʠʤʘʛʘʶʪʴ ʫ ʚʽʜʧʦʚʽʜʴ ʥʘʜʩʠʣʘʥʥʷ ʥʝʚʝʣʠʢʦʛʦ 

ʧʘʢʝʪʘ. ʇʽʩʣʷ ʦʪʨʠʤʘʥʥʷ ʥʝʚʝʣʠʢʠʭ ʧʘʢʝʪʽʚ ʫ ʚʽʜʧʦʚʽʜʴ ʭʘʢʝʨ ʧʝʨʝʛʣʷʜʘʻ 

ʜʦʜʘʥʽ ʜʘʥʽ, ʱʦʙ ʧʦʙʘʯʠʪʠ ʜʘʥʽ ʟ ʯʫʞʠʭ ʧʘʢʝʪʽʚ. ɹʝʟʫʤʦʚʥʦ, ʚ ʮʽʡ ʘʪʘʮʽ 

ʛʫʙʣʷʪʴʩʷ ʙʘʛʘʪʦ ʮʽʥʥʠʭ ʜʣʷ ʭʘʢʝʨʘ ʜʘʥʠʭ, ʦʩʢʽʣʴʢʠ ʧʝʨʰʘ ʯʘʩʪʠʥʘ ʢʦʞʥʦʛʦ 

ʧʘʢʝʪʘ ʟʘʪʠʨʘʻʪʴʩʷ ʟʚʠʯʘʡʥʠʤʠ ʜʘʥʠʤʠ ʧʘʢʝʪʫ ʫ ʚʽʜʧʦʚʽʜʴ. ʊʦʤʫ ʭʘʢʝʨ ʙʫʜʝ 

ʥʘʤʘʛʘʪʠʩʷ ʩʪʚʦʨʠʪʠ ʧʦʪʽʢ ʷʢʦʤʦʛʘ ʤʝʥʰʠʭ ʧʘʢʝʪʽʚ ʫ ʚʽʜʧʦʚʽʜʴ, ʱʦʙ ʚʠʢʘʯʘʪʠ 

ʷʢʦʤʦʛʘ ʙʽʣʴʰʝ ʽʥʬʦʨʤʘʮʽʾ. ɼʣʷ ʮʴʦʛʦ ʜʫʞʝ ʧʽʜʽʡʜʫʪʴ ping -ʧʘʢʝʪʠ, ʱʦ 

ʜʦʟʚʦʣʷʻ ʭʘʢʝʨʫ ʧʝʨʝʭʦʧʣʶʚʘʪʠ ʥʝʟʘʰʠʬʨʦʚʘʥʽ ʧʘʨʦʣʽ ʽ ʥʘʚʽʪʴ ʯʘʩʪʠʥʠ ʢʣʶʯʽʚ 

ʰʠʬʨʫʚʘʥʥʷ. ARP-ʧʘʢʝʪʠ ʥʘʚʽʪʴ ʤʝʥʰʽ ʟʘ ʨʦʟʤʽʨʦʤ, ʘʣʝ ʥʝ ʧʽʜʭʦʜʷʪʴ ʜʣʷ 

ʚʽʜʜʘʣʝʥʦʾ ʘʪʘʢʠ. ɿʘ ʜʦʧʦʤʦʛʦʶ ARP-ʧʘʢʝʪʽʚ ʟʣʦʚʤʠʩʥʠʢ ʤʦʞʝ ʦʪʨʠʤʘʪʠ 

ʥʦʤʝʨʠ ʧʽʜʪʚʝʨʜʞʝʥʥʷ ɸʉʂ-ʧʘʢʝʪʽʚ ʟ ʽʥʰʠʭ ʩʝʘʥʩʽʚ. ʎʝ ʩʪʘʥʝ ʚ ʥʘʛʦʜʽ ʚ 

ʩʪʘʥʜʘʨʪʥʽʡ ʘʪʘʮʽ ʧʝʨʝʭʦʧʣʝʥʥʷ ʜʘʥʠʭ ʟʘ ʧʨʦʪʦʢʦʣʦʤ TCP/IP! 

ʇʦʰʫʢ ʥʝʜʦʣʽʢʽʚ ʫ ʥʘʜʘʥʥʽ ʧʨʘʚ ʜʦʩʪʫʧʫ. ʅʝʧʨʘʚʠʣʴʥʝ ʧʣʘʥʫʚʘʥʥʷ ʘʙʦ 

ʞ ʙʘʥʘʣʴʥʘ ʣʽʥʴ ʽʟ ʙʦʢʫ ʜʝʷʢʠʭ ʧʨʦʛʨʘʤʽʩʪʽʚ ʯʘʩʪʦ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʧʦʷʚʠ 
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ʧʨʦʛʨʘʤ, ʚ ʨʦʙʦʪʽ ʷʢʠʭ ʧʝʨʝʜʙʘʯʘʻʪʴʩʷ ʥʘʷʚʥʽʩʪʴ ʧʨʘʚ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ ʘʙʦ 

ʩʫʧʝʨʢʦʨʠʩʪʫʚʘʯʘ (root). ʅʘʧʨʠʢʣʘʜ, ʥʝʦʙʤʝʞʝʥʠʡ ʜʦʩʪʫʧ ʜʦ ʩʠʩʪʝʤʠ ʚʠʤʘʛʘʻ 

ʙʘʛʘʪʦ ʧʨʦʛʨʘʤ, ʷʢʽ ʙʫʣʠ ʤʦʜʠʬʽʢʦʚʘʥʽ ʟ ʧʦʧʝʨʝʜʥʽʭ ʚʝʨʩʽʡ Windows ʜʣʷ 

ʨʦʙʦʪʠ ʧʽʜ ʢʝʨʫʚʘʥʥʷʤ Win2K ʽ Windows ʍʈ. ɺ ʧʨʠʥʮʠʧʽ ʮʝ ʦʩʦʙʣʠʚʦ 

ʩʪʦʩʫʻʪʴʩʷ ʪʠʭ ʧʨʦʛʨʘʤ, ʷʢʽ, ʧʨʘʮʶʶʯʠ ʧʦʜʽʙʥʠʤ ʯʠʥʦʤ, ʩʪʚʦʨʶʶʪʴ ʤʘʩʫ 

ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʠʭ ʬʘʡʣʽʚ. 

ʍʘʢʝʨʫ ʚʘʨʪʦ ʧʦʰʫʢʘʪʠ ʢʘʪʘʣʦʛʠ, ʚ ʷʢʠʭ ʟʙʝʨʽʛʘʶʪʴʩʷ ʬʘʡʣʠ ʟ ʜʘʥʠʤʠ 

ʢʦʨʠʩʪʫʚʘʯʘ. ʏʠ ʟʙʝʨʽʛʘʶʪʴʩʷ ʚ ʮʠʭ ʢʘʪʘʣʦʛʘʭ ʽʥʰʽ ʚʘʞʣʠʚʽ ʜʘʥʽ? ʗʢʱʦ ʪʘʢ, ʪʦ 

ʥʘʩʢʽʣʴʢʠ ʦʙʤʝʞʝʥʽ ʧʨʘʚʘ ʥʘ ʜʦʩʪʫʧ ʜʦ ʮʴʦʛʦ ʢʘʪʘʣʦʛʫ? ʎʝ ʩʪʦʩʫʻʪʴʩʷ ʽ ʜʦ 

ʨʝʻʩʪʨʫ ʦʧʝʨʘʮʽʡʥʠʭ ʩʠʩʪʝʤ, ʽ ʜʦ ʦʧʝʨʘʮʽʡ ʟ ʙʘʟʦʶ ʜʘʥʠʭ. ʗʢʱʦ ʭʘʢʝʨ ʟʘʤʽʥʠʪʴ 

ʙʽʙʣʽʦʪʝʢʫ DLL ʘʙʦ ʟʤʽʥʠʪʴ ʧʘʨʘʤʝʪʨʠ ʜʣʷ ʧʨʦʛʨʘʤʠ, ʚʽʥ ʟʤʦʞʝ ʨʦʟʰʠʨʠʪʠ 

ʩʚʦʾ ʧʨʘʚʘ ʜʦʩʪʫʧʫ ʽ ʦʚʦʣʦʜʽʪʠ ʩʠʩʪʝʤʦʶ. ʋ Windows ʩʣʽʜ ʰʫʢʘʪʠ ʚʽʜʢʨʠʪʽ ʜʣʷ 

ʜʦʩʪʫʧʫ ʚʠʢʣʠʢʠ ʬʫʥʢʮʽʡ, ʷʢʽ ʟʘʧʠʪʫʶʪʴ ʯʠ ʩʪʚʦʨʶʶʪʴ ʨʝʩʫʨʩʠ ʙʝʟ ʦʙʤʝʞʝʥʴ 

ʜʦʩʪʫʧʫ. ʅʘʜʪʦ ʣʽʙʝʨʘʣʴʥʽ ʧʨʘʚʘ ʜʦʩʪʫʧʫ ʧʨʠʟʚʦʜʷʪʴ ʜʦ ʧʦʷʚʠ ʥʝʟʘʭʠʱʝʥʠʭ 

ʬʘʡʣʽʚ ʪʘ ʦʙ'ʻʢʪʽʚ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʚʠʢʣʠʢʽʚ ʬʫʥʢʮʽʡ API. ɯʩʥʫʻ ʢʽʣʴʢʘ ʩʠʩʪʝʤʥʠʭ ʚʠʢʣʠʢʽʚ, 

ʚʽʜʦʤʠʭ ʪʠʤ, ʱʦ ʾʭʥʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʚʠʥʠʢʥʝʥʥʷ ʚʨʘʟʣʠʚʠʭ 

ʤʽʩʮʴ. ʆʜʠʥ ʟ ʤʝʪʦʜʽʚ ʘʪʘʢ ʷʢʨʘʟ ʽ ʧʦʣʷʛʘʻ ʫ ʚʠʷʚʣʝʥʥʽ ʮʠʭ ʚʠʢʣʠʢʽʚ (ʩʝʨʝʜ 

ʥʘʡʧʦʧʫʣʷʨʥʽʰʠʭ, ʥʘʧʨʠʢʣʘʜ, ʚʠʢʣʠʢ ʬʫʥʢʮʽʾ strcpy() ). ʅʘ ʱʘʩʪʷ, 

ʚʠʷʚʣʝʥʥʷ ʮʠʭ ʚʠʢʣʠʢʽʚ ʨʦʟʨʦʙʣʝʥʦ ʯʠʤʘʣʦ ʩʧʝʮʽʘʣʴʥʠʭ ʟʘʩʦʙʽʚ. ʅʘʧʨʠʢʣʘʜ. 

ʧʨʦʛʨʘʤʘ APISPY32, ʱʦ ʤʽʩʪʠʪʴ ʟʚʽʪ ʧʨʦ ʧʝʨʝʭʦʧʣʝʥʥʷ ʚʩʽʭ ʚʠʢʣʠʢʽʚ ʬʫʥʢʮʽʾ 

strcpy ʥʘ ʩʠʩʪʝʤʽ, ʱʦ ʧʝʨʝʚʽʨʷʻʪʴʩʷ. 

 

7.4.5. Ȱɑɖɚɘɛɱɗɫɢɱɫ ɞɌ ɐɔɓɌɝɑɘɍɗɪɎɌəəɫ ɛɜɚɏɜɌɘəɚɏɚ 

ɓɌɍɑɓɛɑɣɑəəɫ 

 

ɼʝʢʦʤʧʽʣʷʮʽʷ ð ʮʝ ʧʨʦʮʝʩ ʧʝʨʝʪʚʦʨʝʥʥʷ ʜʚʽʡʢʦʚʠʭ ʚʠʢʦʥʫʚʘʥʠʭ ʬʘʡʣʽʚ 

(ʢʦʤʧʽʣʴʦʚʘʥʦʾ ʧʨʦʛʨʘʤʠ) ʥʘ ʩʠʤʚʦʣʽʯʥʠʡ ʢʦʜ ʤʦʚʦʶ ʚʠʱʦʛʦ ʨʽʚʥʷ, ʷʢʠʡ 

ʢʨʘʱʝ ʩʧʨʠʡʤʘʻʪʴʩʷ ʣʶʜʠʥʦʶ. ʗʢ ʧʨʘʚʠʣʦ, ʮʝ ʦʟʥʘʯʘʻ ʧʝʨʝʪʚʦʨʝʥʥʷ 
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ʚʠʢʦʥʫʚʘʥʦʾ ʧʨʦʛʨʘʤʠ ʥʘ ʚʠʭʽʜʥʠʡ ʢʦʜ ʤʦʚʦʶ ʧʨʦʛʨʘʤʫʚʘʥʥʷ, ʧʦʜʽʙʥʦʶ ʜʦ 

ʤʦʚʠ ʉ. ɹʽʣʴʰʽʩʪʴ ʩʠʩʪʝʤ ʜʣʷ ʜʝʢʦʤʧʽʣʷʮʽʾ ʥʝ ʟʜʘʪʥʽ ʥʘ ʧʦʚʥʝ ʧʝʨʝʪʚʦʨʝʥʥʷ 

ʧʨʦʛʨʘʤ ʫ ʚʠʭʽʜʥʠʡ ʢʦʜ. ʅʘʪʦʤʽʩʪʴ ʥʘʜʘʻʪʴʩʷ ʱʦʩʴ ʩʝʨʝʜʥʻ. ɹʘʛʘʪʦ 

ʜʝʢʦʤʧʽʣʷʪʦʨʽʚ ʦʜʥʦʯʘʩʥʦ ʻ ʽ ʜʠʟʘʩʩʝʤʙʣʝʨʘʤʠ, ʷʢʽ ʥʘʜʘʶʪʴ ʜʘʤʧ ʤʘʰʠʥʥʦʛʦ 

ʢʦʜʫ, ʷʢʠʡ ʽ ʟʤʫʰʫʻ ʧʨʦʛʨʘʤʫ ʧʨʘʮʶʚʘʪʠ. ʁʤʦʚʽʨʥʦ, ʥʘ ʜʘʥʠʡ ʤʦʤʝʥʪ 

ʥʘʡʢʨʘʱʠʤ ʽʟ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʠʭ ʜʝʢʦʤʧʽʣʷʪʦʨʽʚ ʻ IDA-Pro. ʈʦʙʦʪʘ ʮʽʻʾ 

ʧʨʦʛʨʘʤʠ ʧʦʯʠʥʘʻʪʴʩʷ ʟ ʜʠʟʘʩʝʤʙʣʶʚʘʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ ʢʦʜʫ, ʥʘʩʪʫʧʥʦʛʦ 

ʘʥʘʣʽʟʫ ʧʨʦʮʝʩʫ ʚʠʢʦʥʘʥʥʷ ʧʨʦʛʨʘʤʠ, ʟʤʽʥʥʠʭ ʪʘ ʚʠʢʣʠʢʽʚ ʬʫʥʢʮʽʡ. 

ʂʦʨʠʩʪʫʚʘʪʠʩʷ IDA ʜʦʩʠʪʴ ʩʢʣʘʜʥʦ, ʦʪʞʝ, ʧʝʨʝʜʙʘʯʘʻʪʴʩʷ ʥʘʷʚʥʽʩʪʴ ʩʝʨʡʦʟʥʠʭ 

ʩʧʝʮʽʘʣʴʥʠʭ ʟʥʘʥʴ. ʇʨʦʛʨʘʤʘ IDA ʥʘʜʘʻ ʧʦʚʥʫ ʙʽʙʣʽʦʪʝʢʫ API ʜʣʷ ʨʦʙʦʪʠ ʟ 

ʙʘʟʦʶ ʜʘʥʠʭ ʮʽʻʾ ʧʨʦʛʨʘʤʠ, ʪʦʤʫ ʢʦʨʠʩʪʫʚʘʯʽ ʤʦʞʫʪʴ ʧʨʦʚʦʜʠʪʠ ʚʣʘʩʥʽ 

ʫʥʽʢʘʣʴʥʽ ʜʦʩʣʽʜʞʝʥʥʷ. 

ɯʩʥʫʶʪʴ ʽʥʰʽ ʧʦʜʽʙʥʽ ʟʘʩʦʙʠ. ʅʘʧʨʠʢʣʘʜ, ʙʫʣʘ ʧʨʦʛʨʘʤʘ REC ʽʟ 

ʟʘʩʝʢʨʝʯʝʥʠʤ ʚʠʭʽʜʥʠʤ ʢʦʜʦʤ (ʘʣʝ ʙʝʟʢʦʰʪʦʚʥʘ) ʟʘʙʝʟʧʝʯʫʻ ʧʦʚʥʝ 

ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʤʦʚʦʶ ʜʣʷ ʜʝʷʢʠʭ ʚʠʢʦʥʫʚʘʥʠʭ ʬʘʡʣʽʚ. ʑʝ ʦʜʠʥ 

ʢʦʤʝʨʮʽʡʥʠʡ ʜʠʟʘʩʩʝʤʙʣʝʨ ʥʘʟʠʚʘʻʪʴʩʷ WDASM. ɯʩʥʫʻ ʢʽʣʴʢʘ ʜʝʢʦʤʧʽʣʷʪʦʨʽʚ 

ʜʣʷ ʙʘʡʪ-ʢʦʜʫ Java, ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʦʪʨʠʤʘʪʠ ʚʠʭʽʜʥʠʡ ʢʦʜ ʤʦʚʦʶ Java (ʮʝʡ 

ʧʨʦʮʝʩ ʥʘʙʘʛʘʪʦ ʧʨʦʩʪʽʰʝ, ʥʽʞ ʜʝʢʦʤʧʽʣʷʮʽʷ ʤʘʰʠʥʥʦʛʦ ʢʦʜʫ ʜʣʷ ʯʽʧʽʚ Intel). 

ʎʽ ʩʠʩʪʝʤʠ ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʜʦʩʠʪʴ ʚʠʩʦʢʦʶ ʪʦʯʥʽʩʪʶ, ʥʘʚʽʪʴ ʫ ʧʨʦʛʨʘʤʘʭ 

ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʧʝʚʥʽ ʤʝʪʦʜʠ ʤʘʩʢʫʚʘʥʥʷ. ʊʘʢʦʞ ʜʦʩʪʫʧʥʽ ʢʦʰʪʠ ʟ ʚʽʜʢʨʠʪʠʤ 

ʚʠʭʽʜʥʠʤ ʢʦʜʦʤ, ʷʢʽ ʟʘʮʽʢʘʚʣʝʥʽ ʯʠʪʘʯʽ ʤʦʞʫʪʴ ʟʥʘʡʪʠ ʩʘʤʦʩʪʽʡʥʦ. 

ɿʘʚʞʜʠ ʧʦʪʨʽʙʥʦ ʤʘʪʠ ʢʽʣʴʢʘ ʜʝʢʦʤʧʽʣʷʪʦʨʽʚ ʫ ʩʚʦʻʤʫ ʘʨʩʝʥʘʣʽ, ʷʢʱʦ ʚʠ 

ʭʦʯʝʪʝ ʧʦʚʥʦʶ ʤʽʨʦʶ ʨʦʟʫʤʽʪʠ, ʷʢ ʧʨʘʮʶʻ ʧʨʦʛʨʘʤʘ. ɼʝʢʦʤʧʽʣʷʪʦʨʠ ʰʠʨʦʢʦ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʭʘʢʝʨʘʤʠ ʜʣʷ ʟʣʦʤʫ ʟʘʭʠʩʪʫ ʚʽʜ ʢʦʧʽʶʚʘʥʥʷ ʧʨʦʛʨʘʤ. 

ʎʽʢʘʚʦ ʚʽʜʟʥʘʯʠʪʠ, ʱʦ ʥʘ ʟʦʨʽ ʢʦʤʧ'ʶʪʝʨʥʦʾ ʝʧʦʭʠ ʭʘʢʽʥʛ ʪʘ ʧʽʨʘʪʩʴʢʠʡ ʟʣʘʤ 

ʧʨʦʛʨʘʤ ʙʫʣʠ ʘʙʩʦʣʶʪʥʦ ʥʝʟʘʣʝʞʥʠʤʠ ʥʘʧʨʷʤʢʘʤʠ ʜʽʷʣʴʥʦʩʪʽ. ʍʘʢʠʥʛ 

ʟʘʨʦʜʠʚʩʷ ʩʝʨʝʜ UNIX, ʜʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʙʫʣʦ ʙʝʟʢʦʰʪʦʚʥʠʤ, ʘ 

ʚʠʭʽʜʥʠʡ ʢʦʜ ʙʫʚ ʜʦʩʪʫʧʥʠʤ, ʪʦʙʪʦ. ʜʝʢʦʤʧʽʣʷʮʽʷ ʧʨʦʩʪʦ ʥʝ ʧʦʪʨʽʙʥʘ. ɿ ʽʥʰʦʛʦ 

ʙʦʢʫ, ʧʽʨʘʪʩʴʢʽ ʤʝʪʦʜʠ ʟʣʦʤʫ ʨʦʟʨʦʙʠʣʠ ʜʣʷ ʟʣʦʤʫ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʽʛʦʨ, ʪʦʙʪʦ. 

ʚ ʦʩʥʦʚʥʦʤʫ ʧʨʠʟʥʘʯʘʣʠʩʷ ʜʣʷ ʧʣʘʪʬʦʨʤ Apples, DOS ʽ Windows, ʜʣʷ ʷʢʠʭ 
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ʚʠʭʽʜʥʠʡ ʢʦʜ ʟʘʟʚʠʯʘʡ ʥʝʜʦʩʪʫʧʥʠʡ. ɺʽʨʫʩʠ ʚʠʥʠʢʣʠ ʩʘʤʝ ʚʥʘʩʣʽʜʦʢ 

ʧʽʨʘʪʩʴʢʦʛʦ ʨʫʭʫ. ʅʘʧʨʠʢʽʥʮʽ 1990-ʭ ʨʦʢʽʚ, ʢʦʣʠ ʙʽʣʴʰʽʩʪʴ ʤʝʨʝʞʥʦʛʦ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʪʘʣʠ ʜʦʩʪʫʧʥʠʤʠ ʜʣʷ ʩʠʩʪʝʤ Windows ʽ ʭʘʢʝʨʠ 

ʥʘʚʯʠʣʠʩʷ ʟʣʘʤʫʚʘʪʠ ʩʠʩʪʝʤʠ Windows, ʜʠʩʮʠʧʣʽʥʠ ʭʘʢʽʥʛʫ ʽ ʟʣʦʤʫ 

ʦʙ'ʻʜʥʘʣʠʩʷ ʚ ʦʜʥʝ ʮʽʣʝ. ʆʩʥʦʚʥʠʡ ʘʢʮʝʥʪ ʜʝʢʦʤʧʽʣʷʮʽʾ ʟʤʽʩʪʠʚʩʷ ʚʽʜ ʟʣʦʤʫ 

ʟʘʭʠʩʪʫ ʚʽʜ ʢʦʧʽʶʚʘʥʥʷ ʜʦ ʘʫʜʠʪʫ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʟ ʤʝʪʦʶ 

ʚʠʷʚʣʝʥʥʷ ʜʦʩʪʫʧʥʠʭ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʦʤʠʣʦʢ, ʪʦʙʪʦ. ʫ ʥʦʚʦʤʫ ʩʝʨʝʜʦʚʠʱʽ 

ʧʦʯʘʣʠ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʜʝʷʢʽ ʩʪʘʨʽ ʭʠʪʨʦʱʽ. 

 

7.5. ȻɔɞɌəəɫ ɐɗɫ ɝɌɘɚɖɚəɞɜɚɗɪ 

 

1. ʊʨʠ ʦʩʥʦʚʥʽ ʧʨʦʙʣʝʤʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʱʦʜʦ ʡʦʛʦ ʚʨʘʟʣʠʚʦʩʪʽ. 

2. ʑʦ ʪʘʢʝ ʙʝʟʧʝʢʘ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ? 

3. ʐʘʙʣʦʥʠ ʘʪʘʢ ʥʘ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ: ʢʣʘʩʠʬʽʢʘʮʽʷ ʪʝʨʤʽʥʽʚ 

4. ʉʭʝʤʠ ʘʪʘʢ ʥʘ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʘʙʦ ʧʣʘʥʠ ʟʣʦʚʤʠʩʥʠʢʘ 

5. ɺʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʪʘ ʩʪʨʫʢʪʫʨʠ ʧʨʦʛʨʘʤʠ: ʫʩʝʨʝʜʠʥʽ ʧʨʦʛʨʘʤʠ ʪʘ 

ʟʘʩʦʙʠ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ 

6. ʄʝʪʦʜʠ ʚʽʜʥʦʚʣʝʥʥʷ ʚʠʭʽʜʥʦʛʦ ʢʦʜʫ ʧʨʦʛʨʘʤʠ.  ʄʝʪʦʜʠ ʜʦʩʣʽʜʞʝʥʥʷ 

7. ɼʝʢʦʤʧʽʣʷʮʽʷ ʪʘ ʜʠʟʘʩʝʤʙʣʶʚʘʥʥʷ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ 
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8. ȸȺȹȣȾȺȼȴȹȯ ȸȱȼȱȲȣ 

 

ʇʘʢʝʪʥʽ ʤʝʨʝʞʽ ʦʙôʻʜʥʫʶʪʴ ʤʽʣʴʡʦʥʠ ʢʦʤʧôʶʪʝʨʽʚ, ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ 

ʪʝʨʤʽʥʘʣʽʚ ̔  ʢʦʨʠʩʪʫʚʘʯʽʚ ʧʦ ʚʩʴʦʤʫ ʩʚʽʪʫ. ʄʝʨʝʞʘ ʩʪʘʣʘ ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ ʜʣʷ 

ʙʘʛʘʪʴʦʭ ʧʨʦʛʨʘʤ, ʷʢʽ ʚʧʣʠʚʘʶʪʴ ʥʘ ʥʘʰʝ ʧʦʚʩʷʢʜʝʥʥʝ ʞʠʪʪʷ. ɼʫʞʝ ʚʘʞʣʠʚʦ 

ʧʨʘʚʠʣʴʥʦ ʫʧʨʘʚʣʷʪʠ ʢʦʤʧôʶʪʝʨʥʦʶ ʤʝʨʝʞʝʶ. ʋʧʨʘʚʣʽʥʥʷ ʤʝʨʝʞʘʤʠ 

ʚʠʤʘʛʘʻ, ʧʝʨʰ ʟʘ ʚʩʝ, ʤʦʥʽʪʦʨʠʥʛʫ. ʄʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽ ð ʮʝ ʥʘʙʽʨ ʤʝʭʘʥʽʟʤʽʚ, 

ʷʢʽ ʜʦʟʚʦʣʷʶʪʴ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘʤ ʤʝʨʝʞʽ, ʷʢ ʽ ʭʘʢʝʨʘʤ, ʟʥʘʪʠ ʤʠʪʪʻʚʠʡ ʩʪʘʥ ʽ 

ʜʦʚʛʦʩʪʨʦʢʦʚʽ ʪʝʥʜʝʥʮʽʾ ʩʢʣʘʜʥʦʾ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡʥʦʾ ʤʝʨʝʞʽ. 

 

8.1. Ȼɱɐɡɚɐɔ ɐɚ ɘɚəɱɞɚɜɔəɏɟ ɘɑɜɑɒɱ 

 

ʄʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽ ʤʦʞʝ ʙʫʪʠ ʘʢʪʠʚʥʠʤ ʘʙʦ ʧʘʩʠʚʥʠʤ. ʇʘʩʠʚʥʠʡ 

ʤʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽ ʟʯʠʪʫʻ ʜʘʥʽ ʟ ʢʘʥʘʣʫ, ʥʝ ʚʧʣʠʚʘʶʯʠ ʥʘ ʪʨʘʬʽʢ. ɸʢʪʠʚʥʠʡ 

ʤʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽ ʜʦʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʟʤʽʥʶʚʘʪʠ ʜʘʥʽ ʚ ʢʘʥʘʣʽ. 

ʇʘʩʠʚʥʠʡ ʤʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽ ʽʩʥʫʻ ʚ ʢʽʣʴʢʦʭ ʬʦʨʤʘʭ. ʇʨʦʩʪʠʡ ʤʦʥʽʪʦʨʠʥʛ 

ʤʦʞʝ ʙʫʪʠ ʣʝʛʢʠʤ ʜʣʷ ʦʮʽʥʢʠ ʚʨʫʯʥʫ, ʦʩʢʽʣʴʢʠ ʢʽʣʴʢʽʩʪʴ ʜʘʥʠʭ, ʱʦ 

ʚʽʜʩʪʝʞʫʶʪʴʩʷ ʪʘ ʩʪʚʦʨʶʶʪʴʩʷ, ʥʝʚʝʣʠʢʘ. ʄʦʥʽʪʦʨʠʥʛ ʫʩʽʣʷʢʠʭ ʜʝʪʘʣʝʡ ʧʨʦ 

ʤʝʨʝʞʫ ʪʘ ʾʾ ʪʨʘʬʽʢ ʥʝʩʝ ʧʦʜʽʙʥʫ ʧʝʨʝʰʢʦʜʫ; ʽʥʬʦʨʤʘʮʽʷ ʧʨʦ ʥʝʩʧʨʘʚʥʦʩʪʽ ʪʘ 

ʥʘʧʘʜʥʠʢʽʚ ʟʙʠʨʘʻʪʴʩʷ, ʘʣʝ ʽʥʬʦʨʤʘʮʽʾ ʪʘʢ ʙʘʛʘʪʦ, ʱʦ ʚʦʥʘ ʛʫʙʠʪʴʩʷ ʚ ʾʾ ʤʦʨʽ. 

ʂʨʽʤ ʪʦʛʦ, ʯʠʤ ʙʽʣʴʰʝ ʜʘʥʠʭ ʟʙʠʨʘʻʪʴʩʷ, ʪʠʤ ʙʽʣʴʰʝ ʪʝʭʥʦʣʦʛʽʯʥʦ ʚʠʤʦʛʣʠʚʦ 

ʟʙʝʨʽʛʘʪʠ ʡ ʦʙʨʦʙʣʷʪʠ ʜʘʥʽ. ʊʘʢʠʤ ʯʠʥʦʤ, ʨʽʟʥʽ ʩʧʦʩʦʙʠ ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ 

ʢʦʥʢʫʨʫʶʪʴ ʤʽʞ ʩʦʙʦʶ, ʦʩʢʽʣʴʢʠ ʢʦʞʝʥ ʤʘʻ ʨʽʟʥʽ ʢʦʤʧʨʦʤʽʩʠ, ʙʫʜʫʯʠ 

ʥʘʮʽʣʝʥʠʤ ʥʘ ʨʽʟʥʽ ʮʽʣʽ, ʩʝʨʝʜʦʚʠʱʘ ʪʘ ʢʦʨʠʩʪʫʚʘʯʽʚ. ʅʘ ʨʠʩ. 8.1 ʧʦʢʘʟʘʥʘ 

ʟʘʛʘʣʴʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʤʝʨʝʞʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ. 
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ʈʠʩ. 8.1. ɿʘʛʘʣʴʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ  

 

ʇʨʦʮʝʩ ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʚʦʭ ʦʩʥʦʚʥʠʭ ʝʪʘʧʽʚ: 

ʜʫʙʣʶʚʘʥʥʷ ʪʨʘʬʽʢʫ ʪʘ ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ. 

 

8.1.1 . ȰɟɍɗɪɎɌəəɫ ɞɜɌɠɱɖɟ 

 

ʋʩʽ ʚʠʜʠ ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ ʤʘʶʪʴ ʦʜʥʫ ʟʘʛʘʣʴʥʫ 

ʚʣʘʩʪʠʚʽʩʪʴ; ʪʨʘʬʽʢ ʟ ʢʘʥʘʣʫ ʧʝʨʝʜʘʯʽ ʜʫʙʣʶʻʪʴʩʷ, ʱʦʙ ʤʦʞʥʘ ʙʫʣʦ 

ʧʨʦʘʥʘʣʽʟʫʚʘʪʠ ʢʦʧʽʶ. ɼʫʙʣʶʚʘʥʥʷ ʤʦʞʝ ʚʽʜʙʫʚʘʪʠʩʷ ʚ ʦʜʥʦʤʫ ʟ ʜʚʦʭ 

ʨʝʞʠʤʽʚ: ʚʙʫʜʦʚʘʥʠʡ ʘʙʦ ʜʟʝʨʢʘʣʴʥʠʡ. ʇʨʠʩʪʨʽʡ ʜʫʙʣʶʚʘʥʥʷ ʪʨʘʬʽʢʫ ʚ ʨʝʞʠʤʽ 

inline  ʨʦʟʤʽʱʫʻʪʴʩʷ ʚ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚ ʢʘʥʘʣʽ ʧʝʨʝʜʘʯʽ. ʋ ʨʝʞʠʤʽ 

ʚʽʜʜʟʝʨʢʘʣʶʚʘʥʥʷ ʬʫʥʢʮʽʷ ʜʫʙʣʶʚʘʥʥʷ ʚʞʝ ʻ ʚʙʫʜʦʚʘʥʦʶ ʬʫʥʢʮʽʻʶ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʘʙʦ ʢʦʤʫʪʘʪʦʨʘ. ɯʩʥʫʻ ʢʽʣʴʢʘ ʩʧʦʩʦʙʽʚ ʚʽʜʜʟʝʨʢʘʣʝʥʥʷ 

ʪʨʘʬʽʢʫ: ʜʟʝʨʢʘʣʴʥʝ ʚʽʜʦʙʨʘʞʝʥʥʷ ʧʦʨʪʽʚ, TAP ʽ ʩʭʦʞʝ ʥʘ TAP ʥʘʣʘʰʪʫʚʘʥʥʷ 

ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʦʙʭʽʜʥʠʭ ʤʝʨʝʞʥʠʭ ʢʘʨʪ. 

1) ɺʽʜʜʟʝʨʢʘʣʝʥʥʷ ʧʦʨʪʽʚ. ɺʽʜʜʟʝʨʢʘʣʝʥʥʷ ʧʦʨʪʽʚ ð ʮʝ ʬʫʥʢʮʽʷ, ʷʢʘ 

ʟʘʟʚʠʯʘʡ ʜʦʩʪʫʧʥʘ ʚ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʤʝʨʝʞʥʠʭ ʢʦʤʫʪʘʪʦʨʘʭ ʽ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʭ. ʊʨʘʬʽʢ, ʱʦ ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ ʚʠʙʨʘʥʽ ʧʦʨʪʠ ʢʦʤʫʪʘʪʦʨʘ ʘʙʦ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ, ʚʽʜʦʙʨʘʞʘʻʪʴʩʷ ʥʘ ʽʥʰʦʤʫ ʚʠʙʨʘʥʦʤʫ ʧʦʨʪʫ. ʇʦʨʪ, ʷʢʠʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʠʚʝʜʝʥʥʷ ʜʫʙʣʴʦʚʘʥʦʛʦ ʪʨʘʬʽʢʫ, ʟʘʟʚʠʯʘʡ ʥʘʟʠʚʘʻʪʴʩʷ 

ʜʟʝʨʢʘʣʴʥʠʤ ʧʦʨʪʦʤ ʘʙʦ ʧʦʨʪʦʤ SPAN (Switched Port Analyzer, ʘʥʘʣʽʟʘʪʦʨ 

ʢʦʤʫʪʦʚʘʥʠʭ ʧʦʨʪʽʚ). ʅʘ ʨʠʩ. 8.2 ʧʦʢʘʟʘʥʦ ʧʨʠʥʮʠʧ ʜʟʝʨʢʘʣʴʥʦʛʦ 

ʚʽʜʦʙʨʘʞʝʥʥʷ ʧʦʨʪʽʚ. ʆʙʠʜʚʘ ʥʘʧʨʷʤʢʠ ʢʦʥʪʨʦʣʴʦʚʘʥʦʛʦ ʢʘʥʘʣʫ ʧʝʨʝʜʘʶʪʴʩʷ 

ʚ ʦʜʥʦʤʫ ʥʘʧʨʷʤʢʫ ʯʝʨʝʟ ʜʟʝʨʢʘʣʴʥʠʡ ʧʦʨʪ. 

ʇʝʨʝʭʦʧʣʝʥʥʷ 
ʧʘʢʝʪʽʚ 

ɸʥʘʣʽʟ 
ʪʨʘʬʽʢ ʨʝʟʫʣʴʪʘʪʠ ʟʘʭʦʧʣʝʥʥʷ  

ʜʘʥʠʭ 
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ʈʠʩ. 8.2. ʇʨʠʥʮʠʧ ʜʟʝʨʢʘʣʴʥʦʛʦ ʚʽʜʦʙʨʘʞʝʥʥʷ ʧʦʨʪʽʚ 

 

ɼʟʝʨʢʘʣʴʥʽ ʧʦʨʪʠ ʤʘʶʪʴ ʜʚʘ ʥʝʜʦʣʽʢʠ. ʇʦ-ʧʝʨʰʝ, ʷʢʱʦ ʩʫʤʘʨʥʘ ʧʨʦʧʫʩʢʥʘ 

ʟʜʘʪʥʽʩʪʴ ʪʨʘʬʽʢʫ ʙʽʣʴʰʘ, ʥʽʞ ʤʦʞʝ ʧʝʨʝʜʘʪʠ ʜʟʝʨʢʘʣʴʥʠʡ ʧʦʨʪ, ʜʟʝʨʢʘʣʴʥʠʡ 

ʧʦʨʪ ʩʪʘʻ ʧʝʨʝʚʘʥʪʘʞʝʥʠʤ ʽ ʚʽʜʢʠʜʘʻ ʧʘʢʝʪʠ. ʇʦʚʥʦʜʫʧʣʝʢʩʥʠʡ ʪʨʘʬʽʢ 

ʧʝʨʝʜʘʻʪʴʩʷ ʚ ʦʜʥʦʤʫ ʥʘʧʨʷʤʢʫ ʯʝʨʝʟ ʜʟʝʨʢʘʣʴʥʠʡ ʧʦʨʪ. ʎʝ ʤʘʡʞʝ ʚʜʚʽʯʽ 

ʧʝʨʝʚʠʱʫʻ ʧʨʦʧʫʩʢʥʫ ʟʜʘʪʥʽʩʪʴ ʦʜʥʦʛʦ ʧʦʨʪʫ ʜʣʷ ʜʚʦʭ ʧʦʨʪʽʚ, ʱʦ 

ʦʙʩʣʫʛʦʚʫʶʪʴʩʷ ʢʦʤʫʪʘʪʦʨʦʤ, ʽ ʥʘʚʽʪʴ ʙʽʣʴʰʝ, ʷʢʱʦ ʦʙʩʣʫʛʦʚʫʻʪʴʩʷ ʙʽʣʴʰʝ 

ʜʚʦʭ ʧʦʨʪʽʚ. ʇʦ-ʜʨʫʛʝ, ʙʽʣʴʰʽʩʪʴ ʢʦʤʫʪʘʪʦʨʽʚ ʥʝ ʤʘʶʪʴ ʜʦʩʪʘʪʥʴʦʾ 

ʦʙʯʠʩʣʶʚʘʣʴʥʦʾ ʧʦʪʫʞʥʦʩʪʽ ʜʣʷ ʦʙʨʦʙʢʠ ʷʢ ʢʦʤʫʪʘʮʽʾ, ʪʘʢ ʽ ʜʟʝʨʢʘʣʴʥʦʛʦ 

ʚʽʜʦʙʨʘʞʝʥʥʷ. ʆʩʥʦʚʥʘ ʬʫʥʢʮʽʷ ʢʦʤʫʪʘʪʦʨʘ ʤʘʻ ʧʨʽʦʨʠʪʝʪ, ʽ ʚʽʜʜʟʝʨʢʘʣʝʥʥʷ 

ʤʦʞʝ ʥʝ ʧʨʘʮʶʚʘʪʠ ʥʘʣʝʞʥʠʤ ʯʠʥʦʤ ʫ ʧʝʨʽʦʜʠ ʧʽʢʦʚʦʛʦ ʪʨʘʬʽʢʫ. 

2) ʊʝʩʪʦʚʠʡ ʧʦʨʪ ʜʦʩʪʫʧʫ. ʊʝʩʪʦʚʠʡ ʧʦʨʪ ʜʦʩʪʫʧʫ TAP (Test Access Port) 

ð ʮʝ ʧʨʠʩʪʨʽʡ ʟʘʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ, ʷʢʠʡ ʟʥʘʭʦʜʠʪʴʩʷ ʫ ʚʙʫʜʦʚʘʥʦʤʫ ʨʝʞʠʤʽ, 

ʦʩʢʽʣʴʢʠ ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʡ ʢʘʥʘʣ ʨʦʟʜʽʣʝʥʠʡ. ʇʨʠʩʪʨʽʡ TAP ʧʽʜʢʣʶʯʘʻʪʴʩʷ 

ʤʽʞ ʨʦʟʜʽʣʝʥʠʤʠ ʯʘʩʪʠʥʘʤʠ ʢʘʥʘʣʫ, ʽ ʪʨʘʬʽʢ ʜʫʙʣʶʻʪʴʩʷ. ʆʜʠʥʘʨʥʽ TAP 

ʜʫʙʣʶʶʪʴ ʪʨʘʬʽʢ ʥʘ ʦʜʠʥ ʚʠʭʽʜ, ʱʦ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʚʦʭ ʬʽʟʠʯʥʠʭ ʧʦʨʪʽʚ ʷʢ ʜʣʷ 

ʥʠʟʭʽʜʥʦʾ, ʪʘʢ ʽ ʜʣʷ ʚʠʩʭʽʜʥʦʾ ʣʽʥʽʾ ʧʦʚʥʦʜʫʧʣʝʢʩʥʦʛʦ ʟʚôʷʟʢʫ. ʈʝʛʝʥʝʨʘʮʽʡʥʽ 

TAP ʜʫʙʣʶʶʪʴ ʪʨʘʬʽʢ ʥʘ ʢʽʣʴʢʘ ʚʠʭʦʜʽʚ. ɸʛʨʝʛʘʮʽʡʥʽ TAP ʦʙôʻʜʥʫʶʪʴ ʦʙʠʜʚʘ 

ʢʘʥʘʣʠ ʚ ʦʜʠʥ ʚʠʭʽʜʥʠʡ ʧʦʨʪ. ɭ ʪʨʠ ʪʠʧʠ TAP: ʤʽʜʥʽ, ʦʧʪʦʚʦʣʦʢʦʥʥʽ ʪʘ 

ʚʽʨʪʫʘʣʴʥʽ. ʅʘ ʨʠʩ. 8.3 ʧʦʢʘʟʘʥʦ ʚʽʜʜʟʝʨʢʘʣʝʥʥʷ ʪʨʘʬʽʢʫ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʪʝʩʪʦʚʦʛʦ ʧʦʨʪʫ ʜʦʩʪʫʧʫ. ʆʙʠʜʚʘ ʥʘʧʨʷʤʢʠ ʢʦʥʪʨʦʣʴʦʚʘʥʦʛʦ ʟʚ'ʷʟʢʫ 

ʧʝʨʝʜʘʶʪʴʩʷ ʦʢʨʝʤʦ. 

ʇʘʩʠʚʥʽ ʤʽʜʥʽ TAP ʧʽʜʢʣʶʯʘʶʪʴʩʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʜʦ ʢʘʥʘʣʫ. ʆʩʢʽʣʴʢʠ 

ʧʘʩʠʚʥʽ TAP ʥʝ ʞʠʚʣʷʪʴʩʷ, ʚʽʜʢʣʶʯʝʥʥʷ ʞʠʚʣʝʥʥʷ ʥʝ ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ 
ʇʨʠʣʘʜ 

ʤʦʥʽʪʦʨʠʥʛʫ 
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ʥʝʩʧʨʘʚʥʦʩʪʽ ʣʽʥʽʾ. ʅʝʜʦʣʽʢʦʤ ʧʘʩʠʚʥʠʭ ʤʽʜʥʠʭ ʊɸʈ ʻ ʪʝ, ʱʦ ʪʘʢʠʤ ʯʠʥʦʤ 

ʤʦʞʥʘ ʚʩʪʘʥʦʚʠʪʠ ʣʠʰʝ ʟôʻʜʥʘʥʥʷ ʟʽ ʰʚʠʜʢʽʩʪʶ 10 ʄʙʽʪ/ʩ ʽ 100 ʄʙʽʪ/ʩ. 

ʇʘʩʠʚʥʝ ʧʽʜʢʣʶʯʝʥʥʷ ʩʧʦʪʚʦʨʶʻ ʩʠʛʥʘʣ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦ ʥʝʤʦʞʣʠʚʦ ʧʘʩʠʚʥʦ 

ʧʽʜʢʣʶʯʠʪʠʩʷ ʜʦ ʛʽʛʘʙʽʪʥʦʛʦ Ethernet. ʇʘʪʝʥʪ NetOptic ʧʨʝʜʩʪʘʚʣʷʻ ʤʝʪʦʜ, 

ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻ ʘʢʪʠʚʥʫ ʛʽʛʘʙʽʪʥʫ ʊɸʈ, ʦʩʥʘʱʝʥʫ ʢʦʥʜʝʥʩʘʪʦʨʘʤʠ, ʜʣʷ 

ʧʽʜʪʨʠʤʢʠ ʟʚôʷʟʢʫ, ʧʦʢʠ ʧʝʨʝʤʠʢʘʶʪʴʩʷ ʚʙʫʜʦʚʘʥʽ ʨʝʪʨʘʥʩʣʷʪʦʨʠ ʦʩʥʦʚʥʦʾ 

ʩʤʫʛʠ. 

 

 

ʈʠʩ. 8.3. ɺʽʜʜʟʝʨʢʘʣʝʥʥʷ ʪʨʘʬʽʢʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʪʝʩʪʦʚʦʛʦ ʧʦʨʪʫ ʜʦʩʪʫʧʫ 

 

ɸʢʪʠʚʥʽ ʤʽʜʥʽ ʊɸʈ ʬʫʥʢʮʽʦʥʫʶʪʴ ʧʦʜʽʙʥʦ ʜʦ ʧʽʜʭʦʜʫ, ʦʧʠʩʘʥʦʛʦ ʚ 

ʧʦʧʝʨʝʜʥʴʦʤʫ ʧʽʜʨʦʟʜʽʣʽ. ʉʠʛʥʘʣ, ʱʦ ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ TAP, ʘʢʪʠʚʥʦ 

ʨʝʪʨʘʥʩʣʶʻʪʴʩʷ ʪʘ ʜʫʙʣʶʻʪʴʩʷ, ʽ ʩʧʦʪʚʦʨʝʥʥʷ ʩʠʛʥʘʣʫ ʥʝ ʚʥʦʩʷʪʴʩʷ, ʟʘ 

ʚʠʥʷʪʢʦʤ ʥʝʟʥʘʯʥʦʾ ʟʘʪʨʠʤʢʠ, ʩʧʨʠʯʠʥʝʥʦʾ ʝʣʝʢʪʨʦʥʥʦʶ ʩʭʝʤʦʶ. ʅʝʜʦʣʽʢʦʤ 

ʮʴʦʛʦ ʧʽʜʭʦʜʫ ʻ ʪʝ, ʱʦ ʟʙʽʡ ʞʠʚʣʝʥʥʷ TAP ʩʧʨʠʯʠʥʷʻ ʧʝʨʝʤʠʢʘʥʥʷ 

ʨʝʪʨʘʥʩʣʷʪʦʨʘ ʧʝʨʝʤʠʢʘʥʥʷ ʟʙʦʾʚ, ʩʪʚʦʨʶʶʯʠ ʟʘʪʨʠʤʢʫ ʚ ʢʽʣʴʢʘ ʩʦʪʝʥʴ 

ʤʽʢʨʦʩʝʢʫʥʜ. 

ʇʘʩʠʚʥʽ ʦʧʪʠʯʥʽ ʊɸʈ ʧʝʨʝʥʘʧʨʘʚʣʷʶʪʴ ʚʽʜʩʦʪʦʢ ʚʠʭʽʜʥʦʛʦ ʩʠʛʥʘʣʫ ʥʘ 

ʜʟʝʨʢʘʣʴʥʠʡ ʚʠʭʽʜ. ʇʝʨʝʚʘʛʦʶ ʻ ʪʦʡ ʬʘʢʪ, ʱʦ ʚ ʊɸʈ ʥʝ ʤʦʞʝ ʚʠʥʠʢʥʫʪʠ ʟʙʽʡ 

ʞʠʚʣʝʥʥʷ. ʅʝʜʦʣʽʢʦʤ ʻ ʪʝ, ʱʦ ʩʠʛʥʘʣ ʚ ʣʽʥʽʾ ʧʦʩʣʘʙʣʶʻʪʴʩʷ ʊɸʈ. 

ʈʝʛʝʥʝʨʘʮʽʡʥʽ ʦʧʪʠʯʥʽ TAP ʚʽʜʚʦʜʷʪʴ ʜʫʞʝ ʥʝʚʝʣʠʢʫ ʯʘʩʪʠʥʫ ʚʠʭʽʜʥʦʛʦ 

ʩʠʛʥʘʣʫ ʥʘ ʜʟʝʨʢʘʣʴʥʠʡ ʚʠʭʽʜ ʽ ʧʽʜʩʠʣʶʶʪʴ ʡʦʛʦ ʥʘ ʧʦʚʥʫ ʩʠʣʫ. ɿʙʽʡ ʞʠʚʣʝʥʥʷ 

ʧʨʦʩʪʦ ʚʠʤʠʢʘʻ ʜʟʝʨʢʘʣʴʥʠʡ ʚʠʭʽʜ ʽ ʥʝ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʟʙʦʾʚ ʥʘ ʣʽʥʽʾ. 
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3) TAP-ʧʦʜʽʙʥʝ ʥʘʣʘʰʪʫʚʘʥʥʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʦʙʭʽʜʥʦʛʦ ʤʝʨʝʞʥʦʛʦ 

ʘʜʘʧʪʝʨʘ. ʅʘʣʘʰʪʫʚʘʥʥʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʘʨʪʠ ʤʝʨʝʞʝʚʦʛʦ ʽʥʪʝʨʬʝʡʩʫ NIC 

(network interface card) ʧʦʻʜʥʫʻ ʚʽʜʜʟʝʨʢʘʣʝʥʥʷ ʪʨʘʬʽʢʫ ʟ ʘʥʘʣʽʟʦʤ ʪʨʘʬʽʢʫ. ʗʢ 

ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 8.4, ʩʧʦʩʪʝʨʝʞʫʚʘʥʠʡ ʢʘʥʘʣ ʨʦʟʜʽʣʝʥʠʡ. ʆʙʠʜʚʘ ʢʽʥʮʽ 

ʨʦʟôʻʜʥʘʥʥʷ ʧʽʜôʻʜʥʘʥʽ ʜʦ ʜʚʦʭ ʽʥʪʝʨʬʝʡʩʽʚ ʤʝʨʝʞʥʦʾ ʢʘʨʪʠ. ʄʝʨʝʞʥʠʡ 

ʘʜʘʧʪʝʨ ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʥʘ ʢʦʤʧ'ʶʪʝʨʽ. ɯʥʪʝʨʬʝʡʩʠ ʧʨʦʛʨʘʤʥʦ ʥʘʣʘʰʪʦʚʘʥʽ ʷʢ 

ʤʝʨʝʞʥʠʡ ʤʽʩʪ. ɺʠʢʦʥʫʶʯʠ ʨʦʣʴ ʤʦʩʪʘ, ʣʽʥʽʷ ʨʦʟʨʠʚʫ ʧʨʦʜʦʚʞʫʻ 

ʬʫʥʢʮʽʦʥʫʚʘʪʠ ʥʘʣʝʞʥʠʤ ʯʠʥʦʤ. ʇʝʨʝʜʘʯʘ ʜʘʥʠʭ ʧʨʦ ʨʫʭ ʯʝʨʝʟ ʢʦʤʧôʶʪʝʨ 

ʜʦʟʚʦʣʷʻ ʩʧʦʩʪʝʨʽʛʘʪʠ ʟʘ ʨʫʭʦʤ. ʎʝ ʥʘʣʘʰʪʫʚʘʥʥʷ ʨʦʟʤʽʱʝʥʦ ʫ ʚʙʫʜʦʚʘʥʦʤʫ 

ʨʝʞʠʤʽ, ʧʦʜʽʙʥʦʤʫ ʜʦ TAP. 

 

 

ʈʠʩ. 8.4. ɺʙʫʜʦʚʘʥʝ ʜʟʝʨʢʘʣʴʥʝ ʚʽʜʦʙʨʘʞʝʥʥʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʜʚʦʭ 

ʽʥʪʝʨʬʝʡʩʽʚ ʤʝʨʝʞʥʦʾ ʢʘʨʪʠ 

 

ɺʽʜʜʟʝʨʢʘʣʝʥʥʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʝʨʝʞʝʚʠʭ ʢʘʨʪʦʢ ʤʦʞʣʠʚʝ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʩʧʦʞʠʚʯʠʭ ʤʝʨʝʞʝʚʠʭ ʢʘʨʪʦʢ. ʎʝ ʩʪʚʦʨʶʻ ʪʦʯʢʫ ʚʽʜʤʦʚʠ. ʇʽʩʣʷ ʟʙʦʶ 

ʧʨʦʛʨʘʤʥʦʛʦ ʘʙʦ ʘʧʘʨʘʪʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʣʽʥʽʷ ʙʽʣʴʰʝ ʥʝ ʧʽʜʢʣʶʯʘʻʪʴʩʷ. 

ɯʩʥʫʶʪʴ ʩʧʝʮʽʘʣʽʟʦʚʘʥʽ, ʪʘʢ ʟʚʘʥʽ ʦʙʭʽʜʥʽ NIC, ʷʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 8.5. ʆʙʭʽʜʥʽ 

NIC ʤʘʶʪʴ ʤʦʞʣʠʚʽʩʪʴ ʦʙʭʦʜʠʪʠ ʜʚʘ ʤʝʨʝʞʝʚʽ ʽʥʪʝʨʬʝʡʩʠ ʱʦʨʘʟʫ, ʢʦʣʠ 

ʚʠʥʠʢʘʻ ʟʙʽʡ; ʥʘʧʨʠʢʣʘʜ, ʟʙʽʡ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʙʦ ʚʪʨʘʪʘ ʞʠʚʣʝʥʥʷ. 

ʅʝʜʦʣʽʢʦʤ ʻ ʪʝ, ʱʦ ʢʦʤʧôʶʪʝʨ ʟʘʙʣʦʢʦʚʘʥʠʡ ʫ ʧʝʚʥʦʤʫ ʤʽʩʮʽ, ʽ ʡʦʛʦ 

ʥʝʤʦʞʣʠʚʦ ʧʝʨʝʤʽʩʪʠʪʠ ʙʝʟ ʧʝʨʝʨʠʚʘʥʥʷ ʟôʻʜʥʘʥʥʷ. 
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ʈʠʩ. 8.5. ʆʙʭʽʜʥʘ ʤʝʨʝʞʥʘ ʢʘʨʪʘ ʚ ʨʝʞʠʤʽ ʦʙʭʦʜʫ ʧʝʨʝʤʠʢʘʻ ʟ'ʻʜʥʘʥʥʷ 

ʦʙʣʘʜʥʘʥʥʷ, ʱʦʙ ʥʝ ʨʦʟʨʠʚʘʪʠ ʟôʻʜʥʘʥʥʷ 

 

8.1.2 . Ȼɑɜɑɡɚɛɗɑəəɫ ɛɌɖɑɞɱɎ 

 

ʇʝʨʝʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ (Packet capture) ʤʘʻ ʪʨʠ ʟʥʘʯʝʥʥʷ: 

- ʮʝ ʽʥʪʝʨʘʢʪʠʚʥʠʡ ʧʽʜʭʽʜ ʜʦ ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ; 

- ʟʘʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ ð ʮʝ ʬʘʡʣ ʪʨʘʩʫʚʘʥʥʷ ʧʘʢʝʪʽʚ; 

- ʮʝ ʘʢʪ ʟʘʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ ʟ ʤʝʨʝʞʥʦʛʦ ʢʘʥʘʣʫ.  

ɿʘʭʦʧʣʝʥʥʷ ʤʦʞʥʘ ʟʙʝʨʝʛʪʠ ʫ ʬʘʡʣ ʘʙʦ ʧʨʦʯʠʪʘʪʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʘʥʘʣʽʟʘʪʦʨʘ ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ ʚ ʨʝʞʠʤʽ ʨʝʘʣʴʥʦʛʦ ʯʘʩʫ. 

1) ʇʝʨʝʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ ʷʢ ʤʝʪʦʜ ʜʫʙʣʶʚʘʥʥʷ ʧʘʢʝʪʽʚ. ʄʝʨʝʞʥʠʡ 

ʪʨʘʬʽʢ ʬʽʢʩʫʻʪʴʩʷ ʟ ʪʦʯʢʠ ʩʧʦʩʪʝʨʝʞʝʥʥʷ. ʅʝ ʦʙʦʚôʷʟʢʦʚʦ, ʱʦʙ ʟʘʭʦʧʣʝʥʥʷ 

ʟʘʣʝʞʘʣʦ ʚʽʜ ʧʦʜʘʣʴʰʦʛʦ ʘʥʘʣʽʟʫ ʚ ʯʘʩʽ ʪʘ ʧʨʦʩʪʦʨʽ, ʦʩʢʽʣʴʢʠ ʦʪʨʠʤʘʥʽ ʜʘʥʽ 

ʤʦʞʥʘ ʟʙʝʨʝʛʪʠ ʫ ʬʘʡʣʽ. ʎʝ ʤʦʞʝ ʙʫʪʠ ʪʠʤʯʘʩʦʚʠʡ ʬʘʡʣ ʷʢ ʯʘʩʪʠʥʘ ʚʩʴʦʛʦ 

ʧʨʦʮʝʩʫ ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ ʘʙʦ ʡʦʛʦ ʤʦʞʥʘ ʟʙʝʨʝʛʪʠ ʫ ʬʘʡʣʽ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ 

ʷʚʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ. ɿʽʙʨʘʥʽ ʜʘʥʽ ʪʘʢʽ ʞ, ʷʢ ʽ ʥʘ ʣʽʥʽʾ. ʇʨʦʮʝʩ ʟʘʭʦʧʣʝʥʥʷ 

ʧʘʢʝʪʽʚ ʤʦʞʝ ʙʫʪʠ ʷʢ ʨʫʯʥʠʤ, ʪʘʢ ʽ ʘʚʪʦʤʘʪʠʯʥʠʤ. 

2) ʇʝʨʝʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ ʷʢ ʧʽʜʭʽʜ ʜʦ ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ. ʇʽʜʭʽʜ ʜʦ 

ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ ʟʘʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʚʦʭ ʦʩʥʦʚʥʠʭ ʢʨʦʢʽʚ: 

- ʩʪʚʦʨʝʥʥʷ ʬʘʡʣʫ ʟʘʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ, ʘ  

NIC-
ɯʥʪʝʨʬʝʡʩ 1 

NIC-
ɯʥʪʝʨʬʝʡʩ 2 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨ 

ʇʨʦʛʨʘʤʥʝ 
ʟʘʙʝʟʧʝ-
ʯʝʥʥʷ 

bypass 



227 

 

- ʚʠʢʦʥʘʥʥʷ ʘʥʘʣʽʟʫ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ ʟʘʭʦʧʣʝʥʦʛʦ ʬʘʡʣʫ.  

ʇʝʨʝʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ ʷʢ ʤʝʪʦʜ ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ ʤʦʞʝ ʙʫʪʠ ʷʢ ʨʫʯʥʠʤ, 

ʪʘʢ ʽ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʤ. ɸʚʪʦʤʘʪʠʟʦʚʘʥʠʡ ʧʽʜʭʽʜ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ 

ʨʝʻʩʪʨʘʮʽʾ ʪʘ ʘʥʘʣʽʟʫ ʧʦʚʝʜʽʥʢʠ ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤ. ʊʘʢʦʞ ʤʦʞʝ ʙʫʪʠ 

ʤʦʞʣʠʚʠʤ ʜʦʜʘʪʢʦʚʠʡ ʨʫʯʥʠʡ ʘʥʘʣʽʟ ʚʠʙʨʘʥʠʭ ʟʘʭʦʧʣʝʥʴ ʧʘʢʝʪʽʚ ʟ ʪʘʢʦʾ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʩʠʩʪʝʤʠ. 

ʈʽʚʝʥʴ 3 ʤʦʜʝʣʽ OSI ʟʘʟʚʠʯʘʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ, ʱʦʙ ʪʨʘʬʽʢ ʨʦʟʛʣʷʜʘʚʩʷ ʷʢ 

ʩʝʨʽʷ IP-ʧʘʢʝʪʽʚ. ɿʘʬʽʢʩʦʚʘʥʠʡ ʪʨʘʬʽʢ ʫ ʮʴʦʤʫ ʧʨʝʜʩʪʘʚʣʝʥʥʽ ʧʦʪʽʤ ʤʦʞʥʘ 

ʧʝʨʝʛʣʷʜʘʪʠ, ʰʫʢʘʪʠ ʘʙʦ ʬʽʣʴʪʨʫʚʘʪʠ. ʊʘʢʦʞ ʤʦʞʥʘ ʚʽʜʬʽʣʴʪʨʫʚʘʪʠ ʧʘʢʝʪʠ 

ʧʝʨʝʜ ʟʘʭʦʧʣʝʥʥʷʤ ʪʨʘʩʫʚʘʥʥʷ ʧʘʢʝʪʽʚ. 

ɺʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʷʢ ʛʨʘʬʽʯʥʠʡ ʽʥʪʝʨʬʝʡʩ ʢʦʨʠʩʪʫʚʘʯʘ GUI (graphical user 

interface), ʪʘʢ ʽ ʽʥʪʝʨʬʝʡʩ ʢʦʤʘʥʜʥʦʛʦ ʨʷʜʢʘ CLI (command line interface). ʋ 

ʜʝʷʢʠʭ ʥʘʣʘʰʪʫʚʘʥʥʷʭ ʤʦʞʣʠʚʘ ʘʚʪʦʤʘʪʠʟʘʮʽʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʮʝʥʘʨʽʾʚ ʜʽʡ. ʎʝ 

ʧʨʠʟʥʘʯʝʥʦ ʣʠʰʝ ʷʢ ʜʦʧʦʤʦʛʘ ʜʣʷ ʢʦʨʠʩʪʫʚʘʯʘ-ʣʶʜʠʥʠ, ʘ ʥʝ ʜʣʷ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʩʢʣʘʜʥʦʾ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʾ ʩʠʩʪʝʤʠ. ʉʠʩʪʝʤʫ ʚʠʷʚʣʝʥʥʷ 

ʚʪʦʨʛʥʝʥʴ IDS (intrusion detection system) ʤʦʞʥʘ ʚʚʘʞʘʪʠ ʩʢʣʘʜʥʦʶ 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʶ ʩʠʩʪʝʤʦʶ. ʋ ʢʦʥʪʝʢʩʪʽ ʘʥʘʣʽʟʫ ʟʘʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ ʥʘʚʽʪʴ 

ʩʮʝʥʘʨʥʘ ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ, ʧʦʜʽʙʥʘ ʜʦ IDS, ʚʩʝ ʱʝ ʧʨʠʟʥʘʯʝʥʘ ʜʣʷ 

ʽʥʜʠʚʽʜʫʘʣʴʥʦʛʦ ʽʥʪʝʨʘʢʪʠʚʥʦʛʦ ʘʥʘʣʽʟʫ. 

ɼʦʩʪʫʧʥʽʩʪʴ ʧʦʚʥʠʭ ʜʘʥʠʭ ʤʝʨʝʞʽ ʜʣʷ ʙʝʟʢʦʰʪʦʚʥʦʛʦ ʧʝʨʝʛʣʷʜʫ ʪʘ ʧʦʰʫʢʫ 

ʻ ʥʝʧʝʨʝʚʝʨʰʝʥʦʶ ʩʝʨʝʜ ʫʩʽʭ ʘʨʭʽʪʝʢʪʫʨʥʠʭ ʧʽʜʭʦʜʽʚ, ʟʛʘʜʘʥʠʭ ʫ ʮʽʡ ʩʪʘʪʪʽ. 

ɯʥʪʝʨʘʢʪʠʚʥʽʩʪʴ ʽ ʜʦʩʪʫʧ ʜʦ ʙʫʜʴ-ʷʢʦʾ ʯʘʩʪʠʥʠ ʜʘʥʠʭ ʪʨʘʬʽʢʫ ʤʦʞʫʪʴ ʙʫʪʠ 

ʚʝʣʠʯʝʟʥʦʶ ʧʝʨʝʚʘʛʦʶ. ʂʦʨʠʩʪʫʚʘʯ ʤʦʞʝ ʰʫʢʘʪʠ ʜʫʞʝ ʩʧʝʮʠʬʽʯʥʽ ʘʨʪʝʬʘʢʪʠ, 

ʥʝ ʧʨʦʛʨʘʤʫʶʯʠ ʥʽʯʦʛʦ ʪʘ ʥʝ ʙʫʜʫʯʠ ʦʙʤʝʞʝʥʠʤ ʙʽʣʴʰ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʤ 

ʧʨʦʛʨʘʤʥʠʤ ʟʘʙʝʟʧʝʯʝʥʥʷʤ. ʎʝ ʢʦʨʠʩʥʦ ʜʣʷ ʨʦʙʦʪʠ ʟ ʥʦʚʠʤʠ ʤʦʜʝʣʷʤʠ 

ʪʨʘʬʽʢʫ, ʪʘʢʠʤʠ ʷʢ ʥʦʚʽ ʰʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ ʘʙʦ ʥʝʚʽʜʦʤʽ ʧʨʦʪʦʢʦʣʠ ʟʚôʷʟʢʫ. 

ʇʨʦʪʝ ʽʥʪʝʨʘʢʪʠʚʥʽʩʪʴ ʻ ʥʝʜʦʣʽʢʦʤ, ʢʦʣʠ ʰʘʙʣʦʥ ʫʞʝ ʚʽʜʦʤʠʡ, ʘ ʨʦʙʦʪʘ 

ʧʦʚʪʦʨʶʻʪʴʩʷ ʪʘ ʘʚʪʦʤʘʪʠʟʫʻʪʴʩʷ. ʇʽʜʭʽʜ ʥʝ ʤʘʩʰʪʘʙʫʻʪʴʩʷ, ʪʦʤʫ ʧʦʰʫʢ ʫ 

ʚʝʣʠʢʠʭ ʦʙʩʷʛʘʭ ʜʘʥʠʭ ʩʪʘʻ ʦʙʪʷʞʣʠʚʠʤ. 



228 

 

Tshark  ʽ tcpdump ʻ ʧʨʠʢʣʘʜʘʤʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʱʦ ʧʨʘʮʶʻ 

ʯʝʨʝʟ CLI. Wireshar k ʻ ʧʨʠʢʣʘʜʦʤ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʟ ʛʨʘʬʽʯʥʠʤ 

ʽʥʪʝʨʬʝʡʩʦʤ ʢʦʨʠʩʪʫʚʘʯʘ. 

3) ʌʦʨʤʘʪ ʬʘʡʣʽʚ ʜʣʷ ʟʙʝʨʽʛʘʥʥʷ ʟʘʭʦʧʣʝʥʦʛʦ ʪʨʘʬʽʢʫ. PCAP ð ʮʝ 

ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʠʡ ʬʦʨʤʘʪ ʬʘʡʣʽʚ ʜʣʷ ʟʙʝʨʽʛʘʥʥʷ ʟʘʭʦʧʣʝʥʦʛʦ ʪʨʘʬʽʢʫ. 

ʌʘʡʣʠ PCAP ʻ ʧʦʰʠʨʝʥʠʤ ʬʦʨʤʘʪʦʤ ʜʣʷ ʟʙʝʨʽʛʘʥʥʷ ʟʘʭʦʧʣʝʥʠʭ ʧʘʢʝʪʽʚ. ʌʘʡʣ 

PCAP ʤʽʩʪʠʪʴ ʪʦʯʥʫ ʢʦʧʽʶ ʢʦʞʥʦʛʦ ʙʘʡʪʘ ʢʦʞʥʦʛʦ ʧʘʢʝʪʘ, ʷʢʠʡ ʚʠʜʥʦ ʚ 

ʤʝʨʝʞʽ, ʚʢʣʶʯʘʶʯʠ ʨʽʚʥʽ 2-7 OSI. 

ʌʦʨʤʘʪ ʬʘʡʣʫ PCAP ʙʫʚ ʨʦʟʨʦʙʣʝʥʠʡ ʨʘʟʦʤ ʽʟ ʨʦʟʨʦʙʢʦʶ ʙʽʙʣʽʦʪʝʢ 

tcpdump ʽ libpcap ʫ 1990-ʭ ʨʨ. ʌʘʡʣʠ PCAP ʣʝʛʢʦ ʟʯʠʪʫʶʪʴʩʷ ʨʽʟʥʦʤʘʥʽʪʥʠʤʠ 

ʽʥʩʪʨʫʤʝʥʪʘʤʠ ʪʘ ʧʨʦʛʨʘʤʘʤʠ, ʚʦʥʠ ʻ ʧʨʦʩʪʠʤ ʩʧʦʩʦʙʦʤ ʦʙʤʽʥʫ ʘʙʦ 

ʟʙʝʨʝʞʝʥʥʷʤ ʧʘʢʝʪʽʚ, ʷʢʽ ʚʠ ʧʝʨʝʭʦʧʠʣʠ ʟ ʙʫʜʴ-ʷʢʦʾ ʤʽʜʥʦʾ, ʦʧʪʦʚʦʣʦʢʦʥʥʦʾ ʯʠ 

ʙʝʟʜʨʦʪʦʚʦʾ ʤʝʨʝʞʽ. 

ʌʘʡʣ PCAP ð ʮʝ ʧʨʦʩʪʠʡ ʧʣʦʩʢʠʡ ʬʘʡʣ ʙʝʟ ʽʥʜʝʢʩʫ ʪʘ ʤʦʞʣʠʚʦʩʪʽ 

ʨʦʟʰʠʨʝʥʥʷ. ʌʘʡʣʠ PCAP ʥʽʢʦʣʠ ʥʝ ʩʪʚʦʨʶʚʘʣʠʩʷ ʜʣʷ ʢʝʨʫʚʘʥʥʷ ʟʘʭʦʧʣʝʥʥʷʤ 

ʧʘʢʝʪʽʚ ʨʦʟʤʽʨʦʤ ʙʽʣʴʰʝ ʢʽʣʴʢʦʭ ʩʦʪʝʥʴ ʄʙʘʡʪ. ʆʢʨʽʤ ʮʴʦʛʦ, ʯʠʪʘʥʥʷ, 

ʬʽʣʴʪʨʘʮʽʷ ʪʘ ʧʦʰʫʢ ʫ ʬʘʡʣʽ PCAP ʤʦʞʝ ʩʪʘʪʠ ʧʦʚʽʣʴʥʦʶ ʪʘ ʚʠʩʥʘʞʣʠʚʦʶ 

ʚʧʨʘʚʦʶ ï ʮʝ ʚʘʤ ʩʢʘʞʝ ʢʦʞʝʥ, ʭʪʦ ʚʽʜʢʨʠʚ ʚʝʣʠʢʠʡ ʬʘʡʣ PCAP ʫ Wireshark! 

ʋ ʬʘʡʣʘʭ PCAP ʥʝʤʘʻ ʚʙʫʜʦʚʘʥʦʛʦ çʧʦʭʦʜʞʝʥʥʷè, ʱʦʙ ʟʘʧʠʩʫʚʘʪʠ, ʷʢ ʽ ʜʝ 

ʧʘʢʝʪʠ ʙʫʣʠ ʟʘʭʦʧʣʝʥʽ. ʎʝ ʤʦʞʝ ʧʦʣʝʛʰʠʪʠ ʚʪʨʘʪʫ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʪʝ, ʜʝ ʽ ʢʦʣʠ 

ʙʫʣʠ ʟʘʭʦʧʣʝʥʽ ʧʘʢʝʪʠ, ʘ ʪʘʢʦʞ ʩʪʘʥ ʩʠʩʪʝʤʠ, ʟ ʷʢʦʾ ʚʦʥʠ ʙʫʣʠ ʟʘʭʦʧʣʝʥʽ ʚ ʪʦʡ 

ʯʘʩ. ʇʽʜ ʯʘʩ ʶʨʠʜʠʯʥʦʛʦ ʧʝʨʝʭʨʝʩʥʦʛʦ ʜʦʧʠʪʫ ʯʠ ʩʫʜʦʚʦ-ʤʝʜʠʯʥʦʛʦ 

ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʜʞʝʨʝʣʦ PCAP ʤʦʞʝ ʙʫʪʠ ʚʘʞʢʦ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ. 

PCAP ʽʜʝʘʣʴʥʦ ʧʽʜʭʦʜʷʪʴ ʜʣʷ ʩʧʽʣʴʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʥʝʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ 

ʧʘʢʝʪʽʚ, ʧʦʚôʷʟʘʥʠʭ ʽʟ ʢʦʥʢʨʝʪʥʠʤ ʨʦʟʩʣʽʜʫʚʘʥʥʷʤ, ʟʘʚʜʷʢʠ ʩʚʦʾʡ ʧʨʦʩʪʦʪʽ ʪʘ 

ʧʦʚʩʶʜʥʦʤʫ ʭʘʨʘʢʪʝʨʫ. ɸʣʝ ʩʘʤʘ ʾʭ ʧʨʦʩʪʦʪʘ ʫ ʚʠʢʦʨʠʩʪʘʥʥʽ ʪʘ ʧʦʨʪʘʪʠʚʥʽʩʪʴ 

ʥʝʩʝ ʟ ʩʦʙʦʶ ʧʦʪʝʥʮʽʘʣ ʜʣʷ ʚʠʪʦʢʫ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʧʦʚôʷʟʘʥʽ ʟ ʮʠʤ ʨʠʟʠʢʠ ʜʣʷ 

ʢʽʙʝʨʙʝʟʧʝʢʠ ʪʘ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ. 
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PCAP ð ʮʝ ʥʝʟʘʰʠʬʨʦʚʘʥʽ ʢʦʧʽʾ ʧʦʪʝʥʮʽʡʥʦ ʥʝʟʘʰʠʬʨʦʚʘʥʦʾ ʧʨʠʚʘʪʥʦʾ 

ʪʘ/ʘʙʦ ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʱʦ ʧʝʨʝʜʘʻʪʴʩʷ ʯʝʨʝʟ ʤʝʨʝʞʫ. ʍʪʦʩʴ, ʭʪʦ 

ʤʘʻ ʜʦʩʪʫʧ ʜʦ PCAP, ʤʦʞʝ ʧʦʚʪʦʨʥʦ ʟʽʙʨʘʪʠ ʜʘʥʽ ʘʙʦ ʬʘʡʣʠ, ʱʦ ʤʽʩʪʷʪʴʩʷ ʚ 

ʧʘʢʝʪʘʭ, ʘʙʦ ʥʘʚʽʪʴ ʚʠʪʷʛʥʫʪʠ ʢʦʥʬʽʜʝʥʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ, ʪʘʢʫ ʷʢ ʧʘʨʦʣʽ, 

ʽʤʝʥʘ ʢʦʨʠʩʪʫʚʘʯʽʚ ʘʙʦ ʽʥʰʫ ʽʥʬʦʨʤʘʮʽʶ, ʷʢʘ ʤʦʞʝ ʟʘʚʜʘʪʠ ʰʢʦʜʠ, ʷʢʱʦ ʾʾ 

ʦʧʨʠʣʶʜʥʠʪʠ. 

ɿʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʘʙʦ ʽʥʰʠʡ ʪʠʧ ʟʣʦʚʤʠʩʥʦʛʦ ʚʤʽʩʪʫ 

ʤʦʞʝ ʤʽʩʪʠʪʠʩʷ ʚ ʧʘʢʝʪʘʭ, ʷʢʽ ʟʙʝʨʽʛʘʶʪʴʩʷ ʫ ʬʘʡʣʽ PCAP, ʪʦʤʫ ʧʦʪʨʽʙʥʦ ʙʫʪʠ 

ʦʙʝʨʝʞʥʠʤ ʧʽʜ ʯʘʩ ʨʦʙʦʪʠ ʟ ʪʘʢʠʤʠ ʬʘʡʣʘʤʠ, ʱʦʙ ʥʝ ʟʘʨʘʟʠʪʠ ʽʥʰʽ 

ʢʦʤʧôʶʪʝʨʥʽ ʩʠʩʪʝʤʠ. 

ʅʘʜʩʠʣʘʥʥʷ ʝʣʝʢʪʨʦʥʥʦʶ ʧʦʰʪʦʶ ʘʙʦ ʟʙʝʨʝʞʝʥʥʷ PCAP ʤʦʞʝ ʟʘʧʫʩʪʠʪʠ 

ʩʢʘʥʝʨʠ ʚʽʨʫʩʽʚ ʘʙʦ ʩʠʩʪʝʤʠ IDS/IPS. 

ʇʦʚʪʦʨʥʝ ʚʽʜʪʚʦʨʝʥʥʷ ʘʙʦ ʧʦʚʪʦʨʥʝ ʟʙʠʨʘʥʥʷ PCAP ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ 

ʨʦʟʚôʷʟʘʥʥʷ ʰʢʽʜʣʠʚʠʭ ʟʣʦʚʤʠʩʥʠʭ ʧʨʦʛʨʘʤ, ʪʦʤʫ ʪʘʢʽ ʜʽʾ ʩʣʽʜ ʚʠʢʦʥʫʚʘʪʠ 

ʣʠʰʝ ʦʙʝʨʝʞʥʦ ʚ ʟʘʭʠʱʝʥʦʤʫ ʘʙʦ ʽʟʦʣʴʦʚʘʥʦʤʫ ʩʝʨʝʜʦʚʠʱʽ ʥʘʣʝʞʥʠʤ ʯʠʥʦʤ 

ʥʘʚʯʝʥʠʤ ʧʝʨʩʦʥʘʣʦʤ. 

 

8.1.3 . Ȼɱɐɡɱɐ ɘɚəɱɞɚɜɔəɏɟ əɌ ɚɝəɚɎɱ ɏɗɔɍɚɖɚɲ ɛɑɜɑɎɱɜɖɔ 

ɛɌɖɑɞɱɎ DPI  

 

ɸʚʪʦʤʘʪʠʟʘʮʽʷ ʻ ʭʘʨʘʢʪʝʨʥʦʶ ʦʩʦʙʣʠʚʽʩʪʶ ʛʣʠʙʦʢʦʾ ʧʝʨʝʚʽʨʢʠ ʧʘʢʝʪʽʚ DPI 

(deep packet inspection), ʦʩʦʙʣʠʚʦ ʧʦʨʽʚʥʷʥʦ ʟ ʨʫʯʥʠʤ ʟʘʭʦʧʣʝʥʥʷʤ ʽ ʘʥʘʣʽʟʦʤ 

ʧʘʢʝʪʽʚ, ʦʧʠʩʘʥʠʤ ʚʠʱʝ. ɻʣʠʙʦʢʘ ʧʝʨʝʚʽʨʢʘ ʧʘʢʝʪʽʚ ð ʮʝ ʪʝʭʥʽʢʘ ʜʣʷ 

ʧʝʨʝʛʣʷʜʫ ʢʦʨʠʩʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ IP-ʧʘʢʝʪʽʚ. ʆʜʥʘʢ ʚʽʥ ʪʘʢʦʞ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʧʦʟʥʘʯʝʥʥʷ ʪʠʭ ʘʨʭʽʪʝʢʪʫʨʥʠʭ ʧʽʜʭʦʜʽʚ ʜʦ ʤʦʥʽʪʦʨʠʥʛʫ 

ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ DPI ʚ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʡ ʩʧʦʩʽʙ; DPI 

ʚʙʫʜʦʚʘʥʦ ʚ ʢʦʤʧ'ʶʪʝʨʠʟʦʚʘʥʽ ʩʠʩʪʝʤʠ. 

ɿʘʭʦʧʣʝʥʥʷ ʪʨʘʬʽʢʫ ʪʘ ʧʦʜʘʣʴʰʠʡ ʘʥʘʣʽʟ ʤʦʞʫʪʴ ʙʫʪʠ ʦʢʨʝʤʠʤʠ 

ʧʨʦʮʝʩʘʤʠ ʷʢ ʫ ʯʘʩʽ, ʪʘʢ ʽ ʚ ʧʨʦʩʪʦʨʽ, ʘʙʦ ʚʦʥʠ ʤʦʞʫʪʴ ʙʫʪʠ ʽʥʪʝʛʨʦʚʘʥʽ ʚ ʦʜʠʥ 
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ʢʦʥʚʝʻʨ ʧʨʦʮʝʩʫ, ʷʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 8.6. ʇʽʜʭʽʜ ʟʘʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ ʤʦʞʝ 

ʩʣʫʞʠʪʠ ʜʞʝʨʝʣʦʤ ʬʘʡʣʫ PCAP ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ DPI-ʘʥʘʣʽʟʫ. 

 

 

ʈʠʩ. 8.6. ʇʽʜʭʽʜ ʥʘ ʦʩʥʦʚʽ DPI 

 

ɯʩʥʫʻ ʜʚʘ ʦʩʥʦʚʥʠʭ ʪʠʧʠ ʘʥʘʣʽʟʫ ʥʘ ʦʩʥʦʚʽ DPI:  

- ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ (Pattern matching); 

- ʘʥʘʣʽʟ ʧʦʜʽʡ (event-based analysis). 

ʆʙʠʜʚʘ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʚ ʨʽʟʥʠʭ ʩʠʩʪʝʤʘʭ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ / 

ʩʠʩʪʝʤʘʭ ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʦʨʛʥʝʥʥʷʤ IDS/IPS (Intrusion Detection Systems / 

Intrusion Prevention Systems). 

1) ɿʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʫ. ɿʽʩʪʘʚʣʝʥʥʷ ʟʘ ʰʘʙʣʦʥʦʤ ï ʮʝ ʤʝʪʦʜ DPI, ʷʢʠʡ 

ʧʝʨʝʜʙʘʯʘʻ ʧʦʰʫʢ ʫ ʧʦʚʥʠʭ ʤʝʨʝʞʥʠʭ ʜʘʥʠʭ ʚʽʜʦʤʠʭ ʧʦʩʣʽʜʦʚʥʦʩʪʝʡ ʙʘʡʪʽʚ 

ʘʙʦ ʟʙʽʛʽʚ ʨʝʛʫʣʷʨʥʠʭ ʚʠʨʘʟʽʚ. ʇʨʠʥʮʠʧ ʨʦʙʦʪʠ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 1.7. ʇʦʰʫʢ 

ʤʦʞʝ ʙʫʪʠ ʦʙʤʝʞʝʥʠʡ ʧʝʚʥʠʤʠ ʯʘʩʪʠʥʘʤʠ ʧʘʢʝʪʽʚ ʘʙʦ ʢʦʥʢʨʝʪʥʠʤʠ ʧʘʢʝʪʘʤʠ. 

 

 

ʈʠʩ. 8.7. DPI: ʤʝʪʦʜ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʫ/ʟʨʘʟʢʘ 

 

ɺʽʜʥʦʩʥʘ ʧʨʦʩʪʦʪʘ ʻ ʧʝʨʝʚʘʛʦʶ ʮʴʦʛʦ ʧʽʜʭʦʜʫ, ʪʦʤʫ ʚʽʥ ʻ ʧʦʧʫʣʷʨʥʠʤ 

ʪʠʧʦʤ DPI. ʆʧʠʩ ʰʫʢʘʥʠʭ ʜʘʥʠʭ ʟʘ ʜʦʧʦʤʦʛʦʶ ʧʦʩʣʽʜʦʚʥʦʩʪʝʡ ʙʘʡʪʽʚ ʘʙʦ 

ʨʝʛʫʣʷʨʥʠʭ ʚʠʨʘʟʽʚ ʯʘʩʪʦ ʻ ʧʨʦʩʪʠʤ. 
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logs 
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ʆʜʥʘʢ ʮʷ ʧʝʨʝʚʘʛʘ ʩʪʘʻ ʧʨʦʙʣʝʤʦʶ, ʢʦʣʠ ʤʠ ʭʦʯʝʤʦ ʰʫʢʘʪʠ ʰʘʙʣʦʥʠ, ʷʢʽ 

ʥʝʤʦʞʣʠʚʦ ʘʙʦ ʥʝʤʦʞʣʠʚʦ ʦʧʠʩʘʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʨʝʛʫʣʷʨʥʠʭ ʚʠʨʘʟʽʚ. ʗʢʱʦ 

ʜʘʥʽ ʤʘʶʪʴ ʙʫʪʠ ʜʝʢʦʜʦʚʘʥʽ ʧʝʨʝʜ ʧʦʜʘʣʴʰʠʤ ʟʽʩʪʘʚʣʝʥʥʷʤ ʰʘʙʣʦʥʽʚ, ʘ 

ʬʫʥʢʮʽʷ ʜʝʢʦʜʫʚʘʥʥʷ ʱʝ ʥʝ ʚʙʫʜʦʚʘʥʘ ʚ ʤʦʥʽʪʦʨ ʙʝʟʧʝʢʠ ʤʝʨʝʞʽ, ʟʘʟʚʠʯʘʡ 

ʥʝʤʦʞʣʠʚʦ ʩʪʚʦʨʠʪʠ ʨʝʛʫʣʷʨʥʠʡ ʚʠʨʘʟ, ʷʢʠʡ ʪʘʢʦʞ ʚʠʢʦʥʫʻ ʜʝʢʦʜʫʚʘʥʥʷ. 

ʉʪʠʩʥʝʥʥʷ ʤʦʞʝ ʩʣʫʞʠʪʠ ʧʨʠʢʣʘʜʦʤ ʪʘʢʦʛʦ ʜʝʢʦʜʫʚʘʥʥʷ, ʥʝʦʙʭʽʜʥʦʛʦ ʧʝʨʝʜ 

ʫʟʛʦʜʞʝʥʥʷʤ ʰʘʙʣʦʥʫ. 

ʉʢʣʘʜʥʫ ʣʦʛʽʢʫ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʪʘʢʦʞ ʥʝʤʦʞʣʠʚʦ ʚʠʢʦʥʘʪʠ, 

ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʣʠʰʝ ʨʝʛʫʣʷʨʥʽ ʚʠʨʘʟʠ. ʇʨʠʢʣʘʜ ʟʘʚʜʘʥʥʷ; ʩʧʦʚʽʱʝʥʥʷ ʧʨʦ 

ʧʨʦʩʪʨʦʯʝʥʽ SSL-ʩʝʨʪʠʬʽʢʘʪʠ ʜʣʷ HTTPS-ʟôʻʜʥʘʥʴ, ʱʦ ʥʘʜʭʦʜʷʪʴ ʽʟ 

ʟʘʟʥʘʯʝʥʦʛʦ ʩʧʠʩʢʫ IP-ʘʜʨʝʩ ʽ ʙʽʣʴʰʝ ʥʽʜʝ. ʇʝʨʝʪʚʦʨʝʥʥʷ ʚʠʷʚʣʝʥʥʷ ʜʘʥʠʭ 

ʩʝʨʪʠʬʽʢʘʪʘ SSL ʥʘ ʨʝʛʫʣʷʨʥʽ ʚʠʨʘʟʠ ʤʦʞʝ ʙʫʪʠ ʥʝʤʦʞʣʠʚʠʤ. ʇʝʨʝʚʽʨʢʘ 

ʥʘʣʝʞʥʦʩʪʽ ʧʝʚʥʦʛʦ ʩʝʨʪʠʬʽʢʘʪʘ ʜʦ ʩʧʠʩʢʫ ʤʦʞʝ ʧʨʠʟʚʝʩʪʠ ʜʦ ʩʢʣʘʜʥʦʛʦ 

ʨʝʛʫʣʷʨʥʦʛʦ ʚʠʨʘʟʫ. ʅʘʚʽʪʴ ʷʢʱʦ ʧʝʨʰʫ ʧʨʦʙʣʝʤʫ ʚʠʨʽʰʫʻ ʜʝʢʦʜʝʨ SSL, ʜʨʫʛʘ 

ʧʨʦʙʣʝʤʘ ʚʩʝ ʱʝ ʟʘʣʠʰʘʻʪʴʩʷ. ʑʝ ʦʜʠʥ ʢʨʦʢ: ʷʢʱʦ ʩʧʠʩʦʢ ʩʠʛʥʘʣʽʚ ʜʠʥʘʤʽʯʥʦ 

ʟʤʽʥʶʻʪʴʩʷ ʧʽʜ ʯʘʩ ʚʠʢʦʥʘʥʥʷ, ʧʝʨʝʪʚʦʨʝʥʥʷ ʘʣʛʦʨʠʪʤʫ ʥʘ ʨʝʛʫʣʷʨʥʠʡ ʚʠʨʘʟ 

ʚʟʘʛʘʣʽ ʩʪʘʻ ʥʝʤʦʞʣʠʚʠʤ. ʇʨʠʢʣʘʜʦʤ ʮʴʦʛʦ ʤʦʞʝ ʙʫʪʠ ʚʠʷʚʣʝʥʥʷ ʥʘ ʦʩʥʦʚʽ 

ʧʦʨʦʛʦʚʦʛʦ ʟʥʘʯʝʥʥʷ, ʥʘʧʨʠʢʣʘʜ, ʩʧʦʚʽʱʝʥʥʷ ʧʨʦ ʭʦʩʪʠ, ʷʢʽ ʦʪʨʠʤʫʶʪʴ ʙʽʣʴʰʝ 

10 ʧʦʤʠʣʦʢ DNS ʥʘ ʛʦʜʠʥʫ. ʉʫʯʘʩʥʽ ʤʦʥʽʪʦʨʠ ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ, ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʤʝʪʦʜ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ DPI, ʟʘʟʚʠʯʘʡ ʜʝʢʦʜʫʶʪʴ 

ʥʘʡʙʽʣʴʰ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʽ ʧʨʦʪʦʢʦʣʠ. 

ʇʽʜʭʽʜ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʻ ʧʦʚʽʣʴʥʠʤ ʧʦʨʽʚʥʷʥʦ ʟ ʧʽʜʭʦʜʦʤ 

ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʘ ʧʦʪʦʢʦʤ, ʷʢʠʡ ʧʦʷʩʥʶʻʪʴʩʷ ʜʘʣʽ. ʂʦʥʢʨʝʪʥʘ ʨʝʘʣʽʟʘʮʽʷ 

ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʜʣʷ 10 ɻʙʽʪ/ʩ ʚʠʤʘʛʘʻ ʘʧʘʨʘʪʥʦʛʦ ʧʨʠʩʢʦʨʝʥʥʷ ʟʘ 

ʜʦʧʦʤʦʛʦʶ FPGA. ʅʘʚʧʘʢʠ, ʢʦʥʢʨʝʪʥʘ ʨʝʘʣʽʟʘʮʽʷ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʧʦʪʦʢʫ ʙʝʟ 

ʘʧʘʨʘʪʥʦʛʦ ʧʨʠʩʢʦʨʝʥʥʷ ʦʙʨʦʙʣʷʻ 40 ɻʙʽʪ/ʩ. ʇʦʨʽʚʥʷʥʦ ʟ ʧʽʜʭʦʜʦʤ ʥʘ ʦʩʥʦʚʽ 

ʧʦʜʽʡ ʫ ʥʘʩʪʫʧʥʦʤʫ ʧʽʜʨʦʟʜʽʣʽ, ʧʽʜʭʽʜ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʪʘʢʦʞ ʻ ʜʦʩʠʪʴ 

ʩʧʨʦʱʝʥʠʤ. 
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ɯʩʥʫʶʪʴ ʯʠʩʣʝʥʥʽ ʘʣʛʦʨʠʪʤʠ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ. ʂʨʽʤ ʘʣʛʦʨʠʪʤʽʚ, 

ʽʩʥʫʶʪʴ ʧʨʦʛʨʘʤʥʽ ʧʘʢʝʪʠ ʜʣʷ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ, ʛʦʪʦʚʽ ʜʣʷ ʚʙʫʜʦʚʫʚʘʥʥʷ 

ʚ ʽʥʰʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ: Flex ʽ MultiFast, ʥʘʧʨʠʢʣʘʜ. 

Snort ʽ Suricata ʻ ʧʨʦʛʨʘʤʥʠʤʠ ʨʝʘʣʽʟʘʮʽʷʤʠ ʫʟʛʦʜʞʝʥʥʷ ʰʘʙʣʦʥʫ DPI; 

ngrep ð ʫʪʠʣʽʪʘ ʢʦʤʘʥʜʥʦʛʦ ʨʷʜʢʘ ʜʣʷ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʫ ʟʘʭʦʧʣʝʥʠʭ 

ʪʨʘʩʘʭ ʧʘʢʝʪʽʚ. 

2) ʇʦʜʽʡʥʠʡ ʘʥʘʣʽʟ. ʋ ʧʦʧʝʨʝʜʥʴʦʤʫ ʧʽʜʨʦʟʜʽʣʽ ʦʧʠʩʘʥʦ ʚʠʧʘʜʢʠ, ʢʦʣʠ 

ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʻ ʷʚʥʦ ʥʝʜʦʩʪʘʪʥʽʤ ʤʝʪʦʜʦʤ. ʁʦʛʦ ʥʝʟʜʘʪʥʽʩʪʴ 

ʚʠʢʦʥʫʚʘʪʠ ʜʝʢʦʜʫʚʘʥʥʷ ʘʙʦ ʢʽʣʴʢʘ ʝʪʘʧʽʚ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ ʨʦʟʛʣʷʜʘʻʪʴʩʷ ʚ 

ʘʨʭʽʪʝʢʪʫʨʥʦʤʫ ʧʽʜʭʦʜʽ ʘʥʘʣʽʟʫ ʥʘ ʦʩʥʦʚʽ ʧʦʜʽʡ. ʋ ʧʽʜʭʦʜʽ DPI ʟ ʘʥʘʣʽʟʦʤ ʥʘ 

ʦʩʥʦʚʽ ʧʦʜʽʡ, ʷʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 8.8, ʧʘʢʝʪʠ ʦʙʨʦʙʣʷʶʪʴʩʷ ʚ ʧʦʜʽʾ (event), ʷʢʽ, 

ʫ ʩʚʦʶ ʯʝʨʛʫ, ʦʙʨʦʙʣʷʶʪʴʩʷ ʩʮʝʥʘʨʽʷʤʠ (Scripting). ʉʮʝʥʘʨʽʾ ʤʦʞʫʪʴ 

ʨʝʘʣʽʟʦʚʫʚʘʪʠ ʩʢʣʘʜʥʽ ʘʣʛʦʨʠʪʤʠ ʦʙʨʦʙʢʠ ʪʘ ʜʦʜʘʚʘʪʠ ʥʦʚʽ ʬʫʥʢʮʽʾ, ʧʦʚôʷʟʘʥʽ 

ʟ DPI. 

 

 

ʈʠʩ. 8.8. DPI ʟ ʘʥʘʣʽʟʦʤ ʧʦʜʽʡ 

 

ʊʘʢʠʡ ʘʨʭʽʪʝʢʪʫʨʥʠʡ ʧʽʜʭʽʜ ʟʘʤʽʥʶʻ ʯʘʩʪʠʥʫ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ 

ʘʣʛʦʨʠʪʤʘʤʠ, ʨʝʘʣʽʟʦʚʘʥʠʤʠ ʷʢ ʢʦʤʧôʶʪʝʨʥʘ ʧʨʦʛʨʘʤʘ. ɸʣʛʦʨʠʪʤʠ ʤʦʞʫʪʴ 

ʙʫʪʠ ʷʢ ʙʝʟ ʩʪʘʥʫ, ʪʘʢ ʽ ʽʟ ʟʙʝʨʝʞʝʥʥʷʤ ʩʪʘʥʫ. ɸʣʛʦʨʠʪʤʠ ʙʝʟ ʩʪʘʥʫ ð ʮʝ ʣʠʰʝ 

ʤʠʪʪʻʚʘ ʨʝʘʢʮʽʷ ʘʙʦ ʣʘʥʮʶʛ ʨʝʘʢʮʽʡ ʥʘ ʧʝʚʥʽ ʧʦʜʽʾ. ɸʣʛʦʨʠʪʤʠ ʟʽ ʟʙʝʨʝʞʝʥʥʷʤ 

ʩʪʘʥʫ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʧʨʦʛʨʘʤʥʽ ʟʤʽʥʥʽ ʜʣʷ ʟʘʧʘʤôʷʪʦʚʫʚʘʥʥʷ ʩʪʘʥʫ 

ʤʽʞ ʧʦʜʽʷʤʠ. ʅʘʧʨʠʢʣʘʜ, Bro Network Security Monitor ð ʤʝʨʝʞʥʠʡ ʤʦʥʽʪʦʨ ʽʟ 

ʪʘʢʦʶ ʘʨʭʽʪʝʢʪʫʨʦʶ. 
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8.1.4 . Ƚɛɚɝɞɑɜɑɒɑəəɫ ɓɌ ɛɚɞɚɖɚɘ 

 

ʇʽʜʭʽʜ, ʷʢʠʡ ʚʽʜʨʽʟʥʷʻʪʴʩʷ ʚʽʜ ʦʧʠʩʘʥʠʭ ʫ ʧʦʧʝʨʝʜʥʽʭ ʨʦʟʜʽʣʘʭ, - ʮʝ 

ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʘ ʧʦʪʦʢʦʤ Flow Observation . ɺʤʽʩʪ ʧʘʢʝʪʽʚ ʥʝ ʘʥʘʣʽʟʫʻʪʴʩʷ, 

ʢʨʽʤ ʽʥʬʦʨʤʘʮʽʾ ʟ ʟʘʛʦʣʦʚʢʽʚ ʧʘʢʝʪʽʚ. ʎʷ ʽʥʬʦʨʤʘʮʽʷ ʘʛʨʝʛʫʻʪʴʩʷ ʚ ʧʦʪʦʢʠ. RFC 

7011 ʜʘʻ ʪʘʢʝ ʚʠʟʥʘʯʝʥʥʷ ʧʦʪʦʢʫ: çʇʦʪʽʢ ʚʠʟʥʘʯʘʻʪʴʩʷ ʷʢ ʥʘʙʽʨ ʧʘʢʝʪʽʚ ʘʙʦ 

ʢʘʜʨʽʚ, ʱʦ ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʪʦʯʢʫ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʚ ʤʝʨʝʞʽ ʧʨʦʪʷʛʦʤ ʧʝʚʥʦʛʦ 

ʽʥʪʝʨʚʘʣʫ ʯʘʩʫ. ʋʩʽ ʧʘʢʝʪʠ, ʱʦ ʥʘʣʝʞʘʪʴ ʜʦ ʧʝʚʥʦʛʦ ʧʦʪʦʢʫ, ʤʘʶʪʴ ʥʘʙʽʨ 

ʟʘʛʘʣʴʥʠʭ ʚʣʘʩʪʠʚʦʩʪʝʡè. 

ʅʘʩʪʫʧʥʠʡ ʧôʷʪʴ ʢʦʨʪʝʞʽʚ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʷʢ ʟʘʛʘʣʴʥʘ ʚʣʘʩʪʠʚʽʩʪʴ, ʱʦ 

ʚʽʜʨʽʟʥʷʻ ʧʦʪʦʢʠ ʦʜʠʥ ʚʽʜ ʦʜʥʦʛʦ: IP-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ, IP-ʘʜʨʝʩʘ ʧʨʠʟʥʘʯʝʥʥʷ, 

IP-ʧʦʨʪ ʜʞʝʨʝʣʘ, IP-ʧʦʨʪ ʧʨʠʟʥʘʯʝʥʥʷ, ʧʨʦʪʦʢʦʣ ʨʽʚʥʷ 4. 

ʋ ʘʨʭʽʪʝʢʪʫʨʥʦʤʫ ʧʽʜʭʦʜʽ ʜʦ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʘ ʧʦʪʦʢʦʤ ʤʦʥʽʪʦʨ 

ʤʝʨʝʞʝʚʦʛʦ ʪʨʘʬʽʢʫ ʟʙʝʨʽʛʘʻ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʽ ʧʦʪʦʢʠ, ʷʢ-ʦʪ 

ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʠʡ 5-ʢʦʨʪʝʞ, ʢʽʣʴʢʽʩʪʴ ʧʝʨʝʜʘʥʠʭ ʙʘʡʪʽʚ ʽ ʧʘʢʝʪʽʚ ʽ ʧʨʘʧʦʨʠ 

ʧʨʦʪʦʢʦʣʫ L4, ʘʣʝ ʚʽʥ ʥʝ ʘʥʘʣʽʟʫʻ ʪʘ ʥʝ ʟʙʝʨʽʛʘʻ ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ. 

ʅʘʩʪʫʧʥʽ ʧôʷʪʴ ʢʦʨʪʝʞʽʚ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʚ ʷʢʦʩʪʽ ʟʘʛʘʣʴʥʦ ʾʚʣʘʩʪʠʚʦʩʪ̔, 

ʱʦ ʚʽʜʨʽʟʥʷʻ ʧʦʪʦʢʠ ʦʜʠʥ ʚʽʜ ʦʜʥʦʛʦ: IP-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ, IP-ʘʜʨʝʩʘ 

ʧʨʠʟʥʘʯʝʥʥʷ, ʧʦʨʪ IP-ʘʜʨʝʩʠ ʜʞʝʨʝʣʘ, ʧʦʨʪ IP-ʘʜʨʝʩʠ ʧʨʠʟʥʘʯʝʥʥʷ ʪʘ ʧʨʦʪʦʢʦʣ 

ʨʽʚʥʷ 4. 

ʋ ʘʨʭʽʪʝʢʪʫʨʥʦʤʫ ʧʽʜʭʦʜʽ ʜʦ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʘ ʧʦʪʦʢʦʤ ʤʦʥʽʪʦʨ 

ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ ʟʙʝʨʽʛʘʻ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʩʧʦʩʪʝʨʝʞʫʚʘʥʽ ʧʦʪʦʢʠ, ʷʢ-ʦʪ 

ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʠʡ 5-ʢʦʨʪʝʞ, ʢʽʣʴʢʽʩʪʴ ʧʝʨʝʜʘʥʠʭ ʙʘʡʪʽʚ ʽ ʧʘʢʝʪʽʚ, ʘ ʪʘʢʦʞ 

ʧʦʟʥʘʯʢʠ ʧʨʦʪʦʢʦʣʫ L4, ʘʣʝ ʚʽʥ ʥʝ ʘʥʘʣʽʟʫʻ ʪʘ ʥʝ ʟʙʝʨʽʛʘʻ ʢʦʨʠʩʥʝ 

ʥʘʚʘʥʪʘʞʝʥʥʷ. 

ʆʩʢʽʣʴʢʠ ʩʘʤʽ ʜʘʥʽ ʥʝ ʦʙʨʦʙʣʷʶʪʴʩʷ, ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʘ ʧʦʪʦʢʦʤ ʤʘʻ ʢʽʣʴʢʘ 

ʧʝʨʝʚʘʛ. ʆʩʢʽʣʴʢʠ ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʝ ʘʥʘʣʽʟʫʻʪʴʩʷ, ʩʧʦʩʪʝʨʝʞʝʥʥʷ 

ʧʦʪʦʢʫ ʚʽʜʙʫʚʘʻʪʴʩʷ ʰʚʠʜʰʝ, ʥʽʞ ʽʥʰʽ ʧʽʜʭʦʜʠ ʥʘ ʪʦʤʫ ʩʘʤʦʤʫ ʘʧʘʨʘʪʥʦʤʫ 

ʟʘʙʝʟʧʝʯʝʥʥʽ. ʂʨʽʤ ʪʦʛʦ, ʚʽʜʩʫʪʥʽʩʪʴ ʟʙʝʨʝʞʝʥʥʷ ʢʦʨʠʩʥʦʛʦ ʥʘʚʘʥʪʘʞʝʥʥʷ 
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ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʟʥʘʯʥʦ ʤʝʥʰʦʾ ʢʽʣʴʢʦʩʪʽ ʟʙʝʨʝʞʝʥʠʭ ʜʘʥʠʭ, ʥʽʞ ʫ ʚʠʧʘʜʢʫ 

ʟʘʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ, ʟʛʘʜʘʥʦʛʦ ʚʠʱʝ. ɺʽʜʩʫʪʥʽʩʪʴ ʦʙʨʦʙʢʠ ʢʦʨʠʩʥʦʛʦ 

ʥʘʚʘʥʪʘʞʝʥʥʷ ʪʘʢʦʞ ʟʤʝʥʰʫʻ ʧʨʦʙʣʝʤʫ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʧʦʨʽʚʥʷʥʦ ʟ 

ʟʘʭʦʧʣʝʥʥʷʤ ʧʘʢʝʪʽʚ ʘʙʦ DPI. ɼʘʥʽ ʧʦʪʦʢʫ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʜʣʷ 

ʜʦʪʨʠʤʘʥʥʷ ʟʘʢʦʥʽʚ ʧʨʦ ʟʙʝʨʝʞʝʥʥʷ ʜʘʥʠʭ. 

ʅʘ ʨʠʩ. 8.9 ʧʦʢʘʟʘʥʘ ʘʨʭʽʪʝʢʪʫʨʘ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʘ ʧʦʪʦʢʦʤ. ʇʽʩʣʷ 

ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʧʘʢʝʪʠ ʥʘʜʩʠʣʘʶʪʴʩʷ ʜʦ ʧʨʦʮʝʩʫ ʚʠʤʽʨʶʚʘʥʥʷ. ʇʨʦʮʝʩ 

ʚʠʤʽʨʶʚʘʥʥʷ ʽʜʝʥʪʠʬʽʢʫʻ ʧʦʪʦʢʠ ʪʘ ʧʽʜʨʘʭʦʚʫʻ ʾʭʥʶ ʩʪʘʪʠʩʪʠʢʫ. ɿ ʮʴʦʛʦ 

ʤʦʤʝʥʪʫ ʚʠʭʽʜʥʽ ʧʘʢʝʪʠ ʥʝ ʦʙʨʦʙʣʷʶʪʴʩʷ. ʇʨʦʮʝʩ ʚʠʤʽʨʶʚʘʥʥʷ ʥʘʜʩʠʣʘʻ 

ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʧʦʪʦʢʠ ʜʦ ʧʨʦʮʝʩʫ ʝʢʩʧʦʨʪʫ ʯʝʨʝʟ ʧʝʚʥʠʡ ʧʝʨʽʦʜ ʯʘʩʫ. 

ʇʨʦʮʝʩʠ ʚʠʤʽʨʶʚʘʥʥʷ ʪʘ ʝʢʩʧʦʨʪʫ ʟʘʟʚʠʯʘʡ ʟʥʘʭʦʜʷʪʴʩʷ ʨʘʟʦʤ ʫ ʟʦʥʜʽ ʤʝʨʝʞʽ. 

ʇʨʦʮʝʩ ʝʢʩʧʦʨʪʫ ʥʘʜʩʠʣʘʻ ʟʘʚʝʨʰʝʥʫ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʧʦʪʽʢ ʜʦ ʟʙʠʨʘʯʘ ʜʣʷ 

ʟʙʝʨʽʛʘʥʥʷ ʪʘ ʧʦʜʘʣʴʰʦʾ ʦʙʨʦʙʢʠ. 

 

 

ʈʠʩ. 8.9. ɸʨʭʽʪʝʢʪʫʨʘ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʘ ʧʦʪʦʢʦʤ 

 

ʉʧʦʩʪʝʨʝʞʝʥʥʷ 
Observation 

ɺʠʤʽʨʶʚʘʥʥʷ 
Metering 

ɽʢʩʧʦʨʪ 

Export 

ɿʙʽʨʥʠʢ 
Collector 

ɸʥʘʣʽʟ 
 Analysis 

ʧʘʢʝʪʠ - packets 

ʧʦʪʦʢʠ - flows 

ʧʦʪʦʢʠ - flows 

ʟʙʝʨʝʞʝʥʽ ʧʦʪʦʢʠ 
- stored flows 
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ɯʩʥʫʻ ʜʚʘ ʧʦʤʽʪʥʽ ʬʦʨʤʘʪʠ ʜʣʷ ʧʝʨʝʜʘʯʽ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʧʦʪʽʢ; NetFlow, 

ʨʦʟʨʦʙʣʝʥʠʡ CISCO, ʽ IPFIX, ʨʦʟʨʦʙʣʝʥʠʡ IETF. ɼʝʷʢʽ ʟ ʽʩʥʫʶʯʠʭ ʝʢʩʧʦʨʪʝʨʽʚ 

ʧʨʦʛʨʘʤʥʦʛʦ ʧʦʪʦʢʫ ï nProbe softflowd, YAF ʽ FlowMon; ʚʠʙʨʘʥʠʤʠ 

ʢʦʣʝʢʪʦʨʘʤʠ ʧʦʪʦʢʽʚ ʻ nProbe, nfdump, flowd, IPFIXcol ʽ SiLK. 

 

8.1.5.  ȻɚɜɱɎəɫəəɫ ɘɱɒ ɛɱɐɡɚɐɌɘɔ ɐɚ ɘɚəɱɞɚɜɔəɏɟ ɘɑɜɑɒɱ 

 

ʋ ʪʘʙʣ. 8.1 ʥʘʚʝʜʝʥʦ ʧʦʨʽʚʥʷʥʥʷ ʤʽʞ ʧʦʪʦʯʥʠʤʠ ʧʽʜʭʦʜʘʤʠ ʜʦ ʤʦʥʽʪʦʨʠʥʛʫ 

ʤʝʨʝʞʽ ʪʘ ʧʨʝʜʩʪʘʚʣʝʥʦ ʧʝʨʝʚʘʛʠ ʪʘ ʥʝʜʦʣʽʢʠ ʢʦʞʥʦʛʦ ʧʽʜʭʦʜʫ. 

 

ʊʘʙʣʠʮʷ 8.1. 

ʇʦʨʽʚʥʷʥʥʷ ʤʽʞ ʧʽʜʭʦʜʘʤʠ ʜʦ ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ 

ʇʽʜʭʽʜ ʜʦ ʤʦʥʽʪʦʨʠʥʛʫ ʇʣʶʩʠ ʽ ʤʽʥʫʩʠ 

ʇʦʨʪ ʜʟʝʨʢʘʣʴʥʦʛʦ 

ʚʽʜʦʙʨʘʞʝʥʥʷ 

ʇʣʶʩ ʰʠʨʦʢʦ ʜʦʩʪʫʧʥʠʡ ʫ ʢʦʤʫʪʘʪʦʨʘʭ 

ʄʽʥʫʩ ʥʝʥʘʜʽʡʥʠʡ 

ʊɸʈ ʇʣʶʩ ʥʘʜʽʡʥʽʩʪʴ ʥʘ ʚʠʩʦʢʠʭ ʰʚʠʜʢʦʩʪʷʭ 

ʄʽʥʫʩ - ʜʦʨʦʛʦ; 

- ʚʠʤʘʛʘʻ ʚʽʜʢʣʶʯʝʥʥʷ ʧʽʜ ʯʘʩ ʚʩʪʘʥʦʚʣʝʥʥʷ 

ʇʘʢʝʪʥʝ ʟʘʭʦʧʣʝʥʥʷ 

 

ʇʣʶʩ ʙʝʟʧʝʨʝʰʢʦʜʥʠʡ ʜʦʩʪʫʧ ʜʦ ʧʦʚʥʠʭ ʤʝʨʝʞʥʠʭ 

ʜʘʥʠʭ ʧʨʦʪʷʛʦʤ 

ʘʥʘʣʽʟʫ 

ʄʽʥʫʩ - ʧʝʨʝʚʘʞʥʦ ʨʫʯʥʠʡ ʘʥʘʣʽʟ; 

- ʥʝ ʤʘʩʰʪʘʙʫʻʪʴʩʷ ʜʦ ʚʠʩʦʢʠʭ ʰʚʠʜʢʦʩʪʝʡ ʽ 

ʚʝʣʠʢʦʛʦ ʨʦʟʤʽʨʫ ʟʘʭʦʧʣʝʥʥʷ 

DPI, ʱʦ ʚʽʜʧʦʚʽʜʘʻ 

ʰʘʙʣʦʥʫ 

ʇʣʶʩ - ʧʨʦʩʪʘ ʨʦʟʨʦʙʢʘ ʧʨʘʚʠʣ ʚʠʷʚʣʝʥʥʷ; 

- ʜʦʙʨʝ ʤʘʩʰʪʘʙʫʻʪʴʩʷ ʜʦ ʚʠʩʦʢʠʭ ʰʚʠʜʢʦʩʪʝʡ 

ʄʽʥʫʩ ʥʝ ʚʩʽ ʜʘʥʽ ʤʦʞʥʘ ʦʧʠʩʘʪʠ ʰʘʙʣʦʥʘʤʠ ʘʙʦ 

ʨʝʛʫʣʷʨʥʠʤʠ ʚʠʨʘʟʘʤʠ 

DPI ʥʘ ʦʩʥʦʚʽ ʧʦʜʽʡ ʇʣʶʩ - ʜʦʙʨʝ ʤʘʩʰʪʘʙʫʻʪʴʩʷ ʜʦ ʚʠʩʦʢʠʭ ʰʚʠʜʢʦʩʪʝʡ; 

- ʧʦʣʽʧʰʝʥʥʷ ʚʠʨʘʟʥʦʩʪʽ ʚ ʧʦʨʽʚʥʷʥʥʽ ʟ 

ʨʦʟʜʽʣʴʥʦʶ ʟʜʘʪʥʽʩʪʶ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʫ 
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ʄʽʥʫʩ - ʧʦʪʨʽʙʥʘ ʩʢʣʘʜʥʽʰʘ ʨʝʘʣʽʟʘʮʽʷ, ʥʽʞ ʫʟʛʦʜʞʝʥʥʷ 

ʰʘʙʣʦʥʫ DPI; 

- ʨʦʟʨʦʙʢʘ ʧʨʘʚʠʣ ʚʠʤʘʛʘʻ ʚʽʜ ʨʦʟʨʦʙʥʠʢʘ 

ʜʽʟʥʘʪʠʩʷ ʟʥʘʯʥʦ ʙʽʣʴʰʝ ʧʨʦ DPI ʨʝʘʣʽʟʘʮʽʾ, ʥʽʞ 

ʜʣʷ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ 

ʇʦʪʽʢ 

ʩʧʦʩʪʝʨʝʞʝʥʥʷ 

 

ʇʣʶʩ - ʢʦʥʬʽʜʝʥʮʽʡʥʽʩʪʴ ï ʧʘʢʝʪʥʽ ʜʘʥʽ ʥʝ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ; 

- ʜʦʙʨʝ ʤʘʩʰʪʘʙʫʻʪʴʩʷ ʜʦ ʚʠʩʦʢʠʭ ʰʚʠʜʢʦʩʪʝʡ; 

- ʚʠʭʽʜʥʽ ʜʘʥʽ ʻ ʯʘʩʪʢʦʶ ʨʦʟʤʽʨʫ ʚʽʜʩʪʝʞʫʚʘʥʠʭ 

ʜʘʥʠʭ ʪʨʘʬʽʢʫ 

ʄʽʥʫʩ - ʟʙʝʨʽʛʘʻ ʣʠʰʝ ʘʛʨʝʛʦʚʘʥʽ ʤʝʪʘʜʘʥʽ ʧʨʦ ʪʨʘʬʽʢ; 

- ʦʙʤʝʞʝʥʽ ʤʦʞʣʠʚʦʩʪʽ ʘʥʘʣʽʟʫ ʜʘʥʠʭ 

 

 

8.2. Ƚɔɝɞɑɘɔ ɏɗɔɍɚɖɚɏɚ ɌəɌɗɱɓɟ ɞɜɌɠɱɖɟ DPI  

 

8. 2.1. ȬəɌɗɱɓ ɘɑɜɑɒəɚɏɚ ɞɜɌɠɱɖɟ ɛɚ çɏɗɔɍɔəɱè 

 

ʇʽʜ ʘʥʘʣʽʟʦʤ ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ ʨʦʟʫʤʽʻʪʴʩʷ ʩʫʢʫʧʥʘ ʥʘʟʚʘ ʪʝʭʥʦʣʦʛʽʡ ʽ ʾʭ 

ʨʝʘʣʽʟʘʮʽʡ, ʱʦ ʜʦʟʚʦʣʷʶʪʴ ʧʨʦʚʦʜʠʪʠ ʥʘʢʦʧʠʯʝʥʥʷ, ʦʙʨʦʙʢʫ, ʢʣʘʩʠʬʽʢʘʮʽʶ, 

ʢʦʥʪʨʦʣʴ ʽ ʤʦʜʠʬʽʢʘʮʽʶ ʤʝʨʝʞʥʠʭ ʧʘʢʝʪʽʚ ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʾʭ ʚʤʽʩʪʫ ʚ 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. ʆʜʥʠʤ ʟ ʫʩʢʣʘʜʥʶʶʯʠʭ ʯʠʥʥʠʢʽʚ, ʧʨʠ ʨʦʟʛʣʷʜʽ ʜʘʥʦʛʦ 

ʧʠʪʘʥʥʷ, ʻ ʧʦʜʚʽʡʥʽʩʪʴ ʨʦʟʚʠʪʢʫ ʟʘʩʦʙʽʚ ʘʥʘʣʽʟʫ ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ: ʟ ʦʜʥʦʛʦ 

ʙʦʢʫ - ʮʝ ʨʦʟʚʠʪʦʢ ʘʣʛʦʨʠʪʤʽʚ ʽ ʧʽʜʭʦʜʽʚ ʜʦ ʘʥʘʣʽʟʫ, ʟ ʽʥʰʦʛʦ - ʨʦʟʚʠʪʦʢ 

ʧʨʦʛʨʘʤʥʦ-ʘʧʘʨʘʪʥʠʭ ʟʘʩʦʙʽʚ ʜʣʷ ʝʬʝʢʪʠʚʥʦʛʦ ʚʠʨʽʰʝʥʥʷ ʮʴʦʛʦ ʟʘʚʜʘʥʥʷ. ʋ 

ʩʚʦʶ ʯʝʨʛʫ, ʮʝ ʧʨʠʟʚʦʜʠʪʴ ʷʢ ʜʦ ʧʣʫʪʘʥʠʥʠ ʚ ʪʝʨʤʽʥʦʣʦʛʽʾ, ʪʘʢ ʽ ʜʦ ʩʚʽʜʦʤʦʛʦ 

ʤʘʥʽʧʫʣʶʚʘʥʥʷ ʬʘʢʪʘʤʠ ʽ ʮʠʬʨʘʤʠ ʚ ʤʘʨʢʝʪʠʥʛʦʚʠʭ ʮʽʣʷʭ. 
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ʈʠʩ. 8.10. ʈʽʚʥʽ ʨʦʟʚʠʪʢʫ ʪʝʭʥʦʣʦʛʽʾ ʘʥʘʣʽʟʫ ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ ʧʦ çʛʣʠʙʠʥʽè 

 

ʄʦʞʥʘ ʚʠʜʽʣʠʪʠ ʜʚʘ ʦʩʥʦʚʥʠʭ ʥʘʧʨʷʤʢʽʚ ʨʦʟʚʠʪʢʫ ʪʝʭʥʦʣʦʛʽʡ ʘʥʘʣʽʟʫ 

ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ: 

- ʟʨʦʩʪʘʥʥʷ çʛʣʠʙʠʥʠè ʘʥʘʣʽʟʫ ʜʣʷ ʦʢʨʝʤʦʛʦ ʤʝʨʝʞʥʦʛʦ ʧʘʢʝʪʫ, ʪʦʙʪʦ 

ʟʙʽʣʴʰʝʥʥʷ ʨʽʚʥʷ ʤʦʜʝʣʽ OSI, ʜʘʥʽ ʷʢʦʛʦ ʧʽʜʜʘʶʪʴʩʷ ʘʥʘʣʽʟʫ; 

- ʧʦʚʥʦʪʘ ʦʙʣʽʢʫ ʩʪʘʥʫ ʧʦʪʦʢʫ, ʜʦ ʷʢʦʛʦ ʥʘʣʝʞʠʪʴ ʧʘʢʝʪ, ʘ ʪʘʢʦʞ ʽʥʰʠʭ 

ʧʦʪʦʢʽʚ, ʧʦʚ'ʷʟʘʥʠʭ ʟ ʜʘʥʠʤʠ. 

ɿ ʪʦʯʢʠ ʟʦʨʫ ʛʣʠʙʠʥʠ ʘʥʘʣʽʟʫ ʤʝʨʝʞʥʠʭ ʧʘʢʝʪʽʚ ʪʝʭʥʦʣʦʛʽʾ ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ 

ʨʦʟʚʠʚʘʣʠʩʷ ʧʦʩʣʽʜʦʚʥʦ, ʢʦʞʥʘ ʥʘʩʪʫʧʥʘ ʫʩʧʘʜʢʦʚʫʚʘʣʘ ʯʘʩʪʠʥʘ ʧʦʧʝʨʝʜʥʽʭ 

ʤʝʭʘʥʽʟʤʽʚ ʽ ʜʦʜʘʚʘʣʘ ʩʚʦʾ. ʄʦʞʥʘ ʚʠʜʽʣʠʪʠ ʪʨʠ ʨʽʚʥʷ ʨʦʟʚʠʪʢʫ ʪʝʭʥʦʣʦʛʽʾ, ʷʢʽ 

ʥʘʚʝʜʝʥʽ ʥʘ ʨʠʩ. 8.10. 

ʇʦʚʝʨʭʦʚʠʡ ʘʥʘʣʽʟ ʧʘʢʝʪʽʚ SPI (Shallow Packet Inspection) ï ʮʝ ʪʝʭʥʦʣʦʛʽʷ 

ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ, ʷʢʘ ˇʨʫʥʪʫʻʪʴʩʷ ʚʠʢʣʶʯʥʦ ʥʘ ʟʘʛʦʣʦʚʢʘʭ ʧʘʢʝʪʫ ʨʽʚʥʽʚ L1-L3 

ʧʦ ʤʦʜʝʣʽ OSI. ʇʨʝʜ'ʷʚʣʷʻ ʥʠʟʴʢʽ ʚʠʤʦʛʠ ʜʦ ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʨʝʩʫʨʩʽʚ, ʱʦ 

ʜʦʟʚʦʣʷʻ ʘʥʘʣʽʟʫʚʘʪʠ ʚʝʣʠʢʽ ʦʙʩʷʛʠ ʪʨʘʬʽʢʫ. ʊʝʭʥʦʣʦʛʽʷ ʰʠʨʦʢʦ ʧʦʰʠʨʝʥʘ, ʥʘ 

ʄʦʜʝʣʴ OSI 
ʇʨʠʢʣʘʜʠ: ʧʨʦʪʦʢʦʣʠ ʽ 
ʬʦʨʤʘʪʠ ʜʘʥʠʭ 

7 ʇʨʠʢʣʘʜʥʠʡ ʨʽʚʝʥʴ 

6 ʈʽʚʝʥʴ ʧʨʝʜʩʪʘʚʣʝʥʥʷ 

5 ʉʝʘʥʩʦʚʠʡ ʨʽʚʝʥʴ 

4 ʊʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ 

3 ʄʝʨʝʞʥʠʡ ʨʽʚʝʥʴ 

2 ʂʘʥʘʣʴʥʠʡ ʨʽʚʝʥʴ 

1 ʌʽʟʠʯʥʠʡ ʨʽʚʝʥʴ 

IP, ICMP, IPX (ʤʘʨʰʨʫʪʠ-
ʟʘʪʦʨ) 

HTTP, FTP, SMTP 

JPEG, MPEG, MOV, HTML 

Appletalk, Winsock 

TCP, UDP, SPX 

Ethernet, MPLS, ATM 
(ʢʦʤʫʪʘʪʦʨ/ʤʽʩʪ) 

Ethernet, SONET/SDH 
(ʧʦʚʪʦʨʶʚʘʯ) 

DPI ï 
ʛʣʠʙʦʢʠʡ 
ʘʥʘʣʽʟ ʧʘʢʝʪʽʚ 

MPI ï 
ʩʝʨʝʜʥʽʡ 
ʘʥʘʣʽʟ ʧʘʢʝʪʽʚ 

SPI ï 
ʧʦʚʝʨʭʦʚʠʡ 
ʘʥʘʣʽʟ ʧʘʢʝʪʽʚ 
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ʾʾ ʦʩʥʦʚʽ ʧʨʘʮʶʻ ʙʽʣʴʰʽʩʪʴ ʤʽʞʤʝʨʝʞʥʠʭ ʝʢʨʘʥʽʚ ʦʧʝʨʘʮʽʡʥʠʭ ʩʠʩʪʝʤ (ʟʦʢʨʝʤʘ 

ʚ ʆʉ Windows), ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ ʽ ʽʥʰʠʭ ʤʝʨʝʞʥʠʭ ʧʨʠʩʪʨʦʾʚ. ʅʘ ʾʾ ʦʩʥʦʚʽ 

ʨʝʘʣʽʟʦʚʘʥʽ ʤʝʨʝʞʥ̔  ʩʧʠʩʢʠ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ ʥʘ ʨʽʚʥʽ IP ʘʜʨʝʩ ʽ ʧʦʨʪʽʚ ACL 

(Access Control List). ʊʘʢʠʤ ʯʠʥʦʤ, ʜʘʥʘ ʪʝʭʥʦʣʦʛʽʷ ʜʦʙʨʝ ʧʽʜʭʦʜʠʪʴ ʜʣʷ 

ʨʦʟʤʝʞʫʚʘʥʥʷ ʜʦʩʪʫʧʫ ʟʟʦʚʥʽ ʜʦ ʦʢʨʝʤʠʭ ʢʦʤʧ'ʶʪʝʨʽʚ (IP) ʽ ʩʝʨʚʽʩʽʚ (ʧʦʨʪʠ) 

ʚʥʫʪʨʽʰʥʴʦʾ ʤʝʨʝʞʽ. 

ʉʝʨʝʜʥʽʡ ʘʥʘʣʽʟ ʧʘʢʝʪʽʚ MPI (Medium Packet Inspection) ï ʮʝ ʪʝʭʥʦʣʦʛʽʷ 

ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ, ʷʢʘ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʽʥʩʧʝʢʪʫʚʘʥʥʽ ʩʝʩʽʡ ʽ ʩʝʘʥʩʽʚ ʟʚ'ʷʟʢʫ, 

ʥ̔ʽʮʽʡʦʚʘʥʠʭ ʟʘʩʪʦʩʫʚʘʥʥʷʤ, ʘʣʝ ʚʩʪʘʥʦʚʣʶʚʘʥʠʭ ʰʣʶʟʦʤ-ʧʦʩʝʨʝʜʥʠʢʦʤ (ʜʠʚ. 

ʨʠʩ. 8.11). ʊʘʢʦʞ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʪʝʨʤʽʥ çʧʨʦʢʩʽ ʟʘʩʪʦʩʫʚʘʥʴè (application 

proxy). ɺ ʨʘʤʢʘʭ ʜʘʥʦʾ ʪʝʭʥʦʣʦʛʽʾ ʚʤʽʩʪ ʧʘʢʝʪʽʚ ʘʥʘʣʽʟʫʻʪʴʩʷ ʯʘʩʪʢʦʚʦ ʽ ʧʦ 

ʚʠʟʥʘʯʝʥʠʤ ʧʨʘʚʠʣʘʤ. ʅʝ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʩʢʣʘʜʥʽ ʤʝʪʦʜʠ ʘʥʘʣʽʟʫ ʪʠʧʫ 

ʩʠʛʥʘʪʫʨʥʦʛʦ. ʇʨʠʩʪʨʦʾ, ʱʦ ʨʝʘʣʽʟʫʶʪʴ ʜʘʥʠʡ ʬʫʥʢʮʽʦʥʘʣ ʨʦʟʤʽʱʫʶʪʴʩʷ ʤʽʞ 

ʧʨʦʚʘʡʜʝʨʦʤ ʽʥʪʝʨʥʝʪʫ ʽ ʢʽʥʮʝʚʠʤ ʢʦʨʠʩʪʫʚʘʯʝʤ. ɼʘʥʽ ʧʨʠʩʪʨʦʾ ʨʦʟʙʠʨʘʶʪʴ 

ʟʘʛʦʣʦʚʢʠ ʘʞ ʜʦ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʨʽʚʥʷ ʽ ʥʝʚʝʣʠʢʫ ʯʘʩʪʠʥʫ ʜʘʥʠʭ ʧʘʢʝʪʘ ʜʣʷ 

ʟʽʩʪʘʚʣʝʥʥʷ ʨʦʟʽʙʨʘʥʦʾ ʯʘʩʪʠʥʠ ʟ ʜʝʷʢʠʤ ʩʧʠʩʢʦʤ ʨʦʟʙʦʨʫ (parse list), ʟ 

ʧʦʜʘʣʴʰʦʶ ʨʝʘʢʮʽʻʶ ʚ ʨʘʟʽ ʾʭ ʚʠʷʚʣʝʥʥʷ. ɼʘʥʽ ʩʧʠʩʢʠ ʟʘʟʚʠʯʘʡ ʢʦʨʦʪʰʝ 

ʩʧʠʩʢʽʚ ACL ʽ ʥʘʜʘʶʪʴ ʙʽʣʴʰ ʰʠʨʦʢʠʡ ʜʽʘʧʘʟʦʥ ʜʽʡ ʥʘ ʚʽʜʤʽʥʫ ʚʽʜ 

çʜʦʟʚʦʣʠʪʠ/ʟʘʙʦʨʦʥʠʪʠè ʚ ʨʘʟʽ ACL. ʎʽ ʩʧʠʩʢʠ ʪʘʢʦʞ ʙʽʣʴʰ ʚʠʨʘʟʥʽ, ʪʘʢ ʷʢ 

ʜʦʟʚʦʣʷʶʪʴ ʧʨʠʚ'ʷʟʫʚʘʪʠʩʷ ʥʽ ʜʦ IP-ʘʜʨʝʩʘʤʠ, ʘ ʜʦ ʬʦʨʤʘʪʫ ʜʘʥʠʭ ʧʘʢʝʪʽʚ ʽ 

ʜʘʥʠʤʠ ʜʝʷʢʠʭ ʧʨʦʪʦʢʦʣʽʚ ʨʽʚʥʷ ʟʘʩʪʦʩʫʚʘʥʴ, ʥʘʧʨʠʢʣʘʜ, URL-ʘʜʨʝʩʘʤʠ ʚ ʨʘʟʽ 

ʧʨʦʪʦʢʦʣʫ HTTP. ɿʘ ʜʦʧʦʤʦʛʦʶ MPI ʤʦʞʥʘ, ʥʘʧʨʠʢʣʘʜ, ʟʘʙʣʦʢʫʚʘʪʠ 

ʤʦʞʣʠʚʽʩʪʴ ʦʪʨʠʤʘʥʥʷ flash-ʬʘʡʣʽʚ ʘʙʦ ʢʘʨʪʠʥʦʢ ʟ ʧʝʚʥʠʭ ʽʥʪʝʨʥʝʪ ʩʝʨʚʽʩʽʚ (ʥʘ 

ʨʽʚʥʽ ʫʷʚʣʝʥʥʷ OSI) ʘʙʦ ʟʘʙʣʦʢʫʚʘʪʠ ʯʘʩʪʠʥʫ ʢʦʤʘʥʜ (ʥʘ ʨʽʚʥʽ ʟʘʩʪʦʩʫʚʘʥʴ OSI) 

ʚ ʦʢʨʝʤʠʭ ʧʨʦʪʦʢʦʣʘʭ. ʅʘʙʽʨ ʧʨʦʪʦʢʦʣʽʚ, ʷʢ ʧʨʘʚʠʣʦ, ʜʫʞʝ ʦʙʤʝʞʝʥʠʡ. 

ʅʘʧʨʠʢʣʘʜ, ʚ ʧʝʨʰʠʭ ʚʝʨʩʽʷʭ CheckPoint FireWall-1 (CheckPoint FW-1) 

ʧʽʜʪʨʠʤʫʚʘʣʠʩʷ ʧʨʦʪʦʢʦʣʠ Telnet, FTP, HTTP, ʘ ʚ Internet Exchange (Cisco PIX) 

- FTP, HTTP, H.323, RSH, SMTP ʽ SQLNET. ɿʛʦʜʦʤ ʜʘʥʽ ʥʘʙʦʨʠ ʥʝʟʥʘʯʥʦ 

ʨʦʟʰʠʨʶʚʘʣʠʩʷ. ʊʘʢʦʞ ʚʽʜʦʤʦ, ʱʦ ʜʘʥʘ ʪʝʭʥʦʣʦʛʽʷ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚ 
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ʧʨʦʜʫʢʪʘʭ ʢʦʤʧʘʥʽʡ McAfee ʽ ʉʠʤʘʥʪʝʢ. ʄʽʞʤʝʨʝʞʥ̔  ʝʢʨʘʥʠ, ʱʦ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʮʶ ʪʝʭʥʦʣʦʛʽʶ, ʚʽʜʥʦʩʷʪʴʩʷ ʜʦ ʜʨʫʛʦʛʦ ʧʦʢʦʣʽʥʥʷ. 

 

 

 

ʈʠʩ. 8.11. ʉʭʝʤʘ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʨʠʩʪʨʦʾʚ ʘʥʘʣʽʟʫ ʥʘ ʦʩʥʦʚʽ ʪʝʭʥʦʣʦʛʽʾ MPI 

 

ɼʘʥʘ ʪʝʭʥʦʣʦʛʽʷ ʙʽʣʴʰ ʛʥʫʯʢʘ ʚ ʧʦʨʽʚʥʷʥʥʽ ʟ SPI ʽ, ʢʨʽʤ ʨʦʟʤʝʞʫʚʘʥʥʷ 

ʜʦʩʪʫʧʫ, ʧʽʜʭʦʜʠʪʴ ʜʣʷ ʙʽʣʴʰʦ ʾʢʽʣʴʢʦʩʪʽ ʟʘʚʜʘʥʴ - ʢʝʰʫʚʘʥʥʷ ʚʤʽʩʪʫ, ʘʥʘʣʽʟ 

ʩʪʠʩʥʝʥʦʛʦ / ʰʠʬʨʦʚʘʥʦʛʦ ʪʨʘʬʽʢʫ, ʦʙʤʝʞʝʥʥʷ ʬʫʥʢʮʽʦʥʘʣʘ ʦʢʨʝʤʠʭ 

ʧʨʦʪʦʢʦʣʽʚ ʰʣʷʭʦʤ ʟʘʙʦʨʦʥʠ ʦʢʨʝʤʠʭ ʢʦʤʘʥʜ. ɿʘʚʜʷʢʠ ʧʽʜʢʣʶʯʝʥʥʶ ʚ ʨʝʞʠʤʽ 

ʧʨʦʢʩʽ, ʤʦʞʝ ʩʣʫʞʠʪʠ ʚ ʷʢʦʩʪʽ Wan Optimizer'ʘ. 

ʆʩʥʦʚʥʠʡ ʥʝʜʦʣʽʢ MPI - ʧʦʛʘʥʘ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ: ʢʦʞʥʘ ʢʦʤʘʥʜʘ ʽ 

ʧʨʦʪʦʢʦʣ ʚʠʤʘʛʘʶʪʴ ʦʢʨʝʤʦʛʦ çʰʣʶʟʫè (ʚʭʽʜʥʠʡ-ʚʠʭʽʜʥʠʡ ʧʦʨʪʠ). ʂʨʽʤ ʪʦʛʦ, 

ʨʦʙʦʪʘ ʚ ʨʝʞʠʤʽ ʧʨʦʢʩʽ ʩʠʣʴʥʦ ʟʥʠʞʫʻ ʰʚʠʜʢʽʩʪʴ ʦʙʨʦʙʢʠ. ɼʣʷ ʟʥʠʞʝʥʥʷ 

ʥʘʚʘʥʪʘʞʝʥʥʷ ʥʘ ʧʨʦʢʩʽ-ʩʝʨʚʝʨ ʙʫʚ ʨʦʟʨʦʙʣʝʥʠʡ ʧʨʦʪʦʢʦʣ ICAP, ʱʦ ʜʦʟʚʦʣʷʻ 

ʧʨʦʢʩʽ-ʩʝʨʚʝʨʫ ʚʽʜʧʨʘʚʣʷʪʠ ʜʘʥʽ, ʱʦ ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʥʠʭ, ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ 

ʘʥʘʣʽʟʫ ʩʪʦʨʦʥʥʽʤ ʩʝʨʚʝʨʘʤ ʥʘ ʧʨʝʜʤʝʪ ʙʝʟʧʝʢʠ ʘʙʦ ʘʥʘʣʽʟʫ ʚʤʽʩʪʫ. ʎʷ ʩʭʝʤʘ 

ʨʝʘʣʽʟʦʚʘʥʘ ʚ ʘʥʪʠʚʽʨʫʩʥʦʤʫ ʧʨʦʜʫʢʪʽ ClamAV, ʷʢʠʡ ʤʦʞʝ ʧʽʜʢʣʶʯʘʪʠʩʷ ʜʦ 

ʧʨʦʢʩʽ-ʩʝʨʚʝʨʽʚ Squid ʽ NetCache. 

ʎʽ ʬʘʢʪʦʨʠ ʩʠʣʴʥʦ ʦʙʤʝʞʫʶʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ ʜʘʥʦʾ ʪʝʭʥʦʣʦʛʽʾ ʥʘ ʨʽʚʥʽ 

ʧʨʦʚʘʡʜʝʨʽʚ ʽʥʪʝʨʥʝʪʫ ʚʥʘʩʣʽʜʦʢ ʥʝʦʙʭʽʜʥʦʩʪʽ ʘʥʘʣʽʟʫ ʚʝʣʠʢʦʛʦ ʯʠʩʣʘ 

ʧʨʦʪʦʢʦʣʽʚ ʽ ʢʦʤʘʥʜ ʥʘ ʰʠʨʦʢʠʭ ʢʘʥʘʣʘʭ ʟʚ'ʷʟʢʫ. 

ʂʦʤʧôʶʪʝʨʥʠʡ 
ʪʝʨʤʽʥʘʣ 

ʂʦʤʧôʶʪʝʨʥʠʡ 
ʪʝʨʤʽʥʘʣ 

ʂʦʤʧôʶʪʝʨʥʠʡ 
ʪʝʨʤʽʥʘʣ 

ʇʨʠʩʪʨʽʡ 
ʄʈɯ 

ʄʝʨʝʞʥʠʡ 
ʰʣʶʟ 
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ɻʣʠʙʦʢʠʡ ʘʥʘʣʽʟ ʧʘʢʝʪʽʚ DPI (Deep Packet Processing) ʮʝ ʩʫʢʫʧʥʘ ʥʘʟʚʘ 

ʪʝʭʥʦʣʦʛʽʾ, ʱʦ ʜʦʟʚʦʣʷʻ ʧʨʦʚʦʜʠʪʠ ʥʘʢʦʧʠʯʝʥʥʷ, ʘʥʘʣʽʟ, ʢʣʘʩʠʬʽʢʘʮʽʶ, 

ʢʦʥʪʨʦʣʴ ʽ ʤʦʜʠʬʽʢʘʮʽʶ ʤʝʨʝʞʝʚʠʭ ʧʘʢʝʪʽʚ ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ ʾʭ ʚʤʽʩʪʫ ʚ 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. ɼʘʥʘ ʪʝʭʥʦʣʦʛʽʷ ʻ ʣʦʛʽʯʥʠʤ ʨʦʟʚʠʪʢʦʤ ʄʇɯ. ɺ ʨʘʤʢʘʭ ʜʘʥʦʛʦ 

ʧʽʜʭʦʜʫ ʘʥʘʣʽʟʘʪʦʨ ʧʝʨʝʛʣʷʜʘʻ ʚʤʽʩʪ ʢʦʞʥʦʛʦ ʧʘʢʝʪʘ ʧʦʚʥʽʩʪʶ. ʆʜʥʽʻʶ ʟ 

ʚʘʞʣʠʚʠʭ ʚʽʜʤʽʥʥʦʩʪʝʡ ʚʽʜ ʧʦʧʝʨʝʜʥʽʭ ʪʝʭʥʦʣʦʛʽʡ ʻ ʪʝ, ʱʦ ʩʠʩʪʝʤʠ ʥʘ ʙʘʟʽ DPI 

ʤʦʞʫʪʴ ʧʨʠʡʤʘʪʠ ʨʽʰʝʥʥʷ ʥʝ ʪʽʣʴʢʠ ʧʦ ʚʤʽʩʪʫ ʧʘʢʝʪʽʚ, ʘʣʝ ʽ ʟʘ ʥʝʧʨʷʤʠʤʠ 

ʦʟʥʘʢʘʤʠ, ʚʣʘʩʪʠʚʠʤ ʷʢʠʤʦʩʴ ʧʝʚʥʠʤ ʤʝʨʝʞʥʠʤ ʧʨʦʛʨʘʤʘʤ ʽ ʧʨʦʪʦʢʦʣʘʤ. ɼʣʷ 

ʮʴʦʛʦ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʩʪʘʪʠʩʪʠʯʥʠʡ ʘʥʘʣʽʟ. ʅʘʧʨʠʢʣʘʜ, ʘʥʘʣʽʟ 

ʯʘʩʪʦʪʠ ʟʫʩʪʨʽʯʽ ʧʝʚʥʠʭ ʩʠʤʚʦʣʽʚ, ʜʦʚʞʠʥ ʧʘʢʝʪʽʚ, ʚʽʜʩʪʘʥʴ ʤʽʞ ʤʽʪʢʘʤʠ ʯʘʩʫ 

ʧʦʩʣʽʜʦʚʥʠʭ ʧʘʢʝʪʽʚ ʽ ʪ.ʜ. ʊʘʢʦʞ, ʚ ʧʦʨʽʚʥʷʥʥʽ ʟ ʧʦʧʝʨʝʜʥʽʤʠ ʧʽʜʭʦʜʘʤʠ, 

ʟʥʘʯʥʦ ʨʦʟʰʠʨʝʥʦ ʩʧʠʩʦʢ ʟʘʩʪʦʩʫʚʘʥʴ ʪʝʭʥʦʣʦʛʽʾ: ʢʣʘʩʠʬʽʢʘʮʽʷ, ʦʙʤʝʞʝʥʥʷ 

ʩʤʫʛʠ, ʧʨʽʦʨʠʪʝʟʘʮʽʷ, ʤʘʨʢʫʚʘʥʥʷ, ʢʝʰʫʚʘʥʥʷ ʽ ʪ. ʜ.  

ʊʝʭʥʦʣʦʛʽʷ DPI ʦʪʨʠʤʘʣʘ ʨʦʟʚʠʪʦʢ, ʧʝʨʰ ʟʘ ʚʩʝ, ʯʝʨʝʟ ʩʪʨʽʤʢʝ ʟʨʦʩʪʘʥʥʷ 

ʦʙʯʠʩʣʶʚʘʣʴʥʦ ʾʟʜʘʪʥʦʩʪʽ ʧʨʦʮʝʩʦʨʽʚ, ʾʭ ʰʚʠʜʢʦʜʽʾ ʽ, ʚʽʜʧʦʚʽʜʥʦ, ʤʦʞʣʠʚʦʩʪʝʡ 

ʜʣʷ ʙʽʣʴʰ ʧʦʚʥʦʛʦ ʽ ʪʦʯʥʦʛʦ ʘʥʘʣʽʟʫ ʤʝʨʝʞʥʠʭ ʜʘʥʠʭ. 

ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ MPI, ʜʘʥʘ ʪʝʭʥʦʣʦʛʽʷ ʩʧʦʯʘʪʢʫ ʨʦʟʨʦʙʣʷʣʘʩʷ ʜʣʷ 

ʚʠʩʦʢʦʰʚʠʜʢʽʩʥʦʾ ʦʙʨʦʙʢʠ ʪʘ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ ʟʘʩʪʦʩʫʚʘʥʴ ʚ 

ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ. ʊʘʢʠʤ ʯʠʥʦʤ, ʨʽʰʝʥʥʷ ʥʘ ʦʩʥʦʚʽ DPI ʜʦʙʨʝ ʤʘʩʰʪʘʙʫʶʪʴʩʷ ʷʢ 

ʧʦ ʰʠʨʠʥʽ ʤʝʨʝʞʥʦʛʦ ʢʘʥʘʣʫ (ʚʽʜʦʤʽ ʨʽʰʝʥʥʷ, ʱʦ ʧʨʘʮʶʶʪʴ ʥʘ ʢʘʥʘʣʘʭ 

ʙʣʠʟʴʢʦ 100 ɻʙʽʪ/ʩ), ʪʘʢ ʽ ʟʘ ʢʽʣʴʢʽʩʪʶ ʽʜʝʥʪʠʬʽʢʦʚʘʥʠʭ ʟʘʩʪʦʩʫʚʘʥʴ (ʚ 

ʽʩʥʫʶʯʠʭ ʨʽʰʝʥʥʷʭ - ʧʦʨʷʜʢʫ ʜʝʢʽʣʴʢʦʭ ʪʠʩʷʯ). ɿ ʪʦʯʢʠ ʟʦʨʫ ʨʝʘʣʽʟʘʮʽʾ, 

ʦʩʥʦʚʥʠʡ ʢʦʤʧʦʥʝʥʪ ʙʫʜʴ-ʷʢʦʛʦ ʨʽʰʝʥʥʷ DPI - ʤʦʜʫʣʴ ʢʣʘʩʠʬʽʢʘʮʽʾ, ʱʦ 

ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʢʣʘʩʠʬʽʢʘʮʽʶ ʤʝʨʝʞʥʠʭ ʧʦʪʦʢʽʚ. ʇʨʠ ʮʴʦʤʫ ʚ ʟʘʣʝʞʥʦʩʪʽ ʚʽʜ 

ʮʽʣʝʡ ʟʘʩʪʦʩʫʚʘʥʥʷ DPI, ʢʣʘʩʠʬʽʢʘʮʽʷ ʤʦʞʝ ʚʠʢʦʥʫʚʘʪʠʩʷ ʟ ʨʽʟʥʦʶ ʪʦʯʥʽʩʪʶ: 

- ʪʠʧ ʧʨʦʪʦʢʦʣʫ ʘʙʦ ʟʘʩʪʦʩʫʚʘʥʥʷ (ʥʘʧʨʠʢʣʘʜ, Web, P2P, VoIP); 

- ʢʦʥʢʨʝʪʥʠʡ ʧʨʦʪʦʢʦʣ ʨʽʚʥʷ ʟʘʩʪʦʩʫʚʘʥʥʷ (HTTP, BitTorrent, SIP); 

- ʟʘʩʪʦʩʫʚʘʥʥʷ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʨʦʪʦʢʦʣ (Google Chrome, ɛTorrent, 

Skype). 
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ʊʝʭʥʦʣʦʛʽʷ DPI ʥʘ ʜʘʥʠʡ ʤʦʤʝʥʪ ʻ ʧʦʪʦʯʥʠʤ ʩʪʘʥʜʘʨʪʦʤ ʜʝ-ʬʘʢʪʦ ʜʣʷ 

ʟʘʩʦʙʽʚ ʘʥʘʣʽʟʫ ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ ʽ ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʦʙʣʘʩʪʽ ʢʨʠʪʠʯʥʦ 

ʚʘʞʣʠʚʠʭ ʪʝʭʥʦʣʦʛʽʡ ʥʝʦʙʭʽʜʥʠʭ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢ ʤʝʨʝʞʥʦʾ ʙʝʟʧʝʢʠ, ʪʘʢ ʽ 

ʚʠʤʦʛ ʟʘʢʦʥʦʜʘʚʩʪʚʘ. ɺʥʘʩʣʽʜʦʢ ʮʴʦʛʦ ʦʩʪʘʥʥʽʤ ʯʘʩʦʤ ʥʘ ʤʽʞʥʘʨʦʜʥʦʤʫ ʨʽʚʥʽ 

ʙʫʣʦ ʧʨʠʡʥʷʪʦ ʥʠʟʢʫ ʩʪʘʥʜʘʨʪʽʚ, ʚʠʤʦʛ ʽ ʨʝʢʦʤʝʥʜʘʮʽʡ ʱʦʜʦ ʦʩʦʙʣʠʚʦʩʪʝʡ 

ʨʝʘʣʽʟʘʮʽʾ, ʚʥʫʪʨʽʰʥʴʦ ʾʙʫʜʦʚʠ ʪʘ ʥʘʙʦʨʫ ʬʫʥʢʮʽʡ ʚʽʜʧʦʚʽʜʥʠʭ ʟʘʩʦʙʽʚ. ɼʘʥʘ 

ʪʝʭʥʦʣʦʛʽʷ ʨʽʜʢʦ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʚ ʤʽʞʤʝʨʝʞʥʠʭ ʝʢʨʘʥʘʭ - ʮʝ ʩʢʦʨʽʰʝ ʦʙʣʘʩʪʴ 

IDS/IPS ʩʠʩʪʝʤ, ʷʢ ʚʠʥʷʪʦʢ ʤʦʞʥʘ ʚʢʘʟʘʪʠ ʥʘ ʝʢʨʘʥʠ Hogwash ʽ Shield. ʆʜʥʘʢ 

ʤʽʞʤʝʨʝʞʥ̔  ʝʢʨʘʥʠ, ʷʢʽ ʩʪʦʩʫʶʪʴʩʷ ʯʝʪʚʝʨʪʦʛʦ ʧʦʢʦʣʽʥʥʷ  ̔ ʤʦʞʫʪʴ 

ʚʨʘʭʦʚʫʚʘʪʠ ʜʘʥʽ IDS/IPS-ʩʠʩʪʝʤ ʚ ʧʨʦʮʝʩʽ ʘʥʘʣʽʟʫ. 

ʂʨʽʤ ʚʠʚʯʝʥʥʷ ʧʘʢʝʪʽʚ ʟʘ ʜʝʷʢʠʤʠ ʩʪʘʥʜʘʨʪʥʠʤ ʧʘʪʝʨʥʘʤʠ, ʟʘ ʷʢʠʤʠ ʤʦʞʥʘ 

ʦʜʥʦʟʥʘʯʥʦ ʚʠʟʥʘʯʠʪʠ ʧʨʠʥʘʣʝʞʥʽʩʪʴ ʧʘʢʝʪʘ ʧʝʚʥʦʤʫ ʟʘʩʪʦʩʫʚʘʥʥʶ, ʩʢʘʞʽʤʦ, 

ʟʘ ʬʦʨʤʘʪʦʤ ʟʘʛʦʣʦʚʢʽʚ, ʥʦʤʝʨʘʤ ʧʦʨʪʽʚ ʽ ʪ.ʧ., ʩʠʩʪʝʤʘ DPI ʟʜʽʡʩʥʶʻ ʽ ʪʘʢ 

ʟʚʘʥʠʡ ʧʦʚʝʜʽʥʢʦʚʠʡ ʘʥʘʣʽʟ ʪʨʘʬʽʢʫ, ʷʢʠʡ ʜʦʟʚʦʣʷʻ ʨʦʟʧʽʟʥʘʪʠ ʟʘʩʪʦʩʫʚʘʥʥʷ, 

ʷʢʽ ʥʝ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʜʣʷ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʟʘʟʜʘʣʝʛʽʜʴ ʚʽʜʦʤʽ ʟʘʛʦʣʦʚʢʠ ʽ 

ʩʪʨʫʢʪʫʨʠ ʜʘʥʠʭ. ʗʩʢʨʘʚʠʡ ʧʨʠʢʣʘʜ ʪʦʤʫ - Bittorrent. ɼʣʷ ʾʭ ʽʜʝʥʪʠʬʽʢʘʮʽʾ 

ʟʜʽʡʩʥʶʻʪʴʩʷ ʘʥʘʣʽʟ ʧʦʩʣʽʜʦʚʥʦʩʪʽ ʧʘʢʝʪʽʚ, ʱʦ ʚʦʣʦʜʽʶʪʴ ʦʜʥʘʢʦʚʠʤʠ 

ʦʟʥʘʢʘʤʠ, ʪʘʢʠʤʠ ʷʢ Source_IP: port - Destination_IP: port, ʨʦʟʤʽʨ ʧʘʢʝʪʘ, 

ʯʘʩʪʦʪʘ ʚʽʜʢʨʠʪʪʷ ʥʦʚʠʭ ʩʝʩʽʡ ʚ ʦʜʠʥʠʮʶ ʯʘʩʫ ʽ ʪ.ʜ., ʧʦ ʧʦʚʝʜʽʥʢʦʚʠʤ 

(ʝʚʨʠʩʪʠʯʥʠʤ) ʤʦʜʝʣʷʤ, ʚʽʜʧʦʚʽʜʥʠʤ ʪʘʢʠʤ ʟʘʩʪʦʩʫʚʘʥʥʷʤ. ʇʨʠʨʦʜʥʦ, ʩʢʽʣʴʢʠ 

ʚʠʨʦʙʥʠʢʽʚ ʪʘʢʦʛʦ çʟʘʣʽʟʘè - ʩʪʽʣʴʢʠ ʡ ʽʥʪʝʨʧʨʝʪʘʮʽʡ ʧʦʚʝʜʽʥʢʦʚʠʭ ʤʦʜʝʣʝʡ 

ʚʽʜʧʦʚʽʜʥʠʭ ʧʨʦʪʦʢʦʣʽʚ, ʘ ʟʥʘʯʠʪʴ ʽ ʪʦʯʥʽʩʪʴ ʜʝʪʝʢʪʫʚʘʥʥʷ ʪʘʢʦʞ ʨʽʟʥʠʪʴʩʷ. ʈʘʟ 

ʤʦʚʘ ʟʘʡʰʣʘ ʧʨʦ ʚʠʨʦʙʥʠʢʽʚ, ʚʘʨʪʦ ʚʽʜʟʥʘʯʠʪʠ, ʱʦ ʥʘʡʙʽʣʴʰ ʚʝʣʠʢʠʤʠ 

ʛʨʘʚʮʷʤʠ ʽ ʾʭ ʧʨʦʜʫʢʪʘʤʠ ʥʘ ʨʠʥʢʫ standalone DPI ʻ Allot Communications, 

Procera Networks, Cisco, Sandvine. ɺʩʝ ʙʽʣʴʰ ʽ ʙʽʣʴʰ ʧʦʧʫʣʷʨʥʠʤʠ ʩʪʘʶʪʴ 

ʽʥʪʝʛʨʦʚʘʥʽ ʚ ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ ʨʽʰʝʥʥʷ DPI. ʊʘʢ ʨʦʙʣʷʪʴ ʙʘʛʘʪʦ - Cisco, Juniper, 

Ericsson ʽ ʪ.ʜ. ɿʘ ʩʧʠʩʢʦʤ. ʊʘʢʽ ʨʽʰʝʥʥʷ, ʷʢ ʧʨʘʚʠʣʦ, ʜʦʩʠʪʴ ʢʦʤʧʨʦʤʽʩʥʽ, ʽ ʥʝ 

ʤʦʞʫʪʴ ʥʘʜʘʪʠ ʚʝʩʴ ʩʧʝʢʪʨ ʩʝʨʚʽʩʽʚ, ʜʦʩʪʫʧʥʠʭ standalone ʨʽʰʝʥʥʷʤ. ʆʜʥʘʢ, 

ʜʣʷ ʙʽʣʴʰʦʩʪʽ ʟʘʚʜʘʥʴ ʮʴʦʛʦ ʮʽʣʢʦʤ ʜʦʩʪʘʪʥʴʦ. ɺʘʞʣʠʚʦʶ ʚʽʜʤʽʥʥʦʶ ʨʠʩʦʶ 

ʩʧʨʘʚʞʥʴʦʛʦ DPI ʻ ʤʦʞʣʠʚʽʩʪʴ ʘʥʘʣʽʪʠʢʠ ʪʨʘʬʽʢʫ ʟʘ ʨʘʭʫʥʦʢ ʟʙʦʨʫ ʨʽʟʥʦʛʦ 



242 

 

ʨʦʜʫ ʩʪʘʪʠʩʪʠʢʠ ʟ ʨʦʟʙʠʚʢʦʶ ʧʦ ʟʘʩʪʦʩʫʚʘʥʥʷʭ, ʟʘ ʪʘʨʠʬʥʠʤʠ ʧʣʘʥʘʤʠ, ʧʦ 

ʨʝʛʽʦʥʘʭ, ʧʦ ʪʠʧʘʤ ʘʙʦʥʝʥʪʩʴʢʠʭ ʧʨʠʩʪʨʦʾʚ ʽ ʪ.ʜ. ɿ ʮʽʻʾ ʧʨʠʯʠʥʠ ʚʽʜʦʤʠʡ NBAR 

ʢʦʤʧʘʥʽʾ Cisco ʭʦʯ ʽ ʜʦʟʚʦʣʷʻ ʜʝʪʝʢʪʫʚʘʪʠ ʽ ʟʜʽʡʩʥʶʚʘʪʠ ʢʦʥʪʨʦʣʴ ʪʨʘʬʽʢʫ ʧʦ 

ʟʘʩʪʦʩʫʚʘʥʥʷʭ, ʧʦʚʥʦʮʽʥʥʠʤ ʨʽʰʝʥʥʷʤ DPI ʥʝ ʻ, ʪʦʤʫ ʱʦ ʚ ʥʴʦʤʫ ʚʽʜʩʫʪʥʷ ʨʷʜ 

ʚʘʞʣʠʚʠʭ ʢʦʤʧʦʥʝʥʪʽʚ. 

ʉʠʩʪʝʤʘ DPI, ʷʢ ʧʨʘʚʠʣʦ, ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʥʘ ʢʦʨʜʦʥʽ ʤʝʨʝʞʽ ʦʧʝʨʘʪʦʨʘ ʚ 

ʨʦʟʨʠʚ ʽʩʥʫʶʯʠʭ ʘʧʣʽʥʢʽʚ (ʟʚʦʨʦʪʥʠʭ ʢʘʥʘʣʽʚ), ʱʦ ʡʜʫʪʴ ʚʽʜ ʧʨʠʢʦʨʜʦʥʥʠʭ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʽʚ. ʊʠʤ ʩʘʤʠʤ, ʚʝʩʴ ʪʨʘʬʽʢ, ʷʢʠʡ ʟʘʣʠʰʘʻ ʘʙʦ ʚʭʦʜʠʪʴ ʚ ʤʝʨʝʞʫ 

ʦʧʝʨʘʪʦʨʘ, ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ DPI, ʱʦ ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʡʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ 

ʢʦʥʪʨʦʣʶ. ɼʣʷ ʚʠʨʽʰʝʥʥʷ ʩʧʝʮʠʬʽʯʥʠʭ ʟʘʚʜʘʥʴ ʤʦʞʥʘ ʚʩʪʘʥʦʚʣʶʚʘʪʠ ʮʶ 

ʩʠʩʪʝʤʫ ʥʝ ʥʘ ʤʝʞʽ ʤʝʨʝʞʽ, ʘ ʩʧʫʩʢʘʪʠ ʾʾ ʥʠʞʯʝ, ʙʣʠʞʯʝ ʜʦ ʢʽʥʮʝʚʠʭ 

ʢʦʨʠʩʪʫʚʘʯʽʚ, ʥʘ ʨʽʚʝʥʴ BRAS / CMTS / GGSN / ... ʎʝ ʤʦʞʝ ʙʫʪʠ ʢʦʨʠʩʥʦ ʪʠʤ 

ʦʧʝʨʘʪʦʨʘʤ, ʷʢʽ ʧʦ ʨʷʜʫ ʧʨʠʯʠʥ ʢʨʽʤ ʫʪʠʣʽʟʘʮʽʾ ʟʦʚʥʽʰʥʽʭ ʢʘʥʘʣʽʚ ʪʘʢʦʞ ʭʦʯʫʪʴ 

ʚʠʨʽʰʫʚʘʪʠ ʟʘʜʘʯʫ ʢʦʥʪʨʦʣʶ ʚʥʫʪʨʽʰʥʽʭ. ʇʨʠʨʦʜʥʦ, ʪʫʪ ʤʦʚʘ ʡʜʝ ʧʨʦ ʜʦʩʠʪʴ 

ʚʝʣʠʢʠʭ ʩʝʨʚʽʩ-ʧʨʦʚʘʡʜʝʨʽʚ ʟ ʚʝʣʠʢʦʶ ʨʦʟʧʦʜʽʣʝʥʦʾ ʤʝʨʝʞʝʶ ʤʘʩʰʪʘʙʽʚ 

ʢʨʘʾʥʠ ʽ ʟ ʜʦʩʠʪʴ ʜʦʨʦʛʠʤʠ ʢʘʥʘʣʴʥʠʤʠ ʻʤʥʦʩʪʷʤʠ. 

ʆʩʥʦʚʥʘ ʧʨʦʙʣʝʤʘ ʚʩʽʭ ʽʩʥʫʶʯʠʭ ʨʽʰʝʥʴ DPI ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʜʣʷ ʪʦʛʦ, 

ʱʦʙ ʦʜʥʦʟʥʘʯʥʦ ʚʠʟʥʘʯʠʪʠ ʧʨʠʥʘʣʝʞʥʽʩʪʴ ʪʦʛʦ ʯʠ ʽʥʰʦʛʦ ʧʦʪʦʢʫ ʜʘʥʠʭ ʜʦ 

ʦʜʥʦʛʦ ʟ ʤʝʨʝʞʥʠʭ ʟʘʩʪʦʩʫʚʘʥʴ, ʧʨʠʩʪʨʽʡ, ʱʦ ʟʜʽʡʩʥʶʻ ʘʥʘʣʽʟ ʪʨʘʬʽʢʫ, ʤʘʻ 

ʧʦʙʘʯʠʪʠ ʦʙʠʜʚʘ ʥʘʧʨʷʤʢʠ ʩʝʩʽʾ. ɯʥʰʠʤʠ ʩʣʦʚʘʤʠ, ʚʭʽʜʥʠʡ ʽ ʚʠʭʽʜʥʠʡ ʪʨʘʬʽʢ ʚ 

ʤʝʞʘʭ ʦʜʥʦʛʦ ʧʦʪʦʢʫ (flow) ʧʦʚʠʥʥʽ ʧʨʦʡʪʠ ʯʝʨʝʟ ʦʜʠʥ ʽ ʪʦʡ ʞʝ ʧʨʠʩʪʨʽʡ. 

ʗʢʱʦ ʦʙʣʘʜʥʘʥʥʷ ʨʦʟʫʤʽʻ, ʱʦ ʙʘʯʠʪʴ ʪʽʣʴʢʠ ʦʜʠʥ ʥʘʧʨʷʤʦʢ ʚ ʨʘʤʢʘʭ ʩʝʩʽʾ, 

ʚʦʥʦ ʥʝ ʤʘʻ ʤʦʞʣʠʚʦʩʪʽ ʩʧʽʚʚʽʜʥʝʩʪʠ ʜʘʥʠʡ ʧʦʪʽʢ ʟ ʙʫʜʴ-ʷʢʦʁ ʚʽʜʦʤʦ ʁ

ʢʘʪʝʛʦʨʽʻʶ ʪʨʘʬʽʢʫ ʟ ʫʩʽʤʘ ʚʠʪʽʢʘʶʯʠʤʠ ʥʘʩʣʽʜʢʘʤʠ. ʋ ʟʚ'ʷʟʢʫ ʟ ʮʠʤ, ʢʦʣʠ ʤʦʚʘ 

ʟʘʭʦʜʠʪʴ ʧʨʦ ʢʦʥʪʨʦʣʴ ʘʧʣʽʥʢ, ʚʩʪʘʻ ʜʫʞʝ ʣʦʛʽʯʥʝ ʟʘʧʠʪʘʥʥʷ ʧʨʦ 

ʘʩʠʤʝʪʨʠʯʥʠʡ ʪʨʘʬʽʢʫ, ʷʢʠʡ ʜʣʷ ʙʽʣʴʰ-ʤʝʥʰ ʚʝʣʠʢʠʭ ʦʧʝʨʘʪʦʨʽʚ ʻ ʥʝ 

ʝʢʟʦʪʠʢʦʶ, ʘ ʧʦʚʩʷʢʜʝʥʥʽʩʪʶ. 

ʑʦ ʜʦ ʟʘʜʘʯʽ ʨʦʟʚʠʪʢʫ ʤʝʨʝʞʽ ʽ ʾʾ ʧʦʩʣʫʛ. ɼʠʚʣʷʯʠʩʴ ʥʘ ʪʝ, ʷʢ 

ʧʝʨʝʜʧʣʘʪʥʠʢʠ ʢʦʨʠʩʪʫʶʪʴʩʷ ʢʫʧʣʝʥʦ ʁ ʥʠʤʠ ʩʤʫʛʦʶ, ʷʢʽ ʧʨʦʛʨʘʤʠ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ, ʦʧʝʨʘʪʦʨ ʤʦʞʝ ʚʠʚʯʘʪʠ ʧʦʪʨʝʙʠ ʢʦʞʥʦʾ ʢʘʪʝʛʦʨʽʾ 
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ʧʝʨʝʜʧʣʘʪʥʠʢʽʚ ʽ ʧʨʦʧʦʥʫʚʘʪʠ ʾʤ ʙʽʣʴʰ ʛʥʫʯʢʽ ʽ ʜʦʩʢʦʥʘʣʽ ʪʘʨʠʬʥʽ ʧʣʘʥʠ. 

ʅʘʧʨʠʢʣʘʜ, ˇʨʫʥʪʫʶʯʠʩʴ ʥʘ ʪʦʤʫ, ʱʦ ʧʝʨʝʜʧʣʘʪʥʠʢʠ ʪʘʨʠʬʫ Silver ʘʢʪʠʚʥʦ 

ʢʦʨʠʩʪʫʶʪʴʩʷ ʧʦʩʣʫʛʘʤʠ ʩʪʦʨʦʥʥʴʦʾ SIP-ʪʝʣʝʬʦʥʽʾ, ʤʦʞʥʘ ʟʘʧʨʦʧʦʥʫʚʘʪʠ ʾʤ 

ʜʦʜʘʪʢʦʚʠʡ ʧʘʢʝʪ, ʱʦ ʜʦʟʚʦʣʷʻ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʘʥʘʣʦʛʽʯʥʠʡ ʩʝʨʚʽʩ, ʱʦ 

ʥʘʜʘʻʪʴʩʷ ʦʧʝʨʘʪʦʨʦʤ, ʘʣʝ ʟʽ ʟʥʠʞʢʦʶ. ʈʝʰʪʘ ʧʝʨʝʜʧʣʘʪʥʠʢʠ ʧʨʠ ʙʘʞʘʥʥʽ 

ʩʢʦʨʠʩʪʘʪʠʩʷ ʙʽʣʴʰ ʜʝʰʝʚʦʶ ʪʝʣʝʬʦʥʽʻʶ ʙʫʜʫʪʴ ʤʦʪʠʚʦʚʘʥʽ ʧʝʨʝʭʦʜʠʪʠ ʥʘ 

ʙʽʣʴʰ ʜʦʨʦʛʠʡ ʪʘʨʠʬ, ʥʘʙʫʚʘʶʯʠ ʜʦʜʘʪʢʦʚʽ ʙʦʥʫʩʠ ʫ ʚʠʛʣʷʜʽ ʧʽʜʚʠʱʝʥʥʷ 

ʰʚʠʜʢʦʩʪʽ. ʄʦʞʥʘ ʧʨʠʜʫʤʘʪʠ ʙʘʛʘʪʦ ʢʝʡʩʽʚ, ʮʝ ʣʠʰʝ ʦʜʠʥ ʟ ʥʠʭ.  

ʊʝʥʜʝʥʮʽʾ ʨʦʟʚʠʪʢʫ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʦʛʦ ʨʠʥʢʫ ʪʘʢʽ, ʱʦ ʜʣʷ ʦʧʝʨʘʪʦʨʽʚ 

ʧʨʦʜʘʚʘʪʠ ʪʨʫʙʫ, ʷʢ ʚʦʥʠ ʨʦʙʣʷʪʴ ʟʘʨʘʟ, ʩʢʦʨʦ ʙʫʜʝ ʧʨʦʩʪʦ ʥʝʚʠʛʽʜʥʦ, ʻ ʤʘʩʘ 

ʜʦʩʣʽʜʞʝʥʴ, ʱʦ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʮʝ. ARPU ʥʝ ʟʙʽʣʴʰʫʻʪʴʩʷ, ʢʦʥʢʫʨʝʥʮʽʷ 

ʚʠʩʦʢʘ, ʦʙʣʘʜʥʘʥʥʷ ʥʝʦʙʭʽʜʥʦ ʘʧʛʨʝʡʜʠʪʠ ʚʩʝ ʯʘʩʪʽʰʝ ʽ ʯʘʩʪʽʰʝ, ʚʠʪʨʘʪʠ 

ʦʧʝʨʘʪʦʨʽʚ ʨʦʩʪʫʪʴ, ʘ ʙʘʞʘʥʥʷ ʦʪʨʠʤʫʚʘʪʠ ʧʨʠʙʫʪʦʢ ʥʽʢʫʜʠ ʥʝ ʜʽʚʘʻʪʴʩʷ. 

ɿʘʚʜʘʥʥʷ DPI ʚ ʜʘʥʦʤʫ ʨʦʟʨʽʟʽ - ʨʝʘʣʽʟʫʚʘʪʠ ʥʦʚʽ ʤʦʜʝʣʽ ʥʘʜʘʥʥʷ ʧʦʩʣʫʛ 

ʢʽʥʮʝʚʦʤʫ ʢʦʨʠʩʪʫʚʘʯʝʚʽ. ɼʝʷʢʽ ʩʚʽʪʦʚʽ ʦʧʝʨʘʪʦʨʠ ʤʘʣʝʥʴʢʠʤʠ ʢʨʦʢʘʤʠ ʚʞʝ 

ʨʫʭʘʶʪʴʩʷ ʜʦ ʮʽʻʾ ʽʜʝʾ. ʋ ʥʘʩ (ʋʢʨʘʾʥʘ), ʦʯʝʚʠʜʥʦ, ʧʨʦʮʝʩ ʮʝʡ ʙʫʜʝ ʜʦʚʛʠʤ ʽ 

ʙʦʣʽʩʥʠʤ, ʪʦʤʫ ʱʦ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʟʘʚʜʘʥʥʷ ʥʝʦʙʭʽʜʥʦ ʧʝʨʝʙʫʜʦʚʫʚʘʪʠ ʤʽʟʢʠ 

ʘʙʦʥʝʥʪʽʚ ʥʘ ʽʥʰʫ ʯʘʩʪʦʪʫ, ʱʦ ʜʫʞʝ ʥʝʧʨʦʩʪʦ, ʪʦʤʫ ʱʦ ʚʽʜʫʯʠʪʠ ʣʶʜʠʥʠ ʥʝ 

ʢʘʯʘʪʠ ʪʦʨʝʥʪʠ, ʘ ʢʫʧʫʚʘʪʠ ʣʝʛʘʣʴʥʠʡ ʢʦʥʪʝʥʪ - ʥʝʧʨʦʩʪʦ. 

DPI ʚʽʜʤʽʥʥʦ ʚʤʽʻ ʧʨʘʮʶʚʘʪʠ ʚ ʟʚ'ʷʟʮʽ ʟ ʨʽʟʥʠʤʠ VAS (Value Added 

Services) ʩʠʩʪʝʤʘʤʠ, ʪʘʢʠʤʠ ʷʢ ʘʥʪʠʩʧʘʤ, ʘʥʪʠʚʽʨʫʩ, ʚʽʜʝʦʦʧʪʽʤʽʟʘʪʦʨʠ ʽ ʪ.ʧ. 

ʉʫʪʴ ʬʫʥʢʮʽʦʥʘʣʫ ʧʦʣʷʛʘʻ ʫ ʚʽʜʚʝʜʝʥʥʽ ʯʘʩʪʠʥʠ ʪʨʘʬʽʢʫ ʧʦ ʟʘʜʘʥʠʭ 

ʘʜʤʽʥʽʩʪʨʘʪʦʨʦʤ ʢʨʠʪʝʨʽʷʤ, ʥʘ ʩʪʦʨʦʥʥʽ ʧʨʠʩʪʨʦʾ, ʜʣʷ ʟʜʽʡʩʥʝʥʥʷ ʙʽʣʴʰ 

ʛʣʠʙʦʢʦʛʦ ʘʥʘʣʽʟʫ ʽ ʦʙʨʦʙʢʠ. 

ɼʦʩʠʪʴ ʣʝʛʢʦ ʤʦʞʥʘ ʦʨʛʘʥʽʟʫʚʘʪʠ ʥʘʜʘʥʥʷ ʢʦʨʠʩʪʫʚʘʯʘʤ ʧʦʩʣʫʛ ʟ 

ʙʘʪʴʢʽʚʩʴʢʦʛʦ ʢʦʥʪʨʦʣʶ, ʷʢʽ ʩʪʘʶʪʴ ʚʩʝ ʙʽʣʴʰ ʽ ʙʽʣʴʰ ʘʢʪʫʘʣʴʥʠʤʠ. 

ʋʩʪʘʪʢʫʚʘʥʥʷ DPI, ʚ ʟʚ'ʷʟʢʫ ʟʽ ʩʚʦʾʤ ʫʤʽʥʥʷʤ ʙʘʯʠʪʠ ʚʩʝ ʽ ʚʩʷ, ʱʦ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʥʘ ʤʝʨʝʞʽ, ʻ ʚʝʣʴʤʠ ʮʽʢʘʚʠʤ ʧʨʠʩʪʨʦʻʤ ʜʣʷ ʨʽʟʥʠʭ ʩʧʝʮʩʣʫʞʙ. ɿʘ 

ʜʦʧʦʤʦʛʦʶ DPI ʩʧʝʮʩʣʫʞʙʠ ʤʦʞʫʪʴ ʚʝʩʪʠ ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʘ ʤʝʨʝʞʝʚʦʶ 

ʘʢʪʠʚʥʽʩʪʶ ʪʦʛʦ ʯʠ ʽʥʰʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ. ʄʦʞʥʘ ʧʝʨʝʢʨʠʪʠ ʡʦʤʫ VPN, HTTPS 
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ʪʘ ʽʥʰʽ ʧʨʠʥʘʜʠ, ʷʢʽ ʫʥʝʤʦʞʣʠʚʣʶʶʪʴ ʘʥʘʣʽʟ ʢʦʥʪʝʥʪʫ. ɿʨʦʟʫʤʽʣʦ, ʤʦʞʥʘ 

ʟʘʢʨʠʚʘʪʠ ʜʦʩʪʫʧ ʢʦʨʠʩʪʫʚʘʯʽʚ ʜʦ ʥʝʫʛʦʜʥʠʭ ʚʣʘʜʽ ʩʘʡʪʽʚ. 

 

8. 2.2.  Ƚɔɝɞɑɘɔ ɏɗɔɍɚɖɚɏɚ ɌəɌɗɱɓɟ ɞɜɌɠɱɖɟ DPI ɘɚɍɱɗɨəɔɡ 

ɚɛɑɜɌɞɚɜɱɎ 

 

ʉʠʩʪʝʤʠ DPI ʧʦʰʠʨʝʥʽ ʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʧʦ ʚʩʴʦʤʫ ʩʚʽʪʫ ʧʨʦʚʘʡʜʝʨʘʤʠ 

ʧʨʦʚʦʜʦʚʦʛʦ ʽ ʙʝʟʧʨʦʚʦʜʦʚʦʛʦ ʜʦʩʪʫʧʫ. 

ʄʦʙʽʣʴʥʽ ʦʧʝʨʘʪʦʨʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʩʠʩʪʝʤʠ ʛʣʠʙʦʢʦʛʦ ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ, 

ʧʝʨʰ ʟʘ ʚʩʝ, ʜʣʷ ʧʨʦ̔ʨʠʪʠʟʘʮʽʾ ʨʽʟʥʦʛʦ ʢʦʥʪʝʥʪʫ ʚ ʽʥʪʝʨʥʝʪʽ (QoS), ʱʦʙ ʤʦʞʥʘ 

ʙʫʣʦ ʦʜʥʦʯʘʩʥʦ ʟʘʚʘʥʪʘʞʫʚʘʪʠ ʚʝʣʠʢʠʡ ʬʘʡʣ ʽ ʜʠʚʠʪʠʩʷ ʚʽʜʝʦ ʥʘ YouTube, ʽ 

ʱʦʙ ʦʜʠʥ ʢʦʨʠʩʪʫʚʘʯ ʤʝʨʝʞʽ, ʱʦ ʘʢʪʠʚʥʦ ʚʠʢʦʨʠʩʪʦʚʫ ̒ ɯʥʪʝʨʥʝʪ, ʥʝ 

ʩʪʚʦʨʶʚʘʚ ʧʨʦʙʣʝʤ ʽʥʰʠʤ ʢʦʨʠʩʪʫʚʘʯʘʤ. ʆʧʝʨʘʪʦʨʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ DPI 

ʧʨʠʙʣʠʟʥʦ ʟ ʧʦʯʘʪʢʫ ʜʚʦʭʪʠʩʷʯʥʠʭ, ʟ ʧʨʠʭʦʜʦʤ UMTS (3G), ʱʦʙ ʙʽʣʴʰ-ʤʝʥʰ 

ʯʝʩʥʦ ʨʦʟʜʽʣʷʪʠ ʧʦ ʙʝʟʧʨʦʚʦʜʦʚʠʤ ʢʘʥʘʣʘʤ ʦʙʤʝʞʝʥʫ ʧʨʦʧʫʩʢʥʫ ʟʜʘʪʥʽʩʪʴ. 

ʄʦʙʽʣʴʥʽ ʦʧʝʨʘʪʦʨʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʽ ʽʥʰʽ ʤʦʞʣʠʚʦʩʪʽ DPI, ʥʘʧʨʠʢʣʘʜ, 

ʧʨʠʩʢʦʨʝʥʥʷ TCP ʽ HTTP-ʪʨʘʬʽʢʫ (TCP PEP, Performance-enhancing Proxy), ʜʣʷ 

ʧʨʠʩʢʦʨʝʥʥʷ ɯʥʪʝʨʥʝʪʫ ʚ ʤʦʙʽʣʴʥʠʭ ʤʝʨʝʞʘʭ ʽ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʢʦʨʠʩʪʫʚʘʯʽʚ ʚʝʙ-

ʩʘʡʪʽʚ.  

ʆʜʥʘʢ ʚʠʢʦʨʠʩʪʘʥʥʷ DPI ʧʨʠʭʦʚʫʻ ʡ ʽʥʰʽ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ ʰʢʽʜʥʠʢʽʚ: ʚʽʜ 

ʙʝʟʢʦʰʪʦʚʥʦʛʦ ʽʥʪʝʨʥʝʪʫ ʜʦ ʨʦʟʢʨʠʪʪʷ ʥʦʤʝʨʘ ʽ ʤʽʩʮʷ ʨʦʟʪʘʰʫʚʘʥʥʷ. ʗʢ ʮʝ 

ʧʨʘʮʶʻ. 

ʉʠʩʪʝʤʘ ʛʣʠʙʦʢʦʛʦ ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ ʥʘʣʘʰʪʦʚʘʥʘ ʪʘʢ, ʱʦ ʜʦʜʘʻ ʩʣʫʞʙʦʚʽ 

HTTP-ʟʘʛʦʣʦʚʢʠ ʧʨʠ ʚʠʢʦʥʘʥʥʽ HTTP-ʟʘʧʠʪʫ ʥʘ ʩʘʡʪʠ (ʭʦʩʪʠ) ʟʽ ʩʧʠʩʢʫ, ʷʢʠʡ 

ʚʠʟʥʘʯʘʻʪʴʩʷ ʦʧʝʨʘʪʦʨʦʤ. ʋ ʟʘʛʦʣʦʚʢʘʭ ʤʦʞʝ ʤʽʩʪʠʪʠʩʷ ʚʥʫʪʨʽʰʥ ̫IP-ʘʜʨʝʩʘ 

ʘʙʦʥʝʥʪʘ, ʥʦʤʝʨ ʪʝʣʝʬʦʥʫ (MSISDN), IMEI ʽ IMSI-ʽʜʝʥʪʠʬʽʢʘʪʦʨʠ, 

ʽʜʝʥʪʠʬʽʢʘʪʦʨ ʙʘʟʦʚʦʾ ʩʪʘʥʮʽʾ (ʚʠʰʢʠ), ʜʦ ʷʢʦʾ ʧʽʜʢʣʶʯʝʥʠʡ ʘʙʦʥʝʥʪ (ECI / 

TAC). 
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ʅʘʤ ʙʫʜʝ ʧʦʪʨʽʙʥʦ ʚʩʪʘʥʦʚʠʪʠ ʥʘ ʩʝʨʚʝʨ ʚ ʽʥʪʝʨʥʝʪʽ ʧʨʦʩʪʠʡ HTTP-ʩʝʨʚʝʨ, 

ʷʢʠʡ ʙʫʜʝ ʧʨʠʡʤʘʪʠ ʟʘʧʠʪ, ʧʦʢʘʟʫʚʘʪʠ ʡʦʛʦ ʥʘ ʝʢʨʘʥʽ, ʽ ʚʽʜʧʨʘʚʣʷʪʠ HTTP-

ʚʽʜʧʦʚʽʜʴ. ʑʦʩʴ ʥʘ ʟʨʘʟʦʢ ʮʴʦʛʦ: 

 

#!/usr/bin/env python3  

import socketserver  

 

class MyTCPHandler(socketserver.BaseRequestHandler):  

    def handle(self):  

        while True:  

            r = self.request.recv(8192)  

            if b" \ r \ n\ r \ n" in r or b" \ n\ n" in r:  

                break  

            if not r:  

                return  

        print(" ----- \ r \ n" + r.decode() + " ----- ")  

        self.request.sendall(b"HTTP/1.1 200 OK \ r \ nContent - Length: 2 \ r \ n\ r \ n")  

        self .request.sendall(b"OK")  

        return  

 

if __name__ == "__main__":  

    HOST, PORT = "0.0.0.0", 80  

    socketserver.ForkingTCPServer.allow_reuse_address = True  

    server = socketserver.ForkingTCPServer((HOST, PORT), MyTCPHandler)  

    server.allow_reuse_add ress = True  

    server.serve_forever()  

 

ɺʽʜʧʨʘʚʠʤʦ HTTP-ʟʘʧʠʪ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ SIM-ʢʘʨʪʫ ʄʝʛʘʬʦʥ: 

 

$ curl myserver.com  

OK 

 

ʅʘ ʩʝʨʚʝʨ ʧʨʠʡh ʣʦ: 

GET / HTTP/1.1  

Host: myserver.com  

User - Agent: curl/7.51.0  

Accept: */*  
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ʅ̔ʯʦʛʦ ʦʩʦʙʣʠʚʦʛʦ. ɿʤʽʥʝʤʦ ʟʘʛʦʣʦʚʦʢ Host ʥʘ ʷʢʠʡ-ʥʝʙʫʜʴ ʚʥʫʪʨʽʰʥʽʡ ʜʦʤʝʥ 

ʦʧʝʨʘʪʦʨʘ, ʥʘʧʨʠʢʣʘʜ, ʥʘ ʦʩʥʦʚʥʦʡ ʩʘʡʪ megafon.ru: 

$ curl myserver.com - H "Host: megafon.ru"  

 

ʅʘ ʩʝʨʚʝʨ:̔  

GET / HTTP/1.1  

Host: megafon.ru  

User - Agent: curl/7.51.0  

Accept: */*  

X- Real - IP: 100.114.20.123  

X- NOKIA- MSISDN: 79319350195  

 

ʅʘ ʩʝʨʚʝʨ ʧʨʠʡʰʣʠ ʥʝ ʪʽʣʴʢʠ HTTP-ʟʘʛʦʣʦʚʢʠ, ʚʽʜʧʨʘʚʣʝʥʽ curl, ʘ ʡ ʜʦʜʘʪʢʦʚʽ 

ʟʘʛʦʣʦʚʢʠ X- Real - IP  ̔ X- NOKIA- MSISDN, ʱʦ ʤʽʩʪʷʪʴ ʚʥʫʪʨʽʰʥʽ IP -ʘʜʨʝʩʠ (ʟʘ 

Carrier - grade NAT)  ̔ ʥʦʤʝʨ ʪʝʣʝʬʦʥʫ!  

 

ʏʦʤʫ ʪʘʢ ʚʠʡʰʣʦ? ʇʦ ʚʩʽʡ ʚʠʜʠʤʦʩʪʽ, ʧʨʠ ʩʢʣʘʜʘʥʥʽ ʩʧʠʩʢʫ ʟʘʙʫʣʠ ʧʨʠʚ' ʷʟʘʪʠ 

ʢʦʥʢʨʝʪʥʽ ʜʦʤʝʥʠ ʜʦ ʢʦʥʢʨʝʪʥʠʭ IP -ʘʜʨʝʩ ʘʙʦ ʜʽʘʧʘʟʦʥʽʚ,  ̔ ʧʝʨʝʚʽʨʢʘ ʚʽʜʢʨʠʪʪʷ 

ʩʘʡʪʫ ʟ ʣʠʩʪʘ ʚʠʢʦʥʫʻʪʴʩʷ ʪʽʣʴʢʠ ʧʦʨʽʚʥʷʥʥʷʤ HTTP-ʟʘʛʦʣʦʚʢʘ Host.  

 

ʅʘʡʯʘʩʪʽʰʝ, ʜʦʩʪʫʧ ʜʦ ʚʥʫʪʨʽʰʥʽʭ ʩʘʡʪʽʚ ʥʝ ʪʘʨʠʬʽʢʫʻʪʴʩʷ ʦʧʝʨʘʪʦʨʘʤʠ, ʱʦ 

ʜʦʟʚʦʣʷʻ ʦʪʨʠʤʘʪʠ ʙʝʟʢʦʰʪʦʚʥʠʡ ʽʥʪʝʨʥʝʪ ʧʨʦʩʪʦ  ʁ ʧʽʜʤʽʥʦʶ ʟʘʛʦʣʦʚʢʘ Host HTTP-

ʟʘʧʠʪʫ. 

 

ʆʙʭʽʜ ʙʣʦʢʫʚʘʥʥʷ ʽʥʪʝʨʥʝʪʫ. ʅʘʡʯʘʩʪʽʰʝ, ʜʦʩʪʫʧ ʜʦ ʚʥʫʪʨʽʰʥʽʭ ʩʘʡʪʽʚ ʥʝ 

ʪʘʨʠʬʽʢʫʻʪʴʩʷ ʦʧʝʨʘʪʦʨʘʤʠ, ʱʦ ʜʦʟʚʦʣʷʻ ʦʪʨʠʤʘʪʠ ʙʝʟʢʦʰʪʦʚʥʠʡ ʽʥʪʝʨʥʝʪ 

ʧʨʦʩʪʦ  ʁʧʽʜʤʽʥʦʶ ʟʘʛʦʣʦʚʢʘ Host HTTP-ʟʘʧʠʪʫ. 

ʇʨʠ ʥʝʛʘʪʠʚʥʦʤʫ ʙʘʣʘʥʩʽ ʽ ʧʽʜʢʣʶʯʝʥʦʾ ʦʧʮʽʾ ʽʥʪʝʨʥʝʪʫ, ʷʢʘ ʤʘʻ ʥʘ ʫʚʘʟʽ 

ʙʣʦʢʫʚʘʥʥʷ ʜʦʩʪʫʧʫ ʧʨʠ ʚʠʯʝʨʧʘʥʥʽ ʚʢʣʶʯʝʥʦʛʦ ʧʘʢʝʪʫ ʪʨʘʬʽʢʫ, ʦʧʝʨʘʪʦʨʠ 

ʧʝʨʝʥʘʧʨʘʚʣʷʶʪʴ ʚʩ ̔ HTTP-ʟʘʧʠʪʠ ʥʘ ʩʚʦʾ ʚʣʘʩʥʽ ʩʪʦʨʽʥʢʠ-ʟʘʛʣʫʰʢʠ, 

ʨʦʟʪʘʰʦʚʘʥʽ, ʷʢ ʧʨʘʚʠʣʦ, ʥʘ ʧʽʜʜʦʤʝʥʘʭ ʦʩʥʦʚʥʦʛʦ ʜʦʤʝʥʫ ʦʧʝʨʘʪʦʨʘ. ʋ ʄʊʉ, 

ɹʽʣʘʡʥ ʽ ʄʝʛʘʬʦʥʘ ʧʝʨʝʚʽʨʢʘ ʤʦʞʣʠʚʦʩʪʽ ʜʦʩʪʫʧʫ ʜʦ ʩʘʡʪʫ ʟʜʽʡʩʥʶʻʪʴʩʷ 

ʰʣʷʭʦʤ ʧʦʨʽʚʥʷʥʥʷ HTTP-ʟʘʛʦʣʦʚʢʘ Host, ʧʝʨʝʚʽʨʢʘ IP-ʘʜʨʝʩʠ ʥʝ ʚʠʢʦʥʫʻʪʴʩʷ.  

HTTP-ʟʘʧʠʪʠ ʥʘ ʙʫʜʴ-ʷʢʫ IP-ʘʜʨʝʩʫ ʽ ʧʦʨʪ 80 ʟ ʟʘʛʦʣʦʚʢʦʤ Host, ʱʦ ʚʢʘʟʫʻ 

ʥʘ ʩʣʫʞʙʦʚʠʡ ʜʦʤʝʥ, ʱʦ ʥʝ ʚʠʪʨʘʯʘʶʪʴ ʪʨʘʬʽʢ ʟ ʧʘʢʝʪʫ ʽ ʧʨʘʮʶʶʪʴ ʥʘʚʽʪʴ ʧʨʠ 

ʥʝʛʘʪʠʚʥʦʤʫ ʙʘʣʘʥʩʽ. 
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ɽʤʧʽʨʠʯʥʠʤ ʰʣʷʭʦʤ (ʥʘʧʨʠʢʣʘʜ, ʅʘʙʘʪʦʚ ʉ. DPI ʤʦʙʠʣʴʥʳʭ ʦʧʝʨʘʪʦʨʦʚ: 

ʦʪ ʙʝʩʧʣʘʪʥʦʛʦ ʠʥʪʝʨʥʝʪʘ ʜʦ ʨʘʩʢʨʳʪʠʷ ʥʦʤʝʨʘ ʠ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ // 

ʍʘʙʨʘʭʘʙʨ, 2017 // m.habrahabr.ru) ʙʫʣʦ ʟ'ʷʩʦʚʘʥʦ, ʱʦ ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ 

ʜʚʦʩʪʦʨʦʥʥʴʦʛʦ ʦʙʤʽʥʫ ʽ ʦʙʭʦʜʫ ʙʣʦʢʫʚʘʥʥʷ ʜʦʩʠʪʴ ʚʽʜʧʨʘʚʠʪʠ POST-ʟʘʧʠʪ ʟ 

ʚʝʣʠʢʠʤ ʟʥʘʯʝʥʥʷʤ Content-Length, ʘ ʪʘʢʦʞ ʚʢʣʶʯʠʪʠ Content-Length ʫ 

ʚʽʜʧʦʚʽʜʴ ʩʝʨʚʝʨʘ: 

 

  ʂʣ̔ʥ̒ʪ: 

>>> 

POST / HTTP/1.0 \ r \ n 

Host: %s \ r \ n 

User- Agent: Firefox/50.0 \ r \ n 

Connection: keep - alive \ r \ n 

Content - Type: multipart/form - data; boundary=fbfbfb \ r \ n 

Content - Length: 999999999999 \ r \ n 

\ r \ n 

 

   ʉʝʨʚʝʨ ʧʦʚʠʥʝʥ ʚʽʜʧʦʚʽʩʪʠ: 

>>> 

HTTP/1.0 200 OK \ r \ n 

Content - Length: 999999999999 \ r \ n 

\ r \ n 

 

ʇʽʩʣʷ ʮʴʦʛʦ ʤʦʞʥʘ ʧʝʨʝʜʘʚʘʪʠ ʜʦʚʽʣʴʥʽ (ʥʝ-HTTP) ʜʘʥʽ ʚ ʦʙʠʜʚʽ ʩʪʦʨʦʥʠ. 

 

{  

    "server":"0.0.0.0",  

    "server_port":80,  

    "password":"verysecretpassword",  

    "method":"table",  

}  
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8.2.3. ȶɗɪɣɚɎɱ ɠɟəɖɢɱɲ DPI Ɏ ɘɑɜɑɒɌɡ ɘɚɍɱɗɨəɔɡ ɱ 

ɠɱɖɝɚɎɌəɔɡ ɤɔɜɚɖɚɝɘɟɏɚɎɔɡ ɛɚɝɗɟɏ 

 

ɺʨʘʭʦʚʫʶʯʠ ʧʨʠʨʦʜʫ IP, ʝʣʝʤʝʥʪʠ DPI ʤʦʞʫʪʴ ʙʫʪʠ ʨʦʟʤʽʱʝʥʽ ʚ ʙʫʜʴ-

ʷʢʦʤʫ ʤʽʩʮʽ ʥʘ ʰʣʷʭʫ ʟʚô̫ ʟʢʫ ʪʘ ʤʦʞʫʪʴ ʙʫʪʠ ʩʧʽʚʨʝʟʠʜʝʥʪʘʤʠ ʟʽ ʰʣʶʟʘʤʠ 

ʜʦʩʪʫʧʫ, ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ, ʰʣʶʟʘʤʠ ʙʝʟʧʝʢʠ, ʧʨʠʢʦʨʜʦʥʥʠʤʠ ʰʣʶʟʘʤʠ 

ʪʦʱʦ ʘʙʦ ʤʦʞʫʪʴ ʙʫʪʠ ʦʢʨʝʤʠʤʠ ʝʣʝʤʝʥʪʘʤʠ. ʉʣʽʜ ʧʨʠʜʽʣʷʪʠ ʦʩʦʙʣʠʚʫ ʫʚʘʛʫ 

ʟʘʩʪʦʩʫʥʢʘʤ DPI, ̫ ʢʽ ʟʤʽʥʶʶʪʴ ʘʙʦ ʚʪʨʫʯʘʶʪʴʩʷ ʚ ʚʤʽʩʪ ʧʘʢʝʪʘ, ̫ ʢʱʦ ʝʣʝʤʝʥʪ 

DPI  ̒ ʥʠʞʯʠʤ ʫ ʢʦʤʫʥʽʢʘʮʽʡʥʦʤʫ ʩʪʝʢʫ, ʥʽʞ IP, ʥʘʧʨʠʢʣʘʜ, ʫ ʤʝʨʝʞʽ 

ʨʘʜʽʦʜʦʩʪʫʧʫ ʘʙʦ ʚ ʙʝʟʧʨʦʚʦʜʦʚʦʤʫ ʧʘʢʝʪʥʦʤʫ ʷʜʨʽ ʧʝʨʝʜ GGSN (GPRS 

Gateway Support Node) ʘʙʦ P-GWY (smart Gateway), ʚʨʘʭʦʚʫʶʯʠ ʮ ̔

ʬʫʥʢʮʽʦʥʫʶʪʴ ʧʽʜ ʨʽʚʥʝʤ IP, ʘ ʪʘʢʦʞ ʤʦʞʫʪʴ ʟʘʣʝʞʘʪʠ ʚʽʜ ʤʦʙʽʣʴʥʦʩʪʽ ʪʘ 

ʤʦʞʫʪʴ ʢʦʥʬʣʽʢʪʫʚʘʪʠ ʟ ʙʽʣʽʥʛʦʤ, QoS ̔ ʧʨʦʝʢʪʦʤ ʟʘʢʦʥʥʦʛʦ ʧʝʨʝʭʦʧʣʝʥʥʷ.  

ʌʫʥʢʮʽʾ ʧʨʦʛʨʘʤʠ DPI ʪʘʢʦʞ ʤʦʞʫʪʴ ʙʫʪʠ ʨʦʟʧʦʜʽʣʝʥʽ ʪʘ ʚʟʘʻʤʦʜʽʷʪʠ ʟ 

ʚʣʘʩʪʠʚʠʤʠ ʤʦʞʣʠʚʦʩʪʷʤʠ ʚʩʝʨʝʜʠʥʽ ʤʝʨʝʞʽ, ʥʘʧʨʠʢʣʘʜ, ʦʜʠʥ ʝʣʝʤʝʥʪ ʤʦʞʝ 

ʚʽʜʧʦʚʽʜʘʪʠ ʟʘ ʚʠʷʚʣʝʥʥʷ ʧʦʜʽʡ, ʱʦ ʧʨʝʜʩʪʘʚʣʷʶʪʴ ʽʥʪʝʨʝʩ (ʥʘʧʨʠʢʣʘʜ, 

ʚʠʢʦʨʠʩʪʘʥʥʷ P2P), ʘ ʽʥʰʠʡ ʝʣʝʤʝʥʪ ʤʦʞʝ ʚʽʜʧʦʚʽʜʘʪʠ ʟʘ ʚʠʢʦʥʘʥʥʷ ʧʦʣʽʪʠʢʠ 

(ʥʘʧʨʠʢʣʘʜ, ʙʣʦʢʫʚʘʥʥʷ P2P ʘʙʦ ʬʦʨʤʫʚʘʥʥʷ ʪʨʘʬʽʢʫ P2P). ɺʩʝ ʯʘʩʪʽʰʝ GGSN, 

CMTS (Cable mode) ̔ LTE P-GWY ʤʘʶʪʴ ʚʣʘʩʪʠʚʽ ʤʦʞʣʠʚʦʩʪ ̔ʙʣʦʢʫʚʘʪʠ 

ʪʘ/ʘʙʦ ʬʦʨʤʫʚʘʪʠ ʪʨʘʬʽʢ. ɼʝʷʢʽ ʧʨʦʛʨʘʤʠ DPI ʟʘ ʩʚʦʻʶ ʩʫʪʪʶ ʚʠʤʘʛʘʶʪʴ 

ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ, ʥʘʧʨʠʢʣʘʜ ʧʨʦʛʨʘʤʠ ʘʥʘʣʽʪʠʢʠ, ʷʢʽ ʧʦʚʽʜʦʤʣʷʶʪʴ ʧʨʦ 

ʟʘʪʨʠʤʢʫ ʤʽʞ ʪʦʯʢʘʤʠ ʚ ʤʝʨʝʞʽ. 

ɽʣʝʤʝʥʪʠ DPI ʯʘʩʪʦ ʚʟʘʻʤʦʜʽʶʪʴ ʟ ʝʣʝʤʝʥʪʘʤʠ ʢʝʨʫʚʘʥʥʷ ʧʦʣʽʪʠʢʦʶ, 

ʪʘʢʠʤʠ ʷʢ PCRF (Policy and Charging Rules Function), ʘʙʦ ʜʣʷ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʴ 

ʱʦʜʦ ʧʦʣʽʪʠʢʠ, ʘʙʦ ʜʣʷ ʚʠʢʦʨʠʩʪʘʥʥʷ ʤʦʞʣʠʚʦʩʪʝʡ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʦʣʽʪʠʢʠ ʚ 

ʽʥʰʦʤʫ ʤʽʩʮʽ ʤʝʨʝʞʽ, ʥʘʧʨʠʢʣʘʜ ʥʘ GGSN ʘʙʦ LTE P-GWY. ʊʘʢʦʞ ʤʦʞʝ ʤʘʪʠ 

ʤʽʩʮʝ ʚʟʘʻʤʦʜʽʷ ʟ OSS (Operation Support System) ʘʙʦ ʽʥʰʠʤʠ 

ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʠʤʠ ʩʠʩʪʝʤʘʤʠ ʜʣʷ ʩʧʦʚʽʱʝʥʥʷ ʧʨʦ ʧʦʜʽʾ ʯʠ ʽʥʬʦʨʤʘʮʽʶ ʜʣʷ 
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ʚʠʩʪʘʚʣʝʥʥʷ ʨʘʭʫʥʢʽʚ, ʩʧʦʚʽʱʝʥʴ ʧʨʦ ʧʨʦʙʣʝʤʠ ʪʘ ʧʦʨʫʰʝʥʥʷ ʫʤʦʚ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʯʝʨʝʟ ʚʠʢʦʨʠʩʪʘʥʥʷ ʟʘʙʦʨʦʥʝʥʠʭ ʧʨʦʛʨʘʤ. ɽʣʝʤʝʥʪʠ DPI, 

ʚʽʜʧʦʚʽʜʘʣʴʥʽ ʟʘ ʟʘʭʦʧʣʝʥʥʷ ʪʘ ʟʚʽʪʫʚʘʥʥʷ ʧʨʦ ʧʦʜʽʾ, ʪʘʢʦʞ ʤʦʞʫʪʴ ʙʫʪʠ 

ʯʘʩʪʠʥʦʶ ʽʥʰʠʭ ʩʠʩʪʝʤ, ʚʽʜʧʦʚʽʜʘʣʴʥʠʭ ʟʘ ʚʠʩʪʘʚʣʝʥʥʷ ʨʘʭʫʥʢʽʚ, ʘʙʦʥʝʥʪʩʴʢʫ 

ʪʘ ʤʝʨʝʞʝʚʫ ʘʥʘʣʽʪʠʢʫ, ʧʝʨʝʭʦʧʣʝʥʥʷ, ʤʦʥʽʪʦʨʠʥʛ ʘʙʦ ʽʥʰʽ ʩʠʩʪʝʤʠ. ʅʘʩʪʫʧʥʘ 

ʜʽʘʛʨʘʤʘ ʤʝʨʝʞʽ ʜʝʤʦʥʩʪʨʫʻ ʨʦʟʤʽʱʝʥʥʷ ʝʣʝʤʝʥʪʽʚ ʽ ʬʫʥʢʮʽʡ DPI, ʘ ʪʘʢʦʞ ʾʭʥʽ 

ʟʚôʷʟʢʠ ʟʽ ʟʚʠʯʘʡʥʠʤʠ ʝʣʝʤʝʥʪʘʤʠ ʤʝʨʝʞʽ ʪʘ ʩʠʩʪʝʤʘʤʠ ʧʽʜʪʨʠʤʢʠ. 

ɼʦʜʘʪʢʠ DPI, ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʪʦʛʦ, ʯʠ ʪʦ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʦʣʽʪʠʢʠ, ʙʝʟʧʝʢʘ ʯʠ 

ʘʥʘʣʽʪʠʢʘ, ʤʘʶʪʴ ʩʧʽʣʴʥʽ ʦʩʥʦʚʥʽ ʪʝʭʥʽʯʥʽ ʧʦʪʨʝʙʠ. ʂʽʣʴʢʘ ʢʣʶʯʦʚʠʭ ʧʦʪʨʝʙ 

ʚʠʟʥʘʯʝʥʦ ʥʠʞʯʝ (ʨʠʩ. 8.12). 

 

 

ʈʠʩ. 8.12. ɿʘʛʘʣʴʥʘ ʪʨʘʥʟʘʢʮʽʷ IP-ʤʝʨʝʞʽ ð ʪʝʨʤʽʥʘʣ ʢʦʨʠʩʪʫʚʘʯʘ <-> 

ɯʥʪʝʨʥʝʪ 
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ʄʦʙʽʣʴʥʘ 
ʧʨʠʩʪʘʚʢʘ 
ʄʦʜʝʤ/ONT 
ʐʣʶʟ 

ʇʦʣʽʪʠʢʘ/ 
ʋʧʨʘʚʣʽʥʥʷ 

ʧʝʨʝʜʧʣʘʪʥʠʢʘʤʠ 
ʪʘ OSS 

ɿʘʧʠʩ 
ʧʝʨʝʭʦ-
ʧʣʝʥʥʷ 

ʉʠʩʪʝʤʠ 
ʘʥʘʣʽʟʫ 
ʜʘʥʠʭ ʽ 
ʧʨʦʬʽʣʶ-
ʚʘʥʥʷ 

ɺʠʷʚʣʝʥ-
ʥʷ/ʧʦʧʝ-
ʨʝʜʞʝʥʥʷ 
ʚʪʦʨʛʥʝʥʴ 

ɹʘʛʘʪʦ ʚʟʘʻʤʦʜʽʡ ʽʟ 
ʧʦʣʽʪʠʢʦʶ ʜʣʷ 
ʧʝʨʝʭʦʧʣʝʥʥʷ, 
ʚʠʤʽʨʶʚʘʥʥʷ, ʦʙʤʝ-
ʞʝʥʥʷ, ʘʙʦ ʧʨʦʩʪʦ 
ʟʘʧʠʩʫʚʘʥʥʷ ʧʦʜʽʾ  
ʜʣʷ ʧʦʜʘʣʴʰʠʭ ʜʽʡ 
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ʇʦʚʪʦʨʥʝ ʩʢʣʘʜʘʥʥʷ 

ʇʘʢʝʪʠ ʤʦʞʫʪʴ ʙʫʪʠ ʬʨʘʛʤʝʥʪʦʚʘʥʠʤʠ, ʧʝʨʝʫʧʦʨʷʜʢʦʚʘʥʠʤʠ, ʧʦʚʪʦʨʥʦ 

ʧʝʨʝʜʘʥʠʤʠ, ʜʫʙʣʴʦʚʘʥʠʤʠ ʪʦʱʦ. ʌʫʥʜʘʤʝʥʪʘʣʴʥʦʶ ʤʦʞʣʠʚʽʩʪʶ ʻ 

ʤʦʞʣʠʚʽʩʪʴ ʧʦʚʪʦʨʥʦ ʟʽʙʨʘʪʠ ʩʝʘʥʩ ʟʚôʷʟʢʫ ʥʘ ʦʩʥʦʚʽ ʧʘʢʝʪʽʚ, ʷʢʽ 

ʩʧʦʩʪʝʨʽʛʘʶʪʴʩʷ ʧʽʜ ʯʘʩ ʧʝʨʝʜʘʯʽ/ʦʪʨʠʤʘʥʥʷ ʯʝʨʝʟ ʧʨʦʚʽʜ. ʄʘʻ ʙʫʪʠ ʜʦʩʪʫʧʥʘ 

ʜʦʩʪʘʪʥʷ ʢʽʣʴʢʽʩʪʴ ʩʝʘʥʩʫ, ʱʦʙ ʤʦʞʥʘ ʙʫʣʦ ʦʭʘʨʘʢʪʝʨʠʟʫʚʘʪʠ, ʚʠʪʷʛʪʠ 

ʢʣʶʯʦʚʫ ʽʥʬʦʨʤʘʮʽʶ, ʟʽʙʨʘʪʠ ʩʪʘʪʠʩʪʠʯʥʽ ʜʘʥʽ ʪʦʱʦ. 

ɺʠʷʚʣʝʥʥʷ ʧʨʦʪʦʢʦʣʫ ʪʘ ʚʠʣʫʯʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ 

ɿʜʘʪʥʽʩʪʴ ʚʠʷʚʣʷʪʠ ʪʘ ʚʽʜʢʨʠʚʘʪʠ ʧʝʚʥʠʡ ʧʨʦʪʦʢʦʣ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ 

ʧʽʜ ʯʘʩ ʟʚôʷʟʢʫ, ʻ ʬʫʥʜʘʤʝʥʪʘʣʴʥʦʶ. ʉʪʘʪʠʩʪʠʢʘ ʱʦʜʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʠʭ 

ʧʨʦʪʦʢʦʣʽʚ, ʜʦʟʚʦʣʫ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʝʚʥʦʛʦ ʧʨʦʪʦʢʦʣʫ, ʚʠʩʪʘʚʣʝʥʥʷ 

ʨʘʭʫʥʢʽʚ ʘʙʦ ʦʙʣʽʢʫ, ʬʦʨʤʫʚʘʥʥʷ ʪʨʘʬʽʢʫ ʪʦʱʦ ʟʘʣʝʞʠʪʴ ʚʽʜ ʪʦʛʦ, ʷʢʽ 

ʧʨʦʪʦʢʦʣʠ ʘʢʪʠʚʥʽ. ʋ ʧʨʦʪʦʢʦʣʽ ʯʘʩʪʦ ʧʨʠʩʫʪʥʷ ʢʦʨʠʩʥʘ ʽʥʬʦʨʤʘʮʽʷ, 

ʥʘʧʨʠʢʣʘʜ ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʽ ʜʘʥʽ ʢʦʨʠʩʪʫʚʘʯʘ, ʽʤʝʥʘ ʬʘʡʣʽʚ, ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʽ 

ʜʘʥʽ ʘʙʦ ʘʜʨʝʩʠ ʽʥʰʦʾ ʩʪʦʨʦʥʠ (ʥʦʤʝʨ ʪʝʣʝʬʦʥʫ, ʘʜʨʝʩʘ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ, 

SIP URI), ʷʢʫ ʤʦʞʥʘ ʦʪʨʠʤʘʪʠ. 

ʎʷ ʤʦʞʣʠʚʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ʧʨʦʪʦʢʦʣʫ ʩʪʘʻ ʩʢʣʘʜʥʽʰʦʶ ʜʣʷ ʜʝʷʢʠʭ ʧʨʦʛʨʘʤ 

DPI, ʚʨʘʭʦʚʫʶʯʠ ʧʨʠʨʦʜʫ ʙʘʛʘʪʴʦʭ ʥʦʚʠʭ ʢʦʨʠʩʪʫʚʘʮʴʢʠʭ ʧʨʦʛʨʘʤ, ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ HTTP ʷʢ ʪʨʘʥʩʧʦʨʪ ʜʣʷ ʽʥʰʠʭ (ʥʘʧʨʠʢʣʘʜ, SIP) ʷʢ ʫ 

ʟʚʠʯʘʡʥʦʤʫ ʨʝʞʠʤʽ, ʪʘʢ ʽ ʜʣʷ ʫʭʠʣʝʥʥʷ ʚʽʜ ʚʠʷʚʣʝʥʥʷé ʟʜʘʪʥʽʩʪʴ ʚʠʷʚʣʷʪʠ ʪʘ 

ʚʠʪʷʛʫʚʘʪʠ ʪʘʢʦʞ ʥʝʦʙʭʽʜʥʦ ʚʨʘʭʦʚʫʚʘʪʠ ʽʥʬʦʨʤʘʮʽʶ ʟ ʚʢʣʘʜʝʥʦʛʦ ʘʙʦ 

ʚʙʫʜʦʚʘʥʦʛʦ ʧʨʦʪʦʢʦʣʫ. 

ɺʽʜʧʦʚʽʜʥʽʩʪʴ ʰʘʙʣʦʥʫ 

ɿʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʽ/ʘʙʦ ʨʷʜʢʽʚ ʯʘʩʪʦ ʟʫʩʪʨʽʯʘʻʪʴʩʷ ʚ ʙʘʛʘʪʴʦʭ ʩʠʩʪʝʤʘʭ 

DPI, ʥʘʧʨʠʢʣʘʜ ʜʣʷ ʧʦʰʫʢʫ ʧʝʚʥʦʛʦ ʪʝʢʩʪʫ ʘʙʦ ʨʷʜʢʽʚ ʙʘʡʪʽʚ ʟ ʨʽʟʥʠʭ ʧʨʠʯʠʥ. 

ɹʘʛʘʪʦ ʧʨʦʪʦʢʦʣʽʚ ʻ ʪʝʢʩʪʦʚʠʤʠ, ʽ ʾʭ ʤʦʞʥʘ ʣʝʛʢʦ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ, ʚʠʟʥʘʯʠʚʰʠ 

ʥʘʷʚʥʽʩʪʴ ʧʝʚʥʠʭ ʢʣʶʯʦʚʠʭ ʩʣʽʚ, ʪʘʢ ʩʘʤʦ ʚʽʨʫʩʠ ʪʘ ʟʣʦʚʤʠʩʥʝ ʧʨʦʛʨʘʤʥʝ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʯʘʩʪʦ ʤʦʞʥʘ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʟʘ ʪʝʢʩʪʦʤ ʘʙʦ ʧʝʚʥʠʤʠ ʨʷʜʢʘʤʠ 

ʙʘʡʪʽʚ. ʇʨʘʢʪʠʯʥʦ ʚʩʽ ʧʨʦʛʨʘʤʠ DPI ʚʢʣʶʯʘʶʪʴ ʧʝʚʥʠʡ ʪʠʧ ʪʝʭʥʦʣʦʛʽʾ 

ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ, ʥʘʧʨʠʢʣʘʜ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʟʘ ʜʦʧʦʤʦʛʦʶ 
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ʨʝʛʫʣʷʨʥʠʭ ʚʠʨʘʟʽʚ. ɿʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʥʘ ʦʩʥʦʚʽ ʨʝʛʫʣʷʨʥʠʭ ʚʠʨʘʟʽʚ 

ʟôʷʚʠʣʦʩʷ ʚ ʘʧʘʨʘʪʥʦʤʫ ʟʘʙʝʟʧʝʯʝʥʥʽ ʷʢ ʫ ʚʠʛʣʷʜʽ ʩʧʽʚʧʨʦʮʝʩʦʨʽʚ, ʪʘʢ ʽ ʚ 

ʧʘʢʝʪʥʠʭ ʧʨʦʮʝʩʦʨʘʭ. 

ʆʙʨʦʙʢʘ ʟʘʛʦʣʦʚʢʽʚ ʧʘʢʝʪʽʚ L2-L4 

ʍʦʯʘ ʤʦʞʥʘ ʩʪʚʝʨʜʞʫʚʘʪʠ, ʱʦ ʮʝ ʥʝ çʛʣʠʙʦʢʘè ʧʝʨʝʚʽʨʢʘ, ʟʜʘʪʥʽʩʪʴ 

ʰʚʠʜʢʦ ʭʘʨʘʢʪʝʨʠʟʫʚʘʪʠ ʟʘʛʦʣʦʚʢʠ ʧʘʢʝʪʽʚ ʻ ʢʣʶʯʦʚʦʶ. ɯʜʝʥʪʠʯʥʽʩʪʴ 

ʢʦʨʠʩʪʫʚʘʯʘ ʚ ʜʝʷʢʠʭ ʚʠʧʘʜʢʘʭ ʤʦʞʥʘ ʚʠʟʥʘʯʠʪʠ ʟʘ IP-ʘʜʨʝʩʦʶ, ʜʦ IP-ʘʜʨʝʩʠ 

ʤʦʞʥʘ ʧʨʠʢʨʽʧʠʪʠ ʘʪʨʠʙʫʪʠ (ʟʘʛʘʣʴʥʽ ʧʦʩʣʫʛʠ, ʭʘʨʘʢʪʝʨ ʧʦʩʣʫʛ ʘʙʦ ʥʘʜʘʥʠʡ 

ʚʤʽʩʪ) ʪʦʱʦ. ɿʘʛʦʣʦʚʢʠ ʧʘʢʝʪʽʚ ʤʦʞʫʪʴ ʩʣʫʞʠʪʠ ʚʭʽʜʥʠʤʠ ʜʘʥʠʤʠ ʜʣʷ 

ʢʣʘʩʠʬʽʢʘʮʽʾ ʟʚôʷʟʢʫ, ʧʨʦʪʦʢʦʣʠ ʯʘʩʪʦ ʧʨʘʮʶʶʪʴ ʥʘ ʜʦʙʨʝ ʚʽʜʦʤʠʭ ʧʦʨʪʘʭ. 

ɿʘʩʪʦʩʫʥʢʘʤ DPI, ʷʢʽ ʟʤʽʥʶʶʪʴ ʚʤʽʩʪ, ʯʘʩʪʦ ʧʦʪʨʽʙʥʦ ʙʫʜʝ ʧʝʨʝʧʠʩʘʪʠ TCP ʘʙʦ 

ʽʥʰʽ ʟʘʛʦʣʦʚʢʠ. ʇʨʦʛʨʘʤʠ ʫʧʨʘʚʣʽʥʥʷ ʪʨʘʬʽʢʦʤ ʤʦʞʫʪʴ ʧʝʨʝʧʠʩʘʪʠ ʟʘʛʦʣʦʚʦʢ 

TOS/DSCP ʘʙʦ ʟʘʛʦʣʦʚʢʠ 802.1p, ʱʦʙ ʟʘʙʝʟʧʝʯʠʪʠ ʧʨʘʚʠʣʴʥʠʡ ʧʨʽʦʨʠʪʝʪ. 

ʇʨʦʛʨʝʩʠ ʚ ʘʧʘʨʘʪʥʽʡ ʦʙʨʦʙʮʽ ʧʘʢʝʪʽʚ ʤʦʞʫʪʴ ʙʫʪʠ ʚʠʢʦʨʠʩʪʘʥʽ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʧʨʦʛʨʘʤ DPI. 

 

8.2.4. ȮɌɜɱɌəɞɔ ɎɔɖɚɜɔɝɞɌəəɫ ɞɌ Ɍɜɡɱɞɑɖɞɟɜɔ DPI  

 

ʇʨʦʛʨʘʤʠ DPI ʤʦʞʫʪʴ ʧʨʠʡʤʘʪʠ ʨʽʟʥʽ ʬʦʨʤʠ, ʽ ʻ ʨʽʟʥʦʤʘʥʽʪʥʽ ʤʽʩʮʷ 

ʨʦʟʪʘʰʫʚʘʥʥʷ ʪʘ ʚʘʨʽʘʥʪʠ, ʷʢʽ ʩʣʽʜ ʚʨʘʭʦʚʫʚʘʪʠ ʧʽʜ ʯʘʩ ʙʫʜʴ-ʷʢʦʛʦ 

ʨʦʟʛʦʨʪʘʥʥʷ. ʏʠ DPI ʽʥʪʝʛʨʦʚʘʥʦ ʟ ʽʥʰʠʤ ʝʣʝʤʝʥʪʦʤ, ʷʢʠʡ ʫʞʝ ʟʘʙʝʟʧʝʯʫʻ 

ʦʙʨʦʙʢʫ ʧʘʢʝʪʽʚ? ʏʠ ʤʦʞʥʘ ʨʦʟʧʦʜʽʣʠʪʠ ʬʫʥʢʮʽʾ ʧʦ ʤʝʨʝʞʽ? ʏʠ ʤʦʞʥʘ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʤʦʞʣʠʚʦʩʪʽ ʬʦʨʤʫʚʘʥʥʷ ʪʨʘʬʽʢʫ, ʚʣʘʩʪʠʚʽ ʙʝʟʧʨʦʚʦʜʦʚʠʤ 

ʤʝʨʝʞʘʤ 3G ʽ LTE ʽ ʥʦʚʠʤ ʢʘʙʝʣʴʥʠʤ ʩʠʩʪʝʤʘʤ? ʗʢʝ ʚʽʜʥʦʰʝʥʥʷ ʜʦ ʧʦʣʽʪʠʢʠ? 

ʏʠ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʤʝʨʝʞʥʫ ʽʥʬʦʨʤʘʮʽʶ? ʗʢʘ ʘʨʛʫʤʝʥʪʘʮʽʷ ʥʘ 

ʢʦʨʠʩʪʴ ʽʥʪʝʛʨʘʮʽʾ ʯʠ ʟʦʚʥʽʰʥʴʦʾ? 

ʇʽʜʭʦʜʠ, ʷʢʽ ʽʥʪʝʛʨʫʶʪʴ DPI ʚ ʽʩʥʫʶʯʽ ʝʣʝʤʝʥʪʠ, ʘ ʪʘʢʦʞ ʟʦʚʥʽʰʥʽ, 

ʧʨʦʽʣʶʩʪʨʦʚʘʥʽ ʥʠʞʯʝ (ʨʠʩ. 8.13). ʎʝʡ ʧʝʨʰʠʡ ʚʠʧʘʜʦʢ ʻ ʽʣʶʩʪʨʘʮʽʻʶ 

ʟʘʩʪʦʩʫʥʢʽʚ DPI, ʷʢʽ ʨʦʟʰʠʨʶʶʪʴ ʤʦʞʣʠʚʦʩʪʽ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʦʣʽʪʠʢʠ, ʷʢʽ 
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ʤʦʞʫʪʴ ʽʩʥʫʚʘʪʠ ʚ ʥʦʚʽʡ ʨʦʟʛʦʨʥʫʪʽʡ ʤʝʨʝʞʽ WiMax, PacketCable ʘʙʦ 3G ʘʙʦ 

LTE ʟ ʤʦʞʣʠʚʦʩʪʷʤʠ PCC (policy and charging control) ʘʙʦ ʜʠʥʘʤʽʯʥʦʾ 

ʧʦʣʽʪʠʢʠ, ʘ ʪʘʢʦʞ ʚʠʧʘʜʢʽʚ, ʢʦʣʠ ʧʨʠʨʦʜʘ ʧʨʦʛʨʘʤʠ DPI ʚʠʤʘʛʘʻ ʩʢʣʘʜʥʽ, ʯʘʩʪʦ 

ʦʥʦʚʣʶʚʘʥʽ ʘʙʦ ʥʦʚʽ ʤʦʞʣʠʚʦʩʪʽ, ʟʘʩʥʦʚʘʥʽ ʥʘ ʤʦʥʽʪʦʨʠʥʛʫ, ʘʣʝ ʜʝ ʤʦʞʣʠʚʽʩʪʴ 

ʟʘʩʪʦʩʫʚʘʥʥʷ ʽʩʥʫʻ ʚ ʽʩʥʫʶʯʦʤʫ ʚʫʟʣʽ (ʥʘʧʨʠʢʣʘʜ, ʪʘʢʦʤʫ ʷʢ GGSN, CMTS ʘʙʦ 

P-GWY), ʥʘʧʨʠʢʣʘʜ, ʬʦʨʤʫʚʘʥʥʷ ʪʨʘʬʽʢʫ ʪʘ/ʘʙʦ ʤʦʞʣʠʚʽʩʪʴ ʙʣʦʢʫʚʘʪʠ ʪʨʘʬʽʢ 

ʘʙʦ ʜʝ ʽʩʥʫʻ ʤʦʞʣʠʚʽʩʪʴ ʜʠʥʘʤʽʯʥʦ ʟʤʽʥʶʚʘʪʠ QoS ʜʣʷ ʧʦʪʦʢʽʚ ʪʨʘʬʽʢʫ 

ʧʨʦʛʨʘʤʠ. ɿʘʫʚʘʞʪʝ, ʱʦ ʚʽʜʩʪʝʞʫʻʪʴʩʷ ʷʢ ʢʦʨʠʩʪʫʚʘʮʴʢʠʡ ʪʨʘʬʽʢ, ʪʘʢ ʽ ʪʨʘʬʽʢ 

ʧʣʦʱʠʥʠ ʫʧʨʘʚʣʽʥʥʷ ʤʝʨʝʞʝʶ. ʄʝʪʘ ʤʦʥʽʪʦʨʠʥʛʫ ʧʣʦʱʠʥʠ ʫʧʨʘʚʣʽʥʥʷ 

ʤʝʨʝʞʝʶ ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦʙ ʤʘʪʠ ʤʦʞʣʠʚʽʩʪʴ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʟʚôʷʟʢʠ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʽʟ IP-ʘʜʨʝʩʘʤʠ, ʱʦʙ ʫʚʽʤʢʥʫʪʠ ʧʦʣʽʪʠʢʠ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ 

ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʦʢʨʝʤʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. ʉʧʦʩʪʝʨʽʛʘʻʪʴʩʷ ʷʢ ʪʨʘʬʽʢ ʢʦʨʠʩʪʫʚʘʯʘ, 

ʪʘʢ ʽ ʤʝʨʝʞʥʠʡ ʪʨʘʬʽʢ ʜʣʷ ʬʽʢʩʘʮʽʾ ʧʦʜʽʡ. ʂʦʣʠ ʚʠʷʚʣʷʻʪʴʩʷ ʮʽʢʘʚʘ ʧʦʜʽʷ 

(ʥʘʧʨʠʢʣʘʜ, ʟʘʙʦʨʦʥʝʥʘ ʧʨʦʛʨʘʤʘ ʘʙʦ ʧʨʦʛʨʘʤʘ, ʷʢʘ ʤʦʞʝ ʦʪʨʠʤʘʪʠ ʚʠʛʦʜʫ ʚʽʜ 

ʫʧʨʘʚʣʽʥʥʷ ʪʨʘʬʽʢʦʤ), ʢʦʥʪʨʦʣʴ ʧʦʣʽʪʠʢʠ ʧʨʦʛʨʘʤʠ DPI ʧʦʚʽʜʦʤʣʷʻʪʴʩʷ, ʱʦ 

ʧʦʪʽʤ ʚʠʢʣʠʢʘʻ ʚʽʜʧʦʚʽʜʥʝ IP-ʧʦʣʽʪʠʢʘ, ʷʢʘ ʙʫʜʝ ʟʘʩʪʦʩʦʚʘʥʘ ʥʘ IP-ʰʣʶʟʽ (ʨʠʩ. 

8.14). 

ɼʨʫʛʠʡ ʚʠʧʘʜʦʢ ʽʣʶʩʪʨʫʻ ʧʨʠʤʫʩʦʚʝ ʟʘʩʪʦʩʫʚʘʥʥʷ ʧʦʣʽʪʠʢʠ ʧʘʢʝʪʽʚ ʘʙʦ 

ʟʘʩʪʦʩʫʥʢʽʚ ʧʦʟʘ ʥʘʷʚʥʠʤ ʦʙʣʘʜʥʘʥʥʷʤ, ʱʦ ʤʦʞʝ ʙʫʪʠ ʫ ʚʠʧʘʜʢʫ ʤʦʜʝʨʥʽʟʘʮʽʾ 

ʽʩʥʫʶʯʦʾ ʤʝʨʝʞʽ, ʜʝ ʥʝ ʽʩʥʫʻ ʤʦʞʣʠʚʦʩʪʝʡ ʜʠʥʘʤʽʯʥʦʾ ʧʦʣʽʪʠʢʠ ʪʘ/ʘʙʦ ʧʨʠʨʦʜʘ 

ʧʨʦʛʨʘʤʠ DPI ʥʝ ʩʧʽʚʽʩʥʫʻ ʥʘʣʝʞʥʠʤ ʯʠʥʦʤ ʽʟ ʥʘʷʚʥʠʤ ʦʙʣʘʜʥʘʥʥʷʤ 

(ʥʘʧʨʠʢʣʘʜ, ʧʝʨʝʬʦʨʤʘʪʫʚʘʥʥʷ ʚʤʽʩʪʫ, ʧʝʨʝʢʦʜʫʚʘʥʥʷ, ʽʥôʻʢʮʽʷ ʪʨʘʬʽʢʫ. 

ʇʨʦʛʨʘʤʠ DPI, ʷʢʽ ʟʤʽʥʶʶʪʴ ʽ ʽʥôʻʢʪʫʶʪʴ ʪʨʘʬʽʢ, ʘ ʪʘʢʦʞ ʧʨʦʛʨʘʤʠ, ʫ ʷʢʽ ʤʦʞʝ 

ʟʥʘʜʦʙʠʪʠʩʷ ʚʪʨʫʯʘʥʥʷ, ʱʦʙ ʟʘʧʦʙʽʛʪʠ ʧʨʦʭʦʜʞʝʥʥʶ ʪʨʘʬʽʢʫ, ʥʘʧʨʠʢʣʘʜ 

ʬʽʣʴʪʨʘʮʽʷ ʚʝʙ-ʚʤʽʩʪʫ ʘʙʦ ʩʠʩʪʝʤʠ ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʦʨʛʥʝʥʴ/ʤʝʨʝʞʥʠʭ 

ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤ). ʗʢ ʽ ʚ ʧʝʨʰʦʤʫ ʚʠʧʘʜʢʫ, ʚʽʜʩʪʝʞʫʻʪʴʩʷ ʷʢ 

ʢʦʨʠʩʪʫʚʘʮʴʢʠʡ, ʪʘʢ ʽ ʤʝʨʝʞʥʠʡ ʪʨʘʬʽʢ, ʽ ʚʽʜʧʦʚʽʜʥʽ ʧʦʜʽʾ ʧʦʚʽʜʦʤʣʷʶʪʴʩʷ, 

ʱʦʙ ʜʦʟʚʦʣʠʪʠ ʧʨʠʡʥʷʪʠ ʨʽʰʝʥʥʷ ʱʦʜʦ ʜʽʡ ʱʦʜʦ ʪʨʘʬʽʢʫ ʢʦʥʢʨʝʪʥʦʛʦ 

ʢʦʨʠʩʪʫʚʘʯʘ (ʨʠʩ. 8.15). 
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ʈʠʩ. 8.13. ʈʦʟʧʦʜʽʣʝʥʝ ʚʠʷʚʣʝʥʥʷ ʪʘ ʚʟʘʻʤʦʜʽʷ ʽʟ ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʧʦʣʽʪʠʢʠ 

IP 

 

ɺ ʦʩʪʘʥʥʴʦʤʫ ʚʠʧʘʜʢʫ ʨʦʟʛʣʷʥʝʤʦ ʩʠʩʪʝʤʫ ʣʦʢʘʣʽʟʘʮʽʾ ʧʨʠʩʪʨʦʾʚ, ʷʢʘ 

ʧʨʠʟʥʘʯʝʥʘ ʜʣʷ ʫʪʨʠʤʘʥʥʷ ʥʝʩʧʨʘʚʥʠʭ ʘʙʦ ʟʘʨʘʞʝʥʠʭ ʧʨʠʩʪʨʦʾʚ ʘʙʦ ʧʨʦʛʨʘʤ 

ʫ ʤʝʨʝʞʽ 3G, ʽ ʱʦ ʤʦʞʣʠʚʦʩʪʽ ʚʠʷʚʣʝʥʥʷ ʪʘ ʧʨʠʤʫʩʦʚʦʛʦ ʚʠʢʦʥʘʥʥʷ ʽʩʥʫʶʪʴ 

ʥʘ GGSN. GGSN ʤʘʻ ʦʙʽʟʥʘʥʽʩʪʴ ʷʢ ʧʨʦ ʪʨʘʬʽʢ ʢʦʨʠʩʪʫʚʘʯʘ, ʪʘʢ ʽ ʧʨʦ 

ʽʜʝʥʪʠʬʽʢʘʮʽʶ ʢʦʨʠʩʪʫʚʘʯʘ, ʥʝʤʘʻ ʥʝʦʙʭʽʜʥʦʩʪʽ ʚʽʜʩʪʝʞʫʚʘʪʠ ʪʨʘʬʽʢ 

ʫʧʨʘʚʣʽʥʥʷ ʤʝʨʝʞʝʶ. ʌʫʥʢʮʽʾ DPI, ʚʽʜʧʦʚʽʜʘʣʴʥʽ ʟʘ ʚʠʷʚʣʝʥʥʷ ʪʨʘʬʽʢʫ, 

ʟʘʩʪʦʩʫʥʢʽʚ, ʚʠʢʦʨʠʩʪʘʥʥʷ ʪʦʱʦ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ ʩʫʤʽʩʥʠʤʠ ʟ ʥʝʩʧʨʘʚʥʠʤ ʘʙʦ 

ʟʘʨʘʞʝʥʠʤ ʰʢʽʜʣʠʚʠʤ ʧʨʦʛʨʘʤʥʠʤ ʟʘʙʝʟʧʝʯʝʥʥʷʤ ʧʨʠʩʪʨʦʻʤ (ʘʙʦ 

ʧʨʠʚôʷʟʘʥʠʤ ʇʂ), ʻ ʩʧʽʚʨʝʟʠʜʝʥʪʘʤʠ ʚ GGSN, ʪʘʢʦʞ ʽʩʥʫʶʪʴ ʽʥʪʝʨʬʝʡʩʠ ʜʣʷ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʦʩʦʙʫ ʢʦʨʠʩʪʫʚʘʯʘ ʯʠ ʽʥʰʽ ʧʦʜʽʾ ʫʧʨʘʚʣʽʥʥʷ. 

ɺʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʟʦʚʥʽʰʥʷ ʩʠʩʪʝʤʘ ʧʦʣʽʪʠʢʠ, ʷʢʘ ʥʘʣʘʰʪʦʚʫʻ ʧʦʜʽʾ ʜʣʷ 

ʤʦʥʽʪʦʨʠʥʛʫ, ʢʦʨʠʩʪʫʚʘʯʽʚ ʜʣʷ ʤʦʥʽʪʦʨʠʥʛʫ ʪʘ ʧʨʠʡʤʘʻ ʨʽʰʝʥʥʷ ʧʨʦ ʜʽʾ, ʷʢʽ 

ʧʦʪʨʽʙʥʦ ʚʞʠʪʠ, ʷʢʱʦ ʧʨʦ ʧʦʜʽʶ ʙʫʜʝ ʧʦʚʽʜʦʤʣʝʥʦ, ʽ ʤʦʞʝ ʙʫʪʠ ʚʣʘʩʥʽʩʪʶ, 

ʚʨʘʭʦʚʫʶʯʠ ʩʪʘʥ ʩʪʘʥʜʘʨʪʽʚ 3GPP PCC (ʟʘʣʝʞʥʠʭ ʚʽʜ ʧʨʦʛʨʘʤʠ) ʧʦʣʽʪʠʢʠ ʪʘ 

ʊɸʈ 

ɸɸɸ 

ʊɸʈ ɼʦʩʪʫʧ 

ɽʣʝʤʝʥʪʠ 
DPI-ʨʽʰʝʥʴ 

IP ʩʝʨʚʝʨ 
ʧʦʣʽʪʠʢʠ 

ɿʘʩʪʦʩʫʥʢʠ 
ʫʧʨʘʚʣʽʥʥʷ 
ʧʦʣʽʪʠʢʦʶ 

ʂʦʨʠʩʪʫʚʘʮʴʢʠʡ 
ɯʈ-ʪʨʘʬʽʢ 

ʉʧʦʞʠʚʯʠʡ 
ʧʨʠʩʪʨʽʡ/ 
ʜʦʤʘʰʥʷ 
ʤʝʨʝʞʘ 

 

ɺʠʷʚʣʝʥʥʷ 
ʧʦʜʽʡ/ 

ʟʘʭʦʧʣʝʥʥʷ ʄʦʥʽʪʦʨ ʚʠʢʦʨʠʩʪʦʚʫʻ IP-
ʪʨʘʬʽʢ ʜʣʷ ʧʦʰʫʢʫ 
ʮʽʢʘʚʠʭ ʧʦʜʽʡ 

ʄʦʥʽʪʦʨ, ʢʦʥʪʨʦʣʴ ʪʨʘʬʽʢʫ 
ʜʣʷ ʥʘʜʘʥʥʷ IP-ʘʜʨʝʩʠ <-> 
ʩʪʦʩʫʥʢʠ ʟ ʘʙʦʥʝʥʪʦʤ (ʟʘ 
ʧʦʪʨʝʙʠ) 

IP-ʧʦʣʽʪʠʢʠ, ʷʢʽ ʚʧʣʠʚʘʶʪʴ ʥʘ 
ʧʨʦʛʨʘʤʫ, ʥʘʜʩʠʣʘʶʪʴʩʷ ʥʘ 
ʩʝʨʚʝʨ IP-ʧʦʣʽʪʠʢ, ʷʢʠʡ 
ʚʩʪʘʥʦʚʣʶʻ ʚʽʜʧʦʚʽʜʥʫ IP-
ʧʦʣʽʪʠʢʫ ʥʘ IP-ʰʣʶʟ (QoS, 
ʜʦʟʚʦʣʠʪʠ/ʟʘʙʦʨʦʥʠʪʠ IP) 

IP ɺʠʢʦʥʘʥʥʷ 
ʧʦʣʽʪʠʢʠ 

 IP Gateway 
(CMTS, GGSN, 
ASN/CSN, P-

GWY) 
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ʢʝʨʫʚʘʥʥʷ ʧʦʣʽʪʠʢʘʤʠ, ʭʦʯʘ ʮʝ ʤʦʞʣʠʚʦ ʯʝʨʝʟ ʩʧʝʮʽʘʣʴʥʽ ʨʦʟʰʠʨʝʥʥʷ PCC, ʱʝ 

ʥʝ ʚʠʟʥʘʯʝʥʽ ʚ ʩʪʘʥʜʘʨʪʘʭ). 

 

 

ʈʠʩ. 8.14. ɯʥʪʝʛʨʦʚʘʥʝ ʚʠʷʚʣʝʥʥʷ ʪʘ ʧʨʠʤʫʩʦʚʝ ʚʠʢʦʥʘʥʥʷ 

 

 

ʈʠʩ. 8.15. ʇʨʠʢʣʘʜ ʫʪʨʠʤʘʥʥʷ/ʙʣʦʢʫʚʘʥʥʷ ʧʨʠʩʪʨʦʶ 

  

ʊɸʈ 

ɸɸɸ 

 
ɼʦʩʪʫʧ 

ɽʣʝʤʝʥʪʠ 
DPI-ʨʽʰʝʥʴ 

ɿʘʩʪʦʩʫʥʢʠ 
ʫʧʨʘʚʣʽʥʥʷ 
ʧʦʣʽʪʠʢʦʶ 

ʏʘʩʪʦ ʙʫʚ ʙʠ ʩʧʽʚʨʝʟʠʜʝʥʪʦʤ ʥʘ 
ʦʜʥʦʤʫ ʧʨʠʩʪʨʦʾ 

ʉʧʦʞʠʚʯʠʡ 
ʧʨʠʩʪʨʽʡ/ 
ʜʦʤʘʰʥʷ 
ʤʝʨʝʞʘ 

 

ɿʘʭʦʧʣʝ- 
ʥʥʷ ʧʦʜʽʡ 

ʄʦʥʽʪʦʨ ʚʠʢʦʨʠʩʪʦʚʫʻ IP-
ʪʨʘʬʽʢ ʜʣʷ ʧʦʰʫʢʫ 
ʮʽʢʘʚʠʭ ʧʦʜʽʡ 

ʄʦʥʽʪʦʨ, ʢʦʥʪʨʦʣʴ ʪʨʘʬʽʢʫ 
ʜʣʷ ʥʘʜʘʥʥʷ IP-ʘʜʨʝʩʠ <-> 
ʩʪʦʩʫʥʢʠ ʟ ʘʙʦʥʝʥʪʦʤ (ʟʘ 
ʧʦʪʨʝʙʠ) 

ʇʦʣʽʪʠʢʠ, ʷʢʽ ʚʧʣʠʚʘʶʪʴ ʥʘ 
ʧʨʦʛʨʘʤʫ, ʚʩʪʘʥʦʚʣʶʶʪʴʩʷ 
ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʥʘ ʧʨʠʩʪʨʽʡ ʽʟ 
ʟʘʩʪʦʩʫʚʘʥʥʷʤ ʧʦʣʽʪʠʢʠ ʚ 
ʢʘʥʘʣʽ ʢʦʨʠʩʪʫʚʘʯʘ (QoS, 
ʜʦʟʚʽʣ/ʟʘʙʦʨʦʥʘ ʪʨʘʬʽʢʫ, 
ʜʦʟʚʽʣ/ʟʘʙʦʨʦʥʘ ʜʦʩʪʫʧʫ ʜʦ 

ʚʝʙ-ʩʪʦʨʽʥʢʠ) 

 

IP Gateway 
 

(CMTS, GGSN, 
ASN/CSN,   
P-GWY) 

ɿʘʩʪʦʩʫʚʘʥʥʷ 
ʧʦʣʽʪʠʢʠ 

IP/ʟʘʩʪʦʩʫʥʢʽʚ 

ɿʘʭʦʧʣʝ- 
ʥʥʷ ʧʦʜʽʡ 

  

OSS 

SGSN GGSN 

ʉʠʩʪʝʤʘ ʧʨʠʡʥʷʪʪʷ 
ʨʽʰʝʥʥʷ ʧʨʦ 
ʩʪʨʠʤʫʚʘʥʥʷ 

IP 
network 

App A 

App B 

ʄʦʙʽʣʴʥʠʡ ʟ̔ 
ʟʘʩʪʦʩʫʥʢʘʤʠ 

ʇʂ ̔ʟ 
ʟʘʩʪʦʩʫʥʢʦʤ 

ʄʦʙʽʣʴʥʠʡ 
ʢʣʶʯ 

UTRAN 

1ïʇʦʯʘʚʩʷ ʘʥʦʤʘʣʴʥʠʡ ʧʦʪʽʢ 
2 ï ɺʠʷʚʣʝʥʦ ʘʥʦʤʘʣʴʥʝ ʚʠʪʽʢʘʥʥʷ 
3ïʇʦʚʽʜʦʤʣʝʥʥʷ ʧʣʘʪʬʦʨʤʽ ʜʣʷ 
ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʥʷ ʪʘ ʜʽʾ, ʨʽʰʝʥʥʷ ʧʨʦ 
ʩʪʨʠʤʫʚʘʥʥʷ ʚʽʜʢʣʘʜʝʥʦ 
4ïʉʧʦʚʽʱʝʥʥʷ OSS ʽ ʤʦʞʣʠʚʽ ʜʽʾ 
ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ/ʽʥʽʮʽʘʣʽʟʘʮʽʾ 

ʌʫʥʢʮʽʷ, ʟʜʘʪʥʘ ʚʠʷʚʣʷʪʠ 
ʘʥʦʤʘʣʽʾ ʪʘ ʚʪʨʫʯʘʪʠʩʷ 

ʌʫʥʢʮʽʷ ʟʚʽʪʫʚʘʥʥʷ ʧʨʦ ʧʦʜʽʾ 
ʤʝʨʝʞʽ/ʩʠʛʥʘʣʽʟʘʮʽʾ, ʥʝʦʙʭʽʜʥʽ 
ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʩʝʘʥʩʽʚ/ 
ʢʦʨʠʩʪʫʚʘʯʽʚ/ʧʨʠʩʪʨʦʾʚ 

1 

2 

4 

3 
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8.3. ȻɔɞɌəəɫ ɐɗɫ ɝɌɘɚɖɚəɞɜɚɗɪ 

 

1. ʄʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽ: ʧʽʜʭʦʜʠ ʜʦ ʤʦʥʽʪʦʨʠʥʛʫ ʤʝʨʝʞʽ. 

2. ʄʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽ: ʜʫʙʣʶʚʘʥʥʷ ʪʨʘʬʽʢʫ. 

3. ʄʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽ: ʧʝʨʝʭʦʧʣʝʥʥʷ ʧʘʢʝʪʽʚ. 

4. ʄʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽ: ʧʽʜʭʽʜ ʤʦʥʽʪʦʨʠʥʛʫ ʥʘ ʦʩʥʦʚʽ ʛʣʠʙʦʢʦʾ ʧʝʨʝʚʽʨʢʠ 

ʧʘʢʝʪʽʚ DPI 9. 

5. ʄʦʥʽʪʦʨʠʥʛ ʤʝʨʝʞʽ: ʩʧʦʩʪʝʨʝʞʝʥʥʷ ʟʘ ʧʦʪʦʢʦʤ. 

6. ɸʥʘʣʽʟ ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ ʧʦ çʛʣʠʙʠʥʽè. 

7. ʉʠʩʪʝʤʠ ʛʣʠʙʦʢʦʛʦ ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ DPI ʤʦʙʽʣʴʥʠʭ ʦʧʝʨʘʪʦʨʽʚ. 

8. ʂʣʶʯʦʚʽ ʬʫʥʢʮʽʾ ʩʠʩʪʝʤʠ ʛʣʠʙʦʢʦʛʦ ʘʥʘʣʽʟʫ DPI ʚ ʤʝʨʝʞʘʭ ʤʦʙʽʣʴʥʠʭ ʽ 

ʬʽʢʩʦʚʘʥʠʭ ʰʠʨʦʢʦʩʤʫʛʦʚʠʭ ʧʦʩʣʫʛ. 

9. ɺʘʨʽʘʥʪʠ ʚʠʢʦʨʠʩʪʘʥʥʷ ʪʘ ʘʨʭʽʪʝʢʪʫʨʠ ʩʠʩʪʝʤʠ ʛʣʠʙʦʢʦʛʦ ʘʥʘʣʽʟʫ DPI. 
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9. ȻȼȺȰȿȶȾȴ ȾȬ ȾȱɁȹȺȷȺȯȣȤ ȭȱȳȻȱȶȴ Ȯ ȸȱȼȱȲȣ 

ȱȷȱȶȾȼȺȹȹȴɁ ȶȺȸȿȹȣȶȬɂȣȵ 

 

ʅʘʨʘʟʽ ʥʽʢʦʣʠ ʥʝ ʤʦʞʥʘ ʩʧʨʠʡʤʘʪʠ ʙʝʟʧʝʢʫ ʷʢ ʥʘʣʝʞʥʝ. ɿʣʦʚʤʠʩʥʠʢ ʤʦʞʝ 

ʚʠʢʨʘʩʪʠ ʜʘʥʽ ʢʨʝʜʠʪʥʦʾ ʢʘʨʪʢʠ ʟ ʚʘʰʦʛʦ ʦʥʣʘʡʥ-ʙʨʦʥʶʚʘʥʥʷ ʧʦʜʦʨʦʞʝʡ ʘʙʦ 

ʟʘʧʫʩʪʠʪʠ ʘʪʘʢʫ ʥʘ ʚʽʜʤʦʚʫ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ (DoS), ʱʦʙ ʧʝʨʝʨʚʘʪʠ 

ʙʘʥʢʽʚʩʴʢʠʡ ʧʝʨʝʢʘʟ. ʅʘʜʟʚʠʯʘʡʥʦ ʚʘʞʣʠʚʦ ʚʠʚʯʘʪʠ ʥʦʚʽ ʪʝʭʥʽʢʠ ʪʘ ʤʝʪʦʜʠ ʜʣʷ 

ʙʦʨʦʪʴʙʠ ʟ ʝʣʝʢʪʨʦʥʥʠʤʠ ʧʨʦʥʠʢʥʝʥʥʷʤʠ, ʢʨʘʜʽʞʢʘʤʠ ʜʘʥʠʭ ʪʘ ʭʘʢʝʨʩʴʢʠʤʠ 

ʘʪʘʢʘʤʠ ʥʘ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʽ ʽʥʬʦʨʤʘʮʽʡʥʽ ʩʠʩʪʝʤʠ. 

ʆʨʛʘʥʽʟʘʮʽʾ ʪʘ ʦʢʨʝʤʽ ʦʩʦʙʠ ʧʦʚʠʥʥʽ ʥʘʚʯʠʪʠʩʷ ʚʠʙʠʨʘʪʠ ʚʽʜʧʦʚʽʜʥʽ 

ʪʝʭʥʦʣʦʛʽʾ ʙʝʟʧʝʢʠ, ʽʥʩʪʨʫʤʝʥʪʠ ʪʘ ʤʝʪʦʜʦʣʦʛʽʾ ʜʣʷ ʟʘʧʦʙʽʛʘʥʥʷ ʪʘ 

ʧʦʤôʷʢʰʝʥʥʷ ʙʫʜʴ-ʷʢʠʭ ʟʘʛʨʦʟ ʙʝʟʧʝʮʽ, ʧʝʨʰ ʥʽʞ ʚʦʥʠ ʚʧʣʠʥʫʪʴ ʥʘ ʙʽʟʥʝʩ. 

ʅʠʞʯʝ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘʡʧʦʰʠʨʝʥʽʰʽ ʪʘ ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʽ ʧʨʦʜʫʢʪʠ ʪʘ 

ʪʝʭʥʦʣʦʛʽʾ ʙʝʟʧʝʢʠ. ʎʽ ʧʨʦʜʫʢʪʠ ʪʘ ʪʝʭʥʦʣʦʛʽʾ ʚʢʣʶʯʘʶʪʴ ʥʘʩʪʫʧʥʝ: 

- ʙʨʘʥʜʤʘʫʝʨʠ (Firewalls); 

- ʚʽʨʪʫʘʣʴʥʽ ʧʨʠʚʘʪʥʽ ʤʝʨʝʞʽ (VPN); 

- ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ (IDS) ʽ ʩʠʩʪʝʤʠ ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʦʨʛʥʝʥʥʷʤ 

(IPS); 

- ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ; 

- ʘʚʪʝʥʪʠʬʽʢʘʮʽʷ, ʘʚʪʦʨʠʟʘʮʽʷ ʪʘ ʦʙʣʽʢ (AAA) ʽ ʫʧʨʘʚʣʽʥʥʷ ʽʜʝʥʪʠʬʽʢʘʮʽʻʶ; 

- ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ. 

 

9.1. ȭɜɌəɐɘɌɟɑɜɔ  

 

ɯʩʪʦʨʠʯʥʦ ʙʨʘʥʜʤʘʫʝʨʠ (Firewalls) ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠʩʷ ʷʢ ʙʘʨôʻʨʠ, ʱʦʙ 

ʫʪʨʠʤʫʚʘʪʠ ʟʣʦʚʤʠʩʥʠʢʽʚ ʽ çʨʫʡʥʽʚʥʽ ʩʠʣʠè ʧʦʜʘʣʽ ʚʽʜ ʤʝʨʝʞʽ, ʱʦ ʧʽʜ 
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ʟʘʭʠʩʪʦʤ. ʉʴʦʛʦʜʥʽ ʙʨʘʥʜʤʘʫʝʨʠ ʪʘ ʧʨʠʩʪʨʦʾ ʙʝʟʧʝʢʠ ʤʘʶʪʴ ʙʘʛʘʪʦ ʥʘʜʽʡʥʠʭ ʽ 

ʩʢʣʘʜʥʠʭ ʬʫʥʢʮʽʡ, ʦʢʨʽʤ ʪʨʘʜʠʮʽʡʥʠʭ ʧʨʘʚʠʣ ʽ ʧʦʣʽʪʠʢ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ. 

ɼʝʢʽʣʴʢʘ ʨʽʰʝʥʴ ʜʣʷ ʤʝʨʝʞʥʦʛʦ ʙʨʘʥʜʤʘʫʝʨʘ ʧʨʦʧʦʥʫʶʪʴ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʧʦʣʽʪʠʢʠ ʜʣʷ ʢʦʨʠʩʪʫʚʘʯʽʚ ʽ ʧʨʦʛʨʘʤ, ʱʦ ʟʘʙʝʟʧʝʯʫʻ ʟʘʭʠʩʪ ʚʽʜ 

ʙʘʛʘʪʦʚʝʢʪʦʨʥʠʭ ʘʪʘʢ ʜʣʷ ʨʽʟʥʠʭ ʪʠʧʽʚ ʟʘʛʨʦʟ ʙʝʟʧʝʢʠ. ɺʦʥʠ ʯʘʩʪʦ ʥʘʜʘʶʪʴ 

ʤʦʞʣʠʚʦʩʪʽ ʞʫʨʥʘʣʶʚʘʥʥʷ (ʬʽʢʩʘʮʽʾ ʚ ʩʧʝʮʽʘʣʴʥʦʤʫ ʞʫʨʥʘʣʽ/ʣʦʛʽ), ʷʢʽ 

ʜʦʟʚʦʣʷʶʪʴ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘʤ ʙʝʟʧʝʢʠ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ, ʜʦʩʣʽʜʞʫʚʘʪʠ, 

ʧʝʨʝʚʽʨʷʪʠ ʪʘ ʧʦʤôʷʢʰʫʚʘʪʠ ʪʘʢʽ ʟʘʛʨʦʟʠ. ʂʨʽʤ ʪʦʛʦ, ʚ ʩʠʩʪʝʤʽ ʤʦʞʫʪʴ 

ʧʨʘʮʶʚʘʪʠ ʢʽʣʴʢʘ ʧʨʦʛʨʘʤʥʠʭ ʟʘʩʪʦʩʫʥʢʽʚ ʜʣʷ ʟʘʭʠʩʪʫ ʣʠʰʝ ʷʢʦʛʦʩʴ 

ʢʦʥʢʨʝʪʥʦʛʦ ʭʦʩʪʘ. ʎʽ ʪʠʧʠ ʧʨʦʛʨʘʤ ʚʽʜʦʤʽ ʷʢ ʧʝʨʩʦʥʘʣʴʥʽ ʙʨʘʥʜʤʘʫʝʨʠ. 

ʈʦʟʛʣʷʥʝʤʦ ʷʢ ʤʝʨʝʞʥʽ, ʪʘʢ ʽ ʧʝʨʩʦʥʘʣʴʥʽ ʙʨʘʥʜʤʘʫʝʨʠ, ʘ ʪʘʢʦʞ ʧʦʚôʷʟʘʥʽ ʽʟ 

ʥʠʤʠ ʪʝʭʥʦʣʦʛʽʾ. 

 

9.1.1. ȸɑɜɑɒəɱ ɍɜɌəɐɘɌɟɑɜɔ 

 

ʄʝʨʝʞʥʽ ʙʨʘʥʜʤʘʫʝʨʠ (Network Firewalls) ʙʫʚʘʶʪʴ ʜʦʚʦʣʽ ʨʽʟʥʠʤʠ. ɺʦʥʠ 

ʚʘʨʽʶʶʪʴʩʷ ʚʽʜ ʧʨʦʩʪʠʭ ʬʽʣʴʪʨʽʚ ʧʘʢʝʪʽʚ ʜʦ ʩʢʣʘʜʥʠʭ ʨʽʰʝʥʴ, ʷʢʽ ʚʢʣʶʯʘʶʪʴ 

ʬʫʥʢʮʽʾ ʧʝʨʝʚʽʨʢʠ ʩʪʘʥʫ ʪʘ ʛʣʠʙʦʢʦʾ ʧʝʨʝʚʽʨʢʠ ʧʘʢʝʪʽʚ. ʅʘʧʨʠʢʣʘʜ, ʚʠ ʤʦʞʝʪʝ 

ʥʘʣʘʰʪʫʚʘʪʠ ʧʨʦʩʪʽ ʩʧʠʩʢʠ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ ACL (access control lists) ʥʘ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʽ, ʱʦʙ ʟʘʧʦʙʽʛʪʠ ʜʦʩʪʫʧʫ ʟʣʦʚʤʠʩʥʠʢʽʚ ʜʦ ʢʦʨʧʦʨʘʪʠʚʥʠʭ 

ʨʝʩʫʨʩʽʚ. ʅʘ ʨʠʩ. 9.1 ʧʦʢʘʟʘʥʦ, ʷʢ ʥʘʣʘʰʪʫʚʘʪʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʜʣʷ ʙʣʦʢʫʚʘʥʥʷ 

ʜʦʩʪʫʧʫ ʥʝʘʚʪʦʨʠʟʦʚʘʥʠʭ ʭʦʩʪʽʚ ʽ ʢʦʨʠʩʪʫʚʘʯʽʚ ʚ ɯʥʪʝʨʥʝʪʽ. 

ʅʘ ʨʠʩ. 9.1 ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʥʘʣʘʰʪʦʚʘʥʠʡ ʪʘʢ, ʱʦʙ ʟʘʙʦʨʦʥʷʪʠ ʚʝʩʴ 

ʚʭʽʜʥʠʡ ʪʨʘʬʽʢ ʚʽʜ ʭʦʩʪʽʚ ɯʥʪʝʨʥʝʪʫ ʜʦ ʡʦʛʦ ʟʘʭʠʱʝʥʦʾ ʤʝʨʝʞʽ (ʢʦʨʧʦʨʘʪʠʚʥʦʾ 

ʤʝʨʝʞʽ). ʋ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ ʟʣʦʚʤʠʩʥʠʢ ʥʘʤʘʛʘʻʪʴʩʷ ʧʨʦʩʢʘʥʫʚʘʪʠ ʟʘʭʠʱʝʥʫ 

ʤʝʨʝʞʫ ʟʽ ʩʪʦʨʦʥʠ ɯʥʪʝʨʥʝʪʫ, ʘ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʧʨʦʧʫʩʢʘʻ ʚʝʩʴ ʪʨʘʬʽʢ ʜʦ 

ɯʥʪʝʨʥʝʪʫ. 

ʄʝʪʦʶ ʧʘʢʝʪʥʠʭ ʬʽʣʴʪʨʽʚ ʻ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʫ ʜʦ ʧʝʚʥʠʭ ʩʝʛʤʝʥʪʽʚ ʤʝʨʝʞʽ, 

ʚʠʟʥʘʯʘʶʯʠ, ʷʢʠʡ ʪʨʘʬʽʢ ʤʦʞʝ ʧʨʦʭʦʜʠʪʠ ʜʦ ʥʠʭ. ʇʘʢʝʪʥʽ ʬʽʣʴʪʨʠ ʟʘʟʚʠʯʘʡ 



258 

 

ʧʝʨʝʚʽʨʷʶʪʴ ʚʭʽʜʥʠʡ ʪʨʘʬʽʢ ʥʘ ʪʨʘʥʩʧʦʨʪʥʦʤʫ ʨʽʚʥʽ ʤʦʜʝʣʽ ʚʟʘʻʤʦʜʽʾ 

ʚʽʜʢʨʠʪʠʭ ʩʠʩʪʝʤ OSI (Open Systems Interconnection). ʅʘʧʨʠʢʣʘʜ, ʬʽʣʴʪʨʠ 

ʧʘʢʝʪʽʚ ʤʦʞʫʪʴ ʘʥʘʣʽʟʫʚʘʪʠ ʧʘʢʝʪʠ TCP ʘʙʦ UDP ʽ ʦʮʽʥʶʚʘʪʠ ʾʭ ʚʽʜʧʦʚʽʜʥʦ ʜʦ 

ʥʘʙʦʨʫ ʟʘʟʜʘʣʝʛʽʜʴ ʚʠʟʥʘʯʝʥʠʭ ʧʨʘʚʠʣ, ʷʢʽ ʥʘʟʠʚʘʶʪʴʩʷ ʩʧʠʩʢʘʤʠ ʢʦʥʪʨʦʣʶ 

ʜʦʩʪʫʧʫ. ɺʦʥʠ ʧʝʨʝʚʽʨʷʶʪʴ ʪʘʢʽ ʝʣʝʤʝʥʪʠ ʚ ʧʘʢʝʪʽ: 

 

 

ʈʠʩ. 9.1. ɹʘʟʦʚʠʡ ʬʽʣʴʪʨ ʧʘʢʝʪʽʚ ð ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʽʟ ʙʘʟʦʚʠʤʠ ACL (IOS  

- Internetwork Operating System) 

 

- ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ; 

- ʘʜʨʝʩʘ ʧʨʠʟʥʘʯʝʥʥʷ; 

- ʧʦʨʪ ʜʞʝʨʝʣʘ; 

- ʧʦʨʪ ʧʨʠʟʥʘʯʝʥʥʷ; 

- ʧʨʦʪʦʢʦʣ. 

ɹʘʟʦʚʽ ʬʽʣʴʪʨʠ ʧʘʢʝʪʽʚ ʟʘʟʚʠʯʘʡ ʥʝ ʧʝʨʝʚʽʨʷʶʪʴ ʜʦʜʘʪʢʦʚʽ ʧʦʣʷ ʨʽʚʥʷ 3 ʽ 

ʨʽʚʥʷ 4, ʪʘʢʽ ʷʢ ʧʦʨʷʜʢʦʚʽ ʥʦʤʝʨʠ, ʧʨʘʧʦʨʮʽ ʫʧʨʘʚʣʽʥʥʷ TCP ʽ ʧʦʣʷ 

ʧʽʜʪʚʝʨʜʞʝʥʥʷ TCP ACK (acknowledgement). 

 

9.1.2. ȾɜɌəɝɗɫɢɱɫ ɘɑɜɑɒəɔɡ Ɍɐɜɑɝ NAT 

 

ɹʨʘʥʜʤʘʫʝʨʠ ʪʘʢʦʞ ʤʦʞʫʪʴ ʥʘʜʘʚʘʪʠ ʧʦʩʣʫʛʠ ʪʨʘʥʩʣʷʮʽʾ ʤʝʨʝʞʥʠʭ ʘʜʨʝʩ 

NAT (Network Address Translation). ɺʦʥʠ ʤʦʞʫʪʴ ʪʨʘʥʩʣʶʚʘʪʠ IP-ʘʜʨʝʩʠ 

ʟʘʭʠʱʝʥʠʭ ʭʦʩʪʽʚ ʫ ʟʘʛʘʣʴʥʦʜʦʩʪʫʧʥʫ ʤʘʨʰʨʫʪʠʟʦʚʘʥʫ ʘʜʨʝʩʫ. 

IOS 
ʤʘʨʰʨʫʪʠʟʘʪʦʨ 

ʤʝʨʝʞʘ 

ʍʘʢʝʨ 

ɯʥʪʝʨʥʝʪ 
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ɹʨʘʥʜʤʘʫʝʨʠ ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ NAT; ʽʥʰʽ ʧʨʠʩʪʨʦʾ, ʪʘʢʽ ʷʢ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ ʪʘ ʙʝʟʧʨʦʚʦʜʦʚʽ ʪʦʯʢʠ ʜʦʩʪʫʧʫ, ʪʘʢʦʞ ʤʦʞʫʪʴ ʧʽʜʪʨʠʤʫʚʘʪʠ 

NAT. 

ʅʘ ʨʠʩ. 9.2 ʧʦʢʘʟʘʥʦ, ʷʢ ʙʨʘʥʜʤʘʫʝʨ ʧʝʨʝʪʚʦʨʶʻ IP-ʘʜʨʝʩʫ ʚʥʫʪʨʽʰʥʴʦʛʦ 

ʭʦʩʪʘ (192.168.1.101) ʥʘ ʧʫʙʣʽʯʥʫ IP-ʘʜʨʝʩʫ (209.165.200.225), ʢʦʣʠ ʭʦʩʪ 

ʥʘʤʘʛʘʻʪʴʩʷ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ godaddy.com. 

 

ʈʠʩ. 9.2. ɹʘʟʦʚʠʡ NAT 

 

NAT ʜʦʟʚʦʣʷʻ ʦʨʛʘʥʽʟʘʮʽʷʤ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʙʫʜʴ-ʷʢʠʡ ʧʨʦʩʪʽʨ IP-ʘʜʨʝʩ ʷʢ 

ʚʥʫʪʨʽʰʥʶ ʤʝʨʝʞʫ. ʅʘʡʢʨʘʱʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʘʜʨʝʩʥʽ ʧʨʦʩʪʦʨʠ, 

ʟʘʨʝʟʝʨʚʦʚʘʥʽ ʜʣʷ ʧʨʠʚʘʪʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ (ʜʠʚ. RFC 1918 çʈʦʟʧʦʜʽʣ ʘʜʨʝʩ 

ʜʣʷ ʧʨʠʚʘʪʥʠʭ ɯʥʪʝʨʥʝʪʽʚè). ʋ ʪʘʙʣ. 9.1 ʥʘʚʝʜʝʥʦ ʜʽʘʧʘʟʦʥʠ ʧʨʠʚʘʪʥʠʭ ʘʜʨʝʩ, 

ʫʢʘʟʘʥʽ ʚ RFC 1918. 

 

ʊʘʙʣʠʮʷ 9.1. 

ɼʽʘʧʘʟʦʥʠ ʧʨʠʚʘʪʥʠʭ ʘʜʨʝʩ, ʫʢʘʟʘʥʽ ʚ RFC 1918 

IP Address Range Network Mask 

10.0.0.0 to 10.255.255.255 10.0.0.0/8 

172.16.0.0 to 172.31.255.255 172.16.0.0/12 

192.168.0.0 to 192.168.255.255 192.168.0.0/16 

 

ʊʝʭʥʦʣʦʛʽʾ NAT ʙʫʚʘʶʪʴ ʨʽʟʥʠʭ ʪʠʧʽʚ. ʅʘʡʙʽʣʴʰ ʧʦʰʠʨʝʥʠʤʠ ʻ ʪʨʘʥʩʣʷʮʽʷ 

ʘʜʨʝʩ ʧʦʨʪʫ PAT (Port Address Translation) ʽ ʩʪʘʪʠʯʥʠʡ NAT. PAT ʜʦʟʚʦʣʷʻ 

ʧʝʨʝʚʝʩʪʠ ʙʘʛʘʪʦ ʧʨʠʩʪʨʦʾʚ ʫ ʩʝʛʤʝʥʪʽ ʤʝʨʝʞʽ ʥʘ ʦʜʥʫ IP-ʘʜʨʝʩʫ ʰʣʷʭʦʤ 

ɹʨʘʥʜʤʘʫʝʨ 
ɯʥʪʝʨʥʝʪ 

ʇʨʠʚʘʪʥʘ ʘʜʨʝʩʘ ʇʫʙʣʽʯʥʘ ʘʜʨʝʩʘ 

192.168.1.101 209.165.200.225 
godaddy.com 
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ʧʝʨʝʚʽʨʢʠ ʽʥʬʦʨʤʘʮʽʾ ʨʽʚʥʷ 4 ʫ ʧʘʢʝʪʽ. ʅʘ ʨʠʩ. 9.3 ʧʦʢʘʟʘʥʦ, ʷʢ ʪʨʠ ʨʽʟʥʽ 

ʤʘʰʠʥʠ ʚ ʢʦʨʧʦʨʘʪʠʚʥʽʡ ʤʝʨʝʞʽ ʪʨʘʥʩʣʶʶʪʴʩʷ ʥʘ ʦʜʥʫ ʧʫʙʣʽʯʥʫ ʘʜʨʝʩʫ. 

ʅʘ ʨʠʩ. 1-3 ʭʦʩʪ ʟ IP-ʘʜʨʝʩʦʶ 192.168.1.100 ʥʘʤʘʛʘʻʪʴʩʷ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ 

ʜʦ ʚʝʙ-ʩʝʨʚʝʨʘ ʟ IP-ʘʜʨʝʩʦʶ 209.165.200.230. ɹʨʘʥʜʤʘʫʝʨ ʧʝʨʝʪʚʦʨʶʻ 

ʚʥʫʪʨʽʰʥʶ ʘʜʨʝʩʫ ʥʘ 209.165.200.226, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʚʠʭʽʜʥʠʡ TCP-ʧʦʨʪ 

1024 ʽ ʟʽʩʪʘʚʣʷʶʯʠ ʡʦʛʦ ʟ TCP-ʧʦʨʪʦʤ 1234. ɿʘʫʚʘʞʪʝ, ʱʦ ʧʦʨʪ ʧʨʠʟʥʘʯʝʥʥʷ 

ʟʘʣʠʰʘʻʪʴʩʷ ʥʝʟʤʽʥʥʠʤ (ʧʦʨʪ 80). 

 

 

ʈʠʩ. 9.3. PAT 

 

9.1.3. ȭɜɌəɐɘɌɟɑɜɔ ɓ ɖɚəɞɜɚɗɑɘ ɝɞɌəɟ 

 

ɹʨʘʥʜʤʘʫʝʨʠ ʟ ʢʦʥʪʨʦʣʝʤ/ʧʝʨʝʚʽʨʢʦʶ ʩʪʘʥʫ (Stateful Firewalls) 

ʚʽʜʩʪʝʞʫʶʪʴ ʢʦʞʥʝ ʟôʻʜʥʘʥʥʷ, ʱʦ ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ ʾʭʥʽ ʽʥʪʝʨʬʝʡʩʠ, 

ʧʝʨʝʚʽʨʷʶʯʠ ʥʝ ʣʠʰʝ ʚʤʽʩʪ ʟʘʛʦʣʦʚʢʘ ʧʘʢʝʪʫ, ʘʣʝ ʡ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ 

ʧʨʠʢʣʘʜʥʠʡ ʨʽʚʝʥʴ ʫ ʢʦʨʠʩʥʦʤʫ ʥʘʚʘʥʪʘʞʝʥʥʽ. ʎʝ ʨʦʙʠʪʴʩʷ ʜʣʷ ʪʦʛʦ, ʱʦʙ 

ʜʽʟʥʘʪʠʩʷ ʙʽʣʴʰʝ ʧʨʦ ʪʨʘʥʟʘʢʮʽʶ, ʥʽʞ ʧʨʦʩʪʦ ʘʜʨʝʩʠ ʜʞʝʨʝʣʘ ʪʘ ʧʨʠʟʥʘʯʝʥʥʷ 

ʪʘ ʧʦʨʪʠ. ʗʢ ʧʨʘʚʠʣʦ, ʙʨʘʥʜʤʘʫʝʨ ʽʟ ʟʙʝʨʝʞʝʥʥʷʤ ʩʪʘʥʫ ʚʽʜʩʪʝʞʫʻ ʩʪʘʥ 

ʟôʻʜʥʘʥʥʷ ʪʘ ʧʽʜʪʨʠʤʫʻ ʪʘʙʣʠʮʶ ʟ ʽʥʬʦʨʤʘʮʽʻʶ ʨʽʚʥʷ 3 ʽ ʨʽʚʥʷ 4. ɹʽʣʴʰ ʩʢʣʘʜʥʽ 

Source Address: 209.165.200.226 
Destination Address:  
                           209.165.200.230 
Source Port: 1234 
Destination Port: 80 

ɯʥʪʝʨʥʝʪ 

ɹʨʘʥʜʤʘʫʝʨ 

(ʈɸʊ) 

192.168.1.0/24 

209.165.200.230 

Source Address: 192.168.1.100 
Destination Address:  
                        209.165.200.230 
Source Port: 1024 
Destination Port: 80 
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ʤʽʞʤʝʨʝʞʥʽ ʝʢʨʘʥʠ ʚʠʢʦʥʫʶʪʴ ʘʥʘʣʽʟ ʧʨʦʪʦʢʦʣʫ ʚʝʨʭʥʴʦʛʦ ʨʽʚʥʷ, ʪʘʢʦʞ 

ʚʽʜʦʤʠʡ ʷʢ ʛʣʠʙʦʢʘ ʧʝʨʝʚʽʨʢʘ ʧʘʢʝʪʽʚ, ʧʨʦ ʷʢʫ ʡʜʝʪʴʩʷ ʜʘʣʽ. ʋ ʩʪʘʥʽ ʟôʻʜʥʘʥʥʷ 

ʜʝʪʘʣʽʟʫʻʪʴʩʷ, ʯʠ ʙʫʣʦ ʪʘʢʝ ʟôʻʜʥʘʥʥʷ ʚʩʪʘʥʦʚʣʝʥʦ, ʟʘʢʨʠʪʦ, ʩʢʠʥʫʪʦ ʯʠ 

ʦʙʛʦʚʦʨʶʻʪʴʩʷ. ʎʽ ʤʝʭʘʥʽʟʤʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʟʘʭʠʩʪ ʚʽʜ ʨʽʟʥʠʭ ʪʠʧʽʚ ʤʝʨʝʞʥʠʭ 

ʘʪʘʢ. ɹʨʘʥʜʤʘʫʝʨ Cisco IOS, Cisco Adaptive Security Appliances (ASA), 

ʙʨʘʥʜʤʘʫʝʨʠ Cisco PIX ʽ Cisco Firewall Services Module (FWSM) ʜʣʷ 

ʢʦʤʫʪʘʪʦʨʽʚ ʩʝʨʽʾ Cisco Catalyst 6500 ʻ ʧʨʠʢʣʘʜʘʤʠ ʙʨʘʥʜʤʘʫʝʨʽʚ ʽʟ 

ʟʙʝʨʝʞʝʥʥʷʤ ʩʪʘʥʫ. ɺʦʥʠ ʪʘʢʦʞ ʤʘʶʪʴ ʙʘʛʘʪʦ ʽʥʰʠʭ ʬʫʥʢʮʽʡ, ʪʘʢʽ ʷʢ ʛʣʠʙʦʢʘ 

ʧʝʨʝʚʽʨʢʘ ʧʘʢʝʪʽʚ. 

 

9.1.4. ȯɗɔɍɚɖɌ ɛɑɜɑɎɱɜɖɌ ɛɌɖɑɞɱɎ 

 

ʂʽʣʴʢʘ ʧʨʦʛʨʘʤ ʚʠʤʘʛʘʶʪʴ ʩʧʝʮʽʘʣʴʥʦʾ ʦʙʨʦʙʢʠ ʧʘʢʝʪʽʚ ʜʘʥʠʭ, ʢʦʣʠ ʚʦʥʠ 

ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʙʨʘʥʜʤʘʫʝʨʠ. ɼʦ ʥʠʭ ʥʘʣʝʞʘʪʴ ʧʨʦʛʨʘʤʠ ʪʘ ʧʨʦʪʦʢʦʣʠ, ʷʢʽ 

ʚʙʫʜʦʚʫʶʪʴ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ IP-ʘʜʨʝʩʫ ʚ ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʜʘʥʠʭ ʧʘʢʝʪʘ 

ʘʙʦ ʚʽʜʢʨʠʚʘʶʪʴ ʚʪʦʨʠʥʥʽ ʢʘʥʘʣʠ ʥʘ ʜʠʥʘʤʽʯʥʦ ʧʨʠʟʥʘʯʝʥʠʭ ʧʦʨʪʘʭ. ʉʢʣʘʜʥʽ 

ʙʨʘʥʜʤʘʫʝʨʠ ʪʘ ʧʨʠʩʪʨʦʾ ʙʝʟʧʝʢʠ, ʪʘʢʽ ʷʢ Cisco ASA, Cisco PIX ʪʘ Cisco IOS, 

ʧʨʦʧʦʥʫʶʪʴ ʤʝʭʘʥʽʟʤʠ ʧʝʨʝʚʽʨʢʠ ʟʘʩʪʦʩʫʥʢʽʚ ʜʣʷ ʦʙʨʦʙʢʠ ʚʙʫʜʦʚʘʥʦʾ 

ʘʜʨʝʩʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʱʦʙ ʜʦʟʚʦʣʠʪʠ ʟʛʘʜʘʥʠʤ ʨʘʥʽʰʝ ʧʨʦʛʨʘʤʘʤ ʽ ʧʨʦʪʦʢʦʣʘʤ 

ʧʨʘʮʶʚʘʪʠ. ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʧʝʨʝʚʽʨʢʫ ʟʘʩʪʦʩʫʥʢʽʚ, ʮʽ ʧʨʠʩʪʨʦʾ ʙʝʟʧʝʢʠ 

ʤʦʞʫʪʴ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʜʠʥʘʤʽʯʥʽ ʧʨʠʟʥʘʯʝʥʥʷ ʧʦʨʪʽʚ ʽ ʜʦʟʚʦʣʠʪʠ ʦʙʤʽʥ 

ʜʘʥʠʤʠ ʯʝʨʝʟ ʮʽ ʧʦʨʪʠ ʧʽʜ ʯʘʩ ʧʝʚʥʦʛʦ ʟôʻʜʥʘʥʥʷ. ɿʘʚʜʷʢʠ ʛʣʠʙʦʢʽʡ ʧʝʨʝʚʽʨʮʽ 

ʧʘʢʝʪʽʚ (Deep Packet Inspection) ʙʨʘʥʜʤʘʫʝʨʠ ʤʦʞʫʪʴ ʧʝʨʝʛʣʷʜʘʪʠ ʧʝʚʥʽ 

ʢʦʨʠʩʥʽ ʥʘʚʘʥʪʘʞʝʥʥʷ ʨʽʚʥʷ 7 ʜʣʷ ʟʘʭʠʩʪʫ ʚʽʜ ʟʘʛʨʦʟ ʙʝʟʧʝʮʽ. ʅʘʧʨʠʢʣʘʜ, 

ʤʦʞʥʘ ʥʘʣʘʰʪʫʚʘʪʠ ʙʨʘʥʜʤʘʫʝʨ Cisco ASA ʘʙʦ Cisco PIX ʚʝʨʩʽʾ 7.0 ʘʙʦ 

ʧʽʟʥʽʰʦʾ, ʱʦʙ ʥʝ ʜʦʟʚʦʣʷʪʠ ʦʜʥʦʨʘʥʛʦʚʠʤ ʧʨʦʛʨʘʤʘʤ (P2P, ʪʦʯʢʘ-ʪʦʯʢʘ) 

ʧʝʨʝʜʘʚʘʪʠ ʯʝʨʝʟ ʪʫʥʝʣʽ HTTP. ɺʠ ʪʘʢʦʞ ʤʦʞʝʪʝ ʥʘʣʘʰʪʫʚʘʪʠ ʮʽ ʧʨʠʩʪʨʦʾ ʥʘ 

ʟʘʙʦʨʦʥʫ ʧʝʚʥʠʭ ʢʦʤʘʥʜ FTP, ʪʠʧʽʚ ʚʤʽʩʪʫ HTTP ʪʘ ʽʥʰʠʭ ʧʨʦʪʦʢʦʣʽʚ ʧʨʦʛʨʘʤ. 
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9.1.5. ȰɑɘɱɗɱɞɌɜɔɓɚɎɌəɱ ɓɚəɔ 

 

ʏʠʩʣʝʥʥʽ ʙʨʘʥʜʤʘʫʝʨʠ ʤʦʞʫʪʴ ʥʘʣʘʰʪʦʚʫʚʘʪʠ ʩʝʛʤʝʥʪʠ ʤʝʨʝʞʽ (ʘʙʦ ʟʦʥʠ), 

ʷʢʽ ʟʘʟʚʠʯʘʡ ʥʘʟʠʚʘʶʪʴ ʜʝʤʽʣʽʪʘʨʠʟʦʚʘʥʠʤʠ ʟʦʥʘʤʠ DMZ (Demilitarized 

Zones). ʎʽ ʟʦʥʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʙʝʟʧʝʢʫ ʜʣʷ ʩʠʩʪʝʤ, ʷʢʽ ʟʥʘʭʦʜʷʪʴʩʷ ʚ ʥʠʭ, ʟ 

ʨʽʟʥʠʤʠ ʨʽʚʥʷʤʠ ʙʝʟʧʝʢʠ ʪʘ ʧʦʣʽʪʠʢʘʤʠ ʤʽʞ ʥʠʤʠ. DMZ ʤʘʶʪʴ ʢʽʣʴʢʘ ʮʽʣʝʡ: 

ʷʢ ʩʝʛʤʝʥʪʠ, ʥʘ ʷʢʠʭ ʨʦʟʪʘʰʦʚʫʻʪʴʩʷ ʬʝʨʤʘ ʚʝʙ-ʩʝʨʚʝʨʽʚ, ʘʙʦ ʷʢ ʧʽʜʢʣʶʯʝʥʥʷ 

ʜʦ ʜʽʣʦʚʦʛʦ ʧʘʨʪʥʝʨʘ ʟʘ ʤʝʞʘʤʠ ʤʝʨʝʞʽ. ʅʘ ʨʠʩ. 9.4 ʧʦʢʘʟʘʥʦ ʙʨʘʥʜʤʘʫʝʨ ʽʟ 

ʜʚʦʤʘ DMZ. 

 

 

ʈʠʩ. 9.4. ʇʨʠʢʣʘʜ DMZ 

 

ʅʘ ʨʠʩ. 9.4 DMZ ʭʦʩʪ 1 ʨʦʟʤʽʱʫʻ ʚʝʙ-ʩʝʨʚʝʨʠ, ʷʢʽ ʜʦʩʪʫʧʥʽ ʚʥʫʪʨʽʰʥʽʤ ʪʘ 

ɯʥʪʝʨʥʝʪ-ʭʦʩʪʘʤ. Cisco ASA ʢʦʥʪʨʦʣʶʻ ʜʦʩʪʫʧ ʽʟ ʟôʻʜʥʘʥʥʷ ʜʽʣʦʚʦʛʦ ʧʘʨʪʥʝʨʘ 

ʟ ʝʢʩʪʨʘʥʝʪʦʤ ʥʘ DMZ 2. 

 

ɯʥʪʝʨʥʝʪ 

ɺʥʫʪʨʽʰʥʷ 
ʤʝʨʝʞʘ 

ʌʝʨʤʘ 
ɺʝʙ-
ʩʝʨʚʝʨʽʚ 

Cisco ASA 

DMZ 1 

DMZ 2 

ʄʝʨʝʞʘ 
ʧʘʨʪʥʝʨʘ 

ɽʢʩʪʨʘʥʝʪ-
ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ 
ʜʽʣʦʚʦʛʦ ʧʘʨʪʥʝʨʘ 
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9.1.6. ȻɑɜɝɚəɌɗɨəɱ ɍɜɌəɐɘɌɟɑɜɔ 

 

ʇʝʨʩʦʥʘʣʴʥʽ ʙʨʘʥʜʤʘʫʝʨʠ (Personal Firewalls) ð ʮʝ ʧʦʧʫʣʷʨʥʽ ʧʨʦʛʨʘʤʥʽ 

ʟʘʩʪʦʩʫʥʢʠ, ʷʢʽ ʤʦʞʥʘ ʚʩʪʘʥʦʚʠʪʠ ʥʘ ʢʦʤʧôʶʪʝʨʠ ʘʙʦ ʩʝʨʚʝʨʠ ʢʽʥʮʝʚʠʭ 

ʢʦʨʠʩʪʫʚʘʯʽʚ, ʱʦʙ ʟʘʭʠʩʪʠʪʠ ʾʭ ʚʽʜ ʟʦʚʥʽʰʥʽʭ ʟʘʛʨʦʟ ʙʝʟʧʝʮʽ ʪʘ ʚʪʦʨʛʥʝʥʴ. 

ʊʝʨʤʽʥ ʧʝʨʩʦʥʘʣʴʥʠʡ ʙʨʘʥʜʤʘʫʝʨ ʟʘʟʚʠʯʘʡ ʟʘʩʪʦʩʦʚʫʻʪʴʩʷ ʜʦ ʙʘʟʦʚʦʛʦ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʝ ʤʦʞʝ ʢʦʥʪʨʦʣʶʚʘʪʠ ʜʦʩʪʫʧ ʨʽʚʥʷ 3 ʽ ʨʽʚʥʷ 4 ʜʦ 

ʢʣʽʻʥʪʩʴʢʠʭ ʤʘʰʠʥ. ʉʴʦʛʦʜʥʽ ʜʦʩʪʫʧʥʝ ʩʢʣʘʜʥʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʝ 

ʥʝ ʪʽʣʴʢʠ ʥʘʜʘʻ ʦʩʥʦʚʥʽ ʬʫʥʢʮʽʾ ʦʩʦʙʠʩʪʦʛʦ ʙʨʘʥʜʤʘʫʝʨʘ, ʘʣʝ ʡ ʟʘʭʠʱʘʻ 

ʩʠʩʪʝʤʫ ʥʘ ʦʩʥʦʚʽ ʧʦʚʝʜʽʥʢʠ ʟʘʩʪʦʩʫʥʢʽʚ, ʚʩʪʘʥʦʚʣʝʥʠʭ ʫ ʪʘʢʠʭ ʩʠʩʪʝʤʘʭ. 

ʇʨʠʢʣʘʜʦʤ ʪʘʢʦʛʦ ʪʠʧʫ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʻ CSA (Cisco Security 

Agent). CSA ʥʘʜʘʻ ʢʽʣʴʢʘ ʬʫʥʢʮʽʡ, ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʙʽʣʴʰ ʥʘʜʽʡʥʠʡ ʟʘʭʠʩʪ, 

ʥʽʞ ʪʨʘʜʠʮʽʡʥʠʡ ʧʝʨʩʦʥʘʣʴʥʠʡ ʙʨʘʥʜʤʘʫʝʨ. ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ 

ʙʘʛʘʪʦʬʫʥʢʮʽʦʥʘʣʴʥʽ ʬʫʥʢʮʽʾ ʙʝʟʧʝʢʠ CSA: 

- ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʦʨʛʥʝʥʥʶ ʥʘ ʭʦʩʪ; 

- ʟʘʭʠʩʪ ʚʽʜ ʰʧʠʛʫʥʩʴʢʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ; 

- ʟʘʭʠʩʪ ʚʽʜ ʘʪʘʢ ʧʝʨʝʧʦʚʥʝʥʥʷ ʙʫʬʝʨʘ; 

- ʬʫʥʢʮʽʾ ʙʨʘʥʜʤʘʫʝʨʘ ʨʦʟʧʦʜʽʣʝʥʦʛʦ ʭʦʩʪʘ; 

- ʟʘʭʠʩʪ ʤʦʙʽʣʴʥʦʛʦ ʚʽʜ ʟʣʦʚʤʠʩʥʦʛʦ ʢʦʜʫ; 

- ʛʘʨʘʥʪʽʷ ʮʽʣʽʩʥʦʩʪʽ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ; 

- ʽʥʚʝʥʪʘʨʠʟʘʮʽʷ ʟʘʩʪʦʩʫʥʢʽʚ; 

- ʰʠʨʦʢʽ ʤʦʞʣʠʚʦʩʪʽ ʘʫʜʠʪʫ ʪʘ ʞʫʨʥʘʣʶʚʘʥʥʷ. 

 

9.2. ȮɱɜɞɟɌɗɨəɱ ɛɜɔɎɌɞəɱ ɘɑɜɑɒɱ VPN 

 

ʆʨʛʘʥʽʟʘʮʽʾ ʙʫʜʴ-ʷʢʦʛʦ ʨʦʟʤʽʨʫ ʨʦʟʛʦʨʪʘʶʪʴ VPN (Virtual Private 

Networks), ʱʦʙ ʟʘʙʝʟʧʝʯʠʪʠ ʮʽʣʽʩʥʽʩʪʴ ʜʘʥʠʭ, ʘʚʪʝʥʪʠʬʽʢʘʮʽʶ ʪʘ ʰʠʬʨʫʚʘʥʥʷ 

ʜʘʥʠʭ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʦʥʬʽʜʝʥʮʽʡʥʦʩʪʽ ʧʘʢʝʪʽʚ, ʷʢʽ ʥʘʜʩʠʣʘʶʪʴʩʷ ʯʝʨʝʟ 
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ʥʝʟʘʭʠʱʝʥʫ ʤʝʨʝʞʫ ʯʠ ɯʥʪʝʨʥʝʪ. VPN ʨʦʟʨʦʙʣʝʥʦ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ ʫʥʠʢʥʫʪʠ 

ʚʠʪʨʘʪ ʥʘ ʥʝʧʦʪʨʽʙʥʽ ʚʠʜʽʣʝʥʽ ʣʽʥʽʾ. ɼʣʷ ʨʝʘʣʽʟʘʮʽʾ VPN ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ 

ʙʘʛʘʪʦ ʨʽʟʥʠʭ ʧʨʦʪʦʢʦʣʽʚ, ʟʦʢʨʝʤʘ: 

- Point-to-Point Tunneling Protocol (PPTP) - ʧʨʦʪʦʢʦʣ ʪʫʥʝʣʶʚʘʥʥʷ çʪʦʯʢʘ-

ʪʦʯʢʘè (PPTP); 

- Layer 2 Forwarding (L2F) Protocol - ʧʨʦʪʦʢʦʣ ʧʝʨʝʩʠʣʘʥʥʷ ʨʽʚʥʷ 2 (L2F); 

- Layer 2 Tunneling Protocol (L2TP) - ʧʨʦʪʦʢʦʣ ʪʫʥʝʣʶʚʘʥʥʷ ʨʽʚʥʷ 2 (L2TP); 

- Generic Routing Encapsulation (GRE) Protocol - ʟʘʛʘʣʴʥʠʡ ʧʨʦʪʦʢʦʣ 

ʽʥʢʘʧʩʫʣʷʮʽʾ ʤʘʨʰʨʫʪʠʟʘʮʽʾ (GRE); 

- Multiprotocol Label Switching (MPLS) VPN - ʙʘʛʘʪʦʧʨʦʪʦʢʦʣʴʥʘ ʢʦʤʫʪʘʮʽʷ 

ʤʽʪʦʢ (MPLS) VPN; 

- Internet Protocol Security (IPsec) - ʙʝʟʧʝʢʘ ɯʥʪʝʨʥʝʪ-ʧʨʦʪʦʢʦʣʫ (IPsec); 

- Secure Socket Layer (SSL) - ʨʽʚʝʥʴ ʟʘʭʠʱʝʥʠʭ ʩʦʢʝʪʽʚ (SSL). 

ʇʨʦʪʦʢʦʣʠ PPTP, L2F, L2TP, GRE ʪʘ MPLS VPN ʥʝ ʟʘʙʝʟʧʝʯʫʶʪʴ 

ʮʽʣʽʩʥʽʩʪʴ ʜʘʥʠʭ, ʘʚʪʝʥʪʠʬʽʢʘʮʽʶ ʪʘ ʰʠʬʨʫʚʘʥʥʷ ʜʘʥʠʭ. ɿ ʽʥʰʦʛʦ ʙʦʢʫ, ʚʠ 

ʤʦʞʝʪʝ ʧʦʻʜʥʘʪʠ L2TP, GRE ʪʘ MPLS ʟ IPsec, ʱʦʙ ʟʘʙʝʟʧʝʯʠʪʠ ʮʽ ʧʝʨʝʚʘʛʠ. 

ɹʘʛʘʪʦ ʦʨʛʘʥʽʟʘʮʽʡ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʧʨʦʪʦʢʦʣ IPsec, ʦʩʢʽʣʴʢʠ ʚʽʥ ʧʽʜʪʨʠʤʫʻ ʚʩʽ 

ʪʨʠ ʬʫʥʢʮʽʾ, ʦʧʠʩʘʥʽ ʨʘʥʽʰʝ (ʮʽʣʽʩʥʽʩʪʴ ʜʘʥʠʭ, ʘʚʪʝʥʪʠʬʽʢʘʮʽʷ ʪʘ ʰʠʬʨʫʚʘʥʥʷ 

ʜʘʥʠʭ). 

ʈʝʘʣʽʟʘʮʽʾ VPN ʤʦʞʥʘ ʨʦʟʜʽʣʠʪʠ ʥʘ ʜʚʽ ʦʢʨʝʤʽ ʛʨʫʧʠ: 

Å VPN ʤʽʞ ʩʘʡʪʘʤʠ (Site-to-site): ʜʦʟʚʦʣʴʪʝ ʦʨʛʘʥʽʟʘʮʽʷʤ ʚʩʪʘʥʦʚʣʶʚʘʪʠ 

VPN-ʪʫʥʝʣʽ ʤʽʞ ʜʚʦʤʘ ʘʙʦ ʙʽʣʴʰʝ ʩʘʡʪʘʤʠ, ʱʦʙ ʚʦʥʠ ʤʦʛʣʠ ʩʧʽʣʢʫʚʘʪʠʩʷ ʯʝʨʝʟ 

ʩʧʽʣʴʥʝ ʩʝʨʝʜʦʚʠʱʝ, ʥʘʧʨʠʢʣʘʜ ɯʥʪʝʨʥʝʪ. ɹʘʛʘʪʦ ʦʨʛʘʥʽʟʘʮʽʡ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ 

IPsec, GRE ʪʘ MPLS VPN ʷʢ ʧʨʦʪʦʢʦʣʠ VPN ʪʠʧʫ "ʩʘʡʪ-ʩʘʡʪ". 

Å VPN ʟ ʚʽʜʜʘʣʝʥʠʤ ʜʦʩʪʫʧʦʤ (Remote-access): ʜʦʟʚʦʣʷʶʪʴ ʢʦʨʠʩʪʫʚʘʯʘʤ 

ʧʨʘʮʶʚʘʪʠ ʟ ʚʽʜʜʘʣʝʥʠʭ ʤʽʩʮʴ, ʪʘʢʠʭ ʷʢ ʾʭʥʽ ʙʫʜʠʥʢʠ, ʛʦʪʝʣʽ ʪʘ ʽʥʰʽ 

ʧʨʠʤʽʱʝʥʥʷ, ʥʽʙʠ ʚʦʥʠ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʧʽʜʢʣʶʯʝʥʽ ʜʦ ʩʚʦʻʾ ʢʦʨʧʦʨʘʪʠʚʥʦʾ 

ʤʝʨʝʞʽ. 
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ʅʘ ʨʠʩ. 9.5 ʧʦʢʘʟʘʥʦ IPsec-ʪʫʥʝʣʴ ʪʠʧʫ çʩʘʡʪ-ʩʘʡʪè ʤʽʞ ʜʚʦʤʘ ʩʘʡʪʘʤʠ 

(ʛʦʣʦʚʥʠʤ ʦʬʽʩʦʤ ʢʦʤʧʘʥʽʾ ʪʘ ʬʽʣʽʻʶ), ʘ ʪʘʢʦʞ VPN ʚʽʜʜʘʣʝʥʦʛʦ ʜʦʩʪʫʧʫ ʚʽʜ 

ʢʦʨʠʩʪʫʚʘʯʘ, ʷʢʠʡ ʧʨʘʮʶʻ ʟ ʜʦʤʫ. 

 

 

ʈʠʩ. 9.5. ʇʨʠʢʣʘʜ VPN ʪʠʧʫ "ʩʘʡʪ-ʩʘʡʪ" ʽ ʚʽʜʜʘʣʝʥʦʛʦ ʜʦʩʪʫʧʫ 

 

9.3. Ⱦɑɡəɱɣəɔɕ ɚɏɗɫɐ IPsec 

 

IPsec ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʨʦʪʦʢʦʣ ʦʙʤʽʥʫ ʢʣʶʯʘʤʠ ʚ ɯʥʪʝʨʥʝʪʽ IKE (Internet Key 

Exchange) ʜʣʷ ʫʟʛʦʜʞʝʥʥʷ ʪʘ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟʘʭʠʱʝʥʠʭ VPN-ʪʫʥʝʣʽʚ ʪʠʧʫ 

"ʩʘʡʪ-ʩʘʡʪ" ʘʙʦ ʚʽʜʜʘʣʝʥʦʛʦ ʜʦʩʪʫʧʫ. IKE ð ʮʝ ʩʪʨʫʢʪʫʨʘ, ʥʘʜʘʥʘ ɸʩʦʮʽʘʮʽʻʶ 

ʙʝʟʧʝʢʠ ɯʥʪʝʨʥʝʪʫ ʪʘ ʧʨʦʪʦʢʦʣʦʤ ʫʧʨʘʚʣʽʥʥʷ ʢʣʶʯʘʤʠ ISAKMP (Internet 

Security Association and Key Management Protocol) ʽ ʯʘʩʪʠʥʘʤʠ ʜʚʦʭ ʽʥʰʠʭ 

ʧʨʦʪʦʢʦʣʽʚ ʫʧʨʘʚʣʽʥʥʷ ʢʣʶʯʘʤʠ, ʘ ʩʘʤʝ Oakley ʽ ʤʝʭʘʥʽʟʤʫ ʙʝʟʧʝʯʥʦʛʦ ʦʙʤʽʥʫ 

ʢʣʶʯʘʤʠ SKEME (Secure Key Exchange Mechanism). IKE ʚʠʟʥʘʯʝʥʦ ʚ RFC 

2409 çɯʥʪʝʨʥʝʪ-ʦʙʤʽʥ ʢʣʶʯʘʤʠè. 

ISAKMP ʤʘʻ ʜʚʽ ʬʘʟʠ. ʌʘʟʘ 1 ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʙʝʟʧʝʯʥʦʛʦ 

ʜʚʦʥʘʧʨʘʚʣʝʥʦʛʦ ʢʘʥʘʣʫ ʟʚôʷʟʢʫ ʤʽʞ ʦʜʥʦʨʘʥʛʦʚʠʤʠ IPsec. ʎʝʡ ʢʘʥʘʣ ʚʽʜʦʤʠʡ 

ʷʢ ISAKMP Security Association (SA). 

ɯʥʪʝʨʥʝʪ 

ʐʪʘʙ-ʢʚʘʨʪʠʨʘ 
ʢʦʤʧʘʥʽʾ 

IPsec ʪʫʥʝʣʴ 

ʌʽʣʽʷ 
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ʌʘʟʘ 1 

ʇʽʜ ʯʘʩ ʬʘʟʠ 1 ʫʟʛʦʜʞʝʥʥʷ ʚʽʜʙʫʚʘʻʪʴʩʷ ʦʙʤʽʥ ʢʽʣʴʢʦʤʘ ʘʪʨʠʙʫʪʘʤʠ, 

ʟʦʢʨʝʤʘ ʪʘʢʠʤʠ: 

- ʘʣʛʦʨʠʪʤʠ ʰʠʬʨʫʚʘʥʥʷ (Encryption algorithms); 

- ʘʣʛʦʨʠʪʤʠ ʭʝʰʫʚʘʥʥʷ (Hashing algorithms); 

- ʛʨʫʧʠ ɼʽʬʬʽ-ʍʝʣʣʤʘʥʘ (Diffie-Hellman groups); 

- ʤʝʪʦʜ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ (Authentication method); 

- ʩʧʝʮʠʬʽʯʥʽ ʘʪʨʠʙʫʪʠ ʧʦʩʪʘʯʘʣʴʥʠʢʘ (Vendor-specific attributes). 

ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʪʠʧʦʚʽ ʘʣʛʦʨʠʪʤʠ ʰʠʬʨʫʚʘʥʥʷ: 

- Data Encryption Standard (DES): 64 bits long; 

- Triple DES (3DES): 168 bits long; 

- Advanced Encryption Standard (AES): 128 bits long; 

- AES 192: 192 bits long; 

- AES 256: 256 bits long. 

ɸʣʛʦʨʠʪʤʠ ʭʝʰʫʚʘʥʥʷ ʚʢʣʶʯʘʶʪʴ: 

- ʘʣʛʦʨʠʪʤ ʙʝʟʧʝʯʥʦʛʦ ʭʝʰʫʚʘʥʥʷ SHA (Secure Hash Algorithm); 

- ʘʣʛʦʨʠʪʤ ʜʘʡʜʞʝʩʪʫ ʧʦʚʽʜʦʤʣʝʥʥʷ 5 MD5 (Message digest algorithm 5). 

ʇʦʰʠʨʝʥʠʤʠ ʤʝʪʦʜʘʤʠ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʻ ʧʦʧʝʨʝʜʥʽ ʩʧʽʣʴʥʽ ʢʣʶʯʽ (ʜʝ 

ʦʜʥʦʨʘʥʛʦʚʽ ʚʫʟʣʠ ʫʟʛʦʜʞʫʶʪʴ ʩʧʽʣʴʥʠʡ ʩʝʢʨʝʪ) ʽ ʮʠʬʨʦʚʽ ʩʝʨʪʠʬʽʢʘʪʠ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʚʽʜʢʨʠʪʠʭ ʢʣʶʯʽʚ PKI (Public Key 

Infrastructure). 

  ɺʠ ʤʦʞʝʪʝ ʩʪʚʦʨʠʪʠ Phase 1 SA ʜʚʦʤʘ ʩʧʦʩʦʙʘʤʠ: 

- ʦʩʥʦʚʥʠʡ ʨʝʞʠʤ (Main mode); 

- ʘʛʨʝʩʠʚʥʠʡ ʨʝʞʠʤ (Aggressive mode). 

ɺ ʦʩʥʦʚʥʦʤʫ ʨʝʞʠʤʽ ʚʫʟʣʠ IPsec ʟʘʚʝʨʰʫʶʪʴ ʦʙʤʽʥ ʰʽʩʪʴʤʘ ʧʘʢʝʪʘʤʠ ʚ ʪʨʠ 

ʮʠʢʣʠ ʜʣʷ ʫʟʛʦʜʞʝʥʥʷ ISAKMP SA, ʪʦʜʽ ʷʢ ʘʛʨʝʩʠʚʥʠʡ ʨʝʞʠʤ ʟʘʚʝʨʰʫʻ 

ʫʟʛʦʜʞʝʥʥʷ SA ʚ ʪʨʴʦʭ ʦʙʤʽʥʘʭ ʧʘʢʝʪʘʤʠ. ʆʩʥʦʚʥʠʡ ʨʝʞʠʤ ʟʘʙʝʟʧʝʯʫʻ ʟʘʭʠʩʪ 

ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʷʢʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʧʦʧʝʨʝʜʥʽ ʩʧʽʣʴʥʽ 
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ʢʣʶʯʽ. ɸʛʨʝʩʠʚʥʠʡ ʨʝʞʠʤ ʟʘʙʝʟʧʝʯʫʻ ʟʘʭʠʩʪ ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʦʾ ʽʥʬʦʨʤʘʮʽʾ, 

ʣʠʰʝ ʷʢʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʮʠʬʨʦʚʽ ʩʝʨʪʠʬʽʢʘʪʠ. 

ʈʠʩ. 9.6 ̔ ʣʶʩʪʨʫʻ ʦʙʤʽʥ ʰʽʩʪʴʤʘ ʧʘʢʝʪʘʤʠ ʚ ʦʩʥʦʚʥʦʤʫ ʨʝʞʠʤʽ ʫʟʛʦʜʞʝʥʥʷ. 

 

 

ʈʠʩ. 9.6. Main Mode ʫʟʛʦʜʞʝʥʥʷ 

 

ʅʘ ʨʠʩ. 9.6 ʜʚʘ ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ Cisco IOS 

ʥʘʣʘʰʪʦʚʘʥʽ ʥʘ ʟʘʚʝʨʰʝʥʥʷ ʪʫʥʝʣʶ VPN ʤʽʞ ʥʠʤʠ. ʄʘʨʰʨʫʪʠʟʘʪʦʨ, 

ʧʦʟʥʘʯʝʥʠʡ ʷʢ R1, ʻ ʽʥʽʮʽʘʪʦʨʦʤ, ʘ R2 ð ʚʽʜʧʦʚʽʜʘʯʝʤ. ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʢʨʦʢʠ, 

ʟʦʙʨʘʞʝʥʽ ʥʘ ʨʠʩ. 9.6. 

ʂʨʦʢ 1. R1 (ʽʥʽʮʽʘʪʦʨ) ʤʘʻ ʜʚʽ ʥʘʣʘʰʪʦʚʘʥʽ ʧʨʦʧʦʟʠʮʽʾ ISAKMP. ʋ ʧʝʨʰʦʤʫ 

ʧʘʢʝʪʽ R1 ʥʘʜʩʠʣʘʻ ʩʚʦʾ ʥʘʣʘʰʪʦʚʘʥʽ ʧʨʦʧʦʟʠʮʽʾ R2. 

ʂʨʦʢ 2. R2 ʦʮʽʥʶʻ ʦʪʨʠʤʘʥʫ ʧʨʦʧʦʟʠʮʽʶ. ʆʩʢʽʣʴʢʠ ʫ ʥʴʦʛʦ ʻ ʧʨʦʧʦʟʠʮʽʷ, 

ʷʢʘ ʟʙʽʛʘʻʪʴʩʷ ʟ ʧʨʦʧʦʟʠʮʽʻʶ ʽʥʽʮʽʘʪʦʨʘ, R2 ʥʘʜʩʠʣʘʻ ʧʨʠʡʥʷʪʫ ʧʨʦʧʦʟʠʮʽʶ 

ʥʘʟʘʜ R1 ʫ ʜʨʫʛʦʤʫ ʧʘʢʝʪʽ. 

3DES 
SHA 
DH2 

DES 
MD5 
DH1 

3DES 
SHA 
DH2 

ʆʙʤʽʥ ʢʣʶʯʘʤʠ Diffie-
Hellman ï ʦʪʨʠʤʘʥʦ 

SKEYID 

ɺʽʜʙʫʚʘʻʪʴʩʷ ʦʙʤʽʥ 
ʽʜʝʥʪʠʬʽʢʘʪʦʨʘʤʠ ʪʘ 
ʧʝʨʝʚʽʨʢʘ HASH. 
*ʎʽ ʜʚʘ ʧʘʢʝʪʠ 
ʟʘʰʠʬʨʦʚʘʥʽ 

ʌʘʟʘ 1. ʫʟʛʦʜʞʝʥʥʷ ʧʘʨʘʤʝʪʨʽʚ SA ʟʘʚʝʨʰʝʥʦ 

ɯʥʽʮʽʘʪʦʨ ɺʽʜʧʦʚʽʜʘʯ 
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ʂʨʦʢ 3. ʈʦʟʧʦʯʘʪʦ ʦʙʤʽʥ ʽ ʨʦʟʨʘʭʫʥʦʢ ɼʽʬʬʽ-ʍʝʣʣʤʘʥʘ (Diffie-Hellman). R1 

ʥʘʜʩʠʣʘʻ ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʦʙʤʽʥʫ ʢʣʶʯʘʤʠ KE (Key Exchange) ʽ 

ʚʠʧʘʜʢʦʚʦ ʟʛʝʥʝʨʦʚʘʥʝ ʟʥʘʯʝʥʥʷ, ʷʢʝ ʥʘʟʠʚʘʻʪʴʩʷ nonce. 

ʂʨʦʢ 4. R2 ʦʪʨʠʤʫʻ ʽʥʬʦʨʤʘʮʽʶ ʪʘ ʟʤʽʥʶʻ ʨʽʚʥʷʥʥʷ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ 

ʟʘʧʨʦʧʦʥʦʚʘʥʫ ʛʨʫʧʫ/ʦʙʤʽʥ ɼʽʬʬʽ-ʍʝʣʣʤʘʥʘ ʜʣʷ ʛʝʥʝʨʘʮʽʾ SKEYID. 

ʂʨʦʢ 5. R1 ʥʘʜʩʠʣʘʻ ʩʚʦʶ ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ. ʇ'ʷʪʠʡ ʧʘʢʝʪ 

ʟʘʰʠʬʨʦʚʘʥʦ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʘʪʝʨʽʘʣʫ ʢʣʶʯʘ, ʦʪʨʠʤʘʥʦʛʦ ʟ SKEYID. ɿʽʨʦʯʢʘ 

ʥʘ ʨʠʩ. 9.6 ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʽʣʶʩʪʨʘʮʽʾ ʪʦʛʦ, ʱʦ ʮʝʡ ʧʘʢʝʪ ʟʘʰʠʬʨʦʚʘʥʦ. 

ʂʨʦʢ 6. R2 ʧʝʨʝʚʽʨʷʻ ʽʜʝʥʪʠʯʥʽʩʪʴ R1, ʘ R2 ʥʘʜʩʠʣʘʻ ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʫ 

ʽʥʬʦʨʤʘʮʽʶ R1. ʎʝʡ ʧʘʢʝʪ ʪʘʢʦʞ ʟʘʰʠʬʨʦʚʘʥʠʡ. 

 

ʌʘʟʘ 2 

ʌʘʟʘ 2 ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʫʟʛʦʜʞʝʥʥʷ IPsec SA. ʎʷ ʬʘʟʘ ʪʘʢʦʞ ʚʽʜʦʤʘ 

ʷʢ ʰʚʠʜʢʠʡ ʨʝʞʠʤ. ISAKMP SA ʟʘʭʠʱʘʻ IPsec SA, ʦʩʢʽʣʴʢʠ ʚʩʽ ʢʦʨʠʩʥʽ ʜʘʥʽ 

ʟʘʰʠʬʨʦʚʘʥʽ, ʢʨʽʤ ʟʘʛʦʣʦʚʢʘ ISAKMP. ʈʠʩʫʥʦʢ 9.7 ʽʣʶʩʪʨʫʻ ʬʘʟʫ 2 

ʧʝʨʝʛʦʚʦʨʽʚ (Negotiation) ʤʽʞ ʜʚʦʤʘ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʤʠ, ʷʢʽ ʱʦʡʥʦ ʟʘʚʝʨʰʠʣʠ 

ʬʘʟʫ 1. 

 

 

ʈʠʩ. 9.7. ʌʘʟʘ 2 ʧʝʨʝʛʦʚʦʨʽʚ 

 

ESʈ 

3DɽS 
SHA 

 

ɯʥʽʮʽʘʪʦʨ ɺʽʜʧʦʚʽʜʘʯ 

ESʈ 
3DɽS 
SHA 
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ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʢʨʦʢʠ, ʜʽʷ ʷʢʠʭ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩ. 9.7. 

ʂʨʦʢ 1. R1 ʥʘʜʩʠʣʘʻ ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ, ʧʨʦʧʦʟʠʮʽʶ IPsec SA, 

ʦʜʥʦʨʘʟʦʚʝ ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʪʘ (ʥʝʦʙʦʚôʷʟʢʦʚʦ) ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ 

KE, ʷʢʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ PFS (Perfect Forward Secrecy). PFS 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʥʘʜʘʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʨʦʟʨʘʭʫʥʢʽʚ ɼʽʬʬʽ-ʍʝʣʣʤʘʥʘ. 

ʂʨʦʢ 2. R2 ʧʦʨʽʚʥʶʻ ʦʪʨʠʤʘʥʫ ʧʨʦʧʦʟʠʮʽʶ ʟʽ ʩʚʦʻʶ ʥʘʣʘʰʪʦʚʘʥʦʶ 

ʧʨʦʧʦʟʠʮʽʻʶ ʪʘ ʥʘʜʩʠʣʘʻ ʧʨʠʡʥʷʪʫ ʧʨʦʧʦʟʠʮʽʶ ʥʘʟʘʜ ʜʦ R1 ʨʘʟʦʤ ʽʟ ʾʾ 

ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʦʶ ʽʥʬʦʨʤʘʮʽʻʶ, ʦʜʥʦʨʘʟʦʚʠʤ ʢʦʨʠʩʥʠʤ ʥʘʚʘʥʪʘʞʝʥʥʷʤ ʽ 

ʥʝʦʙʦʚôʷʟʢʦʚʠʤ ʢʦʨʠʩʥʠʤ ʥʘʚʘʥʪʘʞʝʥʥʷʤ KE. 

ʂʨʦʢ 3. R1 ʦʮʽʥʶʻ ʧʨʦʧʦʟʠʮʽʶ R2 ʽ ʥʘʜʩʠʣʘʻ ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʧʨʦ ʫʩʧʽʰʥʝ 

ʫʟʛʦʜʞʝʥʥʷ IPsec SA. ʎʝ ʟʘʧʫʩʢʘʻ ʧʨʦʮʝʩ ʰʠʬʨʫʚʘʥʥʷ ʜʘʥʠʭ. 

IPsec ʚʠʢʦʨʠʩʪʦʚʫʻ ʜʚʘ ʨʽʟʥʽ ʧʨʦʪʦʢʦʣʠ ʜʣʷ ʽʥʢʘʧʩʫʣʷʮʽʾ ʜʘʥʠʭ ʯʝʨʝʟ VPN-

ʪʫʥʝʣʴ: 

- ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʙʝʟʧʝʢʠ ʽʥʢʘʧʩʫʣʷʮʽʾ ESP (Encapsulation Security 

Payload): IP-ʧʨʦʪʦʢʦʣ 50; 

- ʟʘʛʦʣʦʚʦʢ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ AH (Authentication Header): IP-ʧʨʦʪʦʢʦʣ 51. 

 IPsec ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʚʘ ʨʝʞʠʤʠ ʟ AH ʘʙʦ ESP: 

Å ʊʨʘʥʩʧʦʨʪʥʠʡ ʨʝʞʠʤ: ʟʘʭʠʱʘʻ ʧʨʦʪʦʢʦʣʠ ʚʝʨʭʥʴʦʛʦ ʨʽʚʥʷ, ʪʘʢʽ ʷʢ 

ʧʨʦʪʦʢʦʣ ʜʝʡʪʘʛʨʘʤ ʢʦʨʠʩʪʫʚʘʯʘ (UDP) ʽ TCP 

Å ʊʫʥʝʣʴʥʠʡ ʨʝʞʠʤ: ʟʘʭʠʱʘʻ ʚʝʩʴ IP-ʧʘʢʝʪ 

ʊʨʘʥʩʧʦʨʪʥʠʡ ʨʝʞʠʤ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʰʠʬʨʫʚʘʥʥʷ ʪʘ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ 

ʧʘʢʝʪʽʚ ʜʘʥʠʭ ʤʽʞ ʦʜʥʦʨʘʥʛʦʚʠʤʠ ʚʫʟʣʘʤʠ. ʊʠʧʦʚʠʤ ʧʨʠʢʣʘʜʦʤ ʮʴʦʛʦ ʻ 

ʚʠʢʦʨʠʩʪʘʥʥʷ GRE ʯʝʨʝʟ ʪʫʥʝʣʴ IPsec. ʈʝʞʠʤ ʪʫʥʝʣʶ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ 

ʰʠʬʨʫʚʘʥʥʷ ʪʘ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ IP-ʧʘʢʝʪʽʚ, ʢʦʣʠ ʚʦʥʠ ʩʪʚʦʨʶʶʪʴʩʷ ʭʦʩʪʘʤʠ, 

ʧʽʜʢʣʶʯʝʥʠʤʠ ʟʘ ʧʨʠʩʪʨʦʻʤ VPN. ʊʫʥʝʣʴʥʠʡ ʨʝʞʠʤ ʜʦʜʘʻ ʜʦʜʘʪʢʦʚʠʡ IP-

ʟʘʛʦʣʦʚʦʢ ʜʦ ʧʘʢʝʪʘ, ʷʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 9.8, ʷʢʠʡ ʜʝʤʦʥʩʪʨʫʻ ʦʩʥʦʚʥʫ ʨʽʟʥʠʮʶ 

ʤʽʞ ʪʨʘʥʩʧʦʨʪʥʠʤ ʽ ʪʫʥʝʣʴʥʠʤ ʨʝʞʠʤʘʤʠ. ɺʽʥ ʤʽʩʪʠʪʴ ʧʨʠʢʣʘʜ IP-ʧʘʢʝʪʫ, 

ʽʥʢʘʧʩʫʣʴʦʚʘʥʦʛʦ ʚ GRE, ʽ ʨʽʟʥʠʮʶ, ʢʦʣʠ ʚʽʥ ʟʘʰʠʬʨʦʚʘʥʠʡ ʫ ʪʨʘʥʩʧʦʨʪʥʦʤʫ 

ʪʘ ʪʫʥʝʣʴʥʦʤʫ ʨʝʞʠʤʘʭ. 
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ʈʠʩ. 9.8. ʇʨʠʢʣʘʜ ʨʝʞʠʤʫ ʪʫʥʝʣʶ ʪʘ ʪʨʘʥʩʧʦʨʪʫʚʘʥʥʷ 

 

9.4. SSL VPN  

 

VPN ʥʘ ʦʩʥʦʚʽ SSL ʩʴʦʛʦʜʥʽ ʢʦʨʠʩʪʫʻʪʴʩʷ ʚʝʣʠʢʠʤ ʧʦʧʠʪʦʤ. ʇʨʦʪʦʢʦʣ SSL 

ʥʘʟʠʚʘʶʪʴ ʙʝʟʧʝʢʦʶ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʨʽʚʥʷ TLS (Transport Layer Security). 

ɯʥʞʝʥʝʨʥʘ ʨʦʙʦʯʘ ʛʨʫʧʘ ɯʥʪʝʨʥʝʪʫ IETF (Internet Engineering Task Force) 

ʩʪʚʦʨʠʣʘ TLS, ʱʦʙ ʦʙôʻʜʥʘʪʠ ʨʽʟʥʽ ʚʝʨʩʽʾ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ SSL ʫ ʟʘʛʘʣʴʥʠʡ 

ʚʽʜʢʨʠʪʠʡ ʩʪʘʥʜʘʨʪ. 

ʆʜʥʽʻʶ ʟ ʥʘʡʧʦʧʫʣʷʨʥʽʰʠʭ ʬʫʥʢʮʽʡ SSL VPN ʻ ʤʦʞʣʠʚʽʩʪʴ ʟʘʧʫʩʢʘʪʠ 

ʙʨʘʫʟʝʨ, ʥʘʧʨʠʢʣʘʜ Microsoft Internet Explorer ʽ Firefox, ʽ ʧʨʦʩʪʦ ʧʽʜʢʣʶʯʘʪʠʩʷ 

ʜʦ ʘʜʨʝʩʠ ʧʨʠʩʪʨʦʶ VPN. ʋ ʙʽʣʴʰʦʩʪʽ ʨʝʘʣʽʟʘʮʽʡ ʤʦʞʣʠʚʝ ʙʝʟʢʣʽʻʥʪʩʴʢʝ 

ʨʽʰʝʥʥʷ. ʂʦʨʠʩʪʫʚʘʯʽ ʤʦʞʫʪʴ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʽʥʪʨʘʥʝʪ-

ʩʘʡʪʽʚ, ʧʦʨʪʘʣʽʚ ʽ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ ʤʘʡʞʝ ʟ ʙʫʜʴ-ʷʢʦʛʦ ʤʽʩʮʷ (ʥʘʚʽʪʴ ʟ ʢʽʦʩʢʫ 

ʘʝʨʦʧʦʨʪʫ). ʆʩʢʽʣʴʢʠ ʙʽʣʴʰʽʩʪʴ ʣʶʜʝʡ ʜʦʟʚʦʣʷʶʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ SSL (ʧʦʨʪ 

TCP 443) ʯʝʨʝʟ ʩʚʦʾ ʙʨʘʥʜʤʘʫʝʨʠ, ʥʝʤʘʻ ʧʦʪʨʝʙʠ ʚʽʜʢʨʠʚʘʪʠ ʜʦʜʘʪʢʦʚʽ ʧʦʨʪʠ. 

ɼʣʷ ʙʽʣʴʰ ʜʝʪʘʣʴʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʨʝʩʫʨʩʽʚ ʥʘ ʢʦʤʧôʶʪʝʨ 

ʢʦʨʠʩʪʫʚʘʯʘ ʤʦʞʥʘ ʚʩʪʘʥʦʚʠʪʠ ʢʣʽʻʥʪ lite - SSL. Cisco ʧʽʜʪʨʠʤʫʻ ʷʢ 

ʙʝʟʢʣʽʻʥʪʩʴʢʠʡ SSL VPN (WebVPN), ʪʘʢ ʽ ʧʦʣʝʛʰʝʥʠʡ ʢʣʽʻʥʪ. ʂʣʽʻʥʪ SSL VPN 

SVC (SSL VPN Client) ʥʘʜʘʻ ʚʽʜʜʘʣʝʥʠʤ ʢʦʨʠʩʪʫʚʘʯʘʤ ʧʝʨʝʚʘʛʠ ʢʣʽʻʥʪʘ IPsec 
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VPN ʙʝʟ ʥʝʦʙʭʽʜʥʦʩʪʽ ʤʝʨʝʞʝʚʠʤ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘʤ ʚʩʪʘʥʦʚʣʶʚʘʪʠ ʪʘ 

ʥʘʣʘʰʪʦʚʫʚʘʪʠ ʢʣʽʻʥʪʠ IPsec VPN ʥʘ ʚʽʜʜʘʣʝʥʠʭ ʢʦʤʧôʶʪʝʨʘʭ. SVC 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʰʠʬʨʫʚʘʥʥʷ SSL, ʷʢʝ ʚʞʝ ʻ ʥʘ ʚʽʜʜʘʣʝʥʦʤʫ ʢʦʤʧôʶʪʝʨʽ, ʜʣʷ 

ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʥʘ ʧʨʠʩʪʨʦʾ VPN. 

 

9.5. Ƚɔɝɞɑɘɔ ɎɔɫɎɗɑəəɫ Ɏɞɚɜɏəɑəɨ IDS ɱ ɝɔɝɞɑɘɔ 

ɓɌɛɚɍɱɏɌəəɫ Ɏɞɚɜɏəɑəəɫɘ IPS 

 

ʈʦʟʛʣʷʥʝʤʦ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ IDS (Intrusion Detection Systems) 

ʽ ʩʠʩʪʝʤʠ ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʦʨʛʥʝʥʥʷʤ IPS (Intrusion Prevention Systems). IDS ð 

ʮʝ ʧʨʠʩʪʨʦʾ, ʷʢʽ ʚʠʷʚʣʷʶʪʴ (ʚ ʨʝʞʠʤʽ ʙʝʟʣʘʜʥʦʛʦ ʟʚôʷʟʢʫ) ʩʧʨʦʙʠ ʟʣʦʚʤʠʩʥʠʢʘ 

ʦʪʨʠʤʘʪʠ ʥʝʘʚʪʦʨʠʟʦʚʘʥʠʡ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ ʯʠ ʭʦʩʪʫ ʟ ʤʝʪʦʶ ʟʥʠʞʝʥʥʷ 

ʧʨʦʜʫʢʪʠʚʥʦʩʪʽ ʘʙʦ ʚʠʢʨʘʜʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ. ɺʦʥʠ ʪʘʢʦʞ ʚʠʷʚʣʷʶʪʴ ʘʪʘʢʠ 

ʨʦʟʧʦʜʽʣʝʥʦʾ ʚʽʜʤʦʚʠ ʚ ʦʙʩʣʫʛʦʚʫʚʘʥʥʽ (DDoS), ʭʨʦʙʘʢʽʚ ʽ ʩʧʘʣʘʭʠ ʚʽʨʫʩʽʚ. 

ʇʨʠʩʪʨʦʾ IPS ʟʜʘʪʥʽ ʚʠʷʚʣʷʪʠ ʚʩʽ ʮʽ ʟʘʛʨʦʟʠ ʙʝʟʧʝʮʽ; ʦʜʥʘʢ ʚʦʥʠ ʪʘʢʦʞ ʤʦʞʫʪʴ 

ʚʽʜʢʠʜʘʪʠ ʥʝʚʽʜʧʦʚʽʜʥʽ ʧʘʢʝʪʠ ʚʩʝʨʝʜʠʥʽ. ʇʘʢʝʪʠ, ʷʢʽ ʥʝ ʚʽʜʧʦʚʽʜʘʶʪʴ 

ʧʦʣʽʪʠʢʘʤ ʙʝʟʧʝʢʠ, ʥʝ ʙʫʜʫʪʴ ʧʨʦʭʦʜʠʪʠ ʜʦ ʟʘʭʠʱʝʥʦʾ ʤʝʨʝʞʽ. ʎʝ ʛʦʣʦʚʥʘ 

ʚʽʜʤʽʥʥʽʩʪʴ ʤʽʞ ʩʠʩʪʝʤʘʤʠ IDS ʽ IPS. ʅʘ ʨʠʩ. 9.9 ʧʦʢʘʟʘʥʦ, ʷʢ ʧʨʠʩʪʨʽʡ IDS 

ʥʘʣʘʰʪʦʚʘʥʦ ʜʣʷ ʙʝʟʣʘʜʥʦʛʦ ʚʠʷʚʣʝʥʥʷ ʟʘʛʨʦʟ ʙʝʟʧʝʮʽ. 

 

ʈʠʩ. 9.9. ʇʨʠʢʣʘʜ IDS 
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ʅʘ ʨʠʩ. 9.9 ʟʣʦʚʤʠʩʥʠʢ ʥʘʜʩʠʣʘʻ ʰʢʽʜʣʠʚʠʡ ʧʘʢʝʪ ʥʘ ʚʝʙ-ʩʝʨʚʝʨ. ʇʨʠʩʪʨʽʡ 

IDS ʘʥʘʣʽʟʫʻ ʧʘʢʝʪ ʽ ʥʘʜʩʠʣʘʻ ʩʧʦʚʽʱʝʥʥʷ ʜʦ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ (ʫ ʮʴʦʤʫ 

ʧʨʠʢʣʘʜʽ CS-MARS). ʐʢʽʜʣʠʚʠʡ ʧʘʢʝʪ ʧʦʪʨʘʧʣʷʻ ʥʘ ʚʝʙ-ʩʝʨʚʝʨ. ʅʘʚʧʘʢʠ, ʥʘ 

ʨʠʩ. 9.10 ʧʦʢʘʟʘʥʦ, ʷʢ ʧʨʠʩʪʨʽʡ IPS ʨʦʟʤʽʱʫʻʪʴʩʷ ʚ ʤʝʨʝʞʽ ʪʘ ʚʽʜʢʠʜʘʻ 

ʥʝʚʽʜʧʦʚʽʜʥʠʡ ʧʘʢʝʪ, ʥʘʜʩʠʣʘʶʯʠ ʩʧʦʚʽʱʝʥʥʷ ʩʠʩʪʝʤʽ ʤʦʥʽʪʦʨʠʥʛʫ. 

 

 

ʈʠʩ. 9.10. ʇʨʠʢʣʘʜ IPS 

 

ɯʩʥʫʻ ʜʚʘ ʨʽʟʥʠʭ ʪʠʧʠ IPS: 

- ʤʝʨʝʞʥʠʡ NIPS (Network-based); 

- ʥʘ ʦʩʥʦʚʽ ʭʦʩʪʘ HIPS (Host-based). 

ʇʨʠʢʣʘʜʘʤʠ NIPS ʻ ʜʘʪʯʠʢʠ Cisco IPS 4200, ʤʦʜʫʣʴ IPS Catalyst 6500 ʽ 

Cisco ASA ʟ ʤʦʜʫʣʝʤ ʨʦʟʰʠʨʝʥʠʭ ʩʣʫʞʙ ʙʝʟʧʝʢʠ ʽʥʩʧʝʢʮʽʾ ʪʘ ʧʨʦʬʽʣʘʢʪʠʢʠ 

AIP-SSM (Advanced Inspection and Prevention Security Services Module). 

ʇʨʠʢʣʘʜʦʤ IPS ʥʘ ʦʩʥʦʚʽ ʭʦʩʪʘ ʻ CSA. 

ʄʝʨʝʞʥʽ IDS ʽ IPS ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʢʽʣʴʢʘ ʤʝʪʦʜʦʣʦʛʽʡ ʚʠʷʚʣʝʥʥʷ, 

ʥʘʧʨʠʢʣʘʜ, ʱʦ ʥʘʚʝʜʝʥʽ ʥʠʞʯʝ: 

- ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ (pattern-matching) ʽ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʟʙʽʛʽʚ ʟʘ 

ʰʘʙʣʦʥʘʤʠ; 

- ʘʥʘʣʽʟ ʧʨʦʪʦʢʦʣʫ; 

- ʝʚʨʠʩʪʠʯʥʠʡ ʘʥʘʣʽʟ; 

- ʘʥʘʣʽʟ ʥʘ ʦʩʥʦʚʽ ʘʥʦʤʘʣʽʡ. 
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9.5.1. ȮɱɐɛɚɎɱɐəɱɝɞɨ ɤɌɍɗɚəɟ 

 

ɿʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ (pattern-matching) ï ʮʝ ʤʝʪʦʜʦʣʦʛʽʷ, ʟʘ ʷʢʦʾ ʧʨʠʩʪʨʽʡ 

ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʰʫʢʘʻ ʬʽʢʩʦʚʘʥʫ ʧʦʩʣʽʜʦʚʥʽʩʪʴ ʙʘʡʪʽʚ ʫ ʧʘʢʝʪʘʭ, ʱʦ 

ʧʨʦʭʦʜʷʪʴ ʤʝʨʝʞʝʶ. ʗʢ ʧʨʘʚʠʣʦ, ʰʘʙʣʦʥ ʫʟʛʦʜʞʫʻʪʴʩʷ ʟ ʧʘʢʝʪʦʤ, ʷʢʠʡ 

ʧʦʚôʷʟʘʥʠʡ ʟ ʚʽʜʧʦʚʽʜʥʦʶ ʧʦʩʣʫʛʦʶ ʘʙʦ, ʟʦʢʨʝʤʘ, ʧʦʚôʷʟʘʥʠʡ ʟ ʧʦʨʪʦʤ 

ʜʞʝʨʝʣʘ ʪʘ ʧʨʠʟʥʘʯʝʥʥʷ. ʊʘʢʠʡ ʧʽʜʭʽʜ ʟʤʝʥʰʫʻ ʢʽʣʴʢʽʩʪʴ ʧʝʨʝʚʽʨʦʢ ʢʦʞʥʦʛʦ 

ʧʘʢʝʪʘ. ʆʜʥʘʢ ʚʽʥ ʦʙʤʝʞʝʥʠʡ ʧʦʩʣʫʛʘʤʠ ʪʘ ʧʨʦʪʦʢʦʣʘʤʠ, ʧʦʚôʷʟʘʥʠʤʠ ʟ ʯʽʪʢʦ 

ʚʠʟʥʘʯʝʥʠʤʠ ʧʦʨʪʘʤʠ. ʇʨʦʪʦʢʦʣʠ, ʷʢʽ ʥʝ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ 

ʧʦʨʪ ʨʽʚʥʷ 4, ʥʝ ʢʣʘʩʠʬʽʢʫʶʪʴʩʷ. ʎʷ ʪʘʢʪʠʢʘ ʚʠʢʦʨʠʩʪʦʚʫʻ ʢʦʥʮʝʧʮʽʶ ʧʽʜʧʠʩʽʚ 

- ʩʠʛʥʘʪʫʨ. ʉʠʛʥʘʪʫʨʘ ð ʮʝ ʥʘʙʽʨ ʫʤʦʚ, ʷʢʽ ʚʢʘʟʫʶʪʴ ʥʘ ʧʝʚʥʠʡ ʪʠʧ 

ʚʪʦʨʛʥʝʥʥʷ. ʅʘʧʨʠʢʣʘʜ, ʷʢʱʦ ʧʝʚʥʠʡ TCP-ʧʘʢʝʪ ʤʘʻ ʧʦʨʪ ʧʨʠʟʥʘʯʝʥʥʷ 1234, ʘ 

ʡʦʛʦ ʢʦʨʠʩʥʝ ʥʘʚʘʥʪʘʞʝʥʥʷ ʤʽʩʪʠʪʴ ʨʷʜʦʢ çff11ff22è, ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʪʘʢʦʛʦ 

ʨʷʜʢʘ ʩʧʨʘʮʴʦʚʫʻ ʩʧʦʚʽʱʝʥʥʷ. ʂʨʽʤ ʪʦʛʦ, ʧʽʜʧʠʩ ʤʦʞʝ ʤʽʩʪʠʪʠ ʷʚʥʫ ʧʦʯʘʪʢʦʚʫ 

ʪʘ ʢʽʥʮʝʚʫ ʪʦʯʢʠ ʜʣʷ ʧʝʨʝʚʽʨʢʠ ʚ ʢʦʥʢʨʝʪʥʦʤʫ ʧʘʢʝʪʽ. 

ʆʜʥʠʤ ʽʟ ʛʦʣʦʚʥʠʭ ʥʝʜʦʣʽʢʽʚ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʻ ʪʝ, ʱʦ ʚʦʥʦ ʤʦʞʝ 

ʧʨʠʟʚʝʩʪʠ ʜʦ ʟʥʘʯʥʦ ʚʠʩʦʢʦʛʦ ʨʽʚʥʷ ʧʦʤʠʣʢʦʚʠʭ ʩʧʨʘʮʴʦʚʫʚʘʥʴ. ʇʦʤʠʣʢʦʚʽ 

ʩʧʨʘʮʴʦʚʫʚʘʥʥʷ ï ʮʝ ʩʧʦʚʽʱʝʥʥʷ, ʷʢʽ ʥʝ ʻ ʩʧʨʘʚʞʥʴʦʶ ʰʢʽʜʣʠʚʦʶ ʜʽʷʣʴʥʽʩʪʶ. 

ʅʘʚʧʘʢʠ, ʙʫʜʴ-ʷʢʽ ʟʤʽʥʠ ʚ ʘʪʘʮʽ ʤʦʞʫʪʴ ʧʨʠʟʚʝʩʪʠ ʜʦ ʟʘʙʫʪʠʭ ʧʦʜʽʡ ʩʧʨʘʚʞʥʽʭ 

ʘʪʘʢ, ʷʢʽ ʟʘʟʚʠʯʘʡ ʥʘʟʠʚʘʶʪʴ ʭʠʙʥʠʤʠ ʥʝʛʘʪʠʚʘʤʠ. ʑʦʙ ʫʩʫʥʫʪʠ ʜʝʷʢʽ ʟ ʮʠʭ 

ʦʙʤʝʞʝʥʴ, ʙʫʣʦ ʩʪʚʦʨʝʥʦ ʙʽʣʴʰ ʜʦʩʢʦʥʘʣʠʡ ʤʝʪʦʜ. ʎʷ ʤʝʪʦʜʦʣʦʛʽʷ 

ʥʘʟʠʚʘʻʪʴʩʷ ʨʦʟʧʽʟʥʘʚʘʥʥʷʤ ʟʽʩʪʘʚʣʝʥʥʷ ʰʘʙʣʦʥʽʚ ʽʟ ʟʙʝʨʝʞʝʥʥʷʤ ʩʪʘʥʫ, ʷʢʘ 

ʧʝʨʝʜʙʘʯʘʻ, ʱʦ ʩʠʩʪʝʤʠ, ʷʢʽ ʚʠʢʦʥʫʶʪʴ ʮʝʡ ʪʠʧ ʘʥʘʣʽʟʫ ʧʽʜʧʠʩʫ, ʧʦʚʠʥʥʽ 

ʚʨʘʭʦʚʫʚʘʪʠ ʭʨʦʥʦʣʦʛʽʯʥʠʡ ʧʦʨʷʜʦʢ ʧʘʢʝʪʽʚ ʫ ʧʦʪʦʮʽ TCP. ɿʦʢʨʝʤʘ, ʚʦʥʠ 

ʧʦʚʠʥʥʽ ʦʮʽʥʶʚʘʪʠ ʪʘ ʧʽʜʪʨʠʤʫʚʘʪʠ ʧʝʨʝʚʽʨʢʫ ʩʪʘʥʫ ʪʘʢʠʭ ʧʘʢʝʪʽʚ ʽ ʧʦʪʦʢʽʚ. 
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9.5.2. ȬəɌɗɱɓ ɛɜɚɞɚɖɚɗɟ 

 

ɸʥʘʣʽʟ ʧʨʦʪʦʢʦʣʫ (ʘʙʦ ʧʽʜʧʠʩʠ ʥʘ ʙʘʟʽ ʜʝʢʦʜʫʚʘʥʥʷ ʧʨʦʪʦʢʦʣʫ) ʥʘʟʠʚʘʶʪʴ 

ʨʦʟʰʠʨʝʥʥʷʤ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʰʘʙʣʦʥʽʚ ʽʟ ʟʙʝʨʝʞʝʥʥʷʤ ʩʪʘʥʫ. ʄʝʨʝʞʥʠʡ IDS 

ʚʠʢʦʥʫʻ ʘʥʘʣʽʟ ʧʨʦʪʦʢʦʣʫ, ʜʝʢʦʜʫʶʯʠ ʚʩʽ ʧʨʦʪʦʢʦʣʴʥʽ ʘʙʦ ʢʣʽʻʥʪ-ʩʝʨʚʝʨʥʽ 

ʨʦʟʤʦʚʠ. NIDS ʽʜʝʥʪʠʬʽʢʫʻ ʝʣʝʤʝʥʪʠ ʧʨʦʪʦʢʦʣʫ ʪʘ ʘʥʘʣʽʟʫʻ ʾʭ, ʰʫʢʘʶʯʠ 

ʧʦʨʫʰʝʥʥʷ. ɼʝʷʢʽ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ ʧʝʨʝʛʣʷʜʘʶʪʴ ʧʦʣʷ ʧʨʦʪʦʢʦʣʫ 

ʚ ʧʝʨʝʚʽʨʝʥʠʭ ʧʘʢʝʪʘʭ. ɯʥʰʽ ʚʠʤʘʛʘʶʪʴ ʙʽʣʴʰ ʩʢʣʘʜʥʠʭ ʤʝʪʦʜʽʚ, ʪʘʢʠʭ ʷʢ 

ʧʝʨʝʚʽʨʢʘ ʜʦʚʞʠʥʠ ʧʦʣʷ ʚ ʧʨʦʪʦʢʦʣʽ ʘʙʦ ʢʽʣʴʢʦʩʪʽ ʘʨʛʫʤʝʥʪʽʚ. ʅʘʧʨʠʢʣʘʜ, ʫ 

ʧʨʦʩʪʦʤʫ ʧʨʦʪʦʢʦʣʽ ʧʝʨʝʜʘʯʽ ʧʦʰʪʠ SMTP (Simple Mail Transfer Protocol) 

ʧʨʠʩʪʨʽʡ ʤʦʞʝ ʧʝʨʝʛʣʷʜʘʪʠ ʧʝʚʥʽ ʢʦʤʘʥʜʠ ʪʘ ʧʦʣʷ, ʪʘʢʽ ʷʢ HELO, MAIL, RCPT, 

DATA, RSET, NOOP ʽ QUIT. ʎʷ ʪʝʭʥʽʢʘ ʟʤʝʥʰʫʻ ʡʤʦʚʽʨʥʽʩʪʴ ʧʦʤʠʣʢʦʚʠʭ 

ʩʧʨʘʮʴʦʚʫʚʘʥʴ, ʷʢʱʦ ʧʨʦʪʦʢʦʣ, ʱʦ ʘʥʘʣʽʟʫʻʪʴʩʷ, ʧʨʘʚʠʣʴʥʦ ʚʠʟʥʘʯʝʥʦ ʪʘ 

ʜʦʪʨʠʤʫʻʪʴʩʷ. ɿ ʽʥʰʦʛʦ ʙʦʢʫ, ʩʠʩʪʝʤʘ ʤʦʞʝ ʩʧʦʚʽʱʘʪʠ ʧʨʦ ʯʠʩʣʝʥʥʽ ʧʦʤʠʣʢʦʚʽ 

ʩʧʨʘʮʴʦʚʫʚʘʥʥʷ, ʷʢʱʦ ʚʠʟʥʘʯʝʥʥʷ ʧʨʦʪʦʢʦʣʫ ʥʝʦʜʥʦʟʥʘʯʥʝ ʘʙʦ ʜʦʧʫʩʢʘʻ 

ʛʥʫʯʢʽʩʪʴ ʫ ʡʦʛʦ ʨʝʘʣʽʟʘʮʽʾ. 

 

9.5.3. ȱɎɜɔɝɞɔɣəɔɕ ɌəɌɗɱɓ 

 

ɯʥʰʠʡ ʧʽʜʭʽʜ ʜʦ ʚʠʷʚʣʝʥʥʷ ʤʝʨʝʞʥʦʛʦ ʚʪʦʨʛʥʝʥʥʷ ʧʦʣʷʛʘʻ ʫ ʚʠʢʦʥʘʥʥʽ 

ʝʚʨʠʩʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ. ɽʚʨʠʩʪʠʯʥʝ ʩʢʘʥʫʚʘʥʥʷ ʚʠʢʦʨʠʩʪʦʚʫʻ ʘʣʛʦʨʠʪʤʽʯʥʫ 

ʣʦʛʽʢʫ ʩʪʘʪʠʩʪʠʯʥʦʛʦ ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ, ʱʦ ʧʨʦʭʦʜʠʪʴ ʯʝʨʝʟ ʤʝʨʝʞʫ. ʁʦʛʦ 

ʟʘʚʜʘʥʥʷ ʧʦʪʨʝʙʫʶʪʴ ʧʨʦʮʝʩʦʨʘ ʪʘ ʨʝʩʫʨʩʽʚ. ʎʝ ʚʘʞʣʠʚʠʡ ʤʦʤʝʥʪ ʧʽʜ ʯʘʩ 

ʧʣʘʥʫʚʘʥʥʷ ʨʦʟʛʦʨʪʘʥʥʷ. ɸʣʛʦʨʠʪʤʠ ʥʘ ʦʩʥʦʚʽ ʝʚʨʠʩʪʠʢʠ ʤʦʞʫʪʴ ʚʠʤʘʛʘʪʠ 

ʪʦʯʥʦʛʦ ʥʘʣʘʰʪʫʚʘʥʥʷ, ʱʦʙ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ ʪʘ 

ʤʽʥʽʤʽʟʫʚʘʪʠ ʡʤʦʚʽʨʥʽʩʪʴ ʧʦʤʠʣʢʦʚʠʭ ʩʧʨʘʮʴʦʚʫʚʘʥʴ. ʅʘʧʨʠʢʣʘʜ, ʩʠʛʥʘʪʫʨʘ 

ʩʠʩʪʝʤʠ ʤʦʞʝ ʛʝʥʝʨʫʚʘʪʠ ʩʠʛʥʘʣ ʪʨʠʚʦʛʠ, ʷʢʱʦ ʩʢʘʥʫʻʪʴʩʷ ʜʽʘʧʘʟʦʥ ʧʦʨʪʽʚ ʥʘ 

ʧʝʚʥʦʤʫ ʭʦʩʪʽ ʯʠ ʤʝʨʝʞʽ. ʉʠʛʥʘʪʫʨʫ ʪʘʢʦʞ ʤʦʞʥʘ ʦʨʛʘʥʽʟʫʚʘʪʠ ʜʣʷ ʦʙʤʝʞʝʥʥʷ 

ʧʝʚʥʠʭ ʪʠʧʽʚ ʧʘʢʝʪʽʚ (ʥʘʧʨʠʢʣʘʜ, ʧʘʢʝʪʽʚ TCP SYN). 
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9.5.4. ȬəɌɗɱɓ əɌ ɚɝəɚɎɱ ɌəɚɘɌɗɱɕ 

 

ɯʥʰʘ ʧʨʘʢʪʠʢʘ ʚʽʜʩʪʝʞʫʻ ʤʝʨʝʞʥʠʡ ʪʨʘʬʽʢ, ʷʢʠʡ ʚʽʜʨʽʟʥʷʻʪʴʩʷ ʚʽʜ 

çʥʦʨʤʘʣʴʥʠʭè ʤʦʜʝʣʝʡ ʧʦʚʝʜʽʥʢʠ. ʎʷ ʧʨʘʢʪʠʢʘ ʥʘʟʠʚʘʻʪʴʩʷ ʘʥʘʣʽʟʦʤ ʥʘ ʦʩʥʦʚʽ 

ʘʥʦʤʘʣʽʡ. ɺʠ ʧʦʚʠʥʥʽ ʚʠʟʥʘʯʠʪʠ, ʱʦ ʚʚʘʞʘʻʪʴʩʷ ʥʦʨʤʘʣʴʥʦʶ ʧʦʚʝʜʽʥʢʦʶ. 

ʉʠʩʪʝʤʠ ʪʘ ʧʨʦʛʨʘʤʠ, ʧʦʚʝʜʽʥʢʫ ʷʢʠʭ ʤʦʞʥʘ ʣʝʛʢʦ ʚʚʘʞʘʪʠ ʥʦʨʤʘʣʴʥʦʶ, 

ʤʦʞʥʘ ʢʣʘʩʠʬʽʢʫʚʘʪʠ ʷʢ ʩʠʩʪʝʤʠ ʥʘ ʦʩʥʦʚʽ ʝʚʨʠʩʪʠʢʠ. ʆʜʥʘʢ ʽʥʦʜʽ ʙʫʚʘʻ 

ʩʢʣʘʜʥʦ ʢʣʘʩʠʬʽʢʫʚʘʪʠ ʢʦʥʢʨʝʪʥʫ ʧʦʚʝʜʽʥʢʫ ʷʢ ʥʦʨʤʘʣʴʥʫ ʯʠ ʥʝʥʦʨʤʘʣʴʥʫ ʥʘ 

ʦʩʥʦʚʽ ʨʽʟʥʠʭ ʬʘʢʪʦʨʽʚ. ʎʽ ʬʘʢʪʦʨʠ ʚʢʣʶʯʘʶʪʴ ʫʟʛʦʜʞʝʥʽ ʧʨʦʪʦʢʦʣʠ ʪʘ ʧʦʨʪʠ, 

ʟʤʽʥʠ ʚ ʢʦʥʢʨʝʪʥʠʭ ʧʨʦʛʨʘʤʘʭ ʽ ʟʤʽʥʠ ʚ ʘʨʭʽʪʝʢʪʫʨʽ ʤʝʨʝʞʽ. ʈʽʟʥʦʚʠʜʦʤ ʮʴʦʛʦ 

ʪʠʧʫ ʘʥʘʣʽʟʫ ʻ ʚʠʷʚʣʝʥʥʷ ʥʘ ʦʩʥʦʚʽ ʧʨʦʬʽʣʶ. ʎʝ ʜʦʟʚʦʣʷʻ ʩʠʩʪʝʤʘʤ 

ʦʨʢʝʩʪʨʫʚʘʪʠ ʩʚʦʾ ʩʠʛʥʘʣʠ ʪʨʠʚʦʛʠ ʧʨʦ ʟʤʽʥʠ ʚ ʪʦʤʫ, ʷʢ ʽʥʰʽ ʩʠʩʪʝʤʠ ʘʙʦ 

ʢʽʥʮʝʚʽ ʢʦʨʠʩʪʫʚʘʯʽ ʚʟʘʻʤʦʜʽʶʪʴ ʫ ʤʝʨʝʞʽ. ɯʥʰʠʤ ʚʠʜʦʤ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʻ 

ʚʠʷʚʣʝʥʥʷ ʥʘ ʦʩʥʦʚʽ ʧʨʦʪʦʢʦʣʫ. ʎʷ ʩʭʝʤʘ ʧʦʚôʷʟʘʥʘ ʟ ʤʝʪʦʜʦʤ ʧʨʦʪʦʢʦʣʴʥʦʛʦ 

ʜʝʢʦʜʫʚʘʥʥʷ, ʘʣʝ ʥʝ ʧʣʫʪʘʪʠ ʟ ʥʠʤ. ʊʝʭʥʽʢʘ ʚʠʷʚʣʝʥʥʷ ʥʘ ʦʩʥʦʚʽ ʧʨʦʪʦʢʦʣʫ 

ʟʘʣʝʞʠʪʴ ʚʽʜ ʯʽʪʢʦ ʚʠʟʥʘʯʝʥʠʭ ʧʨʦʪʦʢʦʣʽʚ, ʦʩʢʽʣʴʢʠ ʚʦʥʘ ʚʠʷʚʣʷʻ ʷʢ ʘʥʦʤʘʣʽʶ 

ʙʫʜʴ-ʷʢʝ ʥʝʧʝʨʝʜʙʘʯʫʚʘʥʝ ʟʥʘʯʝʥʥʷ ʯʠ ʢʦʥʬʽʛʫʨʘʮʽʶ ʚ ʧʦʣʽ ʫ ʚʽʜʧʦʚʽʜʥʦʤʫ 

ʧʨʦʪʦʢʦʣʽ. ɯʩʥʫʶʪʴ ʙʽʣʴʰ ʩʢʣʘʜʥʽ ʤʝʪʦʜʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ. 

 

9.6. Ƚɔɝɞɑɘɔ ɎɔɫɎɗɑəəɫ ɌəɚɘɌɗɱɕ 

 

IDS ʪʘ IPS ʟʘʙʝʟʧʝʯʫʶʪʴ ʯʫʜʦʚʽ ʤʦʞʣʠʚʦʩʪʽ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʥʘ 

ʧʨʠʢʣʘʜʥʦʤʫ ʨʽʚʥʽ. ʆʜʥʘʢ ʫ ʥʠʭ ʻ ʩʣʘʙʢʘ ʩʪʦʨʦʥʘ ð ʚʦʥʠ ʥʝ ʤʦʞʫʪʴ ʚʠʷʚʠʪʠ 

DDoS-ʘʪʘʢʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʜʽʡʩʥʠʭ ʧʘʢʝʪʽʚ (valid packets). ʇʨʠʩʪʨʦʾ IDS ʪʘ IPS 

ʦʧʪʠʤʽʟʦʚʘʥʽ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ ʥʘ ʧʨʠʢʣʘʜʥʦʤʫ ʨʽʚʥʽ ʥʘ ʦʩʥʦʚʽ ʩʠʛʥʘʪʫʨ. 

ɹ̔ ʣʴʰʽʩʪʴ ʽʟ ʥʠʭ ʥʝ ʟʘʙʝʟʧʝʯʫʶʪʴ ʟʘʭʠʩʪʫ çʥʫʣʴʦʚʠʡ ʜʝʥʴè. 
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ʅʝʟʚʘʞʘʶʯʠ ʥʘ ʪʝ, ʱʦ ʜʝʷʢʽ ʧʨʠʩʪʨʦʾ IPS ʧʨʦʧʦʥʫʶʪʴ ʤʦʞʣʠʚʦʩʪʽ ʥʘ 

ʦʩʥʦʚʽ ʘʥʦʤʘʣʽʡ, ʥʝʦʙʭʽʜʥʽ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʪʘʢʠʭ ʘʪʘʢ, ʚʦʥʠ ʚʠʤʘʛʘʶʪʴ 

ʨʝʪʝʣʴʥʦʛʦ ʥʘʣʘʰʪʫʚʘʥʥʷ ʚʨʫʯʥʫ ʝʢʩʧʝʨʪʘʤʠ ʪʘ ʥʝ ʽʜʝʥʪʠʬʽʢʫʶʪʴ ʢʦʥʢʨʝʪʥʽ 

ʧʦʪʦʢʠ ʘʪʘʢ. 

ɺʠ ʤʦʞʝʪʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʜʣʷ ʧʦʤôʷʢʰʝʥʥʷ 

ʘʪʘʢ DDoS ʽ ʩʧʘʣʘʭʽʚ ʥʫʣʴʦʚʦʛʦ ʜʥʷ. ʗʢ ʧʨʘʚʠʣʦ, ʩʠʩʪʝʤʘ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ 

ʚʽʜʩʪʝʞʫʻ ʤʝʨʝʞʥʠʡ ʪʨʘʬʽʢ ʽ ʧʦʧʝʨʝʜʞʘʻ ʘʙʦ ʨʝʘʛʫʻ ʥʘ ʙʫʜʴ-ʷʢʝ ʨʘʧʪʦʚʝ 

ʟʙʽʣʴʰʝʥʥʷ ʪʨʘʬʽʢʫ ʪʘ ʙʫʜʴ-ʷʢʽ ʽʥʰʽ ʘʥʦʤʘʣʽʾ. ʅʘʧʨʠʢʣʘʜ, Cisco ʥʘʜʘʻ ʧʦʚʥʝ 

ʨʽʰʝʥʥʷ ʜʣʷ ʟʘʭʠʩʪʫ ʚʽʜ DDoS, ʟʘʩʥʦʚʘʥʝ ʥʘ ʧʨʠʥʮʠʧʘʭ ʚʠʷʚʣʝʥʥʷ, 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʥʷ, ʧʝʨʝʚʽʨʢʠ ʪʘ ʧʝʨʝʘʜʨʝʩʘʮʽʾ, ʱʦʙ ʟʘʙʝʟʧʝʯʠʪʠ ʧʦʚʥʠʡ ʟʘʭʠʩʪ. 

ʇʨʠʢʣʘʜʘʤʠ ʩʢʣʘʜʥʠʭ ʩʠʩʪʝʤ ʚʠʷʚʣʝʥʥʷ ʘʥʦʤʘʣʽʡ ʻ ʜʝʪʝʢʪʦʨʠ ʘʥʦʤʘʣʽʡ 

ʪʨʘʬʽʢʫ Cisco ʪʘ ʧʨʠʩʪʨʦʾ ʧʦʤôʷʢʰʝʥʥʷ DDoS-ʘʪʘʢ Cisco Guard . 

ɺʠ ʪʘʢʦʞ ʤʦʞʝʪʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ NetFlow ʷʢ ʽʥʩʪʨʫʤʝʥʪ ʚʠʷʚʣʝʥʥʷ 

ʘʥʦʤʘʣʽʡ. NetFlow ð ʮʝ ʪʝʭʥʦʣʦʛʽʷ Cisco, ʷʢʘ ʧʽʜʪʨʠʤʫʻ ʤʦʥʽʪʦʨʠʥʛ 

ʤʝʨʝʞʥʦʛʦ ʪʨʘʬʽʢʫ. ʇʨʠʥʘʜʥʽʩʪʴ NetFlow ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʚʽʥ 

ʙʝʟʢʦʰʪʦʚʥʠʡ ʟ ʙʫʜʴ-ʷʢʠʤ ʣʽʮʝʥʟʦʚʘʥʠʤ ʦʙʨʘʟʦʤ Cisco IOS. 

NetFlow ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʨʦʪʦʢʦʣ ʥʘ ʦʩʥʦʚʽ UDP ʜʣʷ ʧʝʨʽʦʜʠʯʥʦʛʦ 

ʟʚʽʪʫʚʘʥʥʷ ʧʨʦ ʧʦʪʦʢʠ, ʷʢʽ ʙʘʯʠʪʴ ʧʨʠʩʪʨʽʡ Cisco IOS. ʇʦʪʽʢ ð ʮʝ ʢʦʥʮʝʧʮʽʷ 

ʨʽʚʥʷ 7, ʷʢʘ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʥʘʣʘʰʪʫʚʘʥʥʷ ʩʝʘʥʩʫ, ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʽ ʟʘʚʝʨʰʝʥʥʷ 

ʩʝʘʥʩʫ. 

 

9.7. ȬɎɞɑəɞɔɠɱɖɌɢɱɫ, ɌɎɞɚɜɔɓɌɢɱɫ ɞɌ ɚɍɗɱɖ AAA ɱ 

ɟɛɜɌɎɗɱəəɫ ɱɐɑəɞɔɠɱɖɌɢɱɯɪ 

 

AAA (Authentication, Authorization, and Accounting) ʧʨʦʧʦʥʫʻ ʨʽʟʥʽ 

ʨʽʰʝʥʥʷ, ʷʢʽ ʟʘʙʝʟʧʝʯʫʶʪʴ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʝʚʠʭ ʨʝʩʫʨʩʽʚ. ʋ ʮʴʦʤʫ 

ʨʦʟʜʽʣʽ ʧʨʝʜʩʪʘʚʣʝʥʽ ʢʦʥʮʝʧʮʽʾ AAA ʪʘ ʫʧʨʘʚʣʽʥʥʷ ʽʜʝʥʪʠʬʽʢʘʮʽʻʶ. 
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ɸʚʪʝʥʪʠʬʽʢʘʮʽʷ (Authentication) ï ʮʝ ʧʨʦʮʝʩ ʧʝʨʝʚʽʨʢʠ ʢʦʨʠʩʪʫʚʘʯʽʚ ʥʘ 

ʦʩʥʦʚʽ ʾʭʥʽʭ ʽʜʝʥʪʠʬʽʢʘʮʽʡʥʠʭ ʜʘʥʠʭ ʽ ʧʦʧʝʨʝʜʥʴʦ ʚʠʟʥʘʯʝʥʠʭ ʦʙʣʽʢʦʚʠʭ 

ʜʘʥʠʭ, ʪʘʢʠʭ ʷʢ ʧʘʨʦʣʽ ʪʘ ʽʥʰʽ ʤʝʭʘʥʽʟʤʠ, ʪʘʢʽ ʷʢ ʮʠʬʨʦʚʽ ʩʝʨʪʠʬʽʢʘʪʠ. 

ɸʚʪʝʥʪʠʬʽʢʘʮʽʷ ʰʠʨʦʢʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚ ʙʘʛʘʪʴʦʭ ʨʽʟʥʠʭ ʧʨʦʛʨʘʤʘʭ, ʚʽʜ 

ʢʦʨʠʩʪʫʚʘʯʘ, ʷʢʠʡ ʥʘʤʘʛʘʻʪʴʩʷ ʫʚʽʡʪʠ ʚ ʤʝʨʝʞʫ, ʚʝʙ-ʩʝʨʚʝʨ ʽ ʙʝʟʜʨʦʪʦʚʫ ʪʦʯʢʫ 

ʜʦʩʪʫʧʫ, ʜʦ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ, ʷʢʠʡ ʚʭʦʜʠʪʴ ʚ ʙʨʘʥʜʤʘʫʝʨ, ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʘʙʦ 

ʙʫʜʴ-ʷʢʠʡ ʽʥʰʠʡ ʤʝʨʝʞʥʠʡ ʧʨʠʩʪʨʽʡ ʜʣʷ ʫʩʧʽʰʥʦʛʦ ʥʘʣʘʰʪʫʚʘʥʥʷ ʧʝʨʰʦʛʦ. 

ʂʦʥʮʝʧʮʽʷ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʧʨʦʩʪʘ. ʇʝʨʰ ʥʽʞ ʚʠ ʟʤʦʞʝʪʝ ʟʥʷʪʠ ʛʨʦʰʽ ʟ 

ʫʣʶʙʣʝʥʦʛʦ ʙʘʥʢʫ, ʢʘʩʠʨ ʟʘʧʠʪʘʻ ʚʘʰʽ ʦʙʣʽʢʦʚʽ ʜʘʥʽ (ʧʦʩʚʽʜʯʝʥʥʷ ʚʦʜʽʷ, ʥʦʤʝʨ 

ʨʘʭʫʥʢʫ ʪʦʱʦ). ʇʦʜʽʙʥʠʤ ʯʠʥʦʤ ʤʝʨʝʞʝʚʽ ʧʨʠʩʪʨʦʾ, ʩʝʨʚʝʨʠ ʪʘ ʽʥʰʽ ʩʠʩʪʝʤʠ 

ʤʦʞʫʪʴ ʟʘʧʠʪʫʚʘʪʠ ʫ ʚʘʩ ʦʙʣʽʢʦʚʽ ʜʘʥʽ, ʪʘʢʽ ʷʢ ʧʘʨʦʣʽ ʪʘ ʮʠʬʨʦʚʽ ʩʝʨʪʠʬʽʢʘʪʠ, 

ʱʦʙ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ ʯʠ ʙʫʜʴ-ʷʢʠʭ ʽʥʰʠʭ ʨʝʩʫʨʩʽʚ. 

ɸʚʪʦʨʠʟʘʮʽʷ (Authorization) ð ʮʝ ʤʝʪʦʜ, ʟʘ ʜʦʧʦʤʦʛʦʶ ʷʢʦʛʦ ʤʝʨʝʞʥʠʡ 

ʧʨʠʩʪʨʽʡ ʟʙʠʨʘʻ ʥʘʙʽʨ ʘʪʨʠʙʫʪʽʚ, ʷʢʽ ʨʝʛʫʣʶʶʪʴ, ʷʢʽ ʟʘʚʜʘʥʥʷ ʢʦʨʠʩʪʫʚʘʯ ʤʘʻ 

ʧʨʘʚʦ ʚʠʢʦʥʫʚʘʪʠ. ʎʽ ʘʪʨʠʙʫʪʠ ʚʠʤʽʨʶʶʪʴʩʷ ʚ ʙʘʟʽ ʜʘʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

ʈʝʟʫʣʴʪʘʪʠ ʧʦʚʝʨʪʘʶʪʴʩʷ ʥʘ ʤʝʨʝʞʥʠʡ ʧʨʠʩʪʨʽʡ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʢʚʘʣʽʬʽʢʘʮʽʾ 

ʢʦʨʠʩʪʫʚʘʯʘ ʪʘ ʦʙʤʝʞʝʥʴ. 

ʆʙʣʽʢ (Accountingis) ð ʮʝ ʧʨʦʮʝʩ ʟʙʦʨʫ ʪʘ ʥʘʜʩʠʣʘʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ 

ʢʦʨʠʩʪʫʚʘʯʘ ʥʘ ʩʝʨʚʝʨ AAA, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʽʜʩʪʝʞʝʥʥʷ ʯʘʩʫ 

ʚʭʦʜʫ (ʢʦʣʠ ʢʦʨʠʩʪʫʚʘʯ ʫʚʽʡʰʦʚ ʽ ʚʠʡʰʦʚ) ʽ ʧʦʩʣʫʛ, ʜʦ ʷʢʠʭ ʢʦʨʠʩʪʫʚʘʯʽ ʤʘʶʪʴ 

ʜʦʩʪʫʧ. ʎʶ ʽʥʬʦʨʤʘʮʽʶ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʚʠʩʪʘʚʣʝʥʥʷ ʨʘʭʫʥʢʽʚ, 

ʘʫʜʠʪʫ ʪʘ ʟʚʽʪʥʦʩʪʽ. 

ʉʴʦʛʦʜʥʽ ʚ ʤʝʨʝʞʘʭ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʚʘ ʧʦʰʠʨʝʥʠʭ ʧʨʦʪʦʢʦʣʠ AAA: 

- ʉʣʫʞʙʘ ʚʽʜʜʘʣʝʥʦʾ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʢʦʨʠʩʪʫʚʘʯʘ RADIUS (Remote 

Authentication Dial-in User Service); 

- ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʽʥʥʷTACACS+ (Terminal Access Controller Access Control 

System Plus). 
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9.7.1. Ȼɜɚɞɚɖɚɗ RADIUS  

 

RADIUS ð ʮʝ ʰʠʨʦʢʦ ʧʦʰʠʨʝʥʠʡ ʩʪʘʥʜʘʨʪʥʠʡ ʧʨʦʪʦʢʦʣ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ, 

ʚʠʟʥʘʯʝʥʠʡ ʫ RFC 2865. RADIUS ʧʨʘʮʶʻ ʚ ʤʦʜʝʣʽ ʢʣʽʻʥʪ/ʩʝʨʚʝʨ. ʂʣʽʻʥʪ 

RADIUS ʟʘʟʚʠʯʘʡ ʥʘʟʠʚʘʶʪʴ ʩʝʨʚʝʨʦʤ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ NAS (network access 

server). NAS ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʧʝʨʝʜʘʯʫ ʽʥʬʦʨʤʘʮʽʾ ʧʨʦ ʢʦʨʠʩʪʫʚʘʯʘ ʥʘ ʩʝʨʚʝʨ 

RADIUS. ʄʝʨʝʞʥʽ ʧʨʠʩʪʨʦʾ, ʪʘʢʽ ʷʢ ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ, ʙʨʘʥʜʤʘʫʝʨʠ ʪʘ 

ʢʦʤʫʪʘʪʦʨʠ, ʤʦʞʫʪʴ ʜʽʷʪʠ ʷʢ NAS ʽ ʘʚʪʝʥʪʠʬʽʢʫʚʘʪʠ ʢʦʨʠʩʪʫʚʘʯʽʚ ʥʘ ʦʩʥʦʚʽ 

ʚʽʜʧʦʚʽʜʽ ʩʝʨʚʝʨʘ RADIUS. Cisco ʨʦʟʨʦʙʣʷʻ ʪʘ ʧʨʦʜʘʻ ʩʝʨʚʝʨ RADIUS ʽ 

TACACS+ ʧʽʜ ʥʘʟʚʦʶ ACS (Cisco Secure Access Control Server). Cisco Secure 

ACS ʧʽʜʪʨʠʤʫʻ ʰʠʨʦʢʠʡ ʥʘʙʽʨ ʬʫʥʢʮʽʡ ʽ ʧʨʦʛʨʘʤ AAA. ʎʽ ʨʦʟʰʠʨʝʥʽ ʬʫʥʢʮʽʾ 

ʚʢʣʶʯʘʶʪʴ ʥʘʩʪʫʧʥʝ: 

- ʧʽʜʪʨʠʤʢʘ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʢʦʨʠʩʪʫʚʘʯʽʚ ʟʘ ʧʨʦʪʦʢʦʣʦʤ LDAP (Lightweight 

Directory Access Protocol) ʽ ODBC (Open Database Connectivity); 

- ʧʽʜʪʨʠʤʢʘ ʛʥʫʯʢʦʛʦ ʪʠʧʫ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ 802.1X, ʚʢʣʶʯʘʶʯʠ ʙʝʟʧʝʢʫ 

ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʨʽʚʥʷ ʨʦʟʰʠʨʶʚʘʥʦʛʦ ʧʨʦʪʦʢʦʣʫ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ (EAP-TLS), 

ʟʘʭʠʱʝʥʠʡ EAP (PEAP), ʛʥʫʯʢʫ ʘʚʪʝʥʪʠʬʽʢʘʮʽʶ EAP ʯʝʨʝʟ ʙʝʟʧʝʯʥʝ 

ʪʫʥʝʣʶʚʘʥʥʷ (EAP-FAST) ʽ ʘʣʛʦʨʠʪʤ ʜʘʡʜʞʝʩʪʫ ʧʦʚʽʜʦʤʣʝʥʴ EAP 5 (EAP- 

MD5) ʪʘ ʽʥʰʽ ʧʨʦʪʦʢʦʣʠ; 

- ʯʘʩʦʚʠʡ ʜʦʩʪʫʧ; 

- ʤʦʞʣʠʚʽʩʪʴ ʟʘʚʘʥʪʘʞʝʥʥʷ ʜʣʷ ʙʫʜʴ-ʷʢʦʛʦ ʧʨʠʩʪʨʦʶ ʨʽʚʥʷ 3, ʚʢʣʶʯʘʶʯʠ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ, ʙʨʘʥʜʤʘʫʝʨʠ ʪʘ VPN; 

- ʘʚʪʦʨʠʟʘʮʽʷ ʢʦʤʘʥʜ ʧʨʠʩʪʨʦʶ; 

- ʨʦʟʰʠʨʝʥʽ ʬʫʥʢʮʽʾ ʩʠʥʭʨʦʥʽʟʘʮʽʾ ʙʘʟʠ ʜʘʥʠʭ ʽ ʨʝʧʣʽʢʘʮʽʾ; 

- ʦʙʤʝʞʝʥʥʷ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ; 

- ʤʦʞʣʠʚʦʩʪʽ ʜʝʪʘʣʴʥʦʾ ʟʚʽʪʥʦʩʪʽ ʪʘ ʙʫʭʛʘʣʪʝʨʩʴʢʦʛʦ ʦʙʣʽʢʫ; 

- ʧʨʦʬʽʣʽ ʢʦʨʠʩʪʫʚʘʯʽʚ ʽ ʛʨʫʧ ʧʨʠʩʪʨʦʾʚ. 

ʈʠʩ. 9.11. ʽʣʶʩʪʨʫʻ ʙʘʟʦʚʠʡ ʧʨʦʮʝʩ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ RADIUS. 
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ʈʠʩ. 9.11. ʇʨʦʮʝʩ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ RADIUS 

 

ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʢʨʦʢʠ, ʟʦʙʨʘʞʝʥʽ ʥʘ ʨʠʩ. 9.11. 

ʂʨʦʢ 1. ɿʘʧʠʪ ʥʘ ʜʦʩʪʫʧ ʥʘʜʩʠʣʘʻʪʴʩʷ ʚʽʜ ʢʣʽʻʥʪʘ AAA (ʫ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ) ʜʦ ʩʝʨʚʝʨʘ RADIUS. 

ʂʨʦʢ 2. ʗʢʱʦ ʢʦʨʠʩʪʫʚʘʯʘ ʫʩʧʽʰʥʦ ʘʚʪʝʥʪʠʬʽʢʦʚʘʥʦ, ʚʽʜ ʩʝʨʚʝʨʘ RADIUS 

ʜʦ ʢʣʽʻʥʪʘ AAA ʥʘʜʩʠʣʘʻʪʴʩʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʧʨʠʡʥʷʪʪʷ ʜʦʩʪʫʧʫ. ʎʝʡ ʧʘʢʝʪ 

ʜʦʩʪʫʧʫ-ʧʨʠʡʥʷʪʪʷ ʤʦʞʝ ʤʽʩʪʠʪʠ ʘʪʨʠʙʫʪʠ ʘʚʪʦʨʠʟʘʮʽʾ, ʷʢʱʦ ʘʚʪʦʨʠʟʘʮʽʶ 

ʚʚʽʤʢʥʝʥʦ. ʗʢʱʦ ʢʦʨʠʩʪʫʚʘʯ ʥʝ ʧʨʦʡʰʦʚ ʫʩʧʽʰʥʫ ʘʚʪʝʥʪʠʬʽʢʘʮʽʶ, ʥʘʪʦʤʽʩʪʴ 

ʥʘʜʩʠʣʘʻʪʴʩʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʚʽʜʤʦʚʫ ʚ ʜʦʩʪʫʧʽ. 

ʂʨʦʢ 3. ʇʦʚʽʜʦʤʣʝʥʥʷ ʽʟ ʟʘʧʠʪʦʤ ʥʘ ʦʙʣʽʢ (ʧʦʯʘʪʦʢ - start) ʥʘʜʩʠʣʘʻʪʴʩʷ ʚʽʜ 

ʢʣʽʻʥʪʘ AAA (ʷʢʱʦ ʥʘʣʘʰʪʦʚʘʥʦ ʥʘ ʦʙʣʽʢ) ʥʘ ʩʝʨʚʝʨ RADIUS. 

ʂʨʦʢ 4. ʗʢʱʦ RADIUS-ʩʝʨʚʝʨ ʥʘʣʘʰʪʦʚʘʥʦ ʜʣʷ ʦʙʣʽʢʫ, ʚʽʥ ʚʽʜʧʦʚʽʜʘʻ 

ʧʽʜʪʚʝʨʜʞʝʥʥʷʤ. 

ʂʨʦʢ 5. ʅʘʧʨʠʢʽʥʮʽ ʩʝʘʥʩʫ ʢʦʨʠʩʪʫʚʘʯʘ ʧʦʚʽʜʦʤʣʝʥʥʷ ʽʟ ʟʘʧʠʪʦʤ ʥʘ ʦʙʣʽʢ 

(ʟʫʧʠʥʢʘ - stop) ʥʘʜʩʠʣʘʻʪʴʩʷ ʚʽʜ ʢʣʽʻʥʪʘ AAA (ʷʢʱʦ ʥʘʣʘʰʪʦʚʘʥʦ ʥʘ ʦʙʣʽʢ) ʥʘ 

ʩʝʨʚʝʨ RADIUS. 

ɸɸɸ-ʢʣʽʻʥʪ 
RADIUS-ʩʝʨʚʝʨ 
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ʂʨʦʢ 6. ʗʢʱʦ RADIUS-ʩʝʨʚʝʨ ʥʘʣʘʰʪʦʚʘʥʦ ʜʣʷ ʦʙʣʽʢʫ, ʚʽʥ ʚʽʜʧʦʚʽʜʘʻ 

ʧʽʜʪʚʝʨʜʞʝʥʥʷʤ. 

ʎʝʡ ʦʙʤʽʥ ʟʜʽʡʩʥʶʻʪʴʩʷ ʯʝʨʝʟ UDP. ʉʪʘʨʽʰʽ ʚʝʨʩʽʾ RADIUS 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʧʦʨʪ UDP 1645 ʜʣʷ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʧʦʨʪ UDP 1646 ʜʣʷ 

ʦʙʣʽʢʫ. ʅʦʚʽʰʽ ʨʝʘʣʽʟʘʮʽʾ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʧʦʨʪ UDP 1812 ʜʣʷ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ 

ʪʘ ʧʦʨʪ UDP 1813 ʜʣʷ ʦʙʣʽʢʫ. 

ʉʝʨʚʝʨ RADIUS ʪʘʢʦʞ ʤʦʞʝ ʥʘʜʩʠʣʘʪʠ ʢʣʽʻʥʪʫ AAA ʘʪʨʠʙʫʪʠ IETF ʘʙʦ 

ʧʦʩʪʘʯʘʣʴʥʠʢʘ ʟʘʣʝʞʥʦ ʚʽʜ ʨʝʘʣʽʟʘʮʽʾ ʪʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʠʭ ʧʦʩʣʫʛ. ʎʽ ʘʪʨʠʙʫʪʠ 

ʤʦʞʫʪʴ ʤʽʩʪʠʪʠ ʪʘʢʫ ʽʥʬʦʨʤʘʮʽʶ, ʷʢ IP-ʘʜʨʝʩʘ ʜʣʷ ʧʨʠʟʥʘʯʝʥʥʷ ʢʣʽʻʥʪʘ ʪʘ 

ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʘʚʪʦʨʠʟʘʮʽʶ. ʉʝʨʚʝʨʠ RADIUS ʧʦʻʜʥʫʶʪʴ ʬʘʟʠ 

ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʘʚʪʦʨʠʟʘʮʽʾ ʚ ʻʜʠʥʠʡ ʮʠʢʣ ʟʚôʷʟʢʫ ʟʘʧʠʪʫ ʪʘ ʚʽʜʧʦʚʽʜʽ. 

ʊʨʝʙʘ ʟʘʫʚʘʞʠʪʠ, ʱʦ ʧʨʦʪʦʢʦʣ RADIUS ʪʘʢʦʞ ʚʠʢʦʨʠʩʪʦʚʫʚʘʚʩʷ ʜʣʷ 

ʩʠʛʥʘʣʽʟʘʮʽʾ ʚ ʩʪʽʣʴʥʠʢʦʚʠʭ ʩʠʩʪʝʤʘʭ ʤʦʙʽʣʴʥʦʛʦ ʟʚôʷʟʢʫ, ʘʣʝ ʥʘ ʜʘʥʠʡ ʯʘʩ ʡʦʛʦ 

ʟʘʤʽʥʠʚ DIAMETER. 

 

9.7.2. Ȼɜɚɞɚɖɚɗ TACACS+ 

 

TACACS+ ð ʮʝ ʧʨʦʪʦʢʦʣ ʙʝʟʧʝʢʠ AAA, ʨʦʟʨʦʙʣʝʥʠʡ Cisco, ʷʢʠʡ 

ʟʘʙʝʟʧʝʯʫʻ ʮʝʥʪʨʘʣʽʟʦʚʘʥʫ ʧʝʨʝʚʽʨʢʫ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʷʢʽ ʥʘʤʘʛʘʶʪʴʩʷ ʦʪʨʠʤʘʪʠ 

ʜʦʩʪʫʧ ʜʦ ʧʨʠʩʪʨʦʾʚ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ. ʇʨʦʪʦʢʦʣ TACACS+ ʧʨʦʧʦʥʫʻ 

ʧʽʜʪʨʠʤʢʫ ʦʢʨʝʤʠʭ ʽ ʤʦʜʫʣʴʥʠʭ ʟʘʩʦʙʽʚ AAA. ʆʩʥʦʚʥʦʶ ʤʝʪʦʶ ʧʨʦʪʦʢʦʣʫ 

TACACS+ ʻ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʦʚʥʦʾ ʧʽʜʪʨʠʤʢʠ AAA ʜʣʷ ʫʧʨʘʚʣʽʥʥʷ ʢʽʣʴʢʦʤʘ 

ʤʝʨʝʞʝʚʠʤʠ ʧʨʠʩʪʨʦʷʤʠ. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ RADIUS, TACACS+ ʚʠʢʦʨʠʩʪʦʚʫʻ 

TCP-ʧʦʨʪ 49 ʟʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ ʟʘʤʽʩʪʴ UDP ʜʣʷ ʟʚôʷʟʢʫ. ʆʜʥʘʢ ʮʝ ʤʦʞʝ 

ʜʦʟʚʦʣʠʪʠ ʧʦʩʪʘʯʘʣʴʥʠʢʘʤ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ UDP. ʇʨʦʜʫʢʪʠ Cisco 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʚʝʨʩʽʶ TCP ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ TACACS+. ʂʦʥʮʝʧʮʽʷ 

ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ TACACS+ ʩʭʦʞʘ ʥʘ RADIUS. NAS ʥʘʜʩʠʣʘʻ ʟʘʧʠʪ 

ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʥʘ ʩʝʨʚʝʨ TACACS+, ʷʢʠʡ, ʫ ʩʚʦʶ ʯʝʨʛʫ, ʥʘʜʩʠʣʘʻ ʙʫʜʴ-ʷʢʝ ʟ 

ʥʘʩʪʫʧʥʠʭ ʧʦʚʽʜʦʤʣʝʥʴ ʥʘʟʘʜ ʜʦ NAS: 
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- ACCEPT: ʢʦʨʠʩʪʫʚʘʯʘ ʙʫʣʦ ʫʩʧʽʰʥʦ ʘʚʪʝʥʪʠʬʽʢʦʚʘʥʦ, ʽ ʟʘʧʠʪʘʥʫ ʧʦʩʣʫʛʫ 

ʙʫʜʝ ʜʦʟʚʦʣʝʥʦ. ʗʢʱʦ ʧʦʪʨʽʙʥʘ ʘʚʪʦʨʠʟʘʮʽʷ, ʧʨʦʮʝʩ ʘʚʪʦʨʠʟʘʮʽʾ ʨʦʟʧʦʯʥʝʪʴʩʷ 

ʟ ʮʴʦʛʦ ʤʦʤʝʥʪʫ. 

- REJECT: ʘʚʪʝʥʪʠʬʽʢʘʮʽʶ ʢʦʨʠʩʪʫʚʘʯʘ ʙʫʣʦ ʚʽʜʭʠʣʝʥʦ. ɿʘʣʝʞʥʦ ʚʽʜ 

ʩʝʨʚʝʨʘ TACACS+ ʽ NAS ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʤʦʞʝ ʙʫʪʠ ʟʘʧʨʦʧʦʥʦʚʘʥʦ ʧʦʚʪʦʨʠʪʠ 

ʩʧʨʦʙʫ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ. 

- ERROR: ʩʪʘʣʘʩʷ ʧʦʤʠʣʢʘ ʧʽʜ ʯʘʩ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ. ʎʝ ʤʦʞʝ ʩʪʘʪʠʩʷ ʯʝʨʝʟ 

ʧʨʦʙʣʝʤʠ ʟ ʧʽʜʢʣʶʯʝʥʥʷʤ ʜʦ ʤʝʨʝʞʽ ʘʙʦ ʧʦʤʠʣʢʫ ʢʦʥʬʽʛʫʨʘʮʽʾ. 

- CONTINUE: ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʧʨʦʧʦʥʫʻʪʴʩʷ ʥʘʜʘʪʠ ʜʦʜʘʪʢʦʚʫ ʽʥʬʦʨʤʘʮʽʶ 

ʜʣʷ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ. 

ʇʽʩʣʷ ʟʘʚʝʨʰʝʥʥʷ ʧʨʦʮʝʩʫ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ, ʷʢʱʦ ʧʦʪʨʽʙʥʘ ʘʚʪʦʨʠʟʘʮʽʷ, 

ʩʝʨʚʝʨ TACACS+ ʧʝʨʝʭʦʜʠʪʴ ʜʦ ʝʪʘʧʫ ʘʚʪʦʨʠʟʘʮʽʾ. ʇʝʨʰ ʥʽʞ ʧʝʨʝʡʪʠ ʜʦ 

ʘʚʪʦʨʠʟʘʮʽʾ TACACS+, ʢʦʨʠʩʪʫʚʘʯ ʧʦʚʠʥʝʥ ʧʨʦʡʪʠ ʫʩʧʽʰʥʫ ʘʚʪʝʥʪʠʬʽʢʘʮʽʶ. 

ʗʢ ʛʘʣʫʟʝʚʠʡ ʩʪʘʥʜʘʨʪ, RADIUS ʻ ʙʽʣʴʰ ʧʦʰʠʨʝʥʠʤ ʧʨʦʪʦʢʦʣʦʤ, ʥʽʞ 

TACACS+. 

 

9.7.3. ȶɚəɢɑɛɢɱɲ ɟɛɜɌɎɗɱəəɫ ɱɐɑəɞɔɠɱɖɌɢɱɯɪ 

 

ɹʘʛʘʪʦ ʨʽʰʝʥʴ ʽ ʩʠʩʪʝʤ ʫʧʨʘʚʣʽʥʥʷ ʽʜʝʥʪʠʬʽʢʘʮʽʻʶ ʘʚʪʦʤʘʪʠʯʥʦ 

ʫʧʨʘʚʣʷʶʪʴ ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʫ ʢʦʨʠʩʪʫʚʘʯʽʚ ʚ ʦʨʛʘʥʽʟʘʮʽʾ. ʉʴʦʛʦʜʥʽ 

ʧʽʜʧʨʠʻʤʩʪʚʘ/ʢʦʤʧʘʥʽʾ ʧʝʨʝʙʫʚʘʶʪʴ ʧʽʜ ʚʝʣʠʢʠʤ ʪʠʩʢʦʤ ʱʦʜʦ ʧʽʜʚʠʱʝʥʥʷ 

ʙʝʟʧʝʢʠ ʪʘ ʜʦʪʨʠʤʘʥʥʷ ʥʦʨʤʘʪʠʚʥʠʭ ʚʠʤʦʛ ʽ ʚʠʤʦʛ ʫʧʨʘʚʣʽʥʥʷ, ʱʦ ʧʨʠʟʚʦʜʠʪʴ 

ʜʦ ʙʽʣʴʰʦʾ ʪʝʨʤʽʥʦʚʦʩʪʽ ʨʦʟʛʦʨʪʘʥʥʷ ʨʽʰʝʥʴ ʜʣʷ ʫʧʨʘʚʣʽʥʥʷ ʽʜʝʥʪʠʬʽʢʘʮʽʻʶ. 

ɸʫʪʝʥʪʠʬʽʢʘʮʽʷ ʥʘ ʦʩʥʦʚʽ ʨʦʣʝʡ (Role-based authentication) ʻ ʢʣʶʯʦʚʦʶ 

ʢʦʥʮʝʧʮʽʻʶ ʫʧʨʘʚʣʽʥʥʷ ʽʜʝʥʪʠʬʽʢʘʮʽʻʶ. ʎʝ ʜʦʧʦʤʘʛʘʻ ʚʽʜʧʦʚʽʩʪʠ ʥʘ ʢʨʠʪʠʯʥʦ 

ʚʘʞʣʠʚʽ ʧʠʪʘʥʥʷ ʚʽʜʧʦʚʽʜʥʦʩʪʽ çʍʪʦ ʤʘʻ ʜʦʩʪʫʧ ʜʦ ʯʦʛʦ, ʢʦʣʠ, ʷʢ ʽ ʯʦʤʫ?è 

ʅʘʧʨʠʢʣʘʜ, ʟʘ ʜʦʧʦʤʦʛʦʶ ʘʫʪʝʥʪʠʬʽʢʘʮʽʾ ʥʘ ʦʩʥʦʚʽ ʨʦʣʝʡ ʧʽʜʨʷʜʥʠʢ, ʷʢʠʡ 

ʚʭʦʜʠʪʴ ʫ ʤʝʨʝʞʫ, ʤʦʞʝ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʣʠʰʝ ʜʦ ʪʠʭ ʨʝʩʫʨʩʽʚ, ʜʦ ʷʢʠʭ ʚʽʥ 
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ʧʦʚʠʥʝʥ ʤʘʪʠ ʜʦʩʪʫʧ. ɺʠʭʦʜʷʯʠ ʟ ʡʦʛʦ ʨʦʣʽ ʪʘ ʧʘʨʘʤʝʪʨʽʚ ʘʚʪʦʨʠʟʘʮʽʾ, ʚʽʥ ʤʦʞʝ 

ʙʫʪʠ ʦʙʤʝʞʝʥʠʡ ʫ ʜʦʩʪʫʧʽ ʜʦ ʢʨʠʪʠʯʥʦʾ ʬʽʥʘʥʩʦʚʦʾ ʽʥʬʦʨʤʘʮʽʾ.  

IEEE 802.1X ð ʮʝ ʩʪʘʥʜʘʨʪ, ʷʢʠʡ ʚʠʟʥʘʯʘʻ ʤʝʪʦʜʦʣʦʛʽʾ ʽʥʢʘʧʩʫʣʷʮʽʾ ʜʣʷ 

ʪʨʘʥʩʧʦʨʪʫʚʘʥʥʷ EAP ʯʝʨʝʟ ʙʫʜʴ-ʷʢʝ ʩʝʨʝʜʦʚʠʱʝ PPP ʘʙʦ Ethernet. 802.1X 

ʜʦʟʚʦʣʷʻ ʧʨʠʤʫʩʦʚʦ ʢʦʥʪʨʦʣʶʚʘʪʠ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ ʥʘ ʦʩʥʦʚʽ ʧʦʨʪʽʚ, ʢʦʣʠ 

ʧʨʠʩʪʨʦʾ ʥʘʤʘʛʘʶʪʴʩʷ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ. ʉʪʘʥʜʘʨʪ 802.1x 

ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʪʨʴʦʭ ʢʦʤʧʦʥʝʥʪʽʚ: 

- ʩʫʧʣʽʢʘʥʪ (Supplicant); 

- ʘʫʪʝʥʪʠʬʽʢʘʪʦʨ (Authenticator); 

- ʩʝʨʚʝʨ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ (Authentication server). 

ʉʫʧʣʽʢʘʥʪ ð ʮʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʷʢʝ ʟʥʘʭʦʜʠʪʴʩʷ ʥʘ ʤʘʰʠʥʽ 

ʢʽʥʮʝʚʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ. ɸʚʪʝʥʪʠʬʽʢʘʪʦʨ (ʷʢ ʧʨʘʚʠʣʦ, ʢʦʤʫʪʘʪʦʨ ʘʙʦ 

ʙʝʟʜʨʦʪʦʚʘ ʪʦʯʢʘ ʜʦʩʪʫʧʫ) ʧʝʨʝʜʘʻ ʽʥʬʦʨʤʘʮʽʶ EAP ʚʽʜ ʟʘʧʠʪʫʚʘʯʘ ʥʘ ʩʝʨʚʝʨ 

ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʯʝʨʝʟ ʧʨʦʪʦʢʦʣ RADIUS. 

 

9.8. ȶɚəɞɜɚɗɨ ɐɚɝɞɟɛɟ ɐɚ ɘɑɜɑɒɱ NAC 

 

ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ NAC (Network Admission Control) ð ʮʝ 

ʙʘʛʘʪʦʢʦʤʧʦʥʝʥʪʥʝ ʨʽʰʝʥʥʷ, ʷʢʝ ʧʝʨʝʚʽʨʷʻ ʩʪʘʥ ʙʝʟʧʝʢʠ ʢʽʥʮʝʚʦʾ ʩʠʩʪʝʤʠ 

ʧʝʨʝʜ ʚʭʦʜʦʤ ʫ ʤʝʨʝʞʫ. ɿʘ ʜʦʧʦʤʦʛʦʶ NAC ʚʠ ʪʘʢʦʞ ʤʦʞʝʪʝ ʚʠʟʥʘʯʠʪʠ, ʜʦ 

ʷʢʠʭ ʨʝʩʫʨʩʽʚ ʤʘʻ ʜʦʩʪʫʧ ʢʽʥʮʝʚʘ ʪʦʯʢʘ, ʥʘ ʦʩʥʦʚʽ ʨʝʟʫʣʴʪʘʪʽʚ ʾʾ ʙʝʟʧʝʢʠ. NAC 

ʻ ʢʣʶʯʦʚʦʶ ʯʘʩʪʠʥʦʶ ʽʥʽʮʽʘʪʠʚʠ SDNI (Cisco Self-Defending Network 

Initiative). ʄʽʩʽʷ SDNI ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦʙ ʟʥʘʯʥʦ ʧʦʢʨʘʱʠʪʠ ʟʜʘʪʥʽʩʪʴ ʤʝʨʝʞʽ 

ʚʠʷʚʣʷʪʠ, ʟʘʧʦʙʽʛʘʪʠ ʪʘ ʘʜʘʧʪʫʚʘʪʠʩʷ ʜʦ ʟʘʛʨʦʟ. NAC ʜʦʩʪʫʧʥʠʡ ʫ ʜʚʦʭ 

ʚʘʨʽʘʥʪʘʭ: 

- NAC Appliance (ʊʝʭʥʽʢʘ NAC): ʥʘ ʦʩʥʦʚʽ CCA (Cisco Clean Access); 

- NAC Framework: ʟʘʛʘʣʴʥʦʛʘʣʫʟʝʚʘ ʽʥʽʮʽʘʪʠʚʘ, ʩʧʦʥʩʦʨʦʚʘʥʘ Cisco. 
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9.8.1. ȾɑɡəɱɖɌ NAC Appliance  

 

NAC Appliance ʘʙʦ CCA ʜʘʻ ʟʤʦʛʫ ʦʨʛʘʥʽʟʘʮʽʾ ʟʘʩʪʦʩʦʚʫʚʘʪʠ ʧʦʣʽʪʠʢʠ 

ʙʝʟʧʝʢʠ ʰʣʷʭʦʤ ʙʣʦʢʫʚʘʥʥʷ, ʨʦʟʤʽʱʝʥʥʷ ʥʘ ʢʘʨʘʥʪʠʥʽ ʪʘ ʚʠʧʨʘʚʣʝʥʥʷ 

ʥʝʚʽʜʧʦʚʽʜʥʠʭ ʩʠʩʪʝʤ. ɺʠʧʨʘʚʣʝʥʥʷ ʚʽʜʙʫʚʘʻʪʴʩʷ ʥʘ ʨʦʟʩʫʜ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ. 

ʇʦʣʽʪʠʢʠ ʪʘ ʚʠʤʦʛʠ, ʷʢʽ ʚʠʢʦʥʫʻ NAC Appliance, ʚʢʣʶʯʘʶʪʴ ʧʝʨʝʚʽʨʢʫ 

ʥʘʡʥʦʚʽʰʦʛʦ ʘʥʪʠʚʽʨʫʩʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʦʧʝʨʘʮʽʡʥʠʭ ʩʠʩʪʝʤ 

(ʆʉ) ʽ ʧʘʪʯʽʚ ʙʝʟʧʝʢʠ. NAC Appliance ʪʘʢʦʞ ʤʦʞʝ ʚʠʢʦʥʫʚʘʪʠ ʩʢʘʥʫʚʘʥʥʷ 

ʚʨʘʟʣʠʚʦʩʪʝʡ ʥʘ ʤʘʰʠʥʽ ʢʽʥʮʝʚʦʛʦ ʢʦʨʠʩʪʫʚʘʯʘ ʥʘ ʜʦʜʘʪʦʢ ʜʦ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ 

ʥʘ ʦʩʥʦʚʽ ʨʦʣʝʡ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʷʢʽ ʥʘʤʘʛʘʶʪʴʩʷ ʧʽʜʢʣʶʯʠʪʠʩʷ ʜʦ ʤʝʨʝʞʽ. 

ʈʽʰʝʥʥʷ NAC Appliance ʤʦʞʝ ʦʙʤʝʞʠʪʠ, ʜʦ ʷʢʠʭ ʨʝʩʫʨʩʽʚ ʤʘʶʪʴ ʜʦʩʪʫʧ ʮʽ 

ʢʦʨʠʩʪʫʚʘʯʽ, ʟʘʣʝʞʥʦ ʚʽʜ ʾʭ ʨʦʣʽ. ʋʩʽ ʮʽ ʧʦʣʽʪʠʢʠ ʪʘ ʥʘʣʘʰʪʫʚʘʥʥʷ ʚʠʢʦʥʫʶʪʴʩʷ 

ʚ CAM (Clean Access Manager). 

ʊʝʭʥʽʢʘ Cisco NAC ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʪʨʴʦʭ ʦʩʥʦʚʥʠʭ ʢʦʤʧʦʥʝʥʪʽʚ: 

- ʉʝʨʚʝʨ ʯʠʩʪʦʛʦ ʜʦʩʪʫʧʫ CAS (Clean Access Server): ʜʽʻ ʷʢ ʪʝʭʥʽʢʘ 

ʫʧʨʘʚʣʽʥʥʷ ʤʝʨʝʞʝʶ; 

- CAM (Clean Access Manager): ʢʝʨʫʻ ʦʜʥʠʤ ʘʙʦ ʢʽʣʴʢʦʤʘ ʩʝʨʚʝʨʘʤʠ; 

- Clean Access Agent (ʥʝʦʙʦʚôʷʟʢʦʚʦ): ʩʣʫʞʠʪʴ ʢʽʥʮʝʚʠʤ ʧʦʣʝʛʰʝʥʠʤ 

ʢʣʽʻʥʪʦʤ ʜʣʷ ʩʢʘʥʫʚʘʥʥʷ ʨʝʻʩʪʨʫ ʥʘ ʦʩʥʦʚʽ ʧʨʠʩʪʨʦʾʚ ʫ ʥʝʢʝʨʦʚʘʥʠʭ 

ʩʝʨʝʜʦʚʠʱʘʭ. 

CAM ʤʦʞʝ ʢʝʨʫʚʘʪʠ ʜʦ 40 CAS ʟʘʣʝʞʥʦ ʚʽʜ ʣʽʮʝʥʟʽʾ ʪʘ ʣʽʮʝʥʟʫʻʪʴʩʷ ʥʘ 

ʦʩʥʦʚʽ ʢʽʣʴʢʦʩʪʽ ʧʽʜʪʨʠʤʫʚʘʥʠʭ CAS. CAS ʧʽʜʪʨʠʤʫʻ ʜʦ 1500 ʢʦʨʠʩʪʫʚʘʯʽʚ 

ʟʘʣʝʞʥʦ ʚʽʜ ʚʩʪʘʥʦʚʣʝʥʦʾ ʣʽʮʝʥʟʽʾ. ʃʽʮʝʥʟʽʷ CAS ʙʘʟʫʻʪʴʩʷ ʥʘ ʢʽʣʴʢʦʩʪʽ 

ʦʜʥʦʯʘʩʥʠʭ ʢʣʽʻʥʪʽʚ/ʢʦʨʠʩʪʫʚʘʯʽʚ, ʷʢʽ ʚʦʥʘ ʧʽʜʪʨʠʤʫʻ. 

CAS ʤʦʞʝ ʙʫʪʠ ʨʦʟʛʦʨʥʫʪʦ ʫ ʚʥʫʪʨʽʰʥʴʦʩʤʫʛʦʚʦʤʫ IB (in-band) ʘʙʦ 

ʧʦʟʘʩʤʫʛʦʚʦʤʫ OOB (out-of-band) ʨʝʞʠʤʘʭ. CAS ʤʦʞʫʪʴ ʧʨʦʧʫʩʢʘʪʠ ʪʨʘʬʽʢ 

ʦʜʥʠʤ ʽʟ ʜʚʦʭ ʩʧʦʩʦʙʽʚ: 

- ʤʦʩʪʦʚʠʡ ʨʝʞʠʤ (Bridged mode): ʟʘʟʚʠʯʘʡ ʥʘʟʠʚʘʻʪʴʩʷ ʨʝʞʠʤʦʤ 

ʚʽʨʪʫʘʣʴʥʦʛʦ ʰʣʶʟʫ; 



284 

 

- ʨʝʞʠʤ ʤʘʨʰʨʫʪʠʟʘʮʽʾ (Routed mode): ʫ ʢʦʥʬʽʛʫʨʘʮʽʷʭ Real IP Gateway ʘʙʦ 

NAT Gateway. 

ɺʠ ʤʦʞʝʪʝ ʥʘʣʘʰʪʫʚʘʪʠ CAS ʚ ʙʫʜʴ- ʢ̫ʦʤʫ ʨʝʞʠʤʽ, ʘʣʝ ʣʠʰʝ ʚ ʦʜʥʦʤʫ 

ʨʝʞʠʤʽ ʟʘ ʨʘʟ. ʅʘʧʨʠʢʣʘʜ, ʷʢʱʦ ʚʠ ʥʘʣʘʰʪʦʚʫʻʪʝ CAS ʫ ʢʦʥʬʽʛʫʨʘʮʽʾ 

ʚʽʨʪʫʘʣʴʥʦʛʦ ʰʣʶʟʫ, ʚʠ ʥʝ ʤʦʞʝʪʝ ʪʘʢʦʞ ʥʘʣʘʰʪʫʚʘʪʠ ʡʦʛʦ ʷʢ ʩʧʨʘʚʞʥʽʡ IP-

ʰʣʶʟ. ʎʝ ʪʦʤʫ, ʱʦ ʚʠʙʽʨ ʨʝʞʠʤʫ ʚʧʣʠʚʘʻ ʥʘ ʣʦʛʽʯʥʠʡ ʰʣʷʭ ʪʨʘʬʽʢʫ. 

ʅʘ ʨʠʩ. 9.12, ʘ ʧʨʝʜʩʪʘʚʣʝʥʦ CAS, ʥʘʣʘʰʪʦʚʘʥʠʡ ʫ ʨʝʞʠʤʽ ʚʽʨʪʫʘʣʴʥʦʛʦ 

ʰʣʶʟʫ. ʋ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ ʥʝʟʘʭʠʱʝʥʠʤ (ʥʝʥʘʜʽʡʥʠʤ) ʩʝʛʤʝʥʪʦʤ ʻ VLAN 110, 

ʘ ʟʘʭʠʱʝʥʦʶ (ʥʘʜʽʡʥʦʶ) ʤʝʨʝʞʝʶ ʻ VLAN 10. 

 

 

ʈʠʩ. 9.12. CAS ʫ ʨʝʞʠʤʽ: ʘ - ʚʽʨʪʫʘʣʴʥʦʛʦ ʰʣʶʟʫ; ʙ - Real IP 

 

ʂʣʽʻʥʪʩʴʢʘ ʨʦʙʦʯʘ ʩʪʘʥʮʽʷ ʤʘʻ IP-ʘʜʨʝʩʫ ʚ ʪʽʡ ʩʘʤʽʡ ʧʽʜʤʝʨʝʞʽ/ʜʽʘʧʘʟʦʥʽ 

ʜʦʚʽʨʝʥʦʾ ʤʝʨʝʞʽ (10.10.10.0/24). ʋ ʨʝʞʠʤʽ ʚʽʨʪʫʘʣʴʥʦʛʦ ʰʣʶʟʫ CAS ʜʽʻ ʷʢ 

ʤʽʩʪ. ʄʘʨʰʨʫʪʠ ʢʣʽʻʥʪʘ DHCP ʚʢʘʟʫʶʪʴ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʥʘ ʤʝʨʝʞʥ̔  ʧʨʠʩʪʨʦʾ ʚ 

DHCP Client 
10.10.10.55/24 

ʂʦʤʫʪʘʪʦʨ 

ʄʘʨʰʨʫʪʠʟʘʪʦʨ 
10.10.10.1/24 

ʄʘʨʰʨʫʪʠʟʘʪʦʨ 
10.10.10.1/24 

ʂʦʤʫʪʘʪʦʨ 

DHCP Client 
192.168.10.123/2
4 

VLAN 10 VLAN 10 

VLAN 110 

VLAN 110 

VLAN 110 

VLAN 110 

CAS ʫ ʨʝʞʠʤʽ 
ʚʽʨʪʫʘʣʴʥʦʛʦ 
ʰʣʶʟʫ 
ɺʙʫʜʦʚʘʥʠʡ 
ʨʝʞʠʤ 

IP-ʘʜʨʝʩʘ ʜʦʚʽʨʝʥʦʾ 
ʩʪʦʨʦʥʠ 
10.10.10.100/24 
CAS ʫ ʨʝʞʠʤʽ Real IP 
IP-ʘʜʨʝʩʘ ʥʝʥʘʜʽʡʥʦʾ 
ʩʪʦʨʦʥʠ 
192.168.10.100/24 

ʘ            ʙ 
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ʟʘʭʠʱʝʥʽʡ ʤʝʨʝʞʽ. ʅʘ ʨʠʩ. 9.12, ʙ ʧʦʢʘʟʘʥʦ CAS, ʥʘʣʘʰʪʦʚʘʥʠʡ ʫ ʨʝʞʠʤʽ Real 

IP. 

ʋ ʨʝʞʠʤʽ Real IP CAS ʜʽʻ ʷʢ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʨʽʚʥʷ 3. ʋ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ 

ʜʦʚʽʨʝʥʠʡ ʽ ʥʝʥʘʜʽʡʥʠʡ ʽʥʪʝʨʬʝʡʩʠ CAS ʟʥʘʭʦʜʷʪʴʩʷ ʚ ʨʽʟʥʠʭ ʧʽʜʤʝʨʝʞʘʭ. 

ɼʦʚʽʨʝʥʘ ʧʽʜʤʝʨʝʞʘ ð 10.10.10.0/24, ʘ ʥʝʜʦʚʽʨʝʥʘ ð 192.168.10.0/24. ʋ 

ʨʝʞʠʤʽ Real IP ʢʣʽʻʥʪʠ DHCP ʟʘʟʚʠʯʘʡ ʚʢʘʟʫʶʪʴ ʥʘ CAS, ʱʦʙ ʦʪʨʠʤʘʪʠ ʩʚʦʾ 

IP-ʘʜʨʝʩʠ ʪʘ ʽʥʰʫ ʽʥʬʦʨʤʘʮʽʶ DHCP. ʈʝʢʦʤʝʥʜʦʚʘʥʦ ʧʨʠʟʥʘʯʘʪʠ ʢʣʽʻʥʪʘʤ 

DHCP 30-ʙʽʪʥʫ ʘʜʨʝʩʫ. ʎʝ ʜʘʻ ʟʤʦʛʫ ʽʟʦʣʶʚʘʪʠ ʤʘʰʠʥʠ, ʷʢʽ ʤʦʞʫʪʴ ʙʫʪʠ 

ʟʘʨʘʞʝʥʽ ʚʽʨʫʩʦʤ, ʽ ʙʣʦʢʫʚʘʪʠ ʾʭ ʚʽʜ ʟʘʨʘʞʝʥʥʷ ʽʥʰʠʭ ʤʘʰʠʥ ʫ ʤʝʨʝʞʽ. 

ɿʘ ʙʘʞʘʥʥʷʤ CAS ʤʦʞʥʘ ʥʘʣʘʰʪʫʚʘʪʠ ʜʣʷ ʪʨʘʥʩʣʷʮʽʾ ʜʦʚʽʨʝʥʦʾ ʤʝʨʝʞʽ. 

ʇʽʜʚʦʜʷʯʠ ʧʽʜʩʫʤʦʢ, ʧʨʠʩʪʨʽʡ NAC ʤʦʞʝ ʧʨʘʮʶʚʘʪʠ ʚ ʨʝʞʠʤʘʭ ʚʥʫʪʨʽʰʥʴʦʛʦ 

ʜʽʘʧʘʟʦʥʫ (IB) ʘʙʦ ʧʦʟʘ ʜʽʘʧʘʟʦʥʦʤ (OOB): 

- ʚ̔ ʨʪʫʘʣʴʥʠʡ ʰʣʶʟ IB (ʨʝʞʠʤ ʧʨʦʟʦʨʦʛʦ ʤʦʩʪʫ L2): ʜʽʻ ʷʢ ʤʽʩʪ ʤʽʞ 

ʥʝʥʘʜʽʡʥʦʶ ʪʘ ʥʘʜʽʡʥʦʶ ʤʝʨʝʞʘʤʠ; 

- IB Real-IP Gateway: ʧʨʘʮʶʻ ʷʢ ʰʣʶʟ ʟʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ ʜʣʷ ʥʝʥʘʜʽʡʥʦʾ 

ʤʝʨʝʞʽ; 

- IB NAT Gateway (ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʣʠʰʝ ʜʣʷ ʪʝʩʪʫʚʘʥʥʷ): ʜ̔ ʻ ʷʢ IP-

ʤʘʨʰʨʫʪʠʟʘʪʦʨ/ʰʣʶʟ ʟʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ ʽ ʪʨʘʥʩʣʶʻ (NAT) ʥʝʥʘʜʽʡʥʫ ʤʝʨʝʞʫ; 

- ʚ̔ ʨʪʫʘʣʴʥʠʡ ʰʣʶʟ OOB (ʨʝʞʠʤ ʧʨʦʟʦʨʦʛʦ ʤʦʩʪʫ ʨʽʚʥʷ L2): ʩʧʦʯʘʪʢʫ ʜʽʻ 

ʷʢ ʚʽʨʪʫʘʣʴʥʠʡ ʰʣʶʟ ʧʽʜ ʯʘʩ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʩʝʨʪʠʬʽʢʘʮʽʾ, ʧʝʨʰ ʥʽʞ 

ʢʦʨʠʩʪʫʚʘʯ ʙʫʜʝ ʧʝʨʝʢʣʶʯʝʥʠʡ ʧʦʟʘ ʜʽʘʧʘʟʦʥʦʤ; 

- OOB Real-IP Gateway: ʩʧʦʯʘʪʢʫ ʜʽʻ ʷʢ ʰʣʶʟ Real-IP ʧʽʜ ʯʘʩ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ 

ʪʘ ʩʝʨʪʠʬʽʢʘʮʽʾ, ʧʝʨʰ ʥʽʞ ʢʦʨʠʩʪʫʚʘʯ ʙʫʜʝ ʧʝʨʝʢʣʶʯʝʥʠʡ ʥʘ ʧʦʟʘʩʤʫʛʦʚʠʡ 

ʨʝʞʠʤ. ʊʦʙʪʦ ʢʦʨʠʩʪʫʚʘʯ ʧʽʜʢʣʶʯʝʥʠʡ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʜʦ ʤʝʨʝʞʽ ʜʦʩʪʫʧʫ; 

- ʣhʶʟ OOB NAT (ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʣʠʰʝ ʜʣʷ ʪʝʩʪʫʚʘʥʥʷ): ʜ̔ ʻ ʷʢ ʰʣʶʟ 

NAT ʧʽʜ ʯʘʩ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʩʝʨʪʠʬʽʢʘʮʽʾ, ʧʝʨʰ ʥʽʞ ʢʦʨʠʩʪʫʚʘʯ ʙʫʜʝ 

ʧʝʨʝʢʣʶʯʝʥʠʡ ʟʘ ʤʝʞʽ ʜʽʘʧʘʟʦʥʫ. 

ɺʠ ʤʦʞʝʪʝ ʨʦʟʛʦʨʪʘʪʠ CAS ʫ ʪʨʴʦʭ ʨʝʞʠʤʘʭ ʬʽʟʠʯʥʦʛʦ ʨʦʟʛʦʨʪʘʥʥʷ: 

- ʨʦʟʛʦʨʪʘʥʥʷ ʧʦ ʢʨʘʷʭ (Edge deployment); 

- ʮʝʥʪʨʘʣʽʟʦʚʘʥʝ ʨʦʟʛʦʨʪʘʥʥʷ (Centralized deployment); 
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- ʮʝʥʪʨʘʣʽʟʦʚʘʥʝ ʨʦʟʛʦʨʪʘʥʥʷ ʧʝʨʠʬʝʨʽʾ (Centralized edge deployment). 

  ʄʝʪʦʜ ʬʽʟʠʯʥʦʛʦ ʨʦʟʛʦʨʪʘʥʥʷ ʥʝ ʚʧʣʠʚʘʻ ʥʘ ʪʝ, ʯʠ CAS ʟʥʘʭʦʜʠʪʴʩʷ ʚ 

ʨʝʞʠʤʽ ʨʽʚʥʷ 2 (ʤʦʩʪ), ʨʽʚʥʷ 3 (ʤʘʨʰʨʫʪʠʟʘʮʽʷ), IB ʘʙʦ OOB. 

ʅʘ ʨʠʩ. 9.13 ʧʦʢʘʟʘʥʦ ʨʦʟʛʦʨʪʘʥʥʷ ʧʝʨʠʬʝʨʽʡʥʦʛʦ ʧʨʠʩʪʨʦʶ NAC. ʋ ʮʴʦʤʫ 

ʧʨʠʢʣʘʜʽ ʥʝʥʘʜʽʡʥʠʡ ʽʥʪʝʨʬʝʡʩ ʧʽʜʢʣʶʯʝʥʦ ʜʦ VLAN 110, ʘ ʥʘʜʽʡʥʠʡ 

ʽʥʪʝʨʬʝʡʩ ʧʽʜʢʣʶʯʝʥʦ ʜʦ VLAN 10. CAM ʟʥʘʭʦʜʠʪʴʩʷ ʚ ʩʝʛʤʝʥʪʽ ʢʝʨʫʚʘʥʥʷ 

(VLAN 123). ʋ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ CAS ʥʘʣʘʰʪʦʚʘʥʦ ʚ ʨʝʞʠʤʽ ʚʽʨʪʫʘʣʴʥʦʛʦ 

ʰʣʶʟʫ ʪʘ ʟʽʩʪʘʚʣʷʻ VLAN 10 ʟ VLAN 110. 

 

 

ʈʠʩ. 9.13. ʈʦʟʛʦʨʪʘʥʥʷ ʧʨʠʩʪʨʦʶ NAC Edge 

 

ʅʘ ʨʠʩ. 9.14 ʧʨʝʜʩʪʘʚʣʝʥʦ ʮʝʥʪʨʘʣʽʟʦʚʘʥʝ ʨʦʟʛʦʨʪʘʥʥʷ NAC Appliance. ʋ 

ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ ʜʦʚʽʨʝʥʠʡ ʽ ʥʝʥʘʜʽʡʥʠʡ ʽʥʪʝʨʬʝʡʩʠ CAS ʬʽʟʠʯʥʦ ʧʽʜʢʣʶʯʝʥʽ 

ʜʦ ʮʝʥʪʨʘʣʴʥʦʛʦ ʢʦʤʫʪʘʪʦʨʘ (SW1). ʂʦʤʫʪʘʪʦʨ ʥʘʣʘʰʪʦʚʘʥʠʡ ʥʘ ʢʽʣʴʢʘ 

VLAN. ʅʝʥʘʜʽʡʥʦʶ VLAN ʻ VLAN 110, ʥʘʜʽʡʥʦʶ VLAN ʻ VLAN 10, ʘ 

ʢʝʨʫʶʯʦʶ VLAN ʻ VLAN 123. 
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ʈʠʩ. 9.14. ʎʝʥʪʨʘʣʽʟʦʚʘʥʝ ʨʦʟʛʦʨʪʘʥʥʷ ʧʨʠʩʪʨʦʶ NAC 

 

ʎʝʥʪʨʘʣʽʟʦʚʘʥʝ ʨʦʟʛʦʨʪʘʥʥʷ NAC Appliance ʻ ʥʘʡʧʦʰʠʨʝʥʽʰʠʤ ʚʘʨʽʘʥʪʦʤ 

ʨʦʟʛʦʨʪʘʥʥʷ, ʦʩʢʽʣʴʢʠ ʚʦʥʦ ʢʨʘʱʝ ʧʽʜʭʦʜʠʪʴ ʜʣʷ ʤʘʩʰʪʘʙʦʚʘʥʦʩʪʽ ʚ 

ʩʝʨʝʜʦʚʠʱʘʭ ʩʝʨʝʜʥʴʦʛʦ ʪʘ ʚʝʣʠʢʦʛʦ ʨʦʟʤʽʨʫ. ʋ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ CAS ʣʦʛʽʯʥʦ, 

ʘ ʥʝ ʬʽʟʠʯʥʦ, ʚʙʫʜʦʚʘʥʠʡ. 

 

9.8.2. NAC Framework  

 

NAC Framework ð ʮʝ ʛʘʣʫʟʝʚʘ ʽʥʽʮʽʘʪʠʚʘ ʧʽʜ ʢʝʨʽʚʥʠʮʪʚʦʤ Cisco, ʷʢʘ 

ʟʘʙʝʟʧʝʯʫʻ ʧʝʨʝʚʽʨʢʫ ʩʪʘʥʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʚʙʫʜʦʚʘʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʚ ʧʨʠʩʪʨʦʾ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ Cisco NAD (network access devices), 

ʪʘʢ̔ ʷʢ ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ, ʢʦʤʫʪʘʪʦʨʠ, ʢʦʥʮʝʥʪʨʘʪʦʨʠ VPN, Cisco ASA, ʪʦʯʢʠ 

ʙʝʟʜʨʦʪʦʚʦʛʦ ʜʦʩʪʫʧʫ ʪʘ ʽʥʰʽ. ɹʘʛʘʪʦ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ ʙʝʨʫʪʴ ʫʯʘʩʪʴ ʫ ʧʨʦʛʨʘʤʽ 

Cisco NAC. ʎʽ ʧʘʨʪʥʝʨʠ Cisco ʚʢʣʶʯʘʶʪʴ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ ʘʥʪʠʚʽʨʫʩʥʦʛʦ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʢʦʤʧʘʥʽʾ, ʱʦ ʟʘʡʤʘʶʪʴʩʷ ʚʠʧʨʘʚʣʝʥʥʷʤ ʪʘ 
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ʢʝʨʫʚʘʥʥʷʤ ʚʠʧʨʘʚʣʝʥʥʷʤʠ, ʚʠʨʦʙʥʠʢʘʤʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʽʥʰʠʤʠ. 

ʑʦʙ ʦʪʨʠʤʘʪʠ ʥʘʡʥʦʚʽʰʠʡ ʩʧʠʩʦʢ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ/ʧʘʨʪʥʝʨʽʚ ʧʨʦʛʨʘʤʠ 

NAC, ʧʝʨʝʡʜʽʪʴ ʥʘ ʩʪʦʨʽʥʢʫ http://www.cisco.com/go/nac ʽ ʥʘʪʠʩʥʽʪʴ ʧʨʦʛʨʘʤʫ 

NAC. 

ʇʦʜʽʙʥʦ ʜʦ NAC Appliance, NAC Framework ʤʘʻ ʪʨʠ ʦʩʥʦʚʥʽ ʢʦʤʧʦʥʝʥʪʠ: 

- ʘʛʝʥʪ NAC (NAC Agent); 

- NAD; 

- ʩʝʨʚʝʨ ʧʦʣʽʪʠʢʠ (Policy Server) (Cisco Secure ACS ʘʙʦ NAC Manager). 

ɿʘ ʙʘʞʘʥʥʷʤ ʚʠ ʤʦʞʝʪʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʧʨʦʜʫʢʪʠ ʽʥʰʠʭ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ, 

ʪʘʢʽ ʷʢ ʩʝʨʚʝʨʠ ʟʦʚʥʽʰʥʴʦʾ ʧʦʣʽʪʠʢʠ, ʩʝʨʚʝʨʠ ʚʽʜʥʦʚʣʝʥʥʷ ʪʘ ʩʝʨʚʝʨʠ ʘʫʜʠʪʫ, 

ʱʦʙ ʟʘʙʝʟʧʝʯʠʪʠ ʙʽʣʴʰ ʢʦʤʧʣʝʢʩʥʽ ʬʫʥʢʮʽʾ ʢʦʥʪʨʦʣʶ ʜʦʩʪʫʧʫ. NAD 

ʟʘʩʪʦʩʦʚʫʶʪʴ ʧʦʣʽʪʠʢʠ, ʥʘʣʘʰʪʦʚʘʥʽ ʚ ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʤʫ ʤʝʥʝʜʞʝʨʽ, 

ʦʜʥʦʯʘʩʥʦ ʧʝʨʝʩʠʣʘʶʯʠ ʦʙʣʽʢʦʚʽ ʜʘʥʽ/ʽʥʬʦʨʤʘʮʽʶ ʙʝʟʧʝʢʠ, ʥʘʜʘʥʽ ʘʛʝʥʪʦʤ 

NAC ʢʽʥʮʝʚʦʛʦ ʭʦʩʪʘ. NAC Framework ʧʽʜʪʨʠʤʫʻ ʯʦʪʠʨʠ ʨʽʟʥʽ ʤʝʭʘʥʽʟʤʠ ʧʽʜ 

ʯʘʩ ʧʝʨʝʚʽʨʢʠ ʩʪʘʥʫ ʙʝʟʧʝʢʠ ʥʘ ʢʽʥʮʝʚʠʭ ʤʘʰʠʥʘʭ: 

- IP Layer 3 NAC: ʚʠʢʦʨʠʩʪʦʚʫʻ EAP ʯʝʨʝʟ UDP EoU (EAP over UDP) ʽ 

ʟʘʟʚʠʯʘʡ ʨʦʟʛʦʨʪʘʻʪʴʩʷ ʚ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘʭ Cisco IOS, Cisco ASA ʪʘ 

ʢʦʥʮʝʥʪʨʘʪʦʨʘʭ VPN 3000. 

- NAC Layer 2 IP: ʚʠʢʦʨʠʩʪʦʚʫʻ EoU ʽ ʟʘʟʚʠʯʘʡ ʨʦʟʛʦʨʪʘʻʪʴʩʷ ʚ 

ʢʦʤʫʪʘʪʦʨʘʭ Cisco Catalyst. ʄʝʭʘʥʽʟʤʘʤʠ ʟʘʧʫʩʢʫ ʻ ʧʨʦʪʦʢʦʣ ʨʦʟʧʽʟʥʘʚʘʥʥʷ 

ʘʜʨʝʩ ARP (Address Resolution Protocol) ʽ DHCP. 

- ʈʽʚʝʥʴ NAC 2 802.1x: ʧʦʻʜʥʫʻ ʪʨʘʜʠʮʽʡʥʽ ʬʫʥʢʮʽʾ ʽʜʝʥʪʠʬʽʢʘʮʽʾ IBNS ʽ 

ʧʦʩʣʫʛʠ ʟ ʧʦʛʣʠʙʣʝʥʦʶ ʧʝʨʝʚʽʨʢʦʶ ʩʪʘʥʫ ʙʝʟʧʝʢʠ. 

ʆʩʥʦʚʥʘ ʜʽʘʛʨʘʤʘ, ʧʦʢʘʟʘʥʘ ʥʘ ʨʠʩ. 9.15, ʽʣʶʩʪʨʫʻ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ NAC ʽʟ 

ʧʦʛʣʷʜʫ ʚʠʩʦʢʦʛʦ ʨʽʚʥʷ. 
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ʈʠʩ. 9.15. ʆʛʣʷʜ ʚʠʩʦʢʦʨʽʚʥʝʚʦʾ ʩʪʨʫʢʪʫʨʠ NAC 

 

ʅʘʩʪʫʧʥʽ ʢʨʦʢʠ ʧʦʢʘʟʘʥʽ ʥʘ ʨʠʩ. 9.15: 

ʂʨʦʢ 1. NAD (ʧʝʨʝʤʠʢʘʯ ʫ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ) ʧʨʦʩʠʪʴ ʢʽʥʮʝʚʠʡ ʭʦʩʪ ʥʘʜʘʪʠ 

ʩʚʦʾ ʦʙʣʽʢʦʚʽ ʜʘʥʽ. ʎʝ ʨʦʙʠʪʴʩʷ ʯʝʨʝʟ EoU ʘʙʦ EAP ʯʝʨʝʟ 802.1x. 

ʂʨʦʢ 2. NAD ʧʝʨʝʩʠʣʘʻ ʦʙʣʽʢʦʚʽ ʜʘʥʽ ʢʽʥʮʝʚʦʛʦ ʭʦʩʪʘ ʜʠʩʧʝʪʯʝʨʫ NAC 

(ʩʝʨʚʝʨ Cisco Secure ACS ʫ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ) ʟʘ ʜʦʧʦʤʦʛʦʶ ʧʨʦʪʦʢʦʣʫ EAP 

ʯʝʨʝʟ RADIUS. 

ʂʨʦʢ 3. ɼʦʜʘʪʢʦʚʦ Cisco Secure ACS ʧʝʨʝʩʠʣʘʻ ʦʙʣʽʢʦʚʽ ʜʘʥʽ ʢʦʨʠʩʪʫʚʘʯʘ 

ʘʙʦ ʤʘʰʠʥʠ ʥʘ ʩʝʨʚʝʨ ʟʦʚʥʽʰʥʴʦʛʦ ʧʦʩʪʘʯʘʣʴʥʠʢʘ. ʎʝʡ ʩʝʨʚʝʨ ʤʦʞʝ ʙʫʪʠ 

ʩʝʨʚʝʨʦʤ ʧʦʩʪʘʯʘʣʴʥʠʢʘ ʘʥʪʠʚʽʨʫʩʥʦʾ ʧʨʦʛʨʘʤʠ, ʩʝʨʚʝʨʦʤ ʘʚʪʝʥʪʠʬʽʢʘʮʽʾ ʘʙʦ 

ʙʫʜʴ-ʷʢʠʤ ʽʥʰʠʤ ʩʝʨʚʝʨʦʤ ʟʦʚʥʽʰʥʴʦʾ ʧʦʣʽʪʠʢʠ. ʉʝʨʚʝʨ ʧʦʩʪʘʯʘʣʴʥʠʢʘ 

ʚʽʜʧʦʚʽʜʘʻ ʥʘ Cisco Secure ACS ʤʘʨʢʝʨʦʤ ʥʘ ʦʩʥʦʚʽ ʨʝʟʫʣʴʪʘʪʽʚ ʧʦʟʠʮʽʾ ʜʣʷ 

ʢʽʥʮʝʚʦʛʦ ʭʦʩʪʘ, ʷʢʠʡ ʥʘʤʘʛʘʻʪʴʩʷ ʧʽʜʢʣʶʯʠʪʠʩʷ ʜʦ ʤʝʨʝʞʽ. 

ʂʨʦʢ 4. Cisco Secure ACS ʦʪʨʠʤʫʻ ʤʘʨʢʝʨ ʘʙʦ ʧʝʨʝʚʽʨʷʻ ʩʚʦʾ ʚʥʫʪʨʽʰʥʽ 

ʧʦʣʽʪʠʢʠ. 

ʂʨʦʢ 5. Cisco Secure ACS ʥʘʜʩʠʣʘʻ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʧʦʣʦʞʝʥʥʷ ʜʦ NAD. 

ɿʛʦʜʦʤ NAD ʟʘʙʝʟʧʝʯʫʻ ʚʠʢʦʥʘʥʥʷ ʧʦʣʽʪʠʢ ʥʘ ʦʩʥʦʚʽ ʧʦʣʦʞʝʥʥʷ ʢʽʥʮʝʚʦʛʦ 

ʭʦʩʪ-ʧʨʠʩʪʨʦʶ. 

NAD ʧʝʨʽʦʜʠʯʥʦ ʦʧʠʪʫʻ ʢʽʥʮʝʚ ̔ʭʦʩʪʠ, ʱʦʙ ʚʠʟʥʘʯʠʪʠ, ʯʠ ʚʽʜʙʫʣʠʩʷ ʟʤʽʥʠ 

ʚ ʾʭʥʽʡ ʧʦʟʠʮʽʾ. ɸʛʝʥʪ NAC ʩʧʦʚʽʱʘʻ NAD ʧʨʦ ʙʫʜʴ-ʷʢʽ ʟʤʽʥʠ ʥʘ ʢʣʽʻʥʪʩʴʢʽʡ 

ʤʘʰʠʥʽ. NAD ʚʠʢʦʨʠʩʪʦʚʫʻ ʮʶ ʽʥʬʦʨʤʘʮʽʶ ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ ʧʦʚʥʦʾ ʧʦʚʪʦʨʥʦʾ 

HCAP 
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ʧʝʨʝʚʽʨʢʠ ʪʘ ʦʮʽʥʢʠ ʩʪʘʥʫ. ʎʝʡ ʤʝʭʘʥʽʟʤ ʟʘʧʦʙʽʛʘʻ ʧʝʨʝʚʽʨʮʽ ʭʦʩʪʽʚ, ʘʣʝ ʥʝ 

ʧʝʨʝʚʽʨʷʻ ʾʭʥʶ ʙʝʟʧʝʢʫ ʧʽʩʣʷ ʪʦʛʦ, ʷʢ ʾʤ ʙʫʣʦ ʥʘʜʘʥʦ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ. 

ɹʝʟʘʛʝʥʪʥʽ ʭʦʩʪʠ NAC NAH (NAC Agentless Hosts) ð ʮʝ ʧʨʠʩʪʨʦʾ, ʥʘ ʷʢʠʭ 

ʥʝ ʚʩʪʘʥʦʚʣʝʥʦ ʘʛʝʥʪ Cisco NAC. ʊʘʢʠʤʠ ʧʨʠʩʪʨʦʷʤʠ ʤʦʞʫʪʴ ʙʫʪʠ ʧʨʠʥʪʝʨʠ, 

IP-ʪʝʣʝʬʦʥʠ, ʩʢʘʥʝʨʠ ʪʘ ʽʥʰʽ ʩʠʩʪʝʤʠ, ʪʘʢʽ ʷʢ ʧʽʜʨʷʜʥʽ ʪʘ ʛʦʩʪʴʦʚʽ ʨʦʙʦʯʽ 

ʩʪʘʥʮʽʾ. ʗʢʱʦ ʧʨʠʩʪʨʽʡ ʥʝ ʤʘʻ ʘʛʝʥʪʘ NAC, ʚʽʥ ʥʝ ʤʦʞʝ ʚʽʜʧʦʚʽʩʪʠ ʥʘ ʟʘʧʠʪ 

EoU ʘʙʦ 802.1x ʚʽʜ NAD. ʆʢʨʝʤʽ ʧʦʣʽʪʠʢʠ ʤʦʞʥʘ ʥʘʣʘʰʪʫʚʘʪʠ ʥʘ NAD, ʱʦʙ 

ʚʠʢʣʶʯʠʪʠ NAH MAC ʘʙʦ IP-ʘʜʨʝʩʫ ʘʙʦ ʜʽʘʧʘʟʦʥ ʘʜʨʝʩ. ʂʨʽʤ ʪʦʛʦ, ʥʘ Cisco 

Secure ACS ʤʦʞʥʘ ʥʘʣʘʰʪʫʚʘʪʠ ʛʣʦʙʘʣʴʥʫ ʧʦʣʽʪʠʢʫ. Cisco ʨʦʟʨʦʙʠʣʘ 

ʧʨʦʪʦʢʦʣ ʧʽʜ ʥʘʟʚʦʶ GAME (Generic Authorization Message Exchange). 

ʉʝʨʚʝʨʠ ʘʫʜʠʪʫ ʩʪʦʨʦʥʥʽʭ ʚʠʨʦʙʥʠʢʽʚ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʮʝʡ ʧʨʦʪʦʢʦʣ ʜʣʷ 

ʟʚôʷʟʢʫ ʟ Cisco Secure ACS ʧʽʜ ʯʘʩ ʚʠʢʦʥʘʥʥʷ ʩʢʣʘʜʥʠʭ ʩʢʘʥʫʚʘʥʴ ʽ ʘʫʜʠʪʽʚ ʥʘ 

ʭʦʩʪʘʭ, ʷʢʽ ʥʝ ʚʽʜʧʦʚʽʜʘʶʪʴ ʥʘ ʟʘʧʠʪʠ NAC. ʇʨʠʢʣʘʜʦʤ ʧʦʩʪʘʯʘʣʴʥʠʢʘ 

ʩʝʨʚʝʨʽʚ ʘʫʜʠʪʫ ʻ Qualys. Cisco Secure ACS ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʽʥʽʮʽʶʚʘʥʥʷ ʧʨʦʮʝʩʫ 

ʘʫʜʠʪʫ ʜʣʷ ʭʦʩʪʽʚ, ʷʢʽ ʥʝ ʚʽʜʧʦʚʽʜʘʶʪʴ, ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʝʨʚʝʨʘ ʘʫʜʠʪʫ. ʉʝʨʚʝʨʠ 

ʘʫʜʠʪʫ ʤʦʞʫʪʴ ʩʢʘʥʫʚʘʪʠ ʧʨʠʩʪʨʽʡ, ʱʦ ʥʝ ʚʽʜʧʦʚʽʜʘʻ, ʥʘ ʥʘʷʚʥʽʩʪʴ ʚʽʜʦʤʠʭ 

ʟʘʛʨʦʟ ʽ ʚʨʘʟʣʠʚʦʩʪʝʡ, ʱʦʙ ʜʦʜʘʪʢʦʚʦ ʚʠʟʥʘʯʠʪʠ ʩʪʘʥ ʙʝʟʧʝʢʠ. 

 

9.9. ȸɑɡɌəɱɓɘɔ ɘɌɜɤɜɟɞɔɓɌɢɱɲ ɫɖ ɱəɝɞɜɟɘɑəɞɔ 

ɍɑɓɛɑɖɔ 

 

ʄʘʨʰʨʫʪʠʟʘʮʽʷ ʻ ʦʜʥʠʤ ʽʟ ʥʘʡʧʦʪʫʞʥʽʰʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ ʙʝʟʧʝʢʠ (Routing 

Mechanisms as Security Tools). ʂʽʣʴʢʘ ʤʝʪʦʜʽʚ ʤʘʨʰʨʫʪʠʟʘʮʽʾ ʜʦʧʦʤʘʛʘʶʪʴ 

ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ, ʢʣʘʩʠʬʽʢʫʚʘʪʠ ʪʘ ʧʦʤôʷʢʰʫʚʘʪʠ ʟʘʛʨʦʟʠ ʙʝʟʧʝʮʽ. ʇʨʠʢʣʘʜʠ 

ʚʢʣʶʯʘʶʪʴ ʜʠʩʪʘʥʮʽʡʥʦ ʚʠʢʣʠʢʘʥʽ ʯʦʨʥʽ ʜʽʨʠ RTBH (remotely triggered black 

holes) ʽ ʚʦʨʦʥʢʠ (sinkhole). RTBH ð ʮʝ ʤʝʪʦʜ ʬʽʣʴʪʨʘʮʽʾ, ʷʢʠʡ ʥʘʜʘʻ 

ʤʦʞʣʠʚʽʩʪʴ ʚʽʜʢʠʜʘʪʠ ʰʢʽʜʣʠʚʠʡ ʪʨʘʬʽʢ ʜʦ ʪʦʛʦ, ʷʢ ʚʽʥ ʧʨʦʥʠʢʥʝ ʫ ʚʘʰʫ 

ʤʝʨʝʞʫ. ɯʩʪʦʨʠʯʥʦ RTBH ʙʫʚ ʽʥʩʪʨʫʤʝʥʪʦʤ, ʷʢʠʡ ʙʘʛʘʪʦ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ 
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ʧʦʩʣʫʛ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ ʜʣʷ ʧʦʤôʷʢʰʝʥʥʷ ʘʪʘʢ DDoS. ɿʘʨʘʟ ʙʘʛʘʪʦ ʽʥʰʠʭ 

ʦʨʛʘʥʽʟʘʮʽʡ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ RTBH. ɿ ʪʝʭʥʽʯʥʦʾ ʪʦʯʢʠ ʟʦʨʫ, ʪʠʧʦʚʝ 

ʨʦʟʛʦʨʪʘʥʥʷ RTBH ʚʠʤʘʛʘʻ ʟʘʧʫʩʢʫ ʚʥʫʪʨʽʰʥʴʦʛʦ ʧʨʦʪʦʢʦʣʫ ʧʨʠʢʦʨʜʦʥʥʦʛʦ 

ʰʣʶʟʫ iBGP (internal Border Gateway Protocol) ʫ ʪʦʯʢʘʭ ʜʦʩʪʫʧʫ ʪʘ ʧʨʠʜʫʰʝʥʥʽ 

ʪʘ ʥʘʣʘʰʪʫʚʘʥʥʷ ʦʢʨʝʤʦʛʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ, ʩʪʨʘʪʝʛʽʯʥʦ ʨʦʟʤʽʱʝʥʦʛʦ ʚ 

ʤʝʨʝʞʽ, ʱʦʙ ʜʽʷʪʠ ʷʢ ʪʨʠʛʝʨ. ʎʝʡ ʽʥʽʮʽʶʶʯʠʡ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʚʩʪʘʚʣʷʻ 

ʦʥʦʚʣʝʥʥʷ iBGP ʥʘ ʤʝʞʫ, ʩʧʨʠʯʠʥʷʶʯʠ ʥʘʜʩʠʣʘʥʥʷ ʚʢʘʟʘʥʦʛʦ ʪʨʘʬʽʢʫ ʜʦ 

ʽʥʪʝʨʬʝʡʩʫ null0  ʽ ʟʛʦʜʦʤ ʚʽʜʢʠʜʘʥʥʷ. RTBH ʤʘʻ ʚʠʩʦʢʫ ʤʘʩʰʪʘʙʦʚʘʥʽʩʪʴ; 

ʦʪʞʝ, ʚʽʥ ʚ ʧʝʨʰʫ ʯʝʨʛʫ ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʧʦʤôʷʢʰʝʥʥʷ DDoS-ʘʪʘʢ ʽ ʩʧʘʣʘʭʽʚ 

ʭʨʦʙʘʢʽʚ. 

ʋ ʜʝʷʢʠʭ ʚʠʧʘʜʢʘʭ ʩʠʥʭʦʣ (sinkhole) ï ʮʝ ʧʨʦʩʪʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨ, ʷʢʠʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʧʝʨʝʥʘʧʨʘʚʣʝʥʥʷ ʟʣʦʚʤʠʩʥʦʛʦ ʪʨʘʬʽʢʫ ʥʘ ʦʜʥʫ IP-

ʘʜʨʝʩʫ, ʜʝ ʡʦʛʦ ʤʦʞʥʘ ʜʝʪʘʣʴʥʽʰʝ ʜʦʩʣʽʜʠʪʠ. ɺ ʽʥʰʠʭ ʚʠʧʘʜʢʘʭ ʮʝ ʧʨʦʩʪʦ 

ʩʝʛʤʝʥʪ (ʤʽʩʮʝ ʘʙʦ ʽʥʪʝʨʬʝʡʩ) ʫ ʤʝʨʝʞʽ, ʢʫʜʠ ʥʘʜʩʠʣʘʻʪʴʩʷ ʮʝʡ ʪʨʘʬʽʢ. 

ʇʦʩʪʘʯʘʣʴʥʠʢʠ ʧʦʩʣʫʛ ʩʧʦʯʘʪʢʫ ʟʘʩʪʦʩʫʚʘʣʠ ʮʶ ʪʝʭʥʽʢʫ ʜʣʷ ʽʜʝʥʪʠʬʽʢʘʮʽʾ 

ʭʦʩʪʽʚ, ʜʝ ʛʝʥʝʨʫʻʪʴʩʷ ʘʪʘʢʘ ʘʙʦ ʪʨʘʬʽʢ ʭʨʦʙʘʢʘ. ʗʢ ʽ ʫ ʚʠʧʘʜʢʫ ʟ RTBH, 

ʧʽʜʧʨʠʻʤʩʪʚʘ ʟʘʨʘʟ ʟʘʩʪʦʩʦʚʫʶʪʴ ʚʦʨʦʥʢʠ. ʉʧʦʯʘʪʢʫ ʢʦʥʬʽʛʫʨʘʮʽʷ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ sinkhole ʜʦʧʦʤʘʛʘʣʘ ʚʠʷʚʣʷʪʠ ʟʘʨʘʞʝʥʽ ʧʨʠʩʪʨʦʾ ʘʙʦ 

ʟʣʦʚʤʠʩʥʠʢʽʚ, ʢʦʣʠ ʩʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʯʠ ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʦʨʛʥʝʥʥʶ ʚ ʤʝʨʝʞʫ 

ʙʫʣʠ ʥʝʜʦʩʪʫʧʥʽ ʘʙʦ ʢʦʣʠ ʙʫʣʠ ʽʥʰʽ ʘʨʭʽʪʝʢʪʫʨʥʽ ʦʙʤʝʞʝʥʥʷ. 

ʉʴʦʛʦʜʥʽ IDS ʽʥʪʝʛʨʫʶʪʴʩʷ ʟ ʚʦʨʦʥʢʘʤʠ, ʱʦʙ ʢʨʘʱʝ ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʪʘ 

ʢʣʘʩʠʬʽʢʫʚʘʪʠ ʮʽ ʟʘʛʨʦʟʠ, ʚʽʜʧʦʚʽʜʥʦ ʧʽʜʚʠʱʫʶʯʠ ʟʘʭʠʩʪ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʗʢ 

ʧʨʘʮʶʶʪʴ ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ ʟ ʚʦʨʦʥʢʘʤʠ? ʉʠʥʢʭʦʣ-ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʨʝʢʣʘʤʫʻ 

IP-ʘʜʨʝʩʠ/ʤʝʨʝʞʽ, ʷʢʽ ʱʝ ʥʝ ʙʫʣʠ ʚʠʜʽʣʝʥʽ ʋʧʨʘʚʣʽʥʥʷʤ ʨʦʟʧʦʜʽʣʝʥʥʷ ʥʦʤʝʨʽʚ 

ʚ ɯʥʪʝʨʥʝʪʽ IANA (Internet Assigned Numbers Authority). ʎʽ ʘʜʨʝʩʠ ʥʘʟʠʚʘʶʪʴʩʷ 

bogon ʽ dark (ʪʝʤʥʽ) IP-ʘʜʨʝʩʘʤʠ. ɺʠ ʤʦʞʝʪʝ ʟʥʘʡʪʠ ʜʝʪʘʣʴʥʫ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ 

bogon-ʘʜʨʝʩʠ ʥʘ http://www.iana.org. 

ɼʝʷʢʽ ʭʨʦʙʘʢʠ ʪʘ ʟʣʦʚʤʠʩʥʠʢʠ ʚʠʧʘʜʢʦʚʦ ʥʘʤʘʛʘʶʪʴʩʷ ʚʠʢʦʨʠʩʪʘʪʠ ʮʽ 

bogon-ʘʜʨʝʩʠ, ʷʢʽ ʨʝʢʣʘʤʫʶʪʴʩʷ ʣʠʰʝ ʣʦʢʘʣʴʥʦ. ʂʦʣʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨ sinkhole 
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ʦʪʨʠʤʫʻ ʮʝʡ ʪʨʘʬʽʢ, ʚʽʥ ʤʦʞʝ ʟʘʨʝʻʩʪʨʫʚʘʪʠ ʪʘ ʚʽʜʢʠʥʫʪʠ ʡʦʛʦ. ʎʽ ʞʫʨʥʘʣʠ 

ʤʽʩʪʷʪʴ ʩʧʠʩʦʢ ʟʘʨʘʞʝʥʠʭ ʭʦʩʪʽʚ ʘʙʦ ʟʣʦʚʤʠʩʥʠʢʽʚ. 

 

 

ʈʠʩ. 9.16. ʇʨʠʢʣʘʜ ʨʦʟʛʦʨʪʘʥʥʷ ʚʦʨʦʥʢʠ sinkhole 

 

ʋ ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʩʝʨʝʜʦʚʠʱʘʭ ʚʘʞʣʠʚʦ ʚʽʜʩʪʝʞʫʚʘʪʠ ʪʝʤʥʠʡ ʧʨʦʩʪʽʨ IP-

ʘʜʨʝʩ, ʘ ʥʝ ʣʠʰʝ ʘʜʨʝʩʥʠʡ ʧʨʦʩʪʽʨ bogon. ʋ ʤʘʡʙʫʪʥʴʦʤʫ ʚʠ ʤʦʞʝʪʝ ʧʦʙʘʯʠʪʠ 

ʭʨʦʙʘʢʽʚ, ʟʘʢʦʜʦʚʘʥʠʭ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ ʽʛʥʦʨʫʚʘʪʠ ʘʜʨʝʩʠ bogon, ʱʦʙ 

ʫʥʠʢʥʫʪʠ ʚʠʷʚʣʝʥʥʷ. 

ʅʘ ʨʠʩ. 9.16 ʧʦʢʘʟʘʥʦ, ʷʢ ʨʦʟʛʦʨʥʫʪʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨ sinkhole ʫ 

ʢʦʨʧʦʨʘʪʠʚʥʽʡ ʤʝʨʝʞʽ. ʅʘ ʮʴʦʤʫ ʨʠʩʫʥʢʫ ʭʦʩʪ ʟʣʽʚʘ ʟʘʨʘʞʝʥʠʡ ʭʨʦʙʘʢʦʤ ʽ 

ʘʪʘʢʫʻ ʪʘ ʥʘʤʘʛʘʻʪʴʩʷ ʩʢʦʤʧʨʦʤʝʪʫʚʘʪʠ ʢʦʤʧôʶʪʝʨʠ ʢʦʨʠʩʪʫʚʘʯʽʚ. ʊʨʘʬʽʢ, 

ʧʨʠʟʥʘʯʝʥʠʡ ʷʢ ʜʣʷ bogon-ʘʜʨʝʩ, ʪʘʢ ʽ ʜʣʷ ʪʝʤʥʦʛʦ ʧʨʦʩʪʦʨʫ IP-ʘʜʨʝʩ, 

ʂʦʨʠʩʪʫʚʘʯʽ 

ɯʥʪʝʨʥʝʪ 

ʄʘʨʰʨʫʪʠʟʘʪʦʨ 
SinkHole 

ɯʥʬʽʢʦʚʘʥʠʡ 
ʭʦʩʪ 
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ʧʝʨʝʚʽʨʷʻʪʴʩʷ ʩʠʥʭʦʣʦʤ, ʷʢʠʡ ʩʧʦʚʽʱʘʻ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ ʧʨʦ ʮʶ ʘʥʦʤʘʣʽʶ. ɺʠ 

ʤʦʞʝʪʝ ʽʥʪʝʛʨʫʚʘʪʠ ʩʢʣʘʜʥʽ ʽʥʩʪʨʫʤʝʥʪʠ ʟ ʚʦʨʦʥʢʘʤʠ, ʱʦʙ ʣʝʛʢʦ ʚʠʷʚʣʷʪʠ ʮʽ 

ʪʠʧʠ ʟʘʛʨʦʟ. 

 

9.10. Ⱦɑɡəɚɗɚɏɱɫ ɚɍɘɌəɟ ɡɌɖɑɜɱɎ Deception  

 

ɿʘʛʘʣʴʥʘ ʥʘʟʚʘ ʪʝʭʥʦʣʦʛʽʾ ʮʽʣʝʡ-ʧʨʠʤʘʥʦʢ, ʟ ʘʪʘʢ ʥʘ ʷʢʽ ʦʙʯʠʩʣʶʶʪʴ 

ʭʘʢʝʨʽʚ, ʥʘʟʠʚʘʻʪʴʩʷ  Deception (ʩʪʘʨʘ ʥʘʟʚʘ ʭʘʥʽʧʦʪʠ). ʉʣʦʚʦ deception 

ʧʝʨʝʢʣʘʜʘʻʪʴʩʷ ʟ ʘʥʛʣʽʡʩʴʢʦʾ ʷʢ ʦʙʤʘʥ. ʎʷ ʥʘʟʚʘ ʜʫʞʝ ʪʦʯʥʦ ʚʽʜʦʙʨʘʞʘʻ ʩʫʪʴ 

ʨʽʰʝʥʥʷ ð ʘʜʞʝ ʱʦʙ ʫʧʽʡʤʘʪʠ ʘʪʘʢʫʶʯʦʛʦ, ʧʘʩʪʢʠ ʤʘʶʪʴ ʙʫʪʠ ʥʝʚʽʜʤʽʥʥʠʤʠ 

ʚʽʜ ʩʧʨʘʚʞʥʽʭ ʩʝʨʚʽʩʽʚ. 

ʉʴʦʛʦʜʥʽ ʮʷ ʪʝʭʥʦʣʦʛʽʷ ʧʨʝʜʩʪʘʚʣʝʥʘ ʧʝʨʝʚʘʞʥʦ ʟʘʨʫʙʽʞʥʠʤʠ ð 

ʘʤʝʨʠʢʘʥʩʴʢʠʤʠ ʪʘ ʽʟʨʘʾʣʴʩʴʢʠʤʠ ð ʚʝʥʜʦʨʘʤʠ. ʉʝʨʝʜ ʥʠʭ ʥʘʡʚʽʜʦʤʽʰʽ ï 

TrapX, Illusive Networks, Fidelis, Cymmetria MazeRunner, Canary. 

 

9.10.1. çȯɚɜɥɔɖɔ ɓ ɘɑɐɚɘè 

 

Honeypot (çʛʦʨʱʠʢ ʟ ʤʝʜʦʤè) ʤʦʞʥʘ ʚʚʘʞʘʪʠ ʧʝʨʰʦʶ ʽʥʢʘʨʥʘʮʽʻʶ 

ʪʝʭʥʦʣʦʛʽʾ Deception. ʍʘʥʽʧʽʪ ï ʮʝ ʤʝʨʝʞʥʠʡ ʦʙ'ʻʢʪ, ʻʜʠʥʘ ʤʝʪʘ ʷʢʦʛʦ ï 

ʟʘʣʫʯʘʪʠ ʟʣʦʚʤʠʩʥʠʢʘ ʪʘ ʙʫʪʠ ʘʪʘʢʦʚʘʥʠʤ (ʨʠʩ. 9.17 ʪʘ 9.18). 

ʍʘʥʽʧʽʪ ʥʝ ʥʝʩʝ ʽʥʰʦʾ ʮʽʥʥʦʩʪʽ ʚ ʤʝʨʝʞʽ, ʚ ʷʢʽʡ ʚʽʥ ʚʩʪʘʥʦʚʣʝʥʠʡ; ʟ ʥʠʤ ʥʝ 

ʚʝʜʝʪʴʩʷ ʞʦʜʥʠʭ ʣʝʛʽʪʠʤʥʠʭ ʤʝʨʝʞʥʠʭ ʚʟʘʻʤʦʜʽʡ. ʂʦʣʠ ʭʘʥʽʧʽʪ ʘʪʘʢʫʶʪʴ, ʚʽʥ 

ʬʽʢʩʫʻ ʮʝ ʪʘ ʟʙʝʨʽʛʘʻ ʚʩʽ ʜʽʾ ʘʪʘʢʫʶʯʦʛʦ. ʅʘʜʘʣʽ ʮʽ ʜʘʥʽ ʜʦʧʦʤʘʛʘʶʪʴ 

ʘʥʘʣʽʟʫʚʘʪʠ ʰʣʷʭ ʟʣʦʚʤʠʩʥʠʢʘ. 

ʇʦʙʽʯʥʘ ʤʝʪʘ ʭʘʥʽʧʦʪʘ - ʟʘʪʨʠʤʘʪʠ ʧʨʦʩʫʚʘʥʥʷ ʘʪʘʢʫʶʯʦʛʦ ʧʦ ʤʝʨʝʞʽ, 

ʟʤʫʩʠʚʰʠ ʡʦʛʦ ʚʠʪʨʘʪʠʪʠ ʯʘʩ ʚʠʚʯʝʥʥʷ ʭʠʙʥʦʛʦ ʨʝʩʫʨʩʫ. 

ʍʘʥʽʧʽʪ ʤʦʞʝ ʙʫʪʠ ʧʦʚʥʦʮʽʥʥʦʶ ʦʧʝʨʘʮʽʡʥʦʶ ʩʠʩʪʝʤʦʶ, ʷʢʘ ʝʤʫʣʶʻ 

ʨʦʙʦʯʝ ʤʽʩʮʝ ʩʧʽʚʨʦʙʽʪʥʠʢʘ ʘʙʦ ʩʝʨʚʝʨ, ʘʙʦ ʦʢʨʝʤʠʤ ʩʝʨʚʽʩʦʤ. 
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ʈʠʩ. 9.17. ʄʝʨʝʞʘ ʙʝʟ ʍʘʥʽʧʽʪ 

 

ʈʠʩ. 9.18. ʄʝʨʝʞʘ ʽʟ ʍʘʥʽʧʽʪ 

 

ʆʜʥʘʢ ʩʘʤ ʧʦ ʩʦʙʽ ʭʘʥʽʧʽʪ ʤʘʻ ʥʠʟʢʫ ʥʝʜʦʣʽʢʽʚ: 

- ʧʦʪʨʽʙʥʦ ʦʢʨʝʤʦ ʥʘʣʘʰʪʦʚʫʚʘʪʠ ʢʦʞʝʥ ʭʠʙʥʠʡ ʩʝʨʚʝʨ; 

- ʭʘʥʽʧʦʪʠ ʥʝ ʚʟʘʻʤʦʜʽʶʪʴ ʤʽʞ ʩʦʙʦʶ ʪʘ ʟ ʝʣʝʤʝʥʪʘʤʠ ʩʧʨʘʚʞʥʴʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ɺʦʥʠ ʥʝ ʟʘʣʠʰʘʶʪʴ ʩʣʽʜʽʚ, ʭʘʢʝʨʫ ʾʭ ʚʘʞʢʦ ʚʠʷʚʠʪʠ; 

- ʭʘʥʽʧʦʪʠ, ʟʘʟʚʠʯʘʡ, ʥʝ ʦʙ'ʻʜʥʘʥʽ ʚ ʮʝʥʪʨʘʣʽʟʦʚʘʥʫ ʩʠʩʪʝʤʫ. 

ʅʘ ʟʤʽʥʫ ʮʽʻʾ ʪʝʭʥʦʣʦʛʽʾ ʧʦʩʪʫʧʦʚʦ ʧʨʠʡʰʣʘ ʽʥʰʘ, ʙʽʣʴʰ ʧʨʦʩʫʥʫʪʘ ʪʘ 

ʨʦʟʫʤʥʘ, ð Deception.  
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9.10.2. Ƚɟɞɨ ɞɑɡəɚɗɚɏɱɲ çɚɍɘɌəɟè 

 

Deception ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʨʽʰʝʥʴ ʢʣʘʩʫ IDS (Intrusion Detection System) - 

ʩʠʩʪʝʤʘʤ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ. ʆʩʥʦʚʥʘ ʤʝʪʘ ʪʘʢʦʾ ʩʠʩʪʝʤʠ ï ʚʠʷʚʣʷʪʠ ʩʧʨʦʙʠ 

ʥʝʙʘʞʘʥʦʛʦ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ. ɯʥʰʠʤʠ ʩʣʦʚʘʤʠ, Deception ʜʦʧʦʤʘʛʘʻ 

ʚʠʷʚʣʷʪʠ ʤʝʨʝʞʥ̔  ʘʪʘʢʠ (ʨʠʩ. 9.19). 

 

 

ʈʠʩ. 9.19. ʄʝʨʝʞʘ ʽʟ Deception 

 

ʋ ʯʦʤʫ ʚʽʜʤʽʥʥʽʩʪʴ Deception ʚʽʜ ʭʘʥʽʧʦʪʽʚ? ʍʘʥʽʧʽʪ - ʮʝ ʦʢʨʝʤʠʡ ʤʝʨʝʞʥʠʡ 

ʨʝʩʫʨʩ, ʷʢʠʡ ʥʽ ʟ ʢʠʤ ʥʝ ʚʟʘʻʤʦʜʽʻ, ʘ ʪʽʣʴʢʠ ʯʝʢʘʻ ʥʘ ʘʪʘʢʫʶʯʦʛʦ, ʱʦʙ ʟʘʧʠʩʘʪʠ 

ʡʦʛʦ ʜʽʾ. Deception - ʮʝ ʮʝʥʪʨʘʣʽʟʦʚʘʥʘ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʽʥʥʷ ʧʦʤʠʣʢʦʚʠʤʠ 
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ʤʝʨʝʞʥʠʤʠ ʦʙ'ʻʢʪʘʤʠ, ʷʢʽ ʧʨʠʡʥʷʪʦ ʥʘʟʠʚʘʪʠ ʧʘʩʪʢʘʤʠ (decoys) (ʨʠʩ. 9.20). 

ʂʦʞʥʘ ʧʘʩʪʢʘ ʻ, ʧʦ ʩʫʪʽ, ʦʢʨʝʤʠʤ ʭʘʥʽʧʽʪʦʤ, ʧʨʦʪʝ ʚʩʽ ʚʦʥʠ ʧʦʚ'ʷʟʘʥʽ ʟ 

ʮʝʥʪʨʘʣʴʥʠʤ ʩʝʨʚʝʨʦʤ. 

ʊʘʢʽ ʨʽʰʝʥʥʷ ʟʘʟʚʠʯʘʡ ʤʘʶʪʴ ʟʨʫʯʥʠʡ ʽʥʪʝʨʬʝʡʩ ʜʣʷ ʢʝʨʫʚʘʥʥʷ ʧʘʩʪʢʘʤʠ. 

ʆʧʝʨʘʪʦʨ ʤʦʞʝ ʩʪʚʦʨʶʚʘʪʠ ʧʘʩʪʢʠ ʟ ʙʘʞʘʥʠʤ ʥʘʙʦʨʦʤ ʝʤʫʣʴʦʚʘʥʠʭ ʤʝʨʝʞʥʠʭ 

ʩʝʨʚʽʩʽʚ ʫ ʚʠʙʨʘʥʽʡ ʧʽʜʤʝʨʝʞʽ, ʟ ʧʦʪʨʽʙʥʠʤ ʩʧʦʩʦʙʦʤ ʦʪʨʠʤʘʥʥʷ IP-ʘʜʨʝʩʠ ʽ ʪʘʢ 

ʜʘʣʽ. 

ʇʘʩʪʢʠ ʪʘ ʝʤʫʣʴʦʚʘʥʽ ʥʠʤʠ ʧʦʩʣʫʛʠ ʧʽʜʪʨʠʤʫʶʪʴ ʧʦʩʪʽʡʥʝ ʟ'ʻʜʥʘʥʥʷ ʟ 

ʩʝʨʚʝʨʦʤ. ʊʘʢ ʩʘʤʦ ʷʢ ʽ ʭʘʥʽʧʦʪʠ, ʧʘʩʪʢʠ ʚ Deception ʥʝ ʧʝʨʝʜʙʘʯʘʶʪʴ 

ʣʝʛʽʪʠʤʥʦʾ ʤʝʨʝʞʥʦʾ ʚʟʘʻʤʦʜʽʾ (ʟʘ ʚʠʥʷʪʢʦʤ ʚʟʘʻʤʦʜʽʾ ʟ ʽʥʰʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ 

Deception). 

ʇʘʩʪʢʘ ʧʦʚʽʜʦʤʣʷʪʠʤʝ ʥʘ ʩʝʨʚʝʨ ʧʨʦ ʙʫʜʴ-ʷʢʫ ʩʧʨʦʙʫ ʚʟʘʻʤʦʜʽʾ ʟ ʥʝʶ: ʮʝ 

ʩʣʫʞʠʪʴ ʽʥʜʠʢʘʪʦʨʦʤ ʘʪʘʢʠ. ʇʨʠ ʮʴʦʤʫ ʦʧʝʨʘʪʦʨ ʤʦʞʝ ʤʦʤʝʥʪʘʣʴʥʦ ʦʪʨʠʤʘʪʠ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʧʦʜʽʶ, ʱʦ ʚʽʜʙʫʣʘʩʷ. ʋ ʥʴʦʤʫ ʙʫʜʫʪʴ ʚʢʘʟʘʥʽ ʜʝʪʘʣʽ ʧʦʜʽʾ: 

ʘʜʨʝʩʘ ʪʘ ʧʦʨʪ ʜʞʝʨʝʣʘ ʪʘ ʮʽʣʽ, ʧʨʦʪʦʢʦʣ ʚʟʘʻʤʦʜʽʾ, ʯʘʩ ʩʧʨʘʮʴʦʚʫʚʘʥʥʷ ʪʦʱʦ. 

ɼʦʜʘʪʢʦʚʽ ʤʦʜʫʣʽ ʫ ʩʢʣʘʜʽ Deception ʤʦʞʫʪʴ ʪʘʢʦʞ ʥʘʜʘʚʘʪʠ ʤʦʞʣʠʚʽʩʪʴ 

ʨʫʯʥʦʛʦ ʘʙʦ ʘʚʪʦʤʘʪʠʟʦʚʘʥʦʛʦ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʽʥʮʠʜʝʥʪʠ. 

 

ʈʠʩ. 9.20. ʄʝʨʝʞʘ ʟ ʧʘʩʪʢʘʤʠ 
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ɼʦ ʧʦʥʷʪʪʷ Deception ʤʦʞʫʪʴ ʚʭʦʜʠʪʠ ʡ ʽʥʰʽ ʨʝʯʽ. ɼʝʷʢʽ ʢʦʤʧʦʥʝʥʪʠ 

ʜʦʧʦʤʘʛʘʶʪʴ ʩʧʨʦʩʪʠʪʠ ʥʘʣʘʰʪʫʚʘʥʥʷ ʪʘ ʘʚʪʦʤʘʪʠʟʘʮʽʶ ʨʦʟʛʦʨʪʘʥʥʷ, ʽʥʰʽ 

ʨʦʙʣʷʪʴ ʧʘʩʪʢʠ ʙʽʣʴʰ ʩʭʦʞʠʤʠ ʥʘ ʩʧʨʘʚʞʥʽ ʤʝʨʝʞʝʚʽ ʩʝʨʚʽʩʠ, ʱʝ ʦʜʥʽ ï 

ʧʨʠʚʝʨʪʘʶʪʴ ʫʚʘʛʫ ʭʘʢʝʨʽʚ ʜʦ ʭʠʙʥʠʭ ʮʽʣʝʡ. 

ɼʝʷʢʽ ʢʦʤʧʦʥʝʥʪʠ ʤʦʞʫʪʴ ʚʠʨʽʰʫʚʘʪʠ ʩʫʤʽʞʥʽ ʟʘʚʜʘʥʥʷ, ʥʘʧʨʠʢʣʘʜ, 

ʨʝʘʛʫʚʘʪʠ ʥʘ ʽʥʮʠʜʝʥʪʠ, ʟʙʠʨʘʪʠ ʽʥʜʠʢʘʪʦʨʠ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʟ ʨʦʙʦʯʠʭ ʩʪʘʥʮʽʡ 

ʪʘ ʰʫʢʘʪʠ ʥʘ ʥʠʭ ʚʨʘʟʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ. 

 

9.10.3. Ȭɏɑəɞɔ 

 

ɸʛʝʥʪ ï ʮʝ ʧʨʦʛʨʘʤʘ, ʷʢʘ ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʥʘ ʨʝʘʣʴʥʽ ʨʦʙʦʯʽ ʩʪʘʥʮʽʾ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʯʠ ʩʝʨʚʝʨʠ. ɺʦʥʘ ʚʤʽʻ ʩʧʽʣʢʫʚʘʪʠʩʷ ʟ ʩʝʨʚʝʨʦʤ Deception, 

ʚʠʢʦʥʫʚʘʪʠ ʡʦʛʦ ʢʦʤʘʥʜʠ ʯʠ ʧʝʨʝʜʘʚʘʪʠ ʢʦʨʠʩʥʽ ʜʘʥʽ ʥʘ ʮʝʥʪʨ ʫʧʨʘʚʣʽʥʥʷ 

(ʨʠʩ. 9.21). 

ʉʝʨʝʜ ʨʽʰʝʥʴ ʢʣʘʩʫ Deception ʻ ʷʢ ʧʨʦʜʫʢʪʠ, ʜʦ ʩʢʣʘʜʫ ʷʢʠʭ ʚʭʦʜʠʪʴ ʘʛʝʥʪ, 

ʽ ʪʽ, ʷʢʽ ʦʙʭʦʜʷʪʴʩʷ ʙʝʟ ʥʴʦʛʦ. 

 

ʈʠʩ. 9.21. ʄʝʨʝʞʘ ʟ ʘʛʝʥʪʘʤʠ 

 

ɼʦ ʟʘʚʜʘʥʴ ʘʛʝʥʪʘ ʤʦʞʝ ʚʭʦʜʠʪʠ: 

- ʟʙʠʨʘʥʥʷ ʜʘʥʠʭ ʧʨʦ ʩʪʘʥ ʨʦʙʦʯʠʭ ʩʪʘʥʮʽʡ; 
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- ʧʦʰʠʨʝʥʥʷ ʧʨʠʤʘʥʦʢ; 

- ʝʤʫʣʷʮʽʷ ʘʢʪʠʚʥʦʩʪʽ ʫ ʤʝʨʝʞʽ; 

- ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʽʥʮʠʜʝʥʪʠ (ʨʫʯʥʝ ʯʠ ʘʚʪʦʤʘʪʠʟʦʚʘʥʝ); 

- ʟʙʠʨʘʥʥʷ ʜʘʥʠʭ ʜʣʷ ʬʦʨʝʥʟʠʢʠ; 

- ʱʦʩʴ ʱʝ ð ʫ ʤʽʨʫ ʧʦʪʨʝʙ ʢʣʽʻʥʪʽʚ ʪʘ ʬʘʥʪʘʟʽʾ ʨʦʟʨʦʙʥʠʢʘ. 

ɼʽʷʣʴʥʽʩʪʴ ʘʛʝʥʪʘ ʻ ʩʝʥʩ ʟʨʦʙʠʪʠ ʧʨʠʭʦʚʘʥʦʶ ʚʽʜ ʣʶʜʠʥʠ, ʷʢʘ ʧʨʘʮʶʻ ʟʘ 

ʢʦʤʧ'ʶʪʝʨʦʤ. ʅʘʚʽʱʦ? ʇʦ-ʧʝʨʰʝ, ʢʦʨʠʩʪʫʚʘʯ ʤʦʞʝ ʥʘʚʤʠʩʥʦ ʘʙʦ ʚʠʧʘʜʢʦʚʦ 

ʚʠʜʘʣʠʪʠ ʘʛʝʥʪ ʘʙʦ ʡʦʛʦ ʩʢʣʘʜʦʚʽ. 

ʇʦ-ʜʨʫʛʝ, ʥʘʷʚʥʽʩʪʴ ʥʝʚʽʜʦʤʦʛʦ (ʘʙʦ ʚʽʜʦʤʦʛʦ ʧʝʚʥʦʶ ʤʽʨʦʶ ð ʢ̫ʱʦ 

ʢʦʨʠʩʪʫʚʘʯ ʧʨʦ ʮʝ ʧʦʧʝʨʝʜʞʝʥʠʡ) ʥʘ ʨʦʙʦʯʽʡ ʩʪʘʥʮʽʾ ʤʦʞʝ ʚʠʢʣʠʢʘʪʠ ʚʽʜʯʫʪʪʷ 

ʜʠʩʢʦʤʬʦʨʪʫ. 

ʇʦ-ʪʨʝʪʻ, ʚʩʝ, ʱʦ ʙʘʯʠʪʴ ʢʦʨʠʩʪʫʚʘʯ, ʧʦʙʘʯʠʪʴ ʽ ʘʪʘʢʫʶʯʠʡ, ʷʢʠʡ ʦʜʝʨʞʘʚ 

ʜʦʩʪʫʧ ʜʦ ʮʴʦʛʦ ʢʦʤʧ'ʶʪʝʨʘ. ɸʜʞʝ ʤʠ ʥʝ ʭʦʯʝʤʦ ʨʦʟʢʨʠʪʠ ʩʚʦʾ ʢʘʨʪʠ ʧʝʨʝʜ 

ʘʪʘʢʫʶʯʠʤ, ʧʨʘʚʜʘ? 

ʊʦʤʫ ʘʛʝʥʪʩʴʢʽ ʨʽʰʝʥʥʷ ʫ ʩʢʣʘʜʽ Deception ʩʣʽʜ ʨʦʙʠʪʠ ʪʘʢʠʤ ʯʠʥʦʤ, ʱʦʙ 

ʢʦʨʠʩʪʫʚʘʯ ʥʝ ʙʘʯʠʚ ʥʽ ʘʛʝʥʪʘ, ʥʽ ʩʣʽʜʽʚ ʡʦʛʦ ʞʠʪʪʻʜʽʷʣʴʥʦʩʪʽ (ʯʠ ʭʦʯʘ ʙ 

ʥʘʤʘʛʘʪʠʩʷ ʟʚʝʩʪʠ ʮʝ ʜʦ ʤʽʥʽʤʫʤʫ). 

ʊʦʤʫ ʘʛʝʥʪʠ ʟʘʟʚʠʯʘʡ ʧʨʘʮʶʶʪʴ ʫ ʧʨʠʚʽʣʝʡʦʚʘʥʦʤʫ ʨʝʞʠʤʽ, ʷʢ ʜʨʘʡʚʝʨʘ 

ʜʣʷ Windows ʯʠ ʤʦʜʫʣʷ ʷʜʨʘ ʫ ʨʘʟʽ Linux. ʎʝ ʜʦʟʚʦʣʷʻ, ʥʘʧʨʠʢʣʘʜ, 

ʧʝʨʝʭʦʧʣʶʚʘʪʠ ʩʠʩʪʝʤʥʽ ʚʠʢʣʠʢʠ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʩʢʨʠʪʥʦʩʪʽ, ʘ ʪʘʢʦʞ ʥʝ ʜʘʻ 

ʢʦʨʠʩʪʫʚʘʯʝʚʽ ʚʠʜʘʣʷʪʠ ʘʛʝʥʪ ʘʙʦ ʟʘʚʘʞʘʪʠ ʧʨʘʮʶʚʘʪʠ. 

 

9.10.4. Ȼɜɔɕɚɘɔ ɘɱɘɱɖɜɱɲ 

 

ɿʘʚʜʘʥʥʷ Deception ʷʢ ʪʝʭʥʦʣʦʛʽʾ - ʧʝʨʝʢʦʥʘʪʠ ʘʪʘʢʫʶʯʦʛʦ ʚ ʪʦʤʫ, ʱʦ ʚʩʽ 

ʧʘʩʪʢʠ ʪʘ ʚʟʘʻʤʦʜʽʾ ʤʽʞ ʥʠʤʠ ʨʝʘʣʴʥʽ, ʮʽʥʥʽ ʪʘ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ, ʘ ʪʘʢʦʞ 

ʟʨʦʙʠʪʠ ʭʠʙʥʽ ʮʽʣʽ ʧʨʠʚʘʙʣʠʚʠʤʠ ʜʣʷ ʘʪʘʢʠ. ʋ ʩʫʯʘʩʥʠʭ ʩʠʩʪʝʤʘʭ ʻ ʥʠʟʢʘ 

ʢʦʤʧʦʥʝʥʪʽʚ, ʷʢʽ ʚʽʜʧʦʚʽʜʘʶʪʴ ʟʘ ʮʽ ʮʽʣʽ. 
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ʇʨʠʤʘʥʢʠ. ʑʦʙ ʘʪʘʢʫʶʯʠʡ ʟ ʙʽʣʴʰʦʶ ʡʤʦʚʽʨʥʽʩʪʶ ʥʘʪʨʘʧʠʚ ʥʘ ʧʘʩʪʢʫ, 

ʤʦʞʥʘ ʡʦʛʦ ʜʦ ʮʴʦʛʦ ʧʽʜʰʪʦʚʭʥʫʪʠ. ɼʣʷ ʮʴʦʛʦ ʚ Deception ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ 

ʧʨʠʤʘʥʢʠ Bait , ʘʙʦ çʭʣʽʙʥʽ ʢʨʠʭʪʠè (ʨʠʩ. 9.22). 

ʇʨʠʤʘʥʢʘ - ʮʝ ʦʙ'ʻʢʪ, ʷʢʠʡ ʨʦʟʤʽʱʫʻʪʴʩʷ ʥʘ ʨʝʘʣʴʥʽʡ ʨʦʙʦʯʽʡ ʩʪʘʥʮʽʾ, ʧʦʪʘʡ 

ʘʙʦ ʥʝ ʜʫʞʝ. ʇʨʠʤʘʥʢʘ ʚʠʛʣʷʜʘʻ ʷʢ ʱʦʩʴ ʟʚʠʯʘʡʥʝ ʪʘ ʧʨʠʚʘʙʣʠʚʝ ʜʣʷ 

ʘʪʘʢʫʶʯʦʛʦ (çʚʠʧʘʜʢʦʚʦè ʟʘʙʫʪʠʡ ʬʘʡʣ ʽʟ ʧʘʨʦʣʝʤ, ʟʙʝʨʝʞʝʥʘ ʩʝʩʽʷ, ʟʘʢʣʘʜʢʘ 

ʚ ʙʨʘʫʟʝʨʽ, ʟʘʧʠʩ ʫ ʨʝʻʩʪʨʽ, ʧʨʠʤʦʥʪʦʚʘʥʘ ʢʫʣʷ ʪʦʱʦ). ʇʨʠʤʘʥʢʘ ʤʽʩʪʠʪʴ 

ʧʦʩʠʣʘʥʥʷ ʪʘ ʜʘʥʽ ʜʣʷ ʜʦʩʪʫʧʫ ʥʘ ʭʠʙʥʠʡ ʤʝʨʝʞʝʚʠʡ ʨʝʩʫʨʩ. 

ɿʣʦʚʤʠʩʥʠʢ, ʚʠʷʚʠʚʰʠ ʪʘʢʝ ʧʦʩʠʣʘʥʥʷ ʪʘ ʘʚʪʦʨʠʟʘʮʽʡʥʽ ʜʘʥʽ, ʟʚʠʯʘʡʥʦ ʞ, 

ʟʘʭʦʯʝ ʧʝʨʝʚʽʨʠʪʠ, ʱʦ ʮʝ ʟʘ ʩʝʨʚʽʩ. ɺʽʥ ʟʘʭʦʜʠʪʴ ʥʘ ʧʘʩʪʢʫ, ʽ ʪʫʪ ʩʧʨʘʮʴʦʚʫʻ 

ʩʠʛʥʘʣʽʟʘʮʽʷ ʧʨʦ ʽʥʮʠʜʝʥʪ. 

 

 

ʈʠʩ. 9.22. ʄʝʨʝʞʘ ʟ ʧʨʠʤʘʥʢʦʶ 

 

ɺʠʜʠ ʽ ʤʝʪʦʜʠ ʨʦʟʤʽʱʝʥʥʷ ʧʨʠʤʘʥʢʠ ʟʘʣʝʞʠʪʴ ʚʽʜ ʪʠʧʫ ʧʘʩʪʢʠ, ʷʢʫ 

ʧʨʠʤʘʥʢʘ ʚʝʜʝ. 

ʇʨʠʥʘʜʠ ʤʦʞʫʪʴ ʧʦʰʠʨʶʚʘʪʠʩʷ ʢʽʣʴʢʦʤʘ ʩʧʦʩʦʙʘʤʠ. ʗʢʱʦ ʫ ʩʢʣʘʜʽ 

Deception ʧʨʠʩʫʪʥʽ ʘʛʝʥʪʠ, ʟʘʚʜʘʥʥʷ ʨʦʟʢʠʜʘʥʥʷ ʧʨʠʤʘʥʦʢ ʜʦʨʫʯʘʻʪʴʩʷ ʥʠʭ. ʋ 
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ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʧʨʦʮʝʩ ʤʦʞʥʘ ʣʝʛʢʦ ʘʚʪʦʤʘʪʠʟʫʚʘʪʠ: ʩʝʨʚʝʨ ʢʝʨʫʚʘʥʥʷ ʧʦʩʠʣʘʻ 

ʢʦʤʘʥʜʫ ʥʘ ʘʛʝʥʪ, ʽ ʪʦʡ ʚʠʢʦʥʫʻ ʥʝʦʙʭʽʜʥʽ ʜʽʾ ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʧʨʠʤʘʥʢʠ. 

ʗʢʱʦ ʘʛʝʥʪʽʚ ʥʝʤʘʻ, Deception-ʨʽʰʝʥʥʷ ʤʦʞʝ ʧʨʦʧʦʥʫʚʘʪʠ ʛʦʪʦʚʽ ʩʢʨʠʧʪʠ, 

ʷʢʽ ʧʦʪʨʽʙʥʦ ʙʫʜʝ ʚʠʢʦʥʘʪʠ ʥʘ ʨʦʙʦʯʠʭ ʩʪʘʥʮʽʷʭ ʚʨʫʯʥʫ. ʎʝʡ ʧʽʜʭʽʜ ʤʘʻ 

ʦʯʝʚʠʜʥʽ ʥʝʜʦʣʽʢʠ: ʥʘʧʨʠʢʣʘʜ, ʧʨʠ ʧʝʨʝʥʘʩʪʨʦʶʚʘʥʥʽ ʧʘʩʪʦʢ ʥʝʤʘʻ 

ʤʦʞʣʠʚʦʩʪʽ ʘʚʪʦʤʘʪʠʯʥʦ ʦʥʦʚʠʪʠ ʧʨʠʤʘʥʢʠ ʥʘ ʨʦʙʦʯʠʭ ʩʪʘʥʮʽʷʭ, ʪʦʜʽ ʷʢ 

ʘʛʝʥʪʠ ʜʦʟʚʦʣʷʶʪʴ ʮʝ ʟʨʦʙʠʪʠ. 

ʉʣʽʜ, ʥʘʩʢʽʣʴʢʠ ʮʝ ʤʦʞʣʠʚʦ, ʦʙʤʝʞʠʪʠ ʚʟʘʻʤʦʜʽʶ ʩʧʨʘʚʞʥʽʭ ʢʦʨʠʩʪʫʚʘʯʽʚ 

ʇʂ ʽʟ ʧʨʠʥʘʜʘʤʠ. ʇʨʦʪʝ ʥʘʜʪʦ ʩʠʣʴʥʦ ʧʨʠʭʦʚʫʚʘʪʠ ʭʠʙʥʽ ʮʽʣʽ ʪʘʢʦʞ ʥʝ ʤʦʞʥʘ. 

ʗʢʱʦ ʟʣʦʚʤʠʩʥʠʢ ʥʝ ʟʤʦʞʝ ʾʭ ʟʥʘʡʪʠ, ʥʘʚʽʱʦ ʚʦʥʠ ʚʟʘʛʘʣʽ ʧʦʪʨʽʙʥʽ? 

ɯ ʟʚʠʯʘʡʥʦ, ʧʨʠʥʘʜʠ ʤʘʶʪʴ ʙʫʪʠ ʧʨʘʚʜʦʧʦʜʽʙʥʠʤʠ. ʗʢʱʦ ʤʠ ʧʦʩʪʘʚʠʤʦ 

ʧʨʠʤʘʥʢʫ ʷʢ SSH ʥʘ ʢʦʤʧ'ʶʪʝʨ ʙʫʭʛʘʣʪʝʨʘ, ʮʝ ʤʦʞʝ ʚʠʢʣʠʢʘʪʠ ʧʽʜʦʟʨʠ 

ʘʪʘʢʫʶʯʦʛʦ. 

ʅʘʡʯʘʩʪʽʰʝ ʧʨʠʤʘʥʢʘ ʤʽʩʪʠʪʴ ʘʚʪʦʨʠʟʘʮʽʡʥʽ ʜʘʥʽ ʜʦʩʪʫʧʫ ʜʦ ʧʘʩʪʮʽ ð 

ʣʦʛʽʥ ʽ ʧʘʨʦʣʴ ʯʠ ʢʣʶʯ. ɸʣʝ ʷʢ ʧʨʘʚʠʣʴʥʦ ʾʭ ʩʢʣʘʩʪʠ, ʱʦʙ ʚʦʥʠ ʚʠʛʣʷʜʘʣʠ 

ʧʨʘʚʜʦʧʦʜʽʙʥʠʤʠ? ʊʫʪ ʽ ʚʠʥʠʢʘʻ ʜʫʤʢʘ ʚʝʩʪʠ ʚʩʝʨʝʜʠʥʽ Deception ʦʩʥʦʚʫ 

ʬʝʡʢʦʚʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

 

ʅʝʧʨʘʚʜʠʚʽ ʢʦʨʠʩʪʫʚʘʯʽ. ʆʪʞʝ, ʤʠ ʭʦʯʝʤʦ ʧʽʜʩʪʘʚʣʷʪʠ ʜʘʥʽ ʜʣʷ 

ʘʚʪʦʨʠʟʘʮʽʾ, ʤʘʢʩʠʤʘʣʴʥʦ ʩʭʦʞʽ ʥʘ ʩʧʨʘʚʞʥʽ. ʇʨʠ ʮʴʦʤʫ ʚ ʢʦʞʥʽʡ ʦʨʛʘʥʽʟʘʮʽʾ 

ʜʘʥʽ ʢʦʨʠʩʪʫʚʘʯʽʚ ʚʠʛʣʷʜʘʶʪʴ ʧʦ-ʨʽʟʥʦʤʫ. ʋ ʚʩʽʭ ʨʽʟʥʽ ʬʦʨʤʘʪʠ ʣʦʛʽʥʫ 

(ʥʘʧʨʠʢʣʘʜ, ʯʘʩʪʦ ʟʫʩʪʨʽʯʘʶʪʴʩʷ ʣʦʛʽʥʠ ʚʠʜʫ çʧʝʨʰʘ ʙʫʢʚʘ ʽʤʝʥʽ ï ʪʦʯʢʘ ï 

ʧʨʽʟʚʠʱʝè ʣʘʪʠʥʠʮʝʶ) (ʨʠʩ. 9.23). ʋʩʽ ʤʘʶʪʴ ʨʽʟʥʽ ʧʘʨʦʣʴʥʽ ʧʦʣʽʪʠʢʠ. ɼʣʷ 

ʜʝʷʢʠʭ ʧʨʠʤʘʥʦʢ ʤʦʞʫʪʴ ʟʥʘʜʦʙʠʪʠʩʷ ʧʦʰʪʦʚʘ ʘʜʨʝʩʘ, ʘʜʨʝʩʘ ʜʦʤʝʥʫ, ʱʝ 

ʱʦʩʴ. ʗʢ ʙʫʪʠ? 

ɿʘʚʜʘʥʥʷ ʤʦʞʥʘ ʚʠʨʽʰʠʪʠ, ʚʝʜʫʯʠ ʙʘʟʫ ʥʝʧʨʘʚʜʠʚʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ ʤʝʨʝʞʽ. 

ɯʩʥʫʶʪʴ ʨʽʟʥʽ ʧʽʜʭʦʜʠ ʜʦ ʚʝʜʝʥʥʷ ʪʘʢʦʾ ʙʘʟʠ. 
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ʈʠʩ. 9.23. ʄʝʨʝʞʘ ʟ ʥʝʧʨʘʚʜʠʚʠʤʠ ʢʦʨʠʩʪʫʚʘʯʘʤʠ 

 

ʅʘʧʨʠʢʣʘʜ, Deception ʤʦʞʥʘ ʽʥʪʝʛʨʫʚʘʪʠ ʽʟ ʩʠʩʪʝʤʦʶ ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ. ʎʝ 

ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ ʨʦʟʧʽʟʥʘʚʘʪʠ ʫ ʤʝʨʝʞʥʦʤʫ ʪʨʘʬʽʢʫ ʥʘʷʚʥʽʩʪʴ ʜʘʥʠʭ ʜʣʷ 

ʘʚʪʦʨʠʟʘʮʽʾ, ʟʥʘʭʦʜʠʪʠ ʚ ʥʠʭ ʩʧʽʣʴʥʽ ʨʠʩʠ ʪʘ ʛʝʥʝʨʫʚʘʪʠ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʩʭʦʞʠʭ 

ʥʘ ʩʧʨʘʚʞʥʽ, ʟʘ ʚʠʷʚʣʝʥʠʤʠ ʧʨʘʚʠʣʘʤʠ. 

ʗʢʱʦ ʪʘʢʦʾ ʽʥʪʝʛʨʘʮʽʾ ʥʝʤʘʻ, ʭʦʨʦʰʠʤ ʨʽʰʝʥʥʷʤ ʚʠʛʣʷʜʘʻ ʛʝʥʝʨʘʮʽʷ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʟʘ ʚʨʫʯʥʫ ʟʘʜʘʥʠʤʠ ʧʨʘʚʠʣʘʤʠ. ʉʝʨʝʜ ʪʘʢʠʭ ʧʨʘʚʠʣ ʤʦʞʝ ʙʫʪʠ 

ʚʠʙʽʨ ʧʝʚʥʦʛʦ ʩʣʦʚʥʠʢʘ ʽʤʝʥ, ʟʘʚʜʘʥʥʷ ʰʘʙʣʦʥʫ ʜʣʷ ʣʦʛʽʥʘ, ʟʘʚʜʘʥʥʷ ʧʨʘʚʠʣ 

ʛʝʥʝʨʘʮʽʾ ʧʘʨʦʣʷ (ʥʘʷʚʥʽʩʪʴ ʩʧʝʮʩʠʤʚʦʣʽʚ, ʤʽʥʽʤʘʣʴʥʘ ʜʦʚʞʠʥʘ, ʛʝʥʝʨʘʮʽʷ 

ʧʘʨʦʣʽʚ, ʱʦ ʟʘʧʘʤ'ʷʪʦʚʫʶʪʴʩʷ, ʚʠʙʽʨ ʧʘʨʦʣʽʚ ʟʽ ʩʣʦʚʥʠʢʘ ʽ ʪʘʢ ʜʘʣʽ), ʟʘʚʜʘʥʥʷ 

ʘʜʨʝʩʠ ʜʦʤʝʥʫ, ʧʦʰʪʦʚʦʛʦ ʩʝʨʚʝʨʘ. 

ʊʘʢʠʡ ʧʽʜʭʽʜ ʤʦʞʝ ʩʪʘʪʠ ʚ ʥʘʛʦʜʽ, ʷʢʱʦ ʢʦʤʧʘʥʽʷ ʟʘ ʜʦʧʦʤʦʛʦʶ Deception 

ʟʘʭʠʱʘʻ ʬʽʣʽʾ, ʨʦʟʪʘʰʦʚʘʥʽ ʚ ʨʽʟʥʠʭ ʢʨʘʾʥʘʭ. ʊʦʜʽ, ʩʢʘʞʽʤʦ, ʜʣʷ ʫʢʨʘʾʥʩʴʢʦʾ 

ʬʽʣʽʾ ʭʠʙʥʽ ʢʦʨʠʩʪʫʚʘʯʽ ʤʦʞʫʪʴ ʤʘʪʠ ʽʤʝʥʘ ʟ ʫʢʨʘʾʥʩʴʢʦʛʦ ʩʣʦʚʥʠʢʘ, ʘ ʜʣʷ 

ʘʥʛʣʽʡʩʴʢʦʾ ð ʟ ʘʥʛʣʽʡʩʴʢʦʛʦ. 

ʂʦʣʠ ʩʬʦʨʤʦʚʘʥʦ ʙʘʟʫ ʧʦʤʠʣʢʦʚʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ, Deception ʤʦʞʝ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʾʾ ʧʽʜ ʯʘʩ ʩʪʚʦʨʝʥʥʷ ʧʨʠʤʘʥʦʢ. ɼʣʷ ʙʽʣʴʰʦʾ ʨʝʘʣʽʩʪʠʯʥʦʩʪʽ 

ʤʦʞʥʘ ʨʦʙʠʪʠ ʟʚ'ʷʟʦʢ ʤʽʞ ʘʛʝʥʪʦʤ ʽ ʥʝʧʨʘʚʜʠʚʠʤ ʢʦʨʠʩʪʫʚʘʯʝʤ ʪʘʢ, ʱʦʙ ʚʩʽ 

ʧʨʠʤʘʥʢʠ, ʨʦʟʤʽʱʝʥʽ ʥʘ ʮʴʦʤʫ ʘʛʝʥʪʽ, ʙʫʣʠ ʚʽʜ ʽʤʝʥʽ ʦʜʥʽʻʾ ʣʶʜʠʥʠ. 
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ɽʤʫʣʷʮʽʷ ʤʝʨʝʞʥʦʾ ʚʟʘʻʤʦʜʽʾ. ʗʢʱʦ ʪʨʘʜʠʮʽʡʥʽ ʭʘʥʽʧʦʪʠ ʽʩʥʫʶʪʴ 

ʚʣʘʩʥʠʤʠ ʩʠʣʘʤʠ, ʥʽ ʟ ʯʠʤ ʥʝ ʚʟʘʻʤʦʜʽʶʪʴ ʽ ʥʝ ʟʘʣʠʰʘʶʪʴ ʩʣʽʜʽʚ ʫ ʤʝʨʝʞʽ, ʪʦ 

ʪʝʭʥʦʣʦʛʽʷ Deception ʩʧʨʷʤʦʚʘʥʘ ʚ ʪʦʤʫ ʯʠʩʣʽ ʥʘ ʪʝ, ʱʦʙ ʧʽʜʰʪʦʚʭʥʫʪʠ 

ʟʣʦʚʤʠʩʥʠʢʘ ʜʦ ʚʟʘʻʤʦʜʽʾ ʟ ʧʘʩʪʢʦʶ (ʨʠʩ. 9.24). 

ɼʣʷ ʮʴʦʛʦ ʥʘʧʘʜʥʠʢʫ ʪʨʝʙʘ ʧʽʜʢʘʟʘʪʠ, ʜʝ ʰʫʢʘʪʠ ʧʘʩʪʢʫ, ʽ ʟʤʫʩʠʪʠ ʡʦʛʦ 

ʧʦʜʫʤʘʪʠ, ʱʦ ʮʝ ʨʝʘʣʴʥʠʡ ʩʝʨʚʽʩ. ʋʷʚʽʪ,ɹ ʱʦ ʚʠ ʟʥʘʡʰʣʠ ʫ ʤʝʨʝʞʽ ʷʢʠʡʩʴ 

ʩʝʨʚʽʩ, ʽ ʨʝʟʫʣʴʪʘʪ ʧʘʩʠʚʥʦʛʦ ʩʥʽʬʽʥʛʫ ʧʦʢʘʟʫʻ, ʱʦ ʟ ʥʠʤ ʥʽʭʪʦ ʥʽʢʦʣʠ ʥʝ 

ʚʟʘʻʤʦʜʽʻ. 

ʊʦʤʫ ʦʜʥʘ ʟ ʬʽʰʦʢ Deception ï ʮʝ ʤʦʞʣʠʚʽʩʪʴ ʘʢʪʠʚʥʦ ʝʤʫʣʶʚʘʪʠ ʤʝʨʝʞʥʫ 

ʚʟʘʻʤʦʜʽʶ. ɺʟʘʻʤʦʜʽʷʪʠ ʤʦʞʫʪʴ ʙʫʜʴ-ʷʢʽ ʪʦʯʢʠ ʚ ʨʘʤʢʘʭ ʩʠʩʪʝʤʠ: ʧʘʩʪʢʠ ʟ 

ʧʘʩʪʢʘʤʠ, ʘʛʝʥʪʠ ʟ ʧʘʩʪʢʘʤʠ. ʈʝʘʣʽʟʘʮʽʷ ʟʘʣʝʞʠʪʴ ʚʽʜ ʢʦʥʢʨʝʪʥʦʛʦ ʨʽʰʝʥʥʷ ʽ 

ʤʦʞʝ ʚʢʣʶʯʘʪʠ ʚʟʘʻʤʦʜʽʶ ʧʨʦʩʪʠʤʠ ʧʘʢʝʪʘʤʠ TCP/UDP, ʪʘʢ ʽ ʧʝʨʝʜʘʯʫ ʜʘʥʠʭ 

ʧʦ ʷʢʦʤʫʩʴ ʚʠʩʦʢʦʨʽʚʥʝʚʦʤʫ ʧʨʦʪʦʢʦʣʫ. 

ʂʦʥʢʨʝʪʠʢʘ ʟʘʣʝʞʘʪʠʤʝ ʚʽʜ ʪʠʧʫ ʧʘʩʪʢʠ. ʅʘʧʨʠʢʣʘʜ, ʤʦʞʥʘ ʥʘʚʯʠʪʠ ʘʛʝʥʪʘ 

ʟ ʜʝʷʢʦʶ ʧʝʨʽʦʜʠʯʥʽʩʪʶ ʭʦʜʠʪʠ ʚ ʧʘʩʪʢʫ, ʷʢʘ ʝʤʫʣʶʻ SSH, ʧʨʦʭʦʜʠʪʠ ʥʘ ʥʽʡ 

ʘʚʪʦʨʠʟʘʮʽʶ ʽ ʥʘʚʽʪʴ ʚʠʢʦʥʫʚʘʪʠ ʷʢʽʩʴ ʢʦʤʘʥʜʠ. 

 

 

ʈʠʩ. 9.24. ʄʝʨʝʞʘ ʟ ʝʤʫʣʷʮʽʻʶ 
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ɺʘʞʣʠʚʘ ʜʝʪʘʣʴ: ʚʠʱʝ ʤʠ ʛʦʚʦʨʠʣʠ ʧʨʦ ʪʝ, ʱʦ ʧʘʩʪʢʘ ʩʧʦʚʽʱʘʻ ʧʨʦ ʙʫʜʴ-

ʷʢʽ ʩʧʨʦʙʠ ʧʽʜʢʣʶʯʠʪʠʩʷ ʜʦ ʥʝʾ ʽ ʧʦʚʽʜʦʤʣʷʻ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ʮʝ ʥʘ ʩʝʨʚʝʨ. ɯ 

ʧʨʦ ʧʽʜʢʣʶʯʝʥʥʷ ʫ ʨʘʤʢʘʭ ʝʤʫʣʷʮʽʾ ʪʝʞ. ʋ ʩʝʨʚʝʨ Deception ʤʘʻ ʙʫʪʠ 

ʚʙʫʜʦʚʘʥʠʡ ʤʝʭʘʥʽʟʤ, ʷʢʠʡ ʟʤʦʞʝ ʚʽʜʨʽʟʥʠʪʠ ʩʧʨʘʚʞʥʽ ʧʦʜʽʾ ʙʝʟʧʝʢʠ. 

ɽʤʫʣʷʮʽʷ, ʜʦ ʨʝʯʽ, ʧʝʚʥʦʶ ʤʽʨʦʶ ʧʝʨʝʪʠʥʘʻʪʴʩʷ ʟ ʽʜʝʻʶ ʧʨʠʤʘʥʦʢ. ɭ 

ʤʝʨʝʞʝʚʽ ʧʨʦʪʦʢʦʣʠ, ʷʢʽ ʧʝʨʝʜʙʘʯʘʶʪʴ ʧʝʨʝʜʘʯʫ ʘʚʪʦʨʠʟʘʮʽʡʥʠʭ ʜʘʥʠʭ ʫ 

ʚʽʜʢʨʠʪʦʤʫ ʚʠʛʣʷʜʽ (ʥʘʧʨʠʢʣʘʜ, FTP). ɽʤʫʣʷʮʽʷ ʧʽʜʢʣʶʯʝʥʥʷ ʧʦ FTP ʙʫʜʝ 

ʧʨʘʮʶʚʘʪʠ ʪʘʢ ʩʘʤʦ, ʷʢ ʽ ʧʨʠʤʘʥʢʘ: ʤʠ ʟʛʦʜʦʚʫʻʤʦ ʘʪʘʢʫʶʯʦʛʦ, ʷʢʠʡ 

ʧʨʦʩʣʫʭʦʚʫʻ ʪʨʘʬʽʢ, ʣʦʛʽʥ ʪʘ ʧʘʨʦʣʴ ʜʣʷ ʜʦʩʪʫʧʫ ʜʦ ʧʘʩʪʢʠ. 

ɺʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʮʶ ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʩʣʽʜ ʦʙʝʨʝʞʥʦ. ʍʘʢʝʨ ʤʦʞʝ 

ʟʘʧʽʜʦʟʨʠʪʠ ʱʦʩʴ ʥʝʜʦʙʨʝ, ʘʥʘʣʽʟʫʶʯʠ ʪʨʘʬʽʢ: ʥʘʧʨʠʢʣʘʜ, ʚʩʽ ʟʘʧʠʪʠ ʦʜʥʘʢʦʚʽ, 

ʚʽʜʙʫʚʘʶʪʴʩʷ ʟʘʥʘʜʪʦ ʯʘʩʪʦ, ʤʘʶʪʴ ʥʝʪʠʧʦʚʫ ʜʦʚʞʠʥʫ ʯʠ ʽʥʰʽ ʧʘʨʘʤʝʪʨʠ. ʇʨʠ 

ʨʦʟʨʦʙʮʽ ʪʘ ʥʘʩʪʨʦʶʚʘʥʥʽ ʩʠʩʪʝʤ Deception ʧʦʪʨʽʙʥʦ ʚʨʘʭʦʚʫʚʘʪʠ ʮʽ ʥʶʘʥʩʠ: 

ʚʚʦʜʠʪʠ ʨʘʥʜʦʤʽʟʘʮʽʶ ʘʙʦ ʽʥʰʽ ʩʧʦʩʦʙʠ ʤʘʩʢʫʚʘʥʥʷ. 

 

9.10.5. ȰɚɐɌɞɖɚɎɱ ɖɚɘɛɚəɑəɞɔ 

 

ʗʢ ʷ ʚʞʝ ʢʘʟʘʚ, ʚ Deception ʤʦʞʫʪʴ ʙʫʪʠ ʚʢʣʶʯʝʥʽ ʨʽʟʥʽ ʝʣʝʤʝʥʪʠ. ʗ 

ʜʦʢʣʘʜʥʦ ʟʫʧʠʥʶʩʷ ʥʘ ʜʚʦʭ ʥʘʡʙʽʣʴʰ ʘʢʪʫʘʣʴʥʠʭ ð ʘʚʪʦʤʘʪʠʯʥʦʤʫ 

ʨʦʟʛʦʨʪʘʥʥʽ ʪʘ ʟʙʦʨʽ ʜʘʥʠʭ ʽʟ ʨʦʙʦʯʠʭ ʩʪʘʥʮʽʡ. 

 

ɸʚʪʦʤʘʪʠʯʥʝ ʨʦʟʛʦʨʪʘʥʥʷ. ʆʜʥʘ ʟ ʧʦʪʝʥʮʽʡʥʠʭ ʧʨʦʙʣʝʤ Deception ï ʮʝ 

ʪʨʫʜʦʤʽʩʪʢʽʩʪʴ ʧʝʨʚʠʥʥʦʛʦ ʥʘʣʘʰʪʫʚʘʥʥʷ. ɹʝʟ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʜʝʧʣʦʶ ʧʨʠ 

ʚʩʪʘʥʦʚʣʝʥʥʽ Deception ʫ ʤʝʨʝʞʫ ʜʦʚʝʣʦʩʷ ʙ ʚʨʫʯʥʫ ʚʠʟʥʘʯʘʪʠ ʩʧʠʩʦʢ ʧʘʩʪʦʢ 

ʽ ʝʤʫʣʴʦʚʘʥʠʭ ʩʝʨʚʽʩʽʚ, ʧʨʘʚʠʣʴʥʦ ʾʭ ʥʘʣʘʰʪʦʚʫʚʘʪʠ ʪʘ ʜʣʷ ʢʦʞʥʦʾ ʧʘʩʪʢʠ 

ʩʪʚʦʨʶʚʘʪʠ ʪʘ ʨʦʟʤʽʱʫʚʘʪʠ ʧʨʠʤʘʥʢʠ. ʎʝ ʚʩʝ ʚʝʣʠʯʝʟʥʘ ʨʦʙʦʪʘ. 

ʇʨʠ ʮʴʦʤʫ ʥʝ ʤʦʞʥʘ ʚʟʷʪʠ ʽ ʟʨʦʙʠʪʠ ʪʠʧʦʚʝ ʨʽʰʝʥʥʷ, ʱʦʙ ʩʪʘʚʠʪʠ ʡʦʛʦ 

ʢʦʞʥʦʤʫ ʢʣʽʻʥʪʫ. ʋ ʢʦʞʥʽʡ ʦʨʛʘʥʽʟʘʮʽʾ ʩʚʽʡ ʥʘʙʽʨ ʤʝʨʝʞʝʚʠʭ ʨʝʩʫʨʩʽʚ, ʷʢʽ ʤʘʻ 
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ʩʝʥʩ ʨʦʟʤʽʱʫʚʘʪʠ ʫ ʚʠʛʣʷʜʽ ʧʘʩʪʦʢ. ʗʢʱʦ ʤʝʨʝʞʘ ʢʦʤʧʘʥʽʾ ʥʝʚʝʣʠʢʘ, ʪʦ 

ʚʧʦʨʘʻʪʴʩʷ ʦʜʠʥ ʬʘʭʽʚʝʮʴ, ʘʣʝ ʱʦ ʷʢʱʦ Deception ʩʪʘʚʠʪʴ ʩʦʙʽ ʚʝʣʠʢʘ 

ʢʦʤʧʘʥʽʷ? ʋ ʥʝʾ ʤʦʞʝ ʙʫʪʠ ʙʝʟʣʽʯ ʧʽʜʤʝʨʝʞ, ʷʢʽ ʧʦʪʨʝʙʫʶʪʴ ʚʩʪʘʥʦʚʣʝʥʥʷ 

ʧʘʩʪʦʢ. ʋ ʢʦʞʥʽʡ ʧʽʜʤʝʨʝʞʽ ʤʦʞʝ ʙʫʪʠ ʩʚʽʡ ʥʘʙʽʨ ʪʠʧʦʚʠʭ ʨʝʩʫʨʩʽʚ. ʊʦʞ ʜʫʤʢʘ 

ʘʚʪʦʤʘʪʠʟʫʚʘʪʠ ʨʦʟʛʦʨʪʘʥʥʷ ʥʘʧʨʦʰʫʻʪʴʩʷ ʩʘʤʘ ʩʦʙʦʶ. 

ʈʝʘʣʽʟʘʮʽʡ ʤʦʞʥʘ ʚʠʛʘʜʘʪʠ ʢʽʣʴʢʘ. ʅʘʧʨʠʢʣʘʜ, ʷʢʱʦ Deception 

ʽʥʪʝʛʨʦʚʘʥʠʡ ʽʟ ʩʠʩʪʝʤʦʶ ʘʥʘʣʽʟʫ ʪʨʘʬʽʢʫ (ʷʢ ʫ ʧʨʠʢʣʘʜʽ ʟ ʭʠʙʥʠʤʠ 

ʢʦʨʠʩʪʫʚʘʯʘʤʠ), ʩʠʩʪʝʤʘ ʟʤʦʞʝ ʦʪʨʠʤʫʚʘʪʠ ʜʘʥʽ ʧʨʦ ʪʝ, ʟʘ ʷʢʠʤʠ ʧʨʦʪʦʢʦʣʘʤʠ 

ʡʜʝ ʚʟʘʻʤʦʜʽʷ ʫ ʢʦʞʥʽʡ ʦʢʨʝʤʽʡ ʧʽʜʤʝʨʝʞʽ. ʅʘ ʦʩʥʦʚʽ ʮʽʻʾ ʽʥʬʦʨʤʘʮʽʾ Deception 

ʤʦʞʝ ʘʚʪʦʤʘʪʠʯʥʦ ʚʩʪʘʥʦʚʣʶʚʘʪʠ ʧʦʪʨʽʙʥʽ ʚʠʜʠ ʧʘʩʪʦʢ ʫ ʧʦʪʨʽʙʥʽʡ ʢʽʣʴʢʦʩʪʽ 

ʽ ʥʘʚʽʪʴ ʩʘʤʘ ʦʥʦʚʣʶʚʘʪʠ ʭʠʙʥʠʡ ʰʘʨ ʤʝʨʝʞʽ ʧʨʠ ʜʦʜʘʚʘʥʥʽ ʥʦʚʠʭ ʨʝʘʣʴʥʠʭ 

ʨʝʩʫʨʩʽʚ. 

ʗʢʱʦ ʪʘʢʦʾ ʽʥʪʝʛʨʘʮʽʾ ʥʝʤʘʻ, ʧʨʦʙʣʝʤʫ ʤʦʞʥʘ ʚʠʨʽʰʠʪʠ ʽʥʘʢʰʝ. ʉʝʨʚʝʨ 

Deception ʚʠʢʦʥʫʻ ʘʢʪʠʚʥʝ ʩʢʘʥʫʚʘʥʥʷ ʤʝʨʝʞʽ, ʦʪʨʠʤʫʶʯʠ ʜʘʥʽ ʧʨʦ ʚʽʜʢʨʠʪʽ 

ʧʦʨʪʠ ʥʘ ʨʝʘʣʴʥʠʭ ʤʘʰʠʥʘʭ, ʘʙʦ ʧʘʩʠʚʥʝ ʧʨʦʩʣʫʭʦʚʫʚʘʥʥʷ ʪʨʘʬʽʢʫ ʪʘʤ, ʜʝ ʮʝ 

ʤʦʞʣʠʚʦ. ɿʽʙʨʘʥʫ ʽʥʬʦʨʤʘʮʽʶ Deception ʙʫʜʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ 

ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʚʩʪʘʥʦʚʣʝʥʥʷ ʧʘʩʪʦʢ. 

ʊʨʝʪʽʡ ʩʧʦʩʽʙ ʱʝ ʧʨʦʩʪʽʰʝ, ʘʣʝ ʥʝ ʧʦʟʙʘʚʣʷʻ ʧʦʚʥʽʩʪʶ ʥʝʦʙʭʽʜʥʦʩʪʽ ʨʫʯʥʦʾ 

ʨʦʙʦʪʠ. ʄʦʞʥʘ ʥʘʜʘʪʠ ʦʧʝʨʘʪʦʨʫ ʥʝ ʨʫʯʥʝ ʩʪʚʦʨʝʥʥʷ ʪʘ ʥʘʣʘʰʪʫʚʘʥʥʷ 

ʦʢʨʝʤʠʭ ʧʘʩʪʦʢ, ʘ ʩʧʦʩʽʙ ʚʠʙʦʨʫ ʢʨʘʱʦʛʦ ʩʧʠʩʢʫ ʤʝʨʝʞʝʚʠʭ ʩʝʨʚʽʩʽʚ ʪʘ 

ʧʝʨʝʜʙʘʯʫʚʘʥʦʾ ʢʽʣʴʢʦʩʪʽ ʧʘʩʪʦʢ. ʊʦʜʽ ʚʩʪʘʥʦʚʣʝʥʥʷ ʪʘ ʥʘʣʘʰʪʫʚʘʥʥʷ ʙʫʜʝ 

ʚʠʢʦʥʘʥʦ ʘʚʪʦʤʘʪʠʯʥʦ ʟʘ ʰʘʙʣʦʥʦʤ. 

 

ɿʙʽʨ ʜʘʥʠʭ ʽʟ ʨʦʙʦʯʠʭ ʩʪʘʥʮʽʡ. Deception ʤʦʞʝ ʙʫʪʠ ʥʝ ʣʠʰʝ ʟʘʩʦʙʦʤ 

ʚʠʷʚʣʝʥʥʷ ʘʪʘʢ (ʨʠʩ. 9.25). ʅʘʷʚʥʽʩʪʴ ʘʛʝʥʪʽʚ ʜʦʟʚʦʣʷʻ ʩʠʩʪʝʤʽ ʙʨʘʪʠ ʚʽʥ ʡ ʽʥʰʽ 

ʟʘʚʜʘʥʥʷ. ʆʜʥʘ ʟ ʥʠʭ - ʟʙʽʨ ʘʛʝʥʪʦʤ ʜʘʥʠʭ ʧʨʦ ʚʩʪʘʥʦʚʣʝʥʝ ʥʘ ʢʦʤʧ'ʶʪʝʨʘʭ ʇɿ, 

ʚʢʣʶʯʘʶʯʠ ʚʝʨʩʽʶ ʪʘ ʜʘʪʫ ʫʩʪʘʥʦʚʢʠ. ʈʝʟʫʣʴʪʘʪʠ ʤʦʞʥʘ ʧʦʨʽʚʥʶʚʘʪʠ ʟ ʙʘʟʘʤʠ 

CVE ʽ ʚʯʘʩʥʦ ʧʦʧʝʨʝʜʞʘʪʠ ʧʨʦ ʪʝ, ʱʦ ʫ ʚʝʨʩʽʾ ʧʨʦʛʨʘʤʠ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ, 

ʻ ʩʝʨʡʦʟʥʘ ʚʨʘʟʣʠʚʽʩʪʴ. 
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ʈʠʩ. 9.25. ɿʙʽʨ ʽʥʬʦʨʤʘʮʽʾ ʘʛʝʥʪʘʤʠ 

 

ɿ ʽʥʰʦʛʦ ʙʦʢʫ, ʘʛʝʥʪ ʤʦʞʝ ʟʙʠʨʘʪʠ ʜʘʥʽ ʜʣʷ ʬʦʨʝʥʟʠʢʠ (ʨʦʟʩʣʽʜʫʚʘʥʥʷ 

ʽʥʮʠʜʝʥʪʽʚ). ʂʦʣʠ ʧʘʩʪʢʘ ʚʠʷʚʣʷʻ ʘʪʘʢʫ, ʜʞʝʨʝʣʦ ʷʢʦʾ ʨʦʙʦʯʘ ʩʪʘʥʮʽʷ ʟ ʘʛʝʥʪʦʤ, 

Deception ʤʦʞʝ ʟʽʩʪʘʚʠʪʠ ʜʘʥʽ ʚʽʜ ʧʘʩʪʢʠ (ʯʘʩ, ʧʦʨʪ ʜʞʝʨʝʣʘ ʟ'ʻʜʥʘʥʥʷ) ʟ 

ʽʥʬʦʨʤʘʮʽʻʶ, ʷʢʦʶ ʚʦʣʦʜʽʻ ʘʛʝʥʪ. ʊʘʢʠʤ ʯʠʥʦʤ ʤʦʞʥʘ ʦʪʨʠʤʘʪʠ ʢʦʨʠʩʥʽ 

ʚʽʜʦʤʦʩʪʽ ʧʨʦ ʘʪʘʢʫ: ʷʢʠʡ ʧʨʦʮʝʩ ʾʾ ʟʘʧʫʩʪʠʚ, ʷʢ ʚʽʥ ʧʨʦʥʠʢ ʥʘ ʢʦʤʧ'ʶʪʝʨ ʽ ʪʘʢʝ 

ʽʥʰʝ. 

ʊʘʢʦʞ ʘʛʝʥʪ ʤʦʞʝ ʟʙʠʨʘʪʠ ʨʽʟʥʽ ʽʥʜʠʢʘʪʦʨʠ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʨʦʙʦʯʦʾ ʩʪʘʥʮʽʾ 

ʩʧʽʚʨʦʙʽʪʥʠʢʘ. ʎʝ ʜʦʟʚʦʣʠʣʦ ʙ ʦʪʨʠʤʫʚʘʪʠ ʧʦʚʽʜʦʤʣʝʥʥʷ ʥʘʚʽʪʴ ʜʦ ʪʦʛʦ, ʷʢ 

ʘʪʘʢʫʶʯʠʡ ʧʝʨʝʡʜʝ ʜʦ ʘʢʪʠʚʥʠʭ ʜʽʡ ʫ ʤʝʨʝʞʽ. 
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9.10.6. ȻɜɔɖɗɌɐ ɛɗɌɞɠɚɜɘɔ ɚɍɘɌəɟ ɖɚɘɛɌəɱɲ Illusive 

Networks  çIllusive Networks Deception Platform è 

 

ʂʦʤʧʘʥʽʷ Illusive Networks ʧʨʦʧʦʥʫʻ ʪʝʭʥʦʣʦʛʽʯʥʫ ʧʣʘʪʬʦʨʤʫ çIllusive 

Networks Deception Platformè (https://roi4cio.com/catalog/de/product/illusive-

platform). ʊʝʭʥʦʣʦʛʽʷ ʥʝʤʠʥʫʯʦʛʦ ʦʙʤʘʥʫ lllusive ʟʫʧʠʥʷʻ ʢʽʙʝʨʘʪʘʢʠ, 

ʧʘʨʘʣʽʟʫʶʯʠ ʟʣʦʚʤʠʩʥʠʢʽʚ, ʨʫʡʥʫʶʯʠ ʾʭʥʶ ʟʜʘʪʥʽʩʪʴ ʧʨʠʡʤʘʪʠ ʨʽʰʝʥʥʷ ʪʘ 

ʧʦʟʙʘʚʣʷʶʯʠ ʾʭ ʟʘʩʦʙʽʚ ʨʫʭʘʪʠʩʷ ʜʦ ʮʽʣʝʡ ʘʪʘʢʠ. 

ɿʘʤʽʩʪʴ ʦʙʤʝʞʫʚʘʣʴʥʦʛʦ ʢʦʥʪʨʦʣʶ ʤʝʨʝʞʥʠʭ ʘʢʪʠʚʽʚ, ʨʝʘʢʪʠʚʥʦʾ 

ʘʥʘʣʽʪʠʢʠ ʜʘʥʠʭ, Illusive ʧʨʦʧʦʥʫʻ ʦʨʛʘʥʽʟʘʮʽʷʤ, ʩʪʫʨʙʦʚʘʥʠʤ ʚʠʷʚʣʝʥʥʷʤ ʘʪʘʢ 

ʧʽʩʣʷ ʟʣʦʤʫ, ʧʨʦʩʪʫ ʘʣʴʪʝʨʥʘʪʠʚʫ ʩʪʘʪʫʩ-ʢʚʦ. ʅʘ ʚʽʜʤʽʥʫ ʚʽʜ ʽʥʩʪʨʫʤʝʥʪʽʚ, ʷʢʽ 

ʻ çʽʤʦʚʽʨʥʽʩʥʠʤʠè ʫ ʚʠʟʥʘʯʝʥʥʽ ʽʥʮʠʜʝʥʪʫ, ʷʢʠʡ ʤʦʞʝ ʩʪʘʥʦʚʠʪʠ ʟʘʛʨʦʟʫ, 

ʢʣʽʻʥʪʠ Illusive ʦʪʨʠʤʫʶʪʴ ʪʘʢʪʠʯʥʫ ʧʝʨʝʚʘʛʫ ʥʘʜ ʢʽʙʝʨʩʫʧʨʦʪʠʚʥʠʢʘʤʠ, 

ʦʟʙʨʦʻʥʠʤʠ çɼɽʊɽʈʄɯʅɯʉʊʀʏʅʀʄè ʩʧʦʚʽʱʝʥʥʷʤ ʽ ʪʦʯʥʠʤ 

ʢʨʠʤʽʥʘʣʽʩʪʠʯʥʠʤ ʜʦʢʘʟʦʤ ʘʪʘʢʠ ʚ ʨʫʩʽ, ʟʘʦʱʘʜʞʫʶʯʠ ʜʦʨʦʛʠʡ ʯʘʩ ʥʘ ʟʘʭʠʩʪ 

ʦʨʛʘʥʽʟʘʮʽʾ ʥʘʡʮʽʥʥʽʰʽ ʘʢʪʠʚʠ ʪʘ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʫ ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ. 

ʇʣʘʪʬʦʨʤʘ ʨʦʟʨʦʙʣʝʥʘ ʥʘ ʦʩʥʦʚʽ ʽʥʪʝʣʝʢʪʫʘʣʴʥʦʾ ʘʚʪʦʤʘʪʠʟʘʮʽʾ ʙʝʟ 

ʘʛʝʥʪʽʚ, ʷʢʘ ʚʠʤʘʛʘʻ ʜʫʞʝ ʥʝʚʝʣʠʢʦʾ ʢʦʦʨʜʠʥʘʮʽʾ ɯʊ, Illusive ʥʝʛʘʡʥʦ ʥʘʜʘʻ 

ʧʝʨʝʚʘʛʫ ʟʘʭʠʩʥʠʢʘʤ ʽ ʟʚʽʣʴʥʷʻ ʾʭ ʚʽʜ ʩʢʣʘʜʥʠʭ, ʛʘʣʘʩʣʠʚʠʭ ʽ ʚʘʞʢʠʭ ʧʽʜʭʦʜʽʚ, 

ʷʢʽ ʦʙʪʷʞʫʶʪʴ ʾʭ ʩʴʦʛʦʜʥʽ. 

ʇʣʘʪʬʦʨʤʘ Illusive ʟʘʙʝʟʧʝʯʫʻ ʮʝʥʪʨʘʣʽʟʦʚʘʥʝ ʢʝʨʫʚʘʥʥʷ ʥʘʚʽʪʴ ʫ 

ʥʘʡʙʽʣʴʰʠʭ ʽ ʥʘʡʙʽʣʴʰ ʨʦʟʧʦʜʽʣʝʥʠʭ ʩʝʨʝʜʦʚʠʱʘʭ. ʊʨʠ ʤʦʜʫʣʴʥʽ ʢʦʤʧʦʥʝʥʪʠ 

ʤʦʞʫʪʴ ʧʨʘʮʶʚʘʪʠ ʨʘʟʦʤ ʘʙʦ ʦʢʨʝʤʦ ʜʣʷ ʟʘʧʦʙʽʛʘʥʥʷ, ʚʠʷʚʣʝʥʥʷ ʪʘ ʨʝʘʛʫʚʘʥʥʷ 

ʥʘ ʢʽʙʝʨʘʪʘʢʠ. 

Preempt: Illusive Attack Surface Manager ʟʥʘʭʦʜʠʪʴ ʽ ʚʠʜʘʣʷʻ ʧʦʤʠʣʢʦʚʽ 

ʦʙʣʽʢʦʚʽ ʜʘʥʽ, ʧʽʜʢʣʶʯʝʥʥʷ ʪʘ ʰʣʷʭʠ ʘʪʘʢ, ʱʦʙ ʟʘʧʦʙʽʛʪʠ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʤʫ 

ʙʽʯʥʦʤʫ ʨʫʭʫ. 
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Detect (ʚʠʷʚʣʝʥʥʷ): ʩʠʩʪʝʤʘ ʚʠʷʚʣʝʥʥʷ ʽʣʶʟʦʨʥʠʭ ʘʪʘʢ ʟʤʫʰʫʻ 

ʟʣʦʚʤʠʩʥʠʢʽʚ ʚʠʷʚʠʪʠ ʩʝʙʝ ʥʘ ʨʘʥʥʽʭ ʩʪʘʜʽʷʭ ʧʨʦʮʝʩʫ ʘʪʘʢʠ, ʜʝʟʦʨʽʻʥʪʫʶʯʠ ʪʘ 

ʤʘʥʽʧʫʣʶʶʯʠ ʾʭ ʧʨʠʡʥʷʪʪʷʤ ʨʽʰʝʥʴ. 

Respond (ʚ̔ ʜʧʦʚʽʜʴ): ʩʠʩʪʝʤʘ ʨʦʟʚʽʜʢʠ Illusive Attack Intelligence System 

ʟʘʙʝʟʧʝʯʫʻ ʰʚʠʜʢʝ ʪʘ ʝʬʝʢʪʠʚʥʝ ʨʝʘʛʫʚʘʥʥʷ ʪʘ ʫʩʫʥʝʥʥʷ ʟʘ ʥʘʷʚʥʦʩʪʽ 

ʟʣʦʚʤʠʩʥʠʢʽʚ, ʟʘʙʝʟʧʝʯʫʶʯʠ ʘʥʘʣʽʟ ʢʦʥʪʝʢʩʪʫ ʜʞʝʨʝʣʘ ʪʘ ʮʽʣʽ. 

Illusive ʧʦʢʣʘʜʘʻ ʪʷʛʘʨ ʥʘ ʟʣʦʚʤʠʩʥʠʢʽʚ, ʨʦʟʯʘʨʦʚʫʶʯʠ ʾʭ, ʢʦʣʠ ʚʦʥʠ 

ʧʦʪʨʘʧʣʷʶʪʴ ʥʘ ʢʽʥʮʝʚʫ ʪʦʯʢʫ, ʧʦʟʙʘʚʣʷʶʯʠ ʾʭ ʨʝʘʣʴʥʠʭ ʜʘʥʠʭ, ʷʢʽ ʚʦʥʠ 

ʦʯʽʢʫʶʪʴ ʽ ʧʦʪʨʝʙʫʶʪʴ. ʉʝʨʝʜʦʚʠʱʝ, ʦʪʨʫʻʥʝ ʬʘʣʴʰʠʚʠʤʠ, ʘʣʝ ʩʧʨʘʚʞʥʽʤʠ 

ʜʘʥʠʤʠ, ʧʘʨʘʣʽʟʫʻ ʟʣʦʚʤʠʩʥʠʢʘ ð ʫ ʩʝʢʫʥʜʫ, ʢʦʣʠ ʚʦʥʠ ʪʦʨʢʘʶʪʴʩʷ 

ɯʣʶʟʦʨʥʦʛʦ ʦʙʤʘʥʫ (Illusive deception), ʚʦʥʠ ʨʦʟʢʨʠʚʘʶʪʴʩʷ, ʤʠʪʪʻʚʦ 

ʟʘʧʫʩʢʘʶʯʠ ʩʧʦʚʽʱʝʥʥʷ ʪʘ ʩʫʜʦʚʦ-ʤʝʜʠʯʥʽ ʜʦʢʘʟʠ ʘʪʘʢʠ ʚ ʨʫʩʽ ʧʨʦʪʠ ʥʘʜʽʾ 

ʧʽʜʪʚʝʨʜʠʪʠ ʾʾ. 

ʆʩʥʦʚʥʽ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʧʣʘʪʬʦʨʤʠ ʪʝʭʥʽʢʠ ʦʙʤʘʥʫ ʪʘ ʧʨʠʤʘʥʢʠ 

ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ ʪʘʙʣ. 9.2. 

 

ʊʘʙʣʠʮʷ 9.2. 

Deception Techniques and Honeypots (ʊʝʭʥʽʢʘ ʦʙʤʘʥʫ ʪʘ ʧʨʠʤʘʥʢʘ) 

Name ʅʘʟʚʘ ʅʘʷʚʥʽʩʪʴ 

Web App integration 

C&C detection 

Emulated traps 

NAC integration 

Full OS traps 

SIEM Integration 

Endpoint integration 

Built-in correlation 

Built-in ticketing 

 

Sanbox integration 

POS 

ɯʥʪʝʛʨʘʮʽʷ ʚʝʙ-ʟʘʩʪʦʩʫʥʢʽʚ 

ɺʠʷʚʣʝʥʥʷ C&C 

ɽʤʫʣʴʦʚʘʥʽ ʧʘʩʪʢʠ 

ɯʥʪʝʛʨʘʮʽʷ NAC 

ʇʦʚʥʽ ʧʘʩʪʢʠ ʆʉ 

ɯʥʪʝʛʨʘʮʽʷ SIEM 

ɯʥʪʝʛʨʘʮʽʷ ʢʽʥʮʝʚʦʾ ʪʦʯʢʠ 

ɺʙʫʜʦʚʘʥʘ ʢʦʨʝʣʷʮʽʷ 

ɺʙʫʜʦʚʘʥʘ ʩʠʩʪʝʤʘ ʧʨʦʜʘʞʫ 

ʢʚʠʪʢʽʚ 

ɯʥʪʝʛʨʘʮʽʷ Sanbox 

POS 

ʅʝʤʘʻ ʜʘʥʠʭ  

ʅʝʤʘʻ ʜʘʥʠʭ 

+ 

+ 

+ 

+ 

+ 

+ 

ʅʝʤʘʻ ʜʘʥʠʭ 

 

ʅʝʤʘʻ ʜʘʥʠʭ 

ʅʝʤʘʻ ʜʘʥʠʭ 
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ATM 

SCADA 

IoT 

Clouds 

Deception Tokens (fake OS 

platforms) 

Detecting attacks in stages 

 

Detection of MITM 

Industry-specific lures 

EDR 

Orchestration 

Active Directory 

Database 

Shared resource 

Using client images 

 

Open API for integration 

Botnet detection 

Automatic code analysis 

Custom trap builder 

 

REST API 

Firewall 

IDS 

IPS 

Built-in Reporting 

ʙʘʥʢʦʤʘʪ 

SCADA 

IoT 

ʍʤʘʨʠ 

ʊʦʢʝʥʠ ʦʙʤʘʥʫ (ʧʽʜʨʦʙʣʝʥʽ 

ʧʣʘʪʬʦʨʤʠ ʆʉ) 

ɺʠʷʚʣʝʥʥʷ ʘʪʘʢ ʧʦʝʪʘʧʥʦ 

 

ɺʠʷʚʣʝʥʥʷ MITM  

ʉʧʝʮʽʘʣʴʥʽ ʧʨʠʤʘʥʢʠ 

EDR 

ʆʨʢʝʩʪʨʦʚʢʘ 

ɸʢʪʠʚʥʘ ɼʠʨʝʢʪʦʨʽʷ 

ɹʘʟʘ ʜʘʥʠʭ 

ʉʧʽʣʴʥʠʡ ʨʝʩʫʨʩ 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʟʦʙʨʘʞʝʥʴ 

ʢʣʽʻʥʪʽʚ 

ɺʽʜʢʨʠʪʠʡ API ʜʣʷ ʽʥʪʝʛʨʘʮʽʾ 

ɺʠʷʚʣʝʥʥʷ ʙʦʪʥʝʪʫ 

ɸʚʪʦʤʘʪʠʯʥʠʡ ʘʥʘʣʽʟ ʢʦʜʫ 

ʉʧʝʮʽʘʣʴʥʠʡ ʢʦʥʩʪʨʫʢʪʦʨ 

ʧʘʩʪʦʢ 

REST API 

ɹʨʘʥʜʤʘʫʝʨ 

IDS 

IPS 

ɺʙʫʜʦʚʘʥʘ ʟʚʽʪʥʽʩʪʴ 

ʅʝʤʘʻ ʜʘʥʠʭ 

+ 

+ 

ʅʝʤʘʻ ʜʘʥʠʭ 

Windows 

 

ɸʢʪʠʚʥʘ ʨʦʟʚʽʜʢʘ, 

ʙʽʯʥʠʡ ʨʫʭ 

ʅʝʤʘʻ ʜʘʥʠʭ 

+ 

+ 

+ 

+ 

ʅʝʤʘʻ ʜʘʥʠʭ 

ʅʝʤʘʻ ʜʘʥʠʭ 

+ 

 

+ 

ʅʝʤʘʻ ʜʘʥʠʭ 

ʅʝʤʘʻ ʜʘʥʠʭ 

ʅʝʤʘʻ ʜʘʥʠʭ 

 

ʅʝʤʘʻ ʜʘʥʠʭ 

+ 

ʅʝʤʘʻ ʜʘʥʠʭ 

+ 

ʅʝʤʘʻ ʜʘʥʠʭ 

 

 

9.11. ȻɔɞɌəəɫ ɐɗɫ ɝɌɘɚɖɚəɞɜɚɗɪ 

 

1. ʄʝʨʝʞʥʽ ʙʨʘʥʜʤʘʫʝʨʠ. ʊʨʘʥʩʣʷʮʽʷ ʤʝʨʝʞʥʠʭ ʘʜʨʝʩ NAT. 
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2. ɹʨʘʥʜʤʘʫʝʨʠ ʟ ʢʦʥʪʨʦʣʝʤ ʩʪʘʥʫ. ɻʣʠʙʦʢʘ ʧʝʨʝʚʽʨʢʘ ʧʘʢʝʪʽʚ. 

3. ɼʝʤʽʣʽʪʘʨʠʟʦʚʘʥʽ ʟʦʥʠ. ʇʝʨʩʦʥʘʣʴʥʽ ʙʨʘʥʜʤʘʫʝʨʠ. 

4. ʇʨʠʥʮʠʧ ʜʽʾ ʧʨʦʪʦʢʦʣʫ IPsec. 

5. ɺʽʨʪʫʘʣʴʥʽ ʧʨʠʚʘʪʥʽ ʤʝʨʝʞʽ VPN ʥʘ ʦʩʥʦʚʽ SSL. 

6. ʉʠʩʪʝʤʠ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ IDS ʽ ʩʠʩʪʝʤʠ ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʦʨʛʥʝʥʥʷʤ 

IPS. 

7. ʄʝʪʦʜʦʣʦʛʽʾ ʚʠʷʚʣʝʥʥʷ ʚʪʦʨʛʥʝʥʴ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʚ IDS ʽ IPS. 

8. ɸʚʪʝʥʪʠʬʽʢʘʮʽʷ, ʘʚʪʦʨʠʟʘʮʽʷ ʪʘ ʦʙʣʽʢ AAA ʽ ʫʧʨʘʚʣʽʥʥʷ ʽʜʝʥʪʠʬʽʢʘʮʽʻʶ. 

ʇʨʦʪʦʢʦʣʠ. 

9. ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ NAC: ʪʝʭʥʽʢʘ NAC Appliance . 

10. ʂʦʥʪʨʦʣʴ ʜʦʩʪʫʧʫ ʜʦ ʤʝʨʝʞʽ NAC: NAC Framework. 

11. ʊʝʭʥʦʣʦʛʽʷ ʦʙʤʘʥʫ ʭʘʢʝʨʽʚ Deception: çɻʦʨʱʠʢʠ ʟ ʤʝʜʦʤè. 

12. ʊʝʭʥʦʣʦʛʽʷ ʦʙʤʘʥʫ ʭʘʢʝʨʽʚ Deception: ʩʫʪʴ ʪʝʭʥʦʣʦʛʽʾ çʦʙʤʘʥʫè. 

13. ʊʝʭʥʦʣʦʛʽʷ ʦʙʤʘʥʫ ʭʘʢʝʨʽʚ Deception: ʘʛʝʥʪʠ. 

14. ʊʝʭʥʦʣʦʛʽʷ ʦʙʤʘʥʫ ʭʘʢʝʨʽʚ Deception: ʧʨʠʡʦʤʠ ʤʽʤʽʢʨʽʾ. 
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10. ȻȣȰɁȺȰȴ ȰȺ ȬȭȽȾȼȬȯȿȮȬȹȹɋ ȶȬȹȬȷȿ 

ȻȱȼȱȰȬɃȣ ȰȬȹȴɁ ȳ ȼȣȳȹȴɁ ȾȺɃȺȶ ȳȺȼȿ 

 

10.1. Ȼɱɐɡɚɐɔ ɐɚ ɜɚɓɏɗɫɐɟ ɛɜɑɐɝɞɌɎɗɑəəɫ ɝɔɝɞɑɘ 

ɛɑɜɑɐɌɣɱ ɐɌəɔɡ 

 

ʉʬʝʨʘ çʊʝʣʝʢʦʤ ʪʘ ɯʊè ʟʘʙʝʟʧʝʯʫʻ ʦʙʨʦʙʢʫ, ʟʙʝʨʽʛʘʥʥʷ ʪʘ ʧʝʨʝʜʘʯʫ 

ʽʥʬʦʨʤʘʮʽʾ. ʅʘ ʜʘʥʠʡ ʯʘʩ ʧʨʘʢʪʠʯʥʦ ʚʩʷ ʽʥʬʦʨʤʘʮʽʷ ʟʙʝʨʽʛʘʻʪʴʩʷ ʽ ʧʝʨʝʜʘʻʪʴʩʷ 

ʚ ʮʠʬʨʦʚʽʡ ʬʦʨʤʽ, ʱʦ, ʟʚʠʯʘʡʥʦ, ʨʦʙʠʪʴ ʾʾ ʦʙʨʦʙʢʫ ʜʦʩʠʪʴ ʫʥʽʬʽʢʦʚʘʥʦʶ. 

ʆʜʥʘʢ ʩʢʣʘʜʥʽʩʪʴ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʩʘʤʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʧʨʠʟʚʦʜʠʪʴ ʜʦ ʚʽʜʧʦʚʽʜʥʦʛʦ ʟʨʦʩʪʘʥʥʷ ʩʢʣʘʜʥʦʩʪʽ ʥʘ 

ʧʽʜʛʦʪʦʚʢʫ ʽ ʧʝʨʝʜʘʯʫ ʽʥʬʦʨʤʘʮʽʾ (ʜʘʥʽ, ʧʦʚʽʜʦʤʣʝʥʥʷ ʽ ʩʠʛʥʘʣʫ). ʊʦʤʫ ʥʝ 

ʜʠʚʣʷʯʠʩʴ ʥʘ ʪʝ, ʱʦ ʤʠ ʨʦʟʛʣʷʜʘʻʤʦ ʽ ʧʨʘʮʶʻʤʦ ʟ ʻʜʠʥʦʶ ʽʥʬʦʨʤʘʮʽʡʥʦ-

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʦʶ ʽʥʬʨʘʩʪʨʫʢʪʫʨʦʶ ʦʙʤʽʥʦʤ ʽʥʬʦʨʤʘʮʽʾ, ʚʽʜʥʦʰʝʥʥʷ ʜʦ 

ʤʦʜʝʣʽ ʙʝʟʧʦʩʝʨʝʜʥʴʦʾ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʤʦʞʝ ʙʫʪʠ ʜʦʩʠʪʴ ʨʽʟʥʦʶ ʫ ʟʘʜʽʷʥʠʭ ʜʦ 

ʮʴʦʛʦ ʧʨʦʮʝʩʫ ʛʨʫʧ ʩʧʝʮʽʘʣʽʩʪʽʚ. ʇʨʠʯʦʤʫ ʦʜʥʽ ʛʨʫʧʠ ʩʧʝʮʽʘʣʽʩʪʽʚ, ʟʘʟʚʠʯʘʡ, 

ʥʝ ʜʦ ʢʽʥʮʷ ʨʦʟʫʤʽʶʪʴ ʦʩʦʙʣʠʚʦʩʪʽ ʙʘʯʝʥʥʷ ʘʙʩʪʨʘʢʪʥʦʾ ʤʦʜʝʣʽ ʧʝʨʝʜʘʯʽ 

ʽʥʬʦʨʤʘʮʽʾ ʽʥʰʠʭ ʛʨʫʧ ʩʧʝʮʽʘʣʽʩʪʽʚ. 

ʄʦʚʘ ʡʜʝ ʧʨʦ ʪʨʠ ʧʽʜʭʦʜʠ ʜʦ ʨʦʟʛʣʷʜʫ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʩʠʩʪʝʤ ʧʝʨʝʜʘʯʽ 

ʜʘʥʠʭ. ʇʝʨʰʠʡ ʧʽʜʭʽʜ, ʢʣʘʩʠʯʥʠʡ, ʙʘʟʫʻʪʴʩʷ ʥʘ ʪʝʦʨʽʾ ʝʣʝʢʪʨʦʥʥʠʭ 

ʢʦʤʫʥʽʢʘʮʽʡ, ʪʦʙʪʦ ʤʘʻʤʦ ʩʧʝʮʽʘʣʽʟʘʮʽʶ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʢʘ, ʷʢʘ 

ʤʘʢʩʠʤʘʣʴʥʦ ʥʘʙʣʠʞʝʥʘ ʜʦ ʨʝʘʣʴʥʦʛʦ (ʬʽʟʠʯʥʦʛʦ) ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʢʘʥʘʣʫ 

ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ï ʢʘʥʘʣʫ ʟʚôʷʟʢʫ. ʄʦʜʝʣʽ ʜʨʫʛʦʛʦ ʧʽʜʭʦʜʫ ʘʢʮʝʥʪʫʶʪʴ ʩʚʦʶ 

ʫʚʘʛʫ ʥʘ ʤʦʞʣʠʚʦʩʪʽ ʩʪʚʦʨʝʥʥʷ ʪʘ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʢʦʤʧôʶʪʝʨʥʦʾ ʤʝʨʝʞʽ 

ʦʙʤʽʥʫ ʜʘʥʠʤʠ, ʱʦ ʙʽʣʴʰʝ ʧʨʠʜʽʣʷʻ ʫʚʘʛʠ ʜʦ ʧʨʦʪʦʢʦʣʴʥʦʾ ʩʪʨʫʢʪʫʨʠ (ʥʘʙʦʨʫ 

ʧʨʘʚʠʣ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʤʝʨʝʞʽ) ʟʚôʷʟʢʽʚ ʪʘ ʚʫʟʣʽʚ ʤʝʨʝʞʽ. ʎʝ ʦʜʥʘ ʟ 

ʧʦʰʠʨʝʥʠʭ ʩʧʝʮʽʘʣʽʟʘʮʽʡ ï ʩʠʩʪʝʤʥʠʡ ʘʜʤʽʥʽʩʪʨʘʪʦʨ. ʊʨʝʪʽʡ ʧʽʜʭʽʜ, ʥʘʡʙʽʣʴʰ 
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ʘʙʩʪʨʘʢʪʥʠʡ ʧʦ ʚʽʜʥʦʰʝʥʥʶ ʜʦ ʬʽʟʠʯʥʦʾ ʨʝʘʣʽʟʘʮʽʾ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ, 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʨʦʛʨʘʤʫʚʘʣʴʥʠʢ, ʨʦʙʦʪʘ ʷʢʦʛʦ ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʩʪʚʦʨʝʥʥʷ ʧʝʚʥʠʭ 

ʧʨʦʛʨʘʤʥʠʭ ʢʦʜʽʚ ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʙʫʜʴ-ʷʢʠʭ ʧʨʦʮʝʩʽʚ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. ʇʨʠ ʮʴʦʤʫ 

ʬʽʟʠʢʘ ʧʨʦʮʝʩʽʚ ʧʝʨʝʜʘʯʽ ʧʨʘʢʪʠʯʥʦ ʥʝ ʚʨʘʭʦʚʫʻʪʴʩʷ.  

ʊʘʢʝ ʨʽʟʥʝ ʙʘʯʝʥʥʷ ʘʙʩʪʨʘʛʫʚʘʥʥʷ/ʤʦʜʝʣʶʚʘʥʥʷ ʧʨʘʢʪʠʯʥʦ ʦʜʥʦʛʦ 

ʬʽʟʠʯʥʦʛʦ ʧʨʦʮʝʩʫ ʮʽʣʢʦʤ ʟʨʦʟʫʤʽʣʝ, ʙʦ ʢʦʞʥʘ ʽʟ ʚʢʘʟʘʥʠʭ ʩʧʝʮʽʘʣʽʟʘʮʽʡ 

ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʥʘʡʙʽʣʴʰ ʝʬʝʢʪʠʚʥʝ ʚʠʨʽʰʝʥʥʷ ʩʚʦʻʾ ʯʘʩʪʢʠ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ (ʨʠʩ. 10.1). ʆʜʥʘʢ ʜʣʷ ʧʨʦʪʠʜʽʾ ʪʘʢʦʤʫ ʽʥʜʠʚʽʜʫʘʣʽʩʪʫ-

ʧʨʦʬʝʩʽʦʥʘʣʫ ʷʢ ʭʘʢʝʨ, ʥʘʤ ʧʦʪʨʽʙʥʦ ʩʧʨʦʙʫʚʘʪʠ ʟʨʦʟʫʤʽʪʠ ʷʢ ʚʠʢʦʨʠʩʪʘʪʠ (ʘ 

ʢʨʘʱʝ ʧʦʻʜʥʘʪʠ) ʮʽ ʪʨʠ ʧʽʜʭʦʜʠ ʜʣʷ ʧʽʜʚʠʱʝʥʥʷ ʙʝʟʧʝʢʠ ʽʥʬʦʢʦʤʫʥʽʢʘʮʽʡʥʦʾ 

ʤʝʨʝʞʽ, ʘ ʛʦʣʦʚʥʝ ʜʣʷ ʨʦʟʫʤʽʥʥʷ ʤʦʞʣʠʚʠʭ ʜʽʡ ʟʣʦʚʤʠʩʥʠʢʘ.  

ɼʘʣʽ ʨʦʟʛʣʷʥʝʤʦ ʙʽʣʴʰ ʜʝʪʘʣʴʥʦ ʮʽ ʪʨʠ ʧʽʜʭʦʜʠ ʜʦ ʤʦʜʝʣʽ ʢʘʥʘʣʫ ʧʝʨʝʜʘʯʽ 

ʜʘʥʠʭ. 

 

 

ʈʠʩ. 10.1. 

ʊʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʢ, 

ʩʠʩʪʝʤʥʠʡ ʘʜʤʽʥʽʩʪʨʘʪʦʨ, 

ʧʨʦʛʨʘʤʫʚʘʣʴʥʠʢ ʤʘʶʪʴ 

ʜʝʱʦ ʨʽʟʥʽ ʫʷʚʣʝʥʥʷ (ʤʦʜʝʣʽ) 

ʱʦʜʦ ʚʠʟʥʘʯʝʥʥʷ çʢʘʥʘʣʫ 

ʧʝʨʝʜʘʯʽ ʜʘʥʠʭè 
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10.2. ȾɑɗɑɖɚɘɟəɱɖɌɢɱɕəɌ ɘɚɐɑɗɨ ɖɌəɌɗɟ ɛɑɜɑɐɌɣɱ 

ɐɌəɔɡ 

 

10.2.1. Ȱɑɫɖɱ ɎɔɓəɌɣɑəəɫ 

 

ʋ ʩʫʯʘʩʥʠʭ ʤʝʨʝʞʘʭ ʟʚôʷʟʢʫ ʪʝʨʤʽʥʠ çʟôʻʜʥʘʥʥʷè, çʢʘʥʘʣè ʽ çʟʚôʷʟʦʢè ʯʘʩʪʦ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʦʧʠʩʫ ʨʽʟʥʠʭ ʘʩʧʝʢʪʽʚ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. 

ɿôʻʜʥʘʥʥʷ connection  ʟʘʟʚʠʯʘʡ ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʣʦʛʽʯʥʦʛʦ ʘʙʦ 

ʚʽʨʪʫʘʣʴʥʦʛʦ ʰʣʷʭʫ ʟʚôʷʟʢʫ, ʚʩʪʘʥʦʚʣʝʥʦʛʦ ʤʽʞ ʜʚʦʤʘ ʘʙʦ ʙʽʣʴʰʝ ʧʨʠʩʪʨʦʷʤʠ 

ʟ ʤʝʪʦʶ ʦʙʤʽʥʫ ʜʘʥʠʤʠ. ʎʝ ʤʦʞʝ ʚʢʣʶʯʘʪʠ ʨʽʟʥʽ ʧʨʦʪʦʢʦʣʠ ʪʘ ʤʝʭʘʥʽʟʤʠ ʜʣʷ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘʜʽʡʥʦʛʦ ʪʘ ʙʝʟʧʝʯʥʦʛʦ ʟʚôʷʟʢʫ, ʥʘʧʨʠʢʣʘʜ ʟôʻʜʥʘʥʥʷ TCP/IP ʫ 

ʢʦʥʪʝʢʩʪʽ ɯʥʪʝʨʥʝʪʫ. 

ʂʘʥʘʣ channel  ð ʮʝ ʬʽʟʠʯʥʠʡ ʘʙʦ ʣʦʛʽʯʥʠʡ ʰʣʷʭ, ʯʝʨʝʟ ʷʢʠʡ ʜʘʥʽ 

ʧʝʨʝʜʘʶʪʴʩʷ ʤʽʞ ʧʨʠʩʪʨʦʷʤʠ. ʊʦʙʪʦ, ʢʘʥʘʣ ʧʝʨʝʜʘʯʽ ʽʥʬʦʨʤʘʮʽʾ (ʢʘʥʘʣ ʟʚ'ʷʟʢʫ) 

- ʮʝ ʩʫʢʫʧʥʽʩʪʴ ʟʘʩʦʙʽʚ, ʧʨʠʟʥʘʯʝʥʠʭ   ʜʣʷ   ʧʝʨʝʜʘʯʽ   ʩʠʛʥʘʣʽʚ   (ʧʦʚʽʜʦʤʣʝʥʴ)   

ʤʽʞ   ʨʽʟʥʠʤʠ   ʪʦʯʢʘʤʠ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ. ʇʽʜ ʟʘʩʦʙʘʤʠ ʨʦʟʫʤʽʶʪʴ ʽ 

ʪʝʭʥʽʯʥʽ ʧʨʠʩʪʨʦʾ, ʽ ʣʽʥʽʷ ʟʚ'ʷʟʢʫ ï ʬʽʟʠʯʥʝ ʩʝʨʝʜʦʚʠʱʝ, ʚ ʷʢʦʤʫ ʧʦʰʠʨʶʻʪʴʩʷ 

ʩʠʛʥʘʣ. ɿ ʽʥʰʦʛʦ ʙʦʢʫ ʢʘʥʘʣ ʤʦʞʥʘ   ʧʨʝʜʩʪʘʚʠʪʠ  ʷʢ  ʧʦʩʣʽʜʦʚʥʝ   ʟ'ʻʜʥʘʥʥʷ   

ʧʨʠʩʪʨʦʾʚ   (ʙʣʦʢʽʚ),   ʱʦ ʚʠʢʦʥʫʶʪʴ ʨʽʟʥʽ ʬʫʥʢʮʽʾ ʚ ʟʘʛʘʣʴʥʽʡ ʩʠʩʪʝʤʽ ʧʝʨʝʜʘʯʽ 

ʽʥʬʦʨʤʘʮʽʾ. 

ɿʚôʷʟʦʢ link  ʟʘʟʚʠʯʘʡ ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʧʝʚʥʦʛʦ ʬʽʟʠʯʥʦʛʦ ʘʙʦ ʣʦʛʽʯʥʦʛʦ 

ʟôʻʜʥʘʥʥʷ ʤʽʞ ʜʚʦʤʘ ʤʝʨʝʞʥʠʤʠ ʧʨʠʩʪʨʦʷʤʠ. ʎʝ ʤʦʞʝ ʙʫʪʠ ʦʜʠʥ ʢʘʙʝʣʴ, ʱʦ 

ʟôʻʜʥʫʻ ʜʚʘ ʧʨʠʩʪʨʦʾ ʙʝʟʧʦʩʝʨʝʜʥʴʦ, ʘʙʦ ʮʝ ʤʦʞʝ ʙʫʪʠ ʙʝʟʧʨʦʚʦʜʦʚʝ ʟôʻʜʥʘʥʥʷ 

ʤʽʞ ʜʚʦʤʘ ʪʦʯʢʘʤʠ ʜʦʩʪʫʧʫ ʚ ʙʝʟʧʨʦʚʦʜʦʚʽʡ ʤʝʨʝʞʽ. 

ʇʽʜʩʫʤʦʚʫʶʯʠ, ʟôʻʜʥʘʥʥʷ ʧʨʝʜʩʪʘʚʣʷʻ ʣʦʛʽʯʥʠʡ ʰʣʷʭ ʜʣʷ ʦʙʤʽʥʫ ʜʘʥʠʤʠ, 

ʢʘʥʘʣ ʧʨʝʜʩʪʘʚʣʷʻ ʬʽʟʠʯʥʠʡ ʘʙʦ ʣʦʛʽʯʥʠʡ ʰʣʷʭ ʜʣʷ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ, ʘ ʟʚôʷʟʦʢ 

ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʧʝʚʥʦʛʦ ʟôʻʜʥʘʥʥʷ ʤʽʞ ʧʨʠʩʪʨʦʷʤʠ. ʂʦʞʝʥ ʪʝʨʤʽʥ 
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ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʦʧʠʩʫ ʨʽʟʥʠʭ ʘʩʧʝʢʪʽʚ ʢʦʤʫʥʽʢʘʮʽʡʥʦʛʦ ʧʨʦʮʝʩʫ ʚ 

ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ ʽ ʟʚôʷʟʢʫ. 

 

10.2.2. ȸɚɐɑɗɨ ɖɌəɌɗɟ ɛɑɜɑɐɌɣɱ ɐɌəɔɡ 

 

ʉʠʩʪʝʤʘ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ï ʮʝ ʧʝʨʝʥʝʩʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʟ ʦʜʥʽʻʾ ʪʦʯʢʠ ʜʦ 

ʽʥʰʦʾ ʟʘ ʜʦʧʦʤʦʛʦʶ ʟʘʩʦʙʽʚ ʟʚôʷʟʢʫ. ɼʘʥʠʤʠ ʤʦʞʥʘ ʚʚʘʞʘʪʠ ʪʝʢʩʪ, ʘʫʜʽʦ, ʚʽʜʝʦ, 

ʛʨʘʬʽʢʫ, ʘʥʽʤʘʮʽʶ ʪʦʱʦ. 

ʎʷ ʤʦʜʝʣʴ ʥʘʜʩʠʣʘʥʥʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʯʝʨʝʟ ʢʘʥʘʣ ʜʦ ʦʜʝʨʞʫʚʘʯʘ ʪʘʢʦʞ ʻ 

ʦʩʥʦʚʦʶ ʤʝʨʝʞʥʦʛʦ ʟʚôʷʟʢʫ ʤʽʞ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʤʠ ʪʝʨʤʽʥʘʣʘʤʠ. 

ʊʝʨʤʽʥʘʣʠ ʢʦʜʫʶʪʴ ʧʦʚʽʜʦʤʣʝʥʥʷ ʚ ʜʚʽʡʢʦʚʽ ʩʠʛʥʘʣʠ ʪʘ ʧʝʨʝʜʘʶʪʴ ʾʭ ʧʦ 

ʢʘʙʝʣʶ ʘʙʦ ʯʝʨʝʟ ʙʝʟʧʨʦʚʦʜʦʚʝ ʩʝʨʝʜʦʚʠʱʝ ʜʦ ʧʨʠʡʤʘʯʘ, ʷʢʠʡ ʟʥʘʻ ʧʨʘʚʠʣʘ, 

ʱʦ ʩʣʽʜ ʜʦʪʨʠʤʫʚʘʪʠʩʷ, ʱʦʙ ʟʨʦʟʫʤʽʪʠ/ʚʽʜʪʚʦʨʠʪʠ ʚʠʭʽʜʥʝ ʧʦʚʽʜʦʤʣʝʥʥʷ. 

ʆʩʥʦʚʥʘ ʤʦʜʝʣʴ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʤʽʞ ʪʝʨʤʽʥʘʣʘʤʠ ʧʨʝʜʩʪʘʚʣʝʥʦ ʥʘ ʨʠʩ. 

10.2. 

 

 

ʈʠʩ. 10.2. ʊʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʘ ʤʦʜʝʣʴ ʢʘʥʘʣʫ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ 

 

Message Source  
ɼʞʝʨʝʣʦ 

ʧʦʚʽʜʦʤʣʝʥʥʷ  

Encoder  

ʂʘʥʘʣʴʥʝ 
ʢʦʜʫʚʘʥʥʷ  

Transmitter 
(Sender)  

ʇʝʨʝʜʘʚʘʯ  

Message Destination  

ʆʪʨʠʤʫʚʘʯ 
ʧʦʚʽʜʦʤʣʝʥʥʷ  

Decoder  

ʂʘʥʘʣʴʥʝ 
ʜʝʢʦʜʫʚʘʥʥʷ  

Receiver  

ʇʨʠʡʤʘʯ  

4ÒÁÎÓÍÉÓÓÉÏÎ -ÅÄÉÕÍ Ƨ#(!..%,ƨ 

ʉʝʨʝʜʦʚʠʱʝ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ çʂɸʅɸʃè 

ʇʦʚʽʜʦʤʣʝʥʥʷ 

ʇʦʚʽʜʦʤʣʝʥʥʷ 

ʉʠʛʥʘʣ 

ʉʠʛʥʘʣ 
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10.2.3. ȻɑɜɑɐɌɣɌ ɛɚɎɱɐɚɘɗɑəɨ  

 

ʊʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʤʝʨʝʞʽ ʧʝʨʝʜʘʶʪʴ ʚʝʣʠʢʽ ʪʘ ʤʘʣʽ ʧʦʚʽʜʦʤʣʝʥʥʷ. 

ʇʨʠʩʪʨʦʾ ʯʘʩʪʦ ʦʙʤʽʥʶʶʪʴʩʷ ʦʥʦʚʣʝʥʥʷʤʠ, ʷʢʽ ʥʝʚʝʣʠʢʽ ʪʘ ʚʠʤʘʛʘʶʪʴ ʜʫʞʝ 

ʤʘʣʦ ʧʨʦʧʫʩʢʥʦʾ ʟʜʘʪʥʦʩʪʽ, ʘʣʝ ʜʫʞʝ ʚʘʞʣʠʚʽ. ɯʥʰʽ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʥʘʧʨʠʢʣʘʜ, 

ʚʽʜʝʦ ʚʠʩʦʢʦʾ ʷʢʦʩʪʽ, ʤʦʞʫʪʴ ʙʫʪʠ ʜʫʞʝ ʚʝʣʠʢʠʤʠ ʽ ʩʧʦʞʠʚʘʪʠ ʙʘʛʘʪʦ ʨʝʩʫʨʩʽʚ 

ʤʝʨʝʞʽ. 

ʅʘʜʩʠʣʘʥʥʷ ʚʝʣʠʢʦʾ ʬʦʪʦʛʨʘʬʽʾ ʚ ʦʜʥʦʤʫ ʙʝʟʧʝʨʝʨʚʥʦʤʫ ʧʦʪʦʮʽ ʜʘʥʠʭ 

ʤʦʞʝ ʦʟʥʘʯʘʪʠ, ʱʦ ʧʨʠʩʪʨʽʡ ʧʨʦʧʫʩʢʘʻ ʚʘʞʣʠʚʝ ʦʥʦʚʣʝʥʥʷ ʘʙʦ ʽʥʰʠʡ ʟʚôʷʟʦʢ, 

ʷʢʠʡ ʧʦʪʨʽʙʥʦ ʙʫʜʝ ʥʘʜʽʩʣʘʪʠ ʧʦʚʪʦʨʥʦ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʱʝ ʙʽʣʴʰʫ 

ʧʨʦʧʫʩʢʥʫ ʟʜʘʪʥʽʩʪʴ. 

ɺʽʜʧʦʚʽʜʜʶ ʥʘ ʮʶ ʧʨʦʙʣʝʤʫ ʻ ʧʨʦʮʝʩ, ʟʚʘʥʠʡ ʩʝʛʤʝʥʪʘʮʽʻʶ, ʧʽʜ ʯʘʩ ʷʢʦʛʦ 

ʚʩʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʨʦʟʙʠʚʘʶʪʴʩʷ ʥʘ ʤʝʥʰʽ ʯʘʩʪʠʥʠ, ʷʢʽ ʤʦʞʥʘ ʣʝʛʢʦ 

ʪʨʘʥʩʧʦʨʪʫʚʘʪʠ ʨʘʟʦʤ ʯʝʨʝʟ ʩʝʨʝʜʦʚʠʱʝ. ʉʝʛʤʝʥʪʘʮʽʷ ʧʦʚʽʜʦʤʣʝʥʴ ʤʘʻ ʜʚʽ 

ʦʩʥʦʚʥʽ ʧʝʨʝʚʘʛʠ: 

- ʤʫʣʴʪʠʧʣʝʢʩʫʚʘʥʥʷ; 

- ʧ̔ ʜʚʠʱʝʥʥʷ ʝʬʝʢʪʠʚʥʦʩʪʽ ʤʝʨʝʞʥʠʭ ʢʦʤʫʥʽʢʘʮʽʡ. 

ʄʫʣʴʪʠʧʣʝʢʩʫʚʘʥʥʷ ʚʽʜʙʫʚʘʻʪʴʩʷ, ʢʦʣʠ ʩʝʛʤʝʥʪʠ ʜʚʦʭ ʘʙʦ ʙʽʣʴʰʝ 

ʧʦʚʽʜʦʤʣʝʥʴ ʤʦʞʫʪʴ ʟʤʽʰʫʚʘʪʠʩʷ ʦʜʠʥ ʟ ʦʜʥʠʤ ʽ ʩʧʽʣʴʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʥʦʩʽʡ. 
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10.3. ȸɑɜɑɒəɔɕ ɖɌəɌɗ ɛɑɜɑɐɌɣɱ ɐɌəɔɡ 

 

10.3.1. ȽɔɝɞɑɘɌ ɛɑɜɑɐɌɣɱ ɐɌəɔɡ 

 

ʇʝʨʝʜʘʯʘ ʜʘʥʠʭ Data Communication  ʧʨʠ ʦʙʤʽʥʽ ʽʥʬʦʨʤʘʮʽʻʶ ʧʦʪʨʝʙʫʻ 

ʜʦʪʨʠʤʘʥʥʷ ʧʝʚʥʠʭ ʧʨʘʚʠʣ, ʱʦ ʚʽʜʦʤʽ ʦʙʦʤ ʩʪʦʨʦʥʘʤ (ʧʝʨʝʜʘʯʽ ʪʘ ʧʨʠʡʦʤʫ). 

ʉʠʩʪʝʤʘ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʧ'ʷʪʠ ʢʦʤʧʦʥʝʥʪʽʚ (ʨʠʩ. 10.3). 

1. ʇʦʚʽʜʦʤʣʝʥʥʷ Message. ʇʦʚʽʜʦʤʣʝʥʥʷ ð ʮʝ ʽʥʬʦʨʤʘʮʽʷ (ʜʘʥʽ), ʷʢʫ 

ʥʝʦʙʭʽʜʥʦ ʧʝʨʝʜʘʪʠ. ʇʦʧʫʣʷʨʥʽ ʬʦʨʤʠ ʽʥʬʦʨʤʘʮʽʾ ʚʢʣʶʯʘʶʪʴ ʪʝʢʩʪ, ʯʠʩʣʘ, 

ʟʦʙʨʘʞʝʥʥʷ, ʘʫʜʽʦ ʪʘ ʚʽʜʝʦ. 

2. ɺʽʜʧʨʘʚʥʠʢ Sender. ɺʽʜʧʨʘʚʥʠʢ ð ʮʝ ʧʨʠʩʪʨʽʡ, ʷʢʠʡ ʥʘʜʩʠʣʘʻ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʜʘʥʠʭ. ʎʝ ʤʦʞʝ ʙʫʪʠ ʢʦʤʧôʶʪʝʨ, ʨʦʙʦʯʘ ʩʪʘʥʮʽʷ, ʪʝʣʝʬʦʥʥʘ 

ʪʨʫʙʢʘ, ʚʽʜʝʦʢʘʤʝʨʘ ʪʦʱʦ. 

3. ʇʨʠʡʤʘʯ Receiver . ʆʜʝʨʞʫʚʘʯ - ʮʝ ʧʨʠʩʪʨʽʡ, ʷʢʠʡ ʧʨʠʡʤʘʻ 

ʧʦʚʽʜʦʤʣʝʥʥʷ. ʎʝ ʤʦʞʝ ʙʫʪʠ ʢʦʤʧôʶʪʝʨ, ʨʦʙʦʯʘ ʩʪʘʥʮʽʷ, ʪʝʣʝʬʦʥʥʘ ʪʨʫʙʢʘ, 

ʪʝʣʝʚʽʟʦʨ ʪʦʱʦ. 

4. ʉʝʨʝʜʦʚʠʱʝ ʧʝʨʝʜʘʯʽ Transmission medium . ʉʝʨʝʜʦʚʠʱʝ ʧʝʨʝʜʘʯʽ - 

ʮʝ ʬʽʟʠʯʥʠʡ ʰʣʷʭ, ʷʢʠʤ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʝʨʝʤʽʱʫʻʪʴʩʷ ʚʽʜ ʚʽʜʧʨʘʚʥʠʢʘ ʜʦ 

ʦʜʝʨʞʫʚʘʯʘ. ɼʝʷʢʽ ʧʨʠʢʣʘʜʠ ʩʝʨʝʜʦʚʠʱ ʧʝʨʝʜʘʯʽ ʚʢʣʶʯʘʶʪʴ ʚʠʪʫ ʧʘʨʫ, 

ʢʦʘʢʩʽʘʣʴʥʠʡ ʢʘʙʝʣʴ, ʚʦʣʦʢʦʥʥʦ-ʦʧʪʠʯʥʠʡ ʢʘʙʝʣʴ ʽ ʨʘʜʽʦʭʚʠʣʽ 

5. ʇʨʦʪʦʢʦʣ Protocol . ʇʨʦʪʦʢʦʣ ð ʮʝ ʥʘʙʽʨ ʧʨʘʚʠʣ, ʷʢʽ ʢʝʨʫʶʪʴ 

ʧʝʨʝʜʘʯʝʶ ʜʘʥʠʭ. ɺʽʥ ʷʚʣʷʻ ʩʦʙʦʶ ʫʛʦʜʫ ʤʽʞ ʧʨʠʩʪʨʦʷʤʠ, ʱʦ ʩʧʽʣʢʫʶʪʴʩʷ. ɹʝʟ 

ʧʨʦʪʦʢʦʣʫ ʜʚʘ ʧʨʠʩʪʨʦʾ ʤʦʞʫʪʴ ʙʫʪʠ ʟôʻʜʥʘʥʽ, ʘʣʝ ʥʝ ʩʧʽʣʢʫʚʘʪʠʩʷ, ʪʘʢ ʩʘʤʦ ʷʢ 

ʣʶʜʠʥʫ, ʱʦ ʨʦʟʤʦʚʣʷʻ ʬʨʘʥʮʫʟʴʢʦʶ, ʥʝ ʤʦʞʝ ʟʨʦʟʫʤʽʪʠ ʣʶʜʠʥʘ, ʷʢʘ 

ʨʦʟʤʦʚʣʷʻ ʣʠʰʝ ʷʧʦʥʩʴʢʦʶ. 
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ʈʠʩ. 10.3. ʂʦʤʧʦʥʝʥʪʠ ʢʘʥʘʣʫ ʤʝʨʝʞʽ ʜʣʷ ʦʙʤʽʥʫ ʽʥʬʦʨʤʘʮʽʻʶ 

 

10.3.2. ȸɚɐɑɗɨ OSI  ɞɌ ȣəɞɑɜəɑɞ 

 

ɺ ʮʽʡ ʤʦʜʝʣʽ ʛʦʣʦʚʥʝ ʮʝ ʜʦʪʨʠʤʘʥʥʷ ʟʘʟʥʘʯʝʥʠʭ ʧʨʘʚʠʣ ï ʩʪʝʢʫ ʧʨʦʪʦʢʦʣʽʚ 

ʨʦʙʦʪʠ ʤʝʨʝʞʽ. ɼʣʷ ʦʧʠʩʫ ʽ ʩʪʘʥʜʘʨʪʠʟʘʮʽʾ ʮʴʦʛʦ ʤʝʨʝʞʥʦʛʦ ʩʪʝʢʫ ʧʨʦʪʦʢʦʣʽʚ 

ʙʫʣʘ ʚʚʝʜʝʥʘ ʙʘʛʘʪʦʨʽʚʥʝʚʘ ʤʦʜʝʣʴ ʚʽʜʢʨʠʪʠʭ ʩʠʩʪʝʤ OSI (ʨʠʩ. 10.4). 

 

 

ʈʠʩ. 10.4. ʄʦʜʝʣʴ OSI ʪʘ ʾʾ ʧʨʦʪʦʢʦʣʠ ʩʪʝʢʫ ɯʈ/ʊʉʈ (ʜʞʝʨʝʣʦ: C. 

Goedegebure, The OSI Model, https://www.coengoedegebure.com/osi-model/) 

ʇʨʘʚʠʣʦ 
1; 

ʇʨʘʚʠʣʦ 
2; 

ʇʨʘʚʠʣʦ 
1; 

ʇʨʘʚʠʣʦ 
2; 

Sender Receiver  

Medium (ʩʝʨʝʜʦʚʠʱʝ) 

Message 
(ʇʦʚʽʜʦʤʣʝʥʥʷ) 

Protocol Protocol 

ʇʨʘʚʠʣʦ 1; 
ʇʨʘʚʠʣʦ 2; 
éé 

ʇʨʘʚʠʣʦ n 

ʇʨʘʚʠʣʦ 1; 

ʇʨʘʚʠʣʦ 2; 

éé 

ʇʨʘʚʠʣʦ n 
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ʄʦʜʝʣʴ OSI ʧʦʜʽʣʷʻ ʤʝʨʝʞʥʠʡ ʟʚôʷʟʦʢ ʥʘ ʚʝʨʪʠʢʘʣʴʥʠʡ ʩʪʝʢ, ʷʢʠʡ 

ʩʢʣʘʜʘʻʪʴʩʷ ʽʟ ʩʝʤʠ ʨʽʚʥʽʚ, ʟʦʙʨʘʞʝʥʠʭ ʥʘ ʨʠʩʫʥʢʫ ʥʠʞʯʝ: 

ʂʦʞʝʥ ʨʽʚʝʥʴ ʚʠʢʦʥʫʻ ʧʝʚʥʫ ʨʦʙʦʪʫ ʪʘ ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʨʦʙʦʪʠ ʟ ʨʽʚʥʝʤ 

ʚʠʱʝ ʪʘ ʨʽʚʥʝʤ ʥʠʞʯʝ. ʂʦʨʦʪʢʠʡ ʧʝʨʝʣʽʢ ʦʙʦʚôʷʟʢʽʚ ʢʦʞʥʦʛʦ ʨʽʚʥʷ: 

1) ɿʘʩʪʦʩʫʥʦʢ Application  (ʇʨʠʢʣʘʜʥʠʡ ʨʽʚʝʥʴ) ï ʚʠʩʦʢʦʨʽʚʥʝʚʽ API, 

ʚʢʣʶʯʘʶʯʠ ʩʧʽʣʴʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʝʩʫʨʩʽʚ, ʚʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ ʜʦ 

ʬʘʡʣʽʚ. 

ʅʘ ʮʴʦʤʫ ʨʽʚʥʽ ʥʘʜʘʶʪʴʩʷ ʜʝʷʢʽ ʧʦʰʠʨʝʥʽ ʬʫʥʢʮʽʾ: ʩʧʽʣʴʥʝ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʝʩʫʨʩʽʚ, ʚʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʽʚ, ʚʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ ʜʦ 

ʧʨʠʥʪʝʨʘ, ʫʧʨʘʚʣʽʥʥʷ ʤʝʨʝʞʝʶ, ʜʦʚʽʜʢʦʚʽ ʩʣʫʞʙʠ, ʝʣʝʢʪʨʦʥʥʽ 

ʧʦʚʽʜʦʤʣʝʥʥʷ, ʤʝʨʝʞʝʚʽ ʚʽʨʪʫʘʣʴʥʽ ʪʝʨʤʽʥʘʣʠ. 

ɿʘʛʘʣʴʥʽ ʧʨʦʪʦʢʦʣʠ ʧʨʦʛʨʘʤ, ʷʢʽ ʧʨʘʮʶʶʪʴ ʥʘ ʮʴʦʤʫ ʨʽʚʥʽ, ʚʢʣʶʯʘʶʪʴ: 

HTTP, FTP, SMTP, DNS, Telnet, SSH, IMAP, POP, SNMP  ʪʦʱʦ. 

2) ʇʨʝʟʝʥʪʘʮʽʷ Presentation  (ʇʨʝʟʝʥʪʘʮʽʡʥʠʡ ʨʽʚʝʥʴ) ï ʧʝʨʝʜʘʯʘ ʜʘʥʠʭ 

ʤʽʞ ʤʝʨʝʞʥʦʶ ʩʣʫʞʙʦʶ ʪʘ ʧʨʦʛʨʘʤʦʶ. ʆʩʥʦʚʥʘ ʚʽʜʧʦʚʽʜʘʣʴʥʽʩʪʴ ʨʽʚʥʷ 

ʧʨʝʟʝʥʪʘʮʽʾ ʧʦʣʷʛʘʻ ʫ ʚʠʟʥʘʯʝʥʥʽ ʪʦʛʦ, ʷʢ ʜʘʥʽ ʧʝʨʝʜʘʶʪʴʩʷ ʭʦʩʪʘʤʠ 

ʤʝʨʝʞʽ. 

ʇʽʜ ʯʘʩ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʚʽʜ ʚʽʜʧʨʘʚʥʠʢʘ ʜʦ ʦʜʝʨʞʫʚʘʯʘ ʧʨʦʛʨʘʤʘ 

ʚʽʜʧʨʘʚʥʠʢʘ ʧʝʨʝʤʽʱʫʻ ʜʘʥʽ ʥʘ ʨʽʚʝʥʴ ʧʨʝʟʝʥʪʘʮʽʾ. ʇʦʪʽʤ ʮʝʡ ʨʽʚʝʥʴ 

ʧʝʨʝʪʚʦʨʶʻ ʜʘʥʽ ʚ ʟʘʛʘʣʴʥʠʡ ʬʦʨʤʘʪ, ʷʢʠʡ ʤʦʞʫʪʴ ʯʠʪʘʪʠ ʦʙʠʜʚʘ 

ʢʦʤʧôʶʪʝʨʠ. ʅʘ ʧʨʠʡʤʘʣʴʥʦʤʫ ʢʽʥʮʽ ʧʨʝʟʝʥʪʘʮʽʡʥʠʡ ʨʽʚʝʥʴ ʧʝʨʝʚʦʜʠʪʴ 

ʜʘʥʽ ʫ ʬʦʨʤʘʪ, ʷʢʠʡ ʧʨʦʛʨʘʤʘ ʤʦʞʝ ʯʠʪʘʪʠ. 

ʉʪʠʩʥʝʥʥʷ, ʰʠʬʨʫʚʘʥʥʷ, ʩʝʨʽʘʣʽʟʘʮʽʷ, ʧʝʨʝʪʚʦʨʝʥʥʷ ʧʨʦʪʦʢʦʣʽʚ, 

ʧʝʨʝʪʚʦʨʝʥʥʷ ʥʘʙʦʨʫ ʩʠʤʚʦʣʽʚ ï ʫʩʝ ʮʝ ʥʘʣʝʞʠʪʴ ʜʦ ʬʫʥʢʮʽʡ ʮʴʦʛʦ ʨʽʚʥʷ. 

ɿʘʛʘʣʴʥʽ ʧʨʠʢʣʘʜʠ ʧʨʦʪʦʢʦʣʽʚ ʽ ʪʝʭʥʦʣʦʛʽʡ, ʷʢʽ ʧʨʘʮʶʶʪʴ ʥʘ ʨʽʚʥʽ 

ʧʨʝʟʝʥʪʘʮʽʾ, ʚʢʣʶʯʘʶʪʴ X.25, ZIP, XML, JSON, ASCII, EBCDIC, 

JPEG, MP3 ʪʦʱʦ. 

3) ʉʝʘʥʩ Session  (ʉʝʘʥʩʦʚʠʡ ʨʽʚʝʥʴ) ï ʫʧʨʘʚʣʽʥʥʷ ʩʝʘʥʩʘʤʠ ʟʚôʷʟʢʫ. 
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ʈʽʚʝʥʴ ʩʝʘʥʩʫ ʟʘʙʝʟʧʝʯʫʻ ʧʨʦʮʝʩ ʜʣʷ ʦʙʨʦʙʢʠ ʟʚ'ʷʟʢʫ ʤʽʞ ʜʚʦʤʘ ʘʙʦ 

ʙʽʣʴʰʝ ʤʝʨʝʞʥʠʤʠ ʭʦʩʪʘʤʠ. ʎʝʡ ʨʽʚʝʥʴ ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʧʽʜʪʨʠʤʢʫ ʥʘʣʝʞʥʦʛʦ 

ʟʚ'ʷʟʢʫ ʰʣʷʭʦʤ ʚʩʪʘʥʦʚʣʝʥʥʷ, ʫʧʨʘʚʣʽʥʥʷ ʪʘ ʟʘʚʝʨʰʝʥʥʷ ʩʝʘʥʩʽʚ 

(ʚʣʘʩʪʠʚʽʩʪʴ TCP) ʤʽʞ ʜʚʦʤʘ ʚʫʟʣʘʤʠ. ɺʽʥ ʧʽʢʣʫʻʪʴʩʷ ʧʨʦ ʧʣʘʚʥʝ ʟʘʢʨʠʪʪʷ 

ʩʝʘʥʩʽʚ, ʘ ʪʘʢʦʞ ʧʨʦ ʚʢʘʟʽʚʢʫ ʧʝʨʝʚʽʨʢʠ ʩʝʘʥʩʫ ʪʘ ʚʽʜʥʦʚʣʝʥʥʷ. 

ʅʘ ʮʴʦʤʫ ʨʽʚʥʽ ʚʠʢʦʥʫʶʪʴʩʷ ʥʘʩʪʫʧʥʽ ʚʘʞʣʠʚʽ ʬʫʥʢʮʽʾ ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ, 

ʧʽʜʪʨʠʤʢʠ ʪʘ ʟʘʚʝʨʰʝʥʥʷ ʩʝʘʥʩʽʚ ʟʚôʷʟʢʫ ʤʽʞ ʧʨʦʛʨʘʤʘʤʠ: 

- Name lookup and security functions  ʬʫʥʢʮʽʾ ʧʦʰʫʢʫ ʽʤʝʥʽ ʪʘ 

ʙʝʟʧʝʢʠ (ʘʫʪʝʥʪʠʬʽʢʘʮʽʷ, ʘʚʪʦʨʠʟʘʮʽʷ); 

- Place ment of header information in a packet  ʨʦʟʤʽʱʝʥʥʷ 

ʽʥʬʦʨʤʘʮʽʾ ʟʘʛʦʣʦʚʢʘ ʚ ʧʘʢʝʪʽ, ʷʢʠʡ ʚʠʟʥʘʯʘʻ ʪʦʯʢʫ, ʜʝ ʧʦʯʠʥʘʻʪʴʩʷ ʽ ʜʝ 

ʟʘʢʽʥʯʫʻʪʴʩʷ ʧʦʚʽʜʦʤʣʝʥʥʷ; 

- Data synchronization  ʩʠʥʭʨʦʥʽʟʘʮʽʷ ʜʘʥʠʭ. ʈʽʚʝʥʴ ʚʠʢʦʥʫʻ 

ʩʠʥʭʨʦʥʽʟʘʮʽʶ ʤʽʞ ʨʽʚʥʝʤ ʩʝʘʥʩʫ ʚʽʜʧʨʘʚʥʠʢʘ ʜʘʥʠʭ ʽ ʨʽʚʥʝʤ ʩʝʘʥʩʫ 

ʦʜʝʨʞʫʚʘʯʘ ʜʘʥʠʭ; 

- Controls whether the data being exchanged  ʢʦʥʪʨʦʣʶʻ, ʯʠ ʜʘʥʽ, 

ʷʢʠʤʠ ʦʙʤʽʥʶʶʪʴʩʷ ʧʽʜ ʯʘʩ ʩʝʘʥʩʫ, ʧʝʨʝʜʘʶʪʴʩʷ ʷʢ ʧʦʚʥʽ ʯʠ 

ʥʘʧʽʚʜʫʧʣʝʢʩʥʽ ʧʦʚʽʜʦʤʣʝʥʥʷ. 

ʇʨʦʪʦʢʦʣʠ ʩʝʘʥʩʦʚʦʛʦ ʨʽʚʥʷ: NetBIOS, RPC, SOCKS, L2TP, SDP, 

H.245, NFS ʪʦʱʦ. 

4) ʊʨʘʥʩʧʦʨʪ Transport  (ʊʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ) ï ʥʘʩʢʨʽʟʥʘ ʥʘʜʽʡʥʘ 

ʧʝʨʝʜʘʯʘ ʩʝʛʤʝʥʪʽʚ ʜʘʥʠʭ ʤʽʞ ʚʫʟʣʘʤʠ ʤʝʨʝʞʽ, ʚʢʣʶʯʘʶʯʠ ʩʝʛʤʝʥʪʘʮʽʶ, 

ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʪʘ ʤʫʣʴʪʠʧʣʝʢʩʫʚʘʥʥʷ. 

ʊʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ ʛʘʨʘʥʪʫʻ, ʱʦ ʧʦʚʽʜʦʤʣʝʥʥʷ ʜʦʩʪʘʚʣʷʶʪʴʩʷ ʙʝʟ 

ʧʦʤʠʣʦʢ, ʧʦʩʣʽʜʦʚʥʦ ʪʘ ʙʝʟ ʚʪʨʘʪ ʯʠ ʜʫʙʣʶʚʘʥʥʷ. ʎʝʡ ʨʽʚʝʥʴ ʧʝʨʝʚʽʨʷʻ, ʯʠ 

ʧʨʦʛʨʘʤʘ, ʷʢʘ ʧʝʨʝʜʘʻ ʜʘʥʽ, ʜʽʡʩʥʦ ʤʘʻ ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ, ʽ ʧʝʨʝʚʽʨʷʻ, ʯʠ 

ʤʦʞʫʪʴ ʦʙʠʜʚʘ ʢʽʥʮʽ ʟôʻʜʥʘʥʥʷ ʨʦʟʧʦʯʘʪʠ ʧʨʦʮʝʩ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. 
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ʅʘ ʪʨʘʥʩʧʦʨʪʥʦʤʫ ʨʽʚʥʽ ʚʠʢʦʥʫʶʪʴʩʷ ʪʘʢʽ ʚʘʞʣʠʚʽ ʬʫʥʢʮʽʾ: ʜʦʩʪʘʚʢʘ ʪʦʛʦ 

ʞ ʩʘʤʦʛʦ ʟʘʤʦʚʣʝʥʥʷ, ʛʘʨʘʥʪʦʚʘʥʘ ʜʦʩʪʘʚʢʘ ʜʘʥʠʭ (ʥʘʜʽʡʥʽʩʪʴ), ʫʧʨʘʚʣʽʥʥʷ 

ʧʦʪʦʢʦʤ, ʚʠʷʚʣʝʥʥʷ ʧʦʤʠʣʦʢ, ʚʽʜʥʦʚʣʝʥʥʷ ʧʦʤʠʣʦʢ. 

ɿʘʛʘʣʴʥʽ ʪʨʘʥʩʧʦʨʪʥʽ ʧʨʦʪʦʢʦʣʠ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʥʘ ʮʴʦʤʫ ʨʽʚʥʽ: 

- ʇʨʦʪʦʢʦʣ ʜʝʡʪʘʛʨʘʤ ʢʦʨʠʩʪʫʚʘʯʘ UDP (User Datagram Protocol): UDP ð 

ʮʝ ʧʨʦʪʦʢʦʣ ʙʝʟ ʟôʻʜʥʘʥʥʷ, ʷʢʠʡ ʥʝ ʟʘʙʝʟʧʝʯʫʻ ʥʘʜʽʡʥʫ ʧʝʨʝʜʘʯʫ ʜʘʥʠʭ. 

ɾʦʜʥʽ ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʥʝ ʧʝʨʝʜʘʶʪʴʩʷ. ʎʝʡ ʧʨʦʪʦʢʦʣ ʟʘʙʝʟʧʝʯʫʻ ʚʠʱʫ 

ʧʨʦʧʫʩʢʥʫ ʟʜʘʪʥʽʩʪʴ ʽ ʤʝʥʰʫ ʟʘʪʨʠʤʢʫ, ʽ ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ 

ʙʘʛʘʪʦʘʜʨʝʩʥʦʾ ʧʝʨʝʜʘʯʽ, ʰʠʨʦʢʦʤʦʚʥʦʾ ʧʝʨʝʜʘʯʽ ʪʘ ʤʫʣʴʪʠʤʝʜʽʡʥʦʛʦ 

ʟʚôʷʟʢʫ ʚ ʨʝʘʣʴʥʦʤʫ ʯʘʩʽ, ʜʝ ʚʠʧʘʜʢʦʚʘ ʚʪʨʘʪʘ ʧʘʢʝʪʽʚ ʧʨʠʡʥʷʪʥʘ. 

ʇʦʚʽʜʦʤʣʝʥʥʷ, ʥʘʜʽʩʣʘʥʽ ʟʘ ʜʦʧʦʤʦʛʦʶ UDP, ʥʘʟʠʚʘʶʪʴʩʷ 

ʜʝʡʪʘʛʨʘʤʘʤʠ. 

- ʇʨʦʪʦʢʦʣ ʫʧʨʘʚʣʽʥʥʷ ʧʝʨʝʜʘʯʝʶ TCP (Transmission Control Protocol). 

TCP ð ʮʝ ʧʨʦʪʦʢʦʣ, ʦʨʽʻʥʪʦʚʘʥʠʡ ʥʘ ʟôʻʜʥʘʥʥʷ, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʙʽʣʴʰʫ 

ʥʘʜʽʡʥʽʩʪʴ ʧʽʜ ʯʘʩ ʪʨʘʥʩʧʦʨʪʫʚʘʥʥʷ ʜʘʥʠʭ, ʥʽʞ ʧʨʦʪʦʢʦʣ UDP. ɿʘ 

ʜʦʧʦʤʦʛʦʶ TCP ʧʨʦʛʨʘʤʘ, ʷʢʘ ʥʘʜʩʠʣʘʻ ʜʘʥʽ, ʦʪʨʠʤʫʻ ʧʽʜʪʚʝʨʜʞʝʥʥʷ 

ʘʙʦ ʧʝʨʝʚʽʨʢʫ ʪʦʛʦ, ʱʦ ʜʘʥʽ ʜʽʡʩʥʦ ʙʫʣʠ ʦʪʨʠʤʘʥʽ. ɺʽʥ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ 

ʜʣʷ ʙʘʛʘʪʴʦʭ ʧʨʦʪʦʢʦʣʽʚ, ʚʢʣʶʯʘʶʯʠ ʚʝʙ-ʧʝʨʝʛʣʷʜ HTTP ʪʘ ʧʝʨʝʜʘʯʫ 

ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ, ʜʝ ʚʘʞʣʠʚʘ ʧʝʨʝʜʘʯʘ ʜʘʥʠʭ ʙʝʟ ʚʪʨʘʪ. ʆʢʨʝʤʽ 

ʦʜʠʥʠʮʽ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʫ ʧʨʦʪʦʢʦʣʽ TCP ʥʘʟʠʚʘʶʪʴʩʷ ʩʝʛʤʝʥʪʘʤʠ. 

ɼʠʚʽʪʴʩʷ ʪʘʢʦʞ ʤʦʶ ʩʪʘʪʪʶ ʧʨʦ 3-ʩʪʦʨʦʥʥʻ ʨʫʢʦʩʪʠʩʢʘʥʥʷ TCP ʽ 

ʩʢʘʥʫʚʘʥʥʷ ʧʦʨʪʽʚ. 

ʇʨʦʪʦʢʦʣʠ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʨʽʚʥʷ: ʢʨʽʤ TCP ʽ UDP, ʜʝʷʢʽ ʧʦʰʠʨʝʥʽ 

ʧʨʦʪʦʢʦʣʠ, ʷʢʽ ʧʨʘʮʶʶʪʴ ʥʘ ʪʨʘʥʩʧʦʨʪʥʦʤʫ ʨʽʚʥʽ, ʚʢʣʶʯʘʶʪʴ SPX, SCTP, 

2$0 ɹ $##0. 

5) ʄʝʨʝʞʘ Network  (ʤʝʨʝʞʥʠʡ ʨʽʚʝʥʴ) - ʉʪʨʫʢʪʫʨʫʚʘʥʥʷ ʪʘ ʫʧʨʘʚʣʽʥʥʷ 

ʙʘʛʘʪʦʚʫʟʣʦʚʦʶ ʤʝʨʝʞʝʶ, ʚʢʣʶʯʘʶʯʠ ʘʜʨʝʩʘʮʽʶ, ʤʘʨʰʨʫʪʠʟʘʮʽʶ ʪʘ 

ʢʦʥʪʨʦʣʴ ʪʨʘʬʽʢʫ. 
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ʈʽʚʝʥʴ ʤʝʨʝʞʽ (ʘʙʦ ɯʥʪʝʨʥʝʪʫ) ʚ ʧʝʨʰʫ ʯʝʨʛʫ ʚʽʜʧʦʚʽʜʘʻ ʟʘ ʚʩʪʘʥʦʚʣʝʥʥʷ 

ʰʣʷʭʽʚ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʧʝʨʝʜʘʯʽ ʧʘʢʝʪʽʚ ʜʘʥʠʭ ʤʽʞ ʚʫʟʣʘʤʠ ʤʝʨʝʞʽ. 

ʎʝ ʨʽʚʝʥʴ, ʥʘ ʷʢʦʤʫ ʧʨʘʮʶʶʪʴ ʤʘʨʰʨʫʪʠʟʘʪʦʨʠ. 

ʅʘ ʤʝʨʝʞʝʚʦʤʫ ʨʽʚʥʽ ʚʠʢʦʥʫʶʪʴʩʷ ʪʘʢʽ ʬʫʥʢʮʽʾ: ʘʜʨʝʩʘʮʽʷ, ʣʦʛʽʯʥʽ 

ʤʝʨʝʞʝʚʽ ʘʜʨʝʩʠ ʪʘ ʘʜʨʝʩʠ ʩʣʫʞʙ, ʬʫʥʢʮʽʾ ʤʘʨʰʨʫʪʠʟʘʮʽʾ, ʚʠʷʚʣʝʥʥʷ ʪʘ ʚʠʙʽʨ 

ʤʘʨʰʨʫʪʫ, ʢʦʤʫʪʘʮʽʷ ʧʘʢʝʪʽʚ, ʢʦʥʪʨʦʣʴ ʧʦʩʣʽʜʦʚʥʦʩʪʽ ʧʘʢʝʪʽʚ, ʥʘʩʢʨʽʟʥʝ 

ʚʠʷʚʣʝʥʥʷ ʧʦʤʠʣʦʢ, ʢʦʥʪʨʦʣʴ ʟʘʪʦʨʽʚ, ʢʦʥʪʨʦʣʴ ʧʦʪʦʢʫ ʤʝʨʝʞʥʦʛʦ ʨʽʚʥʷ ʪʘ 

ʢʦʥʪʨʦʣʴ ʧʦʤʠʣʦʢ ʤʝʨʝʞʥʦʛʦ ʨʽʚʥʷ, ʩʣʫʞʙʠ ʰʣʶʟʫ. 

ʎʝʡ ʨʽʚʝʥʴ ʚʠʟʥʘʯʘʻ, ʟʘ ʷʢʠʤ ʰʣʷʭʦʤ ʩʣʽʜ ʥʘʜʩʠʣʘʪʠ ʜʘʥʽ, ʽ ʨʦʙʠʪʴ ʮʝ ʥʘ 

ʦʩʥʦʚʽ ʥʘʩʪʫʧʥʦʛʦ: 

- ʫʤʦʚʠ ʤʝʨʝʞʽ; 

- ʧʨʽʦʨʠʪʝʪ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ; 

- ʽʥʰʽ ʬʘʢʪʦʨʠ, ʷʢ-ʦʪ ʢʦʥʪʨʦʣʴ ʪʨʘʬʽʢʫ, ʤʘʨʰʨʫʪʠʟʘʮʽʷ ʪʘ 

ʬʨʘʛʤʝʥʪʘʮʽʷ ʪʘ ʧʦʚʪʦʨʥʘ ʟʙʽʨʢʘ ʢʘʜʨʽʚ. 

ʄʝʨʝʞʥʠʡ ʨʽʚʝʥʴ ʪʘʢʦʞ ʧʽʢʣʫʻʪʴʩʷ ʧʨʦ ʚʽʜʦʙʨʘʞʝʥʥʷ ʣʦʛʽʯʥʠʭ (IP) ʘʜʨʝʩ 

ʫ ʬʽʟʠʯʥʽ (MAC) ʘʜʨʝʩʠ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʥʘ ʨʽʚʥʽ ʢʘʥʘʣʫ ʜʘʥʠʭ. 

ʗʢʱʦ ʧʦʚʽʜʦʤʣʝʥʥʷ ʟʘʥʘʜʪʦ ʚʝʣʠʢʝ ʜʣʷ ʧʝʨʝʜʘʯʽ ʚʽʜ ʦʜʥʦʛʦ ʚʫʟʣʘ ʜʦ 

ʽʥʰʦʛʦ ʥʘ ʢʘʥʘʣʴʥʦʤʫ ʨʽʚʥʽ, ʧʦʚʽʜʦʤʣʝʥʥʷ ʤʦʞʝ ʙʫʪʠ ʨʦʟʜʽʣʝʥʝ ʥʘ ʢʽʣʴʢʘ 

ʬʨʘʛʤʝʥʪʽʚ ʥʘ ʤʝʨʝʞʥʦʤʫ ʨʽʚʥʽ ʥʘ ʦʜʥʦʤʫ ʚʫʟʣʽ. ʎʽ ʬʨʘʛʤʝʥʪʠ ʥʘʜʩʠʣʘʶʪʴʩʷ 

ʥʝʟʘʣʝʞʥʦ ʪʘ ʧʦʚʪʦʨʥʦ ʟʙʠʨʘʶʪʴʩʷ ʥʘ ʧʨʠʡʤʘʣʴʥʦʤʫ ʚʫʟʣʽ. ɺʽʥ ʤʦʞʝ, ʘʣʝ ʥʝ 

ʦʙʦʚôʷʟʢʦʚʦ, ʧʦʚʽʜʦʤʣʷʪʠ ʧʨʦ ʧʦʤʠʣʢʠ ʜʦʩʪʘʚʢʠ. 

ʅʘ ʮʴʦʤʫ ʨʽʚʥʽ ʧʨʘʮʶʻ ɯʥʪʝʨʥʝʪ-ʧʨʦʪʦʢʦʣ IP  (Internet Protocol). 

ʇʨʦʪʦʢʦʣʠ ʤʝʨʝʞʥʦʛʦ ʨʽʚʥʷ: ʦʢʨʽʤ IP, ʥʘ ʤʝʨʝʞʥʦʤʫ ʨʽʚʥʽ ʚʢʣʶʯʝʥʽ 

ʥʘʩʪʫʧʥʽ ʟʘʛʘʣʴʥʽ ʧʨʦʪʦʢʦʣʠ: ICMP, IPsec, IPX, DDP, CLNP  ʪʦʱʦ. 

6) ʂʘʥʘʣ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ Data Link  (ʂʘʥʘʣʴʥʠʡ ʨʽʚʝʥʴ) - ʥʘʜʽʡʥʘ ʧʝʨʝʜʘʯʘ 

ʢʘʜʨʽʚ ʜʘʥʠʭ ʤʽʞ ʜʚʦʤʘ ʚʫʟʣʘʤʠ, ʟôʻʜʥʘʥʠʤʠ ʬʽʟʠʯʥʠʤ ʨʽʚʥʝʤ. 

ʅʘ ʢʘʥʘʣʴʥʦʤʫ ʨʽʚʥʽ ʧʘʢʝʪʠ ʜʘʥʠʭ ʢʦʜʫʶʪʴʩʷ ʚ ʙʽʪʠ. ɺʽʥ ʚʠʟʥʘʯʘʻ ʧʨʦʪʦʢʦʣ 

ʜʣʷ ʫʧʨʘʚʣʽʥʥʷ ʧʦʪʦʢʦʤ, ʘ ʪʘʢʦʞ ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʪʘ ʧʨʠʧʠʥʝʥʥʷ ʟôʻʜʥʘʥʥʷ 

ʤʽʞ ʜʚʦʤʘ ʬʽʟʠʯʥʦ ʟôʻʜʥʘʥʠʤʠ ʚʫʟʣʘʤʠ ʚ ʤʝʨʝʞʽ. 
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ɺʽʥ ʦʙʨʦʙʣʷʻ ʧʦʤʠʣʢʠ ʥʘ ʬʽʟʠʯʥʦʤʫ ʨʽʚʥʽ ʪʘ ʟʘʡʤʘʻʪʴʩʷ ʣʦʢʘʣʴʥʦʶ 

ʜʦʩʪʘʚʢʦʶ ʢʘʜʨʽʚ ʤʽʞ ʧʨʠʩʪʨʦʷʤʠ ʚ ʦʜʥʽʡ ʣʦʢʘʣʴʥʽʡ ʤʝʨʝʞʽ. ʂʘʜʨʠ ʢʘʥʘʣʫ 

ʜʘʥʠʭ, ʷʢ ʥʘʟʠʚʘʶʪʴ ʮʽ ʙʣʦʢʠ ʜʘʥʠʭ ʧʨʦʪʦʢʦʣʫ, ʥʝ ʧʝʨʝʪʠʥʘʶʪʴ ʤʝʞʽ ʣʦʢʘʣʴʥʦʾ 

ʤʝʨʝʞʽ. ʄʽʞʤʝʨʝʞʥʘ ʤʘʨʰʨʫʪʠʟʘʮʽʷ ʪʘ ʛʣʦʙʘʣʴʥʘ ʘʜʨʝʩʘʮʽʷ ʻ ʬʫʥʢʮʽʷʤʠ, ʷʢʽ 

ʟʘʙʝʟʧʝʯʫʶʪʴʩʷ ʚʠʱʠʤʠ ʨʽʚʥʷʤʠ. ʎʝ ʜʦʟʚʦʣʷʻ ʧʨʦʪʦʢʦʣʘʤ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ 

ʟʦʩʝʨʝʜʞʫʚʘʪʠʩʷ ʥʘ ʣʦʢʘʣʴʥʽʡ ʜʦʩʪʘʚʮʽ, ʘʜʨʝʩʘʮʽʾ ʪʘ ʘʨʙʽʪʨʘʞʽ ʤʝʜʽʘ. 

IEEE 802  ð ʮʝ ʩʽʤʝʡʩʪʚʦ ʩʪʘʥʜʘʨʪʽʚ, ʱʦ ʩʪʦʩʫʶʪʴʩʷ ʣʦʢʘʣʴʥʠʭ ʽ ʤʽʩʴʢʠʭ 

ʤʝʨʝʞ ʽ ʧʦʜʽʣʷʶʪʴ ʨʽʚʝʥʴ ʢʘʥʘʣʫ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʥʘ ʜʚʘ ʧʽʜʨʽʚʥʽ: 

- ʨ̔ ʚʝʥʴ ʫʧʨʘʚʣʽʥʥʷ ʣʦʛʽʯʥʠʤ ʟʚôʷʟʢʦʤ LLC (Logical link control) ï 

ʟʘʙʝʟʧʝʯʫʻ ʘʜʨʝʩʘʮʽʶ ʪʘ ʫʧʨʘʚʣʽʥʥʷ ʢʘʥʘʣʦʤ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. ɺʽʥ ʦʙʨʦʙʣʷʻ 

ʧʝʨʝʚʽʨʢʫ ʧʦʤʠʣʦʢ, ʫʧʨʘʚʣʽʥʥʷ ʧʦʪʦʢʦʤ ʽ ʩʠʥʭʨʦʥʽʟʘʮʽʶ ʢʘʜʨʽʚ; 

- ʨ̔ ʚʝʥʴ ʫʧʨʘʚʣʽʥʥʷ ʜʦʩʪʫʧʦʤ ʜʦ ʩʝʨʝʜʦʚʠʱʘ MAC (Medium access control) ï 

ʫʧʨʘʚʣʷʻ, ʷʢ ʚʫʟʦʣ ʫ ʤʝʨʝʞʽ ʦʪʨʠʤʫʻ ʜʦʩʪʫʧ ʜʦ ʩʝʨʝʜʦʚʠʱʘ ʪʘ ʜʦʟʚʽʣ ʥʘ 

ʧʝʨʝʜʘʯʫ ʜʦ ʥʴʦʛʦ. 

ɹʽʣʴʰʽʩʪʴ ʤʝʨʝʞʥʠʭ ʪʝʭʥʦʣʦʛʽʡ ʥʘ ʦʩʥʦʚʽ IEEE 802  ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ 

MAC-ʘʜʨʝʩʠ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʥʘ MAC-ʨʽʚʥʽ ʜʣʷ ʘʜʨʝʩʘʮʽʾ. 

ʇʨʦʪʦʢʦʣʠ ʮʴʦʛʦ ʨʽʚʥʷ ʚʢʣʶʯʘʶʪʴ Ethernet, ARP, PPP, Token ring, 

StarLAN, NDP, L2TP ʪʦʱʦ. 

7) ʌʽʟʠʯʥʠʡ Physical (ʌʽʟʠʯʥʠʡ ʨʽʚʝʥʴ) ï ʧʝʨʝʜʘʯʘ ʪʘ ʧʨʠʡʦʤ 

ʥʝʦʙʨʦʙʣʝʥʠʭ ʧʦʪʦʢʽʚ ʙʽʪʽʚ ʯʝʨʝʟ ʬʽʟʠʯʥʝ ʩʝʨʝʜʦʚʠʱʝ. 

ʌʽʟʠʯʥʠʡ ʨʽʚʝʥʴ ʻ ʥʘʡʥʠʞʯʠʤ ʨʽʚʥʝʤ ʤʦʜʝʣʽ OSI ʽ ʩʢʣʘʜʘʻʪʴʩʷ ʟ 

ʬʫʥʢʮʽʦʥʘʣʴʥʠʭ ʤʦʞʣʠʚʦʩʪʝʡ, ʷʢʽ ʚʟʘʻʤʦʜʽʶʪʴ ʽʟ ʬʘʢʪʠʯʥʠʤ ʘʧʘʨʘʪʥʠʤ 

ʟʘʙʝʟʧʝʯʝʥʥʷʤ ʽ ʤʝʭʘʥʽʟʤʦʤ ʩʠʛʥʘʣʽʟʘʮʽʾ. 

ɺʽʥ ʦʙʨʦʙʣʷʻ ʧʝʨʝʜʘʯʫ ʪʘ ʧʨʠʡʦʤ ʥʝʩʪʨʫʢʪʫʨʦʚʘʥʦʛʦ ʥʝʦʙʨʦʙʣʝʥʦʛʦ 

ʧʦʪʦʢʫ ʙʽʪʽʚ ʯʝʨʝʟ ʬʽʟʠʯʥʝ ʩʝʨʝʜʦʚʠʱʝ ʪʘ ʧʝʨʝʜʘʻ ʩʠʛʥʘʣʠ ʜʣʷ ʚʩʽʭ 

ʚʠʱʠʭ ʨʽʚʥʽʚ. ʇʦʜʫʤʘʡʪʝ ʧʨʦ ʧʨʦʚʦʜʢʫ, ʢʘʙʝʣʽ, ʯʘʩʪʦʪʠ, ʽʤʧʫʣʴʩʠ, ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʜʚʽʡʢʦʚʠʭ ʩʠʛʥʘʣʽʚ ʪʦʱʦ. 

ʌʽʟʠʯʥʠʡ ʨʽʚʝʥʴ ʟʘʙʝʟʧʝʯʫʻ: 
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- ʢʦʜʫʚʘʥʥʷ ʜʘʥʠʭ: ʧʝʨʝʪʚʦʨʝʥʥʷ ʦʜʠʥʠʮʴ ʽ ʥʫʣʽʚ ʫ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ 

ʬʽʟʠʯʥʦʛʦ ʥʦʩʽʷ. ɺʽʥ ʚʠʟʥʘʯʘʻ, ʷʢʠʡ ʩʪʘʥ ʩʠʛʥʘʣʫ ʧʨʝʜʩʪʘʚʣʷʻ 

ʜʚʽʡʢʦʚʫ 1, ʷʢ ʧʨʠʡʤʘʣʴʥʘ ʩʪʘʥʮʽʷ ʜʽʟʥʘʻʪʴʩʷ, ʢʦʣʠ ʧʦʯʠʥʘʻʪʴʩʷ 

"ʙʽʪʦʚʠʡ ʯʘʩ", ʽ ʷʢ ʧʨʠʡʤʘʣʴʥʘ ʩʪʘʥʮʽʷ ʨʦʟʤʝʞʦʚʫʻ ʢʘʜʨ Frame; 

- ʧʨʠʢʨʽʧʣʝʥʥʷ ʜʦ ʬʽʟʠʯʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. ʅʘʧʨʠʢʣʘʜ: ʩʢʽʣʴʢʠ 

ʢʦʥʪʘʢʪʽʚ ʤʘʶʪʴ ʨʦʟôʻʤʠ ʽ ʜʣʷ ʯʦʛʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʢʦʞʝʥ 

ʢʦʥʪʘʢʪ? 

- ʪʝʭʥʽʢʘ ʧʝʨʝʜʘʯʽ: ʚʠʟʥʘʯʘʻ, ʯʠ ʙʫʜʫʪʴ ʟʘʢʦʜʦʚʘʥʽ ʙʽʪʠ 

ʧʝʨʝʜʘʚʘʪʠʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʦʩʥʦʚʥʦʾ (ʮʠʬʨʦʚʦʾ) ʘʙʦ 

ʰʠʨʦʢʦʩʤʫʛʦʚʦʾ (ʘʥʘʣʦʛʦʚʦʾ) ʩʠʛʥʘʣʽʟʘʮʽʾ; 

- ʧʝʨʝʜʘʯʘ ʬʽʟʠʯʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ: ʧʝʨʝʜʘʻ ʙʽʪʠ ʷʢ ʝʣʝʢʪʨʠʯʥʽ ʘʙʦ 

ʦʧʪʠʯʥʽ ʩʠʛʥʘʣʠ, ʱʦ ʚʽʜʧʦʚʽʜʘʶʪʴ ʬʽʟʠʯʥʦʤʫ ʩʝʨʝʜʦʚʠʱʫ. ʎʝ 

ʚʠʟʥʘʯʘʻ, ʷʢʽ ʧʘʨʘʤʝʪʨʠ ʬʽʟʠʯʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ ʤʦʞʥʘ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʪʘ ʩʢʽʣʴʢʠ ʚʦʣʴʪ/ʜɹ ʧʦʪʨʽʙʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʜʣʷ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʜʘʥʦʛʦ ʩʪʘʥʫ ʩʠʛʥʘʣʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʜʘʥʦʛʦ 

ʬʽʟʠʯʥʦʛʦ ʩʝʨʝʜʦʚʠʱʘ. 

ʇʨʦʪʦʢʦʣʠ ʬ̔ ʟʠʯʥʦʛʦ ʨʽʚʥʷ. ʊʝʭʥʦʣʦʛʽʾ ʮʴʦʛʦ ʨʽʚʥʷ ʚʢʣʶʯʘʶʪʴ 

ʽʥʬʨʘʯʝʨʚʦʥʠʡ ʟʚôʷʟʦʢ, ISDN, DSL, ʬʽʟʠʯʥʠʡ ʨʽʚʝʥʴ Bluetooth , ʰʠʥʫ 

CAN, ʬʽʟʠʯʥʠʡ ʨʽʚʝʥʴ USB, ʬʽʟʠʯʥʠʡ ʨʽʚʝʥʴ Ethernet, IEEE 1394, 

RS- 232 ʪʦʱʦ. 

 

ɺʝʨʭʥʽ 4 ʨʽʚʥʽ ʥʘʟʠʚʘʶʪʴʩʷ ʭʦʩʪ-ʨʽʚʥʷʤʠ, ʘ ʥʠʞʥʽ 3 ʨʽʚʥʽ ʥʘʟʠʚʘʶʪʴʩʷ 

ʤʫʣʴʪʠʤʝʜʽʡʥʠʤʠ. 

ʋ ʤʦʜʝʣʽ OSI ʫʧʨʘʚʣʽʥʥʷ ʧʝʨʝʜʘʻʪʴʩʷ ʚʽʜ ʦʜʥʦʛʦ ʨʽʚʥʷ ʜʦ ʽʥʰʦʛʦ. ʇʽʜ ʯʘʩ 

ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʚʽʜ ʦʜʥʽʻʾ ʤʘʰʠʥʠ ʜʦ ʽʥʰʦʾ ʧʦʪʽʢ ʜʘʥʠʭ ʧʦʯʠʥʘʻʪʴʩʷ ʥʘ ʨʽʚʥʽ 

ʜʦʜʘʪʢʽʚ ʽ ʡʜʝ ʚʥʠʟ ʜʦ ʬʽʟʠʯʥʦʛʦ ʨʽʚʥʷ. ʇʦʪʽʤ ʧʦ ʢʘʥʘʣʫ ʜʦ ʧʨʠʡʤʘʶʯʦʾ 

ʤʘʰʠʥʠ ʪʘ ʩʪʚʦʨʽʪʴ ʨʝʟʝʨʚʥʫ ʢʦʧʽʶ ʽʻʨʘʨʭʽʾ. 

ʉʘʤʘ ʤʦʜʝʣʴ ʨʽʚʥʽʚ TCP/IP  (ʨʠʩ. 10.5) ʙʫʜʝ ʤʝʥʰʘ ʟʘ ʤʦʜʝʣ ɹOSI. ɺʦʥʘ ʤʘʻ 

4 ʨʽʚʥʽʚ. ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʨʽʚʥʽ ʤʦʜʝʣʽ TCP/IP: 



323 

 

- ʨ̔ ʚʝʥʴ ʧʨʦʮʝʩʫ/ʧʨʦʛʨʘʤʠ Process/Application Layer ; 

- ʭʦʩʪ-ʭʦʩʪ/ʪʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ Host - to - Host/Transport Layer ; 

- ʥ̔ʪʝʨʥʝʪ-ʨʽʚʝʥʴ Internet Layer ; 

- ʜʦʩʪʫʧ ʜʦ ʤʝʨʝʞʽ/ʨʽʚʝʥʴ ʟʚôʷʟʢʫ Network Access/Link Layer . 

ɺʠ ʧʦʚʠʥʥʽ ʧʘʤôʷʪʘʪʠ, ʱʦ ʥʝʤʘʻ ʽʩʪʦʪʥʠʭ ʚʽʜʤʽʥʥʦʩʪʝʡ ʫ ʨʦʙʦʪʽ ʤʦʜʝʣʽ 

TCP/IP ʽ ʤʦʜʝʣʽ OSI. ʄʽʞ ʜʚʦʤʘ ʤʦʜʝʣʷʤʠ ʻ ʨʽʟʥʠʮʷ ʪʽʣʴʢʠ ʚ ʢʽʣʴʢʦʩʪʽ ʰʘʨʽʚ. 

 

ʈʠʩ. 10.5. ʄʦʜʝʣʴ ʨʽʚʥʽʚ ʩʪʝʢʫ ʧʨʦʪʦʢʦʣʽʚ ɯʈ/ʊʉʈ 

 

10.4. ȸɑɜɑɒəɌ ɌɐɜɑɝɌɢɱɫ ɐɜɟɏɚɏɚ ɱ ɞɜɑɞɨɚɏɚ ɜɱɎəɱɎ 

 

ʄʦʜʝʣʴ ʢʘʥʘʣʫ, ʱʦ ʙʫʣʘ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ ʧʦʧʝʨʝʜʥʴʦʤʫ ʨʦʟʜʽʣʽ ʽ ʙʘʟʫʻʪʴʩʷ 

ʥʘ ʙʘʛʘʪʦʨʽʚʥʝʚʦʤʫ ʧʨʝʜʩʪʘʚʣʝʥʥʽ ʩʪʝʢʫ ʧʨʦʪʦʢʦʣʽʚ, ʜʘʻ ʤʦʞʣʠʚʽʩʪʴ 

ʧʦʙʫʜʫʚʘʪʠ ʩʠʩʪʝʤʫ ʘʜʨʝʩʘʮʽʾ ʚ ʤʝʨʝʞʽ. ʂʣʶʯ ʜʦ ʦʚʦʣʦʜʽʥʥʷ ʤʝʨʝʞʥʠʤʠ 

ʟʥʘʥʥʷʤʠ ð ʮʝ, ʧʝʨʰ ʟʘ ʚʩʝ, ʛʣʠʙʦʢʝ ʨʦʟʫʤʽʥʥʷ ʚʠʢʦʨʠʩʪʘʥʥʷ ʘʜʨʝʩʘʮʽʾ ʨʽʚʥʷ 

2 ʽ ʨʽʚʥʷ 3, ʢʦʣʠ ʜʚʘ ʭʦʩʪʠ Host  ʩʧʽʣʢʫʶʪʴʩʷ ʚ ʤʝʨʝʞʽ. ʈʦʟʛʣʷʥʝʤʦ, ʷʢ ʮʽ ʘʜʨʝʩʠ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʧʽʜ ʯʘʩ ʤʝʨʝʞʥʦʛʦ ʟʚôʷʟʢʫ ʤʽʞ ʜʚʦʤʘ ʭʦʩʪ-ʧʨʠʩʪʨʦʷʤʠ 



324 

 

(ʧʝʨʩʦʥʘʣʴʥʠʤʠ ʢʦʤʧôʶʪʝʨʘʤʠ, ʇʂ). ʊʦʧʦʣʦʛʽʷ, ʷʢʘ ʙʫʜʝ ʚʠʢʦʨʠʩʪʘʥʘ, 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩ. 10.6. 

 

 

ʈʠʩ. 10.6. ɸʜʨʝʩʘʮʽʾ ʨʽʚʥʷ 2 ʽ ʨʽʚʥʷ 3 

 

ʊʫʪ ʩʠʩʪʝʤʘ ʟ IP-ʘʜʨʝʩʦʶ 192.168.1.100 (Host  A) ʭʦʯʝ ʟʚôʷʟʘʪʠʩʷ ʟ 

ʩʠʩʪʝʤʦʶ 192.168.1.200 (Host  B). ɺʽʥ ʦʪʨʠʤʫʻ IP-ʘʜʨʝʩʫ ʧʨʠʟʥʘʯʝʥʥʷ ʚʽʜ 

ʩʣʫʞʙʠ ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʽʤʝʥ (ʥʘʧʨʠʢʣʘʜ, DNS). Host  ɸ ʰʚʠʜʢʦ ʚʠʟʥʘʯʘʻ, ʱʦ 

ʧʨʠʩʪʨʦʾ ʟʥʘʭʦʜʷʪʴʩʷ ʚ ʦʜʥʽʡ ʤʝʨʝʞʽ (ʧʽʜʤʝʨʝʞʽ). ʋ ʮʴʦʤʫ ʨʦʟʨʘʭʫʥʢʫ ʚʽʥ 

ʚʠʢʦʨʠʩʪʦʚʫʻ IP-ʘʜʨʝʩʠ ʜʞʝʨʝʣʘ ʪʘ ʧʨʠʟʥʘʯʝʥʥʷ ʪʘ ʚʣʘʩʥʫ ʤʘʩʢʫ ʧʽʜʤʝʨʝʞʽ 

Subnet Mask. ʇʦʪʽʤ ʜʣʷ ʟʚôʷʟʢʫ ʤʽʞ ʧʨʠʩʪʨʦʷʤʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʥʘʩʪʫʧʥʽ 

ʢʨʦʢʠ: 

 

ʂʨʦʢ 1: ʤʝʨʝʞʝʚʘ ʧʨʦʛʨʘʤʘ, ʷʢʘ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʟʚôʷʟʢʫ, 

ʚʠʢʦʨʠʩʪʦʚʫʻ TCP. Host  A ʩʪʚʦʨʶʻ ʧʘʢʝʪ ʽʟ ʪʘʢʦʶ ʽʥʬʦʨʤʘʮʽʻʶ ʚ ʟʘʛʦʣʦʚʢʘʭ: 

IP-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ ʨʽʚʥʷ 3: 192.168.1.100 

ʎʽʣʴʦʚʘ IP-ʘʜʨʝʩʘ ʨʽʚʥʷ 3: 192.168.1.200 

ʅʘʣʘʰʪʫʚʘʥʥʷ TCP: SYN 

MAC-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ ʨʽʚʥʷ 2: 0010:1111:1111 

MAC-ʘʜʨʝʩʘ ʧʨʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ 2: ????:????:???? 

Step 1:  The network application used for communicat ion is using 

TCP. Host A creates a packet with the following information in the 

headers:  

Layer 3 Source IP Address: 192.168.1.100  

Layer 3 Destination IP Address: 192.168.1.200  
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TCP Setting: SYN  

Layer 2 Source MAC Address: 0010:1111:1111  

Layer 2 Destination MAC Address: ????:????:????  

 

ʅʘʣʘʰʪʫʚʘʥʥʷ TCP SYN ʚʢʘʟʫʻ ʥʘ ʪʝ, ʱʦ ʧʘʢʝʪ ʻ ʟʘʧʠʪʦʤ ʥʘ ʥʘʜʽʡʥʝ 

ʟôʻʜʥʘʥʥʷ TCP. ɿʘʫʚʘʞʪʝ, ʱʦ ʭʦʩʪ A ʥʝ ʤʘʻ MAC-ʘʜʨʝʩʠ ʧʨʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ 2. 

ɺʽʥ ʧʝʨʝʚʽʨʠʪʴ ʢʝʰ ARP ʥʘ ʥʘʷʚʥʽʩʪʴ ʮʽʻʾ ʽʥʬʦʨʤʘʮʽʾ. ʗʢʱʦ ʧʨʠʧʫʩʪʠʪʠ, ʱʦ 

ʧʨʠʩʪʨʦʾ ʥʝ ʩʧʽʣʢʫʚʘʣʠʩʷ ʜʦ ʮʴʦʛʦ, ʢʝʰ ARP ʥʝ ʤʘʪʠʤʝ ʮʽʻʾ ʽʥʬʦʨʤʘʮʽʾ. 

 

ʂʨʦʢ 2: ʍʦʩʪ A ʛʦʪʫʻ ARP-ʟʘʧʠʪ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ MAC-ʘʜʨʝʩʠ ʨʽʚʥʷ 2 ʭʦʩʪʫ 

B. ʇʦʣʷ ʚ ʮʴʦʤʫ ʧʘʢʝʪʽ ʪʘʢʽ: 

IP-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ ʨʽʚʥʷ 3: 192.168.1.100 

ʎʽʣʴʦʚʘ IP-ʘʜʨʝʩʘ ʨʽʚʥʷ 3: 192.168.1.200 

MAC-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ ʨʽʚʥʷ 2: 0010:1111:1111 

MAC-ʘʜʨʝʩʘ ʧʨʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ 2: FFFF:FFFF:FFFF (ʰʠʨʦʢʦʤʦʚʣʝʥʥʷ) 

Step 2 : Host A prepares an ARP request to determine the Layer 2 MAC 

Address of Host B. The fields in this packet are as follows:  

Layer 3 Source IP Address: 192.168.1.100  

Layer 3 Destination IP Address: 192.168.1.200  

Layer 2 Source MAC Address: 0010:1111:1111  

Layer 2 Destination MAC Address: FFFF:FFFF:FFFF (Broadcast)  

 

ʂʨʦʢ 3: ʍʦʩʪ B ʦʪʨʠʤʫʻ ARP-ʟʘʧʠʪ ʽ ʚʽʜʧʦʚʽʜʘʻ ʽʥʬʦʨʤʘʮʽʻʶ ʧʨʦ ʩʚʦʶ 

MAC-ʘʜʨʝʩʫ. ɺʽʥ ʪʘʢʦʞ ʦʥʦʚʣʶʻ ʚʣʘʩʥʠʡ ARP-ʢʝʰ ʽʥʬʦʨʤʘʮʽʻʶ ʧʨʦ 

ʨʦʟʧʽʟʥʘʚʘʥʥʷ ʽʤʝʥ ʜʣʷ ʭʦʩʪʫ A. ʎʝ ʧʦʟʙʘʚʠʪʴ ʚʽʜ ʥʝʦʙʭʽʜʥʦʩʪʽ ARP Broadcast 

ʧʦʚʝʨʪʘʪʠ ʽʥʬʦʨʤʘʮʽʶ. ʇʦʣʷ ʪʘʢʽ: 

IP-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ ʨʽʚʥʷ 3: 192.168.1.200 

ʎʽʣʴʦʚʘ IP-ʘʜʨʝʩʘ ʨʽʚʥʷ 3: 192.168.1.100 

MAC-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ ʨʽʚʥʷ 2: 0010:1111:2222 

MAC-ʘʜʨʝʩʘ ʧʨʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ 2: 0010:1111:1111 

Layer 3 Source IP Address: 192.168.1.200  
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Layer 3 Destination IP Address: 192.168.1.100  

Layer 2 Source MAC Address: 0010:1111:2222  

Layer 2 Destination MAC Address: 0010:1111:1111  

 

ʂʨʦʢ 4: ʪʝʧʝʨ ʭʦʩʪ A ʤʦʞʝ ʥʘʜʽʩʣʘʪʠ ʦʨʠʛʽʥʘʣʴʥʠʡ ʟʘʧʠʪ TCP SYN. ʋ 

ʧʘʢʝʪʽ ʤʽʩʪʠʪʴʩʷ ʪʘʢʘ ʽʥʬʦʨʤʘʮʽʷ: 

IP-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ ʨʽʚʥʷ 3: 192.168.1.100 

ʎʽʣʴʦʚʘ IP-ʘʜʨʝʩʘ ʨʽʚʥʷ 3: 192.168.1.200 

ʅʘʣʘʰʪʫʚʘʥʥʷ TCP: SYN 

MAC-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ ʨʽʚʥʷ 2: 0010:1111:1111 

MAC-ʘʜʨʝʩʘ ʧʨʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ 2: 0010:1111:2222 

Layer 3 Source IP Address: 192.168.1.100  

Layer 3 Destination IP Address: 192.168.1.200  

TCP Setting: SYN  

Layer 2 Source MAC Address: 0010:1111:1111  

Layer 2 Destination MAC Address: 0010:1111:2222  

 

ʂʨʦʢ 5. ʍʦʩʪ B ʚʽʜʧʦʚʽʜʘʻ ʥʘ TCP SYN TCP SYN ACK: 

IP-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ ʨʽʚʥʷ 3: 192.168.1.200 

ʎʽʣʴʦʚʘ IP-ʘʜʨʝʩʘ ʨʽʚʥʷ 3: 192.168.1.100 

ʅʘʣʘʰʪʫʚʘʥʥʷ TCP: SYN ACK 

MAC-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ ʨʽʚʥʷ 2: 0010:1111:2222 

MAC-ʘʜʨʝʩʘ ʧʨʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ 2: 0010:1111:1111 

Layer 3 Source IP Address: 192.168.1.200  

Layer 3 Destination IP Address: 192.168.1.100  

TCP Setting: SYN ACK  

Layer 2 Source MAC Address: 0010:1111:2222  

Layer 2 Destination MAC Address: 0010:1111:1111  

 

ʂʨʦʢ 6: ʍʦʩʪ ɸ ʚʽʜʧʦʚʽʜʘʻ ʟʘʚʝʨʰʘʣʴʥʦʶ ʬʘʟʦʶ ʧʨʦʮʝʩʫ ʪʨʠʩʪʦʨʦʥʥʴʦʛʦ 

ʨʫʢʦʩʪʠʩʢʘʥʥʷ TCP ʽ ʚʽʜʧʦʚʽʜʘʻ ACK. 
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IP-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ ʨʽʚʥʷ 3: 192.168.1.100 

ʎʽʣʴʦʚʘ IP-ʘʜʨʝʩʘ ʨʽʚʥʷ 3: 192.168.1.200 

ʅʘʣʘʰʪʫʚʘʥʥʷ TCP: ACK 

MAC-ʘʜʨʝʩʘ ʜʞʝʨʝʣʘ ʨʽʚʥʷ 2: 0010:1111:1111 

MAC-ʘʜʨʝʩʘ ʧʨʠʟʥʘʯʝʥʥʷ ʨʽʚʥʷ 2: 0010:1111:2222 

Layer 3 Source IP Address: 192.168.1.100  

Layer 3 Destination IP Address: 192.168.1.200  

TCP Setting: ACK  

Layer 2 Source MAC Address: 0010:1111:1111  

Layer 2 Destination MAC Address: 0010:1111:2222  

 

ʑʦ, ʷʢʙʠ ʮʽ ʧʨʠʩʪʨʦʾ ʙʫʣʠ ʚ ʨʽʟʥʠʭ ʧʽʜʤʝʨʝʞʘʭ? ʊʦʜʽ ʍʦʩʪ ɸ ʚʠʟʥʘʯʠʚ ʙʠ 

ʮʝ ʪʘ ʟʘʜʽʷʚ ʧʦʜʽʙʥʽ ʧʨʦʮʝʩʠ ʚʠʟʥʘʯʝʥʥʷ ʽʤʝʥ, ʘʣʝ ʩʧʦʯʘʪʢʫ ʟ ʣʦʢʘʣʴʥʠʤ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʤ (ʰʣʶʟ ʟʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ). 

 

 

 

10.5. ȻɔɞɌəəɫ ɐɗɫ ɝɌɘɚɖɚəɞɜɚɗɪ 

 

1. ʇʽʜʭʦʜʠ ʜʦ ʘʙʩʪʨʘʛʫʚʘʥʥʷ ʢʘʥʘʣʫ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. 

2. ʊʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʘ ʤʦʜʝʣʴ ʢʘʥʘʣʫ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. 

3. ʄʦʜʝʣʴ ʤʝʨʝʞʥʦʛʦ ʢʘʥʘʣʫ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. 

4. ʄʝʨʝʞʥʘ ʘʜʨʝʩʘʮʽʷ ʜʨʫʛʦʛʦ ʽ ʪʨʝʪʴʦʛʦ ʨʽʚʥʽʚ. 
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11. ȽȴȽȾȱȸȹȱ ȻȼȺȯȼȬȸȿȮȬȹȹɋ ȻȼȺɂȱȽȿ 

ȻȱȼȱȰȬɃȣ ȰȬȹȴɁ 

 

11.1. ȻɑɜɑɐɌɣɌ ɐɌəɔɡ ɘɱɒ ɛɜɚɢɑɝɌɘɔ 

 

11.1 .1. Ȼɜɚɢɑɝɔ ɱ ɛɚɞɚɖɔ 

 

ʇʨʦʛʨʘʤʘ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʦʜʥʦʛʦ ʘʙʦ ʜʝʢʽʣʴʢʦʭ ʧʨʦʮʝʩʽʚ process . ʇʨʦʮʝʩ ʫ 

ʥʘʡʧʨʦʩʪʽʰʠʭ ʪʝʨʤʽʥʘʭ ð ʮʝ ʧʨʦʛʨʘʤʘ/ʟʘʩʪʦʩʫʥʦʢ, ʱʦ ʚʠʢʦʥʫʻʪʴʩʷ. ʆʜʠʥ ʘʙʦ 

ʢʽʣʴʢʘ ʧʦʪʦʢʽʚ ʚʠʢʦʥʫʶʪʴʩʷ ʫ ʢʦʥʪʝʢʩʪʽ ʧʨʦʮʝʩʫ. ʇʦʪʽʢ thread  - ʮʝ ʙʘʟʦʚʘ 

ʦʜʠʥʠʮʷ, ʷʢʽʡ ʦʧʝʨʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ʚʠʜʽʣʷʻ ʧʨʦʮʝʩʦʨʥʠʡ ʯʘʩ. ʇʦʪʽʢ ʤʦʞʝ 

ʚʠʢʦʥʫʚʘʪʠ ʙʫʜʴ-ʷʢʫ ʯʘʩʪʠʥʫ ʢʦʜʫ ʧʨʦʮʝʩʫ, ʚʢʣʶʯʘʶʯʠ ʯʘʩʪʠʥʠ, ʷʢʽ ʚ ʜʘʥʠʡ 

ʯʘʩ ʚʠʢʦʥʫʶʪʴʩʷ ʽʥʰʠʤ ʧʦʪʦʢʦʤ. 

ʂʦʞʝʥ ʧʨʦʮʝʩ ʥʘʜʘʻ ʨʝʩʫʨʩʠ, ʥʝʦʙʭʽʜʥʽ ʚʠʢʦʥʘʥʥʷ ʧʨʦʛʨʘʤʠ. ʇʨʦʮʝʩ ʤʘʻ 

ʚʽʨʪʫʘʣʴʥʠʡ ʘʜʨʝʩʥʠʡ ʧʨʦʩʪʽʨ, ʢʦʜ, ʚʽʜʢʨʠʪʽ ʜʝʩʢʨʠʧʪʦʨʠ ʜʣʷ ʩʠʩʪʝʤʥʠʭ 

ʦʙ'ʻʢʪʽʚ, ʢʦʥʪʝʢʩʪ ʙʝʟʧʝʢʠ, ʫʥʽʢʘʣʴʥʠʡ ʽʜʝʥʪʠʬʽʢʘʪʦʨ ʧʨʦʮʝʩʫ, ʟʤʽʥʥʽ 

ʩʝʨʝʜʦʚʠʱʘ, ʢʣʘʩ ʧʨʽʦʨʠʪʝʪʫ, ʤʽʥʽʤʘʣʴʥʠʡ ʽ ʤʘʢʩʠʤʘʣʴʥʠʡ ʨʦʟʤʽʨ ʨʦʙʦʯʦʛʦ 

ʥʘʙʦʨʫ ʽ ʧʨʠʥʘʡʤʥʽ ʦʜʠʥ ʧʦʪʽʢ ʚʠʢʦʥʘʥʥʷ. ʂʦʞʝʥ ʧʨʦʮʝʩ ʟʘʧʫʩʢʘʻʪʴʩʷ ʟ ʦʜʥʦʛʦ 

ʧʦʪʦʢʫ, ʱʦ ʯʘʩʪʦ ʥʘʟʠʚʘʻʪʴʩʷ ʦʩʥʦʚʥʠʤ/ʧʝʨʚʠʥʥʠʤ ʧʦʪʦʢʦʤ primary 

thread , ʘʣʝ ʤʦʞʝ ʩʪʚʦʨʶʚʘʪʠ ʜʦʜʘʪʢʦʚʽ ʧʦʪʦʢʠ ʚʽʜ ʙʫʜʴ-ʷʢʦʛʦ ʟ ʡʦʛʦ ʧʦʪʦʢʽʚ. 

ʇʦʪʽʢ ï ʮʝ ʩʫʪʥʽʩʪʴ ʫ ʧʨʦʮʝʩʽ, ʷʢʫ ʤʦʞʥʘ ʟʘʧʣʘʥʫʚʘʪʠ ʜʦ ʚʠʢʦʥʘʥʥʷ. ʋʩʽ 

ʧʦʪʦʢʠ ʧʨʦʮʝʩʫ ʩʧʽʣʴʥʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʡʦʛʦ ʚʽʨʪʫʘʣʴʥʠʡ ʘʜʨʝʩʥʠʡ ʧʨʦʩʪʽʨ 

ʪʘ ʩʠʩʪʝʤʥʽ ʨʝʩʫʨʩʠ. ʂʨʽʤ ʪʦʛʦ, ʢʦʞʝʥ ʧʦʪʽʢ ʧʽʜʪʨʠʤʫʻ ʦʙʨʦʙʥʠʢʠ ʚʠʥʷʪʢʽʚ, 

ʧʨʽʦʨʠʪʝʪ ʧʣʘʥʫʚʘʥʥʷ, ʣʦʢʘʣʴʥʝ ʩʭʦʚʠʱʝ ʧʦʪʦʢʫ, ʫʥʽʢʘʣʴʥʠʡ ʽʜʝʥʪʠʬʽʢʘʪʦʨ 

ʧʦʪʦʢʫ ʪʘ ʥʘʙʽʨ ʩʪʨʫʢʪʫʨ, ʷʢʽ ʩʠʩʪʝʤʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʤʝ ʜʣʷ ʟʙʝʨʝʞʝʥʥʷ 

ʢʦʥʪʝʢʩʪʫ ʧʦʪʦʢʫ ʜʦ ʡʦʛʦ ʧʣʘʥʫʚʘʥʥʷ. ʂʦʥʪʝʢʩʪ ʧʦʪʦʢʫ thread context  
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ʚʢʣʶʯʘʻ ʥʘʙʽʨ ʨʝʛʽʩʪʨʽʚ ʢʦʤʧ'ʶʪʝʨʘ ʧʦʪʦʢʫ, ʩʪʝʢ ʷʜʨʘ, ʙʣʦʢ ʩʝʨʝʜʦʚʠʱʘ ʧʦʪʦʢʫ 

ʪʘ ʩʪʝʢ ʢʦʨʠʩʪʫʚʘʯʘ ʚ ʘʜʨʝʩʥʦʤʫ ʧʨʦʩʪʦʨʽ ʧʨʦʮʝʩʫ ʧʦʪʦʢʫ. ʇʦʪʦʢʠ ʤʦʞʫʪʴ 

ʤʘʪʠ ʚʣʘʩʥʠʡ ʢʦʥʪʝʢʩʪ ʙʝʟʧʝʢʠ, ʷʢʠʡ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʫʦʩʦʙʣʝʥʥʷ 

ʢʣʽʻʥʪʽʚ. 

Microsoft Windows ʧʽʜʪʨʠʤʫʻ ʟʘʧʦʙʽʞʥʫ ʙʘʛʘʪʦʟʘʜʘʯʥʽʩʪʴ preemptive  

multitasking , ʦɦ ʩʪʚʦʨʶʻ ʝʬʝʢʪ ʦʜʥʦʯʘʩʥʦʛʦ ʚʠʢʦʥʘʥʥʷ ʢʽʣʴʢʦʭ ʧʦʪʦʢʽʚ ʟ 

ʢʽʣʴʢʦʭ ʧʨʦʮʝʩʽʚ. ʅʘ ʙʘʛʘʪʦʧʨʦʮʝʩʦʨʥʦʤʫ ʢʦʤʧ'ʶʪʝʨʽ ʩʠʩʪʝʤʘ ʤʦʞʝ ʦʜʥʦʯʘʩʥʦ 

ʚʠʢʦʥʫʚʘʪʠ ʩʪʽʣʴʢʠ ʧʦʪʦʢʽʚ, ʩʢʽʣʴʢʠ ʧʨʦʮʝʩʦʨʽʚ ʥʘ ʢʦʤʧ'ʶʪʝʨʽ. 

 

11.1.2. Ƚɛɚɝɚɍɔ ɛɑɜɑɐɌɣɱ ɐɌəɔɡ 

 

ʇʽʜ ʦʙʤʽʥʦʤ ʜʘʥʠʤʠ ʤʽʞ ʧʘʨʘʣʝʣʴʥʠʤʠ ʧʨʦʮʝʩʘʤʠ ʨʦʟʫʤʽʻʪʴʩʷ 

ʧʝʨʝʩʠʣʘʥʥʷ ʜʘʥʠʭ ʚʽʜ ʧʦʪʦʢʫ ʜʦ ʽʥʰʦʛʦ ʧʦʪʦʢʫ, ʧʨʠʧʫʩʢʘʶʯʠ, ʱʦ ʮ ̔ʧʦʪʦʢʠ 

ʚʠʢʦʥʫʶʪʴʩʷ ʫ ʨʽʟʥʠʭ ʧʨʦʮʝʩʘʭ. ʇʦʪʽʢ, ʷʢʠʡ ʥʘʜʩʠʣʘʻ ʜʘʥʽ ʽʥʰʦʤʫ ʧʦʪʦʢʫ, 

ʥʘʟʠʚʘʻʪʴʩʷ ʚʽʜʧʨʘʚʥʠʢʦʤ. ʇʦʪʽʢ, ʷʢʠʡ ʦʪʨʠʤʫʻ ʜʘʥʽ ʟ ʽʥʰʦʛʦ ʧʦʪʦʢʫ, 

ʥʘʟʠʚʘʻʪʴʩʷ ʘʜʨʝʩʘʪʦʤ ʯʠ ʦʜʝʨʞʫʚʘʯʝʤ. ʗʢʱʦ ʧʦʪʦʢʠ ʚʠʢʦʥʫʶʪʴʩʷ ʚ ʦʜʥʦʤʫ 

ʧʨʦʮʝʩʽ, ʪʦ ʜʣʷ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʤʽʞ ʥʠʤʠ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʛʣʦʙʘʣʴʥʽ 

ʟʤʽʥʥʽ ʪʘ ʟʘʩʦʙʠ ʩʠʥʭʨʦʥʽʟʘʮʽʾ ʧʦʪʦʢʽʚ. ʉʧʨʘʚʘ ʩʢʣʘʜʥʽʰʘ ʚ ʪʦʤʫ ʚʠʧʘʜʢʫ, ʷʢʱʦ 

ʧʦʪʦʢʠ ʚʠʢʦʥʫʶʪʴʩʷ ʚ ʨʽʟʥʠʭ ʧʨʦʮʝʩʘʭ - ʧʦʪʦʢʠ ʥʝ ʤʦʞʫʪʴ ʟʚʝʨʪʘʪʠʩʷ ʜʦ 

ʟʘʛʘʣʴʥʠʭ ʟʤʽʥʥʠʭ ʽ ʜʣʷ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʤʽʞ ʥʠʤʠ ʽʩʥʫʶʪʴ ʩʧʝʮʽʘʣʴʥʽ ʟʘʩʦʙʠ 

ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ. ʗʢʱʦ ʛʦʚʦʨʠʪʠ ʢʦʥʮʝʧʪʫʘʣʴʥʦ, ʪʦ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʤʽʞ 

ʧʨʦʮʝʩʘʤʠ ʩʪʚʦʨʶʻʪʴʩʷ ʢʘʥʘʣ ʧʝʨʝʜʘʯʽ, ʦʨʛʘʥʽʟʘʮʽʷ ʷʢʦʛʦ ʩʭʝʤʘʪʠʯʥʦ 

ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 11.1. 

ʂʦʨʦʪʢʦ ʧʦʷʩʥʠʤʦ ʧʨʠʩʪʨʽʡ ʪʘ ʨʦʙʦʪʫ ʢʘʥʘʣʫ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. ʂʘʥʘʣ ʜʘʥʠʭ 

ʚʢʣʶʯʘʻ ʚʭʽʜʥʠʡ ʪʘ ʚʠʭʽʜʥʠʡ ʙʫʬʝʨʠ ʧʘʤ'ʷʪʽ, ʧʦʪʦʢʠ ʷʜʨʘ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ 

ʪʘ ʟʘʛʘʣʴʥʫ ʧʘʤ'ʷʪʴ, ʜʦʩʪʫʧ ʜʦ ʷʢʦʾ ʤʘʶʪʴ ʦʙʠʜʚʘ ʧʦʪʦʢʠ ʷʜʨʘ. ʇʨʘʮʶʻ ʢʘʥʘʣ 

ʧʝʨʝʜʘʯʽ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: 

- ʧʝʨʰʠʡ ʧʦʪʽʢ ʷʜʨʘ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʯʠʪʘʻ ʜʘʥʽ ʟ ʚʭʽʜʥʦʛʦ ʙʫʬʝʨʘ B1 ʽ 

ʟʘʧʠʩʫʻ ʾʭ ʫ ʟʘʛʘʣʴʥʫ ʧʘʤ'ʷʪʴ M; 
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- ʜʨʫʛʠʡ ʧʦʪʽʢ ʷʜʨʘ ʯʠʪʘʻ ʜʘʥʽ ʽʟ ʟʘʛʘʣʴʥʦʾ ʧʘʤ'ʷʪʽ M ̔  ʟʘʧʠʩʫʻ ʾʭ ʫ ʙʫʬʝʨ B2. 

ʂʦʨʠʩʪʫʚʘʮʴʢʽ ʧʦʪʦʢʠ T1 ʽ T2 ʟʘ ʜʦʧʦʤʦʛʦʶ ʚʠʢʣʠʢʫ ʬʫʥʢʮʽʡ ʷʜʨʘ 

ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʤʘʶʪʴ ʜʦʩʪʫʧ ʜʦ ʙʫʬʝʨʽʚ B1 ʽ B2 ʚʽʜʧʦʚʽʜʥʦ. ʊʦʤʫ 

ʧʝʨʝʩʠʣʘʥʥʷ ʜʘʥʠʭ ʟ ʧʦʪʦʢʫ T1 ʧʦʪʦʢʫ T2 ʚʽʜʙʫʚʘʻʪʴʩʷ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: 

- ʧʦʪʽʢ ʢʦʨʠʩʪʫʚʘʯʘ T1 ʟʘʧʠʩʫʻ ʜʘʥʽ ʚ ʙʫʬʝʨ B1, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ 

ʩʧʝʮʽʘʣʴʥʫ ʬʫʥʢʮʽʶ ʷʜʨʘ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ; 

- ʧʦʪʽʢ K1 ʷʜʨʘ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʯʠʪʘʻ ʜʘʥʽ ʟ ʙʫʬʝʨʘ B1 ʪʘ ʟʘʧʠʩʫʻ ʾʭ ʫ 

ʟʘʛʘʣʴʥʫ ʧʘʤ'ʷʪʴ M; 

- ʧʦʪʽʢ K2 ʷʜʨʘ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʯʠʪʘʻ ʜʘʥʽ ʽʟ ʟʘʛʘʣʴʥʦʾ ʧʘʤ'ʷʪʽ M ʽ 

ʟʘʧʠʩʫʻ ʾʭ ʫ ʙʫʬʝʨ B2; 

- ʇʦʪʽʢ ʢʦʨʠʩʪʫʚʘʯʘ T2 ʯʠʪʘʻ ʜʘʥʽ ʟ ʙʫʬʝʨʘ B2. 

 

 

ʈʠʩ. 11.1. ʂʘʥʘʣ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʤʽʞ ʧʨʦʮʝʩʘʤʠ: 

Ȱʦ , Ȱʧ - ʧʦʪʦʢʠ ʢʦʨʠʩʪʫʚʘʯʽʚ; Ƞʦ, Ƞʧ ï ʙʫʬʝʨʠ; Ȩʦ , Ȩʧ - ʧʦʪʦʢʠ ʷʜʨʘ 

ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ; Ȫ - ʟʘʛʘʣʴʥʘ ʧʘʤ'ʷʪʴ 

 

ɿʚʽʜʩʠ ʚʠʜʥʦ, ʱʦ ʚ ʙʫʜʴ-ʷʢʦʤʫ ʚʠʧʘʜʢʫ ʦʙʤʽʥ ʜʘʥʠʤʠ ʤʦʞʝ ʙʫʪʠ 

ʦʨʛʘʥʽʟʦʚʘʥʠʡ ʪʽʣʴʢʠ ʯʝʨʝʟ ʣʘʥʮʶʞʦʢ ʧʦʪʦʢʽʚ, ʱʦ ʚʟʘʻʤʦʜʽʶʪʴ, ʷʢʽ 

ʦʙʤʽʥʶʶʪʴʩʷ ʤʽʞ ʩʦʙʦʶ ʜʘʥʠʤʠ ʯʝʨʝʟ ʟʘʛʘʣʴʥʫ, ʪʽʣʴʢʠ ʜʣʷ ʥʠʭ, ʧʘʤ'ʷʪʴ. ʅʘ 

ʩʭʝʤʫ ʢʘʥʘʣʫ, ʧʨʝʜʩʪʘʚʣʝʥʫ ʥʘ ʨʠʩ. 11.1, ʤʦʞʥʘ ʛʣʷʥʫʪʠ ʽ ʰʠʨʰʝ. ɺʦʥʘ ʪʘʢʦʞ 

ʧʽʜʭʦʜʠʪʴ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʢʘʥʘʣʫ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʯʝʨʝʟ ʤʝʨʝʞʫ. ʊʽʣʴʢʠ ʚ ʮʴʦʤʫ 

ʚʠʧʘʜʢʫ ʟʘʛʘʣʴʥʘ ʧʘʤ'ʷʪʴ M ʤʦʞʝ ʨʦʟʛʣʷʜʘʪʠʩʷ ʷʢ ʧʝʨʝʜʘʚʘʣʴʥʝ ʩʝʨʝʜʦʚʠʱʝ, 

ʧʨʠʩʪʨʽʡ ʷʢʦʛʦ ʘʥʘʣʦʛʽʯʥʦ ʧʨʠʩʪʨʦʶ ʢʘʥʘʣʫ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ.  

ʊʝʧʝʨ ʨʦʟʛʣʷʥʝʤʦ ʷʢ ʦʨʛʘʥʽʟʫʚʘʪʠ ʢʘʥʘʣ ʧʝʨʝʜʘʯʽ ʤʽʞ ʧʨʦʮʝʩʘʤʠ 

ʧʨʦʛʨʘʤʥʠʤ ʯʠʥʦʤ. ɼʣʷ ʮʴʦʛʦ ʧʦʪʨʽʙʥʦ ʧʦʪʦʢʠ ʷʜʨʘ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʪʘ 

ʟʘʛʘʣʴʥʫ ʧʘʤ'ʷʪʴ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʦʙʤʽʥʫ ʜʘʥʠʤʠ, ʟʘʤʽʥʠʪʠ ʬʘʡʣʦʤ. 

Ȱʦ Ȱʧ Ȩʦ Ȩʧ Ƞʦ Ƞʧ Ȫ 

ʂʘʥʘʣ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ 



331 

 

ɯ ʤʠ ʦʪʨʠʤʘʻʤʦ ʥʘʡʧʨʦʩʪʽʰʠʡ ʢʘʥʘʣ ʧʝʨʝʜʘʯʽ ʤʽʞ ʧʦʪʦʢʘʤʠ, ʱʦ ʚʠʢʦʥʫʶʪʴʩʷ 

ʚ ʢʦʥʪʝʢʩʪʘʭ ʨʽʟʥʠʭ ʧʨʦʮʝʩʽʚ. ʊʘʢʠʤ ʯʠʥʦʤ, ʦʙʤʽʥ ʜʘʥʠʤʠ ʤʽʞ ʧʨʦʮʝʩʘʤʠ 

ʯʝʨʝʟ ʟʘʛʘʣʴʥʠʡ ʬʘʡʣ ʻ ʦʨʛʘʥʽʟʘʮʽʻʶ ʥʘʡʧʨʦʩʪʽʰʦʛʦ ʢʘʥʘʣʫ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʤʽʞ 

ʧʨʦʮʝʩʘʤʠ. ɯʥʦʜʽ ʦʧʝʨʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ʤʦʞʝ ʩʧʨʦʩʪʠʪʠ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʫ, ʱʦ 

ʨʦʟʜʽʣʷʻʪʴʩʷ, ʱʦʙ ʧʨʠʩʢʦʨʠʪʠ ʦʙʤʽʥ ʜʘʥʠʤʠ. ʅʘʧʨʠʢʣʘʜ, ʦʧʝʨʘʮʽʡʥʽ ʩʠʩʪʝʤʠ 

Windows ʜʣʷ ʮʴʦʛʦ ʤʦʞʫʪʴ ʚʽʜʦʙʨʘʞʘʪʠ ʘʙʦ, ʽʥʰʠʤʠ ʩʣʦʚʘʤʠ, ʧʨʦʝʢʪʫʚʘʪʠ 

ʬʘʡʣ ʥʘ ʘʜʨʝʩʥʠʡ ʧʨʦʩʪʽʨ ʧʨʦʮʝʩʫ. 

ʇʨʠ ʦʙʤʽʥʽ ʜʘʥʠʤʠ ʤʽʞ ʧʘʨʘʣʝʣʴʥʠʤʠ ʧʨʦʮʝʩʘʤʠ ʨʦʟʨʽʟʥʷʶʪʴ ʜʚʘ ʩʧʦʩʦʙʠ 

ʧʝʨʝʜʘʯʽ: ʧʦʪʦʢʦʤ ʽ ʧʦʚʽʜʦʤʣʝʥʥʷʤ. 

ʗʢʱʦ ʜʘʥʽ ʧʝʨʝʜʘʶʪʴʩʷ ʙʝʟʧʝʨʝʨʚʥʦʶ ʧʦʩʣʽʜʦʚʥʽʩʪʶ ʙʘʡʪʽʚ, ʪʘʢʘ 

ʧʝʨʝʩʠʣʘʥʥʷ ʜʘʥʠʭ ʥʘʟʠʚʘʻʪʴʩʷ ʧʝʨʝʜʘʯʘ ʜʘʥʠʭ ʧʦʪʦʢʦʤ. ʋ ʮʴʦʤʫ ʚʠʧʘʜʢʫ 

ʟʘʛʘʣʴʥʘ ʧʘʤ'ʷʪʴ M, ʜʦʩʪʫʧʥʘ ʧʦʪʦʢʘʤ ʷʜʨʘ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ, ʤʦʞʝ ʽ 

ʚʽʜʩʫʪʥʷ, ʘ ʧʝʨʝʩʠʣʘʥʥʷ ʜʘʥʠʭ ʚʠʢʦʥʫʻʪʴʩʷ ʦʜʥʠʤ ʧʦʪʦʢʦʤ ʷʜʨʘ ʙʝʟʧʦʩʝʨʝʜʥʴʦ 

ʟ ʙʫʬʝʨʘ B1 ʙʫʬʝʨ B2 . ʗʢʱʦ ʜʘʥʽ ʧʝʨʝʩʠʣʘʶʪʴʩʷ ʛʨʫʧʘʤʠ ʙʘʡʪʽʚ, ʪʦ ʪʘʢʘ ʛʨʫʧʘ 

ʙʘʡʪʽʚ ʥʘʟʠʚʘʻʪʴʩʷ ʧʦʚʽʜʦʤʣʝʥʥʷʤ, ʘ ʩʘʤʝ ʧʝʨʝʩʠʣʘʥʥʷ ʜʘʥʠʭ ʥʘʟʠʚʘʻʪʴʩʷ 

ʧʝʨʝʜʘʯʝʶ ʜʘʥʠʭ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ. 

 

11.1.3. ȳɎ'ɫɓɚɖ ɘɱɒ ɛɜɚɢɑɝɌɘɔ 

 

ʇʝʨʰ ʥʽʞ ʧʝʨʝʜʘʚʘʪʠ ʜʘʥʽ ʤʽʞ ʧʨʦʮʝʩʘʤʠ, ʥʝʦʙʭʽʜʥʦ ʚʩʪʘʥʦʚʠʪʠ ʤʽʞ ʮʠʤʠ 

ʧʨʦʮʝʩʘʤʠ ʟʚ'ʷʟʦʢ. ɿʚ'ʷʟʦʢ ʤʽʞ ʧʨʦʮʝʩʘʤʠ ʤʦʞʝ ʚʩʪʘʥʦʚʣʶʚʘʪʠʩʷ ʷʢ ʫ 

ʬʽʟʠʯʥʦʤʫ (ʯʠ ʘʧʘʨʘʪʥʦʤʫ), ʽ ʥʘ ʣʦʛʽʯʥʦʤʫ (ʯʠ ʧʨʦʛʨʘʤʥʦʤʫ) ʨʽʚʥʷʭ. ɿ ʧʦʛʣʷʜʫ 

ʥʘʧʨʷʤʠ ʧʝʨʝʜʘʯʽ ʨʦʟʨʽʟʥʷʶʪʴ ʪʘʢʽ ʚʠʜʠ ʟʚ'ʷʟʢʽʚ: 

- ʥʘʧʽʚʜʫʧʣʝʢʩʥʠʡ ʟʚ'ʷʟʦʢ, ʪʦʙʪʦ ʜʘʥʽ ʟ ʮʴʦʛʦ ʟʚ'ʷʟʢʫ ʤʦʞʫʪʴ ʧʝʨʝʜʘʚʘʪʠʩʷ 

ʪʽʣʴʢʠ ʚ ʦʜʥʦʤʫ ʥʘʧʨʷʤʢʫ; 

- ʜʫʧʣʝʢʩʥʠʡ ʟʚ'ʷʟʦʢ, ʪʦʙʪʦ ʜʘʥʽ ʟ ʮʴʦʛʦ ʟʚ'ʷʟʢʫ ʤʦʞʫʪʴ ʧʝʨʝʜʘʚʘʪʠʩʷ ʚ ʦʙʦʭ 

ʥʘʧʨʷʤʢʘʭ. 
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ʊʝʧʝʨ, ʧʨʠʧʫʩʢʘʶʯʠ, ʱʦ ʨʦʟʛʣʷʜʘʶʪʴʩʷ ʣʠʰʝ ʥʘʧʽʚʜʫʧʣʝʢʩʥʽ ʟʚ'ʷʟʢʠ, 

ʚʠʟʥʘʯʠʤʦ ʤʦʞʣʠʚʽ ʪʦʧʦʣʦʛʽʾ ʟʚ'ʷʟʢʽʚ. ʇʽʜ ʪʦʧʦʣʦʛʽʻʶ ʟʚ'ʷʟʢʫ ʨʦʟʫʤʽʪʠʤʝʤʦ 

ʢʦʥʬʽʛʫʨʘʮʽʶ ʟʚ'ʷʟʢʽʚ ʤʽʞ ʧʨʦʮʝʩʘʤʠ-ʚʽʜʧʨʘʚʥʠʢʘʤʠ ʪʘ ʘʜʨʝʩʘʪʘʤʠ. 

ɿ ʧʦʛʣʷʜʫ ʪʦʧʦʣʦʛʽʾ ʨʦʟʨʽʟʥʷʶʪʴ ʪʘʢʽ ʚʠʜʠ ʟʚ'ʷʟʢʽʚ: 

- 1 Ÿ 1 ð ʤʽʞ ʩʦʙʦʶ ʧʦʚ'ʷʟʘʥʽ ʣʠʰʝ ʜʚʘ ʧʨʦʮʝʩʠ; 

- 1 Ÿ N - ʦʜʠʥ ʧʨʦʮʝʩ ʧʦʚ'ʷʟʘʥʠʡ ʟ N ʧʨʦʮʝʩʘʤʠ; 

- N Ÿ 1 - ʢʦʞʝʥ ʽʟ N ʧʨʦʮʝʩʽʚ ʧʦʚ'ʷʟʘʥʠʡ ʟ ʦʜʥʠʤ ʧʨʦʮʝʩʦʤ; 

- N Ÿ M ð ʢʦʞʝʥ ʽʟ N ʧʨʦʮʝʩʽʚ ʧʦʚ'ʷʟʘʥʽ ʟ ʢʦʞʥʠʤ ʽʟ M ʧʨʦʮʝʩʽʚ. 

ʎʽ ʚʠʜʠ ʟʚ'ʷʟʢʽʚ ʩʭʝʤʘʪʠʯʥʦ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 11.2, ʜʝ ʧʨʦʮʝʩʠ ʟʦʙʨʘʞʝʥʽ 

ʢʦʣʘʤʠ ʘ ʧʨʷʤʦʢʫʪʥʠʢʠ ʧʦʟʥʘʯʘʶʪʴ ʟʘʩʦʙʠ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. ʊʫʪ ʪʨʝʙʘ ʙʫʣʦ 

ʩʢʘʟʘʪʠ ʥʝ ʢʦʰʪʠ, ʘ ʢʘʥʘʣʠ ʧʝʨʝʜʘʯʽ, ʘʣʝ ʟ ʥʘʟʚʠ ʢʘʥʘʣʽʚ ʧʝʨʝʜʘʯʽ, ʷʢʽ 

ʟʘʙʝʟʧʝʯʫʶʪʴ ʨʽʟʥʽ ʚʠʜʠ ʟʚôʷʟʢʽʚ, ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʩʧʝʮʽʘʣʴʥʽ ʪʝʨʤʽʥʠ. ʎʽ 

ʪʝʨʤʽʥʠ ʤʦʞʫʪʴ ʚʽʜʨʽʟʥʷʪʠʩʷ ʚ ʨʽʟʥʠʭ ʩʠʩʪʝʤʘʭ ʽ, ʢʨʽʤ ʪʦʛʦ, ʯʘʩʪʦ ʦʜʠʥ ʢʘʥʘʣ 

ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʤʦʞʝ ʧʽʜʪʨʠʤʫʚʘʪʠ ʨʽʟʥʽ ʚʠʜʠ ʟʚôʷʟʢʽʚ ʤʽʞ ʧʨʦʮʝʩʘʤʠ. 

 

 

 

ʈʠʩ. 11.2. ʊʦʧʦʣʦʛʽʾ ʟʚôʷʟʢʽʚ ʤʽʞ ʧʨʦʮʝʩʘʤʠ 

 

ʇʨʠ ʨʦʟʨʦʙʮʽ ʩʠʩʪʝʤ ʟ ʦʙʤʽʥʦʤ ʜʘʥʠʤʠ ʤʽʞ ʧʨʦʮʝʩʘʤʠ, ʧʝʨʰ ʟʘ ʚʩʝ, ʤʘʻ 

ʙʫʪʠ ʦʙʨʘʥʘ ʪʦʧʦʣʦʛʽʷ ʟʚôʷʟʢʽʚ ʪʘ ʥʘʧʨʷʤʠ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʽʟ ʮʠʭ ʟʚôʷʟʢʽʚ. ʇʽʩʣʷ 

ʮʴʦʛʦ ʫ ʧʨʦʛʨʘʤʘʭ ʨʝʘʣʽʟʫʶʪʴʩʷ ʚʠʙʨʘʥʽ ʟʚ'ʷʟʢʠ ʤʽʞ ʧʨʦʮʝʩʘʤʠ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʩʧʝʮʽʘʣʴʥʠʭ ʬʫʥʢʮʽʡ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ, ʷʢʽ ʧʨʠʟʥʘʯʝʥʽ ʜʣʷ 

1 -  1 N -  1 

1 -  N N -  M 
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ʚʩʪʘʥʦʚʣʝʥʥʷ ʟʚ'ʷʟʢʫ ʤʽʞ ʧʨʦʮʝʩʘʤʠ. ʎʽ ʬʫʥʢʮʽʾ, ʘ ʪʘʢʦʞ ʬʫʥʢʮʽʾ ʦʙʤʽʥʫ 

ʜʘʥʠʤʠ ʤʽʞ ʧʨʦʮʝʩʘʤʠ ʟʘʙʝʟʧʝʯʫʻ ʩʠʩʪʝʤʘ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ, ʷʢʘ ʟʘʟʚʠʯʘʡ ʻ 

ʯʘʩʪʠʥʦʶ ʷʜʨʘ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ. 

 

11.1.4. ȻɑɜɑɐɌɣɌ ɛɚɎɱɐɚɘɗɑəɨ 

 

ʂʦʥʮʝʧʪʫʘʣʴʥʦ ʦʙʤʽʥ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ ʤʽʞ ʧʨʦʮʝʩʘʤʠ ʚʠʢʦʥʫʻʪʴʩʷ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʜʚʦʭ ʬʫʥʢʮʽʡ: 

- send - ʥʘʜʽʩʣʘʪʠ ʧʦʚʽʜʦʤʣʝʥʥʷ; 

- receive  ï ʦʪʨʠʤʘʪʠ ʧʦʚʽʜʦʤʣʝʥʥʷ. 

ʉʘʤʝ ʧʦʚʽʜʦʤʣʝʥʥʷ ʩʢʣʘʜʘʻʪʴʩʷ ʟ ʜʚʦʭ ʯʘʩʪʠʥ: ʟʘʛʦʣʦʚʢʘ ʪʘ ʪʽʣʘ 

ʧʦʚʽʜʦʤʣʝʥʥʷ. ʋ ʟʘʛʦʣʦʚʢʫ ʧʦʚʽʜʦʤʣʝʥʥʷ ʟʥʘʭʦʜʠʪʴʩʷ ʪʘʢʘ ʩʣʫʞʙʦʚʘ 

ʽʥʬʦʨʤʘʮʽʷ, ʷʢ: 

- ʪʠʧ ʧʦʚʽʜʦʤʣʝʥʥʷ; 

- ʽʤ'ʷ ʘʜʨʝʩʘʪʘ ʧʦʚʽʜʦʤʣʝʥʥʷ; 

- ʽʤ'ʷ ʚʽʜʧʨʘʚʥʠʢʘ ʧʦʚʽʜʦʤʣʝʥʥʷ; 

- ɼʦʚʞʠʥʘ ʧʦʚʽʜʦʤʣʝʥʥʷ (ʢʦʥʪʨʦʣʴʥʘ ʽʥʬʦʨʤʘʮʽʷ). 

ʊʽʣʦ ʧʦʚʽʜʦʤʣʝʥʥʷ ʤʽʩʪʠʪʴ ʩʘʤʝ ʧʦʚʽʜʦʤʣʝʥʥʷ. 

ʇʨʠ ʥʘʜʩʠʣʘʥʥʽ ʧʦʚʽʜʦʤʣʝʥʴ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʧʨʷʤʘ ʘʙʦ ʥʝʧʨʷʤʘ 

ʘʜʨʝʩʘʮʽʷ ʧʨʦʮʝʩʽʚ. ʇʨʠ ʧʨʷʤʽʡ ʘʜʨʝʩʘʮʽʾ ʧʨʦʮʝʩʽʚ ʫ ʬʫʥʢʮʽʷʭ send ʪʘ 

receive  ʷʚʥʦ ʚʢʘʟʫʶʪʴʩʷ ʧʨʦʮʝʩʠ ʚʽʜʧʨʘʚʥʠʢʘ ʪʘ ʘʜʨʝʩʘʪʘ. ʋ ʮʴʦʤʫ ʚʠʧʘʜʢʫ 

ʬʫʥʢʮʽʾ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʤʘʶʪʴ ʪʘʢʠʡ ʚʠʛʣʷʜ: 

 

ÓÅÎÄƽ0ÒÏÃÅÓÓ 0Ɨ ɡɠɔɹɖɠɞɝɗɟɟɱ); //  ɟɒɖɹɣɝɒɤɚ ɡɠɔɹɖɠɞɝɗɟɟɱ ɡɢɠɨɗɣɥ 0 

ÒÅÃÅÉÖÅƽ0ÒÏÃÅÓÓ 1Ɨ ɡɠɔɹɖɠɞɝɗɟɟɱƾƘ ƳƳ ɠɤɢɚɞɒɤɚ ɡɠɔɹɖɠɞɝɗɟɟɱ ɔɹɖ ɡɢɠɨɗɣɥ 1 

 

ʇʨʠ ʥʝʧʨʷʤʽʡ ʘʜʨʝʩʘʮʽʾ ʫ ʬʫʥʢʮʽʷʭ send ʽ receive  ʚʢʘʟʫʶʪʴʩʷ ʥʝ ʘʜʨʝʩʠ, 

ʘ ʽʤ'ʷ ʟʚ'ʷʟʢʫ, ʷʢʠʤ ʧʝʨʝʜʘʻʪʴʩʷ ʧʦʚʽʜʦʤʣʝʥʥʷ. ʋ ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʬʫʥʢʮʽʾ ʦʙʤʽʥʫ 

ʜʘʥʠʤʠ ʤʘʶʪʴ ʪʘʢʠʡ ʚʠʛʣʷʜ: 
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ÓÅÎÄƽ#ÏÎÎÅÃÔÉÏÎ 3Ɨ ɡɠɔɹɖɠɞɝɗɟɟɱƾƘ ƳƳ ɟɒɖɹɣɝɒɤɚ ɡɠɔɹɖɠɞɝɗɟɟɱ ɡɠ əɔʎɱəɜɥ 3 

ÒÅÃÅÉÖÅƽ#ÏÎÎÅÃÔÉÏÎ 2Ɨ ɡɠɔɹɖɠɞɝɗɟɟɱƾƘ ƳƳ ɠɤɢɚɞɒɤɚ ɡɠɔɹɖɠɞɝɗɟɟɱ əɔʎɱəɜɥ 2 

 

ɸʜʨʝʩʘʮʽʷ ʧʨʦʮʝʩʽʚ ʤʦʞʝ ʙʫʪʠ ʩʠʤʝʪʨʠʯʥʦʶ ʪʘ ʘʩʠʤʝʪʨʠʯʥʦʶ. ʗʢʱʦ ʧʨʠ 

ʦʙʤʽʥʽ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ ʤʽʞ ʧʨʦʮʝʩʘʤʠ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʣʠʰʝ ʧʨʷʤʘ ʘʙʦ 

ʥʝʧʨʷʤʘ ʘʜʨʝʩʘʮʽʷ, ʪʦ ʪʘʢʘ ʘʜʨʝʩʘʮʽʷ ʧʨʦʮʝʩʽʚ ʥʘʟʠʚʘʻʪʴʩʷ ʩʠʤʝʪʨʠʯʥʦʶ. 

ʗʢʱʦ ʧʨʠ ʦʙʤʽʥʽ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ ʤʽʞ ʧʨʦʮʝʩʘʤʠ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʷʢ ʧʨʷʤʘ, 

ʽ ʥʝʧʨʷʤʘ ʘʜʨʝʩʘʮʽʷ, ʪʘʢʘ ʘʜʨʝʩʘʮʽʷ ʧʨʦʮʝʩʽʚ ʥʘʟʠʚʘʻʪʴʩʷ ʘʩʠʤʝʪʨʠʯʥʦʶ. 

ɸʩʠʤʝʪʨʠʯʥʘ ʘʜʨʝʩʘʮʽʷ ʧʨʦʮʝʩʽʚ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʫ ʩʠʩʪʝʤʘʭ "ʢʣʽʻʥʪ-ʩʝʨʚʝʨ". 

ʋ ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʢʣʽʻʥʪʠ ʟʥʘʶʪʴ ʘʜʨʝʩʫ ʩʝʨʚʝʨʘ ʪʘ ʥʘʜʩʠʣʘʶʪʴ ʡʦʤʫ 

ʧʦʚʽʜʦʤʣʝʥʥʷ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʬʫʥʢʮʽʶ: 

ÓÅÎÄƽ0ÒÏÃÅÓÓ ȯɗɢɔɗɢƗ ɡɠɔɹɖɠɞɝɗɟɟɱƾƘ 

ʉʝʨʚʝʨ "ʩʣʫʭʘʻ" ʢʘʥʘʣ ʟʚ'ʷʟʢʫ ʪʘ ʧʨʠʡʤʘʻ ʧʦʚʽʜʦʤʣʝʥʥʷ ʚʽʜ ʫʩʽʭ ʢʣʽʻʥʪʽʚ, 

ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʬʫʥʢʮʽʶ: 

ÒÅÃÅÉÖÅƽ#ÏÎÎÅÃÔÉÏÎ 3Ɨ ɡɠɔɹɖɠɞɝɗɟɟɱƾƘ 

ʏʘʩʪʦ ʮʷ ʬʫʥʢʮʽʷ ʽ ʥʘʟʠʚʘʻʪʴʩʷ listen  (ʩʣʫʭʘʪʠ). 

ʊʘʢʠʤ ʯʠʥʦʤ. ʅʘʙʽʨ ʧʨʘʚʠʣ, ʟʘ ʷʢʠʤʠ ʚʩʪʘʥʦʚʣʶʶʪʴʩʷ ʟʚ'ʷʟʢʠ ʪʘ 

ʧʝʨʝʜʘʶʪʴʩʷ ʜʘʥʽ ʤʽʞ ʧʨʦʮʝʩʘʤʠ, ʥʘʟʠʚʘʻʪʴʩʷ ʧʨʦʪʦʢʦʣʦʤ. ʄʦʞʥʘ ʪʨʦʭʠ 

ʧʦʷʩʥʠʪʠ, ʫ ʯʦʤʫ ʧʦʣʷʛʘʶʪʴ ʧʨʘʚʠʣʘ ʧʨʦʪʦʢʦʣʫ ʟ ʧʦʛʣʷʜʫ ʧʨʦʛʨʘʤʫʚʘʥʥʷ 

ʧʝʨʝʜʘʯʽ. ʎʽ ʧʨʘʚʠʣʘ ʚʢʣʶʯʘʶʪʴ ʥʘʙʽʨ ʧʨʦʮʝʜʫʨ ʘʙʦ ʬʫʥʢʮʽʡ, ʱʦ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ, ʪʘ ʧʦʨʷʜʦʢ ʚʠʢʦʨʠʩʪʘʥʥʷ ʮʠʭ ʬʫʥʢʮʽʡ. 

ʊʦʙʪʦ ʧʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ ʬʫʥʢʮʽʡ ʧʦʪʨʽʙʥʦ ʚʨʘʭʦʚʫʚʘʪʠ ʧʝʚʥʫ ʧʦʩʣʽʜʦʚʥʽʩʪʴ 

ʚʠʢʣʠʢʽʚ/ʜʟʚʽʥʢʽʚ. ʅʘʧʨʠʢʣʘʜ, ʥʝ ʤʦʞʥʘ ʧʦʯʠʥʘʪʠ ʧʝʨʝʜʘʯʫ ʜʘʥʠʭ, ʥʝ 

ʚʩʪʘʥʦʚʠʚʰʠ ʟʚ'ʷʟʦʢ ʤʽʞ ʚʽʜʧʨʘʚʥʠʢʦʤ ʪʘ ʘʜʨʝʩʘʪʦʤ. 
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11.1.5. Ƚɔəɡɜɚəəɔɕ ɞɌ Ɍɝɔəɡɜɚəəɔɕ ɚɍɘɱə ɐɌəɔɘɔ 

 

ʇʨʠ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʨʦʟʨʽʟʥʷʶʪʴ ʩʠʥʭʨʦʥʥʠʡ ʪʘ ʘʩʠʥʭʨʦʥʥʠʡ ʦʙʤʽʥ 

ʜʘʥʠʤʠ. ʗʢʱʦ ʧʦʪʽʢ-ʚʽʜʧʨʘʚʥʠʢ, ʚʽʜʧʨʘʚʠʚʰʠ ʧʦʚʽʜʦʤʣʝʥʥʷ ʬʫʥʢʮʽʻʶ send, 

ʙʣʦʢʫʻʪʴʩʷ ʜʦ ʦʪʨʠʤʘʥʥʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʦʪʦʢʦʤ-ʘʜʨʝʩʘʪʦʤ, ʪʦ ʪʘʢʝ 

ʚʽʜʧʨʘʚʣʝʥʥʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʥʘʟʠʚʘʻʪʴʩʷ ʩʠʥʭʨʦʥʥʠʤ. ɺ ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ 

ʚʽʜʧʨʘʚʣʝʥʥʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʥʘʟʠʚʘʻʪʴʩʷ ʘʩʠʥʭʨʦʥʥʠʤ. ʗʢʱʦ ʧʦʪʽʢ-ʘʜʨʝʩʘʪ, 

ʱʦ ʚʠʢʣʠʢʘʚ ʬʫʥʢʮʽʶ receive , ʙʣʦʢʫʻʪʴʩʷ ʜʦʪʠ, ʜʦʢʠ ʦʪʨʠʤʘʻ ʧʦʚʽʜʦʤʣʝʥʥʷ, 

ʪʘʢʝ ʦʪʨʠʤʘʥʥʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʥʘʟʠʚʘʻʪʴʩʷ ʩʠʥʭʨʦʥʥʠʤ. ɺ ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ 

ʦʪʨʠʤʘʥʥʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʥʘʟʠʚʘʻʪʴʩʷ ʘʩʠʥʭʨʦʥʥʠʤ. 

ʆʙʤʽʥ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ ʥʘʟʠʚʘʻʪʴʩʷ ʩʠʥʭʨʦʥʥʠʤ, ʷʢʱʦ ʧʦʪʽʢ-ʚʽʜʧʨʘʚʥʠʢ 

ʩʠʥʭʨʦʥʥʦ ʥʘʜʩʠʣʘʻ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʘ ʧʦʪʽʢ-ʘʜʨʝʩʘʪ ʩʠʥʭʨʦʥʥʦ ʧʨʠʡʤʘʻ ʮʽ 

ʧʦʚʽʜʦʤʣʝʥʥʷ. ɯʥʘʢʰʝ ʦʙʤʽʥ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ ʥʘʟʠʚʘʻʪʴʩʷ ʘʩʠʥʭʨʦʥʥʠʤ. 

ʇʝʨʝʜʙʘʯʘʻʪʴʩʷ, ʱʦ ʦʙʤʽʥ ʜʘʥʠʤʠ ʧʦʪʦʢʦʤ ʟʘʚʞʜʠ ʚʽʜʙʫʚʘʻʪʴʩʷ ʩʠʥʭʨʦʥʥʠʤ 

ʯʠʥʦʤ, ʪʦʤʫ ʱʦ ʚ ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʤʽʞ ʚʽʜʧʨʘʚʥʠʢʦʤ ʪʘ ʘʜʨʝʩʘʪʦʤ 

ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʙʝʟʧʦʩʝʨʝʜʥʽʡ ʟʚ'ʷʟʦʢ. 

ʉʠʥʭʨʦʥʥʠʡ ʦʙʤʽʥ ʜʘʥʠʤʠ ʫ ʨʘʟʽ ʧʨʷʤʦʾ ʘʜʨʝʩʘʮʽʾ ʧʨʦʮʝʩʽʚ ʥʘʟʠʚʘʻʪʴʩʷ 

ʨʘʥʜʝʚʫ (rendezvous , ʬʨʘʥʮ. "ʟʫʩʪʨʽʯ"). 

ɿʚʘʞʘʶʯʠ ʥʘ ʤʦʞʣʠʚʦʩʪʽ ʩʠʥʭʨʦʥʥʦʛʦ ʦʙʤʽʥʫ ʜʘʥʠʤʠ, ʮʝʡ ʤʝʭʘʥʽʟʤ ʤʦʞʝ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʜʣʷ ʚʠʨʽʰʝʥʥʷ ʟʘʚʜʘʥʴ ʩʠʥʭʨʦʥʽʟʘʮʽʾ ʧʨʦʮʝʩʽʚ. ʇʨʠ ʮʴʦʤʫ 

ʩʣʽʜ ʟʘʟʥʘʯʠʪʠ, ʱʦ ʚ ʦʧʝʨʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ Windows ʩʠʥʭʨʦʥʽʟʘʮʽʷ ʧʨʦʮʝʩʽʚ, 

ʱʦ ʚʠʢʦʥʫʶʪʴʩʷ ʥʘ ʨʽʟʥʠʭ ʢʦʤʧ'ʶʪʝʨʘʭ ʫ ʣʦʢʘʣʴʥʽʡ ʤʝʨʝʞʽ, ʤʦʞʝ 

ʟʜʽʡʩʥʶʚʘʪʠʩʴ ʣʠʰʝ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʝʭʘʥʽʟʤʫ ʩʠʥʭʨʦʥʥʦʛʦ ʦʙʤʽʥʫ ʜʘʥʠʤʠ. 
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11.1.6. ȭɟɠɑɜɱɓɌɢɱɫ 

 

ɹʫʬʝʨʦʤ ʥʘʟʠʚʘʻʪʴʩʷ ʤʽʩʪʢʽʩʪʴ ʟʚ'ʷʟʢʫ ʤʽʞ ʧʨʦʮʝʩʘʤʠ, ʪʦʙʪʦ ʢʽʣʴʢʽʩʪʴ 

ʧʦʚʽʜʦʤʣʝʥʴ, ʷʢʽ ʤʦʞʫʪʴ ʦʜʥʦʯʘʩʥʦ ʧʝʨʝʩʠʣʘʪʠʩʷ ʯʝʨʝʟ ʮʝʡ ʚʩʪʘʥʦʚʣʝʥʠʡ 

ʟʚ'ʷʟʦʢ. ʈʦʟʨʽʟʥʷʶʪʴʩʷ ʪʨʠ ʪʠʧʠ ʙʫʬʝʨʠʟʘʮʽʾ: 

- ʥʫʣʴʦʚʘ ʤʽʩʪʢʽʩʪʴ ʟʚ'ʷʟʢʫ (ʥʝʤʘʻ ʙʫʬʝʨʘ) ð ʫ ʨʘʟʽ ʤʦʞʣʠʚʠʡ ʣʠʰʝ 

ʩʠʥʭʨʦʥʥʠʡ ʦʙʤʽʥ ʜʘʥʠʤʠ ʤʽʞ ʧʨʦʮʝʩʘʤʠ; 

- ʦʙʤʝʞʝʥʘ ʤʽʩʪʢʽʩʪʴ ʟʚ'ʷʟʢʫ (ʦʙʤʝʞʝʥʠʡ ʙʫʬʝʨ) - ʫ ʨʘʟʽ, ʷʢʱʦ ʙʫʬʝʨ 

ʧʦʚʥʠʡ, ʪʦ ʚʽʜʧʨʘʚʥʠʢ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʦʚʠʥʝʥ ʯʝʢʘʪʠ ʦʯʠʱʝʥʥʷ ʙʫʬʝʨʘ ʭʦʯʘ 

ʚʽʜ ʦʜʥʦʛʦ ʧʦʚʽʜʦʤʣʝʥʥʷ; 

- ʥʝʦʙʤʝʞʝʥʘ ʤʽʩʪʢʽʩʪʴ ʟʚ'ʷʟʢʫ (ʥʝʦʙʤʝʞʝʥʠʡ ʙʫʬʝʨ) - ʫ ʮʴʦʤʫ ʚʠʧʘʜʢʫ 

ʚʽʜʧʨʘʚʥʠʢ ʥʽʢʦʣʠ ʥʝ ʯʝʢʘʻ ʧʽʜ ʯʘʩ ʥʘʜʩʠʣʘʥʥʷ ʧʦʚʽʜʦʤʣʝʥʥʷ. 

ʗʢ ʚʠʜʥʦ ʟ ʮʠʭ ʚʠʟʥʘʯʝʥʴ, ʪʠʧʠ ʙʫʬʝʨʠʟʘʮʽʾ ʪʽʩʥʦ ʧʦʚ'ʷʟʘʥʽ ʽʟ 

ʩʠʥʭʨʦʥʽʟʘʮʽʻʶ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʽ ʪʦʤʫ ʪʘʢʦʞ ʧʦʚʠʥʥʽ ʚʨʘʭʦʚʫʚʘʪʠʩʴ ʧʨʠ 

ʨʦʟʨʦʙʮʽ ʩʠʩʪʝʤ, ʷʢʽ ʤʽʩʪʷʪʴ ʦʙʤʽʥ ʜʘʥʠʤʠ ʤʽʞ ʧʨʦʮʝʩʘʤʠ. 

 

11.1.7. ȰɜɌɕɎɑɜ 

 

ɼʨʘʡʚʝʨ ð ʮʝ ʧʨʦʛʨʘʤʥʠʡ ʢʦʤʧʦʥʝʥʪ, ʷʢʠʡ ʜʦʟʚʦʣʷʻ ʦʧʝʨʘʮʽʡʥʽʡ ʩʠʩʪʝʤʽ 

ʪʘ ʧʨʠʩʪʨʦʶ ʚʟʘʻʤʦʜʽʷʪʠ. ʅʘʧʨʠʢʣʘʜ, ʢʦʣʠ ʧʨʦʛʨʘʤʽ ʧʦʪʨʽʙʥʦ ʟʯʠʪʫʚʘʪʠ ʜʘʥʽ ʟ 

ʧʨʠʩʪʨʦʶ, ʚʦʥʦ ʚʠʢʣʠʢʘʻ ʬʫʥʢʮʽʶ, ʨʝʘʣʽʟʦʚʘʥʫ ʦʧʝʨʘʮʽʡʥʦʶ ʩʠʩʪʝʤʦʶ. ʇʦʪʽʤ 

ʦʧʝʨʘʮʽʡʥʘ ʩʠʩʪʝʤʘ ʚʠʢʣʠʢʘʻ ʬʫʥʢʮʽʶ, ʨʝʘʣʽʟʦʚʘʥʫ ʜʨʘʡʚʝʨʦʤ. ɼʨʘʡʚʝʨ, 

ʟʘʟʚʠʯʘʡ ʨʦʟʨʦʙʣʝʥʠʡ ʚʠʨʦʙʥʠʢʦʤ ʧʨʠʩʪʨʦʶ, ʟʥʘʻ, ʷʢ ʚʟʘʻʤʦʜʽʷʪʠ ʟ 

ʦʙʣʘʜʥʘʥʥʷʤ ʧʨʠʩʪʨʦʶ ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʜʘʥʠʭ. ʂʦʣʠ ʜʨʘʡʚʝʨ ʦʪʨʠʤʫʻ ʜʘʥʽ, ʚʽʥ 

ʧʦʚʝʨʪʘʻ ʾʭʥʽʡ ʦʧʝʨʘʮʽʡʥʽʡ ʩʠʩʪʝʤʽ, ʘ ʧʦʪʽʤ ʧʦʚʝʨʪʘʻ ʾʭ ʟʘʩʪʦʩʫʥʢʫ (ʨʠʩ. 11.3). 
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ʈʠʩ. 11.3. 

 

ʆʩʴ ʱʝ ʢʽʣʴʢʘ ʤʦʤʝʥʪʽʚ, ʥʘ ̫ʢʽ ʩʣʽʜ ʟʚʘʞʘʪʠ. 

ɼʨʘʡʚʝʨʠ ʥʝ ʧʦʚʠʥʥʽ ʨʦʟʨʦʙʣʷʪʠʩʷ ʚʠʨʦʙʥʠʢʦʤ ʧʨʠʩʪʨʦʶ. ʗʢʱʦ ʧʨʠʩʪʨʽʡ 

ʚʽʜʧʦʚʽʜʘʻ ʩʪʘʥʜʘʨʪʫ ʦʙʣʘʜʥʘʥʥʷ, ʪʦ ʨʦʟʨʦʙʥʠʢ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ ʤʦʞʝ 

ʥʘʧʠʩʘʪʠ ʜʨʘʡʚʝʨ, ʪʦʤʫ ʢʦʥʩʪʨʫʢʪʦʨ ʧʨʠʩʪʨʦʾʚ ʥʝ ʧʦʚʠʥʝʥ ʥʘʜʘʚʘʪʠ ʡʦʛʦ. 

ʅʝ ʚʩʽ ʜʨʘʡʚʝʨʠ ʚʟʘʻʤʦʜʽʶʪʴ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʽʟ ʧʨʠʩʪʨʦʻʤ. ʏʘʩʪʦ ʢʽʣʴʢʘ 

ʜʨʘʡʚʝʨʽʚ, ʨʦʟʤʽʱʝʥʠʭ ʫ ʩʪʝʢʫ ʜʨʘʡʚʝʨʽʚ, ʙʝʨʫʪʴ ʫʯʘʩʪʴ ʫ ʟʘʧʠʪʽ ʚʚʝʜʝʥʥʷ-

ʚʠʚʦʜʫ. ɿʚʠʯʘʡʥʠʡ ʩʧʦʩʽʙ ʚʽʟʫʘʣʽʟʘʮʽʾ ʩʪʝʢʘ ï ʧʝʨʰʠʡ ʫʯʘʩʥʠʢ ʫʛʦʨʽ ʪʘ 

ʦʩʪʘʥʥʽʡ ʫʯʘʩʥʠʢ ʫ ʥʠʞʥʽʡ ʯʘʩʪʠʥʽ, ʷʢ ʧʦʢʘʟʘʥʦ ʥʘ ʮʽʡ ʩʭʝʤʽ. ɼʝʷʢʽ ʜʨʘʡʚʝʨʠ ʫ 

ʩʪʝʢʫ ʟʤʽʥʶʶʪʴ ʟʘʧʠʪ ʟ ʦʜʥʦʛʦ ʬʦʨʤʘʪʫ ʜʦ ʽʥʰʦʛʦ. ʎʽ ʜʨʘʡʚʝʨʠ ʥʝ 

ʚʟʘʻʤʦʜʽʶʪʴ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʽʟ ʧʨʠʩʪʨʦʻʤ. ʅʘʪʦʤʽʩʪʴ ʚʦʥʠ ʟʤʽʥʶʶʪʴ ʟʘʧʠʪ ʽ 

ʧʝʨʝʜʘʶʪʴ ʡʦʛʦ ʜʨʘʡʚʝʨʘʤ, ʷʢʽ ʟʥʘʭʦʜʷʪʴʩʷ ʥʠʞʯʝ ʫ ʩʪʝʢʫ (ʨʠʩ. 11.4). 

 

 

 

 

 

 

ʈʠʩ. 11.4. 

 

ɼʨʘʡʚʝʨ ʬʫʥʢʮʽʾ. ɼʨʘʡʚʝʨ, ʷʢʠʡ ʙʝʟʧʦʩʝʨʝʜʥʴʦ ʚʟʘʻʤʦʜʽʻ ʟ ʧʨʠʩʪʨʦʻʤ, 

ʥʘʟʠʚʘʻʪʴʩʷ ʜʨʘʡʚʝʨʦʤ ʬʫʥʢʮʽʾ. 
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ɼʨʘʡʚʝʨ ʬʽʣʴʪʨʫ. ɼʨʘʡʚʝʨʠ, ʷʢʽ ʚʠʢʦʥʫʶʪʴ ʜʦʧʦʤʽʞʥʫ ʦʙʨʦʙʢʫ, ʥʘʟʠʚʘʶʪʴ 

ʜʨʘʡʚʝʨʘʤʠ ʬʽʣʴʪʨʽʚ. 

ɼʝʷʢʽ ʜʨʘʡʚʝʨʠ ʬʽʣʴʪʨʽʚ ʚʽʜʩʪʝʞʫʶʪʴ ʽ ʟʘʧʠʩʫʶʪʴ ʽʥʬʦʨʤʘʮʽʶ ʧʨʦ ʟʘʧʠʪʠ 

ʚʚʝʜʝʥʥʷ-ʚʠʚʦʜʫ, ʘʣʝ ʥʝ ʙʝʨʫʪʴ ʘʢʪʠʚʥʦʾ ʫʯʘʩʪʽ ʚ ʥʠʭ. ʅʘʧʨʠʢʣʘʜ, ʜʝʷʢʽ 

ʜʨʘʡʚʝʨʠ ʬʽʣʴʪʨʽʚ ʚʠʩʪʫʧʘʶʪʴ ʷʢ ʧʝʨʝʚʽʨʷʶʯʽ, ʱʦʙ ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ ʽʥʰʽ 

ʜʨʘʡʚʝʨʠ ʚ ʩʪʝʢʫ ʧʨʘʚʠʣʴʥʦ ʦʙʨʦʙʣʷʶʪʴ ʟʘʧʠʪ ʚʚʝʜʝʥʥʷ-ʚʠʚʦʜʫ. 

ɼʨʘʡʚʝʨ ʰʠʥʠ (Bus) ʢʝʨʫʻ ʦʢʨʝʤʠʤ ʧʨʠʩʪʨʦʻʤ ʰʠʥʠ ʚʚʦʜʫ-ʚʠʚʦʜʫ ʪʘ ʥʘʜʘʻ 

ʬʫʥʢʮʽʦʥʘʣʴʥʽʩʪʴ ʜʣʷ ʢʦʞʥʦʛʦ ʩʣʦʪʘ, ʷʢʘ ʥʝ ʟʘʣʝʞʠʪʴ ʚʽʜ ʧʨʠʩʪʨʦʶ. ɼʨʘʡʚʝʨʠ 

ʰʠʥʠ ʪʘʢʦʞ ʚʠʷʚʣʷʶʪʴ ʜʦʯʽʨʥʽ ʧʨʠʩʪʨʦʾ, ʧʽʜʢʣʶʯʝʥʽ ʜʦ ʰʠʥʠ, ʪʘ 

ʧʦʚʽʜʦʤʣʷʶʪʴ ʧʨʦ ʥʠʭ. 

ʅʘʩʪʫʧʥʠʡ ʨʠʩʫʥʦʢ ʧʦʢʘʟʫʻ ʧʨʠʢʣʘʜ ʢʦʥʬʽʛʫʨʘʮʽʾ ʦʙʣʘʜʥʘʥʥʷ PnP (Plug 

and Play) ʜʣʷ ʰʠʥʠ USB (Universal Serial Bus)-ʜʞʦʡʩʪʠʢʘ (ʨʠʩ. 11.5). 

 

 

 

 

 

ʈʠʩ. 11.5. 

 

ʅʘ ʮʴʦʤʫ ʨʠʩʫʥʢʫ USB-ʜʞʦʡʩʪʠʢ ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ USB-ʢʦʥʮʝʥʪʨʘʪʦʨʘ. 

USB-ʢʦʥʮʝʥʪʨʘʪʦʨ ʫ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ ʟʥʘʭʦʜʠʪʴʩʷ ʥʘ ʧʣʘʪʽ ʭʦʩʪ-ʢʦʥʪʨʦʣʝʨʘ 

USB ʪʘ ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ ʦʜʥʦʛʦ ʧʦʨʪʫ ʥʘ ʧʣʘʪʽ ʢʦʥʪʨʦʣʝʨʘ ʚʫʟʣʘ USB. ʍʦʩʪ-

ʢʦʥʪʨʦʣʝʨ USB ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ ʰʠʥʠ ʚʚʦʜʫ-ʚʠʚʦʜʫ PCI (Peripheral 

component interconnect). ɿ ʪʦʯʢʠ ʟʦʨʫ PnP USB-ʢʦʥʮʝʥʪʨʘʪʦʨ, ʭʦʩʪ-ʢʦʥʪʨʦʣʝʨ 

USB ʽ PCI ʰʠʥʘ ʻ ʰʠʥʘʤʠ, ʪʘʢ ʷʢ ʚʦʥʠ ʥʘʜʘʶʪʴ ʧʦʨʪʠ. ɼʞʦʡʩʪʠʢ ʥʝ ʻ 

ʧʨʠʩʪʨʦʻʤ ʰʠʥʠ. 
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ʄʠ ʤʦʞʝʤʦ ʫʪʦʯʥʠʪʠ ʚʠʟʥʘʯʝʥʥʷ ʜʨʘʡʚʝʨʘ ʷʢ ʙʫʜʴ-ʷʢʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʢʦʤʧʦʥʝʥʪʘ, ʷʢʠʡ ʩʧʦʩʪʝʨʽʛʘʻ ʯʠ ʙʝʨʝ ʫʯʘʩʪʴ ʫ ʦʙʤʽʥʽ ʜʘʥʠʤʠ ʤʽʞ ʦʧʝʨʘʮʽʡʥʦʶ 

ʩʠʩʪʝʤʦʶ ʪʘ ʧʨʠʩʪʨʦʻʤ. 

ʈʦʟʰʠʨʝʥʝ ʚʠʟʥʘʯʝʥʥʷ ʻ ʜʦʩʠʪʴ ʪʦʯʥʠʤ, ʘʣʝ, ʷʢ ʽ ʨʘʥʽʰʝ, ʥʝʧʦʚʥʠʤ, 

ʦʩʢʽʣʴʢʠ ʜʝʷʢʽ ʜʨʘʡʚʝʨʠ ʚʟʘʛʘʣʽ ʥʝ ʧʦʚ'ʷʟʘʥʽ ʟ ʙʫʜʴ-ʷʢʠʤ ʘʧʘʨʘʪʥʠʤ ʧʨʠʩʪʨʦʻʤ. 

ʅʘʧʨʠʢʣʘʜ, ʷʢʱʦ ʥʝʦʙʭʽʜʥʦ ʥʘʧʠʩʘʪʠ ʟʘʩʽʙ, ʷʢʠʡ ʟʚʝʨʪʘʻʪʴʩʷ ʜʦ ʦʩʥʦʚʥʠʭ 

ʩʪʨʫʢʪʫʨ ʜʘʥʠʭ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ, ʡʦʛʦ ʤʦʞʥʘ ʧʦʜʽʣʠʪʠ ʥʘ ʜʚʘ ʢʦʤʧʦʥʝʥʪʠ. 

ʇʝʨʰʠʡ ʢʦʤʧʦʥʝʥʪ ʚʠʢʦʥʫʻʪʴʩʷ ʚ ʨʝʞʠʤʽ ʢʦʨʠʩʪʫʚʘʯʘ ʽ ʧʨʝʜʩʪʘʚʣʷʻ ʽʥʪʝʨʬʝʡʩ 

ʢʦʨʠʩʪʫʚʘʯʘ. ɼʨʫʛʠʡ ʢʦʤʧʦʥʝʥʪ ʚʠʢʦʥʫʻʪʴʩʷ ʚ ʨʝʞʠʤʽ ʷʜʨʘ ʪʘ ʟʚʝʨʪʘʻʪʴʩʷ ʜʦ 

ʜʘʥʠʭ ʦʩʥʦʚʥʦʾ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ. ʂʦʤʧʦʥʝʥʪ, ʱʦ ʧʨʘʮʶʻ ʚ ʨʝʞʠʤʽ 

ʢʦʨʠʩʪʫʚʘʯʘ, ʥʘʟʠʚʘʻʪʴʩʷ ʜʦʜʘʪʢʦʤ, ʘ ʢʦʤʧʦʥʝʥʪ, ʱʦ ʧʨʘʮʶʻ ʚ ʨʝʞʠʤʽ ʷʜʨʘ, 

ʥʘʟʠʚʘʻʪʴʩʷ ʧʨʦʛʨʘʤʥʠʤ ʜʨʘʡʚʝʨʦʤ. ʇʨʦʛʨʘʤʥʠʡ ʜʨʘʡʚʝʨ ʥʝ ʧʦʚ'ʷʟʘʥʠʡ ʽʟ 

ʘʧʘʨʘʪʥʠʤ ʧʨʠʩʪʨʦʻʤ. 

 

 

11.2. ȮɓɌɯɘɚɐɱɫ ɘɱɒ ɛɜɚɢɑɝɌɘɔ Ɏ ɚɛɑɜɌɢɱɕəɱɕ 

ɝɔɝɞɑɘɱ Windows 

 

11.2 .1. ȸɑɡɌəɱɓɘɔ ɘɱɒɛɜɚɢɑɝəɔɡ ɖɚɘɟəɱɖɌɢɱɕ IPC, ɥɚ 

ɛɱɐɞɜɔɘɟɪɞɨɝɫ Windows  

 

ʆʧʝʨʘʮʽʡʥʘ ʩʠʩʪʝʤʘ Windows ʥʘʜʘʻ ʤʝʭʘʥʽʟʤʠ ʜʣʷ ʩʧʨʦʱʝʥʥʷ ʦʙʤʽʥʫ 

ʜʘʥʠʤʠ/ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ ʪʘ ʦʙʤʽʥʫ ʜʘʥʠʤʠ/ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ ʤʽʞ ʧʨʦʛʨʘʤʘʤʠ. 

ʋ ʩʫʢʫʧʥʦʩʪʽ ʜʽʾ, ʱʦ ʚʢʣʶʯʝʥʽ ʮʠʤʠ ʤʝʭʘʥʽʟʤʘʤʠ, ʥʘʟʠʚʘʶʪʴʩʷ 

ʤʽʞʧʨʦʮʝʩʥʠʤʠ ʢʦʤʫʥʽʢʘʮʽʷʤʠ IPC ( Inter-Process Communication). ɼʝʷʢʽ 

ʬʦʨʤʠ IPC ʩʧʨʦʱʫʶʪʴ ʚʟʘʻʤʦʜʽʶ ʤʽʞ ʢʽʣʴʢʦʤʘ ʩʧʝʮʽʘʣʽʟʦʚʘʥʠʤʠ ʧʨʦʮʝʩʘʤʠ, 

ʘ ɯʥʰʽ ʬʦʨʤʠ IPC ʩʧʨʦʱʫʶʪʴ - ʤʽʞ ʢʦʤʧ'ʶʪʝʨʘʤʠ ʫ ʤʝʨʝʞʽ. 
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ʗʢ ʧʨʘʚʠʣʦ, ʧʨʦʛʨʘʤʠ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ IPC, ʢʣʘʩʠʬʽʢʦʚʘʥʽ ʷʢ 

ɜɝɹɵɟɤɚ ʯʠ ɣɗɢɔɗɢɚ. ʂʣʽʻʥʪ ð ʮʝ ʧʨʦʛʨʘʤʘ ʘʙʦ ʧʨʦʮʝʩ, ʷʢʠʡ ʟʘʧʠʪʫʻ ʩʣʫʞʙʫ 

ʚʽʜ ʽʥʰʦʾ ʧʨʦʛʨʘʤʠ ʘʙʦ ʧʨʦʮʝʩʫ. ʉʝʨʚʝʨ ï ʮʝ ʧʨʦʛʨʘʤʘ ʘʙʦ ʧʨʦʮʝʩ, ʷʢʠʡ 

ʚʽʜʧʦʚʽʜʘʻ ʥʘ ʟʘʧʠʪ ʢʣʽʻʥʪʘ. ɹʘʛʘʪʦ ʧʨʦʛʨʘʤ ʜʽʶʪʴ ʷʢ ʢʣʽʻʥʪ, ʽ ʩʝʨʚʝʨ ʟʘʣʝʞʥʦ 

ʚʽʜ ʩʠʪʫʘʮʽʾ. ʅʘʧʨʠʢʣʘʜ, ʧʨʦʛʨʘʤʘ ʦʙʨʦʙʢʠ ʩʣʽʚ ʤʦʞʝ ʚʠʩʪʫʧʘʪʠ ʷʢ ʢʣʽʻʥʪ ʧʨʠ 

ʟʘʧʠʪʽ ʟʚʝʜʝʥʦʾ ʪʘʙʣʠʮʽ ʚʠʨʦʙʥʠʯʠʭ ʚʠʪʨʘʪ ʚʽʜ ʧʨʦʛʨʘʤʠ ʝʣʝʢʪʨʦʥʥʦʾ ʪʘʙʣʠʮʽ, 

ʱʦ ʚʠʩʪʫʧʘʻ ʷʢ ʩʝʨʚʝʨ. ʋ ʩʚʦʶ ʯʝʨʛʫ, ʟʘʩʪʦʩʫʥʦʢ ʝʣʝʢʪʨʦʥʥʦʾ ʪʘʙʣʠʮʽ ʤʦʞʝ 

ʚʠʩʪʫʧʘʪʠ ʢʣʽʻʥʪʦʤ ʧʨʠ ʟʘʧʠʪʽ ʦʩʪʘʥʥʽʭ ʨʽʚʥʽʚ ʽʥʚʝʥʪʘʨʠʟʘʮʽʾ ʟ ʧʨʦʛʨʘʤʠ 

ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ʽʥʚʝʥʪʘʨʠʟʘʮʽʻʶ. 

ʇʽʩʣʷ ʧʨʠʡʥʷʪʪʷ ʨʽʰʝʥʥʷ ʧʨʦ ʪʝ, ʱʦ ʚʘʰ ʟʘʩʪʦʩʫʥʦʢ ʙʫʜʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

IPC, ʥʝʦʙʭʽʜʥʦ ʚʠʨʽʰʠʪʠ, ʷʢʽ ʟ ʜʦʩʪʫʧʥʠʭ ʤʝʪʦʜʽʚ IPC ʩʣʽʜ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ. 

ʐʚʠʜʰʝ ʟʘ ʚʩʝ, ʧʨʦʛʨʘʤʘ ʙʫʜʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʢʽʣʴʢʘ ʤʝʭʘʥʽʟʤʽʚ IPC. 

ɺʽʜʧʦʚʽʜʽ ʥʘ ʮʽ ʟʘʧʠʪʘʥʥʷ ʚʠʟʥʘʯʘʶʪʴ, ʯʠ ʤʦʞʝ ʧʨʦʛʨʘʤʘ ʩʢʦʨʠʩʪʘʪʠʩʷ ʦʜʥʠʤ 

ʘʙʦ ʜʝʢʽʣʴʢʦʤʘ ʤʝʭʘʥʽʟʤʘʤʠ IPC. 

ʏʠ ʧʦʪʨʽʙʥʦ ʧʨʦʛʨʘʤʫ ʚʟʘʻʤʦʜʽʷʪʠ ʟ ʽʥʰʠʤʠ ʧʨʦʛʨʘʤʘʤʠ, ʱʦ ʧʨʘʮʶʶʪʴ 

ʥʘ ʽʥʰʠʭ ʢʦʤʧ'ʶʪʝʨʘʭ ʫ ʤʝʨʝʞʽ, ʯʠ ʜʦʩʪʘʪʥʴʦ ʜʣʷ ʚʟʘʻʤʦʜʽʾ ʧʨʦʛʨʘʤʠ ʣʠʰʝ ʟ 

ʧʨʦʛʨʘʤʘʤʠ ʥʘ ʣʦʢʘʣʴʥʦʤʫ ʢʦʤʧ'ʶʪʝʨʽ? 

ʏʠ ʧʦʪʨʽʙʥʦ ʧʨʦʛʨʘʤʫ ʚʟʘʻʤʦʜʽʷʪʠ ʟ ʧʨʦʛʨʘʤʘʤʠ, ʱʦ ʧʨʘʮʶʶʪʴ ʥʘ ʽʥʰʠʭ 

ʢʦʤʧ'ʶʪʝʨʘʭ, ʷʢʽ ʤʦʞʫʪʴ ʧʨʘʮʶʚʘʪʠ ʚ ʨʽʟʥʠʭ ʦʧʝʨʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ 

(ʥʘʧʨʠʢʣʘʜ, 16-ʨʦʟʨʷʜʥʠʡ ʆʉ Windows ʘʙʦ UNIX)? 

ʏʠ ʧʦʚʠʥʝʥ ʢʦʨʠʩʪʫʚʘʯ ʧʨʦʛʨʘʤʠ ʚʠʙʨʘʪʠ ʽʥʰʽ ʧʨʦʛʨʘʤʠ, ʟ ʷʢʠʤʠ 

ʚʟʘʻʤʦʜʽʻ ʧʨʦʛʨʘʤʘ, ʘʙʦ ʥʝʷʚʥʦ ʟʥʘʡʪʠ ʩʚʦʾʭ ʧʘʨʪʥʝʨʽʚ? 

ʏʠ ʟʘʩʪʦʩʫʥʦʢ ʤʘʻ ʚʟʘʻʤʦʜʽʷʪʠ ʟ ʨʽʟʥʠʤʠ ʟʘʩʪʦʩʫʥʢʘʤʠ ʚ ʮʽʣʦʤʫ, 

ʥʘʧʨʠʢʣʘʜ, ʜʦʟʚʦʣʷʪʠ ʦʧʝʨʘʮʽʾ ʚʠʨʽʟʘʥʥʷ ʪʘ ʚʩʪʘʚʢʠ ʟ ʙʫʜʴ-ʷʢʠʤ ʽʥʰʠʤ 

ʟʘʩʪʦʩʫʥʢʦʤ ʘʙʦ ʯʠ ʧʦʚʠʥʥʽ ʡʦʛʦ ʚʠʤʦʛʠ ʜʦ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʦʙʤʝʞʝʥʽ 

ʦʙʤʝʞʝʥʠʤ ʥʘʙʦʨʦʤ ʚʟʘʻʤʦʜʽʡ ʟ ʢʦʥʢʨʝʪʥʠʤʠ ʽʥʰʠʤʠ ʟʘʩʪʦʩʫʥʢʘʤʠ? 

ʏʠ ʻ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʤ ʘʩʧʝʢʪʦʤ ʧʨʦʛʨʘʤʠ? ɺʩʽ 

ʤʝʭʘʥʽʟʤʠ ɯʈʉ ʚʢʣʶʯʘʶʪʴ ʜʝʷʢʽ ʚʠʪʨʘʪʠ. 
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ʏʠ ʧʨʦʛʨʘʤʘ ʧʦʚʠʥʥʘ ʙʫʪʠ ʧʨʦʛʨʘʤʦʶ GUI ʘʙʦ ʢʦʥʩʦʣʴʥʦʶ ʧʨʦʛʨʘʤʦʶ? 

ɼʣʷ ʜʝʷʢʠʭ ʤʝʭʘʥʽʟʤʽʚ IPC ʧʦʪʨʽʙʥʘ ʧʨʦʛʨʘʤʘ ʛʨʘʬʽʯʥʦʛʦ ʽʥʪʝʨʬʝʡʩʫ. 

ʅʘʩʪʫʧʥʽ ʤʝʭʘʥʽʟʤʠ IPC ʧʽʜʪʨʠʤʫʶʪʴʩʷ Windows: 

1) Clipboard  - ʙʫʬʝʨ ʦʙʤʽʥʫ; 

2) COM (Component Object Model) - ʤʦʜʝʣʴ ʢʦʤʧʦʥʝʥʪʥʦʛʦ ʦʙôʻʢʪʘ; 

3) Data Copy  - ʢʦʧʽʶʚʘʥʥʷ ʜʘʥʠʭ; 

4) DDE (Dynamic Data Exchange) - ʜʠʥʘʤʽʯʥʠʡ ʦʙʤʽʥ ʜʘʥʠʤʠ; 

5) File Mapping  - ʟʽʩʪʘʚʣʝʥʥʷ ʬʘʡʣʽʚ;  

6) Mailslots  - ʧʦʰʪʦʚʽ ʩʣʦʪʠ; 

7) Pipes  ï ʢʘʥʘʣʠ/ʪʨʫʙʠ; 

8) RPC (Remote procedure call) - ʚʽʜʜʘʣʝʥʠʡ ʚʠʢʣʠʢ ʧʨʦʮʝʜʫʨʠ; 

9) Windows Sockets  - ʩʦʢʝʪʠ Windows. 

 

11.2.2. ȮɔɖɚɜɔɝɞɌəəɫ ɍɟɠɑɜɌ ɚɍɘɱəɟ Clipboard  ɐɗɫ IPC 

 

ɹʫʬʝʨ ʦʙʤʽʥʫ ʚʠʩʪʫʧʘʻ ʷʢ ʮʝʥʪʨʘʣʴʥʠʡ ʜʝʧʦʟʠʪ ʜʣʷ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʤʽʞ 

ʟʘʩʪʦʩʫʥʢʘʤʠ. ʂʦʣʠ ʢʦʨʠʩʪʫʚʘʯ ʚʠʢʦʥʫʻ ʦʧʝʨʘʮʽʶ ʚʠʨʽʟʫ ʘʙʦ ʢʦʧʽʶʚʘʥʥʷ ʚ 

ʧʨʦʛʨʘʤʽ, ʧʨʦʛʨʘʤʘ ʧʦʤʽʱʘʻ ʚʠʙʨʘʥʽ ʜʘʥʽ ʚ ʙʫʬʝʨ ʦʙʤʽʥʫ ʚ ʦʜʠʥ ʘʙʦ ʢʽʣʴʢʘ 

ʩʪʘʥʜʘʨʪʥʠʭ ʘʙʦ ʚʠʟʥʘʯʝʥʠʭ ʧʨʦʛʨʘʤʦʶ ʬʦʨʤʘʪʽʚ. ʇʦʪʽʤ ʙʫʜʴ-ʷʢʠʡ ʽʥʰʠʡ 

ʟʘʩʪʦʩʫʥʦʢ ʤʦʞʝ ʦʪʨʠʤʘʪʠ ʜʘʥʽ ʟ ʙʫʬʝʨʘ ʦʙʤʽʥʫ, ʚʠʙʨʘʚʰʠ ʟ ʜʦʩʪʫʧʥʠʭ 

ʬʦʨʤʘʪʽʚ, ʷʢʽ ʚʽʥ ʨʦʟʫʤʽʻ. ɹʫʬʝʨ ʦʙʤʽʥʫ ï ʮʝ ʜʫʞʝ ʩʣʘʙʢʦ ʧʦʚ'ʷʟʘʥʝ ʩʝʨʝʜʦʚʠʱʝ 

ʦʙʤʽʥʫ, ʜʝ ʟʘʩʪʦʩʫʥʢʘʤ ʧʦʪʨʽʙʥʦ ʣʠʰʝ ʧʦʛʦʜʠʪʠʩʴ ʟ ʬʦʨʤʘʪʦʤ ʜʘʥʠʭ. 

ʇʨʦʛʨʘʤʠ ʤʦʞʫʪʴ ʟʥʘʭʦʜʠʪʠʩʷ ʥʘ ʦʜʥʦʤʫ ʢʦʤʧ'ʶʪʝʨʽ ʘʙʦ ʥʘ ʨʽʟʥʠʭ 

ʢʦʤʧ'ʶʪʝʨʘʭ ʫ ʤʝʨʝʞʽ. 

ʋʩʽ ʧʨʦʛʨʘʤʠ ʧʦʚʠʥʥʽ ʧʽʜʪʨʠʤʫʚʘʪʠ ʙʫʬʝʨ ʦʙʤʽʥʫ ʜʣʷ ʮʠʭ ʬʦʨʤʘʪʽʚ ʜʘʥʠʭ, 

ʷʢʽ ʚʦʥʠ ʨʦʟʫʤʽʶʪʴ. ʅʘʧʨʠʢʣʘʜ, ʪʝʢʩʪʦʚʠʡ ʨʝʜʘʢʪʦʨ ʘʙʦ ʦʙʨʦʙʥʠʢ ʩʣʽʚ 

ʧʦʚʠʥʝʥ ʧʨʠʥʘʡʤʥʽ ʤʘʪʠ ʤʦʞʣʠʚʽʩʪʴ ʩʪʚʦʨʶʚʘʪʠ ʪʘ ʧʨʠʡʤʘʪʠ ʜʘʥʽ ʙʫʬʝʨʘ 

ʦʙʤʽʥʫ ʫ ʯʠʩʪʦʤʫ ʪʝʢʩʪʦʚʦʤʫ ʬʦʨʤʘʪʽ.  
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11.2.3. ȮɔɖɚɜɔɝɞɌəəɫ COM ɐɗɫ IPC 

 

ʇʨʦʛʨʘʤʠ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ OLE, ʢʝʨʫʶʪʴ ʩʢʣʘʜʦʚʠʤʠ ʜʦʢʫʤʝʥʪʘʤʠ, 

ʪʦʙʪʦ ʜʦʢʫʤʝʥʪʘʤʠ, ʱʦ ʩʢʣʘʜʘʶʪʴʩʷ ʟ ʨʽʟʥʠʭ ʧʨʦʛʨʘʤ. OLE ʥʘʜʘʻ ʧʦʩʣʫʛʠ, ʷʢʽ 

ʩʧʨʦʱʫʶʪʴ ʚʠʢʣʠʢ ʧʨʦʛʨʘʤ ʜʦ ʽʥʰʠʭ ʧʨʦʛʨʘʤ ʜʣʷ ʨʝʜʘʛʫʚʘʥʥʷ ʜʘʥʠʭ. 

ʅʘʧʨʠʢʣʘʜ, ʪʝʢʩʪʦʚʠʡ ʧʨʦʮʝʩʦʨ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻ OLE, ʤʦʞʝ ʚʧʨʦʚʘʜʠʪʠ 

ʛʨʘʬ ʽʟ ʝʣʝʢʪʨʦʥʥʦʾ ʪʘʙʣʠʮʽ. ʂʦʨʠʩʪʫʚʘʯ ʤʦʞʝ ʘʚʪʦʤʘʪʠʯʥʦ ʟʘʧʫʩʪʠʪʠ 

ʝʣʝʢʪʨʦʥʥʫ ʪʘʙʣʠʮʶ ʟ ʪʝʢʩʪʦʚʦʛʦ ʧʨʦʮʝʩʦʨʘ, ʚʠʙʨʘʚʰʠ ʚʧʨʦʚʘʜʞʝʥʫ ʜʽʘʛʨʘʤʫ 

ʜʣʷ ʨʝʜʘʛʫʚʘʥʥʷ. OLE ʧʽʢʣʫʻʪʴʩʷ ʧʨʦ ʟʘʧʫʩʢ ʝʣʝʢʪʨʦʥʥʦʾ ʪʘʙʣʠʮʽ ʪʘ 

ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʛʨʘʬʘ ʜʣʷ ʨʝʜʘʛʫʚʘʥʥʷ. ʂʦʣʠ ʢʦʨʠʩʪʫʚʘʯ ʟʘʣʠʰʘʻ ʝʣʝʢʪʨʦʥʥʫ 

ʪʘʙʣʠʮʶ, ʛʨʘʬ ʙʫʜʝ ʦʥʦʚʣʝʥʦ ʫ ʚʠʭʽʜʥʦʤʫ ʜʦʢʫʤʝʥʪʽ ʽʟ ʪʝʢʩʪʦʚʠʤ ʧʨʦʮʝʩʦʨʦʤ. 

ɽʣʝʢʪʨʦʥʥʘ ʪʘʙʣʠʮʷ, ʟʜʘʻʪʴʩʷ, ʻ ʨʦʟʰʠʨʝʥʥʷʤ ʦʙʨʦʙʥʠʢʘ ʩʣʽʚ. 

ʆʩʥʦʚʦʶ OLE ̒  ʦʙ'ʻʢʪʥʘ ʤʦʜʝʣʴ ʢʦʤʧʦʥʝʥʪʘ (COM). ʇʨʦʛʨʘʤʥʠʡ ʢʦʤʧʦʥʝʥʪ, 

ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻ COM, ʤʦʞʝ ʚʟʘʻʤʦʜʽʷʪʠ ʟ ʽʥʰʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ, ʥʘʚʽʪʴ ʪʠʤʠ, 

ʷʢʽ ʱʝ ʥʘʧʠʩʘʥʽ. ʂʦʤʧʦʥʝʥʪʠ ʚʟʘʻʤʦʜʽʶʪʴ ʷʢ ʦʙ'ʻʢʪʠ ʪʘ ʢʣʽʻʥʪʠ. ʈʦʟʧʦʜʽʣʝʥʘ 

COM ʨʦʟʰʠʨʶʻ ʤʦʜʝʣʴ ʧʨʦʛʨʘʤʫʚʘʥʥʷ COM, ʱʦʙ ʚʦʥʘ ʧʨʘʮʶʚʘʣʘ ʫ ʤʝʨʝʞʽ. 

OLE ʧʽʜʪʨʠʤʫʻ ʩʢʣʘʜʦʚʽ ʜʦʢʫʤʝʥʪʠ ʽ ʜʦʟʚʦʣʷʻ ʧʨʦʛʨʘʤʽ ʚʢʣʶʯʘʪʠ 

ʚʧʨʦʚʘʜʞʝʥʽ ʘʙʦ ʧʦʚ'ʷʟʘʥʽ ʜʘʥʽ, ʷʢʽ ʧʨʠ ʚʠʙʦʨʽ ʘʚʪʦʤʘʪʠʯʥʦ ʟʘʧʫʩʢʘʶʪʴ ʽʥʰʫ 

ʧʨʦʛʨʘʤʫ ʜʣʷ ʨʝʜʘʛʫʚʘʥʥʷ ʜʘʥʠʭ. ʎʝ ʜʦʟʚʦʣʷʻ ʧʨʦʛʨʘʤʽ ʨʦʟʰʠʨʶʚʘʪʠʩʷ ʙʫʜʴ-

ʷʢʠʤ ʽʥʰʠʤ ʧʨʦʛʨʘʤʦʶ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻ OLE. COM-ʦʙ'ʻʢʪʠ ʥʘʜʘʶʪʴ ʜʦʩʪʫʧ ʜʦ 

ʜʘʥʠʭ ʦʙ'ʻʢʪʘ ʯʝʨʝʟ ʦʜʠʥ ʘʙʦ ʢʽʣʴʢʘ ʥʘʙʦʨʽʚ ʧʦʚ'ʷʟʘʥʠʭ ʬʫʥʢʮʽʡ, ʚʽʜʦʤʠʭ ʷʢ 

ʽʥʪʝʨʬʝʡʩʠ. 

 

11.2.4. ȮɔɖɚɜɔɝɞɌəəɫ ɖɚɛɱɪɎɌəəɫ ɐɌəɔɡ ɐɗɫ IPC 

 

ʂʦʧʽʶʚʘʥʥʷ ʜʘʥʠʭ ʜʦʟʚʦʣʷʻ ʟʘʩʪʦʩʫʥʢʫ ʥʘʜʩʠʣʘʪʠ ʚʽʜʦʤʦʩʪʽ ʚ ʽʥʰʫ 

ʧʨʦʛʨʘʤʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʧʦʚʽʜʦʤʣʝʥʥʷ WM_COPYDATA. ʎʝʡ ʤʝʪʦʜ ʚʠʤʘʛʘʻ 
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ʩʧʽʚʧʨʘʮʽ ʤʽʞ ʥʘʜʩʠʣʘʶʯʠʤ ʟʘʩʪʦʩʫʥʢʦʤ ʪʘ ʦʜʝʨʞʫʶʯʠʤ ʟʘʩʪʦʩʫʥʢʦʤ. 

ɿʘʩʪʦʩʫʥʦʢ, ʱʦ ʧʨʠʡʤʘʻ, ʧʦʚʠʥʝʥ ʟʥʘʪʠ ʬʦʨʤʘʪ ʽʥʬʦʨʤʘʮʽʾ ʽ ʤʘʪʠ ʤʦʞʣʠʚʽʩʪʴ 

ʽʜʝʥʪʠʬʽʢʫʚʘʪʠ ʚʽʜʧʨʘʚʥʠʢʘ. ɺʽʜʧʨʘʚʥʘ ʧʨʦʛʨʘʤʘ ʥʝ ʤʦʞʝ ʟʤʽʥʠʪʠ ʧʘʤ'ʷʪʴ, ʥʘ 

ʷʢʫ ʧʦʩʠʣʘʻʪʴʩʷ ʙʫʜʴ-ʷʢʠʡ ʧʦʢʘʞʯʠʢ. 

ʂʦʧʽʶʚʘʥʥʷ ʜʘʥʠʭ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʰʚʠʜʢʦʛʦ ʥʘʜʩʠʣʘʥʥʷ 

ʽʥʬʦʨʤʘʮʽʾ ʽʥʰʽʡ ʧʨʦʛʨʘʤʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʦʙʤʽʥʫ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ Windows. 

 

11.2.5. ȮɔɖɚɜɔɝɞɌəəɫ DDE ɐɗɫ IPC 

 

DDE ð ʮʝ ʧʨʦʪʦʢʦʣ ʜʠʥʘʤʽʯʥʦʛʦ ʦʙʤʽʥʫ ʜʘʥʠʤʠ, ʷʢʠʡ ʜʦʟʚʦʣʷʻ ʧʨʦʛʨʘʤʘʤ 

ʦʙʤʽʥʶʚʘʪʠʩʷ ʜʘʥʠʤʠ ʫ ʨʽʟʥʠʭ ʬʦʨʤʘʪʘʭ. ʇʨʦʛʨʘʤʠ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

DDE ʜʣʷ ʦʜʥʦʨʘʟʦʚʠʭ ʦʙʤʽʥʽʚ ʜʘʥʠʤʠ ʘʙʦ ʜʣʷ ʧʦʪʦʯʥʠʭ ʦʙʤʽʥʽʚ, ʚ ʷʢʠʭ 

ʧʨʦʛʨʘʤʠ ʦʥʦʚʣʶʶʪʴ ʦʜʠʥ ʦʜʥʦʛʦ ʚ ʤʽʨʫ ʪʦʛʦ, ʷʢ ʥʦʚʽ ʜʘʥʽ ʩʪʘʶʪʴ ʜʦʩʪʫʧʥʠʤʠ. 

ʌʦʨʤʘʪʠ ʜʘʥʠʭ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ DDE, ʟʙʽʛʘʶʪʴʩʷ ʟ ʬʦʨʤʘʪʘʤʠ, ʷʢʽ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʙʫʬʝʨʦʤ ʦʙʤʽʥʫ. DDE ʤʦʞʥʘ ʨʦʟʛʣʷʜʘʪʠ ʷʢ ʨʦʟʰʠʨʝʥʥʷ 

ʤʝʭʘʥʽʟʤʫ ʙʫʬʝʨʘ ʦʙʤʽʥʫ. ɹʫʬʝʨ ʦʙʤʽʥʫ ʤʘʡʞʝ ʟʘʚʞʜʠ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ 

ʦʜʥʦʨʘʟʦʚʦʾ ʚʽʜʧʦʚʽʜʽ ʥʘ ʢʦʤʘʥʜʫ ʢʦʨʠʩʪʫʚʘʯʘ, ʥʘʧʨʠʢʣʘʜ, ʚʠʙʽʨ ʢʦʤʘʥʜʠ 

"ɺʩʪʘʚʠʪʠ" ʚ ʤʝʥʶ. DDE ʟʘʟʚʠʯʘʡ ʽʥʽʮʽʶʻʪʴʩʷ ʢʦʤʘʥʜʦʶ ʢʦʨʠʩʪʫʚʘʯʘ, ʘʣʝ ʯʘʩʪʦ 

ʚʦʥʘ ʧʨʦʜʦʚʞʫʻ ʬʫʥʢʮʽʦʥʫʚʘʪʠ ʙʝʟ ʧʦʜʘʣʴʰʦʾ ʚʟʘʻʤʦʜʽʾ ʟ ʢʦʨʠʩʪʫʚʘʯʝʤ. ʂʨʽʤ 

ʪʦʛʦ, ʤʦʞʥʘ ʚʠʟʥʘʯʠʪʠ ʬʦʨʤʘʪʠ ʜʘʥʠʭ DDE, ʱʦ ʥʘʩʪʨʦʶʶʪʴʩʷ, ʜʣʷ IPC 

ʩʧʝʮʽʘʣʴʥʦʛʦ ʧʨʠʟʥʘʯʝʥʥʷ ʤʽʞ ʟʘʩʪʦʩʫʥʢʘʤʠ ʟ ʙʽʣʴʰ ʪʽʩʥʦ ʧʦʚ'ʷʟʘʥʠʭ ʚʠʤʦʛ 

ʜʦ ʦʙʤʽʥʫ ʜʘʥʠʤʠ. 

ʆʙʤʽʥʠ DDE ʤʦʞʫʪʴ ʚʽʜʙʫʚʘʪʠʩʷ ʤʽʞ ʧʨʦʛʨʘʤʘʤʠ, ʱʦ ʧʨʘʮʶʶʪʴ ʥʘ ʦʜʥʦʤʫ 

ʢʦʤʧ'ʶʪʝʨʽ ʘʙʦ ʥʘ ʨʽʟʥʠʭ ʢʦʤʧ'ʶʪʝʨʘʭ ʫ ʤʝʨʝʞʽ. 

DDE ʥʝ ʻ ʪʘʢ ʝʬʝʢʪʠʚʥʦ, ʷʢ ʥʦʚʽ ʪʝʭʥʦʣʦʛʽʾ. ʆʜʥʘʢ ʚʠ ʤʦʞʝʪʝ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ DDE, ʷʢʱʦ ʽʥʰʽ ʤʝʭʘʥʽʟʤʠ IPC ʥʝ ʧʽʜʭʦʜʷʪʴ ʘʙʦ ʷʢʱʦ 

ʥʝʦʙʭʽʜʥʦ ʽʥʪʝʨʬʝʡʩ ʟ ʽʩʥʫʶʯʦʶ ʧʨʦʛʨʘʤʦʶ, ʱʦ ʧʽʜʪʨʠʤʫʻ ʪʽʣʴʢʠ DDE.  
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11.2.6. ȮɔɖɚɜɔɝɞɌəəɫ ɓɱɝɞɌɎɗɑəəɫ ɠɌɕɗɱɎ ɐɗɫ IPC 

 

ɿʽʩʪʘʚʣʝʥʥʷ ʬʘʡʣʽʚ ʜʦʟʚʦʣʷʻ ʧʨʦʮʝʩʫ ʦʙʨʦʙʣʷʪʠ ʚʤʽʩʪ ʬʘʡʣʫ, ʥʽʙʠ ʚʦʥʠ 

ʙʫʣʠ ʙʣʦʢʦʤ ʧʘʤ'ʷʪʽ ʚ ʘʜʨʝʩʥʦʤʫ ʧʨʦʩʪʦʨʽ ʧʨʦʮʝʩʫ. ʇʨʦʮʝʩ ʤʦʞʝ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʧʨʦʩʪʽ ʦʧʝʨʘʮʽʾ ʧʦʢʘʞʯʠʢʘ ʜʣʷ ʧʝʨʝʚʽʨʢʠ ʪʘ ʟʤʽʥʠ ʚʤʽʩʪʫ 

ʬʘʡʣʫ. ʗʢʱʦ ʜʚʘ ʘʙʦ ʙʽʣʴʰʝ ʧʨʦʮʝʩʽʚ ʦʪʨʠʤʫʶʪʴ ʜʦʩʪʫʧ ʜʦ ʦʜʥʦʛʦ ʟʽʩʪʘʚʣʝʥʥʷ 

ʬʘʡʣʽʚ, ʢʦʞʝʥ ʧʨʦʮʝʩ ʦʪʨʠʤʫʻ ʧʦʢʘʞʯʠʢ ʥʘ ʟʛʘʜʢʫ ʫ ʚʣʘʩʥʦʤʫ ʘʜʨʝʩʥʦʤʫ 

ʧʨʦʩʪʦʨʽ, ʷʢʠʡ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʯʠʪʘʥʥʷ ʘʙʦ ʟʤʽʥʠ ʚʤʽʩʪʫ ʬʘʡʣʫ. 

ʇʨʦʮʝʩʠ ʧʦʚʠʥʥʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʦʙ'ʻʢʪ ʩʠʥʭʨʦʥʽʟʘʮʽʾ, ʥʘʧʨʠʢʣʘʜ ʩʝʤʘʬʦʨ, 

ʱʦʙ ʟʘʧʦʙʽʛʪʠ ʧʦʰʢʦʜʞʝʥʥʶ ʜʘʥʠʭ ʫ ʙʘʛʘʪʦʟʘʜʘʯʥʦʩʪʽ. 

ɼʣʷ ʥʘʜʘʥʥʷ ʽʤʝʥʦʚʘʥʦʾ ʩʧʽʣʴʥʦʾ ʧʘʤ'ʷʪʽ ʤʽʞ ʧʨʦʮʝʩʘʤʠ ʤʦʞʥʘ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʦʩʦʙʣʠʚʠʡ ʚʠʧʘʜʦʢ ʟʽʩʪʘʚʣʝʥʥʷ ʬʘʡʣʽʚ. ʗʢʱʦ ʧʽʜ ʯʘʩ 

ʩʪʚʦʨʝʥʥʷ ʦʙ'ʻʢʪʘ ʟʽʩʪʘʚʣʝʥʥʷ ʬʘʡʣʽʚ ʚʢʘʟʘʪʠ ʬʘʡʣ ʧʝʨʝʤʠʢʘʥʥʷ ʩʠʩʪʝʤʠ, 

ʦʙ'ʻʢʪ ʟʽʩʪʘʚʣʝʥʥʷ ʬʘʡʣʽʚ ʩʧʨʠʡʤʘʻʪʴʩʷ ʷʢ ʟʘʛʘʣʴʥʠʡ ʙʣʦʢ ʧʘʤ'ʷʪʽ. ɯʥʰʽ 

ʧʨʦʮʝʩʠ ʤʦʞʫʪʴ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʪʦʛʦ ʞ ʙʣʦʢʫ ʧʘʤ'ʷʪʽ, ʚʽʜʢʨʠʚʰʠ ʪʦʡ 

ʩʘʤʠʡ ʦʙ'ʻʢʪ ʟʽʩʪʘʚʣʝʥʥʷ ʬʘʡʣʽʚ. 

ɿʽʩʪʘʚʣʝʥʥʷ ʬʘʡʣʽʚ ʜʦʩʠʪʴ ʝʬʝʢʪʠʚʥʦ, ʘ ʪʘʢʦʞ ʥʘʜʘʻ ʘʪʨʠʙʫʪʠ ʙʝʟʧʝʢʠ, ʱʦ 

ʧʽʜʪʨʠʤʫʶʪʴʩʷ ʦʧʝʨʘʮʽʡʥʦʶ ʩʠʩʪʝʤʦʶ, ʷʢʽ ʤʦʞʫʪʴ ʜʦʧʦʤʦʛʪʠ ʟʘʧʦʙʽʛʪʠ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʤʫ ʧʦʰʢʦʜʞʝʥʥʶ ʜʘʥʠʭ. ɿʽʩʪʘʚʣʝʥʥʷ ʬʘʡʣʽʚ ʤʦʞʥʘ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʣʠʰʝ ʤʽʞ ʧʨʦʮʝʩʘʤʠ ʥʘ ʣʦʢʘʣʴʥʦʤʫ ʢʦʤʧ'ʶʪʝʨʽ; ʡʦʛʦ ʥʝ 

ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʯʝʨʝʟ ʤʝʨʝʞʫ. 

ɿ̔ ʩʪʘʚʣʝʥʥʷ ʬʘʡʣʽʚ - ʮʝ ʝʬʝʢʪʠʚʥʠʡ ʩʧʦʩʽʙ ʜʣʷ ʜʚʦʭ ʘʙʦ ʜʝʢʽʣʴʢʦʭ ʧʨʦʮʝʩʽʚ 

ʥʘ ʦʜʥʦʤʫ ʢʦʤʧ'ʶʪʝʨʽ ʜʣʷ ʩʧʽʣʴʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʜʘʥʠʭ, ʘʣʝ ʥʝʦʙʭʽʜʥʦ 

ʟʘʙʝʟʧʝʯʠʪʠ ʩʠʥʭʨʦʥʽʟʘʮʽʶ ʤʽʞ ʧʨʦʮʝʩʘʤʠ. 
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11.2.7. ȮɔɖɚɜɔɝɞɌəəɫ Mailslot ɐɗɫ IPC 

 

Mailslots ʟʘʙʝʟʧʝʯʫʻ ʦʜʥʦʩʪʦʨʦʥʥʽʡ ʟʚ'ʷʟʦʢ. ɹʫʜʴ-ʷʢʠʡ ʧʨʦʮʝʩ, ʱʦ ʩʪʚʦʨʶʻ 

mailslot , ʻ ʩʝʨʚʝʨʦʤ mailslot . ɯʥʰʽ ʧʨʦʮʝʩʠ, ʷʢʽ ʥʘʟʠʚʘʶʪʴ ʢʣʽʻʥʪʘʤʠ 

mailslot , ʚʽʜʧʨʘʚʣʷʶʪʴ ʧʦʚʽʜʦʤʣʝʥʥʷ ʥʘ ʩʝʨʚʝʨ mailslot , ʟʘʧʠʩʫʶʯʠ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʚ mailslot . ɺʭʽʜʥʽ ʧʦʚʽʜʦʤʣʝʥʥʷ ʟʘʚʞʜʠ ʜʦʜʘʶʪʴʩʷ ʜʦ 

mailslot . Mailslot  ʟʙʝʨʽʛʘʻ ʧʦʚʽʜʦʤʣʝʥʥʷ ʜʦ ʪʠʭ ʧʽʨ, ʧʦʢʠ ʩʝʨʚʝʨ mailslot  

ʥʝ ʟʯʠʪʫʻ ʾʭ. ʇʨʦʮʝʩ ʤʦʞʝ ʙʫʪʠ ʷʢ ʩʝʨʚʝʨʦʤ mailslot,  ʪʘʢ ʽ ʢʣʽʻʥʪʦʤ 

mailslot , ʪʦʤʫ ʜʚʦʩʪʦʨʦʥʥʷ ʚʟʘʻʤʦʜʽʷ ʤʦʞʣʠʚʘ ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʽʣʴʢʦʭ 

ʧʦʰʪʦʚʠʭ ʩʣʦʪʦʢ. 

ʂʣʶʯʦʚʘ ʪʦʯʢʘ: OLE ʧʽʜʪʨʠʤʫʻ ʩʢʣʘʜʦʚʽ ʜʦʢʫʤʝʥʪʠ ʽ ʜʦʟʚʦʣʷʻ ʧʨʦʛʨʘʤʽ 

ʚʢʣʶʯʘʪʠ ʚʧʨʦʚʘʜʞʝʥʽ ʘʙʦ ʧʦʚ'ʷʟʘʥʽ ʜʘʥʽ, ʷʢʽ ʧʨʠ ʚʠʙʦʨʽ ʘʚʪʦʤʘʪʠʯʥʦ 

ʟʘʧʫʩʢʘʶʪʴ ʽʥʰʫ ʧʨʦʛʨʘʤʫ ʜʣʷ ʨʝʜʘʛʫʚʘʥʥʷ ʜʘʥʠʭ. ʎʝ ʜʦʟʚʦʣʷʻ ʧʨʦʛʨʘʤʽ 

ʨʦʟʰʠʨʶʚʘʪʠʩʷ ʙʫʜʴ-ʷʢʦ  ʁʽʥʦh  ʁʧʨʦʛʨʘʤʦʶ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻ OLE. COM-

ʦʙ'ʻʢʪʠ ʥʘʜʘʶʪʴ ʜʦʩʪʫʧ ʜʦ ʜʘʥʠʭ ʦʙ'ʻʢʪʘ ʯʝʨʝʟ ʦʜʠʥ ʘʙʦ ʢʽʣʴʢʘ ʥʘʙʦʨʽʚ 

ʧʦʚ'ʷʟʘʥʠʭ ʬʫʥʢʮʽʡ, ʚʽʜʦʤʠʭ ʷʢ ʽʥʪʝʨʬʝʡʩʠ. 

ɿʘʫʚʘʞʝʥʥʷ: ʇʨʠʧʠʥʝʥʥʷ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʨʦʪʦʢʦʣʫ Remote Mailslot. 

ʉʪʘʥʦʤ ʥʘ ʩʢʣʘʜʘʥʥʷ ʇʦʧʝʨʝʜʥʴʦʾ ʚʝʨʩʽʾ ʧʦʧʝʨʝʜʥʴʦʾ ʦʮʽʥʢʠ Windows 11 

ʚʝʨʩʽʾ 25314 ʪʘ Windows Server Preview 25314 ʧʦʯʘʣʠ ʚʽʜʢʣʶʯʝʥʥʷ ʧʨʦʪʦʢʦʣʫ 

Remote Mailslot ʟʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ. ʎʝ ʧʦʧʝʨʝʜʥʠʢ ʜʣʷ ʩʢʘʩʫʚʘʥʥʷ ʪʘ 

ʦʩʪʘʪʦʯʥʦʛʦ ʚʠʜʘʣʝʥʥʷ ʟ Windows. 

 

11.2.8. ȮɔɖɚɜɔɝɞɌəəɫ ɖɌəɌɗɱɎ ɐɗɫ IPC 

 

ɯʩʥʫʻ ʜʚʘ ʪʠʧʠ ʢʘʥʘʣʽʚ ʜʣʷ ʜʚʦʩʪʦʨʦʥʥʴʦʛʦ ʟʚ'ʷʟʢʫ: ʘʥʦʥʽʤʥʽ ʢʘʥʘʣʠ ʪʘ 

ʽʤʝʥʦʚʘʥʽ ʢʘʥʘʣʠ. ɸʥʦʥʽʤʥʽ ʢʘʥʘʣʠ ʜʦʟʚʦʣʷʶʪʴ ʧʦʚ'ʷʟʘʥʠʤ ʧʨʦʮʝʩʘʤ 

ʧʝʨʝʜʘʚʘʪʠ ʽʥʬʦʨʤʘʮʽʶ ʦʜʠʥ ʦʜʥʦʤʫ. ʗʢ ʧʨʘʚʠʣʦ, ʘʥʦʥʽʤʥʠʡ ʢʘʥʘʣ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʧʝʨʝʥʘʧʨʘʚʣʝʥʥʷ ʩʪʘʥʜʘʨʪʥʠʭ ʚʭʽʜʥʠʭ ʘʙʦ ʚʠʭʽʜʥʠʭ 
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ʜʘʥʠʭ ʜʦʯʽʨʥʴʦʛʦ ʧʨʦʮʝʩʫ, ʱʦʙ ʚʽʥ ʤʽʛ ʦʙʤʽʥʶʚʘʪʠʩʷ ʜʘʥʠʤʠ ʟ ʙʘʪʴʢʽʚʩʴʢʠʤ 

ʧʨʦʮʝʩʦʤ. ɼʣʷ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʚ ʦʙʦʭ ʥʘʧʨʷʤʢʘʭ (ʜʫʧʣʝʢʩʥʘ ʦʧʝʨʘʮʽʷ) 

ʥʝʦʙʭʽʜʥʦ ʩʪʚʦʨʠʪʠ ʜʚʘ ʘʥʦʥʽʤʥʽ ʢʘʥʘʣʠ. ɹʘʪʴʢʽʚʩʴʢʠʡ ʧʨʦʮʝʩ ʟʘʧʠʩʫʻ ʜʘʥʽ ʚ 

ʦʜʠʥ ʢʘʥʘʣ ʟʘ ʜʦʧʦʤʦʛʦʶ ʜʝʩʢʨʠʧʪʦʨʘ ʟʘʧʠʩʫ, ʘ ʜʦʯʽʨʥʽʡ ʧʨʦʮʝʩ ʟʯʠʪʫʻ ʜʘʥʽ ʟ 

ʮʴʦʛʦ ʢʘʥʘʣʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʜʝʩʢʨʠʧʪʦʨʘ ʯʠʪʘʥʥʷ. ɸʥʘʣʦʛʽʯʥʦ ʜʦʯʽʨʥʽʡ ʧʨʦʮʝʩ 

ʟʘʧʠʩʫʻ ʜʘʥʽ ʚ ʽʥʰʠʡ ʢʘʥʘʣ, ʘ ʙʘʪʴʢʽʚʩʴʢʠʡ ʧʨʦʮʝʩ ʟʯʠʪʫʻ ʟ ʥʴʦʛʦ. ɸʥʦʥʽʤʥʽ 

ʢʘʥʘʣʠ ʥʝ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʯʝʨʝʟ ʤʝʨʝʞʫ, ʘ ʪʘʢʦʞ ʥʝ ʤʦʞʫʪʴ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʤʽʞ ʥʝʟʚ'ʷʟʘʥʠʤʠ ʧʨʦʮʝʩʘʤʠ. 

ɯʤʝʥʦʚʘʥʽ ʢʘʥʘʣʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʤʽʞ ʧʨʦʮʝʩʘʤʠ, ʷʢʽ 

ʧʦʚ'ʷʟʘʥʽ ʧʨʦʮʝʩʘʤʠ ʽ ʤʽʞ ʧʨʦʮʝʩʘʤʠ ʨʽʟʥʠʭ ʢʦʤʧ'ʶʪʝʨʘʭ. ʗʢ ʧʨʘʚʠʣʦ, ʧʨʦʮʝʩ 

ʩʝʨʚʝʨʘ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ ʩʪʚʦʨʶʻ ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ ʟ ʚʽʜʦʤʠʤ ʽʤ'ʷʤ ʘʙʦ 

ʽʤ'ʷʤ, ʷʢʠʡ ʤʘʻ ʙʫʪʠ ʧʝʨʝʜʘʥʠʡ ʩʚʦʾʤ ʢʣʽʻʥʪʘʤ. ʂʣʽʻʥʪ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ, 

ʢ̫ʠʡ ʟʥʘʻ ʽʤ'ʷ ʢʘʥʘʣʫ, ʤʦʞʝ ʚʽʜʢʨʠʪʠ ʩʚʽʡ ʽʥʰʠʡ ʢʽʥʝʮʴ ʟʘ ʫʤʦʚʠ ʦʙʤʝʞʝʥʴ 

ʜʦʩʪʫʧʫ, ʚʢʘʟʘʥʠʭ ʧʨʦʮʝʩʦʤ ʩʝʨʚʝʨʘ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. ʇʽʩʣʷ ʧʽʜʢʣʶʯʝʥʥʷ 

ʩʝʨʚʝʨʘ ʪʘ ʢʣʽʻʥʪʘ ʜʦ ʢʘʥʘʣʫ ʚʦʥʠ ʤʦʞʫʪʴ ʦʙʤʽʥʶʚʘʪʠʩʷ ʜʘʥʠʤʠ, ʚʠʢʦʥʫʶʯʠ 

ʦʧʝʨʘʮʽʾ ʯʠʪʘʥʥʷ ʪʘ ʟʘʧʠʩʫ ʥʘ ʢʘʥʘʣʽ. 

ɸʥʦʥʽʤʥʽ ʢʘʥʘʣʠ ʟʘʙʝʟʧʝʯʫʶʪʴ ʝʬʝʢʪʠʚʥʠʡ ʩʧʦʩʽʙ ʧʝʨʝʥʘʧʨʘʚʣʝʥʥʷ 

ʩʪʘʥʜʘʨʪʥʠʭ ʚʭʽʜʥʠʭ ʘʙʦ ʚʠʭʽʜʥʠʭ ʜʘʥʠʭ ʜʦʯʽʨʥʽʤ ʧʨʦʮʝʩʘʤ ʦʜʥʦʤʫ 

ʢʦʤʧ'ʶʪʝʨʽ. ɯʤʝʥʦʚʘʥʽ ʢʘʥʘʣʠ ʥʘʜʘʶʪʴ ʧʨʦʩʪʠʡ ʽʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʜʣʷ 

ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ ʤʽʞ ʜʚʦʤʘ ʧʨʦʮʝʩʘʤʠ, ʯʠ ʪʦ ʚʦʥʠ ʟʥʘʭʦʜʷʪʴʩʷ ʥʘ ʦʜʥʦʤʫ 

ʢʦʤʧ'ʶʪʝʨʽ ʘʙʦ ʧʦ ʤʝʨʝʞʽ.  

 

11.2.9. ȮɔɖɚɜɔɝɞɌəəɫ RPC ɐɗɫ IPC 

 

RPC ʜʦʟʚʦʣʷʻ ʧʨʦʛʨʘʤʘʤ ʚʽʜʜʘʣʝʥʦ ʚʠʢʣʠʢʘʪʠ ʬʫʥʢʮʽʾ. ʊʦʤʫ RPC ʧʦʣʝʛʰʫʻ 

ʚʠʢʣʠʢ ʬʫʥʢʮʽʾ IPC. RPC ʧʨʘʮʶʻ ʤʽʞ ʧʨʦʮʝʩʘʤʠ ʥʘ ʦʜʥʦʤʫ ʢʦʤʧ'ʶʪʝʨʽ ʘʙʦ ʥʘ 

ʨʽʟʥʠʭ ʢʦʤʧ'ʶʪʝʨʘʭ ʫ ʤʝʨʝʞʽ. 

RPC, ʱʦ ʥʘʜʘʻʪʴʩʷ Windows, ʚʽʜʧʦʚʽʜʘʻ ʩʝʨʝʜʦʚʠʱʽ ʨʦʟʧʦʜʽʣʝʥʠʭ 

ʦʙʯʠʩʣʝʥʴ OSF (Open Software Foundation) ̔ DCE (Distributed Computing 
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Environment). ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʧʨʦʛʨʘʤʠ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ RPC, ʤʦʞʫʪʴ 

ʚʟʘʻʤʦʜʽʷʪʠ ʟ ʧʨʦʛʨʘʤʘʤʠ, ʱʦ ʧʨʘʮʶʶʪʴ ʟ ʽʥʰʠʤʠ ʦʧʝʨʘʮʽʡʥʠʤʠ ʩʠʩʪʝʤʘʤʠ, 

ʷʢʽ ʧʽʜʪʨʠʤʫʶʪʴ DCE. RPC ʘʚʪʦʤʘʪʠʯʥʦ ʧʽʜʪʨʠʤʫʻ ʧʝʨʝʪʚʦʨʝʥʥʷ ʜʘʥʠʭ ʥʘ 

ʦʙʣʽʢʦʚʠʡ ʟʘʧʠʩ ʨʽʟʥʠʭ ʘʧʘʨʘʪʥʠʭ ʘʨʭʽʪʝʢʪʫʨ ʪʘ ʧʦʨʷʜʦʢ ʙʘʡʪʽʚ ʤʽʞ ʨʽʟʥʠʤʠ 

ʩʝʨʝʜʦʚʠʱʘʤʠ. 

ʂʣʽʻʥʪʠ ʪʘ ʩʝʨʚʝʨʠ RPC ʪʽʩʥʦ ʧʦʚ'ʷʟʘʥʽ, ʘʣʝ, ʷʢ ʽ ʨʘʥʽʰʝ, ʧʽʜʪʨʠʤʫʶʪʴ 

ʚʠʩʦʢʫ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ. ʉʠʩʪʝʤʘ ʚʠʢʦʨʠʩʪʦʚʫʻ RPC ʜʣʷ ʩʧʨʦʱʝʥʥʷ ʟʚ'ʷʟʢʫ 

ʢʣʽʻʥʪʘ ʪʘ ʩʝʨʚʝʨʘ ʤʽʞ ʨʽʟʥʠʤʠ ʯʘʩʪʠʥʘʤʠ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ. 

RPC ï ʮʝ ̔ʥʪʝʨʬʝʡʩ ʨʽʚʥʷ ʬʫʥʢʮʽʾ, ʱʦ ʧʽʜʪʨʠʤʫʻ ʘʚʪʦʤʘʪʠʯʥʝ ʧʝʨʝʪʚʦʨʝʥʥʷ 

ʜʘʥʠʭ ʪʘ ʚʟʘʻʤʦʜʽʶ ʟ ʽʥʰʠʤʠ ʦʧʝʨʘʮʽʡʥʠʤʠ ʩʠʩʪʝʤʘʤʠ. ɿʘ ʜʦʧʦʤʦʛʦʶ RPC 

ʤʦʞʥʘ ʩʪʚʦʨʶʚʘʪʠ ʚʠʩʦʢʦʧʨʦʜʫʢʪʠʚʥʽ ʨʦʟʧʦʜʽʣʝʥʽ ʧʨʦʛʨʘʤʠ, ʪʽʩʥʦ ʧʦʚ'ʷʟʘʥʽ.  

RPC ʚʢʣʶʯʘʻ ʪʘʢʽ ʦʩʥʦʚʥʽ ʢʦʤʧʦʥʝʥʪʠ: 

1) MIDL compiler  - ʢʦʤʧʽʣʷʪʦʨ MIDL (Microsoft Interface Definition 

Language); 

2) Run- time libraries and header files  - ʙ̔ ʙʣʽʦʪʝʢʠ ʯʘʩʫ ʚʠʢʦʥʘʥʥʷ 

ʪʘ ʬʘʡʣʠ ʟʘʛʦʣʦʚʢʽʚ; 

3) Name service provider  (sometimes referred to as the Locator) - 

ʧʦʩʪʘʯʘʣʴʥʠʢ ʩʣʫʞʙʠ ʽʤʝʥ (ʽʥʦʜʽ ʥʘʟʠʚʘʻʪʴʩʷ ʧʦʢʘʞʯʠʢʦʤ); 

4) Endpoint  mapper (sometimes referred to as the port mapper) - ʧʦʨʽʚʥʷʣʘ 

ʢʽʥʮʝʚʠʭ ʪʦʯʦʢ (ʽʥʦʜʽ ʥʘʟʠʚʘʻʪʴʩʷ ʩʧʽʚʩʪʘʚʥʠʢʘ ʧʦʨʪʽʚ). 

ʋ ʤʦʜʝʣʽ RPC ʤʦʞʥʘ ʬʦʨʤʘʣʴʥʦ ʚʢʘʟʘʪʠ ʽʥʪʝʨʬʝʡʩ ʜʣʷ ʚʽʜʜʘʣʝʥʠʭ 

ʧʨʦʮʝʜʫʨ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʦʚʠ, ʧʨʠʟʥʘʯʝʥʦʾ ʜʣʷ ʮʽʻʾ ʤʝʪʠ. ʎʷ ʤʦʚʘ ʥʘʟʠʚʘʻʪʴʩʷ 

ʤʦʚʦʶ ʚʠʟʥʘʯʝʥʥʷ ʽʥʪʝʨʬʝʡʩʫ ʘʙʦ IDL. ʈʝʘʣʽʟʘʮʽʷ ʮʽʻʾ ʤʦʚʠ ʢʦʨʧʦʨʘʮʽʻʶ 

ʄʘʡʢʨʦʩʦʬʪ ʥʘʟʠʚʘʻʪʴʩʷ ʤʦʚʦʶ ʚʠʟʥʘʯʝʥʥʷ ʽʥʪʝʨʬʝʡʩʫ ʄʘʡʢʨʦʩʦʬʪ ʘʙʦ 

MIDL. 

ʇʽʩʣʷ ʩʪʚʦʨʝʥʥʷ ʽʥʪʝʨʬʝʡʩʫ ʧʦʪʨʽʙʥʦ ʧʝʨʝʜʘʪʠ ʡʦʛʦ ʯʝʨʝʟ ʢʦʤʧʽʣʷʪʦʨ 

MIDL. ʎʝʡ ʢʦʤʧʽʣʷʪʦʨ ʩʪʚʦʨʶʻ ʟʘʛʣʫʰʢʠ, ʷʢʽ ʧʝʨʝʪʚʦʨʶʶʪʴ ʚʠʢʣʠʢʠ 

ʣʦʢʘʣʴʥʠʭ ʧʨʦʮʝʜʫʨ ʥʘ ʚʽʜʜʘʣʝʥʽ ʚʠʢʣʠʢʠ ʧʨʦʮʝʜʫʨ. ɿʘʛʣʫʰʢʠ - ʮʝ ʬʫʥʢʮʽʾ-

ʟʘʧʦʚʥʶʚʘʯʽ, ʷʢʽ ʚʠʢʦʥʫʶʪʴ ʚʠʢʣʠʢʠ ʬʫʥʢʮʽʡ ʙʽʙʣʽʦʪʝʢʠ ʯʘʩʫ ʚʠʢʦʥʘʥʥʷ, ʷʢʽ 
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ʢʝʨʫʶʪʴ ʚʽʜʜʘʣʝʥʠʤ ʚʠʢʣʠʢʦʤ ʧʨʦʮʝʜʫʨʠ. ʇʝʨʝʚʘʛʘ ʮʴʦʛʦ ʧʽʜʭʦʜʫ ʧʦʣʷʛʘʻ ʚ 

ʪʦʤʫ, ʱʦ ʤʝʨʝʞʘ ʩʪʘʻ ʤʘʡʞʝ ʧʦʚʥʽʩʪʶ ʧʨʦʟʦʨʦʶ ʜʣʷ ʨʦʟʧʦʜʽʣʝʥʦʾ ʧʨʦʛʨʘʤʠ. 

ʂʣʽʻʥʪʩʴʢʘ ʧʨʦʛʨʘʤʘ ʚʠʢʣʠʢʘʻ ʣʦʢʘʣʴʥʽ ʧʨʦʮʝʜʫʨʠ; ʨʦʙʦʪʘ ʟ ʾʭ ʧʝʨʝʪʚʦʨʝʥʥʷ 

ʥʘ ʚʽʜʜʘʣʝʥʽ ʚʠʢʣʠʢʠ ʚʠʢʦʥʫʻʪʴʩʷ ʘʚʪʦʤʘʪʠʯʥʦ. ɺʝʩʴ ʢʦʜ, ʷʢʠʡ ʧʝʨʝʪʚʦʨʶʻ 

ʜʘʥʽ, ʟʚʝʨʪʘʻʪʴʩʷ ʜʦ ʤʝʨʝʞʽ ʪʘ ʦʪʨʠʤʫʻ ʨʝʟʫʣʴʪʘʪʠ, ʩʪʚʦʨʶʻʪʴʩʷ ʢʦʤʧʽʣʷʪʦʨʦʤ 

MIDL ʽ ʥʝʚʠʜʠʤʠʡ ʜʣʷ ʚʘʰʦʾ ʧʨʦʛʨʘʤʠ. 

 

11.2.10. ȮɔɖɚɜɔɝɞɌəəɫ ɝɚɖɑɞɱɎ Windows Sockets ɐɗɫ IPC 

 

Windows ï ʮʝ ʥʝʟʘʣʝʞʥʠʡ ʚʽʜ ʧʨʦʪʦʢʦʣʫ ʽʥʪʝʨʬʝʡʩ. ɺʽʥ ʚʠʢʦʨʠʩʪʦʚʫʻ 

ʧʝʨʝʚʘʛʠ ʤʦʞʣʠʚʦʩʪʝʡ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʙʘʟʦʚʠʭ ʧʨʦʪʦʢʦʣʽʚ. ʋ ʩʦʢʝʪʘʭ 

(Sockets ) Windows2 ʜʝʩʢʨʠʧʪʦʨ ʩʦʢʝʪʫ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʷʢ 

ʜʝʩʢʨʠʧʪʦʨ ʬʘʡʣʽʚ ʟʽ ʩʪʘʥʜʘʨʪʥʠʤʠ ʬʫʥʢʮʽʷʤʠ ʚʚʝʜʝʥʥʷ-ʚʠʚʝʜʝʥʥʷ ʬʘʡʣʽʚ. 

ʉʦʢʝʪʠ Windows ʟʘʩʥʦʚʘʥʽ ʥʘ ʩʦʢʝʪʘʭ, ʚʧʝʨʰʝ ʨʦʟʨʦʙʣʝʥʠʭ ʫ Berkeley  

Software  Distribution  (BSD). ʇʨʦʛʨʘʤʘ, ʷʢʘ ʚʠʢʦʨʠʩʪʦʚʫʻ ʩʦʢʝʪʠ 

Windows, ʤʦʞʝ ʚʟʘʻʤʦʜʽʷʪʠ ʟ ʽʥʰʦʶ ʨʝʘʣʽʟʘʮʽʻʶ ʩʦʢʝʪʽʚ ʚ ʽʥʰʠʭ ʪʠʧʘʭ ʩʠʩʪʝʤ. 

ʆʜʥʘʢ ʥʝ ʚʩʽ ʧʦʩʪʘʯʘʣʴʥʠʢʠ ʪʨʘʥʩʧʦʨʪʥʠʭ ʧʦʩʣʫʛ ʧʽʜʪʨʠʤʫʶʪʴ ʚʩʽ ʜʦʩʪʫʧʥʽ 

ʚʘʨʽʘʥʪʠ. 

Windows ï ʮʝ ʥʝʟʘʣʝʞʥʠʡ ʚʽʜ ʧʨʦʪʦʢʦʣʫ ʽʥʪʝʨʬʝʡʩ, ʱʦ ʧʽʜʪʨʠʤʫʻ ʧʦʪʦʯʥʽ 

ʪʘ ʥʦʚʽ ʤʦʞʣʠʚʦʩʪʽ ʤʝʨʝʞʽ. ʉʦʢʝʪʠ Windows ʚʚʘʞʘʶʪʴ ʢʦʞʝʥ ʥʘʙʽʨ ʤʝʨʝʞʥʠʭ 

ʧʨʦʪʦʢʦʣʽʚ ʫʥʽʢʘʣʴʥʠʤ ʩʽʤʝʡʩʪʚʦʤ ʘʜʨʝʩ. ʊʦʤʫ ʧʨʦʪʦʢʦʣ IPv6 ʚʚʘʞʘʻʪʴʩʷ 

ʩʽʤʝʡʩʪʚʦʤ ʘʜʨʝʩ AF_INET6, ʘ ʧʨʦʪʦʢʦʣ IPv4 ʚʚʘʞʘʻʪʴʩʷ ʩʽʤʝʡʩʪʚʦʤ ʘʜʨʝʩ 

AF_INET. ʇʨʦʪʦʢʦʣʠ IPv6 ʪʘ IPv4 ʧʽʜʪʨʠʤʫʶʪʴ ʚʠʢʦʨʠʩʪʘʥʥʷ ʨʽʟʥʠʭ 

ʙʘʛʘʪʦʨʽʚʥʝʚʠʭ IP-ʧʨʦʪʦʢʦʣʽʚ, ʪʘʢʠʭ ʷʢ TCP, UDP ʪʘ ICMP. 

ʉʦʢʝʪʠ Windows ʩʧʦʯʘʪʢʫ ʧʨʠʟʥʘʯʝʥʽ ʜʣʷ ʜʦʜʘʚʘʥʥʷ ʧʽʜʪʨʠʤʢʠ IPv4 ʜʦ 

Windows. ʆʜʥʘʢ ʽʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʩʦʢʝʪʽʚ Windows ʙʫʚ ʨʦʟʨʦʙʣʝʥʠʡ 

ʩʧʦʯʘʪʢʫ ʟ ʤʦʞʣʠʚʽʩʪʶ ʧʽʜʪʨʠʤʢʠ ʽʥʰʠʭ ʥʘʙʦʨʽʚ ʤʝʨʝʞʥʠʭ ʧʨʦʪʦʢʦʣʽʚ. ɿ 

ʯʘʩʦʤ ʚʝʨʩʽʾ Windows ʪʘ ʧʦʚ'ʷʟʘʥʠʭ ʩʦʢʝʪʽʚ Windows ʚʢʣʶʯʘʣʠ ʚʙʫʜʦʚʘʥʫ 

ʧʽʜʪʨʠʤʢʫ ʽʥʰʠʭ ʥʘʙʦʨʽʚ ʤʝʨʝʞʥʠʭ ʧʨʦʪʦʢʦʣʽʚ (IPX/SPX ʪʘ AppleTalk, 
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ʥʘʧʨʠʢʣʘʜ). ʇʽʜʪʨʠʤʢʘ ʽʥʰʠʭ ʤʝʨʝʞʥʠʭ ʧʨʦʪʦʢʦʣʽʚ ʪʘʢʦʞ ʜʦʩʪʫʧʥʘ ʜʣʷ ʚʝʨʩʽʡ 

Windows ʷʢ ʩʪʦʨʦʥʥʴʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʽʜ ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ. 

ɼʦ ʟʨʦʩʪʘʥʥʷ ʪʘ ʧʦʧʫʣʷʨʥʦʩʪʽ ɯʥʪʝʨʥʝʪʫ ʨʽʟʥʽ ʽʥʰʽ ʥʘʙʦʨʠ ʤʝʨʝʞʥʠʭ 

ʧʨʦʪʦʢʦʣʽʚ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠʩʷ ʚ ʤʝʨʝʞʥʠʭ ʩʝʨʝʜʦʚʠʱʘʭ, ʦʩʦʙʣʠʚʦ ʜʣʷ 

ʣʦʢʘʣʴʥʠʭ ʽʥʪʨʘʤʝʨʝʞ. ɺʠʙʽʨ ʥʘʙʦʨʫ ʤʝʨʝʞʥʠʭ ʧʨʦʪʦʢʦʣʽʚ ʯʘʩʪʦ ˇʨʫʥʪʫʻʪʴʩʷ 

ʥʘ ʨʦʟʤʽʨʽ ʤʝʨʝʞʽ ʘʙʦ ʜʦʩʚʽʜʽ ɯʊ-ʤʝʨʝʞʥʠʭ ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ. ɿʘʚʜʷʢʠ 

ʩʴʦʛʦʜʥʽʰʥʴʦʤʫ ʛʣʦʙʘʣʴʥʦʤʫ ʽʥʪʝʨʥʝʪ-ʧʽʜʢʣʶʯʝʥʥʶ, ʱʦ ʟʚ'ʷʟʫʻ ʥʘʚʽʪʴ 

ʥʘʡʤʝʥʰʽ ʤʝʨʝʞʽ ʟ ʨʝʰʪʦʶ ʩʚʽʪʫ, ʤʝʨʝʞʝʚʠʡ ʜʦʩʚʽʜ IPv6 ʪʘ IPv4 ʻ ʚʘʞʣʠʚʠʤ 

ʜʣʷ ʤʝʨʝʞʥʠʭ ʬʘʭʽʚʮʽʚ. ɺ ʨʝʟʫʣʴʪʘʪʽ ʽʥʰʽ ʨʘʥʽʰʝ ʚʘʞʣʠʚʽ ʥʘʙʦʨʠ ʤʝʨʝʞʥʠʭ 

ʧʨʦʪʦʢʦʣʽʚ ʚ ʜʘʥʠʡ ʯʘʩ ʧʝʨʝʙʫʚʘʶʪʴ ʫ ʜʫʞʝ ʦʙʤʝʞʝʥʦʤʫ ʚʠʢʦʨʠʩʪʘʥʥʽ ʪʘ 

ʩʪʘʣʠ ʥʝʚʧʝʚʥʝʥʠʤʠ. ɺʙʫʜʦʚʘʥʘ ʧʽʜʪʨʠʤʢʘ ʮʠʭ ʥʝʟʘʭʠʱʝʥʠʭ ʥʘʙʦʨʽʚ 

ʤʝʨʝʞʥʠʭ ʧʨʦʪʦʢʦʣʽʚ, ʷʢ ̔ ʯʘʩʪʦ ʥʘʟʠʚʘʪʁʴʩʷ ʟʘʩʪʘʨʽʣʠʤʠ ʤʝʨʝʞʥʠʤʠ 

ʧʨʦʪʦʢʦʣʘʤʠ, ʙʫʣʘ ʚʠʜʘʣʝʥʘ ʟ ʦʩʪʘʥʥʽʭ ʚʝʨʩʽʡ Microsoft Windows.  

 

 

11.3. Ƚɚɖɑɞ - ɎɔɝɚɖɚɜɱɎəɑɎɔɕ ɟəɱɠɱɖɚɎɌəɔɕ 

ɱəɞɑɜɠɑɕɝ 

  

11.3.1. ȮɔɓəɌɣɑəəɫ ɝɚɖɑɞɱɎ 

 

ʉʦʢʝʪʠ (sockets) ʻ ʚʠʩʦʢʦʨʽʚʥʝʚʠʤ ʫʥʽʬʽʢʦʚʘʥʠʤ ʽʥʪʝʨʬʝʡʩʦʤ ʚʟʘʻʤʦʜʽʾ ʟ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʤʠ ʧʨʦʪʦʢʦʣʘʤʠ. ʋ ʪʝʭʥʽʯʥʽʡ ʣʽʪʝʨʘʪʫʨʽ ʟʫʩʪʨʽʯʘʶʪʴʩʷ ʨʽʟʥʽ 

ʧʝʨʝʢʣʘʜʠ ʮʴʦʛʦ ʩʣʦʚʘ ï ʾʭ ʥʘʟʠʚʘʶʪʴ ʽ ʛʥʽʟʜʘʤʠ, ʽ ʟ'ʻʜʥʫʚʘʯʘʤʠ, ʽ ʧʘʪʨʦʥʘʤʠ, 

ʽ ʧʘʪʨʫʙʢʘʤʠ, ʽ ʪ. ʜ. ʏʝʨʝʟ ʚʽʜʩʫʪʥʽʩʪʴ ʫʢʨʘʾʥʦʤʦʚʥʦʛʦ ʪʝʨʤʽʥʫ, ʫ ʩʧʨʘʚʞʥʽʡ 

ʨʦʙʦʪʽ ʩʦʢʝʪʠ ʽʤʝʥʫʚʘʪʠʤʝʪʴʩʷ ʩʦʢʝʪʘʤʠ. 

ɿʘʛʘʣʦʤ, ʩʦʢʝʪ ð ʮʝ ʧʨʦʛʨʘʤʥʘ ʢʦʥʮʝʧʮʽʷ ʟôʻʜʥʘʥʥʷ. ʉʦʢʝʪʠ ʜʦʟʚʦʣʷʶʪʴ 

ʧʨʦʛʨʘʤʘʤ ʧʽʜʢʣʶʯʘʪʠʩʷ ʜʦ ʤʝʨʝʞʽ ʧʨʦʪʦʢʦʣʫ ʢʝʨʫʚʘʥʥʷ 
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ʧʝʨʝʜʘʯʝʶ/ʧʨʦʪʦʢʦʣʫ ɯʥʪʝʨʥʝʪʫ (TCP/IP). ʇʨʦʛʨʘʤʘ, ʱʦ ʧʨʘʮʶʻ ʥʘ ʭʦʩʪʽ, 

ʩʪʚʦʨʶʻ ʩʦʢʝʪ ʘʙʦ çʜʚʝʨʥʠʡ ʦʪʚʽʨè ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʧʨʦʛʨʘʤʠ ʥʘ ʽʥʰʦʤʫ 

ʭʦʩʪʽ. ʇʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦʭʦʜʷʪʴ ʯʝʨʝʟ ʮʝʡ ʩʦʢʝʪ. 

ʇʨʦʛʨʘʤʘ, ʱʦ ʧʨʘʮʶʻ ʥʘ ʭʦʩʪʽ, ʩʪʚʦʨʶʻ ʩʦʢʝʪ ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ 

ʧʨʦʛʨʘʤʠ ʥʘ ʽʥʰʦʤʫ ʭʦʩʪʽ. 

ʉʦʢʝʪʠ ʜʦʟʚʦʣʷʶʪʴ ʨʦʙʠʪʠ ʚʽʨʪʫʘʣʴʥʽ ʢʘʥʘʣʠ ʟʚ'ʷʟʢʫ TCP ʘʙʦ UDP ʤʽʞ 

ʭʦʩʪʘʤʠ. 

ʂʦʣʠ ʧʨʦʛʨʘʤʘ ʟʘʧʫʩʢʘʻʪʴʩʷ ʥʘ ʭʦʩʪʽ, ʥʦʤʝʨ ʧʦʨʪʫ ʧʨʠʟʥʘʯʘʻʪʴʩʷ ʧʨʦʮʝʩʫ 

ʘʙʦ ʬʫʥʢʮʽʾ, ʱʦ ʚʠʢʦʥʫʻʪʴʩʷ ʚ ʥʽʡ. ʂʦʣʠ ʮʷ ʧʨʦʛʨʘʤʘ ʭʦʯʝ ʟʚôʷʟʘʪʠʩʷ ʟ ʽʥʰʠʤ 

ʭʦʩʪʦʤ (ʥʘʧʨʠʢʣʘʜ, ʧʝʨʝʡʪʠ ʥʘ ʚʝʙ-ʩʘʡʪ), ʩʪʚʦʨʶʻʪʴʩʷ ʩʦʢʝʪ. 

ʅʘ ʨʠʩ. 11.6 ʧʨʝʜʩʪʘʚʣʝʥʦ ʧʨʠʢʣʘʜ ʪʨʴʦʭ ʧʨʦʛʨʘʤ, ʷʢʽ ʧʦʪʨʝʙʫʶʪʴ ʪʨʴʦʭ 

ʢʘʥʘʣʽʚ ʟʚôʷʟʢʫ TCP: ʜʚʘ ʢʘʥʘʣʠ ʜʣʷ ʢʦʞʥʦʛʦ ʟ ʜʚʦʭ ʚʝʙ-ʙʨʘʫʟʝʨʽʚ, ʷʢʽ ʜʽʶʪʴ ʷʢ 

ʢʣʽʻʥʪʠ HTTP, ʽ ʦʜʠʥ ʜʣʷ ʧʨʦʛʨʘʤʠ ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ, ʷʢʘ ʜʽʻ ʷʢ ʢʣʽʻʥʪ SMTP. 

 

 

ʈʠʩ. 11.6. ʇʨʠʢʣʘʜ ʪʨʴʦʭ ʧʨʦʛʨʘʤ, ʷʢʽ ʧʦʪʨʝʙʫʶʪʴ ʪʨʴʦʭ ʢʘʥʘʣʽʚ ʟʚôʷʟʢʫ TCP 

 

ʉʦʢʝʪʠ ʬʽʟʠʯʥʦ ʨʝʘʣʽʟʦʚʘʥʽ ʷʢ ʙʫʬʝʨʠ ʧʘʤôʷʪʽ ʧʝʨʝʜʘʯʽ (TX) ʽ ʧʨʠʡʦʤʫ (RX). 

ʂʦʣʠ ʧʨʦʛʨʘʤʘ ʭʦʯʝ ʧʝʨʝʜʘʪʠ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʧʨʦʮʝʩ ʟʘʧʠʩʫʻ ʚ ʙʫʬʝʨ 

ʧʝʨʝʜʘʯʽ ʩʦʢʝʪʘ. ʎʝʡ ʩʘʤʠʡ ʧʨʦʮʝʩ ʧʝʨʽʦʜʠʯʥʦ ʧʝʨʝʚʽʨʷʻ ʙʫʬʝʨ ʦʪʨʠʤʘʥʥʷ 

ʩʦʢʝʪʘ ʥʘ ʥʘʷʚʥʽʩʪʴ ʧʦʚʽʜʦʤʣʝʥʴ, ʷʢʽ ʥʘʜʩʠʣʘʻ ʭʦʩʪ ʥʘ ʽʥʰʦʤʫ ʢʽʥʮʽ 

ʚʽʨʪʫʘʣʴʥʦʛʦ ʟôʻʜʥʘʥʥʷ (ʨʠʩ. 11.7). 
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ʊʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ ʜʦʩʪʘʚʣʷʻ ʧʦʚʽʜʦʤʣʝʥʥʷ ʜʦ ʧʨʦʛʨʘʤʠ, ʟʘʧʠʩʫʶʯʠ ʾʭ ʫ 

ʙʫʬʝʨ ʧʨʠʡʦʤʫ ʩʦʢʝʪʘ. ʊʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ ʪʘʢʦʞ ʧʝʨʽʦʜʠʯʥʦ ʦʧʠʪʫʻ ʙʫʬʝʨ 

ʧʝʨʝʜʘʯʽ ʩʦʢʝʪʘ, ʱʦʙ ʚʠʟʥʘʯʠʪʠ, ʯʠ ʻ ʧʦʚʽʜʦʤʣʝʥʥʷ ʜʣʷ ʥʘʜʩʠʣʘʥʥʷ. 

 

 

ʈʠʩ. 11.7. ʉʦʢʝʪʠ ʬʽʟʠʯʥʦ ʨʝʘʣʽʟʦʚʘʥʽ ʷʢ ʙʫʬʝʨʠ ʧʘʤôʷʪʽ 

 

11.3.2. ȻɜɔɖɗɌɐ: ɎɝɞɌəɚɎɗɑəɔɕ ɝɚɖɑɞ 

 

ʉʦʢʝʪ ʩʪʚʦʨʶʻʪʴʩʷ ʧʨʦʛʨʘʤʦʶ, ʱʦ ʧʨʘʮʶʻ ʥʘ ʭʦʩʪʽ. ʇʨʦʛʨʘʤʘ ʧʨʠʟʥʘʯʘʻ 

ʩʦʢʝʪʫ ʪʨʘʥʩʧʦʨʪʥʠʡ ʧʨʦʪʦʢʦʣ (TCP ʘʙʦ UDP), ʘ ʪʘʢʦʞ ʘʜʨʝʩʠ ʜʞʝʨʝʣʘ ʪʘ 

ʧʨʠʟʥʘʯʝʥʥʷ. ɺʽʥ ʽʜʝʥʪʠʬʽʢʫʻ ʩʦʢʝʪʠ, ʧʨʠʩʚʦʶʶʯʠ ʾʤ ʥʦʤʝʨʠ (ʨʠʩ. 11.8). 

 

 

ʈʠʩ. 11.8. ʇʨʦʛʨʘʤʘ ʧʨʠʟʥʘʯʘʻ ʩʦʢʝʪʫ ʪʨʘʥʩʧʦʨʪʥʠʡ ʧʨʦʪʦʢʦʣ, ʘ ʪʘʢʦʞ 

ʘʜʨʝʩʠ ʜʞʝʨʝʣʘ ʪʘ ʧʨʠʟʥʘʯʝʥʥʷ 

 



352 

 

ɿʘʫʚʘʞʪʝ, ʱʦ ʚʝʙ-ʩʝʨʚʝʨ ʤʘʻ ʜʚʘ ʚʽʜʢʨʠʪʽ ʩʦʢʝʪʠ: ʧʦ ʦʜʥʦʤʫ ʜʣʷ ʢʦʞʥʦʾ 

ʚʝʙ-ʩʪʦʨʽʥʢʠ, ʷʢʫ ʚʽʥ ʦʙʩʣʫʛʦʚʫʻ. ʎʽ ʩʦʢʝʪʠ ʚʽʜʨʽʟʥʷʶʪʴʩʷ ʟʘ ʥʦʤʝʨʘʤʠ ʧʦʨʪʽʚ 

ʧʨʠʟʥʘʯʝʥʥʷ. 

ʆʜʠʥ ʭʦʩʪ ʥʝ ʧʨʠʟʥʘʯʘʻ ʥʦʤʝʨ ʩʦʢʝʪʫ ʟ ʦʙʦʭ ʩʪʦʨʽʥ ʢʘʥʘʣʫ ʟʚ'ʷʟʢʫ. ʅʦʤʝʨʠ 

ʩʦʢʝʪʽʚ, ʧʨʠʟʥʘʯʝʥʽ ʢʦʞʥʦʤʫ ʩʦʢʝʪʫ, ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʣʠʰʝ ʪʠʤ ʭʦʩʪʦʤ, 

ʷʢʠʡ ʾʭ ʧʨʠʟʥʘʯʠʚ. ɯʥʰʠʤʠ ʩʣʦʚʘʤʠ, ʩʦʢʝʪ ʥʦʤʝʨ 1, ʩʪʚʦʨʝʥʠʡ ʥʘ ʦʜʥʦʤʫ ʭʦʩʪʽ, 

ʤʦʞʝ ʙʫʪʠ ʧʽʜʢʣʶʯʝʥʠʡ ʜʦ ʩʦʢʝʪʘ ʥʦʤʝʨ 5 ʥʘ ʽʥʰʦʤʫ ʭʦʩʪʽ. 

ɻʨʫʥʪʫʶʯʠʩʴ ʥʘ ʜʦʙʨʝ ʚʽʜʦʤʠʭ ʥʦʤʝʨʘʭ ʚʠʭʽʜʥʠʭ ʧʦʨʪʽʚ, ʧʨʠʟʥʘʯʝʥʠʭ 

ʢʦʞʥʦʤʫ ʩʦʢʝʪʫ, ʤʠ ʤʦʞʝʤʦ ʚʠʟʥʘʯʠʪʠ, ʱʦ ʩʦʢʝʪʠ 1 ʽ 2 ʙʫʣʠ ʩʪʚʦʨʝʥʽ 

ʧʨʦʛʨʘʤʦʶ HTTP-ʩʝʨʚʝʨʘ, ʘ ʩʦʢʝʪ 3 ʩʪʚʦʨʝʥʦ ʧʨʦʛʨʘʤʦʶ SMTP ʘʙʦ ʩʝʨʚʝʨʘ 

ʝʣʝʢʪʨʦʥʥʦʾ ʧʦʰʪʠ. 

ʅʘ ʨʠʩ. 11.9 ʧʦʢʘʟʘʥʦ ʚʽʨʪʫʘʣʴʥʝ ʟôʻʜʥʘʥʥʷ TCP ʤʽʞ ʢʣʽʻʥʪʦʤ ʽ ʩʝʨʚʝʨʦʤ. 

ɿʚʝʨʥʽʪʴ ʫʚʘʛʫ, ʱʦ ʥʦʤʝʨʠ ʩʦʢʝʪʽʚ ʥʝ ʦʜʥʘʢʦʚʽ ʟ ʦʙʦʭ ʙʦʢʽʚ ʢʘʥʘʣʫ. ʍʦʩʪʠ 

ʩʪʚʦʨʶʶʪʴ, ʟʘʢʨʠʚʘʶʪʴ ʽ ʥʫʤʝʨʫʶʪʴ ʚʣʘʩʥʽ ʩʦʢʝʪʠ. 

 

 

ʈʠʩ. 11.9. ɺ̔ʨʪʫʘʣʴʥʝ ʟôʻʜʥʘʥʥʷ TCP ʤʽʞ ʢʣʽʻʥʪʦʤ ʽ ʩʝʨʚʝʨʦʤ 

 

ʅʘʩʪʫʧʥʽ ʢʨʦʢʠ ʦʧʠʩʫʶʪʴ ʧʨʦʮʝʩ ʧʽʜʢʣʶʯʝʥʥʷ TCP ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʦʢʝʪʽʚ: 

1) ʩʝʨʚʝʨ ʩʪʚʦʨʶʻ ʩʦʢʝʪ ʽ ʩʣʫʭʘʻ; 
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2) ʢʣʽʻʥʪ ʩʪʚʦʨʶʻ ʩʦʢʝʪ ʽ ʧʽʜʢʣʶʯʘʻʪʴʩʷ; 

3) ʪʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ ʜʦʩʪʘʚʣʷʻ ʧʦʚʽʜʦʤʣʝʥʥʷ ʥʘ ʩʝʨʚʝʨ; 

4) ʩʝʨʚʝʨ ʩʪʚʦʨʶʻ ʩʦʢʝʪ ʽ ʧʨʦʮʝʩ; 

5) ʪʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ ʜʦʩʪʘʚʣʷʻ ʧʦʚʽʜʦʤʣʝʥʥʷ ʢʣʽʻʥʪʫ; 

6) ʩʦʢʝʪʠ ʟʘʢʨʠʪʽ. 

 

11.3.3. ȽɑɜɎɑɜ ɝɞɎɚɜɪɯ ɝɚɖɑɞ ɱ ɝɗɟɡɌɯ (ɝɞɎɚɜɑəəɫ TCP-

ɓõɯɐəɌəəɫ) 

 

ɺʝʙ-ʩʝʨʚʝʨ ʩʪʚʦʨʶʻ ʩʦʢʝʪ, ʧʨʠʟʥʘʯʝʥʠʡ ʜʣʷ ʧʨʦʩʣʫʭʦʚʫʚʘʥʥʷ ʟʘʧʠʪʽʚ 

ʢʣʽʻʥʪʽʚ (ʨʠʩ. 11.10). ʇʽʩʣʷ ʪʦʛʦ, ʷʢ ʩʦʢʝʪ ʽʩʥʫʻ, ʩʝʨʚʝʨ ʧʝʨʝʭʦʜʠʪʴ ʚ ʨʝʞʠʤ 

çʧʨʦʩʣʫʭʦʚʫʚʘʥʥʷè ʽ ʯʝʢʘʻ ʥʘ ʟʘʧʠʪ ʢʣʽʻʥʪʘ. ɺʽʥ ʧʝʨʽʦʜʠʯʥʦ ʧʝʨʝʚʽʨʷʻ 

ʥʘʷʚʥʽʩʪʴ ʧʦʚʽʜʦʤʣʝʥʴ, ʦʪʨʠʤʘʥʠʭ ʫ ʮʴʦʤʫ ʩʦʢʝʪʽ. 

ʎʝʡ ʪʠʧ ʨʦʟʝʪʢʠ ʥʘʟʠʚʘʶʪʴ ʨʦʟʝʪʢʦʶ ʙʝʟ ʧʽʜʢʣʶʯʝʥʥʷ. ʉʦʢʝʪ ʙʝʟ ʟôʻʜʥʘʥʥʷ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟôʻʜʥʘʥʥʷ TCP ʽʟ ʩʝʨʚʝʨʦʤ HTTP. ɼʣʷ 

ʮʴʦʛʦ ʪʠʧʫ ʩʦʢʝʪʘ ʥʝ ʚʠʟʥʘʯʝʥʦ IP-ʘʜʨʝʩʫ ʧʨʠʟʥʘʯʝʥʥʷ ʘʙʦ ʥʦʤʝʨ ʧʦʨʪʫ. 

 

 

ʈʠʩ. 11.10. ʉʝʨʚʝʨ ʩʪʚʦʨʶʻ ʩʦʢʝʪ ʽ ʩʣʫʭʘʻ 
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11.3. 4. ȶɗɱɯəɞ ɝɞɎɚɜɪɯ ɝɚɖɑɞ ɱ ɛɱɐɖɗɪɣɌɯɞɨɝɫ (ɝɞɎɚɜɑəəɫ 

TCP-ɓõɯɐəɌəəɫ) 

 

ʂʦʣʠ ʢʣʽʻʥʪ ʭʦʯʝ ʟʘʚʘʥʪʘʞʠʪʠ ʚʝʙ-ʩʪʦʨʽʥʢʫ, ʚʽʥ ʩʪʚʦʨʶʻ ʩʦʢʝʪ, ʘ ʧʦʪʽʤ 

ʥʘʜʩʠʣʘʻ ʟʘʧʠʪ ʥʘ ʟʘʚʘʥʪʘʞʝʥʥʷ ʚʝʙ-ʩʪʦʨʽʥʢʠ ʚ ʩʦʢʝʪ (ʨʠʩ. 11.11). 

 

 

ʈʠʩ. 11.11. ʂʣʽʻʥʪ ʩʪʚʦʨʶʻ ʩʦʢʝʪ ʽ ʧʽʜʢʣʶʯʘʻʪʴʩʷ 

 

11.3. 5. ȾɜɌəɝɛɚɜɞəɔɕ ɜɱɎɑəɨ ɐɚɝɞɌɎɗɫɯ ɛɚɎɱɐɚɘɗɑəəɫ əɌ 

ɝɑɜɎɑɜ (ɝɞɎɚɜɑəəɫ TCP-ɓõɯɐəɌəəɫ) 

 

ʊʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ ʢʣʽʻʥʪʘ ʧʝʨʽʦʜʠʯʥʦ ʧʝʨʝʚʽʨʷʻ ʡʦʛʦ ʙʫʬʝʨʠ ʧʝʨʝʜʘʯʽ, 

ʱʦʙ ʚʠʟʥʘʯʠʪʠ, ʯʠ ʧʦʪʨʽʙʥʦ ʥʘʜʽʩʣʘʪʠ ʧʦʚʽʜʦʤʣʝʥʥʷ (ʨʠʩ. 11.12). ʂʦʣʠ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʟʥʘʡʜʝʥʦ, ʚʦʥʦ ʧʝʨʝʩʠʣʘʻʪʴʩʷ ʥʘ ʘʜʨʝʩʫ ʧʨʠʟʥʘʯʝʥʥʷ. 
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ʈʠʩ. 11.12. ʊʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ ʜʦʩʪʘʚʣʷʻ ʧʦʚʽʜʦʤʣʝʥʥʷ ʥʘ ʩʝʨʚʝʨ 

 

11.3. 6. ȽɑɜɎɑɜ ɝɞɎɚɜɪɯ ɝɚɖɑɞ ɱ ɛɜɚɢɑɝ (ɝɞɎɚɜɑəəɫ TCP-

ɓõɯɐəɌəəɫ) 

 

ʂʦʣʠ ʩʝʨʚʝʨ ʦʪʨʠʤʫʻ ʟʘʧʠʪ ʢʣʽʻʥʪʘ, ʚʽʥ ʩʪʚʦʨʶʻ ʥʦʚʠʡ ʚʠʜʽʣʝʥʠʡ ʩʦʢʝʪ ʽ 

ʧʨʦʮʝʩ. ʇʦʪʽʤ ʚʽʥ ʩʪʚʦʨʶʻ ʧʦʚʽʜʦʤʣʝʥʥʷ ʜʣʷ ʢʣʽʻʥʪʘ ʪʘ ʥʘʜʩʠʣʘʻ ʡʦʛʦ ʜʦ 

ʩʦʢʝʪʘ (ʨʠʩ. 11.13). 

ɿʘʫʚʘʞʪʝ, ʱʦ ʮʝʡ ʩʦʢʝʪ ʚʠʢʦʨʠʩʪʦʚʫʻ IP-ʘʜʨʝʩʫ ʧʨʠʟʥʘʯʝʥʥʷ ʪʘ ʥʦʤʝʨ 

ʧʦʨʪʫ ʢʣʽʻʥʪʘ. ʎʝ ʚʽʨʪʫʘʣʴʥʝ TCP-ʟôʻʜʥʘʥʥʷ ʪʝʧʝʨ ʥʘʟʠʚʘʻʪʴʩʷ 

çʚʩʪʘʥʦʚʣʝʥʠʤè. 

ʇʦʚʽʜʦʤʣʝʥʥʷ, ʥʘʜʽʩʣʘʥʝ ʩʝʨʚʝʨʦʤ, ʻ ʬʘʡʣʦʤ HTML ʜʣʷ ʟʘʧʠʪʫʚʘʥʦʾ ʚʝʙ-

ʩʪʦʨʽʥʢʠ. 
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ʈʠʩ. 11.13. ʉʝʨʚʝʨ ʩʪʚʦʨʶʻ ʩʦʢʝʪ ʽ ʧʨʦʮʝʩ 

 

11.3. 7. ȾɜɌəɝɛɚɜɞəɔɕ ɜɱɎɑəɨ ɐɚɝɞɌɎɗɫɯ ɛɚɎɱɐɚɘɗɑəəɫ 

ɖɗɱɯəɞɟ (ɝɞɎɚɜɑəəɫ TCP-ɓõɯɐəɌəəɫ) 

 

ʊʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ ʩʝʨʚʝʨʘ ʧʝʨʽʦʜʠʯʥʦ ʧʝʨʝʚʽʨʷʻ ʡʦʛʦ ʙʫʬʝʨʠ ʧʝʨʝʜʘʯʽ, 

ʱʦʙ ʚʠʟʥʘʯʠʪʠ, ʯʠ ʧʦʪʨʽʙʥʦ ʥʘʜʩʠʣʘʪʠ ʧʦʚʽʜʦʤʣʝʥʥʷ (ʨʠʩ. 11.14). 

ʂʦʣʠ ʧʦʚʽʜʦʤʣʝʥʥʷ ʟʥʘʡʜʝʥʦ, ʚʦʥʦ ʧʝʨʝʩʠʣʘʻʪʴʩʷ ʥʘ ʘʜʨʝʩʫ ʧʨʠʟʥʘʯʝʥʥʷ. 



357 

 

 

ʈʠʩ. 11.14. ʊʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ ʜʦʩʪʘʚʣʷʻ ʧʦʚʽʜʦʤʣʝʥʥʷ ʢʣʽʻʥʪʫ 

 

 

ʈʠʩ. 11.15. ʉʦʢʝʪʠ ʟʘʢʨʠʪʽ 

 

11.3. 8. Ƚɚɖɑɞɔ ɓɌɖɜɔɞɱ (ɝɞɎɚɜɑəəɫ TCP-ɓõɯɐəɌəəɫ) 

 

ʇʽʩʣʷ ʪʦʛʦ, ʷʢ ʢʣʽʻʥʪ ʦʪʨʠʤʫʻ ʟʘʧʠʪʘʥʫ ʚʝʙ-ʩʪʦʨʽʥʢʫ, ʚʽʥ ʥʘʜʩʠʣʘʻ 

ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʥʘ ʩʝʨʚʝʨ, ʘ ʧʦʪʽʤ ʟʘʢʨʠʚʘʻ ʩʚʽʡ ʩʦʢʝʪ (ʨʠʩ. 11.15). 
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ʉʝʨʚʝʨ ʦʪʨʠʤʫʻ ʧʽʜʪʚʝʨʜʞʝʥʥʷ ʚʽʜ ʢʣʽʻʥʪʘ, ʘ ʧʦʪʽʤ ʟʘʢʨʠʚʘʻ ʩʚʽʡ ʩʦʢʝʪ. 

 

11.3. 9. Ƚɚɖɑɞɔ ȭɑɜɖɗɱ 

 

ɾʦʜʥʝ ʟʘʥʷʪʪʷ ʟ ʩʦʢʝʪʘʤʠ ʥʝ ʤʦʞʝ ʙʫʪʠ ʟʘʚʝʨʰʝʥʦ ʙʝʟ ʟʛʘʜʢʠ ʧʨʦ 

ʩʦʢʝʪʠ/ʨʦʟʝʪʢʠ Berkeley. Berkeley sockets ð ʮʝ ʛʘʣʫʟʝʚʠʡ ʩʪʘʥʜʘʨʪʥʠʡ 

ʽʥʪʝʨʬʝʡʩ ʧʨʠʢʣʘʜʥʦʛʦ ʧʨʦʛʨʘʤʫʚʘʥʥʷ (API) ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʩʦʢʝʪʽʚ. ʉʧʦʯʘʪʢʫ ʚʽʥ ʚʠʢʦʨʠʩʪʦʚʫʚʘʚʩʷ ʷʢ API ʜʣʷ ʦʧʝʨʘʮʽʡʥʦʾ ʩʠʩʪʝʤʠ Unix, 

ʘ ʧʽʟʥʽʰʝ ʙʫʚ ʧʨʠʡʥʷʪʠʡ TCP/IP. 

Berkeley, ʟʘʛʘʣʦʤ, ʚʠʟʥʘʯʘʻ 18 ʩʪʘʥʜʘʨʪʥʠʭ ʽʤʝʥ ʬʫʥʢʮʽʡ ʜʣʷ ʩʚʦʻʾ ʨʦʙʦʪʠ. 

ɿʦʢʨʝʤʘ ʥʘʩʪʫʧʥʽ ʬʫʥʢʮʽʾ. 

ʌʫʥʢʮʽʷ socket()  ʩʪʚʦʨʶʻ ʩʦʢʝʪ ʥʘ ʭʦʩʪʽ. 

ʌʫʥʢʮʽʷ bind()  ʟʘʟʚʠʯʘʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʥʘ ʩʪʦʨʦʥʽ ʩʝʨʚʝʨʘ ʪʘ 

ʧʨʠʟʥʘʯʘʻ ʩʦʢʝʪ ʡʦʛʦ ʣʦʢʘʣʴʥʽʡ IP-ʘʜʨʝʩʽ ʪʘ ʥʦʤʝʨʫ ʧʦʨʪʫ. Connect() ʟʘʟʚʠʯʘʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʥʘ ʩʪʦʨʦʥʽ ʢʣʽʻʥʪʘ. ɺʽʥ ʩʪʚʦʨʶʻ ʩʦʢʝʪ, ʘ ʪʘʢʦʞ ʥʘʤʘʛʘʻʪʴʩʷ 

ʚʩʪʘʥʦʚʠʪʠ ʟ'ʻʜʥʘʥʥʷ TCP ʘʙʦ UDP ʽʟ ʩʝʨʚʝʨʦʤ. 

Send(), recv(), write()  ʽ read()  ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʥʘʜʩʠʣʘʥʥʷ 

ʪʘ ʦʪʨʠʤʘʥʥʷ ʧʦʚʽʜʦʤʣʝʥʴ ʜʦ ʪʘ ʟ ʩʦʢʝʪʘ (ʪʘʙʣ. 11.1). 

 

ʊʘʙʣʠʮʷ 11.1. 

 

 

ʉʦʢʝʪʠ Berkeley ʪʘʢʦʞ ʽʥʦʜʽ ʥʘʟʠʚʘʶʪʴ Berkeley Software Distribution (BSD 

sockets ), ʥʘʟʚʘʥʽ ʥʘ ʯʝʩʪʴ ʨʦʙʦʪʠ, ʚʠʢʦʥʘʥʦʾ ʚ ʂʘʣʽʬʦʨʥʽʡʩʴʢʦʤʫ 

ʫʥʽʚʝʨʩʠʪʝʪʽ ʚ ɹʝʨʢʣʽ ʫ 1980-ʭ ʨʦʢʘʭ. 
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11.3. 10 . ȰɱɌɏɜɌɘɌ ɝɞɌəɟ ɐɗɫ ɘɚɐɑɗɱ ɝɑɜɎɑɜɌ ɞɌ ɖɗɱɯəɞɌ əɌ 

ɘɚɎɱ Ƚ 

 

ʄʠ ʤʦʞʝʤʦ ʟʨʦʟʫʤʽʪʠ ʨʦʣʴ ʩʦʢʝʪʽʚ ʫ ʚʩʪʘʥʦʚʣʝʥʥʽ ʟôʻʜʥʘʥʥʷ ʤʽʞ ʜʚʦʤʘ 

ʚʫʟʣʘʤʠ ʚ ʤʝʨʝʞʽ ʟʘ ʜʦʧʦʤʦʛʦʶ ʜʽʘʛʨʘʤʠ, ʧʨʝʜʩʪʘʚʣʝʥʦʾ ʥʘ ʨʠʩ. 11.16. 

 

ʈʠʩ. 11.16. ʌʦʨʤʫʚʘʥʥʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʦʢʝʪʽʚ ʟôʻʜʥʘʥʥʷ ʤʽʞ ʜʚʦʤʘ ʚʫʟʣʘʤʠ ʚ 

ʤʝʨʝʞʽ 
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ɺʫʟʣʠ ʧʦʜʽʣʷʶʪʴʩʷ ʥʘ ʜʚʘ ʪʠʧʠ: ʩʝʨʚʝʨʥʠʡ ʚʫʟʦʣ ʽ ʢʣʽʻʥʪʩʴʢʠʡ ʚʫʟʦʣ. 

ʂʣʽʻʥʪʩʴʢʠʡ ʚʫʟʦʣ ʥʘʜʩʠʣʘʻ ʩʠʛʥʘʣ ʟôʻʜʥʘʥʥʷ, ʘ ʩʝʨʚʝʨʥʠʡ ʚʫʟʦʣ ʦʪʨʠʤʫʻ 

ʩʠʛʥʘʣ ʟôʻʜʥʘʥʥʷ, ʥʘʜʽʩʣʘʥʠʡ ʢʣʽʻʥʪʩʴʢʠʤ ʚʫʟʣʦʤ. 

ɿôʻʜʥʘʥʥʷ ʤʽʞ ʩʝʨʚʝʨʦʤ ʽ ʢʣʽʻʥʪʩʴʢʠʤ ʚʫʟʣʦʤ ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʩʦʢʝʪʘ ʯʝʨʝʟ ʪʨʘʥʩʧʦʨʪʥʠʡ ʨʽʚʝʥʴ ɯʥʪʝʨʥʝʪʫ. 

ʇʽʩʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟôʻʜʥʘʥʥʷ ʢʣʽʻʥʪʩʴʢʠʡ ʽ ʩʝʨʚʝʨʥʠʡ ʚʫʟʣʠ ʤʦʞʫʪʴ 

ʦʙʤʽʥʶʚʘʪʠʩʷ ʽʥʬʦʨʤʘʮʽʻʶ ʤʽʞ ʩʦʙʦʶ ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʦʤʘʥʜ ʯʠʪʘʥʥʷ ʪʘ 

ʟʘʧʠʩʫ. 

ʇʽʩʣʷ ʟʘʚʝʨʰʝʥʥʷ ʦʙʤʽʥʫ ʽʥʬʦʨʤʘʮʽʻʶ ʚʫʟʣʠ ʧʨʠʧʠʥʷʶʪʴ ʟ'ʻʜʥʘʥʥʷ. 

 

ʋ ʥʘʩʪʫʧʥʠʭ ʨʦʟʜʽʣʘʭ ʤʠ ʜʝʪʘʣʴʥʦ ʨʦʟʛʣʷʥʝʤʦ, ʷʢ ʚʠʱʝʚʢʘʟʘʥʠʡ ʧʨʦʮʝʩ 

ʤʦʞʥʘ ʚʠʢʦʥʘʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʩʦʢʝʪʽʚ ʥʘ C. 

 

11.3. 11 . ȱɞɌɛɔ ɐɗɫ ɝɑɜɎɑɜɌ, ɥɚɍ ɚɞɜɔɘɌɞɔ ɓõɯɐəɌəəɫ ɣɑɜɑɓ 

ɝɚɖɑɞɔ əɌ ɘɚɎɱ Ƚ 

 

ʅʘ ʩʝʨʚʝʨʥʦʤʫ ʚʫʟʣʽ ʥʝʦʙʭʽʜʥʦ ʚʠʢʦʥʘʪʠ ʨʽʟʥʽ ʝʪʘʧʠ, ʱʦʙ ʦʪʨʠʤʘʪʠ 

ʟôʻʜʥʘʥʥʷ, ʥʘʜʽʩʣʘʥʝ ʢʣʽʻʥʪʩʴʢʠʤ ʚʫʟʣʦʤ. ʎʽ ʝʪʘʧʠ ʜʝʪʘʣʴʥʦ ʦʙʛʦʚʦʨʶʶʪʴʩʷ ʚ 

ʮʴʦʤʫ ʨʦʟʜʽʣʽ. 

 

A. ʉʪʚʦʨʝʥʥʷ ʩʦʢʝʪʘ (Socket Creation) 

 

ʇʝʨʰʠʡ ʝʪʘʧ ʩʪʦʩʫʻʪʴʩʷ ʩʪʚʦʨʝʥʥʷ ʩʦʢʝʪʘ, ʷʢʠʡ ʻ ʦʩʥʦʚʥʠʤ ʢʦʤʧʦʥʝʥʪʦʤ 

ʜʣʷ ʥʘʜʩʠʣʘʥʥʷ ʘʙʦ ʦʪʨʠʤʘʥʥʷ ʩʠʛʥʘʣʽʚ ʤʽʞ ʚʫʟʣʘʤʠ. ɿʘʛʦʣʦʚʦʢ 

sys/socket.h  (ʜʣʷ Linux, UNIX) ʤʽʩʪʠʪʴ ʥʝʦʙʭʽʜʥʽ ʬʫʥʢʮʽʾ ʜʣʷ ʩʪʚʦʨʝʥʥʷ 

ʩʦʢʝʪʘ ʚ C. ʋ ʧʨʦʛʨʘʤʫʚʘʥʥʽ ʩʦʢʝʪʽʚ ʫ C ʩʦʢʝʪ ʤʦʞʥʘ ʩʪʚʦʨʠʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʬʫʥʢʮʽʾ socket()  ʽʟ ʩʠʥʪʘʢʩʠʩʦʤ, 

 

int socket(int domain, int type, int protocol);  
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( socket ƽɖɠɞɗɟƗ ɤɚɡƗ ɡɢɠɤɠɜɠɝƾƘ)  

 

domain - ʜʦʤʝʥ ʧʨʝʜʩʪʘʚʣʷʻ ʩʽʤʝʡʩʪʚʦ ʘʜʨʝʩ, ʟʘ ʷʢʠʤʠ ʟʜʽʡʩʥʶʚʘʪʠʤʝʪʴʩʷ 

ʟʚôʷʟʦʢ. ɼʦʤʝʥ ð ʮʝ ʧʦʧʝʨʝʜʥʴʦ ʬʽʢʩʦʚʘʥʽ ʟʥʘʯʝʥʥʷ, ʧʨʠʩʫʪʥʽ ʚ ʟʘʛʦʣʦʚʢʫ 

sys/socket.h . ɼʝʷʢʽ ʜʦʤʝʥʠ, 

- AF_LOCAL ʘʙʦ AF_UNIX ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʣʦʢʘʣʴʥʦʛʦ ʟʚôʷʟʢʫ ʘʙʦ 

ʫ ʚʠʧʘʜʢʫ, ʢʦʣʠ ʢʣʽʻʥʪ ʽ ʩʝʨʚʝʨ ʟʥʘʭʦʜʷʪʴʩʷ ʥʘ ʦʜʥʦʤʫ ʚʫʟʣʽ. ʎʽ ʩʦʢʝʪʠ 

ʥʘʟʠʚʘʶʪʴʩʷ ʜʦʤʝʥʥʠʤʠ ʩʦʢʝʪʘʤʠ UNIX. 

- AF_INET ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʧʨʝʜʩʪʘʚʣʝʥʥʷ IPv4-ʘʜʨʝʩʠ ʢʣʽʻʥʪʘ, ʜʦ 

ʷʢʦʛʦ ʤʘʻ ʙʫʪʠ ʚʩʪʘʥʦʚʣʝʥʦ ʟôʻʜʥʘʥʥʷ. ʇʦʜʽʙʥʠʤ ʯʠʥʦʤ AF_INET6 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʘʜʨʝʩ IPv6. ʎʽ ʩʦʢʝʪʠ ʥʘʟʠʚʘʶʪʴʩʷ ʩʦʢʝʪʘʤʠ 

ʽʥʪʝʨʥʝʪ-ʜʦʤʝʥʽʚ. 

- AF_BLUETOOTH ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ Bluetooth 

ʥʠʟʴʢʦʛʦ ʨʽʚʥʷ. 

type  - ʪʠʧ ʧʨʝʜʩʪʘʚʣʷʻ ʪʠʧ ʟʚ'ʷʟʢʫ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚ ʩʦʢʝʪʽ. ɼʝʷʢʽ 

ʟ ʥʘʡʙʽʣʴʰ ʚʠʢʦʨʠʩʪʦʚʫʚʘʥʠʭ ʪʠʧʽʚ ʩʧʽʣʢʫʚʘʥʥʷ: 

- SOCK_STREAM ʚʠʢʦʨʠʩʪʦʚʫʻ TCP (ʧʨʦʪʦʢʦʣ ʢʝʨʫʚʘʥʥʷ ʧʝʨʝʜʘʯʝʶ) 

ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟôʻʜʥʘʥʥʷ. ʎʝʡ ʪʠʧ ʟʘʙʝʟʧʝʯʫʻ ʥʘʜʽʡʥʠʡ ʧʦʪʽʢ ʙʘʡʪʽʚ 

ʧʦʪʦʢʫ ʜʘʥʠʭ ʽ ʻ ʧʨʦʪʦʢʦʣʦʤ ʥʘ ʦʩʥʦʚʽ ʧʽʜʢʣʶʯʝʥʥʷ. ʎʽ ʩʦʢʝʪʠ 

ʥʘʟʠʚʘʶʪʴʩʷ ʧʦʪʦʢʦʚʠʤʠ. 

- SOCK_DGRAM ʚʠʢʦʨʠʩʪʦʚʫʻ UDP (ʧʨʦʪʦʢʦʣ ʜʝʡʪʘʛʨʘʤ ʢʦʨʠʩʪʫʚʘʯʘ), 

ʷʢʠʡ ʻ ʥʝʥʘʜʽʡʥʠʤ ʽ ʧʨʦʪʦʢʦʣʦʤ ʙʝʟ ʧʽʜʢʣʶʯʝʥʥʷ. ʎʽ ʩʦʢʝʪʠ ʪʘʢʦʞ 

ʥʘʟʠʚʘʶʪʴʩʷ ʜʝʡʪʘʛʨʘʤʥʠʤʠ ʩʦʢʝʪʘʤʠ. 

protocol  - ʧʨʦʪʦʢʦʣ ʧʨʝʜʩʪʘʚʣʷʻ ʧʨʦʪʦʢʦʣ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʚ 

ʩʦʢʝʪʽ. ʎʝ ʧʨʝʜʩʪʘʚʣʝʥʦ ʯʠʩʣʦʤ. ʗʢʱʦ ʚ ʩʽʤʝʡʩʪʚʽ ʧʨʦʪʦʢʦʣʽʚ ʻ ʣʠʰʝ ʦʜʠʥ 

ʧʨʦʪʦʢʦʣ, ʥʦʤʝʨ ʧʨʦʪʦʢʦʣʫ ʙʫʜʝ 0, ʽʥʘʢʰʝ ʧʦʪʨʽʙʥʦ ʚʢʘʟʘʪʠ ʢʦʥʢʨʝʪʥʠʡ ʥʦʤʝʨ 

ʜʣʷ ʧʨʦʪʦʢʦʣʫ. 

ʌʫʥʢʮʽʷ socket()  ʩʪʚʦʨʶʻ ʩʦʢʝʪ ʽ ʧʦʚʝʨʪʘʻ ʜʝʩʢʨʠʧʪʦʨ ʬʘʡʣʫ, ʷʢʠʡ 

ʧʨʝʜʩʪʘʚʣʷʻ ʚʽʜʢʨʠʪʠʡ ʬʘʡʣ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʤʝʪʴʩʷ ʩʦʢʝʪʦʤ ʚ 
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ʦʧʝʨʘʮʽʷʭ ʯʠʪʘʥʥʷ ʪʘ ʟʘʧʠʩʫ, ʘ ʜʝʩʢʨʠʧʪʦʨ ʬʘʡʣʫ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ 

ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʩʦʢʝʪʘ ʥʘ ʥʘʩʪʫʧʥʠʭ ʝʪʘʧʘʭ. ʋ ʨʘʟʽ ʧʦʤʠʣʢʠ ʧʽʜ ʯʘʩ ʩʪʚʦʨʝʥʥʷ 

ʩʦʢʝʪʘ ʬʫʥʢʮʽʷ socket()  ʧʦʚʝʨʪʘʻ - 1. 

 

B. ɺʩʪʘʥʦʚʣʝʥʥʷ ʦʧʮʽʾ ʘʢʮʽʡ (Setsockopt) 

  

ʌʫʥʢʮʽʷ setsockopt()  ʫ ʧʨʦʛʨʘʤʫʚʘʥʥʽ ʩʦʢʝʪʽʚ ʫ C ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ 

ʚʠʟʥʘʯʝʥʥʷ ʜʝʷʢʠʭ ʧʘʨʘʤʝʪʨʽʚ ʜʣʷ ʩʦʢʝʪʘ, ʱʦʙ ʢʦʥʪʨʦʣʶʚʘʪʠ ʡʦʛʦ ʧʦʚʝʜʽʥʢʫ. 

ʉʠʥʪʘʢʩʠʩ ʪʘʢʠʡ, 

 

int setsockopt(int socket_descriptor, int level, int option_name, 

const void *value_of_option, socklen_t option_length);  

 

     ʇʘʨʘʤʝʪʨ socket  ð ʮʝ ʜʝʩʢʨʠʧʪʦʨ ʬʘʡʣʫ, ʷʢʠʡ ʧʦʚʝʨʪʘʻ ʬʫʥʢʮʽʷ 

socket() . 

     ʇʘʨʘʤʝʪʨ level  ʧʨʝʜʩʪʘʚʣʷʻ ʨʽʚʝʥʴ, ʥʘ ʷʢʦʤʫ ʧʦʪʨʽʙʥʦ ʟʘʩʪʦʩʫʚʘʪʠ ʦʧʮʽʶ 

ʜʣʷ ʩʦʢʝʪʘ. SOL_SOCKET ʧʨʝʜʩʪʘʚʣʷʻ ʨʽʚʝʥʴ ʩʦʢʝʪʘ, ʘ IPPROTO_TCP 

ʧʨʝʜʩʪʘʚʣʷʻ ʨʽʚʝʥʴ TCP. 

     ʇʘʨʘʤʝʪʨ option_name  ʚʠʟʥʘʯʘʻ ʧʨʘʚʠʣʘ ʘʙʦ ʧʘʨʘʤʝʪʨʠ, ʷʢʽ ʩʣʽʜ ʟʤʽʥʠʪʠ 

ʜʣʷ ʩʦʢʝʪʘ. ɼʝʷʢʽ ʢʦʨʠʩʥʽ ʚʘʨʽʘʥʪʠ: 

- SO_DEBUG ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʚʽʤʢʥʝʥʥʷ ʟʘʧʠʩʫ ʥʘʣʘʛʦʜʞʫʚʘʣʴʥʦʾ 

ʽʥʬʦʨʤʘʮʽʾ. 

- SO_REUSEADDR ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʫʚʽʤʢʥʝʥʥʷ ʧʦʚʪʦʨʥʦʛʦ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʣʦʢʘʣʴʥʠʭ ʘʜʨʝʩ ʫ ʬʫʥʢʮʽʾ bind() . 

- SO_SNDBUF ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʤʘʢʩʠʤʘʣʴʥʦʛʦ 

ʨʦʟʤʽʨʫ ʙʫʬʝʨʘ, ʷʢʠʡ ʤʦʞʥʘ ʥʘʜʽʩʣʘʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʟôʻʜʥʘʥʥʷ ʯʝʨʝʟ 

ʩʦʢʝʪ. 

     ʇʘʨʘʤʝʪʨ option_value  ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʟʥʘʯʝʥʥʷ 

ʧʘʨʘʤʝʪʨʽʚ, ʥʘʣʘʰʪʦʚʘʥʠʭ ʫ ʧʘʨʘʤʝʪʨʽ option_name . 
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     ʇʘʨʘʤʝʪʨ option_length  ð ʮʝ ʜʦʚʞʠʥʘ ʟʤʽʥʥʦʾ, ʷʢʘ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ 

ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟʥʘʯʝʥʥʷ ʧʘʨʘʤʝʪʨʘ. 

ʌʫʥʢʮʽʷ ʧʦʚʝʨʪʘʻ ʟʥʘʯʝʥʥʷ 0 ʪʠʧʫ ʜʘʥʠʭ int ʫ ʨʘʟʽ ʫʩʧʽʰʥʦʛʦ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʦʧʮʽʾ ʪʘ ʟʥʘʯʝʥʥʷ -1 ʫ ʨʘʟʽ ʥʝʚʜʘʯʽ. 

 

C. ɿʚ'ʷʟʫʚʘʪʠ (Bind) 

 

ʌʫʥʢʮʽʷ bind()  ʫ ʧʨʦʛʨʘʤʫʚʘʥʥʽ ʩʦʢʝʪʽʚ ʫ C ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ 

ʧʨʠʟʥʘʯʝʥʥʷ ʘʜʨʝʩʠ ʩʦʢʝʪʫ, ʩʪʚʦʨʝʥʦʤʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ socket() . 

ʉʠʥʪʘʢʩʠʩ ʬʫʥʢʮʽʾ bind()  ʪʘʢʠʡ: 

 

int bind(int socket_descriptor , const struct sockaddr *address, 

socklen_t length_of_address);  

 

     Socket_descriptor  ð ʮʝ ʟʥʘʯʝʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʬʘʡʣʫ, ʷʢʝ ʧʦʚʝʨʪʘʻ 

ʬʫʥʢʮʽʷ socket() . 

     ɸʜʨʝʩʘ ʻ ʩʪʨʫʢʪʫʨʦʶ ʪʠʧʫ sockaddr . ɿʘʟʚʠʯʘʡ ʤʠ ʚʠʢʦʨʠʩʪʦʚʫʻʤʦ 

ʩʪʨʫʢʪʫʨʫ ʪʠʧʫ sockaddr_in  ʜʣʷ ʧʨʝʜʩʪʘʚʣʝʥʥʷ ʮʽʻʾ ʽʥʬʦʨʤʘʮʽʾ, ʦʩʢʽʣʴʢʠ 

ʪʘʢʘ ʽʥʬʦʨʤʘʮʽʷ, ʷʢ ʧʦʨʪ ʽ ʘʜʨʝʩʘ, ʤʦʞʝ ʟʙʝʨʽʛʘʪʠʩʷ ʣʠʰʝ ʚ ʮʽʡ ʩʪʨʫʢʪʫʨʽ. 

Sockaddr_in  ʧʨʠʚʦʜʠʪʴʩʷ ʜʦ ʪʠʧʫ ʜʘʥʠʭ sockaddr  ʧʽʜ ʯʘʩ ʚʠʢʣʠʢʫ ʬʫʥʢʮʽʾ 

bind().  

     ɼʦʚʞʠʥʘ_ʘʜʨʝʩʠ ʧʨʝʜʩʪʘʚʣʷʻ ʨʦʟʤʽʨ ʘʜʨʝʩʠ, ʧʝʨʝʜʘʥʦʾ ʷʢ ʜʨʫʛʠʡ 

ʧʘʨʘʤʝʪʨ. 

ʌʫʥʢʮʽʷ ʧʦʚʝʨʪʘʻ 0 ʫ ʨʘʟʽ ʫʩʧʽʰʥʦʛʦ ʟʚôʷʟʫʚʘʥʥʷ ʘʜʨʝʩʠ ʪʘ ʧʦʨʪʫ ʘʙʦ 

ʧʦʚʝʨʪʘʻ -1 ʫ ʨʘʟʽ ʧʦʤʠʣʢʠ. 

 

D. ʉʣʫʭʘʡʪʝ (Listen) 

 

ʌʫʥʢʮʽʷ listen()  ʫ ʧʨʦʛʨʘʤʫʚʘʥʥʽ ʩʦʢʝʪʽʚ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ, ʱʦʙ 

ʟʤʫʩʠʪʠ ʩʝʨʚʝʨʥʠʡ ʚʫʟʦʣ ʯʝʢʘʪʠ ʪʘ ʧʨʦʩʣʫʭʦʚʫʚʘʪʠ ʧʽʜʢʣʶʯʝʥʥʷ ʚʽʜ 
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ʢʣʽʻʥʪʩʴʢʦʛʦ ʚʫʟʣʘ ʥʘ ʧʦʨʪʫ ʪʘ ʘʜʨʝʩʽ, ʚʢʘʟʘʥʠʭ ʬʫʥʢʮʽʻʶ bind().  ʉʠʥʪʘʢʩʠʩ 

ʪʘʢʠʡ, 

 

int listen(int socket_descriptor, int back_log);  

 

     Socket_descriptor  ʧʨʝʜʩʪʘʚʣʷʻ ʟʥʘʯʝʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʬʘʡʣʫ, ʷʢʝ 

ʧʦʚʝʨʪʘʻ ʬʫʥʢʮʽʷ socket() . 

     Back_log  ʧʦʟʥʘʯʘʻ ʤʘʢʩʠʤʘʣʴʥʫ ʢʽʣʴʢʽʩʪʴ ʟʘʧʠʪʽʚ ʥʘ ʧʽʜʢʣʶʯʝʥʥʷ, ʷʢʽ 

ʢʣʽʻʥʪʩʴʢʽ ʚʫʟʣʠ ʤʦʞʫʪʴ ʥʘʜʽʩʣʘʪʠ ʜʦ ʩʝʨʚʝʨʘ ʦʜʥʦʯʘʩʥʦ. ʂʽʣʴʢʽʩʪʴ ʟʘʧʠʪʽʚ, 

ʟʨʦʙʣʝʥʠʭ ʧʽʩʣʷ ʯʠʩʣʘ, ʟʘʟʥʘʯʝʥʦʛʦ ʚ back_log , ʤʦʞʝ ʚʠʢʣʠʢʘʪʠ ʧʦʤʠʣʢʫ ʘʙʦ 

ʙʫʜʝ ʧʨʦʽʛʥʦʨʦʚʘʥʦ ʩʝʨʚʝʨʦʤ, ʷʢʱʦ ʚʩʪʘʥʦʚʣʝʥʦ ʧʘʨʘʤʝʪʨʠ ʧʦʚʪʦʨʥʦʾ 

ʧʝʨʝʜʘʯʽ. 

ʌʫʥʢʮʽʷ ʧʦʚʝʨʪʘʻ 0 ʧʽʜ ʯʘʩ ʧʨʦʩʣʫʭʦʚʫʚʘʥʥʷ ʚʢʘʟʘʥʦʾ ʘʜʨʝʩʠ ʪʘ ʧʦʨʪʫ ʘʙʦ 

ʧʦʚʝʨʪʘʻ -1 ʫ ʨʘʟʽ ʧʦʤʠʣʢʠ. 

 

E. ʇʨʠʡʥʷʪʠ (Accept) 

 

ʌʫʥʢʮʽʷ accept()  ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟôʻʜʥʘʥʥʷ ʤʽʞ 

ʩʝʨʚʝʨʦʤ ʽ ʢʣʽʻʥʪʩʴʢʠʤʠ ʚʫʟʣʘʤʠ ʜʣʷ ʧʝʨʝʜʘʯʽ ʜʘʥʠʭ. ʉʠʥʪʘʢʩʠʩ ʪʘʢʠʡ, 

 

int accept(int socket_descriptor, struct sockaddr *restrict address, 

socklen_t *restrict length_of_address);  

 

     Socket_descriptor  ʧʨʝʜʩʪʘʚʣʷʻ ʟʥʘʯʝʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʬʘʡʣʫ, ʷʢʝ 

ʧʦʚʝʨʪʘʻ ʬʫʥʢʮʽʷ socket() . 

     address  (ʘʜʨʝʩʘ) ð ʮʝ ʟʤʽʥʥʘ ʩʪʨʫʢʪʫʨʠ sockaddr_in , ʫ ʷʢʽʡ 

ʟʙʝʨʽʛʘʪʠʤʝʪʴʩʷ ʘʜʨʝʩʘ ʩʦʢʝʪʘ, ʷʢʫ ʧʦʚʝʨʪʘʻ ʬʫʥʢʮʽʷ. 

     ɼʦʚʞʠʥʘ_ʘʜʨʝʩʠ ʚʽʜʦʙʨʘʞʘʻ ʨʦʟʤʽʨ ʧʘʨʘʤʝʪʨʘ ʘʜʨʝʩʠ. 

ʌʫʥʢʮʽʷ accept()  ʩʪʚʦʨʶʻ ʥʦʚʠʡ ʩʦʢʝʪ ʽʟ ʧʝʨʰʦʛʦ ʟʘʧʠʪʫ ʥʘ ʧʽʜʢʣʶʯʝʥʥʷ 

ʜʣʷ ʚʢʘʟʘʥʦʛʦ sock et_descriptor  ʽ ʧʦʚʝʨʪʘʻ ʜʝʩʢʨʠʧʪʦʨ ʬʘʡʣʫ ʥʦʚʦʛʦ 
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ʩʦʢʝʪʘ. ʌʘʡʣʦʚʠʡ ʜʝʩʢʨʠʧʪʦʨ ʮʴʦʛʦ ʥʦʚʦʛʦ ʩʦʢʝʪʘ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʫ 

ʬʫʥʢʮʽʷʭ read()  ʽ write()  ʜʣʷ ʥʘʜʩʠʣʘʥʥʷ ʪʘ ʦʪʨʠʤʘʥʥʷ ʜʘʥʠʭ ʜʦ 

ʢʣʽʻʥʪʩʴʢʦʛʦ ʚʫʟʣʘ ʪʘ ʚʽʜ ʥʴʦʛʦ. 

 

11.3. 12 . ȱɞɌɛɔ ɐɗɫ ɖɗɱɯəɞɌ, ɥɚɍ ɚɞɜɔɘɌɞɔ ɓõɯɐəɌəəɫ ɣɑɜɑɓ 

ɝɚɖɑɞɔ əɌ ɘɚɎɱ Ƚ 

 

ʉʪʦʨʦʥʘ ʢʣʽʻʥʪʘ ʥʘʜʩʠʣʘʻ ʟʘʧʠʪʠ ʥʘ ʧʽʜʢʣʶʯʝʥʥʷ ʥʘ ʩʪʦʨʦʥʫ ʩʝʨʚʝʨʘ. ʑʦʙ 

ʚʠʢʦʥʘʪʠ ʮʽ ʢʽʣʴʢʘ ʝʪʘʧʽʚ, ʧʦʪʨʽʙʥʦ ʚʠʢʦʥʘʪʠ ʥʘ ʩʪʦʨʦʥʽ ʢʣʽʻʥʪʘ, 

 

A. ʉʪʚʦʨʝʥʥʷ ʩʦʢʝʪʘ 

 

ʇʦʜʽʙʥʦ ʜʦ ʩʪʦʨʦʥʠ ʩʝʨʚʝʨʘ, ʥʘ ʩʪʦʨʦʥʽ ʢʣʽʻʥʪʘ ʪʘʢʦʞ ʧʦʪʨʽʙʥʦ ʩʪʚʦʨʠʪʠ 

ʩʦʢʝʪ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ socket()  ʽ ʧʨʠʚôʷʟʘʪʠ ʩʦʢʝʪ ʜʦ ʘʜʨʝʩʠ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ bind() . ʎʝ ʩʪʚʦʨʠʪʴ ʩʦʢʝʪ, ʷʢʠʡ ʤʦʞʝ ʥʘʜʩʠʣʘʪʠ ʟʘʧʠʪ ʥʘ 

ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʩʝʨʚʝʨʘ. 

 

ɹ. ʇʽʜʢʣʶʯʝʥʥʷ (Connect) 

 

ʌʫʥʢʮʽʷ connect()  ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʥʘʜʩʠʣʘʥʥʷ ʟʘʧʠʪʫ ʥʘ 

ʧʽʜʢʣʶʯʝʥʥʷ ʪʘ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʚʫʟʣʘ ʩʝʨʚʝʨʘ. ʉʠʥʪʘʢʩʠʩ ʬʫʥʢʮʽʾ: 

 

int connect(int socket_descriptor, const struct sockaddr *address, 

socklen_t length_of_address);  

 

     Socket_descriptor  ʧʨʝʜʩʪʘʚʣʷʻ ʟʥʘʯʝʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʬʘʡʣʫ, ʷʢʝ 

ʧʦʚʝʨʪʘʻ ʬʫʥʢʮʽʷ socket() ʧʽʜ ʯʘʩ ʩʪʚʦʨʝʥʥʷ ʩʦʢʝʪʘ ʥʘ ʩʪʦʨʦʥʽ ʢʣʽʻʥʪʘ. 

     address  (ʘʜʨʝʩʘ) ʧʨʝʜʩʪʘʚʣʷʻ ʩʪʨʫʢʪʫʨʫ ʟ ʽʥʬʦʨʤʘʮʽʻʶ ʧʨʦ ʘʜʨʝʩʫ ʪʘ 

ʥʦʤʝʨ ʧʦʨʪʫ ʚʫʟʣʘ ʩʝʨʚʝʨʘ, ʜʦ ʷʢʦʛʦ ʤʘʻ ʙʫʪʠ ʟʜʽʡʩʥʝʥʦ ʟôʻʜʥʘʥʥʷ. 
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     length _of _address  (ʜʦʚʞʠʥʘ_ʘʜʨʝʩʠ) ð ʮʝ ʨʦʟʤʽʨ ʩʪʨʫʢʪʫʨʠ ʘʜʨʝʩʠ, ʷʢʘ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʫ ʜʨʫʛʦʤʫ ʧʘʨʘʤʝʪʨʽ. 

ʌʫʥʢʮʽʷ connect()  ʧʦʚʝʨʪʘʻ ʟʥʘʯʝʥʥʷ 0 ʫ ʨʘʟʽ ʫʩʧʽʰʥʦʛʦ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ 

ʩʝʨʚʝʨʘ ʪʘ ʧʦʚʝʨʪʘʻ ʟʥʘʯʝʥʥʷ -1 ʫ ʨʘʟʽ ʧʦʤʠʣʢʠ ʘʙʦ ʟʙʦʶ ʟôʻʜʥʘʥʥʷ. 

 

11.3. 13 . ȼɑɌɗɱɓɌɢɱɫ ɞɌ ɖɚɘɛɱɗɫɢɱɫ ɚɞɜɔɘɌəəɫ ɓõɯɐəɌəəɫ ɣɑɜɑɓ 

ɝɚɖɑɞɔ əɌ ɘɚɎɱ Ƚ 

 

ɼʘʚʘʡʪʝ ʧʦʜʠʚʠʤʦʩʷ ʨʝʘʣʽʟʘʮʽʶ ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʩʦʢʝʪʽʚ ʟʘ ʜʦʧʦʤʦʛʦʶ ʤʦʚʠ 

ʧʨʦʛʨʘʤʫʚʘʥʥʷ C. 

 

Server.c  

 

ʋ ʩʝʨʚʝʨʥʦʤʫ ʚʫʟʣʽ ʩʦʢʝʪ ʥʝʦʙʭʽʜʥʦ ʩʪʚʦʨʠʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ 

socket() , ʧʘʨʘʤʝʪʨʠ ʜʣʷ ʩʦʢʝʪʘ ʚʩʪʘʥʦʚʣʶʶʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ 

setsockopt() , ʘ ʩʦʢʝʪ ʧʨʠʚôʷʟʫʻʪʴʩʷ ʜʦ ʘʜʨʝʩʠ ʪʘ ʧʦʨʪʫ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʬʫʥʢʮʽʾ bind() , ʩʦʢʝʪ ʚʠʢʦʥʫʻʪʴʩʷ ʜʣʷ ʧʨʦʩʣʫʭʦʚʫʚʘʥʥʷ ʧʨʠʚôʷʟʘʥʦʛʦ ʧʦʨʪʫ 

ʪʘ ʘʜʨʝʩʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ listen() , ʘ ʟʘʧʠʪ ʥʘ ʟôʻʜʥʘʥʥʷ ʚʽʜ ʢʣʽʻʥʪʘ 

ʧʨʠʡʤʘʻʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ accept() . ʆʩʥʦʚʥʘ ʦʩʦʙʣʠʚʽʩʪʴ ʢʦʜʫ ʥʘ 

ʩʪʦʨʦʥʽ ʩʝʨʚʝʨʘ ʧʦʣʷʛʘʻ ʚ ʧʽʜʛʦʪʦʚʮʽ ʚʫʟʣʘ ʜʦ ʧʨʦʩʣʫʭʦʚʫʚʘʥʥʷ ʟʘʧʠʪʽʚ ʥʘ 

ʧʽʜʢʣʶʯʝʥʥʷ ʚʽʜ ʢʣʽʻʥʪʩʴʢʦʛʦ ʚʫʟʣʘ ʪʘ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟôʻʜʥʘʥʥʷ ʟ ʢʣʽʻʥʪʩʴʢʠʤ 

ʚʫʟʣʦʤ. ʂʦʜ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʩʝʨʚʝʨʥʦʛʦ ʚʫʟʣʘ, ʪʘʢʠʡ: 

 

// provides  required  data  types  

#include <sys/types.h>  

// holds address family and socket functions  

#include <sys/socket.h>  // <winsock2.h>  

// has the sockaddr_in structure  

#include <netinet/in.h>  

// has functions for read and write operations  
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#include <fcntl.h>  

// basic C hea der  

#include <stdio.h>  

// header to help with strings  

#include <string.h>  

// has macros such as EXIT_FAILURE  

#include<stdlib.h>  

// port through which connection is to be made  

#define CONNECTION_PORT 3500 

 

int main()  

{  

// server socket  

    int socket_descriptor;  

// socket created by the bind function  

    int client_socket;  

// buffer to store message  

    char storage_buffer[80];  

    int length_of_address;  

// option value for respective option_name  

    int option_value=1;  

// server and client address structures  

    struct sockaddr_in server_address;  

    struct sockaddr_in connection_address;  

    char* message = "This is a message from the server";  

// creating the socket with IPv4 domain and TCP proto col  

    socket_descriptor = socket(AF_INET, SOCK_STREAM, 0);  

// Check if the socket is created successfully  

    if(socket_descriptor<0)  

   {  

        perror("Socket creation failed");  

// EXIT_FAILURE is a macro used to indicate unsuccessful execution of the  

program  

        exit(EXIT_FAILURE);  

   }      

// set options for the socket  
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    int status=setsockopt(socket_descriptor, SOL_SOCKET,SO_REUSEADDR , 

&option_value,sizeof(option_value));  

// check if options are set successfully  

    if(status<0){  

        perror("Couldn't set options");  

        exit(EXIT_FAILURE);  

    }  

//  initializing structure elements for address  

    server_address.sin_family = AF_INET;  

// convert port to network byte order using htons  

    server_address.sin_po rt = htons(CONNECTION_PORT);  

// any address available  

    server_address.sin_addr.s_addr = INADDR_ANY;  

// Assigning null character to the last index of the character array  

    server_address.sin_zero[8]=' \ 0';  

// bind the socket with the values address and port from the sockaddr_in 

structure  

    status=bind(socket_descriptor, (struct sockaddr*)&server_address, 

sizeof(struct sockaddr));  

// check if the binding was successful  

    if(status<0){  

        perror("Couldn't bind socket");  

        exit(EXIT_FAILURE);  

    }  

// listen on specified port with a maximum of 4 requests  

    status=listen(socket_descriptor,4);  

// check if the socket is listening successfully  

    if(status<0){  

        perror("Couldn't listen for connections");  

        exit(EXIT_FAILURE);  

    }  

    length_of_address = sizeof(connection_address);  

// accept connection signals from the client  

    client_socket = accept(socket_descriptor, (struct 

sockaddr*)&connection_address, &length_of_address);  

// check if the server is accepting the signals from the client  

    if(client_socket<0){  
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        perror("Couldn't establish connection with client");  

        exit(EXIT_FAILURE);  

    }  

// Receive data sent by the client  

    read(client_socket, storage_buffer, 80);  

// set the last index of the character array as a null character  

    storage_buffer[bytes_read] = ' \ 0';  

    printf("Message from client: %s \ n",storage_buffer);  

// Send data to the client  

    send(client_socket, message, strlen(message), 0);  

// Close all the sockets created  

    close(socket_descriptor);  

    close(client_socket);  

    return 0;  

}  

 

ʋ ʥʘʚʝʜʝʥʦʤʫ ʚʠʱʝ ʧʨʠʢʣʘʜʽ ʩʪʚʦʨʶʻʪʴʩʷ ʩʦʢʝʪ, ʷʢʠʡ ʛʦʪʦʚʠʡ 

ʧʨʦʩʣʫʭʦʚʫʚʘʪʠ ʩʠʛʥʘʣʠ ʧʽʜʢʣʶʯʝʥʥʷ ʚʽʜ ʢʣʽʻʥʪʘ. 

 

     ʉʦʢʝʪ ʚʠʢʦʨʠʩʪʦʚʫʻ ʩʽʤʝʡʩʪʚʦ ʘʜʨʝʩ Ipv4 ʽ ʤʘʻ ʪʠʧ SOCK_STREAM, ʱʦ 

ʚʢʘʟʫʻ ʥʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʨʦʪʦʢʦʣʫ ʢʝʨʫʚʘʥʥʷ ʧʝʨʝʜʘʯʝʶ. 

     ʇʘʨʘʤʝʪʨ SO_REUSEADDR ʚʢʘʟʘʥʦ ʚ ʘʨʛʫʤʝʥʪʘʭ. ʎʝʡ ʧʘʨʘʤʝʪʨ ʻ 

ʣʦʛʽʯʥʠʤ ʧʘʨʘʤʝʪʨʦʤ, ʘ ʧʘʨʘʤʝʪʨ_value 1 ʦʟʥʘʯʘʻ, ʱʦ ʮʝʡ ʧʘʨʘʤʝʪʨ ʫʚʽʤʢʥʝʥʦ. 

     ʉʪʨʫʢʪʫʨʘ sockaddr_in  ʤʘʻ ʯʦʪʠʨʠ ʝʣʝʤʝʥʪʠ ʜʘʥʠʭ, ʷʢʽ 

ʧʨʝʜʩʪʘʚʣʷʶʪʴ ʩʽʤʝʡʩʪʚʦ ʘʜʨʝʩ, ʧʦʨʪ, ʽʥʪʝʨʥʝʪ-ʘʜʨʝʩʫ ʪʘ ʜʦʜʘʪʢʦʚʠʡ ʧʨʦʩʪʽʨ, 

ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʽʜʧʦʚʽʜʥʦʩʪʽ ʨʦʟʤʽʨʫ ʩʪʨʫʢʪʫʨʠ sockaddr ʧʽʜ ʯʘʩ 

ʚʠʢʦʥʘʥʥʷ ʦʧʝʨʘʮʽʡ ʧʨʠʚʝʜʝʥʥʷ. ʉʪʨʫʢʪʫʨʘ sockaddr_in  ʥʘʚʝʜʝʥʘ ʥʠʞʯʝ, 

 

struct sockaddr_in {  

ÓÈÏÒÔ ÓÉÎʍÆÁÍÉÌÙƘ ƳƳ ɢɠɖɚɟɒ ɒɖɢɗɣ ɒɓɠ ɖɠɞɗɟ 

unsigned short sin_port; // ɡɠɢɤ 

struct in_addr sin_addr; // ȯɤɢɥɜɤɥɢɒ ɖɝɱ ɒɖɢɗɣɚ 

ÃÈÁÒ ÓÉÎʍÚÅÒÏǁʭǂƘ ƳƳ əɒɡɠɔɟɗɟɟɱ ɖɝɱ ɠɡɗɢɒɨɹɛ ɡɢɚɔɗɖɗɟɟɱ 
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};  

 

ʉʪʨʫʢʪʫʨʘ in_addr , ʧʨʠʩʫʪʥʷ ʚʩʝʨʝʜʠʥʽ ʩʪʨʫʢʪʫʨʠ sockaddr_in , ʪʘʢʘ: 

 

struct in_addr {  

     unsigned long s_addr; //  əɟɒɩɗɟɟɱ ɹɟɤɗɢɟɗɤ-ɒɖɢɗɣɚ 

};  

 

ɼʦʩʪʫʧ ʜʦ ʝʣʝʤʝʥʪʘ ʜʘʥʠʭ ʚʩʝʨʝʜʠʥʽ ʩʪʨʫʢʪʫʨʠ ʤʦʞʥʘ ʦʪʨʠʤʘʪʠ ʟʘ 

ʜʦʧʦʤʦʛʦʶ .  ʽ ʟʥʘʯʝʥʥʷ ʧʨʠʩʚʦʶʶʪʴʩʷ ʝʣʝʤʝʥʪʘʤ. 

     ʅʦʤʝʨ ʧʦʨʪʫ ʧʝʨʝʜʘʻʪʴʩʷ ʜʦ ʬʫʥʢʮʽʾ htons() , ʷʢʘ ʧʝʨʝʪʚʦʨʶʻ ʥʦʤʝʨ 

ʧʦʨʪʫ, ʱʦ ʟʙʝʨʽʛʘʻʪʴʩʷ ʚ ʧʘʤôʷʪʽ, ʥʘ ʤʝʨʝʞʥʠʡ ʧʦʨʷʜʦʢ ʙʘʡʪʽʚ. 

- INADDR_ANY ʦʟʥʘʯʘʻ, ʱʦ ʜʣʷ ʟʚôʷʟʫʚʘʥʥʷ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʙʫʜʴ-ʷʢʫ ʘʜʨʝʩʫ. ɿʘʟʚʠʯʘʡ ʮʝ ʚʢʘʟʫʻ ʘʜʨʝʩʫ 0.0.0.0. ʆʢʨʽʤ 

INADDR_ANY, ʜʝʷʢʽ ʢʦʨʠʩʥʽ ʘʜʨʝʩʠ: 

- INADDR_LOOPBACK, ʷʢʠʡ ʧʦʩʠʣʘʻʪʴʩʷ ʥʘ ʣʦʢʘʣʴʥʠʡ ʭʦʩʪ ʚʫʟʣʘ. 

ɸʜʨʝʩʘ 127.0.0.1. 

- INADDR_BROADCAST ʧʦʜʽʙʥʠʡ ʜʦ INADDR_ANY, ʘʣʝ ʤʘʻ ʘʜʨʝʩʫ 

255.255.255.255. ɺʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʰʠʨʦʢʦʤʦʚʥʦʛʦ ʟʚ'ʷʟʢʫ. 

     ʉʪʨʫʢʪʫʨʘ struct sockaddr_in  ʧʨʠʚʦʜʠʪʴʩʷ ʜʦ ʪʠʧʫ struct 

sockaddr , ʱʦʙ ʚʽʜʧʦʚʽʜʘʪʠ ʩʠʥʪʘʢʩʠʩʫ ʬʫʥʢʮʽʾ. ʌʫʥʢʮʽʷ sizeof()  

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʨʦʟʤʽʨʫ struct sockaddr . 

 

     ʌʫʥʢʮʽʷ listen()  ʧʝʨʝʚʦʜʠʪʴ ʩʦʢʝʪ ʫ ʩʪʘʥ ʧʨʦʩʣʫʭʦʚʫʚʘʥʥʷ, ʘ 

back_log  ʽʟ ʟʥʘʯʝʥʥʷʤ 4 ʚʢʘʟʫʻ ʥʘ ʪʝ, ʱʦ ʜʦ ʩʝʨʚʝʨʘ ʦʜʥʦʯʘʩʥʦ ʤʦʞʥʘ 

ʥʘʜʩʠʣʘʪʠ ʤʘʢʩʠʤʫʤ 4 ʟʘʧʠʪʠ ʥʘ ʧʽʜʢʣʶʯʝʥʥʷ. 

 

     ʌʫʥʢʮʽʷ accept()  ʚʩʪʘʥʦʚʣʶʻ ʟôʻʜʥʘʥʥʷ ʤʽʞ ʩʝʨʚʝʨʦʤ ʽ ʢʣʽʻʥʪʦʤ ʽ 

ʧʦʚʝʨʪʘʻ ʥʦʚʠʡ ʬʘʡʣʦʚʠʡ ʜʝʩʢʨʠʧʪʦʨ. 
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     ʌʫʥʢʮʽʾ read()  ʽ write()  ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʥʘʜʩʠʣʘʥʥʷ ʪʘ 

ʦʪʨʠʤʘʥʥʷ ʤʽʞ ʢʣʽʻʥʪʦʤ ʽ ʩʝʨʚʝʨʦʤ. ʉʠʥʪʘʢʩʠʩ ʬʫʥʢʮʽʾ read()  ʪʘʢʠʡ: 

 

ssize_t read(int file_descriptor, void *buffer, size_t size);  

 

ɼʘʥʽ ʟʘʜʘʥʦʛʦ ʨʦʟʤʽʨʫ ʟʯʠʪʫʶʪʴʩʷ ʪʘ ʟʙʝʨʽʛʘʶʪʴʩʷ ʚ ʙʫʬʝʨʽ. ʉʠʥʪʘʢʩʠʩ 

ʬʫʥʢʮʽʾ write ()  ʪʘʢʠʡ: 

 

ssize_t write(int file_descriptor, const void *buffer, size_t size);  

 

ɼʘʥʽ ʟʘʜʘʥʦʛʦ ʨʦʟʤʽʨʫ ʟʘʧʠʩʫʶʪʴʩʷ ʟ ʙʫʬʝʨʘ. ʇʽʩʣʷ ʫʩʧʽʰʥʦʛʦ ʯʠʪʘʥʥʷ ʯʠ 

ʟʘʧʠʩʫ ʬʫʥʢʮʽʾ readƽƾ ɹ write ()  ʧʦʚʝʨʪʘʶʪʴ ʢʽʣʴʢʽʩʪʴ ʙʘʡʪʽʚ ʜʘʥʠʭ, ʷʢʽ 

ʙʫʣʦ ʧʨʦʯʠʪʘʥʦ ʯʠ ʟʘʧʠʩʘʥʦ, ʘʙʦ ʧʦʚʝʨʪʘʶʪʴ ʟʥʘʯʝʥʥʷ -1 ʫ ʨʘʟʽ ʧʦʤʠʣʢʠ. 

ʌʫʥʢʮʽʷ close ()  ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʟʘʚʝʨʰʝʥʥʷ ʟôʻʜʥʘʥʥʷ ʯʝʨʝʟ ʩʦʢʝʪ. 

ʄʝʨʝʞʥʠʡ ʧʦʨʷʜʦʢ ʙʘʡʪʽʚ ð ʮʝ ʧʦʨʷʜʦʢ, ʫ ʷʢʦʤʫ ʩʪʘʨʰʽ ʙʽʪʠ ʟʙʝʨʽʛʘʶʪʴʩʷ 

ʧʝʨʰʠʤʠ. 

 

client . c 

 

ʅʘ ʩʪʦʨʦʥʽ ʢʣʽʻʥʪʘ ʩʦʢʝʪ ʩʪʚʦʨʶʻʪʴʩʷ ʬʫʥʢʮʽʻʶ socket ()  ʽ ʧʨʠʚôʷʟʫʻʪʴʩʷ 

ʜʦ ʧʦʨʪʫ ʪʘ ʘʜʨʝʩʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ bind () . ʂʣʽʻʥʪ ʤʦʞʝ ʥʘʜʽʩʣʘʪʠ ʟʘʧʠʪ 

ʥʘ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʩʝʨʚʝʨʥʦʛʦ ʚʫʟʣʘ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ connect ().  ʂʦʜ 

ʥʘ ʩʪʦʨʦʥʽ ʢʣʽʻʥʪʘ ʥʘʜʩʠʣʘʻ ʟʘʧʠʪ ʥʘ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʚʫʟʣʘ ʩʝʨʚʝʨʘ. ʂʦʜ, ʷʢʠʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʨʝʘʣʽʟʘʮʽʾ ʢʣʽʻʥʪʩʴʢʦʛʦ ʚʫʟʣʘ, ʪʘʢʠʡ: 

 

// provides  required  data  types  

#include<sys/types.h>  

// has address families and socket functions  

#include<sys/socket.h>  

// has the sockaddr_in structure  

#include<netinet/in.h>  
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// header for reading and write functions  

#include<fcntl.h>  

#include <stdio.h>  

// header to help with strings  

#include <string.h>  

// has macros such as EXIT_FAILURE  

#include<stdlib.h>  

// port through which connection is to be made  

#define CONNECTION_PORT 3500 

 

int main()  

{  

// structure to represent the address  

    struct sockaddr_in server_address;  

// Message to be sent to the server  

    char* message="This is a message from the client";  

// storage buffer to receive messages  

    char recieve_buffer[100];  

// create an Ipv4 and TCP socket  

    int socket_descriptor  = socket(AF_INET,SOCK_STREAM,0);  

// Check whether the socket is created successfully  

    if(socket_descriptor<0)  

   {  

        perror("Socket creation failed");  

        exit(EXIT_FAILURE);  

   }   

    int status=0;  

// initialize address structure for bindin g 

    server_address.sin_family = AF_INET;  

    server_address.sin_port = htons(CONNECTION_PORT);  

// set address to any address available  

   server_address.sin_addr.s_addr =INADDR_ANY;  

    server_address.sin_zero[8]=' \ 0';  

// connect to the server  

    status=connect(socket_descriptor,(struct sockaddr*)&server_address, 

sizeof(server_address));  

    if(status<0)  
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   {  

        perror("Couldn't connect with the server");  

        exit(EXIT_FAILURE);  

   }     

// send message to the server  

    write(socket_descriptor, message, strlen(message));  

//receive a message from the server  

    read(socket_descriptor, recieve_buffer, 100);  

    printf("Message from server: %s \ n", recieve_buffer);  

// terminate the socket connection  

    close(socket_descr iptor);  

    return 0;  

}  

 

ʉʪʚʦʨʝʥʥʷ ʩʦʢʝʪʘ ʧʦʜʽʙʥʝ ʜʦ ʩʝʨʚʝʨʥʦʛʦ, ʽ ʩʝʨʚʝʨ ʽ ʢʣʽʻʥʪʩʴʢʠʡ ʚʫʟʦʣ 

ʟôʻʜʥʫʶʪʴʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ connect () . ʇʦʪʽʤ ʧʦʚʽʜʦʤʣʝʥʥʷ 

ʥʘʜʩʠʣʘʻʪʴʩʷ ʢʣʽʻʥʪʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ write () , ʘ ʧʦʚʽʜʦʤʣʝʥʥʷ ʤʦʞʥʘ 

ʦʪʨʠʤʫʚʘʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ read () . 

ʂʦʤʧʽʣʷʮʽʷ. ʋ ʩʠʩʪʝʤʘʭ Linux ʤʠ ʤʦʞʝʤʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ vim  ʷʢ 

ʨʝʜʘʢʪʦʨ ʢʦʜʫ. ʅʘʩʪʫʧʥʘ ʢʦʤʘʥʜʘ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʪʘ 

ʚʽʜʢʨʠʪʪʷ ʬʘʡʣʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʨʝʜʘʢʪʦʨʘ vim , 

 

vi  client . c 

 

ʇʽʩʣʷ ʚʽʜʢʨʠʪʪʷ ʨʝʜʘʢʪʦʨʘ ʥʘʪʠʩʥʽʪʴ i , ʱʦʙ ʫʚʽʤʢʥʫʪʠ ʨʝʞʠʤ ʚʩʪʘʚʢʠ, ʘ 

ʧʦʪʽʤ ʥʘʪʠʩʥʽʪʴ Ctrl+Shift+V, ʱʦʙ ʚʩʪʘʚʠʪʠ ʢʦʜ, ʩʢʦʧʽʡʦʚʘʥʠʡ ʽʟ client . c, ʫ 

ʥʘʚʝʜʝʥʽ ʚʠʱʝ ʨʦʟʜʽʣʠ. ʇʽʩʣʷ ʚʩʪʘʚʣʝʥʥʷ ʢʦʜʫ ʥʘʪʠʩʥʽʪʴ Esc, ʘ ʧʦʪʽʤ ʚʚʝʜʽʪʴ 

:wq, ʱʦʙ ʟʙʝʨʝʛʪʠ ʟʤʽʥʠ ʪʘ ʚʠʡʪʠ ʟ ʨʝʜʘʢʪʦʨʘ vim. ɺʠʢʦʥʘʡʪʝ ʘʥʘʣʦʛʽʯʥʫ 

ʧʨʦʮʝʜʫʨʫ ʜʣʷ server . c. ʋ Windows ʤʠ ʤʦʞʝʤʦ ʧʨʦʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʙʣʦʢʥʦʪ ʘʙʦ ʙʫʜʴ-ʷʢʠʡ ʽʥʰʠʡ ʨʝʜʘʢʪʦʨ, ʱʦʙ ʚʠʢʦʥʘʪʠ ʪʝ ʩʘʤʝ. 
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ʂʦʜ ʩʝʨʚʝʨʘ ʤʘʻ ʙʫʪʠ ʩʢʦʤʧʽʣʴʦʚʘʥʠʡ ʽ ʟʘʧʫʱʝʥʠʡ ʧʝʨʝʜ ʢʦʜʦʤ ʥʘ ʩʪʦʨʦʥʽ 

ʢʣʽʻʥʪʘ, ʱʦʙ ʚʩʪʘʥʦʚʠʪʠ ʟôʻʜʥʘʥʥʷ. 

ʅʘʩʪʫʧʥʘ ʢʦʤʘʥʜʘ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʢʦʤʧʽʣʷʮʽʾ ʢʦʜʫ ʩʝʨʚʝʨʘ ʪʘ 

ʟʙʝʨʝʞʝʥʥʷ ʩʢʦʤʧʽʣʴʦʚʘʥʦʛʦ ʬʘʡʣʫ ʷʢ server _node, 

 

gcc server.c - o server_node  

 

ʅʘʩʪʫʧʥʘ ʢʦʤʘʥʜʘ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʢʦʤʧʽʣʷʮʽʾ ʢʦʜʫ ʢʣʽʻʥʪʘ ʪʘ 

ʟʙʝʨʝʞʝʥʥʷ ʩʢʦʤʧʽʣʴʦʚʘʥʦʛʦ ʬʘʡʣʫ ʷʢ client _node, 

 

gcc client.c - o client_node  

 

ʇʦʪʽʤ ʬʘʡʣʠ server_node  ʽ client_node  ʤʦʞʥʘ ʟʘʧʫʩʢʘʪʠ ʥʘ ʨʽʟʥʠʭ 

ʪʝʨʤʽʥʘʣʘʭ, ʱʦʙ ʧʦʙʘʯʠʪʠ ʨʝʟʫʣʴʪʘʪ. ʅʘʩʪʫʧʥʽ ʢʦʤʘʥʜʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ 

ʟʘʧʫʩʢʫ ʩʢʦʤʧʽʣʴʦʚʘʥʠʭ ʬʘʡʣʽʚ, 

 

./server_node  

 

ɺ ʦʢʨʝʤʦʤʫ ʪʝʨʤʽʥʘʣʽ ʟʘʧʫʩʪʽʪʴ client _node, 

 

./ client _node 

 

ɺʠʭʽʜ ʥʘ ʩʪʦʨʦʥʽ ʢʣʽʻʥʪʘ ʪʘʢʠʡ: 

 

Message from server: This is a message from the server  

ȭɠɔɹɖɠɞɝɗɟɟɱ ɔɹɖ ɣɗɢɔɗɢɒƙ ɨɗ ɡɠɔɹɖɠɞɝɗɟɟɱ ɔɹɖ ɣɗɢɔɗɢɒ 

 

ɺʠʭʽʜ ʥʘ ʩʪʦʨʦʥʽ ʩʝʨʚʝʨʘ: 

 

Message from client: This is a message from the client  
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ȭɠɔɹɖɠɞɝɗɟɟɱ ɔɹɖ ɜɝɹɵɟɤɒ: ɨɗ ɡɠɔɹɖɠɞɝɗɟɟɱ ɔɹɖ ɜɝɹɵɟɤɒ 

 

ɺʠʩʥʦʚʦʢ.      ʇʨʦʛʨʘʤʫʚʘʥʥʷ ʩʦʢʝʪʽʚ ʫ C ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʩʪʚʦʨʝʥʥʷ 

ʟôʻʜʥʘʥʥʷ ʤʽʞ ʜʚʦʤʘ ʚʫʟʣʘʤʠ ʜʣʷ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʯʝʨʝʟ ɯʥʪʝʨʥʝʪ. 

     ʉʝʨʚʝʨʥʠʡ ʚʫʟʦʣ ʧʨʦʩʣʫʭʦʚʫʻ ʩʠʛʥʘʣ ʟôʻʜʥʘʥʥʷ ʪʘ ʚʩʪʘʥʦʚʣʶʻ ʟôʻʜʥʘʥʥʷ 

ʤʽʞ ʩʝʨʚʝʨʦʤ ʽ ʢʣʽʻʥʪʩʴʢʠʤ ʚʫʟʣʦʤ. 

     ʂʣʽʻʥʪ ʤʘʻ ʤʦʞʣʠʚʽʩʪʴ ʚʽʜʧʨʘʚʢʠ ʟʘʧʠʪʽʚ ʥʘ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʩʝʨʚʝʨʘ. 

     ɼʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʟôʻʜʥʘʥʥʷ ʤʽʞ ʢʣʽʻʥʪʩʴʢʠʤ ʽ ʩʝʨʚʝʨʥʠʤ ʚʫʟʣʦʤ ʜʦʩʪʫʧʥʽ 

ʨʽʟʥʽ ʨʝʞʠʤʠ ʪʘ ʧʘʨʘʤʝʪʨʠ. 

     ʉʦʢʝʪ, ʧʦʚôʷʟʘʥʠʡ ʟ ʧʦʨʪʦʤ ʽ ʘʜʨʝʩʦʶ, ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʥʘʜʩʠʣʘʥʥʷ ʪʘ 

ʦʪʨʠʤʘʥʥʷ ʜʘʥʠʭ ʤʽʞ ʢʣʽʻʥʪʩʴʢʠʤ ʽ ʩʝʨʚʝʨʥʠʤ ʚʫʟʣʘʤʠ. 

     ʌʫʥʢʮʽʾ write ()  ̔  read ()  ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʥʘʜʩʠʣʘʥʥʷ ʪʘ ʦʪʨʠʤʘʥʥʷ 

ʜʘʥʠʭ ʯʝʨʝʟ ʩʦʢʝʪʠ. 

 

11.3. 14. Ƚɚɖɑɞɔ Windows 

 

ʆʩʦʙʣʠʚʦʩʪʽ Winsock API. Winsock API ʨʦʟʨʦʙʣʷʚʩʷ ʷʢ ʨʦʟʰʠʨʝʥʥʷ 

Berkley  Sockets  API ʜʣʷ ʩʝʨʝʜʦʚʠʱʘ Windows, ʪʦʤʫ ʧʽʜʪʨʠʤʫʻʪʴʩʷ ʚʩʽʤʘ 

ʩʠʩʪʝʤʘʤʠ Windows. ɼʦ ʧʝʨʝʚʘʛ Winsock ʤʦʞʥʘ ʚʽʜʥʝʩʪʠ ʥʘʩʪʫʧʥʝ: 

- ʇʝʨʝʥʝʩʝʥʥʷ ʚʞʝ ʥʘʷʚʥʦʛʦ ʢʦʜʫ, ʥʘʧʠʩʘʥʦʛʦ ʜʣʷ Berkeley Sockets API, 

ʟʜʽʡʩʥʶʻʪʴʩʷ ʙʝʟʧʦʩʝʨʝʜʥʴʦ. 

- ʉʠʩʪʝʤʠ Windows ʣʝʛʢʦ ʚʙʫʜʦʚʫʶʪʴʩʷ ʚ ʤʝʨʝʞʽ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʷʢ 

ʚʝʨʩʽʶ IPv4 ʧʨʦʪʦʢʦʣʫ TCP/IP, ʪʘʢ ʽ ʚʝʨʩʽʶ IPv6, ʱʦ ʧʦʩʪʫʧʦʚʦ 

ʨʦʟʧʦʚʩʶʜʞʫʻʪʴʩʷ. ʂʨʽʤ ʨʝʰʪʠ, ʚʝʨʩʽʷ IPv6 ʜʦʧʫʩʢʘʻ ʚʠʢʦʨʠʩʪʘʥʥʷ ʙʽʣʴʰ 

ʜʦʚʛʠʭ IP-ʘʜʨʝʩ, ʜʦʣʘʶʯʠ ʽʩʥʫʶʯʠʡ 4-ʙʘʡʪʦʚʠʡ ʘʜʨʝʩʥʠʡ ʙʘʨ'ʻʨ ʚʝʨʩʽʾ IPv4. 

- ʉʦʢʝʪʠ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʩʷ ʩʧʽʣʴʥʦ ʟ ʚʚʝʜʝʥʥʷʤ/ʚʠʚʦʜʦʤ 

Windows, ʱʦ ʧʝʨʝʢʨʠʚʘʻʪʴʩʷ, ʱʦ, ʢʨʽʤ ʽʥʰʦʛʦ, ʟʘʙʝʟʧʝʯʫʻ ʤʦʞʣʠʚʽʩʪʴ 

ʤʘʩʰʪʘʙʫʚʘʥʥʷ ʩʝʨʚʝʨʽʚ ʧʨʠ ʟʙʽʣʴʰʝʥʥʽ ʢʽʣʴʢʦʩʪʽ ʘʢʪʠʚʥʠʭ ʢʣʽʻʥʪʽʚ. 
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- ʉʦʢʝʪʠ ʤʦʞʥʘ ʨʦʟʛʣʷʜʘʪʠ ʷʢ ʜʝʩʢʨʠʧʪʦʨʠ (ʪʠʧʫ HANDLE) ʬʘʡʣʽʚ ʧʨʠ 

ʚʠʢʦʨʠʩʪʘʥʥʽ ʬʫʥʢʮʽʡ ReadFile  ʽ WriteFile  ʽ, ʟ ʜʝʷʢʠʤʠ ʦʙʤʝʞʝʥʥʷʤʠ, ʧʨʠ 

ʚʠʢʦʨʠʩʪʘʥʥʽ ʽʥʰʠʭ ʬʫʥʢʮʽʡ, ʪʘʢ ʩʘʤʦ, ʷʢ ʜʝʩʢʨʠʧʪʦʨʠ ʬʘʡʣʽʚ ʩʦʢʝʪʠ 

ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʚ UNIX. ʎʷ ʤʦʞʣʠʚʽʩʪʴ ʚʠʷʚʣʷʻʪʴʩʷ ʟʨʫʯʥʦʶ ʚ ʪʠʭ ʚʠʧʘʜʢʘʭ, 

ʢʦʣʠ ʧʦʪʨʽʙʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʘʩʠʥʭʨʦʥʥʦʛʦ ʚʚʦʜʫ/ʚʠʚʦʜʫ ʪʘ ʧʦʨʪʽʚ ʟʘʚʝʨʰʝʥʥʷ 

ʚʚʝʜʝʥʥʷ/ʚʠʚʦʜʫ. 

- ɯʩʥʫʶʪʴ ʪʘʢʦʞ ʜʦʜʘʪʢʦʚʽ ʨʦʟʰʠʨʝʥʥʷ. 

WinSock - ʮʝ ʤʝʨʝʞʥʠʡ ʽʥʪʝʨʬʝʡʩ ʧʨʠʢʣʘʜʥʦʛʦ ʧʨʦʛʨʘʤʫʚʘʥʥʷ, 

ʨʝʘʣʽʟʦʚʘʥʠʡ ʥʘ ʚʩʽʭ ʧʣʘʪʬʦʨʤʘʭ Win32, ʦʩʥʦʚʥʠʡ ʽʥʪʝʨʬʝʡʩ ʜʦʩʪʫʧʫ ʜʦ 

ʨʽʟʥʠʭ ʙʘʟʦʚʠʭ ʤʝʨʝʞʥʠʭ ʧʨʦʪʦʢʦʣʽʚ. ɯʥʪʝʨʬʝʡʩ ʫʩʧʘʜʢʫʚʘʚ ʙʘʛʘʪʦ ʚʽʜ 

ʨʝʘʣʽʟʘʮʽʾ Berkeley (BSD) Sockets ʥʘ ʧʣʘʪʬʦʨʤʘʭ UNIX. ʋ ʩʝʨʝʜʦʚʠʱʽ Win32 

ʚʽʥ ʩʪʘʚ ʘʙʩʦʣʶʪʥʦ ʥʝʟʘʣʝʞʥʠʤ ʚʽʜ ʧʨʦʪʦʢʦʣʫ, ʦʩʦʙʣʠʚʦ ʟ ʚʠʧʫʩʢʦʤ WinSock 

2. 

ʊʝʨʤʽʥ ʩʦʢʝʪʠ (sockets ) ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʧʦʟʥʘʯʝʥʥʷ ʦʧʠʩʫʚʘʯʽʚ 

ʧʦʩʪʘʯʘʣʴʥʠʢʽʚ ʪʨʘʥʩʧʦʨʪʫ. ʋ Win32 ʩʦʢʝʪ ʚʽʜʨʽʟʥʷʻʪʴʩʷ ʚʽʜ ʦʧʠʩʫʚʘʯʘ ʬʘʡʣʫ, 

ʪʦʤʫ ʧʨʝʜʩʪʘʚʣʝʥʠʡ ʦʢʨʝʤʠʤ ʪʠʧʦʤ ð SOCKET. ɿ ʧʦʟʠʮʽʡ ʝʪʘʣʦʥʥʦʾ ʤʦʜʝʣʽ 

OSI ̔ ʥʪʝʨʬʝʡʩ Winsock ʨʦʟʪʘʰʦʚʘʥʠʡ ʤʽʞ ʩʝʘʥʩʦʚʠʤ ʽ ʪʨʘʥʩʧʦʨʪʥʠʤ ʨʽʚʥʷʤʠ. 

ʇʽʜ ʢʝʨʫʚʘʥʥʷʤ Windows ʧʨʠʢʣʘʜʥʦʾ, ʧʨʝʜʩʪʘʚʥʠʮʴʢʠʡ ʪʘ ʩʝʘʥʩʦʚʠʡ ʨʽʚʥʽ, ʚ 

ʦʩʥʦʚʥʦʤʫ ʚʽʜʥʦʩʷʪʴʩʷ ʜʦ ʚʘʰʦʛʦ ʟʘʩʪʦʩʫʥʢʫ. ɯʩʥʫʶʪʴ ʟʥʘʯʥʽ ʚʽʜʤʽʥʥʦʩʪʽ 

ʨʝʘʣʽʟʘʮʽʡ ʩʦʢʝʪʽʚ ʫ UNIX ʪʘ Windows, ʱʦ ʩʪʚʦʨʶʻ ʦʯʝʚʠʜʥʽ ʧʨʦʙʣʝʤʠ. 

ɹʽʙʣʽʦʪʝʢʘ WinSock ʧʽʜʪʨʠʤʫʻ ʜʚʘ ʚʠʜʠ ʩʦʢʝʪʽʚ - ʩʠʥʭʨʦʥʥʽ (ʙʣʦʢʦʚʘʥʽ) ʪʘ 

ʘʩʠʥʭʨʦʥʥʽ (ʥʝʙʣʦʢʦʚʘʥʽ). ʉʠʥʭʨʦʥʥʽ ʩʦʢʝʪʠ ʟʘʪʨʠʤʫʶʪʴ ʢʝʨʫʚʘʥʥʷ ʥʘ ʯʘʩ 

ʚʠʢʦʥʘʥʥʷ ʦʧʝʨʘʮʽʾ, ʘ ʘʩʠʥʭʨʦʥʥʽ ʧʦʚʝʨʪʘʶʪʴ ʡʦʛʦ ʥʝʛʘʡʥʦ, ʧʨʦʜʦʚʞʫʶʯʠ 

ʚʠʢʦʥʘʥʥʷ ʫ ʬʦʥʦʚʦʤʫ ʨʝʞʠʤʽ, ʽ, ʟʘʢʽʥʯʠʚʰʠ ʨʦʙʦʪʫ, ʧʦʚʽʜʦʤʣʷʶʪʴ ʧʨʦ ʮʝ 

ʢʦʜ, ʱʦ ʚʠʢʣʠʢʘʻ. 

 

ɸʨʭʽʪʝʢʪʫʨʘ Windows Sockets  2 ʚʽʜʧʦʚʽʜʘʻ ʘʨʭʽʪʝʢʪʫʨʽ Windows Open 

System Architecture  (WOSA), ʷʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩ. 11.17. 
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ʈʠʩ. 11.17. ɸʨʭʽʪʝʢʪʫʨʘ Windows Sockets 2  

 

Winsock ʚʠʟʥʘʯʘʻ ʩʪʘʥʜʘʨʪʥʠʡ ʽʥʪʝʨʬʝʡʩ ʧʦʩʪʘʯʘʣʴʥʠʢʘ ʧʦʩʣʫʛ (SPI) ʤʽʞ 

ʽʥʪʝʨʬʝʡʩʦʤ ʧʨʠʢʣʘʜʥʦʛʦ ʧʨʦʛʨʘʤʫʚʘʥʥʷ (API) ʟ ʡʦʛʦ ʬʫʥʢʮʽʷʤʠ, ʷʢʽ 

ʝʢʩʧʦʨʪʫʶʪʴʩʷ ʟ WS2_32.dll  ̔  ʩʪʝʢʘʤʠ ʧʨʦʪʦʢʦʣʽʚ. ʆʪʞʝ, ʧʽʜʪʨʠʤʢʘ Winsock 

ʥʝ ʦʙʤʝʞʫʻʪʴʩʷ ʩʪʝʢʘʤʠ ʧʨʦʪʦʢʦʣʽʚ TCP/IP, ʷʢ ʫ windows Sockets  1.1. 

ʇʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ ʘʨʭʽʪʝʢʪʫʨʠ Windows Sockets 2 ʧʦʩʪʘʯʘʣʴʥʠʢʠ ʩʪʝʢʽʚ ʥʝ 

ʧʦʚʠʥʥʽ ʘʙʦ ʥʝ ʭʦʯʫʪʴ ʥʘʜʘʚʘʪʠ ʚʣʘʩʥʫ ʨʝʘʣʽʟʘʮʽʶ WS2_32.dll , ʦʩʢʽʣʴʢʠ ʦʜʥʘ 

WS2_32.dll  ʤʘʻ ʧʨʘʮʶʚʘʪʠ ʫ ʚʩʽʭ ʩʪʝʢʘʭ. ʆʙʦʣʦʥʢʠ WS2_32.dll  ʪʘ 

ʩʫʤʽʩʥʦʩʪʽ ʧʦʚʠʥʥʽ ʨʦʟʛʣʷʜʘʪʠʩʷ ʪʘʢ ʩʘʤʦ, ʷʢ ʽ ʢʦʤʧʦʥʝʥʪ ʦʧʝʨʘʮʽʡʥʦʾ 

ʩʠʩʪʝʤʠ. 

 

ʉʪʚʦʨʝʥʥʷ ʙʘʟʦʚʦʾ ʧʨʦʛʨʘʤʠ Winsock. ʇʦʨʷʜʦʢ ʩʪʚʦʨʝʥʥʷ ʥʘʩʪʫʧʥʠʡ. 

1) ʉʪʚʦʨʠʪʠ ʧʦʨʦʞʥʽʡ ʧʨʦʝʢʪ. 

2) ɼʦʜʘʡʪʝ ʧʦʨʦʞʥʽʡ ʚʠʭʽʜʥʠʡ ʬʘʡʣ C++ ʚ ʧʨʦʝʢʪ. 

3) ʇʝʨʝʢʦʥʘʡʪʝʩʷ, ʱʦ ʩʝʨʝʜʦʚʠʱʝ ʟʙʠʨʘʥʥʷ ʧʦʩʠʣʘʻʪʴʩʷ ʥʘ ʢʘʪʘʣʦʛʠ 

Include, Lib  ʪʘ Src  ʧʘʢʝʪʘ ʟʘʩʦʙʽʚ ʨʦʟʨʦʙʢʠ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ Microsoft Windows  (SDK) ʘʙʦ ʨʘʥʽʰʝ ʚʝʨʩʽʾ ʧʘʢʝʪʘ 

ʟʘʩʦʙʽʚ ʨʦʟʨʦʙʢʠ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʧʣʘʪʬʦʨʤʠ (SDK). 
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4) ʇʝʨʝʢʦʥʘʡʪʝʩʷ, ʱʦ ʩʝʨʝʜʦʚʠʱʝ ʟʙʠʨʘʥʥʷ ʧʦʩʠʣʘʻʪʴʩʷ ʥʘ ʬʘʡʣ 

ʙʽʙʣʽʦʪʝʢʠ Winsock Ws2_32.lib . ʇʨʦʛʨʘʤʠ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ 

Winsock, ʤʘʶʪʴ ʙʫʪʠ ʧʦʚ'ʷʟʘʥʽ ʟ ʬʘʡʣʦʤ ʙʽʙʣʽʦʪʝʢʠ Ws2_32.lib . 

ʂʦʤʝʥʪʘʨ #pragma ʚʢʘʟʫʻ ʢʦʤʧʦʥʫʚʘʣʴʥʠʢʫ, ʱʦ ʧʦʪʨʽʙʥʠʡ ʬʘʡʣ 

Ws2_32.lib . 

5) ʇʦʯʥʽʪʴ ʧʨʦʛʨʘʤʫʚʘʥʥʷ Winsock. ɺʠʢʦʨʠʩʪʦʚʫʡʪʝ API Winsock , 

ʫʚʽʤʢʥʫʚʰʠ ʬʘʡʣʠ ʟʘʛʦʣʦʚʢʽʚ Winsock 2 . ʌʘʡʣ ʟʘʛʦʣʦʚʢʘ Winsock2.h  

ʤʽʩʪʠʪʴ ʙʽʣʴʰʽʩʪʴ ʬʫʥʢʮʽʡ, ʩʪʨʫʢʪʫʨ ʪʘ ʚʠʟʥʘʯʝʥʴ Winsock.  ʌʘʡʣ 

ʟʘʛʦʣʦʚʢʘ Ws2tcpip.h  ʤʽʩʪʠʪʴ ʚʠʟʥʘʯʝʥʥʷ, ʧʨʝʜʩʪʘʚʣʝʥʽ ʚ Protocol -

Specific  ʜʦʜʘʪʢʫ WinSock 2 ʜʣʷ TCP/IP, ʷʢʠʡ ʚʢʣʶʯʘʻ ʥʦʚʽ ʬʫʥʢʮʽʾ 

ʪʘ ʩʪʨʫʢʪʫʨʠ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʜʣʷ ʦʪʨʠʤʘʥʥʷ IP -ʘʜʨʝʩ. 

 

#include <winsock2.h>  

#include <ws2tcpip.h>  

#include <stdio.h>  

 

#pragma comment(lib, "Ws2_32.lib")  

 

int main() {  

  return 0;  

}  

 

ʌʘʡʣ ʟʘʛʦʣʦʚʢʘ Iphlpapi.h   ̒ʦʙʦʚ'ʷʟʢʦʚʠʤ, ̫ ʢʱʦ ʧʨʦʛʨʘʤʘ ʚʠʢʦʨʠʩʪʦʚʫʻ 

ʜʦʧʦʤʽʞʥʽ IP API . ʗʢʱʦ ʧʦʪʨʽʙʥʦ ʬʘʡʣ ʟʘʛʦʣʦʚʢʘ Iphlpapi.h , #include  

ʨʷʜʦʢ ʜʣʷ ʬʘʡʣʫ ʟʘʛʦʣʦʚʢʘ Winsock2.h  ʩʣʽʜ ʧʦʤʽʩʪʠʪʠ ʧʝʨʝʜ ʨʷʜʢʦʤ 

#include  ʜʣʷ ʬʘʡʣʫ ʟʘʛʦʣʦʚʢʘ Iphlpapi.h . 

ʌʘʡʣ ʟʘʛʦʣʦʚʢʘ Winsock2.h  ʚʥʫʪʨʽʰʥʴʦ ʚʢʣʶʯʘʻ ʦʩʥʦʚʥʽ ʝʣʝʤʝʥʪʠ ʬʘʡʣʫ 

ʟʘʛʦʣʦʚʢʘ Windows.h, ʪʦʤʫ ʟʘʟʚʠʯʘʡ ʥʝʤʘʻ ʨʷʜʢʘ #include ʜʣʷ ʬʘʡʣʫ ʟʘʛʦʣʦʚʢʘ 

Windows.h ʫ ʧʨʦʛʨʘʤʘʭ Winsock. ʗʢʱʦ ʜʣʷ ʬʘʡʣʘ ʟʘʛʦʣʦʚʢʘ Windows.h 

ʧʦʪʨʽʙʝʥ ʨʷʜʦʢ #include , ʧʝʨʝʜ ʥʠʤ ʤʘʻ ʙʫʪʠ ʤʘʢʨʦʩ #define  
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WIN32_LEAN_AND_MEAN. ɿʘ ʽʩʪʦʨʠʯʥʠʤʠ ʧʨʠʯʠʥʘʤʠ ʟʘʛʦʣʦʚʦʢ Windows.h ʟʘ 

ʧʨʦʤʦʚʯʘʥʥʷʤ ʚʢʣʶʯʘʻ ʬʘʡʣ ʟʘʛʦʣʦʚʢʘ Winsock.h  ʜʣʷ Windows Sockets  

1.1. ʆʛʦʣʦʰʝʥʥʷ ʫ ʬʘʡʣʽ ʟʘʛʦʣʦʚʢʘ Winsock.h  ʙʫʜʫʪʴ ʢʦʥʬʣʽʢʪʫʚʘʪʠ ʟ 

ʦʛʦʣʦʰʝʥʥʷʤʠ ʫ ʬʘʡʣʽ ʟʘʛʦʣʦʚʢʘ Winsock2.h , ʥʝʦʙʭʽʜʥʠʤ ʜʣʷ Windows 

Sockets 2.0 . ʄʘʢʨʦʩ WIN32_LEAN_AND_MEAN ʟʘʧʦʙʽʛʘʻ ʚʢʣʶʯʝʥʥʶ 

Winsock.h  ʫ ʟʘʛʦʣʦʚʦʢ Windows.h. ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʧʨʠʢʣʘʜ, ʷʢʠʡ 

ʜʝʤʦʥʩʪʨʫʻ ʮʝ. 

 

#ifndef WIN32_LEAN_AND_MEAN 

#define WIN32_LEAN_AND_MEAN 

#endif  

 

#include <windows.h>  

#include < winsock2.h>  

#include <ws2tcpip.h>  

#include <iphlpapi.h>  

#include <stdio.h>  

 

#pragma comment(lib, "Ws2_32.lib")  

 

int main() {  

  return 0;  

}  

 

ʋʩʽ ʧʨʦʮʝʩʠ (ʟʘʩʪʦʩʫʥʢʠ ʘʙʦ ʙʽʙʣʽʦʪʝʢʠ DLL), ʱʦ ʚʠʢʣʠʢʘʶʪʴ ʬʫʥʢʮʽʾ 

Winsock, ʧʦʚʠʥʥʽ ʽʥʽʮʽʘʣʽʟʫʚʘʪʠ ʚʠʢʦʨʠʩʪʘʥʥʷ ʙʽʙʣʽʦʪʝʢʠ DLL Windows 

Sockets  ʧʝʨʝʜ ʚʠʢʦʥʘʥʥʷʤ ʽʥʰʠʭ ʬʫʥʢʮʽʡ Winsock. ʎʝ ʪʘʢʦʞ ʛʘʨʘʥʪʫʻ, ʱʦ 

Winsock ʧʽʜʪʨʠʤʫʻʪʴʩʷ ʫ ʩʠʩʪʝʤʽ. 
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11.4. ȼɚɍɚɞɌ ɓ ɱɘɑəɚɎɌəɔɘɔ ɖɌəɌɗɌɘɔ Ɏ Windows  

  

ʂʘʥʘʣ/ʪʨʫʙʘ Pipe  ð ʮʝ ʯʘʩʪʠʥʘ ʟʘʛʘʣʴʥʦʾ ʧʘʤ'ʷʪʽ, ʷʢʘ ʦʙʨʦʙʣʷʻ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʦʙʤʽʥʫ ʜʘʥʠʤʠ. ʇʨʦʮʝʩ, ʷʢʠʡ ʩʪʚʦʨʶʻ ʢʘʥʘʣ ʻ ʩʝʨʚʝʨʦʤ ʢʘʥʘʣʫ. 

ʇʨʦʮʝʩ, ʷʢʠʡ ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ ʢʘʥʘʣʫ ʻ ʢʣʽʻʥʪʦʤ ʢʘʥʘʣʫ. ʆʜʠʥ ʧʨʦʮʝʩ ʟʘʧʠʩʫʻ 

ʽʥʬʦʨʤʘʮʽʶ ʜʦ ʢʘʥʘʣʫ, ʘ ʽʥʰʠʡ ʟʯʠʪʫʻ ʽʥʬʦʨʤʘʮʽʶ ʟ ʢʘʥʘʣʫ. ʎʝ ʻ ʪʝʭʥʦʣʦʛʽʷ, 

ʷʢʫ ʄʘʡʢʨʦʩʦʬʪ  ʧʨʠʜʫʤʘʚ ʚ ʧʨʦʪʠʜʽʶ ʩʦʢʝʪʘʤ, ʨʦʟʨʦʙʣʝʥʠʭ ʚ ʖʥʽʢʩ-

ʧʦʜʽʙʥʠʭ ʦʧʝʨʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ. ʊʦʤʫ ʧʨʦʛʨʘʤʫʚʘʥʥʷ ʟʘʩʪʦʩʫʚʘʥʴ ʥʘ ʙʘʟʽ 

ʩʦʢʝʪʽʚ ʚ Windows ʡʜʝ ʜʫʞʝ çʪʫʛʦè ʽ ʧʦʪʨʝʙʫʻ ʪʝʨʧʽʥʥʷ. 

 

11.4.1. ȣɘɑəɚɎɌəɔɕ ɖɌəɌɗ 

 

ɯʤʝʥʦʚʘʥʠʤ ʢʘʥʘʣʦʤ named pipe  ʥʘʟʠʚʘʻʪʴʩʷ ʦʙ'ʻʢʪ ʷʜʨʘ ʦʧʝʨʘʮʽʡʥʦʾ 

ʩʠʩʪʝʤʠ, ʷʢʠʡ ʟʘʙʝʟʧʝʯʫʻ ʧʝʨʝʜʘʯʫ ʜʘʥʠʭ ʤʽʞ ʧʨʦʮʝʩʘʤʠ, ʱʦ ʚʠʢʦʥʫʶʪʴʩʷ ʥʘ 

ʢʦʤʧ'ʶʪʝʨʘʭ ʦʜʥʽʻʾ ʣʦʢʘʣʴʥʦʾ ʤʝʨʝʞʽ. ʇʨʦʮʝʩ, ʷʢʠʡ ʩʪʚʦʨʶʻ ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ, 

ʥʘʟʠʚʘʻʪʴʩʷ ʩʝʨʚʝʨʦʤ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. ʇʨʦʮʝʩʠ, ʱʦ ʟ ʽʤʝʥʦʚʘʥʠʤ ʢʘʥʘʣʦʤ, 

ʥʘʟʠʚʘʶʪʴʩʷ ʢʣʽʻʥʪʘʤʠ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. ʇʝʨʝʨʘʭʫʻʤʦ ʧʘʨʘʤʝʪʨʠ 

ʽʤʝʥʦʚʘʥʠʭ ʢʘʥʘʣʽʚ: 

- ʤʘʶʪʴ ʽʤ'ʷ, ʷʢʝ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʢʣʽʻʥʪʘʤʠ ʟʚ'ʷʟʢʫ ʟ ʽʤʝʥʦʚʘʥʠʤ 

ʢʘʥʘʣʦʤ; 

- ʤʦʞʫʪʴ ʙʫʪʠ ʷʢ ʥʘʧʽʚʜʫʧʣʝʢʩʥʽ, ʪʘʢ ʽ ʜʫʧʣʝʢʩʥʽ; 

- ʧʝʨʝʜʘʯʘ ʜʘʥʠʭ ʤʦʞʝ ʟʜʽʡʩʥʶʚʘʪʠʩʷ ʷʢ ʧʦʪʦʢʦʤ, ʽ ʧʦʚʽʜʦʤʣʝʥʥʷʤʠ; 

- ʦʙʤʽʥ ʜʘʥʠʤʠ ʤʦʞʝ ʙʫʪʠ ʷʢ ʩʠʥʭʨʦʥʥʠʤ, ʽ ʘʩʠʥʭʨʦʥʥʠʤ; 

- ʤʦʞʣʠʚʽʩʪʴ ʤʦʜʝʣʶʚʘʥʥʷ ʙʫʜʴ-ʷʢʦʾ ʪʦʧʦʣʦʛʽʾ ʟʚ'ʷʟʢʽʚ. 

ʊʝʧʝʨ ʥʘʚʝʜʝʤʦ ʧʦʨʷʜʦʢ ʨʦʙʦʪʠ ʟ ʽʤʝʥʦʚʘʥʠʤʠ ʢʘʥʘʣʘʤʠ, ʷʢʠʡ ʽ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠʤʝʪʴʩʷ ʥʘʜʘʣʽ: 

- ʩʪʚʦʨʝʥʥʷ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ ʩʝʨʚʝʨʦʤ: 
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- ʟ'ʻʜʥʘʥʥʷ ʩʝʨʚʝʨʘ ʟ ʝʢʟʝʤʧʣʷʨʦʤ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ; 

- ʟ'ʻʜʥʘʥʥʷ ʢʣʽʻʥʪʘ ʟ ʝʢʟʝʤʧʣʷʨʦʤ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ; 

- ʦʙʤʽʥ ʜʘʥʠʤʠ ʧʦ ʽʤʝʥʦʚʘʥʦʤʫ ʢʘʥʘʣʫ; 

- ʚʽʜ'ʻʜʥʘʥʥʷ ʩʝʨʚʝʨʘ ʚʽʜ ʝʢʟʝʤʧʣʷʨʘ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ; 

- ʟʘʢʨʠʪʪʷ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ ʢʣʽʻʥʪʦʤ ʪʘ ʩʝʨʚʝʨʦʤ. 

ʊʘʢʠʤ ʯʠʥʦʤ, ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ ð ʮʝ ʽʤʝʥʦʚʘʥʠʡ ʦʜʥʦʩʪʦʨʦʥʥʽʡ ʯʠ 

ʜʫʧʣʝʢʩʥʠʡ ʢʘʥʘʣ ʜʣʷ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʤʽʞ ʩʝʨʚʝʨʦʤ ʢʘʥʘʣʫ ʪʘ ʦʜʥʠʤ ʯʠ 

ʢʽʣʴʢʦʤʘ ʢʣʽʻʥʪʘʤʠ ʢʘʥʘʣʫ. ɺʩʽ ʝʢʟʝʤʧʣʷʨʠ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ ʤʘʶʪʴ ʪʝ ʩʘʤʝ 

ʽʤ'ʷ ʢʘʥʘʣʫ, ʘʣʝ ʢʦʞʝʥ ʝʢʟʝʤʧʣʷʨ ʤʘʻ ʚʣʘʩʥʽ ʙʫʬʝʨʠ ʽ ʜʝʩʢʨʠʧʪʦʨʠ ʽ ʥʘʜʘʻ 

ʦʢʨʝʤʠʡ ʢʘʥʘʣ ʜʣʷ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʤʽʞ ʢʣʽʻʥʪʦʤ ʽ ʩʝʨʚʝʨʦʤ. ɺʠʢʦʨʠʩʪʘʥʥʷ 

ʝʢʟʝʤʧʣʷʨʽʚ ʜʦʟʚʦʣʷʻ ʢʽʣʴʢʦʤ ʢʣʽʻʥʪʘʤ ʢʘʥʘʣʫ ʦʜʥʦʯʘʩʥʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ 

ʪʦʡ ʩʘʤʠʡ ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ. 

ɹʫʜʴ-ʷʢʠʡ ʧʨʦʮʝʩ ʤʦʞʝ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ ʽʤʝʥʦʚʘʥʠʭ ʢʘʥʘʣʽʚ ʧʽʜ ʯʘʩ 

ʧʝʨʝʚʽʨʢʠ ʙʝʟʧʝʢʠ, ʱʦ ʨʦʙʠʪʴ ʽʤʝʥʦʚʘʥʽ ʢʘʥʘʣʠ ʣʝʛʢʦʶ ʬʦʨʤʦʶ ʚʟʘʻʤʦʜʽʾ ʤʽʞ 

ʧʦʚ'ʷʟʘʥʠʤʠ ʯʠ ʥʝʟʚ'ʷʟʘʥʠʤʠ ʧʨʦʮʝʩʘʤʠ. 

ɹʫʜʴ-ʷʢʠʡ ʧʨʦʮʝʩ ʤʦʞʝ ʚʠʩʪʫʧʘʪʠ ʷʢ ʩʝʨʚʝʨ, ʽ ʢʣʽʻʥʪ, ʱʦ ʫʤʦʞʣʠʚʣʶʻ 

ʦʜʥʦʨʘʥʛʦʚʠʡ ʦʙʤʽʥ ʜʘʥʠʤʠ. ʗʢ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʪʫʪ ʪʝʨʤʽʥ ʩʝʨʚʝʨ ʢʘʥʘʣʫ 

ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʧʨʦʮʝʩʫ, ʷʢʠʡ ʩʪʚʦʨʶʻ ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ, ʘ ʪʝʨʤʽʥ "ʢʣʽʻʥʪ 

ʢʘʥʘʣʫ" ʚʽʜʥʦʩʠʪʴʩʷ ʜʦ ʧʨʦʮʝʩʫ, ʷʢʠʡ ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ ʝʢʟʝʤʧʣʷʨʘ 

ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. ʉʝʨʚʝʨʥʘ ʬʫʥʢʮʽʷ ʩʪʚʦʨʝʥʥʷ ʝʢʟʝʤʧʣʷʨʘ ʽʤʝʥʦʚʘʥʦʛʦ 

ʢʘʥʘʣʫ ð CreateNamedPipe. ʉʝʨʚʝʨʥʘ ʬʫʥʢʮʽʷ ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ ð 

ConnectNamedPipe. ʂʣʽʻʥʪʩʴʢʠʡ ʧʨʦʮʝʩ ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ ʽʤʝʥʦʚʘʥʦʾ ʪʨʫʙʠ 

ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ CreateFile  ʘʙʦ CallNamedPipe . 

ɯʤʝʥʦʚʘʥʽ ʢʘʥʘʣʠ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʟʘʻʤʦʜʽʾ ʤʽʞ 

ʧʨʦʮʝʩʘʤʠ ʥʘ ʦʜʥʦʤʫ ʢʦʤʧ'ʶʪʝʨʽ ʘʙʦ ʤʽʞ ʧʨʦʮʝʩʘʤʠ ʥʘ ʨʽʟʥʠʭ ʢʦʤʧ'ʶʪʝʨʘʭ 

ʯʝʨʝʟ ʤʝʨʝʞʫ. ʗʢʱʦ ʩʝʨʚʝʨ ʟʘʧʫʱʝʥʦ, ʚʩʽ ʽʤʝʥʦʚʘʥʽ ʢʘʥʘʣʠ ʜʦʩʪʫʧʥʽ 

ʚʽʜʜʘʣʝʥʦ. ʗʢʱʦ ʚʠ ʧʣʘʥʫʻʪʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ ʣʠʰʝ 

ʣʦʢʘʣʴʥʦ, ʟʘʙʦʨʦʥʽʪʴ ʜʦʩʪʫʧ ʜʦ NT AUTHORITY\ NETWORK ʘʙʦ ʧʝʨʝʡʜʽʪʴ ʥʘ 

ʣʦʢʘʣʴʥʠʡ RPC. 
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11.4.2. ȣɘɑəɌ ɖɌəɌɗɱɎ  

 

ʂʦʞʝʥ ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ ʤʘʻ ʫʥʽʢʘʣʴʥʝ ʽʤ'ʷ, ʷʢʝ ʚʽʜʨʽʟʥʷʻ ʡʦʛʦ ʚʽʜ ʽʥʰʠʭ 

ʽʤʝʥʦʚʘʥʠʭ ʢʘʥʘʣʽʚ ʫ ʩʧʠʩʢʫ ʽʤʝʥʦʚʘʥʠʭ ʦʙ'ʻʢʪʽʚ. ʉʝʨʚʝʨ ʢʘʥʘʣʫ ʟʘʜʘʻ ʽʤ'ʷ 

ʢʘʥʘʣʫ ʧʽʜ ʯʘʩ ʚʠʢʣʠʢʫ CreateNamedPipe ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʦʜʥʦʛʦ ʘʙʦ 

ʜʝʢʽʣʴʢʦʭ ʝʢʟʝʤʧʣʷʨʽʚ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. ʂʣʽʻʥʪʠ ʢʘʥʘʣʫ ʚʢʘʟʫʶʪʴ ʽʤ'ʷ 

ʢʘʥʘʣʫ ʧʽʜ ʯʘʩ ʚʠʢʣʠʢʫ CreateFile  ʘʙʦ CallNamedPipe  ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ 

ʝʢʟʝʤʧʣʷʨʘ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. 

ʇʨʠ ʚʢʘʟʽʚʮʽ ʽʤʝʥʽ ʢʘʥʘʣʫ ʫ ʬʫʥʢʮʽʾ CreateFile, WaitNamedPipe  ʘʙʦ 

CallNamedPipe  ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ ʪʘʢʫ ʬʦʨʤʫ: 

 

\ \ ServerName\ pipe \ PipeName 

 

ʜʝ ServerName ð ʮʝ ʽʤ'ʷ ʜʣʷ ʚʽʜʜʘʣʝʥʦʛʦ ʢʦʤʧ'ʶʪʝʨʘ ʘʙʦ ʪʦʯʢʘ ʜʣʷ ʚʢʘʟʽʚʢʠ 

ʣʦʢʘʣʴʥʦʛʦ ʢʦʤʧ'ʶʪʝʨʘ. ʈʷʜʦʢ ʽʤʝʥʽ ʢʘʥʘʣʫ, ʚʢʘʟʘʥʠʡ ʧʘʨʘʤʝʪʨʦʤ PipeName, 

ʤʦʞʝ ʤʽʩʪʠʪʠ ʙʫʜʴ-ʷʢʠʡ ʩʠʤʚʦʣ, ʚʽʜʤʽʥʥʠʡ ʚʽʜ ʟʚʦʨʦʪʥʦʾ ʢʦʩʦʾ ʨʠʩʠ, 

ʚʢʣʶʯʘʶʯʠ ʮʠʬʨʠ ʪʘ ʩʧʝʮʽʘʣʴʥʽ ʩʠʤʚʦʣʠ. ɺʝʩʴ ʨʷʜʦʢ ʽʤʝʥʽ ʢʘʥʘʣʫ ʤʦʞʝ 

ʤʽʩʪʠʪʠ ʜʦ 256 ʩʠʤʚʦʣʽʚ. ɺ ʽʤʝʥʘʭ ʢʘʥʘʣʽʚ ʨʝʛʽʩʪʨ ʥʝ ʚʨʘʭʦʚʫʻʪʴʩʷ. 

 

ʉʝʨʚʝʨ ʢʘʥʘʣʫ ʥʝ ʤʦʞʝ ʩʪʚʦʨʠʪʠ ʢʘʥʘʣ ʥʘ ʽʥʰʦʤʫ ʢʦʤʧ'ʶʪʝʨʽ, ʪʦʤʫ 

createNamedPipe  ʧʦʚʠʥʝʥ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʪʦʯʢʫ ʽʤʝʥʽ ʩʝʨʚʝʨʘ, ʷʢ ʧʦʢʘʟʘʥʦ 

ʚ ʥʘʩʪʫʧʥʦʤʫ ʧʨʠʢʣʘʜʽ. 

 

\ \ . \ pipe \ PipeName 

 

ʉʝʨʚʝʨ ʢʘʥʘʣʫ ʤʦʞʝ ʥʘʜʘʪʠ ʽʤ'ʷ ʢʘʥʘʣʫ ʢʣʽʻʥʪʘʤ ʢʘʥʘʣʫ, ʱʦʙ ʚʦʥʠ ʤʦʛʣʠ 

ʧʽʜʢʣʶʯʘʪʠʩʷ ʜʦ ʢʘʥʘʣʫ. ʂʣʽʻʥʪ ʢʘʥʘʣʫ ʚʠʷʚʣʷʻ ʽʤ'ʷ ʢʘʥʘʣʫ ʟ ʧʦʩʪʽʡʥʦʛʦ 
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ʜʞʝʨʝʣʘ, ʥʘʧʨʠʢʣʘʜ ʟʘʧʠʩʫ ʨʝʻʩʪʨʫ, ʬʘʡʣʫ ʘʙʦ ʽʥʰʦʾ ʧʨʦʛʨʘʤʠ. ɺ ʽʥʰʦʤʫ 

ʚʠʧʘʜʢʫ, ʢʣʽʻʥʪʠ ʧʦʚʠʥʥʽ ʟʥʘʪʠ ʽʤ'ʷ ʢʘʥʘʣʫ ʧʽʜ ʯʘʩ ʢʦʤʧʽʣʷʮʽʾ. 

 

11.4.3. ȼɑɒɔɘɔ Ɏɱɐɖɜɔɞɞɫ ɱɘɑəɚɎɌəɚɏɚ ɖɌəɌɗɟ 

 

ʄʘʶʪʴ ʤʽʩʮʝ: ʨʝʞʠʤ ʜʦʩʪʫʧʫ, ʨʝʞʠʤ ʧʝʨʝʢʨʠʪʪʷ ̔  ʨʝʞʠʤ Write - Through . 

ʉʝʨʚʝʨ ʢʘʥʘʣʫ ʚʠʟʥʘʯʘʻ ʨʝʞʠʤʠ ʜʦʩʪʫʧʫ ʜʦ ʢʘʥʘʣʫ, ʧʝʨʝʢʨʠʪʪʷ ʪʘ ʟʘʧʠʩʫ ʫ 

ʧʘʨʘʤʝʪʨʽ dwOpenMode ʬʫʥʢʮʽʾ CreateNamedPipe. ʂʣʽʻʥʪʠ ʢʘʥʘʣʫ ʤʦʞʫʪʴ 

ʚʢʘʟʘʪʠ ʮʽ ʚʽʜʢʨʠʪʽ ʨʝʞʠʤʠ ʜʣʷ ʩʚʦʾʭ ʜʝʩʢʨʠʧʪʦʨʽʚ ʢʘʥʘʣʽʚ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʬʫʥʢʮʽʾ CreateFile . 

ʈʝʞʠʤ ʜʦʩʪʫʧʫ. ɿʘʚʜʘʥʥʷ ʨʝʞʠʤʫ ʜʦʩʪʫʧʫ ʜʦ ʢʘʥʘʣʫ ʝʢʚʽʚʘʣʝʥʪʥʝ ʚʢʘʟʽʚʮʽ 

ʜʦʩʪʫʧʫ ʜʦ ʯʠʪʘʥʥʷ ʘʙʦ ʟʘʧʠʩ, ʧʦʚ'ʷʟʘʥʝ ʟ ʜʝʩʢʨʠʧʪʦʨʘʤʠ ʩʝʨʚʝʨʘ ʢʘʥʘʣʫ. 

ʅʘʩʪʫʧʥʘ ʪʘʙʣʠʮʷ 11.2 ʧʦʢʘʟʫʻ ʝʢʚʽʚʘʣʝʥʪʥʝ ʫʥʽʚʝʨʩʘʣʴʥʝ ʧʨʘʚʦ ʜʦʩʪʫʧʫ ʜʣʷ 

ʢʦʞʥʦʛʦ ʨʝʞʠʤʫ ʜʦʩʪʫʧʫ, ʷʢʠʡ ʤʦʞʥʘ ʚʢʘʟʘʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ 

CreateNamedPipe. 

ʊʘʙʣʠʮʷ 11.2. 

ʈʝʞʠʤ ʜʦʩʪʫʧʫ ɽʢʚʽʚʘʣʝʥʪʥʝ ʫʥʽʚʝʨʩʘʣʴʥʝ ʧʨʘʚʦ ʜʦʩʪʫʧʫ 

PIPE_ACCESS_INBOUND GENERIC_READ 

PIPE_ACCESS_OUTBOUND GENERIC_WRITE 

PIPE_ACCESS_DUPLEX GENERIC_READ | GENERIC_WRITE 

 

ʗʢʱʦ ʩʝʨʚʝʨ ʢʦʥʚʝʻʨʘ ʩʪʚʦʨʶʻ ʢʘʥʘʣ ʽʟ PIPE_ACCESS_INBOUND, ʢʘʥʘʣ 

ʜʦʩʪʫʧʥʠʡ ʣʠʰʝ ʜʣʷ ʯʠʪʘʥʥʷ ʜʣʷ ʩʝʨʚʝʨʘ ʢʘʥʘʣʫ ʪʘ ʣʠʰʝ ʜʣʷ ʟʘʧʠʩʫ ʜʣʷ 

ʢʣʽʻʥʪʘ ʢʘʥʘʣʫ. ʗʢʱʦ ʩʝʨʚʝʨ ʢʘʥʘʣʫ ʩʪʚʦʨʶʻ ʢʘʥʘʣ ʟ 

PIPE_ACCESS_OUTBOUND, ʢʘʥʘʣ ʜʦʩʪʫʧʥʠʡ ʣʠʰʝ ʜʣʷ ʟʘʧʠʩʫ ʩʝʨʚʝʨʘ ʢʘʥʘʣʫ ʽ 

ʯʠʪʘʥʥʷ ʜʣʷ ʢʣʽʻʥʪʘ ʢʘʥʘʣʫ. ʂʘʥʘʣ, ʩʪʚʦʨʝʥʠʡ ʟʘ ʜʦʧʦʤʦʛʦʶ 

PIPE_ACCESS_DUPLEX, ʚʠʢʦʥʫʻʪʴʩʷ ʜʣʷ ʯʠʪʘʥʥʷ ʪʘ ʟʘʧʠʩʫ ʷʢ ʩʝʨʚʝʨʘ ʢʘʥʘʣʫ, 

ʪʘʢ ʽ ʜʣʷ ʢʣʽʻʥʪʘ ʢʘʥʘʣʫ. 
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ʂʣʽʻʥʪʠ ʢʦʥʚʝʻʨʘ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ CreateFile  ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ 

ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ, ʧʦʚʠʥʥʽ ʚʢʘʟʫʚʘʪʠ ʧʨʘʚʦ ʜʦʩʪʫʧʫ ʚ ʧʘʨʘʤʝʪʨʽ 

dwDesiredAccess,  ʩʫʤʽʩʥʝ ʟ ʨʝʞʠʤʦʤ ʜʦʩʪʫʧʫ, ʟʘʜʘʥʠʤ ʩʝʨʚʝʨʦʤ ʢʦʥʚʝʻʨʘ. 

ʅʘʧʨʠʢʣʘʜ, ʢʣʽʻʥʪ ʧʦʚʠʥʝʥ ʚʢʘʟʘʪʠ GENERIC_READ ʜʦʩʪʫʧ, ʱʦʙ ʚʽʜʢʨʠʪʠ 

ʜʝʩʢʨʠʧʪʦʨ ʜʣʷ ʢʘʥʘʣʫ, ʩʪʚʦʨʝʥʦʛʦ ʩʝʨʚʝʨʦʤ ʢʘʥʘʣʫ ʟʘ ʜʦʧʦʤʦʛʦʶ 

PIPE_ACCESS_OUTBOUND. ʈʝʞʠʤʠ ʜʦʩʪʫʧʫ ʤʘʶʪʴ ʙʫʪʠ ʦʜʥʘʢʦʚʠʤʠ ʚʩʽʤ 

ʝʢʟʝʤʧʣʷʨʽʚ ʢʘʥʘʣʫ. 

ɼʣʷ ʯʠʪʘʥʥʷ ʘʪʨʠʙʫʪʽʚ ʢʘʥʘʣʫ, ʪʘʢʠʭ ʷʢ ʨʝʞʠʤ ʯʠʪʘʥʥʷ ʘʙʦ ʙʣʦʢʫʚʘʥʥʷ, 

ʜʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ ʧʦʚʠʥʝʥ ʤʘʪʠ ʧʨʘʚʦ ʜʦʩʪʫʧʫ FILE_READ_ATTRIBUTES; 

ɼʣʷ ʟʘʧʠʩʫ ʘʪʨʠʙʫʪʽʚ ʢʘʥʘʣʫ ʜʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ ʧʦʚʠʥʝʥ ʤʘʪʠ ʧʨʘʚʦ ʜʦʩʪʫʧʫ 

ʜʦ FILE_WRITE_ATTRIBUTES. ʎʽ ʧʨʘʚʘ ʜʦʩʪʫʧʫ ʤʦʞʥʘ ʧʦʻʜʥʫʚʘʪʠ ʟ 

ʫʥʽʚʝʨʩʘʣʴʥʠʤ ʧʨʘʚʦʤ ʜʦʩʪʫʧʫ ʜʣʷ ʢʘʥʘʣʫ: GENERIC_READ ʟ 

FILE_WRITE_ATTRIBUTES ʜʣʷ ʢʘʥʘʣʫ ʪʽʣʴʢʠ ʜʣʷ ʯʠʪʘʥʥʷ ʘʙʦ 

'%.%2)#ʍ72)4% ə &),%ʍ2%!$ʍ!442)"54%3 ʜʣʷ ʢʘʥʘʣʫ ʪʽʣʴʢʠ ʜʣʷ ʟʘʧʠʩʫ. 

ʆʙʤʝʞʝʥʥʷ ʧʨʘʚ ʜʦʩʪʫʧʫ ʪʘʢʠʤ ʯʠʥʦʤ ʟʘʙʝʟʧʝʯʫʻ ʙʽʣʴʰ ʚʠʩʦʢʫ ʙʝʟʧʝʢʫ 

ʢʘʥʘʣʫ. 

ʈʝʞʠʤ ʧʝʨʝʢʨʠʪʪʷ. ʋ ʨʝʞʠʤʽ ʧʝʨʝʢʨʠʪʪʷ ʬʫʥʢʮʽʾ, ʷʢʽ ʚʠʢʦʥʫʶʪʴ ʪʨʠʚʘʣʽ 

ʦʧʝʨʘʮʽʾ ʯʠʪʘʥʥʷ, ʟʘʧʠʩʫ ʪʘ ʧʽʜʢʣʶʯʝʥʥʷ, ʤʦʞʫʪʴ ʧʦʚʝʨʪʘʪʠ ʥʝʛʘʡʥʦ. ʎʝ 

ʜʦʟʚʦʣʷʻ ʧʦʪʦʢʫ ʚʠʢʦʥʫʚʘʪʠ ʽʥʰʽ ʦʧʝʨʘʮʽʾ, ʜʦʢʠ ʫ ʬʦʥʦʚʦʤʫ ʨʝʞʠʤʽ 

ʚʠʢʦʥʫʻʪʴʩʷ ʪʨʫʜʦʤʽʩʪʢʘ ʦʧʝʨʘʮʽʷ. ʑʦʙ ʚʢʘʟʘʪʠ ʨʝʞʠʤ ʧʝʨʝʢʨʠʪʪʷ, 

ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ ʧʨʘʧʦʨʝʮʴ FILE_FLAG_OVERLAPPED. 

ʌʫʥʢʮʽʾ ReadFile, WriteFile, TransactNamedPipe  ʪʘ 

ConnectNamedPipe ʤʦʞʫʪʴ ʚʠʢʦʥʫʚʘʪʠ ʚʭʽʜʥʽ ʪʘ ʚʠʭʽʜʥʽ ʦʧʝʨʘʮʽʾ ʟ ʢʘʥʘʣʦʤ 

ʩʠʥʭʨʦʥʥʦ ʯʠ ʘʩʠʥʭʨʦʥʥʦ. ʂʦʣʠ ʬʫʥʢʮʽʷ ʚʠʢʦʥʫʻʪʴʩʷ ʩʠʥʭʨʦʥʥʦ, ʚʦʥʘ ʥʝ 

ʧʦʚʝʨʪʘʻʪʴʩʷ ʜʦ ʟʘʚʝʨʰʝʥʥʷ ʚʠʢʦʥʫʚʘʥʦʾ ʥʝʶ ʦʧʝʨʘʮʽʾ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ 

ʚʠʢʦʥʘʥʥʷ ʚʠʢʣʠʢʘʶʯʦʛʦ ʧʦʪʦʢʫ ʤʦʞʝ ʙʫʪʠ ʟʘʙʣʦʢʦʚʘʥʦ ʥʘ ʥʝʚʠʟʥʘʯʝʥʠʡ 

ʪʝʨʤʽʥ, ʧʦʢʠ ʚʽʥ ʦʯʽʢʫʻ ʟʘʚʝʨʰʝʥʥʷ ʦʧʝʨʘʮʽʾ, ʱʦ ʟʘʙʠʨʘʻ ʙʘʛʘʪʦ ʯʘʩʫ. ʂʦʣʠ 

ʬʫʥʢʮʽʷ ʚʠʢʦʥʫʻʪʴʩʷ ʘʩʠʥʭʨʦʥʥʦ, ʚʦʥʘ ʥʝʛʘʡʥʦ ʧʦʚʝʨʪʘʻʪʴʩʷ, ʥʘʚʽʪʴ ʷʢʱʦ 

ʦʧʝʨʘʮʽʶ ʥʝ ʙʫʣʦ ʟʘʚʝʨʰʝʥʦ. ʎʝ ʜʦʟʚʦʣʷʻ ʚʠʢʦʥʫʚʘʪʠ ʪʨʫʜʦʤʽʩʪʢʫ ʦʧʝʨʘʮʽʶ ʫ 
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ʬʦʥʦʚʦʤʫ ʨʝʞʠʤʽ, ʚ ʪʦʡ ʯʘʩ ʷʢ ʧʦʪʽʢ, ʱʦ ʚʠʢʣʠʢʘʻ, ʚʽʣʴʥʠʡ ʜʣʷ ʚʠʢʦʥʘʥʥʷ 

ʽʥʰʠʭ ʟʘʚʜʘʥʴ. 

ɺʠʢʦʨʠʩʪʘʥʥʷ ʘʩʠʥʭʨʦʥʥʦʛʦ ʚʚʦʜʫ-ʚʠʚʦʜʫ ʜʦʟʚʦʣʷʻ ʩʝʨʚʝʨʫ ʢʦʥʚʝʻʨʘ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʮʠʢʣ, ʷʢʠʡ ʚʠʢʦʥʫʻ ʪʘʢʽ ʜʽʾ: 

1) ɺʢʘʞʽʪʴ ʢʽʣʴʢʘ ʦʙ'ʻʢʪʽʚ ʧʦʜʽʡ ʫ ʚʠʢʣʠʢʫ ʬʫʥʢʮʽʾ wait  ʽ ʜʦʯʝʢʘʡʪʝʩʷ, 

ʜʦʢʠ ʦʜʠʥ ʽʟ ʦʙ'ʻʢʪʽʚ ʙʫʜʝ ʚʩʪʘʥʦʚʣʝʥʠʡ ʫ ʩʪʘʥ ʩʠʛʥʘʣʫ. 

2) ɺʠʢʦʨʠʩʪʦʚʫʡʪʝ ʟʥʘʯʝʥʥʷ ʦʯʽʢʫʚʘʥʥʷ, ʱʦ ʧʦʚʝʨʪʘʻʪʴʩʷ, ʱʦʙ ʚʠʟʥʘʯʠʪʠ, 

ʷʢʘ ʦʧʝʨʘʮʽʷ ʟʘʚʝʨʰʝʥʘ. 

3) ɺʠʢʦʥʘʡʪʝ ʟʘʚʜʘʥʥʷ, ʥʝʦʙʭʽʜʥʽ ʜʣʷ ʦʯʠʱʝʥʥʷ ʟʘʚʝʨʰʝʥʦʾ ʦʧʝʨʘʮʽʾ ʪʘ 

ʟʘʧʫʩʢʫ ʥʘʩʪʫʧʥʦʾ ʦʧʝʨʘʮʽʾ ʜʣʷ ʮʴʦʛʦ ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ. ʎʝ ʤʦʞʝ 

ʚʢʣʶʯʘʪʠ ʟʘʧʫʩʢ ʽʥʰʦʾ ʦʧʝʨʘʮʽʾ, ʱʦ ʧʝʨʝʢʨʠʚʘʻʪʴʩʷ, ʜʣʷ ʪʦʛʦ ʞ 

ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ. 

ʆʧʝʨʘʮʽʾ, ʱʦ ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ, ʜʦʟʚʦʣʷʶʪʴ ʦʜʥʦʤʫ ʢʘʥʘʣʫ ʦʜʥʦʯʘʩʥʦ 

ʟʯʠʪʫʚʘʪʠ ʽ ʟʘʧʠʩʫʚʘʪʠ ʜʘʥʽ, ʘ ʜʣʷ ʦʜʥʦʛʦ ʧʦʪʦʢʫ ʚʠʢʦʥʫʚʘʪʠ ʦʜʥʦʯʘʩʥʽ 

ʦʧʝʨʘʮʽʾ ʚʚʝʜʝʥʥʷ-ʚʠʚʦʜʫ ʟ ʜʝʢʽʣʴʢʦʤʘ ʜʝʩʢʨʠʧʪʦʨʘʤʠ ʢʘʥʘʣʫ. ʎʝ ʜʦʟʚʦʣʷʻ 

ʩʝʨʚʝʨʫ ʢʦʥʚʝʻʨʘ ʟ ʦʜʥʠʤ ʧʦʪʦʢʦʤ ʝʬʝʢʪʠʚʥʦ ʦʙʨʦʙʣʷʪʠ ʦʙʤʽʥ ʜʘʥʠʤʠ ʟ 

ʢʽʣʴʢʦʤʘ ʢʣʽʻʥʪʘʤʠ ʢʘʥʘʣʫ. 

ʌʫʥʢʮʽʷ CreateFile  ʜʦʟʚʦʣʷʻ ʢʣʽʻʥʪʫ ʢʘʥʘʣʫ ʚʢʘʟʘʪʠ ʨʝʞʠʤ ʧʝʨʝʢʨʠʪʪʷ 

(FILE_FLAG_OVERLAPPED) ʜʣʷ ʜʝʩʢʨʠʧʪʦʨʽʚ ʢʘʥʘʣʫ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʧʘʨʘʤʝʪʨʘ dwFlagsAndAttributes . 

ʈʝʞʠʤ Write-Through. ɺʢʘʞʽʪʴ ʨʝʞʠʤ ʥʘʩʢʨʽʟʥʦʛʦ ʟʘʧʠʩʫ ʟʘ ʜʦʧʦʤʦʛʦʶ 

FILE_FLAG_WRITE_THROUGH. ʎʝʡ ʨʝʞʠʤ ʚʧʣʠʚʘʻ ʣʠʰʝ ʥʘ ʦʧʝʨʘʮʽʾ ʟʘʧʠʩʫ ʫ 

ʢʘʥʘʣʠ ʙʘʡʪʦʚʦʛʦ ʪʠʧʫ ʤʽʞ ʢʣʽʻʥʪʘʤʠ ʢʘʥʘʣʫ ʪʘ ʩʝʨʚʝʨʘʤʠ ʢʘʥʘʣʽʚ ʥʘ ʨʽʟʥʠʭ 

ʢʦʤʧ'ʶʪʝʨʘʭ. ʋ ʨʝʞʠʤʽ ʟʘʧʠʩʫ ʬʫʥʢʮʽʾ, ʷʢʽ ʟʘʧʠʩʫʶʪʴ ʜʘʥʽ ʚ ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ, 

ʥʝ ʧʦʚʝʨʪʘʶʪʴʩʷ, ʧʦʢʠ ʜʘʥʽ ʥʝ ʙʫʜʫʪʴ ʧʝʨʝʜʘʥʽ ʧʦ ʤʝʨʝʞʽ ʪʘ ʙʫʬʝʨ ʢʘʥʘʣʫ ʥʘ 

ʚʽʜʜʘʣʝʥʦʤʫ ʢʦʤʧ'ʶʪʝʨʽ. ʈʝʞʠʤ ʥʘʩʢʨʽʟʥʦʛʦ ʟʘʧʠʩʫ ʢʦʨʠʩʥʠʡ ʜʣʷ ʧʨʦʛʨʘʤ, ʷʢʽ 

ʧʦʪʨʝʙʫʶʪʴ ʩʠʥʭʨʦʥʽʟʘʮʽʾ ʜʣʷ ʢʦʞʥʦʾ ʦʧʝʨʘʮʽʾ ʟʘʧʠʩʫ. 

ʗʢʱʦ ʨʝʞʠʤ ʟʘʧʠʩʫ ʥʝ ʚʢʣʶʯʝʥʠʡ, ʩʠʩʪʝʤʘ ʧʽʜʚʠʱʫʻ ʝʬʝʢʪʠʚʥʽʩʪʴ 

ʤʝʨʝʞʝʚʠʭ ʦʧʝʨʘʮʽʡ ʟʘ ʨʘʭʫʥʦʢ ʙʫʬʝʨʠʟʘʮʽʾ ʜʘʥʠʭ ʜʦ ʪʠʭ ʧʽʨ, ʧʦʢʠ ʥʝ ʙʫʜʝ 
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ʥʘʢʦʧʠʯʝʥʦ ʤʽʥʽʤʘʣʴʥʫ ʢʽʣʴʢʽʩʪʴ ʙʘʡʪʽʚ ʘʙʦ ʥʝ ʩʧʣʠʚʘʻ ʤʘʢʩʠʤʘʣʴʥʠʡ ʧʝʨʽʦʜ 

ʯʘʩʫ. ɹʫʬʝʨʠʟʘʮʽʷ ʜʦʟʚʦʣʷʻ ʩʠʩʪʝʤʽ ʧʦʻʜʥʫʚʘʪʠ ʢʽʣʴʢʘ ʦʧʝʨʘʮʽʡ ʟʘʧʠʩʫ ʚ ʦʜʥʫ 

ʤʝʨʝʞʝʚʫ ʧʝʨʝʜʘʯʫ. ʎʝ ʦʟʥʘʯʘʻ, ʱʦ ʦʧʝʨʘʮʽʷ ʟʘʧʠʩʫ ʤʦʞʝ ʙʫʪʠ ʫʩʧʽʰʥʦ 

ʟʘʚʝʨʰʝʥʘ ʧʽʩʣʷ ʪʦʛʦ, ʷʢ ʩʠʩʪʝʤʘ ʧʦʤʽʩʪʠʪʴ ʜʘʥʽ ʫ ʚʠʭʽʜʥʠʡ ʙʫʬʝʨ, ʘʣʝ ʧʝʨʝʜ 

ʪʠʤ, ʷʢ ʩʠʩʪʝʤʘ ʧʝʨʝʜʘʩʪʴ ʾʭ ʧʦ ʤʝʨʝʞʽ. 

ʌʫʥʢʮʽʷ CreateFile  ʜʦʟʚʦʣʷʻ ʢʣʽʻʥʪʫ ʢʘʥʘʣʫ ʚʢʘʟʘʪʠ ʨʝʞʠʤ ʥʘʩʢʨʽʟʥʦʛʦ 

ʟʘʧʠʩʫ (FILE_FLAG_WRITE_THROUGH) ʜʣʷ ʜʝʩʢʨʠʧʪʦʨʽʚ ʢʘʥʘʣʫ ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʧʘʨʘʤʝʪʨʘ dwFlagsAndAttributes  . ʇʽʩʣʷ ʩʪʚʦʨʝʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ ʥʝ 

ʤʦʞʥʘ ʟʤʽʥʠʪʠ ʨʝʞʠʤ ʟʘʧʠʩʫ ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ. ʈʝʞʠʤ ʟʘʧʠʩʫ ʤʦʞʝ 

ʚʽʜʨʽʟʥʷʪʠʩʷ ʜʣʷ ʜʝʩʢʨʠʧʪʦʨʽʚ ʩʝʨʚʝʨʘ ʪʘ ʢʣʽʻʥʪʘ ʜʣʷ ʦʜʥʦʛʦ ʝʢʟʝʤʧʣʷʨʘ 

ʢʘʥʘʣʫ. 

ʂʣʽʻʥʪ ʢʘʥʘʣʫ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʬʫʥʢʮʽʶ 

SetNamedPipeHandleState  ʜʣʷ ʢʝʨʫʚʘʥʥʷ ʢʽʣʴʢʽʩʪʶ ʙʘʡʪʽʚ ʪʘ ʧʝʨʽʦʜʦʤ 

ʦʯʽʢʫʚʘʥʥʷ ʧʝʨʝʜ ʧʝʨʝʜʘʯʝʶ ʜʣʷ ʢʘʥʘʣʫ, ʚ ʷʢʦʤʫ ʚʠʤʢʥʝʥʦ ʨʝʞʠʤ ʟʘʧʠʩʫ. ɼʣʷ 

ʢʘʥʘʣʫ, ʜʦʩʪʫʧʥʦʛʦ ʣʠʰʝ ʜʣʷ ʯʠʪʘʥʥʷ, ʜʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ ʤʘʻ ʙʫʪʠ ʚʽʜʢʨʠʪʠʡ 

ʟ GENERIC_READ ʪʘ FILE_WRITE_ATTRIBUTES ʧʨʘʚ ʜʦʩʪʫʧʫ. 

 

11.4.4. ȼɑɒɔɘɔ ɞɔɛɟ ɱɘɑəɚɎɌəɚɏɚ ɖɌəɌɗɟ, ɣɔɞɌəəɫ ɞɌ 

ɚɣɱɖɟɎɌəəɫ 

 

ʉʝʨʚʝʨ ʢʦʥʚʝʻʨʘ ʚʠʟʥʘʯʘʻ ʨʝʞʠʤ ʪʠʧʫ ʢʘʥʘʣʫ, ʨʝʞʠʤ ʯʠʪʘʥʥʷ ʪʘ ʨʝʞʠʤ 

ʦʯʽʢʫʚʘʥʥʷ ʫ ʧʘʨʘʤʝʪʨʽ dwPipeMode ʬʫʥʢʮʽʾ CreateNamedPipe . ʂʣʽʻʥʪʠ 

ʢʘʥʘʣʫ ʤʦʞʫʪʴ ʚʢʘʟʫʚʘʪʠ ʮʽ ʨʝʞʠʤʠ ʢʘʥʘʣʫ ʜʣʷ ʩʚʦʾʭ ʜʝʩʢʨʠʧʪʦʨʽʚ ʢʘʥʘʣʽʚ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ CreateFile . 

ʈʝʞʠʤ ʪʠʧʫ. ʈʝʞʠʤ ʪʠʧʫ ʢʘʥʘʣʫ ʚʠʟʥʘʯʘʻ, ʷʢ ʟʘʧʠʩʫʶʪʴʩʷ ʜʘʥʽ ʚ 

ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ. ɼʘʥʽ ʤʦʞʫʪʴ ʧʝʨʝʜʘʚʘʪʠʩʷ ʯʝʨʝʟ ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ ʷʢ 

ʧʦʪʦʢʫ ʙʘʡʪʽʚ ʘʙʦ ʫ ʚʠʛʣʷʜʽ ʧʦʪʦʢʫ ʧʦʚʽʜʦʤʣʝʥʴ. ʉʝʨʚʝʨ ʢʦʥʚʝʻʨʘ ʚʢʘʟʫʻ ʪʠʧ 

ʢʘʥʘʣʫ ʧʽʜ ʯʘʩ ʚʠʢʣʠʢʫ ʤʝʪʦʜʫ CreateNamedPipe ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʝʢʟʝʤʧʣʷʨʘ 
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ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. ʈʝʞʠʤʠ ʪʠʧʽʚ ʤʘʶʪʴ ʙʫʪʠ ʦʜʥʘʢʦʚʠʤʠ ʚʩʽʤ ʝʢʟʝʤʧʣʷʨʽʚ 

ʢʘʥʘʣʫ. 

ʑʦʙ ʩʪʚʦʨʠʪʠ ʢʘʥʘʣ ʪʠʧʫ ʙʘʡʪʽʚ, ʚʢʘʞʽʪʴ PIPE_TYPE_BYTE ʘʙʦ 

ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ ʟʥʘʯʝʥʥʷ ʟʘ ʧʨʦʤʦʚʯʘʥʥʷʤ. ɼʘʥʽ ʟʘʧʠʩʫʶʪʴʩʷ ʢʘʥʘʣ ʫ ʚʠʛʣʷʜʽ 

ʧʦʪʦʢʫ ʙʘʡʪʽʚ, ʽ ʩʠʩʪʝʤʘ ʥʝ ʨʦʟʨʽʟʥʷʻ ʙʘʡʪʠ, ʟʘʧʠʩʘʥʽ ʫ ʨʽʟʥʠʭ ʦʧʝʨʘʮʽʷʭ 

ʟʘʧʠʩʠ. 

ʑʦʙ ʩʪʚʦʨʠʪʠ ʢʘʥʘʣ ʪʠʧʫ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʚʢʘʞʽʪʴ PIPE_TYPE_MESSAGE. 

ʉʠʩʪʝʤʘ ʦʙʨʦʙʣʷʻ ʙʘʡʪʠ, ʟʘʧʠʩʘʥʽ ʚ ʢʦʞʥʽʡ ʦʧʝʨʘʮʽʾ ʟʘʧʠʩʫ ʢʘʥʘʣʫ, ʷʢ 

ʦʜʠʥʠʮʶ ʧʦʚʽʜʦʤʣʝʥʥʷ. ʉʠʩʪʝʤʘ ʟʘʚʞʜʠ ʚʠʢʦʥʫʻ ʦʧʝʨʘʮʽʾ ʟʘʧʠʩʫ ʚ ʢʦʥʚʝʻʨʘʭ 

ʪʠʧʽʚ ʧʦʚʽʜʦʤʣʝʥʴ, ʥʘʯʝʙʪʦ ʙʫʚ ʫʚʽʤʢʥʝʥʠʡ ʨʝʞʠʤ ʟʘʧʠʩʫ. 

ʈʝʞʠʤ ʯʠʪʘʥʥʷ. ʈʝʞʠʤ ʯʠʪʘʥʥʷ ʢʘʥʘʣʫ ʚʠʟʥʘʯʘʻ, ʷʢ ʜʘʥʽ ʟʯʠʪʫʶʪʴʩʷ ʟ 

ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. ʉʝʨʚʝʨ ʢʦʥʚʝʻʨʘ ʟʘʜʘʻ ʧʦʯʘʪʢʦʚʠʡ ʨʝʞʠʤ ʯʠʪʘʥʥʷ ʜʣʷ 

ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ ʧʽʜ ʯʘʩ ʚʠʢʣʠʢʫ CreateNamedPipe. ɼʘʥʽ ʤʦʞʥʘ 

ʟʯʠʪʫʚʘʪʠ ʚ ʨʝʞʠʤʽ ʙʘʡʪʦʚʦʛʦ ʯʠʪʘʥʥʷ ʘʙʦ ʚ ʨʝʞʠʤʽ ʯʠʪʘʥʥʷ ʧʦʚʽʜʦʤʣʝʥʴ. 

ɼʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ ʙʘʡʪʦʚʦʛʦ ʪʠʧʫ ʤʦʞʝ ʙʫʪʠ ʣʠʰʝ ʫ ʨʝʞʠʤʽ ʙʘʡʪʦʚʦʛʦ 

ʯʠʪʘʥʥʷ. ɼʝʩʢʨʠʧʪʦʨ ʜʣʷ ʢʘʥʘʣʫ ʪʠʧʫ ʧʦʚʽʜʦʤʣʝʥʥʷ ʤʦʞʝ ʙʫʪʠ ʚ ʨʝʞʠʤʽ 

ʙʘʡʪʦʚʦʛʦ ʯʠʪʘʥʥʷ ʘʙʦ ʯʠʪʘʥʥʷ ʧʦʚʽʜʦʤʣʝʥʴ. ɼʣʷ ʪʠʧʫ ʢʘʥʘʣʫ ʧʦʚʽʜʦʤʣʝʥʥʷ 

ʨʝʞʠʤ ʯʠʪʘʥʥʷ ʤʦʞʝ ʚʽʜʨʽʟʥʷʪʠʩʷ ʜʣʷ ʜʝʩʢʨʠʧʪʦʨʽʚ ʩʝʨʚʝʨʘ ʽ ʢʣʽʻʥʪʘ ʜʣʷ 

ʦʜʥʦʛʦ ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ. 

ʑʦʙ ʩʪʚʦʨʠʪʠ ʜʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ ʚ ʨʝʞʠʤʽ ʙʘʡʪʦʚʦʛʦ ʯʠʪʘʥʥʷ, ʚʢʘʞʽʪʴ 

PIPE_READMODE_BYTE ʘʙʦ ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ ʟʥʘʯʝʥʥʷ ʟʘ ʧʨʦʤʦʚʯʘʥʥʷʤ. ɼʘʥʽ 

ʟʯʠʪʫʶʪʴʩʷ ʟ ʢʘʥʘʣʫ ʷʢ ʧʦʪʦʢʫ ʙʘʡʪʽʚ. ʆʧʝʨʘʮʽʷ ʯʠʪʘʥʥʷ ʟʘʚʝʨʰʫʻʪʴʩʷ 

ʫʩʧʽʰʥʦ, ʢʦʣʠ ʟʯʠʪʫʶʪʴʩʷ ʚʩʽ ʜʦʩʪʫʧʥʽ ʙʘʡʪʠ ʚ ʢʘʥʘʣʽ ʘʙʦ ʟʯʠʪʫʻʪʴʩʷ ʚʢʘʟʘʥʘ 

ʢʽʣʴʢʽʩʪʴ ʙʘʡʪʽʚ. 

ʑʦʙ ʩʪʚʦʨʠʪʠ ʜʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ ʚ ʨʝʞʠʤʽ ʯʠʪʘʥʥʷ ʧʦʚʽʜʦʤʣʝʥʴ, ʚʢʘʞʽʪʴ 

PIPE_READMODE_MESSAGE. ɼʘʥʽ ʟʯʠʪʫʶʪʴʩʷ ʟ ʢʘʥʘʣʫ ʷʢ ʧʦʪʦʢʫ ʧʦʚʽʜʦʤʣʝʥʴ. 

ʆʧʝʨʘʮʽʷ ʯʠʪʘʥʥʷ ʟʘʚʝʨʰʫʻʪʴʩʷ ʫʩʧʽʰʥʦ ʣʠʰʝ ʪʦʜʽ, ʢʦʣʠ ʧʨʦʯʠʪʘʥʦ ʚʩʝ 

ʧʦʚʽʜʦʤʣʝʥʥʷ. ʗʢʱʦ ʚʢʘʟʘʥʝ ʯʠʩʣʦ ʙʘʡʪʽʚ, ʱʦ ʟʯʠʪʫʶʪʴʩʷ, ʤʝʥʰʝ ʨʦʟʤʽʨʫ 

ʥʘʩʪʫʧʥʦʛʦ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʬʫʥʢʮʽʷ ʟʯʠʪʫʻ ʷʢʦʤʦʛʘ ʙʽʣʴʰʝ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʝʨʝʜ 
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ʧʦʚʝʨʥʝʥʥʷʤ ʥʫʣʷ (ʬʫʥʢʮʽʷ GetLastError  ʧʦʚʝʨʪʘʻ ERROR_MORE_DATA). 

ʈʝʰʪʫ ʧʦʚʽʜʦʤʣʝʥʥʷ ʤʦʞʥʘ ʧʨʦʯʠʪʘʪʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʽʥʰʦʾ ʦʧʝʨʘʮʽʾ ʯʠʪʘʥʥʷ. 

ɼʣʷ ʢʣʽʻʥʪʘ ʢʘʥʘʣʫ ʜʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ, ʱʦ ʧʦʚʝʨʪʘʻʪʴʩʷ CreateFile , 

ʟʘʚʞʜʠ ʟʘʚʞʜʠ ʟʥʘʭʦʜʠʪʴʩʷ ʚ ʨʝʞʠʤʽ ʙʘʡʪʦʚʦʛʦ ʯʠʪʘʥʥʷ. ʂʣʽʻʥʪʠ ʢʘʥʘʣʫ ʪʘ 

ʩʝʨʚʝʨʠ ʢʘʥʘʣʽʚ ʤʦʞʫʪʴ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʬʫʥʢʮʽʶ 

SetNamedPipeHandleState  ʜʣʷ ʟʤʽʥʠ ʨʝʞʠʤʫ ʯʠʪʘʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ. 

ɼʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ ʧʦʚʠʥʝʥ ʤʘʪʠ ʧʨʘʚʦ ʥʘ ʜʦʩʪʫʧ ʜʦ 

FILE_WRITE_ATTRIBUTES. 

ʈʝʞʠʤ ʦʯʽʢʫʚʘʥʥʷ. ʈʝʞʠʤ ʦʯʽʢʫʚʘʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ ʚʠʟʥʘʯʘʻ, ʷʢ 

ʬʫʥʢʮʽʾ ReadFile , WriteFile  ʪʘ ConnectNamedPipe ʦʙʨʦʙʣʷʶʪʴ ʪʨʠʚʘʣʽ 

ʦʧʝʨʘʮʽʾ. ʋ ʨʝʞʠʤʽ ʙʣʦʢʫʚʘʥʥʷ ʪʘ ʦʯʽʢʫʚʘʥʥʷ ʬʫʥʢʮʽʾ ʥʝʩʢʽʥʯʝʥʥʦ ʦʯʽʢʫʶʪʴ 

ʟʘʚʝʨʰʝʥʥʷ ʦʧʝʨʘʮʽʾ ʧʨʦʮʝʩʫ ʥʘ ʽʥʰʦʤʫ ʢʽʥʮʽ ʢʘʥʘʣʫ. ʋ ʨʝʞʠʤʽ ʥʝʙʣʦʢʫʚʘʥʥʷ 

ʪʘ ʦʯʽʢʫʚʘʥʥʷ ʬʫʥʢʮʽʾ ʥʝʛʘʡʥʦ ʧʦʚʝʨʪʘʶʪʴʩʷ ʚ ʩʠʪʫʘʮʽʷʭ, ʷʢʽ ʙ ʚʠʤʘʛʘʣʠ 

ʥʝʚʠʟʥʘʯʝʥʦʛʦ ʦʯʽʢʫʚʘʥʥʷ. 

ʅʘ ʦʧʝʨʘʮʽʶ ReadFile  ʚʧʣʠʚʘʻ ʨʝʞʠʤ ʦʯʽʢʫʚʘʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ, 

ʢʦʣʠ ʢʘʥʘʣ ʧʦʨʦʞʥʽʡ. ʇʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ ʜʝʩʢʨʠʧʪʦʨʘ ʙʣʦʢʫʚʘʥʥʷ ʪʘ 

ʦʯʽʢʫʚʘʥʥʷ ʦʧʝʨʘʮʽʷ ʥʝ ʟʘʚʝʨʰʫʻʪʴʩʷ ʫʩʧʽʰʥʦ, ʜʦʢʠ ʥʝ ʙʫʜʫʪʴ ʜʦʩʪʫʧʥʽ ʜʘʥʽ ʟ 

ʧʦʪʦʢʫ, ʱʦ ʟʘʧʠʩʫʻʪʴʩʷ ʥʘ ʽʥʰʠʡ ʢʽʥʝʮʴ ʢʘʥʘʣʫ. ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʜʝʩʢʨʠʧʪʦʨ 

ʦʯʽʢʫʚʘʥʥʷ ʙʝʟ ʙʣʦʢʫʚʘʥʥʷ, ʬʫʥʢʮʽʷ ʧʦʚʝʨʪʘʻ ʥʫʣʴ ʚʽʜʨʘʟʫ, ʘ ʬʫʥʢʮʽʷ 

GetLastError  ʧʦʚʝʨʪʘʻ ERROR_NO_DATA. 

ʅʘ ʦʧʝʨʘʮʽʶ WriteFile  ʚʧʣʠʚʘʻ ʨʝʞʠʤ ʦʯʽʢʫʚʘʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ, 

ʷʢʱʦ ʙʫʬʝʨʽ ʢʘʥʘʣʫ ʥʝʜʦʩʪʘʪʥʴʦ ʤʽʩʮʷ. ʇʨʠ ʚʠʢʦʨʠʩʪʘʥʥʽ ʜʝʩʢʨʠʧʪʦʨʘ 

ʙʣʦʢʫʚʘʥʥʷ ʪʘ ʦʯʽʢʫʚʘʥʥʷ ʦʧʝʨʘʮʽʷ ʟʘʧʠʩʫ ʥʝ ʤʦʞʝ ʙʫʪʠ ʫʩʧʽʰʥʦʶ, ʧʦʢʠ 

ʧʦʪʦʢʦʤ, ʱʦ ʟʯʠʪʫʻʪʴʩʷ ʟ ʽʥʰʦʛʦ ʢʽʥʮʷ ʢʘʥʘʣʫ, ʥʝ ʙʫʜʝ ʩʪʚʦʨʝʥʦ ʜʦʩʪʘʪʥʴʦ 

ʤʽʩʮʷ ʚ ʙʫʬʝʨʽ. ʇʨʠ ʥʝʙʣʦʢʫʚʘʣʴʥʦʤʫ ʜʝʩʢʨʠʧʪʦʨʽ ʦʯʽʢʫʚʘʥʥʷ ʦʧʝʨʘʮʽʷ ʟʘʧʠʩʫ 

ʧʦʚʝʨʪʘʻ ʥʝʥʫʣʴʦʚʝ ʟʥʘʯʝʥʥʷ ʥʝʛʘʡʥʦ, ʙʝʟ ʟʘʧʠʩʫ ʙʘʡʪʽʚ (ʜʣʷ ʢʘʥʘʣʫ ʪʠʧʫ 

ʧʦʚʽʜʦʤʣʝʥʥʷ) ʘʙʦ ʧʽʩʣʷ ʟʘʧʠʩʫ ʩʪʽʣʴʢʠ ʙʘʡʪʽʚ, ʩʢʽʣʴʢʠ ʙʫʬʝʨ ʤʽʩʪʠʪʴ (ʜʣʷ 

ʢʘʥʘʣʫ ʙʘʡʪʦʚʦʛʦ ʪʠʧʫ). 
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ʅʘ ʦʧʝʨʘʮʽʶ ConnectNamedPipe ʚʧʣʠʚʘʻ ʨʝʞʠʤ ʦʯʽʢʫʚʘʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ 

ʢʘʥʘʣʫ, ʢʦʣʠ ʥʝʤʘʻ ʢʣʽʻʥʪʘ, ʧʽʜʢʣʶʯʝʥʦʛʦ ʘʙʦ ʦʯʽʢʫʚʘʥʦʛʦ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ 

ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ. ʋ ʨʘʟʽ ʚʠʢʦʨʠʩʪʘʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʙʣʦʢʫʚʘʥʥʷ ʪʘ 

ʦʯʽʢʫʚʘʥʥʷ ʦʧʝʨʘʮʽʷ ʧʽʜʢʣʶʯʝʥʥʷ ʥʝ ʚʠʢʦʥʫʻʪʴʩʷ ʜʦʪʠ, ʜʦʢʠ ʢʣʽʻʥʪ ʢʘʥʘʣʫ ʥʝ 

ʧʽʜʢʣʶʯʠʪʴʩʷ ʜʦ ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ ʰʣʷʭʦʤ ʚʠʢʣʠʢʫ ʬʫʥʢʮʽʾ CreateFile  ʘʙʦ 

CallNamedPipe  . ʋ ʨʘʟʽ ʚʠʢʦʨʠʩʪʘʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʦʯʽʢʫʚʘʥʥʷ ʙʝʟ 

ʙʣʦʢʫʚʘʥʥʷ ʦʧʝʨʘʮʽʷ ʧʽʜʢʣʶʯʝʥʥʷ ʧʦʚʝʨʪʘʻ ʥʫʣʴ ʥʝʛʘʡʥʦ, ʘ ʬʫʥʢʮʽʷ 

GetLastError  ʧʦʚʝʨʪʘʻ ERROR_PIPE_LISTENING. 

ɿʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ ʫʩʽ ʜʝʩʢʨʠʧʪʦʨʠ ʽʤʝʥʦʚʘʥʠʭ ʢʘʥʘʣʽʚ, ʱʦ ʧʦʚʝʨʪʘʶʪʴʩʷ 

ʬʫʥʢʮʽʻʶ CreateNamedPipe ʘʙʦ CreateFile , ʩʪʚʦʨʶʶʪʴʩʷ ʟ ʫʚʽʤʢʥʝʥʠʤ 

ʨʝʞʠʤʦʤ ʙʣʦʢʫʚʘʥʥʷ ʪʘ ʦʯʽʢʫʚʘʥʥʷ. ʑʦʙ ʩʪʚʦʨʠʪʠ ʢʘʥʘʣ ʫ ʨʝʞʠʤʽ ʦʯʽʢʫʚʘʥʥʷ 

ʙʝʟ ʙʣʦʢʫʚʘʥʥʷ, ʩʝʨʚʝʨ ʢʘʥʘʣʫ ʚʢʘʟʫʻ PIPE_NOWAIT ʧʽʜ ʯʘʩ ʚʠʢʣʠʢʫ 

CreateNamedPipe. 

ʂʣʽʻʥʪʠ ʢʘʥʘʣʫ ʪʘ ʩʝʨʚʝʨʠ ʢʘʥʘʣʽʚ ʤʦʞʫʪʴ ʟʤʽʥʠʪʠ ʨʝʞʠʤ ʦʯʽʢʫʚʘʥʥʷ 

ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ, ʚʢʘʟʘʚʰʠ PIPE_WAIT ʘʙʦ PIPE_NOWAIT ʫ ʚʠʢʣʠʢʫ 

ʬʫʥʢʮʽʾ SetNamedPipeHandleState  . 

ʇʦʪʨʽʙʥʦ ʟʘʫʚʘʞʠʪʠ, ʱʦ ʨʝʞʠʤ ʥʝʙʣʦʢʫʚʘʥʥʷ ʪʘ ʦʯʽʢʫʚʘʥʥʷ ʧʽʜʪʨʠʤʫʻʪʴʩʷ 

ʜʣʷ ʩʫʤʽʩʥʦʩʪʽ ʟ Microsoft LAN Manager  ʚʝʨʩʽʾ 2.0. ʎʝʡ ʨʝʞʠʤ ʥʝ ʩʣʽʜ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʚʭʽʜʥʠʭ ʽ ʚʠʭʽʜʥʠʭ ʜʘʥʠʭ, ʱʦ 

ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ (I/O ) ʟ ʽʤʝʥʦʚʘʥʠʤʠ ʢʘʥʘʣʘʤʠ. ɿʘʤʽʩʪʴ ʮʴʦʛʦ ʩʣʽʜ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʦʧʝʨʘʮʽʾ, ʱʦ ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ ʚʚʦʜʫ-ʚʠʚʦʜʫ, ʪʘʢ ʷʢ ʮʝ 

ʜʦʟʚʦʣʷʻ ʚʠʢʦʥʫʚʘʪʠ ʪʨʠʚʘʣʽ ʦʧʝʨʘʮʽʾ ʫ ʬʦʥʦʚʦʤʫ ʨʝʞʠʤʽ ʧʽʩʣʷ ʧʦʚʝʨʥʝʥʥʷ 

ʬʫʥʢʮʽʾ. 

 

11.4.5. ȱɖɓɑɘɛɗɫɜɔ ɱɘɑəɚɎɌəɔɡ ɖɌəɌɗɱɎ 

 

ʅʘʡʧʨʦʩʪʽʰʠʡ ʩʝʨʚʝʨ ʢʘʥʘʣʫ ʩʪʚʦʨʶʻ ʦʜʠʥ ʝʢʟʝʤʧʣʷʨ ʢʘʥʘʣʫ, 

ʧʽʜʢʣʶʯʘʻʪʴʩʷ ʜʦ ʦʜʥʦʛʦ ʢʣʽʻʥʪʘ, ʚʟʘʻʤʦʜʽʻ ʟ ʢʣʽʻʥʪʦʤ, ʚʽʜʢʣʶʯʘʻʪʴʩʷ ʚʽʜ 
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ʢʣʽʻʥʪʘ, ʟʘʢʨʠʚʘʻ ʜʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ ʪʘ ʟʘʚʝʨʰʫʻ ʨʦʙʦʪʫ. ʇʨʦʪʝ ʩʝʨʚʝʨ ʢʘʥʘʣʫ 

ʥʘʡʯʘʩʪʽʰʝ ʚʟʘʻʤʦʜʽʻ ʽʟ ʢʽʣʴʢʦʤʘ ʢʣʽʻʥʪʘʤʠ ʢʘʥʘʣʫ. ʉʝʨʚʝʨ ʢʘʥʘʣʫ ʤʦʞʝ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʦʜʠʥ ʝʢʟʝʤʧʣʷʨ ʢʘʥʘʣʫ ʜʣʷ ʟ'ʻʜʥʘʥʥʷ ʟ ʢʽʣʴʢʦʤʘ ʢʣʽʻʥʪʘʤʠ 

ʢʘʥʘʣʫ ʰʣʷʭʦʤ ʧʦʩʣʽʜʦʚʥʦʛʦ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʢʦʞʥʦʛʦ ʢʣʽʻʥʪʘ ʪʘ ʚʽʜʢʣʶʯʝʥʥʷ 

ʚʽʜ ʥʠʭ, ʘʣʝ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʙʫʜʝ ʥʠʟʴʢʦʶ. ʉʝʨʚʝʨ ʢʘʥʘʣʫ ʧʦʚʠʥʝʥ ʩʪʚʦʨʠʪʠ 

ʢʽʣʴʢʘ ʝʢʟʝʤʧʣʷʨʽʚ ʢʘʥʘʣʫ ʜʣʷ ʝʬʝʢʪʠʚʥʦʾ ʦʙʨʦʙʢʠ ʢʽʣʴʢʦʭ ʢʣʽʻʥʪʽʚ ʦʜʥʦʯʘʩʥʦ. 

ɯʩʥʫʻ ʪʨʠ ʦʩʥʦʚʥʽ ʩʪʨʘʪʝʛʽʾ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʢʽʣʴʢʦʭ ʝʢʟʝʤʧʣʷʨʽʚ ʢʘʥʘʣʫ. 

- ʉʪʚʦʨʽʪʴ ʦʢʨʝʤʠʡ ʧʦʪʽʢ ʢʦʞʥʦʛʦ ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ. 

- ɺʠʢʦʨʠʩʪʦʚʫʡʪʝ ʦʧʝʨʘʮʽʾ, ʱʦ ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ, ʚʢʘʟʘʚʰʠ ʩʪʨʫʢʪʫʨʫ 

OVERLAPPED ʫ ʬʫʥʢʮʽʷʭ ReadFile , WriteFile  ʽ ConnectNamedPipe. 

ʇʨʠʢʣʘʜ ʜʠʚ. ʫ ʨʦʟʜʽʣʽ ʉʝʨʚʝʨ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ 

ʦʧʝʨʘʮʽʡ ʚʚʦʜʫ-ʚʠʚʦʜʫ, ʱʦ ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ. 

- ɺʠʢʦʨʠʩʪʦʚʫʡʪʝ ʦʧʝʨʘʮʽʾ, ʱʦ ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ, ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʡ 

ReadFileEx  ʽ WriteFileEx , ʷʢʽ ʚʢʘʟʫʶʪʴ ʧʽʜʧʨʦʛʨʘʤʫ ʟʘʚʝʨʰʝʥʥʷ, ʱʦ 

ʚʠʢʦʥʫʻʪʴʩʷ ʧʽʩʣʷ ʟʘʚʝʨʰʝʥʥʷ ʦʧʝʨʘʮʽʾ. 

ʉʝʨʚʝʨ ʙʘʛʘʪʦʧʦʪʦʯʥʦʛʦ ʢʘʥʘʣʫ ʥʘʡʧʨʦʩʪʽʰʝ ʟʘʧʠʩʘʪʠ, ʪʦʤʫ ʱʦ ʧʦʪʽʢ ʜʣʷ 

ʢʦʞʥʦʛʦ ʝʢʟʝʤʧʣʷʨʘ ʦʙʨʦʙʣʷʻ ʦʙʤʽʥ ʜʘʥʠʤʠ ʜʣʷ ʦʜʥʦʛʦ ʢʣʽʻʥʪʘ ʢʘʥʘʣʫ. 

ʉʠʩʪʝʤʘ ʚʠʜʽʣʷʻ ʯʘʩ ʧʨʦʮʝʩʦʨʘ ʢʦʞʥʦʛʦ ʧʦʪʦʢʫ ʚ ʤʽʨʫ ʥʝʦʙʭʽʜʥʦʩʪʽ. ɸʣʝ 

ʢʦʞʝʥ ʧʦʪʽʢ ʚʠʢʦʨʠʩʪʦʚʫʻ ʩʠʩʪʝʤʥʽ ʨʝʩʫʨʩʠ, ʱʦ ʻ ʥʝʜʦʣʽʢʦʤ ʩʝʨʚʝʨʘ ʢʘʥʘʣʫ, 

ʷʢʠʡ ʦʙʨʦʙʣʷʻ ʚʝʣʠʢʫ ʢʽʣʴʢʽʩʪʴ ʢʣʽʻʥʪʽʚ. 

ɿʘ ʜʦʧʦʤʦʛʦʶ ʦʜʥʦʧʦʪʦʢʦʚʦʛʦ ʩʝʨʚʝʨʘ ʧʨʦʩʪʽʰʝ ʢʦʦʨʜʠʥʫʚʘʪʠ ʦʧʝʨʘʮʽʾ, 

ʱʦ ʩʪʦʩʫʶʪʴʩʷ ʢʽʣʴʢʦʭ ʢʣʽʻʥʪʽʚ, ʽ ʧʨʦʩʪʽʰʝ ʟʘʭʠʩʪʠʪʠ ʩʧʽʣʴʥʽ ʨʝʩʫʨʩʠ ʚʽʜ 

ʦʜʥʦʯʘʩʥʦʛʦ ʜʦʩʪʫʧʫ ʢʽʣʴʢʦʭ ʢʣʽʻʥʪʽʚ. ʇʨʦʙʣʝʤʘ ʦʜʥʦʧʦʪʦʢʦʚʦʛʦ ʩʝʨʚʝʨʘ 

ʧʦʣʷʛʘʻ ʚ ʪʦʤʫ, ʱʦ ʡʦʤʫ ʧʦʪʨʽʙʥʘ ʢʦʦʨʜʠʥʘʮʽʷ ʦʧʝʨʘʮʽʡ, ʱʦ ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ, 

ʜʣʷ ʚʠʜʽʣʝʥʥʷ ʧʨʦʮʝʩʦʨʥʦʛʦ ʯʘʩʫ ʜʣʷ ʦʙʨʦʙʢʠ ʦʜʥʦʯʘʩʥʠʭ ʧʦʪʨʝʙ ʢʣʽʻʥʪʽʚ. 
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11.4.6. ȺɛɑɜɌɢɱɲ ɓ ɱɘɑəɚɎɌəɔɘ ɖɌəɌɗɚɘ 

 

ʇʨʠ ʧʝʨʰʦʤʫ ʚʠʢʣʠʢʫ CreateNamedPipe ʩʝʨʚʝʨ ʢʘʥʘʣʫ ʚʠʢʦʨʠʩʪʦʚʫʻ 

ʧʘʨʘʤʝʪʨ nMaxInstances  , ʱʦʙ ʚʢʘʟʘʪʠ ʤʘʢʩʠʤʘʣʴʥʫ ʢʽʣʴʢʽʩʪʴ ʝʢʟʝʤʧʣʷʨʽʚ 

ʢʘʥʘʣʫ, ʷʢʽ ʤʦʞʫʪʴ ʽʩʥʫʚʘʪʠ ʦʜʥʦʯʘʩʥʦ. ʉʝʨʚʝʨ ʤʦʞʝ ʙʘʛʘʪʦʨʘʟʦʚʦ ʚʠʢʣʠʢʘʪʠ 

CreateNamedPipe  ʜʣʷ ʩʪʚʦʨʝʥʥʷ ʜʦʜʘʪʢʦʚʠʭ ʝʢʟʝʤʧʣʷʨʽʚ ʢʘʥʘʣʫ, ʷʢʱʦ ʮʝ ʥʝ 

ʧʝʨʝʚʠʱʫʻ ʤʘʢʩʠʤʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ ʝʢʟʝʤʧʣʷʨʽʚ. ʗʢʱʦ ʬʫʥʢʮʽʷ ʫʩʧʽʰʥʘ, ʢʦʞʝʥ 

ʚʠʢʣʠʢ ʧʦʚʝʨʪʘʻ ʜʝʩʢʨʠʧʪʦʨ ʚ ʢʽʥʝʮʴ ʩʝʨʚʝʨʘ ʝʢʟʝʤʧʣʷʨʘ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. 

ʗʢ ʪʽʣʴʢʠ ʩʝʨʚʝʨ ʢʘʥʘʣʫ ʩʪʚʦʨʶʻ ʝʢʟʝʤʧʣʷʨ ʢʘʥʘʣʫ, ʢʣʽʻʥʪ ʢʘʥʘʣʫ ʤʦʞʝ 

ʧʽʜʢʣʶʯʠʪʠʩʷ ʜʦ ʥʴʦʛʦ, ʚʠʢʣʠʢʘʚʰʠ ʬʫʥʢʮʽʶ CreateFile  ʘʙʦ 

CallNamedPipe  . ʗʢʱʦ ʝʢʟʝʤʧʣʷʨ ʢʘʥʘʣʫ ʜʦʩʪʫʧʥʠʡ, CreateFile  ʧʦʚʝʨʪʘʻ 

ʜʝʩʢʨʠʧʪʦʨ ʢʣʽʻʥʪʩʴʢʦʛʦ ʢʽʥʮʷ ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ. ʗʢʱʦ ʝʢʟʝʤʧʣʷʨʠ ʢʘʥʘʣʫ 

ʥʝʜʦʩʪʫʧʥʽ, ʢʣʽʻʥʪ ʢʘʥʘʣʫ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʬʫʥʢʮʽʶ WaitNamedPipe, 

ʱʦʙ ʜʦʯʝʢʘʪʠʩʷ ʧʦʷʚʠ ʢʘʥʘʣʫ. 

ʉʝʨʚʝʨ ʢʘʥʘʣʫ ʤʦʞʝ ʚʠʟʥʘʯʠʪʠ, ʢʦʣʠ ʢʣʽʻʥʪ ʢʘʥʘʣʫ ʧʽʜʢʣʶʯʝʥʠʡ ʜʦ 

ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ ʟʘ ʜʦʧʦʤʦʛʦʶ ʬʫʥʢʮʽʾ ConnectNamedPipe . ʗʢʱʦ 

ʜʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ ʧʝʨʝʙʫʚʘʻ ʚ ʨʝʞʠʤʽ ʙʣʦʢʫʚʘʥʥʷ ʪʘ ʦʯʽʢʫʚʘʥʥʷ, 

ConnectNamedPipe ʥʝ ʧʦʚʝʨʪʘʻʪʴʩʷ, ʜʦʢʠ ʥʝ ʙʫʜʝ ʧʽʜʢʣʶʯʝʥʦ ʢʣʽʻʥʪʘ. 

ʂʣʽʻʥʪʠ ʪʘ ʩʝʨʚʝʨʠ ʢʘʥʘʣʫ ʤʦʞʫʪʴ ʚʠʢʣʠʢʘʪʠ ʦʜʥʫ ʟ ʢʽʣʴʢʦʭ ʬʫʥʢʮʽʡ, ʢʨʽʤ 

CallNamedPipe  , ʜʣʷ ʯʠʪʘʥʥʷ ʪʘ ʟʘʧʠʩʫ ʚ ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ. ʇʦʚʝʜʽʥʢʘ ʮʠʭ 

ʬʫʥʢʮʽʡ ʟʘʣʝʞʠʪʴ ʚʽʜ ʪʠʧʫ ʢʘʥʘʣʫ ʪʘ ʨʝʞʠʤʽʚ, ʷʢʽ ʜʽʶʪʴ ʜʣʷ ʟʘʟʥʘʯʝʥʦʛʦ 

ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ, ʷʢ ʧʦʢʘʟʘʥʦ ʥʠʞʯʝ. 

- ʌʫʥʢʮʽʾ ReadFile  ʪʘ WriteFile ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʟ ʢʘʥʘʣʘʤʠ 

ʪʠʧʫ ʙʘʡʪʽʚ ʯʠ ʧʦʚʽʜʦʤʣʝʥʴ. 

- ʌʫʥʢʮʽʾ ReadFileEx  ʽ WriteFileEx  ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʟ 

ʢʘʥʘʣʘʤʠ ʪʠʧʫ ʙʘʡʪʽʚ ʘʙʦ ʧʦʚʽʜʦʤʣʝʥʴ, ʷʢʱʦ ʜʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ ʙʫʚ 

ʚʽʜʢʨʠʪʠʡ ʜʣʷ ʦʧʝʨʘʮʽʡ, ʱʦ ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ. 

- ʌʫʥʢʮʽʶ PeekNamedPipe ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʯʠʪʘʥʥʷ ʙʝʟ 

ʚʠʜʘʣʝʥʥʷ ʚʤʽʩʪʫ ʙʘʡʪʦʚʦʛʦ ʪʠʧʫ ʘʙʦ ʢʘʥʘʣʫ ʪʠʧʫ ʧʦʚʽʜʦʤʣʝʥʥʷ. 
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PeekNamedPipe ʪʘʢʦʞ ʤʦʞʝ ʧʦʚʝʨʪʘʪʠ ʜʦʜʘʪʢʦʚʽ ʚʽʜʦʤʦʩʪʽ ʧʨʦ 

ʝʢʟʝʤʧʣʷʨ ʢʘʥʘʣʫ. 

- ʌʫʥʢʮʽʶ TransactNamedPipe  ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʟ ʜʫʧʣʝʢʩʥʠʤʠ 

ʢʘʥʘʣʘʤʠ ʪʠʧʫ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʷʢʱʦ ʜʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ ʜʣʷ ʧʨʦʮʝʩʫ, ʱʦ 

ʚʠʢʣʠʢʘʻ, ʥʘʣʘʰʪʦʚʘʥʠʡ ʚ ʨʝʞʠʤ ʯʠʪʘʥʥʷ ʧʦʚʽʜʦʤʣʝʥʴ. ʌʫʥʢʮʽʷ ʟʘʧʠʩʫʻ 

ʧʦʚʽʜʦʤʣʝʥʥʷ ʟʘʧʠʪʫ ʽ ʟʯʠʪʫʻ ʧʦʚʽʜʦʤʣʝʥʥʷ ʫ ʚʽʜʧʦʚʽʜʴ ʟʘ ʦʜʥʫ 

ʦʧʝʨʘʮʽʶ, ʧʽʜʚʠʱʫʶʯʠ ʧʨʦʜʫʢʪʠʚʥʽʩʪʴ ʤʝʨʝʞʽ. 

ʉʝʨʚʝʨ ʢʘʥʘʣʫ ʥʝ ʧʦʚʠʥʝʥ ʚʠʢʦʥʫʚʘʪʠ ʙʣʦʢʫʶʯʫ ʦʧʝʨʘʮʽʶ ʯʠʪʘʥʥʷ, ʜʦʢʠ 

ʥʝ ʙʫʜʝ ʟʘʧʫʱʝʥʦ ʢʣʽʻʥʪʘ ʢʘʥʘʣʫ. ɺ ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ ʤʦʞʝ ʚʠʥʠʢʥʫʪʠ ʩʪʘʥ 

ʛʦʥʢʠ. ɿʘʟʚʠʯʘʡ ʮʝ ʚʽʜʙʫʚʘʻʪʴʩʷ ʢʦʣʠ ʢʦʜ ʽʥʽʮʽʘʣʽʟʘʮʽʾ, ʥʘʧʨʠʢʣʘʜ ʙʽʙʣʽʦʪʝʢʠ 

ʯʘʩʫ ʚʠʢʦʥʘʥʥʷ C, ʧʦʚʠʥʝʥ ʟʘʙʣʦʢʫʚʘʪʠ ʽ ʚʠʚʯʠʪʠ ʫʩʧʘʜʢʦʚʘʥʽ ʜʝʩʢʨʠʧʪʦʨʠ. 

ʂʦʣʠ ʢʣʽʻʥʪ ʪʘ ʩʝʨʚʝʨ ʟʘʚʝʨʰʫʶʪʴ ʨʦʙʦʪʫ ʟ ʝʢʟʝʤʧʣʷʨʦʤ ʢʘʥʘʣʫ, ʩʝʨʚʝʨ 

ʧʦʚʠʥʝʥ ʩʧʦʯʘʪʢʫ ʚʠʢʣʠʢʘʪʠ ʬʫʥʢʮʽʶ FlushFileBuffers  , ʱʦʙ 

ʧʝʨʝʢʦʥʘʪʠʩʷ, ʱʦ ʢʣʽʻʥʪ ʟʯʠʪʫʻ ʚʩʽ ʙʘʡʪʠ ʘʙʦ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʟʘʧʠʩʘʥʽ ʚ ʢʘʥʘʣ. 

FlushFileBuffers ʥʝ ʧʦʚʝʨʪʘʻʪʴʩʷ, ʧʦʢʠ ʢʣʽʻʥʪ ʥʝ ʨʘʭʫʻ ʚʩʽ ʜʘʥʽ ʟ ʢʘʥʘʣʫ. 

ʇʦʪʽʤ ʩʝʨʚʝʨ ʚʠʢʣʠʢʘʻ ʬʫʥʢʮʽʶ DisconnectNamedPipe, ʱʦʙ ʟʘʢʨʠʪʠ 

ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʢʣʽʻʥʪʘ ʢʘʥʘʣʫ. ʎʷ ʬʫʥʢʮʽʷ ʨʦʙʠʪʴ ʜʝʩʢʨʠʧʪʦʨ ʢʣʽʻʥʪʘ 

ʥʝʧʨʠʧʫʩʪʠʤʠʤ, ʷʢʱʦ ʚʽʥ ʱʝ ʟʘʢʨʠʪʠʡ. ʋʩʽ ʥʝʧʨʦʯʠʪʘʥʽ ʜʘʥʽ ʫ ʢʘʥʘʣʽ 

ʚʠʜʘʣʷʶʪʴʩʷ. ʇʽʩʣʷ ʚʠʤʢʥʝʥʥʷ ʢʣʽʻʥʪʘ ʩʝʨʚʝʨ ʚʠʢʣʠʢʘʻ ʬʫʥʢʮʽʶ 

CloseHandle,  ʱʦʙ ʟʘʢʨʠʪʠ ʜʝʩʢʨʠʧʪʦʨ ʜʣʷ ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ. ʂʨʽʤ ʪʦʛʦ, 

ʩʝʨʚʝʨ ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ConnectNamedPipe, ʱʦʙ ʜʦʟʚʦʣʠʪʠ ʥʦʚʦʤʫ 

ʢʣʽʻʥʪʫ ʧʽʜʢʣʶʯʘʪʠʩʷ ʜʦ ʮʴʦʛʦ ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ. 

ʇʨʦʮʝʩ ʤʦʞʝ ʦʪʨʠʤʘʪʠ ʚʽʜʦʤʦʩʪʽ ʧʨʦ ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ, ʚʠʢʣʠʢʘʚʰʠ 

ʬʫʥʢʮʽʶ GetNamedPipeInfo  , ʷʢʘ ʧʦʚʝʨʪʘʻ ʪʠʧ ʢʘʥʘʣʫ, ʨʦʟʤʽʨ ʚʭʽʜʥʠʭ ʪʘ 

ʚʠʭʽʜʥʠʭ ʙʫʬʝʨʽʚ, ʘ ʪʘʢʦʞ ʤʘʢʩʠʤʘʣʴʥʫ ʢʽʣʴʢʽʩʪʴ ʝʢʟʝʤʧʣʷʨʽʚ ʢʘʥʘʣʫ, ʷʢʽ 

ʤʦʞʥʘ ʩʪʚʦʨʠʪʠ. ʌʫʥʢʮʽʷ GetNamedPipeHandleState  ʧʦʚʽʜʦʤʣʷʻ ʧʨʦ 

ʨʝʞʠʤʠ ʯʠʪʘʥʥʷ ʪʘ ʦʯʽʢʫʚʘʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ, ʧʦʪʦʯʥʫ ʢʽʣʴʢʽʩʪʴ 

ʝʢʟʝʤʧʣʷʨʽʚ ʢʘʥʘʣʫ ʪʘ ʜʦʜʘʪʢʦʚʽ ʚʽʜʦʤʦʩʪʽ ʧʨʦ ʢʘʥʘʣʠ, ʷʢʽ ʦʙʤʽʥʶʶʪʴʩʷ 

ʜʘʥʠʤʠ ʧʦ ʤʝʨʝʞʽ. ʌʫʥʢʮʽʷ SetNamedPipeHandleState  ʚʠʟʥʘʯʘʻ ʨʝʞʠʤʠ 



393 

 

ʯʠʪʘʥʥʷ ʪʘ ʦʯʽʢʫʚʘʥʥʷ ʜʝʩʢʨʠʧʪʦʨʘ ʢʘʥʘʣʫ. ɼʣʷ ʢʣʽʻʥʪʽʚ ʢʘʥʘʣʫ, ʱʦ 

ʚʟʘʻʤʦʜʽʶʪʴ ʟ ʚʽʜʜʘʣʝʥʠʤ ʩʝʨʚʝʨʦʤ, ʬʫʥʢʮʽʷ ʪʘʢʦʞ ʫʧʨʘʚʣʷʻ ʤʘʢʩʠʤʘʣʴʥʦʶ 

ʢʽʣʴʢʽʩʪʶ ʙʘʡʪʽʚ, ʱʦ ʟʙʠʨʘʶʪʴʩʷ, ʘʙʦ ʤʘʢʩʠʤʘʣʴʥʠʤ ʯʘʩʦʤ ʦʯʽʢʫʚʘʥʥʷ ʧʝʨʝʜ 

ʧʝʨʝʜʘʯʝʶ ʧʦʚʽʜʦʤʣʝʥʥʷ (ʟʘ ʫʤʦʚʠ, ʱʦ ʜʝʩʢʨʠʧʪʦʨ ʢʣʽʻʥʪʘ ʥʝ ʙʫʚ ʚʽʜʢʨʠʪʠʡ ʟ 

ʚʢʣʶʯʝʥʠʤ ʨʝʞʠʤʦʤ ʟʘʧʠʩʫ). 

 

 

11.4.7. ȭɑɓɛɑɖɌ ɱɘɑəɚɎɌəɔɡ ɖɌəɌɗɱɎ ɞɌ ɛɜɌɎɌ ɐɚɝɞɟɛɟ 

 

ɹʝʟʧʝʢʘ Windows ʜʦʟʚʦʣʷʻ ʢʝʨʫʚʘʪʠ ʜʦʩʪʫʧʦʤ ʜʦ ʽʤʝʥʦʚʘʥʠʭ ʢʘʥʘʣʽʚ. 

ɼʝʩʢʨʠʧʪʦʨ ʙʝʟʧʝʢʠ ʜʣʷ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ ʤʦʞʥʘ ʚʢʘʟʘʪʠ ʧʽʜ ʯʘʩ 

ʚʠʢʣʠʢʫ ʬʫʥʢʮʽʾ CreateNamedPipe. ɼʝʩʢʨʠʧʪʦʨ ʙʝʟʧʝʢʠ ʢʝʨʫʻ ʜʦʩʪʫʧʦʤ ʜʦ 

ʢʣʽʻʥʪʩʴʢʠʭ ʪʘ ʩʝʨʚʝʨʥʠʭ ʢʽʥʮʽʚ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. ʗʢʱʦ ʚʢʘʟʘʪʠ ʟʥʘʯʝʥʥʷ 

NULL, ʽʤʝʥʦʚʘʥʠʡ ʢʘʥʘʣ ʦʪʨʠʤʫʻ ʩʪʘʥʜʘʨʪʥʠʡ ʜʝʩʢʨʠʧʪʦʨ ʙʝʟʧʝʢʠ. ʉʧʠʩʢʠ 

ʢʝʨʫʚʘʥʥʷ ʜʦʩʪʫʧʦʤ ʫ ʜʝʩʢʨʠʧʪʦʨʽ ʙʝʟʧʝʢʠ ʟʘ ʧʨʦʤʦʚʯʘʥʥʷʤ ʜʣʷ ʽʤʝʥʦʚʘʥʦʛʦ 

ʢʘʥʘʣʫ ʥʘʜʘʶʪʴ ʧʦʚʥʠʡ ʢʦʥʪʨʦʣʴ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ LocalSystem , 

ʘʜʤʽʥʽʩʪʨʘʪʦʨʘʤ ʪʘ ʚʣʘʩʥʠʢʫ ʪʚʦʨʮʷ. ɺʦʥʠ ʪʘʢʦʞ ʥʘʜʘʶʪʴ ʜʦʩʪʫʧ ʥʘ ʯʠʪʘʥʥʷ 

ʯʣʝʥʘʤ ʛʨʫʧʠ ɺʩʝ ʪʘ ʘʥʦʥʽʤʥʦʛʦ ʦʙʣʽʢʦʚʦʛʦ ʟʘʧʠʩʫ. 

ʑʦʙ ʦʪʨʠʤʘʪʠ ʜʝʩʢʨʠʧʪʦʨ ʙʝʟʧʝʢʠ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ, ʚʠʢʣʠʯʪʝ 

GetSecurityInfo  . ʑʦʙ ʟʤʽʥʠʪʠ ʜʝʩʢʨʠʧʪʦʨ ʙʝʟʧʝʢʠ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ, 

ʚʠʢʣʠʯʪʝ SetSecurityInfo  . 

ʂʦʣʠ ʧʦʪʽʢ ʚʠʢʣʠʢʘʻ CreateNamedPipe, ʱʦʙ ʚʽʜʢʨʠʪʠ ʜʝʩʢʨʠʧʪʦʨ ʥʘ 

ʩʝʨʚʝʨʥʽʡ ʯʘʩʪʠʥʽ ʽʩʥʫʶʯʦʛʦ ʢʘʥʘʣʫ, ʩʠʩʪʝʤʘ ʚʠʢʦʥʫʻ ʧʝʨʝʚʽʨʢʘ ʜʦʩʪʫʧʫ ʧʝʨʝʜ 

ʧʦʚʝʨʥʝʥʥʷʤ ʜʝʩʢʨʠʧʪʦʨʘ. ʇʝʨʝʚʽʨʢʘ ʜʦʩʪʫʧʫ ʧʦʨʽʚʥʶʻ ʤʘʨʢʝʨ ʜʦʩʪʫʧʫ 

ʧʦʪʦʢʫ ʪʘ ʟʘʧʠʪʘʥʽ ʧʨʘʚʘ ʜʦʩʪʫʧʫ ʟ DACL ʫ ʜʝʩʢʨʠʧʪʦʨʽʚ ʙʝʟʧʝʢʠ ʽʤʝʥʦʚʘʥʦʛʦ 

ʢʘʥʘʣʫ. ʂʨʽʤ ʟʘʧʠʪʘʥʠʭ ʧʨʘʚ ʜʦʩʪʫʧʫ, DACL ʧʦʚʠʥʝʥ ʜʦʟʚʦʣʷʪʠ ʚʠʢʣʠʢʘʶʯʠʡ 

ʧʦʪʽʢ FILE_CREATE_PIPE_INSTANCE ʜʦʩʪʫʧ ʜʦ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. 
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ɸʥʘʣʦʛʽʯʥʦ, ʢʦʣʠ ʢʣʽʻʥʪ ʚʠʢʣʠʢʘʻ ʬʫʥʢʮʽʶ CreateFile  ʘʙʦ 

CallNamedPipe  ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʢʣʽʻʥʪʩʴʢʦʾ ʯʘʩʪʠʥʠ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ, 

ʩʠʩʪʝʤʘ ʧʝʨʝʚʽʨʷʻ ʜʦʩʪʫʧ ʧʝʨʝʜ ʥʘʜʘʥʥʷʤ ʜʦʩʪʫʧʫ ʢʣʽʻʥʪʫ. 

ɼʝʩʢʨʠʧʪʦʨ, ʱʦ ʧʦʚʝʨʪʘʻʪʴʩʷ ʬʫʥʢʮʽʻʶ CreateNamedPipe, ʟʘʚʞʜʠ ʤʘʻ 

ʜʦʩʪʫʧ SYNCHRONIZE. ɺʽʥ ʪʘʢʦʞ ʤʘʻ GENERIC_READ, GENERIC_WRITE ʘʙʦ ʪʝ 

ʡ ʽʥʰʝ, ʟʘʣʝʞʥʦ ʚʽʜ ʨʝʞʠʤʫ ʚʽʜʢʨʠʪʪʷ ʢʘʥʘʣʫ. ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʧʨʘʚʘ ʜʦʩʪʫʧʫ 

ʜʣʷ ʢʦʞʥʦʛʦ ʚʽʜʢʨʠʪʦʛʦ ʨʝʞʠʤʫ (ʪʘʙʣ. 11.3). 

 

 ʊʘʙʣʠʮʷ 11.3. 

ɺʽʜʢʨʠʪʠʡ ʨʝʞʠʤ ʇʨʘʚʘ ʜʦʩʪʫʧʫ 

PIPE_ACCESS_DUPLEX 

(0x00000003)  
FILE_GENERIC_READ, FILE_GENERIC_WRITE ɚ SYNCHRONIZE 

PIPE_ACCESS_INBOUND 

(0x00000001)  
FILE_GENERIC_READ ɚ SYNCHRONIZE 

PIPE_ACCESS_OUTBOUND 

(0x00000002)  
FILE_GENERIC_WRITE ɚ SYNCHRONIZE 

 

 FILE_GENERIC_READ ʜʦʩʪʫʧ ʜʦ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ ʦʙ'ʻʜʥʫʻ ʧʨʘʚʘ ʥʘ 

ʯʠʪʘʥʥʷ ʜʘʥʠʭ ʟ ʢʘʥʘʣʫ, ʯʠʪʘʥʥʷ ʘʪʨʠʙʫʪʽʚ ʢʘʥʘʣʫ, ʯʠʪʘʥʥʷ ʨʦʟʰʠʨʝʥʠʭ 

ʘʪʨʠʙʫʪʽʚ ʪʘ ʯʠʪʘʥʥʷ DACL ʢʘʥʘʣʫ. 

FILE_GENERIC_WRITE ʜʦʩʪʫʧ ʜʣʷ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ ʧʦʻʜʥʫʻ ʧʨʘʚʘ ʥʘ 

ʟʘʧʠʩ ʜʘʥʠʭ ʫ ʢʘʥʘʣ, ʜʦʜʘʚʘʥʥʷ ʜʦ ʥʴʦʛʦ ʜʘʥʠʭ, ʟʘʧʠʩ ʘʪʨʠʙʫʪʽʚ ʢʘʥʘʣʫ, ʟʘʧʠʩ 

ʨʦʟʰʠʨʝʥʠʭ ʘʪʨʠʙʫʪʽʚ ʪʘ ʯʠʪʘʥʥʷ DACL ʢʘʥʘʣʫ. ʆʩʢʽʣʴʢʠ FILE_APPEND_DATA 

ʽ FILE_CREATE_PIPE_INSTANCE ʤʘʶʪʴ ʪʝ ʩʘʤʝ ʚʠʟʥʘʯʝʥʥʷ, 

FILE_GENERIC_WRITE ʥʘʜʘʻ ʜʦʟʚʽʣ ʥʘ ʩʪʚʦʨʝʥʥʷ ʢʘʥʘʣʫ. ʑʦʙ ʫʥʠʢʥʫʪʠ ʮʽʻʾ 

ʧʨʦʙʣʝʤʠ, ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ ʦʢʨʝʤʽ ʧʨʘʚʘ ʟʘʤʽʩʪʴ FILE_GENERIC_WRITE. 

ɺʠ ʤʦʞʝʪʝ ʟʘʧʨʦʩʠʪʠ ACCESS_SYSTEM_SECURITY ʧʨʘʚʦ ʜʦʩʪʫʧʫ ʜʦ 

ʦʙ'ʻʢʪʘ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ, ʷʢʱʦ ʚʠ ʭʦʯʝʪʝ ʧʨʦʯʠʪʘʪʠ ʘʙʦ ʟʘʧʠʩʘʪʠ sacl  

ʦʙ'ʻʢʪʘ. 
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ʑʦʙ ʟʘʙʦʨʦʥʠʪʠ ʚʽʜʜʘʣʝʥʠʤ ʢʦʨʠʩʪʫʚʘʯʘʤ ʘʙʦ ʢʦʨʠʩʪʫʚʘʯʘʤ ʽʥʰʦʛʦ 

ʩʝʘʥʩʫ ʪʝʨʤʽʥʘʣʽʚ ʜʦʩʪʫʧ ʜʦ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ, ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ 

ʽʜʝʥʪʠʬʽʢʘʪʦʨ ʙʝʟʧʝʢʠ ʚʭʦʜʫ ʜʦ DACL ʜʣʷ ʢʘʥʘʣʘ. ɯʜʝʥʪʠʬʽʢʘʪʦʨ ʙʝʟʧʝʢʠ ʚʭʦʜʫ 

ʪʘʢʦʞ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʧʽʜ ʯʘʩ ʚʭʦʜʫ ʚ ʩʠʩʪʝʤʫ ʚʽʜ ʽʤʝʥʽ ʚʠʢʦʥʘʥʥʷ; ʮʝ 

ʽʜʝʥʪʠʬʽʢʘʪʦʨ ʙʝʟʧʝʢʠ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʟʘʭʠʩʪʫ ʧʨʦʩʪʦʨʫ ʽʤʝʥ 

ʦʙ'ʻʢʪʘ ʜʣʷ ʢʦʞʥʦʛʦ ʩʝʘʥʩʫ. 

 

11.4.8. ȿɚɝɚɍɗɑəəɫ ɖɗɱɯəɞɌ ɱɘɑəɚɎɌəɚɏɚ ɖɌəɌɗɟ 

 

ʋʦʩʦʙʣʝʥʥʷ Impersonation  - ʮʝ ʟʜʘʪʥʽʩʪʴ ʧʦʪʦʢʫ ʚʠʢʦʥʫʚʘʪʠʩʷ ʚ 

ʢʦʥʪʝʢʩʪʽ ʙʝʟʧʝʢʠ, ʚʽʜʤʽʥʥʦʤʫ ʚʽʜ ʪʦʛʦ, ʱʦ ʻ ʚʣʘʩʥʠʢʦʤ ʧʦʪʦʢʫ. ɺʪʽʣʝʥʥʷ 

ʜʦʟʚʦʣʷʻ ʧʦʪʦʢʫ ʩʝʨʚʝʨʘ ʚʠʢʦʥʫʚʘʪʠ ʜʽʾ ʚʽʜ ʽʤʝʥʽ ʢʣʽʻʥʪʘ, ʘʣʝ ʚ ʤʝʞʘʭ 

ʢʦʥʪʝʢʩʪʫ ʙʝʟʧʝʢʠ ʢʣʽʻʥʪʘ. ʗʢ ʧʨʘʚʠʣʦ, ʢʣʽʻʥʪ ʤʘʻ ʤʝʥʰʠʡ ʨʽʚʝʥʴ ʧʨʘʚ 

ʜʦʩʪʫʧʫ. 

ʇʦʪʽʢ ʩʝʨʚʝʨʘ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ ʤʦʞʝ ʚʠʢʣʠʢʘʪʠ ʬʫʥʢʮʽʶ 

Imperso nateNamedPipeClient , ʱʦʙ ʫʷʚʠʪʠ ʤʘʨʢʝʨ ʜʦʩʪʫʧʫ ʢʦʨʠʩʪʫʚʘʯʘ, 

ʧʽʜʢʣʶʯʝʥʦʛʦ ʜʦ ʢʣʽʻʥʪʩʴʢʦʛʦ ʢʽʥʮʷ ʢʘʥʘʣʫ. ʅʘʧʨʠʢʣʘʜ, ʩʝʨʚʝʨ ʽʤʝʥʦʚʘʥʦʛʦ 

ʢʘʥʘʣʫ ʤʦʞʝ ʥʘʜʘʚʘʪʠ ʜʦʩʪʫʧ ʜʦ ʙʘʟʠ ʜʘʥʠʭ ʘʙʦ ʬʘʡʣʦʚʫ ʩʠʩʪʝʤʫ, ʜʦ ʷʢʦʾ 

ʩʝʨʚʝʨ ʢʘʥʘʣʫ ʤʘʻ ʧʨʠʚʽʣʝʡʦʚʘʥʠʡ ʜʦʩʪʫʧ. ʂʦʣʠ ʢʣʽʻʥʪ ʢʘʥʘʣʫ ʥʘʜʩʠʣʘʻ ʟʘʧʠʪ 

ʩʝʨʚʝʨʫ, ʩʝʨʚʝʨ ʫʦʩʦʙʣʶʻ ʢʣʽʻʥʪʘ ʪʘ ʥʘʤʘʛʘʻʪʴʩʷ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ 

ʟʘʭʠʱʝʥʦʾ ʙʘʟʠ ʜʘʥʠʭ. ʇʦʪʽʤ ʩʠʩʪʝʤʘ ʥʘʜʘʻ ʯʠ ʟʘʙʦʨʦʥʷʻ ʜʦʩʪʫʧ ʜʦ ʩʝʨʚʝʨʘ 

ʟʘʣʝʞʥʦ ʚʽʜ ʨʽʚʥʷ ʙʝʟʧʝʢʠ ʢʣʽʻʥʪʘ. ʇʽʩʣʷ ʟʘʚʝʨʰʝʥʥʷ ʨʦʙʦʪʠ ʩʝʨʚʝʨ 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʬʫʥʢʮʽʶ Revert ToSelf  ʜʣʷ ʚʽʜʥʦʚʣʝʥʥʷ ʤʘʨʢʝʨʘ ʙʝʟʧʝʢʠ. 

ʈʽʚʝʥʴ ʫʦʩʦʙʣʝʥʥʷ ʚʠʟʥʘʯʘʻ ʦʧʝʨʘʮʽʾ, ʷʢʽ ʤʦʞʝ ʚʠʢʦʥʫʚʘʪʠ ʩʝʨʚʝʨ ʧʨʠ 

ʫʦʩʦʙʣʝʥʥʽ ʢʣʽʻʥʪʘ. ɿʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ ʩʝʨʚʝʨ ʫʦʩʦʙʣʝʥʥʷ ʚʠʢʦʥʫʻʪʴʩʷ ʥʘ ʨʽʚʥʽ 

ʫʦʩʦʙʣʝʥʥʷ SecurityImpersonation . ʆʜʥʘʢ, ʢʦʣʠ ʢʣʽʻʥʪ ʚʠʢʣʠʢʘʻ ʬʫʥʢʮʽʶ 

CreateFile  , ʱʦʙ ʚʽʜʢʨʠʪʠ ʜʝʩʢʨʠʧʪʦʨ ʢʣʽʻʥʪʩʴʢʦʛʦ ʢʽʥʮʷ ʢʘʥʘʣʫ, ʢʣʽʻʥʪ 

ʤʦʞʝ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʧʨʘʧʦʨʝʮʴ SECURITY_SQOS_PRESENT ʜʣʷ ʫʧʨʘʚʣʽʥʥʷ 

ʨʽʚʥʝʤ ʫʦʩʦʙʣʝʥʥʷ ʩʝʨʚʝʨʘ. 



396 

 

 

ʋ ʥʘʩʪʫʧʥʠʭ ʧʨʠʢʣʘʜʘʭ ʧʦʢʘʟʘʥʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʢʘʥʘʣʽʚ ʧʝʨʝʜʘʯʽ 

ʙʝʟʧʝʨʝʨʚʥʦʛʦ ʧʦʪʦʢʫ ʜʘʥʠʭ ʤʽʞ ʧʨʦʮʝʩʘʤʠ:  

- Multithreaded pipe server  - ʩʝʨʚʝʨ ʙʘʛʘʪʦʧʦʪʦʯʥʦʛʦ ʢʘʥʘʣʫ; 

- Named pipe server using overlapped I/O  - ʩʝʨʚʝʨ ʽʤʝʥʦʚʘʥʦʛʦ 

ʢʘʥʘʣʫ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʦʧʝʨʘʮʽʡ ʚʚʝʜʝʥʥʷ-ʚʠʚʝʜʝʥʥʷ, ʱʦ 

ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ; 

- Named pipe server using completion routines  - ʩʝʨʚʝʨ 

ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ, ʷʢʠʡ ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʽʜʧʨʦʛʨʘʤʠ ʟʘʚʝʨʰʝʥʥʷ; 

- Named pipe client  - ʢʣʽʻʥʪ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ; 

- Transactions on named pipes  - ʪʨʘʥʟʘʢʮʽʾ ʽʤʝʥʦʚʘʥʠʤʠ ʢʘʥʘʣʘʤʠ. 

 

11.4.9. ȮɔɖɚɜɔɝɞɌəəɫ ɱɘɑəɚɎɌəɚɏɚ ɖɌəɌɗɟ: ɝɑɜɎɑɜ 

ɍɌɏɌɞɚɛɚɞɚɣəɚɏɚ ɖɌəɌɗɟ 

 

ʋ ʥʘʩʪʫʧʥʦʤʫ ʧʨʠʢʣʘʜʽ ʧʦʢʘʟʘʥʦ ʩʝʨʚʝʨ ʙʘʛʘʪʦʧʦʪʦʢʦʚʠʭ ʢʘʥʘʣʽʚ. ɺʽʥ ʤʘʻ 

main ʧʦʪʽʢ ʟ ʮʠʢʣʦʤ, ʷʢʠʡ ʩʪʚʦʨʶʻ ʝʢʟʝʤʧʣʷʨ ʢʘʥʘʣʫ ʽ ʦʯʽʢʫʻ ʥʘ ʧʽʜʢʣʶʯʝʥʥʷ 

ʢʣʽʻʥʪʘ ʢʘʥʘʣʫ. ʇʨʠ ʧʽʜʢʣʶʯʝʥʥʽ ʢʣʽʻʥʪʘ ʢʘʥʘʣʫ ʩʝʨʚʝʨ ʢʘʥʘʣʫ ʩʪʚʦʨʶʻ ʧʦʪʽʢ 

ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʮʴʦʛʦ ʢʣʽʻʥʪʘ, ʘ ʧʦʪʽʤ ʧʨʦʜʦʚʞʫʻ ʚʠʢʦʥʫʚʘʪʠ ʮʠʢʣ ʫ ʧʦʪʦʮʽ 

main. ʂʣʽʻʥʪ ʢʘʥʘʣʫ ʤʦʞʝ ʫʩʧʽʰʥʦ ʧʽʜʢʣʶʯʠʪʠʩʷ ʜʦ ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ ʚ 

ʽʥʪʝʨʚʘʣʽ ʤʽʞ ʚʠʢʣʠʢʘʤʠ ʬʫʥʢʮʽʡ CreateNamedPipe ʪʘ ConnectNamedPipe. 

ʋ ʮʴʦʤʫ ʚʠʧʘʜʢʫ ConnectNamedPipe ʧʦʚʝʨʪʘʻ ʥʫʣʴ, ʘ GetLastError  

ʧʦʚʝʨʪʘʻ ERROR_PIPE_CONNECTED. 

ʇʦʪʽʢ, ʩʪʚʦʨʝʥʠʡ ʜʣʷ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʢʦʞʥʦʛʦ ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ, ʟʯʠʪʫʻ 

ʟʘʧʠʪʠ ʟ ʢʘʥʘʣʫ ʪʘ ʟʘʧʠʩʫʻ ʚʽʜʧʦʚʽʜʽ ʜʦ ʢʘʥʘʣʫ, ʜʦʢʠ ʢʣʽʻʥʪ ʢʘʥʘʣʫ ʥʝ ʟʘʢʨʠʻ 

ʩʚʽʡ ʜʝʩʢʨʠʧʪʦʨ. ɺ ʮʴʦʤʫ ʚʠʧʘʜʢʫ ʧʦʪʽʢ ʦʯʠʱʘʻ ʢʘʥʘʣ, ʚʽʜʢʣʶʯʘʻʪʴʩʷ, 

ʟʘʢʨʠʚʘʻ ʡʦʛʦ ʜʝʩʢʨʠʧʪʦʨ ʢʘʥʘʣʫ ʪʘ ʟʘʚʝʨʰʫʻ ʨʦʙʦʪʫ. ʇʦʪʽʢ main ʙʫʜʝ 

ʚʠʢʦʥʫʚʘʪʠʩʷ ʜʦʪʠ, ʜʦʢʠ ʥʝ ʚʠʥʠʢʥʝ ʧʦʤʠʣʢʘ ʘʙʦ ʧʨʦʮʝʩ ʥʝ ʙʫʜʝ ʟʘʚʝʨʰʝʥʦ. 
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ʎʝʡ ʩʝʨʚʝʨ ʢʘʥʘʣʫ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʟ ʢʣʽʻʥʪʦʤ ʢʘʥʘʣʫ, ʦʧʠʩʘʥʠʤ ʫ 

ʧʽʜʨʦʟʜʽʣʽ ʂʣʽʻʥʪ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. 

 

ʃʽʩʪʠʥʛ ʥʘ ȯ++: ʩʝʨʚʝʨ ʙʘʛʘʪʦʧʦʪʦʢʦʚʠʭ ʢʘʥʘʣʽʚ (ɼʞʝʨʝʣʦ: Microsoft Build 

Windows. App Development. https://learn.microsoft.com/ru-

ru/windows/win32/ipc/multithreaded-pipe-server): 

 

#include <windows.h>  

#include <stdio.h>  

#include <tchar.h>  

#include <strsafe.h>  

#define BUFSIZE 512  

  

DWORD WINAPI InstanceThread(LPVOID);  

VOID GetAnswerToRequest(LPTSTR, LPTSTR, LPDWORD);  

  

int _tmain(VOID)  

{  

   BOOL   fConnected = FALSE;  

   DWORD  dwThreadId = 0;  

   HANDLE hPipe = INVALID_HANDLE_VALUE, hThread = NULL;  

   LPCTSTR lpszPipename = TEXT(" \ \ \ \ . \ \ pipe \ \ mynamedpipe");  

  

// Ȭɣɟɠɔɟɚɛ ɨɚɜɝ ɣɤɔɠɢɰɵ ɗɜəɗɞɡɝɱɢ ɟɒəɔɒɟɠɕɠ ɜɒɟɒɝɥƗ ɒ ɡɠɤɹɞ ɩɗɜɒɵƗ  

// ɡɠɜɚ ɜɝɹɵɟɤ ɡɹɖɜɝɰɩɚɤɮɣɱ ɖɠ ɟɮɠɕɠƚ Ȩɠɝɚ ɜɝɹɵɟɤ ɡɹɖɜɝɰɩɒɵɤɮɣɱƗ ɣɤɔɠɢɰɵɤɮɣɱ 

//  ɡɠɤɹɜ ɖɝɱ ɠɓɢɠɓɜɚ əɔƦɱəɜɥ ə ɨɚɞ ɜɝɹɵɟɤɠɞƗ ɹ ɨɗɛ ɨɚɜɝ ɔɹɝɮɟɚɛ ɖɝɱ 

//  ɠɩɹɜɥɔɒɟɟɱ ɟɒɣɤɥɡɟɠɕɠ əɒɡɚɤɥ ɟɒ ɡɹɖɜɝɰɩɗɟɟɱ ɜɝɹɵɟɤɒƚ  

// ȴɗ ɟɗɣɜɹɟɩɗɟɟɚɛ ɨɚɜɝƚ  

   for (;;)  

   {  

      _tprintf( TEXT(" \ nPipe Server: Main thread awaiting client connection 

on %s\ n"), lpszPipename);  

      hPipe = CreateNamedPipe(  

          lpszPipename,             // pipe name  

          PIPE_ACCESS_DUPLEX,       // read/write access  

https://learn.microsoft.com/ru-ru/windows/win32/ipc/multithreaded-pipe-server
https://learn.microsoft.com/ru-ru/windows/win32/ipc/multithreaded-pipe-server
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          PIPE_TYPE_MESSAGE |       // message type pipe  

          PIPE_READMODE_MESSAGE |   // message- read mode  

          PIPE_WAIT,                // blocking mode  

          PIPE_UNLIMITED_INSTANCES, // max. instances   

          BUFSIZE,                  // output buffer size  

          BUFSIZE,                  // input buffer size  

          0,                        // client time - out  

          NULL);                    // default security attribute  

 

      if (hPipe == INVALID_HANDLE_VALUE)  

      {  

          _tprintf(TEXT("CreateNamedPipe failed, GLE=%d. \ n"), 

GetLastError());  

          return - 1;  

      }  

  

// Ȣɠɩɗɜɒɛɤɗɣɱ ɡɹɖɜɝɰɩɗɟɟɱ ɜɝɹɵɟɤɒƘ ɱɜɫɠ ɨɗ ɔɖɒɵɤɮɣɱƗ  

// ɦɥɟɜɨɹɱ ɡɠɔɗɢɤɒɵ ɟɗɟɥɝɮɠɔɗ əɟɒɩɗɟɟɱƚ Ƚɜɫɠ ɦɥɟɜɨɹɱ ɡɠɔɗɢɤɒɵ ɟɥɝɮƗ 

//  'ÅÔ,ÁÓÔ%ÒÒÏÒ ɡɠɔɗɢɤɒɵ %22/2ʍ0)0%ʍ#/..%#4%$.  

  

      fConnected = ConnectNamedPipe(hPipe, NULL) ?  

         TRUE : (GetLastError() == ERROR_PIPE_CONNECTED);  

  

      if (fConnected)  

      {  

         printf("Client connected , creating a processing thread. \ n");  

       

         // Create a thread for this client.  

         hThread = CreateThread(  

            NULL,              // no security attribute  

            0,                 // default stack size  

            Instance Thread,    // thread proc  

            (LPVOID) hPipe,    // thread parameter  

            0,                 // not suspended  

            &dwThreadId);      // returns thread ID  

 

         if (hThread == NULL)  



399 

 

         {  

            _tprintf(TEXT("CreateThread failed, GLE=%d. \ n"), GetLastError());  

            return - 1;  

         }  

         else CloseHandle(hThread);  

       }  

      else  

        // The client could not connect, so close the pipe.  

         CloseHandle(hP ipe);  

   }  

 

   return 0;  

}  

  

DWORD WINAPI InstanceThread(LPVOID lpvParam)  

ƳƳ ȴɱ ɡɢɠɨɗɖɥɢɒ ɵ ɦɥɟɜɨɹɵɰ ɠɓɢɠɓɜɚ ɡɠɤɠɜɥ ɖɝɱ ɩɚɤɒɟɟɱ ɤɒ ɔɹɖɡɠɔɹɖɹ ɜɝɹɵɟɤɥ 

ƳƳ ɩɗɢɗə ɔɹɖɜɢɚɤɗ əʎɵɖɟɒɟɟɱ ɜɒɟɒɝɥƗ ɫɠ ɡɢɠɧɠɖɚɤɮ ɔɹɖ ɕɠɝɠɔɟɠɕɠ ɜɠɟɤɥɢɥƚ  

// ȥɔɗɢɟɹɤɮ ɥɔɒɕɥƗ ɫɠ ɨɗ ɖɠəɔɠɝɱɵ 

ƳƳ ɠɣɟɠɔɟɚɛ ɨɚɜɝ ɖɝɱ ɡɢɠɖɠɔɘɗɟɟɱ ɔɚɜɠɟɒɟɟɱƗ ɡɠɤɗɟɨɹɛɟɠ ɣɤɔɠɢɰɰɩɚ  

// ɓɹɝɮɪɗ ɡɠɤɠɜɹɔ 

ƳƳ ɨɹ ɡɢɠɨɗɖɥɢɚ ɔɚɜɠɟɥɔɒɤɚ ɠɖɟɠɩɒɣɟɠƗ əɒɝɗɘɟɠ ɔɹɖ ɜɹɝɮɜɠɣɤɹ ɔɧɹɖɟɚɧ 

ƳƳ ɡɹɖɜɝɰɩɗɟɮ ɜɝɹɵɟɤɒƚ 

{  

   HANDLE hHeap      = GetProcessHeap();  

   TCHAR* pchRequest = (TCHAR*)HeapAlloc(hHeap, 0, BUFSIZE*sizeof(TCHAR));  

   TCHAR* pchReply   = (TCHAR*)HeapAlloc(hHeap, 0, BUFSIZE*sizeof(TCHAR));  

 

   DWORD cbBytesRead = 0, cbReplyBytes = 0, cbWritten = 0;  

   BOOL fSuccess = FALSE;  

   HANDLE hPipe  = NULL;  

 

   // Ƞɚɜɠɟɒɛɤɗ ɖɠɖɒɤɜɠɔɥ ɡɗɢɗɔɹɢɜɥ ɡɠɞɚɝɠɜƗ ɠɣɜɹɝɮɜɚ ɡɢɠɕɢɒɞɒ  

   // ɡɢɠɖɠɔɘɥɔɒɤɚɞɗ ɡɢɒɨɰɔɒɤɚƗ ɟɒɔɹɤɮ ɱɜɫɠ ɨɗɛ ɡɠɤɹɜ əɒɔɗɢɪɚɤɮɣɱ ɡɠɞɚɝɜɠɰ.  

 

   if (lpvParam == NULL)  

   {  

       printf( " \ nERROR -  Pipe Server Failure: \ n");  
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       printf( "   InstanceThread got an unexpected NULL value in 

lpvParam. \ n");  

       printf( "   InstanceThread exitting. \ n");  

       if (pchReply != NULL) HeapFree(hHeap, 0, pchReply);  

       if (pchRequest != NULL) HeapFree(hHeap, 0, pchRequest);  

       retu rn (DWORD)- 1;  

   }  

 

   if (pchRequest == NULL)  

   {  

       printf( " \ nERROR -  Pipe Server Failure: \ n");  

       printf( "   InstanceThread got an unexpected NULL heap 

allocation. \ n");  

       printf( "   InstanceThread exitting. \ n");  

       if (pchReply != N ULL) HeapFree(hHeap, 0, pchReply);  

       return (DWORD) - 1;  

   }  

 

   if (pchReply == NULL)  

   {  

       printf( " \ nERROR -  Pipe Server Failure: \ n");  

       printf( "   InstanceThread got an unexpected NULL heap 

allocation. \ n");  

       printf( "   InstanceThread exitting. \ n");  

       if (pchRequest != NULL) HeapFree(hHeap, 0, pchRequest);  

       return (DWORD) - 1;  

   }  

 

   // Ȣɢɥɜɥɔɒɤɚ ɓɒɕɒɤɠɣɝɹɔɟɹ ɡɠɔɹɖɠɞɝɗɟɟɱƚ ȱ ɢɠɓɠɩɠɞɥ ɜɠɖɹ ɨɗ ɞɒɵ ɓɥɤɚ ɝɚɪɗ 

// ɖɝɱ ɟɒɝɒɕɠɖɘɗɟɟɱ.  

   printf("InstanceThread created, receiving and processing messages. \ n");  

 

// ȭɒɢɒɞɗɤɢ ɡɠɤɠɜɥ ɵ ɖɗɣɜɢɚɡɤɠɢɠɞ ɗɜəɗɞɡɝɱɢɒ ɠɓƦɵɜɤɒ ɜɒɟɒɝɥ.  

  

   hPipe = (HANDLE) lpvParam;  

 

// Loop until done reading  
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   while (1)  

   {  

   // ȵɚɤɒɟɟɱ ɜɝɹɵɟɤɣɮɜɚɧ əɒɡɚɤɹɔ ə ɜɒɟɒɝɥƚ ȴɗɛ ɣɡɢɠɫɗɟɚɛ ɜɠɖ ɖɠəɔɠɝɱɵ  

   // ɝɚɪɗ ɡɠɔɹɖɠɞɝɗɟɟɱ 

   // up to BUFSIZE characters in length.  

      fSuccess = ReadFile(  

         hPipe,        // handle to pipe  

         pchRequest,    // buffer to receive data  

         BUFSIZE*sizeof(TCHAR), //  size of buffer  

         &cbBytesRead, // number of bytes read  

         NULL);        // not overlapped I/O  

 

      if (!fSuccess || cbBytesRead == 0)  

      {    

          if (GetLastError() == ERROR_BROKEN_PIPE)  

          {  

              _tprintf(TEXT("InstanceThread: client disconnected. \ n"));  

          }  

          else  

          {  

              _tprintf(TEXT("InstanceThread ReadFile failed, GLE=%d. \ n"), 

GetLastError());  

          }  

          break;  

      }  

 

   // Process the incoming message.  

      GetAnswerToRequest(pchRequest, pchReply, &cbReplyBytes);  

  

   // Write the reply to the pipe.  

      fSuccess = WriteFile(  

         hPipe,        // handle to pipe  

         pchReply,     // buffer to write from  

         cbReplyBytes, // number of bytes to write  

         &cbWritten,   // number of bytes written  

         NULL);        // not overlapped I/O  
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      if (!fSuccess || cbReplyBytes != cbWritten)  

      {    

          _tprintf(TEXT("InstanceThread WriteFile failed, GLE=%d. \ n"), 

GetLastError());  

          break;  

      }  

  }  

 

// Ȭɩɚɣɤɹɤɮ ɜɒɟɒɝƗ ɫɠɓ ɖɠəɔɠɝɚɤɚ ɜɝɹɵɟɤɥ ɡɢɠɩɚɤɒɤɚ ɔɞɹɣɤ ɜɒɟɒɝɥ 

ƳƳ ɡɗɢɗɖ ɔɹɖɜɝɰɩɗɟɟɱɞƚ ȭɠɤɹɞ ɔɹɖƦɵɖɟɒɛɤɗ ɜɒɟɒɝ ɤɒ əɒɜɢɚɛɤɗ 

ƳƳ ɖɗɣɜɢɚɡɤɠɢ ɨɮɠɕɠ ɗɜəɗɞɡɝɱɢɒ ɜɒɟɒɝɥ.  

  

   FlushFileBuffers(hPipe);  

   DisconnectNamedPipe(hPipe);  

   CloseHandle(hPipe);  

 

   HeapFree(hHeap, 0, pchRequest);  

   HeapFree(hHeap, 0, pchReply);  

 

   printf("InstanceThread exiting. \ n");  

   return 1;  

}  

 

VOID GetAnswerToRequest( LPTSTR pchRequest,  

                         LPTSTR pchReply,  

                         LPDWORD pchBytes ) 

ƳƳȴɱ ɡɢɠɨɗɖɥɢɒ ɵ ɡɢɠɣɤɠɰ ɦɥɟɜɨɹɵɰ ɖɝɱ ɖɢɥɜɥ ɜɝɹɵɟɤɣɮɜɠɕɠ əɒɡɚɤɥ ɟɒ ɜɠɟɣɠɝɹ 

// ɤɒ əɒɡɠɔɟɗɟɟɱ ɓɥɦɗɢɒ ɔɹɖɡɠɔɹɖɹ ɣɤɒɟɖɒɢɤɟɚɞ ɢɱɖɜɠɞ ɖɒɟɚɧƚ Ȱɥɤ ɔɚ ɢɠəɞɹɣɤɚɤɗ 

// ɦɒɜɤɚɩɟɚɛ ɜɠɖ ɠɓɢɠɓɜɚ əɒɡɚɤɥ ɜɝɹɵɟɤɒƗ ɱɜɚɛ ɔɚɜɠɟɥɵɤɮɣɱ ɔ ɜɠɟɤɗɜɣɤɹ ɡɠɤɠɜɥ 

// ɗɜəɗɞɡɝɱɢɒƚ Ȫɒɛɤɗ ɟɒ ɥɔɒəɹƗ ɫɠ ɠɣɟɠɔɟɚɛ ɡɠɤɹɜ ɡɢɠɖɠɔɘɥɔɒɤɚɞɗ ɠɩɹɜɥɔɒɤɚ ɤɒ 

// ɠɤɢɚɞɥɔɒɤɚ ɡɹɖɜɝɰɩɗɟɟɱ ɹɟɪɚɧ ɜɝɹɵɟɤɹɔƗ ɡɠɜɚ ɡɠɤɹɜ ɗɜəɗɞɡɝɱɢɒ ɡɢɒɨɰɵ.  

{  

    _tprintf( TEXT("Client Request String: \ "%s\ " \ n"), pchRequest );  

 

    // Check the outgoing message to mak e sure it's not too long for the 

buffer.  
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    if (FAILED(StringCchCopy( pchReply, BUFSIZE, TEXT("default answer from 

server") )))  

    {  

        *pchBytes = 0;  

        pchReply[0] = 0;  

        printf("StringCchCopy failed, no outgoing message. \ n");  

        return;  

    }  

    *pchBytes = (lstrlen(pchReply)+1)*sizeof(TCHAR);  

}    

 

11.4.10. ȮɔɖɚɜɔɝɞɌəəɫ ɱɘɑəɚɎɌəɚɏɚ ɖɌəɌɗɟ: ɝɑɜɎɑɜ 

ɱɘɑəɚɎɌəɚɏɚ ɖɌəɌɗɟ ɓ ɎɔɖɚɜɔɝɞɌəəɫɘ ɚɛɑɜɌɢɱɕ ɎɎɑɐɑəəɫ-

ɎɔɎɑɐɑəəɫ, ɥɚ ɛɑɜɑɖɜɔɎɌɪɞɨɝɫ 

 

ʅʠʞʯʝ ʥʘʚʝʜʝʥʦ ʧʨʠʢʣʘʜ ʦʜʥʦʧʦʪʦʢʦʚʦʛʦ ʩʝʨʚʝʨʘ ʢʘʥʘʣʫ, ʷʢʠʡ 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʦʧʝʨʘʮʽʾ, ʱʦ ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ, ʜʣʷ ʦʙʩʣʫʛʦʚʫʚʘʥʥʷ ʦʜʥʦʯʘʩʥʠʭ 

ʧʽʜʢʣʶʯʝʥʴ ʜʦ ʢʽʣʴʢʦʭ ʢʣʽʻʥʪʽʚ ʢʘʥʘʣʫ. ʉʝʨʚʝʨ ʢʘʥʘʣʫ ʩʪʚʦʨʶʻ ʬʽʢʩʦʚʘʥʫ 

ʢʽʣʴʢʽʩʪʴ ʝʢʟʝʤʧʣʷʨʽʚ ʢʘʥʘʣʫ. ʂʦʞʝʥ ʝʢʟʝʤʧʣʷʨ ʢʘʥʘʣʫ ʤʦʞʥʘ ʧʽʜʢʣʶʯʠʪʠ ʜʦ 

ʦʢʨʝʤʦʛʦ ʢʣʽʻʥʪʘ ʢʘʥʘʣʫ. ʂʦʣʠ ʢʣʽʻʥʪ ʢʘʥʘʣʫ ʟʘʚʝʨʰʫʻ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ, ʩʝʨʚʝʨ ʚʽʜʢʣʶʯʘʻʪʴʩʷ ʚʽʜ ʢʣʽʻʥʪʘ ʪʘ ʧʦʚʪʦʨʥʦ 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʝʢʟʝʤʧʣʷʨ ʢʘʥʘʣʫ ʜʣʷ ʧʽʜʢʣʶʯʝʥʥʷ ʜʦ ʥʦʚʦʛʦ ʢʣʽʻʥʪʘ. ʎʝʡ 

ʩʝʨʚʝʨ ʢʘʥʘʣʫ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʟ ʢʣʽʻʥʪʦʤ ʢʘʥʘʣʫ, ʦʧʠʩʘʥʠʤ ʫ ʨʦʟʜʽʣʽ 

ʂʣʽʻʥʪ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ. 

ʉʪʨʫʢʪʫʨʘ OVERLAPPED ʚʢʘʟʫʻʪʴʩʷ ʷʢ ʧʘʨʘʤʝʪʨ ʫ ʢʦʞʥʽʡ ʦʧʝʨʘʮʽʾ 

ReadFile , WriteFile  ʪʘ ConnectNamedPipe ʚ ʝʢʟʝʤʧʣʷʨʽ ʢʘʥʘʣʫ. ʍʦʯʘ ʚ 

ʧʨʠʢʣʘʜʽ ʧʦʢʘʟʘʥʽ ʦʜʥʦʯʘʩʥʽ ʦʧʝʨʘʮʽʾ ʟ ʨʽʟʥʠʤʠ ʝʢʟʝʤʧʣʷʨʘʤʠ ʢʘʥʘʣʫ, ʚʽʥ 

ʜʦʟʚʦʣʷʻ ʫʥʠʢʥʫʪʠ ʦʜʥʦʯʘʩʥʠʭ ʦʧʝʨʘʮʽʡ ʟ ʦʜʥʠʤ ʝʢʟʝʤʧʣʷʨʦʤ ʢʘʥʘʣʫ ʟʘ 

ʜʦʧʦʤʦʛʦʶ ʦʙ'ʻʢʪʘ ʧʦʜʽʾ ʫ ʩʪʨʫʢʪʫʨʽ OVERLAPPED. ʊʘʢ ʷʢ ʦʜʠʥ ʽ ʪʦʡ ʞʝ ʦʙ'ʻʢʪ 

ʧʦʜʽʾ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʦʧʝʨʘʮʽʡ ʯʠʪʘʥʥʷ, ʟʘʧʠʩʫ ʪʘ ʧʽʜʢʣʶʯʝʥʥʷ ʜʣʷ 

ʢʦʞʥʦʛʦ ʝʢʟʝʤʧʣʷʨʘ, ʥʝʤʦʞʣʠʚʦ ʜʽʟʥʘʪʠʩʷ, ʷʢʝ ʟʘʚʝʨʰʝʥʥʷ ʦʧʝʨʘʮʽʾ ʧʨʠʟʚʝʣʦ 
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ʜʦ ʪʦʛʦ, ʱʦ ʧʦʜʽʷ ʙʫʣʘ ʧʝʨʝʜʘʥʘ ʩʪʘʥ ʩʠʛʥʘʣʫ ʜʣʷ ʦʜʥʦʯʘʩʥʠʭ ʦʧʝʨʘʮʽʡ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʦʜʥʦʛʦ ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ. 

ɼʝʩʢʨʠʧʪʦʨʠ ʧʦʜʽʡ ʢʦʞʥʦʛʦ ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ ʟʙʝʨʽʛʘʶʪʴʩʷ ʫ ʤʘʩʠʚʽ, 

ʧʝʨʝʜʘʥʦʤʫ ʬʫʥʢʮʽʾ WaitForMultipleObjects . ʎʷ ʬʫʥʢʮʽʷ ʦʯʽʢʫʻ ʧʝʨʝʜʘʯʽ 

ʩʠʛʥʘʣʫ ʧʨʦ ʦʜʥʫ ʟ ʧʦʜʽʡ ʽ ʧʦʚʝʨʪʘʻ ʽʥʜʝʢʩ ʤʘʩʠʚʫ ʧʦʜʽʾ, ʱʦ ʩʧʨʠʯʠʥʠʚ 

ʟʘʚʝʨʰʝʥʥʷ ʦʧʝʨʘʮʽʾ ʦʯʽʢʫʚʘʥʥʷ. ʋ ʧʨʠʢʣʘʜʽ ʮʴʦʛʦ ʨʦʟʜʽʣʫ ʮʝʡ ʽʥʜʝʢʩ ʤʘʩʠʚʫ 

ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʩʪʨʫʢʪʫʨʠ, ʱʦ ʤʽʩʪʠʪʴ ʚʽʜʦʤʦʩʪʽ ʜʣʷ 

ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ. ʉʝʨʚʝʨ ʚʠʢʦʨʠʩʪʦʚʫʻ ʝʣʝʤʝʥʪ ʩʪʨʫʢʪʫʨʠ fPendingIO  ʜʣʷ 

ʚʽʜʩʪʝʞʝʥʥʷ ʪʦʛʦ, ʯʠ ʦʯʽʢʫʚʘʣʘʩʷ ʦʩʪʘʥʥʷ ʦʧʝʨʘʮʽʷ ʚʚʝʜʝʥʥʷ-ʚʠʚʦʜʫ ʚ 

ʝʢʟʝʤʧʣʷʨʽ, ʱʦ ʚʠʤʘʛʘʻ ʚʠʢʣʠʢʫ ʬʫʥʢʮʽʾ GetOverlappedResult  . ʉʝʨʚʝʨ 

ʚʠʢʦʨʠʩʪʦʚʫʻ ʝʣʝʤʝʥʪ dwState  ʩʪʨʫʢʪʫʨʠ ʜʣʷ ʚʠʟʥʘʯʝʥʥʷ ʥʘʩʪʫʧʥʦʾ ʦʧʝʨʘʮʽʾ, 

ʷʢʘ ʧʦʚʠʥʥʘ ʙʫʪʠ ʚʠʢʦʥʘʥʘ ʜʣʷ ʝʢʟʝʤʧʣʷʨʘ ʢʘʥʘʣʫ. 

ʆʧʝʨʘʮʽʾ ReadFile, WriteFile  ʽ ConnectNamedPipe, ʱʦ 

ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ, ʤʦʞʫʪʴ ʟʘʚʝʨʰʠʪʠʩʷ ʜʦ ʪʦʛʦ ʯʘʩʫ, ʢʦʣʠ ʬʫʥʢʮʽʷ 

ʧʦʚʝʨʪʘʻʪʴʩʷ. ɺ ʽʥʰʦʤʫ ʚʠʧʘʜʢʫ, ʷʢʱʦ ʦʧʝʨʘʮʽʷ ʧʝʨʝʙʫʚʘʻ ʫ ʩʪʘʥʽ ʦʯʽʢʫʚʘʥʥʷ, 

ʦʙ'ʻʢʪ ʧʦʜʽʾ ʫ ʚʢʘʟʘʥʽʡ ʩʪʨʫʢʪʫʨʽ OVERLAPPED ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ ʫ ʩʪʘʥ ʙʝʟ ʟʥʘʢʘ 

ʧʝʨʝʜ ʧʦʚʝʨʥʝʥʥʷʤ ʬʫʥʢʮʽʾ. ʇʽʩʣʷ ʟʘʚʝʨʰʝʥʥʷ ʦʯʽʢʫʚʘʥʦʾ ʦʧʝʨʘʮʽʾ ʩʠʩʪʝʤʘ 

ʚʩʪʘʥʦʚʣʶʻ ʩʪʘʥ ʦʙ'ʻʢʪʘ ʧʦʜʽʾ ʟʥʘʯʝʥʥʷ Signaled . ʉʪʘʥ ʦʙ'ʻʢʪʘ ʧʦʜʽʾ ʥʝ 

ʟʤʽʥʶʻʪʴʩʷ, ʷʢʱʦ ʦʧʝʨʘʮʽʷ ʟʘʚʝʨʰʫʻʪʴʩʷ ʜʦ ʧʦʚʝʨʥʝʥʥʷ ʬʫʥʢʮʽʾ. 

ʊʘʢ ʷʢ ʫ ʧʨʠʢʣʘʜʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʦʙ'ʻʢʪʠ ʧʦʜʽʡ ʩʢʠʜʘʥʥʷ ʚʨʫʯʥʫ, 

ʬʫʥʢʮʽʷ WaitForMultipleObjects  ʥʝ ʟʤʽʥʶʻ ʩʪʘʥ ʦʙ'ʻʢʪʘ ʧʦʜʽʾ ʥʘ ʥʝʟʥʘʯʥʝ. 

ʎʝ ʚʘʞʣʠʚʦ, ʦʩʢʽʣʴʢʠ ʚ ʧʨʠʢʣʘʜʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʦʙ'ʻʢʪʠ ʧʦʜʽʡ, ʱʦ 

ʟʘʣʠʰʘʶʪʴʩʷ ʚ ʩʪʘʥʽ ʩʠʛʥʘʣʫ, ʟʘ ʚʠʥʷʪʢʦʤ ʚʠʧʘʜʢʽʚ, ʢʦʣʠ ʚʠʢʦʥʫʻʪʴʩʷ 

ʦʧʝʨʘʮʽʷ, ʱʦ ʦʯʽʢʫʻ. 

ʗʢʱʦ ʦʧʝʨʘʮʽʶ ʚʞʝ ʟʘʚʝʨʰʝʥʦ ʧʨʠ ʧʦʚʝʨʥʝʥʥʽ ReadFile, WriteFile  

ʘʙʦ ConnectNamedPipe , ʟʥʘʯʝʥʥʷ ʬʫʥʢʮʽʾ, ʱʦ ʧʦʚʝʨʪʘʻʪʴʩʷ, ʚʢʘʟʫʻ ʥʘ 

ʨʝʟʫʣʴʪʘʪ. ɼʣʷ ʦʧʝʨʘʮʽʡ ʯʠʪʘʥʥʷ ʪʘ ʟʘʧʠʩʫ ʪʘʢʦʞ ʧʦʚʝʨʪʘʻʪʴʩʷ ʢʽʣʴʢʽʩʪʴ 

ʧʝʨʝʜʘʥʠʭ ʙʘʡʪʽʚ. ʗʢʱʦ ʦʧʝʨʘʮʽʷ, ʷʢ ʽ ʨʘʥʽʰʝ, ʧʝʨʝʙʫʚʘʻ ʚ ʩʪʘʥʽ ʦʯʽʢʫʚʘʥʥʷ, 

ReadFile , WriteFile  ʘʙʦ ConnectNamedPipe ʧʦʚʝʨʪʘʻ ʥʫʣʴ, ʘ ʬʫʥʢʮʽʷ 
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GetLastErro r ʧʦʚʝʨʪʘʻ ERROR_IO_PENDING. ʋ ʮʴʦʤʫ ʚʠʧʘʜʢʫ 

ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ ʬʫʥʢʮʽʶ GetOverlappedResult  , ʱʦʙ ʦʪʨʠʤʘʪʠ ʨʝʟʫʣʴʪʘʪʠ 

ʧʽʩʣʷ ʟʘʚʝʨʰʝʥʥʷ ʦʧʝʨʘʮʽʾ. GetOverlappedResult  ʧʦʚʝʨʪʘʻ ʣʠʰʝ ʨʝʟʫʣʴʪʘʪʠ 

ʦʯʽʢʫʚʘʥʠʭ ʦʧʝʨʘʮʽʡ. ɺʽʥ ʥʝ ʧʦʚʽʜʦʤʣʷʻ ʨʝʟʫʣʴʪʘʪʠ ʦʧʝʨʘʮʽʡ, ʚʠʢʦʥʘʥʠʭ ʜʦ 

ʧʦʚʝʨʥʝʥʥʷ ʬʫʥʢʮʽʾ ReadFile , WriteFile  ʘʙʦ ConnectNamedPipe, ʱʦ 

ʧʝʨʝʢʨʠʚʘʻʪʴʩʷ. 

ʇʝʨʝʜ ʚʠʤʢʥʝʥʥʷʤ ʢʣʽʻʥʪʘ ʥʝʦʙʭʽʜʥʦ ʜʦʯʝʢʘʪʠʩʷ ʩʠʛʥʘʣʫ ʧʨʦ ʟʘʚʝʨʰʝʥʥʷ 

ʨʦʙʦʪʠ ʢʣʽʻʥʪʘ. (ʆʯʠʱʝʥʥʷ ʬʘʡʣʦʚʠʭ ʙʫʬʝʨʽʚ ʙʫʜʝ ʧʝʨʝʰʢʦʜʞʘʪʠ 

ʧʨʠʟʥʘʯʝʥʥʶ ʦʧʝʨʘʮʽʡ ʚʚʝʜʝʥʥʷ-ʚʠʚʝʜʝʥʥʷ, ʱʦ ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ, ʪʘʢ ʷʢ 

ʦʧʝʨʘʮʽʷ ʦʯʠʱʝʥʥʷ ʟʘʙʣʦʢʫʻ ʚʠʢʦʥʘʥʥʷ ʧʦʪʦʢʫ ʩʝʨʚʝʨʘ, ʧʦʢʠ ʢʣʽʻʥʪ ʦʯʽʢʫʻ 

ʦʯʠʱʝʥʥʷ ʢʘʥʘʣʫ.) ʋ ʮʴʦʤʫ ʧʨʠʢʣʘʜʽ ʩʠʛʥʘʣʦʤ ʻ ʧʦʤʠʣʢʘ, ʱʦ ʚʠʥʠʢʘʻ ʧʨʠ 

ʩʧʨʦʙʽ ʯʠʪʘʥʥʷ ʟ ʢʘʥʘʣʫ ʧʽʩʣʷ ʪʦʛʦ, ʷʢ ʢʣʽʻʥʪ ʢʘʥʘʣʫ ʟʘʢʨʠʚʘʻ ʩʚʽʡ ʜʝʩʢʨʠʧʪʦʨ. 

 

ʃʽʩʪʠʥʛ ʥʘ ʉ++: ʉʝʨʚʝʨ ʽʤʝʥʦʚʘʥʦʛʦ ʢʘʥʘʣʫ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʦʧʝʨʘʮʽʡ 

ʚʚʝʜʝʥʥʷ-ʚʠʚʝʜʝʥʥʷ, ʱʦ ʧʝʨʝʢʨʠʚʘʶʪʴʩʷ (ɼʞʝʨʝʣʦ: Microsoft Build Windows. 

App Development. https://learn.microsoft.com/ru-ru/windows/win32/ipc/named-

pipe-server-using-overlapped-i-o 

 

#include <windows.h>  

#include <stdio.h>  

#include <tchar.h>  

#include <strsafe.h>  

  

#define CONNECTING_STATE 0  

#define READING_STATE 1  

#define WRITING_STATE 2  

#define INSTANCES 4  

#define PIPE_TIMEOUT 5000  

#define BUFSIZE 4096  

  

typedef struct  

{  

   OVERLAPPED oOverlap;  
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   HANDLE hPipeInst;  

   TCHAR chRequest[BUFSIZE];  

   DWORD cbRead; 

   TCHAR chReply[BUFSIZE];  

   DWORD cbToWrite;  

   DWORD dwState;  

   BOOL fPendingIO;  

} PIPEINST, *LPPIPEINST;  

  

VOID DisconnectAndReconnect(DWORD);  

BOOL ConnectToNewClient(HANDLE, LPOVERLAPPED);  

VOID GetAnswerToRequest(LPPIPEINST);  

  

PIPEINST Pipe[INSTANCES];  

HANDLE hEvents[INSTANCES];  

  

int _tmain(VOID)  

{  

   DWORD i, dwWait, cbRet, dwErr;  

   BOOL fSuccess;  

   LPCTSTR lpszPipename = TEXT(" \ \ \ \ . \ \ pipe \ \ mynamedpipe");  

  

ƳƳ ȭɠɩɒɤɜɠɔɚɛ ɨɚɜɝ ɣɤɔɠɢɰɵ ɜɹɝɮɜɒ ɗɜəɗɞɡɝɱɢɹɔ ɹɞɗɟɠɔɒɟɠɕɠ ɜɒɟɒɝɥ ɢɒəɠɞ 

//  ə ɠɓƦɵɜɤɠɞ ɡɠɖɹɺ ɖɝɱ ɜɠɘɟɠɕɠ ɗɜəɗɞɡɝɱɢɒƚ Ȣɝɱ ɜɠɘɟɠɕɠ ɗɜəɗɞɡɝɱɢɒ 

//  əɒɡɥɣɜɒɵɤɮɣɱ ɡɗɢɗɜɢɚɤɒ ɠɡɗɢɒɨɹɱ #ÏÎÎÅÃÔ.ÁÍÅÄ0ÉÐÅƚ  

  

   for (i = 0; i < INSTANCES; i++)  

   {  

  

   ƳƳ ȯɤɔɠɢɹɤɮ ɠɓƦɵɜɤ ɡɠɖɹɺ ɖɝɱ ɨɮɠɕɠ ɗɜəɗɞɡɝɱɢɒƚ  

  

      hEvents[i] = CreateEvent(  

         NULL,    // default security attribute  

         TRUE,    // manual - reset event  

         TRUE,    // initial state = signaled  

         NULL);   // unnamed event object  
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      if (hEvents[i] == NULL)  

      {  

         printf("CreateEvent failed with %d.\ n", GetLastError());  

         return 0;  

      }  

  

      Pipe[i].oOverlap.hEvent = hEvents[i];  

      Pipe[i].oOverlap.Offset = 0;  

      Pipe[i].oOverlap.OffsetHigh = 0;  

  

      Pipe[i].hPipeInst = CreateNamedPipe(  

         lpszPipename,            // pipe name  

         PIPE_ACCESS_DUPLEX |     // read/write access  

         FILE_FLAG_OVERLAPPED,    // overlapped mode  

         PIPE_TYPE_MESSAGE |      // message - type pipe  

         PIPE_READMODE_MESSAGE |  // message- read mode  

         PIPE_WAIT,               // blocking mode  

         INSTANCES,               // number of instances  

         BUFSIZE*sizeof(TCHAR),   // output buffer size  

         BUFSIZE*sizeof(TCHAR),   // input buffer size  

         PIPE_TIMEOUT,            // client time - out  

         NULL);                   // default security attributes  

 

      if (Pipe[i].hPipeInst == INVALID_HANDLE_VALUE)  

      {  

         printf("CreateNamedPipe failed with %d. \ n", GetLastError());  

         return 0;  

      }  

  

   ƳƳ Ƞɚɜɝɚɩɤɗ ɡɹɖɡɢɠɕɢɒɞɥ ɖɝɱ ɡɹɖɜɝɰɩɗɟɟɱ ɖɠ ɟɠɔɠɕɠ ɜɝɹɵɟɤɒ 

  

      Pipe[i].fPendingIO = ConnectToNewClient(  

         Pipe[i].hPipeInst,  

         &Pipe[i].oOverlap);  

  

      Pipe[i].dwState = Pipe[i].fPendingIO ?  

         CONNECTING_STATE : // still connecting  
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         READING_STATE;     // ready to read  

   }  

  

   while (1)  

   {  

   ƳƳ Ȣɠɩɗɜɒɛɤɗɣɱ ɣɚɕɟɒɝɥ ɠɓƦɵɜɤɒ ɡɠɖɹɺƗ ɫɠ ɔɜɒəɥɵ ɟɒ əɒɔɗɢɪɗɟɟɱ ɠɡɗɢɒɨɹɺ 

   //  ɩɚɤɒɟɟɱƗ əɒɡɚɣɥ ɒɓɠ əƦɵɖɟɒɟɟɱƗ ɫɠ ɡɗɢɗɜɢɚɔɒɵɤɮɣɱƚ  

  

      dwWait = WaitForMultipleObjects(  

         INSTANCES,    // number of event objects  

         hEvents,      // array of event objects  

         FALSE,        // does not wait for all  

         INFINITE);    // waits indefinitely  

  

   // dwWait shows which pipe completed the operation.  

  

      i = dwWait -  WAIT_OBJECT_0;  // determines which pipe  

      if (i < 0 || i > (INSTANCES -  1))  

      {  

         printf("Index out of range. \ n");  

         return 0;  

      }  

  

   // Ȭɤɢɚɞɒɤɚ ɢɗəɥɝɮɤɒɤƗ ɱɜɫɠ ɠɡɗɢɒɨɹɱ ɓɥɝɒ ɔ ɠɩɹɜɥɔɒɟɟɹ.  

  

      if (Pi pe[i].fPendingIO)  

      {  

         fSuccess = GetOverlappedResult(  

            Pipe[i].hPipeInst, // handle to pipe  

            &Pipe[i].oOverlap, // OVERLAPPED structure  

            &cbRet,            // bytes transferred  

            FALSE);            // do not wait  

  

         switch (Pipe[i].dwState)  

         {  

         // Pending connect operation  

            case CONNECTING_STATE:  
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               if (! fSuccess)  

               {  

                   printf("Error %d. \ n", GetLastError());  

                   return 0;  

               }  

               Pipe[i].dwState = READING_STATE;  

               break;  

  

         // Pending read operation  

            case READING_STATE:  

               if (! fSuccess || cbRet == 0)  

               {  

                  DisconnectAndReconnect(i);  

                  continue;  

               }  

               Pipe[i].cbRead = cbRet;  

               Pipe[i].dwState = WRITING_STATE;  

               break;  

  

         // Pending write operation  

            case WRITING_STATE:  

               if (! fSuccess || cbRet != Pipe[i].cbToWrite)  

               {  

                  DisconnectAndReconnect(i);  

                  continue;  

               }  

               Pipe[i].dwState = READING_STATE;  

               break;  

  

            default:  

            {  

               printf("Invalid pipe state. \ n");  

               return 0;  

            }  

         }   

      }  
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   // ȯɤɒɟ ɜɒɟɒɝɥ ɔɚəɟɒɩɒɵƗ ɱɜɥ ɠɡɗɢɒɨɹɰ ɔɚɜɠɟɥɔɒɤɚ ɖɒɝɹ.  

  

      switch (Pipe[i].dwState)  

      {  

      // READIN G_STATE:  

      // ȭɢɚɞɹɢɟɚɜ ɜɒɟɒɝɥ ɡɹɖɜɝɰɩɗɟɠ ɖɠ ɜɝɹɵɟɤɒ ɤɒ ɕɠɤɠɔɚɛ 

      //  ɡɢɠɩɚɤɒɤɚ əɒɡɚɤ ɔɹɖ ɜɝɹɵɟɤɒ.  

  

         case READING_STATE:  

            fSuccess = ReadFile(  

               Pipe[i].hPipeInst,  

               Pipe[i].chRequest,  

               BUFSIZE*sizeof(TCHAR),  

               &Pipe[i].cbRead,  

               &Pipe[i].oOverlap);  

  

         // Ȭɡɗɢɒɨɹɰ ɩɚɤɒɟɟɱ ɥɣɡɹɪɟɠ əɒɔɗɢɪɗɟɠ.  

  

            if (fSuccess && Pipe[i].cbRead != 0)  

            {  

               Pipe[i].fPendingIO = FALSE;  

               Pipe[i].dwState = WRITING_STATE;  

               continue;  

            }  

  

         // Ȭɡɗɢɒɨɹɱ ɩɚɤɒɟɟɱ ɫɗ ɟɗ əɒɔɗɢɪɗɟɒ.  

  

            dwErr = GetLastError();  

            if (! fSuccess && (dwErr == ERROR_IO_PENDING))  

            {  

               Pipe[i].fPendingIO = TRUE;  

               continue;  

            }  

  

         // Ƞɚɟɚɜɝɒ ɡɠɞɚɝɜɒƘ ɔɹɖɜɝɰɩɚɤɚɣɱ ɔɹɖ ɜɝɹɵɟɤɒ.  

  

            DisconnectAndReconnect(i);  
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            break;  

  

      // WRITING_STATE:  

      // ȥɒɡɚɤ ɥɣɡɹɪɟɠ ɡɢɠɩɚɤɒɟɚɛ ɜɝɹɵɟɤɠɞƚ Ȭɤɢɚɞɒɛɤɗ ɖɒɟɹ ɔɹɖɡɠɔɹɖɹ 

      //  ɤɒ ɟɒɡɚɪɹɤɮ ɺɧ ɜɝɹɵɟɤɥ.  

  

         case WRITING_STATE:  

            GetAnswerToRequest(&Pipe[i]);  

  

            fSuccess = WriteFile(  

               Pipe[i].hPipeInst,  

               Pipe[i].chReply,  

               Pipe[i].cbToWrite,  

               &cbRet,  

               &Pipe[i].oOverlap);  

  

         //  Ȭɡɗɢɒɨɹɰ əɒɡɚɣɥ ɥɣɡɹɪɟɠ əɒɔɗɢɪɗɟɠ.  

  

            if (fSuccess && cbRet == Pipe[i].cbToWrite)  

            {  

               Pipe[i].fPendingIO = FALSE;  

               Pipe[i].dwState = READING_STATE;  

               continue;  

            }  

  

         // Ȭɡɗɢɒɨɹɱ əɒɡɚɣɥ ɫɗ ɟɗ əɒɔɗɢɪɗɟɒ.  

  

            dwErr = GetLastError();  

            if (! fSuccess && (dwErr == ERROR_IO_PENDING))  

            {  

               Pipe[i].fPendingIO = TRUE;  

               continue;  

            }  

  

         // Ƞɚɟɚɜɝɒ ɡɠɞɚɝɜɒƘ ɔɹɖɜɝɰɩɚɤɚɣɱ ɔɹɖ ɜɝɹɵɟɤɒ.  

  

            DisconnectAndReconnect(i);  
































































































































































































































































































































































































































































































































































































































































































































































































































