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ftedLojfisd Hs S OkOMistsY ' Yydd? ©jLbkd kOl
B'ISCts” dzd. | o Bu@? dets ,d&zO OC ' sBipfg! o' o dg'
L3 dedlsd " B3 dzj &3j delsOy' ¢ Java E ftescteOd
LOfsodzs 9Oz0 PRNG odfOHS o dd O K asski
o dfOHCE yj ‘ NhNj BSHBIB ftds ZOHd § tsddd
ydyy o Hte' Ldgw ' Is:fmw ©°'H OLOSd dzO 0Odze
DSA? 1 0MftcOoH' ftose dzj O dzOB Oc¢ Olsts & dzC
sk, "t dz@e ' Is! WwWChw od dzgj L Apddziftclze
fedMmstets’ , §d tc]BcEd MEGEOUA HigEES sy
Ctsdzd od cGjdzjtelz' s desod?2 ' HYdMm L O HEY
SHdsOLtsad?2 Mo yd2 OBwoncee 2GEBHEOMG C dz@®

GJjdaj 6OY"' . w wehws od ¢ tdzdMm! L GJ dzj tok
SHdStOL SoHEfRE @, drm IssM! L di3sy ] foeolststedlsd
A odifoOHSd §tH' BdZ |, Odzj 9 Hte' L dgv ¥ |

L& jdaj bko Olsd € dzAmdroih,j MY B , B Ews) dsv ' 2 fydzts
Csyjde ©OL, Codd od Mitwselk' ') Ldjdjtclk
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OB o9dfOHSCBSaBGES L dzgOyj dadav , nlstsfy! L dBts Y .
sBydmdzj dz# ftestcOrlzoOlsd o90h" " HYdMd Is
dpBts hj 90)3dzde' ' hj §jtmMtdOd dd?2 ¢ dzt y.

C mykz hj 0L ZOSCOEEdsdayz: Mts Cedas!' & Is
o Oy dzd 0y j dadatz® Shts od LietsBdlj § tsd3ddS L
O tedS d&ZzOH, LOBEHjIj] htfm:' fjtejo’ tedlsd,
odnrmn" " Hd2dr HOddR, yYd &syJ &GO Mjt L d

v 9 0fm &O° Blsd Yy bSJ Eweodz dzgetcd ket <
p Ohs5° MmdMmilsj B, 't otcd® ftso ddzdz® tesB dls(
VL Y sz Mmj dzM’ HtsBtoj] fBSHEMBOISd ftets Isj
ftesdgOYyOIsd ~° L kM7 BBC 9, dOfted S dzOH
o' dz! dzgd?2 HEBMlskilz o OZEEYLHR WLOEM" 7 o' d&
LOddh disd? c¢' HOd foddz dzdz 5B flsdls
f tcts dzts di3q ?

JHdddB 'L HtBWKdms ftedE dzOH' &8 1OC T’ H o

LOh dWieso ks ls! ' dj &0 o MOd Mmjteldl &£ OHs
fetsBdzj &3, o' WL Odgts’ - teHstedl T @ds df Hets fi |
fsfd Hsod Mis! BO2I' o, -Mj%mso'j tc.0 Odg ) fOH Hy

mMitlsdW¥ "  COBO L dZOatsHdIs! v " 3" v ] Mz,
Amazon.com. Jd L dzO° ldnlsts " tO foddin Cdsid dgis 3 JBls
w e s LOhJWteko Ok "7 1O 9C0OL OIsd, h ts
2O ted S dzy' wWWHECO.

v O¢ M, I SSL MmMjtlsd®¥®  COOr odSCtstedf
WO LOfdmME® Amazon.com, MmMfsuyisk®ziz.L Of o
 sBtc] , mMfsyolktlk " 7a bkt Bdzs L Of dmOl
ewWHtSSC ' H d&OLeats® Amazon.com, 9otsdts Mt
v dzOf 10 BO2I, wg' ‘ BkzCoOd3d d&zOL o (d
tWHCE By kls! thisy IsOP 'z o 1O M .

I slIs' d@3 BteOkzL jto, &OTgmMOzdy' ®@EOEBIKd o

ftcj HMIsOo dzw ° ewHGCd L 0, h s L dGgkyako' ¢
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dz' ydgdz: dgd¢ O HBseayddzed WWHGCO. 1 Obtsdy Mmis!
HdzZw deyfpcethtotsMmisks rZR 2 s 1O &wifddE " jdzy? ts dety HLE oOX
fMdzj h-y, &3 lIstsB Ists 1y jamazdnccamVi O w €

Android Bitcoin SSL 10 amazon.com

20 amazon.com\0x.foo.com\0
SecureRendom() | Brawser

PRNG amazon.com\0

amazon.com\0x.foo.com\0

t dms

I My Yd LdOAHdI! MY k2 O WIs' o 0Oh et
teWHSE L 11 BO2IL 'L dizdzj 5 2O tedC " dzy’
fcsHsoy bk 21Isd dedd3z, t¢d dzj H8BOYdIs: 9

¢ wehis E dzgOfp ' 00% Tjitc@eydzf ot HALOE
fjodzd?2 toLtcde bk L bkzd dedzg' Istsgts, WwW¢ B

ltedf zfmisd d3ts, h s W  fodscdsH Y ¢ HigSHpzdztstE3s
MdlsdW ' € Olp ¢ HaDdetec. heto me . v O dd3 uyd dzts a3,

My elsdW ' ¢ Olsamadp®.com Oo3f @o.com. ) f sedzv H Ez B I
fteOQoddz dzgd?2 twwHBSE. Aj 20 BO2btOj ' o v,

t Odz' " j BRkdzs IsOC, hts od d&BscEdd oHs Q tod
MC OL Olsd: fdconp,sdzas@21l8] dijdz MjwlsdW' €OIs
Bzdzd B yY' ZCtdgtsE Gt pmazonkomdga j M & HH S

foocom, ' 9o ' dz fBsodz Mmlse s " 2.

bdzy s’ &3, SCtdzd BtORZL jto Bjtj Yj2 tov
tctsB d Is Is j N MmMoOd3d , h & o' dzts oo ' to
amazon.comOx.foo.com ' fMmodzlz =~ dzg¥ dzs H S WA IS 'y ! d3@ L @Y
tsH d dz -dslzadon.com Ox.foo.com \0 ( tc ).

¢ dzj fsls' d3, ¢ tsdzqd Codgh g f tctsc tc ©dgdzj |

‘dlsjeftejlkkzoOlsd WHESS E y! sikz & fy'
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0 o fMmjtejHd eWHCO, MCOQyeée ¢cotsa dglzdadels
mMdz" Hiz' &zZzO0 OHtej Mz ' mdzw dz' tsGts. LIy 4d,
Amazon.com.

Ai ' HtedS d&zOHBBA Istsets, wWEC dzikzLceBH)Y j dg
Bseod w4 SO Mftshmoetsds hdWttkzeo Odzgdzy SSL f
BJLYJGCd. dy o dBjlddts Co' dzv €O tecsC ' o Is ts d3kz

[ Otedz" dzmf ©2 ¢ ( Moxi e Marlinspike), ' yd
v O¢ " odH( i sd3d dzts € h W tclzo Odzdaw HEzY .
LOBJ LT j Yy dedz' , LO oddwilsStsd3 adfOHC" o,
CsHEzo Odzdpd,MisBgRsyd tco' L dg mMfsmtsed hdWw
oddzd SO HtsH' BdzO dgj zLGEtsHY jdg Mis! , daj ¥ ¢
[HdZO MdMmMisj BO 99003 0', s yj oHOA] ' &

HsBtocddd M smtsetsds, htse ' Hh IststetEeitzlds'd. Md f
2.5. €oas932ddR e€as3agaY¥Yoaaoaat )} dasR

[MsOdzdz 2 ftedS zOH o' Hdisod d3j & Oddi ujdk
fjtjfcody dedle, OEOWHOEO hts * §jtojt so daj dac
y! 86 Mje2cLds, ks s o20hdd L OsH
ptcOLyie 'O odftsBlko Olsd yj 2 -Mjdes jous QS d
{8, dONO MmMdMmisj B3O *° C@f' ¢j wEise. d
Mjtedjyg (eScL0B0, we0O Mitwd2 &Odd] §' H
fed2BOddi LOfdlsd, w&' o ekt ks sst
'n, ', 2&@se ' kds, LH' 2fMdz o0l wEC' fr f ]
OHEjMO OBt wEht Ifilsf ©&OKOCO' k! Mv
OolststdL 5o Odzd2 Hd&v HQkwges wEhHski kY o
f 5o ' Hisddzj dzdzv I thtsizh st U .OH Sk o' dz dzOH
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By dzdots, L @ hjddes dz2O0 ytstemMisCsdBz HJME
wWtstedzd o Hytse ' H

A dz2O2fshdejdz O MR 3O Mjteea jte' o, W

fsdz" sde O O wWg° dBsSHjd L OcisL ?

1 OMf t®&mMd s 9 0) Cts odL dzOydlisd f sdz' Isc
odSEtstcdmlstso ze Is! Mmw z BOGOIs! 51 tcJ Odz' dzd
ftcedL oaBHJIs! HSE ftsBdzjds BJ LY J S (. LV -G dzts
Mito jtcO TsdZvWe O z o d ¢ t5dzO dzdz’ s Bdz sy 19 Gst
Odzy dOMi-mPwajtcofwBoddej dz tetsBdlsd MOd3d |Is
y! s StsH'  f fsd3ddz¢ O, 7 st Bdats L dzC

[Iyd, YL Ij, s dzOdZ 9 Oy C -yt § t68C
99003 dsts, Nhts o' dz § tso d dzj dz tdc tSBtgtdscitc Ak
[SHjd LOcteLd fsdzvecO' o IRz, Mt L dt
dzf BB J MEBStedMisOBdmMwY dzdd3 ' HHOdMz) dets, &
Bk Cd2 §0O0Cjls HOdR, wed?2 LOnByYd. U s
fjodddsd o9daORd @O O fsdzvc O’ o Istdik
SO o " HfitOoadlsdwdzp? MBS jIs. BEO2Is] dz2O ko
HizYd L Ezdkdd itHj d L OctL .

ledfemMsddis, s y' dz2 | siggvteed) to odzjs SHigkL, €
w e f F dsso dz' dfdeipvy j daidlf @O eHBdziodds. (¢ H Iz d3C
Is d d3, hts SBls'ea o' H d Bets ftotsctcOd3 Mmls.
o Otc" Odzls, htse wCd2Mm! LOYdls HO9 Os HESMISEL

¢ dzj od L dO" Isj, hs ftod dzOf d MO dedz’ ]
smdzts odgigdrd@ dz' L dzs s tocfg wls g c@ozv dzsy Bzd o ff s
LOBJ LY Jujdada Wite jwPO ftod2 B30 LOJfdkd,
hts otsdzgd dzgj LBteOs8Is! Mw LtesBdlsd dg ytsets

ZOL OH 9o  Hf B9 " H! . vd3 ysfijgekd jectOdzv @ d 2d3 L HOC
ftsdz' sd ¢ z.

l tjLizdz O, wWChts ftesetcOdRdzj L OB LY,
® B'H' . ¢ o©d LdzO"'Isj, tHdO L do2{fh dts
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4 (O BOCOLt fscOd dOfdnod vy' ‘s &t
fdmoOlsdmv), (odvc0O' da {EORH A& s §dtcks®
fOk wIs'. cC & BOMIEEdl fOEOLBOH' dzOo S E
Mfteduddedisd L dzOyde L& dzd © EZBse OR2456BC &
CEL Edzv dzj B dzj o j &ZdS 2 MY tesh j(dad 2 dzdeiden) 5
ydlsOdzdzg" 3 L Of dlskz:

/lreadreq.c
#include <stdio.h>
int read_req(void)

{
char buf[128];

int i
gets(buf);

i = atoi(buf);
return i;

}

int  main(int ac, char **av)

{
int x =read_req();

printt s52@ " 4 Azt @t pYIT R&K
}

skzls od BOYdlsjf,dlsy,C hotg clEAB'HHRGS H dLIS® dzO0 MM
HOdes i3z o df OHClZ Eweodzd?2 MJjteo jte ftesMmiss 1
CdzOo ' Olskzte' Motsets deskzlsBkzCO. w Mjteo jto |
o' dz BkH] wLBdtOld yYyj HB yf §z28dztsdzd 2 1 fig,
ftcOys HOdzj €8 dzj sO¢, Odzj H Odzd 2 i to
Hj 3sdzmistc Oy " ° Ists6 5, we¢ 9'HBEOO'Is! w
r o021l fssHdeodddismw, s MlsOdg Is: Mw, wg
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MEsdi3f " dzt 9 Olsd ( da@njwtehdran@.aom/pragtainmirg/online
compiler/?ref=3de88bfd).

Terminal D 1y ) 22:56 %

SO 5 qwerty@qwerty-VirtualBox: ~

@ qwerty@qwerty-VirtualBox:~$ 1s
Desktop Downloads Music Public readreq.c Video
Documents examples.desktop Pictures readreq Templates
qwerty@qwerty-VirtualBox:~$ cat read_req.c
cat: read_req.c: No such file or directory
qwerty@qwerty-VirtualBox:~$S cat readreq.c
#include <stdio.h>

int read_req(void){
char buf[128];
int {;
gets(buf);
i = atoi(buf);
return i;

int main(int ac, char **av) {
int x = read_req();
printf("x=%d\n",x);

qwerty@qwerty-VirtualBox:~$ l

t dB4[ " Misddzc e 20 Bso

1 Okzo Oy dd3ts, Mt & MY jy' Odz detmets()dz¥ Mte &
oYd LOMIsOte’ dzO, O galys() 1s’O t5fgds O dzdzsts dzlzj tefip'He
wedad o4 tefp’ W dsrfo b tediAfH jd& jls SctsHets s’ z@ d2ts d &t
sMilsOdzdzt 26t o jtem' © .

I'd fsBOudisy, Mt Bsy i -futs v jotaljlsHmigidedd” ts o
sdfz "Wkdfy' w gets LOMIsOte’ dzO,9 MQYB Hs kzc
HsBtej / ftcQoaddz dzgj. ¢dzj gts¢€d ftedf zmisd dzts,
9d cBlstse’ fHtes' cdestclzo Olsd yYyJ 6§ jtedHYJO

1 0 EMC O dii3ts W k2 dz€ y' readtreqds J dz@fOs @ ddjtsdzdavj v
HOdz' , ' f tetsc tcOdz234f tc @ptte’' dhad3 2 alistf whifisis H d d3ts
MftcOo H' o dzdsd?2 d&OB tc 'L 16 odfMHEBS
2090863360) ‘L 10 ydmidz. ¢c¢ BOYdly, yd Ny
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Itmp/KSKwI9nQQl.o
1849204555123456
X = 2090863360

ujfjtc dzOBdO’ s W9k ddixie stz ® 0 :

tmp/KSKwI9nQQl.o
AAAAAAAAAAAAAAAAAAA
x=0

sdMlsj BO o ZOhIsso OO 1SOC, hts ftcd o9 jH
9 Hytse"  H! dzlz dz' ts9 j L dzO Y J dzdzv . ¢ dzj h s
C'dz ¢ fls! HOddR Hsdfls L lsvig i dZO fijpdg@Eizo
Qo Ot 2dzts L Oo jtehdls! ttsBslslkz:

Itmp/KSKwI9nQQl.o

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

*** stack  smashing detected ***: terminated

Aborted

Aj BLABOYO', s Cdzd dzO Mmjteo j .o dzOH M
o' dz dg' ysets dzj dBsYJ dOH' MMdzOIsd o903 k
ofmMjtjHddzz fsBOydisd, hts o' HBlzo Gdz@s ' fr
slsted 30Isd Cted mls- " H y' '’ Qo Ote' 2 dzts”

Yy ¢0Qe " hj, Iy, © yYysdk d@tsyj BEZId L OY' ¢C
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. 6. €o28Rooat e©dt 3Ro9adease3adI

l.zts 8OCj BjLfjCO. uvted MC&OHBO' YOMls
BJLUJSGddzf @G dz! dzts

2.l esBdzj &3, Nt LEMlste® yoOesls! Mw o d&jn Od
BJLYJSd dzO0O ftedS dzOH' YosdB3ddzéd §jtejtfts
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3. OpAP8 dbp8tT3I O 8pTdo¢ po T8

3.1. BR3eda¥YR Rosomooamsai

NS O@A G Mk, §jtejHO s HOd " HdsGidsdz'e,C
2 L7 AtOdy' ' uyd 1 &Bd yudded. 1 OMfteOoH’
%O ' Is' ftd osdCstdfmisOdd VPN (Virtual
My smsed SBoBHE fteditsoOddr MO2Ak' a. 10
dz0o ' h s f tslsis 'depdelzA@nls®dz widzz® Ho O tsfdzasjo dz
neyjls! MW, hse (HRBE0IH]te OB , B HIK' MO2
HOdZ? fjtjHOsIs! MW 5 wdesjtedzjlske. 1 d daj

H " odzj esuddlsddsls) o Db taf @i ke j s . dz
Id d Ssdk dzgj y' $Oo' . 1 HOdY®H 2o-VPN

Mjtwe' f), ®GYIdMOdd2, kO LOMIsCE’ ksdnw.

fjejHO Isj ' w¢' f0O2ld o He' HE'Ij. ¢

ted Ydd3' ‘daASesc'ddhldstste’ v dzf LBJte' ¢ OZOMW dzO
ygdzsds yoOmilsSCtsoalz Odesdz didz’ Mis! HEBMWGedzzlsts.

¢ hts wChts BEHEISY yddzdlsdmw fteslsdftcOo
wed2 -hyjptde " fp, it LO efnj, a~atuj EeBjL{Y
ftodBlzlsC d. dzisfigls OdAs@izgzsr S dz' * dzls' o 23z, o
ledfemisdgts, Mt od L zOBOdzd -pOQ i) dfde@ j )t
s syOlsSkz BEZH ] -OBB Y BzMeEd mizP fsls' d3 Bl
ftcOo Btsn stesdzdzd = tStec Odz' & oy b OlpfOs clsty -yl o’
ftcsoO2Hjtc LBjte' 6O HBC dZOHdE dzsecd, o W
vyd BBydmdzs 9 Olsd d3lz Is ¢ o O ud dz , ofmd L
f sB Oy@si‘te j I jMdPPN Mz, 1 Odz Y slstc’ Bdad L 9§
StecOdz' 9 B O dkdze, MmMkH' o IILtshts. 1 Mmj
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ftcOo st stekzh jdadze? BlRzdzs tsSHddz teOL W' dzO daf
dzfj Ldz2O2Hj. o¢dzj L O MmdMmlsj i3ZOIsdydedr ftcOo
sBBOOWLCSots L dgO2HEIY ' Isjade ydes yj dzj
1 odatly, " Mmdzlz & Is ¢ hi 2 fijtW¥Wjty sd Misd
"HjOdz dztsets tojLizdz IsOIslz o EMm! sd3z: o H
LBdtOs Is! Mw yddzdisd dzjL OStsdedz’ H' ~, 0Odzj
VPN-f tctso O2H jtc L dzOo , wCE |sifmO2Isd € ‘o tsdeddz'e
gfflJy Odz dzgts Hdzw sO¢Cdr CttcdMmlsizo Oy’ o
tesLedzvdz] d3s M sMtsBd, s HSLoatsdwEls! slIs
o0OMm ttsL Gtede s, Ists I8' dz €d LOoOHWEd dz¢¥ HT
fmMdz' H ° LiMetseddjdzdls @S [ sy j, L OttOL gxd Jywsic
O ftots dzj ¢ j ddddedzd 2 s Cls

1 Okzo Oy ddiss, s bk ¢ tspdeOde jiglz yOmdsetg dgiy d
omntsHE o wWCd2 | cObltg ShfoetN dzOIs d iPdelzidsf 5 oS L |
ZOMf tcOoH' dz' def igts: v Sz Qezp e’ Y. 1 tosMmists
HJWwEe' HOdZ , OGC' wC Codiisststs dedzjo ‘oHg * o O C
odqHd MOAIsOB, W' od o' Ho' OE'WIgME() 9 tsdr
" MOH 3" dzlz -fflstrs o' OIS jjtdedz]. Is [ ts CHAOMMQiAES fHtdds] e
tejydds ‘dltsedz Ists k2 B&OPEZL jusdzC sChiz dsiise tof
Cstedmdzd 3, htsB dz0 dzsC Odz! desdZz S s ' ¥ Is | t
v Hygwedn odff OHC OR Bzo O f smils’ 2 dzd o3
&ZzOff ted ¢ dzOH , C tsdzd fgdg stdf' s ted ‘BHIAS', H Qdifer ' O
SR sy’ . w LOoyHJ dEHSHDDE ydmnedsd >
By 20 LOBEZISd yj LtwetssBdlsd! [demme;//flags’ H C tcd
ve ' B3¢ dz' Is! ( & Mis GEdasled) Is ' H dav dEBRNEHEdEYgNito

Desktop Shortcut . 1 " mdzw f jjLOf Mk BOEZL jJ 60
Bsy dzdeo ' Mils: Mseatstedlsd wtedzd ¢ Hdzw L Of EMEL
odfOHSCE ftod LOfEMSCE BKOEZL GO 90d@R B
Ctrl+Shift+N Hdzv o ~tSHE © Yyj 2 tiydad.
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Bu nepeilunn B aHOHIMHWIA pexXum

tdBl [ JbOd dets ftes tojyddz ' del ts

O O2Is] tLedwWd di3s By dzde® dzOwW o dz' d
Odztsdz' Bdzgs M’ Cstedmiskzo OUO o wdzlsj tedzj s

3.2. OooomsResbas

bdesdzg’ Yy jBOM'" B HZW Htodrtsolzeo Odadzy * d
CstedMsaEPEPY ‘0o LO HEY SHEBECE LMoy Ok b
HSLoatsdzw' o' HMMisjykzoa Olsd OCIkde dz Mils! o wo

#4 O2-Pdetsdz’ B3O2L jted HtoOyYs ¥ Is sO¢: od L (
MO2Alk, wed2 Styjlj o' HSttdlkd, ' sltdd®k
b dzfndZzz® dzdL €O dzt Oz o, L O wCdd&3d d&3d- dzj
Odesdz’ BBO2L j &' 9

A 1 0c0Olts MO2I' 9 dzgj ' HisteddBizs Is! sl
OHWB dz' MistcOlsste, T lotsOdzOdz' LzoOah d Jted HC
9 Ho ' HkzeoOdzd. Aj HEYN] (BcOdes. HTTPI@EIls d
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dz' HizX J 1 tcsBdoge L Qtfoapaymiger. o [ Isted d3lz“ Is d

toj L zdzi ldndlef frps € -OfzaB2ds ‘dz®w2 L j .o o . l1tsHdoe " Is! f
f syd dzO ‘hip://mw  w dzOydls! Odztsdz’ RBAARS] toc Sdzjts
OHtej MO ¢ sytthsO' ,Is Ildy o' HIstcd B Is+ Mw B j L
of)! BB dz "L yYydds MO2lstsdz ftetsntse P d Gj 3L
OBts ftesoaO2Hjt dzgf H' L dzO" Is! mw, w g ho:
Bsy dzd e " Mis! YOMmMlsEsottets tosL M dWitckzeo Odadza”
dzd L Oa Yy HC, Lo O O yd dzdz® ez dzdt=sBid7OEZAD Ay

Cstedmlsko Oy o Isdmwy' , Mfessk2lsj L dy
A vyOmlss kOC' MO2ld osfMsOoadvsils! bk y' d
y! 86t BjhCOsls, Odj vyj ®&Ofwkiyk' . uft

] CZOBd fodLm sHWE ! MO ds S8’ HABso dzv & st fw
dzj o &S dzjlsj .

3.3. Oooomoomas¥aegam

O dets dz' d3dz-M jtctotg Qg o L dzd o wdglsj tedzj s , d
fsmMjtcjHddOdRd & ¥ o90hdd okzL dzsd oz
slstcd d30Is d . 1 to tstfitishtslz Cotsva ' H2* Isfi) d frpls j o3 LOY dIs
fseOydlsy mM{dmss tjmMkzthm o, &O wSdn &ty

CS¢ ftwOoddzts, -mfEHI ' o esbizigd dzs s s Mw "
stsilBz hts © LoadyoO2 dsdiz odf daz@2 L ©Ddizts @2 dgddy
Mitcojte, wCd2 OHMB d MistcOIsstc L OBEZO OB
sz o' dz HBLoatdw ' ' HCdz® yj dedgy dzj 4s' dz
wedn ‘i sets et k.

I'd L&yl MEstedmisOlsdmy y° " ¥ Bisy dzde

1. 1 BZ30Od@jMPdzd od BEZHjI] ° HCdz¥ yOisd
mMijtajtc HEE " dg"dr okzL dz' 9, Ists o tdgdic sfiifdmH, z &
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OHtej Mk -Mf tes g ig'O. A J ¢ sted Mmdats, &zOf ted €
"oy doeOdadzy " . 1 JWwE' tojfMmkzteid pozdz EE 5o
Il S tstedmMisOdzedzy Odzlgglzic aZglziE @ s H Hic & & gV Mk c
1 0fted S dzOH, wWChts wCd2fMm! MO2AL oddBOGCO
dz° 3§ y* €d2 fwessim O ' HECd ydsdmy ujtej

2. [ bttddkOdzdz?r HEMlskz z -§ t6tsa OBSHEHOBEHO dzt
o Oh CtiBf' slsjtc "M k' Is! Mw" L dgj L OB dzts
i 232 o % dz4 o dH dats . ) HOdz'-f tstpj Boj HizlE
f' HG dz6 yolsdadzj Is! mw HS filstc" Bdegse s 9 O3
LOB dEzsCtso Odzd?2 tj Mkztc.

s s’ B tsBf-IsipEtze B¥O Oidiss dzn fsdze f tcf s s§ A 2 H

A sz Hts LOBESStos Odséts MO2Iskz L
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" demlstclzdzj dzls o S stedMistso zo O Mw o OBz 3 dpts d
TOHd dz' MstcOlsstcOBRBd o j dzZdS dr Cttcf stcOlsd o d;
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#jtcjH fJtosoaO2Hjte' ®8 VPN od L dzO2HJjIsj
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dz' o90Ohdd3 ff totso @2 Bjztets d3,f tsdz'H sGedfsds® yYydr HO
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VPN-L " ° H dzOdzdzv ff dzOlsdzy ° IsOted W dzgd 2 ff dzOdz

102
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CstedmMlszo Oy L O9 OlztizOY s, § CRB§ s O BHEGFIS|HAY 2
LOfEfH&E®OGEtORBE, o9¢0LE’ Mot HOd ( d&sc'
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Yyj BlzH] LOBdscCtoaOdts. J dCBtcdmilsOdadzy I[stot
tesBtslsd fJordsdeed ' S stedMlszo Oy ©# ' L OGtesykz
BitTorrent 9 ' Hi tt®9 dzv @ Hc jIfiPz Istcj ¢ j BitDalgent )B j dz

A 14 9C0LE2I] Moty hmdsesdkz OHtj Mz
tesL Z2d3dzO dz¢ Hd dzO, Tor'e &k Ss@dnds@Glodz o Bdstfs
OHtej Mk oMj BHds, s fted2isd dzak, ZOEE OMLC
2O dMOdzs Iso ts° A3t WO 1 02Ct0OM j Mmlso st
Odztsdz’ dzdzd = f tsh Istse d rtutafip] tco ) fig'sa zdgd dastc O Yty
s dz2 €d ' fmdzw f° H Tak¥,yjQzddz] HHSS d3y’'tagoyts .

A 14 9od¢ sBaids s oAl22 I jts D Iz WO aindx dinlzfsh o] d3 s d3!
LBJtO' o' Hs®BsMIs' ftes ftsojH' dCk Cttedfls
hsB LB" dz hdlsd o dzOmd@kogles Yils@YE &z o d § ©Otdz] fiplt
dzO { tc d DuAKDuckGo

1 0 ML sBOy j des d3j dzsr. B lic®dztsl jotc © dzv * Is
MisOdzH Olsdetse s dsj dz¢ Firefox, E dz sk
1) New Indentity i MmMlse stedlsd dtseokz M dmls’ Mis! .
ftes o Ofg, E sz ydmd wge fi0Odkissd o ¢
Mlso tstes * Is! MW datseo d Por. dz@ @G HOFASIROBISIC dz" 2 Y«
ztsfy dz20 LwOLEtsS hodHECBDES fjtejLOfEMCE
2) New Tor Circuit for this Site -HsLoasdzy ' MlseatstedIisd o

oL @raHdzv folksydktes MOk, Odzj ftcd

CstedmMiszo OyYO. cShts od Istlzdodd o' Ouztsdzj dgj iz
Odzj L B' dz hts yOMmlsC s 2 d3ts 80 Hidadgtfrfrds *  (E
fJjtoj dzgj-fp@P211le,j BL Odzj ¥ dls* Is" dz2 €d o' H dg 5
odSCstcdMlsOdzO, wWChts fslstc' Bdes ftotsfmlsts L
Ctsdzd L' ‘ HedzOdffdive 'fdoClgs ©° od dzgj ~mtsyjh 2
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3.10. Aa eRda Dar kNet ?

| so stew yTor,  tedg dztsy dzd o s dzj i ts
DarkNet.

| zsB Odz! dzgz Bj o iz By d20 kd
tc* o dz' :

1. Il JHdBO ditei O (" dzHJ ¢ Miso @daRO it dhadzC
Bdted" dO Yo jtendz @ MO dBsy dzO L dzO2 |
o' HCtodlIls' Hdzw dpOif'lst dfstesififdls’ LtesL z2d3 iz O

2. | dZzde ¢ O BJtejO (Deep Web, ] dzd B 5
YOfmlis ddzO -t¢ jdbiszjtadipizjols f o - tso Odzedr " H f tsh k¢
MO2Is' @ o HA@3sodzwe ls! mMw o' H " dgHj CSMOY" "’
HsMiskf 2l8@® @O dzj fso' WL ¥ s ' oyt
fshikCtse ts° mMdMmisj di3d dzaj BB " dzHJ S Mizo O
o' Hdzi MIsd CBtef stcOIsdoadz’ dBjtd ' IsO Mrtso(d
f Otctsdzyj d@3. 1 9dyoO2dzd?2 CwtedMmlskzo Oy dai BO°

3.Dar k Net (1 OtSdails, uvJ BO -d¢3B 6 jougz®, dIOKG
CediRf ' s Isjtedzdmr Bjtody, HtodL dzOyj dzedrms HdzW C
ststce ' o dz' |, LOLodyo?, L OBBtetsdzj dzd &3 § tots
sBfi dzgz o MW i tsets ttsHEZG | tsdigls j dgspdzgO & OF € to ¢
BtcObkzL jJtesds OBts L dzO2Isd & LodyoO2dzsazz ff tsh
HdzW o ' HimklsdzsMmils® yjdzat zted SO L OB BStesdz

g jdefp v j dgdets’ dBjtey' o Odesds dgdatsmls ™ ,
Odzsdz' dqgdesfls' , dzdh j HO' ‘deshldstELdzj dzl€d . sot
Mdcedgj dzls® " dalsjtedzj sz, By L OsOdzlsOydlIsd
fOR wWIsOIsd, hts Odztsdz’ dzdz’ fidlst d Hsdd] B9 'LH Y LEIS
C' ' BltLdEsyddz 9 dzO Isj Bdes Bz BtSY" ' dzlsj tedzj
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dtorn " Isj CIsztd@ el A rCkshejt®@’ Mmisj y j dedzs IsO ¢
AW stedzkOyT . utsdBz, L BHdsets BtsCk, Dark
HicE BB HAdY L datsydd o. U BOGOIs! tsA
ftedrBoOde d3jted ' daj L OB tStetsdpVlZ olsO’ frjgvi. mwh ol
"2, wC' LOBBtesdjd LOCsdksd B' d& hfls
OQteC dzd Is* " HdgW dzOfmw HEs- @ BIOYY d2¢ & d dciprdz’
B' IsC ' dz wed?2 HiSL 8 Sdzw fjtejHOs Ols(
fJjtejlscostcedoamw wpBtodzd BLIske@Pdetslzd? vkzls dsy dz0
L

¢

-

I

I

Blos® , Hdlwylkz ¢ttedtsctcOW ' ¥ | 9 CteOH J dz
tcj HdIlsdzdr S OtlstsC) s ° dgh’ stso Oted , w
ficsHOo Olsd, ' dzOCh | cOtOdzalstso Odz'  tetsB dzj d
1 slstcOf dilsd o DmrikidNefyls ‘'d2OjB,0cddIlsy o Od3 L H
Tor., #02Isd 9 HOtGSdzlIs' d3Os.deon Mg Q2 Odz' dz'
dzf By dO o' HEtedlsd Bk L odqO? d¢z€ fzis B i O AL
f L 202 sdB3dIsdmwy L HOtCdzj ssdz * dRY ke fGaOd Is
fiJtyJ2Hd d2O sHddz "L ydes mMO2I° o:
-COOdizse  ff sMd dzO dz &ZzO0 § i kzdzvitcds mo:
http://zgktlwi4fecvo6ri.omon/wiki/index.php/Main_Page

- Facebook: https://facebookcorewwwi.omon

-d3" ) dzOtets H dzO Hatgs#vipvw bbcrewss2vjtpsuy.omon
-fshzCsoadS¢ DuckDuckGo: https:-lo/j3egZ u
Facebook IO Jlu odistedMmlstsolzs s+ mMw H dzw
MO2Is' @ E CtO dzOR, HJ] oBdd L &ZORBHWIS! MW
 OteC dzi s Cto' d3 H Iz &z dz'~ d®dz fipld)'Is o IS@GI4EDs L (Clig
ZO2f shdqtejdz "' L dad =

-2 0OntcOifndgjo s sy " h ©2Isj dg ysets Ckfkzo O
CGtotsh ' | Odgsdz’ d3 B4 daj o9dSBdzOIsd Mo s’ -~
fsCOO h, M d ¢d o' dz Odztsdaizdyy dzd asts.y ¢
wehis od LoaOYddzdmw dz20 fsCkzfSlkz ysesm!
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dzj L OCsdgdzj, ' od dzij BEHJjI] ftts yiq dz ¢
h Oa O’ .

-z BN tsdzls-jsiige " dz € d yJ deLr 2ted o HOtCdzi '«
zO0 € tsdzlsjtflZlsh H Offlsf2 9O o hisCtsoad?2 MmMisOda
dzOo ' Is! L ZOHBBdIsdmMw HBf B0  Mdn tsdsc
LOLHOd cHOteC dzj s sy j BEISd ofMi, Mt L O

-r T deh dRlzd - @Osgstis” B dzs HEZ 3OS, hts R OC,
ud Zlstc' Bdzs L OtcOrntsolzo Olsd mMJBjJ HiS nA
Cstcd MisETorOls f @y sy zls! B OdzOdz' des L dzOdBOIs d
f dzOIs" ydgz ' deW stedsOYy' 8 Istsh 5. 1 tcOoa ddzO s
MO2-A@Hd fjtej nsHdlsd L O dzj © retsdiad3p i s figlz]
dzj © ' HCtdoeOlsd '  HtsLte" dz W O2dzd.

3.11. dasanpR i 2p

2p-yd ®BIBGINO L My Odz L Oy "¢ dzO C
tcj Mkztem" 8, yYyddz o sdzO borl, H tis'fudzzve ‘ddsf dfn . O HHO
odzzlstc” hdz' toj MztemMdizes O frisBfglslispd wtg L f dzls
y' Ho ' st dzd o sMis "’ CstedMmMlszo OY' Bsy Iz
sBtsa d3J 6l Y On .

) i 2p od ®ytsyjlsjy LO2ABOIsdmMmw BJL A& Yyt
MmMo2ld, Wottkddd SO btttess ' dBO2HOAdY]SJ,
Iststej dals d, kO BOGOITt " dgh 5@ ts. It tc O
f sodetsW zdzl y' sdzOdz! dzO@ 16§ O+ + O HO | 2O feda
oJddisr C' dz €' Mlsr HtesetcOR SO Mjtco ' M' o

lted Yy @iz 9 O thiosOEORBOVY BOFEFRBOCO" HIS
fteslsy MOBO Odetsdz’ d3dz’ Mis! L Odzjydls! 9" H 9
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Bj Y O3, dzOdzO" Iskzo Odz' 9 dsSOs dafsipldssupdite Gf
[ OdzO " deflstezC Yy ' v HBYtsBsyj dOZzOhIskze Olsd

10 bdfsds toj Oz LOY' ° i 2p ‘' o jtodzj 2 dzO
OSI . sByjdz Sadz" “dzls d3djtegy' L' ' Hdzlz®' Is* fyw
YyJtejL kBEMwolptwPdz dils IstcOW " € (dzgj dzOG OH I
ZOHO' "' dh sz fosctORdsRkkz L 0B Jj L J yj dzdzs

SOCKS - f 685G g0 yOMmis' hj odSswdmlsse kzo Odac
CstdMmisko Olkdmwy | 2P w®Ctsd 'fictf 0Kk 6y dk
e s,

SAM (Simple Anonymous Messagingfne s° t6* Hdzad2 API . {4 C
TCP.
BOB (Basic Open Bridge) " | ©Hddz APl . AOCIsdydzes d

SAM, O0Odzj odS¢BtdMmMbtsoakz’ Ctejdd ¢ OdzOdzd H
I sW' y' 2dd?2 §0Cjls | 2P 9atsHWIS! :

- SusiDNS-DNS€ dz' * dzls ;

- Susimail-f sh ssea d?2 ¢ dz' * dzls;

- 12Psnark-Is ts to t6G) dizls’ dzls ;

- 12PTunnel- " dzls j ctesoa OdzO o | 2P {6 tcOBRO,
TCP/ I P omMsOdziso dz 9 OIsd Lo' WL BC ftsojts
vfm' Sl tsdzj dzlsd ROy dMOdz Java.

l Ho O HEGMiskzY d' o Wt jHdadE"H i 2Hpdrw EnIsWi n d «

LOdzj ydlIs! o' H 90Ohdmn fBlstcjB smtse d Mlisc
o ¢ sted Mmis Odzdz' AYStyHs' 2B dztis ' ©  ‘uded ®OMIs te DS Is [z t
odistdmlstsa zo Olsd Vi sual Studi o. 1 4L O

CotedMlszo OyY' 9 sy j BEEe idogsdf dg' L dzd y' , tSH
ftsBtss 9 OlsdmMw o' Hd3' dzdetsisj 2 E MY slse stej dad
Csdzd otsdzd odte' hzsls! Lo oOwWLOLd Mot ek
CcS¢hts od daj Ld&O2BHGE L C++ * E 900" 2
tesL totsB € d, ‘ 9 Oh OO ' zHdsdf@ d dBji @ d L dzO:
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fsHEBO2] fts odStstdmlsOdedzy msys2. m
CsBOdRH dzEE s BWHEC O, o' d2 &BO° BElsd fsfld

3.12. yRrabeayasasat 9Rdzo09Rdi sy

Roaooamoasaazxraen B8R vxadbazadgwaibRTai |l s

%Tails lodo Obdz fls: kO Odsd &b ik

" dals jtodigjyls] IsjdzH " sdzO hIsECO. ¢
we' g MO2Id, HMdk! ojddeO ¢ d ¢ Mmis
Yy sets MEAZOHO' s Mw  h s5dzO2 o3 dzh j dsBsis J Is
yd¥esod?2 s &z CtotkOHWdd O o ' dsj tso
2 L btets tBdz Ctcotets -yPfgmi {OdtedBgC
LBite" ¢O° s+ qw ' o ddzd o Giaylsj digjwic @z WCAsRte dofrsv
TOC 0.

vd A MOMBIL dqudzd i3 § j eMsdzOdz! dzad 5 ¢ s BY
lJdzdyjL dd ¢ dzr €' Mmis! B Odzts €, w g tc O dzts
ftotsc tc OB, OBt odrn ' Hd CsHd. 10 hOoOfmlsw
BOCOd?2 MidMmss t' L dsiOds sdzd ¢ Y st tca
ofmj toj Hddz ytemMisEC sets HME O. vt dzr €d M€
LOBdO’ Y ' dzdzd®@®fn. to juifzitciOo O dzsfyw B, HtS9 |
sjrde ydzgd a&dd HjlsOdzv d&3d (OBt Htse " teWlilsd o fy
My Olsd. ¢dziy ° Ng' ™Wisdedstizs s daB® " Is! dzO02 L

Taillso y4 dzgj Odesdz d3gdzO d3d t6d ¥ © L tseo ' o3,
Codsf dzj CMtsds ' demlstelz d3j dzls Ocdz? dedm L OfytsB * ©
ftcdo Olsdesmis' . ¢Btcjo' ObkztceO®O Tail s totsueh dW
Systemd dzOW o dz' fls! Mizsoa © Amnesi c (Odgdzgj L ‘¥
fiJtjLOoOdzsOY j dzdzg? MdMIsj BO L OBEZOo O (tets
Yyddetsds dzj HtsLotsdzw' oflsOdesadisd, yddz o' d
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Tails ° HdMbtedBbkzIsdoatsds Li nux dzPte jsifndas
B Mwy' & " Mzwv CBYydesets tejdz Lz Del i an),
SO Odzsda fdzts i~ © H dz’ L' " HdzOdzdz" o MmdMmlisg
Bjtejlkz DowMm' dgj Odetsdz’ dgdz' B dztsClze s+ Mmw .
L DWD¢Owlsd O&BC GBI gyghs Oyo w¢¢ fjttOy’ 2 d

dzd LO&zdh O mMdz" H' o &ZO SRR’ vilsj e’
LOfEMCE O s Mwv sCtjdiids o' H f jteOyY"' 2 dzts’
csLtesBdzvomw ' wis! sy 'dd L'z H tosdOsuddvoH ‘fry oW
tc .

Il mw ' deW stedzOy " W, L wCss Hso sHdIs! MW
Is' dz! S d o G JfOAMs dvasdzz RAMD ° jdzj e BL Odzj >
oddzC dzj dzdz?y OBB ff jtojL Oo OdzlsOy j dzdzv MmdMmisj d
( Mste' v BOEZL jt6O, d&sed HBCEAG) dis' o, N
s'dz2 € Tails LOfEMECO" Is: Mw, otsdzO® L OC 1
ssBlss 9 yYdmlstsBZzlse@® d® 1z " dOggtzpls € a3
tcj Odz' -Gz tc ] Bz. 1@, d&d6&hlyssd Oidaedyj, 2 Higls § piddg

proxy. stc' o3 Tor , Tai l s 9 Cdzt yO

CtsdeV ' Hjdzy' 2 desmls’, dzOfted s &zOH PGP, Mmdml
f &zOc' dz h dWtclzo-tBeRdE'c Ooq@Islz ¢OAjf Tail s dzgj
Ctslsilo d dzmistclz d3j dzls* o . rdwg' fticsctcOdRd B

f  Hodh jddzy CtsdgW' HJjdgy' 2cdesfls’ Ctstedmlsize C
[ Mdeso dzj L OoHWjdedzr OBTjaL ff jsyj dadz? € tsted Mmisk
Cdf' sjte’ kO o [jtjiy' «*OSCMdBOd ds
L B § 64 o J dzdz’ o dfStasddipfididelsjdzdzy ¢ j Oy’ 2 dets’ iy
f teOC Is d ydzs™ CAEARLE Hipz yOMdes s Sty ' ¢ Isj ts
5B ZOH ZOdzE sz Ho RO ¢ cOBO2LOB] G jtcOls
fOR wis® sy BRI ° &jdhtss, Odzj g Is
fod3 Isdets fso ' dzr ' hj, ° daj o©dCdz yjdz LB
LBjtc' ¢Odedzy o MmdMmisj s sy dz0 Milso stk o Ok
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sMse dmisd n WOo22dz o, dz0 d&zOM sz 9 O dz st j toC
hdWtlzels: Mv °  ftesyd swwds,d dzjmdgts ydelrd o slz0 y d

Tails ' o' d dzdds ftesctcOdRRdzddz L OB L j U
BjLSBShIssodes. w021 HJMIsted B Iz Is Htpd/tailsaet/| s
]l SteW HSEC EmlsOdzetse € d (Ilnstdld® frtafd dzO «
https://tails.net/install/widows/index.ru.html.

[fjtOy 2dz0 MmMdMmlsj O Tails & Misdls: E
ftes6 tcOd. I d dyilkd oMmMlsOdzso disd HBHOISS
Zf OCtse Odz' My iy Odzr des Hdzvw MdMmisj 3d Dell
fshk¢ ftosctcOd3 'zo COEbAdatsnL.” 1§GXCjjldsd, o fMils O«
fJtcj o' toj dzg 2O BjLYjSCSE. | MsOdatsoe dzj dzdzw
BJLYJy' , f sBkzHBO Odz" 2 ) Tail s. 1 zH |
LOBJjLY jyjdedg? Hdz"W HEBSHOICtSotets o fMisOdatso d

vjfjtc ftots f dfafipd IsO d3° dzz id

1 dz¢ d:

hodHCd?2 HBMlsEY HB d&jtejy " ( ICOd30 day fi)

9oBRZHtSo Odzd?2 MsWils HdzW ydh j ddz? met ad

oBEZHtsSo Odz' 3 Md deH 4 t6( ;

Gjdej czo Odzdzv / LB jtc' ¢ Odedz" f OQtetsdz’ o ;

ftcOys ' d2O MdzOBSCtsdBEZz L OdztsL

[ " dezd :

dzj  tesMis® EMisOdtseo €O Mmdifigkg P B ) (;* dzsH

ftoesBdzj d3ded o MisOdetso dzj dzdzy Misstesdzde SG 5

dzfj "  HRsHdIl! wW¢ Mk’ 2dO MdMmlsj B0;

dzJj f* " HatsHdIs! H dzw L B J to' G Odzdzv W o2

Ctsda " HJ dzy’ 2 detsfyls

dzj '  HeatHdls! Hdv ftBlkZzHBoad dz02 Mddz' dz
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3.13. Whonix -bRgo38 Yme RdeoaYsan evaRoe

whonix Whonixi Hd filstesdBkzlsdes Linux dz

PRIVACY & ANONYMITY OS5 tc © dz' hJ o' HtSd3dQ w ¢ Tor BOX
LOBJ LY Jjyj dedz?" Odetsdz dBdzsfmils® L OMmMtsB OB Vi r

h ts dz’ hC" Hdzd o ° ftescte O], &z JIk By
Mz jteCstedMiszo OYUO dzj Bisy Z-BH tojffipdf L B M OR
f totsc tc O d3dzj LOBJ LT 4 yd dedzgv , hts 2H] 9 ¢ i

OO stso Odzj L bLcORbkoOdedz' o5 o dBsE B L T J
sdflsj 8O Whoni x MS&OHO' ! v L-Gab&®ayp

Whonix-Wor kst ati on, L' " HdzOdzedr yYJtejL LS
oqdCdzt ydes yjtejr Tor odMmsizy O we o hdz
ftsodz Mlste " Lisdz so0dg 2 gjted ' .

L Yy 2 tjoOod Loy’ oM d&Bjtwixje' L' HA
HsMiskzYy HE tedgjBtdsiwps ' T ypew@dday'L’. | Hddzed?2 N dzv A

L' hdzg L2710 dgOte OHO Tor . J jifr ©teOW' ¢,
BkH] 2Id wydtjL Tor.

ltescteOdsd dzj By kzls! slsted 3OIsd HBMIsEY
By zIs! f sBOyYdIlsd -G tizj ) YO dedgddalz "I1dp w €
ftesmiss ¢cUser e, CdW stedzOyt W ftets ftoed Mists
9 HMisiydlsd dzj sy dzgO, GctsHddzdzd ¢ dzOdzOh Is
yomk oditcdMmMlstsoalz’' Is! MWOG tsdzsme s d a mph s H
odtf OH ¢ sSOdzd AT BB J tc O d3.

*Timestamp’ yJ §tMmdz' Hise dz2' Mis! mMd ko sdz" 9 OBt
fsCOL 2", Csdzd o ' HBRZEZOMW (jodzO f tsH ™ W.
stsydz Mise HB YyOmMlsSC sy Mmj CkzdeH) .
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| sdzso dzd 2 Ctsd3f sdzj dzls Hdzw ftsBRHBSO {ypPdets
hdzs L, wCed2 dBsy dzO o d¢ wMEddipls HodiAplsAdsfds zusi diw
SO tltcd BOId BO2Yj OCd2 MOBI2 t' o j dz
dzf o90Olts, BJLYJSCSO BEH] dzgj dBOSC Md BZOdz: dzt
MBtetsh i dz¢ f-dtc j P s jOdgd W to' L dzd nf BHpdz® L
zOdzOh Iszeo Olsd MdMmMlsj BBz SOC, hts Mfsyoks kz
Tor O Ldsesk yjtejr VPN. ' Lrd Lo wLC(
Whonix - yJ mMd mlsj &3O L sy &zd o * Mise i3S H
ZOdzOh Iskzo Odadzy 5, N 5 * dztmH ‘| sdzi vd3Ep] RO [Htc B
dzO0 dzOh sz 9 O dz hts HBtsSL 9BdzV 8 [s! fsBkHEZS
ftcdB JtcOIlsd Mdz' v d oS¢ sted Mis O dzdaw W O2dz'
ftcOy®r 90Isd L t' Ldddid Isdfodd WoO2d o Isth
Whoni x BjLfjtjydets rntstotsh O Mg s ¢§ 50O H 5 (
HES d3j ted Y ' , Odzj odCtcdmissoalzo Ols(d
ftotsB dzj BBOIs Yy dats . sO0¢ w¢ Whoni-xj {8z 5 g
HJWwEe' IstclzH dgtsh
1 Of ted € dzOH ftesBdzj &3 L tcsB SlstsH L 59 dz
' HCdzt ydlsgs NP €Tz o sdzO0 ftots2H] yYjtejlL
f mMdzw fts2H] yYyJjtedJr Virtual Box ° H" 2H]J
]l slstc' Bdets BERIsd HftodSllsdd Hts ftodMmlstess
Whoni x, dzfj By 2O ftosMmists o fMmisOo dIlsys dixzj
Bsdzj dzls, w¢ E oadfOHCE Tail s.
1 dzs Mmd:
odMmMsSCd?2 ' 9jde Odetsdz dzgdetsmis” / BjL 4 Sd
o jJddcO ¢ dz ¢ Mmis! MmMsWilskz Hdv B BIsd;
By dzde " Milsy HjlsOd dzse 58 dzOdzOM Iskz 9 O dzdzw
[ deznd:
dzj] fttlsOlsdodzO (ftedmddzt dz' Mls: Hts o
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o BOG O ~nstetsh j LOd Lo je@d Mdiz@, § 6

dedxud MjtjHd B6f5)

ftcdmaddz d2' Mls: Wt Virtual Box, Mt L d

Z0 wC' 2 omMlsOdeso dzj dzts Vi rtual Box;

dzfj tfjtOlsde dzO, odBOcO' B"'d2' hj yYyoOmk

"deh i [ v (dzj sB R Hdats  onBxiGhatdwiay WehbnixV i r

Workstation).

Whoni x dz02CtOh j odSCtcdmMlssoalzo Olsd w¢
fstclsOlsdo dzO, O {tstlsOldodz MIs: yj BHJ
ftcdo' WL OdzO Ht Vi rt uigpd iBlojxdzO,” dsdoCo fI€d yde
BEH HsfhdIs' ftetsmists wChts dzgf oHO9 Olsdmw H

Whoni x &O* odStstedmlstsolzo Olsdmw  dzdh j L
LtesBdzj dzgd?2 bz, Pt yj cdzyc o0 mMdmisj &30,
MdMmlsy 3 ~tsy ° L Mot i3 3 dzzZEHOJBR] p ¢ O
dzj f cOo d dz' dzts.

1 O Odzls O 2 i3t Whoni x L MO2ALE L O (¢t
[MsBdkde ' MIs+ Whoni x bk Itsd3dkz, hFts o' dz 2H
wed?2 eodSittedMmMistsolz’ Is! Mw HAzvW o MmlsOdatse dzj da
O d dz' OsktcOUlE dzf b dz' Mist dOZzOI Istseo O dzts
oMlsOdzse dzj dets¥ s jJtcOyY' 2detss MmdMmlsj BsHi. u
WhonixWo r k st at il &vhonix-Gatavay. 2

3.14. Keas3sRemoeaR 32368a5R Linux Kot

Linux Kodachio yj f jttOy' 2dz0 mMimis gz

’ Debi an, dzOH O dzOH * 2 dzlz,
KODACHI Odesdz’ dgdzlz/ B j L §f J ydzze s jteOy"' 2 dzlz

shtsedzdotsMmils’® 1O Iksdttsh' ftesyd Mk Odzsdz’ d
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1 O HOdzdzV T KORIjalcthj yJ dzdzv d306¢ Md d30Odz! dzts O
HsMiszf &2 HB d3j tej ) Mddnds judgdr d fiyls Kp@dgts hi o
ftesaBHdIs! yYJtdL VPN, §ls'"d ydtedLr dJ i
ZOZzZON stso Odzd?2 ' HB Istsets ¥ o dzg BjLCtsShIsSE

Kodachi fsLdy’ sdeeehsisttthrtictsy €O, anft & 7
Ceddzs’ dzOdz' Misd ydzd 2 O Wdad dz'lsiO  dz@ ¢ OdSq » alzts
B ' dzhj fteBHEZEBO®RZO dz' ¥ Tail s.

c¢ MmMjtejHBadhj twBttytets Mlstsdzk Hdzv K.
mMdmisy 8d HEYd MaBYd2 dO MacOS. 1JtB~' H
MsOdzz ity Iishts. odotsHWIs! fMw " & SKip Py €

fov i3 &0 EoBsysdkz Missd , s o §jthl
MdMmlsj i, "t odSswdmssokysls: Mw, * o' Hk

b Kodachi ' didsjcttoOdO) (fisbbEBEA& DN S
bsddz 5O, hts hdWted) c'Lo0fdls®p e DNS d5j Ist
CtedfsscteOl ' " . Ik kMkeo O vy' &k ddLltk

SO LOdkzdh jdedegw fMdz" H' & twsBtslsd o djtej ' O
*OpenDNSS ' dzls j-igdzlp 5B O, M ts dzOH O L-Of ©Oakz daf
[ O fdzOstkfbsodallL Cijxdd3, dBsy] odf tcOs dzv
zOB e O Is! Mmw , W' dz IstezoOlsd W' hddzegtse f
LOf dIs® 9, By fosftsdzkzeo Olsd Mistste® dzS &z L
*DNS Leak-yd odls®™ € | P dzO2B dzd-mutee ptcdts M f
9 HisHMO® (td tc] cLEfod Isigc kzdzts YOzNsS SBrtSH(JIsC
f " HCdzt yjdedgv, IstsBlilsts - tcff fsigQ taf]tadistds|QRdajj ke O
ftedL o] HJ Hs tetsL Ctedilslsw tc] Odz! dztsG ts a3’
® HBREROOIsdmw yJtejL BicOkzL j 6 Qavis WebRTCls o d
Silverlight).

CShts tslstc’ B-stc§ Ip-RG tcf PO~ B 2O o d ¢t
Peer Guardi an, wehts dzjtsBr' Hdzs fBftcOys
By 20 dzjeCts ''Lisdzt 90Isd L O HBfsd@Ise s o8B
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sfy' ‘¢ pu HOdzEBY dzd o " Mis! hodHCt L d3 dzt o
odBBtecl CdCtojlsdzes’ CtcO dzd o dSEtstedmlstso 2
1 O6 Odzts &3 COy kyd, Kodachi i:{ON i tod fi
oMmMlsOdzs e dzj desets MW Iskz -w & dzB p @&BH Ogetzdzy dz6
hdWtclzeo Odadaw ( I s BOYp t VeraCrypt), t
f s HGdAz] dz (GnuPG, Eni gmai | , Seahor
LOB s¢€d Mmdz" H' & ( MAvipe, Bled&hBith mu , Naut i | u
rs Issets 3y k2 Kodachi ‘ o zOMdzed 2 BWOEL
o B HUzd dz02 CtcOh j IsO odt' L Odzd ¢ tetsB dzj d3dz
1 O¢ Odzts a3, Kodachi ‘“HJ Odz' dzd 2 " dzMmis oz d3
CtstetsB € [ d slsted i3z * B 9 J dzd yJ L dziz
BdLUJydzse s/ Odesdz' dzdetsects HEsMmMiskf 2 HE d3d 6.
YyJtejL to LdsWfsemddOBPB sCd Mmdz" H' 9, s
hts fslsjdzy’ 2des hdgWtwhkz' st mMw ° Is. H. (A o
Kodachi Mddz! des L BORZOdMBss OGO MdMmisd o
BEZH' adzd ylso © MmMdMmisy 3d Odetsdz’ dGzdetsmils® [BO |
ZO2CtOh j odittedmMissolkzoaOlIsd E Leo' wLy'
LBt cOIsdd3i Is! mMw ' deW sted3OYy' w L dzO2e9 dh do
4Oy Kodachi ‘ dZzO02 CtcOnh s MdMmisj dits s
o dtc' M kzo @ILd BLEH'H O dzdzv :
hodHCd2( dpdsBOtels h o JHEC d2 HEtsMlskzYy HS d3j t
9 jdzdS O ¢ dz € Misy oMlsOdetso dzj dzdr § tes¢C
mMddz2 dz0 MdMmisj BO Odetsde” dddesMmiIs” / B L Y J S d
dzi HEXYJ] o9dBscdzdo O Hts L Od L O.
c ¢S so¢dr & dzzfp’ o, 2 MmdMmisj & dzy 3O’
oL CudzOf 609 dzj dzd 7 L @@ 2 PG Is judg' . to d
| hj dgtitscOd [& OC* WwWC Subgraph s
Qubes O0OS odSittedmMlssealkz’ y' CO0ad2 { ted day
LOfEMCO  Is: Mw o Ctjd 2 o' telskzOdz dz' 2 d3¢
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9 ' H tc' o dgw 9 Oy dzdo smlis* HdzWe [teH dz' 1216 Odz'L g
3y M dzn g jtodzh " 2 3O d dz' , O Hdzw CttdMmiskzs
LOf kh jdz@ dzO tsHdsBz ttsetytsdkz ftsiistse’ .
BEZH] LO9OdzsOy jdes hC' ' Hdzdo | ftotsctcOdidzj L
smMedMmils' B ORI M sBZf tesdzj stso Odz' . ¢ dzj Q
o MisOdzs o dzj dzdzw dzO 9 dzlz Is g jhydd dz da@LdEA] ddzjilz odg
sdzs yso © " HJW -FOdzrinEp ho d®INdzd = § totsc to
' msyded yw - . [ dzv  yY! st LOH' wWdzO ' Hfpdfr
(MdMmlsj Ggdetse s Mjtco ' M), wed2 sltdqiEic'e jiuse
Xpra IO doettlkz Mfjy' Odzt dedr BElsddz' Is. St
LOo Odzls Oy j dzdz? H sfdsjztf iggOv s dz2 €d al pha

Subgraph ' Qubes d f 8560dz dOdZzZSudep r Is
LOdZOHIsts Mdtc®, Qubes LOZOHIB - BOtdzZO o
J y! sz Mmj dzf’ Kodachi ' Hd3 dzdz® L
Wk d y' tsdzO dzts o3, ' &3 dzj 5B~ ' Hdzf 63 Ms¥ B 5 €
HsfdIls! cdzzyc O o dzOdzOM Iskz od@dzde'j L+€ ah IsCitotai

3.15. ¢adesaseRemn edt evo3zxtyoaoat

Reoaomoasaszxam

1L OMO&BS " dzj y'° HOMBES 20k "j C' d SO )l
1. 10K0c02kjMY odSswdhssolkoOlsd Odts
LOfedC dzOH, £ HjwedD: CwOOwORdEsy dz0f O Q4

od L&EZORtSHIjMY o OC" 2 CtcO dz, BB ' W
CEdzlstcOC Isdz’ MIsOy' tsoDitpdz’ fifls @ dzrd® taylg flzdzve ' W
5G HBLO9tdVE I! fJtjHO Ol HOdMZ ‘L HEsMh

fedflses’ oditSHE HB &jkjiy' (MEOLlkY sdd)
YoMl ' hj, Ikt S©Ohj. skfkoOld SOwlSd I
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MMzsdor, O &0 twdditkz. 1ttdhmkt' 2, s Bk
dzf ISOC -\pistdFs 1 0 teddeCkz dzOGotewH yd BEH
Czfdeo MdzOtcls-§ G s hsjO HSal M v l9Qtalzd " R tslg ¢ d
ftedmsEs™ Hj Odz ISPy f t®Ezpo @ssdf dzz  H SIsted d30
CteOh j L tohkS Hs-uwdadk dl] .h ju GCte @) Odztsdz’
B 64 k2.

2. 1 tHBO2IL] ftos Isj, htsB dzO 9 O" sz dzt
LO29 s’ CdeW st 3Oyt . J "'HJj OdzZVMWeats L Gots todiz
oMlsOdztso ' Is Windows hu® (9gt&k@TETOb ) OcOdz

WstedsOy' @ ftets Ctstedmlszo Oyo®) . I da"H o
O 90h 0O MdMmlsj BO dzgj n ©2 L Odzdh O Is! Mqw yd Ml
L OC tsdgdzd d3, Yy Odizvwe Isj O fiidds zoCjder dzz 3O N d dzlz
vO¢ od odHOM]Iy " dWsSted3sOyYy' ¥, WwWCO BsYJ
odCstcd MisESDEzp Olslaff = MC zOHdz' M j o' HdzBBD]Isd
o dCstedMmlsso k2l Wpkinok Hsdfv IS0 Is 5 Y dzts € 5
R 7N (~No SO RV

3. ufMjtjHdds o ttlskzOdz dimr, @OMN ¢ dzf tcdDd §
TorHdz" S tOhsets LORdMsk.

4. whotst' Is! fshlstsolkz MG todds ¢ tmta.deO s Odzts
o dCstcdMlssok2lj 2B8et Hbv ddhlskze Odedz™ .
5. 9 dJStstcdmlstsoaz21Isj dgj mjdzHy Jted, w Qe
Isj dzj W sdzdzsets detsd3j e ©. 1 ted € dzOH d3j fj dzH ¥ j t

fted toj -fMeks @ey” *

6 . [dzv Lo dyoO2detsets SO Odetsde dzdetse s Y ¢
ststedmlszo Oy’ HBOwWEE PYCwddmisswded Olsd Ist:
odJioOHSd Ydbklw., 179dyé¢O LekBdzO ° &y

7. 16LOREdSd o d&jted ' - tstfafDIsHO) tdf@s)fr)
ftslstc’ Bdgts o d ¢ dz#¢ ydzts Biteoin 9 (I€ &% d ils O daddeinds L O
dzj § sd3° U4 dzd d3.
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[ steduOdgdEks fwOodd dOstwh yd Lisedl

CodiW stelsdzsdz’. Ctselfj B j L jCO daj BRZOO' €t
fOds' WIs0Olsg

3.

16. ZoeRaat ©dt 3Roadessgi3adI

1. YOMStsa O Odzsdz’ d3dz’ Mis! 9o wdzlsj tedad Is”

2. 0 dzsdz’ d&ZO2 L J t6. dndpcdzr’ jdpdf G tetsC M’

.vdfd o tlskzOdz dzs’ §tedo Olsdzs’™ d3d 6 )

4.1 tcddzydyf tssBtslsd VPN. 1 jLfjc0O yjtju

51tetsjCIls Tor. ltwddydf ttsBtsisd.

6.1 ste’ adgv dzdg? R OtcOCIsjtedmisds VPN ° Tor

7.0 jagsdzse’ ° Tor ydtjr VPN ' VPN yjte

8. [ Jtd " Dar.k Net IO i 2p

9.1 0B j L jyj dadav BZOC Md B3O dz! dzts cdzis  to tepizW
HY sdise sWhonixai Ls hux Kodachi .

10f j Ssd3j dzH Oy~ HdzW HBMWEdzj dedgv B dz! h 15
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4. CKY] ¢Oo gl Cldbd¢ oYL 205 0¢tIr] 2 OFC

ATT&CK | MmEzuyOmdsdkz yditssts®klz fMs ' I’ a3
HOdzdm) W' EC€MOY' ' kO LBtstcl ROCjteMm! Cdna
f zOY% stedgd By j BRI ftos' $ls MI TER ATTE

MI TER ATT&LKEHBMEZY] dzO o k! tiswklzls G®IS ds¢
ftod2td3d fteslsdoded§ O, LOMdzs e OdzO0 dzO o
ATT&CK odittedmlstsoalz’ Is* mMw wC ShHhdcso O H
LOGteL * d&BjbtsHBdktse 2 E ftodo Olsdetsdzlz fipJ !
fsmdzze ¢ BJijteBjLYJCd.

vlso staf SATT&CK, MITER odStdz’ Moty
Hdzw BjLY jyds "tsets Mo ' Isk, BO6' ' Hdzz® yd MYy
¢c'BjteBjJLfjSd. ATT&CK o wCtwYlsefBtse ' Hpd)l
Hdzw BjLSBhIstsodzse s o dC sted fls Odzdaw .

1 O9 j HIBOBE s d tcjddg] ' sz ~@LQSe it Mofsst C
Types of Cyber Attacks) ff OC j Is dzd G Eidztisg ok yd detsd3, &
BBd 6 Y Or d&O BOL wi )

Malwarebased attacks
Phishing attacks
Manr-in-themiddle attacks
Denial of Service attacks
SQL injecton attacks
DNS tunneling

Zero-day exploits

Password attacks

© © N o g bk 0w DdRE

Drive-by download attacks
10. Crosssite scripting (XSS) attacks
11.Rootkits
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12.DNS spoofing

13. Internet of Things (IoT) attacks
14. Session hijacking

15. URL manipulation

16. Cryptojacking

17.Inside threats

4. 1 . Oe Rdo oR @o&399aYm bda¥Ys0300
bRrabeayaaoat

| Malware- based attacks -G O¢C d dzO tsMmdetso
ftosctcORdesets L OB j L jyjdedgr (odds
¢ 1 dzso dsd mdzj JosetcOdidzy L OB LT -
focsctcOdgdzy L OBJ LY Jyjraizw et j & [Stgd of GagdzvdzOQy
HOdzd~ "L Ctd3foElsjtedss’ dBjtedy' yd mjtea
mO¢ jtod sB G3ZOdetsdz L sz h 2z Is! o Off o MlsOc
LOBJ LY J yd dzdzgv dzO o Oh° ftedmMistets ™ . 1 Y fydzy
odSCtdgkz s Mw Ek Wodtsosdkz ttiyxddi' IIsO Bt
Hsflskd Hts 9 0Ohda Ctsdgli ' Hj dzy' 2dzdifj teljChoadfy:
Cdzlstets dz .

ZC " Hdzdeo ] fHtotsetcOdgdz] LOBJ LY Jyd dedzv *° t5
ld ftsoddedz’ L dzOlsd ftets y' o0t Oy
ARansomware 1 o5 G teoQfRO G Oy ' : yj2 bdf "' Hd

We2dd k o0h'2 MmdMmsjdk kO BdsSESEfiasn
(LOLOodYyO?2 E CtedflstsoaOdzsIls' ). o¢lsOCd dedh j
dBzOcOYy' 9 Isdds, hts o9 ddBOEOsIs!  zOk L O
{ HdzO ¢ sO¢" CtcOH " ¢ d H Odzd n dzJ Mis sk
OB jLf jyjdedaw, hts hafWracpg" dHOHD Qdd@2B s ¢ dz¥

(©)

-
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ASpyware zf dekzde' € HtescteOdwdz LOBJ LY J U
sdf hC"  Hdzdotsets ftosetcOdgdese s L OB LY J U
ZOH M d O HOd dzOLOH SOCjtk. Aj &BsYj o
f Otets dz' .

AKeyloggers sj 2 zsé@ jted: sj2dzsccejted Maty'
OB jLfijyjdedz", LO oddgwlsCtsd3z Istsegts, hts o
hts oad eotHdIky (° MO2Ik, &&O vtz od vy
Blzlsd sdCttdmisOdsts HdY " Odzls @Rk yd § tcOH

ATrojans v tetsW dzd: dzOL 9 Odz' 2O yjMmls! o' HiSC

-

L dzso 3 Mdeséts ftosctcORdetsets L OB j L 1 J yj dedaw
ftoesetcORdetsets L OBJ LY jyddedgw. | Of ted & dzOH,
HE®gSE, * Odisdo’ tob izl wi dedesds,ic Odsdizy i & ©m
ftodmlste’ 2.

A Viuses | ' tekfyd: o' ttkfd fd‘ Hdks st mw
LOf EMC O Is+ Mw , ¢ sdzd od Com 9 HCtdoe O

MoistetsL Gzdesy o Olsdmw BJjL 9 0OhBBEB 9" HBRC
ftedmistess yd v o Qidzkz® Is sSOC sy ¢cnrtot
fjtejd3 PEels! Mw s 90" 2 Bitiy" © H HCG
BZOHOs yd ROCjtcOdB 9"  HHOMdZj dzd?2 HBMEZY HT
dlsOCd LdzsozdMmMdesects ftosetcOBRdSEts L OB j L
smMedd, d&OftedS zOH, Ctsdzd od o'  HCttdo O' Isj
otsdzd LOCtY odSttedMmistsoalzs Is! MW HdzW dzOf OH

4. 2. zmyosaya¥YmMm ReR(dO

Phishing attacks -hhhddzetsesa® OlsOSCd (W
stsh.s) Jdzes9a O OlOC Bdzg ' KB Bg ®'L It
dzOH M d dzO° o0d3 hORtO®2Mm! Cd2 J dzj
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ftso' Hisdidzj dzda? (SOC Lo Odzd?2 ¢y " ddeg e s
LoOdzd?2 co ' hdtese dBv Ny hls AP j0,58" B bys {fiifs
dZOH ' MdzOdats W " y' 2 des®¥ iMsBE, tsMtsB #sls Y
o Oh BOdS, w1 U OBB IOCO Cdif Odg Qdzg W&Is C
9 HdzsMmw s+ Mmw HS OlO¢ My’ Odz' dzts’ Codey
HjlsOdz! dets) .

1 OMftcOaH" yY' Yo ' Hisddzj dedz? dzOH Md dzO8 Is
dZOH OMIsj Ctd¥ ' HJj dzuts B daz O fo Halzts 1o BOEdzd , BE S L
hsB LOoatsdztsH Isd o90hdd3d tsBdz CBoaddid L Off

A" hddzgse sO@ Md3' h ddzc tso f so ' HBsd3dzj dz
zed mdzzlsd fsd zOdzdz2?v OB 9" HStdIlsd o ¢ dzC
LOo OdzlsOy dIs! L dzso d3dmdzy fetsctcOdgdzj L OB J L
o Off dzO W' hddeetsoad?2 MO2Is, ftodL dzgOyJ ded 2 H

U BOCOL! 88 odf OHSOS W'ihd dcdeot ¢ O Isijt
zZOy' dzj dz' dzO0 CtsdeStcjlsdzedr M B (y4 ¢ tsdzj

sodh W hddeseadi €' BjtOLOC, w¢' * g
fsdi sdlsd. [t dzdR dzOdzj 3 Ols! :
A Spear phishing attacks AN hddzgtsoe OlsO¢d: y'

RO &zOs 5! v  jdj Cesddss §shlstss kO 0y
oS ttedMmsO 90"k thMtedhisk * d¥ SteBOy" 5,
b o Oh sBMdedat?O2 820 o My’ Odz dzd s  Bj toj
ftcOo Y SH' Bds® SO L B3k fyee'd o Of) dzOls d f dzt
AWhaling s lssB ' 2 dzd?2 ftetsddmjd: Sdlses O ¥
Ctsced TOCjtc OOCE: odmMBStishmisOs dzj dzd & &
CJtc" 9d®JE tcOMBSHO ~ndz2 GBd& ¢t HOA
Hs Bjtejy' " Rdd ' CsdifOd .

AAngler phishing attacks A hddzetses OLOSd Ampjl er
sod2 kdf % hddcmotets "ONEO2Mss O, bk v
mMsy® Odz degd -~ d3j t6d ¥ On , odHOs yd MmJjsejy L O
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Cdz' “ dzgs' @ 9" HB®BS' CsBf O&C s zODEGMJ Ml
c@AmazonHel p$e, 0] fsls' d©s ©QOolstsdzOIls d ydza
fso' HisBAj ddv, d&OHOs yd f tsiddzOddzy H d&v
ZOMmMftcOoaH' Yyj "NORtO2MmMlsets, ftedL dzOyj dzj H
ZORtO’ Mls O Is odnded dad' da: h W ‘e ddsdzaidzio d &3
EmMC &zOHdzt * " HjdalsdW'® SOy s, Csdzd od * Yy
MmBtesh dd3 J &3 " ted ydzed d3 f tcOo d dzsdz L O9 Y
ftso HBEddz] dzdzv, tsMsBdzdeots o' H Isdr, rilsts
bisOdzso d yd o) &zdS 5’ HLtodfdsmdOy' O 5  &O He
ftso' Htsdidzj dedzv, Lo OwWy ' Is! v BjLYBMjtcj Hd
W steROY' -MO2LE S Q& Mls! ke, hHss M

4. 3. OeRdo 8o9g) c¢cdieooaR g£a3030€D:

Man in - the - middle attacks dIsOCd Isdd d&z0 ¢
fsmMjtchpE@EEO. " dE Hd O Y tsMjtcj H
Ctsdzd L dzsodsdmdzed S d  jtoj ~ts dzs & Is!
o Ohz gj ey kz, hse "' HMdzZE- Old" o Of. /
o JCstedMmisOdzder  kzd&dz', ydzdkr dijstyjda©O Wij e ¢ 5 L

1 Of tod € QzOwn ', d3td, od CHWdMskSisg MPu ks
fitcjo tdlsd BOXZOdMN Motset BOMRE '  oMm! CBEB
~O0C it dBsyd fijtjmrtsfdlsd a0 HOd 1O LG
(O " Ldg hj Ldzdlsd o9 0Oh B Ctod?2 L Of dMm)

PlsOCd sMICIEN Bsy 20 oS tstcdmistso zo Olsd H &
olstczyoOs s mMv £ o90hEk wLBsokz SO oadHOE IS
hs toetsL dgso dzv “ Isj .
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4. 4. Omesa¥YR Y o¢r3d) yaY) YRoom

Denial of Service (DOS) and Distributed Denial
of Service (DDoS) -9 HBs9o © o tBMAZEZG O |
oL BH" dzj dZO@ 9  HdBISO O o . JERBciEHA

C'BjtOLOC ROsI! dO ®RBjilk® fjtjoOdzsOy
o d &8d S Olsd fw . 0SSOSO &0 o' HEsok o B Md
sdCticdmisso s Is! ff dsgfalS €£o," MLE®f dilsjdic jloa dzls
odiCdzzlsd . [(SLYBH' d&j O OkOS @ WO DK

mMod2 Idfy OLOSd, LO oddwlkisd ksets, h
ftodMistets” o tsH dats yOfdats.

[ijltss ydr €' BjtOIsOC L O d WO 'Y ddigs Oo
ftod§ d dzj dzdty i jHS Oydz2@)ls ODHo I OCtddzd IsOC 1
SoundCl oud ° Spotify, ' dzOo ' Is! MmMJjte2tsL

4. 5. O6Rdo2 SOQL mo' wde mn

SQL injection attacks -OsOSd SQL ' dz ‘€1
9 jJBO2Is" 9o Misf 8§ IxtclH- BOLd HOdzdr S
CsdaW " Hj day' 2 dets’ 518 daiastes 3@z, * , Ot
sBd' Csotcets L OYdMmk. MmOC jtod - oz € €tyd fiylst
csBBOdsB@Be L diBzMdlsd BOLEZ HOd- dOHOId 1

£ OlOSd * bttsnd Isj A dgvydadsdzds,ts c@dz] hasts
fsfjtjHdy 8 oadL dzOyjdz@ GCdB30dzHd SQL E (1
Hdzw eontHEZ yd  Otesdzv) . A CsdsOdzH d 3
Ld3 dzt 9 Olsd HOdzZ BOLd HOded=" OBfts dzOo " Is!
o d &3d ¢ dfiglslj dglz ) .
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4. 6. T})oeadiYRaat DNS

DNS tunneling -Is z dzj dz¢ o Oilzdzy BHES €' B j
wed2 n0Cjted odStstdmissobkyils: , ht
BjLfjSd, kOC' wC BOdH Ok tog
mdflsjd ' dwitejy. MOSjted SBHELYWIOfdEOD:

o' HfSo ' HWES (WGC' B '(iz'hd deiselz sl DcC.tc OB B j L
stsdzd et ORO  sSlstcOf dzw ° ofmited Hdzlz,
mMjtcojto', dzOHOB yd ~OC O " HHOdMzj dzgd 2 H
PIsOCd -SRNS czt 0 Oy tsftsBdzdots  dzj B L 1
LOdzdh O Is+ mw  dej fsd3’ yjded dsd Jteslswects@mMH dz
C'"BjtoL dzsyddzy' disylzls: odCtOMmisd Ctsda ' H,
dzso ' ItsyS¢d HtsMmMiskzfkz SO dzOo " Is! o MlsOdzsoe (
Il Ydeo0O2Ils] LORBH' 9: wehts 7OCjtd tslstedc
osded sy kzls! L zOBRORY Ce B cORz@BEEz OB o
o Oh j ' dzgow . sftcsBlz2I] Mdzeyskz L ORdMmMiE
fisixdlsd LO Mmets’ &3d W' dzOdzMOdB3d O 5§ jte]

4. 7. o060d3edesed B8R ReRdo o) di aYoy:

Zero - day exploits and attacks -4 S MY dzts 2 Istgc izlz |

Hd® yj ottOLdzdesfmis® ¢ ' BjijtBjLfjSCd,

LOBJ LY Jyddedz yd ®wBjtLyy BJL ©° HE
Bsyd odiEkmisdisd dselkz ojttm e i OS, wECO
odCtOMmMIsd o0OhE ' dWistedzdOY"' ¥ i Clioudzj H txdE
OOCtso OO SCtsdi3f Odz" v BO' c¢cdgzdzr Hdz2 9e, f
otcOL dzd o ' .
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dIsOC O dzdzr smetsets HdaW ' HBEkZOO' Is! Mw

otcOL dzdetsfmis®, s ftosddSdkzlsd o Mmdmilsj BBk
v fjth’ C" e RO 2& sz Mi crosoft, Goo
fsdsd dzC d dekzdz' sotse s Hdgv.

4. 8. O6Rdo ©®aR eR3adm

Password attacks -0OlsO¢d dzO f Otetsdz- 9 ¢
w g C"BJjtOISOCd, f" H yofm wedn
LOMssMizeo Olsd Gtk lz Md dzHZOO O B
f Otcts dz' .
wimdzz® € " dz? €O ' Ldzdm & BJWOSOC dzO tsM

4. 8.1. OeRdo b 3abeodassats eR3admyY

Password spraying - 0¢d L totsL §f ddzj dedgv d3 ff Ote s d
hOR O’ fteseksls! ISt?2 EHEOMIRES of s Ld® § difigve
LdzO2Isd LB" G. ldSstedmistsolzs yd  tetsc tcOdzd
Ol 0O¢ d, L dzso ddd Mdzed € Bsy k! dzOy"' dzd Isd iyw
SHdsyOmdats. mOC jted SCStedfmlskzels! Mw Isdd3 W C
dz0 f tdftChidss dz' (OB ftcolttedzss o dCtstcdMmisso

LOf dMm" o) , stsBlsts L B' G, hodHuh j LO eofMfMmj
sBdz' CsotsdBz L Of dfim" . 1 Of tod € dzOH , ZOR Y 1
cl12345¢.
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4. 8. 2. 03} +f+R 302dR

Bruteforce -cclzB O BHO&O: c@kB st Md dztss

@Q Csdzd ~OCjted Mlsotstes & [s f ctsG tc Od3dz
' Ldg CtdiB' dzOy' = T A3 dz S tstedmiskze C

wed?2 ftOys . Itdd yoOmlsts osdStstdmistseo zb I
Isj dgdzz B tej bk, Istsmdt iz T df BDISOtcdzes o d ¢ Stc
sBdz' CSsoadms LOYdMOR (yd bOSCBY dOL o O' Is!

4. 8. 3. 0O6Rdo 3acemRdi @aan mepbpaaasmn

Social engineering - sy’ Odz' dzO ° dzy J dad
% My Odz' dzts’ Cdey 4 dgj t6" ' HBLEkzo
odStcdMmMistse ¢ sy , §f MEE SEHAGROdS i3 L dl

Mo " 2 fOttsdzr. 1 OftedS dzOH, ofBdzd dBsy kzlIs!
dzdfmls, oadHOaOdzd?2 L O 90Oh BOdS, ' L BzMmdlk
dIsOCd MY Odz' des’™ " deyJddzgjte’ " ° 9o Hdzsm
~O0C ik, Y4 fHitj SsdOlsd tSHdEZz @GOds' dW stc
LicsBdlsd Isj, hts oatsded etsotstewWlis! . w tjL lzd
1" H yoOm tHd 7 L d&O2ckzyds "dr OIOSC f

sBBBOdsd3 L Rz ddzd MY " otcsB ' ISHAf ¢ Hds P wakz st
" deflstez g dzlst 8. 1 tsls' @3 ROCjted odSttOdzd f
1 OQ2Hjdzg, wdzsdz [ OME * s0O0de* 1 jMmls, hiss
f ' HfdMmMded S & dz2OH' MdzOIsd B ' sCts2dz =~ OC j OO
£ OlOCd dzj 2di3tse " tedets dzj 6 S5 L &' MiGdediik

yislsdted WOLd OLOSCd Mtsy' Odz des’™ ' dgy J dzj t6°
- Discovery and investigations ' HGtedIslsw IO tsL Mdz' HEzo
- Deceptionand hooksB d50dz * G OYyts¢ ;
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AttackT OIs O ¢ O;

Retreatt © " HMiskz{ .

{Mm do2fshdtejdg ' Isdfd OIOS My’ Odz
Lo jtoedzzlsd k9o Oc Lz.

Phishing attacks- W' h ddzetso . @OBOYgdzc dz02 f sh dt
5OSCIsdSd My Od dets’ "deyjdzgjte’ ', * LO f
dz' Y k Hifqwis! t©OL" "9, LO HOddHKd AlJt.

A" hddzetse OlsOCd o9  HBEZO OB Is! MW |z € a&'dzd
Wstedsd LooO6wLSE (LOLoadyuO?2 jdzj € Istetsdzdzs o)

fso' Hsdgdzj dedz" o dcedzv HOB Is! " HJdalsd ydatssief tso
stecOdz' LOYy' 2 ' dz¢Hj2, wWCdms od LdO‘ Isj].
1 Of ted € dzOH , h Ortc©O2 disyj dOH' MdzOIsd o
9 Ohsets BOdgCz, "L LOLdOYjdedz" I3 Istsegts, Nt

L ZOBOds. [MS' d € JjdzjSlstesdeded?2 dzdfmls
LHO ' v Isjteds desodds, od hodHSE § dzOy
o' HMSC ORI, ' QRo jHjls] 6aabt'clE®Ed s Mo fsdi
fjtcj2H] fEYES HE hORtLOwWw) .

| bted Shdsedtcly & "eEkEtss sets " ORtO2

1 Befdlsd o0 d&Olsdmdzlsd 4§ sfddzOdedz” . A
B Miswis: §tsfddzOdadzy, w¢' oflsOdzss dzt & Is!

o Oh d o leftda=f = .

l sftetsfy’ Is! 90 LOs OOy disd o ¢ d&zOH j dzd
L dzts & dzd ) dzj f tots @ tc O d3dzj LOBJ LY j yj dzdaw Is C
100 ted S &zOH, 2OCjted dzOH' hdzs Is! j dzj S Is to s dad
‘L oS OHj dede" 8 ¢ W @ Isekdzj pedzy MRt 4 ¢sL
9 Oh fodmic' 2 LOBOY O Isi fw.

1 Befdlsd 90f o9 jMmisd MNE2IS'sEd OEOLE H
ZOBOCOE s MW L BEMdlsdan02®h) LGP od ¢dz® H &
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99 jMmMlsd BBdZ CBO HOdz . Pp Offstc § Uxiz@ Hs tc (s aztizdk
ftso' Hisddz] dedzV o3 {f tc O CLOz@ZRO dzd 2 totisdzdz @i’ ddzz 1
od oo&BHdisy CttodMmilskzo @UOsIs tff Aiftedsvdz!  Histdsh dsts
Il S tcOH J dz sBdz' Cs59° H O dz' sO L dztse dsd
ftedL o j Misd HSH oM@ty C do sMtsB dMmiIsd ~ H (
h ORrtcO2Miso O, LOABY dzj dgdzv tsBdZ' Ctsoedm L Of d

Spear phishingi W' h d.dze) e d yo02dz® W' hddzeetse® O0OIlsO
B4 Isd . bdzy W' hddeetse OkO¢d o  HBERzodRE Is
sMtsBlkz yd ttteOdz L Oy"' & .

[ O2x] 6V%  'uwsdzd ' 9 990308, hts y' dz't
Cdztso dets® L OctesL s BJLYJIyY' .

lteslswegtsds 2015 t. "rOCjted LH' 2Mmdeddzd
CtcO® dZOR L O HfB®RsEsE W' hddek. &k z00 dadE
W' hddeetse J dzj € Is tc s dzdz’ zd misd L o C d&zOH §
ftoesetcORdetsc s ICABagak.{f j Y J dgdzw dzOIls d i ¢ O dadz™
Codzalstotsdzs 9 Olsd Bty MlsOdzy' ™ M satetse "’ |
BOdMS sd30Is’ o .

1 s9d?2 " HA' H HtlzO% 'do @dadldr fpMEshirega r. A
® HBEkZoO' st Mw, Ctdzd hOatO® odHOBIs! MjE
Cdz'" " dzgls*' 9 E Mty Odz dzgdm BjteJ 3O L dBjls
o " MisteOy"' 2 dzz " daW sted3ZOy " ¥ .

Whaling - Sdlstse ' 2 dzd 2 . {Whaidgddidzg Isj edd dz,
odSstcdmMlssolz’ s Mw Hdzw fdMEz W' hddzeso
odMC B sMisOo dzj dzz sMtsBkz. 1 0L dyoO2 ygj ¢

rjtelsed Cdlsse "' 2 dzd n Ol O¢ H dzw C'BjtoL
tedetsse. A yYy' & o csdkkzt®Gdtcd joozd Cf@s
W' dzOdemtse ' odf dzOIsd OBt HBMIskzY HB Y ' dzdzd
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v oadfOHSE L L ZOdBOded d@3d L dzO 3 dzd Istsfls

CoRf tetsdsj Iske y' WlssetOW' ~, wC' otsdd st
dzj 53" tedzdm odSky ' o.

J ‘A sz fted C zOHO® IsE O teidc s Bz G dz | dz
My otctsB’  Isdzd S O3 tc' o dagv C, we " LHO' Is!
] " Hf©Oodzd S Mo jteHy k', Mt LdzO° Cdg¥' H

B s mMw ftseo HsdRBdIsd ftes MdlskzOy' ¥ Mmtse o
1 Olstsdz’ Mis: o tsdad { tsHAzVEs ! ofifve diryoHs ™ djddzjHStHs
PDRY ©O2 dzz yd MdzO2H "' 9.

dbdzj Ctsdzd Jjtwlsod dzOIsdmE O Is! § tsfd dzO dzdz
9 jJ-BO2I. w wWChits ogtdzd dzZOBOGC OB Is: Mw o' HE (&
LOBJj LY jyjdeda" L OteOy O° ~ Rdgs dgftylsy sz s O

Smishing and vishing- Eyd3" = O yd ! .° a9 "hhd@igey ddzj
sBdd Y k° st MW jdzj CIstesdzdzd d3d dpdofi s@dfzff . IsO b

g 3" h Pdegy I[sj ted3y’ dz, wed?2 odStstdMmlstselz’ |
Hef sdice e Isj-fabba gBRdzE@S. O Hus®s df 4 Lz ¢
sjdzj Wisdz' @ ° ttsLftsoms HykzsIs! {§tso " HBA3dzj O

w fry dzlz IsO¢ 5 o' hddze, wed?2 Mmatyd? dz
Is j dzj W tsdzlz .

Il " hddee tshsBdzdets fhdtejded?2 dzO " HY to
mMzzyBtss o) MistcOyB ts¥ C tsB3lf) @HzE s 9 2 an@iddzdzy €
COHte' &8 OBt wu LOVo dzWw Isd Bz Is ¥ hts 7 ¢
My ottsB' IsdzdC O. Jstejrndzy 90t ¥ ' Is! iMw o ' H
cfjtejo tcdilsde j dzj € Istectsdzdz OHtej Md, HiS
Ld&3' dzdIsd f Otetsdz? o' H ' d3dj dB Meoatets BEMO.

vfp* y' Wettddd W' hddzeck d&Bsykls! ftodL o
L zso BdMdzsets fesctcORdese s L OB J L §J yd dedaw
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Baiting i Yy €z o @ de@dzO dzt.9 O dzd@'tz0O dz¥i o YizdzMc * L dzts
My O0dz' dats’ " deff | Hzj @) vOBOC d,0RtcO’ L Od
CodaW " Hjdzgy' 2dzz " deW stcdzOy' ¢, B " ywses yd ° o

1 Of ted € dzOH , h QR tc O’ Mlso stcs 8 Is! My dzd & O
BJLSEtBSh I Isse da “ecte(d, BzLdSE yd L Oo Odzls Oy
f 5f)d zOdzdz" ,tod fips@d’ 2 § BLH L Ot Oy j dzgs  h ¢
LOBJ LY J yd dzdav 3.

ZOrtcO2Mlsots L yY! SkzoOdzdz" &3 SOC sy  Mmdalz

JHdzdds L fehdejddn ftedldoOu' s < f
ZOSCtsfdykzo Oy 'L ftcdoOBdzdeotsr d" IsCtss dzO
databas e .

A" C0od?2 MY ' otesB " Isded ¢ o " L ! 34 HIME
wWCO ftsls" d3 LOtOy O oM ~ Aadzg dBBdted bk

Piggybacking/Tailgating-Ss dzlstc | 2 dzj temiseo 5/ v [ R dzeg 2 ISl
Cdzlstc OG j dals d " tailgatingki gtz ®is,

sMtsBO HGSLoatdw' dzj OolststcdL 59 Odz' 2 Mtse
HsMisEzY z.

v OC O WistedsO Mtsy' Odz! dets’™ " dgy d dad t6° =~ d3tsy
wehts 9d HBLoBAI] C¢thikzm: ' 'Isd L O o 0Od
o Oh sdz3z B OcdAsdE o OMGHS{deS 2, S tsdzd od "~ HJIs§

ZOntc® dBsybkzls! oadecdwHOld wWE otsH' ~  Mmdzl
"HjdzsdW " COlststs, OBts 9HOOOIs(, h s o tsdzd
Bsy 21s! hfdekoOlsd L O dzH' i3], tslstcd d3lz o
fijtej g oWl dzO o Hohlssodrms MEtddz COn Istsh t

l jtoj g dzv H IsO¢ 5 o ¢ dzs 4o dzOH O dzdzV dz
(2O tcd & dzOH , Cdzj O3 yd H' wdgd) HEsMiskzY
By k! ToMmisOeadlsd ' H LOGtsLEZ 0" {tod
ofm" 2 " dzh 9D gOMBE dzf Odz'
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Pretextingi fftcj Isj S Mis.zolopadzj'Is j S Mislzeo Odzdz2?" © ' H B
Mlso stes WOdzm hdek fjtemsdlkz OBt dzjftcOo d
tesdzr . AJ Isji, hts dzO2yoOMmls® " j IstcOf dzw ‘ Is* f

[ Ho OtcH wdzslzH j dz fizsRidgse R, O L0 Xpdsz dff |
w ¢ MdMmlsj Bdes Bz OH B dz' MistcOlsstclz. r jtelso
f nSttedddmw, dzj L Oddmdzs s ydm' .

K h Orte O’ o MlsOdzets o dzt & Is Htse ' iz, od¢
fjtoj CStsdalz® Is Y dtelso dzOHOId 'da®e Gdel hHsj d
BZzHEZIs! 9 O OIsdmw, MlsOoadwyd "~ d&3d L Of dlsOd
fteslsdmMlsswisd ydds ' &3 sOtstcOd, . dzOo ' s+ w ¢

Business Email Compromise (BEC)- S i3 tctsd3’ fi3j dBj’ SLisdigjtdpizd
fshisd (BHEC)2021 ttsy' AJEt sBBJHONAS fi
CRBf esd3j IsOy'dzj € BB tc s dzgzth)’ fshisd ( BEC) ,
olstcOIsddzd ftsdzOH 2, 4 o3 dz' WicHO HBEOt' 9.

wihdze ©° Ikt Shdtseodzdes dfd 0OlIsOE My’ O

Il dHOYyo Mmjsj .L &KAj" ddOfsMytsdskz mw, ¢ tsdzd |
"  Higsd dz j dzd € Is to ts dzdz’ dzd mis d , htsB odHOHOC
ZOH " 2 dzdr Y BMSOYOdzr dzd €' o ° Cdz' * dzls’ o .
h Ontc@2 ! ¢ f &zOIsj "' , L3 dedIsd ' daW tstcd3O
HjftsLdlsd OBt ftsH' dzdisdmw CtsdaW ' HJ dzy' 2 dzt

S Bftcts Az sOy " W spdz' CHEgtses' HBRPEPHES Mw,
slsted dzglz & Is HsMiskzd HEt L OC tsdadets’ J dzj Clstet
By ks o9 " HYitseo " HOId SO dZOHMd &zOIsd J dzj € Is
fsMisOyoOdzr dzd c Oz Istsh s), hts 3 Mlswis: h C° H

1 Jod ntsf dzj dzdzv A islstf sz dziz Is d 2 o Otc' Odzls
sBdz' CBOotSE TS LOf dMmiz. Il S tcOH j dzda” dzO dzy ¥
M¢ Odzlzs Is Mk esd3j Istso Odz' fOfCd orn' HOOz
&3’ Milsw s ¢c Re: e. I Bls" &5 otsdzed OolstsdzOIsd Y-
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Ldzshdgd ds f esctecOdgdzed ds L OB J L § § yd dedzv 3. [ H
Jd&zj Clstesdzdze f tshlskz, daj HEBOE yd Ho ' y' , s

d$lIsOSCd BEC LOL9oadyO2 L Odzdh Osls: mMw dzj f
ssBz Hdzw L OftsB' ¢cOdedzy ~ 3 fsIste” Bdzd MY J

Quid Pro Quo (i.e., tech supportscams)Qui d Pr o Quo (IstsB
L Isj mdzg’ ydetse . § 'Quistdd dgEmtse ) quo ff jtoj € dzOH ¢
fshdzzclze.

102 shqtejdz O o jtem'w OBOSd quid pr
o dHOE Is! f9] HJH ' LD Ozt Is'OgoOE tszdtft © Isj - dz2' ydz

l sdzd L Olsj dzj W sdzlz® Is! OBts dzOfdh kzls o C
ftcdhodHhdlsd HtMiskzy HEt wdelsjtedzj Iskz, et
OBts d&Oo ' Is! HOHIEZIs! BJLSECBN Isse dg f SH Otol
Mftesslz' s BE6dEsAGdl"L O

| Hddzj, hts folste" Bdets LtesBdIsd yjtelsea O
sBdz" Es9ad?2 LOfdmMm OBt dOHOId/ "  HIse jteH
hOrtc® Blsted &3O Is! y¥ CwsdgW " HJ dzy’' 2 dzgz * daW
YJtesod OBt ftesHOHEISY E Dar k Web.

Honeytraps (romance scams)dzg Htse ' § OMIsC d ( tesd30.dzls d
[jHtse' A QflsCtaf L dzsodH tsd3Odzlsd ydeseg s N OF
Mo stee 8 Is! WOdz hdo' fJtesW ' d2' L dz02 sd3Mmlise
ficdoOBdkde' odCtOH]jd WEOBEBGKDYW i tsHEE OF t
tesdizOdzz " ORtc©®2 odHOMIs: MiBj LO o' 2Mm! Ct
LMmlste® sdmw tshtsedMmists.

cS¢ k' &z €d eotsdzd odL &zOyOlIs! y' odz o s5d
foseatsC Oy 2 dz ftso' Hsdidzj dzdzv IsO N o d HOC 5
dzd - . bdzyj ~ B ftslstc’ B dats, htsB Y jtelsoad HT
ZzOH Md &zO8 yd Y sHOEkzdAdS d, el 9aCkz yd Stedt
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[ juBe' fOMlsCd ®smMBdzdets  tsh dtej dz )
Snapchat . 1 sHBO2Ij s Isj, hsB od L O
d BJj LY JC R dORB@s o .

Scareware - 9° HWzW C 9o Odz' dz. f ttsc c Od3dz] L OB J I
MistcOn z 8 OldABA 5 o' HB3J w ¢ h Ontc@2 M €
fteseteOdidzd LOBJ LY J Yd dedg? HdzW B d30Odzz SO
Hdzv M¢ Odzidy © @dzw dgiachiskes, yd "~ = ftseo " tedilsd, N
f'H dgj Bdqdzz yts® L OctosL 8. 1 Of tod S dzOH, 9 ¢
sj, hts 90h ftodmlstc' 2 L OOy jdes 9o  tolzMmtsds.

Scareware yoOmkts LoOwWedzw ' Is! mw wC M dzc
sOCtsy dBsyJ L OWwWo ddvIsdfdnffls ®@r jLdZj € fiptlc@disialf.

rdtwised ¢ o ddadz O dmdzzlsd Cdetsf S Iz,
LOo OdzlsOy dIsd ftesctcOdgdzey L OB J L Jjyd dedgw, v
yd MmMftedyddzy® ftetsded Cdzgj dzgdz?v h C' Hdzdotsegts

Watering hole attacks-d®tf OH P SBEGPISDC O otSHBYf E 9o

Csdzd ~OCjted L OOy O Is! MO2I, wedg2, wg
s 5 dzd od ' Ho ' HE' Isj mMo2ls, o d Qo ls s
f tocts @ tc ©dzdzj LOBJ LY j yd dzdaw (9" HisAY w ¢ i
fslstcOf dBjctsBzj dgk o jtcf' 8 MO2Ikz, f tod L dzO
sBdz' Stsoednm HOdzd A .

1 O0fted € d&zOH, N ORtO® dBsyklks! fitjojMmisd
mMistste® dzf Iz, ftodL dzOyj dzgz Hdzv o d S tcOH j dzdzw
f Otesdzv. Aj BEZHJ] odcdH @l ,Istdusdz® dls @S jf
ftcWw dBs HES h OR OV,

MY H] dOWwWods Mis! d3j dzgJ HY J 6O § Otetsdz" &
W hddzesoad?2 MO2AIs adedzvyHO' 1SOC MOBs, W
O lstsdBOIsd ydzets o O ' w©BdZz' Cs9' HOdMZ .
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4. 9. OcRHBRYB®GRpnaoo4y Drive

Drive - by download attacks -0OIlsO¢d d&zO L 09 O
7 4 Drive-by . 1" dz#h*" fplst C'"BjtOIOC o dc
Oy tod € dzOH dzOIs d i € O dzdzw f smd dzO
anzOHszlsGls WO2dkzkz. ¢z OBOCO (OBB L O9C
od ftesmists fjtcjcdzw@®ls.,] LOwOyjdzd?2 o, 8B
MmOC jted SCBtedmiskzs Is! Mw otcOL dzd esdoddz L gstc -
ftesctcOBRBOR, h B BJL o Oh G s 9"  HBABO o
LOBJ LY J yd dedgv dzO 9 O ftedmlste” 2.

4. 10. dmp3rRega¥YM 3d32ec68a¥Ym ReRdO

Cross-site  scripting attacks PIsOCd i3 Yy MO?2
My dzOtc' 8¢ -XBEBe(scospting) HBSLOT
dzj MOdz& y' sdzso Odzd 2 H SMNDOR szs f tets

S'"BjteL dzsyddzy' SCtstedmlskzels: MOAE]B] H OCE @3
"n oMmMlsOdztso dzt 9 Ols d dSott@d JlaeaG @ d3 pht €. ° Hds dz
o0 sd3sz BtOkRL jte', ~OCjtc @By ] BOMCEZo Ols
ofpd, Nt od dsyjlsy.

4 021Is(d, otcOL dzd o ° His XSS, 9 C dzt Yot s
M’ dz d . K Msste' dz2¢ d L Odzj 3 OBdzd ro," HW Ce
fitejo' towe s fw dzO0 dzOwW 9 dz' Mmis h ¢ Hdzd o d.
L&ZORrtSHWIS! MW " H LOGBL 55 .

1 Of tod € dzOH , 2 2014 tc. otcOL dzdoe ' Mmls! fn
Cdz' “dzlsd fjtoj zOf tcOQo dzv dzdfipw dzO M € " Hdzd o °
ftioSHEZMWO2Isd o HSBOY Odzd ' HictsBdzj dz2@ Mls

CotedMlszo Oyods 99 jMmMlsd Mats™ HOdE , wWC' ¢
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4. 11. ¢} 68dmaeo

Rootkits -t EIs€3d g Isdf hC' Hdzdeo tscets
LOBJ LY jyjdedgv, wCj d&OHO' ~0O0CJts
OH AL OIS BILO HEts yY' d&z sets’ mMd Mmlis
cdzdetsCts ofmjtejHJd: s jtcOy' 2 dats’ mMdMmilsj &

odqwvedlsd, Odzj otded IsOCtsy ' dzj 2 3o ' tocdats
it 2lsC " Is d&tsy § HBLotsdzdlsd ~rOCjttOd3 od¢te
oMlsOdets® Jrdeisc 6 j tod OB ts zOo ' Is! o dH Odzd I

LOBJ L jyjdedzyn. 1 Of ted $ dzOH , . dzd § dz 202
Bsyd LBt ¢cOldmw dzO CtsBYOe Isj tc N J telse
f solststedzts’™ ' dzlsOdzv y°

4. 12. €mes3sar dR DNS Rfa c¢ca63) woaat

$.3 OPITAEAEEIC TO -DHiEHAET 16
e Hsd3j dzgdzd » " d3dj &z ( DNS) HBL oMY
steOW ' ¢ dO c¢f' -mBBiIsdzj did 2 & ff ®2jlssd
BO2YJ bOS MOdts, w¢ 90h flkdlls ftodL dzOy.
BOMS OBt B dEPEo@® dzdF ddyj v NAR') daW EhtaiztzO
od dzOHMddzO ), (slstOfdv’ ftowdhis HE .
sBdz Ctsoadnmn LOfdMm' 9.
MOC jtod SOCtY dmsylkzls! -Bifflstcddls s azdr o G
Codsf Odz' 2, fjtoj dzOf tcOo dzv & dap MOR &' wiada OG"
dzj ftedMss2 dzd o5 o 3" Mls s .
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] GHdEhBEZ o Hedksdz §odS$ &OH' HEBOM dgv
fd@zdz © KO 1 0CdMsOds , dzOHMddzOs yd S St

4. 1 3. OeRdo 8o96a3o206) 3ayas | oT

. Internet of Things (IoT) attacks -1 tedMmilstcts
[  wdzsjtedzi sk tjuj2 (l1oT), kOGC' w¢
Tt ewoncd, kOSCEsY dsyklk! BREld Y

® HBERZOO'Is!MmMw, Cdzd ~rOCjttd o9dStcOHOE [s!
fedmistes’ © |1 0T bk Blsdpl®lsdw & 'cOB®PdES o d S

ltedmMlstes™ | oT LOLoadyuoO?2 dzj dBEOsIs! Odalsd
hts tesBdlsy " A7 dzjeCtsr d3 M jdedzs Hdzw R-OC -
OkO¢ odSttedMmlssolzo Odzd c¢c Otz ¢ BBIS" 9 ¢,
toj yJ ?. AJd ddggy j 30dzs@IsEs o ' to dzd o3, O dzj da(

TsdzsHdd ddSe &ty MisOlsd KB Bse * dzt dzd &3 i
4, 1 4 . Zas3agaedasaoat 3a3mn

. Sessionhijacking -9 d ¢ tc OH j dzdey j ) jls@dim O I

v diO fshmjtindd ", §H yom

jodh o 3 Cd ‘dssd ' Mjte ]ttt

L& dzt' -BeEBYMEPRO OHtejmMk Sd ‘ dsO kO {1
fslstej Bz ydq YytsHddts Osljdlsd®¥®  COy" °’

)" fpdzy stsets, wC otsdd LORYddd @i Odm,
Lesedlsd SBd Stsod?2 LOfdM Sd ' dsO. 1 Of
pdzzlste' "dz 57 BOLd HOddR 90h 5’ Csif Ods
LON sy dls: o 0Oh fj Odfi,H o 'od ' £ls WJORAL' oH IEL

151



4. 15. dReamey dtemnpn b URL

URL manipulation - &3O dz" §f &z dzt o C@adas J MR
' HBEkOO' Is: Mw, Ctdzd -~ O¢J @H t& jdf) 'd

htse fJtej Mftew Bzo Olsd o9 O dO W' h(d
dZso 3dMdzj JtesctcOdgdzd L OBJ L J yj dzdav .
1 Oftcd ¢ d&zOH, BOGOIB d*rHJ2 od¢C sSteddiisgmiz
sB HBYSBsGelsd L OfF@Ee g IsEs 5 5O B dz2C t© ) I8 dz’
OCjted c¢BlstelzwIs! e -Opste Jfilffzts tc Usiddglz d¥iRyLEz Is !
W' hddeesead?2 MO2Als, { tcd Lod@d s’ dzdis HBdgV) Isotf € e
Il tdhds MdlskzOy' wi A GAH tdcjdih BFO,dz' M tizedzs L distz
f sCOLOIsd Misste’ dz€ d, HS wWCdnma otdzd dzj
By zls! o9 JMIsd ¢cwww. yoursitename. com/

-

>

11

o ntSH LIz, @B tc wawawj flglds ur si t ename. com/ . bakeée
WO2dz' 9 tojLjtoodes’ S .

4. 16. t32c@8aepn0admoy

Cryptojacking -SCtodfIstsHd jyg' déc B j tcOIs O
SO didets o dC stcedMmistso 2 tsBydmdze o (
CsB3f 68 Ilsjtc® HAzvw dBRO2dz dzclz €z d If B
Et her eum. AJ Ld&zOydes M tse ' dz' dzd Is+ tctsB S|
Cdzh 't ftslsjdzyt 2dz’ otcOL dzd o sMls .

1JdJLoaOyOE yd &0 Isj, s Norton dzj tSBGO
L Yttt Ctodlsdiss ' Mdzw odSCtedlslsw Is
o fiPszso dzs S tedif ssRB3O2dzj 6 2 Moats' gz Odzlsd o
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4. 17. Oaje3myam cay3abo

Inside threats -odzzlste’ hdz' Y sGetetsL (.

fsAaBHWIS! 9" H Ltodz hdzg' 5° L OcGtefs

dpdzj bOCBY "Mdez® 2d@tse todz Mis! o
LOctesLd oddz SOt , SCtdd nktsfhm:, okt
HOdz' , dzOH O° ¢ OB’ Hdsjiszldts WBLEsSacsL Ctod o
1 Of ted € dzOH , dZO0 s yoKdOLz dij @ @H jsd's’'dz] @I
M otesB' sdzd¢ SR Odz °, Mt LO2BO Is! f
odCstcdMmMlsOe HBMIsEzY OHEB dz MstcOlsstcO®, h tsB

418. ZoeRoaost e©dt 3IRsadaoe63adI

1. [ j o x dz' ~n0Cjtefms C° OS¢ d: z0 sMdz
LOBJ LY jyJdedew. A" hddzetse® OlsOC(d

2. f J &j > dg ~n0OC jtefms C° Ol 0O¢ d: sdf &z ¢ d
SeBMmMzzesozo Odzdz" . ¢OECd SQL " dz “ ¢y

OlOCd dzsdzH iy s

3./ jtejyde SOCjEfm ¢ OLOCH: dzO0 §Oktd
4. jejyd 20Cjthm €' OLOCHby. d&zOf ' b BDOO
MCtedflssa' OLOCH. (kIS Ikd. 1} Hiess ¢

wdzls jtedzj sz . tcj yj2 (1 0oT)
5.fdteiyd ~0Cjitm € @& . § Pl g tztiak
stedfIstsHY J &' dz6. 1l dzkzlste’ hdz' fYwcetetsL d
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5. 7L ¢l ?20t106¢t3sl? Ox0Os b LLLETO
OV ZEAOKOKOKOK OKLTSCZs

Ou

51. 702 gRdas3i dog ReRd @8R rabeges
bYdt bdy

VL dOh BBz oMj B d " LodOWLOdMHEEz Mo Is
COMJ dej 5 MY ' dzC ko Odedz wW¢ Hdzw e dmisdn
dzj Lo Oy O yd dzO© Isj, hts otsded ftotsf tsdalz® Is
PcOLd&do' HB to' L dsiOdz sdzdn 2 0OSC jteim’ S dn

dblsOCd dz0 B j L {f tods ayy H sla) i Odigk mj sskzts © O dz' b
Hsiskzyf, d3Odz" §f zdz¥ 9 Odzdz? OB L dzd N j dzdzv B |
OsO¢d oditstcdMmlssokels! EteOL ddesfmis® o
slstcd BOIsd dzj MOdzS y om[REceCAded? HHOEE)Is 2@ 5
mdzzy B d .

51. 1. 7To2e¢929 DbDRy3ab fabeaecm 9afmdit adg ¢

1 jteh dz2' y di3d HJited2Hjd@3s HEs Odsdftd Le@d |
BJLYJY d@Bse' ¢z diap- wihtcdfipldac e a o j clsOlsd Iz«
1) Web Based Mobile Security Threats -L OctetsL d BB ' dzd
wdzls j e dzj-B50C dl jfBlsOdzts o dzw Is - f smis' 2 dzkz
ftodMmlstes” &, ME" d ¢d otded ¢ tsfMmils' 2 dzts
o stedmlsso s Is! Mw -lRidde ‘Hig'Mds.z fA&2' HUSO ®tg
tcj Oz Lsoa Oz dqdzElpBj L OW ] &B(d, odf OHC B9

jCMf &zs2lsd BEORL j ©O.
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2) Mobile Network Security Threats -LOGctetsLd BJLYJ Y
B3d ted Y " . vls' dz' dzd C B9 L  tolds@digjHitdgsy O dz! dz0 L
f"  Histed &3zt Is! v dtsB ' dziFdzed d3B | futed figlots thw d3
yder '®didzj tod y B O L d2O2Isd t' L dz W
we Bijteindo JEe¢Midas2Bd IsO fjtjn-tsf dzj

3) Mobile Device Security Threats -LOetesLd BJLYJ Y
ftedMmlstcs”™ 9. stOH' ¥¢O OBts o9lscOISO ftod
dzj B j LY J St Hifzwd s d® dzdEWY L OctesL O
Hdzw " Hfted® dBMlse, M &z ¢d ~0O0¢Cjted d
LOBjLY jyjdedz", HJ LBjte" ¢OslIs! iw € t5dzW

4) Mobile Application Security Threats -LOctesLd BJL 4y
ftosctcOd3. | OctesLddr BffjtatfcitaO d3, 3BE d2¢ da f
BJLUJjy' , ftsis' 2 des tetsL 9 do O Is! Mw . )
dBsB " dz! dzgd - L OMissMiEzdzS " @8 oS dzd € Ot Is! 5
ftodH" ' dzw ' s+ Mmw 34 dz" J o ©Oc d, dz'
LOBJ LT J yd dzdgv s O "' Isj n dets@2EYGE 22 dzw fte v @
d3ssB ' dz' dzd ~ LOMlssmikz dzC * o fsodwL Odz
LOBJ LY Jujdede? &3, dzjL OndhN j dzehdf BOE OO EKC
CtodlstsH Y j € dze ts 3.

51. 2. FT92eg¢92 gRdas33i dog ReRd R rabesay¥Y

] " HsgYd ROCjtc@OCRESPBEOL d&@jtcj ' dOMmls
Evi Twin : WOd hdo O kS0 HWEEsEZ'fd Wi |
HsMiszfkz, B BOdSd L KBzhkt yd Ctsttdhlskze O
Packet Sniffing -fJtej atsfdzj dzdzy § OCjIs' 9: fjted
hs fjtcjHOEIS: Mw yYjtjL BJLHEGBIBaEZ d3j to,
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Wireless Access Point Attacks -0IsO¢d d&O ItsyS¢d B
HsMiskz] kz: dzj O ssted L s9 Odzd 2 HisMiskz {f
BJLftcsotsHBSaBGets HEsMiskz] k2.

Jamming-L O9 OHd: §tstokzh jdzdzw Bj L totsSo tSHISO 56
ZzO0 Yyomlstsls® d3j tod ' .

Encryption Attacks -0s0¢Cd hdWteckzo Odzdzv : MY tow Bs
Odze stedIsd3O~ M dWtckzo Odzgdz? HdzW HBMIskEZYE HI

Bluejacking dzOH I d dzO dzdzv dzj B Oy Odzd - fso
f' HiIstcdd®zC s Bl uet oot h.

Denial of Service -9 HBBB9 O 9o wBMAZEG SO 29 Odedz’
B3j o' AlstcOW " Ctsd3, hsB LiwsBdIsd °~ °  dzgj § todH

Password Theft -CtcOH ' ¥ ¢ O § Otctsdzv : 9dGCtcOH J dzdz
dzj MOdzC y' sdetso Odgtsets HtsMlskzfz HEs d3jtej )" .
Spoofing -fif W " dz@: BOMC ko Odadz? ' H L OF sdzdz
HdzWw tsB 3Odzlz d3j tod 3 ° .

Cracking Attacks -0OIO¢d L dzsdBz: f§tstekzh jdadaw L O
B3j stss tSlsted d3Odzdzy dzj MOdeS y' tsdzetso Odese s H |
WERIsOC d: Mmftew Bise Odz' &0 MdzOB S g Mmyw
Equivalent Privacy).

Open Network Attacks -9 ' HCtedIs® d3j toj X JlsaO dzdd Is @iF) dc
we' dzgy OB ISt ByLYJydss' OolsjdzesdwW ' SOy
Piggybacking -t * H C dz¥ yJ dzdz¥ : dzj Ooalststed L ts9 Odzd 2
BdzsC o Odzdzv L 60" HdzOdzdz? L OS sdzdesats Ctsted |
Replay Attacks -f tsolststcdz’ OIOCd: folststedsj dal
HOdzd » bk dzj @3zls 8§ tisdflalstg & @dzts .

War Chalking : WL duydad i 5L dzOBylj LoAda® s eody Hdtg " ",
otcOL dzd o ' .

dIsOWRS od¢C tsted Mmils Odzdzy o tc OL dzfiPrstéried Setufz
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- Manin -the - Middle  Attacks - OkOC(d ¢ d&z¥ H d d&zO i1
fitejmntsfdzj dzdz? SO L 3" dzO@ M ' dz€ ko Odedz?y 3

- War Driving - o ts' dzdzO "L HO: fshiz¢ dzFiL On
fjtej i3 NOos ydfm! s fjod’ 2 Ijttdlstste’

- DNS Hijacking -9 { S tcOH j dzdz2? DNS: f jtcj M tcw dzzo
o j-BO2de® h ORtO2 M+ Cd2.

- Wardriving : O¢CIs fshkzCEk BJ L i tcBb tsHIRoHJORAZES ¢
stcOdzMf stclsdes Bz L OMse' , hts tekza O Is! Mw .

5.2. 70¢e0d gRdas33>t dog ReRd R €323

5a030pnD a&ac¢a3Rea3mMY 3eamdi saodeYeya D

4! SEBHd BOCOIE SCHdBfOd 2 6VuAOWLS Sf

Hitsfmdz' HY j dzdgw e HYOIs! ftots Isj, hs
f" " Hfted® d©3gMiso Ods " Headh dlsd JWJjSIlsde dz Mmis-
StecOdz L Oy' 2 dets’ BsB' dz desils’ yOfmks ft

BsB ' dzr degdr ftod MistesH Q dzjvded 2 SHstichyfleliztf IsH s o9
1G ' Hdzs L HOdzd 3 | dzsB Odz! dzts’ OmMtsy" Oy"
System for Mobil e Communi cations £
Cstedmisiz’ Is! Mw 55% dzOMJ dzj dedzv Mo ' skz,
Csted Mis 2o ,03zd @YW dz! W tcH O dz6 H j 2 . v oM sikz
wdzls j tedzj sz efMmj B'dz hj L Odzj >y Ols! o' H M
H' &zcedr ' 6htBdMmMisds LORBSH' 9. 1 0 Y 0O0dz
y' ‘s bjtdltste 8. 1 dCtstcd k@ degetc dzilztzs | dzj
o Oclz L BtsCk L datsyddy' o, w g O BOG O
L d3 ded Isd , Ldzdh dlsd yd odStOMmilsd HOdz .
otcOLdzdo' d Myw fHJtedmlstetsse OB djtej ' , "
SO tojchkzdviststedaddt Iis'tccd'dad Maszor  sfls Oy O dz
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odMCBWC"' Mdese s wBMdzEecso zo Odzdz?r ( Qo S) ,
" HCdzs yj dedgvw HiBs d3dted ' .

L Y Bz hodHECBL B ddtsdzsz fMmjted HsO dN s
HJHOdZ MCdzOHd' hj] LOBJjERigHibdo @Y StcON

M &z ¢ Bjtyy' 5GC foodz Misr ttsL 6 stcdz
sts 99030 Is: Mw, hts todLdSd LtesMmiskzls! C
fosRdMzscotsMls' HB d@OMsetset od¢ tsted Mls O dac
5G, fsodwL Odzd rj o) X Jsn.dzisipteie© L dzitsB * dzd dets ¢
Yofmlsddetse MlstcOIlsj ¢ Yydesh ' dgDtc Ofyls ts &£ O bizlz 1 gf ¢
MiShtsted® jCBdtsdk ¢d. [M! yYyskkz tjckzdv st
kBi ey BERISd B' dz' h ftetsOCIsdodeddzd ftetslsd L

{JJdwOlssted &Bse  fdeodgddidz’ d3jdgylsid a5y dzd o
LOGteLd Mot d3 d3j toj ¥ O3, htsB otsdzd dBsE
Mdwijntsadhj " HGdz¥ yj dedgv Hdzw Mmots’  n MYt
Cdz" " des' 9. sBBdeS ztej dgyo W jL @ sqESd@z HIsO HUaOd
mistg @ls v, otcOmtso zs yd, h ts s j cOIssted C
ficsHiSo Yo Olsd ' dzo j Miskzoa Olsd o ' deW tcOMistelz!
sBMdzzesolzo Odadz? S dz' " dzls® 9. s OCddz yd datsc
MstcOIlsj ¢ ' °’ s j tcOlsste" o dstsB ' dilslZd ~ o 'SH J
s jtcOlste’ 8 dsB ' dz' dzgdrm d3j o ) .

l ftcso OHYy 28 yd ftOoe ddz' dz LOMtsBd L OR(d
ZzOdzH h OWIs L OctetsL L O HftsdB@Bsersr Mdmlsj d3d
BjLYJiGCd, Hdwj Cltsted L wLtetsBSd O ° 7dg
BJLUdgStlzj ' SO LdBidzhdlsd sl dzy’ Oz § ¢ sk
ifdJLEzd sOIstsdg BIEH]J L B' dzi h j dzdzv BOdz o
BOwS jsddzetso d?2 ' defflstekzdzj dals Hdzv s j tcOls 5t

10 HOd2 yofm ~ro0¢jttd oditstedMmistso 2O Is!
dstsB " dz! degd - H @dMisHa®Y J H J dzs B Mdzis 9 dzf My s
dB3d t6d " disB ' dzt dzsG 58 Lo OWL CIz.
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5.2.1. Maliciousapps -¥ydmedo¥Ym e€3ay3R90.

ZS Hdzde' WwlscEOBdeOdd, f§dL dOyd d ¢
BsB ' dz! deses ftodMste®s Is! hesded OYBlpzf &3, O«
Jdzj d3j datslf, L 6o dzd mdey HtsctcOdgdzj L OBJ LT J
LOBJ LY J ud dazdzw OEEHROcPysctcOdy tcw c3tso Odz'
Code¥W ' Hj dzgy' 2 des’ ' dW BtedzOy' ° OBt ¢ jthkzo O

[ " dz2 2 sdzd BJjLSCtSh Isto dag@ f ©dhfls stz w2 ©
Mis Odzts o dzw Is ¢ LdzZOydzets B' dz2 hz L OGtetsLEz HdA
LOBjJ LY jyjdedg" HdzWw dBtsB' dz dedr fH tcdMmistets’ o
ftoesetcOdy s Mizls' dzj BJ L §J ydz , yd bOC.
dzj L OR dh | dellzz e dztc Oz sO o dCtstcd MisOls
&ZOf OH" &8 OBBB 9dStOHj dzdgv HOdzdr, yYydWtetsed
Cdeh 57 Ctstedmdes’  C dW st dkOYyt T B j Lyt tej HO

stsdzd o ON° My otcsB sdzed ¢ d f jtej mnSHWIS!
L Qo Qaels@ ftosctcOdRd, WwWEC' LHO®Is! fqw dzgj h €' +
mMfdmMts¢ HBsLoBA o, Hjth d2' ¥ "~ d&Bsy dzO B
o d BOGCOs Is! HtsMszfkz HEs WO2dz @9 OBB ff Of 5!
zgE H] 2 HosMmMists f jtoj ¢ dzv HBcls'H gt oY , H Ha
sy’ dz¥ & yd.

] "dgh se s BBC Iz, o' HiNklsdz Mmls: dzOG dzV H Iz
otcOLdBzdoddzd. 1 09 ' s wChis ftosetcOdidzgj L O
otsdes ftslsjdzy 2des Bsyy odHtsSBERZOOId S tstof |
Istcj l&s'fids B O O3, ZOf ted ¢ d&zOH € s5dzS ktocj dzls O3, tc
ftesHikzGIs OBts B ' L dzj M.

5.2.2. Social engineering -3a6e6mMRdi aR maobpaaas3mt.
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stsy’ Odz? &z "dpyjdzgjte’ v fjtejHBOYO' RO d
tesLedzch 2o Odzd S tsdeW ' Hj dgy' 2 dgz W CdeW si3RP Iy
f smMisOoadlilsd i H LOGctetsL Iz BJLYJCE. 1 dzts €
fmMdrdzse' & LO Hft@terss ISOCdn ftod?2tsd
sBdBBOdz OBts Mlso e dzdz? sz soatsets o' H Yk

sy’ Odz dzO T ylgy J dzj &Y dz, w e d22pw e duCdryte d )
L dzts o d3d M dzd ~ H' 2, h ts LH" 2fdes 8 Ist Mmw Y,
dzj HsBtetsMise " Mdze' tsMtseBd dzOH Md dzOs Is -0 I8 @z )h
OBt IsjSCMmMlsso i 59 -OHst®OEdf]) dzdr’ O " (g3’ M i dacts t
ZOBBOG 08 Is! MW B &3O dzts dff) SLBAHfitedzls d  dzW BeltcdHDa® t5 ¢
OBfts LO9aOdzalsOydlsd h ¢ Hdzdeo ] ftotsctcOdidej L C

5.2.3. Phishingattacks -dmyoeya¥Ym ReRdO.

AN hddzese ' OBOSCd, dO2ftshdjdsd " O W isted
sd3Odzdzd o' 1OSCISdSCd, N tsdzOn @3d)dtse dz'C Giwa] ' IsH
OBt tsMtsBdMmls® HOdE . | dztse &3d Mdzed ¢ d -iERfidsis
J dzj € Is tc ts dzdz' dzdfmisd OBt {58 ' HsA3dzj dzdzv ,
odJitedmMissozo OIsd HBB9 " Ltk CBtedMmMiskzeo Oy o.

5.2.4. Unsecured Wi -Finetworks -saabRgomaeasaphy Wi

1 " HCdz® yjdzgdzy HEs dzgj L-Pin d &z a@ F O ‘A3 dgts g ° &
fslsjdy 2dz OOCHd. MmOCjted sy kls! od¢C st
Hazw  fjtejnts dzj dedz® HOddR, LOfEMCE OIsC
tesL f s Mm¥ HY J dedgv O dasdzdse 58 @B J f tf § diig dzdz” .

[fMS d € dzj Bsy dzdots H' L d&zOsdmw, =Rkt d
LORdN jd2O L O HBfh@setss hdWickze Odzdgvy, OB
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fjteicdzvHO" ', LOcCOd dtsHBMmlskzy dz® 5d tcg:
dz2' Y ftedo Ot BksEE, . sfH¢ " dz2 ¢d ofMmj B'
' HHOdzj dats’ tesB tsls(d, L OGOdz! detsH sMiIskz{ dz'

odSCstcdMmistsoalzes Is! Hdzw HBMEZfEkz HE o OMdA

COWJj), wsykzk' MsOdsedksd L QcCd:ads dBQHL, { ji
YOMmists oMmlsOdstso dzF it Js* W & teyy oy O BVi Mv L OF s dad
HdzW L Ontsfdzj dzgdgv HOdzd -, WE' T PIOTOH IZE |
fsmjtejHddz €.

l d 3O C O dzdaw © ' H fteOy' aded €' o od¢tstcd Ml
(st StcOlsd aglzdie shoifPgd 7 © dz02C O dds f * +
"tedsd " H dzjBJj LY JjSC yYjtjL-FiL.Oc Oz O sy
tesBdlsd Hdd&v Isdn, ~EBE. QP ysc OO dzi Iz 'Rz
LOdzdh O Is: mMw Htcedo Olsdzd d3 B4 Lt j ydsdzdf, HAH
Ohdn MdMmisjd YjttjL LOCOd dsHishisk] dkz

==

-

o

5.2.5. Outdated software -bR3e@R3mda e€3ay3Rsaa bRt

1 dzso 3 Mdzed € d dzOy' dzs s Is' Mw dz@ o' HBAZ MM
OMmMssmizdz ©F OBt [ ¢, hsB tslsted 30Isd dzj
datEkd fdzj HftotsctOddzy LOBjLH jyjdedz?w OBts L

-

-

5.2.6. SMS-based attacks - SMS-Re R(d o

dsOCd @O Gshdss' SMS 9§ dzs yOu Is! (

f 859 " HBAdz) dedz™ O3] , h 5B o9 ]jMmisd Coted Miskzo

o tOL dzd o d &Bd MaAE'Misy HBBF @B &5 dez § S0 ' H s Rz o

o Cdz yOlsd Mmftssed %' hddeclz, ftsh dtej dzdz

OBJL Y Jjyddedzw OBt dzgj MO y' tsdetso Oded 2 HESH
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v kjtej  On " dalz 9 J dzdQsi@Cdz0 Is & * dz'ddh ‘Jf
L dzso y do Odadzgy . 1 Oc @Ow Odalzts 8 yndflaz@ d@'ls  dzlz Is +
" dEsjteWj2Mmd, wWC' HBLotdvslk! SMS bk dj
1 dYyd dz0e jHjdes HJWE' "L LdzsexydeOdz 5C¢C
BOlsd MftcOo lz:

dzj B Oy Odf ts9S MiISs dzdzj dzdzV ;

SMS¥ ' hddze (OBt fMd' " ddzg) ;

hoDRMisets L ftoj & Od ded B SMS;

- oL fsoMms HY jdadgw L dzo iz mdetsects 1) dzO

- MY shlsjtejyj dedz" O tlted BOdzdzy * dg¥ ste RO

9" HBBso O 9o BMdzEGts9 z9 Odadz' ;

fJtjntydjddd" SMS;

- 't &®OEhtekzlsd;

dzso* o jCIststcd OlOSC 5G.

CS f§wowihdzs ' s/ MY [ od3' HAs ¢ fzE3 ‘dab S d3dzj dzdzV d3d
LORdMls SMSe E W' y' 2dcdkkz HifsSd dy szdz)
ftesatsHWISY yYjtejL to' L dg fteslstsSCsdzd O {
fsoddsj dz f syddzOlsdfmw L odL dzgOyJ dedzv f tslsj d
sCBdr Bitedy. 18" &3 dzj sBr' Hdats § Jtoj 8" tec
hse fYsBOYdIsd, ygqd By dz0 odistdmlsOlsd 1
s JtcOIsstcOd3 sy’ dz¢ 9 Ols(d My smse d odwe
L izso d3d Mded n s Hisdgdzy dz2@ ° §tod § d dzd dedaw i

5.2.7. Bluetooth exploitation -ad3ed) ReReamt Bl uet oot

Aj o HBEZOO' Is! Mmw, Ctsdzd L dztso d@zgd fdzed € d
WkdzCy'" Bluetooth ftedfmlstetss, M dzj L O
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L dzseo dzd Mdzy GJtetscteOd3dzai L OB J L § J ygsdzageydzsOBlds
ftodmlstets’ .

5.2.8. Weak passwords -3dR¥ dm e R3admnm.

1 Oetsdz’, wWC' By dO 9cOHOId, ftsdzjegh kzs
HSE ditse ' dzt dzdrm= ftodMmlstets” © OB Bz Cts9dn
OBts '"n toolststedzy odC stcd MIOAdHdgOro ¢ Hdd P
dzj MOdz€ y' Bdetso Odetsets HisMiskf 2 IsO dsy dzd 9 ts¢

5.2.9. Hardware exploitation -ad3ed)] ReaReamt oaf dReaRs

MBYO LORdMmMls ftescetcORdtsets L OBj LY jyj dz
BJLYJjSd ks dz des™ Bjtejy' , d] M Z0f &6
LOBJ L J yd dzdzv , wWeO dByj ' H tcoaOlsd BJL
Bsy z1Is! odSstcdMmMlssalzo Olsd MdzOB ¢ &3 myw
ftedmistess, sOCdr wW¢ f tosYyQsd,d BIOFidsto dso t
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LOGtesL O fshdtcs a OdzOmw o CtcO2 ftse ' dzi dzts.
odwedw ' Is! MW otOLdJo ] d MyJ, w e HESL 9
Oy ted € dzOH , Hts f &zOlsdzedr Isj dzj f s € 5O, Is!

I nternet ° LO ¢ dz €O etHddz d3 dz' 2 tsded «
OkO¢d.
1 sfls' 2 dats tetsL tesB dzv ¥ s+ fw dzts o ° ftoslst

CdW stedzdOyt ‘. ¢ tjLbkzdz IsOlIs y! sets ftetsyy

fitejo' toj dets. 9 @Y telfEeOdr!, dzdl2 Isj dzj W tsdz o B |

WO2daztse © Mmdmisy d3d . bwe ' Is4 | hts BEH], WG

sjdzjWisdzg" . [ jtejy" ", wW¢' L' " HdlzEIls! BjL

OIS o' e’ 8 SO ftesmiss 9 k B8 ISISI PO
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Z bktsdsz, Hts LB"' dz’0" jHdRE20LD df ySiasfigds "d3j IS S H S
HsMlskzf dzesfMmis® IsO dzOH' 2 dgsfls*, Odzj LB' dz' "
mMftecdw " "ydebkzytsmls'™ " o' tckzMmiz.

ZdtesC O GctesdizZOHM! € Mis dz' Csdzd dzi H' L
LOBJ L jyd dzdzv ftososHdIs! Mw h s H dgw dzO
stceOdz LOYy' ' 2. 10deCd HBB] BrntttsdW s st
BOGOIts CtiBff' s Isjte’" 89, WwWC' dzOdzj yOdzd L OO
Bsy 20 M3 dzde s ftedf zmisdlsid W dbd s’ € dz@rf
Cod3f ' s Isjtcde dBitejy' BOdS' oM Cdr kMmlsOdst

7.2. N> eRda frabeadR e€3ay3Rossaya DF

Il dL dzOyd dedzy feddzydf ' o twtsetslsd ftesctcOd
9 Cdzt yo' oMmMlsOdetso dzj dedz?y *° MdMmilsy BOBdL Oy”* ¢
y'‘'’ sk dSd LO HEfshksess o' H o' Hdat
yd bkdz 9jtemMOdz degdr uypPdgdzs ' s j W fizy ydatsOB j o tf
LHBMEC s8dz0dzj dz’ BjIssHd Hjijtejo tc&d SCtHE H
JIsOf " tcj Odz' L Oy"' Odzj otsdzd L Od3 dz¥ & Is:
Bj IssHd BLJQ frfflsitCiflz daC O d' dzdz' Csdzd ftslste’ B
oS sdzz’ s Hie'L odedf flzd 2 S tsH, Odzj Ltsofy' &
fsRddzsS bk odCtdizeOdkdi W02dkO0Z. 1 0ftd:!
LOMsB' &8 LOBjJLYjuydJdedzw BJLYJSESd MlsOoe mw
"BijLYjSCBBoadA o' M jdz ". sBtedmiskzeo OOdBOC B
BOGOk! 58 ©C'o odCtttdmlsOdsdz BtcOdzH BOL .
Ctedf ssatcOW "~ €' dz2 €' Mmls' 1§ tetsc te @dg dO l4sQifzd
LictsMisO° ¢ dzr € Mmisy O frpftdad@odrd o B tc CigzHif3IP Iz | to «
LORdMh O8 Is Csdiify v .Isj edemls dggde o d W o dzj dzdaw
f sd3d dz¢ O d3d , hts ftcdL otsHdIs! His a jddedeom)j c
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s d ftOy' ojdduyjLds ¢ d& Sshls' YO5-

L ZORgze Is! . Ytz IsOS 9"  HBERZ9 O' Is! MmO M?0 h
[Mdzso dzgd?2 W OCItste, LOoaHWCd WOtz ftetsH

COtedz' 2 toj CAzOZ' , dOfted S dzOH: "1 totsMmists €L

o ' o Oh ' szt tslsd " . [ Is%d, od CE4¢ddzd

LORdMmMdzedr d3j -~ Odz' das'cas dej HdEBY I§ ‘dzdzy smds €
fsdizddzsS bk ftotsctcORdsddz L OB J L J yd dedz' .
9 ' Hfitso" " H' . 1 OBtstetsdzd Isd ftotsa tsH Y j daday  ff ¢
sdz HCE2k] LO WO2d&OKd, wW&' & Mmlswis! L (
fOCj O @, ftesL 3 o6 wCdmr fijtejodhikz' ctcl
¥ Odz! W' dzt steOy' v Tid3iejcj BB € Olsde W MY lisfiy°
f tetsB dzj 3. [Mdzso dz20 ftesBdzj BO  s5dzZWv 6 O 7
sBtesBdzv ' fHtesflzhjdz 0O0Cjilsd. [d hsfzg S
hsH] dzdes Bz ftesctcOBdes Az L OB j L j yd dedz’ . u
sB' ‘ Hdzlz¥ Yk tc ts dz- B' dz' h sfls" Csdsj ey"' 2
ZOBOcG O isMWw YL BOodIlsd L dzseodsdmded S © H
LOBJ LY jyd dedgv, Odzj’ fdzjspaaftd3Oh fgldzffslr @ H Y
BOt' ' to' 9. ztsB fteOys 9 0OIsd hoadHbh j L O H
sB M3 dzt 9 Olsd MW H Odzd d&3( . AJ fiipktloyos B da &
" delsjteW j2M 8, IstsBlsts hj B 'dzhj ftescteOd
"Hdzw ROGCjte'9). I " HSCtdlkdddd H&ZvY OlOS MM
Hef sditse s ftosGtcORdesets L OB LY j yd dedgy, A
ZzOo " Is! E CdhjdwrR. 1 ' H LOCGELBE OlsOC

7.3. YR¥ da>a 2 RaeR(

1 jehddz dz0 2 O] dK @ J dzdivoisiz BjlsO OlsO
OlsOCd L OdzjxdlIs! ' H fwOoddz dzsets 9o dBStc

187



' HHOdzj dets Ol OC k' yr @A jfetafdgda@ dzdad@ls Isu e j
(target software).

[ it OLOSCd Byl BRI MJitcolg iedzi WS dadf
CsdiBzlsOlsste Yyd 'Ltsd seO0dzO MmdMmilsj 3O, w ¢
sBtetsdzd. 5 fyOkStlkz O0OSd Mmdz H o dL dzOn
yJ d&OL do OF Is! sy dz¢ s tedLd¢lkz (ri sk as
otcOL dzdo J 3 MY JH d3' dggdesO O IHGUH dds ! Hdzw L
fiosetcOdRBd odrtHdI! Ists?2 yd " dzhd2 tjL kzdz
tejLizdzl SOIsd oS¢ tsdzOdedz? ftescteOd3d, M tsB o
o' Hi3sod o Bl fJtescteORBd. vy dJqdsmw" dz' B¢
dzj eh j odL dOydlsd =~ dBde o dzlaldftds fiplsdg’ tc j fiyldz dex
-Yyd 2dBtse " tedz Mlis: stsc ts5, hts  sdz®PdzCo@ =9 H ik
HOded 3d . v d a3 joydio@,dj foEdfss e smis® M j f tesisj f
WitcOc d3j dzls ftosctoPmqiztedzts. L OB BB dzd o o dVv
MdlszOy" ¥ 9o fsctcORdsdiz L OB J L  )tag adsld o3
hsHsB tey MY Mldide] dg@ ' dBO LipYOIsd Iskz, wC O d&O°
ZOdZOGctsHY jdzdz?" odr  Hdzdr HOddr. 1 BEtLOA
Bsyd BRISd LB d 2O L O HEfdBSesE o' H dC
oM Mftsmisjtc' cOdz' dz' Mls¥ . | Of ted & dzOH
HOdzdr ' HECdzt yO' ByMmWz' HBIsPEHC tc O]

Ud mndasdztsGg * L dzts Bz ftotsGe tc Oz G 15 L OB
My sidsQdedzy tsetslsd ftescteOd3, thMtsedzdets Cts

731. t dR3o2dmdRecmMt 68 a3smeamyY

I3 dz¢d E ftosctcOR@dsdtz L OB jL Y j yd dd' !
Z t' Ldedr oSO~ JtoBHESISOR. v OC d o3
fesctcORdesdZge L OBjL jyjdedz . v BOGOIs! 57
9o JdJe W HO Is! BHBROCSaB, dzjL Odzjydes 9 H ISt
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16" ' Hdzs L S ZOMEY t&GOH IOl v & Myvw,
5O ftesteORkzdzC d (Lfdoofwld LAGD tehiPeCts’ jdgff fEs@ ¢ O o3
CObjete' 85 O Wttgkzels! ‘ Hddz " OB dzsadlss C
ftodfz% jdidsH Bdz2 (odi3ddzSéd ftosctcOdlzoe Odzdz
BilssH' & ftosojHjdd" OOC. uvOSdd yddtsd
ftesBdzj &3d ftesctcORRdesets L OB j L Jyjddzv, O

LOGOdz dz 2 MmdMmlsjdz' ¢ dzOMdW ' €Oy~ dBsy dzO
odetsdzz’ s Mmw Hisfdz' vy j dzdaw odJ &zd € dn f tots
otcOLdzdoadr i My' . vORdRGit®B dzte@? B¢ L #§ t5 tizk
ftescteOBRBOR. 1 jLEBsods, kOCO ' dW stedzOy" v
sOC * Hdkv ftoso jHjdedz" OlOC.

1 B3 zE B &ZE OT Jbud)sandBSCO E ftoesetcOdid
1 Ozoa Oy diss, Nt Ek f tctsc tc Od3dsts dzlds di QfstsjdgdidgSdi
Yy! sdBz dz' Csdzd dzy o dStsdzzeo Olsdmw. msyo Is
hdJiocsCts BOGCOI! B3O WOR"  ayvdsd, oid odCtsted
ftosMisdr ftoesBdzj d3. 1 OftcdC dzOH,  sd3d dz€ s
O0O0AP sthteseue OO N ts ftedL otsHdI! HES dsy
BkW jtcO. [d 99000 &3, hts fsdB3dz¢ © ° dzj H
zjcCts odSCstedMmMlssoalzoa Od & Mot A Yy ' dzW A
foetcORdzsdzz S sH ' . 1 4 HESdZ' €, Hsf 20 J dzd
dzOa @ls d d3j di3ts f sdzd dz€ =& . [ dzw o dwe dzj dzdzv
fteseteOd3d MG Odzizo Odzdz? ¢ tsH 2.

] estcOn ZIMAE HicOn 2 dz2s5 € (fl ow) IsO¢ t5
LOBJ LY J yd dadav , O dzj ftoesBdz B3O odL dzOYyO*
ltetsteOr 2dzC d yOMmlsts dsy dzO dzge® s akzO Is dizd B3 dz'dZ)
dz' ¥ ftsmis' sy 9 dH dzg f sd3d d&z€ d, ZOf tod €
mMf smsB f s zOdzdz? dz20 dBOMdoe OB o8¢t
mMdMmlsj gdese s o dSC dzd € Iz l ostcORzdatse L OL 9
¢ SH 53, sO¢ "' QMPfdedftddOHSIs ¢ dz2 SO ¢

flssmize s MW &j ROde L sk BB Sd § 5dddsC
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fted oddegdCdgj dzdz BJdzsE E "~ fndg 2 ttsBBIs'
SHdddB fdS ZOHR eteORzdsEz Gty dozAEdL e
we  dOfmdz HsC dgj SstejClsdesets ftosdtcOdilzo Oc

Bsy d&de ' fMdlkzoy' ', SCtsdd fstOrkdSd

LOBJLY jyddedz' , Ltsof' &3 dzai odCtstedmistso zb I
l cOLdzde . ) RBAHEYd kO foswOikdsd ks

bcOL dzdodR( vasl ey abi lity) o' Hfts' Hds

CzomMdW 1 EOydde j ylZ' ipyiisdz’ ¢ fosetcORdSE s
By MEstdmlsOlsdmMw L dzscea d3sdMmdzd ¢ k& Mo ts’ =
l tOL dzd o ° d&3* myw I f tetsc tc Odzdzts di3lz L OB j
BJLY Jj Ot 88 MW o' H ozt bk dst Odz c
odCtsted Mis Odzdz egeft)dzf € I tc &6 & 2®Dleg®~+ )dzOs ©  tsd
B yftesyj HEZztodets’ oL O igsH "’ ( dz20ff tcd € dzOH ,
mMdlkzoOoy" w "etsdeC d dz2O0 o d>do Odedzy  tc jfo ‘Hic ¢
By dzdeotsMmis® HsMizflkz O L &3 detss W ORdzz) +
2O MisOH' fttsjClskzo Odzdey ( 2O ted € d&zOH , H
f sdsd dzts € sO MmMdMmilsji d3 o' Hdzs9 dzj dzdzv , LB " 2
mMdkskzoy' 2, OB 5 t-djpffdztsde! dits G fisd figlefjSds@ d M is O
fcdddzC sos oadStcdmissoalze Is! Mw IstcOdzeL dIsd o d
1 dzseo dzd Mdzd € Odz dzj O N SH dats mMftcOod H
tcjLbzdz O3 MJjte2tsL dztsets floseOrnbkzdzi 2 OB
ftoesfis' hj o d§ tsBddls <olsARCAls 4 we o tcOL dz
HsLotsdwe s ftese jMmisd ftsodzk OOCE, ' dgh
hsHts B' dh M dzZOHdzgdR OlOS.

l ttOL dzd o ° &' Myw By kzls! Blzlsd odL dzOyd
Wetsdiz otsded . vy dd3 MU Qi dz Bdds B dzte ©f dzt
fjtejo todlsd Hdw odwe dzj dzdav . wdzs H ' dzd h J
Y BHdsE s tojLizdz sOIskz. wdesH® dzj sB - Hdzd 2
stsets, hts MOdRd odCtsdzkz’ Is' Mw o yY! sz ¢ tsH

] d"d2 o9dfOHSON (wmlste' Bdes L dzOd §BHEE
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1dtsBR Hdzs MECOL Olsd, h s Mklsls' 9 0 to' L
ftesetcORBOR SO dzgj Hsdz' SO Otern " IsjClskzted
fsR3d dz¢ d yYyoOfmlss HBMisOldz 5 GSLdzHE GO tde' HISC
o' h j dzdz fslstcj BE" Z3OMh IsOB dzd ~ L d3' dg, v
f tcsc tc Odz( . 1 Of ted & dzOH , LOLoadyoO?2 9" HteOL
gets) £ HtotsdteOBRBOR, dz@ fOBED dzd » BBH g seB Z1Isd
odCstcdMlsOdzed?2 1§ toed daPtc tif 9j jteHj jidedz' dzj CAdz® C B 2 W |
Lsofy' &8 dzj Glste' Bdzs odoyOlsd tejhlskz 1
MdtjHtsoadhj odCtsdzOdadzy . | dzv Bz d 4 t
tcWHSS NC' Hdzdotsegts IsjMmisk dzO0 MilsOdzH Ot ls dzd 2
B MYfifse’ WL Odzd L odC tgstd(fnls Odgla¥g WBlzdaly o'
o dMsCss ksyd M L O HBfs®RSEEs dzj $ fmdyd

1 dzrh MC dzOHdz otcOL dzd 'L OR'dFFYyY ' §f tsdc" L u
ftosetORdscsORisdzdzOH , Istsydejts deSdfL da@y j edzafiay
fslstejBlz' odeyjdedz" B' dz' h dg' y BHdsSGEts W
FteOL dzdodr & My’ (silstc’ B de L dzOdzdz? f tots
ftslste’" Bdets BOIsd §tcOo d dz' dzj zweo dzj dedzv ff
L d3' deded = B lHAsd sdsO¢ fiaPdigfdly L s j Oy’ 2 dat
mMjtjHsadh j Hdzw o d¢ tsdzOdgdzy y' ° ° f tofs G to!
MC zZOHdz hddi3d, Isj 2 o d&zOfMmdzj o dL dzOyj dedz¥ Is
fsmis” 2dats L g dzs ‘st fw. okOSHd L ogS i
fsofms Hded B, IstsH' wC dzdhj C' dz €O te§ '
b ZOdzts ¢ ydzts, Ho tsj IsOf dz OsO¢d dO {4ty
"steORY dz' dz' 9 " B Iz dzd tcOdz' h j§ Is j d3ts 8 H S
LOMstsMsobks s! MW k hitsHjddd: OkOCOX.

l tOL dzdg¥ @O M’ o dzg'j HMEFSHIE P © MdkizOy'
B3 Mywdsd, odej Mj dzddsd dzO© " 9 dz s Cilskz.
ftesj Sl ftesctceORRd f slste' Bjdz o j dzd yj L dzed 2
fsdi3ddz¢d SO hj MCEZOHd h] Oob&GRSdL B0
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tc' adz’ ftesj CIlskzo Odedzy dzO2f tsh Jtejdz' ', ftets
sy dzy' BJLfJSCd ftosctcOBZdese s S tsHE. s &Y
50% s dazsC, odwedzjdzdms bk RtsH' toj Odz' L (
te, MChDHEId  sdi3d dz¢ d dzO ' 9 dz' sy Clslzo Oda
sdf & Mmdz' v fde'dH] d* ds@c d .

it BL G dzsdpjedstB C 2 f sdi3d dzsC IsO. Ml Mis getklr dzp tzd

LB ‘ o0y dkzdoddzs OMY jSlsdz Mlse tstej dzdaw
" Hdzs9 dzj dzdzW OHHAECM J IS s IS jdR 2 oL O BSH'
f sdzd dzts € ZOH d3' tcdztsmls zO0 MsOH' " s €
sz c tso zo Odzdz . 26 -tsigipk b Ofips” S |
LiesL 2d3" Isd, yqd BJLYJydzO sBtetsB ¢ O A sHigHEZ
sy dedlsd o dzOfMmisdoessMmis® , L fH" dzj dZ' 3" Y
tctsL f sH ' dzj dz o Yy sk ftwsj Cils' . SstsH od
Coydesd3gz tsB' * € Is° sO d3j ssH ", O C(tsH B
sCtej @I ° dzd L Odfjv>pdidg'dzdzy @ H wezsHk o ddgv s
fdMmisj dded?2 to' o jdz ' tBtesBEYE IS fjw dBOL d
o dzd OO oddzvIsts¢ ( &zOf tod € dzOH , sBtotsB ¢
Java 2). Ad L dzOydets EME dzOH dzt ° L O9 H O dz
CtsdeS tf3 IsfizsH BB Cd fodB3ddzss © ftotsjCls s
yvw fwssd 8O0 femddas " s MY o MdMmisj BOA
odStstedmistsoze st Mw o ' " jdzdgwv = Hdzw j dzj € Is
Bsy dzdeotsMmils' oL ftsH" dzj d2' , BL PNy daf dgqf] CAS
mMitco jtcO~R .

5 ftesBdzjd3 to" ade" HetsjGIs' 9 dsy dZO SO
sB' ‘' CIs' o, dzd C stej € Isdzj Emf OHC o Odzdg?Y  H &
sBd3" dzgz HOdzd 3 (wW§E odzzlste’ h dz' IsO¢
B - OdL sdgftctsdze HESMiskzY Iz, dzj Hsdz" € f° H
mMdMmisy Bz, Yo' WL Odr Yoddddzéd cwsdSd dzO
"  mMdzw odStdzOdedr fjt6j o 685 ° HtS dzi ¢ Is

dMmisj BOR) O BOEOIt * dgh d=n.
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J L2022 sd3dzj dzdzv L IsjZzEzsozseE B Iz O'L lszsffzz ff °
f tots ¢ toc O d3dzj LOBJ LY j yg dedgv ? [ dzw o do yJ ded
LOBJ LY jyjdedz" MEBtecdMmMlsO® ddsmw ftesMmistss
"s' @BAzOIsd" o dzOh ' 2 fHscteOd , 5P GAR OISON L
ftosctcORdesdzz L OB j L § j Y dedz' , hts o d¢ sdalz
"C' BdzOIsd", htsB MK dets §jtj Mize Olsdmw
mMdzlzy d Is HdzZ" o dCtsdzOdzdzy kdz' ¢ Odz! dats’ Wiz
odSstcdMmlstsolzs Is! Mw H da8j >y d.ls Oldadz)' H iy l<ORB] R d3 &
odJedwH' €' i3dzOls BEZHJddIEZ, O OCEY Eweo '
Yy!' 86t BkHddztEz dO cOdS Iz. UtSH' Yy dz€ 3
pLO ®BSH' L Bwiiqjs wWC Ws2'. Aj2 ¢
fdtedo’ wWdBfinNw) HZOMOHY] o dz fted2 @O on’
O HHOdz] dzsets ~mOC jtc®O®. v B' dz htsMmils® odf§ OH
fesfists fd2 BO° oo HdZ HOdZ kO "EkfOCt
fsls'" &3 f jtej HO s fw HOdZ' B¢ dz@m dpdzzd % d® ¢
CsHEz., vOCdds yddesdz, " Ws2'" (SCBH HA&v to
Ho Jtedds® "L MEdi" ydzddsd " €' dzdzOIlsOd3d " . | dzt
"Ws2 ", LOIj] o'de Bsyj Hjtejlsd o "SCkac
1O tedf § dz@z20 " S kzrndz' " By dRZO o9 HEGtedo Olsd W
HOdzdr. [ iO-LdBdIzf M€ v "L " W2 " o

l sedzvH DABOEWOO f syddzO* Is! w L fstelzh j dao
fitejo &d fodflzhjd' . [Hddd " udffztsh dxl
"BiLE®sodts’ HEBo' tod" . mMOCYjied  us@oydiaEs, s
odittedMisOdzs’ Htedflzh jdedzgv N SHB Itsets, " ¢
HOdz . 1 k7 ftedyddad, YyJtejL wekE t
oL totsB dzW  Is! MW,y ytt' H Gots CctOEEY s VOIS ‘s * dzls j dz
CtedIsdydzd n dzOo Odzls Oy j dzdzv = " , ‘ e dzd ¢
odStstcdmissokze Is! Mw M jy Odzt des ' HEBIstso C
Hdzw ofp' 7 CtstdMmMlskzoa Oy @ L O {totsditse y@Ddadz”

y' sk f jtej HBOYO ' Is' Mw, hs CtstedMmiskze Oy,
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9 ' Hdzts(d dzd , LOftcso OHY o Olsddzdy dzdh j € Btk
ofMsOdetso dzj dzd d3 f tc O o d dzO d3, ssBIsts. 1t o

Hy 3sdzmisteclz’ Is? Mw s dzO HMsp, ttB®] HcslsBizda
A" B Mdztse Od3d . s dzf usedds ° ftedflzhjc
ofMisOdetso dzj dz' Htso " tey' o' Hdesyddad, dzaj dzOH
] SHdtsBEz ‘L odH" ' o ydn Hso " teyd n 9 ' H
ftotsctcOddey L QECjhis j Qgzdzdatzls ' €O  f tots ¢ toc O d3C
dzOH Md dzOdgdz? dzdh j fjodedr € sdi3ZOdzH, st fto
oL zdgdded?2 CtstcdMmlslzo Oy odEtstcdmistso zo Olsd o
HMlsef 2 HEts Mjte j O, 14 5B yd dess  yOMmls
fdhkls! #H@HBctcORBd. Mo  Hyjded?2 R OCjtc o3
ftesetcOdRBz OB L &ZOBOIs " dzz s Yz . 1l tod
Cdz' ' dzls ipiQsdsAgR Azis C MY j y' Odz! dats dzOH O9 Olsd M ¢
o flstc' Bdzd2 yOMm.

YyYisdBz dzj By dz0 Htse ' tgWiside dEwilig ddfids ztfe il
hs Hj Bsdstel fokddStss' Mis! BjLEZBEs dats
o9BHWIS! . v ftedS d&zZOH' odStedmMbtsel Is! MKt

MisOdzHn Otclsdzd d3 j dzj d3d dzlsts s -l @P sz Of g ts Zdz§ 5
o9 jJH 'R . HA Bdzd M destts oadEtstedMmMistsoze Is:
stcOdzL OC y" v, 1 0 NO&ktcdz g tcdzs ] tds' § Well
9 9 J HJ dadgw dzd h § Ctstej € Isdzed n HOdzd - . it SLt
BOC M BOd &g €' dz' € Mls! MdBotsd o, W
1 O dzOH, E dOmMskzf dsdiz WttOcd3j dzls' CBSHE
Hi Mwis! B3O Md d3o 5dzO B]

<form action="login.cgi" method=GET>
<input maxlength=10 type="input" name="username">Username</input>

</form>
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it sLicsB dzef & d 2 fscOdes ttsL zdz' ‘' 84 fw dz®
ftedf misdIsd, hts o' HHOdz] desdsz C stedMmiskzo O
B ' &z hj HiMwisd Mdd@eatsd o k fdzy ' d3j dz' .
sBd3] yJdedzgw ©° HBERZOO' Ist Mw O CthBf' ¢ Is4 6
BtcOkL jJto' ! ¢dzf difmiolZ s dafslzdf? L ctestc @ his .
wed?2 daJ o9ttOmBOL’ SBdiEI N Jddzdzy LO LA t
By J Mo stedIsd o dzOMmdzd 2 BtcOkzL Jto L Is O¢
CotcdMmlszeo Oy oL Oc Odz dzi -Btz@Q L jotg].C Bltc'ddy ls dy
otczydzla f s Misd dzO L Of dls W stcd3d -OH@J HEY S

http://victim/login.cgi?username=billthecat

UV BPHERBEZ oadfOHSCE, dzJ Mdz' H BJLLOMIS]
CstedMmMlszo OYo * dg Ssdzd dzj LPBY L § Qs g fpezy
dzj LO9 OO 9"  HHOd] desdzz CtstedMmlskzo Oyd 9
URL-OH to;j Miz

http://victim/login.cgi?username=THIS_IS WAY_TOO_LONG_FOR_A USERNAME

ltedfzh jdeda?, L Ofmdetseo Odz' dzO Htse " to' , dzC
fslsOBdz B 3 "¢ BAZOISOB" E dz2Oh sdzz bk w e d
By 4 odJitstedmMlsso zo Olsd zoL ' 9 Gk "BJLEd
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®n ' Hdz H O dz' HdzW OO B Odesets ftetsyg Mz,
od¢tsdzOdzdzy Y’ sets  f tasQff SEz0 d3dk0 L WO ¥ B dzf)
ldvedlkd fsd3ddz¢d o ftosetcOdl , s fjtej o
tcsBtsls’ eysOd3d . f g W ¢ ° LB’ ftedL o BHWIs!
BJLYJSCd. 7 '"f HBItRsetE " 0O0Cjtc @By i
yd &4 @gjofmsed Hdz¥ e dzj M dede® f sd3d dzts§
LOMIstsmizoe Odzdz? dz0O n) OMIS@BA] Is1@zv d3 Jo telggiafide Bztdzf Is
H' 8lst dzO dOhIgPezlsools® LHOIsdE ' HECdzt yOlso
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MisOdz ftotsetc@a3d.L Offfigeacgd 3 H dzw o Oz M4 dzdav ]
BOdz' ff zdzV o d5 I @' S sd3 L 3 sts¥ sy’ dzCd
CazOMmMd ydz® o3J StsSH d HY dzjsni dzdztz totOB dzch @REAUZY o3 L C
L' wodddmw Gy @fds B ' dzt hj ke Ocd ftcd
O9n HAdzdd3d HOdzed d3d wizsgzc | fif tctze GVOQIKT .0 Yy ' 9 B .
ftesetcOd3d Hai |l st or m ( o(FaHure Sisafi@dzogl( o C ein
Cod3f Odz' ,HoQiogdietcakl )( o' H ¢ sleglf.Odelz” FIl or i d

rdqL ofmmjdapud)fiphj kB dzj ¢ HsL o sdzv ' Cdzo j tol
Bsed OMj BB dzj 6t©O®. stSH dzZO dBso ' Ofj d3B dzj tc

CHE (B' d " dddpds@esiid das'Is' o) . 10 HEBYB
Bsy 2O H' L dzZOIsdmw, wg' &Oh ddedz ' dzmlstelz ¢
[ Oh d dzdzd 2 ¢ tSH ‘ My d ydw " ydzd d3 H dzw ¢ tsd
( 2O tod € dzOH , Hdzw yYy' § O Power PC OBfs I n

fdhisk Mw M jy Od dets Hdzw CtsdeStejlsdes’ Of O

[ 4 SR '.dzy S odayjls ste®OMm B, wWCd2 HBSL 9O SC
Bso s Ofmj BB dzj 6O OBt BOh ddzdzgd?2 S BH E 9
zOf te  SdzOHU OC 5y " dzkz ¥ Is ¢ Hy Sl " dzv Iststed
ftesd3 ydzed d3d dB@so O szl JhlsOdzs EBRE dso
|l nter medi ate Language) ' ol d@fh wiaixff Dt IS I
o jdzdyjL dzz HEf sz diis to hzC Isdp dbif dzOCUgHiZ  dz2O ¢
2O tod € d&zOH yd $ dwitah, Is Gs ) ed@ffitbine Mmtstesh O |
HdL OMmMj BB dzj te/ Hj St ' dzv Istste |Bsy j o dC ste
tcjLEzdz sOlslz o' H dzte dudz disEMsEfitsH 2 dzOL OH

743. dasaevd YmeaaYdaosoat Yogmeosoaysa doel

CcS ctoatstcddztsmw odhj, ' desH' odn, HdlRsC
Y 0 dz . z2tB L  BtOIlsdmw . fteddzydt On
odStstcdMmistsalze Is! Mw 3] IstsiB @S Is | "IntiiAg dsizdz fr) st
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s "B' dzs' MmMCteddz Cd". A' &BIJIsHd o dL dzOn
CHIz. mtsy Bd WwClgtBo Ay jUsotfmw , o dhCsete d 1iMdzO 2 Is d

ftiosetcORdzsdzsz L OB j L f j Y dadz' , ~nOCjt L Os
BOLBoadr § dlOdz :

-WEdeSy" ", o wedm odStsdzz® Is! MW dzgj C ste ¢
oL 3 ez on Hdzdr HOdz]d R ;

WEkdSy' T, wC' d&tsy KR BAldgs foafijHQ I A BHS ¢
£ ttwHCOR Wtsttd3Olskzo Odzdz” ;

- WkdSy' o, ftedL dzOy4d dz' H dzw fitcj o' 6

(2O ted € d&zOH, %20s) ;
-ftesyjHEZted, w g SHjteylzs Is! 99 JHJdZ
yd s aziz
-dzd L Cste’ adzj o' B jteOyYy' B Ctsf ' ¥ o Odadz” ;
-ftesiEO o wCdR odSstdmbssalkzels! v  Otsc
BWJjtwO, §JjtjHOdssE W fOttOd] Ists;
- mMdMmis i dizdz’ od¢dzd €, weddz dOHO' Is+ Mmw
ftcd2 dzOs Is! or-' ' HdZ HOdZ © HJdA&ZOB yYydtsdBkz &
£i2 Mfdms¢ fjijtthsyjteesoadnrs y' dp? 2&sBEs
CsH z.
 sfdz" HyYy Jdzdzw L O 3 ssH.&Edgd" B 'sdgel” H )T tedat
"B " g e Uz Codd S sdzlz’ s+ Mmw OdzOdz' L ZzOMmMO i3y J
Hsfiskzq dzd2 dzdh J Heo ' 2Ctseod?2 CBH, O dzj d3
Slstcd 3OIsd L Ho' 2Ctsotsets oadnrn  Hdzgd2 GCBH IsC
OdzOdz' Ltsd3 L O dBjIstsHisds " B' dzts’™ ‘¢ viclH iz
dJWjClsdodedd3z Hdzw o dwe dzj dzdzw f sd3d dzts & ]
ftoesetcORdetsdZdz L OB j L § j yj dedz' . U HJwedn
feshClk o' HYfBBo' ' HdsMIS' ‘L LOHOddd&d h OB
OQolssf@BOIsdydes L O HBY sBscEsE ¢ igdg O lHddaydztd js!s |
MCteddd OJOC Isj tedzd 2 . 5 Hudfdis Oz jOH todz' €15 A3z, h ts

Yy sets dBjlssHlkz yYyOmsts odwedwe Is! mMw dz' B d |
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ZOMmMf tOo H ' dzj B3O’ (false positive). 1t
CtSHE HtLiYdvwWedass L zORze Olsd HjWE' fosets
1 Omtsedf) GJtetso jHJdzdgW HBMdz HY j dz L O o3y
fsH' dzdled’ dz®@ QlsjBbte WS ddz ftslste" Bjdz odn
OobksdBOIsdydes HjSHBRY dssls! Ho' 2Ctsad?2 ¢
Bsd3j dzls z . fIdEOESRINSIEARO H &Y OdOd' Lk L O dj!
&zOL o s&PrloDAdzj f slstcjBlz® odrn' HdzsGts CBHIEZ
SourceScope, WwWCO fmMlsOo dzv ' Is: Cipgw oLd - ik

CsH' ' flscteOBOn d&O Java, “a ydd@g+ +.0Mmik
dZzOH L & d y0O2 dats ¢ stcd Mmdz ftcd OdzOdz" L ifd
LOBjJLY jyjdedew (', LoadyoO2des, fted L dzORK

[ sMdz" HYy jdadg? L O B IstsH s te'duiskcEdgdz’ HiyGjt
B ssH A MCuEttzEzlz o~ H ftoseteORRd, MWk td d G
Isj Mlstso HOdz . 1 tod s fof codglh s jLisfidoffXdzdd] tco
ftiosotsHdIs Mw Y tSHdBEts OOk Lk odr' HdsGE
ftoesetcORRd dB@Bsykzls! fHOOIdMW hC" Hdzdoe ' |
fesctOPBYts ftoesc @iz teHfO ‘o ICEHS dzO dadz' W C 8¢ 51
hts eadwoedzj des ftotsBdzj d&zsz Bj Lt jCd.

1 Ozo Oy Isj , hs O0dzZOdz' L. L O BjbBHBAER " Yyt
HsMiskzf k2 H s Ho ' 2C oG ts CtsH 2. s O0Cdd
ftoes0dzOdz' L s Odz0O yjtej L BHedgyd.dz' g, L Of
ftese tc O], LHOIdZO fted?2 di3OIsd or-' HdZ HO
9 HftcOoadzwisd or  Hd HOdz' , wg ftcd2 &30
sBtetsBSCd ydres HOddrR, lsyj, sy dyfacid tds g
[ M yYytsddz B CecdHsstc GsOE!j toH daWw L dzsdzgz M OBy B

bdzOdz' L. HftesetcORBd L O BjIsBHSH " ytstodzts'
fted oadSitedMmlsOdzdz’ d@BJIstsHEk " B' dzs’™ MC ted dz
HdzZY . Odz' L Oy~ ' dzgj odd30c O°" olgfjfifiisld Hsac @0
B ssHBdR ysttds' MmMCtdd ¢d, YOr oajy', of

hts oadHOE 5! W, &OBOCO' 5! Mw KOS d BOd da
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CHE o ftsctOd . lted vy sd3z dzj ditsy dzd 9 &
HOdzd s E CtH'] tstgthdstzt@®Rfzdz2"Odz O &J IssHSA3
&zOGc OH 2 tcj Odz' dzz Ol OSCk o tj Oz detsdzz My,
o stedMmMlsOdzdzy &3 By IssHEz "B' dZB™ MCtedde € d"
{MmME " dz2 € HBMmdz HY J ddviCus tzdzP B O 5
ftoOys s Yy 2 MmMdmilsj 30OMis tsfipts solds' dids' iy O fipdsls LW j
oL zd3 dzdzv IsO fjtejo teCd fHtsBdzj d3 o H AL
Isj Miskzo Odzdz?y L HOIdgy Oy Gk Ok fpise jsistko d N
(I8 By dde sMmis' ) , ozt B4 odCtedmlist
3" Mykz toj Odz dets fteOys ¥ y' 2 odtesBdzedy' 2 Mmc
OdzOdz' L' L O BjbtsHBd " ytstedzss™ MCteddz Cd" ,
ftcd toj Odz' dzgdrm OIOCOR d2O0 CdeCtej Isdzz Mmdm
OS¢k dBsy] LOBAESSCSEZoOOISd BttOdH 3Ok to.

ssdizj ey’ 2 dz20 ff &zOlsW sted3® Hai | strorm 9" H
Isj Miskz o Odadzw LO &BjbtsHtsd " ybtodas' ¢ tod
f" " HGCdzt yjdzedmes Hts dBjtejy' MdMmilsj O-. | t5dzO
oteOL &zdodn & My’ & Mdhisj 304y Od&k df tc Ofyt
ZOff ted S d&zOH SmartBits IsO | XI A, Hdwv ]t
rdzv fjtjo 6€d y' dz mdesmls® Mlsj O TCP/ I F
[ sidz" HY jJdadza" L O 3 IstsHUs d3H 8 fipdz'tersy j dgdevtc’]
" et Mt R d"RBidssHd "B dzts’ MCteddz €
HEf sdi3ise st on-' ' Hdzdr HOdzdr L OH Ggzlf BgH B gd T
fiosMmMissets OdzOdz' Lz L O BJIsHd "M s’ M
O HAEZOHYdeco 10 ftsHOYO d&&O o-' H y' *° 1
9 d ¢ 5 dz0O dzdzv ftetsc te Odzd , O dOdzOectsHY kzo Oy
fsdizd dzs¢ IsO dzj C.ctcg €dgidad ' Mds@ ddf Btsc tc O BO
Rational LOBJ LY jykz’ HisC dzOH dzd 2 O dzO dz'
fjtoj o Oy dets MY tew disso Odets HEBMdz' HY J dedz? tetsB t
HdzZw ftotsCGWdER @O Hsd3dr Mot BB  tetsB dzi BO

Valgrind-yj BJjLStshissoadzd?2 o' H&ZOHYds, wed2 1
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od i tdzOdzdzy © MjtejHBadN' Li nux. 1 Oc O dzts
tesL Stedlsd tedLdSd HdzW ftesctcOdRdesc s L OB J L
ftotso JH] dzdzg? OIsOC . " Bp'daREas 5 W O W 'Is s ts1dPp s d
f sdi3d dzts € Odzj o© yYy' sz o dfOHCE ©20y¢CB

OkOSd. ¢dzOdz’ L. L O BjlstsHsd " ystdsets wh
By O MEBtedmMisOlsdmy fted OBSOCOR. [ jlstsH
BMJHO O djlstsHd L BOCMH BZOdz! detss o e tsSHTESE .
HsLotsdzwes Is! fjtejo tedlsd ftescteOdRd o3 ted
"B odzts’ MCtodde Cd" §slste’' Bdzgd2 HBMIskEY HTE
MIsOIsdydetse s HisMdz' HY JlsEdd . o K ts f dehPle tsf adidss’, Is fr
mMStedde Cd" H dzw o dWwe dzj dzdzv f slsj day’ 2 dats
LOMistsMsozs Is! Mw d&jIstsHd " ystedzss™ MCteddz ¢
OlkOSd, Mftewvdiito Odedr d2O y' f(tetse dzj B3ZOIsd yo
[ Mdzs o dz0 1 s dz] @30 Isy s’z o 1O dallzj’ 5 &t f dz" Y & Yo
B ssHEMCBdSC " ) £ bz, "t E ddr HT
stsB Ists. B' dz' h' fls! st Odz’ L Oy' 2, w g L C
LOBJ LY jyddedew, ' Sz ls! ipw dzdn j Gtofs2 ] t
o JlstcOyOs Is Ltsef" @3 dzgj BOGOLB yYyOMmMkz dzO
Csd3d ey’ 2dzdm W tods, hts L O2dBOs s Mw  tosL
stk 2° s Mv f tetsy 1P mys fstingalzy e ® ds Bds t51ffj lstzdz”
JSdsdz' & Chils' 9o, Odzj o § fpdztizg dad ls "y d tzts dg
Mlsotstcj dgdz GtoscteOBd fjtejo €O wECsfils' d
pdzj BMlsOdzdz' &3 YyOMtsdz, L L tesMmisOdzdz” d3 L
o i B' dz' h j o Oecd ftedH' ' dzw ' Is! fmw ftetsy
LOBj LY jyjdedzg" MW { SHifEA &Y ' Zd W' C o Odzed 2

Odz0dz' Lk ftesetcOd, hHts 9Cdz® yo' jtejo' tcCd
f tets¢ tc Odzdzd ftcsHizCIs' 9. v ftesyj i)'

oS tstedmMissalz’ s MW OOz’ L. WwWE¢ L O B BBHT
"ystedes’ MCteddsy S L d&Bj Istss o dWwe dzj dzdzv Is

cOdedz' 2 MlsOH' " ydlkls' asets ydSdzk e cO0
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7.44. daeaevd eveaezxdmenasot

wfdzlz * C' &z €O dBJISSH' &8 9" Hddzs9 dzj dzgdgv €
Coydesets L dedrti g @O OOBgicds GsH] d B3O Mo
yofmkz. v fMils OdzH Ot ls dzts A3z Hisfpdz' vy j dzdz'
Hy St * dzvw y*' SO OOz’ Lk ftoscteOBRBdsE s
sBteOdzd s d3Jj IstsH ' o L Odzj ¥ dIs! 9" H Ctds toj
B 20 oS sd2OIsd hoadHGC M¢ Odzlz o Odzdzy ff tets
sydodHdzds o9tOLdEJO A o My! . 1 BIs" d@ d3tsy C
sBtesBSCd k2 ftosctcO3E o9 jHjddr SCSttedMmiskze C
o ' HMIsixdlsd Sty jdz 9 Otc’ @Qdzles & dzleldOtelZzddw dz'tf thodst
tetsL Zdgdzs C tstcdfmisizo Olsdmw IstsyScOdzsd L 24§ d dzs
ftesyj Mk OdOd Lz ftescteO®Rd. | L G dvdzj B
Il " Higlsj 4 j dedg" tsBtetsB ¢ " HoffRls jHydgddRdz H O=iBdtGts |
HOdzd » ° ZO2dzf dg' 3] BiSE &BH Hisfdz' HY j dedav
fslstc' Bdegs o dL dzOydlsd Ibtsyfyfd &=y, ocYs
CstedMmMszo Oydi &3 HOdZ fjtejHOEIs MW HoBELO
fOCJjIsO LH" 2Mmdzs ' s Mw L O WShARet/By)ts 81iztds ffi§ o
Yyj2 o9dSdzdS fHtoed?2 O 99 jHJd Cstedmiskze ©
BeW jtc. 10 Itsyy' ontHEZ d&Btsy dzO oMmMisOdzse d I
o' HMIsj 3 J dadzg™ 9 d ¢ 5dz0 dzdzv ftotse tc Od3d . 1 9
ZOZOE sHY o Odzr dzgdr L OMmBBMB g2 defp dzL ©p 1o O2 [k
sz H LOfdMkzeOld CYyjd Hjteimn ' H SO L &3
1odUuoO2dets, vyj HEYj] Mmistsdds s yd2 § HAE" H,
WBetedzOy® . mtsyO eodL dzOyj dzdzv o tclkzydzz o
Hismdz' HdzdiE' tdisttoidddgf © © M ls odwoedlsd Gty jdz
fted2 3O Is» Mw te' h jdzdzw M tsHEtS 99 jHjddr € 51
Yj2 RiltsH, BsydO sdwedlsd d&zO2MS dzOHdz h°
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JHdz "8 L dse, wWCO LOadMN jdzO o' H f tSH'
on Hddr BOdY -Perl . v Perl §jtojHBOYJ dat
wed?2 dzOL do O Is+ Mmw el Y B dzj HEsS9 ' tod (
odSCstcdmistsoa iz Is! Mw CtsdzB " dzOy ' fMils Ols d y dac
Csdzlstctsdzse L O ofp" "8 " dW sted3OyY" ' ¥, wv QC O
99 jHjd CttedMmlszoOyjds HOdz , Otec kzd3j dzls d
ftsf jtoj HYJ dg ftcd Mftess ftesetcOd3d L tctsB
ydddd dzj d&zOH " 2 dzed &5 H Oded &3 . t(:tsL G dz¥ dzj dZgs d

#!/usr/bin/perl -T
$username = <STDIN>;
chop $username;

system (“cat /usr/stats/$username");

) ' H YyOf o d¢S tsdzOdzgdz” -ts Bte 5 B dzdfStc 5§ jo© {5 ts HPCk
BjHiso ' tod, GMC' d b oG Gigk HOw@dj Htg C
LH' 2fdzs ' Mitesel MCs&f' & o0lsd { tcEkeq dst
hts flescteOB fls dzj ' dPATH Ods'didi edfje d3yjedebty |
LOfkfisdlsd fscicOBz LO Hefshdsdsd € &dC
By Bklsd MRt stss Odd2. 1 jtiH ft
fso' Hedd) dd" (s Hogd &Sz, dOo jHj dsj dad

Insecure $SENV{PATH} while running with - T switch at
Jcatform.pl line 4, <STDIN> chunk 1.

[d By jdBB ' HicjHOGEZOOIsd Myj O’ 2, h
L dzOyJ dzdzv WAz LdD'dzdds f tesc O3 Hted L Of k2

#!/usr/bin/perl -T

use strict;

$E. 6DD! 4(dz x ETET A kK A ", OPIEO s5vy vtU K
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fusr/bin

/bin

_EOPATH_

my $username = <STDIN>;
chop $username;

system (“cat /usr/stats/$username");

v gt tejYddz dzj HEts9 ' t6(d HiSL 8 sdzw odL
$usernameC sdzlstetsdzé “ Is! Mw L L tsedz ' dzgy BBsy dzO
odL dzOydisd, hts M¢ " dz'$Asdrname de@=pyj jdzdz® d W odgf
hC' ' Hdzdeaddz, Ists h C' Hdzd o d d3sysige | vaskERzd oadid
tdghj ttse' Hisd3dzj dzdzv f tets ff sSd3d dz€ Iz

Insecure dependency in system while running with

- T switch at ./catform.pl line 9, <STDIN> chunk 1.

1 09" Is wChts d&d Mmds fdzdusensne @ dzO tgl) dzdzv d3l
tcjydds dzgjHtse tod oM BHds HBLOBA]I! )
ftcd ¢ dzOH* odHO' Is! Mmw f s ' Htsddzj dzdav ftcts
odStstcdmistsozo Olsd Ctsd3OdzH dzd?2 " dzlsj o toj Is O
iNdd3 dzj Hsbdmd dPfsaOclsd ofm' d3 By dzde
B MMy ts oaditsdzs s Mw L O HBSfBRSEBE o1 H
ofmMj BHds o LBsL' HBMwWeEld M  "sk. 1 dzw
Hdw 7 f sfd dzj dzdzv ) IsOC sy Mis OEdg s Colz  drGEd
1 OMmEef ftotseo jHY dzde? MISOIdydesets OdzOdz' L 2
odwoedlsd eofy' stsyS¢d orntHlEz IsO odL dzOydls(d
LB dajdz LO Hsftsdisetss Ltsoads hdz' 7 HOdz] - .

Il ¢ stcd Mmls ©dzadz™ o' HAd3' dzdztsmis.jl2tcdlz H &5 jioteAn H 4
mMdmisj &3d " BSHB odweodzj dzdz? otwOL dzdodnm o3 f
floesctcORBdzsets L OBJ LY JYyd dedg? o dff tcO@o dzv B
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o Jtem' ’ ftctsctcOdR . VU HJWwWEdnms odfOHCOR
odftcOodzj dzgdzgv " (" hot fsi xdB) @O dzgz@ede® z o
mMd Mmilsj d&3d , stz HEZY ] o903 dzdet o  HMIsy )y zo
ftesetcORdesets L OB j L j yj dadgv .

I Hd3 dedztsfls’ B3 odJtem" v did Bsy dz20 9 (
ftoeso jHjdedzw OlOSC. cChts L' wWo dzw flg ryff tzdatzts g
My Jyd¥W¥ oy’ et sdkiz, Is ts, heoduh j L
B mMywy OBt fsdR3dddzcd (wWehts " a Bkt sadwe
dzj] Gikedz' CsoOdes, By O st adgWisd HoO
WO2dzOBd L OMIsOte'] dzte 'd3’ algdatsiipls© ditsy dzO L dzO2 [k
WEZdzC y' 2 OBt odfftc@o dzj dedz? ff sd3d dzts € . v 0O
M3 zdots Cjtelzo Olsdmw Hdw fshikCE otOL dzd o

l S BstedmMisOdzdz? 5 3dgjsdzdglz o © dzaplr dzOEZC 59
~nO0Cjtelk fjtc] 8BOdledCOZmED Jr1 OZSCSod2 d3j Ist
1 JjL dBydzdeossMmis' odd3 ke Metset Mjtj HESOdHN
YBHddr odMmdese C" 9. 1 " dzo h ' Mmls: "L teBL G dz
fsdizsddzsS¢ ' H yYyoOfm fHtesctcOBzo Odzday’. ) OBPA
zOdzj ¥y Ols! Hts dzjojdzdEts® yYyOfmlsdded fotsecteOd
LOMsBOr tGBLEGSBSd feteOd3 LOBjLY jykz' Is
LOMEB ' tesLtcsBSCd HGMdIs! ftoesmiss f jtcj HB
fsd3ddz¢ d §tesc ed@ld)Odsd & imsdisisd y* ¢ sdd
lLOcOd , LO C' dz €O totsC ' o diBly@lsy L dEOH {2
LOM@Pte( - tsls.' dzsm! B d)

[ ttBLEEYHO d®3s o jH deS k2 ftetsctORBd
(2O ted S dzOH, Htod §' CsoqO2deOo Pikls Oy ] dez®Or

ftcOQo d dzfs, sL dzZ0y o dzj Mls OB ' dz' dz' fMls i tot
flesctcOBdesets CtsHE BGBL &ZOYo' odmMsllk 2 d@tse
CsHkz (code coverage) ' MmMfsm' B 9" HMIsS] >

Stsets, wwWiL'd H'Odz’ W dz z odnmn HdzsdBEZ CtSH'

tctsL tcsB dzj dzts B OcOGMER, OO Y91 A tcj HB OYC
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odnrn  HdzsEts CtSHEZ. 10 HBftBEtsE HIWCda L
sO LBdteOlsd HOdZ Ek tj Odz desdzge yOfy' .

r 2w s BE ez dzdzgv CtsHEZ cEcottdls! ftots t
o dSCtsdzOIsd fted §jtohtsdBdz EdzWH' ftetscteOc
ftesetcOdRRd HEZYJ M dz@Hsds dzdze &' uqji LL dDQizE Hsols@ dzdzYy
ftesfmMC Ol WtOedjdsd CtSHE O iz te St
HiSL 8 tsdzW odL d&zOydisd, yd dzij ftwesflkzmisde
ftesfmsddd ftsyjHkek, MS' & ¢d o tdo
Bsydzdots, M H §oHEEOId H"j t©OL! [S6fc
fsolststedzs f jtojo tedlsd odCtsdzOdzz - OC j tets

1 Od30c6 O yd iy L dzZO 3O Is d f totsc tc ©Odzdz] L OF
f syd dzO¥ Is L Istsy¢d o99jHJjddz" HOddr ¢
odCdzds WBARGcy() I " Hfflsjy k¥ yd tBtetsB CLkz s a1 d@'dz
ofmjtej Hdalz " , Bsy 2@ odL dZ2Oydilsd L.OHI OdZOlL
' hjdg, wW¢ fwOoddts, fGted2dOsIs! mMw ' f)
te' N j dzdzv tcj Odz' L 28 Is! Mmw w G s JjtcOlstcd
S JtcOlssted tcdZ'dBaizizGtg rdzdzw H dzwh Riflzdz 18 ¥t dzg3 dizdzw
HiSL o tsdzw odL dZ2Oydilsd,L cCOsrzdy j alzdzat B z 8 O dz0 df)
Cydesets BjLfjtojtcodzsscets BRsCE dBOh d dzdzts«
sy dzd 9 * Mis odL dzOydisd, w g H' dzvwdeS d ©Ct
ftosdtcOdBd. JJSttedMmlsOdedzy ftotscteOdg H dzv
Hisfhe " H Y J dats dzlac JWz@B do e300tk tclzls" o d € ts5dz0 dzd
stcOfMizo OdzdzgY HBL & SdzW* LBjtejcelsd Mmddzd IsC
" sz e Y OHCE (BjL ®Gatfdjddv CtsHIEZ)
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f'HAaBHE OdOd LOltte §fjtcjedzvHO o Bk Mls
o0y dkzdodr o' HA dzdetsMis i 2 o' H s jtejJ HdZ
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L dzOSC ORd, o dzOMmisd o d d3dg'dg dYfcestdie’ te J D agzd d3 Yl
Yy seBs dBsy | oditstcdmissozo Olsd mw Mils Ols d M
Yyofmlsssisd Lbkmiste' y' fJoddad, M Bauthde'Oalz' i35 ¢
fshmdz" Hsoadzdr HOCjIs" 8 Is. H. v OC sy, )
L d&z2Oydes tetsL h dtoj des M dmMsC ZOBHHE sH gy Oz
Miized, o stcdlsjC PYy Qdzdg® € zls O dzelz |,
Ujmndesdzsslsted &OzO ttsL o dlstsC, fjth L O o
sB yd mdzisd O edzdpfipls'™y j Mtste® o, "7 hodHCBH
HdzZw B' dz2 h ftcodzse s 'df Bomted B. OdzOdz' L & ¢
10 o' H&B dalz "' H MP I HOdZO Isj n dats dzts
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" Mdzlzr ydr twcf BtgwadAEZ HjC" dz S5 IsdMmwy) .
sfmdetseo dzd 2 ¢ s RY SHzj Hzls tc Bz Hdgeay Z dD P | € dzOfmd W °
o' Hifs9 "' HO' L O Cdf@fm W IsCe@ ‘o8,  dijtadafj yy' tsd3t
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ste’ & adoyj dzdz? fOCjIs" © L O dHJ YO yisehoigs
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sL dzOC OdB3d[,v € Is BSodudz ¢ e DésthationgPar tpor t tctsL d
Yyomkssis® 9" HSCtedlslsw dsadnm MM 2 o H(
(dotdmisdydzd d3) &BsH | i @nisshied dkicdsd dpsls C
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GteOo yw dzd ' fesHESISOR d&O ttddSkz st
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‘dzZlsj ctetso Odz 9 BOwh tclzlsdL Ols ts tc Cised, Junjipdzdz”
Ericsson s. H. 10 MfdmMmEd. vOC" t'h
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MfteOoyds s€ts DPI * sy dds' fls! OdOd Isd
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Ctc® ded ' L HBsMdls! Hstescddkd § O0dOd dad id
[Mdzetso dzO@ ftetsBdzj &3O o' 7 ' fMdalz shyd AH diy' Nlisjt
hsB HdtsL dzZOydes o dL dzOydlilsd ftcd dzOdzj 3 dz'
SHo@SEE df AdQifdsisz of ®dgfiste’ 2, s L H' 2 fdgs

fsBOUdlsd SBdHO O dOftew &S d fMmjim' °~ . wde dd
Bj ) OF tfHsdststom) f so d dzdz’ ftes2lsd YjtejL SH
CcShts tsBd&ZOHAOdMdY tsLikzdk ‘', s BOYdIls: s

osdzs dzj BO' By dzd o 5k s s 8-t @ Bon' da ]
COlIsjeste” "¢ IOV Sk L EM BO o dI&£ =Cda@ft s
LORtsHdIs! i tcOf &'sdidls th)ts @ HizY | dzts ¢ * ydzd
OMmddsj Isted ydzd 2 IstcOW * G, dzh W G kd & g% BT jlo
jCLlsdCts, O fwsofmweCHjdds Mlss .

z ts HLEOH Oy tcsLoadIlsC kz 3 tggofpo dzwv yd m’ df
fjtcjHY ZOded € gV € Gl fedetsds ' Bz e sy, wg"

odCtstcdMmlsso zt Is+ st JtcOIlstste 3tsy J odoey
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HEHOSBOd?2 §OCjls, hts HBLoBdEY' odStt

BZOHO' 5! v s jcOlstesd, Odj L' Lddysss

MetstedmMlsOIsdmw B dz# h Hjhjotss Istgjdg ¥ Hsdfids d
B' dz: h Htetsed?2 ©sOtdW, ZzOBlzo O yd HBHOI

hodHSECBMIs' . [ tYydO fdHEZdOIsSd BOGOISE ¢4 2
sjdeH jdzy' W @ ttsLeadlSlkz Isjdzj SsB@BEzd SOy’ 2d
ftcsHOo Olsd IbtezBlkz, WwWCttBtdlfHptsH ttshilstsL @
Hsmdz" Hy § dz2' hts " HIseo jtecHY kb IS ydJd - AR
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sf jtcOstc' 8 tsMmMiskls’ O B O Odzdzv sIsted d3k
1 O9 H OdzdzVH OESIREZ o tadsjL@dz'LL' zZ o Olsd dztso d3ts H §
C' degyd otsd3sz S stedMmlskzo Oygj o . r§wse' Mme' Ists

tczr O Is! v HEHONY (LY IDJwdes, Ftotsyd M
Bisdz' Mded dz, bz hts HdzVW H s & da Hadas o £ OO Is
OBtdzj dzls' @ dzO ' dgh &2 yOfMmlsslskz, s HEZYj dz
COYyoOld Itstejdzsd, O € Iz{§dziotOustsimlsiag.c Odz! dzd 2
DPI 9 HO3 dedzes o 3" ° ftcOys 9 OIsd o L o' Vv
Services) MmMdMmilsj &3OdB3JQ dzlslEg/@C dedgdn , W S * @ gelisdsf
4 lzls Wl deC y' s dz0O dziz fsdzv ¢ O z 9"  HO j HJ ¢
OHA dg MistcOstetsdy Ctedlsj te" W d3, ZO Milststetsc
CGlzdesEtsets OOz Lz * tBtetsBC (.

[ siyd s zj eSSt dBsy dzO e Odz' L zd@dzdf  a
BOIs! €' of! CBe8 Ctsdzlstesdzs, wC' MmOt Is! of
LMIsOIsC ko Odzdzw DPI , o Lo'wLCEk L Mo
o' HBERZOO' Is! Mw dzgO dBJ ted ', 'to'oLjddf ~d3dmn ty iyt
Hsf ss@ 58 DP I My J ymdazz i b 4 tc jdjisiydeds Lo@ i)«
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sdMmilsj &sd DPI f§ohdjd *° odSstedmlstsolze
ftcscosHBoOBEts ' HEsisfzitzo sHSo BGE B

[tsB' dz d2 Gf jtcOltsted oS tedmissolzs Is!
fJjteh L O dfgdlsdueddyddste s Cdzlsj dzlskz o  dzls j t
Bkdzt tSHdsyOmdts L OoOdkzlsOy ko Olsd o j dzd ¢ d 2
h sB sHddz SCttcdmMbizOOgdoodgstc | g tf fdsdsjdidsid®, z
Mlso tstcs 9 O Jtospdzj d@3 " dzh dd3 S stedMmlskzo OYOd
ftodzgf L dets L f syOlkSkz Hotrlsdmw ydad =, -d3j dztf toc
UJd Mdets ot 8 HYf Lieldy dsts[HE 0P g d3) ) J dzz f etsf EMC dzlz
[ sB' dz' dz s jtcOltted oadCtstedMmMistso 2t Is
ftedMC st dzdgW-IsTCOR " C ZHT TE P cé&eEnPh a rPeeirf go r Fra
ftod MG Wz getlzdzj sz o s ' dzt degdr d3j toj 4 O~
MhO2.46

JHEZOSC odC PRI GO 2 ' dgh' i3Sy dzd sitsh
BJLEBN Issodetse s ' delsjtedzjlslk Hts tesL StodBlsw
fteOys *

sdMisj BO cdzdetsites OO Lk kOW' ¢k d
HTTP-L Ocsdzso $ d §ted -0@f dSlsdo datkd HOATIP (-~ M
odL &ZOYO' Is Mw i JjteOlsstetsd. v L OdP=datde] Ci@d

Ol

OB 5dzj dzls O, dzts A3 to Isj dzj W sdzlz - IHNISBRISH Y N )¢ ,0
"HyjdalsdW' CObtstc BOLtsots MlsOday' (adhCd
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103 BkH] (§tslste’ Bdzs o MisOdzse diIsd -figPtchj tc
wed?2 BEH] fttd2d30lsd LOfdls, ¢ 0OLEZo-OId
9 HYHss. SO USEBEGET

#!/usr/bin/env python3

import socketserver

class MyTCPHandler(socketserver.BaseRequestHandler):
def handle(self):
while True:
r = self.request.recv(8192)
ifb" \r\n\r\n"inrorb" \n\n"inr:
break
if notr:
return
print(*  ----- \r\n"+rdecode()+" - "
self.request.sendall(b"HTTP/1.1 200 OK \r\nContent -Length:2 \r\n\r\n")
self .request.sendall(b"OK")

return

if _name__=="__main__"
HOST, PORT ="0.0.0.0", 80
socketserver.ForkingTCPServer.allow_reuse_address = True
server = socketserver.ForkingTCPServer((HOST, PORT), MyTCPHandler)
server.allow_reuse_add ress = True

server.serve_forever()

] " HitcOo qBOTBTP o d ¢ © to e iPactsazlz ¥f j g O3 sMiz:

$ curl myserver.com
OK

1 © My tedhjdes :f tod

GET /HTTP/1.1

Host: myserver.com
User - Agent: curl/7.51.0
Accept: */*
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1'Use ssfmise dzd o s als dzj Wi3®G s dztso 56 HO S Gz H ¢ o telr MglaRs d3] dz
st jtcOlststcO, S ddEH @ thdetse dgs?2 MO21I megafon. ru:
$ curl myserver.com - H "Host: megafon.ru”

1 O teo'j to

GET /HTTP/1.1

Host: megafon.ru

User - Agent: curl/7.51.0

Accept: */*

X- Real - IP:  100.114.20.123

X- NOKIA- MSISDN: 79319350195

1 Ofmj tco Jisd 2 hagfls' dz@ HETRL O sdzsoek'dH f s O o dayldz’ O2 HSH OIS 59
L Oc sdzs ¥-Refal - IP * X- NOKIA- MSISDN, h sd3' Miswdsdzlz Istc’ PO H to g foL O
Carrier -grade NAT) ° dzs d3jldgj dzj W Its dzlz

YEREOD 2 hMdsse i 8 dH d di3tsfiffisté dn S dzOH Ofiplef MI BB Z e ¥ L Ols
Ctsdel toj Is tetiz] dedss tsdzl toj ISlEzdOFH tc (G 51 ° O OL sdz'foj toj o' 8C MCtedIslsw
MO2 Iszdzd Mlsedd € s dzlz* 5" i abtc' o dzv WEFR W O G 5 dzts BIGSO

102 y0fls' hj, Htfikzf Ht o dizbtlsbizfi B2k Hv f jcOLSEO)
HELotsdzW ' ©hteddOlsd BjLSEN sto iz’ H dgsgptsidz IsO f tedtidsS O Ho s |
LOfdkL.

[BR'"H BdizsCkzo OqgddR yOdglss] B el sm.tsMiskzfdzH ts
sOtedW " CE' Is! M s jtcOlcteOdd, hts HBL O S
ftotsifts' Hd3' dets® L OG sdas@ftPsHost HTTP

l1ted dzj cOldodesdzdz B OdzOdzlm® ° " H G dzt yd d
BdzsC zo Odzdz" HEtsMislkzfkz ftod odyj tetf OdRS ts teodC
fJtcj dzOf tcOd deTFPis ‘O cpldrd zO Mo s’ -L & dz€xln iz c
tetsL sOM s Odzg' , W ¢ OiEsGazcdztsizts cdzO Hifs' d3y Hidzd3 jsdf
1 zO2dz [ jeOWBdZO fjtcjo 66 O sy dzd o sf
hdw Dsds f Sto' oL dP'CdEidrts oFR O] BH'0 te®HGe jifilld dzj o d

HTTP-L Of dIsd d&IP-GHzta] Mt stcls 80 L L Octsdztso S
2O Mdzzy BB d?2 HEtsd3j dz, hts dzj odIlsteOyOs Is!
dzj G Olsd o dzgsdzsz B O dzO dzfy * .
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[ B * tod yded 3 AOdzc SQARAHs, 50 o . [DRP | ts fdziea@lds
sls B M zOsdzsets dJdzlsj tedzj SO HB ©OMGter L
M OB tc OR2018 ¢ m.habrahabryus z dzts L ' W mtse Odzts, h s
Ho BMisBtetsdzdz! sets tsBd3 dzgz ° 5B m SH Iz -L BOdztg ISkz ¢
o J dzd S dd3 L dzOy jlLezigh d3 OCole ® &8} 9 ¢ eztewndgle ch
9 HYfte H! Mjteo J t.O:

s zdzls
>>>
POST /HTTP/1.0 \r\n
Host: %s \r\n
User- Agent: Firefox/50.0 \r\n

Connection: keep -alive \r\n

Content - Type: multipart/form - data; boundary=fbfbfb  \r\n
Content - Length: 999999999999 \r\n
\r\n

o jtodfiste ddzj dz a' Hf s9 ' Mmisd
>>>
HTTP/1.0 200 OK \r\n
Content - Length: 999999999999 \r\n
\r\n

) Mz Yy sEt By dz0 dfdH BT R)Oo OB Has o ts il

{
“server*:"0.0.0.0",
"server_port":80,
"password":"verysecretpassword",
"method":"table",

}
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l 6O Botzte i PHjzdz] o3 jDidIRfs 3 zASE ldeds L 3" & gj sl -
wC sz fig® dzw & B L Jsits y kzAsk dndf © o toj L duHhj dzlsLO@Hd
HsMisERPWE" tczlsd L, Oztstc GadidL f, Jf ©od ¢ tstc H © dddzd A3
Is ts hGB d3ts ) BIdZ s tc j didddidds] delsdifisd  H * sty tdseddzch OB Iz
L Ofis s iIPC O dg’ dzsBlssIs tc Iz y Ogolsiy’ fifst I Ojtiz] d3j dzls
DPI * dzdy yt ®tsdzszdz’ € OMfyls 3 &z afy dzO f to f, Szda@iHtc j 3
tcOH ' sSH©OBEBYiZ § tc 5o tHHALo jHElzE Wl tc GASN (GPRS
Gateway Support Node)© B B-GWY (smart Gateway) 9 O~ 859 s yd
Wz dzC y ' stdalas’ o dE), Gls OC sy 2Us@dzj Ot B ' dz Iodgs i) Is
By Klds dzW dz' CLis 2 alzO ldaSEidic 5 | 1 198 ds dfdgttasjtss s dzj dac

A 2 dz€ yts &5 ¢ tdDPIdsdO ¢ g% X kSR ks L f tsHS' @daj @2" dztaH * W
o izO M s fiztsch ddaff o tsamfits ) el ciedgnO  tc d, S ez Hiz) dIBEs)

9o' Hf soL @8 dzff thagr Isf tcj H MIsOH dalsy E2PH tc d, & dzO
o d ¢ stcd BEPPRzdeh § dzj d3fgsizlei’ H § tsa 'OHQ ldsdiALEAtZY Is d ¢
(dzOff tcd, B8 dzB & &z PTPAzEistS tc A3z olsAad@EP2R) Iz iy © fy ISGGISN,
CMTS (Cable mode) LTE P-GWY 30O Is ‘dzO 3t g dzd ‘ostditdst [z 9 O Is
s/@B Htstcdzlz s @O jCw ¢ ° ftiosctcORRd DPI LO Mo
tctsL f soMme HY J dadaw , dzOff ted ¢ dzOH ftocsctcOd3d
LOted @3¢ 2 d3 3 Istsycodzd o d3jted " .

({ dzj d3j dz2lsd DPI Yyomlss oL O d3dsH " ¥ Is! L J
Is © ¢ d izdRF{POlicyRadd Charging Rules Functipn) OB ts H dzv f ted 2 d
hsHts ftsdz’ IsdS€d, OBt H&W od¢ tsted Mmlis Odedaw
Cdh s 3 Myt dBBited ', ROGWYSC ZzOOC P GGY
B MmyJ 9L O' d3ts HOpekration SumP@tS Sysem OB ts Cdzh d

OHd3 dz2' MistcOlsdodzed dsd MdMmMilsj BOBY HAzVW MY s
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o dfMmls 0o dzj dzdz™ tcOn zdzC " 9, M se ' M j d& f tots
sBfMdzzecsozo Odzgdzy yYjtejL odCttedMmlsOdadzr L C
o' Hf tso ' HOdz! dz LO LOfFsHdiddY SO IsO8 st
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1 ts9 s sfiteCdafO H O dzdaw

1 0Cjlsd dsybkls! Bhklsd WtoOcdj dalstso Odzd &3,
fjtejHOdd ], HzBd 5o Odzd i3 Istsh ts. Ak d;
Bsydde ' Mis! fooltwdts L' BtOld Mj Od
Mfsmisjtc' ¢Osls! MW ' v yOf §J©®)HORISHS s tsd
HsflsOlsd C' dzr ¢ fMls! fj OdzMk, Hse &syd
Cdzs ysolkz ' distedsOyY' ¥, L' BOld MisOlsdmlsdn

l dwodzj dede" HtetslstsSCtsdze SO o d dzz yj dedzy * dz

1 HOIsdz' mMls! o9dwedzwisd IsO 9o miJEdsec@ldids Sfojlz
f°"H yofm LedvwL Sk, ‘ WikzdzH O3 dzls Odz! dats s .
ftoslstsC sdz' o, HsLoatsdze dz0 o d ¢ tsted fMmls O dzadaw
cOnzdzC " o OBts B ¢ Iz, W tste 3z o O dzdzW Is tc ©
fesksCsdd OCkdsod .5 uf ted igisls dze s &R st o dz
O ted S d&zOH ' Hjdsd¥ ' COY' 2dz HOd S stedf
HOdzZ OB OHtjMmMd ' d" s  Miststtsded ( dztsd3d to
SIP URI), wCbk dsy dO tlktedBOls(d.

Avw sy dzdoe ' Ml o dwe dzj dadg™ fHialisvls 4G Vo] B

DPI , otcOrnBBoakze yd ftodtesHlz BOGOIs! 57 dzts
o e stedmlsso 28 Is HTTP wg¢ stcOdzmy tstels H &
LoduoO2dzsdzz iy dd3’' , 1SOC * Hdzv Eka- ddzj dzden

odlswelzo Olsd ISOSCUsG- tsdefztd EOAS'JH ditsdzW s tc BBO Y * ©

9BRZHBSo OWgse s ffoslsts§ sdzlz .

Il " Hfitse "' Hdz Mis! " OB dzts dzlz

1" MIsOo dzj dzdzv " OB dztsdz' @ '/ OBt WWHC" 9
DPI, dOftedSC dzOH Hdzw fshECE fjodatsets Isj ¢
1 OO0 ftoslstsCsdz' 9 * IsjSMmMssoaoddzd, * A
dzOW o dz' Mis! fJoddr SO YedRiss ofde ko Is O

LOBJ LY jyd ddegv yYyOfMmlsts By dzO® ' HjdelsdW ' Ckzo
BO2Is' 9. 1 cOCIsdydes o Mm° ftoesctcOd3d DPI

L' MisOo dzj dzedaw h OB dztsdz' o , dzOff ted € dzOH L '
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tcj G Iz dzvotafdig@GL © o . 1 " MisOo dzj dedgy " OB dzsdz' o

LOvVeddatsmw o OfOOldtsdidz L OB j L Jjyj dzdz

fOCjlsddr ftebyj MstcO~R .

[BtcsBC O LOGBdzisalg &« f0OCjIs" 9 L2

MsYO By dz0 Mmlse jteHy zo Ols(d, hts vy dgj
hogdmaC nOtOCIsjtcdL o Olsd L Octsdztso € fO¢Cj
CstedMmMiszo OYUO o HIJWEdn o d{O@mt€ DM ts e d
By 20 fodSte' fdlsd OlstedBklsd (L OcOdz dz@
o d3' Mmls) Istsh ts. 1 Oesdzso 6 d § @UIlEEdo H @z i
CdzOmdW* €Oy’ LoOwWL C Iz, ftoeslsss sdzd yofgls
1 OfmMissmMizdz¢ ©ds DPI, w¢' L d&3 dggslss od3 Mmls,

“dzht LOctsdzteaCd. 1 teetcOBRd k§ tcOo dz' dzdew
TOS/ DSCP dsast du. 6&0s2 . 1 p, hse LOBJj LY Jjyd
ltescted Md o Of OtcOldz 2 tsBtesBYy' FOLCjIs' o
ftescteOdR DPI .

824. OR3mMRaB892 Yodaes3ozeaReat @8R Ragmeadas.

ltecsctcOd3d DPI Bsy s fted?2 d@3OIsd to' L dzg
s L IsOh 9 Odzda sO 90Ot Odzlsd, we't v Rde B
csL EstelsOdzdzv . vy d DPI ' dzZsjcteseo Odets L ' d
sBtesBSClk fOC " 9?7 vyvyd WdB@EsydO L §ftsH' dzd
o stedmMissolzoa Olsd dsy dzde sMmis’' ' W B o3l & O dztiz
BJtedOdz 3G ° LTE ° ddtsodds €0OBjdz ded &z fMmd
vyd dBsydzO odStstdMmlstsoakzeo Old oijtejydez * oz
Cstedmis! " daelsjeteOy” ™ yYyd Ltseadg hdg ts° ?

1 " HAatH (], w gt ‘dzlsj ctelzy Is DP I o ' Mmoadz
f8' dz¢t Misteso Odz' 8WYI Y YA J L tedMeh d2 odf OHTS
LOMIstsmMkzdzs * o DPI , w g tcsL h dtcs & Is! d3ts
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sy 2ls!: " Mdzzo Olsd o detse ' 2 L etz 2 |
LTE L d3ts ) dzd o tspiglisy aRd chdgn@ coffl) OBts HJd&zO
fsdz sdSd, O IOCtsy odfOHC o, Ctsdzd ftedts
sdetso dzt 9 Odz' OBt deso ' By dzdesMmis' , L Ofdzts
L OfflssMkzo Odzdz” ' Mz o ' Mdzkzs yskk o kL &
PGWY)Of tdaf ¢ &zOH, Witedzo Odedz® IstcOW ' Ckz SO/
OBts HJ ' Mmdzz* Bsy dzd o ' Mlis+ H d&zO0d3" ydets L
ftoesetcOdRd. 1 Okzo Oy sy, hts o " HfMIsjy k' Is+ Mw
f dzsh ddzd Ef tcOo dz' dzdaw d3d t6d ¥ 4™ d dzd{ JEsiOc Odgts
B tod NJ¥ fsdzv ¢ O o Istsdiz, htsB dBOIsd d3
(stedmMisizo G@H tej MO | P hsB ko' B3¢ dzzlsd f tsd
Mftev 3so Odz' dz20 tsCtej BJr SCttcdMmlskzo OY' 9. ¢
so¢ Bj toj ) dzed 2M Oy OW " ftsHH BW. Ws'sCdzd o d W o
(dOfted S zOH, L OBBteBdz] 2O fscatcOBO OB B
EftcOo dz' dzdz? IstcOW ' CSt5d3), SCtdestesdz ff sdz' Is
fsls' a5 oS dzd C Of sde” I8 SO, HYWUA O | PMHgzs L 'O f(sts
8.14).

rtczed?2 bdzf O SEMsea ] L OMmissmize Odzadzy ¢
LOMssmMizdzC " @ § tsL O dz2O0W B8 dadftddy Js B BlADI8 dlzOHzdzy dizy

Cfdzz E ytst B ted Ny, HJ daj ez’ d3tsy dzd o s
ftesctcOdzd  DeP'l ndaiz] fdaP'dzj y dzed d3 yYddesds "L
(2O ted € d&zOH , fjtojWstcdzOlszo Odzdzw od3 Miskz,
ltesetecORBd DPI, w&' Ldg degslsy ° " dzd' Clskzs
L dzZOHBBdIsdMmw 9o lstelz yOdzdz" , htsB L Of s&zOKB Isc
W' dzt stcOw'dy Mmilwk B OB s mMd milsj dzd L Off dgen" G C
h e Hdzd e d = ftesetcOd) . c¢ ‘ ) fJteh sd
CstedMmMiszp OKOSCdH 2 BEHPY * ¢, ' o' Hf so ' H dg
htsB HtLotdzdlsd fted2dwisd teo' h j CzdznzC td jdsds

L)

5t d i Iy Aodeiiy O
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P sdz' Isd¢d, w¢
ftoscteOdBlz, dzOH f
fj tcoalRfesdz" sdC,| wed?2
d 1 ?ZUOEESZ oflsOdztse dzs © B Ao Hdb
dz' I fsd s f sdz' Is dIR-1zdztdaQoS|
HBLoBdzdIsd/ LIP)B

o b o [ sdz stste, ¢ dgst)
H dzW  dzO HPGSoadeY) fipd

e . MstsmMizdz2¢ d L OBEt
Il dw e dzj ;

[U(I)[} tItSHt?/gtSIStGle)
LOntY dz ([ sdz Iststc o d IRt

v S StcOW " € Hdzw {ft

) U SOodR fH'
Pl d¢ sdz

IP Gateway
(CMTS, GGSN,
ASN/CSN, P-

[ dzj B « IP
DPItg' h j i

=/ \_

=

ststedMmilskz o (
wilstcOW * ¢

[ dH13 [ GLYGH' djsE od@odgmdy L L Ofls
P

I Mk Oddz sk o d fififle] Bzt LdEEYQir; g0y
ftoedL dzOyj dzO Hdzv Elsted d©gOdedzy dzj Mf cOo dzd n G
Z d3j o, 3G dBsydzdetsmis® odwedzj dzdz?y IO
zO0 GGSN. GGSN &0 tsB ‘' LSdEOel fifjdskz olo@CO 1 t
"Hj dalsd W COEs@q s z o @z KGO dzj sB R " HdzsMlIs" )
Pftc@aalr Bjtejnjs. AbkdSy ® DPI, OYH§kEp
LOMissmizez§ C Btcd MisOdzdz ktsh s, W' disykzls!
L Otc Oy J dzd d3 h €' Hdzd o d 3 f tctsG tc ©dzdzd d3 L OB
ftcdodwLOdzedds 1s), * M otcjLdHj dlsOB] o
fso' HEBM®AE] dd" Sfudd i) <ApEG WO deghts'H 'z’ tc Calal.

Il Jé¢tstedmistsokz’ Is! Mw Liseods hdgw MmMdMmlsj BO ¢
Besdz ssbftzdglskdzOyBEds sstcddzcz sO ff tod 2 ds
felstc' Bdets o3 dlsd, wehts ftets fsH' 8 BlzHJ
otcOnBBo ks Yyd tdisls @dz 3MPAPAPRZHPAC C (L Odzj Y dzd = 9 °
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Cjtozo Odedzy sz’ sdC OB, ~RtsyYyoO vyJj BBy dzdoe ts
dzgfj odL dzOyjdz o MmMlsOdzH OtlsOR) .

misdz‘lsqco[, w et
ftosctcOBREz, o Mmlst
BjLYMjtcjHd
LOMIssmMkze Odzdzy o3 | f sdz' Isd €
¢ ©dzO dz' Cta@PPlslzo OYyo (
HSL9 " dz/ L OBBleWO IstcOW *
HSL o' dz/ L OB BtesC

\ o i-Mlstste’ dzS d

[cd bk, ¢ dlst)
H dzv  dzO HPEDdadRYj frpd
MssmMizdzC d L OBE
d tslsteiBd) Y,

[ cdz st o dSIB
5O ' € Hdw f
' COodR fEH'

A\

IP Gateway

(CMTS, GGSN, - 1 Ofmlstsmiz
ASN/CSN, - fsdz' Is
P-GWY) IPIL Ofnls tsfi

vy Ofylsts Eife odsq L g H J
SHBE®RE fedhsets

t dBld wdelsjctetso Odgj o dwWedzj dgdg? IsO

g 8dMmisd O 1
' hjdzdzv |f tets
flsted &gz o @
AlzdzEv, L H OIS dzO 1il syOe v OdtsBOdz' ded 2
O dzts 3O dz’ IsO o 2il dwo dzj dets Oz d3Odz! dzj o dls' ¢ O
3il B9 ' Hisd3dzj dzdz?  dzOISW sSted3’ H dz®
.Al;dZQM WoLe ' Iskze O ftod2dzvIslksw to' h jdzdz O H',
Bjteid' / MdcdOd L Oy’ Mz Bk o OEdzy o' HC ZOH | dzts
HdzW " HjdglsdW'® COy" "’ mmdzfg]tsaludzdzw 0SS ' sy dds '
Ctstcdmlszoa Ou' o/ ff to OH®R dz MO/ ' d' y' @

tdBls 1 ted ¢ dzOH BEIsted d3Odzdz” / B dztsC z 9 O«
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A W N P

. 3. €ZocRoxmRoaxdadasgs3ad:

f sdg steddze Bjtejy': " HAaBH HB &sd
L sde stcddze d3jtej ' HEZBdAzE 9 Odeda? IstcOW
L Bdg sstcddze Bjted ' it atsfdz ddzwy O
L sdg steddze Bjtejy' : f HR'H dtd sted

f OCjls9.o DPI

[ sde steddze  d3j tojday’ L O Y tsfisksC usjdy j dz
OOz L Bjtejydescts kOW Ck § ccddBd
udflsj g cdkdesCBets OdOd Lk koW Ck
sdzv yse ' WhkdSvy' ' Mmdflsjkd cddssiscEE
W CMso OdzdE " dusSshmEkzesodr §sfdzae.
.l Ote' Odzlsd oS tsted s Otegetsdls @ A& BS Is i &ls D
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9. ¢EOst T, TO To6?2pK) Ao8Z Boygos|
0) 6L T ¢ ApmlL ? t Adbs p8t O2 8n,

1 OteOL " dz' S tsdzd dzy dzsy dzO My ted 2 B3OIsd B J
o dCteOMIsd HOdz Ctoj HJIsdzts tctsUD te lOUAfZY L {f 5@ Mt
LOf EMmisdIsd OksO¢lk d2O0 o' HBSOk o ts B f) dzlz
BOdzC " af! €2 fjtej COL. 1 OHLOdyO2dzs 9 Oy d
Btesls! Bd L Jdzj Slstetsdzdzd d3d f tetsdzd ¢ dzj dzdzV d3c
OlOCOBd dz0 Stodlsdydzs d&sQ@¥ztdes ' ' daW stedBOY'

JtecOdz' L Oy' ’ sO tCtcj &3 st d f 5o d da
Isj m desdztsc ' BJLYJSd, " defmistelz o3 dzls d Is ©
fsdgoweCh j egd@vd rBlaHOGctesL BJLJjy , §4teh dg
1dY3ud ftoj HMIsOo dzj dets dzO 2 tistichd diits jisdz’'zho 'O dds © h
sjrdsdzsec' ™ BjLYJSCd. A' HwsHEzCId IsO Isj

-BtcOdzH 30k jtcd (Firewall s) ;

-9 eskzOdz &2 ftedoOlsde d&ijtwdy® (VPN);

-MdMmisy B8 o dwe dzj dzdzv olststecdzj d22 (1 DS)
(IPS);

-d Mmisd &3 o dw dzzd pedzy O dzts B3O

-QolsjdzZlsdwWw® SOy v, OQobttedLOYy' w IO B A&

-Cdzlstesdzr HBsMslkzfz HB djtej ' .

9. 1. O03RaesRj 0302

wimststed ydets BteOdzH 3Oz jtcd (Firewal l s)
Elsted &3dzo Olsd L dzso 3dMmded ¢ & Ctolz? dz' to ddf °
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LORdMistsd3. o' setsHdz BteOdzH @30k j ted IsO f tod
MC zOHded s WhkdSy' 2, ©Cto' & scOHdY' 2dzd s

rJ " dz o0 t' hjdg Hdzw 3] toj ) detse 5 B tc O dzl
fsdz sd¢d H dzw CstedmMiszd @Y’ p OB Y L i tazd to
BOGOIsseo j SIststcdzgdrn OIOS Hdzv to' Ldedr Isdf
Bsy dzd o sfyls ) [z te dzO dz# & O dzdzw (W' ¢moy" 9
HiSL o sdzW & s OH®B dz' MistcOIsste O BjLHJCd
fjtejo oWwisd BB @6V C B totsL (. ste' d3 I
ftcOys 90l €' d $O fscieOkdds L OfMsthnk
CsdzeS toj sdese s ntsflsO. A sdfd ftetsctcOd3
isLedzvwdg s wWE Bjteiyds , OC ° fjtemsdO
dzed 3 Isj - dets dzts G

9. 1. 1. dbas3zananm f3RaesR)]as3?

[ Jto] X dg BtcOdzH &3Oz jtcd ( Net wor k Firewa
9 Otc" 88 Is! Mw o' H HsMisdas W' dzt stc' &9 OC ]|

WedSy' ' fjtjeo' ©Cd MsOdkz kO ¢ dde =g I
OO sko Olsd fsmls' MfdMSd Coddstesds H
BOkh tklsdL Olsste' , hitse LOfsB' ¢lsd HEMskL

toj Mztem' P11 pOOWKGllps, W E dBOEZOh Iskzo Olsd d&Ote
HsMisEf & dzj OColststcd E @iz o DEMB" 8 wdzlsj toc
1 0 tYlndzOteh ckzlsdL Olsstc dZOdzOMN Istso Odzd 2 Is
9on Hded2 IbtcOW' ¢ o' H "AtMmls' 9 wdzlsjtedzj sz +
Bjteiy ). v yYy!' sz fteds zOH' L dztse d3d fded €
Bjte bk Ld upsldsjtcdsddg Is iz, O d&OthtkzlsdL Olstste
wdzls j tedzj Iskz.

[ilts §0OCjildedrn W' dz' stc' & ' € ts5dzlstctsdz!

odL dZOYOs yd, wCd2 kLOW' ¢ dsyj ftesSEtsH(]
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fjtejo' towsls! 9~ Hdzd? IsStc OW"" ¢ B0 dzs tc Oedaf
9 HCtedIsdr MdMilsjd3 OSI (Open Systems |
fOCjJIs'" a dsykzls: OOz LkzoOIlsd §OCiIsd TCF
dzOBtstclz LOLHOMZj e " H! odL dOYyjddr §tcOo ddz
Hsfiskzy . ol todrk Istf j tdsjOC ° jdzj d&3j delsd o  OC j |

td®ml 1 0O0LBoad?2 WO dgObctclf ®f Btste "L B OL
- InternetworkOperatingSystem)

-OHt ] MO HY J 6] &zO;

-OHt MO tedL dzOyJ dzdzv ;

-f stels HY J o] dzO;

-f stflicd L dzOyJ dzdzv ;

-feslsts € 5 dz.

1 OL ts9 Wodz sted fOCjIst e LOLOedyuoO2 daj
tc' o dgw 4, sO¢ "’ w G fstcWHC SO ' dzts d3j te d
f ' Hlso jtHYy jdzadzg" T CP ACK (acknowl edgemen

9. 1. 2. 7T3Reszdtemt svsa3apnpsosg Reszasz NAT

1l tcOdzH BOEZ jted ISOCtsy sy kzls! dZzOH Q9 Olsd
NAT ( Network Address Transl| at i-@mntg J. md.
LOadh jdzedr rBfMis’ 8 E L OCOdz dzsH MIskzf dzz o
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1l tOdgH i3Okz j tod Yyofmlsts odSstdmilstso zs Is!
BOtch clzlsdL Olststed IsO BjLftesosHtse " Istsycd
NAT.

1 0 ORsCOL Odets, W B tcOdzHARAdz] jfidz o] didz]Idste
TsMis® (192.168. 1.-00%) fkxzO( 24098. di' 6Wbdz2 0 10
ZOBOGE O s v s gafla®lsan. H sMiskzyf Hs

1 6 OdzH BO WGBS
1-’1
— —-----—----- 'E-’ﬁ """"""" t """""" e
godaddy.com
| 192.168.1.101 | 209.165.200.225
) i
) odo Olsdz® l b d ydzO

td®m2. 1 OLtsead?2 NAT

NAT HSSLotdkY' tecOdz L Oyw iR o {JEEhpis| s ¥
o dzlzlstc’ N dgs B ted ) 2. 1 02 CtcOh j odCsted fr
LOtjL jtco tso Odz Hd&zw ftcdoOldzse s odSCtsted Ml
HdzWw ftedo Olsded = wddsljdz®©dze]j Isi'j QAP tHs dzd ISP B dzo O |
COL Odz 9 RFC 1918.

v OB dzZefIyw
" Of oL tsdzed ftcdoOlsdzgdr OHtej M, &€
IP Address Range Network Mask
10.0.0.0 to 10.255.255.255 10.0.0.0/8
172.16.0.0 to 172.31.255.255 172.16.0.0/12
192.168.0.0 td92.168.255.255 192.168.0.0/16
U mdesdztse ' NAT Blkzo OB [s! tc' Ldd~ Isdf " o

OHtey M Ysswlskz PAT (Port Address Trans|
fitcjojiMmlsd BOCOIsts ftodMmMistets’ o-0kte jifgl d3ii dak
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fjtej o dBEEtedBOYy' °~ o' odzv MBS POOgets, . W § C
BOh ddzd © SCttfswOsdods 2 &jtejy ' IsteOdadze
10 WhRMsmsOnE)Msy 192. 168. 1. 100 dOKC
HiS ) jmo jt@Hisj M 209. 165.2200. 23@J lso
pdzzlstc' N dz¥ OHEjMk dzO 209. 165. 2004 BRE,
1024 ' L' fMlsOo dfwriosfs df e2t8 4. Tz o Oy s ,
LOd&dh O Is' Mw dzj L &3 dgdzd B ( f stels 80) .

Source Address: 192.168.1.100 Source Address: 209.165.200.226

Destination Address: Destination Address:
209.165.200.230 209.165.200.230
Source Port: 1024 Source Port: 1234
Destination Port: 80 Destination Port; 80
- RAS
/
e/ [192168.1.0/24 ]
[ ]
I 6 OdeH 3O 209.165.200.230
t d ®3. PAT
9. 1. 3. 03RoesRja302 b deoeosesadas 368RaJ

I 60OdzH BOE jted L Ctdastesdzj a3/ § jtoj o' ©C IS
9 ' HMIsjylkz¥ Is C sy dzj L 0° H dzO dzdzv , hts fto
fJtejo' ws yd dzj dzd h § o3 Mls L Octsdzse € C
ftedC ZOHdzd?2 ' o jdz k Sstdmdsdz 0o adkls
H' LdOIsdfmw B " dz' " j ftets IstcOdaL OCy' 8, dz'
5O fwtelsd. S G§Ooddts, BtOdHEOLjE 'L
LO" HdzOdzdzw IsO " HIsteddslz® IsOBdzd ye L ' dagW ts
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B oy B tejydz  jC Ol adClsteltizly s sd o j o1 ¢
o' HE®RI2 “C cddesSO fjttjo WCO f0OCjl' o,
HjlsOd Lk k' v, yd Bhkds kOS] L6' HdAdOM
sBEBoEY s MW. A' &jEOds L s L OBjjpdedyL

OlsO¢ . 1l cOdzH 3OEZJte Ci sco | OS, Cisco /
BicOdzH 301z j to Ci sco Pl X ‘ Cisco Fire:
CBRBzIsOIstste’ o g to" °’ Cisco Cat al yst 6

LBjtojyjdedey o5 MsOdz. | 5de§ B QUL KOs OGS L
fitcjo ©CO fOC ' 9.

9. 1. 4. odofradR €ea3a¥m3adR eRdasmY

s'dz CO ftesctcOdz 9 BOGOE Is! M jy' Odz dgts
ftesaBBHWIS! yYjtejL BOdHBOERZjted. [ B dadn
oBlzHBsozE Is! ' dW-BrcigP yo ¢ C e dz)P dz0 9 Odzls Oy
OBts 9  HCtedo Os Is! olststeddzdz € OdzOdzd dzO H «
BtcOdzH 30Ok jted SO ftedmlstes™ BJjLfJjSd, OC
ftostf sdzlzt Is! B rOdz L3d fjtejo € d L Oflis
Otej Mdes™ " deW stcdzOy' ', htsB HBLeotdzdlsd L GC
ftcOys 0 Ols( . lJ¢tstcdmissokze yd §jtcjo telkz
Btsy z1Is! "HjdesdW " Ckzo Olsd HJdAdOAG ydz ftodL
HOdzd B UdtedL Yy Yotelsdy.f 1HO oS df jcoddrtsctd
fOCjIs' o (Deep Packet | nspecti on) B tc
¢ tsted fdz dzOo Odzls Oy J dzdg® tc" 9 dz" 7 HdzW L O
By 20 dz2O0dzO"N Iszeo Olsd BtOdzH ZOEZjtc Ci sco /
f' ' Ldg P Hsi BEdWgd HAdSteOdzs so d dils o ucsSs®)t
fJjtcjHOOOIsd yjtedL blkdjdd HTTP. 1d IsO¢CHt
LOBBtesdzz f jodedrn SCsdB3OdzH FTP, Isdf & o d3
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9.1.5. OasmdmeR3obaYRom baso

Yy d dzj dzdz' B tc Oldds 'd30dzQ de@ Isigsoilz 0 OlIsd M4 6 d3d ¢
w g LOLOdyo?2 &zOL d o O Is! Hy 3" dz' sOtedL ts5.
Zones) . A Lsded LOBJ LY Jykzs Is BJLYTJCE
o' Ldzddzsd t' odgwdzd BJ LY JSCd SO §ftsdz T O3
we fmjedzd dzlsd, d&O wCdn -ipiscdsON sz’ G Hww §
HESE H' dzsoattsets f Otelsdz] O 90 HY @ O@dEs 35 & QP ol
Ho sd3O DMZ.

A ted30
lJisB
mdtee -
l dzz Is tg
B4 e 3O
f : wdzls § te

[ S Miste-Odzj Is
A HCdzs y dzdzy H S
H' diztosets

t dMm4. ) tedS &ZOH DMZ
10 @WdBMZ Ssfls 1 wgLed jhdd, ovjSE HEMisk

wdzls j-BegflsOd3z. Ci sco ASA Ctdastoetsdzt ' HBMISE
L JSMlstcOdzj Bsd3 d&zO DMZ
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9. 1. 6. Zasd33a>aRdi oam f3RaesosR] 302

1 jtotsdzOdz! dz' BtoOdzH 3O § tax]] (fPseffrizsdovnicade’ R
LOMlstshmizdS d, WS¢ ((dBsydd osmMsOdkssdlsd &O
CstedMmMlszeo Oy’ o, hsB LORdMmMisdlsd " f ©' H L
U J tod3'jde it dzOdz! dzd 2 BtcOdzH &3Oz jtc L OL 8 dy0O?
ftesetcORdesets L OB J LY jJyddedgwr, wCj dBsYyJ CC
Cdz' ' dzglsfp! €dr BOhMddz. w! setsHdz HBMIskY dzj
dzj ' dz € dOHO' thdss ZBO FizOy ' 'Odf M
mMdMmlsj iz &0 thdatso fsojH' dzg¢d L OMktsmizd
1 tcdS ZOHE®R SOCHBEts kdfk fsdctOddses L (
Agent ). CSA &OHO' C'dz €O Whkdbty' 2, wg
dz" IStcOH d y MAsdPXz! dzdf 4 6 Bt OdzH B3Oz § to.
BOGOLBYZdS y' tsdzOdz! dz WhkdSy' ' BJLEJST C
Of sB' G Odzgdz" olststcg dgj dgdz® dzO =~ tsMls;
OndMmls 9" H hfdekda! C et ftosctcOddztsc t
OndMmls 9" H OLOS fjtojtftsodsj dedgv BEW j toC
- WkdzSy' ' BtcOdgH 3Oz jtcO tetsL f sSH ' dzj detse s -
OndéEs’ d dztséts o' H L dzso 3 Mdese s € SH Iz ;
-G 0tOdzls ' W Yy dz' MdesMmils® s jteOy’ 2des’ Mmdf
"dzo j dzZlsOtedL Oy W L OMmlssiizdz ' 9 ;
et Bsyddotsmls' OkuHdkkz kO )k tsdzOdz

1
-

1
-

1
—

1
-

9. 2. Omsae} Rdi am €32YReoam sa3apm

[cOdZ LOYSC seBzissL B3 o oL EBlsOs [s!
Networks), htse LOBjLYfjydlsd y' dz' mdz Mmis+
HOdzgdr HOzW L OBJ LY Jyd dedz?w Gzl Hj dzy' 2 dzts
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dej L Orn d N jdzz B4 o N2 ud ues()dedziusd dzts/op, N etds
9 dlstcOls dzO dzj f slstc’ B dz o dH' dzj dz dz' dz’
BOGCOIts to' Ldedr ftoslstsCtsdz 9, LSt &3O:

- Pointto-Point Tunneling Protocol (PPTPY tctsIssC tsdz Islz dzj ez¥ o (
ksys¢ ®e (PPTP) ;

- Layer 2 Forwarding (L2F) Prototeff tctslstsC tsdz  j toj M d dzO dzdz"

- Layer 2 Tunneling Protocol (L2TRPY tetsIssC tsdz Is lz dzj dzt o O dzdz®

- Generic Routing Encapsulation (GRE) Protoecob © 6 O dz! dzd 2 i tc
CdeS Of Mz dzv y' T BOth ckzlsdL Oy'° ( GRE) ;

- Multiprotocol Label Switching (MPLSYPN-B O Olstsff tetsls s ¢ s dz! d
B sts¢ ( MPLS) VPN;

- Internet Protocol Security (IPsec j L § J ¢ O -fuddiEdsjttcCdigjdlz (| P

- Secure Socket Layer (SSte' 9 jdz@ L Ondh jdzedr MsCjlIs’

l etslstsCsdzd PPTP, L2F, L2TPL, OBGRH j g8
Yy dz' mdz mls! HOdzd - , OQolsjdzsdW¥W " COy' & IO
Bsy jlsj ' HdzOld L2TP, GRE O MPLS 1
1 OG0l BteOdz LOY' 2 oditedmissolze Is! { ot
Isted WEZdeC y Odg hgf (P delz’ Madz' Mis! HOdd -, Ob
HOdzd ) .

tdOdz' LOY" " VPN dsy dzO0 tesL H' dzdlsd dzO H

A VPN &' 3§ mMOIOR): (Stetsdz Isj] tstec Odz
VPN-Islzdzj dz7 d3' ¥ Hetsd3O OBt B ' dz' hj MOLs Odzd
M " dzr dzgj MJjteiHtseodhj, d&OftedSs &zOH wdzlsj tcdz]
| Psec, GRE IO MPLS VPN vw&oRttlstss sdd \

A VPN L 9' HHOdzj dzd-ai3c ¢iasdnds)zyf s | RiBadno 4 Is
ftcOyr 9 Olsd L ' HHOdzj dzd r B, Mye silsjlddC dB
ftodds Mjdedgv, dzg Bd otdd BjLYGMjtejHd &
B t6d %" .
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1 O wObff5C OL Oddtsk dzjPcg'e cls P2 se M@R Iy  Ho 3
(codksodzddfE BY ' M CodfOd ° kO W' d '¥),
Cstdfisko PEOY ¥ C 2 H s &L .

ZIs08o Otels

C 5B Odg
A& n
- IPsec s iz dzj
. e

td®s 1 twed S dzOH  VPINO A" & " offf OL2HISO dzj dzts G t

9. 3. Tagemyosaoes oydte | Psec

| Psec oadStstedmMlssolz’ { tetsls s s5dfIntsraetKeyzlz
Exchange) HdzW  EZL GEGBH)Y J dzda¥  Is Ols zodi)lsd® dats o I
"hed2 Is" OBt 9 ' HHOM] g4s cfipls ta szt @&, dzBHE
BJLUJGCd wdzsjtedzj sk SO ftoeslstStsdsd it
Security Association and Key Maa g e me nt Protocol) ‘ Y
ftoslstsSsdz' 9 EZ§ftwOo dz' dedgv C dzée yOdzd, O MOd3]
Cdzte yodsd SKEME (Secure Key Exchange M
2409 ¢ wEAsEdz] Isdze yOd3d e .

| SAKMP &O° H9o' WOLd: MNOHGzY1 Misd Sists didd:
Ho BdzOf tcOo dzj dzsGts S OdzZOdzEZ Lo O6WLGCE 3 3 SH

w¢e¢ | SAKMP Security Association (SA).
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ANOL O 1

1" H Wound 1 bkLrs'SHeafkvis! mw B A dz €
LsCtej B3O 1sOC d &3] :

-Odze sted Isdzd h ( dhyptior aRydrtzms); ( E n

-OdzestedIsdsd = jh kzo Odzdzyr ( Hashing al gor i

-Gtelzf d -mJ ddd3O dz@Hel(mBn gfobips)e

-3 IssH QolsjdzlsdW " €SOy " (Aut henticatic

-y J ydw*® ydzg' Olsted B kzlsd -spletsfig &t@boytésiiz: dzd ¢ © (

1 dY ud dz09 j HJ dztis I d §f & 'tc Iz ® Relad2s d

- Data Encryption Standard (DES): 64 bits long;

- Triple DES (3DES): 168 bits long;

- Advanced Encryption Standard (AES): 128 bits long;

- AES 192: 192 bits long;

- AES 256: 256 bits long.

bdzetstedIlsdzdd R Jh kzo Odedzy o € dzt yO*¥ Is :

-Odze sBglsdgj ydesets njnhzo Odegdgyr SHA ( Secul

-Odze tstedlsdz HO2HY jMskz o' Hisdgdzj dzdzv 5 N

I shdqtoj dzd d&3d d3dd IssH OB ©Oolsj dzlsdw ™ €SOy
SHdstcOdzE 59 ° okLdzd EZLcectHYEE IS My * dz' dzd
od ¢ sted Mls O dzdz" o3 CdWtcOMistczCIskzto "  HGCted |
Infrastructure).

Il d dBtsydlsj Mlseosstedlsd Phase 1 SA HodiC
-sfdeso dzd 2 twjydd3 ( Mai n mode) ;
-OctejmMdoadzed?2 tjyxdd3 (Aggressive mode) .
Il ShdtsodtsdBz teiyddz' obkLdzd | Ps ®@a3dL ®9 st

ygedzd H&W BELetsH)yjdzdz" | SAKMP SA, Is s H
ZLetsHY jdedgvy SA 9o Ibtc! sn BB dZ2Or 0O J OO0
"HjdzlsdW' COy' 2 dets’ CdeW st dzOy " T, wehis o
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Cazt ' . octedimdoded? tffmplsdds Hi @asHW ] £ @™ 2
Zdhj wehs odCstedmissokyls! v ydWss ' M
{06 &zt stk Bd d2 "' M BO § OC sOBJ

wdz' Y l " Hf B9
e IKE 3
G < > s
I
DES 3pes | L ; > | 3DES
MD5 SHA HDR, SA proposal ; SHA
N 2 - ! HDR, SA choice
|

AOLOZLUGEBH)Y J dzdz" f OteOd3j Iste

. (3]
{Bd da € dz¥ UL 5riE ool
Hellmani tsis te d d3!

A -
>

1
|
I
l
SKEYID < ! [4]
h | HDR, KE R, Nonce R
i
l
l " HBEZOO' Is! 5] !
Hidasdi &0 DR I, HASH i ' >
fitjo' s o HAGHS !
*A' HoO {|QCjld ! : [6]
LONdWtetsa C ! HDR*, ID R, HASH R

t d86. Main Mode kL GEHYJ dadg”

1 O tcipm.o O ®BOwh ckzlsdL Olsstcd totse tcOdBdesc
dz0 dzOh Ists9 Odz O L Qo jth j dzdaw Is Iz dzj dz® Vi
fsL dzOyjdzd?2 w¢ R1,0 9" Hfdsoy HAsygtals d3,1 dO| WRi2
LsBtcOY j dB6. dzO tod M.

stes¢ 1. R1 (' dz' y' ObsteptsfigOr d y'o™ IdZDAAON
fOCjls' R1 dOHMddZzO' Mot dOdzOh Istse Odz

stes¢ 2. R2 ty' dzg' SSbteddBk3oOdzkz ftesf sL dy
wWeCO LB'GO' ' Isifqw L ftsftsLrdy ‘s " dg y' Ols
%ZOLOH R1 bk Hiketsdz §O0Cjlk" .
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S8 (SLfsyOkts B & -Mj ddd®aaGeFbiRE ¢
ZOH fd Z0° Cttedmdzj dz0Oo Odzls Oy j dzdzv 5B B
odfOHCtsot LG jdgj toctso Odzj nondeOyj dadzv, WG j O

stes¢ 4. R2 tslsted sz CdeW sted3OYyt 8 IsO L
LPes] sdzso Odz ¢ tonff Ezzs® dgOdzH 2V W ¥ ') dzj €Oy
stes¢ 5. R1 dzOH Mmd dzO* o s "HjdalsdW " ¢

LON W tso Ocdets L O HEfBBsScsY &Ojt' Odzk €
%O VS stedmlstolk’ Is' MW Hdv OCdslshle @Dy ¥ ot
st 6. R2 f§jtjo' W' ' Hjdisdyds fmls:
" sed®OY' s R1. £j2 §0Cjls kOCEHY L OMdWt

ANOL O 2

AOLO 2 odSittedmistsolz’ Is! MW H&Y EZLGBH)YJ
we hodHGCd2 toj y dd3. | SAKMBSC Sde' ({ PragMmO’ Ct
LOh W tetse Odz' Ce' i3 LOGdBY WO MEBRAKMR.C

fJcjetsotste" © ( Negotiation) d3d 3 HeotARO d
woLlkz 1

wdz" Yy’ Il HY 59
¥ e Phase 2 — Quick Mode = ‘i
R1 1| R2
[
|
ITI | >

HDR*, HASH1, SA proposal, Nonce i [KEi], [ID ci, ID cr]
[
ESt : ESt
3DS | < ! 2] sps
» SHA HDR*, HASH2, SA proposal, Nonce r [KEr], [ID ci, IDcr] | SHA
|
[
|
[
(2] : >
[

HDR*, HASH2

t dH\7. A OLjOcj2c tso ste' o
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1dYyd dOo jHjdets CtetsCd, HOI9P wCdn ftcojH
stes¢ R1 dzOHMd dzO* "HyjdasdW'® COy" 2 gz * d
SHdstcOL s8] CtstedMmdzj dzOo Odzls Oy j dedzv SO (-
KE, wehts oditcdmlstse ' Is+ fgw Secriedy)S PF$ P e
odStstedmistsolz’ Is+ Mw Hdzv dzOH Odzdanj] dzdsd3@AzQ@ .15 9
stesS R2 s’ odgs sktcd BOdzlz ftetsf sL d-
ftosf sLdy' ‘8 IsO dzOH Md zO* ftod2dwiskz ¢ tg1
"HydelsdW " COy' 2 detse bodaW sSQeEROqU) dzcf ds daGiadasdEl
dzi sBso 6V LCsodd3 Ststedmdzed d3 dzOo Odzls Oy j dzdzv d
stes¢ RB1 tsy' dgt' fHesfsrdy ¥ R2 °  dzOH
ELetsHyjdzdz2" | Psec SA. Aj LOfEMEO" f{ tots
| Psec odSCtdmMistsolkz’ HOoO to' L dyjetpslsEP
Is z dzj dz' :

-Cstedmdzy dz09 OdzlsOy jdzdzw BJ LT 4 Gd ° dz€ OFf
Payload): IPf cslssC tsdz 50 ;

-LOGCBdzZsoatsE OQoalsjdzZsdW ' COy' " - clbIs(sSA istdh &
| Psec Bty odistdmkstsokzoOlsd HoO tjyd
A vtwcOdht sxdded2 L &-dM O foslstsS sdzd 9§
ftoslstsCsdz H]j2OGCtOd3 CBtedMmMlszo OyYO® ( UDP)
A vikzdgj dzr dzed?2 tej y JROC i O®Adh O oM I P
stcOdemf stelsded?2 tojydd3 adS stedMmlstsoalz’ s+ Mmw
fOCjls'" 9 HOdzgdr 3 3 BHdztstcOdze pHSER Yo' ASLG!
o ¢ stedMmMlsOdzdz" GRE yjtejL Iskdzj dz | Psec.
hqW¥Wtckzo Odzdzy SO Ot BGY jdids'dav,’ C Oydzd o Rdzd Mls
f* " HECdzs yideddzdd L O fJtedmistets’ d3 VP N. U lzdzj
LOctsdzto 8¢ HB f @O B fn.weCd 2f HCjOgdads tolz ©
B 3 beodhf stelsddds ° Iskzdzj dz' ded 5 tdfjOi5d]dsed
‘Az Of Mk dz! s Odese s 9 GRE, ° to' Ldedys, €t
SO Ikzdzj dz detsdzz toj ¥ d ©ZOR .

269



Original Packet > |[PHdr1 TCP hdr Data

GRE
Encapsulation

> |Phdr2 GREhdr IPHdr1 TCPhdr Data

GRE Over IPsec

Transport Mode > [IPhdr2 ESP hdr GRE hdr IPHdr1 TCP hdr Data

GRE Over IPsec

TunnelMode I IPhdr3 ESPhdr IPhdr2 GRE hdr IPHdr1 TCP hdr Data

td®8. 1 wdS dzOH Wiy dhiBztclszazddzelzy SO Is

9.4. SSL VPN

VPN &0 shdse' SSL f' sctsHd Sttedmslkz’ |
dzOL d o O s BJLJCts IstcOdzmf stelsdetse s o' &
wdzy j daj edzO ttsBtsYO cCtwokzf O wdalsjtedzj Islz | E-
Mlso stcd dzO BWOS ,HAZOE &' L dz o jtm" ~ f tsmlisc
o' HCtedlkd?2 MisOdzH Otsls.

[Hdg " L dO2isflkzdvicd hdrn WEER Yy 2 S
BtcOkL jJto, d&OftdSs dzOH Mi crosoft I nternet
HE OHtjMd ftedmlstotss WPNOyY'v2 Bd3tslz dzdsanjls ' |
o' " jdadza?. sttedfmislzeo OyY" Bsykzls! tlsted d3OIsd
MO2Is' &8, YtlsOdz o * j dzj-¢ Gtedsdzdal” M tfsh (sdzO
Ojtesyf stelskz) . [MC ' d& C€d B ' d2 h ' fMls! dzs Hj 2
TCP443) yjtjL Mot BtOdzH BOEZJjted, dzj BBO’

[dzv B ' & h HjlOd dsets HBflskfkz HEB €t
CstedMiszeo OYO dBsy dzO libemIsSOIdzts o Qilssdc o € dff ** HiHdsi
BjLGCA " dalsfp! €d2 SSL VPN (e bdzBN) s dzls O&zls
SVC (SSL VPN Client) dzOHO' 9" HHOdzj dzd c
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VPN BJL dzj sBn ' HdzsMIs’ dizd 6 N J odd3 OH 7

dZzO dzOh Istso z9 Ols d Cdz' ' dzls(d | Psec VPN dzO
odCtstedmistsoalz hdWwhkg OdzdzvdzOS L', H HYOU) dzts Lz
OolsjdasdW' COy' ' 2O ftedmlstets’ VPN,

9. 5. Lo3B8a92 Yot Ydaoot Yea3yoaaai

bRear MmyRaoat ¥Yees3yasasasats | PS

t BLEedzVdzj dsts MdMmilsj &3d o dw e dzj dadzv o Iststc @ dz
fMdMmisj &3d L OftsB' ¢ Odedz? o lststec dzj dzdzv @ | P!
yd ftdmbtets’, we' oadwedvels! (o twJxdd
Slsted BOIsd dzj Oo Is tsteide s OEIP’ HBdIsEHEMIsE L
ftocsHEZCIsd o desfyls OBt 9dGtcOHJ dzdzv ' daWV Sted
totsL fsH' dzj des’ o ' Hdssod o tBMdzEdtso Iz Odad
l tcdflstets’ | PS LHOLd odwedwisd ofp' y'
9 HCdHOILd dzjo Hftse Hdz2 §0OCjlsd ofjtey
fsdz sdSO®k BjLjSd, daj BEHEL' ftBRtHJ
o' Ha dzdz' Mis! &' 3 MdMmls PROEYOL DB, W CP St t
ZOzOh stso Odats H dzWv B j LtatAH desicLy joul W. o dzj dzdz™

2
=
__________________________________________ =
- -
_/’ | /
MO j i Web Server
| Gem
= =5
= 2L
IDS MARS

{ d®9. 1 tedSdzOHu | DS
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1 © WdMmdzse dizd pded &€ dzOH Md dzO* -y L tca pad.o d12tcc
| DS OdzOdz' Lk §0Cjls ' d&OHMd&O® Mmise  h
ftcd S ZOMARS)S. zSC ' Hdzdod?2 ¢ OMjlkef tslstc Pary
td 910§ 5C OL Odgets, wC Hdmiste'ddj e RS OL &
dzj © " Hftso " Hdzd2 HOCjls, dzOHMddzO® yd M tse"

_/’ /
MmOC j Web Server

@ﬁ | 4 S-MARS

A
{ dB10. ) ted S &ZOH | PS

wihdz* HOo O t' Ldzdr Isdfd | PS:

-d3j toj ydzd 2 NI BBed; Net wor k

-dz20 tshdztse ' (Hosshigded. HI P S

1 ted S d&zOH OB NI PS HOIsydS¢d Cisco | P!
Cisco ASA L W®HbEzdj & ttsLhdtjdd- Mdzkzys
AIP-SSM (Advanced Inspection and Prevention Security Services Module).
lted S zOHEsd3 | PS ®@BA. sMdzse ™ ~t5MisO

[ d ] dg | DS | PS odSttcdMmilsso z¥ Is
O ted € dzOH, M5 dzZOo jHjdz' dad X Ud:

- L' MlsOo dzj dzdzv h gmadetcda’'ion g patt etsnf * L o
h OB dzts dzO d3( ;

-0dz20Odz' L fetslsts€ 5dzlz ;g

-dotedMmisd yded2 0OdzOdz" L ;

-0dzOdz’ L @e@rts t3) dafs 9 .
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9.5.1. Omeecga¥Ymeoamsei <YRfrdaoo]

1 " MisOo dzj dzdzv " -@ataldtsyfizyg Bp BtsHEsdseE " v, L
oqdwodzj dzgdgv 9 IststcG dzj dz hzC O W' CMmtse Odzlz
ftotsn BH W IS a3 toJ X 4 ¥ . c ¢ ftcOo d dzts, h OB dz
fs0wL Odzd 2 L 9 HYf so ' HdztsE f shdzz ¢ 58 OB
HYJtodJ d&ZzO SO ftedL dzOyd dedev. v OCd?2 "  Hea' H
fOCJIO. [HAZOSC o  dz sBMBI Y J dzd2 f sMmdzlz e Od3c
odL Oy dddid fstelsOdid. Gddpsseiizsdsd, *wdgh'tst
fstels to' odgw 4, dzgj S dzOMIW '™ S kels! mw., Aw Is
-Mde dzOlskztc. Ou dg dzQlsdBic Gs E @3S 9 w g 9 ¢ Ol
olststec dzj dzdzv . | Of tcd C ef@K,j Isv SO  if jtsotedsd A TG
st C sSQodOpdg O)dg dzdz?  d3° Misdils! W HESE ¢f f ]
t"WHCO MftcOyYy! solz' Mftse " " jdedgw . st B3 Iss@
sO € dzyjok ILySd Hddzv fjtcjo’ tcCd o ¢ tsdzl

JHdzdd3 "L Getdizsodzdms dgjHGSdZ € 9 L' MlsOo (
fcdLoiMmMlsd HEts LdzOydes oadmMsStsets to' odzgv {ft
MOy sdHygp Ofdafiase * M jdedgw, wWEC' daj ° MftcOo
1 Qo OCd,¢C'Blandy dzd © OISOy By kzlsy ftedL o
OLOS, W' L OL9dyOdsy aDls dffeeo @dgds.! 7z ts{s ddr ff3H c

sB d3d M 4 dz' B Iz dzts Mmise tstcj dzts B' dz' h HisMGC
&ZOL do O° s MW oL ' L dzO9o Odzdzgv d3 L ' Mis O dzj dac
fitejHBOYO' , hts MmMdmilsj d&3d, w gt o ¢ tsdzlzy s

pONcobe®BEEsE Ydzd?2 §stewHES §O0Cjk' o
fsoddedze By dzt 90Id SO ' HistcddBzo Olsd f j t&
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9.5.2. OoaRdmb e3acadady

dbdzOdz' L. ftoslksCsdzz (0Bt " HidMmMd dzO B O
totsL h dtcjodgdzy &3L dzOo Odzdz? h OB dztsdz' ®@ "L L B t6
od¢ tsdalz OdzOdz' L. st tsdziz, Hj Sy o b o
tesL d3tse d . NI DS " Hjdzlsdw’™ Clz° J dzj d3j dzlsd
fstelz” jdzgdgv . 1 JwWE' MmdMmisj i3d o d¥ bdzy dffitsis ts
o fitjo ' tejdedrm HOCjlsOn. wdzh o BBOG O Is
fitcjo ©CO HBoaYydded Ytsdzw o HslssCsd O
ftoesmMissdidz f totslstsC sdz' fJjtj HOY' ftshisd SN
ftedmlste 2 syl f§f ptdz] ¢ &s5E3OZHd SO §f sdzZv, Is
DATA, RSET, NOOP QUI T. Avw sjadz" €O
MftcOy’ selzeo Odz , wehts ftelstsS tsdz, h s O da
Helstedsz* Is! mMw. 1 " dhsets BtsSClz, MdHe§ KO
MftcOyY! o lzo Odadz” , wehis odL dzOy dzdzv  f totslk
cdzz y¢ ' Mlsy Ek 26t tj Odz' L OYy"' "’

9. 5. 3. 0Y3023680yYya26 RaRdmb

wdzh d2 " HR " H HES odwedzj dedgw 3J toj X detsG |
jJotcdmMsdydese s 0OdzOdz' L 2. ( 9 ted MO dzy tzfe d K 'C
izsec" €k MmMlsOldmlsdydesets O0dzOdz" Lz LicOW " ™ CFk
L Oos HOdzdz" f tslstcj BlzY Is! ftoesyj Mste® IsO toj fr
f zOdzz © Odzdz? tetsL G Stels O dzdz” . O d&ze stedIlsdzd d&zO
IstsydztsG ts ZO zOM Iszo O@ddzef N " BB Gy BF stz G
B dz' B3 Lo O 2dtse " tedz MiIsy f sd3d dz€ s9 d =
mMdMmisi i3d By J cJdzj ezoOlsd Mde dzOdz Isted o 5@
fjodesdzsz mtsfMmls® yd @Bty . wdcdOlskztelz IO

fJormdzdsdty " © fOCJIs" 9 (dOftedS dzOH, F OGS IS’
274



9.5. 4. OaRdmb aR a30aY¥Ym ReasRdms

wdzh © fOSkdS0O o' Hilsjyk*  &j tej 3 ded 2
ClzsteBOd dzgd R e stsHj dzj?2 foj HOMDA . L Bds de@
Odes B3Ozl g f ts9 d dadz’ o Py Ol Y, dzB &Gz dzfs
udMmlsjdkd kO fescteOdd, oo jH' dSk wedn
By dz0 ¢ &OMdW " CkeoOlsd w¢ Mmdmlsj kg d&zO
NS ZOH dzgs € ZOMd% ' CkoOlsd Stdtejlsde § S0 j H
shdse n #WoOSdkeEt' o. A' WOCktted o0& ds YO Is!
L3 ded o CtdeStejlsdedr ftoscteOBOR ° L d3 ded
sdfz OdkOd Lk * odweodyj dzdg?v 2O tsfjdzse
steC j Mistekzo Olsd Mo’ MJcdzOdyS stodzdb s5¢ dd fis
C' ' dzyjo' SttdmbkzoOy oLO BsH' sk k &)t
o dwo dzj dedz" (2O tsfydtwe ‘Mot tdeOls i GSB P L OdzO L
HjSCtHEZo Odzdz", Odzj dzj § zZzlsOlsd L ded B o
LOdzj ydisCes' ®wdudOyj dzdn fteslsCtsd o, MG
Bzw'Cj djfjtcjHBOYkRZO Odzj L dzOyj dedzv yd ¢ t
feslssCsd . whdkzslk: B' & h M &OHd &jlst

9. 6. to23809902 ¥Yot¥Ydasoat RoeasRdIdmMse

| DS Is © Il PS L OBoJ'L ff gy ezl b sipisE His o d W o «
ftoedC ZOHdets Bz to' o dz' . [ H dBOSL tsdizd dalpl @3ts MnHA©
DDoSOIsOSd L O HBftdktsess H' 2fddr §0O0Cjls' o
sflsddz L so Odzg' Hdzw o dWwWodz dzgdz?" OIOSE dzO
1" dzr " Mmlsy "L dzdm dzy LOBJLYJykzelsr L OAd
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1dLOOYy O yd dzO Isj, hts Hjwg! ftod Mistcts
shdzats o Odzts 3O dz' 2, dzj sSB R " HdZ H dzw odwe
tcjlsjdz dese s dzOdzOh Islzo Odzdz?Y o tckzydzz (B§ Hifz] |
fslssCd OLOS.

ld sy iy oaditstcdmlssokzeo Olsd MdMmilsj d3d o
OIs©¢ DDoS ' MmMfOdkzO~"' 9 dkzdz' Boatsets HW.
9 ' HiMlsiy k' ®itejydd?2 bweoOw ¢ ° VEGT JEOfHs)
LB dzt M j dzdzy Hsy@QW " Cllzh SO Oelzs 30z’ ° . | Of ted
' " jdgdg" HAEY LOSdMisSkz o'W DDoS, L Ofd
fjtej 2O tcOo dzj dzdzv, fjtejo t6¢d SO fjtj OHL
l1tedC dzOHOBBd MEC ZOHdedr MdMmlsj &3 o dw e dzjdzdz
stcOW " Ck Cisco IsO f tcd-fls @igo Gufirs dzd W ¢ h j dzdg™

Id kOSCHKY dsyjlsj odStsttdmssokoOlsd Ne
Odets 3O dz' 2. 0 Nygjt Fbp Wdets dzts@g * W Ci sco, weo
B34 6 Y detsG 5 stcOW ' CIz. l tod dzOH dz' Mis! o Nzt F
BJLEBShIstso ek o3 dB yy'dzL s Odzd d3 sSBtcOL 53 Ci

Net Flow odSttedmlstsolz’ ftslsStsd do
Lo ko Oddzr ftets fslstsSd, wC' dsPyddist dzyjtef
e odgv 7, WwWCO MCEZOHO' Is! MW L dzqiZOdZON Is@ @ P
M OdzMm iz .

9. 7. OYcaoasgodmdRe mt , RYga32bRc mit
] €e3RYdmeaoat measasgoadmdRc muwr

AAA (Aut henticati on, Aut hori zati on
e’ hjdgdgw, wQ LOBJ LY Jykze st CBdzlstetsdz? HE
tesSLH' dZOofzipgzh MEtsdzyd fy°° AAA SO E§fttOo dz
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bolsj dzlsdw* COY" v i 4 u tf heeasmytj imc afft ji tawojno) " tc € d
shdzats o "hAdz R " HjdsdW' €Oy 2dzdr  HOdzd R
HOdzd - , so¢das wC fOttsd IsO ' dzh ' € Odsidn C
bolsjdzZlsdW '™ SOy v hdqesCs odEtstedmlstsolz’ Is*
CtedMlskzo OyYyo, wWed2 dzOd3zOchR) tdso jfife’ ‘[z 98" j2LIH]te
Hsfiszfz, HB OHA d MOLSKLO, Wwid2 o9ats
Bz Cd2 " dzh d2?2 dpists] RdzdhzWY zdnt " h dzsE 5 dzO dz

stsdzyjfy' v Oolsjdzlsd¥®W ' SOy’ ftesMmilsO. I
Zdzs Bdzj dese s BOdzS 2, COMdte LOfdlsO o Oh"
tcOrlzdzC E Istshts). 1 H' Bdedd3 yddaetsdz d3j tggf >y J ¢
By kzls! LOfdlkzoOIsd E 90Mm BBk ¢t HOM
htsB tlsted 3OIsd HtsMils EPMYS dHas "dglghtedj * to juitfiz tefiz’ He!

polststedL Oy v QEOAWjt hgrszmat i 0®) HS BBEG S
ftcdMmilste" 2 LBdKO' dz2OB' oW Otcd © 8 Oalzdzy W € St
ftcOQots odCtdzzo Ols( . A OlstcdBlzIsd o dd3 to
tdLbkzd SOIsd fftsojtelsOs Iss Mw dzO d3d tod ) dzd 2 |
CstedmMlszo OYO O BB A Y 4 dz2’ .

[BdZ' ¢ (Acodowintimwgyshy LBtk SO 'dzO#i Mgt
CstedMmMlszo OYUO 2O MJjteo jte AAA, wed?2 eodSct
ontHE (Stdzd CttedmMlskzo Oy ko' 2h s ° od2hN
HsMisz Y . Ay " daWtstedzdOy' ¥ By dz0 o dSstedmls
OzHdlklk SO Lo Isdsis’ .

4! Scgfgdc ] 90~ o dEstedMmMlssolzs st MW Ho O (-

- 4dzzy B O " HH Odzj dzts’ Oo9 Is jRBEPIPY (RENDIG
Authentication Dialin User Service);

-mMdmilsJ 3O ETAEACS{derndndtAccess Controller Access Control
System Plus).
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9. 7. 1. €3 RaUpa-d

RADIUSO yj hdtstts fhdtej dd?2 MisOdH Otcls dzc
odL &OyYyJdzd2 E RFC 2865. RADI US {ftOys
RADI US LOL9duyuO?2 dOLdoOslIs+ MmMjteco jesd3 HE

server). NASYH jot6s HH GYEZ H Ot B tOROY " f tots
RADI US. [jtjyde ftedimstes’ , IkO¢*' wg

CsBzlsOlsted, dsykzls! H wWIsd w¢ NAS ° O0Os
9 HYftse" " H' MmMdtwo jJtt®O® RADI US. Cisco tfsL |

TACACS+ ' H &&OLets® ACS (Cisco Secure £
ACS " HIstedd@3sz® hdtetsCd?2 dzOB ' tc WhkdzC y' 2

o Cdzt yor Is! dzOMmilskzy dzj :

-f " HIsted 3¢ © OolsjdzlsdW ™ €Oy Ctedmilsizo O
Directory Access Promo | ) ° ODBC (Open Database
-f " Hsted BC O cdzzyStsets Isdfkz Ooalsj dalsd W ™ ¢
stcOdzmf Stclsdzse s to' oadgv tetsL " ot 9 OdetsTESD), 1 to
LOARdM jded2 EAP (PEAP), Gz ySk ©Oolsj dzl
Isz dzj dz¥ & ARIEAAN'S T()E OdzestedIlsds HO2HY J Mz |
MD5) 1O ' dg"' fteslss¢ tsdzd ;

-yoOfmsed?2 HEMIsE;

-d3sy dzd 9 ' MiIst L O9 O BlLAs(Gjzdfwic dHirpisMte tsBé Iz Hig * o d
BOtch tclsdL Olststed, BtOdzH ZOEjtcd IsO VPN,;
-QolststedL Oy v CdBOdzH fftedMmilstets ;
-tetsL h dtej dz'  WelsdEE 'Oy ' MddedOL d HOdzdrm ° 6,
-sBd3j  jdadew HEsSMisEzfz HtS d3j toj " ;
-Bsy dzdo sMmils’™ HiIsOdz! des™ L o' Isdesmis® SO E
-fotsW ' &2 CtstedmMlskzo Oy 9 ' ctekzf ftoedMmistet
t d®ll " dzs Mstez® BOLBOd?2 ftesyjm Oslsj dal
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=]
J

P RADIUS- § tc ®
[ gteee "
L),
i
Access—Request
@ »
Access—Accept (With Authorization Attributes)
< @
Accounting Request (Start)
©) >
Accounting Response to Client
< @
Accounting Request (Stop)
B >
Accounting Response to Client
< ®
tdmll I tetsyjm OoelsjdzElsdW ' COy' °’ R

1dyud dOojHjdzs Ctes9QH, LBBOYj d dzO
stes¢ 1. 106dls dzO HBMlskzf dOHMJ&ZO' Is! M
BOtch clsdL Oststc©®) HEts Mjteo jtcO RADI US.
stes¢ 2. c¢hts CtstedMmisizo OyYO figjiie jhicds RSI
Hs Cdz'  dzgs O AAA dzOHMd dzO* Is! v § tso ' H d3dzd
HsMistzt 2 dew Islsw  d3syd 3" Misdilsd Oltedelzlisd
990" BBC dzj dets. (cShts CstedmMlsikzo Oy daj ftes2h ts5¢
ZOHMd d&zO' Is! Mw fotso DH Bt edzs HEMIskzY ' .
stes¢ 3. 1 59" Htsdgdzj dzdzv ' s tLaOrftd)ls tsod HiEEd ©
Cdz" " dzgs©O AAA (WCh B dzZOdzOM Istseo Odzs dzO tsB dz'
stes¢ 4. Cc C g tcRA B WO XOh Istso Odzs  H dzw ¢
f' Hilse jtoH Y j dzdaW 3.

stesC 5. Y Offfgd&dzfipiz C stedMmlskzo OyYyoO o' Hi
(L Ef gsdeSo@ ) dZ2OHMddzO' s+ Mw o' H Cdz' * dzZls©O A
fjjtco jte RADI US.
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stcts¢ 6. CcC g tcRA Rl W dzOh Istso Odes H dzw ¢
' HIseo j toH Y J dzdzV d3.

Kj?2 tsBLdg ‘d@ fdes ' Is! Mmw Y tedL UDP. tls
o stedmlsso 2 Is f stels UDP 1645 Hd&v Ools
spdz Ck. 1" h" tjOdZ LOYy' ' odSttedmistsolt

sO ftstls UDP 1813 Hdzw tBd CIk.

g jtcojtc RADI US I[sOC tsy' digsly j A AlZOH @)l tdaPds i Is
fsmMsOyodz dzgd € © L Odzj ydes 9" H t6j Odz' L Oy
By Zzls! B3 Misdlsd IsOG@H ¢ jdafCOs tolgy ' # tod W d&O U
" deW stedzgOy " o i tots QolsstedL Oy "' & . HJj tco J f
Qolsj dzlsdwW ' Sty ' OGy'IsO 909 It dzgd?2 yd&dz L odvwL

stejBO LOEZoaOYdIs(d, hs ftesksCtsdz RADI U
MdedzOdz" L Oy~ 9o M’ dz degd S soadm MdMisj BZOA
LOB dzde DI AMETER.

9. 7. 2. (€Z3a8adad TACACSH+

TACACS+ 6 yJ fisdssCj L jSd AAA, tesL totsB
LOBjJ LY juyk® yj dzstcOdz' L soOdzz f jtej o' teClz ¢
HsMiskzy HEts fHtodmlstes &8 HBBMETE HE dj o]
f" " Hsted &3¢ 2 Ctj &3dr BsHEZAz! dzgdm L OMmtsB
TACACS+* LOBj LY jyjdedg" tHtsodes’™ ' HIsted d&3C
Bitejrdoddd ftedimisteswdd. 10 o  HB delz o
TCPf stels 49 L O LOMBBso yko Odzdz" &5 L Og' fls
HsL 8 sdzd Is f smisOyOdz dzd € O3 oS¢ tsted Mistse

o stedmlsso z8 Is o Jjtefm' TCP H dzw tcj O
Qolsjdzlsdgw ™ COy" ° TACACS+ mMatsy O dzO R A
QolsjdzsdW® SOy ' dO MmMjtea jte TACACSw¥ L jwg

GOMIskf dzd s § o' Hisddj d' &OLOH HE NAS:
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-ACCEPTS stcd Milszo Oyo Blkdzs EMmf " hdets ©olsj dzl
BkH] HBLoBdzjdes. (Chts fslstc’' BdZzO OolststodL
L Y’ et dBsdzj dzls iz .

- REJECT: OQolsjdzsdW¥W ' COy"' & CstedMmiszo Oy
mMjtco jcO TACACS+ NYAIS BSdsa]d fryIsGiztfo tddmyf ] o dzts ac
mMftesBlkz Oolsj dzsd¥®W '™ €Oy

-ERROR: MOdzOmw B3¢0 ' H yoOf Osls
fesBdzy &3 L ' HGEdzt yjdzdgv d3 Hts d3gj tej ' OB

-CONTI NUE: ¢CttedmlskzoOyjo' (ot tsdkz' Is’ |
HdMo lsj dzZsdW " SOy

1 “"fqdzw L Qo jteh jdzdgw fJtetsyj Mk Ooelsj dzlsd W
mMjtea jtec TACACS+ fjtcjratHdIS! HES JjIsOfk (
QolsstedL Oy'° TACACS+, Cttedmlskzeo Oy ftse do

CS cOdzkzL jod2 Mmls@zidtdls, § RAJDG jUdsd &3 f tot
TACACSH.

9. 7. 3. tesacaeemn J] e3RYdmaat meaaasgodmqd

1 OG0OlIsts te' h j dg ‘ mMdMmMisi i3 bk tcOo dz' dzdz
Z{f tcOo dzw & Is ftcOo Odzd HsMiskz] &z Ctsted Mis iz
f' Hitcd di3sMiseo O/ CSsR3f Odz' ™ Wdipisdzo OB
BJLUJSGd SO HBIsted d©30dzdzy destcd3sOIsdo dzd~ o dd
Hts B ' dz hts’ Isjted3 deso sfis’ totsL ¢tstels Odadzy
dbklsjdzsdW¥ ™ COy' v Dlebafipdetdo " a udthdejn?t i@ c at i
Cosdeyd f yos &z’ dzdetc " HJj dzgsdW * COy" "8 . AJ HEY
9 Oy dzd o fdlsOdzdz? o  Hy s9 ' HdzsMIS’ cC MIsts 3
1 Of ted € dzOH , LO HGYfB®BRBGEsE OkzlsjdzsdW * €Oy
ontSHdl! k Bitiylkz, &ty GljdyxEdsdo  H oS
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ftsoddzgj dz d30OIsd HBMiskzyf. JdaHWYd L 2G6ts
Bzlsd tsBd3j yJjded?2 E HtsMbikzf' HB Ctdlsdydss’
IEEE 802.1X6 yJ4 MmMlsOdzH Otels, wCd2 odL dzOyoO’ C
stcOdzmf stclszo Odami* W' EAPMHuUteicysodh j PPP OB
HiSL 9 sdzw ° fodddzcmMsots CBdzlstetsdzé 9 Olsd HisMIs|
ftcd Mistets’ ZO O O Is! Mmw slsted d3OIs d HisMis
ME ZOH O Is! Mw L Istc! 5n C R tsdzj dzls’ o :
-igf &z COdzls ( Supplicant) ;

-z lsj dzlsdwW " (CAUstshent i cat or ) ;

-ijtco jtc OoalsjdzsdW'  COy" " (Authenticati
vz dz' §Qpgls ftesctcOdzey L OB J L T J yd dedav , w
¢C' dzyj otse s CstedMmlszo OYO. bolsjdzZsdwW ' € OlIs
BjJLHtcsSlssa O IssyS O HBMiskzY ) Qffig ey @ PO dz@izh
QolsjdalsdW¥W' SOy " yjtedLr fHftskssSsdz RADI US.

98. t 96863 adt ®©va38) c] NAG sa3apm

S ts dzls t¢ 5 dz! HisMiszf &z (Netiwrk dgjmisgion ‘ContNI®Cy j
BOGOISBS sd3f tsdzj dzlsdzj t' h j dzdzv , wei fjtedo
fjtcjJH ornBHBMH A sdstEjcrlz . NAYJCO oaHf ISOC sy Bt
wedna tojfMmiktem® 8 ®BO' HBMIskY €' dy a0 Istsy¢
‘ Cdzs ytso tss Y O fMmis d dzts & (Cisco dSeHpefénidinf o Netwotk D N |
Il nitiative). [ "M"w SDNI {§dvecOf d&j tsx
odwedzwisd, LOftsB' 60OIsd IsO OHOfIskzo Olsd mw
9 0tc’ Odzls On :

- NAC Appliance( v j » BACY. O dzO tsMhdztso CCA ;(Ci scc

-NAC Framework: LOCOMdz degscOdzzL j 9 O ' dz

282



9. 8. 1. 7TNACSAppiaRce

NAC Appliance ©OBts CCA HO L BEGE Bt
BJLYJGCd hPdwatsdy B dtsC kzeo Odzdzv , tesL d3' h j dz
dzj © " Hf s " Hdzd » MdMmiIsj d3. l df tcOo dzj dedgv o °
lsdzZ' sd€d O oddsed, IwiGncedd( ks YDA
ZzO2 dzseo ' htséts Odzlsdo ' kefdzsets H totsetc OdZdzs G
(Ju) ' fOlsy" "9 BJLTJECd. NAC Appliance
otcOL dzdotsMmisj 2 dz0O BOhddz ¢ dzyjotsets € Sto
ZO0 thdFEd' Ctedimfisze Oy’ o, w g ZzZO zZOG O Is
t " hjdedz" NAC Appliance d&syj BBy dlsd,
CstedmMiszo OY' , LOdZjydts 9" H "~ n tsd . v
© CAM (Clean Access Manager) .

vl ndeiSscco DA fif@dgw L Iste! tsn thdatso dzd n

- jteo jto ydmlstsae ts Clears fdsdzd $erve€ A SH I9'] -~ #2C ¢
by tc@aal’ dsjsted > d*

-CAM( Cl ean Access Manager): SJitk' tH

-Cl ean Access Agent (g sBtsoOwVWL (S 5
Cdz' ' dzlstsds H dzw < Odzkz o O dzdzw tcj " Mistelz dzO
mMitdHBaoadh OA

CAM ditsyj SCJjtkzoaOlsd HB 40 CAS L Odzj )y dz
smdats o C'dz CsMIs” i ° Histcf[diiz'o Owlad = 1 EAG . €
LOdzjydets ©" H o9oMlsOdatse dzj dats’ dz' y4 daL
SHdsyOmdzd- Cdz' ‘" dzls’ 9/ CstedMmMlszo Oy 8, wg°

CAS sy d Bzlsd twtLcetstedzzlsts [k-b a dzit)s tc O
fsL OmMBszec o sdith a@@B (Wt 3BEY 2Is! ftotsf 2
SsHddd3 ‘"L Hettm MM’ o:

- dsMmisseo d2 (Beidgadd wigpdE LOL o dyo?2 dzOL do O
o' .olskzOdz! dztsegts N dze L Iz
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-tgf y dd3 RZOteh Radedmadlpy ' £ CtsdW " e zteOy" W a2 R
NAT Gateway.

Id d@tsydlsy dwOZzOMNIsH®OEBH €©€ANdAE ,B 2Adz]
toj )y dd3 LO tOL. 1 Of ted € d&zOH , wehts od
o' LolslzOdz desets hdzs Lz, od dzgj By jlsj OCH
hdzse L. Aj btsdkiz, "t odB ' to tojyddsz of dzd o C

1 O P12 Of tej HMIs BA&EJ dzEzO dZOh Istseo Odzd 2 Bk 6]
hdzge LEZ. v Yy sz ftedS dzOH" dzjL ORdh jded a3 (

O LORdN jdetse (dzOH " 2datss ) Bjtejyje ° VLAN
,[otehtslzlsq - [ Oth Ll ls daszn
10.10.10.1/24 " 10.10.10.1/24 | ‘

VLAN 10 —> VLAN 10 —
IP-OHtey MO HTESe
CASTGBMOI fls st t5 dzd
D ek O 10.10.10.100/24 weal
’ CAS & tecjqug” .
] B lzntso QUi P-OH G MO dzj CACRES/ izt
teg  dds fils st t5 dad
192.168.10.100/24
VLAN 110 — VLAN 110 —>
VLAN 110 — VLAN 110 —

DHCP Client 5 DHCP Client f

10.10.10.55/24 192.168.10.123/2
O] B

{ BHI2CAS b tg sk Odr dzseRsal Pdzé L Iz

sdz' ‘ dzsf)l O B QOEMisOda’ &' WOMOKBP2
Hiso ' toj dzgs’ Bitejy' (16 tBOG Ga®) h dwvL
& Mls. [ Othtklsd Sd' ‘ dsO DHCP € QfLtdfids to
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LOSdh jd2 2 kifdd el 5C QLO0dzs CAS, dzOdzOh stso
IP.

v Y dd Re al | P CAS H'' weg dBOteh tolz
Hsodzded dzj d&zOH " 2 dzd?2 " dzlsjteWw j2Mmd CAS L
[so ' t6j dzZO $H HAjWFYDO. 0/ 248 1 D2 .dij6H8s.91 Oc !
tcj 1 dd3 Re al | P Cdz' * dzgsd DHCP L OLo9dy0O?2
IP-OHtej M SO " dzh 2 ' daW ste 30 Y t¢d L REOGFO.Is  JE¢
DHCP 308 " Isdzz OHtcj M. AJ HO' LBSGEE LB
LOtcOY Jdz o' tekemtsdz, ' BtsCkzoaOld "7 9o'H

10 BOYOdzdz" &3 CAS sy dzO dzOdzOh Iskzo Olsd |
} HesHWyd §° HMEZEREKSY Jf tdid@sye’ 20 INGA o te ]
H' Of OLtsdzz (1 B) OBts fsLO H' Of OL sdzsd3 ( C

-9 lskzOdz! dzgd?2 h dzv L | B (tejydd3 ftotsL tstot
dzj dzOH ' 2 dets® SO dzQH " 2 dets® 3J 64 3 Od3(

-IBReall P Gat eway: ftcOys we hdzg L LO
B 6 N

-1 B NAT Gateway (odStstdmlstsolm ‘Is &
BOteh tczlsdL Olstste/ hdzs L L O L Osso Ylzo Odzdz o3

-9 telskzOdz dzd?2 hdz6eL OOB (teiydd3 ftosL Stets
we 9 telskzOdz dzd2 hdz¥ L f ' @iy " OO dzls d
CstedMmMlsko Oy BEZH] it C;dz yjdzd?2 gL 0O H'W C

-OOBReall P Gateway: MmftsyGsE &H ‘HH ‘yOfif O ods
s Mmjtesd¥ "  CoOoy" ', fjteh d y Cttedmlsize Oy
6y ddselsts Cstedmisize OUumf oy & dz ®) dedb? o35 jou

-hdzs L OOB NAT (odSBtedmisselz’ I8! fpww Cdzdhhd
NAT ' H yoOfp Oeljdadsd®¥ '™ COy" sO MmJtlsd
fjtej Cdzs yjdzd2 L O &B3jy" H' Of OL tsdzlz

Il d Bsyilk] twsLetslsOlsd CASttkL Etclk O dzdzy

-tds L G s tels O dzdz(Edgf depldyrise®itv -

-y dzZlstc Odz' L s 9 O difentimtizeddéeptoysn@izdzw
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Y s Od L 5o Odzj
[ jlssH ¥
Cjydd ' odw 2

o dazw

1 @GdH3f sC OL Odes tesL G Stcls O dzdaw

to ts (Certtradie@etigdeppymind ¥ j to
LJydzesets totsL G Stels O dzdztizO @ap H o I ‘dz
(dBBsmls) , t°

3 ( BOEh t

fJdtedwWwit’ 2

fted S dZOH"' dzj d2OH' 2 dzed?2 " dzglsjte¥ j2f ' HE d
"dels oW 2 " HCdz¢ yj dets HESWVIDANDjKEGAB] daBAM
(VLAN 123). v vy!' sz fttdSdzOH' CAS O
hdzs LEZ IsO L' MisOo dzw * VLAN 10 L VLAN 110
,[Otehtelzlscflﬁr):\'
O !VLAN 123 SW1
L
CAM
VLAN 10
\\
CAS  [7jmmem)
Edge Deployment
VLAN 110
VLAN 110
s |
—/
/
{ 8§13t L EtelsOdzdz fted Mistetss NAC

10 tWddff.tcj HMMlsQg dzb O &z’ L 59 Odzj

L e Btcls O

Yy sk ftedC dzOH' HBeo ' toj dzd 2 dzj dzOH * 2 dzd
Hs Y desteOdz degsets CtsdkzlsOltsted® (SWL1). s
VLAN. | jukzONL2MS‘® VLAN 110, dzOH' 2 dgtss
Cjtekzs yss VLAN ° VLAN 123.
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[ Oth tglztsq.?}’:i

4 VLAN 10
mm VLAN 123 mm
ﬂ.-.-.—.! ~TANTIO ﬂ.-.-.—.!

CAM SW1 CAS

Centralized
VLAN 110 Deployment

—
—

VLAN 110

)

t dMLIAAJ delstcOdz' L 59 Odzj tesL G stels O dzdz™

KjdestcOdz' L so Odzgj toL EttelsOdzdzr NAC Appl
tctsL G stols Odzdz” sM¢ " d €d otdts CtOhj ]
MidjHtsadh Orn MjtejHds SGts SO o jdzd S BSEBE tot
O ¥zjLdydzets, oBEZHBO Odzd 2 .

9.8.2. NAC Framework

NAC Frameworkd yjJ c¢OdzzL jo O ' dz' y' Olsde © ¢ °
LOBJ LY Jykz’ fidtcjo KGR fMils Odzkz L O HEBY{ &
LOBJ LY jJuyddedzd o ftedmlstets™ HEMskzflkz HE d3f
sO¢C v &BOwhtekzlsdL Olsstcd, CtsBzlOltsted, ¢t
BjLHictsoasets HsfMiskzflkz SO " dzh*. 1 Oc0OIsts
Cisco NAC. A f Otclsdzj ed Ci sco o€ dz¢ yoO

ftescteOdRdese s L OB L j yJddeis' Me tsdef doydzs © g d
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C jtolzo Odzdzv d3 o dtf cOo dzj dzdzV di3d , o dtetsB dzd ¢ C
"HjdzsdW' SOy’ O " dzgh d &3] .

z2tsB BlteddzOlsd dzO2dzseo ' hd2 MmMfdmsec §tsm
NAC, fitj2H"'Is! dzgO Mbte' dzSk http:/ /] wwy
NAC.

] 8H Bdzs HEB8 NAC Appliance, NAC Fr ame

-@& j dzls (WA @gend;

- NAD;

- tco J .o ((Rdry Beffv&y( Ci sco Secure ACS OB

10 BOYOdzdz" B3 o sy jIsjy odEstcdmlstsoalzo O
sSO¢ Miwd jtod LBods Ndg 587 Ysdz d&d, MmJjto,
h B LOBjLH judlisd B' dz' h Cli3f dzj ¢ Mdz W
LOMssMmtse 28 Is! fsdz' Isd¢d, zO dzOh Istso Odz
SHdsyOmdes  jtj MddzOs yd teBdz' ¢ a2 HO@J dls
NAC ¢  dzyjotsegts matsMls®O. NAC Framewor k {°
yom fitjo te€d MOk BijLfj¢d d&O ¢' dzyJj o

-1 P Layer 3 NAC: oS tstcdmlsse 2° EAP 1
LOLody0o?2 tcL EBtelsO’ Is+ Mmw ) BOtcAB Al dls @®
Ctsdzyy dzlstcOlsstce©®n VPN 3000.

- NAC Layer 2 | P: oS tstcdmlsso z° Eol
CBzlsOlststc©Or Ci sco Catalyst. [ 1 ~0Odg L g
OHtejmM ARP (Address Resolution Protocoa

-1 " 8 j d& NAC 2 802. 1X¥WEzdfftg" ndgz'n jldds@w
fsmMdzked L fsedzdBdzj detste f jtojo' tEtsr MlsOd

[ Mdzso dzO H ' OC tc Q@15 § 5 U® MBdz® ° dzO dz¥ tc O M ls
fsedzvHEz odMmMsCBsEts to' o dzgv .
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EAP Over U

------- >
< 1) EAP Over 802.1x= . EAP Over RADIUS= 2) HCAP
4 _______
— = -
Ml stdkIsC Cisco ujte | to
NAC Agent Catalyst Secure ACS f smlsOyOd

EAP Over RADIUS
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Server + agent PC + agent
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=D
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Deception server

N

Agent 1: OS Windows 10
Installed software:

1) WinRAR v5.9
2) Putty v0.5 A
3) s

Agent 2: OS Debian 9
Installed software:
1) MySQL Server v8.0
2) OpenSSH v7.6
3)ew.
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ATM
SCADA
loT
Clouds

Deception Tokens (fake OS

platforms)

Detecting attacks in stages

B OdzC sd30ls
SCADA
loT

M d30 te d

1 J BO°
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1 J BO°
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EDR EDR +
Orchestration JteC Mt € O +
Active Directory dbSIsdodzO 1 dtej L+
Database 1 OHOdzd n 14 BO' HOdzd R
Shared resource sl dz dzd?2 toj Mkt j BO' HOd] R
Using client images l S stedMmls Odzdzy 1L +
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Open APIfor integration 1 HC tcAPHd2v  ° dzls +
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1 O¢ Odz' dz' fted S ZOHd ool sd o9 Is j

ftejL jdsOy" * X.250Z8PzXMLOISBN, ASCII, EBCDIC,
JPEG, MP3Is s ts.
3) dJ O8kpion (¢ J Oz S o M fPtc ©o dz' dzdzv M j Odzh O i
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[ " odde MjOdziz L OBJLTJ Uk’ B'PHetAg HA3G
B' dzhj dBitjyddddd rmisO®d. Aj2 t' o j dz
L' WL CLk hdzw ntsd3 o MisOdztse dzj dzdzv ZH{ tcO
(o d&zOMIsde " Mls+ TCP) &' ¥ HotdBO okL zOBJ
mMi Odzm' 9, O IsOC tsHe CHdtc th j W' dsOEz off jHtelgssd
10 y!' sz o' adz’ odStdzze Is' mMw dzOMiskz{ dz

f ' Hstedd&3¢d SO L Oo jteh jdedz" MMmJj Odzm® ® L 90"

- Name lookup and security functions WkdCy' o fshzCE
BJLYJSCd (OkljdzsdW® SOy v, OolbttedL Oy

- Place ment of header information in a packet tetsL d&3' h | dz
CdW sted3dOYy' T L Ozt C O o HOC I, wC(d
LOC " daykz® s+ v 5o ' HisdBRdzj dedz™ ;

- Data synchronization MmMddzrn tctsdz" L Oy "' W HOdzd ~ .
Mddemtetsdz' L Oy' 5 3" 3 o' o dzj df frig' Codalpjlzds ofr
SHjte)yzo Oyod HOdz] = ;

- Controls whether the data being exchanged Ctsdzlstetsdzt * ,
wedad ®sBd3 df¥ls!mw ' H YoM Mmj Odzmk
2O " oHEZY dzj SMde" G s9° HsSd3dzj dzdzv .

l eslssC sdzd MJ ONEBEOS SRPE, SECKS MR TP, SDP,

H.245 NFS Istsh 5.

4) v e Odzm fianspert (v e OdzMy Stels dpdi2dD fipS © ‘gadate " 2 da(
4t MPpedg) dzs’ © HOdzdm d3° 3 okL ZOB] d3J
f* " HIso jtoHY jdzdgv IsO BBzdz' Isdf dzj ¢ Mz o O dzdzw

st Odetf stelsded 2 6 9 j dz GOOdzs Iz h ts

f sd3d dzts € fsmMdz" Hsoadzets SO BJL o9lsteOIls yd
ftesectcORO, wWaO, f Hicp Mzt WEO Hsfiskzy HT
Bsy kls? BsBdHOo O €' dzy’ L O° HdzOdzdzw tetsL f s5YC
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10 bOdhf stlsdsdz ' od' o d¢ s o e
Y MOods©Odiss o iz de@izlstso OdzO0 HisMis Oo § O BHOG dia] Rz
f sils5Cdsede dzj dzdzv , Y isdg alziz§ dzdzy  f 5 di3d dzts €
1 0cO0dz dz btcOdhf stelsdz’ ol sdd, W
l sl sd Hj 2 ls0UDEdserDataghiin Rritacd) yUDP
Yy fJtetslstsCtsdz BjL LO° HAdOdzdzw, W A& @azd Bz
rsHdz §° HiseojtHY jdzdz? dzj fJjtjHO® Is! MW

ftoesf ZmMCdzz L HOIldz fMmls! ‘ Bj dzh 2 L Olsted
BOCGOISSOHtcj Mdats’ fjteijHOY' , h JtietsC s d3s @
LoOWLECE o toj Odz desd3dz yOMm' ', 0 HYjtcdR dial
1 s9 ' Htsd3dzj dzdzv , dzOH ' ) dzO dz' L O HisSH t

Hj 21506 tcOdz0d3d .
lteslssC sz k1 tc ©o ddCRz@vanstigsior Goirgl jP¥otocol).
TCPO yd ftolstsStsdz, ' ' disscoOdd?2 d&O L O
dzOH ' 2 dz' Mis! " H yYyomd ~ls tc Odizinyf s # k& Is &5 G Gzth
Hsf sdicses TCP ftsettOBO, WwWEO dOHMJC
OBts fjtejo tlk Itsets, hts HOdZ H' 2 fMdas
Hdzw BOGOIs! sn flotslstsygdejaqHiPe O dzf Y BY W«
J dzj € Is tc s dzdzts ’ f shisgdtej HHQY O o GOHEE]o=O B j L
sHdded Yy fJtedHOY' HOdzdr E ftelsS sd
rdqeo ' Ist mw IsOC By dstg Is s tdipdsd@ts’ Is & to Al Ctadtsn) Is & )
M Odzz o Odzdz” f sStels” o .
letsls s € lis@dizim tostdris'day - tc© EBCP ° UDPR HyWwe' f s
ftoslstsC sdzdyt ¢ €' daPte B tc O dztf 5o ls dziSkEz SAFP,9 dz'
2%$0 1 .$##0
5 dtcjNeBvork ( d3 toj Y dzd 2-ulstclr § thezfclz © Odzdz?  Is (
BOGCOItsozL dziso 58 dzd 6 N J ¥, o Cdzt yOr yd
Ctodzlstesdzr IstcOW " € 2.
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t"eojd dBjteiy' (OB wdzs plodePblz) Oo ok
hdwas o, wWC' odittcdmlssokelss MW HdwW §jte]
Ad twhoajdzd, dO wEtsdRkBkz fttOyssls! BOwLh telzlso
10 d&Bjtejyjosdz t' o dg o d Vstdzglzfy) By ‘w, Is
Biteddo' OHtej md HEEE YOH to S fiadeidsy B d W o dzj
BOh gtz s Oy v, WeESigsdzs § sMd' H SO dEstyist d
odw o dzj dzdzv, s C & Bststedze f sSdsEIkz ted3jo tag
CBdzstetsdz! O3ff sgsef WetsG ariny B d h dzs L Iz
£j2 t' ojdd odh dg@OR, Md&zOH W &Gk d dzOIs d
shdztse ' dzOMiskzl dztsa ts:
zigse d i i A’
- fto' stedlsjls BBMdzEZE s 9o Odadz”
Codgh W OC stistc d § 5 daise ts dz- stcOW " € Iz,
WticOE R dZsOy' v SO frsolststedz® LB' ©C0O
[ jtogep? " 0 j dz@ IsOS o' H 5K tedlxy jsdzdig®™) dftdesdds ju
2 W' LMAQIdzOH@ej Md, wW¢' oditttdMmissolzs Is! iqw
CcChts ftso' Hisdidzj dedzg? L OdzOHIsts o j dzd S j H
"deh se s 2O COdZOdz! desdBz o' e dz', f tso ' Htsd3d
WitcOG d3j dzls ‘yois dgEO taBijotedp’ 20 BHd&sBEZz o kL dz' .
dzj L Odzj y dets IsO ftsolststedes LBJtoOs Is: v  dzO® |
sSBBoOVWLCsSos, o HsdgdzwIsd f tets f sd3d dz& d
10 y! sdiikz ' o dz' -f s O H¥(etdenetBsojototlz] Is
ltotsils s Cdp drdtsg dhic * o dgvtc 'IRES dzO diggls j X' o dz' 9
dzOMiszy dz' L Oc OIEGNRIEPsedf lieXs BRPS A NR] . st5h (5.
6) s OdzOdz f j tc jDat®hink (HSORBEFRdz! dack @201t * 8 gz ¥ j t
COHt' &8 HOdZdr A& ¥ HotBO okzL ZzOdZd, L 6
1 0 COdzOda'deets dfOCtg'Isd HOdzedr CtsHEZB Is! Mw 9
Hd i c@alalr’ f Sls§ B3, O IsOCtsy HA&v o MmisOdzts:
B Y HotsdBO W' Ldydes L O HdzZOdzed 3 o 2L dzOdzd
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l'" &z tsBtetsB dzV fsd3ddzC d dzO W' L dydetsd3kz
HeMIsOo C B8 B QH'tcd Mistesw iz © tSHdZ 2 dzs€ C
HOdzedr, WG d&OLdo Ot Is: y' BdEsSCd HOd-
B ted ' . [T yBItedydzO BOth eklsdL Oy v SO <«
LOBJ LY juksls: Mw odhdBd t' o@a B tAFOWE
LsMjted HY ko Olsdmw dz0 dzsC Odz dz2' 2 HEsMIsOo Yy’

IEEE80206 yj Mm' d&3j 2MmMlsets fMlsOdzH Otcls® &8, h s M
Bjtedy ' HTBH dwels! ' 9ajd¢ COdOdzE § j toj H

-6 9 j HA tc @iz’ dztse ' yuz®kldzC (Logiéal link control) 1
LOBj LY jykz* P tc dgary CtOdOE@tsd3 f j toj HOY' H
fjtoj o' ol iz is@gmptsf slstsCtsds * Mddemrtesdz L Oy

-6 9 jedftc @aial’ HtsMisk{ s5d3 MASGMdYijnsaceess aoaifitholp
EftcOodzw € okLtsdz kB d&jte " silstcd d3iz Hts Ml
fjtcj HOYyk HB dzg G ts.

1 dzh Ml R Blskg sdetsdzts @ IEEE 820 o g Rtk g Mistso
MAC-OHtej Md, w¢' od¢ st 1 tzv MOH dzdP M GIH

l etslss€ sdm oydes cotsLEtherne®ARP ) PPP, Token ring,

StarLAN, NDP, L2TP Istsh ts.

7) A" L d yBbysikcal (A" L dyded 2) 7td jotgjd@ OyoO I[sO
dzj sBtosBdzj dzgdr f slssC" " ® B 'Is' 9 yjtejr W
At Ldyded?2 tof o j d# ‘ dzO02 dzd ¥ ydd3 tc' o dzj

Z dzC y dg[RBOdisy dzde sfplsj 2, wEC° oL O BSH'
LOBJ LY jyJdedgv d3 ° BB~ Odz' L dzsd3 M d ¢ dzO dz'
l' d tBtetsB dzV* fjtcjHOYUEZ O ftd2td o
fsssCk B'Is"9 yYyjtjr W' rdyded MmMjtjHTE
odhdr ' oadz o. B tsHzHEOR,Ils S @rejsdz'f, YO
odSstcdMmistsoaze Is! Mw Hdzv fHtoj HMIsOo dzj dzda”
AtLdyded?2 ' 9 jdz LOBJLYJ Yz :

==
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CsHizo OdzdzY HOdzedRr: f jtojlsotstcj dedg?W fsH
W' Ldydese s datsfp' w . l“dz odL d&zOyo* ,
HoCRoak 1, wC Hftod?2 d3dOdz! dzO MmlsOdzy’ v

"B' ke d2 yofm", ' w¢ §td? @ade &zO f
fed Ste' § dzj dzdz? Wt W' Ldyudsets Mjtejt
CsdzlsOCl' & BO¢ s tetsL 6 B ' Hdzw
Cdas OC Is?

§ ndz O fitjHOY' : odL dzOyo" , Y ¢

fjtcj HO9 Olsd mw L O HSf Sdi3sG ts8 s
h et shddzesoats (OdOdztcetsats’ ) Mdcc
fjtcj HOYoO W' Lduydesets MjtejHtsadh O: i
s Isdydz hd ¢ dzO dzd , hs o' HPEHH zu OBAL
oqdL dzOyo’ , w gt f OtcOd3j Isted WL do
o tedmMlssokzoaOIsd O ME' &z €d o tsdz
HdzZw ftoj HMIsOo dzj dzdz" HOdzsets Mis Odzlz
W'Lduydeses mMjtejHsadh O
lteslss s deddsgdic ‘day v j - detsdztsG * y! sets  tof
WicOyJ tco tsdEDN, DElg 6 WL & &,y d&fuitooth’ ,o jhda dzlz
CAN W' L dydddSB taV ‘oL jdda{ dzftRernds ' IEEE 42394,
RS232Is M 5.

l jtor d"' odi® L d o O Is-tcfy dzR dgdf Isdzdey] drld® L3d @ O 5 Is ¢
Bz dz' s domgljdsd . 2

VU BSHjdz' OSI|I EZftcOedz dedz? f jtojHO' Is! Mw
fjtejHOY' HOdedr ' H BHd '  BOhMdded HTS
HSHOISC ' & 2H] odzdL HEts W' Ldquydzsets 6
BO"N ddzgd IO Mlsotstc 'IS'tcQdgjrL’ jtco dgz € s *

HOBO oBEH JTEPIP(ledds o zH | dgE HZ08.] 5 QRO
4 t'odz 9. 1dyud dOo jHjdes ' 9dzg BESH | d
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6 o j dz@ { totsy jPipkessiAppicatiorCLdger ;

-ts fRAsts M Is / Is tc © dzf {f tsitesk tzd Rost/Bransppriayer
‘dzls | tetelz] ds|ptéenet Layer

HesMiskzy Hts d3d to] MNetlvdek Ascgsadélink Laged W L € Iz

Id fsoddede §OROIWISOL], hts dgj BO* ' flst
TCP/ I P ' &Hjd OSI . [ 'l deooSeal dgtsin lstzw
TCP/IP Model Protocols and Services 0OSI Model
Application
lication HTTP, FTP, TELNET, NTP, =
App DHCP, PING Presentation
Session
Transport TCP, UDP Transport
Network IP, ARP, ICMP Network
ETHERNET, FIBER oo
Hamoronk ltactors ROUTERS, SWITCHES -
Physical

t 0.5 [ sH joddz o Misj Sk folsts sd ¢

104. a3 anaR ReszasxrRemMt e©3)] yayoa m 6

[SHjd COdOdkkz, "t BEdO ftjHMmlsOs dzj dzO
ZO BOGOLtt sadzjotscisz ftoj HilsOo dzj dzdz' ) I
fsBEZHED Olsd fMmdfilsj BBz, s @n tgj MGy ' o edztrR duziz
L dzOdzcdBvylgd, f jteb dzd Os® NijtesL 23 dedzy o dCtsted
2 ' t' 9dzv 3 HosEffisiozddzH b “Ols in fpvitslaes dyy dRjj dgts ,. OH |
oS stedMmissokze Is! Mitscfs' H o q®f C 3] tf]topd s i ts o3
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H JtemMsdzOdz! dzad d3d ¢ s dytftsdfselftstasO dgd,, W1CsO . Bz H
ftcd HMNIsOo dzjl@BO dzO ted M.

I ’j
Host A

W 7
Layer 3 IP Address 192.168.1.100 Layer 3 IP Address 192.168.1.200
Layer 3 Subnet Mask 255.255.255.0 Layer 3 Subnet Mask 255.255.255.0
Layer 2 MAC Address 0010:1111:1111 Layer 2 MAC Address 0010:1111:2222
t diP.6 HEej MOYy' ~ t' odgw 2 ° ' o

skls MdMls-Pe@j sél PLI 2HOH 6AY . 158 QD o o6wW
fdflsj ks 19 PostlB)s.. 11 2 G20 wkiafjdfi?  fltePd L dzO+
mMoizzysd ttsL L dzOo Odzdzy Hostzf dz" ¢ dz®F t& d § dzO Haf
fodflstes’ L @OSGHYIS! MW o GHdZ 2 &jte] "

o dCstd Misidgy’ HA toj ZO 5O §todL dzOYj dedz I
SubnetMask. 1 ®ls' d5 Hdz" Lo owWLSE & ¥ fdmstt
CsCd:

S s 1d3d ted Y 4 9 O fesctcOdO, weo od¢t
odistdmistdHodr A MIEFPtStcs fOCJils "LOBGBEsH CC

IP-OHte ] MO HY jt] &zZO tc' o dgv 3: 192.168. 1.

A dz2 sO@@tc] BO ' o9 dgv 3 192.168.1. 200

1 OzOh Iskzo Odzdzv TCP: SYN

MAC-OHtej MO HYJtejdzO tc" odg" 2: 0010: 11171

MAC-OHte MO ftdL dzOyd dedevw tc' o dzv 2: ??27?27?:

Step 1: The network application used for communicat ion is using

TCP. Host A creates a packet with the following information in the

headers:

Layer 3 Source IP Address: 192.168.1.100

Layer 3 Destination IP Address: 192.168.1.200
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TCP Setting: SYN
Layer 2 Source MAC Address: 0010:1111:1111

Layer 2 Destination MAC Address: ???7?:?2??7?:?2?7?7?

| OkzOh szo Odzgdz" TCP SYN 9C0OLE‘ d2O@ Isj,
LO" HdzOdzdzgw T CP. 1 Okzo Oy KOQjH,tc jpw Fftdyls diO udgj
1" d2 fijtjo todls! Sjh ARP dzO dzOv o dz fls:
f tod fyls tc ¢ bdgjO digfffjv W Y ses, Cjh ARP dzj

stetsE MAMmls A -Le@flsdzls HARWP o (-0 dz0 J I dedzts © WM 42C
B. 1l sdzv 9 Yy sz § OS¢ JIs’ sO¢ "
IP-OHtej MO HY jte] &ZzZO tc' o dgv 3: 192.168. 1.
A" dz2 sOtc] RO t' o dgv 3: 192.168.1.200
MAC-OHt] MO tYg dvy d: 0010:1111:1111
MAC-OHtej MO ftdL dzOyJ dedzv tc' o dzgv 2: FFFF:
Step 2 : Host A prepares an ARP request to determine the Layer 2 MAC
Address of Host B. The fields in this packet are as follows:
Layer 3 Source IP Address: 192.168.1.100
Layer 3 Destination IP Address: 192.168.1.200

Layer 2 Source MAC Address: 0010:1111:1111
Layer 2 Destination MAC Address: FFFF:FFFF.FFFF (Broadcast)

stesf¢ MWtsmls B kOB " ARPHYytse HO' Cdz
MAC-OHtej Mz sOGBYz tdztseo dz¢ ° -Cg dzO fy'daip? s tcAFOR
tetsL f " L dzOo Odzdzv ' 3 dz Hdzw Atsmlskz A. Aj {f¢t
ftso jlsOIlsd ' deW sted3Oy " ¥ . ]l sazv sOGC

IP-OHtej MO HYJjtej dZO tc" odgw 3: 192.168. 1.

A dz2 sO@ic] BO t° 9 dgv 3 192.168.1.100

MAC-OHte] MO | g dy dZO: 0010:1111: 2222

MAC-OHtej MO fJtedL dzOyJ dedzv tc' o dzv 2: 0010:

Layer 3 Source IP Address: 192.168.1.200
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Layer 3 Destination IP Address: 192.168.1.100
Layer 2 Source MAC Address: 0010:1111:2222
Layer 2 Destination MAC Address: 0010:1111:1111

s Kjfjt osms A &syj d&OH' MdOkd
fOCjilk' & Misdl! M» KOCO ' dg¥ BtedkOY' W :

IP-OHtc ] MO HY jtoj dzO tc' o daw
A dz s®@W®tc] BO ' o dav 3
1 OdzOh Iszo Odzdz?v TCP: SYN

3: 192.168. 1.

192.168.1.200

MAC-OHt] MO HYJt] ZO t" 9adgw 2: 0010: 1111

MAC-OH tc J I @O ipdetlzy tc' o da¥
Layer 3 Source IP Address: 192.168.1.100

Layer 3 Destination IP Address: 192.168.1.200

TCP Setting: SYN

Layer 2 Source MAC Address: 0010:1111:1111
Layer 2 Destination MAC Address: 0010:1111:2222

2: 0010:1111: -

sttsS MMl B oTCR $YNTCRISYN AGKO

IP-OHte ] MO HYJte] dZO tc' o dagv
A" &z s®@Wic] BO ' o9 dzv 3:
1 OzOh Iskzo Odzdz2?v TCP: SYN

3: 192.168. 1.

192.168.1.100

ACK

MAC-OHtej O HY jtoj kO to" odg" 2: 0010: 1111

MAC-OHt] MO f tedL dzOyJ dzdzw
Layer 3 Source IP Address: 192.168.1.200
Layer 3 Destination IP Address: 192.168.1.100

TCP Setting: SYN ACK

Layer 2 Source MAC Address: 0010:1111:2222
Layer 2 Destination MAC Address: 0010:1111:1111

st AsMls ¢ o' Hiso' HO

k¢ silsdGPOddzd ' Fftso' HO
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IP-OHtej MO HYJtej dZO te" odgw 3: 192.168. 1.
A" &z s®@Wtc] BO t° o9 dzv 3: 192.168.1. 200
1 OdzOh Iszeo Odzdzr TCP: ACK

MAC-OHteJ MO HY JteJ &zO te" acdgy 2: 0010: 11171
MAC-OHtej MO HtdL dzOyJ dedzgv tc" oz 2: 0010:
Layer 3 Source IP Address: 192.168.1.100

Layer 3 Destination IP Address: 192.168.1.200

TCP Setting: ACK

Layer 2 Source MAC Address: 0010:1111:1111
Layer 2 Destination MAC Address: 0010:1111:2222

255, wSed Y ftdhmbies’ bEdfhds ©' w1dd dC
Yyd IO L OH' wo s HiiOByde dedef tc S i fide] Odzj MY
BOh tklsdL Oststsd (hdzs L L O L O®Rss Ykzo Odzede"

10. 5. ZoeRaat e©dt 3Roadessgi3adl

1.1 "HAatsHd HBs OBMlstcOGCkzo Odzdz?y C OdzOdzz ff §
2. vjdzj Ssd3zdz’ SOy 2 d20 disH Jdz2 S OdzOzz  §
. BHjd &jtjydtsects COdOzE § jtcjHOY" H
4. [ jtej 2O OHt ] MOY' W Hickzetets stej Is! ts
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11. L E T 0 dbpd Z¢Aog Obs OOpmpq CZ¢A206¢LsS
z2o6¢600B8 OOl ?

11.1. ZasaeRYyR ©eRao2g smp e€3a6a3R92

11.1. 1. €3a26032 mM gagado

l ESEteOBO MS ZOH O s MW L SHMESE. 5 1 AsEsy jH
ZO2ftesmis® M Pryj ls j CHUWKDPROS Mz ts§ d S sdz ' s M
C'dzr CO YbsS'o odCtsdizs Is! fithread - § js dzs P € )
SHdddy2sf Meoy' 220 MdMmisj B0 odH" dv' {te
odC gz o @IKz B UYziMIsd dzlz S sHEZ ftetsyj MiE Odea Q &
yom eodStsdlze s mw " dzh dd3 § slsts§ 503,

sty jdze ftesyjm dzOHO' ] Mkztemd, dzjsBR"' H
o' tolszOdz dzgd?2 OHtej Mdzd?2 ftetsmls' to, CtsSH,

sB' ‘Clk'o, CwdlsjSCMmls BjLEjCd, bkd SOd
Mittj HSo O (' stedlsjlsk, & d O dzd 2
OBk ' fddO2dd tHdd s’ $ odf tsdod

fssC iz, hts yoOfmilsts  d2OL jdte o thtddrdsCptntry dzts o
thread, O©Odzj &Yy J Mlso stct 990 BHE H L tIsSHE @IS UL 5 R "5 Gfist
1 slsi§y MmMEklsdz Mls: E ftetsyjm', wWek &y d
fslssCd fttsyd Mk M & des o S tstedmistso k2 IsH
s© MmdMmilsj dddz toj Mktemd. st i3 Istsets, CBYJ
ftc' tstcdd®flzk o @ dzdzv ZsC Odz dzgy MmMreatsoadh j  slis
fslssClk SO d&OB'te MlstekzCIskzts, w gt mMd Mmils Jj «
Csdzls j Sz fsktsClkz HB 2 t¢ts thread dentex® dzdzv .
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o Cdzg Yo' dzOB "'t toj ¢ Mistc' 9 BEGM Hcls HISO JHf 8
s Mlsj ¢ CttedMmMlskzoOYO o OHt] MdetsdBkz { oty
BOId o d&zOMded?2 SCtdelsjSMls BjLfjSd, wed2 o
Cdz' " dzls® 9.

Mi crosoft Wi ndows ' HIsted d3lzpreemp®¥§ 8B °
multitasking , h Mo tstets ' jJWJjCIls BHdMYyYOMdse s
C'dzt €sn ftosyjmM 9. 1 0O BOGCOIf sy Mistedzts
o JCsdzzo Olsd 'S dz R teftfif jisfiptistE ' & , 2O S tsBY ' ¢ Is

11.1.2. tea3af 2 €a3aeRym ©Raog

1" BBl dtsd3 HfCHmaRE] d'ddzdidsd ftesyj Mo
fJtej mMddzOdzdz? HOdzdr © ' H sk H'Y SIsdTHC
o e sdzzs Is! Mw EOAs' LA~ ¢ f esQYd I dzOH Md dzO*
&zOL do O° Is! fmw ' Hf tcO9o dzd & 5. 1 sl €, woC
dzOL dofp¥ ISOHt] MOIsdE yd tHjtykzeOyjd. ¢c¢h
ftesyy i' , Ists Hdzw tBd3 gz HOdzd Bd BB ¥ dzd
LA dzdz' SO LOMsBd Mddemtesdz L Oy' W flssC’
feslssCd odStdkze s Mw- fas s Cdzizd B f isy j H O F
LOGOdz degdr L 3 deded s ° Hdzv BB dzgz H Odzad i3
sf jteOy' 2dzs’™ MdMmlsj Bd. ¢cShs etsoastedlsd ¢
ftetsyd MO Mlse st * Is! Mmw COdzOdz ¢ jtoj HOVY
f s5COL Odztd11dzO ted fny.

stetlst s fosvihdddis ftedmistec' 2 SO tsBslskz
9o Cdz6 yo' on ' Hd2zd?2 IsO o9dnm "  Hdzd2 BEW jted { O
sO LOcOdz dzgz f OB wlis:, HBMEzf HB WwWEt’ |
§4 tc] azOMls z Y dpesds:

- d2 ks’ € wHtcO st j tcOnp =2 datdzts ciB[Lirplsiz] Wo
LOfdmMEz' " °» k2 MOcOdz dzz f O3’ w Is!
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Heked?2 6l S wHEO ydlM' LHEYdd il B2 LEO ¢

sstedmlsko OyY'TA" T2 sEgf sBsctss o dC dd¢ L
s jtOy' 2dts’ Mdfhlsj g EBEIB2e hEfHiskl H dets.
fjtej Md zOddz HOMEISEIE fHBldDCd s v &zOMis b

il ¢ CodOfeE® HOdBL o9 £ Isills s
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OLE §f " HIsted oslz° MC &zZOH ts9 ° HESC Iz d3d dzls@ls d°
oftcso OH Y j dz OBt ffseo' vL Odg HOdz" , w@&° 1
ftocsctcORBz HAzW tcj HOGEZo Odzdzy HOdzd~. Aj HE
weddz " dgh ddz f tetsc tc O ZOEECONKE ' d ¢ dsts[tc APl O s
HOdzd~ tsB' ' SISO YSFf©®] WzOBsSEIzo O tso € W dzOdzd ~
Cdzls j eW j 2 Md.

11.24. Ooda30236Roat doemiIYRooat eRoog edt

stsif ' ¢ o Odadz™ H Odzd - HiSL 9 tsdzw LOMstsmik d
fiocetcOBEZz L O HH tsd@BUWSCOPYDATA A H 8 d3dzlf jdiiay H
342



My  oftcOy’ B d>risL @AQlsi thyfiyf EAE e | to L O sy 2 dz¢
1 Offs s S ted2 BO° , fsoddzj dz L dzOlsd Y stedt
‘"Hjdzsd% CkoOlsd o HfttOoadzdSO. 1 HY tcOo dzC
wWelk f sfyd dze Sl 2 tBSEOM i U d § .

ssf ' ¥ 9 Odzdz" HOMEBStRBEEROLZ Olsd Hdw ho
AW sted3OYyt T " de" T 2 fesetcOdR3 L O HE sdsEE

11.25. Ooda30236Reaoat DDE wedt | PC

DDB ydJ  tcsilsfigokltmpdalgH @dzd d3ef S d2 HEtSL o Sdzw
sBd3 dzt 9 Olsdmw HOdzd d3d @&tc ®A3d dzdgE ¥ & Iis'tc 3@ OE
DDEH dzW SSHdtstcOL o dr B A& dz' 9 HOdzd &3 OB
ftoesetcOdRRd tsdsodzt 8 Is! BHddz SHdcEe o B tk

ABStedzOlsd HOdzd R, " tsDDRE] S usHe'ddNGsle ‘zfgvs + fqpw W
od¢ tsted Misvts odzlE Wsj tints dPDEdpty ddd@izL ¢ dzW i OldedfsL h d te |
B rOdz LBz BEW jtcO B dzlz. 1 W jte B A3 dat
SHdsteOL so 5 o' Hfts9 "' H' O SCdkOdzHEz ¢ st
"l MlsOo dIs ODE O LAjddggO.2 " dz' y' ¢ ' Iso By O¢ s gz
oz ftosHBoaE' WEkEdSy BdzkoOlIsd BjL f BHC
Ists@ t5, Bsy 20 o dL dzOyODEd hiss cdg@fislsf to SHECAE] ~Mm
M Jy Odz dztsc ts fLic@ffn sG] dAZBD diddy’ 3 Is' Mdats § ts¢
Hts BB A dzz H Odzd d3d .

[ B3 DiEfRsy ZIs! o  HBERZOo OlsdmMw ' 3 ftesctcOd
Csdf ' s Isjte’ OBt dzO ' Ldzdmn SCRY' v IsjtcOR

DDE dzj ‘ IsO¢ JWiSIlsdoe dzts,. WCH dz@ZAs ® ‘o d Is
9d¢tsted MSBBEEZ 0 OB ' dzgh "IPCdig) ~ Ofdz’ H AES[H W Is ¢
dzgj sSBR ' Hdets " dalsjteWj2f L " fdalzs ysDDEf tets @ to C
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11.26. Ooda30236Roaat bmazseRYdaoosoat JRedmyY ¢

1 Mo dzj dedz? W O2dz" ©¢ HESL O tsdzv ftetsyj Mk
B Iz dzd Bzt fOd wis' ) Hztc § Mbas 317 § MY
dSstedMmlssoalzo Olsd f totsMmis” sf jtcOy" ’ fs¢ O
Q2dzz. ¢cS¢hts HoeO OBt B "dhj ftesyjm' o
02 dz' 9, CoydJdz ftesyjm wlsted Bz fsC O yd
ftoesmistste’ , VW RdMsBeEH) OBJECBAY yYdlsOdzdzw C
ltetsyj Md f 9 d dzdz oditcdMmlstsozo Olsd tsB "' ‘!
htsB LOftB  GlIsd ftshCwHYjdedz® HOdzdr E B Oc

[ dzw dzOH O dzdz" " d3d dztse Odats’ My ' dz' dzts’ |
oS stedMmistso zaod@Is do dffisiesld oL * Mis Oo dzj dadew W
Motstcjdzdz? B' ' CIsO L " MisOodzj dadzg? W O2dz' o
sB' ‘Gl L' MsOodzj dgdz?v WO 9 Mfted?2 BO' Is
ftosyd Md dEsykzls! Slsted 3OIsd HBMIsEf HE Ist
MOodzkd?2 ' ‘" Cls L' MlsOodzj dgdz?w W O2dz' 9.

1 " MisOodzj dedgw W O2dz" @ HBsMdls! JWJjCIlsdo dats
f nbtedgze s ¥ ©§fJjOy’ 2dts® MMy BsE,
dzj MOdzS ' tsdzts o Odzts Bz f sh CtsHY j dadss HOdzd
odSCtsted mMisderdzp P ey MOBI dzO dzts L =iztsdk
Bsy 20 adStedMmlssoalzo O yjtejL ditej ki

1' MisOo dzj dzdyyy WA kR'Ised o dzd2 MY tsm™ B HdAzW H ¢
2O BHdtBz SCtikf' slsjtc' Hdzw M dz¢ detsc s
LOBJ LY Judisd MmdfaE®EhMHOB®d. © o

== = O
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11.2.7. Ooda3036Roaat Mailslot edt | PC

Mail slots LOBJjLYJykz' ®Eed@ Ml tetstydedzg, 2 O
mailslot ‘ fn) J nEds|pttc 5 d3 wdzh ° ftesyd Md, w g C
mailslot 9" Hf cOQo dzv ¥ Is! i 59 ‘mailsladzj dzdzy@rt chig@
fso' Hsddapadsliat . © | 7 H dzg' f so ' Htsdgdzj dzdzv L
mailslot .Mailslot LB jtc' ¢ O ffts9 ' Hsd3dzj dedgnailsiotts Is d !
dzi Lydbk’ oA l esyj i) mdgislof,j IsBAXIs d° wWEdz' fr
mailslot sz HoGMlsstesdzdz® b OO ‘HABHHS dIMS G R
fshlssodnrn MslktsC.

sdzt Yyso O OlEf YHBtcd dgz® MG dzOH ts9 ° HiSC Iz dgj «
9 Cdzt YyoOlsd offtctso OHY j d OBt o' WL Odz
LOf EM¢ OF Is "deh 2 ftetscteOdRRlz Hdzv tej HOGIz¢
tetsL h d o OwHEsH! debsf csetcOtss , h s OlsEd COdde d M
sB' ‘' CIsd dzOH O¥ Is! HsMlskzYy HB HOdzdr tsB'
ftso' wWLOdedr WhkdzCy' 2, o' HBsdBBdr WwWEC ' dzlsj toW

1 Okzo Oy J dzdpy d dzj dzdz™ o d¢ sted Mmis O dzda” f totsls
dlsOdzsdz dzO MEC ZOH Odzdzw 1 s jtoj Hdz t5° 9 J tof
o jteh" " 25314 IsO Windows Server Previe
Remot e Mai |l sl ot LO L OdBtse ykzeo Odzdzy 3. A
sfils Ols ts Y dats ¢ sWinddgws O dzj dzdzV L

11.28. Osda®x3eRoaat dqRaRdmY edt | PC

wfn dzlz Ho O Isdfd COdzOdz' 9 Gditydz Hdgdis iy BASE
" 34 dzts o Odz § @dzdzdzdgdz’ ¢ OdzO dzd HiSL 8 SdzW ¥ Is
fjtcjHOo Ols(d CdeW ste 3Oy " B SHddz BHdt®GE.
odStstcdMmlstsolz’ Is' v Hdzw f jtoj dzOf tcOo dzj dzdz™
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HOdzedr HBY tdz! et ftetsyjmkz, hHise o' dz o3
ftotsyj ftsdz. [ dzv B d3" dzgz H Odzd di3gd o SB 5n
dzj sBr ' Hdes Mlsoatstcdlsd Ho O Odetsdz dzdz ¢ OdzO«
sHddz COdzOdz L O HBYItBsetss H MEtdfssteO® L
Yy!' sets COdzOdzz L O H s {flds@RsdMs. s (HAEOR e f Usdstic C
LOf dMmMEz' HOd o ' dhd2 COd&zOdk O BOk! ¢
COdzOdzd dzy Bsy kzls! odSstcdMmistsalzo Olsd mw
odSstcdmistsozo Olsdmw &3 3 dzijL o' wiL Oded B 1 t

W dztso Odzd d C OeaPide[ o) Herjlsi' Oy H Odzd & &3
fse’ WL Ode of tois ff jefip@gdn O dzd  t6°. L dgchn § SOBY" dZsl
Mjtco jtcO ' i3 deso Odese s C OOz Mmlso stek ° ‘
AW, wCed2 &O' BhkIsd fjttjHOdd2 Mot
w2 LdO' "YW COoOdOdizE, d&Btsyj o  HStdIlsd
HsMlszfkz, oS0LOdk]r ftsyjmMsd Mijte jLd ' (
Mitco jtcO SO Cdz' ' dzgs©O HBs COdROdzE o tsdzd s
sfjtOy" ' yYydlsOdedzg? O L OfdMmMk dzO C O0dzOdz' .

$dzts dz' o3z’ COdOdzd L OB LY jykze Is! JWjcl
MisOdzH Otcls dzd ~ 9n ' Hdzd n OBts odm' Hdzd R H
CEdRf' skjte' . wdj dzso Odz' S OdzOdzd dzOH O Is:
fjtejHOY' HOdzdr &' 4 HOBARO { towsy §iz00 dsdh,dz
CEhf' ssjte’ OB 65 dBjtejy' .

11.29. Ooda3238Reaat RPC edt | PC

RPHtsLotsdzY' ftosetcOBRBOA3 o' HHO®&RAks dzg d ¢ btz
odCdzd ¢ WEBEOU Oy ° d3' X daPtetsy flzgGrizd ¢ sd3ff ' &
tc' Ldzdr CBRY' tlsjtcOn k2 d&Bjte] N

RPC h sH O tzl® Windows 9 Hftseo HO' mMjtcJ HiS®

ts B Yy d m @gFdOpen Software Foundation) DCE (Distributed Computing
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Environmen} . Aj BLA&OYO' , h s { tots GRPQ dzddzts y hiztls
OLO BBsH ' WiIsd L fttetOBORRd, Mt fttOys & Is!
w g ' HISOCE BICOBISssBOIsdydzs " HIsted dzlz 1 J
sBdz' Ssoad?2 LOYdMm t' Ldzeds Of OtcOlsdzd~ Oterm
fd ej Hiso M Od3q .
sdz' ‘ dzsd Is@PCfis] thakjstedf so ' WL Odz' , Odzj , w
odMmMsClk ftesHkzCIsde dz' Mis! RPCudrfls ndz@ ts o §f dzdizic
Cdz" " dzZlsO O MmMijtwe jtcO d3 ¥ ' Ldzddzsd yoOmlisdo
RPAyJ dzlsj e j 2 t6° gdgv W mdzglcq'dsz® Oolstsd3O
HOdzd - IsO 9L O ®BsH' ¥ L " & ddizd fjtReqg’ 2
sy dz0 Miseo tstet 9 OIsd oadMsSCsftesHiEzZCIsdo dz2' tot
RPO® ¢ dz¢ yO' [IOS' Mmdetsodz® § i sdzj dzls(:
1) MIDL compiler - Ss 3 ° dzw Is s @icrésbfiDIbterface Definition
Languagé
2) Run-time libraries and header files - Bdz' sl ¢ d yomk
SO WO2dzd ;L Octsdzto & " o
3) Name service provider (sometimes referred to as the Locater)
fsmisOyoOdzr dzd ¢ Mmdzzysd " 3 dz (; detsH ' dzO1L
4) Endpoint mapper (sometimeseferredto astheportmappey - ftstc * o dzgW
C'dzydodmn bBYsS (" dsH' d&OLJoO' Is! mw
U BSHRPARSY 20 W istedOdz! dats 9 C OL Olsd * dzk
ftosyjHEZte LO HBfd@Esetsr dsed, f§todL dzOyJ d
d3seo s 9 dL dzOyJ dzdzVIDL. dglQjdm WL jRyj»v QB ts B3t
[O2C s ls d&OLdoe O° Is! Mwv dso ¢ o dL dzOyd
MIDL
1 " mMdzw Mo tstej dadgw * dzlsj oW J 2 Mz Y sSIstc’ B da
MIDL Kj?2 ColiRf " dzwIstste Mlso tsteb LoQfcS ddizgh ¢S
zts ¢ Odz! dzd = tots SIHJQUEEFES y j H Z 6. - q JO ez zE
LOf sodzt 90y’ , oY dMEGHS 5z I8 Bdz' BIsj €d
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Cjtekéls' o' HHOMjddd odSddCtd fsyj Hi
ks, s Bjeiy0 MsO' &O2yj Gt df Hise o
sdz' ‘ dzsf)! $O fscOBO odSddC O dsSOod d
@O o' HeHdCdrpeHl G dzz‘ ISt v Qo lstsd&Old ydats. ) j
HOdZ , Lo jtlkO' s MW His &jtjy' kO 6lstddsk
MI DL * dzjod @ dge? ( tetet tc Ocdsd .

11.2.10. Oode3 236 Root WirddwsSagkets edt | PC

Windowsi yJ dzj L Odzj 3 dzed?2 o'  H sl sdk
fjtoj oOcEd sy dzdoe tsmlsj 2 sB d3° dzgz  H Odzd dzd
(Sockets) Windows2 H j MCted f st mMsC ik 35 ) dz0
HiMmMCtedflstste WO2dz' 9 L' fls Odandtg)lsHdgdodsidy  WW

eBCJjlsd Wi ndows L Ofndztsotdmlz tc ip@Bdgklel Is O -
Software  Distribution (BSD . ] etsG e ORO, weO od¢
Wi ndowsj, oD di3sH ' WiIsd L ‘" dgh s t6j Odz' L Oy
[HAZOC dzgj oM YtsMlsOyoOdz dzgd S d ItcOdzmyf stols o
o Otc’ Odzls d

Windowsi yj dzj L Odzi yded?2 o' H ftslssSsdziz ' dz
SO detseo’ By ddesSihhbdwwlj Bg @) 08 s € sofjrdz d
fteslssCsdz' 9 bkd' COdzt dgdds ' d3dd 2 Mlsotsd3 OH to
M gj2Msesds OHtjMmM AF_|I NET6, O ftsltsit
AF | NET. ] eslsts € 5dzd | Pv 6 Is © | Pv 4 i
BOGCOttc' -l stzPs, OCdr wW¢ TCP, UDF

etsCjlsd Windows MmMisyOlkStlkz fttdL dzOyj dz
Wi ndows. [HdOS "' disjteWj2f ftesctcOdlzo Odac
MfsyoOlkSlkz L d&syddes ' Mist ' HdgtEd dfCtafs Is'sdzisd
Yyomsdy o jWimMndows IIsO o' wLOdzgdr MBsC s’

'  Histed &3¢ 2 ' dztizf € j ydfefsBSidstds Cots dz' o (I PX/ SPX
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ZOfted C dzOH) . 1} " HIsted BEC O " dzh dr d3j toj ) dzd -
Wi ndows WwGC MmMbstetsdzdz! s 5 { to tdscOo@grztiadts * Lot
s LtesMisOdzdzgw SO f s kz dzv te dzts M Isdzj tew dglsizdis
ftoslstsC sdz' o o d ¢ stixd figly t5 dipyf Q@ dedspvf h OF , ts i) t
sC Odz degdr ' destcOBjtei . 1 dB' o dzOB Stk d3
zO ttsL d3 6 d3j toj -3 @Rty Hislgs B HIsdzd i o
M! setsHdz M dg sd3kz G dztfB' QHdE! ddgtswiilzdzdzd dzls jhtasiz] 16
RZO2 i3 dz" ° Bjtiy" L tjhlstss Mo Isk, d3J tod:
HdzZw ogg Bj ¥ Or 9y oa. | twjLEd OIs’ ‘defzl
ftolstsCsdef 2o WOMH Ofdg tcj Blzo OB Is! z HEZy] tB
fls © dzd dzj © § § © dzj dzd d3d . ]l BZHBS9 OdZO ' HIst
a3J tedE >k fteslsst s@mds s swWwDmd o OL OMis O tedg dzffd3d
ftoslstsSC sdzOdid, BEdO o9adHOdMj dO L tsfMilsOdzdz -

11.3. tadao-éFo3ada3mtp @mdmdaaRa O

masgas3dae 3

11.3.1. OobaRysataadaaes mY

utsC jdockety( ' odMBCtt odzgjodds kd2 W' Ctso 0
sjdzj SsdBedz SOy 2dzd s ftetslssS sdzOB]. U Isj
fjtjCd&Ond Wy BESHHMHEs'O ' cd LHOB], ' L

fOlstkBSOB], ' . H. vjtwjL o' Hiklsds

tsBls’ MsCjlkd ' &) dzzo Olddjls! M MBS jlsOd
1 OcOodSdflsyf) fescwOBRO SCdyjfy' ¥ Lo H
fcBctOBOd W H G der e Ols i) 6] 3 ' feslsE &
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fijteiHOYJE/ JtoslssC sz wdelsj tedzi sz ( TCP/ |
Mlso stes *  fgHsek jj tsdzdoRBHtRs o ff toH € dz¥ yJj dedz? H B o
~BfMis’ . 1 B9 " Hsdgdzj dzdzg S~ tSHWISH yYJtejL
l 6 tc ORO, hts ftoOyss' ' dapsCd tsilsd dzw  fiffls' ok
fescteOd3dd dzO ' dg" sdzz -~ sMis® .

#5C JjIsd H stetweEsdEdd dollsiz ©Odz' dz' COdzOdzd L o' wi
ntsMmis Od3d .

stsdzd ftescteOBO LOYfEMCO" Is! Mw dzO "R tsfls’
OBt WkdCy' ', s adCtdzz’ Isnyfv L & 6 tzL DIs d ;¢
nsMissd3 ( dz2Of tod & dza@H,? Ist) J tc jiAsle ds todz® Isg jnyr M
1 0 twWdeftcj HMlsPodz§ dOBEFdHs tcOdz, W E '  slist
COdzOdz" @ Lodb6wLSCEZ TCP: HoOBGOWOGgtE' B ozv v ¢
Cdz' " dzsd HTTPPtesCtcB®@eRd dzj ezfiz¥ Istetsdzdzts™ f tshlsd

-

Port b
Socket #1 skl

I Virtual Channel

10378 |

] Socket #2 \ 24544

|
—— X ] 43876n
. wewe  all SOcket #3 |

e T rrr—— e — Application plugs into
Client TCP/IP stack here.

{ L6 LS ZOmEEc cOd, wS¢' fslstjBkéls! Ist

esCilkd W' Ldudes t6j Odz' L tso O W C f 6RAY fstdg

ssdzd fEBEOBO ftsyj (itjHOBdME S d HE
fdeinOy MCiko. AJj2 MOKBI2 ftsyim {4
MBS jlkO @O d&Oweds Mls' (o' Hisddj d' , W
o' sk Odz dats ¢ & dufiyd.’ H dzO dzdz®

350



steOdef stelsded?2 t' o jdz' HEMsOo dzv' ok H
BEW jtc fod2 sk MsSjls0. uvwOdii stlsdd?2
fjejHOYy MsCikO, hts odLdOydlsd, yd °

Port numbers

J Virtual Channel

10378 |
24543
43876 |
Socket 3] '
== N
Client (e | | ), "RX buffer

t .7 tCilkd W' Ldydets toj Odz' L s Odg"  w

11.32. €3o2ddRe: ¥Y3eRoeaoaYdaosoe 3adaa

ssCjls Motkd ' MW foscLOdsy, s §©C
MsCjibk LtOdkhnftstlsdd? ftskssCsd (TCP Os
ftodL dzOyd dedz? . Mz SHigdAgaf B € (tc ). dzts B4 te

Server Sockets

Source port numbers TCP TCP TCP
assigned by local host sl 80 20 25

SlllAlatllg 192.168.1.102 192.168.1.102 192.168.1.102

Destination port s 10378 24543 43876

numbers assigned PTG 192.168.1.101 192.168.1.101 192.168.1.101

by remote host f 1 1

Web server Web server Email server
web page X webpage Y

t i8] st OBO f tod L dzO udds dzdiiPts Cff jiddstds < Qi
OHtej Md HYJtj 2O SO ftedL dzOyJ d
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1 OzoO)ybsjMjteesjte j&BO' HO O o' HGtdl® MisC
o jfgststc’ dz2€ d, wWCk o' dz sBMdzEesokz' . A' Mt
ftod L dzOyJ dzdzv .

JHddz ~sMmils dzj tnusd Ly dzdEwy s ls =iids dglg t& O dzO dzlz L
MsS ik o, ftodL &Oyjd Soydskz M jli,
wed?2 ' n ftedL dOyde. wdh ddizd mMdzse ORd, Mt
Bsyd BRI "  HGd* yjdzd?2 HB MsCJlsO datsdij &

Jtekzdalszy ydmj alZOH tHdigBRte detsd3j e On o d - H dzd
Coeydetsdzse MsC j sz, B By jBs odL dOydilsd,
ftescteORshj HTJRO, O MtsCjl 3 Mo stej dats
Jdzj Clstesdzdzs™ ( shis(d.

1 Qe d Hl.9f 5C OL Odets o " telslz Odz' dzj' * LdBS HREZO dzdh)j
1 94tedz’ Is! zo Ofis S jdiyts o sdatiE)Ctdsp L towtHhls dB
Mo stee 8 Is! , L OCtcdeo O Is+ ' dzgzdzj oz Is+ 9 dzC

Server Sockets

TcP Tcp TCP
80 80 25

IRl 192.168.1.102 192.168.1.102 192.168.1.102

10378 24543 43876

PENGEVELIERGEE 192.168.1.101 192.168.1.101 192.168.1.101

. IP Address = IP Address =
Client  197168.1.101 Server  197.168.1.102
Web | Web Email Web | Web Email
Page X | PageY Client PageX | PageY | | server
Socket 7| |Socket 8 | Socket 9 [Socket 1] |Socket 2 Socket 3

I L FEES | B
0378J24543 438760 = ey TNy 80 J| 80 W 25 |
Virtual Channel
FAY A
| 1
N ——

{ HLY 'lelskzOd dzgj L6 HdzOdzdz® TCP &'

L Ofmlskfdz StsCd sfdmkzéls! GEcBEHsYE: M
Nfjteo jte Msotstes © MsCjlk ' fdzs o
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2) Cdz" ' dzgls Mottty * MsCjil ° §° HECdzt yoO''ls
e Odzlf stelsded?2 t6' 9 jdz HEBMisQoadzvw' (o
4o jtc Mlsoatstes '; MsCils * ftesyj M

5)lic Odztf stelsdzd?2 to' 9 jdz@ HBMISOa dzv ' 59
6) MsC i ©®gtcdlIs'

11.33. Lt a3 ¥Yas 38Ya31w 3ada@eVYgs3adpg-Rul C

bdweaRoaot

ljmjejtt Moty MsSjls, fodL dzOy]j dzd
C &z * (dasdlil). ) Mdv ke, wWC MeSjl ‘' Mdb
cftesmzzotozo Odzdzy & * Y S O to dsH d ny@asd sy |
zOw o dz' Mis! o HBMRRAzj d2@, GlttdBOddrs &z vy

Kji2 df tetsL jlsCd &OLdoOsls! tesL jCs
odSCstedMmistsoalz’ Is! MW HzW ofMlsOdatso dzj dzdz? L 0
y!' sets dfkz M j-Botjeirddedaedgy d@s ¢ Pdats &3]

S—
TCP

80

192.168.1.102

n'a

n/a

Server

IP Address = TCP
192.168.1.102

{ HL10u jteo jto Moty ' MmsCilk
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11.3. 4. t dmwae 3B8Yea3I W 3adaga m (3esryepB dnywR |
TCP-b b weaRaoat

ssdd Cd ' des DU ®d GOy BIs gz dnjse St
ZOH M d 2O L Ofdls dipls @' itz ®idzY o j B

TCP
10378
192.168.1.101
80
192.168.1.102

Client

Webpage

Request
Socket 1
FEE
IP Address =
' 192.168.1.101
t dllls dz' * dzs fMlseotstes * MtsCjils * §°

11.3.5. T3 Roe3€eca236808026¢6 amYaoai ea3@8RYdt w ¢

303Y@®xBYa>3000+h oTubePe Ro ot

SOy stelsdzd? t8' o9 jdz Sz ‘ dzsO f jte' tsH(
hse dL dzOyudlsd, ud (it B dets( WEdmldm ke sdzd
ftso' HEdd) ddz? L &zO2Hjdes, otdts §jtej Md ko
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Client Sockets Server Sockets | _Socketl | ]

TCP TCP
10378 80
192.168.1.101 192.168.1.102
80 nfa
192.168.1.102 nfa
Client

\\
| Webpage ™
IP Address = request IP Address = m
/192.168.1.101 192,168.1.102 |

[ HLl2v cOdy stelsdzd?2 ©' ojd@ HEMsOs dzv

11.3. 6. ta3¥Yas Y231 W 3ada@c Yp3sarE®a 3

bdweaRoaot

stsded Mjtojte skteddkz: LOfdls Cd * dkoO,
ftesyjfm. 16l d3 o' dz Motstes * 59  HIisddzj d
s § QM3

1 OzoOxylsj, "t yj?2? MmMBREsMbd]egdioEy b
f stelszdz" ' dzls ©. A J o-L B 5B Gz dzdzy BCRH J tc
c o MmMlsOdztso dzj dzd dzé .

) 5o ' Hisddzj dedz?, dzOH' MkzOdzj Mmjteo jotsds,
fstste’ dz€ d .
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Socket 1 I ~Socket2 _
TCP TCP
10378 80 80
192.168.1.101 192.168.1.102 || 192.168.1.102

80 n/a 10378
192.168.1.102 n/a 192.168.1.101
Client Server
HTTP Server
Webpage ! b\
‘Request g |
Socket 1 Socket 1
-
10378
IP Address = IP Address =
192.168.1.101 192.168.1.102
it dfLl3ue jtco jto Mlso tstes mMsCjls ° i
11.3. 7. T3Ra3ea36800¢6 3mYaoi ea3@8RYdt w

ddmwa®g a3 aoot -DTOCR s Ra at

steOdetf stelsded?2 ' 9 jde Mjtto jteO f jto' sSHJ
hse odL dzOydlsd, yd f§slt' g ifhmon nd zOlsd
stsdzd s’ Hisd3dzj dzdzw L dzO2 H j dets, o tsdets f J
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Client Sockets Server Sockets Socket 1 Socket 2

TCcP TCP TCP
10378 80 80
192.168.1.101 192.168.1.102 192.168.1.102
80 n/a 10378
192.168.1.102 n/a 192.168.1.101
Client Server

Socket 1 Socket 2

=
| 80 | 80

TCP

Webpage
HTML file

{ dGLldu o Odzh Y totd lodpfl? HEMISOo v’ 50 HE

TCP

80
192.168.1.102
n/a

Client Sockets

Destination Port
Destination IP Addr § 4 I Destination IP Addr n/a

Client

IP Address = IP Address =
192.168.1.101 192.168.1.102

{ dHL156 5C LOE dls’

11.3. 8.t >dqae o DbR@Es8XYeBaoa+h doTuPePs Roa ot

] " fpdzv  kts@ s, w e Cdz' ‘ dzlfyls tistis'todfCditz, e 'Odp

" Hlso jtoH j dzdz? 2O fMjteo jto( e @M’ &5 L OF &
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bjojtc Slsddk’ § Hlso jtoHy jdedz o' H € dz

11.3.9. tadaGaeaddm

r sHdzj L Ofipk & 5 kd@jdgd d3ts ) | Bkzlsd L Os jtch j dz
MsC jelisd [j IsC d Berkel eyd yGer &@®dzlely j osdolc kgl
Codzls j et RzOH detse 5 ftesctc OBz Odzedzy  ( AP 1)
MsCjls" 9. dftsyolSClkz o' dz adistedMmilstsoalzeo Oo f
O ' Ldg" hj BEZO fted2dewisd?2 TCP/ | P.

Berkeley L O®o@dztszl),yO*® 18 fisOdzH Otdjodsd = . tadgiB
1 5C to) diOf ddzO fifiskz dz& y °

Az dz€ apeket() Mlseo stes © MsCjls dzO - sMis' .

ANz dzC Wpind) L OLody0o? odeitedmlssolz’ Is+ Mw
ftodL dzOyo’ MCjl-ORtgly EOOdetsdz] Bzl P stolst
odistedmMlssolz’ Is! MW dz0O MisBtesdz 5 dalzO AABOO
oMmMsOdzsadilsd L' " HdzOdzgdgw TCP OB UDP "L f

Send(), recv(), write() ‘read() oS stedmistsozt Is4 Mw H
sO Blstcd 30dzdzy s " H(SERVEIDz HEsS SO L MsC

v OB dztflg.w
socket() Create a socket

bind(),connect() Assign a socket to an IP address & port#

send(), recy(), or

write(), read() Tx & Rx to and from the socket

utsCjlsd Berkeley IsOCty ' datsHistribulzd BED» Ok
sockets ) dzOL 9 Odz' dzO ygJ mis: tcsBtsisd, o
dz' o jteidlisjIs' -fo tatsjteXndz® Lk 1980

358



11.3. 10. OmRy3RsR 36 Ro} edit sseadm 3a3Ya
9 & Yim

[ d iy jdis LesLEzdR sd ttsd MsSjlks' o &
ozOMBBd o Bjtoj ' L O, H ety dathdstOn dAIamc tc @aBd

Server Process Client Process

socket () socket ()

v v
bind() —1 connect()

- ——==== @rror +=====-
Y

listen()

___accept() will __ |
‘:' not block

accept()

accept() blocks _ |

. until here

Gray calls below use fd returned by accept()

Sockets facilitate
communication
between processes

| read() e write() | !
— T
Vol owrite()  peeeeeeeeeeeee » read() :

close() close()

SCALER

Topies

t L1 Attod3szeo Odzdzy L O LHGS fHsAdEBRAE® ) L JHSY
B 64 N
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lZL dzd fsH dzwesls: v 2O He O Idfd: fMmjtee
sdz' ‘ desf € d2 apcsED doz@ ) i@ dzdzy , O ] &
MdedzOdz L 6° H&zOddzY, &OH"' fdzOdzd 2 ¢ dz' * dels iy
10 HdzOdzdz? &' 3 fMjtee jtesds ' Cdz * dals e
Hsf sdice s MsCjIsO yYJjtejL IsteOdemtf stolsdad 2
1 " mdzv o MisOdztso dzj dedzw L 0 ' H wzedzelzy o B dzdzd dz
sBd dz 9 OdMmvy ' dW SEd®OY' ‘¥ & 3y MeBBS |
LOf dME.

1" fpdzv L Oo jteh j dedzw tsB 3 dzlz ' deW stedzOy' *

V Ok dds tsLH' &OT & HjkOd ds tt
By dz0 o S 5dzOs d A QudsiforOigitz' @ “f &fStg Is* o dzO

11.3.11. 68 Re 92 evdt 33gs¥FoaR3295ReI bOoweaRa:

3adago R saYmnm

10 MmMite jtodesdzz o kL d2 dzj sSB~ " HdzsE 9 ¢ E
LO' HdzOdzdz" , dzOH ' MdzOdzj Cdz' ' daglsfp! Cdds o kzL 0
Yy sz tetsL H' dZf

A g Is 9 ts te ) etz IDeCreation

1 jtehd?2 JjlsOof MmMstsmiz’ Is: mMw Mmlse tstej dadzy Mts
H dzw dzOH i d dzO dzdzw OB s tsils tc d 3O dzdzw fd ¢ dz
sys/socket.h  ( H danux, UNIX) d&3" misd Is dzj sB -~ " HdZ W bz d
MsCJBGO v flesctcORBZ COEREZ] SMBEY 2O Mo Sted Is
Wiz dzCsocket() "L Mddzs ©OC md msd3,

int socket(int domain, int type, int protocol);
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(socketsddedy t vagt )gedryrdadsats K

domain-Hsd3j dz ftcj HMMisOa dzw* Mm' i3 2 Mlso s OH 6]
LOOWLBCO yptsdfisdg j tcj Hdz' 5 W' CMtse Odz L dzO0 Y
sys/socket.h . [ 4 WG° Hisd3j dzd ,

AF LOCAL OB AF_UNI X odC¢ttedimkstseok‘Is
2 oadfOHGCE, CoudL &r Gdzsils! M 2O j SH dzts
ZOL do O¢ Is4 MW HEd3) dzded 3 MsC j IsSOd3d UNI
AF _|I NET odSttedmlssoalz’ Is' m®H @ gfMd  Iodz'H ‘M
wWetsets O’ Blzlsd oMmlsOdztso dzj dets L 6 ° H dzO
odSstcdMmistsoalz’ Is! MW HdzW OH®lhMY PGS j
" dals j-t6 tzgsfs dz' o .

AF BLUETOOTH odSttedimlssak’ Is: fw H dz
dzdL' CBEB ' o dgW .

type -l ftoj HiNlsOo dzw sdf Lo' wip®&j Isywjoweks
L dz02B ' dz "MW odSCtstedmlssolzo Odedr Isdff " o Mmf"

SOCK_STREAMs d S st filsso ' TCP (ks td
Hazw o fMlsOdztse dzj dzdz? L O6° HdzOdzdzy . K j2 Isq
fslssClk HOdIE ' ° ftsktCsdsd do
ZOL o Os 5! v flsS so ddd.

SOCK_DGRAM osdCtstedmissol’ UDP o GE®G)s
wed2 ¢ dzj dzOH' 2dzd B ' (el Stdsd B j
ZOL do Ot ls' MW Hj2l0CtOdRddBd MECjlkodkd

protocol - ffeslssSCsdz ftej HMIsOo dzw ° fteslstsC Bdz

MsCils' . Aj fwjHmlsOody des vydfasd. cChis
fol ikt feslssCsdk B 0, ' dOShj {t
Hew feslstS sk .

ALz dzC gocket) Mo sts ' MsCjls ' oo jlso
fejHMmlsOoad"® o HSEdld2 W0O2d, w¢d2 o
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sfJtwOy" "2 yYydlsodedzr 1O LOY f & tstc dom IsHsjo fix ¢
ftej HMIsOo dzj dzdz? MBS jIsO dz0 dzOMlskd dzd 7 j Is C
MsC j s 0O dodkelts §'ts j s O

B. | MmlsOdusse dzj ddasockspf y' @ OC y' 2

Ak dzS agtsockopt) b fescteOdlkz o Cdzdel Sig Gk b & * |
odL dOyYyjdedz? HjWwWECdr fOttORRjIlste’ 9 HAzW MBE ]
4 d dzls OI§ &Y )2

int setsockopt(int socket_descriptor, int level, int option_name,

const void *value_of_option, socklen_t option_length);

] OtcOdzgotker 0 yYjH J ME to W Gs2sdelzC R s 0 | talldz@izG y © W
socket()

] OtcOdeyds tf o j HMMIsOo 2w 6" o jdzr, dzO W C sz
Hdzw MtsC jlsO. SOL_SOCKET ftjHMmMisOo dzw
ftoj HIMsOQoadzw* ' 9 jdzr TCP.

1 Otc O dgptisnigname o d L dzQa@' d dfO OBt § Otc O3 Istcd
HdzZw MsCjlO. 114Jvwe' Cotedmde o Ot Odzlsd:

- SO_DEBUG oadStstcdMmlstsolz’ Is* Mw Hdzv 99" O

Wistcd3OY "

- SO_REUSEADDR odStstedmlssolz’ Is! Mmw H dzv

odEtstcdMmMisOdzdzy dzsC Odbindgf =« OHtEj M E W kdz

- SO _ SNDBUF odSiBtedmlsso z’ Is! Mmw H dzw o f

oL d&3 ez BEWjjtO, WwWCd2 d&sydO dOH' f)dz
Mt jls.

] Otc O d3gptots value o dC tstedMmlstsolz’ s+ Mw H dzw o

f OtcOdzj Istc” 8, dzOdzO" dpton Gedlpgd = £ § OtcOd3j Istc”
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1 OGd3j tpton_length 6 yj HBoy ddzO L o3 dadets™ , W ¢
Hdzw oMl Odztso dzj dedz? L dzOYj dzdz? f Otc O IstcO.

NSy v e jtelsO° L dgOyjdedzr 0 kdflkz HO
sy IsOl1LROgPdzdzy dzj o H Oy ' .

C. 1E9'0'Bidd (

AbdzS 9ihd) E fsctOdkzo Odadd d ChistsSdjffds o ki Is
fodL Oy dedz" OHwjfd MsSjlsk, ) isookstd j. dats o
u d dzls O tdeThind() s O d 2

int bind(int socket_descriptor , const struct sockaddr *address,

socklen_t length_of address);

Socket_descriptor 8 Yy 4 dzOy H dzdz ¢ tc qif Gs2sde)fj s o J tols O
W Iz dzC spcket()

bHic] MO ° fnls tc RoCKaddite s 1 Ao dofdiy ©2 &Bd o d
Mistelz € Is & tsdckaddrditf bH d&zv  f toj H MIs Qo dzj dadzv y' °
SOCO ' dWstedsOy"' v, we ftels OHte] MO, C
Sockaddr in f edo sH dIs* MW poskaddrdtff ‘'ZH HWOAY ~9 d € dzd ¢
bind().

[ soyddzO_OHtey Md HtodHMIsOs dzv ' ¢ tcBicBE G
f OtcOd3j Istc.

ANzdzCy' ' v ftse jtlsO’ 0 k tOL" Mt M dets@
fseo jdls® tOL' f sd3d dzS d.

D. u dzk(CisBER)ls j

Al dzS lsten) £ fsctOdkzo Odkd MsCjlk' o

Liszmdlsd Mmjteejteded? obkLtsd ujCalddisos
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Cdz' * delsfy! SEGt5 okl 2O O { tstohird().ls @d Gels ®F
506 d 2

int listen(int socket_descriptor, int back log);

Socket_descriptor f to J HMIslOde@ay jHdpdHC tc d W B B dxid j
f s9 J &k @S sqcket()

Back log f sL d&zOy0O©' &BOCMddBOd dzz € dzr €' Mmls
Cdz' " dzlsfpy C©F oL dzd By kzls! &ZzOH ' MdzOIsd HT
LtetsB dzj dzd»  § ° Mpcdzv bafknidgQ, dgOLjdz@ufjSddsfes O Isod
BLEkH]J ftiocs' cdestotso Odets g9 tizg g ts dff, Otc O R 15 tc d
fited HOY' .

ANedEy' v ftseojtlsO 0 ' H yYyofm ftshmhdzizrn ts
fso jdls® tOL ' f sd&3d ¢ d.

E. 1 tod@azp)sd

ANIzdzC gecept() oadStstedmMissolz’ Is! MW  HdzW 9 Mmis O
mMdte jtesdy ° § dz' ‘Hddvn ' fCicafdn Oz L daQEEgddd-2. g

int accept(int socket_descriptor, struct sockaddr *restrict address,

socklen_t *restrict length_of address);

Socket_descriptor f toj HMIsOda@ey jHdgdd € tcd § IO8 BC j
f s9 J ©k @S sgcket()

address ( Wtc J) PO Yy 4 L d&3° dzdz© shykaddr inls, iz tc & w C
LBt cOdd3iIs! My OHtj MO MsCjlsO, wWebk {t
F soyddzO OHtejMd o' HSBLOY O' L B to ff Ot
A Iz dzC agéept() Miso stes * detsoad?2 MsCyls "L ¢4 teh

Hdzv 9o ¢ Gockealzidesdaptor ' ftse JtolsO HJMCtedt Ist
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MsC jls0O. ANO2 dztse d 2 HiMStedflstste y! segts d
W Iz dzC yread(x * write() H dzv dzOH ) d dzO dzdz" sO Blists
Cdz' “ dzlsfp! Ctsegts oazL dZzO SO 9" H dz tsCE 5.

11.3.12. 68 Re 2 wevdt+t ddmdad e ce3 oauBReRo®D Yyas

3adagego 8RR saYmnm

tlsttesdzO Sd ' dlsO dOHMd kO L ofdlsd dzO
o dCtsdzOd y' €' & SO jlkOf's, {mlst' Bdels o

Auvlo Btej dzdz? MBS jlsO

] SH Bdes HEs Mbststsdd Mjts jtoO®, dO Mt
MsCjlk LO Hef oshekeifs ' WEwfadWL Olsd MsCjl
Hs sBEe sshindz dzS A1) Mo stedls: MsSjls, w¢d?2
' HG dzo yj dgdg HEs Mjtee jteO.

1.1 " Hdzd2enngc)

Az dz6 yonmect) odStstedmistsoalz’ Is! mw H dzw dzO 1
' HEdzt yjdedgw SO " HCdzt yJ dedeW EHz® yd 2L dzO i

int connect(int socket_descriptor, const struct sockaddr *address,

socklen_t length_of address);

Socket_descriptor fipHMISOD dz® Y JHigdd ¢ tc d ¥ IOR @< j
f so j Wl @S sqcket()f ' wOfffs o ts tdy =Edgz®® ts t€tnz' . dzls O
address (Ot )@ j H Mis Oo dzw ° mMstekzCsktelz L ' dz
desdzj o f stelslz o kL dzO Mjtceo jte®, HB WEBEt d
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length _of address (B9 3 d dzO )OmytgJ fipdsL d3' t6 MistezC Iskz
odeistedmlssolz’ s Mw k Hikzetdikz §f OttOd3j Iste’ .
A Iz dz§ aphnect() § so J telzgOyJ dzdzv 0 Bk tOL " EmMY'
Mitco jtcO SO 4] BS@OLL ZOBildkdeY d OBt L Bt

11.3. 13. ¢ aRdmb&kR mdaose mdt+t cmt a&83029Raat DOl

3adago 8RR saYmnm

O 2] fosHdoaddhsmMw tj Oz LOY' ¥ ftetse te!
f otsc tc Odflz o O dzdz™

Server.c

L MJjteo jtodetsBEZz o kzL dZ MesCjls dzgj sSB A~ Hdzs
socket() f OtcOd3j Isted Hdzw MsCjIsO o MlsOdztso &
setsockopt() O MsoyYbBEzYfkdmw HEtS OHtyMd IO
WkdChipd() , MtsCjls oadétsdzkz’ s Mw H v  totsfydz
sO© OHtjMd L O HtEsle)Bse @ Wdfdeklsy' d&zO L 6 ' H «
ftod2 3O Is! Mw L O HascepH)BEs 6§ ) dzth & dg®© y s ) @2 dzd ¢
Miststcts dz mMitte jticO® fdzvWeO ® § HeBbBa Yy
f" " HGdzt yjdzdz?" o' H Cdz' * dzsf! CStse 8 obkL dzO Is(
oL dizsdz. stsH, wCd2 eodSittedmlssolz’ Is! MW HO

/[ provides required data types

#include <sys/types.h>

// holds address family and socket functions
#include <sys/socket.h> Il <winsock2.h>
// has the sockaddr_in structure

#include <netinet/in.h>

/I has functions for read and write operations
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#include <fcntl.h>

/I basic C hea der

#include <stdio.h>

/I header to help with strings

#include <string.h>

// has macros such as EXIT_FAILURE
#include<stdlib.h>

/I port through which connection is to be made
#define CONNECTION_PORT 3500

int main()
{
I server socket

int socket_descriptor;
I/ socket created by the bind function

int client_socket;
// buffer to store message

char storage_buffer[80];

int length_of address;
I/ option value for respective option_name

int option_value=1;
/I server and client address structures

struct sockaddr_in server_address;

struct sockaddr_in connection_address;

char* message = "This is a message from the server";
/I creating the socket with IPv4 domain and TCP proto col

socket_descriptor = socket(AF_INET, SOCK_STREAM, 0);
/Il Check if the socket is created successfully

if(socket_descriptor<0)

{
perror("Socket creation failed");
/I EXIT_FAILURE is a macro used to indicate unsuccessful execution of the
program
exit(EXIT_FAILURE);
}

Il set options for the socket
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int status=setsockopt(socket_descriptor, SOL_SOCKET,SO_REUSEADDR ,
&option_value,sizeof(option_value));
Il check if options are set successfully
if(status<0){
perror("Couldn't set options");
exit(EXIT_FAILURE);
}
/' initializing structure elements for address
server_address.sin_family = AF_INET,;
/I convert port to network byte order using htons
server_address.sin_po rt = htons(CONNECTION_PORT);
/[ any address available
server_address.sin_addr.s_addr = INADDR_ANY;
/I Assigning null character to the last index of the character array

server_address.sin_zero[8]=' \ 0
// bind the socket with the values address and port from the sockaddr_in
structure

status=bind(socket_descriptor, (struct sockaddr*)&server_address,
sizeof(struct sockaddr));
Il check if the binding was successful
if(status<0){
perror("Couldn't bind socket");
exit(EXIT_FAILURE);
}
/I listen on specified port with a maximum of 4 requests
status=listen(socket_descriptor,4);
Il check if the socket is listening successfully
if(status<0){
perror("Couldn't listen for connections");
exit(EXIT_FAILURE);
}
length_of_address = sizeof(connection_address);
/I accept connection signals from the client
client_socket = accept(socket_descriptor, (struct
sockaddr*)&connection_address, &length_of address);
Il check if the server is accepting the signals from the client

if(client_socket<0){
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perror("Couldn't establish connection with client");
exit(EXIT_FAILURE);

}

/I Receive data sent by the client
read(client_socket, storage_buffer, 80);
I set the last index of the character array as a null character
storage_buffer[bytes read] ="' \ 0
printf("Message from client: %s \ n",storage_buffer);
/I Send data to the client
send(client_socket, message, strlen(message), 0);
Il Close all the sockets created
close(socket_descriptor);
close(client_socket);

return O;

U 209 j Hj ezt bR tod C dAPlE S stes ‘Mes'CijMsS2d ¢ slstso d 2
f totsfdzk 2 o E oD EzdC dzv ay Cutidlz?. dzls ©

4sCjls adSstedmssak’ M d&j2fsets OHEj M
9COLE dO0 odSCttdmsOddzy §tsktsCsdz €tk

) OleOdsj st SO _REUSEADDR 9COLOds o C
e’ yded &3 § OOk stesds, O §OwOdjlste_val ue

glstlC lsdptk@dr in RO utslsdted j dzj d3j dzls
foj HilsOo dzv s Ist ' dgj 2 f)lOoHids j ArHzcQUET SHfesas st to
wed2 odStstdmssok Is! MW HdY o' HYto' HdSI
oS 5dzOdzdzy 5§ jOy' 2 foukddarjim dzRdenj H j WO ]

struct sockaddr_in {

OET OO0 OETI mZAAIT ET UK YY 6ddeynp ndedy obbd dda
unsigned short sin_port; // gdc

struct in_addr sin_addr; // 0¥ GUY3yysempd ¢ dy &

AEAO OET mUAOT I "+K YY apngdojdyym dam dgdeo
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stk Cils kddrO, § wd Mbklsd o f)jdockaddida , flis@LA

struct in_addr {
unsigned long s_addr; // ajJoLdyymdepdedy o

 smiskz{ HiS Jdzj d3d dz2s© HOdzedm oMfMmjtej HJdZ
HSf Si3se s dzOyJ dedz ftedmo s 8 Is4 Mw  j dzj d3d dals
1 B3 6 fstelskz 4t htOris(b! MWw COS f § Iogeb g
fstelskz, hts LBjtc' cdg) WeeP>inwy totcf OEFD WisO 2 Is 'dzD.

- Il NADDR_ANY L d&Oyo* , s Hdzw LeobwLE
BlzwiC Iz OHtej M. 1 OL oadyo?2 \J 9C0OL
| NADDR_ANY, HjwC' Cwtedfmdz OHtej fd:

- | NADDR_LOOPBACK, Ww¢d2 f§tfddo’ Is: qw
bHtejfMO 127.0.0. 1.

- INADDR_BROADCAST {ftsH' Bded 2 HS | NADD
255.255.255. 255, 1 dS¢stdmissakz’ s+ fmw
tIstclz ¢ Isttutd Osockaddr_in ftedotsHdIs! Mmwstruet ts Is

sockaddr , h tsB o' Hftsea " HOI( fn d dzls Gslzdof]) M z y
o d¢tsted Misksdel ° 5 ¢ MHzO Y jsturdegockadsin d3' Iz

Az dzC ljsten) fjtejoesHdls: MsCil bk flsOd
back log * L L dzOyj dzdzv &3 4 9COL E2° zO0 Isj, A
%ZOH M d ZOkd KOSMHddEEzd 4 LOYdlsd dzO ' HEC dzv

A Iz dzG accept() o Mis O dzts oHdEEO dzdzv6 “d3' ¥ MJ tto § tots
fso jtelsO° dsod?2 WORdsoad?2 HjMSCtdflstt.
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AlzdzC 1ead) ' write) o dSswEdfmlssekzy st MW W dzv
Slted BOdzdz® ' ¥ C dz' ‘ dzls g dzSreffiff doQ a2z, ¢ d

ssize_t read(int file_descriptor, void *pbuffer, size_t size);

[ Odz' LOHOdEet L i3 tol L ydlskzd ddzif)®C fisd
2 dzCwgte () sOC d 2 :

==

ssize_t write(int file_descriptor, const void *buffer, size_t size);

[ Odz L OHOdes tosL 3 tcz L Ofdmize s Mw L
Of ik Madszs ywite () § S0 j O85! ¢ dz ¢ fls+
Pdets fesydlsOdts yd LOfdmotsk @06’ f ke
Az dzSapser() o S StedMistse 2 Isjdipey  HLADY  H @D dgdE
[ jteghR (ctevHBYyYje@BEvwasC, k wCsdkz fMisC
fd4tehddd.

-

os)

client .c

10 filsttesdy Cd' ‘ dzalsO fytssogkd () jls of thaafso’ dlev: L il
His fstelsk O OHtej Mdbind Q. H s izt tstats SEREH [ 0ZEZD
2O " HCdzs yjdedzgv Hts MMj tco j tcdatsadmmechb(Jz LsdH L (
@O Misstetsd Cd' ‘' dsO &OHNd kO L Gfsdils &
sdCsicdmissol’ 5! MW Hd&v tj Od LOY' '~ Cd * d

/[ provides required data types
#include<sys/types.h>

/I has address families and socket functions
#include<sys/socket.h>

I/l has the sockaddr_in structure

#include<netinet/in.h>
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// header for reading and write functions
#include<fcntl.h>

#include <stdio.h>

/I header to help with strings

#include <string.h>

// has macros such as EXIT_FAILURE
#include<stdlib.h>

/I port through which connection is to be made
#define CONNECTION_PORT 3500

int main()

{

/I structure to represent the address
struct sockaddr_in server_address;

Il Message to be sent to the server
char* message="This is a message from the client"”;

I/ storage buffer to receive messages
char recieve_buffer[100];

Il create an Ipv4 and TCP socket
int socket_descriptor = socket(AF_INET,SOCK_STREAM,0);

/Il Check whether the socket is created successfully
if(socket_descriptor<0)

{
perror("Socket creation failed");
exit(EXIT_FAILURE);
}
int status=0;

/I initialize address structure for bindin g
server_address.sin_family = AF_INET,;
server_address.sin_port = htons(CONNECTION_PORT);

// set address to any address available

server_address.sin_addr.s_addr =INADDR_ANY;
server_address.sin_zero[8]=' \ 0

/I connect to the server
status=connect(socket_descriptor,(struct sockaddr*)&server_address,

sizeof(server_address));
if(status<0)
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perror("Couldn't connect with the server");
exit(EXIT_FAILURE);

}

/l send message to the server

write(socket_descriptor, message, strlen(message));
/lreceive a message from the server

read(socket_descriptor, recieve_buffer, 100);

printf("Message from server: %s \' n", recieve_buffer);
/I terminate the socket connection

close(socket_descr iptor);

return O;

dlsotstej dagdz? MtsC jlsO ftsH Bdgj HEBS Mmjtca jto
LO' Hdglz® Is! fyw L O H tchneeBtR)e. tsé 1 W2 ddf y 'f tso *
&ZOH Md &zO* Is! mw C dz' * dzlsvrite @, H B BB 6 B A3zl
sstcddi3zo Olsd L OCHEIHIHBESe s W zdz

s sd3f * dzwy fyd mldjpugGisd By J B o L EBI KIS S
tcj HOC It CtHE. 1 OfMmskzyf dz©O CtsdBOdzH O 9o (¢
9 HGCtdIlslsw WO2dAZE L Ovim,sf sdiisets® ] HOC ISt

vi client .c

] "idzw 9" HCtedIslsw 5] HOS B Sz ®' dFOdzH diz' 6§
f sls' d3 dzOtd+$hiifely/, Is'h sB o MisOo dIsd SCckent, .cMC BY
zOo jHjdzZ odhj tLH' dzd. 1 'Hygazw Oo fif is@8 dfzj «
‘W@, htsB LBJjtejGlsd tajdg QEdersic@ pdRABQ@2 sty O
f etsyJ H zeelwer HecdzW Windowsdzd @ d3tsy j &3t f tetsists o g
BdzsC dztsls vOB@s2 B'lzdgh d 2 toj HOCIstste, htsB odCts
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SSH Mjtte jBO &O' BRI MSEBf & so Oded 2
Cdz' * dzs O, Hd b o)lsDdz8 dzdz” .

L OMiskf dz0 Ct®kOdHO odStstedmlssalk’ Is! Mw
LBjte]yj dedz?" MC Y ' svesonddizscts % 02 dzk W ¢

gcc server.c - 0 server_node

1 OMiskf dz0 CtBORHO odStstdfssol’ Isi fiyw
LB jtojyjdede" MC kY dientsonodizsc s % 02 &z w ¢

gcc client.c - 0 client_node

1 sls' d3 de@é@ dmfle * client node &y dZzO0 L OfEmME Olsd
sjteds' ZOkOR, htse { OKBEGHBDM IS E gl ® B« s
L Of EfStzdzf *° dz¥ ©8 @rtzg -

server_node
| 56 toj distydetaz'L dadf dz'fglisrit Is hode,
[ client _node

Idea' H dzgO MmMbtstetsds Cdz' " dzsO OS2

Message from server: This is a message from the server

0doisddesdy) } m mk di &g dghadicddeady jm o21d ydeod
| dAdz@ s stdfgidEe j €O

Message from client: This is a message from the client
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0doisddeadgiamey rdgdolsddeadgizme] ¥o

Il dmdeso B e sctc OBz Odz@ay d MisE g iglS o lz” Is+ MW
LO" HdzOdzdz? d3' ¥ HotSABO okzL &zORd HAzvW B d3 O
djtco jtedzd? okzLtsdz ftesmMdzzrsealz® MmdedzOdz
By Mo jtesdy * Cdz * dzlsiy CdAB3 o 2L dzts 3.
sdz' ‘ dzls BBO* disy dzd e ' Mils! oy jHAHAO oHC] fr1j Adfoc
r dzv o fMmlsOdetso dzj dzdz? L 6 HdzOdzdzw &3 ¥ C dz' *
o' Lde twiyddd SO fOtcOd3j Istc(d .

atsCjls, fsoowLOd?2 L (otelstsdg ° OHt] Mt
Slsted d@3Odzgdz?y HOdzdr d3' ¥ Cdz' “ delsfmys CSdd3 ° Mt
A 2 dzCwuite '() ‘read() o S stcdMmistso z¥ Is+ MW  H dzv  dzOH
HOddr YdtejL MsCilsd.

11.3.14. tadaeo Wi ndows

[ MtsB dzd o sMis' .WinsockoAPkic SARcltse dzv 9 fpw W € totfs
Berkley Sockets APIH dzWw fj tc Windewsd M ©®tsdzsz " HIsted Bz
mMdMmils j Waddgegr s f Jjtoj 8 O Wi nsock &y dzO o' ¢+

-l jtedjded My dedzv o dOVWedtsets S sHEZ, dz2OY
LH' 2fdgs " Is: Mw BjLYMjtc] Hd 5.

- dMmlsjddd Wi ndows dzje¢¢ts eBlkzHBo ks Is! Mw
o jtofm' b | Pv 4 fteslstsC 5dzlz TCP/ | P, s O¢
tcsLfsomMs Hylz' Iss w . ste'" &3 toj hiIsd, 9 Jjtem" w
Htso G FH tdjAn, HBRZzOs-B @2 IsHdzf ? YyPRtc4d Mdzed?2 B O

-utsCjliIsqd Bsy zIs- odCtstcdmistse zy Bk  fy tsH
Wi ndows, hs fjtjStcedoO Ist Mw h 5, Ctc'
BOMh IsOBRzo Odzdzy Mjteojte' @8 fted LB ' dz hj dzdzg
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-4BC jIsd By dzO ttsL 6 dzv H OIsHANDLE W Q fnde'tcaf t
9d¢ sted Mmlis OdigadFile 2 dadtefrile? ", HJWCddzd B A X J
od¢ tsted fls Odzdz' "deh dr WEkdSy' 2, sO¢ MOd
LOMistsmsoNiXs * MW  e3tsy dzd o " MiIs! o dwedzw ' Is! fyv
Csdzd fslstc' Bdzj odCtstcd MisOdzdzy OMd dzr tots dadzts
99 JHJdzdd./] 9 do tsH

-wfpdzgz s Is? IsOC Yy HBSHOICte ' totsL M dtcj dadaw .

WinSock - vy 34 tod 3 dzd 2 Cdalsj oW j 2 f fted € d
tcj Odz' L s Odzd 2 dzO0 Wm3g,” - ts fif dd®dsdedsic di3OBzls j oW
tc' L dzd m BOLBoadnmn d&Bjiydedms foslssStsdz' 9.
tcj Odz' L Oy '(BSD B eSrokceklegtys  dzONIXY dzO Is ¥intg @S’ o d n
o' dz MlsOo OBMtsdzs Isdets dzj L Odzj » dzd d3 WinSack {f tc t
2.

vjtod3' dz Mmaskeislbd o (S stedMmlssoalz’ s+ Mmw f L
f smMisOyOdz! dzd ¢ ' WinRBB&HFEswIsEic' v EHZY OKROMW O
stsdi3dz ftej HMIsOo dzj dzd) 2SOBRKETT j B fiZs Usd f ‘s23 J Is O«
OSI' dzls j tWinpdxKictsL IsOh so Odzd 2 d3' 4 MmJ OdzMtseo d i
1" H CjtoczoOdgdzgv @3 Wi ndows ftodC dzOHdets™ , {1t
shdetso des 3z 9 * H dzts M WA IsiivipfRidSiz ols@ " sLedsO y dz'
tej Odz' L Oy "' 2 UNfYtsQWVildoves hts Mlse stet ‘tsBiHEH 3 d
1" B dz' WikSo&k® " HIstcd i3z Ho OMd deH s dgdz'C jJ BB ezts
OfMmd dzn tc ts dzdz’ (dej BdzZSC 590 Odz' ) . ¢ d dzn to ts dzdz’
odC sdzOdzdzy Y jtOyYy" O Omd dzr tcts dzdz’ f tso
od¢ tsdzOdzdzy 2 W tsdztsh 'tsdBlgd otd'jdy delgS g slslz, LiGso
CsH, hts 9dCdzdC O" .

¢ ton " Is JWinsllams GQockets 2 9o " Hif s9 ' H OWind@vws Dpels j € I
System Architecture  (WOSA, W ¢ fiz2©¢ @iiH)dzts
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Windows
Sockeis 2
Application

Windows
Sockets 2
Application

Windows Sockets 2
AP

Transport Functions Mame Space Functions

W52 32.DLL
Windows Sockets 2 Windows Sockets 2
Tranapoit SPI MNarme Space SPI
Transpost Transpaoit Mame Space Mame Space
Sarvica Sarvice Seivice Saetrvica
Provider Frovider Provider Provider
t  fL17 ¢ ten * Is jWirsidevis Sbckets 2

Winsock 9 d L dzfglg O tzH Otcls dzd 2
Cdzlsj oW j 2 Msd3
J S stelsvSE B2t * L Misj C OBd  tesls 5 ¢ ts\Wkhseck
dzf BBy E‘ Iss Mvw MICP/P O ZYMngolsdsSedkelsts tA. o

lted oadSitstedMmMlsOdzdz’ Oten ' Isj Clskted Wi ndow
fsoddedz OBt dzgj nrtsylkls: WRRHAMIQIs ¢ hE dzEA &z
WS2 32.dll 30 ftcOy® 9 Olsd Ek o M WS2 3l GsGh .
Mz d3" Mdesmlis’ f so d dzdz’ tcBL cdzv A O Guz] delOS |
mdmlsj i3q .

Cdgls j W j 2 8P o0
ftod S ZOH dBIF 5 L tsmde® &l i @adze
[Is

dlsotstcj dzdz? BOLBoats’ . st Wise s®g kzdz

Duleotstcdlsd ftstesyds 2 ftesj Cls.

2) BHO2Is] § stetsy dz' Q++eo di-te B1jdEdIR. W 02 dz

3)1 jtoj Ctsdz@21Isj Mw , hts MmjtejHBodhj L B d te
Include, Lib IsOSrc § ©OC JIsO L OMmtsB ' 9 tcsL tots
L OB j L f MigrpsitizWindows (SDK OBts tQOdzs " j 9|
LOMBB' 8 WsLtesB S d { totsc tc O dzd3BK ts
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H) jtojSdz02 e nshEghj LBdOdd” s

B ' B dz' tevMsgo€kd Ws2 32.lib . l 6t OdJ, w gt )
Wi nsock, BzBOs Is! Bkzlsd f seo' Ws2GCadib . L
s tsd3j dzitpfaggma o € OL Iz Codi3f sdzgzo Odz! dzd € Iz,
Ws2 32.ib .

51 sydz Is: i tc s WissOalglz © @ dgde'ts tc d ARI sWilrsdcls
o' 3¢ dzzoh d W OWimpckl Oc 58 &% ézC (Wnsdaski&is o ¢ O
3" Misd s B' dzz h' fMls: W 2 dz€ y Wiksock. fps@Xzdk Is
L O¢ s ddsdtcpiPh d3' MisdIls! o dL dzOyJ deuwtocol 4§ tcj H
Specific H B H OlsifSkack V@ H dZFCP/IP, wWC d2 9o C dzt yO
sO MlstekzCIskzted, Mt o d¢ tcdPRBHSE jzfy.Is: Mmw

#include <winsock2.h>
#include <ws2tcpip.h>

#include <stdio.h>

#pragma comment(lib, "Ws2_32.lib")

int main() {

return O;

AOQ2AdD G sdphlpapi® ‘tseB®a CHY JHuEcsc@@EB®icd Mists
Hist siBIPYABE. ¢ € hifstsis to W ©O@&ED ¢ ts dihipdpi®d |, #include
oW HBUYW 02 dziO ¢ 5 dWiasook2.h Mdz' fHs d3' ME g B dew H C A
#include H d&vv © 2 z@ ¢ s diptklpadi®

A O2udD G ts dfinsoCk2.h o tzls to ' 1o dzidas 5P dztsjoddg’ i3V @I dizlz
L OG ts dAadivOh,Is s 3O L 9 dz) BV HANEUdeH dAV O 2 IdZB G ts dzts o !
Windows.h Z{f tcts G tc Widgdck. ¢ ¢ h isdz¥ O 2 dzO ¢ ts dxiRdéWS.h
f silstc’ t8Y wiasthclude , ff j tc jdad d3BO ‘B z Is RO ¢ tc #digfine
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WIN32_LEAN_AND_MEAND fils ts to d fuytezf{ ui3f dzO d3 6 drérmiass.h L O

f tocts d3ts o yeOSoaEY WO 2LdO G s dtirssdckoh H dZWindows Sockets

11. [ e tsdztsh [z dz@? dzO ¢ ts diesbcoh B Z H Klsg dzt dz' Cils z 9 (
56 sdztsh | Hztlz® B3020 ¢ s dAivséel®.h |, dzj tsB = ' HHdAWEirtBows
Sockets 2.0 . [ OF tc 8AN32 LEAN_ AND MEANOY 5B & @* yj dzdz
Winsock.h £ L Oc¢ ts dz&/mdeWws.h. 1 d ¥ yde© o Jj HIfj tdalcsC, d*OCH 2

HJ d3tsdzfylg o iz *

#ifndef WIN32_LEAN_AND_MEAN
#define WIN32_LEAN_AND_MEAN
#endif

#include <windows.h>
#include < winsock2.h>
#include <ws2tcpip.h>
#include <iphlpapi.h>

#include <stdio.h>

#pragma comment(lib, "Ws2_32.lib")

int main() {

return O;

LMY ety L iPdnls s P deS & dz' BUL)j Ctgo o S dzd CUOE dss
Winsock § o d tzdzg' y' Odp o Sk tesigfls CadgdzvBId j Wigdows
Sockets ff | tog i< ts dzO dee B dz$ Wihsdck. £ jls OC & tc O,dzlsk *
Winsock § ' H Is te d dgli'q 1)1 fi) 85"
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114. ¢ of a6 R b mMoasa¥YRooIFWindoRs RdRs o

s OdzQsi Pep® 6 yJ Yyomlsddz® L Oc Odz! dats’ i (
odStstedMmMisOdgdzy tsBd3' dzz HOdzedd3d. 1 sy fy, W
ltesyjfm, wCd2 ¢  HCds yoO' Is! W HE € OdzOddk
‘R stedBBOY' 5 HB COdOdkzkz, O * &g I8 I dstzdt
wel [ 02CHuifuiziscOs o fteslsdH' 8 MtsC j-Od
ftsH Bddr G jttOy 2ddn MdMmsj BOR. utdgk
S jWindows2 Hj HEY] chkkzetse * fslstejBl® Is]

1141, 8s 09 aYRe&Ba Rd

wdsj dzts o O dzd dpante® fg@daz@3. d © O° Is' fw tsB' * Cls
mMdMmisy &, w&¢d2 LOBJLfjuk’ JitiHOylz HOC
Cudf' “IsjcOn Hd 7'ty Mmodyd&yg? dglst jsie"

©ZOL do O Is' MW fjteo j totdg s ydijindés o Odsts € ts ' Y aizk

ZOL do O Is! W Sz ‘ desOdsd ' B dzse Ocas G s
"3 detseo Odzd R C OdzOdz' o :

S BOEls! i w, wCj edCttdhmlstelk’ Isi fw
C O dzO dzts d3;

By ks’ Bkld “w¢ &O§ eoHbkf§dChd , kOC

-fJtej H@YP HBxJ LH' 2Md® o Olsdmw wC {§sist
-sBdi' dz HOdzd d&3d dBtsyJ BERISd WwWE Mddzr teots dzdac
-RBsy dzd o * Mils!  d3ts HWjCdi¥ o Odifwis detzeH't® L o' w L €
sJfite dZOo jHjBS §WHEBSE tetsB SiIsd L
o stedmissokzo Olsddzj Is! Mw dzOH Odz' :

-lso stoj dzdz ' d3j detso Odesets C OdzOdzz fyj too j t
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-L" " HAdzOdgdzy Mjteo jtoO L jJSLJjBYdvictsd ' d&3j

L' " HAdzOdzdzw S dz' fF deglsO L JCLj B dzvtesd T d3d

-sBd3" dz HOdd A3 s ' d3d dzso Odzs Bz € O dzO dzlz

-9 " H' " HdzOdzdgv Mo jtcO o' H JCL J B dzvcO

-L OC tod lsiidso Odasic s COdOzE C dz2' * dzssdz SO 1y,

v OCddz ydfpaizteyn Odzd d [LjOdZ0Odg dzso Odzd 2 s H dzt
Hzf dzj Sided?2 COdzOdz Hdzvw B d3 dzgz H Odzed kg
C'dz CEBRRO Cdz' ‘ delsOdsd C OdzOdzz. I Mm" jCL J o3y
C W OQEpOdeiAsy J dz J SLd B 2Vt RO o dzOMmdz
sCtej B2 COdZOdz HdzW tsBd3 dgz HOdzed d&3d 3" ¥
JSLjBIdwie" 9 HEBSL 9OtV C'dzr Csdg Cdz' ‘ dzlsO
sts?2 MOBd2 ' d3j dzso Oded 2 ¢ OdzOdz.

1 wiCd?2 fJtoowpisdd®Osd HMisEzf HB * d3j dzs
fjtejo t6€d BJLYJjJSCd, ht tesBdls! ' d&3j detso Od
s’ WL Odddd yd degjLoe’ WL Oddd3d §tesyj MO

1 ewiCd?2 ftesyim Bsyy eodmiskzfOlsd W& My
SHdSOdE s 2 opdidsc@dddd.’ Is¢ v Iskzls Is
o' Hdegsdls! Mvw HB sy Miz, wed?2 Mottty
¢ OdzO dzlz " o' HdzsmdIs! Mw Hs syl Miz, w ¢
"By deso Odese s € OdzO dzlz . g jtoo jtodzO WlkdsC y' w
C O dzOakzizCreateNamedPipe. djto jtoedzO WE&RZSE Y WO HAz
ConnectNamedPipe. s dz' “ dzlsf! €d2 ftsyjm §° HEC dz¥
L O HBY tsdB3tc@eateRldz dgisallNamedPipe .

wdzj detso Odz' S OdzOdzd Bsy 2O o dC sted Mistse 2o
ftosy] GOBEH R SR s Isjte’ OBt d3 3 (o
YyJjtejiL d3j toj ) 2. cShts MmMjtwajte L OYEH | dats,
" HHOdzj dzts. cS¢hts od § dzOdzlz® Is§ 9 d¢C tsted
dzts € O dz' dzts, L OB 5T dAAJTHORITMNNETWORE B 31 s | tc | 220"
dzts € O dRPe&d 2
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11.4.2. 8saaR dRaRdmY

sty jdz ' B dzso Odzd?2 S OOz BO bdz' C Odzr &
‘i3] deso Odzdr S OdzOdz' 9 E MYdMEE ° d3j dztseo Ok
COdOdzE f ° H QrodieNameflRipz dH dzw fMilse stej dzdzv &
HyC ' dzt €Esn JSELJBfdviEs &8 " 3 deso Odetsets € C
CO0dzOdzz ¢ ' H Crqdiefile o @ E@ENGNEdPIipe H dzv  f * H € dz¥ YJ
JELy B WO " d3j deso Odetse ts ¢ OdzO dzlz .

lted 9C0OL" 9y " i3 GzeateKil® dQitkmedPipel z @28 1
CallNamedPipe o diftcd Mistso z2Isj ISOCEkZ Wtstcdlz:

\'\ ServerName\ pipe \ PipeName

H] ServerNamed Yy ' &' W Hd&YW 9 ' HHOd] dsets ¢ &Y
ZsC Odz! degsets St ' s IsjtcO. tWHEBSSE PipgNade € (
Bsy J B Misd&d?2 Bigd ézo sdz, 9" HO" dadzd ? 9" H
o Cdzt yoOr yd ydwWted 1O M jy' Odz €20 dz@dflxizo Gyt
B MiIsdlsd Hts 256 Mddatsdz . 1 ' d3gd dzO~ € OO0

djtcojtec COdROE dzj dBsyJ Mlseastedlsd € Oc
createNamedPipe f so ddzj d&z 9 S stcdmMissoazo Olsd Issys
o dOMmMlsizf dsddz f ted ¢ dzOH °

\\ .\ pipe \ PipeName

Hjtco jto COdzOdzz sy j dOHOId " &3 W € Odz0
f* " HCdz6 yolsdmw Hts C OdzOdzlz. sdz' ‘ dzls € OdzOc
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Hy jtoj 20, dOftedS d&zOn L OfdMmE tj " Mk, W
odf OHSCkz, C dzdzClfd Yot ovd dgd@ dz@Qdzz f ' H YO

11.4.3. ¢an292 Ymeds3o286t mMododsaYRooaya

[Os st g iipfuld HdNisd BlzY § o T tp fVEes “Through.

Hljojto COROZE odL dZOYyO' Wi dddd HBMISEZ
i Otc O dglwBpenMode! Iz dz$ GréateNamedPipe. sdz' ‘" dzsd € OdzO
o C0OLOIsd Yy 9 HGtdlIs" tejydddd Hdzw Mo’ -
W Iz dzCCyeateFile

tdNddz HgBEPHzdZY tcjydBkBe HsMskzflkz Hts €
HsMiskfz HEts yYydlsOdzdzr OBt L Of i) tc® 58§ 'O
1 OfmMiskzf dzO 11ILP &Py’ JjCo' 9a0dzj dzlsdzj kdz' o ]
Cts) dztsG 5 tej ) d @3z HsMiskz] Iz, wed?2 Bs Y «
CreateNamedPipe.

v OB dziflgw
tiyd® Hshsizy [ SS9 920dzj dzlsdzj Ekdz o o0
PIPE_ACCESS_INBOUND  GENERIC_READ

PIPE_ACCESS_OUTBOUND GENERIC_WRITE
PIPE_ACCESS_DUPLEX GENERIC_READ | GENERIC_WRITE

cShts Mjte jto € tsdzo j ' BIPE_AGCBESS tNBOUND ® 2@zl

HsMiszf dzd?2 dzdhj Hdzv yYdlsOdzdz" HdzW M) too |
Cdz' ' dzls© ¢ OdzO dzlz . cSh s Md tco j to C O
PIPE_ACCESS OUTBOUNLE OdzOdz Hisflszf dzgd2 dzdh j H dz
ydJd s O dzdzw H dzw Cdz' * dzls O C OdzO dzlz . S OdzO
PIPE_ACCESS DUPLEX 9 d S tsdzlz* Is! fyw  Hdzw  ydls Odzedz s
sO¢ ' H&v Cdz' ' dzlsO € OdzOzlz .
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sdz' ‘ dzlsd Ctdzo j ' O, CredeFile orfdts toiff fis & dziz ¥ s
"z detso Odats G s ¢ ©dz0 dzlz f 5o d dzdz 9C0OL ko
dwDesiredAccess, Mz &3'LMdigyj Y B3 HEsMiskzfz, L OH O
1 Of tod € dzOH Cdz' ' RSENEFRIG REAP tMis EtOL OB thB ¢
HyMSCtedf Istste H dzw ¢ ©dz0 dziz Mlse stej dztsG 5
PIPE_ACCESS OUTBOUNDt j Y d&d HBMlskzfkz ®HRBOsIs! B
JSL] B d®dREZ ¢ Odz

r dzv ydlsOdzdz?v OlstedBlkzIs' 9 € OdzOdzlz, IsO¢ d-n
HyMCtedtfstste ¢ OdzOdzz 1 59 JEEEREABOBTRIBYTE® o t
rdzv L OfdMmkz OltedBlkzls' 9 COdOzZE HJjMCted ] Ist
H SFILE_WRITE_ATTRIBUTES £ ° f tc Qo @RS HAEM IS If sz H dzlz -
Edz' o j tmOdzr dzd O3 ftcOo tsd3 H tCEERICZREADH. dzv
FILE_WRITE_ATTRIBUTES H dzw ¢ OdzO oziz Is' dzv € ( H dz
"%. %2) #M72)4% o &), %m2AM § WdzO4A) 's5 420
[ B3 N Jd dzdzy HtcOo HEsMiskflkz IsOCddBE ugdgesdz,
¢ ©dz0 dzlz .

fdddd3 fleySwghde (it ledslsy Wwkzdty’
s jtOy" udls Odzdzv , LOf dMmMEk O ¢ HECdzs y.
HSL 8 sdzw feslstsClk odCtsdzzo Olsd Codgh s
odCsdzz’ s mw Istclz H tszdis BN Is @ O A Igdec O Us' j™W.d d3
o tedmMlssolkz2] fttOftstcjy* FILE_FLAG_O\

A 2 dz€ y ReadFile, WriteFile, TransactNamedPipe Is ©
ConnectNamedPiped3tsy s oS tsdzzo OIsd o~ " HdZ Is ©
M den tetsdadets Yd OfMd den tets dadzts . s fs deifts , W zodsS dg©
fso jtolsO' s Mw HE L Oo jteh jdadgw o ¢ tsdzlzo Oc
odCtsdzOdzdzy odCdzd C O ysets ffslssClkz disyJ B
sjtedz" dz, fts¢€d o' dz sy' Clz° L O9 j teh j dzdgv
WedzCy' ' w od¢ tsdzkz’ Isidd®w dA) fig Rziidists dfds®, ] tcdst® * Is
sf jtcOyYy' ¥ daj Bldzs L Oo jth jdes. Aj] HBL 9 tsd
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Wsdetsosdzsz tejydds", o Ists?2 yoOfm w¢ ' ¢,

"deh dR L Oo HOdZ .

Il S sted Mis Odzedzy O ) Falaf dotisridrizis @ t5 L o to deizo’'ly * fip O

odSstcdmistsoazo OlIsd ydsdz, wed?2 odSdz’ IsC
DICOY " sr € dz2 €O tB' * Cls'wait f sSH'S2YjI€ O
HSCd sSHddz "L tB' “CIs' 9 BEH] oMlsOdetse
)l dSstedflssokz2Ilsj L dOyj ddy ty' ¢ ko Odzdw
werE jteOyYy' W L Oo jteh j dzO.

I S sdzO21Isj L O9 H Odadz™ , dzj sB R " Hdz H dzW

LOfEMSE dOMmlsky dets’ 4§ jtOy’ = Hdv Y-
o Cdzs yolsd LOfEMS 'd"t s§jtoy'
HiMSEdflsseO € OdOdk .
[fjeOy' TitcjCwdoOsls! MW, HBLoBdY 5!
LudlskeOld ' LOfdfMkeOld HOd , O Hdv

s jtOy’  -adopHlddY H]¢ dz CBEBRBO HIMGtedl s
mMjteojtck Ctdzoaj 6O L GHddR skt sy LW,
C'dzt CB8d3O Cdz' " delsOBd & OdzO dzlz .

A 2 dzG QreateFile HsLoBdzw ' Cdz' " dzskz COdzOdzz o
(FILE_FLAG_OVERLAPPED) H dzw HijMSCtedtIs
f O tc O dglvEagsAndAttributes

t 41 dd3 Whrdughel SOy " Is! oy ddz dzOMSE tc' SEzsGt
FILE_ FLAG_ WRITE_THROUGHA j 2 tjydd of dzde ©° dzdh |
COROzd BO2BBoatets sdifkz d3 3 Cdz' * dzlsOdzd
CeliRf " 6 IsjtcOn. ULV tiyddd LOfdmME Ve Yy ',
dzf o jlsOsls! MWvizlsy SE Jtc HO@az dif s BdgHIG] )

9" HHOdzj dedBz S sl ' ¢ Isjtc’ . t(Jydd3 dOmMCtc’ L
fslsteig Bzt s/ Mddzrntetsdzg’ L Oy' ° HdzWw C sy dats’ ¢
Ce¢hts tiydds LOfdmlkz dof o Cdz® ujdzd?2, M
Bitcidodr SRizdBY BWQtdgdOOy' ™ HOdd- H
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RZOC s duyd dets 3" dz' B3Odzr dgze €' dzr € Mis! B O2ISS
yomkz. 1 W jtedL Oy w HBLotY' Mdmilsy d&3° § C
Biteddok HJitjHOYk. AJj L dOydsd By "t
LOo jteh jdzO " mMdzw ke, w¢ MmdMmisj 3O § sd'
sddz, W& MdMmisj BO fjtjrHOMmis! " a 5 d&jte]

A Iz dzC QreateFile HisLotdzw Y Cdz' ‘ dzlslz C OdzOdzz o ¢
L Off oFiE FUAG_WRITE_THROYGHH 2% H j 1S to d fHISStds dgts GOt
f Otc O dglivElag€AndAttributes . 1 " fpdzw  Milseo tstej dedaw H j T
By dO LB ddlsd wixdd LOofdmkz wHiMSwdyils
9 Ht' L dgwIsdmw Hdzv HjMCtedf stste® &8 Mjtco j
¢ ©dzO dzlz .

s dz' ° dzls ¢ OdzO zlz Btsy JOIsd o d SWskacdfm
SetNamedPipeHandleState Hdzvw C jtokzo Odzdz?y €' dz@ €' fMmlss
sy CkZoOdedzw f jtejH HjtjHOYjJ® HAY ¢ OdzOdzz
COdOdzE, HBMskzfdsets ddhj HAv ydlsOdzdzv ,
L GENERIC_READOILE WRITEATTRIBUTEg tc©9o HEMiskz] 2.

1144. ¢apnpo29? BJ¢] moasaYRoay o dqRaRd]
aymd) YRa ot

Hjtto jto Ctdzoj 80 odL dzOYO' twiydd kdiyk
sy’ ¢ ko Odzdzw dwPipeNpuded dgjdks &feéateNamedPipe . s d&z' ‘ dz
COdOdzE sy kls! 9COLEoOId y' tjyddd S Oc
Hisf tsd3 ¢ s CreateRies

fdAdd P sdfkz COdOdzEz odL dOYO" ,
"k dzso Odzd 2 S OOz, [ Ods Ry bkls'  f jtoj H(
fcsQl OO k sdedH' (olstSlk o' HES
COOd&E ' H YO fCreateNamzdiRige 1 dg¥ Is Bis b s tcj dzdzy
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‘3 dzso Odese s COdzOdzz. (i ddi3d Isdf " e O |
¢ OdzO dzlz .

z sB Mlse stcd Is d COdzOdz s HIFEZTYPE BYTEO B 5
odistedmMlssolz2Isj L dzOyd dzdz? L O f tetsditso YO dzo
fslssCkz BO2I' 9, ' mMdMmilsy BO dzgj L ' L dg
LOfdmd.

ztsB Meastedlsd ¢ O0dzOdz Isd f APE{TERE MESSKHEE dz
g dMilsj O ®WA@useddzY ‘L Off d i O dz' 9 Ctydz 2 s
SsHddzd y¥ o' Hisdgdzj dzdzv . s dMmilsj @O L oy H(J
sdf " o Yo' Hsddzj dz# , dOYJBISS BREZO ko' dBE 0

tdndd3 udisiopafials ydlsOdzdz? ¢ OdzOdzz o L dzOY
"3 ditse@®d COdOdzz. v jtce jto Ctsdzoj 6O L OHC
HiMCtedf Iststc® € OdzO dzlz CretitéeNamedRifen 9 P zaizd ¢ dzk
LydlsizeOld o tjydd BO2Istseatsets yYdlsOdaedaw
rimCtedflsste COdZOdzz B O2Istsoa et IsEY ks odigss
ud s ©dzdav . [ i MCtedflstste Hdzv COdzOdzz s iz
BO2Iktsotsets YydlsOdzdz?w OB YdlsOdedz? 59 HISH
tejydds ydlsOdzdzw By o Hit' LdaWIsdmw H dzw
SHdsEts jJCLjBfdvicO € OdzOdzlz.

z2tsB Mbasteid MCtcdf ststc COdzOdzz o toj 3 d i3
PIPE_ READMODE BYOE 5 o dC stedflstso z2Isj L dzOyj dzdz
Lydlskzs s mw L COOkzE we f(lssClkz BO2IS
Emyf " hdets, Ctsdzd L ydlsksls: mMw o fm'" I thips kzof S
C'dzr ¢ Mlsy BO22Is" 9.

z2tsB Mbotstecdlsd HjMCtedflstste COdzOdzz o toj
PIPE_READMODE_MESSAGE Odz' L ydlsksls!: v L ¢ Od&zOc
[fijtOy" " v ydlsOdzdzgr L Oo jtehlkz‘ Is: mMw EZMmf " " d
f s’ Hsd3ddjHzdzy C QI Q@dzy yYydmdzs B OAIS" 9, h ts
ZOMmskzf dese s s Hisdgdzj dzdzv, WhkdzCy' w L ydls
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f 50 j todzj dzdzw o5 daBetkastErfo ktdss oyj tERRIDR_MORE_DATA
tdhlsk §tse " Hisd3dzj dzdzy B3sy dzO  te 5 Y uisiAslfdzdew C

rdzv Cdz' “ dzs®@ COdOdzz H j ME tod fCedfile ¢,0 dzO
LOoOYHd LOoYHd LdOatsHdIs! mMw o tjydd3 B
fmMitco Jjted COdzOdz' o B zIs! 9 d¢C Bto
SetNamedPipeHandleState H dzv L 3" dzd toj X d BBz 9§ PlsDdiatz"
r iy MStwedflstste ¢ Odz0O dzlz f s ddzj dz BOIsd
FILE_ WRITE_ATTRIBUTES

fdndd3 sy . $ka@dgdesy’ ¢ zo Odzdz? HiMStdPIst
W Iz dz¢ ReadFile , WriteFile Is @onnectNamedPipetsB tets B dzW ¢ [s ! IS

S jtOy’ * . v tejydB RizEE zdOgwd dgjofn i yd
LOojteh jdedz? 6§ jtOy' ' fsyj Mz &O ' & &k
5O Y' CkoOdadz? WhkdSy' ° dzjcO2des o] tok

dzj o L dzOyj detseéts tsy' € zo Odzdav .

1 © s j Re@dgileto f dzd o O tej )y dd3 tsUp'sReDo G denrs
¢ tsdzd COdROdz ftstetsy dz' 2. 1 tod odistedmls O
sy SkzoOdzdzdw Y jteOY' W dzgj L O jtehiz' sy mw L
fslsCk, s LOfdMmEz' Is! Mw dgO@ " dzg" d2 €' dzj
sy’ ¢ ko Odzada” B4 L CpdztsC bfotOedgdayls ©° W kzddz dz! )
GetLastError ff tso j EBRROR_NO_DATA

1 O s j\Wridehilet o f dzd o O ejyddz sy ¢ kz9o Odzdzw
wehts BEWJt COOdzE dzj HsMIsOIdzr &5 d3' My
BdzsC zo Odzdz?y IsO sy’ € ko Odzdpv stiztflsjdtc Oyf) fv* h LAE
f slss6 d3, hts Lydlskz’ s mMw L " dzghsets C° dzy
B MmMyw o BRWjtt'. 1ted dzgjBdzsC ko Odz? desdsz H
ftso jtolsO’ dzj gz dzt s j L dzOyd dedzv dzj ¢ O2 dzts,
fso' HsdOB slzddf ) Mdzw L Of dMk Mmls' &z €d B OIS
COdzOdzz B O2btsotets Isdflz) .
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1 © B j@GorgetNamedPipes f dzd o ©° iy ddz sy Skzo
¢ ©dz0 dzlz Codzd dzj BBO° Cdz' * dzls O, ' HGdzs Yd
J LB dWicO COdzOdzz Odzdp? tHQLMC tod 1€ tstic@ )l
sy CkZoOdedzw ff jtceOY' W " HGCdzs Yy j dedgw dzj oc
f* " HCdzt ydls' mw Hts jJCL J B dzv tc 0 CeeateBidz® B 'ts dzv
CallNamedPipe . v tcOL odSC sted Mmis O dzdzw HJ MEC
B dzts € Iz 9 O dzdz" s jtcOy" W " HCdzs yg dedav f so
GetLastError ff ts9 j BRROR_PIPE_LISTENING

10 LOMBBO ykzo Odzgdzgv o3 kMm* HiMStdflststed ' d
w Iz dz§€ yCréateNamedPipe O B GreateFile Mlseo ste 6 Is4 Mw L
e dBsB BAzsC Lo Odzdzy SO BBY' S ko Odedzv . 2z tsB
B JL BdzsC [z o Odzdzv , n J RIPEI NOWAITY 020 dzlzy O ¢ OCa &
CreateNamedPipe.

sdz' “dzsd COkROzE IsO Mmjitte jtod € OdzOdz! o
HiMCtedif IssteO ¢ O ARERZWAIT O BIPE_ BIOWA[TZ o d ¢ dz(d ¢
W z dz¢SgtNamedPipeHandleState .

Iclstc’ Bdats L Ozjoy@pbdyl <z ,B At o Odzdzy IsO sy’
Hdzv Mk &3" Mipdzsofy) KAN Manager o j oy’ 2. 0. Aj?2
o d¢ tstcd fls Hadk?ve O lsids W ¢ dzj dada” 9n ' Hdzd R
fJtey Stcdo @®O®)s! mw ‘(o34 dzts o Odzd d3qd ¢ OdzO dzO dzd .
oditcdMmMlstsozo OIsd ff jtcOY' " ;0ddtsHlA,j tclf ©%
HiSL 9 tsdzw * oS tsdzzo OIsd Istcd o Odz s JtOyY"
wilzdsS y'

11.45. 6dbasedt 30 mosasa¥YRoaog dRaRdmMY

102 tesMmls' hd2 Mjkojte SOdOdkE fllo st
"  HC ¥ yO' 5! M HE GHdSES Cd ‘ dsO, oL cC
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Cdz' ' delsO, LOCtdoO® HjMCtdflstte € OdOdE Ik
©ZO2yOMmls' hj oLO dsH' ' ‘L. Cd & jstgOS Qdie
podCtedmstsokzo Ok BHddz jCLj B &zvte € OdzOdzl
COdzOdkr h v otsdl §sMd Hiso desets § ' HCdzy yj dzd
o' H dzd5, Odzj fwsHkCIlsdods fls! BEHj dadL
C'dz' SO DL LBzt Hdzw jWjClkdods’ ©BE

whdzlz®° Ibted thdtse dz' MisteOlsje’  tsBMAzzets
- glsoatste’ Is! SCtej B2 sl ¢ Coydegsets j CLJ
- ldStsedMmMistsoz2 Is § sf jtcOyYy" ', h s fjteg 1
OVERLAPPER W iz dzRepdFilds, WriteFile ° ConnectNamedPipe.
1 tod € dzOH Hdo. £ L H' d g jteo Jto ° d3 (
sfjtcOy'-@2daswsElz "ts fjtej Ctedo O Is! Mw .
- 1S stedmMissaz2Is] sf jteOyYy" hs it Cte
ReadFileEx ° WriteFileEx WCL'EEds@O " HfesGetcOdzz L

odStsdzlz’ Is' mMw ' Mdzv L Oo jteh jdedzw Y jtcOyY'
Hjtco jtc BOGCOLBY Blssydzsets ¢ OdzOdzz dzO2 { to
Coydetsets jJCLjBYdzZvWtcO tsBtetss dzv '’ sBd3 dz H
sdMmlsj BO odH" ' dzw yofm  tctely jichipts tedd] B datsis
Csyjdz sl € oadSttedmlssoalz’ MmMdMmisj dgdz’ toj f
wed?2 tBtesBRY' 9 jddtkz ¢ d ¢ MmIs! Cdz' ‘' dzl
10 HEfSBsesE BGHRSfsSlkS(toasets MJjteo j teC
hs Mistsmize s Mw ¢ dzr S s Ydr'd' dgyf  odz dZ' o
SHdsyOmdatsets Hfiskzflkz €' dz@ Ctsa Cdz' ' dals' o
fsdzvc O o btsdkkz, "t 2@z fslstc’' BdzO € it
HdzW o dH"' dzj dedz?v ftetsyj Mstcdese s YOk HdzW ¢
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1146. Acea3Recmnpn b moasa¥YRoa0o09 dqRaRdes

lted fJteh sd3Createf@nmdzdfipdzr i j tco j 6 C OOz o
f Otc O d3ldzltmstances , h sB ©C OL Olsd dBOSC Md B3O dz! dzk
COdROzE, wC' W@y kls: " Mdzzo Olsd tsH dzts y O M dzat
CreateNamedPipe H d&zW Mmlseo tstej dzdz? HBSH OISt dm J G L
fJtejodhkz' &OSMHMIBOA dts™ €' dzv StsMls’™ J S yJ
odedzd¢ o jtelsO' HiMCdflstste o € ° dzj y+

CS bk'dz €d Mite jte ¢ Odz@zBlaizzils Ltsits ¥ ‘dzlsj Ei
f* " HCdz6b ydlsdmw HtS dz' s6¢ 5, Creafekilezd CO@Omts
CallNamedPipe . ¢cSh s JGCL J o3 dzv tc Cleddedtile dzif s o siglk @
Hy MStedtistste Cdz' ' dels! CSs8ets € dzyw JCL J o3
dzj HesMiszy dz2' , € dz' Cdglic d 6O &z izl O\NzfENajh gy ©
hsB HBYy COIsdmMw fswed ¢ OdzOdziz.

sjteojte COdZOdzE d3tsy J odL d&zOydlisd, ¢ ts dzd
J LB dvWicO® COdzOdzz L ConmewtNamelRipets s WO dist
HyMStedt Istste C OdzO dziz fjtciBlzo O ) ted Y d
ConnectNamedPipedzj § tso jtlsO' Is+ mw HSCd dzj BIEztH

sdz' ‘ dzlsd IsO fMmjtce jted COdzOdzE By EZIs! od
CallNamedPipe Hdzw ydlksOdzdzd IsO L Ofdmk o * d3j
WEdzCy' 2 LOdzjydlIs! ' H BT EZ HEC OEOAGE dzik O
HifMCtedflsste® COdzZOdzz, WwW¢C ¢ OL Odats dad y U

- A 2 dz€ RpadFile Is QvriteFile B3y &z0 o S tsted Mmistso zo C
sdfz BO2Is' 9 yd f§te' HBdGdz] dz .

- Az dz€ ReadFileEx *° WriteFileEx di3tsy dz0 o ¢ sted Mis
COROZOBRd Idfkz BO2I" 9 HOMB o Kis 8 s &M@
o' HCtedIlsd?2 Hdzv fjttOy 2, s fjtej Ctod

- A 2 dz2§ PeekNamedPipedzstsy d&z0 o S stedmMissea zo Ols
9 dH Odz] dzdzv o3 Msk BO2Istsoatsets Isdfkz |

391



PeekNamedPipe Is O € ts BBsy J fseo JjtlsOIlsd HSH (
d ¢ L J dfY @zir@edzlz .

- A Iz dz€ JransactNamedPipe @3y dz0 o d S stedMmisso zo Ols
COdOzOiRd Idfkz Yo' HdAdzj dedgw, wChts H
o dzdC O, dOZO"NIsso Odzgd?2 o tjyddz ydls
f s HBABd] dzdzW LOf dIskz L Yydfilslz'L Of tstor
sf jtcOy" ¥, " Hodhky yd ftosHikzCIlsdoe dz Mmls

sJtco jte COdOZE dzj ftoddzjdz oadCtsdzzo Olsd

dzf BEHJ] LOfENMNjds Cd ‘' dlsO ¢ O0dOdzk. J

G tsdzC (. 1 OLoadyo®2 vyj o' HBlzo O' IOHMWE ' CBEEz]S
yomkz o dECodfGadg'dzj dz L OB dzsC zo Olsd ° odeyd
ssdzd Cdz' ‘ dzs IsO MmMijtwea jto L Oo jthikzels! ftot
fsoddzi &z MyfsyolsC iz o d(FluskzEil€BOfters ¥, iz dzSh s B
fJjtej SsdzOIsdmw, hts Cdz" ' dzls Lydlskz® ofm" BC
FlushFileBuffers dzj o jtolsO' s mMw, ts¢d Cdz' ' de
Isls'" &3 Mjiteo j to o d OidednbedtNameliRipdzs ‘' hets B L OC
f" " HGCdzt yj dedzv Hts € dzzdzfzlgOWw € @ O dzlz ! AY MW
dzj f ted § 2Mmlis d &3] d3, wehts o' de N LOCtedIsd?
odHOdzv s Is! Mw . 1" fdzw 9  d3¢ dzj dzdz Cdz' * d
CloseHandle, h sB L OCtdlsd HjMCtedfIsste Hdw j &
mMjtco jto sy j Is COpdctfldmisdPipdz o @ tsB  HisL 9 ts5dzd Is
Cdz' " delskz " HEC dzt yolsdmw Hts y! sets j L j B o
ltesydm Byl thteddBOIsd o HBERsMIS' f tots
W 2 dzC GéetMamedPipelnfo wCO ffse]jtlsO! sdf ¢ OdaC
odr  Hdzdr BEWJ t6' dgOQ dz! Glzlzls &EC =y CAsAsyd 4 S L 4
B &ZO0 Mmis o tste d IGgtNamedRmperfanfleState ff s ° H s d3dzV
teiyddzd ydIs ©dadaw s y' ¢ ko Odedagw HJ MC e
J L] Bfdzvwic' o COOdzz IsO HBHOILS B9 ' 9 " HI
HOdzd iz f'ts. dyy zSpHlagmedPipeHandleState 9 d L dzO Yy O tc J
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yd Is O dzdz" sO y' ¢ ko Odadz” HiMCtedf ststc® ¢
oL O ddsH ' 8 Is! L 8 HHOM] dddi MmMJjtce j tesd3, W
C'dzr ¢" fMMlss BO2I" ©9, hts LBdtcOB Is! MW j QB
fjtejHOYJ® B0 ' Hsdgdzj dzdzv (L O EZdssed, N ts
oS dzt Yyjdzdd3 6y dBsds L Of dmiz) .

11.47. 0abeadR mosasaaYRoa0o0g dqRaRdmMY 68R ¢e3F

1 JLyJG¢O Windows HBLotdW' CjtwlkzoOlsd H

rymetwdtilsste BjLtfj<d HdAv "3 dets e Odats @ s
o d¢ dzd ¢ & ClelteldampdPipe. 1 iMCtedflsste Bj L JjCd
Cdz" " dzlsinps €dm SO Mjteo jdzdms € dzy' o ' d3J dz
NULL ' d3j detso Odzd 2 C OdzeOdz tsldidfdaiidac  Bfjla Gf dgHS Qe
Cijtokzo Odzdzy HGMEzyftsds & HjMCtcdfIstste® B J L {
¢ O©dz0O dzlz dzZOH O8 [s f so ded 2 ¢ ts ddomiSyktem , tsB C
OHA d2 MistcOsstcOd SO o ZOMdzd C &z Iso steyw . |
Yydzj 20z ctockzf qdzb s OO s L Of Miz.

zSB slsted dzOIs d HiMStedf Iststs BJLYJGCd
GetSecuritylnfo : ztsB L BB dzdlsd H i MCtedffIsstc B j |
o d ¢ dzaiIeguritylnfo

stsdzd f tsls' CCreateNandedFip®, hHtsB o  HCtdIlsd H
mMite jBIUASddzy ' Mz yses COdzOzz, MmdMmilsj BO
ftso jtodegj dzdzg" d@3 H  MCtdf IststcO. l jtojo  6C O |
f sl IsO L Of dls®aCllz §f e Oofg Otc ditfslitistz’'f d&z B J L
COdZOdzz. ste' B L Of qIAOIzED d iids Gre s ezttt Z 4 & §
f 5 IFILE_ CREATE_PIPE_INSTANGEs fyls 2 Hts * 3] dztso Odzs @
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b ZOdzts ¢ ydats, ¢ tsdzd C dz' ' ddyeatefle ¢ deBSHO
CallNamedPipe H dzW " H G dz¥ yJ dzdg" Hts Cdz' * delsf S5
MmdMmisd 3O fitejo’ W' HEglERER § dd6] wizlsdzOH O dzc

rimStedyflstste, Mt {§oQdateNmdsPifigy & @ozg myf *
H ts i) S¥YNCHRONIZE | * dz [sSGENER|C_BEAD, GENERIC WROE S Is j
2 "dghj, LOdzjydes 9" H twjyddkBz o HCtodIslsw
Hdzv Cy desets o' (BENBSEE toj Y d Bk

v OB dztflgw

] " HS B d ) 000 ksmisky

PIPE_ACCESS_DUPLEX
FILE_GENERIC_READ, FILE_GENERIC_WRIBESYNCHRONIZE
(0x00000003)

PIPE_ACCESS_INBOUND
FILE_GENERIC_REAB SYNCHRONIZE
(0x00000001)

PIPE_ACCESS_OUTBOUNI
FILE_GENERIC_WRITE SYNCHRONIZE
(0x00000002)

FILE GENERIC READflszf HE& ' &3j dzso OdegsG s € O
YydlsOdedz? HOdeds L § OdzOdzliz, yqdlsOdzdzv Olste
Olted B zls' o DAQ OBz

FILE_GENERIC WRITEtSfjls 2 Hdzw ' d3j dztsledazdzts At O (
LOfdM HOdzedr k2 COdzOdz, HBSHO9 Odzadzg? HTEs dg ¢
L dtoj dzd 5 Ols tc BAELE Oaz0 k@ . YRILE @BRENE GATA

‘  FILE_CREATE_PIPE_INSTANCE 3O Is Is j O &34 5
FILE_ GENERIC WRIT&OH @' HBL 9" ' dz dz0 fMmilsoe tstcj dadz™
ftesB dzj 3, o dS ttedmlsto ZRILE GERERIE|WRITEY tc Qo C
Id sy jlsj ACTEISIVENEM SECURIT®K Oo s HEMisk
sB' ' SO " B detso Odegse s C OdzOdzz, W € hdacl o
sB'0.CIs

394



z2tsB LOBtSttsdzgdIlsd ©  HHOdzj dzgd 3 S tstcdMmiskze

MjOdeMkz Isjteds &zOdz o HsMmlskzy HE ' o dats
"HjdalsdW "' COlstste BACIH iz C § CalZODEA®OL wuts j dals d W * €
KOSty odSttdmssok Is! Mw ' i dzOMo & T tsaz®
"HidsdsdW SOkt BJjLYJiSd, wCd2 odCttdfmls
sB' ' $lSO HA& Ctydscts Mj Oodkhk.

11.48. sa3af daoeat ddmwasgR moasaYRaaya (dF

L 5 s B dzinpdedgdnation - Yy j L HOIsdz mls! fslssC kz
Ctsdzlsj € Mis BJ 3k d,H ds'tseds’, dzdgtsts o dzOMmdz
HiSL o tsdzw ° fslssClkz Mjtcojtc® odCtdzlzo Ols(d
Ctsdzlsj SmMsz BjLyjCd €Cdz ‘' delsO. c¢ HtwOod
HsMiskz] z.

1 s’ € mMitco j 60O ‘3 dese Odzts G s ¢ OdzO oziz
Imperso nateNamedPipeClient htsB EZwedlsd ®HBOLS jte HE
f* " HCdzt Yy detsets His Cdz' ‘" dgsfs CSsets €' dzyw ¢
COdOdzE BtsyJ dOHO9 Old HEtSMIskzy HEtS BOLJ
mMitcojtec COdZOkzE B3O ftedo ' dAl @azO @idzd &O m fis df) dk
mMitco j tolz, Mitcojtc bkMmtse dzs Cdz' * dzs© IscC
LORdh jdzs™ BOLd HOdzdm. 185l &3 MdMmlsj B3O
L Odzj ydets o ° H tc' o dagv BJLYJjJGCd Cdz'‘ dzlsO.
odC tstod Mistseo RéverthTaSdAE nyétlzy o ' H dztso dzj dzdz? B3Ot €

t " e J dg e dzj dzdzv o dL dzOyoO* s jtcOY'
FsmtsBdzj dzgdz' Cdz' ‘ dals©O. 10 L OBtse yYykzo Odadz” i3
Z s i ts B &gcdatidmpersonation . [ Hd2Z0C, Cwdzd € dz' ‘ dzls
CreateFile hseB o  HCtdlsd HJMSCtedfIsste € dz'
Bsyd odCtsted Mistso EBECONMTY SP@ILFPREBENEY L tcOo d

tc' odzgj @3 EtsmisB dzj dedz? MJtco j 6 O.
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V dOmMizfddr fttdt ZzZOHOR TS OLOdts od¢
BJLJtjtco zBOHEIES§EZftetsy MOA] :

- Multithreaded pipe server -l tcojtc BOGOISEY sis 5y dzts

- Named pipe server using overlapped 1/O - o j 6 ' d3] dzts
¢ OdzO dzlz L 9dSBted MisOdzdzy dgd o Bt J taey, -
fdtejStedp O Is! MW

- Named pipe server using completion routines - tco J to
"By s Odzse s COdZOdzE, wECd2 odistdMmilst

- Named pipe client -Gdz' * dzls ' i3] detsp Odzs e ts € O dzO dzk

- Transactions on named pipes -ldeOdzL OC Yy T " d3d des e O

11. 4. 9. OodoasomsRedYRoay o : dResRYq3
t Ry Reagcagayoaya (qRaRd]

VLdzZOMlszf degsdzsz f ted C dzOH® Y COL Odgs fMmj tco §
main fsls*¢ L ydqeéatsdz, wed2 Mlsotstes ' J G
Cdz' “ dzlsO COdzOdzz. 1 ted § ' HGCdzs yj dedz® € dz' ‘
tsBfMMdzkcso o Odzdzy YWt tkd Y ZlsOs JOSkEE O
main. sdz' ' dzgs COdZOdzE By j kM hdats f° HC
Cdzlsj tco Oz 3 Yy 9 Cfdatddpmenl Bk Is W0 hnEctyamzdPipe.

v yY! sz Eahtfe@MathédPipe f 5o j tels O GellagtError O
f 59 j BRROR_PIP_CONNECTED

I sl €, MmMlsotstej dzd?2 Hd&zW Bz e 59 2 9 O dzdzw
LOfdIsd L C0O0dzOdzz SO LOfdMmMk' o' Hftse ' H'
fme ' 2 HiMCtedfIststs. ) Yy!' sz o df OHCEZ ¢
LOCtcde O 26t HJ MEC tediif'ls s tc 5 &£ OIsiadz Bl sl ¢
oS tsdzzo Olsdmw Htslsd, HBCd daj o dded S dzj ¢t
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Aj2 Mijtojtt SOdOLE sy dz0 s dSsdhsse kz
f HSL H' dz' sdz ‘ dzgls ' Bj dzse Odgse s § OdzOdzlz .

| " MmMisddemd@®s j 6 B Oc Ols 51 (s(isxsf E\hatpibit Bui@ dzO dz
Windows App Development https://learn.microsoft.com/fu

ru/windows/win32/ipc/multithreadedipe-serve):

#include <windows.h>
#include <stdio.h>
#include <tchar.h>
#include <strsafe.h>
#define BUFSIZE 512

DWORD WINAPI InstanceThread(LPVOID);
VOID GetAnswerToRequest(LPTSTR, LPTSTR, LPDWORD);

int _tmain(VOID)
{
BOOL fConnected = FALSE;
DWORD dwThreadld = 0;
HANDLE hPipe = INVALID_HANDLE_VALUE, hThread = NULL;
LPCTSTR IpszPipename = TEXT(" \\\\ . \\ pipe \\ mynamedpipe");

II Oyy doyae ia33 yrvodoeowe dsadegame jpoaonjdsd 3D}
I 'gdse 3310} Y gld3auwyl owpyms3dd)ivs dedis sl ne vy mt
' gd¥13 dam dbedbhse ©290RmMo3y o ita6 33161 ¥det 1 i
I dv13yosonyym yoyyygyded angexyy o gird3awyrdyym 3
//l' |d jJdysisjpitdy} ) oe o33t
for (;;)
{
_tprintf( TEXT(" \ nPipe Server: Main thread awaiting client connection
on %s\ n"), IpszPipename);
hPipe = CreateNamedPipe(
IpszPipename, I/l pipe name
PIPE_ACCESS_DUPLEX, Il read/write access

397


https://learn.microsoft.com/ru-ru/windows/win32/ipc/multithreaded-pipe-server
https://learn.microsoft.com/ru-ru/windows/win32/ipc/multithreaded-pipe-server

PIPE_TYPE_MESSAGE |

/ message type pipe

PIPE_READMODE_MESSAGE | // messageread mode

PIPE_WAIT, // blocking mode

PIPE_UNLIMITED_INSTANCES, // max. instances

- out

BUFSIZE, I/l output buffer size
BUFSIZE, I/l input buffer size

0, /I client time

NULL); /I default security attribute

if (hPipe == INVALID_HANDLE_VALUE)

{
_tprintf(TEXT("CreateNamedPipe failed, GLE=%d.
GetLastError());
return -1;
}

/I 8did3speydym gid3zwyLdy}m
Il hyys3siatm gdodecynpe
N A0, AOO%OOI O gdodac¥ne

\n"),

3316)J¥YpDK m3tgd

fConnected = ConnectNamedPipe(hPipe, NULL) ?
TRUE : (GetLastError() == ERROR_PIPE_CONNECTED);

if (fConnected)
{

printf("Client connected

Il Create a thread for this client.
hThread = CreateThread(
NULL, /I no security attribute
0, /I default stack size
Instance Thread,
(LPVOID) hPipe,
0, // not suspended

&dwThreadld);

Il thread proc

I/l thread parameter

/l returns thread ID

if (hThread == NULL)
398

, Creating a processing thread.

\n");

id

} d) s do dhygyscudy jggto dec ¥ o e
%22/ 2m0) 0%m#/ . .
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_tprintf(TEXT("CreateThread failed, GLE=%d. \ n"), GetLastError());
return -1;
}
else CloseHandle(hThread);
}
else

Il The client could not connect, so close the pipe.
CloseHandle(hP ipe);

return O;

DWORD WINAPI InstanceThread(LPVOID IpvParam)
YY | m gecdiddyeon e hyjysistew dbedbsa gd¥ydsy da3m
YY tdecdoa 21 d3Gaowdjadedydd nggdfhiddarl 2ud edadoy) ded
Il zodey 1 ¥B yoneytasmg +d ddsod
YY dyj)ydoyee ia33 dam gedddosdyym oa3dinjymt gdn
Il br3Brd gd¥ydsiso
YY i1 gediddyeca o9a3djyonra ddjduipopyjydt apnp3doy d o
YY gJds3paypidg) vyoti
{

HANDLE hHeap = GetProcessHeap();

TCHAR* pchRequest = (TCHAR*)HeapAlloc(hHeap, 0, BUFSIZE*sizeof(TCHAR));

TCHAR* pchReply = (TCHAR*)HeapAlloc(hHeap, 0, BUFSIZE*sizeof(TCHAR));

DWORD cbBytesRead = 0, cbReplyBytes = 0, cbWritten = 0;
BOOL fSuccess = FALSE;
HANDLE hPipe = NULL,;

II' Nesadyoperyd dddoy3sdoy gdedoiriec3ay gdeeaszdst dys.i:
II' ' gedddoosyonyaed gepni wyonvyat Jopos¥yB m3td .t de g

if (IpvParam == NULL)
{
printf(* \nERROR Pipe Server Failure: \n");
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printf(" InstanceThread got an unexpected NULL value in
lpvParam. \ n");

printf(" InstanceThread exitting. \n");

if (pchReply = NULL) HeapFree(hHeap, 0, pchReply);

if (pchRequest '= NULL) HeapFree(hHeap, 0, pchRequest);

retu rn (DWORD} 1,

if (pchRequest == NULL)

{
printf("  \nERROR Pipe Server Failure: \n");
printf(" InstanceThread got an unexpected NULL heap

allocation. \n");

printf(" InstanceThread exitting. \n");
if (pchReply 1= N ULL) HeapFree(hHeap, 0, pchReply);
return (DWORD) - 1,

if (ochReply == NULL)

{
printf("  \nERROR Pipe Server Failure: \n");
printf(" InstanceThread got an unexpected NULL heap

allocation. \n");

printf(" InstanceThread exitting. \n");
if (pchRequest '= NULL) HeapFree(hHeap, 0, pchRequest);
return (DWORD) - 1,

I 8c6ysyonra bonenydy31929)14 gdoiriddeadyymt o6 cdbdi
I'd3m j op3peddoady) jm

printf("InstanceThread created, receiving and processing messages. \n");
I 6pepedye gd¥ydsy e ddyscagydede dsadegamen bR

hPipe = (HANDLE) IpvParam,;

/l Loop until done reading
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while (1)

{

I ne¥ny) 1 m 3316 yvyyhksehonaggagpds ggsdtd)yae 3dd d

Il 321 d gdolddeszdy j m

/I up to BUFSIZE characters in length.

fSuccess = ReadFile(

hPipe, /I handle to pipe
pchRequest, // buffer to receive data
BUFSIZE*sizeof(TCHAR), // size of buffer
&cbBytesRead, // number of bytes read
NULL); /I not overlapped 1/0

if (ifSuccess || cbBytesRead == 0)
{
if (GetLastError() == ERROR_BROKEN_PIPE)

{
_tprintf(TEXT("InstanceThread: client disconnected. \n");

else

_tprintf(TEXT("InstanceThread ReadFile failed, GLE=%d. \n"),
GetLastError());
}

break;

/l Process  the incoming message.

GetAnswerToRequest(pchRequest, pchReply, &cbReplyBytes);

Il Write the reply to the pipe.
fSuccess = WriteFile(
hPipe, /l handle to pipe
pchReply, /I buffer to write from
cbReplyBytes, // number of bytes to write
&cbWritten, // number of bytes written
NULL); // not overlapped I/O
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if (ifSuccess || cbReplyBytes != cbWritten)

{
_tprintf(TEXT("InstanceThread WriteFile failed, GLE=%d. \n"),
GetLastError());
break;
}

I Ot ey¥xi1¥B 3p)yp3t +db ddeodsevye 33106)¥y gedlL &r¥D
YY gdedd o2i1d33witd) ) met 30odjywras ovngRegyrde ¥vd
YY ddyscegrde i Bded dssadeg3amenpn 3Dj) D3y

FlushFileBuffers(hPipe);
DisconnectNamedPipe(hPipe);
CloseHandle(hPipe);

HeapFree(hHeap, 0, pchRequest);
HeapFree(hHeap, 0, pchReply);

printf("InstanceThread exiting. \n");

return 1;

VOID GetAnswerToRequest( LPTSTR pchRequest,

LPTSTR pchReply,

LPDWORD pchBytes )
YYL m gedi ddyen e gedyrvdw hyy3siisew dzm ddoyydssy 3 31
o eapngdoyd}y )} m byhdeon 21dgdoids y¥pnjpdonecy¥r) a6 G mcC
' ho3saryvelL )] ae 3dd dbedbhbasaa oapngeoevYyy 3316 ¥Dt mM3ae 983
IIdzseadegameot Opbpevrvd } o yoonoest +d dyjydoyjyoe gdv¥is
ld¥casgyonya gid3awytdy jm 1110 3316 Y1021 gdsa gc
{

_tprintf( TEXT("Client Request String: \ "%s\ "\ n"), pchRequest );

/I Check the outgoing message to mak e sure it's not too long for the
buffer.
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if (FAILED(StringCchCopy( pchReply, BUFSIZE, TEXT("default answer from

server") )))

{
*pchBytes = 0;
pchReply[0] = O;
printf("StringCchCopy failed, no outgoing message. \n");

return;

}
*pchBytes = (Istrlen(pchReply)+1)*sizeof(TCHAR);

11.4.10. Oodoes mpaRaX¥iRooy o : d&esRviys
moasaaYRoeaoaya (dRaRd] b Yodes3o0238Raats ¢

YoYaeveaaat , yes €a3ads3oayYRi1gt 3t

1 d) wd dzO9o j H j dzts ftcd G dzOH tc O H 2O Oz ¢
oditstedmssolk B jttOy' ', hts fjted Ctodo OF |
' HCdzs yj de Hts €' dz €8 Cdz2' “ dzls' @ € OdzOd
C'dz € " Mls!y JCLiBY VK @ COROIZE. sty dz |
sCtej Bsets Cdz' stz € @izOdels. € OdzO dzlz L Qo
JSLJ B dzw e © ¢ OdzO dzlz fMd tco j to "' HC dzt YO
odStstcdmissa z° J LB dzvwte COdOZE HAzv (°
mMitcojtec COROZEZ disy 20 o dSCtstedMmistsozo Olsd L
sz “ dgls dzso Odzse s € O dzO dzlz .

#stclz ¢ IOVERODAPPED € OL &2 Is! fyw w ¢ f OtcOd3d Istc
ReadFile , WriteFile Is @onnectNamedPipes jJ €L J d&3ff dzW tc ' C Oc
ftod ¢ dzOH ' fsCOL Odz S H dzts Yy O fmdz s jtcOY"
HiSL 8 tsdzW Fded C dzzlsd tsHdesyOfmdedr 6 jttOy'
Hef sdice s B' ‘' CISQVERWRPED uvOCh w6z Ol kftelz
fsH"  dllg€sis’ Is! v Hizv §fjtetOy’ 2 yYdlsOodzd

Coydesets JCLJ B dzvtceO, dzj By dzdots H' L dzOIsc
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HES Ists@ s, hs fH'"Ww BEdZO fjtojHOAdO MlsO
o stedMmMisOdzdzy &3 tsHdzsets JCL jJ B dzwtc©O € ©dzO0
rimMStwedifissicd Ctydsets JCLJBfdvicO € Odz

i J ted H O dzts AaitRoMdiiplgObjects . Avw WEkdSy' w sy’
e dzOdz ftets SHdz L fsH' 2 ' {§tojtelsoO
L Oo jteh jdgdza" G jteOy' =~ sy ¢ ko QRdzdzvdzH juS fiff tadk

odSstcdmistsoalz’ Is! Mw H dzw tsls tc d d30 dzdz™ Mistelz
JSL BT dvicO COdOdzEz. o jte jtc dPgrligiOd bzt o L
9" HfMIsJ 3 J dzdz™ Istsc 5, yd By’ ¢ko GaaPdntyH ztsf
JSLj B dzw te* h s  odfiBetOvVerlappefiRedzdf C &2 i ptco |
9 (¢ tsted Mis sodwStatg fodg ilg Cdsztcd H dzv o d L dzOyJ dzd
wWCO fftsoddzdzO BEklsd oadStsdzOdzO Hdzw j CL j &3 d

I 7 J tc OReadFile, WriteFile *  ConnectNamedPipe, h 5
fitej Ctcdo O s+ Mw BsY E2Is! LD o j sl MW Iz
fsojtelsO s mw. 1 " dhtsz sdfoOustk, wChts
sB' ' ¢l ftsH'  k OYERO\NPREM IS O dgisdcdzS sz tchw I
fidteiH o jteds dzdgW s W EkdzeC y' . 1 " fmdzw L Oo9
o MisOdzets o dzts B ' ‘fiflslO@lz {f ts 1SigrialedL. dzOwylg @iz sB ' * C Is
Ld3 dgt ‘st mqw, wChts s jtcOy " ¥v LOo jthiz' Is! fi

vsO¢ wC E ftod ¢ dzOH oS tstcdmistso zs Is+ Mw
W Iz dz¢ WaitPorMultipleObjects dzy L d3" dz¢¥ ' MlsOdz tsB' * CIs
K J 9 Oy dzd o 5, sM¢" &z €d o fted§ &zOH ' o d !
LOdzdh Ot s+ mqw o MilsOdg md ¢ dzO dziz LO odc
sf jtcOy' v, hts sY' Ck°.

CShts s jteOY" ¥ 934 L OoRemdFilediteilesd 1 ts¢
O B 8onnectNamedPipe , L dzOyj dgdz? , WE WS ftseo jtelsO' Is
tej L zdz sOIs. [dzv s jteOy’ 2 yYydlsOodedzw IO
fjtcJHOddr BO2Is' 9. c¢hs S jteOy' v, w C
ReadFile , WriteFile OB BonnectNamedPipe ff so j tcls O dzlz dz*
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GetlLastErro r f so j tc ERROR_IO _PENDING v Yy! sz )
od¢tsted Mistse &z B&EQuerldpetiReqgults, " B Slsted BBOIs
' mMdzw L O9 j toh GetRdprlapetRetel® W 'ts0.j tcls©°  dzd h j
sy CkoOdedr S jttOy 2. 1" dz dzgj s misdd
f so J tcdzj dzdzvReadHitedzOWliteFile O B €onnectNamedPipe, h s
fitej Ctcdo O s+ Mw .

1 jtoejH oddCdzj dgdzv dz C dz' * dzls© dzj sB = ' Hdzls
tcsB tsils Cdz' ' dzlsO. (Jd udh j dzdzv WO2dztse dn
ftedL dzOyd dedzs Y jaeDoyj Hj dalpyjjtejjdistzo O¢ Is! W
s JwOy" v tydh jddgy L OBdzSS 9 d ¢ t5dz0 dzdaW
sydh jdedegw COdzOdzz. ) v y! sk §fted ¢ dzOH fn
mMftese' yYydlsOdzdz? L SOdO&ZEZ ' Mdzv IStsets, W

[ ' Misd dact +dzPtco j 6 ' d3j detso Odesets S OdzOdzlz 1
99 JH-pdkdey HJ dzdzv , N 5 (§rd el EMisfmofCBuilsl Windows
App Development https://learn.microsoft.com/suu/windows/win32/ipc/named

pipe-serverusingoverlapped-o

#include <windows.h>
#include <stdio.h>
#include <tchar.h>

#include <strsafe.h>

#define CONNECTING_STATE 0
#define READING_STATE 1
#define WRITING_STATE 2
#define INSTANCES 4

#define PIPE_TIMEOUT 5000
#define BUFSIZE 4096

typedef struct

{
OVERLAPPED oOverlap;
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HANDLE hPipelnst;
TCHAR chRequest[BUFSIZE];
DWORD cbRead;
TCHAR chReply[BUFSIZE];
DWORD cbToWrite;
DWORD dwsState;
BOOL fPendinglO;
} PIPEINST, *LPPIPEINST;

VOID DisconnectAndReconnect(DWORD);
BOOL ConnectToNewClient(HANDLE, LPOVERLAPPED);
VOID GetAnswerToRequest(LPPIPEINST);

PIPEINST Pipe[INSTANCES];
HANDLE hEvents[INSTANCES];

int_tmain(VOID)
{
DWORD i, dwWait, cbRet, dwErr;
BOOL fSuccess;
LPCTSTR IpszPipename = TEXT(" \\\\.\\ pipe \\ mynamedpipe");

YY 0dtop¥3sdoes 233 yrodewe 3J13B3p dsadegs3amel o |
'@ dbRe3¥vde gddsJ] dam 3dsjded ds3adaegazment 83m
I abpgyy3npexylBym gdedsacayxn dgdeoniitm #iI 11 AAO. Al AAO

for (i=0; i < INSTANCES; i++)
{

YY 6vyodecl ¥yl dbRes3sy gddil dam iBded dsadegamecon

hEvents[i] = CreateEvent(
NULL, // default security attribute
TRUE, /[ manual -resetevent
TRUE, //initial state = signaled

NULL); // unnamed event object
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if (hEvents[i] == NULL)
{
printf("CreateEvent failed with %d.\ n", GetLastError());

return O;

Pipel[i].oOverlap.hEvent = hEvents]i];
Pipe[i].oOverlap.Offset = O;
Pipeli].oOverlap.OffsetHigh = 0;

Pipeli].hPipelnst = CreateNamedPipe(
IpszPipename, /I pipe name
PIPE_ACCESS DUPLEX | // read/write access
FILE_FLAG_OVERLAPPED, // overlapped mode
PIPE_TYPE MESSAGE| // message -type pipe
PIPE_READMODE_MESSAGE | // messaggead mode
PIPE_WAIT, // blocking mode
INSTANCES, /l number of instances
BUFSIZE*sizeof(TCHAR), I/l output buffer size
BUFSIZE*sizeof(TCHAR), // input buffer size
PIPE_TIMEOUT, /I client time - out
NULL); /I default security attributes

if (Pipe[i].hPipelnst == INVALID_HANDLE_VALUE)
{
printf("CreateNamedPipe failed with %d. \ n", GetLastError());

return O;

YY Nes3szatyvyd gridgedeeney d3m gJrd3sswytdyym dd

Pipe[i].fPendinglO = ConnectToNewClient(
Pipeli].hPipelnst,
&Hpeli].oOverlap);

Pipe[i].dwState = Pipe[i].fPendinglO ?
CONNECTING_STATE : // still connecting
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READING_STATE; // ready to read

while (1)

{

YY 8ditd3sperydym yae}ypn3y dbRe3¥n gddiJt +d o03npad
I ta¥p) 3 mt eapnpgeyy pbpbd @aRedypyymt +d gdecdsecaon

dwWait = WaitForMultipleObjects(
INSTANCES, // number of event objects
hEvents, // array of event objects
FALSE, /I does not wait for all
INFINITE); // waits indefinitely

/I dwWait shows which pipe completed the operation.

i=dwWait - WAIT_OBJECT_O; // determines which pipe

if i<0||i>(NSTANCES - 1))

{
printf("Index out of range. \n");
return O;

}

II Ovyceasnya cdoaysBroyt mstd dgdeoiim byso o2 dtu.

if (Pi  pel[i].fPendinglO)
{
fSuccess = GetOverlappedResult(
Pipe[i].hPipelnst, // handle to pipe
&Pipe[i].oOverlap, // OVERLAPPED structure
&cbRet, I/ bytes transferred
FALSE); // do not wait

switch (Pipe][i].dwState)
{

// Pending connect operation
case CONNECTING_STATE:
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if (! fSuccess)

{
printf("Error %d. \ n", GetLastError());

return O;

}
Pipe[i].dwState = READING_STATE;

break;

// Pending read operation
case READING STATE:

if (! fSuccess || cbRet == 0)
{
DisconnectAndReconnect(i);
continue;
}
Pipel[i].cbRead = cbRet;
Pipe[i].dwState = WRITING_STATE;
break;

// Pending write operation
case WRITING_STATE:

if (! fSuccess || cbRet != PipeJi].cbToWrite)
{

DisconnectAndReconnecit(i);

default:

continue;
}
Pipe[i].dwState = READING_STATE;
break;
printf("Invalid pipe state. \n");
return O;
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/' 6¥p}) 3pD)JbDb3y o9od)JppLpnet mM3ay dgdepiisw 2a3d) yon-

switch (Pipe]i].dwState)

{

/| READIN G_STATE:

I 66a616G6) &3 3pD)JD0D3y gid3sawytd;d dd 3316} ¥D ¥D

I gedlL aayYyp¥e @apDgoY. 04d 3316} F¥D

case READING_STATE:
fSuccess = ReadFile(
Pipeli].hPipelnst,
Pipe[i].chRequest,
BUFSIZE*sizeof(TCHAR),
&Pipeli].cbRead,
&Pipe[i].oOverlap);

/I Ogdepitwy ta¥pyym yygai1y3d enoderdy d

if (fSuccess && Pipe[i].cbRead != 0)

{
Pipe[i].fPendinglO = FALSE;
Pipe[i].dwState = WRITING_STATE;
continue;

}

I dgdepiitm tarvpyym +td j;d apodeIrdy oo

dwErr = GetLastError();
if (! fSuccess && (dwErr == ERROR_IO_PENDING))

{
Pipe[i].fPendinglO = TRUE;

continue;

/' Ne] 33D gdea3>3pK 21d33wyl avyaym 21d 3316 7%

DisconnectAndReconnect(i);

410



break;

I WRITING_STATE:
II'' zbngayYy yygii1lJd gedt a¥n)jace 331e0)rdet Orcaesnpe

II' ¥yo Jobger1lsy¥yBl 1IH 3316} ¥y

case WRITING_STATE:
GetAnswerToRequest(&Pipeli]);

fSuccess = WriteFile(
Pipeli].hPipelnst,
Pipe[i].chReply,
Pipeli].cbToWrite,
&chRet,
&Pipe[i].oOverlap);

I Ogdepiswy @pgayy yygs1i1j,d eapnodeidy d

if (fSuccess && cbRet == Pipe]i].cbToWrite)

{
Pipe[i].fPendinglO = FALSE;
Pipe[i].dwState = READING_STATE;

continue;

I dgdepiitm eapngeayy +d 3 d epodecidyp

dwErr = GetLastError();
if (! fSuccess && (dwErr == ERROR_IO_PENDING))

{
Pipe[i].fPendinglO = TRUE;

continue;

/' Ne] 33D gdea3>3pK 21d33wyl avyaym 21d 3316 7%

DisconnectAndReconnect(i);
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