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PE®EPAT

OOGcar pobotu 66 cropinok, 37 imwoctpaiii, 1 momatok, 40 mxepen
JiTeparypu.

B po6oTi mochiykeHO METOAW BHUSBJICHHS Ta 3HEIIKOKCHHS BIJIOMHUX
IPUXOBAHUX KaHAJIB y MEPEXKHUX MPOTOKoJax. BumpoOyBaHo roToBi 3acobu
00poTHOU 13 MPUXOBAaHUMU KaHasiaMm Ha npukiaaal DNS tynento. Po3pobiieno ta
peayi3oBaHO BJIACHUW METOJl BUSIBICHHS NPUXOBAHUX KaHAIIB Tepenayi
iHpopMallli y MEpPEKHUX IMPOTOKOJAX MIJIAXOM JETEKTYBAaHHS aHOMaJli
MepeXHOTOo Tpadiky. Y X0l JOCHIKEHHS CTBOPEHO 3acO0M MOHITOPUHTY Ta
aHaizy MepexxHoro Tpadiky — Bouep Ta jgambopna. JloBeaeHO AOUUILHICTH
BUKopuctanHs koMmOiHamii Wireshark Ta Elastic Stack 3 MeTow BuUsBICHHS
NOTEHI[IMHOTO TPUXOBAHOTO KaHaily. PO3TIISIHYTO TMPEBEHTUBHI 3aXOJH
O00pOTHOM 13 MPUXOBAHUMU KaHATaAMU.

OTpumaHi pe3yJbTaTH MOXYTb OYTH BHUKOPHUCTaHI JJisi CTBOPECHHSA
KOMIIJIEKCHOTO 3aXHCTY CUCTEMU BiJ] MPUXOBAHUX KaHAIIB nepeaadl ingpopmarii
y MEPEKHHX MPOTOKoIaX. Po3po0aeHuit MeTox MOKe CITyTyBaTH JIJISI BUSBIICHHS
HOBWUX, II[¢ HE OMTMCAHUX MPUXOBAHUX KaHAJIB, 0€3 BIJOMUX CUTHATYP.

KirouoBi crmoBa: mpuxoBaHI KaHald y MEPEKHUX IMPOTOKOIAX, TAEMHA
nepenava iHdopwmariii, creranorpadis, MoHITOpUHT Tpadiky, aHami3 Tpadiky,

SHCHIKO/KCHHS ITPUXOBAHUX KaHamiB.



ABSTRACT

The volume of work is 66 pages, 37 illustrations, 1 appendice, 40 sources
of literature.

Methods of detection and neutralizing of known covert channels in
network protocols were investigated. Ready-made tools to eliminate hidden
channels have been tested on the example of DNS tunnel. Own method of
detecting covert channels of information transmission in network protocols by
detecting network traffic anomalies was developed and implemented. In the
course of the study, the means of monitoring and analysis of network traffic —
watcher and dashboard — were created. The expediency of using the Wireshark
and Elastic Stack combination to identify a potential covert channel has been
proven. Preventive measures to use as countermeasures against covert channels
were investigated.

Obtained results can be used to create a comprehensive system protection
against covert channels of information transmission in network protocols. The
developed method can serve to detect new, not yet described covert channels,
without known signatures.

Keywords: covert channels in network protocols, secret transmission of
information, steganography, traffic monitoring, traffic analysis, covert channels

elimination.
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INEPEJIK YMOBHHUX IIO3HAYEHb, CUMBOJIIB, OANUHUIIb,
CKOPOYEHbB I TEPMIHIB

Creranorpadis (Steganography) — raitHOommc, 1o nTpUXOBYe caMm (akr
ICHYBaHHS IMOBITOMJICHHSI.

Trusted Computer Security Evaluation Criteria (TCSEC) — Kpurepii omiHKu
3aXHINEHOCTI KOMI'FOTEPHOT CHCTEMH.

Protocol Data Unit (PDU) — oauHuUIS TaHUX TPOTOKOIY.

Raw Bit Rate (RBR) — 3araipHa KiIbKiCTh O1TiB iHPOpMAIIii, 110 IEpeAAIOTHCS
MPOTATOM CEKYHIH.

Packet Raw Bit Rate (PRBR) — 3arampHa KiJgbKICTh OITIB HpPUXOBaHOI
1HpopMallii, 10 nepearThCs 3 OJUHUICIO JAaHUX TPOTOKOIY .

TCP/IP Stack — ne cucremaTn3oBaHmii CTEK MPOTOKOJIB, MO MOIUISIETHCS HA
YOTUPH PIiBHI, K1 KOPETIOIOTHCA 3 eTajJoHHO0 Mozenato OSI.

bpauamayep (Firewall) — ¢isuunuit npucTpii uu mporpamMHUil 3aCTOCYHOK,
CKOH(ITypOoBaHUM, 100 AOMYCKaTH, BIIAMOBIATH, WU(pPyBaTH, NPOMYCKaTH
Mepex)eBUM Tpadik MK 00nacTAMHU Pi3HOI OE3MEeKH Mepexki 3rigHo 3 OaKaHUM
HabOpOM MpaBuI OE3MEKHU.

Internet Control Message Protocol (ICMP) — npoTokoJ1, 1110 BAKOPHUCTOBYEThCS
JJI Tiepeaadi MOBIJOMJICHB IMPO TMOMMJIKM W 1HINI BHUHSATKOBI CHUTyaIlli IpH
nepenayi ganux. Ha HboMy 3acHOBaHa Jiis yTUJIIT ping Ta traceroute.

Domain Name System (DNS) — iepapxiyHa po3mojiJieHa CHCTEMa
nepeTBOpeHHs iMeH1 xocta B [P-anpecy.

Intrusion Prevention System & Intrusion Detection System (IPS & IDS) —
nporpaMHuil 200 amapaTHHU 3aci0, MJIsi TONEePEKEHHS Ta BUSABJICHHS (aKTIB
HECAHKIIIOHOBAHOTO JOCTYNMy B KOMI'IOTEpHY cHCTeMy abo Mepexy abo
HECAHKI[IOHOBAHOTO YIIPABJIIHHS HUMHU B OCHOBHOMY uepe3 [HTepHeT.

Internet Group Management Protocol (IGMP) — 1me mporokosl KepyBaHHS
rpynoBoio (multicast) mepemadero gaHMX B Mepexkax, 1o 0a3yloThcs Ha

npotokoni IP.
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Internet Protocol (IP) npoTokosa MepexxeBOro piBHA AJisl IepelaBaHHs 1aTarpam
M1 MEpeKaMu.

Dynamic Host Configuration Protocol (DHCP) — npoTokoJt MepexeBoro piBHs,
AKAW J03BOJISIE cEpBEpy aBTOMaTU4HO Tpu3Hauatu [P angpecy xomm'toTepy 3
MEBHOTO J1ana3oHy, HAJIAIITOBAHOTO JJIsl IEBHOT MEPEXi.

Address Resolution Protocol (ARP) — 1ie mpotokoa mns Bu3HaueHHs MAC
anpecu 3a [P agpecoro.

Transmission Control Protocol (TCP) — mnpotokon, 3abe3nedye MOCTyTH
HAJIMHOTO 3B'SI3KYy 31 BCTAHOBJICHHSM 3'€THAHHS.

User Datagram Protocol (UDP) — mporokoJ, 1o He moTpeOy€e BCTaHOBICHHS
3’eIHaHHA, € MeHII HaaiiauM Hixk TCP.

Secure Sockets Layer (SSL) 1 itoro nactynauk Transport Layer Security (TLS)
— 1€ NOpOTOKOJM MUGPYBaHHS/PO3MU(PPOBKU JaHUX MpU mepeaadl s
3aXMILEHOTO0 3B'sI3Ky MIXK IBOMa CTOPOHAMU.

HyperText Transfer Protocol (HTTP) cnyrye mis nepeaadi Ta BigoOpa)keHHs
BeOCTOPIHOK (TekcToBUX (paiimiB 3 po3miTkoro HTML) ta daiinis.

File Transfer Protocol (FTP) — cranmapTHHii MepeXeBUH MPOTOKOJ
NPUKJIAJHOTO PIBHA NPU3HAUYCHUU ISl IepecUaHHsl (QaiiiB MK KJII€EHTOM Ta
CEpBEPOM B KOMI'FOTEPHIN MEPEXKI.

Secure Shell (SSH) — xpunrtorpadiuauii MPOTOKON KIIEHT-cEpBEpa s
O0e3neyHoro OOMIHY JaHUMH, BIJJIAJICEHOTO BUKOHAHHS KOMaHJ Ta I1HIIHUX
3aXMIIEHUX MEPEKEBUX CIYXKO MK JBOMa KOMII'IOTE€paMH, SKi 3'€IHYIOTHCS
yepes 3aXUIICHUI KaHall yepe3 He3aXUIIEHY MEpPEexKy.

EkcdinpTpaiiis — npouec BUBAaHTaXXEHHS JaHUX 31 CKOMIIPOMETOBAHOTO XOCTA.
Proof of concept — noxa3 koHmemniii — peanizalis MIEBHOr0 METOAY YH ijei 3
METOI0 MPOJIEMOHCTPYBATH 1i IOUITBHICTh, TPAKTUYHUI MOTEHIIAI.

Bouep (watcher) — ckpunT BUKOHAHHS il B 3aJI€)KHOCTI BiJl BAKOHAHHS YMOB
B Elasticsearch.

Hamb6opna (dashboard) — manens Bizyanizamii ganux B Elasticsearch.

Aneprt (alert) — croBimeHHs Tpo HACTaHHS MEBHOT MOJIIi.



BCTYII

AKTyallbHICTh pOOOTH OOYMOBIIOETHCS THM, IO 3 [OYaTKOM
JIJDKATATI3aIii  HAIIoOTO CBITY PO3MOYAIMCA CHPOOM CKOMIPOMETYBATH
koMmm’'toTepHi cuctemu. [losiBa [HTepHeTy nuie 301ablIniIa Mojie A CKOEHHS
kiOep3mounHiB. K HACHIZOK TOCTIHHO 3poctae o0car iHdopmamii 1Tpo
BPA3JMBOCTI Ta MNUISIXM 1X 3HEHMIKO/JKEHHsS. Bigomi MeToAu aTak JEerko
3HEMIKOJUTHU, TOMY 3JIOYMHIII HAMAraroThCsl BUKOPUCTATH HEOUEBUIHI CIIOCOOH.
OnHUM 13 TAaKUX € BUKOPUCTAHHS MPUXOBAHUX KaHAIIB nepeaadi iHdopmariii. 3
1HIIOT0 OOKY MPUXOBaHI KaHAJIM HAJAlOTh MOXJIMBICTH O€3MEUHINIOl mepeaayl
1HQopMallii, HaNPUKIaJ, CACTEMHUM aJMIHICTpaTOpPaM.

MeTtoro naHoi poOOTH € AOCHIIKEHHST METOAIB mepeaadl iHdopmalii 3a
JIOMTIOMOT 00 TTPUXOBAHUX KAHANIB Ta iX 3HEIIKOJKECHHS.

Jns nocarHeHHs MeTH OyJIO MOCTABJICHO TaKl 3aBAaHHS:

® OrJis] BIJOMHUX MPUXOBAHUX KaHAJIIB

e aHaJi3 METOJAIB CTBOPEHHS MPUXOBAHUX KaHaIIB nepeaadi iHdopmauii y
MEpEeKHUX NMPOTOKOJIAX

® OIISJ] METOJAIB BUSBIICHHS Ta 3HEMIKOJKEHHS MPUXOBAHMX KaHAJIB Yy
MEpEeKHUX MPOTOKOJIAX

e Po3poOka Ta peanizalis BJIACHOTO METOAY BHSBJIEHHS MNPUXOBAHHUX
KaHaWiB nepeaayl iHdopMamii y MEpeKHUX NPOTOKOJAaX MUIAXOM

JETEKTYBAaHHS aHOMAaJII MEepEeKHOTO Tpadiky

O06’ekTOM MOCHIDKEHHSI € MPUXOBaHI KaHalu mepenadi iHpopmaii y

MCPCIKHHUX IIPOTOKOJIAX.

[IpeaMeToM JOCHIPKEHHS € METOAUW CTBOPEHHS, BUSBJICHHA Ta

SHCIOKO/PKCHHA IIPUXOBAaHUX KaHaJIB Y MEPCIKHUX IIPOTOKOJIAX.

MetonoM nOCHiKEHHS € BUBYEHHS JITepaTypH, HAyKOBUX CTaTedl Ta

IHIIUX 1HPOPMALIMHUX JKEpell 3 TEMU, ONPALIOBaHHS OTPUMAHUX PE3yJIbTATIB,
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IIpaKTU4YHa peani3aui51 CTBOPCHHA, BUABJICHHA Ta 3HCIOKOIKCHHA IIPUXOBAHUX

KaHaJliB Y MEPEKHUX MPOTOKOJAX.

HaykoBa HOBH3HA  OJEpKaHUX  peE3yJbTaTIB TIPYHTYEThCS  Ha
cuctemaTusamii Ta aHai3l BIJOMOCTEH MpO MNPHUXOBaHI KaHalW mepeaadi
iHpopMaIlii B MEpeXKHUX MPOTOKOJIaX, [0 BUIKIACH Y PO3poOKY Ta pealizallito
BJIACHOTO METOJAY IX BHSBICHHS Ta 3HEIIKO)KCHHS HUISXOM JIETEeKTyBaHHS

aHOMaJliil MepeKHOTO Tpadiky.

[IpakTuuHe 3HAYECHHS PE3yJbTaTIB POOOTH MOJISITAE Y MOXKIUBOCTI 1X
BUKOPUCTAHHS CIeIialicTaMi 3 Ki0epOe3neku JJjisi CTBOPEHHS KOMIIJIEKCHOTO
3aXUCTY CHCTEMH, IO JTO03BOJUTH TOMEPEAUTH CTBOPCHHS MPUXOBAHUX
MEpEeXKHUX KaHaJiB, Mepeadl uepe3 Hux iHdopMallli Ta 1HIIUX MOB’SI3aHUX 3
HUMU Ki0epiHuuaeHTIB. Po3po0iennii MeTon MoXKe CIyryBaTH AJsl BUSBJICHHS

HOBHX, IIC HC OIIMCAHUX IIPUXOBAHUX KaHaJIiB, oe3 BiI[OMI/IX CUTHATYDP.

Hocnimkenua Oyno omy6mikoBano Ha XIX BceykpaiHChkili HayKOBO-
NpaKTUYHIA KOH(QEepeHIlli CTyIeHTIB, acHipaHTIB Ta MOJOAUX BYCHHUX

“TeopeTuyHi 1 NpUKIaaHI TpoOaeMH (13UKU, MATEMATUKHU Ta IHPOPMATUKH .
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1 TIPUXOBAHI KAHAJIN: CYTHICTbD, ICTOPIs, 3BACTOCYBAHHA

Yacto mudpyBaHHS BBaXKalOTh KJIIOYOBUM  €JIEMEHTOM  3aXHUCTY
iHpopmarii. OgHak BOHO JUIIE 3am00irae po3KpUTTIO 3MICTY TOBIIOMJICHHS. Y
O0araTbOX BHUMAJKax caMe ICHyBaHHS KaHally 3B’s3Ky a00 He3HA4H1 BIAXHUJICHHS
BiJl 3BHYHOI MOJEII TOBEIIHKA CHCTEMH MOXYTh CTaTH MiAO3PUIAMHU Ta
NpUBEpPHYTH HebaxaHy yBary. [IpuxoBaHl X KaHajdd MAacKylOTb caM (HakT
nepenavi iHgopmaiiii. 3a3BU4ail BOHM BUKOPUCTOBYIOTH 3aC00U, 0 HE Oyiu
NpU3HAYEHI IS IbOTO, Maike YHEMOKJIUBIIIOIOUN BUSBICHHS KaHAIY 3B A3KY.

Uepes mocuieHHs 3axo0/iB 0€3MEeKU MPOTH BIAKPUTUX KaHAIIB Iepenadi
1HQopMallii 3pOCcTae 4acTOTa BUKOPUCTAHHA NMPHUXOBAHUX MEPEKHHUX KaHAIIB.
Benuka KibKICTh TaHUX B IHTEPHETI Ta PI3HOMAHITTA IPOTOKOJIIB € 17€aJbHUM
CepelloBUIIEM Ui MpUXxoBaHoi mepenadi iHdopmarii. KigpkicTh mpUXOBaHUX
KaHaJliB 3HAYHO 3POCTA€ 4dYepe3 IMOSBY HOBUX IIBUAKICHUX MEPEKHUX
TEXHOJIOT1. baraTo 3acTocyBaHb NMPUXOBAHUX KaHAIIB € 3TOYMHHUMU. HaBiTh
SKIIO MOKHA TAEMHO TMepeJaTH JIUIIE OJuH 01T iHdopMaIlii 3 OTHUM MAKETOM —
3arpo3a 3aJuIIA€ThCA 3HaUYHOO. BUSBIEHHS, 3HUIIEHHS Ta 0OMEXKEHHS 00CsTy
MPUXOBAHUX KaHAJIB € CKJIAJHUM aje HEOOXITHUM KPOKOM [UJIS 3aXHUCTY
MallOyTHROTO KOMIT FOTEPHUX MEPEK.

[IpuxoBaHi kaHanu nepenadl iHpopmalii y Mepexi MOXKHAa BBaXKaTH
neBHolO ¢opmor creranorpadii. Creranorpadis noTpedye 3BYKOBHUH,
Bi3yaJIbHUA YM TEKCTOBUW KOHTCHT IS MPHUKPUTTA. Y TPUXOBAHUX KaHalax
TaKUM MPUKPUTTIM CIYTYIOTh MEPEKHI TPOTOKOJIH. JlesKi MEepeKH1 MTPOTOKOJIH
NPUCYTHI BCIOAM, 110 pOOUTH MPUXOBAHI KaHAIW MIHUPOKOAOCTYNMHUMU. BoHu
MOXYTb BUKOPHUCTOBYBATHUCh HABITH, SKILIO KJacHMYHA cTeraHorpadis He MOXxe

OyTH 3aCTOCOBaHa.
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1.1 BusHayeHHs NOHATTS NPUXOBAHOI0 KaHAJY nepenadi ingopmanii

B MEPEeKHOMY IPOTOKOJII

Bigkputuil kanan — 11e KaHaj 3B'A3Ky BCEpEAUHI KOMIT'IOTEPHOT CUCTEMU
abo0 Mepexi, MNpu3HAUYCHUH IS aBTOPU30BaHOI Tmepemadi gaHux. Toi
NPUXOBAaHWM KaHal —  1e OyIb-fSKMHA KaHal 3B'A3Ky, W0 MOXe OyTH
BUKOPUCTAHUI MPOIIECOM sl Tiepenaydl iHpopmallii TaAKUM YUHOM, 110 TOPYIIY€E
noJiTuky 6e3nexu cuctem [1]. Byap-sikuit criyibHUM pecypc MOTEHIIHHO MOKHA
BUKOPUCTOBYBATH SK MPHUXOBaHWU KaHan. TaeMHI KaHamu MOXYTb OyTH
posaineni 3a BuzHaueHHAM TCSEC wna kananu 30epiraHHs 1 TalMmiHry. Y
BUIAJKY 3 KaHajgaMmu 30epira”Hs, SIK MpaBUIO, OJIMH MPOIEC 3alucye
1Hpopmalito (mpsiMo abo ONoCepeIKOBaHO) Ha CIUIBHUM pecypc, B TOM Yac sK
IHIIUHN Tipouiec yutae ii 3 Hboro. Kanam TalimMiHry — 1€ MO CyTi Oynb-sKa
TEXHIKa, 1[0 Nepeaae iHdopMallilo 3a 4acoM MOJid, B IIbOMY BHUIAJKY MPOIEC
npuiiomy mnorpedye romuHHuka. OcoOnuBUN KaHal TaWMIHTY Hece JaHi 3a
JIOTIOMOT'0I0 TIJApaxyHKy BHIaAKiB TeBHUX monaiid [2]. Kpim Toro, kanamu
TalMIHTY MOXXYTbh OyTH aKTUBHUMHU, KIIO BOHU F€HEPYIOTh 10JATKOBUH Tpadik
a00 MTaCUBHUMH, SIKIII0O BOHU MaHIMyJIIOOTh TEPMIHAMU 1ICHYI0UOTr0 Tpadiky. Ak
1 OyAb-AKHI 1HIINWI KaHaJ 3B's13Ky, IPUXOBAHUN KaHAJ MOKe OyTH IIyMHHUM a0o0
O0e3lyMHUM. 3a KUIBKICTIO 1H(OPMAI[IMHUX TMOTOKIB MIX BIJNPABHUKOM 1
npuiiMaueM — KuTbka ab0 OJMH, ICHYIOTh arperoBaHi 1 HearperoBaHi Ta€MHI
kaHanu [3]. 3a HasBHICTIO a00 BIJICYTHICTIO MPOMIXKHOT'O By3Jla B KOMYHIKaIii,
NPUXOBaHI KaHAld MOXYTh OyTH HempsiMi abo mpsami. TaeMHl KaHamH
BUBYAIOTHCS SIK YacTHHA cTeraHorpadii, a pi3Hi creraHorpadiyHi METOJH, IO
BUKOPUCTOBYIOTBCSI B TEJIEKOMYHIKAIIMHUX MeEpexax, BIJIOMI SK MepexHa
creranorpadis.

[HKONM AB1 CTOPOHU XOUYTh CHUIKYBATHCS KOH(]IIEHUIHHO 1 HEMOMITHO
yepe3 HeOesneunuil kanan. Lleil kaHanm Mo)ke KOHTPOJIIOBATHCS MAaCHBHO —
Tpaik BIACTEXKYETbCS HA NpeAMET HECAHKI[IOHOBAHOI KOMYHiKalii, abo

aKTUBHO — 31 3MIHOIO MOBIJOMJICHb 3 METOI0 YCYHEHHS Oyab-siKoi (hopmu
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npuxoBaHoro 3B's3ky. CiMmMmoHC BBiB TepMmiH subliminal channel — Bapiant
NPUXOBAHOT'O KaHaly, KWW BUKOPHUCTOBYE KpuUNTOrpadiuyHuil anroputrm abdo
MPOTOKOJI [JiI TPUXOBYBaHHS TOBiOMJIEHb. KoOMIO3UIliss 3 MTPUXOBAHUX
KaHaJIB y KpUnTorpagiyHOMYy aJITOPUTMI Ta B MEPEKHOMY MPOTOKOJI1 YTBOPIOE
riopuaauid kaHai. [4]

TaemH1 KaHalIM MOXYTh OyTH IpOaHaji30BaHi 3a 3arajbHOI0 KiJbKICTIO
01TiB mpuxoBaHoi iH(opMaIlii, mo nepenarTbcs NpoTarom cekyHau (Raw Bit
Rate — RBR), a00 3a 3arajibHOI0 KUIBKICTIO O1TIB MpUX0BaHoOi 1H(opMaIlii, 1o
nepenalThesa 3 OJUHUICIO TaHUX poToKoy (Hanpukiazd, Packet Raw Bit Rate
— PRBR) [5]. B igeani, sKkmo HeMae BTPAT MMAKETiB, EMHICTh JICSIKMX KaHaJliB
30epiranns moxke 0yTu BupaxeHa sk C = PRBR X N, ge N - KifIbKiCTh MaKETIB,

10 HAACHUIIAKOTHCA 3a OAHY CCKYHAY.

1.2 IcTopist pO3BUTKY KOHIEeN Uil MPUXOBAHUX KaHAJIB

TepMiH «npuXxoBaHWN KaHam» OyB BIEepIle BUKOPUCTAHUMN Ta OMUCAHUMN
batnepom Jlemrniconom y 1973 B cBoiit mpani «A Note on the Confinement
Problem» [6].

MepexxHi mPOTOKONW iAealbHO MIAXOMSITh JJIsI NMPUXOBYBAHHSA JaHUX.
binapmicTh MEpeKHUX METOAIB cTeraHorpadii g KaHaliB 30epiraHHs
0a3yroTbcs Ha (aKTi, MO B 3ar0JIOBKaX MPOTOKOJIB ICHYIOTh ONIIOHAbHI MOJI,
K1 MOXXYTh OyTH BUKOPUCTaHI JJIi TAEMHOTO TepeTaBaHHs JaHUX 1 CTBOPEHHS
NPUXOBAHUX KaHAIB.

Mandpen Bonbd [7] 3ampomnoHyBaB BUKOPHCTOBYBATH IS CTBOPEHHS
NPUXOBAHUX KaHANIB 3ape3epBOBaHI MOJs, IMOJE PO3IMIUPEHHS MakeTy abo
HeBU3HaueH1 noJs kajapiB mepex crannapry IEEE 802.2, 3, 4 ta 5. Tum yacom
Teonop Xannen 1 Makcsen CennBop/ [8] aifinuiy BUCHOBKY, IO 3ape3epBOBaHi
Ta HEBU3HAYEHI TOJs 3aroJIOBKIB IHIIMX MPOTOKOJIB TaKOoX MOKHA

€KCIULyaTyBaTHU 3 TAKOK METOIO.
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OnHak AJisi CTBOPEHHS NPUXOBAHUX KaHAJIB Mepefadl 'y MEPEexKHHUX
MPOTOKOJIAX MIAXOASATH HE JIUIIEe HEe0OOB I3K0BI1 1mMoJisl. [HIMM 3acoboM € moJs,
3allOBHECHI «BHIAJKOBUMHU» HaHuMH, Taki sk IP Identification (ID) a6o TCP
Initial Sequence Number (ISN). IIpore He BapTO 0€3AyMHO HAMTOBHIOBATH 1X
JaHUMU, OCKUJIBKH II€ JIETKO BUSBIISETHCS MACUBHUM KOHTPOJEM KaHAITY, TOMY
o Il HOJsi JAEMOHCTPYIOTh JOCTAaTHIO CTPYKTYPy 1 HEOJHOPIAHICTH, 100
eexktuBHO Ta HaAiHO BuUsABIATH PDU (Protocol Data Unit — oauHuIs 1aHUX
MPOTOKOJTY) 31 3MIHEHUMHU TOJISIMU.

Po6ora Kpeiira Poynenzaa [9] € nmepmum 10ka30M MOKJIMBOCTI CTBOPEHHS
Ta eKcIulyaTallli IpUXOBaHUX KaHaliB y Ha0opi npoTokoiiiB TCP/IP, maxom ix
KOHKpPETHOI peani3amii. 3 TOYKM 30py 3JOBMUCHHUKA, KaHainu 30epiraHHs €
KpalluMHU, HI)K KaHaJIU TaliMiHTY, 4epe3 MpoOJieMu CUHXPOHI3aIlii, 10 MPUCYTHI
B OCTaHHIX, iX CKJIaJHICTh BUKOPHCTAaHHS Ta 3HAYHO MCHIINY IMPOIYCKHY

3IaTHICTh Y MOPIBHSIHHI 3 KaHaJlaM¥ 30epiranHsl.

1.3 IIpyyuHu Ta CIOCOOU BUKOPUCTAHHS NMPUXOBAHUX KAHAJIIB

[IpuxoBaHi kaHanu mnepenadl iHdopMallli B MEPEKHUX MPOTOKOJIAX
MOXYTb BUKOPHCTOBYBAaTHCS JJIsI IIMPOKOTO CHEKTPY 3aaad: KOOpJAWHAI]
DDOS (Distributed Denial Of Service) aTak, HNOMMPEHHS KOMI'FOTEPHUX
BipyCiB 1 XpoOakiB, TAEMHOTrO 3B'S3Ky MIDXK TEPOPUCTAMHU 1 3JOUYUHIISIMH,
Oe3meyHnX KOMYHIKaIid 3 MeTow yrpaBiiHHsA wMepexero [10], obxony
OpanaMayepa oprasizauii, nepenadi gaHux ayreHtudikamii [11] (manpuknan,
port knocking), 06xony oOMexeHHS y BHUKOpPUCTaHHI [HTepHETYy B AesSKHUX
kpainax (Infranet [12], Collage [13], FreeWave [14]), nokpameHHs Oe3neku
[15] um 3abesmeuenns QoS (Quality of Service) [16] VolP-tpadiky,
MapkyBaHHs MepexxHuX moTokiB (RAINBOW [17], SWIRL [18]), BincTexeHHs
3amu@poBaHoro tpadiky araku abo BIJICTEKEHHS aHOHIMHUX peer-to-peer

VoIP-n3BinkiB [19, 20] Tomo.
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[upoxuil cnekTp ocid Ta yrpynyBaHb 3 PI3HUX MPUYUH BUKOPHUCTOBYE
NpUXOBaHI KaHaIW JJI KOMYHIKAIli Ta KOOPJAWHYBaHHsS Aii. 3a3BU4Yall Iie
YMOTHBOBAHO MPOTHCTOSHHSIM JABOX CTOpIH (Blaja — 3JO0YMHII, XaKepH —
KoMmmadii). 3po3yMuio, IO KOXHa 31 CTOpiH Mae OakaHHS MPUXOBATH CBOI
kKoMmyHikarmii. OgHak mpocte mudpyBaHHsS HE 3a0€3MEeUYUTh HEMOXKIIUBICTD
BiJICJIIIKOBYBaHH I1a0JIOHIB KoMyHiKkalii. YacTo HaBiTh caM ¢akT mepejadi
iHopMariii Moke BUKPUTH OaraTto Ta€MHHMIb. [21]

[Ticnst TorO SIK Xakepu CKOMIPOMETYBAJIU KOMII IOTEPHY CHUCTEMY, BOHU
3a3BMYail HaMaralTbCsl BUKPACTH AaH1 ad0 kK 3aBaHTaXXUTU CBOi 1HCTPYMEHTH
I TOAANBIIMX 3JTOYMHHUX A1i. Taka moBeliHKa reHepye MepexXHUui Tpadik,
AKUW 0€3 HaJIe)KHOTO MAacCKyBaHHS MOMEHTAJbHO MPHUBEPHE yBary CUCTEMHHUX
aaMiHICTpaTopiB. Sk HACHIJOK BOHHM OJpa3y MI3HAIOTHCA MPO MPOHUKHEHHS Y
cuctemy. Jlias BUBaHTaXXEHHS JaHUX HE NOTpeOye HABITH 3JaMy CaMoOTro
KoMI’totepa. JloCTaTHbO CKOMIPOMETYBATH MPUCTPid BBOJLY (HANMpHUKIanA
KJaBiaTypa) abo sk mporpamHe 3abe3neucHHs (Hanpukiag Bed opaysep). [22]

BaxnuBo 3a3HauMTH, U0 HABITh MEPECIYHUN MPAIIBHUK MOXKe OyTH
3aI[iKaBJICHUI Y BUKOPUCTAHHI MPUXOBAHUX KAHAJIB JIJIT YHUKHYTH OJIOKYBaHHS
OpaHaMayepoM KOMMaHii, 00 OTpUMATH AOCTYyN J0 IEBHHUX pPECypciB B
iHTepHeTi. Takoxk crnpoOu ypsaiB AESAKUX KpaiH OOMEXKHUTH CBOOOAY CIOBa
CIPUYUHUIU TOSBY MPOMO3UIIN MO0 BUKOPUCTAHHS MPUXOBAHUX KaHAJIB
nepenaui iHpopmaiii y Mepexi ans o0xony gaHux 3axofiB. Kpim Toro
OPUXOBaHI KaHAJd MOXYTh 3aCTOCOBYBATHCS ISl 3aXHUCTy 1HGoOpMalii, 1o
nepenaeTbesi, Npu 3a00pOHI BHUKOPUCTAHHS CTIMKMX KPUNTOrpapiuHUX
aJTOPUTMIB JJis K PYyBaHHS.

AZIMIHICTpAaTOpU MEPEekKi MOXKYTh BUKOPUCTOBYBATH MPUXOBaHI KaHAIU
17151 0e3MeYHOTo nepeaaBaHHs iHQopmallii MOB’A3aHO1 3 YIPABIIHHIM MEPEKEIO
3 METOIO 3aX0BaTH 1i BiJI 3JIOBMUCHUKIB. XaHIMOTH (KOMIT IOTEPHI CUCTEMHU, 110
€ TPUMAHKOIO ISl XaKepiB) TAaKOXX MOXYTh BHKOPHUCTOBYBAaTHM MPHXOBaHI
MEepeXXH1 KaHaIu JJIs nepeadl JaHUX JIOTYBaHHS B peajlbHOMY 4acl TA€EMHO BiJl

3JIOYHMHIA.
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Komm’totepHi Bipycu Ta XpoOaku MOKYTh BUKOPHCTOBYBAaTH NMPHUXOBaHI1
KaHaJIM JJI HEMOMITHOTO MOIIMPEHHS Ta 00MiHY 1H(OpMaIli€r0, MPU3HAYECHOIO
JJIs aHaJi3y Ha 6araThOX XOCTax.

[IpuxoBaHi KaHATU TaKOX MOXYTb BUKOPUCTOBYBATHUCH JIJIs NepeaaBaHHs
naHuxX aBTeHTU(iKamii. [CHYIOTh TEXHIKH, IO 03BOJSIOTH aBTOPHU30BAHUM
30BHIIIHIM KOPUCTyBadaM OTPUMYBATH JIOCTYIl JO BIAKPUTHUX IOPTIB
OpaHamayepa, Xxoua JJjIs 1HIIUX KOPUCTYBaviB Il HOPTHU OyAyTh BimoOpakaTucs
3akputuMu. OJHa KOHKpeTHa TexHika, o Ha3uBaeTbcsi Port Knocking,
BUKOPUCTOBY€ MPUXOBAHI KaHAMW JJIs HAJACUJIaHHS JaHUX aBTeHTHUdIKaIlii.
JIOCTITHUKH TaKOX PO3pOOUIIN TEXHOJIOTIIO I BIICIIAKOBYBaHHS 3BOPOTHOTO
NUISIXY TTaKeTy 3a JOMOMOTOI0 MPUXOBaHUX KaHaiB. BoHa 3a0e3neuye HacTymHI
BY3JIU 3B’ 513Ky 1H(pOpMaIIi€lo Mpo nomnepeni. Takum 4HHOM MO>KHA 3aXUCTUTHUCS
BiJl aTaku Ha BiAMOBY B oOciyroByBaHHi (aHri. Denial-of-service attack)
binpTpytoun Tpadik y ONMKUMX 10 TPaHMIIl MEpexi By3lax abo X HaBiTh

130JIF0F0YH aTakyouoro. [23]

BucHoBOK 10 po3aiay 1:

[IpuxoBanuii KaHanm — 1€ KOMYHIKalliWHUN KaHall, M0 Tepenae
iHpopmalito cnocoOoM, sKuil He OyB AJs LBOrO MpU3HAUYeHUM. [3 po3BUTKOM
MEpPEXKEBUX TEXHOJIOTIM po3BHBaNacs W KOHIICMIS NPUXOBAHUX KaHAaJIB
nepenavi iHdopmariii. BukopucranHs NpuXoBaHWX KaHaiB HE OOMEXKYEThCS
3MOYMHHUMHU  Aismu. KpiM  MOmMUpEHHS  3JOBMHCHOTO  MPOTPaMHOTO
3a0e3MeUeHHsI Ta BUKPAJICHHSA JMaHWUX, BOHU MOXYTh 3aCTOCOBYBATHCS IS
BiJJAJI€HOr0 KepyBaHHS Ta aaMiHicTpyBaHHsA. Ilepeciuni X KopucTyBaul
MOXYTh OTPHUMYBaTH 3a JIONIOMOTOI0 MPUXOBAHMX KaHANIIB JOCTyH MO
3a00koBaHUX pecypciB. CucremaTusaiiiss Ta aHami3 BIJOMOCTEH JTO3BOJIHIIH
NOorauOUTH 3HAHHS MPO SIBUIE MPUXOBAHOI0 KaHaly mepeaadi iHpopmari y
MEpPEXKHUX MPOTOKOJAX, [0 JOMOMOIJO Kpalle 3pO3yMITH TMOCTaBJIEHI Y

JIOCIIIPKEHH] 3aBIaHHS.
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2 KIIACU®DIKALISA IPUXOBAHUX KAHAJIIB TA CTPATETII
3JAXUCTY

Haii0inpm mnommpeHud MiaXiJ 00 CTBOPEHHS NPUXOBAHUX KaHANIB
nepeadavae BKIOYEHHS HE0OX1aHOI 1HGOpMalii B MPOTOKOIU 3 TIOJSIMH,
JOCTATHBO BEJIMKUMHU IS 3a0€3MeUeHHs CyTTEBOI MPOMYCKHOI 3aaTHOCTI. J{is
OO BapTO BUOpATH MPOTOKOJU BHUIIOTO PiBHS, MPOXOKEHHS AKUX 4YEpe3
Opanamayepu, K MpaBuio, Oyae 103BojeHO. KoprucHe HaBaHTa)XEHHS MOXKeE
OyTH 3aKOJ0BaHE Yy HEBUKOPHCTOBYBaHMX ab0 3 3ape3epBOBaHUX OiTax
3arojloBka KajJapy 4u mnakery. lle cTae 1mie mpocCTIIMM, SKIIO CTaHIAapTH
MPOTOKOJIY HE PETJIIAMEHTYIOTh 1X 3HAaUEHHS a00 OTpUMYBayl HE MEPEBIPAIOTH 1X
BiAnoBiAHICTh cTrangapty. Hampuknan, ICMP € xopomum BHOOpOM uepe3
MaliKe CTaHJapTHUH T03B1I BUXITHUX echo request Ta BXigHux echo reply. [24]
[le BigkpuBae T'paH103HI MOKJIMBOCTI JJIsi MPUXOBAHUX KaHaJIB, OCKIIbKHU
KOPHUCHE HaBaHTAXXEHHS MPOTOKOJY MOKE MICTUTHU Oylb-sKi JaHi B OyIb-sKil
kibkocTi. [IpoTokos DNS Takox € uy0BUM BapianTOM. [25]

[Ticns BuOOpy MPOTOKOJNY KOPUCTyBad TIOBUHEH HANAIITyBaTH
JOKAJIBHOTO KIIIEHTAa Ta BIIMAJICHOTO CclyXada, KOTPUM 3MOXKE ‘“‘BUTATTU
TyHeJIbHUM Tpadik 1 Janl mepeciaTd MOro B iHUIE MicCle, SKIIO 1€ HeOOXI1IHO.
o0 3amo61rTH NepexorneHHo iHpopMallli, IHCTPYMEHTH TYHEJIIOBaHHS 4acTo
BUKOPUCTOBYIOTh aBTEHTU(]IKAIiIO (IK TpaBUiIO0, HAa OCHOBI Taposl) s
KEpyBaHHS JOCTYIIOM JI0 BijjajieHoro ciyxada. [1[o0 3amoOirtu BUSBICHHIO,
JesiKi 1HCTPYMEHTH BHKOPUCTOBYIOTH MeToaW mudpyBaHHI Ta 00dyckarii,
NpUXOBYIOUM BMICT Tpadiky mij yac mnepegayi, mod o06iiTu anami3z IDS
(po3mmppyBaTH) Ha OCHOBI BMICTY. [HCTPpYMEHTH TYHEJIIOBaHHS TaKOX
3a0€3Meuy0Th MOKJIUBICTh YIOBUIBHEHHSI MIBUJIKOCTI Mepenadi MmakeTiB, 100
3MEHIIUTH o0cAr migo3pijgoro Ttpadiky, IO TMPOTIKAE MEpexKew, 3ais
3MEHUIEHHS PU3UKY BHsABICHHS. OHAK 1€ TAKOXK YMOBIIBHIOE KOMYHIKAIIO 1
poOUTH TyHENnb MEHII e€()EeKTUBHUM, TOMY ICHY€ OYEBHUIHHI KOMIIPOMIC MIX

HEMOMITHICTIO 1 3pDYYHICTIO BUKOPHUCTaHH:. [26]
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Po3ymiHHS 1CHYIOUMX MPUXOBAaHMX KaHadiB rmepenadi iHdopmarii €

HaJI3BUYAWHO BXXJIUBUM JJIs1 pO3pOOKH 3aX0/I1B MPOTHAIT iX BUKOPHUCTAHHIO.

2.1 Knacudikaniss npuxoBaHux kaHaJjiB 3a piBaem creky TCP/IP

Jaini Oyne HaBeIeHO BceOIuHe JOCIKEHHS TPUXOBAHUX KaHAIB Y CTEKY
npotokoniB TCP/IP, kmacudikoBanux 3a piBHEM 1 HPOTOKOJIOM, 3 OMHUCOM
nepeBar, HeJI0JIKiB Ta METOJaMH 3aXUCTY, SIKIIO TaKl ICHYIOTb.

Jlst kpamoro po3yMiHHs kiaacuikaiii ciaijy po3rissHyTH CTEK TPOTOKOJIIB
TCP/IP. Bin ninutbcs Ha 4 piBHI: mpukiIaaHuii (application), TpaHCTIOPTHHIA
(transport), MepexxkeBuii (internet) Ta kananbpHuUi (link). Sk 1 B Mmoxeni OSI, gani

HUKHIX PiBHIB IHKAICYJIIOIOTH OJIOKM JJAHUX BEPXHIX PiBHIB (pUCyHOK 2.1).

JlaHi 3aCTOCYHKY

! 1

IIpukaaganii piBeHb
FTP, SMTP, SNMP...

! i

TpancnopTHuii piBeHb
TCP, UDP

! i

MepexeBuii piBeHb
IP, ICMP, IGMP

| i

Kananbuuii piBeHb
Ethernet, X.25, ARP, OSPF, NDP...

Pucynok 2.1 — Crex TCP/IP
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Internet Protocol (IP) € ocHOBHHUM HPOTOKOJIOM y CTEKY MPOTOKOJIB

TCP/IP, saxuii mpaimioe Ha MepexkeBoMy piBHI. [P iHkamcymioe oTpuMani

CETMEHTH TPAHCIIOPTHOTrO PiBHS B MakeTu 3 |P 3aromoBkamu 1 mocrtapise iX 1o

3a/1aHOTO MICIls MpU3HaueHHs 3a ponomoroio IP aapec. IP icHye B 1BOX Bepciix

- Bepcig 4 (IPv4) 1 Bepcis 6 (IPv6). Ha pucynkax 2.2, 2.3 1 2.4 y3arajibHEHO

1HpopMaIlilo NMpo NMpuxoBaHl kaHaiu B |P mpoTokoisi: mepeBaru, HEIOMIKU 1

MEXaHI3MH 3aXHCTY.

Paper Year Method PRER Advantages Disadvantages Defence
Traffic normalizer
Rowland [98] 1997 Identification field 16 Big covert rate  Easy elimination  and active warden
Source address Egress
BOOK [120] 2000 + IGMP 42 Easy deployment Easy elimination filtering
Deployment in Need to know
Abad [1] 2001  Header checksum 16 IP, TCPR, UDP original TTL
Traffic normalizer
Ahsan et al [2] 2002 DF field 1 Easy climination  and active warden
DF and Traffic normalizer
Ahsan [3] 2002 [fdentification fields 17 Big covert rate  Easy elimination  and active warden
Version, IHL and Packet Traffic normalizer
Ahsan [3] 2002 [fdentification fields ] Big covert rate  without options and active warden
Only between
neighbouring nodes
Identification and and not Traffic normalizer
Canich et al [20] 2002 Fragment Offset ficlds 20 Big covert rate  fragmented packet  and active warden
Without normal Active warden
Qu et al [95] 2004 TTL 1 Hard detection initial TTL [125]
Normal Active warden
Zander et al [125] 2006 TTL 1 initial TTL Moisy channel [125]
Trabelsi et al
[114, 115] 2007 Record route options 320 Big covert rate
Statistical tests
based on
number of fragments,
Detectable or reassemble in
Mazurczyvk ot al Predefined number statiztical intermediate node
[79] 2009 of fragments 1 Big covert rate patterns [79, 80|
Statistical tests
based on
fragments sizes,
Modulating the Detectable or reassemble in
Mazurczyk et al values in Fragment statistical intermediate node
[79] 2009 Offset field Ng =1 Big covert rate patterns [79, 80|
Use of Reassemble in
Mazurczyk et al Steganogram in legitimate Differentiating intermediate node
[79] 2009  fragment payload Ng-F, fragments covert fragments [79, 80|
Comparing
Mazurczyk et al Probe messages up to Need to probe messages
(79, 80] 2009 in PMTUD MTU  Big covert rate know MTT [79, 80|

Pucynok 2.2 — IIpuxoBaHi kananu 30epiranss B |Pv4 [24]
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Paper Year Method Advantages Dizadvantages Defence
Send or not 1P Good Abnormal shape e-similarity test [17]
Padlipsky et al [90] 1978 packet in interval synchronization and regularity EN and CCE test [41]
Need of
Servetto et al [103] 2001 Phantom packets synchronization
External
Ahsan et al [2] reqrdering
Ahsan (3] 2002 Packet sorting effects
Packet sorting Different error External
with ordered rate with reordering
Galatenko et al [37] 2005 dest. addresses sequence length effects

Shah et al [104]

Cabuk [15]

Allix [4]

Gianvecchio et al [40]

Sellker et al [102)]
Mazurezylk ot al
[79]
Mazurczyk et al
[79]

Mazurczyk et al
[79]

El-Atawy et al [31]

Zander et al [127]

200(M3

2004

2007

2008

200¥

20009

20009

20048

20049

2011

IPDs

IFDs
Sending more

or less data
than A

IPDs

IPDrs

Different rates
for fragments

Phantom
fragments

Fragment
sorting

Packet sorting

IPDs

Similar shape
and regularity
as normal traffic

Real saved
IPDs samples

Easy deployment

Similar shape
and regularity
as normal traffic

MNon-detectable if
normal IPDs are iid

Mo need of
synchronization
No need of
synchronization

No need of
synchronization
Error detection

and correction

MNeeds access to
the link between
kevboard and computer

Abnormal regularity

Bad
synchronization and

easy detection for

non iid normal IPDs
Bad
synchronization and

easy detection for
non iid normal TPDes

Modified receiver
External
reordering
effects

Better synchronisation  Reduced robustness

and stealthiness

than [40] and [102]

against
network jitter

EN test [41]

CCE test [41]

Auto-correlation
test [127]
CCE test [41]

Auto-correlation
Lest [127]
Reasscmble in
intermediate node
[79, 80]

Pucynok 2.3 — I[IpuxoBaHi kaHanu taiimiHry B |1Pv4 [24]
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Paper Year Method Type PRER Advantages Disadvantages Defence
Oplions 1n
Destination max feld Traffic normalizer
Graf [43] 2003 Options header storage length Big covert rate Easy elimination and active warden
Inte diate
node can change Stateful Active
Lucena et al [66] 2005 Traffic class storage 8 Big covert rate the field Warden [66]
Many How
labels between Stateful Active
Lucena et al [66] 2005 Flow Label storage 0 Big covert rate two hosts Warden [66]
Egress
Lucena et al [66] 2005 Source Address storage 128 Big covert rate  Easy elimination filtering
Stateful Active
Lucena et al [66] 2005 Hop limit storage Easy deployment  Noise channel Warden [66]
up to Legitimate Failure in the
Lucena et al [66] 2005 Fayload Length storage (2“-’ |LegP|)B packet ICV calculation
Ciption Data Length
and Oplion Data
in the Hop-by-hop up to Failure in the Stateless Active
Lucena et al [66] 2005 options header storage 20388 Very high rate  ICV caleulation Warden [66]
Heserved in Failure in the Stateless Active
Lucena et al [66] 2005 Routing header storage 4B Big covert rate  ICV caleulation Warden [66]
Many different
fabricating routing headers
addresses in up to between two Stateful Active
Lucena et al [66] 2005 Routing header storage 20488 Very high rate nodes Warden [66]
Ciption Data Length
and Oplion Data
in the Destination up to Failure in the
Lucena et al [66] 2005 options header storage 20388 Very high rate ICV calculation
False padding
in the Destination up to Failure in the Stateful Active
Lucena et al [66] 2005 options header storage 2568 Very high rate  ICV caleulation Warden [66]
Two Reserved
fields in Stateless Active
Lueena et al [ﬁﬁ] 05 Fragmemt header storage B42 Big covert rate  Easy elimination Warden [ﬁt‘m]
Different Next
Next Header Header values
field in among fragments Stateful Active
Lucena et al [66] 2005  Fragment header  storage 8 Big covert rate  of same packet Warden [66]
Anomalies of single,
up to G4KB/ Failure in the unrelated fragments
Lucena et al [66] 2005 fake fragment storage fragment Very high rate ICV calculation Th, 80]
Heserved in Stateless Active
Lucena et al [66] 2005 Authentication header storage 2B Big covert rate Easy elimination Warden [66]
Sequence number
values do not
Fake up to increase Stateful Active
Lucena et al [66] 2005 Authentication header storage 10228 Very high rate monotonically Warden [66]
Sequence number
values do not
Fake up to increase Stateful Active
Lucena et al [66] 2005 ESP header storage 10228 Very high rate monotonically Warden [66]
False padding
value in up to
Lucena et al [66] 2005 ESP header storage 2558 Very high rate
Use of normal P .
network omparing
Mazurczyk et al PLPMTUD up to retransmission probe messages
|79, 80] 2009 using RESTEG storage MTU Very high rate rate 7h, 8]

Pucynok 2.4 — IlpuxoBani kananu B |Pv6 [24]

Internet Control Message Protocol (ICMP) — e mie oauH HpOTOKOJd O3
BCTAHOBJICHHS 3'€IHAHHSI Ha MEPEKEBOMY DPiBHI, IKUM BUKOPUCTOBYETHCS JIJIS
nepejadi MOBIJOMJICHb MPO MOMMJIKHM Ta 1HINOI 1H(OpMaIii MiXK By3JIaMH.
[ToBinomnenns ICMP nancumarothes iHKancyiaboBaHuMHu B [P-makerax. IcHye

14 (1 16 3acTapinux) pi3Hux TumiB nosigomieHb ICMP, siki 3a3Budail MiCTATH
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naumie nepini 4 Oaktu 3 8-6akitHoro 3arosiopky ICMP. IlpuxoBaHi kaHainu B
ICMP Oynyth mpamnroBaTH JJs OyJb-SKOT'O MEPEKEBOrO MPHUCTPOIO, IO HE
¢ineTpye BMmict Tpadiky ICMP Echo, 1 € myxe mpoctumu y peamizanii.

[ndopmarris npo 111 KaHanu 316paHa Ha PUCYHKY 2.5.

Paper/tool Year Method Type FPRER Advantages Disadvantages Defence
Payload of ICMP
Echo Request and up to [P-cver-ICMP
ICMP Echo Reply 24B. 6B tunnel and Blocking and [106]
Loki [22, 23] 1996 packets storage or more command execution Easy elimination stateless model
Reserved
field in
ICMP Router Traffic normalizer
Ahsan [3] 2002 Solicitation Message storage 32 Easy deployment Easy elimination and active warden

Payload of ICMP

Echo Request and up to [P-over-ICMP

ICMFP Echo Reply 24B. K6B tunnel, Blocking and [106]
ICMP-Chat [84] 2003 packets storage or more encryption Easy elimination stateless model

Payload of ICMP Egress

Echo Request and up to IP-over-ICMP filtering,

ICMP Echo Reply 24B. 56B tunnel and blocking and [106]
Skeeve [128] 2004 packets storage or more command execution Easy elimination stateless model

Payload of ICMP

Echo Request and up to IP-over-ICMP Easy elimination

ICMF Echo Reply 24B. 56B tunnel and and had Blocking and [106]
ICMPTX [113] 2005 packets storage or more command execution implementation —stateless model

Payload of ICMP

Echo Request and upto  TCP-over-ICMP

ICMP Echo Reply 24B. 568 tunnel, Blocking and [106]
Ping tunnel [110] 2005 packets storage or more reliable Easy elimination stateless model

Payload of ICMP

Echo Request and [Pv6-over-ICMPv6

ICMP Echo Reply tunnel and
VO0d0On3t [86] 2006 packets storage different options

Pucynok 2.5 — IIpuxoBani kananu B ICMP [24]

Internet Group Management Protocol (IGMP) — 1ie mpoTokos kepyBaHHs
rpynoBoro (multicast) mepegauero AaHUX B Mepexkax, IO 0a3ylThCs Ha
npotokoii IP. Ilepmuit mpuxoBanuii ka"an jaias IGMP OyB 3anpomnoHoBaHUM
Kampanom Axcanom B 2002 [27]. Kapmoc Ckorr [28] 3ampomonyBaB
BUKOpUCTOBYBaTH 8§-0iTHI Ta 16-0iTHi 3apeszepBoBaHi mnous y IGMPV3
Membership Report, skuM 3a3Bu4aii BCTAHOBJIIOETHCS HYJIHOBE 3HAYCHHS Ta
ITHOPYETHCS MpUHMaYEM.

Dynamic Host Configuration Protocol (DHCP) — 1e 1ie oauH mpoToKOJI
MEpEKEBOTO pIBHS, SKUM [03BOJSE CEpBEpPY aBTOMATHUYHO MpusHayatu [P

aapecy KOMIT'IOTepy 3 MEBHOTO Jlana3oHy, HaJallTOBAHOIO AJISI IEBHOI MEPEXI.
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Py6en Pioc [29] 3ampomonHyBaB 1 peai3yBaB HACTyIHI HaAiliHI HMPUXOBaHI
kaHanu B iHCTpyMeHTi HIDE DHCP:

e migMiHa 3HaueHHsS 32-0OitHoro mosss XID, ske reHepyeThes
KJIIEHTOM BHUIIAJIKOBUM YHHOM. lle CKpUTHO, ane MpomycKHa
3/1aTHICTh OOMEKEHA

e migMiHa 3HaueHHs noyst SECS, ais nepenadi ojgHoro 6iTa

e migMiHa 3HaueHHs octaHHiXx 10B moms CHADDR, xoim
BUKOpUCTOBYeThes 48-6iTHa MAC anpeca Ethernet

e gnonuc npuxoBanoi iHpopmamii micas NULL B kiHumsx cTtpok 64-
oaitoBoro noist SNAME 1 128-6aiitoBoro FILE

Address Resolution Protocol (ARP) — e mpoTokon s BU3HAYCHHS
MAC aapecu 3a IP agpecoro, nanpukian, aapecoro Ethernet. Jliniar xu [30]
IPOMIOHYBAaB BHUKOPHCTOBYBATH ocTaHHi § OiTiB mois Target protocol address

JJIA IICPCHCCCHHA CCKPCTHOI'O HOBiI[OMJ'IeHHH.

2.1.2 IlpuxoBaHi KaHAJIU TPAHCIOPTHOIO PiBHSA

Transmission Control Protocol (TCP) i User Datagram Protocol (UDP) —
1[e JIBa MPOTOKOJH, AKI MPalO0Th Ha TpaHcnopTHOMY miapi. TCP 3a6e3mneuye
MOCIYTYd HAAIMHOTO 3B'A3KYy 31 BCTAHOBJIEHHAM 3'eqHaHHs. Y ToH ke yac UDP
He MOoTpeOye BCTAaHOBJICHHS 3’ €AHAHHS, X0Y 1 € MeHI HaxiiHuMm. [IpuxoBani
KaHaIW Tiepenadi iHdopMalii s LUX MPOTOKOJIB MOXHA MOOAYUTH Ha

pucyHkax 2.6 1 2.7 BiANOBIAHO.
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FHREK per
Paper tool Year Method Type segment Advantages Disadvantages Defence
TSN and
Acknowledge Differentiation SVM [109] and
Sequence from anomaly
Covert TCP [98] 1997  Number fields  storage 64 Easy deployment  normal ISNs tests [85]
Ahsan [3] Urgent Pointer
Hintz [45] 2002 field storage 16
Deployment in = Need to know
Abad [1] 2001 Header checksum storage 16 IP, TCFP, UDP original TTL
Ratio of used
different
timestamps and
TCP No need of ~ Some timestamps  total number of
Giffin et al [42] 2002 timestamps timing 1 synchronisation are skipped timestamps [45]
Anomaly
Differentiation tests [85] and
from neural
NUSHU [99] 2004 ISN storage 32 Passive channel normal ISNs networks [117]
Indistinguishable
Lantra [85] 2005 ISN storage 32 ISNs
Chakinala et al Segment
[21] 2006 reordering timing logan!
Traffic normalizer
Allix [4] 2007 Reserved storage ! Easy deployment Easy elimination and active warden
N packets Restricts
over the decoder
Cloak [69] 2007 X TCP flows  timing Reliable location
Deviation score
for the burst size,
Robust against entropy of burst
network jitter, Differentiable size, and inter
packet loss from normal ACK-data delay
TCP-Script [T0] 2008 TCP bursts timing and reordering traffic [70]
Reliable and
resilience to
Acknowledge adverse network
CLACK [71] 2009 Sequence Number storage 32 conditions
Use of normal
network
max IP retransmission
RSTEG [B1, 82] 2010 retransmissions storage payload length Big covert rate rate Passive warden [81]

ACKLeaks [T2]

2011 TCP ACK packets storage

Do not modify
any packets

Errors from
ACK losses

Pucynok 2.6 — IIpuxoBani kananu B TCP [24]

FRER per
Paper/tool Year Method Type  segment Advantages Disadvantages Defence
Deployment in Need to know
Abad [1] 2001 Header checksum storage 16 IP, TCF, UDP original TTL
Presence/absence
Fisk et al [34] 2002 of Checksum  storage 1 Easy deployment Easy detection Active warden [34]
Source address, Active warden
Length and up to and egress
Thyer [112] 2008 Checksum storage 6B Easy deployment Easy elimination filtering [34]

Pucynok 2.7 — Ilpuxosani kananmu B8 UDP [24]

Secure Sockets Layer (SSL) (Bepcii 1.0, 2.0 i 3.0) i fioro HaCTyIHHK
Transport Layer Security (TLS) (Bepcii 1.0, 1.1 1 1.2) - me npotokonu
G pyBaHHA/pO3MHUPPOBKHU JaHUX P Nepeaayl Al 3aXUIIEHOTO 3B'A3Ky MIXK

nBoMa ctopoHamu. ['1IOpuaHui TpUXOBaHUM KaHaJ, 110 € TOEIHAHHSAM IIPOCTOTO
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MepexxeBoro mnpuxoBaHoro kanary B TCP 1 mnpuxoBaHoro kaHaily B
KpunrorpadgigHomy anroput™mi mnporokoiaiB SSL/TLS, onucanuii B mparsix

Jxu61 Adpaxama [31, 32].

2.1.3 IlpuxoBaHi KaHAJHU NPUKJATHOTO PiBHA

Jlns cTBOpeHHS NPHUXOBAaHUX KaHaliB mepedadi iHdopmaiii MoKHA
BUKOPHUCTOBYBATH TaKOX JEAKi MPOTOKOJIU MpHUKIaaHOoro piBHs cTeky TCP/IP,

taki sk: HTTP, FTP, DNS, RTP, RTCP, SIP, SDP i T1.x.

Paper/tool Year Method Type PRER Advantages Disadvantages Defence
Reverse WWW HTTP Pre-configured Analysing HT'TP
Shell tool [118] 1999 request/response storage varies Easy deployment master traffic [14, 58]
HTTP SSH over Suspicious  Analysing HTTP
Corkscrew [89] 2001 request/response storage varies HTTP tunnel SSH traffic traffic [14, 58]
URL parameters Communication Easy detection
or body of through if data hide Analysing HTTP
Bowyer [15] 2002 GET request  storage varies firewalls in GET body  traffic [14, 88]
Easy detection
HTTP if data hide Analysing HTTP
Dyatlov et al [30] 2003 request/response storage varies Very high rate  in GET body  traffic [14, 88]
up to Analysing HTTP
Muted Posthorn [10] 2003 Redirection storage 1024B  Very high rate traffic [14, 88|
up to Analysing HTTP
Muted Posthorn [10] 2003 Referer storage 1024B  Very high rate traffic [14, 88|
up to Analysing HTTP
Muted Posthorn [10] 2003 Set-Cookie storage 4096B  Very high rate traffic [14, 88]
HTML elements
and Analysing HTTP
Muted Posthorn [10] 2003 Active contents storage traffic [14, 88]
CONNECT Establishing
Alman [5] 2003 method storage VPN
Delaying
or not a
Efier et al [32] 2005 response timing 1
TCP g{";]r UDF Analysing HTTP
HTTunnel [63] 2005 storage HTTP tunnel traffic [14, 58]
consequent linear
white space
characters up to Inline Filtering
Kwecka [61] 2006 (CLRF, SP, HT]) storage 8190B Very high rate Easy detection Agent [61]
HTTP
Wondjina [119] 2006 Entity tags storage
ContentM DG
Wondjina [119] 2006 header storage 128
Castro [19] 2006 cookies storage
Access-Control-
Allow-Crigin
and Content-
Dunkan et al [29] 2010 Location header storage
Date and Date can
Dunkan et al [29] 2010  Last-Modified storage be rewritten  StegoProxy [13]

Pucynok 2.8 — IlpuxoBani kananu B HTTP [24]
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HyperText Transfer Protocol (HTTP) cayrye pans mnepegaui Ta
BimoOpaxkeHHsT BeOCTOPIHOK (TeKCTOBUX (aitniB 3 po3miTkoro HTML) Ta
¢aiiniB. HaBiTh opranizamii 3 HalOLIBIIOI KIJIBKICTIO 3a00pOH MI0A0 Tpadiky
3a3Bu4ai go3BoJisgtoTe HTTP-tpadik, TomMy BIH € XOpomuM 3aco0oM s
CTBOPCHHS MPUXOBAHNX KaHaJiB (pUCyHOK 2.8).

File Transfer Protocol (FTP) Takox iHKOJM BHKOPHCTOBYETHCS IS
MPUXOBAHUX KaHaJIB nepeaadl iHpopMmarlii. byo 3anpomnonoBaHo aBa crmocoou
cTBOpeHHs nmpuxoBaHux kaHajiB B FTP [33]. [lepmuii xoaye npuxoBaHi OiTH
oe3nocepenubo B koManau FTP, Tomy, skio € N komaH1, KO)kHa KoMaH 1a Oy e
npenactaBaaTu log,N 6itu. [pyruii 3anexuts Big Kimbkocti FTP NOOP xoman,
K1 HAJCHJIAIOThCA Mmia dac mpoctoro. KinmbkicTe Bignmpabieannx NOOP komaHnz
JIOPIBHIOE 11JIOMY 3HAUYE€HHIO MPUXOBaHUX NaHuX. [lepen HaaCUIaHHIM HOBOTO
3HaueHHs caig  Haxgicaatu komannay ABOR. Jlns FTP € HopManbHUM
BiNIpaBIISITH komaugu NOOP a6o ABOR mnocrtiifiHo, mo0 3amo0irtu
BXO/[KCHHIO KOHTPOJIbHUX 3'€IHAHb B CTAH MPOCTOIO.

Domain Name System (DNS) nyxke mnoOpe miaxoauTh JIJIS CTBOPCHHS
MPUXOBAHUX KaHAJIB JIJIsI TYHETIOBAHHS 1HIIUX MPOTOKOJIIB, Hanpukiaa [P, TCP
ab6o UDP. Ocob6auBo mikaBumu € 3anmucu NS, CNAME 1 TXT noBXHHOIO J0
255B, a Ttakox ekcnepuMeHtalbHui NULL-3anuc noxkunHoro o 65536B
(300B-1200B B peamizamisx). Ys3araJbHCHHS TMPHUXOBAHUX KaHAJIB, IO

BUKOpUCTOBYIOTh DNS, HaBeneHo Ha pucyHky 2.9.
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Paper/tool Year Method Tvpe PRER Advantages Disadvantages Defence
Elocking by
forbidding non-
up to [Pvd- Splits compliant names
NSTX [100] 2002 TXT records storage 2558 over-DNS IP packets in queries [87]
- up to [Pv4- Splits Limit the
DNSCat [94] 2004 CNAME records storage 2558 over-DNS IP packets DNS bandwidth
TCP or SSH- Blocking
over-DNS Must provide rarely used
up to and supports a reliable records or
OzymanDNS [55] 2004 TXT records storage 2558 of EDNSD communication  extensions [87]
No need to
maintain or run Choosing
Anonymous [8] 2005 Negative caching  timing 1 a DNS server good subdomains
Blocking by
Must provide forbidding non-
up to TCOP or SSH- a reliable compliant names
DNS2TCP [25] 2008 TXT records storage 2558 over-DNS communication  in queries [87]
IPv4-
over-DNS,
up to doesn't split Slower for Limit the
TUNS [87] 2009  CNAME records  storage 2558 IP packets perfect network DNS bandwidth
Download -
NULL records (or
TXT, SRV, MX, Download - [Py Blocking
CNAME, A records), up to 1200B. over-DINS rarely used
upload - upload - and supports Splits records or
Iodine [60] 2010 Domain Name storage up to 255B of EDNS0 IP packets extensions [87]

Pucynok 2.9 — IIpuxoBani kanamu B DNS [24]

[Ile onHiero 1ikaBow 00JIACTIO MJIsI PO3TOPTAHHS MPUXOBAHUX KaHAJIB €
porpamu, mo MPaIoTs B PeXUMI peallbHOro yacy depe3 [P, sk, Hanpukian,
Voice over IP (VolP), onnaiin 6aratokopucTyBaibki IirpH, IOTOKOBE
nepenaBaHHs B npsiMomy edipi A/V Tomo. Y nux nporpamax, K IpaBuio, ayJio
Ta/ab0 BiJco mepenaeThcs 3a JAOMOMOIOK BiloKpeMiieHHX motokiB Real-Time
Transport Protocol (RTP), 3a miarpumku iioro cynytauka RTP Control Protocol
(RTCP). Onna yactuna RTP mpautoe Ha TpancnoptHomy piBHi Hax UDP, a
Ipyra - Ha mpukiIagHoMy. 3 iHmoro 0oky, VolP mae ¢asy curnamizamii Ha
nouatky (mepen nepeaadero 3Byky 3a gonoMororw RTP), ska BinOyBaeThcs 3a
JOTIOMOT'010 JCSIKOTO MPOTOKOJY CHTHaji3alii, Hanmpukiaa, Session Initiation
Protocol (SIP). Po6ora SIP 3a3Buuaii cympoBOKYETHCS NEAKHM POTOKOJIOM
U1 OMKMCY MYJbTHMEIIMHUX CEaHCIB, SK, Hampukian, Session Description
Protocol (SDP). MoxnuBi npuxoBani kanamu B RTP ta RTCP omwmcani Ha

pucynky 2.10.
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Paper/tool Year Method Type PRBR  Advantages Disadvantages Defence
Traffic normalizer
Mazurczyk et al [T8] 2008  Padding field storage & Easy elimination and active warden
Traffic normalizer
Mazurczyk et al [T8] 2008 Extension header storage wvaries Big covert rate Easy elimination and active warden
Sequence Number Only for first
Mazurczyk et al [T8] 2008 field storage 16  Hard detection RTP packet
Timestamp Omnly for first
Mazurczyk et al [T8] 2008 field storage 32  Hard detection RTP packet
Ratio of used
different
timestamps and
Timestamp No need of Some timestamps  {otal number of
Mazurczyk et al [T8] 2008 field timing 1 synchronisation are skipped timestamps [45]
Ratio of used
different
timestamps and
NTP Timestamp No need of Some timestamps  total number of
Mazurczyk et al [T8] 2008 in RTCP timing 1 synchronisation are skipped timestamps [45]
Report blocks
in RR and SR up to
Mazurczyk et al [T8] 2008 in RTCP storage 160 Big covert rate
authentication Stripping
Mazurczyk et al [T8] 2008 tag storage 80  Hard detection this field |78
Receiver Do not exceed
intentionally discard accepted level
LACK [78] 2008 delayed packets timing packets of packet loss  Active warden [78]
interarrival
quiter in Use of jitter
Bai et al [9] 2008 RTCP storage 32 statistics
Send RTP or
(RTP, RTCP) Robust with
Lizhi et al [64] 2012 packet storage 32 many 0s

Pucynok 2.10 — [IpuxoBani kanaiau B RTP ta RTCP [24]

Secure Shell (SSH) — kpunrtorpadgiuynuii MPOTOKOJ KIIEHT-CepBepa JJs

O0e3neyHoro OOMIHY MaHWUMH, BIIJAJICHOTO BHUKOHAHHS KOMAaHJ Ta IHIIHAX

3aXHIICHUX MCPCIKCBHUX CJ'IY)K6 M1X ABOMa KOMH'IOTepaMI/I, K1 3'€I[HYIOTI)C$I

yepes 3axUuIleHUN KaHal yepe3 HezaxulleHy mepexy. IIpuxoBaHi kaHaiu, 110

BUKOPHUCTOBYIOTh SSH, MoxHa mo6aunTu Ha pucyHky 2.11.

Paper/tool Year Method Type FPRER Advantages  Disadvantages Defence
up to  Randomness Wrong recomputed
Lucena et al [67] 2004 MAC field storage 160 simulation MNon reliable MAC value
Different packet
Beginning up to length Packets length
Lucena et al [67] 2004 of payload storage 20B Big covert rate  distribution analysis
Random padding up to Not =0

Perkins [67]

2005

field

storage 2558

Very high rate

random values Statistical tests

Pucynok 2.11 — IIpuxoBani kananmu B SSH [24]
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2.2 Crparerii BUSIBJICHHAl TA 3HEHIKO/KCHHS MPHUXOBAHNX KAHAJIIB

[IpuxoBaHi KaHaJIM Tiepeaadl € MPeIMETOM MOCTIHHOI TOHKU 030pO€Hb. 3
OHOTO OOKY, 37MOBMHCHUKHM (200 HaBiTh 3BHYaWHI KOpPUCTYyBadi) MParHyTh
TaEMHO TepeaaBaTH iHGopMmalito. s IbOro Xakepu po3poOJIsIIOTh HOBI
IHCTPYMEHTH 1, 3 METOIO MiJBUIIECHHS CKJIAJHOCTI BUSBICHHS KaHAIIB, a TAKOX
e(DeKTUBHOCTI MPHU HAJCUJIAHHI Ta OTPUMaHHI MOBIOMJICHb, TOKPAIIYIOTh 1X 3
yacoM. 3 1HIIOro OOKY, CreniaaicTu 3 KioepOe3neKku NOCTIHHO BIOCKOHAIIOIOTh
curHatypu IDS 1 po3po0JisitoTh HOBI CIOCOOM BUSABICHHS MPUXOBAHUX KaHAJIB.
SK TUIBKM 1HCTPYMEHT NPHUXOBaHOI mepenadi iHdopMallli cTae MOMyJIsipHUM,
METOIM BHUSBICHHS MOTO BUKOPHCTAHHS TaKOX MOXYTh OyTH BKIIOYCHI B
nokanbH1 mpaBuia IDS abo Opanamayepa.

Crparerii BUSIBJICHHS TPUXOBAHUX KAHAIIB MOJISTAIOTh Y HACTYITHOMY:

® CTAaTUCTHYHOMY aHali31 Tpadiky (MOUIYK HETUMOBUX O0OCATIB JaHUX
HEBIJIOMOTO MPU3HAYEHHS)

® [IOIIYKY HEAOPEYHUX 3HAYCHb y MOJAX MPOTOKOJIB (HAABHICTh
1HpopMallii y 3ape3epBOBaHUX YU P1JIKO BUKOPUCTOBYBAHUX IMOJIAX,
HEBUIMAJIKOBI YKCJIa Y MOJSAX 3 PaHJOMI30BAaHUMU 3HAYCHHSIMU )

e [IOWIYK BIII3HABAHOTO BMICTY Yy HECMOJAIBAHUX MICUAX (MariyHi
yucna, Tekct ASCII a0o iHII O3HAKW 3HAYYIIUX JTaHUX Y TOJSX,
K1, 3a3BUYal, HE MICTSTh J1aHl TAKOTO TUITY)

[Ticns toro, sk mpuxoBaHUM KaHajn OyB 3HaNJEHUH, ICHYIOTh Taki
BapianTu niit [34]:

® YCYHEHHS KaHaly
e 00MEXEHHs MPOMYCKHOT 3JaTHOCT1 KaHaIy
® ayauT KaHaly

* JOKYMEHTYBaHHS KaHaIly

HaiikpamuMm BapiaHTOM € YCYHEHHS MOJKJIMBOCTI BUKOPHUCTAHHS
IPUXOBAHOI'O KaHAy, OCKIJTbKU HABITh KaHaJU 3 AY’KE€ HHU3bKOI MPOIYCKHOIO

31aTHICTIO MOXXYTb OYTH YCIIIITHO BUKOpHUcTaHi. OiHaK cripo0a BUAaJIEHHS BCIX
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NPUXOBAHUX KaHaJIB MPHU3BOJUTH JO YK€ HHU3bKOI €PEeKTUBHOCTI poOOTH
CUCTEMHU, TaK SK MPUXOBAHI KaHAJIW YACTO MOXYTh OyTH BUJAANECHI TUIbKU
IUISIXOM 3aMiHM aBTOMaTu3oBaHux mnpouenyp [35]. Kpim Toro O6impmiicTh
METO/IiB YCYHEHHS MPUXOBAHUX KaHAIIB MAalOTh €BPUCTUYHUM XapakTep. Tomy
NMOBHE 3HEIIKO/JJKCHHS YyCIX NPUXOBAHMX KaHaliB CUCTEMH BBaXXa€ThCs
HeMoxauBum [34, 36].

AKuio kaHan He MOKe OYTH 3HEUIKOJKEHUM, HOTO MPOIMYCKHA 3JaTHICTD
NOBUHHA OyTHM MaKCHMajbHO 3MeHUIEeHA. [IpuWHATHUN pPO3MiIp NPOIMYCKHOI
3IaTHOCTI KaHally 3aJIe)KUTh BiJ] 00CATYy MOTEHLINHOIO BUTOKY JaHUX, L0 €
KpuTnaHUM. Hampukian, sKmo KaHadl HACTUIBKKM Maiui, O[0 CeKpeTHa
1HQopMalis 3acTapie O TOro AK JAOCTATHIN i il BUKOpUCTaHHs oOcsr Oyne
eKCPUIBTPOBAHO, TO IPOMYCKHA 3/IaTHICTh KaHALy € NpUIHATHOIO. OOMEXEeHHs
NPOMYCKHOI 3/[aTHOCTI KaHally 4acTO € MpOoOJeMaTUYHHUM, OCKUIBKH O3HAyae
YVIOBIJTbHEHHSI ~ CHUCTEMHHUX  MEXaHI3MIB a00 BBEJEHHS IIyMmy, SKi
00MeXyBaTUMYTh NMPOJYKTUBHICTh CUCTEMHU.

Bynb-siki IpuXOBaHI KaHalld, Kl HE MOKHAa 3HEIIKOAWTH, MiJISATaI0Th
aynuTy. AyIUT BHUCTYNA€E CTPUMYIOUUM  (PAKTOpPOM JUISI  MOXKJIMBHX
KOPUCTYBauiB KaHalay. B pa3i HEMOXJIMBOCTI ayJUTy YU HACTIIbKH HU3BKOI
NPOMYCKHOI 3JaTHOCTI KaHaly, L0 HUM MOXHa 3HEXTyBaTH, HEOOXIIHO
NpUHAWMHI 3aJJ0OKyMEHTYBaTH iX ICHYBaHHS (Hampukiajn, y cruenudikarii
MPOTOKOJIY), 100 KOKEH YCBIJIOMJIIOBAB iX 1CHYBaHHS 1 MOTEHI[IMHY 3arpo3y.

IcHye nexinbka cTpaTeriii 3HEUIKOKCHHS MPUX OBAaHUX KaHAIB:

® 3aXUCT MEpexi
e HopMaizalis Tpadiky
® 3aXHCT XOCTIB

3axuCcT Mepexli [ MNPOTHUIIl TNPUXOBAHUM KaHaJlaM IIOJSrae y
OJIOKyBaHHI MPOTOKOJIB Ta MOPTIB, [0 BUKOPUCTOBYIOTHCS MNPUXOBAHUMU
kaHanamu. Hanpukman, B Ham yac ICMP  Onokyerbcs  OararbMa

OpanaMayepamu, 1Mo poOUTH TakKl MiAXOAW A0 CTBOPEHHS MPUXOBAHUX KaHAIIB
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sk Loki [37] nHeepekTuBHMMH. O4eBUIHO, IO B IHTEpHETI AesIK1 MPOTOKOJIN HE
MOXXYTh OyTH 3a0JIOKOBaH1, OCKIJIbKM BOHHU € OCHOBOIO HOT0 (pyHKIIIOHYBaHHS
(manpukman, [P, TCP, DNS), abo tomy, mo iX MOCIYrd 3aHAATO BaKJIHMBI
(manpukinan, email, Web). Onnak y 3akpuTiii Mepexi MPOTOKOJIH, Bpa3iIuBi 10
BUKOPHUCTAHHS TPUXOBAHWMH KaHAJaMH, MOXYyTh OyTH 3a0iokoBaHi abo
3aMIHEH1 BEPCISIMU 3 MEHIIOK KUIBKICTIO MOXJIMBUX MPUXOBAHUX KaHAJIB 4YHd
MPUXOBAaHUMH KaHaJlaMU 31 3HAYHO ypi3aHOI €(EKTUBHICTIO.

barato npuxoBaHUX KaHaJIiB, OMMCAHUX PaHIIIE, MOXYTh OYTH YCYHEHI 32
JIOMTIOMOTO0I0 HOpMali3aiii 3arojoBKIB MPOTOKOJIB, Ta PO3IIUPEHb IAKETIB.
HopMmamizanis Tpadiky Moxke OYTM BHKOHAHAa KIHLEBUMHU XOcTaMu abo
MEpPEXKHUMH TPUCTPOSIMHU, TaKUMHU SIK OpaHamayepu abo MpOKCi-CEpBEpH.
[IpuxoBaHi KaHaJIH, 110 BUKOPUCTOBYIOTH HEOOOB’SI3KOBI a00 3ape3epBOBaHI
OITU 1 3alOBHEHHS MOXYThb OyTH JErko YCyHEH1 3allyMJIEeHHSIM abo
MPUBECHHSM JI0 HYJILOBOTO 3Ha4YE€HHS 1M0JIiB. HeBi1oMi po3MIMpEHHS 3arojioBKa
MOXYTb OyTu BUAaneHi. Jleski TaeMHI KaHAJIM BUKOPUCTOBYIOTh TOW (aKT, 110
TIeBHI TOJIS 3ar0JIOBKIB HE 3aBXKIU BUKOPUCTOBYIOTHCSA. SIKIO BUKOPHWCTAaHHS
[IUX TIOJIB 1HJAEKCYETHCS 1HITUMH TMOJSIMHU 3ar0JIOBKIB, TO 1€l pakT Moxe OyTu
BUKOpUCTAaHMI s Hopmamizauii. Hampuknaz, BCTaHOBIIOBATH HYJIbOBE
3HayeHHs [P ID, skmo BctaHoBiieHo OiT DF; BCTaHOBIIOBAaTH HYJbOBUM
sanaueHHs Urgent Pointer, skmo 6iT URG He BCTaHOBJIEHO; BCTaHOBIIIOBATH
Fragment Offset nynpboBum, sikio BcTaHoBieHo O0iT DF. Kpim Toro, ciia
MEPEKOHATHUCS, 0 YEKCYMHU 3aBXKJIU BUKOPHUCTOBYIOTHCS Ta € MPABUIBHUMHU.
Psinq iHIIMX TIOJIB 3arojloBKa MOXHa TIEpelMUcaTH KEePyIOUYHWCh TIEBHUMH
npunyieHHamu. Hanpuknaza, BcranosmoBatu 01T DF Ta npuBoauT 3HaueHHs
IP ID i Fragment Offset 1o HyJs, SKII0 po3Mip makeTy MeHIie po3mipy MTU
(3a ymoBu Bimomoro MTU); nepezanucysatu [P 1D, sikio HopmaiizaTop Moxe
moaudikyBaTtu yci pparmentu; Time-to-Live i TCP timestamp Takox MOXYTh
OyTu mepes3amucaHi, SKII0 HOPMai3aTOp 3HAXOIUTHCS HyXKe OJH3BKO 10

JoKepesa, abo 0ITH HU3BKOTO MOPSIKY MOXYTh OyTH panaomizoBani [ 38].
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3aXHUCT XOCTIB HE MOX€ YCYHYTH IPUXOBAHUI MEpPEKHUI KaHall, ajie BIH
MOJ€ 3amo0irtu iX ekcruryaTamii B JESKHUX CLIEHapisiX 3acTocyBaHHS. SIKIo
po6oui cTaHIli 3aXWIEH] BiJ 37aMy, BCTAHOBJIEHHSA TPOSHIB 1 MOIU]IKaIlis
nporpaMHOTO 3a0e3nedeHHss abo0 Mepe)eBOro CTEeKy € HeMoxuinBor. lle
YHEMOXJIUBIIIOE BUKOPHCTAaHHS XakepaMH MPHUXOBAaHMWX KaHANiB Tmepenayl

iHpopMaIlii B MEPEIKHUX MPOTOKOJIAX.

BucHoBoOK 10 po3ainy 2:

IcHye Bennka MHOXXHMHA PI3HUX THIIB MPUXOBAHUX KaHaNiB. YClI BOHH
BIAPI3HAIOTHCSA 32 NPONYCKHOK 3JaTHICTIO KaHally, PIBHEM TAa€MHOCTI Ta
CIPHUSTINBUMHA yMOBaMU BHKOpPHUCTaHHSA. YacTo X HEMOXJIWBO IMOMITUTH HE
3HAKYU MPO iX HASABHICTh, OCKUJIPKM 3a3BUYaii BOHM BUKOPUCTOBYIOTH 3aCO0H,
110 He OyJIu MpU3HAYeH1 AJIs TAKOTO CIOCO0Yy 3aCTOCYBaHHS.

[Io6 3HemKOANTH MPUXOBaHI KaHAIH nepeaayl iHdpopMallli B MEpEKHUX
MPOTOKOJIaX, HEOOX1JHO CHOYATKy iX BU3HAYMTH a00 BUSBUTU. BusHaueHHs
NOJIsira€ y HamMaraHHl BUABUTH CIUIBHUM pecypc Ha eTami po3poOKH, SKUU
MOTEHIIHO MOXe OyTH BUKOPUCTAHHI SIK OCHOBA MIPUXOBAHOTO KaHaly, B TOU
yac sIK BUSBIICHHA € CIIPO0O0I0 3HAWTH aKTUBHUM MPUXOBAHUN KaHaJ, BUBYAIOYU
CynyTH1 HOro po0oTi aHomanii. [CHyloTh pi3HI METOAM BUABICHHS IPUXOBAHUX
KaHalliB B MeEpeXHuX mnpotokonax. I[licma BusHaueHHs abo0 BUABICHHS
NPUXOBAHUM KaHaJd MOXke OyTH JIIKBIJIOBaHUN, OOMEXKEHUM, MiITaHUN ayauTy
Ta/ab0 3a70KyMeHTOBaHUMU. JIJIs 3HEMIKOKEHHS MPUXOBAHOTO KaHAIy MOXE
OyTH BIPOBAIKEHO 3aXUCT MEPEKi, HopMaizalis Tpadiky, 3aXUCT XOCTIB.

PesynbTaTi, oTpuMaHi y X0J1 AOCJIKEHHS TUIIB MPUXOBAHUX KaHAJIB,
METOJIIB X CTBOPEHHS, BUSIBICHHS Ta 3HENIKO/HKEHHs, OyIyTh BUKOPUCTAHI y
HACTYITHOMY PO3J1UIi JJisT BUOOPY 3ac001B OOPOTHOM 13 MPUXOBAHUMH KaHaTaMH
(3okpema, 3 DNS TyHnenem) Tta po3poOKM BIaCHOTO METOMY BHSBICHHS Ta

SHCIOKO/’)KCHHA ITPUXOBAHUX KaHaJIiB.
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3 BUABJIEHHSA TA 3BHEHIKO’KEHHS IPUXOBAHUX KAHAJIIB
MEPEJAUYI IHOOPMAIIIT Y MEPEJXKHUX ITPOTOKOJIAX

Y mpoMmy posaini Oyne HaBeaeHO pi3HI cmocodu 60pOoTHOM 13 BiAOMUMHU
NPUXOBAHUMH KaHAJIAMU mepeaadi indopMmarrii B MepexxHux mpotokonax. Cepen
HUX TOTOBI 3ac00H, CIPsSMOBaHI Ha BUSIBICHHS Ta YCYHEHHS YK€ BIJIOMHX
KaHaJIiB; pO3pOO0JICHUM MPOTATOM JIOCTIKEHHSI METO/T aHa13y TpadiKy 3 METOIO
BUSIBJICHHSI aHOMaJdid, M0 CBIAYUTUMYTh NP0 HASIBHICTh MOTEHIIHHOTO
MPUXOBAHOTO KaHATy; MPEBEHTHUBHI 3aX0IW YHEMOJXJIMBICHHS BUKOPUCTAHHS
NPUXOBAaHUX KaHaliB. A TakoXX BHCHOBKM IIOJ0 HalKpalux yMOB

BUKOPUCTAHHS KOKHOTO 13 CITOCOOIB.

3.1 3aco0u BUABJECHHS Ta 3HCUIKOAKCHHS BIIOMHX NPHUXOBAHHUX

KaHaJiB

Ak Bxke OyJi0 3a3HAYEHO paHllIe, SIK TIIbKA MEBHUNW METOJ CTBOPEHHS
MPUXOBAHUX KaHaJIB HAO0yBa€ MOMIMPEHHS, CIEIIaliCTH HaMaralrThCs 3HAUTH
CrociO WOro BUSIBUTH Ta 3HEMIKOAUTH. ToMy MO>KHA 3 BIEBHEHICTIO CKa3aTH, 1110
I yeixX O11pLI-MEHII BIJOMUX MPUXOBAHUX KaHAJIB CTBOPEHO TOTOBI PIIIEHHS
3 BUKPUTTS Ta YCYHEHHS, SKIO € MOXJIHWBOI ¢dopmaiizaris 1 aBToMaTHu3allis
MEeBHOTO MIiAXOAYy A0 LHMX 3a7a4. BUSIBICGHHS Ta 3HEIIKOKCHHS BiJIOMOTO
NPUXOBAHOT'0 KaHAIy Oy/ie po3TJIsiHyTO Ha npukiaai DNS TyHento, OCKUIBKY BiH
€ OJHMM 3 HaWOuIbm BuBYEHHMX. Jlani Oyne pO3rIsHYTO ACKUIbKAa PI3HUX
MiAXOA1B O HOTO BUKPUTTS, @ TAKOXK onucaHo BUukopuctanus Snort (IPS&IDS)

Ta Opanamayepa Palo Alto Networks.

3.1.1 BusiBjieHHS BifoMHuX HeOe3NMeYHHUX JOMEHIB

[le#t meTon peanizyeTbes aHanizoM DNS 3anutiB Bijg Bamoi Mepexi. Y

pasi BUSABICHHS BIAOMOTO Mi03PiJ0TO JOMEHY — MaKeT BIAKUA€THCS.
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Cepen nyoaiuaux DNS k11€HTIB U1 IBOTO 3TOASTHCS:
e Cloudfare (6e3x0omITOBHMIA)
e OpenDNS (6e3K0OMTOBHUHN JIJIsI TOMAIIHHOTO BUKOPUCTAHHS )
e Infoblox (pimeHHs 115 613HECY)
e Cisco Umbrella (pimrenns ayis 6i3Hecy)
Heski Opanamayepu 3a6e3neuyroTh KOHTposb URL 1 MOXyTh OJIOKyBaTH
Bigomi HeOe3meuHi goMeHu. AnHtuBipycu (Hampukian, Crowdstrike Falcon
Endpoint Protection) Takox 10 HpOro 3JaTHI, aje 3a3BUYail 1e MOTpedye

CTBOPEHHS BJIACHUX IMPaBUJI BITHOCHO BioMUX Timo3puiux [P agpec.

3.1.2 Aunagi3 Tpadiky

MomniTopuHr Tpadiky € BaKJIMBOI CKJIaJ0BOIO O€3MeKu opraHizaiii.
K110 BM 3HAa€TE TUMIOBY MOBEAIHKY BalllOi MEPEXK1, CTAHAAPTHI 0OCSITH 3alUTIB,
iX OUiKyBaHUM BMICT, TOJWHU MIJABUIIEHOT aKTUBHOCTI, KOPEJALII0 KiJIbKOCTI
3alUTIB 3 iX JDKEPENIOM, TO BH 3MOXETE IMOMITHTH PI3Ky 3MIHY XapakTepy
akTUBHOCTI. Taka moxis OyJe CBIQYUTH MPO MOKIUBUUA IHUUAEHT O€3MEKH,
30kpema mosBy npuxoBanoro DNS tyHemnro. [39]

Jns Takoro MeToay BUKPUTTS mnpuxoBaHux DNS kananiB OynyTh
KOpPUCHUMHM OpaHamayepu, 3acobu s aHajui3y MepexxHoro Tpadiky
(manpukian, Wireshark), a takosx taki ytuiitu sk [40]:

e dnsHunter — moxyne nns MercenaryHuntFramework i Mercenary -
Linux, mo 3uutye .pcap ¢aiinu, Bijcitoe yci 3anutu kpim DNS Tta
BUKOHY€ CITIBCTaBJIEHHS Te€O0JIOKalll, 10 € KOPUCHUM IiJl Yac
aHaizy.

e reassemble_dns — yrwiiTa, 1o 3unTye .pcap Qaiiau Ta aHadi3ye
DNS noBigoMiieHHS.

Ham Oyne neranpHIilIe pO3rIsSHYTO poOoTy Opanamayepa Palo Alto

Networks y koHTeKcTI BUKpUTTA npuxoBaHoro DNS kanany. Hexait y mepexi
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opranizamnii icHye mneBHul DNS TyHens. Temep HeoOXximHO cnpoOyBaTu
3a0J10KyBaTH BUKOPHUCTAHHS MPUXOBAHOrO KaHany. JJiss modaTky HE0OX1JTHO
npoaHamizyBatu Tpadik. Jloriuno Oyno O NMpUMYCTUTH HAABHICTH Pi3KO1 3MiHU

MOBEIIHKH 3alUTIB 1 BeMUKy KinbkicTh DNS tpadiky. Ha pucynkax 3.1 1 3.2

BUJIHO, 110 Opanamayep po3mizHaB HajacuinaHHsa TCP tpadiky gepe3 DNS.

Application Usage

@® bytes O sessions O threats O content O URLs O users m

Home

Application Categories
networking general-internet

web-browsing [ 4 ] 4.0M I 1218 0 0 0 1 I
ssl a 2.7v I 96 Il 0 0 1 1 I
google-base a 1.5M N 70 0 0 0 1 I
e @ moskl o NSSm— 0 00—
ocsp 85.9k | 161 0 0 0 1 I
google-analytics 53.4k 1 21 0 0 0 1 I
facebook-base a 53.3k 1 110 N 0 0 110 I |

Pucynok 3.1 — ba3zoBuii aHami3 Tpadiky 3aCTOCYHKIB BiJ Opanamayepa Palo

Alto Networks
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tcp-over-dns x

Description

DNS Tunneling is a technique to encapsulate any binary data within DNS queries and replies and tunnel it
to any remote system and the Internet There are several tools currently available on the Internet that
perform DNS tunneling. This application identifies traffic from the following tools, tcp-over-dns, dns2icp.
lodine, Heyoka, OzymanDNS, and NSTX.

Reference

dns2tcp Google Yahoo!

Depends on Applications:

dns
Characteristics
Category networking Evasive yes
Subcategory encrypted-tunnel Excessive Bandwidth no
Risk [ Prone to Misuse yes
Standard Ports udp/53 Capable of File Transfer yes
Technology client-server Tunnels Other Applications yes

Used by Malware no

Has Known Vulnerabilities no
Widely Used no

Saa$ no

Pucynok 3.2 — Jlerauni, moo tcp-over-dns

Cxoxe, mo Opangmayep Palo Alto Networks 6e3 mpoGnem posmizHae
Tpadik Oimpmiocti 3aco6iB must DNS TyHenioBaHHS 1 Tpymye iX B OIHY
KaTeropiro. 3HAIOYH 1€, CTBOPUTH IPABUIIO, IO 3a0JI0Ky€ X aKTUBHICTb, CTA€E

npocto. [loganemii xii 300paxkeHi Ha pucyHkax 3.3, 3.4, 3.5.

Application Filter ®

T cneaky Apps W Apolyto App-Ds only E3 Clear Filters atching applications
Technology i Characteristic
13 business-systems 4 gudio-streaming & | 176 browser-based -l 1 | 2 Data Breaches -
60 collaboration 2 email 103 dient-server nH 355 Evasive
156 general-internet 26 encrypted-tunnel 3 network-protocol 194 195 Excessive Bandwidth
46 media 143 file-sharing 73 peer-to-peer & FEDRAMP
B0 networking 5 gaming ke 4| 11 HIPAA
4 general-business 123 1 IP Based Restrictions
1 infrastructure 45 No Certifications
28 instant-messaging 7 PCI
10 internet-conferencir - 14 Poor Financial Viability -
Mame Tagged Category Subcategory Risk Technology Standard Poris
g - - — —_
tep-over-dns networking  encrypted-tun client-server 53,udp -

Pucynok 3.3 — ®insTp Evasive 3acTOCYHKIB BUCOKOTO PiBHS PU3UKY
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Security Policy Rule

Destination | Application | Service/URL Category | Actions

M| source Zone M| source Address

O g Inside

D Megate

Pucynok 3.4 — Bka3yeMo, 110 11e TpaBuiIo MpaIfoe 1 Tpadiky, SKAM

BUXOJUTH 3 HAIIOT MEpexki

Security Policy Rule

Destination | Application | Service/URL Category | Actions

Action Setting Log Setting
Action | Deny v [ | Log at Session Start
Send ICMP Unreachable @ Log at Session End
Log Forwarding | None b d

Other Settings
Profile Setting Schedule | None w

Profile Type | Mone o QoS Marking | None i

D Dizable Server Response Inspection

okl conced

Pucynoxk 3.5 — Bkazyemo, 1mo Bech Takuii Tpadik HEOOX1THO BIIKUIATH
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3.1.3 Buxopucranusa Intrusion Prevention System Tta Intrusion

Detection System

Posrnsnemo Taky Intrusion Prevention System (IPS) six Snort. ¥ apoMy
NPUCYTHI K crnenudidyHl IpaBuia JUIS BUSABJICHHS YHIKQJIbHUX MaKETIB IS
yTuait DNS tyHentoBanHs, Tak 1 01bl 3arajibHi. OCh MPaBUIIO AJISI BUSBICHHS

Tpadiky ytunita lodine:

# alert udp SEXTERNAL NET 53 -> SHOME NET any (msg

"APP-DETECT iodine dns tunnelling handshake server

ACK”; flow : to client; byte test : 1,6&,0x80,2; content
7100 01 00 01 00|"”; depth : 5; offset : 4; content

44 44

v”; within : 1; distance : 4; content : ”“VACK”; within
200; fast pattern; metadata : service dns; reference
url,code.kryo.se/iodine/README.html; classtype
policy-violation; sid : 27046; rev : 2;)

Cxox1 npaBuia icHYIOTh 1 A1 DNS TyHeniB cTBOpeHHX 3a JOIOMOIOIO
ytumT OzymanDNS, DNSCat2 [40]. binpmr 3aranbHi npaBuiia 3a3BHYaid
opienTyroThcs Ha noBxkuHy URL y DNS 3anurtax, Tox X MOXHa JIETKO 001iTH
CKOPOTHUBIIIA KOPUCHE HABAHTAKEHHS Y KOXKHOMY 3aIUTI, 1[0 3BUYAITHO 3HU3UTH

IIBUIKICTH TYHEIIO.

3.2 BusiBJIeHHSl Ta 3HEHIKO/KCHHSI NMPUXOBAHUX KaHaJIB Ha OCHOBI

aHaJI3y MepexKHOro Tpagdiky

Hasxans He ycl1 miaxoau 10 BUSBJICHHS Ta 3HUIICHHS MPUXOBAHUX KaHAJIB
MOY>XHAa TOBHICTIO aBTOMAaTH3yBaTH. [HKOJIM II€ CTAEThCS 4Yepe3 OCOOJIHMBOCTI
KaHaly, aje YacTilie 4yepe3 Te, U0 METOJ Ta 3aCO0M CTBOPEHHS MPUXOBAHOTO

kaHany e He Bigomi. [1{o0 monepeauTu cripoOy peanizallii HEB1IOMOI 3arpo3u
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HEOOX1THO HaNaIITYyBaTH SKICHUM MOHITOPHUHI CHUCTEMH, IO OyJe CHOBIIIATH
npo Oynb-siki aHomamii. Y BHUIAAKY 3 MNPUXOBAHMMHU KaHallaMU Iepeaadi
iH(opMarii B MEpexKHUX MPOTOKOIAX OyAYTh JOPEUYHUMH CTpATETii BUSBICHHS,
10 pO3TIsaalucs y momepeanbomy posaiai. Jami sk proof of concept Oyne
HaBEJICHO BUSBICHHS Ta 3HEMIKOIKCHHS MPUXOBAHOTO KaHANy Tepenadi
indopmarii B mpotokoi IP Ha 6a3i onmionansHoro nosst Differentiated Services
— DiffServ (xomumusoro Type of Service — ToS). Cnuparoyuck Ha OTpUMaHi
pe3ysbTaTh, MOXHa OyJle BUBECTH 3arajibHl MpaBuiia MOHITOPUHTY Tpadiky, 1110
3MOKYTh TOBIJOMJISITH HaBITh MPO HOBI, IlI€ HE BUBUEHI NMPUXOBaHI KaHAJIU
nepenayl iHpopMallli B MEPEKHHUX MPOTOKOJAX.

[licns BusABIECHHS aHOMaliid HEOOXIIHO TMpoaHalizyBaTu Tpadik Ha
NpeIMET HAgBHOCTI NPUXOBAHOTO KaHaly mnepeaayl iHdopmarii. Y pa3si
HassBHOCTI KaHaly CJiJ BHU3HAYUTHU CHUTHATYpU BHUABJICHOIO KaHAIy 1
3HEMIKOJUTH MOTO OJHUM 13 JOCTYIHHUX CIIOCOOIB, HANPHUKJIIAM, 3a JOIMOMOTOIO

HOpMati3alii Tpadiky.

3.2.1 3aBaHTaKeHHs] Ta BCTAHOBJICHHS HEOOXiIHOr0 NMPOrpPaMHOIO

3a0e3meYeHHA

Ynanomy nociimkenHi 0yno Bukopuctano Wireshark mis mepexornieHHs
NakeTiB y peaJibHOMY dYaci Ta iX 3amucy mo ¢ainny ta Elastic Stack mns
MOHITOPUHTY Ta aHami3y MepexxHoro Tpadiky. [Iporpamue 3abe3neueHus 0ymo

3aBAHTAXXEHO 3 OQILIHHUX CAUTIB PO3POOHUKIB:

https://www.wireshark.org/#download
https://www.elastic.co/downloads/

Wireshark — mporpama juist anamnizy mepexxeBux naketiB Ethernet 1 iHmmx

MEpEeX 3 BIJIbHUM BUX1JTHUM KOJOM.


https://www.wireshark.org/#download
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Bcranosnenns Wireshark (pucynok 3.6) BinOyBaeThbcsi MakCHMAallbHO

MPOCTO, Y JEeKUJIbKA KIIIKiB, TOMY HaBOJUTH BECh MPOIIEC HEMAE CEHCY.

A Wireshark 3.2.4 64-bit Setup = X
Choose Components
Choose which features of Wireshark 3.2.4 64-bit you want to install. ‘

The following components are available for installation.

Select components to install: |
TShark
+-|¥] Plugins & Extensions
+- [ Tools
Documentation

Description
Space required: 193.3 MB

< Back Cancel

Pucynok 3.6 — OnuH i3 eramiB BcranosineHHs: Wireshark

Elastic Stack Ha nanuii MOMEHT CKJIaJaeThCs 3 YOTUPHOX KOMITOHCHTIB,

K1 MOKHA T0O0aunTH Ha pucyHKy 3.7: Beats, Logstash, Elasticsearch ta Kibana.
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Elasticsearch

Logstash

Pucynok 3.7 — Ctpykrypa Elastic Stack

Beats — wue serxki aredntu mnepecunanHHs ¢aimis. Il arenTtu
BCTAHOBIIIOIOTHCS HA CEPBEPH 1 HAJAIITOBYIOTHCS HA YUTAHHS 1 MEpECUIIaHHS
BMicTy ¢aiiny mo Logstash. YV nanomy mochimkeHHI BUKOPHUCTOBYBABCS
Filebeat.

Logstash - 1e xoHBeep 00OpOOKM MaHWX Ha CEPBEPHIH CTOPOHI, SAKHii
30upae gaHi 3 0Oaratbox JKEpea OJHOYACHO, 3alMa€eThCid I1X MApPCHUHTOM 1
TpaHcGOopMyBaHHIM Ta Biamnpasisie qo Elasticsearch.

Elasticsearch — me mnomykoBo-aHaJdiTHYHA cHCTeMa, MOOyJOBaHa Ha

Apache Lucene.
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Kibana - e iHcTpyMeHT Bi3yasi3allii, SIKMil MMOJIETIIY€E MOIIYK JaHHUX, IO
30epiratoTbesl B 0a3i manux Elasticsearch, a Tako) Hagae mpocTi 3aco0u s
CTBOPEHHS Bi3yasi3alliii 3 fiarpamamu Ta rpadikaMu, gamodopaaMu Ta 6aratbma
IHITUMH QYHKIISIMHU.

[Ticns 3aBaHTaXXEHHS BCIX YOTHUPHOX KOMIIOHEHTIB 3 CAWTy PO3pOOHUKA
HEOOX1THO pO3MaKyBaTH apXiBU Ta CTBOPUTH 3MIHHI CEpeIOBHUIIA K1 TOKa3aHO

Ha pUCYHKY 3.8.

3MiHHI OTOUYEHHA

Kopwctysauebki smiHHI ana ADMIN

3miHHA 3HaUeHHA
ELK Chelk\elasticsearch-7.12.1\bin
Chelk\kibana-7.12.1-windows-x86_64\bin
LOGSTASH Chelkilogstash-7.12.1\bin
OneDrive ChUsers\ ADMINYOneDrive
Path ChUsers\ADMINVAppDatat Local\Microsoft\WindowsApps;
TEMP ChUsers\ADMINVAppDatat\Local\Temp
TMP ChUsers\ADMINVAppDatat\Local\Temp
CTEOpUTH... Peparyeatw... Buaoanntm

Pucynox 3.8 — Jlonani 3MiHHI cepeIoBHUIIA

B komaHmHIM CTpolli HEOOXIIHO BUKOHATH HACTYNHY KOMaHAYy Jist

3amycky Elasticsearch:

elasticsearch.bat -Ecluster.name=myclusterl -

Enode.name=mynodel

PesynbpTaT BUKOHAaHHS KOMaHIX MOXHa mobauntu Ha pucynkax 3.9, 3.10.



* Select Administrator: Komananuit pRaox - elasticsearch.bat -Ecluster.name=mycluster1 -Enode.name=mynodel
1-0 32 0] te

C' 0 @ localhost B B =)
i Nomatkm &S HackThis!! - The Ha... IR CrWCOK UMTaHHS
{
"name" : "“mynodel”,
"cluster_name" : "myclusterl"™,
"cluster uwid" : "gsFmPhOPQn-aBIPQwSGPyw",
"version™ : {
"number" : "¥.12.1",
"build flavor™ : "default"™,
"build type"™ : "zip",
"build_hash" : "3186837139b%c6bbd23c3208870651F168d43343b7",
"build date" : "20821-04-208T20:56:39.8487286592Z",
"build snapshot" : false,
"lucene version" : "B.8.8",
"minimum_wire compatibility version" : "6.8.8",
"minimum_index compatibility version" : "6.8.8-betal"
Fs
"tagline™ : "You Know, for Search"
¥

Pucynoxk 3.10 — Elasticsearch ycmimnrno 3amyiieHo
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Jlani HeoOximHO BigpedaryBaTth (Qaiin koHdiryparii Logstash sk nHa

pucyHky 3.11.

.. logstash-sample.conf: baokHoT

Mawn Peparysanda OQopmat Bwrnag [osigka
# Sample Logstash configuration for creating a simple
# Beats -»> Logstash -> Elasticsearch pipeline.

input {
beats {
port => 5044
¥
}

output {
elasticsearch {

hosts => ["http://localhost:9200"]
index =»> "%{[@metadata][beat]}-%{[@metadata][version]}-%{+YYYY.MM.dd}"
#user => "elastic™
#password => "changeme"
¥
¥
I

Pa1, creni 100%  UNIX (LF) UTF-8

Pucynok 3.11 — daiin kondirypamii Logstash

Komanna aist 3anycky Logstash:

logstash.bat -f c:\elk\logstash-7.12.1\config

\logstash-sample.conf

PCByJIBTaT BHUKOHAHHA BHUIIIC HaBe)IeHO.l. KOMaHJIHU MOKHa CHOCTepiI‘aTH Ha

pucynkax 3.12 ta 3.13.



G . C’,'O _ (D localhost ) W ‘.;J- 2%

i flopatkn @

HackThi.s!!-TﬁeHa... LR & CHW_":DI(LIHTHHH_FI

{"host" :"DESKTOP-

USOeNDB" , "version”:"7.12.1","http_address™:"127.0.0.1:9688","id":"1
Baldfl18-68T6-46b8-9181-6ledce72e649" ,"name™ : "DESKTOP-

USO&GNDB" , "ephemeral id":"6bb2cBcd-3969-4b92-acBe-

b9d4b1644955" ,"status" : "green”,"snapshot" : false,"pipeline™:
{"workers":12,"batch_size":125,"batch_delay™:58},"build date™:"2821
_64_

20T19:51:547" ,"build_sha":"aBa%5c823ae2dal%9a757T44a01784665e7ad23d15
", "build snapshot":false}

Pucynoxk 3.13 — Logstash ycniniHo 3amyiieHo

Ha pucynkax 3.14, 3.15, 3.16 moxHa moGauuTd KOHPIryparmiwo s

Kibana, pe3ynbTart ii 3amycky B KOMaHIHIN CTPOIIl Ta y Opay3epi.
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,. kibana.yml: Baoksot

Dain Peparysanna Qopmat Burnag [osigka

# The Kibana server's name. This is used for display purposes. ~
#server.name: "your-hostname”

# The URLs of the Elasticsearch instances to use for all your queries.
elasticsearch.hosts: ["http://localhost:9200"]

# Kibana uses an index in Elasticsearch to store saved searches, visualizations anc
# dashboards. Kibana creates a new index if the index doesn't already exist.
#kibana.index: ".kibana"

# The default application to load.
#kibana.defaultAppId: "home™

# IT your Elasticsearch is protected with basic authentication, these settings prov
# the username and password that the Kibana server uses to perform maintenance on t
# index at startup. Your Kibana users still need to authenticate with Elasticsearct
# is proxied through the Kibana server.

#elasticsearch.username: "kibana system"

l#nalAactdirenarcrh nAaccunmnds "nAace™

< >
Pa1, cten 1 100%  UNIX(LF) UTF-8

Pucynoxk 3.14 — ®aiin koudirypanii Kibana

[=4] Select Administrator: Komaram# pRaox - kibana.bat

17:47

) ENG B

10.05.2021

Pucynok 3.15 — Pe3ynabpTaT BUKOHaHHS KoMaHu 3anycky Kibana B koManaH1i

cTpori



C 03 @ localhost

HackThis!! - The Ha. xoBOACTBO C/C+ BbinoaHuTy Bxons.. [ Flowchart Maker &... - in Dashboard

Welcome to Elastic

1 i

Start by adding your data

Add data Explore on my ow

17:49
10.05.2021 F‘

A 7 D) ENG

Pucynok 3.16 — Kibana ycnimHo 3amymeHa

BcranoButu cepsic Filebeat MmoxHa 32 10mOMOTOI0 KOMaHAM:

PowerShell.exe -ExecutionPolicy UnRestricted -File

.\install-service-filebeat.psl

BukonaHHs KOMaH1 JJ1s1 BCTAHOBIICHHS CepBiCY, KOH(DIrypariitnuii gain
Filebeat Ta 3amyck Filebeat moxHa mo6auntn Ha pucynkax 3.17, 3.18 i 3.19

BIAMIOBIIHO.

[#5] Administrator: KomanaHwii pagok O

ExecutionPolicy UnRestricted -File .\install-service-filebeat.psl

Name

filebeat

Pucynoxk 3.17 — Bcranosnenns cepsicy Filebeat



{8 filebeatyml: GrokHor
®aiin Pegarysanna ®opmar Burnsa [losigka
susnsusstessnnseasssdy Filebeat Configuration Example s##ssssssussssssssssssnsy

# This file is an example configuration file highlighting only the most common
# options. The filebeat.reference.yml file from the same directory contains all the
# supported options with more comments. You can use it as a reference.

#

# You can find the full configuration reference here:

# https://www.elastic.co/guide/en/beats/filebeat/index.html

# For more available modules and options, please see the filebeat.reference.yml sample
# configuration file.

# Filebeat inputs
filebeat.inputs:

# Each - is an input. Most options can be set at the input level, so
# you can use different inputs for various configurations.

# Below are the input specific configurations.

- type: log

# Change to true to enable this input configuration.
enabled: false

# Paths that should be crawled and fetched. Glob based paths.
paths:
#- /var/log/*.log

# exclude lines. A list of regular expressions to match. It drops the lines that are
# matching any regular expression from the list
#exclude_lines: ['ADBG']

# Include lines. A list of regular expressions to match. It exports the lines that are
# matching any regular expression from the list.
#include_lines: ['~ERR', 'AWARN']

# Exclude files. A list of regular expressions to match. Filebeat drops the files that
# are matching any regular expression from the list. By default, no files are dropped
#exclude_files: ['.gz$']
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aiin Penarysanna Gopmar Bwrnany [osigka
hosts: [“localhost:9260"]

# Protocol - either "http® (default) or “https™.
#protocol: "https"

# Authentication credentials - either API key or username/password.
#api_key: “id:api_key"

susername: "elastic”

#password: "changeme”

PR
#output.logstash:
# The Logstash hosts
host ocalhost : 5044

# Optional SSL. By default is off.
# List of root certificates for HTTPS server verifications
#ssl.certificate_authorities: ["/etc/pki/root/ca.pem”

# Certificate for S5L client authentication
#ssl.certificate: "/etc/pki/client/cert.pem”

# Client Certificate Key
#ss1.key: "/etc/pki/client/cert.key"

# Processors
processors:
- add_host_metadata:
when.not. contains.tags: forwarded
- add_cloud metadata: ~
add_docker_metadata: ~
add_kubernetes metadata: ~

# == Logging

# sets log level. The default log level is info.
# Available log levels are: error, warning, info, debug
#logging.level: debug

# At debug level, you can selectively enable logging only for some components
# To enable all selectors use ["*"]. Examples of other selectors are "beat™,
# "publisher”, "service".

Pucynox 3.18 — ®aiin koudiryparii Filebeat

Pucynox 3.19 — 3anyck Filebeat

Ycranoska Elastic Stack 3aseprmiena.
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3.2.2 IlinroroBka Elastic Stack pmo MomiTopuHry Tta aHasi3y

Mepe:KHOro Tpagdiky

Ha nonmatok mo rpadiunoro intepdeiicy Wireshark nHamae ytumity mnus
KOMaHJIHOro psaka tshark, sky Mo)kHa BHKOPHCTOBYBATH ISl 3aXOIUICHHS
Tpadiky B peaJbHOMY 4Yaci, a TAaKOX JJIs YUTAHHS Ta aHaJI3y JaMIiB Tpadiky.
Ha Buxomi tshark Mo>ke BuIaBaTH 3BiTH Ta CTAaTUCTHUKY, PE3yJIbTaTH MapCHHTY
JaMImiB y pI3HUX TekcToBUX ¢opmarax. OnuH 3 ¢dopMaTiB BHUBOIY, MIO
niaTpumyethbes tshark 3 Bepcii 2.2 (BunymeHnoi y BepecHi 2016 poky) € dopmart

JSON s Elasticsearch Bulk API.

tshark -1 Wi-Fi -T ek > C:\elk\dumps\packets.json

HaBenena Buie koMaHia OyJe BHUKOHYBaTH 3aXOIJICHHS IAaKeTIB Ha
mepexeBomy iHTepdeiici Wi-Fi y peaqbHOMYy vaci Ta iX jJoryBaHHs y Gopmarti
Elasticsearch Bulk API y ¢aiin packets.json.

HeobOpobieHi gaHi makeTiB MICTSITh HaJA3BUYAMHO BEJIUKY KIJIbKICTb
noJiB. Kpim toro, BuBin tshark -T ek mMicTUTBH BCi 3HaYEHHS MOJIB K CTPOKH,
HE3aJeXKHO B1JI TOT'0, UM € JaH1 JIHCHO TEKCTOM a00 YHCIaMH, IO MICTITh YacOBI1
no3Hauku ta [P-agpecu. be3 nmpaBuiabHUX TUIMIB JaHUX BUKOHAHHS OIEpalii,
crienuIYHUX JJIs TOJIIB IEBHOT'O THIY € HEMOXKJIMBUM (HAIMPUKJIIAJ, 3'ACyBaTH
CepeaHiN po3Mip MaKeTa).

[Io6 iHmexcyBaTH yucia SK YUCa, TO3HAYKHU Yacy SK MO3HAYKHU Yacy Ta
3ano0iratu mpobseMaM 3 1HAEKCOBAHUMM TMOJSIMHU, CJiJ SBHO BKa3aTH iX
3icraByieHHs. [Ipuknan 3icTaBjieHHS TOJIB Ta iX THUIIB JaHUX JJIs JaHOTO

JTOCHIIKEHHS HaBeIeHO HUXK4e Ha pUcyHKy 3.20:
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PUT _template/packets
{
"template": “packets-*",
"mappings™: {
"pcap_file™: {
"dynamic": "false”,
"properties": {
"timestamp": {
"type": "date"
T
"layers": {
"properties”: {
"frame": {
"properties”: {
"frame frame len": {
"type": "long"
¥
"frame_frame_protocols": {
"type": "keyword"
}
¥
s
"ip: {
"properties”: {
"ip ip src": {
"type": "ip"
s
"ip_ip dst": {
"type": "ip"
}
"ip_ip_proto": {

"type": "keyword"
¥

"ip ip dsfield": {
"type": "keyword"
¥

b
s
"udp”: {
"properties”: {
"udp_udp_srcport": {
"type": "integer"
s
"udp_udp_dstport”: {
"type”: "integer"

Pucynoxk 3.20 — 3icTaBieHHS MOJIB Ta X TUIIB JaHUX
Tenep HeOOX1THO CTBOPUTH 3aCO0M MOHITOPHUHTY Ta aHAII3y MEPEKHOTO
tpadiky — Bouep ta gamoopa. Ockinbku nose DiffServ e Heo6oB’13k0BUM, HHOTO
3HaueHHs 3a3Buyail piBHe (. Bouep cmocTepirae 3a KigbKICTIO OTPUMaHUX 3a
OCTaHHI 5 XBHJIMH IaKETiB 13 HEHYJIb0BHM 3HadeHHAM mojs DiffServ. V pasi

NEPEeBUIIEHHS 3a/laHOTO MOPOTOBOTO 3HAYEHHS KIJBKOCTI TaKUX MaKeTiB Oyne
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chopMOBaHO ajepT 3 KOPOTKMMH BIJOMOCTSIMH TpPO IHIUACHT. Y HAIIOMY
BHUIMAAKY anepT Hamiiae mo kaHany SOC memapramenty y mporpam Slack. Kon
Bouepa HaBeAeHO B gomaTky A. Ha mambopai Oyno po3MmimieHo yci HeoOXiaHi
JUISL aHAJI3y OTPUMAHOI0 ajepTy JaHi.

Onucanuil BUIE adTOPUTM OOPOOKHM Ta aHali3y MeEpexeBOro Tpadiky

300pakeHo Ha pUcyHKy 3.21.

Private
network
pcaﬂ | .pcap |
‘ Y

1 - File storage
WIRESHARK o
SAN
L
w |0gstash
K kibana — = elasticsearch
-wr

Pucynok 3.21 — KonBeep ananizy MepexeBUX MAKETIB 3a JOTTOMOTOI0

Wireshark ta Elastic Stack
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3.2.3 AHaJi3 OTPUMAHOr0 aJIepTy i 3HEIIKOIKEHHSI NMPUXOBAHOIO

KaHaJy nepeaadi ingpopmauii

[Ipuknan copaifoBaHHs anepty 300pakeHo Ha pucyHky 3.22 (CuHiMH
NPSIMOKYTHUKAMH MPUXOBAHO 1H(OpMAIlil0 PO OpraHizailiio, 1o He MiIsIrae

PO3TOJIONIEHHIO).

& security_alerter ¢
Add a topic

Orwell 4pP 10:25
Possible covert channel!
Source: 192.168.1.149 Type: IP DiffServ NOT 0 Count: 1276
Threshold: 300
Severity Responsible
High @Kateryna Natsvin

Status
New

8 security_alerter In progress Rejected/False positive Details

Orwell 4PP 10:35
Possible covert channel!
Source: 192.168.1.149 Type: IP DiffServ NOT 0 Count: 924
Threshold: 300
Severity Responsible
High @Kateryna Natsvin
Status
New 4 Latest messages

A @ ® 0

Pucynok 3.22 — AnepT npo MOXJIMBHUI MpUXoBaHU# kaHan y Slack

[Ticns oTpuMaHHs anepTy BiAMOBIAaNbHUM cremiaiicT 3 komanau SOC
MOBHHCH OMEPAaTUBHO BUBYUTH HaJlaH1 KOPOTKI BITOMOCTI Ipo iHIuAeHT y Slack
Ta TPUCTYNUTHU A0 AETAIBHOTO aHali3y AAaHHUX 3a AKUMU OyB cpopMOBaHUI
anept. [lepeiitn no mamobopay, KU TOMOMOXKE 3TIMCHUTH aHalli3 MOXKHA 3a
nonomororw kHonku Details. TTpukian gamoéopay 3 AaHUMH, IO MHiIJIATAIOTh

aHalli3y, HaBEJICHO Ha PUCYHKY 3.23.
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kibana.cloud.pmcorp.loc

@ = (k

Lucene ~ Jun 1, 2021 @ 10:25:00.000 - now C Refresh

924 hits

spect

Jun 1, 2021 @ 10:25:00.173 - Jun 1, 2021 @ 10:35:00173 Auto ~

10:25:00 10:26:00 10:27:00 10:28:00 10:29:00 10:30:00 10:31:00 10:32:00 10:33:00 10:34:00 10:35:00

Count

@timestamp per 10 seconds
Time + ip_ip_src ip_ip_dst ip_ip_proto ip_ip_dsfield

> Jun 1, 2021 @ 17:28:21.814 192.168.1.149 74.12515.91 17 00110000
> Jun 1, 2021 @ 17:28:21.883 192.168.1.149 7412515.91 17 10100000

> Jun 1, 2021 @ 17:28:27.801 192.1681.149 74.12515.91 17 00110000

Pucynoxk 3.23 — Jlambopx 11 aHamizy aHOMalbHOTO Tpadiky

Y pa3i sKIo0, MOPOroBe 3HAYEHHS KUIBKOCTI aHOMAaJIbHHUX IaKeTiB
MEepPEeBUILEHO HE3HAYHO a00 BiJlOMa MPUYWHA MIABUINEHHS iX 00csTry, amepr
BBakaTuMeThes false positive. ¥ pasi gacToro moBTOpPEHHS CXOXKHMX BHIAIKIB
BApPTO MPOBECTH JE€TaJbHHUI aHalll3 CYKYHHOCTI I1HUMJAEHTIB Ha HasABHICTh
MPUXOBAHOTO KaHATy 13 HU3bKOIO MPOIMYCKHOK 3/IaTHICTIO 1 32 HEOOX1THOCTI
MiIBUIIATH TOPOTOBE 3HAYCHHS.

B iHIIoMy BUMaaKy ajepT BBaKaTUMEThCs true positive i morpedyBaTume
IIBUJIKOTO 1 IKICHOTO aHai3y sl BUSBICHHS CUTHATYPH NMPUXOBAHOTO KaHATY
nepenavi iHdopmMaii 1 MOro 3HEMIKOKEHHS IUISIXOM 3aXUCTy Mepexi ado
HOpMai3alii Tpadiky. 3aXucT Mepexi 3A1HCHIOETHCS OJIOKYBaHHSIM TPOTOKOJIIB
Ta MOPTIiB, 0 BUKOPHUCTOBYIOTHCS IPUXOBAHUMH KaHAJaMHM, 3a HAsSBHOCTI TaKol
MoxJIMBOCTI. HopManizaiiito Tpadgiky MOKHaA peasi3yBaTH 3a JOMOMOI00 TaKUX

iHCTpyMeHTiB sik Mitmproxy, Ettercap Ta Bettercap.
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3.3 IlpeBeHTHBHI 32aX0M 3aXUCTY BiJl IPUXOBAHUX KAHAJIB

Uepes mpupoay 1 pi3HOMaHITHICTh NMPUXOBAHUX KaHaAJIIB HEMOXKJIMBO
MOBHICTIO aBTOMAaTH3yBaTH 1X BUABICHHS Ta 3HEUIKOXEHHs. YacTo mpocTime
MOMNEPEUTH MOSIBY MPUXOBAHUX KaHAJIB, HIXK iX BUABUTH. Y TaKUX BHUIAJIKaX
BJIAIOTHCS0 3aXUCTY XOCTIB. 3arajJibHOI0 PEKOMEHJALIEI0 € BUKOPUCTAHHS
nieBoro aHtuBipycy (Hampukian, Crowdstrike Falcon Endpoint Protection).
[ToBeniHKOBUM aHall3 JONOMOXE 3HEMIKOJUTU MpOorpamMHe 3a0e3nedeHHs
JOKAJIBHOTO KJIIEHTa Y MOMEHT 3amycKy. A 3a00poHa BIJBIJyBaHHS XOCTaMH
Bigomux I[P 3 moraHoio pemyTaii€r0 YHEMOXJIUBUTH HAJICHJIAHHS MaKETIB

snoyuHUsIM. [Ipuknaau Takux mpaBuII HaBeleH] Ha pucyHkax 3.24, 3.251 3.26.

&« C & falcon.crowdstrike.com maw DoxM:

. : f§ Activity > Detections > Detail [ Q search
All Detections

chrome.exe

CJ PC-KV-TL-DD840

Execution Details

Jun. 2, 202113:04:15

Custom Intelligence via Indicator of Attack

@ SMSSEXE PC-KV-TL-DD940
Sk
@ WINLOGON.EXE
&5 Workstation
@ USERINITEXE
c -
@ EXPLOREREXE
Qe -
@ CHROMEEXE ) ® High
2o OBJECTIVE Falcon Detection Method
@ CHROME.EXE

CSTO004

CustomlOAWinHigh

18518

CUSTOM 10A RULE 185.185.71." gamaredon APT control v& -

Pucynok 3.24 — Anept npo cnpoOy noctyny A0 TpoMiKKY Bigomux IP 3

MOTAaHO PEIyTaIli€r
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first.exe e n
ateryna Natsvin (¥ Closed () comment

CJ RU-vOL-DEV-21

Execution Details

BT TIME May. 15, 2021 14:15:54

‘ WINLOGON EXE
e

RU-VOL-DEV-21

Workstation

® Process blocked

° STEXE File quarantined

# Medium

his file meets the mac

protection's medium confide:

files. -

Pucynok 3.25 — biokyBaHHs BAKOHYBaHOTO (aiily Ha OCHOBI aHali3y HOTO

HOBGIIiHKI/I 3a JOIIOMOTI'OI0 MAallIMHHOI'O HAaBYaHH

< C & falcon.crowdstrike.com
™ ! B Activity > Detections > Detail [1
Detection
downloader.exe
ateryna Natsvin (2 Closed (P comment
] LT-UA-562368

Execution Details

ECTTIME May. 7, 2021 15:48:34
LT-UA-562368
0 HOST TYPE Workstation

ACTION N ® Process blocked

File quarantined

# High

Custom Intelligence via Indicator of Compromise

€8TDOOS

This SHA256 hash was prevented from sxecuting in
accordance with your organization's policy.

Assoclated 10C (SHA2E6 on library/DLL loaded)

Pucynoxk 3.26 — brnokyBanHs BUKOHYBaHOTO (hailly Ha OCHOBI BIJIMIOBITHOCTI

roro SHA256 xeury crnucky 3a00pOHEHUX
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3.4 TlopiBHsAHHS ¢(EeKTUBHOCTI HABEJEHUX CMOCO0IB 3axXHCTy

OCKUIBKM 1CHYIOTH Pi3HI MIAXOAW JIO BHSBJCHHS Ta 3HEIIKOIKEHHS
NPUXOBAHUX KaHaTIB mepefayl iHdopMmarii B MEpeKHUX MPOTOKOJAX, BAPTO
3HATH 3a SIKUX YMOB BOHU OyJyTh HalO1JIbII €PEeKTUBHI.

[IpoTn mnpuxoBaHWUX KaHAIIB 13 BIJOMHUMH CHUTHATYypaMH HailO1abII
e(DeKTHBHUMH € TOTOB1 3aCO0M BUSIBJIICHHS Ta 3HEIIKOKEHHS Taki AK: MyOI14H1
DNS xiientu 3 MOXIUBICTIO MepeBipku pemyTaiii IP aapecu, cremianizoBaHi
yTUIiTH, Opanamayepu, antusipycu ta IPS & IDS 3i cneniansHUMH TpaBUIIaAMH.

VY Bumnauky, Ko IpUXoBaHUM KaHaJ CTBOPEHUIN HOBUM, 11I€ HE ONMCAHUM
croco0oM, 1 HOro CUTHATYpH IlI€ HE BIJIOMIi, BapTO 3aCTOCOBYBATH CXOXXHUU 10
OMMCAHOTO paHillle METOJ MOHITOPUHIY Ta aHaji3y Tpadiky Ha MHOpeamer
aHoMmaJjiii. BiH 103BOJUTE BUSABUTU OCOOJMBOCTI HOBOTO MPUXOBAHOTO KaHaly,
Ta IIBUAKO 3HEMIKOJUTH HOTO 3a JOMOMOTOI HAJIEKHOTO 1HCTPYMEHTA,
HaImpuKiIag, Mitm-proxy.

[IpeBeHTHBHI 3aXx0au € MIEBUMHU SIK MPOTU BXKE BIJOMHUX, TaK 1 MPOTHU
HOBHMX IIPUXOBAHUX KaHAIIB nepeaadl iHpopmallli B MEPEKHUX MPOTOKOJIAX.

Komb6iHalist onucanux cnocoO0iB J03BOJIMTh MAaKCUMAJIbHO 3aXHCTUTH

CUCTEMY BiJ] yCIX TUIIB NPUXOBAHUX KaHAJIB.

BucHoBoK 10 po3ainy 3:

Jlns 3axucTy BiA BIJOMHUX MPUXOBAHUX KaHAJIB ICHYIOTH CIEIliaibHI
YTWJIITH Ta MPaBUJIa/CUTHATYPH JIJISI MEPEKHUX €KpaHiB, aHTUBIpyciB abo IPS &
IDS. IcHyI0Th TaKOX MPEBEHTUBHI 3aX01 OOPOTHOU 3 MPUXOBAHUMU KaHATIAMH.
VY xon1 nocaipkeHHs 0y10 po3po0JIeHO Ta peani30BaHO BJIACHUN METO/T 3aXUCTY
BiJl MPUXOBAHUX KAaHAJIB 3a JIOMIOMOTOI0 MOHITOPUHTY Ta aHajli3y MEpeXHOIo
Tpadiky Ha mpeaMeT HasBHOCTI aHomamid. [lns wmoniTopuHry Tpadiky
BHKOPHUCTOBYBasach KOMOiHaIlis Takux iHcTpyMmeHTiB sik Wireshark ta Elastic

Stack. Oco6nuBicTh pO3p0OIIEHOT0 METOAY MOJIATAE Y MOKIUBOCTI AETEKTYBATH
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MOTEHIIIHI MPUXOBaH1 KaHAJH, SK1 11e He Oy BiJloMi ab0 JOCIIKEH1, a TOMY
HE MAIOTh ONMHUCAHUX CUTHATYpP. TOOTO 32 TOMOMOT 00 JAHOTO METOIY MOKJIMBO
BUSIBUTH HOBI THUNW MPUXOBAHUX KaHATIB Mepedadl JaHUX Y MEPEKHHUX
IPOTOKOJIAX.

Koxen croci6 00poTsOu 3 MPUXOBAHUMU KaHaJaMH nepenadi indpopmarii
B MEPEKHHUX MPOTOKOJIAX Ma€ CBOIO cdepy 3acTocyBaHHs. JIuiie cucTeMHO BOHU
3a0e3Me4YyI0oTh MaKCUMAaJIbHUIM PiBEHb 3aXUIEHOCTI CHCTEMH BiJl MPUXOBaAHUX

KaHaJlB.
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BUCHOBKHA

Y po60TI pO3TIISIHYTO MOHATTS MPUXOBAHOTO KaHAITy Tiepeaadi iHGopmaiii
y MEPEKHOMY MPOTOKOJI, MPUYMHU BUHUKHEHHS Ta ICTOPIIO PO3BUTKY JAaHOTO
aBuia. [IpoBeeHO Oriiaa BIIOMHUX MPUXOBAHUX KaHAJIB Ta aHall3 METOJIB iX
cTtBopeHHs. [IpuxoBaHi kaHamm kiacudikoBaHo 3a piBHem cteky TCP/IP Ta
MPOTOKOJIOM, Ha SIKOMY BOHH MPalLIOI0Th. 3alpOINOHOBAHO CTPATET1l BUABJICHHS
Ta 3HELIKOJ)KEHHS IPUXOBAHUX KaHaJIB.

Y npakTuyHid 4YacTUHI JOCHIJDKEHHS TMPOBEACHO OTJIsiT METOMIB
BUSBJICHHS Ta 3HEIIKO/J)KEHHS BIJOMHUX NPHUXOBAaHUX KaHAIIB y MEPEKHUX
npoToKoiaxX. 3a/1s1 0OpOoTHOM 13 MpUXOoBaHMMH KaHaimamu (Ha mpukiaagi DNS
TYHEJI0) 3aCTOCOBAHO iCHYIOUl 3aco0u. Po3pobsieHO Ta peani3zoBaHO BJIACHUMU
METOJI BUSIBJICHHSI NMPUXOBAHMX KaHaNIB mepenadi iHdopMalii y MepexHHX
MPOTOKOJIAX IUIAXOM JETEKTYBaHHs aHOMaii MepexHoro Tpadiky. Metoa mae
3HAYHUM TIOTEHIlia]l BUSABJCHHS HOBUX, paHIlle HE BIJOMUX MPUXOBAHUX
KaHaJlB 3aBISKH TOMY, IO HE (OKYCYEThCS Ha CHUTHATYpaxX KOHKPETHHX
KaHaJliB, a IPOBOJAMUTH 3arajlbHUii MOHITOPUHT Ta aHaJli3 MEPEXHOTO TpadiKy Ha
npeaMeT aHoMmalliil. Y Xonl JOCHIKEHHS CTBOPEHO 3acO0M MOHITOPHUHTY Ta
aHaizy MepexxHoro Tpadiky — Bouep Ta gamobopna. J[oBeaeHO IOLIIBHICTh
Bukopuctanas komOinamii Wireshark ta Elastic Stack 3 meToro BusBICHHS
NOTEHUIHHOIO0 MPHUXOBAHOTO KaHaly. PO3TIsSHYTO TPEBEHTHUBHI 3aXOdu
O00pOTHOU 13 MPUXOBAHUMU KaHATaAMU.

OTpuMaHi pe3yabTaTH MOXYTh OYTH BHUKOPHCTaH1 JJIisI CTBOPEHHS
KOMIIJIEKCHOTO 3ac0o0y 3aXHMCTy CUCTEMHU BiJ] MPUXOBAHUX KaHaJIB Iepenayi
iHQopMalii y MepexXHUX MpoTokonax. Po3pobiieHuid MeToa MOXKE CIyryBaTu
JUIs BUSIBICHHS HOBUX, L€ HE OMUCAHUX MPUXOBAHUX KaHAJIB, JJs SAKUX HE

ICHY€ CUTHATYyD.
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JOJATOK A PO3POBJIEHU BOUYEP JJI51 ELASTIC STACK

"trigger™: {
"schedule™: {

"Interval™; "5m"

¥
g
"input": {
"search™: {
"request”: {
"search_type": "query_then_fetch",
"indices": [
"packets-*"
1
"rest_total hits_as_int": true,
"body": {
"size": 100,
"query": {
"bool": {
“filter": [
{
"range": {
"@timestamp™: {

"gte": "now-{{ctx.metadata.query_period}}"

llltell: lanWll
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"query_string™: {
"query": """ NOT ip_ip_dsfield:"00000000" """
"analyze_wildcard": true,
"default_field"; "*"

}
¥
]
}
I8

" source™: {
"excludes": []
}

"stored_fields": [

nyen

1

"script_fields": {},

"docvalue_fields": [
"@timestamp",
"event_data.NewTime",

"event_data.PreviousTime"

]
¥
by
by
H
"condition": {
"compare™: {

"ctx.payload.hits.total": {
"gt": 0
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¥
S
"actions™: {
"orwell™: {
"webhook™: {

"scheme™: "http",

"host": "10.47.0.35",

"port": 3443,

"method": "post”,

"path": "/alerts",

"params": {},

"headers": {},

"body"": " "alert.channel™:"{{ctx.metadata.channel}}",
"alert.description™:"Possible covert channel!”, "alert.id":"a0166",
"alert.name":"packets_data", "alert.responsible.subteam™:
"{{ctx.metadata.subteam}}", "alert.responsible.subteam_name":
"{{ctx.metadata.subteam_name}}", "alert.requestor.name":"kateryna.natsvin",
"alert.responsible.name":"kateryna.natsvin",
"alert.responsible.slackname":"kateryna.natsvin", "alert.severity":"High",
"alert.source.index":"packets", "alert.source.name":"packets_data",
"alert.source.type":"Watcher", "alert.text":" {{#ctx.payload. value}} Source =
{{ip_ip_src}} Type = IP DiffServ NOT 0 Count = {{count}}\nThreshold =
{{threshold}} \n{{/ctx.payload. value}}\n\n", "alert.title":"Possible covert
channel!”, "details.url":"https://siem.pmcorp.loc/app/discover#/view/950c6f60 -
9d40-11eb-af98-
95903c521¢39?_g=(time:(from:'{{ctx.payload._value.0.starttime}}',mode:abso
lute,to:'{{ctx.payload. value.0.endtime}}))",
"mitre.attack.platform™:"Enterprise”,  "mitre.attack.tactic':"Command and
Control", "mitre.attack.technique":"Protocol  Tunneling", "@metadata™:

{"source":"watcher"}}"""
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}
¥
h

"metadata™: {

"subteam": "S01QC63CB4K",
"channel": "security_alerter"
"subteam_name™": "SOC",
"threshold": 300,
"query_period": "5m"

g

"transform": {
"script™: {

"source": "def starttime =
Instant.ofEpochMilli(ctx.execution_time.getMillis()-600000); def endtime =
ctx.execution_time; def payload =
ctx.payload.aggregations.1.buckets.stream().filter(p ->
p.doc_count>ctx.metadata.threshold).map(t -> { return ['count: t.doc_count
'source': t.key, ‘'user': t.2.buckets.0.key, ‘starttime': starttime, ‘endtime’
endtime]}).collect(Collectors.toList()); return payload;",

"lang": "painless”

k
¥
}



